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About This Guide

• Objectives on page xli

• Audience on page xli

• Conventions on page xlii

• Documentation on page xliii

• Requesting Technical Support on page xlv

Objectives

Juniper Networks Network and Security Manager (NSM) is a software application that

centralizes control andmanagementof your JuniperNetworksdevices.WithNSM, Juniper

Networks delivers integrated, policy-based security and network management for all

devices.

NSM uses the technology developed for Juniper Networks ScreenOS to enable and

simplifymanagement support for previous andcurrent versionsofScreenOSandcurrent

versionsof JunosOS.By integratingmanagementof all JuniperNetworks security devices,

NSM enhances the overall security of the Internet gateway.

ThisguidedescribesNSMfeaturesandprovidesa technicaloverviewof themanagement

system architecture. It also explains how to configure basic and advanced NSM

functionality, includingaddingnewdevices, deployingnewdeviceconfigurations, updating

device firmware, managing security policies and VPNs, viewing log information, and

monitoring the status of your network. Use this guide in conjunctionwith theNSMOnline

Help, which provides step-by-step instructions for many of the processes described in

this document.

NOTE: If the information in the latest NSMRelease Notes differs from the
information in this guide, follow the NSMRelease Notes.

Audience

This guide is intended for systemadministrators responsible for the security infrastructure

of their organization. Specifically, this book discusses concepts of interest to firewall and

VPN administrators, network/security operations center administrators; and system

administrators responsible for user permissions on the network.
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Conventions

The sample screens used throughout this guide are representations of the screens that

appear when you install and configure the NSM software. The actual screensmay differ.

All examples show default file paths. If you do not accept the installation defaults, your

paths will vary from the examples.

Table 1 on page xlii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xlii defines text conventions used in this guide.

Table 2: Text Conventions

ExamplesDescriptionConvention

• Issue the clock source command.

• Specify the keyword exp-msg.

• ClickUser Objects

• Represents commands and keywords
in text.

• Represents keywords

• Represents UI elements

Bold typeface like this

user inputRepresents text that the user must type.Bold typeface like this
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Table 2: Text Conventions (continued)

ExamplesDescriptionConvention

host1# 

show ip ospf
Routing Process OSPF 2 with Router
 ID 5.5.0.250
Router is an area Border Router 
(ABR)

Represents information as displayed on
the terminal screen.

fixed-width font

Ctrl + dIndicates that youmust press two ormore
keys simultaneously.

Key names linkedwith a plus (+) sign

• The product supports two levels of
access, user and privileged.

• clusterID, ipAddress.

• Emphasizes words

• Identifies variables

Italics

Object Manager > User Objects > Local
Objects

Indicates navigation paths through the UI
by clicking menu options and links.

The angle bracket (>)

Table 3 on page xliii defines syntax conventions used in this guide.

Table 3: Syntax Conventions

ExamplesDescriptionConvention

terminal lengthRepresent keywordsWords in plain text

mask, accessListNameRepresent variablesWords in italics

diagnostic | lineRepresent a choice to select one keyword or
variable to the left or right of this symbol. The
keywordor variable canbeoptional or required.

Words separated by the pipe ( | )
symbol

[ internal | external ]Represent optional keywords or variables.Words enclosed in brackets ( [ ] )

[ level 1 | level 2 | 11 ]*Represent optional keywords or variables that
can be enteredmore than once.

Words enclosed in brackets followed
by an asterisk ( [ ]*)

{ permit | deny } { in | out } { clusterId
| ipAddress }

Represent required keywords or variables.Words enclosed in braces ( { } )

Documentation

Table 4 on page xliv describes documentation for the NSM.
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Table 4: Network and Security Manager Publications

DescriptionBook

Describes the steps to install the NSMmanagement system on a
single server or on separate servers. It also includes information on
how to install and run theNSMuser interface. This guide is intended
for IT administrators responsible for the installation or upgrade of
NSM.

Network and Security
Manager Installation Guide

Describes how to use and configure key management features in
theNSM. It provides conceptual information, suggestedworkflows,
and examples. This guide is best used in conjunction with the NSM
OnlineHelp,whichprovidesstep-by-step instructions forperforming
management tasks in the NSMUI.

This guide is intended for application administrators or those
individuals responsible for owning the server and security
infrastructure and configuring the product for multi-user systems.
It is also intended for device configuration administrators, firewall
and VPN administrators, and network security operation center
administrators.

Network and Security
Manager Administration
Guide

Provides details about configuring the device features for all
supported ScreenOS platforms.

Network and Security
Manager Configuring
ScreenOS Devices Guide

Provides details about configuring the device features for all
supported Intrusion Detection Prevention (IDP) platforms.

Network and Security
Manager Configuring
Intrusion Detection
Prevention Devices Guide

Provides procedures for basic tasks in the NSM user interface. It
also includes a brief overview of the NSM system and a description
of the GUI elements.

Network and Security
Manager Online Help

Provides complete syntax and description of the SOAPmessaging
interface to NSM.

Network and Security
Manager API Guide

Provides the latest information about features, changes, known
problems, resolved problems, and systemmaximum values. If the
information in theReleaseNotes differs from the information found
in the documentation set, follow the Release Notes.

Release notes are included on the corresponding software CD and
are available on the Juniper Networks website.

Network and Security
Manager Release Notes

Provides details about configuring the device features for all
supported Infranet Controllers.

Network and Security
Manager Configuring
Infranet Controllers Guide

Provides details about configuring the device features for all
supported Secure Access Devices.

Network and Security
ManagerConfiguringSecure
Access Devices Guide
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Table 4: Network and Security Manager Publications (continued)

DescriptionBook

Provides details about configuring the device features for all
supported EX Series platforms.

Network and Security
Manager Configuring EX
Series Switches Guide

Provides details about configuring the device features for all
supported J Series Services Routers and SRX Series Services
Gateways.

Network and Security
Manager Configuring J
Series Services Routers and
SRX Series Services
Gateways Guide

Provides details about configuring the device features for M Series
and MX Series platforms.

Network and Security
Manager M Series and MX
Series Devices Guide

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or Partner Support Service

support contract, or are covered under warranty, and need postsales technical support,

you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC Hours of Operation —The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/
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• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Create a service request online: https://myjuniper.juniper.net

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on theWeb or by telephone.

• Visit https://myjuniper.juniper.net.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://support.juniper.net/support/requesting-support/.
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PART 1

Getting Started with NSM

The chapters in Part 1 of the Release 2010.3 version of theNetwork and Security Manager

Administration Guide provide an overview of themanagement system and describe how

to prepare to integrate your existing network security structure using NSM role-based

administration tools.

Part 1 contains the following chapters:

• Introduction to Network and Security Manager on page 3

• Planning Your Virtual Network on page 43

• Configuring Role-Based Administration on page 63
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CHAPTER 1

Introduction to Network and Security
Manager

Juniper Networks Network and SecurityManager (NSM) gives you complete control over

your network. Using NSM, you can configure all your Juniper Networks devices from one

location, at one time.

This chapter contains the following sections:

• About NSM on page 3

• Technical Overview on page 10

• Working in the User Interface on page 23

• New Features in 2012.2 on page 42

About NSM

Amanagement system integrates your individual devices into a single security system

that you control from a central location.With NSM, you canmanage your network at the

system level, using policy-based central management, as well as at the device level,

managing all device parameters for devices.

NSMworks with networks of all sizes and complexity. You can add a single device, or

create device templates to help youdeploymultiple devices. You can create newpolicies,

or edit existing policies for security devices. Themanagement system tracks and logs

each administrative change in real time, providing you with a complete administrative

record and helping you perform fault management.

NSM also simplifies control of your network with a straightforward user interface (UI).

Making all changes to your devices from a single, easy-to-use interface can reduce

deployment costs, simplify network complexity, speed configuration, andminimize

troubleshooting time.

The following sections provide an overview of the key management features of NSM:

• Security Integration on page 4

• Device Management on page 6

3Copyright © 2019, Juniper Networks, Inc.



• Error Prevention, Recovery, and Auditing on page 7

• Complete SystemManagement on page 8

Security Integration

True security integration occurs when you can control every device on your network and

see every security event in real time from one location. In NSM, this location is the NSM

UI, a graphical user interface that contains a virtual representation of every device on

your network. You use this console to view your network, the devices running on it, the

policies controlling access to it, and the traffic that is flowing through it.

Device Configuration

You can create andmanagedevice configurations for devices or systems in your network.

NSM provides support for device configuration commands, so you can retain complete

control over your devices when using system-level management features like VPNs.

Network Organization

Use domains to segment your network functionally or geographically to define specific

network areas that multiple administrators canmanage easily.

A domain logically groups devices, their policies, and their access privileges. Use a single

domain for small networks with a few security administrators, or use multiple domains

for enterprise networks to separate large, geographically distant or functionally distinct

systems, or to control administrative access to individual systems.

With multiple domains, you can create objects, policies, and templates in the global

domain, and then create subdomains that automatically inherit these definitions from

the global domain.

Role-Based Administration

Control access tomanagement with NSM. Define strategic roles for your administrators,

delegate management tasks, and enhance existing permission structures by enabling

permissions for particular tasks.

UseNSM to create a security environment that reflects your current offline administrator

rolesand responsibilities. Youcanconfiguremultiple administrators formultipledomains.

By specifying the exact tasks your NSMadministrators can performwithin a domain, you

minimize the chance of errors and security violations, and enable a clear audit trail for

every management event.

Initially, when you log in to NSM as the super administrator, you have full access to all

functionality within the global domain. From the global domain, you can add NSM

administrators, configure their roles, and specify the subdomains to which they have

access:

• Activities and Roles—An activity is a predefined task performed in the NSM system. A

role is a collection of activities that defines an administrative function. Use activities

to create custom roles for your NSM administrators.
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• Administrators—An administrator is a user of NSM. Each administrator has a specific

level of permissions. Createmultiple administratorswith specific roles to control access

to the devices in each domain.

• Default Roles—Use the predefined roles System Administrator, Read-Only System

Administrator, Domain Administrator, Read-Only Domain Administrator, IDP

Administrator, or Read-Only IDP Administrator to create permissions for your

administrators quickly.

NOTE: In amixed environment, an administrator with the IDP Administrator
role is unable to take full command of all managed devices because of the
predefined restrictions. If IDP Administrators are expected tomanage other
devices in amixed environment, they need to know the restrictions and have
their roles modified to include the necessary permissions.

Centralized Device Configuration

Nomatterhow largeyournetwork, youcanuseseveral systemmanagementmechanisms

to help you create or modify multiple device configurations quickly and efficiently at one

time:

• Templates—A template is a predefined device configuration that helps you reuse

specific information. Create a device template that defines specific configuration

values, and then apply that template to devices to configure multiple devices at one

time. For more flexibility, you can combine and apply multiple device templates to a

single device configuration.

• Configuration groups—In Junos devices, configuration groups allow you to create a

group containing configuration statements and todirect the inheritanceof that group’s

statements in the rest of the configuration. The samegroup can be applied to different

sections of the configuration, and different sections of one group’s configuration

statements can be inherited in different places in the configuration.

• Shared objects—An object is an NSM definition that is valid in the global domain and

all subdomains. Any object created in the global domain is a shared object that is

shared by all subdomains; the subdomain automatically inherits any shared objects

defined in the global domain. You will not see global objects in the Object Manager of

a subdomain; however, you can use the objects when selecting objects in a policy.

The global domain is a good location for security devices and systems that are used

throughout your organization, address book entries for commonly used network

components, or other frequently usedobjects. A subdomain, alternatively, enables you

to separate firewalls, systems, and address objects from the global domain and other

subdomains, creating a private area to which you can restrict access.

• Grouping—A group is a collection of similar devices or objects. Use device groups and

object groups to update multiple devices simultaneously, simplify rule creation and

deployment, andenablegroup-specific reporting. Youcaneven link groupsusingGroup

Expressions to create a custom group.
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DeviceManagement

As your network grows, youmight need to add existing devices, add new devices,

reconfigure existing devices, update software versions on older devices, or integrate a

new network to work with your existing network. NSM provides a virtual environment in

which to first model, verify, and then update your managed devices with changes.

Importing Devices

If you have existing devices deployed you can use the NSM import feature to import their

configurations, addressbooks, serviceobjects, policies,VPNs, andadministratorprivileges.

As NSM imports your existing device configurations, it automatically creates your virtual

network based on the configuration information.

You can import device configurations directly from your devices. Import all your devices

at one time, or, if your network is large, import one domain at a time.

DeviceModeling

Using your virtual network to change, review, and test your network configuration before

deploying it to your physical network can help you discover problems like routing issues,

IP conflicts, and version mismatches across your entire network before they actually

occur. NSM includes configuration validation to help you identify device configuration

errors andmissing information, and thenpoints you to the trouble spot so you canquickly

fix the problem.When youhavedesigneda virtual configuration thatworks, you canpush

this configuration to your devices with a single update.

You can implement a new routing protocol across your network, design and deploy a

new security policy with traffic shaping, or create a new VPN tunnel that connects a

branch office to your corporate network.

Rapid Deployment

Rapid Deployment (RD) enables deployment of multiple ScreenOS security devices in

a large network environment with minimal user involvement. RD simplifies the staging

and configuration of security devices in nontechnical environments, enabling the secure

and efficient deployment of a large number of devices.

To use RD, the NSM administrator creates a small file (called a configlet) in NSM, and

then sends that configlet to an on site administrator who has local access to the security

device. With the help of the Rapid Deployment wizard, the onsite administrator installs

the configlet on the device, which automatically contacts NSM and establishes a secure

connection for device management.

RD is ideal for quickly bringing new security devices under NSMmanagement for initial

configuration.Youcanmodelandverify yourdeviceconfigurations forundeployeddevices,

and then install the completed device configuration when the device contacts NSM.

Policy-BasedManagement

Createsimplifiedandefficient securitypolicies for yourmanageddevices.Youcanmanage

security policies either in a Central Policy Manager or through in-device policy

Copyright © 2019, Juniper Networks, Inc.6

Network and Security Manager Administration Guide



management, depending on the type of device. The tools at your disposal are also

device-dependent, but can include:

• Groups—Group your devices by platform, OS version, location, or function, and then

add them to your security policies.

• Zone Exceptions—To simplify your rules, define a common To Zone and From Zone

for all devices in the rule, and then specify zone exceptions to change the To and From

zones for specific devices. Zone exceptions add flexibility to your rules, enabling you

to managemore devices in a single rule.

• Filtering—Filter on From and To Zones to see rules between zones.

• Scheduling—Schedule aperiodduringwhicha security policy is in effect on thedevices

in a rule. Create schedule objects as one-time, recurring, or both.

• Security and Protection—Configure a rule to look for attacks, viruses, or specific URLs.

• Traffic Shaping—Use your firewall rules to control the amount of traffic permitted

through your managed devices.

Error Prevention, Recovery, and Auditing

Using NSM’s error prevention and recovery features, you can ensure that you are

consistently sending stable configurations to your devices, and that your device remains

connected to NSM. You can track each changemade by a NSM administrator to help

you identify when, how, and what changes were made to your managed devices.

Device Configuration Validation

NSMalerts you toconfigurationerrorswhile youwork in theUI. Each field thathas incorrect

or incomplete data displays an error icon:

Move your cursor over the icon to see details. For more details on validation, see

“Validation Icons in the User Interface” on page 34.

Policy Validation

Thepolicy validation tool checks your securitypoliciesandalerts you topossibleproblems

before you install them on your managed devices.

Atomic Configuration and Updating

If the configuration deployment fails for any reason, the device automatically uses the

last installed stable configuration. If the configuration deployment succeeds, but the

device loses its connection to the management system, the device restores the last

installed configuration. This feature minimizes downtime and ensures that NSM always

maintains a stable connection to the managed device.

Your security devices can be updated atomically, which enables the device to receive

the entire modeled configuration (all commands) before executing those commands,

instead of executing commands as they are received from themanagement system.
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Because the device no longer needs to maintain a constant connection to the

management system during updating, you can configure changes to management

connection from the NSMUI.

Device Image Updates

You can update the software that runs on your devices by installing a new image on your

managed devices:

• NSMupdates—ForScreenOSandJunos familiesofdevices, youcanuseNSMtoupload

the new image file to multiple devices with a single click.

• RMAupdates—To replace faileddevices, set thedevice to theRMAstate,whichenables

NSMto retain thedeviceconfigurationwithouta serial numberor connection statistics.

When you install the replacement device, activate the device with the serial number

of the replacement unit.

Auditing

Use the Audit Log Viewer to track administrative actions so you’ll always know exactly

whenandwhatchangesweremadeusing themanagementsystem.TheAudit LogViewer

displays log entries in the order generated, and includes:

• Date and time the administrative action occurred

• NSM administrator who performed the action

• Action performed

• Domain (global or a subdomain) in which the action occurred

• Object type and name

Complete SystemManagement

NSM provides the tools and features you need to manage your devices as a complete

system, as well as individual networks and devices:

• Tomanage an individual device, create a single device configuration, define a security

policy for that device, andmonitor the device status

• Tomanage a network, createmultiple device configurations, define and install policies

for multiple devices, and view the status of all devices in the same UI.

• Tomanage at the system level, create templates and use them to quickly configure

multiple policies and VPNs that control the flow of traffic through your network, view

system-wide log information for network security events, andmonitor the status of

NSRP.

VPNAbstraction

UseVPNManager todesignasystem-levelVPNandautomatically set upall connections,

tunnels, and rules for all devices in the VPN. Instead of configuring each device as a VPN

member and then creating the VPN, start from a system perspective: Determine which
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users and networks need access to each other, and then add those components to the

VPN.

Using AutoKey IKE, you can create the following VPNs with VPNManager:

• Dynamic, route-basedVPNs—Provide resilient, always-onaccess across your network.

Add firewall rules on top of route-based VPNs to control traffic flow.

• Policy-basedVPNs—Connect devices, remote access service (RAS) users, and control

traffic flow (you can also create policy-based VPNs with L2TP).

• Mixed-mode VPNs—Connect route-based VPNs with policy-based VPNs, giving you

flexibility.

Integrated Logging and Reporting

You can use NSM tomonitor, log, and report on network activity in real time to help you

understand what is happening on your network:

• View traffic log entries generated by network traffic events, configuration log entries

generatedbyadministrativechanges, or createcustomviews toseespecific information

in the Log Viewer.

• Create detailed reports from traffic log information in the Report Manager.

• Inspect suspicious events by correlating log information in the Log Investigator.

Monitoring Status

NSM keeps you up-to-date on the health of your network.

• View critical information about your managed devices in the Device Monitor:

• Configuration and connection status of your managed devices

• Individual device details, such as memory usage and active sessions

• Device statistics

• View the status of each individual VPN tunnel in the VPNMonitor.

• View NSRP status in the NSRPMonitor.

• View the status of your IDP Clusters in the IDP Cluster Monitor.

• View the health of the NSM system itself, including CPU utilization, memory usage,

and swap status in the Server Monitor.

JobManagement

Youcanviewtheprogressof communication toand fromyourdevices in the JobManager.

NSM sends commands to managed devices at your request, typically to import, update

or reboot devices, and view configuration and delta configuration summaries. When you

send a command to a device or group of devices, NSM creates a job for that command

and displays information about that job in the Job Manager module.
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Job Manager tracks the progress of the command as it travels to the device and back to

the management system. Each job contains:

• Name of the command

• Date and time the command was sent

• Completion status for each device that received the command

• Detailed description of command progress

• Commandoutput, suchasaconfiguration list or command-line interface (CLI) changes

on the device

NOTE: Job Manager configuration summaries and job information details
do not display passwords in the list of CLI commands for administrators
thatdonothave theassignedactivity “ViewDevicePasswords”.Bydefault,
only the super administrator has this assigned activity.

Technical Overview

NSM architecture is built on a secure foundation, with secure communication between

management components and a single access point for inbound connections.

NOTE: For details on NSM architecture and help with setting up the
management system, see theNetwork and Security Manager Installation
Guide.

Architecture

NSM is a three-tier management systemmade up of a user interface (UI), management

system, andmanaged devices. The devices process your network traffic and are the

enforcement points that implement your policies. The UI andmanagement system tiers

are software, not hardware, so you can deploy them quickly and easily. Because the

management systemuses internal databases for storage and authentication, you do not

need LDAP or an external database. See Figure 1 on page 11.
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Figure 1: NSMNetwork Architecture

Themanagement system also provides a programmatic interface for integrating NSM

into larger enterprise business systems. This NSM API provides an alternative interface

to that provided by the UI. For details, see the Network and Security Manager API Guide.

User Interface

Theuser interface (UI) providesapowerful, graphical environment for centrallymanaging

your network. It can be installed onmultiple computers on your network. You use the UI

to access the management system remotely.

Multiple NSM administrators can interact with managed devices using the UI and can

configure unique UI preferences. The NSMGUI Server stores user preferences in the

central database so that they remain consistent when you access them from different

client machines. The UI also provides extensive online help.

The UI communicates with the GUI Server using a secure, proprietary, TCP-based

connection that encrypts and authenticates all traffic.

Management System

Themanagement system is made up of two components:

• GUI Server

• Device Server

See Figure 2 on page 12.
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Figure 2: NSM System Architecture

GUI Server

The GUI Server manages the system resources and data that drive NSM functionality.

You can install the GUI Server software on a separate server or on the same server as

theDeviceServer. TheGUIServer contains theNSMdatabases. TheGUIServer centralizes

information for devices, their configurations, attack and server objects, and policies.

Specifically, the GUI Server stores all of the following information:

• Device, security policy, and VPN configuration

• NSM administrator accounts, device administrator accounts, and domains

• Objects

The GUI server also organizes and presents log entries from security devices. These log

entries are actually stored on the Device Server.

The GUI Server receives logs from the Device Server on a single inbound port. When you

use theUI toaccessNSMfunctionality, youconnectusing the samesingleport andaccess

the databases stored on the GUI Server. The GUI Server communicates with the Device

Server using SSP, a secure, proprietary, TCP-based connection that encrypts and

authenticates all traffic.

Table 5 on page 12 describes the processes that the GUI Server runs when you start it.

Table 5: GUI Server Processes

DescriptionProcess

GUI Server Manager receives and responds to requests from the
NSMUI. The GUI Server Manager forwards requests to the GUI
DirectiveHandler orDeviceDirectiveHandler dependingon the type
of request for further processing.

guiSvrManager

GUI Directive Handler handles all directives or instructions from the
NSMUI that require reading, writing, or modifying of the local data
store.

guiSvrDirectiveHandler

GUIServer StatusMonitormonitors the status of theprocesses that
run on the GUI Server.

guiSvrStatus Monitor
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Table 5: GUI Server Processes (continued)

DescriptionProcess

Master Controller forwards configuration data to the NSMUI (for
viewing) or to the local data store (for later retrieval).

guiSvrMasterController

GUI Server License Manager is responsible for license storage,
retrieval, and validation.

guiSvrLicenseManager

GUI Server Web Proxy responds to https requests.guiSvrWebProxy

Device Server

The Device Server handles communication between the GUI Server and the device,

collects data from themanaged devices on your network, formats configuration

information sent to your managed device, and consolidates log and event data.

You can install the GUI Server and the Device Server on the same physical computer, or

separate computers. Communication between a physically separate GUI Server and the

Device Server is an encrypted TCP connection to a default port. The Device Server

connects to the GUI Server using the default port; you can change the default port by

editing the configuration files for both servers.

If the GUI Server computer and the Device Server computer have a firewall between

them, youmust configure a rule on that firewall to permit NSMmanagement traffic.

Table 6 on page 13 describes the processes that the Device Server runs when you start

it:

Table 6: Device Server Processes

DescriptionProcess

Device Server Manager enables security devices to connect to and
communicatewith theNSMmanagementsystem.TheDeviceServer
Manager writes log data into the local data store and routes
messages anddirectives from theGUI Server to theDeviceDirective
Handler for further processing.

devSvrManager

Device Directive Handler manages directives that are issued
specifically to the device (for example, a reboot, update firmware,
or generate Config Summary command).

deviceDirectiveHandler

Device Server Status Monitor monitors the status of the processes
that run on the Device Server.

devSvrStatusMonitor

Device Server Data Collector collects log data and device statistics
from each device managed by NSM.

devSvrDataCollector

Device Server LogWalker performs user-specified actions on log
entries (such as indexing, de-duplication, filtering).

devSvrLogWalker

Device Server Database ServerdevSvrDBServer
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Table 6: Device Server Processes (continued)

DescriptionProcess

Device Server Profiler ManagerdevSvrProfilerMgr

Managed Devices

In addition todedicatedsecurity devices suchas firewalls and IDPsensors, yourmanaged

devices can also include routers, switches, Secure Access, and Access Control devices,

such as:

• Firewall and IDP (ScreenOS/IDP) Devices on page 14

• Devices Running Junos OS on page 17

• SSL VPN Secure Access Products on page 20

• Juniper Networks IC Series Unified Access Control Appliances on page 21

• Extranet Devices on page 22

Firewall and IDP (ScreenOS/IDP) Devices

ScreenOS/IDP devices are firewall security devices and IDP sensors and systems that

you use to enable access to your network components and to protect your network

against malicious traffic.

Table 7 on page 14 lists the ScreenOS/IDP security devices and firmware versions

supported by NSM 2011.1.

Table 7: Supported Security Devices

Firmware Versions SupportedSecurity Device

ScreenOS 4.0, 5.0, 5.0 FIPSJuniper Networks NetScreen-5XP

ScreenOS 5.0, 5.0 FIPS, 5.0 dial, 5.1, 5.2, 5.3, 5.3 TMAV,
5.4, 5.4 FIPS

Juniper Networks NetScreen-5XT

ScreenOS 5.01483, 5.0 ADSL, 5.0 DSLW, 5.2, 5.3, 5.3
TMAV, 5.4, 5.4 FIPS, 6.2, 6.3

JuniperNetworksNetScreen-5GTADSL

Screen OS 5.0 DSLW, 5.0WLAN, 5.3, 5.3 TMAV, 5.4,
5.4 FIPS, 6.2, 6.3

Juniper Networks Netscreen-5GT
ADSLWLAN

ScreenOS 5.0WLAN, 5.0 DSLW, 5.3, 5.3 TMAV, 5.4, 5.4
FIPS, 6.2, 6.3

JuniperNetworksNetScreen-5GTWLAN

ScreenOS 5.0, 5.0 FIPS, 5.1, 5.2, 5.3, 5.3 TMAV, 5.4, 5.4
FIPS

Juniper Networks NetScreen-HSC

ScreenOS 4.0, 5.0, 5.0 FIPS, 5.1, 5.2, 5.3. 5.3 TMAV, 5.4,
5.4 FIPS

Juniper Networks NetScreen-25
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Table 7: Supported Security Devices (continued)

Firmware Versions SupportedSecurity Device

ScreenOS 4.0, 5.0, 5.0 FIPS, 5.1, 5.2, 5.3, 5.3 TMAV, 5.4,
5.4 FIPS

Juniper Networks NetScreen-50

ScreenOS 4.0, 5.0, 5.0 FIPS, 5.1, 5.2, 5.3, 5.3 TMAV, 5.4,
5.4 FIPS

Juniper Networks NetScreen-204

ScreenOS 4.0, 5.0, 5.0 FIPS, 5.1, 5.2, 5.3, 5.3 TMAV, 5.4,
5.4 FIPS

Juniper Networks NetScreen-208

ScreenOS 4.0, 5.0, 5.0 FIPS, 5.0 NSGP, 5.0 GPRS, 5.1,
5.1 GPRS, 5.1 shotglass, 5.2, 5.3, 5.3 TMAV, 5.4, 5.4 FIPS

Juniper Networks NetScreen-500

ScreenOS 4.0, 5.0, 5.0 FIPS, 5.0 NSGP, 5.0L2V, 5.1, 5.1
shotglass, 5.2, 5.3, 5.3 TMAV, 5.4, 5.4 FIPS, 6.0r2, 6.1,
6.2, 6.3

Juniper Networks NetScreen-5200

ScreenOS 5.0, 5.0 L2V, 5.0 NSGP, 5.0 FIPS, 5.1, 5.1
shotglass, 5.2, 5.3, 5.3 TMAV, 5.4, 5.4 FIPS, 6.0r2, 6.1,
6.2, 6.3

Juniper Networks NetScreen-5400

ScreenOS 5.0, 5.0 IDP1, 5.3, 5.3 TMAV, 5.4, 5.4 FIPS,
6.0r2, 6.1, 6.2, 6.3

Juniper Networks ISG1000

ScreenOS 5.0, 5.0 FIPS, 5.0 IDP1, 5.2, 5.3, 5.3 TMAV,
5.4, 5.4 FIPS, 6.0r2, 6.1, 6.2, 6.3

Juniper Networks ISG2000

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later ,6.1, 6.2, 6.3Juniper Networks SSG5-ISDN

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG5-ISDN-WLAN

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG5-Serial

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3.Juniper Networks SSG5-SB

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG5-Serial-WLAN

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG5-V92

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG5-V92–WLAN

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG-20

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG-20-WLAN

ScreenOS 5.4, 5.4 FIPS, 6.0r2 or later, 6.1, 6.2, 6.3Juniper Networks SSG-140

ScreenOS 6.0r2 and later, 6.1, 6.2, 6.3Juniper Networks SSG-320

ScreenOS 6.0r2 and later, 6.1, 6.2, 6.3Juniper Networks SSG-320M
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Table 7: Supported Security Devices (continued)

Firmware Versions SupportedSecurity Device

ScreenOS 6.0r2 and later, 6.1, 6.2, 6.3Juniper Networks SSG-350

ScreenOS 6.0r2 and later, 6.1, 6.2, 6.3Juniper Networks SSG-350M

ScreenOS 5.1 SSG, 5.4, 5.4 FIPS, 6.0r2 and later, 6.1,
6.2, 6.3

Juniper Networks SSG-520

ScreenOS 5.4, 5.4 FIPS, 6.0r2 and later, 6.1, 6.2, 6.3Juniper Networks SSG-520M

ScreenOS 5.1 SSG, 5.4, 5.4 FIPS, 6.0r2 and later, 6.1,
6.2, 6.3

Juniper Networks SSG-550

ScreenOS 5.4, 5.4 FIPS, 6.0r2 and later, 6.1, 6.2, 6.3Juniper Networks SSG-550M

IDP 4.0, 4.1Juniper Networks IDP10

IDP 4.0, 4.1Juniper Networks IDP50

IDP 4.1, 5.0, 5.1Juniper Networks IDP 75

IDP 4.0, 4.1Juniper Networks IDP100

IDP 4.0, 4.1, 5.0, 5.1Juniper Networks IDP200

IDP 4.1, 5.0, 5.1Juniper Networks IDP 250

IDP 4.0, 4.1Juniper Networks IDP500

IDP 4.0, 4.1, 5.0, 5.1Juniper Networks IDP 600C

IDP 4.0, 4.1, 5.0, 5.1Juniper Networks IDP 600F

IDP 4.1, 5.0, 5.1Juniper Networks IDP800

IDP 4.0, 4.1Juniper Networks IDP 1000

IDP 4.0, 4.1, 5.0, 5.1Juniper Networks IDP 1100C

IDP 4.0, 4.1, 5.0, 5.1Juniper Networks IDP1100F

IDP 4.2, 5.0, 5.1Juniper Networks IDP8200

NOTE: NSM supports the following ScreenOS releases: 5.0r11, 5.1r4, 5.2r3,
5.3r10, 5.4r11, 6.0r2, 6.1r4, 6.2, and 6.3.

NSM supports the IDP Release 4.0, 4.1, 4.2, and 5.0.
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NOTE: Customers of NetScreen 5GTmust upgrade directly from 5.4 to 6.2
as there are no intermediate releases for it. If you need to go through an
intermediatenon-certified releasewhenupgrading fromonecertified release
to the next, youmust plan for a service outage and a longer upgrade time.

SSG-5-SB replaces NetScreen 5GT. SSG-5-SB is a 10-user variant of SSG-5,
similar to the existing 10-user variant of NS-5GT.

Devices Running Junos OS

Devices running Junos OS andmanaged by NSM are listed in the following sections:

• Juniper Networks J Series Services Routers and SRX Series Services

Gateways on page 17

• Juniper Networks M Series Multiservice Edge Routers andMX Series Ethernet Services

Routers on page 18

• Juniper Networks EX Series Ethernet Switches on page 19

NOTE: NSMonly supports the domestic version of the JunosOS and not the
export version.

Juniper Networks J Series Services Routers and SRX Series Services Gateways

These routers and gateways offer not only a rich set of routing protocols and interfaces,

but also firewall and IPsec virtual private network capabilities, providing high levels of

security.

Table 8 on page 17 lists the J Series Services Gateways, and SRX Series Services Routers,

and the operating system versions supported by NSM.

Table 8: J Series Services Routers and SRX Series Services Gateways NSMSupports

Versions of Junos OS NSMSupportsDevice

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J2320ServicesRouter

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J2320ServicesRouter
with IDP

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J2350ServicesRouter

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J2350ServicesRouter
with IDP

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J4350ServicesRouter
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Table 8: J Series Services Routers and SRX Series Services Gateways NSM
Supports (continued)

Versions of Junos OS NSMSupportsDevice

Junos OS Release 9.3, 9.4, 9.5,9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J4350ServicesRouter
with IDP

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J6350ServicesRouter

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

JuniperNetworks J6350ServicesRouter
with IDP

Junos OS Release 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX100 Fixed
Platform

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX 210 Modular
Platform

Junos OS Release 10.3, 10.4Juniper Networks SRX220Modular
Platform

Junos OS Release 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX240Modular
Platform

Junos OS Release 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX650Modular
Platform

Junos OS Release 10.4Juniper Networks SRX1400

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX3400

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX3600

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX5600

Junos OS Release 9.5, 9.6, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX5600–Modular
DPC

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX5800

Junos OS Release 9.5, 9.6, 10.1, 10.2, 10.3, 10.4Juniper Networks SRX5800–Modular
DPC

Juniper Networks M Series Multiservice Edge Routers andMX Series Ethernet Services
Routers

Table 9 on page 19 lists the M Series and MX Series Routers, and the versions of Junos

OS that NSM supports.
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Table 9: M Series Multiservice Edge Routers andMX Series Ethernet Services Routers
NSM Supports

Versions of Junos OS NSMSupportsDevice

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

Juniper Networks M7i

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

Juniper Networks M10i

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

Juniper Networks M40e

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

Juniper Networks M120

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

Juniper Networks M320

Junos OS Release 10.2, 10.3, 10.4Juniper Networks MX80

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

Juniper Networks MX240

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper NetworksMX240withMS-DPC
PIC

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks MX240with IDP
services

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3,
10.4

Juniper Networks MX480

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4JuniperNetworksMX480withMS-DPC
PIC

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks MX480with IDP
services

Junos OS Release 9.3, 9.4, 9.5, 9.6, 10.0,10.1, 10.2, 10.3,
10.4

Juniper Networks MX960

Junos OS Release 9.4, 9.5, 9.6, 10.0,10.1,10.2, 10.3, 10.4JuniperNetworksMX960withMS-DPC
PIC

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks MX960with IDP
services

Juniper Networks EX Series Ethernet Switches

Table 10 on page 20 lists the Ethernet Switches and the versions of Junos OS that NSM

supports.
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Table 10: EX Series Ethernet Switches NSMSupports

Versions of Junos OS NSMSupportsDevice

Junos OS Release 10.1, 10.2, 10.3, 10.4Juniper Networks EX2200–24P

Junos OS Release 10.1, 10.2, 10.3, 10.4Juniper Networks EX2200–24T

Junos OS Release 10.1, 10.2, 10.3, 10.4Juniper Networks EX2200–48P

Junos OS Release 10.1, 10.2, 10.3, 10.4Juniper Networks EX2200–48T

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX3200–24P

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX3200–24T

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX3200–48P

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX3200–48T

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX4200–24F

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX4200–24P

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX4200–24T

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX4200–48P

Junos OS Release 9.2, 9.3, 9.4, 9.5, 9.6, 10.0, 10.1, 10.2,
10.3, 10.4

Juniper Networks EX4200–48T

Junos OS Release 10.2, 10.3, 10.4Juniper Networks EX4500–40F

Junos OS Release 9.4, 9.5, 9.6, 10.0, 10.1, 10.2, 10.3, 10.4Juniper Networks EX8208

Junos OS Release 9.5, 9.6, 10.0,10.1, 10.2, 10.3, 10.4Juniper Networks EX8216

SSL VPN Secure Access Products

Typical deployments of Secure Access products and clusters tend to scale rapidly as

deploymentsgrowandadapt toawider rangeofapplications.NSMprovidesaconvenient

way to centralize logging, monitoring, and reporting for your growing network.

Table 11 on page 21 lists the Secure Access products and operating system versions

supported by NSM 2011.1.
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Table 11: Secure Access Products NSMSupports

Versions of SA Software NSM SupportsSecurity Device

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 2000

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 2500

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 4000

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 4000
(FIPS)

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 4500

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 4500
(FIPS)

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 6000

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 6000
(FIPS)

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 6500

SA Release 6.3, 6.4, 6.5, 7.0Juniper Networks Secure Access 6500
(FIPS)

SA Release 7.0Juniper Networks VA-SPE

SA Release 7.0Juniper Networks VA-DTE

Juniper Networks IC Series Unified Access Control Appliances

In a Unified Access Control (UAC) solution, Infranet Controller (IC) products provide

policy management. ScreenOS firewalls can provide the enforcement points.

Table 12onpage21 lists the InfranetController productsand firmwareversions supported

by NSM 2011.1.

Table 12: IC Series UAC Appliances NSMSupports

Versions of Firmware NSM SupportsSecurity Device

IC Release 2.2, 3.0, 3.1, 4.0Juniper Networks Infranet Controller
4000

IC Release 2.2, 3.0, 3.1, 4.0Juniper Networks Infranet Controller
4500

IC Release 2.2, 3.0, 3.1, 4.0Juniper Networks Infranet Controller
6000
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Table 12: IC Series UAC Appliances NSMSupports (continued)

Versions of Firmware NSM SupportsSecurity Device

IC Release 2.2, 3.0, 3.1, 4.0Juniper Networks Infranet Controller
6500

IC Release 3.0, 3.1, 4.0Juniper Networks Infranet Controller
6500 (FIPS)

Extranet Devices

Your managed network can also include extranet devices, which are firewalls or VPN

devices that are not Juniper Networks security devices.

Distributed Data Collection

The distributed data collection system provides a robust method for managing multiple

objects. Each device is described by a unique Data Model (DM) that contains all the

configuration data for that individual device. The Abstract Data Model (ADM) contains

configuration data for all objects in a specific domain. When you use the UI to interface

with your managed devices, the ADM and DMs work together:

• When you update a device configuration, the GUI Server translates the objects and

object attributes in theADMdomain into device configuration information in aDM. The

Device Server then translates the device configuration information in the DM into CLI

commands and sends the commands to the device for ScreenOS devices. For DMI

baseddevices,DeviceServer converts theDM intoXMLconfigletandsends theconfiglet

through NetConf protocol to the device.

• When you import a device configuration, for ScreenOS devices, the device sends CLI

commands to the Device Server, which translates the CLI commands into a DMwith

device configuration information. For DMI devices, the device sends the configuration

through NetConf protocol as an XML document to the Device Server, which translates

it into a DMwith device configuration information. The GUI Server then translates the

device configuration in the DM into objects and object attributes in the ADM, and uses

the ADM to display current information in the UI.

For more details on the ADM and DMs, see “Managing Devices” on page 279.

Device Schemas

The structure of the ADM and the DMs is defined by a DM schema, which lists all the

possible fields and attributes for a type of object or device. The DM schema reads from

a capability file, which lists the fields and attributes that a specific operating system

version supports, to determine the supported features for the operating system version

that is running on themanaged devices. NSM uses capability files to enable Juniper

Networks software upgrades without changing the device configuration in NSM.

The device schemas for each of the firmware versions supported for ScreenOS and IDP

devices are built into Network-Security Manager.
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Device families introduced in Release 2008.1 and later are described by schemas that

aremaintained on a schema repository owned by Juniper Networks. These schemas can

be added dynamically to NSM. These devices include:

• Devices running Junos OS:

• J Series Services Routers and SRX Series Services Gateways

• MSeries Multiservice Edge Routers and MX Series Ethernet Services Routers

• EX Series Ethernet Switches

• Secure Access products

• Infranet Controller products

See “Managed Devices” on page 14 for lists of specific models of these products that

support management through NSM.

Unlike schemas forScreenOSand IDPdevices, schemas for thesedevicescanbeupdated

asynchronouslywith releasesofNSM.Youdecidewhen to check for newschemas,which

schemas to download, and when to activate them.

Security

NSM integrates application-level encryption and authentication and uses high-grade

encryption and public-key algorithms to eliminate the need for separate IPsec tunnels

between each device and themanagement station.

For communicationbetween theUIand theGUIServer,NSMusesTransport LayerSecurity

(TLS), a cryptographic protocol that provides secure communication.

For communication between the GUI Server, and the Device Server, NSM uses Secure

Server Protocol (SSP), amodified version of TCP that ismore reliable than ordinary TCP,

requires less CPU andmemory resources from servers, and reduces the number of

acknowledgement packets on the network. SSP uses AES encryption and SHA1

authentication for all connections.

Scaling and Performance

As you add devices or network components to your physical network, you also add them

to your virtual NSM network, where you canmanage all future configurations. An NSM

Device Server can support up to 1000 devices; the management system supports up to

30,000 log entries per second.

Working in the User Interface

Using theNSMUI, you can configure NSMadministrators, add devices, edit policies, view

reports, and access the full functionality of the NSM system.

NOTE: This manual provides an overview of the UI. For step-by-step
instructions on using the User Interface, clickHelp in themenu bar of the UI
to access theNetwork and Security Manager Online Help.
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Characters Not Supported in Login Passwords

The followingcharactersarenot supported forNSMadministrator namesandpasswords:

• Period ( . )

• Number sign ( # )

• Dollar sign ( $ )

• Asterisk ( * )

• Ampersand ( & )

• Circumflex ( ^ )

NOTE: Passwords in the NSMUI are case-sensitive.

Managing Blocked Login Attempts

The NSMUI blocks hosts that fail to login after 10 attempts by default. Use the Tools >
Preferences > SystemProperties option to change the number of attempts. Use the
Tools >Manage Blocked Hosts option to unblock hosts that have been locked out of
the UI because of excessive failed login attempts.

Configuring UI Preferences

You can configure additional preferences for UI behavior, such as appearance, external

tool use, polling statistics, and UI timeout. For details on configuring these settings, see

the topics under “Network and Security Manager User Interface” in the Network and

Security Manager Online Help.

Disabling GUI Validation

Validation processing time depends on data size; large data bytes increase validation

time. GUI performance issues resulting from delays in validation can be improved by

enabling the Disable GUI Validation flag. Disabling GUI validation is client-specific and
each client has its own validation disable flag.

To configure preferences to disable validation:

1. Select Tools > Preference from themenu bar.

The New Preferences dialog box appears.

2. In the preference navigation tree, select SystemProperties > Performance Options.

The Performance Options appear. Figure 3 on page 25 shows the preference options.
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Figure 3: GUI Preference Options - Disabling GUI Validation

3. Select the Disable GUI Validation check box.

NOTE: The validation option is disabled by default and performs normal
validation. You can enable the option to increase the performance and
the time consumed for validation.

4. Select the GUI category where the validation need to be turn off. Figure 4 on page 25

shows the GUI category options.

Figure 4: Disable GUI Validation Options

NOTE:
• For each selection, NSMwill display a warning about how andwhere
the selection will affect.

• When the shared object option is deselected validation for Address,
services and attacks is stopped completely.

• When the Firewall policy option is deselected the warning validate is
stopped. But, the error message validation is still active.

5. ClickOK.
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Customizing Validation

Beginning in NSM 2012.2 release, you can customize the validation options as per your

requirement. This option supports various invalid character set and name length in SRX

Series devices. Figure 5 on page 26 shows the custom validation options.

Figure 5: GUI Preference Options - CustomValidations

The options available are:

• Set of illegal characters for shared objects—Specifies the illegal characters for shared

objects.

• Address Object>Maximum number of group objects—Specifies the maximum number

of group objects to be allowed in a group object for an address object.

• Address Object>Maximum characters for group name—Specifies the maximum

characters to be allowed in a group name for an address object.

• ServiceObject>Maximumcharactersforobjectname—Specifies themaximumcharacters

to be allowed in an object name for a service object.

• ServiceObject>Maximumcharactersforgroupname—Specifies themaximumcharacters

to be allowed in a group name for a service object.

UI Overview

The NSMUI appears after you log in, and displays a set of menus and toolbar icons at

the top of the UI window. For some components, right-click menus are available to

perform tasks. Figure 6 on page 27 shows a sample UI screen.
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Figure 6: Overview of the User Interface

Navigation Tree

The navigation tree provides three panels:

• Investigate panel—Provides NSMmodules with tree structures for monitoring your

network.

• Configure panel—Provides NSMmodules with tree structures for configuring devices,

policies, VPNs, and other objects.

• Administer panel—Provides NSMmodules with tree structures for managing the NSM

servers, ongoing jobs, and other actions.

For details about eachmodule, see “NSMModules” on page 28.

Common Tasks Pane

The Common Tasks pane provides links to commonly accessed tasks throughout the

UI. These common tasks change depending on what tasks are often selected in the UI.

Main Display Area

Themain display area displays content for the selectedmodule, module contents, or

launchpadviews. Launchpadviewsmakeuseofotherwiseblankpanes toprovideaccess

to commonly used functionality within the module.
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Menu Bar

Themenubar contains clickable commands.Youcanaccessmanymenubar commands

using keyboard shortcuts. For a complete list of keyboards shortcuts, see the Network

and Security Manager Online Help.

Toolbar

The toolbar contains buttons for common tasks. The buttons displayed in the toolbar

are determined by the selectedmodule.

Status Bar

The status bar displays additional information for a selectedmodule.

NSMModules

The navigation tree splits top-level modules into three panels:

• Investigate Modules on page 28

• Configure Modules on page 30

• Administer Modules on page 34

Investigate Modules

The Investigate panel includes the following top-level modules:

• Log Viewer on page 28

• Report Manager on page 29

• Log Investigator on page 29

• Realtime Monitor on page 29

• Security Monitor on page 29

• Audit Log Viewer on page 30

Log Viewer

The Log Viewer displays log entries that your security devices generate based on criteria

that youdefined in your securitypolicies, on theGUIServer, and in thedeviceconfiguration.

Log entries appear in table format; each rowcontains a single log entry, and each column

defines specific information for a log entry.

You can select which log entries and what log information is shown using log filters or

by changing the column settings.

Use the Log Viewer to:

• View summarized information about security events and alarms.

• View information about a specific log entry.

• Show, hide, or move columns to customize the Log Viewer.

• Filter log entries by column headings.
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• Create and save custom views that display your filters and column settings.

• Set flags on Log Viewer entries to indicate a specific priority or action.

NSM supports logmanagement for ScreenOS devices, IDP sensors, J Series devices, and

EX Series devices. NSM does not support log management for SRX Series devices, M

Series devices, and MX Series devices.

For more details on using the Log Viewer, see “Logging” on page 783.

Report Manager

TheReportManager contains summary, graphs, andcharts thatdescribe specific security

events that occur on your network. NSM generates reports to show the information

contained in your log entries. You can use reports to summarize security threats to your

network, analyze traffic behavior, and determine the efficiency of NSM. To share reports

or to use report information in other applications, you can print or export report data.

NSM supports report management for ScreenOS devices, IDP sensors, J Series devices,

andEXSeriesdevices.NSMdoesnot support reportmanagement forSRXSeriesdevices,

M Series devices, and MX Series devices.

Log Investigator

The Log Investigator contains tools for analyzing your log entries in depth. Use the Log

Investigator to:

• Manipulate and change constraints on log information.

• Correlate log entries visually and rapidly.

• Filter log entries while maintaining the broader picture.

RealtimeMonitor

RealtimeMonitor provides a graphical view of the current status of all devices managed

by NSM:

• DeviceMonitor—Tracks the connection state and configuration state of yourmanaged

devices. You can also view device details to see CPU utilization andmemory usage for

each device, or check device statistics.

• VPNMonitor—Tracks the status of all VPN tunnels.

• NSRPMonitor—Tracks the status of security devices in clusters.

• IDP Cluster Monitor—Tracks the status of IDP clusters.

You can customize Realtime Monitor to display only the information you want to see, as

well as to update information at specified intervals. You can also set alarm criteria for a

device or process. For more details on Realtime Monitor, see

“Realtime Monitoring” on page 705.

Security Monitor

SecurityMonitor provides access to the Dashboard, Profiler, and Security Explorer. These

tools enable you to track, correlate, and visualize aspects about your internal network,
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enabling you to create more effective security policies andminimize unnecessary log

records. For more details, see “Analyzing Your Network” on page 753.

The Security Monitor applies to ScreenOS devices and IDP sensors. It does not apply to

J Series, SRX Series, Secure Access, Infranet Controller, M Series, MX Series, or EX Series

devices.

Audit Log Viewer

TheAudit LogViewer containsa logentry for every changemadebyanNSMadministrator.

For more details on Audit Log Viewer, see “Using the Audit Log Viewer” on page 832.

Configure Modules

The Configure panel include the following top-level modules:

• Device Manager on page 30

• Policy Manager on page 31

• VPNManager on page 31

• UACManager on page 32

• Object Manager on page 32

Device Manager

The Device Manager contains the device objects that represent your managed devices.

You can create or modify:

• ScreenOS security devices and IDP sensors—The devices you use to enable access to

your network and to protect your network against malicious traffic.

• Devices running Junos OS:

• EX Series Ethernet Switches—Enterprise-class switches managed by NSM.

• J Series Services Routers—Routers managed by NSM.

• SRX Series Services Gateways.

• MSeries Multiservice Edge Routers and MX Series Ethernet Services Routers.

• Secure Access products—SSL VPN systemsmanaged by NSM.

• Infranet Controller products—Unified Access control systemsmanaged by NSM.

• Vsys devices—Virtual devices that exists within a physical security device.

• Clusters—Twomanaged devices joined together in a high availability configuration to

ensure continued network uptime.

• Vsys cluster—A vsys device that has a cluster as its root device.

• Extranet devices—Firewalls or VPN devices that are not Juniper Networks security

devices.

• Templates—A partial device configuration that you can define once, and then use for

multiple devices.

• Device Groups—A user-defined collection of devices.
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• Device Discovery Rules—Sets of rules that define subnets or ranges of IP addresses to

scan for EX Series devices in your network.

• Topology Views— Graphic and tabular views of the network topology generated by

the topology discovery engine, providing device information as well.

Policy Manager

The Policy Manager manages security policies that contain the firewall, multicast, and

VPN rules that control traffic on your network for devices that support centralized policy

management. Using a graphical, easy-to-use rule building platform, you can quickly

create and deploy new policies to your security devices.

Use the Policy Manager to:

• Add or modify existing security policies.

• Add or modify existing VPN rules.

• Add or modify existing IDP rules.

• Create new policies based on existing policies.

• Install policies on one or multiple devices.

• Delete policies.

If the device configurations that you import from your security devices contain policies,

thePolicyManagerdisplays those importedpolicies. Fordetails onediting those imported

polices or creating new policies, see “Configuring Security Policies” on page 473, or

“Configuring VPNs” on page 597.

Youcanconfigurepolicies forScreenOSand IDPdevicesusingPolicyManager.ForSecure

Access, Infranet Controller, and EX Series devices, youmust configure policies in the

device. For JSeries routers, SRXSeries gateways, andMXSeries routers, youcanconfigure

policies either in the Central Policy Manager or in the device, but not both.

VPNManager

The VPNManager contains the VPN objects that control the VPN tunnels between your

managed devices and remote users. Using VPN objects, such as Protected Resources

and IKE Proposals, you can create multiple VPNs for use in your security policies.

Use the VPNManager to:

• Define the protected resources on your network—the network resources you want to

protect in a VPN.

• Create custom IKE Phase 1 and 2 Proposals.

• Configure AutoKey IKE, L2TP, and L2TP-over-AutoKey IKE VPNs in policy-based or

route-basedmodes. You can also create an AutoKey IKEmixedmode VPN to connect

policy-based VPNmembers with route-based VPNsmembers.

• Configure AutoKey IKE and L2TPpolicy-basedVPNs for remote access services (RAS)

and includemultiple users.
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NSM supports VPNmanagement for ScreenOS devices, IDP sensors, J Series devices,

and SRX Series devices.

UACManager

The UACManager enables you to create and view associations between Infranet

Controllers (IC) and Enforcement Points (EP) in a network. You can choose between IC

views and EP views. The IC view provides a list of EPs associated with the IC and their

location groups. You can associate or disassociate EPs from a particular IC. The EP view

provides a list of associated ICs and their port details. You can use this feature to resolve

configuration conflicts, and enable or disable 802.1X ports on enforcement points.

Object Manager

The Object Manager contains objects, which are reusable, basic NSM building blocks

that contain specific information. Youuseobjects to createdevice configurations, policies,

and VPNs. Objects are shared by all devices and policies in a domain.

You can create the following objects in NSM:

• Access Profiles—An access profile consists of a set of attributes that defines access

to a device. You can create access profile objects and share them across security

policies thatareassigned to JSeriesServicesRoutersandSRXSeriesServicesGateways

managed by NSM.

• Address objects—Represent components of your network—hosts, networks, servers.

• Attack objects—Define DI profiles and IDP attack objects.

• DI Profiles—Define the attack signature patterns, protocol anomalies, and the action

you want a security device to take against matching traffic.

• IDPattack objects—Define attack patterns that detect knownandunknownattacks.

You use IDP attack objects within IDP rules.

• Custom Policy Fields objects—Represent metadata information that you can store

and use in a structuredmanner. Users can add customobjects to the policy table, such

as ticket number, vendor contact, and soon, for each rule in the rulebase.NSMprovides

a shared object to store these custom details while the table contains a column that

corresponds to these custom details.

• AV objects—Represent the AV servers, software, and profiles available to devices

managed by NSM.

• ICAP objects—Represents the Internet Content Adaptation Protocol (ICAP) servers

and server groups used in ICAP AV objects.

• GTP objects—Represent GTP client connections.

• Authentication Servers—Represent external authentication servers, such as RADIUS

and SecurID servers. You can use an authentication server object to authenticate NSM

administrators (RADIUS only), XAuth users, IKE RAS users, and L2TP users.

• Certificate Authority objects—Represent the certificate authority’s certificate.

• CRL objects—Represent the certificate authority’s certificate revocation list.
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• Group Expressions—These logical expressions include OR, AND, and NOT statements

that set conditions for authentication requirements.

• IP Pools—Represent a range of IP addresses. You use IP pools when you configure a

DHCP Server for your managed devices.

• NAT objects—Represent MIPs, VIPs, and DIPs.

• Remote Settings—Represent DNSandWINS servers. You use a remote settings object

when configuring XAuth or L2TP authentication in a VPN.

• Routing instanceobjects—A routing instance is a collectionof routing tables, interfaces

contained in these routing tables, and routing option configurations. A routing instance

object configured in Object Manager can be included in the RADIUS server and LDAP

server configurations within the access profile object. A routing instance object is a

polymorphic object (similar to zone objects) thatmaintains themapping between the

actual routing instance and the device in which it is created.

• Regional Servers—Represent NSM servers managed by a Central Manager.

• Zone objects—Represent zones in a Central Manager or Regional Server.

• Schedule objects—Represent specific dates and times. You can use schedule objects

in firewall rules to specify a time or time period that the rule is in effect.

• Web filtering objects (Web Profiles)—Define the URLs, theWeb categories, and the

action you want a security device to take against matching traffic.

• Service objects—Represent services running on your network, such as FTP, HTTP, and

Telnet. NSM contains a database of service objects for well-known services; you can

also create new service objects to represent the custom services you run on your

network.

• User objects—Represent the remote users that access the network protected by the

security device. To provide remote users with access, create a user object for each

user, and then create a VPN that includes those user objects.

• VLAN objects—Limit rule matching to packets within a particular VLAN.

• VSYS Profile object—Represent profiles of resource limits for vsys devices.

• UnifiedThreatManagementobjects—Create threatmanagementprofiles for common

objects.

• Extranet policies objects—Enable you to configure andmanage extranet devices, such

as routers from other vendors.

• Binary Data—Enables efficient management of large binary data files used in the

configuration of Secure Access and Infranet Controller devices.

You can use the Object Manager to:

• View and edit the object properties.

• Create, edit, or delete objects.

• Create custom groups of objects.
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For more details on objects, see “Configuring Objects” on page 345.

Administer Modules

The Administer panel includes the following top-level modules:

• Server Manager on page 34

• Job Manager on page 34

• Action Manager on page 34

Server Manager

Server Manager contains server objects that represent your management system

components.

• Servers—Manage the individual server processes that make up your NSM system.

• Server Monitor—Monitors the status of your NSM servers.

• Schema Information—Allows you to manage the update and activation of schemas.

JobManager

Job Manager contains the status of commands (also called directives) that NSM sends

to your managed devices. You can view summaries or details for active jobs and

completed jobs. For more details on Job Manager, see “Tracking Device Updates” on

page 273.

Action Manager

TheActionManager enables you to forward logs on a per-domain basis. Formore details

on using theActionManager, see “Using theActionManager to Forward Logs byDomain”

on page 841.

Validation Icons in the User Interface

NSM uses automatic validation to help you identify the integrity of a configuration or

specific parameter at a glance. The icons shown in Table 13 on page 34might appear as

you work in the UI:

Table 13: Validation Status for Devices

MeaningIcon

Error. Indicates that a configuration or parameter is not configured correctly in the
NSMUI. Updating a device with this modeled configuration will cause problems on
the device.

Warning. Indicates that a configuration or parameter is not configured correctly in
theNSMUI.Updatingadevicewith thismodeledconfigurationmightcauseproblems
on the device.

NeedsValidation. Indicates thataconfigurationorparameterhasnotbeenvalidated.
AlthoughNSMautomatically validatesall parameterswhenentered, this iconmight
appear for a template-driven value after you have changed a template. We highly
recommend that you validate all parameters before updating a device.
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Table 13: Validation Status for Devices (continued)

MeaningIcon

Valid. Indicates that a configuration or parameter is configured correctly in the NSM
UI.

Validation and Data Origination Icons

Data origin tooltips show the user where field data originates. These tooltips are

implemented as additional types of validation messages (beyond the current Error and

Warningmessages), adding Template Value, Override, and FromObjectmessages. Each

has its own icon and text color in the tool tips, as shown in Table 14 on page 35.

Table 14: Validation Icons

PriorityMeaning
Message
TypeIcon

HighestIndicates that a configuration or parameter is not configured
correctly in the NSMUI. Updating a device with this modeled
configuration will cause problems on the device.

Error

Indicates that a configuration or parameter is not configured
correctly in the NSMUI. Updating a device with this modeled
configuration might cause problems on the device.

Warning

Indicates that the displayed value was set manually and that
the value overrides whatever value might come from a
template. The icon can also indicate an override of a
VPN-provided value or a cluster-provide value. Changes to a
templatewill not change this valueunless “Removeconflicted
device values” is selected in the template Operations dialog
box.

Override

Indicates the value was inherited from a template. Changes
to the template are also shown in the device edit dialog box.

Template
Value

Indicates the value was inherited from a configuration group.
Changes to the configuration group are also shown in the
device edit dialog box.

Configuration
Group

LowestIndicates that a value is set for a field in a template or
configuration group definition. This icon is shown only in a
template or configuration group definition.

FromObject messages appear only when you view template
objects to help find fields set in the template.

From
Object

Whenmore thanone typeof iconappearswithinapanel, thehighest-priority iconappears

next to the icon in the tree and the panel title bar.
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Working with Other NSMAdministrators

Whenmultiple NSM administrators access the NSM system at the same time, NSM

ensures that all edits are synchronizedby lockinganactiveobject.Only oneadministrator

at a time can edit existing values for an object, but multiple administrators can still view

the existing values for that object.

• WhenanNSMadministrator begins editinganobject, theUI locks thatobject toprevent

other administrators from editing the object’s value.

• During lockout, NSMmakes “lazy” saves of all edits made and stores them in an

in-memory database. If NSM crashes during a lazy save, edits made since the last lazy

save are lost, and NSM prompts the NSM administrator to roll back to the last lazy

save.

• When the administrator completes and saves the edit, the object is unlocked, enabling

other administrators to edit it. However, because the UI does not immediately refresh

the object values, youmust manually refresh the UI to view themost recent versions.

When you attempt to open a locked object, a warningmessage indicates that the object

is locked and can be opened only as a read-only object. The warning message also

contains the name of the NSM administrator who is editing the object. Depending on

your administrator privileges, you can locate contact information for the administrator

in the Manage Administrators and Domains area of the UI (From the file menu, select

Tools>ManageAdministratorsandDomains). Fordetailsonworkingwithadministrators
and domains, see “Configuring Role-Based Administration” on page 68.

For example, let’s say Bob and Carol are both NSM administrators with the same roles.

If both administrators view the same object, but Bob also edits and saves the object,

NSM does not notify Carol that a newer version of the object exists. To see the newest

version, Carol must first close, then open the object again or refresh the console.

Searching in the User Interface

You can use the integrated search feature in NSM to quickly locate a specific setting

within a UI screen or dialog box.

To locate a word, begin typing the word. The search window appears in the top left of

the selected screen or dialog box. The UI attempts to match your entry to an existing

value; as you enter more characters, the UI continues to search for a match. Use the

arrow keys to move betweenmatching values. If your entry appears in red, no matching

value was found within the selected screen or dialog box.

To locateadifferent data type, suchasan IPaddress, change the searchmode. Todisplay

all availablesearchmodes,press thebackslashkey (\).Thesearchmodewindowappears,

as shown in Figure 7 on page 37.
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Figure 7: UI Search Modes

Press the key that represents the search mode you want to use, and then begin typing

the search criteria. You can search within a category or across different categories in the

Object Manager. Press the ESC key to end the search operation and close the window.

The following sections provide examples of each search mode.

Contains String [C] SearchMode

Use to locate a pattern anywhere in a string. For example, to locate the pattern “RPC” in

service objects:

1. In the main navigation tree, selectObject Manager > Service Objects > Predefined
ServiceObjects, and then select the ServiceObject icon at the top of the Service Tree
tab.

2. Press the backslash key (\) to display the search mode window.

3. Enter C, and then enter RPC. The UI automatically highlights the first match,
MS-RPC-ANY, as shown in Figure 8 on page 37.

Figure 8: “Contains String” Search Mode Example

StartsWith [S] SearchMode

Use to locate a pattern at the beginning of a string. For example, to locate the pattern

“OR” in devices:

1. In themain navigation tree, selectDeviceManager >Devices, then select the security
devices icon at the top of the Device Tree window.

2. Press the backslash key (\) to display the search mode window.

3. Enter S, then enterOR. The UI automatically highlights the first match, OR_EU_208,
as shown in Figure 9 on page 38.
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Figure 9: “StartsWith” Search Mode Example

Regular Expression [R] SearchMode

Use to locate a value using a regular expression. For example, to locate all DI attack

objects that detect denial-of-service attacks:

1. In the main navigation tree, selectObject Manager > Attack Objects > DI Objects,
and then select the Predefined Attacks tab.

2. Select the first entry in the column Name, and then press the backslash key (\) to

display the search mode window.

3. Enter R, and then enter the following characters: DoS|.enial. Figure 10 on page 38
details this expression:

Figure 10: “Regular Expression” Search Mode Details

The UI automatically highlights the first match; click the down arrow key to highlight the

next match. Both matches are shown in Figure 11 on page 39.

Copyright © 2019, Juniper Networks, Inc.38

Network and Security Manager Administration Guide



Figure 11: “Regular Expression” Search Mode Example

NOTE: The regular expression searchmode supports all common regular
expressions. For more information about regular expressions, refer to a
dedicated resource, such asMastering Regular Expressions, 2nd Edition, by
Jeffrey E. F. Friedl.

IP [I] SearchMode

Use to locate an IP address. For example, to locate the IP address 5.5.5.50 and 5.5.5.51

in address objects:

1. In the main navigation tree, selectObject Manager > Address Objects, then select
the Address Table tab.

2. Select the first entry in the column IP/Domain Name, and then press the backslash

key (\) to display the search mode window.

3. Enter I, and thenenter5.5.5.*. TheUI automatically highlights the firstmatch,5.5.5.50.
Click the down arrow key to highlight the next match, 5.5.5.51.

Whensearching in a table, your search criteria areappliedonly to the selectedcolumn.

If you select a different column, such as Name, and perform the same search, the

results differ. Figure 12 on page 40 shows both search results.

NOTE: NSMRelease 2009.1 allows you to search for an IP address with
its specific netmask.

39Copyright © 2019, Juniper Networks, Inc.

Chapter 1: Introduction to Network and Security Manager



Figure 12: “IP Address” Search Mode Example

Search for an Exact Match (E)

You can search for an exact string in all the address, attack, service and security policy

categories. For example, to locate the string bbbb:

1. In the main navigation tree, selectObject Manager > Address Objects, then select the

Address Table tab.

2. Select any entry in the Namecolumn, and then press the backslash key (\) to display

the search mode window.

3. Enter E and then type bbbb.NSMhighlights thematching object as depicted in Figure

10.
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Figure 13: Exact String Search Mode Example

Global Search

To perform a global search:

1. Select Global Search from the Searchmenu. The NewSearch dialog box appears. It

allows you to specify search criteria across different views and to switch between

different views.

2. Select a category from the drop-down list in the Search Category field. You can select

All, Address, Service, Attacks, IDP Attack Group, DI Profile, Attack Group, or Policy.

3. Select a filter to be applied to the chosen category from the drop-down list in the

Filter field. You can select Name, IP, Comment, Service, or Install On.

Depending on the filter you selected, NSM prompts you for related information.

• If you select Name, you must enter the name of the object in the Name field. You

can then specify whether you want the search to be a Case Sensitive or Regular

Expression type of search.

• If you select IP as a filter, NSM asks you for the IP Version, the IP address and the

Netmask. If youenter both the IPaddressand thenetmask,NSMuses thecombined

criteria for the search.

• If you select Comment, enter the comment you are searching for in the Comment

field. You can then specify whether you want the search to be a Case Sensitive or

Regular Expression type of search.

• If you selectService, you can click theSelect Service button to view a list of services.

Check the desired services and clickOK to select multiple services. Your selection
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of services appears in the Services box. If you select multiple services, NSM uses

the combined criteria for the search.

• If you select Install On, you can click the Select Target button to view a list of target

devices. Check desired devices and clickOK to select multiple target devices. Your

selection of devices appears in the Install On box.

4. Click theSearchbutton toexecute thesearch.TheSearchResultsappearat thebottom

of the dialog box. The applicable search category is listed to the left and thematching

search objects are listed to the right.

5. Use the buttons above the list of search results to add or search for more results, edit

a result, and delete a result.

6. Click Close to exit the search.

New Features in 2012.2

NSM release 2012.2 supports:

• NSM supports automatic purging of database versions at configured intervals. When

saved database files exceed themaximum threshold, only the configuredminimum

database version is retained.

• NSM supports loading of device schema based on the startup options provided in the

installer script. After NSM is installed you can also enable this option in the GUI and

dev server configuration files.

• NSM caching has been enhanced to clean up all objects in the cache to make

conservative use of available memory in the Java process.

• On ISG Series and SRX Series devices, NSM provides the option to update only the

firewall configuration without updating the IDP configuration and reducing the total

update time required for the devices.

• NSM supports software upgrade for eight Junos OS devices concurrently.

• NSM provides nested service group support for J Series and SRX Series devices.

• Performance of shared object loading such as address, service and custom attack

object in NSM has been enhanced.

• Performance of xdb query responses in NSM database version-restriction commands

has been enhanced.

• Performance of delta and update workflows in NSM has been enhanced.

• Performance of firewall policy loading in NSMGUI has been enhanced.

• Find usage workflow has been enhanced, to cleanup stale references. You will be

prompted to cleanup the stale references, if they are found as a part of the find usage

process.
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CHAPTER 2

Planning Your Virtual Network

When you use Network and Security Manager (NSM) tomanage your devices, you are

creatingavirtual network that represents yourphysical network.Using this virtual network,

you can create, control, andmaintain the security of your physical network at a system

level.

This chapter provides information to help you decide how best to create your virtual

network and simplify management tasks.

NOTE: Not all devices support all features described in this guide. For
device-specific datasheets that include an updated feature list for each
device, go to http://www.juniper.net. In the Products and Services section,

select the product family.

This chapter contains the following sections:

• Configuring Devices Overview on page 43

• Configuring IDP-Capable Devices Overview on page 47

• Simplifying Management on page 56

• Creating an Information Banner on page 59

Configuring Devices Overview

Tomanage Juniper Networks devices that already exist on your network, you can import

their device configurations intoNSM. Each importeddevice appears in theNSMUI,where

you can view or make changes to the device, such as change settings in the device

configuration, edit the security policy for the device, and upgrade device firmware.

For new devices that do not yet exist on your network, you can create their device

configuration inNSM.Whenyouphysicallydeploy yourdevice, youcan install themodeled

device configuration on that device to instantly get it up and running. After you install the

modeled configuration on the device, you canmanage the device just as you would an

imported device.
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NOTE: Youcannot install amodeleddeviceconfigurationonaSecureAccess
or Infranet Controller device. These devicesmust be added to NSM by
importing.

NOTE: JuniperNetworksalsooffers securitydeviceswith IntrusionDetection
andPrevention(IDP)capability. Fordetailsonhowtoenable IDPfunctionality
onthesedevices, see“Configuring IDP-CapableDevicesOverview”onpage47.

Importing Existing Devices

For networks with deployed devices, if you have already designed, staged, and set up a

workingphysical device, youdon’t need to repeat thatprocess; youcan import thatdevice

so it exists (virtually) inside the management station. Importing includes the routing, IP

configuration, access and security policies, access privileges, and other device-specific

information defined on the device.

To import existing devices:

1. Add the security device and import your device configuration.

a. In the NSMmain navigation tree, select DeviceManager > Devices.

b. In themaindisplayarea, click theAdd iconandselectDevice. Followthe instructions
in the Add DeviceWizard to import an existing device.

As NSM imports the existing device configuration, it automatically creates all objects

and policies in the configuration.

NOTE: NSM does not import IDP rulebases in a security policy when
importing the device configuration.

For details on adding and importing existing devices, see “Importing Devices” on

page 114.

2. Verify the imported device configuration and related information:

• Run a Delta Config Summary and view the results to check for differences between

the physical device configuration and the device object configuration imported into

NSM.

• Check device configuration information.

• Check Address, Service, Schedule, and NAT objects.

• Check security policies.

• Check protected resources.

• Check VPNs.
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3. Correct any validationerrors, if found, andcheck for duplicateobjects (suchasaddress

objects, custom service objects). Be sure to consolidate any duplicate objects before

importing another device.

You can also delete devices fromNSM, and reimport them if necessary. Deleting a device

removes all device configuration information from themanagement system, but might

be the best solution if you need to perform extensive troubleshooting or reconfigure the

device locally. After you havemade the necessary changes locally, you can then reimport

that device into the NSM system.

For details on adding devices, see “Adding Devices” on page 99.

Modeling NewDevices

For new networks or networks that do not use a previously deployed Juniper Networks

device, you should reviewyour network topology thoroughly anddesigna security system

that works for your organization.

When creating a new security network using NSM:

1. Create the domain structure that best suits your network topology and access

requirements.

2. Create NSM administrators and set their permission level by creating and assigning

roles. See “Configuring Role-Based Administration” on page 63 for details.

3. Add your devices andmodel their device configurations in NSM.

• Use templates to configure multiple devices. Templates help you reuse common

information to quickly create configurations for similar devices.

• For ScreenOS 5.x and later devices, you can use Rapid Deployment (RD) to deploy

multiple devices in nontechnical locations. Use RD to stage and configure devices

quickly, and then simultaneously update all devices with policies to control traffic

as desired in multiple locations.

NOTE: Secure Access and Infranet Controller devicesmust be imported
into NSM.

4. Create the objects used in your security policies. These objects might include:

• NAT objects for policy-based network address translation

• Address objects for your network components

• Serviceobjects for your customnetwork services (NSM includesanobjectdatabase

of common transport and application-level services)

• AV objects for detecting viruses in your network traffic

• GTP objects for inspecting GTP packets

For details about creating objects, see “Configuring Objects” on page 345.
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5. Create security policies.

NSM integrates policy management, linking multiple devices to one security policy

that defines the typeof traffic permittedon thenetwork andhow that traffic is treated

inside the network.

NOTE: You can use the NSMPolicy Manager to centralize policy
management for certain devices. Devices that support central policy
management include ScreenOS and IDP devices and any J Series routers
or SRX Series gateways configured for central policy management.

• Add a policy, and then create firewall rules that specify source, destination, service,

and action. You can also create multicast rules to handle multicast control traffic.

• Verify each policy using the Policy Validation tool.

For details of configuring policies, see “Configuring Security Policies” on page 473.

6. Updatedevicesafter theyaredeployed.This actionpushes themodeledconfiguration

to the deployed device.

• Resolve any validation issues with the device configuration.

• View a summary of the device configuration to ensure that all device parameters

are correct.

• Check progress in Job Manager.

For details about pushing a configuration to a device, see

“Updating Devices” on page 257.

7. Create VPN rules.

• Create Protected Resources.

• Create user objects and User Groups for RAS VPNs.

• Use VPNManager to select VPNmembers, and then automatically generate the

rules for eachmember.

For details about configuring VPNs, see “Configuring VPNs” on page 597

For details onaddingdevices, see “AddingDevices” onpage99. For details on configuring

devices, see “Configuring Devices” on page 199.

Editing a Device Configuration

After importingormodelingadevice configuration inNSM, youcanedit that configuration

in NSM. For configuration changes to become effective, however, youmust update the

device by pushing the edited configuration to it. For details about pushing a configuration

to a device, see “Updating Devices” on page 257.

Conversely, the device configuration can be edited by the device administrator using the

device's native GUI or CLI. To synchronize the device object configuration in NSMwith

the actual device, youmust then reimport the device.
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Configuring IDP-Capable Devices Overview

Although firewalls provide basic protection, they are not designed to detect all attacks.

Advanced attackmethods often elude firewall detection by embedding an attackwithin

permitted traffic or by using attack vectors that are outside the firewall’s detection

capability.

Whendeployed inline inyournetwork, JuniperNetworks IntrusionDetectionandPrevention

(IDP) technology can detect—and stop—attacks. Unlike IDS, IDP usesmultiplemethods

to detect attacks against your network and prevent attackers from gaining access and

doing damage. IDP can dropmalicious packets or connections before the attacks can

enter your network. IDP is designed to reduce false positives and ensure that only actual

malicious traffic is detected and stopped. You can also deploy IDP as a passive sniffer,

similar to a traditional IDS, but with greater accuracy andmanageability.

Common Criteria EAL2 Compliance

All Juniper Networks IDP Sensors meet the Common Criteria requirements for Common

Criteria EAL2. This section describes actions that are required for a security administrator

to properly secure the NSM system andNSMUser Interface to be in compliancewith the

Common Criteria EAL2 security target for Juniper Networks NetScreen-IDP 4.x.

TheNSMsystemconsistsof theDeviceServer and theGUIServer; theNSMUser Interface

is a client application used to access information stored in the NSM system.

Guidance for Intended Usage

The NSM systemmust be installed on dedicated systems. These dedicated systems

must not contain user processes that are not required to operate the NSM software.

Guidance for Personnel

The following items are also required for Common Criteria EAL2 compliance:

• Theremustbeoneormorecompetent individualsassigned tomanage theNSMsystem

and User Interface, and the security of the information that they contain.

• The authorized administrators must not be careless, willfully negligent, or hostile and

must follow and abide by the instructions provided by the NSM documentation.

• The NSM system and User Interface must be accessed only by authorized users.

Guidance for Physical Protection

The processing resources of the NSM system and User Interface must be located within

facilities with controlled access which prevents unauthorized physical access.

Supported IDP-Capable Devices

NSMsupports IDPonstandalone IDPSeries IntrusionDetectionandPreventionAppliances

(IDP 10, 50, 100, 200, 500, 600C, 600F, 1000, 1100C, and 1100F); as part of ISG2000

and ISG1000 security systems running ScreenOS 5.0.0-IDP1 or ScreenOS 5.4 and later;

as well as J Series, SRX Series, and MX Series devices.
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Standalone IDP Sensors

The ISG2000 and ISG1000 securitymodule is an optional component that provides IDP

functionality. If youhavean ISG2000or ISG1000device thatdoesnothave IDPcapability,

you can upgrade the device to be an IDP-capable system by replacing the memory chip

in the CPU, installing up to three security modules, and installing the Advanced and IDP

license keys for IDP. See the ISG2000 Field Upgrade Guide or the ISG1000 IDP Field

UpgradeGuide for instructions on how to upgrade your device to include IDP capabilities.

You can use the ISG2000 or ISG1000 device with IDP capability as a fully integrated

firewall/VPN/IDP security system that not only screens traffic between the Internet and

your private network, but also provides application-level security. Alternatively, you can

use the ISG2000or ISG1000deviceasadedicated IDPsystemtoprotectcritical segments

of your private network, such asWeb servers or corporate accounting servers.

NOTE: IDP Series Appliances are standalone appliances that provide IDP
functionality without integrated firewall/VPN capabilities.

NSM is the sole means for configuring andmanaging IDP on the ISG2000 and ISG1000

devices. Although you can use the ScreenOSCLI orWebUI to configure the firewall/VPN

capabilities of the security device, youmust use the NSMUI to enable and configure IDP

capabilities on the security module.

Enabling Jumbo Frames (ISG1000Only)

NSM supports jumbo frames on ISG1000 devices running ScreenOS 6.0r2 and later.

When the jumbo frame feature is enabled, the four predefined ports on the ISG1000 are

disabled.

If, however, you use a template to apply a predefined Ethernet or Fast Ethernet port to

an ISG1000devicewith jumbo frames enabled, the portwill be visible and can be edited,

even though it is not applicable to the device type.

To enable jumbo frames for the ISG1000:

1. In the Configure panel of the NSMmain navigation tree, select Device Manager >
Devices.

2. Click the Add Device icon, and then select Device from the list. The New Security

Device wizard appears.

3. Enter a device name, and then select theModel Device option button.

4. ClickNext to continue.

5. Select ScreenOS/IDP from the OS Name list.

6. Select nsISG1000 from the Platform list.

7. Select 6.0 or greater from the Managed OS Version list.

8. Select the Enable Jumbo Frame check box, and then click Finish.
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Enabling IDP Functionality

Toenable IDP functionality on amanageddevice anddeploy that functionality to protect

your network, youmust perform the steps described in the following sections:

NOTE: Juniper Networks devices require a license to activate the feature. To
understandmoreaboutNetworkandSecurityManager (NSM)Licenses, see,
Licenses for Network Management. Please refer to the Licensing Guide for

general information about License Management.

• Adding an ISG2000/ISG1000 Security Device with a Security Module on page 49

• Updating Attack Objects on page 49

• Adding Objects (Optional) on page 50

• Configuring a Security Policy for IDP on page 50

• Reviewing IDP Logs on page 55

Adding an ISG2000/ISG1000 Security Device with a Security Module

Youmust add an ISG2000 or ISG1000 security device with at least one security module

to the NSMUI before you can enable the IDP functionality in the security module.

NSM automatically detects the security module when you:

• Import an ISG2000 or ISG1000 device running ScreenOS 5.0.0-IDP1 and the security

module is already installed.

• Install a security module in an existing ISG2000 or ISG1000 device that is currently

managed by NSM, then upgrade the device firmware to ScreenOS 5.0.0-IDP1.

NOTE: After youhaveupgradedthe firmware, youmust reimport thedevice
configuration.

To view the security module in the UI, open the device configuration and selectNetwork
> Chassis.

Updating Attack Objects

Youmust update the attack object database before you can use IDP functionality. To

update the IDP and DI databases and the IDP detector engine, download new attack

objects from the attack object database server to the GUI Server.

NOTE: Youmust have DNS enabled on the NSMGUI server before you can
update your attack objects.

To update the IDP and DI attack object databases on the NSMGUI Server:
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1. Select Tools > View/Update NSMAttack Database to open the Attack Update
Manager wizard,

2. Follow the instructions in the Attack Update Manager wizard to download the new

Signature and Protocol Anomaly attack objects to the NSMGUI Server. The

management system contacts the server and downloads the latest database version

to the GUI Server.

After you have updated the attack object database on the GUI Server, you can use that

database to update the attack object database on your managed devices.

IDP attack objects are loaded onto IDP-capable devices with the IDP rulebase.

To load a new detector engine onto an IDP-capable device:

1. From the Device Manager launch pad, select Security Updates > Update ScreenOS
Device Detector orUpdate Junos Device Detector.

2. ClickNext, then select the devices on which you want to load the detector engine.

3. Click Finish.

To download the DI attack object database update to your DI-capable devices:

1. FromtheDeviceManager launchpad, selectUpdateDeviceAttackDatabase toopen
the Change Device Sigpack wizard.

2. Follow thedirections in theChangeDeviceSigpackwizard to update the attack object

database on the selectedmanaged devices.

Adding Objects (Optional)

Create address objects for the network components youwant to protect with IDP. These

components can be routers, servers, workstations, subnetworks, or any other object

connected to your network. You can also create address object groups, which represent

multiple address objects. (If you have previously created network objects for use with

your devices, you do not need to create them again.)

Formore information about creating address objects, see “Configuring Address Objects”

on page 351.

For more information about adding address object for standalone IDP sensors, see the

IDP Concepts & Examples Guide.

Configuring a Security Policy for IDP

Because the security module on the device processes traffic after the firewall/VPN

management module, youmust configure a firewall rule to pass permitted traffic to the

IDP rulebases. Enabling IDP functionality in a security policy is a two-step process: first

enable a firewall rule to pass permitted traffic to the IDP rulebases, then create the IDP

rules that detect and prevent malicious traffic from entering your network.

When creating a new security policy for your IDP deployment, we highly recommend you

use a security policy template. Each security policy template contains the IDP rulebase
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and IDP rules that use the default actions associated with the attack object severity and

protocol groups. You can customize these rules towork on your network as needed, such

as selecting your own address objects as the Destination IP and choosing IDP actions

and notifications that reflect your security needs.

If you do not use a security policy template, youmust add the IDP rulebasemanually, as

detailed in “Adding the IDP Rulebases” on page 52.

Configure Firewall Rules (ISG Only)

You can enable IDP within an existing rule, or create a new rule. Configure the firewall

rule as you would normally, setting the source and destination zones, address objects,

services, and so on to define the type of network traffic you want to permit.

When configuring the firewall rule, consider the following:

• Traffic that is denied by a firewall rule cannot be passed to IDP rules. To enable IDP in

a firewall rule, the action must be permitted.

• When deploying the ISG2000 or ISG1000 device as a dedicated IDP system, configure

a single firewall rule that directs all traffic to the IDP rules. (By default, the firewall

denies all traffic.)

NOTE: When operating the security device in a nontransparentmode, you
must have configured basic security device settings, such as assigning
interfaces to zones, setting the administrative password, and configuring
default routes. For details about configuring these settings, see the user
guide that shipped with the device.

When operating the security device in transparent mode and using it as a
dedicated IDP system, you do not need to configure additional firewall
settings.

• For firewall rules that pass traffic to the IDP rulebases, the Install On columnmust

include IDP-capable devices only.

Setting the IDPMode (ISGOnly)

Because the securitymodule ispart of the inline securitydevice, IDPprotects your network

while directly in the path of traffic coming and going on your network.

To set the IDPmode:

1. In the Configure panel of the main navigation tree, select Policy Manager > Security
Policies, and then double-click the policy name in the Security Policies window to

open the firewall rulebase.

2. In the Rule Options column of a firewall rule, select IDP.

3. Select one of the following modes:

• Inline—In the inline mode, IDP is directly in the path of traffic on your network and

candetect andblockattacks. For example, youcandeploy the ISG2000or ISG1000
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with integrated firewall/VPN/IDPcapabilitiesbetweenthe Internetandtheenterprise

LAN, WAN, or special zones such as DMZ.

• Inline Tap—In the inline tapmode, IDP can detect attacks and provide notification.

IDP receivesacopyofapacketwhile theoriginal packet is forwardedon thenetwork.

IDP examines the copy of the packet and flags any potential problems. IDP’s

inspection of packets does not affect the forwarding of the packet on the network.

NOTE: Youmust deploy the ISG2000 or ISG1000 device inline. You
cannot connect a device that is in the inline tapmode to an external
TAP or SPAN port on a switch.

Selecting eithermode enables IDP for the firewall rule, and configures the security device

to forward all permitted traffic to the IDP rulebases for further processing.

Adding the IDP Rulebases

After you have enabled one or more firewall rules to pass traffic to the IDP rulebases,

youmust add one or more of the following IDP rulebases to the security policy:

• The IDP Rulebase—This is themain rulebase for IDP rules. Add this rulebase when you

want to configure rules that use attack objects to detect specific malicious or

anomalous activity in your network traffic.

For an overview of creating rules in the IDP rulebase, see “Configuring a Security Policy

for IDP” on page 50. For details, see “Configuring IDP Rules” on page 512.

• TheExemptRulebase—This rulebaseworks in conjunctionwith the IDP rulebase.When

traffic matches a rule in the IDP rulebase, the security module attempts to match the

traffic against the Exempt rulebase before performing the specified action or creating

a log record for the event.

Add the Exempt rulebase:

• When an IDP rule uses attack object groups containing one or more attack objects

that produce false positives or irrelevant log records.

• Toexcludeaspecific source,destination, or sourceanddestinationpair frommatching

an IDP rule (prevents unnecessary alarms).

• When the IDP rulebase uses static or dynamic attack object groups that contain one

or more attack objects that produce false positives or irrelevant log records.

For details on creating rules in the ExemptRulebase, see “Configuring ExemptRules”

on page 535.

• The Backdoor Detection Rulebase—This rulebase detects backdoor traffic from

components on your internal network. A backdoor is a mechanism installed on a host

computer that facilitates unauthorized access to the system. Attackers who have

already compromised a system often install a backdoor tomake future attacks easier.

However, when attackers enter commands to control a backdoor, they generate

interactive traffic that your security device can detect.
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Add this rulebase to your security policy when you want to configure rules that detect

backdoor activity on your internal network. For details on configuring rules in the

Backdoor Detection Rulebase, see “Configuring Backdoor Rules” on page 538.

NOTE: NSM does not import IDP rulebases in a security policy when
importing the device configuration from an existing IDP-capable security
device.

If you are using a security policy template, the IDP rulebases are automatically added to

the policy. However, if you are not using a template, youmust manually add the IDP

rulebases to your policy.

To add the IDP, Exempt, or Backdoor Detection rulebase:

1. In the Configure panel of the main navigation tree, select Policy Manager > Security
Policies, then double-click the policy name in the Security Policies window.

2. Click the Add icon in the upper right corner of the Security Policy window and select

Add Backdoor Rulebase to open the selected rulebase tab.

Configure IDP Rules

IDP detection and prevention capabilities work against attacks by dropping connections

during the attack detection process, preventing attacks from reaching the target system.

To add a rule to a rulebase:

1. Click the rulebase tab for the rulebase in which you want to add a rule.

2. On the left side of the Security Policy window, click the Add icon to open a default
rule.

For rules in the IDP rulebase, you define the type of network traffic tomonitor, the attacks

to detect, the action to be taken against matching traffic, and the notification you want

to receive. Specifically, you must configure the following:

• Configure Match Criteria—Define the type of network traffic you want the IDP security

module to monitor for attacks, such as source-destination zones, source-destination

address objects, and the application layer protocols (services) supported by the

destination address object. You can also negate zones, address objects, or services.

You configure the match criteria in the following IDP rulebase columns:

• From Zone

• Source

• To Zone

• Destination

• Service
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For details on configuring match criteria within the IDP rulebase, see “Defining Match

For IDP Rules” on page 513.

• Add attack objects—Add the attacks you want the IDP security module to match in

the monitored network traffic. Each attack is defined as an attack object, which

represents a known pattern of attack. Whenever this known pattern of attack is

encountered in the monitored network traffic, the attack object is matched. You can

add attack objects by groups (category, operating system, severity, and so on) or

individually.

You configure attack objects within the Attack column of the IDP rule:

• For details on selecting attacks within IDP rules, see “Configuring Attack Objects in

IDP Rules” on page 519

• Fordetails on IDPattackobjects, see “Workingwith IDPAttackObjects” onpage369.

• For details on creating your owncustom IDPattackobjects, see “ConfiguringCustom

DI and IDP Attack Objects” on page 371.

• Configure Action— Define the action the IDP security module takes when a particular

attack is detected. You can define an IDP action (action that the securitymodule takes

against thecurrent connection)andan IPaction (action that the securitymodule takes

against the current and future connections to or from the same IP address).

You configure IDP actions in the Action column of an IDP rule. For details, see “Defining

Actions For IDP Rules” on page 517.

You configure IP actions in the IP Action column of an IDP rule. For details, see

“Configuring IP Actions in IDP Rules” on page 521. (The IP Action column appears only

when viewing the security policy in Expanded Mode. To change the viewmode of a

policy, from themenu bar, select View > Show ExpandedMode , View > Show
Compact Mode, or View > ShowCustomMode).

• Configure Notification—Define the logging and notification activities you want the IDP

security module to take when the IDP rule is matched. You can configure the module

to generate log entries, trigger alarms, and log captured packets.

NOTE: J Series routers and SRX Series gateways do not send packet data
to NSM. If your policy rules attempt to do so, then no data is logged.

Configure Notification settings in the Notification column of an IDP rule. For details,

see “Configuring Notification in IDP Rules” on page 523.

Assign, Validate, and Install the Security Policy

After you have created the necessary firewall and IDP ruleswithin the security policy, you

must perform the following steps to apply the policy to your network traffic:

1. Assign the policy to a device.

Assigning a policy to a device links the device to that policy.

To assign an existing policy to the ISG2000 or ISG1000 device:
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a. In Device Manager, right-click the ISG2000 or ISG1000 device and select Policy >
Assign Policy.

b. From the Security Policy Name list, select the security policy you just created.

2. Validate the security policy (optional).

Validating a security policy can identify potential problems before you install it.

a. In the navigation tree, select DeviceManager.

b. From the Device Manager launchpad, select Validate > Validate IDP Policy and
select the device. A Job Manager window displays job information and progress.

If NSM identifies a problem in the policy during policy validation, it displays

informationabout theproblemat thebottomof theselected rulebase. For example,

if you included a non-IDP capable security device in the Install On column of an

IDP rule, policy validation displays a error message.

3. Install the security policy.

During policy installation, NSM installs the entire security policy, including the firewall

and IDP rules, on the security devices you selected in the Install On column of each

rule.

To install a policy:

a. In the navigation tree, select DeviceManager.

b. From the Device Manager launchpad, selectUpdate Device.

c. Select the ISG2000 or ISG1000 security device.

d. ClickOK . A Job Manager window displays job information and progress.

Reviewing IDP Logs

After you have enabled IDP on the device and installed a security policy that uses the

IDP detection and prevention functionality, IDP logs begin to appear in the NSM Log

Viewer (assuming you enabled IDP logging for each IDP rule). Depending on the attack

objects you included in the IDP rule, the IDP log entries you receive might provide details

of events such as attacks against your network, protocol anomalies, or even simple login

attempts.

To view IDP log entries:

1. Go to themain navigation tree and expand the Investigate panel.

2. Select Log Viewer > Predefined > 3-IDP/DI. The Log Viewer displays all IDP logs
generated by the security device.

NOTE: The DI/IDP Logs view is a predefined custom view applied to all
log entries received by NSM. To view all log entries for all devices in the
selected domainwithout filters, select the LogViewermodule in themain
navigation tree.
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We recommend you review and analyze these log entries to determine the effectiveness

of your current security policy and IDP rules. Log entries are often a valuable insight into

your network traffic. You can see where traffic is coming from, where traffic is going to,

and what malicious content (if any) the traffic contains.

Maintaining IDP

Attackers are constantly devising new and better ways to infiltrate your network. Juniper

Networks actively discovers these new attacks and creates new attack objects to detect

them—so you can prevent the attacks from entering your network. To ensure that the

IDP security module and security policies remain highly effective against all emerging

and evolving threats, we highly recommend that you perform frequent updates to the

attack object database and to the IDP detection engine, described in “Managing the

Attack Object Database” on page 306.

Creating IDP-Only Administrators

You can use NSM’s role-based administration (RBA) to create a custom role for

administrators working with IDP functionality on a device. For example, if your

organization’s IDS or IDP administrators do not configure firewall/VPN security devices,

you can restrict administrative privileges for those administratorswithin theNSMsystem

to IDP tasks only.

NOTE: The NSM “super” administrator automatically has all IDP-related
permissions.

A custom role for IDP administrators might include the following permissions:

• Attack Update

• Create/View/Edit/Delete Policies

• Create/View/Edit/Delete Backdoor and IDP Rulebases

• View Firewall Rulebases

• Create/Edit/Delete Shared Objects and Groups

For details on RBA in NSM, see “Configuring Role-Based Administration” on page 68; for

an example that shows how to create an IDP-only administrator, see “Creating

Administrators” on page 69.

SimplifyingManagement

When you add devices to NSM, you are creating the network organization that you use

to manage your security system. Before you begin the device creation or device import

processhowever, first reviewyour network topologyanddecidehowyouwant it toappear

in NSM. This is particularly important when you are creating a new network, but is also

helpful when you are importing networks, because youmight want to edit your network

design to take advantage of key NSMmanagement features.
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These features include:

• Using Device Groups on page 57

• Using Device Templates on page 57

• Using Configuration Groups on page 58

• Merging Policies on page 58

• Using a Naming Convention on page 58

Using Device Groups

You can create groups of devices to managemultiple devices at one time. Group your

device by region, device type, or even OS version, and then use the groups to:

• Deploy new or updated device configurations to the entire device group.

• Deploy new or updated policies to the entire device group.

• Create reports using the log information from the entire device group.

Using Device Templates

Atemplate isapredefineddeviceconfiguration thathelps you reusecommon information.

Adomaincancontainmultiple templates, andyoucanuse templates toquickly configure

anddeploymultipledevices.Adevice template looksmuch likeadeviceconfiguration—the

template page displays boxes for interfaces, zones, and virtual routers in which you can

enter values. When you add a new device that uses similar information as a previously

added device, you can use a device template to fill in specific configuration values so you

do not have to reenter information.

For example, youmight create a generic NetScreen-5GT device template that you can

use each time you add a device of that type. Or you can apply multiple templates to the

same device. You canmap amaximum of 63 templates to the same device; you set the

priority of the template to determine the order in which they applied.

For example, youmight create the following templates:

• DNS setting template

• Default PKI Settings template

• Authentication template

Apply these templates to a single device to instantly configure the DNS, PKI, and

Authentication settings for the device.

NOTE: You cannot create VPNs between devices in different domains.

For details about device templates, see “Using Device Templates” on page 210.

57Copyright © 2019, Juniper Networks, Inc.

Chapter 2: Planning Your Virtual Network



Using Configuration Groups

Configuration groups are similar to device templates in that you define configuration

data tobeusedmultiple times.Configurationgroups,whichareusedonly in Junosdevices,

are different in that the configuration data is used within the same device but at several

levels in the configuration. A special use of configuration group is to apply configuration

data in different members of a cluster.

For details about configuration groups, see “Using Configuration Groups” on page 235.

Merging Policies

You can create new policies for all your managed devices from the central NSM UI and

deploy themwith a single click. Alternatively, NSM can import all existing policies from

your device. You can import all security andaccess policies fromyour devices, and import

all VPN tunnels (route-based and policy-based) from your devices.

Each time you import a policy from amanaged device, that policy appears in NSM as a

separate, individual policy in the Security Policies list. To simplify policy management

andmaintenance, you canmerge two policies into a single policy. For details onmerging

policies, see “Configuring Security Policies” on page 473.

Using a Naming Convention

Anaming convention is amethod for assigning names to your network devices (firewalls,

servers, workstations, and so on) that enables you to quickly identify where the device

is and what its purpose is.

If your network is small, you might choose a simple naming convention, such as planet

names, car models, or mountain names. When using this type of informal method to

name your network components, be sure to choose a theme that is easily understood

by your users and administrators, and that still has room to grow. For example, youmight

use the naming convention. <city><name>, with a naming theme of Greek mythology

figures; some sample device namesmight be la_ns5gt_Athena, sf_ns5XT_Zeus, or

oak_ns204_Hermes.

If your network is larger, however, you need amore formal naming schema that is more

descriptive of the network component’s location and purpose. Having a logical and

standardized naming convention can help you quickly identify the appropriate

administrator for the component, as well as quickly identify the component location

without having to review subnet tables.

A typical naming convention for large, distributed networks consists of a standardized

location identification code, followed by the department code, a description of function,

and a numerical sequence.

Example: Using a Naming Convention for Devices

You use the naming convention: nation_state_platform_name for your security devices.

Your devices use names similar to the following:

• us_ca_ns5gt_01
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• us_co_ns204_05

• us_tx_ns5200_10

Example: Using a Naming Convention for Address Objects

Foraddressobjects that representnetworksorhosts, use the followingnamingconvention.

state_function_service_00:

• State—A two-character postal abbreviation for the state where the server resides.

• Function—Some common functional abbreviations:

• SV (Server)

• WS (Workstation)

• IIS (Web Server)

• MSX (Mail Server)

• SQL (SQL Server)

• SMS (SMS Server)

• APP (Application Server)

• Service—Abbreviated name of the main service on that machine

• Number—A sequential number starting with 01

For example, the first ApacheWeb server installed in the state of California would be:

ca_ws_apache_01.

For address objects that represent client hosts, use the naming convention:

state_flastname_(m or w)_os

• State—A two-character postal abbreviation for the state where the user is located

• FLastname—The first initial and last name of themain user (or general account name

if it is a multiuser machine)

• (M orW)—A single letter to designate Mobile computer or Workstation

• OS—A two-character abbreviation for the operating system

For example, Wendy Parker, working in Texas on aWindows 2000 Pro laptop, would see

her machine name as: tx_wparker_m_2kpro.

Creating an Information Banner

Central Manager administrators and regional server “super” administrators have the

ability todisplayan informational bannerwhenusers log intoNSM.This banner is created

using custom text that is stored on the server. Once it has been created, the banner is

displayed as a splash screen after users enter their login credentials. This text is used

server-wide, which does not depend on user, role, domain, and so on. Users are unable
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to proceed into the NSMUI until they accept the message to continue. If this banner is

used, users are required to accept the message each time they log in.

You can add an information banner from Central Manager or from a regional server.

Adding an Information Banner

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client or a super user is logged into a regional server.

To add an informational banner:

1. In the Administer panel of themain navigation tree, selectServerManager >Servers.

2. Select the GUI server to which you want to add the banner server-wide, and click the

Edit icon, as shown in Figure 14 on page 60.

Figure 14: Selecting the GUI Server in Central Manager

3. Enter the customized text in the Log InWarning Message text box, and then clickOK,
as shown in Figure 15 on page 61.
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Figure 15: Setting Up an Information Banner

Themessage is immediately available to NSM users connected to the server, as shown

in Figure 16 on page 61.

Figure 16: Information Banner Login into Central Manager

The NSM user must click Yes to access the GUI server.
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Modifying an Information Banner

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client or a super user is logged into a regional server and an information banner

has been created.

Tomodify an informational banner:

1. In the Administer panel of themain navigation tree, selectServerManager >Servers.

2. Double-click the GUI server to which you want to change the banner server-wide.

3. Change the customized text in the Log InWarning Message text box, and then click

OK.

The message is immediately available to all NSM users server-wide.

Deleting an Information Banner

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client or a super user is logged into a regional server and an information banner

has been created.

To delete an informational banner:

1. In the Administer panel of themain navigation tree, selectServerManager >Servers.

2. Double-click the GUI server for which you want to delete the banner server-wide.

3. Delete the customized text in the Log InWarning Message text box, and then click

OK.

The message is immediately removed from the login screen to all NSM users

server-wide.
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CHAPTER 3

Configuring Role-Based Administration

This chapter details how to use the Juniper Networks Network and Security Manager

(NSM) role-based administration (RBA) feature to configure domains, administrators,

and roles to manage your network. Your organization probably already has an existing

permission structure that is definedby job titles, responsibilities, andgeographical access

to your security devices. Using role-based administration, you can re-create the same

permission structure in NSM.

RBA is particularly useful for Enterprise and Service Provider organizations that have

different administrative roles associated with managing a large network and security

infrastructure. You can define custom roles with specific permissions to create the exact

administration structure your organization requires.

After you have created an RBA-based structure for your network, you can begin thinking

about your central management strategy and how to prepare your network for NSM.

NSMincludesmany featuresspecificallydesigned formanagingmultiple JuniperNetworks

devices, such as device groups and templates.

This chapter contains the following sections:

• Role-Based Administration on page 63

• Using Role-Based Administration Effectively on page 65

• Configuring Role-Based Administration on page 68

Role-Based Administration

The NSM role-based administration (RBA) feature enables you to define strategic roles

for your administrators, delegate management tasks, and enhance existing permission

structures using task-based functions.

Use NSM to create a secure environment that reflects your current administrator roles

and responsibilities. By specifying the exact tasks your NSM administrators can perform

withinadomain, youminimize theprobability of errorsandsecurity violations, andenable

a clear audit trail for every management event.

Domains

Adomain is a logical groupingofdevices, their security policies, and their accessprivileges.

Adomaincancontaindevices, templates, objects, policies,VPNs,administrators, activities,
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authentication servers, groups—a representationof all or a subset of thephysical devices

and functionality on your network.

NSM contains a default top-level domain, called the global domain, which can contain

additional domains, called subdomains. Use subdomains to managemultiple domains

in a single hierarchical structure. You can create all your devices and their configurations

in the global domain, or you can configure additional subdomains within the global

domain.

NOTE: You can create only one level of subdomains in NSM.

Typically, multiple domains are used for twomain reasons: to define network structure

and to control administrator access. Multiple domains help to separate large,

geographically distant systems into smaller, more manageable sections, and also to

control administrative access to individual systems.

For example, a small organization might only have one domain (the global domain) for

their entire network, while a large, international organization might have dozens of

subdomains that exist within the global domain to represent each of its regional office

networksacross theworld. A serviceprovidermight usedomains tobuilda virtual network

for each client network, and then assign access permissions for each client domain.

Domain selection is important if you plan to use VPNs in your network. Because you can

create VPNs only between devices in the same domain, be sure to add the devices you

want to connect with a VPN to the same domain.

About Roles

Roles define who can performwhich task and view which information. NSM uses a

powerful, role-based access control system that enables you to create custom roles for

individual administrators. Use role-basedmanagement to control administrative access

to NSM functionality.

All NSMusers are some typeof administrator. DuringNSM installation, you are prompted

forapassword for the (default)administratoraccount forNSM; thisadministratoraccount

is the first administrator, and is therefore thesuperadministrator. Thesuperadministrator

automatically has all permissions, and can create other domains, administrators, and

roles. As super administrator, you specifywhohaswhatpermissions forNSMfunctionality

for the entire NSM system, a single domain, or specific functionality within a domain.

NOTE: All passwords handled by NSM are case-sensitive.

System administrators can be active or read-only. All system administrators, including

those assigned a Read-Only role, can create and run their own reports.

You can define multiple NSM administrators and assign dedicated roles to each

administrator:

• A role is a set of activities that specify the functions the administrator can perform.
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• Activitiesarepredefined taskswithinNSM.TheNSMadministratorcancombinemultiple

activities into a custom role.

NOTE: You cannot define a custom activity.

With role-based administration, you can specify who has what permissions for NSM

functionality for the entire NSM system, a single domain, or even specific functionality

within a domain. You can even delegate NSM administrator management, enabling

existing NSM administrators to create other NSM administrators, assign domains, and

define or create roles.

NOTE: Adeviceadministrator is theperson responsible formanagingadevice
directly, using the command line or GUI for the local OS (ScreenOS, Junos,
IC, or SA). If a device administrator uses only the local OS command line or
GUI tomanage devices, do not create an NSM administrator account for the
device administrator; however, if a device administrator uses both the local
OS and NSM tomanage devices, youmust create an NSM administrator
account for the device administrator.

Using Role-Based Administration Effectively

The structure of your NSM domains should reflect both your existing network structure

and your desired permission structure.

• Network Structure—Usemultiple domains to segregate large, geographically distant

networks into locally managed sections.

• PermissionStructure—Usemultiple domains to segregate critical devices and systems

from less important network areas, and then restrict administrator access to devices

in the critical domain.

Your organization probably already has an existing permission structure that is defined

by job titles, responsibilities, and geographical access to your security devices. You can

re-create this same permission structure in NSM.

Role-based administration is particularly useful for Enterprise and Service Provider

organizations that have different administrative roles associated with managing a large

network and security infrastructure. RBA is also helpful for any size of organization that

wants to provide access to other device statistics to non-administrators within the

organization, such as creating a role for the CIO to access reports.

Enterprise Organizations

Eachenterprise defines administrative roles differently.WithNSM, youhave the flexibility

to create the appropriate permission level.
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Geographical Divisions

Tomanage large, geographically diverse networks, you can create domains for each

separate geographical location. Typically, the larger the Enterprise, the deeper andmore

complex your geographical divisions. Two common geographical divisions are defined

below:

• Corporate—Thecorporatedomain is theglobaldomain. In theglobaldomain, thesuper

administrator creates the devices, objects, and policies that exist in the corporate

network, and creates subdomains for each region.

• Region—Each region is a subdomain.Within each subdomain, the super administrator

creates a regional administrator to manage the subdomain. The super administrator

also specifies the roles the regional administrator has to view andmanipulate devices,

remote users, configuration actions, and report information within that subdomain.

NOC and SOC

To ensure continual network uptime and provide prompt response to network attacks,

each geographical division is often monitored by a dedicated network operations center

(NOC), a security operations center (SOC), or both. The NOC and SOC are typically the

same location for small organizations, but might be physically separate for larger, more

complex organizations. Whether combined or separate, NOC and SOC administrators

perform distinct roles:

• NOC administrators focus on network connectivity and status.

• SOC administrators focus on network attacks and events associated with security

policies.

Administrator Types

Many organizations have different types of administrators for different roles within the

company. Each organization has a unique vision for the granularity of their permission

structure.

Tiered NOC/SOC

Typically, a NOC/SOC uses a three-tier permission structure. The administrators in each

tier have a specific level of skill and understanding of the underlying network and

technology, as well as access permissions to view or change configurations. An example

NOC/SOC center might use the following role structure:

• Tier 1 administrators view events and audit configurations.

• Tier 2 administrators view events and audit configurations, but also change network

configurations during troubleshooting.

• Tier 3 administrators have full access to all functionality on the device, andmake

configuration and policy changes.
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Configuration Responsibilities

Some enterprise organizations use different administrator groups to manage specific

aspects of device configuration. Configuration responsibilities might use the following

role structure:

• IT group—Integrates new devices into the existing network infrastructure. This group

has roles with activities for setting up Layer 2 and Layer 3 aspects of the device (IP

addressing, Routing, VLANs, Syslog, and so on). Within the IT group, the network

administrator might also have a role with an activity for managing the management

system.

• Security group—Creates andmanages security policies. This group has roles with

activities for defining custom services, address objects, and firewall rules on devices

for which they have responsibility.

• Remote Connectivity group—Creates andmanages VPNs and RAS user configuration.

This group has roles with activities for configuring VPNs and remote users.

Specific Tasks

• Configuration Validation—An audit administrator approves all configuration changes

before those changes are made on the network. Only the auditor has a role with

activities for updating devices on the network.

• Reporting—Areportingadministrator views reports foroneormoredomains.A regional

reporting administrator has a role with activities for viewing reports for their regional

subdomain; a corporate reporting administrator has a role with activities for viewing

reports for the global domain and all subdomains.

• Configuration Update—An update administrator updates firmware for devices. The

update administrator has a role with activities for updating firmware on the devices in

their assigned domain.

• Administrative Management—Amanagement administrator creates administrators

andmanages their permissions. The super administrator creates amanagement

administrator to delegate administrator management. For example, a NOC Tier 2

administrator has a role that includes the activity to create new administrators, but

cannot assign them an activity that is not included in their own role. Typically, a

subdomain has only onemanagement administrator to control the creation of

administrators.

• Device Installation—A device install administrator creates new devices. The device

install administrator has a role with activities for adding, updating, and viewing device

configurations.

Service Providers

Service Providers can use NSM domain, subdomains, and roles to manage their internal

infrastructure and their customers’ infrastructures.
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Internal Network

Internally, a Service Provider network is similar to an enterprise network; both view their

networks as regions with dedicated NOC/SOC, and both use the same types of

administrators.

Managed Security Service Provider (MSSP)

Telcos and Service Providers use their networks to generate revenue. Customers pay the

MSSP to deploy devices and to manage the VPN or firewall infrastructure. MSSPs use

different role structures that best match their organizational structure:

• MSSP owns devices; customer manages infrastructure.

• Customer owns devices; MSSPmanages infrastructure.

• Customer leases devices; MSSPmanages the infrastructure.

• MSSP owns devices andmanages infrastructure (Customer Network Management

(CNM)).

CNMServiceProviders varywidely in howtheycontrol access to their customernetworks.

Some CNMs assign one or more customers to a network administrator that has control

over the device and policies used by those customers. Other CNMs assign one network

administrator to view reports for all customers. CNMsmight use the following role

structure:

• Super administrator. At the global domain, the super administrator creates

• The internal network of the CNM.

• Asubdomain for each customer. The customer subdomain contains the devices and

objects that belong to the customer network. Because the customer network is

completely contained within a subdomain, it is isolated from other subdomains for

other customers.

• Customer administrators to manage one or more subdomains. The super

administrator assigns roles to the customer administrator in one or more customer

subdomains, enabling the customer administrator to handle multiple customer

networks without access to the CNM internal network.

Additionally, the super administrator can create a role structure thatmaps to the specific

tasks performed by each customer administrator, as described in “Specific Tasks” on

page 67.

MSSPs can also use virtual systems (available onNetScreen-500 andNetScreen-5000

series) to share a single device betweenmultiple customers. For each customer, the

MSSP creates a customer subdomain and a virtual systemwithin that subdomain.

Configuring Role-Based Administration

When you have analyzed your network and permission structure and designed your

domain strategy, you are ready to create subdomains and new NSM administrators for
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those subdomains. When you create NSM administrators for your subdomains, you can

set their permissions so that they can see only the domains to which they have access.

From themenu bar, click Tools >Manage Administrators and Domains to display the
RBA settings for NSM:

• Administrators—Configure administrators for NSM or IDP.

• Roles—View or edit default roles, or create your own custom roles for your NSM or IDP

administrators.

• Subdomains—Create subdomains to segregate networks.

• Current Domain Detail—View the information about the current domain, such as

assigned administrators, authentication method, and default authentication servers.

The following sections explain how to configure these RBA settings.

Creating Administrators

The super administrator automatically has full permissions for all subdomains, so you

do not need to assign new subdomains to the super administrator. However, to assign a

subdomain to another administrator, youmust first create the administrator and specify

their permissions within a selected subdomain.

You can create NSM administrators at the global domain or subdomain level:

• To assign the new administrator permissions in the global domain or multiple

subdomains, create the administrator in the global domain.

• To assign the new administrator permissions in only one subdomain, create the

administrator in that subdomain.

Configuring General Settings

To create an NSM administrator account, click the Add icon in the Administrator tab to

display the New Admin dialog box. In the General tab, enter a name and contact

information (e-mail, telephone, and other basic information) for the new administrator.

NOTE: The following characters are not supported for NSM administrator
names:

• Period ( . )

• Number sign ( # )

• Dollar sign ( $ )

• Asterisk ( * )

• Ampersand ( & )

• Circumflex ( ^ )
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Configuring Authorization

To configure the authorizationmethod for the new administrator, click the Authorization

tab and select local or remote authentication:

• For locally authenticated administrators, the NSMmanagement server handles

authentication. Youmust specify the password that NSM uses to authenticate the

administrator; the administrator must enter this password at the NSMUI login screen.

NOTE: All NSM passwords are case-sensitive.

• For remotely authenticated administrators, a RADIUS authentication server handles

authentication. Because the administrator password is stored on the RADIUS server,

you do not need to enter the password again, however, the administrator must enter

the password at the NSMUI login screen.

Toconfigure theRADIUSauthentication server forNSMadministrators, see theNetwork

and Security Manager Online Help topic “Editing the Domain Contact.”

NOTE: The super administrator has full permissions. You cannot change
or delete permissions for the super administrator; you can only change the
password. Because the super administrator has complete control over
NSM functionality, we recommend that you consider the security of the
super administrator password appropriately. If you forget or lose the super
administrator password, please contact the Juniper Technical Assistance
Center (JTAC).

RADIUS Authentication and Authorization

NSM supports both local and RADIUS user authentication. It manages access control

both through the local database and through the RADIUS server.

You are not required to define RADIUS users in the local NSM database. The AUTH

Handler looks at the local database to find the user, and then, if no match is found, to

the RADIUS server. You can also define the role assignment for each user directly from

the RADIUS server.

NOTE: Youmust configure your RADIUS server individually for each domain.

NSM also supports a secondary RADIUS server for administrator authentication and

authorization when the primary RADIUS server cannot be contacted.

There are two kinds of users: local users and RADIUS users. The local user is created

locally andauthenticationdata is stored in the local database. Thedefault authentication

mode is local mode. The RADIUS user is created only on a RADIUS server and can only

be authenticated using a remote RADIUS server.
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Therearealso twokindsofauthenticationmodes forNSMusers: localmodeandRADIUS

mode. Both User and Domain can define these modes and Domain’s authentication

mode is applied to all the userswithin it. User’s Authenticationmode has a higher priority

and can override Domain’s mode.

The NSM user is authenticated based on the rules listed in Table 15 on page 71.

Table 15: How to Authenticate Users

AuthorizationAuthentication Results

Domain
Auth
Mode

User
Auth
Mode

User in
Local
DatabaseRule

LocalAuthenticates user locally.LocalLocalDefined1

LocalAuthenticates user locally
first. If fails, RADIUS
authentication is used.

RemoteLocalDefined2

LocalAuthenticates user remotely.LocalRemoteDefined3

LocalAuthenticates user remotely.RemoteRemoteDefined4

RemoteAuthenticates user remotely.Local—Not Defined5

RemoteAuthenticates user remotely.Remote—Not Defined6

Dictionary File

To authenticate local or remote users from a RADIUS server, you must first define role

mapping assignments and domain names in NSM. If you use Steel Belted RADIUS, you

can copy the NSM RADIUS dictionary to your RADIUS server.

This file (netscreen.dct) is available in the NSM. If you installed NSM using the default

options, you can find the dictionary in the following location:

/usr/netscreen/GuiSvr/utils/netscreen.dct

RADIUS VSA Definition

RADIUS vendor specific attribute (VSA) is available to allow vendors to support their

own extended attributes. If you use a RADIUS server other than Steel-Belted RADIUS,

youmust enter the following NSM attributes in your RADIUS dictionary file.

These attributes are case sensitive andmust be entered exactly as they appear below:

ATTRIBUTE NS-NSM-User-Domain-Name 26 [vid=3224 type1=220 len1=+2 data=string]
ATTRIBUTE NS-NSM-User-Role-Mapping 26 [vid=3224 type1=221 len1=+2 data=string]

When a user is defined only in RADIUS, youmust define NS-NSM-User-Domain- Name

and role mapping assignment. Auth Handler checks if the domain namematches the
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user’s login domain namewhenNSMauthenticates the user. Rolemapping lists are used

for NSM access control purposes.

Custom Roles

Figure 17 on page 72 shows the format for a custom role. The format for the custom role

of NS-NSM-User-Role-Mapping is:

domainName1:domainName2.roleName

• domainName1 is the domain that the current user can access.

• domainName2 is the domain that the current role (roleName) belongs to.

If youcreateacustomdomain,NS-NSM-User-Domain-Nameshould include thedomain’s

full path. Do not omit the word “global” and include the full path for domainName, for

example, global.d1, global, or global.d2. Figure 17 on page 72 shows an example.

Figure 17: Creating CustomDomain

In Figure 17 on page 72, users belong to domain d1 and role r1 is defined in domain1.

Therefore, the domain name is global.d1 and the role is global.d1:global.d1.r1.

Predefined Roles

The current predefined role names, which users can use, are listed below:

• Domain Administrator

• IDP Administrator

• Read-Only Domain Administrator

• Read-Only IDP Administrator

• Read-Only System Administrator

• System Administrator

Predefined roles do not belong to any domain. The format for predefined roles is:
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DomainName1:(predefined-role-name)

• DomainName1 is the domain that the current user can access.

• predefined-role-name is one of the options listed above.

For example, if a user is in domain d1with a role of IDPAdministrator, the domain name

is global.d1 and the role is global.d1:IDP Administrator.

Creating Roles

If a user is defined in the local database or defined in a RADIUS server, NSM uses a role

mapping list from the local database. The custom roles must be created in NSM. If the

custom role belongs to a subdomain, it must be created in that subdomain. If the role is

created in the global domain, it is automatically inherited into the subdomain and can

be assigned to a subdomain user.

NOTE: A role defined in a subdomain belongs only to that subdomain.

Assigning Roles

If a user is defined in the local database, NSM uses a role mapping list from the local

database. Otherwise, the RADIUS administrator must configure the rolemapping list for

each user on the RADIUS server.

Figure 18onpage73 throughFigure24onpage76showexamplesofassigningpredefined

and custom roles through RADIUS. All examples assume that the user will be

authenticated and authorized using a RADIUS server.

Figure 18: User in Domain "global” with a Predefined Role
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Figure 19: User in Domain "global” with Custom Role "r1”

The “r1” role was created in the NSM in “global” domain.

Figure 20: User in Subdomain “d1”With a Predefined Role

Figure 21: User in Subdomain “d1”With a Custom Role “r1”

Create the custom role “r1” in the subdomain “d1.”
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Figure 22: Assigning Multiple Roles to a User in Global Domain

Roles “r1” and “r2” are the custom roles assigned to the user.

Figure 23: Assigning Multiple Roles to a User in Subdomain

Both “r1” and “r2” are the custom roles assigned to the user.
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Figure 24: Assigning Roles Defined in Domain "global”

Theuser role “r1” is defined in global domain, but theuser hasaccess toonly a subdomain

d1 and therefore gets a the global role “r1.”

Figure 25: Assigning Roles Defined in Domain "global” to Subdomain Only

The user is defined in domain “global” but has access to subdomains only. The user is a

“Domain Administrator” in subdomain “d1,” but has a custom role r1 for subdomain “d2.”

Configuring Roles

To assign a role to the new administrator, select the Permissions tab and choose a role
for the new administrator. When you assign a role to an NSM administrator, the

administrator can perform the predefined system activities specified in that role.

You can select a default or custom role for that administrator. NSM includes default roles

for common job responsibilities:

• Domain Administrator—Can perform all activities in the domain.

• Read-Only Domain Administrator—Can perform all read-only activities in the domain.

• IDP Administrator—Can perform all IDP activities. All other activities are excluded.

• Read-Only IDP Administrator—Can perform all read-only IDP activities.
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• SystemAdministrator—Can perform all system-wide activities, Domain Administrator

activities, and IDP Administrator activities.

• Read-Only System Administrator—Can perform all read-only system-wide activities

and Domain Administrator activities.

Each default role contains activities that relate to the traditional responsibilities for a

specific job title. Use a default role to create quickly an NSM administrator or to create

administrators when your organization’s existing permission structure maps closely to

the permissions defined in the default role.

All roles, default and custom, are created from activities. In a default role, the activities

are chosen for you; in a custom role, you choose the activities that make up the desired

functionality. See “Creating Custom Roles” on page 77 for details.

NOTE: Roleassignment isadditive.Whenyouassignmultiple roles toasingle
administrator, thepermissionsspecifiedby theactivities in the roleareadded.

Youmust also select a domain. You can assign administrators to the global domain, or

to one or more subdomains (the subdomain must already exist). Administrators must

log in to thedomain theywere created in. For example, the super administrator hasaccess

to all domains, butmust log in to the global domain first, and then switch to a subdomain

using thedomainmenu. For details oncreatinga subdomain, see “CreatingSubdomains”

on page 93.

Creating CustomRoles

For more complex and diverse permissions requirements, create custom roles to specify

the exact level of permission youwant to give an administrator. An activity is a predefined

task that defines access to a function in NSM. To assign one ormore activities to anNSM

administrator, create a role that includes those activities and assign the role to the

administrator.

Someactivities are dependant onother activities. If you select adependant activity, NSM

automatically selects theprerequisite activities. You can clear prerequisite activities from

a custom role, but doing so affects permissions granted in the dependant activity. For

example, if you create a role that includes the activity “Create VPNs”, the activities “Edit

VPNs” and “View VPNs” are automatically selected for you.

Click the Add icon to display the New Role dialog box and all available activities. NSM

includes many predefined activities, grouped by similar functionality. See

Table 16 on page 77.

Table 16: Predefined NSMAdministrator Activities

DescriptionTaskFunction

The Action Manager is a node on themain navigation tree that enables
you to configure the management system to forward logs generated
within a specific domain or subdomain.

View

Modify

Action Attributes
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

Useaccessprofile objects to shareaccessprofiles across security policies
that are assigned to J Series Services Routers and SRX Series Services
Gateways managed by NSM.

View

Create

Edit

Delete

Access Profile Objects

An admin role defines the access privileges for an NSM administrator.View

Create

Edit

Delete

Admin Roles

An admin is a user of the NSMmanagement system.View

Create

Edit

Delete

Admins

An address object is a representation of a component of your network,
such as a workstation, router, switch, subnetwork, or any other object
that is connected to your network. You use address objects in NSM to
specify the network components you want to protect.

Create

Delete

Edit

View

Address Objects

Pre-rules and post-rules are ordered lists of rules that are defined from
the Central Manager at the global domain and subdomain levels as well
ason regional servers in standaloneNSM installations. This activity allows
CentralManager to install CentralManager pre/post rules intoaRegional
server.

N/AAllow Installation of Pre/Post
Rules from Central Manager

An antivirus profile defines the parameters for performing virus scans.Create

Delete

Edit

View

Antivirus Profiles

This activity enables an administrator to update the attack object
databaseontheNSMsystemandoneachmanageddevice thatsupports
Deep Inspection.

N/AAttack Update

Allows the administrator to select read/write or read only actions to
determine what actions get reported to the Audit Log Viewer.

Edit

View

Auditable Activities
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

An audit log records an administrative change (such as login, update, or
policy change) to the managed devices or management system.

ViewAudit Logs

An authentication server provides authentication services for NSM
administrators and remote access services (RAS) users on your network.
The information stored in an authentication server determines the
privileges of each administrator.

Create

Delete

Edit

View

Authentication Server

Updates the pattern file on the devices with the latest AV signatures.UpdateAV Pattern

This activity enables an administrator tomanage theBackdoor Rulebase
within a security policy. Rules configured in this rulebase are supported
only on IDP-capable security devices, such as an ISG2000 or ISG1000
gateway running 5.0–IDP1.

Create

Edit

View

Backdoor Rulebase

Allows an administrator to view a list of IP addresses blocked because
of repeated failed attempts to log in to the server.

ViewBlocked IP

A CA object represents a Certificate Authority which is a trusted third
party that verifies an electronic signature.

Create

Delete

Edit

View

CA

Catalog objects enable the management of report folders.Create

Delete

Edit

View

Catalog Objects

ViewChannel

This activity enables an administrator to generate predefined and shared
historical log reports using the guiSvrCli command utility.

N/ACLI-based Reports

This activity enables an administrator to update the attack object
database on the NSM system using guiSvrCli command utility.

N/ACLI-based Security Update

Verifies the configuration status of the device.CheckConfig Sync Status

A configlet is a small, static configuration file that contains information
on how a security device can connect to NSM.

ViewConfiglet
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

ACertificate Revocation List (CRL) identifies invalid certificates. You can
obtain a CRL file (.crl) from the CA that issued the local certification and
CA certificate for the device, and then use this file to create a Certificate
Revocation List object.

Create

Delete

Edit

View

CRLs

Enables add, delete, or viewing of custom troubleshooting commands
available throughtheDeviceManager for troubleshootingdevices.Custom
troubleshooting commands are in addition to the standard device
troubleshooting commands debug, exec, and get.

Edit

View

Custom Troubleshoot
Commands

Known targets and sources of attacks or suspected targets and sources
of attacks can be added to source or destination watch lists. The
Dashboard is a near-real timemonitor of watch lists of known targets
and sources of attacks and the top 10 attacks within the previous hour.

ViewDashboard

Theseactivitiesallowanadministrator tomanage thedatabasesnapshot
feature that provides versioning of NSM objects, policies, andmanaged
devices.

Create

Delete

Edit

View

Database Versions

Deep Inspection is amechanism for filtering traffic that a security device
permits. You can enable Deep Inspection in firewall rules to examine
permitted traffic and take specific actions if theDImodule findsmatching
attack signatures or protocol anomalies.

This activity enables a system administrator to view or set the deep
inspection package that is loaded on the device.

Edit

View

Deep Inspection Pack
Selection

Deviceadministratorshavepermissions toadminister thedevices through
the CLI or UI for the device itself. Importing a device administrator allows
that administrator to use the NSMUI.

ImportDevice Admins

Allowsyou toperformBorderGateway routingProtocol (BGP)operations
on a device, such as connect or disconnect with a neighbor, or test the
TCP connection to a specific neighbor.

N/ADevice BGP Operations

A device certificate authenticates packets passing through a device.Generate and
Upload

Get

Delete

Device Certificates

Allows a system administrator to import a device configuration from a
file or export a device configuration to a file.

Export

Import

Device Config To/From File
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

A device configuration is the modeled configuration that exists for a
managed device within NSM.

View

Update

Device Configuration

N/ADevice CPU Limit

A device delta config is a report that lists the differences between the
device configuration running on the physical device and themodeled
device configuration in NSM.

ViewDevice Delta Config

The device firmware is the software image used on themanaged device.UpdateDevice Firmware

A device log comment is a user-defined description of a security event
that is recorded in a device log.

UpdateDevice Log Comments

A device log flag is a visual icon that can be assigned to a device log.
Administrators can assign flags to indicate severity, status, and other
options to a device log.

UpdateDevice Log Flags

A device log records a security event that occurred on a security device.View

Hide and Unhide

Purge

Archive

Retrieve

Device Logs

This activity enables an administrator to view device passwords in
configuration summaries and Job Manager information details.

Note: All passwords handled by NSM are case-sensitive.

ViewDevice Passwords

Adevice reboot is a reboot commandsent to amanageddevice topower
down, and then power up.

RebootDevice Reboot

A device running config is a report that details the device configuration
running on the physical device.

ViewDevice Running Config

Whensettingup theNetScreen-5GTWireless (ADSL)deviceasawireless
access point (WAP), this activity enables an administrator to scan the
broadcast vicinity tosee if thereareanyotherWAPsbroadcastingnearby.

N/ADevice Site Survey

A device software key provides, enhances, or adds functionality for a
managed device.

InstallDevice Software Keys

The device statusmonitor tracks the status of devices, VPN tunnels, and
NSRP.

ViewDevice Status Monitor
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

The device URL category list contains predefinedWeb categories used
inWeb filtering profiles. You can update the deviceWeb category list
from the systemWeb category list.

UpdateDevice UrlCategory

A device is a managed device.

A device group is a collection of managed devices.

A template is a device configuration that contains predefined, static
configuration information, suchasnetworking settings, interface settings,
or DNS settings.

View

Create

Edit

Delete

Devices, Device Groups, and
Templates

Deep Inspection (DI) attackobjects containattackpatternsandprotocol
anomalies for known attacks and unknown attacks that attackers can
use to compromise your network. However, DI attack objects don’t work
on their own—they need to be part of an attack object group and a DI
Profile object before you can use them in a firewall rule to detect known
attacks and prevent malicious traffic from entering your network.

Create

Delete

Edit

View

DI Objects

Extranetpolicies enable you to configureandmanage third-party routers.Create

Delete

Edit

View

Extranet Policy Objects

Use Dial-in objects to dial-in andmanage a device as a console. You can
create and edit lists of allowed numbers and lists of blocked numbers
and set a policy for unknown CNIDs.

Create

Delete

Edit

View

Dial-in Objects

Use failover to enable the device to switch traffic from the primary
interface to the backup interface, and from the backup to the primary
whenboth primary andbackup interfaces are bound to theUntrust zone.

N/AFailover Device

The firewall rulebases (ZoneandGlobal) ina securitypolicy contain rules
that handle traffic passing through the firewall. These activities enable
an administrator to control or view rules in the firewall rulebases.

Create/Edit

View

Firewall Rulebases

The Force LogoutAdministrators activity enables a systemadministrator
to forcibly log out another administrator when there is a resource
contention.

N/AForce Logout Administrators

Entitles the administrator to configure devices to receive services that
require subscriptions, such as internal AV or Deep Inspection Signature
Service.

N/AGet Entitlement from
Entitlement Server
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

Group expressions allow the system administrator to set conditions for
authentication requirements for external users storedonaRADIUSserver.

Create

Delete

Edit

View

Group Expressions

GPRS Tunneling Protocol (GTP) objects applied to a security policy rule
enable a security device tomanage GTP traffic. If a GTP packetmatches
the rule, the device attempts to further match the packet data with the
parameters set in the GTP object.

Create

Delete

Edit

View

GTP Objects

Enables the system administrator to configure HA parameters for the
GUI server.

N/AHA for guiSvrClusterMgr

A historical log report is a report generated using historical log entries. If
an administrator can view historical log reports, then that administrator
can also view shared historical log reports and their definitions.

ViewHistorical Log Reports

An ICAP object defines a server or server group to act as an ICAP AV
server.

Create

Delete

Edit

View

ICAP Objects

Enables a systemmanager to create, delete, edit, or view IDP devices.Create

Delete

Edit

View

IDP

Enablesasystemadministrator to run the IDPClusterMonitorandmonitor
IDP clusters.

ViewIDP Cluster Monitor

N/AIDPMigration

This activity enables an administrator to view the Profiler.IDP Profiler Operations

Thisactivity enablesanadministrator tomanage the IDPRulebasewithin
a security policy. Rules configured in this rulebase are supported only on
IDP capable devices, such as the ISG2000, ISG1000 running 5.0–IDP1,
SRX Series, J Series, and MX Series.

Create

Edit

View

IDP Rulebase

Allows an administrator to import device information to NSM from the
device, including Inventory information.

Import Device
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

This activity enables an administrator to configure a security device to
interoperate with an Infranet Controller.

N/AInfranetControllerOperations

Allows an administrator to view the hardware, software, and license
inventories.

ViewInventory

TheLog Investigator generates investigative log reportsbasedonselected
criteria. This activity enables an administrator to view those log reports.

ViewInvestigative Log Reports

This activity allowsanadministrator tomanage IPpools. An IPpool object
contains IP ranges (a rangeof IP addresseswithin the same subnet). You
use IP Pool objects to assign IP addresses to L2TP users in L2TP VPNs
or local users on a specific device.

Create

Delete

Edit

View

IP Pools

Each time NSM performs a task for which a job is created, Job Manager
creates a job status log. This activity enables an administrator to purge
those logs from themanagement system.

PurgeJob Status Logs

A job is a task that NSM performs, such as updating a device, generating
a device certificate request, or importing a device.

View

Cancel active

Jobs

Enables an administrator to manage large binary data files. These files
permit theefficient handlingof largeamountsof configurationdataoften
associated with Secure Access and Infranet Controlled devices.

Create

Delete

Edit

View

Large Binary Objects

This activity allows an administrator to install or viewanewNSM license.Install

View

License

This activity allows an administrator to view the administrators logged
into NSM.

ViewLogged in Admins

Themulticast rulebase inasecuritypolicy containsmulticast rules,which
can handle IGMP and PIM-SM traffic. These activities enable an
administrator to control or view rules in the multicast rulebase.

Create/Edit

View

Multicast Rulebases

Allows an administrator to manage NAT objects, which allowmultiple
devices to share a single object.

Create

Delete

Edit

View

NAT Objects and subtree
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

Allows an administrator to configure network honeypot rules that mimic
seemingly vulnerable counterfeit ports to entrap would be attackers.

Create

Edit

View

Network Honeypot Rulebase

NSRPMonitor tracks NSRP statistics. To enable NSM to track these
statistics, youmust enable “NSRPMonitor” in the NSRP properties for
each cluster device.

ViewNSRPMonitor

Allows an administrator to manage permitted objects. You configure
permitted objects in Profiler consisting of source ID, destination, and
service. These objects definewhat you should see on the network, rather
than using attack objects which define what you do not want to see.

Create

Delete

Edit

View

Permitted Objects

Allows an administrator to manage custom IKE phase 1 and phase 2
proposals,

Create

Delete

Edit

View

Phase1/Phase2 Proposal

Allows an administrator to manage custom objects added to a Policy
table.

Create

Delete

Edit

View

Policy Custom Field Data
Objects

Allows an administrator to managemetadata used in defining custom
Policy objects.

Create

Delete

Edit

View

Policy CustomFieldMetadata
Objects

ModifyPolicy Lookup Table

Allows an administrator to create polymorphic address objects.
Polymorphic objects can be used as place holders for values that will be
defined in a different context (in a regional server domain or subdomain,
for instance).

CreatePolymorphic Address Objects

Allows an administrator to create polymorphic service objects.
Polymorphic objects can be used as place holders for values that will be
defined in a different context (in a regional server domain or subdomain,
for instance).

CreatePolymorphic Service Objects
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

Allows an administrator to edit post domain policy.EditPost Domain Policies

Allows an administrator to edit pre domain policy.EditPre Domain Policies

Enables an administrator to view the Profiler.ViewProfiler

Enables an administrator to purge or clear data in the ProfilerDB.Purge

Clear

Profiler Data

Allows an administrator tomanage a remote settings object that defines
the DNS andWINS servers that are assigned to L2TP RAS users after
they have connected to the L2TP tunnel. You can use remote settings
objects in an L2TP VPN, and when configuring a local user on a specific
device.

Create

Delete

Edit

View

Remote Settings

Use a routing instance object to share routing instances in the Radius
server & LDAP server configurations within the access profile object. A
routing instance object is a polymorphic object (similar to zone objects)
thatmaintains themappingbetween theactual routing instanceand the
device in which it is created.

Create

Delete

Edit

View

Routing Instance Object

A rulebase in a security policy contains rules that manage specific types
of traffic passing through themanaged device. These activities enable
an administrator to delete a rulebase.

DeleteRulebases

N/ARun Online Retention
Command

Allows an administrator to run the Security Explorer—a graphical tool
that enables you to visualize and correlate network behavior based on
data collected in the Profiler, Log Viewer, and Report Manager.

ViewSecurity Explorer

Allows an administrator tomanage Schedule objects. A schedule object
defines a time interval for which a firewall rule is in effect.

Create

Delete

Edit

View

Schedule Objects

Allows an administrator to download or apply schemas for managing
devices.

Apply

Download

Schema

Allows an administrator to view the details of schemas for managing
devices.

ViewSchema Details
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Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

A policy is a set of rules that determines how a device handles traffic
passing through the firewall.

View

Create

Edit

Delete

Security Policies

The Device Server and GUI Server form the NSM System.View

Create

Edit

Servers

Allows an administrator to manage service objects. Service objects
represent the IP traffic types for existing protocol standards.

Create

Delete

Edit

View

Service Objects

A shared historical log report is a user-defined historical log report that
is available to userswith the appropriate permissions in a domain. These
reports appear under “Shared Reports” in the UI and can be generated
offline with the guiSvrCli utility. If an administrator can create shared
historical log reports, then that administrator can also move a report
from “My Reports” to “Shared Reports”. An administrator requires
permission todelete sharedhistorical log reports inorder tomovea report
from “Shared Reports” to “My Reports”.

Create

Edit

Delete

Shared Historical Log Report

A subdomain is a separate, unique representation of other networks that
exist within your larger network.

View

Create

Edit

Delete

Subdomain and Groups

The Supplemental CLI option enables you to configure features on
securitydevicesnot yet formally supported inNSM.Thisapplies tosecurity
devices running a future release of ScreenOS.

EditSupplemental CLIs in Devices
& Templates

Allows an administrator to manage the SYN-Protector rulebase, which
protects your network from SYN floods by ensuring that the three-way
handshake is performed successfully for specified TCP traffic.

Create

Edit

View

SYNProtector Rulebase

Thesystemstatusmonitordisplays the statusofNSMservers (GUIServer
and Device Server) and the processes running on each server.

ViewSystem Status Monitor

The system URL category list contains predefinedWeb categories used
inWeb filtering profiles. You can update the systemWeb category list
from themaster Web category list maintained by SurfControl.

UpdateSystem UrlCategory

87Copyright © 2019, Juniper Networks, Inc.

Chapter 3: Configuring Role-Based Administration



Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

Allows an administrator to perform template operations.N/ATemplate Operations

Allows an administrator to manage threats to the network through the
creation of objects and profiles.

Create

Delete

Edit

View

Unified Threat Management
(UTM) objects

Allows an administrator to view andmanage the network topology with
the help of table andmap views.

View

Manage

Network Topology Manager

Allows an administrator to manage the traffic signature rulebase.Create

Edit

View

Traffic Signature Rulebase

The Troubleshoot option in the DeviceManager enables you to query the
status of a security device using a debug, exec, or get command.

Troubleshoot Devices

Allowsanadministrator to remove IPaddresses froma list of IPaddresses
blocked because of repeated failed attempts to log in to the server.

N/AUnblock IP

Allows an administrator to manage a web filtering profile for all devices
by binding the profile to a firewall rule.

Create

Delete

Edit

View

URL Filtering

Allows an administrator to manage local and external user objects that
represent the users of your managed devices.

Create

Delete

Edit

View

User Objects

Allows an administrator to manage VLAN objects, which limit rule
matching to packets within a specific LAN.

Create

Edit

Delete

View

VLAN Objects

VPNMonitor tracks VPN tunnel statistics. To enable NSM to track these
statistics, youmust enable “VPNMonitor” in the Gateway properties for
each VPN.

ViewVPNMonitor

Copyright © 2019, Juniper Networks, Inc.88

Network and Security Manager Administration Guide



Table 16: Predefined NSMAdministrator Activities (continued)

DescriptionTaskFunction

Allows an administrator to manage Virtual Private Networks (VPNs). A
VPN can exist between two or more security devices, extranet devices,
or RAS users.

View

Create

Edit

Delete

VPNs

This activity enables a system administrator to configure the resource
limits for a vsys device by creating or editing a vsys profile and assigning
it to the vsys device.

Create

Delete

Edit

View

VSYS Profile Objects

Allowsanadministrator to create zoneobjects. Zoneobjectsareavailable
inbothCentralManagerandRegionalServer.Similar tootherpolymorphic
objects, the resolution in rulebases of zones is based on themapping
table that the user entered in the zone table.

Create

Delete

Edit

View

Zone Objects

Roles and Permissions

The permissions granted to some activities have changed across releases, which can

cause behaviors to change following migration.

Permissions Changes in Release 2008.1

In Release 2008.1, the Create Device, Device Groups & Templates role does not allow

Import Device, that is, the importing of the configuration from the device into NSM.

Specifically, the Create Device, Device Groups & Templates role no longer allows the

following directives:

• importConfig

• importConfigOffline

• importConfigFile

• importVsysDevice

Anew ImportDevice rolehasbeencreated toallowdevice import.However, for backward

compatibility, any roles createdprior to2008.1withpermission to "CreateDevices,Device

Groups & Templates" will contain the Import Device permission as well after upgrade.

Permissions Changes in Release 2006.1

In Release 2006.1, the Create Devices, Device Groups, & Templates activity does not

allow permission to run the following directives:
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• Import Admin

• Export Device Config To File

• Import Device Config From File

The Import Device Admins role allows permission to run the Import Admin directive.

A new role (Export/Import Device Config to File) has been created to allow permission

to run the Export Device Config To File and Import Device Config From File directives.

Permissions Changes in Release 2005.3

In Release 2005.3, the Edit Devices, DeviceGroups, &Templates activity no longer allows

permission to run the directives listed in Table 17 on page 90. Use the activities listed in

the table instead.

Table 17: Changes to Edit Devices, Device Groups, & Templates Activity

DirectivesActivity

View ConfigletView Configlet

Set Root Admin (4.x device only)

Set Admin Ports (4.x device only)

Set Admin SSH Enable Disable (4.x device only)

Edit Device Admin

FailoverFailover Device

Modify BGP Peer Session

BGP Refresh Route

BGP Update Route on Peer

Device BGP Operations

Update AV PatternUpdate AV Pattern

Get Entitlement from Entitlement ServerGet Entitlement from Entitlement
Server

Check Config SyncCheck Config Sync Status

Connect To Intranet Controller

Disconnect From Intranet Controller

Intranet Controller Operations

In Release 2005.3, the View Devices, Device Groups, & Templates activity no longer

allows permission to run the directive listed in Table 18 on page 91. Use the Device Site

Survey activity instead.
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Table 18: Changes to View Devices, Device Groups, & Templates Role

DirectivesActivity

Site SurveyDevice Site Survey

Assigning and Viewing CustomRoles

When you create an administrator, you can assign a custom role just as you would a

default role. However, you cannot assign an activity or role that you do not possess to

another administrator (the activity or role is not visible in the list of available activities or

roles).

Within a domain, you can view only the custom roles that you have created or that have

been assigned to you. You cannot view custom roles created by other administrators,

even if the role is in the same domain and includes the same activities already assigned

to you.

Configuring a User Activity in a CustomRole

Role-based administration enables you to use filters to fine-tune the permissions on the

"Edit Devices, Device Groups, & Templates" and “View Devices, Device Groups, &

Templates” activities. These filters include:

• Routing Configuration (for ScreenOS/IDP devices)—Allows editing of the routing

configuration from ScreenOS/IDP devices, which includes the virtual router, routing

configuration on the interface, and policy-based routing (PBR).

• IDPPolicyConfiguration (for EXSeries switches)—Allowseditingofpolicy configuration

of EX Series switches in the device itself.

• Firewall Rulebase Configuration (for Junos devices that support central policy

management)—Allows editing of the policy configuration of J Series routers or SRX

Series gateways in the Central Policy Manager of NSM.

• RemainingConfiguration—Allowseditingofall deviceconfigurations, except the routing

configuration forScreenOS/IDPdevicesandpolicy configuration forEXSeries switches.

To edit the filter configuration:

1. From themenu bar, click Tools >Manage Administrators and Domains.

2. In the RBA settings of NSM, select the Roles tab.

3. In the Roles dialog box, click the Edit icon to edit an existing custom role or click the

Add icon to create a new role. You can also edit the filter configuration while creating

a new role.

4. In the activities listed, click the Edit Devices, Device Groups, & Templates link. The
Filter Configuration dialog box appears with a list of filters. By default, all filters of the

activity are enabled.

5. Disable the filters that are not required and clickOK.
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Viewing Logged Administrators

NSM lets you view information associated with all the administrators currently logged

into the system. This information includes the following columns:

• Home Domain—The name of the domain in which the administrator was created.

• Admin Name—The name of the administrator who is logged in.

• Status—Whetherauserhasbeenactive in the last5minutes).When theadministrator’s

status becomes inactive, NSMsends an update to the server at 1-minute intervals. This

update automatically refreshes the screen with the new information. When the

administrator become active again, NSM sends another update to the server that the

status has changed.

• IP Address—The administrator’s IP address.

• Locked Object—A detailed list about the objects locked by each administrator listed.

These locked objects include object identifiers, length of time the object is locked, the

lock type, and so on.

Using this information, system administrators canmonitor andmanage users more

effectively.

Access to this feature is granted only to system administrators and read-only

administrators. You can access this information from the Tools menu by selecting the

Logged InAdministratorsmenu item.Bydefault, this activity is assigned to thepredefined

system administrator role.

Forcing an Administrator to Log Out

As of Release 2007.3, the system administrator can forcibly log out an administrator.

To log out an administrator forcibly:

1. From themenu bar, click Tools > Logged In Administrators. A list of logged-in
administrators appears.

2. Right-click the name of the administrator to be logged out under the Admin Name

column. The Logout button appears.

3. Click Logout to forcibly log out the administrator.

The logged out administrator sees the Session Logged Out dialog box. After the

administrator clicksOK, the dialog box disappears.

By default, this activity is assigned to the system administrator. Custom roles can be

created in the NSM installation with this activity enabled. The Audit log shows which

system administrator logged out which administrator.

When the administrator is forcibly logged out, the following rules apply:
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• Anyobjects thatwere lockedby theadministrator during the login sessionareunlocked.

• The server operations triggered by the logged-out GUI (Jobs, Reports, Log-Viewer, and

so on) run to completion in the server.

• An administrator cannot forcibly log out from his own session.

• Server resources such as the GUI Server connection to a client and a port are freed.

• In a central or a regional server setup, forced logout applies only to a server. The

administrator is not logged out form other servers.

Creating Subdomains

To create a subdomain, in the Subdomains tab, add a new subdomain and clickOK. The
new subdomain appears in the subdomain list.

NOTE: You cannot create VPNs between devices in different domains,

You can add unlimited subdomains in the global domain. However, you cannot create

subdomainswithinasubdomain.WhenyouviewtheManageAdministratorsandDomains

dialog box fromwithin a subdomain, the Subdomains tab does not appear. To view a

subdomain in the main display area, select it from the list at the top of the navigation

tree.

NOTE: Objects and groups defined in the global domain are not visible in
subdomains.

Viewing Current Domain Detail

Thedomaindetail displays thesubdomains, administrators, their roles, andauthentication

server for the currently selected domain (subdomains appear only when you view the

global domain).

You can designate a default RADIUS authentication server for the global domain and for

each subdomain. The default authentication server is used:

• To authenticate administrators when they log into the NSM system

• To authenticate RAS users in VPNs

For step-by-step instructions on configuring a RADIUS authentication server to

authenticateadministratorsandusers, see theNetworkandSecurityManagerOnlineHelp

topic “Editing the Domain Contact.”

Example: Configuring Role-Based Administration

In this example, you configure a domain structure for an Internet service provider (ISP)

with a co-location facility in New York that handles customers across four states. The

company uses a two-letter state postal code combined with the customer name. That
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ISP's goal is to manage all devices and policies from the co-location facility and provide

read-only permission for customers to view log entries and generate reports. No VPNs

are used.

To configure this domain structure, use the following process:

• Create the subdomains.

• Create the subdomain administrators.

• Create the read-only customer administrator.

• Log in as each administrator (for verification).

Step 1: Create the Subdomains

In this step, you create a subdomain for each company that uses the ISP.

1. Log in to the global domain as the super administrator.

2. From the Menu bar, select Tools >Manage Administrators and Domains.

3. Click the Subdomains tab, then click the Add icon to create a subdomain for the first
customer. Configure the following four subdomains:

• MA_company1

• NH_company2

• RI_company3

• VT_company4

4. ClickOK to save your changes.

Step 2: Create the Subdomain Administrator

In this step, you create a subdomain administrator with full permissions for the domain.

1. Using the domainmenu (at the top of the navigation tree), select the first subdomain

(MA_company1). NSM loads the subdomain.

2. From the Menu bar, click Tools >Manage Administrators and Domains.

3. In the Administrators tab, click the Add icon to create the primary administrator for

this domain:

• In the General Properties tab, enter a name, color, and contact information for the

administrator.

• In the Authorization tab, leave the default authentication as Local and configure a

password for the administrator.

• In the Permissions tab, click the Add icon, then configure the role as Domain

Administrator (predefined) and the Domain as MA_company1.

4. ClickOK to save your changes.

5. Repeat step 1 through step 4 for each subdomain.
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Step 3: Create the Viewing and Reporting Administrator

In this step, you create a custom role and administrator account that permits the ISP

customers to view log entries and generate reports for devices in their subdomain.

1. Using the domainmenu (at the top of the navigation tree), select the first subdomain

(MA_company1). NSM loads the subdomain.

2. From the Menu bar, click Tools >Manage Administrators and Domains.

3. In the Roles tab, click the Add icon. Name the new role, add an optional comment,

choose a color, and then select activities and reporting permissions for this domain.

4. ClickOK to save your changes.

5. In the Administrators tab, click the Add icon to create the customer administrator for
this domain:

• In the General Properties tab, enter a name, color, and contact information for the

administrator.

• In the Authorization tab, leave the default authentication as Local and configure a
password for the administrator.

• In the Permissions tab, click the Add icon, then configure the role as Viewing &
Reporting and the Domain as MA_company1.

6. ClickOK to saveyour changesand return to theAdministrators tab,whichnowdisplays
the following administrators:

Figure 26: Manage Administrators and Domains: Administrators Tab

7. ClickOK to save your changes.

8. Repeat step 1 through step 7 for each subdomain.

Step 4: Verify Administrator Accounts

In this step, you log in as each administrator to verify their permissions (administrators

must log in to the domain in which they were created). Start a new instance of the NSM

UI, and then log in as the following administrators to test permissions:
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• Logging in as the Domain Administrator—To log in as the domain administrator, in the

login screen, enter the subdomain/domain administrator name

(MA_company1/MA_Admin), the password, and the GUI Server IP address.

ClickOK to log in. The NSMnavigation tree andmain display area appear. Because the

domain administrator account has full permissions for the domain, the UI displays all

modules and enables all functionality for the domain. However, the domain menu (at

the top of the navigation tree) displays only the current domain, restricting the domain

administrator to that domain.

Repeat for each subdomain and domain administrator.

• Logging in as the Customer Administrator—To log in as the customer administrator,

in the login screen, enter the subdomain/domain administrator name

(MA_company1/Customer_Admin), the password, and the GUI Server IP address.

ClickOK to log in. The NSMnavigation tree andmain display area appear. Because the

customer administrator account has permission only for viewing and reports, the UI

displays only the modules that are used for those permissions (note that Server

Manager, JobManager, and the Audit Log Viewer do not appear). Additionally, all Add,

Edit, and Delete icons appear in gray, indicating that the administrator cannot perform

these tasks.

Repeat for each subdomain and customer administrator.
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PART 2

Integrating

• Adding Devices on page 99

• Configuring Devices on page 199

• Updating Devices on page 257

• Managing Devices on page 279
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CHAPTER 4

Adding Devices

This chapterprovides informationaboutadding JuniperNetworksdevices toyournetwork.

These devices can include routers and switches, as well as the security devices that

protect your network against malicious traffic.

JuniperNetworksNetworkandSecurityManager (NSM)canmanageall JuniperNetworks

devices running ScreenOS 5.x and later, IDP 4.0 and later, Junos 9.0 and later, IC 2.2 or

later, orSA6.3or later.NSMcanalsomanagevsys configurations,NetScreenRedundancy

Protocol (NSRP) clusters, Junos Redundancy Protocol (JSRP) clusters, vsys clusters,

and extranet devices.

NOTE: NSMdoes not support NetScreen-5 devices, NetScreen-100devices,
or NetScreen-1000devices. NSMsupports the followingScreenOS releases:
5.0r11, 5.1r4, 5.2r3, 5.3r10, 5.4r11, 6.0r2, 6.1r4, 6.2 and 6.3.

Before you canmanage a devicewithNSM, youmust add the device to themanagement

system. NSM supports adding individual devices or many devices at a time.

NOTE: If you have beenmanaging your IDP Sensors using the IDP
Management Server and UI, you shouldmigrate your Sensors instead of
addingthemmanually.Refer to the IDP-NetScreen-SecurityManagerMigration
Guide for procedures and additional information.

Use Rapid Deployment (RD) to quickly add ScreenOS devices in nontechnical

environments with no staging requirements.

This chapter contains the following sections:

• About Device Creation on page 100

• Before You Begin Adding Devices on page 102

• Supported Add DeviceWorkflows by Device Family on page 113

• Importing Devices on page 114

• Modeling Devices on page 133

• Using Rapid Deployment (ScreenOS Only) on page 142
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• Adding Vsys Devices on page 151

• Adding an Extranet Device on page 155

• Adding Clusters on page 155

• Importing an SRX Series Cluster into NSM on page 172

• Adding a Blade Server on page 176

• Adding Multiple Devices Using Automatic Discovery (Junos, SA, and IC Devices

) on page 180

• Adding Many Devices Using CSV Files on page 181

• Adding Device Groups on page 194

• Setting Up NSM toWorkWith Infranet Controller and Infranet Enforcer on page 195

About Device Creation

Before NSM canmanage devices, youmust first add those devices to the management

system using the UI. To add a device, you create an object in the UI that represents the

physical device, and then create a connection between the UI object and the physical

deviceso that their information is linked.Whenyoumakeachange to theUIdeviceobject,

you can push that information to the real device so the two remain synchronized. You

can add a single device at a time or addmultiple devices all at once.

NOTE: The connection between amanaged device and the NSMDevice
Server must be at least 28.8 Kbps.

You can add the following types of devices:

• Physical devices—“ImportingDevices”onpage 114and “ModelingDevices”onpage 133

later in this chapter provide details on how to add an existing or new device into NSM.

These devices include:

• ScreenOS/IDP Security devices—A security device or system (such as a

NetScreen-5GT device, an ISG device, or an IDP Sensor) manages firewall, VPN, or

IDP activities on your network.

Adding an IDP Sensor to NSMdoes notmigrate existing settings. If you have existing

IDP Sensors that are managed by an IDP Management Server, you should migrate

thoseSensorsusing the instructions in the IDP-NetScreenSecurityManagerMigration

Guide.

• Junos devices—routers, gateways, and switches that run Junos OS:

• EX Series devices are Ethernet switches that can be added to your network and

managed through NSM.

• J Series devices—Highly secure routers that can be added to your network and

managed through NSM.
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• SRX Series gateways—Firewall/VPN systems that have integrated service layer

technologies such as IDP, AV, or Web Filtering.

• MSeries and MX Series routers—Carrier Ethernet routers and services routers.

• UnifiedAccessControl (InfranetController)devices—Thepolicymanagementserver

of the Juniper Networks LAN access control solution.

• SSL VPN (Secure Access) devices.

• Virtual Chassis—Stacked EXSeries devices functioning as one logical EX Series switch

or an SRX cluster represented in NSM as a virtual chassis.

• Vsys devices—Virtual devices that exist within a physical security device. For details

on adding vsys devices, see “Adding Vsys Devices” on page 151.

• Clusters—A cluster is a set of multiple devices joined together in a high availability

configuration to ensure continued network uptime. You can build ScreenOS clusters

(NSRP), IDPclusters, Junos clusters from JSeries or SRXSeries devices, SecureAccess

clusters, or Infranet Controller clusters. For details on adding clusters, see “Adding

Clusters” on page 155.

• Vsys clusters—A vsys cluster device is a vsys device that has a cluster as its root device.

For details on adding vsys clusters and vsys devices, see “Adding a Vsys Cluster and

Vsys Cluster Members” on page 170.

• Extranet devices—An extranet device is a third-party device or a device not managed

by NSM. For details on adding extranet devices, see “Adding an Extranet Device” on

page 155.

Before adding any device type, youmust determine the device status. After adding the

device, youmust verify the device configuration.

Determine Device Status

How you add your devices to the management system depends on the network status

of the device. You can import deployed devices, or you canmodel devices that have not

yet been deployed:

• Import deployed devices—Deployed devices are the devices you are currently using in

your existing network. These devices have already been configured with a static or

dynamic IP address and other basic information. For deployed devices, you can import

the existing device configuration information into NSM.

NOTE: To import device configurations, the connection betweenNSMand
themanaged devicemust be at least 28.8 Kbps. For details on installing
NSMonyournetwork, refer to theNetworkandSecurityManager Installation
Guide.

• Model undeployeddevices—Undeployeddevices are devices that you are not currently

using in your network, and typically do not have IP addresses, zones, or other basic

network information. Forundeployeddevices, youcanmodelanewdeviceconfiguration,

and later install that configuration on the device.

101Copyright © 2019, Juniper Networks, Inc.

Chapter 4: Adding Devices



The Add Device wizard walks you through each step of the device creation process. It

prompts you to choose a workflow. Device is reachable is the default option. The wizard

then prompts you for specific device information, such as the device platform name, OS

name and version, IP address, and device administrator name, and then uses that

information to detect the device. You can then choose to modify the displayed name of

the device and assign a color to the device. If the host name is not unique within NSM or

is undetected, the Add Device wizard generates a validation error, forcing you to add a

valid device name in order to proceed with adding the physical device to the Device

Server.

After the physical device connects, it is considered to be amanaged device, meaning it

is now under the control of NSM.

Verifying Device Configuration

For managed devices that use imported device configurations, you should verify that all

device informationwas importedcorrectly. To identify anydiscrepancies, youcangenerate

a summary of the differences between the physical device configuration and the NSM

device configuration. This summary is knownas aDelta Config summary. It is also a good

idea to check your imported security policies, objects, and VPNs to become familiar with

how the NSMUI displays them. The Delta Config summary is available for all devices

supported by NSM except IDP devices.

For managed devices that use modeled device configurations, you should verify that all

device informationwaspushed to thephysical device correctly. To identify discrepancies,

generate a summary of the device configuration running on the physical device. This

summary is known as a Get Running Config summary.

Managing the Device

After adding a device, you canmanage its configuration, objects, and security policies in

the UI. You can also view traffic log entries for your device in the Log Viewer, view

administrative log entries in the Audit Log Viewer, andmonitor the status of your devices

in the Realtime Monitor.

You can also delete devices fromNSM, and reimport them if necessary. Deleting a device

removes all device configuration information from themanagement system, but might

be the best solution if you need to perform extensive troubleshooting or reconfigure the

device locally. After you havemade the necessary changes locally, you can then reimport

that device into NSM. However, during reimport, NSM imports all device configuration

data—not just the data that was changed; any changes that exist in the modeled

configuration are lost during reimport. Additionally, after reimporting a device

configuration, youmust reassign the imported policy to the device.

If you delete a device that was added using Rapid Deployment (see “Using Rapid

Deployment (ScreenOS Only)” on page 142), youmust also re-create the configlet and

install it again on the device.

Before You Begin Adding Devices

Before adding a device to NSM, decide the following:
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• Will you import or model the device?

• Will the device reside in the global domain or a subdomain?

• Will you add one or many devices?

Additionally, collect the following information about the device:

• OS and OS version running on the device

• Port Mode used by the device (some ScreenOS devices only)

The following sections provide details to help youmake decisions about adding devices

and determine device information.

Importing VersusModeling

Youmust decide if you want to import or model your devices in NSM.

Importing Device Configurations

You can add devices in your existing network into NSM and import their configurations.

Using the Add Device wizard, you configure a connection between themanagement

system and the physical device, and then import all device parameters, policies, objects,

VPNs, and so on.

After you have imported several devices, you can start using system-level management

features, such as:

• The policymerge tool (for ScreenOS, J Series, and SRXSeries devices) that canmerge

several device security policies into a single, efficient policy that is easy to maintain.

• Device groups,which groupdevicesby function, location, or platform tomakeupdating

easier.

• The VPNManager, for creating VPNs across multiple devices quickly.

If you modify a device that supports centralized policy management and import or

reimport the device into NSM, a new policy is automatically created using the following

namingsyntax:device_1. (Eachnewpolicy increments thename.)Devicesarenotassigned

to the new policy. If you reimport a device with no changes, then a duplicate policy is not

created.

Importing and Templates

If you assign a template to a device before connecting to and importing the device, later

changes to the template will change values on the device. If you assign a template to a

deviceafter importing it, changes to the templatewill not changeset valueson thedevice

unless you specifically have the template override the existing values.

Modeling Device Configurations

Formost new or undeployed device types, you can add and configure the device in NSM,

and then activate the configuration when you are ready to deploy the physical device on

your network.
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Before connecting to the device, create a device object (using the Add Device wizard)

that represents the OS and device type of the actual, physical device. Thenmodel the

device configuration in the NSMUI. Configure all device features—zones, interfaces,

virtual routers, policies, logging features. Finally, activate the device (using the Activate

Device wizard) by configuring a connection between themanagement system and the

physical device, and then update the modeled configuration to the device.

NOTE: You cannot activatemodeled Secure Access or Infranet Controller
devices. These devicesmust be imported into NSM.

Toquickly configuremultiple ScreenOSdevices, use templates (reusable, customdevice

settings such as DNS settings, PKI settings, and so on) and objects (reusable, custom

objects suchasNATobjects, CAcertificates, andAddressobjects). For largedeployments

that involvemultiple devices in nontechnical environments, use Rapid Deployment (RD)

to bring new ScreenOS devices under NSMmanagement for initial configuration.

Device Add Process

Although the Add Device wizard and Activate Device wizard automatically handle many

of the tasks involved in adding a device to the management system, youmight need to

perform some steps manually after using a wizard to complete the device add process.

The amount of manual involvement when adding a device to NSM depends on several

factors, such as whether you are importing a deployed device or activating amodeled

device, the software version the device is running, and the type of IP address (static or

dynamic) the device uses to connect to the management system. The following

procedures guide you through the process.

Selecting the Domain

Determine the domain in which you want to place the device. A domain is a logical

grouping of devices, device security policies, and device access privileges. NSM includes

a global domain by default. You can also create additional domains, called subdomains,

thatexistwithin theglobaldomain.Before youadd thedevice, youmust select thedomain

that contains the device; after the device is created, it appears only in that domain and

must bemanaged from that domain.

When you log in to the UI for the first time after installing themanagement system, NSM

loads the global domain by default, and the Device Manager contains no devices. To

begin adding devices, ensure that you are in the domain you want to add the device to:

• Add device to the global domain—Ensure that you are in the global domain and begin

the device addition process.

• Add device to an existing subdomain—From the domain menu at the top of the

navigation tree, select the subdomain you want to add the device to, and then begin

the device addition process. The domain menu displays only the domains you have

access to.

• Add device to a new subdomain—Youmust first create the new subdomain in NSM

before adding devices to that subdomain. For details on creating new subdomains,
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see “Configuring Role-Based Administration” on page 63. After you have created the

subdomain, select it from the domain menu and begin the device creation process.

After you have created subdomains, you can load a specific subdomain automatically

when you log in to the UI. Youmust have access to that subdomain, and permissions

to create, edit, and view devices in that subdomain.

Domain selection is criticalwhen usingVPNs. You can createVPNsonly betweendevices

within the same domain. If you need to add a device to a VPN in a different domain, add

the device as an extranet device in the domain that contains the VPN, and then add the

extranet device to the VPN (as shown in Figure 27 on page 105).

Figure 27: Connecting Devices fromDifferent Domains in VPNs

Adding Single or Multiple Devices

Determine whether you want to add devices to NSM individually or addmany devices

all at one time. The adding process for a single device is different than the process for

adding multiple devices.

When adding a single security device, use the Add Device wizard to create the device

object inNSM. To activate amodeled device or create a configlet, use theActivateDevice

wizard. You can import or model device configurations from a device running ScreenOS

5.0.x or later (except 6.0r1), IDP 4.0 or later, Junos 9.0 or later, SA 6.2 or later, or IC 2.2

or later.

Whenaddingmanydevices, you first createa .csv file thatdefinesall requiredandoptional

parameters for eachdevice, and thenuse theAddManyDeviceswizard to create adevice

object for each device in NSM. To activate modeled devices or create configlets for each

device, use the Activate Many Devices wizard.

You can use the Add Many Devices wizard for the following tasks:

• Import many ScreenOS, Junos, Secure Access, or Infranet Controller devices at one

time.

• Model many ScreenOS devices at one time.
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• Model, create configlets for, and activate multiple ScreenOS devices at one time for

use with Rapid Deployment.

NOTE: You cannot use the AddMany Devices wizard to addmultiple IDP
devices.

You can also addmultiple Junos devices using the Device Discovery Rule wizard, which

scans a range of IP addresses looking for Junos devices that match specific criteria.

Additionally, you can use the Activate Many Devices wizard to create configlets for and

activatemultipleScreenOSdevicesatone time for usewithRapidDeployment.However,

you cannot activate multiple ScreenOS devices without creating configlets. For details,

see “Using Rapid Deployment (ScreenOS Only)” on page 142.

Specifying the OS and Version

During the Add Device or Add Many Devices process, youmight need to specify the

operating system and version that is running on the device or devices:

• Fordevices that usea static IPaddress, youdonotneed to specify theoperating system

or the OS version. NSM automatically detects this information during the add process.

• For undeployed devices or for devices that use a dynamically assigned IP address, you

must specify the operating system name and OS version of the device. NSM validates

the version during the model or add process.

Additionally, ensure that the devices you are adding to NSM are running a supported

version of the OS. For example, NSM no longer supports devices running 4.x or earlier

versions of ScreenOS. If you are not running a supported version, youmust upgrade your

devices before adding them into the management system. Contact Juniper Networks

customer support for details.

Determining Port Mode (ScreenOS Devices Only)

For someScreenOS security devices, you can select a portmodeduring themodel or add

device process. The port mode automatically sets different port, interface, and zone

bindings for the device. Port refers to a physical interface on the back of the physical

security device; ports are referenced by their labels: Untrusted, 1-4, Console, or Modem.

Interface refers to a logical interface that you can configure after you have added the

device to themanagement system. You can bind each port to only one interface, but you

can bindmultiple ports to a single interface.

OntheNetScreen-5XTandNetScreen-5GTdevices, youcanconfigureoneof the following

port modes:

• Trust-Untrust Port Mode on page 107

• Home-Work Port Mode on page 107

• Dual-Untrust Port Mode on page 108

• Combined Port Mode on page 109
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• Trust-Untrust-DMZ Port Mode on page 109

• Trust/Untrust/DMZ (Extended) Mode on page 110

• DMZ-Dual-Untrust Port Mode on page 111

• Port Mode Summary on page 112

• Changing the Port Mode on page 113

Trust-Untrust Port Mode

Trust-Untrustmode is thedefault portmode.SeeFigure 28onpage 107 for port, interface,

and zone bindings.

Figure 28: Trust-Untrust Port Mode Bindings

This mode provides the following bindings:

• Binds theUntrustedEthernetport to theUntrust interface,which isbound to theUntrust

security zone.

• Binds theModemport to the serial interface, which you can bind as a backup interface

to the Untrust security zone.

• Binds the Ethernet ports 1 through 4 to the Trust interface, which is bound to the Trust

security zone.

Home-Work Port Mode

Home-Work mode binds interfaces to the Untrust security zone and to Home andWork

security zones. The Home andWork zones enable you to segregate users and resources

in each zone. In this mode, default policies permit traffic flow and connections from the

Work zone to the Home zone, but do not permit traffic from the Home zone to theWork

zone. By default, there are no restrictions for traffic from the Home zone to the Untrust

zone. See Figure 29 on page 108 for port, interface, and zone bindings.

107Copyright © 2019, Juniper Networks, Inc.

Chapter 4: Adding Devices



Figure 29: Home-Work Port Mode Bindings

This mode provides the following bindings:

• Binds the Ethernet ports 1 and 2 to the ethernet1 interface, which is bound to theWork

security zone.

• Binds theEthernetports3and4 to theethernet2 interface,which isbound to theHome

security zone.

• Binds the Untrusted Ethernet port to the ethernet3 interface, which is bound to the

Untrust security zone.

• Binds theModemport to the serial interface, which you can bind as a backup interface

to the Untrust security zone.

Dual-Untrust Port Mode

DualUntrustmodebinds two interfaces—aprimaryandabackup—to theUntrust security

zone. The primary interface is used to pass traffic to and from the Untrust zone, while

the backup interface is used only when there is a failure on the primary interface.

See Figure 30 on page 108 for port, interface, and zone bindings.

Figure 30: Dual-Untrust Port Mode Bindings

This mode provides the following bindings:

• Binds the Untrusted Ethernet port to the ethernet3 interface, which is bound to the

Untrust security zone.

• Binds Ethernet port 4 to the ethernet2 interface, which is bound as a backup interface

to the Untrust security zone (the ethernet3 interface is the primary interface to the

Untrust security zone).
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• Binds the Ethernet ports 1, 2, and 3 to the ethernet1 interface, which is bound to the

Trust security zone.

NOTE: The serial interface is not available in Dual Untrust port mode.

Combined Port Mode

Combinedmode enables both primary and backup interfaces to the Internet and the

segregation of users and resources inWork and Home zones.

NOTE: For the NetScreen-5XT, the Combined port mode is supported only
on the NetScreen-5XT Elite (unrestricted users) platform.

See Figure 31 on page 109 for port, interface, and zone bindings.

Figure 31: Combined Port Mode Bindings

This mode provides the following bindings:

• Binds the Untrusted Ethernet port to the ethernet4 interface, which is bound to the

Untrust zone.

• Binds Ethernet port 4 to the ethernet3 interface, which is bound as a backup interface

to the Untrust zone (the ethernet4 interface is the primary interface to the Untrust

security zone).

• Binds theEthernetports 3and2 to theethernet2 interface,which is bound to theHome

zone.

• Binds Ethernet port 1 to the ethernet1 interface, which is bound to theWork zone.

NOTE: The serial interface is not available in Combined port mode.

Trust-Untrust-DMZ Port Mode

Trust/Untrust/DMZmode binds interfaces to the Untrust, Trust and DMZ security zones,

enabling you to segregateWeb, e-mail, or other application servers from the internal

network.
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NOTE: The Trust/Untrust/DMZ port mode is supported only on the
NetScreen-5GT Extended platform.

See Figure 32 on page 110 for port, interface, and zone bindings.

Figure 32: Trust-Untrust-DMZ Port Mode Bindings

This mode provides the following bindings:

• Binds the Ethernet ports 1 and 2 to the ethernet1 interface, which is bound to the Trust

security zone.

• Binds the Ethernet ports 3 and 4 to the ethernet2 interface, which is bound to the DMZ

security zone.

• Binds the Untrusted Ethernet port to the ethernet3 interface, which is bound to the

Untrust security zone.

• Binds theModemport to the serial interface, which you can bind as a backup interface

to the Untrust security zone.

Trust/Untrust/DMZ (Extended)Mode

Trust/Untrust/DMZ (Extended) mode binds interfaces to the Untrust, Trust, and DMZ

security zones, allowing you to segregate web, email, or other application servers from

the internal network. See Figure 33 on page 110.

Figure 33: Extended Port-Mode Interface to Zone Bindings

Table 19 on page 111 provides the Extendedmode interface-to-zone bindings.
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Table 19: Extended Bindings

ZoneInterfacePort

UntrustUntrustUntrusted

Trustethernet11

Trustethernet12

DMZethernet23

DMZethernet24

UntrustserialModem

DMZ-Dual-Untrust Port Mode

DMZ/Dual Untrust mode binds interfaces to the Untrust, Trust, and DMZ security zones,

enabling you to pass traffic simultaneously from the internal network.

NOTE: The DMZ/Dual Untrust port mode is supported only on the
NetScreen-5GT Extended platform using ScreenOS 5.1 and later.

See Figure 34 on page 111 for port, interface, and zone bindings.

Figure 34: DMZ Dual Untrust Port Mode

This mode provides the following bindings:

• Binds the Ethernet ports 1 and 2 to the ethernet1 interface, which is bound to the Trust

security zone.

• Binds theEthernetport 3 to theethernet2 interface,which is bound to theDMZsecurity

zone.

• Binds the Ethernet port 4 to the ethernet3 interface, which is bound to the Untrust

security zone.

• Binds theUntrustEthernetport to theethernet4 interface,which isbound to theUntrust

security zone.
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NOTE: Theserial interface isnotavailable inDMZ-Dual-Untrustportmode.

Toenable failover insteadof passing traffic simultaneously, you can configure the failover

settings in the device configuration after you have added the device to themanagement

system. For details, see Network and Security Manager: Configuring ScreenOS and IDP

Devices Guide.

Port Mode Summary

Table 20 on page 112 and Table 21 on page 112 summarize the port, interface, and zone

bindings provided by the ScreenOS port modes. Port numbers are as labeled on the

Juniper Networks security device chassis. The Trust-Untrust mode entries represent the

default port modes.

Table 20: Security Device Port Mode Summary (Part 1)

Dual Untrust ModeHome-Work ModeTrust-Untrust Mode

Port ZoneInterfaceZoneInterfaceZoneInterface

Untrustethernet3Untrustethernet3UntrustUntrustUntrusted

Trustethernet1Workethernet1TrustTrust1

Trustethernet1Workethernet1TrustTrust2

Trustethernet1Homeethernet2TrustTrust3

Untrustethernet2Homeethernet2TrustTrust4

N/AN/ANullserialNullserialModem

Table 21: Security Device Port Mode Summary (Part 2)

Dual Untrust Mode
Trust/Untrust/DMZ
ModeCombinedMode

Port ZoneInterfaceZoneInterfaceZoneInterface

Untrustethernet4Untrustethernet3Untrustethernet4Untrusted

Trustethernet1Trustethernet1Workethernet11

Trustethernet1Trustethernet1Homeethernet22

DMZethernet2DMZethernet2Homeethernet23

Untrustethernet3DMZethernet2Untrustethernet34

N/AN/ANullserialN/AN/AModem
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Changing the Port Mode

After you have added a device, you cannot change the portmode setting usingNSM. You

must delete the device from themanagement system, change the port mode using the

WebUI or CLI, and then add the device again using the Add Device or Add Many Devices

wizard.

When changing the port mode on the device, be aware that:

• Changing the port mode removes any existing configurations on the security device

and requires a system reset.

• Issuing theunsetallCLI commanddoesnotaffect theportmodesettingon thesecurity

device.

Supported Add DeviceWorkflows by Device Family

Table 22 on page 113 summarizes the methods or workflows you can use to add devices

from each supported device family.

Table 22: Supported Add DeviceWorkflows by Device Family

Device Family (Operating System name)

Add
Device
Workflow

M Series
andMX
Series
devices
(Junos)

EX
Series
devices
(Junos)

J Series
andSRX
Series
devices
(Junos)

Infranet
Controller
(IC)

Secure
Access
(SA)IDPScreenOS

yesyesyesyesyesyesyesDevice is
reachable

yesyesyesyesyesyesyesDevice is
not
reachable

yesyesyesnonoyesyesModel
and
activate
device

nonononononoyesRapid
deployment
(configlets)

yesyesyesnonononoDevice
discovery
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Table 22: Supported Add DeviceWorkflows by Device Family (continued)

Device Family (Operating System name)

Add
Device
Workflow

M Series
andMX
Series
devices
(Junos)

EX
Series
devices
(Junos)

J Series
andSRX
Series
devices
(Junos)

Infranet
Controller
(IC)

Secure
Access
(SA)IDPScreenOS

yesyesyesnononoyesAdd and
import
many
devices
(CSV
file) -
Device is
reachable

yesyesyesyesyesnoyesAdd and
import
many
devices
(CSV
file) -
Device is
not
reachable

nonononononoyesModel
many
devices
(CSV
file)

Importing Devices

NSM can import device configurations from devices running ScreenOS 5.x or later, IDP

4.0 or later, Junos 9.0 or later, SA 6.2 or later, or IC 2.2 or later.

When importing from a device, the management system connects to the device and

imports Data Model (DM) information that contains details of the device configuration.

The connection is secured using Secure Server Protocol (SSP), a proprietary encryption

method; an always-on connection exists between themanagement system and device.

NOTE: Importing the running configuration from a device completely
overwrites all configuration information stored within NSM for that device.
To help avoid accidental configuration overwriting, when you attempt to
import a configuration from a currently managed security device, NSM
prompts you for confirmation to import.
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NOTE: IDP rulebases cannot be imported.

In some cases, youmay need to configure NACN or other features on the physical device

to enable the device to connect to NSM.

For details about adding multiple devices at one time, see “Adding Many Devices Using

CSV Files” on page 181.

Requirements

To import a single device:

• The physical device must have Telnet or SSH enabled.

• Youmust have the device connection information (IP address, connection method)

and device administrator name and password available. For standalone IDP Sensors,

youmust also have the root password.

NOTE: All passwords handled by NSM are case-sensitive.

• The device must be staged; that is, it must be physically connected to your network

with access to network resources.

• The device must have at least one interface that has an IP address. Devices that use

a dynamically assigned IP address must also support NACN.

• The device must be operating in the desired port mode. You cannot change the

operationalmode after importing the device intoNSM. Portmodes apply only to some

ScreenOS devices.

Adding and Importing Devices with Static IP Addresses

A static IP address is an IP address that does not change. Not all device families support

static IP addresses. The following device families do:

• ScreenOS Devices on page 116

• IDP Sensors on page 117

• Junos Devices on page 118

• SA and IC Devices on page 120

NOTE: Before you add devices with IPv6 addresses running ScreenOS or
SRX Series high-end devices with IPv6 addresses to NSM, install the latest
device imageswith IPv6 NSMagent and outbound-ssh support respectively
on the devices. (For supported versions, refer to the device release notes.)
Otherwise, NSM fails to add devices with static IPv6 addresses.
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ScreenOS Devices

ScreenOS devices must be running ScreenOS 5.0 or later release to be imported into

NSM 2008.1 or later release.

To import a ScreenOS 5.0 or later device with a known IP address:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device is Reachable (default).

5. ClickNext. The Specify Connection Settings dialog box opens.

6. Enter the following connection information:

• Enter the IP Address of the security device.

NOTE:
• Beginning in NSM 2012.2R10, youmust select the IP address format
(IPv4 or IPv6) of your current IP address.

• IPv6 format is supported only for devices running ScreenOS andSRX
Series high-end devices.

• Enter the username of the device administrator.

• Enter the password for the device administrator.

NOTE: All passwords handled by NSM are case-sensitive.

• Select the connection method (Telnet, SSH version 1, SSH version 2) and the port

number for the selected service.

If you selected Telnet, clickNext and go directly to step 7.

If you selected an SSH version, clickNext and the Verify Device Authenticity dialog
box opens. The device wizard displays the RSA Key FingerPrint information; to

prevent man-in-the-middle attacks, you should verify the fingerprint using an

out-of-bandmethod.

7. After the wizard displays the autodetected device information, verify that the device

type, ScreenOS version, and the device serial number are correct. NSM autodetects

the hostname configured on the device and uses it as the device name. You can also

change the autodetected hostname.

8. Modify the autodetected device namewithin the device from its config editor page in

NSM, and select Update device.

If you modified the device host name through the Junos OS CLI, SNMP, or J-Web

interface, you canmodify the device name again in NSM after importing the device,
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using the edit option. If the device was bulk added, the name you specify in the CSV

file is used.

NOTE: If you select the Device is not reachable or theModel Device

workflow, NSM cannot detect the hostname automatically. You need to
specify a device name.

9. ClickNext to add the device to NSM.

10. After the device is added, clickNext to import the device configuration.

11. Click Finish to complete the Add Device wizard.

12. Double-click the device in Device Manager to view the imported configuration.

NOTE: After importing a NetScreen-5GT device that uses extended port
mode, NSM displays themodes as “ns5GT-Trust-Untrust-DMZ” and sets
the licensemode to Extended.

To check the device configuration status, mouse over the device in Device Manager (you

can also check configuration status in Device Monitor). The device status displays as

Managed, indicating that the device has connected and themanagement system has

successfully imported the device configuration.

The next step is to verify the imported configuration using the Device Monitor or the

Device Manager. See “Verifying Imported Device Configurations” on page 131 for details.

IDP Sensors

IDP Sensors running versions of the IDP software earlier than 4.0 cannot be imported. If

thoseSensorsarealreadybeingmanagedby IDPManager,migrate your IDPManagement

Server and the Sensors with it. Refer to the IDP-NetScreen-Security Manager Migration

Guide for more information.

You need to upgrade unmanaged Sensors to 4.0 or later before adding them to NSM.

See the IDP Installer’s Guide for more information.

To import an IDP 4.0 device with a known IP address:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device Is Reachable (default).

5. ClickNext. The Specify Connection Settings dialog box opens.

6. Enter the following connection information:
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• Enter the IP Address of the Sensor.

• Enter the username of the device administrator.

• Enter the password for the device administrator.

• Enter the password for the device root user.

NOTE: All passwords handled by NSM are case-sensitive.

• Select theconnectionmethod(SSHVersion2)andtheportnumber for theselected

service.

• Select the Port Number. The default (port 22) is recommended.

7. ClickNext. TheVerifyDeviceAuthenticity dialogboxopens. Thedevicewizarddisplays
the RSA Key FingerPrint information. To prevent man-in-the-middle attacks, you

should verify the fingerprint using an out-of-bandmethod.

8. After youhave verified the key, clickNext todisplay theautodetect device information.
This action will take amoment.

9. Verify that the device type, OS version, device serial number, and device mode are

correct. The host name from the device is also discovered. You can change this name

if desired.

10. ClickNext to have NSM add the Sensor as amanaged device.

11. ClickNext to have NSM import settings already present on the Sensor.

12. Click Finish to complete the add operation.

An IDP 4.1 or later sensor is also updated with the Juniper Networks Recommended

policy. IDP 4.0 Sensors cannot use the Recommended policy.

The Job Information dialog box shows the status of the Update Device job.

13. After the Update Device job is complete, double-click the device in Device Manager

to view the imported configuration.

To check the device configuration status, mouse over the device in Device Manager (you

can also check configuration status in Device Monitor). The device status displays as

“Managed”, indicating that the device has connected and themanagement system has

successfully imported the device configuration.

The next step is to verify the imported configuration using the Device Monitor or the

Device Manager. See “Verifying Imported Device Configurations” on page 131 for details.

Junos Devices

You can add any device running Junos OS, an EX Series virtual chassis or an SRX virtual

chassis to NSM using the static IP address method, so long as the following conditions

are met:
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• SSH v2 is enabled on the device.

• NETCONF protocol over SSH is enabled on the device.

• The device is configured with a static IP address.

• A user with full administrative privileges is created in the device for the NSM

administrator.

To import a device running Junos OS, EX Series virtual chassis or an SRX virtual chassis

with a known IP address:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device Is Reachable (default).

5. ClickNext to open the Specify Connection Settings dialog box.

6. Enter the following connection information:

• Enter the IP Address of the device.

NOTE:
• Beginning in NSM 2012.2R10, youmust select the IP address format
(IPv4 or IPv6) of your current IP address.

• IPv6 format is supported only for devices running ScreenOS andSRX
Series high-end devices.

• Enter the username of the device administrator.

• Enter the password for the device administrator.

NOTE: All passwords handled by NSM are case-sensitive.

• Select the connection method SSH version 2, the only protocol for adding a Junos
device to NSM. This connection method is selected by default.

• Select a port number.

7. ClickNext. The Verify Device Authenticity dialog box opens. The Add Device wizard
displays the RSA Key FingerPrint information. To preventman-in-the-middle attacks,

you should verify the fingerprint using an out-of-bandmethod.

8. ClickNext to accept the fingerprint. The Detecting Device dialog box opens.

9. After the wizard displays the autodetected device information, verify that the device

type, OS version, and the device serial number are correct. The wizard also detects

the Host name configured on the device. You can either use the Host name as the

NSM device name or can enter a new name in the text box provided.

10. ClickNext to add the device to NSM.
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11. After the device is added, clickNext to import the device configuration.

12. Click Finish to complete the Add Device wizard.

13. Double-click the device in Device Manager to view the imported configuration.

To check the device configuration status, mouse over the device in Device Manager or

check the configuration status in DeviceMonitor. The device status displays asManaged,

indicating that the device has connected and themanagement system has successfully

imported the device configuration.

The next step is to verify the imported configuration using the Device Monitor or the

Device Manager. See “Verifying Imported Device Configurations” on page 131 for details.

SA and IC Devices

You can add any SA or IC device to NSM using the static IP address method, so long as

the following conditions are met:

• The inbound DMI connection must be enabled in the device.

• The SSH port must be configured in the device. The default SSH port is 22.

• The DMI agent admin realmsmust be configured and an admin usermust bemapped

to a role with full admin privileges.

To import an SA or IC device with a known IP address:

1. From the Configure panel of the NSMmain navigation tree, select DeviceManager >
Devices

2. Click the Device Tree tab, click theNew button, and select Device. The New Device

dialog box appears.

3. Select Device is Reachable and clickNext.

4. Enter the following connection information:

• Enter the IP address of the device.

• Enter the username of the device administrator.

• Enter the password for the device administrator.

• Select SSH V2 as the connection method.

• Ensure that the TCP port number is 22.

5. ClickNext. The Verify Device Authenticity dialog box appears. The Add Device wizard
displays the RSA Key FingerPrint information. To preventman-in-the-middle attacks,

you should verify the fingerprint using an out-of-bandmethod.

6. ClickNext to accept the fingerprint. The Detecting Device dialog box opens.
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7. After the wizard displays the autodetected device information, verify that the device

type, OS version, and the device serial number are correct. The wizard also detects

the hostname configured on the device. You can either use the hostname as the NSM

device name or you can enter a new name in the text box provided.

8. ClickNext after verifying the auto detected device information.

9. Click Finish to add the device to the NSMUI. The device appears in the Devices

workspace.

Adding Devices with Dynamic IP Addresses

Adynamic IP address is an IP address that changes. To add a device that uses a dynamic

IP address, the device must support NACN.

ScreenOS Devices

To import a ScreenOS device with an unknown IP address:

1. From the domain menu, select the domain in which you want to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device Is Not Reachable, and then clickNext.

5. Enter a name for the device and select a color to represent the device in the UI.

6. From the OS Name list, select ScreenOS/IDP. Select the device platform type and

theScreenOSversion runningon thedevice fromtheotherpull-downmenus. If desired,

enable Transparent Mode.

7. Select the license key model for the device. Available selections depend on the type

of security device and can include: baseline, advanced, extended, plus, 10-user.

8. Select theDeviceServerConnectionParameters:Use thedefault settings toconfigure

the device to connect to the NSM Device Server IP address and port. Use a MIP to

configure thedevice toconnect to theNSMDeviceServer throughamapped IPaddress

and port.

9. ClickNext, and then perform the following tasks on the Specify One-Time Password

screen:

a. Make a note of the unique external ID for the device. The device administrator will

need it to connect the device to NSM. This ID number represents the device within

the management system. The wizard automatically provides this value.

b. Specify the First Connection One Time Password (OTP) that authenticates the

device.

NOTE: All passwords handled by NSM are case-sensitive.
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c. Click ShowDevice Commands to display the list of CLI commands that must be
executed on the device to connect to NSM. The commands enable management

and set the management IP address to the Device Server IP address, enable the

Management Agent, set the Unique External ID, and set the device OTP.

d. Copy and paste these commands into a text file,

e. Click Finish to complete the Add Device wizard and include the new device in the

Device Manager list.

10. Add the commands to the console of the device. Send the commands to the device

administrator. ThedeviceadministratormustmakeaTelnet connection to thephysical

device, paste the commands, and execute them to enable NSMmanagement of the

device.

11. To check the device configuration status, mouse over the device in Device Manager

or check in Device Monitor.

The status message “Waiting for 1st connect” might appear briefly.

After the device connects, the status displays “Import Needed”, indicating that the

device has connected but the management system has not imported the device

configuration yet.

12. Import the device configuration by right-clicking the device and selecting Import
Device. The Job Information box displays the job type and status for the import; when
the job status displays successful completion, click Close.

After the import finishes, double-click the device to view the imported configuration.

NOTE: After importingaNetScreen-5GTthatusesextendedportmode,NSM
displays themodes as “ns5GT-Trust-Untrust-DMZ” and sets the license
mode to Extended.

To check the device configuration status, mouse over the device in Device Manager or

check in Device Monitor. The device status displays as “Managed”, indicating that the

devicehasconnectedand themanagement systemhassuccessfully imported thedevice

configuration.

The next step is to verify the imported configuration using the Device Monitor or the

Device Manager. See “Verifying Imported Device Configurations” on page 131 for details.

IDP Sensors

IDP Sensors running versions of the IDP software earlier than 4.0 cannot be imported. If

thoseSensorsarealreadybeingmanagedby IDPManager,migrate your IDPManagement

Server and the Sensors with it. See the IDP-NetScreen-Security Manager Migration Guide

for more information.

You need to upgrade unmanaged Sensors to 4.0 or later before adding them to NSM.

See the IDP Installer’s Guide for more information.

To import an IDP 4.0 device with an unknown IP address, follow these steps:
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1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device Is Not Reachable, and then clickNext.

5. Enter the following information on the Specify Name, Color, OS Name, Version, and

Platform screen:

• Enter a name and select a color to represent the device in the UI.

• From the OS Name list, select ScreenOS/IDP.

• From the Platform Name list, select the device type you want to import.

• From the OS version list, select the OS version that is running on the device.

6. ClickNext.

On the Specify One Time Password screen:

a. Make a note of the unique external ID for the device. The device administrator will

need it to connect the device to NSM. This ID number represents the device within

the management system. The wizard automatically provides this value.

b. Specify the First Connection One Time Password (OTP) that authenticates the

device.

NOTE: All passwords handled by NSM are case-sensitive.

c. Click ShowDevice Commands to display the list of CLI commands that must be
executed on the device to connect to NSM. The commands enable management

and set the management IP address to the Device Server IP address, enable the

Management Agent, set the Unique External ID, and set the device OTP.

d. Copy and paste these commands into a text file,

e. Click Finish to complete the Add Device wizard and include the new device in the

Device Manager list.

7. Log into the device as root and run the commands.

8. Check the device configuration status (mouse over the device in Device Manager or

check in Device Monitor):

• The status message “Waiting for 1st connect” might display briefly.

• After the device connects, the status displays “Import Needed”, indicating that the

device has connected but the management system has not imported the device

configuration yet.

9. Import the device configuration by right-clicking the device and selecting Import
Device. The Job Information box displays the job type and status for the import; when
the job status displays successful completion, click Close.
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After the import finishes, double-click the device to view the imported configuration.

To check the device configuration status, mouse over the device in Device Manager (you

can also check configuration status in Device Monitor). The device status displays as

“Managed”, indicating that the device has connected and themanagement system has

successfully imported the device configuration.

The next step is to verify the imported configuration using the Device Monitor or the

Device Manager. See “Verifying Imported Device Configurations” on page 131 for details.

Adding and Importing an Infranet Controller or Secure Access Device

The procedure for importing a devicewith an unknown IP address is the same for Secure

Access and Infranet Controller devices. This procedure requires specific actions to be

taken on the a Secure Access or Infranet Controller device in addition to those taken in

the NSMUI.

Because Secure Access and Infranet Controller configurations can be large, some large

binary data files are not imported with the rest of the configuration. A stub is placed in

the device configuration tree instead. If you need tomanage these files in NSM, youmust

import them later as shared objects, and then create links to those shared objects from

the device configuration tree. See “Managing Large Binary Data Files (Secure Access and

Infranet Controller Devices Only)” on page 289 for details.

NOTE: Secure Access devices aremore commonly configured as clusters.
See “Adding Clusters” on page 155 for details.

The following sections explain how to add a Secure Access or Infranet Controller device:

• Install and Configure the Secure Access or Infranet Controller Device on page 124

• Add the Device in NSM on page 125

• Configure and Activate the NSM Agent on the Secure Access or Infranet Controller

Device on page 126

• Confirm Connectivity and Import the Device Configuration into NSM on page 127

Install and Configure the Secure Access or Infranet Controller Device

Before you can add a Secure Access or Infranet Controller device to NSM, the device

must be installed and configured, and logon credentials for an NSM administrator must

be configured for it. Perform the following steps:

1. Select System >Network > Overview on the device administrator's console and

ensure thatbasic connection information is configuredon thedevice (network interface

settings, DNS settings, and password).

2. Select Authentication > Auth. Servers and enter the username and password of the
NSM administrator in the applicable authentication server.
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NOTE: Onlypassword-basedauthenticationserverscanbeused.One-time
password authentication is not supported.

3. Select Administrators > Admin Roles and create an NSM agent role.

4. Select Administrators > Admin Realms and create a new NSM agent administrator

realm for the NSMagent on the device. Use rolemapping to associate the NSMagent

role and realm. Do not apply any role or realm restrictions for the NSM agent role or

realm.

NOTE: You cannot use NSM to add or manage a Secure Access device that
has Host Checker policies enabled for an admin user.

For complete details on installing and configuring Secure Access devices, see the Secure

Access Administration Guide.

For complete details on installing and configuring Infranet Controller devices, see the

Unified Access Control Administration Guide.

Add the Device in NSM

To add the device in the NSMUI, follow these steps:

1. From the domain menu, select the domain in which you want to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device is Not Reachable, and then clickNext.

5. In the Specify Name, Color, OS Name, Version, and Platform screen:

• Enter a name and select a color to represent the device in the UI.

• From the OS Name list, select SA for a Secure Access device, or IC for an Infranet
Controller device,

• From the Platform list, select the device platform name.

• From the Managed OS Version list, select the version of the operating system that

runs on the device.

• Select the Device Server Connection Parameters. Use the default settings to

configure the device to connect to the NSMDevice Server IP address and port. Use

125Copyright © 2019, Juniper Networks, Inc.

Chapter 4: Adding Devices



aMIP toconfigure thedevice toconnect to theNSMDeviceServer throughamapped

IP address and port.

• ClickNext.

6. Perform the following tasks on the Specify Device Admin User Name/Password and

One Time Password screen:

a. Make a note of the unique external ID. The device administrator will need it to

configure connectivity with NSM. The wizard automatically enters this value for

the device. This ID number represents the device within the management system.

b. Specify the administrator user name and password for the SSH connection. This

name and passwordmust match the name and password already configured on

the device.

c. Specify the First Connection One Time Password (OTP) that authenticates the

device. Make a note of this password. The device administrator will need it to

configure the connectivity with NSM.

NOTE: All passwords handled by NSM are case-sensitive.

d. Click Finish to complete the Add Device wizard and include the new device in the

Device Manager list.

7. Verify in theDeviceList tab that thenewdevice is visibleandhas theconnectionstatus

“Never connected.”

8. Convey the unique external ID and the one-time password to the device manager.

ConfigureandActivate theNSMAgentontheSecureAccessor InfranetControllerDevice

Configure and activate theNSMagent on the Secure Access or Infranet Controller device

to establish SSH communications with NSM. On successful execution of these steps,

you can control the device from NSM,

1. Open theSystem>Configuration>NSMAgent screen toadd theNSMmanagement

application.

2. In the Primary Server field, enter the IP address of the Device Server.

3. In the Primary Port field, enter 7804.

4. Fill out the Backup Server and Backup Port fields if a high availability Device Server is

configured.

5. In the Device ID field, enter the unique external ID provided by the NSM administrator.
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6. In the HMAC field, enter the one-time password, also provided by the NSM

administrator.

7. Click the Enable button to enable the NSM agent.

8. Click Save Changes, and the device attempts to establish a session with NSM.

The device software initiates the TCP connection to NSM and identifies itself using

the specified device ID and HMAC. The two sides then engage in SSH transport layer

interactions to set up an encrypted tunnel. NSM authenticates itself to the device

based on user name and password.

Confirm Connectivity and Import the Device Configuration into NSM

In NSM, validate connectivity with the device, and then import the device configuration:

1. In the Device List, check the connection status of the newly added device. The status

changes from “Never connected” to “Up.”

• If the configuration status is “platformmismatch,” you selected the wrong device

platformwhen adding the device into NSM. Delete the device from NSM and add

it again using the correct device platform.

• If the configuration status shows “device firmware mismatch,” you selected the

wrongmanaged OS version when adding the device into NSM. Delete the device

from NSM and add it again using the correct managed OS version.

2. Import the device configuration:

a. Right-click the device in the Device Manager and select Import Device from the

list.

b. In the Device Import Options dialog, check Summarize Delta Config if desired.
ClickOK, and then click Yes.

The Job Informationwindow shows progress. You can alsomonitor progress in Job

Manager.

The next step is to verify the imported configuration using the Device Monitor or the

Device Manager. See “Verifying Imported Device Configurations” on page 131 for details.

Adding and Importing a Junos Device with a Dynamic IP Address

The procedure for importing a device with an unknown IP address is similar for all Junos

devices. This procedure requires specific actions to be taken on the device in addition to

those taken in the NSMUI.

The following sections explain how to add a Junos device:

• Install and Configure a Junos Device on page 128

• Add the Device in NSM on page 128
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• Configure and Activate Connectivity on a Junos Device on page 129

• Confirm Connectivity and Import the Device Configuration into NSM on page 130

Install and Configure a Junos Device

Before you can add a Junos device to NSM, the device must be installed and configured,

and logon credentials for an NSM administrator must be configured for it. Perform the

following steps:

1. Connect the device to the network and configure one of the interfaces so that the

device can reach the NSM device server.

2. Add a user for NSM that has full administrative rights.

For complete details on installing and configuring Junos devices, see the documentation

for the specific device,

Add the Device in NSM

To add the device in the NSMUI, follow these steps:

1. From the domain menu, select the domain in which you want to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device Is Not Reachable, and then clickNext.

5. On the Specify Name, Color, OS Name, Version, and Platform screen:

• Enter a name and select a color to represent the device in the UI.

• From the OS Name list, select Junos.

The Junos OS Type list appears.

• Select the Junos OS type for the device you want to add:

• To add a J Series or SRX Series device or an SRX virtual chassis, select J/SRX
Series from the list.

• To add an EX Series device or virtual chassis, select EX Series.

• To add an M Series or MX Series device, selectM/MXSeries.

• From the Platform list, select the device platform name.

• Check the Virtual Chassis box if you are adding an EX Series virtual chassis made
up of several EX Series switches (EX4200 series only) or an SRX virtual chassis..

• From the Managed OS Version list, select the version of the operating system that

runs on the device.
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• Select the Device Server Connection Parameters: Use the default settings to

configure the device to connect to the NSMDevice Server IP address and port. Use

aMIP toconfigure thedevice toconnect to theNSMDeviceServer throughamapped

IP address and port.

• ClickNext.

6. On the Specify Device Admin User Name/Password and One Time Password screen,

perform the following tasks:

a. Make a note of the automatically generated Unique External ID for the device. This

ID number represents the device within the management system. The device

administrator will need this ID to configure connectivity between the device and

NSM.

b. Specify the administrator user name and password for the SSH connection. This

name and passwordmust match the name and password already configured on

the device.

c. Specify the First Connection One Time Password (OTP) that authenticates the

device. Make a note of this password. The device administrator will need it to

configure the connectivity between the device and NSM.

NOTE: All passwords handled by NSM are case-sensitive.

d. Click Finish to complete the Add Device wizard and include the new device in the

Device Manager list.

7. Verify in theDeviceList tab that thenewdevice is visibleandhas theconnectionstatus

“Never connected.”

8. Give the unique external ID and the one-time password to the device manager.

Configure and Activate Connectivity on a Junos Device

Thedeviceadministratormust identify thedevice to themanagement systemand initiate

the connectivity:

1. Log on to the Junos device.

2. At the command-line prompt, identify the management system by device name,

device ID, and HMAC.

For devices running the 9.0 version of the operating system, use the following

command syntax:

set system services outbound-ssh application-id <name> secret <string> services
 netconf device-id <external-id from nsm> <nsm device server ip> port 7804

For example:
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% set system services outbound-ssh application-id nsm-wei secret 123456789 
services netconf device-id abcdef 10.150.42.16 port 7804

Fordevices running the9.1 and later versionsof theoperating system, use the following

command syntax:

set system services outbound—ssh client <name> secret <secret string>
services netconf device-id <external-id from nsm> <nsm device server ip> port
 7804

For example:

set system services outbound—ssh client nsm—wei secret 123456789
services netconf device-id abcdef 10.150.42.16 port 7804

3. Establish the SSH connection with the network management system.

• For a gateway or routerwith a single Routing Engine, or for a single EXSeries switch:

%  commit

• For anEXSeries virtual chassis, anSRXvirtual chassis, or for a routerwith redundant

Routing Engines:

%  commit synchronize

Synchronizing the commit operation ensures that NSM connects to the backup

Routing Engine following failover of the master Routing Engine.

The device software initiates the TCP connection to NSM and identifies itself using

the specified device ID and HMAC. The two sides then engage in SSH transport layer

interactions to set up an encrypted tunnel. NSM authenticates itself to the device

based on user name and password.

Confirm Connectivity and Import the Device Configuration into NSM

In NSM, validate connectivity with the device, and then import the device configuration:

1. In the Device List, verify the connection status of the newly added device. The status

changes from “Never connected” to “Up.”

• If the configuration status is “device platformmismatch,” you selected the wrong

device platformwhen adding the device intoNSM. Delete the device fromNSMand

add it again using the correct device platform.

• If the configuration status shows “device firmware mismatch,” you selected the

wrongmanaged OS version when adding the device into NSM. Delete the device

from NSM and add it again using the correct managed OS version.
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2. Import the device configuration:

a. Right-click the device in the Device Manager and select Import Device from the

list.

b. In the Device Import Options dialog, check Summarize Delta Config if desired.
ClickOK, and then clickYes.

The Job Information dialog shows progress, or you canmonitor progress in Job

Manager.

The next step is to verify the imported configuration using the Device Monitor or the

Device Manager. See “Verifying Imported Device Configurations” on page 131 for details.

Verifying Imported Device Configurations

After importing a device, verify that all device informationwas imported as you expected.

Using DeviceMonitor

The Device Monitor tracks the status of individual devices, systems, and their processes.

After you import a device, check the status of that device in Device Monitor, located in

Realtime Monitor.

The imported device should display a configured status of “Managed” and a Connection

status of “Up”, indicating that the device has connected and themanagement system

has successfully imported the device configuration.

Using DeviceManager

In the security device tree, ensure that the device exists. Open the device configuration

and check the following values:

• Ensure that the imported device serial number matches the serial number on the

physical device.

• Ensure that the imported device IP address matches the IP address for the physical

device.

• Ensure that imported device administrator name and password are correct for the

physical device.

NOTE: All passwords handled by NSM are case-sensitive.

• Ensure that interfaces on the imported device are correct for the physical device.
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NOTE: When importingaNetScreen-500,5000series,or ISGseriessecurity
device, youmustmanually configure the networkmodule (slot) before the
imported physical interfaces appear in the NSMUI. For details on defining
the Ethernet card and slot, seeNetwork and Security Manager Configuring
ScreenOS and IDP Devices Guide.

• Browse the device configuration tree and ensure that the management system

successfully imported all device configuration information, including zones, virtual

routers, and routes.

Using JobManager

JobManager tracks thestatusofmajor administrative tasks, suchas importingorupdating

a device. After you import a device, view the report for the import task to ensure that the

management system imported the device configuration as you expected.

NOTE: JobManager configuration summaries and job information details do
not display passwords in the list of CLI commands for administrators that
do not have the assigned activity “View Device Passwords”. By default, only
the super administrator has this assigned activity.

JobManager also tracks the statusof configuration summaries, described in the following

sections.

Using Configuration Summaries

NSM provides three configuration summaries to help youmanage device configurations

and prevent accidental misconfiguration. Use configuration summaries after you import

a device to ensure that the management system imported the physical device

configuration as you expected.

Configuration summaries helpwith ongoing devicemaintenance, particularly for devices

on which a local device administrator has been troubleshooting using CLI commands or

theWeb UI. Because the device object configuration in the NSMUI can overwrite the

physical device configuration, you should always confirm the commands that are sent

to the device.

Configuration Summary

A configuration summary shows you the exact CLI commands that will be sent to the

managed device during the next device update. To get a Configuration Summary, from

the Device Manager launchpad, click Device Config Options > Summarize Config. You
seea list of security devices towhich youhaveaccess. Select thedevice you just imported

and clickOK. NSManalyzes theUI device object configuration and generates a summary

report that lists theCLI commandsorXMLmessages to send to thephysical deviceduring

the next device update.
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For a just-imported device, the configuration summary report displays the device

configuration that matches the configuration currently running on the physical device.

Delta Configuration Summary (All Devices Except IDP)

A delta configuration summary shows you the differences between the configuration

you see in the NSMUI and the configuration on the physical device. To get a delta

configuration summary, from the Device Manager launchpad, click Summarize Delta
Config. You see a list of devices to which you have access. Select the device you just
imported and click Apply Changes. NSM queries the physical device to obtain a list of

all CLI commands or XMLmessages used in the device configuration, compares that list

with the UI device configuration, and generates a summary report of all differences, or

deltas, discovered.

For a just-imported device, the delta config summary displays minimal deltas, meaning

that very few differences exist between the configuration on the physical device and the

configuration in the UI. NSM automatically imports your VPNs and displays the VPN

policies; however, NSM does not create VPN abstractions for your VPN policies.

Get Running Configuration

A running configuration summary shows you the exact CLI commands or XMLmessages

that were used to create the current device configuration on the physical device. To get

the Running Config summary, from the Device Manager launchpad, click Device Config
Options>GetRunningConfig. You see a list of devices towhich you have access. Select
the device you just imported and clickOK. NSM queries the physical device to obtain a

listofallCLI commandsused in thedeviceconfigurationandgeneratesasummary report

that lists those commands.

For a just-imported device, the get running config summary report displays the device

configuration currently running on the physical device.

Modeling Devices

For most undeployed device types, you can create a device configuration in NSM, and

then install that device configuration on the physical device. For ScreenOS devices, you

can use Rapid Deployment (RD) to quickly provision multiple devices in nontechnical

environments. See “Using Rapid Deployment (ScreenOS Only)” on page 142 for details.

You cannot model and activate a Secure Access or Infranet Controller device. Youmust

import these devices to add them to NSM.

Adding a single undeployed device to NSM is a four-stage process:

1. Model the device in the UI.

2. Create the device object configuration.

3. Activate the device.

4. Update the device configuration.

For details onmodeling multiple devices at one time, see “Adding Many Devices Using

CSV Files” on page 181.
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Requirements

Tomodel a device, youmust know the device type and OS name and version that is

running on the device.

To activate a device:

• Youmust have the device connection information and device administrator name and

password.

NOTE: All passwords handled by NSM are case-sensitive.

• The device must be staged; that is, it must be physically connected to your network

and able to access network resources.

• The device must have at least one interface that has an IP address. Devices that use

dynamically assigned IP address must also support NACN.

Modeling a Device

To add andmodel a device:

1. From the domain menu, select the domain in which you want to model the device.

2. In Device Manager, select Devices.

3. Click the Add icon, and then select Device. The device wizard appears.

4. SelectModel Device, and then clickNext.

5. In theSpecifyName,Color,OSName,Version, andPlatformscreen, enter the following

information:

• Enter a name and select a color to represent the device in the UI.

• In the OS Name list, select the device family that the modeled device belongs to.

• For Junos devices, select the Junos OS type:

• Tomodel a J Series or SRX Series device, or an SRX virtual chassis, select J/SRX
Series from the list.

• Tomodel an EX Series device or virtual chassis, select EX Series.

• Tomodel an M Series or MX Series device, selectM/MXSeries.

• In the platform list, select the device platform name.

• In the OS version list, select the version of the operating system or firmware that

runs on the device.

6. For EX Series switches, check Virtual Chassis if you wish to model a virtual chassis
(anarrayofEX4200series switches). ForanSRXvirtual chassis checkVirtualChassis
if you wish to model an SRX virtual chassis.
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7. When adding a ScreenOS device that uses port modes, select the appropriate port

mode fromtheDevice subtype list, after youselect thedevice type.NSMautomatically

sets the license mode to Extended.

8. Enable transparent mode, if desired (ScreenOS devices only).

NOTE: You cannot change the operational mode after the device has
beenmodeled.

9. ClickFinish to complete theAddDevicewizard. TheUI creates a correspondingdevice
object that appears in the Device Manager list.

10. Hold your mouse cursor over the device in Device Manager to check the device

configuration status, or check the configuration status in Device Monitor. The status

displays “Modeled”, indicating that themanagement systemhasmodeled the device,

but the device is not activated and has not connected.

Creating a Device Configuration

Because undeployed devices are devices that you are not currently using in your network,

they might not have a preexisting device configuration (IP addresses, zones, and

interfaces) that is available for import. You can create a configuration for the device

object in NSM, and then install that configuration on the device.

NOTE: Whenmodeling aNetScreen-500, 5000 series, or ISG series security
device, youmust configure the networkmodule (slot) before physical
interfaces appear in the NSMUI. For details on defining the Ethernet card
and slot, seeNetwork and Security Manager Configuring ScreenOS and IDP
Devices Guide.

Double-click the device object to display the device configuration and begin configuring

the device as desired. For details on device configuration, see

“Configuring Devices” on page 199.

Activating a Device

After you have created a device configuration for the undeployed device, you are ready

to activate the device and prompt it to connect to the management system. After that

device hasmade contact with NSM, you can install the configuration you created on the

device.

Devices with Static IP Addresses

A static IP address is an IP address that does not change.

ScreenOS Devices

To activate a ScreenOS 5.0 or later device with a static IP address:
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1. Check the device configuration state by holding your mouse cursor over the device in

DeviceManager, or by checking the configuration status in DeviceMonitor. The device

configurationstateshoulddisplay “Modeled”, indicating that themanagementsystem

is waiting for the device to connect.

2. Right-click thedeviceandselectActivateDevice todisplay theActivateDevicewizard.

3. Select Device Deployed and IP is reachable.

4. ClickNext and enter the connection information:

• Enter the IP Address of the security device.

• Enter the device administrator name and password.

NOTE: All passwords handled by NSM are case-sensitive.

• Select the connection method (Telnet, SSH version 1, SSH version 2) and the port

number for the selected service.

If you selected Telnet, clickNext and go to Step 5.

If you selected an SSH version, clickNext. The Verify Device Authenticity dialog box
opens. The device wizard displays the RSA Key FingerPrint information. To prevent

man-in-the-middle attacks, you should verify the fingerprint using an out-of-band

method.

5. After NSM autodetects the device, clickNext to activate the device in NSM.

6. ClickUpdate Now to update the configuration on the device with the settings from

themodelled device.

If you do not update the configuration now, you will have to do it manually later by

right-clicking the device and selectingUpdate Device.

The Job Information box displays the job type and status for the update. When the

job status displays successful completion, click Close.

After the update finishes, the device status displays as “Managed”, indicating that the

device has connected and themanagement system has successfully pushed the device

configuration.

IDP Sensors

To activate an IDP Sensor with a static IP address:

1. Check the device configuration status by holding your mouse cursor over the device

in Device Manager (you can also check configuration status in Device Monitor). The

deviceconfiguration status shoulddisplay “Modeled”, indicating that themanagement

system is waiting for the device to be activated.

2. Right-click thedeviceandselectActivateDevice todisplay theActivateDevicewizard.

3. Select Device deployed and IP is reachable.
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4. ClickNext. The Specify Connection Settings dialog box opens. Enter the connection
information:

• Enter the IP Address of the device.

• Enter the device administrator name.

• Enter the device administrator password.

• Enter the device root password.

NOTE: All passwords handled by NSM are case-sensitive.

• Set the connection method to SSH Version 2.

5. ClickNext to display the Verify Device Authenticity dialog box.

6. ClickNext.

7. After NSM autodetects the device, clickNext to activate the device in NSM.

8. ClickUpdate Now to update the configuration on the device with the settings from

themodelled device.

If you do not update the configuration now, you will have to do it manually later by

right-clicking the device and selectingUpdate Device.

Updating the device also pushes the Juniper Networks Recommended policy to the

device.

After update is complete, the device status displays as “Managed”, indicating that the

device has connected and themanagement system has successfully pushed the device

configuration.

Junos Devices

To activate a Junos device (or EX Series virtual chassis) with a static IP address:

1. Check the device configuration state by holding your mouse cursor over the device in

DeviceManager, or by checking the configuration status in DeviceMonitor. The device

configurationstateshoulddisplay “Modeled”, indicating that themanagementsystem

is waiting for the device to connect.

2. Right-click the device and select Activate Device. The Activate Device wizard begins.

3. Select Device deployed and IP is reachable.

4. ClickNext and enter the connection information:

• Enter the IP Address of the security device.

For a Junos device with redundant Routing Engines, provide the IP address of the

master Routing Engine.

• Enter the device administrator name and password.
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NOTE: All passwords handled by NSM are case-sensitive.

5. ClickNext. TheVerifyDeviceAuthenticity dialogboxopens. Thedevicewizarddisplays
the RSA Key FingerPrint information. To prevent man-in-the-middle attacks, you

should verify the fingerprint using an out-of-bandmethod.

6. ClickNext to accept the fingerprint. The Detecting Device dialog box opens.

7. After the wizard displays the autodetected device information, verify that the device

type, OS version, and the device serial number are correct.

8. ClickNext to activate the device in NSM.

9. ClickUpdate Now to update the configuration on the device with the settings from

themodelled device, or click Exit to leave the wizard without updating the device.

If you do not update the configuration now, you will have to do it manually later by

right-clicking the device and selectingUpdate Device.

The Job Information box displays the job type and status for the update. When the

job status displays successful completion, click Close.

After the update is complete, the device status displays as “Managed”, indicating that

the device has connected and themanagement system has successfully pushed the

device configuration.

Devices with Dynamic IP Addresses

Adynamic IP address is an IP address that changes. To add a device that uses a dynamic

IP address, the device must support NACN.

ScreenOS Devices and IDP Sensors

To activate a ScreenOS device or an IDP sensor with an unknown IP address:

1. Check the device configuration state by holding your mouse cursor over the device in

DeviceManager, or by checking the configuration status in DeviceMonitor. The device

configurationstateshoulddisplay “Modeled”, indicating that themanagementsystem

is waiting for the device to connect.

2. Right-click thedeviceandselectActivateDevice. TheActivateDevicewizarddisplays.

3. Select Device deployed, but IP is not reachable.

4. ClickNext. The Specify the connections settings dialog box opens.

5. Specify theFirstConnectionOneTimePassword(OTP) thatauthenticates thedevice.

NOTE: All passwords handled by NSM are case-sensitive.

6. Edit the Device Server Connection parameters, if desired.

7. ClickNext. The Specify device connections characteristics dialog box opens.
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Click ShowDevice Commands to display a list of CLI commands. The commands
enable management and set the management IP address to the Device Server IP

address, enable theManagementAgent, set theUniqueExternal ID, andset thedevice

OTP.

Copy and paste these commands into a text file, and then send the commands to the

device administrator. The device administratormustmake a Telnet connection to the

physicaldevice,paste thecommands,andexecute themtoenableNSMmanagement

of the device.

NOTE: The device administrator can also use a console connection to
execute the commands on the physical device. However, the commands
must be entered three at a time to ensure that the device receives all
commands.

8. ClickOK to dismiss theCommandswindowand complete theActivateDevicewizard.

9. Check the device configuration status by holding your mouse cursor over the device

in Device Manager, or by checking the configuration status in Device Monitor). When

the device connects, the status displays “Update Needed”, indicating that the device

has connected but themanagement system has not pushed the device configuration

yet.

10. Update the device configuration by right-clicking the device and selectingUpdate
Device. The Job Informationboxdisplays the job typeand status for theupdate.When

the job status displays successful completion, click Close.

After the update is complete, the device status displays as “Managed”, indicating that

the device has connected and themanagement system has successfully updated the

device configuration.

Activating a Junos Device

The procedure for activating a device with an unknown IP address is similar for all Junos

devices. This procedure requires specific actions to be taken on the device in addition to

those taken in the NSMUI. In NSM, youmust complete the Activate Device workflow.

Youmust also make sure the device is properly installed and configured with login

credentials for the NSM administrator, and configure the device to connect with NSM.

Finally, you must load themodeled configuration onto the device:

1. Install the device and configure it with logon credentials for the NSM administrator:

a. Connect the device to the network and configure one of the interfaces so that the

device can reach the NSM device server.
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b. Add a user for NSM that has full administrative rights.

2. Activate the device in NSM:

a. In DeviceManager, right-click the device and then selectActivate Device from the

list.

b. In the Activate Device dialog box, select Device is deployed, but not reachable,
and then clickNext.

c. In the Specify Name and Device type dialog box, perform the following tasks:

i. Make a note of the automatically generated Unique External ID for the device.

This ID number represents the device within the management system. The

device administrator will need this ID to configure connectivity between the

device and NSM.

ii. Specify the administrator user name and password for the SSH connection.

This name and passwordmust match the name and password already

configured on the device.

iii. Specify the First Connection One Time Password (OTP) that authenticates the

device. Make a note of this password. The device administrator will need it to

configure the connectivity between the device and NSM.

NOTE: All passwords handled by NSM are case-sensitive.

d. Click Finish to complete the Add Device wizard and include the new device in the

Device Manager list.

e. Verify in the Device List tab that the new device is visible and has the connection

status “Never connected.”

f. Give the unique external ID and the one-time password to the device manager.

3. On the device, configure the device to connect with NSM:

a. Log on to the Junos device.

b. At the command-line prompt, identify the management system by device name,

device ID, and HMAC.

For devices running the 9.0 version of the operating system, use the following

command syntax:
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set system services outbound-ssh application-id <name> secret <string> 
services netconf device-id <external-id from nsm> <NSM device server ip> 
port 7804

For example:

% set system services outbound-ssh application-id nsm-wei secret 123456789
 services netconf device-id abcdef 10.150.42.16 port 7804

For devices running the 9.1 and later versions of the operating system, use the

following command syntax:

set system services outbound—ssh client <name> secret <secret string>
services netconf device-id <external-id from nsm> <nsm device server ip> 
port 7804

For example:

set system services outbound—ssh client nsm—wei secret 123456789
services netconf device-id abcdef 10.150.42.16 port 7804

c. Establish the SSH connection with the network management system.

• For a gateway or router with a single Routing Engine, or for a single EX Series

switch:

#  commit

• For an EX Series virtual chassis, an SRX virtual chassis or for a gateway or router

with redundant Routing Engines:

#  commit synchronize

Synchronizing the commit operation ensures that NSM connects to the backup

Routing Engine following failover of the master Routing Engine.

The device software initiates the TCP connection toNSMand identifies itself using

the specified device ID and HMAC. The two sides then engage in SSH transport

layer interactions to set up an encrypted tunnel, and NSM authenticates itself to

the device based on user name and password.

d. In the Device List, verify the connection status of the newly added device. The

status changes from “Never connected” to “Up.”

If the configuration status is “platformmismatch,” you selected the wrong device

platformwhen adding the device into NSM. Delete the device from NSM and add

it again using the correct device platform.
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If the configuration status shows “device firmware mismatch,” you selected the

wrongmanaged OS version when adding the device into NSM. Delete the device

from NSM and add it again using the correct managed OS version.

4. InNSM, validateconnectivitywith thedevice, and thenupdate thedeviceconfiguration:

a. Check thedevice configuration statusbyholding yourmousecursor over thedevice

inDeviceManager, or by checking the configuration status inDeviceMonitor.When

the device connects, the status displays “Update Needed”, indicating that the

device has connected but themanagement system has not yet pushed the device

configuration.

b. Update the device configuration by right-clicking the device and selectingUpdate
Device. The Job Information box displays the job type and status for the update.
When the job status displays successful completion, click Close.

Using Rapid Deployment (ScreenOSOnly)

Rapid Deployment (RD) enables deployment of multiple security devices in a large

network environment with minimal user involvement. RD is designed to:

• Simplify the deployment of firewall devices in nontechnical environments.

• Minimize device staging or technical staff required at the deployment site.

• Enable secure and efficient deployment of a large number of firewalls.

• Bring new security devices under NSMmanagement for initial configuration.

RD is supported on the following security devices:

ns5GTadslwlan-Home-Work

ns5GTadslwlan-Trust-Untrust

ns5GTwlan-Combined

ns5GTwlan-Dmz-Dual-Untrust

ns5GTwlan-Dual-Untrust

ns5GTwlan-Extended

ns5GTwlan-Home-Work

ns5GTwlan-Trust-Untrust, ns5XP

ns5XT-Combined

ns5XT-Dual-Untrust

ns5XT-Home-Work

ns5XT-Trust-Untrust

nsHSC-Home-Work

nsHSC-Trust-Untrust

ns204

ns208

ns25

ns50

ns5GT-Combined

ns5GT-Dmz-Dual-Untrust

ns5GT-Dual-Untrust

ns5GT-Extended

ns5GT-Home-Work

ns5GT-Trust-Untrust

ns5GTadsl-Extended

ns5GTadsl-Home-Work

ns5GTadsl-Trust-Untrust

ns5GTadslwlan-Extended

RD typically involves two people: The NSM administrator, who creates the necessary

device configuration for the new firewall devices in the NSMUI, and the onsite

administrator, who enables the firewall device to contact NSM for configuration.
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The NSM administrator performs the following tasks in the NSMUI:

1. Adds a device to the UI.

2. Creates a device configuration with specific or template-driven values.

3. Enters the basic information that defines howa security device can contact your NSM

Device Server.

4. Generates a small, static command file called a configlet.

5. Saves theconfiglet in auser-defineddirectory, usingemail, CD, or another out-of-band

method.

6. Sends the configlet file to the onsite administrator, who installs the configlet on the

security device at its physical location.

7. After the onsite administrator installs the configlet and the device has successfully

connected to the management system, the NSM administrator installs the modeled

device configuration on the physical device.

The onsite administrator works locally, at the physical device and performs the following

tasks:

1. Installs the configlet on a locally connected device.

2. Runs the Rapid DeploymentWizard.

The RDwizard uses the information in the configlet to establish and authenticate a

secure connection to the NSM Device Server, enabling NSM to begin managing the

device.

NOTE: Youcannotactivatedevices in transparentmodeusingaconfiglet.

After the security device has connected to NSM, the NSM administrator canmanage the

device exactly like any other security device in NSM.

NOTE: If you delete the security device from the NSM system and then add
the device again, youmust also re-create the configlet and install it on the
physical device.

To use rapid deployment:
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• The device must be running ScreenOS 5.x or later release.

• The device must use default factory settings.

• The device must be able to reach the Internet using a static IP address, an IP address

assigned with PPPoE, PPPoA, or DHCP.

• The device must bemodeled in NSM system. For details onmodeling a device, see

“Modeling a Device” on page 134.

After you havemodeled the device in the management system, you can track its status

using the Device Monitor. Check the device configuration status by holding your mouse

cursorover thedevice inDeviceManager, orbychecking theconfigurationstatus inDevice

Monitor. The status should display “Modeled”, indicating that the management system

hasmodeled the device, but the device is not activated and has not connected.

The following sections provide details about each stage. For details about modeling,

creating configlets for multiple devices, and activating multiple devices at one time, see

“Adding Many Devices Using CSV Files” on page 181.

• Creating the Configlet on page 144

• Installing the Configlet on page 147

• Updating the Device Configuration on page 149

Creating the Configlet

After you have created a device configuration for the undeployed device, you are ready

to activate the device and create the configlet.

1. Right-click thedeviceandselectActivateDevice. TheActivateDevicewizardappears.

2. Select Device Deployed, but IP is not Reachable, and then clickNext.

3. Select Initialize Device Using Configlet.

4. ClickNext.

• Specify the First Connection One Time Password that authenticates the device.

NOTE: All passwords handled by NSM are case-sensitive.

• The wizard automatically selects the interface on the device that will connect to

the NSMmanagement system. This interface is determined by the device platform

and cannot be changed.

• Select theDeviceServerconnection.Use thedefault settings toconfigure thedevice
to connect to the NSM Device Server IP address and port. Use a MIP to configure

the device to connect to the NSM Device Server through amapped IP address and

port.

• ClickNext.

5. Specify the connection setting on the device:
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• For devices with static IPs, you can predefine the IP address, mask, and gateway,

orask theonsiteadministrator tospecify this informationduringconfiglet installation.

• Fordevices thatuseDHCP, theconfiglet automatically handles IPassignmentduring

installation.

• For devices that use a PPPoE connection to the Internet, you can predefine the user

name and password, or ask the onsite administrator to specify the user name and

password during configlet installation.

NOTE: All passwords handled by NSM are case-sensitive.

• For devices that use a PPPoA connection to the Internet, you can predefine the

following ADSL parameters:

• VPI/VCI Pair. The Virtual Path Identifier and Virtual Channel Identifier (VPI/VCI)

identify the virtual circuit on the DSLAM.

• Multiplexing Mode, also known as the ATM encapsulation method. The

multiplexingmodedefineshowtheADSL interfacehandles themultipleprotocols

on the virtual circuit. Your service provider must tell you the type of multiplexing

used on the ADSL line.

Virtual Circuit (VC)-basedmultiplexing carries each protocol over a separate

ATM virtual circuit.

Logical Link Control (LLC) carries several protocols to be carried on the same

ATM virtual circuit. This option is the default for the ADSL1 interface on the

NetScreen-5GTADSL security device.

• RFC1483 Protocol Mode. RFC 1483 describesmethods of transporting bridged or

routed protocol data units (PDUs) over AAL5 links.

Bridged PDUs do not require the overhead of IPSec processing, thus allowing

more usable bandwidth to be available for data traffic. Because non-IPSec traffic

is not secured at the IP packet layer, you should use thismode only with a private

virtual circuit (the service provider assigns a static IP address for the ADSL

interface).

Routed PDUs enable the NetScreen-5GT ADSL device to exchange routing

information with another router through the ADSL interface.

• ADSL Operating Mode. The operating mode defines the physical line attributes

for the ADSL interface.

AutoDetect (defaultmode)enables theADSL interface toautomaticallynegotiate

the operating mode with the service provider DSLAM.

ANSI T1.413 Issue 2 Mode

ITU G.992.1 Mode enables the ADSL interface to use the International

TelecommunicationsUnion (ITU)G.dmtstandard,which supportsminimumdata

rates of 6.144 Mbps downstream and 640 Kbps upstream.
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G.Lite Mode enables the ADSL interface to use the ITU 992.2 standard, which

supportsmaximumdata ratesof 1.536Mbpsdownstreamand512Kbpsupstream.

Alternatively, you can ask the onsite administrator to specify these parameters

during configlet installation.

• If you don’t know the ISP environment or the environment has location-specific

networking requirements, prompt the onsite administrator to configure the ISP

environment during configlet installation.

6. Specify the password for the configlet, or use the default device password (which is

netscreen).

7. Specify Device User Name and password, or use the default administrator name and

passwords for the device.

8. Check Restrict the use of the configlet to the current device to install the configlet
only on a device with the specified serial number.

9. ClickNext to display the decoded configlet. To see the encoded configlet, click the
RawConfiglet tab.

10. Click Save to save the configlet (configlet files automatically use the format .cfg).

NOTE: You cannot edit a configlet file directly. Tomake changes to the
information in a configlet file, run theActivateDevicewizard to regenerate
the configlet.

11. Click Finish to close the Activate Device wizard.

12. Send theconfiglet to theonsite administrator usingemail, CD, or another out-of-band

method.

Theonsite administratormust complete the configlet installationprocess and thedevice

must successfully connect to themanagement systembefore you can update the device

with the modeled configuration.

For help with the configlet installation process, the onsite administrator can refer to the

Rapid Deployment Getting Started Guide. This guide provides step-by-step instructions

for connecting a security device to the network, preparing the device to use a configlet,

and installing and running the configlet.

Youcan track theconnectionstatusof thedevice todeterminewhenthedeviceconnects.

Check the device configuration status by holding your mouse cursor over the device in

Device Manager, or by checking configuration status in Device Monitor.

• Before the device connects, the status displays “Waiting for 1st Connect”, indicating

that the management system hasmodeled and activated the device, but the device

has not connected.

• After the onsite administrator has installed the configlet, the device automatically

connects to the management system and the status displays “Update Needed”,
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indicating that the device has connected but the management system has not yet

installed the modeled device configuration.

Installing the Configlet

The onsite administrator performs RD in two stages:

• Preparing the security device

• Installing the configlet

The following sections detail each stage. For detailed, step-by-step instructions on

installing the configlet, see the Rapid Deployment Getting Started Guide.

Preparing the Device

Before you install the configlet, you must prepare the security device:

1. Connect the device to your network. For details on connecting the device, see the

user’s guide that came with your security device.

2. Connect a standalone computer, such as a laptop, to the device's eth1 port.

• To connect directly to the device, use a crossover cable.

• To connect to the device over a hub or switch, use a straight-through cable.

If yourdevicehasauto-sensingports, youcanuseany typeofEthernet cable toconnect

to the device.

3. Change the IP address of the standalone computer to 192.168.1.2 and the default

gateway to 192.168.1.1. To changean IP address, see your computer’s operating system

documentation.

4. Ensure that the device is using the factory default settings.

• RDworks with the factory default settings of all security devices running ScreenOS

5.x or a later release. If the device does not use the factory default settings, you

cannot use RD (theWebUI cannot load the configlet).

• To restore the factory defaults on the firewall device, see the user’s guide that came

with your security device.

5. Ensure that the Status LED on firewall device displays green.

Installing the Configlet

NOTE: During the configlet installation process, you cannot edit the device
configuration.

To install the configlet:
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1. Save the configlet on the standalone computer that you connected to the security

device.

2. In aWeb browser, enter the IP address of the trust interface on the security device as

192.168.1.1. The Rapid DeploymentWizard appears.

3. Select Load configlet file and browse to the location of the saved configlet file. Click
Next.

The RDWizard opens the configlet, authenticates the integrity of the configlet, and

decrypts the configlet. If the configlet is valid, the RDWizard uses the configlet

information to prepare the security device for NSMmanagement.

4. If prompted, enter the configlet password and clickNext. The configlet password is
given to you by the NSM administrator who sent you the configlet file. ClickNext.

5. Confirm or enter the ISP information. The ISP information describes the ISP

environment in which the device is deployed. If the NSM administrator included ISP

information in the configlet, the RDWizard displays that information. Ensure that all

information is correct.

If the NSM administrator did not include ISP information or included only partial

information, youmust complete the ISP environment for the device:

• If your firewall device uses DHCP to obtain an IP address from the network, select

Using cablemodem (Dynamic IP via DHCP).

• If your firewall device uses a PPPoE connection to the Internet, selectUsing DSL
modem(Dynamic IPviaPPPoE). Enter theusernameandpassword for yourPPPoE
account.

• If your firewall device uses a static IP address, selectUsing ISP-supplied Settings
(Static IP) and enter the IP address, Netmask, and Gateway for the firewall device.

• If your security device uses a PPPoA connection to the Internet (available on

NetScreen-5GTADSLdevices), selectPPPoA. Enter themultiplexingmode,VCI/VPI
pair, Multiplexing mode, RFC1483 Protocol mode, and the ADSL operating mode

for your PPPoA account.

6. ClickNext to initiate the connection to NSM.

The security device connects to the NSM Device Server. During this first connection,

the device and the NSM Device Server exchange authentication information. After

NSM authenticates the connection and saves the device public key, it sends a

confirmation message to the device, which displays the message in the RDWizard.

NOTE: For security, after the first successful connection, the security
device erases the one-time-password (OTP) frommemory.

7. Click Close to exit the RDWizard.

The NSM administrator can now configure the device using NSM.
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NOTE: If the configlet installation process fails, youmust reset the device
to factory defaults. For details, see the user’s guide that camewith the
security device.

Updating the Device Configuration

After the onsite administrator has installed the configlet, the device has successfully

connected to the management system, and the NSM administrator has modeled the

device configuration, you can install the modeled device configuration on the physical

device:

1. Ensure that the device is connected by viewing the device status. Check the device

configuration status by holding your mouse cursor over the device in Device Manager,

or by checking theconfiguration status inDeviceMonitor. Ensure that the configuration

status for the device displays “Update Needed”, which indicates that the device has

connected but the management system has not updated the device configuration

yet.

2. Update the device configuration by right-clicking the device and selectingUpdate
Device. The Job Information box displays the job type and status for the update;when
the job status displays successful completion, click Close.

After update is complete, the device status displays as “Managed”, indicating that the

device has connected and themanagement systemhas successfully updated the device

configuration.

Summarize Delta Configuration

NSM allows you to perform the command Summarize Delta Config on a device before
you update the device. You can cancel theUpdate Device directive as well as save the
SummarizeConfigoutput.TheUpdateDevicehas the following twophases:Summarize
Delta Config and Update Device.

Users canchange thedefault to combine these twophases so that thedelta configuration

summary is automatically performed before the device is updated and the results are

used to update the device as an optimization. During this combined operation, both

results (Delta Config and Update Device) are available to you by selecting View Device
Delta Config, if you have the appropriate administrator rights. Otherwise, you can still
update the device, but you cannot run Summarize Delta Config.

Example: User Successfully Selects andUpdates TwoDeviceswith Delta Option

1. In the main navigation tree, select DeviceManager > Devices.

2. From the Device Manager launchpad, selectUpdate Device to open the Update
Device(s) dialog box, listing all connected andmanaged devices.

3. Select two devices you want to update.

4. Select Run Summarize Delta Config (if deselected), and then click Apply Changes.

NSM displays the delta configuration results for both devices.
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5. ClickUpdate.

6. Close the Job Information window and select JobManager from themain navigation

tree.

7. SelectUpdate Device to see the update device job results for both devices.

Example: User Selects Two Devices with Delta Option and One Device Fails

1. In the main navigation tree, select DeviceManager > Devices.

2. From the Device Manager launchpad, selectUpdate Device to open the Update
Device(s) dialog box, listing all connected andmanaged devices.

3. Select two devices you want to update.

4. Select Run Summarize Delta Config (if deselected), and then click Apply Changes.

NSM displays the delta configuration results. One device succeeded and the other

device failed.

5. ClickUpdate.

6. Close the Job Information window and select JobManager from themain navigation

tree.

Only the device that passed delta configuration is updated.

Example: User Selects Two Devices to UpdateWithout the Delta Option

1. In the main navigation tree, select DeviceManager > Devices.

2. From the Device Manager launchpad, selectUpdate Device to open the Update
Device(s) dialog box, listing all connected andmanaged devices.

3. Select two devices you want to update.

4. Deselect Run Summarize Delta Config (if selected), and then click Apply Changes.

NSM displays the updated device job results for both devices.

Example: User Selects Two Devices to Update with the Delta Option, But Has no
Admin Privileges

1. In the main navigation tree, select DeviceManager > Devices.

2. From the Device Manager launchpad, selectUpdate Device to open the Update
Device(s) dialog box, listing all connected andmanaged devices.

3. Select two devices you want to update.

4. Select Run Summarize Delta Config (if deselected), and then click Apply Changes.

NSM displays the delta configuration results for both devices.
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Adding Vsys Devices

A Virtual System (vsys) is a virtual device that exists within a physical security device.

The vsys device functions as a completely separate security device. The physical device,

called the root device, can containmultiple vsys devices. The following Juniper Networks

security devices can be root devices:

• NetScreen-500

• ISG1000

• ISG2000

• NetScreen-5200

• NetScreen-5400

Placing the Root Device in a Global Domain or a Subdomain

Before youbegin importingormodelinga rootdevice, determinewhere youwant toplace

the vsys devices:

• To add vsys devices in the global domain and one or more subdomains, add the root

device to the global domain.

• To add vsys devices in a single subdomain, add the root device to that subdomain.

An example is shown in Figure 35 on page 152.
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Figure 35: Connecting Vsys Devices Across Domains

Importing Vsys Devices

Importing vsys devices is a two-stage process:

• Import the root device—To import the root device, use the Add Device wizard to add

the root device to the appropriate domain. For details, see “Importing Devices” on

page 114.

• Import the vsys devices—To import a vsys device, use the Add vsys wizard to add the

vsys device. If you are adding multiple vsys devices to the same domain, you can add

them all at once.

To import a vsys device:

1. From the domain menu, select the domain that contains the root device.

2. In Device Manager, select Devices.

3. Click the Add icon and select vsys Device. The Add Device wizard appears.

• Select the root device for the vsys.

• Select a color to represent the vsys in the UI.
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• Select Import Existing Virtual System FromPhysical Device.

4. ClickNext. Select the domain in which to import the device.

5. ClickNext. Select the vsys devices to import:

• Use SELECT ALL to import all vsys devices from the root device.

• Use SELECT NONE to clear all checked vsys devices.

6. Click Finish to complete the Add Device wizard. NSM automatically imports the

selected vsys configurations, and the new vsys devices appear in the Device Manager

list.

7. To check the device configuration status, mouse over the vsys in Device Manager, or

check the configuration status in Device Monitor:

• The status message “Waiting for 1st connect” might appear briefly.

• After the vsys connects, the status displays “Import Needed”, indicating that the

vsys has connected but the management system has not imported the vsys

configuration yet.

To view the imported configuration, double-click the vsys in Device Manager.

To check the vsys configuration status, mouse over the vsys device in Device Manager,

or check the configuration status in Device Monitor. The device status displays as

“Managed, In Sync”, indicating that the vsys has connected and themanagement system

has successfully imported the vsys configuration.

Modeling Vsys Devices

Modeling vsys devices is a two-stage process:

• Import or model the root device.

Use theAddDevicewizard toadd the rootdevice to theappropriatedomain. Fordetails,

see “Importing Devices” on page 114 or “Modeling Devices” on page 133.

• Model the vsys device.

Use the Add vsys wizard to add the vsys device. You canmodel a vsys on an imported

or modeled root device; however, you cannot update the vsys device configuration

until you have first activated the root device. Youmust model one vsys device at a

time.

Tomodel a vsys device:

1. From the domain menu, select the domain that contains the root device.

2. In Device Manager, select Devices.

3. Click the Add icon and select vsys Device. The Add Device wizard appears.

• Select the root device for the vsys.

• Select a color to represent the vsys in the UI.
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• SelectModel Virtual System / Virtual SystemCluster Device.

4. ClickNext to specify the Virtual System information:

• In the NSM vsys Name field, enter a name for the vsys device. This name identifies

the vsys device in the NSMUI. The name can contain letters, numbers, spaces,

dashes, and underscores.

• In the ScreenOS vsys Name field, enter a name for the vsys device. This name is

stored in the root device. The name can contain letters and numbers and can be no

longer than 20 characters.

• In the Domain field, select the domain in which to model the device.

The wizard automatically completes the device type, and OS version of the root

device.

5. ClickNext to select the Virtual Router for this device:

• To use the default virtual router in the root device, select Default Vrouter .

• To use a shared virtual router , select Shared Vrouter and select one of the virtual
routers defined on the root device to be shared with vsys devices.

• To use a user-defined virtual routers, selectUser Vrouter and enter the name of a
user-defined virtual router in the root device.

6. ClickNext , and thenclickFinish to complete theAddvsyswizard. Thenewvsysdevice
appears in the Device Manager list.

7. Ensure that the vsys is connectedbyviewing thedevice status. Check theconfiguration

status by holding yourmouse cursor over the device in DeviceManager, or by checking

the configuration status in Device Monitor). Ensure that the configuration status for

the vsys displays “Update Needed”, which indicates that the device has connected

but the management system has not yet updated the device configuration.

8. Update thedeviceconfigurationby right-clicking thevsysandselectingUpdateDevice.
The Job Information box displays the job type and status for the update. When the

job status displays successful completion, click Close.

After the update finishes, the device status displays as “Managed”, indicating that the

device has connected and themanagement systemhas successfully updated the device

configuration.

After you havemodeled the vsys device, create the vsys configuration and update the

device. To check the vsys configuration status, mouse over the vsys device in Device

Manager, or check the configuration status in Device Monitor. The device status displays

as “Managed”, indicating that the vsys has connected and themanagement system has

successfully updated the vsys configuration.

Adding L2V Root Systems

The NetScreen-5000 series security devices running ScreenOS 5.0 L2V also support

vsys transparent mode, also known as layer 2 vsys, or L2V vsys. The VLAN Trunk vsys

mode and the L2Vmode are mutually exclusive; youmust enable one or the other on

the root system:
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• Whenmodeling an L2V root, ensure that the ScreenOS version is set to 5.0L2V and

the operating mode is set to Transparent. By default, the root system is modeled as a

neutral vsys, enabling you to configure the system in either L2V or VLAN Trunk mode.

• When importing an L2V root:

• If the device is in transparent mode with L2V enabled, NSM imports those settings

and creates the device in L2Vmode.

• If the device is in transparent mode with L2V disabled, NSM creates the device in

neutral vsys mode. You can use the NSMUI to configure the device in VLAN or L2V

mode.

• If the device is in transparent mode with VLAN trunk enabled, NSM imports those

settingsandcreates thedevice inVLANmode. In thismode, youcanaddvsysdevices

to the root system, but you cannot import VLAN IDs to those vsys devices.

NOTE: As of Release 2007.3, NSM supports L2V on ISG1000 devices
running ScreenOS 6.0 and later. L2V is still supported on ISG2000 and
later.

Fordetails onconfiguring thesevsysmodes, seeNetworkandSecurityManagerConfiguring

ScreenOS and IDP Devices Guide.

Adding an Extranet Device

An extranet device is a firewall or VPN device that is not a Juniper Networks security

device. If you use devices frommultiple manufacturers, you can add extranet devices to

NSM to represent your heterogeneous network environment. After you have added the

extranet device to the NSMUI, you can use the device in groups, security policies, and

VPNs.

To add a new extranet device in Device Manager, click the Add icon and select Extranet
Device. The Extranet Device dialog box appears. Enter the extranet device information:

• Name—Enter the nameof the extranet device. The namecan contain letters, numbers,

spaces, dashes, and underscores.

• Color—Select the color that represents the extranet device in the NSMUI.

• IP Address—Enter the IP Address of the extranet device

ClickOK to add the extranet device to NSM.

Adding Clusters

A cluster consists of multiple devices joined together in a high availability configuration

toensurecontinuednetworkuptime.Thedeviceconfigurationsaresynchronized,meaning

all cluster members share the same configuration settings, enabling a device to handle

traffic for another if one device fails.

Adding a cluster is a two-stage process:
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1. Add the cluster device object.

2. Add themembers of the cluster to the cluster device object.

NOTE: When importing cluster members, ensure that their device
configurations are synchronized.

Adding a Cluster Device Object

Adding a cluster device object uses a similar procedure for every supporteddevice family:

1. In the Device Manager, click Devices and click the Add icon.

2. In the drop-downmenu, select Cluster, and enter the cluster information:

a. Cluster Name—Enter a name for the cluster.

b. Color—Select a color to represent the cluster.

c. OS Name—Choose the OS name that identifies the family of devices.

d. Platform—Select the device platform for all cluster members.

e. (Some ScreenOS devices only) Mode—Select the Port mode. See “Determining

Port Mode (ScreenOS Devices Only)” on page 106.

f. Managed OS version—Select the OS version that is to run on eachmember of the

managed cluster.

g. (ScreenOS only) Transparent Mode—Enable transparent mode, if desired.

h. (Some ScreenOS only) License Model—Specify baseline or advanced.

3. ClickOK to create the cluster object.

The cluster device object appears in the device tree.

AddingMembers to the Cluster

After creating the cluster object, add themembers of the cluster. In Device Manager,

select Devices, right-click the Cluster device, and then selectNew > Cluster Member.
The Add Cluster Member wizard appears. Follow the instructions in the wizard to import

or add a new cluster member.
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Adding ScreenOS or IDP Clusters

To add a ScreenOS or IDP cluster, first add the cluster object as described in “Adding

Clusters” onpage 155.Next, addeachclustermember either by importingor bymodeling:

• When importingclustermembers, first ensure that their configurationsaresynchronized.

Next, right-click the cluster icon in the Device Manager and selectNew> Cluster
Member form the list and select the appropriate options to import the device

configurations from each physical cluster device member.

• Whenmodelingaclustermember, ensure thatbothclustermembershavebeenadded

to the cluster device object before configuring the cluster.

By default, the cluster propagates settings made in one device member to the other

device member. However, the following settings are not propagated andmust be

configured on each device in the cluster: VSD group, VSD priority, authentication and

encryption passwords, managed IP addresses, and IP tracking settings. All other

commands are propagated among devices within the cluster.

For details on creating and configuring a ScreenOS cluster, see Network and Security

Manager Configuring ScreenOS and IDP Devices Guide.

To create a cluster that includes an existing device (with an existing configuration and

security policy) and a new device (with no configuration or security policy), you should:

1. Create the cluster.

2. Add the existing device by importing. The Add DeviceWizard automatically imports

the device configuration.

3. Add the new device by modeling.

4. When the device is ready, activate the device.

Adding Secure Access or Infranet Controller Clusters

To add a Secure Access or Infranet Controller cluster in NSM, you add the cluster and

then add eachmember. Adding amember is similar to adding a standalone device.

Secure Access clusters and Infranet Controller clusters can be configured by the device

administrator to operate in active/passive mode or in active/active mode. Clusters in

active/passive mode are made up of a primary member and a secondary member. All

traffic flows through theprimarymember. If theprimarymember fails, then the secondary

member takes over.

In active/activemode, traffic is load-balancedacrossall clustermembers. If onemember

fails, then load balancing takes place among the surviving members.

Thenumber ofmembers permitted in a cluster is different for SecureAccess and Infranet

Controller clusters, andalsodependsonwhether thecluster is configured inactive/active

mode or in active/passive mode. You can have nomore than two cluster members in

active/passivemode. In active/activemodeyoucanhaveup toeightmembers inaSecure

Access cluster, or up to four members in an Infranet Controller cluster.
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Before you can activate a cluster member in NSM, the device administrator must have

already created the cluster and added, configured, and enabled the physical cluster

member. See the Secure Access Administration Guide or the Unified Access Control

Administration Guide for details on creating and configuring these clusters.

Secure Access or Infranet Controller devices configured in a cluster must have a cluster

object andmember objects defined in NSM before Secure Access or Infranet Controller

cluster nodes can be recognized by NSM. Nodes from this cluster that subsequently

contactNSMwill be representedby fully functionalmember icons in theClusterManager.

ClustermemberswhoseNSMagentsdonotcontactNSMwill bedisplayed inNSMdevice

monitor as unconnected devices.

Secure Access or Infranet Controller devices use member IDs to identify each cluster

member object.When importing clustermembers, themember ID is imported as part of

the cluster, so the Add Cluster Member wizard does not prompt for the member ID.

To add a Secure Access or Infranet Controller cluster to NSM, first add the cluster object,

and then add its members. You add cluster members one at a time, in a similar manner

toaddingstandalonedevices.Youcanaddand importdeviceswithdynamic IPaddresses.

NSM does not support importing Secure Access or Infranet Controller cluster members

with static IP addresses.

NOTE: Adding a cluster and adding a cluster member have no effect on the
cluster itself. The cluster and cluster members must already exist.

Once a Secure Access or Infranet Controller cluster is managed by NSM, subsequent

changes applied to the cluster by NSMwill be synchronized by the cluster across all

cluster members. Similarly, changes to Secure Access or Infranet Controller cluster

membership that occur via administrator action on the native device UI will be reflected

back to NSM, and NSMwill display the modified cluster.

Foranexamplesofaddingclusters inNSM, see “Example:Addingand ImportingaCluster”

on page 163.

Adding and Importing a Secure Access or Infranet Controller Cluster through
UnreachableWorkflow

If the cluster is already installed and configured on the network, then you can add and

import that cluster into NSM.

1. On each cluster member device, configure NSM administrator logon credentials.

2. In NSM, add the cluster object using the Add Cluster wizard.

In the Device Manager, select Devices, click the Add icon and select Cluster from the

list. Provide the cluster name, color of the icon, OS name, platform, andmanaged OS

version. The OS name, platform, and OS version must match those on the physical

devices.
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3. In NSM, add each cluster member.

Right-click the cluster icon in the DeviceManager, selectNew>ClusterMember, and
follow the instructions in the Add Cluster Member wizard. When prompted, select

Device Is Not Reachable to add an existing device with a dynamic IP address.

The last step in adding the cluster member prompts you to continue adding cluster

members. Select this option if you havemore members to add; unselect it if you are

done adding members.

4. On each cluster member device, configure and activate the NSM agent and establish

an SSH session with NSM.

5. Import the cluster.

In the Device Manager, open the cluster icon, right-click on one cluster member and

select Import Device from the list. You do this only once and for the entire cluster

because the configuration is identical for all cluster members.

After importing, the configuration appears at the cluster level in NSM. To edit the

configuration, open the cluster icon, not the individual cluster members.

Because Secure Access and Infranet Controller configurations can be large, some large

binary data files are not imported with the rest of the configuration. A stub is placed in

the device configuration tree instead. If you need tomanage these files in NSM, youmust

import them later as shared objects, and then create links to those shared objects from

the device configuration tree. See “Managing Large Binary Data Files (Secure Access and

Infranet Controller Devices Only)” on page 289 for details.

Adding and Importing a Secure Access or Infranet Controller Cluster through
ReachableWorkflow

To add a cluster member:

1. From the left pane of the NSMUI, click Configure.

2. Expand Device Manager and select Devices. The Devices workspace appears on the
right side of the screen.

3. Click theDeviceTree tab, andselect thecluster towhichyouwant toadd themembers.

4. Click theNew button and select Cluster Member. The New–Cluster Member dialog
box appears.

5. Enter the cluster member name, select Device Is Reachable and clickNext.

6. Specify the device connection settings:

• IP Address—IP address of the device.
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• Admin User Name—Administrator user name created for the device.

• Password—Administrator password created for the device.

NOTE: The ssh port number for cluster member is 22 by default and the
port number cannot bemodified.

7. ClickNext, The device is detected and the device details are displayed.

8. Enter a new name for the device in Device Name to change the host name of the
device. An error message is displayed if the device name is not unique.

9. Click Finish to add the clustermember to the NSMGUI. The clustermember is added

as a child of the device cluster in the Devices workspace.

Adding Clusters of Routers Running Junos OS

You can use NSM tomanage clusters made up of J Series or SRX Series devices. You

cannot create clusters of EX Series, M Series, or MX Series devices.

J Series and SRXSeries clusters have twomembers; a primarymember and a secondary

member. You import a configuration for the entire cluster from the primarymember. You

need to import the configuration only once because both members share the same

configuration file. Similarly, to update the configuration on the cluster, you need to push

the configuration to only the primary member.

To configure local data for one cluster only, youmust use a configuration groupdedicated

to that purpose. See “Configuring Devices” on page 199 for details.

To add a cluster of J Series or SRX Series devices to NSM, you use the Add Cluster wizard

as for any other cluster type, and provide a cluster name, a color for the icon in NSM,

supply Junos as the name of the operating system, J Series as the Junos OS Type, a

platform name, andmanaged OS version.

Youaddclustermembersoneata time, inasimilarmanner toaddingstandalonedevices.

You can add and import devices with dynamic or static IP addresses, or you canmodel

devices that have not yet been configured.

When adding amodeled device, you are asked to provide amember ID. Onemember of

the cluster should bemember 0 and the other member 1. These member IDs allow

configuration groups to distinguish between the two clustermembers, thereby providing

local configuration data in a configuration group dedicated to member 0, and local

configuration data in another configuration group dedicated to member 1.

When importing cluster members, the member ID is imported as part of the cluster, so

the Add Member workflow does not prompt for this information.
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TheAddClusterMemberwizardworkflowdiffersdependingonwhether youare importing

a cluster member or modeling a cluster member. Outline procedures are given here. For

examples of adding clusters in NSM, see “Example: Adding and Importing a Cluster” on

page 163and “Example:Creating,Activating, andUpdatingaClusterwithModeledCluster

Members” on page 166.

• Adding and Importing a Junos Cluster on page 161

• Adding a Junos Cluster with Modeled Cluster Members on page 162

• Activating and Updating a Modeled Junos Cluster on page 162

Adding and Importing a Junos Cluster

If the cluster is already installed and configured on the network, then you can add and

import that cluster into NSM.

1. On each cluster member device, configure NSM administrator logon credentials.

2. In NSM, add the cluster object.

In the Device Manager, selectDevices, right-click in the right window, and selectNew
> Cluster from the list. The New Cluster dialog box appears.

3. Enter the cluster name and color of the icon. Select Junos as theOS name and J/SRX
Series as the Junos OS Type. Specify the platform andmanagedOS version and click

OK. The Junos OS type, platform, and OS version must match those on the physical
devices.

4. In NSM, add each cluster member.

Right-click the cluster icon in the DeviceManager and selectNew>ClusterMember.
The New–Cluster Member dialog box appears.

5. Enter the cluster member name, select Device Is Reachable (i.e. Static IP Address),
and clickNext.

6. Specify the device connection settings:

• IP Address—IP address of the fxp0 interface.

• Admin User Name—Administrator username created for the device.

• Password—Administrator password created for the device.

7. ClickNext.

NOTE: NSM automatically detects an SSH key of the Junos OS device.
Ensure that NSM can reach the device, SSH and NETCONF SSH are
enabled on the device, and no firewall disrupts the communication.
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8. ClickNext to accept the device SSH key.

9. Enter the device name. After NSM autodetects the device, clickNext.

10. Click Finish to import the device.

Adding a Junos Cluster with Modeled Cluster Members

When adding amodeled cluster member, you need only provide amember name. The

modeledmember must be activated later when the device is ready, just as for the

standalone device. At that point, you provide the remaining information necessary for

managing the device through NSM, such as the first connection one-time password, the

NSM administrator username and password, and the Device Server IP address.

To add a cluster with modeled cluster members:

1. In NSM, add the cluster object using the Add Cluster wizard.

In the Device Manager, selectDevices, click the Add icon, and select Cluster from the

list. Provide the cluster name and color of the icon. Select Junos as the OS name and
J/SRX Series as the Junos OS type. Provide the platform name andmanaged OS

version.

2. Add each cluster member.

Right-click the cluster icon in the DeviceManager and selectNew>ClusterMember,
and follow the instructions in theAddClusterMemberwizard.Whenprompted, select

Model Device.

Adding amodeled cluster member is similar to adding amodeled standalone Junos

device, except that youmust specify a member ID, and you also have the option of

adding a secondmodeled cluster member within the same workflow. You can add

the second cluster members later if you prefer.

After creating the cluster andmember objects, you can thenmodel the configuration.

Configuration modeling is done at the cluster level, because the configuration must be

identical in both cluster members. Use the configuration groupmechanism to configure

any member-specific data. See “Configuring Devices” on page 199 for details about

configuring clusters and configuration groups.

Activating and Updating aModeled Junos Cluster

After modeling a cluster configuration, youmust perform the following steps to activate

and update the cluster before you canmanage it from NSM:

1. Install the cluster.

2. Configure logon credentials for the NSM administrator on each cluster member.

3. In NSM, activate each cluster member.
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In the Device Manager, expand the cluster icon and right-click the cluster member.

Select Activate Device from the list and follow the instructions in the wizard. Select

Device deployed, but IP is not reachable, when prompted.

4. Oneach clustermember, configure and activate theNSMagent and establish anSSH

session with NSM.

5. Push themodeled configuration to the device by right-clicking any cluster member

icon and selectingUpdate Device from the list.

Youneedpush theconfiguration toonly theprimaryclustermember, becausesoftware

on the cluster ensures that both cluster members are synchronized.

Example: Adding and Importing a Cluster

This example adds to NSM a Secure Access cluster that already exists on the network

and imports the configuration into NSM. The cluster in this example has twomembers:

SA-1 and SA-2. Adding and importing a cluster consists of three major steps:

• Adding the Cluster on page 163

• Adding the Cluster Members on page 164

• Importing the Cluster configuration on page 165

Adding the Cluster

Add a new cluster to NSM as follows:

1. Select DeviceManager > Devices, and then click the Add icon and select Cluster
from the list.

The Add Cluster wizard starts.

2. Enter the cluster-level information into the New Cluster dialog box as shown in

Figure 36 on page 164.
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Figure 36: Adding a Secure Access Cluster

3. ClickOK.

The new cluster appears in the Device Manager.

Adding the Cluster Members

1. On the device itself, configure the cluster member device with logon credentials for

the NSM administrator.

2. Add the cluster member in NSM:

a. In theDeviceManager, right-click on theSA-Cluster icon and selectNew>Cluster
Member from the list.

b. In the New Cluster Member dialog box, enter a name and color for the cluster

member and select Device Is Not Reachable.

c. ClickNext. The Specify OS Name, Version, and Platform screen appears.

d. Specify an IP address for the NSM Device Manager server, or accept the default,

and then clickNext.

e. Make a note of theUnique External ID automatically displayed byNSM. The device

administrator will need it later to connect the device to NSM.

f. Enter the NSM username and password configured on the device.

g. Enter a first-connection one-time password, andmake a note of it. The device

administrator will need it to connect the device to NSM.
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h. Check the Keep Adding Cluster Members box to add another cluster member.

The Finish button changes to the Next button.

i. ClickNext and repeat the process for the second cluster member. When you have

finished adding cluster members, leave the Keep Adding Cluster Members box

empty and click Finish.

3. Configure and activate connectivity on each cluster member by performing the

following steps on each cluster member:

a. Open the System > Configuration > NSMAgent screen to add the NSM
management application.

b. In the Primary Server field, enter the IP address of the Device Server.

c. In the Primary Port field, enter 7804.

d. Fill out the BackupServer andBackupPort fields if a high availability Device Server

is configured.

e. In the Device ID field, enter the unique external ID provided by the NSM

administrator.

f. In the HMAC field, enter the one-time password, also provided by the NSM

administrator.

g. Click the Enable button to enable the NSM agent.

h. Click Save Changes.

The device software initiates the TCP connection toNSMand identifies itself using

the specified device ID and HMAC. The two sides then engage in SSH transport

layer interactions to set up an encrypted tunnel, and NSM authenticates itself to

the device based on user name and password.

4. Confirm connectivity in NSM.

Verify that the connection status of the cluster member in the Device List is “Up”.

Importing the Cluster configuration

To import the cluster configuration, follow these steps:

1. From the NSM navigation tree, select DeviceManager > Devices.

2. Right-click SA-Cluster (the cluster name) and select Import Device from the list.
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NSM starts a job to import the configuration. A job window reports the progress of

the job. When the job finishes, the configuration status for each cluster member

changes from “Import Needed” to “Managed”.

Example: Creating, Activating, and Updating a Cluster with Modeled Cluster Members

This example creates and activates a J Series cluster named J-Cluster, with modeled

members J-1 and J-2. The procedure involves four major steps:

Adding the Cluster

1. Select DeviceManager > Devices, and then click the Add icon and select Cluster
from the list.

The add cluster wizard starts.

2. Enter the cluster-level information into the New Cluster dialog box as shown in

Figure 37 on page 166.

Figure 37: Adding a J Series Cluster

3. ClickOK.

The new cluster appears in the Device Manager.

Modeling the Cluster Members

1. Right-click on the cluster icon and selectNew> Cluster Member from the list.

2. In theNewClusterMember dialogbox, enter a nameandcolor for the clustermember,

and select theModel Device radio button.

3. Check the Keep Adding Other Cluster Members box and leave the Member ID as 0.
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Figure 38: Adding the First Member to a J Series Cluster

4. ClickNext to finish adding the first member.

A plus sign appears next to the cluster icon in the Device Manager indicating that the

cluster now hasmembers. The New Cluster Member dialog box re-appears for the

second cluster member, as shown in Figure 35 on page 171.

5. Enter a name and color for the secondmember and selectModel Device,

6. Leave the Keep Adding Other Cluster Members box unchecked.

7. Set the Member ID to 1.

Figure 39: Adding the SecondMember to a J Series Cluster

8. Click Finish.
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If youexpand thecluster icon in theDeviceManager, youwill see thenewclustermembers,

as shown in Figure 36 on page 172.

Figure 40: Cluster Member Icons

Activating the Cluster Members

When the cluster has been properly installed, activate the cluster as follows:

1. Oneachclustermemberdevice, configure logoncredentials for theNSMadministrator,

2. In NSM, activate each cluster member as follows:

a. Expand J-Cluster in the Device Manager to show the icons for each of the cluster

members.

b. Right-click theclustermember icon (J-1)in theDeviceManagerandselectActivate
Device from the list.

c. Click the Device deployed, but IP is not reachable radio button.

d. ClickNext to display the Specify connections setting dialog box.

e. Make a note the Unique External ID. The device administrator will need this ID to

connect with NSM from themember device.

f. Enter the user name and password already set up on the device for the NSM

administrator.

g. Enter a first connection one-time password. The device administrator will need it

to connect with NSM from themember device.

h. Click Finish.

3. Repeat Step 2 for the second cluster member, J-2.
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4. On cluster member J-1, configure and activate the connectivity with NSM.

a. Log on to the J Series router.

b. At the command-line prompt, identify the management system by device name,

device ID, and HMAC:

For devices running the or 9.0 version of the operating system, use the following

command syntax:

set system services outbound-ssh application-id <name> secret <string> 
services netconf device-id <external-id from nsm> <NSM device server ip> 
port 7804

For example:

% set system services outbound-ssh application-id nsm-wei secret 123456789
 services netconf device-id abcdef 10.150.42.16 port 7804

For devices running the 9.1 and later versions of the operating system, use the

following command syntax:

set system services outbound—ssh client <name> secret <secret string>
services netconf device-id <external-id from nsm> <nsm device server ip> 
port 7804

For example:

set system services outbound—ssh client nsm—wei secret 123456789
services netconf device-id abcdef 10.150.42.16 port 7804

c. Establish the SSH connection with the network management system.

%  commit

The device software initiates the TCP connection toNSMand identifies itself using

the specified device ID and HMAC. The two sides then engage in SSH transport

layer interactions to set up an encrypted tunnel, and NSM authenticates itself to

the device based on user name and password.

d. In the Device List, verify the connection status of the cluster member. The status

changes from “Never connected” to “Up.”

• If the configuration status is “platformmismatch,” you selected thewrongdevice

platformwhen adding the device into NSM. Delete the device from NSM and

add it again using the correct device platform.
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• If the configuration status shows “device firmware mismatch,” you selected the

wrongmanagedOS versionwhen adding the device intoNSM. Delete the device

from NSM and add it again using the correct managed OS version.

e. Check thedevice configuration statusbyholding yourmousecursor over thedevice

inDeviceManager, or by checking the configuration status inDeviceMonitor.When

the device connects, the status displays “Update Needed”, indicating that the

device has connected but themanagement system has not yet pushed the device

configuration.

5. Repeat Step 4 for the second cluster member J-2.

Updating the Cluster

After you havemodeled the cluster configuration, you can push the new configuration

to the physical cluster using the Update Device directive.

1. In the NSM navigation tree, select DeviceManager > Devices.

2. Right-click J-Cluster (the cluster icon) and selectUpdate Device from the list.

NSM starts a job that pushes the modeled configuration to the device. A job window

reports the progress. On completion, the configuration status changes from “Update

Needed” to “Managed”.

Adding a Vsys Cluster and Vsys Cluster Members

A vsys cluster is a vsys device that has a cluster as its root device. Adding a vsys cluster

is a three-stage process:

1. Add a vsys device that uses the cluster device as root. For details on adding a vsys

device, see “Adding Vsys Devices” on page 151.

2. Add cluster members to the cluster device, using the instructions in the wizard to

import or add a new cluster member. A vsys cluster can have only twomembers.

3. Add a cluster device object. For details on adding a cluster, see “Adding Clusters” on

page 155. (You addmembers later.)

The UI also creates a vsys cluster member for each vsys device that uses the cluster

as its root device. The vsys cluster member contains local information; the cluster

member contains the global information. Although a cluster can have only two

members, a root vsys device can support more than two vsys devices.

Example: Adding a Vsys Cluster

In this example, you add a vsys cluster with twomembers and two vsys.

1. Add the cluster device:

a. In the main navigation tree, select DeviceManager >Devices.

b. Click the Add icon and select Cluster. The new cluster dialog box appears.
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c. Configure the following information:

• For Name, enter Paris Cluster.

• For OS Name, select ScreenOS/IDP.

• For Platform, select ns5400.

• For OS Version, select 5.1.

d. ClickOK to save the new cluster object.

2. Add cluster members:

a. In themaindisplayarea, right-clickParisClusterandselectNew>ClusterMember.
The New Cluster Member dialog box appears.

b. Configure the cluster members OfficeA and OfficeB as shown in

Figure 41 on page 171.

Asyouaddeachclustermember,NSMautomatically createsboth theclustermember

and the vsys cluster member.

Figure 41: Configuring Cluster Members for Paris Vsys Cluster

3. Add the first vsys device:

a. Click theAdd iconand selectVsysDevice. The newvsys device dialogboxappears.

b. Configure the root as the Paris Cluster device, select a color, and chooseModel
Virtual System/Virtual SystemCluster Device. ClickNext to continue.
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c. Configure theNSMandScreenOSnameasParisV1andselectglobalas thedomain.

ClickNext to continue.

d. Configure the vrouter for the vsys by selectingDefault Vrouter, and then clickNext
to continue.

e. Click Finish to add the new vsys cluster device.

4. Add the second vsys cluster device:

a. Click theAdd iconand selectVsysDevice. The newvsys device dialogboxappears.

b. Configure the root as the Paris Cluster device, select a color, then selectModel
Virtual System/Virtual SystemCluster Device. ClickNext to continue.

c. Configure theNSMandScreenOSnameasParisV2andselectglobalas thedomain.

ClickNext to continue.

d. Configure the vrouter for the vsys as the Default Vrouter, and then clickNext to
continue.

e. Click Finish to add the new vsys cluster device.

In the security device tree, the Paris Cluster (and clustermembers) andParis vsys cluster

(and cluster member) appear as shown in Figure 42 on page 172.

Figure 42: Paris Cluster Members and Paris Vsys Cluster Members

Importing an SRX Series Cluster into NSM

With ScreenOS devices, an HA cluster consists of two independent devices that share

mostpartsofaconfigurationbetweentheminaddition to thesessionstate.NSMmanages

both cluster members individually and sends cluster member-specific configuration

parameters to its appropriate cluster member.
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In contrast, JunosOSclusters consist of twoormoreRoutingEnginesandmultiple fabrics,

which are interconnected to each other and to one big virtual fabric. Individual cluster

members are called nodes.

Junos OS clustering is also called virtual chassis clustering. In a virtual chassis, only one

RoutingEngine is activewhile all others replicate theexact stateof themaster. All Routing

Engines have the same configuration installed, and replication of the configuration is

automatic. Cluster node-specific parameters are configured within the groups

configuration of themaster configuration. All fabrics are active in all chassis at the same

time, and traffic can enter or exit any chassis. Chassis are interconnected through fabric

links.

From a device management perspective, you do not see individual cluster members,

instead you see one virtual device that is defined by the master Routing Engine in the

cluster. When you configure such a cluster from the CLI, you would always connect to

the master Routing Engine.

The following options are available in NSM tomanage SRX Series clusters:

• Cluster mode — A device in cluster mode is imported as a device cluster. With cluster

mode, NSM talks to the fxp0 interface of the Routing Engine. Use cluster mode when

you can reach NSM from both nodes through fxp0.

• Virtual chassis mode — A device in virtual chassis mode is imported as a standalone

device.With virtual chassismode, NSM talks to a payload interface. Use virtual chassis

modewhenyoucan reachNSMonly fromthemasterRoutingEngine throughapayload

interface. Virtual chassis mode is the preferred method when NSM has to cross the

firewall to gain access to the fxp0 interface.

NOTE: Whenyou reconfigureanSRXSeriescluster fromvirtual chassismode
to cluster mode youmust reboot both chassis members before you can
reimport the device in cluster mode to NSM. Otherwise, NSM assumes the
device is in virtual chassis mode. Even a commit fullwill fail.

ActivatingManagement Access

Before you import a device into NSM, you need to activatemanagement access to NSM.

Unlike ScreenOS devices, which are managed through SSH, SRX Series devices are

managed through the JunosOSDMI interface, both inbound, initial contact to the device,

and outbound, after a device has made initial contact to NSM.

Enabling Inbound Access

NSM automatically installs the outbound DMI interface but not the inbound interface.

Unlike ScreenOS devices, where you enable only SSH, for SRX Series devices you need

to enable NETCONF inbound.

To enable the NETCONF inbound, run the following commands:

set system services ssh; 
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set system services netconf ssh;

Importing an SRX Series Device in Cluster Mode

Tomanage each Routing Engine individually you need to configure IP access for each

node. Both fxp0 interfaces need to be reachable by NSM. To use a hovering cluster

address, the fxp0 addresses of both Routing Engines must be in the same network.

The following sample configuration imports a device in cluster mode:

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.1.101/24;

set groups node0 interfaces fxp0 unit 0 family inet address 192.168.1.100/24 
master-only;

set groups node1 interfaces fxp0 unit 0 family inet address 192.168.1.102/24;

set groups node1 interfaces fxp0 unit 0 family inet address 192.168.1.100/24 
master-only;

In this example, address192.168.1.101 is for RE0, 192.168.1.102 is for RE1, 192.168.1.100 is

the cluster address, and 192.168.1.100 is the hovering cluster address that hovers within

the cluster. Talking to the hovering cluster address always gets you themaster on the

line. Unlike ScreenOS, there is no cluster MAC address. Themaster-only keyword under

the groups configuration, as opposed to the fxp0 interface under the general system

configuration, answers ARP requests. It also updates ARP tables through gratuitous

ARPs. NSM speaks individually to both nodes, 192.168.1.101 and 192.168.1.102. CLI

management is done through cluster address 192.168.1.100. However, configuring the

clusteraddresswith themaster-onlykeywordcausesan interruption in thecommunication

with NSMwith every failover of RE0, because each node stops the NSM connection and

restarts the communicationwith a newsource IP. Therefore, youmay considermanaging

the cluster through its individual fxp0 addresses even for CLI management.

Importing an SRX Series Device in Virtual Chassis Mode

The standard way to manage SRX Series devices is with out-of-bandmanagement

access through the fxp0 interfaces. However, SRX Series devices can also bemanaged

through a payload interface. The advantage of virtual chassis mode is that it is entirely

transparent to the operator, or to NSM, whose node hosts the master Routing Engine

while Management traffic can enter any node's fabric and is directed to the master

Routing Engine through the fabric interconnect transparently and automatically. Not all

models support virtual chassis mode.

To enable virtual chassismode on the device, run the following commands in editmode:

root@srx# set chassis cluster network-management cluster-master;

root@srx# set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.100/24; 
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NOTE: In virtual chassismode fxp0 should not be configured. If both devices
can reachNSMthrough fxp0, then thedevice connection status inNSMflaps
every five seconds because both devices are trying to establish a connection
and each new connection terminates the previous one.

Removing Remnants fromPrevious Imports

If the device was previously imported, youmight be unable to import it again after you

deleted the device object from NSM. Even if you were successful, the remnants in the

configuration might have unexpected results. NSM does not detect whether a device

was previously imported or make a new import possible. It simply adds its own

configuration to the one already in place.

In virtual chassis mode, NSM adds its configuration (outbound-ssh) to the general

configuration set system services outbound-ssh. In cluster mode, NSM adds its

configuration outbound-ssh inside the specific node. If you still have outbound-ssh

configured in the general part, neither SRXSeries clustermember canmake contactwith

NSM in cluster mode.

Before you proceed with an import, you need to remove these configurations:

delete groups node 0 system services outbound-ssh

delete groups node 1 system services outbound-ssh 

delete system services outbound-ssh  

Importing the Cluster Member

For clustermode, youmust first import the secondary node and then import the primary

node. If youdo it the otherwayaround, the importwill fail. Node0needs tobe themaster

and node 1 the secondary.

Run the following commands to check the node status:

request chassis cluster failover redundancy-group 0 node 0 

show chassis cluster status redundancy-group 0 node 0  

In clustermode, youmust import the cluster onceagain, after youhaveadded the second

member. Otherwise NSM removes the NSM configuration from the second cluster

member, as it was not present during the first import.

No specific action is required for virtual chassis mode.

175Copyright © 2019, Juniper Networks, Inc.

Chapter 4: Adding Devices



Adding a Blade Server

Ablade server consists of a server chassis, which houses SA/IC/WXCblades. The blades

within the blade server are known as the blade server members, while the CMC/MSC,

which controls the blade server members, is known as themanagement blade. NSM

provides an interface that lets you logically groupandmanage the blade servermembers

under a blade server through amanagement blade.

NOTE: SA is known as Junos Pulse Secure Access Service and IC is known
as Junos Pulse Access Control Service.

Themanagement blade can run on the following MAG-series Junos Pulse gateway

platforms:

• MAG6610

• MAG6611

The blade server members can run on the following platforms:

• MAG-SM160

• MAG-SM361

• MAG-4611

• WXC-590

• WXC-2600

• WXC-3400

The following standalone devices belong to Junos Pulse Gateway platforms:

• MAG-2600

• MAG-4610

NOTE: ThesestandalonedevicescanbeaddedandmanagedbyNSMsimilar
to any other standalone devices.

To add a blade server:

1. In DeviceManager, select Devices.

2. Click the Add icon and select Blade Server. The Add Device wizard appears.

3. Select Device is Reachable (default).

4. ClickNext. The Specify Connection Settings dialog box appears.

5. Enter the following connection information:
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a. The IP address of the blade server.

b. The username of the device administrator.

c. The password for the device administrator.

NOTE: All NSM passwords are case-sensitive.

d. Select the connection method (Telnet, SSH version 1, or SSH version 2) and the
port number for the selected service.

• If you selected Telnet, clickNext and skip to Step 6.

• If you selected an SSH version, clickNext. The Verify Device Authenticity dialog
box appears. The device wizard displays the RSA Key FingerPrint information.

To prevent man-in-the-middle attacks, you should verify the fingerprint using

an out-of-bandmethod.

6. When the auto-detected device information appears, verify that the device type, OS

version, anddeviceserial numberarecorrect.NSMautomaticallydetects thehostname

configured on the device and uses it as the device name. You can also change the

auto-detected hostname.

7. Modify the auto-detected device namewithin the device from its config editor page

inNSM. If youpreviouslymodified thedevicehostnameusing the JunosOSCLI, SNMP,

or J-Web interface, you can use the edit option to modify the device name again in

NSM after importing the device.

NOTE: If you select the Device is not reachableworkflow, NSM cannot

detect the hostname automatically. Youmust specify a device name.

8. ClickNext to add the device to NSM.

9. After the device is added, clickNext to import the device configuration.

10. Click Finish to exit the Add Device wizard.

11. Double-click the blade server in DeviceManager to view the imported configuration.

To check the device configuration status, mouse over the device in DeviceManager (you

can also check configuration status in Device Monitor). The device status displays as

Managed, indicating that the device has connected and themanagement system has

successfully imported the device configuration.

After adding a blade server, you may want to add or group the blade server members

under this server. You can select manual or automatic grouping. For more information

on adding the devicesmanually, see the section “Manually AddingSA/ICBladeMembers

to theBladeServer” onpage 178and “ManuallyAddingWXCBladeMembers to theBlade

Server” on page 179. For more information on automatic grouping, see the section

“Automatic Grouping of Device Members Under the Blade Server” on page 178. The
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maximum number of blade server members supported is 2 on a MAG6610 chassis. On

a MAG6611 chassis, the maximum number is 4.

When a blade server is deleted, the blade server members that are part of the blade

server are not deleted and continue to bemanaged by NSM as standalone devices.

Automatic Grouping of DeviceMembers Under the Blade Server

Youmay have added the blade servermembers that are physically part of a blade server

to NSM as standalone devices instead of blademembers. To automatically group these

devices under the respective blade server, you must perform an import on the blade

server:

• Right-click thedeviceandclick Import. Theblademembersareautomatically grouped
under the blade server.

Manually Adding SA/IC BladeMembers to the Blade Server

To add a blade server member:

1. From the left pane of the NSMUI, click Configure.

2. Expand DeviceManager and select Devices. The Devices workspace appears on the
right side of the screen.

3. Click the Device Tree tab, and select the blade server to which you want to add the
members.

4. Click the Add icon and select Blade Server Member. The New–Device dialog box
appears.

5. Select Device is Reachable (default).

6. ClickNext.

7. Enter the device connection settings:

• The IP address of the device.

• The administrator username created for the device.

• The administrator password created for the device.

8. ClickNext. The device is detected and the device details are displayed.

9. Enter a newname for thedevice in theDeviceName text box to change thehostname
of the device. An error message is displayed if the device name is not unique.
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NOTE: If you select the Device is not reachableworkflow, the device is not

detected automatically. You need to specify the device name and select
an OS from theOSName drop-down list. Also, make sure the platform
and the OS version information is accurate. ClickNext and follow the
instructions displayed in the dialog box.

10. ClickFinish toadd thebladeservermember to theNSMGUI. Thebladeservermember

is added as amember of the blade server in the Devices workspace.

Manually AddingWXC BladeMembers to the Blade Server

Tomanually add a blade server member:

1. From the left pane of the NSMUI, click Configure.

2. Expand DeviceManager and select Devices. The Devices workspace appears on the
right side of the screen.

3. Click the Device Tree tab, and select the blade server to which you want to add the
member.

4. Click the Add icon and select Blade Server Member. The New–Device dialog box
appears.

5. SelectWXC/AAM device under Device Exist -Web UIWorkflow.

6. ClickNext.

7. Enter the device connection settings:

• Device Name—Name of the device.

• IP Address—IP address of the device.

• Admin User Name—Administrator username created for the device.

• Password—Password created for the device.

• Root User Password—Root user password created for the IDP device.

• Connect to Devices with—Option to connect to the device.

• Port Number—Port number of the device.

8. Click Finish. The device is detected and the device details are displayed.

9. Enter a newname for thedevice in theDeviceName text box to change thehostname
of the device. An error message is displayed if the device name is not unique.
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NOTE: If you select the Device is not reachableworkflow, the device is not

detected automatically. You need to specify the device name and select
an OS from theOSName drop-down list. Also, make sure the platform
and the OS version information is accurate. ClickNext and follow the
instructions displayed in the dialog box.

10. ClickFinish toadd thebladeservermember to theNSMGUI. Thebladeservermember

is added as amember of the blade server in the Devices workspace.

AddingMultiple Devices Using Automatic Discovery (Junos, SA, and IC Devices )

You can use automatic discovery to add and import multiple Junos, SA, and IC devices

into NSM. You do so by configuring and running discovery rules. For a Junos, SA, or IC

device tobediscoveredby thismechanism, itmust be configuredwith a static IPaddress.

By configuring and running a discovery rule, you can search a network to discover devices

in a specified subnet or within a range of IP addresses. Authentication of the devices is

through administrator login SSH v2 credentials and SNMP community settings, which

you also configure as part of the rule. Devices that match the rules for discovery also

present an SSH key for your verification before the device is added to NSM.

Adding a Device Discovery Rule

To add a device discovery rule:

1. In the Configure pane of the NSM navigation tree, click Device Discovery Rules.

Any existing discovery rules appear in the main display area.

2. Click the Add icon to display the New Device Discovery Rule dialog box.

3. Give the rule a name and provide the following search criteria for the devices:

• A prefix for device names—for example, “USA”. The prefix is used to assign names

to the devices when they are added into NSM. For example, when a device at IP

address 10.204.32.155 is added to NSM, its name will be USA_10.204.32.155.

Check theUseHost Name if Available checkbox, if you want the device hostname
to be used as the prefix.

• An IP subnet or range of IP addresses.

• Administrator login name and password.

• SNMP version and community string.

• Select theRunTopologyDiscovery checkbox, if youwant to use topology discovery
to discover devices.

4. Click Apply to add the rules to the list of device discovery rules.
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To ensure that devices are discovered correctly, it is recommended that you:

• Use SNMP V1 or V2C versions.

• Use a subnet mask narrower than 255.255.240.0 because the broadest subnet mask

recommended for any device discovery rule is 255.255.240.0.

• Do not use more than 4096 IP addresses.

NOTE: Device discovery supports only IPv4 addresses. IPv6 based devices
are not discovered.

NOTE: Device discoverywill not add clustermembers. Clustermemberswill
have to be added to NSMmanually.

Running a Device Discovery Rule

To run a device discovery rule:

1. In the Configure pane of the NSM navigation tree, click Device Discovery Rules.

2. Select the rule you want to run.

3. Click the Run icon in the discovery rules toolbar.

The device discovery Progress dialog box appears.

NSM pings each IP address in the specified range to see which ones it can reach, and

then runs the rule against each reachable device. When it finds a device that satisfies

the rule, it displays a dialog box containing an SSH key for you to verify.

4. Accept the SSH key. The device automatically connects with NSM and NSM imports

the device configuration.

The Device Discovery Progress box shows which devices were added, devices that

were found but could not be added, and at what stage in the discovery process the

device add process failed.

AddingMany Devices Using CSV Files

If your network includes a large number of devices, you can save time by addingmultiple

devices in a single workflow using the Add Many Device wizard.

With thewizard, youcanaddup to4000devicesata time toasingledomain (youcannot

addmultiple devices to different domains at one time). Additionally, for some types of

ScreenOS devices, you can create configlets to activate rapidly your newly deployed

security devices. However, you cannot configure Rapid Deployment for Secure Access

devices, InfranetController devices, ordevices running JunosOS.Neither canyouconfigure
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RDwhen adding multiple ScreenOS security devices that are systems (NetScreen-500,

NetScreen-5000, ISG1000, ISG2000).

NOTE: Youcannotuse theAddManyDeviceswizard toaddclustersor cluster
members, EX Series Ethernet Switches configured as a virtual chassis or an
SRX virtual chassis.

Adding many devices is a three-step process:

1. Create the CSV file.

This file defines all the required and optional values for each device.

2. Use theAddManyDeviceswizard to select theCSV file to import ormodel thedevices.

Thewizard validates the CSV file, notifies you of any errors, and then adds the devices

for which all defined values are valid.

• When importing devices with static IP addresses, the device configuration is

automatically imported during the Add Many Devices workflow.

• When importing deviceswith dynamic IP addresses, youmustmanually import the

device configuration after the Add Many Devices workflow is complete.

• Whenmodeling ScreenOS devices for Rapid Deployment, you can also create

configlets during theAddManyDevicesworkflow, or select to skip configlet creation.

The time it takes for NSM to activate and import devices depends on the number of

devices and themanagement system configuration.

3. Verify the device configuration.

4. Select the Use Host Name if Available checkbox, to detect the host name configured

on the device and use it as the device name.

5. Select the Run Topology Discovery checkbox to trigger a topology discovery.

The following sections provide details about each step.

Creating the CSV File

Within a .csv file, you define the device configuration values for each device you want to

add. The required and optional values depend not only on how the device is deployed

on your network—static IP addresses, dynamic IP addresses, or undeployeddevices—but

also on the device family.

Youmust create a separate CSV file for the following devices:

• Devices with static IP addresses—In this CSV file, you define the device parameters

required to add and import the device configurations from all supported device types

except IDP.

• Devices with dynamic IP addresses—In this CSV file, you define the device parameters

required to add all supported devices (except IDP) to the NSM system.
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• Undeployed ScreenOS devices—In this CSV file, you define the device parameters

required to add andmodel ScreenOS 5.x and later devices in the NSM system.

NOTE: You canmodel many ScreenOS devices, but you cannot activate
many devices except when using the Rapid Deployment process.

Juniper Networks provides CSV templates inMicrosoft Excel format for each type of CSV

file. These templates are located in the utils subdirectory where you have stored the

program files for the UI client, for example:

C:\Program Files\Network and Security Manager\utils

For each CSV file, each row defines a single device’s values for each parameter. For text

files, columns are separated by commas.

Devices with Static IP Addresses

For devices with static IP addresses, create a .csv file with the parameters shown in

Table 23 on page 183.

Table 23: CSV File Information for Devices with Static IP Addresses

Acceptable ValuesRequiredTypeField Name

yesStringName

black, gray, blue, red, green, yellow,
cyan, magenta, orange, pink

yesStringColor

192.168.1.1, 10.1.1.10, 3.3.3.3yesStringDevice IP Address

<administrator>yesStringDevice Admin Name

<password>

Note: All passwords handled by NSM
are case-sensitive.

yesStringDevice Admin Password

telnet, ssh_v1, ssh_v2.yesStringConnection Protocol

23, 22, 4444, 7777

If null, uses 23 for Telnet and 22 for SSH

noIntegerDevice Admin Port

<SSH fingerprint>

Use any to bypass check.

yes (when
connection
SSH)

StringSSH Fingerprint

Example: Using an Excel File to AddMultiple Static IP Devices

To edit the template for adding many devices with static IPs:
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1. Copy and open the Microsoft Excel file bulkadd_ipreachable-sample.csv or

bulkadd_ipreachable-DMIDMI-sample.csv from the C:/Program Files/Network and

Security Manager/utils directory.

2. Usingone rowforeachdeviceyouwant toadd, enter the requiredvalues for thedevice.

You can also provide optional values, if desired.

3. Save the file to a location on your local drive.

Example: Using a Text File to AddMultiple Static IP Devices

To add four security devices that use static IP addresses, create a text file with the

following text:

Chicago,green,10.100.31.78,netscreen,netscreen,ssh_v2,,any
Memphis,orange,10.100.20.236,netscreen,netscreen,ssh_v2,,any
Columbus,red,10.100.20.200,netscreen,netscreen,ssh_v2,,any
Cincinnati,blue,10.100.20.2367,netscreen,netscreen,ssh_v2,,any

Save the file as a .csv file.

Device with Dynamic IP Addresses

For devices with dynamic IP addresses, create a .csv file with the parameters shown in

Table 24 on page 184.

Table 24: CSV File Information for Devices with Dynamic IP Addresses

Acceptable ValuesRequiredTypeField Name

dev1, Chicago, NS-208yesStringName

black, gray, blue, red, green, yellow,
cyan, magenta, orange, pink

yesStringColor

ScreenOS,SA, IC, junos-es (for JSeries
or SRX Series devices), junos for (M
Series or MX Series devices), junos-ex
(for EX Series devices)

YesStringOS Name
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Table 24: CSV File Information for Devices with Dynamic IP Addresses (continued)

Acceptable ValuesRequiredTypeField Name

With OS name ScreenOS:

ns5GT-Combined,
ns5GT-Dual-Untrust,
ns5GT-Trust-Untrust,
ns5GT-Dual-DMZ, ns5GT-Extended,
ns5GT-Dmz-Dual-Untrust,
ns5GT-Home-Work,
ns5GTadsl-Home-Work,
ns5GTadsl-Trust-Untrust,
ns5GTadsl-Extended, ns5XP,
ns5GTadslwlan-Extended,
ns5GTadslwlan-Home-Work,
ns5Gtadslwlan-Trust-Untrust,
ns5Gtwlan-Extended,
ns5Gtwlan-Dmz-Dual-Untrust,
ns5Gtwlan-Combined,
ns5Gtwlan-Home-Work,
ns5Gtwlan-Dual-Untrust,
ns5Gtwlan-Trust-Untrust,
ns5Gtwlan-Dual-Dmz,
ns5XT-Combined,
ns5XT-Dual-Untrust,
ns5XT-Trust-Untrust,
ns5XT-Home-Work, ns-25, ns-50,
ns204, ns208, ns500, ns5200,
ns5400, nsHSC-Home-Work,
nsHSC-Trust-Untrust, nsISG1000,
nsISG2000, SSG5-ISDN, SSG5–SB,
SSG5-ISDN-WLAN, SSG5-Serial,
SSG5-Serial-WLAN, SSG5-v92,
SSG5-v92-WLAN, SSG-20,
SSG-20-WLAN, SSG-140, SSG-320,
SSG-320M, SSG-350, SSG-350M,
SSG-520, SSG-520M, SSG-550,
SSG-550M

With OS name junos:

m7i, m10i, m120, m320, m40e, m7i,
m320, mx240, mx480, mx960

yesStringPlatform
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Table 24: CSV File Information for Devices with Dynamic IP Addresses (continued)

Acceptable ValuesRequiredTypeField Name

With OS name junos-es:

j2320, j2350, j4350, j6350

srx100, srx240, srx650, srx3400, srx
3600, srx5600, srx5800

With OS name junos-ex:

ex3200-24p, ex3200-24t,
ex3200-48p, ex3200-48t,
ex4200-24f,ex4200-24p,ex4200-24t,
ex4200-48p, ex4200-48t, ex8208,
ex8216

With OS name SA:

SA-2000, SA-2500, SA-4000,
SA-4000(FIPS), SA-4500, SA-6000,
SA-6000(FIPS), SA-6500, SA-700

With OS name IC:

IC-4000, IC-4500, IC-6000, IC-6500

yesStringPlatform (continued)

Set to “none”.yesStringDevice subtype

With OS name ScreenOS (see
Table 7 on page 14 for a list of OS
versions that apply to each ScreenOS
platform):

5.0, 5.0FIPS, 5.0DSLW, 5.0WLAN,
5.0NSGP, 5.0GPRS, 5.0L2V, 5.0dial,
5.0IDP1, 5.1, 5.1GPRS, 5.1shotglass,
5.1SSG, 5.2, 5.3, 5.3TMAV, 5.4, 5.4FIPS,
6.0, 6.1, 6.2, 6.3.

With OS name junos-es:

9.0, 9.1, 9.2, 9.3, 9.4, 9.5, 9.6.

With OS name Junos:

9.0, 9.1, 9.2, 9.3, 9.4, 9.5, 9.6.

With OS name SA:

6.3, 6.4

With OS name IC:

2.2, 3.0

yesStringManaged OS Version

on, offyesStringTransparent Mode

Range of values defined in dcf fileyesStringLicense Key Model
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Table 24: CSV File Information for Devices with Dynamic IP Addresses (continued)

Acceptable ValuesRequiredTypeField Name

yes (when
using
ScreenOS)

StringFirst Conn OTP

yesStringDevice Admin Name

Must be aminimum of 9 charactersyesStringDevice Admin
Password

Example: Using an Excel File to AddMultiple Dynamic IP Devices

To use an Excel file for adding many device with dynamic IP addresses:

1. Copy and open the bulkadd_nonreachable-sample.csv file or the

bulkadd_nonreachable-DMI-sample.csv file located in the C:/Program Files/Network

and Security Manager/utils directory.

2. Usingone rowforeachdeviceyouwant toadd, enter the requiredvalues for thedevice.

You can also provide optional values, if desired.

3. Save the file to a location on your local drive.

Example: Using a Text File to AddMultiple Dynamic IP Devices

To add four devices that use dynamic IP addresses, create a text file with the following

text:

switch1,red,junos-es,j2320,none,9.0,off,none,netscreen,root,netscreen
switch2,red,junos-es,j2320,none,9.0,off,none,netscreen,root,netscreen
switch3,red,junos-es,j2320,none,9.0,off,none,netscreen,root,netscreen
switch4,red,junos-es,j2320,none,9.0,off,none,netscreen,root,netscreen

Save the file as a .csv file.

Undeployed Devices

For undeployed devices (ScreenOS 5.x and later releases only), create a .csv file with

the parameters shown in Table 25 on page 187.

Table 25: CSV File Information for Undeployed Devices

Acceptable ValuesRequiredTypeField Name

Valid characteryesStringName

black, gray, blue, red, green, yellow,
cyan, magenta, orange, pink

yesStringColor

ScreenOSyesStringOS name
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Table 25: CSV File Information for Undeployed Devices (continued)

Acceptable ValuesRequiredTypeField Name

Must be a device platform that
supportsScreenOS5.xor later release
and configlets (cannot be a
ns5GTADSL device)

yesStringPlatform

Set to “none”.yesStringdevice subtype

5.x, 6.xyesStringScreenOS Version

on, offyesStringTransparent Mode

Range of values defined in dcf fileyesStringLicense Key Model

Must be aminimum of 9 charactersyesStringFirst Conn OTP

static, pppoe, dhcp, promptyesStringConnection Type

yes (whenconnection
type is static)

StringDevice IP Address

8, 24, 28, 32

Any valid netmask in CIDR format

yes (whenconnection
type is static)

StringDevice Netmask

yes (whenconnection
type is static)

StringDevice Gateway

yes (whenconnection
type is PPPoE)

StringPPPoE User Name

Must be aminimum of 9 charactersyes (whenconnection
type is PPPoE)

StringPPPoE User
Password

Default to a random string between 9
and 256 characters

noStringConfigletPassword

yesStringDevice Admin
Name

Must be aminimum of 9 charactersyesStringDevice Admin
Password

Default to 23noIntegerTelnet Port

Default to 22noIntegerSSH Port

on, offyesStringRestrict to Serial
Number
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Table 25: CSV File Information for Undeployed Devices (continued)

Acceptable ValuesRequiredTypeField Name

Valid device serial numberyes if restrict to serial
is on

StringDevice Serial
Number

Example: Using an Excel File to AddMultiple Modeled Devices

To edit an Excel file for adding manymodeled devices:

1. Copy the bulkadd_model-sample.csv file located in the C:/ProgramFiles/Network and

Security Manager/utils directory. The header row at the top defines the settings.

2. Usingone rowforeachdeviceyouwant toadd, enter the requiredvalues for thedevice.

You can also provide optional values, if desired.

3. Save the file to a location on your local drive.

Example: Using a Text File to AddMultiple Modeled Devices

To add andmodel three security devices, create a text file with the following text:

dev13,orange,ScreenOS,ns5XP,none,5.0,off,advanced,netscreen123,static,10.10.30.5,32,10.10.30.
1,,,123456abc,netscreen,netscreen,,,on
dev14,green,ScreenOS,ns50,none,5.0,off,advanced,netscree123,pppoe,,,,root,netscreen,,1netscreen,netsc
reen1,,,off
dev15,red,ScreenOS,ns204,none,5.0,off,advanced,netscreen123,dhcp,,,,,,,2netscreen,netscreen2,,,off

Save the file as a .csv file.

Validating the CSV File

When you add the device, NSM validates the configuration information in the .csv file

and creates aValidationReport. The report lists any incorrect or duplicate configurations,

and indicates the exact line that contains invalid data.

NOTE: TheValidationReport displays only the first error in the line. If the line
containsadditional errors, thoseerrorsdonotappear in theValidationReport.

SelectCancel to quit theAddManyDevices process, or selectAddValidDevices to begin
adding the devices for which you have provided valid device configurations. If the

Validation Report listed incorrect configurations, you can still select Add Valid Devices;

however, only the devices with correct configurations are added. If the .csv file contains

duplicate configurations, NSM ignores the duplicates.

After you have added devices, you cannot roll back or undo your changes. To edit or

delete a device, select the device in the UI andmake the necessary changes.
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ImportingMany Devices

The import process differs between devices that use static IP addresses and devices

that use dynamic IP addresses:

• For devices with static IP addresses, the Add Many Devices wizard automatically

imports the device configurations.

• For devices with dynamic IP addresses, youmust manually import the device

configurations.

In some cases, youmight also need to configure NACN or other features on the physical

device to enable the device to connect to NSM.

After you have added the devices, verify that the device configuration import matches

your expectations. For details, see “Verifying ImportedDeviceConfigurations” onpage 131.

Adding and ImportingMany Devices with Static IP Addresses

For devices with static IP addresses:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and selectMany Devices. The Add Device wizard appears.

4. In the Add Device wizard:

• Select Device Is Reachable (default).

• Specify the location of the CSV file.

5. ClickNext. The Add Device wizard validates the CSV file and provides a Validation
Report:

• Select Cancel to quit the Add Many Devices process.

• Select Add Valid Devices to begin adding the devices for which you have provided
valid device configurations.

The Add Device wizard adds the valid devices and automatically imports their

configurations.

Adding and ImportingMany Devices with Dynamic IP Addresses

For devices with dynamic IP addresses:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and selectMany Devices. The Add Device wizard appears.

4. In the Add Device wizard:

• Select Device Is Not Reachable.
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• Specify the location of the CSV file.

• Specify the output directory for the .cli file. For each valid device configuration that

uses a dynamic IP address, NSM creates a .cli output file. By default, the .cli file is

saved to the following GUI Server directory:

/usr/netscreen/GuiSvr/var/ManyDevicesOutput/<inputFile_YYYYMMDDHHMM>/

Before the device can bemanaged by NSM, youmust enter the CLI commands in

the .cli file on the physical security device.

5. ClickNext. The Add Device wizard validates the CSV file and provides a Validation
Report:

• Select Cancel to quit the Add Many Devices process.

• Select Add Valid Devices to begin adding the devices for which you have provided
valid device configurations.

6. The Add Device wizard adds the valid devices and automatically imports their

configurations.

ModelingMany Devices

For undeployeddevices, youcancreatedevice configurations inNSM inasingleworkflow.

After you have createdmodeled configurations for each device, youmust activate each

device individually.

NOTE: The devicesmust be running ScreenOS 5.x or a later release.

Tomodel many devices:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon, and then selectMany Devices. The Add Device wizard appears.

4. In the Add Device wizard:

• SelectModel Device.

• Specify the location of the CSV file.

5. ClickNext. The Add Device wizard validates the CSV file and provides a Validation
Report:

• Select Cancel to quit the Add Many Devices process.

• Select Add Valid Devices to begin adding the devices for which you have provided
valid device configurations.

The Add Device wizard adds the valid devices to the NSMUI.

6. Model the device configuration as desired.
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After you have added the device and createdmodeled device configurations for your

undeployed device, you are ready to activate the device and prompt it to connect to the

management system. After that device has made contact with NSM, you can install the

modeled configuration you created on the physical device. For details on activating a

device, see “Activating a Device” on page 135.

Using Rapid Deployment

You canmodel devices, generate configlets, and activate many ScreenOS devices at

one time. Alternatively, you canmodel multiple devices initially, and then generate

configlets and activate them later. The devices must be running ScreenOS 5.x or later

and support configlets; NetScreen systems (NetScreen-500, 5000 line, ISG1000, and

ISG2000) do not support configlets.

Modeling and ActivatingMany Devices with Configlets

Tomodel, create configlets, and activate at the same time:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and selectMany Devices. The Add Device wizard appears.

• SelectModel Device.

• Specify the location of the CSV file.

• Select Activate and Create Configlet now (ns208 and below).

• Specify the output directory for the .cfg file. For eachmodeled ScreenOS device

configuration, NSM creates a .cfg output file. By default, the .cfg file is saved to the

following GUI Server directory:

/usr/netscreen/GuiSvr/var/ManyDevicesOutput/<inputFile_YYYYMMDDHHMM>/

4. ClickNext. The Add Device wizard validates the CSV file and provides a Validation
Report:

• Select Cancel to quit the Add Many Devices process.

• Select Add Valid Devices to begin adding the devices for which you have provided
valid device configurations.

The Add Device wizard adds the valid devices to the NSMUI.

5. Send the .cfg file to the onsite administrator for the corresponding device. After the

onsite administrator installs the configlet on the physical security device, the device

automatically contacts the NSM Device Server, which establishes an always-on

management connection. For instructions for the onsite administrator, see “Installing

the Configlet” on page 147, or refer to the Rapid Deployment Getting Started Guide.

6. Model the device configurations as desired.

7. Install the modeled configuration. After the onsite administrator has installed the

configlets and the devices have successfully connected to NSM, you can install the

modeled device configurations on the physical devices:
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a. Ensure that the device is connected by viewing the device status. Hold yourmouse

cursor over thedevice inDeviceManager, or check theconfiguration status inDevice

Monitor. Ensure that the configuration status for the device displays “Update

Needed”, which indicates that the device has connected but the management

system has not yet updated the device configuration.

b. Update the device configuration by right-clicking the device and selectingUpdate
Device. The Job Information box displays the job type and status for the update;
when the job status displays successful completion, click Close.

After the update finishes, the device status displays as “Managed”, indicating that the

device has connected and themanagement system has successfully updated the

device configuration.

For more details on the Rapid Deployment, see “Using Rapid Deployment (ScreenOS

Only)” on page 142.

ActivatingMany Devices with Configlets

Before activating devices and creating a configlet, you must configure a modeled

configuration for the device in the NSMUI.

To create configlets and activate many devices:

1. In Device Manager, select Devices.

2. Click the Add icon and select Activate Many Devices. The Activate Device wizard
appears.

3. Select the devices to activate.

4. Specify the output directory for the .cfg file. For eachmodeled ScreenOS device

configuration, NSM creates a .cfg output file. By default, the .cfg file is saved to the

following GUI Server directory:

/usr/netscreen/GuiSvr/var/ManyDevicesOutput/<inputFile_YYYYMMDDHHMM>/

NOTE: For security, you cannot edit a configlet file directly. Tomake
changes to the information in any configlet file, run the Activate Many
Device wizard to regenerate the configlet.

5. Send the .cfg file to the onsite administrator for the corresponding device. After the

onsite administrator installs the configlet on the physical security device, the device

automatically contacts the NSM Device Server, which establishes an always-on

management connection. For instructions for the onsite administrator, see “Installing

the Configlet” on page 147, or refer to the Rapid Deployment Getting Started Guide.

6. ClickOK. A JobManagerwindowdisplays theprogressof theactivation.When finished,

click Close.

7. Update the physical device with the modeled configuration.
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Adding Device Groups

You can create groups of devices to managemultiple devices at one time. Use device

groups to organize your managed devices, making it easier for you to configure and

manage devices within a domain. You can group devices by type (such as all the

NetScreen-5GTs in a domain), by physical location (such as all the security devices in

theSan Joseoffice), or logically (suchasall the securitydevices in salesoffices throughout

western Europe).

Use the groups to:

• Deploy new or updated device configurations to the entire device group.

• Deploy new or updated policies to the entire device group.

• Create reports using the log information from the entire device group.

Device groups enable you to execute certainNSMoperations onmultiple security devices

at the same time. For example, if you have a device group of the same type of devices

running similar ScreenOS versions, you can upload the firmware on all devices in the

group at the same time. You can also add devices to the NSMUI, place the devices in a

devicegroup, and then import thedevice configurations for all devices in thedevicegroup

at one time.

The devices that you add to a device groupmust exist; that is, you must have previously

added or modeled the devices in the domain. You can group devices before configuring

them. You can add a device to more than one device group. You can also add a device

group to another device group.

NOTE: You cannot apply a template to a device group. Youmust apply
templates to individual devices in a device group. If you need to apply the
same set of templates tomultiple devices, you can create a single template
that includes all the templates that are to be applied to a device, and then
apply the combined template to each device.

Example: Creating a Device Group

In this example, you create a device group that includes security devices used to protect

the Sales and Marketing department of your organization.

1. Add andmodel the following devices to the management system:

• Outside Sales

• Marcom

• Direct Marketing
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• Sales

• Marketing

2. In the navigation tree, select DeviceManager > Devices.

3. Click the Add icon and selectGroup from the list. The NewGroup dialog box displays

all existing devices for the current domain in the Non-members list.

4. In the Name field, enter Sales.

5. In the Non-members list, select the devices that you want to be part of the Sales

device group.

6. Click Add to move the selected devices to the Member list (or drag the selected
devices into the Member list), and then clickOK.

Setting Up NSM toWorkWith Infranet Controller and Infranet Enforcer

A ScreenOS firewall that is managed by NSM can also be configured as an Infranet

Enforcer in a UAC solution.

The Infranet Controller specifies an authorization server $infranet for each Infranet

Enforcer in its list. This name is required for correct operation between the Infranet

Controller and the Infranet Enforcer. Conversely, if NSM hasmultiple Infranet Enforcers

in its global domain, it will distinguish among them by renaming additional Infranet

Enforcers $infranet_1, $infranet_2, and so on. To resolve this naming conflict, you must

move each Infranet Controller to a separate NSM domain.

In addition, because the Infranet Controller regularly changes its NACN password with

the Infranet Enforcer, you should always import the Infranet Enforcer into NSM before

performing a device update to it.

The following procedures prevent these conflicts between NSM and the Infranet

Controller:

• Avoiding Naming Conflicts of the Authorization Server Object on page 195

• Avoiding NACN Password Conflicts on page 198

Avoiding Naming Conflicts of the Authorization Server Object

To avoid naming conflicts with the authorization server objects, follow these steps:

1. On the Infranet Controller, create the Infranet Enforcer instances:

a. On the Infranet Controller, selectUAC -> Infranet Enforcer -> Connection.

b. ClickNew Enforcer.

c. Fill out the information requested in the display.
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Enter an NACNpassword. Remember it because youwill need to use it againwhile

setting up the Infranet Enforcer. If you are setting up a cluster instead of a single

device, enter all the serial numbers in the cluster, one per line.

d. Click Save Changes.

e. Repeat Steps b through d until all of your Infranet Enforcers have been entered.

2. If you do not have one already, create a CA certificate for each Infranet Enforcer.

a. Createacertificate signing request (CSR) foran InfranetController server certificate,

and use the CA certificate to sign the server certificate.

b. Import the server certificate into the Infranet Controller.

c. Import the CA certificate into the Infranet Enforcer.

For details about setting up the certificates, see the Unified Access Control

Administration Guide.

3. On each Infranet Enforcer, create the Infranet Controller instance:

a. On the Infranet Enforcer, select Configuration > Infranet Auth > Controllers.

b. ClickNew.

c. Enter the parameters as prompted.

The password in the second section must be the NACN password you entered in

step 1.

d. ClickOK.

e. Repeat steps a through d for all of the infranet enforcers.

f. On the Infranet Controller, selectUAC -> Infranet Enforcer -> Connection and
check that all the Infranet Enforcers have been added.

4. On NSM, delete the Infranet Enforcer firewalls from the global domain:

a. In the global domain, select DeviceManager > Devices to list all the devices.
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b. Right-click each Infranet Enforcer firewall device in turn and select Delete from
the list.

5. On NSM, delete the $infranet instances from the Object Manager:

a. SelectObject Manager > Authentication Servers.

b. Right-click each $infranet_n object and select Delete from the list.

c. Select VPNManager > VPNs, and check that you do not have any $infra under
VPNManager. These objects are usually deleted automatically when you remove

the firewall.

6. Create a new subdomain for the Infranet Enforcers:

a. Select Tools >Manage Administrators and Domains.

b. Select the Subdomains tab.

c. Click the Add icon.

d. In the New Subdomain dialog box, enter an appropriate name for the subdomain

so you knowwhat it will be used for, and then clickOK.

e. From the drop-down list on the top left side, select your new domain.

The new domain is empty.

f. Add a Single Infranet Enforcer or Infranet Enforcer Cluster.

g. Repeat steps e and f for every Infranet Enforcer or Infranet Enforcer Cluster you

need to add to NSM.When you are finished, $infranet appears instead of

$infranet_# in each of the domains except the global domain.

7. In NSM, add the Infranet Enforcer objects to the new domain:

a. Select DeviceManager > Devices.

b. Click the Add icon, and then select Device to start the Add Device wizard.

c. In the New Device window, provide a name for the device, a color for its icon in

NSM, and check Device is Reachable.

d. Follow the instructions in the wizard to add and import the device.

e. Repeat steps b through d for each Infranet Enforcer device.
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Avoiding NACN Password Conflicts

When you need to manage the Infranet Enforcers, reimport the configuration each time.

Otherwise, a NACN passwordmismatch is possible because the Infranet Controller

Dynamically changes this password periodically. Additionally, it is also good practice to

issue a Summarize Delta Config directive and ensure that no $infra policies are present.

If thereare, thatmeans that the InfranetController haschangedsomethingon the Infranet

Enforcer since you last imported the device configuration.

If you do not reimport the configuration, be sure to update the Infranet Controller and

Infranet Enforcer at the same time.
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CHAPTER 5

Configuring Devices

The Device Manager module in Network and Security Manager (NSM) enables you to

configure the managed Juniper Networks devices in your network. You can edit

configurationsafter youaddand importamanageddevice, or createconfigurationswhen

youmodel a device.

This chapter provides details of device configuration concepts and provides some

examples. For instructions for configuring specific device settings, see the Network and

Security Manager Online Help or the appropriate device-specific administration guide.

This chapter also describes two important tools that you can use to simplify configuring

devices: templates and configuration groups.

After you edit or create a configuration for a device object in NSM, youmust update the

configuration on themanaged device for your changes to take effect. For details on

updating devices, see “Updating Devices” on page 257.

Use security policies to configure the rules that control traffic on your network. For devices

that youconfigure tousecentrallymanagedpolicies, see “ConfiguringVPNs”onpage597.

Fordevices that youconfigure touse in-devicepolicymanagement, see thedevice-specific

documentation. For details on configuring VPNs, see

“Introduction to Network and Security Manager” on page 3.

This chapter contains the following sections:

• About Device Configuration on page 200

• Editing Devices Using the Device Editor on page 202

• Using Device Templates on page 210

• Using Configuration Groups on page 235

• Using Configuration Groups with Templates on page 243

• Configuring Clusters on page 248

• Configuring Junos Devices with Redundant Routing Engines on page 250

• Overview of VRRP Support in NSM on page 252

• Managing Configuration Files on page 254
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About Device Configuration

The device configuration contains the configuration settings for amanaged device, such

as interface, routing, andauthenticationsettings.Youcaneditdevice-object configurations

after you add or import a managed device, or create configurations when youmodel a

device. When you are satisfied with your changes, you can then update the managed

device with the modeled device configuration to make your changes effective.

NSM does not support all device configuration settings. Youmight need to make some

changes to the device directly using the device's native GUI or CLI.

Each family of devices supported by NSM has different configuration requirements.

About Configuring Device Families

Through NSM, you can configure any of the following device families:

• Devices running Junos OS, including J Series routers, SRX Series gateways, EX Series

switches, M Series routers, and MX Series routers

• ScreenOS or IDP

• Secure Access

• Infranet Controller

See “Managed Devices” on page 14 for an overview of each of these device families and

lists of supported platforms and operating system versions.

Most devices can be configured using the following interfaces:

• NativeWeb UI

• Native CLI

• NSMUI

All supported devices can be configured through the nativeWeb UI or through NSM. All

except Secure Access, Infranet Controller, and IDP devices have a native CLI you can use

to configure the device.

When you use the nativeWebUI or CLI to edit the device configuration, you do so directly.

That is, changes to the configuration take place immediately.

When you use NSM to edit the device configuration, you initially make the changes to a

device object that models the device in NSM.When you are satisfied with your

configuration changes, you use the Update Device directive to push the configuration

from the device object in NSM to the device itself. At that point, the edited configuration

becomes active.

About Configuring Clusters, VPNs, Vsys Devices, Policies, and Shared Objects

In addition to configuring specific devices, NSM also enables you to configure clusters,

VPNs, vsys devices, policies, and shared objects:
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• Clusters are made up of two or more devices from the same platform andmanaged

OS version. You configure these as a separate entity. Configuration applied to the

cluster alsoapplies toeachclustermember. See “ConfiguringClusters”onpage248 for

details on configuring clusters.

• VPNs provide a cost-effective and secure way for routing private data through the

internet. You can configure devices for inclusion in VPNs either centrally in the VPN

Manager, or in the device object itself. For details about configuring VPNs, see

“Configuring VPNs” on page 597.

• Vsys devices are virtual devices that exist within a physical ScreenOS security device.

A vsys cluster device is a vsys device that has a cluster as its root device. See “Adding

Vsys Devices” on page 151.

• Policies are sets of rules that provide a comprehensive plan that determines how the

device behaves on your network. For ScreenOS and IDP devices, you configure policies

within the NSM Policy Manager. For Secure Access, Infranet Controller, and EX Series

devices, youmust configure policies in the device. For J Series routers or SRX Series

gateways, you can configure policies either in the NSMPolicyManager or in the device,

but not both. For details about configuring policies, see

“Configuring Security Policies” on page 473.

Configuration Features

You can edit the device object configuration through the device editor, or you can use

templates or configuration files to simplify configuration:

NOTE: These features edit only the device object in NSM. The newly
configured valueswill not affect the device itself until you push themodeled
configuration to the device using the Update Device directive. See
“Updating Devices” on page 257 for details about updating devices.

• About the Device Editor on page 201

• About Device Templates on page 202

• About Configuration Groups on page 202

About the Device Editor

To edit the device using the device editor, select DeviceManager > Devices, select the
device you want to edit, and then click the Edit icon. NSM displays the imported or

modeled configurationparameters of thedevice, alongwith information specific toNSM,

like device startup information and the color of the device icon in NSM. The layout of the

screens and the information contained within them depends on the device family and

the specific device platform and operating system version.

See “Editing Devices Using the Device Editor” on page 202 for details.
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About Device Templates

A template is a predefined set of configuration values that helps you reuse common

information. A device object can refer to multiple templates, and you can use templates

to configure and deploy multiple devices quickly. A device template looks like a device

configuration in the device editor—the template displays panels and tables for interfaces

and zones, for example, into which you can enter values. When you add a new device

that uses similar information as apreviously addeddevice, you canuseadevice template

to fill in specific configuration values so you do not have to reenter information.

Because theconfigurationdataand layout varydependingondevice family,NSMprovides

empty templates foreachdevice family:ScreenOS/IDP,SecureAccess, InfranetController,

M Series and MX Series, J Series (which is also the correct template for SRX Series

devices), and EX Series devices.

You canmanually override any value set by a template in the configuration for a specific

device.

From a device object configuration, you can referencemultiple device templates. From

a device template you can, in turn, reference additional device templates.

Any change applied to the template is immediately reflected in all device objects that

reference the template.

For details about device templates, see “Using Device Templates” on page 210.

About Configuration Groups

Configuration groups are similar to device templates in that you define configuration

data to be usedmultiple times. In configuration groups, the configuration data is used

within the same device but at several levels in the configuration. For example, a

configurationgroupcanbeused toapply thesame interfaceconfigurationdata tomultiple

interfaces. A special case use of configuration groups is to apply configuration data in

different members of a cluster.

Configuration groups are used only with Junos devices.

You canmanually override most values set by a configuration group in the configuration

for a specific device.

You can applymultiple configuration groups inmultiple places in the samedevice object,

but you cannot apply a configuration group directly to multiple device objects. You can,

however, define a configuration group in a template, and apply that template tomultiple

device objects.

Fordetails see “UsingConfigurationGroups”onpage235and “UsingConfigurationGroups

with Templates” on page 243.

Editing Devices Using the Device Editor

To configure device information in NSM, select DeviceManager > Devices, select the
device, and then click the Open icon.
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NOTE: When you open a device for viewing or editing, the NSMUI loads the
entire device configuration intomemory to enhance UI performance while
configuring the device.When you close a device towhich youmade changes,
the UI unloads some of the device configuration from the client memory.
Althoughthismemoryoptimizationoccursquickly, youmightseethefollowing
message appear: “Optimizing client memory usage for device”.

For Secure Access, Infranet Controller, and Junos devices, NSM displays the following

tabs of information:

• Info

• Configuration

Figure 43 on page 203 shows an example.

Figure 43: Info and Configuration Tabs

TheDevice Info tabcontains informationmaintained inNSM.This informationcanneither

be imported from the device, nor is it ever pushed to the device by an Update Device

directive. It contains the following information:

• Info—Basic device information such as name, OS version, and IP address.

• Startup—Startup information such as the one-time password, which is required for

modeled devices and imported devices that use a dynamic IP address. The one-time

password is used to authenticate the first connection between the device and NSM.

• Templates—All templates available to the device family to which the device belongs.

See “Using Device Templates” on page 210 for details.

• Device Admin—Polling interval for alarm statistics.

The Quick Configuration tab
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The Configuration tab contains device data that resides on the device itself when active.

This information can be imported from the device, or is modeled information waiting to

be pushed to the device by an Update Device directive. This information varies by device

family and typically includes device-specific feature settings such as those for interfaces,

routing, and authentication.

For ScreenOS or IDP devices, access to general device information and device feature

configuration data is through the same tree. The topbranch of that tree (the Info branch)

contains similar data to that displayed through the Device Info tab for the other device

families. Figure 44 on page 204 shows an example.

Figure 44: ScreenOS and IDP Device Configuration Information

Validation and Data Origination Icons

The device editormight display some of the icons shown in Table 26 on page 205. These

icons provide validation status or data origination information about the displayed data

items. Data validation icons include those for errors andwarnings. Data origination icons

indicate whether a data itemwas inherited from a template or configuration group, or

whether an inherited value has been overridden in the device edit dialog box. For details

aboutusingdevice templates, see “UsingDeviceTemplates”onpage210. For information

about configuration groups, see “Using Configuration Groups” on page 235.
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Table 26: Validation Icons

PriorityMeaning
Message
TypeIcon

HighestA configuration or parameter is not configured correctly
in the NSMUI. Updating a device with this modeled
configuration will cause problems on the device.

Error

A configuration or parameter is not configured correctly
in the NSMUI. Updating a device with this modeled
configuration might cause problems on the device.

Warning

Thedisplayedvaluewas setmanually and that the value
overrides whatever value might come from a template
or configuration group. The icon can also indicate an
override of a VPN-provided value or a cluster-provided
value. Changes to a template will not change this value
unless “Remove conflicting device values” is selected in
the Template Operations dialog box.

Override

The value was inherited from a template. Changes to
the template are also shown in the device edit dialog
box.

Template
Value

The value was inherited from a configuration group.
Changes to the configuration group are also shown in
the device editor.

Configuration
Group Values

LowestA value is set for a field in a template or configuration
group definition. This icon is shown only in a template or
configuration group definition.

FromObject messages appear only when you view
template objects to help find fields set in the template.

FromObject

Whenmore thanone typeof iconappearswithinapanel, thehighestpriority iconappears

next to the icon in the tree and the panel title bar.

Configuring Device Features

To configure a device that has been added, imported, or modeled in NSM:

1. In the navigation tree, select DeviceManager > Devices.

2. Open the device configuration using one of the following methods:

• Double-click the device object in the security device tree or the device list.

• Select the device object and then click the Edit icon.

• Right-click the device object and select Edit.

For ScreenOSand IDPdevices, the device navigation tree appears on the left, listing

the device configuration parameters by function.
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3. For Secure Access, Infranet Controller, and Junos devices, select the Configuration
tab.

The device configuration tree appears in the left pane.

4. In the device navigation tree, select a function heading to see device parameters, and

then select the configuration parameter you want to configure.

5. Make your changes to the device configuration, then choose one of the following:

• ClickOK to save your changes and close the device configuration.

• Click Apply to save your changes and continuemaking changes.

• Click Cancel to discard all changes and close the device configuration.

To reset a device feature to its default value, right-click on the feature name in the device

editor and select Revert to template/default value.

A brief overview of each device family follows. For details, see the referenced

device-specific documentation.

Configuring ScreenOS/IDP Device Features

The device configuration tree for a ScreenOS or IDP device looks similar to the example

in Figure 45 on page 206.

Figure 45: ScreenOS Device Object Configuration Data
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For details about configuring the device features for all supported ScreenOS and IDP

platforms, see the Configuring Screen OS Devices Guide

(http://www.juniper.net/techpubs/en_US/nsm2011.1/information-products/pathway-pages

/screenos-devices/index.html) or the Configuring Intrusion Detection Prevention Devices

Guide

(http://www.juniper.net/techpubs/en_US/nsm2011.1/information-products/pathway-pages

/intrusion-detection-prevention-devices/index.html ).

Unsupported Changes

Somedevice configurations can be performed only by the device administrator using the

CLI orWebUI. AnNSMadministrator cannot perform the following device configurations

in the Device Manager:

• Configuring functions that are only applicable for the device administrator, such as

setting initial IKE contact, audible alarms, MAC addresses, or console operations.

• Onstandalone IDPSensors, configuringSensormode (sniffer, transparent, and soon),

port speedandduplex settings, virtual routers, andother settings. See the IDP Installer’s

Guide, IDP Concepts and Examples Guide, and IDP ACM Help for more information.

• Configuring functions that require device administrator intervention, such as Secure

Command Shell (SCS) and Secure Shell (SSH) client operation.

• Executing debugging commands.

Changes that Affect the Management Connection

Some configuration changes to amanaged device can affect the NSM connection to the

device when you update the device, such as:

• Changing the connection method (Telnet or SSH) used between the NSM Device

Server and themanaged device.

• Disabling the ability of the managed device to communicate with the NSM Device

Server.

• Changing the IP address of the NSM Device Server on themanaged device.

• Changing the interface on themanaged device that is permitted to receive NSM

management traffic.

• Changing the VPN that handles traffic between themanaged device and the NSM

Device Server.

• Modifying router information on themanaged device.

• Changing security policy rules on themanaged device that cause NSM traffic to be

dropped.

If you need to make any of the above changes to the managed device, use theWeb UI

or CLI to make the changes locally, and then reimport the device configuration into the

NSMUI.
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Configuring Secure Access or Infranet Controller Device Features

For Secure Access Devices and Infranet Controller Devices you can configure most of

the same parameters throughNSM that you can configure through the native device GUI

or with the device CLI. The configuration screen rendered in NSM for any Secure Access

or Infranet Controller device looks similar to that of the nativeGUI. Figure 46onpage 208

compares the two user interfaces. In this example, the view is of the Network Settings

screen.

Figure 46: Secure Access Device Object

For details about configuring Secure Access devices, see the Configuring Secure Access

Devices Guide (

http://www.juniper.net/techpubs/en_US/nsm2011.1/information-products/pathway-pages/

secure-access-devices/index.html). For details about configuring Infranet Controller

devices, see the Configuring Infranet Controllers Guide

(http://www.juniper.net/techpubs/en_US/nsm2011.1/information-products/pathway-pages/

infranet-controller-devices/index.html).

You can edit the same configuration parameters from NSM as you can in the native GUI,

except that you cannot perform the following operations:
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• View the system status as presented in the System Status screen in either a Secure

Accessdeviceor an Infranet controller device.However, youcanviewstatus information

on the Investigate panel of NSM.

• Edit Secure Access or Infranet Controller device licensing information, although you

can view it.

• Create clusters, join nodes to clusters, or enable or disable cluster nodes.

• Manage the device configuration as a text-based file.

• Execute device-specific troubleshooting commands.

• Use the technical support service that allows packaged collections of information for

remote analysis by Juniper Networks Technical Assistance Center (JTAC).

• Reboot the device.

The view of the configuration from NSMmight also bemissing data configured in large

binary files.When you initially import aSecureAccess or Infranet Controller configuration

into NSM, large binary data files are replaced with stubs. If you want to manage these

files on NSM, youmust import them separately as shared objects, and then link to those

objects from the stubs in thedevice configuration. See “Managing LargeBinaryData Files

(Secure Access and Infranet Controller Devices Only)” on page 289 for details.

Configuring Junos Device Features

You can configure Junos device features in NSM. Although the configuration screens

rendered in NSM look different, the top-level configuration elements present are mostly

the same as for the native GUI configuration screens, and correspond to commands in

the CLI.

See the NSM documentation for the following specific device families for details about

configuring specific device parameters:

• J Series Services Routers and SRX Series Services Gateways

Configuring J Series Services Routers and SRX Series Services Gateways Guide

(http://www.juniper.net/techpubs/en_US/nsm2011.1/information-products/

pathway-pages/J Series-SRX Series-devices/index.html)

• EX Series switches

Configuration Guide for EX Series Devices

(http://www.juniper.net/techpubs/software/management/security-manager/

nsm2011.1/nsm-ex-series-book.pdf)

• MSeries and MX Series devices

MSeries and MX Series Devices Guide

(http://www.juniper.net/techpubs/en_US/nsm2011.1/information-products/pathway-pages

/m-mx-devices/m-mx-series.html)

To edit the configuration of a Junos device, you can edit the device object configuration

itself, create and apply a template, or use configuration groups.
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For more information about configuration groups, see “Using Configuration Groups” on

page 235.

To edit Junos device configuration data in NSM, double-click the device in the Device

Manager and select the Configuration tab. The configuration tree appears in the main
display area with all parameters viewable or configurable from NSM.

Updating the Configuration on the Device

The primary difference between editing the configuration in NSM and editing the

configuration as described in the Secure Access, Infranet Controller, or Junos device

documentation is that edits described in those documents apply changes directly to the

device. Edits done in NSM apply to the device object in NSM, which is not pushed to the

device until you perform an Update Device directive.

To perform an update device operation, right-click the device in the DeviceManager, and

then selectUpdate Device from the list.

Using Device Templates

Use templates todefineacommondeviceconfigurationand then reuse that configuration

information across multiple devices. In a template, you need define only those

configuration parameters that you want to set; you do not need to specify a complete

device configuration. Templates provide these benefits:

• You can configure parameter values for a device by referring to one or more templates

when configuring the device.

• When you change a parameter value in a template and save the template, the value

alsochanges forall deviceconfigurations that refer to that template, unless specifically

overridden in the device object.

When you apply a template to a device, NSMapplies the template settings to the device.

For example, you can create a template that specifies the IP address of the NTP server

to which all managed security devices synchronize their clocks. You can apply this

template to the configuration of each device in your subdomain (or all devices if defined

in the global domain) so that all devices use the same NTP server.

A template contains all possible fields for all possible devices within a device family.

NSM provides different templates for:

• ScreenOS/IDP devices

• Secure Access devices

• Infranet controller devices

• J Series devices (includes SRX Series devices)

• MSeries and MX Series devices

• EX Series devices
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The templates for each family are different because the configuration fields for each

family are different.

Some devices might not have all fields prescribed in the template for that device family.

You can apply a template to any device in its family. NSMwill ignore any fields that do

not apply to the given device.

A template can refer to other templates, enabling you to combine multiple templates

into a single template. When youmake changes to any of the referenced templates,

those changes propagate through the combined template. For instructions for creating

and applying templates, see the Network and Security Manager Online Help topics,

“Applying Templates.”

Junos device templates can also contain configuration groups. A configuration group is

similar to a template in that it specifies configuration data for reuse, but only within the

same device, and not across devices. See “Using Configuration Groups” on page 235.

The EX Series device template has the following configuration enhancements:

• Template categories: These are logical groupings of configuration nodes based on
product functionality, suchasVLAN,STP, andPoE for EXSeries devices. You can select

one or more of these template categories while creating an EX Series template. The

configuration tree displays only the nodes associated with the selected template

category, which enhances the usability of the template. If template categories are not

selected, the default display is a full tree view. You can also view the associated

template categories in the Device Template table view.

• Customized configuration tree views: Instead of numerous configuration nodes being
always displayed irrespective of whether the node is configured, the EX Series device

template allows you to select either a full or partial configuration tree view. Check the

Display all box, at the upper left of the Configurationwindow, to have a full tree view.

The default setting is the partial configuration tree view, which shows the first level

configuration node and its children. You can switch between the two views, even after

the device template is migrated.

NOTE: Conflicting configuration createdusingdifferent configurationnodes,
for example,VLANcreated through theVLANconfiguration template, aswell
as the InterfaceConfiguration, can result inwrongdeviceconfigurationduring
template application and device update.

Template data applied to a device object does not affect the device itself until you push

the device object configuration to the device using the Update Device directive as

described in “Updating Devices” on page 257.

Modifying Values in Templates

You canmodify a template that has already been applied to one or more device

configurations. When you change a field value in a template, the device object that

references the template also changes.

211Copyright © 2019, Juniper Networks, Inc.

Chapter 5: Configuring Devices



NOTE: When you change a template, one or more devices that use the
templatemight become invalid. For example, the change could cause a
required field to bemissing or a field value to be outside the allowed range.

Example: Creating and Applying a Device Template for DNS Settings

In this example, you create and apply a template that configures the IP addresses of

primary and secondary DNS servers for ScreenOS devices.

Creating the Template

Create the template as follows:

1. In the navigation tree, select DeviceManager>Device Templates.

2. Click Add in the Device Template Tree or the Device Template List and select

ScreenOS/IDP Template from the list.

The NewDevice Template dialog box displays the template navigation tree in the left

pane and the Info screen in the right pane.

3. In the Info screen, enter DNS in the Name field.

4. From the template navigation tree, select Network>DNS>Settings.

5. Configure the following:

• Primary DNS Server IP— Enter IP address as 1.1.1.1, and select Src interface.

• Secondary DNS Server IP— Enter IP address as 2.2.2.2, and select Src interface.

• Tertiary DNS Server IP— Enter IP address as 3.3.3.3, and select Src interface.

NOTE: If Is IPv6 is selected for Primary, secondary and Tertiary DNS

Server, then enter IP address as 1:1:1:1:1:1:1:1, 2:2:2:2:2:2:2:2 and
3:3:3:3:3:3:3:3 respectively.

• Static Host— Enter Host Name,Is IPv6, select Is IPv6 and enter Host IP.

• DNS Refresh Schedule—Select Refresh Daily.

6. ClickOK to save the template.

You can now use this template when configuring security devices.

NOTE: In an SA, IC or Junos templates, default values for the configuration
parameters are the default values from the schema. Default values are not
displayed for configuration parameters that are based onmatch conditions
such as device platform or release version.
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Applying the Template

Apply the template as follows:

1. Ensure that the device youwant to apply the template to has been added ormodeled

in the management system.

2. In the navigation tree, select DeviceManager > Devices, and then double-click the
device to open the device editor.

3. In the device navigation tree, select Info > Templates. The templates configuration
screen appears.

4. Click the Edit icon. The Edit Templates dialog box appears.

5. Select the DNS template.

Figure 47: Applying a Template

6. ClickOK in the Edit Templates dialog box. Then click Apply to save your changes to
the device configuration.

The template icon appears next to “Network” in the device navigation tree. To confirm

your settings, selectNetwork > DNS > Settings.

To apply the settings to the device itself, invoke the Update Device directive to push the

configuration to the device. See “Updating Devices” on page 257.

NOTE: Select Retain Template values on Removal in the templates
configuration screen for SA, IC or Junos templates, to retain template values
if a template is removed from the device.

Templates and Importing Devices

You can set device values using a template or directly on the device object. If you import

a device that already has certain values set, then those values are also stored by NSM.
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Where field keys match, imported values override values inherited from the template so

that the effective device object configuration matches the device. The live relationship

with the template is preserved, however, so that reverting to the previous value removes

the latest value inherited from the template.

You can override device settingsmanually or by using the TemplateOperations directive.

Promoting a Device Configuration to a Template

NSM allows you to import the configuration of any Secure Access, Infranet Controller,

or Junos device and then convert (promote) it into a template. You can then use that

template to make identical configurations on other devices.

To promote a device configuration to a template, in the left panel of the device editor,

right-click on the configuration node you want to promote to a template, and select

Promote Template. In the Select Templates dialog box, select the template to which
you want to apply the selected part of the configuration.

Changing Values Inherited from Templates

You canmanually override any value inherited from a template in the individual device

configuration. All fields inherited from templates appear with a blue template icon next

to them. All fields that were inherited from a template but manually overridden have a

pale blue marker added to the template icon as shown in Figure 48 on page 214. In this

example, the secondary DNS server IP address has had its value overridden, but the

primary has not. This example also shows the effect of moving the mouse cursor over

the field name of an overridden value; a tool tip message appears showing the name of

the template whose value has been overridden.

Figure 48: Template Override Icon

For values inherited from the template, the message “From: template-name” appears

when youmove themouse cursor over the field name.

For any value in the device configuration that was set by a template and overridden,

right-click the value and select Revert to template/default value to change the
device-specific value to the template-defined value (this also changes non-template

values back to the default value). An example is shown in Figure 49 on page 215.
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Figure 49: Revert to a Template or Default Value

A device-specific configuration value always overrides a template value.

Reverting a Configuration to Default Values of a Template

NSM allows you to revert the device configuration values to that of the template default

values for SA, IC and Junos devices. The default value is inherited from the template

based on the order of priority in which the templates are applied to the device.

To revert a device configuration to the default values in a template:

1. Select Configure > DeviceManager > Devices and double-click the device whose

configuration settings you want to revert. The Device dialog box appears

2. Select the Configuration tab. The Device configuration tree appears.

3. From the Device configuration tree, right-click the configuration node that you want

to revert and select Revert to template/default value.

4. ClickOK. The configuration reverts to the template default values.

Templates and Validation

You can apply a single template to different device types that run different OS versions

within the same device family. In some cases, the field values you specify in the template

might not be appropriate for all OS versions and device types:

• If the template specifies a field that a device does not support, then the field does not

appear in the device editor and is not updated to the device. No validation message

appears.

• If the template specifies a field that the device supports, but the value is outside the

permitted range for the device, a validationmessage appears in the Device dialog box.

A template value might be valid for one device but invalid for other devices.

As you create and edit template values and fields, NSM validates the values, andmight

displayvalidationmessages. For example, youcanconfigurean IPaddress inone template
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and the netmask for that IP address in another template. However, a validationmessage

might appearwhen you enter the IP address because the netmask is not specifiedwithin

that same template.

You can safely ignore a validation message if the missing value is derived from another

template that is applied to the device, or if youmanually entered the value in the specific

device configuration.

ApplyingMultiple Templates

When applying multiple templates to a single device, you determine the order in which

the templates are applied. The highest-priority template is at the end of the template

list, and can override values set in any of the lower-priority templates. If more than one

template specifies a value for the same field, the value in the highest-priority template

takes precedence. The lower the template appears in the template list, the higher priority

it has when applying values to a device configuration.

Example: UsingMultiple Device Templates

In this example, you create two templates that each configure different values for the

same firewall SCREEN option for the untrust zone. The first template, DoS, sets several

values in the SCREEN options, including setting the source-based IP session threshold

limit to 128 for the untrust zone. The second template, DoS2, sets the source-based IP

session threshold limit to 256 for the untrust zone. When you apply these templates to

a device, the template with the highest priority overrides the values in the lower-priority

template.

1. Create a template that sets SCREEN options for the untrust zone, and then apply the

template to a NetScreen-208 device running ScreenOS 5.0:

a. In the navigation tree, selectDevice Templates, click the Add icon, and then select
ScreenOS/IDP Template. The New Device Template dialog box appears.

b. In the Info screen, enter DoS in the Name field.

c. In the template navigation tree, selectNetwork > Zone. The Zone configuration
screen appears.

d. Click theAdd icon in theZoneconfiguration screenandselectPre-DefinedSecurity
Zone— trust|untrust|dmz|global. The Predefined Zone dialog box appears.

NOTE: Because the untrust security zone is predefined for the device,
youmust select the Predefined Security Zone option. You can select
theSecurityZoneorTunnelZoneoptiononlywhenaddingorconfiguring
a user-defined zone.

e. In the General Properties screen, enter untrust in the Name field.

f. In the zone navigation tree, select Screen >Denial of Service Defense. The Denial
of Service Defense screen appears.

g. Select and configure the following options:
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• Select Ping of Death Attack Protection, Teardrop Attack Protection, and Land
Attack Protection.

• Select SYN-ACK-ACK Proxy Protection and set the Threshold to 512.

• Select Source IP Based Session Limit and set the Threshold to 128.

• SelectDestination IP Based Session Limit and set the Threshold to 4000.

ClickOK to save the new zone.

h. ClickOK to save the new device template.

2. Apply the DoS template to a device configuration for a NetScreen-208 running

ScreenOS 5.0:

a. Add a NetScreen-208 security device to themanagement system, andmodel the

configuration. Be sure to configure the device as running ScreenOS 5.0.

b. In the navigation tree, select DeviceManager > Devices. Double-click the
NetScreen-208 device icon to open the device editor.

c. Select Info > Templates in the device navigation tree. Click the Edit icon in the
Templates screen. The Edit Templates dialog box appears.

d. Select the DoS template.

e. ClickOK in the Edit Templates dialog box.

3. Verify that the DoS template values have been applied to the device:

a. SelectNetwork>Zone in thedevicenavigation tree.Double-click theuntrust zone.
The untrust-Predefined Zone dialog box appears.

b. Select Screen > Denial of Service Defense and review the values applied by the

template, as shown in Figure 50 on page 217.

Figure 50: View Denial of Service Defense Values fromDoS Template

4. Create a second template that sets a different value for a SCREEN option than was

set in the DoS template:
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a. In the navigation tree, select DeviceManager > Devices Templates, click the Add
icon, and then select ScreenOS/IDP Template. The New Device Template dialog

box appears.

b. In the Info screen, enter DoS2 in the Name field.

c. In the template navigation tree, selectNetwork > Zone. The Zone configuration
screen appears.

d. Click theAdd icon in theZoneconfiguration screenandselectPre-DefinedSecurity
Zone—trust|untrust|dmz|global. The Predefined Zone dialog box appears.

e. In the General Properties screen, enter untrust in the Name field.

f. In the zone navigation tree, select Screen >Denial of Service Defense. The Denial
of Service Defense screen appears. Select and set the Source IP Based Session

Limit Threshold to 256.

Your settings appear as shown in Figure 51 on page 218.

Figure 51: Configure DoS Defense Settings for the DoS2 Template

ClickOK in the New— Predefined Zone dialog box, and then clickOK in the New
Device Template configuration dialog box.

5. Apply the DoS2 template to the NetScreen-208 device:

a. In the navigation tree, select DeviceManager > Devices. Double-click the
NetScreen-208 device icon to open the Device dialog box.

b. Select Info > Templates in the device navigation tree. Click the Edit icon in the
Templates configuration screen. The Edit Templates dialog box appears.
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c. Select the DoS2 template (and keep the DoS template selected).

d. ClickOK in the Edit Templates dialog box.

6. Set the template priority.

Currently, the DoS2 template has the higher priority, which enables it to override any

similar values set by the DoS template, as shown in Figure 52 on page 219. The DoS2

template overrides similar values set in the DoS template.

Figure 52: View Template Priority (DoS Highest)

Use the up and down arrows to change the template priority order. This example

continues with DoS2 having the higher priority.

7. Verify that the configuration values from the DoS and DoS2 templates have been

applied in the device configuration:

a. SelectNetwork>Zone in thedevicenavigation tree.Double-click theuntrust zone.
The untrust-Predefined Zone dialog box appears.

b. Select Screen > Denial of Service Defense and review the values applied by the

template, as shown in Figure 53 on page 220.

Although both the DoS and DoS2 templates configured threshold values for the

Source IP Based Session Limit field, the higher threshold value fromDoS2 appears

in the device configuration because you assigned the DoS2 template a higher

priority than the DoS template.
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Figure 53: View Values fromDoS and DoS2 Templates

c. Verify the origin of each value by pressing the Shift key andmoving the mouse

cursor over the field name.

For the Source IP Based Session Limit, themessage “From template: DoS2” appears,

as shown in Figure 54 on page 220.

Figure 54: View DoS2 Value for Source IP Based Session Limit

For the SYN-ACK-ACK Proxy Protection and for Destination IP Based Session Limit,

the message “From template: DoS” appears, as shown in Figure 55 on page 220.

Figure 55: View DoS Value for SYN-ACK-ACK Proxy Protection Setting

8. Manually override theSYN-ACK-ACKProxyProtectionvalue that is setby the template

DoS:

• Clear the SYN-ACK-ACK Proxy Protection check box.

• Select and set the SYN-ACK-ACK Proxy Protection threshold to be 1000.

• The override icon appears next to the field name. Verify that the setting is derived

from the device configuration itself and not a template by moving the cursor over
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the field name. Themessage “From object” appears, as shown in

Figure 56 on page 221.

Figure 56: View Default SYN-ACK-ACK Proxy Protection Setting

Template Limitations

When configuring and using templates in NSM, be aware of the following limitations.

Maximum of 63 Templates

You can apply a maximum of 63 templates to a single device. However, configuring

certain features reduces the maximum number of templates you can apply to a device:

• Cluster or vsys member—Configuring a device as a vsys device or as amember of a

cluster reduces the maximum number of templates by one.

• VPNs—Each centrally managed VPN that the device belongs to also reduces the

maximum number of templates by one.

• Referenced templates—Each referenced template (a template referred to by another

template) reduces the maximum number of templates by one. For example, a device

that uses template A, which in turn refers to templates B and C, counts as three

templates.

Device Groups

You cannot apply a template to a device group. To use the same template for multiple

devices, youmust apply the template to each device individually with the Template

Operations directive. See “Adding Device Groups” on page 194 for details about device

groups.

Default Values

Default values do not appear when editing a template becausemany default values

depend on the OS version and device platform.

Predefined Device Data

Templates do not automatically include any predefined device data, such as zones,

interfaces, or virtual routers. To create a template that refers to a specific predefined

entity, youmust create the entity in the template.

For example, to create a template that refers to the ethernet1 interface on a ScreenOS

device:

1. In the template navigation tree, selectNetwork > Interface.

2. Click the Add icon and select Predefined Interface. The Physical Interface dialog box
appears.
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3. For Name, enter ethernet1.

NOTE: When creating or editing predefined interfaces in a template, you
must use the exact name for each interface.

Whenaddinganentity ina template, ensure that themenuoptionyouselect isappropriate

for the predefined entity. Choose themenu option that includes the name of the

predefined entity you are creating.

For example, to create a template that refers to the mgt zone on a ScreenOS device:

1. In the template navigation tree, selectNetwork > Zone.

2. Click the Add icon and select Predefined Functional Zone—mgt/vlan. The Zone
dialog box appears.

3. Entermgt.

List Key Fields

List key fields are used formatching a configuration object in a list of similar objects. They

are read-only. You cannot edit list key parameters that are derived from a template. For

example, a zone name uniquely identifies a zone in the list of zones for the device. If you

create a zone in a template and apply the template to a device, you cannot change the

zone name in the device configuration. Youmust first delete the template-derived zone,

and then create a new zone.

A list or table entry in the configuration can contain multiple list key fields. For example,

in the routing table for a ScreenOSdevice,multiple fields (including IP address/netmask,

interface, next-hop, vsys, and so on) uniquely identify a particular route entry.

Specifying the Order of List Entries

When configuring a device through NSM, you can enter most list or table entries in any

order. However, in some cases the order of list or table entries is significant to device

behavior. For example, in a routing policy or firewall filter, you define terms that are

analyzed sequentially. Also, when you create a named path in dynamicMPLS, you define

an ordered list of the transit routers in the path, starting with the first transit router and

ending with the last one.

NOTE: The ordering of list entries is a detailed point and of low significance
tomost users. Skip this section if ordering of list entries is not significant to
you.

To specify a sequence in which the list or table entry order matters, select the entry in

the template and then use the up and down arrows at the top of the dialog box. The up

and down arrows appear on any table where the order of parameters is important and

can be altered. Figure 57 on page 223 shows an example.
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Figure 57: Up and Down Arrows for Changing the Sequence of a List

NSM allows you to add, insert, or delete entries in ordered lists. NSM uses some simple

rules to establish the order of configuration entries when they are changed on the device

and then imported into NSM, or changed in the NSM template, and then updated on the

device.

The default order of entries in a list depends on their order in the template, their order in

the device object, their order in a configuration group, and their order on the device itself.

For details about how the order of list entries in a template is affected by configuration

groups, see “Using Configuration Groups” on page 235. The following sections describe

how the order of lists is affected by template position, device object data, the order on

the device itself, and the operations that affect the sequence of ordered list entries.

• Combining Template Data with Device Object Data on page 223

• Operations That Change the Sequence of Ordered Lists on page 224

• Rules for Reordering Lists on page 225

• Examples of Reordered Lists on page 225

• Identifying Ordered List Entries That Do Not Match the Template or Configuration

Group Order on page 228

Combining Template Data with Device Object Data

If a template and the device each have data for an ordered list, by default, NSM places

the template entries after the device entries. For example, suppose a device object has

two entries for an ordered list:

D1  D2

A template has two list entries for the same list:

T1  T2
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When you apply the template to the device, NSM applies the default ordering, which is

to place the template entries after the device entries:

 D1  D2  T1  T2 

Now push the configuration to the device, and then connect to theWeb UI of the device

and reorder the list entries, such that the list entries that came from the template are

reversed:

D1 D2 T2 T1

Now consider what happens when you reimport the configuration from the device. To

preserve the relationship between the template and the device object, the T1 and T2

entries must continue to refer to the template. Yet the order must be preserved to

correspond to the device. Because another device using the template might give the

entries a different order, NSMmust keep the ordering information on a per-device basis.

Operations That Change the Sequence of Ordered Lists

By default, template entries appear at the end of each ordered list in template priority

order, followed by entries specified in the device object data. Through changes on the

device outside of NSM, or through user action, template-provided list entries can be

reordered and intermixed with list entries provided in the device object. The following

operations can affect the order of list entries in the device object:

• Adding a template

• Deleting a template from the device object

• Adding or inserting new list entries in the template

• Adding or inserting new list entries in the device

• Deleting entries from an ordered list in the device

• Deleting entries from an ordered list in the template

• Deleting template-provided entries in the device

• Reordering entries in the device

• Reordering entries in the template

TIP: Wherepossible,avoidmixing reorderingoperationswithotheroperations
thataffect theorderof list entries.The resultsmightnotbewhatyou intended.
When reordering is combined with adding and deleting entries, there is no
singleobviouswaytodefine thebehavior so italwaysmatchesyour intention.
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Rules for Reordering Lists

When the template order changes, NSM uses best effort to apply the new sequence to

the device object using the following rules:

• NSM uses the device order before the operation as the starting point.

• If, prior toapplying thechange, acontiguoussubsequenceofparameters in the template

matches a contiguous subsequence of parameters in the device, then NSM applies

the new template order for the subsequence to the device,

• Entries added in a template are placed in the same sequence in the device; that is, an

entry follows the entry in the device that precedes it in the template, even if that entry

has beenmoved in the device.

Examples of Reordered Lists

Examples of the rules for reordering lists follow.

Examples That Reorder a Common Sequence

Example 1: In the following example, the device has inherited the template entries and
maintained the sameorder as in the template. Theuser thenchanges the templateorder:

Before:

CBATemplate Sequence

21CBADevice Sequence

CBAMatching
Subsequence

Change:

Now reverse the first three items in the template sequence. Because the reordering takes

place within what was thematching subsequence, the new sequence is transferred to

the device:

After:

ABCTemplate Sequence

21ABCDevice Sequence

Example2: In the next example, the device has again inherited entries from the template,

and then inserted an additional entry within the inherited list. The user then changes the

template order.
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Before:

CBATemplate
Sequence

2C1BADevice
Sequence

BAMatching
Subsequence

Change:

Now reverse the first two items in the template sequence. Because the reordering takes

place within what was amatching subsequence, the new sequence is transferred to the

device:

After:

CABTemplate Sequence

2C1ABDevice Sequence

Example 3:The following example shows entries inserted into the list on the device such
that there is nomatching subsequence. Theuser then reorders theentries in the template:

CBATemplate
Sequence

C2B1ADevice
Sequence

NoneMatching
Subsequence

Change:

Now reverse the first two entries in the template sequence. Because there is nomatching

subsequence, the order in the device remains unchanged. The rule is implemented this

way because the user's intention is unclear; for example, should NSM reverse A and B?

If so, should 1 come before B, after A, or between B and A?

After:

CABTemplate Sequence

C2B1ADevice Sequence (no change)
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Examples Showing Entries Inserted in the Template

Example 1: In the following example, the device has inherited the template entries and
maintained the same order as in the template. The user then inserts a new entry into the

template.

CBATemplate
Sequence

21CBADevice
Sequence

CBAMatching
Subsequence

Change:

Now add an entry to the template. The new entry is added to the device in the same

sequence as it was added in the template. That is, the new entry follows entry C in the

template, so it follows entry C in the device.

NOTE: The inserted entry can be anywhere in the list. It does not have to go
at the end. The same rule still applies.

After:

DCBATemplate
Sequence

21DCBADevice
Sequence

Example2: In the following example, thedevice has reordered the entries that it inherited
from the template. The user then inserts a new entry into the template.

CBATemplate
Sequence

BA21CDevice
Sequence

Change:

Now add an entry to the template. The new entry is added to the device in the same

sequence as it was added in the template. That is, the new entry follows entry C in the

template, and it still follows entry C in the device, even though the device order has

changed.
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In this example, it is not obvious what the user intended. The user might have wanted to

place D after 1 or 2. In this case, NSMmakes a reasonable attempt and places it after C.

After:

DCBATemplate
Sequence

BA21DCDevice
Sequence

Example 3: In the following example, the device has inserted entries 1 and 2 before the
template entries, and deleted entry C:

CBATemplate
Sequence

BA21DeviceSequence

Change:

Now add an entry to the template. The new entry is added to the device in the same

sequence as itwas added in the template. In this case, however, entry C has beendeleted

from the device, so the inserted entry follows entry B.

After:

DCBATemplate
Sequence

DBA21Device
Sequence

IdentifyingOrderedList EntriesThatDoNotMatch theTemplateorConfiguration
Group Order

In ordered lists, greenhighlights in the first data column indicate that entries in the regular

configurationarenot in theorder specified in the template.NSMfinds the longest common

subsequence between the template order and the list order. Entries that are part of the

longest common subsequence are not highlighted. Entries from the template that are

not part of the longest common subsequence have green highlights.

Figure 58 on page 229 shows a template and a device configuration to which it has been

applied. The template provides six entries in the order a, b, c, d, e, f. In the regular device

configuration, list entry g has beenaddeddirectly (as shownby the lack of any data origin

icon), the template has been added, and then the list has been reordered.
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Figure 58: Identifying Ordered List Entries that Do Not Match the Template Order

In the device configuration in Figure 58 on page 229:

• The subsequence d, e, f is not highlighted because it is the longest common

subsequence between the device configuration and the template.

• g is not highlighted because it does not come from the template.

• a and b have a continuous green highlight because they represent a common

subsequence, though not the longest.

• c has a single-entry out-of-ordermark because it is adjacent to neither of its neighbors

in the template.

NOTE: If multiple subsequences tie for the longest common subsequence,
then NSM picks either one but not both.

NSM recomputes the longest common subsequence each time the list is reordered and

makes changes to out-of-sequence highlighting accordingly.

Using the Template Operations Directive

The Template Operations directive allows you to add templates or remove templates

for multiple devices at one time, and to validate configurations after changes.

NOTE: The Template Operations directive only updates the configuration
database. To apply changes to devices, youmust use the Update Device
directive.

229Copyright © 2019, Juniper Networks, Inc.

Chapter 5: Configuring Devices



Figure 59: Template Operations Directive

The TemplateOperations directive displays a dialog box that is divided into the following

sections:

Select OS Name Section

Select a device family from the Select OSName list to determinewhich set of templates

and devices to show.

Select Devices Section

In this section, select one or more devices for template operations.

Select Template Section

Select one or more templates to apply to the selected devices. Use the edit button to

open the Select Templates dialog box. Check one or more check boxes to select

templates.
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Figure 60: Select Template Dialog Box

After you have selected templates, clickOK. You can use the up and down arrowbuttons

in the main dialog box to order the selected templates as you wish.

Template Operation Section

The next section features four buttons:

• Add templates with lowest priority—Adds the templates to each device’s template
list with the lowest priority. Added templates will be lower priority than templates

previously assigned to thedevice. Templateswithhigher priority canoverride the values

applied by these templates.

• Add templates with highest priority—Adds the templates to each device’s template
list with highest priority. Added templates will be higher priority than templates

previously assigned to thedevice. Values in these templateswill override valuesapplied

by lower-priority templates.

• Remove templates—Removes all selected templates from each selected device.

• Don’t change templates—Makes no changes to devices in the database. This setting
is useful if you want to perform a validation, run a report, or clear overrides without

changing the template assignments.

Options Section

The last section provides optional operations:

• Removeconflictingdevicevalues—Overridesanydevicesettings thatoverride template
values provided by the selected templates. Normally, template values do not override

manually set values.

• Report irrelevant template values—Reports any values that are set in templates but
that are not used on the selected devices. A templatemight provide values for features
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that aren’t available on every device. For example, wireless configuration information

is not relevant to devices that do not provide wireless functionality.

NOTE: If the template specifies a field that a device does not support, the
field does not appear in the Device dialog box and is not applied to the
device. No validationmessage appears. You can see these values by
checking the Report irrelevant template values check box.

If the template specifies a field that the device supports, but the value is
outside the permitted range for the device, a validationmessage appears
in the Device dialog box.

• Report conflictswith other templates—Reports any values that conflict between the
selected templatesandexisting templatesassigned to thedevice. If undesiredconflicts

exist, you might need to modify the templates to get the configuration you want.

• Validate—Checks that theconfigureddevice (after anychanges) is a valid configuration
and reports any errors.

Template Operations Box RecommendedWorkflow

The Template Operations dialog box can be used in many ways. This section describes

one recommended workflow.

Step 1: Look at the Effect of Planned Changes Before Making Them

1. From the Device Manager launchpad, click the Template Operations icon, and select
a device family from the Select OS Name list.

2. Select one or more devices to validate templates against.

Example: 5gt, 5gt-12, 5gt-13, 500, 520, 1000

3. Select the Edit icon under the Edit Templates header to display a list of templates.

4. Select one or more templates to validate against the devices.

Example: VPN, DNS, Route-Basic, Zone-Basic, admin-1

5. ClickOK.

6. If you have selectedmore than one template, use the up and down arrows to order

the templates. Templates higher in the list will be assigned first. Templates lower in

the list will be assigned later. Later templates can override the settings of earlier

templates.

7. Select Don’t change templates.

8. If you want, you can select one or more of the following validation and reporting

options:
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• Report irrelevant template values (optional)—Reports template settings that are

not relevant to the selected device or devices.

• Report conflicts with other templates (optional)—Reports settings that conflict

between two or more templates.

• Validate (recommended)—Validates the device configuration after appropriate

changes to the templates and the removal of conflicting values (if needed).

• Donot selectRemoveconflictingdevice valuesbecause itmight alter device values.

9. Click Apply Changes.

Step 2: Review Results in Job Information Dialog Box

Figure 61: Template Operations Job Information Dialog Box

Consult the reports anderrormessagesgenerated inStep 1. Resolveanyconflicts,missing

assignments, or other errors as desired. Repeat steps 1 and 2 until you are satisfied with

your planned changes.

Step 3: Apply Templates and Clear Overrides

This step updates the NSM database, but does not push the new settings to the device.

CAUTION: Youcaneasily reverseaddingtemplates,but there isnoautomatic
way to restore conflicting device values that have been removed. Be very
careful not to remove values you want to keep.

Repeat the operations specified in Step 1, but specify one of the Add templates buttons.

If desired, also check the Remove conflicting device values check box.

Removing Templates with the Template Operations Directive

To remove one or more templates from one or more devices, follow these steps:

233Copyright © 2019, Juniper Networks, Inc.

Chapter 5: Configuring Devices



1. From the Device Manager launchpad, click the Template Operations icon, and select
a device family from the Select OS Name list.

2. Select one or more devices to remove templates from.

Example: 5gt

3. Select the Edit icon under the Edit Templates header to display a list of templates.

4. Select one or more templates to remove.

Example: DNS

5. ClickOK.

6. Select Remove templates.

7. Click Apply changes.

Exporting and Importing Device Templates

Templates can be exported to a text file, and then reimported into another template.

When an exported template is imported into a template, the values in the exported

template overwrite existing values.

The exported template contains only device settings. It does not contain any policies or

objects.

Exporting a Device Template

To export a device template:

1. From the Device Manager launch pad, select Export/Import, and then select Export
Device Template to File

2. In the Export Config to File dialog box, select the template you want to export, and

then clickOK.

3. When you see the file generated in the Job Informationwindow, selectSaveSelected
and give the file a name.

You do not have to highlight the configuration file text. You can use any file extension.

Importing a Device Template

To import device template configurations into a template, follow these steps:

1. From the Device Manager launch pad, select Export/Import, and then select Import
Device Template Config From File.

2. Select the templates you want the saved template settings to be applied to.

3. Select the saved template you want to import.
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The settings in the saved template are imported into the NSM template.

Refer to the Network and Security Manager Online Help for detailed procedures.

Using Configuration Groups

Configuration groups are a Junos concept that you can use in NSM to help speed

configuration of Junos devices.

In Junos, configuration groups allow you to create a group containing Junos device

configuration statements and to direct the inheritance of that group’s statements in the

rest of the configuration. The same group can be applied to different sections of the

configuration, and different sections of one group’s configuration statements can be

inherited in different places in the configuration.

In NSM, you can create configuration groups in theUI. The configuration data you provide

in the UI becomes configuration statements when you push the configuration to the

Junos device,

Configurationgroupsallowyou tocreate smaller,more logically constructedconfiguration

files, making it easier to configure andmaintain the Junos device configuration. For

example, you can group configuration information that is repeated in many places in the

configuration, such as when configuring interfaces, and thereby limit updates to just the

group.

You can also use wildcards in a configuration group to allow configuration data to be

inherited by any object that matches a wildcard expression.

The configuration groupmechanism is separate from the grouping mechanisms used

elsewhere in the Junos configuration, such as Border Gateway Protocol (BGP) groups.

Configuration groups provide a generic mechanism that can be used throughout the

configuration.

Configurationgroupsuse true inheritance,which involvesadynamic, ongoing relationship

between the source of the configuration data and the target of that data. That is, a live

relationship exists between the configuration group and the device object. Any change

in the configuration group immediately takes effect in the device object.

Data values changed in the configuration group are automatically inherited by the target.

The target need not contain the inherited information, although the inherited values can

be overridden in the target without affecting the source fromwhich they were inherited.

NSM enables you to create, edit, and view configuration group definitions. Specifically,

NSM supports the following operations related to configuration groups:

• Create, edit, and view configuration group definitions.

• Display the effective value of applying the configuration group.
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• Identify the origin of values derived from configuration groups; that is, identify which

configuration group a value came from.

• Support thespecificationof configurationgroups in templates.See “UsingConfiguration

Groups with Templates” on page 243 for details.

This section contains the following topics:

• Creating and Editing Configuration Groups on page 236

• Applying a Configuration Group on page 239

• Excluding a Configuration Group on page 240

• Editing a Device Object That Uses Configuration Groups on page 241

• Deleting a Configuration Group on page 242

• Adding Ordered List Entries Using Configuration Groups on page 242

• Reordering Lists on page 243

Creating and Editing Configuration Groups

You access configuration groups though the device editor. Themain panel shows the

names of existing configuration groups. Use the NSM buttons at the top of the display

area to create, edit, or delete configuration groups.

Creating a Configuration Group

The following example shows how to create a configuration group. When you apply this

configuration group, it sets the speed of a specific interface to 100Mbps, and the speed

of all other configured interfaces to 1 Gbps by using a wildcard mechanism.

1. Double-click the device in the Device Manager and select the Configuration tab.

2. In the configuration tree, select Config Groups List

3. Click the Add icon and select Regular.

The New dialog box appears. It looks like the device configuration tree, except that it

does not have a Config Groups List branch, because you cannot define configuration

groups recursively.

4. Give the configuration group a name, for example set-speed.

5. Enter some configuration data. For example, configure some interface parameters to

set the interface speed:

a. Expand Interfaces, and then select Interface.

b. Click the Add icon to display the interface configuration screen.
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c. Name the interface, for example ge-0/0/1, which identifies the ge interface in slot
0, PIC 0, port 1.

d. In the Speed field, set the speed to 100m.

A tooltip icon appears next to the Speed field. This icon indicates that its value has

been set in the configuration group.

e. ClickOK to save the interface definition.

NOTE: After saving a configuration group entity, you cannot change
its key field.Specifically, after savingan interfacedefinition, youcannot
change its name.

f. Click theAdd iconagain andname the secondentrywith awildcard character<*>.
Include the angle brackets, because they are required by the Junos syntax.

g. In the Speed field, set the speed to 1g and clickOK.

The configuration group icon appears next to the two interface entries in the group,

and next to each element in the tree above the interface entries. See

Figure 62 on page 238. Mouse over the icons to see a summary of what has been

set and where the information came from.
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Figure 62: Adding a Configuration Group

6. ClickOK to save the configuration group. The new configuration group appears in the

Config Groups List.

NOTE: After saving a configuration group, you cannot change its name.

Editing a Configuration Group

You can edit configuration groups before or after applying them. If you edit the group

after applying it, then the new edits take effect immediately in the device object.

When you create or edit a configuration group, values specified for the configuration

group are marked with icons and tooltips similar to those used to highlight template

values.Move yourmouse cursor over a tooltip icon to gather information about the entity

it describes. Right-click the item and select Revert to template/default value to undo
the effect of setting the value in the configuration group.

You cannot create groups that start with “junos.”

Validating a Configuration Group

Validationwithin theconfigurationgroupdoesnotapply required field constraints (similar

towhenediting a template), but theoperating systemversionandplatformareavailable,

so more validation is done for configuration groups in devices than for templates.

Copyright © 2019, Juniper Networks, Inc.238

Network and Security Manager Administration Guide



Ordered Lists andWildcardMatching

In configuration groups, the order of list entries is significant. All lists in configuration

groups are displayed in the order in which they are defined. To change the order of the

list, you must do so explicitly by using the up and down arrows at the top of the main

display area.

The order of lists is significant because configuration group wildcard matching is done

starting fromthe first configurationgroupentryandstoppingafter the firstmatch.Consider

a configuration group containing the following list of interface definitions, specified in

the order shown. For each list item, the first entry is the interface name, and the second

an assigned value for MTU:

<ge-0/0/0>   mtu 4kge-*>       mtu 5k
<*>          mtu 8k

When you apply this configuration group to a device object that already has ge-0/0/0

and ge-0/0/1 interfaces configured in it, but with no defined value for MTU, then the first

match for ge-0/0/0 is the ge-0/0/0 entry in the configuration group, so the effective

MTU is 4k. The first match for the ge-0/0/1 entry is the <ge-*> entry in the configuration

group, so the effective MTU is 5k.

Applying a Configuration Group

You can apply a configuration group at any level in the configuration tree. A triangle next

to abranch represents apoint atwhicha configuration groupcanbeapplied. By selecting

that branchandapplying a configuration group to it, all parameters set under that branch

in the configuration group are applied to the device object configuration,

The followingexampleapplies theconfigurationgroupdefined in “CreatingaConfiguration

Group” on page 236 to the device object configuration.

1. In the device object configuration tree, right-click Interfaces.

2. SelectApply/ExcludeConfig Groups from the list. The Apply/Exclude Config Groups

dialog appears, as shown in Figure 63 on page 240.
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Figure 63: Applying a Configuration Group

3. Select the desired configuration groups from the Available Config Groups list, and

then click Add. The Available Config Groups list includes all configuration groups
created in the device object.

The configuration group and iconmove to the Applied Config Groups list.

4. ClickOK to apply the configuration group.

NOTE: The first configuration group in the list has the highest priority. This
convention is the reverse of the ordering for templates, where the last
template in the list has the highest priority.

Figure 64: Configuration Group Applied

Excluding a Configuration Group

Configuration groups applied at a higher level in the configuration can be explicitly

excluded at lower levels. To exclude a configuration group from a branch of the

configuration, follow these steps:
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1. Right-click on the branch and select Apply/Exclude Config Groups from the list.

TheApply/ExcludeConfigGroupsdialogboxappears. All configurationgroupsapplied

at higher levels in the configuration appear in the Inherited Config Groups list.

Figure 65 on page 241 shows an example.

Figure 65: Excluding a Configuration Group

2. In the InheritedConfigGroups list, select the configurationgroups youwant toexclude,

and then click Add,

The selected configuration group namesmove to the Excluded list.

3. ClickOK to exclude those groups from that part of the configuration.

Editing a Device Object That Uses Configuration Groups

After you apply the configuration group, tooltip icons identifywhere configuration groups

have affected the configuration. You canmouse over these items to display information

about them.

When you edit an entity that was derived from a configuration group, the new value

overrides the value derived from the configuration group. The tooltip icon changes so

you can easily identify which entries have been overridden,

To revert to the configuration group value for a specific field, right-click on the field, and

select Revert to template/default value.
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NOTE: Nonwildcard list entries derived fromconfiguration groups cannot be
deleted in the device object.

Deleting a Configuration Group

When you delete a configuration group, all applied and excluded data is removed from

the configuration.

To delete a configuration group, follow these steps:

1. In the Device Manager, open the device in which you want to delete a configuration

group and select Config Group List from the device configuration tree.

2. Select the configuration group you want to delete and click the Delete icon.

The configuration group is deleted.

Adding Ordered List Entries Using Configuration Groups

List entries added by configuration groups into ordered lists in the device object appear

in a specific order determined by Junos convention. By default, entries from templates

appear first, followed by regular configuration data, followed by entries created by the

configuration groups in the order in which the configuration groups are applied.

Consider two configuration groups J and K:

• Configuration group J contains the following list items in the stated order:

c
a
b

• Configuration group K contains the following list items in the stated order:

r
a
z

• The device object already has the following list items configured in the stated order:

x
z

After applying groups J and K, the entries appear in the following order in the device

configuration:

x    # from the regular configuration
z    # merger of data from regular configuration and configuration group K
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 (regular configuration takes precedence)
c    # from configuration group J
a    # merger of data from configuration groups J and K (J takes precedence)
b    # from configuration group J
r    # from configuration group K

For unordered lists, this rule is unimportant. For ordered lists such as policies and

configuration group definitions, the rule is important.

Reordering Lists

Ordered lists that are inherited from a configuration group follow the same rules as

ordered lists inherited from a template:

• NSM uses the device order before the operation as the starting point.

• If, prior to applying the change, a contiguous subsequence of parameters in the

configuration groupmatches a contiguous subsequence of parameters in the device,

thenNSMapplies thenewconfigurationgrouporder for thesubsequence to thedevice.

• Entries added in a configuration group are placed in the same sequence in the device;

that is, anentry follows theparameter in thedevice thatprecedes it in the configuration

group, even if that entry has beenmoved in the device.

For details and examples, see “Specifying the Order of List Entries” on page 222.

NSMuses the samemechanism for identifying ordered list entries that do notmatch the

configuration group order as is used for templates. Green highlights in the first data

column indicate entries in the regular configuration that are not in the order specified in

the configuration group. See “Identifying Ordered List Entries That Do Not Match the

Template or Configuration Group Order” on page 228 for details and examples.

Using Configuration Groups with Templates

If a field in a device object can inherit from both a template and a configuration group,

then the template value is used. NSM first expands the template, and then expands the

configuration group. Regular configuration data has precedence over template or

configuration group data.

For simplicity, we recommend that you use either templates or configuration groups for

each part of the configuration, but not both. Avoid applying a configuration group in a

deviceobject topart of theconfiguration thatalsohas valuesapplied fromaconfiguration

group that is part of a referenced template.

In some cases, however, it can be desirable to mix templates with configuration groups.

One practical use of mixing configuration groups with templates is so that you can use

a wildcard mechanism in a configuration group to assign a common value to like

parameters across multiple list entries such as interfaces.

243Copyright © 2019, Juniper Networks, Inc.

Chapter 5: Configuring Devices



Sharing Configuration Group Definitions AcrossMultiple Devices

Templatesprovideanaturalmechanismfor sharingconfigurationgroupdefinitionsacross

multipledevices. Theuseof configurationgroupsenhances thecapabilities of templates,

for example, by allowing you to set the same field value on all interfaces across multiple

devices by using the configuration group wildcard feature.

This example shows defining the configuration in NSM using a configuration group in a

template.

The example uses a template to apply an MTU value of 3K to all interfaces on devices

to which it is applied, except those interfaces explicitly assigned a different MTU value

in the template itself or in the device object. Settings in the regular configuration take

precedence over those set in the templatewhich, in turn, take precedence over those set

in the configuration group. The following table shows the MTU values assigned by each

mechanism in this example, and the final outcome in the device itself.

Final
Value
Applied to
Device

Value Set in
Regular
configuration

Value Set in
Template

Value Set in
ConfigurationGroup
byWildcard

Interface Name Order of increasing precedence —>

5K5K6K3Kfe-0/0/0

4K4K3Kfe-0/0/1

3K3Kfe-0/0/2

3K3KAll other
interfaces

To create this configuration, follow these steps:

1. Create a template containing a configuration group that will apply an MTU value of

3K to all devices to which the configuration group is applied:

a. In the Device Manager, select Device Templates.

b. Click the Add icon and select Junos Template.

c. From the Junos Product Series list, select Junos J Series to create a new template

for J Series devices.
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d. ClickNext and then Finish to create a new template for J Series devices.

e. In the Name field, enter a new name for the template, for example, set-mtu.

2. Open the template by double-clicking it in the Device Template window, and enter

the following information:

a. In the Configuration tab of the new template, select Config Group List.

b. Click the Add icon and select Regular from the list.

c. In the New dialog box, name the new group, for example, group1.

d. Expand Interfaces, select Interface, and click the Add icon.

e. Name the interface with the wildcard character by typing <*> in the Name field.

NOTE: Besure to include theanglebrackets, because theyare required
by the Junos syntax.

f. Set the Mtu field to 3072. ClickOK to finish the interface definition.

g. ClickOK again to finish creating the configuration group.

3. Apply the configuration group to the template:

a. In the Configuration tab of the template, right-click Configuration and select
Apply/Exclude Config Groups from the list.

b. SelectGroup1 in the Available Config Groups list and click Add to move it to the
Applied Config Groups list.

c. ClickOK to apply the configuration group.

4. Configure some interfaces explicitly in the template:

a. Expand Interfaces and select Interface List.

b. Click the Add icon and select fe Physical Interfaces from the list.

c. In the Set Slot Configuration dialog box, set the slot range to 0, the PIC range to
0, the port range to 0-1, and clickOK.

The new interfaces show in the Interface List for the template.
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d. Set the MTU for fe-0/0/0 to 6K:

i. Click on the fe-0/0/0 interface in the Interface List and click the Edit icon to
open the interface.

ii. Set the Mtu field to 6144 and clickOK.

e. Repeat the previous step for fe-0/0/1 and set the MTU value to 4096.

The equivalent Junos configuration syntax for the template looks like this:

groups {
  group1 {
    interfaces {
      <*> {  mtu 3k; }  # wildcard matches all interfaces
    }
  }
}
interfaces {
  apply-groups group1; # apply-groups takes a list
  fe-0/0/0 { mtu 6k; }
  fe-0/0/1 { mtu 4k; }
}

5. Configure some interfaces in the device object.

In this example,weset theMTUfor fe-0/0/0 to5120, andcreate fe-0/0/1and fe-0/0/2

with blank MTU values:

a. In the Device Manager, select Devices.

b. Select the device and click the Edit icon.

c. Select the Configuration tab, and then expand Interfaces, and select Interface
List.

d. Click the Add icon and select fe Physical Interfaces from the list.

e. In the Set Slot Range Configuration dialog box, set Slot Range to 0, set Pic Range
to 0, Port Range to 0-2, and clickOK.

Three new interfaces populate the interface list.

f. Select fe-0/0/0 and click the Edit icon.

g. Set the Mtu field to 5120 and clickOK.

The equivalent Junos configuration syntax for the device object looks like this:
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# regular config
interfaces {
  fe-0/0/0 { mtu 5k; }
  fe-0/0/1 { … }
  fe-0/0/2 { … }
}

6. Apply the template to the device:

a. Click the Info tab of the device, and click Templates.

b. Click the Edit icon to display the Edit Templates dialog box.

c. Check the box next to the template you just created and clickOK to apply the
template to the device.

7. Check the device object configuration:

a. Select the Configuration tab.

b. Expand Interfaces, if necessary, and click Interface List.

c. fe-0/0/0 has anMTUof 5120, because the regular configuration takes precedence

over both the value in the template and the value in the configuration group.

fe-0/0/1 has anMTU of 4096, because the template value takes precedence over

the value in the configuration group.

fe-0/0/2 has an MTU of 3072 because it was not explicitly defined in the regular

device object configuration or the template. Therefore, it takes the value from the

wildcard setting in the configuration group.

8. Push the configuration to the device using the Update Device directive:

a. In the Device Manager, click Devices.

b. Right-click the device, and selectUpdate Device from the list.

The equivalent Junos configuration syntax received by the device looks like this:

groups {    # CG defn from template 
  group1 { 
    interfaces {
      <*> {  mtu 3k; }  # wildcard matches all interfaces
    }
  }
}
# regular config
interfaces {
  apply-groups group1; # apply-groups from template
  fe-0/0/0 { mtu 5k; }
  fe-0/0/1 { … }
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  fe-0/0/2 { … }
}

Configuring Clusters

Configuring clusters has many similarities to configuring standalone devices. You can

use NSM to configure cluster objects either directly through regular configuration or

through templates. Junos device clusters can also use configuration groups to define

cluster data, just as for standalone Junos devices.

For Screen OS/IDP clusters, Secure Access clusters, and Infranet Controller clusters,

mostof theconfiguration information is thesameamong thevariousmembers.However,

there are somedifferences that are configured separately on each clustermember. Junos

clusters are different in that the configuration on each Junos clustermember is identical.

These clusters use a special implementation of the configuration groupmechanism to

maintain differences between themembers, but within the same configuration file.

Although you cannot edit the configuration of a cluster member, you can view its

configuration. In the Info tab of the open cluster, selectMembers. Icons representing the
members of the cluster appear in the main display area. Select the cluster member you

want to view, and click the Edit icon to display the cluster member configuration.

After editing the cluster configuration, you push the edited configuration to the cluster

using theUpdateDevicedirective. Thecluster ensures that allmembersare synchronized.

Configuring Cluster Objects Directly by Editing the Configuration

For all device families, you can edit the cluster configuration by selecting the cluster icon

in the Device Manager and clicking the Edit icon. You then apply edits to the cluster as

you would to a standalone device. See “Editing Devices Using the Device Editor” on

page 202 for details about editing a configuration.

Configuring Cluster Objects Using Templates

To configure a cluster object using a template:

1. In the Device Manager, select Devices.

2. In the main display area, select the cluster you want to edit, and then click the Edit

icon.

3. In theCluster Info tab, clickTemplates, and thenclick theEdit icon.TheEdit templates
dialog box appears.

4. Select the templates you want to apply to the cluster, and then clickOK.

5. The selected templates appear in the main display area. Arrange them in order of

preference using the up and down arrows.
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For more information about templates, see “Using Device Templates” on page 210.

Configuring Global Cluster Data with Configuration Groups (Junos Clusters Only)

You can apply configuration groups to a Junos cluster object just as you can to a

standalone Junos device. See “Using Configuration Groups” on page 235.

You can cluster J Series routers or SRX Series gateways. You cannot cluster EX Series

devices, M Series devices, or MX Series devices.

You can include configuration groupswithin templates when configuring cluster objects.

Exactly the same rules apply as when configuring a standalone device. See “Using

Configuration Groups with Templates” on page 243 for details.

ConfiguringMember-Level Data in a Junos Cluster

To provide configuration data for a specific cluster member, such as the node name,

NSM implements a special formof thewildcardmechanism todesignate a configuration

group to a specific cluster member. For ease of management, we recommend placing

all yourmember-specific configurationdata in oneconfiguration group for eachmember.

You can apply multiple configuration groups to eachmember.

NOTE: Imported configurations already have themember-specific
configuration groups created and applied. Use the procedure described here
only for modeled configurations.

We recommend using node0 and node1 as the names of the configuration groups that

correspond tomember 0 andmember 1 of the cluster, although you can use any name

containing the strings “node0” and “node1”. We recommend you do not use node0 or

node1 as the names of configuration groups that contain cluster-level data.

To configure member-level data in a J Series cluster, follow these steps:

1. In the Device Manager, select Devices.

2. From the list of devices, select the cluster whosemember you want to configure, and

then click the Edit icon.

3. In the Configuration tab, select Config Groups.

4. Click the Add icon and selectConfigGroup for HANode (node0|node1 etc) from the

list.

5. Configure the group as desired and clickOK.

A configuration group called “node” appears in the Config Group List.

6. Right-clickConfiguration in theclustermember treeandselectApply/ExcludeConfig
Group from the list.
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TheApply/ExcludeConfigGroupsdialogappearswith the configurationgroupnamed

node already highlighted in the Available Config Groups list.

7. Click the Add icon above the Applied Config Groups list (and not the Add button).

A dialog box appears and requests you to enter a string.

8. Type apply ${node} in the box, and then clickOK.

The ${node} is automatically expanded by NSM to create and apply configuration

groups node0 and node1 to eachmember node.

9. ClickOK to apply the configuration group.

If you later need to edit the local data for a cluster member, you do so by editing the

configuration group for that member.

Configuring Junos Devices with Redundant Routing Engines

Configuring a device with dual Routing Engines differs from configuring a device with a

single Routing Engine in that you can configure features for a specific Routing Engine.

Two special configuration groups are used for this purpose:

• Configuration group re0 for the Routing Engine in slot 0

• Configuration group re1 for the Routing Engine in slot 1

Features configured in these special Routing Engine configuration groups appear only in

the Routing Engine configuration to which they were applied. They do not appear in the

global configuration, regardless of which Routing Engine is the master.

All other configuration groups applied to the device apply to the global configuration and

not to individual Routing Engines.

Configuring a Routing Engine

The following example configures a separate hostname for the Routing Engine in slot 0.

ToconfigureaseparatehostnameforaRoutingEngine in slot0, seeFigure66onpage251

and follow these steps:

1. In the navigation tree, select DeviceManager > Devices.

2. In the Device Tree, double-click the Junos router with redundant Routing Engines.

3. In the Configuration tab of the device editor, select Config Groups List.

4. If the config group re0 exists, open it by double-clicking its icon. If it does not already

exist, click the Add icon, name the new configuration group re0, and then save it.
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5. In the navigation tree for re0, select System.

6. In theHostNamefield, assignanameto theRoutingEngine, for example,Dual-RE-re0.

7. ClickOK twice.

Figure 66: Configuring Routing Engine Specific Parameters

Viewing a Routing Engine Configuration

The followingexample showshowtodisplay thehostnameassigned toaspecificRouting

Engine. See Figure 67 on page 252 and follow these steps:

1. In the navigation tree, select DeviceManager > Devices.

2. In the Device Tree, double-click the Junos router with redundant Routing Engines.
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3. In the Info tab of the device editor, select Routing Engine Configuration.

4. Double-click on the configuration group name to show the configuration for the

corresponding Routing Engine.

5. In the navigation tree, select System. The configured Routing Engine name appears
in the Host Name field.

Figure 67: Viewing the Routing Engine Configuration

Overview of VRRP Support in NSM

The VRRP feature allows you to use redundant routers on a LAN by configuring a single

default route on the host. All VRRP routers share the IP address corresponding to the

configured default route. One of the VRRP routers acts as themaster and the others are

backups. If themaster fails, oneof thebackup routersbecomes thenewmaster, providing

a virtual default router, and ensuring that traffic on the LAN is continuously routed.
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The NSM implementation of VRRP has the following limitations:

• WAN and serial interfaces cannot support VRRP. VRRP requires Ethernet or gigabit

interfaces.

• A single interface can support only two VRRP groups.

• You can enable a VRRP group only on a single interface.

• VRRPandNSRParemutually exclusiveonsamedevice. Therefore, adevice supporting

VRRP cannot support NSRP and vice versa.

• All parameters available to VSI are applicable to the VRRP interface.

• You can only activate VRRP on either a regular interface or a sub-interface generated

from one.

• You can configure VRRP parameters only on a VSI interface generated from either a

regular interface or a sub-interface generated from one.

Platforms onWhich NSMSupports VRRP

Release versions of ScreenOS 6.1 and NSM 2008.2 and later support VRRP fully.

NSM 2008.2 and later, support the VRRP feature in the following devices: SSG5, SSG20,

SSG140, SSG320, SSG320M, SSG350, SSG350M, SSG520, SSG520M, SSG550,

SSG550M.

NSM does not support VRRP in the following devices: ISG1000, ISG1000with SM

ISG2000, ISG2000with SM, NS5200M2/SPM2, NS5400M2/SPM2, Vsys devices.

Activating VRRP on a Device Interface

You can enable VRRP on an Ethernet Interface only if VRRP has already been activated

on thedevice.Youcanonly enableVRRPona regular interfaceora subinterfacegenerated

from one. You can also configure VRRP parameters only on a VSI interface generated

from either a regular interface or a subinterface generated from a regular interface.

The VRRP interface follows the naming conventions of the NSRP VSI interface and is

defined as “interface: group-id”. Youmust select a group-id between 1 and 7.

To enable VRRP, from the Physical Interface screen of the device, select the check boxes

to activate VRRP, as well as to enable VRRP, and click OK.

Defining a VSI as a VRRP interface

A Virtual Switch Interface (VSI) can also function as a VRRP interface. NSM treats both

VSI and VRRP interfaces similarly. You can create a VRRP through a VSI only if VRRP

has already been activated on the interface. All the VSI parameters in the interface are

editable for the VRRP. You can enter the IP mask for the VRRP. A new page is added

under the VSI Protocol subtree for configuring VRRP parameters. NSRP cluster settings

are disabled on the new VRRP page.
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Managing Configuration Files

Configuration file management is available for devices running Junos OS and ScreenOS.

Youcanaccess theconfiguration in its native text format, typicallyASCII text, andprocess

it in the NSM database, where you can view it, compare it with other configuration file

versions, or use it to update a device.

You can fetch a configuration file from a device interactively from the NSMmenus, or

you can set up a cron job to import the configuration text file periodically and put these

configuration file versions into the NSM database. Setting up cron job is not supported

on devices running ScreenOS.

For a given device, you can see the different configuration file versions that are available,

aswell as comparedifferent versions. Right-click thedevice in theDeviceManager. select

Config FileManagement from the list, and use themenu items. ScreenOS configuration

filemanagement is configurationdrivenand canbeenabledusing theoptionPreferences

SystemProperties Enable SOS CFM.

Viewing and Comparing Configuration File Versions

If you choose Config File Management > ShowConfig File Versions, the Config File
Versions dialog box appears. This dialog box shows all available versions of the

configuration file saved in the NSM database and, for each version, shows the version

number, the timestamp of when the version was imported and placed in the NSM

database, and a comment.

Click on an entry in the table to view the contents of a specific version. The text file

appears in the main part of the display. You can edit the comment that appears at the

top of the display.

You can select any two versions listed in the Config File Versions dialog box and compare

them. Click Compare. The UI highlights any differences between the two files to more
easily allow you to navigate to the detected differences.

Updating the Device with a Configuration File Version

You can select a version listed in the Config File Versions dialog box and use it to update

a specific device. ClickUpdate and answer Yes to the confirmation prompts. NSM
launches a job that updates the device with the selected configuration file.

Updating the Archived Configuration File Version

NSM service provides a devSvrTFTP option for updating the archived configuration files.

NSM configuration file is hosted on a TFTP server. Because the device does not support

any NSPmessages for pushing the configuration file to device flash, the device gets the

newconfiguration file fromTFTP rootdirectoryandsaves thenewconfiguration todevice

flash. NSMwill execute a reboot device command to load the new configuration on a

device after the configuration file is successfully saved.
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NOTE:

• Updating the files with an archived configuration file version is not
supported on Vsy Devices.

• If preference is not enabled, the configuration file cannot be updated.

Importing or Viewing the Current Version of the Configuration File for SRX Series Devices

Select Config File Management > Import Config File to fetch the current version of the
configuration file from the device. NSM launches a job to complete the task.

Select Config File Management > View Running Config File to fetch the current
configuration and display it in the UI.

Select Config File Management > Diff Running Config File to compare the running
configuration on the device with the latest available version in the database. The display

highlights the differences.

ImportingorViewingtheCurrentVersionof theConfigurationFile forDevicesRunningScreenOS

Select ScreenOSConfig FileManagement> Import Config File to fetch the current version

of the configuration file from the device. NSM launches a job to complete the task.

SelectScreenOSConfigFileManagement>DiffRunningConfigFile tocompare the running

configuration on the device with the latest available version in the database. The display

highlights the differences.

Automatic Import of Configuration Files

When enabled, NSM by default automatically deletes oldest versions of config files to

accommodate newer versions of the config files that are being imported. You can set a

system preference for the maximum number of config file versions to be preserved. The

default is 25 versions. TheConfig FileManager can automatically import config files from

manageddevices running JunosOSwhenconfiguration changesare committedon these

devices, enabling NSM to have different versions of the device configuration. You can

enable or disable the automatic import of config files and track those devices on which

the feature is enabled. You can also see status of the config file versions.

NOTE: Automatic importof theconfiguration files isnotsupportedondevices
running ScreenOS.
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CHAPTER 6

Updating Devices

This chapter explains how to update the running configuration (the configuration on the

device)with themodeledconfiguration(theconfiguration in the JuniperNetworksNetwork

andSecurityManager (NSM)UI). This chapter also describes the events that can require

you to update your device, aswell as NSM tools that help you to track, verify, and preview

the update process.

After youmodelormakechanges toadeviceconfiguration in theNSMUI, youmust install

that device configuration on the physical Juniper Networks device before those changes

can take effect. NSM supports atomic configuration, a fail-safe feature that ensures

successful updates occur without errors or the update is not performed. Atomic

configuration is always enabled and occurs automatically when a device update causes

the device to lose its connection to the management server.

This chapter contains the following sections:

• About Updating on page 257

• KnowingWhen to Update on page 262

• Using Preview Tools on page 266

• Performing an Update on page 270

• Tracking Device Updates on page 273

About Updating

When you update amanaged device, youmodify the running device configuration (the

configuration currently installed on the physical device) with the modeled device

configuration (the configuration currently modeled in NSM).

You can update a single device, multiple devices, vsys devices, clusters, virtual chassis

or device groups simultaneously. For example, if you have created a device group that

includes only NetScreen-5GT devices, you can update the entire device group in a single

update procedure. During the update, NSM displays the progress of the update on each

individual device so you can see exactly what is happening. Simultaneous updating also

reduces downtime to unaffected devices and areas of your network.

Updating a device is a three-step process.
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1. Ensure that you have configured the device correctly, created and assigned a policy

to thedevice, andestablishedaconnectionbetween thedeviceand themanagement

server.

2. From the Device Manager launchpad, selectUpdate Device. The launchpad displays
the Update Device(s) dialog box.

All connected andmanaged devices appear in the device list. Modeled devices and

devices awaiting import for the first time do not appear.

3. Select the devices or device groups you want to update and click Apply Changes.
NSM updates the selected devices or device groups with the modeled configuration.

NOTE: For IDP devices, the firmware version on the IDP devicemust match
the version recorded in NSM, or the update will fail and the Config state of
the device will change to "OS Version Adjustment needed". This situation
can happen if the device firmware is upgraded from outside of NSMwithout
importing the new configuration into NSM.

NSMuses centralized control and tracking to indicatewhen you need to update a device,

and to follow the progress of the device configuration you are updating. Before updating

your managed devices, you can use other NSMmodules and tools to identify devices

that need to be updated, validate their modeled configurations, and preview how those

devices accept the new configuration. After updating, you can use the same tools to

verify a successful update. These tools include:

• Audit Log Viewer—This NSMmodule records changesmade to a device configuration.

The audit log entry also identifies the administratorwhoperformed the change, shows

when the changewas updated on the device, and provides a history of change details.

• Report Manager—This NSMmodule collects data from traffic logs on various events

that occur over your network and provides a visual representation of them. You can

customize reports to display and filter parameters.

• ConfigurationSummaries—These toolsprovideapreviewof themodeledconfiguration,

enabling you to compare it with the configuration that is running on the device. Use

configuration summaries to ensure themodeled configuration is consistent with what

you want to update on the device.

• Job Manager—This NSMmodule tracks the status of running and completed update

processes. The Job Manager displays details of the update process in a dedicated

information window and includes the update’s success or failure and errors involved

in a failed update.

How the Update ProcessWorks

Themanaged device is functioning normally. You have successfully added the device to

NSM, reviewed the device configuration, and updated the device. An event occurs on the

manageddevice that requiresachange to thedeviceconfiguration. Forexample,malicious

traffic might have entered your network, requiring you to update the security policy for

the device to detect and prevent that attack.
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1. Using the NSMmonitoring tools, you learn of the attack and locate the cause of the

event. Using NSMmodules such as the Realtime Monitor and Log Viewer, you

determine the exact attack that penetrated the device. From the Report Manager,

you also determine what rule in the security policy was ineffective in blocking the

attack.

2. You update the modeled device configuration, editing the security policy to detect

and prevent the attack from entering your network again.

3. Before updating the running configuration, you review themodeled device

configuration. Using a delta configuration summary, compare the modeled

configuration with the running configuration on the device to confirm the differences.

Fine-tune themodeled configuration, if needed.

4. When you are confident that the modeled configuration is valid, update the device.

NSM updates the running configuration with only the new changes (delta). During

the update, you track the update progress using JobManager in real time and observe

the transfer of the configuration from NSM to the device.

If the update is unsuccessful, use the information in the Job information window to

correct the problems in the modeled configuration.

5. After updating, run a second Delta Configuration Summary to identify any remaining

differences between themodeled configuration and the running configuration on the

device. When the Delta Configuration Summary reveals no differences between the

new configuration and the old configuration on the device, you have successfully

updated the running configuration.

About Atomic Configuration—ScreenOS Devices

NSM uses atomic configuration, a fail-safe feature for updating devices. Atomic

configuration ensures that a current valid configuration is not overwritten by a flawed

configuration in flash memory. The update must finish without errors and the device

connection to the management systemmust remain active, or the update is aborted to

preventan invalid, error-prone, or flawedconfiguration frombeing installedon thedevice.

Atomic configuration is always on. During an update:

1. NSM saves and locks the active configuration on the device, and then starts a timer

for the update process.While the active configuration is locked, it cannot be changed.

2. NSM sends themodeled configuration to the device.

3. As the device receives the modeled configuration, it updates its existing active

configuration with each command as the command is received:

• If the device executes the entire modeled configuration (all commands) and the

connection to the management system remains up, NSM unlocks the active

configuration and saves the new active configuration.

• If the device cannot execute a command, NSM resets the device, unlocks the active

configuration, and restores the saved active configuration to the device (the device

reboots).After rebooting, thedevice sendsa final errormessage to themanagement
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system; the contents of this message, which include any CLI errors in the failed

configuration, appear in the Job Manager status window for this upgrade.

• If the device connection to the management system is down after all commands

have been executed, the update timer expires and the device automatically resets.

The device unlocks the active configuration and restores the saved active

configuration (the device reboots). The connection might be down due to a

command in the modeled configuration that causes the device to lose connection

with the NSM Device Server.

NOTE: When updating vsys devices, atomic configuration occurs only for
the root vsys.

About Atomic Updating—ScreenOS Devices

In addition to atomic configuration, devices running ScreenOS 5.1 and later also support

atomic updating, which enables the device to receive the entire modeled configuration

(all commands) before executing those commands (instead of executing commands

as they are received from themanagement system). BecauseNSM sends all commands

at one time, the performance of the management connection is enhanced.

Atomic updating also enables the device to temporarily lose connection to NSM during

theupdateprocess. If themanagement connection is downwhen thedevice has finished

executing the commands in the modeled configuration, the device reestablishes the

connection. Because the device no longer needs to maintain a constant connection to

themanagement systemduringupdating, youcanconfigurechanges to themanagement

connection from the NSMUI.

During an atomic update:

1. NSM saves and locks the active configuration on the device, and then starts a timer

for the update process. The timer expires after 40minutes. While the active

configuration is locked, it cannot be changed.

2. NSM sends themodeled configuration to the device.

3. The device receives all commands before executing the commands on the active

configuration. During the update, the device sends progress messages to the

management system every 15 seconds; these messages appear in the Job Manager

status window for the update.

During theupdate, the JobManagerstatuswindowdisplaysothermessages,depending

on the success of the update:
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• UpdatesWithout Errors—If the device executes the entire modeled configuration

(all commands) and the connection to themanagement system remains up or can

be reestablished, NSM unlocks the active configuration and saves the new active

configuration. The device sends a final message to the management system; this

message appears in the Job Manager status window for this update.

• UpdatesWith Errors—If the device cannot execute a command, it notifies the

management system,whichmakesadecisionwhether to ignoreandproceed, abort,

or revert.

For ignore and proceed decisions, the device continues the update.

For abort and revert decisions, the device automatically resets. The device unlocks

the active configuration and restores the saved active configuration (the device

reboots).After rebooting, thedevice sendsa final errormessage to themanagement

system; this message, which includes any CLI errors in the failed configuration,

appears in the Job Manager status window for this update.

• Re-establishManagementConnection—If thedeviceconnection to themanagement

system is down after all commands have been executed, the device attempts to

reestablish connectivity.

If successful, NSM unlocks the active configuration and restores the saved active

configuration to the device. The device sends a final message to the management

system; this message appears in the Job Manager status window for this update.

If attempts to reconnect are unsuccessful for two hours, the update timer expires

and the device automatically resets. The device unlocks the active configuration

and restores the saved active configuration (the device reboots). After rebooting

and reestablishing the connection to the management system, the device sends a

final error message to the management system; this message, which includes any

CLI errors in the failed configuration, appears in the JobManager status window for

this update.

About Atomic Configuration and Atomic Update—DMI-Compatible Devices

Thedevicemanagement interface(DMI)providesbuilt-in support foratomicconfiguration

and atomic update for Junos devices, Secure Access devices, and Infranet Controller

devices.Theupdate to thedevicedoesnotgetcommitteduntil theoperation is complete,

so a failure during an Update Device operation can never leave an inconsistent

configuration on the device.

• If the Update Device directive finishes and the connection between the device and

NSM remains up, the device transitions to use the new configuration. The Update

Device operation is successful.

• If the connection between the device and NSM is lost during the Update Device

operation, the job status will report failure, and the device will rollback to the original

configuration.UnlikeScreenOSdevices, however,DMI-compatibledevicesdonotneed

to reboot in order to rollback.

• If the connection between the device and NSM remains up throughout the Update

Device operation, but the update itself fails, the DMI device will keep the original
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configuration, becauseupdate to thedevicedoesnot get committeduntil theoperation

finishes.

About Implicit Updates (Secure Access and Infranet Controller Devices Only)

Secure Access and Infranet Controller configuration data is structured such that the

creation or change of some configuration data can cause implicit change in other

configuration data. For example:

• Resource policies can be automatically created as a result of Resource Profile

configuration.

• Encrypted passwords are created on a Secure Access device as a result of cleartext

password configuration.

• Bookmarks created in theWeb Access Policies list (resource policies or allow rules for

certainWeb sites) are created when the "auto-allow" checkbox is checked when a

Role bookmark is created.

• Configuration of a HostChecker role restriction triggers automatic configuration of a

realm-level host checker evaluation setting.

As a result, an Update Device directive to a Secure Access or Infranet Controller device

can result in configuration data changing on the device which was not set in NSM. To

synchronize the configuration data, NSM imports the configuration after the update.

If an Update Device directive causes implicit configuration changes on one or more

devices, each device reports the event to NSM in the update device response. On receipt

of this message, NSM performs the following actions:

• Shows the Update Device job as “Done” in the Job window.

• Changes the configuration state on deviceswith implicit changes to “Managed, Device

Changed”.

• Displays the Device Import Options popup that lists the devices with implicit

configuration changes and informs you that the configuration is being imported.

ClickOK to close the dialog box.

• Starts a job to import the configuration from each affected device.

KnowingWhen to Update

Typically, you update a device after changing the device configuration or after modifying

the security policy that is assigned to the device.

• To overwrite the existing configuration on the physical device, update the physical

device with the modeled configuration in NSM.

• To overwrite themodeled configuration in NSM, import the existing configuration from

the physical device. NSM does not support delta updates from the device.
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Using NSM, you can identify the changes made to the device or to the modeled

configuration, and then update the device. For significant changes to the network that

the security device is deployed in, youmight also need to change the assigned policy.

The following sections explain how to detect configuration or policy changes:

• Verifying Device Status in Device Monitor on page 263

• Verifying Device Status in Device Manager on page 265

• Reviewing Logs on page 265

• Identifying Administrative Changes on page 266

• Reviewing Reports on page 266

Verifying Device Status in DeviceMonitor

Within themanagement system, amanageddevice has anassociated connection status

andconfigurationstatus.NSMdisplayseachstatus for eachmanageddevice inRealTime

Monitor > Device Monitor.

For more details on using the Device Monitor, see “Monitoring Managed Devices” on

page 706.

Connection Status

The connection status indicates the status of the connection between themanaged

device and the Device Server. NSM uses heartbeat packets to continually test the

connection between the Device Server and the physical device. The connection status

column in the Device Monitor displays the current status of the device:

• Upstatus—Thedevice is connected to theDeviceServer and is runningproperly. Before

you can update a device, it must be in the Up state.

• Down status—An event has occurred, either manually by an administrator or

automatically by the flowof a type of traffic, that has stopped the device from running.

• Never Connected status—The device has not made an initial connection to Device

Server. Typically, this state appears for modeled devices that have not been activated,

or for devices waiting to be activated using Rapid Deployment.

Configuration Status

The configuration status indicates the status of the device configuration on the physical

device. Some common configuration states include:

• Managed—The running configuration is the same as themodeled configuration (the

device is using a “managed” configuration).

• Modeled—The running configuration is not the same as themodeled configuration,

and the device has not yet connected to NSM.

• Import Needed—The running configuration is not the same as themodeled

configuration, but the device has connected to NSM and is awaiting manual import.
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• Update Needed—Indicates that the running configuration is not the same as the

modeled configuration, and the device is connected to NSM. Youmust update the

managed device before the changes youmade in the modeled configuration can take

effect.

• PlatformMismatch—The device platform selected when adding a DMI device in NSM

does not match the device itself.

• Device Firmware Mismatch—The OS version selected when adding a DMI-compatible

device does not match the OS version running on the device itself.

• Device changed—For Junos devices with dual Routing Engines, indicates that a

switchoverhasoccurred,because theconfigurationcommit timestampson themaster

and backup Routing Engines are not synchronized.

For devices runningScreenOS5.1 and later, NSMsupports additional configuration states

that indicate the status of the physical device configuration in relation to the modeled

configuration in NSM. In addition to the states listed above, a device running ScreenOS

5.1 and later can have one of the configuration states shown in Table 27 on page 264.

Table 27: Additional Configuration States for Devices Running ScreenOS 5.1 and Later

DetailsDetail State

The physical device configuration is synchronized with the modeled
configuration in NSM.

Managed, In Sync

The physical device configuration is not synchronized with the modeled
configuration in NSM. Changes were made to the physical device
configuration (the configuration on the physical device is newer than the
modeled configuration).

To synchronize the two configurations, import the configuration from the
physical device.

Managed, Device
Changed

Themodeled device configuration is not synchronized with the physical
device configuration. Changes were made to the modeled configuration
(the configuration on the NSM is newer than the physical device
configuration).

Any changemade in the UI automatically causes the NSM configuration
state to change, evenwhen the change is canceledor undone. For example,
if youchangeavalue in theUI toadifferent value, and thenundo thechange
byentering theoriginal value, theNSMconfiguration state is still considered
not synchronized with the physical device.

To synchronize the two configurations, update the configuration on the
physical device.

Managed, NSM
Changed

Both device configurations (physical andmodeled) are not synchronized
with each other. Changes were made to the physical device configuration
and to the modeled configuration.

Although you cannot synchronize delta changes, you can run a delta
configuration summary (see “Using a Delta Configuration Summary” on
page 267) to identify the differences, thenmanually make the changes to
the modeled configuration, and then update the device.

Managed,NSMand
Device Changed
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Table 27: Additional Configuration States for Devices Running ScreenOS 5.1 and
Later (continued)

DetailsDetail State

Completion of an Update Device directive is suspended, waiting for the
device to reconnect.

This state occurs only for ScreenOS devices that have the UpdateWhen
Device Connects option selected during device update.

Managed, Sync
Pending

Changing the name, color, or NSM port on a device causes the configuration state to be

out of sync, even though themanagement system and device do not share these

parameters (these parameters are not transmitted to or from the device during an

update).

For details on all states, see “Viewing Device Status” on page 706.

Verifying Device Status in DeviceManager

You can view the connection and configuration status for eachmanageddevice inDevice

Manager.

NSM automatically updates the device status and displays the state of each device in

the UI. To view device status, place your mouse cursor over the device name. A tooltip

shows the device name, device type and OS version, IP address, domain, the Attack Db

version if it is a Firewall\IDP device, and the connection and configuration states.

Tomanually verify the configuration status for devices :

• For a single device—Right-click the device and select Check Config Sync Status.

• For multiple devices—From the Device Manager launch pad, select Device config
Options > Check Config Sync Status. Select the devices for which you want to view
configuration status, then clickOK.

NOTE: You can use the directive Check Config Sync Status from any
location in the NSMUI. (You do not need to select the Device Manager.)

Reviewing Logs

The Log Viewer can help you identify event patterns on your network. To see patterns in

theLogViewer, createacustomviewusing filters thatdisplay logentriesbasedonspecific

criteria. To set a column or cell filter, right-click the column or cell that you want to use

as the matching criteria and specify the value.

For example:

• To track all events for a specific time period, create a filter on the timestamp column;

whenapplied, the filter displaysonly the logentries thatmeet the specified timeperiod.
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• To track all events from a specific source IP address, create a filter on source address

column; when applied, the filter displays only the log entries that use the specified

source address.

• To track all events for a specific category or subcategory of log entries, such as

Configuration or Attack log entries, create a filter on the category or subcategory

column;whenapplied, the filter displaysonly the logentrieswith thespecifiedcategory

or subcategory designation.

For more details on using the Log Viewer, see “Logging” on page 783. For step-by-step

instructions on creating a filter, see the Network and Security Manager Online Help topic

“Setting Filters”.

Identifying Administrative Changes

Use the Audit Log Viewer to identify administrative changes made to your managed

devices. Audit logentries also identify theadministratorwhomade thechange, theaction

performed, and thedateand timeof thechange.Youcan trackchangesby timeof logging,

administrator name, action, targets, and devices. If an administrator made a change to

a device or an object, youmight want to update the affected devices.

For details on using the Audit Log Viewer, see “Using the Audit Log Viewer” on page 832.

Reviewing Reports

Use Report Manager to determine when you are receiving toomany attacks of a certain

type and order them by an IP address. For example, if you determine that the current

device configuration and security policy cannot block scans, youmight want to create a

new rule in the security policy that guards against those attacks, and then update the

device.

ReportManagerprovides three typesof reports: time-based reports, event-based reports,

and severity-based reports.

• To identify common events, select an event-based report to see the frequency of

events in a bar graph or pie chart. To see details for a specific event, right-click the

event and select View in Log Viewer to display a custom view in a newwindow. You

cansaveadetailedviewasacustomreport. For example,whenviewing theTopAlarms,

expand a location to view the data that makes up this location.

• To examine how specific rules in your security policy are performing, select the

Administrative > Top Rules report. Youmight need to fine-tune an inefficient rule to
better handle events in your network traffic.

For details on using Report Manager, see “Reporting” on page 855.

Using Preview Tools

When you update amanaged device, you overwrite the existing configuration that is

running on the physical device. Therefore, it is important to verify a configuration before

sending it to the device.
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Using preview tools, you can preview how themodeled configuration looks in CLI

command formorXMLmessage formtopredict thesuccessof theupdateandanticipate

errors. NSM supports these types of preview tools:

• Configuration Summary—Displays the modeled configuration using ScreenOS CLI

commands, or XML for DMI-compatible devices.

• Delta Configuration Summary—Displays the modeled configuration and running

configuration inCLI commandformorXMLscript form,and lists thedifferencesbetween

the two configurations.

• Running Configuration—Displays the configuration installed on the physical device.

The configuration and delta configuration summaries help you ensure that themodeled

configuration is correct before you update your managed devices, while the running

configuration helps you identify settings already on themanaged device.

Running a Configuration Summary

When you update amanaged device using NSM, themanagement systemgenerates CLI

commands or XML script that map to the settings in the NSMUI. To verify that the

configuration you are installing on the device generates the correct commands, run a

configuration summary.

1. From the launchpad, select Devices Config Options > Summarize Config. The
launchpad displays the Summarize Config dialog box.

2. Select thedevicesordevicegroups forwhichyouwant to runaconfigurationsummary

and clickOK. A Job Information window displays the progress of the summary.

3. Whenthe jobcompletes, reviewtheCLI commandsorXMLscript in the Job Information

window.When you update the device, these are the commands that NSM uses to

overwrite the running configuration.

For some settings, the CLI commands for a UI settings do not map one-to-one. For

example, a single vsys configuration in the NSMUI generates multiple ScreenOS

commands.

Because themanagement system generates all information (UI settings, XML, and CLI

commands) for a configuration summary, you can run a configuration summary on a

modeled device, even if no corresponding physical device is connected.

Using a Delta Configuration Summary

A delta configuration summary compares the active configuration on the ScreenOS or

DMI-compatible device with the modeled configuration in NSM and displays the

differences between the two configurations. The delta configuration summary produces

four sets of data. See Table 28 on page 268.
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Table 28: Delta Configuration Summary Information

DescriptionDelta Config Data

Displays (in CLI command form or XML script form) the
commands detected on the device that do not map to NSM
settings. Use this information to identify any out-of-band
updates (made by the local device administrator) to the
running configuration; youmight not want to overwrite these
settings.

ConfigonDevicebutnotonNSM

Displays (in CLI command form or XML script form) the
commands (as mapped to NSM settings in the modeled
configuration) detected inNSMbut not on thedevice. Use this
information to identify the changes you havemade to the
modeled configuration since the last update.

ConfigonNSMbutnotonDevice

Displays (in CLI command form or XML script form) the
commands for configuration settings present on both the
device and NSM, for which the CLI command sequence has
been reordered.

Config on both NSM and Device
but reordered

Displays (in CLI command form or XML script form) the
commands that NSMwill send to the device on the next
update.

Config to be sent to device on
next Update Device

You should run a delta configuration summary twice:

• Before updating—Because you are overwriting the running configuration with the

modeled configuration, youmight want to identify and verify the configuration you are

installing on the device.

• After updating—Ensure that the device received the configuration as you expected,

and that no differences exist between the running configuration and themodeled

configuration.

Delta configuration summaries are helpful tools for ongoing device maintenance,

particularly for devices that are managed both locally by a device administrator using

CLI commands or theWeb UI and remotely by a NSM administrator using the NSMUI.

Because themodeled configuration can overwrite the running configuration, you should

always confirm the commands that are sent to the device.

To run a delta configuration summary:

1. From the Device Manager, select Summarize Delta Config. The launchpad displays
the Summarize Delta Configuration dialog box.

2. Select the devices or device groups for which you want to run a delta configuration

summary and click Apply Changes. A Job Information window displays the progress

of the summary.

3. Whenthe jobcompletes, reviewtheCLI commandsorXMLscript in the Job Information

window. Specifically, review the commands in the section “Config to be sent to device

on next Update Device”; when you update the device, these are the commands that

NSM uses to overwrite the running configuration.
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A sample delta configuration summary for a ScreenOS device is shown in

Figure 68 on page 269.

Figure 68: Delta Configuration Summary Example

Occasionally, the delta configuration report might display discrepancies that do not

actually exist between the running configuration and themodeled configuration. In some

specific situations, the running configuration includes CLI commands that do not appear

as pending changes in NSM, yet the two configurations are actually in sync (no delta

exists). This situation can occur when:

• Some settings for a feature have been configured in NSM, but the feature itself is not

enabled. For example, if you configure NSRP settings but do not deploy the device in
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NSRPmode, the CLI commands for NSRP settings appear in the running configuration

but are not managed by NSM (because the feature is not active).

• DHCP settings, such as interface IP addresses, are not assigned by NSM, and are not

included in the CLI commands sent to the device. The CLI commands do appear,

however, in the running configuration.

• Default, unconfigured settings might not bemanaged by NSM. For example, if the

running configuration includes the domain namemycompany.net, but that domain

name is not configured in NSM, themanagement system leaves the value unchanged.

Performing an Update

You can update a single device, multiple devices, vsys devices, clusters, virtual chassis

or device groups using the same process.

Before updating:

• Ensure that you have configured the device correctly, created and assigned a policy to

the device, and established a connection between the device and themanagement

server.

• Runaconfiguration summaryon thedevice to view theCLI commands for themodeled

configuration. Review these commands to ensure that you have configured the device

as desired.

• Run a delta configuration summary to view the differences between themodeled

configuration and the running configuration in CLI command or XML script format.

To update the device:

1. From the Device Manager launchpad, selectUpdate Device. The launchpad displays
the Update Device(s) dialog box.

2. Select the devices or device groups you want to update.

3. In the lower portion of the dialog box, check the Run Summarize Delta Config box if

desired, and then click Apply Changes.

NSM begins updating the selected devices or device groups with the modeled

configuration.

After updating:

• Review the information in the Job Information window to determine if the update was

successful.

• If you chose to run a delta configuration summary, review the summary to ensure that

no conflict exists between the running configuration and themodeled configuration.
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Retrying a Failed Update

When updating your managed security devices, the update fails for each device that is

not connected to the management system at the time of update. For devices running

ScreenOS 5.1 or later, you can configure NSM to save the pending changes for an

unconnected device, and then install those changes when the device finally connects to

the management system.

NSM automatically changes the configuration state of an unconnected device that is

waiting for changes to the “Sync Pending” state. When a device in this state connects to

the management system, pending changes are immediately installed on the device and

the configuration state is changed to “In-Sync”.

You can also configure themanagement system to abort update attempts for previously

unconnected devices to which out-of-band changes have beenmade. For example, you

attempt to update all your managed NS-5GT security devices, but device NS-5GT-25 is

disconnected from themanagement system for troubleshooting at the time of update.

When troubleshooting is finished and the device reconnects, to prevent NSM from

overwriting any out-of-band changesmade, enable the option “Do not Update If Device

Has Changed”.

Configuring Update Options

You can configure device update and retry options on a systemwide basis (in the UI

preferences), on a per-update basis for multiple devices (in the Update Device(s) dialog

box), and on a per-update basis for a single device (in the device options dialog box).

The systemwide settings appear as the default settings for the per-update settings,

which you can change as needed for each update.

When configuring systemwide update options, you can enable or disable any option

independently; when configuring per-update options, dependencies apply.

Update Options for ScreenOS and IDP

Unconnected Device options include:

• Show Unconnected Devices in Device Selection Dialog—When this option is enabled,

the NSMUI displays devices that are not connected to themanagement system in the

Update Devices dialog box (which appears when you attempt to update the

configuration for a managed device).

When this option isdisabled, unconnecteddevicesdonotappear in theUpdateDevices

dialog box, preventing administrators from selecting an unconnected device for

updating.

When you configure this option on a per-update basis, youmust enable it in order to

make the “UpdateWhen Device Connects” option available.

• UpdateWhenDeviceConnects—When thisoption is enabled,NSMattempts toupdate

a previously unconnected device that has pending changes stored in themanagement

system.
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When this option is disabled, NSM does not update a previously unconnected device,

and the configuration state of the device remains as “Sync Pending”.

When you configure this option on a per-update basis, youmust enable it in order to

make the “Do not Update If Device Has Changed” option available.

• Do not Update If Device Has Changed—When this option is enabled, NSM does not

update a previously unconnected device if out-of-band changes have beenmade to

the device. The configuration state of the device remains either NSM and Device

Changed, or Device Changedwhen the update device job is canceled as a result of a

change on the device.

Firewall Device options include:

• Rematch,SessionTreatmentwhenmodifyingapolicy rule—Whenthisoption isenabled,

NSM preserves the existing sessions that are being tracked by the installed security

policy during the policy update procedure (devices running ScreenOS 5.1 or later only).

At the end of the update, NSM restores all valid sessions on themanaged device and

deletes all invalid sessions.

When this option is disabled, NSM does not preserve and restore existing sessions for

an updatedmanaged device.

Standalone IDP Device options include:

• Update IDP Rulebase Only—When this option is enabled, only the IDP rulebase is

updated. When changes are made in the summarize delta configuration, only the

firewall policies are displayed. This option is applicable only for ISG and SRX Series

devices.

• Update Firewall Configuration Only—When this option is enabled, firewall-specific

configurations are pushed to the device. Pushing large IDP configurations along with

firewall configurations takes a very long time. For this reason, all configurations other

than IDPand IDPpoliciesarepushed to thedevice.Thisoption reduces the time required

for updating devices with large configurations and improves performance.

NOTE: Deleting an address-book or security-zone in NSM requires full
device update. A firewall-only update does not delete the address book or
the security zone. This is applicable only on SRX Series devices.

For details on tracking update status, see the next section, “Tracking Device Updates”

onpage 273. For details on troubleshooting failed updates, see “UnderstandingUpdating

Errors” on page 276.

Update Options for DMI-Compatible Devices

For DMI-compatible devices, update options include:

• Lock configuration during update.

• Update to candidate config first before commit to running config.

• Use confirmed commit.
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• Rollback candidate config to running config in error.

• Discard uncommitted changes when exclusive lock is available.

Tracking Device Updates

Use JobManager to trackdeviceupdates in real time. Youcanview the statusof a running

update and the status of completed updates in the Job Manager module.

When you send a command to a device or group of devices usingNSM, themanagement

system creates a job for that command and displays information about that job in the

Job Informationwindow. The command you send is called adirective. JobManager tracks

the progress of the directive as it travels to the device and back to the management

system. Each job contains:

• Name of the command

• Date and time the command was sent

• Completion status for each device that received the command

• Detailed description of command progress

• Command output, such as a configuration list or CLI changes on the device

NOTE: Job Manager configuration summaries and job information details
do not display passwords in the list of CLI commands or XML script for
administrators that do not have the assigned activity “View Device
Passwords”. By default, only the super administrator has this assigned
activity.

You can initiate directives frommultiple locations in the NSMUI, including the Devices

andToolsmenus in theNSM toolbar (to access theUpdate directive, from the Filemenu,

select Devices > Configuration >Update Device Configuration). The Job Manager
module is shown in Figure 69 on page 274.
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Figure 69: JobManager Module

Job Manager includes the following utilities and information:

• View Controls—Use View controls to set the information level you want displayed in

Job Manager:

• Expand All displays all devices associated with a directive type.

• Collapse All displays the directive type.

• JobType (Directive) List—Displays the job type (directives) and associated timestamp

completionstatus information.All currentandcompleted jobsappear, includingdevice

updates. However, if you have not yet performed an update using NSM, the Job List

does not display an Update Configuration directive.

• Notification Controls—Enables you to manually view job completion status.

• Job Information—Enables you to view job information, including errors, job completion

status, job state, automatic job completion notification setting, and start time of job.

Reviewing Job Information

The Job Information dialog box displays the changing device states as the directive is

executed. Device state changes, error messages, and warning messages are displayed

in real time. A sample Job Information dialog box is shown in Figure 70 on page 275.
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Figure 70: Job Information Dialog Box

Job Manager tracks the overall progress of one or more jobs executed on a single device.

Formultiple device updates, JobManager tracks the progress of each job on each device

in addition to the overall progress for all devices. To view the Job status for an individual

device (including errormessages andpercent complete), select the device in thePercent

Complete pane; the status appears in the Output pane.

The Job Information includes:

• Job Type—The type of task being tracked. Job Types include Update Device, Reboot

Device, and Config Summary. Job Type is also known as a directive.

• Time Stamp—The time at which NSM began executing the directive.

• Job Status—The current state of the job.

• Number of Jobs Completed—The number of jobs completed out of the total number

of jobs.

• Percent Complete—The percentage of total jobs successfully executed. When

performingmultiple jobsonmultipledevices, this fielddisplays thepercentagecomplete

for each device. When the job has completed, successfully or unsuccessfully, this field

displays 100 percent.

• Device Name—The name of the device on which the job is executed.

• State Description—The current state of the job.

• Completion Level—The percentage of a job that has executed successfully.

• Output—Displays the content of the update, including commands that have been

interpreted fromtheNSMdatamodel intodevice-specific commands, errormessages,

and existing commands deleted from the device. The Output Display Region displays
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all errors,warnings, device verification output, anddevice state information associated

with the job.

NOTE: If the Job Information dialog boxmight contain Chinese, Japanese, or
Korean characters, youmust uncheck the Fixed Font box to display them.

NOTE: JobManager configuration summaries and job information details do
not display passwords in the list of CLI commands for administrators that
do not have the assigned activity “View Device Passwords”. By default, only
the super administrator has this assigned activity.

Device States During Update

During an update, the managed device changes device state. You can view the current

device state in real time in the State Description field of the Job Information dialog box.

Table 29 on page 276 lists the states that a device can have.

Table 29: Device States During Update

DescriptionDevice State

No update activity has occurred on the device.None

NSM is sending the update image to the flash memory of the
device.

Loading in Progress

Device is accepting the parameters from the update
configuration that has been sent to the device flash memory.

Pending

The parameters that have been set in the NSM configuration
are being changed to corresponding device-specific CLI
commands that execute on the device.

Converting Data Model to
Device Data Model

Device has successfully been updated with the modeled
configuration.

Completion

Device has not been successfully updated with the modeled
configuration. The Output pane of the JobManager dialog box
displays error messages and error codes.

Failed

Understanding Updating Errors

Whenanupdate fails for any reason, JobManagerdisplayserror codesanderrormessages

that can help you identify and locate the problem. Typical errors include:

• Themodeled configuration contained invalid values that the device could not process.

• During theupdateprocess, theconnectionbetween themanageddeviceand theDevice

Server was lost.
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• Themodeled configuration caused themanaged device to lose its connection toNSM.

For theseupdateerrors, the Job Informationdialogboxdisplays the JobStatusas “Failed.”

You can also check the Connection Status and Configuration Status columns for the

device in the Realtime Monitor to determine whether the device is running.

After a device is updated, you can run a delta configuration summary to determine any

remainingdifferencesbetween themodeledconfigurationand the runningconfiguration;

the output of this summary appears in the Job Manager information window. For

successful updates, no discrepancies are found or displayed. For failed updates, the

output area lists remaining discrepancies.

For example, a failed update job is shown in Figure 71 on page 277.

Figure 71: Failed Update Job Dialog Box

In the Output area of this job, the update:

• Successfully removed existing commands on the device (Generating Removing CLI
Commands)

• Unsuccessfully added new commands that were not present in the running

configuration (Generated 5 Delta Config CLI Commands). Specifically, the update
could not set the command: pppoe name untrust clear-on-disconnect
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The delta configuration summary correctly detected a difference between settings on

themanaged device and settings in NSM. This error might be the result of a command

that was disabled by another NSM administrator or a local device administrator.
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CHAPTER 7

Managing Devices

This chapter describes device management tasks youmight need to perform in specific

situations, such as upgrading the software version on your devices, obtaining and

activating a deep inspection subscription, and handling an RMA device in the Network

and Security Manager (NSM) UI.

This chapter also provides details for ScreenOS and IDP about how the components of

the NSMmanagement system handle device capabilities, and how device configuration

settings are imported and updated. Thismaterial is provided for reference only, and does

not contain specific configuration tasks.

This chapter also describes the Juniper Update mechanism that enables new operating

system versions and new device types to be added to NSMwithout the need to upgrade

NSM. This feature applies only to devices with XML-based schemas.

This chapter contains the following sections:

• Managing Device Software Versions on page 280

• Viewing and Reconciling Device Inventory on page 285

• Managing Large Binary Data Files (Secure Access and Infranet Controller Devices

Only) on page 289

• Backing up and Restoring SA and IC Devices on page 301

• Managing User Sessions for SA and IC Devices on page 304

• Activating Subscription Services on page 305

• Managing the Attack Object Database on page 306

• Updating AV Pattern Files on page 317

• Updating theWeb Category List on page 317

• Miscellaneous Device Operations on page 318

• Managing ScreenOS Device Capabilities on page 331

• Archiving and Restoring on page 337

• Managing Device Schemas Through the Juniper Update Mechanism on page 338
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Managing Device Software Versions

You can use NSM to upgrade or adjust the software on any managed device running

ScreenOS, IDP 4.1 or later, Junos, SA or IC..

NSM does not support the upgrade of NetScreen-500 and ISG2000 security devices

from ScreenOS 5.1 to ScreenOS 5.2. This migration requires a boot-ROM upgrade; for

more details, refer to the ScreenOS 5.2 Migration Guide.

When a software upgrade is applied to a Junos device with dual Routing Engines, the

upgraded software is applied to both Routing Engines. The backup is upgraded first. The

router then reboots and the backup becomes themaster. Then the former master is

upgraded, as is the standard procedure for upgrading Junos devices with dual Routing

Engines.

Upgrading the Device Software Version

Upgrading the operating system is a three-step process:

1. Download the new software image file from the Juniper Networks website to your

computer running the client UI.

2. Copy the image file toa repository on theGUI server using theNSMSoftwareManager,

which you access from the Device Manager launchpad by selectingManage Device
Software (Select Tools > Software Manager from themenu bar).

The Software Manager lists all software image files in the repository. To add the one

you just downloaded, click the Add icon, navigate to the software image file you just

downloaded, and then clickOpen.

3. Select the software image file you want to install and the devices you want to install

it on using the Install Device Software wizard, which you access from the Device

Manager launchpad by selecting Install Device Software (Select Devices > Software
> Install Device Software).

When you use the Install Device Software wizard, you need to specify the device family

by selecting the OS name. All software image files available for the selectedOS are then

listed for you to choose from. Next, select the devices you want to install the software

image file on. When installing software on Junos devices, ensure that the devices you

select are in the Managed, In Sync state. The wizard responds by informing you that it is

ready to perform the upgrade, or with an error message if the upgrade is not allowed.

You can also choose from a list of additional options:

NOTE: Theadditionaloptionsareavailableonly for thedevices running Junos
OS and not for devices running ScreenOS.
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• Reboot the device after successful installation.

• Remove the software image file from the device after successful installation in order

to save space on the device.

• Check thecompatibility of thenewversionwith thecurrent configurationon thedevice.

• Back up the currently running and active file system, which takes a snapshot of the file

system of the device in case you encounter problems with the new software version

and you need to revert to the current version of device software.

Alternatively, instead of accessing the Install Device Software wizard from the Device

Manager launchpad,do the following if youneed to install device softwareononeselected

device:

1. Fromthedevice tree, right-click on thedevice inwhich youwant toperformasoftware

upgrade and select Software > Install Device Software. The Select Software Image
to install dialog box appears.

2. In the Select Software Image box, select the software image that you want to install

and clickNext. The View Selected Details dialog box appears.

3. Verify the details and click Finish.

NOTE: Do not change the name of the image file. The name of the image file
must be exactly the same as the filename that you download from Juniper
Networks, for example, ns5xp.4.0.3r2.0 or sensor_4_1r1.sh.

When upgrading multiple device types, ensure that you have loaded the same version

of the image file for each type of device on the Device Server. For example, you can

upgrade the firmware on a NetScreen-208, a NetScreen-50, and a NetScreen-5XP at

the same time, but the image files for each device typemust exist on the Device Server

andmust be the same OS version.

When a new version of Junos is installed on a device, it internally transforms its

configuration to conform to the new version. At the end of the upgrade process, these

devices display their Config Status asManaged, Device Changed. You need to import the

transformed configuration into NSM and then their Config Status becomesManaged, In

Sync.

WhenupgradingsoftwareonyourScreenOSor IDPdevices, youcanusedifferentmethods

depending on the OS version running on the devices:

• For devices running ScreenOS 5.x, the Device Server automatically uses Secure Server

Protocol (SSP) to load firmware onto yourmanaged devices. SSP is the protocol used

for the management connection between the physical device and the NSM Device

Server.

• For devices running IDP Sensor software, the Device Server uses SSH/SFTP to upload

and run theupgrade software. TheManagementPort on the IDPSensormustbeactive

and reachable over the network via SSH.
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Select the Automate ADM Transformation option to automatically update the Abstract

DataModel (ADM)when the firmware is loadedonto themanageddevice. If youdeselect

this option, the firmware is loaded onto the device, but you cannot manage the device

fromtheUI until theADM is updated. For example, youmightwant todeselect this option

to first verify that the device is properly operating with the uploaded firmware before

managing it from the NSMUI. To enable management, youmust reconcile the firmware

that you uploaded on the device with the ADM, as described in “Adjusting the Device OS

Version” on page 283. For more information about the ADM and NSM components, see

“Managing ScreenOS Device Capabilities” on page 331.

For step-by-step instructions on upgrading a device, refer to the Network and Security

Manager Online Help topic, “Upgrading Firmware on Devices.”

Upgrading a Device Software Version fromNSM

If upgrading device software from NSM, you can only upgrade to published versions of

the software and not to unpublished versions. You can upgrade the software of

NSM-managed devices to unpublished versions only through the device CLI or Web UI.

You can continue to manage these devices in NSM after the upgrade.

To add a new device running a software version that is either published or unpublished

in the Juniper Update Server, youmust first add the device to NSM and then import and

update it as described in “Performing an Update” on page 270.

Upgrading a Device Software Version outside NSM

If the software version of a device is upgraded outside NSM, through the device CLI or

Web UI, NSM behaves differently depending on whether the upgraded software version

is published and whether it is a major release.

To illustrate NSM’s behavior in these various scenarios, let us assume that 6.3R1, 6.3R2,

6.3R3, 6.3R4 and 6.4R1 are officially published releases; and 6.3R5, 6.3R6 and 6.4R2 are

maintenance releases but are not published in the Juniper Update Server. You see the

following behavior:

In a Minor Upgrade

When you upgrade from one version to another version in the same release, you can

upgrade from:

• One published version to another published version (6.3R2 > 6.3R3)

• One published version to an unpublished version (6.3R2 > 6.3R5)

• One unpublished version to a published version (6.3R5 >6.3R2)

• One unpublished version to another unpublished version (6.3R5 > 6.3R6)

After any one of the upgrades mentioned above, the device reboots. When the device

reconnects with NSM, its status is sw inventory out of sync. NSM does not allow you to

import or update the device. Youmust:

1. Run reconcile inventory to synchronize the device software inventory.

2. Import and update the device.
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In a Major Upgrade

When you upgrade from onemajor release version to another, you can upgrade from:

• One published version to another published version (6.3R1 > 6.4R1)

• One published version to an unpublished version (6.3R1 > 6.4R2)

• One unpublished version to a published version (6.3R5 > 6.4R1)

• One unpublished version to another unpublished version (6.3R5 > 6.4R2)

After any one of the upgrades mentioned above, the device reboots. When the device

reconnects with NSM, its status is adjust os version needed and sw inventory out of sync.

NSM does not allow you to import or update the device. Youmust then:

1. Run adjust os versionwhich also causes the system to automatically synchronize the

inventory.

2. Import and update the device.

Adjusting the Device OS Version

When importing or updating devices, NSM alerts you if it detects a mismatch between

theOS running on themanageddevice and theOS thatNSMhas recorded for the device.

OSmismatches can occur when:

• Adeviceadministrator changes theOSonthedeviceusing theWebUIorCLI commands

(through a console, Telnet, or SSH session).

• The Automate ADM Transformation option in the Firmware Update Availability dialog

box was deselected during a firmware upgrade by NSM. (See “Upgrading the Device

Software Version” on page 280.)

To reconcile the OS versions, right-click a device and selectAdjustOSVersion to display
the Adjust OS VersionWizard. Follow the directions in the wizard. For step-by-step

instructionsonhowtoupgradeadevice, refer to theNetwork andSecurityManagerOnline

Help topic, “Adjusting the OS Version on Devices.”

If a Junos device was upgraded using theWeb UI or CLI, after the Adjust OS Version

Wizard, you need to import the device configuration into NSM. This step is necessary

because the upgrade process causes the Junos device to internally transform its

configuration to conform to the new version. After you import this transformed

configuration into NSM, the Config Status of the device becomes Managed, In Sync.

During a firmware upgrade, NSM does not recognize service releases but instead

recognizes the lastmajor release runningon thedevice. This results in a versiondifference

in the firmware. Table 30 on page 284 lists the actions Adjust OS Version performs to

resolve version differences.

283Copyright © 2019, Juniper Networks, Inc.

Chapter 7: Managing Devices



Table 30: Adjust OS Version Directive Actions for Major and Service Releases

ExampleAction
Adjust OS
Version

Downgrading from the 11.1R4.4
major release to the 10.4S4.1
service release is not supported,
because the major release of the
service release is 10.4, which is
earlier than themajor release of
the last running major release of
the firmware, which is 11.1.

Performs an Adjust OS version from a
major release to a later service release.

However, the Adjust OS version does not
support changing from amajor release to
a service release, where themajor release
when themajor release for the service
release is earlier than the last running
major release of the firmware.

Major release
to a service
release

Downgrading from 11.1S4.1 service
release to the 10.4R4.1 major
release is not supported, because
the service release is later than
themajor release.

Performs an Adjust OS Version from a
service release to a later major release.

The action applies only if the service
release is upgraded to the next major
release.

The Adjust OS Version does not support
changing from amajor release when the
major release for the service release that
is earlier than the last running major
release of the firmware.

Service release
to amajor
release

Downgrading from the 11.1S4.3
service release to the 11.1S4.1
service release is not supported,
because S4.1 is an earlier release.

PerformsanAdjustOSVersion froma later
service release to a later service release.
However, the directive does not support
downgrading to an earlier service release.

Service release
to a service
release

Downgrading from the 11.1R4.1
major release to the 11.2R5.1major
release.

PerformsanAdjustOSVersion froma later
major release to amajor later release.

Major release
to amajor
release

Downgrading the Device OS Version

NSM does not support OS downgrades; you cannot use NSM to install an earlier version

of Juniper Networks OS than is currently running on the device. Youmust use theWeb

UI or CLI commands to downgrade amanaged device, and then add the device to NSM

again.

Rolling back the Device OS Version

NSMallowsadministrators to rollbackan ICorSAdevice to theprevious software version

that was installed on it.

To rollback to the previous software version:

1. Fromthedevice tree, right-click on thedevice inwhich youwant toperformasoftware

rollback and select Software > Rollback Device Software. The Rollback Software
dialogboxappears listing theOSon thedevice, thedevice rollbackOSversion installed

on the backup partition of the device, the device rollback build, and the current NSM

managed OS version.
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2. Click Rollback.

Deleting the Device OS Version

To delete a software image:

1. From themenu bar, select Tools > SoftwareManager. The Software Manager dialog
box appears.

2. Select the software image you want to delete and click the delete button (-).

Upgrading Device Support

Use the Upgrade Device Support directive to automatically upgrade all existing devices

that are eligible to provide forward or full management support for features in a future

release of ScreenOS.

NOTE: Youmust install a schema patch for the future version of ScreenOS
before upgrading the device support.

The directive performs the following actions:

• Performs an Adjust OS Version from the previously known ScreenOS version to the

new version of ScreenOS running on the selected devices.

• Optionally performs an import on the selected devices.

Viewing and Reconciling Device Inventory

Device inventory management in NSM allows you to display information about the

hardware, software, and license components of each device. It also provides features to

update the NSM database with the most current inventory information from the device.

In addition, you can use Device Monitor, Device List, and the device tooltip to view the

status of inventory synchronization.

These inventorymanagement features are available for all Junos devices, Secure Access

devices, and Infranet Controller devices. You cannot use these features with ScreenOS

security devices or IDP sensors. You can use these features to make the NSM database

match thedevice inventory, but youcannotwrite new inventory information to thedevice.

Initially, the device inventory in the NSM database is generated when the device is first

imported into NSM. Immediately after import, the device inventory in the NSM database

matches exactly the inventory on the device itself.

If the hardware on the device is changed, the software is upgraded through theWeb UI

orCLI, newsoftwarepackagesare installed, or anew licensekey is installedon thedevice,

then the inventory on the device is no longer synchronized with the NSM database.
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The Device Monitor, Device List, and tool tip shows the hardware inventory status, the

software inventory status, and the license inventory status for each device. Possible

states include:

• In Sync

Inventory in the NSM databasematches the device.

• Out of Sync

Inventory in the NSM database does not match the device.

• N/A

Either thedevice isnot yet connectedandmanagedbyNSM,or thedevice isaScreenOS

security device or IDP sensor.

The following sections provide details:

• Viewing the Device Inventory on page 286

• Comparing and Reconciling Device Inventory on page 287

Viewing the Device Inventory

NSM displays the hardware, software, and license inventory for each device according

to the information it has in its database. For a device with dual Routing Engines, NSM

collects the inventory data from themaster Routing Engine.

To view the device inventory, the device must be in the “Managed” state.

To view the device inventory, follow these steps:

1. In the navigation tree, select DeviceManager > Devices.

2. Right-click the device whose inventory you want to view.

3. Select View/Reconcile Inventory.

The Device Inventory window opens, similar to the example shown in

Figure 72 on page 286.

Figure 72: Viewing the Device Inventory
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4. Select theHardware tab todisplay informationabouthardwaremodules in thedevice,
including the I/Omodule, the Routing Engine, and so on.

5. Select theSoftware tab todisplay information about the softwarepackages installed
in the device, including the installed OS and its version, and any other installed

packages.

6. Select the License tab to display the license usage summary and details of each
installed license.

The usage summary lists the features that are licensed, the capacity of each license

(for example, howmany VPNs a license supports), howmany licensed units are

already in use, and howmanymore are needed.

The license details include the key, name, or ID of the license, the date the licensewas

created, and the validity status of the license.

Comparing and Reconciling Device Inventory

Changes to the device inventory are not automatically updated in the NSM database.

ThedevicedoesnotnotifyNSMof suchchanges. If ahardwaremodule is added, removed,

or replaced, the software is upgraded through the device CLI or Web UI, a new software

package is installed, or a new license key is added, the NSM database becomes out of

sync with the device inventory.

Run the Inventory Diff tool to check for differences between the NSM database and the

device inventory. To run this tool, follow these steps:

1. In the Device Manager, select Devices, and then right-click on the device you want to
compare.

2. Select View/Reconcile Inventory.

The Device Inventory window appears.

3. Click Refresh to start the Inventory Diff tool.

The Inventory Diff window appears, similar to the example shown in

Figure 73 on page 288.
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Figure 73: Comparing the Device Inventory with the NSMDatabase

Select an item in the left pane to display information about its objects in the right

pane. The right plane shows the name of the object, its value in the database, and its

value in the device itself. Differences between the database and the device are

highlighted:

• Yellow shows inventory objects that have changed.

• Green shows inventory objects added in the device.

• Red shows objects deleted in the device.

If differencesaredetected, the inventory statusof thecorrespondingcategory changes

to Out of Sync in the Device List, the Device Monitor, and the device tooltip, and the

Reconcile button in the Device Inventory window becomes active.

4. When you have finished viewing the differences, click Close.

5. To resolve any differences and update the NSM database with the current inventory,

click Reconcile in the Device Inventory window.

NSMreimports theupdated inventory, first applyingchanges to the software inventory,

then to the license inventory, and finally to the hardware inventory. On completion,

NSM displays the updated Device Inventory window.

The inventory status also changes to “Out of Sync” if differences exist between the NSM

database and the device inventories when the device reboots and reconnects, or when

an Update Device directive is issued to the device. In either case, you can reconcile the

inventory immediately by clicking the Reconcile button in the Device Inventory window.

You do not need to run the Inventory Diff tool, although youmight choose to do so if you

want to knowwhat the differences are.
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Youmight also need to reconcile the device inventory after activating amodeled device.

The Reconcile button becomes active for this purpose after you issue an Activate Device

directive on a device with connection status “Update Needed”.

If you issue an Update Device directive while the inventories are not synchronized, NSM

will return an errormessage telling you that it cannot complete the request until you have

reconciled the inventories.

If a member device of a Junos cluster reboots and connects back to NSM, the hardware

inventory might show as “Out-of-Sync” in the Device list table because the device takes

some time to fully initialize the chassis modules. You can reconcile the inventories to get

NSM back in sync with the device.

If theoperatingsystem isupgradedusing thedeviceCLIorWebUI, theSoftware Inventory

Status will change to “Out of Sync” when the device reboots and reconnects to NSM.

For this special case, youmust reconcile the inventory by right-clicking the device in the

Device Manager and selectingAdjust OSVersion. It is the only option available from the

drop-down list if the operating system versions are not synchronized. See “Adjusting the

Device OS Version” on page 283 for details.

ManagingLargeBinaryDataFiles (SecureAccessand InfranetControllerDevicesOnly)

Large binary data files that formapart of the configuration of SecureAccess and Infranet

Controller devices are handled differently from the remainder of the configuration in

NSM. The size of some of these binary files could make configurations large enough to

overload resourceson theNSMserver. Consequently, only the largebinary files youspecify

are imported into NSM, and those files are configured as shared objects, which avoids

duplication if they are applied to multiple devices.

NOTE: NSM supports binary data files up to 20MB.

Large binary data files are not importedwith the rest of the configuration during a normal

device import operation. Instead, the file is represented in the device configuration tree

by a stub containing an MD5 hash and file length designation. If you need to manage

such a file in NSM, you upload the file separately, and configure it as a shared object. To

include the file aspart of thedeviceobject inNSM, youmust thenestablisha linkbetween

the node in the device configuration tree and the shared binary data object. When you

establish the link, a pointer to the shared binary data object replaces the MD5 hash and

length.

After you have established the link, an Update Device directive will push all linked binary

data files to the device along with the rest of the device configuration. No binary data is

pushed for nodes that still contain the MD5 hash and length designators.

If you do not need tomanage a large binary data file from NSM, then you do not need to

include it in the device object configuration. For example, suppose you have a hosted

Javaapplet that residesonaSecureAccessdevice, and youhaveno intentionof updating

this applet. In this case, no shared object creation or file upload is necessary. NSMdevice

objects will contain only theMD5 hash stub for these endpoints. Any delta configuration
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operation between NSM and the device will indicate identical configurations because

theMD5 hash in NSMwill match the file on the device. For the same reasons, an Update

Device directive will have no effect on the device.

The following sections provide detailed instructions for managing large binary data files

in NSM, and specific instructions about how to upload each type of file and link it to the

device configuration object.

• Uploading and Linking Large Binary Data Files on page 290

• Importing Custom Sign-In Pages on page 294

• Importing Antivirus Live Update Settings on page 295

• Importing Endpoint Security Assessment Plug-in (ESAP) Packages on page 296

• Importing Third-Party Host Checker Policies on page 297

• Importing a Secure Virtual WorkspaceWallpaper Image (Secure Access Devices

Only) on page 298

• Importing Hosted Java Applets (Secure Access Devices Only) on page 299

• Importing a Custom Citrix Client .cab File (Secure Access Devices Only) on page 300

Uploading and Linking Large Binary Data Files

This topic describes the complete procedure for downloading a large binary data file and

linking that file into the Secure Access or Infranet Controller device configuration tree.

Subsequent sections provide details about each type of large binary data file.

NOTE: NSM supports binary data files up to 20MB.

To upload and link a large binary data file, follow these steps:

1. In the Device Manager, right-click the device icon and select Import Device from the

list to import the Secure Access or Infranet Controller device configuration.

When the import job is finished, the device object configuration contains the MD5

stubs for each of the large binary data files.

2. Upload each required large binary data file onto the NSM client workstation.

Use the deviceWeb UI to upload binary files form the Secure Access or Infranet

Controller device. Other files, such as ESAP configuration files, should be downloaded

form the site of origin.

3. To create a shared object in the NSMObject Manager for the binary file:

a. In the Configure panel of theNSMnavigation tree, selectObjectManager >Binary
data, and then click the Add icon.
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b. In the Binary Data dialog box, enter a name for the object, select a color for the

object icon, add a comment if desired, and select the file you uploaded in Step 2.

See Figure 74 on page 292. ClickOK.
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Figure 74: Adding a Shared Binary Data Object

4. Link the shared object to the corresponding node in the device configuration tree:

a. In theDeviceManager, double-click theSecureAccessor InfranetController device

to open the device editor, and then select the Configuration tab.

b. Navigate to the node in the configuration where you want to load the binary file.
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For example, to load an ESAP package, expand Authentication and then select
EndpointSecurity. In theHost Checker tab, selectEndpointSecurityAssessment
Plug-Ins, and then click the Add icon.

c. Select the shared object.

To continue theESAPexample, in theNewEndpoint Security AssessmentPlug-Ins

dialog box, enter a version number, and select a shared binary data object from

the Path to Package list, as shown in Figure 75 on page 293. This list includes all
shared binary data objects. ClickOK.

Figure 75: Linking to a Shared Binary Data Object

If the object you want is not in the list, you can add it to the shared binary data list

by clicking the Add icon. The Binary Data dialog box appears as in step 3.

d. ClickOK to save the newly configured links.
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Importing CustomSign-In Pages

The customized sign-in pages feature is a licensed feature that enables you to use your

own access pages, rather thanmodifying the sign-in page included with the Secure

Access or Infranet Controller device. Infranet Controller devices can use customized

sign-in access pages. Secure Access devices can use customized sign-in access pages

and customized sign-inmeeting pages.

Creating a CustomSign-In Page

Customized sign-in pages are THTMLpages that you produce using theTemplate Toolkit

language and upload to a shared object in NSM in the form of an archived ZIP file.

Formore information on customized sign-in pages, including details about how to create

them using the Template Toolkit language, see the Secure Access Custom Sign-In Pages

Solution Guide or the Unified Access Control Custom Sign-In Pages Solution Guide.

Linking to a CustomSign-In Page Shared Object

To create a link fromaSecure Access or Infranet Controller configuration tree to a shared

object containing a custom sign-in access page, follow these steps:

1. In the Device Manager, double-click the Secure Access or Infranet Controller device

to open the device editor, and then select the Configuration tab.

2. Expand Authentication.

3. Expand Signing-In.

4. Expand Sign-in Pages.

5. SelectUsers/Administrator Sign-in Pages, and then click the Add icon in the right
pane.

6. Enter a name for the access page.

7. Select CustomSign-in Pages.

8. Select a shared binary data object from the CustomPages Zip File list.

9. ClickOK once to save the link, and again to save the configuration.

To create a link from a Secure Access configuration tree to a shared object containing a

custom sign-in meeting page, follow these steps:
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1. In the Device Manager, double-click the Secure Access device to open the device

editor, and then select the Configuration tab.

2. Expand Authentication.

3. Expand Signing-In.

4. Expand Sign-in Pages.

5. SelectMeeting Sign-in Pages, and then click the Add icon in the right pane.

6. Enter a name for the sign-in meeting page.

7. Select CustomSign-in Page.

8. Select a shared binary data object from the Template File list.

9. ClickOK once to save the link, and again to save the configuration.

Importing Antivirus Live Update Settings

Uploading Live Update Settings

Retrieve the latest AV live update file from the Juniper Networks DownloadsWeb site:

https://download.juniper.net/software/av/uac/epupdate_hist.xml

Retrieve the latest patch file also:

https://download.juniper.net/software/hc/patchdata/patchupdate.dat

Linking to a Live Update File Shared Object

To create a link from a Secure Access or Infranet Controller device configuration tree to

a shared object containing an antivirus (AV) live update file, follow these steps:

1. In the Device Manager, double-click the Secure Access or Infranet Controller device

to open the device editor, and then select the Configuration tab.

2. Expand Authentication.

3. Select Endpoint Security.

4. From the Host Checker tab, select Live Update Settings.
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5. Select a shared binary data object from theManually import virus signature list.

6. ClickOK to save the configuration.

To create a link fromaSecure Access or Infranet Controller configuration tree to a shared

object containing an AV patch live update file, follow these steps:

1. In the Device Manager, double-click the Secure Access or Infranet Controller device

to open the device editor, and then select the Configuration tab.

2. Expand Authentication.

3. Select Endpoint Security.

4. From the Host Checker tab, select Live Update Settings.

5. Select a shared binary data object from theManually import patchmanagement
data list.

6. ClickOK to save the configuration.

Importing Endpoint Security Assessment Plug-in (ESAP) Packages

The Endpoint Security Assessment Plug-in (ESAP) on the Secure Access or Infranet

Controller device checks third-party applications on endpoints for compliance with the

predefined rules you configure in a Host Checker policy.

Uploading ESAP Packages

Toupload theEndpointSecurityAssessmentPlug-in fromthe JuniperNetworksCustomer

Support Center to your NSM client computer, follow these steps:

1. Open the following page:

https://www.juniper.net/customers/csc/software/ive/

2. Toaccess theCustomerSupportCenter, enter auser nameandpassword for a Juniper

Networks Support account.

3. Click the ESAP link.

4. Click the ESAP Download Page link.

5. Navigate to the ESAP release you want.

6. Upload the plug-in zip file to your computer.
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Linking to an ESAP Package Shared Object

To create a link fromaSecure Access or Infranet Controller configuration tree to a shared

object containing an ESAP package, follow these steps:

1. In the Device Manager, double-click the Secure Access or Infranet Controller device

to open the device editor, and then select the Configuration tab.

2. Expand Authentication.

3. Select Endpoint Security.

4. From theHost Checker tab, selectEndpointSecurityAssessmentPlug-Ins, and then
click the Add icon.

5. In the New Endpoint Security Assessment Plug-Ins dialog box, enter an ESAP version

number.

6. Select a shared binary object from the Path to Package list.

7. ClickOK once to save the link, and again to save the configuration.

Importing Third-Party Host Checker Policies

ForWindows clients, you can create global Host Checker policies that take a third-party

J.E.D.I. DLL that you upload to the IVE and run on client machines.

Uploading a Third-Party Host Checker Policy

Follow these steps to upload a package definition file that the device will recognize:

1. Name the package definition fileMANIFEST.HCIF and include it in a folder named

META-INF.

2. Create a Host Checker policy package by creating a zip archive. Include theMETA-INF

folder that contains theMANIFEST.HCIF file along with the interface DLL and any

initialization files. For example, a Host Checker policy packagemight contain:

META-INF/MANIFEST.HCIF hcif-myPestPatrol.dll hcif-myPestPatrol.ini

3. Upload theHost Checker package to theNSMshared object. You can uploadmultiple

policy packages to NSM shared objects, each containing a differentMANIFEST.HCIF

file.
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NOTE: After youuploadaHostCheckerpolicypackage to theNSMshared
object, youcannotmodify thepackagecontents. Instead, youmustmodify
the package on your local system and then upload themodified version
to NSM.

4. Implement the policy at the realm, role, or resource policy level using the options

described in the Secure Access Administration Guide or the Unified Access Control

Administration Guide section about configuring host checker restrictions.

To verify that the package itself is installed and running on the client computer, you

can use the name you specifiedwhen you uploaded the policy package (for example,

myPestPatrol). To enforce a particular policy in the package, use the syntax

package-name.policy-name. For example, to enforce the FileCheck policy in the

myPestPatrol package, usemyPestPatrol.FileCheck.

Linking to a Third-Party Host Checker Policy Shared Object

To create a link from a Secure Access or Infranet Controller device configuration tree to

a shared object containing a third-party host checker policy, follow these steps:

1. In the Device Manager, double-click the Secure Access or Infranet Controller device

to open the device editor, and then select the Configuration tab.

2. Expand Authentication.

3. Select Endpoint Security.

4. From the Host Checker tab, select theSettings tab, and then click the Add icon in the
Policies box.

5. From the Policy type list, select 3rd Party Policy.

6. Give the policy a name.

7. Select a shared binary data object from the Package list.

8. ClickOK to save the configuration.

Importing a Secure VirtualWorkspaceWallpaper Image (Secure Access Devices Only)

These files are generated by the system administrator.

Uploading a Secure VirtualWorkspaceWallpaper Image

Upload the original generated file, and create a shared object for it.
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Linking to a Secure VirtualWorkspaceWallpaper Image Shared Object

To create a link from a Secure Access device configuration tree to a shared object

containing a secure virtual workspace wallpaper image, follow these steps:

1. In the Device Manager, double-click the Secure Access device to open the device

editor, and then select the Configuration tab.

2. Expand Authentication.

3. Select Endpoint Security.

4. From the Host Checker tab, select theSettings tab, and then click the Add icon in the
Policies box.

5. From the Policy type list, select Secure VirtualWorkspace Policy.

6. Select theOptions tab.

7. Select a shared binary data object from the Desktopwallpaper image list.

8. ClickOK to save the configuration.

Importing Hosted Java Applets (Secure Access Devices Only)

You can store Java applets of your choice as shared objects in NSMwithout using a

separateWeb server to host them. You can then use these applets to intermediate traffic

to various types of applications through the Secure Access device. For example, you can

upload the 3270 applet, 5250 applet, or Citrix Java applet to shared NSM objects. These

applets enable users to establish sessions to IBMmainframes, AS/400s, and Citrix

MetaFrame servers through terminal emulators. To enable the Citrix Java ICA client

through an IVE session, youmust uploadmultiple Citrix .jar and .cab files or configure a

Citrix Terminal Services resource profile to host the Java applets.

You can upload individual .jar and .cab files or .zip, .cab, or .tar archive files to NSM shared

objects. Archive files can contain Java applets and files referenced by the applets.Within

the .zip, .cab, or .tar file, the Java applet must reside at the top level of the archive.

To ensure compatibility with both Sun and Microsoft Java Virtual Machines (JVMs), you

must upload both .jar and .cab files. The Sun JVM uses .jar files. The Microsoft JVM uses

.cab files.

NOTE: Uploading Javaapplets requires signedActiveXor signed Javaapplets
to be enabled within the browser to download, install, and launch the client
applications.
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Uploading a Java Applet

The source of the Java Applet is implementation dependent.

Linking to a Hosted Java Applet Shared Object

To create a link from a Secure Access device configuration tree to a shared object

containing a Java applet, follow these steps:

1. In the Device Manager, double-click the Secure Access device to open the device

editor, and then select the Configuration tab.

2. ExpandUsers.

3. Expand Resource Profiles.

4. SelectHosted Java Applets, and then click the Add icon in the right pane.

5. Give the applet and file each a name.

6. Select a shared binary data object from the Applet file to be uploaded list.

7. ClickOK once to save the link, and then again to save the configuration.

Importing a CustomCitrix Client .cab File (Secure Access Devices Only)

The custom Citrix client file enables you to provision the Citrix client from the Secure

Access device instead of preinstalling it on end-user machines or downloading from

another Web server.

Uploading a CustomCitrix Client .cab File

Obtain a Citrix client .cab file from an existing Citrix server installation or from the Citrix

corporateWeb site. Upload it to your NSM client computer and create an NSM shared

object for it.

Linking to a CustomCitrix .cab File Shared Object

To create a link from a Secure Access device configuration tree to a shared object

containing a Custom Citrix .cab file, follow these steps:

1. In the Device Manager, double-click the Secure Access device to open the device

editor, and then select the Configuration tab.

2. ExpandUsers.

3. SelectUser Roles.
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4. Select theGlobal Role Options tab.

5. In the Global Terminal Services Role Options tab, select a shared binary data object

from the Citrix Client CAB File list.

6. ClickOK to save the configuration.

Backing up and Restoring SA and IC Devices

NSM allows you to create multiple backup versions of the data in IC and SA devices and

store the backup versions in the NSM database. You can create backup versions for

multiple devices at one go, or select a backup version of a device and restore this data

onto one or more devices.

You can view the backup versions of a selected device, specify themaximum number of

backup versions for a device, purge the older backup versions of a device, delete backup

versions of a device and edit the comment or note associated with the backup version

of a device. You can also set the RMA state on an SA or IC device, activate the device set

to the RMA state and do a full restore after activation.

NOTE: NSM users who have the privileges to import a device can perform a
backup operation. NSMuserswho have the privileges to update a device can
perform a restore operation.

Backing up an SA or IC Device

To create backup versions of the data in an IC or SA device:

1. From the device tree or device list view, right-click on the device on which you want

to perform a backup and select BackupManager. The Backup Manager dialog box
appears listing all existing backup versions of the device.

2. Click the Backup button in the Backup Manager dialog box. The Backup Comment
dialog box appears.

3. Enter the comment that you want to associate with this backup and clickOK.

Restoring SA or IC Devices

To restore a backed up version of the data to one or more IC or SA devices:

1. From the device tree or device list view, right-click on the device on which you want

to perform a backup and select BackupManager. The Backup Manager dialog box
appears listing all existing backup versions of the device:
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2. Select the backup version you want to restore and click on the Restore button. The
Restore to Device(s) dialog box appears.

3. Select the device or devices towhich youwant to restore the backup version and click

OK.

Backing upmultiple SA or IC Devices

To create backup versions of the data in multiple IC or SA devices:

1. SelectDevices > Configuration > Backup Device(s) from themenu bar. The Backup

Device(s) dialog box appears.

2. Enter comments for the backup in the Comments text-box and select the devices

which you want to backup and clickOK.

Configuring Preferences for Backing up and Restoring SA or IC Devices

To configure preferences for backup and restore of SA or IC devices:

1. Select Tools > Preference from themenu bar. The New Preferences dialog box

appears.

2. In the preference navigation tree, select Config Backup Settings.

3. In the Config Backup Settings pane:

1. Specify themaximumnumberofbackupversions that shouldbesaved for adevice.

The default value is 3 while the maximum allowed is 5 versions.

2. Select thePurgeConfigFileversionscheckbox toautomaticallypurgeolderbacked
up versions of the device after the maximum limit of backup versions has been

exceeded. If this option is disabled, once themaximum limit for number of backup

versions for that device is reached, subsequent backup operations will fail.

4. ClickOK.

Viewing Backed up Versions for an SA or IC Device

To view backed up versions of an SA or IC device:

1. From the device tree or device list view, right-click on the device and select Backup

Manager. The Backup Manager dialog box appears listing the following information

for all existing backup versions of the device:

• Version number of the backup

• Date and time when the backup was taken

• OS version running on the device when the backup was taken.

• Size(in MB) of the data backup.
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• Name of the NSM admin who took the backup.

• Comments that the NSM admin entered while backing up.

2. Click the Backup button to backup a device. Select a backed up version and click
Restore to restore a backed up version to devices. Select a backed up version and
clickEditComments toedit thecommentsassociatedwithabackup.Selectabacked
up version and click Delete to delete the backed up version from the NSM database.

NOTE: The backup and restore feature is available in the NSMUI on root
clusters but not on cluster members. However when the backup/restore
operation is performed NSM automatically chooses one of the cluster
members.

Setting the RMAState on an SA/IC Device

If you need to send a device back to the factory and replace it with a new device, you can

set the device to the RMA state. This state allows NSM to retain the device configuration

withouta serial numberor connection statistics.Whenyou install the replacementdevice,

all you need to do is activate the device with the serial number of the replacement unit

and do a full restore for the device.

To set the RMA state on an SA/IC device:

1. From the device tree or device list view, right-click on the device on which you want

to set the RMA state and select RMADevice. The Confirm RMA Device dialog box

appears.

2. ClickOK. The Latest Backup Details dialog box appears. (If you do not have a backup
you will be prompted to take a backup before proceeding with).

3. Click Yes if you want to take a new backup. ClickNo if the current backup is enough
to set the RMA state on the device.

Activating an SA/IC Device Set to the RMAState

1. From the device tree or device list view, right-click on the device that you want to

activate and select Activate Device. The Activate Device wizard appears.

2. Select either Device Deployed or IP is reachable or Device deployed, but IP is not
reachable.

3. If you selected Device Deployed and IP is reachable:

1. ClickNext and enter the connection information

2. Enter the IP Address of the security device.
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3. Enter the device administrator name and password.

4. After NSM autodetects the device, clickNext to activate the device in NSM.

4. If you selected Device deployed, but IP is not reachable:

1. ClickNext. The Specify the connections settings dialog box opens.

2. Specify the First Connection One Time Password (OTP) that authenticates the

device.

3. Edit the Device Server Connection parameters, if desired.

4. ClickNext. The Specify device connections characteristics dialog box opens.

5. ClickShowDevice Commands to display a list of CLI commands. The commands
enable management and set the management IP address to the Device Server IP

address, enable the Management Agent, set the Unique External ID, and set the

device OTP. Copy and paste these commands into a text file, and then send the

commands to the device administrator. The device administrator must make a

Telnet connection to the physical device, paste the commands, and execute them

to enable NSMmanagement of the device

6. ClickOK to dismiss the Commands window and complete the Activate Device

wizard.

Performing a Full Restore of an SA or IC Device

To perform a full restore of an SA or IC device:

• Fromthedevice treeor device list view, right-click on thedevice that youwant to restore

andselectFullRestore. All device relateddata includingdeviceconfiguration, certificate
details, network settings and licenses is restored.

Managing User Sessions for SA and IC Devices

NSM allows you to manage user sessions on SA and IC devices. You can query and view

user sessions active in a device, refresh the roles of all active user sessions, and delete

user sessions from the device.

From the device tree or device list view, right-click on the device on which you want to

manageuser sessionsandselectActiveUsers. TheActiveUsersViewdialogboxappears.
The dialog box has the following GUI elements:

The top half of the dialog box has the following GUI elements for user inputs:

1. Show text-box to enter maximum number of user sessions to be displayed.

2. User Name text-box to enter user name search string. By default, this will be *. You
can specify any regular expression string here.

3. Sort on drop-down list box to select the name of the field to sort on.

4. Ordering drop-down list box to select sort in ascending or descending order
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The total recordsmatched field displays the number of user sessions thatmatch a query

in the Active Users View dialog box while the total records returned field displays the

number of user sessions whose details have been returned as a result of the query.

Thebottomhalf of thedialogbox is a tablewith the following columnsdetailing all active

user sessions. For each user session, the following details will be displayed:

• User name

• Authentication Realm

• User Roles (comma separated list of role-names)

• Sign in time

• Node fromwhich the user signed in (shown only for SA devices)

• IPaddressassigned for theuser'snetworkconnect session (shownonly forSAdevices)

If you have not queried active user sessions using this dialog box, the bottom half of the

dialog box will be empty.

• ClickontheUpdatebuttonafter specifyingvalues formaximumnumberofuser sessions

to be displayed and the user name search string, to update details about user sessions

in the Active Users View dialog box.

• Click on Refresh to refresh the role of all active user sessions.

• Click Delete after selecting the user session you want to delete and then click Yes in
the confirmation dialog box that appears to delete an active user session.

• ClickDeleteAllSessionsand thenclickYes in the confirmationdialogbox that appears
todelete all active user sessionson thedevice. Adminuser sessionswill not bedeleted.

NOTE: The user sessionmanagement feature for SA and IC devices is
available in theNSMUIon rootclustersbutnotonclustermembers.However
when the operation is performed NSM automatically chooses one of the
cluster members.

Activating Subscription Services

To use some Juniper Networks services, such as internal AV or Deep Inspection Signature

Service, youmust activate the service on the device by first registering the device, and

then obtaining the subscription for the service. Even though devices with bundled AV

servicescomewitha temporary, preinstalled subscription, youmust register yourproduct

and retrieve the subscription to receive your fully paid subscription.

To register your product, go towww.juniper.net/support. After you have registered your

product, you can retrieve the service subscription.

To obtain the subscription for a service:
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1. From the Device Manager launchpad, selectOther, and then selectGet Entitlement
from Entitlement Server. The Get Entitlement dialog box appears.

2. Select the devices or group of devices for which you want to retrieve a subscription.

3. ClickOK. The Job Informationwindowdisplays the status of the subscription retrieval.

Managing the Attack Object Database

The attack object database stored on the device contains predefined attack objects and

groupsdesigned todetect knownattackpatternsandprotocol anomalieswithinnetwork

traffic. You use attack objects when using Deep Inspection (DI) or Intrusion Detection

and Prevention (IDP) as attack detection mechanisms in a security policy rule.

Keep your attack object database and IDP detector engine firmware current. You can do

this interactively fromtheUI, or youcanscheduleupdatesautomatically. JuniperNetworks

provides frequent attack database updates, available for download from the Juniper

NetworksWeb site. New attacks are discovered daily, so it is important to keep your

attack object database up-to-date. Verify that the attack database version on the

managed devicematches the one on the NSMGUI server. The IDP engine is dynamically

changeable firmware that runs on IDP Sensors, optional security modules for the ISG

Series Integrated Security Gateways and IDP-capable devices.

The following sections explain how tomanage the attack object database:

• Updating the Attack Object Database on page 306

• Verifying the Attack Object Database Version on page 309

• Updating the IDP Detector Engine on page 311

• Example: Confirm IDP Engine Version on page 312

• Scheduling Security Updates on page 313

Updating the Attack Object Database

You can update the attack object database for managed devices that have deep

inspection or IDP capabilities.

• Fordevices runningScreenOSversion5.0.0-IDP1,ScreenOS5.1 and later, or standalone

IDP, or supported versions of Junos, youmust download new attack objects from the

attack object database server to the GUI Server, and then download the new objects

to your managed devices. IDP attack objects are loaded automatically when an IDP

rulebase is loaded; DI attack objects must be loadedmanually.

• For devices running ScreenOS version 5.0, youmust configure the devices to contact

the attack object database server, and then prompt the devices to download new

attack objects from the server.

To update amanaged device with new DI attack objects, youmust first obtain a DI

subscription for yourdevice. Fordetails, see “ActivatingSubscriptionServices”onpage305.
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Updating Attack Objects for IDP-Enabled devices

You can update attack objects by downloading new attack objects and a new detector

engine from the attack object database server to the GUI Server, then downloading the

new objects to your managed devices.

You can perform a network update if the NSMGUI Server has an Internet connection,

either directly or through a proxy. During a network update, the GUI Server contacts the

Attack Object Database server (managed by Juniper Networks) and automatically

downloads the necessary attack object files.

You can perform a local update if the GUI Server does not have Internet connectivity or

youdonotwant toperformanetworkupdate.Toprepare for a local update, youmanually

download the attack objects files from the Attack Object Database server (managed by

Juniper Networks), then copy these files to a local directory on the GUI Server. Then,

during the local update, you specify the path to these files.

Preparing for a Local Update

Complete the following steps before you perform a local update:

1. Obtain the attack update data file from the Juniper NetworksWeb site.

Browse to

https://services.netscreen.com/restricted/sigupdates/nsm-updates/NSM-SecurityUpdateInfo.dat.

Copy and paste the content from the URL into a text file called

NSM-SecurityUpdateInfo.dat.

Make sure the file has no HTML tags, RTF tags, or control characters. Use a text editor

to make sure there are no control characters in the file. The file should begin with

(updateInfo

and end with a closing parenthesis

)

2. Open the .dat file and locate the “url” line. For example:

:url ("NSMFP6-DI-IDP.zip")

The zip filename is the name of the attack database zip file.

3. Download the attack database zip file from

https://services.netscreen.com/restricted/sigupdates/nsm-updates/<zipFileName>.

For example:

https://services.netscreen.com/restricted/sigupdates/nsm-updates/NSMFP6-DI-IDP.zip

Download the file to your local disk. Do not change the filename.

4. Put both files in a local directory on the NSMGUI Server or on an internal Web server

that is reachable by the NSMGUI Server.

5. Change the permissions on both files to make them readable by all users, but do not

change the filenames.

307Copyright © 2019, Juniper Networks, Inc.

Chapter 7: Managing Devices

https://services.netscreen.com/restricted/sigupdates/nsm-updates/NSM-SecurityUpdateInfo.dat
https://services.netscreen.com/restricted/sigupdates/nsm-updates/<zipFileName>
https://services.netscreen.com/restricted/sigupdates/nsm-updates/NSMFP6-DI-IDP.zip


Running the Attack Object Update (Local and Network)

To update the attack object database on the NSMGUI Server:

1. Navigate to the global domain.

You can only update the attack object update settings and download a new attack

object database from the global domain.

2. Select Tools > Preferences to open the New Preferences dialog box.

3. In the preference navigation tree, select Attack Object.

4. In the Download URL box for the appropriate device family (ScreenOS or Junos),

configure the URL for the attack update file. When you update the attack object

database, the management system contacts this server and downloads the latest

database version to the GUI Server

• To perform a network update, enter the URL of the Attack Object Database web

server in the Download URL box. To restore the default server, select Restore
Defaults.

• To perform a local update, specify the local directory path to the .dat file you

previously downloaded in the Download URL box. Example:

file:///tmp/NSM-SecurityUpdateInfo.dat

• To use a proxy server for attack object download, select the Enable Proxy check
box. Then, enter the proxy server IP address, port, user name, and password.

• ForDI devices, click the+button toenter aDI licensekeyandspecifyDeep Inspection
Packs.

5. Select Tools > Update NSMAttack Database. The Update NSM Attack Database

dialog box appears.

6. Follow the instructions in theAttackUpdateManager to download the newSignature

and Protocol Anomaly Attack Objects to the NSMGUI Server.

After you have updated the attack object database on the GUI Server, you can use that

database to update the attack object database on your managed devices.

IDP attack objects are loaded automatically when you load an IDP rulebase. DI attack

objects must be loadedmanually.

To load the attack object database update to your managed devices:

1. FromtheDeviceManager launchpad, selectSecurityUpdates>UpdateDeviceAttack
Database, or from Devices in the menu bar, select Deep Inspection/IDP> Update
Device Attack Database. The Update Device Attack Database dialog box appears.

2. ClickNext, then select the managed devices on which you want to install the attack
object update.

3. Follow thedirections in theChangeDeviceSigpackwizard to update the attack object

database on the selectedmanaged devices.
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Updating DI Attacks on ScreenOS 5.0 Devices

You can update attacks for ScreenOS 5.0 and earlier devices (not 5.0.0 IDP1) by

configuring your managed devices to contact the attack object database server, then

prompting the devices to download new attack objects from the server.

To configure the device to contact the attack object database server:

1. In the main navigation tree, select DeviceManager > Devices, and then double-click
the device for which you want to configure the database.

2. In the device navigation tree, select Security > AttackDB > Settings.

3. For Attack Database Server, enter

https://services.netscreen.com/restricted/sigupdates

4. For Mode, selectUpdate.

5. ClickOK to save your changes

To prompt your managed devices to contact the server for updates:

1. From the Device Manager launchpad, select Security Updates > Update Device
Attack Database, or from Devices in the menu bar, select Deep Inspection/IDP>
Update Device Attack Database. The Update Device Attack Database dialog box
appears.

2. ClickNext, then select the managed devices that you want to update their attack
object database.

3. Follow the directions in the Change Device Sigpack wizard.

Using Updated Attack Objects

After you download updated attack objects and groups to the GUI Server (or to the

device), any new attack objects in the update are available for selection in NSMObject

Manager. Updated IDP attack objects are also available for selection within an IDP

rulebase in a security policy.

You can use new and updated DI attack objects immediately within a DI profile (in a

firewall rule), or use thenewandupdated IDPattackobjectwithin an IDP rulebase.When

you install the security policy on your managed devices:

• For a security policy that uses IDP attack objects, NSM pushes only the attack objects

that are used in IDP rules for the device from the GUI Server to the device.

• For a security policy that uses DI attack objects, NSM pushes all updated signatures

from the GUI Server to the device.

Verifying the Attack Object Database Version

New attack objects are added to the attack object database server frequently;

downloading these updates and installing them on your managed devices regularly

ensures that your network is protected against the latest threats. As new attack objects
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are added to the attack object database server, the version number of the database

increments by 1. When you download a version of the attack object database from the

server, NSM stores the version number of that database.

Automatic Verification

Themanagement system uses the database version number to detect and notify you

when the stored attack object database on the GUI server is:

• Older than themost recent database available from the attack object database server

• Newer than the attack object database currently installed on your ScreenOS 5.1 and

later managed devices

When NSM detects that managed device contains an older attack object database

version than the one stored on the GUI Server, the UI displays a warning for that device,

indicating that you should update the attack object database on the device.

Manual Verification

You can also manually check to see if the attack object database on the server is more

recent than the one on the security device.

Tomanually check the attack object database version:

1. From the Device Manager launchpad, select Security Updates > Check Attack
Database Server Version, or from Devices in the menu bar, select Deep
Inspection/IDP>CheckAttackDatabaseServerVersion. TheCheckAttackDatabase
Server Version dialog box appears.

2. Select the devices or group of devices to be checked.

3. ClickOK. The Job Information window displays the status of the version check.

NOTE: To view the attack object database version installed on Firewall/IDP
devices, place your mouse cursor over the device name in the device list or
device tree view. The tooltip displays the Attack DB version. The device list
view also includes an Attack Database version column displaying attack
object database versions installed on Firewall/IDP devices.

Managing Different Attack Database Versions

Eachmanaged device can contain a different attack object database version. However,

the NSMGUI Server can contain only one version of the attack object database at one

time. Therefore, when you update the device configuration on a device, youmust also

update the database on themanaged device to match the version of the database on

the GUI Server (if the version on the GUI Server is more recent). If the version on the

managed device is identical to or more recent than the version on the GUI Server, the

device ignores the attack object updates.
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NOTE: Although eachmanaged device can contain a different attack object
database version, we recommend that you use themost recent version of
theattackobjectdatabaseavailable toensure that yournetwork isprotected
against the latest threats.

Although devices running 5.0 update their attack object database independently of the

GUI Server, they alsomust remain synchronized with the attack object database version

on themanagement system if you intend to disable attacks at the device level:

• When the databases are in sync, you can disable attacks at the device level.

• When the databases are out of sync, you cannot disable attacks at the device level.

Youmustupdate theattackobjectdatabaseon thedeviceusing theproceduredetailed

in “Updating DI Attacks on ScreenOS 5.0 Devices” on page 309.

For details on disabling attacks, see theNetwork and Security Manager Online Help topic,

Configuring Firewall/VPN Devices.

Example: Updating Devices with Different Attack Object Database Versions

OnMonday, you update the attack object database to version 2.0 on theGUI Server, then

update twomanageddevices runningScreenOS5.2, DeviceAandDeviceB. Bothdevices

(and the GUI Server) have the same version of the attack object database.

OnWednesday, in response to a security alert, you update the attack object database

to version 2.1 on the GUI server, but install the update on only one of your managed

devices, Device A. Device A (and the GUI Server) is now running a different version of the

attack object database from Device B.

OnFriday, youmakemiscellaneousconfigurationchanges toDeviceAandB, thenattempt

to update both devices with themodeled configuration. During the update, the UI warns

you that Device B is running an older version of the attack object database than the GUI

Server contains.

Updating the IDP Detector Engine

The IDP engine is dynamically changeable firmware that runs on ISG security devices

running ScreenOS 5.0.0-IDP1, standalone IDP appliances, J Series devices, SRX Series

devices, and MX Series devices. Automatic updates to the IDP engine occur when you:

• Upgrade security device firmware—The upgraded firmware includes the most recent

version of the IDP engine as well as a new version of ScreenOS.

• Manually loadanewdetector engine—Newdetector enginesmaybedownloadedwith

normal attack object updates. Youmust load the new detector engine onto the device

manually.

NOTE: You cannot downgrade the IDP engine version on the device.

To update the IDP engine manually for a ScreenOS or IDP sensor device:
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1. From the Device Manager launchpad, select Security Updates >Update ScreenOS
Device Detector. The Load IDP Detector Engine wizard starts.

2. ClickNext, and then follow the instructions in the wizard to update the IDP engine on

the selected device.

To update the IDP engine for a Junos device:

• From theDeviceManager launchpad, selectSecurityUpdates>Update JunosDevice
Detector. The Load Junos IDP Detector Engine wizard starts.

• ClickNext, and then follow the instructions in the wizard to update the IDP engine on

the selected device.

NOTE: Updating the IDP engine on a device does not require a reboot of
the device.

You can also download the newdetector engine automatically. See “Scheduling Security

Updates” on page 313.

Example: Confirm IDP Engine Version

To see the version of the IDP engine that is currently running on an ISG2000 or ISG1000

device:

1. Select Tools > View/Update NSMAttack Database. The Attack Update Manager
wizard appears.

2. ClickNext. TheAttackUpdateSummarydisplays informationabout thecurrent version
downloadedon theGUIServer and the latest versionavailable from JuniperNetworks.

See Figure 76 on page 313.
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Figure 76: Attack Update Summary

3. Click Cancel to exit the Attack Update Manager.

Scheduling Security Updates

For security devices running ScreenOS 5.0.0-IDP1, 5.1 and later, and IDP 4.0 and later, J

Series devices, SRXSeries devices, and forMXSeries devices, you can configure theNSM

system to automatically update the attack object database on the GUI Server and on

those devices.

For ScreenOS devices running ScreenOS 5.0 (except ScreenOS 5.0.0-IDP1), NSM does

not automatically install new attack objects on the device but instead flags the device

for manual updating using the UI.

NOTE: Unlike the GUI-based attack object updates, Scheduled Security
Updates automatically pushes any new IDP detector engine that has been
downloaded.

Using the command-line utility /usr/netscreen/GuiSvr/utils/guiSvrCli.sh, direct the

management system to obtain the latest attack objects from the attack database server

(managed by Juniper Networks), then specify the action you want the server to take.

For a successful update, the device configuration must be “In-Sync”, meaning that the

device is connectedand that noconfigurationdifferencesexist between theconfiguration

on thephysical deviceand themodeledconfiguration inNSM,or “SyncPending”,meaning

that the device is unconnected and that the physical device will be updated with the
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modeled configuration when the device reconnects to the management system. If a

device is connected but its configuration is not “In-Sync”, the update process skips that

device to avoid installing unexpected changes.

To handle unconnected devices during the update, youmust also specify additional

post-action options, shown in Table 31 on page 314.

Table 31: Scheduled Security Update (SSU) Command Line Parameters

DefinitionParameter

Directs the system to download attacks for devices running
Junos OS.

--dmi

Lists command-line options for guiSvrCli.sh.--help

Directs the system to update its attack database by connecting
to and downloading the latest attack database, if newer.

Requires post-action parameter.

--update-attacks

Indicates that a post-action instruction will follow (none or
update-devices).

Requires none or update-devices parameter.

--post-action

Nopost-action. SSUupdates the attack database, but does not
push the new attacks to devices.

No other parameters needed.

--none

Updates managed security devices with newly updated attack
objects.

Requiresanunconnecteddeviceshandlingoption(skipor retry).

--update-devices

Directs the server to skip any unconnected device (server does
not try to update attack objects on that device.)

No other parameters needed.

--skip

Directs the server to update thedevice the next time it connects.
If thedevicehas changedwhile offline, the serverwill takeaction
based on the next parameter.

Requires modified device parameter (abort or override).

--retry

Directs the server to abort the update attempt if the device has
changed while offline. The device configuration state is set to
“Both Changed”, indicating that both the device and NSM have
pending changes.

--abort

Directs the server to update the device with the new attack
objects, overwriting any out-of-band changes made to the
device.

--override
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Example: Update Attack Objects and Push to Connected Devices

To download a new attack database and push it to connected devices only (ignore

unconnected devices), use the following command line.

/usr/netscreen/GuiSvr/utils/guiSvrCli.sh --update-attacks --post-action 
--update-devices --skip

Scheduling the Update

You can perform a one-time security update using guiSvrCli.sh directly, or you can use

crontab (or another scheduling utility) to configure the update to run at the intervals you

desire.

NOTE: Before performing or scheduling a security update, we recommend
that you disable the autoupdate setting for all managed devices. To disable
this setting in thedeviceconfiguration, fromthedevicenavigation tree, select
Security > Attack DB > Settings, then set the Schedule Mode to Disable

To perform a one-time security update:

1. Log in to the NSMGUI Server as root.

2. Change to the utility directory by typing: cd /usr/netscreen/GuiSvr/utils.

3. Type the following to update attacks, including specifying the post-action options for

the update:

guiSvr.sh --update-attacks --post-action post-action options

4. Enter your domain/username and password when prompted.

To configure a scheduled security update using crontab:

1. Log into the GUI server.

2. Change to the utility directory by typing: cd /usr/netscreen/GuiSvr/utils.

3. Create a shell script with the following elements:

• Set the NSMUSER environment variable with an NSM domain/user pair. The

command for setting environment variables depends on your OS.

Example: export NSMUSER=domain/user

• Set theNSMPASSWDenvironment variablewith anNSMpassword. The command

for setting environment variables depends on your OS and shell.

Example: export NSMPASSWD=password

• Specify a guiSvrCli command string.
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Example: /usr/netscreen/GuiSvr/utils/guiSvrCli.sh --update-attacks --post-action
post_action_options

4. Make the script executable. Make sure the person who will create the cron job has

permission to run the script.

5. Run the crontab editor.

crontab -e

6. Add an entry for the shell script

<minutes after hour> <hour> * * * path/attack_update_shell_script

During the update, the guiSvrCli utility updates its the attack object database, then

performs the post actions. After updating and executing actions, the system generates

an exit status code of 0 (no errors) or 1 (errors).

Example: Using Crontab to Schedule Attack Updates

In this example, you use crontab to update attack objects for online managed security

devices every day at 5:00 am. This example assumes you are running Linux, that you

have a domain called idp, and that there is an NSM user called idpadmin.

1. Log into the GUI server.

2. Change to the utility directory by typing: cd /usr/netscreen/GuiSvr/utils.

3. Create a shell script called attackupdates.shwith the following contents.

export NSMUSER=idp/idpadminexport
NSMPASSWD=idpadminpassword/usr/netscreen/GuiSvr/utils/guiSvrCli.sh
--update-attacks --post-action --update-devices --skip

4. Make the script executable.

chmod 700 attackupdates.sh

5. Run the crontab editor.

crontab -e

6. Add the script to the crontab.

0 5 * * * /usr/netscreen/GuiSvr/utils/attackupdates.sh

You can view expanded update results using the Job Manager and Audit Log Viewer in

the NSMUI, as detailed in the following sections.

Viewing Scheduled Security Updates in the JobManager

Each scheduled security update generates a Job Manager entry, entitled Scheduled

AttackandDeviceUpdate. Theentry contains job status information, suchas “connected

to server” or “no new security update available”.
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If the post-action was update-attacks, the job information also includes:

• A list of devices that the server attempted to update with new attack objects.

• For each device, the status of the update, such as “update successful”, “device skipped

due to pending changes”, or “update aborted”.

To view a Job Manager entry, in the main navigation tree of the NSMUI, select Job

Manager, then double-click the entry you want to view.

Viewing Scheduled Security Updates in the Audit Log Viewer

Each scheduled security update generates an entry in the Audit Log Viewer. The entry

contains the following information:

• Time Generated—Specifies the time at which the update began.

• Admin Name/Domain—The administrator name for security update is guiSvrCli and

the domain is Global (entry appears as guiSvrCli/Global).

• Action—The action appears as “ Scheduled Attack and Device Update”.

To view an audit log entry, in the main navigation tree of the NSMUI, select Audit Log
Viewer.

Updating AV Pattern Files

Some security devices provide antivirus (AV) scanning for specific application-layer

transactions using an internal AV scanner developed by Trend Micro. The internal AV

scanner references a virus pattern file to identify virus signatures. As new viruses emerge,

the pattern file on the device needs to be updated.

To update the AV pattern file for a device:

1. From theDeviceManager launchpad, selectSecurityUpdates>UpdatePattern. The
Update Pattern dialog box appears.

2. Select the devices or group of devices to be updated.

3. ClickOK. The Job Information window displays the status of the update.

Updating theWeb Category List

Web categories (predefined by SurfControl) are used to create the default Web Filtering

Profile object, which you can use in a firewall rule to permit or deny specific URL requests

to or from your protected network.

The SurfControl CPA server periodically updates its predefined category list, but does

not notify its clientswhen the list is updated. To ensure that the security device andNSM

usemost up-to-date predefined categories, youmust update the list manually, first on

the device, then for the NSM system.
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NOTE: The security device periodically polls the CPA server for category
updates. The default interval is every twoweeks; for details on changing this
settings, see theNetworkandSecurityManagerOnlineHelp topic, “Configuring
Firewall/VPN Devices”.

Youmust perform both steps listed below, in the following order:

1. In theDeviceManager launchpad, selectSecurityUpdates>UpdateWebCategories.
This option updates the security device predefined categories from the SurfControl

CPA server.

Youmust perform this step before updating the categories on the NSMmanagement

system.When the Select Devices dialog box appears, select the security device you

want to contact SurfControl.

2. In the Device Manager launchpad, select Security Updates >Update System
Categories. This optionupdates theNSMmanagement systempredefinedcategories

from a security device.

Youmust perform this step after updating the predefined categories on the security

device.

Miscellaneous Device Operations

This section describes other device management tasks that you can perform using the

NSMUI.

The following sections describe eachmanagement task:

• Launching aWeb UI for a Device on page 319

• Launching a Telnet CLI Window on page 319

• Rebooting Devices on page 319

• Refreshing DNS Entries on page 320

• Updating the Device Clock with an NTP Server on page 320

• Setting the Root Administrator on a Device on page 321

• Failing Over or Reverting Interfaces on page 322

• Setting the RMA State on a Device on page 322

• Managing Existing and Adding New Devices Using MIP IPv6 Addresses on page 323

• Upgrading the OS Version During an RMA-Activate DeviceWorkflow on page 330

• Troubleshooting a BGP Peer Session on a Device on page 330

• ReactivatingWireless Connections on page 331

• Finding Usages on page 331

Copyright © 2019, Juniper Networks, Inc.318

Network and Security Manager Administration Guide



Launching aWeb UI for a Device

You can launch a web UI for any device listed in the Device Manager if the device IP

address is available. If the SSH connection between the device and NSM is down, you

might want to start a web UI on the device to troubleshoot the device.

To launch a web UI on a device, follow these steps:

1. In the Device Manager, select Devices.

2. Right-click the device for which you want to start a web UI.

3. Select LaunchWeb UI.

Launching a Telnet CLIWindow

Youcan launchaTelnetCLIwindow fromNSMfor all connected JunosOS-baseddevices

(their connected status is up).

1. Right-click on a device to open a Device Manager menu.

2. Select Launch Telnet to open the Telnet login window. Log in and issue device

commands as desired. User credentials for Telnet are verified by the device and not

by NSM.

Invoking the Launch Telnetmenu item causes the Telnet window to appear even if the

Telnet service is not enabled in the device. The Launch Telnetmenu is disabled if:

• The device is not connected (connected status is down).

• The device does not have an IP address.

NOTE: NSM invokes the default Telnet client provided in theWindows and
Linux operating systems.

Rebooting Devices

To reboot a device:

1. Select Devices > Reboot Device from the NSMUI.

2. Select the operating system (OS). NSM displays a list of connected devices

(connectivity status is up) belonging to the chosen OS.
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3. If you chose any OS family other than Junos, select the devices to be rebooted.

4. SelectOK.

Using the existing scheduled reboot functionality of the Junos devices, NSM allows you

to choose one of the following options in the Reboot Device(s)window.

• Reboot now: This causes an immediate reboot.

• Reboot after delay of xminutes: This reboots the selected devices after the specified

delay period. Minimum andmaximum time limits are based on the Device CLI.

• Reboot at device local time: This allows you to choose the date and time for a device

reboot. Each device interprets this as its local time. A tool tip in the UI reminds you that

the time selected is the device local time.

You can cancel a scheduled reboot. NSM disables the cancel option if you set reboot

options and vice versa.

NOTE: NSM also provides a reboot option in the popupmenu for EX Series
switches, SA and IC devices. You can right-click on the device you want to
reboot from the device tree, and select Reboot Device.

Refreshing DNS Entries

Toenableasecuritydevice touseDomainNameSystem(DNS) to resolvedomainnames

to IPaddresses, youconfigure the IPaddressesof theprimaryandsecondaryDNSservers

on the device. The device can automatically refresh entries in its DNS table by checking

themwith the specified DNS server at regularly scheduled times or intervals, or after an

HA failover.

You can alsomanually direct the device to refresh its DNS table entries. When you direct

the device to refresh its DNS entries, it connects to the previously configured DNS server

to perform a lookup of each entry in its table.

To direct one or more devices to refresh their DNS table entries:

1. From the Device Manager launchpad, selectOthers > Refresh DNS Entries from the

Devices menu. The Refresh DNS Entries dialog box appears.

2. Select the devices or the group of devices on which DNS tables should be refreshed.

3. ClickOK. The Job Information window displays the status of the refresh.

Updating the Device Clock with an NTP Server

The security device can use the Network Time Protocol (NTP) to synchronize its system

clock with a configured NTP server over the Internet. You can configure the device to

perform this synchronization automatically at specific time intervals (see the Network

and Security Manager Online Help topic, “Configuring Firewall/VPN Devices”), or you can
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direct the device to synchronize its clock immediately to a previously-configured NTP

server, as described in the following steps.

To direct one or more devices to synchronize their clocks:

1. From the Device Manager launchpad, selectOthers > PerformNTP Time Update.
The Perform NTP Time Update dialog box appears.

2. Select the devices or group of devices that should be synchronized with NTP servers.

3. ClickOK. The Job Information window displays the status of the synchronization.

Setting the Root Administrator on a Device

All security devices ship with the same default login and password for the root

administrator. Because these default settings are known, you should change the login

and password for the root administrator as soon as possible and as often as necessary.

NOTE: All passwords handled by NSM are case-sensitive.

Each security device can have only one root administrator, who has the following

privileges:

• Manages the root system of the security device

• Adds, removes, andmanages all other administrators

• Establishes andmanages virtual systems, and assigns physical or logical interfaces to

them

• Creates, removes, andmanages virtual routers

• Adds, removes, andmanages security zones

• Assigns interfaces to security zones

• Performs asset recovery

• Sets the device to FIPSmode

• Resets the device to its default settings

• Updates the OS

• Loads configuration files

After you change the root administrator login and password, only persons who know the

new login and password can log into the device and perform the tasks listed above.

To configure the login and password for the root administrator for a security device:

1. In Device Manager, right-click a device icon and select Admin > Set Root Admin. The
Set Root Admin dialog box appears for the device.

2. Enter the new name in the Administrator Name field.
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3. Enter the new password in the Password field and then reenter the password in the

Confirm Password field.

4. ClickOK.

For more details onmanaging device administrators, including the root administrator,

see the Network and Security Manager Online Help topic, “Configuring Firewall/VPN

Devices”.

Failing Over or Reverting Interfaces

Some security devices support port modes that bind a second backup interface to the

untrust zone. For these port modes, the backup interface is used only when there is a

failureon theconnection through theprimary interfaceorwhenyoumanually force traffic

from the primary interface to the backup.

To force a security device to fail over to the backup interface:

1. Right-click a device from the security device Tree or the security device List tab in the

DeviceManager and selectAdmin> Failover. The Failover Action dialog box appears.

2. Click Force to Failover.

3. ClickOK.

To force a security device to revert to the primary interface:

1. Right-click a device from the security device tree or the security device List tab in the

DeviceManager and selectAdmin> Failover. The Failover Action dialog box appears.

2. Click Force to Revert.

3. ClickOK.

Setting the RMAState on a Device

If you need to send a device back to the factory and replace it with a new device, you can

set the device to the RMA state. This state allows NSM to retain the device configuration

withouta serial numberor connection statistics.Whenyou install the replacementdevice,

all you need to do is activate the device with the serial number of the replacement unit.

NOTE: The replacement devicemust be the same platform and OS version
as the unit that is being replaced. Setting the RMA state cannot be undone.

In the RMA state, the device object is functionally identical to a modeled device, but its

status is “RMA” in the Device Monitor.

To set a device to the RMA state:

1. Right-click a device from the security device tree or security device List tab in the

DeviceManager and selectRMADevice. TheConfirmRMADevicedialogboxappears.

2. ClickOK. In the Device Monitor window, the device status is RMA.
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When the replacement device is installed, activate the device with the serial number of

the replacement. For information about activating a device, see “Activating a Device” on

page 135.

NOTE: If you are placing an HA device in the RMA state, we highly
recommended that you perform a flash sync immediately after activating
and updating that device, This will ensure that the configuration is
synchronized from the device that is not in the RMA state to the device that
is in the RMA state. The flash sync ensures that the two HA devices are in
sync in NSRP. It also ensures that the case sensitivity of the original zone
name is preserved on the device in the RMA state.

Managing Existing and Adding NewDevices UsingMIP IPv6 Addresses

Beginning inNSM2012.2R10,NSMsupportsmanagementofdeviceswith IPv6addresses.

NSMmanages devices with IPv6 addresses in the following two scenarios:

• When both the device and the NSM server are configured with IPv6 addresses

• When the device is configured with an IPv6 address and the NSM server is configured

with both an IPv4 address and the device server mapped IP (MIP) in the IPv6 address

Configuring aMIP Address in NSM

You can configure the device server to use aMIP address. A MIPmaps the destination IP

address in an IPpacket header toanother static IPaddress, enabling themanageddevice

to receive incoming traffic at one IP address, and automatically forward that traffic to

themapped IP address. MIPs enable inbound traffic to reach private addresses in a zone

that contains NATmode interfaces.

The followingsectionsprovidedetailed instructions for converting the IP formatofdevices

running ScreenOS and SRXSeries high-end devices from IPv4 to IPv6 using anNSMMIP

address and adding the devices with IPv6 addresses to the NSM server with a MIP IPv6

address.

• Converting Device Management IP Format from IPv4 to IPv6 Using an NSMMIP

Address on page 323

• Adding a New Device with an IPv6 Address to the NSM Server with a MIP IPv6

Address on page 326

Converting DeviceManagement IP Format from IPv4 to IPv6 Using an NSMMIP
Address

This section provides a detailed description of how to convert the IP format of the

following devices from IPv4 to IPv6 using an NSMMIP address:

• ScreenOS Devices on page 324

• SRX Series High-End Devices on page 325
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ScreenOS Devices

To convert the IP format of a device running ScreenOS from IPv4 to IPv6 using an NSM

MIP address:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Double-click the device running ScreenOS in Devices.

4. Click Network>Interface.

5. Configure the IPv6 address in the management interface.

6. Click Network>Virtual Router.

7. Edit the default virtual router.

8. Click Routing Table and add a route entry for the DevSvr MIP IPv6 address.

9. Update the device configuration by right-clicking the device and selecting Update

Device. The Job Information box displays the job type and status for the update; when

the job status displays successful completion, click Close.

10. Double-click the device running ScreenOS again in Devices.

11. Click Info>Startup.

12. Click Use Device Server ThroughMIP and select the MIP IPv6 address in the Device

Server IP Address drop-downmenu. ClickOK.

13. Right-click on the device and select RMADevice.

14. Right-click on the device, select Activate Device, and click Next.

15. Click the IPv6 address radio button and configure the management IPv6 address of

the device.

16. Click Next to add the device to NSM.

17. After the device is added, click Next to update the device configuration.
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18. Click Finish to complete the Add Device wizard.

19. Double-click the device in Device Manager to view the updated configuration.

To check the device configuration status, mouse over the device in Device Manager (you

can also check configuration status in Device Monitor). The device status displays as

Managed, indicating that the device has connected and themanagement system has

successfully imported the device configuration.

SRX Series High-End Devices

To convert the IP format of an SRX Series high-end device from IPv4 to IPv6 using an

NSMMIP address:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Double-click the SRX Series high-end device in Devices.

4. Click Configuration>Interface.

5. Configure the IPv6 address in the management interface.

6. Click Routing-Options and add a route entry for the DevSvr MIP IPv6 address.

7. Update the device configuration by right-clicking the device and selecting Update

Device. The Job Information box displays the job type and status for the update; when

the job status displays successful completion, click Close.

8. Double-click the SRX Series high-end device again in Devices.

9. Click Info>Startup.

10. Click Use Device Server ThroughMIP and select the MIP IPv6 address in the Device

Server IP Address drop-downmenu.

11. Click Configuration>System>Services>Outbound ssh>Client to edit the client.

12. Click Servers to delete the IPv4 address and configure an IPv6 address for DevSvr.

13. ClickOk.

14. Click Tools>Preferences>Device Update>Netconf; and uncheck the Use confirmed

commit and Rollback candidate config to running config in error check boxes.
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This ensures that the configuration updates will not roll back when the device

connection is lost because the IP format changed from IPv4 to IPv6.

15. Update the device configuration by right-clicking the device and selecting Update

Device. The Job Information box displays the job type and status for the update; when

the job status displays successful completion, click Close.

Adding a NewDevice with an IPv6 Address to the NSMServer with aMIP IPv6
Address

This section provides a detailed description of how to add the following devices with

IPv6 addresses to the NSM server with a MIP IPv6 address:

• Adding and Importing Devices with Static IPv6 Addresses on page 326

• Adding Devices with Dynamic IPv6 Addresses on page 328

Adding and Importing Devices with Static IPv6 Addresses

A static IPv6 address is an IPv6 address that does not change. Not all device families

support static IPv6 addresses.

To import a device running ScreenOS and SRX Series high-end devices with a known

IPv6 address:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device is Reachable (default).

5. ClickNext. The Specify Connection Settings dialog box opens.

6. Enter the following connection information:

• IPv6 address of the security device

NOTE: Select the IPv6 radio button to configure the IPv6 address of
the security device.

• Username of the device administrator

• Password for the device administrator
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NOTE: All passwords handled by NSM are case-sensitive.

• Select the connection method (Telnet, SSH version 1, SSH version 2) and the port

number for the selected service.

If you selected Telnet, clickNext and go directly to step 7.

If you selected an SSH version, clickNext and the Verify Device Authenticity dialog
box opens. The device wizard displays the RSA Key FingerPrint information; to

prevent man-in-the-middle attacks, you should verify the fingerprint using an

out-of-bandmethod.

7. After the wizard displays the autodetected device information, verify that the device

type, ScreenOS/SRXhigh-end version, and the device serial number are correct. NSM

autodetects the hostname configured on the device and uses it as the device name.

You can also change the autodetected hostname.

8. Modify the autodetected device namewithin the device from its config editor page in

NSM, and select Update device.

If you modified the device hostname through the Junos OS CLI, SNMP, or J-Web

interface, you canmodify the device name again in NSM after importing the device,

using the edit option. If the device was bulk added, the name you specify in the CSV

file is used.

NOTE: If you select the Device is not reachable or theModel Device

workflow, NSM cannot detect the hostname automatically. You need to
specify a device name.

9. Select the device server connection parameters: Use a MIP to configure the device to

connect to the NSM device server through amapped IPv6 address and port.

10. ClickNext to add the device to NSM.

11. After the device is added, clickNext to import the device configuration.

12. Click Finish to complete the Add Device wizard.

13. Double-click the device in Device Manager to view the imported configuration.

To check the device configuration status, mouse over the device in Device Manager (you

can also check configuration status in Device Monitor). The device status displays as

Managed, indicating that the device has connected and themanagement system has

successfully imported the device configuration.
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Adding Devices with Dynamic IPv6 Addresses

A dynamic IPv6 address is an IPv6 address that changes. To add a device that uses a

dynamic IPv6 address, the device must support NACN.

To import a device running ScreenOSor an SRXSeries high-end devicewith an unknown

IP address:

1. From the domain menu, select the domain in which to import the device.

2. In Device Manager, select Devices.

3. Click the Add icon and select Device to open the Add Device wizard.

4. Select Device Is Not Reachable, and then clickNext.

The Specify Connection Settings dialog box opens.

5. Enter a name for the device and select a color to represent the device in the UI.

6. From the OS Name list, select ScreenOS/IDP or JUNOS. Select the device platform

type and the Managed OS version running on the device from the other pull-down

menus. If desired, enable Transparent Mode.

7. Select the license key model for the device. Available selections depend on the type

of security device and can include baseline, advanced, extended, plus and 10-user.

8. Select the device server connection parameters: Use a MIP to configure the device to

connect to the NSM device server through amapped IPv6 address and port.
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9. ClickNext, and then perform the following tasks on the Specify One-Time Password

screen:

a. Make a note of the unique external ID for the device. The device administrator will

need it to connect the device to NSM. This ID number represents the device within

the management system. The wizard automatically provides this value.

b. Specify the First Connection One Time Password (OTP) that authenticates the

device.

NOTE: All passwords handled by NSM are case-sensitive.

c. Click ShowDevice Commands to display the list of CLI commands that must be
executed on the device to connect to NSM. The commands enable management

and set themanagement IP address to the device server IPv6 address, enable the

management agent, set the unique external ID, and set the device OTP.

d. Copy and paste these commands into a text file.

e. Click Finish to complete the Add Device wizard and include the new device in the

Device Manager list.

10. Add the commands to the device console. Send the commands to the device

administrator. ThedeviceadministratormustmakeaTelnet connection to thephysical

device, paste the commands, and execute them to enable NSMmanagement of the

device.

11. To check the device configuration status, mouse over the device in Device Manager

or check in Device Monitor.

The status message “Waiting for 1st connect” might appear briefly.

After the device connects, the status displays “Import Needed”, indicating that the

device has connected but the management system has not imported the device

configuration yet.

12. Import the device configuration by right-clicking the device and selecting Import
Device. The Job Information box displays the job type and status for the import; when
the job status displays successful completion, click Close.

13. After the import is completed, double-click the device in Device Manager to view the

imported configuration.

To check the device configuration status, mouse over the device in Device Manager or

check inDeviceMonitor. Thedevice statusdisplaysasManaged, indicating that thedevice
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has connected and themanagement system has successfully imported the device

configuration.

Upgrading the OS Version During an RMA-Activate DeviceWorkflow

As of Release 2007.3, you can use NSM to upgrade the OS version of your replacement

device rather than upgrading it manually.

To upgrade the OS version:

1. Activate the replacement device. For information about activating a device, see

“ActivatingaDevice”onpage 135.After activation, ifNSMdetects that the replacement

device is running anolderOSversion than the replaceddevice, it prompts you to either

continue or reject device activation.

2. ClickNext to put the device in “Firmware upgrade needed” state. If you click Cancel,
the activation fails.

The SoftwareManager allows you to upgrade the firmware version in the physical device

before RMA. After upgrading, NSM puts the device in the “Update needed” state.

NOTE: ThecurrentOSversionof thedevice is also stored in thedeviceobject
and is visible in the UI. The directives allowed for this device are “Firmware
upgrade,” “ Adjust OS version,” and “RMA.”

Considerations for vsys devices and NSRP directives:

• When a device is in the “Firmware upgrade needed” state, directives are not allowed

for its vsys devices.

• A peer device cannot perform “Upgrade firmware” and “Adjust OS version” directives

on a cluster member device that is in “Firmware upgrade needed” state, but directives

such as “Update device” and “Import device” are allowed.

• NSRP directives are not allowed for either of the two cluster member devices.

Troubleshooting a BGP Peer Session on a Device

To troubleshoot BGP peer configurations, you can connect and disconnect BGP

connections to a specific neighbor. You can also test the TCP connection to a specific

neighbor. To perform these tests, you need to have configured a virtual router and the

BGP dynamic routing protocol on the device, and enabled BGP on the virtual router and

on the interface to the BGP neighbor.

To connect or disconnect to a BGP peer:

1. In the main navigation tree, select DeviceManager > Devices. Right-click a device
and select Admin >Modify BGP Peer Session. The Modify BGP Peer Session dialog
box appears.

2. Select the virtual router in which the BGP configuration resides.
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3. Select the peer towhich youwant to connect or disconnect from the list of configured

BGP neighbors.

4. Select Connect to establish a BGP connection to the selected peer, to terminate the
BGP connection to the selected peer, or TCP Connect to test the TCP connection to
the selected peer.

5. ClickOK.

ReactivatingWireless Connections

You can deploy a Juniper Networks NetScreen-5GTWireless security device running

ScreenOS 5.0.0-WLAN as a wireless access point (WAP). When youmake changes to

thewireless settings for the securitydevice, youmustupdate thedevicewith your changes

before the new settings take effect. Additionally, the device must reactivate its WLAN

subsystem to use the new settings. The NSM automatically reactivates theWLAN

subsystemwithin the wireless security device during the device update process.

NOTE: When using an authentication server for wireless authentication, if
you enable 802.1X support on that server, youmust also reactive theWLAN
subsystem before the change can take effect.

The reactivation process takes approximately 10 seconds. During reactivation of the

WLAN subsystem, the device severs all wireless connections and clears all wireless

sessions from the session table. Previously connected wireless clients must reconnect

to reestablish their disrupted sessions.

For details on configure wireless settings, see Network and Security Manager Configuring

ScreenOS and IDP Devices Guide.

Finding Usages

To locate groups, vsys, policies, and VPNs that reference a specific device, right-click a

device and select Find Usages. The Find References box appears.

Managing ScreenOS Device Capabilities

This section presents a detailed description of howNSMcomponents enable you to add,

configure, update, andmanage ScreenOS security devices. Figure 77 on page 332 is an

overviewof the components andhow they interactwith eachother. Adescriptionof each

component follows.
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Figure 77: Import/Update Architecture

Abstract DataModel

The Abstract Data Model (ADM) is an XML file that contains configuration data for all

objects in a specific domain. The ADM is stored in the GUI Server, but you do not access

the ADM directly. When you create, update, or import a device, the GUI Server edits the

ADM to reflect the changes. The Management console uses the ADM to determine the

current options, fields, screens, and data range to display in the UI for each object.

DataModel

ADataModel (DM) is anXML file that contains configurationdata for an individual device.

The DM is stored in the Device Server. When you create, update, or import a device, the

GUI Server edits the ADM to reflect the changes, then translates that information to the

DM.

DataModel Schema

The structure of the ADM and DM is determined by the Data Model (DM) schema. The

DM schema reads from a device capability file to determine the supported features for

the ScreenOS version that is running on themanaged devices. A device capability file

lists the fields and attributes that a specific ScreenOS version supports.

Your network may contain similar security devices that are running different ScreenOS

versions. For example, a NetScreen-5XTmay run ScreenOS 5.x, which supports the

Routing InformationProtocol (RIP),whileanotherNetScreen-5XT runsScreenOS4.0.0r2,
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which does not support RIP. The DM schema links to the appropriate device capability

file for each device.

Device capability files make it easier to integrate devices into NSM and also make

upgrading the software on your security devices easier. Each software release includes

devicecapability files thatdescribe thenewandchanged fields, attributes, andallowable

ranges of values.

DataModel Updating

Data Model update is the process of translating the objects and object attributes in the

ADM domain into individual DMs with device-specific configuration information.

In the ADM, objects are arranged similarly to objects in the management console: each

item (VPN, policy, device, device group, and so on) is represented by an object. In the

DM, each item is a property of a single device. During the data model update process,

the GUI Server identifies the objects that contain properties for a device, and translates

those object properties into properties of that device.

When you update a device configuration using themanagement console, the GUI Server

translates the objects and object attributes in the ADMdomain into device configuration

information in a DM. The Device Server then translates the device configuration

information in the DM into CLI commands and sends the commands to the device. See

Figure 78 on page 334.
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Figure 78: Data Model Update

For example, the ADM contains a VPNwith tunnel interfaces, a routing table, and users.

Whenyouupdateaselecteddevice, theDMupdate identifies thedevices thatare involved

in the VPN and creates interfaces, routing tables, users, and VPN rules in the DM for each

device. The DM contains only the VPN information that relates to the specific device, not

the entire VPN.

During the device model update process:
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• The GUI Server translates the object and object attributes in the ADM domain into

device configuration information in a DM.

• The Device Server translates the device configuration information in the DM into CLI

commands.

• The Device Server sends the CLI commands to the device.

DataModel Importing

Data Model Import (DM import) is the process of translating the device-specific

configuration information in individual DMs into the objects and object attributes in the

ADM domain.

Whenyou import adeviceconfigurationusing themanagementconsole, thedevice sends

CLI commands to the Device Server, which translates the CLI commands into a DMwith

device configuration information. TheGUIServer then translates thedevice configuration

in the DM into objects and object attributes in the ADM, and uses the ADM to display

current information in the management console.
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Figure 79: Data Model Importing

During the device model import process:

• The device sends CLI commands to the Device Server, which translates the CLI

commands into a DMwith device configuration information.

• The GUI Server translates the device configuration in the DM into objects and object

attributes in the ADM.

Copyright © 2019, Juniper Networks, Inc.336

Network and Security Manager Administration Guide



The GUI Server then reads the ADM and displays the current information.

Archiving and Restoring

You can archive and restore log and configuration data in NSM using standard Unix

commands. Logs resideon theDeviceServer; all other configuration information, including

device configurationdata, administrators, policies, audit logs, and job information, resides

on the GUI Server.

NOTE: You can also configure themanagement system to perform local
database backups on a regular basis during installation or upgrade. Refer to
theNetwork and Security Manager Installation Guide for more information.

Before archiving, youmust stop the processes running on both servers, then use the ls

-al command to identify the actual paths of the GUI Server and Device Server data

directories:

• For all information on the GUI Server: /usr/netscreen/GuiSvr/var

• For all information on the Device Server: /usr/netscreen/DevSvr/var

Thesedirectoriesare links representing thepaths thatwereenteredat the time theservers

were installed.

After archiving, restart the processes on both servers. For details on stopping, starting,

and restarting processes on themanagement system, refer to the Network and Security

Manager Installation Guide.

Archiving Logs and Configuration Data

To archive log and configuration data:

1. Stop the Device Server and the GUI Server.

2. Use the ls -al command to discover the actual paths of the GUI Server and Device

Server data directories. These are the directories you need to back up.

For example:

ls -al /usr/netscreen/GuiSvr/var
lrwxrwxrwx 1 root root 21 Feb 25 16:04 /usr/netscreen/GuiSvr var -> 
/var/netscreen/GuiSvr

The output in the example indicates that the actual location of the GUI Server data

is in /var/netscreen/GuiSvr. On your own system, verify where your data is stored and

which directories should be backed up. Follow the same procedure to determine the

location of your data on the Device Server.

3. Run the appropriate backup command on your Solaris or Linux platform to backup

the GUI Server data. For example:

337Copyright © 2019, Juniper Networks, Inc.

Chapter 7: Managing Devices



tar -cvf /netscreen_backup/db-date.tar /var/netscreen/GuiSvr

4. Run the appropriate backup command on your Solaris or Linux platform to backup

the Device Server data.

For a large amount of log data, using tar may not be appropriate. We recommend

using Secure Copy (scp) or File Transfer Protocol (FTP) to backup the Device Server

data.

Example using scp:

scp -r <local directory> usr@host:<remote-directory>

Example using FTP:

ftp <host name>
bi
hash
lcd <local directory>
prompt
mput

5. Start GUI Server and Device Server processes.

Restoring Logs and Configuration Data

These instructions apply only to systems where the var directory links point to a true

location outside the prescribed locations (/usr/netscreen/GuiSvr or

/usr/netscreen/DevSvr). We recommend that you do not set these links to point to

locations that are inside /usr/netscreen/GuiSvr or /usr/netscreen/DevSvr; doing so can

complicate upgrades toNSMand requires special precautionsduringbackupand restore

procedures.

To restore log and configuration data:

1. Stop Device Server and GUI Server processes.

2. Use themv command to transfer data from the var directories to a safe location. This

precaution clears the var directory for restoration of the backups.

3. Untar your backups into both of the locations described above.

4. Start GUI Server and the Device Server processes.

Managing Device Schemas Through the Juniper UpdateMechanism

You can download and activate XML-based device schemas without upgrading NSM.

This feature applies only to devices whose schemas are defined using XML:

• Secure Access devices
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• Infranet Controller devices

• Junos devices

This mechanism does not apply to ScreenOS or IDP devices.

The latest device schema is placed by Juniper Networks on the Juniper Update Server,

which is a publicly available server. From there, schema upgrade is a two-stage process:

1. Download the schema into the staging repository.

2. Apply the schema.

Themost recently downloaded schema is known as the staged schema. Themost

recently applied schema is known as the current running schema.

The schemasplacedon the JuniperUpdateServer consist ofXMLstatements that define

the latest device configuration structure. Overlay schemas are also merged with basic

schemas to provide customization of the schemas for specific devices in terms of the

configurationbranchespresentedand themanner inwhich theconfiguration ispresented.

If your version of NSM is not the most current, it might not be compatible with a new

schema placed on the Juniper Update server for every device family. In such an instance,

thedevice family is said tobedisabled for the schema in your versionofNSM.Fordisabled

device families, you receive information messages before you download or apply the

schema so you can decide whether it is appropriate for you to proceed.

Schema upgrade is split unto two stages to allow you to schedule the time at which an

upgrade is applied. Applyinganupgrade involves restarting theGUIServer and theDevice

Server, so it is important that this activity is appropriately scheduled. Download can

happen at any time.

The system administrator role has all the permissions necessary to manage schemas.

Alternatively, you can define a custom role for schemamanagement. Three activities are

relevant todefiningsucha role:ViewSchemaDetails,DownloadSchema,ApplySchema.

See “Configuring Role-Based Administration” on page 63 for details on configuring such

a role.

Downloading Schemas

You can download the latest schema either through the NSMUI or from the GUI Server

CLI. You download the schema directly to the NSM schema staging repository or to an

intermediary file. The intermediary file approach is provided for users who do not have

Internet access from the GUI Server. Using the CLI, you can set up a cron job to check

periodically for newschemasandperformthedownload.TheNSMadministrator receives

e-mail notification when a new schema has been downloaded.
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NOTE: Intermediary files must have ’nsm’ user permissions set on them to
bedownloaded to be retrieved byNSM. To set these permissions, in theNSM
server CLI, enter the following command:

% chmod 777 filename

Access to the Juniper Update server uses your Juniper Networks Download Center

credentials—the credentials you use to download software from thewww.juniper.net

Website.UseTools>Preferences>JuniperUpdateSettings toprovide thesecredentials.
If your credentials are not present or incorrect, youwill not be able to download schemas

from the Juniper Update server.

Downloading can be done through a proxy server if your Internet connection is through

a proxy server. To configure a proxy server, use Tools > Preferences and select Proxy
Settings.

Downloading Schemas Using the NSMUI

To download a schema using the NSMUI, follow these steps:

1. In the Administer panel, select Server Manager > Schema Information.

Schema Information appears in the main display area. It shows information about

the schema that is currently staged (themost recently downloaded schema) and the

schema that is currently active. Details for each schema version include the version

number, the date of last update, a brief description of what changed in that version,

and a list of files affected by the change.

The schema information also lists any device families that are disabled in either the

staged schemaor the running schema, alongwith the last supported schema version.

Thedisplayalso showsawarningmessage if the stagedschemahasdisabled families.

2. Click Download Schema to look for new schemas to download.

The NSMUI displays a new screen for you to select the source fromwhich to update

the schema.

3. From the Update Source list, choose Juniper Update Server to get any new schemas

directly from the server. Choose File to retrieve the schema from an intermediary file.

4. ClickNext to display information about the latest schema on the source (Juniper
Update Server or file) along with current schema information. This information will

also indicate if the latest schema on the source contains disabled families. Use this

information to determine whether you want to download the schema. The Finish

button is activated only if a new schema is available.

5. Click Finish to launch a job to download the new schema.
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The new schema overwrites the previously staged schema in the NSM repository.

When finished, NSM sends an e-mail message to the NSM administrator configured

for receiving e-mail notifications.

Downloading Schemas Using the GUI Server CLI

To download a schema using the GUI Server CLI, use the update-schema command. If

an update is available, this command downloads and stages the update into the NSM

repository and notifies the NSM administrator by e-mail of the new download.

The primary advantage of using aCLI command to perform this operation is that you can

set up a cron job to periodically look for new schemas and download them.

Downloading a schemausingGUI Server CLIwill fail if the schemaon the Juniper Update

Server contains a disabled device family that is not yet disabled in the NSM staged

schema.

Selective Schema Loading in NSM

Beginning in NSM Release 2012.2, NSM supports selective schema loading for devices.

You can choose this option when you install NSM, or you can set it in the configuration

files after the installation or upgrade of NSM. Loading of device schema is based on the

parameter schemaLoader.schemaOption, which is provided in the configuration file for

the GuiSvr (guiSvr.cfg) and DevSvr (devSvr.cfg).

Modify the guiSvr configuration file guiSvr.cfg under /var/netscreen/GuiSvr.

Figure 80 on page 341 and Figure 81 on page 341 show examples of the modified GuisSr

and DevSvr file.

Figure 80: GUI Server Configuration File

Figure 81: Dev Server Configuration file

The following schema-loading options are available:

• Load all device family schemas.

• Load Screen OS device schema only (Screen OS).

• Load Screen OS and J/SRX devices schema only (Screen OS + J/SRX Series).
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Applying a Schema

NOTE: An applied schema cannot be reverted. The only way to revert to an
old schema is through the backup and restoremechanism described in
“Archiving and Restoring” on page 337. We recommend that you perform a
backup of the GUI Server and the Device Servers before applying a new
schema.

To apply a new schema, follow these steps:

1. In the Administer panel, select Schema Information.

TheSchema Information screenappears in themaindisplayarea. It shows information

about the schema that is currently staged (the most recently downloaded schema)

and the schema that is currently active. Details for each version include a version

number, the date of last update, a brief description of what changed in that version,

anda list of files affectedby the change. Compare the versionnumbers to tellwhether

the staged schema is more recent than the currently running schema. Check the

information about the schema to determine whether you want to update to the new

schema; it might contain only changes that do not apply to your devices. Also, if a

more recent schema is staged, then the Apply Schema button is active.

2. Click Apply Schema to activate the latest staged schema.

The NSMUIwarns that the GUI Server and Device Server will restart as a result of this

action, and that all UI users will be logged out.

3. Click Yes to proceed with the upgrade.

TheGUI Server andDevice Server restart.When you log on in the restartedUI, the new

schemawill be active.

The Job Information screen provides information about the progress of the job, and

informs you if any device family is disabled in the new schema.

Copyright © 2019, Juniper Networks, Inc.342

Network and Security Manager Administration Guide



PART 3

Managing

• Configuring Objects on page 345

• Configuring Security Policies on page 473

• Configuring Voice Policies on page 581

• Configuring Junos NAT Policies on page 585

• Configuring VPNs on page 597

• Central Manager on page 675

• Topology Manager on page 681

• Role-based Port Templates on page 691

• Unified Access Control Manager on page 697
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CHAPTER 8

Configuring Objects

Objects represent reusable information, such as network addresses, individual users and

user groups, and commonly used configuration data. In Network and Security Manager

(NSM), objects are shared between the global domain and all subdomains.

Objects are the building blocks of the NSMmanagement system. You can use an object

multiple times in the same domain. For example, you can create an address object to

represent a host such as an individual workstation, then use the address object in a VPN

protected resource and as the source or destination in a firewall or multicast rule.

This chapter contains the following sections:

• About Objects on page 346

• Configuring Address Objects on page 351

• Configuring Application Objects on page 356

• Configuring Schedule Objects on page 362

• Configuring Access Profile Objects on page 363

• Configuring Quality of Service Profiles on page 363

• Working with DI Attack Objects on page 365

• Working with IDP Attack Objects on page 369

• Configuring Custom DI and IDP Attack Objects on page 371

• Creating Custom DI Attack Groups on page 395

• Creating Custom IDP Attack Groups on page 396

• Configuring Application Identification on page 401

• Unified Threat Management on page 403

• Configuring Custom Policy Fields on page 416

• Configuring GTP Objects on page 418

• Configuring Service Objects on page 424

• Configuring SCTP Objects on page 432

• Configuring Authentication Servers on page 432

• Configuring User Objects on page 441

• Configuring VLAN Objects on page 445
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• Configuring IP Pools on page 445

• Configuring Group Expressions on page 447

• Configuring Remote Settings on page 450

• Configuring Routing Instance Objects on page 450

• Configuring Zone Group Objects on page 451

• Configuring NAT Objects on page 453

• Configuring Certificate Authorities on page 461

• Configuring CRL Objects on page 464

• Configuring Extranet Policies on page 464

• Configuring Binary Data Objects on page 465

• Configuring Protected Resources on page 466

• Configuring IKE Proposals on page 468

• Configuring Dial-in Objects on page 470

• Configuring Border Signaling Gateway Objects on page 471

About Objects

In the NSMUI, most objects appear in the Object Manager; VPN-related objects appear

in the VPNManager. For some object types, such as service objects, attack objects, and

IKE proposal objects, predefined objects exist. Formost object types, however, youmust

configure an object before you can use it in your device configuration or security policies.

NOTE: If you import an existing device configuration, NSM automatically
imports all objects defined in that configuration.

TheObjectManager displays objects created in the current domain only.When youwork

in the global domain, all custom objects are viewable. When you work in a subdomain,

only custom objects created in the subdomains are viewable. However, when creating

an object group, you can select objects from both the current subdomain and global

domain. Any global object that is part of a subdomain object group appears within the

subdomain object list.

Use the Object Manager to view and configure the following objects:

• Host and network addresses:

• Address objects represent individual hosts or subnetworks in your network.

• NAT objects (DIP, MIP, VIP) represent references to device-specific NAT

configurations (dynamic IPs,mapped IPs, and virtual IPs), enablingmultiple devices

to share a single object.
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• IP Pools define ranges of IP addresses used to assign an IP address to a RAS user.

• Remote Settings represent DNS andWINS servers.

• Services and schedules:

• Schedule objects represent time periods and determine when a rule is in effect.

• Serviceobjects representpredefinedandcustomnetwork services, suchasHTTP/80.

• Quality of Service profiles (IP Precedence and DSCP profiles) determine the quality

of service for an incoming packet in the network.

• Shared Stream Control Transmission Protocol (SCTP) objects support protocols

such as IUA, SUA, M2UA, M3UA, and so on, and can be applied to policies.

• BorderSignalingGateway(BSG)objectsallowyou tospecify theegress-service-point

in a transaction term’s route action. You can specify the device, the gateway in the

device, and a service point for every BSG service point object.

• BSG Admission Controllers control SIP dialogs and transactions. They are defined

per gateway and referenced from transaction policies.

• Application layer protection:

• DI Profiles define the attack signature patterns, protocol anomalies, and the action

you want a security device to take against matching traffic.

• AVProfilesdefine theserver that contains your virusdefinitionsandantivirus software.

• Web Filtering Profiles define the URLs, theWeb categories, and the action you want

a security device to take against matching traffic.

• Users and authentication:

• User objects represent RAS users on your network.

• Authentication Servers represent the servers in your network used to authenticate

NSM administrators, RAS users, and network traffic.

• Group Expressions define logical expressions used to include or exclude RAS users.

• Certificates:

• Certificate Authority objects represent the certificate authority’s certificate.

• CRL objects represent the certificate authority’s certificate revocation list.

• VoIP protection:

• GTP objects represent client GTP configurations.

• Extranet policies and custom policy fields:

347Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Configuring Objects



• Extranet Policy objects define rules and actions that youmay apply to certain traffic

on an extranet device (third-party router).

• Custom Policy Field objects represent metadata information that you can store and

use in a structuredmanner.

Use VPNManager to view and configure the following objects:

• Protected Resources represent the network components, a network service, and the

security device that protects those components and service.

• IKE Phase1 Proposals represent the phase1 proposals used to establish a secure and

authenticated communication channel between two VPNmembers.

• IKE Phase2 Proposals represent the Security Associations for services (such as IPSec)

that require key material or parameters, as exchanged by two VPNmembers.

Using Objects Across Domains

Objects created in the global domain are available in all subdomains, but objects created

in a subdomain are available only in that subdomain.

For example, when creating a VPN:

• You can use a global domain user object in a subdomain VPN.

• You can use a subdomain user object in a subdomain VPN.

• You cannot create VPNs across domains. However, you can use an extranet device to

represent the device in the other domain to create a cross-domain VPN.

• You cannot use a subdomain user object in a global domain VPN.

When creating a subdomain protected resource, you can include a subdomain address

object anda global domain service object, but you canonly select the protected resource

when you are logged in to that specific subdomain.

Replacing Objects

YoucanuseReplaceWithoperations to simplify theprocessofmaking repeatedchanges

to an object that is referenced in multiple security policies.

The following shared objects support ReplaceWith operations:

• Address Objects

• Service Objects

• Zone Objects

• Routing Instance Objects

To replace an object with another shared object:
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1. From the navigation tree, selectObject Manager.

2. Right-click on the object that you want to replace and select ReplaceWith from the

menu.

All available objects of the same category from the global domain are displayed,

except the selected object that you are replacing.

3. Select an object that will replace all instances of the existing object and clickNext.

4. Click Finish.

The selectedobject replacesall instancesof theoriginal object in your currentworking

domain.

5. Check your security policies for any errors that might result. You can always edit or

remove any duplicate objects in the security policy.

Keep the following limitations in mind when replacing objects:

• NSM provides no validation checking when replacing address objects.

• ReplaceWith operations cannot be rolled back.

Working with Unused Shared Objects

Searching for Unused Shared Objects

Youcan locateunusedsharedobjects inNSMbasedonselectivenodes (address, service,

and so on). This feature is available through the NSMGUI.

To located an unused shared object:

1. Search for the unused object.

• From themenu bar at the top, select View > Search Unused Objects

The Search Unused Objects window appears. By default, the all search categories

are preselected. You can narrow the search by unchecking unnecessary categories.

• Right-click on a shared object node (for example, Address Objects) and select

Search Unused Objects.

2. Select the search categories and clickNext.

The Unused Shared Object List appears.

Deleting an Unused Shared Object

You can delete unused shared objects in NSM using he NSMGUI.
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To delete a located unused shared object:

1. From theUnusedSearchObject List, select the shared objects to be deleted and click

Next.

An Object DeletionWarning appears.

2. Click Finish to delete the objects.

The selected objects are deleted and do not appear in the NSMGUI windows.

Working with Object Versions

You can use the NSMGUI to work with multiple versions of NSM objects. You can create

a new object version (for example, a database version), search for existing versions with

and without filters, edit comments about versions, compare two versions, restore an

older version, filter andsort versions, display thedifferencesbetweenversions, andupdate

a device to an older object version.

These operations are described in the “Automatic Policy Versioning” on page 566.

Searching For and Deleting Duplicate Objects

When you create a new object fromObject Manager, NSM displays a warning if a similar

custom object with same parameters already exists. You can use Object Manager to

search for and delete unused duplicate objects from a selected category.

To find and delete a duplicate object from a selected category:

1. FromObjectManager, right-click onanobject category, for example,AddressObjects,
Attack Objects or Service Objects, and select Search Duplicate Objects from the

menu.

The Search Duplicate Objects dialog box is displayed.

2. From the Shared Object Category List, select one or more categories that you want

to search in the current domain for duplicate objects and clickNext.

NSM displays the list of Unused Duplicate Objects.

3. From the list of Unused Duplicate Objects, select the objects you want to delete.

NSM displays amessage that the selected objects will be deleted and awarning that

the operation cannot be reversed.

NOTE: When you select a group of duplicate objects, such as an address
group, NSM displays the details of the fields that are common.

4. ClickNext to delete the selected objects.
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NSM deletes the unused duplicate objects that you selected and displays a report of

the deleted objects.

5. Click Finish to exit.

Configuring Address Objects

An address object is a representation of a component of your network, such as a

workstation, router, switch, subnetwork, or any other object that is connected to your

network. You use address objects in NSM to specify the network components you want

to protect:

• Firewall and IDP Rules—Use address objects or groups to specify the source and

destination of network traffic

• Multicast Rules—Usemulticast group address objects to specify the destination of

multicast traffic.

• VPNs—Use address objects or groups to create Protected Resources for your

Policy-Based and Mixed-Mode VPNs.

Viewing Address Objects

In thenavigation tree, clickObjectManager>AddressObjects to viewall addressobjects
for the current domain. You can display Address objects in a tree or table format:

• The Address Tree tab displays address objects in a tree format. To view themembers

of an address object group, click the group to display a member list.

• The Address Table tab displays address objects in a table format with the following

columns:

• Name—Name of the address object

• Type—Type of the address object (Host, Network, Group)

• IP/Domain Name—The IP address or host name (such aswww.juniper.net) of the

address object

• Netmask—Netmask of the address object

• Comment—A description of the address object

When you initially deploy the NSM system and open the UI for the first time, the Address

Object tree and table tabs are empty. Using the Object Manager, you can create address

objects that represent network components that are unique to your network. As you add

address objects, they appear in the tree and table tabs.

Creating Address Objects

You can create the following address objects:
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• Host—Representsdevices, suchasworkstationsor servers, connected to your network.

• Network—Represents divisions or subnetworks in your network.

• Address Object Group—Represents multiple address objects.

• Multicast Group—Represents the destination of multicast packets.

NSM supports the IPv6 protocol in configuring policy rule bases, IDP, address, and attack

objects for devices running ScreenOS 6.3 and later versions, and Junos OS Release 10.2

and later versions.

The following restrictions apply when using IPv6 while configuring objects:

• Address groups cannot contain both IPv4 and IPv6 addresses.

• The wildcard mask option is not supported for IPv6 addresses.

• Rules cannot contain a combination of IPv4 and IPv6 addresses.

• IPv4 addresses cannot be copied to IPv6 rules and vice versa.

• During a device update, an IPv6 policy rule is dropped if the target platform does not

support IPv6.

The following sections detail each address object type.

Adding a Host Address Object

To add a host address object:

1. In the navigation tree, selectObjectManager >AddressObjects to open the address
object tree. In the main display area, click the Add icon and selectHost.

2. Enter auniquename for theaddressobject and select a color to represent theaddress

object.

3. Enter a comment about the host (optional).

4. Select the IP version of the address object: IPv4 or IPv6.

5. Enter the address that identifies the host on your network:

• To identify the host with an IP address, select IP and enter the IP address of the

host. Click Resolve to automatically resolve the domain name for that IP address.

• To identify thehostwithadomainname, selectDomainNameandenter thedomain
name of the host. Click Resolve to automatically resolve the IP address for that
domain name.

NOTE: When NSM fails to resolve a name for an IPv6 address, it displays
the same address under the domain name. This is an indication that a
name is not configured for this address.

6. ClickOK to add the address object.
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The new host address object immediately appears in the Address Tree and Address

Table.

Adding a Network Address Object

To add a network address object:

1. In the navigation tree, selectObjectManager >AddressObjects to open the address
object tree.

2. In the main display area, click the Add icon and selectNetwork.

3. Enter a name for the address object.

4. Select the IP version of the address object: IPv4 or IPv6.

5. Enter the IP address and netmask of the network.

6. Select a color to represent the address object.

7. Enter a comment about the network, then clickOK to add the address object.

The new network address object immediately appears in the Address Tree and Address

Table.

NSM supports the wildcard masking feature policy on all devices running ScreenOS 6.1

and later, except those with IPv6 addresses.

To configure a wildcardmask, follow the procedure for adding a network address object.

In theNetwork dialogbox, selectUseWildcardMask. Youcan thenaddor edit theWildcard

Mask field. If you are configuringwildcardmasking on a newdevice, verify that the device

update and Delta Config Summary operations are successful.

NOTE: When a firewall policy with network address objects is applied to
Junosdevices, thedeviceupdateoperation inNSMfails, becauseDMIdevices
do not support network address objects.

Editing and Deleting Address Objects

To edit an address object, right-click on the object and select Edit. To delete as address
object, right-click on the object and select Delete. For more information on editing and
deleting address objects, refer to the NSMOnline Help.

Replacing Address Objects

To replace an address object, right-click on the object to be replaced and selectReplace
With. Replacingaddressobjects simplifiesmaking repeatedchanges toanaddressobject
that is referenced in multiple security policies. If you have permission to view global

domainobjects for theobjects youare replacing, thenall objects for the selectedcategory

in the current domain and the global domain are displayed in the ReplaceWith wizard,

but the object to be replaced is not displayed. When you replace address objects, keep

the following in mind:

• There is no validation check when replacing address objects.
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• You cannot undo or roll back a ReplaceWith operation.

NOTE: Replacing address objects only affects objects in your current
working domain.

After replacing address objects, it is good practice to check your security policies for any

errors thatmay result. You canalways edit or removeanyduplicate objects in the security

policy.

Adding an Address Object Group

To simplify security policies, you can combine multiple address objects in an address

object group. An address object group can contain address objects (and other address

object groups) from the current subdomain and the global domain.

To add an Address Object Group:

1. In the navigation tree, select Address Objects. The address object tree appears.

2. In the main display area, click the Add icon and selectGroup.

3. Enter a unique name for the group.

NOTE: Address object group namesmust be unique; you cannot give an
address object group the same name as an existing address object.

4. Select a color to represent the group.

5. Enter a comment about the group.

6. Select the IP version. Themember list is populatedwith a particular IP version, based

on your choice. Each address group is exclusive to the selected IP version. You can

only add IPv4 addresses to an IPv4 address group; similarly, you can only add IPv6

addresses to an IPv6 address group.

7. In the Non-members list, select the address objects you want to add to the group

(hold Ctrl to select multiple objects), then click Add. The selected address objects
now appear in the member list.

• If you are in the global domain, only the global address objects appear in the

Non-members list.

• If you are in a subdomain, both global and subdomain address objects appear in

the Non-members list.

NOTE: You can drag address objects into and out of address groups from
themain address tree.

8. ClickOK to add the group.
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You can create address object groupswith existing users or create empty address object

groups and fill themwith users later.

Adding aMulticast Group Address Object

To add amulticast group address object:

1. In the navigation tree, select Address Objects. The address object tree appears.

2. In the main display area, click the Add icon and selectMulticast Group. The New
Multicast Group dialog box appears.

3. Enter a name for the multicast group address.

NOTE: MulticastGroupaddressobjectnamesmustbeunique; youcannot
assign thesamenametoanother existingmulticast groupaddressobject.

4. Select a color to represent the multicast group address.

5. Enter a comment about the multicast group address.

6. Select an IP version: IPv4 or IPv6.

7. Enter the IP address of themulticast group. All IPv6multicast addresses should have

a prefix of ff00::/8. The netmask field is unavailable for IPv6multicast addresses

since the value is fixed and set to 8. NSM validates your entries and prompts a

correction in case of an error.

8. ClickOK to add themulticast group address.

Adding Static DNSHost Addresses

This ScreenOS 5.3 or later feature lets you create a static host name with multiple IP

addresses. You can use this feature to create dynamic addressing in NSM.

To addmultiple static host addresses:

1. In the navigation tree,

2. Double-click the device youwant to configure. The devicemust be running ScreenOS

5.3 or later.

3. In the navigation tree of the new dialog box, selectNetwork > DNS.

4. Click Settings to open the Device Settings dialog box.

5. Click the Add icon, enter the host name and host IP address, then clickOK.

6. ClickOK to save the changes and close the dialog box.

Example: Using Static Addresses to Share a FWPolicy

Static addresses allow two sites with different IP addresses to share a single firewall

policy. For example, each site might have aWeb server, each with a different IP address.

If you define an address object using the hostname “webserver” and then using that
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object in the firewall policy, the device will resolve the address object's hostname to the

correct IP for that device as defined by its static host entry.

1. In the navigation tree, selectObject Manager > Address Objects.

2. Click the Add icon, then selectHost to open the New Host dialog box.

3. Enter the same name in the Name field that you entered for the Device host name in

the previous section. These values are case sensitive andmust match exactly.

4. ClickOK to save the name and close the dialog box.

5. Return to the navigation tree and select Security Policy.

6. Click the Add icon and enter the security policy name, then clickOK.

7. Double-click the name of the security policy you just created.

8. Right-click the value in the Source column or the Destination column.

9. Select the address object you just created, clickAdd, then clickOK.When the address

object is pushed to a device, the host name resolves dynamically. One policy can be

assigned to multiple devices.

NOTE: If an address object is used inmultiple zones, NSM pushes the
addressobject into thezoneswithoutchanging itsname.Whenyou import
a device, NSM combines address objects with the same name and same
content from different zones into a single address object.

Blocked Hosts

NSM can block the IP address of hosts where login attempts fail consecutively for a

specified number of times. Thedefault value is 5 times. NSMsaves a list of these blocked

IP addresses. Select Tools >Managed Blocked Hosts to display a list of blocked hosts
or to clear the blocked IP addresses. If the local host is blocked, youmust use another

computer to use this option to unblock the host IP address.

Configuring Application Objects

In theApplication Objectswindow (underObject Manager), you can:

• View the predefined application objects and the predefined extended application

objects.

• View, search, create, edit, anddelete thecustomapplicationobjectsand theapplication

group objects.

Viewing Predefined Application Objects

The Predefined Application Objects tab in the Application Objectswindow lists all the

predefined application objects in NSM. You can view the predefined Application objects

in a table format with the following details.
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Table 32: Predefined Application Table Tab Information

DescriptionField

The name of the application object.Name

The hierarchical category to which the application belongs.Application Category

The TCP/UDP port ranges to bematched with application signatures. Specifying a small range
improves system performance. Youmust configure either a TCP or UDP field; while optionally,
you can configure both.

Port Range

The type of application-predefined or custom type. Port Binding is required for a custom type
application while it is not required for a predefined type.

Application Type

ThedefaultTCP/UDPportbindings required for customapplication typesonly.Youmustconfigure
either TCP or UDP or optionally, both of them.

Port Binding

An integer value used to resolve conflict whenmultiple application signatures are matched for a
session. In that case, the application signature with the highest order (smallest value) is taken. It
is assumed that no two signatures have the same order value, in which case the first application
signature IDP sees (not necessarily the first one in policy) is taken.

Match Order

You can right-click on an application object and select FindUsages to viewall the places

where this object is referenced.

You can double-click on an application object to view its settings which include the

following additional information:

• Supported Platforms

• Application signature definition (including Client-to-Server DFA and PCRE patterns

and Server-to-Client DFA and PCRE patterns)

• Minimumdata lengthwhich is theminimumnumber of layer-7 data bytes that the first

datapacket requires tomakea successfulmatch. This applies tobothClient-to-Server

and Server-to-Client packets.

Viewing Predefined Extended Application Objects

The Predefined Extended Application Objects tab in the Application Objectswindow lists

all the predefined extended application objects in NSM. You can view the predefined

extended application objects in a table format with the following details.

Table 33: Predefined Extended Application Table Tab Information

DescriptionField

The name of the application object.Name

The hierarchical category to which the application belongs.Application Category

A unique identifier. The system uses the unique ID both for logical processing and
reporting.

Ext ID
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Table 33: Predefined Extended Application Table Tab Information (continued)

DescriptionField

The type of application: predefined or custom type. Port Binding is required for a custom
type application, but not required for a predefined type.

Application Type

Only HTTP layer 7 is supported.L7 Protocol

Indicates whether member signatures are ordered or not.Chain Order

You can right-click on an application object and select FindUsages to viewall the places

where this object is referenced.

You can double-click on an application object to view its settings, including the following

additional information:

• Maximum Transactions—Maximum number of transactions the device must inspect

for each application signature. Once themaximum is reached the inspection stops.

For HTTP, a transaction is a complete request-response cycle.

• Signature Match Order—An integer value used to resolve conflict whenmultiple

application signatures arematched for a session. In this case, the application signature

with the highest order (smallest value) is taken. It is assumed that no two signatures

have the same order value, in which case the first application signature that IDP sees

(not necessarily the first one in the policy) is taken.

• Members—Members are applicable to compound extended application objects (if

any).

Only standalone IDP sensors running IDP 5.1 and later support this feature. When you

select this action in an APE rule installed on a device running IDP 5.0 or earlier, NSM

displays a message warning the user that if unsupported, this APE action might cause a

device update failure.

Creating CustomApplication Objects

You can create, edit, delete, and search for customized application objects under the

CustomApplicationObjects tab in theApplicationObjectswindow.Youcancreate custom

application objects to represent applications that are not predefined. To add a custom

application object, in theObject Manager:

1. Select Application Objects > CustomApplication Objects.

2. Click the Add icon (+) to view the NewCustomApplication dialog box.

3. Configure the following parameters in the General tab:

• Name—This is a mandatory field.

• Application Category—This is a mandatory field.
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• Supported Platforms—Use the Edit icon to select supported platforms. Youmust

select at least one.

• Port Ranges—Either a TCP or UDP port is mandatory. You can specify hyphen (-)

separated port ranges of both types.

4. Configure the following parameters in the Detector Tab:

• Port Binding:

• Application Type—Select a predefined or custom application type from the

drop-down list. This is a mandatory field.

• TCPPortBinding—Specify commaseparatedports.A rangeofports is notallowed.

Youmust configure either one TCP or UDP port for a custom application.

• UDPPortBinding—Specify commaseparatedports.A rangeofports isnotallowed.

Youmust configure either one TCP or UDP port for a custom application.

• Signature: Specify a DFA and a PCRE pattern under each of the following sections:

• Client-to-server

• Server-to-client

Youmust specify at least one DFA pattern.

• MinimumData Length: This is a mandatory field.

• Signature Match Order: This is a mandatory field.

5. ClickOK to create the application object. Otherwise, click Cancel.

Creating Application Group Objects

Youcancreate, edit, delete, andsearch for applicationgroupobjectsunder theApplication

Group Objects tab in the Application Objectswindow.

In releases prior to NSM 2010.4, in order to target multiple applications in an APE policy,

you had to add them individually to the policy. An application group simplifies this task

as it enables you to groupmultiple applications (predefined, custom, or both) into a

single object, which can then be added to the policy in a single operation.

To create an application group object:

1. Select Application Objects > Application Group Objects.

2. Click the Add icon (+) to view the NewApplication Group dialog box.

3. Enter a name to uniquely identify the application group object.

4. Select the predefined application objects, custom application objects, or both from

the list.

5. ClickOK to create the application group object. Otherwise, click Cancel.

Thenewlyaddedapplicationgroupobject is displayed in theApplicationGroupObjects

tab.
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Validating Address Objects

Address objects are loaded in the address tree and address table on theNSMclient after

validating errors and warning messages. Validating all the addresses while the address

objects are loading takes a very long time and adversely affects NSM performance. To

improve performance, disable validation of address objects during loading by using the

option Disable GUI validation>Shared objects under Tools>Preference. For more

information about disabling GUI validation, see “Disabling GUI Validation” on page 24.

To validate addresses after all the address objects are loaded, click Validate at Address

Manager>Address Objects. Figure 82 on page 360 shows the shared object validation

option. When you click Validate on the tool bar, all addresses are validated.

Figure 82: Shared Address Object Validation Option

Figure 83 on page 361 shows the warning and error messages for address objects. Both

the tree and the table views display validation errors for address objects.
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Figure 83: Shared Address Object ValidationWarning

NOTE: Validationofaddressobjectsarealsoenhancedonserviceandcustom
attack objects.

Editing and Deleting Application Objects

Right-click on an application object and select Edit in order to edit it. Similarly, you can

right-click on an application object and select Delete to delete it. You can only delete a

customapplicationobjector anapplicationgroupobjectandnotapredefinedapplication

object.However, beforeperforminganedit or adeleteoperation, youmaywant to confirm

whether this object is referenced elsewhere, such as within a policy. To verify this:

1. Right-click on an application object.

2. Select Find Usages. The Find References to Application Object <application object
name> dialog box displays.

All referenced areas are displayed as links in this dialog box. Click on a link to navigate

to the area where the object is referenced.

If you have performed a number of edits to an application object and want to revert to

a specific previous version:

1. Right-click on an application object.

2. Select View Versions. The Version History for appsig dialog box displays.

361Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Configuring Objects



3. Select a version and click Restore.

The application object is restored to the selected version.

Configuring Schedule Objects

Ascheduleobject definesa time interval that a firewall rule is in effect. Youusea schedule

object in your firewall rule to determine when a device enforces that rule:

• Use a one-time schedule to control access to a destination for a specific time interval.

The schedule object defines a start time, end time, and date during which a rule is

enforced. Some examples:

• Contractor Access Schedule (8:30 AM December 1 to 6:00 PM December 5)

• Christmas Break Schedule (6:00 PM December 24 to 8:00 AM January 2)

• Usea recurring schedule to control access to adestination for a repeating time interval.

The schedule object defines a start time, end time, and days during which a rule is

enforced. Some examples:

• Business Hours Schedule (8:00 AM to 6:00 PM onMonday, Tuesday, Wednesday,

Thursday, Friday)

• After Hours Schedule (6:01 PM to 7:59 AM onMonday, Tuesday, Wednesday,

Thursday, Friday, Saturday, Sunday)

• Weekend Schedule (8:00 AM to 6:00 PM on Saturday, Sunday)

• Combine a one-time and recurrent schedule to define a repeated time interval.

Creating Schedule Objects

To add a schedule object:

1. In the NSMGUI navigation tree,ScheduleObjects. The schedule object tree appears.

2. In the main display area, click the Add icon.

3. Enter a name and comment for the schedule object.

4. Select the frequency of the schedule:

• To configure a one-time schedule, selectOnce, and enter the start date, start time,
stop date, and stop time.

• To configure a recurrent schedule, select Recurrent, and click the Add icon. In the
Recurrent Schedule dialog box, select the day of theweek and specify the hour and

minutes for Start 1 and Stop 1.

To specify a second recurring time interval on the sameday, specify the hour andminutes

for Start 2 and Stop 2. For example, Business Hours Schedule (8:00 to 12:00 and 13:00

to 17:00 every weekday).
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Configuring Access Profile Objects

An access profile consists of a set of attributes that defines access to a device. You can

configure multiple profiles andmultiple clients for each profile. You can use Object

Manager to configure access profile objects. Access profile objects can then be shared

across security policies that are assigned to J Series Services Routers and SRX Series

Services Gateways managed by NSM. NSM does not provide predefined access profile

objects, and youmust create an access profile object before you can use it in security

policies.

To view all objects, select Access Profiles in the navigation tree. The Object Manager
displays all the access profiles configured in NSM. Access profiles are listed in a table

consisting of the following columns:

• Name—Name of the access profile.

• Comment—Description of the access profile.

You can create, view, edit, or delete access profile objects in the Object Manager. You

can also perform a Find Usages operation, and view the version history of an access

profile. For details oncreatinganaccessprofile, see the JunosSystemBasicsConfiguration

Guide.

NOTE: Theaccessprofileobject isnotsupportedonScreenOSdevices.When
a security policy using an access profile is assigned to a ScreenOS device,
the access profile settings will be removed before the security policy is
updated.

Configuring Quality of Service Profiles

OnSSGSeries Secure ServicesGateways running ScreenOS6.3 and later, you can define

Quality of Service (QoS) profiles as objects under the Object Manager. These profiles

canbeeither IPprecedenceprofilesorDifferentiatedServicesCodePoint (DSCP)profiles.

For a DSCP QoS profile, the six most significant bits in the ToS field of the IP packet are

used to match entries; for an IP precedence QoS profile, only the three most significant

bits in the ToS field are used.

You can create, edit , delete and search for a QoS profile.

• Creating a Quality of Service Profile on page 364

• Deleting a Quality of Service Profile on page 364

• Editing a Quality of Service Profile on page 365
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Creating a Quality of Service Profile

1. SelectObject Manager>QoS Profiles. TheQoS Profilewindow opens. You can add,

edit, delete or search for a QoS profile using the icons at the top of the window.

2. Select + to create a new profile. A new QoS profile window appears.

3. Enter a name for the profile in theName field. The namemust be unique and between

1 to 31 characters long.

4. Select the QoS profile type from the drop-down list. Your options are: DSCP and IP.

The New/Edit QoS Profile dialog box opens. In it you can set values for the following

fields:

• Entry index: Create or remove an entry based on the DSCP/IP value. Each profile

can havemultiple entries. Each entry represents a mapping between a special

DSCP/IP value and its intended QoS parameters. Each IP profile can have a

maximum of 8 entries, and each DSCP profile can have 64 entries. In a QoS profile,

an existing entry can be overwritten with the same DSCP/IP Precedence value. If

you do not specify values, the values for each entry are set to the lowest by default.

• Packet priority: Set the priority of the packet when sent out. Select 0-63 for DSCP

and 0-7 for IP Precedence. Zero has the highest priority.

• Policing bandwidth in kbps: 0-1000000 (in Kbit per sec). The default setting is 0.

• Maximumbandwidth in kbps: 0-1000000 (in Kbit per sec). The default setting is 0.

• Guaranteed bandwidth in kbps: 0-1000000 (in Kbit per sec). The default setting is

0.

5. ClickOK.

After creating a QoS profile, you can add it to a policy. You cannot, however, delete a

QoS profile after it has been added to a policy.

NOTE: QoS profiles cannot co-exist with traffic shaping in the same policy.

Deleting a Quality of Service Profile

1. SelectObjectManager>QoSprofiles. TheQoS profile screen openswith a list of QoS

profiles.

2. Select a QoS profile to delete.
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3. Select the Delete icon (-) at the top of the screen. The Delete QoS Profilewindow

opens.

4. ClickOK to delete the profile.

Editing a Quality of Service Profile

1. SelectObjectManager>QoSprofiles. TheQoS profile screen openswith a list of QoS

profiles.

2. Select a QoS profile to edit.

3. Select the Edit icon at the top of the screen. The Edit QoS Profilewindow opens.

4. Edit the values of the profile.

5. ClickOK.

Working with DI Attack Objects

Deep Inspection (DI) attack objects contain attack patterns and protocol anomalies for

knownattacksandunknownattacks thatattackers canuse tocompromiseyournetwork.

DI attack objects must be part of an attack object group, and a DI Profile object before

youcanuse them ina firewall rule topreventmalicious traffic fromentering your network.

NOTE: Deep Inspection is supported by NS-5GT devices, the NS-HSC, and
all devices running ScreenOS 5.3 or later.

To create a Deep Inspection (DI) Profile object, you add predefined attack object groups

(created by Juniper Networks) and your own custom attack object groups to the Profile

object. After creating the DI Profile, you add the Profile object in the Rule Option column

of a firewall rule. If an attack is detected, the device generates an attack log entry that

appears in the Log Viewer.

For information about configuring Deep Inspection in a firewall rule, see “Creating DI

Profiles” on page 367.

Viewing Predefined DI Attack Objects

NSMcontainsadatabaseofhundredsofpredefinedDI attackobjectsdesigned toprotect

networks frommultiple attack vectors. Predefined groups contain attack objects, which

you can use in a DI Profile to match traffic against known and unknown attacks.
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NOTE: NSM displays a superset of all predefined DI attack objects. Based
on the platform and ScreenOS firmware version, security devices include a
specific subset ofDI attackobjects. Therefore, the list of predefinedDI attack
objects displayed in the NSMUImight not match the list of predefined DI
attack objects on the physical security device.

To view individual predefined attack objects, select Attack . The Predefined Attacks tab
(default view) displays a table of predefined attack objects that represent known and

unknown attack patterns. Use the Predefined Attacks tab to quickly view details about

an attack object, such as name of the attack object, attack severity, attack category, and

attack references. To view the properties for an attack, right-click the attack and select

View.

To locate all firewall rules that use a predefined attack object or group, right-click the

attack object and select Find Usages.

Viewing Attack Version Information for Attack Objects

You can viewdetails for predefined attack objects; however, not all details are applicable

to all attacks.

The Pattern field under the Details column in the General tab of the attack object dialog
box (which appears when you double-click the object) displays the regular expression

used to identify the attack. Juniper Networks Security Engineering might choose to hide

the exact pattern for specific attack objects. This is done to protect the confidentiality

of either the source or target of the specific attack object. In such cases, the field displays

Protected instead of the regular expression.

To view attack version information, click one of the supported platform links under the

Platform column within this attack object dialog box.

Viewing Predefined DI Attack Object Groups

To view predefined attack object groups, inObjectManager, selectAttackObjects , then
select thePredefinedAttackGroups tab. Thenameofeachattackobject group indicates
the severity, protocol, and attack type of the individual attack objects contained within.

For example, the predefined attack object group CRITICAL:DNS:ANOMALY contains

predefined protocol anomaly attack objects that detect critical Domain Name Service

(DNS) attacks.

To locate all firewall rules that use a predefined attack object or group, right-click the

attack object group and select Find Usages.

Updating Predefined DI Attack Objects and Groups

You cannot create, edit, or delete predefined DI attack objects or groups, but you can

update the attack object databasewith newattack objects created by Juniper Networks.

Updates can include:

• New descriptions or severities for existing attack objects
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• New attack objects

• Deletion of obsolete attack objects

Creating DI Profiles

A Deep Inspection (DI) Profile object contains predefined attack object groups (created

by Juniper Networks), and your own custom attack object groups. After creating the DI

Profile, you add the Profile object in the Rule Option column of a firewall rule.

To create a DI Profile:

1. In the navigation tree, selectObject Manager > Attack Objects > DI Objects.

2. Select the Profile tab.

3. Click the Add icon to add a new Profile object.

4. Configure the name, color, and comments for the profile object.

To addmembers to the profile object, configure the following:

• DI Severity—Select a DI Severity setting for the profile object. The DI Severity setting
overrides the severity setting of the attack objects included in each profile member.

• SignatureCategory—Select a category of DI signatures. You can only select categories
for which you have a license.

Categories are as follows:

• Server Protection Pack—Designed to protect servers.

• Client Protection Pack—Designed to protect remote and home offices.

• WormMitigation Pack—Designed to protect against worms.

• Base (Default) Pack—All signatures. Might be too large for some devices.

• DI AttackObjects andGroups—Add a profilemember to the profile object. Each profile

member can contain attack object groups, and you can addmultiple profile members

to the profile object. Within each profile member:

• Select the attack object groups you want to include in this profile member.

• Configure the action you want the security device to take when an attack object

within theprofilemembermatches traffic. Table34onpage367 listsDIprofileactions.

Table 34: Deep Inspection Profile Actions

DescriptionAction

The security device takes no action against the connection.None

The security device ignores the remainder of a connection after an attack object
is matched.

Ignore
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Table 34: Deep Inspection Profile Actions (continued)

DescriptionAction

The security device drops amatching packet before it can reach its destination
but does not close the connection. Use this action to drop packets for attacks in
traffic that is prone to spoofing, such as UDP traffic. Dropping a connection for
such traffic could result in adenial of service that prevents you from receiving traffic
from a legitimate source IP address.

For TCP connections, dropping a single packetwill result in the same packet being
resent. So, Drop Packet settings are translated to Drop Connection settings for
TCP connections.

Drop
Packet

The security device drops the connection without sending a RST packet to the
sender, preventing the traffic from reaching its destination. Use this action to drop
connections for traffic that is not prone to spoofing.

Drop
Connection

The security device closes the connection and sends a RST packet to both the
client and the server.

Close
Client and
Server

The security device closes the connection to the client but not to the server.Close
Client

The security device closes the connection to the server but not to the client.Close
Server

NOTE: Network security is an ongoing process of defining normal traffic
for yournetwork.Eliminatingmalicious traffic is important,but identifying
ambiguous traffic can be equally important. You do not always want to
drop traffic that appears abnormal; youmight want to reset the
connection, block the attacker, set an alert for the event, or all three.

• Configure Deep Inspection Alerts. Enable this option to create an event log entry for

matching traffic. If the security device matches network traffic to an attack object

in the rule, NSM creates an event log entry that describes that attack (direction,

service, and Attack object) and displays an alert in the Log Viewer.

• Configure IP Action. Enable this option to direct the device to take action against a

brute force attack. When enabled, configure the following IP controls action:

• Action. Select the action youwant the device to takewhen it detects a brute force
attack. Table 35 on page 368 lists DI IP actions.

Table 35: Deep Inspection IP Actions

DescriptionAction

The security device logs the event and drops all further traffic matching the target
definition for the period of time specified in the timeout setting.

IP Block
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Table 35: Deep Inspection IP Actions (continued)

DescriptionAction

The security device logs the event and drops all further traffic matching the target
definition for the period of time specified in the timeout setting and sends a Reset
(RST) for TCP traffic to the source and destination addresses.

IP Close

The security device logs the event but does not take any action against further
trafficmatching the target definition for the period of time specified in the timeout
setting.

IP Notify

• Target. Specifies a set of elements that must match for the security device to
consider a packet part of a brute force attack. The specified set of elements in an

IP packet arriving during a specified timeout periodmustmatch that in the packet

that the security detectedaspart of abrute forceattack for the subsequentpacket

to be considered part of the same attack. Possible values are Source, Destination,

Destination Port, and Protocol; Source; Destination; From Zone, Destination,

Destination Port, and Protocol; and From Zone.

• Timeout (sec). A period of time following brute force attack detection during
which the security device performs an IP action on packets matching specified

target parameters. The default is 60 seconds.

After you have created the DI Profile object, you can use the object in your firewall rules.

Working with IDP Attack Objects

NSM contains a database of predefined IDP attack objects and IDP attack object groups

that you canuse in security policies tomatch traffic against knownandunknownattacks.

Juniper Networks updates the predefined attack objects and groups on a regular basis

with newly-discovered attack patterns.

Viewing Predefined IDP Attacks

ThePredefinedAttacks tabdisplaysall attacks ina table formatand includes the following

information:

• Name of the attack object

• Severity of the attack: Critical,Major,Minor,Warning, or Info

• Category, displaying the type of application

• Keywords for the attack

• CVE number, identifying the number of the attack in the Common Vulnerabilities and

Exposures database

• Bugtraq number, identifying the equivalent attack in the Security Focus Bugtraq

database
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By default, attack objects are listed alphabetically by Category name. To view attacks

in a different order, click on a column heading. To display a detailed description of an

attack object, you can do one of the following:

• Double-click the attack.

• Right-click the attack object and select View to display the attack viewer.

Viewing Predefined IDP Attack Groups

The Predefined Attack Groups tab displays the following predefined attack groups:

• All Attacks—A list of all attack objects, organized in the categories described below.

• Recommended Attacks—A list of all attack object objects that Juniper Networks
considers to be serious threats, organized into categories.

• Attack Type groups attack objects by type (anomaly or signature). Within each type,

attack objects are grouped by severity.

• Category groups attack objects by predefined categories. You can view the IDP version

of predefined IDP attack groups. Within each category, attack objects are grouped by

severity.

• Operating System groups attack objects by the operating system towhich they apply:

UNIXorWindows.Withineachoperating system,attackobjectsaregroupedbyservices

and severity.

• Severity groups attack objects by the severity assigned to the attack. IDP has five
severity levels: Info,Warning,Minor,Major, and Critical. Within each severity, attack

objects are grouped by category.

To locate all rules that use a predefined attack object group, right-click the attack object

group and select Find Usages.

A predefined static group can include the following members:

• Predefined attack objects

• Predefined static groups

• Predefined dynamic groups

To display a detailed description of an attack object group, right-click the attack and

select View.

Viewing Attack Version Information for Attack Objects and Groups

NSM lets you look at the details of predefined attack objects and groups. Not all details

are applicable to all attacks.

The Pattern field under the Details column in the General tab of the attack object dialog

box (which appears when you double-click the object) displays the regular expression

used to identify the attack. Juniper Networks Security Engineering may choose to hide
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the exact pattern for specific attack objects. This is done to protect the confidentiality

of either the source or target of the specific attack object. In such cases, the field displays

Protected instead of the regular expression.

To view attack version information, click one of the supported platform links under the

Platform column within this attack object dialog box.

Updating Predefined IDP Attack Objects and Groups

Juniper Networks updates the predefined attack objects and groups on a regular basis

with newly-discovered attack patterns. You can update the attack object database on

your security devices by downloading the newattacks and groups to theNSMGUI Server,

then installing the new database on your devices.

NOTE: You cannot create, edit, or delete predefined attack object or groups.

Updates to the attack object database can include:

• New descriptions or severities for existing attack objects

• New attack objects

• Deletion of obsolete attack objects

Configuring CustomDI and IDP Attack Objects

You can create custom DI and IDP attack objects to detect new attacks or customize

copies of existing attack objects tomeet the unique needs of your network. For example,

youmight want to edit the context of a custom attack object that is producing toomany

false positives on your network, or youmight want to create a new custom attack object

to detect the latest virus or Trojan that is sweeping the Internet.

The attack object creation process is similar for custom DI and IDP attack objects. To

create both object types, you use the Attack Object Wizard to enter attack object

information, attack pattern, and other important information. After you have configured

the object however, you use each object differently:

• To use a custom DI attack object to protect your network, youmust add the object to

a customattack object group and then aDI Profile object, which you then selectwithin

the Rule Options of a firewall rule. For information about creating a custom attack

object group, see “Creating Custom IDP Attack Groups” on page 396. For information

about creating a DI Profile object, see “Creating DI Profiles” on page 367.

• To use a custom IDP attack object to protect your network, you can add the attack

object in an IDP rule.

NSMenables you to import customattacksandcustomattackgroups fromSRXSeries

devicesanddisplay themassharedobjects inObjectManager. Youcanalsoedit custom

attacks and custom attack groups usingObject Manager and update the device with

these changes.
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Using the Attack ObjectWizard

To help you create custom attack objects, NSM UI uses a Custom Attack Object wizard

to guide you through each step. During the creation process, the wizard prompts you for:

• Attack object information—Youmust supply an attack object name and configure the

target platforms that support the attack object. You can also create an attack

description, enter attack references, and set a severity for the attack object, if desired.

The following sections detail the general attack object information fields.

• Attack Version information—After you have selected the target platforms, youmust

supply information about the attack version, including the protocol and context used

to perpetrate the attack, when the attack is consideredmalicious, the direction and

flow of the attack, the signature pattern of the attack, and the values found in the

header section of the attack traffic.

To create a custom attack object, from themain navigation tree, selectObject Manager
>AttackObjects >DIObjects or IDPObjects, then select theCustomAttacks tab. Click
the Add icon to display the custom attack object wizard.

Copying and Editing Predefined Attack Objects to Create CustomAttack Objects

You can also make a copy of a predefined attack object. This copy is a custom attack

object,which youcanmodify likeanyother customobject. Thecopymusthaveadifferent

name than the original, predefined attack object.

To create a custom version of a predefined attack object, open an existing predefined

attack object, and click the Edit button in the Attack Viewer. A new attack object with

the same parameters as the existing predefined attack object appears. The new object

has the same name as the previous object, but with “ -Copy” appended. After editing the

parameters that you want, clickOK.

For more information on IDP Series custom attack objects, see the IDP Series Custom

Attack Object Reference and Examples Guide.

The following sections explain the attack object creation process; for instructions on

creating a customattack object, see theNSMOnlineHelp topic, “CreatingCustomAttack

Objects.” The fields that can bemodified are described below.

Configuring Attack Name and Description

In theGeneral tab, enter the basic information about the attack, such as the attack object

name and attack severity. You can also enter additional information, such as a general

description and keywords, which canmake it easier for you to locate andmaintain the

attack object as you use it in your firewall rules. Specifically, the attack object wizard

prompts you for the following:
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• Name—Enter an alphanumeric name for the object, which appears in the NSMGUI.

TIP: Youmight want to include the protocol the attack uses in the attack
name.

• Description—This information is optional. Enter information about the attack, such as
why you created the attack object, how the attack or exploit works, and what specific

systems on your network the attack object is intended to protect. For example, you

might want to include the following information:

• Attack type (buffer overflow, password exploit, format string attack,

denial-of-service)

• Affected system (hardware, operating system, software application, or protocol the

attack targets)

• Attack mechanism (how the attack works)

• Attack lethality (the consequences of a successful attack)

You are not required to include all this information when creating a new custom

attack object, but it is a good idea. If you ever need to edit this attack object, the

description can help you remember important information about the attack.

• Severity—Select the severity thatmatches the lethality of this attack on your network.
Severity categories, in order of increasing lethality, are: Info,Warning,Minor,Major,
and Critical. Critical attacks are the most dangerous—typically these attacks attempt
to crash your server or gain control of your network. Informational attacks are the least

dangerous, and typically are used by network administrators to discover holes in their

own security system.

• Category—Enter the category to which the attack object belongs.

• Keywords—Enter descriptivewords or numbers associatedwith the attack. Later, after
you have added the custom attack object to the database, you can search using these

keywords to quickly locate the attack.

• Recommended—Specifies that this attack object is among your highest risk set of
attack objects. Later, when you add this attack object to dynamic groups, you can

specify whether only recommended attack objects will be included.

• Recommended Action—This field only exists in predefined attack objects. When you

use an attack object in a policy, you can specifywhat action the IDP device should take

when it detects the attack. However, for IDP-capable devices running IDP 4.1 and later

or ScreenOS 6.0 or later, you can tell the device to use the action recommended by

Juniper Networks for that attack.

• Detection Performance—SelectHigh,Medium, Low, orNot defined.

When you have completed entering the basic attack information, you can configure the

extended attack information.
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Configuring Extended Information

In the Extended tab, enter specific information about the attack. Specifically, the attack

object wizard prompts you for the following:

• Impact—Enter details about the impact of a successful attack, including information
about system crashes and access granted to the attacker.

• Description—Enterdetails abouthowtheattackworks. Youmightalsoconsider adding
information on the attack history (such as how it attacked your network and what

steps you took to neutralize the threat).

• Tech Info—Enter information about the vulnerability, the commands used to execute
the attack, which files are attacked, registry edits, and other low-level information.

• Patches—List any patches available from the product vendor, as well as information

on how to prevent the attack. Youmight find this information in a network security

advisory or from the product vendor.

NOTE: Use HTML tags to include a hyperlink within the text.

When you have completed entering the extended attack information, you can configure

the external references.

Configuring External References

In theExtended tab, enter theexternal references, suchas links to thesecurity community’s

official descriptions of an attack, you used when researching the attack.

External references, in conjunction with standard network security references, can help

otheradministratorsgetmore informationabouthowanattackworksorhelpyou research

and compare the attack in relation to a suspected new attack.

Specifically, the attack object wizard prompts you for the following:

• URLs—Enter up to threeURLs (primary, secondary, and tertiary) for external references

you used when researching the attack.

• Standard References—Enter the standardized network security organizations’ attack
designations for the attack:

• CVE (CommonVulnerabilities andExposures) is a standardized list of vulnerabilities
andother information security exposures. TheCVEnumber is analphanumeric code,

such as CVE-1999-0003.

• BugTraq is amoderatedmailing list thatdiscussesandannouncescomputer security
vulnerabilities. The BugTraq ID number is a three-digit code, such as 831 or 120.

When you have completed entering the external references for the attack, you can select

the target platforms for the attack object.
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Configuring Target Platforms

In theGeneral tab, youmust select the target platform, configure the attack version, then

set a direction filter (described in “Configuring the Direction Filter” on page 395) for the

attack object. To select the target platform and configure the attack version, click the

Add icon, under Attack Versions to display the NewAttack Versionwizard.

On the Target Platform and Type page, youmust select the ScreenOS or IDP versions for

which the attack object is designed. Because different versions of ScreenOS and IDP

support additional functionality than previous versions, youmust specify the versions

that must support the attack object. After you havemade your selection, the attack

object wizard automatically removes options from the custom attack object creation

process based on the selected target platforms.

Toconfigure the selected targetplatform, click theAdd icon todisplay theNewSupported

Platform dialog box. Select the versions of ScreenOS 5.0 or later or IDP (idp4.0.0) that

must support the attack object.

NOTE: The string isp-sos in a Target Platform label indicates ScreenOS

software that also has IDP capability, such as the software that runs on an
ISG2000.

Thestring idp (without the sos) in theTargetPlatform label indicatessoftware

that runs on a standalone IDP device, such as an IDP 600C.

Next, select the type of attack that the attack object detects. After you have added the

supported platform to the custom attack object, you can configure the attack type on

that platform. Select from one of the following attack types:

• Signature Attack Object—(DI and IDP attack objects) A signature attack object uses

a stateful attack signature (a pattern that always exists within a specific section of the

attack) to detect known attacks. Stateful signature attack objects also include the

protocol or service used to perpetrate the attack and the context in which the attack

occurs. If you know the exact attack signature, the protocol, and the attack context

used for a known attack, select this option. For more information about creating a

signature attack object, see “Creating a Signature Attack Object” on page 376.

• Protocol AnomalyAttackObject—(IDPattack objects only)Aprotocol anomaly attack

object detects unknown or sophisticated attacks that violate protocol specifications

(RFCs and common RFC extensions). You cannot create new protocol anomalies, but

you can configure a new attack object that controls how the security device handles

a predefined protocol anomaly when detected. If you don’t know that exact attack

signature, but you do know the protocol anomaly that detects the attack, select this

option. For more information about creating a protocol anomaly attack object, see

“Configuring a Protocol Anomaly Attack Object” on page 390.

• CompoundAttackObject—(IDPattackobjectsonly)Acompoundattackobjectdetects

attacks that use multiple methods to exploit a vulnerability. This object combines

multiple signatures and protocol anomalies into a single attack object, forcing traffic
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tomatchapatternof combinedsignaturesandanomalieswithin thecompoundattack

object before traffic is identified as an attack. By combining and even specifying the

order inwhich signatures or anomaliesmustmatch, you can be very specific about the

events that need to take place before the security device identifies traffic as an attack.

For more information about creating a compound attack object, see “Configuring a

Compound Attack Object” on page 391.

If youneed todetectanattack thatuses several benignactivities toattack your network,

or if you want to enforce a specific sequence of events to occur before the attack is

consideredmalicious, select this option.

ClickNext to configure the attack version information for the signature attack object.
Youmust enter somegeneral informationabout attack versionandspecific details about

the attack pattern, such as the protocol and context used to perpetrate the attack.When

using a packet-related context, you can also define IP settings and protocol header

matches for the attack version.

Creating a Signature Attack Object

When you configure a signature attack object, you enter important information about

the protocol and context used to perpetrate the attack, when the attack is considered

malicious, the direction and flow of the attack, the signature pattern of the attack, and

the values found in the header section of the attack traffic.

Configuring General Attack Properties

In theGeneralProperties screen, you candefine the falsepositive frequency for theattack

version, the service that the attack uses to enter your network, and the time parameters

(scope and count) that determine when a traffic abnormality is identified as an attack.

The following sections detail the attack version general properties.

Configuring False Positives

Select a false positive setting that indicates the frequency (Unknown, Rarely,
Occasionally, orFrequently) theattackobject producesa falsepositive on your network.
Although youmight not have this information when you initially configure the custom

attack object, as you fine-tune your system to your network traffic you can change this

setting to help you track false positives.

Configuring Service Binding (IDP Attack Objects Only)

For IDP attack objects, select the service that the attack uses to enter your network. You

must selecta serviceother than “Any” if youwant tochoseaservicecontext for theattack

object.

NOTE: For DI attack objects, you do not select a service binding. However,
for customDI attack objects, you can select a service binding.
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• Any—If you are unsure of the correct service, selectAny and DI attempts tomatch the
signature in all services. Because some attacks use multiple services to attack your

network, youmight want to select the Any service binding to detect the attack
regardless of which service the attack chooses for a connection.

• IP—If you are not sure of the correct service but know the IP protocol type, select IP
for the service binding. You can specify the name of the protocol type, or the protocol

type number. If you select IP as the service type, you should also specify an attack

pattern (in the Detection area) and IP settings values (in the IP area). Additionally, if

you use a context binding of first packet, youmust leave the attack pattern empty.

Table 36 on page 377 lists the supported protocol types.

Table 36: IP Protocol Name and Type Numbers

Protocol Type NumberProtocol Name

2IGMP

4IPIP

8EGP

12PUP

29TP

41IPV6

43ROUTING

44FRAGMENT

46RSVP

47GRE

50ESP

51AH

58ICMPV6

59NONE

60DSTOPTS

92MTP

98ENCAP

103PIM

377Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Configuring Objects



Table 36: IP Protocol Name and Type Numbers (continued)

Protocol Type NumberProtocol Name

108COMP

255RAW

• ICMP, TCP, andUDP—Attacks that do not use a specific service might use a specific
protocol to attack your network. Some TCP and UDP attacks use standard ports to

enter your network and establish a connection; to detect these attack, configure the

firewall rule that contains this attack object to monitor traffic on the standard service

port or ICMP ID.

• RPC—The remote procedure call (RPC) protocol is used by distributed processing
applications to handle interaction between processes remotely. When a client makes

a remote procedure call to an RPC server, the server replies with a remote program;

each remote program uses a different program number. To detect attacks that use

RPC, configure the service binding as RPC and specify the RPC program ID.

• Service—Mostattacksuseaspecific service toattack yournetwork. If youselectService
as the service binding, youmust select the specific service used to perpetrate the

attack. Additionally, you are restricted to general attack contexts (packet, first packet,

first data packet, stream, stream 256, stream 1K, or stream 8K context). To detect

these attacks, configure the service binding to match the attack service. See

Table 37 on page 378.

Table 37: Supported Services for Service Bindings

Default PortDescriptionService

AOL Instant MessengerAIM

NoneAddress Resolution Protocolarp

TCP/179Border Gateway Protocolbgp

TCP/19, UDP/19ChargenChargen

Dynamic Host Configuration ProtocolDHCP

TCP/9, UDP/9DiscardDiscard

TCP/53, UDP/53Domain Name ServiceDNS

TCP/7, UDP/7EchoEcho

NoneNoneencrypt

TCP/79, UDP/79Finger Information ProtocolFinger

TCP/21, UDP/21File Transfer ProtocolFTP
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Table 37: Supported Services for Service Bindings (continued)

Default PortDescriptionService

GnutellaGnutella

GopherGopher

UDP /1718 , UDP/ 1719Protocol between endpoints (terminals and
gateways) and gatekeepers

h225ras

TCP/1720VOIP: H.225 SGNh225sgn

TCP/80, UDP/80Hypertext Transfer ProtocolHTTP

Internet Control Message ProtocolICMP

Internet Control Message Protocol version 6icmpv6

TCP/113IDENTIDENT

TCP/2404IEC 60870-5-104 process control over IPiec104

UDP/500Internet Key Exchange (IPSec)ike

TCP/143, UDP/143Internet Message Access ProtocolIMAP

Internet Protocolip

Internet Protocol version 6ipv6

Internet Relay ChatIRC

Lightweight Directory Access ProtocolLDAP

Line Printer spoolerlpr

UDP/2427, UDP/2727Message gateway control protocolmgcp

TCP/502Serial communication protocolmodbus

Microsoft Instant MessengerMSN

UDP/135, TCP/135Microsoft Remote Procedure Callmsrpc

TCP/1433Microsoft sql servermssql

TCP/3306Relational databasemanagement systemmysql

UDP/137 (NBName)

UDP/138 (NBDS)

NetBios Name ServiceNBName

NBDS
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Table 37: Supported Services for Service Bindings (continued)

Default PortDescriptionService

Network File SystemNFS

Network News Transfer Protocolnntp

none

Network Time ProtocolNTP

TCP/110, UDP/110Post Office Protocol, Version 3POP3

TCP/111PortmapperPortmapper

Remote Authentication Dial In User ServiceRADIUS

Rexecrexec

TCP/513rloginrlogin

rshrsh

UDP ports (1024 to
65535)

Real time transport protocolrtp/rtpvideo

rtsprtsp

List the users logged into hostrusers

scan

TCP/5060 ,UDP/5060Session initiation protocolsip

Server Message BlockSMB

TCP/25, UDP/25Simple Mail Transfer ProtocolSMTP

TCP/161, UDP/161Simple Network Management ProtocolSNMP

TCP/162, UDP/162SNMP trapSNMPTRAP

UDP/1434SQLMonitoring For Oracle Databasessqlmon

TCP/22, UDP/22Secure ShellSSH

Secure Sockets LayerSSL

UDP/514Syslogsyslog
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Table 37: Supported Services for Service Bindings (continued)

Default PortDescriptionService

Transmission Control Protocoltcp

TCP/23, UDP/23Telnet TCP protocolTelnet

Trivial File Transfer ProtocolTFTP

TCP/1521/2483
/1525/1527/1529

OracleTransparentNetworkSubstrate (TNS)
protocol

tns

User Datagram Protocoludp

unspecified

Virtual Network ComputingVNC

whoisWhois

Yahoo! MessengerYMSG

• IPv6 or ICMPv6—Do not select these options for IDP Series devices, as these devices

do not support inspection of IPv6.

Configuring Time Binding

Use Time Binding to configure the time attributes for the custom attack object. Time

attributes control howtheattackobject identifies attacks that repeat for a certainnumber

of times. By configuring the scope and count of an attack, you can detect a sequence of

the same attacks over a period of time (oneminute) across sessions.

After you enable Time Binding, configure the following time attributes:

• Scope—Select the scope within which the count occurs:

• Source—Select this option to detect attacks from the source IP address for the

specified number of times, regardless of the destination IP address.

• Destination—Select this option to detect attacks to the destination IP address for
the specified number of times, regardless of the source IP address.

• Peer—Select this option to detect attacks between source and destination IP
addresses of the sessions for the specified number of times.

• Count/Min—Enter the number of times perminute that the attack objectmust detect
an attack within the specified Scope before the device considers the attack object to

match the attack. For example, the TCPProtocol Anomaly “ Segment Out ofWindow”

is harmless and is occasionally seen on networks. Thousands of these anomalies

between given peers, however, is suspicious.
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Theminute timer starts when the signature first matches the event. If the signature

matches thesameevent for thespecific countorhigherwithin60seconds, thesignature

is considered to havematched the attack object.

If you bind the attack object to multiple ports (see “Configuring Attack Detection

Properties” on page 383) and the attack object detects that attack on different ports,

each attack on each port is counted as a separate occurrence. For example, when the

attack object detects that attack TCP/80 and then on TCP/8080, the count is two.

After you finishentering thegeneral attackproperties for theattack type, youcanconfigure

the constraints.

Configuring Constraints

Usingconstraints, youcandefinemoreaccurate signatures, thereby reducing thenumber

of false positives.

You can configure the following constraints:

• With-in Bytes Constraint—Use this constraint when you want the device to inspect
for an attack pattern within a specific byte range:

• Lower Limit—Specify the beginning of the range, that is, byte number 1.

• Upper Limit—Specify the end of the range, that is, byte number 10.

• Start Point—Typically, your selection must be consistent with your pattern context
setting. For example, if you configured one of the service contexts, Juniper Networks

recommendsyouselectContext. If youconfiguredoneof thepacket contexts, Juniper
Networks recommends you select Packet. If you configured one of the stream
contexts, Juniper Networks recommends you select Stream.

The IDP Series device monitors all packets in a session that fall within this range limit

for an attack pattern.

You can set multiple constraints. If the starting points are the same, the constraints

are evaluated as a Boolean OR. If the starting points are different, the constraints are

evaluated as a Boolean AND.

• With-in Packets Constraint—Use this constraint when youwant the device to inspect
for an attack pattern within a specific packet range:

• Lower Limit—Specify the beginning of the range, that is, packet number 1 in the
stream.

• Upper Limit—Specify the end of the range, that is, packet number 2 in the stream.

The IDP Series device monitors all packets in a session that fall within this range limit

for an attack pattern.

• Context Check—Use this constraint to require the matching context be of a specified
byte length:

• Constraint—Select length.

• Comparison Operator—Select =, !, >, or <.

• Operand—Select a byte length.
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Only standalone IDP sensors running IDP 5.1 and later support this feature. When you

select this action in an APE rule installed on a device running IDP 5.0 or earlier, NSM

displays a message warning the user that if unsupported, this APE action might cause a

device update failure.

Configuring Attack Detection Properties

In the Attack Pattern screen, you can define the signature pattern of the attack, the
context in which the attack occurs, and the direction and flow of the attack.

Configuring Attack Pattern

The attack pattern is the signature of the attack you want to detect. A signature is a

pattern that always exists within an attack; if the attack is present, so is the signature.

To create the attack pattern, youmust first analyze the attack to detect a pattern (such

as a segment of code, a URL, or a value in a packet header), then create a syntactical

expression that represents that pattern. Table 38 on page 383 lists the syntax based on

regular expressions to match signature patterns for DI and IDP.

Table 38: Attack Pattern Syntax

SyntaxPattern

\B.0.1..00\BBit-level match for binary protocols. The length of the bitmask must be
in multiples of 8.

The first \B denotes the start of the bitmask. The last \B denotes the end
of the bitmask.

The decimal (.) indicates the bit can be either 0 or 1.

A 0 or 1 indicates the bit at that position must be 0 or must be 1.

\0<octal-number>Direct binary match (octal).

\X<hexadecimal-number>\XDirect binary match (hexadecimal).

\[<character-set\]Case insensitive matches.

.Match any symbol.

*Match 1 or more symbols.

?Match 0 or 1 symbols.

+Match 1 or more symbols.

()Grouping of expressions.

|Alternation, typically used with ( ).

[<start>-<end>]Character range.
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Table 38: Attack Pattern Syntax (continued)

SyntaxPattern

[]Character class. Any explicit value within the bracket at the position
matches.

[^<start>-<end>]Negation of range.

\u<string>\uUnicode insensitive matches.

\sWhitespace.

\Use a backslash to escape special characters so that they are matched
and not processed as regular expression operators.

EscapedCharacter

\**

\((

\))

\..

\++

\\\

\0133[

\0135]

NOTE: Because the combination of the backslash and the open and
close square brackets is used in the case-insensitive expression, you
should use the backslash with the octal code for the bracket characters,
as shown above.

NOTE: Regular expression support is provided by the PCRE library package,
which is open source software, written by Philip Hazel, and copyright by the
University of Cambridge, England.

Table 39 on page 384 lists some example syntax matches.

Table 39: Attack Pattern Syntax Example Matches

ExampleMatchesThis syntax

01 86 A5 00 00the five specified bytes verbatim\X01 86 A5 00 00\X
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Table 39: Attack Pattern Syntax Example Matches (continued)

ExampleMatchesThis syntax

hello

world

hello or world(hello|world)

helloworld

world hello

hellohello

hello or world one or more times(hello|world) +

hElLo

HEllO

heLLO

hello in a case insensitive manner\[hello\]

cad

cat

dad

dat

ead

eat

Anything with the first letter of c, d, or e, the
middle letter a and ending in d or t

[c-e]a(d|t)

fad

zad

Expressions thatbeginwitha letter other than
c, d, or e, have the second letter a, and end in
d or t

[^c-d]a(d|t)

abc

aaabbbc

Anynumberof “a” characters followedbyone
or more b characters followed by a c.

a*b+c

To negate the pattern, enableNegate.

Configuring Attack Context

Select the context that defines the location of the signature.

NOTE: For IDP attack objects, if you selected “Any” as the Service Binding in

the Attack Pattern screen, you cannot select a service context here.

If you know the service and the specific service context, select that service then select

the appropriate service contexts. If you know the service, but are unsure of the specific

service context, selectOther then select one of the following general contexts:
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NOTE: If you select a stream, stream 256, stream 1K, stream8K, or a service
context, youcannotspecify IPheadercontents (in theHeaderMatchscreen).

• Select packet context to match the attack pattern within a packet. When you select

this option, you should also specify the Service Binding (in theGeneral tab) and define

the service header options (in the TCP/UDP/ICMPHeader Matchesmenu). Although

not required, specifying these additional parameters helps to improve the accuracy of

the attack object and can improve performance.

• Select first packet context to detect the attack in only the first packet of a stream.

When the flow direction for the attack object is set to any, the security device checks

the first packet of both the server-to-client (STC) and client-to-server (CTS) flows. If

you know that the attack signature appears in the first packet of a session, choosing

first packet instead of packet reduces the amount of traffic the security device needs

to monitor, thereby improving performance.

• Select first data packet context to detect the attack in only the first data packet of a

stream. If you know that the attack signature appears in the first data packet of a

session, choosing first data packet instead of packet reduces the amount of traffic the

security device needs to monitor, thereby improving performance.

• Select stream context to reassemble packets and extract the data to search for a

pattern match. However, a security device does not recognize packet boundaries for

stream contexts, so data for multiple packets is combined. Select this option only

when no other context option contains the attack.

• Select stream 256 context to reassemble packets and search for a pattern match

within the first 256 bytes of a traffic stream.When the flow direction is set to any, the

security device checks the first 256 bytes of both the STC and CTS flows. If you know

that theattack signaturewill appear in the first 256bytesof a session, choosing stream

256 instead of stream reduces the amount of traffic that the security device must

monitor and cache, thereby improving performance.

• Select stream8Kcontext to reassemblepackets and search for a patternmatchwithin

the first 8192 bytes of a traffic stream. If you know that the attack signaturewill appear

in the first 8192 bytes of a session, choosing stream 8K instead of stream reduces the

amount of traffic that the security device must monitor and cache, thereby improving

performance.

• Select stream 1K context to reassemble packets and search for a patternmatchwithin

the first 1024 bytes of a traffic stream. If you know that the attack signaturewill appear

in the first 1024 bytes of a session, choosing stream 1K instead of stream reduces the

amount of traffic that the security device must monitor and cache, thereby improving

performance.

Configuring Attack Direction

Select the connection direction of the attack. Using single direction (instead of Any)

improves performance, reduces false positives, and increases detection accuracy:

• Client to Server—Detects the attack only in client-to-server traffic
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• Server to Client—Detects the attack only in server-to-client traffic

• Any—Detects the attack in either direction

Configuring Attack Flows

Select the connection flow of the attack. Using a single flow (instead of Both) improves

performance and increases detection accuracy.

• Control—Detects the attack in the initial connection that is established persistently to
issue commands, requests, and so on.

• Auxiliary—Detects the attack in the response connection established intermittently
to transfer requested data.

• Both—Detects the attack in the initial and response connections.

After you finish entering the attack detection properties for the attack type, clickNext to
configure the attack IP settings and protocol headers.

Configuring Header Match Properties

Specify specific values and options that exist within the header of the attack packet.

NOTE: You can configure header values only for attack objects that use a
packet, first data packet, or first packet context. If you selected a stream,
stream256, stream1K, stream8K,oraservicecontext (in theDetectionarea)
you cannot specify header contents.

If you are unsure of the options or flag settings for the malicious packet, leave all fields

blank and the security device attempts to match the signature for all header contents.

For each value you enter, you must specify the relational or equality operator.

Table 40 on page 387 lists DI attack header matchmodifiers.

Table 40: DI Attack Header MatchModifiers

MeaningModifier

equal to=

not equal to!

greater than>

less than<

Additionally, for each flag youmust specify whether or not a flag is configured (none),

the flag is set (set), or the flag is not set (unset).
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Configuring IP Header Matches

For attacks that use IP and a packet context, you can go to the IP tab to set values for
the IP fields and flags listed below. Note that in the IP header match GUI, you can select

either IPv4 or IPv6, but if you select IPv6, you can configure a new ICMPv6 headermatch

in the Protocol header alongwith existing TCP and UDP protocols. IPv4 and IPv6 header

matches cannot coexist in a singleattackdefinition. IPv6–enabledattacksare supported

only on ISG1000with SM and ISG2000with SM devices.

• Type-of-service—Enter the service type. Specify an operand (none, =, !, >, <) and a
decimal value for the service type. Common service types are:

• 0000 Default

• 0001 Minimize Cost

• 0002Maximize Reliability

• 0003Maximize Throughput

• 0004Minimize Delay

• 0005Maximize Security

• Packet length—Specifyanoperand(none,=, !,>,<)andadecimal value for thenumber
of bytes in the packet, including all header fields and the data payload.

• Id—Specify an operand (none,=, !,>,<) and a decimal value for the unique value used
by the destination system to reassemble a fragmented packet.

• Time-to-live—Specify an operand (none, =, !, >, <) and a decimal value for the
time-to-live (TTL) value of the packet. This value represents the number of routers

the packet can pass through. Each router that processes the packet decrements the

TTL by 1; when the TTL reaches 0, the packet is discarded.

• Protocol—Specify an operand (none, =, !, >, <) and a decimal value for the protocol
used.

NOTE: The Protocol field does not appear for DI attack objects.

• Source—Enter the source IP of the attacking device.

• Destination—Enter the destination IP of the attack target.

• RB—Reserved Bit. This bit is not used.

• MF—More Fragments. When set (1), this option indicates that the packet contains

more fragments. When unset (0), it indicates that nomore fragments remain.

• DF—Don’t Fragment. When set (1), this option indicates that the packet cannot be

fragmented for transmission.
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Configuring TCP Header Matches

For attacks that use TCP and a packet context, in the Protocols tab, select TCP Packet
Header Fields from TCP/UDP/ICMPHeader Matchesmenu, then set values for the

following TCP fields and flags:

• Source Port—Specify an operand (none, =, !, >, <) and a decimal value for the port
number on the attacking device.

• DestPort—Specifyanoperand(none,=, !,>,<)andadecimal value for theportnumber
of the attack target.

• Seq. Number—Specify an operand (none, =, !, >, <) and a decimal value for the
sequence number of the packet. This number identifies the location of the data in

relation to the entire data sequence.

• ACK. Number—Specify an operand (none, =, !, >, <) and a decimal value for the ACK
number of the packet. This number identifies the next sequence number; the ACK flag

must be set to activate this field.

• Header Length—Specify an operand (none, =, !, >, <) and a decimal value for the
number of bytes in the TCP header.

• DataLength—Specify anoperand (none,=, !,>,<) andadecimal value for thenumber
of bytes in the data payload. For SYN, ACK, and FIN packets, this field should be empty.

• WindowSize—Specifyanoperand(none,=, !,>,<)andadecimal value for thenumber
of bytes in the TCP window size.

• UrgPtr—Specify anoperand (none,=, !,>,<) andadecimal value for theurgentpointer.
The value indicates that the data in the packet is urgent; the URG flag must be set to

activate this field.

• Urgent Bit—When set, the urgent flag indicates that the packet data is urgent.

• ACK bit—When set, the acknowledgment flag acknowledges receipt of a packet.

• PSH bit—When set, the push flag indicates that the receiver should push all data in

the current sequence to the destination application (identified by the port number)

without waiting for the remaining packets in the sequence.

• RST bit—When set, the reset flag resets the TCP connection, discarding all packets in

an existing sequence.

• SYN bit—When set, the SYN flag indicates a request for a new session.

• FIN bit—When set, the final flag indicates that the packet transfer is complete and the

connection can be closed.

• R1 bit—This reserved bit (1 of 2) is not used.

• R2 bit—This reserved bit (2 of 2) is not used.
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Configuring UDP Header Matches

For attacks that use UDP and a packet context, in the Protocols tab, selectUDP Packet
Header Fields from TCP/UDP/ICMPHeader Matchesmenu, then set values for the

following UDP fields:

• Source Port—Specify an operand (none, =, !, >, <) and a decimal value for the port
number on the attacking device.

• Dest. Port—Specify an operand (none, =, !, >, <) and a decimal value for the port
number of the attack target.

• DataLength—Specify anoperand (none,=, !,>,<) andadecimal value for thenumber
of bytes in the data payload.

Configuring ICMPHeader Matches

For attacks that use ICMPand a packet context, in theProtocols tab, select ICMPPacket
Header Fields from TCP/UDP/ICMPHeader Matchesmenu, then set values for the

following ICMP fields:

• Type—Specify an operand (none, =, !, >, <) and a decimal value for the primary code
that identifies the function of the request/reply.

• Code—Specify an operand (none, =, !, >, <) and a decimal value for the secondary
code that identifies the function of the request/reply within a given type.

• Seq. Number—Specify an operand (none, =, !, >, <) and a decimal value for the
sequencenumberof thepacket. Thisnumber identifies the locationof the request/reply

in relation to the entire sequence.

• Id—Specify an operand (none, =, !, >, <) and a decimal value for the identification
number, which is a unique value used by the destination system to associate requests

and replies.

• DataLength—Specify anoperand (none,=, !,>,<) andadecimal value for thenumber
of bytes in the data payload.

NOTE: IDP Series 5.1r1 devices do not support IPV6/ICMP6 configuration.

Configuring a Protocol Anomaly Attack Object

A protocol anomaly attack object locates unknown or sophisticated attacks that violate

protocol specifications (RFCs and common RFC extensions). You cannot create new

protocol anomalies, but you can configure a custom attack object that controls how the

security device handles a predefined protocol anomaly when detected.

NOTE: Protocol anomaly attack objects are supported by IDP-capable
security devices only, such as the ISG2000 or ISG1000 running ScreenOS
5.3 or later IDP.
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To configure a custom protocol anomaly attack object, youmust:

• Configure the false positive setting—For details, see “Configuring Attack Detection

Properties” on page 383.

• Select a predefined protocol anomaly—Select the protocol anomaly you want to use

for this attack object. The list of available predefined protocol anomalies depends on

the protocols supported by the target platform. For details, refer to the NSMOnline

Help.

• Configure the time-based settings—For details, see “Configuring Time Binding” on

page 381.

Configuring a Compound Attack Object

A compound attack object combines multiple signatures and protocol anomalies into a

single attack object, forcing traffic to match all combined signatures and anomalies

within the compound attack object before traffic is identified as an attack. By combining

and even specifying the order in which signatures or anomalies must match, you can be

very specific about theevents that need to takeplacebefore the security device identifies

traffic as an attack.

NSM 2006.1 and later releases also support Boolean expressions for standalone IDP

signatures.

NOTE: Compound attack objects are supported by IDP-capable security
devices only, such as the ISG series with Security Module or any of the
standalone IDP Sensors. ISG series devices do not support Boolean
expressions.

When configuring a custom compound attack object:

• All members of the compound attack object must use the same service setting or

service binding, such as FTP, Telnet, YMSG, or TCP/80.

• You can add protocol anomaly attack objects to a compound attack object.

• You cannot add predefined or custom attack objects to a compound attack object.

Instead, youspecify thesignaturedirectlywithin thecompoundattackobject, including

suchdetails as service (or servicebinding), servicecontext, attackpattern, anddirection.

• You can add between 2 and 32 protocol anomaly attack objects and signatures as

members of the compound attack object. However, all members must use the same

service setting or service binding.

Configuring General Attack Properties

False positives and time-based attack properties are configured for a compound attack

object the same way as they are for a signature attack object.

Becauseallmembers of the compoundattack objectmust use the sameservice binding,

the service binding you select determines the service contexts you can use for an attack
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pattern, as well as the available predefined protocol anomaly attack objects you can

add asmembers.

• Tomatch all services, select Any as the Service Binding.

• When adding an attack pattern as amember, you are restricted to the contexts

packet, first data packet, and first packet.

• When adding a predefined protocol anomaly attack object as amember, you are

restricted to the IP-based protocol anomaly attack objects.

Additionally, because the number of session transactions are not known for the

service, you cannot specify a scope (in the Compound Members page).

• Tomatch a specific service, select the service binding and provide the protocol ID,

port/port range, program number if necessary.

Next, configure the members of the compound attack object.

Configuring Compound AttackMembers

When configuring members, you add the signatures and protocol anomalies to detect

an attack that uses multiple methods to exploit a vulnerability. The attack traffic must

matchall signaturesandanomalieswithin thecompoundattackobjectbefore thedevice

considers the traffic as an attack. To be explicit about the events in an attack, you can

also specify the order in which signatures or anomalies must match before the security

device identifies traffic as an attack.

Configuring the Attack Object Scope

If the selected service supports multiple transactions within a single session, you can

also specifywhether thematch should occur over a single session or canbemadeacross

multiple transactions within a session:

• Select Session to allowmultiple matches for the object within the same session.

• Select Transaction tomatch the object acrossmultiple transactions that occur within
the same session.

Select Reset to detect multiple occurrences of the attack object in the same session;
disable it to log multiple occurrences as one.

Configuring a Boolean Expression

The Boolean Expression field makes use of theMember Names created in the lower part

of the dialog.

NSM supports three Boolean operators: or, and, and oand (ordered and). NSM also

supports the use of parenthesis to determine precedence.

Boolean operators:

• or—If either of the member name patterns match, the expression matches.

• and—If both of the member name patterns match, the expression matches. It does
not matter in which order the members appear.
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• oand—If both of the member name patterns match, and if they appear in the same
order as in the Boolean Expression, the expression matches.

Example: Boolean Expression

Suppose you have created six signature members, labeled s1 through s5.

Suppose you know that the attack always contains the pattern s1, followed by either s2

or s3. Further, you know that the attack always contains s4 and s5, but their positions in

the attack can vary.

Youmight create the following Boolean expression:

((s1 oand s2) or (s1 oand s3)) and (s4 and s5)

Configuring an Attack Pattern

You configure the attack pattern as amember of a compoundattack object as youwould

an attack pattern in a signature attack object. For details, see “Configuring Attack

Detection Properties” on page 383.

To add an attack pattern to the compound attack object, click the Add icon and select

Signature. In the Signature Parameters dialog box, configure the following parameters:

• Member Name—Specify a member name.

Juniper Networks signature team uses the following naming convention for members:

m01, m02, m03, and so forth. Juniper Networks recommends that you use this same

naming convention.

• Pattern—Specify the pattern to match. You construct the attack pattern just as you
would when creating a new signature attack object. To negate the pattern, enable

Negate.

• Context—Specify the context in which to locate the pattern. The context displays only
contexts that are appropriate for the specified Service. If you selected a service binding

of Any, you are restricted to the service contexts packet, first data packet, and first

packet.

• Direction—Specify whether the security device should match the pattern in traffic
flowing in any direction, from client to server, or from server to client.

Adding a Predefined Protocol Anomaly Attack Object

To add a protocol anomaly to the compound attack object, click the Add icon and select

protocol anomaly.

If youselectedaservicebindingofany, youare restricted to the IP-basedprotocol anomaly

attack objects.

To add a protocol anomaly to the compound attack object, click the Add icon and select

Anomaly. In the Anomaly Parameters dialog box, configure the following parameters:

• Member Name—Specify a member name.

393Copyright © 2019, Juniper Networks, Inc.

Chapter 8: Configuring Objects



Juniper Networks signature team uses the following naming convention for members:

m01, m02, m03, and so forth. Juniper Networks recommends that you use this same

naming convention.

• Anomaly—Selectananomaly fromthedrop-down list. Themenuonlydisplaysprotocol

anomalies appropriate for the service you selected.

If you selected a service binding of any, you are restricted to the IP-based protocol

anomaly attack objects.

Configuring an Attack Object OrderedMatch

Use the oAND Boolean operator to create a compound attack object that must match

eachmember signature or protocol anomaly in theorder you specify. If youdonot specify

an orderedmatch, the compound attack object still must match all members, but the

attack pattern or protocol anomalies can appear in the attack in random order.

Toconfigureanorderedmatch, use theoANDBooleanoperator in theBooleanExpression

field tomatch amore complex arrangement of attack patterns. For example, if you have

created signatures m1 andm2, and you know that attack m1 is always followed bym2,

the Boolean expression that you create would bem1 oANDm2.

NOTE: With 2010.4 release and later, theOrderedMatch checkbox is

deprecated and its functionality replaced with the oAND Boolean operator.

Configuring Constraints

You can configure the following constraints:

• Context-Check—Use this constraint to require the matching context be of a specified
byte length:

• Constraint—Select length.

• Comparison Operator—Select =, !, >, or <.

• Operand—Select a byte length.

• Matchwithinsamecontext—Use this constraintwhenyouwant the selectedsignature
members to be found in the same context instance (in any order).

Protocol anomalymembers are not selectable andnot a component of this constraint.

• With-in Bytes Constraint—Use this constraint when you want the device to inspect
for an attack pattern within a specific byte range in a stream:

• Lower Limit—Specify the beginning of the range, that is, byte number 1.

• Upper Limit—Specify the end of the range, that is, byte number 10.

• Member—Select members. You can select members one at a time and set a lower
and upper limit for each one. In this case, the program logic begins counting bytes
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from start-of-stream for eachmember. Themembermust be foundwithin the byte

range indicated.

• With-in Packet Constraint—Use this constraint when you want the device to inspect
for an attack pattern within a specific packet range of a stream:

• Lower Limit—Specify the beginning of the range, that is, packet number 1 in the
stream.

• Upper Limit—Specify the end of the range, that is, packet number 2 in the stream.

• Member—Select members. You can select members one at a time and set a lower
andupper limit for eachone. In this case, theprogram logic countspacketsbeginning

with the start-of-stream. Themember must be found within the packet range

indicated.

Only standalone IDP sensors running IDP 5.1 and later support this feature. When you

select this action in an APE rule installed on a device running IDP 5.0 or earlier, NSM

displays a message warning the user that if unsupported, this APE action might cause a

device update failure.

Configuring the Direction Filter

Use the direction filter to specify the direction (Any, Client-to-Server, Server-to-Client)

of traffic in which the attack object attempts to match an attack. Each attack version in

the attack object retains its own direction; however, you can use the direction filter to

changewhich direction ismonitored by the attack object. Only those attack versions that

match the direction filter are active in the attack object.

By default, the direction filter is automatically set to the direction of the most

recently-created or edited attack version.

Creating CustomDI Attack Groups

You can create custom attack object groups to contain your custom DI attack objects.

After you add these custom groups to a DI profile, you can then configure a firewall rule

to use that DI Profile.

All DI attack object groups (bothpredefinedand custom)are considered “ static” groups,

meaning that they do not change. To add or delete an attack object from the group, you

must manually edit the groupmembers.

A custom attack object group can contain custom attack objects and other custom

attack object groups. You cannot add predefined attack objects or predefined attack

objectgroups toacustomattackobjectgroup.Tousebothpredefinedandcustomattack

objects in a firewall rule, create a DI Profile that includes predefined and custom attack

object groups, then use this profile object within the Rule Options of a firewall rule. For

information about creating a DI Profile, see “Creating DI Profiles” on page 367.

NOTE: Attack group names cannot be the same as attack object names.
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Creating Custom IDP Attack Groups

NSM contains a database of hundreds of predefined attack objects designed to protect

networks frommultiple attack vectors.

For IDP attack objects, you can create static or dynamic groups to contain predefined or

custom attack objects. A static group contains only the groups or attack objects you

specify, while a dynamic group contains attack objects based on criteria you specify.

Although you do not have to create a group to use an attack object within an IDP rule

(you can add attack objects individually or by group), organizing attack objects into

groups can help keep your security policies organized.

Creating Static Attack Groups

A static group contains a specific, finite set of attack objects or groups. There are two

types of static groups: predefined static groups and custom static groups.

A custom static group can include the samemembers as a predefined static group

(predefined attack objects, predefined static groups, and predefined dynamic groups),

plus the following members:

• Custom attack objects

• Custom dynamic groups

• Other custom static groups

Use static groups to define a specific set of attacks to which you know your network is

vulnerable, or to group custom attack objects. For example, youmight want to create a

group for a specific set of informational attack objects that keep you aware of what is

happening on your network.

Staticgroups requiremoremaintenance thandynamicgroupsbecauseyoumustmanually

add or remove attack objects in a static group to change themembers. However, you

can include a dynamic group within a static group to automatically update some attack

objects. For example, the predefined attack object group Operating System is a static

group that contains four predefined static groups: BSD, Linux, Solaris, andWindows. The

BSDgroupcontains thepredefineddynamicgroupBSD-Services-Critical, towhichattack

objects can be added during an attack database update.

To create a custom static group:

1. In Object Manager, select Attack Objects > IDPObjects. The IDP Objects dialog box
appears.

2. Click the Custom Attack Groups tab, then click the Add icon and select Add Static
Group. The New Static Group dialog box appears.

3. Enter a name and description for the static group. Select a color for the group icon.

4. To add an attack or group to the static group, select the attack or group from the

Attacks/Group list and click the Add button.

5. ClickOK.
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For instructions for creating a static attack object group, see the NSMOnline Help topic

“Adding Static Attack Groups.”

Creating Dynamic Attack Groups (IDPOnly)

A dynamic group contains a dynamic set of attack objects that are automatically added

or deleted based on specified criteria for the group. For example, an attack database

update can add or remove attack objects from a dynamic group based on the group

criteria. This eliminates the need to review each new signature to determine if you need

to use it in your existing security policy.

A predefined or custom dynamic group can only contain attack objects and not attack

groups. Dynamic groupmembers can be either predefined or custom attack objects.

To create a custom dynamic group:

1. In Object Manager, select Attack Objects > IDPObjects. The IDP Objects dialog box
appears.

2. Click the CustomAttack Groups tab, then click the Add icon and selectAddDynamic
Group. The New Dynamic Group dialog box appears.

3. Enter a name and description for the static group. Select a color for the group icon.

4. In the Filters tab, click the Add icon and select one of the following:

• Add Products Filter to add attack objects based on the application that is vulnerable

to the attack.

• Add Severity Filter to add attack objects based on the attack severity.

NOTE: Allpredefinedattackobjectsareassignedaseverity levelby Juniper
Networks. However, you can edit this setting tomatch the needs of your
network.

• Add Category Filter to add attack objects based on category.

• Add Last Modified Filter to add attack objects based on their last modification date.

• Add Recommended Filter to include only attacks designated to be themost serious

threats to thedynamicgroup. In the future, JuniperNetworkswill designateonly attacks

it considers to be serious threats as Recommended. These settings will be updated

with new attack object updates. In addition, you can designate custom attack objects

as Recommended or not.

You create filters one at a time; each criteria you add is compared to the attributes for

each attack object. Attack objects that do notmatch the criteria are immediately filtered

out. If you create a filter with attributes that no attack object canmatch, a message

appears warning you that your dynamic group has nomembers.
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Fromthe resulting list ofmatchingattackobjects, youcan thenexcludeanyattackobjects

that produces false positives on your network, or an attack object that detects an attack

to which your network is not vulnerable.

NOTE: A dynamic group cannot contain another group (predefined, static,
or dynamic). However, you can include a dynamic group as amember of a
static group.

Example: Creating a Dynamic Group

To create a dynamic group:

1. In the Custom Attack Groups tab, click the Add icon, and selectAddDynamic Group.
The New Dynamic Group dialog box appears.

2. Enter a name and description for the group. Select a color for the group icon.

Figure 84: New Dynamic Group

3. In the Filters tab, click the Add icon and add the filters that determine which attack

objects should be in the group:
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Figure 85: New Dynamic Group Filters

a. AddaProducts filter to addattack objects that detect attacks against allMicrosoft

Windows operating systems.

b. Add a Severity filter to add attack objects that have a severity level of critical or

major.

IDP automatically applies all filters to the entire attack object database, identifies

the attack objects that meet the defined criteria, and adds thematching objects

as members of the group.

4. View themembers of the group by clicking the Members tab.
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Figure 86: New Dynamic GroupMembers

5. ClickOK to save the dynamic group.

Updating Dynamic Groups

Whenyouare satisfiedwith thegroupcriteria and itsmembers, use thegroup ina security

policy. The next time you update your attack objects, the update automatically performs

the following:

• For all new attack objects, compares the predefined attributes of each attack object

to each dynamic group criteria and adds the attack objects that match.

• For all updated attack objects, removes attack objects that no longer meet their

dynamic group criteria. The update also reviews updated attack objects to determine

if they nowmeet any other dynamic group criteria, and adds them to those groups if

necessary.

• For all deleted attack objects, removes the attack objects from their dynamic groups.

You can also edit a dynamic groupmanually, adding new filters or adjusting existing

filters to get exactly the type of attack objects your want.
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NOTE: You can edit a custom dynamic attack group fromwithin an IDP rule
in a security policy. Double-click the group icon in the AttackObjects column
of an IDP rule to display the Dynamic Group dialog box, make the desired
changes, then clickOK to save your edits.

Editing a CustomAttack Group

Tomodify a custom attack group, double-click the group in the Custom Attack Groups

tab in the IDPObjects dialogbox. TheStaticGrouporDynamicGroupdialogboxappears,

with the previously-configured information displayed. Enter any changes you want to

make and then click Apply to continue making changes or clickOK to close the dialog
box.

Deleting a CustomAttack Group

To delete a custom attack group, right-click the group in the Custom Attack Groups tab

in the IDP Objects dialog box, and then select Delete. A confirmation window asks you

to verify that you want to delete the item. ClickOK.

Configuring Application Identification

Juniper Networks provides predefined application signatures that detect Transmission

Control Protocol (TCP) and User Datagram Protocol (UDP) applications running on

nonstandard ports. Identifying these applications allows Intrusion Detection and

Prevention (IDP) to apply appropriate attack objects to applications running on

nonstandard ports, thereby ensuring security.

Thedeviceuses thesesignaturepatterns to identify aTCPorUDPapplicationbymatching

the first fewpackets of a session (in both client-to-server and server-to-client sessions).

The device then restricts or allows this traffic based on the action specified in the IDP

rule.

The steps involved are:

From NSM:

1. Download the IDP signature database, which includes the app-id database.

2. Perform an IDP attack database update, which updates the app-id database.

However, if you are using the CLI, with Junos OS Release 10.2 and later, you can update

the app-id database along with the IDP signature attack database or separately.

Updating the NSMApp-ID Database

The predefined application identification (app-id) package database is part of the IDP

signaturedatabaseand isavailableon the JuniperNetworkswebsite.Theapp-iddatabase

can be downloaded along with the IDP signature database to the NSM server.

Toupdate theapp-iddatabaseon theNSMserverwith the latest version fromthe Juniper

Networks website:
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1. From the Toolsmenu, select View / Update NSMAttack Database. The Attack
Update Manager dialog box appears.

2. ClickNext. The dialog box displays the following:

• A list of security packages and their versions installed on the NSM server.

• The latest version to which these packages can be upgraded to.

3. Click Finish.

The Job Information dialog box appears, displaying whether the download was

successful and the downloaded app-id database version. If the installation was

unsuccessful, an error message is displayed.

4. Click Close to exit the Job Information dialog box.

Updating the Device App-ID Database

To update the device with the latest version of the app-id database:

1. Perform the “Updating the NSM App-ID Database” on page 401 procedure.

2. From the Devicesmenu, select Deep Inspection/IDP >Update Device Attack
Database. A dialogboxappears, listing theSRXSeries devices onwhich an IDPattack
update is permissible.

3. Select one or more devices and clickOK.

The Job Information dialog box appears, displaying whether the installation was

successful. If the installation was unsuccessful, an error message is displayed.

NOTE: Trying to update a device that already has the latest version of the
IDP attack database installed produces an error. Youmay want to check
the IDPattackdatabase version installedon thedevicebeforeproceeding
to update the device.

4. Click Close to exit the Job Information dialog box.

Viewing the Device App-ID Database Version

You can view the app-id database version currently installed on the device. You should

check to make sure the device does not already have the latest version installed, as any

further update will result in an error. To view the app-id database version:

1. FromtheDevicesmenu, selectView/UpdateApp-id>CheckApp-idDatabaseServer
Version. A dialog box appears listing the high-end SRX Series devices that have the
app-id database installed.

2. Select one or more devices and clickOK.

The Job Informationdialogboxappears, displaying the versionof theapp-iddatabase

installed on the selected device(s). This information is fetched from the respective

device/(s).
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3. Click Close to exit the Job Information dialog box.

Uninstalling an App-ID Database from the Device

Youmay want to uninstall an app-id database from a device when you no longer want

tomonitor applications that run on nonstandard ports. To uninstall an app-id database:

1. From the Devicesmenu, select View/Update App-id > Uninstall App-id Database.
A dialog box appears listing the high-end SRX Series devices that have the app-id

database installed.

2. Select one or more devices fromwhich you want to uninstall the app-id database

and clickOK.

The Job Information dialog box appears displaying the progress of the uninstallation

and whether it was successful. After the uninstallation, the app-id version installed

on the device will be zero.

3. Click Close to exit the Job Information dialog box.

Unified Threat Management

• Creating UTM Profiles on page 403

• Creating an Antivirus Profile on page 404

• Creating an Antispam Profile on page 405

• Creating a Content Filtering Profile on page 406

• Creating a URL Filtering Profile on page 406

• Miscellaneous UTM Features on page 407

• ScreenOS Threat Management Features on page 410

Creating UTMProfiles

A UTM profile can define more than one UTM feature. You can havemore than one

custom feature profile for the different supported protocols. The predefined, profiles are

recommended although you can define custom profiles as well.

To create a UTM profile:

1. SelectObject Manager> UTM> Profiles> +. The NewUTMProfilewindow opens.

2. Enter a name for the profile.

3. Enter a comment or description.

4. Select a color from the drop-down list.

5. Select Profile Properties:

• Connections per client: 0-20000
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• Behavior for over-limit connections: either drop or permit

6. ClickOK. The new profile is displayed in the list of UTM profiles.

You can define profiles for antivirus, anti-spam, URL filters, and content filters for the

new profile either from the samewindow or by navigating from their respective nodes in

the navigation pane. You can create miscellaneous objects such as Extension lists, URL

Patterns and Categories and so on in UTM and use them in your various UTM profiles

such as Antivirus or Antispam.

Creating an Antivirus Profile

1. SelectObjectManager>UTM>Anti-VirusProfiles. NSMdisplays two tables: Predefined

UTM AV Profiles on top and Custom UTM AV Profiles below. You can only view but

not edit the listed predefined profiles. You can create and edit custom profiles.

2. Select + in the CustomUTMAVProfiles table. The NewAnti-Virus Profilewindow

opens.

3. Enter a name for the profile.

4. SelectanEngine type: eitherKasperskyLabEngineor JuniperExpressEngine.Properties

change according to the chosen engine.

5. Enter a comment or description.

6. Select a color from the drop-down list.

7. Select Engine Properties. If you select Kaspersky Lab Engine:

• Enable Intelligent Pre-screening.

• Set maximum content size. Mouse over the field to see a tool tip with the allowed

values. The allowed range is 20-20000.

• Set a time-out period. The allowed range is 1-1800.

• Set the decompression limit in the range of 1-4.

• Set the HTTP tricking time-out in the range of 0-600.

• Set the scanmode: None, All, By-extension.

• Select an extension list from the drop-down list or create a new one by clicking on

+ beside the field.

• Setnotificationoptions for: Virusdetection, FallbackBlock, andFallbackNon-Block.

• Set actions for the various situations: Default, Toomany requests, Corrupt file, Out

of resources, Engine not ready, Password file, Time out, Maximum content size, and

Decompression Layer. You can select one of these actions for each situation: None,

Block, Log and Permit.
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If you select the Juniper Express Engine, you need to also enable the same settings

with the following exceptions, which do not appear in the Juniper Express Engine tab:

• Scanmode

• Extension list

• Actions inapplicable to the Juniper Express Engine: Corrupt file, Password file, and

Decompression Layer

8. Select Apply and thenOK.

KAV Updater Support: From the NSMUI, you can update a Kaspersky Lab or Juniper

Express Engine Pattern DB from a remote server that is pre-configured in the device. To

run an update from the NSMUI, navigate from Devices >AV ScanManager> Update

Pattern and select IDP devices to be updated.

Creating an AntispamProfile

You can create an Antispam profile to specify the action to be taken with spam. You can

bind custom features with security policies.

1. SelectObject Manager> UTM> Anti-SpamProfiles.

2. NSM displays two tables: Predefined UTM AS Profiles on top and Custom UTM AS

Profiles below. You can only view but not edit the listed predefined profiles. You can

create and edit custom profiles.

3. Select + in the Custom UTM AS Profiles table. The NewAnti-SpamProfilewindow

opens

4. Enter a name for the profile.

5. Enter a comment or description.

6. Select a color from the drop-down list.

7. Enable Use default SBL.

8. Select an action: Block, Tag header, Tag subject.

9. Enter a tag string.

10. SelectOK.
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Creating a Content Filtering Profile

Content filtering allows you to specify the type of content to block. For example, you

could block executable files such as .exe or.bin files that are prone to containing viruses.

1. SelectObject Manager> UTM> Content Filtering .

2. Select+ in theCustomUTMCFProfiles table. TheNewContentFilteringProfilewindow

opens.

3. Enter a name for the profile.

4. Enter a comment or description.

5. Select a color from the drop-down list.

6. Set notification options: Notification type, Notify mail sender, and Custommessage.

7. Select the type of content to block.

8. Set filters. Youcan select fromexisting lists or createnew lists for each filter by clicking

+ beside the field.

• Permitted command list

• Block command list

• Block extension list

• Block mime list

• Block mime list except

9. SelectOK.

Creating a URL Filtering Profile

Based on your requirements, you can useURL filtering to preventmalicious or suspicious

URLs from transferring their data. For example, youmight wish to filter out gaming or

entertainment sites.

1. SelectObject Manager> UTM> URL Filtering . NSM displays two tables: Predefined

UTMUF Profiles on top and Custom UTMUF Profiles below. You can only view but

not edit the listed predefined profiles. You can create and edit custom profiles.

2. Select + in the CustomUTMUF Profiles table. The New URL Filtering Profile window

opens.

3. Enter a name for the profile.
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4. Enter a comment or description.

5. Select a color from the drop-down list.

6. Select the engine type. If you select Surf-control Integrated, set the following:

• Default action: Block or permit.

• Timeout period: In the range of 1-1800. Mouse over the field to see a tool tip with

the allowed values.

• Enter a deny message.

• Set Fallback actions- either deny or permit- for the following: Default, Server Conn,

Time out, Toomany requests.

• Select the list of categories to filter. You can edit the existing list or add a new one

by clicking +. You can permit or deny each of the categories.

If you select Websense Redirect as the engine, set the following properties:

• Enter server information: Host name, Port in the range 1024- 65535, Sockets in the

range 1-8. Mouse over the field to see a tool tip with the allowed values.

• Enter account name.

• Select Timeout period: In the range of 1-1800.

• Enter Deny message.

• Set Fallback actions— either deny or permit— for the following: Default, Server

Conn, Time out, Toomany requests.

7. SelectOK.

Miscellaneous UTM Features

The UTManager provides miscellaneous features that support the main activities of

threat management. These include:

• Multipurpose Internet Mail Extension (MIME) Lists on page 408

• Extension Lists on page 408

• Command Lists on page 409

• URL Patterns on page 409

• URL Categories on page 410
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Multipurpose Internet Mail Extension (MIME) Lists

MIME lists contain the type of MIMEs that can be permitted or denied; for example, text

or html. You can define the extensions that are to be permitted or denied by creating

profiles. Themaximum number of characters allowed in a MIME name are 29, in a MIME

entry 40, and a MIME list 1023. Themaximum of user defined MIME lists is system

dependent. To create a MIME list:

1. SelectObjectManager>UTM>Misc>Mime List.NSM displays two tables: Predefined

UTMMime List Profiles on top and Custom UTMMime List Profiles below. You can

only view but not edit the listed predefined profiles. You can create and edit custom

profiles.

2. Select+ in theCustomUTMMimeListProfiles table.TheNewMimeListProfilewindow

opens.

3. Enter a name for the profile.

4. Enter a comment or description.

5. Select a color from the drop-down list.

6. Enter the multipurpose internet mail extensions for the profile.

7. SelectOK.

Extension Lists

In an extension file list profile, you can specify various file extensions to be allowed or

blocked; for example, .txt, .pdf, .exe. You can use these list profiles to create antivirus

settings as well. Themaximum number of characters allowed in an Extension name are

29, in an Extension entry 15, and an Extension list 255. Themaximum number of user

defined Extension lists is system dependent. To create a new Extension list profile:

1. SelectObject Manager> UTM>Misc >Extension List. NSM displays two tables:

PredefinedUTMExtensionListProfileson topandCustomUTMExtensionListProfiles

below. You can only view but not edit the listed predefined profiles. You can create

and edit custom profiles.

2. Select + in the Custom UTM Extension List Profiles table. The New Extension List

Profile window opens.

3. Enter a name for the profile.

4. Enter a comment or description.
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5. Select a color from the drop-down list.

6. Enter the extension types for the profile.

7. SelectOK.

Command Lists

A command list defines various commands to be executed in the system for different

protocols that you can permit or deny. You can create a new command list profile.

1. SelectObject Manager> UTM>Misc >Command List.

2. Select +. The NewCommand List Profilewindow opens.

3. Enter a name for the profile.

4. Enter a comment or description.

5. Select a color from the drop-down list.

6. Enter the list of commands for the profile.

7. SelectOK.

URL Patterns

You can create a URL pattern by listing different URLs to be permitted or denied. To

create and view URL patterns:

1. SelectObjectManager>UTM>Misc>URLPatterns. You can viewall theURLpatterns

and create a new URL pattern.

2. Select + . The NewURL Patternwindow opens.

3. Enter a name for the profile.

4. Enter a comment or description.

5. Enter the URLs that make up the pattern.

6. SelectOK.
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URL Categories

A URL category is a list of URL Patterns that belong to the same category. To create a

URL category:

1. SelectObject Manager> UTM>Misc >URL Category. NSM displays two tables:

Predefined UTMURL Categories on top and CustomUTMURL Categories below. You

can only view but not edit the listed predefined categories. You can create and edit

your own categories.

2. Select + in the Custom UTMURL Categories table. The NewURL Categorywindow

opens.

3. Enter a name for the category.

4. Enter a comment or description.

5. View or edit entries in the UTMPattern Entries box.

6. Select URL patterns from the list or add new patterns by clicking on +.

7. SelectOK.

ScreenOS Threat Management Features

Youcancontinue touseScreenOSfeatures toconfigureandmanageAVandWebFiltering

objects, as well as configure ICAP servers.

• Configuring Antivirus Objects on page 410

• Configuring External AV Profiles on page 411

• Configuring Internal AV Profiles on page 412

• Configuring ICAP AV Servers and Profiles on page 413

• Configuring ICAP AV Profiles on page 414

• ConfiguringWeb Filtering Objects on page 415

Configuring Antivirus Objects

Security devices provide one or more of the following antivirus scanning methods:

• External AV scanning—This method forwards traffic to a Trend Micro device for

scanning. (This option is not supported by devices running ScreenOS 5.3 or higher.)

The security device forwards all traffic to be scanned to the Trend Micro device. To

configure external AV scanning, use the AV Scanner settings (detailed below).

• Internal AV scanning—This method uses the AV scanner on the security device, and is

not supported by all security devices. Internal scanning may be configured on a
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per-device basis, or it may be configured via templates. This section describes how to

create the templates.

• ICAP AV scanning—This method forwards traffic to an Internet Content Adaptation

Protocol (ICAP) server for examination. To forward traffic to an ICAP server, create an

ICAP server object, create an ICAP profile, and then specify that profile in a policy.

Configuring External AV Profiles

External AV profiles define the external Trend Micro AV scanner server that a security

device uses to detect viruses in specific protocols. This feature describes the external

scanner supported by ScreenOS 5.0 — 5.3. For ScreenOS 5.4 and later, use an ICAP AV

profile as described in “Configuring ICAP AV Profiles” on page 414

Youmust configure an AV profile when using external AV for virus protection on your

security device. After you have configured an AV profile, you can use the profile within a

firewall rule.

NOTE: Youcanconfigure additional settings for external antivirus protection
on thesecuritydevice itself. Fordetails, refer toNetworkandSecurityManager
Configuring ScreenOS and IDP Devices Guide.

External AV profiles contain the following information:

• ServerNameandPort—Youmust specify the IPaddressandportnumberof theexternal

antivirus server that contains your virus definitions.

• Protocols and Timeouts—Youmust specify the protocols (HTTP and SMTP) that the

external AV server scans for viruses. The default protocol timeout is 180 seconds, but

you can edit this default to meet your networking requirements.

Youmust use the AV profile in a firewall rule and install that rule on a security device

before the external scanner canbegin inspecting traffic for viruses. For information about

using AV profiles in rules.

In this example, you configure an AV profile that sends all HTTP traffic to an external

antivirus server at 1.2.2.20 for virus checking. Because you anticipate heavy HTTP loads

on the network, you increase the timeout from 180 seconds (the default setting) to 300

seconds.

1. In the main navigation tree, selectObject Manager>UTM>ScreenOS>AV

Objects>External.

2. In the main display area, click the Add icon. The New AntiVirus Profile dialog box

appears.

3. Configure the following:
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• For Name, scanner1_HTTP

• For Server Name, enter 1.2.2.20.

• For Server Port, leave the default port number of 3300.

4. Select HTTP, then configure the timeout as 300 seconds.

5. ClickOK to save the new profile.

Configuring Internal AV Profiles

Internal AV profiles allow you to set AV settings for multiple devices via a policy. NSM

comes with a predefined AV profile, or you can create your own.

• Viewing a Predefined Profile on page 412

• Creating Custom AV Profiles on page 412

• Configuring Extension Lists on page 413

Viewing a Predefined Profile

To view the predefined AV profile, selectObject Manager > AVObjects > Internal >
PredefinedProfiles. Select the predefined profile, then click the Edit button. You cannot
make changes to the profile.

Creating CustomAV Profiles

To create a custom AV profile, selectObject Manager >UTM > ScreenOS >AVObjects

>Internal >Predefined Profiles/CustomProfiles. Click the Add button.

Populate the fields of the New Internal Antivirus Profile dialog:

• General information—Assign a name and color to the profile, and enter a comment

describing the purpose of the profile.

• Foreachprotocol type, check theEnablecheckbox toenable scanning for thatprotocol,

then set the following settings for each enabled protocol:

• Scan Mode: All, Intelligent, or by File Extension. If you select Scan by File Extension,

youmust populate the Ext List Include field.

• Scanning Timeout: Scans that take longer than this time out and are not completed.

• Decompress Layer: The number of levels of decompression to perform before

scanning. A decompression setting of 2 would all the scanning of a .zip file within a

.zip file.

• SkipMime (HTTPonly): If checked, causes the scanner to skip anymime types listed

in the Mime List field.

• Ext List Include: A list of file extensions to examine for viruses. Extension lists are

created under Object Manager > AV Objects > Extension Lists.

• Ext List Exclude: A list of file extensions to not examine for viruses. Extension lists

are created under Object Manager > AV Objects > Extension Lists.
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• Mime List (HTTP only): The list ofmime types to not scan. NSM ships with a default

mime type list, or you can create your own under Object Manager > AV Objects >

CustomMime Lists.

• Email Notify Virus Sender (IMAP, POP3, SMTP only): Notifies an e-mail sender if a

virus was found in the e-mail.

• Email Notify Scan-Error Sender (IMAP, POP3, SMTPonly): Notifies an e-mail sender

if the e-mail was dropped due to a scan error.

• Email Notify Scan-Error Recipient (IMAP, POP3, SMTP only): Notifies an e-mail

recipient if the e-mail was passed due to a scan error.

Configuring Extension Lists

You can configure AV profiles to scan (or not scan) files based on their file extension.

File extension include lists and exclude lists are the same kind of lists. They become

include or exclude lists depending on how they are added to a profile.

To create a file extension list object, selectObject Manager > UTM>ScreenOS >AV
Objects > Internal > Extension lists. Click Add.

Populate the following fields in the New Internal Antivirus Ext List dialog:

• Name: Give the extension list a descriptive name.

• Color: Assign a color, if desired.

• Comment: Provide a comment describing the list and its use.

• File Extension: Enter a list of file extensions, separated by semicolons. Example:

html;htm;jpg.

Configuring ICAP AV Servers and Profiles

Before a security device can forward traffic to an ICAPAV server, youmust create a server

object in NSM. You can create multiple server objects and assign some or all of them to

server groups. You can then assign this server object or server group to anAVprofile, then

assign that profile to a security policy.

To specify a server, you will need the following information:

• Name: The name of the ICAP server as it will appear in the NSMGUI.

• Host: The IP address of the ICAP server.

• Port: The ICAP server port. (Default: 1143)

• Enable: If selected, indicates that the server should be reachable and usable by a
security device. Deselect this check box if the server is unavailable or should not be

used by a security device.

• Probe URL: The path on the ICAP AV server to probe for availability.

• Probe Interval (insecondsandmultiplesof5): Indicateshowoften thesecuritydevice
should check to see that the server is in service and available to process traffic. If this

value is set to 0, then the security device will assume that the ICAP service is available
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at all times. If it is set to a positive number of seconds, the security device will check

the server’s status at that interval. If the server returns as in-service, the security device

will send it traffic. If it returns as out-of-service, the security devicewill not send traffic.

• MaximumConnections: The maximum number of TCP connections between the

security device and the ICAP AV server.

To create a server group, first create the server objects that will go into it. However, you

can create an empty group as a place holder.

You can assign a server to more than one server group.

Configuring ICAP AV Profiles

ICAP AV profiles, when assigned to a policy, redirect traffic to an ICAP AV server.

To create an ICAP AV Profile, selectObject Manager > UTM>ScreenOS >AVObjects
> ICAP > CustomProfiles. Click the add icon.

You need the following information:

• General information—Assign a name and color to the profile, and enter a comment

describing the purpose of the profile.

• HTTP tab:

• HTTPEnable: Selecting this checkbox ineach tab turnsonscanning for thatprotocol.

• SkipMime: If checked, causes the scanner to skip anymime types listed in theMime

List field.

• Time out: Scans that take longer than this time out and are not completed.

• Mime List: If Skip Mime is checked, also specify the MIME list that will be used for

comparison.See “Multipurpose InternetMail Extension (MIME)Lists”onpage408for

information on creating MIME lists.

• SMTP tab:

• SMTPEnable:Selecting this checkbox ineach tab turnsonscanning for thatprotocol.

• Time out: Scans that take longer than this time out and are not completed.

• Email Notification for Virus - Notify Sender: Notifies an e-mail sender if a virus was

found in the e-mail.

• Email Notification for Scan - Notify Sender: Notifies an e-mail sender if the e-mail

was dropped due to a scan error.

• EmailNotification forScan -NotifyRecipient:Notifies ane-mail recipient if thee-mail

was passed due to a scan error.

• ICAP tab:

• ICAP Server/Server Group: Assign an ICAP AV server or server group to this profile.

See “Configuring ICAPAVServersandProfiles”onpage413 for informationoncreating

ICAP AV servers and server group objects in NSM.
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• Request URL: The request URL on the ICAP AV server.

• Response URL: The response URL on the ICAP AV server.

ConfiguringWeb Filtering Objects

Web Filtering (Integrated) enables you to create aWeb Filtering profile for all of your

security devices by binding the profile to the firewall rule. With aWeb Filtering profile,

the security device intercepts each HTTP request and determines whether to permit or

block access to a requested website by categorizing the URL andmatching theWeb

category to theWeb Filtering profile. You can then bind theWeb Filtering profile to the

firewall rule.

To configure a security device for Web Filtering, you need to:

• Obtain a license key to enable theWeb Filtering option on security devices.

• Configure at least one Domain Name Server (DNS) so the security device can resolve

the SurfControl CPA server name to an address.

• ConfigureWeb Filtering on the security device. For details, see Network and Security

Manager Configuring ScreenOS and IDP Devices Guide.

• Web Categories on page 415

• Custom Lists on page 415

• Predefined Categories on page 416

Web Categories

AWeb category is a list of URLs organized by content. There are two types of categories:

Custom Lists and Predefined Categories.

Custom Lists

You can group URLs and create custom lists specific to your needs. You can include up

to20URLs in each list.Whenyoucreatea list, youcanaddeither theURLor the IPaddress

of awebsite.WhenyouaddaURL toacustom list, the security deviceperformsaDomain

Name Server (DNS) lookup, resolves the hostname into IP addresses and caches this

information.

Whenauser tries to access awebsite by typing the IP address of thewebsite, the security

device checks the cached list of addresses and tries to resolve the hostname. It is

important to enter both the URL and the IP address(es) of a website.

NOTE: When a URL exists in both a custom list and a predefined category,
the security devicematches the URL to the custom list first.

In this example you create a custom list called Competitors, Gaming.
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1. In themainnavigation tree, selectObjectManager>UTM>ScreenOS>WebFiltering
(Integrated)>Web categories > Custom Lists.

2. Click the Add icon. The NewWeb categories dialog box appears.

3. For Name, enter Competitors, Gaming.

4. Click the Add icon. The NewURL Entries dialog box appears. Enter your configuration

changes, then repeat to add a second URL Entry.

• For the first URL entry, enterwww.games1.com then clickOK.

• For the second URL entry, enterwww.games2.com then clickOK.

5. ClickOK to save the new Custom List.

Predefined Categories

The security devices can use the predefined SurfControl Web categories to determine

the category of a URL. SurfControl Content Portal Authority (CPA) servers maintain a

large database of web content classified into approximately 40 categories.

To view the predefined SurfControl Web categories, selectWeb Filtering (Integrated)
>Web categories > Predefined Categories.

Configuring CustomPolicy Fields

Custom Policy Fields objects represent metadata information that you can store and

use in a structuredmanner. Users can add custom objects to the policy table, such as

ticket Number, vendor contact, and so on, for each rule in the rulebase. NSM provides a

shared object to store these custom detail data while the table contains a column that

corresponds to these custom details.

The CustomDetail column (visible in Expanded Mode and hidden in Compact Mode)
captures the information about the rule, but does not push the information to the device.

The column is able to display multiple shared objects in each cell.

This allows for abetter filteringmechanismfor the information, reducesdata redundancy

(in the casewhere all rules need tohave the samee-mail address associatedwith them),

and provides multiple properties for user’s needs.

The custom detail object is user configurable. Themetadata is designed to capture the

following information about each object:

• Name -- Determines to which definition of the metadata the objects need to comply.

• Required -- Indicates if the metadata for a custom detailed object is defined with the

“Required” option set to true, all rules in all rulebases that do not have a value selected

for this MetaData displays the yellow warning triangle with a warning message. The

policy will not be saved if no value is provided.

• Validation String -- A shared object definition in the metadata requires the user to

select from a list of Custom Detail objects. A String definition in the metadata allows

the user to enter a plain test string. Each instance supports nomore than a single string

value.
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• FieldType -- If a regular expression is provided in thedefinition of anobject, the custom

detail object is validatedagainst the regular expression.This is requiredand thecustom

object instance cannot be saved until this expression is satisfied.

• Comments -- This column allows the user to input any comments associatedwith the

new object.

This informationwill beexportedusing thePolicyExport tool, if theuser selectsExpanded

Mode when exporting data.

Policy filtering is supported on individual values in the Custom Details column.

DefiningMetadata

Themetadata is defined using the Policy Details node located in the navigation tree.

Users can see all metadata definitions as well as add, edit, or delete definitions. Existing

metadata is displayed in table format and supported at the domain level. Definitions in

the global domain are accessible in subdomains for creating objects that comply with

the global domain.

Deleting ametadata definition forces all objects to comply with the definition and lists

all usagesof thoseobjects.Whendeletingametadatadefinition, all theobjectscomplying

thatmetadata are also deleted. In addition, it removes all usages of the changed objects

from the security policy rules that referred to them.

Instantiating NewObjects

Aswithmetadatadefinitions, you canalso create custompolicy objection on thedomain

level. Objects you create in the global domain will be available for all subdomains, while

objects created in the subdomains will only be available within the subdomain in which

it was created.

When you delete an object, NSM displays all the usages of that object in the security

policy rules, and will ask you for confirmation of the command. Once you confirm that

you want to delete the object, NSMwill remove all usages of the object you are deleting

from the security policy rules that refer to the deleted object.

Adding CustomDetail Object to Rules

You can add custom detail objects to a rule in the policy using the samemechanism as

other shared objects, such as service or address objects. You can usemultiple selections

for objects using theShareddata type. This allows you to addmultiple objects complying

with the samemetadata. For example, you can addmultiple e-mail addresses or phone

number for each rule.

Once you have added customobjects to the rules, NSMdisplays the customobject along

with the metadata name. For example, after adding an address to a rule, the value

displayed in the rule could look like the following:

Email Address: admin@juniper.net

Requisition Number: JN0001
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NSMwill sort the entries in the Custom Details cell by themetadata name appended to

the custom object value. NSMwill be copy and paste data in the CustomDetails column

along with other rule data when a rule is copied and pasted.

Objectswith a String data typewill provide a special edit dialog that allow you to change

the string value contained within. The dialog allowing for this information is accessible

by right-clicking on the selected value in the Context Menu. Objects with a Shared data

type will have a special dialog that allows you to edit the value contained within. After

saving the change, it is reflected in all rules using that object.

Open Log Viewer

You can open the Log Viewer from any rule in the policy. NSMwill open the Log Viewer

screen to display only those logs that were generated as a result of the selected rule.

This option is available only if the policy has not been edited since the last time it was

pushed to a device. Otherwise, the action is displayed as disabled. You can right-click

the policy to access this option.

Configuring GTPObjects

To enable a security device to manage GTP traffic, you must create a GTP object and

then apply it to a security policy rule. The rulewith theGTPobject defines how the device

handles GTP packets: If a GTP packet matches the rule, the device attempts to further

match the packet data with the parameters set in the GTP object.

For detailed information on GTP, refer to the Concepts & Examples ScreenOS Reference

Guide, Volume 13: General Packet Radio Service.

Using GTP objects, you can configure multiple rules that enforce different GTP

configurations in the same security policy. For example, you can configure a security

policy that enables a device to control GTP traffic differently based on source and

destination zones and addresses, action, and so on.

You configure GTP objects in the Object Manager. From themain navigation tree, select

Object Manager > GTPObjects, then click the Add icon to display the New GTP Object

configuration screens. For each object, you can configure the following settings:

• “Configuring Info” on page 418

• “Configuring Traffic Logging and Counting” on page 420

• “Configuring IMSI Prefix and APN Filtering” on page 421

• “Configuring GTPMessage Filtering” on page 423

• “Configuring Subscriber Tracing (Lawful Interception)” on page 423

The following sections detail eachGTP setting. For an example on creating aGTPobject,

see “Example: Creating a GTP Object” on page 424.

Configuring Info

The Info settings define the basic properties of the GTP object, and specify how the

security device should handle GTPmessages and tunnels.

Copyright © 2019, Juniper Networks, Inc.418

Network and Security Manager Administration Guide



Limiting GTPMessage Length

To limit the length of a GTPmessage, you can specify the minimum andmaximum

number of bytes permitted in a message length field. In the GTP header, the message

length field indicates the length of the GTP payload. It does not include the length of the

GTP header itself, the UDP header, or the IP header.

ThedefaultminimumandmaximumGTPmessage lengthsare0and65535, respectively.

Limiting GTPMessage Rate

To limit the rate of network traffic froma security device to aGPRSSupport Node (GSN),

you can specify the number of packets per second permitted for GTP-Control (GTP-C)

messages.

Because GTP-Cmessages require processing and replying, they can overwhelm a GSN.

Setting a rate limit on GTP-Cmessages can protect your GSNs from Denial-of-Service

(DoS) attacks such as:

• Border Gateway bandwidth saturation—Amalicious operator connected to the same

GRX as your PLMN can generate enough network traffic directed at your Border

Gateway, so that legitimate traffic is starved for bandwidth in or out of your PLMN,

thus denying roaming access to or from your network.

• GTP flood—GTP traffic can flood a GSN, forcing it to spend its CPU cycles processing

illegitimatedata.This canprevent subscribers fromroaming, forwardingdata toexternal

networks, or prevent a GPRS attach to the network.

To limit the GTPmessage rate, enable Limit (packets/second) and enter the maximum

number of packets per second that a security device can send to a GSN (the default is

unlimited).

Limiting GTP Tunnels

GSNs useGTP tunnels to transmit GTP traffic using theGPRSTunneling Protocol (GTP).

Because GSNs have a limited capacity for GTP tunnels, youmight want to configure the

security device to limit the number of GTP tunnels created.

To limit GTP tunnels, enable Limit (tunnels/GSN) and enter the maximum number of

tunnels permitted for each GSN (the default is unlimited).

Removing Inactive GTP Tunnels

To configure a security device to detect and remove inactive GTP tunnels automatically,

configure the GTPTunnel Inactivity Timeout (hours). A GTP tunnelmight hang (become

inactive) when a “ delete pdp context response” message gets lost on a network, or a

GSN does not properly shut down.

The security device automatically removes a GTP tunnel that is idle for the specified

timeout value. The default timeout value is 24 hours.
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Validating Sequence Numbers

Whenusingasecuritydevicebetween theGGSNs, youcanconfigure thedevice tovalidate

sequencenumbers for theGGSNanddropout-of-sequencepackets.Thishelpsconserve

GGSN resources by preventing the unnecessary processing of invalid packets.

Theheader of aGTPpacket contains aSequenceNumber field,which indicates theorder

of the packets arriving at the GGSN. During the PDP context activation stage:

• The sending GGSN uses zero (0) as the Sequence Number value for the first G-PDU

it sends through a tunnel to another GGSN. The sending GGSN then increments the

Sequence Number value for each following G-PDU it sends. The value resets to zero

when it reaches 65535.

• The receiving GGSN sets its counter to zero. When it receives a valid G-PDU, it

increments its counter by one. The counter resets to zero when it reaches 65535. The

receiving GGSN compares the Sequence Number in the arriving packet with the

sequence number in its counter: If the numbers correspond, the GGSN forwards the

packet; if they differ, the GGSN drops the packet.

To enable the device to validate sequence numbers for the GGSN, enable Sequence

Number Validation. By default, validation is disabled.

Filtering GTP-in-GTP Packets

To enable a security device to detect and drop a GTP packet that contains another GTP

packet in its message body, enable GTP in GTP Denied.

Removing GTP R6 Informational Elements

GTP R6 contains additional Informational Elements (IEs) that support 3GPP networks:

RAT, RAI, ULI, IMEI-SV, and APN Restriction. These new IEs are not supported on 2GPP

networks. You can tell the firewall to strip out these elements when traffic passes from

a 3GPP network to a 2GPP network.

To enable GTP traffic to flow between 3GPP and 2GPP networks, enable Remove r6 IE.

Inspecting Tunnel Endpoint IDs

You can configure the security device to performDeep Inspection on the tunnel endpoint

IDs (TEID) in G-PDU datamessages.

To perform Deep Inspection on tunnel endpoint IDs, enable TEID DI.

Configuring Traffic Logging and Counting

When you enable traffic logging and counting for a GTP object, the security device

generates log entries for deleted GTP tunnels and GTP traffic events.

Traffic Counting

A security device can count the number of user data and control messages (or bytes of

data), received from and forwarded to the GGSNs and SGSNs that the device protects.
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The device counts traffic for each GTP tunnel separately, and differentiates GTP-User

and GTP-Control messages.

Toenable counting, selectCountByMessageorCountByByte.Whencounting is enabled

and tunnel is deleted, the device counts and logs the total number of messages or bytes

of data that it received from and forwarded to the SGSN or GGSN.

To view log entries for deleted GTP tunnels, use the Log Viewer.

Traffic Logging

A security device creates log entries for GTP events based on the status of the GTP

packet. For each event type, you can also specify howmuch information (basic or

extended) you want about each packet.

To configure GTP logging, select basic or extended for each GTP packet status:

• Log Forwarded Packets—When enabled, the device creates a log entry for each GTP

packet that was transmitted because it was permitted by the security policy.

• Log Dropped Packet Due to Type/Length/Version—When enabled, the device creates

a logentry for eachGTPpacket thatwasdroppedbecause itwasdeniedby the security

policy.

• Log Dropped Packet Due to Invalid State—When enabled, the device creates a log

entry for each GTP packet that was dropped because it failed stateful inspection.

• Log Dropped Packet Due to GSN Tunnel Limit—When enabled, the device creates a

log entry for each GTP packet that was dropped because themaximum limit of GTP

tunnels for the destination GSNwas reached.

• Log Dropped Packet Due to GSN Rate Limit—When enabled, the device creates a log

entry for each GTP packet that was dropped because themaximum rate limit of the

destination GSNwas reached.

You can also specify the frequency that a security device creates log entries for

rate-limitedmessages. Setting a logging frequency conserves resources on the syslog

server and security device, and can avoid a logging overflow of messages. By default,

the frequency is 2, meaning the security device creates a log entry for every two

messages above the set rate limit.

To view GTP traffic log entries, use the Log Viewer.

Configuring IMSI Prefix and APN Filtering

You can use the IMSI Prefix and APN to restrict access to a specific set of mobile

subscribers.

Creating an APN Filter

An Access Point Name (APN) is included in the header of a GTP packet, and provides

information on how to reach a network. By default, a security device permits all APNs.

However, youcanconfigure thedevice to filterAPNs, enablingaccessonly for thoseAPNs

you specify, and restricting roaming subscribers’ access to external networks.
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You can specify up to 2000 permitted APNs. When APN filtering is enabled, it applies

only to “ create pdp request” messages. For these messages to pass an APN filter, the

GTP packet must match both the APN name filter and the Selection Mode filter:

• APN Domain Name filter—The device attempts to match the APN in a GTP packet to

the APNs set in the GTP object. If the two APNsmatch, the device passes the packet

to the selection mode filter.

• Selection Mode Filter—The device attempts to match the Selection Mode for the GTP

packet and the GTP object. If the twomodesmatch, the device forwards the GTP

packet; if the modes do not match, the device drops the GTP packet.

Additionally, you can filter GTP packets based on the combination of an IMSI prefix and

an APN. For details, see “Creating an IMSI Prefix Filter” on page 422.

Setting the Network ID (APN Domain Name)

To set an APN filter, you need to know the network ID, which identifies the name of an

external network.

NOTE: Because the APN domain name (network ID) can potentially be very
long and contain many characters, you can use the wildcard “ *” as the first
character of the APN to indicate that the APN also includes all preceding
characters. However, because APN filtering is based on perfect matches,
using the wildcard “ *” can prevent the inadvertent exclusion of APNs that
you would otherwise authorize.

Setting a Selection Mode

Youmust also set a SelectionMode, which indicates the origin of the APN and if the user

subscription has been verified by the Home Location Register (HLR). You can set one of

the following Selection Modes:

• Mobile Station—MS-provided APN, subscription not verified. This Selection Mode

indicates that the mobile station (MS) provided the APN and that the HLR did not

verify the user’s subscription to the network.

• Network—Network-provided APN, subscription not verified. This Selection Mode

indicates that the network provided adefault APNbecause theMSdid not specify one,

and that the HLR did not verify the user’s subscription to the network.

• Verified—MS or Network-provided APN, subscription verified. This Selection Mode

indicates that the MS or the network provided the APN and that the HLR verified the

user’s subscription to the network.

Creating an IMSI Prefix Filter

AGSN (GPRSSupport Node) identifies amobile station by its IMSI (InternationalMobile

Station Identity). An IMSI is composed of three elements:

• The MCC (Mobile Country Code)
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• The MNC (Mobile Network Code)

• The MSIN (Mobile Subscriber Identification Number)

The MCC and MNC combine to create the IMSI prefix, which identifies the mobile

subscriber’s home network (PLMN). By default, a security device does not perform IMSI

prefix filtering on GTP packets. You can use the IMSI prefix to configure a security device

to deny GTP traffic sent from non-roaming partners.

When you set an IMSI prefix in the GTP object, the security device filters “ create pdp

request” messages and permits only GTP packets with a matching IMSI prefix. If the

prefix does notmatch, the security device drops the GTP packet. You can set up to 1000

IMSI prefixes for each device (one per each filter).

To disable IMSI prefix filtering, remove all MCC-MNC pairs from the GTP object.

Configuring GTPMessage Filtering

Bydefault, the securitydevicepermitsallGTPmessage types.Youcanconfigureasecurity

device to filter GTP packets and drop them based on their message type.

A GTPmessage type includes one or manymessages. When you drop amessage type,

you automatically drop all messages of the specified type. For example, if you select to

drop the sgsn-contextmessage type, you also drop “ sgsn context request” , “ sgsn
context response” , and “ sgsn context acknowledge” messages.

Youdropmessage typesbasedon theGTPversionnumber, enabling you todropmessage

types for one version and permit them for another version.

Configuring Subscriber Tracing (Lawful Interception)

You can configure a security device to identify subscribers based on IMSI prefixes or

Mobile Station-Integrated Services Data Network (MS-ISDN) identification, then log the

contents of their GTP-User Data (GTP-U) or GTP-Control (GTP-C) messages.

To enable subscriber tracing, youmust configure the following:

• Set Subscribers—Set the number of number of subscribers that the security device

actively traces concurrently. The default number of simultaneous active traces is three

(3).

• Specify Log Bytes—Specify the number of bytes of data to log for a GTP-U packet.

The default value is zero, meaning that the device does not log any content from a

GTP-U packet. When you enter a number other than zero, the security device sends

the logged packets to an external server (such as Syslog) dedicated to Lawful

Interception operations.

• Set ID—For each subscriber you want to trace, enter their ID number and select Based

on IMSI or Based on MSISDN.
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Example: Creating a GTPObject

1. In Object Manager, selectGTPObjects, then click the Add icon in the main display
area. The New GTP Object dialog box appears.

2. In the Info tab, configure the following settings:

• For Name, enterGPRS1, then enter a color and comment for the object.

• Select Sequence Number Validation.

• SelectGTP in GTP Denied.

• Leave all other defaults.

3. In the GTP navigation tree, select Traffic Logging/Counting. Configure the following:

• For Traffic Counters, select Count byMessage.

• SelectBasic for the followingmessage types: Log ForwardedPackets, LogDropped
Packet Due to Type/Length/Version, and Log Dropped Packet Due to Invalid State.

• Leave all other defaults.

4. In the GTP navigation tree, select IMSI Prefix and APN Filtering. Click the Add icon
to display a new IMSI Prefix and APN Filter Entry dialog box. Configure the following,

then clickOK:

• For APN, entermobiphone.com.mnc123.mcc456.gprs.

• Select MCC-MNC and enter the code 24656.

• For Selection Mode, selectMobile Station,Network, and Verified.

5. In the GTP navigation tree, select Subscriber Tracing.

• For MaximumNumber of Simultaneous Active Traces, enter 2.

• For Number of Bytes to Be Saved to Log, enter 1020.

6. Click the Add icon to display a New Subscriber ID dialog box. Configure the following,

then clickOK:

• For ID, enter 345678.

• For ID Type, select Based on IMSI.

7. ClickOK to save the new Subscriber ID, then clickOK to save the GPRS1 object.

Configuring Service Objects

Service objects represent the IP traffic types for existing protocol standards. Security

devices monitor andmanage network traffic using these protocols. NSM includes

predefined serviceobjects formost standard services. Youcanalso create customservice

objects to represent services that arenot included in the list of predefined serviceobjects,

or to represent a custom service running on your network.
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You use service objects to create protected resources and specify the type of service

within a security policy:

• In aprotected resource, select a serviceor groupof services todefine the typesof traffic

you are permitting to and from the resource.

• In individual ruleswithina firewall or IDP rulebase, selectoneormore servicesor groups

of services to define the types of IP traffic to which the rule applies. The action of the

rule applies when the security device detects packets that use the specified service

type.

Viewing Predefined Services

You can view predefined services in a tree or table format. The Service Tree displays

services in a tree format, with service groups and individual services. The Service

Table41onpage425displays services ina table format, and includes the followingdetails:

Table 41: Service Table Tab Information

Name of the service objectName

Type of the service object: service or groupType

Service timeout—inactivity timeout after a which a session on a security
device is removed

Timeout

Classification based on the purpose the service is designed for:

• email—used for sending and receiving e-mail (POP3, for example)

• info seeking—used to retrieve specific information from a server (DNS, for
example)

• remote—used for accessing remote servers (Telnet, for example)

• security—enable the access of a remote server securely using well known
security mechanisms (HTTPS for example)

• other— all other services

Category

The TCP and UDP source port for the service. This column displays a list of
IP protocols.

Non-ICMP Src
Port

The TCP and UDP destination port for the service. This column displays a
list of IP protocols.

Non-ICMP Dst
Port

Contains optional comments.Comment

To view service object properties, double-click a service object. In addition to the service

name, category, and service timeout value, you can view the following service settings:

• For Non-ICMP services, the service object displays the protocol ID, source port range,

and destination port range.

• For ICMP services, the General tab displays the Internet Control Message Protocol

(ICMP) type and code.
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• For Sun-RPC services, the Sun-RPC tab displays the Sun Microsystems program

identifiers. Sun Remote Procedure Call (Sun-RPC), also known as Open Network

Computing (ONC) RPC, enables a program running on one host to call procedures in

a program running on another host. Because of the large number of RPC services and

the need to broadcast, the transport address of an RPC service is dynamically

negotiatedbasedon theservice’sprogramnumberandversionnumber. Several binding

protocols are defined for mapping the RPC program number and version number to a

transport address.

NOTE: The transportaddress is comprisedof theportnumberof theserver,
the program ID, and the version number.

NSM and security devices support 13 Sun-RPC predefined services. To permit or deny

all Sun-RPC requests, include the Sun-RPC-Any service in a firewall or IDP rule; to

permit or deny a Sun-RPC request by specific program number, include that service

(or create a custom service) in the rule.

• ForMS-RPCservices, theMS-RPCtabdisplays theMicrosoftuniversal unique identifiers

(UUIDs).Microsoft RemoteProcedureCall (MS-RPC) is theMicrosoft implementation

of the Distributed Computing Environment (DCE) RPC. Like the Sun-RPC, MS-RPC

enables a program running on one host to call procedures in a program running on

another host. Because of the large number of RPC services and the need to broadcast,

the transport address of anRPCservice is dynamically negotiatedbasedon the service

program’s Universal Unique IDentifier (UUID).

NSM and security devices support 27 MS-RPC predefined services and 3 MS-RPC

predefined service groups. To permit or deny all MS-RPC requests, include the

MS-RPC-Any service in a firewall or IDP rule; to permit or deny an MS-RPC request by

specific UUID, include that service (or create a custom service) in the rule.

You can view details for a predefined service object, but you cannot edit that service

object.

Creating CustomServices

You can create custom service objects to represent protocols that are not included in

the predefined services or to meet the unique needs of your network.

NOTE: Sun-RPC protocols and regular TCP/UDP/ICMP protocols cannot be
in the same service object. MS-RPC protocols and regular TCP/UDP/ICMP
protocols cannot be in the same service object

To add a service object, in theObjectManager, selectServiceObjects >CustomService
Objects. In the main display area, click the Add icon and select Service to display the
New Service dialog box. Configure the following parameters:

• Name—Enter a name for the service.

• Timeout—Select the session timeout after which an inactive session is removed.

Copyright © 2019, Juniper Networks, Inc.426

Network and Security Manager Administration Guide



• Never. The session does not time out.

• Default. Use the default timeout for the selected protocol. The default timeout for

TCPconnections is 30minutes. Thedefault timeout forUDPconnections is 1minute.

• User-defined. Enter a session timeout value. Themaximum timeout value for TCP

and UDP connections is 2160minutes.

• Color—Select a color to represent this service object in the NSMUI.

• Comment—Add a comment, if desired.

• Add the service entry:

• For ICMP services, in the General tab click the Add icon. Enter the ICMP type and

code, then clickOK. For information about ICMP type, see the NSMOnline Help.

NOTE: For Junos OS, ICMP-based service objects should not be created
under Non-ICMP Service Entries.

• For Sun-RPC services, select the Sun-RPC tab, then click the Add icon. Enter high

and low program identifiers, then clickOK. You can add up to eight program ranges;

ensure that the Program High value is greater than or equal to the Program Low

value.

NOTE: For the complete list of the SunMicrosystems Program IDs and
Microsoft UUIDs, refer to the ScreenOS online Help.

• For MS-RPC services, select the MS-RPC tab, then click the Add icon. Enter a UUID,

then clickOK. A UUID is 36 characters.

• For other non-ICMP services, in the NON-ICMP Service Entries area, click the Add

icon. Select the protocol type and configure the source and destination ports, then

clickOK. To create a service object that uses multiple ports for the same service,
add two service entries with different ports.

Service Object Groups

You can group services together as a service object group, then use that group in security

policies and VPNs to simplify administration. Each service object can be referenced by

multiple service object groups. Service object groups can contain both predefined and

custom service objects, as well as other service object groups.

To add a service object group:

1. In the navigation tree, selectObject Manager > Service Objects.

2. In themain display area, click the Add icon and selectGroup. The New Service Group

dialog box appears.

3. Enter a name, color, and comment for the service object group.
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NOTE: Service object group names cannot be the same as service object
names.

4. In theNon-members area, select the serviceobjects or serviceobject groups youwant

to add to the group (hold Ctrl to select multiple objects), then click Add.

NOTE: You can drag service objects into and out of service groups from
themain service tree.

5. ClickOK.

The new service object group appears in the Service Tree and Service Table tabs.

Example: Creating a CustomService and Group

In this example, you create a custom service object to represent the Ident service and a

custom service group that includes this service.

To create the custom Ident service:

1. In the main navigation tree, selectObject Manager > Service Objects > Custom
Service Objects.

2. In themain display area, click theAdd icon and selectService. TheNewService dialog

box appears.

3. Configure the following:

a. For Name, enter Ident

b. For Timeout, select Default.

c. For Color, select blue.

d. Enter a comment, if desired.

4. In the Non-ICMP Services Entries area, click the Add icon and select TCP. The New

Service Entry dialog box appears. Configure the following:

a. For Source Port, select Range.

b. For Source Port Range, enter 0 to 65535.

c. For Destination Port, select Specific.

d. For Specific Port, enter 113.

5. ClickOK to save the new service entry, then clickOK again to save the new service

object.

6. In themain display area, click the Add icon and selectGroup. The New Service Group

dialog box appears. Configure the following:
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a. For Name, enter RemoteMail.

b. For Color, select pink.

c. Enter a comment, if desired.

d. In the Non-members area, select the following services (press and hold Ctrl to select

multiple services):

• FTP

• HTTP

• Ident

• MAIL

• POP3

• TELNET

e. ClickAdd to add the services asmembers of the group, then clickOK to save the new
service group.

Example: Creating a CustomSun-RPC Service

In this example, you create a service object called my-sunrpc-nfs to use the Sun RPC

NetworkFileSystem,which is identifiedby twoProgram IDs: 100003and 100227.Because

Sun-RPC services use dynamically negotiated ports, you cannot use regular service

objects based on fixed TCP/UDP ports to permit them in security policy. Instead, you

must create sun rpc service objects using program numbers. For example, NFS uses two

programnumbers: 100003 and 100227. The corresponding TCP/UDPports are dynamic.

To permit the program numbers, you create a sun-rpc-nfs service object that contains

these two numbers. The ALGmaps the program numbers into dynamically negotiated

TCP/UDP ports, and permits or denies the service based on a policy you configure.

To create the Sun-RPC service:

1. In the main navigation tree, selectObject Manager > Service Objects > Custom
Service Objects.

2. In themain display area, click theAdd icon and selectService. TheNewService dialog

box appears.

3. Configure the following:

• For Name, entermy-sunrpc-nfs

• For Timeout, select Default.

• For Color, select blue.

• Enter a comment, if desired.

• Select the Sun-RPC tab.

4. Configure the first service entry. Click the Add icon to display the New Service Entry

dialog box, configure the following, then clickOK:
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• For Program Low, enter 100003.

• For Program High, enter 100003.

5. Configure the second service entry. Click theAdd icon todisplay theNewService Entry

dialog box, configure the following, then clickOK:

• For Program Low, enter 100227.

• For Program High, enter 100227.

• ClickOK again to save the new service object.

Example: Creating a CustomMS-RPC Service

In this example, you create a service object called my-ex-info-store that includes the

UUIDs for theMSExchange InfoStore service. BecauseMSRPCservices usedynamically

negotiated ports, you can not use regular service objects based on fixed TCP/UDP ports

topermit them ina security policy. Instead, youmust createMSRPCservice objects using

UUIDs. The MS Exchange Info Store service, for example, uses the following four UUIDs:

• 0e4a0156-dd5d-11d2-8c2f-00c04fb6bcde

• 1453c42c-0fa6-11d2-a910-00c04f990f3b

• 10f24e8e-0fa6-11d2-a910-00c04f990f3b

• 1544f5e0-613c-11d1-93df-00c04fd7bd09

The corresponding TCP/UDP ports are dynamic. To permit them, you create an

ms-exchange-info-store service object that contains these four UUIDs. The ALGmaps

the program numbers into dynamically negotiated TCP/UDP ports based on these four

UUIDs, and permits or denies the service based on a rule you configure.

To create the MS-RPC service:

1. In the main navigation tree, selectObject Manager > Service Objects > Custom
Service Objects.

2. In themain display area, click theAdd icon and selectService. TheNewService dialog

box appears.

3. Configure the following:

a. For Name, entermy-ex-info-store..

b. For Timeout, select Default.

c. For Color, select blue.

d. Enter a comment, if desired.

4. Select the MS-RPC tab. Configure a service entry for each of the following UUIDs:
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• 0e4a0156-dd5d-11d2-8c2f-00c04fb6bcde

• 1453c42c-0fa6-11d2-a910-00c04f990f3b

• 10f24e8e-0fa6-11d2-a910-00c04f990f3b

• 1544f5e0-613c-11d1-93df-00c04fd7bd09

5. ClickOK to save the new service object.

Editing and Deleting Service Objects

You can edit a service object by right-clicking on the object and selecting Edit. You can

also delete a service object by right-clicking on the object and selecting Delete. Formore

information on editing and deleting service objects, refer to the NSMOnline Help.

Replacing Service Objects

You can replace a service object by right-clicking on the object and selecting Replace
With. Replacing service objects simplifiesmaking redundant changes to a service object
that is referenced in multiple security policies. If you have permission to view the global

domainobjects for theobjects youare replacing, thenall objects for the selectedcategory

in the current domain and the global domain are displayed in the ReplaceWith wizard,

but the object to be replaced is not shown.When replacing service objects however, keep

the following in mind:

• There is no validation check when replacing service objects; an error appears for any

service objects that are not valid for specific policies. For example, you cannot assign

a SUN-RPC-ANY service object to an IDP policy.

• You cannot replace a service object with a service group object that contains the

replaced service object.

• You cannot undo or roll back a ReplaceWith operation.

NOTE: Replacingserviceobjectsonlyapplies to thoseobjects in thedomain
in which you are working. Custom Services created in the global domain
are not available for ReplaceWith operations in subdomains.

After replacing service objects, it is good practice to check your security policies for any

errors thatmay result. You canalways edit or removeanyduplicate objects in the security

policy.

In this example, you want to replace all references to HTTPwith HTTPS in your security

policies.

To replace HTTPwith HTTPS:

1. In the navigation tree, select the Object Manager and click Service Objects to open
the service object tree.

2. Click on Predefined Service Objects.
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3. In the Service Tree or Service Table, right-click on the HTTP service object and select

ReplaceWith. The ReplaceWith wizard appears displaying a list of objects you can

replace the selected service object with.

4. Select the HTTPS service object. ClickNext. The wizard next displays the objects
affected by the ReplaceWith operation.

As an optional step, you can delete any replaced custom service objects by clicking

on them and then selecting Delete Replaced Object.

NOTE: You cannot delete a predefined service object.

5. Click Finish.

Configuring SCTPObjects

With Stream Control Transmission Protocol (SCTP), you can transmit data in messages

to the SCTP transport layer. Various protocols including IUA, SUA, M2UA, M3UA, H.248,

and DIAMETER, can run on SCTP. You can control the protocols used with the SCTP

protocol filtering tool. After you configure an SCTP object, you can apply it to various

policies.

Configuring an SCTPObject

1. SelectObject Manager > SCTPObjects. The SCTPObjectswindow opens. You can

add, edit, delete or search for an SCTP object using the icons in the task bar at the

upper left of the window.

2. Click the New (+) icon. A NewSCTPObject window opens.

3. Enter a name for the object in the Name field.

4. Check the appropriate boxes to drop payload-protocols.

5. Check the appropriate boxes to dropm3ua-services.

6. ClickOK.

Configuring Authentication Servers

An authentication server provides authentication services for NSM administrators and

remote access services (RAS) users on your network. The information stored in an

authentication server determines the privileges of each administrator.

When the security device receives a connection request that requires authentication

verification, the device requests an authentication check from the external auth server

specified in the policy, L2TP tunnel configuration, or IKE gateway configuration. The
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device then acts as a relay between the user requesting authentication and the

authentication server granting authentication.

In NSM, an auth server is an object used in security policies, IKE gateways, and L2TP

tunnels. Each security device includesadefault authentication server; however, to enable

an external RADIUS, SecureID, or LDAP server to provide authentication, youmust

configure an external authentication server object. You can also configure a RADIUS

authentication server object to provide authentication for the global domain and each

subdomain. For informationaboutconfiguringaRADIUSserver, see “ConfiguringaRADIUS

Authentication Server” on page 435.

NOTE: Youmust also define routes that direct authentication requests to
the RADIUS, SecurID, and LDAP servers.

To configure general authentication server object properties, in themain navigation tree,

selectObject Manager > Authentication Servers then click the Add icon. The General,
Redundancy, and Identity tabs are the same for all server types; in the Server Type tab,

select the authentication server type (RADIUS, SecureID, LDAP) to configure specific

settings for that server type.

Configuring General Authentication Server Settings

In the General tab, configure a name, color, and comment that uniquely identify the

object, thenspecify the IPaddressof themainauthenticationserver; this is the IPaddress

of the server that handles authentication requests.

You can also configure an authentication timeout (default is 10 minutes) to control the

number of minutes before an authentication check times out. Timeouts affect the

following user types differently:

• Auth user—The timeout countdown begins after the first authenticated session

completes. If users initiate a new session before the countdown reaches the timeout

threshold, they do not need to reauthenticate and the timeout countdown resets. The

default timeout value is 10 minutes, and themaximum is 255minutes. You can also

set the timeout value at 0 so that the authentication period never times out.

• Adminuser—If the lengthof idle time reaches the timeout threshold, the security device

terminates the administrator session. To continuemanaging the device, the

administrator must reconnect to the device and re authenticate. The default timeout

value is 10 minutes, and themaximum is 1000minutes. You can also set the timeout

value at 0 so that an administrator session never times out.

NOTE: Userauthentication timeout isnot thesameassession idle timeout.
If noactivity occurs in a session for apredefined lengthof time, the security
device automatically removes the session from its session table.
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Configuring Authentication Server Redundancy

In theRedundancy tab, youcanconfigurebackupserver tohandleauthentication requests

if the primary server fails. For RADIUS servers only, you can also configure a secondary

backup server (this option is not supported for SecureID servers).

For RADIUS and LDAP servers only, you can configure a Failover Revert Interval that

determines how long the device uses a backup server before attempting to use the

primary server again. Toconfigure the interval, enter thenumberof seconds (1 to86400);

to disable the failover revert, set the interval to 0 (the device continues to use the backup

server indefinitely). The interval countdown begins when the device fails over from the

primary auth server to the backup or secondary backup server (RADIUS only).

Configuring Authentication for User Types

In the Identity tab, configure the user types that the authentication server supports:

• Admin Users

• Firewall Auth Users

• XAuth Users

• 802.1X Users

• L2TP Users

For RADIUS servers, you can also configure the optional domain name checking and

domain name stripping settings, as detailed in the following sections.

Domain Name Checking

Use domain name checking to authenticate users from a specific domain. This setting

is optional and is not required to configure a RADIUS authentication server.

To configure, for Domain to Check In Username, enter the domain name (up to 45

characters). For each user authenticating to the server, the server compares the domain

name in the username to specified domain (the domain is read as a string from right to

left to the first @ character).

To authenticate usernames from all domains, leave this option unconfigured (blank).

Domain Name Stripping

Usedomainnamestripping to remove thedomainname fromusernamesbefore sending

to the authentication server. This setting is optional and is not required to configure a

RADIUS authentication server. However, youmight need to configure this setting when

implementinganewRADIUSserverwithanexistingnetworkandestablishedusernames.

To configure:

• For Separator Character, enter the separator character used in the usernames.

• For Separator CharacterOccurrence, enter the number of times (0 to 10) the separator

character occurs in the username.
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When a user attempts to authenticate, the device examines the username from right to

left, thenstripsdomainname information for thespecifiednumberof separator characters

before sending the username onto the authentication server.

For example,when theSeparatorCharacter is@and theSeparatorCharacterOccurrence

is 2, the device handles the username user1@mygrp.abc@myco.com by stripping the

characters@mygrp.abc@myco.com and sending only the characters user1 to the

authentication server.

If the device does not locate the separator character in the username, it does not strip

thedomainnamefromtheusername(usernamesarepassed to theauthenticationserver

as-is). Conversely, if the number of specified separator characters exceeds the number

of separators found in a username, the device strips domain name information to the

number of separators found (when reading right to left).

Configuring Authentication Server Types

In the Server Type tab, select the authentication server type (RADIUS, SecureID, LDAP)

to configure specific settings for that server type:

• For RADIUS, see “Configuring a RADIUS Authentication Server” on page 435.

• For SecureID, see “Configuring a SecurID Authentication Server” on page 439

• For LDAP, see “Configuring a RADIUS Authentication Server” on page 435

Configuring a RADIUS Authentication Server

The Remote Authentication Dial-In User Service (RADIUS) is a protocol for an

authentication server that can support up to tens of thousands of users. The security

device acts as a RADIUS client that authenticates users. When users log in, the RADIUS

client (the security device) prompts them for their user name and password, then

compares these values with the values stored in the RADIUS database. If the values

match, the RADIUS client authenticates the user and permits access to the appropriate

network services.

For a RADIUS authentication server object, configure the following:

• RADIUSPort—The port number on the RADIUS server towhich a security device sends

authentication requests. The default port number is 1645.

• RADIUS Secret—The secret (password) shared between a security device and the

RADIUS server. The RADIUS server uses the shared secret to generate a key to encrypt

traffic between the security device and the RADIUS server. The security device uses

the shared secret to encrypt the user’s password that it sends to the RADIUS server.

• RADIUS Retry Timeout—The interval (in seconds) that a security device waits before

sending another authentication request to the RADIUS server if the previous request

does not elicit a response. The default is three seconds.

• RADIUS Retries—The number of unanswered requests (access and accounting) that

a security device sends before it considers the RADIUS server unreachable and fails

over to a backup server. To configure, enter the number of retries (1 to 20); the default

is three.
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• RADIUSCompatiblewithRFC2138—Whenselected, enables theauthentication server

to complywithRFC2138, anolderRADIUSstandard,with the following considerations:

• For operations where RFC 2865/66 and RFC 2138 aremutually exclusive, the server

complies with RFC 2138 only.

• For operations where RFC 2865/66 and RFC 2138 are both supported, the server

complies with all three RFCs.

When unselected (default), the server is compatible only with the current RADIUS

standards RFC 2865 and 2866.

• Enable Sending Calling-Station-ID—When selected, the security device transmits the

calling station IDwithin theaccessoraccounting request to theRADIUSauthentication

server. Because the ID identifies the originator of the call (either the IKE IP address for

XAuth or the phone number of the user originating the call), you might not want to

send this information to the server. By default, this option is disabled; the device does

not send the calling station ID to the server.

• Length of Account Session ID Attribute—The byte length of the account-session-id,

which uniquely identifies the accounting session. By default, the byte length is 11, and

follows the formatNS-xxxxxxxx.BecausesomeRADIUSserversdonotproperlyaccept

an 11-byte account session ID, youmight want to configure a lower byte length that

does not include the “ NS-” prefix. To configure, enter a byte length from 6 to 10.

• Separation of Authentication and Accounting Functions — In the XAUTH and L2TP

authentication process, RADIUSAccountingwas coupledwith RADIUS authentication

resulting in a few issues caused by unavailability of the server’s accounting service or

network topology policy limitations leading to aborted authentication processes even

if correct informationwasprovided.Youcanseparate theauthenticationandaccounting

functions by specifying different RADIUS Authentication and Accounting servers. In

ScreenOS devices running 6.2 and later, you can enable or disable the accounting

function, but not the authentication function. You can configure the RADIUS server

accounting port as a value in the range of 1024 - 65535. From the NSMUI,

• From Edit device > VPN Settings > Defaults, configure the following in the XAuth

and L2TP sections: Default Accounting Server from the drop-down list, and Disable

Default Accounting checkbox.

• From Edit device > VPN Settings > Gateway Entry, configure the following in the IKE

IDs/XAuth tab: Accounting Server Name from the drop-down list, and Disable

Accounting checkbox.

• From Edit device > VPN Settings > L2TP Entry, configure the following in the Auth

Server > Use Custom Settings: Accounting Server Name from the drop-down list,

and Disable Accounting checkbox.

• FromEdit Device >VPNSettings > L2TPEntry, configure the following in Accounting

Settings: Select Accounting server name from the drop down list, and Disable

Accounting checkbox.

Supported User Types

A RADIUS server supports the following user types:
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• Auth users

• L2TP users (authentication and remote settings)

• XAuth users (authentication and remote settings)

• Admin users (authentication and privilege assignments)

• User groups

A RADIUS server does not support IKE users.

RADIUS Access-Challenge

When a user attempts to log in using telnet, a security devices can process

access-challenge packets from an external RADIUS server. Access-challenge is an

additional authentication level. After ausernameandpasswordhasbeenauthentication.

the RADIUS server sends an access-challenge to the security device, which forwards the

challenge to the user.When the user replies, the device sends a newaccess-requestwith

the user's response to the RADIUS server; if the user's response is correct, the

authentication process concludes successfully.

NOTE: Juniper Networks does not support access-challenge with L2TP.

Juniper Networks Dictionary File

A dictionary file defines vendor-specific attributes (VSAs) that you load onto a RADIUS

server. After you define the VSA values, the security device can query those values when

a user logs on to the device.

Youmust load a Juniper Networks dictionary file to enable the RADIUS server to support

NSM-specific attributes as administrator privileges, user groups, and remote L2TP and

XAuth IP address, and DNS andWINS server address assignments. You do not need to
load Juniper Networks dictionary file to enable RADIUS tomake IP address assignments

(Juniper Networks uses the standard RADIUS attribute for IP address assignments).

Juniper Networks provides two dictionary files: one for Funk Software RADIUS servers

and one for Cisco RADIUS servers:

• For Funk Software RADIUS server dictionary file, go to

http://www.juniper.net/customers/csc/research/netscreen_kb/downloads/dictionary/funk_radius.zip

• For Cisco RADIUS server dictionary file, go to

http://www.juniper.net/customers/csc/research/netscreen_kb/downloads/dictionary/cisco_radius.zip

If using a Microsoft RADIUS server, there is no dictionary file. Youmust configure it as

outlined in Using aWindowsNTDomain / ActiveDirectory for User Authentication Security

Devices , which you can download from the Juniper customer support site.

Each Juniper Networks dictionary file contains the following specific information:
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• Vendor ID—The Juniper Networks vendor ID (VID; also called an “IETF number” ) is

3224. The VID identifies a specific vendor for a particular attribute. Some types of

RADIUS server require you to enter the VID for each attribute entry, while other types

only require you to enter it once and then apply it globally. Refer to your RADIUS server

documentation for further information.

• Attribute Name—The attribute names describe individual NSM-specific attributes,

such as NS-Admin-Privilege, NS-User-Group, and NS-Primary-DNS-Server.

• Attribute Number—The attribute number identifies an individual vendor-specific

attribute.

• Attribute Type—The attribute type identifies the form in which attribute data (or “

value” ) appears—a string, an IP address, or an integer.

The RADIUS server automatically receives the above information when you load the

Juniper Networks dictionary file onto it. To make new data entries, youmust manually

enter a value in the form indicated by the attribute type.

Example: Configuring a Radius Auth Server

In the followingexample, youdefineanauth server object for aRADIUSserver. You specify

its user account types as auth, L2TP, and XAuth. You name the RADIUS server “ radius1”

and accept the ID number that the security device automatically assigns it. You enter its

IPaddress,which is 10.20.1.100; andchange itsport number fromthedefault port number

(1645) to 4500. You define its shared secret as “ A56htYY97kl” . You change the

authentication timeoutvalue fromthedefault (10minutes) to30minutesand theRADIUS

retry timeout from 3 seconds to 4 seconds. You also assign its two backup servers the

IP addresses 10.20.1.110 and 10.20.1.120.

In addition, you load the Juniper Networks dictionary file on the RADIUS server so that it

can support queries for the following vendor-specific attributes (VSAs): user groups,

administrator privileges, remote L2TP and XAuth settings.

1. In the main navigation tree, selectObject Manager > Authentication Servers and
click the Add icon. Enter a name, color, and comment for the authentication server.

2. Configure the RADIUS servers:

• For Main Server, enter the IP 10.20.1.100

• For Primary Backup Server, enter IP 10.20.1.110

• For Secondary Backup Server, enter IP 10.20.1.120

3. For timeout, enter 30.

4. Select the following:

• For Firewall Auth Users

• For XAuth Users

• For L2TP Users

5. For Server Type, select RADIUS.
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6. Configure the RADIUS server properties:

• For server port, enter 4500 (default is 1645)

• For secret, enter A56hYY97kl

• For retry timeout, select 4.

7. ClickOK to save the RADIUS authentication server object.

8. Load the Juniper Networks dictionary file on the RADIUS server.

Configuring a SecurID Authentication Server

Security devices also support the RSA SecurID system. The device acts as a SecurID

client, forwardingauthentication requests to theexternal server for approval and relaying

login information between the user and the server. Each SecurID user has three

authentication credentials:

• User Name

• Personal identification number (PIN)

• Authenticator—aSecurID issued devicewith an LCD screen that displays a token code,

a randomly generated string of numbers that changes everyminute. The authenticator

uses an algorithm known only by RSA to create the token code that appears in LCD

screen; when users enter their username, their PIN, and the token code from their

authenticator, the RSA ACE server also performs the same algorithm, generating a

match between the server and the user.

When users log in, the SecurID client (the security device) prompts them for their user

name, their PIN, and the current token code. The device compares the user input against

value generatedby theRSAACE server algorithm. If the valuesmatch, the authentication

is successful.

For a SecurID authentication server object, youmust configure the following:

• Authentication Port—The port number on the SecurID ACE server towhich the security

device sends authentication requests. The default port number is 5500.

• Encryption Type—The algorithm used for encrypting communication between the

security device and the SecurID ACE server (SDI or DES).

• Client Retries—The number of times that the SecurID client (the security device) tries

to establish communication with the SecurID ACE server before aborting the attempt.

• Client Timeout—The length of time in seconds that the security device waits between

authentication retry attempts.

• Use Duress—An option that prevents or allows use of a different PIN number. When

this option is enabled, and a user enters a previously determined duress PIN number,

the security device sends a signal to the SecurID ACE server, indicating that the user is

performing the login against his or her will, possible under duress. The SecurID ACE

server permits access that one time, then denies any further login attempts by that

user until he or she contacts the SecurID administrator. Duress mode is available only

if the SecurID ACE server supports this option.
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Supported Users

A SecurID Ace server supports the following types of users and authentication features:

• Auth users

• L2TP users (user authentication; L2TP user receives default L2TP settings from the

security device)

• XAuth users (user authentication; no support for remote setting assignments)

• Admin users (user authentication; administrator user receives default privilege

assignment of read-only)

A SecurID ACE server can store L2TP, XAuth, and device administrator user accounts for

authentication purposes; but it cannot assign L2TP, XAuth remote settings, or device

administrator privileges.

Configuring an LDAP Authentication Server

Lightweight Directory Access Protocol (LDAP) a protocol for organizing and accessing

information inahierarchical structure resemblingabranching tree. LDAP is used to locate

resources, such as organizations, individuals, and files on a network, and helps

authenticate users attempting to connect to networks controlled by directory servers.

To create an LDAP authentication server object, configure the following:

• LDAP Server Port: The port number on the LDAP server to which the security device

sends authentication requests. The default port number is 389.

• Common Name Identifier: The identifier used by the LDAP server to identify the

individual entered in a LDAP server. For example, an entry of “uid”means “ user ID” and

“cn” for “ common name.”

• DistinguishedName (dn): The path used by the LDAP server before using the common

name identifier to search for a specific entry. (For example, c=us;o=juniper, where “c”

stands for “country,” and “o” for “organization.”)

Supported Users

An LDAP server supports the following types of users and authentication features:

• Auth users

• L2TP users (user authentication; L2TP user receives default L2TP settings from the

security device)

• XAuth users (user authentication; no support for remote setting assignments)

• Admin users (user authentication; administrator user receives default privilege

assignment of read-only)

LDAP servers cannot assign L2TP or XAuth remote settings.
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Configuring a TACACS Authentication Server

Terminal Access Controller Access Control System (TACACS) is a security application.

As of Release 2007.3, you can configure TACACS to authenticate administrator users.

To configure the TACACS server:

1. In the NSMmain navigation tree, clickObject Manager > Authentication Servers.

2. Select the TACACS server type from the Authentication Server dialog box.

3. Configure the following parameters and clickOK.

• Secret - The secret (password) shared between the security device and the TACACS

server. The device uses this secret to encrypt the user's password that it sends to the

TACACS server.

• Port - The port number on the TACACS server to which the security device sends an

authentication request. The default port number is 49.

Configuring User Objects

User objects represent the users of your managed devices. You can include user objects

or groups in security policies or VPNs to permit or deny access to individuals or groups.

NSM supports two types of user objects:

• Local Users—Users with accounts that are managed by your security devices. You can

create local user groups that includemultiple users simplify user administration and

make policies and VPNs easier to create.

• External Users and External User Groups—Users with accounts that are managed by

external devices, such as RADIUS servers. You can use external users and groups to

creategroupexpressions (fordetails, see “ConfiguringGroupExpressions”onpage447).

Configuring Local Users

Local user objects represent the user account on your security devices. To add a local

user object:

1. In the navigation tree, double-click theObject Manager, selectUser Objects, then
select Local Users. In themain display area, click the Add icon and selectNew>User
to display the New Local User dialog box.

2. Enter a name, color, and comment for the local group.

3. SelectEnable toenableauthentication for this user, thenconfigure theauthentication
methods for the user:
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• XAuth. Enables XAuth authentication for this user. If you select this option, youmust

also enter an XAuth password for the user.

NOTE: All passwords handled by NSM are case-sensitive.

• IKE. Enables IKE authentication using one of the IKE proposals defined in the IKE

proposal objects. If you select this option, youmust also configure the IKE Share limit

and authentication token.

• Auth. Enables local authentication against a username and password stored in a

security device's local database. If you select this option, youmust also enter an Auth

password for the user.

• L2TP. Enables authentication in the L2TP tunnel that the user uses to connect to the

device. If you select this option, youmust also enter an L2TP password for the user.

• ClickOK to save the user object.

Configuring Local User Groups

Organize local users in groups to addmultiple users at one time to a security policy, and

to manage themembers without changing the policy. To add a local user group object:

1. In the navigation tree, double-click theObject Manager, selectUser Objects, then
selectLocalUsers. In themaindisplayarea, click theAdd iconandselectNew>Group
to display the New Local User Group dialog box.

2. Enter a name, color, and comment for the local user group.

3. Configure the members of the group:

• To addmembers, select users from the Non-members list and click Add. Use
Ctrl-click to select multiple users, or click Add All to add all users in Non-members
list to the group.

• To removemembers, select users in the Members list and click Remove. Use
Ctrl-click to selectmultiple users, or clickRemoveAll to removeall users inMembers
list from the group.

4. ClickOK to save the local user group.

Configuring External Users

External user objects represent userswhoseaccounts aremaintainedandauthenticated

ondevices that are notmanagedbyNSM, suchas anexternal RADIUSorSecureID server.

Whenanexternal user is included in a security policy (underAuthentication rule options),

the security device uses the external server to authenticate that user.

To configure an external user:
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1. In the navigation tree, double-click theObject Manager, selectUser Objects, then
select External Users. In the main display area, click the Add icon and selectNew to

display the New External User dialog box.

2. Enter a name, color, and comment for the external user.

3. ClickOK to save the external user object.

Configuring External User Groups

External User Group objects represent user groups that are managed on non-security

devices, such as an external RADIUS or SecureID server. When an external user group is

included in a security policy (under Authentication rule options), the security device uses

the external server to authenticate those users.

To use an external user group in a VPN, however, youmust also create local user objects

with IKE authentication for each external user. In phase 1 of IKE negotiations, the security

device authenticates the external user group using the RADIUS server. In phase 2 of IKE

negotiations, the device uses the local user object or local user group for authentication.

Typically, you configure the local user object with IKE authentication and a U-FQDN

(e-mail address); during phase 2, the device prompts the user for their U-FQDN for

authentication.

To add an external user group object:

1. In the navigation tree, selectObjectManager>UserObjects>ExternalUserGroups.
In themaindisplay area, click theAdd iconandselectNew todisplay theNewExternal

Group dialog box.

2. Enter a name for the external user group. The namemustmatch the name of the user

group as configured on the external server.

3. Enter a color and comment for the external user group.

4. Configure the authentication methods for the user group:

• XAuth. Enables XAuth authentication for the user group.

• Auth. Enables local authentication against a username and password stored in a

security device's local database.

NOTE: All passwords handled by NSM are case-sensitive.

• L2TP. Enables authentication in the L2TP tunnel that users in the group use to

connect to the device.

5. ClickOK to save the new group.

Using Radius with User Groups

In this example, you configure an external RADIUS auth server named radius1 and define

an external auth user group named auth_grp2. You define the external auth user group

auth_grp2 in two places: External RADIUS auth server “ radius1,” and in NSM. For the
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RADIUS server, you enter the IP address 10.20.1.100 and change its port number from the

default port number (1645) to 4500.

Next, youpopulate theauthuser group “auth_grp2”withauthuserson theRADIUSserver

only, leaving the group unpopulated in NSM. Themembers in this group are accountants

who require exclusive access to a server at IP address 10.1.1.80. You create an address

book entry for the server and name the address “midas.” Finally, you configure a security

policy that permits only authenticated traffic fromauth_grp2 tomidas, both ofwhich are

in the Trust zone.

1. On the RADIUS server, load the Juniper Networks dictionary file and define auth user

accounts.Use the JuniperNetworksusergroupVSAtocreate theusergroupauth_grp2

and apply it to the auth user accounts that you want to add to that group.

NOTE: For instructionson loading thedictionary fileontoaRADIUSserver,
refer to the RADIUS server documentation. If you are using a Microsoft
IAS RADIUS server, there is no dictionary file to load; youmust manually
define the correct vendor-specific attributes (VSAs) on the server.

2. In NSM, in themain navigation tree, selectObjectManager >AuthenticationServers
and click the Add icon. Configure the server:

a. For name, enter radius1. Select a color and add a comment, if desired.

b. For Main Server, enter the IP 10.20.1.100; for Primary Backup Server, enter IP
10.20.1.110; for Secondary Backup Server, enter IP 10.20.1.120.

c. For timeout, enter 30.

d. Select For Firewall Auth Users.

e. For Server Type, select RADIUS, then configure the RADIUS server:

• For server port, enter 4500 (default is 1645)

• For secret, enterA56hYY97kl

• For retry timeout, select 4.

f. ClickOK to save the RADIUS authentication server object.

3. Configure the External User Group in NSM:

a. In the Object Manager, selectUser Objects > External User Groups.

b. Click the Add icon to display the New External User Group dialog box. Configure

the following, then clickOK:
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• For Name, enter auth_grp2.

• For Color, select red.

• For Comment, enter Accountant Access.

• Enable Auth.

4. Add the address object that represents the Accounting Server:

a. In theObjectManager, selectAddressObjects. Click theAdd icon and selectHost.
The New Host dialog box appears.

b. Configure the following, then clickOK:

• For Name, enterMidas.

• For Color, select orange.

• For Comment, enter Accounting Server.

• Select IP, then enter the IP Address 10.1.1.80.

5. Configurea firewall rule touse theRADIUSauthenticationserverobject toauthenticate

traffic between the external user group and the Midas server.

Configuring VLANObjects

Use VLAN objects to limit rule matching to packets within a particular VLAN.

VLAN objects can either target a specific VLAN tag, or a range of VLAN tags. You can use

more than one VLAN object in a rule.

VLAN objects have the following components:

• Name:What the object is called in the NSMUI.

• Comment and Color: Useful for organizing and explaining the object to other users.

Have no effect on the object in the system.

• ID Type: Specify whether the object will cover a single VLAN tag or a range of VLAN

tags.

• Specific and Low/High: For a single VLAN tag, specify the tag. For a range of VLAN

tags, specify the lowest and highest values in the range.

Configuring IP Pools

An IP pool object contains IP ranges (a range of IP addresses within the same subnet).

You use IP Pool objects to assign IP addresses to L2TP users in L2TP VPNs or local users

on a specific device. The IP pool you select for the VPN or the local user determines the

rangeof IPaddresses thedevice canassign to theL2TPRASuserwhen theuser connects

to the L2TP VPN.
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NOTE: For more information about configuring XAuth and L2TP local users
on adevice, seeNetwork andSecurityManager Configuring ScreenOSand IDP
Devices Guide.

An IP range includes the following:

• Start IP—The beginning of the range of IP addresses included in the pool, inclusive.

The Start IP must always be lower than the End IP.

• End IP—The end of the range of IP addresses included in the pool, inclusive. The End

IPmust always be higher than the Start IP.

UsingMultiple IP Ranges

An IP Pool object can contain multiple, non-sequential IP ranges. Youmight need to use

multiple ranges to accommodate large numbers of RAS users in a VPN.

You can configure up to 256 IP ranges within a single IP Pool object. You can add any

number of IP Pool objects.

NOTE: Devices running ScreenOS 5.1 or earlier versions do not support
multiple IP pool ranges. When you include amulti-range IP pool object in a
device configuration or VPN for a device running ScreenOS 5.1 or earlier, the
device automatically uses the first IP range defined in the IP Pool object.

Tomodify or delete an IP range from an IP Pool object, youmust first ensure that no IP

within the range is currently in use by any managed device. If you change or delete an IP

range that contains a used IP address, the device using the IP generates an error during

device update (error message appears with the JobManager dialog box for the update).

In this example, you configure an IP pool with the ranges 1.1.1.1-1.1.1.10 and 2.2.2.2-2.2.2.20.

1. In the navigation tree, selectObject Manager > IP Pools.

2. In the main display area, click the Add icon. The New IP Pool dialog box appears.

Configure as follows:

• For Name, enter L2TP User Group 1.

• For Color, select orange.

• For Comment, enter IPs for usergrp 1.

3. In the IP Pool dialog box, click the Add icon to configure the first IP pool range. The

New IP Pool Name dialog box appears. Configure the Start IP and End IP, then click

OK:
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• For Start IP, enter 1.1.1.1.

• For End IP, enter 1.1.1.10.

4. In the IP Pool dialog box, click the Add icon to configure the second IP pool range. The

New IP Pool Name dialog box appears. Configure the Start IP and End IP, then click

OK:

• For Start IP, enter 2.2.2.2.

• For End IP, enter 2.2.2.20.

5. ClickOK again to save the IP Pool object and return to Object Manager.

Configuring Group Expressions

Group expressions are statements that set conditions for authentication requirements,

enabling you tocombinemultipleexternal userobjects. Youcancreategroupexpressions

using the operator OR, AND, or NOT to combine user objects, user group objects, or other

group expressions to define:

• Alternatives for authentication (“a” OR “b” )

• Requirements for authentication “a” AND “b” )

• Exclusions of a user group, or another group expression (NOT “c” ).

NOTE: The user and user groups you reference in the group expressions
must be external users that are stored on an external RADIUS server. (A
RADIUS server enables a user to belong tomore than one user group).

The operators have different meanings depending on the type of user object you are

using in the security policy, as listed in Table 42 on page 447.

Table 42: Group Expression Operators

User Objects

If the security policy defines authentication for “a” or “b” user objects, the security
device authenticates the user if it is either “a” or “b” .

OR

Requires one of the two objects in the expression to be either a user group or a group
expression (a single user cannot be both user “a” and user “b” ). If the security policy
defines authentication for “a” AND amember of group “b” , the security device
authenticates the user only if those two conditions are met.

AND

If the security policy defines authentication for any user object that is not the “c” user
(NOT “c” ), the security device authenticates all users except the “c” user.

NOT
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Table 42: Group Expression Operators (continued)

User Objects

User Groups

If the security policy defines authentication for user group “ a” or user group “ b”
, the security device authenticates the user if it belongs to either “ a” or “ b” user
group.

OR

If the security policy defines authentication for user group “ a” ANDuser group “b”
, the security device authenticates the user only if it belongs to both user groups.

AND

If the security policy defines authentication for any user group that is not group
“c” (NOT “c” ), the security deviceauthenticatesall users except those thatbelong
to the “c” user group.

NOT

Group Expressions

If the security policy defines authentication for user objects that match the
description of group expression “a” OR group expression “b” , the security device
authenticates the user if either group expression references that user.

OR

If the security policy defines authentication for user objects that match the
description of group expression “a” AND group expression “b,” the security device
authenticates the user only if both group expressions reference that user.

AND

If the security policy defines authentication for user objects that do not match
the description of group expression “c” (NOT “c” ), the security device
authenticates all users except those that match the group expression.

NOT

Because a group expression references external user objects and external user groups,

youmust first create those user object and groups before you can use them in a group

expression. You cannot reference local user object or local user object groups in a group

expression.

To add a group expression:

1. In the navigation tree, double-clickObject Manager and selectGroup Expressions.

2. In themaindisplayarea, click theAdd iconandselectNew. TheNewGroupExpression
dialog box appears.

3. Enter a name, color, and comment for the group expression.

4. Select the operator you want to use in the expression (OR, AND, NOT) and then

configure the operands:
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• For NOT expressions, use Operand 1 to select the user object, group, or expression

that cannot be present for a successful match. Because the operation is exclusion,

you do not need to configure Operand 2.

• For AND expressions, use Operand 1 and Operand 2 to select the two user objects,

groups, or expressions that must be present for a successful match.

• For OR expressions, use Operand 1 and Operand 2 to select the two user objects,

groups, or expressions, one of which must be present for a successful match.

5. ClickOK. The group expression object appears in the Object Manager.

After you have created a group expression object, you can use that object in the

Authentication rule options.

In this example, you configure a group expression to authenticate all users that belong

to yourSalesgroupandyourMarketinggroup, thenadd theexpression toasecurity policy

that provides access to your protected networks.

1. First, create two external user group objects: one to represent the Sales users and the

other to represent the Marketing users.

Figure 87: Configure External User Groups for Sales andMarketing

2. Next, create a group expression object that references both the Sales and Marketing

groups.

Figure 88: Configure Group Expression for Sales andMarketing

3. Finally, add the group expression object to your firewall rule in the Authentication rule

option.
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Configuring Remote Settings

A remote settings object defines the DNS andWINS servers that are assigned to L2TP

RAS users after they have connected to the L2TP tunnel. You can use remote settings

objects in an L2TP VPN, and when configuring a local user on a specific device.

NOTE: For information about configuring XAuth and L2TP local users on a
device, seeNetwork and Security Manager Configuring ScreenOS and IDP
Devices Guide.

Security devices incorporate DNS (domain name server) andWINS support to permit

theuseof domainnamesaswell as IPaddresses for identifying locations. ADNSorWINS

server keeps a table of the IP addresses associated with domain names. Using DNS or

WINS, you can reference locations by their domain name (www.juniper.net) in addition

to using a routeable IP address (such as 209.125.148.136).

Before you can use DNS orWINS for domain name/address resolution in a VPN, you

must create remote settings for the DNS orWINS servers (primary and secondary).

To configure a remote setting, select Remote Settings and click the Add icon. Enter a

name, color, and comment for the object, then configure the following parameters:

• DNS1—Enter the IP address of the primary DNS server.

• DNS2—Enter the IP address of the secondary DNS server.

• WINS1—Enter the IP address of the primaryWINS server.

• WINS2—Enter the IP address of the secondaryWINS server.

Configuring Routing Instance Objects

A routing instance is a collection of routing tables, interfaces contained in these routing

tables, and routing option configurations. You can use Object Manager to configure a

routing instance object. The routing instance objects configured in Object Manager can

be included in theRADIUSserver andLDAPserver configurationswithin theaccessprofile

object. A routing instance object is a polymorphic object (similar to zone objects) that

maintains themapping between the actual routing instance and the device in which it is

created. For details about polymorphic objects, see “Polymorphic Objects” on page 576.

To view all routing instance objects, select Routing Instance Objects in the navigation
tree. TheObject Manager displays all the routing instance objects in the routing instance

table. You cancreate, view, edit, or delete a routing instanceobject in theObjectManager.

You can also perform a Find Usages operation, and view the version history of a routing

instance object. For more information on configuring routing instances, see the Junos

Routing Protocols Configuration Guide.

Copyright © 2019, Juniper Networks, Inc.450

Network and Security Manager Administration Guide



NOTE: The routing instance shared object is not supported on ScreenOS
devices.

Viewing Routing Instance Objects

To view all routing instance objects, select Routing Instance Objects in the navigation
tree. The Object Manager displays all the routing instance objects configured in NSM.

Routing instance objects are listed in a table consisting of the following columns:

• Name—Name of the routing instance object.

• Domain—Domain where the routing instance object has been created.

• Service—The actual routing instance in the device.

• Comment—Description of the routing instance object.

Creating Routing Instance Objects

To create a routing instance object:

1. In the navigation tree, selectObjectManager>Routing InstanceObjects. TheObject
Manager displays all the routing instance objects configured in NSM.

2. In the main display area, click the Add icon. The New Routing Instance dialog box

appears.

3. Enter a unique name for the routing instance object.

4. Select a color to represent the routing instance object.

5. Enter a comment or description about the routing instance object.

6. In the NewRouting Instance dialog box, click the Add icon. The NewRouting Instance

Entry dialog box appears.

7. Enter the name of the domain where you want to create the routing instance object.

8. Enter the name of the device in which you want to create the routing instance.

9. Select a routing instance from the routing instance drop-down list box and click OK.

If no routing instance is available, you need to create a routing instance using the Add

icon in the New Routing Instance Entry dialog box. For details on adding routing

instances, see the Junos Routing Protocols Configuration Guide.

Configuring Zone Group Objects

A number of zones grouped together forms a zone group object.

A use case scenario where this object proves useful is when you want to enforce the

same firewall policies for the traffic amongmultiple zones. One zone group object can

represent all zones fromwhere the traffic originates and another zone group object can

represent all zones to which traffic flows. When you add these zone group objects in the

From Zone and To Zone columns of a firewall policy and run a summarize delta config,
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NSM expands these objects and generates policies between each zone from the From

Zone group to each zone in the To Zone group.

For example, consider youwant toenforce the same firewall policies for the traffic flowing

from n1 zones to n2 zones:

1. FromObject Manager:

a. Create a zone group object, Zone_Group_Object_A, which consists of a group of n1

zones.

b. Create a zone group object, Zone_Group_Object_B, which consists of a group of n2

zones.

2. From Policy Manager:

a. Select a policy.

b. Under the Zone based Firewall tab, select the newly added zone group objects in
the From Zone and To Zone columns.

In this example, select Zone Group Object A in the From Zone column and Zone
Group Object B in the To Zone column.

3. From DeviceManager:

a. Select the device to which you want to apply this configuration.

b. Run Summarize Delta Config.

NSM automatically generates n1*n2 firewall policies. The newly created policies

are displayed in the Job Information dialog box.

The IDs of these policies are greater than 750000 and less than 998499.

Update the device to push these policies to the device.

Viewing Zone Group Objects

To view all zone group objects, select Zone Group Objects in the navigation tree. The
Object Manager displays all the zone group objects configured in NSM.

Zone group objects are listed in a table consisting of the following columns:

• Name—Name of the zone group object.

• Domain—Domain where the zone group object has been created.

• Device—Device where the zone group object has been created.

• Service—The actual zone group in the device.

An alternatemethod is to view the zone group objects in the drop-down list in theShared

Objects for Policy section of the firewall policy window.

Adding a Zone Group Object

To create a zone group object:
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1. In the navigation tree, selectObject Manager > Zone Group Objects. TheObject
Manager displays all the zone group objects configured in NSM.

2. In the main display area, click the Add icon. The New Zone dialog box appears.

3. Enter a unique name for the zone group object.

4. Select a color to represent the zone group object.

5. Click the Add icon. The New ZoneMap Entry dialog box appears.

6. Enter the name of the domain where you want to create the zone group object.

7. Enter the name of the device in which you want to create the zone group.

8. Select a zone fromtheZonedrop-down list boxandclickOK. If no zonesare available,
you need to create a zone using the Add icon in the New ZoneMap Entry dialog box.

Configuring NATObjects

The types of Network Address Translation (NAT) objects that are supported in NSM are

legacy NAT objects for Screen OS devices and Junos NAT objects for Junos OS devices.

For more information, see the following sections:

• Configuring Legacy NAT Objects on page 453

• Configuring Junos OS NAT Objects on page 455

Configuring Legacy NATObjects

A global NAT object contains references to device-specific NAT configurations, enabling

multiple devices to share a single object. Use the Device Manager to configure NAT for

each device, then create a global NAT object that includes the device-specific NAT

configuration. The single global NAT object represents multiple device-specific NAT

objects; for example, a global dynamic IP (DIP) representsmultiple device-specific DIPs.

However, a global NAT object can contain only one device-specific NAT object from the

same device.

Use global NAT objects in VPNs; when you install the VPN on a device, that device

automatically replaces the global NAT object with its device-specific NAT configuration.

Before you configure a shared NAT object, ensure that you have configured themapped

IP (MIP), virtual IP (VIP), or DIP on the device itself.

You cannot configure NAT objects for SRX Series Services Gateways and use them in

security policies. ForSRXSeries gateways,NATsettingsmust be configured in thedevice.

For more information on DIP, MIP, and VIP objects, see the following sections:

• Configuring DIP Objects on page 454

• Configuring MIP Objects on page 454

• Configuring VIP Objects on page 454

• Configuring Destination NAT Objects on page 455
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Configuring DIP Objects

To configure a DIP object:

1. In Object Manager, selectNATObjects > DIP and click the Add icon.

2. Enter a name, color, IP version (IPv4 or IPv6), and comment for the object, then click

the Add icon to specify the device-specific DIP:

• Device—Select the security device that includes the DIP.

• Interface or DIP Group—Select the interface or DIP group for the device.

• For interface, select the interface on the device and the dynamic IP address

configuration for that interface.

• For DIP group, select the dynamic IP group configuration for that device.

If no values appear in the pull-downmenu for interface, DIP, or DIP group,make sure that

you have configured DIP correctly in the Device Manager.

You can addmultiple device DIPs to a single global DIP object (one DIP per device).

ConfiguringMIP Objects

To configure a MIP object:

1. In Object Manager, selectNATObjects >MIP and click the Add icon.

2. Enter a name, color, IP version (IPv4 or IPv6), and comment for the object, then click

the Add icon to specify the device-specific MIP:

• Device—Select the security device that includes the MIP.

• Interface—Select the interface on the device that uses the mapped IP address.

• MIP—Select the mapped IP address configuration for that interface.

If no values appear in the pull-downmenu for interface or MIP, make sure that you have

configured MIP correctly in the Device Manager. You can addmultiple device MIPs to a

single global MIP object.

For informationabout configuringaMIPobject andanexample, see theNSMOnlineHelp

description “Configuring Firewall/VPN Devices.”

Configuring VIP Objects

To configure a VIP object:

1. In Object Manager, selectNATObjects > VIP and click the Add icon.

2. Enter a name, color, and comment for the object, then click the Add icon to specify

the device-specific VIP configuration:
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• Device—Select the security device that includes the VIP.

• Interface—Select the interface on the device that uses the virtual IP address.

• VIP—Select the virtual IP address configuration for that interface.

If no values appear in the pull-downmenu for interface or VIP, ensure that you have

configured VIP correctly in the Device Manager. You can addmultiple device VIPs to a

single global VIP object.

For information about configuring aVIP object andan example, see theNSMOnlineHelp

description “Configuring Firewall/VPN Devices.”

Configuring Destination NATObjects

To configure a destination NAT object:

1. In Object Manager, selectNATObjects > Destination NAT and click the Add icon.

2. Enter a name, color, and comment for the object, then click the Add icon to specify

the device-specific destination NAT configuration:

• Device—Select the security device.

• Destination-nat—Select a value from the pull-downmenu. If no values appear on

the pull-downmenu, click the Add icon to create a new value.

Configuring Junos OSNATObjects

You can configure NAT objects (source NAT and destination NAT objects) for devices

running on the JunosOS. These objects represent user-defined address pools andduring

network address translation, the original source or destination IP addresswithin a packet

is translated to an IP address within this pool. Formore information on configuring these

objects, see the following sections:

• Configuring Source NAT Objects on page 455

• Configuring Destination NAT Objects on page 459

Configuring Source NATObjects

A source NAT object consists of a user-defined address pool and is used during source

address translation. You can use this object while configuring a rule so that when the

rule is matched, the source IP address of the packet is translated to an IP address from

this pool.

You can create, edit, delete, and search for a source NAT object fromObject Manager.

For more information, see the following sections:

• Adding a Source NAT Object on page 456

• Editing a Source NAT Object on page 457

• Deleting a Source NAT Object on page 458
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Adding a Source NATObject

To add a source NAT object:

1. SelectObject Manager > Junos NATObjects > Source NAT.

The Source NAT page appears on the right pane. You can add, edit, delete, or search

for a source NAT object using the icons at the top of this dialog box.

2. Select (+) to add a new source NAT object. The New JunosSource NAT dialog box

appears.

• Enter a name, color, and comment.

• Select (+) to configure the parameters for the new source NAT object. A New–

JunosSourceNATdialogboxappears.Here, youmust select thedevice thatperforms

the translation and specify the address pool.

3. Select a device from the Device drop-down list.

• The devices are listed only if you have previously added these devices to NSM. To

add a device, use the DeviceManager.

• If a device is not selected, you cannot configure theProxy-ARP and Junossource-nat

fields.

4. If the proxy ARP functionality is required, select the interface which accepts the ARP

requests, from the Proxy ARP drop-down list. If no values are listed, select (+) to

configure a new value. The New Interface dialog box appears. Specify the logical

interface on which to configure proxy ARP and its details. For more information, see

“Configuring Proxy ARP” on page 457.

5. Select (+) next to Junossource-nat to configure the address pool. TheNewPooldialog

box appears.

You will see a list of values to select from the drop-down list if you have previously

configured address pools.

Table 43 on page 456 lists the fields that are available and the action you need to

perform on each fields.

Table 43: Source NAT Configuration Options

ActionFunctionFieldTab

Type a name for the pool.Descriptive name for the pool.NameGeneral

Select the routing instancename. The values
are listed only if you have added them
previously. To add a new routing instance to
a device, selectObject Manager > Routing
Instance Objects.

Specify the routing instance to which the
pool is bound.

Ri NameRouting
Instance

Click the Add or Delete icons to configure or
remove address entries.

Specify address prefixes, addresses, or a
range of addresses or address prefixes.

IP
Address/Ipaddr

Address
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Table 43: Source NAT Configuration Options (continued)

ActionFunctionFieldTab

By default, port translation is enabled. Enter
a port range.

Select No Translation to disable port
translation.

Specify whether port translation must be
performed or not.

Low/HighPortTranslation

Enter the IP address.Specify the base address of the original
source IP address range. This is used for IP
shifting.

IpaddrHost Address
Base

• None—No overflow pool.

• Pool-name—Select a user-defined pool.

• Interface—Enter the IP address of the
interface.

Specify a source pool to use when the
current address pool is exhausted. The
pool can be a user-defined pool or the IP
address of an interface.

Overflow Pool

Configuring Proxy ARP

To configure proxy ARP:

1. In the New Interface dialog box, enter the name of the interface. To navigate to this

dialog box, see steps 1 to 4 of “Adding a Source NAT Object” on page 456.

2. Specify thehosts (rangeof IPaddresses)whoseARP requests thisdevicemustaccept,

as follows:

• Click Address and select (+) to configure the start of the address range in the New

dialog box.

• Click To and configure the end of the address range.

• ClickOK.

3. ClickOK. Proxy ARP is now configured.

Editing a Source NATObject

To edit a source NAT object:

1. Select the SRX Series device from the Device Tree.

2. Right-click and then select Edit.

3. Select Security > NAT > Source.

The Source NAT options appear.

4. Click Pool and select the existing source NAT pool.
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5. Right-click and then select Edit to edit the source NAT pool.

6. ClickOK.

NOTE: Toedit or delete a sourceNATobject, youmust select the object from
the device through which the source NAT object was configured. The source
NAT object that is available inObject Manager, allows only a new

configuration.

Deleting a Source NATObject

A source NAT object should be deleted from the device. To ensure the complete removal

of the source NAT object, also delete the source NAT object from the corresponding NAT

object underObject Manager.

To delete a source NAT object from the device:

1. Select the SRX Series device from the Device Tree.

2. Right-click and then select Edit.

3. Select Security > NAT > Source.

The Source NAT options appear.

4. Click Pool and then select the existing source NAT pool.

5. Right-click and then click Delete.

The source NAT object is deleted.

To delete a source NAT object fromObject Manager:

1. SelectObject Manager > Junos NATObjects > Source NAT.

The Source NAT page appears on the right pane.

2. Right-click on the source NAT pool and click Edit.

3. Right-click on the device in which the NATwas removed, and click Delete.

NOTE: Alternatively, you can select (-) at the top of the page or dialog box

to delete the entries.
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Configuring Destination NATObjects

A destination NAT object consists of a user-defined address pool and is used during

destination address translation. You can use this object while configuring a rule so that

when the rule is matched, the destination IP address of the packet is translated to an IP

address from this pool.

You can add, edit, delete, and search for a destination NAT object fromObject Manager.

For more information, see the following sections:

• Adding a Destination NAT Object on page 459

• Editing a Destination NAT Object on page 460

• Deleting a Destination NAT Object on page 461

Adding a Destination NATObject

To add a destination NAT object:

1. SelectObject Manager > Junos NATObjects > Destination NAT.

The Destination NAT page appears on the right pane. You can add, edit, delete, or

search for a destination NAT object using the icons at the top of this dialog box.

2. Select (+) to create a new destination NAT object. The New JunosDestination NAT

dialog box appears:

• Enter a name, color, and comment for the new destination NAT object.

• Select (+) to configure the parameters for the new destination NAT object.

The New– Junos Destination NAT dialog box appears. Here, youmust select the

device that performs the translation and define the address pool.

3. Select a device from the Device drop-down list.

• The devices are listed only if you have previously added these devices to NSM. To

add a device, use the DeviceManager.

• If a device is not selected, you cannot configure the Proxy-ARP and

Junosdestination-nat fields.

4. If the proxy ARP functionality is required, select the interface which accepts the ARP

requests, from the Proxy ARP drop-down list. If there are no values listed, select (+)

to configure a new value. The New Interface dialog box appears. Specify the logical

interface on which to configure proxy ARP and its details. For more information, see

“Configuring Proxy ARP” on page 460.

5. Select (+) next to Junosdestination-nat to configure the address pool. The NewPool

dialog box appears.

You will see a list of values to select from the drop-down list if you have previously

configured address pools.
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Table 44 on page 460 lists the fields that are available and the action you need to

perform on each fields.

Table 44: Destination NAT Configuration Options

ActionFunctionFieldTab

Type a name for the pool.Descriptive name for the pool.NameGeneral

Select the routing instancename.Thevaluesare
listed only if you have added them previously.
To add a new routing instance to a device, select
Object Manager > Routing Instance Objects.

Specify the routing instance to which
the pool is bound.

Ri NameRouting
Instance

Enter an IP address.Specify a single IP address.IP Address tab: IP
Address

Address

• Enter an IP address in the To Address field.

• Enter a port number in the Port field.

• To Address—Specify an address
range.

• Port—Specify the optional port
number.

To Range/Port tab:

Configuring Proxy ARP

To configure proxy ARP:

1. In the New Interface dialog box, enter the name of the interface. To navigate to this

dialog box, see steps 1 to 4 of “Adding a Destination NAT Object” on page 459.

2. Specify thehosts (rangeof IPaddresses)whoseARP requests thisdevicemustaccept,

as follows:

• Click Address and select (+) to configure the start of the address range in the New

dialog box.

• Click To and configure the end of the address range.

• ClickOK.

3. ClickOK. Proxy ARP is now configured.

Editing a Destination NATObject

To edit a destination NAT object:

1. Select the SRX Series device from the Device Tree.

2. Right-click and then select Edit.

3. Select Security > NAT > Destination.

The Destination NAT options appear.
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4. Click Pool and then select the existing destination NAT pool.

5. Right-click and then select Edit to edit the destination NAT pool.

6. ClickOK.

Deleting a Destination NATObject

To delete a destination NAT object:

1. Select the SRX Series device from the Device Tree.

2. Right-click and then select Edit.

3. Select Security > NAT > Destination.

The Destination NAT options appear.

4. Click Pool and then select the existing destination NAT pool.

5. Right-click and then click Delete.

The destination NAT object is deleted.

NOTE: To edit or delete a destination NAT object, youmust select the object
from the device through which the destination NAT object was configured.
The destination NAT object that is available inObject Manager, allows only

a new configuration.

Configuring Certificate Authorities

A digital certificate is an electronic means for verifying your identity through the word of

a trusted third party, known as a Certificate Authority (CA). NSM simplifies creating and

managing certificates:

• Use the same CA server for multiple devices. Create a single CA object for each CA

server you use, then use that object for those devices.

• Generate a local and CA certificate in one click using SCEP.

• Use OCSP to automatically check for revoked certificates (ScreenOS 5.0 or later

devices only)

• Use a certificate chain that includes a root CA and subordinate CA (CA group)

A CA object represents the CA server youwant to use to authenticate the identity of your

VPNmember. You can use an independent or internal CA server:
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• IndependentCAserver—Ownedandoperatedbyan independentCA.The independent

CAprovides the IP addresses of their CAandCRL servers. You submit a local certificate

request to the independent CA and provide your local certificate information.

• InternalCAserver—Ownedandoperatedbyyourcompany.Youprovide the IPaddresses

of the CA and CRL servers and local certificate information.

You can obtain a CA certificate file (.cer) from the CA that issued the local certification,

then use this file to create a Certificate Authority object. Then, install this CA certificate

on themanaged device using NSM. Because the CA certificate is an object, however, you

can use the same CA for multiple devices, as long as those devices use local certificates

that were issued by that CA.

Alternatively, you can use SCEP to configure the device to automatically obtain a CA

certificate at the same time it receives the local certificate. For details, see the NSM

Online Help description of “Configuring Firewall/VPN Devices.”

Using Certificate Authorities

Youmust use obtain and install a CA certificate on each VPNmember to authenticate

the local device certificates on your managed devices.

Configuring Certificate Authorities

After you have obtained a CA Certificate file (.cer) from your CA, use this file to create a

Certificate Authority object. In Object Manager, select Certificate Authorities, then click

the Add icon to display the New CA Certificate dialog box. Enter a name for the CA

Certificate, then click Load CA certificate and load the appropriate .cer file. NSM uses

the information in the .cer file to automatically complete the Subject Name, Issued By,

and Expired On fields.

Complete the remaining settings:

• X.509Certificate Path Validation Level—X509 contains a specification for a certificate

which binds an entity's distinguished name to its public key through the use of a digital

signature.

• Full. Use full validation to validate the certificate path back to the root.

• Partial. Use partial validation to validate the certificate path only part of the way to

the root.

• Revocation Check

• Check for revocation. Select this option to enable revocation checking.

• Do not check for revocation. Select this option to disable revocation checking.

• Revocation Checking Method—If you enabled revocation checking, you can select the

checking method to use. If you did not enable revocation checking, these fields are

unavailable.

• CRL. Use a Certificate Revocation List when you want to keep a local copy of the

revoked certificates on themanaged device. This method enables the device to
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check for revoked certificates quickly; to accept the certificate if no revocation

information is found, also enable Best Effort.

• OCSP. Use the Online Certificate Status Protocol when you want the managed

device to access a remote OCSP server to check for revoked certificates. Because

the OCSP server dynamically updates its list of revoked certificates, this method

provides the most up-to-date information; to accept the certificate if no revocation

information is found, also enable Best Effort.

• Best Effort. Enable this option to check for revocation accept the certificate if no

revocation information is found.

• CRL Settings—Configure the default setting for the Certificate Revocation List.

• Refresh Frequency. Select the frequency that the device contacts the CA to obtain

a new CRL list: Daily, Weekly, or Monthly.

• LDAP server. Provide the IP address of the external LDAP server that manages the

CRL.

• URL address. Provide the URL address of your internal LDAP server that provides

the CRL.

• OCSP—Configure the Online Certificate Status Protocol to dynamically check for

revoked certificates.

• Certificate Verification.

• No revoke status check for CA delegated signing cert.

• URL of OCSP Responder. Provide the URL address of the OCSP server.

• SCEP—Configure Simple Certificate Enrollment Protocol to get a local certificate

automatically.

• CA CGI. Enter the URL address of the Certificate Authority Certificate Generation

Information.

• RA CGI. Enter the URL address of the Registration Authority Certificate Generation

Information that the security device contacts to request a CA certificate.

• CA IDENT.Enter thenameof thecertificateauthority to confirmcertificateownership.

• Challenge. Enter the challengewords sent to you by the CA that confirm the security

device identity to the CA.

• CA Certificate Authentication. (Auto or Manual)

• Polling Interval. (Poll or Do not poll).

• Certificate Renewal. Define the number of times a certificate can be renewed.

ClickOK to complete the CA object.
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Configuring CRL Objects

A Certificate Revocation List (CRL) identifies invalid certificates. You can obtain a CRL

file (.crl) from the CA that issued the local certification and CA certificate for the device,

then use this file to create a Certificate Revocation List object.

Youmust install theCRLon themanageddeviceusingNSM.Because theCRL isanobject,

however, you can use the same CRL for multiple devices, as long as those devices use

local and CA certificates that were issued by that CA.

Using CRLs

You can use a CRL object in a VPN to check for VPNmembers using revoked certificates.

Configuring CRLs

After you have obtained a CRL file (.crl) from your CA, use this file to create a Certificate

Revocation object.

In Object Manager, select CRLs, then click the icon to display the New CRL dialog box.

Enter a name for the CRL, then click Load CRL and load the appropriate .crl file. NSM
uses the information in the .crl file to automatically complete the Issued By and Expire

On fields. ClickOK to complete the CRL object.

Configuring Extranet Policies

Extranetpoliciesenable you toconfigureandmanageextranetdevices (that is, third-party

router).

In this example, you want to update an existing policy on a third-party router to deny

certain ftp traffic from a specific IP address. You can do this by creating a script that

performs the required actions when you update the extranet device. You also need to

create your rule in an Extranet Policy object.

To create an Extranet Policy object:

1. In theObjectManager, selectExtranetPolicies. TheNewExtranetPolicyObjectwindow

appears.

2. Enter the name of the Extranet Policy, for example, Extranet Policy1. Add a comment

in the Comments field.

3. Configure the Extranet Policy object:
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• ClickNew. The New - Rule window appears.

• Use the up/down arrow to specify an ID for the rule.

• Add a comment for the rule.

• Click Deny in the Action field.

• Select a source address in the Source tab.

• Select a destination address in the Destination tab.

• Select FTP in the Service tab.

• Select the integer IDs that you created in the Custom Policy Field object in the

Options tab.

4. ClickOK.

When you create the extranet device in NSM, bind the policy to the appropriate interface

andspecify the script youwant toperform the requiredupdateactions.Whenyouupdate

the device, NSM invokes the script. Any XML output appears in the Job Information

window.

Configuring Binary Data Objects

Binary data objects provide an efficientway of handling large binary files of configuration

data that are typical in Secure Access and Infranet Controller device configurations.

These files are the only configuration objects that are not imported when you import a

device configuration. Without this special handling, their size could overwhelm server

resources.

These filesmust be copied separately onto the client UI device, and configured as shared

objects. As a result, only the large binary files that you need to manage in NSM are

imported, and those files can be shared across multiple devices.

Binary data files handled in this way include:

• Custom sign-in access pages

• Custom sign-in meeting pages

• Antivirus live update files

• Antivirus live update patch files

• Endpoint Security Assessment Plug-in (ESAP) packages

• Third-party host checker policies

• Secure virtual workspace wallpaper images

• Hosted Java applets

• Custom Citrix client CAB files

See“Managing Large Binary Data Files (Secure Access and Infranet Controller Devices

Only)” on page 289 for information about where to find sources for these files, how to
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upload them to NSM, and how to link to them from to include them in a device object

configuration.

Adding Binary Data Objects

Before creating the object in the Object Manager, youmust copy the file from its source

to the file system of your client UI device:

1. In the Configure panel of the NSMmain navigation tree, selectObject Manager >
Binary Data.

2. Click the Add icon. In the New Binary Data dialog box, give the object a name, select

a color for the icon, addanoptional comment, and select thebinary file that theobject

will reference by navigating to it in the client UI file system.

3. ClickOK to add the object to the Binary Data list in the Object Manager.

Viewing, Editing, and Deleting Binary Data Objects

To view binary data objects, from the Configure panel of themain navigation tree, select

Object Manager > Binary Data. The object manager lists each configured binary data
object, and provides the following information about each object:

• The name given to the object for use in NSM.

• The pathname to the file on the client UI device.

• A comment provided by the administrator.

To edit a binary data object:

1. Double-click on the object in the Binary Data list. In the Binary Data dialog box, you

canchange theobject name, the color of its icon, the comment, or the file on the client

UI device that the object references.

2. ClickOKwhen you are done.

To delete a binary data object, select the object in theBinaryData list and click the delete

icon.

Configuring Protected Resources

Aprotected resourcecombinesnetwork components, network services, a traffic direction,

and thesecuritydevices thatprotect thosecomponentsandservices.Protected resources

are the source and destination addresses of a policy-based VPN.

Protected resources consist of the following elements:
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• IP Address—The address represents the computer, network, or range of addresses to

be considered part of this protected resource. The address can be an individual host,

a network, or an address group.

• Network Service—Services are the protocols (HTTP, FTP) that communicate over a

network. The service can be an individual service or a service group.

• Traffic Direction—Traffic direction is determined by the IP address that initiates the

connection:

• Client connections are outgoing (outbound) from the protected network.

• Server connection are incoming (inbound) to the protected network.

• To protect incoming and outgoing traffic, select Both.

• Security Device—The device that protects the network component and server. If the

resource can be reached throughmore than one device, addmultiple devices to the

resource. When you add a protected resource to a VPN, the devices in the protected

resource are included in the VPN.

Each protected resource represents an address or a range of addresses on your network.

Each resource also can specify a service (such as FTP or NSF). Therefore, the protected

resource is thedestination for all traffic using the selected service to the selectedaddress.

Youcanhavemore thanoneprotected resource for a singleaddressor rangeofaddresses.

That way you can individually manage different services traffic to the same destination

separately.

Creating Protected Resources

To add a protected resource object:

1. In thenavigation tree, selectVPNManager>ProtectedResources . In themaindisplay
area, click the Add icon to display the Protected Resource dialog box.

2. Enter a name for the protected resource.

3. Select the services you want to permit to this resource, such as FTP, HTTP, NFS, and

so on. Select Any to permit all services.

4. Select the initiator of the permitted service: Server, a Client, or Both.

5. Select the address object or address group for the resource.

6. Add the security device through which traffic can reach the protected resource:

a. In the Security Gateway area, click the icon to display the Security Gateway dialog

box.

b. Select security device or device group

c. Select the security zone on the security device that contains the address objects.

d. ClickOK to add the security gateway to the protected resource.

Youcanaddmultiple security gateways toprovide redundant access for theprotected

resource.
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Editing Protected Resources

You can edit protected resources to accommodate changes in your network:

• If you make changes to a protected resource object that is used in a VPN, NSM

automatically generatesnewconfigurationandpropagates your changes toall affected

security devices.

• If you change the security device that protects a resource, NSM removes the previous

security device from all affected VPNs and adds the new security device. However,

NSM does not configure the VPN topology for the new security device—youmust

reconfigure the topology to include the new device manually.

Configuring IKE Proposals

In anAutoKey IKEVPN, you can use the Internet Key Exchange (IKE) protocol to generate

and distribute encryption keys and authentication algorithms to all VPN nodes. IKE

automatically generates new encryption keys for the traffic on the network, and

automatically replaces those keys when they expire. Because IKE generates keys

automatically, you can give each key a short life span, making it expire before it can be

broken. By also exchanging authentication algorithms, IKE can confirm that the

communication in the VPN tunnel is secure.

Because all security parameters are dynamically assigned, VPN nodes must negotiate

the exact set of security parameters that will be used to send and receive data to other

VPN nodes. To enable negotiations, each VPN node contains a list of proposals; each

proposal is a set of encryption keys and authentication algorithms. When a VPN node

attempts to send data through the VPN tunnel, IKE compares the proposals from each

VPN node and selects a proposal that is common to both nodes. If IKE cannot find a

proposal that exists on both nodes, the connection is not established.

IKE negotiations include two phases:

• InPhase 1, twomembersestablishasecureandauthenticatedcommunicationchannel.

• In Phase 2, twomembers negotiate Security Associations for services (such as IPSec)

that require key material and parameters.

By default, NSM includes several common IKE phase1 and phase2 proposals. To view

these proposals, from VPNManager, select IKE Phase1 Proposals or IKE Phase2
Proposals.

Creating Custom IKE Phase1 Proposals

Create a custom proposals for a specific combination of authentication and encryption

that is not available in the predefined proposals, or to match the name of proposals on

a non-security device.

To create a custom IKE Phase1 proposal, select Custom IKE Phase and click the icon.
Enter a name and choose a color for the object, then configure the following settings:

• Authentication Method—Select the authentication method.
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• Preshared Key. Use this option to generate an ephemeral secret and authenticate

data using MD5 or SHA hash algorithms against the secret.

• RSA Certificate.

• DSA Certificate.

• Diffie-Hellman Group—The Diffie-Hellman group provides asymmetric encryption to

encrypt the keys needed to decrypt the data. The larger themodulus of the group, the

more secure the generated key is—and themore time it takes to generate the key.

Select the group that meets your security requirements and user needs:

• Group 1. Uses a 768-bit modulus.

• Group 2. Uses a 1024-bit modulus

• Group 5. Uses a 1536-bit modulus.

• Group 14. Uses a 2048–bit modulus.

• Group 19. Uses a 256–bit modulus.

• Group 20. Uses a 384–bit modulus.

• Encryption Algorithm—Select the algorithm that meets your security requirements:

• DES-CBC

• 3DES-CBC

• AES-CBC (128 Bits)

• AES-CBC (192 Bits)

• AES-CBC (256 Bits)

NOTE: Security devices use hardware encryption for DES and 3DES and
use software encryption for AES.

• Hash Algorithm—Select the algorithm that meets your security requirements.

• MD5. Authenticate data using Message Digest version 5.

• SHA-1. Authenticate data with Secure Hash Algorithm-1.

• SHA-2. Authenticate data with Secure Hash Algorithm-2 (minimum 256 bit).

• Lifetime—Enter thenumberof secondsbefore the key is regenerated. Thedefault value

is 28800 seconds (8 hours).

ClickOK to add the custom IKE object to the management system.

Creating Custom IKE Phase 2 Proposals

Create a custom proposals for a specific combination of authentication and encryption

that is not available in the predefined proposals, or to match the name of proposals on

a non-security device.
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• Perfect Forward Secrecy—PFS ensures that a single key permits access to data

protected by that single key. The key used to protect transmission of data and the

material used tocreate that keyareusedonlyonceandarenotused toderiveadditional

keys. Select the DH group to encrypt the key:

• No Perfect Forward Secrecy.

• Diffie-Hellman Group 1.

• Diffie-Hellman Group 2.

• Diffie-Hellman Group 3.

• Diffie-Hellman Group 14.

• Diffie-Hellman Group 19.

• Diffie-Hellman Group 20.

NOTE: You can create Phase 1 and Phase 2 proposals with Diffie-Hellman
Group14 from VPNManager>AutoKey IKE Parameters>Security>Phase2

Proposal>Security-Level (User-Defined).

YoucanonlycreateCustomIKEPhase 1and2proposalswithDiffie-Hellman
Group 14 on devices running ScreenOS 6.2 or later. On other devices, an
error message is generated.

• Lifetime (Seconds)—Enter the number of seconds before the key is regenerated. The

default value is 3600 seconds (8 hours).

• Lifesize (KB)—Enter the number of bytes permitted through the connection before the

key is regenerated. A value of 0 (the default) means no limit.

• Encryption (ESP) or Authentication (AH) Algorithm.

• Select ESP to configure encryption and authentication, then select the desired

algorithms.

• Select AH to configure authentication only, then select the desired algorithm.

NOTE: We strongly recommend that you do not use null AHwith ESP.

ClickOK to add the custom IKE object to the management system.

Configuring Dial-in Objects

Netscreen devices allow users to dialin andmanage the box as a console. By switching

the modem interface, you can both dial in, and dial out. You can use NSM to configure

Dial-in details. You can create and edit white lists of allowed numbers, and black lists of

Copyright © 2019, Juniper Networks, Inc.470

Network and Security Manager Administration Guide



blocked numbers. You can set a policy for unknown CNIDs if you wish to change the

default "denied" setting.

• Creating a Dial-In Profile on page 471

• Linking the Dial-In Profile with the Device on page 471

• Setting the Time-out Period for the Modem Dial-In Authentication on page 471

Creating a Dial-In Profile

1. SelectObject Manager> Dial-In.

2. Select Add Dial In Object. The New Dial in window opens.

3. Click + in the Phone Settings table for either theWhite List or Black List. The New List

Entry box opens.

4. Enter the new phone number.

5. ClickOK.

Linking the Dial-In Profile with the Device

From the Device configuration editor:

1. Select Network >Interface >Edit Serial Interface >Modem.

2. Enter the name of the Dial-in profile in the Dial-in Name field.

3. ClickOK.

Setting the Time-out Period for theModemDial-In Authentication

From the Device configuration editor:

1. Select Device Admin >CLI Management.

2. Set the time period in theModemDial-In Authentication Time-out field.

3. ClickOK.

Configuring Border Signaling Gateway Objects

TheBorderSignalingGateway(BSG)handlesVoIPsignaling in JunosOSbasedonpolicies

you set. NSM allows you to define two shared BSG objects in the Object Manager that

can be referenced in the BSG transaction rulebase in the PolicyManager. You can create,

view, edit, and delete the following BSG objects from the Object Manager.
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• BSG Service Point object: This a polymorphic object for specifying the egress service
point in a transaction term’s route action.With the service point object, you can specify

the device, a gateway in the device, and a service point in the gateway.

• BSGAdmission Controllers: BSG Admission Controllers control Session Initiation
Protocol (SIP) dialogs and transactions. You can define the following settings for both

dialogs and transactions:

• MaximumConcurrent Number This is the maximum number of concurrent dialogs

thatareallowed.Youcanset it from0to 100,000.Zerocausesall calls tobe rejected.

The default setting is 100000

• Committed Attempts Rate Themaximum number of attempts per second to initiate

an out-of-dialog transaction. You can set it from 0 to 100. The default setting is 100

• Committed Burst Size Themaximum number of dialogs allowed to burst above the

committed-rate and still be accepted. You can set it from 0 to 200.

Youcandefineoneadmissioncontroller per gateway, and referenceall of theadmission

controllers from the BSG transaction rulebase in the Policy Manager. Manager.

Admission controller objects are listedon the transactionpolicy’s shared-objectmenu,

where you can drag and drop them into the transaction terms. When you import a

device, the admission controller objects are also imported.

BSG objects are supported in Junos OS Release 9.5 and later. When updating devices

running under earlier versions of JunosOS, the admission controller setting is dropped.
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CHAPTER 9

Configuring Security Policies

Firewall rules define access to your network, includingpermitted services, users, and time

periods. You can also use firewall rules to control the shape of your network traffic as it

passes through the firewall or to log specific network events. Multicast rules permit

multicast control traffic, such as IGMP or PIM-SMmessages, to cross Juniper Networks

security devices.Multicast rulespermitmulticast control traffic only; topermitdata traffic

(both unicast andmulticast) to pass between zones, youmust configure firewall rules.

Because all incoming and outgoing network traffic passes through your firewall, it is the

ideal location to control the traffic flowing on your network. Creating security policies

enables you to define what type of traffic should be permitted on your network, as well

as how that traffic is treated while inside. A security policy can contain firewall rules (in

the Zone andGlobal rulebases),multicast rules (in theMulticast rulebase), and IDP rules

(in the Application Policy Enforcement (APE), IDP, Exempt, Backdoor Detection, SYN

Protector, Traffic Anomalies, and Network Honeypot rulebases).

This chapter contains the following sections:

• About Security Policies on page 474

• Creating a Security Policy on page 487

• Configuring Firewall Rules on page 492

• Configuring Multicast Rules on page 510

• Configuring Antivirus Rules on page 511

• Configuring Antispam Rules on page 512

• Configuring IDP Rules on page 512

• Configuring Application Policy Enforcement (APE) Rules on page 527

• Configuring Exempt Rules on page 535

• Configuring Backdoor Rules on page 538

• Configuring SYN Protector Rules on page 542

• Configuring Traffic Anomalies Rules on page 546

• Configuring Network Honeypot Rules on page 550

• Installing Security Policies on page 553

• Managing Rules and Policies on page 558
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• Pre and Post Rules on page 572

• Polymorphic Objects on page 576

About Security Policies

A security policy determines how your managed devices handle your network traffic. To

display previously configured security policies, select Configure > Policy Manager and
double-click Policies. When you edit a security policy, the name of that security policy

appears in bold in the main navigation tree.

Using the Network and Security Manager (NSM) UI, you can configure rules in up to ten

rulebases (Zone,Global,Multicast, IDP, Exempt, APE,BackdoorDetection, SYNProtector,

Traffic Anomalies, and Network Honeypot) for each security policy.

NOTE: In theScreenOSWebUIandCLI, a securitypolicy is a single statement
that defines a source, destination, zone, direction, and service. In NSM, those
same statements are known as rules, and a security policy is a collection of
rules.

After youcreateasecuritypolicybybuilding rules inoneormore rulebases, youcanassign

that policy to specific devices. For information about assigning a policy to a device, see

“Assigning a Security Policy to a Device” on page 553.

Viewing Rulebase Columns for a Security Policy

Bydefault, each rulebasedisplays a subset of available columns for each rule. Thismode,

known as Compact Mode, contains columns in which you can configure typical rule

parameters. To see all columns for the rulebase, change themode of the security policy

to Expanded: From themenu bar, select View > Show ExpandedMode. You can set a
different mode for each security policy. You can also create CustomMode views based

on the columns shown in the Compact Mode or Expanded Mode view.

To create a CustomMode view:

1. Select the mode fromwhich you want to create a CustomMode:

• To create a custommode based on the Compact Mode column options, select

View > ShowCompact Mode.

• To create a custommode based on the Expanded Mode column options, select

View > Show ExpandedMode.

2. Move the cursor over a column header of the security policy. A small icon appears to

the left above the No. column. Click on the icon to display the Select Visible Columns

dialog box, as shown in Figure 89 on page 475.
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Figure 89: Displaying the Select Visible Columns Dialog Box

3. Select the visible columns (Destination, Service, Action, NAT, and so on) that you

want to include in the CustomMode view.

4. ClickOK. The CustomMode view shows the columns you selected from the Select

Visible Columns dialog box.

Viewing and Editing CustomPolicy Fields

NSM allows you to create multiple fields under Rule Options. You can customize this

fields to savemetadata, and you can edit and filter the values in each of these custom

fields. Youmust create and save these custom policy fields as objects under the Object

Manager before you can use them in policy. See “Configuring Custom Policy Fields” on

page 416 for details.

In extendedmode, every custom field is displayed as a separate column nested under a

header named Custom Field. In compact mode, the custom field values are listed in a

singleOptional Field column. Filters set in theOptional Fields column do not impact the

custom fields.
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Right-click on an individual custom field to edit or filter that particular value. A dialog box

appears, displaying the valuesof the custom field in a tree structure. You can then search,

add, delete or filter any value in that field.

About Rulebases

A rulebase is a set of rules that define how themanaged device handles traffic. NSM

supports three firewall rulebases and six IDP rulebases, as detailed in the following

sections. A security policy can contain only one instance of any rulebase type.

By default, the predefined roles System Administrator, Domain Administrator, and IDP

Administrator can view and edit all rulebases. The Read-Only SystemAdministrator and

Read-Only Domain Administrator can only view rulebases.When creating a custom role,

you can include permissions to view or edit individual rulebases.

NSM supports the following firewall rulebases:

• Zone—Contains rules that apply to traffic from one specific zone to another. Create a

firewall rule in the zone-specific rulebase when you need to control traffic between

specific zones. The zone-specific rulebase can contain firewall rules and VPN rules

and links.

• Global—Contains rules thatare validacrossall zones.Createa firewall rule in theglobal

rulebasewhen you need to control specific traffic across the entire firewall. The global

rulebase can contain only firewall rules.

• Multicast—Contains rules that enable IGMP proxy or PIM-SMmulticast control traffic

between zones.

NSM supports different kinds of IDP-capable devices that can provide firewall and IDP

functionality: standalone IDP appliances, ISG gateways, J Series routers, SRX Series

gateways, and MX Series routers.

NSM supports the following IDP rulebases:

• IDP—This rulebaseprotects your network fromattacksbyusingattackobjects todetect

known and unknown attacks. Juniper Networks provides predefined attack objects

that you can use in IDP rules. You can also configure your own custom attack objects.

NOTE: Juniper Networks updates predefined attack objects on a regular
basis to keep current with newly-discovered attacks.

• APE—This rulebase isusedby IDPdevices todetectnetwork trafficbasedonapplication

signatures and to take specified action.

• Exempt —This rulebase works in conjunction with the IDP rulebase to prevent

unnecessary alarms from being generated. You configure rules in this rulebase to

exclude known false positives or to exclude a specific source, destination, or

source/destination pair frommatching an IDP rule. If traffic matches a rule in the IDP

rulebase, IDP attempts to match the traffic against the Exempt rulebase before

performing the action specified.
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• Backdoor Detection—This rulebase protects your network frommechanisms installed

on a host computer that facilitates unauthorized access to the system. Attackers who

have already compromised a system typically install backdoors (such as Trojans) to

make future attacks easier. When attackers send and retrieve information to and from

the backdoor program (as when typing commands), they generate interactive traffic

that IDP can detect.

NOTE: If you import an ISG2000 or ISG1000 gateway into NSM, the
imported device configuration does not include the IDP, Exempt, or
Backdoor rulebases.

• SYNProtector—This rulebase protects your network fromSYN-floods by ensuring that

the three-way handshake is performed successfully for specified TCP traffic. If you

know that your network is vulnerable to a SYN-flood, use the SYN-Protector rulebase

to prevent it.

• Traffic Anomalies—This rulebase protects your network from attacks by using traffic

flow analysis to identify attacks that occur over multiple connections and sessions

(such as scans).

• Network Honeypot—This rulebase protects your network by impersonating open ports

on existing servers on your network, alerting you to attackers performing port scans

and other information-gathering activities.

Rule Execution Sequence

The rules in all rulebases combine to create a security policy. Security devices process

and execute firewall and VPN rules in the following order:

1. Zone rulebase

2. Global rulebase

3. Multicast rulebase

Managed devices process and execute IDP rules in the following order:

1. Exempt rulebase

2. IDP rulebase

3. APE rulebase

4. Backdoor rulebase

5. SYN Protector rulebase

6. Traffic Anomalies rulebase

7. Network Honeypot rulebase
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About Rules

A rule is a statement that defines a specific type of network traffic. Traffic must meet

the rule requirementsbefore it is permitted topass through the security device. Bydefault,

all security devices deny all traffic.

When traffic passes through the securitydevice, thedeviceattempts tomatch that traffic

against its list of rules.Network traffic thatmatches this list of requirements is considered

to “match” the rule, and the device performs the action specified in the rule. If any

requirement is not met, the network traffic does not match, and is denied.

Using the NSMUI, you can create intrazone firewall rules, global firewall rules, multicast

rules, VPN rules, and VPN links for all security devices. For ISG gateways, you can create

IDP rules, APE rules, exempt rules, and backdoor detection rules. For standalone IDP

appliances, you can create IDP rules, APE rules, exempt rules, backdoor detection rules,

SYN protector rules, traffic anomalies rules, and network honeypot rules. NSM also

supports J Series, SRXSeries, andMXSeries devices running JunosOS that support both

firewalls and IDP policies. Each security policy (all rulebases combined) can contain a

maximum of 40,000 rules.

About Firewall Rulebases

You create rules in the firewall rulebases to enable access across your networks by

permitting or denying specific network traffic flowing from one zone to another zone.

After you have added a device in NSM, you can create rules in the firewall rulebases of

your security policy.

You can build multiple firewall rules in both firewall rulebases for a single device; these

rules combine to create a security policy that determines how that device handles traffic.

To simplify your security policy, use device groups to build access rules that apply to all

your perimeter security devices, thenapply theentire policy to theperimeter devicegroup.

NOTE: When a firewall policy with network address objects is applied to
Junosdevices, thedeviceupdateoperation inNSMfails, becauseDMIdevices
do not support network address objects.

Firewall Rules (Zone and Global)

Within a firewall rule, you specify where the traffic is coming from, where it is going, and

what service it is using. You can also use firewall rules to authenticate users, monitor

network traffic flowing between zones, or set a schedule on a firewall rule that controls

the time period that the rule is applied to network traffic.

NOTE: On Juniper Networks vsys devices, rules defined in the root system
do not affect rules defined in virtual systems.
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When creating firewall rules, consider the type, location, and functionality of each device

in your network. Typically, a single security policy for multiple devices works well for

devices that perform similar functions, such as perimeter firewalls. However, youmight

want to create a separate security policy per device when themanagement system

contains separate administrators with regional responsibilities, or when you need to

troubleshootadevice issue (useonesecuritypolicyperdevice toenableanadministrator

to troubleshoot on one device without making policy changes on other devices).

A firewall rule must contain the following elements:

• Direction—The direction that the traffic flows between two zones; all traffic flows from

a source zone to a destination zone. You can select any zone/zone group for source or

destination; however, the zonesmust be valid for the security devices you select in the

Install On column of the rule. You can also use zone exceptions to specify unique to

and from zones for each device.

• Source address—The address that initiates the traffic.

• Destination address—The address that receives the traffic.

• Service—The application-level protocol that the traffic uses to transmit data.

• Action—The action the device performs when it receives traffic that matches the

direction, source, destination, and service specified in the rule.

• Install On—The device on which the firewall rule is installed. You can install the same

rule onmultiple devices.

To begin configuring firewall rules for your managed devices, see “Configuring Firewall

Rules” on page 492.

Validating Firewall Policies

NSM firewall policy rules are loaded on NSM after they are validated. Validation displays

warnings in the rules. Validation of all the rules during rules loading takes a very long time

andadversely affectsNSMperformance. To improve the performance, disable validation

of firewall policy during loading by using the optionDisableGUI validation> firewall policy

under Tools>Preferences. For more information about disabling GUI validation, see

“Disabling GUI Validation” on page 24. This option disables validation of warnings and

validates errors only.

To validate warnings on firewall rules after all rules are loaded, click Validate at Policy

Manager>Policy>ZonebasedFirewall. Figure90onpage480showsthezone-basedfirewall

validation option on the toolbar. When the loaded firewall policies are validated, NSM

scans all the firewall rules under the policy and validates the rules.
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Figure 90: Firewall Validation Option

Figure 91 on page 480 shows the validation of firewall rules for errors when you disable

GUI validation in the preferences. If you do not disable this option, validation is triggered

and warning messages are displayed.

Figure 91: Firewall Error Validation Option

Figure 92 on page 481 shows the validation of firewall rules for warnings after firewall

policy is loaded and validated.
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Figure 92: Firewall Warnings Validation Option

NOTE: This feature is also supported on zone based firewall, rulebase, IDP
firewall, and exempt rulebase.

Global Firewall Policies (Central Policy Mode)

SRX Series devices running Junos OS Release 11.2 and later releases support global

firewall policies. You can create or delete a new global rulebase for security policies on

these devices. If a global policy is already present on a device, the policywill be imported

under the global rulebase. All addresses used in the global policy and in the zone-based

firewallwill beupdated to theglobal addressbook. If a global firewall policy is notpresent

on the device and the Use Global address book option is selected, addresses used in the

zone-based firewall will be sent to the global address book at the next update.

NOTE:

• You can create a global firewall policy without specifying From and To

zones.

• Policy name is mandatory for Global Firewall.

• When you enter duplicate policy name in global rulebase for Junos OS an
error is displayed.
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Type of Global Firewall Policy

Global firewall policies support IPv4, IPv6, andmixed rules.Theoptionsany-ipv4,any-ipv6,

andMixedRule are availablewhen you right-click on the source and destination columns

to add any-ipv4 and any-ipv6 addresses. Formore information about addingmixed rules

forSRXSeriesdevices see,“MixedRule for Zone-basedFirewall Policy andGlobal Firewall

Policies” on page 482.

A global firewall rule must contain the following elements:

• Source address— Address that initiates the traffic.

• Destination address—Address that receives the traffic.

• Service—Application-level protocol that the traffic uses to transmit data.

• Action—Action the device performs when it receives traffic that matches the source,

destination, and service specified in the rule.

• Install On—Device on which the firewall rule is installed. You can install the same rule

onmultiple devices.

Mixed Rule for Zone-based Firewall Policy and Global Firewall Policies

Themixed-rule option allows you to add IPv4 and IPv6 addresses to zone-based firewall

rules and the global firewall policy as a single rule. You can either add amixed rulebase

using the policy manager or promote the existing zone-based firewall rule as amixed

rule.

The default address option in a mixed rulebase is any. However, any-ipv4 and any-ipv6

addresses can be configured for a rule.

NOTE:

• The existence of two or more identical mixed rules under a policy displays
a validation error.

• Themixed-rule option is supported only on SRX Series devices.

Global Address Book Overview

In Junos OS Release 11.2 and later releases, the address book is moved from the zone

level to the device global level. This permits objects to be used across many zones and

avoids inefficient use of resources. The Network and Security Manger (NSM)manages

its address book at the global level, assigning objects to devices that are required to

createpolicies. Youcanenable theGlobaladdressBookoption for thecompatibledevices,

forNSMtopushaddressobjects used inpolicies to theglobal addressbookof thedevice.

NOTE: NSM imports addresses present in the global address book to NSM.
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Understanding Global Address Books

The global address book is supported in Junos OS Release 11.2 and later releases.

• An address book is not configured within a specific zone; therefore, one address book

can be associated with multiple zones.

• If a global address book is defined, you cannot create zone-based address books.

• By default, there is an address book, called global, associated with all zones.

• A zone can be attached to only one address book in addition to the global address

book, which contains all zones by default.

• Address name overlaps are possible between the global address book and custom

address book.

• NAT rules can use address objects only from the global address book. They cannot

use addresses from custom address books.

NOTE: Custom Address book is not supported in NSMCentral Policy Mode.

Nested Address Group Support

In Junos OS versions earlier than Release 11.2, nested address group were not supported

inNSM. Because of this, service groups inNSMwere flattened to an application setwhen

theywere pushed to a device. This caused inefficient of object resource usage. Beginning

in Junos OS Release 11.2, nested address groups (address set) are supported. In NSM

2012.2 Release NSM supports, child address groupmembers within a address group for

J Series and SRX Series devices. Nested address group support is present for the Zone

based address Books and Global Address book.

NOTE: NSM resolves the child address groupmembers to the parent group
when you perform a summarized delta configuration or device update for J
Series and SRX Series device for release lower than 11.2.

Nested Service Group Support for DMI Devices

In Junos OS versions earlier than Release 11.2, nested service group were not supported

inNSM. Because of this, service groups inNSMwere flattened to an application setwhen

they were pushed to a device. This caused inefficient object resource usage. Beginning

in Junos OS Release 11.2, nested service groups (application set) are supported in NSM

2012.2 Release. NSM now supports child service groupmembers within a service group

for an SRX Series device. With this enhancement, you can groupmultiple service group

and also use them in zone based and global rule bases.
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NOTE: NSM resolves the child service groupmembers to the parent group
whenyouperformsummarizeconfigurationdeltaorperformadeviceupdate
for J Series and SRX Series device for release lower than 11.2.

Services Offload Option on High-End SRX Series Devices in NSM

Theservices-offloadfeature isavailableonSRX3400,SRX3600,SRX5600,andSRX5800

Services Gateways in Junos OS Release 11.4R1 and later releases. NSM deletes the

configuration if services offload is enabled onSRXSeries for the branchdevices. Services

offload is available under Rule Options or when you right-click or double-click on a rule.

Available actions for a rule are permit, deny, reject.

NOTE:

• The services-offload option is available only if the rule has the action as
permit. If the action field is configured as deny or reject, thenNSMdisplays
the followingwarningmessage:ServiceOffload:OnlyPermit isallowedwhen

the Services-offloasd is Enabled.

VPN Links and Rules

The rules for your rule-based VPNs appear in the Zone rulebase.

• Use VPN Links for VPNs created in VPNManager—By default, VHeaPNManager

autogenerated rules are implicitly executed as the first rule in the Zone rulebase, even

though they do not appear. Because VPNManager autogenerates the access rules for

the VPN, you do not need to manually create them in the rulebase itself. However, to

specify the exact location of the autogenerated rules in your rulebase, you can add a

VPN link anywhere in the Zone rulebase.

• Use VPN Rules for VPNs createdmanually—If you did not use VPNManager to create

a rule-based VPN, youmust manually add the VPN rules to create the VPN tunnel.

You can place VPN rules anywhere in the Zone rulebase.

Because route-based VPNs are on always-on connection between two or more

termination points, you do not need VPN rules to create the routing-based VPN tunnel.

However, youmight want to create access rules to control the flow of traffic in a

routing-based VPN tunnel.

NOTE: VPN rules are not validated by rule validation. Only firewall rules are
validated by rule validation.

About Rule Groups

A rule group is a user-defined grouping of ruleswithin theZone rulebase. Combining rules

into a rule group can help you better manage rules. For example, youmight want to
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combine your VPN rules in a single rule group, or combine all rules that manage traffic

from a specific interface on the device.

You can add, edit, and delete rule groups; however, deleting a rule group also deletes all

rules within that group. You can create multiple rule groups (40,000 rules max in a

security policy). NSM supports one level of rule groups; you cannot create a rule group

within a rule group.

NOTE: Rule groups can be created for all Policy Manager rulebases except
global and APE rulebases.

For information about rule groups, see “Using Rule Groups” on page 562.

About theMulticast Rulebase

Bydefault, securitydevicesdonotpermitmulticast control traffic suchas IGMPorPIM-SM

messages. If you run IGMP proxy or PIM-SM on your network, youmust configure rules

in the Multicast rulebase to explicitly permit multicast control traffic between zones.

You can also configure multicast rules to translate multicast addresses. For example, to

translate a multicast group address in an internal zone to a different address on the

outgoing interface, specifyboth theoriginalmulticastaddressand the translatedmulticast

group address in a multicast rule.

When you create amulticast rule, youmust specify the following:

• Source zone—The zone fromwhich traffic initiates.

• Destination zone—The zone to which traffic is sent.

• Multicast group—Themulticast group or access list that specifies themulticast groups

for which you want the security device to permit multicast traffic.

Multicast rules control the flow of multicast control traffic only. To permit data traffic

(bothunicast andmulticast) topassbetween zones, youmust configure rules in a firewall

rulebase.

Tobegin configuringmulticast rules for yourmanageddevices, see “ConfiguringMulticast

Rules” on page 510.

About IDP Rulebases on ISG Family Devices

For IDP-capable security devices, such as the ISG Series gateways running ScreenOS

5.0–IDP and later, you can enable IDP in a zone or global firewall rule to direct permitted

traffic to the IDP rulebases. If you do not enable IDP in a firewall rule for a target device,

you can still configure rules in IDP rulebases, but you cannot apply the IDP rules when

you update the security policy on the target security devices.
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NOTE: If you configure a J Series router to bemanaged in central manager
mode and you select an IDP rulebase rule and specify an IP address for the
source and destination instead of “any,” the rule policy is not be pushed to
the router.

When configuring IDP in a firewall rule, consider the following:

• The firewall action must be permit. You cannot enable IDP for traffic that the security

device denies or rejects.

• Only traffic that is permitted by the firewall rule is passed to the IDP rulebases. The

security device does not forward denied traffic to IDP rulebases.

• You cannot configure deep inspection (DI) for the rule; when you install the IDP license

on an ISG2000 or ISG1000 device running ScreenOS 5.0–IDP and later, DI is

automatically disabled on the device.

NOTE: The Attack Profile Settings only apply to the DI feature on security
devices.

To enable IDP in a firewall rule, right-click in the Rule Options column for the zone or

global firewall rule and select DI Profile/Enable IDP. The DI Profile/Enable IDP dialog
box appears (by default, IDP is disabled). Select Enabled to enable IDP for traffic that
matches the firewall rule, then select the mode in which you want IDP to operate:

• In inlinemode, which is the default, IDP is directly in the path of traffic on your network

and can detect and block attacks. For example, you can deploy the device with

integrated Firewall/VPN/IDP capabilities between the Internet and an enterprise LAN,

WAN, or special zones such as DMZ. This is the default mode.

• In inline tapmode, IDP receivesacopyofapacketwhile theoriginalpacket is forwarded

on the network. IDP examines the copy of the packet and flags any potential problems.

IDP’s inspectionofpacketsdoesnotaffect the forwardingof thepacketon thenetwork.

About IDP Rulebases on Standalone IDP Sensors

Standalone IDPSensors only support IDP-specific rulebases—not firewall rulebases. You

do not need to direct traffic to the IDP rulebases; all traffic passing through a standalone

IDP Sensor is automatically examined for IDP-related issues.

Youmust configure the Sensor directly to operate in inline or sensor mode. Refer to the

IDP Installer’s Guide for configuration procedures.

• In inlinemode, a Sensor is directly in the path of traffic on your network and can detect

and block attacks. For example, you can deploy the Sensor between the Internet and

an enterprise LAN, WAN, or special zones such as DMZ.

• In sensor mode, a Sensor receives a copy of a packet while the original packet is

forwarded on the network. The Sensor examines the copy of the packet and flags any

Copyright © 2019, Juniper Networks, Inc.486

Network and Security Manager Administration Guide



potential problems. The Sensor’s inspection of packets does not affect the forwarding

of the packet on the network.

Enabling IPSec Null Encryption for IDP Inspection

In NSM release 2007.3 and later, you can enable or disable de-capsulation of IPSec

packets with null encryption. This feature applies to ISG devices with IDP functionality

running ScreenOS 6.1 and later..

To enable IPSec null encryption for IDP inspection:

1. In the NSMmain navigation tree, click DeviceManager > Devices.

2. Select an ISG device with IDP functionality running ScreenOS 6.1 or later, and click

the Edit icon. The Devices dialog box appears.

3. Click Security > IDP SMSettings.

4. Click the Run-time Parameters tab.

5. Enable IPSecnull encryptionbyselecting theEnable IPSecESP-NULLdecapsulation
support check box, and then clickOK.

Managing Security Policies

After you have created a security policy, you can:

• Modify individual rules in each rulebase, such as changing rule order (determine the

order that rules are applied to network traffic by placing the rules in the desired

sequential order), disablinga rule, negating sourceordestinationaddresses (ScreenOS

5.x devices only), and so on.

• Validate a security policy before installing it on your managed devices.

• Mergemultiple securitypolicies intoasinglepolicy for easiermanagement. For example,

after importing (or re-importing) devices into the management system, youmight

want to merge their imported policies into a single policy for all devices.

• Export the policy to an HTML file.

For informationaboutmanagingyour securitypolicies, see “ManagingRulesandPolicies”

on page 558.

Creating a Security Policy

When creating a security policy, consider the following:

• Objects—Before creating a security policy, you should first use Object Manager to

createobjects representingyournetworkcomponents, customservices, customattack

objects, and so on. You use these objects when configuring rules within the policy.

If you are running an IDP-enabled device, you can use the profiler tomonitor the traffic

of interest on your network.
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• Pre-Existing Policies—When creating a new policy, you can use an existing policy as a

template. NSM comes with a collection of predefined IDP policies that you can use, or

you can use a policy that was created earlier by your organization.

• Rulebases—When you initially create a security policy, only the Firewall rulebase and

possibly the IDP rulebase appear by default. To create a rule in other rulebases, you

must manually add those rulebases to the policy.

The following sections detail these options.

Configuring Objects for Rules

Objects are reusable logical entities that represent specific settings, configurations, or

external pieces of hardware. You can reuse objects in multiple areas in the NSMGUI.

Within rules, you use objects to define the source, destination, and service, as well as to

specify settings for rule options, such asWeb Filtering or attack protection.

For someobject types, suchas servicesand IDPattackobjects,NSMcontainsadatabase

ofpredefinedobjects. If thepredefinedobjectsdonotmeet yournetworking requirements,

you can create custom objects and add them to the object database. For other object

types, such as address objects, DI profiles, and Global MIPS, no predefined objects exist;

before you can use one of these objects in a rule, youmust create the object in Object

Manager.

Applying the SameObject toMultiple Rules

You can apply the same object (column value) to a selection of policy rules. Rule groups

must be in an expanded state to apply the same object to the rules of a rule group.

Columns that disallow duplicate values, such as the rule ID and No. columns cannot be

used to apply the same object to a selection of rules.

NOTE: Youcannotapply thesameobject toaselectionof rules forPredefined
policies, VPN rules, or Central rules on a Regional Server regular policy.

To apply the same object to a selection of policy rules:

1. Select all the rules to which the column value will be applied:

• To select all the rules in a rulebase, click on any rule in the rulebase and press Ctrl
+ a.

• To select a contiguous range of rules in a rulebase, press Shift + Ctrl and select the
rules.

• To select a noncontiguous range of rules in a rulebase, press Ctrl and select the
rules.

2. Right-click on the column value of the rule that you want to apply to the selected

rules and select Apply value to selected rules from themenu.

The selected column value is applied to all selected rules.
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NOTE: After youselect the rules, a right-clickonanycolumnvaluedisplays
themenu “Apply Value to selected rules,” and no other menu options are
available for the selected column value.

Naming ofAddressObjects in aSecurity Policy ThatReferencesDevicesRunning
ScreenOS or Junos OS

Device updates might fail when a policy that references address objects for ScreenOS

devices is assigned to a J Series device or an SRX Series device because the address

object naming conventions in JunosOSaremore restrictive than thenaming conventions

in ScreenOS . For devices running Junos OS, the address object namemust be a string

that begins with a letter and consists of letters, numbers, dashes, and underscores. For

devices running ScreenOS, the address object name can include numbers, characters,

and symbols. To ensure that a device running Junos OS can use the address objects

referenced by the security policy that is assigned to the device, all address objects in that

policymust follow the address object naming conventions for JunosOS. If the policy that

isassigned toadevice running JunosOScontainspreexistingaddressobjects forScreenOS

devices, these address objects must be renamed to follow the address object naming

conventions for Junos OS.

Using the Policy Filter Tool

NSMprovidesaPolicy Filter tool to filter policy rules-basedononeormore filter conditions

specified for rule attributes. One filter can contain several filter conditions for different

attributes. The filter only applies to the current selected rulebase. The filter results are

displayed in the same rulebase. Rules that do not match filter conditions are hidden. In

the firewall rulebase, only open rule groups are filtered. When a filter is set and a closed

rule group is expanded, only rules that match the filter will be displayed in the group. For

information about using the Policy Filter tool, refer to the NSMOnline Help.

Filtering the Comment Field

You can use filters for the comments field of your policy. By default, search finds an exact

match unless used with a regular expression.

For example, you have two rules with the following two comments: test1 and

juniper,\ntest1. If you want to find all the rules that have test1 in the comments field, you

must use a regular expression. If you do not use the regular expression checkbox, the

search returns rules with comment test1 only.

If youwant to find all rules that endwith the string test1, you can use one of the following

regular expressions:

• .*test1|.*\ntest1

• (.*|.*\n)test1
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Using a Predefined IDP Policy

When you create a new IDP security policy, you can select from the following predefined

policies or use the Policy CreationWizard, as described in the next section.

NOTE: IDP predefined policies are empty after an attack update. Relaunch
the GUI to reinstate the policies.

For the standalone IDPSensor and ISGwith IDPdevices, thesepoliciesareagoodstarting

point for many common usage scenarios.

NSM includes the following security policy templates:

• all_with_logging—Includes all attack objects and enables packet logging for all rules.

• all_without_logging—Includes all attack objects but does not enable packet logging.

• dmz_services—Protects a typical DMZ environment.

• dns_server—Protects DNS services.

• file_server—Protects file sharing services, such as SMB, NFS, FTP, and others.

• getting_started—Contains very open rules. Useful in controlled lab environments, but

should not be deployed on heavy traffic live networks.

• idp_default—Contains a good blend of security and performance.

• Recommended—Containsonly theattackobjects taggedas “recommended”by Juniper
Networks security team. All rules have their Actions column set to take the

recommended action for each attack object. By default, this policy is loaded onto all

new IDP Sensors when they are added to NSMwith the Add DeviceWizard.

• web_server—Protects HTTP servers from remote attacks.

Each security policy template contains rules that use the default actions associatedwith

the attack object severity and protocol groups. You should customize these templates

towork on your network by selecting your own address objects as the Destination IP and

choosing IDP actions that reflect your security needs.

Using the Policy CreationWizard

This wizard guides you through the policy creation process. Use thewizard to specify the

type of device the policy is for and the level of security you want. You can create a policy

containing a zone-based firewall rulebase with one any-any-deny rule and/or an IDP

rulebase. All other rulebases are optional and can be added to the policy based on need

and access control permissions.

If you are logged in as an IDP Administrator, firewall-only rulebases are not available.

The Policy Creation wizard lets you select policies for the following devices:

• Firewall/VPN—Select this option to create a new policy containing a zone-based

firewall rulebase with one any-any-deny rule. This option has only one set.
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• StandAlone IDP—Select this option to create anewpolicy containing the IDP rulebase.

• Integrated Security Gateways/Security Routers—Select this option to create a new

policy containinga zone-based firewall rulebasewith oneany-any-permit IDPenabled

rule as well as the IDP rulebase.

NOTE: If you do not have appropriate access-control permission and you
attempt to create apolicy, thewizard returns anerrormessage stating that
you do not have access to create rulebases.

In this example, you create a standalone IDP security policy that logs all levels of attack

(Critical, Major, Minor, Warning, and Info) but drops connections only for critical and

major attacks.

1. Click Policies, then go to the Filemenu and selectNewPolicy.

2. Give the policy a name and add comments (optional), then clickNext.

3. SelectCreateNewPolicy for (the default selection). Uncheck Firewall/VPNDevices
and check Stand Alone IDP Devices, then clickNext.

4. Select Configure IDP Policy, then clickNext.

5. Check the boxes and select Enable Logging for all attack levels. Select Drop
Connection for critical andmajor attacks. ClickNext twice to continue.

6. Select the device to which you want to assign this policy, then clickNext.

7. Click Finish.

Adding Rulebases

Security policies start with a minimum of rules and rulebases. You can add additional

rules to the rulebases as needed.

To add a rulebase:

1. In the main navigation tree, select Policies, then double-click the policy name in the
Security Policies window.

2. Click the Add icon in the upper right corner of the Policy window and select Add
<name> Rulebase. The rulebase tab appears.

3. Configure a rule in the rulebase by clicking the Add icon on the left side of the Security

Policy window. A default rule appears.

4. Add a new rulebase by clicking the Add icon in the upper right corner of the Security

Policy window, then select the rulebase you want to add from themenu. You cannot

add a rulebasemore than once, so only rulebases that are not already in the policy

are displayed.

The following sections explain how to configure rules in each rulebase.
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Configuring Firewall Rules

The firewall rulebases enable you to create zone and global firewall rules that control

the flow of traffic on your network. You can configure the following settings for a firewall

rule:

• Defining Match for Firewall Rules on page 492

• Defining Actions for Firewall Rules on page 496

• Selecting Devices for Firewall Rules on page 497

• Configuring Firewall Rule Options on page 498

• Comments for Firewall Rules on page 510

For each rule, youmust configure the rule parameters for the Match columns. The

remaining columns are optional; however, the more specific you can be in defining rule

parameters in eachcolumn, themoreefficient your securitypolicy canbewhenprotecting

your network.

DefiningMatch for Firewall Rules

A firewall rulebase controls traffic flow on your network, from one network component

to another network component. To do this, the firewall must know the path that the

traffic takes to reach its destination and the service the traffic uses to get there.

When creating your firewall rules, youmust specify the areas in your network that the

traffic passes through. These areas include the network components that originate and

receive the traffic, and the firewall zones the traffic passes through. For firewall rules:

• The Destination Address, Source Address, Service, and Action are required for all rules

in the Zone and Global rulebases.

• The To Zone, From Zone, and service are required for rules in the Zone rulebase.

You can create IPv6 rules with specific IPv6 source and destination addresses using the

Select Address Dialog box. In this dialog box, you can populate hosts, networks, group

addresses and polymorphic objects based on the context of the IP version selected. The

policy filter is also enabled to support IPv6 addresses.

The following sections detail the Match columns of a firewall rule.

Configuring Source and Destination Zones for Firewall Rules

In the Zone rulebase, you create firewall rules to enable traffic to flow between zones

(interzone) or between two interfaces bound to the same zone (intrazone). Youmust

create zones on your device before you can create a rule for that device. In a single rule:

• Youmust select a single zone for the source zone and a single zone for the destination

zone. These zones must be available on the devices covered by your policies

• You can also select multiple zone exceptions for both source and destination zones.

A zone exception includes a specific zone and the device that contains that zone.
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• You cannot create a rule that controls traffic between zones shared by vsys devices

or by devices in an NSRP configuration.

In addition to the security zone, you can now also configure the self zone as the source

zone in the security policy for all non-vsys devices running ScreenOS 6.2 and later. If you

choose "self" as the source zone, then youmust also configure the source address as

"any". The system validates devices on which security policies with source zone "self"

areconfigured.Avalidationerror is generated fordevices runningversionsbelowScreenOS

6.2.

The Global rulebase does not contain source and destination zone columns. Because

global rules permit or deny traffic flow between all zones on a device, both the source

and destination zones are global and are not displayed.

NOTE: You canalso configure “shared zones.” TheNSMPolicyManager uses
shared objects, also known as “polymorphic objects,” including zones to
define various components of a policy rule. For more information, see
“Central Manager” on page 675.

Adding a Zone Group Object to the Firewall Policy

To add a zone group object to a firewall policy:

1. In the navigation tree, select Policy Manager > Policies.

2. Select the policy. The policy details appear in the main display area.

3. Right-click From Zone and click Select Zone. The Select Zone or Zone Group dialog
box appears.

4. Do one of the following:

• If the Select Zone Object drop-down list is displayed, select the zone group object
from this drop-down list.

• If the Select Zone Object drop-down list is not displayed, clear theUse in Device
Zone check box.

TheUse Zone Group check box appears. Select this check box and select a zone
group object from the Select Zone Object drop-down list. If no zone group is
available, you need to create a zone group object using the Add icon in the Select

Zone or Zone Group dialog box.

5. ClickOK.

6. Right-click To Zone and click Select Zone. The Select Zone or Zone Group dialog box
appears.

7. Repeat Step 4 and Step 5.

TIP: When a policy includes a zone group object, make sure:
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• The policy ID value is greater than 750000 and less than 998499.
Otherwise, NSM displays a validation error.

Whenyouaddazonegroupobject toapolicy, youhave tomanually change
the policy ID to be within this range.

• The zone group object contains at least one zone that is within the device
to which the policy will be applied. Otherwise, the device update will fail.
Only policies with zones that are relevant to a device are pushed during a
device update.

Configuring Source and Destination Addresses for Firewall Rules

You create firewall rules to enable traffic to flow between two network components. In

theNSMsystem,addressobjectsareused to represent thecomponentsonyournetwork:

hosts, networks, and servers. When you add the address object to the rule, you are

assigning it to a security zone on your security device.

You can add predefined address objects for the network components that originate and

receive the traffic, or configure themas youcreatea firewall rule to control traffic between

those components:

• To configure an address object as you are configuring the Source and Destination

components of a rule, right-click in the Source or Destination column of a rule and

select Add Address. Next, click the Add icon at the top of the New Source Addresses

or New Destination Addresses dialog box and configure the desired address object.

• You can add an entire address group or select an individual address object fromwithin

the group.

TIP: When a Policy Manager tree table view includes an address group or
service group, you can view the object (leaf member) count for the group
by hovering over the group with themouse. This feature is also supported
for polymorphic objects in the address or service object category.

You can also negate all address objects in the source or destination columns of a rule.

When the source or destination is negated, NSM considers all address objects defined

for the current domain except the negated objects as part of the source or destination

for that rule. To negate the source or destination, youmust have previously added one

or more address objects to the source or destination column of a rule.

You can add global MIP and VIP objects as the source or destination address in a rule;

however:

• When installing the ruleondevices runningScreenOS5.0and later, youcanaddmultiple

MIPs.

• When installing the ruleondevices runningScreenOS5.3and later, youcanaddmultiple

MIPs and VIPs.

Copyright © 2019, Juniper Networks, Inc.494

Network and Security Manager Administration Guide



• When installing the rule on devices running ScreenOS 5.0 and later, you can add a

single MIP object per rule. To usemultiple MIP objects for these devices, youmust use

a separate rule for each global MIP object.

If you selectmultipleMIP or VIP objects in the source or destination column of a rule that

includesdevices runningnon-ScreenOS5.3and later in the InstallOncolumn, a validation

message appears, indicating that those devices do not support multiple MIPs or VIPs

within a single rule.

To control incoming Internet traffic to your trusted network, set the FromZone toUntrust

and the To Zone to Trust. Set the source address as any and the destination to the
address object that represents your trusted network.

To create a broader rule that controls traffic betweenmultiple network components,

create address object groups and use them in your firewall rules as you would other

address objects. However, because security devices running ScreenOS 5.0 and later

apply firewall rules to each address object separately, using address object groups can

quickly decrease the number of available internal logical rules. If youmust use address

groups for both the source and destination, ensure that these groups are as small and

as specific as possible.

To control traffic from your Marketing servers to your Engineering Servers, set the To

Zone to Engineering and the From Zone to Marketing. Set the source address as the

addressgroupobject that represents yourMarketing servers, and thedestinationaddress

to the address group object that represents your Engineering servers.

Themore specific you are in defining the source anddestination address in a firewall rule,

the better your firewall performance will be.

To permit incoming traffic to your Engineering department network from any network

except the Sales network, set the From Zone to Untrust and the From Zone to Trust. Set

the source address group as the address group that represents Outside Sales network,

and the destination address to the address group the represents your Engineering server

network. Finally, right-click inside the source address column for the rule and select

Negate.

Support for Any-IPv6 as a Source Address

With NSM support for any IPv6, you can now configure ISG devices running ScreenOS

6.2–IDP and later, and devices running Junos 10.2 and later to inspect data containing

IPv6 addresses. The keyword "Any-IPv6" has been added to the IDPand firewall policies.

In the context of source and destination addresses, the previous keyword "Any" will be

treated as "Any-IPv4" on the device. You can continue to configure policies for IPv4

addresses.

To enable IPv6 functionality, you should set the environment variable IPv6 on the device

to "yes" and then reboot the device. SinceNSMdoes notmanage environment variables,

you cannot set this in NSM.

TheAny-IPv6 functionality is supported on ISG family devices running ScreenOS6.2-IDP

and laterversions, and devices running Junos 10.2 and later versions.
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Configuring Services for Firewall Rules

Services are application layer protocols that define how data is structured as it travels

across thenetwork. InNSM, serviceobjects represent theservices runningonyournetwork.

In a firewall rule, you specify which services are supported by the destination address

object.

NOTE: All services rely on a transport layer protocol to transmit data. NSM
includesservices thatuseTCP,UDP,RPC,and ICMPtransport layerprotocols.

NSM comes with several service objects based on industry-standard services already

created for you. You use these predefined service objects in firewall rules to specify the

services that traffic can use to traverse your network.

TIP: When a Policy Manager tree table view includes an address group or
service group, you can view the object (leaf member) count for the group by
hovering over the group with themouse. This feature is also supported for
polymorphic objects in the address or service object category.

To control FTP traffic from the Engineering Server in the trust zone to the corporateWeb

Server in the DMZ zone, select the FTP, HTTP, IMCP ANY, and TELNET service objects.

You can create your own service objects to use in rules using the Object Editor, such as

service objects for protocols that use nonstandard ports.

If you use a nonstandard port (8080) for your HTTP services, create an HTTP service

object on port 8080. Add this service object to your firewall rule. NSM uses the specified

service object, HTTP on port 8080, and considers all connections to TCP/8080 to be

HTTP connections.

If the service of the network traffic matches a service selected in the rule, the firewall

performs the action.

NOTE: For firewall rules installed on a ScreenOS 5.x device, if you use a
custom service to relocate an application to a nonstandard port, youmust
also enable the Application option in the Rule Options >Miscellaneous >
ScreenOS 5.x devices. For details, see “ScreenOS 5.x and Later Options” on
page 503.

Defining Actions for Firewall Rules

Youcan specify theaction that your security deviceperformsagainst traffic thatmatches

the zones, addressobjects, andservices specified in the firewall rule. Youcansetdifferent

actions for each rule:
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• Permit—Themanaged device permits the traffic to pass through the firewall to its

destination address.

• Deny—Themanaged device does not permit the traffic to pass through the firewall

and drops all associated packets. No notification is returned to the sender.

• Reject—Themanaged device does not permit the traffic to pass through the firewall

and drops all associated packets. For TCP and UDP packets, the device returns a

notification message to the packet sender:

• When the device drops a TCP packet, it returns a TCP RST packet to the sender.

• When the device drops a UDP packet, it returns an ICMP port unreachable error to

the sender.

For non-TCP and non-UDP packets, no notification is returned to the sender.

When you permit traffic, you can also:

• Use logging to monitor suspicious or abnormal uses of permitted traffic (such as

excessiveWeb surfing).

• Use Antivirus to detect viruses in permitted traffic.

• UseWeb Profiles to detect and prevent access to malicious or undesirable URLs.

• Use DI Profiles to detect and prevent attacks in permitted traffic.

For J Series and SRX Series devices, you can also use the NSMGUI to enable or disable

DI IDP and Application Services. To use this feature:

1. Select a zone based firewall policy and right-click on the Rule Options column.

2. When theDI/Enable IDP/ApplSrvcsdialogboxappears, select theapplicableoptions.

• Attack Profile Settings — Select an option.

• IDP Option — Keep the Enabled setting or select Disabled.

• Enabled — Keep Inline or select Inline Tap.

• Application Services — Keep None, select Redirect WX, or select Reverse Redirect

WX.

3. ClickOK to save your settings.

The new settings (for example, “RWX”) appear next to the Rule Option entry.

Selecting Devices for Firewall Rules

In the install on column, select the devices that receive and use this rule. You can select

multiple security devices on which to install the firewall rule. After you have created the

security policy and assigned it to a device, NSM installs the rule only on the devices

specified in the Install Column of the rule, enabling you to use a single security policy for

multiple security devices.
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To see the exact rules that are applied to a specific device, in Device Manager, right-click

a device and select Policy > View Pending Device Policy.

NOTE: If a device specified in the Install column does not support a specific
rule option configured for the rule, you can still install the security policy on
the device, but the rule option is not enabled for that device. Additionally,
duringpolicy validation, awarningappears for eachunsupported rule option.
For details, see “Validating Security Policies” on page 554.

Configuring Firewall Rule Options

Rule options enable you to configure additional protection mechanisms and other

miscellaneous features. You can configure the following rule options:

• Enabling NAT on page 498

• Enabling GTP for Firewall Rules on page 499

• Configuring Traffic Shaping in a Security Policy on page 499

• Enabling Logging and Counting for Firewall Rules on page 501

• Miscellaneous on page 502

• ID on page 503

• ConfiguringWeb Filtering for Firewall Rules on page 504

• Configuring Authentication for Firewall Rules on page 505

• Configuring Antivirus for Firewall Rules on page 506

• Configuring a DI Profile/Enable IDP for Firewall Rules on page 507

• Configuring the Session Close Notification Rule on page 509

To quickly configure all rule options, right-click the Rule Options column and select
Configure All Options. The Configure Options dialog box appears; select the option tab
you want to configure for the rule.

Enabling NAT

You can configure a policy-based network address translation (NAT) for a firewall rule.

NATenables the security device to translate the IPaddressof incomingor outgoing traffic

so that the packets are routeable on the network.

Edit Source NAT

You can configure the security device to translate the source IP address:

• To translate the source IP address using a predefined range of IP addresses, select

NAT and choose aDynamic IP pool (DIP) object. For eachmatching packet, the device
translates the original source address into a IP address selected from the DIP pool.

• To translate the source IP address using the IP address of the outgoing interface on

the security device, selectUse Interface.
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Edit Destination NAT

You can configure security devices running ScreenOS 5.x and later, to translate the

destination IP address. Enable Destination NAT and enter the destination IP address you

want to translate to.

Other destination NAT options include:

• Destination Port—Your security devices can perform one-to-one destination NAT

without changing thedestinationport numbers. However, you can configure thedevice

to map the original destination port number in the segment header to another port

number.

• To enable destination port translation, select Destination Port and enter the port
number you want to translate to.

• To use the original destination port number, leave the default of None.

• Upper IP Address—Your device can also translate the destination IP address to a range

of IP addresses. Select theUpper IP Address and enter the upper IP address. The
device uses an address shifting mechanism tomaintain the relationships among the

original range of destination addresses after translating them to the new range of

addresses.

Using the Device Manager, you can also implement NAT on any device interface in any

zoneexceptUntrust. Fordetails, seeNSMOnlineHelp “ConfiguringFirewall/VPNDevices”.

For J Series devices, you can configure a NAT for a policy rule as one of the following:

• An interface

• A pool of a specific device interface

• APoolSet defined under the “source NAT” setting for a device (collection of IP ranges)

You cannot configure NAT settings for SRX Series gateways using Policy Manager. NAT

settingsmust be configured in the device for SRXSeries gateways. However, if the device

ismanaged in centralmanagementmode, youcan right-click thedeviceandselectPolicy
> View Pending Device Policy to view all security policies that include NAT settings.

Enabling GTP for Firewall Rules

You can use a GTP object in a firewall rule to control how your security devices handle

GPRS traffic. To add aGTPobject, youmust have already configured the object inObject

Manager.

Configuring Traffic Shaping in a Security Policy

Traffic shaping enables you to control the amount of bandwidth that is available to the

matching network traffic in a rule. You can also define a priority that defines how the

security device handles thematching network traffic that exceeds the definedmaximum

bandwidth. For security devices running ScreenOS 5.3 and later, you can also manage

the flowof traffic through the security deviceby limitingbandwidthat thepoint of ingress.
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You can configure the following traffic shaping parameters:

• Traffic Shaping Mode—The traffic shaping mode is automatically determined by the

security device, but you can set it to on or off.

• Bandwidth—Youcancontrol theamountofbandwidth that is available to thematching

network traffic. When traffic shaping is enabled, you can configure the minimum, or

guaranteed bandwidth allowed, by setting the number of kilobits per second (Kbps)

using the Guaranteed Bandwidth field. This setting guarantees that this minimum

amountof throughput isallowed topass through thesecuritydevice. Inasimilarmanner,

you can set the maximum bandwidth allowed using the Maximum Bandwidth field.

For matching traffic that falls between the guaranteed andmaximum settings, the

security device passes traffic based on the priority setting.

NOTE: We recommend that you set themaximum bandwidth to greater
than 10 Kbps.When the bandwidth is set to less than 10 Kbps, the security
devicemight drop packets or the source addressmight attempt to resend
the traffic repeatedly.

For security devices running ScreenOS 5.3 and later, you can also manage the flow of

traffic through the security device by limiting bandwidth at the point of ingress. To

configure the maximum amount of traffic allowed at the interface ingress, you need

to first enable Use Policing Bandwidth, and then set the number of Kbps using the

Policing Bandwidth field. This setting allows you to manage themaximum amount of

traffic allowed to pass through the ingress interface.

• Priority—You can set a priority for each firewall rule in your security policy. Your security

device passes permitted traffic according to the priority level specified in thematching

rule. The higher the priority level of the rule, the faster thematching traffic for that rule

passes. You can configure the mappings of eight priority levels to the first three bits in

the DiffServ field or to the IP precedence field in the ToS byte in the IP packet header.

By default, the highest priority (priority 0) on the security device maps to 111 in the IP

precedence field. The lowest priority (priority 7) maps to 000 in the IP precedence

field.

• DSCP Class Selector—NSM uses the Differentiated Services Code Point (DSCP)

mechanism to set priority levels. Using DSCP, you canmark traffic at a position within

a hierarchy of priority. You canmap eight priority levels to the DiffServ system: Priority

0 is the highest priority, and priority 7 is the lowest priority. Each priority level maps to

a specific set of bits in the DiffServ field or the IP precedence field in the ToS byte of

the IP packet header. The class selector controls the number of bits affected in the

DiffServ field. By default, the priority levels affect only the first three bits in the eight

bit DiffServ field. The remaining bits are untouched, but can be altered by an upstream

router, which might change the IP priority preference.

When the DSCP class selector is enabled, the class selector zeroes the remaining five

bits in the DiffServ field, which prevents upstream routers from altering priority levels.
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• DiffServ code point Group Marking—Enable this option by selecting the DiffServ code

point Group Marking check box.

• DSCP Group—Click Add, Edit, or Delete to create or modify a DSCP group.

For information about changing the default mappings between priority levels and the

DiffServ system, see the Network and Security Manager Configuring ScreenOS and IDP

Devices Guide.

NOTE: You can only apply traffic shaping to rules whose destination zone
has a single interface bound to it. Security zones that contain sub interfaces
or that contain more than one physical interface do not support traffic
shaping.

Formore information about Traffic Shaping, refer to theConcepts&ExamplesScreenOS

Reference Guide.

Enabling Logging and Counting for Firewall Rules

Agood security policy generates enough log entries to fully document only the important

security events on your network. However, if you need to keep a record of all log entries

for archiving and accountability, you can design your rule to log every security event. For

critical events, youmight even want to be notified immediately by e-mail or set an alert

to appear in the log entry.

Log entries appear in real-time in the LogViewer and are also used in the Log Investigator

for cross-tabulation of security events. Your goal is to fine-tune the notifications in your

security policy to your individual security needs.

Configuring Logging and Alerts

To loganevent for a rule, enable logging. Each timeyour security devicematchesnetwork

traffic to the rule, the device creates a traffic log entry that describes that event andNSM

displays the traffic log entry in the Log Viewer. You can enable logging when a session is

initialized, closed or both on a security device.

Dependingonyour security needs, youmightwantNSMtoprovideadditional notification

when a rule is matched, such as an alert in the log entry. An alert is a notification icon

that appears in a log entry in the Log Viewer. When you enable alerts in your firewall rule

and traffic matches that rule, the device generates a traffic log entry that includes an

alert. Alerts can help you quickly identify specific network traffic, such as critical severity

attacks.

Youmust enable logging before you can enable alerts.

Configuring Counting and Alarms

Countingandalarmswork together tohelpyou track theamountof traffic that ismatching

your firewall rule. Counting enables the device to count the number of bytes in network

traffic thatmatches the firewall rule.Using this data, thedevice can thengeneratealarms

that notify you when thematching network traffic falls outside your predefined byte

range.
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Tosetanalarm, enablecountingandspecify theminimumandmaximumbyte thresholds

for matching network traffic. You can specify a predefined number of bytes per second,

number of Kilobytes perminute, or both. Each time your security device detects network

traffic that exceeds the alarm threshold in the rule, the device generates an alarm log

entry for that describes that event and displays it in the Log Viewer.

Youmust enable counting before you can enable alarms. Although you can enable

counting without also enabling alarms, NSM does not use the counting data except to

trigger alarms. If you do not intend to use alarms, you should leave counting disabled.

Additionally, because counting can impact performance during heavy traffic periods, you

should enable counting and alarms only for firewall rules that detect important activity.

Configuring Log Actions

Use the Log Actions tab that appears when you select Log/Count in the Rule Options

column toconfigure the followingactions tooccurwhena log is generated fromaspecific

rule:

• Sending SNMP Trap—Selecting this option directs the system to output logs to an

SNMP server in SNMP format.

• Sending Syslog Messages—Selecting this option directs the system to output logs to

a syslog server in syslog format.

• Writing CSV files—Selecting this option and specifying a filename directs the system

to output logs using in CSV format.

• Writing XML Files—Selecting this option and specifying a filename directs the system

to output logs using XML.

• Sending Email—Selecting this option directs the system to output logs to an e-mail

address inSMTPformat.Youmustspecify the recipiente-mail address(es) that receives

the exported log records.

• RunningScripts—Selecting this optiondirects the systemtoexecuteascript and report

output status. Youmust specify the script that receives theexported log records (script

must be located in the /usr/netscreen/DevSvr/var/scripts/global directory). In the

event that the script fails, you can also configure the system to retry or skip running

the script again.

You can configure log actions to occur for all rulebases, such as the IDP or Backdoor

rulebases, that include logging options.

You can configure parameters for forwarding logs to SNMP, Syslog, Email, CSV and XML

in the Action Parameters node of the Action Manager.

Miscellaneous

The following sections detail the Miscellaneous rule options.

Schedule

Tocontrol the timeperiod that your security deviceapplies the rule to your network traffic,

you candefine a schedule for the rule. If youdefine a schedule, the security device applies

Copyright © 2019, Juniper Networks, Inc.502

Network and Security Manager Administration Guide



the rule to your network traffic only during the time period specified in the schedule; if

you do not specify a schedule, the rule is always applied to your network traffic.

InNSM, schedules are representedby schedule objects. Before you candefine a schedule

for a rule, youmust create a schedule object that describes a time period. The schedule

object defines the start time and date, end time and date, and frequency (recurring or

one-time) of the time period.

You can use schedules to control the flow of network traffic at a time-sensitive level,

and also enhance your network security.

To prevent employees fromdownloading large files during business hours, set the service

object to FTP, the Action to deny, and configure traffic shaping to limit bandwidth. Using

the Object Manager, create a schedule object called Business Day that describes the

timeperiodof9:00AMto7:00PM,M-F, recurringweekly. Right-click the schedule column

in the rule and select the Business Day schedule object.

HA Session Backup

NetScreen-5XT and NetScreen-5GT security devices can disable active firewall rules

that permit traffic if the session switches over to the modem link. This feature is ON by

default.

ScreenOS 5.x and Later Options

For security devices running ScreenOS 5.x and later, you can configure additional rule

options.

• Application—Youcan configure the security device to handle the service for the firewall

rule as a known Layer 4 protocol service. If you are using application relocation (using

a nonstandard port to handle an application service), enable this option to ensure that

the security device correctly checks traffic.

ID

The rule ID is a number that uniquely identifies a rule within the rulebase and security

policy. After you install a rule as part of a security policy on a security device, you can

view that rule by logging in locally to the device with theWebUI or CLI where the rule

appears as an individual policy. The individual policy on the device has the same ID as

the rule in the management system, which helps you keep track of which rules are on

which devices.

You can configure a rule ID for any zone-based firewall rule or VPN rule:

• For new rules, NSM automatically assigns a unique ID to that rule. You can change this

ID, if desired, or leave the ID number.

• For rules that are already installed on a device, NSM has already created a unique ID

for the rule. You can change this predefined ID if desired, to an ID number, or leave the

ID set to “none” , which preserves the autogenerated ID number.
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NOTE: When the ID is set to “none”, NSM uses a hashing algorithm on the
source zone, destination zone, source address, destination address, and
service fields for the rule to generate a unique ID.

• For VPN rules that are automatically created by VPNManager, NSM creates a unique

ID for each VPN rule. You can change this predefined ID, if desired, to a ID number, or

leave the predefined ID set to “ none”, which preserves the autogenerated ID number.

When you copy and paste a rule within a rulebase, NSM automatically creates a new

unique ID for the pasted rule.

You are not required to set a ID for a rule.

NOTE: The NSMGUI ID column now accepts alphabetic as well as numeric
IDs.

ConfiguringWeb Filtering for Firewall Rules

After youcreateaWebFilteringprofileandyouhaveenabledWebFilteringonyourdevice,

you need to bind it to your firewall rule. You need to select one of the following options:

• Web Filtering Through SurfControl SCFP/WebSense (Redirect)—With this option, the

security devices sends the firstHTTP request inaTCPconnection toeither aWebsense

server or a SurfControl server, enabling you to block or permit access to different web

sites based on their URLs, domain names, and IP addresses.

• Web Filtering Through SurfControl CPA (Integrated)—With this option you permit or

block access to a requestedwebsite by binding the default ns-profile or customprofile

you created to a firewall rule.

When a profile is bound to the firewall rule, the security device matches the URL in the

incoming HTTP request to the categories in the profile in the following sequence:

• Black List

• White List

• Custom URL Lists

• PredefinedWeb categories

If no custom profile is bound to the firewall rule, the security device uses the default

profile ns-profile. If the security device does not find the category of the requested URL,

then it performs the default action, to permit access to the URL (unless otherwise

configured).

In this example, you will bind the predefinedWeb Filtering profile to a firewall rule.
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1. Click Policies in the navigation tree. Select the device you want to bind to theWeb
filter profile.

2. In the Zone based Firewall Rules main display area, right-click under Rule Options. A

pull-downmenu appears.

3. SelectWeb Filtering.

4. In the Edit Web filter dialog box, click Enable.

5. SelectWeb Filtering Through SurfControl CPA (Integrated). The Select SC-CPA
Profile box appears.

6. Select the profile ns_profile to bind to the firewall rule.

NOTE: You can only bind oneWeb Filtering profile to a firewall rule.

7. ClickOK.

Configuring Authentication for Firewall Rules

You can authenticate the identity of the userwho is generating the network traffic.When

you enable authentication in the rule, the user must authenticate future network traffic

by supplying a user name and password in an initial, separate HTTP, FTP, or Telnet

connection. If theuser fails toauthenticateusingoneof theseservicesorprovides incorrect

credentials, the authentication requirement for the rule is notmet and the network traffic

is denied. (Typically, when you enable authentication, you also use the permit action.)

NOTE: Youcannot enable authentication for a rule that includes theDNS/53
service object.

Configuring Authentication

Authentication enables you to control which RAS users can connect to the protected

network and how they can connect. When you select an authentication server, youmust

also configure the users that authentication server authenticates.

Select the authentication mechanism:

• No Authentication—Use this option to enable the specified RAS users to connect

without authentication.

• Authentication—Use for RAS users that use HTTP, FTP, or Telnet services to connect

to the protected network. You can select an access profile as an authentication option

from the Access Profile drop-down list box .

• Web Authentication—Use for RAS users using HTTP to connect to the protected

network.

• Infranet Authentication—Use this option to enable specified RAS users to connect

using a Juniper Networks Infranet Controller.
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Anunauthenticateduser trying to access aUACprotected resource viaHTTP, is usually

redirected to a URL of an authenticating IC. The redirect URL is a global parameter

specified per controller. On devices running ScreenOS 6.2 or later, you can additionally

configure a redirect URL per policy, ensuring that traffic is efficiently handled.

• If you define a policy-based redirect URL, and enable redirect in the policy,

unauthenticated HTTP traffic matching the policy is redirected to the policy-based

redirect URL even if a global redirect URL is configured.

• If you do not define a policy-based redirect URL, and redirect is enabled in the policy,

unauthenticatedHTTP trafficmatching the policy is redirected to the global redirect

URL.

Configuring Users

RASusersare representedbyuserobjects. Before youcanauthenticateauser ina firewall

rule, youmust create a user object that defines the user name, user password, and the

authentication location (local or external). For Authentication andWeb Authentication,

configure the users:

• User—Select the User object that represents the user you want to authenticate.

• User Group—Select the User Group object that represents the users you want to

authenticate.

• Group Expression—Select the Group Expression object.

• Allow Any—Use this option to authenticate any user or user group.

To authenticate RAS users with Authentication, youmust include HTTP, FTP, or Telnet

service objects in the Service column of the rule. You can include other services as well,

or select any to specify all services. Tomake a connection to the destination IP address

in the rule, theRASuser first initiatesanHTTP, FTP, orTelnet connection to thedestination

address; the security device intercepts the request packet and responds with a login

prompt for user credentials.

• If the destination address is a subnet, the remote user must authenticate for each IP

address in that subnet.

• If the source address supports multiple remote user accounts (such as a Unix host

running Telnet) OR is located behind a NAT device that uses a single IP address for all

NAT assignments, only the first remote user from that source address must initiate

and authenticate an HTTP, FTP, or Telnet connection. All subsequent remote users

from that source address donot need to authenticate, and canpassmatching network

traffic to the destination address.

To authentication RAS users withWeb Authentication, youmust include HTTP service

object in the Service columnof the rule. Tomake a connection to the destination address

in the rule, the RAS user first initiates an HTTP connection to theWeb Authentication

server. The security device responds with a login prompt for user credentials.

Configuring Antivirus for Firewall Rules

To configure Antivirus protection for a firewall rule:
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• None—No Antivirus protection enabled.

• Use External AV Server—Uses an external antivirus scanner. Select an external policy

object that defines an external scanner.

• Use Scan Manager—Scan Manager is an embedded scanning engine. To use Scan

Manager, the security device you install the policy onmust be a NetScreen-5GT or

NetScreen-Hardware Security Client device running ScreenOS 5.0 - 5.2. If you install

a policy that uses Scan Manager on a different device, the device executes and

processes traffic according to the rule, but doesnotdetect virusesusing theembedded

scanning engine.

• Use ScanManager with Profile—ScanManager is an embedded scanning engine. This

setting tells the device to use the global profile specified. This setting only works for

devices running ScreenOS 5.3.

• Use ICAP Profile—ICAP is a method of redirecting traffic to an ICAP-capable server
running AV software. This feature is available on devices running ScreenOS 5.4 and

higher.

Configuring a DI Profile/Enable IDP for Firewall Rules

Use the DI Profile/Enable IDP rule options to configure Deep Inspection (DI) or Intrusion

Detection and Prevention (IDP) functionality within the rule.

This function applies to firewall and ISG devices only. Standalone IDP devices do not use

firewall rules. DI and IDP are mutually exclusive. When you install the IDP license key on

a security device, DI is automatically disabled.

Configuring DI Profile for a Rule

Securitydevices runningScreenOS5.xand later, includeDeep Inspectionattackprotection

that can detect malicious network traffic at the application level. To configure attack

protection, select a DI Profile object in your firewall rule to detect intrusion attempts

within permitted traffic.

Attacks are specific patterns of malicious activity within a network connection, and an

attack object uses selected sections of the attack pattern to detect the attack itself.

NSM contains a database of predefined attack objects that detect known and unknown

attacks against your network. You can use these predefined attack objects (and your

own custom attack objects) to create a DI Profile object, which you then use in a firewall

rule. When configuring a DI Profile, you can also defined the action that the device

performs against those attacks when detected in permitted traffic.

You can configure oneDI Profile for each rule.When the device detects amatch between

the permitted network traffic and an attack object within the selected DI Profile, the

device generates an attack log entry.

To use a DI Profile:

• The firewall actionmust be permit. You cannot detect attacks in traffic that the device

denies or rejects.
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• The security device you install the policy onmust be running ScreenOS 5.0 and later.

If you install a policy that contains aDI Profile onanearlier ScreenOSdevice, thedevice

executes and processes traffic according to the rule, but does not detect

application-level attacks.

Configuring IDP for a Firewall Rule

When configuring a rule for an IDP-capable device, such as the ISG2000 or ISG1000

security gateway running ScreenOS5.0 IDP1, you can enable IDP and select an IDPmode

in the DI Profile/Enable IDP rule options. Enabling IDP directs the security device to pass

all traffic permitted by the firewall rule to the IDP rulebase.

DI and IDP are mutually exclusive. When you install the IDP license key on a security

device, DI is automatically disabled.

When configuring the firewall rule, consider the following:

• Traffic that is denied by a firewall rule cannot be passed to IDP rules. To enable IDP in

a firewall rule, the action must be permit.

• For firewall rules that pass traffic to the IDP rulebases, the Install On columnmust

include IDP-capable devices only.

To forward traffic to the IDP rulebases, enable IDPand select oneof the followingmodes:

• In inline mode, IDP is directly in the path of traffic on your network and can detect and

block attacks. For example, you can deploy the ISG2000 or ISG1000with integrated

Firewall/VPN/IDP capabilities between the Internet and an enterprise LAN, WAN, or

special zones such as DMZ.

• In inline tapmode, IDP can detect attacks and provide notification. IDP receives a copy

of a packet while the original packet is forwarded on the network. IDP examines the

copy of the packet and flags any potential problems. IDP’s inspection of packets does

not affect the forwarding of the packet on the network.

Youmust deploy the ISG2000 or ISG1000 device inline. You cannot connect a device

that is in inline tapmode to an external TAP or SPAN port on a switch.

Selecting eithermode enables IDP for the firewall rule, and configures the security device

to forward all permitted traffic to the IDP rulebases for further processing.

Limiting Sessions per Policy from Source IPs

With thesession-limit option, youcan restrict sessions fromaparticularSource IPaddress

to all your devices running ScreenOS 6.1 and later. In NSM, you can set the following

options from the Session Limit tab in the Configure Options window of the device.

• Session limit per src-ip on policy

• Session count

• Alarmwithout drop packet

When the sessions reach the threshold limit, the system drops all subsequent sessions.

If you enable the "alarmwithout drop packet" option, the packet is not dropped, but an
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alarmmessage is raised. If you do not set a source IP, the device lists the session counts

of all the source IP addresses in the policy.

In cross-vsys traffic, since there is one policy per vsys to permit traffic, each cross-vsys

session is permitted by two policies. However, the session limit policy is only for the

ingress vsys. Youmust configure the session limit in the ingress vsys policy to limit the

session count.

In a synchronized NSRP setup, the session limit policy also counts sessions in the slave

device, which does not impose any limit. When the slave becomes themaster, a new

session is created only if the existing session count does not exceed the threshold. If the

threshold is exceeded, the packet is dropped. A new session can be created only when

the session counts drop below the threshold when existing sessions are aged out.

Configuring the Session Close Notification Rule

An idle TCP connection remains established until terminated by either the client or the

server. If, for any reason, the client or an intermediate device shuts down, the server

continues towait on the connection. As an intermediate security device, a device running

ScreenOSmaintains a session for each TCP connection until it times out. Traffic can

resume if a client sends an RST (reset) packet, but the client needs to be informed of

the situation in order to do so. If the TCP keep-alive option is activated on the server, it

can be used to query the status of the connection.

NSM offers the option of configuring the SSG Series Secure Services Gateways, ISG

Series IntegratedSecurity Gateways, and theNetScreenSeries Security Systems running

ScreenOS 6.3 and later to send a notification to both the client and the server when a

TCP session is closed. By default, this option is disabled. Before you can enable the

Session Close Notification feature on NSM for a device, youmust first set the following

options:

a. From Device > Advanced > Packet flow >:

• Disable Skip TCP sequence number check.

• Enable one or both of these options:

• Check TCP SYN bit before create/refresh session after TCP handshake

• Check TCP SYN bit before Create session

• Set the number of seconds in the option Notify threshold.

b. From Device>Network > Edit the From / To Zone, enable TCP/RST.

Configuring the Session Close Notification option:

1. SelectPolicyManager>SecurityPolicy>Policyondevice>RuleOptions>SessionClose

Notification. A Session Close Notificationwindow opens.

2. Check the option – Notify both ends if TCP session isn’t normally terminated.

3. ClickOK.
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configure the Session Close Notification option by selecting Policy Manager > Security

Policy > Policy on device>Rule Options>Configure All Options Session Close Notification.

Comments for Firewall Rules

TheComments columnof a rule contains the rule title, which is also the ScreenOSpolicy

name (the name of the policy when viewing the device configuration using theWebUI).

You can also enter comments in the Comment Field, if desired.

ConfiguringMulticast Rules

Amulticast rule is a statement that defines a specific type of multicast control traffic.

Whenmulticast control traffic passes through a security device, the device attempts to

match that traffic against its list of rules. If a rule ismatched, thedevicepermits the traffic

to pass through.

On security devices, you securemulticast control traffic usingaccess lists. First, you create

an access list, which defines one of the following:

• Themulticast groups a host can join.

• The sources fromwhich traffic can be received.

After creating an access list, you reference these access lists in a multicast rule in the

security policy for the device.

Configuring Source and Destination Zones

In the Multicast rulebase, you create rules to enable multicast control traffic to flow

between zones. Youmust create zones on your security device before you can create a

rule for that device. In a single rule:

• Youmust select a single zone for the source zone and a single zone for the destination

zone. These zones must be available on the security devices on which you install the

policy.

• You can also select multiple zone exceptions for both source and destination zones.

A zone exception includes a specific zone and the device that contains that zone.

Configuring Source and Destination Groups

When you create amulticast rule, specify the multicast groups for which you want to

permit multicast traffic using one of the following methods:

• Specify a multicast group IP address, and optionally, the multicast group address on

the outgoing interface

• Specify the access list that identifies the permittedmulticast groups

• Select “any” to accept traffic for all multicast groups
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Configuring Rule Options

Rule options enable you to specify the type of multicast control traffic to which this rule

applies and whether the rule is bidirectional.

A rule can apply to either IGMPmessages or PIM-SMmessages:

• When running IGMP proxy on the security device, configure a rule that permits IGMP

messages to flow between zones.

• When running PIM-SIM on the security device, configure a rule that permits PIM-SM

messages.

In this example, you define amulticast rule that permits IGMPmessages from the Trust

zone to the Untrust zone. You specify the original multicast group address object and a

different destination multicast group object.

1. In the main navigation tree, selectObject Manager > Address Objects.

2. In the main display area, click the Add icon and selectMulticast Group. In the New
Multicast Group dialog box, configure the following then clickOK:

• For Name, entermcast1.

• For Color, select green.

• For IP Address, enter 232.1.1.1.

• For Netmask, enter 16.

• In the main display area, click the Add icon and select Multicast Group. In the New

Multicast Group dialog box, configure the following then clickOK:

• For Name, entermcast2.

• For Color, select red.

• For IP Address, enter 232.1.1.2.

• For Netmask, enter 16.

NOTE: NSM validation prevents you from setting a 32 bit netmask in
multicast.

• In the main navigation tree, select Policies , then create a newmulticast rule in the

Multicast rulebase of a new or existing security policy.

• Right-click in the Source Group column and select Configure Source/Destination .

Configuring Antivirus Rules

Antivirus settings are stored in a profile.
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To assign an antivirus profile to a policy, do the following:

1. Double-click the Rule Options cell in a rule.

2. In the Configure Options dialog, click the Antivirus tab.

3. Select an Antivirus option:

• None—Turns off antivirus scanning for that rule.

• Use External AV Server—Indicates that you want to use an External AV Server. You

must select the external AV server you wish to use.

• Use Scan Manager—Tells the device to use the settings on the device, instead of a

profile. Necessary for ScreenOS 5.0-5.2.

• UseScanManagerwithProfile—Tells thedevice touse the indicatedantivirusprofile.

Necessary for ScreenOS 5.3 and later.

• Use ICAP Profile—Tells the device to use the indicted ICAP AV profile. Available
with ScreenOS 5.4 and later.

Configuring AntispamRules

Antispam settings are stored in profiles. Initially, NSMwill have only one antispamprofile

available: ns-profile.

To assign an antispam profile to a policy, do the following:

1. Double-click the Rule Options cell in a rule.

2. In the Configure Options dialog, click the Antispam tab.

3. Check the Enable Antispam profile check box.

4. Select ns-profile in the Profile Name pull-downmenu.

5. ClickOK.

Configuring IDP Rules

The IDP rulebase protects your network from attacks by using attack objects to identify

malicious activity and take action. Creating an IDP rule involves the following steps:

• “Defining Match for Firewall Rules” on page 492 (does not apply to rulebases for

standalone IDP Sensors) —The type of network traffic you want IDP tomonitor for

attacks, such as source/destination zones, source/destination address objects, and

the application layer protocols (services) supported by the destination address object.

You can also negate zones, address objects, or services.

Standalone IDP Senors do not use firewall rules.

• “Configuring Terminal IDP Rules” on page 516—By default, rules in the IDP rulebase are

non-terminal, meaning that IDP examines all rules in the rulebase and all matches are

executed. You can specify that a rule is terminal; if IDP encounters a match for the

source, destination, and service specified in a terminal rule, it does not examine any
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subsequent rules for that connection. Note that the traffic does not need tomatch the

attacks specified in the terminal rule. Terminal rules should appear near the top of the

rulebase, before other rules that would match the same traffic. Use caution when

specifying terminal rules.

• “Configuring Attack Objects in IDP Rules” on page 519—The attacks you want IDP to

match in the monitored network traffic. Each attack is defined as an attack object,

which represents a known pattern of attack. Whenever this known pattern of attack

is encountered in themonitored network traffic, the attack object is matched. You can

add attack objects by category, operating system, severity, or individually.

• Configuring Actions—The action you want IDP to take when themonitored traffic

matches the rule’s attack objects. You can specify the action you want the device to

perform against the current connection (see “Defining Actions For IDP Rules” on

page 517) and future connections from the same source IP address (see “Choosing an

IP Action” on page 522).

• “Configuring Notification in IDP Rules” on page 523—Disable or enable logging for the

IDP rule.

The following sections detail each step.

DefiningMatch For IDP Rules

When creating your IDP rules, youmust specify the type of network traffic that you want

IDP tomonitor for attacks. These characteristics include the network components that

originate and receive the traffic, and the firewall zones the traffic passes through.

Youmust specify the From Zone, Source, User Role, To Zone, Destination, and Service

in their respective Match columns for all rules in the IDP rulebase. The Terminate Match

selection allows you to designate a rule as terminal; if IDP encounters a match for the

other Match columns in a terminal rule, no other rules in the rulebase are examined. The

matching traffic does not need to match the attacks specified in a terminal rule. (For

more information on terminal rules, see “Configuring Terminal IDP Rules” on page 516.

The following sections detail the Match columns of an IDP rule.

Configuring Source and Destination Zones for IDP Rules (Does not apply to
Standalone IDP Sensor rulebases)

You can selectmultiple zones for the source and destination, however these zonesmust

be available on the security devices on which you will install the policy. You can specify

“any” for thesourceordestination zones tomonitornetwork trafficoriginatingordestined

for any zone.

For standalone IDP rulebases, the zones are always set to “any.”

NOTE: You can create custom zones for some security devices. The list of
zones fromwhich you can select source and destination zones includes the
predefined and custom zones that have been configured for all devices
managedbyNSM.Therefore, youshouldonlyselectzonesthatareapplicable
for the device on which you will install the security policy.
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Configuring Source and Destination Address Objects for IDP Rules

In the NSM system, address objects are used to represent components on your network:

hosts, networks, servers, etc. Typically, a server or other device on your network is the

destination IP for incoming attacks, and can sometimes be the source IP for interactive

attacks (see “ConfiguringBackdoorRules”onpage538formore informationon interactive

attacks). You can specify “ any” to monitor network traffic originating from any IPv4

address and “ AnyIPv6 ” to monitor network traffic originating from any IPv6 address.

You can also “negate” the address objects listed in the Source or Destination column to

specify all sources or destinations except the excluded objects.

You can create address objects either before you create an IDP rule or while creating or

editing an IDP rule. To select or configure an address object, right-click either the Source

orDestination columnof a rule and selectSelectAddress. In theSelectSourceAddresses

dialog box, you can either select an already-created address object or click the Add icon

to create a new host, network, or group object.

To detect incoming attacks that target your internal network, set the From Zone to

Untrust, and the Source IP to any IP. Then, set the To Zone to dmz and trust. Next, select

the address object that represents the host or server you want to protect from attacks

as the Destination IP.

To detect attacks between two network, select multiple address objects for the Source

and Destination.

Themore specific you are in defining the source and destination of an attack, the more

you reduce false positives.

Configuring User Roles for IDP Rules

You can use role-based IDPpolicy to define roles and related access privileges, and apply

an application policy to them that is effective regardless of where the user logs in.

Role-based access control facilitates a dynamic network and access to partners. This

feature is supported on the ISG1000 and ISG2000 gateways with SM devices running

ScreenOS 6.3 and later.

To support role-based IDP policy, youmust select both Infranet Auth and IDP Enabled in

the Firewall Rule Options. When it receives a packet, the firewall verifies the role name

of the user against the list of user roles and user role groups provided before forwarding

the packet. You can configure either IP-based rules or role-based rules in an IDP policy

but not both. Role-based rules have higher precedence than IP-based rules. Therefore,

if roles have been specified for a session, the firewall first tries tomatch role-based rules

and then tries tomatch IP-based rules. If roles arenot configured for a session, the firewall

searches for IP-based rules.

You can configure this feature by selecting Policy Manager > Policies. Select a device

policy and add an IDP rulebase. Right-click on theUser Role column. You can thenSelect,

Filter or Edit user roles. If you select user roles, the Select User Roles dialog box opens.

Select the device from the drop-down list in theDevice field. Click the add icon (+) in the

SelectedUser Roles to add eitherNewUser Roles orNewUser Role Groups. You can enter

a user role in the NewUser Define box and clickOK to create a new user role. The Select
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User Roles dialog box allows you to view all the created user roles and add or remove

them from the IDP policy. Similarly, you can create user role groups in the NewUser

DefinedUser Role Group dialog box, view them, and add or remove them from the policy.

Whenyou right-clickon theUserRolescolumn, youcanalsouse theFilterandEditoptions

provided. With the Filter option, you can choose to apply a filter (true or false, negate, or

ignore objects in group) to the user role values. The Edit option allows you to cut, copy,

or paste the user role name in the column.

After making your changes, save the policy, and then update the device. Ensure that the

device reflects the correct user role information.

The role-based access control feature has the following limitations:

• The role names in IDP policy must match those of the Infranet Controller (IC).

• Username-based IDP policy is not supported. The firewall must map either a source

IP or the username to a user role before it can forward a packet.

• While the firewall supports 200 roles for one user, the IDP policy supports only 100

roles for each user.

• JUMBO FRAME or IPv6mode is not supported.

• SYN Proxy or First UDP packet with fragment is not supported.

• Vsys is not supported.

Configuring Services for IDP Rules

Services are application layer protocols that define how data is structured as it travels

across the network. Because the services you support on your network are the same

services that attackers must use to attack your network, you can specify which services

are supported by the destination IP to make your rule more efficient.

NOTE: All services rely on a transport layer protocol to transmit data. IDP
includesservices thatuseTCP,UDP,RPC,and ICMPtransport layerprotocols.

Service objects represent the services running on your network. NSM includes predefined

service objects that are based on industry-standard services. You use these service

objects in rules to specify the service an attack uses to access your network. You can

also create custom service objects to represent protocols that are not included in the

predefined services.

In the Service column you select the service of the traffic you want IDP tomatch:

• Select Default to accept the service specified by the attack object you select in the
Attacks column. When you select an attack object in the Attack column, the service

associated with that attack object becomes the default service for the rule. To see the

exact service, view the attack object details.

• Select Any to set any service.
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• Select Service to choose specific services from the list of defined service objects.

You want to protect your FTP server from FTP attacks. Set the service to Default, and

add an attack object that detects FTP buffer overflow attempts. The Service column in

the rule still displays “ Default” , but the rule actually uses the default service of TCP-FTP,

which is specified in the attack object.

Your mail server supports POP3 and SMTP connections but not IMAP. Set POP3 and

SMTP service objects as services that can be used to attack that server. Because IMAP

is not supported, you do not need to add the IMAP service object.

If you are supporting services on nonstandard ports, you should choose a service other

than default.

You use a nonstandard port (8080) for your HTTP services. Use the Object Manager to

create a custom service object on port 8080.

Add this service object to your rule, then add several HTTP attack objects, which have a

default service of TCP/80. IDP uses the specified service, HTTP-8080, instead of the

default, and looks for matches to the HTTP attacks in TCP traffic on port 8080.

You can create your own service objects to use in rules, such as service objects for

protocols that use nonstandard ports. However, you cannot match attack objects to

protocols they do not use.

Configuring Terminal IDP Rules

The normal IDP rule-matching algorithm starts from the top of the rulebase and checks

traffic against all rules in the rulebase that match the source, destination, and service. A

terminal rule is an exception to this normal rule-matching algorithm.When amatch is

discovered ina terminal rule for the source, destination, andservice, IDPdoesnot continue

tocheck subsequent rules for the samesource, destination, andservice. It doesnotmatter

whether or not the traffic matches the attack objects in the matching rule.

You can use a terminal rule for the following purposes:

• To set different actions for different attacks for the same Source and Destination. This

is illustrated by rules 3 and 6 in the “Setting Terminal Rules” example below.

• To disregard traffic that originates from a known trusted Source. Typically the action

is None for this type of terminal rule. This is illustrated by rule 1 in the “Setting Terminal

Rules” example below.

• To disregard traffic that is sent to a server that is only vulnerable to a specific set of

attacks. Typically, the action is Drop Connection for this type of terminal rule.

Use cautionwhen defining terminal rules. You can inadvertently leave your network open

to attacks by creating an inappropriate terminal rule. Remember that traffic matching

the source, destination, and service of a terminal rule is not compared to subsequent

rules, even if the traffic doesnotmatchanattackobject in the terminal rule.Usea terminal

rule only when youwant to examine a certain type of traffic for one specific set of attack

objects and no others. Be particularly careful about terminal rules using “ any” for both

the source and destination.
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Terminal rules should appear near the top of the rulebase, before other rules that would

match the same traffic. You set a rule as terminal by selecting the box in the Terminate

Match column of the Security Policy windowwhen the rule is created or modified.

NOTE: In many cases, you can use an exempt rule instead of a terminal rule.
Youmight find it easier andmore straightforward to configure an exempt
rule than a terminal rule. See “Configuring Exempt Rules” on page 535.

In the example IDP rulebase shown below, rules 1, 3 and 5 are configured as terminal

rules:

• Rule 1 terminates thematch algorithm if the source IP of the traffic originates from the

SecurityNetwork, a known trustednetwork. If this rule ismatched, IDPdisregards traffic

from the Security Network and does not continuemonitoring the session formalicious

data.

• Rules 3 and 6 set different actions for different attacks when the destination IP is the

Corporate or Europe E-mail server. Rule 3 terminates the match algorithmwhen the

attack is an e-mail that uses the SMTP context Confidential. Rule 6 closes the server

when the attack is an SMTP attack.

• Rule 5 terminates the match algorithmwhen the source is the Internal Network and

the attack is a Critical, High, or Medium Trojan Backdoor. The rule ensures that IDP

closes both the client and server and does not continue to match the connection.

Defining Actions For IDP Rules

You can define actions for the security device to perform against attacks that match

rules in your security policy. For each attack thatmatches a rule, you can choose to either

take action on the packet containing the attack (permit or drop packet) or take action

on the connection or session (permit, ignore, drop or close connection). Refer

Table 45 on page 518 for details.

Remember, that the device can drop the packet containing the attack only when IDP is

enabled in the inline mode.

When IDP is enabled in the inline tapmode on ISG-IDP devices, and the action defined

is drop packet or drop connection, IDP causes the firewall to drop the session upon

detection of an attack. However, it cannot prevent the attack packet from reaching its

destination because in the inline tapmode, the IDP only receives a copy of the packet

while the original packet is sent to its destination.

When standalone IDP sensors are deployed in the inline tap or sniffer mode, IDP cannot

perform a drop action and there is no disruption to the session carrying attack traffic.

Table 45 on page 518 lists actions for IDP rules:
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Table 45: IDP Rule Actions

DescriptionAction

IDP inspects for attacks but takes no action against the connection if
an attack is found. If a rule that contains an action None is matched,
the corresponding log record displays accept in the action column of
the Log Viewer.

None

IDP completely ignores the session if the rule does not specify an
attack. If an attack is specified in the rule, IDP inspects the session and
generates a log for the first attack detected. Subsequently, IDP ignores
the rest of that session and neither inspects the session for attacks
nor generates attack logs. Use with caution.

Ignore

IDP drops amatching packet before it can reach its destination but
does not close the connection. Use this action to drop packets for
attacks in traffic that is prone to spoofing, suchasUDPtraffic. Dropping
a connection for such traffic could result in a denial of service that
prevents you from receiving traffic froma legitimate source IPaddress.

Dependingon theprotocol in useand itsmode, IDPbehavesdifferently
when you define this rule.

• If using UDP in the inline mode, the IDP drops the packet whereas
it dismisses the action if functioning in the inline tapmode.

• If using TCP, in the inlinemode, the IDP drops the connection. In the
inline tapmode, though theconnection isdropped, theattackpacket
might still have got through.

Drop Packet

IDP drops the connectionwithout sending aRSTpacket to the sender,
preventing the traffic from reaching its destination. Use this action to
drop connections for traffic that is not prone to spoofing.

Dependingon theprotocol in useand itsmode, IDPbehavesdifferently
when you define this rule.

• If using UDP in the inline mode, the IDP drops the session. In the
inline tapmode, the session is droppedbut the attack packetwould
have been let through.

• If using TCP in the inlinemode, the IDP drops the connection. In the
inline tapmode, the IDPdrops the connection but the attack packet
might have got through.

Drop Connection

IDP closes the connection to the client, but not to the server.Close Client

IDP closes the connection to the server, but not to the client.Close Server

IDP closes the connection and sends a RST packet to both the client
and the server. If IDP is operating in inline tapmode, IDP sends a RST
packet toboth theclientandserverbutdoesNOTclose theconnection.

Close Client and Server

IDP assigns the service differentiation value indicated to the packet,
then passes it on normally. The value is set in the dialog that appears
when you select this action in the rulebase.

Diffserv Marking
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Table 45: IDP Rule Actions (continued)

DescriptionAction

IDP takes the action recommended by Juniper Networks. With IDP 4.1
and later, attack objects have a recommended action associatedwith
them. If a packet triggersmore than one attack object, IDP applies the
most secure of the recommended actions. Available with IDP 4.1 and
later.

This settinghasnomeaning for IDP4.0or earlier. Ruleswith this setting
will not be loaded onto devices running earlier versions of IDP.

Recommended

Configuring Attack Objects in IDP Rules

Attack objects represent specific patterns of malicious activity within a connection, and

are amethod for detecting attacks. Each attack object detects a known or unknown

attack that can be used to compromise your network. .

To add attack objects to a rule, right-click the Attacks column of the rule and select

Select Attacks. In the Add Attacks dialog box, you can add attacks using one or both of
the following options:

• Attack List—Select this option to add individual attack objects from an alphabetically

list ofall predefinedandcustomattackobjects.Attackobjectsare listedalphabetically

by name of attack.

Selecting individual attacks is a good option if you know the exact name of the attack

youwant to add to a rule. To locate a specific word or string in the attack object name,

use the integrated search function in NSM.

• Attack Groups—Select this option to add attack object groups from three predefined

dynamic attack groups (Category, OS, Severity); if you have created a customdynamic

group, that group is also listed.

Selecting attack groups is a good option when you are unsure of the exact attack you

want to add to a rule, but you know the type of attack protection youwant the security

device to provide. Within the Attack Groups, you can:

• Add all attack objects (select All Attacks). Consider carefully before selecting this

option; using all attack objects in a rule can severely impact performance on the

security device.

• Addoneormoreattackgroups (holddownCTL toselectmultiplegroups).Predefined

dynamic groups might contain subgroups as well.

• Add individual attack objects (hold down CTL to select multiple objects)

The following sections detail each predefined dynamic attack group.

Adding IDP Attack Object Groups by Category

TheCategorygroup includesattackobjectsorganizedbyservices. Servicesareapplication

layer protocols that define how data is structured as it travels across the network. A
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protocol is a specification that indicates how communication between two entities

(applications, servers, Ethernet cards, etc.) occurs.

When attacking a system, attackers use the protocol of a supported service to

communicate their malicious activity to the server. However, attackers can only use

protocols that are supported by the system they are attacking. You can add a category

group to the Attacks column in your rule; however, you need to select only the categories

that are used by the address objects you are protecting with the rule.

For example, if you rely extensively on FTP and HTTP for file transfers to and from your

Web servers, choose the FTP and HTTP category groups to carefully monitor all traffic

that uses these services.

NOTE: As of Release 2007.3, a few of the entries in the IDP attack group
table, starting with the Response category, are removed to enhance the
performanceof IDPdevices.Seethe latestNSMReleaseNotes for information
on the Response category removed from the IDP attack group table.

Adding IDP Attack Objects by Operating System

The Operating System group includes attack objects for several predefined operating

systems to help you choose the attack objects that are the most dangerous to specific

components on your network. You can choose BSD, Linux, Solaris, or Windows.

Adding IDP Attack Objects by Severity

The Severity group includes five attack object groups organized by severity level. You

can select one or more groups to include in your rule. To protect critical address objects

or “popular” attacker targets, such as your mail server, use multiple severity levels to

ensure maximum protection.

We recommend using the following actions and notification settings listed in

Table 46 on page 520 when using severity-based dynamic attack groups in a rule:

Table 46: Severity Levels, Recommended Actions and Notifications

NotificationRecommended ActionCauseSeverity

Logging

Alert

Drop PacketAttacks attempt to evade an IDS, crash amachine, or gain
system-level privileges.

Critical

Logging

Alert

Drop Packet

Drop Connection

Attacks attempt to crash a service, perform a denial-of-service,
install or use a trojan (1c), or gain user-level access to a host.

Major

Logging(no recommended
action)

Attacks attempt to obtain critical information through directory
traversal or information leaks.

Minor
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Table 46: Severity Levels, Recommended Actions and Notifications (continued)

NotificationRecommended ActionCauseSeverity

Logging(no recommended
action)

Attacks attempt to obtain noncritical information or scan the
network with a scanning tool. They can also be obsolete attacks
or anomalous (but probably harmless) traffic.

Warning

(no
recommended
notification)

(no recommended
action)

Attacksarenormal, harmless traffic containingURLs,DNS lookup
failures, and SNMP public community strings. You can use
informational attack objects to obtain information about your
network.

Info

You configure actions in the Action column of the rule; see “Defining Actions For IDP

Rules” on page 517. You configure notification settings in the Notification column of the

rule; see “Configuring Notification in IDP Rules” on page 523.

Adding CustomDynamic Attack Groups

You can add previously created custom dynamic attack groups to a rule.

Additionally, after you have added the custom group to a rule, you can edit the settings

for the dynamic group by double-clicking the group icon in the rule.

Configuring IP Actions in IDP Rules

This columnonlyappearswhenyouviewthesecuritypolicy inExpandedMode.Tochange

the security policy view from Compact Mode to Expanded Mode, from themenu bar,

select View > ExpandedMode.

If the current network trafficmatches a rule, the security device can perform an IP action

against future network traffic that uses the same IP address. IP actions are similar to

other actions; they direct the device to drop or close the connection. However, because

you now also have the attacker’s IP address, you can choose to block the attacker for a

specified amount of time. If attackers cannot immediately regain a connection to your

network, they might try to attack easier targets.

Use IP actions in conjunction with actions and logging to secure your network. In a rule,

first configureanaction todetectandpreventcurrentmaliciousconnections fromreaching

your address objects. Then right-click in the IP Action column of the rule and select

Configure. TheConfigure IPActiondialogboxappears, as shown inFigure93onpage522.
Enable and configure an IP action to prevent future malicious connections from the

attacker’s IP address.
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Figure 93: Configure IP Action

Choosing an IP Action

For each IP action option, an IP action is generated by NSM. The IP action instructs the

security device to perform the specified task. Select from the following options:

• IDPNotify—The security device does not take any action against future traffic, but logs

the event. This is the default.

• IDP Drop—The security device drops the matching connection and blocks future

connections that match the criteria set in the Block list.

• IDP Close—The security device closes future connections thatmatch the criteria in the

Block list.

Choosing a Block Option

Each block option follows the criteria you set in the Actions box. Block options can be

based on the following matches of the attack traffic:

• Source, Destination, Destination Port and Protocol—The security device blocks future

traffic based on the source, destination, destination port, and protocol of the attack

traffic. This is the default.

• Source—The security device blocks future traffic based on the source of the attack

traffic.

• Destination—The security device blocks future traffic based on the destination of the

attack traffic.

• From Zone, Destination, Destination Port and Protocol—The security device blocks

future traffic based on the source zone, destination, destination port, and protocol of

the attack traffic.

• From Zone—The security device blocks future traffic based on the source zone of the

attack traffic.

Setting Logging Options

When the security device detects attack traffic that matches a rule and an IP action is

triggered, the device can log information about the IP action that was taken or create an

alert in the Log Viewer. By default, there are no logging options set.
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Setting Timeout Options

You can set the number of seconds that you want the IP action to remain in effect after

a traffic match. For permanent IP actions, leave the timeout at 0 (this is the default).

Configuring Notification in IDP Rules

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, you can also set an alert

flag to appear in the log record.

To log an attack for a rule, right-click the Notification column of the rule and select

Configure. The Configure Notification dialog box appears.

The first time you design a security policy, youmight be tempted to log all attacks and

let the policy run indefinitely. Don’t do this! Some attack objects are informational only,

and others can generate false positives and redundant logs. If you become overloaded

with data, you canmiss something important. Remember that security policies that

generate toomany log records are hazardous to the security of your network, as you

might discover an attack too late or miss a security breach entirely due to sifting through

hundreds of log records. Excessive logging can also affect throughput, performance, and

available disk space. A good security policy generates enough logs to fully document

only the important security events on your network.

NOTE: J Series and SRX Series devices do not send packet data to NSM. If
your policy rules attempt to do so, then NSM does not log the data.

• SettingLogging—In theConfigureNotificationdialogbox, selectLoggingand thenclick
OK. Each time the rule is matched, the NSM system creates a log record that appears

in the Log Viewer.

• Setting an Alert—In the Configure Notification dialog box, select Alert and then click
OK. If Alert is selected and the rule is matched, the security device places an alert flag
in the Alert column of the Log Viewer for the matching log record.

• Logging Packets—You can record the individual packets in the network traffic that

matched a rule by capturing the packet data for the attack. Viewing the packets used

inanattackonyournetworkcanhelpyoudetermine theextentof theattemptedattack

and its purpose, whether or not the attack was successful, and any possible damage

to your network.

NOTE: To improve performance, log only the packets after the attack.

If multiple rules with packet capture enabledmatch the same attack, the security

devicecaptures themaximumspecifiednumberofpackets. For example, youconfigure

Rule 1 tocapture 10packetsbeforeandafter theattack, andRule2 tocapture5packets

before and after the attack. If both rules match the same attack, IDP attempts to

capture 10 packets before and after the attack.
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NOTE: Packet captures are restricted to 256 packets before and after the
attack.

Setting VLAN Tags for IDP Rules

You can choose to apply rules to traffic on certain VLANs only. Normally, for a rule to

take effect, it must match the packet source, destination, service, and attack objects. If

the VLAN cell is populated with a value other than any, then the rule will also consider

the packet’s VLAN tag when determining amatch.

The IDP, Exempt, Backdoor, SYN Protector, Traffic Anomalies, and Network Honeypot

rulebases support VLANmatching. VLANmatching is only supported in Transparent and

Sniffer modes.

NOTE: VLANmatching is supported in IDP 4.1 and later. Rules with a VLAN
Tag field set toanythingother thananyare removed fromthe rulebasebefore
NSM sends the security policy to an IDP device that does not support VLAN
tags.

VLAN tagmatching can be set to any, none, a particular VLAN tag value, or a range of

VLAN tag values. Use VLAN objects to create individual VLAN tags or ranges of VLAN

tags. You can assign more than one VLAN object to a rule. To assign a VLAN object to a

rule, or to set the VLAN Tag value to none, right-click in the VLAN Tag cell of the rule.

VLANmatching works as follows:

• Any: Matches traffic with any or no VLAN tag (default)

• Single tag: Matches traffic with that specific tag only

• Range of tags: Matches traffic with any tag in that range

• None: Matches only traffic that has no VLAN tag

Setting Severity for IDP Rules

(This column only appears when you view the security policy in Expanded Mode. To

change the security policy view fromCompactMode to ExpandedMode, from themenu

bar, select View > ExpandedMode.)

You can override the inherent attack severity on a per-rule basis within the IDP rulebase.

You can set the severity to either Default, Info, Warning, Minor, Major, or Critical.

To change the severity for a rule, right-click the Severity column of the rule and select a

severity.
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Setting Target Devices for IDP Rules

For each rule in the IDP rulebase, you can select which devices the rule applies to. When

you install the security policy that the rule belongs to, the rule becomes active only on

the devices you selected in the Install On column of the rulebase.

NOTE: NSMsupports IDPon ISGgateways runningScreenOS5.0.0-IDP1and
later, standalone IDP appliances running IDP 5.0 and later, J Series routers,
SRX Series gateways, andMX Series routers .

Entering Comments for IDP Rules

You can enter notations about the rule in the Comments column. Anything you enter in

theCommentscolumn isnotpushed to the targetdevices.Toenteracomment, right-click

the Comments column and select Edit Comments. The Edit Comments dialog box
appears. You can enter up to 1024 characters in the Comments field.

You can deploy an ISG2000 or ISG1000 gateway as a standalone IDP security system

protecting critical segments of your private network. For example, youmight already

have a security device actively screening traffic between the Internet and your private

network (somedevice can optionally useDeep Inspection to inspect this traffic), but you

still need to protect internal systems, such as mail servers, from attacks that might

originate from user machines in an otherwise trusted network. In this case, you need a

security system that provides IDP instead of firewall functions.

Standalone IDPSensors function in thismodebydefault anddonothave tobespecifically

configured for it.

In this example, youaredeployingan ISG2000deviceasastandalone IDPsecurity system

between the Trust zone and the custom “Data_Center” zone in your network. Your

company’s file, mail, and database servers reside in the Data_Center zone. While you

want to allow users in the Trust zone to be able to access the servers in the Data_Center

zone, you also need to protect the servers from attacks that inadvertently might have

been introduced into a user machine in the Trust zone. You create a firewall rule from

the Trust to the Data_Center zone that allows traffic from any source to any destination

for any service, then enable IDP in the Rule Options column.

Youwould then addand configure IDP rulebases for the security policy to detect possible

attacks against servers in the Data_Center zone.

Configuringmultiple IDP policies for anMX Series Router

You can configure multiple IDP policies for an MX Series device by associating existing

IDP rules in thesecuritypolicyassigned to thedevice, tomultiple IDPpolicies. IDPservices

on MX series routers allow administrators to provide security services to service provider

subscribers.Multiple IDPpoliciesallowadministrators to referenceaservicesetassociated

witha subscriber to apre-configured IDPpolicy. This IDPpolicy is used toenforce security

inspection for traffic per subscriber. Service set configuration is supported in-device in
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MX series devices and IDP policies can be associated with service sets using the

configuration node Services > Service Interface Pool > Service Set.

To create a new IDP policy:

• 1. In the main navigation tree, select Policies, then double-click the policy name in the

Security Policies window. The Security Policy window appears.

• 2. Select the IDP tab in the Security Policy window.

• 3. Click Add in the Policies panel.

• 4. Enter a name for the policy and comments if desired, in the pop-upmenu, and click

OK. The new IDP policy is added to the Policies panel.

To add rules to the IDP policy:

• 1. In the main navigation tree, select Security Policies, then double-click the policy
name in the Security Policies window. The Security Policy window appears.

• 2. Select the IDP tab in the Security Policy window.

• 4. Right-click on the policy name in the Policies panel and select Add Rule. The rule
will be added to the IDP policy.

NOTE: If you select an IDP rule associated withmultiple IDP policies from
the IDP rule table in a Security Policywindow, the Policies panel displays the
multiple IDP policies to which the rule is associated.

To remove rules from the IDP policy:

• 1. In the main navigation tree, select Security Policies, then double-click the policy
name in the Security Policies window. The Security Policy window appears.

• 2. Select theIDP tab in the Security Policy window.

• 3. Select a rule from the IDP rule table.

• 4. Right-click on the policy that includes the rule in the Policies panel, and select

RemoveRule. The rulewill be removed fromthecorresponding IDPpolicy in thePolicies

panel but will remain in the IDP rule table.

NOTE: For other devices which do not support multiple IDP policies, an IDP
rule’s association withmultiple IDP policies on the Policies panel is ignored.

NOTE: From-ZoneandTo-Zonesarenot applicable toMXseriesdevicesand
these values will be trimmed or ignored if configured.
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Configuring Application Policy Enforcement (APE) Rules

You can configure APE rules to detect network traffic based on application signatures

(rather than services, service contexts, and signatures) and to take a specified action.

APE rules are supported on IDP standalone devices running IDP release 5.0.

You complete the steps in the following sections to create an APE rulebase:

• “Adding the APE Rulebase Using the Policy Manager” on page 527 or “Adding the APE

Rulebase to a Policy Using the Application Profiler” on page 528—Create, modify, or

delete APE rules from the Policy Manager or you can select one or more traffic flows

on the Application Profiler tab to create APE rules.

• “DefiningMatches For APERules” on page 529—Define the type of network traffic you

want IDP tomonitor for applications, such as source/destination zones,

source/destination address objects, and the application layer protocols (services)

supported by the destination address object. You can also negate zones, address

objects, or services.

• “Configuring Actions For APE Rules” on page 531— Specify the action you want IDP to

takewhen themonitored trafficmatches the rule’s applicationobjects. Youcanspecify

the action youwant the security device to perform against the current connection and

future connections from the same source IP address (see Choosing an IP Action).

• “ConfiguringNotification in APERules” on page 534—Disable or enable logging for the

IDP rule.

NOTE: All APE rules are terminal. When amatch is discovered in a terminal
rule for thesource,destination, service, andapplication, IDPdoesnotcontinue
to check subsequent rules for the same source, destination, service, and
application.

Adding the APE Rulebase Using the Policy Manager

You can create APE rules based on Layer-7 applications and protocols. Before you can

configurea rule in theAPE rulebase, youneed toadd theAPE rulebase toa security policy.

To configure an APE rulebase and APE rules:

1. In themainnavigation tree, selectPolicies. Double-click thepolicyname in the security
policies window or click the policy name and then select the Edit icon.

2. Click the Add icon in the upper right corner of the Security Policy window and select

Add APE Rulebase to enable the APE rulebase tab.
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3. To configure an APE rule, click the Add icon on the left side of the Security Policy

window to open a default APE rule. You canmodify the rule as necessary.

4. ClickOK.

NOTE: Policy updates include custom applications on the IDP devices with
application identification support, such as the ISG Series running ScreenOS
6.3 and IDP 5.0 or later.

Adding the APE Rulebase to a Policy Using the Application Profiler

From the Application Profiler view, you select from traffic flows to create corresponding

APE rules in the APE rulebase. When you configure a new APE rule, the APE rulebase is

automatically created.

NOTE: If you do not have appropriate access-control permission and you
attempt to createAPE rules, thewizard returns an errormessage stating that
you do not have access to create rulebases.

To create APE rules for a policy from the Application Profiler:

1. From the Investigate panel, select Security Monitor > Profiler.

2. Select a traffic flow (row) from the Application Profiler view and right-click on a

column row.

3. Right-click on the traffic flow row.

4. Select Create Application Rules > For Policies.

The New Application Rules dialog box is displayed.

NOTE: If an APE rulebase is not already configured, the rulebase is
automatically configuredwhen you add anAPE rule to the security policy.

5. Select one ormore policies towhich youwant to addapplication rules, and clickNext.

6. From the New Application Rules dialog box, configure one or more application rules.

7. ClickNext.

8. Verify that the new rules have been correctly configured in the policy, and click Finish.
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DefiningMatches For APE Rules

When creating your APE rules, youmust specify the type of network traffic that youwant

IDP tomonitor for applications.

Thematch columns From Zone, Source, To Zone, Destination, and Service are required

for all rules in the APE rulebase. If IDP encounters a match for the other Match columns

in an APE rule, no other rules in the rulebase are examined. .

The following sections describe the Match columns of an APE rule.

Configuring Applications for APE Rules

You can select one or more applications or an application group to monitor network

traffic originating from or destined for any application.

1. To select or configure an application, right-click the Application column of a rule and

select Select Application. The Select Application dialog box is displayed.

2. From the Select Application dialog box, check the check box next to each predefined

or custom application, or an application group that you wish to add.

Configuring Source and Destination Zones for APE Rules (Does not Apply to
Standalone IDP Sensor Rulebases)

You can selectmultiple zones for the source and destination. However, these zonesmust

be available on the security devices on which you will install the policy. You can specify

“any” for thesourceordestination zones tomonitornetwork trafficoriginatingordestined

for any zone.

NOTE: You can create custom zones for some security devices. The list of
zones fromwhich you can select source and destination zones includes the
predefined and custom zones that have been configured for all devices
managedbyNSM.Therefore, youshouldonlyselectzonesthatareapplicable
for the device on which you will install the security policy.

Configuring Source and Destination Address Objects for APE Rules

In the NSM system, address objects are used to represent components on your network:

hosts, networks, servers, and so on. Typically, a server or other device on your network is

thedestination IP for incomingattacks, andcansometimesbe thesource IP for interactive

attacks (see “ConfiguringBackdoorRules”onpage538formore informationon interactive

attacks). Youcan specify “any” tomonitor network traffic originating fromany IPaddress.

You can also “negate” the address objects listed in the Source or Destination column to

specify all sources or destinations except the excluded objects.

You can create address objects either before you create an APE rule or while creating or

editing an APE rule. To select or configure an address object, right-click either the Source

orDestinationcolumnofa ruleandselectSelectAddress. In theSelectSourceAddresses
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dialog box, you can either select an already created address object or click the Add icon

to create a new host, network, or group object.

NOTE: You can select either a user role or a source IP address for the APE
rule, but not both.

To detect incoming attacks that target your internal network, set the From Zone to

Untrust, and the Source IP to any IP. Then set the To Zone to dmz and trust. Next, select

the address object that represents the host or server you want to protect from attacks

as the Destination IP.

To detect attacks between two network, select multiple address objects for the Source

and Destination.

Themore specific you are in defining the source and destination of an attack, the more

you reduce false positives.

Configuring User Roles for APE Rules

User roles are configured in conjunction with source IP addresses. You select either a

user role or a source IP address for the APE rule. If you configure a user role in a APE rule,

youmustalso set the sourceaddress to “any”.NSMdoesnotautomatically set the source

address to “any” when a user role is configured in the rule but displays a message that

only a user role or a source address can be specified in a rule.

1. To select or configure a user role, right-click the User Role column of a rule and select

Select User Role.

2. From the Select User Roles dialog box, select a device from the Device drop down

menu.

3. Use the Add or Remove button to add or remove user roles.

4. ClickOK.

Configuring Services for APE Rules

Services are application layer protocols that define how data is structured as it travels

across the network. Because the services you support on your network are the same

services that attackers must use to attack your network, you can specify which services

are supported by the destination IP to make your rule more efficient.

NOTE: All services rely on a transport layer protocol to transmit data. IDP
includesservices thatuseTCP,UDP,RPC,and ICMPtransport layerprotocols.

Service objects represent the services running on your network. NSM includes predefined

service objects that are based on industry-standard services. You use these service
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objects in rules to specify the service an attack uses to access your network. You can

also create custom service objects to represent protocols that are not included in the

predefined services.

In the Service column you select the service of the traffic you want IDP tomatch:

• Select Default to accept the service specified by the attack object you select in the
Attacks column. When you select an attack object in the Attack column, the service

associated with that attack object becomes the default service for the rule. To see the

exact service, view the attack object details.

• Select Any to set any service.

• Select Service to choose specific services from the list of defined service objects.

For example, to take some action on FTP traffic, set the service to Default and add the

application object FTP. The Service column in the rule still displays “Default,” but the

rule actually uses the default service of TCP-FTP, which is specified in the application

object.

You can create your own service objects to use in rules, such as service objects for

protocols that use nonstandard ports. However, you cannot match application objects

to protocols that they do not use.

Configuring Actions For APE Rules

You can tell the security device which actions to perform against attacks that match

rules in your security policy. For eachattack thatmatchesa rule, you canchoose to ignore,

drop, or close the current packets or connection. If the rule is triggered, the device can

perform actions against the connection.

Remember that thedevice candrop traffic onlywhen IDP is enabled in inlinemode;when

IDP is enabled in inline tap (sniffer) mode, it cannot perform drop or close actions.

Table 47 on page 531 lists actions for APE rules:

Table 47: APE Rule Actions

DescriptionAction

IDP takes no action against the connection. If a rule that contains an
action of None is matched, the corresponding log record displays
“accept” in the action column of the Log Viewer.

None

IDPdrops theconnectionwithout sendinganRSTpacket to thesender,
preventing the traffic from reaching its destination. Use this action to
drop connections for traffic that is not prone to spoofing.

Drop Connection

IDP closes the connection to the client, but not to the server.Close Client

IDP closes the connection to the server, but not to the client.Close Server
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Table 47: APE Rule Actions (continued)

DescriptionAction

IDP closes the connection and sends a RST packet to both the client
and the server. If IDP is operating in inline tapmode, IDP sends an RST
packet toboth the client and server but doesnot close the connection.

Close Client and Server

IDP assigns the service differentiation value indicated to the packet,
then passes it on normally. The value is set in the dialog that appears
when you select this action in the rulebase.

Diffserv Marking

IDP enforces a rate limit for all current sessions that match the rule. If
the limit hasnotbeen reached, the IDPappliance forwards thepackets.
If the limithasbeen reached, the IDPappliancebehavesas if bandwidth
is unavailable; it drops packets until the aggregate bandwidth falls
below the limit. When the IDP appliance drops packets, the TCP or
UDPendpoints identify thepacket lossandslowdownthe transmission
rate.

Specify rate limits depending on the bandwidth for your links. If you
have a 1 Gbps link, and want nomore than 10% available to
peer-to-peer traffic, the sum of the rate limits you specify for all
peer-to-peer rules should be less than 102.4Mbps (in each direction).
You configure separate rate limits for client-to-server and
server-to-client directions. For peer-to-peer traffic, we recommend
you set the same rate for each direction.

Standalone IDP sensors running 5.1 and later assign the rate-limit for
client-to-server and server-to-client traffic in Kbps. Make sure that
you enable the rate-limit feature for the device. For more information
on enabling this feature, see Intrusion Detection and Prevention
Administration Guide.

NOTE: For TFTP traffic, all traffic is counted as client-to-server traffic.
A TFTP server responds to get requests by establishing an ephemeral
port fromwhich to send the reply. In this case, both directions appear
to the IDP appliance as client-to-server flows.We recommend you set
the same rate for each direction.

Rate Limiting

IDP enforces the user-prescribed rate limit (in Kbps) on the session
that matches the rule and assigns the user-specified service
differentiation value to the packets in that session.

The service differentiation value and the rate-limit value are set in the
dialog that appears when you select this action in the APE rulebase.

Only standalone IDP sensors running IDP 5.1 and later support this
feature.Whenyouselect this action inanAPE rule installedonadevice
running IDP 5.0 or earlier, NSM displays a message warning the user
that if unsupported, this APE action might cause a device update
failure.

Diffserv Marking & Rate
Limiting

Configuring IP Actions in APE Rules

This columnonlyappearswhenyouviewthesecuritypolicy inExpandedMode.Tochange

the security policy view from Compact Mode to Expanded Mode, from themenu bar,

select View > ExpandedMode.
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If the current network trafficmatches a rule, the security device can perform an IP action

against future network traffic that uses the same IP address. IP actions are similar to

other actions; they direct the device to drop or close the connection. However, because

you now also have the attacker’s IP address, you can choose to block the attacker for a

specified amount of time. If attackers cannot immediately regain a connection to your

network, they might try to attack easier targets.

Use IP actions in conjunction with actions and logging to secure your network. In a rule,

first configureanaction todetectandpreventcurrentmaliciousconnections fromreaching

your address objects. Then right-click in the IP Action column of the rule and select

Configure. Enable and configure an IP action to prevent future malicious connections
from the attacker’s IP address.

Choosing an IP Action

For each IP action option, an IP action is generated by NSM. The IP action instructs the

security device to perform the specified task. Select from the following options:

• IDPNotify—The security device does not take any action against future traffic, but logs

the event. This is the default.

• IDP Drop—The security device drops the matching connection and blocks future

connections that match the criteria set in the Block list.

• IDP Close—The security device closes future connections thatmatch the criteria in the

Block list.

Choosing a Block Option

Each block option follows the criteria you set in the Actions box. Block options can be

based on the following matches of the attack traffic:

• Source, Destination, Destination Port and Protocol—The security device blocks future

traffic based on the source, destination, destination port, and protocol of the attack

traffic. This is the default.

• Source—The security device blocks future traffic based on the source of the attack

traffic.

• Destination—The security device blocks future traffic based on the destination of the

attack traffic.

• From Zone, Destination, Destination Port and Protocol—The security device blocks

future traffic based on the source zone, destination, destination port, and protocol of

the attack traffic.

• From Zone—The security device blocks future traffic based on the source zone of the

attack traffic.

Setting Logging Options

When the security device detects attack traffic that matches a rule and an IP action is

triggered, the device can log information about the IP action that was taken or create an

alert in the Log Viewer. By default, there are no logging options set.
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Setting Timeout Options

You can set the number of seconds that you want the IP action to remain in effect after

a traffic match. For permanent IP actions, leave the timeout at 0 (this is the default).

Configuring Notification in APE Rules

You can log an attack and create log records with attack information that you can view

in realtime in the Log Viewer. For more critical attacks, you can also set an alert flag to

appear in the log record.

To log an attack for a rule, right-click the Notification column of the rule and select

Configure.

The first time you design a security policy, youmight be tempted to log all attacks and

let the policy run indefinitely. Do not do this! Some attack objects are informational only,

and others can generate false positives and redundant logs. If you become overloaded

with data, you canmiss something important. Security policies that generate toomany

log records are hazardous to the security of your network, because youmight discover

an attack too late or miss a security breach entirely due to sifting through hundreds of

log records. Excessive logging can also affect throughput, performance, and available

disk space. A good security policy generates enough logs to fully document only the

important security events on your network.

NOTE: J Series routers and SRX Seriesgateways do not send packet data to
NSM. If your policy rules attempt to do so, NSM does not log the data.

• SettingLogging—In theConfigureNotificationdialogbox, selectLoggingand thenclick
OK. Each time the rule is matched, the NSM system creates a log record that appears

in the Log Viewer.

• Setting an Alert—In the Configure Notification dialog box, select Alert and then click
OK. If the rule is matched, the security device places an alert flag in the Alert column
of the Log Viewer for the matching log record.

• Logging Packets—You can record the individual packets in the network traffic that

matched a rule by capturing the packet data for the attack. Viewing the packets used

inanattackonyournetworkcanhelpyoudetermine theextentof theattemptedattack

and its purpose, whether or not the attack was successful, and any possible damage

to your network.

NOTE: To improve performance, log only the packets after the attack.

If multiple rules with packet capture enabledmatch the same attack, the security

devicecaptures themaximumspecifiednumberofpackets. For example, youconfigure

Rule 1 tocapture 10packetsbeforeandafter theattack, andRule2 tocapture5packets

before and after the attack. If both rules match the same attack, IDP attempts to

capture 10 packets before and after the attack.
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NOTE: Packet captures are restricted to 256 packets before and after the
attack.

Setting VLAN Tags for APE Rules

You can specify that the rule be applied only to packets from particular VLANs. See

“Setting VLAN Tags for IDP Rules” on page 524more information.

Setting Severity for APE Rules

This columnonlyappearswhenyouviewthesecuritypolicy inExpandedMode.Tochange

the security policy view from Compact Mode to Expanded Mode, from themenu bar,

select View > ExpandedMode.

You can override the inherent attack severity on a per-rule basis within the APE rulebase.

You can set the severity to Default, Info, Warning, Minor, Major, or Critical.

To change the severity for a rule, right-click the Severity column of the rule and select a

severity.

Setting Target Security Devices for APE Rules

For each rule in the APE rulebase, you can select the security device on which the rule is

installed. When you install the security policy that the rule belongs to, the rule becomes

active only on the devices you selected in the Install On column of the rulebase.

NOTE: NSMsupportsAPEonlyonstandalone IDPdevices running IDPrelease
5.0.

Entering Comments for APE Rules

You can enter notations about the rule in the Comments column. Anything you enter in

theCommentscolumn isnotpushed to the targetdevices.Toenteracomment, right-click

the Comments column and select Edit Comments. The Edit Comments dialog box
appears. You can enter up to 1024 characters in the Comments field.

Configuring Exempt Rules

The Exempt rulebase works in conjunction with the IDP rulebase. Before you can create

exempt rules, youmust first create rules in the IDP rulebase. If traffic matches a rule in

the IDP rulebase, IDP attempts to match the traffic against the Exempt rulebase before

performing the specified action or creating a log record for the event.

NOTE: If you delete the IDP rulebase, the Exempt rulebase is also deleted.
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Youmight want to use an exempt rule when an IDP rule uses an attack object group that

contains one ormore attack objects that produce false positives or irrelevant log records.

To prevent unnecessary alarms, youmight want to use an exempt rule to exclude a

specific source, destination, or source/destination pair frommatching an IDP rule.

When you create an exempt rule, youmust specify the following:

• Source and destination for traffic you want to exempt. You can set the source or

destination to “any” to exempt network traffic originating from any source or sent to

any destination. You can also specify “negate” to specify all sources or destinations

except the specified addresses.

• The attacks you want IDP to exempt for the specified source/destination addresses.

Youmust include at least one attack object in an exempt rule.

NOTE: The Exempt rulebase is a non-terminal rulebase. That is, IDP
attempts tomatch traffic against all rules in the Exempt rulebase and all
matches are executed.

Adding the Exempt Rulebase

Before you can configure a rule in the Exempt rulebase, you need to add the Exempt

rulebase to a security policy.

1. In the main navigation tree, select Policies. Open a security policy by double-clicking
the policy name in the security policies window or click the policy name and then

select the Edit icon.

2. Click the Add icon in the upper right corner of the Security Policy window and select

Add Exempt Rulebase to enable the Exempt rulebase tab.

3. To configure an exempt rule, click the Add icon on the left side of the Security Policy

window to open a default exempt rule. You canmodify this rule as necessary.

Defining aMatch

You specify the traffic you want to exempt from attack detection. The Match columns

From Zone, Source, To Zone, and Destination are required for all rules in the exempt

rulebase.

The following sections detail the Match columns of an exempt rule.

Configuring Source and Destination Zones

You can selectmultiple zones for the source and destination, however these zonesmust

be available on the security devices on which you will install the policy. You can specify

“any” for thesourceordestination zones tomonitornetwork trafficoriginatingordestined

for any zone.
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NOTE: You can create custom zones for some security devices. The list of
zones fromwhich you can select source and destination zones includes the
predefined and custom zones that have been configured for all devices
managedbyNSM.Therefore, youshouldonlyselectzonesthatareapplicable
for the device on which you will install the security policy.

Configuring Source and Destination Address Objects

In the NSM system, address objects are used to represent components on your network:

hosts, networks, servers, etc. You can specify "any" tomonitor network traffic originating

from any IPv4 address and "AnyIPv6" to monitor network traffic originating from any

IPv6 address. You can also negate the address objects listed in the Source or Destination

column to specify all sources or destinations except the excluded object.

You can create address objects either before you create an exempt rule or while creating

or editing an exempt rule. To select or configure an address object, right-click either the

Source or Destination column of a rule and select Select Address. In the Select Source
Addresses dialog box, you can either select an already-created address object or click

the Add icon to create a new host, network, or group object.

To improve performance and eliminate false positives between your Internal Lab devices

and your Engineering desktops, you want to exempt attack detection.

Setting Attack Objects

You specify the attacks you want IDP to exempt for the specified source/destination

addresses. Youmust include at least one attack object in an exempt rule.

You consistently find that your security policy generates false positives for the attack

HTTP Buffer Overflow: Header on your internal network. You want to exempt attack

detection for this attack when the source IP is from your internal network.

Specifying VLANs

You can specify that the rule be applied only to packets from particular VLANs. See

“Setting VLAN Tags for IDP Rules” on page 524more information.

Setting Target Devices

For each rule in the rulebase, you can select the IDP-capable device that will use that

rule to detect and prevent attacks. Alternatively, you can use Device Manager to assign

policies to devices.

Entering Comments

You can enter notations about the rule in the Comments column. Anything you enter in

theCommentscolumn isnotpushed to the targetdevices.Toenteracomment, right-click

the Comments column and select Edit Comments. The Edit Comments dialog box

appears. You can enter up to 1024 characters in the Comments field.
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Creating an Exempt Rule from the Log Viewer

You can also create a rule in the Exempt rulebase directly from the NSM Log Viewer. You

might want to use this method to quickly eliminate rules that generate false positive log

records. .

To create an exempt rule from the Log Viewer:

1. View the IDP/DI logs in the Log Viewer.

2. Right-clicka log record that containsanattack youwant toexemptandselectExempt.

The Exempt rulebase for the security policy that generated the log record is displayed,

with the exempt rule that is associated with the log entry. The source, destination, and

attack settings for the rule are automatically filled in based on the information in the log

record.

NOTE: If the Exempt rulebase does not already exist when you create an
exempt rule from the Log Viewer, the rulebase is automatically created and
the rule is added.

You canmodify, reorder, or merge an exempt rule created from the Log Viewer in the

samemanner as any other exempt rule that you create directly in the Exempt rulebase.

Configuring Backdoor Rules

A backdoor is a mechanism installed on a host computer that facilitates unauthorized

access to the system. Attackers who have already compromised a system can install a

backdoor to make future attacks easier. When attackers type commands to control a

backdoor, they generate interactive traffic.

Interactive traffic is traffic that indicates human involvement in a normally automated

process, such as a user typing commands. Interactive traffic looks different than other

traffic because humans are manually controlling one end of the connection. In a

connection between two programs, the data transfer is automated; TCP packets can be

batched and sent in bulk for efficiency. In a connection between a program and a user,

packets are sent when they become available; characters display as they are typed (not

after the word is complete). Interactive programs transmit several short IP packets

containing individual keystrokes and their echoes, reflecting the real-time actions of a

user (or attacker).

When attackers type commands to control a backdoor, they generate interactive traffic

that IDP can detect. Unlike antivirus software, which scans for known backdoor files or

executables on the host system, IDP detects the interactive traffic that is producedwhen

backdoors are used. Thismethod ensures that IDP can detect all backdoors, both known

and unknown. If interactive traffic is detected, IDP can perform IDP actions against the

connection to prevent the attacker from further compromising your network.

When you configure a backdoor rule, youmust specify the following:
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• Source and destination addresses for traffic you want to monitor. To detect incoming

interactive traffic, set the Source to “ any” and the Destination to the IP address of

network device you want to protect. To detect outgoing interactive traffic, set the

Source to the IP address of the network device youwant to protect and theDestination

to “ any” .

• Services that are offered by the Source or Destination as well as interactive services

that can be installed and used by attackers.

NOTE: Donot includeTELNET,SSH,RSH,NETMEETING,orVNCasservices,
as these services are often used to legitimately control a remote system.
Including these services can generate false positives.

• Action that the IDP is to perform if interactive traffic is detected. Set the Operation to

“ detect” . If you are protecting a large number of network devices from interactive

traffic, you can create a rule that “ ignores” accepted forms of interactive traffic from

those devices, then create another rule that “ detects” all interactive traffic from those

devices.

NOTE: The Backdoor rulebase is a terminal rulebase. That is, when IDP
finds amatch on a rule in the Backdoor rulebase, it does not execute
succeeding rules.

Adding the Backdoor Rulebase

Before you can configure a rule in the Backdoor rulebase, you need to add the Backdoor

rulebase to a security policy.

1. In the main navigation tree, select Policies. Open a security policy by double-clicking
the policy name in the security policies window or click the policy name and then

select the Edit icon.

2. Click the Add icon in the upper right corner of the Security Policy window and select

Add Backdoor Rulebase. The Backdoor rulebase tab appears.

3. Configureabackdoor rulebyclicking theAdd iconon the left sideof theSecurityPolicy

window. A default backdoor rule appears. You canmodify this rule as needed.

Defining aMatch

You specify the traffic youwant to IDP tomonitor for indications of backdoors. TheMatch

columns From Zone, Source, To Zone, Destination, and Service are required for all rules

in the Backdoor rulebase.

The following sections detail the Match columns of a backdoor rule.
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Configuring Source and Destination Zones

You can selectmultiple zones for the source and destination, however these zonesmust

be available on the security devices on which you will install the policy. You can specify

“ any” for the sourceordestination zones tomonitor network traffic originatingor destined

for any zone.

NOTE: You can create custom zones for some security devices. The list of
zones fromwhich you can select source and destination zones includes the
predefined and custom zones that have been configured for all devices
managedbyNSM.Therefore, youshouldonlyselectzonesthatareapplicable
for the device on which you will install the security policy.

Configuring Source and Destination Address Objects

In NSM, address objects are used to represent components on your network: hosts,

networks, servers, and so on. Typically, a server or other device on your network is the

destination IP for incoming attacks, and can sometimes be the source IP for interactive

attacks.Youcanspecify "any" tomonitor network trafficoriginating fromany IPv4address

and " AnyIPv6 " to monitor network traffic originating from any IPv6 address. You can

also negate the address objects listed in the Source or Destination column to specify all

sources or destinations except the excluded address object.

You can create address objects either before you create a backdoor rule or while creating

or editing an backdoor rule. To select or configure an address object, right-click either

theSourceorDestinationcolumnofa ruleandselectSelectAddress. In theSelectSource

Addresses dialog box, you can either select an already-created address object or click

the Add icon to create a new host, network, or group object.

Configuring Services

Select interactive service objects. Be sure to include services that are offered by the

source or destination IP as well as interactive services that are not; attackers can use a

backdoor to install any interactive service. Do not include telnet, SSH, RSH, netmeeting,

or VNC, as these services are often used to remotely control a system legitimately and

their inclusion might generate false positives.

Setting Operation

Set the Operation to detect or ignore. If you select detect, choose an action to perform

if backdoor traffic is detected. If you are protecting a large number of address objects

from interactive traffic, you can create a rule that ignores accepted forms of interactive

traffic from those objects, then create a succeeding rule that detects all interactive traffic

from those objects.

Setting Actions

Choose an action to perform from Table 48 on page 541 if IDP detects interactive traffic:
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Table 48: Actions for Backdoor Rule:

DescriptionAction

IDP accepts the interactive traffic.Accept

IDP drops the interactive connection without sending a RST packet to the
sender, preventing the traffic from reaching its destination. Use this action to
drop connections for traffic that is not prone to spoofing.

Drop
Connection

IDP closes the interactive connection and sends a RST packet to both the
client and the server. If the IDP is in sniffer mode, IDP sends a RST packet to
both the client and server but does NOT close the connection.

Close Client
and Server

IDP closes the interactive connection to the client, but not to the server.Close Client

IDP closes the interactive connection to the server, but not to the client.Close Server

Setting Notification

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, you can also set an alert

flag to appear in the log record.

To log an attack for a rule, right-click the Notification column of the rule and select

Configure. The Configure Notification dialog box appears.

The first time you design a security policy, youmight be tempted to log all attacks and

let the policy run indefinitely. Don’t do this! Some attack objects are informational only,

and others can generate false positives and redundant logs. If you become overloaded

with data, you canmiss something important. Remember that security policies that

generate toomany log records are hazardous to the security of your network, as you

might discover an attack too late or miss a security breach entirely due to sifting through

hundreds of log records. Excessive logging can also affect IDP throughput, performance,

and available disk space. A good security policy generates enough logs to fully document

only the important security events on your network.

Setting Logging

In the Configure Notification dialog box, select Logging and then clickOK. Each time the
rule is matched, the IDP system creates a log record that appears in the Log Viewer.

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, however, youmight want

to be notified immediately by e-mail, have IDP run a script in response to the attack, or

set an alarm flag to appear in the log record. Your goal is to fine-tune the attack

notifications in your security policy to your individual security needs.

Setting an Alert

In the Configure Notification dialog box, selectAlert and then clickOK. If Alert is selected
and the rule is matched, IDP places an alert flag in the alert column of the Log Viewer

for the matching log record.
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Logging Packets

You can record the individual packets in the network traffic that matched a rule by

capturing the packet data for the attack. Viewing the packets used in an attack on your

network can help you determine the extent of the attempted attack and its purpose,

whether or not the attack was successful, and any possible damage to your network.

NOTE: To improve IDP performance, log only the packets after the attack.

If multiple rules with packet capture enabledmatch the same attack, IDP captures the

maximum specified number of packets. For example, you configure Rule 1 to capture 10

packets before and after the attack, and Rule 2 to capture 5 packets before and after

the attack. If both rules match the same attack, IDP attempts to capture 10 packets

before and after the attack.

NOTE: Packet captures are restricted to 256 packets before and after the
attack.

Setting Severity

You can override the inherent attack severity on a per-rule basis within the Backdoor

rulebase. You can set the severity to either Default, Info,Warning, Minor, Major, or Critical.

To change the severity for a rule, right-click the Severity column of the rule and select a

severity.

Specifying VLANs

You can specify that the rule be applied only to packets from particular VLANs. See

“Setting VLAN Tags for IDP Rules” on page 524 for more information.

Setting Target Devices

For each rule in the rulebase, you can select the IDP-capable device that will use that

rule to detect and prevent attacks. Alternatively, you can use Device Manager to assign

policies to devices.

Entering Comments

You can enter notations about the rule in the Comments column. Anything you enter in

theCommentscolumn isnotpushed to the targetdevices.Toenteracomment, right-click

the Comments column and select Edit Comments. The Edit Comments dialog box
appears. You can enter up to 1024 characters in the Comments field.

Configuring SYN Protector Rules

The SYN-Protector rulebase protects your network from SYN floods by ensuring that

the three-way handshake is performed successfully for specified TCP traffic. If you know
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that your network is vulnerable to aSYN flood, use theSYNProtector rulebase to prevent

it.

The TCPHandshake

When a TCP connection is initiated, a three-way handshake takes place:

• Aclient host sendsaSYNpacket toaspecific port on the server to requestaconnection.

• Next, the server sends the client host a SYN/ACK packet, which both acknowledges

(ACK) the original SYN packet from the client host and forwards a new SYN packet.

The potential connection is now in a SYN_RECV state.

• Finally, the client host sends an ACK packet to the server to acknowledge receipt of

the SYN/ACK packet. The connection is now in an ESTABLISHED state.

This three-way handshake contains an inherent, exploitable vulnerability that attackers

can use to disable the system: a SYN flood. Most systems allocate a large, but finite

number of resources to a connection table that is used tomanagepotential connections.

While the connection table can sustain hundreds of concurrent connections across

multiple ports, attackers can generate enough connection requests to exhaust all

allocated resources.

SYN-Floods

Attackers initiate a SYN flood bymanipulating the basic three-way handshake:

• A client host sends a SYNpacket to a specific port on the server. However, the attacker

ensures that the client host’s IP address is a spoofed IP address of an unreachable

system.

• Next, the server sends the client host (spoofed address) a SYN/ACK packet. The

potential connection is now in a SYN_RECV state.

• Since the system is unreachable, the server never receives an ACK or RST packet back

from the client host. The potential connection is now in the SYN_RECV state, and is

placed into a connection queue while it waits for an ACK or RST packet. This potential

connection remains in the queue until the connection-establishment timer expires

(when it will be deleted).

• The attacker sends another SYN packet to the server, requesting another connection.

And then another. And another. The connection table fills to capacity and cannot

accept new SYN requests. The server is overwhelmed, and quickly becomes disabled.

Bydefault, theSYNProtector rulebase is only activatedwhen thenumberofSYNpackets

per second is greater than 1020. This number is the sum of two parameters that you can

set in the Sensor Settings Run-Time Parameters:

• Lower SYN’s-per-second threshold belowwhich SYN Protector will be deactivated

(the default value is 1000)

• Upper SYN’s-per-second threshold above which SYN Protector will be activated (the

default value is 20)
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Once the SYN Protector rulebase is activated, it remains active until the number of SYN

packets per second is less than the Lower SYN’s-per-second threshold (which is 1000

by default).

Adding the SYN Protector Rulebase

Before you can configure a rule in the SYN Protector rulebase, you need to add the SYN

Protector rulebase to a security policy.

1. In the main navigation tree, select Policies. Open a security policy by double-clicking
the policy name in the Security Policies window or click the policy name and then

select the Edit icon.

2. Click the Add icon in the upper right corner of the Security Policy window and select

Add SYN Protector Rulebase to open the SYN Protector rulebase tab.

3. Configure a SYN Protector rule by clicking the Add icon on the left side of the Security

Policy window to open a default SYN Protector rule. You canmodify this rule as

needed.

Defining aMatch

Specify the traffic you want IDP tomonitor for SYN floods.

Configuring Source and Destination Address Objects

Set theSourceObject toAny. Set theDestinationObject to any address objects youwant

to protect.

Configuring Services

The default service, TCP-any, looks for SYN floods in all TCP-based traffic.

Always set the SYN Protector service value to TCP-any. Selecting individual services can

cause unpredictable interactions with other rulebases.

SettingMode

Select the mode that indicates how IDP handles TCP traffic:

• None. IDP takes no action, and does not participate in the three-way handshake.

• Relay. IDP acts as the middleman, or relay, for the connection establishment,
performing the three-way handshake with the client host on behalf of the server.

Relaymode guarantees that the server allocates resources only to connections that

are already in an ESTABLISHED state. The relay is transparent to both the client host

and the server.

IDP receives the initial SYNpacket sent by the client host and returns a SYN/ACKpacket.

If the client host sends an ACK packet, IDP completes the three-way handshake and

allows the connection tomove to an ESTABLISHED state. If IDP does not receive an ACK

packet from the client host, as would be the case during a SYN flood attack, IDP does

not complete the three-way handshake and the connection is not established.
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• Passive. IDP handles the transfer of packets between the client host and the server,
but does not actively prevent the connection frombeing established. Instead, IDP uses

a timer to ensure that connections are established promptly, minimizing the use of

server resources. The timer IDP uses for the connection establishment is shorter than

the timer the server uses for the connection queue.

IDP transfers the SYN packet sent by the client host to the server, then transfers the

SYN/ACK packet sent by the server to the client host. If the client host sends an ACK

packet to theserverbefore the IDPconnection timerexpires, theconnection is established.

If the client host does not send an ACK packet to the server, as would be the case during

a SYN flood attack, the IDP connection timer expires. IDP resets the connection to free

resources on the server.

Setting Notification

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, you can also set an alert

flag to appear in the log record.

To log an attack for a rule, right-click the Notification column of the rule and select

Configure. The Configure Notification dialog box appears.

The first time you design a security policy, youmight be tempted to log all attacks and

let the policy run indefinitely. Don’t do this! Some attack objects are informational only,

and others can generate false positives and redundant logs. If you become overloaded

with data, you canmiss something important. Remember that security policies that

generate toomany log records are hazardous to the security of your network, as you

might discover an attack too late or miss a security breach entirely due to sifting through

hundreds of log records. Excessive logging can also affect IDP throughput, performance,

and available disk space. A good security policy generates enough logs to fully document

only the important security events on your network.

Setting Logging

In the Configure Notification dialog box, select Logging and then clickOK. Each time the
rule is matched, the IDP system creates a log record that appears in the Log Viewer.

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, however, youmight want

to be notified immediately by e-mail, have IDP run a script in response to the attack, or

set an alarm flag to appear in the log record. Your goal is to fine-tune the attack

notifications in your security policy to your individual security needs.

Setting an Alert

In the Configure Notification dialog box, selectAlert and then clickOK. If Alert is selected
and the rule is matched, IDP places an alert flag in the alert column of the Log Viewer

for the matching log record.

Logging Packets

You can record the individual packets in the network traffic that matched a rule by

capturing the packet data for the attack. Viewing the packets used in an attack on your
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network can help you determine the extent of the attempted attack and its purpose,

whether or not the attack was successful, and any possible damage to your network.

NOTE: To improve IDP performance, log only the packets after the attack.

If multiple rules with packet capture enabledmatch the same attack, IDP captures the

maximum specified number of packets. For example, you configure Rule 1 to capture 10

packets before and after the attack, and Rule 2 to capture 5 packets before and after

the attack. If both rules match the same attack, IDP attempts to capture 10 packets

before and after the attack.

NOTE: Packet captures are restricted to 256 packets before and after the
attack.

Setting Severity

You can override the inherent attack severity on a per-rule basiswithin the SYNProtector

rulebase. You can set the severity to either Default, Info,Warning, Minor, Major, or Critical.

To change the severity for a rule, right-click the Severity column of the rule and select a

severity.

Specifying VLANs

You can specify that the rule be applied only to packets from particular VLANs. See

“Setting VLAN Tags for IDP Rules” on page 524 for more information.

Setting Target Devices

For each rule in the rulebase, you can select the IDP-capable device that will use that

rule to detect and prevent attacks. Alternatively, you can use Device Manager to assign

policies to devices.

Entering Comments

You can enter notations about the rule in the Comments column. Anything you enter in

theCommentscolumn isnotpushed to the targetdevices.Toenteracomment, right-click

the Comments column and select Edit Comments. The Edit Comments dialog box
appears. You can enter up to 1024 characters in the Comments field.

Configuring Traffic Anomalies Rules

Traffic anomaly rules protect your network from attacks by using traffic flow analysis to

identify attacks that occur over multiple connections and sessions (such as scans).

Before attempting to enter an unknown network, attackers often gather information

about the network and analyze any weaknesses to help them choose the best attack

method.Aport scanornetworkscan isoften the first reconnaissanceperformed.Attackers

typically use a scanning tool that attempts to connect to every port on a single machine
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(port scanning) or connect to multiple IP addresses on a network (network scanning).

By determining which services are allowed and responding on your network, attackers

can gain valuable information about your network configuration.

To detect scans and other distributed network attacks, the Traffic Anomalies Rulebase

looks for patterns that indicate abnormal network activity. Attackers often use scanning

tools to automate their port scans, allowing them to scanmultiple ports quickly and

efficiently. IDP can detect these scans by counting the number of ports scanned in a

specified time period. You can also set a session limit threshold, which defines the

maximum number of sessions for a single host.

Detecting TCP and UDP Port Scans

To detect TCP and UDP port scans, set a port count (number of ports scanned) and the

time threshold (the time period that ports are counted) in seconds.

Example: Traffic Anomalies Rule

You want to create a Traffic Anomalies rule that looks for port scans on your internal

network. You set both the TCP and UDP Port Count to 20 and the Time threshold to 120

seconds. The rule is matched if the same Source IP scans 20 TCP ports on your internal

networkwithin 120 seconds, or if the sameSource IP scans 20UDPports on your internal

network within 120 seconds.

Detecting Other Scans

In addition to port scans, the attacks can occur over multiple connections and sessions:

• Distributed Port Scans. Use multiple Source IP addresses to scan ports.

• ICMP Sweeps. Use a single Source IP to ping multiple IP addresses.

• Network Scans. Use a single Source IP to scanmultiple IP addresses.

To detect these attacks, set the IP Count (the number of times attempts to scan or ping

portsonyournetworkoccur)and theTime(the timeperiod that IPaddressesarecounted)

in seconds.

Example: Traffic Anomalies Rule

To create a Traffic Anomalies rule that looks for distributed port scans on your internal

network, set the IP Count to 50 and the Time to 120 seconds. If 50 IP addresses attempt

to scan ports on your internal network within 120 seconds, the rule is matched.

Example: Traffic Anomalies Rule

You want to create a Traffic Anomalies rule that looks for network scans and ICMP

sweeps on your internal network. You set the IPCount to 50 and the Time to 120 seconds

for ICMP sweeps and network scans. The rule is matched if:

• The same Source IP attempts to scan 50 IP addresses on your internal network within

120 seconds

• The same Source IP attempts to ping 50 IP addresses on your internal network within

120 seconds
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Session Limiting

You can set a session limit threshold that defines the maximum number of sessions

allowed from a single host within a second. For each source IP specified in the rule, the

Sensor tracks the sessions per second; if the session rate exceeds the user-defined

maximum, the Sensor generates a SCAN_SESSION_RATE_EXCEEDED event log record,

which appears in the Log Viewer. To take action when this event is triggered, configure

an IP action in the rule.

Example: Session Limiting

Your internal network typically has a low volume traffic. To detect a sudden increase in

traffic from a specific host (which might indicate a worm), set the source IP to your

Internal Network and the configure the session count as 200 session/sec. To block traffic

that exceeds the session limit, set an IP action of IDP Block and chose Source, Protocol

from the Blocking Options menu.

Adding the Traffic Anomalies Rulebase

Before you can configure a rule in the Traffic Anomalies rulebase, you need to add the

Traffic Anomalies rulebase to a security policy.

1. In the main navigation tree, select Policies. Open a security policy by double-clicking
the policy name in the Security Policies window or by clicking the policy name and

then selecting the Edit icon.

2. Click the Add icon in the upper right corner of the Security Policy window and select

Add Traffic Anomalies Rulebase to open the Traffic Anomalies rulebase tab.

3. Configure a Traffic Anomalies rule by clicking the Add icon on the left side of the

Security Policy window to open a default Traffic Anomalies rule. You canmodify this

rule as needed.

Defining aMatch

You specify the traffic you want IDP tomonitor for network anomalies.

Configuring Source and Destination Address Objects

Set theSourceObject toAny. Set theDestinationObject to any address objects youwant

to protect.

Configuring Services

Set the Service to Any, unless you want to tailor different rules to different services.

Setting Detect Options

Right-click the rulebase cell in the Traffic anomalies column and select Detect. In the
ViewDetectOptions dialog, set thePort Count andTimeThreshold values for each value

youwant tomonitor. Thevaluesaremeasure innumberofhits (PortCount) inaparticular

number of seconds (Time Threshold).

Copyright © 2019, Juniper Networks, Inc.548

Network and Security Manager Administration Guide



Setting Response Options

The IP Action column governswhat action the IDPSensor takeswhen it finds amatching

condition.

Right-click the rulebase cell in the IP Action column and selectConfigure. The Configure
IP Action dialog displays.

Configure your IP Action settings as appropriate for your network.

Setting Notification

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, you can also set an alert

flag to appear in the log record.

To log an attack for a rule, right-click the Notification column of the rule and select

Configure. The Configure Notification dialog box appears.

The first time you design a security policy, youmight be tempted to log all attacks and

let the policy run indefinitely. Don’t do this! Some attack objects are informational only,

and others can generate false positives and redundant logs. If you become overloaded

with data, you canmiss something important. Remember that security policies that

generate toomany log records are hazardous to the security of your network, as you

might discover an attack too late or miss a security breach entirely due to sifting through

hundreds of log records. Excessive logging can also affect IDP throughput, performance,

and available disk space. A good security policy generates enough logs to fully document

only the important security events on your network.

Setting Logging

In the Configure Notification dialog box, select Logging and then clickOK. Each time the
rule is matched, the IDP system creates a log record that appears in the Log Viewer.

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, however, youmight want

to be notified immediately by e-mail, have IDP run a script in response to the attack, or

set an alarm flag to appear in the log record. Your goal is to fine-tune the attack

notifications in your security policy to your individual security needs.

Setting an Alert

In the Configure Notification dialog box, selectAlert and then clickOK. If Alert is selected
and the rule is matched, IDP places an alert flag in the alert column of the Log Viewer

for the matching log record.

Logging Packets

You can record the individual packets in the network traffic that matched a rule by

capturing the packet data for the attack. Viewing the packets used in an attack on your

network can help you determine the extent of the attempted attack and its purpose,

whether or not the attack was successful, and any possible damage to your network.
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NOTE: To improve IDP performance, log only the packets after the attack.

If multiple rules with packet capture enabledmatch the same attack, IDP captures the

maximum specified number of packets. For example, you configure Rule 1 to capture 10

packets before and after the attack, and Rule 2 to capture 5 packets before and after

the attack. If both rules match the same attack, IDP attempts to capture 10 packets

before and after the attack.

NOTE: Packet captures are restricted to 256 packets before and after the
attack.

Setting Severity

You can override the inherent attack severity on a per-rule basiswithin the SYNProtector

rulebase. You can set the severity to either Default, Info,Warning, Minor, Major, or Critical.

To change the severity for a rule, right-click the Severity column of the rule and select a

severity.

Specifying VLANs

You can specify that the rule be applied only to packets from particular VLANs. See

“Setting VLAN Tags for IDP Rules” on page 524 for more information.

Setting Target Devices

For each rule in the rulebase, you can select the IDP-capable device that will use that

rule to detect and prevent attacks. Alternatively, you can use Device Manager to assign

policies to devices.

Entering Comments

You can enter notations about the rule in the Comments column. Anything you enter in

theCommentscolumn isnotpushed to the targetdevices.Toenteracomment, right-click

the Comments column and select Edit Comments. The Edit Comments dialog box
appears. You can enter up to 1024 characters in the Comments field.

Configuring Network Honeypot Rules

The Network Honeypot protects your network by impersonating open ports on existing

servers on your network, alerting you to attackers performing port scans and other

information-gathering activities.

Impersonating a Port

Attackers view ports as entry points into your network. You can create counterfeit ports

on existing servers to trick attackers who are attempting to break into your network. A

counterfeit port can appear to offer notoriously vulnerable services to make the port

attractive to attackers.

Copyright © 2019, Juniper Networks, Inc.550

Network and Security Manager Administration Guide



• You create a counterfeit port in the Network Honeypot Rulebase by specifying an

existing network object and choosing a port and service to impersonate. You can also

set an IP Action to perform against the Source IP. If an attacker attempts to

communicate with your counterfeit port, the rule matches and the IP action triggers.

Adding the Network Honeypot Rulebase

Before you can configure a rule in the Network Honeypot rulebase, you need to add the

Network Honeypot rulebase to a security policy.

1. In the main navigation tree, select Policies. Open a security policy by double-clicking
the policy name in the Security Policies window or click the policy name and then

select the Edit icon.

2. Click the Add icon in the upper right corner of the Security Policy window and select

Add Network Honeypot Rulebase. The Network Honeypot rulebase tab appears.

3. Configure a Network Honeypot rule by clicking the Add icon on the left side of the

Security Policy window. A default Network Honeypot rule appears. You canmodify

this rule as needed.

NOTE: Honeypot rulebase is not supported in IDP 4.2. If the assigned policy
has honeypot rule included, NSMwill remove it before pushing the policy to
the device and provide a warning in the Jobmanager.

Defining aMatch

You specify the traffic you want IDP tomonitor for network anomalies.

Configuring the Source

Set the Source object to Any.

Configuring Destination Address Objects and Services

Set the Destination Address and Service to the service that will appear to be available

on the indicated address object.

Setting Operation

Right-click the cell in the Operation column and select Impersonate. This tells the IDP

Sensor to impersonate the indicated services on the indicated device.

Setting Response Options

The IP Action column governswhat action the IDPSensor takeswhen it finds amatching

condition.

Right-click the rulebase cell in the IP Action column and select Configure. The Configure

IP Action dialog displays.

Configure your IP Action settings as appropriate for your network.
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Setting Notification

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, you can also set an alert

flag to appear in the log record.

To log an attack for a rule, right-click the Notification column of the rule and select

Configure. The Configure Notification dialog box appears.

Setting Logging

In the Configure Notification dialog box, select Logging and then clickOK. Each time the
rule is matched, the IDP system creates a log record that appears in the Log Viewer.

You can choose to log an attack and create log records with attack information that you

can view real-time in the Log Viewer. For more critical attacks, however, youmight want

to be notified immediately by e-mail, have IDP run a script in response to the attack, or

set an alarm flag to appear in the log record. Your goal is to fine-tune the attack

notifications in your security policy to your individual security needs.

Setting an Alert

In the Configure Notification dialog box, selectAlert and then clickOK. If Alert is selected
and the rule is matched, IDP places an alert flag in the alert column of the Log Viewer

for the matching log record.

Logging Packets

You can record the individual packets in the network traffic that matched a rule by

capturing the packet data for the attack. Viewing the packets used in an attack on your

network can help you determine the extent of the attempted attack and its purpose,

whether or not the attack was successful, and any possible damage to your network.

NOTE: To improve IDP performance, log only the packets after the attack.

If multiple rules with packet capture enabledmatch the same attack, IDP captures the

maximum specified number of packets. For example, you configure Rule 1 to capture 10

packets before and after the attack, and Rule 2 to capture 5 packets before and after

the attack. If both rules match the same attack, IDP attempts to capture 10 packets

before and after the attack.

NOTE: Packet captures are restricted to 256 packets before and after the
attack.

Setting Severity

You can override the inherent attack severity on a per-rule basiswithin the SYNProtector

rulebase. You can set the severity to either Default, Info,Warning, Minor, Major, or Critical.
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To change the severity for a rule, right-click the Severity column of the rule and select a

severity.

Specifying VLANs

You can specify that the rule be applied only to packets from particular VLANs. See

“Setting VLAN Tags for IDP Rules” on page 524 for more information.

Setting Target Devices

For each rule in the rulebase, you can select the IDP-capable device that will use that

rule to detect and prevent attacks. Alternatively, you can use Device Manager to assign

policies to devices.

Entering Comments

You can enter notations about the rule in the Comments column. Anything you enter in

theCommentscolumn isnotpushed to the targetdevices.Toenteracomment, right-click

the Comments column and select Edit Comments. The Edit Comments dialog box
appears. You can enter up to 1024 characters in the Comments field.

Installing Security Policies

After you have successfully verified your security policy, youmust:

1. Assign the policy to your managed devices.

2. Validate the policy.

3. Install the policy on your managed devices.

The following sections detail each step.

Assigning a Security Policy to a Device

Newdevices do not have an existing or default security policy. However, when you import

a device configuration, NSM automatically imports all existing policies for the device. To

simplify policy management, you canmerge these multiple device policies into a single

security policy that you install on several devices at one time. For details, see “Merging

Policies” on page 563.

After youhave createda security policy, youmust assign that policy to adevice. Assigning

a policy to a device links the device to that policy, enabling NSM to install the policy on

that device. To assign an existing policy to a device, use one of the following methods:

• Right-click a device and select Policy > Assign Policy. Select the policy you want to
assign to the device.

• Double-click a device to open the device configuration. In the Info tab, under Policy for

device, select the policy you want to assign to the device.

You can use a single security policy to control multiple security devices. Each rule in a

security policy contains an Install On column that specifies the devices the rule is applied
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to. This means that you can assign a security policy to a device, but only some of the

rules in that policy are actually installed on that device during a device update.

You can also create multiple policies for a single device, but only one security policy can

be active on the device.When you update a device configuration, NSM installs the active

policy on the security device. By default, NSM considers the active policy to be the policy

that wasmost recently edited.

NOTE: If you delete and then re-import a device, youmust reassign a policy
to the device.

Validating Security Policies

You should validate a security policy to identify potential problems before you install it.

NSM contains a Policy Validation tool to help you locate common problems, such as:

• Rule Duplication—Occurs when one or more rules in the security policy are identical.

For more information, see “Rule Duplication” on page 554.

• Zone Mismatch—Occurs when the source or destination zone you have chosen in a

rule is not available on the device you selected in the Install column.

• Rule Shadowing—Occurs when a strict rule has no effect on traffic because it follows

a broader ruler. For more information, see “Rule Shadowing” on page 555.

• Unsupported Options—Occurs when a device in the Install column of a rule does not

support a specific rule option configured for the rule. For details, see “Unsupported

Options” on page 555.

To use the Policy Validation tool to validate a security policy, youmust first assign the

security policy to a device. Then, to validate a policy, from themenu bar click Devices >
Policy > Validate Policy. A Job Manager window displays job information and progress.

Policy validation analyzes the source and destination addresses, the to and from zones,

and the servicewhen validating. If NSM identifies anyproblems in thepolicy duringpolicy

validation, it displays information about the problem at the bottom of the selected

rulebase.

NOTE: We highly recommend that you validate a policy before installing it.
Asecuritypolicy thathas internalproblemscan leaveyournetworkvulnerable.

Rule Duplication

Rule duplication occurs when an administrator configures the same rule in a rulebase

more than once. Rule duplication can also occur during the rule validation process for

devices runningScreenOS5.0and later.NSMtreatseachelementof the ruleasaseparate

rule. For example, when a rule with two service objects (AOL and DNS) is sent to the

device, NSM sends it as two rules, one rule with AOL and another with DNS.
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NOTE: For ScreenOS 5.0 and later, NSM sends rules withmultiple objects
or elements. For example, NSM can send a rule with two or more service
objects as one rule.

You should delete all duplicate rules to maintain policy lookup efficiency.

A ScreenOS5.0 and later device passes the policy validation process for HTTP; however,

Rule 2 is not needed. To correct this problem, you should delete Rule 2.

Rule Shadowing

Rule shadowing occurs when an administrator selects or configures a policy in such as

way that the next rules have no effect on traffic. Rule shadowing can introduce system

vulnerabilities and packet dropping. Policy validation identifies rule shadowing. You

should modify or delete all rules that overshadow others.

When a packet comes in, a security device compares it to the first rule in the policy. If a

matchoccurs, thedeviceexecutes theactionassociatedwith the rule. If nomatchoccurs,

the rule has no effect. Then, the device compares the packet to the next rule in the policy

(unless the prior rule was a “ terminal” rule.) So, each packet gets compared to every

rule in the policy until a match occurs or a terminal rule ends the match process.

For example, if Rule 1 is a terminal rule, and a packetmatches Rule 1, then the device will

never compare the packet to the next rules. Or, if Rule 1 causes the packet to be dropped,

and Rule 2 adds a diffserv marking, the diffserv marking will never be added.

In Table 49 on page 555 Rule 1 shadows Rule 2. Rule 1 allows any service to a web server,

butRule2denies theserviceHTTP.When thesecuritydevice receivesapacket requesting

HTTP service with the web server, Rule 1 allows the traffic. Rule 2 which denies HTTP is

never checked.

Table 49: Rule Shadowing Example

ActionServiceDestinationTo ZoneSourceFrom ZoneRule

AllowAnyWeb serverDMZAnyUntrust1

DenyHTTPWeb serverDMZAnyUntrust2

Unsupported Options

Policy Validation can also identify unsupported options in your security policy. Because

different security devices and system support different features and options, policy

validation checks the rules in the policy to ensure that the devices specified in the Install

On column of the rule can support the Rule Options configured for the rule.

Some examples of unsupported option messages are included below:

• “Permit/Tunnel” Rules fromhome zone towork zone are not allowedon aDial 2 device

(except when NSRP Lite enabled).
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NOTE: Because the “ reject” firewall action is supported only by devices
running ScreenOS 5.1 and higher, when NSM installs this rule on a device
running an earlier OS, the action is automatically changed to “ deny” .

• Schedule option is not supported on a vsys device.

For example, if you configure a firewall rule option (such as Antivirus protection or Deep

Inspection) that is not supported by the security device in the Install column of the rule,

policy validationdisplaysan informationmessage thatdescribes theunsupported feature.

Installing New Security Policies

Before you install a new security policy, ensure that you have:

• Assigned the policy to your devices—After you have created a security policy, youmust

assign that policy to the devices you want to use that policy. Assigning a policy to a

device links the device to that policy, enabling NSM to install the policy on that device.

• Selected the correct devices for the Install On column of each rule—A security device

can only use one security policy at a time; when you install a new policy, it overwrites

all existing policies on the security device.

• Configured each device in the Install On columnof each rule correctly—When you push

a policy to a device, you also push the device configuration to the device. Any changes

made (by you or another administrator) to the device configuration are pushed to the

device along with the policy.

• Configured rules in each rulebase correctly—Themanagement system installs rules

from all rulebases on the specified device. For information about rule installation and

rule execution sequence, see “Rule Execution Sequence” on page 477.

• Configured theVPNrulesorVPN links in thepolicy correctly—Themanagement system

installs all VPN rules in the policy.

NSM does not validate VPN rules.

Additionally, to help you identify possible problems in your policy, youmight want to run

a Delta Config Summary before pushing the policy.

During policy installation, NSM installs the rules in the policy on the security devices you

selected in the Install On column of each rule. The install process occurs between the

management system and your managed devices. First, the GUI Server creates the ADM

file that contains all policies for all devices selected for update (although the ADM file

collects information from all policies, it does not merge the policies) The GUI Server

sends the ADM to the Device Server. Next, the NSM Device Server receives the ADM and

uses it to create a separate, individual DM for each device that you selected for update:
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• For5.0and laterdevices, theDeviceServer sends theDMto themanageddevice,which

translates the information in the DM into commands and runs those commands on

the devices.

Configuring IDP Policy Push Timeout

IDP policies, due to their possibly large number of attack objects, may take a long time

to upload and compile. The default timeout for IDP policy is 40minutes, but you can set

it higher if your policy uploads are timing out. Usually, this will only occur the first time a

policy is pushed to a newly deployed Sensor.

To set the timeout to a higher value, edit the following file:

/usr/netscreen/DevSvr/var/devSvr.cfg

Change the following setting:

devSvrDirectiveHandler.idpPolicyPush.timeout 2400000

The setting ismeasured inmilliseconds (1000’s of a second). So, 2400000milliseconds

is equal to 40minutes.

Updating Existing Security Policies

To install a newormodified policy on amanageddevice, from the toolbar, selectDevices
> Configuration >Update Device Config. If you changed the device configuration or
assigned policy for a device, that device is automatically selected. Unselect any devices

you do not want to update.

You canalso enable session rematch for policy installations onmanageddevices running

ScreenOS 5.1 and later. Session rematch enables NSM to preserve the existing sessions

that are being tracked by the installed security policy during the policy update procedure.

At the end of the update, NSM restores all valid sessions on themanaged device and

deletes all invalid sessions (a session is considered valid when the From Zone, Source,

To Zone, Destination, and Service of the traffic is the same before and after the new

policy installation).

Youenable session rematchwhenyouupdatedevices (fromthemenubar, selectDevices
> Configuration >Update Device Config). To enable session rematch from the Update

Devices dialog box, selectOptions, then select Rematch, session treatment when
modifying a policy rule, then clickOK.

NOTE: You can also enable/disable session rematch in the system-wide
device update settings. To configure, from themenu bar, select Tools >
Preferences>DeviceUpdate. Thesystem-widesetting (enabledordisabled)
becomes the default setting for all device updates, but you can change the
setting as needed for each individual update.
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After youhaveselected thedevices youwant toupdate (andconfiguredsession rematch,

if desired), clickOK to begin the update process. The Job Manager dialog box appears
and displays the progress of the policy installation. As the update is performed, themain

display area of the Job Manager dialog box displays the CLI commands that the

management system is sending to the physical device. In some cases, youmight see that

the policy is unset, then reset on the device.

NSM does not need to reset the policy when:

• The security policy you are installing does not exists on thephysical device. The update

installs the security policy on the device.

• The security policy you are installing already exists on the physical device. The update

modifies the policy on the physical device, without resetting the policy.

NSMmust reset the policywhen the security policy you are installing already exists on
the physical device, but an object within the policy has changed in NSM. The update first

unsets the current policy on the device, deletes the old object, adds the new changed

object, then installs the entire security policy again on the physical device.

NOTE: Additionally, NSMmust reset the policy during an import when the
security policy exists on the device, but does not exist in themanagement
system.

After the updated has completed, close the JobManager window. The rules in the policy

become active on the devices you selected in the Install On column of the rule. To see

the exact rules that were applied to a specific device, in Device Manager, right-click a

device and select Policy > View Pending Device Policy.

Updating Only the IDP Rulebases on ISG Devices

On ISG devices with IDP, you can elect to push only the IDP rulebases, not the entire

policy.

To push only the IDP rulebases, not the firewall ormulticast rulebases, select theUpdate
IDP Rulebase Only check box in the Update Device Options dialog box.

The IDP-on-ISG rulebases are as follows:

• IDP

• Backdoor

• Exempt

Managing Rules and Policies

Managing rules and policies formultiple security devices can seemdaunting at first. Take

some time to carefully design your policies to make them efficient.
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• Helpful Tips on page 559

• Selecting Rules on page 559

• Editing Rule Order on page 560

• Using Cut, Copy, and Paste on Rules on page 560

• Deleting a Rule on page 562

• Disabling a Rule on page 562

• Using Rule Groups on page 562

• Reimporting Devices and Security Policies on page 562

• Merging Policies on page 563

• Importing SRX Series Devices That Contain Inactive Policies on page 564

• Exporting Policies on page 565

Helpful Tips

Some helpful tips about managing your rules and policies:

• Becauseadevice canhaveonly one security policy installedat a time, youmust include

all rules for that device in one policy.

• The Policies navigation tree lists security policies alphabetically. You can create (or

import) an unlimited number of security policies.

• Each security policy contains a default firewall rulebase (Zone); you can add other

rulebases (Global, Multicast, IDP, Exempt, Backdoor) to create additional rules.

• Each rulebase can contain one ormore rules, up to 40,000max for the security policy.

The top rule in the rulebase is rule 1, and second rule is rule 2, and so on. To combine

rules for easier management within the Zone rulebase, you can create rule groups.

• Each rule groupcancontainoneormore rules, up to40,000max for the security policy.

Rules within a rule group follow the rulebase numbering sequence.

• The IDP, Exempt, or Backdoor rulebases are not included when you:

• Merge two policies into a single policy

• Import a security policy from an existing IDP-capable security device

• You cannot disable an entire security policy or a rulebase. You can, however, disable

individual rules; for details, see “Disabling a Rule” on page 562.

• When you reimport a device thatwas previouslymanagedbyNSM, youmustmanually

reassign a policy to it. For information about reimporting issues, see “Reimporting

Devices and Security Policies” on page 562.

Selecting Rules

To select a single rule, click anywhere in the rule. The following sections explain these

rule functions:
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• Editing Rule Order on page 560

• Using Cut, Copy, and Paste on Rules on page 560

• Using Cut, Copy, and Paste on Rule Fields on page 560

• Deleting a Rule on page 562

• Disabling a Rule on page 562

• Using Rule Groups on page 562

Editing Rule Order

To change the order of rules in a policy, right-click the No. Column (the first column) of

a rule and selectMove Rule Up orMove Rule Down.

Using Cut, Copy, and Paste on Rules

To quickly createmultiple rules that use the same basic information, copy and paste the

rule, then change the parameters in each copied rule to make the rule unique (this is

especially useful for rules that contain detailed rule options such as attack protection).

NOTE: When you cut and paste a rule, your preferred ID is retained. However,
when you copy and paste a rule, a new ID is created.

To cut and paste a rule, right-click inside the No. column (the first column) of the rule

and select Edit > Cut. Next, select a rule that is above or below the position you want to

paste the cut rule into, then select Edit > Paste > <above> <below>.

Using Cut, Copy, and Paste on Rule Fields

You can cut, copy, and paste a column field in a rule to other column fields that have the

same context. When you cut or copy a field, you can performmultiple paste operations.

Cut, copy, and paste operations are available for all column fields except rule ID column

fields. The cut operation is not available for generic column fields such as Notification

and Action.

To perform cut, copy, and paste operations on rule fields:

1. From the policy rule you want to cut or copy from, right-click in the field and select

Edit > Cut or Edit > Copy. When an element in the field is cut, it is replaced by either

“any” or “default”, depending on the field.

2. From the policy rule field you want to update, right-click in the field and select Edit >
Paste.

The field value youcut or copied is added in the field that received thepasteoperation.

If an element is pasted into a field that specifies “any,” then “any” is deleted.
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Cut, copy, and paste operations are not supported for the following policies:

• VPN policy rules

• Central rules on a regional server regular policy.

The following limitations apply to cut, copy and paste operations:

• Cut operations on fields of predefined policies are disallowed because predefined

policies cannot be edited; however, copy operations are supported.

• There is no undo operation for cut, copy, or paste.

• You can copy but cannot cut fields that specify “any” or “default.”

• Cut, copy, and paste operations are supported on negate source or destination

addresses, but only the address is cut or copied, not the negation. When pasting into

a field, the existing negate attribute in the field takes precedence.

Dragging and Dropping Objects

Use the pull-downmenu in the “SharedObjects For Policy” pane to easily select and add

shared objects, including address, service, Global MIP, Global VIP, attack, device, VLAN,

and custom field objects, to your security policies. Select the object and drag it into the

appropriate policy column. When you drag objects beyond the visible rows or columns,

the scroll bar will move horizontally or vertically, if there are more rules or columns

available into which an object can be dropped.

From themain Address Tree and Service Tree, you can drag Address and Service objects

into and out of groups.

Drag and drop support is also available in configuration dialogs for the following:

• Source and Destination columns of Zone-based and Global Firewall rulebases

• Source, Destination, and Attacks columns of IDP rulebase

• Source, Destination, and Application columns of APE rulebase

• Source, Destination, and Attacks columns of Exempt rulebase

• Source and Destination columns of Backdoor rulebase

• Source and Destination columns of Network Honeypot rulebase

• Source and Destination columns of Traffic Anamolies rulebase

• Source and Destination columns of SYN Protector rulebase

• Source and Destination columns of Permitted Object entries

NOTE: You cannot drag an object into a column that is not appropriate for
that object. For example, you cannot drop a service object into the “Install
On” column; you cannot drop a standalone IDP device into the “Install On”
column for a zone-based firewall rulebase. Dragging and dropping objects is
also not supported on any predefined IDP policy.
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Deleting a Rule

To delete a rule, right-click inside the No. column (the first column) of the rule and select

Delete. You can also delete a rule group; however, deleting the rule group also deletes
all rules within the rule group.

Disabling a Rule

Todisable a rule, right-click inside theNo. column (the first column)of the rule and select

Disable. The rule remains in the rulebase, but a gray diagonal stripe indicates that it has
been disabled. While the rule is disabled, NSM does not install the rule on any devices.

To enable a rule, right-click inside theNo. column (the first column) of the rule and select

Disable again to clear the checkbox. You candisable rule groups using the samemethod.

Using Rule Groups

To create a rule group, select the rules you want to include in the group, then right-click

and select create rule group. Enter a name and description for the rule group, then click

OK.

Combining rules into a rule group can help you better manage rules. For example, you

might want to create rule group for:

• VPN rules or VPN links

• Rules that manage traffic from a specific zone or interface on the security device

• Rules for a specific device or device group

• Rules that provide attack or AV protection

• Rules that manage VoIP traffic with GTP objects

You can add, edit, and delete rule groups; however, deleting a rule group also deletes all

rules within that group. If necessary, you can also ungroup a rule group.

You can create multiple rule groups (40,000 rules maximum in a security policy). NSM

supports one level of rule groups; you cannot create a rule group within a rule group.

Reimporting Devices and Security Policies

Occasionally, you might need to delete and then again add a security device to NSM.

After you reimport the device configuration for a device that was previously managed by

NSM:

• If youmadenochanges to thedevicepoliciesusing theWebUIorCLI,whenyou reimport

the device, NSM does not create a new security policy.

• If youmade changes to the devices policies using theWebUI or CLI, when you reimport

the device, NSM creates a new security policy.

Youmustmanually reassign a policy to a reimported device. For example, if you reimport

a previously-managed security device, youmightwant to firstmerge the imported policy

with a more comprehensive policy, then assign the comprehensive policy to the device.
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NOTE: Importing the running configuration from a device completely
overwrites all configuration information stored within NSM for that device.
To help avoid accidental configuration overwriting, when you attempt to
import a configuration from a currently managed security device, NSM
prompts you for confirmation.

Merging Policies

When you import policies from a single managed device, those policies appear in NSM

as rules in a newpolicy. Each device policy is imported as a single rule, and the rulesmake

up the policy that exists on the device.

NOTE: In theScreenOSWebUIandCLI, a securitypolicy is a single statement
that defines a source, destination, zone, direction, and service. In NSM, those
same statements are known as rules, and a security policy is a collection of
rules.

To simplify policy management andmaintenance, you canmerge two policies into a

single security policy. Tomerge two policies, select a source policy and a target policy:

• The source policy contains the rules that youwant tomerge into another policy (in the

UI, this is the From Policy).

• The target policy receives the rules from the source policy (in the UI, this is the To

Policy).

NSMcopies the rules from the source policy and pastes themabove, below, or inlinewith

the rules in the target policy. When placing rules inline, be aware of the intra-policy

dependence of both policies. Because rule order is important (rules are executed

top-down), rules canbedependentonother rules. If you rearrange theorderofdependent

rulesby insertingmerged rules, the securitydevicechanges theway it handles thepackets.

If you are unsure if you have intra-policy dependence in your rules, it’s best tomerge rules

above or below the existing rules.

After creating a single security policy that contains both source and target rules, NSM

also identifies rules that contain similar values in the source, destination, service, and

install on columns, then collapses those rules into a single rule. NSM does not collapse

rules that contain different zones, or rules that refer to unique VPNs.

By default, NSM also updates the device policy pointers to reference the newmerged

policy (the device policy pointer indicates which security policy is assigned to a device).

When configuringPolicyMerge settings, you can edit this option to keep the device policy

pointers for both the source and target policies.

You canmerge any two security policies. To access the Policy Merge tool, select the

Policies, then use themenu bar to selectTools>PolicyMerge. See theNSMOnline Help

for details.
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NOTE: You canmerge rules from 5.0 and later devices that use the deny
action into rules from5.1 and later devices that use the reject action, provided
that the source, destination, source, and service are the same for the rules.

Policy A contains the rules as shown in Figure 94 on page 564.

Figure 94: Security Policy A Rules (Before Policy Merge)

Policy B contains the rules as shown in Figure 95 on page 564.

Figure 95: Security Policy B Rules (Before Policy Merge)

Tomerge Policy A (frompolicy)with Policy B (to policy), from the filemenu, selectTools
> Policy Merge Tool and configure the merge.

NSM copies all rules from Policy A and pastes them above the rules in Policy B. Next,

NSMmerges the matching values in the columns to create a single, simplified policy

(Policy C), shown in Figure 96 on page 564.

Figure 96: Security Policy Rules (Merged from Policy A and Policy B)

Importing SRX Series Devices That Contain Inactive Policies

When NSM imports an SRX Series device that contains an inactive policy, the inactive

policy configuration is imported into the NSM device configuration table (device obj), as

occurs in the case of in-device policy management. In addition, the inactive policies are
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not displayed on the UI when the device is in central policy manager mode. All shared

objects that are used in the inactive policies are imported into their respective shared

objects table. Consequently, if the shared object (that is used in the inactive policy) is

edited or deleted, the changes are updated to the device on next update.

NOTE: Re-importing an SRX Series device that contains inactive policies
does not create duplicates of the shared objects that are included in the
inactive policies in NSM.

Exporting Policies

You can export a security policy rulebase to an HTML file.

To export a security policy, select File > Export Policy. (You can also use the button or
Alt-E.) In the Export Policy dialog box, select from the following options:

• Select all rulebases

• Expand rule groups

• Show expanded view

• Print filter condition

• Link all shared object details

• Run in background

Click the Browse button to select a default export directory for all future exports. Click

Export to export the file. You can choose to export the policy as a background process

by selecting the Run in background option. To check progress during a policy export, click

Export Policy Status and view the completed percentage in a dialog

Each export creates a new directory. The default directory name is

<policyname>_YYMMDD_HHMMSS. Theexportprocessputseach rulebase inaseparate
HTML file in that directory.

Use an HTML browser to view the exported file. Expanded viewsmaymake the output

too wide for a standard printer. Shared objects like Address, Service, Install on, Attack

columns and so on, appear as links. Click on a link to view details about the selected

object in a new HTML page.

To export an expanded view of the Zone based Firewall Rules from a security policy,

select a policy from Policies. Then select File > Export Policy from themenu bar. In the

dialog box, select Zone based Firewall Rules. Select Show Expanded View. Browse to
an export directory and click Select Export Directory. Click Export.

NSM creates a new subdirectory for each export. To view the policy, point your browser

at file zone.html in the created subdirectory.
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Automatic Policy Versioning

NSM policies are objects that reference other objects in the database. Those objects, in

turn, reference other objects. When a version is created for a “versioning” youmust also

versionall directly and indirectly referencedobjects in thedatabase tomaintain referential

integrity.

To simplify the process, you can generate a database snapshot, which is a virtual copy

of the whole database at a specific point in time. However, you cannot change the

database snapshot. At a later time when changes are made, you update an “object

version” of the database.

This section explains how to setNSM for automatic policy versioning, create a newpolicy

version, and view existing versions.

Setting NSM to Automatic Policy Versioning

This section explains how to use the GUI to make NSM default to automatic policy

versioning.

To set the NSM default to policy versioning:

1. In the NSMGUI, select Tools > Preferences.

2. Under Object Versioning, check Policy.

NOTE: You can use this window to set NSM to automatically create
versions after changes for devices and shared objects

3. ClickOK.

NSM is set to automatically create a new version after each database change to the

policy objects.

Viewing Existing Policy Versions

This section explains how to use the GUI to view existing policy versions.

NOTE: Some policies or shared objects must exist in NSM before you can
view them.

To view existing policy versions:

1. In the NSMGUI, right-click on a policy.

2. In the NSMGUI, select View Versions.
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The Version History window displays the version history for the selected policy. You

can use this window to create a new version or work with existing versions. When you

set NSM up for automatic policy versioning, a new version is created each time you

save changes to this object.

3. Click Close to end your viewing session.

Creating a NewPolicy Version

This section explains how to use the GUI to create a new policy version.

Some policies or shared objectsmust exist before you can create a version. See “Setting

NSM to Automatic Policy Versioning” on page 566.

To create a new policy version:

1. In the NSMGUI, right-click on a policy.

2. Select View Versions.

3. Click Create Version.

4. Optionally, fill in Version Comments and clickOK.

The new version appears in the list in the Version History window.

5. Click Close to save the changes.

Using a Filter to Search for a Policy Version

This section explains how to use a filter to search for a policy version.

To use a filter to search for a version:

1. In the NSMGUI, right-click on a policy.

2. In the popupmenu, select View Versions.

The Version History window appears.

3. In the window, select the version and click Filter/Search.

The Version Filter Definition dialog box appears.

4. In the dialog box, fill in the filter criteria:

• Comment Contains — Enter a comment on which to filter the version search.

• Created After — Use the up and down arrows to select the date and time.

• Created Before — Use the up and down arrows to select the date and time
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5. PressOK.

The Version History now displays existing versions that meet the criteria.

6. When you are finished, press Close.

Editing Comments for an Existing Policy Version

This section explains how to edit comments for an existing policy version.

To edit comments for an existing version

1. In the NSMGUI, right-click on a policy.

2. In the popupmenu, select View Versions.

The Version History window appears.

3. In the Version History window, select an existing version and press Edit Comments.

The Database Version dialog box displays the Version Comments.

4. Change the comments and clickOK.

The Version History window displays the new comments.

5. When you are finished, click Close.

Comparing Two Versions

This section explains how to compare two existing versions.

When you import adevicewith assignedpolicy objects, and there is adifferencebetween

theexistingand importedobjects,NSMcreatesanewpolicyobject thathas twoversions.

The older version being the original and the newer version being themodified object. You

can then use the compare versions tool to find out the changes to the object.

To compare two versions:

1. In the NSMGUI, right-click on a policy.

2. In the popupmenu, select View Versions.

The Version History window appears.

3. Select two versions in the window.

4. Click Compare to view the differences.

5. When you are finished, click Close.
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Restore an Older Version

This section explains how to restore an older version.

To restore am older version:

1. In the NSMGUI, right-click on a policy.

2. In the popupmenu, select View Versions.

The Version History window appears.

3. Select an older (non-current) version in the window.

4. Click Restore to make the selected version current.

The Rollback Security Policy window appears.

5. Select an earlier version in the window and clickNext.

A Diff window appears comparing the old and current version.

6. View the differences and clickNext.

The Object Editor appears.

7. Make any necessary changes and click Finish.

The Version History shows the results of the version restore operation.

Viewing, Editing, Filtering, and Sorting Database Versions

This section explains how to view, edit, filter, and sort database versions.

NOTE: Beginning with the NSM 2008.1 release, the term “domain version” is
replaced by “database version.”

More than one database version must exist before you can sort them.

To view, edit, filter, and sort versions

1. In the NSMGUI, select Tools >Database Versions.

All versions are listed in the popup Database Versions window.

2. To view, edit, filter, and sort versions:
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• View— Select a listed version and clickOpen.

The popup window disappears and the selected version is displayed on the right in

the main GUI window.

• Edit — Select a listed version and click Edit Comments.

In the popupDatabaseVersion dialog, enter changes in theVersionComments field

and clickOK.

The change appears in the Database Version list.

• Filter — Select a listed version and click Filter/Search.

In the popup dialog Database Version Filters, enter appropriate values in the fields

listed below. ClickOK to set the filter. You can search for existing filter settings by
viewing the current settings in the Filter/Search fields.

• From DB Snapshot Id — Click the up arrow to increment the starting (from)

database ID number in the applicable range. Click the down arrow to decrement

the starting number. (default = none)

• To DB Snapshot Id — Click the up arrow to increment the final (to) database ID

number in the applicable range. Click the down arrow to decrement the final

number. (default = none)

• Comments Contains — You can enter partial text from the version comments in

this field.

• Create After — Click the up arrow the increment the start date for the applicable

range. Click the down arrow to decrement the date.(default = none)

• CreatedBefore—Click theuparrow the increment theenddate for theapplicable

range. Click the down arrow to decrement the date.(default = none)

• Associated Object Type — If the database version is created as the result of a

device update, this thepull-downmenu for this filed showsall devices associated

with that job. If the database version is create as a results of saving an object

(such as a policy), the pull-downmenu names that object. (default = Any)

• Sort — In the Database Versions window, click on any column header to sort the

column by ascending or descending order.

NOTE: In large environments that hasmultiple administratorsmanaging the
devices, the NSM database grows very quickly due to domain versions or
database versions. Include the following script in the guiSvr.cfg file to disable
the domain version and improve system performance.

guiSvrManager.domainVersionDisabled yes

Displaying the Differences Between Database Versions

This section explains how to display the difference between two versions.
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To display the differences:

1. In the NSMGUI, select Tools >Database Versions.

2. In the popupmenu, select two databases.

3. Click Compare.

The Comparing — Database Snapshots window appears. The window lists changes

for all user visible objects from older database versions to the current version. In the

left pane, under Snapshot Diff Tree, the coloring over items indicates that the listed

database version (SOSS, IDP-1, JS-1, and so on) is changed (yellow), added (green),

or deleted (pink).

4. Click on a listed database to display detailed information about that version.

For more information about the types of displayed data, see

“Introduction to Network and Security Manager” on page 3 and the Network and

Security Manager Configuring ScreenOS and IDP Devices Guide.

5. When you are finished reviewing data about the different versions, click Close on the
window to return to the main GUI page.

Update Device with an Older Database Version

This section explains how to use the NSMGUI to update a single device with an older

databasesnapshot.Thisaction returns thedeviceconfiguration to theearlier configuration

associated with the older database.

To update the device:

1. Select Configure > DeviceManager > Devices.

2. Under the Device Tree tab, right-click on a listed device.

3. In the popupmenu, select View Versions.

The Version History window appears.

4. Select the older database version in the window and clickUpdate Device.

5. When the Update Device prompt appears, click Yes to change the version.

The Job Information window appears indicating “Successful Completion.”

6. Click Close in the Job Information and Version History windows to end the operation.

If you right-click on the device, the Version History window lists the newly updated

Current version and the previous version.
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Pre and Post Rules

In NSM, a policy supports many kinds of rulebases. Each rulebase is an ordered list of

rules. Prerule and postrule lists are also ordered lists of rules that are defined from the

CentralManagerat theglobaldomainandsubdomain levelsaswell ason regional servers

in standalone NSM installations. You can define and apply rules for each rulebase type.

When you update a device, device-specific policy configurations are generated for the

device. This creates rulebases by applying the following rules in the following order (from

first to last):

• Prerules

• Policy rulebase rules

• Postrules

The prerules and postrules feature provides a policy definition at a domain level that can

beapplied toall deviceswithin the specific domain andall subdomains. Users candefine

two sets of rules for any rulebase type that can be applied as prerules and postrules for

any device of the given domain and subdomains.

NOTE: TheCentralManagerattackdatabaseversionmustmatchthe regional
server attack database version to push prerules and postrules.

Prerules and postrules are two sets of rules of any rulebase type that can be created for

any domain. Configuration of pre/post rules are located in the main navigational tree

under Policy Manager called Central Manager Policies. Domain Administrators can edit

domain level policies from this option.

Prerules apply before any rules of a rulebase are applied to a device and post rules apply

after any rules of a rulebase are applied to a device. Prerules and postrules in the

integrated vieware not editable. There is only one instance of pre/post rules for a specific

domain.

Domain hierarchy is used when applying pre/post rules to subdomains. Within any

subdomain, global domain pre rules take precedence over subdomain pre rules, which

take precedence over Security policy specific rules. Similarly, Security policy rules take

precedence over subdomain post rules, which take precedence over global domain post

rules.

NOTE: Youcannotpushapre/post rule fromthecentralmanager toa regional
server.

All features of security policies are available for prerules and postrules.
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• Import device command—Imports all rules into the security policy that is created for

the device.

• Config summary—displays the prerules and postrules.

• View device pending policy—Displays the policy being pushed to a device including

prerules and postrules from current and parent domains.

• Validate policy—Validates policy rules.

• View domain rules—When checked, any predefined or custom policy displays the

prerules and postrules above and below the policy rules. These rules are displayed in

a different color and not editable.

prerules and postrules can include rulegroups. The firewall rulebase for prerules and

postrules cannot contain VPN rules or VPN links.

When the regional server pushes a rulebase to a device that is not contained within the

regular policy, a warning message is displayed in the Job Manager window notifying the

user that a rulebase was pushed that is not contained within the regular policy.

Rule Application Sequence

Since prerules and postrules are defined at the Central Manager, global, and subdomain

levels, NSM imposes a rule application precedence. When all prerules and postrules are

defined, the application order of rules in a rulebase are applied in the following order

(from first to last):

• Central Manager pre rules

• Global domain pre rules

• Subdomain prerules

• Specific rulebase rules the device uses

• Subdomain postrules

• Global domain postrules

• Central Manager postrules
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NOTE: By default, the prerules and postrules are limited to 250 rules each.
The default range of prerules and postrules for each level is as follows:

RangePrerule and postruleLevel

999750 to 999999PreruleCentral Manager

999500 to 999749Postrule

999250 to 999499PreruleGlobal domain

999000 to 999249Postrule

998750 to 998999PreruleSubdomain

998500 to 998749Postrule

ScreenOS Devices

ScreenOS devices require rules to have unique IDs. Rules pushed to devices are the

merged result of prerules and postrules based on pre/post policy and local policy from

the device. Enforcing uniqueness at the single policy level is not sufficient.

With the Central Manager prerules and postrules, NSM enforces the uniqueness of a

device rule’s preferred ID server-wide. Therefore, when an administrator adds a domain

level pre/post rule either from the regional server or from the Central Manager server

pushing prerules and postrules to the regional server, the regional server generates a

server-wide unique preferred ID for the new rule. There is a preset ID range for firewall

rulebases.

Validation of prerules and postrules

In Central Manager servers, prerules and postrules are validated the same way as rules

validated in NSM policy manager. Central Manager pushes prerules and postrules to the

regional server and fills mapping tables with polymorphic objects. (See “Polymorphic

Objects”onpage576 formoredetails.) Invalidprerulesandpostrules in the regional server

are removed when the policy is pushed to a device during the device update operation.

Install-On Column for prerules and postrules

In 2007.2 NSMPolicyManager, the Install-On column is themechanism to specify which

devices use a particular rule. While configuring a pre/post rule in Central Manager, rule

application is applied at regional server level. The Install-On column, in this case, accepts

only the Regional Server object or ANY as legal entries. When a Central Manager pushes

a pre/post rule to a regional server, content in this column specifies which rule is pushed

to which regional server.

Managing prerules and postrules

Tomanage post/pre rules, Central Manager administrators can:
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• Add prerules and postrules

• Push prerules and postrules to Regional Server

• Modify prerules and postrules

• Delete prerules and postrules

Add prerules and postrules

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client.

To add a pre/post rule:

1. In the main navigation tree, select Policy Manager > Central Manager Policies.

2. Select either Central Manager Pre Rules or Central Manager Post Rules.

3. Click the Add icon in the toolbar and select Add Rule.

4. Select a regional server object for the rule’s Install On column, as necessary.

Prerules and postrules can be added at the subdomain, global, or central manager

level. Prerules and postrules use the precedence of central manager, global and then

subdomain when applied to a policy.

Push prerules and postrules to Regional Server

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client, and a pre/post rule has been added.

To push a pre/post rule:

1. In the main navigation tree, select Policy Manager > Central Manager Policies.

2. Select either Central Manager Pre Rules or Central Manager Post Rules.

3. Select Tools > Update Regional Servers.

4. Select the regional servers to which you want to push prerules and postrules.

Central Manager Administrator monitors progress from the Job Manager.

Prerules and postrules and their referenced shared objects are replicated in the regional

servers managed by Central Manager. The status and time of the prerules and postrules

push is clearly marked when an administrator is logged onto a regional server.

Modify prerules and postrules

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client, and a pre/post rule has been pushed to a regional server.

To modify a pre/post rule:

1. In the main navigation tree, select Policy Manager > Central Manager Policies.

2. Select either Central Manager Pre Rules or Central Manager Post Rules.
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3. Right-click the rule you want to modify and select Copy, Paste, or Cut. If you select
Paste, you have additional options to paste the rule before or after another rule.

A modified pre/post rule replaces the existing pre/post rule on the regional server.

Associated shared objects, if they are new, are replicated in the regional server.

Delete prerules and postrules

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client, and a pre/post rule has been pushed to a regional server.

To delete a pre/post rule:

1. In the main navigation tree, select Policy Manager > Central Manager Policies.

2. Select either Central Manager Pre Rules or Central Manager Post Rules.

3. Right-click the rule you want to modify and select Delete.

Associated sharedobjects (if they are not polymorphic objects), in the regional server,

are also deleted from the regional server.

Polymorphic Objects

ThePolicyManagerusessharedobjects (suchasaddress, zone,andattack)whendefining

various components of a policy rule. Polymorphic objects are objects that can bedefined

at theCentralManager or regional server level. Polymorphic objects can be used as place

holders for values that will be defined in a different context (in a regional server domain

or subdomain, for instance).

Prerules and postrules are defined at the Central Manager level or regional server level

andcanusesharedobjects thataredefinedby regional administrators. Toprovide regional

server administrators the capability of customizing Central Manager prerules and

postrules, shared objects defined in Central Manager are flexible and can be customized

by regional administrators, creating polymorphic objects.

Customizing Polymorphic Objects

Each polymorphic object contains amapping table. Each entry of themapping table has

an attribute of domain, device, and a concrete shared object reference of the same type.

You can customize a shared object by adding, deleting, or modifying an entry in the

mapping table.

The regional server administrator can customize polymorphic objects by adding local,

concrete sharedobjects to it. Themapping table showsonly the current domain’s entries.

Therefore, if an administrator is in the global domain, no subdomain entries are visible.

This section contains the following topics:

• Access Control of Polymorphic Object on page 577

• Validation of Polymorphic Object on page 577

• Supported Polymorphic Object Categories on page 577
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Access Control of Polymorphic Object

Table 50 on page 577 defines accessibility of polymorphic objects in different servers.

Table 50: Polymorphic Objects

Polymorphic
objects created
and used in a
regional server

Polymorphicobjects
created in a Central
Manager, butused in
a regional server

Polymorphic objects
created and used in
Central Manager
Server

YesNoYesCreate

YesYesNoCustomize mapping table

YesNoYesChange name/color and
other attributes

YesYes if not referenced
by central rules.

YesDelete

Validation of Polymorphic Object

When an administrator first creates a polymorphic object, the customization state is set

topending. Thevalidation routinegeneratesawarning/errormessagewhenencountering

the pending state. Validation of a polymorphic object is triggered if an object is used by

a rule and that rule is edited or viewed in the policy manager.

Supported Polymorphic Object Categories

Polymorphic objects are in the same category as concrete objects of the same nature.

Thesharedobject typeattribute includesanewvalue forpolymorphicobjectsofa specific

category. The following objects categories can have polymorphic type: Address, Service,

Zone, Global NAT and Routing Instance.

Zone is a polymorphic shared object at the CentralManager level. After a global pre/post

rule is pushed, zone objects resolve into names in prerules and postrules. A vsys zone

can only be supported with a polymorphic zone. Administrators must map every vsys

manually with a vsys zone name.

Global MIP/DIP/VIP objects in current NSM are intrinsically polymorphic. For all other

categories of shared objects at Central Manager level, only concrete shared objects are

supported.

Manage Polymorphic Objects

You can create polymorphic objects at the Central Manager level or the regional server

level. When polymorphic objects are created in the Central Manager they are pushed to

one or more regional servers where they are available to be populated with real values.

The workflow for using polymorphic objects is:

• “Create a Polymorphic Object” on page 578

577Copyright © 2019, Juniper Networks, Inc.

Chapter 9: Configuring Security Policies



• “Add a Polymorphic Object to a Pre/Post Rule” on page 578

• “Map a Polymorphic Object to a Real Value” on page 579

Create a Polymorphic Object

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client.

To create a polymorphic object:

1. In the main navigation tree, selectObject Manager.

2. Select one of the following objects that can be polymorphic objects:

• Address

• Service

• Zone

• Global NAT

• Routing Instance

3. Click the Add icon in the toolbar and select Polymorphic Address to open the Add
Polymorphic Address dialog box.

4. Enter the following information for the new polymorphic address, then clickOK:

• Name

• Color (optional)

• IP version- IPv4 or IPv6

• Comment (optional)

NSM adds the polymorphic address object to the address tree.

Add a Polymorphic Object to a Pre/Post Rule

This procedure assumes that a Central Manager administrator is logged onto a Central

Manager client.

To create a polymorphic object:

1. In the main navigation tree, select Policy Manager > Central Manager Policies.

2. Select either Central Manager Pre Rules or Central Manager Post Rules.

3. Click the Add icon in the toolbar and select Polymorphic Address.

Polymorphic objects have a color-coding of green and are ready to be used by Central

Manager prerules and postrules.

4. Drag the polymorphic object from the Shared Objects section to the Destination

column.
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Map a Polymorphic Object to a Real Value

The following procedure assumes that a Central Manager administrator is logged onto

a Central Manager client and a regional server object has been created.

Tomap a polymorphic object to a real value:

1. In the toolbar, click the Login to Regional Server drop down list.

2. Select one ormore of the available regional servers and clickOK. If you are prompted
to save any changes, select the appropriate option.

The JobManager provides a statuswindow for pushing the polymorphic object to the

selected regional servers.

3. In the main navigation tree of the regional server, selectObject Manager > Address
Object to show the polymorphic address objects pushed to this regional server.

4. Double-click the object you want to map to a real value.

5. Click the Add icon in the toolbar to open the New Address Map Entry dialog box.

6. Enter the values of the address object you want to map and clickOK to map real
values to the polymorphic object you pushed to the regional server.

Mapping Polymorphic Objects Before Importing or Updating Affected Devices

If any polymorphic objects (zone, address, or service) are contained in any pre/post rules

defined by the Central Manager or regional server, mappings for all the polymorphic

objects referenced on the regional server must be defined on the regional server before

you import or update the affected devices. If an error message is returned on import or

update indicating that a mapping for a polymorphic object was not defined, you can

define amapping for the polymorphic object listed in the error message, and import or

update the device again.

579Copyright © 2019, Juniper Networks, Inc.

Chapter 9: Configuring Security Policies



Copyright © 2019, Juniper Networks, Inc.580

Network and Security Manager Administration Guide



CHAPTER 10

Configuring Voice Policies

Border Signaling Gateway (BSG) transaction policies determine how Junos OS handles

VoIP signals. You can create transaction policies by defining rules which can contain an

ordered list of terms. Every entry in a rulebase is a rule. Multiple transaction rules can be

grouped together in an ordered list and named a rule set. You can associate rules or rule

sets with service points in a gateway from the device configuration editor. A transaction

rule set corresponds to the new-transaction-policy-set in the command-line interface

(CLI) nomenclature.

While configuring BSG transaction rules, Policy Manager only displays shared objects

that are applicable to transaction policies. You can copy, paste, drag and drop any of

these shared objects into the transaction rule.

Juniper Networks M Series and MX Series routers running Junos 9.5 and later can be

managed in twomodes:CentralPolicymanagement (CPM)and In-Devicemanagement.

You can create, view, edit and delete BSG transaction rulebases on M Series and MX

Series routers only when you use the Central Policy management mode.

This chapter contains the following sections:

• Adding a BSG Transaction Rulebase on page 581

• Adding Rules to the BSG Transaction Rulebase on page 582

Adding a BSG Transaction Rulebase

Youmust add a BSG Transaction rulebase to a policy before you can add rules to it. To

add a BSG Transaction rulebase:

1. In the navigation tree, select Policies.

2. Select the policy to which you want to add the BSG rulebase.

3. In the upper right corner of the Policy, click (+) and select Voice Policies >Add BSG

Transaction Rulebase. The BSG Transactions tab appears in the policy.
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Adding Rules to the BSG Transaction Rulebase

To add rules to a BSG Transaction rulebase:

1. Select Policies in the navigation tree.

2. Select a policy to which you want to add a BSG transaction rulebase.

3. Click (+) at the upper right of the Policywindow.

4. Select Voice Policies > Add BSG Transaction Rulebase. The BSG Transactions tab

appears in the policy window.

5. Click (+) at the upper right of the Terms andPolicieswindow. SelectAddPolicy to add

a new policy. Select Add Term to add a term to a rule in the policy.

6. Configure the rules in the policy. Right-click on each column toAdd, Edit, Filter, Delete,

or Revert to template or default value. Under the From header, set the following

conditions to bematched:

• Src address Enter the source address of the SIP request.

• Method Select the method of request: invite, message, options, publish, refer,

subscribe.

• Request URIs The uniform resource identifier of the request source. Enter a regular

expression.

• Contacts Enter a regular expression.

7. Select the desired action for the rule under the Then header. The actions are: .

• Accept Accept the traffic and send it to its destination.

• Reject Do not accept the traffic and return a rejection message. You can log or

sample rejected traffic.

• Trace Tracemessages are accepted by this policy.

• Route Add or edit the route for the incoming request. You can set the egress service

point or the next hop for the request.

8. View theadmission controller applied to thepolicy in theAdmissionController column.

9. Right-click on the Install On column to select a target device on which to install the

transaction policy.
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10. View the applicable shared objects in the drop-down list in the Shared Objects for

Policy section of the window. You can add, edit, delete and search for shared objects

such as BSG Service Points and Admission Controllers.

11. Add, delete, edit and search for policy sets in Policy Sets section to the right of the

policy window.

While creating transaction policies, the following restrictions apply:

• You can assign transaction rules to a service point in the device editor. For every

association, NSM defines a rule in the service point’s gateway and refers to it in the

service point. If the policy assignment changes, youmust reassociate the rules with

the service points in the device editor.

• BSG Transaction rule merge and validation is not supported.

• Since NSM does not collect traffic logs for M Series and MX Series routers, the Jump

to Policy option is not applicable from log reports.

• Admission-controller settings are dropped from thepolicies pushed todevices running

Junos OS Releases earlier than 9.5.

NOTE: NSM2009.1 and later releases support BSG transactions in thePolicy
Manager forMSeries andMXSeries only.Onother devices, BSG transactions
can be configured from the device editor.

The BSG transaction rulebase is excluded when you update devices that do not support

transaction rules. NSM displays an appropriate warning during the update. NSM also

provides an Install On option at the term, rule, and rule set levels. If a rule or a rule set is

not applicable to the device being updated, NSM skips that rule or rule set.
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CHAPTER 11

Configuring Junos NAT Policies

Network address translation (NAT) policies determine how the network address

informationwithin packet headers gets translated. Either or both source and destination

addresses in a packet may be translated. The translation can include IP addresses as

well as port numbers.

The types of NAT policies that are supported on Juniper Networks devices are: Source

NAT policy, Destination NAT policy, and Static NAT policy.

To configure a NAT policy on your network:

1. Select a policy.

2. Add a NAT rulebase to this policy.

A rulebase determines the overall direction of the traffic to be processed and consists

of rule sets.

3. Add a rule set to this NAT rulebase.

A rule set consists of a general set of matching conditions for traffic. If the traffic

matches these conditions, then that traffic is selected for NAT. A rule set can contain

multiple rules.

4. Add a rule to this rule set.

Rules are part of a NAT rule set and specify the traffic to bematched and the action

to be performed when the traffic matches the rule.

5. Push this policy on a device that performs the NAT.

This chapter contains the following sections:

• Source NAT Policy on page 586

• Destination NAT Policy on page 590

• Static NAT Policy on page 593
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Source NAT Policy

Source NAT policy is used to allow hosts with private IP addresses to access a public

network through the translation of the source IP address within a packet leaving the

Juniper Networks device. For more information on source NAT, see

http://www.juniper.net/techpubs/software/junos-security/junos-security10.0/junos-security-swconfig-security/

source-nat-config-overview-section.html#source-nat-config-overview-section.

To configure a source NAT policy, the first step is to add a source NAT rulebase to this

policy. For more information on adding a source NAT rulebase to a policy, see “Adding a

Source NAT Rulebase” on page 586.

Adding a Source NAT Rulebase

To add a source NAT rulebase:

1. From Policy Manager , select Policies.

2. Select the policy towhich youwant to add a source NAT rulebase. The Security Policy

window appears.

If no policies are listed, then youmust create a new policy and proceed to add a

rulebase to it.

3. Click (+) at the upper right of the Security Policywindow.

4. Select NAT Policies > Add Source NAT Rulebase. The Source NAT tab appears in the

policy.

The next step is to add rule sets to this rulebase. Formore information on adding a source

NAT rule sets to the rulebase, see “Adding a Rule Set to the Source NAT Rulebase” on

page 586.

Adding a Rule Set to the Source NAT Rulebase

To add a rule set to the source NAT rulebase:

1. Click (+) at the upper left corner of the Source NAT tab.

2. Select Add Rule Set to add a new rule set. The NewRule Set dialog box appears.

Here, youmust specify a unique name for the rule set and set the direction of the

traffic to be processed by specifying the source and destination, as follows:

a. Enter a name in the Name field.

b. Select the source and destination from the Source and Destination drop-down

lists, respectively. Here, you are identifying the traffic flowing froma specific source

to a specific destination that must be address translated.
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Source and destination can be one of the following:

• Routing Instance—Select the routing instance from the list.

In general, the list displays the routing instances configured within a specific

device or just the shared routing instances depending on whether the Select

FromDevice check box is selected (default) or not and can have the following

values:

• The default routing instance (default), which ships with the device. You can

use this routing instance, if you do not wish to configure anything new.

• Other routing instances, if you have added them previously. To add a new

routing instance, useObject Manager > Routing Instance Objects.

• Zone—Select the zone from the list.

In general, the list displays the zones configured within a specific device or just

the shared zones depending on whether the Select FromDevice check box is

selected (default) or not and can have the following values:

• The default zone (junos-global), which ships with the device. You can use this

zone, if you do not wish to configure anything new.

• Other zones, if you have added thempreviously. To addanewzone, useObject

Manager > Zone Objects.

• Interface—Select the interface(s) from the list. The interfaces are listed only if

you have imported the device toNSM.Hence, formodeled devices, no interfaces

are listed.

c. ClickOK.

A rule set with the specified name gets created and is displayed in the Security Policy

window.

The next step is to add rules to the rule set. For more information, see “Adding a Rule to

a Source NAT Rule Set” on page 587.

Adding a Rule to a Source NAT Rule Set

To add a new rule to a rule set:

1. From the Source NAT tab, select the rule set to which you want to add the rule.

2. Click (+) at the upper left corner of the Source NAT tab.
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3. Select Add Rule to add a new rule to the selected rule set. The NewRule dialog box

appears.

Here, youmust specify a unique name for the rule and set the conditions and the

action to be performed when the traffic matches these conditions, as follows:

a. Enter a name, which uniquely identifies the rule within the rule set.

b. Select the source address from the list. This address represents the public IP

address through which the traffic leaves the private network.

c. Select the destination address from the list. The addresses listed here represent

the hosts, which are in the public network.

d. If using Port Address Translation (PAT), specify a port range (between 1024 and

65535) in the Low andHigh fields. When PAT is used, multiple hosts can share the

same IP address. For more information on PAT, see

http://www.juniper.net/techpubs/software/junos-security/junos-security10.0/

junos-security-swconfig-security/id-11012.html#id-11012.

e. Specify one of the following actions:

• Off—Do not perform source NAT.

• Pool—Use the specified user-defined address pool to perform source NAT. The

values are listed only if have configured the pools, previously. For configuring a

pool, see “Configuring Source NAT Objects” on page 455.

If you wish to configure persistent NAT, see “Editing a Source NAT Rule or Rule

Set” on page 588.

• Interface—Use the egress interface’s IP address to perform source NAT.

f. ClickOK.

A rulewith thespecifiednamegets createdand isdisplayed in theSecurityPolicywindow.

Editing a Source NAT Rule or Rule Set

From the Security Policywindow, select a row and then right-click on a column to edit

the values. Depending on whether you have selected a rule or a rule set, youmay get

some or all of the following actions to perform:

• Under the Name header:

• Add Rule—Enables you to add rules to the rule set from the NewRule dialog box.

Specify the values and clickOK.

• Add Source—Enables you to view andmodify the source that you set previously.

• Under the From header:
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• Zone/RJ/Interface>View/ModifySource—Enables you toviewandmodify the source

that you set previously.

• Src Address:

• Edit—Enables you to cut, copy, and paste the values that are within this field.

• Add Src address—Enables you to add additional sources.

• Edit Address—Enables you to edit the address of the selected source.

• Delete Address—Enables you to delete a source.

• Under the To header:

• Zone/RJ/Interface >View/Modify Destination—Enables you to view andmodify the

destination that you set previously.

• Dest Address:

• Edit— Enables you to cut, copy, and paste the values that are within this field.

• Add Dest address—Enables you to add additional destinations.

• Edit Address—Enables you to edit the address of the selected destination.

• Delete Address—Enables you to delete a destination.

• Dest Port:

• Edit—Enables you to copy and paste the values that are within this field.

• Edit Destination Port—Enables you to edit the port range.

• Under theAction header: Select a row and right-click to perform the following actions:

• Edit Action—Enables you to edit the action set previously. If you select a pool as the

action, then you get the options to configure persistent NAT, as follows:

• Select the Persistent NAT check box to implement this functionality.

• Inactivity Timeout—Time, in seconds, that the persistent NAT binding remains in

the device’s memory when all the sessions of the binding entry are gone. When

the configured time-out is reached, the binding is removed frommemory.

• MaxSessionNumber—Maximum number of sessions with which a persistent NAT

binding can be associated.

• Permit—Can have one of the following values:

• Any remote host—All requests from a specific internal IP address and port are

mapped to the same reflexive transport address.

• Targethost—All requests fromaspecific internal IPaddressandport aremapped

to the same reflexive transport address.

• Target host port—All requests from a specific internal IP address and port are

mapped to the same reflexive transport address.
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For more information on persistent NAT, see

http://www.juniper.net/techpubs/software/junos-security/junos-security10.0/junos-security-swconfig-security/

understand-persistent-nat-section.html#understand-persistent-nat-section.

• Right-click on the Install On column to select a target device on which to install or

remove the NAT policy.

• View theapplicable sharedobjects in thedrop-down list in theSharedObjects forPolicy

section of the window. You can add, edit, delete and search for shared objects, which

are applicable to the specific NAT rulebase.

Destination NAT Policy

Destination NAT policy is used to allow hosts from public network to communicate with

private network through the translation of the destination IP address within a packet

that is entering the Juniper Networks device. For more information on destination NAT,

see http://www.juniper.net/techpubs/software/junos-security/junos-security10.0/

junos-security-swconfig-security/jd0e90828.html#jd0e90837.

To configure a destination NAT policy, the first step is to add a destination NAT rulebase

to this policy. Formore information on adding a destination NAT rulebase to a policy, see

“Adding a Destination NAT Rulebase” on page 590.

Adding a Destination NAT Rulebase

To add a destination NAT rulebase:

1. From Policy Manager, select Policies.

2. Select the policy to which you want to add a destination NAT rulebase. The Security

Policywindow appears.

If no policies are listed, then youmust create a new policy and proceed to add a

rulebase to it.

3. Click (+) at the upper right of the Security Policywindow.

SelectNATPolicies>AddDestinationNATRulebase. TheDestinationNAT tab appears

in the policy.

The next step is to add rule sets to this rulebase. For more information on adding a

destination NAT rule sets to the rulebase, see “Adding a Rule Set to a Destination NAT

Rulebase” on page 590.

Adding a Rule Set to a Destination NAT Rulebase

To add a rule set to the destination NAT rulebase:

1. Click (+) at the upper left corner of the Destination NAT tab.
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2. Select Add Rule Set to add a new rule set. The NewRule Set dialog box appears.

Here, youmust specify a unique name for the rule set and specify the source through

which the traffic enters the private network, as follows:

a. Enter a name in the Name field.

b. Select the source from the Source drop-down list.

Source can be one of the following:

• Routing Instance—Select the routing instance from the list.

In general, the list displays the routing instances configured within a specific

device or just the shared routing instances depending on whether the Select

FromDevice check box is selected (default) or not and can have the following

values:

• The default routing instance (default), which ships with the device. You can

use this routing instance, if you do not wish to configure anything new.

• Other routing instances, if you have added them previously. To add a new

routing instance, useObject Manager > Routing Instance Objects.

• Zone—Select the zone from the list.

In general, the list displays the zones configured within a specific device or just

the shared zones depending on whether the Select FromDevice check box is

selected (default) or not and can have the following values:

• The default zone (junos-global), which ships with the device. You can use this

zone, if you do not wish to configure anything new.

• Other zones, if you have added thempreviously. To addanewzone, useObject

Manager > Zone Objects.

• Interface—Select the interface(s) from the list. The interfaces are listed only if

you have imported the device toNSM.Hence, formodeled devices, no interfaces

are listed.

c. ClickOK.

A rule set with the specified name gets created and is displayed in the Security Policy

window.

The next step is to add rules to the rule set. For more information, see “Adding a Rule

to a Destination NAT Rule Set” on page 591.

Adding a Rule to a Destination NAT Rule Set

To add a new rule to a rule set:

1. From the Destination NAT tab, select the rule set to which you want to add the rule.
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2. Click (+) at the upper left corner of the Destination NAT tab.

3. Select Add Rule to add a new rule to the selected rule set. The NewRule dialog box

appears.

Here, youmust specify a unique name for the rule and set the conditions and the

action to be performed when the traffic matches these conditions, as follows:

a. Enter a name, which uniquely identifies the rule within the rule set.

b. Select the source address from the list. The addresses listed here represent the

hosts that are in the public network.

c. Select the destination address from the list. This address represents the public IP

address through which the traffic enters the private network. You can also use

multicast address group objects as the destination.

d. Select adestinationport. This is theport throughwhich the traffic enters theprivate

network.

e. Specify one of the following actions:

• Off—Do not perform destination NAT.

• Pool—Use the specified user-defined address pool to perform destination NAT.

The values are listed only if have configured the pools, previously. For configuring

a pool, see “Configuring Destination NAT Objects” on page 459.

f. ClickOK.

A rulewith thespecifiednamegets createdand isdisplayed in theSecurityPolicywindow.

Editing a Destination NAT Rule or Rule Set

From the Security Policywindow, select a row and then right-click on a column to edit

the values. Depending on whether you have selected a rule or a rule set, youmay get

some or all of the following actions to perform:

• Under the Name header:

• Add Rule—Enables you to add rules to the rule set from the NewRule dialog box.

Specify the values and clickOK.

• Add Destination—Enables you to view andmodify the destination that you set

previously.

• Under the From header > Zone/RJ/Interface > View/Modify Source—Enables you to

view andmodify the source that you set previously.

• Under theMatch header:

• Src Address:
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• Edit—Enables you to cut, copy, and paste the values that are within this field.

• Add Src address—Enables you to add additional sources.

• Edit Address—Enables you to edit the address of the selected source.

• Delete Address—Enables you to delete a source.

• Dest Address > Select Destination Address—Enables you to select a destination.

• Dest Port:

• Edit—Enables you to copy, and paste the values that are within this field.

• Edit Destination Port—Enables you to edit the destination port.

• Under the Action header, select a row and right-click to perform the following action:

Edit Action—Enables you to edit the action set previously.

• Right-click on the Install On column to select a target device on which to install or

remove the NAT policy.

• View theapplicable sharedobjects in thedrop-down list in theSharedObjects forPolicy

section of the window. You can add, edit, delete and search for shared objects, which

are applicable to the specific NAT rulebase.

Static NAT Policy

Static NAT facilitates address translation in both directions (incoming and outgoing)

and the characteristics are:

• A unique public IP address must be allocated to each private IP address

• Address pool is not required as there is one to onemapping of the public to private IP

addresses

Adding a Static NAT Rulebase

To add a static NAT rulebase:

1. From Policy Manager, select Policies.

2. Select the policy to which you want to add a static NAT rulebase. The Security Policy

window appears.

If no policies are listed, then youmust create a new policy and proceed to add a

rulebase to it.

3. Click (+) at the upper right of the Security Policywindow.

Select NAT Policies > Add Static NAT Rulebase. The Static NAT tab appears in the

policy.
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The next step is to add rule sets to this rulebase. Formore information on adding a static

NAT rule sets to the rulebase, see “Adding a Rule Set to a Static NAT Rulebase” on

page 594.

Adding a Rule Set to a Static NAT Rulebase

To add a rule set to the static NAT rulebase:

1. Click (+) at the upper left corner of the Static NAT tab.

2. Select Add Rule Set to add a new rule set. The NewRule Set dialog box appears.

Here, youmust specify a unique name for the rule set and the source fromwhere the

traffic originates, as follows:

a. Enter a name in the Name field.

b. Select the source from the Source drop-down list.

Source can be one of the following:

• Routing Instance—Select the routing instance from the list.

In general, the list displays the routing instances configured within a specific

device or just the shared routing instances depending on whether the Select

FromDevice check box is selected (default) or not and can have the following

values:

• The default routing instance (default), which ships with the device. You can

use this routing instance, if you do not wish to configure anything new.

• Other routing instances, if you have added them previously. To add a new

routing instance, useObject Manager > Routing Instance Objects.

• Zone—Select the zone from the list.

In general, the list displays the zones configured within a specific device or just

the shared zones depending on whether the Select FromDevice check box is

selected (default) or not and can have the following values:

• The default zone (junos-global), which ships with the device. You can use this

zone, if you do not wish to configure anything new.

• Other zones, if you have added thempreviously. To addanewzone, useObject

Manager > Zone Objects.

• Interface—Select the interface(s) from the list. The interfaces are listed only if

you have imported the device toNSM.Hence, formodeled devices, no interfaces

are listed.

c. ClickOK.

A rule set with the specified name gets created and is displayed in the Security Policy

window.
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The next step is to add rules to the rule set. For more information, see “Adding a Rule to

a Static NAT Rule Set” on page 595.

Adding a Rule to a Static NAT Rule Set

To add a new rule to a rule set:

1. From the Static NAT tab, select the rule set to which you want to add the rule.

2. Click (+) at the upper left corner of the Static NAT tab.

3. Select Add Rule to add a new rule to the selected rule set. The NewRule dialog box

appears.

Here, youmust specify a unique name for the rule and set the conditions and the

action to be performed when the traffic matches these conditions, as follows:

a. Enter a name, which uniquely identifies the rule within the rule set.

b. Enter adestinationaddress. The traffic fromthe source is routed to this destination.

c. Enter an address prefix. Enter the IP address to which the source traffic must be

translated to. As static NAT supports one to onemapping, if your source consists

of a number of hosts, thenmake sure that you enter an equal number of public IP

addresses in this field.

d. Enter the routing instance. Enter the routing instance to which the IP addresses in

the address prefix field (see previous row) are bound to. This field is optional.

e. ClickOK.

A rulewith thespecifiednamegets createdand isdisplayed in theSecurityPolicywindow.

Editing a Static NAT Rule/Rule Set

From the Security Policywindow, select a row and then right-click on a column to edit

the values. You can perform the following actions:

• Under the Name header:

• AddRule—Enables you to add rules to the rule set. Right-clicking opens theNewRule

dialog box. Specify the name, destination address, address prefix, and routing

instance. Once you are satisfied with the values, clickOK.

• Add Source—Enables you to view andmodify the source that you set previously.

• Under the Zone/RJ/Interface header > View/Modify Source—Enables you to view and

modify the source that you set previously.

• Under theDestAddrheader>SelectDestinationAddress—Edit thedestinationaddress.
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• Under the Action header>Select a row and then right-click to > Edit Action—Enables

you to edit the action set previously.

• Right-click on the Install On column to select a target device on which to install the

NAT policy.

• View theapplicable sharedobjects in thedrop-down list in theSharedObjects forPolicy

section of the window. You can add, edit, delete and search for shared objects, which

are applicable to the specific NAT rulebase.
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CHAPTER 12

Configuring VPNs

VPNs route private data through a public Internet. Like normal Internet traffic, data in a

VPN is routed from source to destination using public Internet networking equipment.

Unlike normal traffic, however, the source and destination use a Security Association

(SA) pair to create a secure, private tunnel throughwhich the data traverses the Internet.

A tunnel has a defined start point and end point, (usually an IP address), and is a private

connection through which the data canmove freely. By encrypting and authenticating

the data while in the tunnel, you can ensure the security and integrity of the data.

VPNs can also connect widely distributed networks to make separate networks appear

asa singlewideareanetwork (WAN).VPNs replace costlyPoint-to-PointProtocol (PPP)

andFrameRelayconnections that requirededicated lines (andsometimesevensatellites)

between your private networks.

This chapterdiscusses theconcepts involved in creating secure tunnelsbetweendevices,

details the differences between VPN types, helps you determine the best VPN for your

network, and guides you through creating and configuring your chosen VPN.

NOTE: For step-by-step instructions on creating VPNs, see theNSMOnline
Help topic “VPNs”.

• About VPNs on page 598

• Planning for Your VPN on page 599

• Preparing VPN Components on page 608

• Creating VPNs with VPNManager on page 614

• VPNManager Examples on page 632

• Creating Device-Level VPNs on page 647

• Device-Level VPN Examples on page 662

• Auto-Connect Virtual Private Network on page 671

• IVE VPNMonitoring on page 673
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About VPNs

WithNetwork andSecurityManager (NSM), you can use basic networking principles and

your Juniper Networks security devices to create VPNs that connect your headquarters

with your branch offices and your remote users with your protected networks.

NSM supports tunnel and transport modes for AutoKey IKE, Manual Key, L2TP, and

L2TP-over-AutoKey IKE VPNS in policy or route-based configurations. You can create

the VPN at the system-level or device-level:

• System-Level VPN (VPNManager)—Design a system level VPN and automatically set

up connections, tunnels, and rules for all devices in the VPN.

• Device-Level VPN (Device Manager)—Manually configure VPN information for each

security device, then add VPN rules to a security policy to create a policy-based VPN

or configure routes on each security device to create a route-based VPNs.

NOTE: Each VPN that a device belongs to reduces themaximum number
of templates by one. This includes VPNs configured in VPNManager and
VPNs configured at the device-level. You can apply amaximum of 63
templates to a single device.

Creating System-Level VPNswith VPNManager

For AutoKey IKE and L2TPVPNs, create theVPNat the system-level usingVPNManager.

VPNManager supports:

• AutoKey IKE VPNs—In policy-based or route-basedmodes. You can also create a

Mixed-Mode VPN to connect policy-based VPNmembers to route-based VPNs

members in a single VPN.

• L2TP-over-AutoKey IKERASVPNsandL2TPRASVPNs—Canconnectandauthenticate

multiple L2TP remote access services (RAS) users and protected resources with or

without encryption.

• Reusable VPN Components—Create objects to represent your protected resources,

CA certificates and CRLs, custom IKE proposals, and NAT configurations, then use

these objects in multiple VPNs.

• Compact and Expanded Views—Choose the Compact (default) or Expanded view to

create your VPN. Both views offer the same configuration options.

• Autogenerated Tunnels—Create tunnel interfaces on each route-basedVPNsmember

automatically. Use the device tunnel summary to review all autogenerated tunnels in

the VPN.

• AutogeneratedVPNRules—Create all VPN ruleswith a single click. NSMautomatically

generates the rules between each policy-based VPNmember. You can review these
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rules, configure additional rule options (such as traffic shaping, attack protection, and

logging), then insert the rules into a security policy.

• Autogenerated VPN Routes—Automatically add virtual router information using the

VPNManager for each device based on the routing type. Specify a routing type of

topology to autogenerate a route for all VPNmembers basedon the configured routing

type(staticordynamic).This informationchanges the tunnel interfacedataandvirtual

router data for each device.

To view all VPNs created with VPNManager, select VPNManager in the navigation tree.

A list of saved VPNs appears in the main display area in table format. You can add and

delete VPNs from this view.

VPNManager does not support Manual Key VPNs; to create a Manual Key VPN in NSM,

youmust create the VPN at the device-level in Device Manager.

Creating Device-Level VPNs in DeviceManager

For Manual Key VPNs, create the VPN at the device-level by manually configuring VPN

information for each security device.

After you have configured the VPN on each security device in the VPN, add VPN rules to

a security policy to create the VPN tunnel (for policy-based VPNs) or to control traffic

through the tunnel (for route-based VPNs).

You can also create AutoKey IKE, L2TP, and L2TP-over-AutoKey IKE VPNs at the

device-level.

Supported VPN Configurations

NSM supports all possible VPN configurations that are supported by the CLI and Juniper

Networks ScreenOSWebUI, including:

• NAT-Traversal—Because NAT obscures the IP address in some IPSec packet headers,

VPN nodes cannot receive VPN traffic that passes through an external NAT device. To

enable VPN traffic to traverse a NAT device, you can use NAT Traversal (NAT-T) to

encapsulate the VPN packets in UDP. If a VPN node with NAT-T enabled detects an

external NAT device, it checks every VPN packet to determine if NAT-T is necessary.

• XAuth—To authenticate remote access services (RAS) users, use XAuth to assign

users an authentication token (such as SecureID) and to make TCP/IP settings (IP

address, DNS server, andWINS server) for the peer gateway.

Planning for Your VPN

NSM offers youmaximum flexibility for creating a VPN. You can choose your topology,

authentication level, and creation method. Because you have somany choices, it’s a

good idea to determinewhat your needs are before you create the VPN so you canmake

the right decisions for your network.

These decisions include:
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• VPNTopology—What do youwant to connect? Howmany devices? How do youwant

these devices to communicate?Will you have users as VPNmembers?

• Data Protection—Howmuch security do you need? Do you need encryption,

authentication, or both? Is security more or less important than performance?

• Tunnel Type—Do you want an always-on connection or traffic-based connection?

• VPNManager or Device-Level—How do you want to create the VPN?Maintain the

VPN?

The following sections provide information to help youmake these decisions.

Determining Your VPNMembers and Topology

You can use a VPN to connect:

• Security devices—Create a VPN between two or more security devices to establish

secure communication between separate networks.

• Network components—Create a VPN between a two ormore network components to

establish secure communication between specific machines.

• Remote users—Create a VPN between a user and a security device to enable secure

access to protected networks.

NOTE: In NSM, remote users are known as remote access service (RAS)
users.

Each device, component, and RAS user in a VPN is considered a VPN node. The VPN

connects each node to other nodes using a VPN tunnel. VPN tunnel termination points

are the end points of the tunnel; traffic enters and departs the VPN tunnel through these

end points. Each tunnel has two termination points: a source and destination, which are

the source and destination zones on security device.

Using Network Address Translation (NAT)

Network Address Translation (NAT)maps private IP addresses to public,

Internet-routeable IP addresses. Because your security device is also a NAT server, you

can use private, unregistered IP addresses for your internal network, minimizing the

number of registered IP addresses youmust buy and use.

If you enable NAT, when an internal system connects to the Internet, the security device

translates the unregistered IP address in the outbound data packets to the registered

address of the security device. The security device also relays responses back to the

original system. Additionally, because your internal systems do not have a valid Internet

IP address, your systems are invisible to the outside Internet, meaning that attackers

cannot discover the IP addresses in use on your network.

Site-to-Site

Site-to-site VPNs are the most common type of VPN. Typically, each remote site is an

individual security device or RAS user that connects to a central security device.
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• Advantages—Simple, easy to configure.

• Disadvantages—The central security device is a single point of failure.

Use a site-to-site VPN to connect remote networks to a single, central network

inexpensively.

Hub and Spoke

In a hub and spoke VPN, multiple security devices (spokes) communicate through a

central device (the hub).

• Advantages—Can connect several devices and users. Hub and spoke VPNs are easy

tomaintain because you only need to reconfigure the spoke and the hub device, which

save you administration and resource costs. If you have smaller security devices with

limited tunnel capacity, you can use hub and spoke VPNs to increase the number of

available tunnels.

• Disadvantages—The hub is a single point of failure; however, you can use NSRP for

redundancy.

A hub acts as a concentrator for the other VPNmembers, but does not necessarily have

resources that are available to other members. In fact, you can specify a security device

that is not a VPNmember to act as the hub: If you include the hub in the VPN, the hub

device can send and receive traffic from all spokes; if you do not include the hub, the hub

device routes traffic between spokes.

Useahubandspoke topologywhenyouwant to routeVPNtraffic throughaVPNmember

that does not contain protected resources.

Dual Hubs and Spokes

In VPNs running ScreenOS 6.3 and later, you can use Next Hop Resolution Protocol

(NHRP) combinedwith IPSEC, to establish secure tunnels dynamically between spokes,

achieving a scalable and easy-to-use VPN solution for distributed enterprises. You can

configure a permanent static tunnel between dual hubs, while dynamic tunnels are set

upandconfiguredbetweenspokes through theNHRPprotocol,whenever theneedarises.

In order to set up this system, the hub can be a device running ScreenOS 6.3 or earlier,

but the spokes must be ScreenOS 6.3 or later devices.

Full Mesh

In a full mesh VPN, all VPNmember can communicate with all other VPNmembers.

• Advantages—Because a full mesh configuration uses redundant IPSec tunnels, traffic

continues to flow even if a node fails.

• Disadvantages—Whenyouaddamember to theVPN, youmust reconfigureall devices.

Usea fullmeshVPNwhenyouneed toensure that everyVPNmember cancommunicate

with every other VPNmember.
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Creating Redundancy

Toensurestable, continuousVPNconnection, use redundantgateways tocreatemultiple

tunnels between resources. If a tunnel fails, the management system automatically

reroutes traffic. Redundant gateways use NSRP to determine the tunnel status.

Protecting Data in the VPN

To protect traffic as it passes over the Internet, you can create a secure tunnel between

devices using a tunneling protocol. Each device in the VPN uses the tunneling protocol

to establish a secure data path, enabling traffic between the devices to flow securely

from source to destination. NSM provides two tunneling protocols, IPSec and L2TP, as

detailed in the following sections.

Using IPSec

IPSec is a suite of related protocols that tunnel data between devices and

cryptographically secure communications at the network layer. Each device in the VPN

has the same IPSec configuration, enabling traffic between the devices to flow securely

from source to destination.

Because IPSec functions at the network layer, it protects all data generated by any

application or protocol that uses IP. Network layer encryption protects data generated

by all protocols at the upper layers of the protocol stack. It also protects all data

throughout the entire journey of the packet. Data is encrypted at the source and remains

encrypted until reaching its destination. Intermediate systems that transmit the packet

(like routers and switches on the Internet) do not need to decrypt the packet to route it,

and do not need to support IPSec.

When you create your VPN in NSM, you can use one or more IPSec services to establish

the tunnel and protect your data. Typically, VPNs use encryption and authentication

services to enable basic security between devices; however, for critical data paths, using

certificates can greatly enhance the security of the VPN. NSM supports the following

IPSec data protection services for VPNs.

Using Authentication

To authenticate the data in the VPN tunnel, you can use the AH protocol, pre-shared

secrets, or certificates:

• Authentication Header (AH)—AH authenticates the integrity and authenticity of data

in the VPN. You can authenticate packets using Message Digest version 5 (MD5),

Secure Hash Algorithm-1 (SHA-1), or Hash-based Message Authentication Code

(HMAC).

• Preshared Secret—NSM generates an ephemeral secret, distributes the secret to each

VPNnode, thenauthenticates theVPNdatausingMD5orSHAhashalgorithmsagainst

the secret.

• Certificates—IKE uses a trusted authority on the client as the certificate server. For

detailsonusingcertificates, see theNetworkandSecurityManagerConfiguringScreenOS

and IDP Devices Guide.
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Authentication only authenticates the data; it does not encrypt the data in the VPN. To

ensure privacy, youmust encrypt the data using ESP.

Using Encapsulating Security Payload (ESP)

ESP encrypts the data in the VPNwith DES, Triple DES, or AES symmetric encryption.

When the encrypted data arrives at the destination, the receiving device uses a key to

decrypt the data. For additional security, you can encrypt the keys that decrypt the data

using Diffie-Hellman asymmetric encryption. ESP can also authenticate data in the VPN

using MD5 and SHA-1 algorithms. You can use ESP to encrypt, authenticate, or encrypt

and authenticate data depending on your security requirements.

NOTE: We strongly recommend that you do not use null AHwith ESP.

Because ESP uses keys to encrypt and decrypt data, each VPN nodemust have the

correct key to send and receive VPN data through the VPN tunnel.

You canmanually configure a key for each VPN node, or use a key exchange protocol to

automate key generation and distribution:

• Manual Key IKE—In amanual key VPN, you specify the encryption algorithm,

authentication algorithm, and the Security Parameter Index (SPI) for each VPN node.

Because all security parameters are static and consistent, VPN nodes can send and

receive data automatically, without negotiation.

• Autokey IKE—In an AutoKey IKE VPN, you can use the Internet Key Exchange (IKE)

protocol to generate and distribute encryption keys and authentication algorithms to

all VPN nodes. IKE automatically generates new encryption keys for the traffic on the

network, and automatically replaces those keys when they expire. Because IKE

generates keys automatically, you can give each key a short life span, making it expire

before it can bebroken. By also exchanging authentication algorithms, IKE can confirm

that the communication in the VPN tunnel is secure.

Because all security parameters are dynamically assigned, VPN nodesmust negotiate

the exact set of security parameters thatwill be used to send and receive data to other

VPN nodes. To enable negotiations, each VPN node contains a list of proposals; each

proposal is a set of encryption keys and authentication algorithms. When a VPN node

attempts to senddata through theVPN tunnel, IKE compares the proposals fromeach

VPN node and selects a proposal that is common to both nodes. If IKE cannot find a

proposal that exists on both nodes, the connection is not established.

IKE negotiations include two phases:

• In Phase 1, twomembers establish a secure and authenticated communication

channel.

• InPhase2, twomembersnegotiateSecurityAssociations for services (suchas IPSec)

that require key material and/or parameters.

VPNnodesmustuse thesameauthenticationandencryptionalgorithms toestablish

communication.
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• Replay protection—In a replay attack, an attacker intercepts a series of legitimate

packets and uses them to create a denial-of-service (DoS) against the packet

destinationor to gain entry to trustednetworks. Replayprotectionenables your security

devices to inspect every IPSec packet to see if the packet has been received before—if

packets arrive outside a specified sequence range, the security device rejects them.

Using L2TP

Layer 2 Tunneling Protocol (L2TP) is another tunneling protocol used to transmit data

securely across the Internet. Because L2TP can transport Point to Point Protocol (PPP)

frames over IP, it is often used to:

• Establish PPP connections (Example: authenticate ADSL services using PPP for users

with an ISP at the opposite side of a Telco IP/ATM network

• Transmit non-IP protocols (Example: bridge Novell and other network protocols)

PPP can send IP datagrams over a serial link, and is often used to enable dial-up users

to connect to their ISP and to the Internet. PPP authenticates username and password,

and assigns parameters such as IP address, IP gateway, and DNS. PPP can also tunnel

non-IP traffic across a serial link, such as Novell IPX or Appletalk.

PPP is also useful because it can carry non-IP traffic and authenticate connections to

RADIUSservers.However, becausePPP isnotan IPprotocol, Internet routersandswitches

cannot route PPP packets. To route PPP packets, you use L2TP, which encapsulates

PPPpacket insidean Internet routeable,UDPpacket. L2TPVPNssupports remoteaccess

service users using Password Authentication Protocol (PAP) and Challenge Handshake

Authentication Protocol (CHAP) authentication.

Using L2TPOver AutoKey IKE

L2TP only transmits packets; for encryption, authentication, or other data protection

services, youmust further encapsulate the L2TP packet using AutoKey IKE.

Choosing a VPN Tunnel Type

You can configure three types of VPN tunnels with NSM:

• Policy-basedVPNs—TheVPNtunnel is createdandmaintainedonlyduring the transfer

of network traffic that matches a VPN rule, and is torn down when the connection

ends.Usepolicy-basedVPNswhenyouwant toencryptandauthenticatecertain types

of traffic between two VPNmembers.

• Route-based VPNs—The VPN tunnel is created when the route is defined and is

maintained continuously. Use route-based VPNs when you want to encrypt and

authenticate all traffic between two VPNmembers. You cannot add RAS users in a

routing-mode VPN.

• Mixed-mode VPNs—Connects policy-based VPNs to route-based VPNs in a

mixed-mode VPN. You cannot add RAS users in a mixed-mode VPN.

The following sections detail Policy-based and Route-based VPN types.
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About Policy-Based VPNs

Apolicy-basedVPNtunnels traffic between twosecurity devicesorbetweenonesecurity

device and a remote user. Each time a security device detects traffic that matches the

from zone, source, to zone, destination, and service in the VPN rule, it creates the VPN

tunnel to encrypt, authenticate, and send the data to the specified destination.When no

traffic matches the VPN rule, the firewall tears down the VPN tunnel.

To create a policy-based VPN, use NSM to configure a policy based on the network

components you want to protect, including protected resources, then push the

configuration to the security devices. The security devices use the configuration to create

the VPN tunnel. A protected resource is a combination of a network component and a

service; protected resources in a VPN can communicate with other protected resources

using the specified services. In a VPN rule, you add protected resources as the source

and destination IP addresses.

Policy-based VPNs can use any of the supported data protection methods. Use

policy-based VPNs when you want to enable Remote Access Services (RAS). You can

add users to theVPN just as you adddevices, enabling user access to all resourceswithin

the VPN.

About Route-Based VPNs

Likeapolicy-basedVPN, a route-basedVPNtunnels traffic between twosecurity devices

or between one security device and a remote user. However, a route-based VPN

automatically tunnels all traffic between two termination points, without regard for the

type of traffic. Because the tunnel is an always-on connection between two network

points, the security device views the tunnel as a static network resource through which

to route traffic.

To create the termination points of the tunnel, you designate an interface on the security

device as a tunnel interface, then define a static route or use a dynamic routing protocol

(BGP, OSPF) between all tunnel interfaces in the VPN. The tunnel interface, just like a

physical interface, maintains state to enable dynamic routing protocols to make route

decisions. When using VPNManager to create your route-based VPNs, the tunnel

interfaces are automatically created for you.

VPNChecklist

After you have carefully considered your VPN requirements, create a VPN checklist to

help you determine the VPN components you need to create. Youmight also want to

create a network diagram of your topology that includes protected resources, VPN

members, their IP addresses and gateways, and the type of tunnel between them.

DefineMembers and Topology

What do you want to connect?

• Devices

• Network Components/Protected Resources
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• Remote Access Service (RAS) Users

• Extranet Devices

How do you want to connect the VPNmembers?

• Site to Site

• Hub and Spoke

• Dual Hubs and Spokes

• Full Mesh

Youmight want to create a network diagram tomap out your VPN visually, with IP

addresses, to help you configure your topology.

Define VPN Type: Policy-Based, Route-Based, or Mixed-Mode

What type of traffic do you want to protect?

• Use a policy-based VPN to encrypt and authenticate certain types of traffic between

two network nodes.

• Use a route-based VPNs to encrypt and authenticate all traffic between two network

nodes.

• Useamixed-modeVPN to encrypt andauthenticate traffic betweenpolicy-basedand

route-based VPNs nodes.

Define Security Protocol (Encryption and Authentication)

How do you want to protect the VPN traffic?

• Autokey IKE

• L2TP

• L2TP over AutoKey IKE

• Manual Key (you cannot use VPNManager to create a Manual Key VPN)

Youmust also decide if you want to use certificates to authenticate communication

between the VPNmembers.

DefineMethod: VPNManager or Device-Level?

How do want to create the tunnel? Using VPNManager or configuring each device?

Using VPNManager

When adding a VPN using the VPNManager, you enter the VPNmembers, gateways, IKE

properties, and VPN topology, then autogenerate the VPN rules that create the VPN. You

can inspect the VPN rules and override any VPN property before sending the VPN

configuration to your devices.

Choose the VPN type that best matches your VPN requirements:
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• Autokey IKE VPN—Use to authenticate and encrypt traffic between devices and/or

protected resources. An Autokey IKE VPN supports:

• Mixed-mode VPNs (policy-basedmembers and route-basedmembers)

• Policy-based VPNs

• Route-based VPNs

• ESP and AH Authentication

• ESP AutoKey IKE Encryption

• IP traffic

• Tunnels between devices (routing-based) and protected resources (policy-based)

• Autokey IKE RAS VPN—Use to authenticate and encrypt traffic between remote users

and protected resources. An Autokey IKE RAS VPN supports:

• Policy-based VPNs

• ESP and AH Authentication

• ESP AutoKey IKE Encryption

• IP traffic

• Remote access users

• L2TP RAS VPN—Use to authenticate (but not encrypt) PPP or other non-IP traffic

between RAS users and protected resources. An L2TP RAS VPN supports:

• Policy-based VPNs

• AH Authentication

• PPP or other non-IP traffic

• Remote access users

• L2TPoverAutokey IKERASVPN—Use toauthenticateandencryptPPP traffic between

remote users and protected resources. An L2TP over Autokey IKE RAS VPN supports:

• Policy-based VPNs

• ESP and AH Authentication

• ESP AutoKey IKE Encryption

• PPP or other non-IP traffic

• Remote access users

Creating Device-Level VPNs

You can create the following VPN types:

• AutoKey IKE VPN

• Manual Key IKE VPN
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• L2TP VPN

• Redundant Site-Site VPN

Preparing VPN Components

After you have determined how youwant to configure your VPN, you can begin preparing

the VPN components necessary to create the VPN. A VPN combines device-level

components (such as devices, zones, and routes) with network-level components

(authentication, users, and NAT) to create a secure system of communication. Before

you can create a VPN, youmust first configure the components that comprise the VPN.

Each VPN type has basic, required, and optional components:

• “Preparing Basic VPN Components” on page 608

• “Preparing Required Policy-Based VPN Components” on page 608

• “Configuring Required Routing-Based VPN Components” on page 611

• “Configuring Optional VPN Components” on page 613

Formixed-modeVPNs, youmust configureall basic and requiredpolicy- and route-based

components.

NOTE: For step-by-step instructions on creating VPNs, see theNSMOnline
Help topic “VPNs” .

Preparing Basic VPN Components

To create any type of VPN, ensure that all security devices you want to use in the VPN

are managed by NSM and configured correctly.

• Devices—Add the security devices you want to include in the VPN to NSM, ensuring

that all devices are in the same domain. If you need to add a device to a VPN in a

different domain, youmust add the device as an extranet device in the domain that

contains the VPN, then add the extranet device to the VPN.

• Zones—Configure each security device with at least two zones (trust and untrust);

each zonemust contain at least one interface (physical or virtual).

Preparing Required Policy-Based VPN Components

A policy-based VPN requires several components:

• Address objects

• Protected resources

• NAT objects

• User objects
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The following sections detail how to configure each component; after you have created

a component, you can use it to create your VPN.

Configuring Address Objects

Youmust create address objects to represent your network components in the UI. For

details on creating and configuring address objects.

Configuring Protected Resources

You should determine your protected resources first to help you identify the devices you

need to include in the VPN. After you knowwhat you want to protect, you can use VPN

Manager or manually configure your security devices to create the VPN. A protected

resource object represents the network components (address objects) and services

(service objects) you want to protect and the security device that protects them.

The address specifies secured destination, the service specifies the type of traffic to be

tunneled, and the device specifies where the VPN terminates (typically an outgoing

interface inuntrust zone). InaVPNrule, protected resourcesare thesourceanddestination

IP addresses.

When creating protected resources:

• To protect multiple network components that are accessible by the same security

device, add the address objects that represent those network components to the

protected resource object.

• To protect a single network component that is accessible bymultiple security devices,

addmultiple devices to the protected resource object. Youmust configure each device

to be a part of the VPN.

• Tomanage different services for the same network component, create multiple

protected resource objects that use the same address object and security device but

specify a different service object.

• If you change the security device that protects a resource, NSM removes the previous

security device from all affected VPNs and adds the new security device. However,

NSM does not configure the VPN topology for the new security device—youmust

reconfigure the topology to include the new device manually.

For more details on creating protected resources.

Configuring Shared NATObjects

For VPNs that support policy-based NAT, youmust create one or more shared NAT

objects. A sharedNATobject contains references todevice-specificNATobjects, enabling

multiple devices to share a single object.

First, create a device-specific NAT object by editing the device configuration of each

securitydevicemember. Then, createaglobalNATobject that includes thedevice-specific

NATobjects. In theObjectManager, createa single sharedNATobject to represent similar

device-specificNATobjects (for example, aglobalDIP representsmultipledevice-specific

DIPs). Use the global NAT object in your VPN; when you install the VPN on a device, that

device automatically replaces the sharedNAT object with its device-specific NAT object.
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For details on shared NAT objects.

Configuring Remote Access Service (RAS) Users

For VPNs that support RAS users, youmust create a user object to represent each user.

NSM supports two types of users:

• Local Users—A local user has an account on the security device that guards the

protected resources in the VPN.When a local user attempts to connect to a protected

resource, the security device authenticates the user.

• ExternalUsers—Anexternal user hasanaccountonRADIUSorSecureIDAuthentication

Server.Whenanexternal userattempts toconnect toaprotected resource, thesecurity

device forwards the request to the authentication server for authentication.

Authenticating RAS Users

You can authenticate/encrypt a RAS user using one or more of the following protocols:

• XAuth—Uses IPSec ESP and a usernameand password for authentication. XAuth RAS

users must authenticate with a username and password when they connect to the

VPN tunnel.

• AutoKey IKE—Uses IPSec ESP and AH for encryption and authentication. AutoKey IKE

users have a unique IKE ID that NSM uses to identify and authenticate the user during

IKE Phase I negotiations. To simplify RASmanagement for large numbers of AutoKey

IKE users, you can also create AutoKey IKE groups that use a shared Group IKE ID.

NOTE: We strongly recommend that you do not use null AHwith ESP.

• L2TP—Uses Password Authentication Protocol (PAP) and Challenge Handshake

Authentication Protocol (CHAP) for authentication (password sent in the clear).

• Manual Key IKE—Uses IPSec ESP and AH for encryption and authentication. Because

manual key users are device-specific, you create them in the security device

configuration, not in the Object Manager. For details on creatingmanual key users, see

the Network and Security Manager Configuring ScreenOS and IDP Devices Guide.

NSMallowscertificatewithDC in certificateDNtobeused fordialupuser IKE IDselection.

When you use certificate DN as dialup user IKE ID, the following takes place:

• On the device sever, a partial or whole DN is associated with a VPN configuration.

• On the client side, the certificate DN is sent as IKE ID for the server to match the VPN

configuration based on the content of DN.

The server DN configuration can contain a container part and a wildcard part as follows:

• The container part contains a continuous section of the DN; for example, "OU=a,O=b”

. Any DN containing all specified elements in correct order are accepted.
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• Up to sevenwildcards can be specified, one for each of the following element: CN, OU,

O, L, ST, C, Email.

NSMneeds to support DCcontainer typewhenusingASN1-DN to create IKE IDor a group

of IKE ID that enables multiple, concurrent connections to the same VPN tunnel. During

Phase 1 negotiations, IKE first attempts to make an exact match between the RAS IKE

ID and peer gateway IKE ID.

If no match is found, IKE then attempts to make a partial match between the RAS IKE

ID and Group IKE ID. When selecting this type, youmust enter a container identity or a

wildcard ID (CN, OU, O, L, ST, C, Email).

NSMdevices authenticate aRAS IKEuser's ID if the values in theRAS IKEuser's ASN-1DN

identity fields exactly match the values in the group IKE user's ASN1-DN identity fields.

The container ID type supports multiple entries for each identity field (for example,

"ou=eng,ou=sw,ou=screenos"). The ordering of the values in the identity fields of the

two ASN1-DN strings must be identical. In this IKE IDmatching part, we need to allow

DC element to bematched.

NSM also supports DC in wildcard when using ASN1-DN to create IKE ID or a group of

Wildcard ID.

NSMdevices authenticate aRAS IKEuser's ID if the values in theRAS IKEuser's ASN1-DN

identity fields match those in the group IKE user's ASN1-DN identity fields. The wildcard

ID supports only one value per identity field (for example, "ou=eng" or "ou=sw", but not

"ou=eng, ou=sw"). The ordering of the identity fields in the two ASN1-DN strings are

inconsequential. In this IKE IDmatchingpart,weneed tosupportDCasawildcardelement.

Configuring Group IKE IDS

If your VPN includes multiple remote users, it can be impractical to create an IKE ID and

VPN rule for each. Instead, you can use a Group IKE ID to authenticate multiple users in

a single VPN rule. In the security device configuration VPN settings, create a VPN Group

and specify the maximum number of concurrent connections that the group supports

(cannot exceed themaximum number of allowed Phase 1 SAs or themaximum number

of VPN tunnels allowed on the Juniper Networks security device platform).

Fordetailsongroup IKE IDs, see the JuniperNetworksScreenOS5.xConceptsandExamples

Guide.

Configuring Required Routing-Based VPN Components

A route-based VPNs requires two components:

• Tunnel Interface or Zone

• Route (Static or Dynamic)

The following sections detail how to configure each required component.

For VPNs createdwith VPNManager, you create theVPN first to autogenerate the tunnel

interfaces, then create the routes on the device itself using those tunnel interfaces. For

611Copyright © 2019, Juniper Networks, Inc.

Chapter 12: Configuring VPNs



VPNs created at the device level, you can create the tunnel interfaces and routes before

or after configuring the VPN.

Configuring Tunnel Interfaces and Tunnel Zones

A VPN requires a physical or virtual interface on the security device, and each security

device supports a specific number of physical and virtual interfaces. To support multiple

VPNsonadevice, youmightwant to create tunnel interfacesand tunnel zones to increase

the number of available interfaces on the device.

NOTE: VPNManager automatically creates the necessary tunnel interfaces
for route-based VPNs. For device-level VPNs, you can create the tunnel
interfaces before or after creating the VPN.

If you do not need to do address translation (NAT), use unnumbered.

• Tunnel Interfaces—A tunnel interface handles VPN traffic between the VPN tunnel and

the protected resources. You can create numbered tunnel interfaces that use unique

IP addresses and netmasks, or unnumbered tunnel interfaces that do not have their

own IP address and netmask (unnumbered tunnel interface borrows the IP address

of the default interface of the security zone).

• Tunnel Zones—A tunnel zone is a logical construction that includes one or more

numbered tunnel interfaces. Youmust bind the VPN tunnel to the tunnel zone (not

the numbered tunnel interfaces); the VPN tunnel uses the default interface for the

tunnel zone. In a policy-based VPN, you can link:

• A single VPN tunnel to multiple tunnel interfaces

• Multiple VPN tunnels to a single tunnel interface

For details on tunnel interfaces and tunnel zones, see the Network and Security Manager

Configuring ScreenOS and IDP Devices Guide.

Configuring Static and Dynamic Routes

A security device must know the path, or route, between each protected resource or

security device in the VPN before it can forward packets from the source network to the

destination network on the other side of the tunnel. To specify the route, you can use

static routes, which define a specific, unchanging path between two VPN nodes, or

dynamic routes, which define an algorithm that dynamically determines the best path

between two VPN nodes.

NOTE: If you are using VPNManager to create the route-based VPNs, you
create the routes after autogenerating the VPN. If you are creating a
device-level VPN, you can create the routes after configuring the tunnel
interfaces.
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To create a static route, youmustmanually create a route for each tunnel on each device.

For VPNswithmore than just a few devices, Juniper Networks highly recommends using

a dynamic routing protocol to automatically determine the best route for VPN traffic:

To route between different networks over the Internet, use Border Gateway Protocol

(BGP); to route within the same network, use Open Shortest Patch First (OSPF). For

details on creating routes, see the Network and Security Manager Configuring ScreenOS

and IDP Devices Guide.

Configuring Optional VPN Components

In any type of VPN, you can also use three optional components:

• Authentication Server

• Certificate and Certificate Revocation List objects

• PKI Defaults

The following sections explain how to configure each optional component; after you

have created the component, you can use it to create your VPN.

Creating Authentication Servers

To externally authenticate VPN traffic for XAuth and L2TP, youmust create an

authentication server object to use in your VPN.

Creating Certificate Objects

To authenticate external devices, use a Group IKE ID to authenticatemultiple RAS users,

or provide additional authentication for the security devices in your VPN, youmust obtain

and install a digital certificate on each VPNmember. A digital certificate is an electronic

means for verifying identity through thewordofa trusted thirdparty, knownasaCertificate

Authority (CA). TheCA is a trustedpartner of theVPNmember using thedigital certificate

as well as the member receiving it.

The CA also issues certificates, often with a set time limit. If you do not renew the

certificate before the time limit is reached, the CA considers the certificate inactive. A

VPNmember attempting to use an expired certificate is immediately detected (and

rejected) by the CA.

To use certificates in your VPN, youmust configure:

• Local Certificate—Usea local certificate for each security device that is aVPNmember.

• Certificate Authority (CA)Object—Use a CA object to obtain a local and CA certificate.

• Certificate Revocation List (CRL) Object—Use a CRL object to ensure that expired

certificates are not accepted; a CRL is optional.

Configuring Local Certificates

A local certificate validates the identity of the security device in aVPN tunnel connection.

To get a local certificate for a device, youmust prompt thedevice to generate a certificate

request (includes public/private key pair request) using theGenerate Certificate Request
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directive. In response, the device provides certificate request that includes the encrypted

public key for the device. Using this encrypted public key, you can contact a independent

CA (or use your own internal CA, if available) to obtain a local device certificate file (a

.cer file).

Youmust install this local certificate file on themanaged device using NSM before you

can use certificates to validate that device in your VPN. Because the local certificate is

device-specific, you must use a unique local certificate for each device.

You can also use SCEP to configure the device to automatically obtain local certificate

(andaCAcertificate) fromtheCAdirectly. Fordetails on local certificates, see theNetwork

and Security Manager Configuring ScreenOS and IDP Devices Guide.

Configuring CAObjects

A CA certificate validates the identity of the CA that issued the local device certificate.

You can obtain a CA certificate file (.cer) from the CA that issued the local certification,

then use this file to create a Certificate Authority object.

Youmust install this CA certificate on themanaged device using NSM before you can

use certificate to validate that device in your VPN. Because theCA certificate is an object,

however, you can use the same CA for multiple devices, as long as those devices use

local certificates that were issued by that CA.

You can also use SCEP to configure the device to automatically obtain a CA certificate

at the same time it receives the local certificate.

Configuring CRL Objects

A Certificate Revocation List (CRL) identifies invalid certificates. You can obtain a CRL

file (.crl) from the CA that issued the local certification and CA certificate for the device,

then use this file to create a Certificate Revocation object.

Youmust install the CRL on themanaged device using NSM before you can use a CRL

to check for revoked certificates in your VPN. Because the CRL is an object, however, you

can use the same CRL for multiple devices, as long as those devices use local and CA

certificates that were issued by that CA.

After you have received a CRL list, you can use the CRL object in your VPN. For details on

configuring a certificate revocation list object

Creating PKI Defaults

You can configure default PKI settings for each security device that define how that

device handles certificates. When configuring a VPN that includes the device, you can

use these default settings. For details on PKI defaults, see the Network and Security

Manager Configuring ScreenOS and IDP Devices Guide.

Creating VPNswith VPNManager

Configuring a VPN using VPNManager is an eight stage process:
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• “Adding the VPN” on page 615

• “Configuring Members” on page 616 (policy-based, RAS users, routing-based)

• “Configuring Topology” on page 620 (AutoKey IKE only)

• “Configuring Gateways” on page 622

• “Configuring IKE” on page 626

• “Autogenerating VPN Rules” on page 628

• “Configuring Overrides” on page 629

• “Adding the VPN Link” on page 631

NOTE: For an L2TP RAS VPN, you do not need to configure gateways or
IKE.

The following sections detail each step.

NOTE: For step-by-step instructions on creating VPNs, see theNSMOnline
Help topic "VPNs".

Adding the VPN

1. From themenu bar, click VPNManager >New and select the VPN type:

• AutoKey IKE VPN—Use to connect devices and/or protected resources. An AutoKey

IKE VPN supports mixed-mode, policy-based, and routing-based VPNs, but does

not support RAS users.

• AutoKey IKE RAS VPN—Use to connect IKE RAS users and protected resources. An

Autokey IKE RAS VPN supports policy-based VPNs and IKE RAS users, but does

not support routing-based VPNs, mixed-mode VPNs, or L2TP RAS users.

• L2TP RAS VPN—Use to connect L2TP RAS users and protected resources without

encryption.

• L2TP over AutoKey IKE RAS VPN—Use to connect L2TP RAS users and protected

resources. An L2TP over AutoKey IKE RAS VPN supports policy-based VPNs and

L2TP RAS users, but does not support routing-based or mixed-mode VPNs.

2. Enter a name for the VPN, then specify the general properties for the VPN:

• Enable—Use this option to enable/disable the VPN. If you disable the VPN, the

autogenerated VPN rules, VPNmember gateways, and other device configuration

settings are not installed on your managed devices.

• TerminationPoint—Select theDefault Zone for theVPNTerminationPoint. Typically,

the default zone is untrust. When you configure the topology for the VPN, you can

select a unique termination point for each VPNmember.
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• View Properties—Configure the VPN components that the VPNManager displays

for the VPN:

• Type (AutoKey IKE VPN Only). Select the components you want to configure for

theVPN:Route-basedcomponents,Policy-basedcomponents,orboth.Bydefault,

VPNManager displays all Route- and Policy-based components for an AutoKey

IKE VPN.

• Dial Backup. When enabled, VPNManager displays the dial backup option for

route-based components (dial backup is supported only on NetScreen-5GT

devices running ScreenOS 5.1 and later).

3. ClickOK to save the VPN and return to VPNManager.

ConfiguringMembers

The second step in configuring your VPN is to addmembers to the VPN. Depending on

the type of VPN you are creating, you can add protected resources, security devices,

and/or RAS users as VPNmembers.

Adding Policy-BasedMembers

In policy-based configuration area, you can add protected resources to the VPN. Click

Protected Resources link and select the predefined Protected Resources you want to
include in the VPN.

After you have added the protected resources, you can configure NAT and/or L2TP

settings on the security device that protects each resource:

• For L2TP RAS VPNs and L2TP over AutoKey IKE VPN protected resources, youmust

configure L2TP settings.

• For all protected resources, you can configure policy-based NAT. Use policy-based

NAT to translate private source IP addresses to Internet-routeable IP addresses.

Configuring NAT is optional; if you do not use NAT on your network, you do not need

to configure NAT for the VPN.

The following sections detail how to configure NAT and L2TP.

Configuring NAT

Below the Protected Resources window, selectNAT to display the protecting security
devices for each protected resource. Select the device for which you want to configure

NAT. Enable NAT and specify the following values (you cannot edit the name of the

device or the zone that contains the protected resource).

• Configure Incoming DIP—You can enable the security device to use a Dynamic IP pool

for incoming VPN traffic. For each incoming VPN packet, the device translates the

destination address into a IP address that is selected from the DIP pool.

• Interface for Incoming DIP. Select the interface that receives traffic addressed to

Dynamic IP addresses.
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• Incoming Global DIP. Select the Global DIP object that represents range of IP

addresses available to the security device. (This DIP poolmust include IP addresses

that are routeable on your internal network.)

For details on configuring DIP objects.

• ConfigureTunnel InterfaceandZone—Youcanbind theVPNtunnel toa tunnel interface

or tunnel zone to increase the number of available interfaces in the security device.

NOTE: If the security device is running ScreenOS 5.x and configured in
transparentmode, you can only configure the zone (the interface does not
appear).

To use a tunnel interface and/or tunnel zone in your VPN, youmust first create the

tunnel interface or zone on the device; for details, see “Configuring Tunnel Interfaces

and Tunnel Zones” on page 612 and the Network and Security Manager Configuring

ScreenOS and IDP Devices Guide.

• Tunnel Zone. Select a preconfigured tunnel zone on the security devices to bind the

VPN tunnel directly to the tunnel zone. The tunnel zonemust include one or more

numbered tunnel interfaces;when the security devices routeVPNtraffic to the tunnel

zone, the traffic uses one or more of the tunnel interfaces to reach the protected

resources.

• Tunnel Interface. Select a preconfigured tunnel interface on the security devices to

bind theVPN tunnel to the tunnel interface. The security devices route all VPN traffic

through the tunnel interface to the protected resources.

• Configure MIP, VIP, and Outgoing DIP

• Enable MIP. Enable MIP to use amapped IP address for the interface.

• Global MIP. Select the global MIP object that represents themapped IP address you

want to use for the interface.

• Global VIP. Select the global VIP object that represents the virtual IP address you

want to use for the interface.

• Global DIP (Outgoing). You can enable the security device to use a Dynamic IP pool

for outgoing VPN traffic. For each outgoing VPN packet, the device translates the

source address into a IP address selected from the DIP pool. Select the Global DIP

object that represents range of IP addresses available to the security device. (This

DIP pool must include IP address that are routeable on the Internet.)

Configuring L2TP

For L2TP RAS VPNs and L2TP over AutoKey IKE VPN protected resources, youmust

configure L2TP settings.

Toconnect toanL2TPVPNtunnel, theL2TPRASuseruses the IPaddressandWINS/DNS

information assigned by the user’s ISP. However, when the L2TP RAS user sends VPN

traffic through the tunnel, the security device assigns a new IP address andWINS/DNS

information that enables the traffic to reach the destination network.
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Below theProtectedResources pane, select L2TP/NAT to display the protecting security
devices for each protected resource. (If you are configuring an AutoKey IKE VPN or

AutoKey IKE RAS VPN, this option does not appear.) Select the device for which you

want to configure L2TP. In the L2TP tab, specify the following values (you cannot edit

the name of the device).

• Host Name—Enter the name of the L2TP host.

• Keep Alive—The number of seconds a VPNmember waits between sending hello

packets to an L2TP RAS user.

• Peer IP—Enter the IP address of the L2TP peer.

• Secret—Enter the shared secret that authenticates communication in the L2TP tunnel.

• RemoteSettings—Select the remotesettingsobject that represents theDNSandWINS

servers assigned to L2TP RAS users after they have connected to the tunnel.

• IP Pool Name—Select the IP pool object that represents the available IP addresses

that can be assigned to L2TP RAS users after they have connected to the tunnel.

• Auth Server—Because the L2TPmust authenticate L2TP users, use custom settings

to associate those users with a specific Authentication Server. You can also configure

the device to query the remote settings object for DNSandWINS information for those

users.

To use the default authentication server for L2TP users, add the users to the device

first.

NOTE: When configuring a VPN that includes RAS users, if you added the
user as a L2TP local user and assigned an IP pool and remote settings
object on a specific device in the VPN, those settings override the settings
defined in the VPN.

Adding RASUsers

In the Remote User area, you can add RAS users to the VPN. (When configuring an

AutoKey IKE VPN, this area does not appear.) Click theUsers link to display the user
selection dialog box, then click the Edit icon to select the predefined RAS users or user

groups you want to include in the VPN. For details on creating RAS users and groups.

Defining a Default Gateway

You can include a single RAS user in multiple VPNs. To specify this VPN as the default

entry point for all RAS users listed in the VPN, enable Use as Default Gateway.

Adding Routing-BasedMembers

In the routing-basedconfigurationarea, youcanadd routing-basedmembers to theVPN.

(When configuring anAutoKey IKERASVPN, an L2TPRASVPN, or an L2TPoverAutoKey

IKE RAS VPN, this area does not appear.) A routing-based VPNmember is a security

device that will route traffic (statically or dynamically) through a tunnel interface to one

or more VPNmembers.
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VPNManagerautomatically creates thenecessary tunnel interfaces for each route-based

VPNsmember. However, after VPNManager autogenerates the VPN tunnels, youmust

configure static or dynamic routes on the security devices to route traffic through these

tunnel interfaces. For details on creating routes, see the Network and Security Manager

Configuring ScreenOS and IDP Devices Guide.

Click the security devices link to display the route-basedmember selection dialog box.

• Configure Tunnel Interface Settings—Select a Primary Zone, Secondary Zone, and

physical source interface for each security device. The selected zonepassesVPNtraffic

through the selected interface on the security device.

• The Zone settings apply to all route-basedmembers selected in the members

window.

• If the Primary Zone is not defined or available on the security device, VPN traffic

automatically uses the Secondary Zone.

• The Physical Source Interface is the default physical interface on the device that

transmits VPN traffic.

• Configure Tunnel Options—ScreenOS 5.x and later devices support additional

functionality for handling VPN tunnels:

• To use a single tunnel interface on each device for VPN traffic, enable Generate

Single Tunnel Interface for 5.x devices. When enabled, the security device uses the

route table and the next-hop tunnel binding table to link a specific destination to

one of a number of VPN tunnels bound to the same tunnel interface. By mapping

the next-hop gateway IP address specified in the route table entry to a specific VPN

tunnel in the NHTB table, the device can use one tunnel interface for all VPN traffic

through the device. This option is enabled by default.

• To create entries in the Next Hop Tunnel Binding (NHTB) table, enable Generate

NHTB entries for 5.x devices. When this option is selected, VPNManager

autogenerates NHTB entries for each VPN tunnel.

NOTE: If you are using a single interface for all VPN traffic on the device
butyoudonotselect thisoption, youmustmanuallyaddtheNHTBroutes
in the NHTB table, or configure BGP to automatically create the entries
for you. This option is disabled by default.

• SelectDial Backup to enable NetScreen-5GT security devices to use the serial port as
a backup termination point for the VPN tunnel. When this option is enabled, VPN

Manager automatically generates the termination point for the serial interface during

VPNcreation (youdonot need to select the serial interfacemanuallywhen configuring

Termination Points).

• Configure Members—Click the Add icon to select the predefined security devices you

want to include in the VPN. After you have added the device to the VPN, you can

double-click the device and configure overrides for the default tunnel interface zone,
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the physical source interface. For devices running ScreenOS 5.x and later, you can also

enable/disable single tunnel interface and NHTB entries.

After VPNManager generates the tunnel interfaces, youmust configure static or

dynamic routes on each VPNmember to route traffic to other VPNmembers.

Configuring Topology

In the general configuration area, you can define the topology and/or termination points

of the VPN:

• The topology of the VPN determines how VPNmembers logically connect to each

other. The topology is the communication path that VPN traffic must take to reach a

VPNmember.

• The termination points of the VPN determine how VPNmembers physically connect

to each other. A termination point is the interface on each VPNmember that sends

and receives VPN traffic to and from the VPN tunnel.

NOTE: If you change the security device that protects a resource, NSM
removes the previous security device from all affected VPNs and adds the
new security device. However, NSM does not configure the VPN topology
for the new security device—youmust reconfigure the topology to include
the new devicemanually.

For AutoKey IKE VPNs, youmust define the topology for the VPN. Each VPNmember is

a node that has specific connection capabilities, and the topology describes the logical

connections between those nodes.

A node can be:

• Hub—A hub can connect to a branch or main.

• Main—Amain can connect to a hub, branch, or anothermain.When configuring a VPN

thatusesmultiplemains, youcanselect tomeshallmains (allmainscancommunicate

with each other) or disable all main meshing.

• Branch—Abranch can connect to a hub or amain. Branches can send and receive VPN

traffic to and froma hub or amain device, but cannot communicate directly with other

branches unless in a dual hub setup.

Additionally, you can use a supernet to reduce the number of rules required for the hub

device in a policy-based VPN. A supernet is an address object group containing the

network address objects that represent the source and destination points of the VPN.

Use a supernet when the hub device supports a small number of rules.

Configuring Common VPN Topologies

You can use VPNManager to configure the following common VPN topologies:
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• Hub andSpoke—Select a device to act as the hub; this device connects VPNmembers

and enables them to communicate. Next, select the VPNmembers to be the spokes.

You are not required to use a VPNmember as a hub:

• If do not select a VPNmember as the VPN hub, the hub routes VPN traffic from one

branch to another.

• If you do select aVPNmember as theVPNhub, the hub routesVPN traffic from itself

and all connected branches.

Each spoke can send and receive VPN traffic to and from the hub, but cannot

communicate directly with other spokes.

• Dual Hub and Spoke—You can select a device to act as a backup hub, and enable the

spokes to communicate with each other by making the following settings.

• Assign a VPN and gateway. Edit the Topology settings from VPNManager >VPNs

>AutoKey IKE VPN >, New or Edit >Topology. Select Enable Auto-Connect VPN You

can assign the device to be used as backup, from the drop-down list in the Backup

Hub field. After selection, the backup hub is added to the General Configuration list.

• Edit the vrouter on the spoke device, and assign the ACVPN-Dynamic and NHS IP

Address. You can set these parameters from VPNManager > VPNs > AutoKey IKE

VPN>VPN>DeviceTunnelSummary>EditRouter>DynamicRoutingProtocol>NHRP

>Parameters. You cannot make this setting on a hub device. The ACVPN-Dynamic

and the ACVPN-Profile settings are mutually exclusive, so if a device is already set

as a Hub, then you cannot set it as a Spoke or vice versa.

• Assign NHRP redistribution rules. You canmake this setting from the VPNManager

>VPNs >AutoKey IKE VPN >VPN >Device Tunnel Summary >Edit Router >Dynamic

Routing Protocol >NHRP >Redistribution Rules.

• Add the NHRP option to the OSPF, BGP, and RIP redistribution rules. You canmake

these settings from:

• VPNManager > VPNs > AutoKey IKE VPN > VPN >Device Tunnel Summary > Edit

Router > Dynamic Routing Protocol > OSPF > Redistribution Rules.

• VPNManager > VPNs > AutoKey IKE VPN > VPN >Device Tunnel Summary > Edit

Router > Dynamic Routing Protocol >BGP > Redistribution Rules.

• VPNManager > VPNs > AutoKey IKE VPN > VPN >Device Tunnel Summary > Edit

Router > Dynamic Routing Protocol > RIP > Redistribution Rules.

• Set the routing on the tunnel interface from “VPNManager>VPNs>AutoKey IKEVPN

>VPN>Device Tunnel Summary > Edit Interface >General Properties. Select Routing

to ACVPN-Dynamic.

NOTE: You can enable the dual hub feature only if the Spoke device runs
ScreenOS 6.3 or later. The Hub device could run ScreenOS 6.3 or an older
version.
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• MainandBranch—Mainandbranch topologiescombine the flexibilityofhubandspoke

with the redundancy of fullmesh. Because you can selectmultiplemains, each branch

has an alternate tunnel to use if onemain fails. To create amain and branch:

• Select the devices to act at mains; these devices can communicate with all other

VPNmembers.

• Select remaining devices as branches; these devices communicate with all mains.

• Full Mesh—Select all VPNmembers to act as mains. All members can communicate

with any other VPNmember. Do not select a hub.

• Site to Site—Select both VPNmembers as mains. Eachmember can communicate

with the other VPNmember. Do not select a hub.

Defining Termination Points

Youmust define the termination interface for each security device in the VPN. The

TerminationPoints tabdisplays thedefault terminationpoints for theVPN.A termination

point is the interface on a security device that sends and receives VPN traffic to and from

the VPN tunnel, and is typically in the Untrust zone. Each VPNmember (the security

devices included as routing-basedmembers and/or as protected resources for

policy-basedmembers) has a default termination interface.

NOTE: You do not need to select the serial interface on a NetScreen-5GT
security device to enable dial backup for the VPN tunnel. If you have enabled
Dial Backup for the device in the Route-Based Configuration area, VPN
Managerautomaticallygenerates the terminationpoint for theserial interface
during VPN creation.

To override the default termination interface, right-click the VPNmember, select Edit,

and select a new termination interface for the device.

Configuring Gateways

To configure the gateways for VPN, click theGateway Parameters link.

Configuring Gateway Properties

In the Properties tab, specify the following gateway values.

Selecting aMode

Themode determines how Phase 1 negotiations occur. Select themode thatmeets your

VPN requirements:

• Mainmode—The IKE identityof eachnode isprotected. Eachnodesends three two-way

messages (six messages total); the first twomessages negotiate encryption and

authenticationalgorithms thatprotect subsequentmessages, including the IKE identity

exchange between the nodes. Depending on the speed of your network connection

and the encryption and authentication algorithms you use, main mode negotiations

can take a long time to complete. Use Main mode when security is more important.
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• Aggressive mode—The IKE identity of each node is not protected. The initiating node

sends twomessages and the receiving node sends one (three messages total); all

messages are sent in the clear, including the IKE identity exchange between the nodes.

Because Aggressive mode is typically faster but less secure than Main mode, use

Aggressive mode when speed is more important than security.

For RAS VPNs, youmust use the Aggressive mode; for VPNs that do not include RAS

users, select the mode that meets your requirements.

Configuring Heartbeats

Use heartbeats to enable redundant gateways.

• Hello—Enter the number of seconds the security devices wait between sending hello

pulses.

• Reconnect—Enter the maximum number of seconds the security devices wait for a

reply to the hello pulse.

• Threshold—Enter the number of seconds that the security devices wait before

attempting to reconnect.

Configuring NAT Traversal

Because NAT obscures the IP address in some IPSec packet headers, VPN nodes cannot

receive VPN traffic that passes through an external NAT device. To enable VPN traffic

to traverse a NAT device, you can use NAT Traversal (NAT-T) to encapsulate the VPN

packets in UDP. If a VPN node with NAT-T enabled detects an external NAT device, it

checks every VPN packet to determine if NAT-T is necessary.

Because checking every packet impacts VPN performance, you should only use NAT

Traversal for remote users that must connect to the VPN over an external NAT device.

You do not need to enable NAT-T for your internal security device nodes that use NAT;

eachVPNnode knows the correct address translations for VPN traffic anddoes not need

to encapsulate the traffic.

To use NAT-T, enable NAT-Traversal and specify:

• UDP Checksum—A 2-byte value (calculated from the UDP header, footer, and other

UDPmessage fields) that verifies packet integrity. Youmust enable this option for
NAT devices that require UDP checksum verification; however, most NAT devices

(including security devices) do not require it.

• Keep alive Frequency—The number of seconds a VPN node waits between sending

empty UDP packets through the NAT device. A NAT device keeps translated IP

addresses active only during traffic flow, and invalidates unused IP addresses. To

ensure that the VPN tunnel remains open, you can configure the VPN node to send

empty "keep alive” packets through the NAT device.

Configuring XAuth

Use the XAuth protocol to authenticate RAS users with an authentication token (such

as SecureID) and to make TCP/IP settings (IP address, DNS server, andWINS server)

for the peer gateway.
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• Default Server—To use the default XAuthentication server for the device. To change

or assign a default XAuthentication server, edit the VPN settings in the security device

configuration.

• XAuth Server—Use when the remote gateway is a security device that you want to

assign TCP/IP settings.

• Auth Server Name. Select a preconfigured authentication server object.

• AllowedAuthenticationType.SelectGenericorChallengeHandshakeAuthentication

Protocol (CHAP) (password is sent in the clear) toauthenticate the remotegateway.

• Query Remote Setting. Enable this option to query the remote settings object for

DNS andWINS information.

NOTE: When configuring a VPN that includes RAS users, if you added
the user as a L2TP or XAuth local user and assigned a remote settings
objectonaspecificdevice in theVPN, thosesettingsoverride thesettings
defined in the VPN.

• XAuth Client—Use when the remote gateway is a RAS user that you want to

authenticate.

• Allowed Authentication Type. Select Any or CHAP.

• User Name and Password. Enter the user name and password that the RAS user

must provide for authentication.

NOTE: All passwords handled by NSM are case-sensitive.

• Bypass Authentication to permit VPN traffic from VPNmembers to pass

unauthenticated by the XAuth server.

Configuring Gateway Security

Determine the authenticationmechanisms youwant theVPNnodes to use for IKEPhase

I negotiations. You can use a preshared key or certificates for authentication.

Preshared Key/Certificate

For Phase 1, select a Preshared Key Information or PKI Information:

• PresharedKey—Use if yourVPN includessecuritydevicesand/orRASusers.VPNnodes

use the preshared key during Phase 1 negotiations to authenticate each other; because

eachnodeknows thekey inadvance, negotiationsuse fewermessagesandarequicker.

• To generate a random key, enter a value for the seed, then clickGenerate Key. NSM
uses the seed value to generate a random key, which is used to authenticate VPN

members.
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NOTE: Usinga randomkeycangenerateakey inexcessof255characters,
whichexceedsScreenOSlimitsandmightnotbeacceptedby thesecurity
device during update. To reduce the key size, shorten the autogenerated
key value by deleting characters.

• To use a predefined value for the key, enter a value for the Preshared Key.

• PKI—Use if your VPN includes extranet devices or you require the additional security

provided by certificates (PKI uses certificates for VPNmember authentication). For

details on creating andmanaging certificates.

For Phase 1, select a proposal or proposal set. You can select from predefined or

user-defined proposals:

• To use a predefined proposal set, select one of the following:

• Basic (nopfs-esp-des-sha, nopfs-esp-des-md5)

• Compatible (nopfs-esp-3des-sha, nopfs-esp-3des-md5, nopfs-esp-des-sha,

nopfs-esp-des-md5)

• Standard (gs-esp-3des-sha, gs-esp-aes128-sha)

NOTE: You cannot use a predefined proposal set with certificates—you
mustselectauser-definedproposalorchangetheauthenticationmethod
to Preshared Key.

• To use a user-defined proposal, select a single proposal from the list of predefined

and custom IKE Phase 1 Proposals. For details on custom IKE proposals.

If your VPN includes only security devices, you can specify one predefined or custom

proposal that NSM propagates to all nodes in the VPN. If your VPN includes extranet

devices, youshouldusemultipleproposals to increasesecurityandensurecompatibility.

Preshared Secrets

You can use the same preshared secret for all nodes in the VPN, or create a unique

preshared secret for communication from a specific node to another node.

Configuring IKE IDs

Every VPN node has a unique identification number, known as an IKE ID. During Phase 1

negotiations, the IKE protocol uses the IKE ID to authenticate the VPNmember.

VPNManager automatically creates the default IKE ID for you, based on the policy- or

route-basedmembers and RAS users, so you do not need to configure this option.

However, if you do not want to use the default IKE ID, you can select a different IKE ID

type and configure an IKE ID for each VPN gateway.
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The IKE ID tab displays all security devices included as routing-basedmembers and/or

as protected resources for policy-basedmembers. For each device, select the IKE ID type

and enter the ID value:

• ASN1-DN—Abstract Syntax Notation, version 1 is a data representation format that is

non-platformspecific; DistinguishedName is the nameof the computer. UseASN1-DN

to create a Group IKE ID that enables multiple, concurrent connections to the same

VPN tunnel; use a Group IKE ID tomake configuring andmaintaining your VPN quicker

and easier.

For details on how Group IKE IDs work, see “Configuring Group IKE IDS” on page 611.

For details on determining the ASN1-DN container and wildcard values for Group IKE

IDs, see the Juniper Networks ScreenOS 5.x Concepts and Examples Guide.

• FQDN—UseaFullyQualifiedDomainNamewhen thegateway is adynamic IPaddress.

FQDN is a name that identifies (qualifies) a computer to the DNS protocol using the

computernameand thedomainname, for example, server1.colorado.mycompany.com.

• IP Address—Use an IP address when the gateway has a static IP address.

• U-FQDN—Use a User Fully Qualified Domain Namewhen the gateway is a dynamic IP

address, such as a RAS user. A U-FQDN is an e-mail address. For example:

user1@mycompany.com.

Configuring IKE

To configure the IKE properties and Phase 2 Proposals for the VPN, click the IKE
Parameters link. Because L2TP RAS VPNs do not support encryption, you do not need
to configure IKE properties for L2TP RAS VPNs.

IKE Properties

Configure the IKE properties:

• Idle Time to Disable SA—Configure the number of minutes before a session that has

no traffic automatically disables the SA.

• Replay Protection—In a replay attack, an attacker intercepts a series of legitimate

packets and uses them to create a denial-of-service (DoS) against the packet

destination or to gain entry to trusted networks. If replay protection is enabled, your

security devices inspect every IPSec packet to see if the packet has been received

before—if packets arrive outsidea specified sequence range, the security device rejects

them.

• IPSec Mode—Configure the mode:

• Use tunnel mode for IPSec. Before an IP packet enters the VPN tunnel, NSM

encapsulates the packet in the payload of another IP packet and attaches a new IP

header. This new IP packet can be authenticated, encrypted, or both.
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• Use transport mode for L2TP-over-AutoKey IKE VPNs. NSM does not encapsulate

the IP packet,meaning that the original IP headermust remain in plaintext. However,

the original IP packet can be authenticated, and the payload can be encrypted.

• Do not set Fragment Bit in the Outer Header—The Fragment Bit controls how the IP

packet is fragmented when traveling across networks.

• Clear. Use this option to enable IP packets to be fragmented.

• Set. Use this option to ensure that IP packets are not fragmented.

• Copy. Select to use the same option as specified in the internal IP header of the

original packet.

Monitor

You can enable VPNMonitor and configure the monitoring parameters for the device.

Monitoring is off by default. To enable the VPNMonitor in Realtime Monitor to display

statistics for the VPN tunnel, configure the following:

• VPNMonitor—Whenenabled, the security devices in theVPNsend ICMPecho requests

(pings) through the tunnel at specified intervals (configurable in seconds) to monitor

network connectivity (each device uses the IP address of the local outgoing interface

as the source address and the IP address of the remote gateway as the destination

address). If the ping activity indicates that the VPNmonitoring status has changed,

the device triggers an SNMP trap; the VPNMonitor (in RealTimeMonitor) tracks these

SNMP statistics for VPN traffic in the tunnel and displays the tunnel status.

• Rekey—When enabled, the security devices in the VPN regenerate the IKE key after a

failed VPN tunnel attempts to reestablish itself. When disabled, each devicemonitors

the tunnel only when the VPN passes user-generated traffic (instead of using

device-generated ICMP echo requests). Use the rekey option to:

• Enable dynamic routing protocols to learn routes and transmit messages through

the tunnel.

• Automatically populate the next-hop tunnel binding table (NHTB table) and the

route table whenmultiple VPN tunnels are bound to a single tunnel interface.

For details on VPNmonitoring at the device level, see the Juniper Networks ScreenOS 5.x

Concepts and Examples Guide.

Differentiated Services Code Point Mark

If you want to set the Differentiated Services Code Point (DSCP) field of the IPSec IPv4

header to a specified value for each route-based VPN at the Phase2 configuration level,

devices runningScreenOS6.1 and laterallowyou toonbothASICandnon-ASICplatforms.

ScreenOS 6.1 and later support the DSCP value configuration for tunnel mode ESP

packets only.

You cannot configure the DSCP setting if:

• The IPSecmode is transport.
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• The IPSec Mode is tunnel but the binding interface is not a tunnel interface.

You can set the following DSCPMarks in the AutoKey IKE Parameters page:

• DSCPMarking—You can select either enable or disable. If the selected IPSecmode is

transport, this option is automatically disabled.

• DSCP Value—Set the DSCP value in the range of 0–63. Mouse over the field to see

the range of allowed values.

Configuring Security Level

ForPhase2negotiations, selectaproposalorproposal set. Youcanselect frompredefined

or user-defined proposals:

• To use a predefined proposal set, select one of the following:

• Basic (nopfs-esp-des-sha, nopfs-esp-des-md5)

• Compatible (nopfs-esp-3des-sha, nopfs-esp-3des-md5, nopfs-esp-des-sha,

nopfs-esp-des-md5)

• Standard (gs-esp-3des-sha, gs-esp-aes128-sha)

• To use a user-defined proposal, select a single proposal from the list of predefined

and custom IKE Phase 2 Proposals. For details on custom IKE proposals.

If your VPN includes only security devices, you can specify one predefined or custom

proposal that NSM propagates to all nodes in the VPN. If your VPN includes extranet

devices, you should usemultiple proposals to increase security and ensure compatibility.

Autogenerating VPN Rules

When you have completed configuring the policy- and route-based VPNsmembers, the

topology (if necessary) and termination points, and the IKE (if necessary) and gateway

parameters for the VPN, you are ready to autogenerate the VPN.

During autogeneration, NSM generates the VPN rules that control traffic between

policy-based VPNmembers, and edits the device configuration (gateways, security

parameters, and so on) of each VPNmember to support the VPN.

Autogeneration does not:

• Insert the VPN rules into a security policy. After you have reviewed the VPN rules and

madeany necessary overrides, youmustmanual insert theVPN rules (knownas aVPN

link) into a security policy. For details, see “Adding the VPN Link” on page 631.

• Install the new VPN rules or edited device configurations on themanaged devices in

the VPN. After you have inserted the VPN link into a security policy, you can install that

policy on your devices using the Updated directive.

• Create static or dynamic routes for route-based VPNs.

To autogenerate the VPN, click Save.
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Configuring Overrides

The override area enables you configure individual settings for each VPN rules (for

policy-based andmixed-mode VPNs) and each VPNmember. Each change youmake

to the autogenerated rules or VPNmember configuration is known as an override to the

VPN settings.

Youmight need to override the VPN settings to:

• Configure additional security for specific tunnels.

• Configure additional authentication between specific VPNmembers.

• Configure uniquemonitoring or reporting options for specific VPNmembers or VPN

tunnels.

• Configure unique IKE IDs for each VPNmember.

Editing Policy Rules

For policy-based andmixed-mode VPNs, NSM automatically generates the VPN rules

to control traffic between VPNmembers. To view these autogenerated rules, click the

Policy Rules link in theOverrides area; the rules appear in a separate NSMwindow, using

the same row and column format as in the Security Policies.

NOTE: Policy rules do not appear for route-based VPNs.

Changing Rule Position

The position of the rules indicates the order that they apply to traffic. To change the

position of a rule, you can:

• Right-click the rule and selectMove Rule Up orMove Rule Down, or

• Right-click the rule and select Change Rule Position. In the New Position dialog box,

enter a new rule number for this rule. (The rule number is the first column in the policy

table.)

Filtering Rules

You can also filter the VPN rules by zones using the Zone Filter in the upper right-hand

corner of the VPN rule window. Select a zone in From Zone and/or the To Zone to order

the rules as desired.

To save this rule order, click Apply.

Configuring Rule Options

You can configure rule options for each rule, including traffic shaping, logging, antivirus

and attack objects, and protection actions. For details on configuring these options.
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Editing Device Configuration

For all VPNs, you can edit the device configuration for each VPNmember. The device

configurationdisplays the interfaces, gateways, andotherVPNconfiguration information

for each individual device.

Overriding Interfaces

For route-based andmixed-mode VPNs, this displays the tunnel interfaces and virtual

routers configured on the VPNmember. To override the general properties and dynamic

routing protocols for each tunnel interface, right-click the tunnel interface and configure

the settings.

NOTE: The changes youmake to a Virtual Router in theOverrides area apply
to thedevice configuration, not just theVPNconfiguration.Whenyouchange
a VR setting in VPNmanager, that change is saved and applied to the device
when you save and apply the VPN. Similarly, when you change a VR setting
for the device configuration in Device Manager, that change is reflected in
the VPN configurations that includes the device.

For policy-based VPNs, no tunnel interfaces appear.

Overriding AutoKey IKE VPN Settings

For VPNs that use AutoKey IKE, this displays the VPN name, remote gateway, and IPSec

Mode for each tunnel in the VPN. To override the general properties, security,

binding/proxyID, andmonitoring option for each VPN tunnel, right-click the VPN name

and configure the settings as desired.

Overriding Gateways

For all VPNs, this displays the gateway name, gatewaymode, IP address, and IKE phase

I proposals for each VPN gateway. To override the general properties, security, and IKE

ID/XAuth options for each gateway, right-click the gateway name and configure the

settings as desired.

Overriding VPNGroups

For all VPNs, this displays VPN groups.

Overriding L2TP Settings

For L2TP VPNs, this displays L2TP information for each VPNmember. To edit this

information, right-click L2TP entry and configure the settings as desired.

Viewing the Device Tunnel Summary

For route-based andmixed-mode VPNs, you can view the VPN tunnels between each

route-basedmember, including the source and peer devices, the tunnel interface, zone,

and physical interface.
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NOTE: The device tunnel summary does not appear for policy-based VPNs.

You cannot edit the device tunnels from this view; tomake overrides to the VPN tunnels,

edit the interface configuration for each device.

Adding the VPN Link

After you have reviewed the autogenerated information andmade any desired overrides

to the VPN, youmust update your managed devices to activate the VPN. By default, the

VPN you created in VPNmanager is installed as the first rule in the security policy for

eachmanaged device. However, the security policy does not display the VPN.

Youcanmanually addaVPN link to your security policy; aVPN link creates a link between

the security policy and VPN (the link points to the VPN rules that exist in the VPN in VPN

Manager). Youmight want to add a VPN link so you can reposition it elsewhere in the

policy, or to make the VPN viewable in your policy.

To create a VPN link, in security policies, select an existing security policy (or create a

new security policy), then right-click and selectAddVPN link. Select the VPN name and
clickOK to add the link to the policy. By default, the link appears at the top of the policy,
but you canmove the VPN link anywhere in the policy, just as you would a firewall rule.

If youmake changes to the VPN or create overrides, the VPN link automatically updates

to reflect those edits.

Editing VPNs

To edit a VPN created with VPNManager:

1. In the navigation tree, select VPNs. A table listing all configured VPNs appears in the

main display area.

2. Right-click the VPN you want to edit and select Edit. The expanded VPN view dialog

box appears.

3. Make the necessary changes, then clickOK to apply your changes.

To revert any changes you havemade to the VPN, right-click the VPN name in the

navigation tree and select Revert Changes.

Editing VPN Protected Resources

To edit a protected resource in the VPN, right-click the protected resource and select

Edit Protected Resource. Make your changes, then clickOK to save your changes.

If youmake changes to a protected resource object that is used in a VPN, NSM

automatically generates new configuration and propagates your changes to all affected

security devices. If you change the security device that protects a resource, NSM removes

the previous security device from all affected VPNs and adds the new security device.

However, NSM does not configure the VPN topology for the new security device—you

must reconfigure the topology to include the new device manually.
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Editing Users

To edit a user object in the VPN, right-click the user and select Edit Remote User. Make
your changes, then clickOK to save your changes.

Editing the VPN Configuration

To add or delete a member, edit any VPN parameter, or reconfigure the VPN topology,

select the VPN and clickOK. Make your changes, then click Save to regenerate the VPN.

NOTE: After you click Save, you cannot revert your changes to a VPN.

Editing VPNOverrides

If you add, edit, or delete an override, the VPN link automatically updates the

autogenerated rules to reflect those edits.

VPNManager Examples

This section provides examples of common VPN types:

• “Example: Configuring an Autokey IKE, Policy-Based Site-to-Site VPN” on page 632

• “Example: Configuring an Autokey IKE RAS, Policy-Based VPN” on page 637

• “Example: Configuring an Autokey IKE, Route-Based Site-to-Site VPN” on page 640

• “Example: Configuring XAuth Authentication with External User Group” on page 643

The following sections provide step-by-step instructions on creating each VPN type.

NOTE: For examples on creating a Manual Key VPN, see “Device-Level VPN
Examples” on page 662.

Example: Configuring an Autokey IKE, Policy-Based Site-to-Site VPN

AnAutoKey IKEVPN connects protected resources using AutoKey IKE. Use this VPN type

to connect and control traffic between two security devices. In this example, an AutoKey

IKE tunnel using a pair of certificates (one at each end of the tunnel) provides the secure

connection between the Tokyo and Paris offices. For the Phase 1 and 2 security levels,

you specify the Phase 1 proposal as rsa-g2-3des-sha and select the predefined

"Compatible” set of proposals for Phase 2. It is assumed that both participants already

have RSA certificates and are using Entrust as the certificate authority (CA). All zones

are in the trust-vr.

1. Configure security devices.

a. Configure the Tokyo device with the following interfaces:
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• Ethernet1 is the Trust IP (10.1.1.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (1.1.1.1/24) in the Untrust zone.

b. Configure the Paris device with the following interfaces:

• Ethernet1 is the Trust IP (10.2.2.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (2.2.2.2/24) in the Untrust zone.

2. Create the address objects that youwill use to createProtectedResources (for details

on creating or editing address objects,. If you imported a security device, the address

bookobjectsconfiguredon thatdeviceareautomatically importedasAaddressobjects

into the NSMUI.

a. Add the Tokyo Trust LAN (10.1.1.0/24) as a network address object. In Address

Objects, click the Add icon and selectNetwork. Configure the following, then click
OK:

• For Name, enter Tokyo Trust LAN.

• For IP Address/Netmask, enter 10.1.1.0/24.

• For Color, selectmagenta.

• For Comment, enter Tokyo Trust Zone.

b. Add the Paris Trust LAN (10.2.2.0/24) as a network address object. In Address

Objects, click the Add icon and selectNetwork. Configure the following, then click
OK:

• For Name, enter Paris Trust LAN.

• For IP Address/Netmask, enter 10.2.2.0/24.

• For Color, selectmagenta.

• For Comment, enter Paris Trust Zone.

3. Create the Tokyo Protected Resources object. In Protected Resources (under VPN

Manager), click the Add icon. Configure as shown in Figure 97 on page 634, then click

OK:

633Copyright © 2019, Juniper Networks, Inc.

Chapter 12: Configuring VPNs



Figure 97: Create Tokyo Protected Resource Object for AutoKey IKE VPN

4. Create the Paris Protected Resources object. In Protected Resources (under VPN

Manager), click the Add icon. Configure, then clickOK:

Figure 98: Create Paris Protected Resource Object for AutoKey IKE VPN

5. Create the VPN. In the navigation tree, double-click VPNManager, then right-click
VPNs and select AutoKey IKE VPN. The New AutoKey IKE VPN dialog box appears.

Configure the General VPN Properties:

a. In Name, enter Tokyo-Paris Policy-Based VPN.

b. Select Enable.

c. In Termination Point, selectUntrust.
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d. For VPN Type, select Policy-Based.

e. ClickOK to save the VPN and return to VPNManager.

f. In VPNManager, select the Tokyo-Paris Policy-Based VPN. The VPN appears in
the main display area.

6. Configure the policy-basedmembers:

a. Select the Protected Resources link to display the Protected Resources list.

b. Select the Paris Protected Resources and the Tokyo Protected Resources.

c. ClickOK to return to the main display area.

7. Configure the VPN topology:

a. Select the Topology link to display the Topology dialog box.

b. Click the Add icon to display the Topology configuration dialog box. Configure the

following:

• For Hub and Supernet, leave the default of none.

• Enable Mesh Main(s).

• In the Mains window, select the Paris and Tokyo security devices.

c. ClickOK to return to the Topology dialog box, then clickOK to return to the main
display area.

8. Configure the termination points of the VPN:

a. Click the Termination Points link. The Termination Points dialog box appears.

b. Confirm thatbothParis andTokyodevicesuseaTermination Interfaceof ethernet3.

c. ClickOK to return to the main display area.

9. Configure the VPN gateway:

• Click theGateway Parameters link. The Properties tab appears. Leave all defaults
and click the Security tab.

• In the Security tab, configure the PKI Information and Phase 1 Proposals as shown

in Figure 99 on page 636.
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Figure 99: Configure Gateway Parameters for AutoKey IKE VPN

• Click Save to save your configuration changes to the VPN.

To view the autogenerated rules, click thePolicy Rules link in theOverrides section.
VPNManager generates the rules as shown in Figure 100 on page 636.

Figure 100: View Autogenerated Rules for AutoKey IKE VPN

10. Add theVPNLink. Youmust create aVPN link between the Zone rulebase in a security

policy and the VPNManager autogenerated rules. You create this link by inserting a

VPN link in the zone rulebase; this links points to the VPN rules that exist in the VPN

Manager.

• InSecurityPolicies, select anexisting security policy (or createanewsecurity policy).

In the Zone rulebase, right-click and select Add VPN link.

• Select theTokyo-Paris Policy-BasedVPN, then clickOK to add the link. By default,
the link appears at the top of the rulebase, but you canmove theVPN link anywhere

in the rulebase, just as you would a firewall rule.

Copyright © 2019, Juniper Networks, Inc.636

Network and Security Manager Administration Guide



Example: Configuring an Autokey IKE RAS, Policy-Based VPN

An AutoKey IKE RAS VPN connects RAS users and protected resources. In this example,

Local Auth user Wendy (login name: reporter, password: Nd4syst4) wants to access

resources on the UNIX server at the corporate site.

To accommodateWendy, create an AutoKey IKE tunnel using a preshared key to provide

the secure communication channel between IKE userWendy and the UNIX server, which

is protected by the Chicago Corporate security device.

The tunnel uses ESP with 3DES encryption and SHA-1 authentication. For the Phase 1

and 2 security levels, specify the Phase 1 proposal as pre-g2-3des-sha and select the

predefined "Compatible” set of proposals for Phase 2.

1. Add the Chicago Corporate device and configure the following interfaces:

• Ethernet1 is the Trust IP (10.1.1.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (1.1.1.1/24) in the Untrust zone.

2. Create the address objects that youwill use to createProtectedResources (for details

on creating or editing address objects.

a. Add the Chicago Corporate Trusted LAN (10.1.1.0/24) as a network address object.

In AddressObjects, click theAdd icon and selectNetwork. Configure the following,
then clickOK:

• For Name, enter Chicago Corporate Trust LAN.

• For IP Address/Netmask, enter 10.2.1.0/24.

• For Color, selectmagenta.

• For Comments, enter Chicago Trusted Network.

b. Add the UNIX Server (10.1.1.5) as a host address object. In Address Objects, click

the Add icon and selectHost. Configure the following, then clickOK:

• For Name, enterUNIX Server.

• For Color, selectmagenta.

• For Comment, enterUNIX file server, Chicago.

• Select IP and enter the IP Address 10.1.1.5.

3. Create Chicago Corporate Trusted LAN Protected Resources to represent the

destination point of the VPN . In Protected Resources (under VPNManager), click the

Add icon. Configure as shown in Figure 101 on page 638, then clickOK:
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Figure 101: Add Chicago Protected Resource for AutoKey IKE RAS VPN

4. Create a local user object to representWendy. Local User objects are authenticated

with the local NSM database.

5. In UserObjects, select LocalUserObjects. In themain display area, click the Add icon
and select Local. Configure, then clickOK:

Figure 102: Add New Local User for AutoKey IKE RAS VPN

6. Create the VPN. In the navigation tree, double-click VPNManager, then right-click
VPNs and select AutoKey IKE RAS VPN. The New AutoKey IKE RAS VPN dialog box

appears. Configure as shown below:
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a. For Name, enterUNIX Remote Access VPN.

b. Select Enable.

c. In Termination Point, selectUntrust.

d. ClickOK to save the VPN and return to VPNManager. In VPNManager, select the
UNIX Remote Access VPN.

7. Configure the policy-basedmembers:

a. In the main display area, select the Protected Resources link.

b. In the Protected Resources list, select the Chicago Corporate Trusted LAN, then
clickOK to return to the main display area.

8. Configure the termination points of the VPN:

a. Click the Termination Points link. The Termination Points dialog box appears.

b. Configure Chicago Corporate to use ethernet3 as the termination point (this is the

Untrust interface), then clickOK to return to the main display area.

9. Configure the remote users for the VPN:

a. In the Remote Users section, click theUsers link. The Remote User dialog box
appears.

b. Select the user "wparker” , then click Save to save your configuration changes to
the VPN.

10. Configure the VPN gateway:

a. Click theGatewayParameters link. The Properties tab appears. Leave all defaults
and click the Security tab.

b. In the Security tab, enter the preshared key value (h1p8A24nG5), then click

Generate Key.

c. For Phase 1 Proposals, selectUser-Defined, then click the Add/Edit icon to add
the pre-g2-3des-sha proposal.
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Figure 103: Configure Security for AutoKey IKE RAS VPN

d. Click Save to save your configuration changes to the VPN.

To view theautogenerated rules, click thePolicyRules link in theOverrides section.
VPNManager generates the rules.

11. Add the VPN Link. Youmust create a VPN link between the security policy and the

VPNManager autogenerated rules. You create this link by inserting a VPN link in the

security policy; this links points to the VPN rules that exist in the VPNManager.

a. In Security Policies, select an existing security policy (or create a new security

policy). Right-click and select Add VPN link.

b. Select theUNIX Remote Access VPN.

c. ClickOK to add the link to the policy. By default, the link appears at the top of the
policy, but you canmove the VPN link anywhere in the policy, just as you would a

firewall rule.

Example: Configuring an Autokey IKE, Route-Based Site-to-Site VPN

In this example, an AutoKey IKE VPN tunnel using a preshared key provides a secure

connection between security devices protecting the Tokyo and Paris offices. The Untrust

zone interface for both security devices use a static IP address. All security and tunnel

zones are in the trust-vr. The preshared key is h1p8A24nG5. For thePhase 1 and 2 security

levels, specify the Phase 1 proposal as pre-g2-3des-sha and the Phase 2 proposal as

predefined compatible.

1. Configure the Tokyo device with the following interfaces:

• Ethernet1 is the Trust IP (10.1.1.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (1.1.1.1/24).

2. Configure the Paris device with the following interfaces:
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• Ethernet1 is the Trust IP (10.2.2.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (2.2.2.2/24) in the Untrust zone.

• Create the address objects that you use for the VPN rule in the firewall rulebase

(for details on creating VPN rules, see “Adding VPN Rules” on page 661).

3. Add theTokyoTrust LAN(10.1.1.0/24)asanetworkaddressobject. InAddressObjects,

click the Add icon and selectNetwork. Configure the following, then clickOK:

4. Add the Tokyo and Paris security devices (for details on adding devices:

• For Name, enter Tokyo Trust LAN.

• For IP Address/Netmask, enter 10.1.1.0/24.

• For Color, selectmagenta.

• For Comment, enter Tokyo Trust Zone.

5. Add theParisTrust LAN(10.2.2.0/24)asanetworkaddressobject. InAddressObjects,

click the Add icon and selectNetwork. Configure the following, then clickOK:

• For Name, enter Paris Trust LAN.

• For IP Address/Netmask, enter 10.2.2.0/24.

• For Color, selectmagenta.

• For Comment, enter Paris Trust Zone.

• Create theVPN. In thenavigation tree, double-clickVPNManager. Right-clickVPNs
and select AutoKey IKE VPN. The New AutoKey IKE VPN dialog box appears.

Configure as shown below:

6. In Name, enter Tokyo-Paris Route-based VPNs.

7. Select Enable.

8. In Termination Point, selectUntrust.

9. ClickOK to save the VPN and return to VPNManager. In VPNManager, select the
Tokyo-Paris Route-based VPNs.

10. Configure the route-basedmembers:

a. In the main display area, select the security device link (under Route-Based

Configuration) to display the zone and tunnel options. Configure the default zone

and tunnel options.

b. Click the Add icon to display available security devices. Select the Paris and Tokyo

devices.

c. ClickOK to add themembers to the VPN.

d. Ensure that the route-basedmembers are configured.

e. ClickOK to save your settings and return to the main display area.

f. Configure the VPN topology:

g. Select the Topology link. The Topology dialog box appears.
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h. Click the Add icon to display the Topology configuration dialog box.

i. In the Mains window, select the Paris and Tokyo security devices.

j. ClickOK to return to the Topology dialog box, then clickOK to return to the main
display area.

k. Configure the termination points of the VPN:

l. Click the Termination Points link. The Termination Points dialog box appears.

m. Confirm thatbothParis andTokyodevicesuseaTermination Interfaceof ethernet3,

then clickOK to return to the main display area.

n. Configure the VPN gateway:

o. Click theGatewayParameters link. The Properties tab appears. Leave all defaults
and click the Security tab.

p. In the Security tab, enter the preshared key value (h1p8A24nG5), then click

Generate Key.

q. For Phase 1 Proposals, selectUser-Defined, then click the Add/Edit icon to add
the pre-g2-3des-sha proposal.

11. Click Save to save your configuration changes to the VPN. Because this VPN is
route-based, no rules are autogenerated. However, you can view the device tunnel

summary to see all autogenerated tunnels between each security device in the VPN.

Figure 104: View Tunnel Summary for AutoKey IKE, RB Site-to Site VPN

Atunnel interfaceactsasadoorway toaVPNtunnel; traffic entersandexitsaVPNtunnel

via a tunnel interface. These tunnels are an "always-on” connection—the devices will

route any traffic with an appropriate source and destination IP address through the VPN

tunnel.

To control traffic through the tunnel, you must add firewall rules to the security policy

that is installed on each VPN node.

Next, youmust create the routes (in the route table of each device) that will connect the

autogenerated tunnel interfaces and form the VPN tunnel (for details on creating routes,

see the Network and Security Manager Configuring ScreenOS and IDP Devices Guide. You

can use static or dynamic routes, however, this example details only the static route

creation. For eachdevice, youwill create two routesusing the trust virtual router (trust-vr):
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• A route from 0.0.0.0/0 to eth3 in the untrust zone. This routes traffic from the trust

zone through eth3 in the untrust zone, then to the next hop (default) gateway.

• A route from the tunnel.1 interface (autogenerated by VPNManager) to the untrust

zone of the remote VPN node. This routes traffic destined for the remote VPN node

through the tunnel.1 interface (where the packets are encapsulated), with a default

next hop gateway of 0.0.0.0/0.

• Configure the route on the Tokyo security device.

1. In Device Manager, double-click the device to open the device configuration dialog

box. SelectNetwork>VirtualRouter to display the list of virtual routers on thedevice.

2. Double-click the trust-vr route to open the vr for editing. In the virtual router dialog

box, click Routing Table, then click the Add icon under destination-based Routing
Table to add a new static route.

3. Configure a route from the untrust interface to the gateway.

4. Configure route from the trust zone to the tunnel interface.

5. ClickOK to save your changes to the virtual router, then clickOK to save your changes
to the Tokyo device.

6. Configure the route on the Paris security device:

7. In Device Manager, double-click the device to open the device configuration dialog

box. SelectNetwork>VirtualRouter to display the list of virtual routers on thedevice.

8. Double-click the trust-vr route to open the vr for editing. In the virtual router dialog

box, click Routing Table, then click the Add icon under destination-based Routing
Table to add a new static route.

9. Configure a route from the untrust interface to the gateway.

10. Configure route from the trust zone to the tunnel interface.

11. ClickOK to save your changes to the virtual router, then clickOK to save your changes
to the Paris device.

Example: Configuring XAuth Authentication with External User Group

In this example, you use a VPN to enable access for a group of resellers who require

access to FTP servers in the corporate LAN. First, you must configure the RADIUS server

using the custom port 4500 (default is 1645), then add an authentication server object

in NSM to represent that server.

Next, to manage the users in this example, you define an external user group in two

places: on the external RADIUS auth server and in NSM.

• On the RADIUS server, you populate the external user group with XAuth users, leaving

the group unpopulatedNSM. TheRADIUS server authenticates the users during Phase

1 IKE negotiations.

• In NSM, you leave the external user group unpopulated, but youmust define each user

as a local user with an IKE ID, then create a group that includes those local users as
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members. This IKE ID is used to authenticate the users during the Phase 2 IKE

negotiations.

Additionally, youmust add the security device and create an Address object to represent

the FTP server, as well as a protected resource. After you have assembled all the VPN

components, you are ready to create the VPN.

1. Configure the RADIUS Server. On the RADIUS server, load the Juniper Networks

dictionary file and define Xauth user accounts. Use the Juniper Networks user group

VSA to create the user group xa_grp2 and apply it to the auth user accounts that you

want to add to that group.

NOTE: For instructionson loading thedictionary fileontoaRADIUSserver,
refer to the RADIUS server documentation. If you are using a Microsoft
IAS RADIUS server, there is no dictionary file to load. Instead, define the
correct vendor-specific attributes (VSAs) on the server.

2. Add the authentication server object. In the main navigation tree, selectObject
Manager > Authentication Servers and click the Add icon. Configure the following,
then clickOK:

a. For name, enter radius1. Select a color and add a comment, if desired.

b. ForMainServer, enter the IP 10.20.1.100; forPrimaryBackupServer, enter IP 10.20.1.110;
for Secondary Backup Server, enter IP 10.20.1.120.

c. For timeout, enter 30.

d. Enable For XAuth Users.

e. For Server Type, select RADIUS.

1. Configure the RADIUS server:

• For server port, select 4500 (default is 1645).

• For secret, enter A56hYY97kl.

• For retry timeout, enter 4.

2. Add an External User Group (in NSM). In the Object Manager, selectUser Objects >
External User Groups. Click the Add icon to display the New External User Group

dialog box. Configure the following, then clickOK.

• For Name, enter xa-grp2.

• For Color, select yellow.

• For Comment, enter Reseller Group RADIUS.

• Enable XAuth.

3. Add the local user object. In the Object Manager, selectUser Objects > Local Users.
Click the Add icon and select User. The New Local User dialog box appears. Configure

the following, then clickOK.
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• For Name, enter jhansen.

• For Color, select orange.

• For Comment, enter reseller group.

• Select Enable, then select IKE.

• For IKE settings, enable User FQDN and enter the e-mail address

jhansen@company.com.

4. Add a Local User Group. In the Object Manager, selectUser Objects > Local User
Groups. Click the Add icon to display the New Local User Group dialog box. Configure

the following, then clickOK:

• For Name, enter Reseller User Group.

• For Comment, enter Reseller VPN XAuth RADIUS.

• For color, enter green.

• Add jhansen as amember.

5. Add aNetwork address object to represent the network used by Reseller group. In the

Object Manager, selectAddressObjects, then click the Add icon and selectNetwork.
The New Network dialog box appears. Configure the following, then clickOK:

• For Name, enter reseller1.

• For IP Address/Netmask, enter 10.2.2.0/24.

• For color, select cyan.

• For Comment, enter Reseller Group.

6. Add an address object to represent the FTP Server. In the Object Manager, select

Address Objects, then click the Add icon and select Host. The New Host dialog box

appears. Configure the following, then clickOK:

• For Name, enter rsl-svr1.

• For Color, select green.

• For Comment, enter FTP Server.

• Select IP, then enter the IP Address 10.1.1.5.

7. Add a NetScreen-208 security device named "Bozeman.” This is the device protects

the FTP server. Configure the Bozeman device with the following interfaces:

• Ethernet1 is the Trust IP (10.1.1.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (2.2.2.2/24) in the Untrust zone.

8. Create a Protected Resource to represent the destination point of the VPN. In this

example, the destination point is the FTP server in the trust zone of Bozeman. In
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Protected Resources (under VPNManager), click the Add icon. Configure the object,

and then clickOK:

9. Create the VPN. In the main navigation tree, select VPNManager > VPNs. Click the
Add icon and select AutoKey IKE RAS VPN. The New AutoKey IKE RAS VPN dialog

box appears. Configure as shown below:

• In Name, enter Reseller Remote Access VPN.

• Select Enable.

• In Termination Point, selectUntrust.

• ClickOK to save the VPN and return to VPNManager. The Reseller Remote Access
VPN appears in the main display area.

1. Configure the policy-basedmembers:

• In the main display area, select the Protected Resources link.

• In the Protected Resources list, select the rsl-svr1 protected resource, then clickOK:

2. Configure the termination points of the VPN:

• Click the Termination Points link. The Termination Points dialog box appears.

3. Configure the Bozeman device to use ethernet3 as the termination point (this is the

Untrust zone interface).

4. ClickOK to return to the main display area.

5. Configure the remote users for the VPN:

• In the Remote Users section, click theUsers link. The Remote User dialog box
appears.

• Select the Reseller local user group.

• Click Save to save your configuration changes to the VPN.

6. Configure the VPN gateway:

• Click theGateway Parameters link. The Properties tab appears.

• For Mode, selectMain.

• In theXAuth section, select XAuthServer and then select the radius1 authentication

server for Auth Server Name. Later, after you have autogenerated the VPN rules

and gateway, you can override this setting to include only the Reseller external user

group.

• In the Security tab, enter the preshared key value (netscreen4), then clickGenerate
Key.

• For Phase 1 Proposals, select User-Defined, then click the Add/Edit icon to add the

pre-g2-3des-sha proposal.
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• ClickOK to save your changes to the gateway.

• Click Save to save your configuration changes to the VPN and autogenerate the
policy rules.

To view the autogenerated rules, click thePolicy Rules link in theOverrides section.
VPNManager generates the rules.

7. Configure Overrides. By default, the gateway attempts to authenticate all users using

the specified authentication server (radius1). Youmust override the gateway security

settings to enable the VPN to authenticate only the Reseller external user group:

• In the overrides area, click the Device Configuration link.

• In the navigation tree, double-click Bozeman and selectGateway. The
autogenerated gateway for the Bozeman appears in the main display area.

• Right-click the autogenerated gatewayand selectEdit. TheProperties tab appears.

• In the IKE IDs/XAuth tab, configure the XAuth area to authenticate only the Reseller

external group.

• For user, selectUser Group.

• For User Group, select xa-grp2.

• ClickOK to save your overrides.

8. Add the VPN Link. You can create a VPN link between the security policy and the VPN

Managerautogenerated rules. Youcreate this linkby insertingaVPN link in the security

policy; this links points to the VPN rules that exist in the VPNManager.

• InSecurityPolicies, select anexisting security policy (or createanewsecurity policy).

Right-click and select Add VPN link.

• Select the Reseller Remote Access VPN.

• ClickOK to add the link to the policy.

By default, the link appears at the top of the policy, but you canmove the VPN link

anywhere in the policy, just as you would a firewall rule.

Creating Device-Level VPNs

You can create four types of device-level VPNs:

• Use an AutoKey IKE VPN to connect devices and/or protected resources. An AutoKey
IKE VPN supports mixed-mode, policy-based, and routing-based VPNs, but does not

support RAS users. For details on each step, see “Creating AutoKey IKE VPNs” on

page 648.

• Use aManual Key IKE VPNs to authenticate devices, protected resources, and RAS
users in the VPNwithmanual keys. For details on each step, see “CreatingManual Key

VPNs” on page 656.
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• Use an L2TP RAS VPN to connect L2TP RAS users and protected resources with
authentication but without encryption. For details on each step, see “Creating L2TP

VPNs” on page 659.

• Use an L2TP-over-AutoKey IKE RAS VPN to connect L2TP RAS users and protected
resources.AnL2TP-over-AutoKey IKERASVPNsupportspolicy-basedVPNsandL2TP

RAS users, but does not support routing-based VPNs. For details on each step, see

“Creating L2TP Over Autokey IKE VPNs” on page 660.

Supported Configurations

IKE VPNs support tunnel mode, and can be policy-based or route-based; however,

route-based VPNs do not support RAS users.

L2TP VPNs support transport mode, and can be policy-based.

Creating AutoKey IKE VPNs

Creating device-level AutoKey IKE VPNs is a four stage process:

• Configure Gateway

• Configure Routes (Route-based only)

• Configure VPN on the Device

• Add VPN rules to security policy

IKEv2 and EAP Support

As part of the ScreenOS support, NSM allows you to configure IKEv2 features which

include identityhiding,perfect forwardsecrecy, twophases, andcryptographicnegotiation.

The protocol redesign makes IKEv1 incompatible with IKEv2 even though they both use

the UDP port (500 or 4500) for communication.

IKEv2 also supports Extensible Authentication Protocol (EAP). Using EAP, IKEv2 can

leverage the existing authentication infrastructure and credential databases, because

EAPallowsusers tochooseasuitablemethod for existingcredentials, andalso facilitates

separation of the IKEv2 responder (VPNgateway) from theEAPauthentication endpoint

(backend AAA server).

From the NSMUI, you can:

• Set the global account type to be authenticated by the authentication server:

1. Navigate fromObject Manager> Authentication Servers.

2. Select For IKEv2EAP users from the Authentication Servers List.

3. ClickOK.

• Specify the self and peer authentication, and authentication methods for the IKEv2

gateway:
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1. Navigate from VPN Settings>Gateway>Gateway properties.

2. Enter the required information in the Authenticated by EAP fields.

3. Enter the required information in theAuth-method fields. If you enabled IKEv1, then

these fields are hidden. This setting is also hidden on devices that do not support

IKEV2.

4. ClickOK.

5. Navigate from VPNManager> VPNs> AutoKey IKE VPN >Gateway properties

6. Select the authentication method for the device.

7. ClickOK.

For details on configuring IKEv2 for VPNs, refer to the Network and Security Manager

Configuring ScreenOS and IDP Devices Guide.

Configuring Gateways

Agateway is an interface on your security device that sends and receives traffic; a remote

gateway is an interfaceonanotherdevice thathandles traffic for thatdevice. Eachsecurity

devicemember has a remote gateway that it sends and receives VPN traffic to and from.

To configure a gateway for a VPNmember, you need to define the local gateway (the

interface on the VPNmember that handles VPN traffic) and the remote gateway (the

interface on the other VPNmember that handles VPN traffic). The interface can be

physical or virtual.

• For remote gateways that use static IP addresses, specify the IP address or host name

of the remote device.

• For remotegateways that usedynamic IPaddresses, configure an IKE ID for the remote

device.

• For remote gateways that are RAS users, specify a Local User object as a remote

gateway to enable RAS user access.

Toaddagateway toa security device, open thedevice configuration, selectVPNSettings,
and click the Add icon to display the New Gateway Dialog box. Configure the gateway

as detailed in the following sections.

Properties

Enter a name for the new gateway, then specify the following gateway values:

• Mode—Themode determines how Phase 1 negotiations occur.

• InMainmode, the IKE identity of each node is protected. Each node sends three

two-waymessages (sixmessages total); the first twomessagesnegotiateencryption

and authentication algorithms that protect subsequentmessages, including the IKE

identity exchange between the nodes. Depending on the speed of your network

connection and the encryption and authentication algorithms you use, main mode

negotiations can takea long time to complete.UseMainmodewhen security ismore

important.
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• InAggressivemode, the IKE identity of eachnode is not protected. The initiating node

sends twomessages and the receiving node sends one (three messages total); all

messages are sent in the clear, including the IKE identity exchange between the

nodes. Because Aggressivemode is typically faster but less secure thanMainmode,

use Aggressive mode when speed is more important than security. However, you

must use Aggressive mode for VPNs that include RAS users.

• Remote Gateway—The remote gateway is the VPN gateway on the receiving VPN

node, and can be an interface with a static or dynamic IP address, or local or external

user object.

• Static IP Address. For remote gateways that use a static IP address, enter the IP

address andmask.

• RAS User/Group. For remote gateways that are users, select the User object or User

Group object that represents the RAS user.

• Dynamic IP Address. For remote gateways that use a dynamic IP address, select

dynamic IP address.

• Outgoing Interface—The outgoing interface (also known as the termination interface)

is the interface on the security device that sends and receives VPN traffic. Typically,

the outgoing interface is in the untrust zone.

• Heartbeats—Use heartbeats to enable redundant gateways. You can use the default

or set your own thresholds:

• Hello. Enter the number of seconds the security device waits between sending hello

pulses.

• Reconnect. Enter the maximum number of seconds the security device waits for a

reply to the hello pulse.

• Threshold. Enter the number of seconds that the security device waits before

attempting to reconnect.

• NAT Traversal—Because NAT obscures the IP address in some IPSec packet headers,

a VPN node cannot receive VPN traffic that passes through an external NAT device.

To enable VPN traffic to traverse a NAT device, you can use NAT Traversal (NAT-T)

to encapsulate the VPN packets in UDP. If a VPN node with NAT-T enabled detects

an external NAT device, it checks every VPNpacket to determine if NAT-T is necessary.

Because checking every packet impacts VPN performance, you should only use NAT

Traversal for remote users that must connect to the VPN over an external NAT device.

You do not need to enable NAT-T for your internal security device nodes that use NAT;

each VPN node knows the correct address translations for VPN traffic and does not

need to encapsulate the traffic.

To use NAT-T, enable NAT-Traversal and specify:

• UDP Checksum. A 2-byte value (calculated from the UDP header, footer, and other

UDPmessage fields) that verifies packet integrity. Youmust enable this option for

NAT devices that require UDP checksum verification; however, most NAT devices

(including security devices) do not require it.
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• Keep alive Frequency. The number of seconds a VPN node waits between sending

empty UDP packets through the NAT device. A NAT device keeps translated IP

addresses active only during traffic flow, and invalidates unused IP addresses. To

ensure that the VPN tunnel remains open, you can configure the VPN node to send

empty "keep alive” packets through the NAT device.

IKE IDs/XAuth

EveryVPNmember has a unique identification number, knownas an IKE ID. DuringPhase

1 negotiations, the IKE protocol uses the ID to authenticate the VPNmember. Youmust

select and configure an ID type for theVPNmembers at each endof the tunnel. However,

the ID type can be different for eachmember:

• ASN1-DN—Abstract Syntax Notation, version 1 is a data representation format that is

non-platformspecific; DistinguishedName is the nameof the computer. UseASN1-DN

to create a Group ID that enables multiple RAS users to connect to the VPN tunnel

concurrently.

• At the peer ID, specify values for the Container Match andWildcard Match.

• At the local ID, specify the value.

Using aGroup ID canmake configuring andmaintaining your VPNquicker and easier.

For details on howGroup IKE IDs work, see “Configuring Group IKE IDS” on page 611.

For details on determining theASN1-DN container andwildcard values for Group IKE

IDs, see the documentation for your version of ScreenOS.

• FQDN—Use a Fully Qualified Domain Namewhen the VPNmember uses a dynamic

IP address. FQDN is a name that identifies (qualifies) a computer to the DNS protocol

using thecomputernameand thedomainname;ex. server1.colorado.mycompany.com.

• IP Address—Use an IP address when the VPNmember uses a static IP address.

• U-FQDN—Use a User Fully Qualified Domain Namewhen the VPNmember uses a

dynamic IP address (such as a RAS user). A U-FQDN is an e-mail address, such as

user1@mycompany.com.

Use the XAuth protocol to authenticate RAS users with an authentication token (such

as SecureID) and to make TCP/IP settings (IP address, DNS server, andWINS server)

for the peer gateway.

• Default Server—Use the default server to use the default XAuthentication server for

the device. To change or assign a default XAuthentication server, edit the VPN settings

> Defaults > Xauth settings.

• XAuth Server—Use to specify the authentication server that assigns TCP/IP settings

to the remote gateway.

• XAuth Server Name. Select a preconfigured authentication server object. For details

on creating authentication server objects.

• AllowedAuthenticationType.Select generic orChallengeHandshakeAuthentication

Protocol (CHAP) (password is sent in the clear) toauthenticate the remotegateway.
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• Query Remote Setting. Enable this option to query the remote settings object for

DNS andWINS information.

• Users andGroups. To authenticate XAuth RAS users using the authentication server,

enable User or User Group and select a preconfigured user object.

• XAuth Client—Use when the remote gateway is a RAS user that you want to

authenticate.

• Allowed Authentication Type. Select Any or Challenge Handshake Authentication

Protocol (CHAP) for authentication (password is sent in the clear.

• User Name and Password. Enter the user name and password that the RAS user

must provide for authentication.

NOTE: All passwords handled by NSM are case-sensitive.

• Bypass Authentication—Use to permit VPN traffic from this VPNmember to pass

unauthenticated by the Auth server.

Security

Select the authentication method you want to use in the VPN:

• PresharedKey—Use if yourVPN includessecuritydevicesand/orRASusers.VPNnodes

use the preshared key during Phase 1 negotiations to authenticate each other; because

eachnodeknows thekey inadvance, negotiationsuse fewermessagesandarequicker.

• To generate a random key, enter a value for the seed, then click Generate Key. NSM

uses the seed value to generate a random key, which is used to authenticate VPN

members.

NOTE: Using a random key can generate a value in excess of 255
characters, which exceeds ScreenOS limits andmight not be accepted
by the security device during update. To reduce the key size, shorten the
autogenerated key value by deleting characters.

• To use a predefined value for the key, enter a value for the Preshared Key.

• PKI—Use if your VPN includes extranet devices or you require the additional security

provided by certificates (PKI uses certificates for VPNmember authentication).

ForPhase 1 negotiations, select aproposal or proposal set. Youcanselect frompredefined

or user-defined proposals:

• To use a predefined proposal set, select one of the following:

• Basic (nopfs-esp-des-sha, nopfs-esp-des-md5)

• Compatible (nopfs-esp-3des-sha, nopfs-esp-3des-md5, nopfs-esp-des-sha,

nopfs-esp-des-md5)
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• Standard (gs-esp-3des-sha, gs-esp-aes128-sha)

NOTE: You cannot use a predefined proposal set with certificates—you
mustselectauser-definedproposalorchangetheauthenticationmethod
to Preshared Key.

• To use a user-defined proposal, select a single proposal from the list of predefined

and custom IKE Phase 1 Proposals. For details on custom IKE proposals.

If your VPN includes only security devices, you can specify one predefined or custom

proposal that NSM propagates to all nodes in the VPN. If your VPN includes extranet

devices, youshouldusemultipleproposals to increasesecurityandensurecompatibility.

Configuring Routes (Route-based only)

For a routing-based VPNmember, youmust configure:

• Tunnel zone or tunnel interfaces on themember.

• Static or dynamic routes from themember to other VPNmembers.

VPN traffic flows through the tunnel zones or tunnel interfaces on the security device,

and uses static or dynamic routes to reach other VPNmembers. Youmust create the

tunnel zones and interfaces before configuring routes.

For details onconfiguring tunnel zones, tunnel interfaces, static routes, or dynamic routes,

see the Network and Security Manager Configuring ScreenOS and IDP Devices Guide.

After you have configured the tunnel zone or interface on the security device, youmust

bind the VPN to that zone or interface to make the VPN functional, as described in the

following section.

Configuring the VPN

When you configure the VPN, you are defining the gateway the security device uses to

connect to the VPN, the IKE Phase 2 proposals used by that gateway, and how youwant

NSM tomonitor the VPN tunnel.

For route-based VPNs, you are also binding the VPN to the tunnel interface or zone that

sends and receives VPN traffic to and from the device.

Properties

Enter the following values:

• VPN name—Enter a name for the VPN.

• Remote Gateway—Select the gateway for the VPN.

• Idle Time to Disable SA—Configure the number of minutes before a session that has

no traffic automatically disables the SA.

• Replay Protection—In a replay attack, an attacker intercepts a series of legitimate

packets and uses them to create a denial-of-service (DoS) against the packet
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destination or to gain entry to trusted networks. If replay protection is enabled, your

security devices inspect every IPSec packet to see if the packet has been received

before—if packets arrive outsidea specified sequence range, the security device rejects

them.

• IPSec Mode—Configure the mode:

• Use tunnel mode for IPSec. Before an IP packet enters the VPN tunnel, NSM

encapsulates the packet in the payload of another IP packet and attaches a new IP

header. This new IP packet can be authenticated, encrypted, or both.

• Use transport mode for L2TP-over-IPSec. NSM does not encapsulate the IP packet,

meaning that the original IP header must remain in plaintext. However, the original

IP packet can be authenticated, and the payload can be encrypted.

• Do not set Fragment Bit in the Outer Header—The Fragment Bit controls how the IP

packet is fragmented when traveling across networks.

• Clear. Use this option to enable IP packets to be fragmented.

• Set. Use this option to ensure that IP packets are not fragmented.

• Copy. Select to use the same option as specified in the internal IP header of the

original packet.

Security

ForPhase2negotiations, selectaproposalorproposal set. Youcanselect frompredefined

or user-defined proposals:

• To use a predefined proposal set, select one of the following:

• Basic (nopfs-esp-des-sha, nopfs-esp-des-md5)

• Compatible (nopfs-esp-3des-sha, nopfs-esp-3des-md5, nopfs-esp-des-sha,

nopfs-esp-des-md5)

• Standard (gs-esp-3des-sha, gs-esp-aes128-sha)

• To use a user-defined proposal, select a single proposal from the list of predefined

and custom IKE Phase 2 Proposals.

If your VPN includes only security devices, you can specify one predefined or custom

proposal that NSM propagates to all nodes in the VPN. If your VPN includes extranet

devices, you should usemultiple proposals to increase security and ensure compatibility.

Binding/ProxyID

You can bind the VPN tunnel to a tunnel interface or tunnel zone to increase the number

of available interfaces in the security device. To use a tunnel interface and/or tunnel zone

in your VPN, youmust first create the tunnel interface or zone on the device; for details,

see “Configuring Tunnel Interfaces and Tunnel Zones” on page 612 and the Network and

Security Manager Configuring ScreenOS and IDP Devices Guide.
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• None—Select nonewhen you do notwant to bind the VPN tunnel to a tunnel interface

or zone.

• Tunnel Interface—Select a preconfigured tunnel interface on the security device to

bind the VPN tunnel to the tunnel interface. The security device routes all VPN traffic

through the tunnel interface to the protected resources.

• Tunnel Zone—Select a preconfigured tunnel zone on the security device to bind the

VPN tunnel directly to the tunnel zone. The tunnel zonemust include one or more

numbered tunnel interfaces; when the security device routes VPN traffic to the tunnel

zone, the traffic uses one or more of the tunnel interfaces to reach the protected

resources.

• DSCPMarks—ScreenOS6.1 and later supports theDSCPvalueconfiguration for tunnel

mode ESP packets only. You cannot configure the DSCP setting if the IPSecmode is

tunnel mode but the binding interface is not a tunnel interface.

You can set the following DSCPMarks under the Binding /Proxy tab on the AutoKey

IKE Parameters page:

• DSCPMarking—You can select either enable or disable. If the selected IPSecmode

is transport, this option is automatically disabled.

• DSCP Value—Set the DSCP value in the range of 0–63. Mouse over the field to see

the range of allowed values.

You can also enable proxy and configure the proxy parameters.

Monitor

You can enable VPNMonitor and configure the monitoring parameters for the device.

Monitoring is off by default. To enable the VPNMonitor in Realtime Monitor to display

statistics for the VPN tunnel, configure the following:

• VPNMonitor—When enabled, the device sends ICMP echo requests (pings) through

the tunnel at specified intervals (configurable in seconds) to monitor network

connectivity (the device uses the IP address of the local outgoing interface as the

source address and the IP address of the remote gateway as the destination address).

If the ping activity indicates that the VPNmonitoring status has changed, the device

triggersanSNMPtrap;VPNMonitor (inRealTimeMonitor) tracks theseSNMPstatistics

for VPN traffic in the tunnel and displays the tunnel status.

• Rekey—When enabled, the device regenerates the IKE key after a failed VPN tunnel

attempts to reestablish itself.Whendisabled, thedevicemonitors the tunnel onlywhen

the VPN passes user-generated traffic (instead of using device-generated ICMP echo

requests). Use the rekey option to:

• Keep the VPN tunnel up even when traffic is not passing through

• Monitor devices at the remote site.

• Enable dynamic routing protocols to learn routes at a remote site and transmit

messages through the tunnel.

• Automatically populate the next-hop tunnel binding table (NHTB table) and the

route table whenmultiple VPN tunnels are bound to a single tunnel interface.
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• Optimized—Whenenabled, thedeviceoptimizes itsVPNmonitoringbehavioras follows:

• Considers incoming traffic in theVPN tunnel as ICMPecho replies. This reduces false

alarms thatmightoccurwhen traffic through the tunnel is heavyand theecho replies

cannot get through.

• Suppresses VPNmonitoring pings when the tunnel passes both incoming and

outgoing traffic. This can help reduce network traffic.

• Source Interface and Destination IP—Configure these options to use VPNMonitoring

when the other end of the VPN tunnel is not a security device. Specify the source and

destination IP addresses.

Adding a VPN Rule

After you have configured the VPN on each device you want to include in the VPN, you

can add a VPN rule to a security policy:

• For policy-based VPNs, youmust add a VPN rule to create the VPN tunnel.

• For route-based VPNs, the VPN tunnel is already in place. However, youmight want

to add a VPN rule to control traffic through the tunnel.

For details on adding and configuring a VPN rule in a security policy, see “Adding VPN

Rules” on page 661.

CreatingManual Key VPNs

Creating a device-level Manual Key VPN is a four stage process:

1. Configure XAuth Users

2. Configure Routes (Route-based only)

3. Configure VPN on Device

4. Add VPN rules to security policy

Adding XAuth Users

For VPNs that use IPSecmanual key to provide remote access services, youmust add

anXAuthUser to thesecuritydevice.AnXAuthUserhasanaccounton thesecuritydevice

that guards the protected resources in the VPN; when the user attempts to connect to

a protected resource, the security device authenticates the user.

To add a XAuth User for a security device, in the security device configuration

L2TP/XAuth/Local User, click the Add icon. Enter a name for the user, then specify:

• User—Select a preconfigured Local User object that is configured for XAuth.

• Remote Setting—Select a preconfigured Remote Settings object.

• IP Pool—Select a preconfigured IP Pool object.

• Static IP—Enter the static IP address of the Local User.

Copyright © 2019, Juniper Networks, Inc.656

Network and Security Manager Administration Guide



Configuring Routes (Route-based only)

For a routing-based VPNmember, youmust configure:

• Tunnel zone or tunnel interfaces on themember.

• Static or dynamic routes from themember to other VPNmembers.

VPN traffic flows through the tunnel zones or tunnel interfaces on the security device,

and uses static or dynamic routes to reach other VPNmembers. Youmust create the

tunnel zones and interfaces before configuring routes. For details on configuring tunnel

zones, tunnel interfaces, and static or dynamic routes, see the Network and Security

Manager Configuring ScreenOS and IDP Devices Guide.

After you have configured the tunnel zone or interface on the security device, youmust

bind the VPN to that zone or interface to make the VPN functional, as described in the

following section.

Configuring the VPN

The following sections detail how to configure the VPN.

Properties

Enter the following values:

• VPN name—Enter a name for the VPN.

• Gateway—Enter a gateway for the VPN.

• Local SPI—The local Security Parameter Index.

• Remote SPI—The remote Security Parameter Index.

• Outgoing Interface—The outgoing interface is the interface on the security device that

sends and receives VPN traffic. Typically, the outgoing interface is in the untrust zone.

• Do not set Fragment Bit in the Outer Header—The Fragment Bit controls how the IP

packet is fragmented when traveling across networks.

• Clear. Use this option to enable IP packets to be fragmented.

• Set. Use this option to ensure that IP packets are not fragmented.

• Copy. Select to use the same option as specified in the internal IP header of the

original packet.

• IPSec Protocol—Specify the IPSec protocol and algorithm you want to use for data

authentication and/or encryption. Because this information is static for each VPN

member, they do not need to negotiate for communication.

• AH. Use Authentication Header to authenticate the VPN traffic, but not encrypt the

traffic. If you select AH, youmust also specify the key or password that AH uses in

the authentication algorithm.
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NOTE: All passwords handled by NSM are case-sensitive.

• ESP.UseEncapsulatingSecurityPayload toauthenticateandencrypt theVPNtraffic.

If you select ESP, because ESP uses keys to encrypt and decrypt data, youmust also

specify the key or password that the VPN node uses to send and receive VPN data

through the VPN tunnel.

Binding

You can bind the VPN tunnel to a tunnel interface or tunnel zone to increase the number

of available interfaces in the security device. To use a tunnel interface and/or tunnel zone

in your VPN, youmust first create the tunnel interface or zone on the device; for details,

see “Configuring Tunnel Interfaces and Tunnel Zones” on page 612 and the Network and

Security Manager Configuring ScreenOS and IDP Devices Guide.

• None—Select nonewhen you do notwant to bind the VPN tunnel to a tunnel interface

or zone.

• Tunnel Interface—Select a preconfigured tunnel interface on the security device to

bind the VPN tunnel to the tunnel interface. The security device routes all VPN traffic

through the tunnel interface to the protected resources.

• Tunnel Zone—Select a preconfigured tunnel zone on the security device to bind the

VPN tunnel directly to the tunnel zone. The tunnel zonemust include one or more

numbered tunnel interfaces; when the security device routes VPN traffic to the tunnel

zone, the traffic uses one or more of the tunnel interfaces to reach the protected

resources.

Monitor

You can enable VPNMonitor and configure the monitoring parameters for the device.

Monitoring is off by default. To enable the VPNMonitor in Realtime Monitor to display

statistics for the VPN tunnel, configure the following:

• VPNMonitor—When enabled, the device sends ICMP echo requests (pings) through

the tunnel at specified intervals (configurable in seconds) to monitor network

connectivity (the device uses the IP address of the local outgoing interface as the

source address and the IP address of the remote gateway as the destination address).

If the ping activity indicates that the VPNmonitoring status has changed, the device

triggersanSNMPtrap;VPNMonitor (inRealTimeMonitor) tracks theseSNMPstatistics

for VPN traffic in the tunnel and displays the tunnel status.

• Rekey—When enabled, the device regenerates the IKE key after a failed VPN tunnel

attempts to reestablish itself.Whendisabled, thedevicemonitors the tunnel onlywhen

the VPN passes user-generated traffic (instead of using device-generated ICMP echo

requests). Use the rekey option to:

• Keep the VPN tunnel up even when traffic is not passing through.

• Monitor devices at the remote site.
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• Enable dynamic routing protocols to learn routes at a remote site and transmit

messages through the tunnel.

• Automatically populate the next-hop tunnel binding table (NHTB table) and the

route table whenmultiple VPN tunnels are bound to a single tunnel interface.

• Optimized—Whenenabled, thedeviceoptimizes itsVPNmonitoringbehavioras follows:

• Considers incoming traffic in theVPN tunnel as ICMPecho replies. This reduces false

alarms thatmightoccurwhen traffic through the tunnel is heavyand theecho replies

cannot get through.

• Suppresses VPNmonitoring pings when the tunnel passes both incoming and

outgoing traffic. This can help reduce network traffic.

• Source Interface and Destination IP—Configure these options to use VPNMonitoring

when the other end of the VPN tunnel is not a security device. Specify the source and

destination IP addresses.

Adding a VPN Rule

After you have configured the VPN on each device you want to include in the VPN, you

can add a VPN rule to a security policy:

• For policy-based VPNs, youmust add a VPN rule to create the VPN tunnel.

• For route-based VPNs, the VPN tunnel is already in place. However, youmight want

to add a VPN rule to control traffic through the tunnel.

For details on adding and configuring a VPN rule in a security policy, see “Adding VPN

Rules” on page 661.

Creating L2TP VPNs

Creating device-level L2TP VPN is a three stage process:

• Adding L2TP Users on page 659

• Configuring L2TP on page 660

• Adding a VPN Rule on page 660

Adding L2TP Users

For VPNs that use L2TP to provide remote access services, youmust add an L2TP User

to the security device. An L2TP User has an account on the security device that guards

the protected resources in the VPN; when the user attempts to connect to a protected

resource, the security device authenticates the user.

To add a L2TP User for a security device, in the security device configuration

L2TP/XAuth/Local User, click the Add icon. Enter a name for the user, then specify:

• User—Select a preconfigured Local User object that is configured for L2TP.

• Remote Setting—Select a preconfigured Remote Settings object.
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• IP Pool—Select a preconfigured IP Pool object.

• Static IP—Enter the static IP address of the Local User.

Configuring L2TP

Toconnect toanL2TPVPNtunnel, theL2TPRASuseruses the IPaddressandWINS/DNS

information assigned by the user’s ISP. However, when the L2TP RAS user sends VPN

traffic through the tunnel, the security device assigns a new IP address andWINS/DNS

information that enables the traffic to reach the destination network.

Enter a name for the L2TP VPN, then specify the following information:

• Host Name—Enter the name of the L2TP host.

• Outgoing Interface—The outgoing interface is the interface on the security device that

sends and receives VPN traffic. Typically, the outgoing interface is in the untrust zone.

• Keep Alive—The number of seconds a VPNmember waits between sending hello

packets to an L2TP RAS user.

• Peer IP—Enter the IP address of the L2TP peer.

• Secret—Enter the shared secret that authenticates communication in the L2TP tunnel.

• Remote Settings—Select the preconfigured remote settings object that represents

the DNS andWINS servers assigned to L2TP RAS users after they have connected to

the tunnel.

• IP Pool Name—Select the preconfigured IP pool object that represents the available

IP addresses that can be assigned to L2TP RAS users after they have connected to

the tunnel.

• Auth Server

• Use the default settings to use the default authentication server for the domain. To

change or assign a domain authentication server, edit the domain settings.

• Usecustomsettings to specify apreconfiguredauthentication server object toassign

TCP/IP settings to the gateway and authenticate specific L2TPUser or User Groups.

Adding a VPN Rule

After you have configured the VPN on each device you want to include in the VPN, you

can add a VPN rule to a security policy:

• For policy-based VPNs, youmust add a VPN rule to create the VPN tunnel.

• For route-based VPNs, the VPN tunnel is already in place. However, youmight want

to add a VPN rule to control traffic through the tunnel.

For details on adding VPN rules to a security policy, see “Adding VPNRules” on page 661.

Creating L2TPOver Autokey IKE VPNs

Creating a device-level L2TP-over-Autokey IKE VPN is a multi-stage process:
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1. Add L2TP Users (see “Adding L2TP Users” on page 659)

2. Configure L2TP Settings (see “Configuring L2TP” on page 660)

3. Configure Peer Gateway (see “Configuring Gateways” on page 649)

4. Configure Routes (Route-based only) (see “Configuring Routes (Route-based only)”

on page 653)

5. Add VPN to Device (see “Configuring the VPN” on page 653)

6. Add VPN rules to security policy (see “Adding a VPN Rule” on page 660)

Adding VPN Rules

To create a policy-based VPN or to add access policies to a route-based VPNs, youmust

add a VPN rule to a security policy for each device in the VPN.

Adding a VPN Rule is a three stage process:

• Configuring the VPN on page 661

• Configuring the Security Policy on page 662

• Assign and Install the Security Policy on page 662

Configuring the VPN

In Security Policies, select a predefined security policy (or create a new policy), and add

a VPN rule. right-click in the Source Address, Destination Address, Action, or Install On

column and select Configure VPN to display the Configure VPN dialog box.

1. Select the source security device that contains the termination interface for the VPN

tunnel.

2. Select a VPN Type:

• For IKE VPNs, select the VPN that you configured on the device.

• For L2TP VPNs, youmust also select the L2TP tunnel that you configured on the

device.

3. Select the Protected Resources for the VPN:

• If bothVPN termination points are security devices, choose the protected resources

that represent the network components you want to protect. You can also select

a predefined Global MIP or VIP for the device.

• If the sourceVPNterminationpoint is aRASuser, selectSource isDialupandchoose

theProtectedResourcesbehind thedestinationVPNterminationpoint that represent

the network components you want to protect on the remote network.

• If the destination VPN termination point is a RAS user, select Destination is Dialup

and choose the Protected Resources behind the source VPN termination point that

represent the network components you want to protect on the local network.

661Copyright © 2019, Juniper Networks, Inc.

Chapter 12: Configuring VPNs



Configuring the Security Policy

To configure the remaining columns for the VPN rule:

• FromZone—Select the zone on the sourceVPNmember that contains the termination

interface for the VPN tunnel.

• ToZone—Select thezoneon thedestinationVPNmember thatcontains the termination

interface for the VPN tunnel.

• Service column—Select the services you want to permit in the VPN tunnel.

Youdonotneed toconfigure theaction—NSMautomaticallydefines theactionas tunnel.

You can also configure traffic shaping, options, authentication, antivirus, or attack

protection for the VPN Rule.

To deny a host, use a deny rule before the VPN rule.

Assign and Install the Security Policy

Youmust assign the security policy to the each VPNmember and install the security

policy on those devices before the VPN is active.

Device-Level VPN Examples

This section provides examples of the two device-level VPN types:

• “Example: Configuring a Route-Based Site-to-Site VPN, Manual Key” on page 662

• “Example: Configuring a Policy-Based Site-to-Site VPN, Manual Key” on page 668

• “Example: Configuring a Policy-Based RAS VPN, L2TP” on page 670

The following sections provide step-by-step instructions on creating each type of

device-level VPN.

NOTE: For examples on creating other VPN types using VPNManager, see
“VPNManager Examples” on page 632.

Example: Configuring a Route-Based Site-to-Site VPN, Manual Key

In this example, aManual Key tunnel provides a secure communication channel between

offices in Tokyo and Paris. The Trust zones at each site are in NATmode. The Trust and

Untrust security zones are in the trust-vr routing domain, and the Untrust zone interface

(ethernet3) serves as the outgoing interface for the VPN tunnel.

To set up the tunnel, you must configure the security devices at both ends of the tunnel.

First, you create the VPN components that you use to build the VPN, such as the security

devices and the shared address objects. Next, you create the tunnel interfaces for each

device and configure the VPN tunnel. Youmust also add the necessary static routes on

each device to create the VPN tunnel. Finally, you create firewall rules in a security policy

to control VPN traffic between the two sites.
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1. Add the Tokyo and Paris security devices.

2. Configure the Tokyo device with the following interfaces:

• Ethernet1 is the Trust IP (10.1.1.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (1.1.1.1/24) in the Untrust zone.

3. Configure the Paris device with the following interfaces:

• Ethernet1 is the Trust IP (10.2.2.1/24) in the Trust zone.

• Ethernet3 is the Untrust IP (2.2.2.2/24) in the Untrust zone.

Next, youcreate theaddressobjects that youuse in theVPNrule in the firewall rulebase

(for details on creating VPN rules, see “Adding VPN Rules” on page 661).

4. Add theTokyoTrust LAN(10.1.1.0/24)asanetworkaddressobject. InAddressObjects,

click the Add icon and selectNetwork. Configure the following, then clickOK:

• For Name, enter Tokyo Trust LAN.

• For IP Address/Netmask, enter 10.1.1.0/24.

• For Color, selectmagenta.

• For Comment, enter Tokyo Trust Zone.

5. Add theParisTrust LAN(10.2.2.0/24)asanetworkaddressobject. InAddressObjects,

click the Add icon and selectNetwork. Configure the following, then clickOK:

• For Name, enter Paris Trust LAN.

• For IP Address/Netmask, enter 10.2.2.0/24.

• For Color, selectmagenta.

• For Comment, enter Paris Trust Zone.

• Configure the Tokyo tunnel interface:

6. In the navigation tree, select DeviceManager > Security Devices, then double-click
the Tokyo device to open the device configuration.

7. In thedevice navigation tree, selectNetwork> Interface. Click theAdd iconand select
Tunnel Interface. The General Properties screen for tunnel.1 appears.

8. Configure the following, then clickOK:

• For Zone, select untrust.

• For Zone, select untrust.

• For IP Options, selectUnnumbered.

• For Source Interface, select ethernet3.

• Create the Tokyo VPN:

9. In the device navigation tree, select VPN Settings > AutoKey IKE/Manual VPN.
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10. Select the Manual tab, then click the Add icon. The Properties screen appears.

Configure the Properties tab as shown below:

• For Name, enter Tokyo_Paris.

• For Gateway, enter 2.2.2.2.

• For Local SP, enter 3020.

• For Remote SPI, enter 3030.

• For Outgoing Interface, select ethernet3.

• For ESP/AH, select ESP CBC.

• For Encryption Algorithm, select 3DES-CBC.

• SelectGenerate Key by Password, then enter the password asdlk24234.

• For Authentication Algorithm, select SHA-1.

• SelectGenerate Key by Password, then enter the password .

11. Select the Binding tab. Enable Tunnel Interface, then select tunnel1.

12. ClickOK to save the new VPN.

13. Create Tokyo Routes:

14. In the device navigation tree, selectNetwork > Virtual Router to display the list of
virtual routers on the device. Double-click the trust-vr route to open the vr for editing.

15. In the virtual router dialog box, click Routing Table, then click the Add icon under
destination-based Routing Table to add a new static route.

NOTE: ScreenOS 5.0 devices display both destination-based and
source-based routing tables. ScreenOS 5.1 and later devices display
destination-based, source-based, and source interface-based routing
tables.

16. Configure a route from the untrust interface to the gateway, and then clickOK.
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Figure 105: Configure Tokyo Route for RB Site-to-Site VPN, MK

17. Configure route from the trust zone to the tunnel interface, and then clickOK.

Figure 106: Configure Tokyo Trust Route for RB Site-to-Site VPN, MK

Your routing table should appear.
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Figure 107: View Tokyo Routing Table for RB Site-to-Site VPN, MK

18. ClickOK to save your changes to the virtual router, then clickOK to save your changes
to the Tokyo device.

Configure the Paris Tunnel Interface:

1. In Device Manager, double-click the device icon for Paris to open the device

configuration.

2. In thedevice navigation tree, selectNetwork> Interface. Click theAdd iconand select
Tunnel Interface. The General Properties screen appears.

3. Configure the following, then clickOK:

• For Zone, select untrust.

• For IP Options, selectUnnumbered.

• For Source Interface, select ethernet3.

4. Create the Paris VPN:

• In the device navigation tree, select VPN Settings > AutoKey IKE/Manual VPN.

• Select the Manual tab, then click the Add icon. The Properties screen appears.

5. Configure the following:

• For Name, enter Paris_Tokyo.

• For Gateway, enter 2.2.2.2.

• For Local SP, enter 3020.

• For Remote SPI, enter 3030.

• For Outgoing Interface, select ethernet3.

• For ESP/AH, select ESP CBC.
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• ForEncryptionAlgorithm, select3DES-CBC, thenselectGenerateKeybyPassword
and enter the password asdlk24234.

• For AuthenticationAlgorithm, selectSHA-1, then selectGenerateKeybyPassword
and enter the password PNas134a.

6. Select the Binding tab. Enable Tunnel Interface, then select tunnel 1.

7. ClickOK to save the new VPN.

Create Paris Routes.

1. In the device navigation tree, selectNetwork > Virtual Router to display the list of
virtual routers on the device.

2. Double-click the trust-vr route to open the vr for editing.

3. In the virtual router dialog box, click Routing Table, then click the Add icon under
destination-based Routing Table to add a new static route.

NOTE: ScreenOS 5.0.x devices display both destination-based and
source-based routing tables; ScreenOS 5.1 and later devices display
destination-based, source-based, and source interface-based routing
tables.

4. Configure a route from the untrust interface to the gateway, then clickOK:

5. Configure route from the trust zone to the tunnel interface, then clickOK:

Your routing table should appear.

6. ClickOK to save your changes to the virtual router, then clickOK to save your changes
to the Paris device.

Create the security policy:

1. In the main navigation tree, select Policies. Click the Add icon to display the New
Security Policy dialog box.

2. Configure the following, then clickOK:

3. For Security Policy Name, enter Corporate Route-based VPNs.
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4. Optionally, add comments.

5. In the main navigation tree, select Policies > Corporate Route-based VPNs. The
security policy appears in the main display area.

Figure 108: Configure Rules for RB Site-to-Site VPN, MK

Example: Configuring a Policy-Based Site-to-Site VPN, Manual Key

In this example, aManual Key tunnel provides a secure communication channel between

offices in Tokyo and Paris, using ESP with 3DES encryption and SHA-1 authentication.

The Trust zones at each site are in NATmode. The Trust and Untrust security zones and

theUntrust-Tun tunnel zonesare in the trust-vr routingdomain.TheUntrust zone interface

(ethernet3) serves as the outgoing interface for the VPN tunnel.

To set up the tunnel, you must configure the security devices at both ends of the tunnel.

First, you create the VPN components that you use to build the VPN, such as the security

devices and the shared address objects. Next, you configure the VPN tunnel and add the

necessary static routes on each device. Finally, you create VPN rules in a security policy

to create the VPN tunnel between the two sites.

Create VPN Components

1. Security Devices.

2. Address Objects.

Create the Tokyo VPN:

1. In the device navigation tree, select VPN Settings > AutoKey IKE/Manual VPN.

2. Select the Manual tab, then click the Add icon. The Properties screen appears.

Configure the following:

• For Name, enter Tokyo_Paris.

• For Gateway, enter 2.2.2.2.

• For Local SP, enter 3020.

• For Remote SPI, enter 3030.

• For Outgoing Interface, select ethernet3.

• For ESP/AH, select ESP CBC.
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• For Encryption Algorithm, select 3DES-CBC.

• SelectGenerate Key by Password, then enter the password asdlk24234.

• For Authentication Algorithm, select SHA-1.

• SelectGenerate Key by Password, then enter the password PNas134a.

• Select the Binding tab. Enable Tunnel Zone and select untrust-tun.

• ClickOK to save the new VPN.

3. Create Tokyo Routes.

Create the Paris VPN

1. In the device navigation tree, select VPN Settings > AutoKey IKE/Manual VPN.

2. Select the Manual tab, then click the Add icon. The Properties screen appears.

3. Configure the following:

• For Name, enter Paris_Tokyo.

• For Gateway, enter 2.2.2.2.

• For Local SP, enter 3020.

• For Remote SPI, enter 3030.

• For Outgoing Interface, select ethernet3.

• For ESP/AH, select ESP CBC.

• ForEncryptionAlgorithm, select3DES-CBC, thenselectGenerateKeybyPassword
and enter the password asdlk24234.

• For AuthenticationAlgorithm, selectSHA-1, then selectGenerateKey byPassword
and enter the password PNas134a.

4. Select the Binding tab. Enable Tunnel Zone and select untrust-tun.

5. ClickOK to save the new VPN.

6. Create Paris Routes.

Create the security policy

1. In the main navigation tree, select Policies. Click the Add icon to display the new
Security Policy dialog box.

2. Configure the following, then clickOK:

• For Security Policy Name, enter Corporate Policy-Based VPN.

• Optionally, enter comments.

669Copyright © 2019, Juniper Networks, Inc.

Chapter 12: Configuring VPNs



3. In themainnavigation tree, select Policies>CorporatePolicy-BasedVPN.Thesecurity
policy appears in the main display area. Configure two VPN rules.

• Rule 1 creates the VPN tunnel from the Tokyo device to the Paris device.

• Rule 2 creates the VPN tunnel from the Paris device to the Tokyo device.

4. Save the security policy.

Example: Configuring a Policy-Based RAS VPN, L2TP

In this example, you create a RAS user group called Field Sales and configure an L2TP

tunnel called Sales_Corp, using ethernet3 (Untrust zone) as the outgoing interface for

the L2TP tunnel. The security device applies the default L2TP tunnel settings to the RAS

user group.

NOTE: An L2TP-only configuration is insecure and is recommended only for
debugging.

The remote L2TP clients are onWindows 2000 operating systems. For information on

how to configure L2TP on the remote clients, refer toWindows 2000 documentation.

Only the configuration for the security device end of the L2TP tunnel is provided below.

Configure the user and remote settings objects

1. Configure an L2TP user object for Adam, then clickOK:

• For Name, enter Adam.

• Select Enable, then select L2TP.

• Select Password, then enter and confirm the password: AJbioJ15.

2. Configure an L2TP user object for Betty, then clickOK:

• For Name, enter Betty.

• Select Enable, then select L2TP.

• Select Password, then enter and confirm the password: BviPsoJ1.

3. Configure an L2TP user object for Carol, then clickOK:

• For Name, enter Carol.

• Select Enable, then select L2TP.

• Select Password, then enter and confirm the password: Cs10kdD3.

4. Create a local user group called Field Sales that includes the Adam, Betty, and Carol

local user objects.

5. Configure the following, then clickOK:

• For Name, enter RM_L2TP.

• For Color, select green.
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• For Dns1, enter 1.1.1.2.

• For Dns2, enter 1.1.1.3.

• ForWins1, enter 0.0.0.0.

• ForWins2, enter 0.0.0.0.

• Configure the IP Pool object. Configure the following, then clickOK:

• For IP Pool Name, enterGlobal.

• For Color, selectmagenta.

• For Start IP, enter 10.10.2.100.

• For End IP, enter 10.10.2.180.

Configure the L2TP Tunnel

1. In Device Manager, double-click the device icon for the device on which you want to

configure the L2TP tunnel.

2. In the device navigation tree, select VPN Settings > L2TP. In the main display area,
click the Add icon. The null-L2TP tunnel dialog box appears.

3. Configure the following, then clickOK:

• For Name, enter Sales_Corp.

• For Outgoing Interface, select ethernet3.

• For Keep Alive, enter 60.

• For Peer IP, enter 0.0.0.0 (because the peer’s ISP dynamically assigns it an IP
address, enter 0.0.0.0 here).

• SelectUse CustomSettings, and leave the default authentication server as Local.

• For User/Group, select Dialup Group, then select Field Sales.

4. ClickOK to save your changes to the device.

5. Configure a rule in the Zone Rulebase of a security policy.

Auto-Connect Virtual Private Network

Hub-and-spokeconfigurationsaredeployed in largeenterprises. Eachbranchsite (spoke)

is connected to a central site (hub). The communication between spoke sites must go

through the hub, which does not scale as the number of spoke sites increases.

Using the auto-connect virtual private network (ACVPN) feature in devices running

ScreenOS 6.0 and later, you can configure your hub-and-spoke network so that spokes

dynamically create VPN tunnels between each other as needed. The dynamic tunnels

time out when traffic ceases to flow through them, freeing network administrators from

the time-consuming task of maintaining a complex network of static VPN tunnels.
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With ACVPN, all spokes are connected to the hub by VPN tunnels. All VPN tunnels

configured towards the hubmust be route based. After you set up a static VPN tunnel

between the hub and each of the spokes, you configure ACVPN, and then enable the

Next Hop Resolution Protocol (NHRP).

Configuring ACVPN

You can configure ACVPN using VPNManager.

To configure auto-connect VPN, perform the following steps:

1. Create a route-based auto-key IKE VPN.

• In the main navigation tree, clickVPNManager > VPNs.

• Click the Add icon and then select AutoKey IKE VPN. The New AutoKey IKE VPN

dialog box appears.

• Select the Enable check box to enable the VPN.

• Select the default termination zone for the VPN tunnels from the Terminal Point

drop-down list.

• Select the type of VPN from the Type drop-down list, and then clickOK.

2. Add the devices to the hub-and-spoke topology.

• In the navigation tree, click Security Devices. The Security Devices dialog box
appears.

• Click theAdd icon, and then select the devices to be included in the hub- and-spoke

topology.

• ClickOK.

3. Configure the topology.

• In the general configuration area of the VPNManager, click the Topology link. The
New Topology dialog box appears.

• Select the device to be the hub for the topology from the Hub drop-down list.

• Select the Enable Auto-Connect VPN check box.

• In the Mains pane, select each device you want to be amain. Main devices can

communicate with every other device in the topology.

• ClickOK, and then click the Save button to save the VPN configuration.

4. Configure the IP address for the tunnel interface on the hub and spokes.

• In the configuration area of this VPN, click the Device Tunnel Summary link. A list
of tunnels appears.

• Right-click the tunnels and assign the IP address. The Tunnel Interface dialog box

appears.

• Enter the IP address and netmask, and then clickOK.

• Click the Close button in the AutoKey IKE VPN.
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5. Specify the AutoConnect VPN parameters to complete the procedure.

• In the configuration area of this VPN, click the AutoConnect VPN Parameters link.
The AutoConnect VPN Parameters dialog box appears.

• Click the Import Gateway and AutoKey Parameters button to import the existing
hub-and-spoke configuration for the hub and spoke. You can configure the VPN

andgatewaybyusingACVPN-Dynamic(Mains)orACVPN-Profile(Hub)parameters

in the navigation tree.

• Click the Save button to save the VPN configuration.

6. Verify theNHRPsettings for thehubandspokes, virtual router, and spokevirtual router.

7. For interface NHRP settings:

• In the configuration area of this VPN, click the Device Tunnel Summary link.

• Right-click the tunnels, and then click Edit Interface. The Tunnel Interface dialog
box appears.

• Click Protocol >NHRP. Ensure that the Enable NHRP check box is selected.

• ClickOK.

8. For the hub virtual router NHRP settings:

• In the configuration area of this VPN, click the Device Tunnel Summary link.

• Right-click the tunnels, and then clickEdit Virtual Router. The Virtual Router dialog
box appears.

• Click Dynamic Routing Protocol >NHRP > Parameters.

• Verify that the ACVPN-Profile setting has been populated.

• ClickOK.

9. For the spoke virtual router NHRP settings:

• In the configuration area of this VPN, click the Device Tunnel Summary link.

• Right-click the tunnels, and then clickEdit Virtual Router. The Virtual Router dialog
box appears.

• Click Dynamic Routing Protocol >NHRP > Parameters.

• Verify that the NHS IP Address field has been populated.

• ClickOK.

IVE VPNMonitoring

NSM real-timemonitoring is available on Secure Access and Infranet Controller devices.

For more information, see “Realtime Monitoring” on page 705.
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CHAPTER 13

Central Manager

Central Manager provides super administrators with the opportunity to manage up to

ten concurrent regional servers from the Network and Security Manager (NSM)

management system.With Central Manager, you can log into the system and perform

operations such as enforcing global policies, adding regional servers, adding, modifying,

and deleting pre/post rules and shared objects, andmanaging polymorphic objects.

This chapter contains the following sections:

• Central Manager Overview on page 675

• Installing Global Policy to a Regional Server on page 678

Central Manager Overview

Predefined shared objects are shared by Central Manager and regional servers. Any

predefined shared objects that are used by Central Manager pre/post rules are available

in regional servers, attack db, and so on. When you update pre/post rules, the Central

Manager and regional server versions must match.

NOTE: You cannot create a new pre/post rule on the central manager and
push it to a regional server.

Regional Server and Central Manager Self-Sufficiency

Both the Central Manager and the regional servers are self-sufficient and independent

from the other being online.

Self-Sufficient Central Manager

Central Manager is independent of the regional servers and can runwithout any regional

server online. The Central Manager administrator can add, modify, or delete pre/post

rules and shared objects. Data is not lost when logging on and off of Central Manager. In

addition, Central Manager does not use any of the shared objects that exist only in any

of the individual regional servers.
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Self-Sufficient Regional Server

Regional servers can enforce global policies even when Central Manager is not running.

Regional serversmaintaincopiesofpushedCentralManagerpre/post rulesandassociated

objects. In addition, regional servers do not use any Central Manager data directly.

Super Admin User

The Central Manager super administrator accounts have access to all features offered

in Central Manager. The super user is created while installing Central Manager. It is also

the only administrator account created during installation.

As a super administrator user, you can use the single sign-on feature to access regional

servers directly from Central Manager without logging out of Central Manager inputting

regional server login credentials.

Regional Server Management

Central Manager treats regional servers as objects similar to other objects. As with other

objects, Central Manager can add, modify, and delete regional servers. Regional server

objects are shared objects that contain essential connection information such as its own

IPaddress, port, and soon. CentralManager administrators canuseadditional credential

information in the regional server objects to sign onto each regional server.

Once logged into a Central Manager server, super administrators can select any of the

regional servers managed by Central Manager and begin managing the servers using all

assignedpermissions.Noextra logon/off stepsare required for administrators tonavigate

from one regional server to another or from Central Manager server to a regional server.

Any regional server accessible through Central Manager, is opened using a separate

window. There is amaximumnumber of 25 concurrent regional servers Central Manager

can open at any one time.

Management Modes for J Series and SRX Series Devices

With J Series and SRX Series devices, the NSM Central Manager can operate in either

central management or device management mode.

In centralmanagementmode, adevice references thecentral policymanagerandcentral

manager objects. In device management mode, a device does not reference the central

policy manager or a central manager object.

The following sections briefly summarize these differences. For detailed information,

refer to the configuration manuals.

Central Management Mode

In default central management mode, a device has a link to a central policy manager.

All firewall, VPN, and IDP policy information and policy related configurations (shared

configurations such as addresses and services) are hidden from device editor view.

Policies from the central policy manager are shared across ScreenOS-based firewall

devices, standalone IDP devices, and J Series devices.

Copyright © 2019, Juniper Networks, Inc.676

Network and Security Manager Administration Guide



NOTE: When a J Series device is managed in central manager mode, if you
select an IDP rulebase rule and specify an IP address for the source and
destination instead of “any,” the rule policy is not pushed to the device.

DeviceManagement Mode

Indevicemanagementmode, youcanuse theNSMDeviceEditor tomanage thecomplete

device configuration. A device does not reference a central policy or central manager

object. The device is not affected by any VPNmanager configurations setup within NSM

for policy-based VPNs.

You can update the latest configuration to the device. Later, you can reimport the latest

configuration from the device to determine any configuration differences and so on.

You can use the NSMUI to switch from the central management to devicemanagement

mode. This operation disconnects the device from the policy manager, central object

manager, and the VPNmanager.

NOTE: You cannot switch a J Series or SRX Series device from central
managementmode to devicemanagementmode if the device has an
assigned policy.

Using Central Manager

This section provides procedures for the following tasks for CentralManager super users:

• “Adding a Regional Server Object” on page 677

• “Deleting a Regional Server Object” on page 678

• “Logging into a Regional Server” on page 678

Adding a Regional Server Object

For a Central Manager administrator to log onto a regional server, one of the regional

server administrator credentials must be used and linked to the Central Manager

administrator.

The following procedure assumes that a Central Manager administrator is logged onto

a Central Manager client.

To add a regional server object:

1. In the main navigation tree, selectObject Manager > Regional Server.

2. Click the Add icon in the toolbar.

3. Enter the following information for the regional server you want to add.

• Name
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• IP address

• Backup IP address (optional)

4. Click the Add icon in the administrator table to add regional server admins.

5. Enter the following information for the regional server you want to add.

• Admin name

• Admin password

6. Click the Add icon in the administrator table to link the newly created regional server
object to the Central Manager administrator.

7. Select a Central Manager administrator from the drop down list box.

8. ClickOK in all the open boxes to save the options and close each window.

Deleting a Regional Server Object

The following procedure assumes that a Central Manager administrator is logged onto

a Central Manager client and a regional server object has been created.

To delete a regional server object:

1. In the main navigation tree, selectObject Manager > Regional Server.

2. Right-click the regional server you want to delete.

3. In the Delete Regional Server dialog box, clickNext to delete the object.

Logging into a Regional Server

Central Manager administrators can log into regional servers directly from Central

Manager.

The following procedure assumes that a Central Manager administrator is logged onto

a Central Manager client and a regional server object has been created.

To switch from Central Manager to a regional server:

1. In the toolbar, click the Login to Regional Server drop down list.

2. Select a regional server to open to launch the selected regional server in a separate

window.

Only a Central Manager administrator can log into any other regional servers. A regional

server administrator cannot log into another regional server or a central manager server.

Installing Global Policy to a Regional Server

During the Global Policy Install on the Central Manager server, all pre/post rules as well

as the global polymorphic and sharedobjects on theCentralManager server are updated

to regional servers managed by Central Manager. The Central Manager administrator
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canselectwhich regional serverswill receive theCentralManager rulesandobjectsduring

the install.

Prerule and Postrule Updates during Global Policy Install

Pre/post rules exist on the Central Manager server under a separate policy object in the

Policy Manager. When updating to the regional server during the Global Policy Install

these rules are created in the regional server under a new global policy in the global

domain. All global policies existing on the regional server prior to theGlobal Policy Install

are removed, and replacedcompletelywith thenewglobal policies fromCentralManager.

Only those global rules which have the regional server object included in the Install On

column, as well as rules with the Any entry in the Install On column, will be updated to

that regional server.

Global Policy Install is a directive that is dispatched as a job with many tasks. Each task

represents an install operation to a specific server. Jobmanager reports the status of

each task. Each task is executed independently of other task’s status. If one task fails,

as well as Job Manager entries, this failure does not prevent another task from finishing

successfully. Audit log entries are generated on both the Central Manager and regional

servers.

Shared Objects Update During Global Policy Install

All sharedobjects (bothpolymorphic and regular) existingon theCentralManager server

are updated to regional servers during the Global Policy Install if they are referenced in

a pre/post rule. Note that objects are updated only if they are actually being used by the

pre/post rules on the Central Manager server. All new shared objects are

replicated/inserted into the global domain of the regional server. Objects that are not

used are not updated.

Name Space Conflict Resolution for Shared Objects

When a regular shared object is replicated to a regional server during the Global Policy

Install, the following name conflict scenarios could occur:

• Conflict with a regional server shared object of the same name and same type

content—Existing shared objects will be kept and the incoming shared object will be

discarded. The incoming global policy rules use the existing shared object.

• Conflict with a regional server shared object of the same name, but different

content—An attempt ismade tomatch the content of an incoming shared object with

another sharedobjectnamed“objname_n”where “n” isasequentially increasing integer.

The incoming global policy rules use the newly created shared object.

• Conflict with the previously replicated polymorphic object of the same type—The

incoming shared object is renamed “objname_n” where “n” is a sequentially increasing

integer and is inserted into the regional server’s global domain.

Since polymorphic objects cannot be deleted by the regional server administrator, some

of the polymorphic objects that exist in the global domain of the regional server are

deleted as a first step in the Global Policy Install transaction.
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All polymorphic objects are deleted if they are not used by any of the local policies in the

regional server.

Name Space Conflict Resolution for Polymorphic Objects

When a polymorphic object is replicated to a regional server during the Global Policy

Install, the following name conflict scenarios could occur:

• Name conflict with a previously replicated polymorphic object—To keep the

customization information the regional serveradministratoradded,existingpolymorphic

object are kept, and incoming global policy rules use existing polymorphic object.

Incoming polymorphic object with the same name are discarded.

• Name conflict with a regional server regular shared object of the same type—The

incoming polymorphic object is renamed “objname_n” where “n” is a sequentially

increasing integer and inserted into the regional server’s global domain.

Only names are pushed for polymorphic objects.
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CHAPTER 14

Topology Manager

• Overview of the NSM Topology Manager on page 681

• About the NSM Topology Manager Toolbar on page 682

• Initiating a Topology Discovery on page 683

• Viewing a Network Topology on page 684

• About the NSM Topology Map Views on page 684

• About the NSM Topology Table Views on page 686

• About Topology Manager Preferences on page 688

• Adding Discovered Devices to NSM on page 688

Overview of the NSMTopologyManager

• About the NSM Topology Manager on page 681

• Requirements for a Topology Discovery on page 681

About the NSMTopologyManager

TheNSMTopologyManager is a tool provided in theNSMGUI that allows you to discover

andmanage the physical topology of a network of devices connected to a Juniper

NetworksEXSeriesEthernet switch. Thenetworkcan include JSeries,MSeries,MXSeries,

andEXSeriesdevices, aswell asScreenOSand IDPdevices, IPphones, desktops, printers,

and servers. The Topology Manager also provides details about connections between a

device and the EX Series switch.

Requirements for a Topology Discovery

To use the Topology Manager, first add one or more EX Series switches to the device

manager in NSM. You can then use an added device as a seed device in initiating a

topology discovery.Alternatively, if there are no devices added or managed in NSM, you

can initiate a topologydiscovery by configuringpreferred subnets;with thismethod,NSM

discovers all the IP addresses in the included subnets range.

In addition to having either a seed device or configuring preferred subnets, you also need

the following to initiate topology discovery:

1. Themanagement IP address of the EX Series switch that acts as the seed IP address
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2. SNMP credentials:

• For SNMPv1 and SNMPv2c: Community string

• For SNMPv3: Username, security level, authentication type, privacy type, privacy

password, and authentication password

3. Enabled Layer 2 protocols such as LLDP, STP, RSTP in the switched network, because

network discovery depends on these as well as the Address Forwarding Table

information.

About the NSMTopologyManager Toolbar

You can use the Topology Manager toolbar to perform the following actions:

• Zoom in and Zoom out: Use these tools to view the network topology according to the

detail required. These tools are only of use in the map view.

• Save to file: Use this tool to save the network topology map as an image file and the

devices and links tables as text files from their respective views.

• Print: From different views, you can use this tool to print a network topology map as

an image file and the devices and links tables as text files.

• Manage Devices: Use this tool to select one or more devices from a topology map and

manage them in NSM. This tool is applicable only to map views and not the different

table views. To add a device:

a. Select theManage Devices icon. A dialog opens.

b. Enter the SSH user name and password.

c. SelectOK.

• Set Preferences: Use this tool to set preferences according to which the discovery

engine can perform a topology discovery. You can set preferences for default SNMP

credentials, topology discovery intervals, and subnets to be included or excluded.

• Start and Stop Topology Discovery: Use these tools to initiate and stop a topology

discovery based on the set of seed devices and credentials specified in the topology

preferences.

• Search: You can search for a device, end point device, link, or port in any of the table

views by providing a string in the search text box. NSM performs a sub string match

against all attributes of the particular view and displays the results in the same table.

If you navigate to another tab, your search results are lost. You can save the search

output in a text file as comma-separated values.

The Topology Manager status bar at the bottom of the screen indicates the time stamp

of the last completed topology discovery and whether a discovery is in progress.
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Initiating a Topology Discovery

You can initiate network topology discovery in two ways.

• Select Discover (represented by a green arrow) from the Topology Manager toolbar.

NSM displays the network topology in whichever view you choose.

• Select Preferences (represented by red check marks on a page) from the Topology

Manager toolbar. The Topology Manager Preferences window opens.

1. Select the Refresh Intervals sub-tab.

2. CheckRunTopologydiscoveryat regular intervalsand specify the interval or the time

of the day to run the discovery engine.

The other settings for a successful discovery are the default SNMP credentials and

optionally, the subnets to be included or excluded. You can adjust these settings in the

DefaultCredentialsandPreferredSubNets sub-tabsof theTopologyManagerPreferences

window.

To ensure a successful topology discovery, it is recommended that you:

• Use SNMP V1 or V2C versions.

• Ensure that UDPports from50001 to 50010 are free because Topology Discovery also

uses these ports besides the standard SNMP UDP ports 161 and 162.

• Ensure that the EX Series switches in the network run Junos OS EX 9.3R2 or later.

• Ensure that LLDP or LLDP-MED is enabled on all switches and switch ports, as well as

on all LLDP or LLDP-MED enabled devices such as IP Phones.

• Ensure that the included subnets specified in Topology Manager preferences are

sufficient for all switches and routers and that they are SNMP enabled, in order that

the maximum number of links are discovered.

• Check for NSM schema updates if some Juniper Networks devices are not discovered.

• Expand the rangeof the includedsubnetsandensure thatall relevant routersareSNMP

enabled if IPaddresses for end-point devices connected toa switcharenotdiscovered.

Devices could go undiscovered if the router is not SNMP enabled or is not included in

the subnets specified in the Topology Manager preferences.

• The broadest subnet mask recommended is 255.255.240.0 for any included subnet.

The recommended limit of IP addresses in all included subnets put together is 15000.

The Topology Manager only discovers the product names of Juniper Networks devices.

IC devices (version 3.0r1 onwards) and SA devices (6.4r1 onwards) are supported.

Vendor identification for non-Juniper Networks devices is based on the SNMP enterprise

numbers registered with IANA. Therefore, it is possible that non-Juniper Networks

discovered devices may not reflect most recent ownership changes caused bymergers,

acquisitions or rebranding.
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NOTE: TopologyDiscoverysupportsonly IPv4addresses. IPv6basednetworks
are not discovered.

Viewing a Network Topology

To view a network topology using the NSM Topology Manager:

1. Open the navigation tree within the Configuremodule of the NSMGUI.

2. Select (+) to expand the DeviceManager branch.

3. Select Topology. You can choose between graphical and tabular views by selecting

one of the sub-tabs in the display area.

4. Select the TopologyMap sub-tab.

5. Select either a SubNets view or a Groups view of the topology from the navigation, to

see the map in the main display area. You can use themini map tool in the topology

map to focus on particular areas in the topology map.

6. Select Devices to view a list of networking devices in the topology.

7. SelectEndPointDevices to viewa list of endpoint devices such as IP phones, printers,

wireless access points, PCs / desktops, etc. in the topology.

8. Select Links to view the links among network devices in the topology—both between

network devices, as well as between network and end point devices.

9. Select Free Ports to view a list of EX Series switches and the available ports on these

switches.

About the NSMTopologyMap Views

The NSM Topology Manager provides both graphical and tabular views of your network

topology. Themap view is a graphic representation of all devices discovered in a network

along with their linked elements.

In map view, each network element is represented by an icon indicating whether the

element is a Juniper Networks product and whether it is managed by NSM. Each device

type is represented by a unique icon on themap. Managed and unmanaged devices

appear asdifferent colored icons. Thegraphic viewdepictsphysical connectivity between

networking devices but does not show connectivity with endpoint devices. NSM offers

two topology map views– SubNets and Groups.

• SubNets View on page 685

• Groups View on page 685

• Menu Options in the Topology Map View on page 685

Copyright © 2019, Juniper Networks, Inc.684

Network and Security Manager Administration Guide



SubNets View

The SubNets view offers you a complete topology view of the network by grouping

together devices belonging to a subnetwork, representing thembya cloud icon. A default

subnet containsdevices thatarenotpart of a specific subnetorwithundiscovered subnet

information. Double-click on a cloud icon to view devices within the particular subnet.

Connectionsbetweendevices in twodifferent subnet cloudsaredepictedbyanumbered

link, that indicates the link count between devices in different subnet clouds.

Groups View

The Groups view shows groups of managed devices that have already been created;

each group is represented by a cloud icon. You cannot assign devices and create groups

fromwithin the topologymanager.Double-clickonacloud icon toviewthedeviceswithin

that particular group. Connections between devices in two different clouds are depicted

by a numbered link, which indicates the link count between the devices in each cloud.

Multiple discovered links that are part of a Link Aggregation Group (LAG) are displayed

as a single distinctive link between the interfaces.

MenuOptions in the TopologyMap View

You can perform the following actions from the right-click menu in the topology map

view.

• Locate Devices: Use this tool to locate a specific device within a particular topology

view. To find a device within a topology cloud:

1. Expand a topology cloud in the subnets or groups map view.

2. Right-click in the map view and select the Locate device option.

3. Provide the name, MAC address, or IP address of the device in the dialog.

4. Select OK to locate the device with matching criteria in the map.

• LocateSubnets:Use this tool to locateaparticular subnet cloud in the subnets topology

map view.

1. Open the subnets topology view.

2. Right-click in the view and select the Locate subnets option.

3. Provide the name or ID of the subnet in the dialog.

4. Select OK to locate the subnet matching the given criteria.

• Locate Groups: Use this tool to locate a particular group cloud in the groups topology

map view.

685Copyright © 2019, Juniper Networks, Inc.

Chapter 14: Topology Manager



1. Open the Groups topology view.

2. Select the Locate Groups option from the right-click menu.

3. Provide the Group name in the popup dialog.

4. Select OK to locate the groupmatching the given criteria.

• ShowDevices:Use this menu option to view all the devices in a selected subnet cloud.

• Show Elements: Use this option to view all the devices and groups within a selected

group.

• ShowDetails: Use this option to view the basic details about a device.

• Add: Use this tool to add a device to NSM by selecting it from the topology map. This

menu option is enabled for all unmanaged devices in NSM.

• Edit: Use this tool to open the NSM configuration editor for a managed device. This

option is enabled for all managed devices.

• Import: Use this tool to importadeviceconfiguration toNSM.Thisoption isonlyenabled

for managed devices in NSM.

• Update: Use this tool to update devices with new configuration. This option is only

enabled for managed devices in NSM.

NOTE: The topology view is not automatically refreshed with every change
in the actual network topology.While a discovery is in progress, the Topology
Manager view is that of the last topology discovery. The Topology Manager
view is refreshed only when the topology discovery is completed.

About the NSMTopology Table Views

The NSM Topology Manager provides both graphical and tabular views of your network

topology. A tabular view of the topology lists all the network elements and devices

connected to them. A tabular view does not display information related to the links and

the types of links among various network elements in the topology.

In any of the table views, right-click on a device to viewdetails corresponding to the table

such as basic device details in theDevices table view, anddetailed link details in the Links

table view. NSM provides four different table views.

• Devices View on page 687

• EndPoint Devices View on page 687

• Links View on page 687

• Free Ports View on page 687
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Devices View

TheNSMTopologyManagerprovidesa tabular viewofall thediscovered JuniperNetworks

devices in the network along with relevant details about each device. The Devices table

listsdetails about the JuniperNetworkdevicesandother thirdparty routersandswitches.

NSM indicates the managed status of a Juniper Networks device in the Device Status

column. You can also track the status of your managed devices in the Connection Status

and Alarm Status columns. The Devices view uses the same coloring scheme as the

Device Manager.

EndPoint Devices View

The EndPointDevices table provides detailed information about all the endpoint devices

that exist in the current network topology. The table includes all endpoint devices

connected with an EX Series switch, such as IP phones or desktops, but excludes all

JuniperNetworks devices, routers and switches. You can save the information in the table

as comma-separated values in a file.

Links View

The Links table provides detailed information about all the links between devices

discovered by the topology discovery engine. You can save the information in the table

as comma-separated values in a file.

Multiple discovered Link Aggregation Group (LAG) links between two interfaces are

displayed as a single link. When you launch the Link Details dialog box from the single

displayed LAG link, you can view the aggregate ports on both devices.

Free Ports View

The Free Ports table lists all the free ports available on the devices discovered by the

topology discovery engine. If the administrative status of a device port is down, it is

considered a free port. Themanaged status of a Juniper Networks device is indicated in

theDeviceStatuscolumn.Youcansave the information in the tableascomma-separated

values in a file.

You can right-click on a free port listed in the topology tabular view and launch a Port

Templatewizard. However, this feature is enabled only if the free port is discovered on

an NSM-managed EX Series switchwith its connection status up. Thewizard allows you

to view all the templates already applied on the device as well as those that can be

applied to it. You can then select and apply a template to the device. For more details,

see Chapter 13, Role-based Port Templates.

NOTE: The topology view is not automatically refreshed with every change
in the actual network topology.While a discovery is in progress, the Topology
Manager view is that of the last topology discovery. The Topology Manager
view is refreshed only when the topology discovery is completed.
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About TopologyManager Preferences

The topology discovery engine performs a topology discovery according to your

preferences. Clicking Preferences in the tool bar opens the Topology Preferences Dialog.

The topology preferences dialog has three tabs:

• Default Credentials Tab on page 688

• Refresh Interval Tab on page 688

• Preferred Subnets Tab on page 688

Default Credentials Tab

This tab contains a table where each row represents a set of credentials that you can

add or delete. The topology discovery engine uses default SNMP settings in the absence

of specified SNMP settings. You cannot delete credential SNMP version 1 or version v2c

with the community string “public”, because NSM uses it as the default setting. When

adding credentials, youmust specify a community string if you choose versions SNMPv1

or SNMPv2c. If you choose version SNMPv3, then you also need to specify the following

parameters:

• USMUser Name

• Authentication Type and Password

• Privacy Type and Password

Refresh Interval Tab

This tab allows you to set the interval at which the topology discovery engine must

discover the network topology. You can set a particular time of day or regular intervals.

The time of your initial discovery serves as the basis of calculation for future discoveries.

Preferred Subnets Tab

This tab allows you to specify whether a particular subnet is to be explicitly included in

the discovery. You can specify a list of allowed and denied subnets. Youmust specify

included subnets because topology discovery happens only for those included subnets

that you configure. Discovery does not take place if there are neither included subnets

nor seeddevices (manageddevices). If youconfigureboth includedandexcludedsubnets,

discovery happens only for included subnets and not for excluded subnets.When adding

a subnet to either the allowed or denied list, specify the subnets base IP address and the

subnets mask number.

Adding Discovered Devices to NSM

After a topology discovery, you can view a list of M Series, MX Series, J Series, EX Series,

IDP, and ScreenOS devices that are not yet managed by NSM by selecting theManager

Map tab. You can add any of the devices on the list to NSM by following these steps.

1. Select and right-click on a device in themap. NSM launches a wizard to help you add

devices to bemanaged.
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2. Select one or more devices and specify SSH v2 credentials for them.

3. Verify the RSA key fingerprint for each of the devices.

The wizard detects each selected device and adds it to NSM. The wizard then imports

the device configuration, hardware, software, and license inventory into NSM.

After adding a device to NSM, you can perform the following:

• Viewandedit device configuration:Youcanuse theEditmenu toopen theconfiguration

editor to view and edit a device’s configuration.

• Update device configuration: You can use the Updatemenu to update the changed

configuration on the device.

• View device details in the topology map: You can view details of a managed device in

the topology view.

• View link details between devices in the topology map: You can use the View details

item on a selected link in the topologymap to view link details between twomanaged

devices, where one of the devices is the source and the other is the destination.
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CHAPTER 15

Role-based Port Templates

• Using Role-Based Port Templates on page 691

Using Role-Based Port Templates

Useport templates toapplyapredefinedconfiguration to interfaces inEXSeries switches.

Port templatesapply recommendedsettings for securityandclass-of-serviceparameters.

When applying a port template to an interface, you can specify values for parameters

such as VLAN, Voice VLAN, and IP Address.

The port roles and the corresponding configuration are:

• Desktop plus Phone Port—Interface family is set to ethernet-switching, port mode is

set to access, port security parameters (MAC limit =3; dynamic ARP Inspection, DHCP

snooping enabled) are set, and recommended CoS parameters are specified for

forwarding classes, schedulers, and classifiers.

• Desktop Port—Interface family is set to ethernet-switching, port mode is set to access,

RSTP is enabled with the edge option, and port security parameters (MAC limit =1;

dynamic ARP Inspection and DHCP snooping enabled) are set.

• Layer 2 Uplink Port—Interface family is set to ethernet-switching, port mode is set to

trunk, port security is set to dhcp-trusted, and recommended CoS parameters are set

for schedulers and classifiers.

• Routed Uplink Port—Port family is set to inet, and recommended CoS parameters are

set for schedulers and classifiers.

• Wireless Access Point—Interface family is set to ethernet-switching, port mode is set

to access, and RSTP is enabled with the edge option.

When you apply port templates on EX Series switches, NSM creates the required

configuration in the following configuration groups and applies them at the top level

configuration node:

• juniper-port-template-desktop

• juniper-port-template-desktop-phone

• juniper-port-template-layer2-uplink

• juniper-port-template-layer3-uplink
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• juniper-port-template-wireless-access-point

• juniper-port-template-cos-settings

We strongly recommend that you do not change or delete these configuration groups.

See “Configuring Devices” on page 199 for more information.

1. Managing Port Template Associations on page 692

2. Apply or Edit a Port Template on page 692

3. Detect and Resolve Configuration Conflicts on page 694

4. Clone a Port Template on page 694

5. Edit a Port Template on page 695

Managing Port Template Associations

Tomanage port templates and the associated interfaces:

1. In the navigation tree, select DeviceManager > Port Templates. The screen displays a

list of the supported port templates.

2. Select a port template.

3. Click one:

• Apply/remove selected template on port—Use this option to apply or remove the

port template association with the interface. See “Apply or Edit a Port Template”

on page 692.

• Detect/resolve configuration conflicts—Use this option to resolve conflicts between

the port template configuration and the actual configuration on the associated

device. See “Detect and Resolve Configuration Conflicts” on page 694for details.

• Customize port template CoS parameters—Use this option to create a customized

template bymodifying CoS parameters. This option is activated only if the selected

port template is Desktop plus Phone port, Layer 2 Uplink Port, or Routed Uplink

Port. See “Clone a Port Template” on page 694

• Edit customized port template CoS parameters—Use this option to edit the

customized port template settings. See “Edit a Port Template” on page 695

• Delete customized port template—Use this option to delete a customized port

template.

• View port template configuration—Use this option to view configuration details for

a selected port template.

Apply or Edit a Port Template

The Manage Template Association screen displays the list of EX Series switches and

their interfaces on which the selected port template is currently applied.

To apply a port template:
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1. Click +. The Add Ports screen is displayed.

2. Select the device from the list. A list of available interfaces is displayed.

3. Select the interface or interfaces to which you want to apply the port template and

click >>. The selected interfaces are displayed in the Selected Ports section.

4. If the selected template is Desktop Port, Desktop and Phone Port, orWireless Access

Phone Port, specify whether you want the port template to be applied to a VLAN.

Select the VLAN from the list.

If the selected template is a Layer 2 Uplink Port, specify the list of VLANS and the

native VLAN.

If the selected template is a Routed Uplink Port, specify the IP address.

5. Click View Configuration to view a summary of the resulting configuration.

6. ClickOK.

7. TheLaunchUpdateDevice screen isdisplayedwitha list ofmodifieddevices. Toupdate

the device configuration immediately, select Update Device now and clickOK.

Click Finish to save the changes and close theManage Template Port Association

screen.

To edit port template parameters:

1. Select the port template from the list in theManageTemplatePortAssociation screen.

2. Click Edit. The Edit Port Template Association screen is displayed.

3. Modify the port template parameters. For example, if you select a Desktop Port

template, modify the VLAN associated with the template.

4. ClickOK.

5. In the Manage Template Association screen, click Finish.

To delete a port template from the selected ports:

1. Select the port template and click the Apply/remove selected port template button.

2. In the Manage Port Template Association screen, select the switch from the list.

3. Click— (the delete button).
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In the Manage Template Association screen, you have the following options:

• Save as Text—Saves the details of port templates to port associations in a text file.

• Save as HTML—Saves the details of port templates to port associations in an HTML

file.

• Cancel—Cancels all modifications and closes theManage Template Port Association

screen.

Detect and Resolve Configuration Conflicts

The Detect/Resolve Configuration Conflicts screen displays all the devices that are

associated with the selected port template. To detect and resolve conflicts:

1. Select the devices from the list.

2. To resolve conflicts, select Remove Conflicts in Configuration.

3. ClickOK. The port configuration conflicts are detected or resolved and the results are

displayed.

4. ClickOK to confirm.

5. TheLaunchUpdateDevice screen isdisplayedwitha list ofmodifieddevices. Toupdate

the device configuration immediately, select Update Device now and clickOK.

Clone a Port Template

To customize a port template’s CoS parameters:

1. Select thepredefinedport template fromthe list andclick theCustomizePortTemplate

button and choose Clone to newPort Template. The Customize Port Template screen

is displayed.

NOTE: As an administrator, you can create port templates using the
Customize Port Template feature.

2. Tomodify the default template name, type a name in the Template Name field.

3. Tomodify the default description, type a description in the Description field.

4. Tomodify the default scheduler map name, type a name in the SchedulerMapName

field.
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5. Toedit scheduler settings, clickEditScheduler. The Edit Scheduler screen is displayed.

Specify the following:

• Scheduler name

• Transmit Rate—Select one: Unconfigured if you do not want to configure the

parameter, Percent and enter a value, or Remainder to assign the remaining

bandwidth available.

• BufferSize—TransmitRate—Selectone:Unconfigured if youdonotwant toconfigure

the parameter, Percent and enter a value, or Remainder to assign the remaining

buffer available.

• Priority—Select a value from the list.

ClickOK to save the settings or Cancel to cancel all modifications.

6. Click Save to create the customized port template.

See “Detect and Resolve Configuration Conflicts” on page 694.

Edit a Port Template

To edit a customized port template’s CoS parameters:

1. Select a customized port template from the list, click the Customize Port Template

button and choose Edit Port Template. The Confirm Edit Port Template screen is

displayed with a list of devices on which the template has been applied. ClickOK if

you want to proceed with the modification, else click Cancel.

2. Tomodify the default description, type a description in the Description field.

3. Tomodify the default scheduler map name, type a name in the SchedulerMapName

field.

4. Toedit scheduler settings, clickEditScheduler. The Edit Scheduler screen is displayed.

Specify the following:

• Scheduler name

• Transmit Rate—Select one: Unconfigured if you do not want to configure the

parameter, Percent and enter a value, or Remainder to assign the remaining

bandwidth available.

• BufferSize—TransmitRate—Selectone:Unconfigured if youdonotwant toconfigure

the parameter, Percent and enter a value, or Remainder to assign the remaining

buffer available.

• Priority—Select a value from the list.
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ClickOK to save the settings or Cancel to cancel all modifications.

5. Click Save to create the customized port template.

See “Detect and Resolve Configuration Conflicts” on page 694.
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CHAPTER 16

Unified Access Control Manager

• Overview of the Unified Access Control (UAC) Manager Views on page 697

• Associating Enforcement Points with an Infranet Controller in the UAC

Manager on page 698

• Disassociating Enforcement Points from an Infranet Controller in the UAC

Manager on page 699

• Resolving Configuration Conflicts with the Infranet Controller in the UAC

Manager on page 699

• Enabling 802.1X on Enforcement Point Ports in the UACManager on page 700

• Disabling 802.1X on Enforcement Point Ports in the UACManager on page 701

• Resolving Configuration Conflicts Between Devices and 802.1X Ports in the UAC

Manager on page 701

Overview of the Unified Access Control (UAC)Manager Views

Opening the Unified Access Control (UAC)Manager in the Configuremodule of the NSM

UI allows you to view UAC policy attributes from the perspective of Infranet Controllers

(IC) and Enforcement Points (EP).

• The Infranet Controller View on page 697

• The Enforcement Point View on page 698

The Infranet Controller View

The NSMmain display area is horizontally divided into two tables. When you select the

IC view, the upper table lists all the ICsmanaged by NSM's current domain. If the ICs are

in cluster mode, the table also displays whether they are active/active or active/passive

clusters. Selecting an IC causes NSM to list all the EPs and their location groups that are

associated with the selected IC in the lower table. If the association is created with a

load balancer option, then the load balancer is also displayed. In an active/active cluster

mode, the IC cluster member name is displayed but not in the case of Standalone and

active/passive cluster modes.

From the IC table, you can edit the configuration of a selected IC using the edit button

provided above the IC table. The edit dialog is similar to the edit device action in the

Device Manager.
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The Enforcement Point View

When you select the Enforcement Points (EP) view, the NSMmain display area is

horizontally divided into the Enforcement Points table at the top and tab views of

associated Infranet Controllers (ICs) and Port Details at the bottom. NSM displays only

EXSeries switchesmanaged by a current domain in the EP table. Selecting an EP causes

NSM to populate relevant information in the tab views. From the IC tab view, you can

view the associated IC and its location group information. From the Port details tab, you

can see the 802.1X enabled port names and their details.

Associating Enforcement Points with an Infranet Controller in the UACManager

To associate Enforcement Points (EP) with a selected Infranet Controller (IC):

1. Select the Add button (+) above the Enforcement Points table. NSM displays a list

of EPs not managed by the selected IC. If the selected IC, is an IC cluster in

Active-Active mode, then youmust select the IC cluster member with which the EP

association is to be created.

2. Select EPs to associate with the selected IC from the list. You can also search by

strings for a particular EP.

3. Enter the shared secret between the IC and the EPs.

4. Select the Location Group the EPsmust belong to in the selected IC. Each EP can be

associated with only one Location Group available in the IC.

5. Enter the Infranet Controller port to which the EP should communicate. The default

port is 1812.

6. Enter the IP address that should be used for RADIUS communication. If you do not

specify an address, the EP’smanagement IP address is used by default. You have the

option to select the IP address of the RADIUS communication server only if you select

a single EP because the IP address to communicate with an IC is unique.

7. Select Use Load Balancer with IP Address if the IC is load balancer administered. The

IP address of the Load Balancer is then used as the RADIUS server in the EX Series

switch configuration.

In an Active-Active cluster, with the load balancer selected, you can select one cluster

member and performan IC-EP association. You do not need to repeat the association

for every cluster member.

8. Select thecheckbox to runanUpdateDevice task,whichpushesconfigurationchanges

on both the IC and EPs. The configuration status of the EPs changes to Managed,

InSync.
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9. Select the check box to run a Summarize task that ensures the association between

the IC and EP in the application database. The configuration status of these devices

becomes Managed, NSM Changed.

10. Select OK. The selected EPs are listed under the associated IC.

NOTE: If you delete an IC or EP device, all related IC-EP associations are
removed from the UACManager, and the configuration in the device is not
modified. Therefore, first remove IC-EP and 802.1X port associations from
the UACManager before you delete an IC or EP. This ensures that
configuration changes take effect in the device.

Disassociating Enforcement Points from an Infranet Controller in the UACManager

To disassociate Enforcement Points (EP) from a selected Infranet Controller (IC):

1. Select from the EP table the EPs to disassociate from the IC.

2. Select the Delete button (-) above the Enforcement Points table.

3. Select thecheckbox to runanUpdateDevice task,whichpushesconfigurationchanges

on both the IC and EPs. The configuration status of the EPs changes to Managed,

InSync.

4. Select thecheckbox to runaSummarizeDeltaConfig task thatensures theassociation

between the IC and EP in the application database. The configuration status of these

devices becomes Managed, NSM Changed.

5. Select OK. The selected EPs are removed from the IC.

Resolving Configuration Conflicts with the Infranet Controller in the UACManager

Before you resolve configuration conflicts, perform an "Import Device" to identify the

actual conflicts in the configuration. To ensure that configurations made in the Infranet

Controller (IC) device are reflected in the UACManager:

1. Select an IC and right-click on it

2. Select Resolve Config Mismatch from the dropdownmenu. The Resolve Config

Mismatch window opens displaying differences between the RADIUS client

configuration in the IC and the administered data in the UACManager.

3. Verify whether data currently administered in NSM by the UACManager is consistent

with data in the RADIUS client device configuration.
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4. Provide shared secret and IC port details. You cannot update informationwithout this

information.

5. Select the action to be performed:

• Select Update UACManager to update the UACManager data with the data from

the IC.

• SelectUpdate theEnforcementPointAssociation in the InfranetController to update

the data in the IC with data from the UACManager.

6. Select the check box to overwrite the shared secret in the device.

7. Select the check box to run an Update Device task after youmake an update.

8. Select OK.

Whenworking in the Infranet Controller cluster mode, you face the following restrictions

in conflict resolution:

• If the InfranetController in clustermode ismodified fromactive/active toactive/passive

or vice versa, youmust delete the Infranet Controller fromNSMand re-create it so that

theUACAssociationsare created in thecontextof thenewmode.This action is required

because in the active/passive mode, the Infranet Controller has a virtual IP address

that the EX Series switches use to configure the RADIUS server tag. But in case of

active/active, the RADIUS server tag contains the IP address of the individual cluster

member.

• The “Resolve Configuration Conflicts” task is not supported if youmodify the cluster

mode.

• When an Infranet Controller is in cluster mode active/active, you can only use the

"Resolve Configuration Conflicts" task to view conflicts but not resolve them.

• You can only view and resolve conflicts for new or modified entries. Entries requiring

deletion do not appear because the Resolve Configuration Conflicts operation cannot

identify these entries from the RADIUS client of the IC.

Enabling 802.1X on Enforcement Point Ports in the UACManager

To enable 802.1X on ports on Enforcement Points (EP):

1. Select an EP on whose ports you wish to enable 802.1X.

2. Select the Add button (+) below the Port Details tab.

3. Select one or more ports from the list. You can also search for a port name.

4. Select the optional Supplicant Mode attributes:

Copyright © 2019, Juniper Networks, Inc.700

Network and Security Manager Administration Guide



• Single Secure—Only one host is authenticated by the port.

• Multiple—Multiple hosts are individually authenticated.

• Single—Multiple hosts are authenticated using the first host’s authentication.

5. Select the optional Authentication attributes—Whether reauthentication is allowed

and the action to be taken if authentication fails.

6. Select thecheckbox to runanUpdateDevice task,whichpushesconfigurationchanges

on both the IC and EPs. The configuration status of the devices changes to Managed,

InSync. The 802.1X enabled ports appear under the EP.

7. Select thecheckbox to runaSummarizeDeltaConfig task thatensures theassociation

between the EP and the ports in the application database. The configuration status

of these devices becomeManaged, NSM Changed.

8. Select OK.

Disabling 802.1X on Enforcement Point Ports in the UACManager

To disable 802.1X on ports on Enforcement Points (EP):

1. Select the Delete button (-) below the Port Details tab.

2. Select one or more ports on the EP on which to disable 802.1X.

3. Select thecheckbox to runanUpdateDevice task,whichpushesconfigurationchanges

on the EP. The configuration status of the EPs changes to Managed, InSync. Ports on

which 802.1X is disabled are removed from the EP.

4. Select thecheckbox to runaSummarizeDeltaConfig task thatensures theassociation

between the EP and the ports in the application database. The configuration status

of these devices becomeManaged, NSM Changed.

5. Select OK.

Resolving Configuration Conflicts Between Devices and 802.1X Ports in the UAC
Manager

TheResolveConfigurationConflict optionallowsyou todetectany inconsistencybetween

the device configuration and 802.1X interfaces data administered in NSM by the UAC

Manager. To resolve a conflict:

1. Right-click on a selected Infranet Controller.

2. SelectResolveConfigurationConflict. Adialogboxdisplaysdetails ofport associations.
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3. Select an action for NSM to execute:

• Update the 802.1X port configuration in the Enforcement Point

• Update NSM

4. Select thecheckbox to runanUpdateDevice task,whichpushesconfigurationchanges

on the EP.

5. Select thecheckbox to runaSummarizeDeltaConfig task thatensures theassociation

between the EP and the ports in the application database.

6. Select OK.
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PART 4

Monitoring

• Realtime Monitoring on page 705

• Analyzing Your Network on page 753

• Logging on page 783

• Reporting on page 855
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CHAPTER 17

Realtime Monitoring

The RealtimeMonitormodule includes four views that you can use tomonitor the status

and traffic statistics for all themanaged Juniper Networks devices in your network in real

time.

To access, monitor, and configure the NSMmanagement system, you use the Server

Manager module. The NSMmanagement system consists of a GUI Server and a Device

Server.

This chapter contains the following sections:

• About the Realtime Monitor on page 705

• Monitoring Managed Devices on page 706

• Monitoring IDP Sensors on page 732

• Monitoring VPNs on page 736

• Monitoring NSRP Statistics on page 739

• Monitoring IDP Clusters on page 742

• Using the Realtime Monitor on page 744

• Monitoring the Management System on page 744

About the RealtimeMonitor

The Realtime Monitor module in NSM enables you to monitor real-time status and

statistics about all the managed devices, VPN tunnels, NSRP clusters, IDP sensors and

IDP clusters in your network at a glance. You can use the Realtime Monitor to identify

problems, track security events, and discover trends across multiple geographic regions

and functional areas from a central management location.

The Realtime Monitor can also help you quickly identify potential device, network, and

system-level problems, such as:

• Configuration status—At the device level, you canmonitor the changing status of one

or more devices in real time.

• Connection status—At the network level, you canmonitor problems that could lead

to failed devices.
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• Performance—At thesystem level, youcanmonitor theactivitybetweenVPNmembers

or NSRP cluster.

The Realtime Monitor tracks the integrity of your security perimeter by continually

monitoring your security devices for security events (failed security devices, abnormal

utilization, general errors). The RealtimeMonitor does thework of amanagement expert

by first gathering information about specific processes and network activity, then

color-coding each event to organize problems.

RealtimeMonitor Views

The Realtime Monitor includes the following views:

• DeviceMonitor—Displays status information on themanaged devices in your network.

This includes the name and type of the device managed in NSM, connection status,

and current configuration status. From the Device Monitor, you can also access more

detailed information and statistics on each security device, including ScreenOS 5.0

and later, mode, CPU utilization, memory, sessions, and network traffic. You can also

use the Device Monitor to view status information on IDP sensors managed in your

network.

• VPNMonitor—Displays status information on all VPN tunnel sessions that have been

implemented within the domain you are working in. From the VPNMonitor, you can

determine if a VPN tunnel is up, down, or not monitored.

• NSPRMonitor—Displays status information about NSRP (NetScreen Redundancy

Protocol) clusters in your network. If you implementNSRP for thepurposeof deploying

clusters in your Juniper Networks security system, you can use the NSRPMonitor to

view and troubleshoot the status of security devices in clusters within the domain you

are working in.

• IDP Cluster Monitor—Displays status information about IDP clusters in your network.

If you implement IDP clusters for the purpose of deploying clusters in your Juniper

Networks security system, youcanuse the IDPClusterMonitor to viewand troubleshoot

the status of IDP sensors in clusters within the domain you are working in.

MonitoringManaged Devices

Use theDeviceMonitor togetanat-a-glanceviewof thecurrent statusofall themanaged

devices and IDP sensors in your network.

If you have configuredmultiple subdomains, you can viewall yourmanageddevices from

the global domain.

Viewing Device Status

Table51 onpage 707 lists anddescribesdevice information that youcanview through the

Device Monitor:
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Table 51: Device Status Information

DescriptionColumn

Unique name assigned to the device in NSM.Name

Domain in NSM in which the device is managed.Domain

Model number of the device.Platform

Operating system firmware version running on the device.OS Version

Current configuration status of the device in NSM:

• None. No state has been set (does not show in Device Monitor).

• Modeled. The device exists in NSM, but a connection to the device has
not yet been established.

• RMA.Equivalent tobringing thedevice into theModeledstate.RMA results
from an administrator selection in the User Interface when a device goes
down.

• Waiting for 1st connect. NSM is waiting for the device to connect. You
must enter a command on the device to make it connect to NSM.

• ImportNeeded.Youmust import theconfigurationof thedevice intoNSM.
When you add a device for the first time, verify that your status indicates
“Import Needed” before you attempt to import the device. During
migration, this state indicates that import of the security device
configuration is still required.

• OS Version Adjustment Needed. The firmware version detected running
on the device is different thanwhatwas previously detected in NSM. This
could happen in the event that the automatic adjustment option was
cleared during a change device firmware directive or an Update Device
directive was issued to an IDP device with a firmware version mismatch.

• PlatformMismatch. The device platform selected when adding the DMI
device in NSM does not match the device itself. A device in this state
cannot connect to NSM.

• Device Firmware Mismatch. The OS version selected when adding a DMI
device does not match the OS version running on the device itself.

• Device Type Mismatch. The type of device specified when adding the
device in NSM does not match the device itself. The device typemight
indicate whether the device is part of a vsys device, part of a cluster, or
part of a virtual chassis. A device in this state cannot connect to NSM.

• Detected duplicate serial number. The device has the same sequence
numberasanothermanageddevice.Adevice in this state cannot connect
to NSM.

• Update Needed. An update to this device is required.

• Managed. The device is currently being managed by NSM.

Fordevices runningScreenOS5.0and later, theDeviceMonitor candisplay
the following additional configuration states:

• Managed, In Sync. The physical device configuration is synced with the
modeled configuration in NSM.

Config Status
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Table 51: Device Status Information (continued)

DescriptionColumn

• Managed, Device Changed. The physical device configuration is
out-of-syncwith themodeled configuration inNSM. Changesweremade
to the physical device configuration (the configuration on the physical
device is newer than themodeled configuration).

For Junosdeviceswith redundantRoutingEngines, this status can indicate
that a routing engine switchover has occurred.

• Managed,NSMChanged.Themodeleddeviceconfiguration isout-of-sync
with thephysicaldeviceconfiguration.Changesweremadeto themodeled
configuration (the configuration on the NSM is newer than the physical
device configuration).

• Managed,NSMandDeviceChanged.Bothdeviceconfigurations (physical
andmodeled) are out-of-sync each other. Changes were made to the
physical device configuration and to the modeled configuration.

• Managed, Sync Pending. Completion of the Update Device directive is
suspended andwaiting for the device to reconnect. This state occurs only
forScreenOSdevices thathave theUpdateWhenDeviceConnectsoption
selected during the device update.

Config Status
(continued)

Connection status of the device in NSM:

• Up. Device is currently connected to NSM.

• Down. Device is not currently connected to NSM, but has connected in
the past.

• Never Connected. Device has never connected to NSM.

The Device Server checks the connection status of each device every 120
seconds by default. You can change this behavior by editing the value for
the devDaemon.deviceHeartbeatTimeout parameter in the Device Server
configuration file. Refer to the Network and Security Manager Installation
Guide for more information on editing configuration files.

NOTE: If the network connection goes down for a period longer than six
to eight minutes, the device connection will permanently time out. If this
occurs, and the device goes down for any reason, the device still appears
as Up in the Device Monitor.

Connection
Status

Displays the current alarm status for each device in NSM:

• If devicehasanyalarms, themost severealarmseverity isdisplayed(either
Major or Minor).

• None—The device has no alarms.

• Unknown—The device status is unknown. For example, the device might
not be connected.

• N/A—The device's alarm is not pollable or discoverable, for example, this
column shows "N/A" for ScreenOS and IDP devices.

• Alarm is colored:

• Red for Major.

• Orange for Minor.

• Green for Ignore, None, Unknown, or N/A.

Alarm
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Table 51: Device Status Information (continued)

DescriptionColumn

Displays the inventory status for hardware on the device:

• In Sync: The inventory information in the NSM database is synchronized
with the information on the device.

• Out Of Sync: The inventory information in the NSM database is not
synchronized with the information on the device.

• N/A: The connected device is a ScreenOS or IDP device, or the device is
not connected and imported.

H/W Inventory
Status

Displays the inventory status for software on the device:

• In Sync: The inventory information in the NSM database is synchronized
with the software on the device.

• Out Of Sync: The inventory information in the NSM database is not
synchronized with the software on the device.

• N/A: The connected device is a ScreenOS or IDP device, or the device is
not connected and imported.

S/W Inventory
Status

Displays the inventory status for software on the device:

• In Sync: The inventory information in the NSM database is synchronized
with the licenses on the device.

• Out Of Sync: The inventory information in the NSM database is not
synchronized with the licenses on the device.

• N/A: The connected device is a ScreenOS or IDP device, or the device is
not connected and imported.

License Inventory
Status

The first time the device connected to the NSM Device Server.First Connect

The last time the device connected to the NSM Device Server.Latest Connect

The last time the device disconnected from the NSM Device Server.LatestDisconnect

Device Polling Intervals

NSM retrieves device statistics from the physical device. The device polling interval

determines the number of seconds the Device Server waits before polling for new

statistics.

To configure or view the device polling intervals, double-click the Server Manager >
Servers node, then select the Device Server and click the Edit icon. The Device Server
dialog box is displayed. Use the Device Polling tab to edit the intervals to meet your
monitoring requirements:
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Table 52: Device Polling Intervals

Save
Interval (in
seconds)

Poll Interval
(inseconds)DescriptionStatistic

300300Details traffic, interface, zone, and
system-related statistics on a specific device.
Information appears in the Device Monitor.

Device

300300Details VPN tunnels between your managed
devices, includingVPNtunnel status (Up,Down,
Not Monitored), VPN name, VPN Type, VPN
source, VPN destination, security parameter
index (SPI), IP address, and protocol.
Information appears in the VPNMonitor.

VPN

300300Details high availability events and statistics,
including VSD group ID, number of units in the
cluster, state change counter, init counter,
number of Master devices, number of Backup
devices, andheartbeat information. Information
appears in the NSRPMonitor.

NSRP

300300Details the interface number, IP address, and
zone to which the interface is mapped.
Information appears in the Device Monitor, in
the Device Summary.

Interface

Viewing DeviceMonitor Alarm Status

Alarms refreshautomatically throughperiodicpolling. To view theAlarmstatusand time:

1. From DeviceMonitor, right-click on the device row entry and select the View Alarm
option.

The device Alarm Status dialog box displays the alarm list and polling time for the

device.

2. To retrieve the current alarm status in the device, click the Refresh button.

The poll time is derived from the device server time.

Setting the Polling Interval For Device Alarm Status

The default polling interval is 900 seconds (15 minutes). To configure polling intervals

for Alarm Status:

1. From DeviceManager>Devices, double-click on the device to open it.

The Info tab dialog box is displayed.

2. Select the Device Admin page to set the polling interval for the device.
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Theminimum polling interval is 60 seconds. Themaximum interval is 2,147,483,647

seconds. You cannot disable polling.

Viewing Additional Device Detail and Statistics

If a device is running, you can view additional status, using Device Detail Status and view

traffic-related statistics and other information, using View Statistics.

NOTE: If a security device has never connected, theDeviceDetail Status and
Statistics views for the device are not available.

Viewing Device Details

Double-click on any device to view additional details on the device related to resource

usage. You can also right-click on the device and select View Details.

NOTE: The information in the Details window appears slightly different for
firewall/VPN devices and IDP sensors. Details for IDP sensors include an
additional tab showing process status.

Table 53 on page 711 lists and describes the information that you can view for a security

device through the Device Detail Status:

Table 53: Device Detail Status Items

DescriptionItem

ScreenOS firmware version running on the device.OS Version

Current operationmode of the device. Network Address Translation (NAT),
Transparent, or Route.

Mode

Most recent date and time that the security devicewas powered off and on.
You can use this information to determine how long the security devicewas
down.

Latest Reboot

The percent of the CPU being used at the moment of the status snapshot.CPU Utilization

The percent CPU utilization average on the security device for the last
minunte.

One Min. Load

The percent CPU utilization average on the security device for the last 5
minutes.

5 Min. Load

The percent CPU utilization average on the security device for the last 15
minutes.

15 Min. Load

The original amount of memory allocated to the security device.Mem Allocated
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Table 53: Device Detail Status Items (continued)

DescriptionItem

Theamountofallocatedmemory that remainsunusedby thesecuritydevice.Mem Left

The amount of fragmentedmemory.Mem Fragmented

The number of active sessions on the security device.Active Sessions

The number of sessions originally allocated to the security device.Allocated
Sessions

Themaximum number of sessions on the security device.Max Sessions

The number of sessions that have failed on the security device.Failed Sessions

Viewing Device Statistics

If a security device is running, you can access the Statistics view to see traffic, interface,

zone, andother system-related informationon thedevice. Toviewstatisticsonaparticular

security device, right-click the security device in either the DeviceMonitor or the Device
Manager and select View Statistics. The Device Statistics Summary appears in a new
window.

NOTE: The information in the Device Statistics window appears slightly
different for firewall/VPN devices and IDP sensors.

Device Statistics Summary

The Device Statistics Summary displays the following details:

• Details describing the security device or virtual system, such as serial number and IP

address, type, and firmware version.

• Interface information

• Device status

• Time-related statistics such as last connect or reboot

Table 54 on page 712 details all the information you can view from the Device Statistics

Summary.

Table 54: Device Statistics Summary

DisplaysItem

Device: Displays the name, serial number, and IP address of the
security device.

Vsys: Displays the serial number of the security device.

Device
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Table 54: Device Statistics Summary (continued)

DisplaysItem

The name of the virtual system (if applicable)Vsys

The security device’s build, model, and operation mode (this is not
displayed in the Vsys view).

Version

The IPAddress of theDeviceServer (this is not displayed in theVsys
view).

DC IP

The employed interfaces. For example: Trust, Untrust, and Self.Interface Information

The virtual systems associated with this security device (this is not
displayed in the Vsys view).

Vsys Information

The last time the security device connected to the Data Collector
(this is not displayed in the Vsys view).

Last KnownConnect Time

Whether the security device is currently up or down (this is not
displayed in the Vsys view)

Device Status

The last time the systemwas restarted (this is not displayed in the
Vsys view).

Last Reboot Time

If the security device is down, the entry lists the last time it was up.
Used to determine how long a security devicewas down (this is not
displayed in the Vsys view).

Last Known Uptime

The hour the security device is set fromGreenwichMeanTime (this
is not displayed in the Vsys view).

GMT Time Offset (Hours)

Whether you have enabled the security device to adjust time for
daylight savings.

DayLight-Saving

Additional Device Specific Views

From the Device Statistics Summary, you can access additional information enabling

you to viewandmonitor key traffic, interface, zone, andother system-related information

on a specific security device.

Table 55 on page 714 describes each device-specific view.
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Table 55: Device-Specific Views

PurposeViewView Type

View traffic on the security device distributed by policy.
Enables you to view a chart of the traffic distribution by
policy.

Policy DistributionTraffic

View traffic on the security device distributed by
protocol. Enables you to view a chart of the traffic
distribution by protocol.

Protocol
Distribution

View the up/down status and active statistics of VPNs
on the security device (if applicable). Also enables you
to view a chart of the VPN distribution by VPN tunnel.

VPN Distribution

View security device traffic over specific interfaces.
Enables you to viewa chart of the utilization distributed
by interface.

Ethernet StatisticsInterface

View security device traffic on flow counters over
specific interfaces. Enables you to view a chart of flow
statistics distributed by interface.

Flow Statistics

View all of the attacks that have occurred on a security
device over specific interfaces. Enables you to view a
chart of attacks distributed by interface.

Attack Statistics

Viewsecuritydevice traffic fromspecific zones. Enables
you to view a chart of the traffic distributed by zone.

Ethernet StatisticsZone

View security device traffic on flow related statistics for
specific interfaces. Enables you to view a chart of flow
statistics distributed by zone.

Flow Statistics

View all counters related to attacks that have occurred
on a security device from specific zones. Enables you to
view a chart of the attacks distributed by zone.

Attack Statistics

View CPU utilization andmemory allocation statistics
on the security device. Enables you to view CPU,
Memory, and Session Utilization trends.

Resource StatisticsSystem

Viewadministratoranduseractivities; activeVPNs; and
authenticated users on a security device. Also enables
you to view a snapshot of the ongoing active sessions
on the security device.

Active Statistics

View NSRP statistics related to clusters created on the
security device (if applicable).

NSRP StatisticsHA

Viewing Device Traffic Distribution

Youcanviewstatisticsdescribinghowthe trafficonaspecific securitydevice isdistributed,

by policy, protocol, or VPNs (if applicable). You can use this information to help you
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identify those policies, protocols, and VPN tunnels that are most and least frequently

used on a security device.

Viewing Traffic Distribution by Security Policy

Click Policy Distribution to view security device traffic that matches the access policies

configured for a security device. A bar graph appears (under the Chart tab) depicting the

distribution of data by policy. The graph displays a percentage of the absolute number

of bytes for the top 10 policies by default.

Table 56 on page 715 describes all of the information that is available from the Policy

Distribution view.

Table 56: Policy Distribution Items

DescriptionItem

The unique identifier of the policy.Policy ID

The IP address of the host generating the session.Source IP

The IP address mask for the host or network generating the session.Source IP Mask

The IP address of the host receiving the session.Destination IP

The IP address mask for the host or network receiving the session.Destination IP Mask

Zone of the host generating the session.Source Zone

Zone of the host receiving the session.Destination Zone

Name of the virtual private network.VPN Name

The application or service associated with the policy. Examples include
Mail, FTP, SNMP, AOL, Telnet, and LDAP.

Service

The activity to be performed, such as Permit, Deny, or Tunnel.Action

The total number of data connections.Total Connections

The relative percentage of connections.Connection Rel%

The total numerical difference between the current connection value
and the previous connection value.

Delta Connection

The total number of data bytes.Total Bytes

The relative percentage of bytes.Bytes Rel%

The total numerical difference between the current bytes value and the
previous bytes value.

Delta Bytes

The total number of data packets.Total Packets
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Table 56: Policy Distribution Items (continued)

DescriptionItem

The relative percentage of packets.Packets Rel%

The total numerical difference between the current bytes value and the
previous packets value.

Delta Packets

The name of the policy.Policy Name

Adjusting Data Depicted Graphically

You can adjust all elements depicted in the graph, including the policies, data values

(suchasabsoluteor delta), and typeof data (bytes in or out, packets in or out, utilization).

To adjust policies depicted graphically:

1. Right-click within the chart and select Configure Policies. A dialog box appears.

2. Clear the Default check box.

3. Click to select the policies that youwish to viewon the graph from the list of Available

Policies. Click Add to add the policies that you want to the list of Selected Policies.
To remove a policy from the list of Selected Policies, click to select the policy and

click Remove.

4. ClickOK.

To adjust data and data types depicted graphically:

1. Right-click the Chart view.

2. From the Data option, select either Delta or Absolute.

3. From the Data Type option, select either Connections, Bytes, or Packets.

4. ClickOK.

Viewing Traffic Distribution by Protocol

Click the Protocol Distribution node to view the distribution of traffic according to the

protocols flowing through the device. Protocols are predefined services (such as HTTP,

SNMP, or Telnet) that are enabled for each security device. You can view up to ten

protocols. A bar graph displays a percentage of the absolute number of bytes for the top

10 protocols by default.

Table 57 on page 716 describes all the information that is available from the Protocol

Distribution view:

Table 57: Protocol Distribution Items

DescriptionItem

The name of the predefined service (HTTP, SNMP, or Telnet) operating on
the selected interface.

Protocol
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Table 57: Protocol Distribution Items (continued)

DescriptionItem

The type of interface through which the protocol is flowing.Interface

The number of incoming bytes for the protocol through the security device.Bytes In

Relative percentage of all incoming bytes.Bytes In Rel%

The total numerical difference between the current bytes in value and the
previous bytes in value.

Delta Bytes In

The number of outgoing bytes for the protocol through the security device.Bytes Out

Relative percentage of all outgoing bytes.Bytes Out Rel%

The total numerical difference between the current bytes out value and the
previous bytes out value.

Delta Bytes Out

Thenumberof incomingpacketshandledby theprotocol through the security
device.

Packets In

Relative percentage of all incoming packets.Packets In Rel%

The total numerical difference between the current packets in value and the
previous packets in value.

Delta Packets In

Thenumberofoutgoingpacketshandledby theprotocol through thesecurity
device.

Packets Out

Relative percentage of all outgoing packets.Packets Out
Rel%

The total numerical difference between the current packets out value and
the previous packets out value.

Delta Packets
Out

The total number of the utilization of the current security device.Util. (Absolute)

The total numerical difference between the current utilization value and the
previous utilization value.

Util. (Delta)

The name of the zone associated with the protocol.Zone

Adjusting Data Depicted Graphically

You can adjust the interfaces (such as Trust, Untrust, Management, NSRP, and Self) and

data depicted graphically in the sameway that you adjust the Policy Distribution graphs.

You can also adjust the data types in the Protocol Distribution graph by Bytes In, Bytes

Out, Packets In, Packets Out, or Utilization, and by Interface.
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Viewing Traffic Distribution by VPN (if applicable)

If youuseyour securitydevices to implementVPNs, youcanviewhowtraffic is distributed

across eachVPN tunnel on the security device. A bar graph (under theChart tab) depicts

the distribution of data traveling to and from each VPN tunnel. The graph uses a

percentage of the absolute number of bytes traveling in to the top 10 VPN tunnels by

default.

You canadjust all elements depicted in the graph, including theVPN tunnels, data values

(absolute or delta), and type of data (bytes in or out, packets in or out, utilization).

Adjusting VPN Tunnels Depicted Graphically

1. Right-click the Chart view and select Configure VPNs.

2. Clear the Default check box.

3. Click to select the VPN tunnel that you wish to view on the graph from the list of

Available VPN tunnels. Click Add to add the VPN tunnel to the list of Selected VPN
tunnels. To remove a VPN tunnel from the list of Selected VPN tunnels, click to select

the VPN tunnel and click Remove.

4. ClickOK.

Adjusting Data Depicted Graphically

1. Right-click the Chart view and select Data, and either Delta or Absolute.

2. Right-click the Chart view and select Data Type, and either Bytes In, Bytes Out,
Packets InPacketsOut,Utilization,LastSessionDuration,AvgLatency,Availability.

3. ClickOK.

Viewing VPN-Specific Information

Click the VPNMonitor Table tab to view specific information about your VPN. From the

VPNMonitor Table, you can view the following details about a specific VPN:

• Key details describing the VPN (such as name, Policy ID, group and user associations,

VPN type).

• Security Association (SA) information.

• Traffic over the tunnel (such as bytes in/out, packets in/out, utilization).

Table58onpage718describesall the information that is available fromtheVPNMonitor:

Table 58: VPNMonitor Table

DescriptionItem

The name of the VPN.Name

Type of tunnel: Site-to-site or dial-up.VPN Type

TheSecurityAssociation (SA) identification for theVPNatbothends
of the tunnel.

SA Id
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Table 58: VPNMonitor Table (continued)

DescriptionItem

A unique identifier specified when the policy was configured.Policy Id--In/Out

The status of the VPN tunnel (up or down).Status

Whether or not the current SA has been established.SA Status

Time that the SA status last changed.Time-SA Status Change

Duration of last SA session.Last SA Session Duration

Group associated with the VPN.Group

User associated with the VPN.User

Distinguished Name (DN) of the VPN.DN Name

A rolling average of latency, presented in milliseconds.Avg. Latency

Percentage of the time a tunnel is up over the last thirty samples.Availability

The number of incoming bytes handled by the protocol through the
security device.

Bytes In

Total numerical difference between the current bytes in value and
the previous bytes in value.

Delta Bytes In

The number of outgoing bytes handled by the protocol through the
security device.

Bytes Out

Total numerical difference between the current bytes out value and
the previous bytes out value.

Delta Bytes Out

The number of incoming packets handled by the protocol through
the security device.

Packets In

Total numerical difference between the current packets in value and
the previous packets in value.

Delta Packets In

The number of outgoing packets handled by the protocol through
the security device.

Packets Out

Total numerical difference between the current packets out value
and the previous packets out value.

Delta Packets Out

Total number of the utilization of the current security device.Util. (Absolute)

Total numerical difference between the current utilization value and
the previous utilization value.

Util. (Delta)
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Viewing Active VPN Information

Click theActiveVPN tab to viewspecific informationabout activeVPNs. FromtheActive
VPN tab, you can view the following details:

• Key details describing the VPN (such as name, Policy IP, local and peer gateway IDs

and IP addresses).

• Security established on the active VPN.

• Time-related statistics (such as lifetime, latency).

Table 59 on page 720 lists the information that is available from the active VPN.

Table 59: Active VPN Table

DescriptionItem

Name of the active VPN.Name

Type of tunnel: Site-to-site or dial-up.VPN Type

A unique identifier specified when the policy was configured.Policy Id--In/Out

Tunnel status for the active VPN is UP or Down.Status

Rolling average latency (in milliseconds).Ave Latency

Latency for the last ping response.Last Latency

Percentage of time a tunnel is available over the last 30 samples.Availability

Local gateway ID for the active VPN.Local GW Id

Peer gateway ID for the active VPN.Peer GW Id

Local gateway IP address for the active VPN.Local GW IP

Peer gateway IP address for the active VPN.Peer GW IP

Local IP address for the security device associated to the active VPN.Local Address

Peer IP address for the security device connected to the active VPN.Peer Address

Monitoring capability status for the VPN: ON or OFF.Monitor

IPSec (IP security)protocol for theactiveVPN;AH(AuthenticationHeader)
or ESP (Encapsulating Security Payload).

IPSec

SPI (Security Parameter Index) key into the active VPN. A value that
identifies a security association (SA).

SPI In
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Table 59: Active VPN Table (continued)

DescriptionItem

SPI (Security Parameter Index) key out of the active VPN. A value that
identifies an SA.

SPI Out

Algorithmusedwhenauser encrypts communicationbetween the security
device and the server. Listed as either SDI or DES.

Encryption

Second algorithm used for user encrypted communication between the
security device and server.

Authentication

Type of key associated with the VPN: Auto IKE (Internet Key Exchange) or
manual key.

Key

Time listed in seconds before re-keying.Lifetime P1

Time reported in remaining bytes before re-keying. Independent from
Lifetime P1.

Lifetime P2

Predefined duration of the tunnel (in bytes).Life Size

P1 (phase 1) status for tunnel negotiation: enabled or disabled.P1 Status

P2 (phase 2) status for tunnel negotiation: enabled or disabled.P2 Status

Associated with Auto IKE. This column displays the P1 (phase 1)
authentication for the active VPN.

P1 Auth

Viewing Interface Statistics

You can view traffic information as it is processed by a device on a specific interface:

• Viewing Ethernet Statistics on page 721

• Viewing Flow Statistics on page 723

• Viewing Attack Statistics on page 724

Viewing Ethernet Statistics

Click the Ethernet Statistics node to view traffic information as it is processed by a

specific physical interface on a security device. Depending upon the specific security

device, the following interfaces apply:

• Trust and Untrust interfaces available on all security devices.

• DMZ interface available onNetScreen-25, NetScreen-50andNetScreen-500devices;

the NetScreen-5XP device has no DMZ interface.

• HA interface andmanagement interface available on NetScreen-500 devices.

Ethernet Statistics apply only to security devices, and not to virtual systems.
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Agraph displays security device percentage utilization traffic on the interface. Right-click

within the chart to select adesired interface (suchasEthernet orHA). Theactive interface

is listed below the graph. The graph also provides the total errors. You can view up to 12

samples in the chart. Table 60 on page 722 describes the information available from the

Ethernet Statistics view:

Table 60: Ethernet Statistics View Data

DescriptionItem

The data for each interface.Interface

The number of bytes of incoming traffic processed through the security
device over the selected interface.

Bytes In

The total numerical difference between the current bytes in value and the
previous bytes in value.

Delta Bytes In

Thenumberofoutgoingbyteshandledby the interface through thesecurity
device.

Bytes Out

The total numerical difference between the current bytes out value and
the previous bytes out value.

Delta Bytes Out

The number of incoming packets handled by the interface through the
security device.

Packets In

The total numerical difference between the current packets in value and
the previous packets in value.

Delta Packets In

The number of outgoing packets handled by the interface through the
security device.

Packets Out

The total numerical difference between the current packets out value and
the previous packets out value.

Delta Packets Out

The number of broadcast-type packets processed through the security
device over the selected interface.

Broadcast

The number of packets generating a cyclic redundancy code error
processed through the security device over the selected interface.

CRC Errors

The number of Frame Checksum (FCS) errors.Alignment Errors

The number of frames that are not of the correct length.ShortFrame

Thenumber of times that twopackets collide, resulting in damage toboth.
This indicates that the network is overloaded.

RXCollision

This is useful in calculating the speed of the interface.Speed (Mbps)

Whether the security device is currently Up or Down.Status
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Table 60: Ethernet Statistics View Data (continued)

DescriptionItem

Whether the security device is in half or full duplex mode.Direction

The name of the zone associated with the interface.Zone

Viewing Flow Statistics

Click theFlowStatisticsnode toviewdata for various flowcountersonaspecific security
device or virtual interface. For each security device, the data and statistics are separated

by all available interfaces.

To change the interface setting, right-click in the chart and select the interface that you

want. Table 61 on page 723 describes all the information that is available from the Flow

Statistics view:

Table 61: Flow Statistics View Data

DescriptionItem

The name of the virtual interface.Interface

The number of bytes of incoming traffic processed through the security
device over the selected interface.

Bytes In

The number of bytes of outgoing traffic processed through the security
device over the selected interface.

Bytes Out

The number of incoming packets processed through the security device
over the selected interface.

Packets In

The number of outgoing packets processed through the security device
over the selected interface.

Packets Out

ThenumberofVLANpackets received through the security device; applies
to virtual systems.

VLAN In

The number of VLAN packets sent through the security device; applies to
virtual systems.

VLAN Out

The number of connections that occurred for a given interface.Connections

The number of incoming packets dropped by a given interface.Packets Dropped

The number of incoming packets denied on the virtual interface by the
policy.

Packets Denied

The number of packets dropped because of an authentication failure.Authentication
Failed
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Table 61: Flow Statistics View Data (continued)

DescriptionItem

The number of packets dropped because of URL blocking.URL Blocking
Dropped

The number of IPSec packets dropped.IPSec Dropped

The name of the zone associated with the interface.Zone

Viewing Attack Statistics

Click the Attack Statistics node to view distribution of the attacks that have occurred

on a specific security device. The report separates the data and statistics for all available

interfaces. Table62onpage 724describes eachof the attack counters available from the

Attack Statistics view:

Table 62: Attack Counters

DescriptionItem

Name of the interface.Interface

SYNpacketsoverwhelmanetworkby initiatingsomanyconnectionattempts
or information requests that the network can no longer process legitimate
connection requests, resulting in a Denial of Service.

SYN Attack

When the first and second parts of a fragmented packet overlap, the server
attempting to reassemble the packet can crash. If the security device sees
this discrepancy in a fragmented packet, it drops the packet.

Tear Drop

This option applies in an IP header and allows an attacker to enter a network
witha false IPaddressandhavedata sentback to theattacker’s real address.

Source Route

Intentionally oversized or irregular ICMP packets can trigger a Denial of
Service condition, freezing, or other adverse system reactions. You can
configure a security device to detect and reject oversized or irregular packet
sizes.

Ping of Death

You can enable a security device to guard against spoofing attacks by
checking its own route table. If the IP address is not in the route table, traffic
through the security device is not allowed.

Address Spoofing

Combining a SYN attack with IP spoofing, a Land attack occurs when an
attacker sends spoofed SYNpackets containing the IP address of the victim
as both the destination and source IP address. This creates an empty
connection. Floodingasystemwith suchemptyconnectionscanoverwhelm
the system, causingaDenial ofService. Security devicesautomatically block
any attempt of this nature and records such attempts as a Land attack.

Land Attack

ICMP pings can overload a systemwith somany echo requests that the
system expends all its resources responding until it can no longer process
valid network traffic. If you set a threshold to invoke ICMP flood attack
protection when exceeded, ICMP flood attacks are recorded as statistics.

ICMP Flood
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Table 62: Attack Counters (continued)

DescriptionItem

Similar to the ICMP flood, UDP flooding occurs when UDP packets are sent
with the purpose of slowing down the system to the point that it can no
longer handle valid connections. After enabling the UDP flood protection
feature, you can set a threshold that once exceeded invokes the UDP flood
attack protection feature. (The default threshold value is 1000 packets per
second.) If the threshold is exceeded, the security device ignores furtherUDP
packets for the remainder of that second.

UDP Flood

WinNuke cancauseany computer on the Internet runningWindows to crash.
WinNuke introduces a NetBIOS anomaly that forcesWindows to restart.
Security devices can scan any incoming Microsoft NetBIOS Session Service
packets, modify them, and record the event as aWinNuke attack.

WinNuke

Port scan attacks occur when packets are sent with different port numbers
with the purpose of scanning the available services in hopes that one port
will respond. The security device internally logs thenumber of different ports
scanned from one remote source. If a remote host scans 10 ports in 0.3
seconds, the device flags this as a port scan attack, and rejects further
packets from the remote source.

Port Scan

Also called an address sweep attack, an IP sweep is similar to a port scan
attack. It occurs when an attacker sends ICMP echo requests (or pings) to
different destination addresses hoping that one will reply, thus uncovering
an address to a target. If a remote host pings 10 addresses in 0.3 seconds,
the security device flags this as an address sweep attack and drops the
connection.

IP Sweep

Malicious Java or ActiveX components can be hidden inWeb pages. When
downloaded, theseapplets install aTrojanhorseonyour computer. Similarly,
Trojan horses can be hidden in compressed files such as .zip, .gzip, .tar, and
executable (.exe) files.

Block Java/ActX

A SYN fragment attack floods the target host with SYN packet fragments.
The host catches the fragments, waiting for the remaining packets to arrive
so it can reassemble them.Whenaserver or host is floodedwith connections
that cannot be completed, the host's memory buffer eventually fills. No
further connectionsarepossible, anddamage to thehost's operating system
can occur. The security device drops ICMP packets when the protocol field
indicates ICMP packets, and the fragment flag is set to 1 or an offset is
indicated.

SYN Frag

TCP packet that does not have any bits set in the flags.TCP no Flag

The security device drops packets where the protocol field is set to 101 or
greater. These protocol types are reserved and undefined at this time.

Unknown Prot

Triggeredwhen the list of IP options in the IP datagramheader is incomplete
or malformed.

Bad IP Opt

The security device blocks packets where the IP option is 7 (Record Route).
This option is used to record the route of a packet. A recorded route is
composed of a series of Internet addresses, which an outsider can analyze
to learn details about your network's addressing scheme and topology.

IP Rec Route
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Table 62: Attack Counters (continued)

DescriptionItem

The security device blocks packets where the IP option list includes option
4 (Internet Timestamp).

IP Timestamp

This option provides a way for hosts to send security, compartmentation,
TCC (closed user group) parameters, and Handling Restriction Codes
compatible with DOD requirements.

IP Security

The security device blocks packets where the IP option is 3 (Loose Source
Routing). This option provides ameans for the source of a packet to supply
routing information to be used by the gateways in forwarding the packet to
the destination. This option is a loose source route because the gateway or
host IP is allowed to use any route of any number of other intermediate
gateways to reach the next address in the route.

IP Loose Src

The security device blocks packets where the IP option is 9 (Strict Source
Routing). This option provides ameans for the source of a packet to supply
routing information to be used by the gateways in forwarding the packet to
the destination. This option is a strict source route because the gateway or
host IP must send the datagram directly to the next address in the source
route, and only through the directly connected network indicated in the next
address to reach the next gateway or host specified in the route.

IP Strict Src

The security device blocks packetswhere the IP option is 8 (Stream ID). This
option provides a way for the 16-bit SATNET stream identifier to be carried
through networks that do not support the stream concept.

IP Stream

When the protocol field indicates ICMPpackets, and the fragment flag is set
to 1 or an offset is indicated.

ICMP Frag

An ICMP packet with a length greater than 1024.Large ICMP

Both theSYNandFIN flagsarenotnormally set in the samepacket.However,
an attacker can send a packetwith both flags set to seewhat kind of system
reply is returned and thereby determine what kind of system is on the
receiving end. The attacker can then use any known system vulnerabilities
for furtherattacks. Enable thisoption tohave thesecuritydevicedroppackets
that have both the SYN and FIN bits set in the flags field.

SYN n FIN

TCP packet with a FIN set but no ACK set in the flags field.FIN no ACK

When you enable Malicious URL Detection, the security device monitors
each HTTP packet and detects any URL that matches any of several
user-defined patterns. The security device automatically drops any such
packet.

Mal URL

Security devices can limit the number of sessions that can be established
by a single IP address. For example, session resources on aWeb server can
be exhausted if there are many requests from the same client. This option
defines the maximum number of sessions the security device can establish
per second for a single IP address. (The default threshold is 128 sessions per
second per IP address.)

Limit Session
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Table 62: Attack Counters (continued)

DescriptionItem

As packets traverse different networks, it is sometimes necessary to break
apacket intosmallerpieces(fragments)baseduponthenetwork'smaximum
transmission unit (MTU). IP fragments may carry an attacker's attempt to
exploit the vulnerabilities in the packet reassembly code of specific IP stack
implementations.When the target systemreceives thesepackets, the results
range fromnotprocessing thepackets correctly tocrashing theentire system.
Whenyouenable the security device todeny IP fragmentsonasecurity zone,
the security deviceblocksall IPpacket fragments that it receivesat interfaces
bound to that zone.

Block Frag

The name of the zone associated with the attack.Zone

Viewing Zone Statistics

You can view traffic information as it is processedby a security device over specific zones.

You can view Ethernet statistics, flow statistics, and attack statistics.

Viewing System Statistics

You can also view system-related information for a security device.

Viewing Resource Statistics

Click the Resource Statistics node to view the resources for a security device.

Table 63 on page 727 describes all the information that is available from the Resource

Statistics view:

Table 63: Resource Statistics Items

DescriptionItem

The average CPU usage of the security device.Avg. CPU Utilization

The current memory allocation to the security device.Memory Allocated

The remaining usable memory.Memory Left

The percentage of blocks that are fragmented.No. of Fragment Blocks

The number of currently active sessions.Active Sessions

The number of allocated sessions.Allocated Sessions

Themaximum sessions allowed.Max. Sessions Allowed

The number of sessions that failed to allocate (after maximum
reached).

Failed Sessions
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Viewing Active Statistics

Click the Active Statistics node to view administrator and user activities for a security

device. TheAdministrators tab displays information about the administrators, including
when, where, and how they logged in to the system. Table 64 on page 728 describes all

the information that is available from the Administrators view:

Table 64: Administrators View

DescriptionItem

The administrator’s login ID.Administrator ID

The administrator’s IP address.IP Address

The type of service, for example, Console, Web, or Telnet.Service Used

The time that the administrator logged in.Time

Table 65 on page 728 describes all information that is available from the Authenticated

Users view:

Table 65: Authenticated Users View

DescriptionItem

User login ID.User ID

Source IP address.Source IP Address

Time that the user logged in.Time

You can also access VPN information from the Active VPN view, and Active Session

information from the Active Sessions view.

Viewing Active Sessions

You can view a snapshot of ongoing active sessions on the security device. You can view

active sessions from the Active Statistics view.

When you click theActiveSessions tab, a short viewof the active sessions displays basic

information (such as source IP, destination IP, translated IP (if applicable), source port,

destination port, translated port (if applicable), policy ID, time the session starts, and

protocol type) about the active sessions on the security device by default. You can also

viewextended informationabout thesession, suchassession ID, ICMPtype(if applicable),

total incoming bytes, total outgoing bytes, total packets count, and how long the session

has been active.

Table 66 on page 729 describes all of the information that is available from the Active

Sessions view:
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Table 66: Active Sessions Items

DescriptionItem

A unique identifier specified with the active session.Session ID

IP address of the sending node of the connection.Source IP

Port number of the sending node of the connection.Source Port

IP address of the receiving node of the connection.Destination IP

Port number of the receiving node of the connection.Destination Port

Translated IP address.Translated IP

Translated port number.Translated Port

Length in seconds of the connection session.Duration (sec)

A unique identifier specified when the policy was configured. Nonemeans
no namewas specified during policy configuration.

Policy ID

A unique identifier specified when the protocol was configured.Protocol ID

The type of ICMP protocol.ICMP Type

The total number of bytes sent in.Bytes In

The total number of bytes sent out.Bytes Out

The total number of packets sent.Total Packets

The length in seconds of the connection session.Duration

The time that the session started.Start Time

Using the Session Filter

Youcancontrol the information that isprovided in theActiveSessionsviewbyconfiguring

a session filter. You can use the session filter to fetch specific sessions on a security

device thatmatch specific criteria that you set. The session filter defines the overall data

set that you can view from the Active Sessions view. After you configure and apply the

session filter, you can configure additional session display filters to viewmore specific

session information.

Configuring the Session Filter

To configure the session filter:
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1. Use theOptionsmenu, and select Session Filter. The Session Filter dialog box
appears.

2. Click the Long Form check box to display additional information about the Active

Session.

3. Click the Maximum number of sessions to retrieve check box and enter the total

number of sessions you want the Session Filter to retrieve.

4. Specify criteria for the sessions that you would like to view. You can specify an active

session according to the following:

• Source, Destination, and Translated IP (IP Address, Net Mask, and Port Range)

• Session Duration

• Session Start Date and Time

• Policy ID

• Session Type

• Protocol ID

• Policy with Logging

ClickMore to view additional criteria.

Click Reset to Default to reset all criteria back to their default settings.

ClickOKwhen you are done.

Click Refresh to apply the criteria to the active session table view.

Configuring a Session Display Filter

You can apply a session display filter to view only specific active sessions.

1. From theOptionsmenu, select Session Display Filter. The Session Filter dialog box
appears.

2. From the Source tab, you can specify the sessions that you want to view according

to the Source IP Address and Port number, or Port Range.

3. Click in the Destination tab to specify the sessions that you want to view according

to Destination IP Address and Port number, or Port Range.

4. Click in the Translated tab to specify the sessions that you want to view according

to Translated IP Address and Port number, or Port Range.

5. Click in the Protocol tab to specify the sessions that you want to view according to

protocol.

6. Click in theOther tab to specify the sessions that you want to view according to

Session Duration, Session Start Time, or Policy ID.

7. ClickOKwhen you are done.

8. Click Refresh to apply the Session Display criteria to the active session table view.
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Troubleshooting

From the DeviceManager, you can right-click on any security device and select the

Troubleshoot option to issue common CLI commands (such as get, exec, debug) to a

security device using Telnet or a Secure Command Shell to troubleshoot problems. You

can also add, delete, edit or search for custom CLI commands using the Add/Delete

Custom Troubleshoot Commands option under the Toolsmenu in the DeviceManager

window.

To troubleshoot a device:

1. From the DeviceManager, right-click on any device and select Troubleshoot. The

Troubleshoot Devicewindow appears.

2. Select theappropriatecommandfromthe listofPredefinedCommands in theShortcuts

window. The command appears in the Command field.

3. Click on the Execute Command button. The status of the command appears in the

field below. All commands that you execute appear in the Historywindow.

You can use the Add to Shortcut or Remove fromShortcut buttons in the Troubleshoot

Devicewindow to create a list of CLI command shortcuts.

NOTE: Commands fromNSM originate from the UI client to the security
device. If you intend to issue get commands fromNSM, youmust plan and

implement security policy rules in your network accordingly.

Viewing High Availability (HA) Statistics (if applicable)

If you have configured security devices to be highly available, you can viewNSRP-related

statisticson thedevicebyaccessing theHAStatistics view.Table67onpage731describes

all of the information that is available from the HA Statistics view:

Table 67: HA Statistics View

DescriptionItem

The group ID that is associated with the VSD (or RTO).VSD Group ID

The number of units associated with the VSD (or RTO).Number of Units

The number of times a security device changes operational states.State Change Counter

The transient state of a VSD (or RTO) groupmember while it was in
the process of joining the VSD (or RTO) group.

Init Counter

The number of master security devices.Master

The number of primary backup security devices.Primary BackUp

The total number of backup security devices.BackUp
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Table 67: HA Statistics View (continued)

DescriptionItem

An administrator purposefully assigned a security device so that it
cannot participate in selecting a newmaster security device.

Ineligible

A VSD (or RTO) group security device has an internal problem.InOperable

The number of conflicts that occurred on themaster security device.Master Conflict

Thenumberof conflicts thatoccurredon theprimarybackupsecurity
device.

Primary Backup Conflict

The number of transmitted heartbeats on the security devices.Tx Heartbeat

The number of received heartbeats on the security devices.Rx Heartbeat

Monitoring IDP Sensors

Use the Device Monitor to get an at-a-glance view of the current status of all the IDP

sensors in your network.

Viewing IDP Device Status

Table68onpage732 lists anddescribes informationabout IDPsensors that youcanview

through the Device Monitor:

Table 68: Device Status Information

DescriptionColumn

Unique name assigned to the sensor in NSM.Name

Domain in NSM in which the sensor is managed.

NOTE: If you have configuredmultiple subdomains, you can view all your
managed devices from the global domain.

Domain

Model number of the sensor.Platform

IDP firmware version running on the sensor.OS Version

Copyright © 2019, Juniper Networks, Inc.732

Network and Security Manager Administration Guide



Table 68: Device Status Information (continued)

DescriptionColumn

Current configuration status of the sensor in NSM:

• None. No state has been set (does not show in Device Monitor).

• Modeled. The sensor exists in NSM, but a connection to the sensor has
not yet been established.

• RMA.Equivalent tobringing thesensor into theModeledstate.RMAresults
from an administrator selection in the User Interface when a sensor goes
down.

• Waiting for 1st connect. NSM is waiting for the sensor to connect. You
must enter a command on the sensor to make it connect to NSM.

• ImportNeeded.Youmust import theconfigurationof the sensor intoNSM.
When you add a sensor for the first time, verify that your status indicates
“Import Needed” before you attempt to import the sensor. During
migration, this state indicates that import of the sensor configuration is
still required.

• Await Migration. After you havemigrated your data in IDP Manager, the
Config Status on each sensor displays that it is awaiting migration. It
remains in this state until you havemigrated the sensor.

• Update Needed. An update to this sensor is required.

• Managed. The sensor is currently being managed by NSM.

Config Status

Connection status of the sensor in NSM:

• Up. Sensor is currently connected to NSM.

• Down. Sensor is not currently connected to NSM, but has connected in
the past.

• Never Connected. Sensor has never connected to NSM.

The Device Server checks the connection status of each sensor every 120
seconds by default. You can change this behavior by editing the value for
thedevDaemon.deviceHeartbeatTimeoutparameter in theDeviceServer
configuration file. Refer to the Network and Security Manager Installation
Guide for more information on editing configuration files.

Note: If the network connection goes down for a period longer than six to
eight minutes, the sensor connection will permanently time out. If this
occurs, and the device goes down for any reason, the sensor still appears
as Up in the Device Monitor.

Connection
Status

The first time the sensor connected to the NSM Device Server.First Connect

The last time the sensor connected to the NSM Device Server.Latest Connect

The last time the sensor disconnected from the NSM Device Server.LatestDisconnect

Viewing IDP Device Detail and Statistics

If a sensor is running, you can view additional status using Device Details and view

traffic-related statistics and other information using Device Statistics.
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NOTE: If a sensor has never connected, the Device Detail Status and Device
Statistics views for the sensor are not available.

Viewing IDP Device Details

Double-clickonany IDPsensor to viewadditional details on the sensor related to resource

usage. You can also right-click the sensor and select View Details.

NOTE: The information in the Details window appears slightly different for
firewall/VPN devices and IDP sensors. Details for IDP sensors include an
additional tab showing process status.

Table 69 on page 734 lists and describes the information that you can view for an IDP

sensor through the Device Detail Status:

Table 69: IDP Device Detail Status Items

DescriptionItem

IDP firmware version running on the sensor.OS Version

Current operation mode of the device.Mode

Percentage of the time the CPUwas idle.CPU Idle

PercentageofCPUutilization thatoccurredwhile executingat theuser level.CPU User

Percentage of CPU utilization that occurred while executing at the system
level.

CPU Kernel

Percentage of CPU utilization.CPU Usage

Oneminute load average.1 Min. Load

Five minute load average.5 Min. Load

Fifteenminute load average.15 Min. Load

Total amount (in megabytes) of memory.Total Mem

Amount (in megabytes) of usedmemory.Used Mem

Percentage of usedmemory.MemUsage

Total amount (in megabytes) of swap space.Total Swap

Amount (in megabytes) of used swap space.Used Swap
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Table 69: IDP Device Detail Status Items (continued)

DescriptionItem

Percentage of used swap space.Swap Usage

Viewing IDP Process Status

For IDP sensors, use the Process Status tab to view information on various processes

running on the sensor.

Table 70 on page 735 lists and describes the information that you can view for an IDP

sensor through the Process Status:

Table 70: IDP Sensor Process Status Items

DescriptionItem

Name of the process running on the sensor.Process Name

Amount (in megabytes) of memory used.Total MemUsage

Amountofmemory (in kilobytes)aprocesscurrently has inphysicalmemory
(not in swap).

Phys MemUsage

Percentage of CPU used.CPU Usage

Viewing IDP Device Statistics

If a sensor is running, you can also access the Statistics view to access traffic and other

system-related information on the device. To view statistics on a particular sensor,

right-click the sensor in either theDeviceMonitoror theDeviceManagerandselectView
Statistics. The Device Statistics Summary appears in a newwindow.

NOTE: The information in theDevice Statisticswindow appears slightly
different for firewall/VPN devices and IDP sensors.

IDP Device Statistics Summary

The Device Statistics Summary displays the following details:

• Details describing the sensor, for example, firmware version andmode.

• Packet and flow information

Table 71onpage736details additional informationyoucanviewfromtheDeviceStatistics

Summary for IDP sensors.
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Table 71: Device Statistics Summary (for IDP Sensors)

DescriptionItem

IDP firmware version running on the sensor.OS Version

Current operation mode of the device.Mode

Total number of ICMP packets.ICMP Packets

Total number of TCP packets.TCP Packets

Total number of UDP packets.UDP Packets

Total number of other packets.Other Packets

Total number of ICMP flows.ICMP Flows

Total number of TCP flows.TCP Flows

Total number of UDP flows.UDP Flows

Total number of other flows.Other Flows

Monitoring VPNs

Use VPNMonitor to get an at-a-glance status of the up/down status of VPN tunnels as

well as other statistics relevant to your VPN.

NOTE: Youmust enable the VPNMonitor option on the tunnel when
configuring the tunnel for the device.

Viewing the VPN Status Summary

The VPNMonitor lists a summary of all the VPN tunnels that have been implemented in

your system. It includes visual indicators that depict whether an existing VPN tunnel is

Up, Down, or NotMonitored. TheSummary also includes information describing theVPN

name, VPN type, source, destination, security parameter index., IP address, and protocol.

Table 72: VPN Tunnel Summary

DescriptionColumn

Name of the active VPN.VPN

Type of tunnel: Dialup or Site-to-Site.VPN Type
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Table 72: VPN Tunnel Summary (continued)

DescriptionColumn

Source security devicesused in theVPN. For example, a root security
device named NS5000with an IP address of 1.1.1.1 appears as
NS5000(1.1.1.1). For a Vsys 1, “NS5000(1.1.1.1)(1)” appears.

FromHostname(IP)(Vsys)

Domain in NSM inwhich the source security device used in the VPN
is managed.

From Domain

Destination security devices used in the VPN. For example, a root
security device named NS5000with an IP address of 1.1.1.1 appears
as NS5000(1.1.1.1). For a Vsys 1, “NS5000(1.1.1.1)(1)” appears.

To Hostname(IP)(Vsys)

Domain in NSM in which the destination security device used in the
VPN is managed.

To Domain

VPN Status: Up or DownStatus

Security Parameter Index (SPI) key into and out of the active VPN.
This is the encryption method.

SPI (in/out)

Peer gateway IP address for the active VPN.IP (Local-Peer)

Protocol used for the active VPNProtocol

Peer gateway ID for the active VPN.Peer GW ID

Configuring a VPN FIlter

You can configure a VPN filter to control the information that is provided in the VPN

Monitor. You can viewVPN information related to the type, status, or the specific security

device or virtual system associated with the VPN tunnel that you want to view.

To create a VPN filter:

1. Select Report Manager > VPNMonitor

2. From theOptionmenu, select VPN Filter.

The VPN Filter dialog box is displayed.

3. Click the add icon.

The NewVPN Filter dialog box is displayed.

4. In the Type area, select RAS, Site to Site, or Default to view both types of VPN.

5. In the Device/Vsys area, select the type of device or virtual system associated with

the VPN tunnel. Select Include all selected devices.
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TIP: In the Selected Devices/Vsys area, by default, all devices or virtual
systems are included in the filter. To improve system performance, you
can remove devices or virtual systems by selecting them and clicking
Remove. Next, select Exclude all selected devices.

7. ClickOK to save the filter.

The new VPN filter is updated in the Filter Table.

8. Click Apply to activate the selected filter. The filter results are shown in the VPN
Monitor view.

Modifying a VPN FIlter

Tomodify a VPN filter:

1. Select Report Manager > VPNMonitor

2. From theOptionmenu, select VPN Filter.

The VPN Filter dialog box is displayed.

3. Select the edit icon.

The View VPN Filter dialog box is displayed.

4. Change the existing field values and clickOK.

The modified field values are updated in the Filter Table.

Deleting a VPN FIlter

To delete a VPN filter:

1. Select Report Manager > VPNMonitor

2. From theOptionmenu, select VPN Filter.

The VPN Filter dialog box is displayed.

3. From the Filter Table, select the row for the filter that you want to delete.

4. Select the delete icon.

The selected filter is deleted.
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Configuring a VPNDisplay Filter

You can control the information that is provided in the VPNMonitor by configuring a VPN

display filter. From theOptionsmenu, select Display Filter to configure a VPN display
filter. You can view VPN information related to the type, status, or the specific security

device or virtual system associated with the VPN tunnel that you want to view. Click the

Refresh button to apply the Session Display criteria to the active session table view.

Viewing Active VPNDetails

Toview thedetails on theactiveVPN, click to select theVPN. FromtheViewmenu, select

Active VPNDetails (alternatively, you can also right-click the VPN tunnel and select
Active VPNDetails).

Refer to “ViewingActiveVPN Information”onpage720 formore informationon theActive

VPN Details table.

Viewing Device-Specific VPN Information

To view security device-specific information about your VPN, right-click the VPN tunnel

and selectMonitor Data and then select the security device. A Monitor info window
appears where you can access the VPNMonitor table, Active VPN table, and a chart,

which enable you to view the distribution of VPN tunnels on the security device.

Monitoring NSRP Statistics

If you have implemented NetScreen Redundancy Protocol (NSRP) for the purpose of

deploying clusters for redundancy, you can use the NSRPMonitor to get an at-a-glance

status of your Juniper Networks systems that are in clusters. These systems include both

the NetScreen-500 and the NetScreen-1000. To launch the NSRPMonitor, clickNSRP
Monitor.

Viewing NSRP Summary Information

Double-click an NSRP device to view a summary of the top-level information on the

selected cluster. From the NSRP Summary, you can view the following details about a

specific cluster:

• Key details describing the cluster (such as name, number of VSDs, and number of

RTOs)

• Security details

• The total number and type of events

Table 73 on page 739 describes all of the information that is available from the NSRP

summary:

Table 73: NSRP Device Summary

DescriptionItem

Name of this cluster.Cluster
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Table 73: NSRP Device Summary (continued)

DescriptionItem

Domain in NSM in which the NSRP device is managed.Domain

The total number of virtual security devices (VSDs) that are attached
to this cluster.

No of VSD’s

The total number of runtime objects (RTOs) that are attached to this
cluster.

No of RTO’s

Whether encryption has been enabled or disabled.Encryption

Whether authentication has been enabled or disabled.Authentication

The number of gratuitous ARPs.No. of Gratuitous arps

The total number of Critical events that occurred.Critical Events

The total number of Major events that occurred.Major Events

The total number of Minor events that occurred.Minor Events

The total number of Warning events that occurred.Warning Events

The total number of Intermediate events that occurred.Intermediate Events

The total number of Clear events that occurred.Clear Events

Viewing VSD/RTO Information

Double-click the cluster security device icon or click the + icon that corresponds to the
cluster security device icon to view the virtual security devices (VSD)and runtimeobjects

(RTO) that have been attached to this cluster.

Click the VSD or RTO icon to see summary information describing the object.

Table 74 on page 740 describes the information available from the VSD/RTO summary:

Table 74: VSD/RTO Summary

DescriptionItem

The name of the cluster associated with this VSD.Cluster

The name of this VSD (or RTO).VSD(RTO)

The total number of security devices that are associatedwith
this VSD.

No of Devices

The initial hold time state (in seconds) of the VSD.Init Hold Time (sec)
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Table 74: VSD/RTO Summary (continued)

DescriptionItem

The time interval (in milliseconds) between each heartbeat.Heartbeat Interval (ms)

Threshold level required tochangeover to thebackupsecurity
device.

Heartbeat Lost Threshold (ms)

Themaster system.Master

The primary backup system.Primary Backup

Viewing VSD Counter Details

Click the Counters tab to view specific information about your VSD counters.

Table 75 on page 741 describes the information that is available from the VSD counters

view:

Table 75: VSD Counter Details

DescriptionItem

The devices that are associated with the VSD or RTO.Device

The number of units associated with the VSD or RTO.Number of Units

The number of times a device changes operational states.State Change Counter

The transient state of a VSD or RTO groupmember while it was in
the process of joining the VSD or RTO group.

Init Counter

The number of master devices.Master

The number of primary backup devices.Primary BackUp

The total number of backup devices.BackUp

An administrator purposefully assigned a device so that it cannot
participate in selecting a newmaster device.

Ineligible

A VSD or RTO group device has an internal problem.InOperable

The number of conflicts that occurred on themaster device.Master Conflict

Thenumberof conflicts thatoccurredon theprimarybackupdevice.Primary Backup Conflict

The number of transmitted heartbeats on the devices.Tx Heartbeat

The number of received heartbeats on the devices.Rx Heartbeat
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Viewing RTOCounter Details

Click the Counters tab to view specific information about your RTO counters.

Table 76 on page 742 describes the information that is available from the RTO counters

view:

Table 76: RTO Counters Details

DescriptionItem

The devices that are associated with the RTO.Device

Themember identification associated with this RTO.Member ID

The current status of the RTO: Active or Down.Status

The direction of the RTO: In or Out.Direction

The number of heartbeats not received from the RTOs peers.Lost Heartbeat

The number of times that the RTOwas placed to Active.Counter to Active

The number of times that the RTOwas placed to Set.Counter to Set

The number of times that the RTOwas placed to Lost Peer.Counter to Lost Peer

The number of times that the RTOwas placed to Group Detach.Counter to Group Detach

Monitoring IDP Clusters

If you have implemented IDP clusters for the purpose of redundancy, you can use the

IDP Cluster Monitor to get an at-a-glance status of your IDP sensors that are in clusters.

Table77onpage742describesall of the informationavailable fromthe IDPClusterMonitor:

Table 77: IDP Cluster Monitor

DescriptionItem

Name of the cluster.Name

Status of the cluster (OK, Warning, or Fail).Status

Domain in NSM in which the source IDP cluster is managed.Domain

Viewing IDP Cluster Summary Information

Click IDP Cluster Monitor to view a summary of the top-level information on all IDP

clusters. From the IDP Cluster Summary, you can view the following details about a

specific cluster:
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• Key details describing the cluster (such as name, Status, Cluster ID)

• HAmode

Table 78onpage743describesall of the information that is available fromthe IDPCluster

summary:

Table 78: IDP Cluster Summary

DescriptionItem

Domain in NSM in which the source IDP cluster is managed.Domain

Name of the cluster.Name

Number uniquely identifying a cluster on a given Ethernet segment
(retrieved from all nodes)

Cluster ID

Whether the Cluster is in Hot-standby or Load-Sharing mode.HAMode

Total number of IDP sensors that are associated with the cluster.Total Members

Time interval (in ms) between each heartbeatHeartbeat Interval

Threshold level (number of heartbeat intervals) required to declare that
a device in the cluster has gone down.

Heartbeat Lost
Threshold

Number of cluster members that are in OK state.No. of OKMembers

Number of cluster members that are in FAIL state.No. of FailedMembers

Number of cluster members that are in INIT state.No. of Initializing
Member

Name of the master node.Master

Whether a backup is available in the event that the master node goes
down.

Backup Availability

Number of active backup devices.No. of Backup
Members

Monitoring IDP Cluster Members

Click any IDP cluster to view details of eachmember in the cluster.

Table 79onpage744describesall of the information that is available fromthe IDPCluster

Member Monitor.
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Table 79: IDP Cluster Member Monitor

DescriptionItem

Name of the device.Name

State of the device (INIT, OK, or FAIL).Status

Domain in NSM in which the IDP cluster member is managed.Domain

Using the RealtimeMonitor

The following example describes a typical use case for monitoring your security devices,

VPNs, and NSRP clusters in NSM.

In this example, youareanetworkadministrator responsible formonitoring theday-to-day

operation of all the security devices managed in your network. You are using NSM to

manage your network, andRealtimeMonitor tomonitor the up/down connection status
of all your security devices.

One day, you notice that the Connection Status on amission-critical security device

indicates that the security device is DOWN. You wait several minutes to see whether the

connection status resolves itself because intermittent network problemsmight cause a

security device to temporarily indicate as DOWN. The Device Monitor still indicates that

the security device is DOWN.

You next try to ping the security device. If you are successful in reaching the device, you

can send a get status command to check the status of the security device.

If you cannot ping the security device, you need to investigate further. You scan the Log

Viewer for the log entry indicating that the security device has disconnected. You can

filter the log entries in the Log Viewer to display only the log entries generated for the

security device during the time just before it went down. Viewing these log entries will

also provide you with context for events leading to the security device disconnection.

This will help you to determine the cause of the problem.

You notice several very suspicious log entries that indicate that this security device may

have been the target of an attack. You flag the log entries using the predefined flag types

in the Log Viewer, and assign them to your security experts for further investigation.

Monitoring theManagement System

Use theServerManager toaccess, configure, andmonitor theNSMmanagement system.

Themanagement system includes a GUI Server and Device Server. Refer to the Network

and Security Manager Installation Guide for more information about the GUI Server and

Device Server.

The Server Manager contains the following:

• Servers
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• Server Monitor (Machine-wide info)

• Schema Information

Configuring Servers

Use Servers to add, configure and view key information about the GUI Server and Device

Server:

Table 80 on page 745 lists and describes Device Server and GUI Server information that

you can view from Servers .

Table 80: Server Information

DescriptionItem

Name of the GUI Server or Device Server.Name

Whether the current server is Device Server, Device Server Cluster,
GUI Server, or GUI Server Cluster.

Server Type

IP address of the server.IP Address

The port open on the Device Server for security devices running
ScreenOS 5.0 and later. (Read Only)

Device Server Manager Port

The port open on the IDP Device Server for security devices.IDP Device Server Manager
Port

The port open on the DMI Device Server for security devices.DMI Device Server Manager
Port

IP address of the secondary server.IP Address of Secondary
Server

Configuring Device Servers

You can also add and configure a Device Server. Youmight need to configure a Device

Server when installing the GUI Server and Device Server on separate servers, or when

installing the management systemwith High Availability (HA) enabled.

You can configure the following parameters on a Device Server:

• Name—Name of the Device Server.

• IP Address—IP address of the Device Server.

• Server Type—Either Device Server or Device Server Cluster. If you are installing the

management systemwithHAenabled, you need to configure theDevice Server as part

of an HA Cluster. After you specify that a Device Server will act as a Device Server

Cluster, you can access additional tabs allowing you to further configure cluster details

including the IP Address and port number of the secondary server, and e-mail

notification.
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• Device Server Manager Port—The port is set to 7800 by default. This field is read only.

• IDP Device Server Manager Port—The port is set to 7803 by default. This field is read

only.

• DMI Device Server Manager Port—The port is set to 7804 by default. This field is read

only.

• Device Server ID—A unique ID assigned by NSM to each Device Server.

• Mapped IPAddress (MIP)—If applicable, youcandefinemultiplemapped IPaddresses.

• Device Polling—The Device Server polls security devices it manages for Device, VPN,

NSRP, or Interface statistics every 300 seconds by default. If you wish to change this

behavior, you can edit the interval, using the Device Polling tab.

• High Availability (HA)—To configure a secondary Device Server, you need to specify

the IP Address and port, and Mapped IP Address (if applicable).

• E-mail Notification—You can configure anSMTP server to send you an e-mail notifying

you of various events on the Device Server.

• Disk and Log Management—You can enable an alert and action when available disk

space reaches a specified minimum limit.

Refer to the Network and Security Manager Installation Guide for more information on

adding and configuring the Device Server.

Configuring the GUI Server

Table81onpage746 listsanddescribesdevice information that youcanviewthrough the

Server:

Table 81: GUI Server Table

DescriptionItem

Name of the GUI Server.Name

Whether the current server is a GUI Server or GUI Server Cluster.Server Type

IP address of the GUI server.IP Address

IP address of the secondary server.IP Address of secondary
server.

You can configure the following parameters for the GUI Server:

• Server Type—Select GUI Server or GUI Server Cluster. If you are installing the

management systemwith HA enabled, you need to configure the GUI Server as part

of an HA Cluster.

• IP Address
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• HA parameters

• E-mail Notification—You can configure an SMTP server to send an e-mail to notify you

of events on the GUI Server. (See “Sending E-mail Notification of Downed Device” on

page 840 for details.)

NOTE: Youmust restart theGUIServer to apply any changes that youhave
made.

Using Server Monitor

You can use the Server Monitor to view the status of the running GUI Server and Device

Server. The Server Monitor lists all GUI Servers and Device Servers in your management

system. For example, if you have installed a primary and secondary GUI Server in a high

availability configuration, you can use the Server Monitor to monitor which GUI Server is

currently active.

The Server Monitor provides two categories of information:

• Server status—Displays information about the GUI Server or Device Server's status,

CPU, andmemory. You can also choose to view the status of each server in the Server

Monitor, or view additional server status details in a separate dialog box.

• Process status—Displays information about the individual processes on a GUI Server

or Device Server.

Viewing Server Status

To view the status of any server in the management system, select Server Manager in
the navigation tree, and then select Server Monitor (Machine-wide Info).
Figure 109 on page 747 shows the Server Monitor Window.

Figure 109: Server Monitor (Machine-wide Info)

Table 82 on page 748 lists and describes the columns that appear in the Server Monitor:
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Table 82: Server Monitor (Machine-wide Info) Data

DescriptionIndicator

Name of the GUI Server or Device Server.Name

Whether the current server is a GUI Server, GUI Server Cluster, Device
Server, or Device Server Cluster.

Server Type

Status of the server based on CPU or memory utilization:

• OK

• Warning

• Critical

• Down

Note: By default, the Status field for each server appears Green (OK) if
theusageoneither theCPU,memory, ordisk is less than90%. It appears
Yellow (Warning) if the usage on either the CPU, memory, or disk is
greater than 90%. You can edit the settings that apply for the Status
indicators using Tools>Preferences>Alert Settings.

Status

Status based on CPU utilization:

• OK (CPU usage < 90%)

• Warning (CPU usage = 90-95%)

• Critical (CPU usage > 95%)

• N/A (when the server is down)

CPU

Status based onmemory utilization:

• OK (memory usage < 99%)

• Warning (memory usage > 99%)

• Critical (memory usage = 100%)

• N/A (when the server is down)

Mem

Percentage of CPU used.CPU Usage

State of the server’s peer server (only applicable if you have added a
secondary server and configured it in an HA Cluster).

Peer Device Server
State

Whether the currently active server is the primary or secondary server in
an HA Cluster.

Active Server

Time of day that the GUI Server database was last replicated to its peer
server.

Last GUI Server
Replication Time

You can sort data in the Server Monitor according to any column header by clicking that

column.

Viewing Additional Server Status Details

If you are interested in monitoring additional details about your server’s status, you can

view the Server Detail Statuswindow by double-clicking any of the servers that appear
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in theServerMonitor. You can also right-click anywhere on theServerMonitor and select
View Details.

Table 83 on page 749 describes information available in the Server Detail Status:

Table 83: Server Detail Status

DescriptionName

Operating system running on server machine.OS

The server's machine processor type.Type

Percentage of the time the CPUwas idle.CPU Idle

Percentage of CPU utilization that occurred while executing at the user
level.

CPU User

Percentage of CPU utilization that occurredwhile executing at the system
level.

CPU Kernel

Percentage of CPU utilization.CPU Usage

Oneminute load average.1 Min Load

Five minute load average.5 Min Load

Fifteenminute load average.15 Min Load

Total amount (in megabytes or gigabytes) of memory.Total Mem

Amount (in megabytes or gigabytes) of usedmemory.Used Mem

Percentage of usedmemory.MemUsage

Total amount (in megabytes or gigabytes) of swap space.Total Swap

Amount (in megabytes or gigabytes) of used swap space.Used Swap

Percentage of used swap space.Swap Usage

Viewing Process Status

From the Server Monitor, you can also view the status of all running server processes on

the GUI Server or Device Server. This view is useful for troubleshooting. If you are having

problemswith the server, you can quickly identify if a specific process on the server is the

source of that problem.

To view process status, select Server Manager in the navigation tree, and then select
ServerMonitor. Double-click theServerMonitororclick thenode toexpandthenavigation
tree. You can also right-click the Server Monitor to open it in a newwindow. Click to

select a server to view the status of the processes running on it.
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Figure 110 on page 750 shows process status for the Device Server.

Figure 110: Process Status for the Device Server

Figure 111 on page 750 shows process status for the GUI Server.

Figure 111: Process Status for the GUI Server

Table 84 on page 750 lists and describes the information that appears in the Process

Status:

Table 84: Process Status

DescriptionName

Name of the GUI Server or Device Server process.Name

Displays if the process is Up or Down.Status

Total amount (in megabytes) of memory utilized.Total MemUsed

Total amount (in megabytes) of physical memory utilized.Phys MemUsed

Percentage of CPU utilized.CPU Usage

Process version.Version
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Youcansort servermonitor dataaccording toany columnheaderby clicking that column.

UsingManagement SystemUtilities

Table 85 on page 751 describes management system utilities.

Table 85: Management SystemUtilities

DescriptionName

Provides information on peak/average logging rate, total log
database size, and average log size.

This utility is located on the Device Server at
/usr/netscreen/DevSvr/utils

logcount.sh

Configures theGUI Server for connection to theStatistical Report
Server.

This utility is located on the GUI Server at
/usr/netscreen/GuiSvr/utils

setSrsDbParams.sh

Collects and compresses technical support data.

This utility is located in theutilsdirectory onboth theDeviceServer
and GUI Server.

tech-support.sh

Exports Audit Log data to a csv file or Syslog server.

CSV Command Usage:

For csv file, issue the csv command: ./xdbAuditLogConverter.sh
<xdb root> csv [csv full file path]

For example, . /xdbAuditLogConverter.sh
/usr/netscreen/GuiSvr/var/xdb csv /tmp/audit.csv

This creates a file called audit.csv in the /tmp directory with audit
logs in csv format. If the csv file path is not specified, audit logs in
csv format are written to a default file called auditlog.csv in the
current directory.

Syslog Command Usage:

To export data to a Syslog server, issue the syslogcommand: .
/xdbAuditLogConverter.sh <xdb root> syslog [remote IP Address]

For example, ./xdbAuditLogConverter.sh
/usr/netscreen/GuiSvr/var/xdb syslog 172.23.9.94

If youwant to syslog to the hostmachine onwhich you are running
this command, do not specify an IP address. For example,
./xdbAuditLogConverter.sh /usr/netscreen/GuiSvr/var/xdb syslog

xdbAuditLogConverter.sh
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In NSM, enhancements to the audit log exporter tool allow you to:

• Invoke detailed help messages from the audit log exporter tool with

./.xdbAuditLogConverter- - help

• Use - -showdiff to view audit log details before and after a modification. This feature

is only supported on objects such as addresses, NAT, VLAN objects, access profiles,

VSYS profiles and so on. It is not supported on policies.

• View details about modifications to objects (add, delete, modify actions) in the audit

log output. For example,

ACTION=delete,ADMIN=super,DEVICE=,TARGET=addressObj/address/global,TIME=Tue

Dec 30 11:02:49 2008

• Filter exported audit log data according to Date/Time and Date/Time Range, Device,

Action, Admin,Domain,WorkingDomain.Multiple filters arealsoallowed. For example,

./.xdbAuditLogConverter <xdb path> <csv|syslog> [CSV full filepath | Remote IP
Address] - -domain=<domain id> - -device =<device name>

Using Schema Information

FromNSM, you can selectSchema Information to view current and running schemaand

update schema for devices whose schema are defined using XML.

For information about downloading and activating XML-based device schemawithout

the need to upgrade NSM, see “Managing Device Schemas Through the Juniper Update

Mechanism” on page 338

NOTE: This feature does not apply for ScreenOS or IDP devices.

Viewing Device Schema

To view current and running schema:

1. In the User Interface, click Administer.

2. In the navigation tree, select Server Manager > Schema Information

Themain display area displays the current staged and running schema details. The

staged schema is the most current schema available for download. The running

schema is the schema currently applied in NSM.
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CHAPTER 18

Analyzing Your Network

You can use the Security Monitor module to learn about your internal network. The

SecurityMonitor includes theDashboard, Profiler, andSecurity Explorer network analysis

tools.

This chapter contains the following sections:

• About the Dashboard on page 753

• About the Profiler on page 753

• Setting Up the Profiler on page 755

• About Profiler Views on page 760

• Recommended Profiler Options on page 771

• Accessing Data in the Profiler Database on page 775

• About Security Explorer on page 775

• Using Security Explorer on page 779

About the Dashboard

Known targets and sources of attacks or suspected targets and sources of attacks can

beadded to source or destinationwatch lists. TheDashboard is a near-real-timemonitor

of thesewatch lists and the top 10 attackswithin the previous hour. The interval atwhich

these lists are updated ranges from 2minutes (default rate) to 30minutes. The lists are

updated automatically after the refresh rate is configured.

Use the Dashboard to create and configure both a destination and a source watch list

as well as to display device status. This feature is available by default to the system

administrator.Use thewatch list toaddormodify knownor suspected targetsandsources

of attacks.

About the Profiler

The Profiler is a network-analysis tool that helps you learn about your internal network

so you can create effective security policies andminimize unnecessary log records. After

you configure the Profiler, it automatically learns about your internal network and the

elements that constitute it, including hosts, peers (which host is talking to which other
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host), ports (non-IP protocols, TCP/UDP ports, RPC programs), and Layer-7 data that

uniquely identifies hosts, applications, commands, users, and filenames.

The Profiler is supported in all IDPmodes and in HA configurations, and it queries and

correlates information frommultiple devices.

To use the Profiler, you must first configure the networks and hosts on your internal

network that you want to monitor. The device monitors traffic at the network and

application levels. You can use this data to investigate and analyze potential problems

in the network and to resolve security incidents.

During profiling, the device records network activity at Layer-3, Layer-4, and Layer-7 and

stores this information in a searchable database called the Profiler DB. The device uses

session creation, session teardown, and protocol contexts to generate this database,

which defines all unique activities occurring on your network. Unique activities include

attempts, probes, and successful connections. The device logs normal events only once,

and it logs all unique events as often as they occur. A normal event is an event that

reoccurs frequently and does not change. A unique event is an event that is new,

unexpected, or does not match the normal traffic patterns of your network.

Example of Unique Events

For example, you allow users to use a laptop to connect to the corporate network while

working in a conference room.

• Normal Event. Wendy holds ameeting every Tuesday at 4:00 PM in conference room

A. Every meeting, she connects her laptop to the network and accesses documents

on the primary fileserver. Because the same event occurs multiple times, the device

logs the event once and includes a timestamp that indicates the first and last times

Wendy accessed the network from conference room A.

• Unique Event. The device logs changes from normal activity as a unique event in the

Profiler.

• During one ofWendy’s Tuesdaymeetings, she discovers she needs a document that

resides on the Engineering server. She connects to that server and downloads the

needed files. Because this connection differs from her usual activity, the device logs

it as a unique event and records the IP and MAC addresses for bothWendy’s laptop

and the Engineering server.

• The device also logs other unique qualifiers, such user name and e-mail address for

each individual that participated in the connection. If Wendy is out sick and another

person logs into her laptop to run themeeting, the device records the connection as

a unique event because the user name has changed.

To see all normal and unique events on your network, you configure and start the Profiler

on multiple devices. This enables the Profiler to aggregate and display a complete view

of your internal network.

NOTE: Profiler DBs remain on individual devices even if the devices restart.
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After your deviceshave startedprofiling, youcanbegin touse theprofileddata toperform

the following tasks:

• Set a network baseline— A baseline can help you track the servers and hosts on the

network, aswell as theprotocols and services those components use to communicate.

By immediately locating new components on your network, you can ensure that those

components are protected (with a security policy) and that you can track their status

(with the Profiler). For details, see “Configuring a Network Baseline” on page 771.

• Update vulnerable systems—The Profiler uses passive fingerprinting to provide you

with an inventory of operating-system and software applications, their versions, and

what components use them. As new versions or security updates are announced, you

must first determine if your network is affected, locate the affected components, and

patch as appropriate. For details, see “Keeping Your Network Current” on page 772.

• Immediately locate the source of an internal worm or trojan—The Profiler can show

you exactly when thewormor trojan entered your network, how it was introduced, and

which network components are infected. By filtering the profile data, you can quickly

identify the source and contain the attack to minimize impact, then investigate and

recover from any damage. For details, see “StoppingWorms and Trojans” on page 773.

• Detect violations of your corporate security policy— The Profiler can help you confirm

suspected violations such as rogue servers running on the network. Most of the time,

however, you do not know exactly what you are looking for on the network. In these

cases, it is easier to specify exactly what should be on the network, then detect any

traffic that violates that specification. To detect violations, you can use a special type

of object, called a permitted object, to define what you should see on the network.

The following sections detail how to set up, configure, and use your profiled data as

described previously.

Setting Up the Profiler

Using the Profiler involves the following steps:

• Configure the Profiler to collect specific information about your internal network.

• Update Profiler Settings on the device after you configure the Profiler.

• Start the Profiler to enable your device to begin collecting data.

• Customize Profiler preferences.

You configure your device to collect specific information and compile it into the Profiler

DB.

NOTE: Because devices collect data from network components on your
internal network, it is helpful to create network objects to represent those
components before you begin configuring the Profiler. Alternatively, you can
create new network objects directly from the Profiler.
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Configuring the Profiler

To configure the Profiler, use the Profiler settings that are available on the device settings

in the Device Manager. From Device Manager, double-click on a device and select IDP
Profiler Settings.

The IDPProfilerSettingsdialogboxappearswith theGeneral tabselected.After selecting
the device you want to use for profiling, you can then configure how that device collects

data from your internal network.

Table 86 on page 756 describes the Profiler settings that you can configure from the

General tab:

Table 86: General IDP Profiler Settings

DescriptionSetting

Enables the IDP Profiler.Enable IDP Profiling

Enables the Profiler to collect and track application data.Enable Application Profiling

Enables the Profiler to collect and track specific probes and
attempts.

Include Probe and Attempt

Enables the Profiler to perform Application Volume Tracking.Enable AVT

Enables the Profiler to collect and track data from external hosts.Include Non-tracked IP
Profiles

Maximumdatabase size for theProfiler on eachdevice. By default,
the maximum database size is 3 GB.

db limit (in MB)

Enables the Profiler to perform passive OS fingerprinting to
determine the operating system of an end host.

Not applicable for ISG family devices with IDP.

Enable OS Fingerprinting

Time interval (in seconds) that the Profiler refreshes OS
fingerprinting. By default, the Profiler refreshes OS fingerprinting
data every 3600 seconds (60minutes).

Not applicable for ISG family devices with IDP.

Refresh Interval (in secs)

If you enableAVT in theProfiler settings, you can viewAVT reports on ISGdevices running

ScreenOS 6.2 and later. FromMy Reports under the Investigatemodule, you can create

a new AVT report format with your defined settings.

The AVT feature is limited by its dependency on the NSM agent’s report delivery which

might be unreliable, affecting the accuracy of information. Also, the AVT feature displays

the cumulative count of all the traffic on a port, which could be over many sessions.
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Enabling OS Fingerprinting

OS fingerprinting passively detects the operating system of an end-host by analyzing

TCP handshake packets. To ensure that this works, you need to verify that OS

fingerprinting is first enabled on the profiled device. After you have configured theProfiler

with the tracked hosts, contexts, youmust update the device.

OS fingerprinting works only for packets that contain a full-fledged TCP connection, one

that has a SYN, a SYN/ACK, and a FIN connection. OS fingerprinting only works for

operating systems that are supported on the device. A list of the supported operating

systems is availableon thedevice in a file called fingerprints.set in the /usr/idp/device/cfg/

directory.

Configuring Network Objects

The first part of configuring the Profiler is to tell the device which network objects you

want the device to profile. When you start the Profiler, the device begins collecting data

from the selected hosts.

In the Tracked Hosts tab, select the network objects that represent your internal hosts.
Thedevice collectsdetailed informationabout traffic that passesbetween internal hosts,

and groups traffic that does not match an internal host in a special IP: 73.78.69.84.

Communication between an internal host and an external host is recorded only once.

For example, the device records internal host A communicating towww.yahoo.com and

www.cnn.com as one entry in the Profiler DB.

You can select unlimited internal network objects.

Youcanalsouse theExcludeList tab to select thenetworkobjects that represent internal
hosts you do not want to include in IDP profiling. Youmight want to exclude a host from

the Profiler if you selected a group of network objects in the Tracked Host tab but want
to exclude specific members of that group.

Configuring Context Profiles

Next, determinewhich contexts youwant the device to record. In theContexts to Profile
tab, the context list includes only the contexts that can clearly identify a host, a user, or

an application. Select contexts that the device profiles. When you start the Profiler, the

device begins collecting data on traffic that matches the selected contexts.

Example: Selecting Contexts

To track FTP logins, usernames, and commands, select the FTP contexts in theContexts
to Profile tab. After the Profiler is started, the device begins collecting information about
FTP logins, usernames, and commands, enabling you to quickly identifywho is using FTP

on your network and what they are doing over that protocol.

When you first configure theProfiler, select all contexts. This enables thedevice to collect

data about every context on your network, giving you a complete view of your network

traffic. Later, when you have analyzed your traffic, you can eliminate contexts that you

knowwill not be used on your network.
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Select Profile Context to include context information. If you clear Profile Context, IDP
profile dataonly includeshigher-level traffic data suchas source, destination, and service.

If you want Profiler information to include context values and network probes (for

example, port scans), also configure the Profiler to “Include Probes and Attempts” in the

General tab.

Configuring Alerts

Use the Alert tab to configure the Profiler to indicate the appearance of a new host,

protocol, or port on your internal network. When you enable New Host Detected, New

Protocol Detected, or NewPort Detected, the device generates a specific log record, such

asPROFILER_NEW_HOST, in theProfiler Logs section of the LogViewer, when the device

discovers a new host, protocol, or port.

If you are configuring the Profiler for the first time, do not enable the new host, protocol,

or port alerts. As theProfiler runs, thedeviceviewsall networkcomponentsasnew,which

can generate unnecessary log records. After the Profiler has learned about your network

and has established a baseline of network activity, you should reconfigure the device to

record new hosts, protocols, or ports discovered on your internal network. For details,

see “Configuring a Network Baseline” on page 771.

Enable the Database Limit Exceeded alert to indicate when you have reached the
maximum limit of the database size. You can configure themaximum limit of the Profiler

DB using the dbLimit parameter in theGeneral tab of the Profiler Settings dialog box.
The default limit is the value that has been set for Profiler preferences (see “Customizing

Profiler Preferences” on page 760 ). After a device reaches this limit, it begins purging the

database.

Example of Using Alerts

For example, a network host performs the normal connections required for Internet

connectivity (SMTP, POP3, HTTP, and so on). The host becomes infected by a worm

andbeginsmakingoutboundconnectionsonanarbitraryport. Thedevice logs theunique

event and generates PROFILER_NEW_PROTO and PROFILER_NEW_PORT log records.

The system immediately e-mails these log records to the Security Administrator, who

can investigate the worm and take action to contain it.

Repeat the configuration process for each device in your network. When you have

configured all devices on your network, you are ready to start the Profiler.

Updating Profiler Settings

After you configure settings on theProfiler, youmust update those settings on thedevice.

To update the settings on the device:

1. From the DeviceManager, right-click on the device and selectUpdate Device.

TheDeviceUpdateOptionswindowprompts you toRestart IDPProfilerAfterDevice
Update.

2. ClickOK.
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The Job Informationwindow shows the status of the update. After the operation

finishes, the device begins collecting data for the Profiler DB.

Starting the Profiler

Tomanually start the Profiler, use the Devicesmenu, and select IDP Profiler > Start
Profiler. In the Start Profiler dialog box, select the devices you want to use for profiling,
then clickOK, or optionally, right-click on any device from theDeviceManager and select

IDP Profiler > Start Profiler.

NOTE: After you start the Profiler for a specific device, the Enable Protocol
Profiler setting in the device is automatically enabled.

NOTE: The Profiler is actually a service, located in
/usr/idp/device/bin/profiler.sh.

As your devices begin profiling your internal network, they gather information about your

network hosts, their peers, ports, and Layer 7 data.

Stopping the Profiler

Tomanually stop the Profiler, use the Devicesmenu, and select IDP Profiler>Stop
Profiler. In the Stop Profiler dialog box, select the appropriate devices, then clickOK, or
optionally, right-click on any device from the Device Manager, and select IDP Profiler >
Stop Profiler.

NOTE: After you stop the Profiler for a specific device, the Enable Protocol
Profiler setting in the device is automatically disabled.

Starting Profiler Operations on ISG DevicesWithout IDP Rules

When a Start Profiler operation is performed on a regular or virtual system (vsys) device

that has no IDP rules, profiling for the device is disabled, and NSM returns the following

message:

IDP Profiling for <device-name> will be disabled because there are no IDP rules 
currently associated with this device.

If profiling for the device was enabled before the Start Profiler operation, profiling is

disabled for the vsys device; however, the profiler process itself might not be disabled

because other virtual systems associated with the device might be using the profiler

process.
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Customizing Profiler Preferences

To configure the following Profiler preferences, use the Toolsmenu, and select
Preferences > Profiler Settings:

• Profiler:

• Purge Profiler Database If Size Exceeds —NSM purges the profiler database size if

it exceeds 1 GB (1000MB) by default.

• MaxProfiler DatabaseSize After Purging—If the database size exceeds itsmaximum

limit, NSMpurges the profiler database size until the size reaches 750MBby default.

• Profiler Query Timeout (120 seconds or 2 minutes by default).

• Hour Of Day To Perform Database Optimization (midnight GMT by default).

• AVT View Settings:

• Number Of Sessions To Display Per Application—The range is 5–10,000 sessions;

the default is 10 sessions.

• Hours Of Session Data To Display from Present Time—Configure from 1–24 hours;

the default is one hour.

About Profiler Views

TheProfiler includes fourmain views that you canuse to analyzedata about your profiled

network:

• Protocol Profiler—Displays a snapshot of Layer-7 traffic on your internal network

including source, destination, service context, and value. Use this view to analyze

specific applications that are running on your network, their versions, and the values

for each supported context.

• NetworkProfiler—Displaysahigh-level snapshotof static information (Layer-3, Layer-4,

and RPC protocols, ports, and program numbers) on your internal network along with

the Source/Destination IP, and Source/Destination MAC and Organizationally Unique

Identifier (OUI). Use this view toquickly seewhich hosts are communicatingwith other

hosts, and what services are passing between them.

• Violation Viewer—Similar to the Network Profiler, the Violation Viewer displays a

high-level snapshot of network traffic— Layer-3, Layer-4, and RPC protocols, ports,

and program numbers along with the corresponding Source/Destination IP, and

Source/DestinationMAC andOUI. The Violation Viewer, however, enables you tomore

effectively view content that does not match or is in violation of certain patterns that

you can set in a shared object called a permitted object. Youmust configure permitted

objects before data appears in this view.

• Application Profiler—Displays the network traffic information at the application and

application-group level. Applications that are running in a network are grouped by the

common functionality they provide to the network user. These applications form a

hierarchal structure called an application hierarchy. For example, Yahoomessenger,
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MSN, and AIM are chat applications; Kazaa, Bittorent, and Gnutella are file sharing

applications. In the application hierarchy, you view both chat and file-sharing

applications are grouped under peer-to-peer applications.

About the Protocol Profiler

The Protocol Profiler view is a table of information that, like the Log Viewer, enables you

to view and analyze dynamic application (Layer-7) traffic within a specific context. By

default, this view contains only the data collected during the configured time interval;

additionally, if you select a specific device, the Profiler displays only the information

gathered by that device.

Table 87 on page 761 lists and describes the information that you can view using the

Protocol Profiler:

Table 87: Protocol Profiler Data

DescriptionColumn

Source IP address of the traffic profiled.Src IP

Destination IP address of the traffic profiled.Dst IP

The user associated with the traffic profiled.User

The role group to which the user that is associated with the traffic profiled
belongs.

Role

All contexts of traffic that the devices selected in the Device table recorded.Context

When you select a context, the values that your devices recorded for a
selected context.

Value

Source MAC addresses of traffic profiled.Src MAC

Destination MAC addresses of traffic profiled.Dst MAC

Source OUIs of traffic profiled.

NOTE: OUI stands for Organizationally Unique Identifier. This value is a
mapping of the first three bytes of the MAC address and the organization
that owns the block of MACs. You can obtain a list of OUIs at
http://standards.ieee.org/regauth/oui/oui.txt.

Src OUI

Destination OUIs of traffic profiled.Dst OUI

Operating-system version running on the source IP of the traffic profiled.Src OS Name

Operating-systemversion runningon thedestination IPof the traffic profiled.Dst OS Name

Number of occurrences that match the traffic profiled.Hits
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Table 87: Protocol Profiler Data (continued)

DescriptionColumn

Timestampfor the first time thedevice logged theevent (within thespecified
time interval).

First Time

Timestamp for the last time thedevice logged theevent (within the specified
time interval).

Last Time

Domain in which the device is managed in NSM.Domain

Device that profiled the data displayed.Device

About the Network Profiler

The Network Profiler view is a table of information that, like the Log Viewer, enables you

to view and analyze data related to static traffic (Layer-3, Layer-4, and RPC protocols,

ports, and programnumbers)within the context of data corresponding to peer, host, and

operating system.

Table 88 on page 762 lists and describes the information that you can view from the

Network Profiler:

Table 88: Network Profiler Data

DescriptionColumn

Source IP address of the traffic profiled.Src IP

Destination IP address of the traffic profiled.Dst IP

The user associated with the traffic profiled.User

The role group to which the user that is associated with the traffic profiled
belongs.

Role

All services of traffic profiled.Service

Type of the traffic profiled:

Access indicates a successful connection, during which the device recorded
valid requests and responses from the server to a client.

Attempt indicates a request that did not receive a reply. The device recorded
a packet from a client to a server, but never saw a reply.

Probe indicatesa request thatdoesnot expect a reply. For non-TCPsessions,
the device recorded an ICMP error; for TCP sessions, the device recorded a
SYN packet from the client followed by a RST from the server.

Access Type

Source MAC addresses of traffic profiled.Src MAC

Destination MAC addresses of traffic profiled.Dst MAC
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Table 88: Network Profiler Data (continued)

DescriptionColumn

Source OUIs of traffic profiled.

NOTE: OUI stands for Organizationally Unique Identifier. This value is a
mapping of the first three bytes of the MAC address and the organization
that owns the block of MACs. You can obtain a list of OUIs at
http://standards.ieee.org/regauth/oui/oui.txt.

Src OUI

Destination OUIs of traffic profiled.Dst OUI

Operating-system version running on the source IP of the traffic profiled.Src OS Name

Operating-systemversion runningon thedestination IPof the traffic profiled.Dst OS Name

Number of occurrences that match the traffic profiled.Hits

Timestampfor the first time thedevice logged theevent (within thespecified
time interval).

First Time

Timestamp for the last time thedevice logged theevent (within the specified
time interval).

Last Time

Domain in which the device is managed in NSM.Domain

Device that profiled the data displayed.Device

About the Violation Viewer

TheViolation Viewer is similar to theNetwork Profiler view. The Violation Viewer displays

the same data that you can view in the Network Profiler view, but only for those object

entries that do not match specific address and service criteria. By creating specific

permitted objects, you can configure the Violation Viewer to display only those items

that violate the criteria that you set.

Configuring Permitted Objects

Permittedobjects are sharedobjects specific to theProfiler. They enable you to configure

objects in the Profiler containing simple rules, consisting only of source IP, destination

IP, and service. The implied action is “permit” . You can then use the object to definewhat

you should see on the network—as opposed to an attack object, which defines what you

do not want to see as a set of rules. After you have created your permitted objects, the

Violation Viewer displays all traffic that does not match the criteria that you have

configured in these objects.

NOTE: In previous versions of IDPManager, permitted objects were called
violation objects.
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Example: Using the Violation Viewer to Detect Traffic That Uses Nonstandard Ports

The Profiler can help you confirm suspected violations such as SQL servers running on

the network. Most of the time, however, you do not know exactly what you are looking

for on the network. In these cases, it is easier to specify exactly what should be on the

network, then detect any traffic that violates that specification.

For example, you want to detect internal traffic that uses a nonstandard port for its

service.

1. FromtheViolationViewer, clickon the+ icon that appearson the topof the right-hand
window. You can also right-click anywhere in the right-hand window and select Add.
A New Permitted Object window appears.

2. Name the object "Non-Standard-Ports".

3. Right-click on the Service column and select Add Service.

4. Select all predefined services.

5. ClickOK to save thepermittedobject. After youhave createdand saved thepermitted
object, the object automatically becomes available in the Profiler.

6. From the Violation Viewer, select the new permitted object "Non-Standard-Ports".

The Profiler uses the object to filter the data collected from the devices. Traffic that

matches theobject (usesa standard serviceport) is filteredout, leavingonly the traffic

that does not match (uses a nonstandard service port).

You can now review the data in the Violation Viewer to see all traffic on your network

that uses non standard service ports.

Now that you can see the traffic you do not want on your network, take the appropriate

security measures, for example, remove the unauthorized network components,

incorporate the components/services into your existing corporate security policy, or

create rules in your security policy to restrict the traffic to specific network components.

Example: Detecting Traffic That Is Not Using Primary Services

For example, you want to detect internal traffic that is not using the primary services for

Web access, e-mail, ping, and DNS services. In the Object editor, create a permitted

object to permit all traffic that uses a standard service port. For Service, select the

following predefined services:

• dns

• http

• https

• ping

• pop3

• smtp

• ssh
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After youhavecreatedandsaved thepermittedobject, theobject automatically becomes

available in the Profiler.

1. From the Violation Viewer, select the permitted object Internal Services. The Profiler
uses the permitted object to filter the data collected from the devices. Traffic that

matches the object (uses a service specified in the object) is filtered out, leaving only

the traffic that does not match (does not use a service specified in the object).

2. Take appropriate measures to secure the network, for example:

• Investigate the source IPof the traffic andcontact theuser. If the traffic is legitimate,

youmight need to add the service to your corporate security policy to allow it on

your network. You should also edit the permitted object to include the service so

you no longer see the service in the Violation view.

• Create a rule in your security policy that drops connections between your internal

network objects if the traffic uses a service that you do not allow on your network.

About the Application Profiler

The Application Profiler view is a table of information that allows you to view network

traffic information at the application and application group level. By default, this view

contains only the data collected during the configured time interval. You can also specify

filters to display only the data you want to view.

As theapplications that are runningon thenetwork formahierarchy, the volumeof traffic

that is generatedby individual applicationsor applicationgroupscanbeadded toprovide

the aggregate traffic volume information from theparent application group. As youmove

up the root of the application hierarchy, you can view the total network traffic volume.

TheApplicationProfiler view isdivided into twosections: on the left panel, thehierarchical

application view displays a tree of the application categories with volume information

(in bytes and packets); on the right panel the application session view displays the

application name and the aggregated bytes and packets for the application. You can

expand the application name to see latest session data for that application.

Table 89 on page 765 lists and describes the information that you can view using the

Protocol Profiler:

Table 89: Applciation Profiler Data

DescriptionColumn

Source IP address of the traffic profiled.Src IP

Destination IP address of the traffic profiled.Dst IP

VLAN ID associated with the traffic profiled.VLAN ID

Application ID associated with the traffic profiled.Application

Byte count for the traffic profiled.Byte Count
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Table 89: Applciation Profiler Data (continued)

DescriptionColumn

Packet count for the traffic profiledPacket Count

The user login name.User

The role group to which the user that is associated with the traffic profiled
belongs.

Role

Timestamp for start of session.First Time

Timestamp for end of session or the last update time.Last Time

Domain in which the device is managed in NSM.Domain

Device that profiled the data displayed.Device

Using Profiler Views

You can perform all of the following functions within the Profiler views, as described in

the following sections:

• Filtering and Sorting from the Protocol Profiler, Network Profiler, and Violation Viewer

on page 766

• Filtering and Sorting from the Application Profiler on page 767

• Refreshing Profiler Data on page 768

• Viewing Database Information on page 769

• Viewing Detailed Network Information on page 769

• Purging the Database on page 770

Filtering and Sorting from the Protocol Profiler, Network Profiler, and Violation
Viewer

To help you view and analyze data in the Profiler, you can use criteria to filter information

for each cell or column that appears in the Profiler view.

Double-click in any of the columns that appear in the Filter Criteria. A dialog box lets you

add entries that match the column you selected as a criterion to filter the Profiler view.

The Profiler view automatically updates, displaying the data that matches the criterion

that you have set in the filter. You can also right-click on any entry in the Profiler view

and select Add to Filter to add that entry as a filter criterion. Similarly, you can use the
Remove From Filter option to remove that entry as a filter criterion.

Click on theNegate option to hide entries that match the criteria that you have set as a
filter. You can also right-click on any entry in the Profiler view and select Toggle Filter
Negation to hide entries that match that criterion.
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Right-click on any filter criteria on any entry in the Profiler view and select Clear Column
Filter to disable filtering on entries that match the criteria set.

Right-click on any filter criteria or on any entry in the Profiler view and select Clear All
Column Filters to disable all filtering.

Other options that you can set in the Profiler views include:

• Sorting—Click the column header to sort columns in ascending or descending order.

• RearrangingColumns—Dragacolumnheader toanewposition in the table to rearrange

the order of the columns in the viewer.

All filter criteria are saved each time you log out of the UI.

Example: Setting a Time Interval

Profiler queries that returnavery largeamountofdatamaynot complete inanacceptable

amount of time. By default, queries that take longer than 120 seconds (2 minutes) will

time out.

You can reconfigure the timeout using the Profiler settings under the Toolsmenu.

If theProfiler timesout before your query is finished, refine your filter criteria. For example,

if you want to analyze a specific event in your internal network, set a time interval for the

data.

The Profiler records the first-seen and last-seen timestamps for each entry in the

database. You can set a time interval based on these timestamps. You can set an exact

From and To time, or enter the Last day, hour, minute, or seconds:

• Use the First Seen setting to define a start timestamp threshold. If the device logged
an event for the first time, and the event timestamp is after the start timestamp, the

event appears in the Profiler view. For example, to see all new events in the last 2 days,

configure the First Seen timestamp as the last 2 days.

• Use the Last Seen setting to define a last timestamp threshold. If the device logged
an event, and the event timestamp is before the last timestamp, the event appears in

the Profiler view. For example, to see what network components have been idle over

the last 10 days, configure the Last Seen timestamp as the last 10 days.

After youhave configureda time interval, the selectedProfiler viewautomatically applies

the time interval as a filter criterion.

Filtering and Sorting from the Application Profiler

To help you view and analyze data in the Application Profiler, you can use criteria to filter

information.

You can double-click in the Src IP and Dst IP address column fields that appear in the

Filter Criteria to add entries that match the column you selected as a criterion to filter
the Application Profiler view. You can also right-click on any entry in the Profiler view and

selectAddtoFilter to add that entry asa filter criterion. Similarly, you canuse theRemove
From Filter option to remove that entry as a filter criterion.
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NOTE: Youcannot filter on theApplicationcolumnof theApplicationProfiler.

Click on theNegate option to hide entries that match the criteria that you have set as a
filter. You can also right-click on any entry in the Profiler view and select Toggle Filter
Negation to hide entries that match that criterion.

Right-click on any filter criteria on any entry in the Profiler view and select Clear Column
Filter to disable filtering on entries that match the criteria set.

Right-click on any filter criteria or on any entry in the Profiler view and select Clear All
Column Filters to disable all filtering.

NOTE: The Application Profiler view is not automatically updated when you
add, delete, or modify filters. To update the Application Profiler viewwith
the latest application sessiondata, select theapplication youwant to refresh
and then click the refresh icon, in the top right corner of the Profiler view.

You can perform any of the following actions on any Application header:

• Select All—Selects all the applications in the session view.

• Clear All—Clears all selections in the session view

• Expand All— Expands all applications and loads new data

• Collapse All– Collapses all expanded applications

• Collapse Selected—Expands selected applications and loads new data

Other options that you can set in the Application Profiler view include:

• Sorting— Sort on any column except the Application column. The Application column

does not support sorting because application values are similar for each application

group. When you perform a sort on any other column, only the rows inside the loaded

tables are rearranged.

• RearrangingColumns—Dragacolumnheader toanewposition in the table to rearrange

the order of the columns in the viewer.

Refreshing Profiler Data

NSM fetches data from each of the devices that you are profiling automatically. By

default, data is fetched from three devices in sequence.When the Device Server finishes

fetching data from one device, it begins the operation on the next available device.

NOTE: You can change the default behavior that the Profiler uses to fetch
data by editing parameters in the Device Server configuration file. Refer to
theNetwork and Security Manager Installation Guide for more information.
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Click on the Refresh icon periodically to refresh the Profiler view with the latest data

available.

Viewing Database Information

Clickon theShowDBInformation icon toviewspecificdetailsabout theProfilerdatabase,
including the database size.

Viewing Detailed Network Information

Click on the ShowDetail Viewer to access the Detailed Network Information view. This
view displays details for selected IP addresses. enabling you to further investigate the

details of a connection, such as a username for an account on a host, open ports, or RPC

services. You can also right-click on any entry in the Profiler view and selectShowDetail
Viewer to access the Detailed Network Information view for that entry.

Use the IP and MAC areas to select the IP and MAC addresses of each interface on the

selectedhost. For hostswithmultiple interfaces, select theMACaddress for the interface

you want to investigate.

Click on any of the tabs in the right-hand window to view different types of information

that your devices have recorded for the selected IP address and MAC address.

Table 90 on page 769 lists and describes the information that you can view using the

Detailed Network Information View:

Table 90: Detailed Network Information Data

DescriptionColumn

Details about the selected host IP, including:

• IP Address

• MAC Address

• OUI (Organizationally unique identifier), amappingof the first threebytes
of the MAC address and the organization that owns the block of MACs
(to obtain a list of OUIs, see
http://standards.ieee.org/regauth/oui/oui.txt).

• VLAN tag (if applicable)

• First Seen date and time that the devices first recorded traffic on that
interface

• Last Seen date and time that the devices last recorded traffic on that
interface

TheOUI value enables you to see immediately the vendor of the network
interface card (NIC) that is generating the packets.

Host

Details about the outbound TCP ports on the selected host IP.TCP Ports

Details about the outbound UDP ports on the selected host IP.UDP Ports

Details about the outbound Layer-3 protocols (IP) on the selected host IP.Layer-3 Protocols

Details about the outbound RPC services on the selected host IP.RPC Services
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Table 90: Detailed Network Information Data (continued)

DescriptionColumn

Details about the contexts and values on the selected host IP. Use the
context and value fields to identify:

• Software version of the application

• Username and password of an account on that host

• Computer name

Profiles

Details about how the selected host IP communicates with other hosts,
including:

• Source IP address of peer traffic

• Destination IP of peer traffic

• Hits (number of times the source IP communicatedwith the destination
IP)

• First Access date and time that IDP first recorded the peer traffic

• Last Access date and time that IDP last recorded the peer traffic

If the source IP is the selected interface, you can use the destination IP
address to identify all the hosts that the interface sent traffic to, both
internal and external, as well as the number of times traffic was sent.

Peers

Lists all the details of the other View box selections in HTML format.Summary

Purging the Database

When theProfilerDB reachesamaximumsize (4GBbydefault), it beginspurging records

(oldest first) automatically. The Profiler DB stops purging records when it reaches a

certain set minimum size (3 GB by default). You can use the Profiler settings in the Tools

preferences menu to change these parameters.

Tomanually purge the Profiler DB of all records, click Clear All DB. This operation can
take up to oneminute. During this time, a message appears on all other connected UIs

indicating that a Clear All DB operation is in progress. After the data clears, you can click

on the Refresh icon to get new data.

NOTE: TheClearAllDBoption isnot supported forApplicationProfiler views.
Application Profiler data is purged every 1–24 hours, depending on the value
configured for the AVT View Settings from Preferences >Profiler Settings in
the Toolsmenu.

NOTE: NSM supports purging all records for the entire Profiler DB (all
subdomains) but does not support purging records for specific subdomains.
Consequently, an IDP administrator cannot delete Profiler DB records for a
subdomain. Only the NSM super administrator can delete records for the
Profiler DB, and all records for all the subdomains are purged.
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Recommended Profiler Options

The following are recommended for using the Profiler:

• Configuring a Network Baseline on page 771

• Keeping Your Network Current on page 772

• Proactively Updating Your Network on page 772

• Reacting to Vulnerability Announcements on page 772

• StoppingWorms and Trojans on page 773

Configuring a Network Baseline

A baseline is a static view of your network traffic patterns. This view, which is compiled

frommultiple viewsof traffic over time, represents thenormal, knownactivity that occurs

on your network. By setting a baseline for your network, you can quickly detect any traffic

that deviates from or violates that baseline and take appropriate measures.

Identifying a Baseline

Your devices begin learning your network baseline as soon as the Profiler starts. As your

devices profile the network for the first time, each component appears as new. To avoid

unnecessary log records generated by Profiler alerts, you should ensure that alerts are

not enabled in the Alerts tab of the Profiler Settings dialog box.

During the learning phase, your devices profile the network hosts, servers, and software

applications that they protect; the Profiler synchronizes profile information from the

devicesandcreatesan initial viewof your network. Each timeyousynchronize thedevices,

theProfiler incorporatesanynewdata into this view, creatingamorecomplete, up-to-date

image of your network. You should continue to synchronize data daily until you feel the

Profiler is accurately depicting your normal traffic patterns.

Because all networks are different, the learning phase can range from a few hours to a

fewweeks.

Setting a Baseline

When you are satisfied that the Profiler has detected each host, protocol, and port that

you want to profile, you have successfully created a network baseline. By itself, this

baseline view can help you implement software and hardware upgrades, take inventory

for new support contracts, plan for a network ROI investigation, and so on.

However, the true power of your network baseline is to enable your devices to identify

network deviations. The Profiler uses the baseline to identify new or unknown hosts or

software thatmight representanetwork vulnerability.Networkdeviationscanbeasimple

application update, or a serious security breach.

When enabled, if the device discovers a new host, protocol, or port, the device generates

a log record, suchasPROFILER_NEW_HOST, in the subcategory columnof theLogViewer.
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Keeping Your Network Current

Typical networks includemultiple servers and hosts, each running different operating

systems and software applications that are important to users on the network. While

this varietyhelpsusersaccomplish their tasks, it canmake it difficult to keepyournetwork

systems current. As new versions or security updates are announced, youmust first

determine if your network is affected, locate the affected components, then patch as

appropriate.

To help youmaintain control of your network software versions, the Profiler uses passive

application fingerprinting to identify the application version for each service used in your

network. Additionally, your devices collect and store the user name and other important

information for each application. These profiling activities provide you with an inventory

of operating-system and software applications, versions, and the components that use

them.

You can use this information to proactively update your network or respond quickly to

vulnerability announcements.

Proactively Updating Your Network

To eliminate security holes, you should update your software applications regularly.

Some guidelines:

• Researchknownvulnerabilities. Compare the information in theProfilerwithasoftware
vulnerability database, such as Security Focus at http://www.securityfocus.com/bid or

Common Vulnerabilities and Exposures (CVE) at http://www.cve.mitre.org/cve/.

• Plan to patch. After you identify your vulnerable systems, schedule a regular
maintenance time to keep downtime and disruption to aminimum.

Even if your network components do not require security patches or updates, theymight

use default configurations. Many network device vendors use a common phrase, the

vendor name, or other simple word as the default password for accessing the

administration interface of their device. Because these passwords can be guessed easily,

the vendor recommends that users change the default password immediately. However,

for convenience, some users leave the default configuration password, unknowingly

opening a security hole in the network. The Profiler captures user information that you

can use to see who is logging in to network devices so you can verify that they are from

trusted IP addresses.

Reacting to Vulnerability Announcements

New network attacks and exploits are discovered every day. When new security patches

are issued, use the Profiler to quickly identify which systems are running the affected

software version, then patch them appropriately.

For large networks, it is difficult to patch everything immediately. Plan your patching

process by prioritizing based on the importance of the resources. Critical, high-risk, and

heavily used resources should be patched first, while less important, minimally used

resources might be able to wait.
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Example: Identifying Vulnerable Components

For example, Microsoft announces a vulnerability in version 6.0 of the Microsoft Internet

Informations Services (IIS). To quickly identify all network components running the

vulnerable version:

1. Select the Protocol Profiler to see the applications running on the network.

2. In the Context Filter data table, selectHTTPHeader Servers. The value data table
lists all Web servers currently running. The network uses the followingWeb servers:

• Apache (two versions)

• Microsoft IIS, version 6.0

3. Select theMicrosoft IIS 6.0 value to find out which IP addresses are running the IIS
server. The Protocol Profiler displays the destination IP address of the service, which

is the IIS server.

4. Patch the vulnerable IIS server by using the information supplied with the Microsoft

Security Bulletin.

StoppingWorms and Trojans

Worms and trojans often bypass firewalls and other traditional security measures to

enter a network. Becauseworms and trojans operate inside a network, external firewalls

might not be able to detect them.

Use the Profiler to determine when a worm or trojan entered your network, how it was

introduced, and which network components were infected. By filtering the profile data

youcan identify thesourceandcontain theattack tominimize impact, before investigating

and recovering from any damage.

Example: SQLWorm

For example, your corporate security policy does not permit SQL servers on the internal

network. However, during a regular Microsoft update, SQL applications are installed on

a network server, without your knowledge. Because you are not aware that anSQL server

is running on your network, you do not attempt to block SQL attacks at your firewall or

IDP system. Suddenly, the SQL Slammer worm attacks and infects your network.

Using the Profiler:

1. Create a custom TCP service object to represent Microsoft SQL (default port:

TCP/1433).

2. Restart the Profiler.

3. Select theNetworkProfiler toquickly see the source, destination, and serviceof traffic
on your network.

4. In the Service data table, select the SQL service you just created. The Network data

viewer lists all network components current running SQL servers.

5. Take appropriate measures to secure the network, such as:
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• Apply patches.

• Remove the components from your network.

• Remove SQL from all components.

• Create a rule in your security policy that drops all SQL connections between your

internal network objects.

Example: BlasterWorm

Forexample, theBlasterwormusesaspecial ICMP(ping)packet toexploit a vulnerability

in Remote Procedure Call (RPC), a Microsoft networking tool that enables desktops to

share files over a remote network. Your corporate firewall denies RPC filesharing traffic

to protect sensitive corporate files from Internet users, but enables RPC filesharing on a

local network for convenience.

A laptop user uses a wireless network to access the Internet. Because the laptop is

configured to allow RPC, it contracts the Blaster worm from an infected user on that

network. When the user returns to the office and connects the laptop to the corporate

network, the worm immediately begins scanning the internal network and infecting all

components that have RPC enabled.

Because the Profiler records all unique activity on the network, it identifies the ICMP

packet scans as a new event. Because you have configured the Profiler to send alerts for

new hosts, you also receive a log record on your pager indicating that a new host has

joined the network. A quick check of the Profiler’s Network view tells you that the new

event is a user laptop suddenly scanning the entire network using ICMP, a possible sign

of the Blaster worm.

From the Profiler:

1. Restart the Profiler.

2. Select theNetworkProfiler toquickly see the source, destination, and serviceof traffic
on your network.

3. In the Service data table, select the ICMP service. The Network data viewer displays
all network components using ICMP.

4. In the Access data table, select probe. The Network data viewer displays all network
components that used ICMP to probe the network.

5. Set a Last Seen time interval of two hours.

The Network Profiler displays all network components that used ICMP to probe the

network in the last two hours. You can now see that one IP address, 192.168.4.66, is

currently probing your network using ICMP. However, because you use DHCP to

dynamically assign IP addresses, you need to identify which user laptop is currently

using that IP address.
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6. From Network Profiler, select the source address you want to investigate. The

MAC/View area displays the host detail for the IP address.

7. In the Viewmenu, select Profiles. The MAC/View area displays the context/value

information about the IP/Mac address.

The IP/MAC address has the unique asset tag "darkness". After checking your IT

inventory, you determine who the laptop user is and patch the infected system.

Accessing Data in the Profiler Database

The Profiler database is located on the NSM Device Server.

To query the actual records in the database:

1. Log in to the Device Server.

2. Execute /usr/bin/psql -U nsm -d profilerDb; where nsm stands for the username and

profilerDb is the database name. By default, the PostgreSQL user is set to nsm. You
can define the PostgreSQL user when installing NSM.

The following is a sample query:

[root@ bin]# which psql
usr/bin/psql
root@]# /usr/bin/psql -U nsm -d profilerDb
Welcome to psql 8.1.9, the PostgreSQL interactive terminal.

Type:  \copyright for distribution terms
       \h for help with SQL commands
       \? for help with psql commands
       \g or terminate with semicolon to execute query
       \q to quit

profilerDb=# select * from host;
 id | device | os | ip | mac | oui | hits | vlan | first | last 
----+--------+----+----+-----+-----+------+------+-------+------
(0 rows)
profilerDb=#

About Security Explorer

The Security Explorer is a powerful, graphical tool that enables you to visualize and

correlatenetworkbehavior basedondatacollected in theProfiler, LogViewer, andReport

Manager. You can use the Security Explorer to perform the following tasks:

• Get a dynamic, interactive view of your network.

• Drill down on a particular host or server and view all the different attacks, open ports,

destination or peer IP addresses, and so on.
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• Move between hosts and peers and trace a connection or attack.

• Toggle between different views or slices of the network, as well as explore the

contextual information (logs, reports, IDP attacks, IP addresses, and so on) within the

Security Explorer panel.

Themain component is a graph that represents the relationships between data objects,

such as hosts, services, attacks, etc.

There are five main views in the Security Explorer:

• “Security Explorer Main Graph” on page 776

• “Connections Detail Pane” on page 778

• “Reference Point Pane” on page 778

• “Log Viewer” on page 778

• “Reports Viewer” on page 778

Figure 112 on page 776 shows the Security Explorer.

Figure 112: Security Explorer

Security Explorer Main Graph

Themain component of Security Explorer is a graph that displays the following nodes:
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• Host—Displayed as an IP address

• Network—Displayed using CIDR notation (ip/class: 8/16/24)

• Protocol—These include TCP, ICMP, and so on

• Attack—Specific attack object name

• Service—Displayed in protocol/port notation

• Service range—Displayed in protocol/port range notation, for example, TCP/1-1024

• Context—Plain text describing one protocol attribute, for example, 'SSL server version'

• Value—Value specific for a context, for example, for 'SSL server version' the value '3.1'

Graph Types

Dependingon thestarting referencepoint, the followinggraphsappear inSecurityExplorer

depicting relationships between objects (for example, peers of a host or services for a

host):

• Peer IP—Selected host and all peers of this host. Hosts are grouped in networks /8,

/16, /24. Every network appears as a graph node and is connected to its subnetworks

and hosts.

• Outbound Services—A host or network and its outbound services. The services are

grouped by protocol (TCP, ICMP, and so on) and by service port range. Every group is

displayedasaseparatenode, for example, for ahost 10.150.151.3withoutboundservice

FTP, the graph structure is: [Host:10.150.151.3]- [Protocol:TCP]- [Service

range:TCP/0-1024]-[Service:TCP/21]

• InboundServices—Ahostor networkand its inboundservices. The servicesaregrouped

by protocol (TCP, ICMP, and so on.) and by service port range. Every group is displayed

as a separate node, for example, for a host 10.150.151.3 with outbound service FTP, the

graph structure is: [Host:10.150.151.3]- [Protocol:TCP]- [Service

range:TCP/0-1024]-[Service:TCP/21]

• Server Profiles—One host or network and the context for server-related traffic. Every

context is connected to its host/network related value, for example, on a host is an

SSL server running version 3.1. The graph displays the host and its relationship to the

host connected 'SSL Server Version' context and to the context connected value '3.1'.

• Client Profiles—One host or network and context for the client related traffic. Every

context is connected to its host/network related value, for example, on a host is an

SSL server running version 3.1. The graph displays the host and its relationship to the

host connected 'SSL Server Version' context and to the context connected value '3.1'.

• Outbound IP—All outbound hosts/networks for a selected service, context, or value.

• Inbound IP—All inbound hosts/networks for a selected service, context, or value.

• Value—All values for a selected context.
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Connections Detail Pane

Use the Connection Details pane to view a list of all objects connected to the currently

selected object in the graph. For example, if you are viewing anOutboundServices graph,

and a host is selected, the Connections Detail pane contains all services for this host. If

a Peer IP graph appears, the Connections Detail pane contains all peers for the selected

object.

Double-clicking on one of the objects in theDetails pane displays the relationship graph
for it.

Reference Point Pane

Use the Reference Point pane to view a list of reference objects. Next to the graph, a list

of the possible initial objects appears:

• Address objects—For host/network selection. The selected host appears in a Peer

Graph, with selected network in a Outbound Service graph.

• Service objects—Displayed in an Outbound IP graph.

• IDP Attacks—Displayed in an Attack-Network graph.

• Context objects—Displayed in a Value graph.

Double-click on an object to set it as a point of reference in the main graph.

Log Viewer

Use the Logs tab in the viewer that appears below themain graph to view all logs related

to the point of reference that you have selected.

Reports Viewer

Use theReports tab togenerateandviewoneof the following reports inSecurity Explorer:

• Top Alarms

• Top Traffic Alarms

• Top Traffic Logs

• Top IDP/DI Attacks

• Top Screen Attacks

• Top Destination IPs

• Attacks over time

• Attacks by severity

• Attacks by flag

• Critical severity attacks

• High severity attacks
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Use the Source/Destination Address pull-downmenu to view these reports based on

either the Source IP or Destination IP.

Use the time duration pull-downmenu to view data in these reports during a specific

time frame. You can select to view data from the last 24, 12, 8, 4, 2, 1 hours.

Using Security Explorer

You can launch the Security Explorer in any of the following ways:

• From the Security Monitor tree node, select Security Explorer.

• From the Log Viewer, for any anomaly, signature or custom log, right-click on a

Source/DestinationAddress,Protocol/DestinationPort, orNATSource/Destination
Address and select Launch Security Explorer.

NOTE: For all other log categories, the Launch Security Explorer option is
not available.

• From the Profiler, right-click on a Source/Destination Address, Context , Service,
Subcategory, or Time Received in any entry and select Launch Security Explorer.

If you launch Security Explorer from the Security Monitor without any reference point,

the main graph appears empty.

If you launch Security Explorer using a starting point of reference from the Log Viewer or

the Profiler, that reference point is depicted in the main graph.

Permissions

Touse theSecurity Explorer, youmust have the proper administrative privileges including

the View Security Explorer activity. By default, all IDP administrators have this privilege.

Depending on other activities youmay want to use with Security Explorer, you also may

need proper administrative privileges to:

• View Profiler

• View Device Logs

• View Historical Log Reports

• View Devices

• View Shared Objects

If you do not have proper permission to perform all activities, youmay only have access

to a reduced set of Security Explorer features. For example, if you do not have View

Profiler privileges, you cannot viewgraphs related to theProfiler, for example, Peer graph.

If an administrator is logged into the global domain, all devices in the address point of

reference list appear. This includes all global and subdomain objects. If an administrator

is logged into a subdomain, only those devices in the current subdomain devices appear.
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Analyzing Relationships

After you have established your main point of reference, a list of navigation options

appears. Every option represents a transition from one graph to another.

Viewing Data

The following view options are available, making it easier for you to view and analyze

each node in the main graph:

• Center Node—Click on any node that appears in the main graph to center it. You can

also right-click on the node and select Center Node

• Expand Node—To view all objects related to a specific node, right-click on any node

and select Expand Node

• Collapse Node—If you are not interested in viewing all objects related to a specific

node, you can reduce extraneous data by right-clicking on any node and selecting

Collapse Node

• HideNode—If youarenot interested in viewingaspecific node, andyouwant to remove

it from viewing in the graph, right-click on any node and selectHide Node

• Use the zoom in and zoom out icons to increase or decrease the size of the nodes on

the graph.

• Use the back arrow to view the previous graph. Use the forward arrow to view the next

graph.

Transitioning to Other Relational Graphs

Use the icons that appear in the main graph to quickly access additional information

related to your point of reference. Depending upon the type of icon that you select, you

can transition to another graph. Table 91 on page 780 describes the graphs that you can

transition to:

Table 91: Transitional Graphs

Transitions to:Node

Peer IP,OutboundServices, InboundService, ServerProfiles, ClientProfiles,
Attacks

Host

OutboundServices, InboundService, ServerProfiles, ClientProfiles, AttacksNetwork

Outbound IP, Inbound IPService

Outbound IP, Inbound IPService range

Outbound IP (if selected context is related to a client), Inbound IP (if
selected context is related to a server, for example, SSH Server Version),
Values

Context

Outbound IP, Inbound IPValue
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Table 91: Transitional Graphs (continued)

Transitions to:Node

Source IP, Destination IP, Protocol PortsAttack

Setting a Time Duration

Click on the Time Period icon to set a specific time period during which youwant to view

data.

Viewing Predefined Reports

Use the Predefined Reports pull-downmenu to view a predefined report of that data.

You can access three predefined reports:

• Top Attacks—Most common attacks on the network

• Top Attackers—Most common origins of attacks on the network

• Top Targets—Top destination targets of attacks on the network.

Refreshing Data

Click on the Refresh icon to update the Security Explorer with the latest data available.

Adding and Removing Panels

You can also view additional data and graphs by adding and removing additional panels

to Security Explorer.

• Use the + icon to add a Security Explorer panel. The new panel appears as a new tab

in the main graph area. Click on the tab to access the new panel.

• Use the – icon to remove the current Security Explorer panel.

Exporting to HTML

You can export any data depicted in the Security Explorer to an HTML file by using the

Export to HTML option.
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CHAPTER 19

Logging

Network and Security Manager integrates log information frommultiple devices to help

you access and distill data about the traffic on your network.

The Log Viewer presents log data as a log entry in a table; a log entry contains the details

of the traffic that triggered the log, such as IP address, port number, and source and

destination zones. This logdata is alsoautomatically used togeneratepredefined reports,

helping you to interpret event information in a specific context. To perform your own

investigation, use the Log Investigator to view cross-tabulations between sources,

destinations, subcategories, and destination ports.

The Audit Log Viewer presents log entries triggered by administrative changes (changes

made to the NSM system). An audit log entry includes details about the administrative

event, such as the administrator name, timestamp of the change, and job details.

You can configure eachmanaged device to generate and export specific log records to

multiple formats and locations, such as syslog, xml, or e-mail servers. You can also

forward logs that meet specified criteria to predefined formats and locations.

This chapter contains the following sections:

• About Logging on page 783

• Viewing Logs on page 786

• Configuring the Device for Logging on page 787

• Using the Log Viewer on page 800

• Using the Log Investigator on page 821

• Using the Audit Log Viewer on page 832

• Managing Log Volume on page 837

• Forwarding Logs on page 840

About Logging

Logging is theact of recording informationaboutanevent. InNSM, eachevent that occurs

on your network or in your management system can be recorded and stored as a log

entry. To view log entries from theNSMUI, you canuseoneormore of the logging-related

UI components, such as the Log Viewer or the Log Investigator.
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It may be helpful to visualize log entries being sent or pushed from the device to theNSM

Device Server, which then pushes the log entries to the logging database. A UI module

(the Log Viewer or Report Manager) requests or pulls the log entries in the logging
database and displays the entries in the UI.

About Log Entries

Amanaged device generates a log entry when an event matches the configured logging

conditions. The log entry, which contains details of the event, is sent to the NSM Device

Server and stored in the logging database. You can view log entries in the NSMUI.

In a single log entry, you can view detailed information about where traffic comes from

(the source address), where traffic goes (the destination address), and a description of

the event that triggered the log entry. You can also view summarized information about

events and alarms formultiple log entries. This data can help you analyze log entries and

determine the effectiveness of your current security policies and device configurations.

About Log Events

Managed devices generate log entries based on events. Typically, devices generate log

entries when:

• An event matches a rule in which logging is enabled. When you configure a rule for

logging, the device creates a log entry for each event that matches that rule.

• An event matches a predefined set of conditions configured on amanaged device or

the management system.

Some events generate log entries that appear in the Log Viewer, while others appear in

the Realtime Monitor. Table 92 on page 784 details event-generated log entries.

Table 92: Event-Generated Log Entries

DestinationDescriptionEvents

Log ViewerGenerates log entries for events related to network activity on the device
that violates a set threshold.

Attack, Alarm, Other

Realtime Monitor
>VPNMonitor

Generates log entries for events related to VPN tunnels. These log entries
are used to produce statistical information for monitoring.

VPN Events

Log ViewerGenerates log entries for events related to device configuration, NSM
configuration, security policy rules, and traffic activity on themanaged
device.

Configuration,
Information, Self, Policy,
Traffic

Realtime Monitor
>Device Monitor

Generates log entries for events related to packet flow, Ethernet objects,
network attacks, and security policy rules. These log entries are used to
produce statistical information for monitoring.

Flow, Ethernet, Attack,
Policy

Realtime Monitor
>Device Monitor

Generates log entries for events related to protocols used in network
activity. These log entries are used to produce statistical information for
monitoring.

Protocol Distribution
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About Log Severity

The log severity level defines the urgency of the information contained in the log entry.

The severity level of a log entry depends on the log category, such as information, traffic,

or configuration log entries.

You can configure a managed device to generate log entries only for those events that

meet a specific severity level. Additionally, you can configure the device to forward log

entries that containa specific severity toa specific destination, suchasaconsole location

or syslog server. You can forwardmultiple log entries with different severity levels to the

same log destination.

Juniper Networks assigns a predefined severity level in the firmware of each Juniper

Networks device. However, these severity levels are not the same as the severity levels

that appear in the log entries viewed in an NSMUI module.

Table 93 onpage 785details howNSMhandles severity levels as defined byDMI devices:

Table 93: Log Entry Severity Levels for DMI Devices

DescriptionNSM Severity

Log entries triggered when system requires immediate action.Alert

Log entries triggered when system encounters critical conditions.Critical

Log entries triggered when system becomes unusable.Emergency

Log entries triggered when system encounters errors, such as errors in device function.Error

Log entries triggered when system encounters normal but significant conditions.Notice

Log entries triggered when system encounters warning conditions.Warning

Log entries triggered by general system operations such as when a device connects or disconnects.Informational

Log entries triggered when system receives debug-level messages.Debug

Table 94 on page 785 details how NSM handles severity levels as defined by ScreenOS

and IDP devices:

Table 94: Log Entry Severity Levels for ScreenOS and IDP Devices

DescriptionSeverityNSM Severity

Log entries triggered when traffic matches a critical severity attack object.
Also includes logentries triggeredby theSCREEN-level attacks,SYNattacks,
Tear Drop attacks, and Ping of Death attacks.

EmergencyDevice_critical_log

Log entries triggered by the general firewall SCREEN-level attacks or other
conditions that require immediate attention, such the expiration of license
keys.

Alert
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Table 94: Log Entry Severity Levels for ScreenOS and IDP Devices (continued)

DescriptionSeverityNSM Severity

Log entries triggered when traffic matches amajor severity attack object.
Also includes log entries triggered by changes in the device function, such as
high availability (HA) status changes.

CriticalMajor

Log entries triggered when traffic matches aminor severity attack object.
Also includes log entries triggered by errors in device function, such as a
failure in antivirus scanning or in communicating with SSH servers.

ErrorMinor

Log entries triggered when traffic matches a warning severity attack object.
Also includes log entries triggered by questionable device activity, such as a
failure to connect to e-mail servers and authentication failures, timeouts,
and successes.

WarningDevice_warning_log

Log entries triggered when traffic matches an informational severity attack
object. Also includes log entries triggered by normal events, such as device
configuration changes.

NotificationInfo

Log entries triggered by general system operations such as when a device
connects or disconnects.

Information

No severity is set.OtherNot Set

NOTE: FromNSM release 2008.1 onwards, critical and warning logs from
ScreenOS and IDP devices are displayed as Device_critical_log and
Device_warning_log. If upgrading from an earlier release, youmay need to
modify your actionmanager criteria tomatch the new conventions.

Viewing Logs

NSM logging tools provide a high-level view of the activity on your network, enabling you

to view summaries as well as detailed information. You can choose to view log entries

for an event that occurs across domains (youmust have the requisite permissions), as

well as for specific device groups, clusters, firewalls, and so on.

Because you collect log entries frommultiple devices, log analyzing, log volume, and log

management are important concerns. To control the amount of log data displayed on

screen, use tools such as filters, flags, and custom views to help identify patterns, and

even isolate logentries fromdevices that appear tobe the sourceofproblems. For further

investigation, use the Log Investigator tools to cross-tabulate source, destination, and

attacks. Based on your analysis, you can then edit the rules in your security policies to

modify how NSM handles your log entries.

NSM includes three primary logging modules:

• Log Viewer—Presents complete, summarized, or detailed log-entry information in a

table format. You can view an individual log entry to analyze the raw log data, or use

Copyright © 2019, Juniper Networks, Inc.786

Network and Security Manager Administration Guide



filters to view a subset of log entries. You can also use column settings and flags to

control how the UI presents log information. The Log Viewer displays each log entry

as it enters the database in realtime, displaying its fields in the Log Viewer. For details,

see “Using the Log Viewer” on page 800.

• Log Investigator—Enables you to correlate log data. The Log Investigator is an

exploratory data analysis tool that cross-tabulates on two dimensions. Log entries are

linked to the Log Viewer, to help you perform an interactive analysis. For details, see

“Using the Log Investigator” on page 821.

• Audit Log Viewer—Tracks administrative changes made to amanaged device by an

NSM administrator. Log-entry details include the administrator that performed the

change,when thechangeoccurred, and the job results. For details, see “Using theAudit

Log Viewer” on page 832.

Device Limitations for Viewing Logs

For J Series devices running Junos 9.0 software and later versions, only partial structured

syslogs are generated for logs. For these devices, all the non-structured log information

is captured in the Details column and specifies “Self” for the Category and SubCategory

columns in Log Viewer. Consequently, the following limitations apply for these devices:

• The Jump to Policy feature is not supported.

• Log Investigator analysis can only be applied to those partially structured syslogs that

provide the source address and destination address in related columns.

• Log Viewer provides only limited support.

Configuring the Device for Logging

Before your managed device can generate log entries or log data, youmust configure

your devices and the NSM system for logging. You can configure an individual device to

generate attack, alarm, configuration, information, and self log entries for specific

destinations.

To view log entries and log data in the NSMUI, youmust configure the individual device

to generate log information for NSM, and enable one or more severity settings for NSM.

However, you are not required to configure the settings for other destinations if you do

not use those destinations for log management.

At the device level, you can configure how andwhere the device sends its log entries. For

each destination, you can define:

• The category of log entries you want the device to generate and forward to a specific

destination

• The severity of log entries you want the device to forward to a specific destination

The severity setting applies to all log types for that destination. For example, if traffic log

entries are enabled for , but the severity setting specifies critical andmajor severities,

receives only critical andmajor traffic logs; all other severity traffic log entries are
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generated, but never sent to the management system. Unsent traffic log entries are

stored on the device and discarded when the device log storage capacity is exceeded.

Configuring Severity Settings

Use theGeneral settings to select the severity levels of the logentries youwant to forward
to a specific location. Juniper Networks assigns a predefined severity level for each event

that generates a log entry on amanaged device; using NSM, you can configure a device

to send log entries with specific severity levels to specific destinations.

For each destination (except Firewall Options), you can specify one or more severity
levels; for details on severity levels, see “About Log Severity” on page 785.

Not all destinations support all log entry severities. Table 95 on page 788 details the log

entry severities accepted by each destination (except Firewall Options):

Table 95: Destinations of Log Entry Severities

SeveritiesDescriptionDestination

All severitiesThe PC you use to view log entries in NSM.Console

Emergency

Alert

Critical

Notification

Ane-mail server towhich youwant log information
forwarded.

E-mail

Emergency

Alert

Critical

A Simple Network Management Protocol
destination.

SNMP

All severitiesThe syslog server that you specify from the NSM
UI or the log2action utility.

Syslog

All severitiesAWebTrends server to which you want log entries
forwarded.

WebTrends

All severitiesThe NSM server.Network and
Security Manager

All severitiesA PCMCIA device to which you want log entries
forwarded.

PCMCIA

All severitiesA destination within the current device to which
you want log entries forwarded.

Internal

To select log entry severities for a destination, open a device configuration and select

Report Settings >General, then select the destination.
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Forwarding Self Log Entries (Firewall Options)

Self log entries typically display information on traffic that was dropped by themanaged

device or terminates on the device. Any packet that terminates at the device generates

a self log entry; Telnet, Ping, BGP, andOSPF connections all terminate at the device, and

trigger a self log entry.

A self log includes the date and time a packet was dropped, the source address of the

packet, the destination address of the packet, the duration for which the packet was

active, and the service associated with the packet. You can disable or enable logging of

dropped packets for specific traffic types, including ICMP, IKE, SNMP, andmulticast

packets.

To configure self log entries, open a device configuration and select Report Settings >
General. Click the Firewall Options tab and configure the following settings. See
Table 96 on page 789.

Table 96: Self Log Entry Settings

DescriptionSetting

Creates a log entry for an ICMP (ping) packet that was dropped
or terminated at the device.

Log ICMP Packets to Self

Creates a log entry for an IKE packet that was dropped or
terminated at the device. When negotiating an IKE key, the VPN
client communicates with the security device.

Log IKE Packets to Self

Creates a log entry for an SNMP packet that was dropped or
terminated at the device.

Log SNMP Packets to Self

Creates a log entry for a multicast packet that was dropped or
terminated at the device.

LogMulticastPackets toSelf

Configuring e-mail Server Settings

Use the Email option to configure a managed device to sendmessages using e-mail
whenever a systemeventof Emergency, Alert, Critical, orNotification severity level occurs.

You can configure the e-mail and SMTP settings at the device level, or skip this section

and configure the GUI server to handle e-mail; see “Exporting to E-mail” on page 842.

To configure e-mail server settings and enable the device to send e-mailmessages, open

a device configuration and select Report Settings > Email. Configure the following
settings. See Table 97 on page 789.

Table 97: Email Server Settings for Log Entries

DescriptionSetting

When alarm is enabled for a rule in the installed security policy
and traffic matches the rule, the device sends an e-mail
notification to the specified SMTP server.

EnableNotification forAlarms
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Table 97: Email Server Settings for Log Entries (continued)

DescriptionSetting

When logging is enabled for a rule in the installed security policy
and trafficmatches the rule, thedevice sends the traffic log entry
to the specified SMTP server.

Include Traffic Log

The name of the Simple Mail Transfer Protocol server that
receives e-mail notification messages. Youmust specify the
SMTP server name and at least one e-mail address to receive
e-mail notification.

SMTP Server Name

The primary e-mail address that receives e-mail notification
messages from the device.

Email Address 1

The secondary e-mail address that also receives e-mail
notification from the device.

Email Address 2

Configuring Events Reporting Settings

Use the Events reporting settings to configure the managed device to report specific
events to NSM.

Select the appropriate NSMDevice Server, then select the events that are logged on the

device and reported to NSM. The following sections detail each event.

NOTE: For security devices running ScreenOS 5.0 and later, youmust also
select Enable Logging.

Screen Alarm Log Entries

The device generates screen alarm log entrieswhen a device detects network traffic that

matches the screen settings enabled on the device.

To receive screen alarm log entries, youmust:

• Enable the device to generate screen alarm log entries for NSM in Report Settings >
NSM.

• Enable thedevice to send logentrieswith thedesired severity settings toNSM inReport
Settings >General >NSM.

Screen alarm log entries appear in the Log Viewer and display the following columns of

information in the Log Viewer:

• Source Address

• Destination Address

• Service

• Action
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• Category (Screen)

• Subcategory (for details on Screen subcategories, see Appendix E. )

• Severity

Event Alarm Log Entries

The device generates event alarms for any security event that has a predefined severity

level of emergency, critical, or alert. Event alarms generate log entries that appear in the

Alarm category.

To receive event alarm log entries, youmust:

• Enable the device to generate event alarm log entries for NSM in Report Settings >
NSM.

• Enable thedevice to send logentrieswith emergency, alert, andcritical severity settings

to NSM.

Event alarms appear in the Log Viewer under the Alarm category. For details on Attack

subcategories, see “Alarm Log Entries” on page 921.

Traffic Alarm Log Entries

The device generates traffic alarm log entries when your device detects network traffic

that exceeds the specified alarm threshold in a security policy rule. The traffic alarm log

entry, which displays in the Log Viewer, describes the security event that triggered the

alarm. Traffic alarms generate log entries that appear in the Alarm category.

To receive traffic alarm log entries, youmust:

• Enable the device to generate traffic alarm log entries for NSM in Report Settings >
NSM.

• Enable the device to send log entries with the desired severity settings to NSM.

• Enable counting and alarms in the security policy installed on the device. For details

on configuring traffic alarm logging in your security policy rules, see “Configuring

Counting and Alarms” on page 501.

Traffic alarms appear in the Log Viewer under the Alarm category. For details on alarm

subcategories, see “Alarm Log Entries” on page 921.

Alarm log entries contain information in the following Log Viewer columns:

• To Zone

• From Zone

• Source IP

• Destination IP

• Threshold (displayed in the Misc. column of the Log Viewer)

791Copyright © 2019, Juniper Networks, Inc.

Chapter 19: Logging



Deep Inspection Alarm Log Entries

The device generates Deep Inspection alarm log entries when a device with Deep

Inspection (DI) detects network traffic that matches an attack object specified in a

security policy rule. Whenmatched in a rule, protocol anomaly attack objects, signature

attack objects, and customattack objects all generate Deep Inspection alarm log entries

that appear in the Log Viewer.

To receive Deep Inspection alarm log entries, youmust:

• Enable the device to generate Deep Inspection alarm log entries for NSM in Report
Settings >NSM.

• Enable thedevice to send logentrieswith thedesired severity settings toNSM inReport
Settings >General >NSM.

• Enable Deep Inspection detection in the security policy installed on the device. For

details on configuring Deep Inspection logging in your security policy rules, see

“Configuring a DI Profile/Enable IDP for Firewall Rules” on page 507.

Deep Inspection alarm log entries appear in the Log Viewer and display the following

columns of information in the Log Viewer:

• Source Address

• Destination Address

• Service

• Action

• Category (Predefined or Custom)

• Subcategory (for details onDeep Inspectionalarmsubcategories, see “Deep Inspection

Alarm Log Entries” on page 922)

• Severity

Configuration Log Entries

The device generates configuration log entries for events that change the configuration

on the device. Specifically, any command issued that the ScreenOS get config command

statement captures and displays in ScreenOS generates a configuration log. For each

configuration change, the device generates a configuration log entry that contains

information about the change in the Log Viewer Detail column.

To receive configuration log entries, youmust:

• Enable the device to generate configuration log entries for NSM in Report Settings >
NSM.

• Enable the device to send log entries with a notification severity setting to NSM in

Report Settings >General >NSM.
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Configuration log entries appear in the Log Viewer under the category Configuration. For

details on configuration subcategories, see “Configuration Log Entries” on page 997.

Information Log Entries

The device generates information logs when it detects that an administrator has made

a change to the basic settings of the device, such as logging in or out, setting a new

password for the device, issuing a key value for the device, or entering an MD5

authentication password to enter a device. For each administrative change, the device

generates an information log entry that contains information about the change in the

Log Viewer Detail column.

To receive information log entries, youmust:

• Enable the device to generate information log entries for NSM in Report Settings >
NSM.

• Enable the device to send log entries with the info, warning, and error severity settings

to NSM in Report Settings >General >NSM.

Information log entries appear in the Log Viewer under the category Information. For

details on information subcategories, see “Information Log Entries” on page 999.

Self Log Entries

The device generates self log entries for any packet that terminates at the device. Self

logentriesdisplay informationon traffic thatwasdroppedby thedeviceor that terminates

on the device.

To receive self log entries, youmust:

• Enable the device to generate self log entries for NSM in Report Settings >NSM.

• Enable the device to send specific self log entries toNSM inReport Settings>General
> Firewall Options. For details, see “Forwarding Self Log Entries (Firewall Options)”
on page 789.

Self log entries appear in the Log Viewer under the category Self, which contains

information in the following Log Viewer columns:

• Source

• Destination

• Services

Self log entries have the category “Self” and the subcategory “Self Log”.

NOTE: In some cases, Junos devices return logmessages in syslog format,
whichmap to “Self” for Category and Subcategory columns. Consequently,
self log entries are not necessarily the result of packets that terminate at the
device or packets that were dropped by a security device.
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Traffic Log Entries

The device generates traffic log entries when your device detects network traffic that

matches the source, destination, and service specified in a security policy rule.

To receive traffic log entries, youmust:

• Enable the device to generate traffic log entries for NSM in Report Settings >NSM.

• Enable the device to send log entries with the desired severity settings to NSM.

• Enable logging in the security policy installed on the device. For details on configuring

traffic logging in your security policy rules, see “Configuring Logging and Alerts” on

page 501.

Traffic log entries appear in the Log Viewer under the Traffic category. For details on

traffic subcategories, see “Traffic Log Entries” on page 1001.

Policy Statistics

The device forwards statistics on the policy distribution of the traffic that entered the

device. Policy distribution statistics do not generate log entries; the statistics are used

by the RealtimeMonitormodule. For details on how policy distribution is displayed in

RealtimeMonitor, see “Viewing Traffic Distribution by Security Policy” on page 715.

Attack Statistics

The device forwards statistics for attacks detected in the traffic that entered the device.

Attack statistics do not generate log entries; the statistics are used by the Realtime

Monitormodule. For details onhowattack statistics aredisplayed in theRealtimeMonitor,

see “Viewing Attack Statistics” on page 724.

Ethernet Statistics

The device forwards statistics for Ethernet activity on the device. Ethernet statistics do

not generate log entries; the statistics are used by the Realtime Monitor module. For

details onhowEthernet statisticsaredisplayed inRealtimeMonitor, see “ViewingEthernet

Statistics” on page 721.

Flow Statistics

The device forwards statistics for flows that entered the device. Flow statistics do not

generate log entries; the statistics are used by the Realtime Monitor . For details on how

flow statistics are displayed in the Realtime Monitor, see “Viewing Flow Statistics” on

page 723.

Protocol Distribution

The device forwards information on the protocol distribution of the traffic that entered

thedevice.Protocoldistribution informationdoesnotgenerate logentries; the information

is used by the Realtime Monitor module. For details on how protocol distribution is

displayed in the Realtime Monitor, see “Viewing Traffic Distribution by Protocol” on

page 716.
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The device reports statistics generated by the following services:

• AH (Authentication Header)

• ESP (Encapsulating Security Payload)

• GRE (Generic Routing Encapsulation)

• ICMP (Internet Control Message Protocol)

• OSPF (Open Shortest Path First)

• TCP (Transmission Control Protocol)

• UDP (User Datagram Protocol)

You can also set the interval at which the NSM Device Server polls for policy statistics
and protocol distribution events.

Atomic Updating Events

Devices running ScreenOS 5.0 and later support atomic updating, which enables the

device to receive the entire modeled configuration (all commands) before executing

those commands (instead of executing commands as they are received from the

management system). Atomic updating alsomight cause the device to temporarily lose

connection to NSM during the update process.

If the device cannot reconnect to the management system after processing the update,

it automatically reboots (with the previously saved configuration) and reconnects to the

management system. To prevent a device from rebooting or to configure the reboot

timeout, openadeviceconfigurationandselectReportSettings>Events, thenconfigure
the Atomic Updating options.

For details on Atomic Updating, see “About Atomic Updating—ScreenOS Devices” on
page 260.

Configuring SNMPReporting Settings

Use SNMP settings to configure the Simple Network Management Protocol (SNMP)

agent for themanaged device. The SNMPagent provides a view of statistical data about

the network and the devices on it, and notification of system events of interest. You can

configure the SNMP settings at the device level, or skip this section and configure the

GUI server to handle SNMP reporting; see “Exporting to SNMP” on page 842.

In addition to configuring the SNMP reporting settings, you also must enable SNMP

management service options on the interface through which the SNMPmanager

application communicates with the SNMP agent in the managed device.

To configure SNMP settings and enable the device to send SNMP traps, open a device

configuration and select Report Settings > SNMP. Configure the following settings:

• System Name—The name of the device for which you are generating SNMP status.

• Contact Person—The name of the network administrator whomanages the device.

This contact information is useful when the SNMP community member needs to

contact someone about the device.
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• Location—The physical location of the device.

• Listen Port—The number of the port assigned to monitor SNMP traffic (listen and

transmit SNMP traps).

• TrapPort—Thenumberof theportassigned to transmit traps thathavebeengenerated

by an SNMP alarm, threshold violation, or error.

• Enable Authentication Fail Trap—Specifies whether you want to generate a trap if a

packet fails tobeauthenticatedwhenattempting toenter thedevice.Select thisoption

if the device sends SNMPmessages through a VPN tunnel.

Next, configureSNMPcommunities. Tosend traps, theSNMPagenton thedevice requires

that you define communities, their associated hosts, and assign permissions (read/write

or read-only). You can create up to three (3) SNMP communities, with up to eight (8)

hosts in each community.

To create an SNMP community, click the Add icon under Community Settings and
configure the following settings:

• Communityname—Thedeviceuses thecommunitynametoauthorizeusersattempting

to enter the device.

• Access Mode—Defines read-write or read-only privileges for the community.

• Trap Mode—When enabled (On), enables the device to send an SNMP trap for illegal

SNMP connections attempts to the device.

• Traffic—When enabled, the device can accept traffic from the source interface.

• Version—Defines the versions supported by the community (SNMPv1, SNMPv2c, or

both SNMP versions, as required by the SNMPmanagement stations). For backward

compatibilitywithearlierScreenOS releases thatonly supportSNMPv1, securitydevices

support SNMPv1 by default.

• Hosts—Define one or more hosts that are associated with the community. Click the

Add icon, then specify the host IP address and netmask, the trap version for the host
(if anSNMPcommunity supports bothSNMPv1 andSNMPv2c, youmust specify a trap

version for each community member), and the source interface.

Directing Logs to a Syslog Server

Amanageddevicecangenerate syslogmessages for systemeventsatpredefinedseverity

levels and optionally for traffic that policies permit across a firewall. It sends these

messagesviaUDP(port514) toup to fourdesignatedsysloghosts runningonUNIX/Linux

systems.When you enable syslog reporting, you also specify which interface the devices

use to send syslog packets.

You can configure the syslog server settings at the device level, or skip this section and

configure the GUI server to handle syslog messages; see “Exporting to the System Log”

on page 841.

To send log entries to a Syslog server, click the Syslog option. NSM displays the Syslog
dialog box. Enter appropriate data into the following fields. See Table 98 on page 797.
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Table 98: Syslog Settings for Log Entries

DescriptionField

Initiates the logging of system event messages to the Syslog server.Enable Syslog Messages

Indicates the port number fromwhere themessages are sent to the
Syslog server.

Port Number

Specifies using the interfacemapped to theTrust zone as the source
of traffic for a VPN.

Use Trust Zone Interface
as Source IF for VPN

Specifies that all traffic log events are included as part of the
messages sent to the syslog server.

Include Traffic Log

Indicates the name of the host device.Config Host

Standalone IDP sensors running release 5.1 and later support the configuration of:

• The protocol to either UDP (the default) or TCP.

• The port. The default port is 514. However, you can set the port value within the range

of 1 through 65535.

Directing Logs fromDMI Devices

DMI devices send logs to NSM using one of the following modes:

• Eventmode(default). The logs sentusing thismodearecontrol plane logsand typically

consist of user process-generated logs, system daemons-generated logs, and so on.

This mode does not require any additional configuration.

• Streammode. The logs sent using this mode are data plane logs and typically consist

of session logs, IDP logs, and so on. This mode requires additional configurations on

NSM and the device.

Configuring the DMI Device for StreamMode

To configure the DMI device to send the logs to NSM using streammode:

1. Edit the /var/netscreen/DevSvr/devSvr.cfg fileandset thedevSvr.enableSyslogOverUdp

parameter to true:

devSvr.enableSyslogOverUdp true

2. Restart the DevSvrMgr.

3. In the NSM navigation tree, select DeviceManager > Devices.

4. Click the Device Tree tab, and then double-click the device for which you want to
configure streammode.

5. Click the Configuration tab. In the configuration tree, select Security > Log.

6. Configure the following parameters:
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• Mode—Select stream.

• Format—Select sd-syslog.

• Source Address—Enter the address of the DMI device.

7. Select Security > Log > Stream.

a. Click the Add icon.

b. In theName field, enter a unique name for the stream.

c. In the Format drop-down list, select sd-syslog.

8. SelectHost.

a. In the Ipaddr field, enter the IP address of the NSM server.

b. In the Port field, enter 5140.

For HA setup, complete Step 8 for the primary DevSvr and the secondary DevSvr.

9. Update the device.

Directing Data to aWebTrends Server

Themanaged device can send syslog reports to aWebtrends Syslog host. Webtrends

offersaproductcalled theWebtrendsFirewallSuite thatenablesyou tocustomizesyslog

reports to display the information you want in a graphical format.

To send log entries to aWebTrends server, clickWebTrends. NSM displays the

WebTrends dialog box. Enter appropriate data into the following fields.

Table 99:WebTrends Settings for Log Entries

DescriptionField

Directs NSM to forward a log to theWebTrends server.EnableWebTrends Message

The name of theWebTrends server.WebTrends Host Name

Specifies the port number through which the device sends
the log to theWebTrends server.

Port

Directs the device to use the interface mapped to the trust
zone as the location for the VPN over which the packets are
forwarded to theWebTrends server.

Use Trust Zone Interface as
Source IP for VPN

To set severity levels for WebTrends destinations, click on Log Settings under Report
Settings in the navigation tree. Then click theWebTrends tab and click the desired
severity check box.

Managing Packet Data in Logs

Packet data can be stored on IDP sensors or included with log data sent to the NSM

server. Use NSM to configure the IDP sensor to:
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• Store packet data on the IDP sensor, whichNSMcan later retrieve. For IDP4.1 and later,

this option is the default setting and improves performance.

• Send packet data to NSM along with log data and store it on the NSM server. For IDP

4.0, this option is the default setting.

NOTE: This feature is available for IDP sensors only.

There is a maximum limit of howmuch packet data can be stored on the IDP sensor.

When the limit is reached, the IDP sensor overwrites older packet data, purging it from

the sensor. Themaximum size for each log is 800KB. Packet data stored on the NSM

server, whether retrieved after being stored on the IDP sensor or included with the log

data, is stored permanently on the NSM server until or unless it is purged by the user.

To store the packet data on the IDP sensor, double-click an IDP sensor, select Report
Settings in the navigation tree, and then uncheck Include packet data in log.

To send the packet data to NSMwith the log data, double-click an IDP sensor, select

Report Settings in the navigation tree, and then select Include packet data in log if it is
not already selected.

To view a log with packet data, go to the main navigation tree and select Log Viewer,

right-click the log containing the packet data, and then select Show > Packet Data. See
Figure 113 on page 799.

Figure 113: View Packet Data in a Log
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Figure 114 on page 800 provides an example of packet data.

Figure 114: Sample Packet Data

Using the Log Viewer

TheLogViewerdisplays logentries generatedbyamanageddevicewhen trafficmatches

a firewall or VPN rule, or when an event occurs that matches a predefined set of

conditions. Themain display of the Log Viewer displays summarized information about

security events and alarms, while the detail panes provide more detailed information

about a specific log entry.

This section provides details on the following Log Viewer functionality:

• “Using Log Views” on page 801—The Log Viewer includes several predefined views for

critical severity attacks, configuration log entries, scans, and other important activity.

This section describes how to use filters to create your own unique, customized log

entry view, then save the custom view (with all its filters) for future use.

• “Searching LogEntries” onpage808—For networks that generate largenumbers of log

entries, it can be difficult to locate the exact log entries that detail the events youwant

to investigate. This section describes how to use the log timeline to find logs generated

around a specific time, how to use the find utility to locate log entries with a specific

value, and how to search by log ID to jump directly to a specific log entry.

• “Filtering Log Entries by Event and Time” on page 812—This section describes how to

create custom filters based on event data or time. You can apply these filters to a Log

Viewer column or cell to reduce the number of log entries that appear in the main

display area, helping you to focus your investigations on a specific group of log entries.
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• “Filtering Log Entries by Range” on page 815—This section describes how to create

custom filters based on a user-defined range. You can apply these filters to a Log

Viewer column or cell to reduce the number of log entries that appear in the main

display area, helping you to focus your investigations on a specific group of log entries.

• “CustomizingColumns” onpage816—TheLogViewer includes46columnsof log entry

information; however, each predefined view includes only a small subset of available

columns. This section describes how to set viewable columns, change column display

order, resize columns, and hide or unhide a specific column.

• “FilteringLogEntriesbyColumn”onpage818—This sectiondescribeshowtoselect one

ormore columns for filtering log entries and select filter settings for specified columns.

• “Using LogViewer Integration” on page819—This section describes how to use the Log

Viewer integration to jump from a log entry directly to the responsible security policy

or managed device configuration.

• “Identifying Irrelevant Attacks” on page 820—Irrelevant attacks are events that do not

affect your network or that you do not consider important. For example, if you do not

run an ApacheWeb server on your network, you do not need to worry about attacks

against ApacheWeb servers. This section describes how to use your log entries to

identify irrelevant attacks, then eliminate the attack object group that generated that

attack from your security policy.

Using Log Views

The Log Viewer enables you to view and analyze logs generated by themanaged devices

in your network. For your convenience, many predefined views are included for critical

severity attacks, authentication failures, configuration log entries, scans, and other

important activities. Using filters, you can create your own unique, customized log entry

view, then save thecustomview(withall its filters) andmanage them in folders for future

use.

About Predefined Log Views

TheLogViewerprovides several groupsofpredefined log views.Bydefault, all predefined

log views display the latest logs.

Table 100 on page 801 lists and describes the EX Switch predefined log views.

Table 100: EX Series Switch Predefined Log Views

DescriptionLog Type

Filters logs on devices whose device family name is
junos-ex.

All-Switch-logs

Filters CHASSISD logs on devices whose device
family name is junos-ex.

Chassis-logs

Filters UI_COMMIT and
UI_COMMIT_AT_COMPLETEDlogsondeviceswhose
device family name is junos-ex.

Config-change-logs
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Table 100: EX Series Switch Predefined Log Views (continued)

DescriptionLog Type

Filter LLDPD logs on devices whose device family
name is junos-ex.

Topology-logs

Filters UI logs on deviceswhose device family name
is junos-ex.

User-interaction-logs

Table 101 on page 802 lists and describes the SSL/UAC Predefined log views.

Table 101: SSL/UAC Predefined Log Views

Displays all logs filtered byLog Type

Category—Admin (13)Admin

SUBCATEGORY: SYS10061, SYS10062Cluster

Subcategory—AUT23523, AUT23524Dynamic Policy Evaluation

Category-Events (14)Events

Subcategory—SYS24013, SYS24014, SYS24015,
ERR24016, SYS24017, SYS24018, ERR24019,
SYS24020, SYS24021, SYS24074, SYS24075,
ERR24076, SYS24077, SYS24078, ERR24079

Hardware

Subcategory—AUT22923, AUT22925Host Checker

Subcategory— NET24462, NET24463,Network Ports

Subcategory—SUBCATEGORY: IDP24101, IDP24102,
IDP24103, IDP24104, IDP24105, IDP24106, IDP24107,
IDP24108, IDP24109, IDP24190, IDP24191

Sensor Initiated Actions

Category—(sensors)(15)Sensors

Subcategory—SYS10298, SYS10299, SYS10314,
SYS24258, SYS24259

System Restarts

Category— User(12)User

Subcategory—EAM24459VLAN Assignments

Table 102 on page 802 lists and describes the Predefined log views.

Table 102: Predefined Log Views

Displays all logs filtered byLog Type

Severity—CriticalCritical
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Table 102: Predefined Log Views (continued)

Displays all logs filtered byLog Type

Category—AlarmAlarm

Category—Custom, PredefinedIDP/DI

Category—ScreenScreen

Category—TrafficTraffic

Category—InfoInfo

Category—ConfigConfig

Category—SelfSelf

Subcategory—Backdoor Detected (Traffic),
Backdoor Dropped (Traffic)

Backdoor

Policy, Rule #, Rule Domain, Rule Domain Ver,
Rulebase

PolicyLogViewer

Category—ProfilerProfiler

Subcategory—Distributed Port Scan, Distributed
Port Scan in Progress, ICMP Sweep, ICMP Sweep In
Progress, Network Scan , Network Scan In Progress,
TCP Port Scan, TCP Port Scan In Progress, TSIG
Session Rate Exceeded, UDP Port Scan, UDP Port
Scan In Progress

Scans

Creating CustomViews and Folders

A custom view enables you to organize log entries in a format that ismost helpful to you.

Because the custom view is based on filters, incoming log entries that match the filter

criteria are automatically displayed in the view. You do not need to reapply the view to

new logs.

Youmight want to create views to help manage the following situations:

• Workflow—To help a team of security administrators work together to investigate and

resolve incidents, create a view that filters on the flag column of the Log Viewer to

indicate the status of each log entry and assignment.

• Attackers—To track the activities of a known attacker, create a view that filters on a

specific source IP. The source IP address of an attack appears in the source address

column, and thedestination IP address of anattack appears in thedestination address

column.
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• Alarms—Toquickly access logentries generatedbyapolicy rule that contains analarm,

create a view that filters on the alarm column. This method is useful when you are

fine-tuning policies to distinguish between genuine attacks and false positives.

• Devices—Tomanage devices in multiple locations that use different investigation

processes, create a separate view for each device at a specific location.

You can create and save custom views using one of the following methods:

• Create New View—In the navigation tree, select the Log Viewer module. From the File
menu, selectNewView. In theNewViewdialog box, enter a name for the customview,

enter a name for the folder that you want to save the view in, and clickOK. The new
view is displayed in the navigation tree in the folder specified. By default, all new views

are saved in the Others folder. In the main display area, you can then set the desired

filters for the log entries.

• Set Filters—In the Log Viewer main display area, set the desired filters for the view.

From the Filemenu, select Save As. In theNewView dialog box, enter a name for the

custom view, enter a name for the folder that you want to save the view in, and click

OK. The new view is displayed in the navigation tree in the folder specified.

Creating Per-Session Views

Log views that you create on the fly, also called “transient” views, (views set from filters

defined in the Report Manager), appear in theDrill Down folder under Log Viewer. These
views remain in this folder until you log out of the UI.

Log Viewer Columns

TheLogViewer contains thecolumns inTable 103onpage804.When filteringbycolumn,

the filter affects all log entries.

Table 103: Log Viewer Columns

MeaningDefaultColumn

The unique identifier ID for the log entry. The log ID comprises
both a date and an incrementing integer.

DefaultLog ID

The date and the time that the Log Viewer received the log
entry.

DefaultTime Received

Indicates whether an alert flag was generated in response to
the event that generated the log entry.

DefaultAlert

The UI assignable flag associated with the current log.DefaultUser Flag

The source address of the packet that generated the log.NoSrc Addr

The destination device to which the packet associated with
the log entry was targeted.

DefaultDst Addr

The device action performed on the packet / connection that
generated the log.

DefaultAction
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Table 103: Log Viewer Columns (continued)

MeaningDefaultColumn

The protocol used by the packet that generated the log..DefaultProtocol

The destination port of the packet that generated the log.NoDst Port

The rule in the rulebase in the policy in the specific version of
an object that generated this log entry.

DefaultRule #

The source address that has undergone NAT, and is
associated with the packet that generated the log entry.

DefaultNat Src Addr

The destination address that has undergone NAT, and is
associated with the packet that generated the log entry.

DefaultNat Dst Addr

Astring that capturesdevice logdata that couldnototherwise
be stored in a column.

NoDetails

The type of log you are viewing. Can be expressed either as a
category or a subcategory. A category is either admin, alarm,
config, custom,event, implicit, info, predefined, profiler, screen,
self, sensors, traffic, urlfiltering, or user. A subcategory is an
attack type.

DefaultCategory

Subcategory of the log entry you are viewing.DefaultSub Category

Level of severity associated with the attack detected. Every
attack has a default severity level although you can configure
a different one.

DefaultSeverity

The device that generated the log entry.DefaultDevice

Enables you to comment about relates to the generated log
entry. To enter a comment, click in the cell and enter text.

DefaultComment

The application associated with this log.DefaultApp

Service application nameDefaultApplication Name

Number of bytes that comprised the log data entering the
Log Viewer per session.

NoBytes In

Number of bytes that comprised the log data being
transmitted from the Log Viewer per session.

NoBytes Out

The sum of the number of bytes transmitted and received by
the Log Viewer.

NoBytes Total

The version of the object that contained the device that
generated the log entry.

NoDev Domain Ver
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Table 103: Log Viewer Columns (continued)

MeaningDefaultColumn

Name of the domain in which the device resides.

Note: The Log Viewer displays log entries for a single domain
at a time. By default, when logged in as the super
administrator, theLogViewerdisplays logentries formanaged
devices in the global domain. To change the domain, apply a
domain filter to view log entries for managed devices in a
specific domain.

NoDevice Domain

The family of the device that generated the log entry.NoDevice family

The name of the packet-centric outbound interface.NoDst Inf

The destination zone associated with a traffic log entry. Log
entry data for this column only appears after you update the
security device.

NoDst Zone

Thenumberof seconds thathaveelapsedsince thebeginning
of the current session.

NoElapsed Secs

Specifies if this log has associated packet data.NoHas Packet Data

A destination port that has undergone NAT and is associated
with the packet that has generated the log.

NoNat Dst Port

A source port that has undergone NAT and is associatedwith
the packet that has generated the log.

NoNat Src Port

The number of received packets for a given session on the
current port.

NoPackets In

Number of transmitted packets for a given session on the
current port.

NoPackets Out

Aggregate number of both received and transmitted packets
for a given session on the current port.

NoPackets Total

Thepolicy in a specific domain version that generated the log.NoPolicy

The unique policy rule number that generated the log. This
policy number is constant in both ScreenOS and NSM.

NoPolicy ID

A role group to which the user belongs.NoRoles

The domain that contained the rule that generated this log.NoRule Domain

The domain version containing the rule that generated this
log.

NoRule Domain ver
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Table 103: Log Viewer Columns (continued)

MeaningDefaultColumn

The policy rulebase of a specific domain version that
generated this log.

NoRulebase

The name of the packet-centric inbound interface.NoSrc Intf

The TCP/UDP port number of the source device that
generated the packet that generated the log entry.

NoSrc Port

Source zone associatedwith a traffic log entry. Log entry data
for this column only appears after you update the security
device. The source zone is the zone that is attempting to send
the traffic through the security device.

NoSrc Zone

The time the current log was generated.NoTime Generated

The user associated with this log.NoUser

After you import a device configuration, log entries from that device begin to appear in

the Log Viewer.

NOTE: ThePolicy ID is supported fornew logs fromdevices runningScreenOS

6.3 and later, and Junos firewall devices. ThePolicy ID column remains empty

for older logs.

Log Viewer Detail Panes

The Log Viewer contains additional panes that provide summary and detail information

for log entry events. To see detailed information about a log entry, select the entry and

view the detail panes at the bottomof the LogViewer. The detail pane contains four tabs

of information about the selected log record:

• Summary tab (default tab)—Details the event associated with the selected log entry.
Within thesummary tab, youcanviewtheeventdescription (right side)and thevariable

data (left side). Not all log entries contain variable data—only log entries generated

by an attack provide variable data.

• All Fields tab—Provides a condensed view of data for the selected log entry (so you

do not need to scroll horizontally).

• Whois tab—Enables you to perform aWhois lookup on an IP address to see what

organization has registered a particular address.

• Quick Reports tab—Enables you to quickly generate a predefined report on a filter
criteria in the Log Viewer.
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Log Viewer Status Bar

The status bar of the Log Viewer summarizes the filters applied to log entries in the log

entry list. The status bar displays the filter type description.

For example, Figure 115 on page 808 shows the status bar for log entries that are filtered

by Category and Severity:

Figure 115: View Category and Severity Filters

To view filter details, place the cursor over the filter type.

Navigating the Log Viewer

Using the side scroll bar, you can navigate through hundreds of log entries quickly and

precisely, as shown in Table 104 on page 808:

Table 104: Log Viewer Navigation Controls

FunctionScroll Bar Components

Jump to top of log entry list.

Page up within log entry list.

Scroll up within log entry list.

Use the slider to move up or down within log entry list. The farther you drag the slider from
the center, the faster you scroll through the log entry list.

Scroll down within log entry list.

Page down within log entry list.

Jump to bottom of log entry list.

Logentries higher in the list are older than log entries at thebottomof the list. Tonavigate

through log entries based on a specific time, use the Log Timeline (for details, see “Log

Timeline” on page 809).

Searching Log Entries

The Log Viewer can receive thousands or evenmillions of log entries each day. To quickly

locate a specific log entry or logs, use the log searching tools in Table 105 on page 809.
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Table 105: Search Tools for Log Viewer

BenefitDescriptionTool

• Specify an exact date and time, or use the
timeline selection slider to move
immediately to a specific day’s log entries.

• Use the Tailing Logs feature to jump directly
to incoming log entries.

• Timeline covers any 14-day period, in
increments of days, hours, or minutes.

A 14-day timeline that enables you
to zoom to log entries for a specific
day and time.

Log Timeline

• Gain greater control over identifying events.

• The flagged entry stands out from other
entries, making it easier to locate quickly.

• You can filter on a flag setting.

A symbol used to tag a specific log
entry that you want to return to at
a later point.

Flags

• Locate a specific event quicklywithminimal
detail; for example, search using the
timestamp or IP address field.

• Move quickly from one relevant event to
another, avoiding scrolling.

A string search that searches for a
log entry based on a character
string in the reported event.

Find Utility

Locate a specific log entry immediately.
Typically, you use a log ID search when you
have previously viewed the log entry and need
to find it again quickly.

A value search that searches for a
log entry based on the log ID
number.

Log ID Number

The following sections detail each search tool.

Log Timeline

The log timeline is a powerful tool that enables you to quickly jump to a group of log

entries generated during a specific time period.

The timeline consists of4components: the timeslider, timeentry, timeblocks, andTailing

Logs. The following sections detail each component.

Using the Time Slider

The time slider marks the midpoint of the time interval selected for the timeline (for

details on setting a time interval, see “Using Time Blocks” on page 810). You canmove

the time slider to the desired time using your mouse cursor: Click the slider (the vertical

red line), thendrag it to theareaon the timeline that represents thedate and timearound

which youwant to view log entries. The log entry list automatically jumps to the selected

date and time (shown by the horizontal red line). Figure 116 on page 810 shows the time

slider.
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Figure 116: Log Viewer Time Slider

Using Time Entry

You can also enter a date and time into the log timeline directly. Enter the date and time,

and clickGo as shown in Figure 117 on page 810.

Figure 117: Log Viewer Time Display

Using Time Blocks

To change the log timeline intervals, select a specific time block or use theOut and In
buttons. From left to right, the time blocks are:

• 14 days

• 7 days

• 3 days

• 1 day

• 12 hours

• 6 hours

• 3 hours

• 1 hour

• 30minutes

• 1 minute

Click theOut button to select the time block to the left of the currently selected time
block. Click the In button to select the time block to the right of the currently selected
time block. Alternatively, you can use themousewheel on yourmouse to adjust the time

interval.
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Using Tailing Logs

To view arriving log entries, select Tailing Logs. The log entry list automatically jumps to
the bottom of the list, where new log entries appear when they are received by the

management system. As older log entries are moved up by arriving log entries, the view

remains fixed at the bottom of the list.

Tailing Logs also works with filters, predefined views, and custom views.

To see configuration log entries as they arrive from a specific device:

1. Select Predefined >7-Config view from the Log Viewer . This view uses a predefined

filter to display log entries with the “configuration” category only.

2. Set a custom filter to set log entries from a specific device (for details, see “Filtering

LogEntriesbyEventandTime”onpage812). Theviewchanges todisplayconfiguration

log entries from that device.

3. Select Tailing Logs. The view jumps to the bottom of the log entry list, and remains

there; as newconfiguration log entries for the device arrive, they appear at the bottom

of the list.

Using Flags

Use a flag to mark a specific event with a severity or workflowmarker. Applying a flag to

a logentrieshelps theevent standout fromother logentries. Table 106onpage811 shows

the flag severity levels and corresponding filter types.

Table 106: Log Viewer Flags

Filter TypeFlag/Severity Level

SeverityHigh

SeverityMedium

SeverityLow

InformationClosed

InformationFalse Positive

InformationAssigned

InformationInvestigate

InformationFollow-Up

InformationPending
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Within the LogViewer, you can set a filter ononeormore flags. Additionally,withinReport

Manager, you can generate a report that displays the count of all log entries that contain

a specific flag.

Using the Find Utility

Use the Find utility to search for the next iteration (down) of a value in the Log Viewer.

To use Find on a column or cell, right-click the column header or cell and select Find,

then configure the search criteria. Select Negate to search for all log entries that do not

contain the specified value.

Using Log ID Number

When you know the log ID number for the log entry, you can jumpdirectly to the log entry.

To locate a log entry by log ID number, from the Editmenu, selectGo To Log ID. In the
Go To Log ID dialog box, enter the log ID number, and clickOK. The Log Viewer jumps to
the specified log ID and highlights the log entry in the main display area.

Filtering Log Entries by Event and Time

An event-based or time-based filter is a criteria search for matching log entries. When

you apply a filter to log entries, the Log Viewer filters out log entries that do not match

the filter criteria. You can set multiple filters on any Log Viewer column (except Log ID

and Details) or cell value.

When filtering by cell, the filter affects only the content in that cell’s column. To set a

cell filter, right-click a cell and select Filter to display the filter menu options:

• Edit—Use this option to set multiple filters for cell content at the same time. Select to

display the Filter dialog box for that column, then select the columns youwant to filter
on.

• To display only the selected content, clickOK.

• To display everything except the selected content, select the check box next to

Negate, then clickOK.

• To clear filters for the selected content, click Clear.

• Only This Value—Displays only the content in the selected cell.

• Not This Value—Displays everything except the content in the selected cell.

• Clear Filter—Removes a current filter on the selected cell content. If no filter exists,
this option is unavailable.

• Clear All Filters—Removes all filters on the current view.

When filtering by column, the filter affects all log entries. You can set an event-based

filter using any log entry column that contains event data, and a time-based filter for the

Time Generated and Time Received columns. Additionally, for all filters (cell or column),

youcanenable theNegateoption tomatchall logentries thatdonot contain the specified

filter criteria.
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The following sections detail some common event-based and time-based filters used

to manage log entries.

Setting a Category Filter

Apply a category filter to view log entries within a specific category or subcategory.

• To create a category filter, right-click the Category column header and select Filter >
Set Filter. Select the categories you want to use as the filter criteria, then clickOK.
NSM applies the filter to all log entries and displays only the log entries thatmatch the

specified category.

• To create a subcategory filter, right-click the Subcategory column header and select
Filter > Set Filter. Select the category first, then select the subcategories you want to
use as the filter criteria, then clickOK. NSM applies the filter to all log entries and

displays only the log entries that match the specified subcategory.

Setting an Alert Filter

Apply an alert filter to view log entries that have an enabled or a disabled alert state. To

create an alert filter, right-click the Alert column header and select Filter > Set Filter,
then configure the alert filter settings:

• To display log entries that contain an enabled alert, selectOn and clickOK.

• To display log entries that contain a disabled alert, selectOff and clickOK.

NSM applies the filter to all log entries and displays only the log entries that match the

specified alert state.

Setting a Flag Filter

Apply a flag filter to view log entries that have a specified flag type. To create a flag filter,

right-click the Flag column header and select Filter > Set Filter. Select the flag types
that you want to use as the filter criteria, then clickOK. NSM applies the filter to all log

entries and displays only the log entries that match the specified flag type.

NOTE: TheUnflagged option in the flag filter can be helpful when trying to
locate log entries that do not have assigned flags. When setting the flag
criteria, selectUnflagged as the flag type; NSM then displays all log entries
without flags.

Setting an Address Filter

Apply an address filter to view log entries that record events for a specific source or

destination address, or source or destination NAT address. To create an address filter,

right-click theSrcAddr, Dst Addr, Nat SrcAddr, or NatDst Addr columnheader and select

Filter>Set Filter. SelectClick here to add address and enter a valid IP address and click
OK. For NAT addresses, enter the IP address that is translated and clickOK.

NSM applies the filter to all log entries and displays only the log entries that match the

specified IP address.
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Setting a Protocol Filter

Apply a protocol filter to view log entries for events that use a specific protocol type. To

create a protocol filter, right-click the Protocol column header and select Filter > Set
Filter. Select the protocol types that you want to use as the filter criteria, then clickOK.
NSM applies the filter to all log entries and displays only the log entries that match the

specified protocol types.

Setting a Domain Filter

The Log Viewer displays log entries for a single domain at time. By default, when you log

in as the super administrator, the Log Viewer displays log entries for managed devices

in the global domain. To change the domain apply a domain filter to view log entries for

managed devices in a specific domain.

To create a domain filter, right-click the Domain column and select Filter > Set Filter.
Select the domain for which youwant to view log entries, then clickOK. NSMapplies the

filter to all log entries and displays only the log entries that are generated frommanaged

devices in the specified domain.

Setting a Time-Based Filter

Apply a time-based filter to view log entries generated or received within a specific time

period. To create a time-based filter, right-click the Time Generated or Time Received
column and select Filter > Set Filter:

• To filter on a specific start time, select From and configure the start date and time.

When applied, this filter displays log entries for events that were generated or received

after or at the specified start time.

• To filter on a specific end time, select To and configure the end date and time. When

applied, this filter displays log entries for events thatwere generated or received before

or at the specified end time.

• To filter on a time period, select From and To, then enter the start and end date and
time. When applied, this filter displays log entries for events that were generated or

received within the specified time period.

In this example, you want to view all critical severity log entries that have a Follow-Up

flag assigned to them. Additionally, you want to limit the search to log entries generated

by the Engineering NSRP cluster on your network.

1. In the Log Viewer, right-click theSeverity column header and select Filter>Set Filter.
Select the checkbox for Critical, then clickOK to save and apply the filter to your log
entries.

2. Right-click theUser Flag column header and select Filter > Set Filter. Enable
Follow-Up, then clickOK to save and apply the filter to your log entries.

3. Right-click theDevicecolumnheaderandselectFilter>SetFilter. SelectEngineering
Cluster, then clickOK to save and apply the filter to your log entries.
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Filtering Log Entries by Range

A range filter is a criteria search for matching log entries within a value range. You can

set a range filter for the following columns:

• Bytes In

• Bytes Out

• Bytes Total

• Packets In

• Packets Out

• Packets Total

• Src Port

• Dst Port

• Nat Src Port

• Nat Dst Port

• Elapsed Seconds

The following sections detail some common range filters used to manage log entries.

Setting a Bytes In or Bytes Out Range Filter

To view log entries based on the number of bytes received or transmitted during the

event, set a range filter on the Bytes In or Bytes Out column:

1. Right-click theBytes In orBytesOut columnheader and select Filter>Set Filter. The
Bytes In/Bytes Out filter dialog box appears.

NOTE: By default, the Log Viewer does not display the Bytes In or Bytes
Out column. To set a byte filter, youmust first configure the Log Viewer
to display these columns. For details on configuring column settings, see
“Customizing Columns” on page 816.

2. Set the range for bytes received (Bytes In) or transmitted (Bytes Out):

• To filter on aminimum number of bytes only, select From and enter a value. When

applied, this filter displays log entries for events that received or transmittedmore

than or equal to the specified minimum number of bytes.

• To filter on amaximum number of bytes only, select To and enter a value. When

applied, this filter displays log entries for events that received or transmitted fewer

than or equal to the specified maximum number of bytes.

• To filter on a range of bytes, select From and To, then enter the minimum and

maximum values for the range. When applied, this filter displays log entries for

events that received or transmitted a number of bytes within the specified range.
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3. ClickOK to apply the filter.

Setting a Port Number Range Filter

To view log entries based on a range of port numbers used in the event, set a range filter

on the Dst Port or Src Port column:

1. Right-click the Src Port or Dst Port column header and select Filter > Set Filter. The
Dst/Src Port filter appears.

2. Set the range for the port numbers:

• To filter on aminimum port number only, select From and enter a value. When

applied, this filter displays log entries for events that used a port greater than or

equal to the specified minimum port number.

• To filter onamaximumport number only, selectToandenter a value.Whenapplied,

this filter displays log entries for events that used a port less than or equal to the

specified maximum port number.

• To filter on a range of port numbers, select From and To, then enter the minimum
andmaximum values for the range. When applied, this filter displays log entries for

events that used ports within the specified range.

3. ClickOK to apply the filter.

Customizing Columns

You can configure the Log Viewer to display specific columns.

Using Column Settings

The Log Viewer includes 46 columns of log entry information; however, each predefined

view includes only a small subset of available columns. To view information in the other

available columns, or to change the column display order, you can adjust the column

settings for the view.

Themore columns you configure to appear in the Log Viewer, the more information you

can see at one time—and themore youmust scroll from side to side to view all columns;

setting fewer columnsmeans less viewable information, but also less scrolling. Typically,

you use fewer columns when you already have enough detail about the event or you are

only interested in specific event data.

Use column selection in combination with filters to create a customized view of your log

entries.

Hide, Unhide, andMove Columns

You hide, unhide, or move columns to display specific information using one of the

following methods:

• Whenmanaging columns using the Column Settings dialog box:

• To display hidden columns, select the columns and click Show.
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• To hide columns, select the columns and clickHide.

• To reorder the columndisplay sequence, select a columnand clickMoveUporMove
Down.

• Whenmanaging columns in the main display area:

• To hide a column, right-click the column header and selectHide Column. To unhide
a hidden column, youmust use the Column Settings dialog box.

• To reorder the column display sequence, drag a column to a new location.

• To change columnwidth, drag the left or right edge of the column header to the

desired width.

In this example, you want to view the following information in the Log Viewer:

• The attacks that attempt to enter your network.

• The source IP and port of the attacking computers.

• The destination IP and port on the target computers.

• The date and time of the attacks.

• The devices that detected the attack.

• The policies that matched the attack.

First, youconfigure theLogViewer todisplayonly thecolumns thatcontain the information

you are interested in viewing. Then you set can filters on those columns to narrow your

search.

To configure the column settings:

1. In the navigation tree, select the Log Viewer module.

2. From the Viewmenu, select Choose Columns. NSM displays the Column Settings
dialog box, listing all columns.

3. Select the following columns:

• Time Received

• Src Addr

• Dst Addr

• Src Port

• Dst Port

• Category

• Subcategory

• Device

• Policy
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Ensure all other columns are not selected, then clickOK to apply your changes to the
Log Viewer.

4. In the main display area, select the Src Port column header, then drag the column to
the right of the Src Addr column.

To configure the column filters:

1. In the main display area, right-click the Category column header and select Filter >
Set Filter. The Category filter dialog box appears.

2. Select the following categories: Predefined, Custom, and Screen. ClickOK to apply
your changes. The Log Viewer applies the filter to the log entries.

Filtering Log Entries by Column

Use the Filter Summary dialog box to select columns on which you want to filter log
entries. To filter on one or more columns:

1. Select View >Filter Summary.

The Filter Summary dialog box is displayed.

2. From the Filter Summary dialog box, select a column on which you want to filter log
entries.

3. Select the filter settings you wish to apply for the specified column, then clickOK.

4. To select additional Log Viewer columns for filtering log entries, repeat Steps 1–3.

5. Before you exit NSM, save the Filter Summary changes that youmade in Log Viewer.

Figure 118 on page 819 shows the Filter Summary dialog box that you would use to
configure filtering by Device family column.
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Figure 118: Filter Summary Dialog Box

NSM applies the filter to all log entries and displays only the log entries that match the

specified Log Viewer columns.

To clear a Log Viewer column that was selected for filtering log entries:

1. Select View>Filter Summary.

The Filter Summary dialog box is displayed.

2. To clear a single column: Clear the column check box that you do not want to use

for filtering log entries, then clickOK .

•

• To remove all columns: Click the Clear All button.

Using Log Viewer Integration

TheLogViewermodule is integratedwithSecurity Policies andDeviceManagermodules.

This integration enables you to jump from a log entry in the Log Viewer directly to the

responsible security policy (jump to policy) or managed device (jump to device

configuration).
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Jump to Policy

To quickly edit a security policy rule from the LogViewer, right-click a log entry and select

Goto Policy. NSM opens a new UI window and displays the policy with the rule that

generated the log entry.

• If the responsible rule exists within a rule group, the group is automatically expanded

to reveal the rule.

• If the responsible rule existswithin a VPN created by VPNManager, the autogenerated

rules appear.

Dependingon theobject versionof the security policy, the rulemight appear as read/write

or read-only.

“Object version” refers to a specific modeled configuration; each time you install a

modeled configuration (this includes security policies) on amanaged device using NSM,

the management system creates a new object version using the install date and time.

NSM uses database snapshots to detect differences between the running configuration

(installed on the physical device) andmodeled configuration. Database snapshots also

enable you to view previous object versions. For details on database snapshots, see

“Automatic Policy Versioning” on page 566.

Other options for archiving and restoring logs and configuration data are also available.

For more information, refer to the Network and Security Manager Installation Guide.

When using theGoto Policy option in the Log Viewer, NSM compares the object version

of the managed device to the current object version. If the responsible rule exists in a

security policy that has the same object version as the security policy installed on the

managed device, you can edit the rule.

However, if the responsible rule exists in a security policy that has a different object

version from the security policy installed on themanaged device, you cannot edit the

rule. This typically occurs when you install a security policy on amanaged device, then

edit that policy in the NSMUI, but do not update the devicewith the newpolicy changes.

Because the responsible rule exists in a policy that belongs to a previous object version,

you cannot make changes to it.

Jump to Device Configuration

Toquickly configureaparameter onan individual device fromtheLogViewer, double-click

a device in the Device column. NSM displays the device configuration for the device,

enabling you to make changes to the device.

Identifying Irrelevant Attacks

Your log entries are a valuable tool in helping you identify irrelevant attacks. Irrelevant

attacks are events that do not affect your network or that you do not consider important.

Typically, you want to identify irrelevant attacks to:

• Reduce the number of log entries and increase system performance.

• Isolate log entries for harmless attacks.
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• Focus on log entries for attacks to which you are actually vulnerable.

Select a log entry generated by a protocol anomaly or signature attack object, then view

the Summary panel to see the attack description. An example is shown in

Figure 119 on page 821.

Figure 119: Viewing Summary Panel

Look carefully at the information about affected systems, and compare it with what you

know about your network. Use the information in Table 107 on page 821 to determine if

the attack is relevant:

Table 107: Irrelevant Versus Relevant Attacks

Relevant AttacksIrrelevant Attacks

Attackattempts to exploit vulnerabilities in the
hardware you use in your network.

Attack target hardware you do not use.

Example: Attacks that exploit Cisco routers do
not affect Lucent routers.

Attackattempts to exploit vulnerabilities in the
software running on your network.

Attack target software you do not use.

Example: Attacks that exploitMicrosoft IISWeb
servers do not affect ApacheWeb servers.

Attackattempts to exploit vulnerabilities in the
software versions running on your network.

Attack target software versions you do not use.

If the attack is irrelevant, you can remove thematching attack object group from the rule

that triggered the log entry, or monitor the attack object group using custom severity

setting.

Using the Log Investigator

The Log Investigator module enables you to investigate patterns and trends on your

network usingdata gathered fromyour log entries. Log entries are generatedbya security

devicewhen trafficmatches a security policy rule, or when an event occurs thatmatches

a predefined set of conditions. The Log Investigator uses the event data recorded in the

log entry to identify the destination IP addresses and ports that are attackedmost

frequently, the services that are used to attack most frequently, and the source IP

addresses that most frequently generate attacks.
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When using NSM tomanage large networks with multiple managed devices, you can

potentially receive several hundred log entries in a single day (depending on how you

have configured your devices for logging). The Log Investigator is a helpful tool for

manipulating and correlating a large volume of log entry data so you can identify and

analyze important activity that might threaten your network. By analyzing your data and

thenusing that knowledge toproactively fine-tuneyour securitypolicies, youcandecrease

risk while increasing security.

This section provides details on the following Log Investigator functionality:

• “About the Log Investigator UI” on page 822—The Log Investigator main display area

includes a filter summary, a log entry matrix, and two detail panes that display detail

information in table and chart format.

• “Configuring Log Investigator Options” on page 824—Configure the criteria the Log

Investigator uses to create the matrix, including the time period, Left and Top Axes

settings, the data point count (the number of data points the Log Investigator must

collect before displaying data), and themaximum number of log entries you want the

Log Investigator to use when collecting data.

• “Setting Log Investigator Filters” on page 827—As in the Log Viewer, you can set filters

on log entry data so the Log Investigator displays only the information youwant to see.

Apply multiple filters to data for all log entry columns found in the Log Viewer.

• “Investigating Log Entry Data” on page 829—After you have configured the Log

Investigator filters, time period, and data options, you are ready to begin investigating

your log entry information.Within any cell the Log Investigator table, you can right-click

andselect anoption to viewspecific details, includingDestinationPorts, Subcategories,

and Time Period.

• “ZoomDetails” onpage831—Youcanzoom inonspecificdetails aboutactivitybetween

two data types, select a third data type for comparison, or display details about the

event over time.

• “Jumping to the Log Viewer” on page 832—You can use the Log Viewer to see the

corresponding log entries that are used in Log Investigator calculations

• “Excluding Data” on page 832—You can configure the Log Investigator to exclude data

for a cell, row, or column in the Log Investigator matrix.

About the Log Investigator UI

Themain display of the Log Investigator is shown in Figure 120 on page 823.
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Figure 120: Log Investigator UI Overview

The Log Investigator contains the following UI components:

• Filter Summary—Displays the column filters currently applied to the Log Entry Matrix.

• Selected Log Entries—Displays the number of log entries currently selected in the Log
Entry Matrix.

• Left Axis—The controlling axis for log entry data (the independent axis). The Log
Investigator collects log entry data for the Left Axis setting, which determines data set

that is used for Top Axis setting.

• Top Axis—The controlled axis for log entry data (the dependent axis). The Log
Investigator collects log entry data for the Left Axis setting; for the Top Axis setting,

the Log Investigator collects data thatmatches both the Left Axis andTopAxis setting.

• ZoomTable—Displays a table of log entry details. You can view Source, Destination,

Destination Port, Attack Subcategories, or Time Period details for any cell, row, or

column.

• ZoomChart—Displays a chart of log entry details. You can view Source, Destination,

Destination Port, Attack Subcategories, or Time Period details for any cell, row, or

column.
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Configuring Log Investigator Options

The first step in using the Log Investigator is to configure the basic criteria used to create

the Log Investigator matrix. To change the default options , from the Viewmenu, select

Set Log Investigator Options. Use the Log Investigator Options dialog box to configure
the desired settings (detailed below) and clickOK to apply your changes.

NOTE: You can configure up to 20 Log Investigator sessions. To change this
default number of sessions, edit the devSvr.irMaxIndexCount parameter in

the devSvr.cfg file, which is located in themanagement system directory

/usr/netscreen/DevSvr/var/.

The following sections detail each Log Investigator option.

Configuring a Time Period

The time period setting narrows the log entries included in your investigation based on

a specified time interval or start time. Each log entry contains a timestamp that indicates

the date and time themanaged device generated the log entry (Time Generated). The

Log Investigator compares the timestamp of a log entry to the specified time period

setting, and eliminates those log entries that do not meet the time criteria.

First, you must specific a time duration. To specify a time interval for which you want to

see log entries, set the number of weeks, days, hours, minutes, or seconds. Setting a

longer interval time can help you identify broad trends in your network activity. Typically,

you use a longer interface time to initially locate problems. After you have identified the

issues youwant to investigate, set a shorter time interval to eliminate irrelevant log entry

data.

After you have determined the time interval, you must set the end or start time for the

duration:

• To set the end time of the duration, selectMost Recent (this is the default setting).
The Log Investigator uses the current date and time as the end point for the time

duration. For example, for a time interval of 5 hours, the Log Investigator collects data

from log entries that have timestamps within the previous 5 hours.

• To set the start time of the duration, select Start Time and configure the start date
and time. The Log Investigator uses the specified date and time as the start point for

the timeduration. For example, for a time interval of 5hoursandastart dateof5/12/04

8:00:00 AM, the Log Investigator collects data from log entries that have timestamps

from the start date to the start date + 5 hours.

Typically, useMostRecent to investigate recurringactivity or tomonitor expectednetwork
changes. Use a start time when investigating past known events, such as a virus attack.

When using a large time interval, the number of matching log entries might exceed the

capacity of the Log Investigator (100 log entries), causing a warning message to appear

next to the Selected Logs indicator. If you do notmake changes to the time interval filter,
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the Log Investigator automatically clears the session, requiring you to create a new time

filter.

For example, on Friday afternoon, you want to investigate attacks received by your

network in the last seven hours. Configure the time period as shown in

Figure 121 on page 825.

Figure 121: Configure Time Period Filter

OnMondaymorning, you want to investigate attacks received by your network during

the last work week. If Monday’s data is 5/17/04, you configure the time period as show

in Figure 122 on page 825.

Figure 122: Changing Time Period Filter

Configuring Axes

The Left Axis is the independent axis because it is the first data collected. The Top Axis

is the dependent axis because it uses the Left Axis data as the data set.

The dependency occurs because the Log Investigator collects data that matches the

Left Axis setting first; this data represents the data set for the entire log entry matrix. By

default, the Left Axis is set to the data type Top Sources. After the Left Axis data set has

been determined, the Log Investigator searches that data set for data that matches the

Top Axis setting. By default, the Top Axis is set to the data type Top Destinations.

Because the Left Axis setting controls the initial data set, it is the most important axis

setting. Typically, you should set the Left Axis to the data type youmost want to

investigate.

Setting the Data Type

Youcan change thedata type for eachaxis. Thedata typedefines the typeof information

that the Log Investigator attempts to locate in your log entries. For either axis, you can

set the following data types:

• Top Sources—The IP address that generated the event.

• Top Destinations—The IP address that received the event.

• Top Subcategories—The attack subcategory detected in the event.

• TopDestination Ports—The port numbers on the Destination device that received the
event. The port number can help you identify the service used in the event.
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By default, the Left Axis uses the data type Top Sources and the Top Axis uses the data

type Top Destinations. To change these settings, select the desired data type in the data

point source menu.

Setting Data Points

Adata point is a single data type field thatmatches the axis setting. By default, each axis

collects 10 data points for each evaluation. These default settings create a Log Entry

Matrix of 100 cells (the top 10 source IP addresses are correlated against the top 10

destination IP addresses, creating a 100-cell matrix). For example, a data point count of

6 for each axis would create a 36-cell matrix.

You can set the data point higher (maximum 40) or lower (minimum 5), depending on

your investigation requirements. To change these settings, select the desired data type

in thedatapoint count field. Thehigher thedatacount, the larger the logentrymatrix—and

themore processing power required by the Log Investigator UI. Using large data counts

can slow performance.

In this example, you swap the setting for the Left and Top Axes of the Log Investigator

to see how each axis controls data.

Set the filter to Attacks, then configure the Left and Top Axes:

• To identify which of themost popular source addresses are generating attacks against

the most popular destinations:

• Select the Left Axis (the independent axis) as Top Sources.

• Select the Top Axis (the dependant axis) as Top Destinations.

The Left Axis displays all attacks for the Top Source IP addresses, while the Top Axis

displays the number of attacks for each of the Top Destinations attacked by the Top

Sources.

• To identifywhich of themost popular destination addresses are receiving attacks from

themost popular sources:

• Select the Left Axis (the independent axis) as Top Destinations.

• Select the Top Axis (the dependant axis) as Top Sources.

The Left Axis displays all attacks against the Top Destination IP addresses, while the

Top Axis displays the number of attacks for each Top Source IP address that attacked

a Top Destination.

Setting a Log Entry Limit

You can limit the number of log entries used in Log Investigator calculations. The NSM

Device Server stores log entries frommanaged devices and themanagement system;

when the GUI Server accesses a log entry to display its information in the UI, that log

entry is placed in a log buffer. As the Log Investigator searches your log database for log

entries thatmatch the filter, time period, and data type criteria, it places all matching log

entries in the log buffer.
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To control the size of this buffer (the number of matching log entries), you can configure

the Max Log Count for your investigations. The limit defines the number of matching log

entries the Log Investigator accepts for its calculations.

You can set the following log entry limits:

• 100,000 log entries

• 200,000 log entries

• 400,000 log entries

• 600,000 log entries

• 800,000 log entries

• 1,000,000 log entries

NOTE: Settinga largebuffer limit candegradeLog Investigatorperformance.
Themaximum buffer size of onemillion log entries uses all memory on the
GUI Server and is not recommended.

Setting Log Investigator Filters

Log Investigator filters operatemuch like Log Viewer filters: You set criteria for log entries

and the Log Investigator filters out log entries that do not match the filter criteria. Using

the Filter Summary dialog box, you can select and apply multiple filters to the Log
Investigator matrix.

To set filters, from the Viewmenu, select Set Filter. Table 108 on page 827 details filter
types:

Table 108: Log Investigator Filters

DescriptionSample FiltersFilter Type

Identifies packets by the timewhenapacket
is sent from a device.

Time GeneratedTime Filter

Identifies packets based on information
about an address of a device fromwhich the
packet was sent or an address of a device to
which the packet was sent.

Src Addr

Src Intf

Dst Addr

Dst Intf

Address Filters

Identifiespacketsbasedon thedirection they
are heading to or from a specified device.

Packets In

Packets Out

Packets Total

Direction Filters
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Table 108: Log Investigator Filters (continued)

DescriptionSample FiltersFilter Type

Identifiesdevicenames,deviceversions, and
device types.

Device

Device Domain Ver

Device family

Device Filters

Identifies transmissions if they are seen as
packets.

Has Packet DataTransmission Type Filter

Identifies packets based on the port on a
device fromwhich they were transmitted or
on the port on a device to which they were
transmitted.

Src Port

Dst Port

NAT Src Port

NAT Dst Port

Port Filters

Identifies packets based on whether they
meet the conditions of a policy or a rule.

Policy

Rule #

Policy ID

Policy Filters

Identifies the severity level of a generated
alarm.

User Flag

Severity

Alarm Filters

VariousDetails

Protocol

Category

Alert

Roles

User

Application name

Miscellaneous Filters

NOTE: For a complete list of log entry columns available for filtering, see
“Log Viewer Columns” on page 804.

After you have set a filter, the Filter Summary displays a list of all filters applied to the
log entry data and the Log Investigator matrix displays values for matching log entries.
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Example: Setting Filters in the Log Investigator

In this example, the Left Axis is set to Top Sources and the Top Axis is set to Top

Destinations (these are the default settings). To set a filter that displays all attack

category log entries generated by the Top Sources and received by the Top Destinations:

1. From the Viewmenu, select Set Filter to display the Filter Summary dialog box.

2. In the filter list on the left, select Category, then select the following categories in the
right: Predefined, Custom, and Screen.

3. ClickOK to save and apply your changes.

To view the number of attacks between a specific source-destination pair, locate the

Source Address 63.172.115.190 and Destination Address 63.172.115.6, then find the cell

where the two addresses intersect. The Log Investigator displays 140 log entries for this

Source-Destination pair, as shown in Figure 123 on page 829.

Figure 123: View Log Investigator Results

Thishighvalue (140) reflects thenumberof attack logentries thathaveoccurredbetween

these two IP addresses.

Investigating Log Entry Data

After you have configured the Log Investigator options and set filters as desired, you are

ready to begin investigating your log entry data.

Using Rows and Columns

Each rowor column in theLogEntrymatrix represents events for a singledata type.When

selecting a row or column, you are evaluating how the data type (source, destination,

subcategory, or destination port) for that axis relates to the other axis during a specific

timeperiod.Typically, reviewinga roworcolumn in thematrix helps youanalyzeall events

for a single data type.
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For example, to investigate a sudden drop in performance on a specific destination, set

the Left Axis to TopSources and theTopAxis to TopDestinations, then select the column

for thedestination IPaddress. For eachcell thatdisplaysahighnumberof events received

by that destination, locate the corresponding source IP address. Youmight determine

that destination 1 is receiving a large number of events from sources A, B, and C. This

activity could be a harmless event, such asmultiple users attempting to contact a single

application server at the sametime.Youcouldeliminate thebottleneckbyaddinganother

application server to the network or restricting access to the existing server.

Using Cells

Each cell in the Log Entry matrix represents events that occur at the intersection of two

data types. When selecting a cell, you are evaluating the events that occurred between

those two specific data types (source, destination, subcategory, or destination port)

during a specific time period. Typically, reviewing a cell in the matrix helps you analyze

all events that occur between a data type pair.

For example, to investigate a sudden drop in network performance, set the Left Axis to

Top Sources and the Top Axis to Top Destinations, then review the log entry matrix to

locate a large number for a location pair. Youmight identify that source A is sending an

unusually largenumberof transmissions todestination 1. This activity couldbeaharmless

event, such as an employee archiving multiple large files before leaving work; however,

this activity might be the result of a denial-of-service attack triggered by an internal

trojan. You probably need to get more details, such as destination ports used and attack

subcategories for the events before you can resolve the issue.

Table 109 on page 830 details the benefits of each type of Log Investigator analysis.

Table 109: Log Investigator Analysis

BenefitData Type B (Top Axis)
Data Type A (Left
Axis)

View all network activity for specific data types. No cells
or columns are selected (default view).

Useful for analyzing events for multiple data types, such
as multiple destinations andmultiple sources. To focus
on a specific data type pair, select the intersection cell.

Multiple ColumnsMultiple Rows

View network activity for a single data type. A single
column is selected.

Useful for analyzing network performance issues, such as
multiple sources generating traffic to a single destination.

One ColumnMultiple Rows

View network activity for a single data type. A single row
is selected.

Useful for analyzing attack traffic, such as one source
generating traffic to multiple destinations.

Multiple ColumnOne Row
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Table 109: Log Investigator Analysis (continued)

BenefitData Type B (Top Axis)
Data Type A (Left
Axis)

View specific activity between two specific data types. A
single cell is selected.

Useful for analyzing event traffic between two network
components.

One ColumnOne Row

ZoomDetails

You can zoom in on specific details about activity between two data types. You can

select a third data type for comparison, or display details about the event over time. To

get details, right-click a cell, row, or columnand selectZoom in to see the list of available
data types. Because theZoominmenu is dynamic, it contains all data typesnot currently
used for the Left or Top Axis of the Log Investigator matrix. Alternatively, you can select

time as the third data type.

Details appear in the Zoom area, which contains two panes:

• The Zoom table (left pane)

• The Zoom chart (right pane)

The table and chart use the same information to generate values.

In the following example, the Left Axis is set to Top Sources and the Top Axis is set to

Top Destination (these are the default settings); the filter is set to attacks (for details

on setting the filter, see “Example: Setting Filters in the Log Investigator” on page 829).

To view the service ports on the destination device used by the attacks, right-click a cell

that contains a nonzero value and select Zoom In > Dst Port. In the Zoom area:

• The left pane displays a table of service ports listed in descending order (the port

accessed by themost attacks is listed first). The left column lists the Destination Port

Number and the right column lists the number of attacks receivedby that port number.

Because services are mapped to specific port numbers, you can use the port number

to identify the service used in the attack.

• The right pane displays a chart using the same information.

In the following example, the Left Axis is set to Top Sources and the Top Axis is set to

Top Destination (these are the default settings); the filter is set to attacks (for details

on setting the filter, see “Example: Setting Filters in the Log Investigator” on page 829).

To view the individual attacks (the attack subcategories) against the destination device,

right-click a cell that contains a nonzero value and select Zoom In >Subcategory. In the
Zoom area, the left pane displays a table of attack subcategories listed in descending

order (the attack found in the most number of log entries is listed first); the right pane

displays a chart using the same information.
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In the following example, the Left Axis is set to Top Sources and the Top Axis is set to

Top Destination (these are the default settings); the filter is set to attacks (for details

on setting the filter, see the example “Example: Setting Filters in the Log Investigator”

on page 829).

To view the time period over which the attacks occurred, right-click a cell that has a

nonzero value and select Zoom In > Time. In the Zoom area, the left pane displays a

table of attacks listed in order (the oldest attack is listed first); the right pane displays a

chart using the same information.

Jumping to the Log Viewer

The Log Investigator uses log entry data for calculations, and does not display the actual

log entries. However, you can use the Log Viewer to see the log entries that are used in

Log Investigator calculations.

Toseecorresponding logentries, right-clickacell, row, or column fromtheLog Investigator

matrix or the Zoom table and select View in Log Viewer. A new UI window displays the

log entries in the Log Viewer.

Excluding Data

You canmanually configure the Log Investigator to exclude data for a cell, row, or column

in the Log Investigator matrix. Youmight want to exclude:

• Irrelevant values (such as values from sources or destinations no longer in production)

• Abnormally high or low values (to establish a baseline)

• Specific data type (source, destination, destination port, subcategory)

• High values (when investigating events that generate lower values)

To exclude a specific attack from the Log Investigator calculations, right-click the attack

cell and select Exclude. To help you keep track of excluded values, the Filter Summary
area displays a list of values you havemanually excluded.

Using the Audit Log Viewer

TheAuditLogViewermonitorsadministrativeevents thatoccurwhenaNSMadministrator

makes changes to adomain. Use theAudit LogViewer to track changes to yourmanaged

device configurations. You can view audit-log entries for all managed devices in the all

domains you have access to, or you can view entries for the devices in a single domain.

When the disk space reaches the defined limits, old audit log entries are purged.

The Audit Log Viewer appears as one of themodules in the NSMUI. Select the Audit Log

Viewer to display the audit log entry table, device view, and target view, as shown in

Figure 124 on page 833.
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Figure 124: Audit Log Viewer UI Overview

NOTE: Summaries appear in the Target Name or Device Name tables only
for logs with targets or devices.

Audit Log Table

The audit log table contains the columns of information shown in Table 110 on page 833.

Table 110: Audit Log Information

DescriptionColumn

The time theobjectwaschanged.TheAudit LogViewerdisplays logentries inorderof timegenerated
by Greenwich Mean Time (GMT).

Time Generated

The name of the NSM administrator who changed the object.Admin Name

The name of the domain (global or subdomain) that contains the changed object.Admin Login Domain

The domains fromwhich a user is allowed to view audit logs. The values are:

• empty—Audit-log entries created prior to this NSM release that do not have targeted objects or
devices. These logs can be viewed by all NSM users.

• Subdomain—Audit-log entries for all managed devices associated with a subdomain. Users of
the subdomain or global domain can view these audit-log entries.

• SYSTEM—Audit-log entries generated by the system. These audit-log entries can be viewed by
all NSM users.

• global—Audit-logentries fromtheglobaldomain.Usersof theglobaldomaincanviewall audit-log
entries.

Working Domain

The command applied to the object or system, for example, sys_logout ormodify.Command

The final access-control status of activities is either success or failure.Authorization Status
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Table 110: Audit Log Information (continued)

DescriptionColumn

For changesmade to a device configuration or object, the Audit Log Viewer displays the object type,
an object name, and object domain.

For changes made to a device, the Audit Log Viewer displays the device name, object type, and
device domain.

For changesmade to themanagement system, such as administrator login or logout, the Audit Log
Viewer does not display target or device data.

Targets

For changesmade to a device configuration or object, the Audit Log Viewer displays the object type,
an object name, and object domain.

For changes made to a device, the Audit Log Viewer displays the device name, object type, and
device domain.

For changesmade to themanagement system, such as administrator login or logout, the Audit Log
Viewer does not display target or device data.

Devices

Additional information that is not displayed in other audit log columns.Miscellaneous

For changes to devices or device configurations, you can use the Target View or Device

View to get more details about those changes.

Managing the Audit Log Table

NSM provides multiple ways to manage the data in your Audit Log table. The following

sections describe these data-management options.

Select Audit Log Table

Use the Set Audited Activities option in the Editmenu to select read/write or read-only
auditableactivities. Bydefault, all read/writeactivitiesareunchecked toavoidoverloading

the system’s storage capacity. The settings for selected activities are saved in the GUI

Server and are used to decide whether to create audit-log entry for an activity.

Sort Audit Log Table

Sort one column at a time by clicking on the Time Generated, Admin Name, Command,

or Operation Outcome column. Hold down the Ctrl key and click on a column header to

sort the selected column. Hold down the Shift key, and click on a column header to clear

sorting on the selected column. The arrow icon on the table column header indicates

descending or ascending order.

Filtering Audit Log Entries on One or More Columns

When you apply a filter to audit log entries, the Audit Log Viewer filters out log entries

that do notmatch the filter criteria. You can set filters based on one ormultiple columns.

To select the columns on which you want to filter audit log entries:
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1. Select View >Set Filter.

2. From the Filter Summary dialog box, select a column on which you want to filter log
entries.

NOTE: For the Targets and Devices columns, you can specify filtering
based on domain, category, or object, or the complete
domain/category/object row value.

3. Select the filter settings you wish to apply for the specified column, then clickOK.

4. To select additional Audit Log Viewer columns for filtering log entries, repeat Step 2

and Step 3.

The types of filters that you create are shown at the bottom of theWindow next to

Filtered On. Filters are added or removed immediately.

NSM applies the filter to all log entries and displays only the log entries that match the

specified Audit Log Viewer columns.

To clear Audit Log Viewer columns that are selected for filtering log entries:

1. Select View>Set Filter.

2. To clear a single column: Clear the column check box that you do not want to use

for filtering log entries, then clickOK.

•

• To remove all columns, click Clear All.

Filtering Audit Log Entries On Column Field Values

You can set filters based on Audit Log Viewer column field values.

To set a column field filter, right-click a column field and select Filter to display the filter
menu options:

• Time-based column filter— To create a time-based filter, right-click a field in the Time

Generated column and select Filter. The following filter menu options are displayed:

• Edit— Displays the Filter dialog box for the column, then you select the start and
end time and dates you want to filter on.

• To filter on a specific start time, select From and configure the start date and time.

When applied, this filter displays log entries for events that were generated or

received after or at the specified start time.

• To filter on a specific end time, select To and configure the end date and time.
When applied, this filter displays log entries for events that were generated or

received before or at the specified end time.
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• To display audit log entries for objects generated within the start and end date

and time, clickOK.

• >= This Value—Displays log entries for events that were generated at or after the

time specified in the selected row cell.

• <= This Value—Displays log entries for events that were generated before or at the

time specified in the selected row cell.

• Clear Filter—Removes the filter for the selected column.

• Clear All Filters—Removes the filter for all columns.

• Single or multiple value column filter— To create a filter based on a column field for

the Admin Name, Admin Login Domain, Working Domain, Command, Authorization

Status, Targets, Devices, or Miscellaneous column, right-click a field in the column and

select Filter. The following filter menu options are displayed:

• Only This Value—Displays only the content in the selected row cell.

• Not This Value—Displays everything except the content in the selected row cell.

• Clear Filter—Removes a current filter on the selected column.

• Clear All Filters—Removes all filters for all columns.

Log Size and DataMigration

When the disk space usage reaches the defined threshold, the oldest audit log entries

are purged before new entries are recorded. Configure the threshold in the guiSvr.cfg file.

You canmigrate old audit log data into the latest version of the audit log.

Target View and Device View

The Audit Log Viewer also contains two detail views:

• Target View—For a changemade to the device configuration, such as changing an IP
address or renaming the device, select the audit log entry for that change in the Audit

Log table, then view the Target View to see details about that change.

• Device View—For a changemade to the device itself, such as adding the device,
autodetecting a device, or rebooting a device, select the audit log entry for that change

in the Audit Log table, then view the Device View to see details about that change.

To see additional details for an target or device audit log entry, double-click the entry in

the Target View or Device View. For targets, NSM displays the configuration screen that

the change wasmade in andmarks the changed field with a solid green triangle. For

devices, NSM displays the JobManager information window for the job task.

Setting a Start Time for Audit Log Entries

By default, the Audit Log Viewer displays audit log entries in order of time generated by

Greenwich Mean Time (GMT). To configure the Audit Log Viewer to display log entries

for events that occurred after a specific time, configure the Log By Time option.
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From the Viewmenu , selectGo To Log By Time to display the Log By Time dialog box.
Select a date and time, then clickOK to save and apply the time change to the Audit Log
Viewer. The Audit Log table now displays only the audit log entries that were generated

on or after the date and time you specified.

Managing Log Volume

Security administrators have different requirements for the number of log entries they

need to retain. As directed by their corporate security policy, some administrators must

keep all log entries, resulting in large numbers of log entries that the administrator might

not have time to review, but needs to store.

Tomanage log volume, you can use the NSMUI to both archive and purge logs.

NOTE: Excessive logging creates additional traffic on your network. It is
recommended that you balance your logging needs with the performance
needs of your management system.

You can also export your log records to other formats for use in other applications. For

details on how to forward logs, see “Forwarding Logs” on page 840.

Automatic Device Log Cleanup

In NSM, logs are gathered and stored by the Device Server. In a given deployment, the

Device Server can be deployed on the samemachine as the GUI Server or on a separate

machine. When determining disk space requirements for NSM, youmust consider a log

management strategy that optimizes the performance of your management system.

The /usr/netscreen/DevSvr/var/devSvr.cfg file contains log cleanup parameters that

you can use to manage log disk space.

• storageManager.alert—If you configure this parameter, the Device Server triggers a

warning when the available disk space falls below the configured value. The default

value is 1500MB. The user receives an e-mail alert about the low availability of free

disk space on the Device Server.

NOTE: Use the Server Manager node in the NSMUI to configure e-mail
notification.Refer to“ConfiguringServers”onpage745formore information.

• storageManager.minimumFreeSpace—Withthisparameteryoucanconfigureaminimum

free disk space value. The default is 1000MB. If the available disk space falls below

the configured value, the Device Server begins to purge logDb data starting from the

earliest date in the logs directory until the available disk space reaches the configured

value. However, if the free disk space is lower than the configured value of the

storageManager.Threshold prior to the current day of log data, the Device Server shuts

down automatically.
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• storageManager.threshold—With thisparameter, youcandefinea threshold foravailable

disk space which if breached, causes the Device Server to automatically shut down.

The default value is 800MB.

If the Device Server fails to restart because of a lack of sufficient free disk space, an

indicative error message appears in the console window advising you to either back up

your data, or create additional disk space in order to restart the server.

You can change the parameters for managing disk space on the Device Server by editing

the Device Server configuration file. For more information onmanaging disk space on

the Device Server, refer to the Network and Security Manager Installation Guide.

Archiving Logs

You can archive and retrieve log entries to and froma storage device using standard Unix

commands.

Logs reside on the Device Server in the following directory:

/usr/netscreen/DevSvr/var/logs

We recommend using the following commands to archive your logs:

• The tar command

• The scp (Secure Copy) command

• The ftp (File Transfer Protocol) command

For full descriptions and options for each command, see the man pages.

NOTE: You do not need to stop the processes on the Device Server before
archiving.

Log Archival Mechanism

All managed device logs are stored in /usr/netscreen/DevSvr/var/logs that contains logs

and associated files organized into subdirectories for each day. To archive the logs for a

specified day, archive the entire directory for that day.

Each directory is named according to the YYYYMMDD convention, indicating the day

contained in the directory. Do not attempt to archive the current day’s files. You can

automate archival using cron. To archive logs:

1. Use scp to copy all directories in /usr/netscreen/DevSvr/var/logs/ to a remote archival

location.

2. Remove the directories from the Device Server machine.
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You can analyze the archived logs later by restoring them to the logs directory on the

Device Server. The restored logs are then available in the LogViewer and Log Investigator

just as they were before archival.

1. Use scp to copy directories from the remote archival location to

/usr/netscreen/DevSvr/var/logs/.

2. Analyze the logs using the NSMUI.

3. Remove directories when finished with analysis.

Setting Log Storage Limits

You can specify the number of days that NSM stores logs; as well as purge or archive a

specified log based on the following configurable criteria:

• “Date Limits” on page 839

• System-Wide Retention Policy

• Obsolete Logs

• Required Disk Space

Date Limits

If you use a date to purge or archive logs, the limit is based only on the calendar date.

System-wide Retention Policy

The system administrator can specify the maximum number of days the system stores

logs. One configuration throughout NSM is permitted at a time. Users can specify how

the retention policy is triggered and when it is scheduled.

Obsolete Logs

As logs become obsolete, the user can archive before the system purges the logs. You

have theoptionof purging the logsdirectly or archiving them first. If you select thearchive

option, NSM archives all the logs from the selected date.

Required Disk Space

After you define the number of logs and the number of days you want archived, NSM

estimates thedisk space required for storing the logs. In calculating theestimated required

disk space, NSM uses the average size of logs per day and indicates to the user how the

estimate was reached or if there was not data available to provide an estimate.

Archive Location

The location of the archive is user-configurable from the Disk and LogManagement
dialog box. The options are Local and Remote:

• Local—To archive logs locally, specify the directory location for file storage in the
Archive Location field.
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• Remote—To archive logs remotely, specify the IP address, username, password, and
the protocol (scp and sftp). The path on the remote server is stored in the user’s

preferences. SCP and SFTP work only with trusted hosts.

File Name

One log archive location is applicable throughout the system. The following naming

convention is used for storing log files:

YYYYMMDD_<No>.tar.gz

where YYYYMMDD is the date of the file containing the log andNo is the archive number

if multiple archivals exist for the same date.

NOTE: If thearchiveprocess fails; for instance, if thehost isnotpreconfigured,
or if there is not enough disk space, the user is notified via e-mail, and NSM
creates an error log entry. However, the selected logs are purged even if
archival fails.

Define Location

Before you archive a log, youmust first define a location for the archived logs. To do this,

open NSM and select Server Manager > Servers>Device Server > Disk and Log
management. Enter the path in theArchive Location text box indicatingwhere youwant
NSM to store the archived files.

Forwarding Logs

You can forward your log records for use in other applications using one of the following

methods:

• Action Manager—Use the Action Manager, a node on themain UI, to configure the

management systemto forward logsgeneratedwithinaspecificdomainor subdomain

in NSM.

• log2Action utility—A command-line utility located on the NSM Device Server.

NOTE: You can also forward logs based on specific rules in a security policy.
See “Configuring Firewall Rules” on page 492 for more information.

Sending E-mail Notification of Downed Device

You can configure NSM to send you an e-mail notification when a device goes down so

that even if you do not have access to NSM, you will be informed of device status.
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1. In the main navigation tree, select ActionManager > Action Parameters, then
double-click the row that lists all your action parameters.

2. Enter the default e-mail address in the EMail section for the ‘From’ e-mail address.

3. Click the Add icon to open theNewAdd/Edit EMail Address dialog box.

4. Enter the default ‘To’ e-mail address for all log actions in the current domain, then

clickOK. Repeat this step if additional default ‘To’ e-mail addresses are required.

5. In the main navigation tree, click ActionManager > Device Log Action Criteria, then
click the Add icon.

6. Click theCategory drop-down list box and select Info, select theDevice Disconnnect
subcategory, then clickOK to save the changes.

7. Click the Actions tab and check SMTP Enable.

8. Configure the target e-mail addresses for this rule, if they differ from the defaults you

configured in the previous steps.

Using the ActionManager to Forward Logs by Domain

Use the ActionManager node to configure themanagement system to perform actions

(such as syslog, export, or alarm) on log data based on the criteria you specify. These

actions occur for all the managed devices in a specific domain or subdomain.

To enable the management system to export logs, youmust configure the following:

• Action Parameters—These settings define the default log export settings for the
management system, and determine how the system handles qualified log entries

(log entries that match specified log criteria).

• Device Log Action Criteria—The criteria specifies the category and severity of the log
entries youwant toexport.Whena logentrymeets the specified criteria, it is considered

qualified, and NSM performs the specified actions defined in the criteria.

Configuring Action Parameters

From the ActionManager, select Action Parameters to define the default log export
settings for the management system. To enable the management system to export

qualified logs to the system log, SNMP, CSV, XML or e-mail, configure the export settings

for each format as detailed in the following sections. For every log action criteria, you can

specify and edit multiple system log and SNMP servers with their respective system log

server facilities and SNMP communities.

Exporting to the System Log

For exporting to the system log, configure the IP address and the server facility for all of

mulitple syslog servers to which youwant to send qualified logs. NSM uses the specified

server when exporting qualified log entries to the system log.

To actually export logs to a system log server, youmust select “Syslog Enable” using the

Actions tab in the Device Log Action Criteria node.
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Exporting to SNMP

For exporting to SNMP, configure the following SNMP settings:

• SNMPManager—Specify the IPaddressesof theSNMPservers towhich theGUIServer

sends SNMP traps.

• SNMP Community—Specify SNMP community names that provide the desired

combination of both read and write access from the SNMP server.

NSM uses this information when exporting qualified log entries to SNMP. This setting

defines the SNMP settings for the management system. To actually export logs to the

specifiedSNMPserversandcommunity, youmustselect “SNMPEnable”using theActions
tab in the Device Log Action Criteria node.

NOTE: The NSMMIB files resides in the /usr/netscreen/DvrSvr/utils directory

on themanagement system. The file names are jnx.nsm-traps.mib and

jnx-smi.mib.

Exporting to CSV

For exporting to CSV, configure the following CSV settings:

• File Path—The directory and filename that you want log entries exported to in .CSV

format.

• Print Header—When selected, column headers are exported to .CSV format.

NSM uses this information when exporting qualified log entries to CSV. This setting

defines the CSV settings for the management system. To export logs to CSV, youmust

select “CSV Enable” from the Actions tab in the Device Log Action Criteria node.

Exporting to XML

For exporting to XML, configure the directory and filename to which you want to send

qualified logs in XML format. NSM uses this information when exporting qualified log

entries to XML; each log becomes an XML record, which you can open in mostWeb

browsers.

This setting defines the XML settings for the management system. To actually export

logs toXML, youmust select “XMLEnable” from theActions tab in theDeviceLogAction
Criteria node.

Exporting to E-mail

For exporting to e-mail, configure the following e-mail and SMTP settings:

• SMTP Enable—Enables the SMTP server to send e-mail.

• Default ‘From’ Email Address—Some servers require a valid “from” e-mail address to

relay mail.

• Default ‘To’ Email Addresses—The e-mail address that receives e-mail alarms. You

can specify multiple “to” e-mail addresses.
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NSMuses thepreceding informationwhenexportingqualified logentries toe-mail. These

settings define the e-mail and SMTP settings for the management system.

NOTE: After editing your e-mail settings, youmust restart the Device Server
for your changes to take effect

Setting Device Log Action Criteria

ADeviceLogActionCriteria instancedefines thecriteria for aqualified log; each instance
contains two criteria settings (category and severity), andmultiple action settings for

logs that meet the criteria settings. For example, to only export critical severity attack

logs toXML, you create adevice logaction criteria instance that specifies the log category

as predefined, the severity as critical, and the action as XML. For each log entry that

matches the criteria, NSM exports the log as XML, using the default XML settings

configured in the Actions tab.

To add a new Device Log Action Criteria instance, use the Add button, then configure
the following settings.

Selecting Category

In theCategory list, select a category of log entry for the criteria. Some categories contain

subcategories; however, to set an action based on a subcategory, youmust first select

a category.

For details on each category and subcategory, see “Log Entries” on page 919.

Selecting Severity

In the Severity tab, select the severities for the criteria.

Selecting Actions

In the Actions tab, select the actions (SNMP, syslog, XML, CSV, Email, and Script) you
want the management system to take for logs that meet the criteria. You can enable

multiple actions.

Whenyouenable theEmail/SMTPandScriptactions, youcanalsoconfigure the following

additional settings:

• EmailAction—Todirect themanagement systemtoe-mail qualified log records, specify

the From and To e-mail addresses:

• From Email Address—The e-mail address that the server uses to send e-mail. Some

servers require a valid “from” e-mail address to relay mail.

• ToEmailAddresses—Thee-mail address that receivese-mail alarms.Youcanspecify

multiple “to” e-mail addresses.

• Script Action—To direct the management system to send qualified log records to a

script, you must configure the following:

• Script Enable

843Copyright © 2019, Juniper Networks, Inc.

Chapter 19: Logging



• Script To Run—Select the script you want to run from the Script To Run list. For a

script to appear in the list, the script must be located in the appropriate directory on

the NSM Device Server.

Scripts for the global domain must appear in the

/usr/netscreen/DevSvr/var/scripts/global/ directory.

Scripts for subdomains must appear in

/usr/netscreen/DevSvr/var/scripts/global/subDomainName/where subDomainName

is the name of the subdomain. The subDomainName directory must be created

manually.

The /usr/netscreen/DevSvr/lib/scripts/ directory contains two sample scripts you

can use or modify, sample.sh and sample.pl.

• Action Upon Script Failure—Specify the error handling for the script:

• Skip. Directs the system to skip any log for which the script had an error.

• Retry. Directs the system to try the action again for the same log. When using

this filter, you must also specify:

• RetryCount. Specifies themaximumnumberof retries toattemptbeforemoving

on to the next log record.

• Retry Interval (in seconds). Specifies the number of seconds until the action is

tried again.

Using the log2action Utility to Export Logs

You can also use a command line utility on the Device Server to export logs. To export

to XML, CSV, SNMP, Syslog, e-mail, or script format using the log2action utility:

1. Log in to the NSM Device Server as root.

2. Change to the utility directory by typing: cd /usr/netscreen/DevSvr/utils.

3. Specify the common filters, format, and format-specific filters for the format you

want to export to:

sh devSvrCli.sh --log2action<common_filters>--action <format><format_options>

The log2action utility exports all log records to the specified format. After executing the

action, the system generates an exit status code of 0 (no errors) or 1 (errors).

The following sections detail common filters, actions, and required and optional

format-specific filters.

Using Filters

The log2action utility generates data for a maximum of 100,000 logs.

NOTE: If you want to generatemore than 100,000 logs, use the
matches-to-return option to specify the number of logs that you want.
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Because of the large volume of logs potentially generated, it is highly recommended that

you specify filtering criteria when using the log2action utility. Without filtering, the action

report generates data from the earliest date in the log database and stops providing

output after 100,000 logs. In this case, it is possible that youmay not get the action

output of yourmost recent data. Specifying a time filter is recommended in this situation.

Using Time Filters

For example, if you wanted to view data in the logs of 20060317, run the following

command:

./devSvrCli.sh --log2action --filter --log-id 20060317:0-20060317:4294967294 --action --xml
--file-path /tmp/newtest.xml

If youwanted to viewdata for all logs from2006/03/15 to 2006/03/17, run the following

command:

./devSvrCli.sh --log2action --filter --log-id 20060315:0-20060317:4294967294 --action --xml
--file-path /tmp/newtest.xml

Using Common Filters

To control which log records are exported, use common filters. Common filters are

optional andmust be used before the action command (-action).

Table 111 on page 845 shows the common filters.

Table 111: Common Filters

FormatSpecifiesMultipleDefaultOption

<category>

Specifyoneormoreof the followingvalues: admin, alarm,
config, custom, events, implicit, info, predefined, profiler,
screen, self, sensors, traffic, urlfiltering, user.

Categoryyesyes--category

<domain-path>:<device-name>Device nameyesyes--device

<device family>

idp, ive-ic, ive-sa, j/SRX Series, EX Series, m/MX Series,
sos

Device typeyesyes--device-family

<global[/<subdomain-name>]Domain pathyesyes--domain

<a.b.c.d[/n|-<a.b.c.d>]>Destination IP addressyesyes--dst-ip

<[0-65535][-[0-65535]]>Destination portyesyes--dst-port

<<yyyymmdd>:[0-MAX][-<yyyymmdd>:[0-MAX]]>From Log ID To Log IDnoyes--log-id

<[1-4294967295]>Number of log entries to
match

noyes--matches-to-return
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Table 111: Common Filters (continued)

FormatSpecifiesMultipleDefaultOption

<domain-path>: <policy-name>:<rulebase>:<rule
number>

where <rulebase> is one of the following values: fw, idp,
honeypot, backdoor, synpro, vpn, mpolicy, tsig.

Rule to matchnoyes--rule

<severity>

Specify one of the following values: none, info,
device_warning_log, minor, major, device_critical_log,
emergency, alert, critical, error, warning, notice,
informational, or debug.

Severityyesyes--severity

<a.b.c.d[/n|-<a.b.c.d>]>Source IP addressyesyes--src-ip

<[0-65535][-[0-65535]]>Source portyesyes--src-port

<<yyyymmdd>:<hhmmss>>-<<yyyymmdd>:<hhmmss>>Time receivedyesyes--time-recv

<[0-7]>

High = 0

Medium = 1

Low = 2

Closed = 3

False Positive = 4

Assigned = 5

Investigate = 6

Follow-Up = 7

Pending = 8

User flag numberyesyes--user-flag

<action>

(csv, e-mail, script, snmp, sylog, xml)

Action, usually followed
by format-specify filters

noyes--action

Some common filters support multiple entries, enabling you to specify more than one

criteria.When usingmultiple entries for a common filter, youmust use the common filter

before each entry.

NOTE: Use the help command to print all relevant filter options:

sh devSvrCli.sh --help
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Example: Specifying a Common Filter with Multiple Entries

To set a filter that displays all log entries for IDP and EX Series devices, type:

./devSvrCli.sh --log2action --filter --device-family idp,junos-ex --action --csv --file-path
/tmp/moon.csv --include-header no

In the following example, a common filter option is specified to view logs based on the

category option. To set a filter that displays log entries that indicate an implicit rule was

matched or a configuration change occurred on the device, type:

./devSvrCli.sh --log2action--filter --category implicit,config --action--csv --file-path/tmp/sun.csv
--include-header no

NOTE: Whenafilteroption includesmultipleentries, useacomma-separated
list with no space between the entries, as shown in the preceding example.

Using Format-Specific Filters

To control how log records are exported, use format-specific filters. Some formats have

requiredandoptional format-specific filters. Use format-specific filtersafter the specified

action.

NOTE: To see all format-specific filters for a format, type:

sh devSvrCli.sh --log2action --action -- format

Exporting to XML

The xml action directs the system to output logs using the XML format. To export:

1. Login to the Device Server as root, then change to the utility directory by typing: cd
/usr/netscreen/DevSvr/utils.

2. To export to a file, type:

sh devSvrCli.sh --log2action --action --xml <file-path> <include-header>

TheDeviceServer exportsall log records toXML; each log recordbecomesanXML record,

which you can open in mostWeb browsers.
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Using XML Required and Optional Format-Specific Filters

You can use the following required and optional format-specific filters for exporting to

XML:

MeaningRequiredMultipleCSV

Specifies where the system should
direct the output. For example,
myLogs.xml

YesNo--file-path

Specifies that the system should print
the field name before each field.

NoNo--include-header

Viewing XML Format Output

To view the XML schema file, type:

/usr/netscreen/DevSvr/lib/logActions/log.xsd

To export predefined and custom attack category log records to an XML file located in

the /usr directory of the Device Server, use the --category common filter to specify the
categories:

sh devSvrCli.sh --log2action --category predefined --category custom --action --xml --file-path
/usr/MyXmlLogRecords/attacks.xml

Exporting to CSV

The csv action directs the system to output logs using the CSV format. To export:

1. Login to the Device Server as root, then change to the utility directory by typing: cd
/usr/netscreen/DevSvr/utils.

2. To export to a file, type:

sh devSvrCli.sh --log2action --action --csv <file-path> <include-header>

TheDeviceServer exports all log records toCSV; each log record becomesanCSV record.

Using CSV Required and Optional Format-Specific Filters

You can use the following required and optional format-specific filters for exporting to

CSV:

MeaningRequiredMultipleCSV

Specifies where the system should
direct the output. For example,
myLogs.csv

YesNo--file-path
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MeaningRequiredMultipleCSV

Specifies that the system should print
the field name before each field.

NoNo--include-header

Viewing CSV Format Output

CSV log files use this format:

Log Day Id, Log Record Id, Time Received (UTC), Time Generated (UTC), Device 
Domain, Device Domain Version, Device Name, Device IpAddr, Category, Sub-Category,
 Src Zone, Src Intf, Src Addr, Src Port, NAT Src Addr, NAT Src Port, Dst Zone, 
Dst Intf, Dst Addr, Dst Port, NAT Dst Addr, NAT Dst Port, Protocol, Policy Domain,
 Policy Domain Version, Policy, Rulebase, Rule Number, Policy ID, Action, Severity,
 Is Alert, Details, User, App, URI, Elapsed Secs, Bytes In, Bytes Out, Bytes 
Total, Packets In, Packets Out, Packets Total, Repeat Count, Has Packet Data, Var
 Data Enum, Application name, Device family.

To print the column headers for log records when exporting to a CSV file, use the

include-header option:

sh devSvrCli.sh --log2action --action --csv --include-header

sh devSvrCli.sh --log2action --action --csv --include-header --file-path
/usr/MyCSVLogRecords/logrecords.csv

Exporting to SNMP

The snmp action directs the system to output logs to an SNMP server in SNMP format.

Youmust specify the SNMP community string and the SNMP server IP address that

receives the exported log records.

To export:

1. Login to the Device Server as root, then change to the utility directory by typing: cd
/usr/netscreen/DevSvr/utils.

2. To export to a file, type:

sh devSvrCli.sh --log2action --action --snmp <community> <server>

The Device Server exports all log records to the specified SNMP community and server.
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Using SNMPRequired and Optional Format-Specific Filters

You can use the following required format-specific filters for exporting to SNMP:

MeaningRequiredMultipleSNMP

Specify SNMP community string. The
community is an arbitrary string that the SNMP
server is configured to recognize. For details on
thecommunityparameter, refer to section3.2.5
of RFC 1098.

Youmight need to ask your SNMP server
administrator for the server community string.

YesNo--community

Specify SNMPmanager IP address

The value must be encoded as
[IP|FQDN:<port>]

YesNo--server

The SNMP format has no optional format-specific filters.

Viewing SNMP Format Output

SNMP trap log entries use the following format:

<day id> <record id> <time received> <time generated> <device domain> <device 
domain version> <device> <device ip> <category> <subcategory> <source zone> <source
 interface> <source ip> <source port> <nat src ip> <nat src port> <destination 
zone> <destination interface> <destination ip> <destination port> <nat dst ip> 
<nat dst port> <protocol> <rule domain> <rule domain version> <policy> <rulebase>
 <rulenumber> <action> <severity> <isalert> <details> <user str> <application 
str> <uri str> <elapsed secs> <bytes in> <bytes out> <bytes total> <packets in> 
<packets out> <packets total> <repeat count> <has packet data> <var data enum> 
<application name> <device family> <policy id> <var data>

Tosend log records to thepublicSNMPserverat 192.168.1.15, use the --publicand--server

options:

sh devSvrCli.sh --log2action --action --snmp --community public --server 192.168.1.15

Exporting to E-mail

Thee-mail actiondirects thesystemtooutput logs forane-mail address inSMTPformat.

Youmust specify the recipient’s e-mail address the exported log records, andand you

have the option of specifying the sender's email address.

To export:

1. Login to the Device Server as root, then change to the utility directory by typing: cd
/usr/netscreen/DevSvr/utils.

2. To export to a file, type:
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sh devSvrCli.sh --log2action --action --email <sender> <recipient>

TheDeviceServer exports all log records to the specified e-mail address for the recipient.

NOTE: Youdonot specify theSMTPserver IPaddress in the log2actionutility.

The systemuses the IP address configured for e-mail in the Log Actions area
of the GUI Server (in the NSMUI). To configure this IP address, select Server

Manager > Servers in the Administer panel of themain configuration tree.

Then double-click the server name on the GUI Server panel and enter the

SMTP Server IP address, and the From Email Address and To Email Address in

theEmailNotification tab. Fordetails onconfiguring this value, see “Exporting

toE-mail” onpage842.Youmust configure the IPaddressbeforeattempting
to export logs to an e-mail address.

Using E-mail Required and Optional Format-Specific Filters

You can use the following required and optional format-specific filters for exporting to

e-mail:

MeaningRequiredMultipleE-mail/SMTP

Specify the receiving e-mail address for the SMTP log
records

YesYes--recipient

Specify the sender e-mail addressNoNo--sender

Exporting to syslog

The syslog action directs the system to output logs to a syslog server in syslog format.

Youmust specify the IPaddressof thesyslogserver that receives theexported log records

and the syslog facility.

To export:

1. Login to the Device Server as root, then change to the utility directory by typing: cd
/usr/netscreen/DevSvr/utils.

2. To export to a file, type:

sh devSvrCli.sh --log2action --action --syslog <server> <facility

The Device Server exports all log records to the specified IP address for the syslog server.
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Using Syslog Required and Optional Format-Specific Filters

You can use the following required format-specific filters for exporting to syslog:

MeaningRequiredMultipleSyslog

Specify syslog server IP address as [IP|FQDN[:<port>]].
Examples:

• 192.168.1.25:7889

• syslog.server@mycompany.com:7889

YesNo--server

Specifies the facility that receives syslog messages. For
details on the facility parameter, refer to section 4.1.1 of
RFC 3164.

The syslog severity, also used to calculate the overall
syslog message priority, is automatically set to alert.

YesYes--facility

The syslog format has no optional format-specific filters.

Viewing Syslog Format Output

Syslog messages use the following format:

<day id>, <record id>, <timeReceived>, <timeGenerated>, <devicedomain>, 
<devicedomainVersion>, <deviceName>, <deviceIpAddress>, <category>, <subcategory>,
 <src zone>, <src intface>, <src addr>, <src port>, <nat src addr>, <nat src 
port>, <dst zone>, <dst intface>, <dst addr>, <dst port>, <nat dst addr>, <nat 
dst port>, <protocol>, <rule domain>, <rule domainVersion>, <policyname>, 
<rulebase>, <rule number>, <policy id>, <action>, <severity>, <is alert>, 
<details>, <user str>, <application str>, <uri str>, <elapsed>, <bytes in>, <bytes
 out>, <bytes total>, <packet in>, < packet out>, < packet total>, <repeatCount>,
 <hasPacketData>, <varData Enum>,<application name>,<device family>

Exporting to a Script

The script action directs the system to execute a script, use STDIN to pass log records

formatted as XML to the script, and report output status. Youmust specify the name of

the script that receives the exported log records (script must be located in the

/usr/netscreen/DevSvr/lib/scripts/ directory).

To export:

1. Login to the Device Server as root, then change to the utility directory by typing: cd
/usr/netscreen/DevSvr/lib.

2. To export to a file, type:

sh devSvrCli.sh --log2action --action --script <script-name> <error-handling>

The Device Server exports all log records to the specified script.
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Using Script Required and Optional Format-Specific Filters

You can use the following required format-specific filters for exporting to a script:

MeaningRequiredMultipleScript

Specify the script name. The script must be located in
/usr/netscreen/DevSvr/var/scripts/<domain>/<script-name>

For example:
/usr/netscreen/DevSvr/var/scripts/global/<script-name>

or

/usr/netscreen/DevSvr/var/scripts/global/<subdomain>/<script-name>

YesNo--script-name

Specifies error handling for the specified script. When
using this filter, you must specify one of the following
error-handling filters:

• --skip

Directs the systemtoskipany log forwhich the script
had an error.

• --retry

Directs the system to try the action again for the
same log. When using this filter, you must also
specify:

• --retry-interval

Specifies the number of seconds until the action is
tried again.

• --num-retries

Specifies themaximumnumberof retries toattempt
before moving on to the next log record.

YesNo--error-handling

The script format has no optional format-specific filters.

853Copyright © 2019, Juniper Networks, Inc.

Chapter 19: Logging



Copyright © 2019, Juniper Networks, Inc.854

Network and Security Manager Administration Guide



CHAPTER 20

Reporting

Use the Report Manager module in Network and Security Manager to generate and view

reports summarizing logandalarmsgeneratedby themanagedJuniperNetworksdevices

in your network. You can use these reports to track and analyze log incidents, network

traffic, and potential attacks.

This chapter contains the following sections:

• About Reporting on page 855

• Report Types on page 857

• Working with Reports on page 862

• Setting Report Options on page 870

• Log Viewer Integration on page 872

• Using Reports on page 873

• Using theWatch List on page 877

About Reporting

The ReportManagermodule in NSM is a powerful and easy-to-use tool that enables you

to generate reports summarizing key log and alarm data originating from themanaged

devices in your network. The reports in Report Manager provide a useful complement to

themonitoringand loggingcapabilities inNSM,enabling you to trackandanalyzenetwork

traffic, activities, and potential attacks.

Report Manager contains the following benefits for generating reports:

• Report Type Groupings on page 855

• Graphical Data Representation on page 856

• Integration with Logs on page 856

• Central Access to Management Information on page 856

Report Type Groupings

The reports in Report Manager are grouped together according to the type of data they

provide:
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• FW/VPN—Reports that summarize log and alarm data generated by the managed

security devices in your network.

• DI/IDP—Reports that providedata ondeep inspection (DI) and intrusiondetection and

prevention (IDP) attacks.

• Screen—Reports that provide data on Screen attacks detected by the firmware on the

managed security devices in your network.

• Administrative—Reports specifically designed to help systemadministrators track and

manage log incidents and security rules.

• UAC Reports—Reports that provide data on Unified Access Control (UAC) sessions.

• Profiler Reports—Reports that help system administrators investigate and analyze

potential problems in the network and to resolve security incidents.

• AVT—Reports that help system administrators track the volume of application traffic

in the managed network.

• EX Switch Report—A report that provides configuration data on EX Series switches.

• My Reports—All reports that you have saved or created as custom reports.

• SSL/VPN Reports—Reports that provide data on Infranet Controller.

• Shared Reports—All reports that you have saved or created that you want made

accessible to others in a domain.

Grouping these reports by type enables administrators and operations staff interested

in tracking and analyzing specific types of information to work only within the group of

reports that they need.

For details on each of the specific reports per group, see “Report Types” on page 857. For

additional details on each report type group, refer to the Network and Security Manager

Online Help.

Graphical Data Representation

You can use reports to view log data in both tabular and graphical form. The various

depictions of the data make it easier to identify trends and potential areas of risk. You

can also choose to view the data in either a horizontal bar graph or a pie chart.

Integration with Logs

Reports are also integratedwith the LogViewer andLog Investigatormodules. By clicking

adatapoint depicted ina report, youcanquickly drill down toaccessandview the specific

log entries presented in the report data. Refer to “Log Viewer Integration” on page 872 for

more information about how you can use reports and log entries together to further

analyze network events and attacks.

Central Access toManagement Information

For network administrators and security analysts interested in tracking and identifying

potential network trends and attacks, Report Manager provides a single graphical view

into the network.
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Report Types

Report Manager contains a set of predefined reports that you can use out of the box.We

recommend that you use the predefined reports. First to familiarize yourself with how

reporting works in NSM. You can then fine tune these reports by generating custom

reports based on the predefined reports.

Predefined Reports

The predefined reports in Report Manager provide a summary of key log events and

alarms generated by the devices in your network (such as Top Scan Sources or Top

Attacks). Two reports (Logs By User-set Flag and Top Rules) provide administrative

information useful if you are tracking incidents or optimizing your rules. For typical use

cases describing each of these reports, see “Using Reports” on page 873.

Report Manager groups predefined reports into the following categories:

• Firewall/VPN Reports on page 857

• DI/IDP Reports on page 858

• Screen Reports on page 859

• Administrative Reports on page 860

• UAC Reports on page 860

• Profiler Reports on page 861

• AVT Reports on page 861

• SSL/VPN Reports on page 862

• EX Series Switches Report on page 862

Firewall/VPN Reports

Table 112 on page 857 lists and describes reports in NSM that provide information related

to your network’s firewalls and VPNs.

Table 112: Firewall and VPN Reports

DescriptionReport

The total numberofalarmsgeneratedby themanagedsecuritydevices
in your network, excluding traffic alarms

Top Alarms

The total number of traffic alarms generated by themanaged security
devices in your network

Top Traffic Alarms

The total number of traffic log entries generated by the managed
security devices in your network, within filter constraints

Top Traffic Log

The total number of configuration log entries generated by the
managed security devices in your network, within filter constraints

Top Configuration Logs
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Table 112: Firewall and VPN Reports (continued)

DescriptionReport

Thetotalnumberof information logentriesgeneratedby themanaged
security devices in your network, within filter constraints

Top Information Logs

The total numberofSelf logentriesgeneratedby themanagedsecurity
devices in your network, within filter constraints

Top Self Logs

DI/IDP Reports

Table 113 on page 858 lists and describes reports in NSM that provide DI and IDP

information.

Table 113: DI/IDP Reports

DescriptionReport

Those attacks that are detectedmost frequently
within the last 24 hours.

Top 100 Attacks (last 24 hours)

Those attacks that are preventedmost frequently
within the last 24 hours.

Top 100AttacksPrevented (last 24hours)

20 IP addresses that havemost frequently been the
source of an attack during the last 24 hours.

Top 20 Attackers (All Attacks - last 24
hours)

20 IP addresses that havemost frequently been
prevented fromattacking the network during the last
24 hours.

Top 20 Attackers Prevented (All Attacks
- last 24 hours)

20 IP addresses that havemost frequently been the
target of an attack during the last 24 hours.

Top 20 Targets (last 24 hours)

20 IPaddresses that havemost frequently prevented
attacks during the last 24 hours.

Top 20 Targets Prevented (last 24 hours)

Number of attacks by severity level (set in attack
objects).

All Attacks by Severity (last 24 hours)

Number of attacks by severity level (set in attack
objects).

All Attacks Prevented by Severity (last 24
hours)

All attacks detected during the last 7 days.All Attacks Over Time (last 7 days)

All attacks prevented during the last 7 days.All Attacks Prevented Over Time (last 7
days)

All attacks detected during the last 30 days.All Attacks Over Time (last 30 days)

All attacks prevented during the last 30 days.All Attacks Prevented Over Time (last 30
days)
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Table 113: DI/IDP Reports (continued)

DescriptionReport

All attacks categorized as “critical” detected during
the past 24 hours.

Critical Attacks (last 24 hours)

All attacks categorized as “critical” prevented during
the past 24 hours.

Critical Attacks Prevented (last 24 hours)

All attacks categorized as either “critical” or “
medium” detected during the past 24 hours.

Critical Thru Medium Attacks (last 24
hours)

All attacks categorizedaseither “critical” or “medium”
prevented during the past 24 hours.

Critical Thru Medium Attacks Prevented
(last 24 hours)

50 IPaddresses thathavemost frequentlyperformed
a scan of a managed device.

Top 50 Scan Sources (last 7 days)

50 IP addresses that havemost frequently been the
target of a scan over the last 7 days.

Top 50 Scan Targets (last 7 days)

New Hosts listed in the Profiler over the last 7 days.Profiler - New Hosts (last 7 days)

New Ports listed in the Profiler over the last 7 days.Profiler - New Ports (last 7 days)

New Protocols listed in the Profiler over the last 7
days.

Profiler - New Protocols (last 7 days)

The total number of log entries generated by specific
rules in your IDP policies. You can use the Top Rules
report to identify those rules that are generating the
most log events. This enables you to better optimize
your rulebasesby identifying those rules thataremost
and least effective. You can thenmodify or remove
those rules from your security policies.

Top IDP Rules

Screen Reports

When the firmware on your device identifies an attack, it generates a log event. These

events are totaled and summarized for your review in the reports shown in

Table 114 on page 859.

Table 114: Screen Reports

DescriptionReport

Themost common attacks detected by the firmware on your security
device

Top Screen Attacks

The number of attacks detected by the firmware on your security device
according to severity level

Screen Attacks by
Severity
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Table 114: Screen Reports (continued)

DescriptionReport

A summary ofwhen attacks are detected by the firmware on your security
device

Screen Attacks over
Time

Where attacks originate frommost frequentlyTop Screen
Attackers

Which hosts on your network are the most frequent targets of attackers
for firewall attacks

Top Screen Targets

Administrative Reports

Table 115 on page 860 lists and describes reports in NSM that provide information

specifically for administrators.

Table 115: Administrative Reports

DescriptionReport

The total number of log entries that were flagged by an administrator in
the Log Viewer according to the predefined flag type set. You can flag
log events as High, Medium, Low, Closed, False Positive, Assigned,
Investigate, Follow-Up, or Pending. You can use the Logs by User-set
Flag report to quickly identify log events of specific interest.

Logs by User-set Flag

The total number of log entries generated by specific rules in your
ScreenOS/DI policies. You can use the Top Rules report to identify those
rules that are generating the most log events. This enables you to better
optimize your rulebases by identifying those rules that aremost and least
effective. You can thenmodify or remove those rules from your security
policies.

Top FW/VPN Rules

UACReports

Table 116 on page 860 lists and describes those reports in NSM that provide information

about Unified Access Control (UAC) session logs.

Table 116: UAC Reports

DescriptionReport

Total number of UAC session logs over the last 7 days.Time graph of UAC
session logs

20 destination IP addresses that havemost frequently appeared onUAC
logs over the last 7 days.

Top 20 Destinations

20 Infranet enforcer devices that havemost frequently appeared onUAC
logs over the last 7 days.

Top 20 Enforcers
(devices) for UAC logs

Ten user authentication failures that havemostly frequently appeared
on UAC logs over the last 24 hours.

Top 10 auth failures for
user@realm
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For more specific information describing each report, refer to the Network and Security

Manager Online Help.

Profiler Reports

Table 117 on page 861 lists and describes those reports in NSM that provide information

about Profiler session logs.

Table 117: Profiler Reports

DescriptionReport

Ten source and destination IP addresses that appearedmost frequently
in the Profiler logs.

Top 10 Peers by Count

Ten source and destination IP addresses that had highest number of hits
in the Profiler logs.

Top 10 Peers with
maximum hits

For more specific information describing each report, refer to the Network and Security

Manager Online Help.

AVT Reports

Table 118 on page 861 lists and describes those reports in NSM that provide information

about application volume tracking.

Table 118: AVT Reports

DescriptionReport

Ten applications with highest volume in bytes in the past 24 hours.Top 10 Applications by
Volume

Ten application categories with highest volume in bytes in the past 24
hours.

Top 10 Application
Categories by Volume

Five applications with highest volume in bytes in the past hour.Top 5 Applications by
Volume over Time (last
1 hour)

Five application categories with highest volume in bytes in the past hour.Top 5 Application
Categories by Volume
over Time (last 1 hour)

Five source IP addresses with the highest volume in bytes in the past
hour.

Top 5 Source by Volume
over Time (last 1 hour)

Five destination IP addresseswith the highest volume in bytes in the past
hour.

Top 5 Destination by
Volume over Time (last
1 hour)
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SSL/VPN Reports

Table 119 on page 862 lists and describes those reports in NSM that provide information

about SSL/VPN session logs.

Table 119: SSL/VPN Reports

DescriptionReport

Ten users with highest number of Bytes Out and Bytes Out in SSL/VPN
logs.

Top 10 active users
based on total bytes

Ten users with highest number of authentication failures in SSL/VPN
logs during the last 24 hours.

Top 10 auth failures for
user@realm

For more specific information describing each report, refer to the Network and Security

Manager Online Help.

EX Series Switches Report

Table 120onpage862 lists anddescribesa report inNSMthatprovides informationabout

EX Series session logs.

Table 120: EX-Switch Reports

DescriptionReport

The ten EX Series switches with the highest number of configuration
changes during the last seven days.

Top Configuration
changes (last 1 week)

For more specific information describing each report, refer to the Network and Security

Manager Online Help.

My Reports

Once you are comfortable using reports, you can create your own custom reports to

provide the exact information that your network security needs require. My Reports are

associated with a specific user across domains.

Shared Reports

Youcanalso allowothers to use your custom reports by creating themasa shared report.

Shared Reports are associated with domains. Subject to user-defined access control

settings, shared reports are available to all other users in the domain.

Working with Reports

You can use the Report Manager to perform the following actions:

• Generating a Predefined Report on page 863

• Creating a Custom Report on page 863

Copyright © 2019, Juniper Networks, Inc.862

Network and Security Manager Administration Guide



• Deleting Reports on page 864

• Organizing Reports in Folders on page 864

• Generating Reports Automatically on page 864

• Exporting Reports to HTML on page 869

Generating a Predefined Report

To generate a predefined report, click that report from the Report Manager. The report

is generated according to its default report settings. You can set different report options

to further tailor your reports to your specific needs. See “Setting Report Options” on

page 870 for more information.

Creating a CustomReport

Both system administrators and read-only administrators can create custom reports

based on their own reporting requirements.

You can also use an existing predefined report as the basis for a custom report by

generating that report and saving it as custom report. You can use the same process to

copy reports.

NOTE: All System Administrators, including those assigned a Read-Only
role, can create and run their own reports.

Example: Creating a CustomReport

Suppose, for example, that you are a security administrator responsible for monitoring

and protecting the corporate DMZ network. A Top Attacks report comes predefined in

IDP, but the report displays attacks on the entire network, and you are interested only in

the DMZ.

To create a custom report based on a predefined report:

1. In the objects component, configure a network object called Corporate DMZNetwork

and add all the IP addresses located in the DMZ.

2. Using the Top Attacks report, use Save As to rename the report "Top DMZ Attacks".
You can also click theSaveAs icon on the toolbar or use theCtrl-S keyboard shortcut.

3. In Columns for Report, select Destination Address.

4. In the Log Filter tab, select to filter on only those destination addresses defined in the
Corporate DMZ network object.

5. In theGeneral tab, underOther Parameters use theSaveReport In field to selectMy
Reports and then edit Others to "My DMZ Reports".

6. ClickOK.

NSM creates the new report and displays it in a new folder calledMy DMZReports folder

under My Reports.
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NOTE: You cannot create a subfolder under the first level of custom report
folders.

Deleting Reports

If a customreport no longer serves your informational needs, youcandelete it. Youcannot

delete predefined reports.

To delete a custom report, select the custom report youwant to delete and selectDelete
from theFilemenu. Youcanalso right-click the report and selectDelete, or use theCtrl-D
keyboard shortcut.

Organizing Reports in Folders

If you have a large number of custom reports, it is good practice to organize them in

folders. Youcanorganize your reports in foldersunder theMyReportsandSharedReports.

NOTE: Youcannotcreate foldersunderanyof thePredefinedReports folders.

To create a report folder, you need the appropriate permissions —Create Catalog Object,

Delete Catalog Object, and Edit Catalog Object.

After you have created a report folder, you can later edit or delete it. You cannot, rename

a folder. You can achieve the same result by saving the same report under a new folder

name, and then deleting the previous folder. For more information about editing and

deleting a report folder, refer to the Network and Security Manager Online Help.

Generating Reports Automatically

You can generate scheduled log-based reports automatically by using the guiSvrCli.sh

command line utility located on the NSMGUI Server. The utility works with scripts that

enable you to generate and send the reports using e-mail or FTP.

NOTE: YoucannotuseguiSvrCli.sh togenerate reportsdefinedasaMyReport.

To create scheduled log-based reports, perform the following steps:

1. Run the report using the guiSvrCli.sh utility to provide the login information and the

report name to be created.

2. Create or edit the action script to define what is done with the report after it is run.

Sample scripts are included to show how to send reports as e-mail and as FTP data.

3. Set up a cron job to execute the guiSvrCli.sh utility with the proper parameters.
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NOTE: The preceding configurationmust be done from the GUI Server
console, not the UI. You can verify the status of an executed report in the Job
Manager.

Running Reports Using the guiSvrCLI.sh Utility

The guiSvrCli.sh utility is located in the /usr/netscreen/GuiSvr/utils directory on the GUI

Server. Use the following syntax to generate reports:

export NSMUSER=global/<user name>; export NSMPASSWD=<password>;
/usr/netscreen/GuiSvr/utils/guiSvrCli.sh --generate-reports --report global:<Report
Folder>:'\"report-name\" ' --script ftp.sh

TheexportNSMUSERandNSMPASSWORDstatementsset theusernameandpassword

used to generate the report. This user must have appropriate rights on the NSM

management system. You need to create a specific account for this purpose.

Syntax to Generate a Report for Critical Attacks for the Last 24 hours

Use the following syntax to generate report named "Critical Attacks Last 24 hrs" under

the shared report category.

export NSMUSER=global/<user name>; export NSMPASSWD=<password>;
/usr/netscreen/GuiSvr/utils/guiSvrCli.sh --generate-reports --report global:shared:\"Critical
Attacks Last 24 hrs\" --script ftp.sh

Syntax to Generate Report for theMajor Attacks on the Device the Previous Day

Use the following syntax to generate a report named "Major Attacks Yesterday" under

the shared report category for the subdomain IDP.

export NSMUSER=global/<user name>; export NSMPASSWD=<password>;
/usr/netscreen/GuiSvr/utils/guiSvrCli.sh --generate-reports --report global:shared:\"Critical
Attacks Last 24 hrs\" --script ftp.sh

Syntax to Generate a Report for All Major Attacks

Use the following syntax to generate a report named "ALL_MAJOR" under the shared

report category for the subdomain IDP.

export NSMUSER=global/<user name>; export NSMPASSWD=<password>;
/usr/netscreen/GuiSvr/utils/guiSvrCli.sh --generate-reports --report global:shared:\ALL_MAJOR
--script ftp.sh

You can generate any of the predefined reports by specifying "system" in the <Report

Folder> field, or any user-created report other than those defined in "My Reports" by

specifying "shared" in the <Report Folder> field. Youmust reference the report with the

full domain path, using a colon to separate domain elements and the report folder.

The script parameter refers to the script, located in the /usr/netscreen/GuiSvr/var/scripts

directory, that is run on completion of the report generation.
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Creating and Editing Action Scripts

NOTE: Sample scripts enabling you to e-mail and FTP the report results are
available in /usr/netscreen/GuiSvr/lib/scripts for your convenience. To use

these scripts, we recommend that you first copy them to
/usr/netscreen/GuiSvr/var/scripts, and then change the permissions on the

scriptsso that theyarebothwritableandexecutable.Youcanthencustomize
the scripts to your needs.

Transferring Reports to an FTP Server

The ftp.sh script is used to transfer the report to an FTP server. The following portion of

the script needs to be edited:

########################################################################
#       CONFIGURABLE PARAMETERS
########################################################################
# Remote hostname or IP address
remote_host="localhost"
# login for ftp account
userid="ftp"
# password for ftp account
passwd="ftp"
# pick reports from this directory prefix
local_dir_prefix="/usr/netscreen/GuiSvr/var"

E-mailing Reports

To e-mail reports, youmust configure two scripts:

• email.sh—This script is called in the guiSvrCli.sh utility and defines how the reports are

to be included in the e-mail message

• Email.pl—This script is called by email.sh and configures the actual SMTP parameters.

You can attach or embed the report in the e-mail by uncommenting a specific line in

email.sh. You can also deliver multiple reports in separate mail messages or in a single

collated one.

#########################################################################
#       CODE
#########################################################################
dir=`dirname $0`
cd $dir
# Each report in $1 is mailed as an attachment.
/usr/bin/perl -w email.pl -d $1 -o /dev/null
# Each report in $1 is embedded into an email and mailed.
#/usr/bin/perl -w email.pl -d $1 -embed -o /dev/null
# Each report in $1 is attached to a collated message and the collated message 
# is mailed
#/usr/bin/perl -w email.pl -d $1 -collate -o /dev/null
# Each report in $1 is embedded into a collated message and the collated message
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# is mailed 
#/usr/bin/perl -w email.pl -d $1 -collate -embed -o /dev/null
# Don't change this line
exit $?
The required SMTP settings are provided in email.pl.
##################################################################
#       CONFIGURABLE PARAMETERS SECTION (CHANGEABLE)
##################################################################
# From address, don't delete \ before the @ separator
my $from_addr = "user\@localhost.localdomain";
# To address, don't delete \ before the @ separator
my $to_addr = "remote-user\@somewhere.net";
# Email server: not required if sendmail is configured for mail transport
my $email_server = "everywhere.net";
# Subject
my $subject = "Reports are here!";
# Body text for emails with reports as attachments
my $body_text_attach = "Attached reports";
# Body text for emails with reports embedded
my $body_text_embed = "Embedded reports";
# Mail transport agent
my $send_mail_prog = "/usr/sbin/sendmail -t";
# Directory prefix for report directory
my $prefix = "/usr/netscreen/GuiSvr/var";
# Report extension type
my $type = "html";
# Mail output file: Capture sent email in this file, /dev/stdout for screen 
my $mail_ofile = "/dev/stdout";
###################################################################

NOTE: The email.pl and emailReports.sh scripts only doMIME formatting of

the reports. The actual mailing is done by sendmail or other Mail Transfer
Agent (MTA). If you require authentication to send these reports, youmust
configure the authentication parameters as part of the MTA configuration.
If you are using the FTP script to send you reports, you will also need to add
values for the remote host, userid and password for the FTP account in the
ftp.sh file.

Using Cronwith Scheduled Reports

The actual scheduling is done using the cron application. This utility executes scripts at

specific times. It is configured through a file called crontab. To edit the file, use the

command crontab -e. This command invokes the vi editor and opens the crontab table.

Entries in the table consist of a command set and a schedule. The command to run the

report is the same as described above.

The timing of the job is determined by a string of numbers preceding the script. There are

five places and they represent, in order:

• Minute (0-59)

• Hour (0-23)
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• Day of Month (1-31)

• Month (1-12)

• Day ofWeek (0-6) (Sunday = 0)

Use an asterisk(*) to mark a place that is not part of the given schedule. For example,

to run a script every Tuesday night at 11:05 PM, use "5 23 * * 2 Script".

In this example, perform the following steps to generate a predefined report and FTP it

to a server every Monday at 12:01 in the morning:

1. Change to the utility directory by typing cd /usr/netscreen/GuiSvr/utils

2. Create a shell script called reportscript.sh:

a. Set the NSMUSER environment variable with an NSM domain/user pair, for

example:

export NSMUSER=domain/user

b. Set theNSMPASSWDenvironmentvariablewithanNSMpassword.Thecommand

for setting environment variables depends on your operating system and shell, for

example:

export NSMPASSWD=password

c. Specify a guiSvrCli command string

/usr/netscreen/GuiSvr/utils/guiSvrCli.sh --generate-reports --report global:system:
'\"report-name\" ' --script ftp.sh

3. Make the script executable. Make sure the person who creates the cron job can run

the script.

4. Run the crontab editor:

crontab -e

5. Add the following line:

00 * * 1 /usr/netscreen/GuiSvr/utils/reportscript.sh

Running Xdb Audit Log Exporter Tools with High Availability

The audit log contains a log entry for all the changes in NSM administrator.Using the

xdbAuditLogExporter.sh tool you can export the logs into CSV and syslog formats.
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NOTE: The Audit Log contains a log entry for all the changes in NSM
administrator. You can export this data into CSV and syslog format types.
Using xdbAuditLogExport.sh tool you can export the logs into csv and syslog
formats.

To export audit log in HA environment:

1. Use SSH or Telnet to connect to your NSM server and log in.

2. Change to the utils directory by entering:

cd /usr/netscreen/GuiSvr/utils.

3. Run guiSvrCli.sh tool to export log in CSV or syslog format.

Followings are some example to export the data

• To export auditlog to csv file run the following command:

$ sh guiSvrCli.sh --export_audit_log --action --csv audit.log

• To send auditlog to specific syslog server run the following command:

$ sh guiSvrCli.sh --export_audit_log --action --syslogs 10.205.1.202

• To send audit log with different filter option to csv file run the following command:

$ sh guiSvrCli.sh --export_audit_log --action --csv test1.csv --filter --domain global

$sh guiSvrCli.sh --export_audit_log --action --csv test2.csv --filter --action-field
sys_login

$sh guiSvrCli.sh --export_audit_log --action --csv test4.csv --filter --admin abc

$ sh guiSvrCli.sh --export_audit_log --action --csv test2.csv --filter --time
01/09/2012::12:30:00-01/09/2012::16:00:00

NOTE: The audit log CSV files are always stored in /tmp location.

Exporting Reports to HTML

After you create your reports, you can export them into HTML. For example, if you want

to share information with other security experts about the attacks that you are noticing

in your network, use the following process to export the report onto disk:

1. Select Export Reports from the Filemenu. Alternatively, you could right-click in the
chart window, and use the “Export reports in HTML” option.

2. Select the Top Attacks report check box.
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3. Click Browse to save the file onto CD or to any other location on your desktop.

4. Click Export. The report is exported onto your CD.

NSM saves the report in several file formats (such as .png, .html, and .gif) that you can

later display in anyWeb browser.

Setting Report Options

By default, each report in NSM provides information based on data available from the

current day in a horizontal bar chart. You can configure the duration, number of data

points, and appearance of each report by using the Set Report Options selection in the
Viewmenu.

NOTE: You can also access the Set Report Options dialog by right-clicking
the chart on each report.

Use the Set Report Options selection in the Viewmenu to tailor your reports to display

only the specific information that you want. You can configure the following options in

each report:

• Report title

• Report type

• Columns for the report

• Time period

• Data point count

• Chart type

You can also access the Set Report Options dialog by right-clicking the chart on each
report.

Naming a Report

You can enter a name for a new report or rename an existing report in theGeneral tab
of the Set Report Optionswindow. You can also configure the name of the report
displayed in the report graph by editing its title.

Setting the Report Type

You can create two types of reports:

• Time-Based—Displays activity over time. For example, the Attacks Over Time report

is a time-based report that measures the top attacks recorded in log records over a

specified period.

• Count-Based—Displays total currentactivity todate. For example, theTopScanTargets

report is acount-based report thatdisplays the total numberof scanscurrently recorded

against a specified number of destination IP addresses.
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Configuring Report Source Data

You can configure a report to one of the following log record columns: Action, Alert, Src

Addr, or Policy. Select the report source data by checking the appropriate check boxes

in the Columns For Report selection area. The data that you choose for the columns in
your report appear in the Y-axis of the graph.

Configuring a Report Time Period

You can configure a report to display all available data from either a specific date and

time or during a specific time interval.

For example, if you suspect that your network was attacked on September 15 at 6:00

PM, you could set the Starting At Time Period Duration report field in the options on a

Top Screen Attacks report to that time, then generate the report.

If you are not sure of the exact date or time of the attack, but know it occurred during the

past 2 days, set the Duration field in the Time Period Duration report options on a Top

Screen Attacks report to two days, then generate the report.

NOTE: The data that you can display in each report is limited by the amount
of log information available.

Configuring the Data Point Count

Typically, the top 50 occurrences of each data type are displayed in each report. You can

configure a report to displaymore or fewer data points depending upon the level of detail

you need. For example, if you want to obtain amore precise view of the top occurrences

of events, you would configure a lower data point count (such as 25).

NOTE: Theminimum data point count that you can configure in all reports
is 5; themaximum data point count is 200.

Configuring the Chart Type

Bydefault, each reportdepicts information inahorizontal bar chart. Youcanalsoconfigure

the report to depict information using a pie chart.

Sharing Your CustomReport

Use theSaveReport Inpull-downmenuandselect theSharedReportsoption to specify
that you want to share your report across all domains.

Modifying Report Filters

You can also use report filters to reduce the amount of unwanted or unnecessary log

information compiled in each report. This makes it easier for you to focus on only the log
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dataof interest to you.Youcanspecify criteria to filter your logdataonanyof thecolumns

that you have chosen to base the report.

For example, you are a security administrator that typically reviews the “Attacks by

Severity” report. You notice that critical attacks are on the rise. To track thismore closely,

you canmodify the log filter on the “Attacks by Severity” report so that the report only

displays critical attacks. To do this, select the “Attacks by Severity” report, and use Set
ReportOptions toaccess theLogFilter tab. In theLogFilter tab, select to filter onattacks,
and unselect all attacks except for those that are critical.

Configuring Report ProcessingWarnings

Each time you generate a report, it must perform a scan operation on a certain set of log

records in the log database. The total number of log records that a report operation

requires can have an adverse impact on your overall management performance. To

prevent extraordinarily lengthy report operations from impacting your overall system

performance, you can use the Preferences tool to configure NSM to display a warning

message before a report is to scan a certain threshold number of log records.

NOTE: This setting also applies to the Dashboard and Log Viewer.

For example, set a warningmessage threshold at around 1,000,000 logs. To do this, use

the Preferences option in the Toolsmenu and select Reports. In theNewPreference
Settings dialog box, click in the EnableWarnings check box and use the up and down
arrows to specify 1,000,000 as the number ofMaximumRecords to Filter.

After this preference is applied, a warning appears each time a report is set to perform

an operation requiring 1,000,000 log records to be scanned.

Saving Your Report Settings

After you have defined your custom reports, you can save the report settings as a custom

report. Saved reports are organized under the tree node named "Custom Reports".

Log Viewer Integration

ReportManager uses logdataas thebasis of all the informationpresented in each report.

Because of this, we recommend that you consider requirements for reporting as you

decide howmany log entries you want to maintain and store.

Viewing Logs FromReport Manager

One key benefit of Report Manager’s tight integration with log entries is the ability to

quickly access the source logdatapresented in each report. To view the source logentries

in the Log Viewer for more detailed information about the report data, right-click a data

point in any report and select Log Viewer from the Viewmenu. The source log entries

will appear in the Log Viewer.
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NOTE: You cannot save the view generated in the Log Viewer for use in a
later UI session.

Generating Quick Reports

YoucangenerateaQuickReport fromdatadisplayed in theLogVieweror Log Investigator.

Use theQuick Report tab located at the bottom of the Log Viewer or Log Investigator

module to display a count-based custom report called a Quick Report, as shown in

Figure 125 on page 873.

Figure 125: Generating A Quick Report

From the Quick Report screen, you can further set report options using the pull-down

menus provided to define the report. You can then save the report as a custom report.

Using Reports

The following examples describe typical use cases for the reports in NSM.

Example: Using Administrative Reports to Track Incidents

In this example, firewall administrators use the Log Viewer to monitor and investigate

log events. They are specifically interested in configuration changes that are causing

outages sporadically throughout the network. When they encounter a configuration log

that seems out of the ordinary, they flag the log by using the predefined flag type

"Investigate". To flag a log entry, right-click on the log and select Flag > Investigate from
the drop downmenu.

After completing their investigation, they change the flag toeither "Closed"or "Assigned"

for further investigation. During normal operations, firewall administrators investigate

over 200 log entries per day.
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You are a network manager interested in the progress of the investigation. To help track

the progress, you generate a "Logs by User-set Flag" report, as shown in

Figure 126 on page 874.

By setting the duration of the report to one week, you can determine the total number

of logentries flagged for investigation, total closed, and total assigned for further analysis.

Figure 126: Logs by User-Set Flag Report

Example: Using Administrative Reports to Optimize Rulebases

In this example, you are a security administrator responsible for implementing new rules

to your firewall rulebase. After you have updated the new security policy on themanaged

security devices in your network, youwant to know the effect of the new rules on network

traffic.

You configure a “Top FW/VPN Rules” report to start at the same date and time that the

new rulebase settings were updated in the network. You also set the report data point

count to 100. In thisway, youcangetan indication for the top 100 rules thataregenerating

log events. Figure 127 on page 875 shows the Top FW/VPN Rules report.
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Figure 127: Top FW/VPN Rules Report

By identifying the new rules that you implemented in the network, you can track how

effective the new rules are. If you find that a specific rule that is permitting toomuch

traffic, you may want to redefine it to bemore strict. If you find that a specific rule is not

generating any log events, youmay want to check it again to verify that you configured

it correctly; perhaps you configured an IP address incorrectly.

Regular review of the "Top FW/VPN Rules" report can help you to update and optimize

the rulebases implemented in your security policies.

Example: Using EX Switch Reports to Track Configuration Changes

In this example, youareaswitchadministrator responsible for configuringall themanaged

switches in your network. You routinely update your switch configurations after hours.

To track those switches that have undergone themost configuration changes , you

generate a "Top Configuration Changes" report each night.

During theweek, you can generate a similar report to track switches that have undergone

themost configuration changes committed during the past seven days.

Figure 128 on page 876 shows the Top Configuration Changes report.
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Example: Using SSL/VPN Reports to Track Authentication Failures

In this example, you are a security administrator responsible for tracking users on the

SSL/VPN security devices on your network. You routinely watch for unauthorized users

attempting to access your network by tracking authentication failures. To keep watch

for potential hackers, you can generate a "Top 10 auth failures for user@realm" report

each night.

Example: Using Screen Reports to Identify Attack Trends

In this example, you are a security administrator in the network operations center

responsible for tracking potential network attacks. You daily generate and track an

"Attacks By Severity" report.

Over time, you notice that the number of critical attacks has increased 20 percent. To

verify this, you generate an "Attacks over Time" report for the past 30 days.

The report indicates a recent increase in attacks detected by your firewall. You can

generate "TopAttacks", "Top Attackers", and "Top Targets" reports to further investigate

the nature and assess the risk of these attacks.

For details on generating and configuring these reports, refer to theNetwork and Security

Manager Online Help.

Example: Using DI Reports to Detect Application Attacks

In this example, you are a security analyst responsible for tracking potential deep

inspection attacks. You routinely generate an "Attacks By Severity" report daily to track

and identify potential attacks.
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One day, you notice a significant increase in the number of critical attacks detected by

thedeep inspection rules youhave implemented in yourSecurityPolicy. You thengenerate

a "Top Attackers" report for the last day.

The report indicates an IP address as the top attacker for all the DI attacks that you have

been tracking. You recognize the IP address as an external server that is running a service

using a nonstandard protocol. Although the traffic is not malicious, it happens to match

amalicious signature anomaly that you have configured in your DI policy. You can then

revise your policy rules to reclassify this traffic.

For details on generating and configuring these reports, refer to theNetwork and Security

Manager Online Help.

Using theWatch List

NSM lets you create and configure both a destination and a source watch list. The

DestinationWatch List contains key hosts within the network against which a

proportionally largenumber of logs is recorded. TheSourceWatchList contains keyhosts

outside the network that are sending a large number of log records and are therefore

suspected or known sources of attacks on your network.

The watch lists are convenient ways to create a list of source or destination hosts to use

as a filter in:

• Log Viewer—Includes logs with destination or source watch lists in a query filter.

• Log Investigator—Investigates logswith destination or sourcewatch lists as data point

sources.

• Report Manager—Includes custom reports for destination and source watch lists.

Access the DestinationWatch List or SourceWatch List from Tools >Preferences. For
details about creating and configuring watch lists, refer to the Network and Security

Manager Online Help.
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PART 5

Appendixes

• Glossary on page 881

• Unmanaged ScreenOS Commands on page 907

• SurfControl Web Categories on page 909

• Common Criteria EAL2 Compliance on page 917

• Log Entries on page 919
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APPENDIX A

Glossary

• Network and Security Manager (NSM) Term Definitions on page 881

Network and Security Manager (NSM) TermDefinitions

A

Access List A list of network prefixes that are compared to a given route. If the route matches a network

prefix defined in the access list, the route is either permitted or denied.

Access-Challenge An additional condition required for a successful Telnet login by an authentication user via a

RADIUS server.

Action (Deep

Inspection)

A DI action is performed by a security device when the permitted traffic matches the attack

object specified in the rule. Deep Inspection actions includedrop connection,drop packet, close

client, and so on.

Action (firewall) Afirewall action isperformedbyasecuritydevicewhen thedevice receives traffic thatmatches

the direction, source, destination, and service. Firewall actions include permit, deny, reject.

ActivateDeviceWizard The Activate Device wizard guides you through activating amodeled device in the NSMUser

Interface.

Add DeviceWizard The Add Device wizard guides you through importing or modeling a new device to the NSM

User Interface.

Address Object An address object represents a component of your network, such as a workstation, router,

switch, subnetwork, or any other object that is connected to your network. Use address book

objects to specify the network components you want to protect.

Address Shifting Amechanism for creating a one-to-onemapping between any original address in one range

of addresses and a specific translated address in a different range.

Address Spoofing Address Spoofing is a technique for creating packets with a source IP address that is not the

actual interface address. Attackers may use spoofed IP address to perform DDoS attacks

while disguising their true address, or to take advantage of a trusted relationship between two

hosts. To guard against spoofing attacks, configure a security device to check its own route

table. If the IP address is not in the route table, the security device denies the traffic.
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Adjacencies When two routers can exchange routing information with one another, they are considered to

haveconstructedanadjacency.Point-to-pointnetworkshaveonly two routers so those routers

automatically form an adjacency. But point-to-multipoint networks are a series of several

point-to-point networks.When routers pair in thismore complex networking scheme, they are

considered to be adjacent to one another.

Advanced Encryption

Standard (AES)

AES is a 128-bit encryption key standard. Use AES in your VPNs when you need greater

interoperability with other network security devices.

Advertisement Amethod a router uses to announce itself to other devices on the network, transmitting basic

information including IP address, network mask, and other data.

Aggregate State Arouter is inanaggregate statewhen it is oneofmultiple virtualBGP routing instancesbundled

into one address.

Aggregation The process of combining several different routes in such a way that only a single route

advertises itself. This techniqueminimizes the size of the routing table for the router.

Aggregator An object used to bundle multiple routes under one common route generalized according to

the value of the network mask.

Aggressive Aging Amechanism to accelerate the timeout process when the number of sessions in the session

table surpasses a specified high-watermark threshold. When the number of sessions in the

table dips below a specified low-watermark threshold, the timeout process returns to normal.

Antivirus (AV)

Scanning

Amechanism for detecting and blocking viruses in File Transfer Protocol (FTP), Internet

Message Access Protocol (IMAP), Simple Mail Transfer Protocol (SMTP), Hypertext Transfer

Protocol (HTTP)—includingHTTPwebmail—andPostOfficeProtocol version3 (POP3) traffic.

Juniper Networks offers an internal AV scanning solution.

APN Access Point Name. An APN is an IE included in the header of a GTP packet that provides

information on how to reach a network. It is composed of two elements: a network ID and an

operator ID.

Application Layer

Gateway (ALG)

On a security device, an ALG is a software component that is designed to manage specific

protocols such as SIP or FTP. The ALG intercepts and analyzes the specified traffic, allocates

resources, anddefinesdynamicpolicies topermit the traffic topass securely trough the security

device.

Area Themost fundamental ordering method in the OSPF routing protocol. An OSPF area divides

the internetwork into smaller, more manageable constituent pieces. This technique reduces

theamountof information that each routermust storeandmaintainaboutall theother routers.

When a router in the area needs information about another device in or out of the area, it

contacts a special router that stores this information. This router is called the Area Border

Router (ABR) and contains all essential device information. In addition, the ABR area border

router filters all information coming into the area to avoid bogging down other routers in the

area with information they may not need.
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Area Border Router A router with at least one interface in Area 0 and at least one interface in another area.

Area Range A sequence of IP addresses defined by a lower limit and upper limit that indicates a series of

addresses of devices that exist within an area.

AS See Autonomous System.

ASNumber The identification number of the local autonomous systemmapped to aBGP routing instance.

The ID number can be any valid integer.

AS Path Access List An access list used by a BGP routing instance to permit or deny packets sent by neighbor

routing instances to the current virtual routing instance.

AS Path Attribute

Class

TheBGPprovides four classesofpathattributes.Well-KnownDiscretionary,OptionalTransitive,

and Optional Non-Transitive.

AS Path String A string that acts as an identifier for an AS path. It is configured alongside an AS Path access

list ID.

Atomic Aggregate An object used by a BGP router to inform other BGP routers that the local system selected a

generalized route.

Atomic Configuration Atomic configuration is a fail-safe feature in ScreenOS 5.x. For devices running ScreenOS 5.x,

if the configuration deployment fails for any reason, the device automatically uses the last

installed stable configuration. Additionally, if the configuration deployment succeeds, but the

device loses connectivity to themanagement system, the device rolls back to the last installed

configuration. This minimizes downtime and ensures that NSM always maintains a stable

connection to the managed device.

Attack Objects An attack object contains attack patterns for known attacks that attackers can use to

compromise your network. Use attack objects in your firewall rules to enable your security

devices to detect known attacks and prevent malicious traffic from entering your network.

Attack Protection Attack Protection is defined by the DI Profile used in a firewall rule.

Audit Log Target An Audit Log Target is a directive that was sent to a security device.

Audit Log Viewer The Audit Log Viewer is a module of the NSMUser Interface. The Audit Log Viewer records

administrative actions. Each audit log includes the date and time the administrative action

occurred, the NSM administrator who performed the action, and the domain (global or a

subdomain) in which the action occurred.

Authentication Authentication ensures that digital data transmissions are delivered to the intended receiver.

Authentication also assures the receiver of the integrity of themessage and its source (where

orwhom it camefrom).Thesimplest formofauthentication requiresausernameandpassword

togainaccess toaparticular account.Authenticationprotocols canalsobebasedonsecret-key

encryption, such as DES, or on public-key systems using digital signatures.
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AuthenticationHeader

(AH)

See ESP/AH.

Authentication Server

Objects

An authentication server provides authentication for NSM administrators and RAS users on

your network. Use authentication servers objects to set a default authentication server for the

global domain and each subdomain, or access an external RADIUS or SecurID system to

provide authentication.

Autonomous System

(AS)

AnAS is a set of routers set off from the rest of the network and governed by a single technical

administration. This router group uses an interior gateway protocol (IGP) or several IGPs and

commonmetrics to route packets within the group. The group also uses an exterior gateway

protocol (EGP) to route packets to other ASs. Each AS has a routing plan that indicates what

destinations are reachable through it. This plan is called the Network Layer Reachability

Information (NLRI) object. BGP routers generate and receive NLRI updates periodically.

Autonomous System

Boundary Router

A router that connects an AS running one routing protocol to another AS running a different

protocol.

Autonomous System

Path

A list of all the autonomous systems that a router update has traveled through in the current

transmission.

B

Bastion Host A bastion host is a hardened system that is configured with the minimal software to support

a single network service.

BGPNeighbor (Also known as a BGP Peer). BGP is a the Border Gateway Patrol dynamic routing protocol. A

BGP neighbor is another device on the network that is running BGP. There are two types of

BGP neighbors: internal neighbors, which are in the same autonomous system, and external

neighbors,whichare indifferentautonomoussystems.A reliableconnection is requiredbetween

neighbors and is achieved by creating a TCP connection between the two. The handshake

that occurs between the two prospect neighbors evolves through a series of phases or states

before a true connection can bemade. See Connection States.

Border Gateway

Protocol (BGP)

An inter-autonomoussystemroutingprotocol.BGProutersandautonomoussystemsexchange

routing information for the Internet.

Broadcast Network A network that connects many routers together and can send, or broadcast, a single physical

message to all the attached routers. Pairs of routers on a broadcast network are assumed to

be able to communicate with each other. Ethernet is an example of a broadcast network. On

broadcastnetworks, theOSPF routerdynamicallydetects its neighbor routersby sendingHello

packets to the multicast address 224.0.0.5. For broadcast networks, the Hello protocol elects

a Designated Router and Backup Designated Router for the network.
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C

CIDR (Classless

Inter-DomainRouting)

An IP addressing scheme in which a single IP address is used to designate multiple unique IP

addresses. A CIDR address includes an IP address and an IP network prefix.

Table 121: CIDR Translation

254192.168.0.254192.168.0.1192.168.0.1/24

126192.168.0.126196.168.0.1192.168.0.1/25

62192.168.0.62192.168.0.1192.168.0.1/26

30192.168.0.30192.168.0.1192.168.0.1/27

6192.168.0.9192.168.0.1192.168.0.1/29

6192.168.0.14192.168.0.9192.168.0.9/29

2192.168.0.11192.168.0.10192.168.0.10/30

1677721410.255.255.25410.0.0.110.0.0.0/8

1410.0.1.3010.0.1.1710.0.1.17/28

Circuit-Level Proxy Proxy or Proxy Server is a technique used to cache information on aWeb server and acts as

an intermediary between aWeb client and thatWeb server. This proxy holds the most

commonly and recently used content from theWorldWideWeb to provide quicker access to

content for users and to increase server security.

Classless Routing Support for interdomain routing, regardless of the size or class of the network. Network

addresses are divided into three classes, but these are transparent in BGP, giving the network

greater flexibility.

CLI The CLI is the command line interface.

Cluster List A list of paths recorded as a packet travels through a BGP route reflector cluster.

Community A community is a grouping of BGP destination. By updating the community, you automatically

update its member destinations with new attributes.

Confederation An object inside a BGP AS that is a subset of routing instances in the AS. By grouping devices

into confederations inside a BGP AS, you reduce the complexity associated with thematrix of

routing connections, known as amesh, within the AS.

Configlet A configlet is a small, static configuration file that contains information on how a security

device can connect to NSM.
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Configuration Group A collection of configuration statements whose inheritance can be directed in the rest of the

device configuration. The samegroup canbe applied to different sections of the configuration,

and different sections of one group’s configuration statements can be inherited in different

places in the configuration.

CRC Errors CRCerrors indicate thenumberofpackets generatingacyclic redundancycodeerror processed

through the security device over the selected interface.

D

Data Encryption

Standard

DES is a 40- and56-bit encryption algorithmdevelopedby theNational Institute of Standards

and Technology (NIST). DES is a block encryption method originally developed by IBM. It has

since been certified by the U.S. government for transmission of any data that is not classified

top secret. DES uses an algorithm for private-key encryption.

Data Encryption

Standard-CipherBlock

Chaining (DES-CBC)

DES-CBC is used to encrypt single DES keys.

Default Route A “catch all” routing table entry that defines the forwarding of traffic for destination networks

that are not explicitly defined in the routing table. Thedestination network for thedefault route

is represented by the network address 0.0.0.0/0.

Delta A delta is a difference, or discrepancy. Example: the differences between the configuration

runningon thephysical device and thedifferencebetween the configuration inNSMare known

as deltas.

Demilitarized Zone A DMZ is an area between two networks that are controlled by different companies. A DMZ

ethernet canbeexternal or internal; externalDMZethernets link regional networkswith routers.

Denial of Service

(DoS) Attack

A DoS attack is designed to disrupt a network service. Typically, an attacker sends a flood of

information to overwhelm a service’s system resources, causing the server to ignore valid

network requests. Other DoS attacks can cause the service process to crash.

Device Administrator Adevice administrator is the personwhousesWebUI or CLI tomanagea single security device.

DeviceDiscoveryRules Sets of rules that define subnets or ranges of IP addresses to scan for EXSeries devices in your

network.

Device Editor A set of NSM screens used for displaying and editing the configuration of a device.

DeviceMonitor The Device Monitor displays information about individual devices, their configuration and

connection status, andmemory usage.

Device Server The Device Server is the component of the NSMmanagement system that handles

communication between the GUI Server and the device, collects data from themanaged

devices on your network, formats configuration information sent to yourmanaged device, and

consolidates log and event data.
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DHCP (Dynamic Host

Configuration

Protocol)

DHCP is used to dynamically assign IP addresses to networked computers.

Directive A directive is a command sent by NSM to yourmanaged devices. Directives include importing,

updating, rebooting, and so on. When you send a command to a device or group of devices,

NSM creates a job for that command and displays information about that job in the Job

Manager.

Distributed Denial of

Service(DDoS)Attack

ADoS attack (typically a flood) frommultiple source points. A DDoS attacks is more effective

than aDoS attack, as it is no longer one computer against one server in an effort to overwhelm

the server.

DM (DataModel) A Data Model is an XML file that contains configuration data for an individual device. The DM

is stored in the Device Server; when you create, update, or import a device, theGUI Server edits

the Abstract Data Model (ADM) to reflect the changes, then translates that information to

the DM.

DMI Device Management Interface—A common, secure management interface used by all device

familiesadded toNSM in release2008.1 and later releases.DMI isbasedonacommonprotocol

and device-specific schemas for configuration, inventory management, logging, and status

monitoring. DMI schemas can be updated without the need to upgrade NSM.

DNS The Domain Name Systemmaps domain names to IP addresses.

Domain A domain is a logical grouping of devices, their policies, and their access privileges. A domain

cancontaindevices, templates, objects, policies,VPNs, administrators, activities, authentication

servers, groups—a representationof theall or a subsetof thephysicaldevicesand functionality

on your network. The domain above a domain is the parent domain, and the domain below a

domain is the child domain. Domains at the same level are considered peer domains.

DomainMenu The Domain Menu is the pull-downmenu above the navigation tree where domains and

subdomains are selected.

Dynamic Routing A routing method which adjusts to changing network circumstances by analyzing incoming

routing update messages. If the message indicates that a network change has occurred, the

routing software recalculates routes and sends out new routing update messages. These

messages populate the network, directing routers to rerun their algorithms and change their

routing tablesaccordingly. Thereare twocommon formsofdynamic routing, includingDistance

Vector Routing and Link State Routing.
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Encryption Encryption is the process of changing data into a form that can be read only by the intended

receiver. To decipher the message, the receiver of the encrypted data must have the proper

decryption key. In traditional encryption schemes, the sender and the receiver use the same

key to encrypt and decrypt data. Public-key encryption schemes use two keys: a public key,

which anyonemayuse, anda corresponding private key,which is possessedonly by the person

who created it. With this method, anyonemay send amessage encrypted with the owner's

public key, but only the owner has the private key necessary to decrypt it. PGP (Pretty Good

Privacy)andDES(DataEncryptionStandard)are twoof themostpopularpublic-keyencryption

schemes.

Equal Cost Multipath

(ECMP)

Equal cost multipath assists with load balancing among two to four routes to the same

destinationor increases theeffectivebandwidthusageamong twoormoredestinations.When

enabled, security devices use the statically defined routes or dynamically learnmultiple routes

to the samedestination through a routing protocol. The security device assigns routes of equal

cost in round robin fashion. Default. disabled

ESP/AH AHandESPare IP level security headers thatwere originally proposedby theNetworkWorking

Group focused on IP security mechanisms known as IPSec. The term IPSec refers to packets,

keys, and routes associated with ESP and AH headers. The IP Authentication Header (AH)

provides authentication. The IP Encapsulating Security Header (ESP) provides confidentiality

to IP datagrams.

Ethernet Ethernet is a local area network (LAN) technology invented at the Xerox Corporation, Palo

AltoResearchCenter. Ethernet is abest-effort delivery systemthatusesCSMA/CDtechnology.

Ethernet canbe runover a varietyof cable schemes, including thick coaxial, thin coaxial, twisted

pair, and fiber optic cable. Ethernet is a standard for connecting computers into a local area

network (LAN). Themost common form of Ethernet is called 10BaseT, which denotes a peak

transmission speed of 10 Mbps using copper twisted-pair cable.

Export Rules When you have two ormore virtual routers on a security device, you can configure export rules

that define which routes on one virtual router are allowed to learned by another virtual router.

See also Import Rules.

External Neighbors Two BGP routers that are peers that reside in two different autonomous systems.

Extranet An extranet connects two or more intranets. If an intranet as a company’s internal Web site

enables users inside the company to communicate and exchange information, an extranet

connects that virtual space with another company’s intranet, thus enabling these two (or

more) companies to share resources and communicate over the Internet in their own virtual

space. This technology greatly enhances business to business communications.

F

Filters A filter organizes log entries based on administrator specifications.

Firewall A firewall device that protects and controls incoming and outgoing traffic on network

connections. Firewalls protect internal servers from damage (intentional or otherwise) and

enable authorized external access.
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G-PDU A G-PDU is a user data message. It consists of a T-PDU plus a GTP header.

Gateway Also called a router, a gateway is a program or a special-purpose device that transfers IP

datagrams from one network to another until the final destination is reached.

GBIC AGigabit InterfaceConnector (GBIC) is the kindof interfacemodule cardusedonsomesecurity

devices for connecting to a fiber optic network.

GGSN Gateway GPRS Support Node.

GI Interface The interface between a GSN and an external network or the Internet.

Global Domain A domain is a logical grouping of devices, their policies, and their access privileges. The global

domain is the top level, or root domain, that contains all subdomains.

GMT(GreenwichMean

Time)

GMT is the Greenwich, Englandmean solar time. GMT is also known as Universal Time and is

used for calculating time worldwide.

Gn Interface The interface between two GSNs within the same PLMN.

Gp Interface The interface between two GSNs located in different PLMNs.

GPRS General Packet Radio Service. A packet-based technology that enables high-speed wireless

Internet andother data communications. GPRSprovidesmore than three to four times greater

speed than conventional GSM systems. Using a packet data service, subscribers are always

connected and always online so services are easy and quick to access.

Group Expression

Objects

A group expression object represents a statement that sets conditions for authentication

requirements, enabling you to combine multiple external user objects. You can create group

expressions using the operator OR, AND, or NOT to combine user objects, user group objects,

or other group expressions.

Groups A group organizes previously-created devices into user-defined groups that make it easier for

you to configure andmanage devices in your domain. Groups enable you to execute certain

NSM operations onmultiple security devices at the same time.

GRX GPRS Roaming Exchange.

GSM Global System for Mobile Communications.

GTP GPRS Tunneling Protocol.
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GTP Tunnel A GTP tunnel in the GTP-U plane is defined for each PDP Context in the GSNs. A GTP tunnel

in the GTP-C plane is defined for all PDP Contexts with the same PDP address and APN (for

Tunnel Management messages) or for each MS (for messages not related to Tunnel

Management). A GTP tunnel is identified in each node with a TEID, an IP address and a UDP

port number. A GTP tunnel is necessary to forward packets between an external network and

an MS user.

GTP-CMessage GTP-Control Message. Control planemessages are exchanged between GSN pairs in a path.

The control planemessages are used to transfer GSN capability information between GSN

pairs, to create, update and delete GTP tunnels and for path management.

GTP-PDU A GTP Protocol Data Unit is either a GTP-Cmessage or a GTP-Umessage.

GTP-UMessage GTP-UserDatamessage.UserplanemessagesareexchangedbetweenGSNpairsorGSN/RNC

pairs in a path. The user planemessages are used to carry user data packets, and signalling

messages for path management and error indication.

GUI Server The GUI Server manages the system resources and data that drives NSM functionality. The

GUI Server contains the NSM databases, and centralizes information for devices, their

configurations, attack and server objects, and policies.

H

H.323 The H323 Application Layer Gateway (ALG) lets you to secure Voice-over-IP (VoIP)

communication between terminal hosts, such as IP phones andmultimedia devices. In such

a telephony system, gatekeeper devices manage call registration, admission, and call status

for VoIP calls. Gatekeepers can reside in the two different zones, or in the same zone.

Hardened System Ahardened system is a secure serverwith all appropriate security patches andbug fixes; these

systems are designed to resist penetration.

Hello Interval The amount of time that elapses between instances of Hello Packets.

Hello Packet A Hello packet is a message sent out to the current network to announce the presence of the

current routing instance to the network. Hello packets aid in the discovery of neighbors and in

a router being able to connect to other devices on the network. When an OSPF interface is

created, the interface sends Hello packets to the network to announce itself.

Histogram A histogram is a vertical graph that represents different amounts by thin, color-coded bands

or bars. These bars represent a frequency distribution; heights of the bars represent observed

frequencies.

HLR Home Location Register.

Hold Time In OSPF, the maximum amount of time between instances of initiating Shortest Path First

(SPF) computations. In BGP, the maximum amount of time that elapses betweenmessage

transmissions between a BGP speaker and its neighbor.
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ICMP Flood An ICMP flood contains ICMP pings so numerous that they overload a systemwith echo

requests, causing the system to expend all its resources responding until it can no longer

process valid network traffic. If you set a threshold to invoke ICMP flood attack protection

when exceeded, ICMP flood attacks are recorded as statistics.

IE Information Element.

IKE Proposal Objects An IKE proposal is a set of encryption keys and authentication algorithms that is used to

negotiate a VPN connection. An IKE proposal object is a representation of an IKE proposal in

the NSMUI.

Import Rules When you have two ormore virtual routers on a security device, you can configure import rules

ononevirtual router that definewhich routesareallowed to learned fromanother virtual router.

If you do not configure any import rules for a virtual router, all routes that are exported to that

virtual router are accepted. See also Export Rules.

IMSI International Mobile Station Identity.

In-Device Policy

Management

Mode of policy management done through the Device Editor on a specific device and not

through the central NSM Policy Manager. If you select this method to manage policies on a J

Series or SRX Series device, the NSM Policy Manager, Object Manager, and VPNManager are

all disabled for that device.

Infranet Controller The policy management component of Juniper Networks UAC solution.

Infranet Enforcer The policy enforcement point or firewall within a Juniper Networks UAC solution.

Internet Control

Message Protocol

(ICMP)

ICMP is a network-layer protocol that does not carry user data, but does encapsulate its

messages in IP datagrams. ICMP provides a query and response system (with error-reporting)

used to determine if another system on the network can receive and send data. An ICMP echo

request is also known as a ping.

Internet Key Exchange IKE is a method for exchanging keys for encryption and authentication over an unsecured

medium, such as the Internet.

Internet Protocol (IP) IP is an Internet standard protocol that defines a basic unit of data called a datagram. A

datagram isused inaconnectionless, best-effort, delivery system.The Internetprotocol defines

how information gets passed between systems across the Internet.
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IP Address Each node on a TCP/IP network usually has an IP address. The IP address has a network

number portion and a host number portion:

• Class A, >32,768 nodes, address format: nnn.hhh.hhh.hhh

• Class B, 256-32,768 nodes, address format: nnn.nnn.hhh.hhh

• Class C, <256 nodes, address format: nnn.nnn.nnn.hhh

This address format is called decimal dot format. The \"n\" represents a digit of a network

numberand\"h\" representsadigit of ahostnumber; for example, 128.11.2.30. If youare sending

data outside of your network, such as to the Internet, you need to obtain the network number

from a central authority, currently the Network Information Center. See also Subnet Mask.

IP Gateway Also called a router, an IP gateway is a program or a special-purpose device that transfers IP

datagrams from one network to another until the final destination is reached.

IP Pool Objects An IP Pool object represents a range of IP addresses. Use IP Pool object to configure a DHCP

server for your managed devices.

IP Security (IPSec) IPSec is a security standard maintained by the Internet Engineering Task Force (IETF). The

IPSecprotocol suiteprovideseverything youneed for secure communications—authentication,

integrity, and confidentiality—andmakes key exchange practical even in larger networks. See

also DES-CBC, ESP/AH.

IP Sweep An IP sweep is similar to a port scan attack. Attackers perform IP sweeps by sending ICMP

echo requests (or pings) to different destination addresses and wait for replies that indicate

the IP address of a target. If a remote host pings 10 addresses in 0.3 seconds, the security

device flags the event as an IP sweep attack and drops the connection to prevent replies.

IP Tracking Amechanism for monitoring configured IP addresses to see if they respond to ping or ARP

requests. You can configure IP tracking with NSRP to determine device or VSD group failover.

You can also configure IP tracking on a device interface to determine if the interface is up or

down.

ISAKMP. The Internet Security Association and KeyManagement Protocol (ISAKMP) provides

a framework for Internet key management and provides the specific protocol support for

negotiation of security attributes. By itself, it does not establish session keys, however it can

be used with various session key establishment protocols to provide a complete solution to

Internet key management.

J

JobManager The Job Manager is a module of the NSMUser Interface. Job Manager tracks the progress of

the command as it travels to the device and back to the management server.

JSRP Junos Services Redundancy Protocol.—A process that controls chassis clustering of Junos

devices.
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Keepalive The amount of time in seconds that elapses between keepalive packets which ensures that

the TCP connection between the local BGP router and a neighbor router is up. This value is

equal to one-third of the hold time. The default is 60 seconds.

KeyManagement The only reasonable way to protect the integrity and privacy of information is to rely upon the

use of secret information in the form of private keys for signing and/or encryption. The

management and handling of these pieces of secret information is generally referred to as “

key management.” This includes the activities of selection, exchange, storage, certification,

expiration, revocation, changing, and transmission of keys. Most of the work in managing

information security systems lies in the key management.

L

Land Attack During a Land Attack, attackers may send spoofed SYN packets that contain the IP address

of the target as both the destination and source IP address to create an empty connection.

These connections flood the target system, overwhelming it and causing a denial-of-service.

You can configure security devices to block Land Attack and record Land Attack attempts.

Launch Pad An otherwise blank user interface pane that provides access to commonly used functionality

within the associated NSMmodule.

Link State Link state routing protocols operate using an algorithm commonly called the Shortest Path

First (SPF) algorithm. Instead of relying on rumored information from directly connected

neighbors as in distance vector protocols, each router in a link state systemmaintains a

complete topology of the network and computes SPF information based on the topology.

Link state

Advertisement

Link State Advertisements (LSAs) are the conveyance that enables OSPF routers to make

device, network, and routing information available for the link state database. Each router

retrieves information from the LSAs sent by other routers on the network to construct a picture

of the entire internetwork fromwhich they distill path information to use in the routing table.

Load Balancing Load balancing distributes workload to processors to improve the throughput of a concurrent

connections.

Local Preference To provide better information than the Multi-Exit Discriminator (MED) value provides for a

packet’s path selection, BGP provides an attribute known as the LOCAL_PREF or local

preference value. You can configure the LOCAL_PREF attribute so that it has a higher value

for prefixes received froma router that provides a desired path to be higher than prefixes heard

on the router that provides a less desirable path. The higher the value, the more preferred the

route. The LOCAL_PREF attribute is the metric most often used in practice to express

preferences for one set of paths over another.

Lockout Lockout is an object state during which the object cannot be edited.

Log A Log is a grouping of log entries.

Log Category A log category defines the log type (alarm, config, traffic, and so on).
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Log ID A log ID is a unique ID for the log entry, derived from the combination of the date and log

number.

Log Investigator The Log Investigator is a module of the NSMUser Interface. The Log Investigator contains

tools for analyzing your log entries in depth.Use theLog Investigator tomanipulate andchange

constraints on log information, correlate log entries visually and rapidly, and filter log entries

while maintaining the broader picture.

Log Viewer The Log Viewer is a module of the NSMUser Interface. The Log Viewer displays log entries

that your security devices generate based on criteria that you defined in your security policies,

on the Device Server, and in the device configuration. Logs appear in table format; each row

contains a single log, and each column defines specific information for a log.

Loopback Interface A logical interface that emulates a physical interface on the security device, but is always in

the up state as long as the device is up. Youmust assign an IP address to a loopback interface

and bind it to a security zone.

M

Main Display Area Themain display area displays the content for the currently selectedmodule or module

contents.

Management System Themanagement system includes the GUI Server and Device Server. You can deploy the GUI

Server and Device Server on separate servers; however, the combination of the two servers is

known as themanagement system.

Mapped IP Address AMIP is a direct one-to-onemapping of traffic destined for one IP address to another IP

address.

MCC Mobile Country Code.

MD5 Message Digest (version) 5 is an algorithm that produces a 128-bit message digest (or hash)

from amessage of arbitrary length. The resulting hash is used to verify authenticity.

Media Gateway

Control Protocol

(MGCP)

MGCP isa text-based, application layer protocol that canbeused for call setupandcall control.

Theprotocol is basedonamaster/slave call control architecture: themedia gatewaycontroller

(call agent)maintains call control intelligence, andmedia gateways carry out the instructions

from the call agent.

Member AS The name of the autonomous system being included in a BGP confederation.

Menu Bar Themenubar is theupper sectionof theNSMUI.Themenubar containsaccessible commands.

Metric A value associated with a route that the virtual router uses to select the active route when

there are multiple routes to the same destination network with the same preference value.

Themetric value for connected routes is always 0. The default metric value for static routes

is 1, but you can specify a different value when defining a static route.

MNC Mobile Network Code.
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Modeling Modeling is the process of creating a non-deployed device configuration in the NSMUI.

Modules Amodule is a first-level element in the NSM navigation tree.

MS Mobile Station.

MSIN Mobile Subscriber Identification Number.

N

NATObject ANAT object is a global object that contains references to device-specific NAT configurations,

enabling multiple devices to share a single object. Use the Device Manager to configure NAT

for each device, then create a global NAT object that includes the device-specific NAT

configuration. Use globalNATobjects in security policies andVPNs;when youupdate adevice,

that device automatically replaces the global NAT object with its device-specific NAT

configuration.

NAT-Traversal

(NAT-T)

Amethod for allowing IPSec traffic to pass through NAT devices along the data path of a VPN

by adding a layer of UDP encapsulation. Themethod first provides ameans for detecting NAT

devices during Phase 1 IKE exchanges, and then ameans for traversing them after Phase 2 IKE

negotiations are complete.

Navigation Tree The navigation tree displays the 11 NSMmodules in the left pane of the NSMwindow.

Neighbor To begin configuring a BGP network, you need to establish a connection between the current

device and a counterpart, adjacent device known as a neighbor or peer.While this counterpart

devicemay seem like unneeded information at first, it is actually central to thewayBGPworks.

Unlike RIP or OSPF, you now have to configure two devices, both the current router and its

neighbor, for BGP to work. While this requires more effort, it enables networking to occur on a

larger scale as BGP eludes deploying the limited advertising techniques inherent to interior

networking standards.

NetScreen

Redundancy Protocol

(NSRP)

NSRP is a proprietary protocol that provides configuration and run time object (RTO)

redundancy and a device failover mechanism for security devices in a high availability (HA)

cluster.

Network Address

Translation (NAT)

NAT is a standard for translating secure IP addresses to temporary, external, registered IP

address from the address pool. NAT enables trusted networks with privately assigned IP

addresses to access the Internet, eliminating the need to use a registered IP address for every

machine in your network.

NSAPI Network Service Access Point Identifier.

NSGP NetScreen Gatekeeper Protocol.

NSMAdministrator The NSM administrator is the person who uses NSMUser Interface to manage their devices.
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Object Objects represent reusable information, such as network addresses, individual users and user

groups, and commonly used configuration data. In NSM, objects are shared objects, meaning

they are shared between the global domain and all subdomains. Objects are the building

blocks of the NSMmanagement system.

Object Manager Amodule of the NSMUser Interface that contains the objects used in your NSM system. An

object is a re-usable, basic NSM building block that contains specific information; you use

objects to create device configurations, policies, and VPNs. All objects are shared, meaning

that they can be shared by all devices and policies in the domain.

OnsSite Administrator The person who installs a configlet using Rapid Deployment.

Open Shortest Path

First (OSPF)

A dynamic routing protocol intended to operate within a single Autonomous System.

P

Packet Filtering Packet filtering is a router/firewall process that uses access control lists (ACL) to restrict flow

of information based on protocol characteristics such as source/destination IP address,

protocol, or port used. Generally, packet-filtering routers do not track sessions except when

doing NAT (which tracks the session for NAT purposes).

PDP Packet Data Protocol.

PDP Context A user session on a GPRS network.

PDU Protocol Data Unit.

Peer See Neighbor.

Ping of Death Theping of death is an intentionally oversized or irregular ICMPpacket that can trigger aDenial

of Service condition, freezing, or other adverse system reactions. You can configure a security

device to detect and reject oversized or irregular packet sizes.

PLMN Public Land Mobile Network. A public network dedicated to the operation of mobile radio

communications.

Point-to-Multipoint

Network

A non-broadcast network where OSPF treats connections between routers as point-to-point

links. There is noelectionof adesignated router andnoLSAgenerated for thenetwork. A router

in a point-to-multipoint network sendsHello packets to all neighborswithwhich it can directly

communicate.

Point-to-Point

Network

Joins two routers over aWide Area Network (WAN). An example of a point-to-point network

is two security devices connected via an IPSec VPN tunnel. On point-to-point networks, the

OSPF router dynamically detects neighbor routers by sending Hello packets to the multicast

address 224.0.0.5.
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Point-to-Point

Protocol over Ethernet

Allowsmultiple users at a site to share the same digital subscriber line, cable modem, or

wireless connection to the Internet. You can configure PPPoE client instances, including the

username and password, on any or all interfaces on some security devices.

Policy Asecuritypolicy is thecombinationofboth firewall rulebasesandall rules intoacomprehensive

plan that defines how the security device works on your network.

Port Address

Translation (PAT)

The translation of the original source port number in a packet to a different, randomly

designated port number.

Port Mapping The translationof theoriginal destinationport number in apacket toadifferent, predetermined

port number.

Port Mode A feature supported on some security devices, port mode allows you to select one of several

different sets of port, interface, and zone bindings on the device. Changing the port mode

removes any existing configurations on the device and requires a system reset.

Port Scan Aport scan attack occurswhenpackets are sent out to different port numbers, for the purpose

of scanning the available services in hopes that one port will respond. If a remote host scans

10 ports in 0.3 seconds, the security device flags this as a port scan attack and drops the

connection.

Preference A value associated with a route that the virtual router uses to select the active route when

there aremultiple routes to the samedestination network. The preference value is determined

by the protocol or origin of the route. The lower the preference value of a route, themore likely

the route is to be selected as the active route.

Prefix An IP address that represents a route.

Process Status The process status displays information about processes on a security device.

Protocol Protocols are predefined services (HTTP, SNMP, Telnet, and so on) that are enabled for the

security device.

PT Protocol Type.

R

RADIUS Remote Authentication Dial-In User Service is a service for authenticating and authorizing

remote access service (RAS) users.

RAS (remote access

services)

RAS is theacronymfor remoteaccess services,whichenableusers toaccess servicesprotected

by your security devices. Typically, you use a VPN to enable RAS, then add RAS users to the

VPN.

Real Time Streaming

Protocol (RTSP)

RTSP is an application layer protocol for controlling the delivery of a stream of real-time

multimedia content.
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RealtimeMonitor The Realtime Monitor is a module of NSMUser Interface. It contains the Device Monitor, the

VPNMonitor, and the NSRPMonitor.

Receive Collisions The number of collisions on the line detected by the Carrier Sense Multiple Access Collision

Detection (CSMA/CD) protocol.

Redistribution The process of importing a route into the current routing domain from another part of the

network that uses another routing protocol. When this occurs, the current domain has to

translate all the information, particularly known routes, from the other protocol. For example,

if you are on an OSPF network and it connects to a BGP network, the OSPF domain has to

import all the routes from the BGP network to inform all of its devices about how to reach all

the devices on the BGP network. The receipt of all the route information is known as route

redistribution.

Redistribution List A list of routes the current routing domain imported from another routing domain using a

different protocol.

Remote Setting

Objects

A Remote Settings object defines the DNS andWINS servers that are assigned to L2TP RAS

users after they have connected to the L2TP tunnel.

Report Manager Report Manager is a module of the NSMUser Interface. Use Report Manager to generate and

view reports summarizing log and alarmoriginating from themanaged security devices in your

network. You can use these reports to track and analyze log incidents, network traffic and

potential attacks.

Report Procedure Call

(RPC)

The RPC is a protocol that one program can use to request a service from a program located

in another computer in a network.

Role-Based

Administration (RBA)

Role-based administration enables you to define strategic roles for your administrators and

create domains to organize your network devices. Use role-based administration to create a

security environment that reflects your current offline administrator roles and responsibilities.

Route Flap Damping BGP provides a technique to block the advertisement of the route somewhere close to the

sourceuntil the routebecomesstable. Thismethod is called flapdamping.Route flapdamping

allows routing instability to be contained at an AS border router adjacent to the region where

instability is occurring. The impact of limiting the unnecessary propagation is to maintain

reasonable route change convergence time as a routing topology grows.

RouteMap Route maps are used with BGP to control andmodify routing information and to define the

conditions by which routes are redistributed between routing domains. A route map contains

a list of route map entries, each containing a sequence number and amatch and a set value.

The route map entries are evaluated in the order of an incrementing sequence number. Once

an entry returns amatched condition, no further routemaps are evaluated. Once amatch has

been found, the routemap carries out a permit or deny operation for the entry. If the routemap

entry is not a match, then the next entry is evaluated for matching criteria.

Route Redistribution Route redistribution is the exporting of route rules from one virtual router to another.
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Route Reflector ArouterwhoseBGPconfigurationenables readvertisingof routesbetween InteriorBGP(IBGP)

neighbors or neighbors within the same BGP AS. A route reflector client is a device that uses

a route reflector to readvertise its routes to the entire AS. It also relies on that route reflector

to learn about routes from the rest of the network.

Routing Information

Protocol (RIP)

A dynamic routing protocol used within moderate-sized autonomous systems.

Routing Table A list in a virtual router’smemory that contains a realtimeviewof all the connectedand remote

networks to which a router is currently routing packets.

Rule A rule is a statement thatdefinesa specific typeofnetwork traffic.When traffic passes through

the security device, the device attempts to match that traffic against its list of rules. If a rule

is matched, the device performs the action defined in the rule against the matching traffic.

Rulebase Arulebasecontains rules. a rulebaseprovidesamethodofdetectingandactinguponsuspicious

traffic. A NSM security policy can contain three rulebases: Zone, Global, and Multicast.

Run TimeObject

(RTO)

A code object created dynamically in memory during normal operation. Some examples of

RTOs are session table entries, ARP cache entries, certificates, DHCP leases, and IPSec Phase

2 security associations (SAs).

S

Scheduled Object A schedule object defines a time interval that a firewall rule is in effect. You use a schedule

object in your firewall rule to determine when a device enforces that rule.

Secure Access Device A Juniper Networks SSL VPN appliance.

Secure Copy (SCP) Amethod of transferring files between a remote client and a security device using the SSH

protocol. The security device acts as an SCP server, accepting connections from SCP clients

on remote hosts.

SecureServerProtocol

(SSP)

For communication between the UI, the GUI Server, and the Device Server, NSM uses SSP, a

modified version of TCP that ismore reliable thanordinary TCP, requires lessCPUandmemory

resources fromservers, and reduces thenumberof acknowledgementpacketson thenetwork.

SSP uses AES encryption and SH1 authentication for all connections.

Secure Shell (SSH) Aprotocol thatallowsdeviceadministrators to remotelymanage thedevice ina securemanner.

You can run either an SSH version 1 or version 2 server on the security device.

Security Association The security association combines the Security Parameters Index and a destination address.

Required for both Authentication Header and Encapsulating Security Payload protocols. See

also Security Parameters Index.
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Security Device A security device enables access to your network components and protects your network

againstmalicious traffic.NSMcanmanagesecuritydevices runningScreenOS5.xandScreenOS

6.0.x. All devices from NetScreen-5XT to the NetScreen-5400 are supported, except the

NetScreen-5, NetScreen-10, and NetScreen-1000. NSM also supports the NetScreen-5GT

running ScreenOS 4.0-DIAL2. NSM can also manage vsys configurations, NSRP clusters, and

extranet devices.

Security Parameters

Index

The SPI is a hexadecimal value which uniquely identifies each tunnel. It also tells the security

device which key to use to decrypt packets.

Security Policies A security policy defines access to your network, including permitted services, users, and time

periods. Use security policies to control the shape of your network traffic as it passes through

the firewall, or log specific network events.

Security Zone A security zone is a collection of one or more network segments requiring the regulation of

inbound and outbound traffic via access policies.

Server Manager The Server Manager is a module of the NSMUser Interface. Server Manager contains server

objects that represent yourmanagement systemcomponents.UseServerManager tomanage

andmonitor the individual server processes that comprise your NSM system.

Service Object Service objects represent the IP traffic types for existing protocol standards. Security devices

monitor andmanage network traffic using these protocols. NSM includes predefined service

objects for most standard services. You can also create custom service objects to represent

services that are not included in the list of predefined service objects, or to represent a custom

service running on your network.

Session Description

Protocol (SDP)

SDPsessiondescriptionsappear inmanySIPmessagesandprovide information that a system

can use to join a multimedia session. SDPmight include information such as IP addresses,

port numbers, times, dates, and information about the media stream.

Session Initiation

Protocol (SIP)

SIP is an IETF (Internet Engineering Task Force)-standard protocol for initiating, modifying,

and terminating multimedia sessions over the Internet. Such sessions might include

conferencing, telephony, or multimedia, with features such as instant messaging and

application-level mobility in network environments.

SGSN Serving GPRS Support Node.

SHA-1 SecureHashAlgorithm-1, analgorithmthatproducesa 160-bit hash fromamessageofarbitrary

length. (It is generally regarded as more secure than MD5 because of the larger hashes it

produces.)

Shared Objects A shared object is an object that can be shared across domains.

Short Frame A short frame contains less than 64 bytes of data.
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SignalingMessage AnyGTP-PDUexcept theG-PDU. GTP signallingmessages are exchanged betweenGSNpairs

in a path. The signaling messages are used to transfer GSN capability information between

GSN pairs and to create, update and delete GTP tunnels.

Source

Interface-Based

Routing (SIBR)

SIBR allows the security device to forward traffic based on the source interface (the interface

on which the data packet arrives on the security device).

Source Route The source route is a option in the IP header. An attacker can use the source route option to

enter a networkwith a false IP address and have data sent back to the attacker’s real address.

Stateful Inspection A firewall process that checks the TCP header for information on the session’s state. The

process checks whether it is initializing (SYN), ongoing (SYN/ACK), or terminating (FIN). A

stateful inspection firewall tracks each session flowing through it, dropping packets from

unknown sessions that appear to be part of an ongoing or illegal sessions. All security devices

are stateful inspectors.

Static Routing User-defined routes that cause packets moving between a source and a destination to take

a specified path. Static routing algorithms are table mappings established by the network

administrator prior to the beginning of routing. These mappings do not change unless the

network administrator alters them. Algorithms that use static routes are simple to design and

work well in environments where network traffic is relatively predictable and where network

design is relatively simple.

Status Bar The status bar is the lower section of the NSMUI. The status bar displays supplemental

information.

Subdomain A subdomain is a domains under the global domain.

Subinterface A subinterface is a logical division of a physical interface that borrows the bandwidth it needs

from thephysical interface fromwhich it stems. A subinterface is an abstraction that functions

identically to an interface for a physically present port and is distinguished by 802.1Q VLAN

tagging.

Subnet Mask A subnetmask enables you to define subnetworks. For example, if you have a class B network,

a subnetmask of 255.255.255.0 specifies that the first two portions of the decimal dot format

are the network number, while the third portion is a subnet number. The fourth portion is the

host number. If you do notwant to have a subnet on a class B network, youwould use a subnet

mask of 255.255.0.0. A network can be subnetted into one or more physical networks which

form a subset of the main network. The Subnet Mask is the part of the IP address which is

used to represent a subnetwork within a network. Using Subnet Masks enables you to use

network address space which is normally unavailable and ensures that network traffic does

not get sent to the whole network unless intended. See also IP Address.

Super Admin(istrator) The super administrator is the default administrator for all domains. The superadmin has

immutable powers. You cannot change or delete permissions for the super administrator; you

can, however, change the password for the super administrator.
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SYNAttack ASYNattackoccurswhenSYNpacketsoverwhelmanetworkby initiating somanyconnection

attemptsor information requests that thenetwork canno longerprocess legitimateconnection

requests, resulting in a Denial of Service.

syslog A protocol that enables a device to send log messages to a host running the syslog daemon

(syslog server). The syslog server then collects and stores these log messages locally.

T

T-PDU A T-PDU is the payload that is tunnelled in the GTP tunnel.

Tear Drop Attack A Tear Drop Attack occurs when the first and second parts of a fragmented packet overlap,

the server attempting to reassemble the packet can crash. If the security device sees this

discrepancy in a fragmented packet, it drops the packet.

TEID Tunnel Endpoint Identifier. The TEID uniquely identifies a tunnel endpoint in the receiving

GTP-U or GTP-C protocol entity. The receiving end side of a GTP tunnel locally assigns the

TEID value the transmitting side has to use. The TEID values are exchanged between tunnel

endpoints using GTP-Cmessages.

Templates A template is adevice configuration that youcandefineonceand thenuse formultipledevices.

You can specify most device configuration values in a template. In a template, you can define

only thoseconfigurationparameters that youwant to set; youdonotneed tospecifyacomplete

device configuration.

The software remembers static routes until you remove them.However, you canoverride static

routes with dynamic routing information through judicious assignment of administrative

distance values. To do this, youmust ensure that the administrative distance of the static

route is higher than that of the dynamic protocol.

TID Tunnel Identifier.

TLS Transport Layer Security—a cryptographic protocol that provides secure communication

between the NSMUI and the NSMGUI Server.

Toolbar The toolbar is the upper section of the NSMUI. The toolbar contains icons that relate to

accessible commands.

Transmission Control

Protocol/Internet

Protocol (TCP/IP)

A set of communications protocols that support peer-to-peer connectivity functions for both

local and wide area networks. A communications protocol which enables computers with

different operating systems to communicatewith each other. Controls howdata is transferred

between computers on the Internet.

Triple DES (3DES) 3DES is amore powerful version of DES in which the original DES algorithm is applied in three

rounds, using a 168-bit key. DES provides a significant performance savings but is considered

unacceptable for many classified or sensitive material transfers.

Trojan A trojan is a programwith hidden functionality. Trojans often install a remote administration

program (known as a backdoor) that enables attackers to access the target system.
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Trunk Port A trunk port enables a switch to bundle traffic from several VLANs through a single physical

port, sorting the various packets by the VLAN identifier (VID) in their frame headers.

Trust Zone One of two predefined zones that enables packets to be secured from being seen by devices

external to your current domain.

Tunnel Interface A tunnel interfaces is the opening, or doorway, through which traffic to or from a VPN tunnel

passes. A tunnel interface can be numbered (that is, assigned an IP address) or unnumbered.

A numbered tunnel interface can be in either a tunnel zone or security zone. An unnumbered

tunnel interface canonly be in a security zone that contains at least one security zone interface.

The unnumbered tunnel interface borrows the IP address from the security zone interface.

Tunnel Zone A tunnel zone is a logical segment that hosts one or more tunnel interfaces. A tunnel zone is

associated with a security zone that acts as its carrier.

Tunneling Amethod of data encapsulation. With VPN tunneling, a mobile professional dials into a local

InternetServiceProvider'sPointofPresence(POP) insteadofdialingdirectly into their corporate

network. This means that nomatter where mobile professionals are located, they can dial a

local Internet Service Provider that supports VPN tunneling technology and gain access to

their corporate network, incurring only the cost of a local telephone call. When remote users

dial into their corporatenetworkusingan InternetServiceProvider that supportsVPNtunneling,

the remote user as well as the organization knows that it is a secure connection. All remote

dial-in users are authenticated by an authenticating server at the Internet Service Provider's

site and then again by another authenticating server on the corporate network. This means

that only authorized remote users can access their corporate network, and can access only

the hosts that they are authorized to use.

U

UDP Flood A UDP flood is an attack using multiple UDP packets. An attacker can send UDP packets to

slow the target system to the point that it can no longer handle valid connections. You can

configure the security device with a threshold to invoke UDP flood attack protection; when

UDPpacket flowexceeds this threshold, thedevice records theUDPfloodattackasastatistics.

Universal Resource

Locator (URL)

AURL is a standardmethod of specifying the location of an available electronic resource. Also

known as a location or address, a URL specifies the location of files on servers. A general URL

has the syntax protocol://address. For example, http://www.srl.rmit.edu.au/pd/index.html

specifies that the protocol is http and the address is www.srl.rmit.edu.au/pd/index.html.

Universal Unique

IDentifier UUID)

The UUID is a 128-bit number assigned to any object within a Distributed Computing

Environment (DCE) cell which is guaranteed to be unique.

Untrust Zone One of two predefined zones that enables packets to be seen by devices external to your

current domain.

User A user is a person using the network your security devices are protecting. NSM supports two

types of users: local users and external users.
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User Datagram

Protocol (UDP)

UDP is a protocol in the TCP/IP protocol suite that enables an application program to send

datagrams to other application programs on a remote machine. UDP provides an unreliable

and connectionless datagram service and does not guarantee delivery or duplicate detection;

it does not use acknowledgments, or control the order of arrival.

User Interface (UI) The NSM graphical User Interface (UI) is used to control the NSM system. Using the UI, you

can configure NSM administrators, add devices, edit policies, view reports, and so on.

User Object User objects represent the users of your managed devices. You can include user objects or

groups in security policies or VPNs to permit or deny access to individuals or groups.

V

View A view is an admin-defined subset of column settings and filters in the Log Viewer.

Virtual Chassis Stacked EX Series devices functioning as one logical EX Series switch or an SRX cluster

represented in NSM as a virtual chassis..

Virtual IP Address A VIP address maps traffic received at one IP address to another address based on the

destination port number in the packet header.

Virtual Link A logical path from a remote OSPF area to the backbone area.

Virtual Local Area

Network (VLAN)

A VLAN is a logical rather than physical grouping of devices that constitute a single broadcast

domain. VLANmembers are not identified by their location on a physical subnetwork but

through the use of tags in the frame headers of their transmitted data. VLANs are described

in the IEEE 802.1Q standard.

Virtual Private

Network (VPN)

A VPN is an easy, cost-effective and secure way for corporations to provide telecommuters

andmobile professionals local dial-up access to their corporate network or to another Internet

Service Provider (ISP). Secure private connections over the Internet are more cost-effective

than dedicated private lines. VPNs are possible because of technologies and standards such

as tunneling, screening, encryption, and IPSec.

Virtual Router (VR) A virtual router is the component of ScreenOS that performs routing functions. By default, a

security device contains two virtual routers: Untrust-VR and Trust-VR.

Virtual SecurityDevice

(VSD)

A VSD is a single logical device composed by a set of physical security devices.

Virtual Security

Interface (VSI)

A VSI is a logical entity at layer 3 that is linked to multiple layer 2 physical interfaces in a VSD

group. The VSI binds to the physical interface of the device acting asmaster of the VSD group.

The VSI shifts to the physical interface of another device in the VSD group if there is a failover

and it becomes the newmaster.

VirtualSystem(VSYS) Avirtual system is a subdivisionof themain systemthat appears to theuser tobea standalone

entity. Virtual Systems reside separately from each other. Each one can bemanaged by its

own Virtual System Administrator.
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VPNManager VPNManager is a module of the NSMUser Interface. Use VPNManager to design a system

level VPN and automatically set up all connections, tunnels, and rules for all devices in the

VPN.

W

WebTrends A product offered by NetIQ that allows you to create customized reports based on the logs

generated by a security device. When you useWebTrends, you can display the information

you need in a graphical format.

Windows Internet

Naming Service

(WINS)

WINS is a service for mapping IP addresses to NetBIOS computer names onWindows NT

server-based networks. AWINS server maps a NetBIOS name used in aWindows network

environment to an IP address used on an IP-based network.

WinNuke Attack AWinNuke attack can crash any computer on the Internet runningWindows by introducing a

NetBIOS anomaly that forcesWindows to restart. You can configure the security device to

scan any incoming Microsoft NetBIOS Session Service packets, modify them, and record the

event as aWinNuke attack.

Worm Aworm is a self-replicating attack program.Worms differ from typical viruses in that they are

completely automatic—noattacker interaction is required.When theworm locatesavulnerable

target, it immediately and automatically infects the new host with its malicious code. The

newly infected host repeats the process and attempts to infect more hosts.

X

XAuth A protocol composed of two components—remote VPN user authentication (username plus

password) and TCP/IP address assignments (IP address, netmask, DNS server, andWINS

server assignments).

Z

Zone A zone can be a segment of network space to which securitymeasures are applied (a security

zone), a logical segment to which a VPN tunnel interface is bound (a tunnel zone), or either a

physical or a logical entity that performs a specific function (a function zone).
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APPENDIX B

Unmanaged ScreenOS Commands

NetworkandSecurityManager (NSM) isdesigned for system-levelmanagement, enabling

multiple administrators to manage their devices from one central location using the

majority of CLI commands available in ScreenOS. However, a small number of device

commands are unmanaged from the NSMUI.

Most unmanaged commands are useful only when performing device administration on

a specific device, and do not affect management capabilities (although future versions

of NSMmay support these commands). To use an unmanaged device command, you

must connect locally to the Juniper Networks security device.

Table 122 on page 907 details each unmanaged command.

Table 122: Unmanaged Commands for Firewall/VPN Devices

This command disable all internal commands. Only the
rootadministrator canset this command. If someoneother
than the root administrator tries to set this command, the
security device displays an error message.

common-criteria

These commands define environment variables. Security
devices use environment variables to make special
configurations at startup.

envar

This command checks the number of gates on a security
device, howmany are in use, and howmany are still
available. Gates are logical access points in the firewall
for FTP and similar applications. Security devices create
the gates, then convert a gate for each new session when
data traffic occurs.

gate

These commands define the Phase 1 and Phase 2
proposals and the gateway for an AutoKey IKE (Internet
Key Exchange) VPN tunnel, and specify other IKE
parameters.

ike

These commands configure inter-VLAN traffic through a
security device. It is possible to configure a virtual system
(vsys) with two trusted interfaces, such that traffic can
enter the vsys through one interface and exit through the
other without undergoing any security services such as
authentication or encryption. This is known as inter-VLAN
traffic.

intervlan-traffic

907Copyright © 2019, Juniper Networks, Inc.



Table 122: Unmanaged Commands for Firewall/VPN Devices (continued)

This command configures settings for DHCP client lease
time.

set interface <name> dhcp client
settings lease <minute>

This command configures logging to mitigate message
loss due to memory limitations on a security device. Used
for common criteria only.

set log audit-loss-mitigation

This command configures a static Media Access Control
(MAC) address for a security device interface.

set mac

These commands display timer settings, or configure a
security device to automatically execute management or
diagnosis at a specified time. All timer settings remain in
theconfigurationscriptafter thespecified timehasexpired.

timer

These commands create, remove, or display entries in the
internal user authentication database.

user

This commandunsets synchronization for a specific virtual
router in an NSRP cluster.

vr nsrp-config-sync
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APPENDIX C

SurfControl Web Categories

SurfControl servers maintain a database of millions of sites organized into about 40

categories. Table 123 on page 909 contains a list of the categories maintained by

SurfControl and a description of the URLs in each category.

Table 123: SurfControl Web Categories

• Adult products including sex toys, CD-ROMs, and videos

• Adult services including video conferencing, escort services, and strip clubs

• Erotic stories and textual descriptions of sexual acts

• Explicit cartoons and animation

• Online groups, including newsgroups and forums, that are sexually explicit in nature

• Sexually-oriented or erotic full or partial nudity

• Depictions or images of sexual acts, including animals or inanimate objects used in a
sexual manner

• Sexually exploitative or sexually violent text or graphics

• Bondage, fetishes, genital piercing

• Nudist sites that feature nudity

• Erotic or fetish photography, which depicts nudity

NOTE:Wedonot include sites regarding sexual health, breast cancer, or sexually transmitted
diseases (except in graphic examples).

Adult/Sexually Explicit

• Banner Ad ServersAdvertisements

• Television, movies, music and video programming guides

• Downloadable (non-streaming) movie, video or sound clips

• Discussion forums on television, movies, music and videos

• Online magazines and reviews on the entertainment industry

• Celebrity fan sites

• Horoscopes

• Online greeting cards

• Jokes, comics, comic books, comedians or any site designed to be funny or satirical

• Circuses, theatre, variety magazines, and radio

• Broadcasting firms and technologies (satellite, cable)

• Book reviews and promotions, publishing houses, and poetry

• Museums, galleries, artist sites (included sculpture, photography)

Arts and Entertainment
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Table 123: SurfControl Web Categories (continued)

• Web-based chatChat

• Reviews, information, buyer’s guides of computers, computer parts and accessories, and
software

• Computer/software/Internet companies, industry news andmagazines

• Personal storage or backup

• Pay-to-Surf sites

• Freeware, shareware, and software downloads

• Clipart, fonts and animated gif pages

• Downloadable mobile phone/ PDA games, themes, graphics, and ringtones

• Online photo albums/ digital photo exchange

Computing and Internet

• Advocating, instructing, or giving advice on performing illegal acts such as phone, service
theft, evading law enforcement, lock-picking, fraud, and burglary techniques

• Plagiarism/cheating, including the sale of research papers

Criminal Skills

• Recipes, instructions or kits for manufacturing or growing illicit substances, including
alcohol, for purposes other than industrial usage

• Glamorizing, encouraging, or instructing on the use of or masking the use of alcohol,
tobacco, illegal drugs, or other substances that are illegal to minors

• Alcohol and tobacco promotional Web sites

• Information on "legal highs": glue sniffing, misuse of prescription drugs or abuse of other
legal substances

• Distributing alcohol, illegal drugs, or tobacco free or for a charge

• Displaying, selling, or detailing use of drug paraphernalia

NOTE:Wedonot include sites that discussmedicinal druguse, industrial hempuse, or public
debate on the issue of legalizing certain drugs. Nor dowe include sites sponsored by a public
or private agency that provides educational information on drug use.

Drugs, Alcohol and Tobacco

• Educational institutions, including pre-, elementary, secondary, and high schools;
universities.

• Educational sites: pre-, elementary, secondary, and high schools; universities.

• Distance education and trade schools, including online courses.

• Online teacher resources (lesson plans)

Education

• Stock quotes, stock tickers, and fund rates

• Online stock or equity trading

• Online banking and bill-pay services

• Investing advice or contacts for trading securities

• Moneymanagement/investment services or firm

• General finances and companies that advise thereof

• Accountancy, actuaries, banks, mortgages, and general insurance companies

Finance and Investment

• Recipes, cooking instruction and tips, food products, and wine advisors

• Restaurants, cafes, eateries, pubs, and bars

• Food/drink magazines, reviews

Food and Drink

Copyright © 2019, Juniper Networks, Inc.910

Network and Security Manager Administration Guide



Table 123: SurfControl Web Categories (continued)

• Online gambling or lottery web sites that invite the use of real or virtual money

• Information or advice for placing wagers, participating in lotteries, gambling, or running
numbers

• Virtual casinos and offshore gambling ventures

• Virtual sports leagues and sports picks and betting pools

NOTE: Casino/Hotel/Resort sites that do not feature online gambling or provide gaming
tips are categorized under Travel.

Gambling

• Game playing or downloading; game hosting or contest hosting

• Tips and advice on games or obtaining cheat codes ("cheatz")

• Journals andmagazines dedicated to game playing

Games

• Lingerie, negligee or swimwear modeling

• Model fan pages; fitness models/sports celebrities

• Fashion or glamour magazines online

• Beauty and cosmetics

• Modeling information and agencies

Glamour and Intimate Apparel

• Governmentservicessuchas taxation,armedforces, customsbureaus, emergencyservices.

• Local government sites

• Political debate, canvassing, election information and results

• Local, national, and international political sites

Government and Politics

• Promotion, instruction, or advice on the questionable or illegal use of equipment and/or
software for purpose of hacking passwords, creating viruses, gaining access to other
computers and/or computerized communication systems.

• Sites that carry malicious executables or viruses

• Sites that provide instruction or work-arounds for our filtering software

• Cracked software and information sites

• Pirated software andmultimedia download sites

• Sites that provide or promote parasites, including Spyware, Adware and other unsolicited
commercial software

Hacking
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Table 123: SurfControl Web Categories (continued)

• Advocating or inciting degradation or attack of specified populations or institutions based
on associations such as religion, race, nationality, gender, age, disability, or sexual
orientation

• Promoting a political or social agenda that is supremacist in nature and exclusionary of
others based on their race, religion, nationality, gender, age, disability, or sexual orientation

• Holocaust revisionist/denial sites

• Coercion or recruitment for membership in a gang* or cult**

• Militancy, extremist

• Flagrantly insensitive or offensive material

NOTE:We do not include news, historical, or press incidents that may include the above
criteria (except in graphic examples).

**A gang is defined as: a group whose primary activities are the commission of felonious
criminal acts, which has a common nameor identifying sign or symbol, andwhosemembers
individually or collectively engage in criminal activity in the name of the group.

**A cult is defined as: a group whose followers have been deceptively and manipulatively
recruitedand retained throughundue influence such that followers' personalitiesandbehavior
are altered. Leadership is all-powerful, ideology is totalistic, and the will of the individual is
subordinate to the group. Sets itself outside of society.

Hate

• General health such as fitness and wellbeing

• Medical information about ailments, conditions, and drugs

• Medical reference

• Medical procedures, including elective and cosmetic surgery

• Alternative and complementary therapies

• Prescription medicines

• Hospital, medical insurance

• Dentistry, optometry, and other medical-related sites

• General psychiatry andmental wellbeing sites

• Promoting self-healing of physical andmental abuses, ailments, and addictions

• Psychology, self-help books, and organizations

Health and Medicine

• Recreational pastimes such as collecting, gardening, kit airplanes

• Outdoor recreational activities such as hiking, camping, rock climbing

• Tipsor trends focusedonaspecific art, craft, or technique Onlinepublicationsonaspecific
pastime or recreational activity

• Online clubs, associations or forums dedicated to a hobby

• Traditional (board, card) games and their enthusiasts

• Animal/ pet related sites, including breed-specific sites, training, shows and humane
societies

Hobbies and Recreation

• Web sites that host business and individuals’ web pages (such asGeoCities, earthlink.net,
AOL)

Hosting Sites

• Employment agencies, contractors, job listings, career information

• Career searches, career-networking groups

Job Search and Career
Development

• Child oriented sites and sites published by childrenKid's Sites
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Table 123: SurfControl Web Categories (continued)

• Homelife and family-related topics, including parenting tips, gay/lesbian/bisexual
(non-pornographic sites), weddings, births, and funerals

• Foreign cultures, socio-cultural information

Lifestyle and Culture

• Car reviews, vehicle purchasing or sales tips, parts catalogs

• Auto trading, photos, discussion of vehicles includingmotorcycles, boats, cars, trucks and
RVs

• Journals andmagazines on vehicle modification, repair, and customizing

• Online automotive enthusiast clubs

Motor Vehicles

• Newspapers online

• Headline news sites, newswire services, and personalized news services

• Weather sites

News

• Singles listings, matchmaking and dating services

• Advice for dating or relationships; romance tips and suggestions

Personals and Dating

• Sites that provide resources for photo and image searchesPhoto Searches

• Home, apartment, and land listings

• Rental or relocation services

• Tips on buying or selling a home

• Real estate agents

• Home improvement and inspection sites

Real Estate

• Personal, professional, or educational reference

• Online dictionaries, maps, and language translation sites

• Census, almanacs, and library catalogues

• Topic-specific search engines

Reference

• Churches, synagogues, and other houses of worship

• Any faithor religiousbeliefs, includingnontraditional religions suchasWiccaandwitchcraft

Religion

• Remote proxies or anonymous surfing

• Web-based translation sites that circumvent filtering

• Peer-to-peer sharing

Remote Proxies

• Pictures or text advocating the proper use of contraceptives

• Sites relating todiscussionabout theuseof thePill, IUDsandother typesof contraceptives

• Discussion sites on how to talk to your partner about diseases, pregnancy and respecting
boundaries

NOTE:Not included in the category are commercial sites that sell sexual paraphernalia.
These sites are typically found in the Adult category.

Sex Education

• General search engines (Yahoo, AltaVista, Google)Search Engines
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Table 123: SurfControl Web Categories (continued)

• Online auctions

• Department stores, retail stores, company catalogs and other sites that allow online
consumer shopping

• Online downloadable product warehouses; specialty items for sale

• Freebies or merchandise giveaways

Shopping

• Team or conference web sites

• National, international, college, professional scores and schedules

• Sports-related online magazines or newsletters

Sports

• Streamingmedia files or events (any live or archived audio or video file)

• Internet TV and radio

• Personal (non-explicit) webcam sites

• Telephony sites that allow users to make calls via the Internet

Streaming Media

• Airlines and flight booking agencies

• Accommodation information

• Travel package listings

• City guides and tourist information

• Weather bureaus

• Car Rentals

Travel

• Newsgroups

• Opinion or discussion forums

• Weblog (blog) sites

Usenet News/Forums

• Newsgroups

• Opinion or discussion forums

• Weblog (blog) sites

Usenet News/Forums

• Portraying, describing or advocating physical assault against humans, animals, or
institutions

• Depictions of torture, mutilation, gore, or horrific death

• Advocating, encouraging, or depicting self-endangerment, or suicide, including through
eating disorders or addictions

• Instructions, recipes or kits for making bombs or other harmful or destructive devices

• Excessive use of profanity or obscene gesticulation

• Sites promoting terrorism

• Excessively violent sports or games

• Offensive or violent language or satire

NOTE:Wedonotblocknews, historical, or press incidents thatmay include theabovecriteria
(except in graphic examples).

Violence/Offensive
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Table 123: SurfControl Web Categories (continued)

• Online purchasing or ordering information, including lists of prices and dealer locations

• Any page or site predominantly containing, or providing links to, content related to the
sale of guns, weapons, ammunition or poisonous substances

• Displaying or detailing the use of guns, weapons, ammunition or poisonous substances

• Clubswhichoffer trainingonmachineguns, automaticsandother assaultweaponsand/or
sniper training

NOTE:Weapons are defined as something (as a club, knife, or gun) used to injure, defeat,
or destroy.

Weapons

• Web-based e-mail accounts

• Messaging sites

Web-based E-mail

915Copyright © 2019, Juniper Networks, Inc.

Appendix C: SurfControl Web Categories



Copyright © 2019, Juniper Networks, Inc.916

Network and Security Manager Administration Guide



APPENDIX D

Common Criteria EAL2 Compliance

This appendix describes actions required for a security administrator to properly secure

the Network and Security Manager (NSM) system and NSMUser Interface to be in

compliance with the Common Criteria EAL2 security target for Juniper Networks IDP 4.0

functionality.

TheNSMsystemconsistsof theDeviceServer and theGUIServer; theNSMUser Interface

is a client application used to access information stored in the NSM system.

• Guidance for Intended Usage on page 917

Guidance for Intended Usage

• The NSM systemmust be installed on dedicated systems. These dedicated systems

must not contain user processes that are not required to operate the NSM software.

Guidance for Personnel

• Theremustbeoneormorecompetent individualsassigned tomanage theNSMsystem

and User Interface (UI), and the security of the information that they contain.

• The authorized administrators must not be careless, willfully negligent, or hostile and

must follow and abide by the instructions provided by the NSM documentation.

• The NSM system and UI must be accessed only by authorized users.

Guidance for Physical Protection

• The processing resources of the NSM system and UI must be located within facilities

with controlled access that prevents unauthorized physical access.
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APPENDIX E

Log Entries

This appendix lists the log entry subcategories for the following log entry categories:

• Screen Alarm Log Entries on page 919

• Alarm Log Entries on page 921

• Deep Inspection Alarm Log Entries on page 922

• Configuration Log Entries on page 997

• Information Log Entries on page 999

• Self Log Entries on page 1001

• Traffic Log Entries on page 1001

• GTP Log Entries on page 1002

Screen Alarm Log Entries

The Screen category contains the subcategories shown in Table 124 on page 919:

Table 124: Screen Alarm Log Entries

ScreenOSMessage IDAttack

Attacks > Alert > 00017Address Sweep Attack

Attacks > Critical > 00434Block ActiveX component

Attacks > Critical > 00433Block EXE component

Attacks > Critical > 00429Block IP fragment traffic

Attacks > Critical > 00432Block JAVA component

Attacks > Critical > 00431Block ZIP component

Attacks > Critical > 00430Destination IP session limit

Attacks > Alert > 00011ICMP Flood Attack

Attacks > Critical > 00422IDS ICMP Fragment
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Table 124: Screen Alarm Log Entries (continued)

ScreenOSMessage IDAttack

Attacks > Critical > 00436IDS ICMP too large

Attacks > Critical > 00415IDS IP Bad Options

Attacks > Critical > 00414IDS IP unknown port

Attacks > Critical > 00412IDS SYN Fragment

Attacks > Critical > 00438IDS TCP FIN No ACK

Attacks > Critical > 00437IDS TCP SYN FIN

Attacks > Critical > 00413IDS TCP No Flag

Attacks > Alert > 00009IP Source Route Attack

Attacks > Alert > 00008IP Spoof Attack

Attacks > Alert > 00010Land Attack

Attacks > Critical > 00032Malicious URL Protection

Auth > Alert > 00003Multiple Authentications Failed

Attacks > Emergency > 00007Ping of Death Attack

Policies > Alert > 00018Policy Denied

Attacks > Alert > 00016Port Scan Attack

Attacks > Emergency > 00005SYN Attack

SYN Flood

SYN ACK

SYNMAC

Attacks > Critical > 00439SYN-ACK-ACK proxy DoS

Attacks > Critical > 00033Source IP session limit

Attacks > Emergency > 00006Tear Drop Attack

Attacks > Alert > 00012UDP Flood Attack

IKE > Critical > 00042VPN Replay Detected
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Table 124: Screen Alarm Log Entries (continued)

ScreenOSMessage IDAttack

Attack > Alert > 00004Winnuke Attack

Alarm Log Entries

The Alarm category contains the subcategories shown in Table 125 on page 921:

Table 125: Alarm Log Entries

ScreenOSMessage IDAlarm Log Entry SubcCategories

Admin > Alert > 00027Admin

AntiVirus Scanning (External) > Error > 52Anti Virus - CSP

BGP > Alert > 00206BGP Alarm

Logging > Critical > 00030CPU Usage High

DHCP > Alert > 00029

DHCP > Critical > 00029

DHCP

DNS > Critical > 00021DNS Host

Interface > Critical > 00090Interface Failover

Device > Critical > 00022Hardware

ARP > Critical > 00031IP Conflict

Logging > Critical > 00024Log Overflow

Device > Critical > 00020

Logging > Critical > 00020

Memory Low

High Availability > 00015NSRP Inconsistent Config

High Availability > 00015NSRP IP DUPMaster

High Availability > 00015NSRP RTO DOWN

High Availability > 00015NSRP RTO Duplicate

High Availability > 00015NSRP RTO UP

High Availability > Critical > 00015NSRP Status
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Table 125: Alarm Log Entries (continued)

ScreenOSMessage IDAlarm Log Entry SubcCategories

High Availability > 00062NSRP TRACKIP Failed

High Availability > 00062NSRP TRACKIP Failover

High Availability > Critical > 00077NSRP VSD 2nd Path Reply

High Availability > Critical > 00076NSRP VSD 2nd Path REQ

High Availability > Critical > 00073NSRP VSD Backup

High Availability > Critical > 00074NSRP VSD Ineligible

High Availability > Critical > 00070NSRP VSD Init

High Availability > Critical > 00075NSRP VSD Inoperable

High Availability > Critical > 00071NSRP VSDMaster

High Availability > Critical > 00072NSRP VSD Pbackup

OSPF > Critical > 00206OSPF Packet Flood

RIP > Critical > 207RIP Packet Flood

OSPF > Critical > 200Route add/delete Error

RIP > Critical > 00207Route RIP Updated Flood

Route > Critical > 00200Exceeded Route Entry (Sys)

SSH > Critical > 00034Secure Shell

WEB Filtering > Alert > 00014URL Blk

VIP > Critical > 00023VIP Svr Down

IKE > Alert > 00026VPN

VPN > Critical > 00041VPN Down

VPN > Critical > 00040VPN Up

Deep Inspection Alarm Log Entries

The Deep Inspection Alarm category contains the subcategories shown in

Table 126 on page 923:
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Table 126: Deep Inspection Alarm Log Entries

VersionsSeverityAttack DescriptionAttack Name

sos5.1.0highThis signature detects buffer overflow attempts against the
cURL file retrieval client. cURL 6.1 to 7.4 versions are
vulnerable. Attackersmay use amalicious server to connect
to the cURL client and execute arbitrary code with the
permissions of the cURL user.

APP:CURL-OF-BANNER

sos5.1.0infoThis signature detects messages sent from AIM clients to
other AIM clients.

CHAT:AIM:MESSAGE-SEND

sos5.1.0infoThis protocol anomaly is aAIMmessagewith an invalid TLV;
the TLV data specified in the FLAP header is less than the
actual data in the TLV header.

CHAT:AUDIT:AIM:INVALID-TLV

sos5.1.0infoThis protocol anomaly is aAIMmessagewith an invalid TLV;
the TLV length is less than expected, or the TLV length is
greater than the data specified in the FLAP header.

CHAT:AUDIT:AIM:INV-TLV-LEN

sos5.1.0infoThis protocol anomaly is an MSNmessage with a group
name length that exceeds the user-definedmaximum. The
default group namemaximum is 64.

CHAT:AUDIT:MSN:GROUP-NAME

sos5.1.0infoThis signature detects a Yahoo Messenger client sending a
file to another user.

CHAT:AUDIT:YMSG:FILE-SEND

sos5.1.0infoThisprotocol anomaly isaYahoo!Messengere-mail address
that exceeds the user-definedmaximum. A Yahoo!
Messenger server sends an e-mail address as part of a new
e-mail alert message. The default number of bytes in an
Yahoo! Messenger e-mail address is 84.

CHAT:AUDIT:YMSG:MAIL-ADDR

sos5.1.0infoThis protocol anomaly is a Yahoo!Messengermessage that
exceeds the user-definedmaximum. The default number of
bytes in an Yahoo! Messenger message is 8192.

CHAT:AUDIT:YMSG:MSG-TOO-BIG

sos5.1.0infoThis protocol anomaly is a Yahoo! Messenger group name
thatexceeds theuser-definedmaximum.Yahoo!Messenger
clients use groups to separate their friends into categories.
The default number of bytes in an Yahoo! Messenger group
name is 84.

CHAT:AUDIT:YMSG:OFLOW-GRP-NAME

sos5.1.0infoThis protocol anomaly is a Yahoo! Messenger encrypted
password that exceeds the user-definedmaximum. The
Yahoo! Messenger client sends an encrypted password to
the server as part of the authentication process. The default
number of bytes in an Yahoo! Messenger encrypted
password is 1024.

CHAT:AUDIT:YMSG:OFLOW-PASSWD

sos5.1.0infoThis signature detects MSNMessenger chat using the
specified content type "text/plain" on port 1863 (default
port of MSNMessenger).

CHAT:MSN:ACCESS
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.1.0infoThis signaturedetectsattempts to login to theMSNnetwork
using an MSNMessenger client.

CHAT:MSN:LOGIN-ATTEMPT

sos5.1.0highThis signature detects buffer overflow attempts against the
SQLXML-ASAPI Extension in Microsoft SQL Server 2000.
The SQLXML-ASAPI extension handles data queries over
HTTP(SQLXMLHTTP);attackersmayconnect to the target
host and submit maliciously crafted data to create a buffer
overflow.

DB:MS-SQL:SQLXML-ISAPI-OF

sos5.1.0infoThis protocol anomaly is a DNS request/reply in which the
question/resourceaddress class is not IN (InternetAddress).
Although allowed by the RFC, this should happen only in
rare circumstances andmay indicate an exploit attempt.

DNS:AUDIT:CLASS-NON-IN

sos5.1.0infoThis protocol anomaly is a DNS reply with a resource
specifying a CLASS ID reserved for queries only (QCLASS).
This may indicate an exploit attempt.

DNS:AUDIT:QCLASS-UNEXP

sos5.1.0infoThis protocol anomaly is a DNS reply with a resource
specifyingaTYPE ID reserved for queriesonly (QTYPE). This
may indicate an exploit attempt.

DNS:AUDIT:REP-QTYPE-UNEXPECTED

sos5.1.0infoThis protocol anomaly is a DNS reply with a query/reply bit
(QR) that is unset (indicating a query). Thismay indicate an
exploit attempt.

DNS:AUDIT:REP-S2C-QUERY

sos5.1.0infoThis protocol anomaly is a DNS request with a query/reply
bit (QR) set (indicating a reply). Thismay indicate an exploit
attempt.

DNS:AUDIT:REQ-C2S-RESPONSE

sos5.1.0infoThis protocol anomaly is a client-to-server DNSmessage
with the recursion-available bit (RA) set. This may indicate
an exploit attempt.

DNS:AUDIT:REQ-INVALID-HDR-RA

sos5.1.0infoThis protocol anomaly is a DNS request with request type
set to "ANY".

DNS:AUDIT:TYPE-ANY

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an empty DNSUDPmessage. This
may indicate an exploit attempt.

DNS:EXPLOIT:EMPTY-UDP-MSG

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an rdataset parameter to the
dns_message_findtype() function in message.c that is not
NULL. In BIND 9 (up to 9.2.0), attackers may cause a
shutdown on an assertion failure. Note: Common queries in
routine operations (such as SMTP queries) may trigger this
anomaly.

DNS:EXPLOIT:EXPLOIT-BIND9-RT

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a DNSmessage with a set of DNS
pointers that form a loop. This may indicate a
denial-of-service (DoS) attempt.

DNS:EXPLOIT:POINTER-LOOP
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.1.0highThis protocol anomaly is a DNSmessage that ended
prematurely. This may indicate an exploit attempt.

DNS:EXPLOIT:REQUEST-SHORT-MSG

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is a zone transfer attempt. This may
indicate an attempt to obtain information about an entire
domain.

DNS:EXPLOIT:TYPE-AXFR

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is aDNS request/replywith an invalid
value in the header OPCODE field. This may indicate an
exploit attempt.

DNS:HEADERERROR:INVALID-OPCODE

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to create buffer overflows.
Attackers may sendmaliciously crafted packets to DNS
servers to overflow the buffer and gain root access.

DNS:OVERFLOW:FF-FF-BIN

sos5.0.0,
sos5.1.0

criticalThis protocol anomaly is a DNS request/reply with a label
that exceeds themaximum length (63) specified in theRFC.
This may indicate a buffer overflow attempt.

DNS:OVERFLOW:INVALID-LABEL-LEN

sos5.0.0,
sos5.1.0

criticalThis protocol anomaly is a DNS request/reply with a pointer
that points beyond the end of the data. This may indicate a
buffer overflow or denial-of-service (DoS) attempt.

DNS:OVERFLOW:INVALID-POINTER

sos5.0.0,
sos5.1.0

criticalThis protocol anomaly is a DNS name that exceeds 255
characters. Thismay cause problems for someDNS servers.

DNS:OVERFLOW:NAME-TOO-LONG

sos5.1.0criticalThis protocol anomaly is a suspiciously large NXT resource
record in a DNS transaction. BIND versions 8.2 through 8.2.1
are vulnerable to a buffer overflow in the processing of NXT
resource records.

DNS:OVERFLOW:NXT-OVERFLOW

sos5.1.0criticalThis protocol anomaly is a suspiciously long OPT resource
record. All versionsofBINDup to version8.3.3 are vulnerable
toadenial of serviceattack. Anattacker cancrash the server
by requesting a subdomain that does not exist with an OPT
resource record that has a very large UDP payload size.

DNS:OVERFLOW:OPT-DOS

sos5.1.0highThis protocol anomaly is a DNS UDP-based request/reply
that exceeds the maximum length (512) specified in RFC.
This may indicate a buffer overflow attempt.

DNS:OVERFLOW:OVERSIZED-UDP-MSG

sos5.1.0criticalThis protocol anomaly is aTCP-basedDNS transactionwith
a suspiciously small SIG resource record. Bind versions 8 to
8.3.3 are vulnerable to a heap overflow in the code that
handles SIG resource records. Attackers may execute
arbitrary code on the server.

DNS:OVERFLOW:SIG-OVERFLOW

sos5.1.0highThis protocol anomaly is a DNS TCP-based request/reply
that exceeds themaximum length specified in themessage
header. This may indicate a buffer overflow or an exploit
attempt.

DNS:OVERFLOW:TOO-LONG-TCP-MSG
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.1.0highThis protocol anomaly is a DNS request with the question,
answer, additional, and name server counts are zero. This
can indicate amalicious user trying to crash the DNS server.

DNS:QUERY:NULL-QUERY

sos5.1.0mediumThis protocol anomaly is a DNS query for version.bind with
the typeset toTXTandtheclassset toCHAOS.BINDservers
support the ability to be remotely queried for their versions.
This can indicatea reconnaissanceattempt;whenattackers
know the BIND version, they can then attempt to exploit
vulnerabilities on the server.

DNS:QUERY:VERSION-QUERY

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Cisco IOS. Versions prior to 11.0, 11.2.8SA1, 12.1(1a)T1, and
12.1(1.3)T are susceptible. Attackers may remotely request
URLs containing the%% string from the IP HTTP server,
causing the router to crash/reboot/power cycle.

DOS:NETDEV:CISCO-HTTPD-DOS

sos5.1.0mediumThis signature detects denial-of-service (DoS) attempts
againstCisco (routers).Ciscohas identifiedmultipleaffected
versions of IOS and customers are advised to check with
their vendororonCisco'sWebsite for information.Attackers
may send invalidHTTP traffic to aCisco IOSdevice to cause
a DoS on the device.

DOS:NETDEV:CISCO-RTR-DOS

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
a LinkSys Cable/DSL router. Attackersmay submit an overly
longsysPasswdparameterwithinamaliciousHTTP request
to crash a LinkSys Cable/DSL router.

DOS:NETDEV:LINKSYS-GOZILA-DOS2

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
a LinkSys Cable/DSL router. Attackersmay submit an overly
long DomainName parameter within a malicious HTTP
request to crash a LinkSys Cable/DSL router.

DOS:NETDEV:LINKSYS-GOZILA-DOS3

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a firmware
vulnerability in the 3COMOfficeConnect 812 and 840
DSL/ADSL routers. OCR812 versions 1.1.9 and earlier are
susceptible. Attackers may remotely request long strings
from the HTTP daemon, making the router reboot/power
cycle and creating a denial-of-service (DoS).

DOS:NETDEV:NETWORK-3COM-DOS

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
HPWeb JetAdmin service. Web JetAdmin version 6.5 is
vulnerable. Attackers may access sensitive configuration
information. If you run an HPWeb JetAdmin server on your
network, configure DI to monitor the server port that is
configured to listen; by default, the listening port is
TCP/8000.

DOS:NETDEV:WEBJET-FRAMEWORK

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
HPWeb JetAdmin service. Web JetAdmin version 6.5 is
vulnerable. Attackers may access sensitive configuration
information.

DOS:NETDEV:WEBJET-FW-INFOLEAK
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.1.0highThis signature detects directory traversal attempts against
HPWeb JetAdmin service. HPWeb JetAdmin version
7.5.2546 and earlier are vulnerable. Because JetAdmin does
not properly verify input to the setinclude parameter in
/plugins/hpjdwm/script/test/setinfo.hts, attackers may use
a directory traversal to read and execute arbitrary HTS files.

DOS:NETDEV:WEBJET-TRAVERSAL

sos5.1.0criticalThis signature detects attempts to exploit a vulnerability in
HPWeb JetAdmin service. Web JetAdmin versions 7.x are
vulnerable. Attackers may send amaliciously formatted
request to aWeb JetAdmin script to execute arbitrary
commands on the server.

DOS:NETDEV:WEBJET-WRITETOFILE

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
PlatinumFTP. Attackers may submit a maliciously crafted
pathname in a CD request to crash the FTP daemon.
PlatinumFTP 1.0.6 and earlier versions are vulnerable.

FTP:COMMAND:PLATFTP-CD-DOS

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a configuration
vulnerability in wuFTPd. Version 2.4.1 is susceptible.
pathnames.h sets _PATH_EXECPATH to /bin, which is
relative to ~ftp for anonymous users, but relative to / for
users with accounts (specifying the actual /bin rather than
~ftp/bin). Attackers may establish an FTP account on the
system and run the site exec command to gain access to
the /bin directory.

FTP:COMMAND:SITE-EXEC

sos5.1.0mediumThis signature detects '../..' FTP commands sent to FTP/21.
Attackers may change the directory to the root directory of
the FTP service, and gain access to the system.

FTP:DIRECTORY:DOT-DOT

sos5.1.0mediumThis signature detects a Microsoft Internet Explorer client
attempting to download a file from amalicious server. The
servermayembedadirectory traversal attack in the filename
to specify the exact file download location on the client
machine.

FTP:DIRECTORY:MSIE-FTP-DIRTRAV

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an FTP bounce attack. There are
two possibilities: a PORT command specified an IP address
different from the client address, or a PASV command
resulted in a 227 message with an IP address different than
the server.

FTP:EXPLOIT:BOUNCE-ATTACK

sos5.1.0mediumThis signature detects an attempt by amalicious attacker
to upload files with the names of common binaries to the
FTP server's /bin directory. Successful exploitation of this
vulnerabilitymay result in the attacker being able to execute
arbitrary code on the victim ftp server, including the reading
of sensitive files outside of the ftp server's path.

FTP:EXPLOIT:FTPBIN-WRITEABLE
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an FTPPORT command/response
to a PASV command (&quot;227...&quot;) that specifies a
reservedportnumber.Thismay indicateanattempt tomake
the firewall open reserved ports.

FTP:EXPLOIT:ILLEGAL-PORT

sos5.1.0criticalThis signature detects attempts to exploit a format string
vulnerability in the OpenFTP daemon.

FTP:EXPLOIT:OPENFTPD-MSG-FS

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a syntax error in an FTP
command/response, suchasamalformedPORTcommand
or 227 response. This may indicate an exploit attempt.

FTP:EXPLOIT:SYNTAX-ERROR

sos5.0.0,
sos5.1.0

highThis signature detects denial-of-service (DoS) attempts
against TypSoft FTP Server. TypSoft FTP Server 1.10 and
earlier versions are vulnerable. Attackers may send known
malicious FTP path strings to exhaust all system resources
and crash a TypSoft FTP Server.

FTP:EXPLOIT:TYPSOFT-DOS

sos5.1.0highThis signature detects invalid LIST, NLST, and STAT
commands.WS-FTPD forWindows (trial versions 3.20 and
3.21, Pro and Standard) contains a vulnerability in the
command parser that may allowmalicious users to crash
the service or execute arbitrary code.

FTP:EXPLOIT:WIN32-WFTPD-BOF

sos5.1.0mediumThis signature detects an attempt by an attacker to exploit
a directory traversal vulnerability in the SunFTP daemon.
Successful exploitation of this vulnerability may allow an
attacker to read and write to files outside of the daemon's
directory structure. This vulnerability is present in SunFTP
build 9.

FTP:FILE:FTP-PUT-AUTOEXECBAT

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against Microsoft FTP Service in Microsoft IIS 4.0 and 5.0.
Attackers who have previously established an FTP session
may send glob characterswithin amaliciously craftedNLST
request to crash the server.

FTP:MS-FTP:ASTERISK

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against Microsoft FTP Service in Microsoft IIS 4.0 and 5.0.
Attackers who have previously established an FTP session
maysendglobcharacterswithinamaliciously crafted status
request to crash the server.

FTP:MS-FTP:STAT-GLOB

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against the
FTPD that ships with early versions of FreeBSD 4.x and
OpenBSD 2.8. FTPD6.00LS and6.5/OpenBSD versions are
vulnerable. Attackers may gain local host access and root
permissions.

FTP:OVERFLOW:BSD-FTPD-MKD-OF
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against the
FreeBSDFTPdaemon. FreeBSD-4.2 is vulnerable. Attackers
may submit a malicious STAT request that contains file
globbing characters to execute arbitrary code on the target
host with administrator privileges.

FTP:OVERFLOW:FREEBSD-FTPD-GLOB

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an incoming FTP line that is too
long. This may indicate an attempt to overflow the server.

FTP:OVERFLOW:LINE_TOO_LONG

sos5.0.0,
sos5.1.0

criticalThis signaturedetectsbuffer overflowattemptsagainst ftpd
in OpenBSD. OpenBSD versions 2.7 and 2.8, FTP code
revisions 1.49 to 1.79 are vulnerable. Attackers with write
access may exploit the replydirname() function in
BSD-based ftpd daemons to gain root access.

FTP:OVERFLOW:OPENBSD-X86

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an FTP client password that
exceeds the length threshold. Thismay indicate amalicious
FTP client attempting to overflow the server.

FTP:OVERFLOW:PASS_TOO_LONG

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a realpath
vulnerability in ProFTPD and wuFTPd running on LINUX.
VersionsProFTPD1.2pre1 andearlier andwuFTPd2.4.2 (beta
18)VR9andearlier are susceptible. Attackersmaygainwrite
access, remotely create long pathnames, and overflow the
buffer to gain root access.

FTP:OVERFLOW:PATH-LINUX-X86-1

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a realpath
vulnerability in ProFTPD and wuFTPd running on LINUX.
VersionsProFTPD1.2pre1 andearlier andwuFTPd2.4.2 (beta
18)VR9andearlier are susceptible. Attackersmaygainwrite
access, remotely create long pathnames, and overflow the
buffer to gain root access.

FTP:OVERFLOW:PATH-LINUX-X86-2

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a realpath
vulnerability in ProFTPD and wuFTPd running on LINUX.
VersionsProFTPD1.2pre1 andearlier andwuFTPd2.4.2 (beta
18)VR9andearlier are susceptible. Attackersmaygainwrite
access, remotely create long pathnames, and overflow the
buffer to gain root access.

FTP:OVERFLOW:PATH-LINUX-X86-3

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a pathname in an FTP command
(RETR, STOR, APPE, SMNT, RNFR, RNTO, DELE, RMD,MKD,
STAT, CWD, LIST, NLST) that exceeds the length threshold.
This may be an attempt to overflow the server.

FTP:OVERFLOW:PATH-TOO-LONG

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an argument in the FTP SITE
command that exceeds the length threshold. This may be
an attempt to overflow the server.

FTP:OVERFLOW:SITESTRING-2-LONG

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a username in an FTP connection
that exceeds the length threshold. This may be an attempt
to overflow the server.

FTP:OVERFLOW:USERNAME-2-LONG
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against the
MKD command inWftpd server 2.34. Attackers may use
MKD and CWD commands to create nested directories and
execute arbitrary commands with system privileges.

FTP:OVERFLOW:WFTPD-MKD-OVERFLOW

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against the
PASS command inWu-ftpd 2.6.0 and BSDi-ftpd. Attackers
may send amaliciously crafted PASS request to an FTP
server to execute arbitrary commands as root.

FTP:OVERFLOW:WUBSD-SE-RACE

sos5.0.0,
sos5.1.0

highThis signature detects denial-of-service attempts against
the Pablo FTP Server. Versions 1.2, 1.3, and 1.5 running on
Windows 2000 are vulnerable. Because the FTP server
improperly parses format string characters, attackers may
supply a maliciously crafted username to execute arbitrary
code and crash the server.

FTP:PABLO-FTP:FORMAT-STRING

sos5.1.0highThis protocol anomaly ismultiple login failureswithin a short
period of time between a unique pair of hosts.

FTP:PASSWORD:BRUTE-FORCE

sos5.0.0,
sos5.1.0

infoThis signature detects common passwords used in FTP
sessions.Attackersmayattempt to log into knownaccounts
using easily guessed passwords.

FTP:PASSWORD:COMMON-PASSWD

sos5.0.0,
sos5.1.0

highThis signature detects attempts to use the default rootkit
password 'h0tb0x' to access a FreeBSD rootkit account.
Attackers may gain root access.

FTP:PASSWORD:H0TB0X

sos5.0.0,
sos5.1.0

highThis signature detects attempts to install theRootkit hacker
utility on a LINUX system. The default password is lrkr0x.

FTP:PASSWORD:LRKR0X

sos5.0.0,
sos5.1.0

highThis signature detects attempts to install the Rootkit lrk4
hacker utility on a system. The default password is satori.

FTP:PASSWORD:SATORI

sos5.0.0,
sos5.1.0

highThis signature detects attempts to install theRootkit hacker
utility on a LINUX system. The default password is wh00t.

FTP:PASSWORD:WH00T

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against the
log_xfer() function in ProFTPD. This vulnerability affects
ProFTPD versions 1.2.0pre1, pre2, and pre3.

FTP:PROFTP:LOGXFR-OF1

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against
ProFTPD. Versions 1.2pre3 and earlier are vulnerable.
Attackers may send a pathname to the 'MKD' command to
gain remote root access.

FTP:PROFTP:MKD-OVERFLOW

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a format string
vulnerability in ProFTPD. Versions 1.2pre6 and earlier are
vulnerable. Attackers may overflow the PWD command.

FTP:PROFTP:PPC-FS1
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a format string
vulnerability in ProFTPD. Versions 1.2pre6 and earlier are
vulnerable.

FTP:PROFTP:PPC-FS2

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against ProFTPD. Because ProFTPD uses inadequate
globbing algorithms, attackers may send wildcards in the
argument of a maliciously crafted command to DoS the
server.

FTP:PROFTP:PROFTPD-GEN-GLOB-DOS

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
ProFTPD.Version 1.2.0pre* is vulnerable.Attackersmaysend
multiple SIZE requests with a static pathname to create a
denial-of-service (DoS).

FTP:PROFTP:SIZE-DOS2

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
ProFTPD. Versions 1.2.0rc* and 1.2.0pre* are vulnerable.
Attackers may send amaliciously crafted USER command
to create a denial-of-service (DoS).

FTP:PROFTP:USER-DOS

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
againstGNU ls. If the FTPdaemonuses a vulnerable version
ofGNU ls, attackersmaysendanoversizedwidthparameter
to GNU ls to cause the server CPU utilization to temporarily
reach 100% and exhaust systemmemory. This condition
can persist for several minutes depending on the width
specified.

FTP:REQERR:GNULS-WIDTH-DOS

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an FTP command with an
incomplete argument list, such as a USER command with
no user name, aRETR commandwith no file name, etc. This
may indicate command line access to the FTP server or an
exploit attempt.

FTP:REQERR:REQ-MISSING-ARGS

sos5.1.0criticalThis signature detects attempts to exploit a vulnerability in
the ServU FTP server CHMOD command. The CHMOD
command is typically used to change the permissions of a
file on the server. Attackersmaysendanoverly long filename
argument to the CHMOD command to execute arbitrary
code with system privileges.

FTP:SERVU:CHMOD-OVERFLOW

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to login to an FTP server
using the "root"account. Thismay indicateanattacker trying
to gain root-level access, or it may indicate poor security
practices. FTP typically usesplain-textpasswords, andusing
the root account to FTP could expose sensitive data over
the network.

FTP:USER:ROOT
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Table 126: Deep Inspection Alarm Log Entries (continued)

VersionsSeverityAttack DescriptionAttack Name

sos5.0.0,
sos5.1.0

mediumThis signature detects buffer overflowattempts againstWS
FTP Server. The code that handles arguments to the SITE
CPWD command, which allows users to change their
password, contains an unchecked string copy. Attackers
may send amaliciously crafted argument in theSITECPWD
command to overflow the buffer and overwrite the return
address.

FTP:WS-FTP:CPWD

sos5.0.0,
sos5.1.0

highThis signature detects buffer overflow attempts against the
DELE command in aWU-ftpd server. Wu-ftpd versions 2.4
and prior (Academ beta12-18 included) are vulnerable. This
may be a variation on the ADM exploit; attackers may log in
anonymously using a hardcoded e-mail address as the
password.

FTP:WU-FTP:DELE-OF

sos5.0.0,
sos5.1.0

highThis signaturedetectsattempts toexploit an input validation
vulnerability in wuFTPd running on FreeBSD. FreeBSD
versions 4.3 and4.4 are vulnerable. Because user input goes
directly into a format string for a *printf function, attackers
may overwrite data on a stack (i.e. a return address), access
the shellcode pointed to by the overwritten eip, and execute
arbitrary commands.

FTP:WU-FTP:FTPD-BSD-X86

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Wu-ftpd, a software package that provides File Transfer
Protocol (FTP)services forUNIXandLinuxsystems.Wu-ftpd
versions 2.6.1 to 2.6.18 are vulnerable. Attackers may send
amaliciously craftedpathname in aCWDor LIST command
to the FTP server to execute arbitrary commands as root.

FTP:WU-FTP:GLOBARG

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a format string
vulnerability inWu-ftpd 2.4 running onSolaris 2.8. Attackers
may injectmalicious code into theWu-ftp daemonmemory
space; later in the same session, the attacker may exploit a
format string vulnerability in the Ireply() function to access
that code and execute arbitrary commands as root.

FTP:WU-FTP:IREPLY-FS

sos5.0.0,
sos5.1.0

highThis signaturedetectsattempts toexploit an input validation
vulnerability in wuFTPd running on LINUX. All versions are
susceptible. Because user input goes directly into a format
string for a *printf function, attackers may overwrite data
onastack, i.e. a returnaddress, access the shellcodepointed
to by the overwritten eip, and execute arbitrary commands.
This same attack may be successful seen against ProFTPD
servers.

FTP:WU-FTP:LINUX-OF

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against the
realpath() function inWu-ftpd, a software package that
provides File Transfer Protocol (FTP) services for UNIX and
Linux systems. Wu-ftpd version 2.5.0 and earlier are
vulnerable. Attackers may send amaliciously crafted FTP
pathname to overflow a buffer in realpath() and execute
arbitrary commands with administrator privileges.

FTP:WU-FTP:REALPATH-OF
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sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against the
realpath() function inWu-ftpd, a software package that
provides File Transfer Protocol (FTP) services for UNIX and
Linux systems. Wu-ftpd version 2.5.0 and earlier are
vulnerable. Attackers may send amaliciously crafted FTP
pathname to overflow a buffer in realpath() and execute
arbitrary commands with administrator privileges.

FTP:WU-FTP:REALPATH-OF2

sos5.0.0,
sos5.1.0

highThis signature detects attempts to access a 3COMwireless
router web page that contains sensitive administrative
information. No authentication is required to access this
page.

HTTP:3COM:3COM-PASS-LEAK

sos5.0.0,
sos5.1.0

infoThis signature detects direct requests to the logout web
service on a 3Com 3crwe754g72-a based device. Attackers
that are spoofing a 3Com administrator's IP address may
call the logout application to force the administrator to
logout.

HTTP:3COM:ADMIN-LOGOUT

sos5.0.0,
sos5.1.0

highThis signature detects attempts to download the
configuration file froma3Com3crwe754g72-abaseddevice.
Attackers may use the sensitive information obtained from
the configuration file to gain full control over the device.

HTTP:3COM:CONF-DOWNLOAD

sos5.1.0mediumThis signature detects attempts to cause a 3Com
3crwe754g72-abaseddevice toclear its logs.Attackersmay
use spoofed IP address to send a log clear request without
authenticating.

HTTP:3COM:LOG-CLEAN

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
ApacheWeb server. All Apache servers on all platforms
running version Apache 2.0.50 and earlier are vulnerable.
Using apr-util, attackers may include a crafted IPv6 literal
address within an HTTP request to an Apache v2 server to
cause the Apache child process to quit. On BSD systems,
attackers may also be able to execute arbitrary code.

HTTP:APACHE:APACHE-BADIPV6

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
ApacheWeb server. All Apache servers on all platforms
running version Apache 2.0.50 and earlier are vulnerable.
Using apr-util, attackers may include a crafted IPv6 literal
address within an HTTP request to an Apache v2 server to
cause the Apache child process to quit. On BSD systems,
attackers may also be able to execute arbitrary code.

HTTP:APACHE:APACHE-BADIPV6-2

sos5.1.0criticalThis signature detects attempts to infect ApacheWeb
servers with the ApacheWorm. Apache versions 1.3.26,
2.0.38andpriorarevulnerable.Apache improperly calculates
required buffer sizes for chunked encoded requests due to
a signed interpretation of an unsigned integer value. The
worm sends POST requests containing malicious chunked
encoded data to exploit the Apache daemon.

HTTP:APACHE:CHUNKED-WORM
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sos5.0.0,
sos5.1.0

highThis signature detects buffer overflow attempts against
ApacheWeb server. An ApacheWeb server uses mod_ntlm
(anApache 1.xand2.xmodule) toauthenticateusersagainst
aMicrosoftWindowsDomainController.Attackersmaysend
long or malformed strings to mod_ntlm using the
Authorization HTTP header, overflow the buffer, then
execute arbitrary code on theWeb server.

HTTP:APACHE:MOD-NTLM-BOF1

sos5.1.0criticalThis signature detects heap overflow attempts against
mod_php in Apache. Attackers may send amaliciously
crafted HTTP POST request to execute arbitrary code on
the server.

HTTP:APACHE:MODPHP-UPLOAD-HOF

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a vulnerability in
ApacheWebservers.Apache improperly calculates required
buffer sizes for chunked encoded requests due to a signed
interpretation of an unsigned integer value. Attackers may
sendchunkedencoded requestswith theuniqueHostheader
value "Apache-nosejob.c." in the GET request to create a
buffer overflow and execute arbitrary code.

HTTP:APACHE:NOSEJOB

sos5.0.0,
sos5.1.0

highThis signature detects denial-of-service attempts against
the Apache HTTP daemon. PHP versions 4.2.0 and 4.2.1
running on Apache 1.3.26 are vulnerable. Attackers may use
invalid headers in an HTTP request to crash the Apache
HTTP daemon; the daemonmay require a manual restart.

HTTP:APACHE:PHP-INVALID-HDR

sos5.1.0lowBysubmittingamalformedHTTPGETrequest toanApache
server using the default configuration supplied with several
versions of RedHat Linux an attacker can cause the web
server to return a listing of the contents of that directory,
even if an index page is present.

HTTP:APACHE:REDHAT-DIRLIST

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a flaw in Resin
2.1.12, a Java Scriptlet server. Attackers can sendmalformed
URL requests to a server to allow access to a normally
protected subdirectory, theWEB-INF directory.

HTTP:APACHE:RESIN-WEB-INF

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a vulnerability in
ApacheWebservers.Apache improperly calculates required
buffer sizes for chunked encoded requests due to a signed
interpretation of an unsigned integer value. Attackers may
sendchunkedencoded requestswith theuniqueHostheader
value "apache-scalp.c." in theGET request to createabuffer
overflow and execute arbitrary code.

HTTP:APACHE:SCALP

sos5.1.0infoThis protocol anomaly is an HTTP request with no version
number after the 'HTTP/...'. Thismay indicate command line
access to an HTTP server.

HTTP:AUDIT:MSNG-HTTP-VER

sos5.1.0infoThis protocol anomaly is an unknownHTTP request. Known
requests are OPTION, GET, HEAD, POST, PUT, DELETE,
TRACE, and CONNECT.

HTTP:AUDIT:UNKNWN-REQ
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sos5.1.0mediumThis signature detects denial-of-service attempts against
WorkingResourcesBadBlueWebserver.Attackersmaysend
amaliciously crafted HTTP GET request to theWeb server
todisable thedaemonand render it unusableuntil restarted.

HTTP:BADBLUE:INVALID-GET-DOS

sos5.1.0,
sos5.0.0

mediumThis signature detects attempts to relay a web request
through a BadBlue web server. When BadBlue is using its
default configuration, attackers may use the web server as
a proxy server to attack internal targets or mask attack
activity.

HTTP:BADBLUE:PROXY-RELAY

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to view files on theWeb
server using theBigBrother bb-hist.shhistory browser script.
Attackers may view any files on theWeb server that are
accessible to the user the history browser script is running
under.

HTTP:BIGBROTHER:DIR-TRAVERSAL

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the AltaVista Search engine. The search engine sets up a
Web server at port 9000 that listens for search queries. The
search function accepts a single '../' string in the query,
providing access to the parent, or 'http' directory. This
directory typically contains administrative documents that
may include the password for the remote administration
utility, which is base-64 encoded. Attackers may send
multiple '../' strings in hex code (ie.'%2e%2e%2f') in aquery
to access the remote administration utility password and
gain full remote administration abilities.

HTTP:CGI:ALTAVISTA-TRAVERSAL

sos5.1.0,
sos5.1.0

highThis signature detects attempts to exploit the AnyFormCGI
script, a popular CGI formdesigned to support simple forms
thatdeliver responses via e-mail. SomeversionsofAnyForm
didnotperformuser supplieddata sanity checking, andmay
allow remoteexecutionofarbitrary commandson theserver.

HTTP:CGI:ANYFORM-SEMICOLON

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
Apple QuickTimer Streaming Server. QuickTime Streaming
Server v4.1.1 and earlier versions are vulnerable. Attackers
may sendamaliciously craftedURL toparse_xml.cgi to view
files that are not usually accessible through HTTP.

HTTP:CGI:APPLE-QT-FILEDISC1

sos5.1.0criticalThis signature detects a request to an Axis Video Server
containing parameters designed to create an Administrator
account on the server.

HTTP:CGI:AXIS-ACCOUNT

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to access the BNBSurvey
survey.cgi program. Attackers may remotely execute
commands via shell metacharacters.

HTTP:CGI:BNB-SURVEY-REMOTE-EXEC

sos5.0.0,
sos5.1.0

highThis signature detects shell access attempts to exploit the
process_bug.cgi script vulnerability in Bugzilla. Attackers
maysendasemicolonasanargument to the script, followed
by arbitrary shell commands.

HTTP:CGI:BUGZILLA-SEMICOLON
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sos5.0.0,
sos5.1.0

mediumThis signature detects shell attempts to exploit the
dcforum.cgi script in DCScripts DC Forum (all versions),
which is used to manage web-based discussion boards.
Attackers may usemaliciously crafted URL requests with
the pipe and newline characters to execute arbitrary scripts
on theWeb server.

HTTP:CGI:DCFORUM-AZ-EXEC

sos5.0.0,
sos5.1.0

mediumThis signature detects access to the FormMail CGI program.
Attackers may use this program to remotely execute
commands.

HTTP:CGI:FORMMAIL-ENV-VAR

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the Hassan shopping cart script shop.cgi. Attackers may
access arbitrary system files.

HTTP:CGI:HASSAN-DIR-TRAVERSAL

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
ht://dig, aWeb content search engine for UNIX. Because
ht://dig improperly validates form input, attackersmay pass
amaliciously crafted variable to the htsearch CGI script to
read files accessible to the program user.

HTTP:CGI:HTDIG-INCLUSION

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
hsx.cgi, which ships as part of iWeb Hyperseek 2000.
Attackers may view arbitrary files and directories.

HTTP:CGI:HYPERSEEK-DIR-TRAVERSL

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
IkonBoard,apopularWeb-baseddiscussionboard.Attackers
may send amaliciously crafted cookie that contains illegal
characters to IkonBoard to execute arbitrary code with
IkonBoard privileges (typically user level).

HTTP:CGI:IKONBOARD-BADCOOKIE

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the info2www CGI script. Attackers may execute arbitrary
binaries on theWeb server.

HTTP:CGI:INFO2WWW-EXEC

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the infosrch.cgi script. Attackers may execute commands
on theWeb server.

HTTP:CGI:INFOSRCH-REMOTE-EXEC

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
LIBCGI. Attackersmay injectmaliciously craftedC code into
LIB CGI applications to overwrite the Frame Pointer and
execute arbitrary code on the host.

HTTP:CGI:LIBCGI-RFP-OVERWRITE

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the cached_feed.cgi script provided bymoreover.com.
Attackers may view arbitrary system files that are readable
by the HTTPd process.

HTTP:CGI:MOREOVER-CACHE-FEED

sos5.0.0,
sos5.1.0

mediumThis signature detects directory traversal attempts that
exploit the main.cgi script in TECH-NOTE 2000. Because
thescript validates input incorrectly, attackersmay remotely
access arbitrary files from the server.

HTTP:CGI:TECHNOTE-MAIN-DCLSR
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sos5.0.0,
sos5.1.0

mediumThis signature detects directory traversal attempts that
exploit theprint.cgi script inTECH-NOTE2000.Because the
script validates input incorrectly, attackers may remotely
access arbitrary files from the server.

HTTP:CGI:TECHNOTE-PRINT-DSCLSR

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
W3-msql, a CGI program that acts as aWeb interface for
Mini SQL (mSQL). W3-msql version 2.0.11 is vulnerable.
Attackers may remotely send amaliciously crafted scanf
call to overflow the content-length field and execute
arbitrary code withWeb server privileges.

HTTP:CGI:W3-MSQL-CGI-OF

sos5.1.0mediumThis signature detects buffer overflowattempts that exploit
the w3-msql CGI script in mini-SQL. Attackers may execute
arbitrary commands on the server.

HTTP:CGI:W3-MSQL-FILE-DISCLSR

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a vulnerability in
theWebPALS CGI script. Attackers may remotely execute
arbitrary code with root permissions.

HTTP:CGI:WEBPALS-EXEC

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to gain administrative
access to theWebSpeed server without normal
authentication.

HTTP:CGI:WEBSPEED-WSMADMIN

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the SilverPlatterWebSPIRSwebspirs.cgi file. Attackersmay
access arbitrary system files

HTTP:CGI:WEBSPIRS-FILE-DISCLSR

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the YaBB.pl CGI script. Attackers may view arbitrary files.

HTTP:CGI:YABB-DIR-TRAVERSAL

sos5.1.0criticalThis signature detects attempts to exploit a vulnerability in
someWeb servers andWeb proxies. Attackers may send
user authentication that includes format strings to crash
someWeb servers, creating a denial-of-service (DoS) or
enabling the attackers to take control of the firewall as root.

HTTP:CHKP:AUTH-FMT-STR

sos5.1.0,
sos5.0.0

criticalThis signature detects attempts to exploit a vulnerability in
the CheckPoint AI/Smart Defense HTTP proxy engine.
Attackers may send a scheme that includes format strings
tocrash theproxyengine, creatingadenial-of-service (DoS)
or enabling the attackers to take control of the firewall as
root.

HTTP:CHKP:FW1-FORMAT-STR

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit the web proxy
functions of CheckPoint FireWall-1. When the HTTP
CONNECTmethod, used to build generic Transit Layer
Security over HTTP, is used by default, the firewall web
proxies may be used as open TCP proxies. Attackers may
use an HTTP proxy to connect to a server, then use the
CONNECTmethodtoaccessotherserversand launchfurther
attacks.

HTTP:CHKP:FW1-PROXY

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a vulnerability in
Cisco IOS. Attackers may remotely gain full administrative
access to the router.

HTTP:CISCO:IOS-ADMIN-ACCESS
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sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
Cisco VoIP phones. Versions CP-7910 and later are
vulnerable.Attackersmaysendanarbitrarily long(120000+)
StreamID to the PortInformation script to cause an error
message that displays a memory dump. Attackers may use
this information to reconstruct the calling patterns of a
particular phone.

HTTP:CISCO:VOIP:PORT-INFO-DOS

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against Cisco VoIP phones. Versions CP-7910 and later are
vulnerable.Attackersmaysendanarbitrarily long(120000+)
StreamID to the StreamingStatistics script to cause the
phone to reset, creating a DoS for 30 seconds (or until the
phone reboots).

HTTP:CISCO:VOIP:STREAM-ID-DOS

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the ColdFusion ExprCalc.cfm script. Attackers may delete
files from aWeb server.

HTTP:COLDFUSION:EXPRCALC-OPNFIL

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
the JRuncomponentofMacromediaColdFusionwebserver.
Attackers may send overly long HTTP headers to overflow
the logging function, enabling an attacker to crash or take
control of the web server.

HTTP:COLDFUSION:HEADER-LOG-OF

sos5.0.0,
sos5.1.0

lowThis signature detects attempts to exploit a vulnerability in
the JRuncomponentofMacromediaColdFusionwebserver.
Attackersmaypassasemicoloncharacter to JRun toexpose
the script source code and other sensitive files.

HTTP:COLDFUSION:JRUN-SC-PARSE

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
MicrosoftCrystalReports.UsersofVisualStudio .NET2003,
Outlook 2003with Business Contact Manager, or Microsoft
Business Solutions Customer Relationship Management
(CRM) 1.2 are affected. Attackers may send amalformed
URL to the server to read or write to any file on the server.

HTTP:DIR:CRYSTAL-REPORTS

sos5.1.0mediumThis signature detects directory traversal attempts within
HTTP GET or POST form parameters that extend three or
more directories. Attackersmay exploit a poorly-writtenCGI
program to access or modify private files.

HTTP:DIR:DEEP-PARAM-TRAVERSE

sos5.1.0lowThis signature detects directory traversal attempts within
HTTPGETor POST formparameters. Attackersmay exploit
a poorly-written CGI program to access or modify private
files.

HTTP:DIR:PARAM-TRAVERSE

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an HTTP directory traversal
attempt, i.e. /../ or /./. Thismay indicate an attempt to evade
an IDS (DI is not vulnerable). Note that someWebsites refer
to directories in a way that looks like a traversal.

HTTP:DIR:TRAVERSE-DIRECTORY

sos5.0.0,
sos5.1.0

lowThis protocol anomaly is an HTTP request that has a
Content-Length and Transfer-Encoding header.
RFC-2616#4.4 specifies that only one of these two headers
should be used in an HTTP request.

HTTP:EXPLOIT:AMBIG-CONTENT-LEN
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sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the Blazix, a Java-basedWeb server. Blazix 1.2 and earlier
versions are vulnerable. Because Blazix does not strip bad
characters (such as '+' and '') fromURL requests, attackers
may send amalicious URL to theWeb server to view the jsp
server side scripts.

HTTP:EXPLOIT:BLAZIX-JSPVIEW

sos5.1.0highThis protocol anomaly is toomany authentication failures
(Webpages that requireauthentication)withinashortperiod
of time between a unique pair of hosts.

HTTP:EXPLOIT:BRUTE-FORCE

"Thisprotocolanomaly ismultiple301 (MovedPermanently),
403 (Forbidden), 404 (Not Found) and 405 (Method Not
Allowed)errorsbetweenauniquepair of hostswithina short
period of time. This could indicate that a search robot or a
script is methodically searching aWeb site for vulnerable
directories or CGI scripts. The default maximum number of
301/403/404/405 errors is 16.

HTTP:EXPLOIT:BRUTE-SEARCH

sos5.0.0,
sos5.1.0

highThis signature detects attempts to access potentially
maliciousWebsites.WhenusingMicrosoft InternetExplorer,
a user can be tricked into visiting amaliciousWeb site that
theybelieve is benign. Additional IE vulnerabilitiesmayallow
themaliciousWeb site to run scripts in the Local Computer
zone,whichbypasses security checkson theuser'smachine.
In your logs for the event, themaliciousWeb site appears as
the destination IP address.

HTTP:EXPLOIT:IE-ZONE-SPOOF

sos5.0.0,
sos5.1.0

mediumThis signature detects illegal characters in a Host header
field of an HTTP/1.1 request. Attackers may send an HTTP
link, that, when selected by the user, generates an HTTP
request to amaliciousWeb site. In your logs, the destination
IP address for the event may be themaliciousWeb site;
however, some foreignWeb sites may also trigger this
signature, creating a false positive. Per RFC, '_' is not a legal
character for a host name.

HTTP:EXPLOIT:ILLEGAL-HOST-CHAR

sos5.1.0highThis signature detects malicious RealPlayer skin files.HTTP:EXPLOIT:REALPLAYER-SKIN

sos5.1.0mediumThis signature detects attempts to exploit a known
vulnerability in the Shoutcast streaming audio server.
Attackers may gain complete control of the target host.

HTTP:EXPLOIT:SHOUTCAST-FMT-STR

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
MicrosoftWindowsnativecompressed filehandler.Attackers
may send .zip files with overly long filenames to overflow
the file handler and run arbitrary code.

HTTP:EXPLOIT:WIN-MAL-COMP-FILE

sos5.1.0mediumThis signature detects GRP files sent over HTTP. GRP files
can containWindows ProgramGroup information, andmay
be exploited by malicious users to deposit instructions or
arbitrary code on a target's system. User involvement is
required to activate GRP files; typically they are attached or
linked to a harmless-appearing e-mail message.

HTTP:EXT:GRP-EXT-HTTP
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sos5.0.0,
sos5.1.0

mediumThis signature detects an attempt to download a Microsoft
Task Scheduler (.job) file. Opening amalicious .job file in
Task Scheduler may allow for arbitrary code execution,
leading to system compromise. This vulnerability is present
in Microsoft Windows 2000 Service Pack 2 and later. It is
also present in Microsoft Windows XP Service Pack 1.

HTTP:EXT:JOB

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to access the Microsoft
FrontPage Extensions for UNIX .pwd file that contains
sensitive account information.

HTTP:FRONTPAGE:ADMIN.PWD-REQ

sos5.1.0mediumThis signature detects attempts to exploit a known
vulnerability in Microsoft Frontpage. Attackers may send a
malformed request with an MS-DOS device name to
shtml.exe to crash the server.

HTTP:FRONTPAGE:DOS-NAME-DOS

sos5.0.0,
sos5.1.0

mediumThis signaturedetectsattempts toexploit the '/..../' directory
traversal vulnerability in Microsoft FrontPage PWS.

HTTP:FRONTPAGE:FOURDOTS

sos5.1.0criticalThis signature detects buffer overflow attempts against
Microsoft FrontPage extensions inWindows 2000 and XP.
Attackers may execute arbitrary code on the target host.

HTTP:FRONTPAGE:FP30REG.DLL-OF

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to access the Microsoft
FrontPage extensions for UNIX .pwd file which contains
sensitive account information.

HTTP:FRONTPAGE:SERVICE.PWD-REQ

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the browse.asp script supplied with Hosting Controller, a
tool that allowsMicrosoftWindows network administrators
to centralize administrative tasks into one interface.
Attackers may send amaliciously crafted URL request for
browse.asp to view arbitrary directories and files on hard
drives.

HTTP:HOSTCTRL:BROWSE-ASP

sos5.1.0mediumThis signature detects attempts by users to download
potentially hazardous attachments fromMSN Hotmail.

HTTP:HOTMAIL:EXE-DOWNLOAD

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to download the site.csc
configuration file for Microsoft Ad Server. Attackers may
access sensitive information.

HTTP:IIS:AD-SERVER-CONFIG

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit the Showcode
ASP vulnerability in Microsoft IIS.

HTTP:IIS:ASP-CODEBROWSER-EXAIR

sos5.1.0mediumThis signature detects backslash (\) characters in the URL
portion of an HTTP request. Attackers may use a backslash
as a directory separator instead of the normal forward slash
(/) to bypass the Microsoft IIS ASP.Net authentication
capabilities and access protected resources. Note: A poorly
configured web server may also display a backslash in a
non-malicious URL request.

HTTP:IIS:ASP-DOT-NET-BACKSLASH

sos5.0.0,
sos5.1.0

highThis signature detects attempts to execute a command by
specifying a .bat or .cmd extension to a Microsoft Windows
Web server.

HTTP:IIS:BAT-&
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sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit Microsoft
WindowsWeb servers. Attackers may send amaliciously
crafted url containing the string "cmd.exe" to execute
commands on theWeb server.

HTTP:IIS:COMMAND-EXEC

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Microsoft IIS. Attackers may execute arbitrary commands
on theWeb server.

HTTP:IIS:COMMAND-EXEC-2

sos5.0.0,
sos5.1.0

highThis signature detects attempts to obtain the sourcecode
of Active Server Pages served by Microsoft's Internet
InformationServer. In IIS, remoteattackers canobtain source
code for ASP files by appending "::$DATA" to the URL.

HTTP:IIS:DATA-DISCLOSURE

sos5.0.0,
sos5.1.0

highThis signature detects denial-of-service (DoS) attempts
against Microsoft IIS. Attackers may pass maliciously
malformedheader values to thehost to crash the IIS service.

HTTP:IIS:HEADER-HOST-DOS

sos5.1.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against
MicrosoftWindowsMedia Services, includedwithMicrosoft
Windows 2000 Server SP4. Attackers may send a
maliciously crafted HTTP 'POST' request to overflow the
buffer.

HTTP:IIS:IIS-NSIISLOG-OF

sos5.1.0criticalThis signature detects buffer overflow attempts against
Microsoft ISAPI Indexing Service for IIS. Index Server 2.0 and
IndexingService 2000 in IIS6.0betaandearlier versions are
vulnerable. Attackers may send a long argument to Internet
Data Administration (.ida) and Internet Data Query (.idq)
files to overflow the buffer in the ISAPI extension (idq.dll)
and execute arbitrary commands.

HTTP:IIS:ISAPI-IDA-OVERFLOW

sos5.1.0,
sos5.0.0

criticalThis signature detects buffer overflow attempts against
Microsoft ISAPI Indexing Service for IIS. Index Server 2.0 and
IndexingService 2000 in IIS6.0betaandearlier versions are
vulnerable. Attackers may send a long argument to Internet
Data Administration (.ida) and Internet Data Query (.idq)
files to overflow the buffer in the ISAPI extension (idq.dll)
and execute arbitrary commands.

HTTP:IIS:ISAPI-IDQ-OVERFLOW

sos5.0.0,
sos5.1.0

criticalThis signaturedetects attempts toexecuteabuffer overflow
in the Microsoft IIS 5.0 .printer ISAPI extension.

HTTP:IIS:ISAPI-PRINTER-OVERFLOW

sos5.0.0,
sos5.1.0

highThis signature detects malformed .htr requests that may
cause a denial-of-service (DoS).

HTTP:IIS:MALFORMED-HTR-REQUEST

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit the Microsoft
Data Access Components (MDAC) Remote Data Services
(RDS) component. Attackers may access files and other
services.

HTTP:IIS:MDAC-RDS
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sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit the Remote Data
Services (RDS) component included in Microsoft Data
Access Components (MDAC) using ActiveDataFactory.
Microsoft IIS IIS 3.x and 4.x are vulnerable. Attackers may
remotely access exposed unsafe methods to execute
arbitrary commands.

HTTP:IIS:MDAC-RDS-2

sos5.1.0highThis signature detects buffer overflow attempts against
Microsoft IIS. Amaliciously craftedHTTP request canexploit
a buffer overflow condition in mfc42.dll by way of ext.dll.
Attackers may gain local access to an IIS server.

HTTP:IIS:MFC-EXT-OF

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to create a file on theWeb
server byexploiting thenewdsn.exe vulnerability inMicrosoft
IIS 3.0.

HTTP:IIS:NEWDSN-FILE-CREATION

sos5.1.0highThis signature detects chunked POST requests to
NSIISLOG.DLL. Attackers may exploit Windows Media
Services that have loggingenabled, andother vulnerabilities
using this method.

HTTP:IIS:NSIISLOG-CHUNKED-POST

sos5.0.0,
sos5.1.0

highThis signature detects denial-of-service (DoS) attempts
against Microsoft OutlookWeb. Attacker may send a long
string of '%' characters as the user name and/or password.

HTTP:IIS:OUTLOOK-WEB-DOS

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
Microsoft IIS 5.0. Attackersmay sendmalicious 'PROPFIND'
requests to the server to crash it.

HTTP:IIS:PROPFIND

sos5.1.0mediumThis signature detects the sadmind/IISwormattempting to
infect Microsoft IIS. The sadmind/IIS worm first exploits a
vulnerability in a Solaris system, then attacks Microsoft IIS
Web servers using theWeb server folder directory traversal
exploit.

HTTP:IIS:SADMIND-WORM-ACCESS

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to locate sensepost.exe on
a Microsoft ISSWeb Server. Attackers may use a
proof-of-concept hacking tool to break into a vulnerable
Web server, then copy cmd.exe to theWeb server script
directory and rename it sensepost.exe to avoid detection by
log viewers. To identify this event, check your Web server
logs for details--if the server returned a '200' to the request,
your Web server may be compromised.

HTTP:IIS:SENSEPOST.EXE

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
MS Site Server 2.0 with IIS 4. Attackersmay upload content
(including ASP) to the targetweb site and remotely execute
commands.

HTTP:IIS:SITE-SERVER-FILE-UPLD

sos5.1.0criticalThis signature detects buffer overflow attempts against
Microsoft IISWebDAV. Attackers may send amaliciously
craftedWebDAVURL request that contains65535or65536
bytes to theWeb server to execute arbitrary code as the
system account.

HTTP:IIS:WEBDAV:LOCK-OF
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sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against Microsoft IIS 5.0 servers withWebDAV extensions
enabled. Attackersmay send amaliciously craftedWebDAV
SEARCH request in anHTTP request toDoS theWeb server.

HTTP:IIS:WEBDAV:MALFORMED-REQ1

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against Microsoft IIS 5.0 servers withWebDAV extensions
enabled. Attackersmay send amaliciously craftedWebDAV
SEARCH request in anHTTP request toDoS theWeb server.

HTTP:IIS:WEBDAV:MALFORMED-REQ2

sos5.1.0criticalThis signature detects buffer overflow attempts against
Microsoft IISWebDAV. Attackers may send amaliciously
craftedWebDAVURL request that contains65535or65536
bytes to theWeb server to execute arbitrary code as the
system account.

HTTP:IIS:WEBDAV:SEARCH-OF

sos5.1.0mediumThis signature detects denial-of-service (DoS) attempts
against theWebDAVXMLMessage Handler in Microsoft IIS.
Attackersmay sendamaliciousHTTP request to aWebDAV
enabled IIS server to cause it to consume all system
resources. A machine reboot is required to resume service.

HTTP:IIS:WEBDAV:XML-HANDLER-DOS

sos5.1.0infoThis signature detects HTTP POST requests with GET
parameters. POST requests should not have parameters on
the same line as the request method. This may indicate a
poorly-writtenWeb application or HTTP tunneling.

HTTP:INFO:HTTPPOST-GETSTYLE

"This signature detects attempts to bypass directory
permissions set on the /cgi-bin directory of a GoAhead web
server. GoAheadWebServer versions 2.1.8 and earlier are
vulnerable.Attackersmaysupplyan invalidURL to theserver
to reveal the contents of certain private directories on the
server.

HTTP:INFO-LEAK:GOAHEAD-PERM

sos5.0.0,
sos5.1.0

mediumThis signature detects probes for the .htaccess file, used by
theApacheWebserver for configurationdirectives.Attackers
may be attempting to gain access to theWeb server.

HTTP:INFO-LEAK:HTACCESS

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to access the .htpasswd
file on aWeb server.

HTTP:INFO-LEAK:HTPASSWD-REQUEST

sos5.0.0,
sos5.1.0

lowThis signature detects attempts to access the diagnostic
utility suppliedwith theVignetteApplication server. Because
the utility does not use access controls, attackers (or any
client) may connect to the utility and access sensitive
configuration information.

HTTP:INFO-LEAK:VIGNETTE-DIAG

"This signature detects attempts to exploit a vulnerability
in Vignette Story Server. Vignette Story Server versions 4.1
and 6 are vulnerable. Attackers may expose information
about user sessions, server side code, and other sensitive
information.

HTTP:INFO-LEAK:VIGNETTE-LEAK
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sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
WindowsWeb servers with J2EE. Attackers may append a
'.' character to a request for theWEB-INF directory (where
J2EE class files are typically stored) to bypass directory
security and gain access to normally protected files.

HTTP:INFO-LEAK:WEB-INF-DOT

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to download the
configuration file fromaMotorolaWR850GWirelessRouter.

HTTP:INFO-LEAK:WR850-CONF-DL

sos5.1.0highThis protocol anomaly is an HTTP header with an
authorization string that contains an invalid character. The
authorization line is decoded using base64.

HTTP:INVALID:INVLD-AUTH-CHAR

sos5.1.0highThis protocol anomaly is an HTTP header with an
authorization string that has an invalid length (a length that
is not a multiple of 4). Because the authorization line is
encoded/decoded using base64, the length must be a
multiple of 4.

HTTP:INVALID:INVLD-AUTH-LEN

sos5.1.0mediumThisprotocolanomaly isanHTTPheader thathasno request
line or request uniform resource identifier (URI).

HTTP:INVALID:MISSING-REQ

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit the wrap CGI
script in SGI IRIX. Attackers may list the contents of Web
server directories.

HTTP:IRIX:CGI-BIN-WRAP

sos5.1.0mediumThis signature detects an attempt to gain unauthorized
administrative access to an EmuLive Server4 daemon.

HTTP:MISC:EMULIVE-ADMIN

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against the HP Procurve 4000M switch. Configuration
changes for the switch are made via an HTTP-based
interface; however, the script that resets the switch after a
configuration change does not properly authenticate the IP
address that calls the script. Attackers may call the script
repeatedly to perform a DoS.

HTTP:MISC:HP-PROCURVE-RESET

sos5.1.0mediumThis signature detects denial-of-service (DoS) attacks
against theMobyNetSuite.Attackersmaysendamaliciously
crafted HTTP POST request that contains an invalid
Content-Length field to the host to crash theWeb server.

HTTP:MISC:MOBY-LENGTH-DOS

sos5.1.0infoThis signature detects use of the Mood Logic client. Mood
Logic is an MP3 catalogue system that helps users identify
and classify MP3s. If your organization prohibits the use of
MP3s, use this signature to detect Mood Logic clients.

HTTP:MISC:MOODLOGIC-CLIENT

sos5.1.0highThis signature detects attempts to administer a Netgear
WG602 using an undocumented administrator
username/password that cannot be changed or disabled.
Attackers canmodify any setting on theWG602 to perform
a denial-of-service (DoS) on the Netgear device or
circumvent other access control protocols.

HTTP:MISC:NG-WG602-BACKDOOR
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sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against
Web servers on Intel x86 platforms. Attackers may use the
"No-Op Slide" attack to pad the stack with "No Operation"
x86 CPU instructions and overwrite the return address.

HTTP:MISC:NOOP-SLIDE-HEAD-OF

sos5.1.0criticalThis signature detects buffer overflow attempts against
Web servers on Intel x86 platforms. Attackers may use the
"No-Op Slide" attack to pad the stack with "No Operation"
x86 CPU instructions and overwrite the return address.

HTTP:MISC:NOOP-SLIDE-REQ-OF

sos5.1.0mediumThis signature detects denial-of-service (DoS) attempts
against Evolvable Shambala Server, an FTP, Web, and Chat
server. Version 4.5 is vulnerable. Attackers may send a
maliciously crafted request to theWeb server to cause a
DoS.

HTTP:MISC:SHAMBALA-DOS1

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
VisNeticWebSite. Versions3.5.13.1 andearlier are vulnerable.
Attackers may send amalicious OPTIONS request to crash
the server.

HTTP:MISC:VISNETIC-DOS

sos5.0.0,
sos5.1.0

highThis signature detects attempts to access a debugmode
web shell supplied with the MotorolaWR850Wireless
Router. Attackersmay use this access exploit in conjunction
with an authentication bypass exploit to gain full control
over the router.

HTTP:MISC:WR850-WEBSHELL

sos5.1.0highThis signature detects denial-of-service (DoS) attempts
that exploit theWeb Publishing REVLOG command in
Netscape Enterprise Server 3.x.

HTTP:NETSCAPE:ENTERPRISE-DOS

sos5.0.0,
sos5.1.0

mediumThis signaturedetectsdirectory traversal attemptsonNovell
NetWareWeb Server 2.x. The convert.bas CGI script allows
file retrievaloutsideofnormalWebserver context.Attackers
may submit the filename and path as a parameter to the
script using relative paths (../../) to traverse directories.

HTTP:NOVELL:NETWARE-CONVERT.BAS

sos5.0.0,
sos5.1.0

mediumThis signature detects buffer overflowattempts that exploit
the win-c-sample.exe sample script vulnerability in O'Reilly
Website Pro 2.0Web server. The script is placed in the
/cgi-shl directory off of theWeb root by default.

HTTP:OREILLY:WIN-C-SMPLE-OVFLOW

sos5.1.0mediumDI has detected a suspiciously long Accept header.HTTP:OVERFLOW:ACCEPT

sos5.1.0mediumDIhasdetectedasuspiciously longAccept-Encodingheader.HTTP:OVERFLOW:ACCEPT-ENCODING

sos5.1.0mediumDIhasdetectedasuspiciously longAccept-Languageheader.HTTP:OVERFLOW:ACCEPT-LANGUAGE

sos5.1.0criticalThis signature detects buffer overflow attempts against
ATPhttp versions 0.4b and earlier. Attackers may send an
overly long GET request to theWeb server daemon to
overflow the buffer.

HTTP:OVERFLOW:ATP-HTTPD-OF

sos5.1.0mediumThis protocol anomaly is anHTTPauthorization header that
exceeds the user-definedmaximum. The default length is
128.

HTTP:OVERFLOW:AUTHORIZATION
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sos5.1.0highThis protocol anomaly is an HTTP header with an
authorization line that exceeds the user-definedmaximum.
The default authorization line length is 128.

HTTP:OVERFLOW:AUTH-OVFLW

sos5.0.0,
sos5.1.0

criticalThisprotocol anomaly is anHTTPmessage thathasachunk
length in a Transfer-Encoding: chunk request that is greater
than 0x7fffffff. Apache servers 1.3 to 1.3.24 and 2.0 to 2.0.36
are vulnerable. Attackers may cause a denial-of-service
(DoS) or execute arbitrary code on the server.

HTTP:OVERFLOW:CHUNK-LEN-OFLOW

sos5.1.0criticalThis protocol anomaly is an invalid data chunk length in an
HTTP request that uses chunked encoding. The chunked
encoding transfer method sends data length requests
followed by data chunks that match the negotiated data
lengths. Attackers may cause a stack overflow and execute
arbitrary code on the server.

HTTP:OVERFLOW:CHUNK-OVERFLOW

sos5.1.0mediumDI has detected a suspiciously long Connection header.HTTP:OVERFLOW:CONNECTION

sos5.1.0mediumDI has detected a suspiciously long Content-Encoding
header.

HTTP:OVERFLOW:CONTENT-ENCODING

sos5.1.0mediumDI has detected a suspiciously long Content-Language
header.

HTTP:OVERFLOW:CONTENT-LANGUAGE

sos5.1.0mediumDI has detected a suspiciously long Content-Length header.HTTP:OVERFLOW:CONTENT-LENGTH

sos5.1.0mediumDIhasdetectedasuspiciously longContent-Locationheader.HTTP:OVERFLOW:CONTENT-LOCATION

sos5.1.0mediumDI has detected a suspiciously long Content-MD5 header.HTTP:OVERFLOW:CONTENT-MD5

sos5.1.0criticalThisprotocol anomaly is amissing linebreakafter a specified
data length inanHTTP requestusingcontent length transfer.
Thecontent length transfermethodsends thespecifieddata
length in the BODY of the request followed by a line break.

HTTP:OVERFLOW:CONTENT-OVERFLOW

sos5.1.0mediumThis protocol anomaly is a Content-Type header length that
exceeds the user-definedmaximum. The default length is
64.

HTTP:OVERFLOW:CONTENT-TYPE

sos5.1.0mediumThisprotocol anomaly is anHTTPCookieheader length that
exceeds the user-definedmaximum. The default length is
8192.

HTTP:OVERFLOW:COOKIE

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an HTTP header field that is too
long, andmay indicate a buffer overflow attempt.

HTTP:OVERFLOW:HEADER

sos5.1.0mediumThis protocol anomaly is an HTTP Host header length that
exceeds the user-definedmaximum. The default length is
64.

HTTP:OVERFLOW:HOST

sos5.1.0highThis signature detects buffer overflow attacks against the
HTTPa daemon. Attackers may send amaliciously crafted
HTTP GET request to the host to overflow the buffer.

HTTP:OVERFLOW:HTTPA-OF1
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sos5.0.0,
sos5.1.0

highThisprotocolanomaly isan invalidchunk lengthspecification
inachunkedtransferencodedHTTPrequest.RFC-2616#3.6.1
specifies that thesizeofachunkshouldbe representedusing
hexadecimal notation.

HTTP:OVERFLOW:INV-CHUNK-LEN

sos5.1.0mediumThis signature detects buffer overflow attempts against
JanaServer HTTP Server, an Internet gateway for Windows.
JanaServer 2.21 andprior are vulnerable.Attackersmaysend
amaliciously crafted HTTP GET request to overflow the
buffer.

HTTP:OVERFLOW:JANASRV-VER-OF

sos5.1.0highThis signature detects buffer overflow attempts against
LibHTTPd. LibHTTPd 1.2andearlier are vulnerable.Attackers
may send amaliciously crafted GET request to execute
arbitrary code on the host.

HTTP:OVERFLOW:LIBHTTPD-GET-OF

sos5.1.0highThis signature detects buffer overflow attempts against
HTTP request methods. Attackers may send an invalid or
long HTTP request to overflow vulnerable buffers on the
target Web server.

HTTP:OVERFLOW:METHOD-GENRC-OF

sos5.1.0criticalThis signaturedetectsbufferoverflowattemptsagainstNull
HTTPD. Attackers may remotely send shellcode in a
maliciously crafted POST command to gain local access.

HTTP:OVERFLOW:NULLHTTPD-ROOT-OF

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
againstPi3WebServer.AttackersmaysendaURLwithmore
than 354 Slashes (/) to crash the server.

HTTP:OVERFLOW:PI3WEB-SLASH-OF

sos5.1.0mediumThis protocol anomaly is an HTTP Referrer header length
thatexceeds theuser-definedmaximum.Thedefault length
is 8192.

HTTP:OVERFLOW:REFERER

sos5.1.0criticalThis signature detects buffer overflow attempts against
Sambar Server, a freeWeb server. Attackersmay include an
oversized HTTP header within amaliciously crafted request
to the server to execute arbitrary code.

HTTP:OVERFLOW:SAMBAR-SEARCH

sos5.1.0mediumDI has detected a suspiciously long Server header.HTTP:OVERFLOW:SERVER

sos5.1.0mediumDI has detected a suspiciously long Set-Cookie header.HTTP:OVERFLOW:SET-COOKIE

sos5.1.0mediumDI has detected a suspiciously long Transfer-Encoding
header.

HTTP:OVERFLOW:TRANSFER-ENCODING

sos5.1.0mediumThisprotocolanomaly isanHTTPUser-Agentheader length
thatexceeds theuser-definedmaximum.Thedefault length
is 258.

HTTP:OVERFLOW:USER-AGENT

sos5.1.0highThis signature detects attempts to exploit a remote file
inclusion vulnerability in AlexPHP. Attackers may send a
maliciously craftedHTTP request toexecutePHPcode from
a remote server on the host running AlexPHP.

HTTP:PHP:ALEXPHP-INCLUDE
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sos5.1.0highThis signature detects attempts to exploit a vulnerability in
the admin.inc.php script that shipped as part of the
BlackBoard suite. Attackers may force the admin.inc.php
script to include and execute PHP code from a remote
source.

HTTP:PHP:BLACKBOARD-INC

sos5.1.0mediumThis signature detects directory traversal attempts against
CoolPHP. Attackersmay use this exploit to execute arbitrary
scripts on the PHP server.

HTTP:PHP:COOLPHP-DIRTRAV

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
D-Forum. D-Forum versions 1.0 through 1.11 are vulnerable.
Attackers may exploit header.php3 and footer.php3 to
include PHP code from a remote host and execute arbitrary
commands.

HTTP:PHP:DFORUM-PHP-INC

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a design
vulnerability in PHP/FI. Attackers may remotely access files
and directories that are readable by theWeb server UID to
gather information on the local host and retrieve encrypted
user passwords on the system.

HTTP:PHP:FI-DIR-TRAVERSAL

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Gallery, aWeb-based photo album application written in
php. Attackers may bypass user authorization to gain
administrative privileges.

HTTP:PHP:GALLERY:EMBED-AUTH

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
Gallery, aWeb-based photo management application.
Gallery uses the variables HTTP_POST_VARS,
HTTP_GET_VARS, HTTP_COOKIE_VARS, and
HTTP_POST_FILES to transfer data between pages,
including the GALLERY_BASEDIR variable. Attackers may
manually control these variables to include amalicious
setting for GALLERY_BASEDIR, enabling them to execute
arbitraryPHPcodeon theGallery serverwith thepermissions
of the HTTP server.

HTTP:PHP:GALLERY:HTTP-VARS

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
Gallery online photo gallery software. Attackers may inject
maliciousPHPcode into the software to execute operations
on theWeb server.

HTTP:PHP:GALLERY:MAL-INCLUDE

sos5.0.0mediumThis signature detects attempts to exploit a vulnerability in
Mantis, an open sourceWeb-based bug tracking system.
Mantis 0.17.3 and earlier versions are vulnerable. Attackers
may sendamaliciously craftedURL tocause theWebserver
to download PHP code from a remote server, allowing the
attacker to execute arbitrary code with the permissions of
the user that is running theWeb server daemon.

HTTP:PHP:MANTIS-ARB-EXEC1
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sos5.0.0mediumThis signature detects attempts to exploit a vulnerability in
Mantis, an open sourceWeb-based bug tracking system.
Mantis 0.17.3 and earlier versions are vulnerable. Attackers
may sendamaliciously craftedURL tocause theWebserver
to download PHP code from a remote server, allowing the
attacker to execute arbitrary code with the permissions of
the user that is running theWeb server daemon.

HTTP:PHP:MANTIS-ARB-EXEC2

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit the vulnerable
mlog.phtml script. Attackers may remotely access arbitrary
files on theWeb server.

HTTP:PHP:MLOG-SCREEN

sos5.1.0mediumThis signature detects attempts to exploit a known
vulnerability in thePHPHytertext Processor (PHP) scripting
language used onmany Unix/POSIX-based web servers.
PHPdoesnotproperly check for anencodedNULLcharacter
(%00) within parameters passed to it. Because PHP does
not properly filter theHTML formalicious content, attackers
may post HTML that contains malicious code to a
PHP-enabled web site. When other users visit the web site,
the malicious code runs on their web browser with
credentials allowed for the site by that user.

HTTP:PHP:NULL-CHAR-IN-TAG

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit the vulnerable
admin.php3 script in Phorum. Attackersmay remotely send
amaliciously crafted string to the script, change the
administrative password of the board without user
verification, and access restricted files on the local system.

HTTP:PHP:PHORUM:ADMIN-PW-CHG

sos5.0.0,
sos5.1.0

highThis signature detects access to the vulnerable read.php3
script installed with Phorum. Because the script does not
validate input, attackers may execute arbitrary SQL
statements to modify the database contents, insert new
entries, create and drop tables, etc.

HTTP:PHP:PHORUM:READ-ACCESS

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
the PHP Phorum bulletin board system. Attackers may
remotely execute arbitrary commandswith the privileges of
the HTTP server.

HTTP:PHP:PHORUM:REMOTE-EXEC

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
phpBB. Attackers may send amalformed HTTP request to
phpBB to force phpBB to execute arbitrary perl commands
on the server withWeb server permissions.

HTTP:PHP:PHPBB:HIGHLIGHT-EXEC

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
phpBB. Attackers may send amalformed HTTP request to
phpBB to force phpBB to execute arbitrary perl commands
on the server withWeb server permissions.

HTTP:PHP:PHPBB:HIGHLIGHT-EXEC2

sos5.1.0lowThis signature detects attempts to inject SQL code into a
request to phpBB, a popular open-source bulletin board
applicationwritten in php. Attackersmay sendamaliciously
crafted request that supplies SQL commands to the
pm_sql_user parameter, changing database values and
escalating client privileges.

HTTP:PHP:PHPBB:PM_SQL_USR
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sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
phpBB, an open-source bulletin board package. The
search_idparameter in phpBB is vulnerable toSQL injection.
Attackers may query private data (such as hashed
passwords) then embed the password in a cookie to gain
administrative access to theWeb site.

HTTP:PHP:PHPBB:SEARCH-INJECT

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
PhpDig 1.6. Attackers may include amalicious
'relative_script_path' parameter in a direct request to the
config.phpscript; this request causes the server todownload
php code from remote location and execute it. Attackers
may execute arbitrary code on the server with permissions
of the web server.

HTTP:PHP:PHPDIG-FILE-INC

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
PHPLILB, a code library that provides support for managing
sessions inWebapplications.Attackersmay remotely submit
maliciously craftedWeb requests to cause the application
to fetch and execute scripts from another host, allowing
local access to theWeb server.

HTTP:PHP:PHPLIB-REMOTE-EXEC

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
PHPMyAdmin. Attackers may use HTTP form parameters
to remotely provide mysql server configuration data. This
attack is typically onestage inamulti-stageexploit attempt.

HTTP:PHP:PHPMYADMIN:SVR-PARAM

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
PHP-Nuke.AttackersmayexecutearbitrarySQLcommands
on aWeb server.

HTTP:PHP:PHPNUKE:CID-SQL-INJECT

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a SQL injection
vulnerability in the modules.php script that ships with
PHPNuke.PHPNuke6.0andearlier are vulnerable.Attackers
may produce a process that increases system load on the
server, making it unusable until the process is killed.

HTTP:PHP:PHPNUKE:MODULES-DOS

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
the authform.inc.php script included in the PHProjekt
package. Attackers may supply a remote location in the
'path_pre' input parameter to force the target to download
and execute arbitrary PHP code from the remote location.

HTTP:PHP:PHPROJEKT-INC

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
phpWebsite. Version 0.8.2 and earlier are vulnerable.
Attackersmay specify a remote file location for file inclusion
to cause phpWebsite to execute arbitrary PHP code;
attackersmay execute commandswith HTTPdaemon user
permissions.

HTTP:PHP:PHPWEB-REMOTE-FILE

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
pMachine,anonlinepublishingapplication.pMachineversion
2.2.1 and other versions are vulnerable. Attackers may send
amaliciousHTTP request to force thepMachineWeb server
to execute PHP code from a remote server; commands are
executed with web server privileges.

HTTP:PHP:PMACHINE-INCLUDE
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sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
popper_mod 1.2.1, a Web-based PHP POP3 e-mail client
based on Qpopper. Popper_mod relies on htaccess
authentication to authenticate administrators; if htaccess
is not used to protect administrator access, popper_mod
doesnotauthenticateadministrators.Attackersmaybrowse
to the /mail/administrator directory to access the
administration PHP script and view a complete list of user
accountsandpasswords, deleteaccounts,modify accounts,
and edit settings.

HTTP:PHP:POPPER-OPEN-ADMIN

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit the vulnerable
passwd.php3 cgi-bin script in the Piranha virtual server
package (RedHat Linux 6.2). Because the script does not
validate input properly, attackers may authenticate to the
Piranha packagewith the effective ID of theWeb server and
execute arbitrary commands.

HTTP:PHP:REDHAT-PIRANHA-PASSWD

sos5.1.0lowThis signature detects attempts to raise the privileges on an
account for the Silent Storm PHP Portal.

HTTP:PHP:SILENT-STORM-ADMIN

sos5.0.0,
sos5.1.0

highThis signature detects a maliciously crafted HTTP POST
request.Attackersmayuseadirectory traversal attackwithin
the Content-Disposition field of a POST request to force
PHP to execute arbitrary code.

HTTP:PHP:UPLOAD-LOCATION

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the calender.php script that is included with the VBulletin
package. Attackers may run the vbull.c exploit to execute
arbitrary commands withWeb Server user permissions.

HTTP:PHP:VBULL-CAL-EXEC

sos5.0.0,
sos5.1.0

mediumAny user on the bulletin board can compromise any other
user's account by exploiting a vulnerability in board.php.
Board.php does not perform proper input validation, and
therefore is subject to executing user-supplied SQL
statements. This is known to affect Woltlab Burning Board
2.0 RC 1 and earlier versions.

HTTP:PHP:WOLTAB-SQL-INJ

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Packages.php in YabbSE. YabbSE 1.5.0 and earlier are
vulnerable. Attackers may include remote malicious code
inPackages.php to include remotemaliciouscode toexecute
arbitrary commands withWeb server privileges.

HTTP:PHP:YABBSE-PKG-EXEC

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
YabbSE, a PHP/MySQL port of the forum software YaBB
(yetanotherbulletinboard).YabbSEversions 1.5.2andearlier
are vulnerable. Attackers may include PHP code in a
maliciously crafted URL request; when YabbSE receives the
request it runs the PHP code, enabling the attacker to
execute arbitrary commands on the server.

HTTP:PHP:YABBSE-SSI-INCLUDE

sos5.0.0,
sos5.1.0

highThis signature detects attacks against the PHP-based
zenTrack CRM system. A vulnerability exists in the
header.php that holds zenTrack configuration settings. It
allows remotecommandexecutionas thewebserverprocess
privilege. This applies to zenTrack 2.4.1 and below.

HTTP:PHP:ZENTRACK-CMD-EXEC
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sos5.0.0,
sos5.1.0

highThis signature detects an attempt to launch a
denial-of-service (DoS) in Allaire JRun 3.0/3.1. Attackers
may send a long string of '.' characters after the /servlet/
prefix in the URL to cause the server to interpret the URL as
a very large tree of nonexistent directories and to consume
system resources.

HTTP:PKG:ALLAIRE-JRUN-DOS

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
DB4Web(R)ApplicationServer forWindows.Attackersmay
use aWeb browser to download arbitrary files to the target
host and obtain system information such as passwords.

HTTP:PKG:DB4WEB-FILE-ACCESS-LIN

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
against theeWaveServlet JSP.Attackersmay remotely send
URL requests to cause the Servlet engine to terminate
abruptly.

HTTP:PKG:EWAVE-SERVLET-DOS

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Mountain Network SystemsWebcart software. Attackers
may remotely execute arbitrary commands on the server.

HTTP:PKG:MOUNTAIN-ORDR-DSCLSR

sos5.0.0,
sos5.1.0

mediumThis signature detects attempt to exploit the websendmail
script in WebGais. Attackers may execute arbitrary
commands on theWeb server.

HTTP:PKG:WEBGAIS-REMOTE-EXEC

sos5.0.0,
sos5.1.0

mediumThis signature detects URLs that contain multiple@
characters. Squid/2.3.STABLE5 is vulnerable. Internet
Explorer users may use thesemalicious URLs to evade web
proxies and gain direct access to the internet.

HTTP:PROXY:DOUBLE-AT-AT

sos5.0.0,
sos5.1.0

mediumThis signaturedetectsattempts toexploit an input validation
vulnerability in HTTP. Attackers may use encoded CR/LF
(carriage return/line feed) characters in an HTTP response
header to splitHTTP responses intomultipleparts, enabling
them tomisrepresent web content to the recipient.

HTTP:REQERR:HEADER-INJECT

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an invalid HTTP request format,
such as a request that begins before a previous one ends.

HTTP:REQERR:REQ-INVALID-FORMAT

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an HTTP request with an
exceedingly long UTF8 codes. This may be an attempt to
overflow a portion of theWeb server, or that a script is being
made available to theWeb server.

HTTP:REQERR:REQ-LONG-UTF8CODE

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is a malformed URL, such as a
Unicode encoded field with non-hex digits or an encoded
NULL byte.

HTTP:REQERR:REQ-MALFORMED-URL

sos5.1.0mediumThis signature detects denial-of-service (DoS) attempts
against the Savant HTTP server. Savant HTTP server 3.0
and earlier versions are vulnerable. Attackers may send a
maliciously crafted HTTP GET request to theWeb server to
crash the server and create a DoS.

HTTP:SAVANT:GET-DOT1

sos5.1.0infoThis signature detects the use of Download Accelerator, a
spyware application.

HTTP:SPYWARE:DOWNLOAD-ACCEL
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sos5.1.0infoThis signature detects the use of Gator, a spyware
application.

HTTP:SPYWARE:GATOR

sos5.1.0infoThis signature detects the use of New.net, a spyware
application.

HTTP:SPYWARE:NEW-DOT-NET

sos5.1.0mediumThis signature detects a SQL command sequence in a URL.
Because SQL commands are not normally used in HTTP
connections, this may indicate a SQL injection attack.
However, it may also be a false positive.

HTTP:SQL:INJECTION:CMD-CHAIN-1

sos5.1.0highThis signature detects a long SQL command sequence in a
URL.BecauseSQLcommandsarenotnormallyused inHTTP
connections, this may indicate a SQL injection attack.

HTTP:SQL:INJECTION:CMD-CHAIN-2

sos5.1.0lowThis signature detects SQL commands within a URL.
Because SQL commands are not normally used in HTTP
connections, this may indicate a SQL injection attack.
However, it may be a false positive.

HTTP:SQL:INJECTION:CMD-IN-URL

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the FactoSystem Content Management System (CMS).
Attackers may introduce instructions into a SQL query to
create a non-authorized CMS account.

HTTP:SQL:INJECTION:FACTO-CMS

sos5.1.0infoThis signature detects specific characters, typically used in
SQL, within an HTTP connection. Because these characters
are not normally used in HTTP, this may indicate a SQL
injection attack. However, it may be a false positive. Some
attempts at Cross Site Scripting attackswill also trigger this
signature.

HTTP:SQL:INJECTION:GENERIC

sos5.0.0,
sos5.1.0

mediumThis signature detects directory traversal attempts against
the modules.php script included with PostNuke. PostNuke
versions0.723andearlier are vulnerable.Attackersmaysend
amaliciously crafted request to themodules.php to traverse
the directory structure and execute SQL queries to the
PostNuke database.

HTTP:SQL:INJECTION:POSTNUKE

sos5.1.0,
sos5.1.0

mediumThis signature detects SQL injection attempts against a
WebStore2000 server. Attackers may inject SQL code into
the Item_ID parameter of a maliciously crafted request,
enabling them to execute arbitrary SQL commands on the
WebStore2000 server.

HTTP:SQL:INJECTION:WS2000

sos5.1.0highThis signature detects buffer overflow attempts against
Adobe Acrobat Reader. A malicious HTTP server may host
an Adobe Acrobat file with an overly long extension; when
a client opens this file in Adobe Acrobat Reader, the file
triggers a buffer overflow, enabling the server to execute
arbitrary code on the client.

HTTP:STC:ACROBAT-EXT-OF

sos5.1.0highThis signature detects a maliciously crafted PDF file
downloaded via HTTP. Attackers may insert certain shell
metacharacters at the beginning of a uuencoded PDF file to
force Adobe Acrobat to execute arbitrary commands upon
loading the file.

HTTP:STC:ACROBAT-UUEXEC
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sos5.1.0infoThis signature detects the EICAR antivirus test file
downloaded via HTTP.

HTTP:STC:EICAR-DOWNLOAD

sos5.1.0highThis signature detects amaliciously crafted Microsoft Excel
file downloaded via HTTP. Attackers may supply an Excel
document that contains an overly long Cell Length field to
overflow the buffer and execute arbitrary code on the client.

HTTP:STC:EXCEL-CELL-OF

sos5.1.0mediumThis signature detects attempts to circumvent a security
zone feature that warns when executable files are
downloaded. WindowsXP Service Pack 2 and Internet
Explorer 6 are vulnerable. Attackers may trick a user into
downloading a file that the user did not knowwas
executable. Similarly, viruses and wormsmay use this
method to download themselves onto target computers.

HTTP:STC:IE:CONT-LOC-ZON-BYPASS

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
the way that Internet Explorer handles the Javascript
execCommand function. Attackers may trick a user into
saving a file that the user thinks is HTML, but is actually an
executable file.

HTTP:STC:IE:EXEC-CMD-FILE-SPOOF

sos5.1.0highThis signaturedetects thedownloadof amaliciously crafted
WinAmp playlist file. UsingWinAmp to open this file may
execute arbitrary code.

HTTP:STC:WINAMP:CDDA-OF

sos5.1.0highThis signaturedetects thedownloadof amaliciously crafted
WinAmp playlist file. UsingWinAmp to open this file may
execute arbitrary code.

HTTP:STC:WINAMP:CDDA-OF2

sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
Apache Tomcat. Apache Tomcat 3.3.1 and earlier are
vulnerable. Attackers may send amaliciously crafted URL
to cause the server to parse a .jsp file as HTML code and
display the JSP code, allowing attackers to retrieve normally
inaccessible files.

HTTP:TOMCAT:JSP-AS-HTML

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service (DoS) attempts
againstApacheGroupTomcatServer.Attackersmay request
a device name from the /examples/servlet directory to
render the server inaccessible. This signature also detects
attempts to run neuter.c and similar exploits.

HTTP:TOMCAT:SERVLET-DEVICE-DOS

sos5.1.0infoThis signaturedetectsattempts toconnect toaAltnet server
over HTTP. Altnet is a component of Kazaa, a commonPeer
to Peer file sharing system. Users may be attempting to
download files.

HTTP:TUNNEL:ALTNET-OVER-HTTP

sos5.1.0infoThis signature detects AOL Instant Messenger Proxy over
HTTP. Usersmay use proxy connections over theHTTPport
to circumvent firewall policies.

HTTP:TUNNEL:CHAT-AOL-IM

sos5.1.0infoThis signature detects MSN Instant Messenger over HTTP.
Users may use proxy connections over the HTTP port to
circumvent firewall policies.

HTTP:TUNNEL:CHAT-MSN-IM
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sos5.1.0infoThis signature detects Yahoo Instant Messenger Proxy over
HTTP. Usersmay use proxy connections over theHTTPport
to circumvent firewall policies.

HTTP:TUNNEL:CHAT-YIM

sos5.1.0lowThis signature detects traffic from the HTTPTunnel utility.
HTTPTunnelmasqueradesanetworksession inHTTPtraffic.

HTTP:TUNNEL:HTTPTUNNEL-URL

sos5.1.0infoThis signaturedetectsattempts toconnect toaKazaaserver
over HTTP. Kazaa is a common Peer to Peer file sharing
system. Users may be attempting to download files.

HTTP:TUNNEL:KAZAA-OVER-HTTP

sos5.1.0infoThis signature detects SSH over HTTP. Attackers may send
SSH over the HTTP port to circumvent firewall policies.

HTTP:TUNNEL:SSH

sos5.1.0infoThis signature detects Telnet over HTTP. Attackers may
send Telnet over the HTTP port to circumvent firewall
policies.

HTTP:TUNNEL:TELNET

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
theWASD HTTP Server for OpenVMS. Default installations
of 1.0 and earlier are vulnerable. Attackers may download
the configuration file for the server and obtain information
on the ACL and internal directory structure.

HTTP:WASD:CONF-ACCESS

sos5.0.0,
sos5.1.0

mediumThis signature detects directory traversal attempts against
WASD HTTP Server for OpenVMS.WASD version 1.0 and
earlier are vulnerable. Attackers may navigate to any
directory on the server.

HTTP:WASD:DIR-TRAV

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
BeaWeblogic.VersionV6.1ServicePack2onWindows2000
Server is vulnerable. Attackers may append the string
"%00x" to a URL request to read the contents of a .jsp file.

HTTP:WEBLOGIC:URL-REVEAL-SRC

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
BeaWeblogic.VersionV6.1ServicePack2onWindows2000
Server is vulnerable. Attackers may append the string
"%00.jsp" to a normal .html request, causing a compiler
error that prints the path to the physical web root.

HTTP:WEBLOGIC:WEBROOT

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit the input
validation vulnerability in the main CGI in TalentSoft Web+,
an e-commerce storefront provider. Attackers may pass a
script variable that specifies a filepath to the webpsvr
daemon, and gain access to any file on the system that the
UID of theWeb server has access to.

HTTP:WEBPLUS:DIR-TRAVERSAL

sos5.1.0mediumThis signature detects denial-of-service (DoS) attempts
against the caching proxy in IBMWebSphere Edge Server.
Version 2.0 is vulnerable. Attackers may send amaliciously
crafted HTTP GET request that does not have a proper
version identifier to crash the proxy service and render the
proxy unusable.

HTTP:WEBSPHERE:VER-DOS
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sos5.0.0,
sos5.1.0

mediumThis signature detects theWindows command 'cmd.exe'
within a URL. This command does not normally appear in a
URL, andmay indicate an attempt to compromise the
system.

HTTP:WIN-CMD:WIN-CMD-EXE

sos5.0.0,
sos5.1.0

mediumThis signature detects theWindows command 'rguest.exe'
within a URL. This command does not normally appear in a
URL, andmay indicate an attempt to compromise the
system.

HTTP:WIN-CMD:WIN-RGUEST

sos5.0.0,
sos5.1.0

mediumThis signature detects theWindows command 'wguest.exe'
within a URL. This command does not normally appear in a
URL, andmay indicate an attempt to compromise the
system.

HTTP:WIN-CMD:WIN-WGUEST

sos5.0.0,
sos5.1.0

lowThis signature detects attempts to exploit a cross-site
scriptingvulnerability.AttackersmayembedmaliciousHTML
tags within the HTTP Referrer header; because someweb
servers and server-side applications parse this data
incorrectly, attackers can successfully execute a cross-site
scripting attack.

HTTP:XSS:HDR-REFERRER

sos5.1.0mediumThis signature detects attempts at cross site scripting
attacks. Attackers may create amaliciousWeb site that
includes HTML embedded in the hyperlinks, which might
violate site security settings. Attackers may then view the
Web cookies from your computer; Web cookies typically
containsensitive informationsuchasusernames,passwords,
credit cardnumbers, social securitynumbers, bankaccounts,
etc.

HTTP:XSS:HTML-SCRIPT-IN-URL-PRM

sos5.1.0mediumThis signature detects cross site scripting attacks. Attackers
may create amaliciousWeb site that includes HTML
embedded in thehyperlinks,whichmight violate site security
settings. Attackers may then view theWeb cookies from a
target computer. Web cookies typically contain sensitive
information such as usernames, passwords, credit card
numbers, social security numbers, and bank account
numbers.

HTTP:XSS:HTML-SCRIPT-IN-URL-PTH

sos5.1.0highThis signaturedetectsHTML<img>tags inURLs that include
Javascript. Because <img> tags should never be present in
URLs, the presence of Javascript in such a URL is a clear
indication of a Cross-Side Scripting (XSS) attack. XSS
attacks are typically Web browser-independent.

HTTP:XSS:URL-IMG-XSS

sos5.1.0highThis protocol anomaly ismultiple login failureswithin a short
period of time between a unique pair of hosts.

IMAP:FAILURE:BRUTE-FORCE

sos5.1.0highThis signature detects buffer overflow attempts against
IPSwitch IMAP server. Attackers may send an overly long
delete command (DELE) to overflow the buffer and take
complete control of the server.

IMAP:IPSWITCH:DELE-OF

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAPcommand that is too long.
This may indicate a buffer overflow attempt.

IMAP:OVERFLOW:COMMAND
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sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAP flag that is too long. This
may indicate a buffer overflow attempt.

IMAP:OVERFLOW:FLAG

sos5.0.0,
sos5.1.0

highThis signature detects buffer overflow attempts against the
IMAP package included with several Linux distributions.
Attackers may send a long string to the IMAP package to
execute code with daemon-level permissions.

IMAP:OVERFLOW:IMAP4-LSUB-OF

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAP line (from the client to the
server) that is too long. This may indicate a buffer overflow
attempt. NOTE: Long lines are parsed, which may generate
other IMAP overflow errors.

IMAP:OVERFLOW:LINE

sos5.1.0highThis protocol anomaly is an IMAP literal that specifiesmore
octets than the user-definedmaximum. A literal is a
sequence of zero or more octets. The default maximum
number of octets is 65535.

IMAP:OVERFLOW:LIT_LENGTH_OFLOW

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAPmailbox name that is too
long. This may indicate a buffer overflow attempt.

IMAP:OVERFLOW:MAILBOX

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAP user password that is too
long. This may indicate a buffer overflow attempt.

IMAP:OVERFLOW:PASS

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAP reference field that is too
long. This may indicate a buffer overflow attempt.

IMAP:OVERFLOW:REFERENCE

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAP tag field that is too long.
This may indicate a buffer overflow attempt.

IMAP:OVERFLOW:TAG

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an IMAPuser name that is too long.
This may indicate a buffer overflow attempt.

IMAP:OVERFLOW:USER

sos5.1.0highThis protocol anomaly is a literal that specifies a number of
octets containing a character that is not 0 or 9.

IMAP:REQERR:INVALID_LITERAL_LEN

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an invalid IMAP tag, i.e., a tag that
begins with a white space or contains non-alphanumeric
characters. This may indicate a nonstandard IMAP client or
command line access to an IMAP server.

IMAP:REQERR:REQ-INVALID-TAG

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an IMAP commandwith toomany
arguments. This may indicate a nonstandard IMAP client or
command line access to an IMAP server.

IMAP:REQERR:REQ-UNEXPECTED-ARG

VersionsSeverityDescriptionKey

sos5.1.0criticalThis protocol anomaly is a DCOM servername that is longer
than 32 octets in unicode.

MS-RPC:DCOM:SVRNAME-2LONG

sos5.1.0lowThisanomalydetectsaclientenumeratingMSRPCendpoints
on a windows server. This may indicate a probing scan prior
to a more sophisticated attack.

MS-RPC:EPDUMP-SCAN
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sos5.1.0mediumThis protocol anomaly is an MSRPC connection-oriented
message with a packet type that is allowed only in
Connectionless PDUs.

MS-RPC:ERR:CL-PTYPE-IN-CO-PDU

sos5.1.0mediumThis protocol anomaly is a connectionlessMSRPCmessage
with a packet type that is allowed only in
connection-oriented PDUs.

MS-RPC:ERR:CO-PTYPE-IN-CL-PDU

sos5.1.0highThis protocol anomaly is an EPMmessage with an LHS
length that is larger than the rest packet length.

MS-RPC:ERR:EPM-INV-LHS-LEN

sos5.1.0mediumThis protocol anomaly is an invalid EPM operation number.MS-RPC:ERR:EPM-INV-OP-NUM

sos5.1.0highThis protocol anomaly is an EPMmessage with an RHS
length that is larger than the rest packet length.

MS-RPC:ERR:EPM-INV-RHS-LEN

sos5.1.0highThis protocol anomaly is an EPMmessage with a tower
length that is larger than 8192 bytes, or larger than the rest
fragment length.

MS-RPC:ERR:EPM-INV-TOWER-LEN

sos5.1.0highThis protocol anomaly is an EPM packet with a UUID LHS
length that is not equal to 19.

MS-RPC:ERR:EPM-WRONG-LHS-LEN

sos5.1.0highThis protocol anomaly is an EPMmessage with an RHS
length that is larger than the rest packet length.

MS-RPC:ERR:EPM-WRONG-RHS-LEN

sos5.1.0highThis protocol anomaly is an EPMmessage with a tower
length that is inconsistent with message's LHS and RHS
lengths.

MS-RPC:ERR:EPM-WRONG-TOWER-LEN

sos5.1.0mediumThis protocol anomaly is a MSRPC fragment length that is
larger than the negotiatedmaximum.

MS-RPC:ERR:FRAG-BIGGER-THEN-NEG

sos5.1.0highThis protocol anomaly is an MSRPC fragment length that is
less than the common header length.

MS-RPC:ERR:FRAG-LEN-TOO-SMALL

sos5.1.0highThis protocol anomaly is an MSRPCmessage with an
authentication length that is larger than the entire MS-RPC
message payload length.

MS-RPC:ERR:INV-AUTH-LEN

sos5.1.0highThis protocol anomaly is an MSRPCmessage with
authentication padding length plus authentication section
length that is larger than theentireMSRPCmessagepayload
length.

MS-RPC:ERR:INV-AUTH-PAD-LEN

sos5.1.0mediumThis protocol anomaly is an MSRPCmessage that contains
an invalid packet type value.

MS-RPC:ERR:INV-PTYPE

sos5.1.0highThisprotocolanomaly isanMSRPCconnectionlessmessage
with a fragment length that conflicts with the common
header length and the whole message length.

MS-RPC:ERR:LEN-CONFLICT

sos5.1.0mediumThis protocol anomaly is anMSRPC response that precedes
the request.

MS-RPC:ERR:RESPONSE-NO-REQ
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sos5.1.0highThis protocol anomaly is an incomplete MSRPCmessage.MS-RPC:ERR:SHORT-MSG

sos5.1.0highThis signature detects attempts to exploit a flaw in the
WindowsDCERPC Locator service. This service is turned on
bydefault onallWindowsNT4andWindows2000Domain
Controllers, or can be turned onmanually on all Windows
NT, 2000, and XP systems. Attackers can deny the service
of the locator, causingnetwork-wideoutages, or takecontrol
of the service and run code of choice.

MS-RPC:LOC-SVC-OF

sos5.1.0criticalThis signature detects attempts to exploit a known
vulnerability in Microsoft Windows LSASS (Local Security
Authority Subsystem Service). Attackers may remotely run
arbitrary code on the target system. Note: This vulnerability
is exploited by many worms.

MS-RPC:LSASS:MAL-OPCODE

sos5.1.0criticalThis signature detects attempts to remotely attack a known
vulnerability in theMicrosoftWindowsLSASS(LocalSecurity
AuthoritySubsystemService).A successful attackcould run
code of an attacker's choice on the target system. By
supplying an oversized fragment to the LSASS service, a
buffer can be overflowed that can result in remote code
execution.

MS-RPC:LSASS:OVERSIZED-FRAG

sos5.1.0highThis protocol anomaly is toomany DCE/RPC
ISystemActivate requests. Excessive requests can cause a
denial-of-service (DoS) in the RPCSSmodule.

MS-RPC:MSRPC-ISYSACTIVATE-RACE

sos5.1.0mediumThis signature detects Unicode NOOP sleds in an RPC
request. Because these patterns are usually malicious, they
might indicate an attack.

MS-RPC:NOOP-SLIDE-RPC-REQ

sos5.1.0infoThis signature detects failed attempts to connect to the
Security Account Manager Remote (SAMR) service on
Windows. Attackers may be probing your server for
vulnerabilities, as a successful login to this service provides
important informationsuchasadministratoraccountdetails,
default domain names, open users, and active groups.
However, becausesystemadministratorsalsouse theSAMR
service legitimately, this signature may also detect
non-malicious activity.

MS-RPC:SAMR-ACCESS-DENIED

sos5.1.0lowThis signature detects attempts to connect to the Security
Account Manager Remote (SAMR) service onWindows.
Attackers may be probing your server for vulnerabilities, as
a successful login to this service provides important
information such as administrator account details, default
domain names, open users, and active groups. However,
because system administrators also use the SAMR service
legitimately, this signature may also detect non-malicious
activity.

MS-RPC:SAMR-ACCESS-REQUEST
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sos5.1.0criticalThis protocol anomaly is a suspiciously long argument for
the NetrValidateName, NetrValidateName2, or
NetrAddAlternateComputerNamefunctions requestedusing
a named-pipe transaction. An unauthenticated user may
exploit this vulnerability onWindows 2000/XP servers to
execute arbitrary code with system-level privileges.

MS-RPC:WKST-SVC-OFLOW

sos5.1.0mediumThis signature detects attempts to exploit a null session
vulnerability in NETBIOS SMB protocols. Attackers may
initiateSMBsessionswithnousernameorpassword, obtain
the remote administrator share on the server, and use this
information to plan further attacks.

NETBIOS:ACCESS:ADMIN

sos5.1.0mediumThis signature detects attempts to exploit a null session
vulnerability in NETBIOS SMB protocols. Attackers may
initiateSMBsessionswithnousernameorpassword, obtain
the C Drive share on the server, and use this information to
plan further attacks.

NETBIOS:ACCESS:C-DRIVE

sos5.1.0mediumThis signature detects attempts to exploit a null session
vulnerability in NETBIOS SMB protocols. Attackers may
initiateSMBsessionswithnousernameorpassword, obtain
the D Drive share on the server, and use this information to
plan further attacks.

NETBIOS:ACCESS:D-DRIVE

sos5.1.0highThis protocol anomaly is label for the second level encoding
of a Netbios name that contains a pointer.

NETBIOS:NBDS:BAD_LABEL_FORMAT

sos5.1.0mediumThis protocol anomaly is an invalid first level encoding of a
Netbios name.

NETBIOS:NBDS:INVALID:1STLVL_ENC

sos5.1.0highThis protocol anomaly is a Netbios datagram header with a
DGM_LENGTH field value that is bigger than the packet
length.

NETBIOS:NBDS:INVALID:DGM_LEN

sos5.1.0highThis protocol anomaly is a Netbios datagram header with a
FLAGs field that contains non-zero values for bits 0-3.

NETBIOS:NBDS:INVALID:HDR_FLGS

sos5.1.0highThis protocol anomaly is a label for the second level
encoding of a netbios name; the label length is larger than
63, or the label is the first label and the length is not 32.

NETBIOS:NBDS:INVALID:LABEL_LEN

sos5.1.0highThis protocol anomaly is a Netbios datagram header with a
MSG_TYPE field value that is invalid.

NETBIOS:NBDS:INVALID:MSG_TYPE

sos5.1.0highThis protocol anomaly is a Netbios message with a
USER_DATAsection that is less than the size of SMBheader,
or the protocol field of the SMB header does not start with
0xff 'S' 'M' 'B'.

NETBIOS:NBDS:INVALID:PROTO

sos5.1.0highThis protocol anomaly is a Netbios datagram that is bigger
than 1064.

NETBIOS:NBDS:OVERFLOW:MSG

sos5.1.0highThis protocol anomaly is a Netbios name that is longer than
255.

NETBIOS:NBDS:OVERFLOW:NAME
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sos5.1.0mediumThis protocol anomaly is querymessagewith anNM_FLAGS
field containing an authoritative answer flag that is set.

NETBIOS:NBNS:C2S_AA_FLAG

sos5.1.0mediumThis protocol anomaly is query message with an OPCODE
field containing an response flag that is set.

NETBIOS:NBNS:C2S_RESPONSE

sos5.1.0mediumThis protocol anomaly is an invalid value in the
QUESTION_CLASS field of the question section or in the
RR_CLASS field of the resource record header.

NETBIOS:NBNS:CLASS-UNKNOWN

sos5.1.0highThis protocol anomaly is an invalid first level encoding of a
Netbios name.

NETBIOS:NBNS:INVALID:FIRST-ENC

sos5.1.0mediumThis protocol anomaly is a 1) a query message with
ARCOUNT(answercount)orNSCOUNT(numberof records
in the authority section of a name service packet) fields of
the header that are not zero, or 2) a responsemessage with
aQDCOUNT(numberof entries in thequestionsection) that
is not zero.

NETBIOS:NBNS:INVALID:HDR-CNT

sos5.1.0highThis protocol anomaly is a header with an OPCODE field
value that is not 0, 5, 6, 7, or 8.

NETBIOS:NBNS:INVALID:HDR-OPCODE

sos5.1.0mediumThis protocol anomaly is a Netbios name header with a
NM_FLAGS field that contains nonzero values for bit 4 or bit
5.

NETBIOS:NBNS:INVALID:HDR-Z

sos5.1.0highThis protocol anomaly is a label for the second level
encoding of a Netbios name that has a label length larger
than 63, or the label is the first label and the length is not
32.

NETBIOS:NBNS:INVALID:LABEL-LEN

sos5.1.0mediumThis protocol anomaly is a Netbios name header with a
NM_FLAGS field that contains nonzero values for bits 3-15.

NETBIOS:NBNS:INVALID:NAME-FLGS

sos5.1.0highThis protocol anomaly is a pointer offset in the second level
encoding of a Netbios name that exceeds the message
length (the pointer is pointing out of the message).

NETBIOS:NBNS:INVALID:PTR

"This protocol anomaly is a type node status response
message

NETBIOS:NBNS:INVALID:RRNB-FLG

sos5.1.0highThis protocol anomaly is a Netbios name that is longer than
255.

NETBIOS:NBNS:NAME_TOO_LONG

sos5.1.0mediumThis protocol anomaly is a second level encoding of a
Netbios name that contains more nested pointers than the
user-definedmaximum. Default setting for the
sc_nbname_pointer_loop_limit is 8.

NETBIOS:NBNS:POINTER_LOOP

sos5.1.0highThis protocol anomaly is Netbios name response with an
RCODE that indicates the request has an invalid format.

NETBIOS:NBNS:RESCODE:FORMAT_ERR

sos5.1.0mediumThis protocol anomaly is a Netbios name response header
with an OPCODE field that contains an unset response bit.

NETBIOS:NBNS:S2C_QUERY
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sos5.1.0mediumThis protocol anomaly is a Netbios namemessage that is
shorter than expected.

NETBIOS:NBNS:SHORT_MSG

sos5.1.0highThis protocol anomaly is an invalid value in 1) the
QUESTION_TYPE field in the question section or 2) the
RR_TYPE field in the resource record header.

NETBIOS:NBNS:TYPE_UNKNOWN

sos5.1.0infoThis protocol anomaly is a Gnutella BYEmessage that does
not contain a TTL of 1 and a HOPS of 0.

P2P:AUDIT:GNUTELLA-BYE-TTL

sos5.1.0infoThis protocol anomaly is a Gnutella message that does not
use theend-of-line (EOL) terminator characters<CR><LF>.

P2P:AUDIT:GNUTELLA-EOL

sos5.1.0infoThis protocol anomaly is a Gnutella message with a header
line thatdoesnothaveavalue foranattribute; ablankspace
exists after the attribute colon.

P2P:AUDIT:GNUTELLA-HDR-ATRB

sos5.1.0infoThis protocol anomaly is a Gnutella GET command that
does not use the expected syntax. Correct syntax is: GET
/get/<File Index>/<File Name> HTTP/1.1<CR><LF>.

P2P:AUDIT:GNUTELLA-HTTP-GET

sos5.1.0infoThis protocol anomaly is a Gnutella message with a line
length that exceeds the user-definedmaximum number of
bytes. The default line length is 2048.

P2P:AUDIT:GNUTELLA-LINE

sos5.1.0infoThis protocol anomaly is aGnutellamessagewith apayload
type that is not defined in the Gnutella RFC.

P2P:AUDIT:GNUTELLA-MESSAGE

sos5.1.0infoThis protocol anomaly is aGnutellamessagewith apayload
length that exceeds 4096 bytes.

P2P:AUDIT:GNUTELLA-MSG

sos5.1.0infoThis protocol anomaly is a Gnutella client response that
doesnotuse theexpectedsyntax.Correct syntax forGnutella
0.6 is: GNUTELLA/0.6 200 OK<CR><LF>.

P2P:AUDIT:GNUTELLA-OK-RESP

sos5.1.0infoThis protocol anomaly is a Gnutella 0.4 PINGmessage that
has a nonzero payload length.

P2P:AUDIT:GNUTELLA-PING-LEN

sos5.1.0infoThis protocol anomaly is a Gnutella PONGmessage that
has an invalid payload length. Gnutella 0.4PONGmessages
should have exactly 14 bytes; Gnutella 0.6 PONGmessages
should have aminimum of 14 bytes.

P2P:AUDIT:GNUTELLA-PONG-LEN

sos5.1.0infoThis protocol anomaly is a Gnutella PUSHmessage with a
payload length that is less than 26 bytes.

P2P:AUDIT:GNUTELLA-PUSH-LEN

sos5.1.0infoThis protocol anomaly is a Gnutella QUERYmessage with
a payload length that exceeds the user-definedmaximum
number of bytes. The default line length is 256.

P2P:AUDIT:GNUTELLA-QUERY

sos5.1.0infoThisprotocolanomaly isaGnutellaROUTE_TABLE_UPDATE
message with a payload length of 0 bytes.

P2P:AUDIT:GNUTELLA-RTABLE-UPD
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sos5.1.0infoThis protocol anomaly is a Gnutella message with a search
criteria field that does not end with a NULL character.

P2P:AUDIT:GNUTELLA-SEARCH

sos5.1.0infoThis protocol anomaly is a Gnutella server response that
doesnotuse theexpectedsyntax.Correct syntax forGnutella
0.4 is:GNUTELLAOK<CR><LF>; correct syntax forGnutella
0.6 is: GNUTELLA/0.6 200 OK<CR><LF>.

P2P:AUDIT:GNUTELLA-SVR-RESP

sos5.1.0infoThis protocol anomaly is a Gnutella message with a TTL
that exceeds the user-definedmaximum. The default TTL
is8.TheGnutellaRFC recommendsan8to 10TTLmaximum
for Gnutella messages.

P2P:AUDIT:GNUTELLA-TTL

sos5.1.0infoThis protocol anomaly is aGnutellamessagewitha connect
string that does not conform to Gnutella RFC or the
requesting Gnutella version is not 0.4 or 0.6.

P2P:AUDIT:GNUTELLA-UNSUP-VER

sos5.1.0infoThis signature detects requests to a BitTorrent tracker
website. Users may be querying the tracker to look for files
to download.

P2P:BITTORRENT:TRACKER-QUERY

sos5.1.0infoThis signature detects 'scrape' requests to a BitTorrent
tracker website. Users may be querying the tracker to look
for files to download.

P2P:BITTORRENT:TRACKER-SCRAPE

sos5.1.0infoThis signature detects use of the Direct Connect Plus Plus
(DC++) file sharing client.

P2P:DC:DC-PP-ACTIVE

sos5.1.0infoThis signature detects version checks by eDonkey 2000, a
peer-to-peer file sharing client. The eDonkey client
occasionally checks its own version number to ensure that
the client is current.

P2P:EDONKEY:CLIENT-VER-CHECK

sos5.1.0infoThis signature detects Gnutella client connection requests.
Because Gnutella does not use a fixed port number, this
signature searchesTCPconnections toport 1024andhigher
by default.

P2P:GNUTELLA:CONNECT

sos5.1.0infoThis signature detects GNUTella server responses to a
connection request. Because GNUTella does not use a fixed
port number, this signature searches TCP connections to
port 1024 and higher by default.

P2P:GNUTELLA:CONNECTION-OK

sos5.1.0infoThis signature detects Gnutella server responses to a
connection request. Because Gnutella does not use a fixed
port number, this signature searches TCP connections to
port 1024 and higher by default.

P2P:GNUTELLA:CONNECTION-OK-V06

sos5.1.0infoThis signaturedetects activity by thepeer-to-peer (P2P) file
sharing client MLDonkey, a multi-protocol P2P file sharing
application.

P2P:MLDONKEY:CLIENT-ACTIVE

sos5.1.0infoThis signature detects a Skype client request (to a central
server) that checks for the latest version of the client
software.

P2P:SKYPE:VERSION-CHECK
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sos5.1.0infoThis signature detects aWinMX client performing DNS
lookups for matchmaking servers. WinMX is a peer-to-peer
file sharing client that tests firewall rules and
reverse-connectivity to determine the most effective way
toshare files.WinMXqueriesamatchmakingserver toobtain
Supernode lists, which enable theWinMX client to share
files.

P2P:WINMX:CLIENT-MATCHMAKE-DNS

sos5.1.0infoThis signature detects aWinMX client performing DNS
lookups for hosts thatWinMXwill probe for connectivity.
WinMX is apeer-to-peer file sharing client that tests firewall
rules and reverse-connectivity to determine the most
effective way to share files.

P2P:WINMX:CLIENT-NET-PRB-DNS

sos5.1.0infoThis signature detects an initial connection byWinMX, a
peer-to-peer file sharing client. WinMX queries aWeb site
for new versions of theWinMX client software.

P2P:WINMX:CLIENT-VER-CHK

sos5.1.0infoThis signature detects attempts to obtain the IP address of
the host that tracksWinMX client versions. WinMX is a
peer-to-peer file sharing client.

P2P:WINMX:CLIENT-VER-CHK-DNS

sos5.0.0,
sos5.1.0

mediumThis signature detects denial-of-service attempts against
the Mdaemon POP3 Server. Mdaemon v.6.0.7 and earlier
versions are vulnerable. Attackers may send amaliciously
crafted DELE or UIDL request to the POP3 daemon to crash
the POP3, SMTP, and IMAP services.

POP3:DOS:MDAEMON-POP-DOS

sos5.1.0highThisprotocol anomaly is amessagewithamultipart content
type but no boundary.

POP3:ERROR:BOUNDARY_MISSING

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .386 and were received via POP3. Because .386s
(Windows EnhancedMode Driver) files contain executable
code, this may indicate an incoming e-mail virus. Attackers
may create malicious executables, tricking users into
executing the file and infecting the system.

POP3:EXT:DOT-386

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .ade and were received via POP3. Because .ADEs
(Microsoft Access Project Extension) files can contain
macros, thismay indicatean incominge-mail virus.Attackers
may create malicious scripts, tricking users into executing
the macros and infecting the system.

POP3:EXT:DOT-ADE

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .adp and were received via POP3. Because .ADPs
(Microsoft Access Project) files can contain macros, this
may indicate an incominge-mail virus. Attackersmay create
malicious scripts, tricking users into executing the macros
and infecting the system.

POP3:EXT:DOT-ADP
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sos5.1.0lowThis signature detects e-mail attachments that have the
extension .bas and were received via POP3. Because .BASs
(Microsoft Visual Basic Class Module) files contain
executable code, thismay indicate an incoming e-mail virus.
Attackers may create malicious executables, tricking users
into executing the file and infecting the system.

POP3:EXT:DOT-BAS

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.bat' received via POP3. This may indicate an
incoming e-mail virus. .BATs (executable files) contain one
ormore scripts. Attackersmaycreatemaliciousexecutables,
tricking the user into executing the file and infecting the
system.

POP3:EXT:DOT-BAT

sos5.1.0highThis signature detects e-mail attachments that have the
extension .chmandwere received viaPOP3. Because .CHMs
(Compiled HTML Help File) files can contain scripts, this
may indicate an incominge-mail virus. Attackersmay create
malicious scripts, tricking users into executing the files and
infecting the system.

POP3:EXT:DOT-CHM

sos5.1.0highThis signature detects e-mail attachments with the
extension '.cmd' sent via POP3. This may indicate an
incoming e-mail virus. CMD files contain commands that
when executed can cause significant damage to awindows
system.

POP3:EXT:DOT-CMD

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.com' received via POP3. This may indicate an
incoming e-mail virus. .COMs (executable files) contain one
ormore scripts. Attackersmaycreatemaliciousexecutables,
tricking the user into executing the file and infecting the
system.

POP3:EXT:DOT-COM

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.cpl' received via POP3. This may indicate an
incoming e-mail virus. CPLs (Control Panel eLements) are
standard Microsoft Windows files that containWindows
Control Panel settings. Attackers may hide malicious
executables within a CPL file, tricking users into executing
the file and infecting the system.

POP3:EXT:DOT-CPL

sos5.1.0highThis signature detects e-mail attachments that have the
extension .crt and were received via POP3. Because .CRTs
(Security Certificate) files can contain executable code, this
may indicate an incominge-mail virus. Attackersmay create
malicious executable code, tricking users into executing the
file and infecting the system.

POP3:EXT:DOT-CRT

sos5.1.0highThis signature detects e-mail attachments with the
extension '.exe' sent viaPOP3.Thismay indicatean incoming
e-mail virus. EXEs (Executable files) contain one or more
scripts.Attackersmaycreatemaliciousexecutables, tricking
the user into executing the file and infecting the system.

POP3:EXT:DOT-EXE
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sos5.1.0mediumThis signature detects GRP files sent over POP3. GRP files
can containWindows ProgramGroup information, andmay
be exploited by malicious users to deposit instructions or
arbitrary code on a target's system. User involvement is
required to activate GRP files; typically they are attached to
a harmless-appearing e-mail message.

POP3:EXT:DOT-GRP

sos5.1.0highThis signature detects e-mail attachments that have the
extension .hlp and were received via POP3. Because .HLPs
(Help File) files can contain macros, this may indicate an
incoming e-mail virus. Attackers may create malicious
scripts, trickingusers intoexecuting themacrosand infecting
the system.

POP3:EXT:DOT-HLP

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.ht' sent via POP3. Thismay indicate an incoming
e-mail virus or other attack. HT files contain configuration
information for the Hyperterm console program, shipped
with everyWindows operating system sinceWindows 95. It
is the default handler program for .ht files. A recent
vulnerability in Hyperterm could allow an attacker to take
control of your computer via an infected .ht file. These files
are not normally sent via e-mail.

POP3:EXT:DOT-HT

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .hta received using POP3. This may indicate an
incoming e-mail virus. HTA files are HTML application files
that can be executed by a web browser. Generally, HTA files
are not sent via e-mail. As a general network security
precaution, ensure that all users are aware of the dangers
of sending and receiving binary files in e-mail attachments.

POP3:EXT:DOT-HTA

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .inf and were received via POP3. Because .INFs
(Setup Information) files contain scripts, this may indicate
an incoming e-mail virus. Attackers may create malicious
scripts, tricking users into executing the file and infecting the
system.

POP3:EXT:DOT-INF

sos5.1.0highThis signature detects e-mail attachments that have the
extension .ins and were received via POP3. Because .INSs
(Internet Naming Service) files contain configuration
parameters, this may indicate an incoming e-mail virus.
Attackers may includemalicious configurations, tricking
users into executing the file and infecting the system.

POP3:EXT:DOT-INS

sos5.1.0highThis signature detects e-mail attachments that have the
extension .isp and were received via POP3. Because .ISPs
(Internet Communication Settings) files contain
configuration parameters, this may indicate an incoming
e-mail virus.Attackersmay includemaliciousconfigurations,
trickingusers intoexecuting the file and infecting the system.

POP3:EXT:DOT-ISP
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sos5.1.0highThis signature detects e-mail attachments that have the
extension .ss and were received via POP3. Because .JSs
(JavaScript File) files contain scripts, this may indicate an
incoming e-mail virus. Attackers may create malicious
scripts, tricking users into executing the file and infecting the
system.

POP3:EXT:DOT-JS

sos5.1.0highThis signature detects e-mail attachments that have the
extension .jse and were received via POP3. Because .JSEs
(JavaScript Encoded) files contain scripts, thismay indicate
an incoming e-mail virus. Attackers may create malicious
scripts, tricking users into executing the file and infecting the
system.

POP3:EXT:DOT-JSE

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .lnk and were received via POP3. Because .LNKs
(Windows link) files can point to any program, this may
indicate an incoming e-mail virus. Attackers may create a
link pointing to a dangerous program, tricking users into
executing the link and affecting the system.

POP3:EXT:DOT-LNK

sos5.1.0highThis signature detects e-mail attachments that have the
extension .mdbandwere receivedviaPOP3.Because .MDBs
(MS Access Application) files can contain scripts, this may
indicate an incoming e-mail virus. Attackers may create
malicious scripts, tricking users into executing the file and
infecting the system.

POP3:EXT:DOT-MDB

sos5.1.0highThis signature detects e-mail attachments that have the
extension .mdeandwere received viaPOP3. Because .MDEs
(Microsoft Access MDE database) files can contain scripts
andmacros, this may indicate an incoming e-mail virus.
Attackers may create malicious scripts, tricking users into
executing the file and infecting the system.

POP3:EXT:DOT-MDE

sos5.1.0highThis signature detects e-mail attachments that have the
extension .msc and were received via POP3.

POP3:EXT:DOT-MSC

sos5.1.0highThis signature detects e-mail attachments with the
extension .msi received via POP3. This may indicate an
incoming e-mail virus. .MSIs (Microsoft Windows Installer
Package) contain executable code. Attackers may create
malicious executables, tricking the user into executing the
file and infecting the system.

POP3:EXT:DOT-MSI

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .msp received via POP3. This may indicate an
incoming e-mail virus. .MSPs (Microsoft Windows Installer
Patch) contain executable code. Attackers may create
malicious executables, tricking the user into executing the
file and infecting the system.

POP3:EXT:DOT-MSP
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sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .ocx and were received via POP3. Because .OCXs
(ObjectControl Extension) files cancontainmultiple scripts,
this may indicate an incoming e-mail virus. Attackers may
create malicious executables, tricking users into executing
the file and infecting the system.

POP3:EXT:DOT-OCX

sos5.1.0highThis signature detects e-mail attachments that have the
extension .pcd and were received via POP3. Because .PCDs
(Photo CDMS Compiled Script) files can contain scripts,
this may indicate an incoming e-mail virus. Attackers may
createmalicious scripts, tricking users into executing the file
and infecting the system.

POP3:EXT:DOT-PCD

sos5.1.0highThis signature detects e-mail attachments with the
extension '.pif' sent viaPOP3.Thismay indicatean incoming
e-mail virus. PIFs (Program Information Files) are standard
Microsoft Windows files that contain start up properties for
DOSapplications.Attackersmayhidemaliciousexecutables
within a PIF file, tricking users into executing the file and
infecting the system.

POP3:EXT:DOT-PIF

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .reg and were received via POP3. Because .REGs
(Registry Entries) files contain entries for the Registry, this
may indicate an incominge-mail virus. Attackersmay create
malicious entries, tricking users into executing the file and
infecting the system.

POP3:EXT:DOT-REG

sos5.1.0highThis signature detects e-mail attachments with the
extension '.scr' sent viaPOP3.Thismay indicatean incoming
e-mail virus. SCRs (ScreenSaver files) are renamed '.exe'
files containing executable code. Attackers may disguise
malicious executables to appear as harmless screensaver
files, tricking theuser into executing the file and infecting the
system.

POP3:EXT:DOT-SCR

sos5.1.0highThis signature detects e-mail attachments with the
extension .sct received via POP3. This may indicate an
incoming e-mail virus. .SCTs (Windows Script Component)
contain scripts. Attackers may create malicious scripts,
tricking the user into executing the file and infecting the
system.

POP3:EXT:DOT-SCT

sos5.1.0highThis signature detects e-mail attachments with the
extension .url received via POP3. This may indicate an
incoming e-mail virus. .URLs (Internet Shortcut) contain a
link to a web location. Attackers may create amalicious
shortcut, tricking the user into executing the file and send
the user to amalicious website.

POP3:EXT:DOT-URL

sos5.1.0highThis signature detects e-mail attachments with the
extension .vb received via POP3. This may indicate an
incoming e-mail virus. .VBs (VBScript File) contain scripts.
Attackersmay createmalicious scripts, tricking the user into
executing the file and infecting the system.

POP3:EXT:DOT-VB
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sos5.1.0highThis signature detects e-mail attachments with the
extension .vbe received via POP3. This may indicate an
incoming e-mail virus. .VBEs (VBScript Encoded Script File)
contain scripts. Attackers may create malicious scripts,
tricking the user into executing the file and infecting the
system.

POP3:EXT:DOT-VBE

sos5.1.0highThis signature detects e-mail attachments with the
extension '.vbs' sent viaPOP3.Thismay indicatean incoming
e-mail virus. VBSs (Visual Basic files) contain one or more
executable scripts. Attackers may createmalicious VB files,
tricking the user into executing the file and infecting the
system.

POP3:EXT:DOT-VBS

sos5.1.0mediumThis signature detects Metafiles files sent over POP.
WindowsMetafiles andEnhancedMetafiles files canexploit
aWindows GDI vulnerability andmay be exploited by
malicious users to deposit instructions or arbitrary code on
a target's system. User involvement is required to activate
Metafiles; typically they are attached to a
harmless-appearing e-mail message.

POP3:EXT:DOT-WMF

sos5.1.0highThis signature detects e-mail attachments with the
extension .wsc received via POP3. This may indicate an
incoming e-mail virus. .WSCs (WindowsScript Component)
contain scripts. Attackers may create malicious scripts,
tricking the user into executing the file and infecting the
system.

POP3:EXT:DOT-WSC

sos5.1.0highThis signature detects e-mail attachments with the
extension .wsf received via POP3. This may indicate an
incoming e-mail virus. .WSFs (Windows Script File) contain
scripts. Attackers may create malicious scripts, tricking the
user into executing the file and infecting the system.

POP3:EXT:DOT-WSF

sos5.1.0highThis signature detects e-mail attachments with the
extension .wsh received via POP3. This may indicate an
incominge-mail virus. .WSHs(WindowsScriptHostSettings
File) contain configurationparameters.Attackersmaycreate
malicious configurations, tricking the user into executing the
file and infecting the system.

POP3:EXT:DOT-WSH

sos5.1.0lowThis signature detects e-mail attachments with the
extension .zip received using POP3. This may indicate an
incominge-mail virus. Zip files are compressed files that can
contain one or more executables. Attackers may compress
maliciousexecutableswithin a .zip file, trickingunsuspecting
users into executing the file and infecting the system.
Because Zip files are frequently used for non-malicious
purposes, this signature can generate false positives. As a
general network security precaution, ensure that all users
are aware of the dangers of sending and receiving binary
files in e-mail attachments.

POP3:EXT:DOT-ZIP
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sos5.1.0highThis signature detects e-mail attachments that contain two
file extensions. Attackers or viruses may send e-mail
attachments that use two file extensions to disguise the
actual file name and trick users into opening amalicious
attachment.

POP3:EXT:DOUBLE-DOT-DOT

sos5.1.0highThis protocol anomaly ismultiple login failureswithin a short
period of time between a unique pair of hosts. The default
is 4.

POP3:FAILURE:BRUTE-FORCE

sos5.1.0highThis signature detects buffer overflow attempts against an
ActiveX control in Microsoft Outlook. The Local
Troubleshooter ActiveX control has inadequate bounds for
checking for its Query function, and this exploit bypasses
normal Outlook/IE ActiveX security controls. Attackersmay
create amaliciousWeb site that contains a call to this
ActiveX control; this call contains an overly long string that
overflows the control buffer, enabling the attacker to gain
control of the target systemwith the user privileges.

POP3:OUTLOOK:TROUBLE-QUERY-OF

sos5.0.0,
sos5.1.0

highThisprotocolanomaly isaPOP3APOPcommandargument
that is too long. Thismay indicate abuffer overflowattempt.

POP3:OVERFLOW:APOP

sos5.1.0highThis protocol anomaly is a message with more than 70
boundary characters.

POP3:OVERFLOW:BOUNDARY_OVERFLOW

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a POP3 command that exceeds 4
bytes, the standard length for a POP3 command. This may
indicate a nonstandard POP3 client/server or an attacker
has gained command-line access to the server.

POP3:OVERFLOW:COMMAND

sos5.1.0highThis protocol anomaly is a mime header content-type with
a name length that is longer than the defined value. The
default value is 128.

POP3:OVERFLOW:CONTENT_NAME

sos5.1.0highThis protocol anomaly is a message with a
content_disposition header containing a 'name' attribute
value that is too long.

POP3:OVERFLOW:FILENAME2LONG

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a text-line from a POP3 client to
the server that is too long. This may indicate a buffer
overflow attempt.

POP3:OVERFLOW:LINE

sos5.0.0,
sos5.1.0

highThis protocol anomaly is aPOP3PASScommandargument
that is too long. Thismay indicate abuffer overflowattempt.

POP3:OVERFLOW:PASS

sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts against
Qpopper, a POP3 server for Unix. Qpopper 3.0beta20 and
earlier versions are vulnerable.

POP3:OVERFLOW:QPOP-OF1

sos5.0.0,
sos5.1.0

criticalThis signature detects a buffer overflow attempt to exploit
a vulnerability in Qpopper. Version 3.0beta30 andmany
earlier versions are vulnerable.

POP3:OVERFLOW:QPOP-OF2
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sos5.0.0,
sos5.1.0

criticalThis signature detects buffer overflow attempts to exploit
a vulnerability in the Qpopper daemon. Some 3.0 beta
versions are vulnerable.

POP3:OVERFLOW:QPOP-OF3

sos5.0.0,
sos5.1.0

criticalThis signature detects a buffer overflow attempt to exploit
a vulnerability in Qpopper using custom shellcode. Version
3.0beta20 andmany earlier versions are vulnerable.

POP3:OVERFLOW:QPOP-OF4

sos5.1.0highThis protocol anomaly is a message data line that exceeds
the definedmaximum length (sc_mime_textline_length).

POP3:OVERFLOW:TXTLINE_2LONG

sos5.0.0,
sos5.1.0

highThisprotocol anomaly is aPOP3USERcommandargument
that is too long. Thismay indicate abuffer overflowattempt.

POP3:OVERFLOW:USER

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a POP3message number that is
unreasonably high. This may indicate a hugemailbox or an
exploit attempt.

POP3:REQERR:REQ-MESSAGE-NUMBER

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an unparsed POP command line
orheader line.Thismay indicateanonstandarde-mail client
or server or a backdoor/exploit attempt.

POP3:REQERR:REQ-SYNTAX-ERROR

sos5.1.0lowThis signature detects the scanner tool amap, made by the
Hacker'sChoice. THC-AMAP isused in initial reconnaissance
for anattacker todetermine services runningon target hosts
before launching other attacks.

SCAN:AMAP:FTP-ON-HTTP

sos5.1.0lowThis signature detects the scanner tool AMAP,made by The
Hacker'sChoice(THC).AttackersmayuseTHC-AMAPduring
their initial reconnaissance to determine services running on
target hosts before launching other attacks.

SCAN:AMAP:SAP-R3-ON-HTTP

sos5.1.0lowThis signature detects the scanner tool AMAP,made by The
Hacker'sChoice(THC).AttackersmayuseTHC-AMAPduring
their initial reconnaissance to determine services running on
target hosts before launching other attacks.

SCAN:AMAP:SSL-ON-HTTP

sos5.1.0lowThis signature detects the scanner tool AMAP,made by The
Hacker'sChoice(THC).AttackersmayuseTHC-AMAPduring
their initial reconnaissance to determine services running on
target hosts before launching other attacks.

SCAN:AMAP:SSL-ON-POP3

sos5.1.0highThis signature detects traffic generated by the open-source
exploiting toolMetasploit Framework.Other signaturesmay
also trip. This indicates that someone is using this tool on
your network. Follow-up investigation of source or target
machines may be required.

SCAN:METASPLOIT:SMB-ACTIVE

sos5.0.0
sos5.1.0

medium"This signature detects denial-of-service (DoS) attacks
against Microsoft IIS 4.0 and 5.0. Attackers may send
maliciously crafted HTR requests (.htr) with long variable
names to overflow the buffer in the ism.dll ISAPI extension
that implementsHTRscriptingandcreateadenialof service
or execute arbitrary commands.

SCAN:MISC:HTTP:HTR-OVERFLOW
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sos5.0.0,
sos5.1.0

mediumThis signature scans PACKETS for at least four in a raw AIX
NOOP instructions, which are very common in buffer
overflow exploits. Youmay want to apply this signature to
all non-TCP traffic to your AIX servers.

SHELLCODE:AIX:NOOP-PKT

sos5.0.0,
sos5.1.0

highThis signature scans PACKETS for an x86 BSD (all flavors)
instruction sequence, common in buffer overflow exploits.
Youmay want to apply this signature to all non-TCP traffic
to your BSD servers.

SHELLCODE:BSDX86:GEN-1-PKT

sos5.0.0,
sos5.1.0

highThis signature scans PACKETS for an x86 BSD (all flavors)
instruction sequence, common in buffer overflow exploits.
Youmay want to apply this signature to all non-TCP traffic
to your BSD servers.

SHELLCODE:BSDX86:GEN-2-PKT

sos5.0.0,
sos5.1.0

mediumThis signature scans PACKETS for at least four in a row DEC
ALPHANOOP instructions,whichare very common inbuffer
overflow exploits. Youmay want to apply this signature to
all non-TCP traffic to your DEC ALPHA servers.

SHELLCODE:DIGITAL:NOOP-PKT

sos5.0.0,
sos5.1.0

mediumThis signature scans PACKETS for a HP-UX PA-RISC
instruction sequence, common in buffer overflow exploits.
Youmay want to apply this signature to all non-TCP traffic
to your HP-UX servers.

SHELLCODE:HP-UX:HP-NOOP-1-PKT

sos5.0.0,
sos5.1.0

mediumThis signature scans PACKETS for a HP-UX PA-RISC
instruction sequence, common in buffer overflow exploits.
Youmay want to apply this signature to all non-TCP traffic
to your HP-UX servers.

SHELLCODE:HP-UX:HP-NOOP-2-PKT

sos5.1.0infoThis protocol anomaly is an invalid SMB protocol. The first
four bytes of valid SMBmessages are 0xff, 'S', 'M', 'B'. This
maybeamisbehavingclient or anattempt to tunnel through
the NETBIOS port.

SMB:AUDIT:INV-PROTOCOL

sos5.1.0lowThis signaturedetectsattempts to remotelyconnect toSMB
shares with the NetBIOS hostname of Localhost. Because
Localhost logins are not typically performed over the
network, thismay indicate thatanattacker is trying tobypass
host-based access controls.

SMB:CONNECT-FROM-LOCALHOST

sos5.1.0mediumThis protocol anomaly is the \pipe\lsarpc (Local Security
Authority) named pipe transaction used to execute the
LookupAccountName function. Programs such as user2sid
and Hyena use this named pipe transaction to validate
usernames on the target host.

SMB:ENUM:NAME-LOOKUP

sos5.1.0highThis protocol anomaly is multiple login/authentication
failures between a unique pair of hostswithin a short period
of time. Vulnerability scanners and programs like enum that
performdictionary basedor password-guessing attackswill
likely trigger this attack.

SMB:ERROR:GRIND

sos5.1.0highThis protocol anomaly is an invalid session message length
in an SMBmessage.

SMB:ERROR:INV-MSG-LEN
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sos5.1.0highThis protocol anomaly is a malformed SMBmessage in
which the wcount field is larger than themessage size.

SMB:ERROR:MAL-MSG

sos5.1.0criticalThis signature detects attempts to overflow the SMB
Account Name. ISS BlackICE, Proventia, and RealSecure
products are vulnerable to this buffer overflow. A successful
attack could give an attacker complete control of these
systems.

SMB:EXPLOIT:ACCOUNT-NAME-OF

sos5.1.0mediumThis signature detects a Microsoft Task Scheduler (.job) file
beingcopiedoveranSMBnetworkshare.MicrosoftWindows
XP Service Pack 1 and Microsoft Windows 2000 Service
Pack 2 and earlier are vulnerable. Attackers may open a
malicious .job file inTaskScheduler to executearbitrary code
and compromise the system.

SMB:EXPLOIT:DOT-JOB

sos5.1.0criticalThis protocol anomaly is a LANMAN request
(NetServerEnum,NetServerEnum2,orNetShareEnum)over
a named pipe transaction where the max-param-count
and/or the max-data-count of the Transaction header is
zero. Attackers can use this malformed request to crash an
unpatched Microsoft NT, 2000, or XP server.

SMB:EXPLOIT:LANMAN-NUKE

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
the Server Message Block File System (SMBFS)
implemented in the Linux kernel. Kernels 2.4 and 2.6 are
vulnerable. Attackers may gain root access on the target
host.

SMB:EXPLOIT:LINUX-TRANS2-OF

sos5.1.0mediumThis protocol anomaly is an empty Filename field in the
Delete, Rename, Move or Copy SMBs.

SMB:EXPLOIT:NULL-FILENAME

sos5.1.0mediumThis protocol anomaly is an empty Path field in the Tree
Connect SMB. This may be amisbehaving client or an
attempt to exploit vulnerabilities in the SMB server.

SMB:EXPLOIT:NULL-PATH

sos5.1.0mediumThis protocol anomaly is an empty Service field in the Tree
Connect SMB. This may be amisbehaving client or an
attempt to exploit vulnerabilities in the SMB server.

SMB:EXPLOIT:NULL-SERVICE

sos5.1.0criticalDI has detected a suspiciously large registry key in the
OpenKey functionexecutedusinganamed-pipe transaction.
Large key sizes in the OpenKey function can cause the
winlogon.exe process inWindow NT 4.0 to crash.

SMB:EXPLOIT:REGISTRY-DOS

sos5.1.0mediumThis signature detects SMB requests for pathnames that
attempt to traverse the server root. Samba 3.0.5 and earlier
versionsarevulnerable.Malicioususerscansend"get", "put",
and "dir" commands to a Samba server to access files
outside the shared directories.

SMB:EXPLOIT:SAMBA-DIR-TRAV

sos5.1.0mediumMicrosoftWindowsSambaFileSharingResourceExhaustion
Vulnerability

SMB:EXPLOIT:WINBLAST-DOS
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sos5.1.0highThis protocol anomaly is an invalid calling name encoding
in theNETBIOSheader thatencapsulatesanSMB.NETBIOS
names are 16 bytes andmay encode to amaximum of 34
bytes.

SMB:NETBIOS:INV-CDNAME-ENC

sos5.1.0highThis protocol anomaly is an invalid called name length in
the NETBIOS header that encapsulates an SMB. NETBIOS
names are 16 bytes andmay encode to amaximum of 34
bytes.

SMB:NETBIOS:INV-CDNAME-LEN

sos5.1.0highThis protocol anomaly is an invalid calling name encoding
in theNETBIOSheader thatencapsulatesanSMB.NETBIOS
names are 16 bytes andmay encode to amaximum of 34
bytes.

SMB:NETBIOS:INV-CGNAME-ENC

sos5.1.0highThis protocol anomaly is an invalid calling name length in
the NETBIOS header that encapsulates an SMB. NETBIOS
names are 16 bytes andmay encode to amaximum of 34
bytes.

SMB:NETBIOS:INV-CGNAME-LEN

sos5.1.0highThis protocol anomaly is an invalid session header length in
the NETBIOS header that encapsulates an SMB. The
minimum length of an SMBmessage is 33 bytes.

SMB:NETBIOS:INV-SHDR-LEN

sos5.1.0highThis protocol anomaly is an invalid session name length in
the NETBIOS header that encapsulates an SMB. NETBIOS
names are 16 bytes andmay encode to amaximum of 34
bytes.

SMB:NETBIOS:INV-SNAME-LEN

sos5.1.0mediumThis signature detects attempts to remotely access the
Windows registry. Attackers may use amalicious client to
view or modify the contents of theWindows registry.

SMB:NETBIOS:RMT-REG-ACCESS

sos5.1.0mediumThis protocol anomaly is an SMB session with share-level
security. A user may gain access to various resources on the
server without username or password authentication.

SMB:NETBIOS:SHARE-LVL-SEC

sos5.1.0highThis signature detects attempts to upload psexec.exe, an
SMBtool for uploadingandexecutingprograms interactively.
This signaturealso indicates that thepsexec.exehasalready
logged into the system; Psexec.exe can upload itself to the
host only after successful login.Wormsoftenusepsexec.exe
to propagate.

SMB:TOOLS:PSEXEC

sos5.1.0infoThis protocol anomaly is an invalid sequence of SMTP
commands,whichwouldnormallynotbe issuedbyanSMTP
clientor server. Thismay indicateanattackermanually trying
to exploit an SMTP server

SMTP:AUDIT:REQ-INVALID-CMD-SEQ

sos5.1.0infoThis protocol anomaly is a text line (in the data section) in
an SMTP connection that is too long. This may indicate a
buffer overflow attempt.

SMTP:AUDIT:TEXT-LINE
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sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an attempt to use the EXPN
command. This command is not used bymost standard
clientsandserversandmay reveal informationaboute-mail
accounts.

SMTP:COMMAND:EXPN

sos5.1.0'mediumThis protocol anomaly is an attempt to use the TURN
command that exchanges the roles of the e-mail client and
server. Youmay want to ban this command and drop the
connection, or edit the SMTP attack objects and change
their direction to 'BOTH.

SMTP:COMMAND:TURN

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is an attempt to use the SMTPVRFY
command. This command is not used bymost standard
clients and servers andmay reveal sensitive information
about e-mail accounts.

SMTP:COMMAND:VRFY

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to determine if the SMTP
server supports the "WIZ" command, which may provide
anonymous root access.

SMTP:COMMAND:WIZ

sos5.1.0mediumThis signature detects attempts to spoof an e-mail
attachment. EudoraWindows versions prior to up to 6.0.3
are vulnerable. Attackers may send amaliciously crafted
e-mail with an illegal "Attachment Converted:" line in the
message body to spoof attachments, which can lead to
remote code execution.

SMTP:EMAIL:EUDORA-SPOOF3

sos5.1.0mediumThis signature detects attempts to spoof an e-mail
attachment. EudoraWindows 6.2.0.7 and earlier versions
are vulnerable. Attackers may send amaliciously crafted
e-mail with an illegal "Attachment Converted:" line in the
message body to spoof attachments, which can enable
remote code execution.

SMTP:EMAIL:EUDORA-SPOOF4

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to send shell commands
via an SMTP e-mail message by exploiting the pipe
passthrough vulnerability. Attackers may use the invalid
"from |" as the return e-mail address to cause Sendmail to
reroute data to another program.

SMTP:EMAIL:HEADER-FROM-PIPE

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to send shell commands
via an SMTP e-mail message by exploiting the pipe
passthrough vulnerability. Attackers may use the invalid 'to
|' as the return e-mail address to cause Sendmail to reroute
data to another program.

SMTP:EMAIL:HEADER-TO-PIPE

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to send shell commands
via an SMTP e-mail message by exploiting the pipe
passthrough vulnerability. Attackers may use the invalid
"mail from |"as the returne-mail address to causeSendmail
to reroute data to another program.

SMTP:EMAIL:MAIL-FROM-PIPE
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sos5.0.0,
sos5.1.0

highThis signature detects attempts to send shell commands
via an SMTP e-mail message by exploiting the "decode"
e-mail alias vulnerability. Attackersmay use the invalid 'rcpt
todecode' as the "rcpt to"e-mail address tocauseSendmail
to reroute data to the program uudecode. Attackers may
then send uuencoded data to overwrite files or place an
arbitrary .rhosts files onto the system.

SMTP:EMAIL:RCPT-TO-DECODE

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to send shell commands
via an SMTP e-mail message by exploiting the pipe
passthroughvulnerability. Attackersmayuse the invalid 'rcpt
to |' as the "rcpt to" e-mail address to cause Sendmail to
reroute data to another program. Some STMP servers have
been shown to use the '|' character legitimately.

SMTP:EMAIL:RCPT-TO-PIPE

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to send shell commands
via an SMTP e-mail message by exploiting the pipe
passthrough vulnerability. Attackers may use the invalid
'reply to |' as the "reply to" e-mail address to causeSendmail
to reroute data to another program. This may also be
legitimate traffic from several types of SMTP servers.

SMTP:EMAIL:REPLY-TO-PIPE

sos5.0.0,
sos5.1.0

highThis signature detects denial-of-service (DoS) attempts
that exploit a MIME header vulnerability in Microsoft
ExchangeServer5.5.Attackersmaysendane-mailmessage
withanemptycharset value ("") in theMIMEheader tocause
a denial-of-service (DoS).

SMTP:EXCHANGE:DOS

sos5.1.0highThis protocol anomaly is a BDAT command that is not
chunk-size.

SMTP:EXCHANGE:INV_BDAT_CMD

sos5.1.0highThis protocol anomaly is a BDATwith a chunk-size larger
than 0x7fffffff.

SMTP:EXCHANGE:INV_BDAT_SEC_LEN

sos5.1.0criticalThis signature detects attempts to exploit a vulnerability in
Microsoft Exchange Server 5.5 and 2000. The command
verb "Xexch50", which is valid only for communication
between validated Exchange servers, is handled incorrectly.
Attackers may send the command verb with a negative
numberoravery largepositivenumber tocrash theExchange
server, and, in extreme cases with Exchange Server 2000,
may also take control of the server.

SMTP:EXCHANGE:MAL-VERB-XEXCH50

sos5.1.0lowThis signature detects attempts to exploit a vulnerability in
the Eudora mail client. By supplying a link containing
character entities, an attacker can force Eudora to display
a link as something other than what it really is.

SMTP:EXPLOIT:EUDORA-URL-SPOOF

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
URL handling with the Microsoft Help and Support Center
(HSC) when invoked with an hcp:// URL. By embedding a
quote (") character in the URL, HSC can be instructed to
load an arbitrary local file or remote web page, which can
then be used to execute scripts in the local zone.

SMTP:EXPLOIT:HCP-QUOTE-SCRIPT
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sos5.1.0mediumThis signature detects attempts to evade antivirus tools
such as MIME Tools, a Linux-based e-mail MIME scanner.
The MIME RFC allows for an empty boundary, but most all
mail clients use one, while many viruses will not.

SMTP:EXPLOIT:MIME-TOOLS-EVADE

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .386 and were sent via SMTP. Because .386s (
Windows Enhanced Mode Driver) files can contain
executable code, thismay indicate an incoming e-mail virus.
Attackers may create malicious executables, tricking users
into executing the file and infecting the system.

SMTP:EXT:DOT-386

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .ade and were sent via SMTP. Because .ADEs (
MicrosoftAccessProjectExtension) filescancontainmacros,
this may indicate an incoming e-mail virus. Attackers may
create malicious scripts, tricking users into executing the
macros and infecting the system.

SMTP:EXT:DOT-ADE

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .adp and were sent via SMTP. Because .ADPs
(Microsoft Access Project) files can contain macros, this
may indicate an incominge-mail virus. Attackersmay create
malicious scripts, tricking users into executing the macros
and infecting the system.

SMTP:EXT:DOT-ADP

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .bas and were sent via SMTP. Because .BASs
(Microsoft Visual Basic Class Module) files contain
executable code, thismay indicate an incoming e-mail virus.
Attackers may create malicious executables, tricking users
into executing the file and infecting the system.

SMTP:EXT:DOT-BAS

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.bat' sent viaSMTP.Thismay indicatean incoming
e-mail virus. .BATs (executable files) contain one or more
scripts.Attackersmaycreatemaliciousexecutables, tricking
the user into executing the file and infecting the system.

SMTP:EXT:DOT-BAT

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .chm and were sent via SMTP. Because .CHMs
(Compiled HTML Help File) files can contain scripts, this
may indicate an incominge-mail virus. Attackersmay create
malicious scripts, tricking users into executing the files and
infecting the system.

SMTP:EXT:DOT-CHM

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.cmd' sent via SMTP. This may indicate an
incoming e-mail virus. CMD files contain commands that
when executed can cause significant damage to awindows
system.

SMTP:EXT:DOT-CMD
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sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.com' sent via SMTP. This may indicate an
incoming e-mail virus. .COMs (executable files) contain one
ormore scripts. Attackersmaycreatemaliciousexecutables,
tricking the user into executing the file and infecting the
system.

SMTP:EXT:DOT-COM

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.cpl' sent viaSMTP.Thismay indicatean incoming
e-mail virus. CPLs (Control Panel eLements) are standard
MicrosoftWindows files thatcontainWindowsControlPanel
settings. Attackers may hide malicious executables within
a CPL file, tricking users into executing the file and infecting
the system.

SMTP:EXT:DOT-CPL

sos5.1.0lowThis signature detects e-mail attachments that have the
extension .crt and sent received via SMTP. Because .CRTs
(Security Certificate) files can contain executable code, this
may indicate an incominge-mail virus. Attackersmay create
malicious executable code, tricking users into executing the
file and infecting the system.

SMTP:EXT:DOT-CRT

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.exe' sent viaSMTP.Thismay indicatean incoming
e-mail virus. .EXEs (executable files) contain one or more
scripts.Attackersmaycreatemaliciousexecutables, tricking
the user into executing the file and infecting the system.

SMTP:EXT:DOT-EXE

sos5.1.0mediumThis signature detects GRP files sent over SMTP. GRP files
can containWindows ProgramGroup information, andmay
be exploited by malicious users to deposit instructions or
arbitrary code on a target's system. User involvement is
required to activate GRP files; typically they are attached to
a harmless-appearing e-mail message.

SMTP:EXT:DOT-GRP

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .hlp and sent received via SMTP. Because .HLPs
(Help File) files can contain macros, this may indicate an
incoming e-mail virus. Attackers may create malicious
scripts, trickingusers intoexecuting themacrosand infecting
the system.

SMTP:EXT:DOT-HLP

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.ht' sent via SMTP. Thismay indicate an incoming
e-mail virus or other attack. HT files contain configuration
information for the Hyperterm console program, shipped
with everyWindows operating system sinceWindows 95. It
is the default handler program for .ht files. A recent
vulnerability in Hyperterm could allow an attacker to take
control of your computer via an infected .ht file. These files
are not normally sent via e-mail.

SMTP:EXT:DOT-HT

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .inf andwere sent viaSMTP.Because .INFs (Setup
Information) files contain scripts, this may indicate an
incoming e-mail virus. Attackers may create malicious
scripts, tricking users into executing the file and infecting the
system.

SMTP:EXT:DOT-INF
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sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .ins and were sent via SMTP. Because .INSs
(Internet Naming Service) files contain configuration
parameters, this may indicate an incoming e-mail virus.
Attackers may includemalicious configurations, tricking
users into executing the file and infecting the system.

SMTP:EXT:DOT-INS

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .isp and were sent via SMTP. Because .ISPs
(Internet Communication Settings) files contain
configuration parameters, this may indicate an incoming
e-mail virus.Attackersmay includemaliciousconfigurations,
trickingusers intoexecuting the file and infecting the system.

SMTP:EXT:DOT-ISP

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .js and were sent via SMTP. Because .JSs
(JavaScript File) files contain scripts, this may indicate an
incoming e-mail virus. Attackers may create malicious
scripts, tricking users into executing the file and infecting the
system.

SMTP:EXT:DOT-JS

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .jse and were sent via SMTP. Because .JSEs
(JavaScript Encoded) files contain scripts, thismay indicate
an incoming e-mail virus. Attackers may create malicious
scripts, tricking users into executing the file and infecting the
system.

SMTP:EXT:DOT-JSE

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .lnk and were sent via SMTP. Because .LNKs
(Windows link) files can point to any program, this may
indicate an incoming e-mail virus. Attackers may create a
link pointing to a dangerous program, tricking users into
executing the link and affecting the system.

SMTP:EXT:DOT-LNK

sos5.1.0lowThis signature detects e-mail attachments that have the
extension .mdb and were sent via SMTP. Because .MDBs
(MS Access Application) files can contain scripts, this may
indicate an incoming e-mail virus. Attackers may create
malicious scripts, tricking users into executing the file and
infecting the system.

SMTP:EXT:DOT-MDB

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .mde and were sent via SMTP. Because .MDEs
(Microsoft Access MDE database) files can contain scripts
andmacros, this may indicate an incoming e-mail virus.
Attackers may create malicious scripts, tricking users into
executing the file and infecting the system.

SMTP:EXT:DOT-MDE

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .msc and were sent via SMTP. Because .MSCs (
Microsoft Common Console Document) files can contain
configuration information, this may indicate an incoming
e-mail virus.Attackersmaychange theconfiguration topoint
to a dangerous command, tricking users into executing the
files and infecting the system.

SMTP:EXT:DOT-MSC
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sos5.1.0mediumThis signature detects e-mail attachments with the
extension .msi sent viaSMTP.Thismay indicatean incoming
e-mail virus. .MSIs (Microsoft Windows Installer Package)
contain executable code. Attackers may create malicious
executables, tricking the user into executing the file and
infecting the system.

SMTP:EXT:DOT-MSI

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .mspsentviaSMTP.Thismay indicatean incoming
e-mail virus. .MSPs (Microsoft Windows Installer Patch)
contain executable code. Attackers may create malicious
executables, tricking the user into executing the file and
infecting the system.

SMTP:EXT:DOT-MSP

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .ocx and were sent via SMTP. Because .OCXs
(ObjectControl Extension) files cancontainmultiple scripts,
this may indicate an incoming e-mail virus. Attackers may
create malicious executables, tricking users into executing
the file and infecting the system.

SMTP:EXT:DOT-OCX

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .pcd and were sent via SMTP. Because .PCDs
(Photo CDMS Compiled Script) files can contain scripts,
this may indicate an incoming e-mail virus. Attackers may
createmalicious scripts, tricking users into executing the file
and infecting the system.

SMTP:EXT:DOT-PCD

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.pif' sent viaSMTP.Thismay indicatean incoming
e-mail virus. PIFs (Program Information Files) are standard
Microsoft Windows files that contain start up properties for
DOSapplications.Attackersmayhidemaliciousexecutables
within a PIF file, tricking users into executing the file and
infecting the system.

SMTP:EXT:DOT-PIF

sos5.1.0mediumThis signature detects e-mail attachments that have the
extension .reg and were sent via SMTP. Because .REGs
(Registry Entries) files contain entries for the Registry, this
may indicate an incominge-mail virus. Attackersmay create
malicious entries, tricking users into executing the file and
infecting the system.

SMTP:EXT:DOT-REG

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.scr' sent viaSMTP.Thismay indicatean incoming
e-mail virus. SCRs (ScreenSaver files) are renamed '.exe'
files containing executable code. Attackers may disguise
malicious executables to appear as harmless screensaver
files, tricking theuser into executing the file and infecting the
system.

SMTP:EXT:DOT-SCR

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .sct sent via SMTP. Thismay indicate an incoming
e-mail virus. .SCTs (Windows Script Component) contain
scripts. Attackers may create malicious scripts, tricking the
user into executing the file and infecting the system.

SMTP:EXT:DOT-SCT
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sos5.1.0lowThis signature detects e-mail attachments with the
extension .url sent via SMTP. Thismay indicate an incoming
e-mail virus. .URLs (Internet Shortcut) contain a link to a
web location. Attackers may create amalicious shortcut,
tricking the user into executing the file and send the user to
amalicious website.

SMTP:EXT:DOT-URL

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .vb sent via SMTP. This may indicate an incoming
e-mail virus. .VBs (VBScript File) contain scripts. Attackers
may createmalicious scripts, tricking theuser into executing
the file and infecting the system.

SMTP:EXT:DOT-VB

sos5.1.0mediumThis signature detects e-mail attachments with the
extension '.vbs' sent viaSMTP.Thismay indicatean incoming
e-mail virus. VBSs (Visual Basic files) contain one or more
executable scripts. Attackers may createmalicious VB files,
tricking the user into executing the file and infecting the
system.

SMTP:EXT:DOT-VBS

sos5.1.0infoThis signature detects metafiles (files with .emf or .wmf
extensions) in an e-mail attachment. Some versions of
Microsoft Windows produce boundary errors when
processing metafiles, enabling attackers to create a denial
of service (DoS) and execute arbitrary code.

SMTP:EXT:DOT-WMF

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .wsc sent viaSMTP.Thismay indicatean incoming
e-mail virus. .WSCs (Windows Script Component) contain
scripts. Attackers may create malicious scripts, tricking the
user into executing the file and infecting the system.

SMTP:EXT:DOT-WSC

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .wsf sent viaSMTP.Thismay indicatean incoming
e-mail virus. .WSFs (Windows Script File) contain scripts.
Attackersmay createmalicious scripts, tricking the user into
executing the file and infecting the system.

SMTP:EXT:DOT-WSF

sos5.1.0mediumThis signature detects e-mail attachments with the
extension .wshsent viaSMTP.Thismay indicatean incoming
e-mail virus. .WSHs (Windows Script Host Settings File)
contain configuration parameters. Attackers may create
malicious configurations, tricking the user into executing the
file and infecting the system.

SMTP:EXT:DOT-WSH

sos5.1.0mediumThis signaturedetectsanattachedMicrosoftTaskScheduler
(.job) file. Opening amalicious .job file in Task Scheduler
may allow for arbitrary code execution, leading to system
compromise. This vulnerability is present in Microsoft
Windows 2000 Service Pack 2 and later. It is also present
in Microsoft Windows XP Service Pack 1.

SMTP:EXT:JOB
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sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
the Microsoft SMTP Service in Microsoft IIS. Versions 4.0
and 5.0 are vulnerable. A maliciously crafted 'rcpt to:'
command can circumvent e-mail relaying rules. Attackers
may impersonate trusted e-mails or send spam
anonymously.

SMTP:IIS:IIS-ENCAPS-RELAY

sos5.1.0mediumThis protocol anomaly is an SMTP boundary depth that
exceeds the user-definedmaximum. The boundary depth
indicates the number of nested attachments in a MIME
multipart message. The default boundary depth is 4.

SMTP:INVALID:2MANY-BOUNDARY

sos5.1.0highThis protocol anomaly is an SMTPmessage with base64
encoding that contains an invalid character.

SMTP:INVALID:BASE64-CHAR

sos5.1.0mediumThis protocol anomaly is an SMTPmessage with a
content-typemultipart that has no boundary parameter.
The boundary parameter specifies a text string that is used
to delimit the parts of the multipart message.

SMTP:INVALID:BOUNDARY-MISS

sos5.1.0mediumThis protocol anomaly is multiple AUTH commands within
a single SMTP transaction.

SMTP:INVALID:DUP_AUTH

sos5.1.0highThis protocol anomaly is an SMTPmessage with a MIME
multipart content-type that uses duplicate boundaries.

SMTP:INVALID:DUP-BOUNDARY

sos5.1.0highThis protocol anomaly is an SMTPmessage with a MIME
multipart boundary that exceeds actual multipart data (all
data is processed but unfinished boundary delimiters exist).

SMTP:INVALID:UNFIN-MULTIPART

sos5.0.0,
sos5.1.0

highThis signature detects attempts to send shell commands
via an SMTPe-mailmessage by exploiting the back-tick (`)
vulnerability in Great Circle Associates Majordomo, a
perl-based Internet e-mail list server.Whenprocessing a list
command, Majordomo compares the "reply to" e-mail
addressagain theadvertise/noadvertise lists (if configured).
During this comparison, Majordomomay be tricked into
executingcommandswhen itexpandstheback-tickoperator
(used by UNIX to enclose executable commands in a shell
command line). Attackers may use the back-tick operator
in the "reply to" e-mail header to execute arbitrary
commands on the server.

SMTP:MAJORDOMO:COMMAND-EXEC

sos5.1.0highThis signaturedetectsamaliciously craftedPDF fileattached
to an e-mail. Attackers may insert certain shell
metacharacters at the beginning of a uuencoded PDF file to
force Adobe Acrobat to execute arbitrary commands upon
loading the file.

SMTP:MAL:ACROBAT-UUEXEC

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
Microsoft Outlook Express. Attackers may embed binary
control characters in a URL that is included in an e-mail;
when the URL is viewed, these control characters prevent
Outlook Express and Internet Explorer from displaying the
complete URL, which may havemalicious content.

SMTP:MAL:EMAIL-URL-HIDING-ENC
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sos5.1.0mediumThis signature detects large e-mailmessages (>12MB) sent
to Lotus Domino servers via a commonly published exploit.
Attackers may cause Lotus Domino to exhaust all system
memory and cause the service to stop responding.

SMTP:MAL:NOTES-BIGMAIL

sos5.1.0highThis signature detects attempts to exploit a vulnerability in
the Outlook 2002mail client. Attackers may usemailto:
URLs that contain &amp;quot; strings to execute arbitrary
script commands, enabling them to execute code remotely.

SMTP:MAL:OUTLOOK-MAILTO-QUOT

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to exploit a vulnerability in
SquirrelMail, aPHP4Webmail package.Attackersmaysend
e-mailmessages thatcontain Javascript in theContent-Type
field; when SquirrelMail receives the message, it may
interpret and execute the Javascript, enabling the attacker
to compromise the target system.

SMTP:MAL:SQM-CONTENT-XSS

sos5.1.0highThis signature detects buffer overflow attempts against the
MDaemonmail server. MDaemon 6.7.9 and older versions
are vulnerable. Attackers may send an overly long SMTP
SAML, SOML, or SENDcommand tooverflow thebuffer and
crash the MDaemon service; attackers may also obtain
complete control of the server with SYSTEM level access.

SMTP:MDAEMON:SEND-OF

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to send an e-mail to
ixltd@postone.com. This may indicate the presence of
SQLsnake, aMSSQLworm.SQLsnake infectsMicrosoftSQL
Servers that have SA (administrative) accounts without
passwords. The worm sends a password list and other
system information via e-mail to ixltd@postone.com, then
begins scanning for vulnerable hosts listening on TCP/1433.

SMTP:MSSQL-WORM-EMAIL

sos5.1.0mediumThisprotocolanomaly isanSMTPmessagewithaboundary
length that exceeds 70 characters. The SMTPRFC specifies
70 as the maximum number of characters in a boundary.

SMTP:OVERFLOW:BOUNDARY

sos5.0.0,
sos5.1.0

highThisprotocol anomaly is a text line (in thecommandsection,
before the DATA command) in an SMTP connection that is
too long. This may indicate a buffer overflow attempt.

SMTP:OVERFLOW:COMMAND-LINE

sos5.1.0highThis protocol anomaly is an SMTP content-type name that
exceeds the user-definedmaximum. The default number of
bytes in a content-type name is 128.

SMTP:OVERFLOW:CONTENT-NAME

sos5.0.0,
sos5.1.0

highThis protocol anomaly is an e-mail address that is too long.
This may indicate a buffer overflow attempt.

SMTP:OVERFLOW:EMAIL-ADDRESS

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a domain namewithin an e-mail
address (for example, localhost.localdomain in
root@localhost.localdomain) that is too long. This may
indicate a buffer overflow attempt.

SMTP:OVERFLOW:EMAIL-DOMAIN

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a user name within an e-mail
address (for example, root in root@localhost.localdomain)
that is too long. Thismay indicate abuffer overflowattempt.

SMTP:OVERFLOW:EMAIL-USERNAME
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sos5.1.0highThis protocol anomaly is an SMTP content-disposition
filename that exceeds the user-definedmaximum. The
default number of bytes in a content-disposition filename
is 128.

SMTP:OVERFLOW:FILENAME

sos5.1.0highThis signature detects SMTPmessages with headers that
contain format stringerrors.Metamail 2.7 andearlier versions
are vulnerable. Because Metamail does not handle SMTP
headers correctly, attackers may sendmaliciously crafted
SMTPmessages to execute arbitrary code at the same
privilege level as the target (typically user). Note: Systems
that typically carry non-English e-mailmessages shouldnot
include this attack object in their security policy.

SMTP:OVERFLOW:METAMAIL-HDR-FS2

sos5.1.0highThis signature detects SMTPmessages with large headers
that contain character set information. Metamail 2.7 and
earlier versions are vulnerable. Because Metamail does not
handle SMTP headers correctly, attackers may send
maliciously crafted SMTPmessages to execute arbitrary
code at the same privilege level as the target (typically a
user). Note: Systems that typically carry non-English e-mail
messages should not include this attack object in their
security policy.

SMTP:OVERFLOW:METAMAIL-HDR-OF1

sos5.1.0highThis signature detects SMTPmessages with large headers
that contain character set information. Metamail 2.7 and
earlier versions are vulnerable. Because Metamail does not
handle SMTP headers correctly, attackers may send
maliciously crafted SMTPmessages to execute arbitrary
code at the same privilege level as the target (typically a
user). Note: Systems that typically carry non-English e-mail
messages should not include this attack object in their
security policy.

SMTP:OVERFLOW:METAMAIL-HDR-OF2

sos5.0.0,
sos5.1.0

highThis signature detects buffer overflow attempts against
MicrosoftOutlookExpress,whichshipswith InternetExplorer
5.5. Attackers may send amaliciously crafted e-mail to a
host; if the host opens the e-mail in Outlook Express,
attackers may execute arbitrary code on the host.

SMTP:OVERFLOW:OUTLOOK-CERT-OF

sos5.0.0,
sos5.1.0

highThis protocol anomaly is a server reply line in an SMTP
connection that is too long. This may indicate a buffer
overflow attempt by a compromised or malicious SMTP
server.

SMTP:OVERFLOW:REPLY-LINE

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a vulnerability in
Sendmail. Sendmail versions 5.79 to 8.12.7 are vulnerable.
Attackers may includemultiple empty address containers
in anSMTPheader field tooverflow theSMTPheader buffer
and force Sendmail to execute arbitrary code on the host;
attackers may obtain root access.

SMTP:OVERFLOW:SENDMAIL-CMT-OF1

sos5.0.0,
sos5.1.0

criticalThis signature detects attempts to exploit a vulnerability in
Sendmail. Sendmail versions 5.79 to 8.12.7 are vulnerable.
Attackers may includemultiple empty address containers
in anSMTPheader field tooverflow theSMTPheader buffer
and force Sendmail to execute arbitrary code on the host.

SMTP:OVERFLOW:SENDMAIL-CMT-OF2
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sos5.1.0criticalThis signature detects buffer overflow attempts against
Sendmail. Sendmail versions 8.8.0 and 8.8.1 are vulnerable.
Attackersmay embed amaliciously craftedMIME header in
an e-mail to overflow a buffer in Sendmail and execute
arbitrary commands as root.

SMTP:OVERFLOW:SENDMAIL-MIME-OF

sos5.1.0mediumThis signature detects SMTPmessages with Base-64
encoded headers. SquirrelMail 1.4.3a and earlier versions do
not correctly sanitize SMTP headers. Attackers may send
maliciously crafted SMTPmessages to execute arbitrary
codeat the sameprivilege level as the target (typically user).
Note: Systems that typically carry non-English e-mail
messages should not include this attack object in their
security policy.

SMTP:OVERFLOW:SQRLMAIL-HDR-INJ

sos5.0.0,
sos5.1.0

mediumThis protocol anomaly is toomany 'RCPT TO:' recipients in
anSMTPconnection.Thismay indicateaverypopular e-mail
message or a DoS/buffer overflow attempt.

SMTP:OVERFLOW:TOO-MANY-RCPT

sos5.1.0mediumThis protocol anomaly is an unparsed SMTP command line
or header line due to amissing ':'. This may indicate a
nonstandard e-mail client or server or a backdoor/exploit
attempt.

SMTP:REQERR:REQ-SYNTAX-ERROR

sos5.1.0highThis signature detects SMTP server responses that are
generated when an unsuccessful attempt is made to send
shell commands via an SMTP e-mailmessage by exploiting
the pipe (|) passthrough vulnerability in SendMail. If the '|'
operator was used within specified "mail to" and/or "rcpt
to" e-mail addresses to cause Sendmail to reroute data to
another program, attackers receive a '550' error message.

SMTP:RESPONSE:PIPE-FAILED

sos5.1.0mediumThis signature detects character strings within an e-mail
message that are designed to exploit a vulnerability in
SpamAssasssin. SpamAssassin Project SpamAssassin 2.63
and earlier are vulnerable. SpamAssassin uses a weighting
system to determine when an e-mail message is spam.
Attackers may send amaliciously crafted e-mail with a
spoofed address to cause SpamAssassin to consider all
further e-mail fromthespoofedaddressas spam, regardless
of the target's whitelist settings. After the malicious e-mail
has been received by the target, SpamAssassin blocks all
e-mails from the spoofed address.

SMTP:SAGTUBE-DOS

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Sendmail SMTP server versions prior to 8.12.9. Because the
prescan() procedure that processes e-mail addresses in
SMTP headers does not perform some char and int
conversions correctly, attackers may send amaliciously
crafted request to corrupt the Address Prescan Memory on
a Sendmail SMTP server and execute arbitrary code.

SMTP:SENDMAIL:ADDR-PRESCAN-ATK

sos5.0.0,
sos5.1.0

highThis signature detects attempts to exploit a vulnerability in
Sendmail versions 8.12.8 and earlier. Under certain
conditions, the Sendmail address parser does not perform
sufficient bounds checking when converting char to int.
Attackers may use this exploit to gain control of the server.

SMTP:SENDMAIL:SENDMAIL-FF-OF
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sos5.0.0,
sos5.1.0

criticalThis signature detects the AutoProxy trojan attempting to
contact amaster server and register the IPaddressandopen
ports of the infected host. AutoProxy is a trojan that installs
a proxy server on Microsoft Windows hosts. Attackers may
use an infected host to attack other targets while masking
their actual IP address.

TROJAN:AUTOPROXY:INFECTED-HOST

sos5.1.0highThis signature detects a banner from the FTP server
embedded in the MoonPie backdoor version 3.0 (other
versions may also be detected).

TROJAN:MISC:MOONPIE3-FTP-RESP

sos5.1.0mediumThis signature detects access to theWanRemote
administration interface using the HTTP protocol.

TROJAN:MISC:WANREMOTE-ADMIN

sos5.1.0criticalThis signature detects login attempts from a client infected
with a trojan installed as part of the Microsoft GDI+ Library
JPEG overflow exploit.

TROJAN:MS-04-028:BACKDOOR-LOGIN

sos5.1.0highThis signature detects attempts by a specific trojan to
download files. The trojan, installed as part of theMicrosoft
GDI+ Library JPEG Overflow exploit, is attempting to
download updated files from a remote host.

TROJAN:MS-04-028:TOOL-DOWNLOAD

sos5.1.0highThis signature detects Phatbot FTP connections. Phatbot,
a trojan similar to Agobot butwithmore functionality, sends
spam from an infected host machine.

TROJAN:PHATBOT:FTP-CONNECT

sos5.0.0,
sos5.1.0

highThis signature detects the string 'nongmin_cn' within an
SMTPheader-from field sent froma remote system to local
server port 25. This may indicate an attacker is attempting
to access the Trojan/WormQAZ. The QAZ Trojan/Worm,
famous for infecting the Microsoft network October 2000,
allows attackers to access data and gain control over some
functions on remote Microsoft Windows systems.

TROJAN:QAZ:TCP25-CALLING-HOME

sos5.1.0highThis signaturedetectse-mail attachmentswith the filename
"x-mas.exe' sent via POP3. Thismay indicate the Babylonia
e-mail virus is attempting to enter the system. The executed
virus infects all files greater than8kb, installs automatic virus
updaters, and allows attackers to further compromise the
system by uploading trojans, creating backdoors, etc.

VIRUS:POP3:BABYLONIA

sos5.1.0highThis signaturedetectse-mail attachmentswith the filename
'badass.exe' sent via POP3. This may indicate the BadAss
e-mail virus is attempting to enter the system. The executed
virus displays a message box with specified text, opens the
Microsoft Outlook database, and sends infectedmessages
containing a Dutch phrase to all addresses found.

VIRUS:POP3:BADASS

sos5.1.0infoThis signature detects the EICAR antivirus test file sent as
an e-mail attachment.

VIRUS:POP3:EICAR-ATTACHMENT
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sos5.1.0criticalThis signaturedetectse-mail attachmentswith the filename
'Eurocalculator.exe' sent via POP3. This may indicate the
Eurocalculator Trojan is attempting to enter the system. The
executed file installs a remote administration Trojan similar
to Back Orifice, allowing attackers to access data and gain
control over some functions on remote Microsoft Windows
systems.

VIRUS:POP3:EUROCALCULATOR

sos5.1.0criticalThis signaturedetectse-mail attachmentswith the filename
'zippati.exe' sent via POP3. This may indicate the e-mail
virus ExploreZip.B is attempting to enter the system. The
executed.ZIP file (zippati in Italian) installs the program
explore.exe, which edits the host and visible networked
WIN.INI files to run explore.exe on startup. The virus also
searches all local and visible networked drives for common
file types (.ASN, .C, .CPP, .DOC, .H, .XLS, .PPT) and reduces
them to zero bytes.

VIRUS:POP3:EXPLOREZIP-B

sos5.1.0criticalThis signaturedetectse-mail attachmentswith the filename
'fix2001.exe' sent via POP3. This may indicate the e-mail
virusFix2001 isattempting toenter thesystem.Theexecuted
file edits the Registry to run the virus on startup, obtains
e-mail addresses from sent and receivedmessages, and
sends infected e-mail messages to all addresses found. If
the virus is patched or corrupted, it also overwrites the
C:COMMAND.COMfilewithadenial-of-service (DoS) (DoS)
trojan that erases all drive data upon reboot.

VIRUS:POP3:FIX2001

sos5.1.0highThis signaturedetects e-mail attachmentsnamed 'Link.vbs'
sent via POP3. This may indicate the VBS.Freelink e-mail
virus is attempting to enter the system. The executed virus
edits Microsoft Windows Registry entries, opens the
Microsoft Outlook database, and sends infectedmessages
to all addresses found.

VIRUS:POP3:FREELINK

sos5.1.0highThis signature detects e-mails with the header 'X-Spanska:
Yes' and the UU-encoded attachment 'Happy99.exe' sent
via POP3. This may indicate the e-mail virus/worm
Happy99/Ska is attempting to enter the system. The
executed file edits files (notablyWSOCK32.DLL) in the
system directory, obtains e-mail addresses from sent and
receivedmessages, and sends infected e-mail messages to
all addresses found. OnceWSOCK32.DLL is successfully
modified, the virus/worm also exhibits a message box
animation routine of a fireworks display.

VIRUS:POP3:HAPPY99

sos5.1.0highThis signature detects e-mail attachments named 'irok.exe'
sent via POP3. This may indicate the e-mail virus Irok is
attempting to enter the system. The executed file exhibits
amessageboxanimation routineofastarfieldwhilecopying
itself to theWindows system directory and writing the file
Irokrun.vbs to the Startup directory. Upon reboot, the VB
script usesWindows Scripting Host (WSH) to open the
Microsoft Outlook database and send infected files to up to
60 addresses found. This virus also install the file script.ini
to the m IRC directory and use dcc to send irok.exe to IRC
clients who join the channel.

VIRUS:POP3:IROK
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sos5.1.0criticalThis signature detects e-mails with the content 'Software
provided by Matrix' sent via POP3. This may indicate the
e-mail virus Matrix is attempting to enter the system. The
executed file first checks for antivirus software running on
the host and terminates if found.Otherwise, the virus copies
itself to theWindows directory as Ie_pack.exe, runs, and
renames toWin32.dll. Matrix also installs the downloader
programMtx_.exe (which downloads plug-ins for the virus
upon reboot), and infectsWin32 executables.

VIRUS:POP3:MATRIX

sos5.1.0highThis signature detects e-mail attachments named
'pics4you.exe' sent via POP3. This may indicate the e-mail
virusMyPics isattempting toenter thesystem.Theexecuted
file installs as Pics4You.exe andwrites itself to theWindows
Startup directory, obtains e-mail addresses from the
Microsoft Outlook database, and sends infected e-mail
messages to 50 addresses at a time. MyPics was also
designed to corrupt CMOS data and reformat hard drives
on 1/1/2000.

VIRUS:POP3:MYPICS

sos5.1.0highThis signature detects e-mailswith the subject 'ble bla'with
the attachments myjuliet.chm andmyromeo.exe sent via
POP3. This may indicate the e-mail virus Verona is
attempting to enter the system. Because CHM files are
compressed HTML files, myjuliet.chm is activated when
viewed in the Microsoft Outlook preview pane; once
triggered, theCHMfile runsmyromeo.exe in thebackground.
Myromeo.exe obtains e-mail addresses from the Microsoft
Outlook database, sends infected e-mail messages to all
addresses found, and edits theWindowdirectory file hh.dat.

VIRUS:POP3:MYROMEO-BLE-BLA

sos5.1.0highThis signature detects e-mail attachments with the name
'myromeo.exe' accompanied by myjuliet.chm and sent via
POP3. This may indicate the e-mail virus Verona is
attempting to enter the system. Because CHM files are
compressed HTML files, myjuliet.chm is activated when
viewed in the Microsoft Outlook preview pane; once
triggered, theCHMfile runsmyromeo.exe in thebackground.
Myromeo.exe obtains e-mail addresses from the Microsoft
Outlook database, sends infected e-mail messages to all
addresses found, and edits theWindow directory file hh.dat

VIRUS:POP3:MYROMEO-EXE

sos5.1.0highThis signature detects e-mails with the attachments
myjuliet.chm andmyromeo.exe sent via POP3. This may
indicate the e-mail virus Verona is attempting to enter the
system. Because CHM files are compressed HTML files,
myjuliet.chm is activated when viewed in the Microsoft
Outlook preview pane; once triggered, the CHM file runs
myromeo.exe in the background. Myromeo.exe obtains
e-mail addresses from the Microsoft Outlook database,
sends infected e-mailmessages to all addresses found, and
edits theWindow directory file hh.dat.

VIRUS:POP3:MYROMEO-I-LOVE-YOU
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sos5.1.0highThis signature detects e-mail attachments with the name
'myjuliet.chm' accompanied by myromeo.exe and sent via
POP3. This may indicate the e-mail virus Verona is
attempting to enter the system. Because CHM files are
compressed HTML files, myjuliet.chm is activated when
viewed in the Microsoft Outlook preview pane; once
triggered, theCHMfile runsmyromeo.exe in thebackground.
Myromeo.exe obtains e-mail addresses from the Microsoft
Outlook database, sends infected e-mail messages to all
addresses found, and edits theWindowdirectory file hh.dat.

VIRUS:POP3:MYROMEO-MYJULIET

sos5.1.0highThis signature detects e-mail attachments named
'navidad.exe' sent via POP3. This may indicate the e-mail
virus Navidad is attempting to enter the system. The
executed file copies itself as winsvrc.vxd to theWindows
system directory and edits the Registry to run the virus on
reboot, installs into the system tray, and displays a dialog
boxwith the text 'UI.' The virus also intercepts new incoming
e-mail addresses and sends infected e-mail messages to
all senders.

VIRUS:POP3:NAVIDAD

sos5.1.0criticalThis signature detects e-mail attachments named
'readme.exe' sent via POP3. This may indicate the e-mail
virusNimda is attempting to enter the system.Theexecuted
file installs to theWindows directory, edits the Registry to
run the virus on reboot, and infects Internet-related files.
Nimda then obtains e-mail addresses and sends infected
messages to all addresses foundusing its ownSMTPserver.

VIRUS:POP3:NIMDA

sos5.1.0criticalThis signaturedetectse-mail attachmentsnamed 'xpass.xls'
sent via POP3. This may indicate the e-mail virus Papa is
attempting to enter the system. The executed Microsoft
Excel file obtains e-mail addresses fromMicrosoft Outlook
database and sends infectedmessages to the first 60
addresses found. Papa also attempts to create a
denial-of-service (DoS) by pinging the all.net Web server.

VIRUS:POP3:PAPA

sos5.1.0criticalThis signature detects e-mail attachments named
ICQ_Greeting.exe sent using POP3. This may indicate the
e-mail virus Passion is attempting to enter the system. The
executed file copies itself to local root drive, edits the registry
to run the virus on reboot, and deletes files. Passion then
obtains e-mail addresses from the Microsoft Outlook
database and sends infectedmessages to the first 50
addresses found.

VIRUS:POP3:PASSION

sos5.1.0criticalThis signature detects e-mails with the subject 'Pikachu
Pokemon' sent via POP3. Thismay indicate the e-mail virus
Pikachu Pokemon is attempting to enter the system. The
executed filedisplaysa "friendly"message featuringPikachu
while it overwrites the Autoexec.Bat file to delete most
Microsoft Windows 9x system files upon reboot. Pikachu
then obtains e-mail addresses fromMicrosoft Outlook
database and sends infectedmessages to all addresses
found.

VIRUS:POP3:PIKACHU-POKEMON

989Copyright © 2019, Juniper Networks, Inc.

Appendix E: Log Entries



sos5.1.0criticalThis signature detects e-mails with the subject
'C:\CoolProgs\Pretty Park.exe' sent via POP3. This may
indicate the e-mail virus Pretty Park is attempting to enter
the system. The executed file copies itself to theWindows
System directory as FILES32.VXD and edits the Registry to
run the virus on reboot. Pretty Park then obtains e-mail
addresses fromMicrosoft Outlook database and sends
infectedmessages to all addresses found every 30minutes.
The virus also attempts to contact its author via IRC chat
every 30 seconds; attackers may use the installed virus as
a backdoor remote access tool to further compromise the
system.

VIRUS:POP3:PRETTY-PARK

sos5.1.0highThis signature detects e-mail attachments named
'SETUP.EXE' sent via POP3. This may indicate the e-mail
virus Simbiosis (Cholerawormexecutable containing aCTX
virus) is attempting to enter the system. The executed
Cholera worm copies itself to theWindows directory and
edits either theWIN.INI file (Windows 9x) or the Registry
(NT) to run theviruson reboot.Simbiosis thenobtainse-mail
addresses from Internet-related files and sends infected
messages to all addresses foundusing its ownSMTPserver.
The executed CTX virus appends and infects Microsoft
WindowsPE executables; the virus does not carry a payload
and is apparent only through a video effect.

VIRUS:POP3:SIMBIOSIS

sos5.1.0criticalThis signature detects e-mail attachments named
'Suppl.doc' sent via POP3. This may indicate the e-mail
virus/trojan Suppl is attempting to enter the system. The
executed file macros copy the active (virus) document to
theWindows directory as Anthrax.ini and decompress the
maliciousWsock32.dll file appended to Suppl.doc. On
reboot, the virus file DLL.tmp replaces the malicious
Wsock32.dll and the original Wsock32.dll is renamed to
Wsock33.dll. Suppl then attaches to all outgoing SMTP
e-mail messages, locates files with common extensions
(DOC, .TXT, .ZIP, etc) on available hard drives, and truncates
those files to zero bytes.

VIRUS:POP3:SUPPL

sos5.1.0highThis signature detects e-mail attachments named
'The_Fly.chm' sent via POP3. This may indicate the e-mail
virusTheFly isattempting toenter thesystem.Theexecuted
file copies itself as THE_FLY.CHM to theWindows directory,
as DXGFXB3D.DLL toWindows systemdirectory, and opens
a graphic with message 'If you ride amotorcycle, close your
mouth'. The Fly then copies MSJSVM.JS to theWindows
systemdirectory andedits theRegistry to run this JavaScript
upon reboot. The virus also obtains e-mail addresses from
the Microsoft Outlook database and sends infected
messages to all addresses found.

VIRUS:POP3:THEFLY
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sos5.1.0criticalThis signature detects e-mail attachments named
'Timofonica.txt.vbs' sent via POP3. This may indicate the
e-mail virus Timofonica is attempting to enter the system.
The executed file creates cmos.com and edits the Registry
to run the virus on reboot. When cmos.com is run, it erases
CMOSmemory,MBRs from the first four physical harddisks,
and MBRs and DOS Boot Records of extended partitions.
Timofonicaalsoobtainse-mail addresses fromtheMicrosoft
Outlook database and sends infectedmessages to all
addresses found. Simultaneously, the virus e-mails theSMS
gateway at Moviestar.net and send SMSmessages to
random cellular phone numbers.

VIRUS:POP3:TIMOFONICA

sos5.1.0highThis signature detects e-mail attachments named
'Toadie.exe' sent via POP3. This may indicate the e-mail
virusToadie is attempting to enter the system.Theexecuted
file infects EXE files by relocating the initial 7800 bytes to
the end of the file, encrypting those bytes, andwriting 7800
bytes of its own DOS program to the beginning of the file,
thus changing EXE files to DOS files. When run, the virus
code first infects more EXE files before passing control.
Toadie also replaces unsent e-mail messages in Pegasus
Mail, andmay send copies of itself via IRC.

VIRUS:POP3:TOADIE

sos5.1.0highThis signature detects e-mail attachments named
'666test.vbs' sent via POP3. This may indicate the e-mail
virus TripleSix is attempting to enter the system. The
executed file displays three dialogue boxes leading the user
through the game "Does your name add up to 666?". The
virus then copiesWINTEMP.TXT to theWindows directory;
this file createsWINTEMP.EXE (a PkZip executable), which
in turn creates 666TEST.ZIP (an archive). The archive is
copied to theWindows systemdirectory asWINSWAP.SWP.
Triplesix also writes REGSVR.VBS to theWindows system
directory and edits the Registry to run that script on reboot.
WhenREGSVR.VBS is activated, it obtains e-mail addresses
from the Microsoft Outlook database and sends infected
messages toall addresses found, overwritesmIRCandPirch
setup files, and sends infectedmessages via IRC.

VIRUS:POP3:TRIPLESIX

sos5.1.0highThis signaturedetectse-mail attachmentsnamed 'Tune.vbs'
sent via POP3. This may indicate the e-mail virus Tune is
attempting to enter the system. The executed file copies
itself to theWindows, Windows system, and Temporary
directories and edits the Registry to run the virus on reboot.
When activated, it obtains e-mail addresses from the
Microsoft Outlook database and sends infectedmessages
toall addresses found, overwritesmIRCandPirch setup files,
and sends infectedmessages via IRC.

VIRUS:POP3:TUNE
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sos5.1.0highThis signature detects e-mail attachments containing the
string 'begin' and the file extension 'vbs' sent via POP3. This
may indicate the e-mail virus LoveLetter is attempting to
enter the system. The executed file copies itself to the
Windows system directory and edits the Registry to run the
virus on reboot; when activated, it downloads a trojan from
a specified web site that deletes security keys and sends
stolenpasswords to itsowner. LoveLetteralsoobtainse-mail
addresses from the Microsoft Outlook database and sends
infectedmessages to all addresses found, overwrites mIRC
and Pirch setup files, and sends infectedmessages via IRC.

VIRUS:POP3:UUENCODED-DOT-VBS

sos5.1.0mediumThis signature detects e-mails containing 'kak.hta' sent via
POP3. This may indicate the e-mail virus Kak is attempting
to enter the system. The virus arrives embedded within
Microsoft Outlook message signature file as kak.htm, and
activates when viewed in the Microsoft Outlook preview
pane. Once triggered, the file copies itself as kak.hta to the
Windowsstartupandsystemdirectories; on reboot, the virus
overwrites the autoexec.bat file to delete the virus from the
startup directory. Kak then replaces the Microsoft Outlook
message signature with infected file kak.htm. The virus also
displays an alert box after 6pmon the first day of themonth
and shows downWindows.

VIRUS:POP3:WSCRIPT-KAK

sos5.1.0criticalThis signature detects e-mail attachments named 'Y2k.exe'
sent via POP3. This may indicate the e-mail virus Zelu is
attempting to enter the system disguised as the utility
ChipTec Y2K Freeware Version. The executed file scans
available directories, corrupts writeable files, and inserts a
message at the beginning of infected files. Zelu may reset
the system, making the operating system unusable and
erasing all data.

VIRUS:POP3:Y2K-ZELU

sos5.1.0criticalThis signature detects e-mail attachments named
'ZippedFiles.exe' sent viaPOP3.Thismay indicate thee-mail
virus Zipped_Files is attempting to enter the system. The
executed.ZIP file installs the program explore.exe, which
edits the host and visible networkedWIN.INI files to run
explore.exe on startup. The virus also searches all local and
visible networked drives for common file types (.ASN, .C,
.CPP, .DOC, .H, .XLS, .PPT) and reduces them to zero bytes.

VIRUS:POP3:ZIPPED

sos5.1.0highThis signature detects the Q through T variants of the Bagle
SMTP virus. Bagle sends e-mails containing an attachment
withamaliciouspayload.Viewing thee-mailmessage loads
anexternal linkusingHTTP; this link is actually anexecutable
program that infects the target. The virus then sends a copy
of itself to e-mail addresses found on the target's hard drive
using the target's e-mail address as the return address.

VIRUS:SMTP:BAGLE.Q-SMTP

sos5.1.0highThis signature detects e-mail attachments that contain two
file extensions. Attackers or viruses may send e-mail
attachments that use two file extensions to disguise the
actual file name and trick users into opening amalicious
attachment.

VIRUS:SMTP:DOUBLE-DOT-DOT
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sos5.1.0highThis signature detects the J variant of the Dumaru SMTP
virus.Dumarusendse-mailswith thesubject line: "Important
information for you. Read it immediately!"; the e-mail
includesa .zipattachment that containsamaliciouspayload
disguised as a picture. When the picture is viewed, the
malicious executable program infects the target host. The
virus then sends a copy of itself to e-mail addresses found
in the target'saddressbook, using the target'se-mail address
as the return address.

VIRUS:SMTP:DUMARU.J

sos5.1.0infoThis signature detects the EICAR antivirus test file sent as
an e-mail attachment.

VIRUS:SMTP:EICAR-ATTACHMENT

sos5.1.0mediumThis signature detectsWin32 executables sent as a MIME
attachment. Many viruses, worms, and other malicious
programs are transmitted through SMTP attachments. You
mightwant toblockall executableattachmentsand instead
require your users to send executables in a compressed
format.

VIRUS:SMTP:EXE-ATTACH-1

sos5.1.0mediumThis signature detectsWin32 executables sent within a ZIP
file as a MIME attachment. Many viruses, worms, and other
malicious programs are transmitted through SMTP
attachments. Youmight want to block all executable
attachments.

VIRUS:SMTP:EXE-IN-ZIP

sos5.0.0highThis signature detects attempts by the e-mail virus Nail to
enter the system.When executed, the virus assigns the
MicrosoftWord auto.dot template to a template located on
an attacker Web site, enabling the attacker to upload new
viruscode.Nail thenstartsaMAPI (MailAPI) session, obtains
e-mail addresses from theMicrosoftOutlookdatabase, and
sends infected e-mail messages to all addresses found.
Finally, the virus sends an e-mail message to
chainnail@hotmail.com, assumed to be the e-mail address
of the virus author.

VIRUS:SMTP:NAIL

sos5.1.0lowThis signature detects e-mail attachments named
'EXPLORER.DOC' sent via SMTP. This may indicate the
e-mail virus Resume is attempting to enter the system. The
executed file obtains e-mail addresses fromMicrosoft
Outlook database and sends infectedmessages to all
addresses found. When the file is closed, Resume creates
directoryC:Data, copies itself there asNormal.dot, and edits
the Registry to run the virus on reboot. The virus then
attempts todeleteall files fromseveral directories (including
Windows) and all drives from A: to Z:.

VIRUS:SMTP:RESUME-EXPLORER-DOC

sos5.1.0mediumThis signature detects e-mail attachments with one of the
following file name sent via SMTP: approved.pif,
application.pif, doc_details.pif, movie28.pif, password.pif,
ref-39xxxx.pif, screen_doc.pif, screen_temp.pif, _approved.pif.
This may indicate the SOBIG e-mail virus is attempting to
enter the system.

VIRUS:SMTP:SOBIG-ATTACHMENTS
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sos5.1.0mediumThis signature detects attempts to exploit a vulnerability in
PingtelXpressaphones.Attackersmaysupplyanoverly long
request to the HTTPmanagement server on the phone to
execute arbitrary code or crash the phone (the phonemust
be rebooted).

VOIP:MGMT:XPRESSA-HTTP-DOS

sos5.1.0mediumThis signature detects attempts by the Agobot worm to
enumerate SMB shares via HTTP.

WORM:AGOBOT:HTTP-SHARE-ENUM

sos5.1.0highThis signature detects the PY variant of the Agobot worm
as it attempts to infect another host. This signature could
be prone to false positives.

WORM:AGOBOT:PY-HTTP-PROP

sos5.1.0highThis signature detects the AF variant of the Bagle SMTP
virus. Bagle sends e-mails that contain an attachment with
amalicious payload. When the attachment is viewed, the
payloadusesHTTP to loadanexternal link,which is actually
anexecutableprogramthat infects the targethost. Thevirus
then sends a copy of itself to e-mail addresses found on the
target's hard drive, using the target's e-mail address as the
return address.

WORM:BAGLE:AF-HTTP

sos5.1.0highThis signature detects the AF variant of the Bagle SMTP
virus. Bagle sends e-mails to victims with an attachment
withmaliciouspayload.Attempting to view theattachment,
which is actually an executable program, infects the user.
The virus then sends a copy of itself to e-mails found
searching the victim's hard drive for addresses, with the
victim's e-mail address as the return address.

WORM:BAGLE:AF-SMTP

sos5.0.0,
sos5.1.0

highThis signature detects the Berbewworm as it uploads
keylogger information to a listening post. Berewmonitors
user keystrokes for financial data and reports that
information to an attacker via HTTP to a listening post.
Source IP addresses that trigger this signature are extremely
likely to be infected with the Berbewworm.

WORM:BERBEW:KEYLOGGER-UPLOAD

sos5.1.0highThis signature detects Bobax worm activity. The C variant
of the Bobax worm attempts to lookup the correct IP
addresses for listeningpost servers setupby theBobaxvirus
authors. Because lookups for theseaddressesare extremely
suspicious, you should investigate the source device for
Bobax infection. However, this signature detects Bobax
activity (notBobax infection attempts), and cannot beused
to prevent Bobax infection. To prevent Bobax infection,
configure your security policy to drop traffic that matches
the signatures "Windows RPC: LSASSMalicious OpCode"
and "WindowsRPC: LSASSDCE-RPCOversizedFragment".

WORM:BOBAX:C-PHONE-HOME-DNS

sos5.0.0,
sos5.1.0

mediumThe signature detects attempts to infect an Microsoft IIS
server with the Code Redworm using a .ida buffer-overflow
attack. The installedworm downloads code from the donor
host, creates a backdoor on the victim, and sets up 100
threads of the worm that scan for other vulnerable hosts
using random IP addresses. Code Red also checks the host
system time; on the 20th of eachmonth (GMT), all infected
systems send 100k bytes of data to TCP/80 of
www.whitehouse.gov, causing a denial-of-service (DoS).

WORM:CODERED:INFECTION-ATTEMPT
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sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to access a backdoor web
script installed by the Code Red II worm. The Code Red II
worm, like the original Code Red worm, allows attackers to
remotely access the server.

WORM:CODERED-2:CMD-BACKDOOR

sos5.0.0,
sos5.1.0

highThis signature detects attempts by the CodeRedII worm to
infect a host. The CodeRedII worm, also known as
CodeRed.F, exploits the same vulnerability as the original
CodeRed worm.

WORM:CODERED-2:INFECT-ATTEMPT

sos5.0.0,
sos5.1.0

mediumThis signature detects attempts to access a backdoor web
script installed by the Code Red II worm. The Code Red II
worm, like the original Code Red worm, allows attackers to
remotely access the server.

WORM:CODERED-2:ROOT-BACKDOOR

sos5.0.0,
sos5.1.0

mediumThis signature detects the Bagle worm activity on a host.
After infecting a host, the Bagle worm attempts to contact
aWeb server listening post. The Bagle worm, which affects
Microsoft Windows, copies itself to the system directory,
and edits the system registry. The worm uses an e-mail
attachment to propagate itself to other hosts, and has a
hard-coded expiration date (January 28). This signature
could be prone to false positives.

WORM:EMAIL:BAGLE-INFECTION

sos5.1.0mediumThis signature detects e-mail attachments containing the
W32.Sobig.E worm sent via SMTP.

WORM:EMAIL:W32.SOBIG.E

sos5.1.0highThis signature detects the Mimail.A worm attachment in
SMTP traffic. After infecting aWindows-based host, Mimail
sends itself asanattachment toanother target using its own
SMTP engine.

WORM:MIMAIL:MIMAIL.A

sos5.1.0highThis signature detects the Mimail.L worm attachment in
SMTP traffic. After infecting aWindows-based host, Mimail
sends itself asanattachment toanother target using its own
SMTP engine.

WORM:MIMAIL:MIMAIL.L

sos5.1.0highThis signature detects the MoFei worm attempting to
propagate to another host. After infecting a host, the MoFei
worm propagates by depositing a copy of itself in a
vulnerableNetBIOS folder onanother host. TheMoFeiworm
is known by several aliases, includingW32.Mofei-B and
W32.Femot.D.

WORM:MOFEI:MOFEI-B-PROPAGATION

sos5.1.0criticalThis signature detects infection attempts of theWindows
RPC Locator Service by the B, C or D variants of the Nachi
worm. This signature only triggers on a successful connect
to an accessible victim. Follow up is strongly suggested.

WORM:NACHI:B-C-D-INFECT-ATTEMPT

sos5.0.0,
sos5.1.0

highThis signature detectsWebDAV overflows, which can
indicatean infectionattemptby theNachiworm(Dvariant).
Nachi.D, aworm, typically attempts to infect the target host
by exploiting several vulnerabilities.

WORM:NACHI:D-WEBDAV-ATK
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sos5.1.0highThis signature detects the V variant of the NetSky worm.
The V variant encodes amalicious HTML script in the body
of an e-mail sent to the target host. Due to a known
vulnerability,MicrosoftOutlookandOutlookExpressprocess
the encoded script when the e-mail appears in the preview
pane (the e-mail does not need to be opened). The script
downloads the NetSkyworm from known Internet sites and
installs the worm on the target host.

WORM:NETSKY:V-SMTP-PROP

sos5.0.0,
sos5.1.0

mediumThis signaturedetectsattempts to infect aMicrosoft IISWeb
server with the Nimda worm. Nimdamay infect other Web
servers by obtaining e-mail addresses and sending a copy
of itself in infectedmessages using its own SMTP or POP3
server; adding files toa systemconfigured toallowWindows
file shares; or posting an infected HTML e-mail to theWeb
server where it can be accessed via HTTP.

WORM:NIMDA:BIN-255-CMD

sos5.0.0,
sos5.1.0

mediumThis signaturedetectsattempts to infect aMicrosoft IISWeb
server with the Nimda worm. Nimdamay infect other Web
servers by obtaining e-mail addresses and sending a copy
of itself in infectedmessages using its own SMTP or POP3
server; adding files toa systemconfigured toallowWindows
file shares; or posting an infected HTML e-mail to theWeb
server where it can be accessed via HTTP.

WORM:NIMDA:MSADC-ROOT

sos5.1.0mediumThis signature detects attempts to create .EML files on the
system, a common sign of the NIMDAworm. The worm
browses remote directories and creates .EML files (the
worm's multi-part messages containing a MIME-encoded
worm)with the same names as existing documents orWeb
page files.

WORM:NIMDA:NIMDA-EML

sos5.1.0mediumThis signature detects attempts to create a .NWS file on the
system, a common sign of the NIMDAworm. The worm
browses remote directories and creates .NWS files (the
worm's multi-part messages containing a MIME-encoded
worm)with the same names as existing documents orWeb
page files.

WORM:NIMDA:NIMDA-NWS

sos5.1.0highThis signature detects attempts to create the file
RICHED20.DLLon the system, a commonsign of theNIMDA
worm. The wormmay overwrite the original RICHED20.DLL
in theWindows systems folder with a binary copy of itself,
and place additional copies in all folders containing .DOC or
.EML files.

WORM:NIMDA:NIMDA-RICHED20

sos5.0.0,
sos5.1.0

mediumThis signaturedetectsattempts to infect aMicrosoft IISWeb
server with the Nimda worm. Nimdamay infect other Web
servers by obtaining e-mail addresses and sending a copy
of itself in infectedmessages using its own SMTP or POP3
server; adding files toa systemconfigured toallowWindows
file shares; or posting an infected HTML e-mail to theWeb
server where it can be accessed via HTTP.

WORM:NIMDA:SCRIPTS-C11C-CMD
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sos5.0.0,
sos5.1.0

mediumThis signaturedetectsattempts to infect aMicrosoft IISWeb
server with the Nimda worm. Nimdamay infect other Web
servers by obtaining e-mail addresses and sending a copy
of itself in infectedmessages using its own SMTP or POP3
server; adding files toa systemconfigured toallowWindows
file shares; or posting an infected HTML e-mail to theWeb
server where it can be accessed via HTTP.

WORM:NIMDA:SCRIPTS-CMD

sos5.0.0,
sos5.1.0

mediumThis signaturedetectsattempts to infect aMicrosoft IISWeb
server with the Nimda worm. Nimdamay infect other Web
servers by obtaining e-mail addresses and sending a copy
of itself in infectedmessages using its own SMTP or POP3
server; adding files toa systemconfigured toallowWindows
file shares; or posting an infected HTML e-mail to theWeb
server where it can be accessed via HTTP.

WORM:NIMDA:SCRIPTS-ROOT

sos5.1.0mediumThis signature detects the Santy.C worm attempting to find
targets by sending a search request to a Google or Yahoo
search engine.

WORM:PHPINCLUDE:SEARCH-REQ

sos5.1.0mediumThis signature detects a machine infected with the Santy
worm querying Google to locate new targets for infection.
The source IP of this log is likely infected with a variant of
Santy.

WORM:SANTY:GOOGLE-SEARCH

sos5.1.0highThis signature detects a machine infected with the Santy
worm attempting to infect a new target host. The source IP
of this log is likely infected with a variant of Santy.

WORM:SANTY:INFECT-ATTEMPT

sos5.1.0criticalThis signaturedetectsattempts toupload thedeloderworm.
This signature also indicates that the worm has already
logged into the system; the deloder worm can upload itself
to the host only after successful login as Administrator
(deloder uses one of 50 default passwords to login).

WORM:SMB:DELODER

sos5.1.0highThis signature detects SMB transmissions of the
W32/Slackor worm, which targets file shares. The worm
scans the /16 of the infected host for systems listening on
TCP/445; if a system is found, the worm uses
pre-programmed usernames and passwords to connect to
the $IPC share on the system, copies itself to the C:\sp
directory, and runs its payload.

WORM:SMB:W32-SLACKOR

Configuration Log Entries

The Configuration category contains the subcategories shown in Table 127 on page 997:

Table 127: Configuration Log Entries

ScreenOSMessage IDConfiguration Log Entry Subcategories

Addresses > Notification >00001Address

Admin > Notification > 00002Admin
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Table 127: Configuration Log Entries (continued)

ScreenOSMessage IDConfiguration Log Entry Subcategories

Auth > Notification > 00015Auth

System > Notification > 00014Clock

Notification > 00043CLS

Device > Notification > 00022CMS

Admin > Notification > 00003Console

DHCP > Notification > 00027DHCP CLI

DHCP > Notification > 00009DHCP IP

DHCP > Notification > 00024DHCP Opt

DIP > Notification > 00021DIP

DNS > Notification > 00004DNS

DNS > Notification > 00029DNS REP

System > Notification > 00023Erase

System > Notification > 00006Hostname

Interface > Notification > 00009Interface

MIP > Notification > 00021MIP

High Availability > Notification > 00007NSRP

OSPF > Notification > 00038OSPF

PKI > Notification > 00002PKI

Policies > Notification > 00018Policy

HDLC > Notification > 00042PPP

PPPoE > Notification > 00034PPPoE

RIP > Notification > 00045RIP

Route > Notification > 00011Route

Route > Notification > 00048Route Map
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Table 127: Configuration Log Entries (continued)

ScreenOSMessage IDConfiguration Log Entry Subcategories

Schedule > Notification > 00020Schedule

Service > Notification > 00012Service

ARP > Notification > 00051Set ARP

Traffic Shaping > Notification > 00002Shaper

Flow > Notification > 00047SIP ALG

NSM > Notification > 00033SME

SNMP > Notification > 00031SNMP

Entitlement > Notification > 00036S/W Key

SSHv2 > Notification > 00026SSH

SSL > Notification > 00035SSL

Syslog andWebTrends > Notification > 00019Syslog

High Availability > Notification > 00050Track IP

WEB Filtering > Notification > 00013URL

User > Notification > 00014User

VPN > Notification > 00017VPN

Virtual Router > Notification > 00049Vrouter

Vsys > Notification > 00032Vsys

Zone > Notification > 00037Zone

ARP > Notification > 0005Set ARP Always On Dest

ARP > Notification > 00054Unset ARP Always On Dest

Information Log Entries

The Information category contains the subcategories shown in Table 128 on page 1000:
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Table 128: Information Log Entries

ScreenOSMessage IDInformationLogEntrySubcategories

Auth > Information > 00546Auth Challenge

Auth >Warning > 00518Auth Failed

Auth > Information > 00525Auth Status Change

Auth >Warning > 00519Auth Passed

Auth >Warning > 00520Auth Timeout

AntiVirus Scanning (External) > Information > 00547Anti Virus

BGP > Information > 00542BGP

NTP > Notification > 00531Clock

System > Notification > 00553Configuration Size

N/ADevice Connect

N/ADevice Disconnect

DHCP > Information > 00530DHCP CLI

DNS > Information > 00004DHCP DNS

System > Information > 00767Generic

VIP > Notification > 00533VIP Svr Up

Interface > Notification > 00513Link Status

Logging > Information > 00534Log Cleared

NSRD > Information > 00551NSRD

NTP > Notification > 00531NTP failure

NTP > Notification > 00531NTP timeout

OSPF > Information > 00541OSPF

Admin > Information > 00002Password Change

PKI > Information > 00535PKI

PPP > Notification > 00539PPP
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Table 128: Information Log Entries (continued)

ScreenOSMessage IDInformationLogEntrySubcategories

PPPoE > Notification > 00034PPPoE

RIP > Information > 00544RIP

NSM > Information > 00538SME

SNMP > Information > 00524SNMP

SSHv1 > Information > 00528

SSHv2 > Information> 00026

SSH

SSL > Information > 00284SSL

WEB Filtering > Notification > 00523URL Blk

Admin > Information > 00002Username Change

VPN > Information > 00536

L2TP > Information > 00536

IKE > Information > 00536

VPN

VIP > Notification > 00533VIP Server Status

DHCP > Information > 00527DHCP Server Status

NOTE: For security devices running ScreenOS 5.0.x or higher, Network and
SecurityManager does not generate information logs for device connect and
disconnect events. The RealtimeMonitor however, does display the correct
up/down status of the device.

Self Log Entries

Self log entries appear in the LogViewer under the category Self, which contains a single
subcategory: Self Log.

Traffic Log Entries

Traffic log entries appear in the Log Viewer under the category Traffic, which contains
a single subcategory: Traffic Log.
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GTP Log Entries

When you enable logging in a GTP object, you can configure a security device to create

logentrieswithBasicorExtended information.Additionally,whencounting isalsoenabled

the GTP object, the device also generates log entries for deleted GTP tunnels.

For log entries generated by GTP objects with Basic logging enabled, you can view the

following information:

• Timestamp

• Source IP address

• Destination IP address

• TID (Tunnel Identifier) or TEID (Tunnel Endpoint Identifier)

• Message type

• Packet status: forwarded, prohibited, state-invalid, rate-limited, or tunnel-limited

• Interface, vsys, or vrouter name (if applicable)

For log entries generated by GTP objects with Extended logging enabled, you can view

the following information:

• IMSI

• MSISDN

• APN

• Selection Mode

• SGSN address for signaling

• SGSN address for user data

• GGSN address for signaling

• GGSN address for user data

For log entries generatedbydeletedGTP tunnels, you can view the following information:

• Timestamp

• Interface name (if applicable)

• SGSN IP address

• GGSN IP address

• TID

• Tunnel duration time in seconds

• Number of messages sent to the SGSN

• Number of messages sent to the GGSN
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