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About This Guide

« Junos Documentation and Release Notes on page xxv
« Objectives on page xxv

« Audience on page xxvi

« Supported Platforms on page xxvi

« Documentation Conventions on page xxvi

« Documentation Feedback on page xxviii

« Requesting Technical Support on page xxviii

Junos Documentation and Release Notes

Objectives

For a list of related Junos documentation, see
http://www.juniper.net/techpubs/software/junos/.

If the information in the latest release notes differs from the information in the
documentation, follow the Junos Release Notes.

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

Juniper Networks supports a technical book program to publish books by Juniper Networks
engineers and subject matter experts with book publishers around the world. These
books go beyond the technical documentation to explore the nuances of network
architecture, deployment, and administration using the Junos operating system (Junos
0OS) and Juniper Networks devices. In addition, the Juniper Networks Technical Library,
published in conjunction with O'Reilly Media, explores improving network security,
reliability, and availability using Junos OS configuration techniques. All the books are for
sale at technical bookstores and book outlets around the world. The current list can be
viewed at http://www.juniper.net/books.

This guide provides an overview of the mobility features of the Junos OS on the MobileNext
Broadband Gateway and describes how to configure these properties on the mobile
platform.
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Audience

0 NOTE: For additional information about Junos OS—either corrections to or
information that might have been omitted from this guide—see the software
release notes at http://www.juniper.net/.

This guide is designed for mobile network administrators who are configuring and
monitoring a Juniper Networks MX Series router functioning as a MobileNext Broadband
Gateway.

To use this guide, you need a broad understanding of networks in general, the Internet
in particular, networking principles, and network configuration. You must also be familiar
with one or more of the following Internet routing protocols:

. Border Gateway Protocol (BGP)

« Distance Vector Multicast Routing Protocol (DVMRP)

« Intermediate System-to-Intermediate System (IS-1S)

« Internet Control Message Protocol (ICMP) router discovery
« Internet Group Management Protocol (IGMP)

« Multiprotocol Label Switching (MPLS)

- Open Shortest Path First (OSPF)

. Protocol-Independent Multicast (PIM)

- Resource Reservation Protocol (RSVP)

« Routing Information Protocol (RIP)

« Simple Network Management Protocol (SNMP)

Personnel operating the equipment must be trained and competent; must not conduct

themselves in a careless, willfully negligent, or hostile manner; and must abide by the
instructions provided by the documentation.

Supported Platforms

For the features described in this document, the following platforms are supported:
« MX240 Routers

« MX960 Routers

« MX480 Routers

Documentation Conventions

Table 1on page xxvii defines notice icons used in this guide.

XXVi
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Table 1: Notice Icons

Icon Meaning

i

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

A
I/
i

Alerts you to the risk of personal injury from a laser.

Table 2 on page xxvii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type
theconfigure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « A policy term is a named structure
new terms. that defines match conditions and
« ldentifies book names. actions.
« Identifies RFC and Internet draft titles.  * JUnos OS System Basics Configuration
Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the[edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;
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Table 2: Text and Syntax Conventions (continued)

Convention

| (pipe symbol)

Description

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Examples

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({})

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of menu
selections.

In the configuration editor hierarchy,
select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
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or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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PART 1

MobileNext Broadband Gateway
Statements

« Configuration Statement Hierarchy on page 3
« AAA Configuration Statements on page 43
« Address Assignment Configuration Statements on page 75

« Anchor Packet Forwarding Engine Redundancy and Aggregated Multiservices High
Availability Configuration Statements on page 89

« APN Configuration Statements on page 123

« Charging Configuration Statements on page 205

« DHCP Configuration Statements on page 355

« Diameter Configuration Statements on page 373

« Gateway Maintenance Mode Configuration Statements on page 409

« Gateway Traceoptions Configuration Statements on page 411

« GPRS Tunneling Protocol (GTP) Configuration Statements on page 429
« |P Reassembly Configuration Statements on page 483

« |IPv6 Autoconfiguration Configuration Statements on page 497

« Policy and Charging Enforcement Function Configuration Statements on page 507
« Quality of Service (Q0S) Configuration Statements on page 559

« Service Applications Configuration Statements on page 631

« Service Selection Profiles Configuration Statements on page 641

« System Architecture Configuration Statements on page 663

Copyright © 2013, Juniper Networks, Inc.



MobileNext Broadband Gateway Statements and Commmands Reference Guide

2 Copyright © 2013, Juniper Networks, Inc.



CHAPTER1

Configuration Statement Hierarchy

« [edit access] Hierarchy Level on page 3

« [edit access address-assignment] Hierarchy Level on page 4

« [edit access diameter] Hierarchy Level on page 5

« [edit class-of-service] Hierarchy Level on page 6

« [edit interfaces ams] Hierarchy Level on page 7

« [edit interfaces apfe] Hierarchy Level on page 8

« [edit interfaces mif] Hierarchy Level on page 8

« [edit routing-instances <name> system] Hierarchy Level on page 9
« [edit services hcm] Hierarchy Level on page 9

« [edit services ip-reassembly] Hierarchy Level on page 10

« [edit services service-set] Hierarchy Level on page 10

« [edit unified-edge] Hierarchy Level on page 11

« [edit unified-edge aaa] Hierarchy Level on page 11

« [edit unified-edge cos-cac] Hierarchy Level on page 13

« [edit unified-edge diameter-profiles] Hierarchy Level on page 15

« [edit unified-edge gateways] Hierarchy Level on page 17

« [edit unified-edge gateways ggsn-pgw <gateway-name>] Hierarchy Level on page 17
. [edit unified-edge gateways sgw <gateway-name>] Hierarchy Level on page 29
« [edit unified-edge local-policies] Hierarchy Level on page 38

« [edit unified-edge mobile-options] Hierarchy Level on page 38

« [edit unified-edge pcef] Hierarchy Level on page 39

« [edit unified-edge resource-management] Hierarchy Level on page 40

[edit access] Hierarchy Level

access {
radius {
traceoptions {
file radius;
flag send-detail;
flag recv-detail;
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level all;

server {
server name;

1

}
servers server-name {

address address;

source-interface interface {
ipv4-address address;

}
accounting-port port-number;
accounting-secret password,
allow-dynamic-requests ;
authentication-port port-number,;
dead-criteria retries retry-number interval seconds;
dynamic-requests-secret password,
retry attempts;
revert-interval time;
secret password,
timeout seconds;

1

}

network-elements name {
server name {
priority priority ;
}
algorithm ( direct | round-robin);
maximum-pending-reqs-limit number ;
}
1
network-element-groups name {
network-element name {
mandatory;
1
broadcast;
}
1
1
}

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit access address-assignment] Hierarchy Level

address-assignment {
mobile-pool-groups {
group-name {
[pool-name];
1
}
mobile-pools {
name {
ageing-window ageing-window;
default-pool;

Copyright © 2013, Juniper Networks, Inc.


http://www.juniper.net/techpubs/en_US/junos/topics/reference/general/junos-software-notational-conventions-configuration-hierarchy.html

Chapter 1: Configuration Statement Hierarchy

family (inet | inet6) {
network {
[network-prefix] {

allocation-prefix-length allocation-prefix-length;

external-assigned;

range {

[name] {

external-assigned;
high high;
low low;

1
1
1
1
pool-prefetch-threshold pool-prefetch-threshold,
pool-snmp-trap-threshold pool-snmp-trap-threshold;
service-mode service-mode-options;
1
1
1

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit access diameter] Hierarchy Level

diameter {
applications {
dcca-gy {
<maximum-pending-requests requests>;
}
pcc-gx {
<maximum-pending-requests requests>;
}
1
<firmware-version version>;
network-element element-name {
function (pcc-gx | dcca-gy);
peer peer-name {
priority priority-number;
<timeout timeout>;
}
1
origin {
host hostname;
realm realm-name;
1
peer peer-name {
address address;
connect-actively {
<capabilities-exchange-timeout timeout>;
<port port-number>;
<repeat-timeout seconds>;
<retry-timeout timeout>;
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<timeout timeout>;
transport transport-name;
}
<disconnect-peer-timeout timeout >;
incoming-queue {
size size;
}
outgoing-queue {
<high-watermark watermark>;
<low-watermark watermark>;
size size;
}
<watchdog-timeout timeout>;
1
<product-name product-name>;
traceoptions {
file filename;
flag flag;
level all;
peer {
peer-name;
1
}
transport transport-name {
address address;
<routing-instance routing-instance-name>;

}

<vendor-id vendor-id>;

}

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit class-of-service] Hierarchy Level

class-of-service {
interfaces {
mif. number {
unit logical-unit-number {
ingress-rewrite-rules {
[dscp (rewrite-rule-name | default)];
[dscp-ipv6 (rewrite-rule-name | default)];
[inet-precedence (rewrite-rule-name | default)];
}
1
rewrite-rules {
[dscp (rewrite-rule-name | default)] {
protocol [(gtp-inet-both | gtp-inet-outer)];
}
[dscp-ipv6 (rewrite-rule-name | default)] {
protocol [(mpls | gtp-inet-both | gtp-inet-outer)];
}
[inet-precedence (rewrite-rule-name | default)] {
protocol [(gtp-inet-both | gtp-inet-outer)];
}
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Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit interfaces ams] Hierarchy Level

interfaces amsx {
hold-time {

}

layer2-policer {

1
load-balancing-options {
high-availability-options {
many-to-one {
preferred-backup preferred-backup;
}
1
member-failure-options {
drop-member-traffic {
enable-rejoin;
rejoin-timeout rejoin-timeout;
}
redistribute-all-traffic {
enable-rejoin;
1
}

member-interface interface-name;

}

multi-chassis-protection {

}

services-options {

}

traceoptions {

1
unit interface-unit-number {
dial-options {
(dedicated | shared);
ipsec-interface-id ipsec-interface-id,
1
family family;
load-balancing-options {
preferred-active interface-name;
}
1
1
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Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit interfaces apfe] Hierarchy Level

interfaces apfex {
anchoring-options {
apfe-group-set apfe-group-set;
primary-list {
[anchoring-device-name];

1
secondary anchoring-device-name;
warm-standby;

1
hold-time {

}

layer2-policer {

}

multi-chassis-protection {

}

traceoptions {

}
}

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit interfaces mif] Hierarchy Level

interfaces mif {
description description;
disable;
mtu mtu-size;
multi-chassis-protection { ... }
no-traps;
traceoptions { ... }
unit interface-unit-number {
clear-dont-fragment-bit;
description description;
disable;
family family-name {...}
filter {
input input-filter;
output output-filter;
1
(no-traps | traps);
}
}
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Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit routing-instances <name> system] Hierarchy Level

system {
services {
dhcp-proxy-client {

dhcpv4-profiles profile-name {
bind-interface interface-name;
dead-server-retry-interval interval-in-seconds;
dead-server-successive-retry-attempt number-of-attempts;
dhcp-server-selection-algorithm (highest-priority-server | round-robin);
lease-time time-in-seconds;
pool-name pool-name;
retransmission-attempt number-of-attempts;
retransmission-interval interval-in-seconds;
servers ip-address {

priority value;

1

}

dhcpv6-profiles profile-name {
bind-interface interface-name;
lease-time time-in-seconds;
pool-name pool-name;
retransmission-attempt number-of-attempts;
retransmission-interval interval-in-seconds;

}

traceoptions {

}
}
}

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit services hcm] Hierarchy Level

hcm §
tag-attribute [attr-name];
tag-rule rule-name {
term term-name {
from {
destination-address {
(any-unicast | any-unicast except);
[prefix];
1
destination-address-range {
[high address low address] [except];
1
destination-port-range {
[high port-number low port-number];

}
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destination-ports [value];
destination-prefix-list {
(prefix-name | prefix-name except);
1
}
then{
count;
tag tag-name {
encrypt {
hash algorithm;
prefix hash-prefix;
}
tag-attribute tag-attr-name;
tag-header header;
tag-separator separator;
1
}
}
1

tag-rule-set rule-set-name {
[rule rule-name];
1
}

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit services ip-reassembly] Hierarchy Level

ip-reassembly {
profile profile-name {
max-reassembly-pending-packets number;
timeout in-seconds;
1
rule <rule-name> {
match-direction direction;
1
1

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit services service-set] Hierarchy Level

service-set service-set-name {
interface-service {
load-balancing-options {
hash-keys {
egress-key (destination-ip | source-ip);
ingress-key (destination-ip | source-ip);
resource-triggered;
}
}

service-interface interface-name.unit-number;

}
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Related
Documentation

ip-reassembly-rules {
[rule-name];

1

next-hop-service {
inside-service-interface interface-name.unit-number;
outside-service-interface interface-name.unit-number;
outside-service-interface-type interface-type;
service-interface-pool name;

1

[pcef-profile profile-namel;

[tag-rule-sets rule-set-name];

[tag-rules rule-name];

service-set-options {
subscriber-awareness;

1

}

« Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge] Hierarchy Level

Related
Documentation

Each of the following topics lists the statements at a subhierarchy of the [edit
unified-edge] hierarchy.

« [edit unified-edge aaa] Hierarchy Level on page 11

« [edit unified-edge cos-cac] Hierarchy Level on page 13

« [edit unified-edge diameter-profiles] Hierarchy Level on page 15
. [edit unified-edge gateways] Hierarchy Level on page 17

. [edit unified-edge local-policies] Hierarchy Level on page 38

« [edit unified-edge mobile-options] Hierarchy Level on page 38

« [edit unified-edge pcef] Hierarchy Level on page 39

« [edit unified-edge resource-management] Hierarchy Level on page 40

« Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge aaa] Hierarchy Level

unified-edge {
aaa{

traceoptions {
}
mobile-profiles {

map-name {

radius {
authentication {
network-element name;

}
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accounting {
network-element name;
network-element-group group-name;
stop-on-failure;
stop-on-access-deny;
send-accounting-on;
trigger {
interim-interval minutes;
no-cos-change;
no-deferred-ipv4-address-update;
no-ms-timezone-change;
no-plmn-change;
no-rat-change;
no-sgw-change;
no-user-location-information-change;
1
}
options {
nas-identifier-prefix identifier-value;
}
attributes {
ignore {
output-filter;
framed-ip-netmask;
input-filter;
1
exclude {
accounting-authentic [accounting-start | accounting-interim |
accounting-stop];
accounting-delay-time [accounting-start | accounting-interim |
accounting-stop];
accounting-terminate-cause [accounting-stop];
all-3gpp [access-request | accounting-start | accounting-stop |
accounting-interim];
called-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];
calling-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];
charging-id [access-request | accounting-interim | accounting-start |
accounting-stop];
event-timestamp [accounting-start | accounting-interim | accounting-stop];
ggsn-address [access-request | accounting-interim | accounting-start |
accounting-stop];
gprs-negotiated-qos [access-request | accounting-interim | accounting-start
| accounting-stop];
imeisv [access-request | accounting-start];
imsi [access-request | accounting-start | accounting-stop |
accounting-interim];
imsi-mcc-mnc [access-request | accounting-start | accounting-stop |
accounting-interim];
input-gigapackets [accounting-interim | accounting-stop];
input-gigawords [accounting-interim | accounting-stop];
input-packets [accounting-interim | accounting-stop];
nas-identifier [access-request | accounting-interim | accounting-start
|accounting-stop];
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nas-ip-address [access-request | accounting-on |accounting-off |
accounting-start | accounting-interim | accounting-stop];

nas-port-type [access-request | accounting-interim | accounting-start |
accounting-stop];

nsapi [access-request | accounting-interim | accounting-start |
accounting-stop];

output-gigapackets [accounting-interim | accounting-stop];

output-gigawords [accounting-interim | accounting-stop];

output-packets [accounting-interim | accounting-stop];

selection-mode [access-request | accounting-interim | accounting-start |
accounting-stop];

sgsn-mcc-mnc [access-request | accounting-start | accounting-interim |
accounting-stop];

user-location-info [access-request | accounting-start | accounting-stop |
accounting-interim];

Related . [edit unified-edge] Hierarchy Level on page 11

Documentation
« Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge cos-cac] Hierarchy Level

unified-edge {
cos-cac {
classifier-profiles {
name {
description description;
gos-class-identifier gci-value {
forwarding-class class-name;
loss-priority (high | low);
1
1
}
cos-policy-profiles {
name {
aggregated-qos-control {
maximum-bit-rate-downlink {
mbr-downlink;
reject;
upgrade;
}
maximum-bit-rate-uplink {
mbr-uplink;
reject;
upgrade;
}
1

allocation-retention-priority {
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priority-value;
reject;
1
default-bearer-qci {
qci-value;
reject;
upgrade;
1
description description;
pdp-gos-control {
guaranteed-bit-rate-downlink {
gbr-downlink;
reject;
upgrade;
}
guaranteed-bit-rate-uplink {
gbr-uplink;
reject;
upgrade;
}
maximum-bit-rate-downlink {
mbr-downlink;
reject;
upgrade;
}
maximum-bit-rate-uplink {
mbr-uplink;
reject;
upgrade;
}
qci gci-value {
maximum-bit-rate-downlink {
mbr-downlink;
reject;
upgrade;
1
maximum-bit-rate-uplink {
mbr-uplink;
reject;
upgrade;
}
}
1
policer-action {
gbr-bearer {
exceed-action (drop | transmit);
violate-action (set-loss-priority-high | transmit);
}
non-gbr-bearer {
violate-action (set-loss-priority-high | transmit);
}
1
}
}
gbr-bandwidth-pools {
name {
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downgrade-gtp-vi-gbr-bearers;
maximum-bandwidth maximum-bandwidth;
}
}
resource-threshold-profiles {
name {
bearers-load {
high {
percentage percentage;
priority-level priority-level;
}
low {
percentage percentage;
priority-level priority-level;
}
1
cpu {
high {
percentage percentage;
priority-level priority-level,
}
low {
percentage percentage;
priority-level priority-level;
}
1
description description;
memory {
high {
percentage percentage;
priority-level priority-level;
}
low {
percentage percentage;
priority-level priority-level;

Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit unified-edge diameter-profiles] Hierarchy Level

diameter-profiles {
gx-profile profile-name {
<attributes> {
exclude {
an-gw-address;
default-eps-bearer-qos;
packet-filter-information;
packet-filter-operation;
rat-type;
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1
include {
gx-capability-list;
rule-suggestion;
}
}
<request-timeout seconds>;
targets {
target-name {
<destination-host hostname>;
destination-realm realm-name;
network-element element-name;
priority priority-value;
1
}
1
gy-profile profile-name {
<attributes> {
exclude {
all-3gpp-avps;
cc-selection-mode;
dynamic-address-flag;
pdn-connection-id;
ps-information;
gos-information;
serving-node-type;
start-time;
stop-time;
user-equipment-info;
user-location-information;
username;
1
include {
credit-instance-id;
cumulative-used-service-unit;
framed-ip-address;
framed-ipv6-prefix;
gprs-negotiated-qos;
mscc-qgos-information;
service-start-timestamp;
}
}
<request-timeout seconds>;
targets {
target-name {
<destination-host hostname>;
destination-realm realm-name;
network-element element-name;
priority priority-value;
1
}
1
}
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Related . Notational Conventions Used in Junos OS Configuration Hierarchies
Documentation

[edit unified-edge gateways] Hierarchy Level

Each of the following topics lists the statements at a sub-hierarchy of the [edit
unified-edge gateways] hierarchy.

« [edit unified-edge gateways ggsn-pgw <gateway-name>] Hierarchy Level on page 17

. [edit unified-edge gateways sgw <gateway-name>] Hierarchy Level on page 29

Related . [edit unified-edge] Hierarchy Level on page 11

Documentation
« Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge gateways ggsn-pgw <gateway-name>] Hierarchy Level

ggsn-pgw gateway-name {
anchor-pfe-ipv4-nbm-prefixes maximum-ipv4-prefixes;
anchor-pfe-ipv6-nbm-prefixes maximum-ipv6-prefixes;
apn-services {
apns {
[name] {
aaa-profile aaa-profile,
address-assignment {
aaa,
allow-static-ip-address {
no-aaa-verify;
}
dhcp-proxy-client {
aaa-override;
1
dhcpv4-proxy-client-profile {
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;
1
dhcpv6-proxy-client-profile{
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;
1
inet-pool {
exclude-pools [value];
group group;
pool pool;
1
inet6-pool {
exclude-vbpools [value];
group group;
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pool pool,
}
local {
aaa-override;
}
1
allow-network-behind-mobile;
apn-data-type (ipv4 | ipv4v6 | ipv6);
apn-type (real | virtual | virtual-pre-authenticate);
block-visitors;
charging {
default-profile default-profile;
home-profile home-profile;
profile-selection-order [profile-selection-method];
roamer-profile roamer-profile;
visitor-profile visited-profile;
1
description description;
dns-server {
primary-v4 primary-v4;
primary-v6é primary-v6;
secondary-v4 secondary-v4;
secondary-v6 secondary-v6;
1
idle-timeout idle-timeout;
idle-timeout-direction (both | uplink);
inter-mobile-traffic {
(deny | redirect redirect);
1
local-policy-profile local-policy-profile;
maximum-bearers maximum-bearers;
mobile-interface mobile-interface;
nbns-server {
primary-v4 primary-v4;
secondary-v4 secondary-v4,
1
network-behind-mobile {
imsiimsi {
prefix-v4 [ipv4-prefix];
prefix-v6 [ipv6-prefix];
}
1
p-cscf{
[address];
1
restriction-value restriction-value;
selection-mode {
(from-ms | from-sgsn | no-subscribed);
1
service-mode service-mode-options;
service-selection-profile service-selection-profile;
session-timeout session-timeout;
user-options {
override-pco;
password password,
(use-apnname | use-imsi | use-msisdn | user-name username);
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}
}

}

1

verify-source-address {
disable;

1

wait-accounting;

call-rate-statistics {
history history;
intervalinterval,

}

charging {

cdr-profiles profile-name {
description string;
enable-reduced-partial-cdrs;
exclude-attributes {

}

}

apn-ni;
apn-selection-mode;
cc-selection-mode;
dynamic-address;
list-of-service-data;
list-of-traffic-volumes;
lrsn;

ms-time-zone;
network-initiation;
node-id;
pdn-connection-id;
pdppdn-type;
pgw-plmn-identifier;
ps-furnish-info;

rat-type;
record-sequence-number;
served-imeisv;
served-msisdn;
served-pdppdn-address;
served-pdp-address-extension;
serving-node-plmn-identifier;
start-time;

stop-time;
user-location-information;

node-id (hostname | hostname-spic | ipaddress-spic);
report-requested-apn;

charging-profiles profile-name {
cdr-profile profile-name;
default-rating-group rg-num;
default-service-id id-num;
description string;

profile-id id-num;

service-mode maintenance;

transport-profile profile-name;

trigger-profile profile-name {
rating-group [value];

}
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1
stpp {
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
peer peer-name {
destination-ipv4-address address;
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
reconnect-time duration;
source-interface interface-name [ipv4-address address];
t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | vl | v2);
1
reconnect-time duration;
source-interface {
interface-name;
ipv4-address address;
}
t3-response response-interval,
transport-protocol (tcp | udp);
version (vO | vl | v2);
}
local-persistent-storage-options {
cdrs-per-file value;
disable-replication;
disk-space-policy {
watermark-level-1 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
watermark-level-2 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
watermark-level-3 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
1
file-age {
age;
disable;
1
file-creation-policy (shared-file | unique-file);
file-format (3gpp | raw-asn);

20
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file-name-private-extension string;
file-size {
size;
disable;
1
traceoptions {
file file-name <files number> <match regular-expression> <no-world-readable |
world-readable> <size size>;
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
1
user-name string;
world-readable;
}
traceoptions {
file {
file-name;
files number;
size size
(no-world-readable | world-readable);
1
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
}
transport-profiles profile-name {
description string;
offline {
charging-function-name function-name;{
charging-gateways {
cdr-aggregation-limit value;
cdr-release (r7|r8|r9 | r99);
mtu value;
peer-order {
[peer charging-gateway-peer-namel;
}
persistent-storage-order {
local-storage;
1
switch-back-time seconds;
}
container-limit value;
sgsn-sgw-change-limit value;
}
online {
all-rgs-on-termination;
charging-function-name function-name;
diameter-profile profile-name;
no-mscc-in-ccrt;
quota-request-on-first-packet
send-ccri-on-first-packet
service-context-id service-context-id;
session-failover-not-supported;
single-mscc;
tx-timeout timeout;
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}

service-mode maintenance;

}

trigger-profiles profile-name {

charging-method (both | none | offline | online);

description string;
offline {
exclude {

}

}

dcca-events;
ms-timezone-change;
plmn-change;
gos-change;
rat-change;
sgsn-sgw-change;
user-location-change;

time-limit value;
volume-limit {

}

value;
direction (both | uplink);

online {
cc-failure-handling {

block-traffic-pending-reauth-no-quota;

initial-request {
convert-to-offline {
grant-grace-quota;
1
disable-online-charging;
grant-grace-quota;
1
override;
result-code-based-action {
authorization-rejected {
blacklist {
retry-timer;
1
1

credit-control-not-applicable {

convert-to-offline {
grant-grace-quota;
1
1

credit-limit-reached {
blacklist {
retry-timer;
}
1

end-user-service-denied {

convert-to-offline {
grant-grace-quota;

}

disable-online-charging;

}

user-unknown {

22
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convert-to-offline {
grant-grace-quota;
1
disable-online-charging;
}
}
update-request {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
grant-grace-quota;
1
1
grant-quota {
cc-octet-both volume-quota-both;
cc-octet-downlink volume-quota-dl,
cc-octet-uplink volume-quota-ul;
cc-time time-quota;
1
measurement-method (none | time | volume | volume-and-time);
quota-threshold {
threshold,
override;
1
quota-holding-time time-in-seconds;
guota-validity-time time-in-seconds;
reporting-level {
override;
(rating-group | service-identifier);
1
requested-service-unit {
always-include;
cc-octet-both volume-quota-both;
cc-octet-downlink volume-quota-dl,
cc-octet-uplink volume-quota-ul;
cc-time time-quota;
include-quota-holding-time;
1
}
tariff-time-list {
tariff-time;
1
}
1
diameter {
network-element {
element-name {
session-pics {
group {
group-name {
[session-pic interface-namel;
}
}
1
1
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}

}

stp{

control {

}

}

echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval,
gni

dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
forwarding-classclass-name;
interface {

interface-name;

v4-address v4-address;
1
n3-requests requests;
no-response-cache;
path-management (disable | enable);
response-cache-timeoutt interval-in-seconds;
t3-response response-interval,

data {

echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval;
error-indication-interval seconds;
interface {

interface-name;

v4-address v4-address;

}

path-management (disable | enable);

control {
dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
forwarding-classclass-name;
interface {
interface-name,;
v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval;
1
data {
echo-interval interval,;
echo-n3-requests requests;
echo-t3-response response-interval,
interface {
interface-name,;
v4-address v4-address;

}

24
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n3-requests requests;
path-management (disable | enable);
t3-response response-interval;
}
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-address v4-address;
}
n3-requests requests;
path-management (disable | enable);
t3-response response-interval,
}
gp{
control {
dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
forwarding-classclass-name;
interface {
interface-name;
v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval;
1
data {
echo-interval interval,;
echo-n3-requests requests;
echo-t3-response response-interval,
interface {
interface-name;
v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval;
1
echo-interval interval,;
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval,
}
interface {
interface-name;
v4-address v4-address;
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1
n3-requests requests;
path-management (disable | enable);
peer-group name {
control {
support-16-bit-sequence;
1
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval,
n3-requests requests;
path-management (disable | enable);
peer {
[ip-addr-prefix];
}
routing-instance routing-identifier;
t3-response response-interval,;
}

peer-history number;

s5{

control {

dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval,
forwarding-classclass-name;
interface {

interface-name;

v4-address v4-address;
1

n3-requests requests;

path-management (disable | enable);

support-16-bit-sequence;
t3-response response-interval;
}
data {
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-address v4-address;
1

n3-requests requests;

path-management (disable | enable);

t3-response response-interval;
}
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
interface {

interface-name;

v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);

26
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t3-response response-interval,
}
s81{
control {
dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
forwarding-classclass-name;
interface {
interface-name;
v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);
support-16-bit-sequence;
t3-response response-interval;
1
data {
echo-interval interval,;
echo-n3-requests requests;
echo-t3-response response-interval,
interface {
interface-name;
v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval;
1
echo-interval interval,;
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-address v4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval,
}
t3-response response-interval;
traceoptions {
file filename {
files files;
(no-world-readable | world-readable);
size size;
1
flag {
flag;
}
level level;
no-remote-trace;
}
1

home-plmn {
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[mcc mecc mnc mncl;
1
inline-services {
ip-reassembly {
service-set {
service-set-name;
1
}
1
ip-reassembly-profile {
profile-name;
1
ipv6-router-advertisement {
current-hop-limit current-hop-limit;
disable;

maximum-advertisement-interval maximum-advertisement-interval;

maximume-initial-advertisement-interval maximume-initial-advertisement-interval,

maximume-initial-advertisements maximum-initial-advertisements;
minimum-advertisement-interval minimum-advertisement-interval;

reachable-time reachable-time;

retransmission-timer retransmission-timer;

router-lifetime router-lifetime;
1
local-policy-profile local-policy-profile;
maximum-bearers maximum-bearers;
preemption {
enable;
gtpvl-pci-disable;
gtpvl-pvi-disable;
1
service-mode maintenance;
service-selection-profiles {
profile-name {
termname {
from {
anonymous-user,
domain-name domain-name;

charging-characteristics charging-characteristics;

imeiimeiy
imsiimsi;

maximum-bearers maximum-bearers;

msisdn msisdn;
pdn-type (ipv4 | ipv4ve | ipv6);
peer peer,;

peer-routing-instance peer-routing-instance;

plmn {
except;
Mcc mcc mnc mnc;

}

rat-type (eutran | geran | hspa | utran | wlan);

roaming-status (home | roamer | visitor);

}

then {
accept;
apn-name apn-name;
charging-profile charging-profile;

28
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pcef-profile pcef-profile;
redirect-peer redirect-peer,
reject;
1
}
}
1

software-datapath {
traceoptions {
file filename {
files files;
match match;
size size;
(no-world-readable | world-readable);
}
flag {
flag;
1
level level,
no-remote-trace;
}
1
system {
pfes {
[interface interface-name]l;
}
service-pics {
[interface interface-name];
}
session-pics {
[interface interface-name]l;
}
1
traceoptions {
file filename {
files files;
match match;
(no-world-readable | world-readable);
size size;
}
flag {
flag;
1
level level;
no-remote-trace;
1
}

Related . [edit unified-edge gateways] Hierarchy Level on page 17

Documentation
« Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge gateways sgw <gateway-name>] Hierarchy Level

sgw gateway-name {
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anchor-pfe-default-bearers-percentage default-bearers-percentage;
anchor-pfe-guaranteed-bandwidth anchor-pfe-guaranteed-bandwidth;
anchor-pfe-maximum-bearersmaximum-bearers;
call-rate-statistics {
history history;
intervalinterval,
1
charging {
cdr-profiles profile-name {
description string;
enable-reduced-partial-cdrs;
exclude-attributes {
apn-ni;
apn-selection-mode;
cc-selection-mode;
dynamic-address;
list-of-service-data;
list-of-traffic-volumes;
lrsn;
ms-time-zone;
network-initiation;
node-id;
pdn-connection-id;
pdppdn-type;
pgw-address-used;
pgw-plmn-identifier;
ps-furnish-info;
rat-type;
record-sequence-number;
served-imeisv;
served-msisdn;
served-pdppdn-address;
served-pdp-address-extension;
serving-node-plmn-identifier;
sgw-change;
start-time;
stop-time;
user-location-information;
}
node-id (hostname | hostname-spic | ipaddress-spic);
report-requested-apn;
}
charging-profiles profile-name {
cdr-profile profile-name;
default-rating-group rg-num;
default-service-id id-num;
description string;
profile-id id-num;
service-mode maintenance;
transport-profile profile-name;
trigger-profile profile-name {
rating-group [value];
}
}
global-profile {
default-profile default-profile;
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home-profile home-profile;
profile-selection-order [profile-selection-method];
roamer-profile roamer-profile;
visitor-profile visitor-profile;
}
stpp {
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
peer peer-name {
destination-ipv4-address address;
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
reconnect-time duration;
source-interface interface-name [ipv4-address address];
t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | v1 | v2);
}
reconnect-time duration;
source-interface {
interface-name;
ipv4-address address;
}
t3-response response-interval,
transport-protocol (tcp | udp);
version (vO | vl ]| v2);
1
local-persistent-storage-options {
cdrs-per-file value;
disable-replication;
disk-space-policy {
watermark-level-1 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
watermark-level-2 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
watermark-level-3 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
1
file-age {
age,;
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disable;
1
file-creation-policy (shared-file | unique-file);
file-format (3gpp | raw-asn);
file-name-private-extension string;
file-size {
size;
disable;
}
traceoptions {
file file-name <files number> <match regular-expression> <no-world-readable |
world-readable> <size size>;
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
}
user-name string;
world-readable;
}
traceoptions {
file {
file-name;
files number;
size size
(no-world-readable | world-readable);
1
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
}
transport-profiles profile-name {
description string;
offline {
charging-function-name function-name;{
charging-gateways {
cdr-aggregation-limit value;
cdr-release (r7 | r8 | r9 | r99);
mtu value;
peer-order {
[peer charging-gateway-peer-name];
}
persistent-storage-order {
local-storage;
}
switch-back-time seconds;
1
container-limit value;
1
service-mode maintenance;
}
trigger-profiles profile-name {
description string;
offline {
exclude {
ms-timezone-change;
plmn-change;
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gos-change;
rat-change;
sgsn-mme-change;
user-location-change;
1
sgsn-mme-change-limit value;
time-limit value;
volume-limit {
value;
direction (both | uplink);
1
1
tariff-time-list {
tariff-time;
}
}
1
gtp {
control {
ddn-delay-sync (disable | enable);
dscp-code-point value;
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval,
forwarding-classclass-name;
interface {
interface-name;
v4-addressv4-address;
}
n3-requests requests;
no-response-cache;
path-management (disable | enable);
response-cache-timeoutt interval-in-seconds;
t3-response response-interval,
ttl-value ttl-value;
}
data {
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval,
error-indication-interval seconds;
indirect-tunnel (disable | enable);
interface {
interface-name;
v4-addressv4-address;
}
num-gtpu-end-markers num-gtpu-end-markers;
path-management (disable | enable);
1
echo-interval interval,;
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-addressv4-address;

}
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n3-requests requests;
path-management (disable | enable);
peer-history number;
sl
dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
forwarding-classclass-name;
interface {
interface-name;
v4-addressv4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval,
ttl-value ttl-value;
}
s12{
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval,
interface {
interface-name;
v4-addressv4-address;
1
path-management (disable | enable);
}
slu{
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-addressv4-address;
1
path-management (disable | enable);
}
s4 {
control {
dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
forwarding-classclass-name;
interface {
interface-name;
v4-addressv4-address;
1

n3-requests requests;

path-management (disable | enable);

t3-response response-interval;
ttl-value ttl-value;

1

data {
echo-interval interval,;

34
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}

echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name,;
v4-addressv4-address;
1
path-management (disable | enable);
1
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-addressv4-address;
}
n3-requests requests;
path-management (disable | enable);
t3-response response-interval,

s5{

control {
dscp-code-point value;
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
forwarding-classclass-name;
interface {
interface-name;
v4-addressv4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval;
ttl-value ttl-value;
}
data {
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-addressv4-address;
1
path-management (disable | enable);
}
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval,
interface {
interface-name;
v4-addressv4-address;
}
n3-requests requests;
path-management (disable | enable);
t3-response response-interval,
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s81{
control {
dscp-code-point value;
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval,
forwarding-classclass-name;
interface {
interface-name;
v4-addressv4-address;
1
n3-requests requests;
path-management (disable | enable);
t3-response response-interval;
ttl-value ttl-value;
}
data {
echo-interval interval,
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name,;
v4-addressv4-address;
1
path-management (disable | enable);
1
echo-interval interval;
echo-n3-requests requests;
echo-t3-response response-interval;
interface {
interface-name;
v4-addressv4-address;
}
n3-requests requests;
path-management (disable | enable);
t3-response response-interval,
}
t3-response response-interval;
traceoptions {
file filename {
files files;
(no-world-readable | world-readable);
size size;
1
flag {
flag;
}
level level,
no-remote-trace;
}
1
home-plmn {
[mcc mcc mnc mncl;
1
idle-mode-buffering {
disable;
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expire-timer time-in-seconds;
1
inline-services {
ip-reassembly {
service-set {
service-set-name;
1
}
1
ip-reassembly-profile {
profile-name;
1
local-policy-profile local-policy-profile;
maximum-bearers maximum-bearers;
preemption {
enable;
1
remote-delete-on-peer-fail;
service-mode
software-datapath {
traceoptions {
file filename {
files files;
match match;
size size;
(no-world-readable | world-readable);
}
flag {
flag;
1
level level,
no-remote-trace;
}
1
system {
pfes {
[interface interface-name]l;
}
session-pics {
[interface interface-name]l;
}
1

traceoptions {

file filename {
files files;
match match;
(no-world-readable | world-readable);
size size;

}

flag {
flag;

}

level level;

no-remote-trace;
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Related . [edit unified-edge gateways] Hierarchy Level on page 17

Documentation
« Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge local-policies] Hierarchy Level

unified-edge {
local-policies {
policy-name {
cos-policy-profile name;
classifier-profile name;
description description;
dl-bandwidth-pool name;
resource-threshold-profile name;
roamer-classifier-profile name;
roamer-cos-policy-profile name;
ul-bandwidth-pool name;
visitor-classifier-profile name;
visitor-cos-policy-profile name;
1
1
1

Related . [edit unified-edge] Hierarchy Level on page 11

D mentation
ocumentatio « Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge mobile-options] Hierarchy Level

unified-edge {
mobile-options {
traceoptions {
file filename {
files files;
match match;
(no-world-readable | world-readable);
size size;
}
flag {
flag;
1
no-remote-trace;
}
1
}

Related . [edit unified-edge] Hierarchy Level on page 11

Documentation
« Notational Conventions Used in Junos OS Configuration Hierarchies
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[edit unified-edge pcef] Hierarchy Level

unified-edge {
pcef {
event-trigger-profiles profile-name {
ip-can-change;
plmn-change;
rai-change;
rat-change;
sgsn-change;
tft-change;
ue-timezone-change;
user-location-change;
}
flow-descriptions flow-identifier {
direction (uplink | downlink | both);
local-port-range {
low lower-boundary high upper-boundary;
}
local-ports number;
no-send-to-ue;
protocol number;
remote-address;
remote-port-range {
low lower-boundary high upper-boundary;
}
remote-ports number;
1
pcc-action-profiles profile-name {
allocation-retention-priority {
preemption-capability (enable | disable);
preemption-vulnerability (enable | disable);
priority-level value;
1
charging {
application-function-record-info {
af-charging-identifier identifier,
1
charging-method (online |offline | online-offline | none);
measurement-method (volume | time | volume-time | event);
rating-group number;
service-identifier number;
service-id-level-reporting;
}
gate-status (uplink | downlink | uplink-downlink | disable-both);
guaranteed-bit-rate uplink value downlink value;
maximum-bit-rate uplink value downlink value;
qcivalue;
}
pcc-rules rule-name {
from {
application-groups [application-name];
applications [application-name];
flows [flow-identifier];
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nested-applications [application-name];
1
then {
pcc-action-profiles profile-name;
1
}

pcc-rulebases rulebase-name {
[pcc-rule rule-name number];
profiles profile-name {
dynamic-policy-control {
diameter-profile gx-profile-name;
event-trigger-profile profile-name;
failure-handling {
failure-action (continue | continue-and-retry | terminate);
pcc-rules pcc-rule-name precedence precedence-number,
pcc-rulebases pcc-rulebase-name;
1
pcc-rulebases [rulebase-name];
pcc-rules [rule-name precedence-number];
release (r8 | r9);
session-failover-not-supported;
}
static-policy-control {
activate-dedicated-bearers [[gci-value]];
pcc-rules [rule-name number];
pcc-rulebases [rulebase-name];
}
}
1
1

Related . [edit unified-edge] Hierarchy Level on page 11

Documentation
« Notational Conventions Used in Junos OS Configuration Hierarchies

[edit unified-edge resource-management] Hierarchy Level

unified-edge {
resource-management {
client {
traceoptions {
file filename {
files files;
match match;
(no-world-readable | world-readable);
size size;
1
flag {
flag;
1
no-remote-trace;
1
}
server {
traceoptions {
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file filename {
files files;
match match;
(no-world-readable | world-readable);
size size;
1
flag {
flag;
1

no-remote-trace;

}
}
}

Related . [edit unified-edge] Hierarchy Level on page 11

Documentation
« Notational Conventions Used in Junos OS Configuration Hierarchies
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aaa

Syntax aaa{
traceoptions {
}
mobile-profiles {
map-name {
radius {
authentication {
network-element name;
}
accounting {
network-element name;
network-element-group group-name;
stop-on-failure;
stop-on-access-deny;
send-accounting-on;
trigger {
interim-interval minutes;
no-cos-change;
no-deferred-ipv4-address-update;
no-ms-timezone-change;
no-plmn-change;
no-rat-change;
no-sgw-change;
no-user-location-information-change;
}
}
options {
nas-identifier-prefix identifier-value;
1
attributes {
ignore {
output-filter;
framed-ip-netmask;
input-filter;
1
exclude {
accounting-authentic [accounting-start | accounting-interim | accounting-stop];
accounting-delay-time [accounting-start | accounting-interim |
accounting-stop];
accounting-terminate-cause [accounting-stop];
all-3gpp [access-request | accounting-start | accounting-stop |
accounting-interim];
called-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];
calling-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];
cg-address [access-request | accounting-start | accounting-stop |
accounting-interim];
event-timestamp [accounting-start | accounting-interim | accounting-stop];
imeisv [access-request | accounting-start];
imsi [access-request | accounting-start | accounting-stop | accounting-interim];
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imsi-mcc-mnc [access-request | accounting-start | accounting-stop |
accounting-interim];

input-filter [accounting-start | accounting-stop];

input-gigapackets [accounting-interim | accounting-stop];

input-gigawords [accounting-stop];

nas-identifier [access-request | accounting-start | accounting-interim |
accounting-stop];

nas-ip-address [access-request |
accounting-on|accounting-offlaccounting-start | accounting-interim |
accounting-stop];

nas-port [access-request | accounting-start | accounting-stop];

nas-port-id [access-request | accounting-start | accounting-interim |
accounting-stop];

nas-port-type [access-request];

output-filter [accounting-start | accounting-stop];

output-gigapackets [accounting-interim | accounting-stop];

output-gigawords [accounting-stop];

sgsn-mcc-mnc [access-request | accounting-start | accounting-interim |
accounting-stop];

user-location-info [access-request | accounting-start | accounting-stop |
accounting-interim];

Hierarchy Level [edit unified-edge]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify the authentication, authorization, and accounting (AAA) services provided using
groups of external RADIUS servers. The Broadband Gateway supports a framework for
providing AAA services to mobile subscribers.

Options The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Overview of AAA on the Broadband Gateway

Documentation
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accounting

Syntax accounting {
network-element name;
network-element-groupgroup-name;
stop-on-failure;
stop-on-access-deny;
send-accounting-on;
trigger {
no-cos-change;
no-deferred-ipv4-address-update;
no-ms-timezone-change;
no-plmn-change;
no-rat-change;
no-sgw-change;

no-user-location-information-change;

Hierarchy Level [edit unified-edge aaa mobile-profiles map-name radius]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify RADIUS accounting-related parameters. You can specify either the network
element or the network element group to which the accounting requests are sent. In
addition, the triggers that can initiate interim accounting records to be sent can be

controlled.

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Overview of AAA on the Broadband Gateway

Documentation .
. radius on page 64

46
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accounting-port

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

accounting-secret

accounting-port port-number;

[edit access profile profile-name radius-server server-address],
[edit access radius-server server-address]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the port number on which to contact the accounting server.

port-number—Port number on which to contact the accounting server. Most RADIUS
servers use port number 1813 (as specified in RFC 2866).

admin—To view this statement in the configuration.
admin-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

accounting-secret password;
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the secret password to be used when sending accounting requests to the RADIUS
server. If the secret password is different from the authentication secret password, specify
the accounting secret by using this option.

Use the same password used for authentication requests.

password—Password for accounting requests.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68
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address

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

algorithm

address address;
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the IPv4 address of the RADIUS server to which the authentication and
accounting requests are sent.

address—I|Pv4 address of the RADIUS server.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

algorithm (direct | round-robin);
[edit access radius network-elements name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify an algorithm to decide which RADIUS server is used for the next request.

direct—Default method in which there is no load balancing. The gateway always uses
the highest-priority server to send requests. The other servers are used as backup.

round-robin—This method provides for load balancing in which the gateway sends requests
to different high-priority servers in a rotating fashion. Lower-priority servers are used
as backup.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. network-elements on page 60

48
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allow-dynamic-requests

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

allow-dynamic-requests;
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify this option to receive dynamic requests from the RADIUS server.

0 NOTE: If you allow dynamic requests from this RADIUS server, the
combination of the address and source interface must be unique so that only
one RADIUS server in the same VRF can be associated with any incoming
dynamic requests.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68
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attributes

Syntax

Hierarchy Level

Release Information

Description

attributes {
ignore {
output-filter;

framed-ip-netmask;

input-filter;

exclude {
accounting-authentic [accounting-start | accounting-interim | accounting-stop];

accounting-delay-time [accounting-start | accounting-interim | accounting-stop];

accounting-terminate-cause [accounting-stop];

all-3gpp [access-request | accounting-start | accounting-stop | accounting-interim];

called-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];

calling-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];

cg-address [access-request | accounting-start | accounting-stop | accounting-interim];

event-timestamp [accounting-start | accounting-interim | accounting-stop];

imeisv [access-request | accounting-start];

imsi [access-request | accounting-start | accounting-stop | accounting-interim];

imsi-mcc-mnc [access-request | accounting-start | accounting-stop |
accounting-interim];

input-filter [accounting-start | accounting-stop];

input-gigapackets [accounting-interim | accounting-stop];

input-gigawords [accounting-stop];

nas-identifier [access-request | accounting-start | accounting-interim |
accounting-stop];

nas-ip-address [access-request | accounting-on|accounting-offlaccounting-start |
accounting-interim | accounting-stop];

nas-port [access-request | accounting-start | accounting-stop];

nas-port-id [access-request | accounting-start | accounting-interim | accounting-stop];

nas-port-type [access-request];

output-filter [accounting-start | accounting-stop];

output-gigapackets [accounting-interim | accounting-stop];

output-gigawords [accounting-stop];

sgsn-mcc-mnc [access-request | accounting-start | accounting-interim |
accounting-stop];

user-location-info [access-request | accounting-start | accounting-stop |

accounting-interim];

[edit unified-edge aaa mobile-profiles map-name radius]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the RADIUS attributes to be ignored by the broadband gateway in Access-Accept
messages that the AAA profile receives. You can also specify which RADIUS attributes
must be excluded by the gateway from specific types of RADIUS messages that the AAA
profile generates.

The remaining statements are explained separately.
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Required Privilege
Level

Related
Documentation

authentication

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. radius on page 64

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

authentication {
network-element name;

1
[edit unified-edge aaa mobile-profiles map-name radius]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the network element to be used for authentication. If the network element is not
specified, authentication requests for the access point name (APN) pointing to that
profile is not be triggered.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. radius on page 64

authentication-port

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

authentication-port port-number;
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the port number to which the RADIUS authentication requests are sent.

The default port number is 1812.

port-number—Port number to which the RADIUS authentication requests are sent.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68
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dead-criteria-retries

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

dead-criteria retries retry-number interval seconds;
[edit access radius servers server-name]

Statement introduced in Junos OS Release 11.2.

Specify the criteria used to mark a RADIUS server dead. If the number of retries exceeds
the retry-number within an interval of seconds, then the RADIUS server is marked dead.

If this attribute value is not specified, then the dead server detection option is disabled.

retry-number—Number of retries with set values.

seconds—Time interval in seconds.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

« servers on page 68

dynamic-requests-secret

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

dynamic-requests-secret password,
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the secret password used for dynamic requests. The secret password has to be
specified to receive dynamic requests from the RADIUS server.

Use the same password that is used for authentication requests.

password—Password for dynamic requests.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68
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exclude (RADIUS)

Syntax exclude {

accounting-authentic [accounting-start | accounting-interim | accounting-stop];

accounting-delay-time [accounting-start | accounting-interim | accounting-stop];

accounting-terminate-cause [accounting-stop];

all-3gpp [access-request | accounting-start | accounting-stop | accounting-interim];

called-station-id [access-request | accounting-start | accounting-interim | accounting-stop];

calling-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];

charging-id [access-request | accounting-interim | accounting-start | accounting-stop];

event-timestamp [accounting-start | accounting-interim | accounting-stop];

ggsn-address [access-request | accounting-interim | accounting-start | accounting-stop];

gprs-negotiated-qos [access-request | accounting-interim | accounting-start |
accounting-stop];

imeisv [access-request | accounting-start];

imsi [access-request | accounting-start | accounting-stop | accounting-interim];

imsi-mcc-mnc [access-request | accounting-start | accounting-stop | accounting-interim];

input-gigapackets [accounting-interim | accounting-stop];

input-gigawords [accounting-interim | accounting-stop];

input-packets [accounting-interim | accounting-stop];

nas-identifier [access-request | accounting-interim | accounting-start |accounting-stop];

nas-ip-address [access-request | accounting-on |accounting-off | accounting-start |
accounting-interim | accounting-stop];

nas-port-type [access-request | accounting-interim | accounting-start | accounting-stop];

nsapi [access-request | accounting-interim | accounting-start | accounting-stop];

output-gigapackets [accounting-interim | accounting-stop];

output-gigawords [accounting-interim | accounting-stop];

output-packets [accounting-interim | accounting-stop];

selection-mode [access-request | accounting-interim | accounting-start | accounting-stop];

sgsn-mcc-mnc [access-request | accounting-start | accounting-interim | accounting-stop];

user-location-info [access-request | accounting-start | accounting-stop |
accounting-interim];

Hierarchy Level [edit unified-edge aaa mobile-profiles map-name radius attributes]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support for the charging-id, ggsn-address, gprs-negotiated-qos, nsapi, and selection-mode
attributes introduced in Junos OS Mobility Release 11.4W.

Description Configure the gateway to exclude the specified attributes from the specified type of
RADIUS message.

Not all attributes are available in all types of RADIUS messages. By default, the gateway
includes the specified attributes in RADIUS Access-Request, Acct-On, Acct-Off,
Acct-Start, and Acct-Stop messages.

Options RADIUS attribute type—RADIUS attribute or Juniper Networks VSA number and name.

. accounting-authentic—Exclude the RADIUS attribute 45, Acct-Authentic.

. accounting-delay-time—Exclude the RADIUS attribute 41, Acct-Delay-Time.
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Required Privilege
Level

Related
Documentation

« accounting-terminate-cause—Exclude the RADIUS attribute 49, Acct-Terminate-Cause.
. all-3gpp—Exclude all 3GPP attributes.

. called-station-id—Exclude the RADIUS attribute 30, Called-Station-ID.

. calling-station-id—Exclude the RADIUS attribute 31, Calling-Station-ID.

. charging-id—Exclude the RADIUS attribute 3GPP VSA 26-2, 3GPP-CHARGING-ID.

. event-timestamp—Exclude the RADIUS attribute 55, Event-Timestamp.

. ggsn-address—Exclude the RADIUS attribute 3GPP VSA 26-7, 3GPP-GGSN-ADDRESS.

. gprs-negotiated-qos—Exclude the RADIUS attribute 3GPP VSA 26-5,
3GPP-GPRS-NEG-QO0S.

. imeisv—Exclude the 3GPP-IMEISV attribute from the access-request or accounting-start
request sent to the RADIUS server.

. imsi—Exclude the 3GPP-IMSI attribute from the requests sent to the RADIUS server.

« imsi-mcc-mnc—Exclude the RADIUS attribute 3GPP VSA 26-8, 3GPP-IMSI-MCC-MNC.
. input-gigapackets—Exclude the RADIUS attribute 26-42, Acct-Input-Gigapackets.

. input-gigawords—Exclude the RADIUS attribute 52, Acct-Input-Gigawords.

. input-packets—Exclude the RADIUS attribute 47, Acct-Input-Packets.

. nas-identifier—Exclude the RADIUS attribute 32, NAS-identifier.

. nas-ip-address—Exclude the RADIUS attribute, NAS-IP-address.

. nas-port-type—Exclude the RADIUS attribute 61, NAS-Port-Type.

« nsapi—Exclude the RADIUS attribute 3GPP VSA 26-10, 3GPP-NSAPIe.

. output-gigapackets—Exclude the RADIUS attribute 26-43, Acct-Output-Gigapackets.
. output-gigawords—Exclude the RADIUS attribute 53, Acct-Output-Gigawords.

. output-packets—Exclude the RADIUS attribute 48, Acct-Output-Packets.

. selection-mode—Exclude the RADIUS attribute 3GPP VSA 26-12,
3GPP-SELECTION-MOQODE.

« sgsn-mcc-mnc—Exclude the SGSN-MCC-MNC attribute from the requests sent to the
RADIUS server.

. user-location-info—Exclude the RADIUS attribute 3GPP VSA 26-22,
3GPP-USER-LOCATION-INFO.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. attributes on page 50
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ignore

Syntax

Hierarchy Level
Release Information

Description

Options

Required Privilege
Level

Related
Documentation

ignore {
output-filter;
framed-ip-netmask;
input-filter;

}

[edit unified-edge aaa mobile-profiles map-name radius attributes]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure so that the specified attribute in RADIUS Access-Accept messages is ignored.
output-filter— |gnore this attribute in the Access-Accept message.

framed-ip-netmask—Ignore this attribute in the Access-Accept message.

input-filter—Ignore this attribute in the Access-Accept message.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. attributes on page 50

maximum-pending-reqgs-limit

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

maximum-pending-regs-limit number;
[edit access radius network-elements name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the maximum number of requests that can be queued to the network element.
When the pending request queue is full, any additional requests are dropped. If the number
of pending requests reaches 80 percent of the maximum, a flow control on message is
generated. When the number of pending requests subsequently drops to 60 percent of
the maximum, a flow control off message is generated.

number—Maximum number of pending requests.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. network-elements on page 60
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mobile-profiles

Syntax

mobile-profiles {
map-name {

authentication {
network-element name;

accounting {

network-element name;
network-element-group group-name;
stop-on-failure;
stop-on-access-deny;

send-accounting-on;

trigger {
no-rat-change;

no-sgw-change;

no-cos-change;

interim-interval minutes;
no-plmn-change;
no-user-location-information-change;
no-ms-timezone-change;
no-deferred-ipv4-address-update;

options {
nas-identifier-prefix identifier-value;

attributes {
ignore {
output-filter;

framed-ip-netmask;

input-filter;

exclude {
accounting-authentic [accounting-start | accounting-interim | accounting-stop];

accounting-delay-time [accounting-start | accounting-interim | accounting-stop];

accounting-terminate-cause [accounting-stop];

all-3gpp [access-request | accounting-start | accounting-stop |
accounting-interim];

called-station-id [access-request | accounting-start | accounting-interim |
accounting-stopl];

calling-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];

cg-address [access-request | accounting-start | accounting-stop |
accounting-interim];

event-timestamp [accounting-start | accounting-interim | accounting-stop];

imeisv [access-request | accounting-start];

imsi [access-request | accounting-start | accounting-stop | accounting-interim];

imsi-mcc-mnc [access-request | accounting-start | accounting-stop |
accounting-interim];

input-filter [accounting-start | accounting-stop];

input-gigapackets [accounting-interim | accounting-stop];

input-gigawords [accounting-stop];
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nas-identifier [access-request | accounting-start | accounting-interim |
accounting-stop];

nas-ip-address [access-request | accounting-on|accounting-offlaccounting-start
| accounting-interim | accounting-stop];

nas-port [access-request | accounting-start | accounting-stop];

nas-port-id [access-request | accounting-start | accounting-interim |
accounting-stop];

nas-port-type [access-request];

output-filter [accounting-start | accounting-stop];

output-gigapackets [accounting-interim | accounting-stop];

output-gigawords [accounting-stop];

sgsn-mcc-mnc [access-request | accounting-start | accounting-interim |
accounting-stop];

user-location-info [access-request | accounting-start | accounting-stop |
accounting-interim];

Hierarchy Level [edit unified-edge aaa]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify the sections under mobile-profiles that control the access and accounting request
information sent to the RADIUS server. It also contains sections to specify the network
element or network element group to which the request must be sent.

Options The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Overview of AAA on the Broadband Gateway

Documentation

. aaaonpage44
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network-element

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

network-element name;
[edit unified-edge aaa mobile-profiles map-name radius accounting]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the network element to be used for accounting. If the accounting network element
is not specified, accounting requests for the access point name pointing to that profile
is not be triggered.

name—Name of the network element.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. accounting on page 46

network-element-group

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

network-element-group group-name;
[edit unified-edge aaa mobile-profiles map-name radius accounting]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the network element group used for accounting. The network element group
allows to send the same accounting record to multiple RADIUS network elements. You
can specify either a network element or a network element group for accounting.

group-name—Name of the network element group.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. accounting on page 46
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network-element-groups

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

network-element-groups name {
network-element name {
mandatory;

}

broadcast;
1
}

[edit access radius]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure a group of network elements. A network element group can have a maximum
of four network elements. You can optionally configure the broadcast attribute in a
network element. However, if broadcast is configured, then there should be a minimum
of one network element that is flagged as mandatory. Network element-groups are used
for accounting records and is used only for accounting in the AAA profile.

mandatory—Indicates that a response is mandatory from a specified network element
before any services can be provided to the subscriber.

broadcast—Broadcasts the accounting messages to all of the network elements in the
group. If you configure the broadcast parameter, you should specify the mandatory
parameter for at least one of the network elements in the group.

name—Name of the network element group.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. radius on page 62
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network-elements

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

network-elements name {
server name {
priority priority;

}

algorithm ( direct | round-robin);
maximum-pending-regs-limit number;

1

}

[edit access radius]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify a network element that is a load-balanced group of RADIUS servers providing
authentication, authorization, and accounting services for mobile subscribers accessing
an APN. The RADIUS servers have two priorities: 1 or 2. You can have multiple servers
with the same priority in a network element. All requests are sent to the highest priority
server in the network element based on the algorithm (direct or round-robin).

name—Name of the network element.

priority—Relative priority for the first server.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. radius on page 62
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options

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

options {
nas-identifier-prefix identifier-value
nas-ip-address gw-address;
nas-port-type type;
1

[edit unified-edge aaa mobile-profiles map-name radius]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the attributes that are included as part of different request messages sent to the
RADIUS server.

nas-identifier-prefix identifier-value—Specify the prefix that is used in the NAS identifier
attribute. Each services PIC appends a unique suffix and that appended value will
be used as the NAS identifier in the RADIUS requests.

nas-ip-address gw-address—The |IP address to be used for the NAS IP address attribute
when sending the requests to the RADIUS server.

nas-port-type type—The NAS port type (wireless or virtual) that is used in RADIUS
requests.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. radius on page 64
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radius (Access)

Syntax radius {
traceoptions {
file radius;
flag send-detail;
flag recv-detail;
level all;
server {
server name;
}
1
servers server-name {
address address;
source-interface interface {
ipv4-address address;
}
accounting-port port-number;
accounting-secret password;
allow-dynamic-requests;
authentication-port port-number;
dead-criteria retries retry-number interval seconds;
dynamic-requests-secret password;
retry attempts;
revert-interval time;
secret password,
timeout seconds;
}
1
network-elements name {
server name {
priority priority ;
}
algorithm ( direct | round-robin);
maximum-pending-reqs-limit number ;
}
1
network-element-groups name {
network-element name {
mandatory;

}

broadcast;

}
}

Hierarchy Level [edit access]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify multiple RADIUS servers with their attributes. The RADIUS servers are
distinguished by unigue names. You can also group a set of RADIUS servers into a network
element. A network element is a load-balanced group of RADIUS servers that provides
authentication, authorization, and accounting services for mobile subscribers accessing
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an access point name. Additionally, you can group a set of network elements into a
network element-group.

Options name—Name of the server.

The remaining statements are explained separately.

Required Privilege access—To view this statement in the configuration.
Level access-control—To add this statement to the configuration.

Related . Overview of AAA on the Broadband Gateway
Documentation
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radius

Syntax radius {
authentication {
network-element name;
1
accounting{
network-element name;
network-element-groupgroup-name;
stop-on-failure;
stop-on-access-deny;
send-accounting-on;
trigger {
no-rat-change;
no-sgw-change;
no-cos-change;
interim-interval minutes;
no-plmn-change;
no-user-location-information-change;
no-ms-timezone-change;
no-deferred-ipv4-address-update;
}
}
options {
nas-identifier-prefix identifier-value;
1
attributes {
ignore {
output-filter;
framed-ip-netmask;
input-filter;
1
exclude {
accounting-authentic [accounting-start | accounting-interim | accounting-stop];
accounting-delay-time [accounting-start | accounting-interim | accounting-stop];
accounting-terminate-cause [accounting-stop];
all-3gpp [access-request | accounting-start | accounting-stop | accounting-interim];
called-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];
calling-station-id [access-request | accounting-start | accounting-interim |
accounting-stop];
cg-address [access-request | accounting-start | accounting-stop |
accounting-interim];
event-timestamp [accounting-start | accounting-interim | accounting-stop];
imeisv [access-request | accounting-start];
imsi [access-request | accounting-start | accounting-stop | accounting-interim];
imsi-mcc-mnc [access-request | accounting-start | accounting-stop |
accounting-interim];
input-filter [accounting-start | accounting-stop];
input-gigapackets [accounting-interim | accounting-stop];
input-gigawords [accounting-stop];
nas-identifier [access-request | accounting-start | accounting-interim |
accounting-stop];
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nas-ip-address [access-request | accounting-on|accounting-offlaccounting-start |
accounting-interim | accounting-stop];

nas-port [access-request | accounting-start | accounting-stop];

nas-port-id [access-request | accounting-start | accounting-interim |
accounting-stop];

nas-port-type [access-request];

output-filter [accounting-start | accounting-stop];

output-gigapackets [accounting-interim | accounting-stop];

output-gigawords [accounting-stop];

sgsn-mcc-mnc [access-request | accounting-start | accounting-interim |
accounting-stop];

user-location-info [access-request | accounting-start | accounting-stop |
accounting-interim];

Hierarchy Level [edit unified-edge]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify multiple RADIUS servers with their attributes. The RADIUS servers are
distinguished with unigue names.

Options The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Overview of AAA on the Broadband Gateway

Documentation
. aaaonpage44
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retry

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

revert-interval

retry attempts;
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the number of attempts that the gateway is allowed to contact a RADIUS
authentication or accounting server when it does not receive a response to its initial
request.

attempts—Number of attempts that the gateway is allowed to contact a RADIUS server.
Range: 1through 10
Default: 3

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

revert-interval time;
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the amount of time the gateway waits after a server has become unreachable.
After the configured time, the server is marked active and is used to send requests in
accordance with its order and priority in the network element.

time—Duration after which a dead server is marked active.
Default: 300 seconds

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68
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secret

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

secret password,
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify a default password to be used for authentication or accounting. This is a
mandatory statement.

password—Password to use.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

send-accounting-on

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

send-accounting-on;
[edit unified-edge aaa mobile-profiles map-name radius accounting]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure different services PICs to send the accounting on the RADIUS message to the
accounting network element on initialization. If this attribute is not configured, the
accounting on the message is not sent by default.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. accounting on page 46
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servers

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

servers server-name {
address address;
source-interface interface {
ipv4-address address;

1
accounting-port port-number;
accounting-secret password,
allow-dynamic-requests;
authentication-port port-number;
dead-criteria retries retry-number interval seconds;
dynamic-requests-secret password,
retry attempts;
revert-interval time;
secret password,
timeout seconds;

[edit access radius]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the RADIUS servers to which RADIUS authentication and accounting requests
are sent when user equipment sessions are established.

server-name—Name of the server.

The remaining statements are explained separately.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. radius on page 62

68

Copyright © 2013, Juniper Networks, Inc.



Chapter 2: AAA Configuration Statements

source-interface

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

source-interface interface [ipv4-address address];
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the source interface on the gateway from which the RADIUS requests are sent
to the RADIUS server. This is a mandatory statement.

interface—Source interface that sends the RADIUS packets.

address—I|Pv4 address of the RADIUS server.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68

stop-on-access-deny

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

stop-on-access-deny;
[edit unified-edge aaa mobile-profiles map-name radius accounting]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the gateway to send an accounting stop message when authentication fails
for a user.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

« accounting on page 46
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stop-on-failure

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

timeout

stop-on-failure;
[edit unified-edge aaa mobile-profiles map-name radius accounting]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the gateway to send an accounting stop message when the gateway fails to
bring up the user equipment session.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. accounting on page 46

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

timeout seconds;
[edit access radius servers server-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the amount of time that the gateway waits to receive a response from a RADIUS
server before retrying the request.

seconds—Amount of time to wait.
Range: 1through 90 seconds
Default: 3 seconds

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. servers on page 68
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traceoptions (RADIUS)

Syntax

Hierarchy Level
Release Information

Description

Options

Required Privilege
Level

Related
Documentation

traceoptions {

file radius;
flag send-detail;
flag recv-detail;
flag timeout;
flag state;
level all;
server {

server name;

1

1

[edit access radius]

Statement introduced in Junos OS Mobility Release 11.2W.

Trace options related to RADIUS servers.

file radius— Name of the file to receive the output of the tracing operation. The packets
that are transmitted to and received from the RADIUS server are logged to the
specified filename.

flag send-detail—All the attributes that are included in the RADIUS requests are logged
to the specified file.

flag recv-detail—All the attributes that are included in the RADIUS response are logged
to the file.

flag timeout—Set this flag to log events related to response timeouts.
flag state—Set this flag to trace the RADIUS server state changes.

level all—Various levels of information that can be logged, for example—debug, info,
warning, and critical.

server—Server to be traced.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. radius (Access) on page 62
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traceoptions

Syntax traceoptions {
file filename;
level all;
flag (init | config | general | request | response | high-availability | all);

1
Hierarchy Level [edit unified-edge aaa]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.

Description Define tracing operations for the AAA configuration.

Options file filename— Name of the file to receive the output of the tracing operation. The packets
that are transmitted to and received from the RADIUS server are logged to the
specified filename.

level all—Various levels of information that can be logged, for example, debug, info,
warning, and critical.

flag init—Trace initialization-related events.

flag config—Trace config-related events.

flag general—Trace general events.

flag request—Trace request-related events.

flag response—Trace response-related events.

flag high-availability—Trace high-availability-related events.

flag all—Trace all the flag-related events.

Required Privilege trace and unified-edge—To view this statement in the configuration.
Level trace-control and unified-edge-control—To add this statement to the configuration.

Related . Overview of AAA on the Broadband Gateway

Documentation
. aaaonpage44
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trigger

Syntax

Hierarchy Level

Release Information

Description

Options

trigger {

no-cos-change;
no-deferred-ipv4-address-update;
no-ms-timezone-change;
no-plmn-change;
no-rat-change;
no-sgw-change;

no-user-location-information-change;

}

[edit unified-edge aaa mobile-profiles map-name radius accounting]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the conditions under which the interim accounting records are sent to the
accounting servers. By default, the broadband gateway sends the interim accounting
records when various trigger conditions are met.

If you want to suppress the gateway from sending the interim accounting records for
certain trigger conditions, such trigger condition can be specified in the trigger statement.
If you want to have the gateway send periodic interim accounting records, configure
interim-interval statement. By default, all these triggers are enabled. To skip generating
the interim accounting record, configure the appropriate statement. To generate periodic
interim updates, you must configure interim-interval statement.

interim-interval minutes—Set the gateway not to send the interim updates at the specified
interval. If you do not set this option, periodic sent updates are not sent.

no-cos-change—Set the gateway not to send the accounting-interim update on a CoS
change. If you do not set this option, the accounting-interim update is sent on a CoS
change.

no-deferred-ipv4-address-update—Set the gateway not to send the accounting-interim
update on a deferred IPv4 address update. If you do not set this option, the
accounting-interim update is sent on a deferred IPv4 address update.

no-ms-timezone-change—Set the gateway not to send the accounting-interim update
on an MS-Timezone change. If you do not set this option, the accounting-interim
update is sent on an MS-Timezone change.

no-plmn-change—Set the gateway not to send the accounting-interim update ona PLMN
change. If you do not set this option, the accounting-interim update is sent on a
PLMN change.

no-rat-change—Set the gateway not to send the accounting-interim update on a RAT
change. If you do not set this option, the accounting-interim update is sent on a RAT
change.
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Required Privilege
Level

Related
Documentation

no-sgw-change—Set the gateway not to send the accounting-interim update onan S-GW
change. If you do not set this option, the accounting-interim update is sent on an
S-GW change.

no-user-location-information-change—Set the gateway not to send the accounting-interim
update on a User Location Information change. If you do not set this option, the
accounting-interim update is sent on a User Location Information change

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Overview of AAA on the Broadband Gateway

. accounting on page 46
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address-assignment (MobileNext Broadband Gateway)

Syntax address-assignment {
mobile-pool-groups {
group-name {
[pool-namel;
}
1
mobile-pools {
name {
ageing-window ageing-window;
default-pool;
family (inet | inet6) {
network {
[network-prefix] {
allocation-prefix-length allocation-prefix-length;
external-assigned;
range {
[name] {
external-assigned;
high high;
low low;
}
}
}
1
}
pool-prefetch-threshold pool-prefetch-threshold,
pool-snmp-trap-threshold pool-snmp-trap-threshold;
service-mode service-mode-options;

Hierarchy Level [edit access],
[edit routing-instances instance-name access]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the mobile pools and mobile pool groups that are used by the broadband
gateway to assign addresses to subscribers. You can configure both IPv4 and IPv6 mobile
pools and mobile pool groups.

The remaining statements are explained separately.

Required Privilege access—To view this statement in the configuration.
Level access-control—To add this statement to the configuration.

Related . [edit access address-assignment] Hierarchy Level on page 4

Documentation . Configuring Address Assignment on a Broadband Gateway APN

. Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
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. Example: Simple Unified Edge Configuration

« Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway

ageing-window (Mobile Pools)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

ageing-window ageing-window;

[edit access address-assignment mobile-pools name],
[edit routing-instances instance-name access address-assignment mobile-pools name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the time up to which IP addresses from the configured mobile pools should not
be reused. Addresses from deleted packet data protocol (PDP) contexts or bearers are
not reused by the broadband gateway until the time specified.

If you do not configure a value, then the default is used.

ageing-window—Time, in seconds, up to which addresses should not be reused.
Range: 1through 65,535 seconds
Default: 2 seconds

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

« Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
. mobile-pools on page 83

« Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway
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allocation-prefix-length (Mobile Pools)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

allocation-prefix-length allocation-prefix-length;

[edit access address-assignment mobile-pools name family inet network network-prefix],

[edit access address-assignment mobile-pools name family inet6 network network-prefix],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet network network-prefix],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet6 network network-prefix]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the prefix length for address allocation in mobile pools. The allocation prefix
length determines the size of the address allocation block (or chunk) assigned to each
session PIC on the broadband gateway.

The default configuration for mobile pools is to assign 1024 addresses (prefix length 22
for IPv4 and 54 for IPv6) in each address allocation block. When the mobile pools are
relatively small, the default configuration may not allow for all session PICs to be assigned
an address block from which to allocate IP addresses. The prefix length specified using
the allocation-prefix-length statement overrides the default prefix length. If the configured
prefix length is smaller than the default prefix length, then this increases the chances
that all session PICs are allocated an address block.

0 NOTE:

. If you configure this statement, then you cannot configure the
external-assigned statement.

. Theallocation prefix length cannot be less than the corresponding network
prefix length. For example, if the network prefix length is 24 (for IPv4), the
allocation prefix length cannot be 23 or 22.

allocation-prefix-length—Prefix length for the address allocation.
Range:
. 32 (1address) to 22 (1024 addresses) for IPv4 addresses

. 64 (1address) to 54 (1024 addresses) for IPv6 addresses
Default:
« 22 (1024 addresses) for IPv4 addresses

« 54 (1024 addresses) for IPv6 addresses

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.
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Related
Documentation

. Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
. network (Mobile Pools) on page 84

. Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway

default-pool (Mobile Pools)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

default-pool,;

[edit access address-assignment mobile-pools name],
[edit routing-instances instance-name access address-assignment mobile-pools name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the mobile pool as a default pool. The broadband gateway uses the default
pool to assign IP addresses to subscribers when a mobile pool or mobile pool group is
not explicitly specified in the address assignment configuration for the access point name
(APN).

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

. address-assignment (APN) on page 128
. Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
« mobile-pools on page 83

. Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway
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external-assigned (Mobile Pools)

Syntax external-assigned;

Hierarchy Level [edit access address-assignment mobile-pools name family inet network network-prefix],
[edit access address-assignment mobile-pools name family inet6 network network-prefix],
[edit access address-assignment mobile-pools name family inet network network-prefix
range name],

[edit access address-assignment mobile-pools name family inet6 network network-prefix
range name],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet network network-prefix],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet6 network network-prefix],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet network network-prefix range name],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet6 network network-prefix range name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify that the addresses in the associated network prefix or range are assigned by an
external authority—for example, by the authentication, authorization, and accounting
(AAA) server or statically by the user equipment. You can specify this either for the
network prefix or for a range under the network prefix.

0 NOTE: If you configure this statement, then you cannot configure the
allocation-prefix-length statement.

Required Privilege access—To view this statement in the configuration.
Level access-control—To add this statement to the configuration.

Related . Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
Documentation . network (Mobile Pools) on page 84
« Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway

. range (Mobile Pools) on page 87

80 Copyright © 2013, Juniper Networks, Inc.



Chapter 3: Address Assignment Configuration Statements

family (Mobile Pools)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

family (inet | inet6) {
network {
[network-prefix] {

allocation-prefix-length allocation-prefix-length;

external-assigned;

range {

[name] {

external-assigned;
high high;
low low;

[edit access address-assignment mobile-pools name],
[edit routing-instances instance-name access address-assignment mobile-pools name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the protocol family information for the mobile pool. Mobile pools must have
either inet (IPv4) or inet6 (IPv6) configured.

0 NOTE: A mobile pool can have either inet (IPv4) or inet6 (IPv6) configured
but not both.

inet—IP version 4 (IPv4).
inet6—IP version 6 (IPv6).

The remaining statements are explained separately.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

. Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
. mobile-pools on page 83

. Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway
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mobile-pool-groups

Syntax mobile-pool-groups {
group-name {
[pool-name];
1
1

Hierarchy Level [edit access address-assignment],
[edit routing-instances instance-name access address-assignment]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the mobile pool groups that are used by the broadband gateway to assign
addresses to subscribers. You can configure both IPv4 and IPv6 pool groups.

Mobile pool groups are a collection of one or more mobile pools. All the mobile pools in
a mobile pool group should be of the same protocol family—inet or inet6. In addition,
none of the mobile pools in a mobile pool group should be marked as a default.

Options group-name—Name of the mobile pool group.
Range: Up to 63 characters

pool-name—Name of the mobile pool. To specify multiple mobile pools, include the
pool-name statement multiple times.

e NOTE: The mobile pool that you specify must be previously configured
on the broadband gateway in the same routing instance as the mobile
pool group.

Range: Up to 63 characters

The remaining statements are explained separately.

Required Privilege access—To view this statement in the configuration.
Level access-control—To add this statement to the configuration.

Related . address-assignment (MobileNext Broadband Gateway) on page 76
D .
ocumentation « Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
. Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway

. mobile-pools on page 83
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mobile-pools

Syntax mobile-pools {
name {
ageing-window ageing-window;
default-pool;
family (inet | inet6) {
network {
allocation-prefix-length allocation-prefix-length;
[network-prefix] {
external-assigned;
range {

[name] {
external-assigned;
high high;
low low;

}
}
}

1
pool-prefetch-threshold pool-prefetch-threshold,

pool-snmp-trap-threshold pool-snmp-trap-threshold,
service-mode service-mode-options;

Hierarchy Level [edit access address-assignment],
[edit routing-instances instance-name access address-assignment]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the mobile pools that are used by the broadband gateway to assign addresses

to subscribers. You can configure both IPv4 and IPv6 mobile pools and various other

parameters related to address assignment.

Options name—Name of the mobile pool.
Range: Up to 63 characters

The remaining statements are explained separately.

Required Privilege access—To view this statement in the configuration.
Level access-control—To add this statement to the configuration.

Related . address-assignment (MobileNext Broadband Gateway) on page 76
Documentation

« Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway

« Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway

« Example: Simple Unified Edge Configuration
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network (Mobile Pools)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

network {

[network-prefix] {
allocation-prefix-length allocation-prefix-length;
external-assigned;
range {

[name] {
external-assigned;
high high;
low low;

}

}

1

}

[edit access address-assignment mobile-pools name family inet],

[edit access address-assignment mobile-pools name family inet6],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet6]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the network prefix for the mobile pool for IPv4 or IPv6 addresses. The broadband
gateway uses the network prefix to assign IP addresses to mobile subscribers. In addition,
if an address range is configured under the network prefix, then addresses are allocated
only from the specified range.

0 NOTE: At least one network prefix must be configured.

network-prefix—Network prefix (IPv4 or IPv6).

The remaining statements are explained separately.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

. Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
. family (Mobile Pools) on page 81

. Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway
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pool-prefetch-threshold (Mobile Pools)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

pool-prefetch-threshold pool-prefetch-threshold;

[edit access address-assignment mobile-pools name],
[edit routing-instances instance-name access address-assignment mobile-pools name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the pool usage threshold in the mobile pool for pre-fetching addresses. The
pre-fetch threshold is used when the pool is configured with prefixes, and when prefixes
are added to an existing pool.

pool-prefetch-threshold—Pre-fetch threshold percentage.
Range: 1through 100
Default: 80

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

. Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway
. mobile-pools on page 83

. Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway
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pool-snmp-trap-threshold (Mobile Pools)

Syntax pool-snmp-trap-threshold pool-snmp-trap-threshold;

Hierarchy Level [edit access address-assignment mobile-pools name],
[edit routing-instances instance-name access address-assignment mobile-pools name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify the pool usage threshold in the mobile pool for generating SNMP traps. When
the percentage of addresses used in the mobile pool exceeds the specified threshold, a
notificationis sent indicating that the specified threshold has been crossed. After reaching
the specified threshold, when the percentage of addresses used in the mobile pool drops
20 percent below the threshold, the notification indicating that the specified threshold
was exceeded, is cleared.

Options pool-snmp-trap-threshold—Threshold percentage.
Range: 1through 100
Default: 80

Required Privilege access—To view this statement in the configuration.
Level access-control—To add this statement to the configuration.

Related . Configuring Mobile Pools and Mobile Pool Groups on the Broadband Gateway

Documentation . mobile-pools on page 83

« Overview of Mobile Pools and Mobile Pool Groups for the Broadband Gateway
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range (Mobile Pools)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

range {

[name] {
external-assigned;
high high;
low low;

1

1

[edit access address-assignment mobile-pools name family inet network network-prefix],

[edit access address-assignment mobile-pools name family inet6 network network-prefix],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet network network-prefix],

[edit routing-instances instance-name access address-assignment mobile-pools name family
inet6 network network-prefix]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the address ranges within the network prefix of the mobile pool. This configuration
is optional. If a range is specified, then the broadband gateway assigns addresses only
from the specified range.

0 NOTE: If you specify arange, then the high and low statements are mandatory.

high high—Upper address (IPv4) or prefix (IPv6) of the range.
low low—Lower address (IPv4) or prefix (IPv6) of the range.

name—Name of the address range.
Range: Up to 63 characters
Syntax: The name must be unique within a mobile pool.

The remaining statement is explained separately.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

. network (Mobile Pools) on page 84
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service-mode (Mobile Pools)

Syntax

Hierarchy Level

Description

Options

Required Privilege
Level

Related
Documentation

service-mode service-mode-options;

[edit access address-assignment mobile-pools name],
[edit routing-instances instance-name access address-assignment mobile-pools name]

Specify that the mobile pool should be in maintenance mode. You do this if you want to
carry out maintenance tasks like deleting or modifying a mobile pool and so on. See the
Maintenance Mode chapter in the MobileNext Broadband Gateway Configuration Guide
for a list of the maintenance tasks that can be carried out when the mobile pool isin
maintenance mode.

When in the Maintenance Mode Active Phase, all the valid attributes on the object can

be modified. In other cases, only the non-maintenance mode attributes can be modified.

service-mode-options—Specify the service mode. Currently, maintenance mode is the
only option supported.

access—To view this statement in the configuration.
access-control—To add this statement to the configuration.

. Changing Address Attributes in the Mobile Address Pool
« Deleting a Mobile Address Pool

. mobile-pools on page 83
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Anchor Packet Forwarding Engine
Redundancy and Aggregated Multiservices
High Availability Configuration Statements

pfes

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

pfes {
[interface interface-name];

}

[edit unified-edge gateways ggsn-pgw gateway-name system],
[edit unified-edge gateways sgw gateway-name system]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name system] hierarchy level
introduced in Junos OS Mobility Release 11.4W.

Specify the interfaces used for anchoring subscribers in the Packet Forwarding Engine
in the broadband gateway.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Anchor Session DPCs and PFEs

. system (MobileNext Broadband Gateway Interfaces) on page 119
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service-pics

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

session-pics

service-pics {
[interface interface-name]l;

1
[edit unified-edge gateways ggsn-pgw gateway-name system]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the interfaces used for anchoring mobile subscriber-aware services in the
broadband gateway.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. system (MobileNext Broadband Gateway Interfaces) on page 119

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

session-pics {
[interface interface-name]l;

}

[edit unified-edge gateways ggsn-pgw gateway-name system],
[edit unified-edge gateways sgw gateway-name system]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name system] hierarchy level

introduced in Junos OS Mobility Release 11.4W.

Specify the interfaces used for the mobile control plane in the broadband gateway.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Anchor Session DPCs and PFEs

. system (MobileNext Broadband Gateway Interfaces) on page 119
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anchoring-options (Aggregated Packet Forwarding Engine)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

anchoring-options {
apfe-group-set apfe-group-set,;
primary-list {
[anchoring-pfe-name];

}

secondary anchoring-pfe-name;
warm-standby;

}

[edit interfaces interface-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the options for anchor Packet Forwarding Engine redundancy. The redundancy
options are configured at the level of the Packet Forwarding Engine. The type of
redundancy supported is many-to-one (N:1), which means that one Packet Forwarding
Engine acts as the backup for one or more (N) Packet Forwarding Engines.

When Packet Forwarding Engines are configured for redundancy, then one or more Packet
Forwarding Engines are configured as primary, and one Packet Forwarding Engine is
configured as secondary (standby) and acts as the backup for the primary Packet
Forwarding Engines.

The remaining statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring Interface Redundancy
« Configuring Interface DPCs or MPCs for User Mobility Traffic
« Example: Configuring Broadband Gateway Redundancy

. interfaces (Aggregated Packet Forwarding Engine) on page 104
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apfe-group-set (Aggregated Packet Forwarding Engine)

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

apfe-group-set apfe-group-set;
[edit interfaces interface-name anchoring-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify that the anchor Packet Forwarding Engines configured for redundancy should
belong to an aggregated Packet Forwarding Engine group set. An aggregated Packet
Forwarding Engine group set is used to associate two or more apfe interfaces such that
they share the same fate.

For example, consider three FPCs (FPCO, FPC1, and FPC2) with two Packet Forwarding
Engines (PFEO and PFE1) on each FPC. Assume that you configure an aggregated PFE
interface apfeO with FPCO-PFEO and FPC1-PFEO as primary members, FPC2-PFEO as
the secondary (backup), and an apfe-group-set called group-1. In addition, you configure
an aggregated Packet Forwarding Engine interface apfel with FPCO-PFE1 and FPC1-PFET
as primary members, FPC2-PFE]1 as the secondary (backup), and the apfe-group-set as
group-1.

Now, consider a scenario where FPCO-PFEOQ (in apfeQ) switches to FPC2-PFEO (alsoin
apfe0). Because apfe0 and apfel are part of the same apfe group set (group-1),
FPCO-PFET (in apfel) alo switches over to the corresponding backup, that is, FPC2-PFE].

0 NOTE: The apfe-group-set is configured at the apfe level. Since the apfe
interfaces have Packet Forwarding Engine interfaces (pfe-) as their members,
the apfe-group-set configuration groups interfaces at the Packet Forwarding
Engine level.

If you do not configure the apfe-group-set statement, then the apfe interface that you
configure behaves as a standalone entity and is not influenced by other apfe interfaces
configured on the broadband gateway.

apfe-group-set—Name of the apfe group set.
Range: Up to 32 characters

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. anchoring-options (Aggregated Packet Forwarding Engine) on page 91
. Configuring Interface Redundancy

« Example: Configuring Broadband Gateway Redundancy
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dedicated (IPsec)

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

dedicated;
[edit interfaces interface-name unit interface-unit-number dial-options]

Statement introduced before Junos OS Release 7.4.

Specify that Dynamic End Point (DEP) IP Security (IPsec) tunnels are supported in
dedicated logical interface (ifl) mode for the aggregated multiservices (AMS) interface.
In dedicated ifl mode, each DEP IPsec tunnel is mapped to one AMS ifl.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. dial-options (IPsec) on page 93

. shared (IPsec) on page 118

dial-options (IPsec)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

dial-options {
(dedicated | shared);
ipsec-interface-id ipsec-interface-id,

}

[edit interfaces interface-name unit interface-unit-number]

Statement introduced before Junos OS Release 7.4.

Configure the parameters to support Dynamic End Point (DEP) IP Security (IPsec) tunnels
on the aggregated multiservices (AMS) interface. DEP IPsec tunnels are supported in
two modes: dedicated logical interface (ifl) mode and shared ifl mode.

The remaining statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. unit (Aggregated Multiservices) on page 120
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drop-member-traffic (Aggregated Multiservices)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

drop-member-traffic {
enable-rejoin;
rejoin-timeout rejoin-timeout;

}

[edit interfaces interface-name load-balancing-options member-failure-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify whether the broadband gateway should drop traffic to a multiservices PIC when
it fails.

. For one-to-one (1:1) mobile control plane redundancy, this configuration is valid only
when both multiservices PICs have failed.

. Formany-to-one (N:1) high availability (HA) for service applications (application-level
gateway [ALG], Network Address Translation [NAT], and stateful firewall), this
configuration is valid only when two or more multiservices PICs have failed.

The remaining statements are explained separately.

0 NOTE: If you configure the drop-member-traffic statement, then you cannot
configure the redistribute-all-traffic statement; that is, they are mutually
exclusive.

If this statement is not configured, then the default behavior is to drop member traffic
with a rejoin timeout of 120 seconds. If the member does not come back online within
this time, then it must be manually brought back into the AMS interface, using the request
interface load-balancing revert command.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring Session DPC Redundancy
« Example: Configuring Broadband Gateway Redundancy
. member-failure-options (Aggregated Multiservices) on page 109

. request interface load-balancing revert (Aggregated Multiservices) on page 720
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enable-rejoin (Aggregated Multiservices)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

enable-rejoin;

[edit interfaces interface-name load-balancing-options member-failure-options
drop-member-traffic],

[edit interfaces interface-name load-balancing-options member-failure-options
redistribute-all-traffic]

Statement introduced in Junos OS Mobility Release 11.2W. Support for the [edit interfaces
interface-name load-balancing-options member-failure-options drop-member-traffic]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Enable the failed member to rejoin the aggregated multiservices (AMS) interface after
the member comes back online.

. Forone-to-one (1:1) mobile control plane redundancy, this configurationis used in case
both members fail, and it allows the members to rejoin the ams interface automatically.

. Formany-to-one (N:1) high availability (HA) for service applications (application-level
gateway [ALG], Network Address Translation [NAT], and stateful firewall), this
configuration allows the failed members to rejoin the pool of active members
automatically.

If you do not configure this option, then the failed members do not automatically rejoin
the ams interface even after coming back online. For this reason, the inactive member
cannot be the backup for the active member (even after it comes back online) unless
the request interface load-balancing revert command is explicitly issued to return the
inactive member to the active state.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring Session DPC Redundancy

. drop-member-traffic (Aggregated Multiservices) on page 94
« Example: Configuring Broadband Gateway Redundancy

. redistribute-all-traffic (Aggregated Multiservices) on page 115

. request interface load-balancing revert (Aggregated Multiservices) on page 720
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family (Aggregated Multiservices)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

family family;

[edit interfaces interface-name unit interface-unit-number]
Statement introduced in Junos OS Mobility Release 11.2W.
Configure protocol family information for the logical interface.

family—Protocol family. Currently, only one option, inet (IP version 4 suite), is supported.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring Session DPC Redundancy
« Example: Configuring Broadband Gateway Redundancy

. unit (Aggregated Multiservices) on page 120
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high-availability-options (Aggregated Multiservices)

Syntax high-availability-options {
many-to-one {
preferred-backup preferred-backup;
1
1

Hierarchy Level [editinterfaces interface-name load-balancing-options]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.

Description Configure the high availability options for the aggregated multiservices (AMS) interface.
This configuration is mandatory for mobile control plane redundancy. For service
applications, if only the load-balancing feature is being used, then this configuration is
optional.

. For one-to-one (1:1) mobile control plane redundancy, the preferred backup
multiservices PIC, in hot standby mode, backs up one multiservices PIC.

. For many-to-one (N:1) high availability support for service applications
(application-level gateway [ALG], Network Address Translation [NAT], and stateful
firewall), the preferred backup multiservices PIC, in hot standby mode, backs up one
or more (N) active multiservices PICs.

0 NOTE: In both cases, if one of the active multiservices PICs goes down, then
the backup replaces it as the active multiservices PIC. When the failed PIC
comes back up, it becomes the new backup. This is called floating backup.

The remaining statements are explained separately.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring Session DPC Redundancy

Documentation « Example: Configuring Broadband Gateway Redundancy

. load-balancing-options (Aggregated Multiservices) on page 106
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interface (Packet Forwarding Engine)

Syntax

Hierarchy Level

Release Information

Description

Options

[interface interface-namel;

[edit unified-edge gateways ggsn-pgw gateway-name system pfes],
[edit unified-edge gateways sgw gateway-name system pfes]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name system pfes] hierarchy
level introduced in Junos OS Mobility Release 11.4W.

Configure the interface representing the Packet Forwarding Engine used for anchoring
subscribers in the broadband gateway. The following conditions are applicable to the
Packet Forwarding Engine interfaces configured here:

. The aggregated Packet Forwarding Engine interfaces (apfe) specified in this statement
must already be defined at the [edit interfaces] hierarchy level.

. For a broadband gateway configured as a Gateway GPRS Support Node (GGSN) or
Packet Data Network Gateway (P-GW), the Packet Forwarding Engine interfaces must
have mobility ggsn-pgw as their forwarding package at the [edit chassis fpc fpc-slot
pfe pfe-id forwarding-packages] hierarchy level.

0 NOTE: If the specified Packet Forwarding Engine interface is an apfe
interface, then all the member interfaces of the apfe interface must have
mobility ggsn-pgw as their forwarding package (at the [edit chassis fpc
foc-slot pfe pfe-id forwarding-packages] hierarchy level).

. For a broadband gateway configured as a Serving Gateway (S-GW), the Packet
Forwarding Engine interfaces must have mobility sgw as their forwarding package at
the [edit chassis fpc fpc-slot pfe pfe-id forwarding-packages] hierarchy level.

0 NOTE: If the specified Packet Forwarding Engine interface is an apfe
interface, then all member interfaces of the apfe interface must have
mobility sgw as their forwarding package (at the [edit chassis fpc fpc-slot
pfe pfe-id forwarding-packages] hierarchy levels).

. If a Packet Forwarding Engine interface is a member of an apfe interface, then that
interface cannot be directly specified here. For example, if pfe-2/0/0 is a member
interface of apfe interface apfeO, then pfe-2/0/0 cannot be directly specified here.

interface-name—Name of the interface representing the Packet Forwarding Engine.

Syntax: Theinterface must be a valid Packet Forwarding Engine interface (apfe or pfe-);
for example, apfeO or pfe-1/0/0.
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Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . pfesonpage 89
Documentation « Configuring Interface Redundancy
« Configuring Interface DPCs or MPCs for User Mobility Traffic
« Example: Configuring Broadband Gateway Redundancy
. show unified-edge ggsn-pgw system interfaces on page 732

. show unified-edge sgw system interfaces on page 734

Copyright © 2013, Juniper Networks, Inc. 99



MobileNext Broadband Gateway Statements and Commands Reference Guide

interface (Services PIC)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

[interface interface-namel;
[edit unified-edge gateways ggsn-pgw gateway-name system service-pics]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the interface representing the services PIC used for anchoring services-related
subscriber sessions in the broadband gateway. The following conditions are applicable
to the services PIC interfaces configured here:

. Theaggregated multiservicesinterfaces (ams) specified in this statement must already
be defined at the [edit interfaces] hierarchy level.

« The services PIC must have the jservices-hcm, jservices-mss, and jservices-crypto-base
packages configured at the [edit chassis fpc slot-number pic pic-number adaptive-services
service-package extension-provider] hierarchy level.

. If a services PIC interface is a member of an aggregated multiservices interface, then
that member interface cannot be specified here. For example, if mams-2/0/0 is a
member interface of the aggregated multiservices interface ams0, then ms-2/0/0/
cannot be directly specified here.

o NOTE: If an aggregated multiservices interface (for example amsO0) is used
for HTTP header enrichment, then load balancing is performed to anchor
subcriber-aware services in one of the member interfaces. Otherwise, load
balancing is not performed.

interface-name—Name of the interface representing the services PIC.

Syntax: The interface must be a valid multiservices interface (ams or ms-a/b/0, where
ais the Flexible PIC Concentrator [FPC] slot number and b is the PIC slot number);
for example, amsO or ms-1/0/0.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. service-pics on page 90

. show unified-edge ggsn-pgw system interfaces on page 732
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interface (Session PIC)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

[interface interface-namel;

[edit unified-edge gateways ggsn-pgw gateway-name system session-pics],
[edit unified-edge gateways sgw gateway-name system session-pics]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name system session-pics]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Configure the interface representing the session PIC used for the mobile control plane
in the broadband gateway. The following conditions are applicable to the session PIC
interfaces configured here:

. Theaggregated multiservices interfaces (ams) specified in this statement must already
be defined at the [edit interfaces] hierarchy level.

« The session PIC must have the jservices-mobile package configured at the [edit chassis
fpc slot-number pic pic-number adaptive-services service-package extension-provider]
hierarchy level.

. If a session PIC interface is a member of an aggregated multiservices interface, then
that member interface cannot be specified here. For example, if mams-2/0/0 is a
member interface of the aggregated multiservices interface ams0, then ms-2/0/0/
cannot be directly specified here.

interface-name—Name of the interface representing the session PIC.

Syntax: The interface must be a valid multiservices interface (ams or ms-a/b/0, where
a is the Flexible PIC Concentrator [FPC] slot number and b is the PIC slot number);
for example, amsO or ms-1/0/0.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Anchor Session DPCs and PFEs
. session-pics on page 90
. show unified-edge ggsn-pgw system interfaces on page 732

. show unified-edge sgw system interfaces on page 734
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interfaces (Aggregated Multiservices)

Syntax interfacesinterface-name {
load-balancing-options {
high-availability-options {
many-to-one {
preferred-backup preferred-backup;
}
1
member-failure-options {
drop-member-traffic {
enable-rejoin;
rejoin-timeout rejoin-timeout;
}
redistribute-all-traffic {
enable-rejoin;
}
}
member-interface interface-name;
1
unit interface-unit-number {
dial-options {
(dedicated | shared);
ipsec-interface-id ipsec-interface-id;
}
family family;
load-balancing-options {
preferred-active interface-name;
}
1
}

Hierarchy Level [edit]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.

Description  Configure the aggregated multiservices (AMS) interface. The AMS interface provides the
infrastructure for load balancing and high availability (HA).

The high availability feature is used for mobile control plane redundancy and for service
applications (application-level gateway [ALG], Network Address Translation [NAT], and
stateful firewall). The load-balancing feature is currently used only for service applications.
For service applications, load balancing can be used with or without high availability.
Mobile control plane load balancing is done by the ingress Packet Forwarding Engine.

0 NOTE: The interfaces must be valid aggregated multiservices interfaces
(ams); for example, ams0 or ams]1, and so on. The ams infrastructure is
supported only in chassis with Trio-based modules and Multiservices Dense
Port Concentrators (MS-DPCs).
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The remaining statements are explained separately.

Options interface-name—Name of the aggregated multiservices interface (ams); for example,
amsO or ams], and so on.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring Session DPC Redundancy

Documentation « Example: Configuring Broadband Gateway Redundancy
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interfaces (Aggregated Packet Forwarding Engine)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

interfaces interface-name {
anchoring-options {
apfe-group-set apfe-group-set;
primary-list {
[anchoring-pfe-name];
1
secondary anchoring-pfe-name;
warm-standby;

[edit]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the aggregated Packet Forwarding Engine interface (apfe) used for anchor
Packet Forwarding Engine redundancy on the broadband gateway. The type of redundancy
supported is many-to-one (N:1), which means that one Packet Forwarding Engine acts
as the backup for one or more (N) Packet Forwarding Engines.

When Packet Forwarding Engines are configured for redundancy, then one or more Packet
Forwarding Engines are configured as primary, and one Packet Forwarding Engine is
configured as secondary (standby) and acts as the backup for the primary Packet
Forwarding Engines.

0 NOTE: The interfaces must be valid apfe interfaces; for example, apfeO or
apfel.

The remaining statements are explained separately.

interface-name—Name of the aggregated Packet Forwarding Engine interface (apfe);
for example, apfeO or apfel, and so on.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. [edit interfaces apfe] Hierarchy Level on page 8
. Configuring Interface Redundancy

« Example: Configuring Broadband Gateway Redundancy
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ipsec-interface-id (IPsec)

Syntax ipsec-interface-id ipsec-interface-id,
Hierarchy Level [edit interfaces interface-name unit interface-unit-number dial-options]

Release Information Statement introduced before Junos OS Release 7.4.

Description Configure the IP Security (IPsec) interface identifier for a group of Dynamic End Point
(DEP) peers.

Options ip-sec-interface-id—|Psec interface identifier.
Range: 1through 63 characters

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . dial-options (IPsec) on page 93
Documentation
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load-balancing-options (Aggregated Multiservices)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

load-balancing-options {
high-availability-options {
many-to-one {
preferred-backup preferred-backup;
1
1
member-failure-options {
drop-member-traffic {
enable-rejoin;
rejoin-timeout rejoin-timeout;
1
redistribute-all-traffic {
enable-rejoin;
1
}

member-interface interface-name;

1
[edit interfaces interface-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the high availability (HA) options for the aggregated multiservices (AMS)
interface.

The following modes of high availability are supported with AMS:

« One-to-one (1:1) mobile control plane redundancy—In this case, one active multiservices
PIC is backed up by one standby multiservices PIC in hot standby mode.

. Many-to-one (N:1) high availability for service applications (application-level gateway
[ALG], Network Address Translation [NAT], and stateful firewall)—In this case, one
multiservices PIC is the backup (in hot standby mode) for one or more (N) active
multiservices PICs. If one of the active multiservices PICs goes down, then the backup
replaces it as the active multiservices PIC. When the failed PIC comes back online, it
becomes the new backup. This is called floating backup mode.

6 NOTE: In hot standby mode, the operational state of subscribers anchored
on the active multiservices PIC (or PICs) is actively synchronized with the
standby multiservices PIC.

The remaining statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.
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Related . Configuring Session DPC Redundancy
D .
ocumentation « Example: Configuring Broadband Gateway Redundancy

. interfaces (Aggregated Multiservices) on page 102

load-balancing-options (IPsec)

Syntax load-balancing-options {
preferred-active interface-name;

}
Hierarchy Level [edit interfaces interface-name unit interface-unit-number]

Release Information Statementintroduced in Junos OS Mobility Release 11.4W.

Description Configure the preferred active member to be used for load balancing the Dynamic End
Point (DEP) IP Security (IPsec) tunnels on the aggregated multiservices (AMS) interface.
The DEP IPSec tunnels are distributed across the members configured for the AMS
interface. However, the active next hop corresponds only to the preferred active member
configured here. All other next hops are on standby and no traffic is directed to those
members.

The remaining statement is explained separately.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . unit (Aggregated Multiservices) on page 120
Documentation
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many-to-one (Aggregated Multiservices)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

many-to-one {
preferred-backup preferred-backup;
}

[edit interfaces interface-name load-balancing-options high-availability-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the initial preferred backup for the aggregated multiservices (AMS) interface.

e NOTE: The preferred backup must be one of the member interfaces (mams-)
that have already been configured at the [edit interfaces interface-name
load-balancing-options] hierarchy level. Even in the case of mobile control
plane redundancy, which is one-to-one (1:1), the initial preferred backup is
configured at this hierarchy level.

The remaining statements are explained separately.

preferred-backup preferred-backup—Name of the preferred backup member interface.
The member interface format is mams-a/b/0, where a is the Flexible PIC Concentrator
(FPC) slot number and b is the PIC slot number.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring Session DPC Redundancy
« Example: Configuring Broadband Gateway Redundancy

« high-availability-options (Aggregated Multiservices) on page 97
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member-failure-options (Aggregated Multiservices)

Syntax member-failure-options {

drop-member-traffic {
enable-rejoin;
rejoin-timeout rejoin-timeout;

1

redistribute-all-traffic {
enable-rejoin;

}

}

Hierarchy Level [edit interfaces interface-name load-balancing-options]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the possible behavior for the aggregated multiservices (AMS) interface in case
of failure of more than one active member.

0 NOTE: The drop-member-traffic configuration and the redistribute-all-traffic
configuration are mutually exclusive.

Table 3 on page 109 displays the behavior of the member interface after the failure of the
first multiservices PIC. Table 4 on page 110 displays the behavior of the member interface
after the failure of two multiservices PICs.

0 NOTE: The AMS infrastructure has been designed to handle one failure
automatically. However, in the unlikely event that more than one multiservices
PIC fails, the AMS infrastructure provides configuration options to minimize
the impact on existing traffic flows.

Table 3: Behavior of Member Interface After One Multiservices PIC Fails

High Availability Mode Member Interface Behavior

One-to-one (1:1) mobile control plane redundancy Automatically handled by the AMS infrastructure
Many-to-one (N:1) high availability support for service Automatically handled by the AMS infrastructure
applications
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Table 4: Behavior of Member Interface After Two Multiservices PICs Fail

High
Availability
Mode

Configuration

rejoin-timeout

enable-rejoin

Behavior when
member rejoins before
rejoin-timeout expires

Behavior when member
rejoins after
rejoin-timeout expires

One-to-one drop-member-traffic Not The traffic is dropped The traffic is dropped

(1:1) mobile configured since bothmembersare  since both members are

control plane down. down. Both members are

redundancy moved to the inactive
The first member to state.
rejoin becomes the
active member. The An explicit request
second member to interface load-balancing
rejoin becomes the revert command is
backup. This behavioris  required to make both
handled automatically members rejoin the AMS.
by the AMS
infrastructure.

One-to-one drop-member-traffic Configured The traffic is dropped The traffic is dropped

(1:1) mobile sincebothmembersare  since both members are

control plane down. The first member  down. The first member

redundancy to rejoin becomes the to rejoin becomes the
active member. The active member. The
second member to second member to rejoin
rejoin becomes the becomes the backup.
backup. This behavioris  This behavior is handled
handled automatically automatically by the AMS
by the AMS infrastructure.
infrastructure.

One-to-one redistribute-all-traffic Not The traffic is dropped since both members are down.

(1:1) mobile configured Both members are moved to the inactive state.

control plane

redundancy An explicit request interface load-balancing revert
command is required to make both members rejoin
the AMS.

One-to-one redistribute-all-traffic Configured The traffic is dropped since both members are down.

(1:1) mobile

control plane The first member to rejoin becomes the active

redundancy member. The second member to rejoin becomes the
backup. This behavior is handled automatically by
the AMS infrastructure.

Many-to-one  drop-member-traffic Not The existing traffic for The existing traffic for the

(N:1) high configured the second failed second failed member is

availability member is not not redistributed to the

support for redistributed to the other members.

service other members. The

applications memberismovedtothe The first member rejoins
discard state. the AMS automatically.

However, the other
If the member comes members who are
back up before therejoin  rejoining are moved to the
timeout expires, the inactive state. An explicit
traffic isrestored tothe  request interface
member and the load-balancing revert
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Table 4: Behavior of Member Interface After Two Multiservices PICs Fail (continued)

High
Availability
Mode

Configuration

rejoin-timeout

enable-rejoin

Behavior when
member rejoins before
rejoin-timeout expires

member is moved to the
active state.

Behavior when member
rejoins after
rejoin-timeout expires

command is required to
make these members

rejoin the AMS.
Many-to-one  drop-member-traffic Configured Configured The existing traffic for The existing traffic for the
(N:1) high the second failed second failed member is
availability member is not not redistributed to the
support for redistributed to the other members until the
service othermembers. Thefirst  rejoin timeout expires.
applications member to rejoin Once the rejoin timeout
becomes an active expires, the traffic is
member. redistributed to the other
members.
The second member to
rejoin becomes the The first member to rejoin
backup. This behavioris becomes an active
handled automatically member. The second
by the AMS member to rejoin
infrastructure. becomes the backup.
This behavior is handled
automatically by the AMS
infrastructure.
Many-to-one redistribute-all-traffic  Not Not The traffic is dropped since both members are down.
(N:1) high applicable configured Both members are moved to the inactive state.
availability
support for An explicit request interface load-balancing revert
service command is required to make both members rejoin
applications the AMS.
Many-to-one redistribute-all-traffic  Not Configured Before rejoin, the traffic is redistributed to existing

(N:1) high
availability
support for
service
applications

applicable

active members.

After a failed member rejoins, the traffic is

load-balanced again. This may impact existing traffic
flows.

Default

Required Privilege
Level

The remaining statements are explained separately.

If member-failure-options are not configured, then the default behavior is to drop member
traffic with a rejoin timeout of 120 seconds. If the member does not come back online
within this time, then it must be manually brought back into the AMS interface, using the
request interface load-balancing revert command.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.
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Related . Configuring Session DPC Redundancy
D .
ocumentation « Example: Configuring Broadband Gateway Redundancy
. load-balancing-options (Aggregated Multiservices) on page 106

. request interface load-balancing revert (Aggregated Multiservices) on page 720

member-interface (Aggregated Multiservices)

Syntax member-interface interface-name;
Hierarchy Level [edit interfaces interface-name load-balancing-options]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify the member interfaces for the aggregated multiservices (AMS) interface. You
can configure multiple interfaces by specifying each interface in a separate statement.

. For mobile control plane redundancy, which supports one-to-one (1:1) redundancy,
you must specify only two interfaces.

. For high availability service applications (application-level gateway [ALG], Network
Address Translation [NAT], and stateful firewall) that support many-to-one (N:1)
redundancy, you can specify two or more interfaces.

0 NOTE: The member interfaces that you specify must be members of
aggregated multiservices interfaces (mams-) on the broadband gateway.

The remaining statements are explained separately.

Options interface-name—Name of the member interface. The member interface format is
mams-a/b/0, where a is the Flexible PIC Concentrator (FPC) slot number and b is
the PIC slot number.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring Session DPC Redundancy

Documentation « Example: Configuring Broadband Gateway Redundancy

. load-balancing-options (Aggregated Multiservices) on page 106
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preferred-active (IPsec)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

preferred-active interface-name;
[edit interfaces interface-name unit interface-unit-number load-balancing-options]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the preferred active member to be used for load balancing the Dynamic End
Point (DEP) IP Security (IPsec) tunnels on the aggregated multiservices (AMS) interface.
The following conditions are applicable for the preferred active member configured here:

. The preferred active member should already be configured as a member of the AMS
interface. (To configure a member interface under AMS, use set member-interface
interface-name at the [edit interfaces interface-name load-balancing-options] hierarchy
level.)

. The preferred active member must not be already configured as the preferred backup
for the AMS interface.

. If you configure load balancing, then the configuration of the preferred active member
is mandatory.

interface-name—Name of the member of AMS interface (mams-); for example,
mams-1/0/0.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. load-balancing-options (IPsec) on page 107
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primary-list (Aggregated Packet Forwarding Engine)

Syntax primary-list {
[anchoring-pfe-namel;

}

Hierarchy Level [editinterfaces interface-name anchoring-options]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the primary Packet Forwarding Engines for anchor Packet Forwarding Engine
redundancy.

You can configure the primary-list to contain multiple Packet Forwarding Engines.
However, all Packet Forwarding Engines configured under a primary-list must have the
same forwarding capabilities. In addition, the Packet Forwarding Engine configured as
the backup (using the secondary statement) to the primary Packet Forwarding Engines
must have the same forwarding capabilities as the primary Packet Forwarding Engines.

e NOTE: We recommend that you do not configure the active (primary) and
backup Packet Forwarding Engines on the same FPC. Therefore, if a Packet
Forwarding Engine on an FPC is configured as a primary, then the other Packet
Forwarding Engines on that FPC should not be configured as a backup
(secondary).

Options anchoring-pfe-name—Name of the Packet Forwarding Engine interface. The Packet
Forwarding Engine interface format is pfe-a/b/0, where a is the Flexible PIC
Concentrator (FPC) slot number, and b is the PIC slot number; for example, pfe-2/1/0.

o NOTE: The Packet Forwarding Engine interface must have the
forwarding-packages statement configured at the [edit chassis fpc fpc-slot
pfe pfe-id] hierarchy level.

To configure multiple primary Packet Forwarding Engines, include the anchoring-pfe-name
statement multiple times.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . anchoring-options (Aggregated Packet Forwarding Engine) on page 91
Documentation . Configuring Interface Redundancy
« Configuring Interface DPCs or MPCs for User Mobility Traffic

« Example: Configuring Broadband Gateway Redundancy
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. secondary (Aggregated Packet Forwarding Engine) on page 117

redistribute-all-traffic (Aggregated Multiservices)

Syntax redistribute-all-traffic {
enable-rejoin;

1
Hierarchy Level [editinterfaces interface-name load-balancing-options member-failure-options]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Enable the option to redistribute traffic of a failed active member to the other active
members.

« Forone-to-one (1:1) mobile control plane redundancy, since both members have failed,
the traffic is dropped.

« Formany-to-one (N:1) high availability support for Network Address Translation (NAT),
the traffic for the failed member is automatically redistributed to the other active
members.

The remaining statement is explained separately.

0 NOTE: If you configure the redistribute-all-traffic statement, then you cannot
configure the drop-member-traffic statement; that is, they are mutually
exclusive.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring Session DPC Redundancy

Documentation .
« Example: Configuring Broadband Gateway Redundancy

. member-failure-options (Aggregated Multiservices) on page 109
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rejoin-timeout (Aggregated Multiservices)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

rejoin-timeout rejoin-timeout;

[edit interfaces interface-name load-balancing-options member-failure-options
drop-member-traffic]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the time by when a failed member should rejoin the aggregated multiservices
(AMS) interface automatically. If the failed member does not rejoin by the configured
time, then the member is moved to the “inactive” state and the traffic meant for this
member is dropped.

If the member does not come back online within this time, then it must be manually
brought back into the AMS interface, using the request interface load-balancing revert
command.

If you do not configure a value, the default value of 120 seconds is used.

rejoin-timeout—Time, in seconds, by which a failed member must rejoin.
Default: 120 seconds

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring Session DPC Redundancy
. drop-member-traffic (Aggregated Multiservices) on page 94
« Example: Configuring Broadband Gateway Redundancy

. request interface load-balancing revert (Aggregated Multiservices) on page 720
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secondary (Aggregated Packet Forwarding Engine)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

secondary anchoring-pfe-name;
[edit interfaces interface-name anchoring-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the secondary Packet Forwarding Engine for the anchor Packet Forwarding
Engine redundancy. The secondary Packet Forwarding Engine acts as the standby
(backup) for one or more primary Packet Forwarding Engines and takes over as the active
Packet Forwarding Engine when a primary Packet Forwarding Engine fails.

The Packet Forwarding Engine configured as the secondary (backup) to the primary
Packet Forwarding Engines (configured using the primary-list statement) must have the
same forwarding capabilities as the primary Packet Forwarding Engines.

6 NOTE: We recommend that you do not configure the active (primary) and
backup Packet Forwarding Engines on the same FPC. Therefore, if a Packet
Forwarding Engine on an FPC is configured as a primary, then the other Packet
Forwarding Engines on that FPC should not be configured as a backup
(secondary).

anchoring-pfe-name—Name of the Packet Forwarding Engine interface. The Packet
Forwarding Engine interface format is pfe-a/b/0, where a is the Flexible PIC
Concentrator (FPC) slot number, and b is the PIC slot number; for example, pfe-1/1/0.

0 NOTE: The Packet Forwarding Engine interface must have the
forwarding-packages statement configured at the [edit chassis fpc fpc-slot
pfe pfe-id] hierarchy level.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. anchoring-options (Aggregated Packet Forwarding Engine) on page 91
. Configuring Interface Redundancy

« Example: Configuring Broadband Gateway Redundancy

. primary-list (Aggregated Packet Forwarding Engine) on page 114
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shared (IPsec)

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

shared;
[edit interfaces interface-name unit interface-unit-number dial-options]

Statement introduced before Junos OS Release 7.4.

Specify that Dynamic End Point (DEP) IP Security (IPsec) tunnels are supported in shared
logical interface (ifl) mode for the aggregated multiservices (AMS) interface. In shared
ifl mode, one AMS ifl is shared by multiple DEP IPsec tunnels.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. dedicated (IPsec) on page 93

. dial-options (IPsec) on page 93
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system (MobileNext Broadband Gateway Interfaces)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

system {
pfes {
[interface interface-name];

1
service-pics { #P-GW only
[interface interface-name];
}
session-pics {
[interface interface-name];
1
1

[edit unified-edge gateways ggsn-pgw gateway-name],
[edit unified-edge gateways sgw gateway-name]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name] hierarchy level introduced
in Junos OS Mobility Release 11.4W.

Specify the different interfaces used to service the subscriber and for anchoring subscriber
information in the broadband gateway.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. [edit unified-edge gateways ggsn-pgw <gateway-name>] Hierarchy Level on page 17
. [edit unified-edge gateways sgw <gateway-name>] Hierarchy Level on page 29

« MobileNext Broadband Gateway Chassis Overview
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unit (Aggregated Multiservices)

Syntax unitinterface-unit-number {

dial-options {
(dedicated | shared);
ipsec-interface-id ipsec-interface-id,;

1

family family;

load-balancing-options {
preferred-active interface-name;

}

}

Hierarchy Level [editinterfaces interface-name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the logical interface on the physical device. You must configure a logical
interface to be able to use the physical device.

The remaining statements are explained separately.

Options interface-unit-number—Number of the logical unit.

0 NOTE: Unit O is reserved and cannot be configured under the aggregated
multiservices interface (ams).

Range: 1through 16,384

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring Session DPC Redundancy

Documentation « Example: Configuring Broadband Gateway Redundancy

. interfaces (Aggregated Multiservices) on page 102
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warm-standby (Aggregated Packet Forwarding Engine)

Syntax
Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

warm-standby;
[edit interfaces interface-name anchoring-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the anchor Packet Forwarding Engine redundancy in warm standby mode. In
this mode, the secondary Packet Forwarding Engine takes over the role of the primary
Packet Forwarding Engine that fails.

In warm standby mode, the subscriber sessions are programmed only after the switchover
from the primary Packet Forwarding Engine to the secondary Packet Forwarding Engine.
Based on the subscriber traffic, the programming for some sessions is expedited if needed.

0 NOTE: When you configure warm standby mode and if one primary Packet
Forwarding Engine on an FPC switches to a secondary Packet Forwarding
Engine on another FPC, then all primary Packet Forwarding Engines on the
first FPC will switch to the corresponding secondary Packet Forwarding
Engines on the second FPC by default.

If you do not include this statement, then warm-standby mode is the default.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. anchoring-options (Aggregated Packet Forwarding Engine) on page 91
« Configuring Interface Redundancy

« Example: Configuring Broadband Gateway Redundancy
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aaa (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

aaa;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the address assignment option so that the authentication, authorization, and
accounting (AAA) server assigns IP addresses for subscribers. If you include the aaa
statement, then the broadband gateway uses the IP address returned by the AAA server
as part of the subscriber authentication. The configuration in the AAA profile specified
for the APN determines the AAA server that will assign addresses to subscribers.

e NOTE:

. If youinclude the aaa statement, you cannot include the dhcp-proxy-client
or local statements.

. The IP address assigned by the AAA server must be previously configured
on the gateway either in a mobile pool or a mobile pool group at the [edit
access address-assignment] or [edit routing-instances instance-name access
address-assignment] hierarchy levels. In addition, the mobile pool must be
configured as external assigned by including the external-assigned
statement at the [edit access address-assignment mobile-pools] or the [edit
routing-instances instance-name access address-assignment mobile-pools]
hierarchy levels.

. For IPv4 addresses, the AAA server must be configured to send the IPv4
addressin the Framed-IP-Address attribute-value pair (AVP) inthe Access
Accept Response message to the broadband gateway; for example, the
Framed-IP-Address AVP can be set to “192.168.0.10".

. For IPv6 addresses, the AAA server must be configured to send the IPv6
address in the Framed-IPv6-Prefix AVP in the Access Accept Response
message to the broadband gateway; for example, the Framed-IPv6-Prefix
AVP can be set to “2000:DB8::".

If you omit the aaa statement, the default address assignment optionis local. This means
that the IP addresses are assigned by the broadband gateway using the mobile pool or
mobile pool group configured on the access point name (APN). If a mobile pool or a
mobile pool group is not specified, then the default mobile pool is used to assign the IP
address. The default mobile pool is configured in the routing instance that is associated
with the mobile interface of the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.
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Related . address-assignment (APN) on page 128
D .
ocumentation . address-assignment (MobileNext Broadband Gateway) on page 76
« Enabling Address Assignment by the RADIUS Server

« Configuring Address Assignment on a Broadband Gateway APN
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aaa-override (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

aaa-override;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcp-proxy-client],

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment local]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify that the IP address returned by the authentication, authorization, and accounting
(AAA) server overrides the address from the subnet or prefix returned from the Dynamic
Host Configuration Protocol (DHCP) server, or the address obtained from the mobile
pool or mobile pool group locally configured on the broadband gateway. If the AAA server
provides the address for the user equipment (UE), then the broadband gateway does
not assign an address from the subnet or prefix, which is returned from the DHCP server
for this APN, or the address obtained from the locally configured mobile pool or mobile
pool group.

0 NOTE:

. The IP address assigned by the AAA server must be previously configured
on the gateway either in a mobile pool or a mobile pool group at the [edit
access address-assignment] or [edit routing-instances instance-name access
address-assignment] hierarchy levels. In addition, the mobile pool must be
configured as external assigned by including the external-assigned
statement at the [edit access address-assignment mobile-pools] or the [edit
routing-instances instance-name access address-assignment mobile-pools]
hierarchy levels.

. ForIPv4 addresses, the AAA server must be configured to send the IPv4
addressin the Framed-IP-Address attribute-value pair (AVP) in the Access
Accept Response message to the broadband gateway; for example, the
Framed-IP-Address AVP can be set to “192.168.0.10".

. For IPv6 addresses, the AAA server must be configured to send the IPv6
address in the Framed-IPv6-Prefix AVP in the Access Accept Response
message to the broadband gateway; for example, the Framed-IPv6-Prefix
AVP can be set to “2000:DB8::".

If you do not configure this statement, then the IP address from the subnet or prefix
returned from the DHCP server, or the address obtained from the mobile pool or mobile
pool group locally configured on the broadband gateway, is used depending on the
configuration.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.
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Related
Documentation

aaa-profile (APN)

. Configuring AAA-Assigned Addresses to Override Locally or DHCP-Assigned Addresses
« dhcp-proxy-client (APN Address Assignment) on page 150

. local (APN Address Assignment) on page 167

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

aaa-profile aaa-profile;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the authentication, authorization, and accounting (AAA) profile to be used for
the access point name (APN). The AAA profile is used to authorize whether a default
bearer or a primary packet data protocol (PDP) context can be activated for a subscriber.
In addition, the AAA profile is also used to pass the subscriber’s accounting information
to the AAA server.

0 NOTE: The AAA profiles should already be configured on the broadband
gateway.

aaa-profile—Name of the AAA profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139
. Configuring General APN Parameters on the Broadband Gateway

« Example: Configuring Broadband Gateway APNs
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address-assignment (APN)

Syntax address-assignment {

aaa;

allow-static-ip-address {
no-aaa-verify;

1

dhcp-proxy-client {
aaa-override;

}

dhcpv4-proxy-client-profile {
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;

}

dhcpv6-proxy-client-profile{
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;

}

inet-pool {
exclude-pools [value];
group group;
pool pool;

}

inet6-pool {
exclude-v6pools [value];
group group;
pool pool;

1

local {
aaa-override;

}

}

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the address assignment parameters for an access point name (APN). These
parameters are used by the broadband gateway to assign IP addresses to mobile devices.

The following methods of allocating IP addresses are supported by the broadband
gateway:

« AAA—IP addresses are allocated by the authentication, authorization, and accounting
(AAA) server.

« DCHP—IP addresses are allocated by the broadband gateway using the IP addresses
returned by the Dynamic Host Configuration Protocol (DHCP) server. The broadband
gateway uses the information configured in the DHCP proxy client profile to access
the IP address returned by the DHCP server.
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. Local—IP addresses are allocated by the broadband gateway using a local mobile pool
or mobile pool group configured on the APN. If a mobile pool or a mobile pool group is
not specified, then the default mobile pool is used to assign the IP address. The default
pool is configured in the routing instance that is associated with the mobile interface
of the APN.

6 NOTE: You can configure the address-assignment statement only if the APN
type is real.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . address-assignment (MobileNext Broadband Gateway) on page 76
Documentation
. apnson page 139
. apn-type on page 138
. Configuring Address Assignment on a Broadband Gateway APN

« Example: Configuring Broadband Gateway APNs
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allow-network-behind-mobile

Syntax

Hierarchy Level

Release Information

Description

Default

allow-network-behind-mobile;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify that support for network behind mobile is allowed for the access point name
(APN). The broadband gateway acts as the IP anchor for devices that are behind the
user equipment and forwards traffic to and from these devices

0 NOTE:

. If youintend to obtain network-behind-mobile prefixes from the RADIUS
server, this is the only step required. However, you must configure the
RADIUS server based on the following information:

- For IPv4 routes, the RADIUS server must be configured to send the

Framed-Route attribute-value pair (AVP) as part of the Access Accept
Response message to the broadband gateway.

- For IPv6 routes, the RADIUS server must be configured to send the

Framed-IPv6-Route AVP as part of the Access Accept Response message
to the broadband gateway.

. The format of the Framed-Route and Framed-IPv6-Route AVP is as

follows: "Host_IPAddr[/SubnetMask] GW_IPAddr [Metric]", where:

. Host_IPAddr—IPv4 or IPv6 address of the destination host or network.
. SubnetMask—(Optional) Subnet mask.

. GW_IPAddr—IP address of the broadband gateway.

. Metric—(Optional) Metric (number of hops) for this route.

An example of a Framed-Route AVP is Framed-Route="192.168.1.0/24
192.168.1.11", and an example of a Framed-IPv6-Route AVP is
Framed-IPv6-Route="2000:0:0:106::/642000::106:a00:20ff:fe99:a998
1™,

In addition, if you intend to assign an IP address to the user equipment
using the RADIUS server, then you must configure the RADIUS server to
returnthe Framed-IP-Address AVP or the Framed-IPv6-Prefix AVP for IPv4
and IPv6 addresses, respectively. For more information, see Configuring

Address Assignment on a Broadband Gateway APN.

If you do not configure this statement, then support for network behind mobile is disabled
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Required Privilege
Level

Related
Documentation

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring the Networks Behind the Mobile Equipment Feature
. network-behind-mobile on page 173

« Networks Behind the Mobile Device Overview

allow-static-ip-address (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

allow-static-ip-address {
no-aaa-verify;

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify that the static IP address provided by the user equipment (UE) is allowed by the
broadband gateway. The gateway obtains the IP address of the user equipment from
the Create Session Request message.

The remaining statement is explained separately.

If you omit the allow-static-ip-address statement, then the static IP address provided by
the user equipment is not allowed by the broadband gateway.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. address-assignment (APN) on page 128

« Configuring Address Assignment on a Broadband Gateway APN
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anchor-pfe-ipv4-nbm-prefixes

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

anchor-pfe-ipv4-nbm-prefixes maximum-ipv4-prefixes;
[edit unified-edge gateways ggsn-pgw gateway-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the maximum number of IPv4 prefixes (for devices behind the user equipment)
allowed for each anchor Packet Forwarding Engine on the MobileNext Broadband
Gateway. This configuration allows you to restrict the memory used for IPv4 prefixes (for
network behind mobile) in order to prevent the IPv4 prefixes from using the main route
memory of the anchor Packet Forwarding Engine.

0 NOTE: Even if you configure the anchor-pfe-ipv4-nbm-prefixes statement,
this does not guarantee that the configured number of IPv4 prefixes will be
supported. It is possible that the anchor Packet Forwarding Engine will reject
the creation of a prefix due to lack of available memory. If sufficient memory
is available, then the anchor Packet Forwarding Engine conforms to the
number of prefixes configured.

maximum-ipv4-prefixes—Maximum number of IPv4 prefixes, in multiples of thousand,
per anchor Packet Forwarding Engine.

Range: 16 through 128,000 thousand IPv4 prefixes
Default: 64,000 IPv4 prefixes

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring the Networks Behind the Mobile Equipment Feature

. network-behind-mobile on page 173

132

Copyright © 2013, Juniper Networks, Inc.



Chapter 5: APN Configuration Statements

anchor-pfe-ipv6-nbm-prefixes

Syntax anchor-pfe-ipv6-nbm-prefixes maximum-ipv6-prefixes;
Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name]

Release Information Statement introduced in Junos OS Mobility Release 11.4W.

Description Configure the maximum number of IPv6 prefixes (for devices behind the user equipment)
allowed for each anchor Packet Forwarding Engine on the MobileNext Broadband
Gateway. This configuration allows you to restrict the memory used for IPv6 prefixes (for
network behind mobile) in order to prevent the IPv6 prefixes from using the main route
memory of the anchor Packet Forwarding Engine.

0 NOTE: Even if you configure the anchor-pfe-ipv6-nbm-prefixes statement,
this does not guarantee that the configured number of IPv6 prefixes will be
supported. It is possible that the anchor Packet Forwarding Engine will reject
the creation of a prefix due to lack of available memory. If sufficient memory
is available, then the anchor Packet Forwarding Engine conforms to the
number of prefixes configured.

Options maximum-ipv6-prefixes—Maximum number of IPv6 prefixes, in multiples of thousand,
per anchor Packet Forwarding Engine.
Range: 4 through 128,000 IPv6 prefixes
Default: 16,000 IPv6 prefixes.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring the Networks Behind the Mobile Equipment Feature

Documentation . network-behind-mobile on page 173
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apn-data-type

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

apn-data-type (ipv4 | ipv4ve | ipv6);
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the type of addresses (IPv4, IPv6, or both IPv4 and IPv6) that the access point
name (APN) can allocate for sessions attaching to the APN.

If you do not specify a value, the default value is ipv4; that is, the APN allocates only IPv4
addresses for sessions attaching to that APN.

ipv4—Allocate only IPv4 addresses for sessions attaching to the APN.

ipv4v6—Allocate both IPv4 or IPv6 addresses (or only an IPv4 or an IPv6 address) for
sessions (based on the request) attaching to the APN.

ipv6—Allocate only IPv6 addresses for sessions attaching to the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway
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apn-services

Syntax apn-services {
apns {
[name] {
aaa-profile aaa-profile;
address-assignment {

}

aaa;

allow-static-ip-address {
no-aaa-verify;

}

dhcp-proxy-client {
aaa-override;

1

dhcpv4-proxy-client-profile {
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;

1

dhcpv6-proxy-client-profile{
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;

1

inet-pool {
exclude-pools [value];
group group;
pool pool;

1

inet6-pool {
exclude-v6pools [value];
group group;
pool pool;

1

local {
aaa-override;

}

allow-network-behind-mobile;

apn-data-type (ipv4 | ipv4v6 | ipv6);

apn-type (real | virtual | virtual-pre-authenticate);
block-visitors;

charging {

}

default-profile default-profile;

home-profile home-profile;
profile-selection-order [profile-selection-method];
roamer-profile roamer-profile;

visitor-profile visited-profile;

description description;
dns-server {

primary-v4 primary-v4;
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primary-v6 primary-v6;

secondary-v4 secondary-v4;

secondary-v6 secondary-v6;
}
idle-timeout idle-timeout,
idle-timeout-direction (both | uplink);
inter-mobile-traffic {

(deny | redirect redirect);
}
local-policy-profile local-policy-profile;
maximum-bearers maximum-bearers;
mobile-interface mobile-interface;
nbns-server {

primary-v4 primary-v4;

secondary-v4 secondary-v4;
}
network-behind-mobile {

imsiimsi {

prefix-v4 [ipv4-prefix];
prefix-v6 [ipv6-prefix];

}
}
p-cscf{

[address];
}
restriction-value restriction-value;
selection-mode {

(from-ms | from-sgsn | no-subscribed);
}
service-mode service-mode-options;
service-selection-profile service-selection-profile;
session-timeout session-timeout;
user-options {

override-pco;

password password,

(use-apnname | use-imsi | use-msisdn | user-name username);
}
verify-source-address {

disable;
}

wait-accounting;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
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Description Configure the access point name (APN) selection function for the broadband gateway.
The APN selection function determines whether the broadband gateway is responsible
for servicing the subscriber. If the gateway is responsible, then the APN selection function
selects the Packet Data Network (PDN) service that is applicable for the subscriber. You
can configure different parameters related to the device, network, and subscription to
provide an enhanced selection function.

The APN selection function determines which APN and service types a Mobile Station
(MS) or user equipment (UE) device should use.

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . [edit unified-edge gateways ggsn-pgw <gateway-name>] Hierarchy Level on page 17

Documentation « Configuring APNs on the MobileNext Broadband Gateway Overview

« Example: Configuring Broadband Gateway APNs
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apn-type

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

apn-type (real | virtual | virtual-pre-authenticate);
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the type of access point name (APN). The following APN types are supported:

. real—Configure the APN as real if the APN name sent in the GTP Create message will
be used for creating the session.

. virtual—Configure the APN as virtual if the APN name sent in the GTP Create message
will be mapped to a different (real) APN. The mapped (real) APN is then used to set
up the session. A service selection profile must be configured so that the virtual APN
can be mapped to a real APN.

. virtual-pre-authenticate—Configure the APN as virtual-pre-authenticate if the APN
name sent in the GTP Create message will be mapped to a different (real) APN. The
mapping in this case is provided by the authentication, authorization, and accounting
(AAA) server in the authentication (Access Accept) message. You must configure AAA
authentication for this APN so that the virtual APN can be mapped to a real APN.

If you do not specify a value, the default value is real.

real—Specify that the APN is a real APN.
virtual—Specify that the APN is a virtual APN.

virtual-pre-authenticate—Specify that the APN is a virtual APN that will be mapped to a
real APN using AAA authentication.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway
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apns

Syntax apns{
[name] {
aaa-profile aaa-profile;
address-assignment {
aaa;
allow-static-ip-address {
no-aaa-verify;
}
dhcp-proxy-client {
aaa-override;
1
dhcpv4-proxy-client-profile {
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;
1
dhcpv6-proxy-client-profile{
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;
1
inet-pool {
exclude-pools [value];
group group;
pool pool;
}
inet6-pool {
exclude-v6pools [value];
group group;
pool pool;
}
local {
aaa-override;
}
1
allow-network-behind-mobile;
apn-data-type (ipv4 | ipv4v6 | ipv6);
apn-type (real | virtual | virtual-pre-authenticate);
block-visitors;
charging {
default-profile default-profile;
home-profile home-profile;
profile-selection-order [profile-selection-method];
roamer-profile roamer-profile;
visitor-profile visited-profile;
1
description description;
dns-server {
primary-v4 primary-v4;
primary-v6 primary-v6;
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Hierarchy Level

Release Information

Description

secondary-v4 secondary-v4;

secondary-v6 secondary-v6;
1
idle-timeout idle-timeout;
idle-timeout-direction (both | uplink);
inter-mobile-traffic {

(deny | redirect redirect);
1
local-policy-profile local-policy-profile;
maximum-bearers maximum-bearers;
mobile-interface mobile-interface;
nbns-server {

primary-v4 primary-v4;

secondary-v4 secondary-v4;
1
network-behind-mobile {

imsiimsi {

prefix-v4 [ipv4-prefix];
prefix-v6 [ipv6-prefix];

}
1
pcef-profile profile-name
p-cscf{

[address];
1
restriction-value restriction-value;
selection-mode {

(from-ms | from-sgsn | no-subscribed);
1
service-mode service-mode-options;
service-selection-profile service-selection-profile;
session-timeout session-timeout;
user-options {

override-pco;

password password,

(use-apnname | use-imsi | use-msisdn | user-name username);
1
verify-source-address {

disable;
1

wait-accounting;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the access point name (APN) for the broadband gateway. The APN is a unique
identifier used by the broadband gateway to identify each attached IP network, which is
called an APN network or a Packet Data Network (PDN). The APN determines
authorization and address allocation methods, charging rules, several types of timeouts,
and various other parameters that characterize the user session to an IP network.

The remaining statements are explained separately.
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Options

Required Privilege
Level

Related
Documentation

block-visitors

name—Name of the APN.
Range: Up to 100 characters
Syntax: Can contain only letters, numbers, decimal points, and dashes

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apn-services on page 135
« Configuring APNs on the MobileNext Broadband Gateway Overview
« Configuring General APN Parameters on the Broadband Gateway

« Example: Configuring Broadband Gateway APNs

Syntax
Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

block-visitors;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the access point name (APN) to block visitors who do not belong to the home
public land mobile network (HPLMN) from connecting to the APN.

When the broadband gateway receives a Create Session Request message from a
subscriber’s user equipment (UE), the gateway compares the mobile country code (MCC)
and the mobile network code (MNC) in the message with the list of configured MCCs
and MNCs for the home PLMN. If the user equipment does not belong to the home PLMN,
then the gateway rejects the session and the user equipment is blocked from connecting
to the APN.

If you do not specify a value, the visitors are allowed by default.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway
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count (HTTP Header Enrichment)

Syntax
Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

count;
[edit services hcm tag-rule rule-name term term-name then]

Statement introduced in Junos OS Mobility Release 11.4W.

Enable the collection of statistics for the configured term. The collection of statistics for
a term is disabled by default.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HT TP Header Enrichment

« then (HTTP Header Enrichment) on page 199
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charging (APN)

Syntax charging {
default-profile default-profile;
home-profile home-profile;
profile-selection-order [profile-selection-method];
roamer-profile roamer-profile;
visitor-profile visited-profile;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Specify the charging profiles for the access point name (APN) that will be used to charge
the different types of subscribers who access the APN on the broadband gateway. The
profile-selection-order configuration indicates the order of preference for the source of
the charging profile. If the profile-selection-order configuration indicates static, then the
charging profiles specified are used to charge a subscriber.

e NOTE: The charging profiles must already be configured on the broadband
gateway.

When a subscriber session is created on the APN, a charging profile is applied to the
session depending on the type of subscriber (home, visitor, or roamer). The home public
land mobile network (HPLMN) configured on the broadband gateway is used to determine
the type of subscriber:

. If the subscriber’s International Mobile Subscriber Identity (IMSI), mobile country code
(MCC), and the mobile network code (MNC) do not match the corresponding values
configured for the HPLMN, then the subscriber is deemed a visitor and the visited-profile
is applied. If the visited-profile is not configured, then the default-profile is applied.

. If the subscriber’s IMSI, MCC, and MNC match the corresponding value configured for
the HPLMN, but the subscriber’s Routing Area Identity (RAI) does not match the
corresponding RAI configured for the HPLMN, then the subscriber is deemed a roamer
and the roamer-profile is applied. If the roamer-profile is not configured, then the
default-profile is applied.

. If the subscriber is neither a visitor nor a roamer, then the subscriber is deemed a home
subscriber and the home-profile is applied. If the home-profile is not configured, then
the default-profile is applied.

0 NOTE: Inthe absence of a charging profile from all sources, the subscriber
session is created without charging enabled.
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The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . apnsonpagel39

D mentation
ocumentatio . Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles

on a Broadband Gateway APN

« charging-profiles on page 237
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default-profile

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

default-profile default-profile;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name charging],
[edit unified-edge gateways sgw gateway-name charging global-profile]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging global-profile]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Specify the default profile. If the profile-selection-order configuration indicates static,
and if the corresponding charging profile applicable to the type of subscriber (home,
visitor, or roamer) has not been specified, then the default profile is applied.

0 NOTE: The charging profile must already be configured on the broadband
gateway.

The broadband gateway determines the type of subscriber by using the mobile country
code (MCC) and the mobile network code (MNC) values in the Create Session Request
message from the subscriber’s user equipment (UE) and compares these with the
corresponding values configured for the home public land mobile network (HPLMN).
Depending on whether a subscriber is a home subscriber, a visitor, or a roamer, the
home-profile, visited-profile, or roamer-profile is applied. If the applicable profile is not
configured, then the default-profile, if configured, is applied. If the default-profile is also
not configured, then the subscriber session is created with no charging applied.

default-profile—Name of the default profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
on a Broadband Gateway APN

. Configuring S-GW Global Charging Profiles and Selection Order
. charging (APN) on page 143
. charging-profiles on page 237

. global-profile (Serving Gateway) on page 272
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description (APN)

Syntax
Hierarchy Level
Release Information

Description

Options

Required Privilege
Level

Related
Documentation

description description;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]
Statement introduced in Junos OS Mobility Release 11.2W.

Enter a description for the access point name (APN).

description—Description of the APN.
Range: Up to 80 characters

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway

destination-address (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-address {
(any-unicast | any-unicast except);
[ (prefix | prefix except)];

}

[edit services hcm tag-rule rule-name term term-name from]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the IP address to which to apply the HTTP header extension information.

Once this criteria and the other match criteria specified for term are matched, then the
actions specified for the term are applied.

any-unicast—Specify that any unicast address is matched.
any-unicast except—Specify that all addresses except unicast addresses are matched.
prefix—Specify the IP prefix for the addresses that are matched.

prefix except—Specify that the addresses except the ones specified in the IP prefix are
matched.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment
« from (HTTP Header Enrichment) on page 157
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destination-address-range (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-address-range {
[high address low address] [except];

}

[edit services hcm tag-rule rule-name term term-name from]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the destination IP address range to which HTTP header enrichment is applied.
You can specify multiple address ranges by including the destination-address-range
statement multiple times.

high address—Upper limit of the address range.
low address—Lower limit of the address range.

except—Specify that addresses that are not in the specified address range are matched.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring HTTP Header Enrichment

. from (HTTP Header Enrichment) on page 157

destination-port-range (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-port-range {
[high port-number low port-number];

}
[edit services hcm tag-rule rule-name term term-name from]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the destination port range to which the HTTP header enrichment is applied.
You can specify multiple port ranges by including the destination-port-range statement
multiple times.

high port-number—Upper limit of the port range.

low port-number—Lower limit of the port range.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment
« from (HTTP Header Enrichment) on page 157
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destination-ports (HTTP Header Enrichment)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-ports [value];
[edit services hcm tag-rule rule-name term term-name from]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the destination ports to which the HTTP header enrichment is applied. You
can specify multiple ports by including the destination-ports statement multiple times.

value—Port number.
Range: O through 65,535

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment

« from (HTTP Header Enrichment) on page 157
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destination-prefix-list (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-prefix-list {
[ (prefix-name | prefix-name except)];

}

[edit services hcm tag-rule rule-name term term-name from]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the destination prefix list to which the HTTP header enrichment is applied. You
can specify multiple prefix lists by including the destination-prefix-list statement multiple
times.

prefix-name—Name of the prefix list.

0 NOTE: The prefix list must already be defined at the [edit policy-options
prefix-list] hierarchy level.

prefix-name except—Specify that the destination addresses not in the specified prefix
list are matched.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment
« from (HTTP Header Enrichment) on page 157
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dhcp-proxy-client (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

dhcp-proxy-client {
aaa-override;

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the address assignment option so that the IP subnet returned by the Dynamic
Host Configuration Protocol (DHCP) server is used by the broadband gateway when it
assigns IP addresses for subscribers. If this option is configured, then you must configure
a DHCP (IPv4 or IPv6) proxy client profile on the broadband gateway. The broadband
gateway uses the information configured in the DHCP proxy client profile to obtain the
|P subnet returned by the DHCP server.

The remaining statements are explained separately.

If you omit the dhcp-proxy-client statement, the default address assignment option is
local. This means that the IP addresses are assigned by the broadband gateway using
the mobile pool or mobile pool group configured on the APN. If a mobile pool or a mobile
pool group is not specified, then the default mobile pool is used to assign the IP address.
The default mobile pool is configured on the routing instance that is associated with the
mobile interface of the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. address-assignment (APN) on page 128
. Configuring Address Assignment on a Broadband Gateway APN

« Example: Configuring Broadband Gateway APNs
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dhcpv4-proxy-client-profile (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

dhcpv4-proxy-client-profile {
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the Dynamic Host Configuration Protocol (DHCP) IPv4 proxy client profile for
the access point name (APN). The broadband gateway uses the DHCP proxy client profile
to obtain the subnet or the prefix from the DHCP server for the APN. The subnet or the
prefix is managed locally and a single IP address is provided to the user equipment (UE)
in the Create Session Response message.

0 NOTE: If you selected dhcp-proxy-client as the mode of address assignment
for the broadband gateway, then you must configure a DHCP (IPv4 or IPv6)
proxy client profile.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. address-assignment (APN) on page 128
. Configuring Address Assignment on a Broadband Gateway APN
« Enabling DHCP on a Broadband Gateway APN
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dhcpv6-proxy-client-profile (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

dhcpv6-proxy-client-profile {
logical-system logical-system;
pool-name pool-name;
profile-name profile-name;
routing-instance routing-instance;

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the Dynamic Host Configuration Protocol (DHCP) IPv6 proxy client profile for
the access point name (APN). The broadband gateway uses the DHCP proxy client profile
to obtain the subnet or the prefix from the DHCP server for the APN. The subnet or the
prefix is managed locally and a single IP address is provided to the user equipment (UE)
in the Create Session Response message.

0 NOTE: If you selected dhcp-proxy-client as the mode of address assignment
for the broadband gateway, then you must configure a DHCP (IPv4 or IPv6)
proxy client profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. address-assignment (APN) on page 128
. Configuring Address Assignment on a Broadband Gateway APN
« Enabling DHCP on a Broadband Gateway APN
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dns-server (APN)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

dns-server {
primary-v4 primary-v4;
primary-v6 primary-v6;
secondary-v4 secondary-v4;
secondary-v6 secondary-v6;

}
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the IP addresses of the Domain Name System (DNS) servers for the access
point name (APN).

During the creation of a session, the user equipment (UE) may request the broadband
gateway for the DNS server address. Typically, the gateway obtains this information from
the authentication, authorization, and accounting (AAA) server. If the DNS server address
is not available from the AAA server, then the gateway sends the DNS server addresses
configured for the APN to the user equipment.

primary-v4 primary-v4—|Pv4 address of the primary DNS server.
primary-v6 primary-v6—I|Pv6 address of the primary DNS server.
secondary-v4 secondary-v4—I|Pv4 address of the secondary DNS server.

secondary-v6 secondary-v6—|Pv6 address of the secondary DNS server.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

. Configuring General APN Parameters on the Broadband Gateway
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encrypt (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

encrypt {
hash algorithm;
prefix hash-prefix;

}
[edit services hcm tag-rule rule-name term term-name then tag tag-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the transform to be applied to the header for the HTTP header enrichment. This
allows subscriber attributes to be added in a way that is obscured from the user.

e NOTE: If you include this statement, then you also must configure hash and
prefix statements.

hash algorithm—Specify the hashing algorithm. Currently, only md5 is supported.

prefix hash-prefix—Specify the prefix key (up to 63 characters). The prefix key is
concatenated with the specified tag attribute and hashed. The resulting hash value
is then inserted into the HTTP header.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment

. tag (HTTP Header Enrichment) on page 191
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exclude-pools (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

exclude-pools [value];

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment inet-pool]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the IPv4 mobile pools to exclude from the specified mobile pool group for this
access point name (APN). The IP addresses in the excluded mobile pools are not used
by the broadband gateway during |IP address assignment to subscribers.

0 NOTE: This configuration is valid only when you specify a mobile pool group
for the APN.

value—Name of the mobile pool to exclude.

To specify multiple mobile pools to exclude, include the exclude-pools statement multiple
times.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Address Assignment on a Broadband Gateway APN

. inet-pool (APN Address Assignment) on page 164
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exclude-v6pools (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

exclude-v6pools [value];

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment inet6-pool]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the IPv6 mobile pools to exclude from the specified mobile pool group for this
access point name (APN). The IP addresses in excluded mobile pools are not used by
the broadband gateway during IP address assignment to subscribers.

0 NOTE: This configuration is valid only when you specify a mobile pool group
for the APN.

value—Name of the mobile pool to exclude.

To specify multiple mobile pools to exclude, include the exclude-v6pools statement
multiple times.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Address Assignment on a Broadband Gateway APN

. inet6-pool (APN Address Assignment) on page 165
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from (HTTP Header Enrichment)

Syntax from {
destination-address {
(any-unicast | any-unicast except);
Lprefix];
1
destination-address-range {
[high address low address] [except];
}
destination-port-range {
[high port-number low port-number];
1
destination-ports [value];
destination-prefix-list {
(prefix-name | prefix-name except);
}
}

Hierarchy Level [edit services hcm tag-rule rule-name term term-name]

Release Information Statement introduced in Junos OS Mobility Release 11.4W.

Description  Specify the match criteria for the term. If all the conditions specified in the match criteria
are met, then the actions specified in the then statement are applied.

0 NOTE: You must configure this statement and include at least one match
criterion.

The remaining statements are explained separately.

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring HTTP Header Enrichment

D tati
ocumentation term (HTTP Header Enrichment) on page 198
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group (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

group group;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment inet-pool],

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment inet6-pool]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify a previously configured mobile pool group (IPv4 or IPv6) for the access point
name (APN). The broadband gateway uses the mobile pool group to assign IP addresses
locally to subscribers.

6 NOTE: You can specify either a mobile pool group or a mobile pool, but not
both.

If neither a mobile pool nor mobile group is specified, then the default mobile pool is used
to assign the IP address. The default mobile pool is configured in the routing instance
that is associated with the mobile interface of the APN.

group—Name of the mobile pool group.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Address Assignment on a Broadband Gateway APN
. inet-pool (APN Address Assignment) on page 164
. inet6-pool (APN Address Assignment) on page 165

. mobile-pool-groups on page 82
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hcm (HTTP Header Enrichment)

Syntax hcm{
tag-attribute [attr-name];
tag-rule rule-name {
term term-name {
from {
destination-address {
(any-unicast | any-unicast except);
[prefix];
}
destination-address-range {
[high address low address] [except];
1
destination-port-range {
[high port-number low port-number];
}
destination-ports [valuel;
destination-prefix-list {
(prefix-name | prefix-name except);
}
}
then{
count;
tag tag-name {
encrypt {
hash algorithm;
prefix hash-prefix;
1
tag-attribute tag-attr-name;
tag-header header;
tag-separator separator;
}
}
1
1

tag-rule-set rule-set-name {
[rule rule-name];
}
}

Hierarchy Level [edit services]

Release Information Statement introduced in Junos OS Mobility Release 11.4W.

Description Configure the parameters required to support Hypertext Transfer Protocol (HTTP) header
enrichment on the broadband gateway.

The broadband gateway can support content added to the HTTP headers sent back and
forth as part of the client-server exchange for mobile subscribers accessing Web-based
services. You configure HTTP header enrichment as a service for an access point name
(APN).

The remaining statements are explained separately.
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Required Privilege
Level

Related
Documentation

home-profile

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. [edit services hcm] Hierarchy Level on page 9

« Configuring HTTP Header Enrichment

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

home-profile home-profile;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name charging],
[edit unified-edge gateways sgw gateway-name charging global-profile]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging global-profile]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Specify the profile that should be used to charge home subscribers. If the
profile-selection-order configuration indicates static, then this profile is used for home
subscribers.

0 NOTE: The charging profile must already be configured on the broadband
gateway.

The broadband gateway determines whether the subscriber is a home subscriber by
using the mobile country code (MCC) and the mobile network code (MNC) values in the
Create Session Request message from the subscriber’s user equipment (UE). If the
subscriber’s International Mobile Subscriber Identity (IMSI), MCC, and MNC belong to
the same PLMN to which both the GGSN or P-GW and the S-GW belong, then the
subscriber is deemed a home subscriber and the home-profile is applied. If the home-profile
is not configured, then the default-profile, if configured, is applied. If the default-profile
is also not configured, then the subscriber session is created with no charging applied.

home-profile—Name of the home profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
on a Broadband Gateway APN

. Configuring S-GW Global Charging Profiles and Selection Order
« charging (APN) on page 143

« charging-profiles on page 237

. global-profile (Serving Gateway) on page 272
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idle-timeout (APN)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

idle-timeout idle-timeout;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the idle timeout for the access point name (APN). The idle timeout is the
duration that the packet data protocol (PDP) context or bearer waits to receive a data
packet before timing out. After the idle timeout expires, the broadband gateway takes
down the PDP context or bearer. Setting the idle timeout ensures that if no data is being
sent for the duration specified, then the PDP context and bearers can be taken down,
and the gateway’s resources can be freed.

idle-timeout—Idle timeout for the APN.
Range: O through 300 minutes

Default: O minutes indicates that idle timeout will not be detected. PDP contexts or
bearers will remain active indefinitely even if there is no data being transmitted.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139
« Configuring General APN Parameters on the Broadband Gateway

. idle-timeout-direction (APN) on page 162
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idle-timeout-direction (APN)

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

idle-timeout-direction (both | uplink);
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the direction of the traffic (uplink or both uplink and downlink) to be considered
for idle timeout for the access point name (APN).

0 NOTE: The idle-timeout-direction is applicable only if you have configured an
idle-timeout value.

If you do not specify an option, both is considered the default timeout direction; that is,
the idle period is detected in both the uplink and downlink direction.

both—Detect the idle periods for data traffic flowing in both uplink and downlink directions.

uplink—Detect the idle periods for data traffic flowing only in the uplink direction.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139
. Configuring General APN Parameters on the Broadband Gateway

. idle-timeout (APN) on page 161
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imsi (Network Behind Mobile)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

imsiimsi {
prefix-v4 [ipv4-prefix];
prefix-v6 [ipv6-prefix];
}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
network-behind-mobile]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the International Mobile Subscriber Identity (IMSI) of the user equipment (UE).
The broadband gateway uses the IMSI to map the configured prefixes to a GPRS tunneling
protocol (GTP) tunnel and forwards the traffic to the devices behind the user equipment.

e NOTE: If you configure the imsi statement, you must specify either the IPv4
prefix, the IPv6 prefix, or both prefixes.

The remaining statements are explained separately.

imsi—IMSI of the user equipment.

To configure multiple IMSlIs, include the imsi statement multiple times.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring the Networks Behind the Mobile Equipment Feature

« network-behind-mobile on page 173
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inet-pool (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

inet-pool {
exclude-pools [value];

group group;
pool pool;

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the IPv4 mobile pool or mobile pool group that will be used by the broadband
gateway to assign IP addresses locally to subscribers. If you specify a mobile pool group,
you can also configure a set of mobile pools to be excluded from the access point name
(APN).

You configure the inet-pool if you selected local as the mode of address assignment for
the broadband gateway.

0 NOTE: You can specify either a mobile pool group or a mobile pool, but not
both.

The remaining statements are explained separately.

If neither a mobile pool nor a mobile group is specified, then the default mobile pool is
used to assign the IP address. The default mobile pool is configured in the routing instance
that is associated with the mobile interface of the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. address-assignment (APN) on page 128

. Configuring Address Assignment on a Broadband Gateway APN
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inet6-pool (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

inet6-pool {
exclude-v6pools [value];

group group;
pool pool;

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the IPv6 mobile pool or mobile pool group that will be used by the broadband
gateway to assign IP addresses locally to subscribers. If you specify a mobile pool group,
you can also configure a set of mobile pools to be excluded from the access point name
(APN).

You configure the inet6-pool if you selected local as the mode of address assignment
for the broadband gateway.

e NOTE: You can specify either a mobile pool group or a mobile pool, but not
both.

The remaining statements are explained separately.

If neither a mobile pool nor mobile group is specified, then the default mobile pool is used
to assign the IP address. The default mobile pool is configured in the routing instance
that is associated with the mobile interface of the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. address-assignment (APN) on page 128

. Configuring Address Assignment on a Broadband Gateway APN
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inter-mobile-traffic (APN)

Syntax inter-mobile-traffic {
(deny | redirect redirect);

}

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the inter-mobile traffic options for the access point name (APN).

Inter-mobile traffic refers to the traffic between two user equipment (UE) that are
anchored on the broadband gateway. You can either deny inter-mobile traffic, which
means that the gateway will drop the inter-mobile traffic, or redirect the inter-mobile
traffic through the configured IP address.

Options deny—Do not allow inter-mobile traffic.

redirect redirect—|Pv4 address to which the inter-mobile traffic should be redirected.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . apnsonpagel39

Documentation .
. Configuring General APN Parameters on the Broadband Gateway
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local (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

local {
aaa-override;

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the address assignment option so that the broadband gateway assigns IP
addresses locally to subscribers. The gateway assigns addresses using the mobile pool
or mobile pool group previously configured on the access point name (APN).

e NOTE: An APN can have a mobile pool or a mobile pool group configured,
but not both.

The remaining statement is explained separately.

If you do not specify any option, the default address assignment optionis local. If a mobile
pool or a mobile pool group is not specified, then the default mobile pool is used to assign
the IP address. The default mobile pool is configured in the routing instance that is
associated with the mobile interface of the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. address-assignment (APN) on page 128

« Configuring AAA-Assigned Addresses to Override Locally or DHCP-Assigned Addresses
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local-policy-profile (APN)

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

local-policy-profile local-policy-profile;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify a local policy for the access point name (APN) on the broadband gateway. The
local policy is a combination of the quality-of-service (QoS) policy (cos-policy-profile),
the classifier policy (classifier-profile), and the resource threshold policy
(resource-threshold-policy). The local policy specified for the APN takes precedence over
the one specified for the gateway.

o NOTE: The local-policy-profile must already be configured at the [edit
unified-edge] hierarchy level.

If you do not specify a local policy for the APN, then the local policy specified for the
gateway is applied.

local-policy-profile—Name of local policy profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
on a Broadband Gateway APN

. local-policy-profile (Broadband Gateway) on page 598
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logical-system (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

logical-system logical-system;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv4-proxy-client-profile],

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv6-proxy-client-profile]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the logical system where the Dynamic Host Configuration Protocol (DHCP) proxy
client profile (IPv4 or IPv6) is defined.

If you do not configure this statement, then the default logical system configured is used.

logical-system—Name of the logical system where the DHCP proxy client profile is defined.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Address Assignment on a Broadband Gateway APN

« dhcpv4-proxy-client-profile (APN Address Assignment) on page 151
« dhcpv6-proxy-client-profile (APN Address Assignment) on page 152
« Enabling DHCP on a Broadband Gateway APN
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maximum-bearers (APN)

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

maximum-bearers maximum-bearers;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the maximum number of bearers or packet data protocol (PDP) contexts
allowed for the access point name (APN). The maximum number of bearers specified
for the APN takes precedence over the corresponding value specified for the gateway.

If you do not configure the maximum-bearers for the APN, then the maximum bearers
allowed for the APN is limited by the maximum-bearers configured for the gateway.

maximum-bearers—Maximum number of bearers for the APN.
Range: 1000 through 12,000,000 bearers

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139
« Configuring General APN Parameters on the Broadband Gateway
« Configuring the Maximum Number of Bearers

« maximum-bearers (Broadband Gateway) on page 602
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mobile-interface (APN)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

mobile-interface mobile-interface;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the mobile interface for the access point name (APN).

0 NOTE: You can configure the mobile-interface statement only if the APN type
is real.

A class of subscribers is represented by a logical interface (ifl) template. This logical
interface template is configured in the mobile interface (interfaces mif) hierarchy level.
The APN is associated with the mobile logical interface (mif) template through this
configuration. Therefore, all subscribers in this APN will execute the common features,
such as a firewall, in the mobile-ifl context.

0 NOTE: The configuration of a mobile interface is mandatory.

mobile-interface—Mobile interface name.

0 NOTE: The interface must be defined as a mobile interface (mif-) in the
broadband gateway interface hierarchy.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

. apn-type on page 138

. Configuring General APN Parameters on the Broadband Gateway
. Configuring Mobile Interfaces for APNs

. interfaces (Mobile Interface) on page 671
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nbns-server (APN)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

nbns-server {
primary-v4 primary-v4;
secondary-v4 secondary-v4,

}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]
Statement introduced in Junos OS Mobility Release 11.2W.

Configure the NetBIOS name server (NBNS) servers for the access point name (APN).

During the creation of a session, the user equipment (UE) may request the NBNS server
address from the broadband gateway. Typically, the gateway obtains this information
from the authentication, authorization, and accounting (AAA) server. If the NBNS server
address is not available from the AAA server, the gateway sends the NBNS server
addresses configured for the APN to the user equipment.

primary-v4 primary-v4—|Pv4 address of the primary NBNS server.

secondary-v4 secondary-v4—IPv4 address of the secondary NBNS server.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway
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network-behind-mobile

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

network-behind-mobile {
imsiimsi {
prefix-v4 [ipv4-prefix];
prefix-v6 [ipv6-prefix];
1
1

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the configuration for network behind mobile for the access point name (APN).
The broadband gateway acts as the IP anchor for devices that are behind the user
equipment and forwards traffic to and from these devices. The broadband gateway
determines the network prefixes or IP addresses for the devices behind the user equipment
either from the prefixes configured for the APN or from the Access Accept messages
from the authentication, authorization, and accounting (AAA) server.

The remaining statements are explained separately.

0 NOTE: You must enable support for network behind mobile for the APN by
including the allow-network-behind-mobile statement at the [edit unified-edge
gateways ggsn-pgw gateway-name apn-services apns name] hierarchy level.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« allow-network-behind-mobile on page 130
« Configuring the Networks Behind the Mobile Equipment Feature
« Example: Configuring the Networks Behind the Mobile Device Feature

« Networks Behind the Mobile Device Overview
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no-aaa-verify (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

no-aaa-verify;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment allow-static-ip-address]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify that the static IP address provided by the user equipment (UE) is not verified by
the broadband gateway.

If you omit the no-aaa-verify statement, then the static IP address provided by the user
equipment is verified with the authentication, authorization, and accounting (AAA) server
during the authentication phase.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. allow-static-ip-address (APN Address Assignment) on page 131

« Configuring Address Assignment on a Broadband Gateway APN
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p-cscf (APN)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

p-cscf {
[address];
}

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the IPv4 or IPv6 address of the proxy-call session control function (P-CSCF)
server, which is used for IP Multimedia Subsystem (IMS) calls.

During the creation of a session, the user equipment (UE) can request the P-CSCF server’s
address from the broadband gateway. Typically, the gateway obtains this information
from the authentication, authorization, and accounting (AAA) server. If the P-CSCF
server’s address is not available from the AAA server, the gateway sends the P-CSCF
server’s address configured for the APN to the user equipment.

address—I|P address (IPv4 and/or IPv6) of the P-CSCF server.

To specify multiple addresses, include the p-cscf statement multiple times.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway
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prefix-v4 (Network Behind Mobile)

Syntax prefix-v4 [ipv4-prefix];

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
network-behind-mobile imsiimsi]

Description Configure the IPv4 prefixes for the devices behind the user equipment.

e NOTE:

. If you configure the imsi statement, you must specify either the IPv4 prefix,
the IPv6 prefix, or both prefixes.

« You can configure maximum of 32 prefixes (only IPv4, only IPv6, or both
IPv4 and IPv6).

. By default, the IPv4 prefixes configured using this statement take
precedence over the information returned by the authentication,
authorization, and accounting (AAA) server. However, if the access point
name’s address assignment is configured to use the local pool and if the
aaa-override statement is also specified, then the prefixes configured using
this statement are overwritten by the information obtained from the AAA
server.

Options ipv4-prefix—IPv4 prefix of the device.

To configure multiple IPv4 prefixes, include the prefix-v4 statement multiple times.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring the Networks Behind the Mobile Equipment Feature

Documentation « imsi (Network Behind Mobile) on page 163
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prefix-vé (Network Behind Mobile)

Syntax

Hierarchy Level

Description

Options

Required Privilege
Level

Related
Documentation

prefix-v6 [ipv6-prefix];

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
network-behind-mobile imsiimsi]

Configure the IPv6 prefixes for the devices behind the user equipment. The MobileNext
Broadband Gateway uses these prefixes to forward traffic to and from the devices behind
the user equipment.

e NOTE:

. If you configure the imsi statement, you must specify either the IPv4 prefix,
the IPv6 prefix, or both prefixes.

« You can configure maximum of 32 prefixes (only IPv4, only IPv6, or both
IPv4 and IPv6).

. By default, the IPv6 prefixes configured using this statement take
precedence over the information returned by the authentication,
authorization, and accounting (AAA) server. However, if the access point
name’s address assignment is configured to use the local pool and if the
aaa-override statement is also specified, then the prefixes configured using
this statement are overwritten by the information obtained from the AAA
server.

ipv6-prefix—IPv6 prefix of the device.

To configure multiple IPv6 prefixes, include the prefix-vé statement multiple times.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring the Networks Behind the Mobile Equipment Feature
. imsi (Network Behind Mobile) on page 163
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pool (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

pool pool;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment inet-pool],

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment inet6-pool]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify a mobile pool (IPv4 or IPv6) for the access point name (APN). The broadband
gateway uses the mobile pool to assign IP addresses locally to subscribers. The mobile
pool that you specify must already be configured on the broadband gateway.

6 NOTE: You can specify either a mobile pool or a mobile pool group, but not
both.

If neither a mobile pool nor mobile group is specified, then the default mobile pool is used
to assign the IP address. The default mobile pool is configured in the routing instance
that is associated with the mobile interface of the APN.

pool—Name of the pool.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Address Assignment on a Broadband Gateway APN
. inet-pool (APN Address Assignment) on page 164
. inet6-pool (APN Address Assignment) on page 165

. mobile-pools on page 83
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pool-name (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

pool-name pool-name;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv4-proxy-client-profile],

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv6-proxy-client-profile]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the name of the pool to be sent to the Dynamic Host Configuration Protocol
(DHCP) server. The DHCP server returns a subnet or prefix for the access point name
(APN) from the specified pool or from a different pool, based on the configuration of the
DHCP server. This parameter is optional.

pool-name—Name of the pool to be sent to the DHCP server.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Address Assignment on a Broadband Gateway APN

« dhcpv4-proxy-client-profile (APN Address Assignment) on page 151
« dhcpv6-proxy-client-profile (APN Address Assignment) on page 152
« Enabling DHCP on a Broadband Gateway APN
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profile-name (APN Address Assignment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

profile-name profile-name;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv4-proxy-client-profile],

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv6-proxy-client-profile]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the Dynamic Host Configuration Protocol (DHCP) proxy client profile (IPv4 or
the IPv6) for the access point name (APN). The profile name under a specific or the
default logical system, and a specific or the default routing instance are used when the
gateway requests the DHCP server for subnets for the APN.

e NOTE: The proxy client profile must be previously configured on the
broadband gateway. This configuration is done when you configure address
pools for mobile subscribers.

profile-name—Name of the DHCP proxy client profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Address Assignment on a Broadband Gateway APN

« dhcpv4-proxy-client-profile (APN Address Assignment) on page 151
« dhcpv6-proxy-client-profile (APN Address Assignment) on page 152
« Enabling DHCP on a Broadband Gateway APN

. mobile-pools on page 83
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profile-selection-order (APN)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

profile-selection-order [profile-selection-method];
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name charging]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the order of the methods used to select a charging profile applicable for a
subscriber’s session. You can specify a maximum of three profile selection
methods—radius, static, or serving. If the first choice is not available, then the next choice
is considered, and so on.

For example, consider a scenario where the profile selection order is radius, serving, and
static. Since radius is the first choice, the charging profile provided by the authentication,
authorization, and accounting (AAA) server will be used. If the AAA server does not provide
acharging profile ID in the Authentication Accept message, then the next choice (serving)
is considered. If the Serving GPRS Support Node (SGSN) does not provide a charging
profile ID in the charging characteristics information element (IE) within the GPRS
tunneling protocol (GTP) Create Session message, then the next choice (static) is
considered. With the static option, the charging profiles that you specified on the access
point name (APN) are used to charge the subscriber based on subscriber’s status (home,
visitor, or roamer).

0 NOTE: If the charging profile cannot be selected by any of the methods
specified, then charging is disabled for that subscriber.

profile-selection-method—One or more profile selection methods, listed in the order in
which they should be tried. The method can be one or more of the following:

. radius—Use the charging profile sent by the AAA server.
. serving—Use the charging profile sent by the SGSN or the Serving Gateway (S-GW).

. static—Use the charging profile configured locally for the APN on the broadband
gateway.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
on a Broadband Gateway APN

. charging (APN) on page 143
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restriction-value (APN)

Syntax
Hierarchy Level

Release Information

Description

restriction-value restriction-value;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the restriction value for the access point name (APN) based on the applications
allowed on this APN and on other APNs configured on the broadband gateway. When
you configure a restriction value for an APN, the restriction value determines the traffic
that can be sent by a subscriber on that APN to other APNs. For example, subscribers
cannot send Wireless Application Protocol (WAP) or Multimedia Messaging Service
(MMS) messages to subscribers on an APN that does not support MMS or WAP.

Table 5 on page 182 displays the valid restriction values that you can configure.

Table 5: Valid Restriction Values for APNs

Maximum APN Type of APN Application Example Allowed Restriction
Restriction Value Values on Other APNs
0 Not applicable (no restriction) Not applicable (no restriction) All
1 Public Type 1 WAP or MMS 1,2,0r3
2 Public Type 1 Internet or other Packet Data Network lor2
(PDN)

3 Private Type 1 Corporate network MMS 1
4 Private Type 2 Corporate network without MMS None

Options restriction-value—Restriction value for the APN.

Required Privilege
Level

Related
Documentation

Range: O through 4
Default: O indicates that there are no restrictions on the traffic sent from one APN to
another.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnsonpage 139

. Configuring the Restriction Value on a Broadband Gateway APN
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roamer-profile

Syntax roamer-profile roamer-profile;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name charging],
[edit unified-edge gateways sgw gateway-name charging global-profile]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging global-profile]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Description Configure the profile that should be used to charge roaming subscribers. If the
profile-selection-order configuration indicates static, then this profile is used for roaming
subscribers.

0 NOTE: The charging profile must already be configured on the broadband
gateway.

The broadband gateway determines whether the subscriber is a roamer by using the
mobile country code (MCC) and the mobile network code (MNC) values in the Create
Session Request message from the subscriber’s user equipment (UE). If the subscriber’s
International Mobile Subscriber Identity (IMSI), MCC, and MNC belong to the same PLMN
as the GGSN or P-GW, but the S-GW belongs to a different PLMN, then the subscriber
is deemed a roamer and the roamer-profile is applied. If the roamer-profile is not
configured, then the default-profile, if configured, is applied. If the default-profile is also
not configured, then the subscriber session is created with no charging applied.

Options roamer-profile—Name of the roamer profile.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
Documentation on a Broadband Gateway APN

. Configuring S-GW Global Charging Profiles and Selection Order
. charging (APN) on page 143
. charging-profiles on page 237

. global-profile (Serving Gateway) on page 272
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routing-instance (APN Address Assignment)

Syntax routing-instance routing-instance;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv4-proxy-client-profile],
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name
address-assignment dhcpv6-proxy-client-profile]
Release Information Statementintroduced in Junos OS Mobility Release 11.2W.

Description Specify the routing instance where the Dynamic Host Configuration Protocol (DHCP)
proxy client profile (IPv4 or IPv6) is defined.

Default If you do not configure this statement, then the default routing instance configured is
used.

Options routing-instance—Routing instance where the DHCP proxy client profile is defined.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Address Assignment on a Broadband Gateway APN
Documentation « dhcpv4-proxy-client-profile (APN Address Assignment) on page 151
« dhcpv6-proxy-client-profile (APN Address Assignment) on page 152

« Enabling DHCP on a Broadband Gateway APN
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rule (Tag Rule Set)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

[rule rule-name]l;
[edit services hcm tag-rule-set]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the tag rule that should be a part of the tag rule set.

0 NOTE: The tag rule must already be defined at the [edit services hcm]
hierarchy level.

rule-name—Name of the tag rule.

To specify multiple tag rules, include the rule statement multiple times.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment
« tag-rule-set (HTTP Header Enrichment) on page 196
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selection-mode (APN)

Syntax selection-mode {
(from-ms | from-sgsn | no-subscribed);

}

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the access point name (APN) to support the use of the Selection Mode
information element (IE) in the Create Session Request or the Create Packet Data Protocol
(PDP) Context message. The broadband gateway accepts or rejects the activation of
the bearer or the PDP context depending on the selection-mode configured.
Table 6 on page 186 displays the selection mode IE values and their descriptions.

The following selection mode options can be configured for the APN:

. from-ms—If you configure this option, then the broadband gateway allows the Create
Session Request or Create PDP Context message with the selection mode IE value of
1.

. from-sgsn—If you configure this option, then the broadband gateway allows the Create
Session Request or Create PDP Context message with the selection mode IE value of
2o0r3.

« no-subscribed—If you configure this option, then the broadband gateway rejects the
Create Session Request or Create PDP Context message with the selection mode IE
value of 0.

Table 6: Selection Mode Values

Description Value
MS-provided or network-provided APN, subscription verified 0
MS-provided APN, subscription not verified 1
Network-provided APN, subscription not verified 2

For future use. 3

NOTE: This selection mode should not be sent. However, if it is received, then its value is interpreted as 2.

Default If you do not configure this statement, then the broadband gateway allows the Create
Session Request or Create PDP Context message with the selection mode IE value of O.

Options from-ms—Admit subscribers with a mobile-station-provided APN without a verified
subscription.
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Required Privilege
Level

Related
Documentation

from-sgsn—Admit subscribers with a network-provided APN without a verified
subscription.

no-subscribed—Reject subscribers with a mobile-station-provided or a network-provided
APN, with a verified subscription.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

. Configuring General APN Parameters on the Broadband Gateway

service-mode (APN)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

service-mode service-mode-options;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify that the access point name (APN) should be in maintenance mode. You do this
if you want to carry out maintenance tasks like deleting an APN or changing the APN
type and so on. See the Maintenance Mode chapter in the MobileNext Broadband Gateway
Configuration Guide for a list of the maintenance tasks that can be carried out when the
APN is in maintenance mode.

When in the Maintenance Mode Active Phase, all the valid attributes on the object can
be modified. In other cases, only the non-maintenance mode attributes can be modified.

service-mode-options—Specify the service mode. Currently, maintenance mode is the
only option supported.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring the Mobile Interface of an Access Point Name
. Deleting an Access Point Name

« Example: Changing Access Point Name Values

« Modifying an Access Point Name
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service-selection-profile (APN)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

service-selection-profile service-selection-profile;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Specify the service selection profile to be used for the access point name (APN). Service
selection profiles specify the selection criteria that determine which subscribers use the
APN or are serviced by the broadband gateway.

0 NOTE: The service selection profile must be previously configured on the
broadband gateway at the [edit unified-edge gateways ggsn-pgw
gateway-name] hierarchy level.

service-selection-profile—Service selection profile for the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139
« Configuring APN Service Selection on a Broadband Gateway

. service-selection-profiles on page 659

service-set-options

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

service-set-options {
subscriber-awareness;

1
[edit services service-set service-set-name]

Statement introduced in Junos OS Release 10.1.

Specify the service set options to apply to a service set. These options are used to indicate
to the mobility control plane infrastructure that the services PIC should be programmed
with the subscriber data on receipt of a Create Subscriber Request message.

The remaining statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. service-set (Aggregated Multiservices) on page 638
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session-timeout (APN)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

session-timeout session-timeout;
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the session timeout for the access point name (APN). The session timeout is
the period that a default bearer or a primary packet data protocol (PDP) context is active
(with or without receiving data packets) before timing out. When the configured session
timeout expires, the broadband gateway deactivates the default bearer or the primary
PDP context.

session-timeout—Session timeout for the APN.

Range: O through 720 hours
Default: O hours indicates that session timeout will not be enabled for the APN.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway
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subscriber-awareness (Service Set Options)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

subscriber-awareness;
[edit services service-set service-set-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Enable subscriber awareness on the service set.

To provide subscriber-aware services, you must configure the subscriber-aware statement
on the service set. This is a prerequisite for obtaining mobility subscriber-aware services
on the service set. For subscriber-aware HTTP header enrichment (HTTP HE) services
for mobility, the service set containing the HTTP HE rules must be configured as
subscriber-aware.

Configuring a service set as subscriber-aware allows services to obtain subscriber-specific
information. In the case of HTTP HE, the subscriber-specific information is the Mobile
Station ISDN (MSISDN) number or the International Mobile Subscriber Identity (IMSI)
of the mobile subscriber. Configuring a service set as subscriber-aware enables the HTTP
HE service to correlate the HTTP connections with the correct subscriber and insert the
subscriber's corresponding IMSI or MSISDN into the HTTP header, as configured in the
HTTP HE rules.

If you do notinclude the subscriber-awareness statement, then mobility subscriber-aware
services cannot be provided.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment

. service-set-options on page 188
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tag (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

tag tag-name {
encrypt {
hash algorithm;
prefix hash-prefix;

}

tag-attribute tag-attr-name;
tag-header header;
tag-separator separator;

[edit services hcm tag-rule rule-name term term-name then]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the tags to be applied to the HTTP headers matching the criteria specified in
the from statement. If you configure a tag, you must include the tag-header statement.

The remaining statements are explained separately.

tag-name—Name of the tag.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment

. then (HTTP Header Enrichment) on page 199
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tag-attribute (HTTP Header Enrichment)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

tag-attribute [attr-name];

[edit services hcm]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the list of tag attributes to be used for the tag rules for HTTP header enrichment.

These attributes are stored in the subscriber database for mobile subscribers. Once these
attributes are configured, they can be used in the tag rules. HTTP tag rules can be
configured to choose one or more of these attributes to insert in the HTTP header.

attr-name—Tag attribute. To specify multiple attributes at one time, include the attributes
in square brackets ([]). The supported mobile attributes are imsi and msisdn.

Values: Up to 63 characters

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment
« hcm (HTTP Header Enrichment) on page 159

tag-attribute (HTTP Header Enrichment Tag)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

tag-attribute [tag-attr-name];
[edit services hcm tag-rule rule-name term term-name then tag tag-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the tag attribute (for the tag header and separator) to insert into the HT TP header.

0 NOTE: The tag attribute specified here must already be defined at the [edit
services hcm] hierarchy level.

tag-attr-name—Tag attribute.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment

. tag (HTTP Header Enrichment) on page 191
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tag-header (HTTP Header Enrichment)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

tag-header header;
[edit services hcm tag-rule rule-name term term-name then tag tag-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the tag header for the tag to be inserted into the HTTP header. This is a required
configuration.

header—Tag header.
Values: Up to 63 characters

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HT TP Header Enrichment

. tag (HTTP Header Enrichment) on page 191
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tag-rule (HTTP Header Enrichment)

Syntax tag-rulerule-name {
term term-name {
from {
destination-address {
(any-unicast | any-unicast except);
[prefix];
}
destination-address-range {
[high address low address] [except];
}
destination-port-range {
[high port-number low port-number];
}
destination-ports [value];
destination-prefix-list {
(prefix-name | prefix-name except);
1
1
then{
count;
tag tag-name {
encrypt {
hash algorithm;
prefix hash-prefix;
}
tag-attribute tag-attr-name;
tag-header header;
tag-separator separator;

Hierarchy Level [edit services hcm]

Release Information Statement introduced in Junos OS Mobility Release 11.4W.

Description Configure the tag rules that the broadband gateway uses to determine which HTTP
headers are enriched with the appropriate tags.

Options rule-name—Name of the tag rule.
Values: 1through 63 characters

Required Privilege interface—To view this statement in the configuration.
Level interface-control—To add this statement to the configuration.

Related . Configuring HTTP Header Enrichment

Documentation « hcm (HTTP Header Enrichment) on page 159
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tag-rules (HTTP Header Enrichment)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

[tag-rules rule-name];
[edit services service-set service-set-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify one or more tag rules to apply to a service set.

The tag rules are matched in the order that they are configured. If a rule is matched, then
the actions specified in the tag rule are applied and the subsequent tag rules are skipped.

rule-name—Name of the tag rule.

You can specify multiple tag rules by including the tag-rules statement multiple times.

0 NOTE: The tag rules must already be defined at the [edit services hcm]
hierarchy level.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment

. service-set (Aggregated Multiservices) on page 638
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tag-rule-set (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

tag-rule-set rule-set-name {
[rule rule-name];

}
[edit services hcm]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the tag rule set for HTTP header enrichment. You do this to group multiple
configured tag rules into one tag rule set.

rule-set-name—Name of the tag rule set.

The remaining statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment
« hcm (HTTP Header Enrichment) on page 159
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tag-rule-sets (HTTP Header Enrichment)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

[tag-rule-sets rule-set-namel;
[edit services service-set service-set-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify one or more tag rule sets to apply to a service set. If you have multiple tag rules
to match, you can combine them together into a single tag rule set that can then be used

across multiple service sets.

rule-set-name—Name of the tag rule set.

You can specify multiple tag rule sets by including the tag-rule-sets statement multiple

times.

6 NOTE: The tag rule set must already be defined at the [edit services hcm]

hierarchy level.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring HTTP Header Enrichment

. service-set (Aggregated Multiservices) on page 638

tag-separator (HTTP Header Enrichment)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

tag-separator separator;
[edit services hcm tag-rule rule-name term term-name then tag tag-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the tag separator for the tag to be inserted into the HTTP header.

separator—Tag separator.
Syntax: 1character
Default: / (forward slash)

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

. Configuring HTTP Header Enrichment
. tag (HTTP Header Enrichment) on page 191
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term (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Options

term term-name {
from {
destination-address {
(any-unicast | any-unicast except);
Lprefix];
1
destination-address-range {
[high address low address] [except];
}
destination-port-range {
[high port-number low port-number];
1
destination-ports [value];
destination-prefix-list {
(prefix-name | prefix-name except);
}
1
then{
count;
tag tag-name {
encrypt {
hash algorithm;
prefix hash-prefix;
}
tag-attribute tag-attr-name;
tag-header header;
tag-separator separator;

[edit services hcm tag-rule rule-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the term (for the tag rule) that can be used to determine which HTTP headers
are enriched. Multiple terms can be configured for a tag rule. Terms are evaluated in the
order they are configured for a tag rule. If a data packet matches the criteria in any of the
terms, then the actions specified in the then statement are applied. The data packet
must match all the match conditions specified in a from statement. Once a term matches
for a data packet, however, further terms are not evaluated. If no terms match, then the
HTTP header is not enriched.

0 NOTE: You must configure at least one term for the tag rule.

The remaining statements are explained separately.

term-name—I|dentifier for the term.
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Required Privilege
Level

Related
Documentation

Range: 1through 32,767

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HT TP Header Enrichment
. tag-rule (HTTP Header Enrichment) on page 194

then (HTTP Header Enrichment)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

then {
count;
tag tag-name {
encrypt {
hash algorithm;
prefix hash-prefix;
1
tag-attribute tag-attr-name;
tag-header header;
tag-separator separator;

[edit services hcm tag-rule rule-name term term-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the actions to be taken if the criteria specified in the tag rule are matched. All the
actions specified here are applied when the criteria match.

e NOTE: You must configure this statement and include at least one action to
be taken for the tag rule term.

The remaining statements are explained separately.

interface—To view this statement in the configuration.
interface-control—To add this statement to the configuration.

« Configuring HTTP Header Enrichment
« hcm (HTTP Header Enrichment) on page 159
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user-options (APN)

Syntax

Hierarchy Level

Release Information

Description

Options

user-options {
override-pco;
password password,
(use-apnname | use-imsi | use-msisdn | user-name username);

1
[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure a default username and password for the non-transparent access point name
(APN) to authenticate anonymous users or all users (if the override-pco statement is
configured) who are setting up sessions on the broadband gateway.

When a Create packet data protocol (PDP) Context Request or a Create Session Request
message is received without the Protocol Configuration Options (PCO) Password
Authentication Protocol (PAP) or Challenge Handshake Authentication Protocol (CHAP)
information, the user options configured for the APN are used for user authentication
with the authentication, authorization, and accounting (AAA) server.

If the PCO PAP or CHAP information is included in the received Create PDP Context
Request or the Create Session Request message, then the username and password
information is obtained from the PCO PAP or CHAP information. This username and
password combination overrides the user options that you configured. You can override
the username and password obtained from the PCO PAP or CHAP in the Create PDP
Context Request or Create Session Request message by including the override-pco
statement.

e NOTE: Theinformationaboutthe AAA serveris obtained from the AAA profile
that you specify for the APN.

password password—Password for user authentication.
Range: Up to 32 characters

use-apnname | use-imsi| use-msisdn | user-name username—Choose the type of username
to be used for authenticating anonymous users or all users (if the override-pco
statement is configured) in the APN:

. use-apnname—Use the APN name as the username to authenticate users.

. use-imsi—Use the International Mobile Subscriber Identity (IMSI) of the user’s
device as the username to authenticate users.

. use-msisdn—Use the Mobile Station ISDN (MSISDN) number of the user’s device
as the username to authenticate users.

. user-name username—Default username to be used for authentication.
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Required Privilege
Level

Related
Documentation

override-pco—Override the username and password obtained from the PCO PAP or CHAP
with the username and password configured for the APN.

0 NOTE: If you configure this statement you must configure the password
statement and one of the use-apnname, use-imsi, user-name, or
use-msisdn statements.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring User Options on a Broadband Gateway APN

verify-source-address (APN)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

verify-source-address {
disable;
1

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the verification of the IP address of the user equipment (UE) for the access
point name (APN). The broadband gateway checks whether the source IP address in the
data transfer packets from the user equipment is the same address that has been
allocated by the gateway.

If this statement is not configured, then the source IP address of the user equipment is
always verified by the broadband gateway.

disable—Disable the verification of the source IP address of the user equipment. The
broadband gateway does not verify the source IP address of the user equipment
during data transfers.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. apnson page 139

« Configuring General APN Parameters on the Broadband Gateway
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visitor-profile

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

visitor-profile visitor-profile;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name charging],
[edit unified-edge gateways sgw gateway-name charging global-profile]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging global-profile]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Specify the profile that should be used to charge visiting subscribers. If the
profile-selection-order configuration indicates static, then this profile is used for visiting
subscribers.

0 NOTE: The charging profile must already be configured on the broadband
gateway.

The broadband gateway determines whether the subscriber is a visitor by using the mobile
country code (MCC) and the mobile network code (MNC) values in the Create Session
Request message from the subscriber’s user equipment (UE). If the subscriber’s
International Mobile Subscriber Identity (IMSI), MCC, and MNC do not belong to the PLMN
to which both the GGSN or P-GW and the S-GW belong, then the subscriber is deemed
a visitor and the visitor-profile is applied. If the visitor-profile is not configured, then the
default-profile, if configured, is applied. If the default-profile is also not configured, then
the subscriber session is created with no charging applied.

visitor-profile—Name of the visitor profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
on a Broadband Gateway APN

. Configuring S-GW Global Charging Profiles and Selection Order
. charging (APN) on page 143
. charging-profiles on page 237

. global-profile (Serving Gateway) on page 272
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wait-accounting (APN)

Syntax wait-accounting;
Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.

Description Configure the user equipment (UE) sessions to wait for the accounting response from
the authentication, authorization, and accounting (AAA) server, before sending the Create
Session Response or Create packet data protocol (PDP) Response to the Serving Gateway
(S-GW) or the serving GPRS support node (SGSN).

If the APN is enabled for AAA accounting, then the broadband gateway, which receives
the Create Session Request or Create PDP Context Request message from the user
equipment, sends an Accounting Start message containing the subscriber’s Mobile Station
ISDN (MSISDN) number and IP address to the AAA server. Typically, the gateway does
not wait for the accounting response from the AAA server before sending the Create
Session Response or Create PDP Context Response message.

However, when wait-accounting is enabled, the gateway will send the Create Session
Response or Create PDP Context Response message after it receives the Accounting
Start Response message from the AAA server.

Default If you do not configure this statement, then the gateway does not wait for the accounting
response from the AAA server before sending the Create Session Response or Create
PDP Context Response message to the S-GW or SGSN.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . apnsonpagel39

Documentation « Configuring General APN Parameters on the Broadband Gateway
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Charging Configuration Statements

all-rgs-on-termination (Transport Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

all-rgs-on-termination;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
online]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that the broadband gateway reports both active and inactive rating groups to
the Online Charging System (OCS) on bearer termination.

An inactive rating group refers to a rating group for which the broadband gateway has
received quota preemptively from the OCS, but for which the associated rule is not yet
installed by the policy and charging enforcement function (PCEF). If you include the
all-rgs-on-termination statement, the preemptive quota is returned on bearer termination.

o NOTE: If you do not include the all-rgs-on-termination statement, then, by
default, the broadband gateway reports only the active rating groups to the
OCS on bearer termination.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Online Charging
« Configuring Transport Profiles for Online Charging

« online (Transport Profiles) on page 290
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always-include (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

always-include;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online requested-service-unit]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that the broadband gateway always includes the Requested-Service-Unit (RSU)
attribute-value pair (AVP) in the Credit Control Request (CCR) messages to the Online
Charging System (OCS). By default, the broadband gateway includes the RSU AVP in
CCR messages sent to the OCS requesting for quota, except in the following cases:

. If the guota holding time has elapsed, the broadband gateway returns the quota to
the OCS and does not request for more quota.

. |f the send-ccri-on-first-packet statement has not been included, and if the
quota-request-on-first-packet statement is configured, the broadband gateway sends
a CCR-I message to the OCS, to authorize the bearer, without the RSU AVP included.

e NOTE: If you configure both the always-include and include-quota-validity-time
statements, the always-include statement takes precedence.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
« Online Charging Overview

. requested-service-unit (Trigger Profiles—Online) on page 310

206

Copyright © 2013, Juniper Networks, Inc.



Chapter 6: Charging Configuration Statements

authorization-rejected (Credit Control Failure Handling)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

authorization-rejected {
blacklist {
retry-timer;
1
1

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the action to be performed when the Online Charging System (OCS) sends a
Diameter Authorization Rejected message to the broadband gateway. You can also
specify that the rating group is blacklisted and that the gateway retries with the OCS
after a configured time elapses.

The remaining statements are explained separately.

If you do not include this statement, then the session is terminated by default if the
gateway receives a Diameter Authorization Rejected message from the OCS.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
« Online Charging Overview

« result-code-based-action (Credit Control Failure Handling) on page 311
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blacklist (Credit Control Failure Handling)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

blacklist {
retry-timer;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action authorization-rejected],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action credit-limit-reached]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that the rating group is blacklisted based on the result code (authorization rejected
or credit limit reached) received from the Online Charging System (OCS).

You can also specify a time after the rating group is blacklisted after which the gateway
retries with the OCS for authorization.

retry-timer—Time, in seconds, after which the gateway retries with the OCS.
Range: 120 through 3,866,040 seconds

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. authorization-rejected (Credit Control Failure Handling) on page 207
. Configuring Charging Trigger Events for Online Charging

. Configuring Online Charging

. credit-limit-reached (Credit Control Failure Handling) on page 242

« Online Charging Overview
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block-traffic-pending-reauth-no-quota (Credit Control Failure Handling)

Syntax

Hierarchy Level

Description

Default

Required Privilege
Level

Related
Documentation

block-traffic-pending-reauth-no-quota;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling]

Specify that the broadband gateway blocks traffic for a rating group (category) pending
reauthorization, when the quota is exhausted.

If you do not include this statement, then the gateway allows traffic by default, when
the quota is exhausted.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« cc-failure-handling (Trigger Profiles—Online) on page 210
« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging

« Online Charging Overview
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cc-failure-handling (Trigger Profiles—Online)

Syntax cc-failure-handling {
block-traffic-pending-reauth-no-quota;
initial-request {

convert-to-offline {
grant-grace-quota;
1
disable-online-charging;
grant-grace-quota;
}
override;
result-code-based-action {
authorization-rejected {
blacklist {
retry-timer;
}
}

credit-control-not-applicable {
convert-to-offline {
grant-grace-quota;
}
1

credit-limit-reached {
blacklist {
retry-timer;
1
}

end-user-service-denied {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
1
user-unknown {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
1
}
update-request {
convert-to-offline {
grant-grace-quota;
1
disable-online-charging;
grant-grace-quota;
1
1

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online]

Release Information Statementintroduced in Junos OS Mobility Release 12.1W.
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Description Configure the options that determine what the broadband gateway does during credit
control failure.

If the Online Charging System (OCS) responds with a result code that is not successful,
then the actions configured for the result-code-based-action statement are performed.
If the OCS does not respond to the Credit Control Request (CCR) messages, then the
other actions configured in the cc-failure-handling statement are performed.

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Charging Trigger Events for Online Charging
Documentation « Configuring Online Charging
« Online Charging Overview

. online (Trigger Profiles) on page 291
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cc-octet-both (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

cc-octet-both volume-quota-both;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online grant-quotal,

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online requested-service-unit]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the volume quota (in bytes) for both uplink and downlink directions.

If the volume quota is configured for grant-quota and if the grant-grace-quota statement
is configured, then the gateway uses the configured value to grant grace quota. If the
volume quota is configured for requested-service-unit, the broadband gateway uses the
configured value to request quota from the Online Charging System (OCS).

volume-quota-both—\Volume quota for both the uplink and downlink directions.
Range: 1,048,576 through 9,223,372,036,854,775,807 bytes

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging

. grant-quota (Trigger Profiles—Online) on page 274
« Online Charging Overview

. requested-service-unit (Trigger Profiles—Online) on page 310
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cc-octet-downlink (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

cc-octet-downlink volume-quota-dl,

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online grant-quotal,

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online requested-service-unit]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the volume quota (in bytes) for the downlink direction.

If the volume quota is configured for grant-quota and if the grant-grace-quota statement
is configured, then the gateway uses the configured value to grant grace quota. If the
volume quota is configured for requested-service-unit, the broadband gateway uses the
configured value to request quota from the Online Charging System (OCS).

volume-quota-dl—Volume guota for the downlink direction.
Range: 1,048,576 through 9,223,372,036,854,775,807 bytes

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging

. grant-quota (Trigger Profiles—Online) on page 274
« Online Charging Overview

. requested-service-unit (Trigger Profiles—Online) on page 310
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cc-octet-uplink (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

cc-octet-uplink volume-quota-ul,

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online grant-quotal,

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online requested-service-unit]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the volume quota (in bytes) for the uplink direction.

If the volume quota is configured for grant-quota and if the grant-grace-quota statement
is configured, then the gateway uses the configured value to grant grace quota. If the
volume quota is configured for requested-service-unit, the broadband gateway uses the
configured value to request quota from the Online Charging System (OCS).

volume-quota-ul—\Volume quota for the uplink direction.
Range: 1,048,576 through 9,223,372,036,854,775,807 bytes

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging

. grant-quota (Trigger Profiles—Online) on page 274
« Online Charging Overview

. requested-service-unit (Trigger Profiles—Online) on page 310
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cc-time (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

cc-time time-quota;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online grant-quotal,

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online requested-service-unit]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the time quota (in seconds) that can be used for granting grace quota or for
requesting service units.

If the time quota is configured for grant-quota and if the grant-grace-quota statement is
configured, then the gateway uses the configured value to grant grace quota. If the time
guota is configured for requested-service-unit, the broadband gateway uses the configured
value to request guota from the Online Charging System (OCS).

time-quota—Time quota.
Range: 300 through 4,294,967,294 seconds

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging

. grant-quota (Trigger Profiles—Online) on page 274
« Online Charging Overview

. requested-service-unit (Trigger Profiles—Online) on page 310
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cdr-aggregation-limit

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

cdr-aggregation-limit value;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline charging-gateways],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline charging-gateways]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline charging-gateways] hierarchy level introduced in Junos OS Mobility
Release 11.4W.

Configure the maximum number of Charging Data Records (CDRs) that can be added
to a Data Record Transfer (DRT) message before it is transmitted.

A DRT message containing the CDRs is transmitted from the charging data function
(CDF) to the charging gateway function (CGF) server, when the cdr-aggregation-limit or
the mtu size is reached (whichever comes first). For efficient transmissions of DRT
messages, you may want to set the cdr-aggregation-limit to the maximum value of 16.

value—Number of CDRs that can be added to a DRT message.
Range: 1through 16
Default: 5

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. charging-gateways (Transport Profiles—Offline) on page 235
. Configuring Transport Profiles for Offline Charging
« Configuring Offline Charging
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cdr-profile (Charging Profiles)

Syntax cdr-profile profile-name;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging charging-profiles
profile-name],
[edit unified-edge gateways sgw gateway-name charging charging-profiles profile-name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging charging-profiles
profile-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Description Associate a previously configured Charging Data Record (CDR) profile with a charging
profile.

When a subscriber session is created, the subscriber is bound to a charging profile and
the CDR profile configuration associated with this profile determines the information
(fields) that is included in the CDRs, which are used for billing.

Any modification to the existing configuration of this attribute must be done only when
the charging profile with which it is associated is under active maintenance mode. Use
one of the following commands, as applicable, to bring the charging profile under
maintenance mode:

. For the Gateway GPRS Support Node (GGSN) or Packet Data Network Gateway
(P-GW)—set unified-edge gateways ggsn-pgw gateway-name charging charging-profiles
profile-name service-mode maintenance

. For the Serving Gateway (S-GW )—set unified-edge gateways sgw gateway-name
charging charging-profiles profile-name service-mode maintenance

TIP: If the profile is not already defined, use the one of the following
commands, as applicable, to define a new CDR profile:

« GGSN or P-GW—set unified-edge gateways ggsn-pgw gateway-name charging
cdr-profiles profile-name

. S-GW—set unified-edge gateways sgw gateway-name charging cdr-profiles
profile-name

Options profile-name—Name of the CDR profile to be associated with the charging profile.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . cdr-profiles on page 219

Documentation . charging-profiles on page 237
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« Charging Profiles
« Configuring Charging Profiles
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cdr-profiles

Syntax

Hierarchy Level

Release Information

Description

cdr-profiles profile-name {
description string;
enable-reduced-partial-cdrs;
exclude-attributes {
apn-ni;
apn-selection-mode;
cc-selection-mode;
dynamic-address;
list-of-service-data;
list-of-traffic-volumes;
lrsn;
ms-time-zone;
network-initiation;
node-id;
pdn-connection-id;
pdppdn-type;
pgw-address-used; # S-GW only
pgw-plmn-identifier;
ps-furnish-info;
rat-type;
record-sequence-number;
served-imeisv;
served-msisdn;
served-pdppdn-address;
served-pdp-address-extension;
serving-node-plmn-identifier;
sgw-change; # S-GW only
start-time;
stop-time;
user-location-information;
}
node-id (hostname | hostname-spic | ipaddress-spic);
report-requested-apn;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging],
[edit unified-edge gateways sgw gateway-name charging]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging] hierarchy level
introduced in Junos OS Mobility Release 11.4W.

Configure a Charging Data Record (CDR) profile. The configuration in the CDR profile
determines the content or the information that is included in a CDR, which are used for
billing.

By default, the Juniper Charging Service (J-CS) module adds all the required fields
mandated by the Third-Generation Partnership Project (3GPP) standards to the CDR.
However, you can exclude the provisional fields information from the CDR by configuring
a CDR profile.
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The broadband gateway supports a maximum of 255 CDR profiles.

Options profile-name—Name of the CDR profile.
Range: 1through 128 bytes

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . charging (GGSN or P-GW) on page 223
Documentation . charging (Serving Gateway) on page 229
« Configuring CDR Attributes

« Configuring Offline Charging
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cdr-release

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

cdr-release (r7|r8 | r9 | r99);

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline charging-gateways],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline charging-gateways]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline charging-gateways] hierarchy level introduced in Junos OS Mobility
Release 11.4W.

r9 attribute introduced in Junos OS Mobility Release 12.1W.

The encoding of the Charging Data Record (CDR) is compliant with the 3GPP technical
specification release version that is configured using the statement. The supported
versions are 3GPP release versions 7, 8, and 99.

e NOTE: 3GPP release versions 7,9 and 99 are only applicable to the GGSN
and P-GW (not to the S-GW), while 3GPP release version 8 is applicable to
the GGSN, P-GW, and S-GW.

For 3GPP release version 7 CDRs, the decision on whether the CDR generated
isa GGSN CDR (G-CDR) or an evolved G-CDR (eG-CDR) is based on whether
a policy and charging enforcement function (PCEF) profile is configured for
the access point name (APN) or the charging method for the trigger profile
is configured as online.

r7—3GPP release version, 7.
r8—3GPP release version, 8.
r9—3GPP release version, 9.
r99—3GPP release version, 99.

Default: r8

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. charging-gateways (Transport Profiles—Offline) on page 235
« Configuring Offline Charging
« Configuring Transport Profiles for Offline Charging
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cdrs-per-file

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

cdrs-per-file value;

[edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging
local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility Release
11.4W.

Configure the maximum number of Charging Data Records (CDRs) that can be added
to a file after which the temporary CDR log file is closed and moved to a final location
within the same disk (/opt/mobility/charging/ggsn/final_log), from where it can be
transferred using SSH FTP (SFTP). Files transferred from the final location should be
deleted from the local Routing Engine disk after the transfer. Only authorized users can
transfer and delete the files (after the transfer).

However, any one of the following conditions must be met (whichever comes first) before
the files are moved from the temporary location to the final location:

. Number of CDRs per file reaches the configured or default limit.
. Size of the file reaches the configured or default limit.

. Age of the file reaches the configured or default limit.

0 NOTE: The default limit is applicable only if you have not configured any
value.

value—Maximum number of CDRs that can be added to a file after which it is closed and
moved to a location within the Routing Engine disk, from where it can be transferred
using SFTP.

Range: 5000 through 1,000,000

Default: O, which indicates that there is no trigger for the CDR count per file.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. local-persistent-storage-options on page 280
« Configuring Persistent Storage

« Configuring Offline Charging
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charging (GGSN or P-GW)

Syntax charging {
cdr-profiles profile-name {
description string;
enable-reduced-partial-cdrs;
exclude-attributes {
apn-ni;
apn-selection-mode;
cc-selection-mode;
dynamic-address;
list-of-service-data;
list-of-traffic-volumes;
lrsn;
ms-time-zone;
network-initiation;
node-id;
pdn-connection-id;
pdppdn-type;
pgw-plmn-identifier;
ps-furnish-info;
rat-type;
record-sequence-number;
served-imeisv;
served-msisdn;
served-pdppdn-address;
served-pdp-address-extension;
serving-node-plmn-identifier;
start-time;
stop-time;
user-location-information;
1
node-id (hostname | hostname-spic | ipaddress-spic);
report-requested-apn;
}
charging-profiles profile-name {
cdr-profile profile-name;
default-rating-group rg-num;
default-service-id id-num;
description string;
profile-id id-num;
service-mode maintenance;
transport-profile profile-name;
trigger-profile profile-name {
rating-group [valuel;
1
}
stpp {
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
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pending-queue-size value;
peer peer-name {
destination-ipv4-address address;
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
reconnect-time duration;
source-interface interface-name [ipv4-address address];
t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | v1]|v2);
1
reconnect-time duration;
source-interface {
interface-name,;
ipv4-address address;
1
t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | v1|v2);
1
local-persistent-storage-options {
cdrs-per-file value;
disable-replication;
disk-space-policy {
watermark-level-1 {
notification-level (both | snmp-alarm | syslog);
percentage value;
}
watermark-level-2 {
notification-level (both | snmp-alarm | syslog);
percentage value;
}
watermark-level-3 {
notification-level (both | snmp-alarm | syslog);
percentage value;
}
1
file-age {
age;
disable;
1
file-creation-policy (shared-file | unique-file);
file-format (3gpp | raw-asn);
file-name-private-extension string;
file-size {
size;
disable;
1
traceoptions {
file file-name <files number> <match regular-expression> <no-world-readable |
world-readable> <size size>;
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flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
1
user-name string;
world-readable;
1
traceoptions {
file {
file-name;
files number;
size size
(no-world-readable | world-readable);
1
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
1
transport-profiles profile-name {
description string;
offline {
charging-function-name function-name;{
charging-gateways {
cdr-aggregation-limit value;
cdr-release (r7|r8|r9 | r99);
mtu value;
peer-order §{
[peer charging-gateway-peer-name];
}
persistent-storage-order {
local-storage;
1
switch-back-time seconds;
}
container-limit value;
sgsn-sgw-change-limit value;
1
online {
all-rgs-on-termination;
charging-function-name function-name;
diameter-profile profile-name;
no-mscc-in-ccrt;
quota-request-on-first-packet
send-ccri-on-first-packet
service-context-id service-context-id,
session-failover-not-supported;
single-mscc;
tx-timeout timeout;
1
service-mode maintenance;
}
trigger-profiles profile-name {
charging-method (both | none | offline | online);
description string;
offline {
exclude {
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dcca-events;
ms-timezone-change;
plmn-change;
gos-change;
rat-change;
sgsn-sgw-change;
user-location-change;
}
time-limit value;
volume-limit {
value;
direction (both | uplink);
1
1
online {
cc-failure-handling {
block-traffic-pending-reauth-no-quota;
initial-request {
convert-to-offline {
grant-grace-quota;
1
disable-online-charging;
grant-grace-quota;
1
override;
result-code-based-action {
authorization-rejected {
blacklist {
retry-timer;
}
1
credit-control-not-applicable {
convert-to-offline {
grant-grace-quota;
}
1

credit-limit-reached {
blacklist {
retry-timer;
}
1
end-user-service-denied {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
1
user-unknown {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
1
1
update-request {
convert-to-offline {
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Hierarchy Level

Release Information

Description

Required Privilege
Level

grant-grace-quota;
1
disable-online-charging;
grant-grace-quota;
}
}
grant-quota {
cc-octet-both volume-quota-both;
cc-octet-downlink volume-quota-dl;
cc-octet-uplink volume-quota-ul,
cc-time time-quota;
}
measurement-method (none | time | volume | volume-and-time);
quota-threshold {
threshold,
override;
}
quota-holding-time time-in-seconds;
quota-validity-time time-in-seconds;
reporting-level {
override;
(rating-group | service-identifier);
}
requested-service-unit {
always-include;
cc-octet-both volume-quota-both;
cc-octet-downlink volume-quota-dl;
cc-octet-uplink volume-quota-ul,
cc-time time-quota;
include-quota-holding-time;
}
1
tariff-time-list {
tariff-time;
1
1
}

[edit unified-edge gateways ggsn-pgw gateway-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Configure the charging parameters for subscribers on the Gateway GPRS Support Node
(GGSN) or Packet Data Network Gateway (P-GW).

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.
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Related
Documentation

Charging Overview
Charging Data Records
Charging Profiles
Configuring Offline Charging
Offline Charging Overview
Online Charging Overview

Configuring Online Charging

[edit unified-edge gateways ggsn-pgw <gateway-name>] Hierarchy Level on page 17

228

Copyright © 2013, Juniper Networks, Inc.



Chapter 6: Charging Configuration Statements

charging (Serving Gateway)

Syntax charging {
cdr-profiles profile-name {
description string;
enable-reduced-partial-cdrs;
exclude-attributes {
apn-ni;
apn-selection-mode;
cc-selection-mode;
dynamic-address;
list-of-service-data;
list-of-traffic-volumes;
lrsn;
ms-time-zone;
network-initiation;
node-id;
pdn-connection-id;
pdppdn-type;
pgw-address-used;
pgw-plmn-identifier;
ps-furnish-info;
rat-type;
record-sequence-number;
served-imeisy;
served-msisdn;
served-pdppdn-address;
served-pdp-address-extension;
serving-node-plmn-identifier;
sgw-change;
start-time;
stop-time;
user-location-information;
1
node-id (hostname | hostname-spic | ipaddress-spic);
report-requested-apn;
1
charging-profiles profile-name {
cdr-profile profile-name;
default-rating-group rg-num;
default-service-id id-num;
description string;
profile-id id-num;
service-mode maintenance;
transport-profile profile-name;
trigger-profile profile-name {
rating-group [value];
1
1
global-profile {
default-profile default-profile;
home-profile home-profile;
profile-selection-order [profile-selection-method];
roamer-profile roamer-profile;

Copyright © 2013, Juniper Networks, Inc. 229



MobileNext Broadband Gateway Statements and Commands Reference Guide

visitor-profile visitor-profile;

}

stpp {

destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
peer peer-name {
destination-ipv4-address address;
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
reconnect-time duration;
source-interface interface-name [ipv4-address address];
t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | v1]|v2);
1
reconnect-time duration;
source-interface {
interface-name;
ipv4-address address;
1
t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | vl | v2);
}
local-persistent-storage-options {
cdrs-per-file value;
disable-replication;
disk-space-policy {
watermark-level-1 {
notification-level (both | snmp-alarm | syslog);
percentage value;
}
watermark-level-2 {
notification-level (both | snmp-alarm | syslog);
percentage value;
}
watermark-level-3 {
notification-level (both | snmp-alarm | syslog);
percentage value;
}
1
file-age {
age;
disable;
1

file-creation-policy (shared-file | unique-file);
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file-format (3gpp | raw-asn);
file-name-private-extension string;
file-size {
size;
disable;
1
traceoptions {
file file-name <files number> <match regular-expression> <no-world-readable |
world-readable> <size size>;
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
1
user-name string;
world-readable;
}
traceoptions {
file {
file-name;
files number;
size size
(no-world-readable | world-readable);
1
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
}
transport-profiles profile-name {
description string;
offline {
charging-function-name function-name;{
charging-gateways {
cdr-aggregation-limit value;
cdr-release (r7 | r8|r9 | r99);
mtu value;
peer-order {
[peer charging-gateway-peer-name];
1
persistent-storage-order {
local-storage;
}
switch-back-time seconds;
}
container-limit value;
1
service-mode maintenance;
}
trigger-profiles profile-name {
description string;
offline {
exclude {
ms-timezone-change;
plmn-change;
gos-change;
rat-change;
sgsn-mme-change;
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Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

user-location-change;
}
sgsn-mme-change-limit value;
time-limit value;
volume-limit {
value;
direction (both | uplink);
}
1
tariff-time-list {
tariff-time;
}
1
}

[edit unified-edge gateways sgw gateway-name]

Statement introduced in Junos OS Mobility Release 11.4W.

Configure the charging parameters for subscribers Serving Gateway (S5-GW).

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Charging Overview

« Charging Data Records

. Charging Profiles

« Configuring Offline Charging

. Configuring S-GW-Specific Charging Parameters
« Offline Charging Overview

. [edit unified-edge gateways sgw <gateway-name>] Hierarchy Level on page 29
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charging-function-name (Transport Profiles)

Syntax

Hierarchy Level

Release Information

Description

Default

Options

charging-function-name function-name;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline],

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
online]

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the charging function name, which is used to select the transport profile for
offline and online charging. If either the primary or secondary charging functions obtained
from the policy and charging rules function (PCRF) match the one configured here, then
the transport profile is selected.

The following conditions are applicable to the charging-function-name statement:

. The charging function name is a string configured by the operator and is used as a
matching criteria.

. Configuring the charging function name is not mandatory for offline or online transport
profiles.

. The charging function names provided by the PCRF must match the one configured
for the transport profile. If the names provided by the PCRF do not match, then the
transport profile is not selected and the default transport profile is used.

For example, assume that you configure the charging function names for both offline
and online, that is, you configure two charging function names. The transport profile
is selected only if both names configured on the gateway match the corresponding
ones provided by the PCRF.

The charging function name is referred by the PCRF in the Credit Control Request (CCR)
and Credit Control Acknowledgment (CCA) messages exchanged over the Gx interface.

Offline Charging Data Records (CDRs) are transported from the charging data function
(CDF) to the offline charging gateway based on the transport profile selected. Online
charging messages are transported between the Packet Data Network Gateway (P-GW)
and the Online Charging System (OCS) based on the transport profile selected.

The remaining statements are explained separately.

If you do not include this statement, then the gateway uses the default transport profile.

function-name—Name of the charging function name.
Range: Up to 256 characters
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Required Privilege
Level

Related
Documentation

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Transport Profiles for Offline Charging
« Configuring Transport Profiles for Online Charging
. offline (Transport Profiles) on page 288

. online (Transport Profiles) on page 290
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charging-gateways (Transport Profiles—Offline)

Syntax charging-gateways {
cdr-aggregation-limit value;
cdr-release (r7|r8|r9 | r99);
mtu value;
peer-order {

[peer charging-gateway-peer-namel;
1
persistent-storage-order {
local-storage;

}

switch-back-time seconds;

Hierarchy Level [editunified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline],
[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Description Configure a group of GTP Prime peers, the local Routing Engine disk, or both for Charging
Data Record (CDR) file storage. In addition, you can configure the following:

« The maximum number of CDRs that can be added to a Data Record Transfer (DRT)
message.

« The maximum transmission unit of a DRT message.
. The generated CDRs to be compliant with a specific 3GPP release.

. Theduration that the charging data function (CDF) waits before transmitting the CDRs
to a peer that has recently come up and that has the highest priority among all the
peers, which are alive.

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Offline Charging

Documentation « Configuring Transport Profiles for Offline Charging

. offline (Transport Profiles) on page 288
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charging-method (Trigger Profiles)

Syntax
Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

charging-method (both | none | offline | online);
[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify the default charging method to be used for rating groups attached to the trigger
profile. The broadband gateway uses the configured default charging method only when
the policy and charging rules function (PCRF) or the static policy and charging
enforcement function (PCEF) policy do not provide a charging method.

If you do not include this statement, then the default charging method is set to offline
charging (offline).

both—Use both offline and online charging methods.
none—Charging is disabled for the subscriber.
offline—Use only the offline charging method.

online—Use only the online charging method.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Offline Charging
« Configuring Charging Trigger Events for Online Charging
. trigger-profiles (GGSN or P-GW) on page 340
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charging-profiles

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

charging-profiles profile-name {
cdr-profile profile-name;
default-rating-group rg-num;
default-service-id id-num;
description string;
profile-id id-num;
service-mode maintenance;
transport-profile profile-name;
trigger-profile profile-name {

rating-group [valuel;

1

}

[edit unified-edge gateways ggsn-pgw gateway-name charging],
[edit unified-edge gateways sgw gateway-name charging]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging] hierarchy level
introduced in Junos OS Mobility Release 11.4W.

Configure a charging profile. The charging profile determines the overall charging
configuration for a subscriber, such as the data collected in a Charging Data Record
(CDR), the events that generate the CDR, where the CDR is stored, and so on for that
subscriber.

You can configure up to a maximum of 255 charging profiles.
profile-name—Name of the charging profile.
Range: 1through 128 bytes

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. charging (GGSN or P-GW) on page 223

. charging (Serving Gateway) on page 229
« Charging Profiles

« Configuring Charging Profiles
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container-limit

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

container-limit value;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the maximum number of containers that can be added to a Charging Data
Record (CDR). When the limit is reached, the CDR is closed.

value—Maximum number of containers.
Range: 1through 15
Default: 5

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. offline (Transport Profiles) on page 288
« Configuring Transport Profiles for Offline Charging

« Configuring Offline Charging
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convert-to-offline (Credit Control Failure Handling)

Syntax

Hierarchy Level

Description

convert-to-offline {
grant-grace-quota;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling initial-request],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action credit-control-not-applicable],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action end-user-service-denied],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action user-unknown],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling update-request]

Specify that offline charging is used to charge rating groups in case of credit control
failure. In this case, online charging is disabled for the rating group.

0 NOTE: If you include this statement, you cannot configure the
disable-online-charging statement or grant-grace-quota statement at the
same hierarchy level. However, you can still configure the grant-grace-quota
statement in the convert-to-offline stanza.

Table 7 on page 240 displays how the configuration of the convert-to-offline statement
and override statement, at the [edit unified-edge gateways ggsn-pgw gateway-name
charging trigger-profiles profile-name online cc-failure-handling] hierarchy level, determines
the charging behavior in case of credit control failure.
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Table 7: Charging Behavior Based on convert-to-offline Configuration

Only Online
Both Offline and Charging
Both Offline and Online Online Charging Only Online Charging Enabled;
Charging Enabled; override Not | Enabled; override Enabled; override not override not
Configured Configured Configured Configured
convert-to-offline  If the Therating groupis  If the CCFH AVP received The rating group
configured Credit-Control-Failure-Handling  charged using from the OCS is Continue, is charged using
(CCFH) attribute-value pair offline charging. then the rating group is offline charging.
(AVP) received from the Online charged using offline
Charging System (OCS) is charging; if not, the session
Continue, then the rating group is terminated.

is charged using offline charging;
if not, the session is terminated.

convert-to-offline  If the CCFH AVP received from The rating groupis  If the CCFH AVP received The session is
not configured the OCS is Continue, then the charged using from the OCS is Continue, terminated.
rating group is charged using offline charging. then online charging is
offline charging; if not, the disabled and the rating group
session is terminated. is not charged:; if not, the

session is terminated.

The remaining statement is explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Charging Trigger Events for Online Charging

Documentation « Configuring Online Charging
. credit-control-not-applicable (Credit Control Failure Handling) on page 241
. disable-online-charging (Credit Control Failure Handling) on page 251
. end-user-service-denied (Credit Control Failure Handling) on page 257
. grant-grace-quota (Credit Control Failure Handling) on page 273
. initial-request (Credit Control Failure Handling) on page 279
« Online Charging Overview
. override (Credit Control Failure Handling) on page 293
. update-request (Credit Control Failure Handling) on page 345

« user-unknown (Credit Control Failure Handling) on page 347
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credit-control-not-applicable (Credit Control Failure Handling)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

credit-control-not-applicable {
convert-to-offline {
grant-grace-quota;
1
1

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that in case of credit control failure, if the result code is Diameter Credit Control
Not Applicable, then the gateway will disable online charging. If offline charging is enabled,
then offline charging will continue to be applied to the rating groups.

If offline charging is disabled, then the convert-to-offline statement can be used to enable
offline charging for the rating groups, and the usage quota can be limited using the
grant-grace-quota statement.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
« Online Charging Overview

. result-code-based-action (Credit Control Failure Handling) on page 311
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credit-limit-reached (Credit Control Failure Handling)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

credit-limit-reached {
blacklist {
retry-timer;
}
}

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that in case of credit control failure, if the result code is Diameter Credit Limit
Reached, then the gateway will terminate the session. You can also specify that the
rating group is blacklisted and that the gateway retries with the Online Charging System
(OCS) after a certain configured time elapses.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Charging Trigger Events for Online Charging
. Configuring Online Charging
« Online Charging Overview

. result-code-based-action (Credit Control Failure Handling) on page 311
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default-profile

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

default-profile default-profile;

[edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name charging],
[edit unified-edge gateways sgw gateway-name charging global-profile]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging global-profile]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Specify the default profile. If the profile-selection-order configuration indicates static,
and if the corresponding charging profile applicable to the type of subscriber (home,
visitor, or roamer) has not been specified, then the default profile is applied.

0 NOTE: The charging profile must already be configured on the broadband
gateway.

The broadband gateway determines the type of subscriber by using the mobile country
code (MCC) and the mobile network code (MNC) values in the Create Session Request
message from the subscriber’s user equipment (UE) and compares these with the
corresponding values configured for the home public land mobile network (HPLMN).
Depending on whether a subscriber is a home subscriber, a visitor, or a roamer, the
home-profile, visited-profile, or roamer-profile is applied. If the applicable profile is not
configured, then the default-profile, if configured, is applied. If the default-profile is also
not configured, then the subscriber session is created with no charging applied.

default-profile—Name of the default profile.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
on a Broadband Gateway APN

. Configuring S-GW Global Charging Profiles and Selection Order
. charging (APN) on page 143
. charging-profiles on page 237

. global-profile (Serving Gateway) on page 272
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default-rating-group

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

default-rating-group rg-num;

[edit unified-edge gateways ggsn-pgw gateway-name charging charging-profiles
profile-name],
[edit unified-edge gateways sgw gateway-name charging charging-profiles profile-name]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging charging-profiles
profile-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Specify a default rating group to be used for charging service data containers. The rating
group represents a collection of services.

0 NOTE: This configuration is not applicable for the Serving Gateway (S-GW).

rg-num—Default rating group to be used for charging.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« charging-profiles on page 237
« Charging Profiles
« Configuring Charging Profiles
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default-service-id

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

default-service-id id-num;

[edit unified-edge gateways ggsn-pgw gateway-name charging charging-profiles
profile-name],
[edit unified-edge gateways sgw gateway-name charging charging-profiles profile-name]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging charging-profiles
profile-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Specify the default service identifier to be used for charging service data containers. This
ID is used to identify the service or the service component.

0 NOTE: This configuration is not applicable for the Serving Gateway (S-GW).

id-num—Default service identifier to be used for charging.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« charging-profiles on page 237
« Charging Profiles
« Configuring Charging Profiles
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description (Charging-Related Profiles)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

description string;

[edit unified-edge gateways ggsn-pgw gateway-name charging cdr-profiles profile-name],

[edit unified-edge gateways ggsn-pgw gateway-name charging charging-profiles
profile-name],

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles
profile-name],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name],

[edit unified-edge gateways sgw gateway-name charging cdr-profiles profile-name],

[edit unified-edge gateways sgw gateway-name charging charging-profiles profile-name],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name],

[edit unified-edge gateways sgw gateway-name charging trigger-profiles profile-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging cdr-profiles
profile-name], [edit unified-edge gateways sgw gateway-name charging charging-profiles
profile-name], [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name], and [edit unified-edge gateways sgw gateway-name charging trigger-profiles
profile-name] hierarchy levels introduced in Junos OS Mobility Release 11.4W.

Enter a description for the Charging Data Record (CDR) profile, charging profile, transport
profile, or trigger profile. The description can be used to indicate the purpose of the profile.
For example, you might have a description to differentiate the default profile from other
profiles, as follows: This is the default profile to be used when a subscriber cannot be
categorized into any other profile.

string—Description of the profile.
Range: Up to 255 characters

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« cdr-profiles on page 219

« charging-profiles on page 237

« transport-profiles on page 335

. trigger-profiles (GGSN or P-GW) on page 340

. trigger-profiles (Serving Gateway) on page 343
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destination-ipv4-address (GTP Prime)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-ipv4-address address;

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging gtpp peer
peer-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Configure the charging gateway function (CGF) server’s (GTP Prime peer’s) IPv4 address,
to which the Charging Data Records (CDRs) are sent as GTP Prime messages from the
charging gateway function (CGF). This is a mandatory configuration.

address—I|Pv4 address of the CGF server.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« peer (GTP Prime) on page 294
« Configuring GTP Prime Peers
« Configuring GTP Prime for Charging
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destination-port (GTP Prime)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

destination-port port-number;

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp],

[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] and [edit
unified-edge gateways sgw gateway-name charging gtpp peer peer-name] hierarchy levels
introduced in Junos OS Mobility Release 11.4W.

Configure the TCP or UDP port on which the charging gateway function (CGF) server
listens to the GTP Prime messages sent from the charging data function (CDF).

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

port-number—TCP or UDP port on which the CGF server listens to the GTP Prime messages
sent from the CDF.

Range: 1through 65535
Default: 3386

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. gtpponpage 275

. peer (GTP Prime) on page 294

« Configuring GTP Prime Peers

« Configuring GTP Prime for Charging
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diameter-profile (Transport Profiles—Online)

Syntax diameter-profile profile-name;

Hierarchy Level [editunified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
online]

Release Information Statement introduced in Junos OS Mobility Release 12.1W.

Description Associate a previously configured Diameter Gy profile with the transport profile.

e NOTE: You must configure a Diameter Gy profile to be associated with a
transport profile.

When a subscriber session is created, the subscriber is bound to a transport profile and
the Diameter Gy profile configuration associated with this profile determines the Online
Charging System (OCS) with which the Gateway GPRS Support Node (GGSN) or Packet
Data Network Gateway (P-GW) interacts.

Q TIP: Ifthe profileis not already defined, use the following command to define
a new Diameter Gy profile: set unified-edge diameter-profiles gy-profiles
profile-name.

Options profile-name—Name of the previously configured Diameter Gy profile to be associated
with the transport profile.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Transport Profiles for Online Charging

Documentation . , .
« Online Charging Overview

« online (Transport Profiles) on page 290
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direction (Trigger Profiles)

Syntax direction (both | uplink);

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
offline volume-limit],
[edit unified-edge gateways sgw gateway-name charging trigger-profiles profile-name offline
volume-limit]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging trigger-profiles
profile-name offline volume-limit] hierarchy level introduced in Junos OS Mobility Release
11.4W.

Description Specify whether the maximum volume of data transmitted includes the data transmitted
in both the uplink and downlink directions, or only in the uplink direction.

When the configured volume limit is reached, the CDR is updated with the transmitted
uplink and downlink bytes and is closed.

Any change to the existing configuration does not affect a previously established session.
The updated configuration applies only to new sessions.

Default If youdo not configure the direction statement, then the configured volume limit includes
the total volume of data transmitted in both uplink and downlink directions.

Options both—The configured volume limit must include the total volume of data transmitted in
both uplink and downlink directions.

uplink—The configured volume limit must include the volume of data transmitted only
in the uplink direction.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . volume-limit on page 350

Documentation « Configuring Charging Trigger Events for Offline Charging

« Configuring Offline Charging
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disable-online-charging (Credit Control Failure Handling)

Syntax

Hierarchy Level

Description

disable-online-charging;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling initial-request],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action end-user-service-denied],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action user-unknown],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling update-request]

Specify that online charging is disabled in case of credit control failure, and that offline
charging, if enabled, is used to charge rating groups. If offline charging is not enabled,

then no charging is applied to the rating group.

0 NOTE: If you include this statement, you cannot configure the
convert-to-offline or grant-grace-quota statements at the same hierarchy

level.

Table 8 on page 251 displays how the configuration of the disable-online-charging
statement and override statement, at the [edit unified-edge gateways ggsn-pgw
gateway-name charging trigger-profiles profile-name online cc-failure-handling] hierarchy

level, determines the charging behavior in case of credit control failure.

Table 8: Charging Behavior Based on disable-online-charging Configuration

disable-online-charging
configured

Both Offline and Online
Charging Enabled; override not
Configured

If the
Credit-Control-Failure-Handling
(CCFH) attribute-value pair
(AVP) received from the Online
Charging System (OCS) is
Continue, then the rating group
is charged using offline charging;
if not, the session is terminated.

Both Offline
and Online
Charging

Enabled;
override
Configured

The rating group
is charged using
offline charging.

Only Online Charging
Enabled; override not
Configured

If the CCFH AVP received
from the OCS is Continue,
then online charging is
disabled and the rating
group is not charged; if
not, the session is
terminated.

Only Online
Charging
Enabled;
override not
Configured

Online charging
is disabled and
therating group
is not charged.

disable-online-charging
not configured

If the CCFH AVP received from
the OCS is Continue, then the
rating group is charged using
offline charging; if not, the
session is terminated.

The rating group
is charged using
offline charging.

If the CCFH AVP received
from the OCS is Continue,
then online charging is
disabled and the rating
group is not charged; if
not, the session is
terminated.

The session is
terminated.
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Required Privilege
Level

Related
Documentation

disable-replication

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging

« Configuring Online Charging

. convert-to-offline (Credit Control Failure Handling) on page 239

. end-user-service-denied (Credit Control Failure Handling) on page 257
. grant-grace-quota (Credit Control Failure Handling) on page 273

« initial-request (Credit Control Failure Handling) on page 279

« Online Charging Overview

. override (Credit Control Failure Handling) on page 293

. update-request (Credit Control Failure Handling) on page 345

« user-unknown (Credit Control Failure Handling) on page 347

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

disable-replication;

[edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging
local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility Release
1.4W.

Specify that Charging Data Records (CDRs) stored on the Routing Engine disk should
not be replicated to the standby Routing Engine. Typically, the CDRs stored on Routing
Engine disk are replicated to the standby Routing Engine, as a backup.

By default, replication is enabled.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. local-persistent-storage-options on page 280
« Configuring Persistent Storage

« Configuring Offline Charging
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disk-space-policy

Syntax disk-space-policy {
watermark-level-1 {
notification-level (both | snmp-alarm | syslog);
percentage value;

}

watermark-level-2 {
notification-level (both | snmp-alarm | syslog);
percentage value;

}

watermark-level-3 {
notification-level (both | snmp-alarm | syslog);
percentage value;

}

}

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging
local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility Release
11.4W.

Description When you use the Routing Engine disk to store Charging Data Records (CDRs), you may
want to monitor and raise alerts if the disk space falls below a configured threshold level,
which enables you to take appropriate measures to prevent the loss of CDR data.

Use the statements within this hierarchy to configure the percentage of disk space you
want to allocate for storage, and raise alerts when the limit is reached.

You can configure up to a maximum of three threshold levels.

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . local-persistent-storage-options on page 280

Documentation o, .
« Configuring Persistent Storage

« Configuring Offline Charging
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down-detect-time (GTP Prime)

Syntax down-detect-time duration;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],
[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp],
[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] and [edit
unified-edge gateways sgw gateway-name charging gtpp peer peer-name] hierarchy levels
introduced in Junos OS Mobility Release 11.4W.

Description Configure the duration for which the charging data function (CDF) must wait for a
response from the charging gateway function (CGF) server after the expiry of an n3 * t3
cycle, after which the server’s status is marked Down. The CDF then sends the GTP Prime
messages to the next configured CGF server in the corresponding transport profile.

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

Options duration—Duration the CDF waits after the n3 * t3 cycle expiry before declaring a GTP
Prime peer as Down. The CDF then sends the GTP Prime messages to the next
configured GTP Prime peer in the corresponding transport profile.

Range: O through 255 seconds
Default: 10 seconds

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . gtpponpage 275
Documentation . peer (GTP Prime) on page 294
« Configuring GTP Prime Peers
« Configuring GTP Prime for Charging

« Configuring Offline Charging
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echo-interval (GTP Prime)

Syntax echo-interval duration;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],
[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp],
[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] and [edit
unified-edge gateways sgw gateway-name charging gtpp peer peer-name] hierarchy levels
introduced in Junos OS Mobility Release 11.4W.

Description Configure the number of seconds that the charging data function (CDF) must wait before
sending an echo request message to the charging gateway function (CGF) server.

Echo messages are:

« Sent only for UDP connections.

. Not sent more than once in a minute.

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

Options duration—Number of seconds that the CDF waits before sending an echo request message
to the CGF server.

Range: 60 through 255 seconds
Default: 60 seconds

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . gtpponpage275
Documentation . peer (GTP Prime) on page 294
« Configuring GTP Prime Peers
« Configuring GTP Prime for Charging

« Configuring Offline Charging
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enable-reduced-partial-cdrs

Syntax enable-reduced-partial-cdrs;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging cdr-profiles profile-name],
[edit unified-edge gateways sgw gateway-name charging cdr-profiles profile-name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging cdr-profiles
profile-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Description Enable the generation of reduced partial Charging Data Records (CDRs). Reduced Partial
CDRs (RPCs) contain mandatory fields as well as information regarding changes in the
session parameters relative to the previous CDR. For example, if the user equipment
location has not changed, then this information is excluded from the RPC because this
information has not changed from the previous CDR.

Default If this statementis not configured, the generation of fully qualified partial CDRs (FQPCs)
is supported. FQPCs contains all the mandatory and conditional fields, as well as those
fields that the public land mobile network (PLMN) operator has provisioned to be included
in the CDR.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . cdr-profiles on page 219

Documentation « Configuring CDR Attributes

« Configuring Offline Charging
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end-user-service-denied (Credit Control Failure Handling)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

end-user-service-denied {
convert-to-offline {
grant-grace-quota;

}

disable-online-charging;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that in case of credit control failure, if the result code is Diameter End User Service
Denied, then the gateway will terminate the session.

If offline charging is enabled, then offline charging will continue to be applied to rating
groups. If offline charging is disabled, then the convert-to-offline statement can be used
to enable offline charging for rating groups, and the usage quota can be limited using the
grant-grace-quota statement.

Alternatively, online charging can be disabled using the disable-online-charging statement.
If offline charging is also disabled, then no charging is applied to the rating group.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
« Online Charging Overview

. result-code-based-action (Credit Control Failure Handling) on page 311
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exclude (Trigger Profiles—Offline)

Syntax

Hierarchy Level

Release Information

Description

Options

exclude {
dcca-events; # P-GW only
ms-timezone-change;
plmn-change;
gos-change;
rat-change;
sgsn-mme-change; #5-GW only
sgsn-sgw-change; #P-GW only
user-location-change;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
offline],
[edit unified-edge gateways sgw gateway-name charging trigger-profiles profile-name offline]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging trigger-profiles
profile-name offline] hierarchy level and the sgsn-mme-change optionintroduced in Junos
OS Mobility Release 11.4W.

dcca-events option introduced in Junos OS Mobility Release 12.1W.

Certain signal message updates to the packet data protocol (PDP) context or bearer
trigger charging updates. However, using the statements in this hierarchy, you can choose
not to record these updates in the Charging Data Record (CDR).

For example, a quality-of-service (QoS) change results in a container being added to the
CDR. However, the container is not added if you configure to ignore this change, using
one of the following commands, as applicable:

. setunified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
exclude gos-change for the Gateway GPRS Support Node (GGSN) or Packet Data
Network Gateway (P-GW).

. set unified-edge gateways sgw gateway-name charging trigger-profiles profile-name
exclude gos-change for the Serving Gateway (S-GW).

e NOTE: The following options are applicable to both GGSN or P-GW and
S-GW CDRs unless otherwise specified.

« dcca-events—(GGSN or P-GW only) If configured, excludes the generation of the offline
container when Diameter Credit Control Application (DCCA) events occur. Examples
of DCCA events include quota exhaustion, threshold being reached, and so on.

. ms-timezone-change—If configured, excludes charging data updates to the CDR when
thereisa change in the MS time zone. Otherwise, when an MS time zone change occurs,
the CDR is updated with the charging information and is closed.
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. plmn-change—If configured, excludes charging data updates to the CDR when there
is a PLMN change. Otherwise, when a public land mobile network (PLMN) change
occurs, the CDR is updated with the charging information and is closed.

. qgos-change—If configured, excludes charging data updates to the CDR when there is
a QoS change. Otherwise, a container is added to the CDR when there is a QoS change.

. rat-change—If configured, excludes charging data updates to the CDR when there is a
Radio Access Technology (RAT) change. Otherwise, when a RAT change occurs, the
CDR is updated with the charging information and is closed.

. sgsn-mme-change—(S-GW only) If configured, excludes charging data updates to the
CDR when the SGSN or Mobility Management Entity (MME) changes reach the
maximum configured limit (determined by the value set for the sgsn-mme-change-limit
parameter). Otherwise, when the SGSN or MME changes reach the maximum configured
limit, the CDR is updated and closed.

. sgsn-sgw-change—(GGSN or P-GW only) If configured, excludes charging data updates
to the CDR when the SGSN or S-GW changes reach the maximum configuration limit
(determined by the value set for the sgsn-sgw-change-limit parameter). Otherwise,
when the SGSN or S-GW changes reach the maximum configured limit, the CDR is
updated and closed.

. user-location-change—If configured, excludes charging data updates to the CDR when
there is a change in user location. Otherwise, when a change in the user location
information (such as E-UTRAN cell global identifier [ECGI], Tracking Area Identity
[TAI], Routing Area Identity [RAI], Service Area Identity [SAI], Location Area Identity
[LAI], or Cell Global Identity [CGI]) occurs, the open containers are closed and added
to the CDR.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . offline (Trigger Profiles) on page 289

Documentation . Configuring Charging Trigger Events for Offline Charging

« Configuring Offline Charging
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exclude-attributes (CDR Profiles)

Syntax

Hierarchy Level

Release Information

Description

exclude-attributes {

apn-ni;

apn-selection-mode;
cc-selection-mode;
dynamic-address;
list-of-service-data;
list-of-traffic-volumes;

lrsn;

ms-time-zone;
network-initiation;

node-id;

pdn-connection-id;
pdppdn-type;
pgw-address-used; # S-GW only
pgw-plmn-identifier;
ps-furnish-info;

rat-type;
record-sequence-number;
served-imeisy;
served-msisdn;
served-pdppdn-address;
served-pdp-address-extension;
serving-node-plmn-identifier;
sgw-change; # S-GW only
start-time;

stop-time;
user-location-information;

[edit unified-edge gateways ggsn-pgw gateway-name charging cdr-profiles profile-name],
[edit unified-edge gateways sgw gateway-name charging cdr-profiles profile-name]

Statement introduced in Junos OS Mobility Release 11.2W.
pgw-address-used and sgw-change options and support for them at the [edit unified-edge
gateways sgw gateway-name charging cdr-profiles profile-name] hierarchy level introduced

in Junos OS Mobility Release 11.4W.

ps-furnish-info and served-pdp-address-extension options introduced in Junos OS Mobility

Release 12.1W.

Configure the optional attributes to be excluded from the Charging Data Record (CDR).
By default, all informational elements are included in the CDR.

A CAUTION: Some of the attributes are added to the CDR irrespective of
whether or not you have configured them to be excluded, if the corresponding
triggering events are enabled. The ms-time-zone, serving-node-plmn-identifier,
rat-type, and user-location-information attributes are added to the CDR, unless
the corresponding ms-timezone-change, plmn-change, rat-change, and
user-location-change triggering events are explicitly disabled using the
statements under the following hierarchy levels:
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. [edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles
profile-name offline exclude] hierarchy level for the Gateway GPRS Support
Node (GGSN) or Packet Data Network Gateway (P-GW).

. [edit unified-edge gateways sgw gateway-name charging trigger-profiles
profile-name offline exclude] hierarchy level for the Serving Gateway (S-GW).
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Options o NOTE: The following options are applicable to both the GGSN or P-GW and

the S-GW CDRs unless otherwise specified.

apn-ni—Exclude the Access Point Name Network Identifier (APN-NI) from the CDR.
The APN-NI defines the external network to which the user wants to connect through
the GGSN.

apn-selection-mode—Exclude the APN selection mode from the CDR. The APN selection
mode indicates the origin of the APN and whether the Home Location Register (HLR)
or Home Subscriber Server (HSS) has verified the user’s subscription. The possible
values for this mode are:

. Mobile Station—MS-provided APN, subscription not verified, which indicates that
the mobile station (MS) provided the APN and that the HLR or HSS did not verify
the user’s subscription to the network.

. Network—Network-provided APN, subscription not verified, which indicates that the
network provided a default APN because the mobile station did not provide an APN,
and that the HLR or HSS did not verify the user’s subscription to the network.

. Verified—MS or network-provided APN, subscription verified, which indicates that
the mobile station or the network provided the APN and that the HLR or HSS verified
the user’s subscription to the network.

cc-selection-mode—Exclude (from the CDR) the type of charging characteristic that
the GGSN or P-GW applies to the CDR: Home, Visiting, Roaming, or SGSN/S-GW
supplied.

dynamic-address—Exclude from the CDR the packet data protocol (PDP) address that
has been dynamically allocated for the specific PDP context.

list-of-service-data—Exclude the list of service data from the CDR. This list includes
one or more containers and each of the container includes a list of fields which records
information about the volume of data transmitted in bytes in the uplink and downlink
directions, quality-of-service (QoS) changes, and so on. For the complete list, refer to
the 3GPP 32.298 v 8.7.0 technical specification.

list-of-traffic-volumes—Exclude the list of traffic volumes from the CDR. This list
includes one or more containers and each container includes a list of fields which
records information about the volume of data transmitted, in bytes, in the uplink and
downlink directions, the reason for closing the container, when the container is closed,
and the location of the user equipment when this data transmission occurs.

This attribute is applicable for CDRs that are compliant with the 3GPP R7 and R99
release specifications, only.

Irsn—Exclude the Local Record Sequence Number (LRSN) from the CDR. LSRN is a
unigue and sequential number generated by the network node (GGSN or P-GW) and
is assigned to the CDRs for tracking any missing billing records.

ms-time-zone—Exclude the mobile station time zone from the CDR.
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O NOTE:

. This attribute is added to the CDR, irrespective of whether or not you
have configured it to be excluded, if the MS Timezone Change triggering
event is enabled. You can disable this triggering event by including the
ms-timezone-change statement at the [edit unified-edge gateways
ggsn-pgw gateway-name charging trigger-profiles profile-name offline
exclude] hierarchy level (for the GGSN or P-GW), or the [edit unified-edge
gateways sgw gateway-name charging trigger-profiles profile-name offline
exclude] hierarchy level (for the S-GW).

. This attribute is applicable only to CDRs that are compliant with the
3GPP R7, R8, and R9 release specifications.

. network-initiation—Exclude (from the CDR) the indication that the PDP context is
network initiated.

This attribute is applicable only to CDRs that are compliant with the 3GPP R7 and R99
release specifications.

« node-id—Exclude (from the CDR) the ID of the network element node that generates
the CDR.

Onthe MX Series router, the format of the node ID is ggsn/ogw-ip-address:virtual-spic-id.

. pdn-connection-id—Exclude the Packet Data Network (PDN) connection from the
CDR. This ID uniguely identifies different records belonging to the same PDN connection.
This field includes the charging ID of the first IP-CAN bearer activated within the PDN
connection. Together with the P-GW address, it uniquely identifies the PDN connection.

This attribute is applicable only for CDRs that are compliant with the 3GPP R8 and R9
release specification.

. pdppdn-type—Exclude the PDP Type and PDN Type attributes from the CDR. Both
PDP Type and PDN Type define the end-user protocol used between the external PDN
and the mobile station.

This attribute is applicable only to CDRs that are compliant with the 3GPP R8 and R9
release specification.

. pgw-address-used—Exclude the P-GW address-used attribute from the CDR. This
option is applicable only to the S-GW.

« pgw-plmn-identifier—Exclude the P-GW public land mobile network (PLMN) identifier
(mobile country code and mobile network code) from the CDR.

This attribute is applicable only to CDRs that are compliant with the 3GPP R8, R9, and
R99 release specifications.

. ps-furnish-info—Exclude the PS Furnish Info attribute (where PS stands for Packet
Switched) from the CDR. This information is provided by the online charging system
(OCS) in the PS Furnish Charging Information attribute-value pair (AVP).
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. rat-type—Exclude the Radio Access Technology (RAT) type used by the mobile station
(eUTRAN, GERAN, WLAN, GAN, HSPA Evolution, or evolved High Rate Packet Data
[eHRPD]) from the CDR.

e NOTE:

. This attribute is added to the CDR, irrespective of whether or not you
have configured it to be excluded, if the RAT Change triggering event is
enabled. You candisable this triggering event by including the rat-change
statement at the [edit unified-edge gateways ggsn-pgw gateway-name
charging trigger-profiles profile-name offline exclude] hierarchy level (for
the GGSN or P-GW), or the [edit unified-edge gateways sgw gateway-name
charging trigger-profiles profile-name offline exclude] hierarchy level (for
the S-GW).

. Thisinformation is applicable only for CDRs that are compliant with the
3GPP R7, R8, and R9 release specifications.

. record-sequence-number—Exclude the record sequence number from the CDR. The
record sequence number is a sequential number assigned to each partial CDR of a
particular PDP context or IP-CAN bearer. This number is not assigned if there is only
one CDR generated during the lifetime of a subscriber.

. served-imeisv—Exclude the International Mobile Station Equipment Identity and
Software Version Number (IMEISV) attribute of the served mobile equipment (ME)
from the CDR.

. served-msisdn—Exclude the mobile station ISDN (MSISDN) number of the served
equipment from the CDR.

. served-pdp-address-extension—Exclude the served PDP context or IP-CAN bearer
address extension attribute from the CDR. This attribute is used when the PDP Type
is IPv4v6; it carries the IPv4 address.

. served-pdppdn-address—Exclude the served PDP context or IP-CAN bearer address
attribute from the CDR.
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« serving-node-plmn-identifier—Exclude the serving node (SGSN or S-GW) PLMN identifier
(mobile country code and mobile network code) from the CDR.

0 NOTE:

. This attribute is added to the CDR, irrespective of whether or not you
have configured it to be excluded, if the PLMN Change triggering event
is enabled. You can disable this triggering event by including the
plmn-change statement at the [edit unified-edge gateways ggsn-pgw
gateway-name charging trigger-profiles profile-name offline exclude]
hierarchy level (for the GGSN or P-GW), or the [edit unified-edge gateways
sgw gateway-name charging trigger-profiles profile-name offline exclude]
hierarchy level (for the S-GW).

. Thisinformation is applicable only for CDRs that are compliant with the
3GPP R8 and R9 release specifications.

. sgw-change—Exclude the S-GW change attribute from the CDR. This option is
applicable only to the S-GW.

. start-time—Exclude (from the CDR) the time when the IP-CAN session is established
at the P-GW for the first bearer in this session.

This attribute is applicable only to CDRs that are compliant with the 3GPP R8 and R9
release specification.

« stop-time—Exclude (fromthe CDR) the time when the user IP-CAN sessionis terminated
for the last bearer in this session.

This attribute is applicable only to CDRs that are compliant with the 3GPP R8 and R9
release specification.

« user-location-information—Exclude (from the container) the location of the user
equipment during the service data container recording interval. If this attribute is
excluded from the container, then it is also excluded from the CDR.

e NOTE:

. This attribute is added to the CDR, irrespective of whether or not you
have configured it to be excluded, if the User Location Change triggering
event is enabled. You can disable this triggering event by including the
user-location-change statement at the [edit unified-edge gateways
ggsn-pgw gateway-name charging trigger-profiles profile-name offline
exclude] hierarchy level (for the GGSN or P-GW), or the [edit unified-edge
gateways sgw gateway-name charging trigger-profiles profile-name offline
exclude] hierarchy level (for the S-GW).

. Thisinformation is applicable only for CDRs that are compliant with the
3GPP R7, R8, and R9 release specifications.
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Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . cdr-profiles on page 219

Documentation « Configuring CDR Attributes

« Configuring Offline Charging
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file-age

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

file-age {
age;
disable;
}

[edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Statement introduced in Junos OS Mobility Release 11.2W.

disable statement and support at the [edit unified-edge gateways sgw gateway-name
charging local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility
Release 11.4W.

Configure the duration, in minutes, after which the temporary Charging Data Record
(CDR) log file is closed and moved to a final location within the same disk
(/opt/mobility/charging/ggsn/final_log), from where it can be transferred using SSH FTP
(SFTP).

Files transferred from the final location should be deleted from the local Routing Engine
disk after the transfer. Only authorized users can transfer and delete the files (after the
transfer). However, any one of the following conditions (whichever comes first) must be
met before the files are moved from the temporary location to the final location:

. The age of the file reaches the configured or default limit.
. The size of the file reaches the configured or default limit.

« The number of CDRs per file reaches the configured or default limit.

e NOTE: The default limit is applicable only if you have not configured any
value.

If you do not configure this statement, then the trigger based on file age is enabled by
default.

age—Duration, in minutes, after which a CDR file is closed and moved to a final location
within the Routing Engine disk, from where it can be transferred using SFTP.

Range: 20 through 7200 minutes
Default: 120 minutes

disable—Disable the file age trigger.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.
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Related . Configuring Persistent Storage
Documentation « Configuring Offline Charging

. local-persistent-storage-options on page 280

file-creation-policy

Syntax file-creation-policy (shared-file | unique-file);

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging
local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility Release
1.4W.

Description Configure whether Charging Data Records (CDRs) generated for a specific transport
profile from all the services PICs should be routed to a single temporary file (shared-file
option) or to multiple files, with each file storing CDRs generated from a single services
PIC (unique-file configuration).

Default If you do not include the file-creation-policy statement, CDRs from all the services PICs
are routed to a single temporary file (shared-file option)

Options shared-file—CDRs are routed to the files based on the file-routing criteria of the transport
profile. In this configuration, all the CDRs generated for a specific transport profile
from all the services PICs are routed to a single CDR temporary file. When a file
trigger, such as file size, file age, or CDR count, triggers temporary file closure, the
files are moved to the final CDR location (/opt/mobility/charging/ggsn/final_log).
This is the default.

unique-file—CDRs are routed to the files based on the file routing criteria of the transport
profile. In this configuration, all the CDRs generated for a specific transport profile
from each services PIC are routed to a separate CDR temporary file. When a file
trigger, such as file size, file age, or CDR count, triggers temporary file closure, the
files are moved to a final CDR location (/opt/mobility/charging/ggsn/final_log).

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . local-persistent-storage-options on page 280

D tati
ocumentation « Configuring Persistent Storage

« Configuring Offline Charging
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file-format

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

Related
Documentation

file-format (3gpp | raw-asn);

[edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging
local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility Release
11.4W.

Specify the file format for Charging Data Records (CDRs) stored in the CDR log files.

If you do not include the file-format statement, the CDRs are stored in a format compliant
with the 3GPP 32297 technical specification release (3gpp option).

3gpp—CDRs are stored in a format that is compliant with the 3GPP 32297 technical
specification release.
raw-asn—CDRs are stored in raw Abstract Syntax Notation One (ASN.1) format.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. local-persistent-storage-options on page 280
« Configuring Persistent Storage

« Configuring Offline Charging
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file-name-private-extension

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

file-name-private-extension string;

[edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging
local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility Release

11.4W.

Specify a private extension (string) that is appended to the filenames.

i

NOTE: The final CDR log files are stored in the
/opt/mobility/charging/ggsn/final_log directory in the filename format
NodelD_-_PIC_-_transport-profile-id_-_RC.date_-_time[.PI].cdr, where:

« NodelD—Name of the host that generated the file.

« PIC—Number of the PIC that is generating the CDR.

. transport-profile-id—Number of the transport profile generating the CDR.
« RC—Running count or sequence number, starting with the value of 1.

. date—Date when the CDR file was closed in the format YYYYMMDD, where
YYYY is the year, MM is the month (01-12), and DD is the day (01-31).

. time—Time when the CDR file was closed in the format HHMMshhmm,
where HH is the local time hour of day (00-23), MM is the local time minute
of the hour (00-59), s is the sign of local time differential from UTC (+ or
-), hh is the local time differential hour (00-23), and mm is the local time
differential minute (00-59).

. PI—(Optional) Private information that is explicitly configured.

. cdr—File extension is always cdr.

string—Private extension.

Values: 1through 16 bytes

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. local-persistent-storage-options on page 280

« Configuring Persistent Storage

« Configuring Offline Charging
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file-size

Syntax

Hierarchy Level

Release Information

Description

Default

Options

Required Privilege
Level

file-size {
size;
disable;
}

[edit unified-edge gateways ggsn-pgw gateway-name charging
local-persistent-storage-options],
[edit unified-edge gateways sgw gateway-name charging local-persistent-storage-options]

Statement introduced in Junos OS Mobility Release 11.2W.

disable statement and support at the [edit unified-edge gateways sgw gateway-name
charging local-persistent-storage-options] hierarchy level introduced in Junos OS Mobility
Release 11.4W.

Configure maximum size that the file can reach, in MB, after which the temporary Charging
Data Record (CDR) log file is closed and moved to a final location within the same disk
(/opt/mobility/charging/ggsn/final_log), from where it can be transferred using SSH FTP
(SFTP).

Files transferred from the final location should be deleted from the local Routing Engine
disk after the transfer. Only authorized users can transfer and delete the files (after the
transfer). However, any one of the following conditions (whichever comes first) must be
met before the files are moved from the temporary location to the final location:

. Size of the file reaches the configured or default limit.
. Age of the file reaches the configured or default limit.

« Number of CDRs per file reaches the configured or default limit.

e NOTE: The default limit is applicable only if you have not configured any
value.

If you do not configure this statement, then the trigger based on file size is enabled by
default.

value—Maximum size that the CDR file can reach, in MB, after which it is closed and
moved to a final location within the Routing Engine disk, from where it can be
transferred using SFTP.

Range: 1MBto 1024 MB
Default: 10 MB

disable—Disable the file size trigger.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.
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Related
Documentation

« Configuring Persistent Storage
. Configuring Offline Charging

. local-persistent-storage-options on page 280

global-profile (Serving Gateway)

Syntax

Hierarchy Level

Description

Required Privilege
Level

Related
Documentation

global-profile {
default-profile default-profile;
home-profile home-profile;
profile-selection-order [profile-selection-method];
roamer-profile roamer-profile;
visitor-profile visitor-profile;

[edit unified-edge gateways sgw gateway-name charging]

Configure the global (charging) profiles that will be applicable for the Serving Gateway
(S-GW). This is a mandatory configuration if you want to enable charging on the S-GW.
Configuring the profile-selection-order statement is mandatory if the global-profile
statement is configured.

The S-GW determines the type of subscriber by using the mobile country code (MCC)
and the mobile network code (MNC) values in the Create Session Request message from
the subscriber’s user equipment (UE) and compares these with the corresponding values
configured for the home public land mobile network (HPLMN). Depending on whether
a subscriber is a home subscriber, a visitor, or a roamer, the home-profile, visitor-profile,
or roamer-profile is applied. If the applicable profile is not configured, then the
default-profile, if configured, is applied. If default-profile is also not configured, then the
subscriber session is created with no charging applied.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring S-GW Global Charging Profiles and Selection Order
. charging (Serving Gateway) on page 229
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grant-grace-quota (Credit Control Failure Handling)

Syntax

Hierarchy Level

Description

Required Privilege
Level

Related
Documentation

grant-grace-quota;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling initial-request],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling initial-request convert-to-offline],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action credit-control-not-applicable
convert-to-offline],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action end-user-service-denied
convert-to-offline],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling result-code-based-action user-unknown convert-to-offline],
[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name

online cc-failure-handling update-request],

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling update-request convert-to-offline]

Specify that, in case of credit control failure, the subscriber session is extended until the
grace quota elapses.

6 NOTE: The grace quota can be configured using the grant-quota statement
at the [edit unified-edge gateways ggsn-pgw gateway-name charging
trigger-profiles profile-name online] hierarchy level.

If you include this statement, you cannot configure the convert-to-offline or
disable-online-charging statements at the same hierarchy level.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging

« Configuring Online Charging

. convert-to-offline (Credit Control Failure Handling) on page 239

. disable-online-charging (Credit Control Failure Handling) on page 251
. initial-request (Credit Control Failure Handling) on page 279

« Online Charging Overview

. update-request (Credit Control Failure Handling) on page 345
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grant-quota (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

grant-quota {
cc-octet-both volume-quota-both;
cc-octet-downlink volume-quota-di;
cc-octet-uplink volume-quota-ul,
cc-time time-quota;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online]

Statement introduced in Junos OS Mobility Release 12.1W.
Configure the grace quota to be allocated in case the quota is exhausted.

The broadband gateway allocates the grace quota when the quota for the rating group
(category) has been exhausted.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
« Online Charging Overview

. online (Trigger Profiles) on page 291
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gtpp

Syntax

Hierarchy Level

Release Information

Description

stpp {

destination-port port-number;

down-detect-time duration;

echo-interval duration;

header-type (long | short);

n3-requests requests;

no-path-management;

pending-queue-size value;

peer peer-name {
destination-ipv4-address address;
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
reconnect-time duration;
source-interface interface-name [ipv4-address address];
t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | v1 | v2);

1

reconnect-time duration;

source-interface {
interface-name;
[ipv4-address address;

1

t3-response response-interval;

transport-protocol (tcp | udp);

version (vO | vl | v2);

[edit unified-edge gateways ggsn-pgw gateway-name charging],
[edit unified-edge gateways sgw gateway-name charging]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging] hierarchy level
introduced in Junos OS Mobility Release 11.4W.

The statements in this hierarchy enable you to set global as well as unique configurations
for the general packet radio service (GPRS) tunneling protocol Prime (GTP Prime) peers
(Charging Gateway Function [CGF] servers). If no separate configuration is defined for
a peer, then the global configurations apply for that peer.

The charging data function (CDF) sends the Charging Data Records (CDRs) as GTP Prime
messages to the GTP Prime peer, based on this configuration.

The remaining statements are explained separately.
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Required Privilege
Level

Related
Documentation

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. charging (GGSN or P-GW) on page 223

. charging (Serving Gateway) on page 229
« Configuring GTP Prime for Charging

« Configuring GTP Prime Peers

« Configuring Offline Charging

header-type (GTP Prime)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

header-type (long | short);

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp],

[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] and [edit
unified-edge gateways sgw gateway-name charging gtpp peer peer-name] hierarchy levels
introduced in Junos OS Mobility Release 11.4W.

Configure the charging data function (CDF) GTP Prime message header length to match
the version supported on the charging gateway function (CGF) server, which can be set
to either short (6 bytes) or long (20 bytes). The long format is supported only in GTP
Prime version 0. GTP Prime versions 1and 2 support the short header length only.

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

long—CDF GTP Prime message header length is set to 20 bytes.

short—CDF GTP Prime message header length is set to 6 bytes.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. gtpp onpage 275

« peer (GTP Prime) on page 294

« Configuring GTP Prime for Charging
« Configuring GTP Prime Peers

« Configuring Offline Charging
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home-profile

Syntax home-profile home-profile;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name apn-services apns name charging],
[edit unified-edge gateways sgw gateway-name charging global-profile]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging global-profile]
hierarchy level introduced in Junos OS Mobility Release 11.4W.

Description Specify the profile that should be used to charge home subscribers. If the
profile-selection-order configuration indicates static, then this profile is used for home
subscribers.

0 NOTE: The charging profile must already be configured on the broadband
gateway.

The broadband gateway determines whether the subscriber is a home subscriber by
using the mobile country code (MCC) and the mobile network code (MNC) values in the
Create Session Request message from the subscriber’s user equipment (UE). If the
subscriber’s International Mobile Subscriber Identity (IMSI), MCC, and MNC belong to
the same PLMN to which both the GGSN or P-GW and the S-GW belong, then the
subscriber is deemed a home subscriber and the home-profile is applied. If the home-profile
is not configured, then the default-profile, if configured, is applied. If the default-profile
is also not configured, then the subscriber session is created with no charging applied.

Options home-profile—Name of the home profile.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Charging, Local Policy, and Policy and Charging Enforcement Function Profiles
Documentation on a Broadband Gateway APN

. Configuring S-GW Global Charging Profiles and Selection Order
. charging (APN) on page 143
. charging-profiles on page 237

. global-profile (Serving Gateway) on page 272
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include-quota-holding-time (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

include-quota-holding-time;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online requested-service-unit]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that the broadband gateway includes the Requested-Service-Unit attribute-value
pair (AVP) in the Credit Control Request (CCR) messages to the Online Charging System
(OCS), when the usage is reported for the reason of quota holding time. By default, the
gateway does not include the Requested-Service-Unit AVP in CCR messages to the OCS,
when the reporting reason is quota holding time.

0 NOTE: If you configure both the always-include and include-quota-validity-time
statements, the always-include statement takes precedence.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
« Online Charging Overview

. requested-service-unit (Trigger Profiles—Online) on page 310
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initial-request (Credit Control Failure Handling)

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

initial-request {
convert-to-offline {
grant-grace-quota;

}
disable-online-charging;
grant-grace-quota;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling]

Statement introduced in Junos OS Mobility Release 12.1W.

Configure the actions to be carried out by the broadband gateway when the initial Credit
Control Request fails.

The remaining statements are explained separately.

If you do not include this statement, and if the secondary Online Charging System (OCS)
is configured, then the gateway tries to establish a session with the secondary OCS. If
that is not configured, then the subscriber’s session is terminated by default.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. cc-failure-handling (Trigger Profiles—Online) on page 210
« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging

« Online Charging Overview
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local-persistent-storage-options

Syntax local-persistent-storage-options {
cdrs-per-file value;
disable-replication;
disk-space-policy {
watermark-level-1 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
watermark-level-2 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
watermark-level-3 {
notification-level (both | snmp-alarm | syslog);
percentage value;
1
1
file-age {
age,;
disable;
}
file-creation-policy (shared-file | unique-file);
file-format (3gpp | raw-asn);
file-name-private-extension string;
file-size {
size;
disable;
1
traceoptions {
file file-name <files number> <match regular-expression> <no-world-readable |
world-readable> <size size> ;
flag flag;
level (all | critical | error | info | notice | verbose | warning);
no-remote-trace;
1
user-name string;
world-readable;

}

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging],
[edit unified-edge gateways sgw gateway-name charging]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging] hierarchy level
introduced in Junos OS Mobility Release 11.4W.

Description Configure the Charging Data Record (CDR) file storage options, which are measures to
prevent loss of the CDR data.

You typically store the CDRs on the local Routing Engine disk when you do not have any
external charging gateway function (CGF) servers configured to store them or when all
the CGF servers are down.
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Required Privilege
Level

Related
Documentation

local-storage

When you choose to store the CDRs locally, the CDRs generated by the services PICs are
routed to a file on the Routing Engine disk. Some of the options that can be configured
include the following:

. Action to be taken when the disk space falls below the configured watermark level.
. Restricting access to the files to a specific user.

. File routing criteria—CDRs are routed to the files based on the file-routing criteria of
the transport profile. Therefore, all CDRs generated for a given transport profile are
saved in a specific CDR log file.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« charging (GGSN or P-GW) on page 223
. charging (Serving Gateway) on page 229
. Configuring Persistent Storage

« Configuring Offline Charging

Syntax

Hierarchy Level

Release Information

Description

Default

Required Privilege
Level

Related
Documentation

local-storage;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline charging-gateways persistent-storage-order],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline charging-gateways persistent-storage-order]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline charging-gateways persistent-storage-order] hierarchy level introduced
in Junos OS Mobility Release 11.4W.

Configure the Routing Engine disk as backup storage for the Charging Data Records
(CDRs) when the external storage resources (charging gateway function [CGF] servers)
are down or if no external servers are configured.

If you do not include the local-storage statement, the backup storage is disabled.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. persistent-storage-order on page 298
. Configuring Persistent Storage

« Configuring Offline Charging
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measurement-method (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

measurement-method (none | time | volume | volume-and-time);

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online]
Statement introduced in Junos OS Mobility Release 12.1W.

Specify the default measurement method. This specified measurement method is used
by the gateway to include the Requested Service Unit (RSU) attribute-value pair (AVP)
in the Credit Control Request (CCR) message if the policy and charging enforcement
function (PCEF) does not include the Requested Service Unit (RSU) attribute-value pair
(AVP) in the CCR message.

none—Send an empty RSU.
time—Include the CC Time AVP in the RSU based on configured time (cc-time).

volume—Include the CC Octet Both, CC Octet Downlink, and CC Octet Uplink AVPs in
the RSU based on configured values (cc-octet-both, cc-octet-downlink, and
cc-octet-uplink, respectively).

time-and-volume—Include both time and volume AVPs in the RSU based on the configured
values.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
« Online Charging Overview

. online (Trigger Profiles) on page 291
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mtu (Transport Profiles)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

mtu value;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline charging-gateways],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline charging-gateways]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline charging-gateways] hierarchy level introduced in Junos OS Mobility
Release 11.4W.

Configure the maximum transmission unit (MTU) for a Data Record Transfer (DRT)
message, which represents the maximum size in bytes that a DRT message can reach
before it is transmitted.

A DRT message containing the Charging Data Records (CDRs) is transmitted from the
charging data function (CDF) to the charging gateway function (CGF) server, when the
cdr-aggregation-limit or the mtu size is reached (whichever comes first).

value—Maximum size, in bytes, for a DRT message.
Range: 300 through 8000 bytes
Default: 1500 bytes

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. charging-gateways (Transport Profiles—Offline) on page 235
« Configuring Transport Profiles for Offline Charging
« Configuring Offline Charging
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n3-requests (GTP Prime)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

n3-requests requests;

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp],

[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] and [edit
unified-edge gateways sgw gateway-name charging gtpp peer peer-name] hierarchy levels
introduced in Junos OS Mobility Release 11.4W.

Configure the maximum number of times the charging data function (CDF) attempts to
send echo request messages to the charging gateway function (CGF) server, after which
the CDF waits for a configured duration (see down-detect-time) for any response before
declaring the server as Down.

The broadband gateway retransmits the requests to the UDP peers. However, for the
TCP peers, the requests are retransmitted to a newer peer (when there is a switchover)
or to the same peer (when it becomes alive after being Down).

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

requests—Number of times that the CDF attempts to send a request to a CGF server after
which the CDF waits for a configured duration (see down-detect-time) before
declaring the server as Down.

Range: 1through 5
Default: 3

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. gtpponpage 275

. peer (GTP Prime) on page 294

« Configuring GTP Prime for Charging
. Configuring GTP Prime Peers

« Configuring Offline Charging
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node-id (CDR Profiles)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

node-id (hostname | hostname-spic | ipaddress-spic);

[edit unified-edge gateways ggsn-pgw gateway-name charging cdr-profiles profile-name],
[edit unified-edge gateways sgw gateway-name charging cdr-profiles profile-name]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify the format of the node identifier (ID) in the Charging Data Record (CDR). The
node identifier indicates the node that generated the CDR.

e NOTE:

. If you do not include this statement, then the IP address of the node
generating the CDR and the ID of the services PIC on which the CDR was
triggered, with a colon (:) as a delimiter, are used as the node identifier in
the CDR.

. When you include the node-id statement and commit the configuration,
the new node ID format comes into effect immediately; that is, all
subsequent CDRs use the new node ID format.

hostname—Specify that the hostname of the node generating the CDR is used as the
node identifier.

hostname-spic—Specify that the hostname of the node generating the CDR and the ID
of the services PIC on which the CDR was triggered, delimited by a colon (:), are used
as the node identifier. For example, if the hostname of the node is jnprcg and the ID
of the services PIC is 2, the node ID is jnprcg:2.

ipaddress-spic—Specify that the IP address of the node generating the CDR and the ID
of the services PIC on which the CDR was triggered, delimited by a colon (:), are used
as the node identifier. For example, if the IP address of the node is 192.168.1.19 and
the ID of services PIC is 3, the node ID is 192.168.1.19:3.

This is the default.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. cdr-profiles on page 219
« Configuring CDR Attributes

« Configuring Offline Charging
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no-mscc-in-ccrt (Transport Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

no-mscc-in-ccrt;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
online]

Statement introduced in Junos OS Mobility Release 12.1W.

Specify that no Multiple Services Credit Control (MSCC) attribute-value pairs (AVPSs)
are included in the Credit Control Request Terminate (CCR-T) messages sent from the
broadband gateway to the Online Charging System (OCS).

This configuration is useful in cases where the OCS does not support the MSCC AVP in
CCR-T messages. If you include this statement, then the broadband gateway first sends
the MSCC AVPs in the CCR-Update (CCR-U) message (to report usage), and then sends
the CCR-T message to the OCS.

e NOTE: If you do not include the no-mscc-in-ccrt statement, then the
broadband gateway sends the MSCC AVPs in CCR-T messages (to report
usage).

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Online Charging
« Configuring Transport Profiles for Online Charging

. online (Transport Profiles) on page 290
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no-path-management (GTP Prime)

Syntax no-path-management;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],
[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp],
[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Release Information Statementintroduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] and [edit
unified-edge gateways sgw gateway-name charging gtpp peer peer-name] hierarchy levels
introduced in Junos OS Mobility Release 11.4W.

Description Use this statement to disable path management messages. If this statement is configured,
no echo messages are sent. However, the router responds to any echo messages that
are received.

0 NOTE:

. Path management refers to the exchange of echo messages between
charging data function (CDF) and charging gateway function (CGF) servers
(GTP Prime peers) to find out whether a CGF server is alive to process the
GTP Prime messages sent from the CDF.

. Echo messages are sent only for UDP connections.

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . gtpponpage 275
Documentation « peer (GTP Prime) on page 294
« Configuring GTP Prime for Charging
. Configuring GTP Prime Peers

. Configuring Offline Charging
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offline (Transport Profiles)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

offline {
charging-function-name function-name;{
charging-gateways {
cdr-aggregation-limit value;
cdr-release (r7 | r8 |r9 | r99);
mtu value;
peer-order {
[peer charging-gateway-peer-namel;
}
persistent-storage-order {
local-storage;

}

switch-back-time seconds;

1
container-limit value;
sgsn-sgw-change-limit value; #P-GW only

}

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles
profile-name],
[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Configure the transport parameters for offline charging records, such as:

. The charging gateway peers that store the Charging Data Records (CDRs).

« The maximum number of CDRs that can be added to a Data Record Transfer (DRT)
message.

. The maximum transmission unit of a DRT message.
. The generated CDRs to be compliant with a specific 3GPP release.

. Theduration that the charging data function (CDF) waits before transmitting the CDRs
to a peer that has recently come up and that has the highest priority among all the
peers, which are alive.

« Whether to use the local Routing Engine disk for CDR storage.

. The charging function name that is used to select the offline charging gateway.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Offline Charging
« Configuring Transport Profiles for Offline Charging
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« transport-profiles on page 335

offline (Trigger Profiles)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

offline {
exclude {
dcca-events; #P-GW only
ms-timezone-change;
plmn-change;
gos-change;
rat-change;
sgsn-mme-change; #S5-GW only
sgsn-sgw-change; #P-GW only
user-location-change;
1
sgsn-mme-change-limit value; #S5-GW only
time-limit value;
volume-limit {
value;
direction (both | uplink);
1
}

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name],
[edit unified-edge gateways sgw gateway-name charging trigger-profiles profile-name]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging trigger-profiles
profile-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Configure the attributes that trigger charging updates for offline charging records.

For example, you can set the maximum duration that the Charging Data Record (CDR)
can remain open (time-limit), maximum volume of data that can be transmitted before
closing a CDR (volume-limit), maximum number of containers that can be added to a
CDR, or maximum number of Serving Gateway (S-GW) or serving GPRS support node
(SGSN) changes that can occur before the CDR is updated and closed.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« Configuring Charging Trigger Events for Offline Charging
« Configuring Offline Charging
. trigger-profiles (GGSN or P-GW) on page 340

. trigger-profiles (Serving Gateway) on page 343
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online (Transport Profiles)

Syntax online {
all-rgs-on-termination;
charging-function-name function-name;
diameter-profile profile-name;
no-mscc-in-ccrt;
quota-request-on-first-packet
send-ccri-on-first-packet
service-context-id service-context-id,
session-failover-not-supported,;
single-mscc;
tx-timeout timeout;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles
profile-name]
Release Information Statement introduced in Junos OS Mobility Release 12.1W.

Description Configure the parameters for transporting online charging messages between the Gateway
GPRS Support Node (GGSN) or Packet Data Network Gateway (P-GW) and the online
charging system (OCS).

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Transport Profiles for Online Charging

D tati
ocumentation Online Charging Overview

. transport-profiles on page 335
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online (Trigger Profiles)

Syntax online {
cc-failure-handling {
block-traffic-pending-reauth-no-quota;
initial-request {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
grant-grace-quota;
1
override;
result-code-based-action {
authorization-rejected {
blacklist {
retry-timer;
1
1

credit-control-not-applicable {
convert-to-offline {
grant-grace-quota;
}
}
credit-limit-reached {
blacklist {
retry-timer;
}
}

end-user-service-denied {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
}
user-unknown {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
}
1
update-request {
convert-to-offline {
grant-grace-quota;
}
disable-online-charging;
grant-grace-quota;
1
1
grant-quota {
cc-octet-both volume-quota-both;
cc-octet-downlink volume-quota-dl;
cc-octet-uplink volume-quota-ul;
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cc-time time-quota;
1
measurement-method (none | time | volume | volume-and-time);
quota-holding-time time-in-seconds;
quota-threshold {
threshold,
override;
1
guota-validity-time time-in-seconds;
reporting-level {
override;
(rating-group | service-identifier);
1
requested-service-unit {
always-include;
cc-octet-both volume-quota-both,;
cc-octet-downlink volume-quota-dl;
cc-octet-uplink volume-quota-ul,
cc-time time-quota;
include-quota-holding-time;

Hierarchy Level [editunified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name]

Release Information Statement introduced in Junos OS Mobility Release 12.1W.

Description Configure the trigger attributes for online charging.

The remaining statements are explained separately.

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . Configuring Charging Trigger Events for Online Charging

Documentation « Configuring Online Charging

. trigger-profiles (GGSN or P-GW) on page 340
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override (Credit Control Failure Handling)

Syntax

Hierarchy Level

Description

Default

Required Privilege
Level

Related
Documentation

override;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online cc-failure-handling]

Specify that the broadband gateway overrides the credit control failure handling
parameters received from the Online Charging System (OCS) and uses the parameters
configured locally on the gateway.

If you do not include this statement, then the gateway uses the parameters provided by
the OCS. If the OCS does not provide the parameters, then the parameters configured
locally on gateway are used.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« cc-failure-handling (Trigger Profiles—Online) on page 210
. Configuring Charging Trigger Events for Online Charging
« Configuring Online Charging
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peer (GTP Prime)

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

peer peer-name {
destination-ipv4-address address;
destination-port port-number;
down-detect-time duration;
echo-interval duration;
header-type (long | short);
n3-requests requests;
no-path-management;
pending-queue-size value;
reconnect-time duration;
source-interface {
interface-name;
ipv4-address address;

}

t3-response response-interval;
transport-protocol (tcp | udp);
version (vO | v1 ]| v2);

[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],
[edit unified-edge gateways sgw gateway-name charging gtpp]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] hierarchy
level introduced in Junos OS Mobility Release 11.4W.

Configure GTP Prime peers (charging gateway function [CGF] servers). You can configure
up to a maximum of 24 peers. The charging data function (CDF) sends the Charging Data
Records (CDRs) as GTP Prime messages to the GTP Prime peer, based on this
configuration.

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. gtpponpage 275

« Configuring GTP Prime Peers

« Configuring GTP Prime for Charging
« Configuring Offline Charging
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peer (Peer Order)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

[peer charging-gateway-peer-namel;

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline charging-gateways peer-order],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline charging-gateways peer-order]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline charging-gateways peer-order] hierarchy level introduced in Junos
OS Mobility Release 11.4W.

Configure the name of the charging gateway peer. However, make sure the peer that you
specify here is previously configured for its IP address, name, and so on, using one of the
following statements, as applicable. Otherwise, you will encounter a configuration error.

. set unified-edge gateways ggsn-pgw gateway-name charging gtpp peer for the gateway
GPRS support node (GGSN) or Packet Data Network Gateway (P-GW).

. setunified-edge gateways sgw gateway-name charging gtpp peer for the Serving Gateway
(S-GW).

charging-gateway-peer-name—Name of the charging gateway server.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. peer-order on page 296

. Configuring GTP Prime Peers

« Configuring GTP Prime for Charging
« Configuring Offline Charging
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peer-order

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

peer-order {
[peer charging-gateway-peer-namel;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline charging-gateways],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline charging-gateways]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline charging-gateways] hierarchy level introduced in Junos OS Mobility
Release 11.4W.

Configure the charging gateway function (CGF) servers. You can configure up to a
maximum of three servers for a transport profile.

When more than one CGF servers are available for storing Charging Data Records (CDRs),
the charging data function (CDF) must identify the server to which to route the CDRs to
first. The peer order determines this hierarchy, using which the CDF tries to send the CDRs
to the server that comes first in this order. The peer that comes first in the order is treated
as the highest-priority peer. At any given time, CDRs are sent to only one of the peers. If,
for any reason, the first server goes down, the CDF tries to send the CDRs to the server

that comes next in the order. However, if a higher-priority peer comes up, the CDRs are

sent to this peer after a waiting period determined by the switch-back-time configuration.

When required, the priority of any peer can be changed by using the configuration option
to insert before or insert after the existing peers.

e NOTE: Ifallthe peersare Down and if you have configured the Routing Engine
disk as the backup storage option, then the CDRs are routed to the Routing
Engine disk. However, if one or more peers come alive, then CDF waits for the
configured switch-back-time duration and routes the CDRs to the highest
priority peer that is alive after this duration. The CDRs that were previously
stored on the Routing Engine disk are not routed to the charging gateway
(peer) and remain on the disk. You need to transfer the CDRs using SSH FTP
(SFTP) from the following location on the disk:
/opt/mobility/charging/ggsn/final_log.

The remaining statements are explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. charging-gateways (Transport Profiles—Offline) on page 235
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. Configuring GTP Prime Peers
« Configuring GTP Prime for Charging
« Configuring Offline Charging

pending-queue-size (GTP Prime)

Syntax pending-queue-size value;

Hierarchy Level [edit unified-edge gateways ggsn-pgw gateway-name charging gtpp],
[edit unified-edge gateways ggsn-pgw gateway-name charging gtpp peer peer-name],
[edit unified-edge gateways sgw gateway-name charging gtpp],
[edit unified-edge gateways sgw gateway-name charging gtpp peer peer-name]

Release Information Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging gtpp] and [edit
unified-edge gateways sgw gateway-name charging gtpp peer peer-name] hierarchy levels
introduced in Junos OS Mobility Release 11.4W.

Description Configure the maximum number of Data Record Transfer (DRT) messages that can be
sent by the charging data function (CDF) without an acknowledgement from the charging
gateway function (CGF) server. When the limit is reached, CDF stops sending the
messages to that CGF server.

When there are global-level and peer-level configurations, the peer-level configuration
takes precedence.

Options value—Maximum number of DRT messages that can be queued without an
acknowledgement from the CGF server.

Range: 1through 4096
Default: 1024

Required Privilege unified-edge—To view this statement in the configuration.
Level unified-edge-control—To add this statement to the configuration.

Related . gtpponpage 275
Documentation . peer (GTP Prime) on page 294
« Configuring GTP Prime Peers
« Configuring GTP Prime for Charging

« Configuring Offline Charging
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persistent-storage-order

Syntax

Hierarchy Level

Release Information

Description

Required Privilege
Level

Related
Documentation

persistent-storage-order {
local-storage;

}

[edit unified-edge gateways ggsn-pgw gateway-name charging transport-profiles profile-name
offline charging-gateways],

[edit unified-edge gateways sgw gateway-name charging transport-profiles profile-name
offline charging-gateways]

Statement introduced in Junos OS Mobility Release 11.2W.

Support at the [edit unified-edge gateways sgw gateway-name charging transport-profiles
profile-name offline charging-gateways] hierarchy level introduced in Junos OS Mobility
Release 11.4W.

Configure the local storage of Charging Data Records (CDRs). You may want to store
the CDRs on the local Routing Engine disk for one of the following reasons:

. When there are no charging gateway peers configured for a transport profile

. Whennone of the primary, secondary, or tertiary charging gateway peers can be reached
(that is, when they are down)

The remaining statement is explained separately.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. charging-gateways (Transport Profiles—Offline) on page 235
« Configuring Transport Profiles for Offline Charging
« Configuring Offline Charging
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profile-id (Charging Profiles)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

profile-id id-num;

[edit unified-edge gateways ggsn-pgw gateway-name charging charging-profiles
profile-name],
[edit unified-edge gateways sgw gateway-name charging charging-profiles profile-name]

Statement introduced in Junos OS Mobility Release 11.2W.
Support at the [edit unified-edge gateways sgw gateway-name charging charging-profiles
profile-name] hierarchy level introduced in Junos OS Mobility Release 11.4W.

Configure a unique identifier to be associated with a charging profile. You must configure
a profile ID for a charging profile.

Based on the user’s subscription, the Serving Gateway (S-GW), serving GPRS support
node (SGSN), or RADIUS server returns the charging profile (identified by the profile ID)
that must be used for charging the mobile subscriber. If more than one node returns a
profile ID, then the profile selection order configuration determines which server’s profile
|ID must be given higher priority. This profile ID is then matched with the configured profile
ID to choose the correct charging profile for that subscriber. However, if a server returns
an incorrect or unconfigured charging profile ID, the profile ID returned by the server that
is nextin priority is taken into consideration. If none of the profile IDs match, then charging
is disabled for the subscriber.

0 NOTE: The RADIUS server returns the profile ID as a four-byte hexadecimal
value in the Access Accept message.

id-num—Unique number to be associated with the charging profile.
Range: 1through 65,534

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

« charging-profiles on page 237

« Charging Profiles

« Configuring Charging Profiles

. profile-selection-order (APN) on page 181

. profile-selection-order (Serving Gateway) on page 300
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profile-selection-order (Serving Gateway)

Syntax
Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

profile-selection-order [profile-selection-method];
[edit unified-edge gateways sgw gateway-name charging global-profile]

Statement introduced in Junos OS Mobility Release 11.4W.

Specify the order of the methods used to select a charging profile applicable for a
subscriber’s session on the Serving Gateway (S-GW). You can specify a maximum of
three profile selection methods: static, serving, or pgw-cg-addr. If the first choice is not
available, then the next choice is considered, and so on.

For example, consider a scenario where the profile selection order is static, serving, and
pgw-cg-addr. Since static is the first choice, the global (charging) profiles specified are
used. If the global profiles are not configured, then the next choice (serving) is considered.
If the serving GPRS support node (SGSN) or S-GW does not provide a charging profile
ID in the charging characteristics information element (IE) within the GPRS tunneling
protocol (GTP) Create Session message, then the next choice (pgw-cg-addr) is
considered. With the pgw-cg-addr option, the charging profile is selected based on the
|P address of the charging gateway (CG) for the P-GW.

0 NOTE: If the charging profile cannot be selected by any of the methods
specified, then charging is disabled for that subscriber.

profile-selection-method—One or more profile selection methods, listed in the order in
which they should be tried. The method can be one or more of the following:

. pgw-cg-addr—Use the charging profile based on the on the IP address of the CG for
the P-GW.

. serving—Use the charging profile sent by the SGSN or the Serving Gateway (S-GW).

. static—Use the charging profile configured locally for the S-GW.

unified-edge—To view this statement in the configuration.
unified-edge-control—To add this statement to the configuration.

. Configuring S-GW Global Charging Profiles and Selection Order

. global-profile (Serving Gateway) on page 272
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quota-holding-time (Trigger Profiles—Online)

Syntax

Hierarchy Level

Release Information

Description

Options

Required Privilege
Level

Related
Documentation

quota-holding-time time-in-seconds;

[edit unified-edge gateways ggsn-pgw gateway-name charging trigger-profiles profile-name
online]

Statement introduced in Junos OS Mobility Release 12.1W.

C