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About This Guide

This preface provides the following guidelines for using the MobileNext Broadband Gateway
Configuration Guide:

« Junos Documentation and Release Notes on page xxix

« Objectives on page xxx

« Audience on page xxx

« Supported Platforms on page xxx

« Using the Indexes on page xxxi

« Using the Examples in This Manual on page xxxi

« Documentation Conventions on page xxxii

« Documentation Feedback on page xxxiv

« Requesting Technical Support on page xxxiv

Junos Documentation and Release Notes

For a list of related Junos documentation, see
http://www.juniper.net/techpubs/software/junos/ .

If the information in the latest release notes differs from the information in the
documentation, follow the Junos Release Notes.

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/ .

Juniper Networks supports a technical book program to publish books by Juniper Networks
engineers and subject matter experts with book publishers around the world. These
books go beyond the technical documentation to explore the nuances of network
architecture, deployment, and administration using the Junos operating system (Junos
0OS) and Juniper Networks devices. In addition, the Juniper Networks Technical Library,
published in conjunction with O'Reilly Media, explores improving network security,
reliability, and availability using Junos OS configuration techniques. All the books are for
sale at technical bookstores and book outlets around the world. The current list can be
viewed at http://www.juniper.net/books .
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Objectives

This guide provides an overview of the mobility features of the Junos OS on the MobileNext

Broadband Gateway and describes how to configure these properties on the mobile

platform.

0 NOTE: For additional information about Junos OS—either corrections to or
information that might have been omitted from this guide—see the software
release notes at http://www.juniper.net/.

Audience

This guide is designed for mobile network administrators who are configuring and
monitoring a Juniper Networks MX Series router functioning as a MobileNext Broadband
Gateway.

To use this guide, you need a broad understanding of networks in general, the Internet
in particular, networking principles, and network configuration. You must also be familiar
with one or more of the following Internet routing protocols:

. Border Gateway Protocol (BGP)

« Distance Vector Multicast Routing Protocol (DVMRP)

. Intermediate System-to-Intermediate System (IS-1S)

« Internet Control Message Protocol (ICMP) router discovery
« Internet Group Management Protocol (IGMP)

« Multiprotocol Label Switching (MPLS)

« Open Shortest Path First (OSPF)

« Protocol-Independent Multicast (PIM)

« Resource Reservation Protocol (RSVP)

« Routing Information Protocol (RIP)

« Simple Network Management Protocol (SNMP)

Personnel operating the equipment must be trained and competent; must not conduct

themselves in a careless, willfully negligent, or hostile manner; and must abide by the
instructions provided by the documentation.

Supported Platforms

For the features described in this manual, the Junos OS currently supports the following
platforms:

« MX240 router

XXX

Copyright © 2011, Juniper Networks, Inc.


http://www.juniper.net/

About This Guide

Using the Indexes

« MX480 router
« MX960 router

This reference contains two indexes: a complete index that includes topic entries, and
an index of statements and commands only.

In the index of statements and commands, an entry refers to a statement summary
section only. In the complete index, the entry for a configuration statement or command
contains at least two parts:

« The primary entry refers to the statement summary section.

« Thesecondary entry, usage guidelines, refers to the section in a configuration guidelines
chapter that describes how to use the statement or command.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the load
merge relative command. These commands cause the software to merge the incoming
configuration into the current candidate configuration. If the example configuration
contains the top level of the hierarchy (or multiple hierarchies), the example is a full
example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the example
is a snippet. In this case, use the load merge relative command. These procedures are
described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example into a
text file, save the file with a name, and copy the file to a directory on your routing
platform.

For example, copy the following configuration to a file and name the file ex-script.conf.
Copy the ex-script.conf file to the /var/tmp directory on your routing platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
}
interfaces {
fxp0O {
disable;
unit 0 {
family inet {

Copyright © 2011, Juniper Networks, Inc. XXXI



MobileNext Broadband Gateway Configuration Guide

address 10.0.0.1/24;
}
1
}
}

2. Merge the contents of the file into your routing platform configuration by issuing the

Merging a Snippet

load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into a text
file, save the file with a name, and copy the file to a directory on your routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing the
load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the Junos OS CLI User Guide.

Documentation Conventions

Table Ton page xxxiii defines notice icons used in this guide.

XXXii
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Table 1: Notice Icons

Icon Meaning

i

Informational note

Description

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

A
I/
i

Alerts you to the risk of personal injury from a laser.

Table 2 on page xxxiii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Bold text like this

Description

Represents text that you type.

Examples

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces important new terms. « Apolicy term is a named structure
. ldentifies book names. that defines match conditions and
. ) actions.
« |dentifies RFC and Internet draft titles.
« Junos OS System Basics Configuration
Guide
« RFC1997 BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commandes, files, and
directories; interface names;
configuration hierarchy levels; or labels
on routing platform components.

stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;

Copyright © 2011, Juniper Networks, Inc.

xxxiii



MobileNext Broadband Gateway Configuration Guide

Table 2: Text and Syntax Conventions (continued)

Convention

| (pipe symbol)

Description

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Examples

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({})

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

J-Web GUI Conventions

Bold text like this

Represents J-Web graphical user
interface (GUI) items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of J-Web
selections.

In the configuration editor hierarchy,
select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
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or are covered under warranty, and need postsales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

« JTAC Hours of Operation —The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/
« Find product documentation: http://www.juniper.net/techpubs/
« Find solutions and answer questions using our Knowledge Base: http:/kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit us at
http://www.juniper.net/support/requesting-support.html
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PART 1

Overview

« System Architecture on page 3

« Network Architecture on page 21
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CHAPTERI1

System Architecture

- Overview of Broadband Gateway System Architecture on page 3

« Overview of Broadband Gateway System Control Packet Flow on page 5
« Overview of Broadband Gateway Uplink Payload Packet Flow on page 7

« Overview of Broadband Gateway Downlink Payload Packet Flow on page 8
« Overview of Broadband Gateway as GGSN or P-GW on page 9

« Understanding Mobile User Types on page 10

« Configuring Broadband Gateway Home PLMNs and Gateways on page 10
« Configuring Broadband Gateway Local Policies Application on page 11

« Configuring Broadband Gateway Call Rate Statistics on page 13

« Verifying the Gateway Configuration on page 13

« Configuring General Gateway Trace Options on page 14

« Configuring Mobile Options Trace Options on page 16

« Configuring Resource Manager Trace Options on page 18

Overview of Broadband Gateway System Architecture

The distinctive architecture of the MobileNext Broadband Gateway allows the functions
of the gateway GPRS support node (GGSN) or Packet Data Network Gateway (P-GW)
in 2G, 3G, and 4G architectures to combine with a typical provider edge (PE) router.
Service chaining helps with scaling and lets the broadband gateway process mobile
traffic without involving the Routing Engine.

Figure 1 on page 4 shows the main hardware components of the broadband gateway.
This is a typical configuration: minimally, one session Dense Port Concentrator (DPC) is
required and one interface DPC or Modular Port Concentrator (MPC). This configuration
shows a more typical configuration for redundancy and other routing functions:

« Routing Engines—These components exercise overall control of the chassis.

« Fabric—The heart of the chassis, the fabric allows all of the boards to communicate.
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« Session DPCs—Also often called Service DPCs, these boards do not have external
interfaces, but instead provide services for packets flowing through the system. Some
session DPCs are designated anchor DPCs for control plane purposes.

« Interface DPCs or MPCs—These boards have external interfaces and can face packet
networks or the mobile network. Some of these MPCs are designated anchor MPCs
for user (bearer) data flows. All interfaces can use a single IP address.

Figure 1: The Broadband Gateway System Architecture

Routing Engines

Fabric

Session Session
Control Control Anchor| | Anchor
AAA/ AAA/
Diameter Diameter
Charging Charging
Firewall Firewall
etc. etc.

Session DPC-1 Session DPC-2 MPC-1 MPC-2 MPC-3 MPC-4

Gn/Gp/S5/S8 Gi/SGi
IP Network IP Network

B8

9040890

User Equipment Servers

An anchor session DPC is where mobile control plane functions occur for a particular
subscriber. The anchor interface DPC or MPC is where the processing for a specific GPRS
tunneling protocol (GTP) tunnel identifier range occurs.

A key feature of the broadband gateway architecture is that many services can be
integrated into the system. It is important to note that these services can be performed
in a single pass through the device. This simplifies deployment scenarios and reduces
requirements for space, latency, power, cooling, and so on. Because everythingis all in
one system, there are no interoperability issues and the same network management
system can be used.

The broadband gateway can support 2G, 3G, and 4G subscribers at the same time,
features fully redundant hardware and resilient software, and can scale bearer and control
planes separately.
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An overall resource manager watches operations concerning the resource management
clients (the board in the chassis slots) and server (the active Routing Engine) on the
broadband gateway.

o NOTE: You do not configure the resource manager for the broadband
gateway. The process runs automatically.

Related . Overview of Broadband Gateway System Control Packet Flow on page 5
Documentation « Overview of Broadband Gateway Uplink Payload Packet Flow on page 7
. Overview of Broadband Gateway Downlink Payload Packet Flow on page 8

« Overview of Broadband Gateway as GGSN or P-GW on page 9

Overview of Broadband Gateway System Control Packet Flow

The MobileNext Broadband Gateway uses session Dense Port Concentrators (DPCs) to
handle all GPRS tunneling protocol, control (GTP-C) signaling requests from the user
equipment and the GTP responses. New GTP sessions are anchored on a selected session
DPC, and all control plane functions are handled by the same session DPC. In this example,
the mobile and packet network interfaces are all housed in Modular Port Concentrators
(MPCs).

Figure 2: Broadband Gateway GTP Signaling Packet Flow

Routing Engines
|
Fabric
2 |
v [y
Session Session | |
Control Control | I Anchorf jAnchor
| |
AAA/ AAA/ | |
Diameter Diameter 1 1
| |
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| |
etc. etc. I I
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4
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IP Network IP Network
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...............
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Related
Documentation

Figure 2 on page 5 shows the four steps that GTP-C signaling packets take through the
broadband gateway:

1.

An attached user equipment device activates a session and sends a Create Session
request GTP-C signaling packet to a mobile interface on the broadband gateway.

The Gn/Gp or S5/58 interface MPC parses the GTP-C packet based on the outer IP
address and selects a session DPC for the new session. The MPC then sends the
GTP-C signaling packet through the fabric to a session DPC that will anchor the session
for control purposes. The session DPC performs the admission control, authentication,
authorization, and accounting (AAA), Dynamic Host Configuration Protocol (DHCP)
and charging operations required.

If the session is accepted, the session DPC sends a create session reply GTP-C signaling
packet to the interface MPC that received the GTP message.

The Gn/Gp or S5/58 interface MPC sends the GTP-C response back to the user
equipment.

Overview of Broadband Gateway System Architecture on page 3
Overview of Broadband Gateway Uplink Payload Packet Flow on page 7
Overview of Broadband Gateway Downlink Payload Packet Flow on page 8

Overview of Broadband Gateway as GGSN or P-GW on page 9
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Overview of Broadband Gateway Uplink Payload Packet Flow

The MobileNext Broadband Gateway uses interface Modular Port Concentrators (MPCs)
or Dense Port Concentrators (DPCs) to handle all uplink user payload packet flow requests
from user equipment. All user traffic flows through the anchor interface MPC or DPC. In
this example, the mobile and packet network interfaces are all housed in MPCs.

Figure 3: Broadband Gateway Uplink User Packet Flow
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After the GPRS tunneling protocol control (GTP-C) packets establish a session, Figure
3 on page 7 shows the next four steps that the uplink user payload GTP user plane
(GTP-U) packets take through the broadband gateway:

5. An attached user equipment device sends an uplink payload GTP-U packet to a
mobile interface on the broadband gateway.

6. The interface MPC sends the GTP-U packet to the interface MPC chosen during
the control phase to anchor the user session data flow. The anchor MPC performs all
subscriber-specific access control, policing, statistic gathering, and other parameters
set for the subscriber based on the inner IP address in the GTP-U packet.

7. The anchor interface MPC sends the user packet to the uplink MPC that leads to
the correct IP packet network.

8. The uplink interface MPC sends the user payload packet to the IP network on the
Gi or SGi interface.
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Related . Overview of Broadband Gateway System Architecture on page 3
Documentation « Overview of Broadband Gateway System Control Packet Flow on page 5
. Overview of Broadband Gateway Downlink Payload Packet Flow on page 8

« Overview of Broadband Gateway as GGSN or P-GW on page 9

Overview of Broadband Gateway Downlink Payload Packet Flow

The MobileNext Broadband Gateway uses interface Modular Port Concentrators (MPCs)
or Dense Port Concentrators (DPCs) to handle all downlink user payload packets flows
requests from an IP network back to the user equipment. All user traffic flows through
the anchor interface MPC or DPC. In this example, the mobile and packet network
interfaces are all housed in MPCs.

Figure 4: Broadband Gateway Downlink User Packet Flow
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After the GPRS tunneling protocol, control (GTP-C) packets establish a session, and
packets flow uplink to the broadband gateway, Figure 4 on page 8 shows the last four
steps that the downlink user payload GTP user plane (GTP-U) packets take through the
broadband gateway:

9. The IP network sends a downlink data packet to a mobile Gi or SGi interface on the
broadband gateway.

10. The interface MPC sends the downlink packet to the interface MPC chosen during
the control phase to anchor the user session data flow. The anchor MPC performs all
subscriber-specific access control, policing, statistic gathering, and other parameters
set for the subscriber.

11. The anchor interface MPC sends the encapsulated GTP-U packet to the downlink
interface that leads to the correct user device.

12. The downlink interface MPC sends the GTP-U user payload packet to the user
device.

Related . Overview of Broadband Gateway System Architecture on page 3
D tati
ocumentation « Overview of Broadband Gateway System Control Packet Flow on page 5
« Overview of Broadband Gateway Uplink Payload Packet Flow on page 7

« Overview of Broadband Gateway as GGSN or P-GW on page 9

Overview of Broadband Gateway as GGSN or P-GW

You can configure the MobileNext Broadband Gateway as either a 3G gateway GPRS
support node (GGSN) or 4G Packet Data Network Gateway (P-GW). The GGSN or P-GW
is the interconnection point between the public land mobile network (PLMN) and a
particular Packet Data Network (PDN) such as the Internet or a corporate intranet.

In 3G networks, the GGSN maintains a one-to-many relationship with serving GPRS
support nodes (SGSNs), which may be in either the home public land mobile network
(HPLMN) or visited public land mobile network (VPLMN) for roaming subscribers. The
SGSN and GGSN communicate with each other over Gn interface, which utilizes GPRS
tunneling protocol, control plane (GTP-C) (version O and version 1) and GPRS tunneling
protocol, user plane (GTP-U) for data traffic.

In 4G networks, the P-GW maintains a one-to-many relationship with Serving Gateway
(S-GW), which can be in either the home PLMN or visiting PLMN for roaming subscribers.
The S-GW and P-GW communicate with each other over the S5 interface for non-roaming
subscribers and S8 interface for roaming subscribers. Both S5 and S8 interfaces make
use of GTP-C (version 2) for control plane and GTP-U for data traffic.

The application framework for the broadband gateway is composed of a set of
applications and protocols that interact with the external servers and provide the following
configurable services for subscribers:

. Mobile subscriber authentication with RADIUS.
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« Charging and accounting with GTP prime Charging Data Records (CDRs) generation
and billing, or through RADIUS accounting.

« Policy enforcement using local configuration.

You configure the GGSN or P-GW for the broadband gateway as part of a unified edge
configuration. The unified edge brings all mobile subscriber—related services under one
structure. A unified edge gateway has its own set of parameters for AAA, charging, APNs,
and so on.

Related . Overview of Broadband Gateway System Architecture on page 3

Documentation
v : . Configuring Broadband Gateway Home PLMNs and Gateways on page 10

Understanding Mobile User Types

There are different types of users in a mobile network. These are distinguished by
comparing the home public land mobile network (HPLMN) list configured on the gateway
GPRS support node (GGSN) or Packet Data Network Gateway (P-GW) and the PLMNs
received from users in headers and control messages.

Based on a comparison of PLMNSs, the mobile user falls into one of three categories:

« Home user—The subscriber, the GGSN or P-GW, and SSGN or S-GW are all in the same
PLMN.

« Roaming user—The subscriber and GGSN or P-GW belong to the same PLMN, but the
SSGN or S-GW are in a different PLMN.

« Visiting user—The subscriber and SGSN or S-GW belong to the same PLMN, but the
GGSN or P-GW are in a different PLMN.

Related . Overview of Broadband Gateway System Architecture on page 3
D tati
ocumentation « Configuring Broadband Gateway Home PLMNs and Gateways on page 10

« Configuring Broadband Gateway Local Policies Application on page 11

Configuring Broadband Gateway Home PLMNs and Gateways

The MobileNext Broadband Gateway establishes a context and framework for mobile
operations under the unified edge. The basic mobile framework unitis the gateway, which
can be used as either a 3G gateway GPRS support node (GGSN) or 4G Packet Data
Network Gateway (P-GW). The gateway also has one or more home public land mobile
networks (HPLMNSs) associated with it.

Before you begin configuring HPLMNSs and gateways on the broadband gateway, you
should have done the following:
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« Configured access to the MobileNext Broadband Gateway

To establish the mobile context, configure a gateway. You also configure a list of HPLMNs
that this gateway and its access point names (APNs) recognize. The HPLMNs consist of
the mobile country code (MCC) and mobile network code (MNC).

e NOTE: Atinitial release, the broadband gateway supports only one gateway.

To configure the gateway and HPLMN list:

1. Configure a name for the gateway.

[edit unified-edge gateways ggsn-pgw ]
user@host# set MGB]

0 NOTE: You caninclude dashes or underscores, but many special characters
are not allowed in the gateway name.

2. Configure a list of HPLMNSs for the gateway.

[edit unified-edge gateways ggsn-pgw MBGI]
user@host# set home-plmn mcc 007 mnc O7

0 NOTE: The MMC/MNC combination 00101 is reserved for test networks.

Related . Understanding Mobile User Types on page 10
Documentation . Configuring Broadband Gateway Local Policies Application on page 11
. Overview of Broadband Gateway System Architecture on page 3
« Configuring General Gateway Trace Options on page 14
. Configuring Mobile Options Trace Options on page 16

« Configuring Resource Manager Trace Options on page 18

Configuring Broadband Gateway Local Policies Application

The MobileNext Broadband Gateway associates a number of locally configured policies
with a configured gateway. These policies are used for connection admission control and
service-related parameters.

Before you begin configuring local policies on the broadband gateway, you should have
done the following:
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« Configured access to the MobileNext Broadband Gateway

You configure the local policies at the [edit unified-edge cos-cac] hierarchy level and
apply the profiles at the [edit unified-edge local-policies local-policies-name] hierarchy
level. You can configure many policy profiles, but you can apply only one of each type at
a time to the gateway as a whole.

To associate the gateway with local policy profiles:

1. Use a name for the local policies profile.
[edit unified-edge local-policies local-policy-profile-T]
2. Associate the gateway with a classifier profile by user type.

[edit unified-edge local-policies local-policy-profile-1]

user@host# set classifier-profile home-classifier-profile-1
user@host# set roamer-classifier-profile roamer-classifier-profile-1
user@host# set visitor-classifier-profile visitor-classifier-profile-1

3. Associate the gateway with a class-of-service policy profiles by user type.

[edit unified-edge local-policies local-policy-profile-T]

user@host# set policy-profile home-classifier-policy-profile-1
user@host# set roamer-policy-profile roamer-classifier-policy-profile-1
user@host# set visitor-policy-profile visitor-policy-profile-1

4. Associate the gateway with the resource threshold profile used to define admission
control for managing system overload conditions.

[edit unified-edge local-policies local-policy-profile-1]
user@host# set resource-threshold-profiles resource-threshold-profile-1

5. Associate the gateway with the downlink bandwidth pool.

[edit unified-edge local-policies local-policy-profile-T]
user@host# set dl-bandwidth-pool bw-pool-downlink-1

6. Associate the gateway with the uplink bandwidth pool.
[edit unified-edge local-policies local-policy-profile-T]

user@host# set ul-bandwidth-pool bw-pool-uplink-1

Related . Understanding Mobile User Types on page 10
Documentation . Overview of Broadband Gateway System Architecture on page 3
« Configuring General Gateway Trace Options on page 14
« Configuring Mobile Options Trace Options on page 16

« Configuring Resource Manager Trace Options on page 18
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Configuring Broadband Gateway Call Rate Statistics

The MobileNext Broadband Gateway records statistics about the rate of calls through
the gateway. You can configure parameters relating to the recording of these statistics
at the gateway level.

Before you begin configuring call rate statistics on the broadband gateway, you should
have done the following:

« Configured a list of home public land mobile networks (HPLMNs) and a gateway on
the MobileNext Broadband Gateway

To configure the option values for call rate statistics:

1. Configure the history interval value for collecting call rate statistics.

[edit unified-edge gateways ggsn-pgw MBGI call-rate-statistics]
user@host# set history 10

0 NOTE: Enteravalue from1through 20 intervals to keep call rate statistics.

2. Configure the interval for collecting call rate statistics.

[edit unified-edge gateways ggsn-pgw MBGI call-rate-statistics]
user@host# set interval 5

0 NOTE: Enter a value in minutes from 5 through 120 minutes.

Related . Configuring Broadband Gateway Home PLMNs and Gateways on page 10
Documentation . Configuring General Gateway Trace Options on page 14
« Configuring Mobile Options Trace Options on page 16

. Configuring Resource Manager Trace Options on page 18

Verifying the Gateway Configuration

Purpose Display information about the gateway configuration.

Action . Todisplay information about the call rate and general statistics on the gateway:

user@host> show unified-edge ggsn-pgw call-rate statistics
user@host> show unified-edge ggsn-pgw statistics

. To clear information about the general statistics on the gateway:
user@host> clear unified-edge ggsn-pgw statistics
. Todisplay information about the status of the gateway:

user@host> show unified-edge ggsn-pgw status
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user@host> show unified-edge ggsn-pgw status preemption-list
. Toclear information about the subscriber peers on the gateway:
user@host> clear unified-edge ggsn-pgw subscribers peer
. Todisplay information about the resources on the gateway:

user@host> show unified-edge ggsn-pgw resource-manger load-info
user@host> show unified-edge ggsn-pgw resource-manger clients
user@host> show unified-edge ggsn-pgw resource-manger imsi-location-database

Related . Configuring Broadband Gateway Home PLMNs and Gateways on page 10
Documentation
v : . Configuring Broadband Gateway Local Policies Application on page 11

. Configuring Broadband Gateway Call Rate Statistics on page 13

Configuring General Gateway Trace Options

General gateway tracing operations record detailed messages about the operation of
configured gateways on the MobileNext Broadband Gateway.

General gateway trace options are related to overall gateway operation. You can specify
which trace operations are logged by including specific tracing flags and levels.

Table 3 on page 14 describes the flags relating to the mobile unified edge that you can
include at the [edit unified-edge gateways ggsn-pgw gateway-name traceoptions flag]
hierarchy level.

Table 3: General Gateway Trace Flags

Flag Description

all Trace everything.

bulkjob Trace resources.

config Trace configuration events.

cos-cac Trace CoS and CAC events.

ctext Trace user equipment, PDN, or bearer context events.
fsm Trace FSM events.

gtpu Trace GTP-U events.

ha Trace high availability events.

init Trace events related to protocol daemon initialization.
pfem Trace PFE manager events.
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Table 3: General Gateway Trace Flags (continued)

stats Trace stats events.

waitq Trace waitqg events.

Table 4 on page 15 describes the levels you can include.

Table 4: Trace Levels

Level Description

all Match all levels.

error Match error conditions.

info Match informational messages.

notice Match conditions that should be specially handled.
verbose Match verbose messages.

warning Match warning messages.

To configure tracing options for general gateway events:

1. Specify that you want to configure tracing options for general gateway events.

[edit unified-edge gateways ggsn-pgw gateway-name ]
user@host# edit traceoptions

2. Configure the filename for the trace file.

[edit unified-edge gateways ggsn-pgw gateway-name traceoptions]
user@host# set file general-gw-log

3. (Optional) Configure the maximum size of each trace file.

[edit unified-edge gateways ggsn-pgw gateway-name traceoptions]
user@host# set file size 100m

e NOTE: Whenatracefile (forexample, gateway-log) reaches its maximum
size, it is renamed gateway-log.0, then gateway-log.1, and so on, until the
maximum number of trace files is reached. The oldest archived file is then
overwritten.

4. Configure the tracing flag.

[edit unified-edge gateways ggsn-pgw gateway-name traceoptions]
user@host# set flag all

0 NOTE: Use care when tracing all operations on a gateway. This can have
a performance impact.
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Related
Documentation

5. Configure the tracing level.

[edit unified-edge gateways ggsn-pgw gateway-name traceoptions]
user@host# set level error

6. View the trace file.

user@host# file show /var/log/gateway-log

« Overview of Broadband Gateway System Architecture on page 3

« Configuring Broadband Gateway Home PLMNs and Gateways on page 10
« Configuring Broadband Gateway Local Policies Application on page 11

« Configuring Mobile Options Trace Options on page 16

. Configuring Resource Manager Trace Options on page 18

Configuring Mobile Options Trace Options

Mobile options tracing operations record detailed messages about the operation of
unified edge options on the MobileNext Broadband Gateway. Mobile options trace options
are related to the processor daemon operation. You can specify which trace operations
are logged by including specific tracing flags and levels.

Table 5 on page 16 describes the flags relating to the mobile unified edge that you can
include at the [edit unified-edge mobile-options traceoptions flag] hierarchy level.

Table 5: Mobile Options Trace Flags

Flag

Description

all

Trace everything.

configuration

Trace configuration events.

error

Trace events related to catastrophic errors in the daemon.

init

Trace events related to protocol daemon initialization.

protocol

Trace protocol processing events.

Table 6: Trace Levels

Table 6 on page 16 describes the levels you can include.

Level Description
all Match all levels.
error Match error conditions.
info Match informational messages.
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Table 6: Trace Levels (continued)

notice

verbose

warning

Match conditions that should be specially handled.

Match verbose messages.

Match warning messages.

Related
Documentation

To configure tracing options for mobile options:

Specify that you want to configure tracing options for mobile options.

[edit unified-edge mobile-options]
user@host# edit traceoptions

. Configure the filename for the trace file.

[edit unified-edge mobile-options traceoptions]
user@host# set file mobile-options-log

. (Optional) Configure the maximum size of each trace file.

[edit unified-edge mobile-options traceoptions]
user@host# set file size 100m

0 NOTE: When a trace file (for example, mobile-log) reaches its maximum
size, it is renamed mobile-log.0, then mobile-log.1, and so on, until the
maximum number of trace files is reached. The oldest archived file is then
overwritten.

. Configure the tracing flag.

[edit unified-edge mobile-options traceoptions]
user@host# set flag all

e NOTE: Use care when tracing all operations on a gateway. This can have
a performance impact.

. Configure the tracing level.

[edit unified-edge mobile-options traceoptions]
user@host# set level error

. View the trace file.

user@host# file show /var/log/mobile-options-log

. Overview of Broadband Gateway System Architecture on page 3
« Configuring Broadband Gateway Home PLMNs and Gateways on page 10
« Configuring Broadband Gateway Local Policies Application on page 11

« Configuring General Gateway Trace Options on page 14
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. Configuring Resource Manager Trace Options on page 18

Configuring Resource Manager Trace Options

Resource management tracing operations record detailed messages about the operation
of resource management clients and server on the MobileNext Broadband Gateway.

0 NOTE: You do not configure the resource manager for the broadband
gateway. The process runs automatically.

Resource management trace options are divided into flags for the resource management
server (the active Routing Engine) and the resource management client (the session
Dense Port Concentrators [DPCs] and interface DPCs and Modular Port Concentrators
[MPCs]). You can set server and client flags independently. You can specify which trace
operations are logged by including specific tracing flags and levels.

Table 7 on page 18 describes the flags relating to the resource management server that
you can include at the [edit unified-edge resource-management server traceoptions flag]
hierarchy level.

Table 7: Resource Management Server Trace Flags

Flag

Description

all

Trace everything.

communication

Trace Infra code.

config

Trace configuration code.

gres

Trace GRES code.

info-manager

Trace information management code.

init

Trace events related to data path daemon initialization.

memory

Trace memory management code.

packet-steering

Trace packet-steering code.

resource-manager

Trace resource management code.

signal Trace signal handling code.
state Trace state handling code.
timer Trace timer code.
ui Trace user interface code.
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Table 8 on page 19 describes the flags relating to the resource management client that
you can include at the [edit unified-edge resource-management client traceoptions flag]
hierarchy level.

Table 8: Resource Management Client Trace Flags

Flag Description

all Trace everything.

communication Trace IPC code.

info-tables Trace information table code.

infra Trace FSM and Infra code.
memory Trace memory management code.
redundancy Trace GRES code.

resource-tables Trace resource table code.

Table 9 on page 19 describes the levels you can include.

Table O: Trace Levels

Level Description

all Match all levels.

error Match error conditions.

info Match informational messages.

notice Match conditions that should be specially handled.
verbose Match verbose messages.

warning Match warning messages.

To configure tracing options for resource management operations:

1. Specify that you want to configure tracing options for resource management client
or server operations.

[edit unified-edge resource-management server]
[edit unified-edge resource-management client]
user@host# edit traceoptions

2. Configure the filename for the trace file.

[edit unified-edge resource-management server traceoptions]
[edit unified-edge resource-management client traceoptions]
user@host# set file rm-log
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3. (Optional) Configure the maximum size of each trace file.

[edit unified-edge resource-management server traceoptions]
[edit unified-edge resource-management client traceoptions]
user@host# set file size 100m

e NOTE: When a trace file (for example, rm-log) reaches its maximum size,
itisrenamed rm-log.0, then rm-log.1, and so on, until the maximum number
of trace files is reached. The oldest archived file is then overwritten.

4. Configure the tracing flag.

[edit unified-edge resource-management server traceoptions]
[edit unified-edge resource-management client traceoptions]
user@host# set flag all

0 NOTE: Use care when tracing all operations on a gateway. This can have
a performance impact.

5. Configure the tracing level.

[edit unified-edge resource-management server traceoptions]
[edit unified-edge resource-management client traceoptions]
user@host# set level error

6. View the trace file.

user@host# file show /var/log/rm-log

Related . Overview of Broadband Gateway System Architecture on page 3
Documentation « Configuring Broadband Gateway Home PLMNs and Gateways on page 10
« Configuring Broadband Gateway Local Policies Application on page 11
. Configuring General Gateway Trace Options on page 14

« Configuring Mobile Options Trace Options on page 16
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Network Architecture

« Overview of Mobile Networks on page 21

« Overview of 3G Mobile Networks and the MobileNext Broadband Gateway on page 22
« Overview of GGSN and P-GW on page 24

« Overview of Packet Data Network Gateway Functions on page 25

« Overview of the Evolved Packet Core on page 26

« Overview of APNs on page 28

« Overview of PDP Contexts and Bearers on page 30

» Overview of GGSN and Broadband Gateway Deployment on page 31

« Overview of 4G/LTE and Broadband Gateway Deployment on page 32

« Overview of IPv6 and the Broadband Gateway on page 34

Overview of Mobile Networks

Mobile (cellular) networks have evolved rapidly as analog voice gave way to digital voice,
and now routinely include data services and streaming digital video, all delivered to the
mobile device or user equipment over an IP network. Although not directly part of 4G or
the Long Term Evolution (LTE) of mobile networks, some background on the 3G mobile
architecture and the 3G packet gateway, or gateway GPRS support node (GGSN), is
necessary. This is because the Packet Data Network Gateway (P-GW) in the LTE
architecture is still expected to internetwork and interoperate with 3G (and often even
older) architectures and devices.

The major generations of mobile network architectures are:

. “1G"—The first generation; of course, no one called this type of mobile network “1G”
because no one knew there would be subsequent generations. It supported analog
voice bandwidths and did not support GPRS data.

. 2G—0Once mobile networks proved popular, the next step digitized the radio signal
(which added capacity and was spectrally more efficient) and added some rudimentary
data capabilities through the Global System for Mobile Commmunications (GSM)
standard. Phone conversations were now digitally encrypted and text messaging (short
message service, or SMS) began, although it would take years before most devices
supported such messages. Enhanced mobile networks added digital services such as
GPRS or Enhanced Data Rates for GSM Evolution (EDGE). Many mobile networks are
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Documentation

still some form of 2G networks. The gateway GPRS support node (GGSN) was included
in these advanced architectures.

« 3G—The many flavors of 2G networks led to the formation of the 3G Partnership Project
(3GPP) to standardize the next generation of mobile networks. The universal mobile
telecommunications system (UMTS) was standardized by the 3GPP and is widely
used around the world. Today, many cell phones are GSM/UMTS hybrids. The latest
UMTS release is called High Speed Packet Access (HSPA and HSPA+), offering higher
bit rates.

« 4G and LTE—The fourth generation of mobile networks is defined by the International
Telecommunication Union (ITU) as 4G. The 3GPP has also created a standard to
provide a context for the “long-term evolution” of mobile networks (LTE) and LTE
Advanced.

As time goes by, the designations 3G and 4G have become more marketing terms than
architectural standards.

« Overview of Packet Data Network Gateway Functions on page 25
« Overview of APNs on page 28
« Overview of PDP Contexts and Bearers on page 30

. Overview of IPv6 and the Broadband Gateway on page 34

Overview of 3G Mobile Networks and the MobileNext Broadband Gateway

Third generation (3G) mobile networks define three components of the overall path from
mobile station to IP network: the radio frequencies used, the air interface options used
between the mobile device and base station, and the entire network architecture, including
interfaces between components.

Figure 5 on page 23 shows the overall architecture of a 3G network. The MobileNext
Broadband Gateway is configured as the gateway GPRS support node (GGSN) in this
architecture.

22
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Figure 5: 3G Mobile Network Architecture
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0 NOTE: The GGSN is not properly part of the 3G “service network.”

There are three major parts to a 3G mobile network:

« A Radio Access Network (RAN). This is a hierarchical arrangement of cell towers and
base stations. The base stations are called base transceiver stations (BTSs) or NobeBs
in 3G. In some versions, there are also Radio Network Controllers (RNCs) that link to
the BTSs to form a Radio Network Subsystem (RNS). A collection of RNSs using the
Wideband CDMA (WCDMA) air interface option form the UMTS Terrestrial Radio
Access Network (UTRAN). All of these are referred to as “network devices” in Figure 5
on page 23. Theimportant point is that all handovers between cell towers are centrally
controlled in the 3G network hierarchy.

« Acore network (usually IP) tying the RAN to the 3G service network. The core network
consists of all the switches, routers, and other network components required to
transport mobile traffic.

« A service network reached through the core network. Some of the services reached
(the servers in Figure 5 on page 23) are specific to the service provider, such as
accounting information (current balance), short message service (SMS) texting, paging,
and voice mail. Other services are reached through the GGSN (which is not properly
part of the 3G service network), such as the Internet, other Internet service providers
(ISPs), or corporate network virtual private networks (VPNs). The MobileNext
Broadband Gateway can be configured as a GGSN.

Together in 3G, the RAN, core network, and service network (and GGSN) make up the
public land mobile network (PLMN). A PLMN (“land” network) is distinguished from a
marine network.

« Overview of Packet Data Network Gateway Functions on page 25
« Overview of APNs on page 28

« Overview of PDP Contexts and Bearers on page 30
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« Overview of IPv6 and the Broadband Gateway on page 34

Overview of GGSN and P-GW

The Juniper Networks MobileNext Broadband Gateway can act as a gateway GPRS
support node (GGSN) in a 2G and 3G network architecture, a Packet Data Network
Gateway (P-GW) ina 4G/LTE network architecture, or even both at the same time. When
it comes to user traffic, the differences are mainly in the terms used to refer to the
“mobile-facing” side of the gateway and not the IP data side.

Figure 6 on page 24 shows the major components and interfaces of a mobile network
based on 4G/LTE standards.

Figure 6: 4G/LTE Mobile Network Basic Components
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The major components are:

« Userequipment (UE)—Often called the “mobile platform” in other standards. The user
equipment can be a mobile smartphone, a “dongle” used to enable service on another
device, a laptop, or even other compliant devices.

« RAN (Radio Access Network)—The RAN is called the universal terrestrial radio access
network (UTRAN) in the 3G Universal Mobile Telecommunications System (UMTS)
architecture (sometimes UTRAN is defined as UMTS Terrestrial Radio Access Network).
In the LTE architecture, the RAN is the evolved UTRAN, or E-UTRAN.

« S-GW—In the LTE architecture, the node that handles all signaling messages to and
from the user equipment is called the Serving Gateway (S-GW). (The SGSN in 3G
networks is different from the S-GW in 4G networks.).

« P-GW—In 2G and 3G networks, the node that handled all user packets to and from the
user equipment is called the GGSN. In the LTE architecture, this is the Packet Gateway
(P-GW) or sometimes seen as the Packet Data Network Gateway (PDN-GW).

« |IP Cloud- This is the Packet Data Network (PDN) in 2G and 3G and LTE. However, LTE
adds another type of IP network, called IP Multimedia Services (IMS). IMS networks
essentially handle VolIP calls to and from the user equipment.

From the GGSN/P-GW perspective, the major interfaces in the figure are:

« S5—In 4G/LTE, the S5 interface connects the P-GW to the mobile side of the network
(for home users). In 3G, this is the Gn (“n” for network) interface.

24
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« Gi/SGi—In 4G/LTE, the SGi interface connects the P-GW to the IP packet side of the
network. In 3G, this is the Gi (“i” for Internet or IP network) interface.

Related . Overview of Packet Data Network Gateway Functions on page 25
Documentation
v : « Overview of APNs on page 28
« Overview of PDP Contexts and Bearers on page 30

« Overview of IPv6 and the Broadband Gateway on page 34

Overview of Packet Data Network Gateway Functions

In a mobile network, a major function of the Packet Data Network Gateway (P-GW) is
to allocate IP addresses to the user equipment during default bearer setup. The user
equipment can still connect to multiple packet networks through multiple P-GWs, and
also to older, non-3GPP-compliant IP networks.

e NOTE: The MobileNext Broadband Gateway does not support interfaces to
non-3GPP IP networks.

In the Long Term Evolution (LTE) architecture for the Evolved Packet Core (EPC), the
P-GW acts as an anchor for user plane mobility. User traffic can be filtered at the P-GW
for quality-of-service (QoS) differentiation among multiple packet flows. The P-GW
collects charging information and forwards these Charging Data Records (CDRs) for
processing.

Figure 7: Packet Data Network Gateway Functions
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0 NOTE: The MobileNext Broadband Gateway does not initially support
inter-S-GW handovers, connectivity to Non-3GPP IP networks, or direct rate
enforcement.

The important interfaces on the P-GW shown in Figure 7 on page 25 are:

« EPS Bearer—This is the interface to the user equipment associated with the P-GW. It
is a tunnel and used for IP address allocation and other purposes.

« Rx—Although not a direct P-GW interface, this interface is used for all kinds of
unsolicited reporting between the policy and charging rules function (PCRF) and the
IP Multimedia Subsystem (IMS) network. The IMS delivers services such as voice over
IP (VolP) to the user equipment. This interface uses the Diameter protocol over Steam
Control Transport Protocol (SCTP) and TCP, and passes the PCRF permissions to the
service network.

« SGi—This is the interface to the IMS and other internal and external Packet Data
Networks (PDNs), where services are usually rendered. Examples are IMS for voice,
Web portals, simple Internet access, and so on. All traffic is in the form of IP packets
and flows.

. S5—Thisis the interface to the Serving Gateway (5-GW) associated with the P-GW.
This interface supports the GPRS tunneling protocol (GTP) for the user plane.

« Overview of Mobile Networks on page 21
« Overview of APNs on page 28
« Overview of PDP Contexts and Bearers on page 30

« Overview of IPv6 and the Broadband Gateway on page 34

Overview of the Evolved Packet Core

The Juniper Networks MobileNext Broadband Gateway, as a Packet Data Network
Gateway (P-GW), is a key component of the Long Term Evolution (LTE) architecture’s
Evolved Packet Core (EPC). The P-GW faces the IP service and networks, and the Serving
Gateway (S-GW) faces the radio network. Together, they provide the user plane from
the IP packet network to the Radio Access Network (RAN). However, a few other EPC
devices are necessary as well.

Figure 8 on page 27 shows the major components and interfaces of the EPC of a mobile
network based on LTE standards. The user equipment can attach to only one Mobility
Management Entity (MME) and S-GW at a time, but the user equipment can have
connectivity to multiple P-GWs.

26
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Figure 8: Major Components of the Evolved Packet Core
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The major components in the figure are:

« E-UTRAN—The Evolved Universal Terrestrial Radio Access Network (E-UTRAN) is the
radio network portion of the LTE architecture.

- MME—The Mobility Management Entity (MME) is a device that manages and stores
contexts for the user equipment. It generates temporary identifiers for the user
equipment, manages the user equipment idle state (so the device is reachable from
other devices and services), and distributes paging messages. The MME processes
tracking area updates. The MME also manages security and controls bearers (the
tunnels from user equipment to service).

« Serving Gateway (S5-GW)—The S-GW handles user-plane handovers for mobility on
the radio network side of the EPC and also coordinates P-GW attachments for users.
When a user isroaming, at least the S-GW and MME are in the visited public land mobile
network (VPLMN), whereas the P-GW can be in the HPLMN (the home routed case)
orinthe VPLMN (local breakout). In either case, the home network enforces subscriber
authentication and polices.

. Packet Data Network Gateway (P-GW)—The P-GW forms the GTP tunnel endpoint
for associated user equipment, allocates IP addresses, and provides support for charging
and policy enforcement for service access.

« Home Subscriber Server (HSS)—The HSS is a user database that stores all
subscription-related information about a user. This information supports call
(connection) control and session management. The HSS function was performed by
the Home Location Register (HLR) in older architectures.

. Service cloud—These are the services delivered by the Packet Data Network (PDN).
This can be the global public Internet or an IP Multimedia Subsystem (IMS) network.
IMS networks handle voice over IP (VolP) calls to and from the user equipment.
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Overview of APNs

The major interfaces in the figure are:

« S1—The Slinterface connects both the MME and S-GW to the mobile radio network.
Technically, these are the S1-MME and S1-U interface, respectively.

« S5/58—The S5interface connects the P-GW with the local S-GW. When roaming, this
is the S8 interface.

« Sba—The S6a interface connects the MME with the HSS. The interface is the same
whether roaming or not.

« SGi (or Gi)—The SGi interface (“i” for Internet or IP) connects the P-GW to the Internet,
IMS, or other IP network (such as a corporate intranet).

« Overview of Mobile Networks on page 21

« Overview of Packet Data Network Gateway Functions on page 25
« Overview of APNs on page 28

. Overview of PDP Contexts and Bearers on page 30

« Overview of IPv6 and the Broadband Gateway on page 34

In a mobile network, the access point name (APN) is the virtual private network (VPN)
that connects the user equipment through the Packet Data Network Gateway (P-GW)
to the Packet Data Network (PDN). User equipment can access many APNs, which are
domain names and associated parameters, and one is the default APN. APNs are very
similar to MPLS VPNs in landline networks.

In the Long Term Evolution (LTE) architecture for the Evolved Packet Core (EPC), the
APN determines the P-GW the user equipment should use. The APN also defines the
tunnel connecting the user equipment to a PDN such as the Internet. Each PDN that the
user subscribes to has an APN and an associated P-GW, often called a “PDN subscription
context.” One context is the default APN, connecting to a PDN such as the Internet unless
the user activates another APN. Figure 9 on page 29 shows the relationship among APNSs,
P-GWs, and packet networks.

28
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Figure 9: APNs and the P-GW
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APNs are configured by network operators and hold many of the parameters that
characterize the user session to the PDN. The APN determines authorization and address
allocation methods, several types of timeouts, and various other parameters. It also
determines the IP address pools to be used, the charging type (such as offline or online)
to be used, and the policy model (for example, if a policy and charging rules function
[PCRF] is used for policy control).

The P-GW can also use various rules to determine which APN the user equipment should
use. This is called the APN service selection method. The APN in turn defines the service
and the P-GW that the user equipment employs.

APNs often look like Internet domain names and have two parts:

« Network identifier—This defines the PDN the user connects to through a P-GW. This
part of the APN is mandatory. It can be as simple as internet or have a more complicated
structure such as juniper.net.

« Operatoridentifier—This defines the operator whose PDN the user connects to through
a P-GW. This part of the APN is optional and is often omitted. If present, it consists of
the operator’s Mobile Country Code (MCC) and Mobile Network Code (MNC). A more
complex APN would be something like internet.mnc012.mcc345.gprs or, more
realistically, Web.omnitel.it.

. Overview of Mobile Networks on page 21
« Overview of Packet Data Network Gateway Functions on page 25
« Overview of PDP Contexts and Bearers on page 30

. Overview of IPv6 and the Broadband Gateway on page 34
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Overview of PDP Contexts and Bearers

In a mobile network using the Long Term Evolution (LTE) architecture, bearers are the
tunnels used to connect the user equipment to Packet Data Networks (PDNs) such as
the Internet. In practice, bearers are concatenated tunnels that connect the user
equipment to the PDN through the Packet Data Network Gateway (P-GW).

In older architectures, bearers were known as packet data protocol (PDP) contexts. One
PDP context connects to one PDN location by default (this was the default PDP context).
Other PDP contexts (up to 11) could be established to or from the same user device. The
maximum of 11 still holds in 4G/LTE networks. Figure 10 on page 30 shows the relationship
between bearers and P-GWs.

Figure 10: Bearers, Gateways, and Packet Networks
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O NOTE: The MobileNext Broadband Gateway initially supports only default
bearers.

In an LTE mobile network, one default bearer is established to a default P-GW whenever
the user equipment device is activated (this means the user equipment is on and has
performed authentication). There must be at least one default bearer to one default
P-GW, but up to 11 other bearers to the same or other P-GWs can be active to a single
user equipment device.

Bearers encapsulate user data with the GPRS tunneling protocol, user plane (GTP-U).
The GTP-U information is in turn sent with UDP and inside IP packets.

Every user equipment device has an “always on” default bearer for each P-GW to which
it connects. For example, if user equipment connects to the Internet through one P-GW
and a corporate intranet through another P-GW, two default bearers will be active. In
addition, the user equipment can establish other dedicated bearers to other PDNs, based
on quality-of-service (QoS) requirements. For instance, viewing a streaming video over
the Internet could be done over a dedicated bearer. Dedicated bearers can use a
bandwidth guarantee (a guaranteed bit rate, or GBR) or the user equipment can establish
anon-GBR bearer.

30
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The bearer itself is a concatenated tunnel consisting of three portions (in a non-roaming
situation), established in the following order:

« The S5 bearer—This tunnel connects the Serving Gateway (S-GW) to the P-GW. (The
tunnel can extend from P-GW to PDN service network, but this is not considered here.)

« The S1bearer—This tunnel connects the evolved NodeB (eNodeB or eNB) radio cell
with the S-GW. Handover establishes a new S1 bearer for end-to-end connectivity.

« Theradio bearer—This tunnel connects the user equipment to the eNodeB (eNB). This
bearer follows the mobile user under the direction of the Mobile Management Entity
(MME) as the radio network performs handovers when the user moves from one cell
to another.

« Overview of Mobile Networks on page 21
« Overview of Packet Data Network Gateway Functions on page 25
« Overview of APNs on page 28

« Overview of IPv6 and the Broadband Gateway on page 34

Overview of GGSN and Broadband Gateway Deployment

The MobileNext Broadband Gateway can be configured and deployed as a gateway
GPRS support node (GGSN) in a 3G network. The broadband gateway links the mobile
network to various IP packet networks.

Figure 11 on page 31 shows how a GGSN (the broadband gateway) is deployed in a 3G
network. The devices that the GGSN connects to are shown as well.

Figure 11: The GGSN in a 3G Network
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The GGSN supports three general types of conceptual 3G interfaces:

Gn—These interfaces (“n” for network) connect to the mobile portion of the network,
such as the Serving GPRS Support Node (SGSN). The SGSNs connect to the mobile
stations themselves through the radio network.

Gi—These interfaces (“i” for IP) connect to the IP packet portion of the network, such
as the Internet or private corporate networks.

Ga—These interfaces (“a” for administration) connect to the network management
and operations portion of the network, such as the charging servers.

These defined conceptual interfaces can be implemented as almost any type of physical
interface.

Overview of Mobile Networks on page 21

Overview of Packet Data Network Gateway Functions on page 25
Overview of APNs on page 28

Overview of PDP Contexts and Bearers on page 30

Overview of IPv6 and the Broadband Gateway on page 34

Overview of 4G/LTE and Broadband Gateway Deployment

It is one thing to look at network architectures with standardized interfaces and
standardized functional components. It is another to consider a realistic deployment of
network components that is realistic rather than theoretical.

Figure 12 on page 33 shows the major components and interfaces of a Long Term Evolution
(LTE) mobile network from user equipment to network. Some of the major interfaces
and components are labeled, but the emphasis here is on how these pieces are organized
into a mobile network.

32
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Figure 12: LTE Network Deployment Scenario
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The major parts of the figure are:

« eUTRAN (E-UTRAN)—The Evolved Universal Terrestrial Radio Access Network
(E-UTRAN) is the radio network portion of the LTE archteciture. The user equipment
is part of the E-UTRAN, as is the radio tower, or evolved NodeB (eNodeB). The Uu
interface connects the user equipment to the eNodeB, and the S1 interfaces connect
to the Mobility Management Entity (MME) over the S1-MME interface (for the control
plane) and the Serving Gateway (S-GW) over the S1-U (for user plane) interface.

« The HSS, AuC, and PCRF—The Home Subscriber Server (HSS), authentication center
(AuC), and policy and charging rules function (PCRF) act together to make sure that
the user equipment is authorized to access a particular service or network and that the
user is billed correctly for the service. The Sp interface connects the HSS to the PCRF,
and the S6a interface connects the HSS to the MME. The Gx interfaces connect to the
P-GWs because P-GWs enforce the policy and charging rules through the P-GW’s
policy and charging enforcement function (PCEF).

« P-GW and Internet—A grouping of P-GWSs and Packet Data Network (PDN) such as
the Internet form a public land mobile network (PLMN). The UE can attach to a local
or HPLMN through a P-GW or through a remote PLMN when roaming (if permitted).
The S5 interface connects the local P-GW to its S-GW through a packet-switched
network (PSN). For roaming, the S8 interface connects the remote P-GW to its S-GW
through a GPRS Roaming Exchange (GRX). Note that billing, handled by the billing
gateway, is alocal PLMN function (settlements are used for roaming). The Ga interface
connects the P-GW and S-GW to the billing gateway.

« S-GW, MME, EIR, and billing gateway—These components connect the radio network
to the PLMN. The MME is a device that manages user equipment information. The
equipment identification register (EIR), connected to the MME over the S13 interface,
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ensures that the user equipment has not been reported stolen. The MME communicates
with the S-GW over the S11 interface. User authentication relates to the subscriber
profile in the HSS (reached over the S6ainterface). Charging information is coordinated
with the billing gateway.

Together, these components (and others) make up a complete mobile network.

« Overview of Mobile Networks on page 21

. Overview of Packet Data Network Gateway Functions on page 25
« Overview of APNs on page 28

« Overview of PDP Contexts and Bearers on page 30

« Overview of IPv6 and the Broadband Gateway on page 34

Overview of IPv6 and the Broadband Gateway

Related
Documentation

The Juniper Networks MobileNext Broadband Gateway, as a Packet Data Network
Gateway (P-GW) or gateway GSN (GGSN), supports IPv6 as well as IPv4. However,
there are some aspects of the IPv6 support that should be detailed.

When it comes to IPv6 support, in the current release, the MobileNext Broadband Gateway:

« Supports the allocation of IPv6 addresses to the mobile device.

« Does not support the use of an IPv6 network to connect the MobileNext Broadband
Gateway to a Serving Gateway (S-GW) in a 4G/LTE or 3G architecture.

e NOTE: This means that the GGSN or P-GW uses IPv4 addresses as internal
or loopback addresses.

« Overview of Mobile Networks on page 21
« Overview of Packet Data Network Gateway Functions on page 25
« Overview of APNs on page 28

« Overview of PDP Contexts and Bearers on page 30
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« Configuring Mobility on MX 3D Devices on page 37
« Configuring Redundancy on MX 3D Devices on page 49
« Configuring Mobile Edge Exception Handling on page 63
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Configuring Mobility on MX 3D Devices

- MobileNext Broadband Gateway Chassis Overview on page 38

« Configuring Session DPCs for Mobility on page 40

« Configuring Interface DPCs or MPCs for User Mobility Traffic on page 42

« Example: Configuring the MobileNext Broadband Gateway Chassis on page 43

« Understanding the MobileNext Broadband Gateway Anchors on page 45

« Configuring Anchor Session DPCs and PFEs on page 47

« Verifying the MobileNext Broadband Gateway Chassis Configuration on page 48
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MobileNext Broadband Gateway Chassis Overview

You should begin MobileNext Broadband Gateway configuration with basic chassis
configuration. Whether you used the broadband gateway as a gateway GPRS support
node (GGSN) or Packet Data Network Gateway (P-GW), determining the number of
service and interface cards running the mobility package will make it easier to complete
software configuration. Also, the relationship between physical devices such as Modular
Port Concentrator (MPC) ports and logical constructs such as access point names (APNs)
is not always obvious on the broadband gateway.

The broadband gateway consists of Routing Engines (we recommend two), session
Dense Port Concentrators (DPCs) (we recommend two or more), and interface DPCs or
MPCs (we recommend two or more). The interface DPCs and MPCs house the input and
output Packet Forwarding Engine and physical interfaces. Other service DPCs and interface
cards can be installed, but only the elements configured to run the mobility software
package can be part of the broadband gateway function. In other words, some elements
of the broadband gateway might not be involved in mobile packet flows at all, but these
elements implement a provider edge (PE) router function, related network address
translation (NAT) or IP security (IPsec) services, and so on. This topic describes only the
mobile portion of the configuration. In Figure 13 on page 38, the session DPCs are shown
on the left and the interface boards are shown as MPCs on the right.

Figure 13: Session DPCs and Interfaces on the Broadband Gateway
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This chassis configuration overview covers:

« Session DPCs for Mobility on page 39
« Overview of Mobility Interface Types on page 39

Session DPCs for Mobility

The session Dense Port Concentrators (DPCs) are multiservices DPCs that are used for

mobile purposes. Incoming control packets from user equipment using the GPRS tunneling
protocol, control (GTP-C) tunneling protocol are sent to one of these session DPCs. The
selected session DPC becomes the anchor session DPC for this particular flow of packets.
All control packets (GTP-C packets) relating to the session are sent to this anchor device.

The mobile services performed by the session DPC include:

« Session control

« Authentication, authorization, and accounting (AAA) checking using the Diameter
protocol

« Charging parameters

« Admission control functions

Overview of Mobility Interface Types

The interfaces that allow GPRS tunneling protocol, user plane (GTP-U) messages to
flow into and out of the MobileNext Broadband Gateway can be Modular Port
Concentrators (MPCs) or Dense Port Concentrators (DPCs). These mobile interfaces
are configured as regular device interfaces; for example, ge-0/1/2, where the first position
digit indicates the FPC slot (0), the second position digit indicates the PIC (Packet
Forwarding Engine) position (1), and the last digit indicates the physical port (2). Some
or all of the interface cards can be configured as anchor DPCs or MPCs. Once a session
is established with the GTP-C control packets, all uplink and downlink user packets sent
with the GTP-U tunnel protocol flow through the designated anchor device.

Examples of mobile interface DPCs or MPCs include:

. Mobile 60-Gigabit Ethernet Enhanced Queuing MPC
. Mobile 10-Gigabit Ethernet MPC with SFP+

The above list is for illustration only and is not an exclusive or comprehensive list.

Related . Example: Configuring the MobileNext Broadband Gateway Chassis on page 43

Documentation

« Configuring Session DPCs for Mobility on page 40

« Configuring Interface DPCs or MPCs for User Mobility Traffic on page 42
« Understanding the MobileNext Broadband Gateway Anchors on page 45
« Configuring Anchor Session DPCs and PFEs on page 47

. Verifying the MobileNext Broadband Gateway Chassis Configuration on page 48
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« Overview of Broadband Gateway System Architecture on page 3

Configuring Session DPCs for Mobility

The MobileNext Broadband Gateway chassis has a number of open slots for cards (also
called boards). Once installed, the cards must be configured. This topic describes the
configuration process for the mobility FPC slots that hold session Dense Port
Concentrators (DPCs).

Before you begin, you should have done the following:

. Installed the broadband gateway
. Installed the cards in the broadband gateway

« Decided which slots will be used for mobility

40
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The session DPC cards of the broadband gateway must run in 64-bit mode. To simplify
the configuration process, the broadband gateway software includes a predefined mobility
group. This group includes all the parameters required for stable system operation. You
apply the mobility group to the session DPC slots in the same way you apply any Junos
OS group.

The predefined mobility group contains the following statements:

[edit groups]
mobility {
chassis {
fpc <*> {
pic <*> {
adaptive-services {
service-package {
extension-provider {
boot-os embedded-junos64;
control-cores 1;
data-pollers T;
object-cache-size 512;
package jservices-mobile;
total-wired-memory 14336;
wired-max-processes 8;
wired-process-memory-size 1024;

o NOTE: These parameters promote stable system operation. You should not
change these parameters except under the advice of JTAC.

To configure a session DPC for mobility services, you load the default configuration file
and merge it with your configuration, then apply the predefined mobility group to the
session DPC. This task assumes that the session DPC is installed in chassis slot 1and
that both PICs are used for mobility services.

1. Load and merge the mobility-defaults.conf file.

[edit]
user@host# load merge /etc/config/mobility-defaults.conf

2. Configure the mobility group to run on both PICs in FPC 0.

[edit chassis]
user@host# set fpc O pic 0 apply-groups mobility
user@host# set fpc O pic 1apply-groups mobility
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0 NOTE: You must include every services PIC configured with the
jservices-mobile package at the [edit unified-edge gateways ggsn-pgw
gateway-name system anchor-spics] hierarchy level on the broadband gateway.
If you do not include the services PIC as an anchor, then the services PIC will
not be used by the broadband gateway.

. MobileNext Broadband Gateway Chassis Overview on page 38

. Example: Configuring the MobileNext Broadband Gateway Chassis on page 43

. Configuring Interface DPCs or MPCs for User Mobility Traffic on page 42

. Understanding the MobileNext Broadband Gateway Anchors on page 45

. Configuring Anchor Session DPCs and PFEs on page 47

. Verifying the MobileNext Broadband Gateway Chassis Configuration on page 48

. Overview of Broadband Gateway System Architecture on page 3

Configuring Interface DPCs or MPCs for User Mobility Traffic

The MobileNext Broadband Gateway chassis has a number of open slots for cards (also
called boards). Once installed, the cards must be configured. This topic describes the
configuration process for the interface Modular Port Concentrators (MPCs) or Dense
Port Concentrators (DPCs) used for user mobile traffic.

Before you begin, you should have done the following:

« Installed the MobileNext Broadband Gateway

« Installed the cards of the broadband gateway

« Decided which DPCs or MPCs will be used for user mobility traffic

To configure an interface DPC or MPC for user mobility traffic, you configure the DPC or

MPC to run the mobility forwarding package. You can configure this capability at the card
(FPC) or Packet Forwarding Engine level. To configure the DPC or MPC:

1. Configure the forwarding package at the FPC level (so that all Packet Forwarding
Engines understand what to do with mobility packets) by configuring the mobility
ggsn-pgw forwarding package at the FPC level.

[edit chassis]
user@host# set fpc O forwarding-packages mobility ggsn-pgw

In this example, all Packet Forwarding Engines on the DPC or MPC in FPC slot O are
configured for mobility traffic.

2. Optionally, configure the forwarding package at the PIC level, so that only this PIC
understands what to do with mobility packets by configuring the mobility ggsn-pgw
forwarding package at the PIC level:

[edit chassis]

42
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user@host# set fpc O pfe O forwarding-packages mobility ggsn-pgw

In this example, only Packet Forwarding Engine O on the DPC or MPC in FPC slot O is
configured for mobility traffic.

0 NOTE: You must include every Packet Forwarding Engine configured with
the ggsn-pgw forwarding package at the [edit unified-edge gateways ggsn-pgw
gateway-name system anchor-pfes] hierarchy level on the broadband gateway.
If you do not specify the Packet Forwarding Engine as an anchor, then the
Packet Forwarding Engine will not be used by the broadband gateway.

Related . Configuring Session DPCs for Mobility on page 40
Documentation . Configuring Anchor Session DPCs and PFEs on page 47

. Verifying the MobileNext Broadband Gateway Chassis Configuration on page 48

Example: Configuring the MobileNext Broadband Gateway Chassis

This example shows the configuration of an MX Series router equipped with two session
Dense Port Concentrators (DPCs) in FPC slots 1and 3 and two interface Modular Port
Concentrators (MPCs) in FPC slots O and 5. The packet network interface ge-0/0/0.0

is an SGi P-GW 4G/LTE interface and ge-0/0/0.5 is a 3G GGSN Gi interface. The Gn
interfaces are not considered in this example.

0 NOTE: Thisisnot afunctional configuration. Usually, the configuration would
include other statements such as access point names (APNs), other
interfaces, and so on. This is intended only to illustrate chassis configuration
basics.

The following portion of the example shows the chassis slot configuration:

[edit chassis]
foc0{ #FPCslot Oisaninterface MPC
forwarding-packages {
mobility ggsn-pgw;
1
1
fpc1{ # FPC slot 1is a Session DPC with 2 PICs
pic0 {
adaptive-services {
service-package {
extension-provider {
control-cores 1;
data-cores 2;
data-flow-affinity;
data-pollers T;
object-cache-size 512;
total-wired-memory 14336;
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package jservices-mobile;
1
}
}
1
pic1{
adaptive-services {
service-package {
extension-provider {
control-cores 1;
data-cores 2;
data-flow-affinity;
data-pollers T;
object-cache-size 512;
total-wired-memory 14336;
package jservices-mobile;

1
}
1
}
fpc3{ # FPC slot 3 is a Session DPC with 2 PICs
pic O {
adaptive-services {
service-package {
extension-provider {
control-cores 1;
data-cores 2;
data-flow-affinity;
data-pollers1;
object-cache-size 512;
total-wired-memory 14336;
package jservices-mobile;
1
}
}
1
pic1{
adaptive-services {
service-package {
extension-provider {
control-cores 1,
data-cores 2;
data-flow-affinity;
data-pollers T;
object-cache-size 512;
total-wired-memory 14336;
package jservices-mobile;

1
1
}
1
fpc5{ # FPCslot5is an interface MPC
forwarding-packages {
mobility ggsn-pgw;

44
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e NOTE: A complete configuration would include the APNs and other mobility
parameters.

Related . Configuring Session DPCs for Mobility on page 40
Documentation « Configuring Interface DPCs or MPCs for User Mobility Traffic on page 42
« Configuring Anchor Session DPCs and PFEs on page 47

. Verifying the MobileNext Broadband Gateway Chassis Configuration on page 48

Understanding the MobileNext Broadband Gateway Anchors

The MobileNext Broadband Gateway processes GPRS tunneling protocol (GTP) and IP
packets as they make their way upstream from mobile device to IP network or downstream
from IP network to mobile device. Both control and data GTP packets are processed by
an anchor session Dense Port Concentrator (DPC) or Packet Forwarding Engine (which
are part of an interface DPC or Modular Port Concentrator [MPC] inside the broadband
gateway). Anchor session PICs or Packet Forwarding Engines can be configured in a
redundant manner to provide a failover data path in case of hardware problems.

Session DPCs use 1:1redundancy and the component PICs (session DPCs have two PICs)
are essentially configured in pairs to provide backup. For example, you can configure
ams0 so that PIC 1in FPC slot 5 backs up PIC 1in FPC slot 4. In other words, mams-5/1/0
backs up mams-4/1/0. However, this configuration alone does not make amsO (or
mams-4/1/0) an anchor session DPC. A separate configuration step is required for that.
This “anchor or not” capability allows session DPCs to be used for services other than
mobility.

The same logic applies to interface DPCs or MPCs (Packet Forwarding Engines), except
that the redundancy is N:1. In this case, you can configure apfeO so that pfe-9/0/0 is a
warm standby for pfe-7/0/0 and pfe/8/0/0. However, another configuration step is
required to make the Packet Forwarding Engines in FPC slot 7 and 8 anchor Packet
Forwarding Engines.
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Figure 14: Upstream GTP-U Traffic
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Figure 14 on page 46 shows how all GPRS tunneling protocol, user plane (GTP-U) traffic
traverses an anchor Packet Forwarding Engine upstream from a Gn or S5 interface to a
Gi or SGi interface:

« The arriving GTP-U packet is filtered by the outer IP address and associated with the
proper Virtual Routing and Forwarding (VRF) table.

« The packet is sent to the anchor Packet Forwarding Engine associated with that group
tunnel endpoint identifier (TEID) in the GTP header.

« The packet is decapsulated and the TEID is processed. The correct charging and
guality-of-service (QoS) parameters are applied and the inner IP address is used for
aroute table lookup. The packet is sent to the correct egress interface.

« The packet is sent out on the correct Gi or SGi interface (other service functions such
as network address translation [NAT] might be applied).

The downstream GTP-U packet process is a mirror of the upstream process.

Figure 15: Downstream GTP-U Traffic
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Figure 14 on page 46 shows how all GTP-U traffic traverses an anchor Packet Forwarding
Engine downstream from a Gi or SGi interface to a Gn or S5 interface:

« The arriving IP packet is looked up in the route table associated with the proper virtual
routing and forwarding table (VRF).

« The packet is sent to the anchor Packet Forwarding Engine associated with that route.

. The TEID associated with the packet is processed and the correct charging and QoS
parameters are applied. The packet is then encapsulated with the TEID and the outer
IP address. The outer IP address in the GTP header is used for a route lookup for the
SGSN or S-GW. The packet is sent to the egress interface.

« The packet is sent from the correct Gn or S5 interface.

Related . Configuring Anchor Session DPCs and PFEs on page 47
Documentation . MobileNext Broadband Gateway Chassis Overview on page 38
« Configuring Session DPCs for Mobility on page 40
« Configuring Interface DPCs or MPCs for User Mobility Traffic on page 42

. Verifying the MobileNext Broadband Gateway Chassis Configuration on page 48

Configuring Anchor Session DPCs and PFEs

Even with redundancy configured, a separate step is required to make a session Dense
Port Concentrator (DPC) or Packet Forwarding Engine (Packet Forwarding Engines are
part of an interface DPC or Modular Port Concentrator [MPC]) a mobility anchor. An
anchor acts as a tunnel endpoint for control and data GPRS tunneling protocol (GTP)
packets.

Before you begin configuring anchors on a broadband gateway, you should have done
the following:

« Configured the chassis of the MobileNext Broadband Gateway
. Configured the interfaces of the broadband gateway

« (Optional) Configured the general redundancy parameters for the broadband gateway

To determine the anchor session DPCs (PICs) and Packet Forwarding Engines, you
configure the components as anchors.

To configure anchor session DPCs (PICs):

1. Add the PIC to the list of anchor-spics.

[edit unified-edge gateway ggsn-pgw MBGIT system]
user@host# set anchor-spics interface amsO
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0 NOTE: You can set the anchor PICs individually if you do not have
redundancy configured. For example, you can use ms-1/1/0 instead of
amsO.

2. Add the Packet Forwarding Engine to the list of anchor-pfes.

[edit unified-edge gateway ggsn-pgw MBGT system]
user@host# set anchor-pfes interface apfe0O
user@host# set anchor-pfes interface apfel

0 NOTE: You can set the anchor Packet Forwarding Engines individually if
you do not have redundancy configured. For example, you can use
pfe-4/1/0 and pfe-4/2/0.

Related . Configuring Session DPCs for Mobility on page 40
Documentation « Configuring Interface DPCs or MPCs for User Mobility Traffic on page 42
« Example: Configuring the MobileNext Broadband Gateway Chassis on page 43

. Verifying the MobileNext Broadband Gateway Chassis Configuration on page 48

Verifying the MobileNext Broadband Gateway Chassis Configuration

Purpose Display information about the MobileNext Broadband Gateway chassis configuration.

Action . Todisplay information about the chassis:

user@host> show chassis hardware

Related . Configuring Session DPCs for Mobility on page 40
Documentation . Configuring Interface DPCs or MPCs for User Mobility Traffic on page 42
. Example: Configuring the MobileNext Broadband Gateway Chassis on page 43

« Configuring Anchor Session DPCs and PFEs on page 47
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Configuring Redundancy on MX 3D
Devices

« Broadband Gateway Redundancy Overview on page 50

« Configuring Session DPC Redundancy on page 52

« Configuring Interface Redundancy on page 54

« Understanding the Broadband Gateway Anchor Failover Behavior on page 56

« Example: Configuring Broadband Gateway Redundancy on page 58
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Broadband Gateway Redundancy Overview

The MobileNext Broadband Gateway chassis contains Routing Engines, session Dense
Port Concentrators (DPCs), and interface DPCs or Modular Port Concentrators (MPCs)
(housing PFEs). Whether used as a GPRS gateway support node (GGSN) or Packet Data
Network Gateway (P-GW), service and interface cards running the mobility package are
configured to provide redundancy similar to that between the Routing Engines. However,
different types of redundancy are used for the different levels of hardware used in the
broadband gateway.

The broadband gateway consists of Routing Engines (we recommend two), sessions
DPCs (we recommend two or more), and interface PFEs (we recommend two or more
DPCs or MPCs). Other service DPCs and interface cards can be installed, but only the
elements configured to run the mobility software package can be part of the broadband
gateway function. In other words, some elements of the broadband gateway might not
be involved in mobile packet flows, but they implement a provider edge (PE) router
function, related network address translation (NAT) or IPsec services, and so on. This
topic describes only the mobile redundancy portion of the configuration.

Figure 16 on page 50 shows that redundancy is available for the Routing Engines, session
DPCs, and interface PFEs (housed in interface DPCs or MPCs). However, there are
important differences in each type.

Figure 16: Redundancy Available on the Broadband Gateway
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This redundancy configuration overview covers:

« Routing Engine Redundancy on page 50
« Session DPC Redundancy on page 51

« Interface Redundancy on page 52

Routing Engine Redundancy

The Routing Engine is an Intel-based PCI platform that runs the Junos OS software on
all product lines. The software processes that run on the Routing Engine oversee all of
the functions that perform the mobility tasks running on the chassis. On the MobileNext
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Broadband Gateway, there is 1:1 redundancy on the Routing Engines when two (the
maximum) are installed.

When two Routing Engines are installed in the broadband gateway, both are powered
on, but only one is active (the master). At boot time, both Routing Engines run an
arbitration algorithm and elect one as master. The second Routing Engine is in standby
mode and performs no functions. If the master Routing Engine fails, the standby unit
takes over.

By default, the master Routing Engine is REO. You can change the default master by
including the appropriate routing-engine statement at the [edit chassis redundancy
hierarchy level.

e NOTE: Although you can run the broadband gateway with only one Routing
Engine, we do not recommend it.

The Routing Engine components are hot-pluggable. Removal or failure of the standby
does not affect the function of the broadband gateway.

However, if the master Routing Engine is removed from the chassis:

« Ifthereis only one Routing Engine, then packet forwarding halts until the Routing Engine
is reinstalled and functioning normally.

« If there are two Routing Engines, packet forwarding halts while the standby Routing
Engine becomes the master.

You can configure the broadband gateway so that the standby Routing Engine
automatically becomes the master if it stops receiving keepalive signals from the original
master. You can also configure automatic switchover for other problems on the master,
such as a hard disk failure. For more information, see the section about Routing Engine
redundancy in the Junos OS System Basics Configuration Guide.

Session DPC Redundancy

The MobileNext Broadband Gateway chassis includes a number of session DPCs (we
recommend at least two). Each session DPC consists of two services PICs: services PIC
0 (SPO0) and services PIC 1 (SP1). The session DPCs anchor control plane functions on
the broadband gateway. The anchor DPC can be an individual PIC or aggregate.

The session DPCs support 1:1 redundancy. That is, the PICs in the session DPCs are
configured in a one-to-one correspondence with their backups. So, for example, if the
PICO in the session DPC in FPC slot O is paired with PICO in the session DPC in FPC slot
1,one PIC will back up the other PIC. These pairs are called aggregate multiservices (ams-)
DPCs. However, the standby device is lost as a services DPC and all services are supplied
by the active DPC PIC. In this case, the session DPC PICs associate ams-0/0/0 and
ams-1/0/0. You also configure units for AMS interfaces, and these are used for AAA and
charging.
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0 NOTE: You cannot configure a services PIC logical interface (ms-0/0/0.0,
forexample) if you also make the same logical interface part of an AMS group
(ams-0/0/0.0 for example). This configuration will not commit.

You configure the AMS member interface that is the preferred backup.

Interface Redundancy

Related
Documentation

The MobileNext Broadband Gateway chassis includes a number of interface Packet
Forwarding Engines housed on DPCs or MPCs (we recommend at least two DPCs or
MPCs). Each Packet Forwarding Engine consists of two or four Packet Forwarding Engines,
depending on the DPC or MPC type. These are PFEO and PFE1 (or optionally, PFE2 and
PFE3). Some Packet Forwarding Engines are designated as anchor devices, and keep
various parameters for the data plane traffic flow. Packets related to a particular flow
must be processed by an anchor Packet Forwarding Engine. The anchor Packet Forwarding
Engine can be a single Packet Forwarding Engine or an aggregate.

The interface Packet Forwarding Engines offer N:1 redundancy. That is, a configured
number of interface Packet Forwarding Engines (N) are backed up by one warm standby
Packet Forwarding Engine. Optionally, you can group Packet Forwarding Engines for
redundancy purposes so that each member of the group shares the same fate.

To configure redundancy, you select a list of interface Packet Forwarding Engines to
place on the active (primary) list. Then you select a different Packet Forwarding Engine
to act as the secondary (standby) Packet Forwarding Engine for all Packet Forwarding
Engines in the active group.

« Configuring Session DPC Redundancy on page 52

. Configuring Interface Redundancy on page 54

. Understanding the Broadband Gateway Anchor Failover Behavior on page 56
« Example: Configuring Broadband Gateway Redundancy on page 58

« Configuring Anchor Session DPCs and PFEs on page 47

Configuring Session DPC Redundancy

The MobileNext Broadband Gateway chassis includes a number of session Dense Port
Concentrators (DPCs) (we recommend at least two). Each session DPC consists of two
services PICs: services PIC 0 and services PIC 1. The session DPCs anchor control plane
functions on the broadband gateway.

Before you begin configuring session DPC redundancy on a broadband gateway chassis,
you should have done the following:

« Configured the chassis of the broadband gateway

« Configured the session DPCs

52
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The session DPCs support 1:1 redundancy. That is, the PICs in the session DPCs are
configured in a one-to-one correspondence with their backups. So, for example, if the
PICO in the session DPC in FPC slot 0 is paired with PICO in the session DPC in FPC slot
1,one PIC will back up the other PIC. These pairs are called aggregate multiservices (ams-)
PICs and the member interfaces are called members of the AMS (mams-). However, the
standby device is lost as a services PIC and all services are supplied by the active PIC. In
this case, the session PICs associate mams-0/0/0 and mams-1/0/0 as active and standby
pairs. You also configure units for AMS interfaces, and these are used for AAA and charging.

o NOTE: You cannot configure a services PIC logical interface (ms-0/0/0.0,
for example) if you also make the same logical interface part of an AMS
(mams-0/0/0.0, for example). This configuration will not commit.

You configure the AMS member interface that is the preferred backup. You can configure
more than one AMS group, but each must have the 1:1 redundancy, of course.

To configure AMS group membership and redundancy actions for a pair of session DPCs
on a broadband gateway:

1. Configure the session DPC redundancy pair called amsO so that PIC 1 of the session
DPC in FPC slot 0 is backed-up by FPC slot 5 PIC 1.

[edit interfaces]
user@host# set amsO load-balancing-options member-interface mams-4/1/0
user@host# set amsO load-balancing-options member-interface mams-5/1/0

0 NOTE: The load-balancing-options keyword has nothing to do with load
balancing. When used for mobility, session DPCs automatically
load-balance sessions.

2. Configure the preferred backup for ams0 so that FPC 4 PIC 1is the active session DPC
and FPC 5 PIC 1is the backup.

[edit interfaces]
user@host# setamsO load-balancing-options high-availability-options many-to-one
preferred-backup mams-5/1/0

0 NOTE: The many-to-one option is still used for 1:1 redundancy in this case.

3. Configure the logical interfaces (units) for ams0O so that unit 0 and unit 1 are available
for AAA and charging uses.

[edit interfaces]
user@host# setamsO unit 1 family inet
user@host# setamsO unit 2 family inet

0 NOTE: You do not have to assign an IP address.

Copyright © 2011, Juniper Networks, Inc. 53



MobileNext Broadband Gateway Configuration Guide

Related
Documentation

4. Configure the failure parameters for the members on amsO.

[edit interfaces]
user@host# set amsO load-balancing-options member-interface-options
redistribute-all-traffic enable-rejoin

e NOTE: The enable-rejoin option is the only option currently supported for
redistribute-all-traffic. If you configure the redistribute-all-traffic statement,
you cannot also configure the drop-member-traffic statement on the same
AMS group.

« Broadband Gateway Redundancy Overview on page 50

« Configuring Interface Redundancy on page 54

« Understanding the Broadband Gateway Anchor Failover Behavior on page 56
. Example: Configuring Broadband Gateway Redundancy on page 58

. Configuring Anchor Session DPCs and PFEs on page 47

Configuring Interface Redundancy

The MobileNext Broadband Gateway chassis includes a number of interface Packet
Forwarding Engines housed on Dense Port Concentrators (DPCs) or Modular Port
Concentrators (MPCs) (we recommend at least two DPCs or MPCs). Each Packet
Forwarding Engine consists of two or four Packet Forwarding Engines, depending on the
DPC or MPC type. These are PFEO and PFE1 (or optionally, PFE2 and PFE3). Some Packet
Forwarding Engines are designated as anchor devices, and keep various parameters for
the data plane traffic flow. Packets related to a particular flow must be processed by an
anchor Packet Forwarding Engine.

Before you begin configuring session DPC redundancy on a broadband gateway chassis,
you should have done the following:

« Configured the chassis of the broadband gateway

« Configured the interface DPCs or MPCs used for mobility

The interface Packet Forwarding Engines offer N:1 redundancy. That is, a configured
number of interface Packet Forwarding Engines (N) are backed up by one warm standby
Packet Forwarding Engine. Optionally, you can group Packet Forwarding Engines for
redundancy purposes so that each member of the group shares the same fate.

To configure interface redundancy for mobility, you select a list of interface Packet
Forwarding Engines to place on the active (primary) list. Then you select a different
Packet Forwarding Engine to act as the secondary (standby) Packet Forwarding Engine
for all Packet Forwarding Engines in the active group.

54
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To configure group membership and redundancy actions for a number of interface DPCs

or MPCs on a broadband gateway:

1. Configure the interface DPC or MPC redundancy list called apfeO with all Packet
Forwarding Engines in FPC slot 2 and 3 backed up in warm standby by the Packet
Forwarding Engines in FPC slot 4.

[edit interfaces]

user@host# set apfe0 anchoring-options primary-list fpc-2
user@host# set apfe0 anchoring-options primary-list fpc-3
user@host# set apfe0 anchoring-options secondary fpc-4
user@host# set apfe0 anchoring-options warm-standby

0 NOTE: The warm-standby option is the only mode currently supported.

this configuration (for example) ge-2/0/0 is backed up by ge-4/0/0,
ge-2/1/0 is backed up by ge-4/1/0, and so on.

In

2. Alternatively, configure the interface DPC or MPC redundancy list called apfel with
Packet-Forwarding-Engine-by-Packet-Forwarding-Engine list of redundant
components.

[edit interfaces]

user@host# set apfel anchoring-options primary-list pfe-7/0/0
user@host# set apfel anchoring-options primary-list pfe-8/0/0
user@host# set apfel anchoring-options secondary pfe-9/0/0
user@host# set apfel anchoring-options warm-standby

a

0 NOTE: The warm-standby option is the only mode currently supported.

this configuration (for example), ge-7/0/0 or ge-8/0/0 is backed up by
ge-9/0/0 in case of failure, but not ge-7/1/0.

In

3. Optionally, you can configure a group name for Packet-Forwarding-Engine-level
redundancy apfel and apfe2 so that all components share the same fate.

[edit interfaces]

user@host# set apfel apfe-group-set apfe-group-namel
user@host# set apfel anchoring-options primary-list pfe-7/0/0
user@host# set apfel anchoring-options primary-list pfe-8/0/0
user@host# set apfel anchoring-options secondary pfe-9/0/0
user@host# set apfel anchoring-options warm-standby
user@host# set apfe2 apfe-group-set apfe-group-namel
user@host# set apfe2 anchoring-options primary-list pfe-7/2/0
user@host# set apfe2 anchoring-options primary-list pfe-8/2/0
user@host# set apfe2 anchoring-options secondary pfe-9/2/0
user@host# set apfe2 anchoring-options warm-standby

Related . Broadband Gateway Redundancy Overview on page 50

D tati
ocumentation « Configuring Session DPC Redundancy on page 52

« Understanding the Broadband Gateway Anchor Failover Behavior on page 56
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. Example: Configuring Broadband Gateway Redundancy on page 58

« Configuring Anchor Session DPCs and PFEs on page 47

Understanding the Broadband Gateway Anchor Failover Behavior

The MobileNext Broadband Gateway anchor session Dense Port Concentrators (DPCs)
(housing PICs) and interface PFEs can be configured for redundancy. However, due to
the different nature of the redundancy involved, 1:1 for anchor session PICs and N:1 for
anchor interface PFEs, the failover behavior is slightly different.

Figure 17: Control Plane Anchor Operation Before Failure
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As shownin Figure 17 on page 56, you can configure session DPCs with or without backup.
In this case, MS0 has no backup redundancy, while both PICs (PICO and PIC1) on MS1
are backed up 1:1 by standby MS2. When the anchor session DPC MS1 fails, packets cannot
be processed strictly by hardware data path until the transfer of control to the new anchor
is complete. This is shown in Figure 18 on page 57. Note that ams1 now points to MS2,

the new active anchor.

56
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Figure 18: Control Plane Anchor Operation After Failure

MSO0 MS1 MS2
(active) (failed) (active)
Control
! Data (cached)
| _Control _| | Contro| _| | |
pata PELE SPO | SP1
Gn PFE

TEID A-SP 50

—3b [amso -)@
0

ams0
ams1
—-» ams1--l>-

However, data plane packets feature N:1 anchor data path redundancy. Both pre- and
post-failure Packet Forwarding Engine data paths are shown in Figure 19 on page 57. For
clarity, only the active and standby Packet Forwarding Engines are shown.

9040752

Figure 19: Pre- and Post-Failure PFE Datapaths
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During the transition on the ingress and egress interface Packet Forwarding Engines
sending data plane packets from the failed PFE1 to the new active PFE2, packets cannot
be processed strictly by hardware data path until the transfer of control to the new anchor

is complete.
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Related
Documentation

« Broadband Gateway Redundancy Overview on page 50

« Configuring Session DPC Redundancy on page 52

. Configuring Interface Redundancy on page 54

. Example: Configuring Broadband Gateway Redundancy on page 58

. Configuring Anchor Session DPCs and PFEs on page 47

Example: Configuring Broadband Gateway Redundancy

Requirements

Overview

This example shows how to configure redundancy for a MobileNext Broadband Gateway
chassis containing session Dense Port Concentrators (DPCs) and interface DPCs and
Module Port Concentrators (MPCs) (housing Packet Forwarding Engines). Routing Engine
redundancy is not unigue to mobility and is not discussed in this example. This topic
describes only the unique mobile redundancy portion of the configuration.

« Requirements on page 58

« Overview on page 58

« Configuration on page 59

« Verification on page 61

This example uses the following hardware and software components:

« An MX chassis equipped with four session DPCs and three interface DPCs or MPCs.
« Junos OS Mobility package

Before you begin:

« Install the chassis hardware.

. Configure the chassis.

Figure 20 on page 59 shows a broadband gateway chassis with multiple Routing Engines
(not discussed further in this example), session DPCs, and interfaces Packet Forwarding
Engines (housed in DPCs or MPCs).

58
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Configuration

CLI Quick
Configuration

Figure 20: Redundancy Example for the Broadband Gateway
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In this example, the chassis has session DPCs in Packet Forwarding Engines slots 4 and
5 featuring 1:1 redundancy. Group amsO will backup PIC mams-4/1/0 with mams-5/1/0
and redistribute all traffic with the rejoin option. Group ams1 will back up PIC mams-4/0/0
with mams-5/0/0. Both groups have two logical units for authentication, authorization,
and accounting (AAA) and charging. The chassis also has interface DPCs or MPCs in
Packet Forwarding Engines slots 7, 8, and 9, featuring N:1 redundancy, in this case, 2:1.
This example backs up Packet Forwarding Engines pfe-7/0/0 and pfe-8/0/0 with warm
standby pfe-9/0/0.

Redundancy for the above is configured by:
« Configuration on page 59

Configuration

[edit interfaces]

user@host# set amsO load-balancing-options member-interface mams-4/1/0

user@host# set amsO load-balancing-options member-interface mams-5/1/0

user@host# set amsO load-balancing-options high-availability-options many-to-one
preferred-backup mams-5/1/0

user@host# set amsO load-balancing-options member-interface-options
redistirbute-all-traffic enable-rejoin

user@host# set amsO unit 1 family inet

user@host# set amsO unit 2 family inet

user@host# set ams] load-balancing-options member-interface mams-4/0/0

user@host# set ams] load-balancing-options member-interface mams-5/0/0

user@host# set amsT load-balancing-options high-availability-options many-to-one
preferred-backup mams-5/0/0

user@host# set ams] unit 1 family inet

user@host# set ams] unit 2 family inet

user@host#set apfeO anchoring-options primary-list pfe-7/0/0
user@host#set apfe0 anchoring-options primary-list pfe-8/0/0
user@host#set apfe0 anchoring-options secomdary pfe-9/0/0 warm-standby
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Results

From configuration mode, confirm your configuration by entering the show interfaces
command. If the output does not display the intended configuration, repeat the

configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration statements that

are relevant to this example.

amsO {
load-balancing-options {
member-interface mams-4/1/0;
member-interface mams-5/1/0;
member-failure—options {
redistribute-all-traffic {
enable-rejoin;
}
}
high-availability-options {
many-to-one {
preferred-backup mams-5/1/0;
}
}
1
unit1{
family inet;
1
unit 2 {
family inet;
1
1
amsl {
load-balancing-options {
member-interface mams-4/0/0;
member-interface mams-5/0/0;
member-failure—options {
drop-member-traffic {
rejoin-timeout 10000;
1
}
high-availability-options {
many-to-one {
preferred-backup mams-5/1/0;
1
}
1
unit1{
family inet;
1
unit 2 {
family inet;
1
}

apfeO {
anchoring-options {
primary-list {

60
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Verification

Purpose

Action

Meaning

Related
Documentation

fpc-7/0/0;
fpc-8/0/0;
}
secondary pfe-9/0/0;
warm-standby;
1
1

If you are done configuring the device, enter commit from configuration mode.

Verifying Redundancy

Verify that redundancy is enabled or not.

From operational mode, enter the show unified-edge ggsn-pgw interfaces redundancy
command.

e NOTE: To view failover statistics, enter the show unified-edge ggsn-pgw
exception-handling statistics failover command.

The output shows the redundancy parameters or failover statistics configured on the
gateway

. Broadband Gateway Redundancy Overview on page 50

« Configuring Session DPC Redundancy on page 52

. Configuring Interface Redundancy on page 54

« Understanding the Broadband Gateway Anchor Failover Behavior on page 56

« Configuring Anchor Session DPCs and PFEs on page 47
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Configuring Mobile Edge Exception
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« Understanding the Broadband Gateway Exception Handling on page 64
« Understanding GTP-U Error Exception Handling on page 65

« Understanding Broadband Gateway IP Fragment Handling on page 66

« Configuring Fragment Reassembly Parameters on page 66

« Understanding IPv6 Protocol Parameters on page 67

« Configuring IPv6 Protocol Parameters on page 68

« Configuring Exception Handling Traceoptions on page 70

« Example: Configuring Broadband Gateway Exception Handling Parameters on page 72
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Understanding the Broadband Gateway Exception Handling

The MobileNext Broadband Gateway processes GPRS tunneling protocol (GTP) and IP
packets as they make their way from an input interface to an output interface, upstream
from mobile device to IP network or downstream from IP network to mobile device.
Usually, the packet processing is handled at the hardware level. However, certain exception
packets follow a path through software.

Figure 21: GTP-C Handling
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Asshownin Figure 210on page 64, control plane packets such as session creation requests
arriving on a Gn or S5 (or S8) interface are sent to an anchor session Dense Port
Concentrator (DPC) for processing. The session DPC load-balances and selects anchor
interface DPCs or Modular Port Concentrators (MPCs) (housing the Packet Forwarding
Engines) for the user session, and all subsequent data packets for that session flow
through the anchor Packet Forwarding Engine. Mid-session control packets, such as
those changing session parameters due to mobility, are still sent to the anchor session
DPC and associated PICs. In general, upstream and downstream data flows are handled
directly by the anchor Packet Forwarding Engine.

There are four exceptions to the general rule that user packets flow only through Packet
Forwarding Engine hardware:

« Anchor Packet Forwarding Engine failovers (N:1)

« Reassembly of GTP-U and mobility control plane (for instance, authentication,
authorization, and accounting [AAA]) fragments

. |Pv6 router advertisements and router solicitation packet handling

« GTP-U error indication generation

Only IP fragment reassembly and IPv6 router advertisements have parameters you can
configure on the broadband gateway. (Anchor Packet Forwarding Engine configuration

64
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is part of the basic chassis configuration and aggregated Packet Forwarding Engines for
failover are part of redundancy configuration).

Related . Understanding GTP-U Error Exception Handling on page 65
Documentation . Understanding Broadband Gateway IP Fragment Handling on page 66
. Configuring Fragment Reassembly Parameters on page 66
« Understanding IPv6 Protocol Parameters on page 67
« Configuring IPv6 Protocol Parameters on page 68

« Configuring Exception Handling Traceoptions on page 70

« Example: Configuring Broadband Gateway Exception Handling Parameters on page 72

Understanding GTP-U Error Exception Handling

The MobileNext Broadband Gateway processes GPRS tunneling protocol, user plane
(GTP-U) packets with errors in a distinctly different way from non-errored packets, and
treats two type of errors differently.

The broadband gateway generates error indications based on two major GTP-U Tunnel
Endpoint Identifier (TEID) errors:

« Invalid group TEID
« Invalid TEID

The broadband gateway assigns a TEID to all GTP packets and uses the TEID to associate
all traffic belonging to the same tunnel and map one section of a tunnel to another. In
addition, TEIDs can be grouped so that all sessions (contexts or bearers) can share the
same group TEID for charging or other purposes.

The GTP-U error indication can be caused by an invalid individual or group TEID. In both
cases, the session DPC sends the error indication back to the source.

The rate of GTP-U error indications is throttled at all steps to prevent storms of invalid
TEID messages.

Related . Understanding the Broadband Gateway Exception Handling on page 64
Documentation . Understanding Broadband Gateway IP Fragment Handling on page 66
. Configuring Fragment Reassembly Parameters on page 66
« Understanding IPv6 Protocol Parameters on page 67
« Configuring IPv6 Protocol Parameters on page 68

. Configuring Exception Handling Traceoptions on page 70

« Example: Configuring Broadband Gateway Exception Handling Parameters on page 72
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Understanding Broadband Gateway IP Fragment Handling

Related
Documentation

The MobileNext Broadband Gateway handles IP packet fragments differently than
packets containing a single segment or datagram.

Itis most efficient to process GPRS tunneling protocol (GTP) and IP packets immediately,
as they arrive at the broadband gateway. Typically, a hardware data path is used to
transfer packets to and from the anchor session Dense Port Concentrator (DPC) (for the
control plane) or the interface Packet Forwarding Engine (for the data plane). However,
fragmented packets require complete reassembly before processing can begin, because
upper layer (Layer 4 and above) information will be missing in all but the first fragment.
You can control many of the parameters associated with the fragment reassembly
process.

You can configure the time interval that the anchor session DPCs wait for fragments to
arrive. You can also configure the maximum number of packets that can be waiting for
fragments. Both of these methods prevent the session DPCs from waiting for fragments
that might never arrive.

. Understanding the Broadband Gateway Exception Handling on page 64
« Understanding GTP-U Error Exception Handling on page 65

« Configuring Fragment Reassembly Parameters on page 66

. Understanding IPv6 Protocol Parameters on page 67

« Configuring IPv6 Protocol Parameters on page 68

« Configuring Exception Handling Traceoptions on page 70

« Example: Configuring Broadband Gateway Exception Handling Parameters on page 72

Configuring Fragment Reassembly Parameters

On the MobileNext Broadband Gateway, anchor session Dense Port Concentrators (DPCs)
reassemble arriving user plane packet fragment in order to have complete Layer 4 and
above information. To prevent reassembly deadlock while waiting for fragments that
never arrive, you can configure the time interval that the anchor session DPCs wait for
fragments to arrive and the maximum number of packets that can be waiting for
fragments.

Before you begin configuring reassembly parameters on the broadband gateway, you
should have done the following:

« Configured the chassis of the broadband gateway
. Configured the 