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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE.
BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS
CONTAINED HEREIN, YOU (AS CUSTOMER OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO
BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED
HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND (B) YOU MAY CONTACT JUNIPER NETWORKS
REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or
Juniper Networks (Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred
to herein as “Juniper”), and (ii) the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable
license(s) for use of the Software (“Customer”) (collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for
which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by
Juniper in equipment which Customer purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades
and new releases of such software. “Embedded Software” means Software which Juniper has embedded in or loaded onto the Juniper
equipment and any updates, upgrades, additions or replacements which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer
a non-exclusive and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the
following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by
Customer from Juniper or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units
for which Customer has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access
Client software only, Customer shall use such Software on a single computer containing a single physical random access memory space
and containing any number of processors. Use of the Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines
(e.g., Solaris zones) requires multiple licenses, regardless of whether such computers or virtualizations are physically contained on a single
chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may
specify limits to Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent
users, sessions, calls, connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of
separate licenses to use particular features, functionalities, services, applications, operations, or capabilities, or provide throughput,
performance, configuration, bandwidth, interface, processing, temporal, or geographical limits. In addition, such limits may restrict the use
of the Software to managing certain kinds of networks or require the Software to be used only in conjunction with other specific Software.
Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable licenses.

d. Forany trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the
Software. Customer may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not
extend or create an additional trial period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s
enterprise network. Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the
Steel-Belted Radius software to support any commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase
the applicable license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees
not to and shall not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized
copies of the Software (except as necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the
Software, in any form, to any third party; (d) remove any proprietary notices, labels, or marks on orin any copy of the Software or any product
in which the Software is embedded; (e) distribute any copy of the Software to any third party, including as may be embedded in Juniper
equipment sold in the secondhand market; (f) use any ‘locked’ or key-restricted feature, function, service, application, operation, or capability
without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, service, application,
operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper to any third party; (h) use the
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Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper reseller; (i)
use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that
the Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking
of the Software to any third party without the prior written consent of Juniper; or (1) use the Software in any manner other than as expressly
provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper,
Customer shall furnish such records to Juniper and certify its compliance with this Agreement.

6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper.
As such, Customer shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence,
which at a minimum includes restricting access to the Software to Customer employees and contractors having a need to use the Software
for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to
the Software, associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance
of any right, title, or interest in the Software or associated documentation, or a sale of the Software, associated documentation, or copies
of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty
statement that accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support
the Software. Support services may be purchased separately. Any such support shall be governed by a separate, written support services
agreement. TO THE MAXIMUM EXTENT PERMITTED BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA,
ORCOSTS ORPROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. INNO EVENT SHALL JUNIPER
BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY JUNIPER OR JUNIPER-SUPPLIED SOFTWARE.
EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW, JUNIPER DISCLAIMS ANY
AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING ANY
IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES
JUNIPER WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT
ERROR OR INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’
or licensors’ liability to Customer, whether in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid
by Customer for the Software that gave rise to the claim, or if the Software is embedded in another Juniper product, the price paid by
Customer for such other product. Customer acknowledges and agrees that Juniper has set its prices and entered into this Agreement in
reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same reflect an allocation of risk between
the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss), and that the same
form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination
of the license granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related
documentation in Customer’s possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from
the purchase of the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction
shall be provided to Juniper prior to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All
payments made by Customer shall be net of any applicable withholding tax. Customer will provide reasonable assistance to Juniper in
connection with such withholding taxes by promptly: providing Juniper with valid tax receipts and other required documentation showing
Customer’s payment of any withholding taxes; completing appropriate applications that would reduce the amount of withholding tax to
be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder. Customer shall comply with
all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related to any
liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under
this Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any
applicable foreign agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such
restrictions, laws or regulations, or without all necessary approvals. Customer shall be liable for any such violations. The version of the
Software supplied to Customer may contain encryption or other capabilities restricting Customer’s ability to export the Software without
an export license.
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12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use,
duplication, or disclosure by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS
2277201 through 227.7202-4, FAR 12.212, FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT Ill) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer
with the interface information needed to achieve interoperability between the Software and another independently created program, on
payment of applicable fee, if any. Customer shall observe strict obligations of confidentiality with respect to such information and shall use
such information in compliance with any applicable terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products
or technology are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement,
and such licensor or vendor shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party
software may be provided with the Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent
portions of the Software are distributed under and subject to open source licenses obligating Juniper to make the source code for such
portions publicly available (such as the GNU General Public License (“GPL”) or the GNU Library General Public License (“LGPL")), Juniper
will make such source code portions (including Juniper modifications, as appropriate) available upon request for a period of up to three
years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194 N. Mathilda Ave., Sunnyvale, CA
94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and a copy of the LGPL
at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws
principles. The provisions of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes
arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal
courts within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer
with respect to the Software, and supersedes all prior and contemporaneous agreements relating to the Software, whether oral or written
(including any inconsistent terms contained in a purchase order), except that the terms of a separate written agreement executed by an
authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict with terms contained
herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in writing
by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity
of the remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the
Parties agree that the English version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de
méme que tous les documents y compris tout avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that
this Agreement and all related documentation is and will be in the English language)).
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PART 1
Overview

« Circuit to Packet System Overview on page 3
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CHAPTERI1

Circuit to Packet System Overview

. Circuit to Packet Network Overview on page 3

« Circuit to Packet Network Software Overview on page 6

Circuit to Packet Network Overview

The CTP products are designed to create an IP packet flow from a serial data stream or
analog voice connection, providing the necessary processing to re-create the serial bit
stream or analog signal from an IP packet flow.

CTP products are designed to accommodate the delay, delay jitter, and packet reordering
characteristics of an IP network. Figure 1 on page 3 shows examples of applications that
use CTP products.

Figure 1: Sample Application Using CTP Products
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Numerous processes must occur to adapt serial data to and from IP packets. These
processes are summarized in Figure 2 on page 4. You configure the characteristics of
the processes by using the CTP menu interface or the CTPView graphical user interface.
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Figure 2: Circuit-to-Packet Conversion Processes
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Using the menu interface, you can configure the CTP products to accept a serial data
stream and create an IP flow that will be transferred across an IP network. The connection
provided by the CTP platform is a physical layer circuit between the end user equipment.

Serial Stream Processing

Rate selection and clock configuration allow the serial interface rate to be configured
through the software. Rates supported range from less than 300 bps to 12.288 Mbps (in
subhertz increments).

You can configure the CTP systems by using the menu interface to provide multiple
prioritized node clock references. An external reference input and any of the serial
interfaces may be used for the node reference clock. Reference frequencies must be 32
KHz, n x 64 KHz, or 1,544 KHz up to a maximum of 4096 KHz (2048 KHz maximum on
the CTP1002).

The electrical characteristics and encoding of the CTP ports are software configurable.
The available options are EIA530, EIAS30A, RS-232, V.35, analog 4WTO, conditioned
diphase, isochronous, T1, and EI.

An analog voice signal terminated on the 4WTO interface is converted into a 64-Kbps
pulse-code modulation (PCM) digital bit stream before adaptation to and from an IP
flow. The analog interface allows transmit and receive levels to be adjusted.

Transmit Packet Processing

The CTP platform is configured with the remote IP address of the device where the
packets created from the local serial port are to be routed.

Copyright © 2010, Juniper Networks, Inc.



Circuit to Packet System Overview

The CTP remote port is specified by the IP address and physical port number of the
remote unit and port.

The packet size created by the CTP platform may be set from 32 to 1456 bytes. Larger
packet sizes are more bandwidth-efficient but introduce more serialization delay when
the packet is created. The menu interface verifies that the combination of packet size
and data rate does not result in a packet rate exceeding 1200 packets per second.

Time to live (TTL) may be set from O to 255. The TTL is the maximum number of hops
in the IP network that the packet may travel before it is discarded by the network. You
can configure the service type byte, which some IP networks use to determine the quality
of service provided to the IP flow.

Receive Packet Processing

A receive buffer is required to smooth the timing jitter of received packets because of the
delay variance that is inevitably encountered in the IP network. The configuration allows
you to configure both the size of the buffer (in I-ms increments) and the maximum
amount of buffering delay allowed before the buffer will recenter. The size of the buffer
configured should depend on the performance and characteristics of the IP network.

The CTP platform automatically resequences packets when they arrive out of order. If
a packet is not received, the CTP platforminserts all data in lieu of the packet information
so that bit count integrity is maintained.

You can prompt the menu interface to display detailed information about the port status,
such as packet counts, late packets, missing packets, and buffer fill.

Serial Stream Creation

The packet receive process allows the serial data rate to be configured through the
software. Rates supported range from less than 300 bps to 12.288 Mbps in subhertz
increments. Conditioned diphase and isochronous interfaces operate at rates up to 1.024
Mbps.

Clock Options
The CTP platform provides numerous options for physical layer clocking:

« Interface clocking options—The CTP platform allows complete configuration flexibility
of interface clocking. This flexibility includes your ability to specify how clocks are
generated (thatis, from the node clock, which can be phase locked to an external clock
input) and what clocks are used to process the data from the attached device. The
CTP platform can synthesize over 1.5 billion rates between 1 bps and 12.288 Mbps.

« Asymmetric clocking—You can configure CTP circuits to synthesize asymmetric rates.

« Reference clock input—The CTP platform can phase lock its node clock to an interface
clock or external reference input. Up to five prioritized references can be configured.
The node provides a reference holdover if all references are lost.

« Plesiochronous operation—Calibrated Clock is a patented CTP feature that allows the
one-time calibration of the CTP oscillator to a known reference. Depending on
environmental factors, two units calibrated to the same clock will have a clock
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Related
Documentation

difference as small as 100 parts per billion. This calibration enables CTP circuits to
operate for long periods of time before a buffer recenter occurs.

« Adaptive clocking—Although IP router networks do not transfer physical layer clocking,
the CTP adaptive clocking feature, using patented Advanced Time Domain Processing
(ATDP), allows the CTP platform to recover clocking information from the remote CTP
port and adjust the local clock accordingly. ATDP provides rapid convergence to the
correct clock, and does not vary due to changes in the average jitter buffer fill. As a
result, a CTP circuit will continuously operate without a buffer recenter, even when
clock references are not used.

. Adding a Bundle (CTPView)

. Adding a Bundle (CTP Menu)

. Selecting the Type of Clocking on Serial Ports for CTP Bundles (CTPView)
« Configuring Custom Clocking for CTP Bundles (CTPView)

. Configuring Adaptive Clocking for CTP Bundles (CTPView)

« Configuring IP Parameters for CTP Bundles (CTP Menu)

Circuit to Packet Network Software Overview

Related
Documentation

This topic provides an overview of the software components of the CTPView Network
Management System and the CTP platforms.

A typical Circuit to Packet network consists of one or more CTP platforms and a CTPView
server. The CTPView server runs the CTPView Network Management System software
to manage the CTP platforms and construct the circuit-to-packet traffic bundles.

The software components consist of the following:

« CTPOS—Operating system that runs on the CTP platforms.
« Fedora Core (FC) OS—Operating system that runs on the CTPView server.

« CTPView Network Management System—Software that you use to build circuits and
manage the CTP platforms. You can access this software through a browser application
or through a text-based menu set.

In this document, we use the term CTPView GUI to refer to the browser application,
and the term CTPView server menu to refer to the text-based menus. CTPView software
typically refers to the CTPView Network Management System without regard to the
method used to access the server.

. Updating the CTPView Server Operating System and CTPView Network Management
System Software on page 10
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INnstallation

. Installation Tasks Overview on page 9

« Installation and Upgrade Tasks for the CTPView Server OS and CTPView
Software on page 13

« Upgrade Tasks for Only the CTPView Software on page 23

« Configuration Tasks for CTPView Administrative Settings on page 27
« Upgrade Tasks for CTPOS on page 37

. Default Accounts and Passwords on page 39

« Understanding CTPView Upgrade Files on page 43
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Installation Tasks Overview

« Updating the CTPView Server Operating System and CTPView Network Management
System Software on page 10
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Updating the CTPView Server Operating System and CTPView Network Management

System Software

This topic provides an overview of installing and upgrading the software on the CTPView
server. You caninstall or upgrade the server operating system (OS), and you can upgrade
the CTPView software that you use to manage the CTP Series devices. CTPView servers
are provided with an OS and the CTPView software already installed. You can upgrade
any CTPView server to a higher-numbered software release.

Your choice of upgrade procedure depends on the version of the operating system (OS)
running on the CTPView server to be upgraded. To upgrade to the current release, your
CTPView server must be running either Fedora Core 4 (FC4) OS or Fedora Core 9 (FC9)
OS. CTPView servers are shipped with the latest supported version. CTPView servers
have been shipped with the following OS versions:

« FC9 on servers shipped after August 2008.
« FC4 on servers shipped from November, 2006 through August 2008.
« FC1on servers shipped before November 2006.

You can determine your server OS version in any of the following ways:

« InCTPView, navigate to Server > Diagnostics. The OS version is displayed in the Distro
Name field in the System Vital block section of the page.

« Login to the server shell and enter uname -r on the command line. The kernel version
that is displayed includes the OS version: fcl, fc4, fc9.

« Logintothe server shell and enter menu and then the root password on the command
line. The heading of the configuration menu that is displayed includes the OS release
and kernel versions.

0 NOTE: If your server is running FC1, we recommend that you upgrade to a
more recent model server.

Depending on your goals and your current software versions, upgrading your system
software includes one or more of the following tasks:

. Install or upgrade to the latest server OS version, and upgrade to the latest CTPView
software versions.

You can choose this task for any CTP server. Installing the OS reformats the server hard
drives and deletes all existing data and settings. These actions put your server into a
stable known state with all security features enabled. Upgrading to the latest OS version
does not format the server hard drives; your existing data and settings are preserved.
In either case, you also upgrade to the latest CTPView software version.

See “Installing or Upgrading the CTPView Server OS and CTPView Software” on page 14.

« Upgrade to the latest CTPView software version.
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When you do not need or want to change the OS version, you can simply upgrade to
the latest CTPView version.

See “Upgrading Only the CTPView Software” on page 23.
. Configure administrative settings to complete the upgrade.

When you receive a new CTP server from Juniper Networks that is running CTPView
3.2R1 or higher, you need only configure the administrative settings. To enable all of
the security updates, an administrator must configure certain server settings during
the upgrade process.

You must also perform this task to validate the administrative settings in either of the
following cases:

- You upgraded the CTPView software on a server running FC4 and CTPView 2.2R1or
lower.

- You installed or upgraded the server to the latest OS version.
See Configuring the CTPView Administrative Settings.

Figure 3 on page 12 illustrates the decision process you use to determine which tasks to
perform.
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Figure 3: Decision Tree for Updating CTPView Server Software
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. Accessing a Shell on the CTPView Server (CTPView Server CLI) on page 132

Copyright © 2010, Juniper Networks, Inc.



CHAPTER 3

Installation and Upgrade Tasks for the
CTPView Server OS and CTPView
Software

« Installing or Upgrading the CTPView Server OS on page 14

. Saving the CTPView Configuration Settings and Data (CTPView Server
Menu) on page 16

« Creating More Disk Space on the CTPView Server (CTPView) on page 17

. Creating More Disk Space on the CTPView Server (CTPView Server Menu) on page 18
« Installing the CTPView Server OS (CTPView Server CLI) on page 18

« Restoring CTPView Software Configuration Settings and Data (CTPView) on page 19

« Restoring CTPView Software Configuration Settings and Data with the Restore Utility
(CTPView Server Menu) on page 20

« Restoring CTPView Software Data by Manually Synchronizing the CTPView Server
(CTPView) on page 20

« Reviewing the Installation Log for Errors (CTPView Server CLI) on page 21
« Verifying the CTPView Server OS Installation (CTPView) on page 21
« Validating the CTPView Server Configuration (CTPView) on page 22
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Installing or Upgrading the CTPView Server OS

This topic provides an overview of installing and upgrading the operating system (OS)
for the CTPView server.

Before you begin, do all of the following:

« Verify that thisis the procedure you wish to use to update the software on the CTPView
server. See “Updating the CTPView Server Operating System and CTPView Network
Management System Software” on page 10.

« Ensure that you have a monitor and keyboard connected to the CTPView server. You
must also have an external storage device connected to the server in order to save the
current data and settings for CTPView.

« Ensure that the server is connected to the network.

« If your server is currently running FC1, you must be running CTPView 2.1R2 or 2.1R3in
order to back up your existing data and configuration settings before upgrading the
OS version. See “Upgrading Only the CTPView Software” on page 23 for information
on upgrading the CTPView software before you perform the tasks in this topic.

0 NOTE: If your server is running FC1, we recommend that you upgrade to a
more recent model server.

Perform the following tasks

1. Save the current configuration settings and data to an external storage device.

See “Saving the CTPView Configuration Settings and Data (CTPView Server Menu)”
on page 16.

2. Install or upgrade the CTPView server OS.
See “Installing the CTPView Server OS” on page 18.
3. Restore the configuration settings and data.

See “Restoring CTPView Software Configuration Settings and Data (CTPView)” on
page 19.

4. Review the installation log for errors.
See “Reviewing the Installation Log for Errors (CTPView Server CLI)” on page 21.

5. Configure CTPView administrative settings to complete server setup and ensure that
security settings are correct.

See “Configuring the CTPView Administrative Settings” on page 27.
6. Verify that the server OS was successfully installed or upgraded.
See “Verifying the CTPView Server OS Installation (CTPView)” on page 21.

7. Validate the server configuration.
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See “Validating the CTPView Server Configuration (CTPView)” on page 22.

Related . Default CTPOS and CTPView Accounts and Passwords on page 39
Documentation
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Saving the CTPView Configuration Settings and Data (CTPView Server Menu)

This topic describes how to save the current configuration settings and data for the
CTPView software. Although you can perform this task at any time, it is typically performed
before you upgrade the CTPView server OS and the CTPView software.

You can use the backup utility in the CTPView server menu to save the information into
an archive (.tgz) file and, if desired, move the archive to an external storage device. If you
do not use the utility to move the archive, you can later copy or move it manually from
outside the CTPView server menu.

e NOTE: If you do not move the archive file to an external storage device, you
are not protected from loss of the backed-up data. If you are upgrading the
software, you must move the file to an appropriate location.

Alternatively, when you have more than one CTPView server, you can use the CTPView
software GUI to synchronize the server with another server to save the settings and data.
See “Synchronizing Multiple CTPView Servers (CTPView)” on page 75 for the
synchronization procedure.

0 NOTE: We recommend that you use the CTPView server backup utility to
save your current information.

Before you use the CTPView server backup utility:

. Confirm that the external storage device is running a UNIX-like operating system and
is enabled for SSH connections.

0 NOTE: Although the external storage device can use any operating system,
the CTPView backup utility can automatically transfer the backup file only
to a device that is running a UNIX-like operating system. If the device is
running a different kind of OS, you must transfer the backup file with a copy
utility that is compatible with that OS.

« Confirm that a network path exists between the CTPView server and the external
storage device used for storing the backup file.

« Confirm that the hard drive on the CTPView server that you are backing up has at least
25 percent free space. If you attempt to run the backup utility when less than 25 percent
free space is available, the utility prompts you to delete more old data files before you
continue. See “Creating More Disk Space on the CTPView Server (CTPView)” on page 17.

« Login to the CTPView server and access the CTPView Configuration Menu. See
“Accessing the CTPView Server Configuration Menu (CTPView Server Menu)” on
page 95.
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To back up your current information with the CTPView server backup utility:

1. From the CTPView Configuration Menu, select 5) Backup Functions.
The Backup Functions Menu is displayed.
2. Select 1) Save Current Settings and Data.

If an archive file already exists in the /var/www/html/acorn/data directory on the
server, the utility prompts you to delete or move the archive.

3. (Optional) From outside the menu (for example, in another terminal window), manually
move the old archive to an external storage device if you want to save the information.

4. Entery to delete the old archive.
The utility deletes the old archive file and creates the new archive file.
5. Entery to move the new archive to an external location.

6. Follow the prompts to enter the IP address, username, and absolute path to the
external device.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Documentation « Creating More Disk Space on the CTPView Server (CTPView) on page 17

« Creating More Disk Space on the CTPView Server (CTPView Server Menu) on page 18

Creating More Disk Space on the CTPView Server (CTPView)

This topic describes how to determine the amount of free disk space on the CTPView
server and how to ensure that sufficient free space is always available on the server.

To determine the amount of free disk space that is available on the CTPView server:

1. Inthe side pane, select Server > Diagnostics.
The System Information pane is displayed.

2. Find the value for Totals in the Mounted Filesystems section. The value should be
75% or less.

To automatically delete old files to create more free disk space:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.
2. Click Automatic Functions.

3. Under the Action heading in the Add New Automatic Entry section, select old data
files to delete. You can choose to remove outdated files that are over 6 months old,
over 9 months old, or over 12 months old.

4. Click Add New Entry. From this point forward, files are deleted from the server when
they exceed the selected age.
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Documentation

If you subsequently no longer want old files to be automatically removed, select that
Action under Current CTPView Automatic Settings and click Remove Selected Lines.

. Saving the CTPView Configuration Settings and Data (CTPView Server Menu) on
page 16

. Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

Creating More Disk Space on the CTPView Server (CTPView Server Menu)

Documentation

This topic describes how to create free space by removing redundant data files from the
server.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To delete old files to create more free disk space:
1. From the CTPView Configuration Menu, select 5) Backup Functions.

The Backup Functions menu is displayed.

2. Select 3) Remove Redundant Binary Data Files.

. Saving the CTPView Configuration Settings and Data (CTPView Server Menu) on
page 16

. Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

Installing the CTPView Server OS (CTPView Server CLI)

This topic describes how to install the latest CTPView server OS. The server OS must be
installed from the CTPView Management System CDs. Contact Juniper Networks
Customer Support to send you the CDs.

e NOTE: The CTPView software is automatically installed when you install or
upgrade the server OS with the CTPView Management System CDs.

To install or upgrade CTPView server OS:

1. Insert the first CD from the latest CTPView Management System CD set into the server.
2. From the CLlI, select System Configuration > Reboot System to reboot the server.
The reboot process halts at the Juniper CTPView Management System window.

3. At the boot prompt, enter ctpview-install or ctpview-upgrade.

Copyright © 2010, Juniper Networks, Inc.



Installation and Upgrade Tasks for the CTPView Server OS and CTPView Software

0 NOTE: We recommend that you choose ctpview-install. This action
reformats the server hard drives, installs the latest version of the server
0OS, and creates a conforming instance of the OS. If you choose
ctpview-upgrade, the latest version of the OS is installed, but the server
hard drives are not reformatted.

4. Follow the prompts to remove and insert the remaining CDs to complete the
installation or upgrade process.

On some early hardware systems a RAMDISK error may be reported at the beginning of
the upgrade process. If this occurs, perform the following steps:

1. Leave the first CD in the server and use the server power switch to reboot the server.

2. When the boot prompt appears, enter mediacheck. The server displays the message
“Could not find kernel image: mediacheck”.

3. Atthe boot prompt, enter ctpview-install or ctpview-upgrade.

The upgrade process should proceed normally.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Documentation

Restoring CTPView Software Configuration Settings and Data (CTPView)

This topic lists two methods to restore the CTPView software configuration settings and
data. Typically you restore this information only after one of the following events has
occurred:

« Aninstallation of the latest version of the CTPView server operating system, which
reformats the server’s hard drives.

« Inthe unlikely event of a data loss.
Use one of the following methods to restore saved CTPView information:

« Usethe CTPView restore utility in the CTPView server menu. You must use this method
when you have only a single CTPView server.

See “Restoring CTPView Software Configuration Settings and Data with the Restore
Utility (CTPView Server Menu)” on page 20.

« Synchronize the server. This method is available only when you have two or more
CTPView servers in your network.

See “Restoring CTPView Software Data by Manually Synchronizing the CTPView Server
(CTPView)” on page 20.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Documentation
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Restoring CTPView Software Configuration Settings and Data with the Restore Utility
(CTPView Server Menu)

Related
Documentation

This topic describes how to use the CTPView restore utility to restore the CTPView
software configuration settings and data from a previously saved archive file.

Before you begin:

Copy the backup (archive) file from its externally saved location to the
/var/www/html/acorn/data directory on the server. The filename is in the format
ctpview_data_server-name_date.tgz.

Log in to the CTPView server and access the CTPView Configuration Menu. See
“Accessing the CTPView Server Configuration Menu (CTPView Server Menu)” on
page 95.

To restore your saved information with the CTPView restore utility:

1.

2.

From the CTPView Configuration Menu, select 5) Backup Functions.
The Backup Functions menu is displayed.
Select 2) Restore Settings and Data.

You are prompted to use the archive file. After the restore script runs, you are prompted
torunit again.

Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Restoring CTPView Software Configuration Settings and Data (CTPView) on page 19

Restoring CTPView Software Data by Manually Synchronizing the CTPView Server
(CTPView)

This topic describes how to use CTPView server synchronization to restore the CTPView
software configuration settings and data.

To restore your saved information by synchronizing the CTPView server with another
server:

1.

2.

Log in to the CTPView GUI on the server for which you are restoring the data.

Inthe side pane, select Server > Administration to display the Administrative Functions
pane.

Click Server Synchronization.
Verify that the server is either not listed or its Server Type is set to Not Selected.
Log in to the CTPView GUI on the server from which you are restoring the data.

Inthe side pane, select Server > Administration to display the Administrative Functions
pane.

20
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7. Click Server Synchronization.

8. Ensure that the Server Type is set to Primary Server for this server, Secondary Server
for the server being updated, and Not Selected for all other CTPView servers listed.

9. Click Manually Synchronize Network.
The Synchronize Secondary Servers window opens.
10. Click Select All Hosts, and then click Synchronize Servers.

1. When the synchronization is completed, restore the Server Type for all CTPView
servers to the values that you normally use for your network.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

Documentation . Restoring CTPView Software Configuration Settings and Data (CTPView) on page 19

Reviewing the Installation Log for Errors (CTPView Server CLI)

This topic describes how to use the CTPView installation log to check for errors. This log
file maintains a record of all CTPView installations and upgrades.

To check the installation log for errors:

1. Using an SSH application, log in to the CTPView server.

0 NOTE: If you do not successfully log in within 60 seconds, the session is
closed.

2. Enter su - and then the root password.
3. Enter more /var/log/ctpview_autoinstall.log to view the log.

Press the Spacebar to scroll through the log. Verify that no unresolved errors are listed
for the latest installation or upgrade.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Documentation

Verifying the CTPView Server OS Installation (CTPView)

This topic describes how to determine whether the CTPView server OS installation or
upgrade completed successfully.

To validate the system configuration:

1. Logintothe CTPView GUI.
2. Inthe side pane, select Server > Diagnostics.

The System Information pane is displayed.
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3. Inthe System Vital section, verify that the following values match the information
listed in the release notes or in “Understanding CTPView Software Upgrade Files” on
page 43 for the OS version that you installed.

« Kernel Version

. Distro Name (distribution name)

0 NOTE: The kernel version and distribution name are also displayed in the
heading on the CTPView Configuration Menu.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Documentation

Validating the CTPView Server Configuration (CTPView)

This topic describes how to validate the CTPView server system configuration. Examining
the system configuration information is a useful first step in troubleshooting many issues.
Validate the configuration after installing or upgrading the CTPView software or server
OS to determine whether the operation completed successfully.

The validation utility reports on a long list of configuration details that are critical or
desirable for proper operation of the CTPView software. Instructions are provided for
correcting items that are out of compliance.

To validate the system configuration:

1. Logintothe CTPView GUI.
2. Inthe side pane, select Server > Diagnostics.
The System Information pane is displayed.
3. Click Validate Server Configuration.
The Server Configuration Validation pane is displayed.
4. Confirm that all fields are set to their default values.

The display indicates whether each item is valid or noncompliant. A highlighted field
indicates a problem. Follow the displayed instructions to correct the problem.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Documentation
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CHAPTER 4

Upgrade Tasks for Only the CTPView
Software

« Upgrading Only the CTPView Software on page 23
« Upgrading the CTPView Software with a Complete Archive File on page 25
. Upgrading the CTPView Software with a Web Archive File on page 26

Upgrading Only the CTPView Software

This topic provides an overview of upgrading the CTPView software.
Before you begin, do all of the following:

« Using an SSH application, log in to the CTPView server, and enter uname -r on the CLI
to determine the version of the operating system (OS). The initial characters in the
output correlate to an OS version as follows:

- 2.6.25 indicates that the operating system is FCO.
. 2.6.11,2.6.16, or 2.6.17 indicates that the operating system is FC4.

- 2.4 indicates that the OS version is FCI.

. Determine the version of the CTPView software. In the CTPView server shell, enter
menu, and then enter the root password when prompted. The software version is
displayed in the heading. Alternatively, you can log in to the CTPView GUI and look in
the heading next to the server IP address to determine the version of the CTPView
software.

« Determine which upgrade file is required for your combination of currently installed
CTPView server OS and CTPView software. See “Understanding CTPView Software
Upgrade Files” on page 43 for guidance. The CTPView Release Notes for the version
you are upgrading to also describes the required upgrade files.

The steps you must perform to upgrade the CTPView software depend on the currently
installed versions of the server OS and the CTPView software. Two kinds of CTPView
update archive files are available, web files and complete files:

« Web files are used for minor software updates. Their filenames are in the format
web_server-os-version_upgrade-version_date.tgz. For example, the file
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web_fcX_3.4R1_090715.tgz provides an upgrade to CTPView 3.4R1 for CTPView servers
running either FC4 or FCO.

To upgrade the CTPView software with a web archive file, see “Upgrading the CTPView
Software with a Web Archive File” on page 26.

« Complete files are used for more significant upgrades, and include additional software
modules compared to the web files. Their filenames are in the format
ctpview_server-os-version_complete_upgrade-version_date.tgz. For example, the file
ctpview_fc4_complete_3.4R1_090715.tgz provides an upgrade to CTPView 3.4R1 for
CTPView servers running either FC4.

To upgrade the CTPView software with a complete archive file, see “Upgrading the
CTPView Software with a Complete Archive File” on page 25.

o NOTE: The CTPView Release Notes for the version you are upgrading to
describes the upgrade files required for various combinations of currently
installed CTPView server OS and CTPView software. “Understanding
CTPView Software Upgrade Files” on page 43 also provides a more complete
list of upgrade files and their associated software combinations.

0 NOTE: When the CTPView server OS version is FC1, you must first upgrade
to a higher OS version. See “Installing or Upgrading the CTPView Server OS
and CTPView Software” on page 14.

O NOTE: When you upgrade a version of CTPView that is lower than 2.2, the
existing server CLI passwords and server accounts are not modified other
than that the user account Juniperis added. However, all the existing CTPView
user accounts are removed. Browser access to CTPView 2.2R1and higher is
through a new login interface that requires an administrator to create new
usernames and passwords.

When you upgrade a version of CTPView that is lower than 2.0.4R1, you may
need to update the server Ethernet settings after the upgrade. If so, use the
CLImenu on the CTPView server to make the changes: 2) System
Configuration > 1) Display Current Configuration. See “Accessing the CTPView
Server Configuration Menu (CTPView Server Menu)” on page 95.

Related . Updating the CTPView Server Operating System and CTPView Network Management
Documentation System Software on page 10

. Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
. Default CTPOS and CTPView Accounts and Passwords on page 39

. Understanding CTPView Software Upgrade Files on page 43
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Upgrading the CTPView Software with a Complete Archive File

This topic describes how to upgrade the CTPView software with a complete archive file.

Before you begin, ensure that you have determined the correct archive file to use for your
upgrade. See “Upgrading Only the CTPView Software” on page 23 for more information.

To upgrade the CTPView software with a complete archive file:

1.

Related .
Documentation

Access the CTPView software download page at the Juniper Networks Customer
Support site at https://www.juniper.net/customers/csc/software/ctp/#sw.

Locate the update archive file appropriate for your current CTPView server OS and
your CTPQOS version.

Use a Secure Copy Protocol (SCP) program to copy the complete archive file to the
/tmp directory on the server.

The filename is in the format
ctpview_server-os-version_complete_upgrade-version_date.tgz.

Log in to the server and switch to the root account.
Change the directory to/tmp.

Extract the archive by entering tar -xzvf filename.

0 NOTE: This step is not required when the CTPView server is running
CTPView 3.4R2—p1 or higher-numbered releases. In these releases, the
complete archive is automatically extracted when you run the upgrade
script in the next step.

Run the installation script by entering upgrade.

Configure CTPView administrative settings to complete server setup, and ensure that
security settings are correct.

See Configuring the CTPView Administrative Settings.

To validate the system configuration, see “Validating the CTPView Server Configuration
(CTPView)” on page 22.

Updating the CTPView Server Operating System and CTPView Network Management
System Software on page 10

Upgrading Only the CTPView Software on page 23
Understanding CTPView Software Upgrade Files on page 43

Copyright © 2010, Juniper Networks, Inc. 25


https://www.juniper.net/customers/csc/software/ctp/#sw

CTPView Network Management System Administration

Upgrading the CTPView Software with a Web Archive File

Related
Documentation

This topic describes how to upgrade the CTPView software with a web archive file.

Before you begin, ensure that you have determined the correct archive file to use for your
upgrade. See “Upgrading Only the CTPView Software” on page 23 for more information.

To upgrade the CTPView software with a web archive file:

1.

Access the CTPView software download page at the Juniper Networks Customer
Support site at https://www.juniper.net/customers/csc/software/ctp/#sw.

Locate the update archive file appropriate for your current CTPView server OS and
your CTPQOS version.

Use a Secure Copy Protocol (SCP) program to copy the web archive file to the /tmp
directory on the CTPView server.

The filename is in the format web_server-os-version_upgrade-version_date.tgz.
Log in to the server and switch to the root account.

Change the directory to/tmp.

Run the installation script by entering upgrade.

Configure CTPView administrative settings to complete server setup, and ensure that
security settings are correct.

See Configuring the CTPView Administrative Settings.

To validate the system configuration, see “Validating the CTPView Server Configuration
(CTPView)” on page 22.

. Updating the CTPView Server Operating System and CTPView Network Management

System Software on page 10

. Upgrading Only the CTPView Software on page 23

. Understanding CTPView Software Upgrade Files on page 43
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CHAPTER S5

Configuration Tasks for CTPView
Administrative Settings

« Configuring the CTPView Administrative Settings on page 27

« Preparing a New Server on page 29

. Changing the BIOS Menu Password (CTPView Server CLI) on page 29

« Changingthe Server's Default User Account Password (CTPView Server CLI) on page 30
« Changing the Server's Root Account Password (CTPView Server CLI) on page 31

. Changing the GRUB Boot Loader Password (CTPView Server Menu) on page 31

« Changing the MySQL Apache Account Password (CTPView Server Menu) on page 32
« Changing the MySQL Root Account Password (CTPView Server Menu) on page 33

« Configuring the Network Access (CTPView Server Menu) on page 33

. Creating a Self-Signed Web Certificate (CTPView Server Menu) on page 34

« Updating the CTPView Software on page 34

. Logging In with a Browser (CTPView) on page 35

« Changing the CTPView GUI Default User Account Password (CTPView) on page 35

. Creating a New Global_Admin Account (CTPView) on page 36

Configuring the CTPView Administrative Settings

This topic provides an overview of configuring CTPView administrative settings. You
must configure these settings when you receive a new CTPView server and after you
install or upgrade the CTPView server operating system (OS) or the CTPView software.
Many of the settings provide better access security for your CTP network. Juniper Networks
recommends that you perform some of the following tasks at least every year; details
are in the task.

To configure the administrative settings:

. If the CTPView server is new, prepare the server for configuring the administrative
settings.

See “Preparing a New Server” on page 29.

« Change the default password used to access the BIOS menu.
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Related
Documentation

See “Changing the BIOS Menu Password (CTPView Server CLI)” on page 29.
Change the default password for the server’s default user account.

See “Changing the Server's Default User Account Password (CTPView Server CLI)” on
page 30.

Change the default password for the server’s root account.

See “Changing the Server's Root Account Password (CTPView Server CLI)” on page 31.
Change the default password used to access the GRUB Boot Loader menu.

See “Changing the GRUB Boot Loader Password (CTPView Server Menu)” on page 31.
Change the default password for the MySQL server Apache user account.

See “Changing the MySOL Apache Account Password (CTPView Server Menu)” on
page 32.

Change the default password for the MySQL server Root user account.

See “Changing the MySOL Root Account Password (CTPView Server Menu)” on page 33.
Configure the server to operate on your network.

See “Configuring the Network Access (CTPView Server Menu)” on page 33.
Create a self-signed Web certificate.

See “Creating a Self-Signed Web Certificate (CTPView Server Menu)” on page 34.
Update the CTPView software to ensure that you have the latest features.

See “Updating the CTPView Software” on page 34.

Verify that you can log in to the CTPView GUI from your Web browser.

See “Logging In with a Browser (CTPView)” on page 35.

Change the default password for the CTPView GUI default user account.

See “Changing the CTPView GUI Default User Account Password (CTPView)” on
page 35.

Create at least one global administrative account to access the CTPView Admin Center
in the CTPView GUI.

See “Creating a New Global_Admin Account (CTPView)” on page 36.

Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

28
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Preparing a New Server

When you receive a new CTPView server, you must perform some physical tasks before
proceeding.

To prepare a new server for use:

1.

If you wish to install the server in an equipment rack, follow the instructions provided
in the Rack Installation Guide that is included with the server.

Connect a monitor and keyboard to the server.

The server’s serial COM]1 port connection has the following configuration:
« Speed—9600 bps

. Data bits—8

« Parity—none
« Stop bits—1

Connect the server to the appropriate Ethernet network through the 10/100Base-T
port labeled 1.

Verify that all ground and power connections to the server chassis are secure. Power
on the server and monitor the front panel LEDs to verify that the server boots properly.

Related . Configuring the CTPView Administrative Settings on page 27

Documentation

Changing the BIOS Menu Password (CTPView Server CLI)

For security purposes, change the default password for BIOS menu access. This account
has no username associated with it. The BIOS menu password should conform to your
local password requirements.

Q BEST PRACTICE: Change the BIOS menu password at least yearly and

whenever administrators change.

To change the BIOS menu password:

1.

Power on or reboot the server.

2. During the boot process, press F2 while the Dell logo is displayed on the monitor. The

boot process continues and displays several messages in turn on the screen.

Enter the default password when the process pauses and displays “Enter Setup
Password.”

For the default BIOS menu password, see “Default CTPOS and CTPView Accounts
and Passwords” on page 39.
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4. At the BIOS menu, select System Security and press Enter.

5. Highlight Setup Password—be sure that you have not selected System Password—and
press Enter.

6. Enter your new BIOS password, reenter it, and then Press Enter to continue.
7. PressEsc.
8. In the window that opens, select Save Changes and Exit and press Enter.

The server restarts.

Related . Configuring the CTPView Administrative Settings on page 27

D tati
ocumentation . Changing Passwords to Improve Access Security on page 119

Changing the Server's Default User Account Password (CTPView Server CLI)

For security purposes, change the default password for the server's default user account.
You can choose instead to delete the default user account when all other administrative
configuration tasks have been completed.

A CAUTION: Donotdeletethe default useraccount until afteryou have created
another user account. Otherwise, you will not be able to log in to the server.

To change the password for the server’s default user account:

1. Logintothe CTPView server as the default user, using either a directly connected
keyboard and monitor or an SSH application over your network.

0 NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)”

on page 33.

For the default account username and password, see “Default CTPOS and CTPView
Accounts and Passwords” on page 39. You cannot log in using the root account.

2. Enter passwd.

3. When prompted, enter the new password for the default user account.

Related . Configuring the CTPView Administrative Settings on page 27

Documentation CTPOS and CTPView Software Password Requirements on page 40
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Changing the Server's Root Account Password (CTPView Server CLI)

Related
Documentation

For security purposes, change the default password for the server's root user account.
The root account password should conform to your local password requirements.

Q BEST PRACTICE: Change the root account password at least yearly and
whenever administrators change.

To change the root account password:

1. Logintothe CTPView server as a non-root user, using either a directly connected
keyboard and monitor or an SSH application over your network.

0 NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)”
on page 33.

2. Enter su - to switch to the root account.
3. Enter the default root password.

For the default root password, see “Default CTPOS and CTPView Accounts and
Passwords” on page 39. You cannot log in using the root account.

4. Enter passwd.

5. Enter your new password.

« Configuring the CTPView Administrative Settings on page 27

Changing Passwords to Improve Access Security on page 119

Changing the GRUB Boot Loader Password (CTPView Server Menu)

For security purposes, change the default password for the GRUB Boot Loader menu.

Q BEST PRACTICE: Change the GRUB Boot Loader password at least yearly
and whenever administrators change.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.
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o NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)” on
page 33.

To change the GRUB Boot Loader password:

1. From the CTPView Configuration Menu, select Option 8 (GRUB Functions).
2. Select 1) Change GRUB password.

3. Follow the prompts to complete changing the password.

Related . CTPOS and CTPView Software Password Requirements on page 40

Documentation Configuring the CTPView Administrative Settings on page 27

Changing Passwords to Improve Access Security on page 119

Changing the MySQL Apache Account Password (CTPView Server Menu)

For security purposes, change the default password for the MySQL server Apache user
account.

Q BEST PRACTICE: Change the MySQL Apache password at least yearly and
whenever administrators change.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)
on page 95.

e NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)” on
page 33.

To change the MySOQL Apache password:

1. From the CTPView Configuration Menu, select 6) MySQL Functions.
2. Select 2) Change MySQL Apache password.

3. Follow the prompts to complete changing the password.

Related . CTPOS and CTPView Software Password Requirements on page 40

D .
ocumentation Configuring the CTPView Administrative Settings on page 27
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. Changing Passwords to Improve Access Security on page 119

Changing the MySQL Root Account Password (CTPView Server Menu)

Related
Documentation

For security purposes, change the default password for the MySQL server root user
account.

Q BEST PRACTICE: Change the MySQL Root Account password at least yearly
and whenever administrators change.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

o NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)” on
page 33.

To change the MySQL root account password:

1. From the CTPView Configuration Menu, select 6) MySQL Functions.
2. Select 1) Change MySQL root password.

3. Follow the prompts to complete changing the password.

.« CTPOS and CTPView Software Password Requirements on page 40

Configuring the CTPView Administrative Settings on page 27

Changing Passwords to Improve Access Security on page 119

Configuring the Network Access (CTPView Server Menu)

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

e NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address.
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To configure server access to your network:

1. From the CTPView Configuration Menu, select 2) System Configuration and entery
to continue.

2. Select 1) Display Current Configuration to review the current configuration.
3. Use options 2) through 5) to configure the server to operate on your network.

4, Exit the submenu to implement your changes.

Related . Configuring the CTPView Administrative Settings on page 27
Documentation

Creating a Self-Signed Web Certificate (CTPView Server Menu)

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To create a self-signed Web certificate:

1. From the CTPView Configuration Menu, select 4) Advanced Functions.
2. Select 4) Reset CTPView Self-Signed Certificate.

3. Enter answers for each question that is subsequently displayed.

0 NOTE: For Common Name, enter the IP address of the server. Otherwise,
your users’ browsers will report a domain name mismatch when users
connect to the server.

Related . Configuring the CTPView Administrative Settings on page 27
Documentation

Updating the CTPView Software

or a new server, upgrade to the latest version of the CTPView software to ensure that
you have the latest features available.

To update the CTPView software:

1. Use your Juniper Networks customer support username and password to log in to the
CTP support site at https:/www.juniper.net/customers/csc/software/ctp/.

2. If present, download an update for your version of the CTPView software and the
associated Release Notes.

The CTPView version numberis displayed in the heading of the CTPView Configuration
Menu utility.
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3. Upgrade the CTPView software according to the instructions presented in “Upgrading

Only the CTPView Software” on page 23.

0 NOTE: Always refer to the Release Notes associated with the update.
These Release Notes may contain information that supersedes the
information in that topic.

Related . Configuring the CTPView Administrative Settings on page 27

Documentation

Logging In with a Browser (CTPView)

Verify that you can log in to the CTPView software from a Web browser. You must be
able to access the CTPView software to complete the administrative configuration.

To log in to the server with a browser:

1.

In the address bar of a browser enter the address https://your-server-IP-address.

2. Accept the certificate when your browser warns that the security certificate presented

by the website was not issued by a trusted certificate authority.

When the CTPView login page appears, log in as the default CTPView user for the
Global_Admin account.

For the default password, see “Default CTPOS and CTPView Accounts and Passwords”
on page 39.

Related . Configuring the CTPView Administrative Settings on page 27

Documentation

Changing the CTPView GUI Default User Account Password (CTPView)

For security purposes, change the default password for the CTPView GUI default user
account.

To change the CTPView default user account password:

1.

Log in to the CTPView GUI with the default username and password.

For the default username and password, see “Default CTPOS and CTPView Accounts
and Passwords” on page 39. You cannot log in using the root account.

Click Edit My Account.
Type the current password and the new password, and reenter the new password.
Click Password Help to learn how to create an acceptable CTPView password.

Click Update Password.
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Related . CTPOS and CTPView Software Password Requirements on page 40

D .
ocumentation . Configuring the CTPView Administrative Settings on page 27

Creating a New Global_Admin Account (CTPView)

A global administrative (Global_Admin) accountis required to access the CTPView Admin
Center. Do not use the default user account for routine access. Create a separate account
for each user that requires administrative access. Beginning with CTPView 2.2R2, the
security-enhanced interface allows only one active session per username. When a second
user attempts to log in with the same username in an active session, both IP addresses
for the clients and the username are locked from access for a preset lockout period.

To create a Global_Admin account:

1. Logintothe CTPView GUI with the default username and password.

For the default username and password, see “Default CTPOS and CTPView Accounts
and Passwords” on page 39.

2. Click Admin Center.

3. Select Users > All Users.

4. Type the desired username, group name, and password, and click Add User.
5. Select Users > Modify User Properties.

6. Select the Global_Admin user level.

7. Log out of CTPView and use the new account to log back in.

Related . CTPOS and CTPView Software Password Requirements on page 40

D tati
ocumentation Configuring the CTPView Administrative Settings on page 27
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CHAPTER 6

Upgrade Tasks for CTPOS

. Using the CTPView Server Software to Update CTPOS (CTPView) on page 37

« Burning CTPOS Images to a CompactFlash Card (CTPView Server CLI) on page 38

Using the CTPView Server Software to Update CTPOS (CTPView)

You can use the CTPView software to distribute and install CTPOS update archive files
on the CTP platforms in your network.

To update CTPQOS:

1.

Access the CTP platform software download page at the Juniper Networks Customer
Support site at https://www.juniper.net/customers/csc/software/ctp/#sw.

Use a Secure Copy Protocol (SCP) program to copy the web archive file to the ctp
directory on the CTPView server.

You must be a member of the server group to access this directory. The CTPView
server automatically checks and modifies the copied file's ownership and permissions
as necessary.

Log in to the CTPView GUI.

In the side pane, select Node > Maintenance.

Click Upgrade CTP Software.

The Upgrade CTP Software window is displayed.
Select the desired archive file from the list.

Click the name of the platform you want to update.

You can select more than one platform by holding down the Ctrl key when you click
the platform names. Alternatively, you can click Select All Hosts to select all the listed
CTP platforms.

Click Upgrade CTP(s).

The selected CTP platforms are upgraded sequentially. A progress window shows
the status of the upgrade.
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Documentation

. Default CTPOS and CTPView Accounts and Passwords on page 39

Burning CTPOS Images to a CompactFlash Card (CTPView Server CLI)

Before using CTPView to burn CTP software images onto CompactFlash cards, you must
copy the appropriate CTP image files to the proper directory on the CTPView server.
Released versions of CTP operating system software images are available for download
from the Juniper Networks Customer Support site at
https://www.juniper.net/customers/csc/software/ctp/#sw. You need your customer
support username and password to access this site.

Place the CTP flash image file on the CTPView server in the /var/www/html/flash/
directory. To copy software into this directory, you must be a root user or a member of
the UNIX group server, such as the default user juniper. You do not need to modify the
file's ownership and permissions after you copy it into the /flash directory.

You must have physical access to the CTPView server to perform this procedure.
To burn a CTPOS image to a CompactFlash card:

1. Place the new CompactFlash card into a USB CompactFlash card adapter, and insert
the adapter into one of the USB ports on the CTPView server.

The CTPView server automatically mounts the adapter.
2. Logintothe CTPView server and switch to the root account.

Use a directly connected monitor and keyboard or use SSH from a remote computer
to log in to the server.

3. Change directories to/var/www/html/flash.
4. Enter ./burn flash_version.

The image filename is flash_version. If you fail to include the version when you enter
the command, the CTPView server displays usage instructions and a list of available
flash images.

5. Answer the screen prompts to complete the process.

6. Log out of the server and remove the USB CompactFlash card adapter.
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CHAPTER?7

Default Accounts and Passwords

. Default CTPOS and CTPView Accounts and Passwords on page 39

« CTPOS and CTPView Software Password Requirements on page 40

Default CTPOS and CTPView Accounts and Passwords

This topic lists the default accounts and passwords for the CTP Series platforms and
the CTPView server.

Table 1on page 39 lists the default accounts and passwords to access the CTPView

server.

Table 1: CTPView Server Default Accounts and Passwords

Application Account Default Username Default Password
Server (CLI) BIOS menu Not applicable CTPView-2-2
Server (CLI) GRUB boot loader Not applicable CTPView-2-2
Server (CLI) user account juniper (lowercasej) CTPView-2-2
Server (CLI) root account root CTPView-2-2
CTPView (browser) Global_Admin account Juniper (uppercase J) CTPView-2-2
MySQL (CLI) root account root CTPView-2-2
MySQL (CLI) Apache account ctpview_mysal CTPView-2-2

NOTE: Upgrading from a CTPView software version lower than 2.2 to the
current software does not change the existing server passwords or accounts
except to add the juniper user account. However, all the user accounts that
existed in the lower version of the CTPView software are removed. In the
higher versions, browser access to the CTPView server is through a login
interface, which requires that an administrator create new usernames and
passwords.
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Table 2 on page 40 lists the default accounts and passwords to access CTPOS on the
CTP Series platforms.

Table 2: CTPOS Default Account and Password

Application

Account Default Username Default Password

CTP platform

CLI menu ctp ctp

Related
Documentation

Updating the CTPView Server Operating System and CTPView Network Management
System Software on page 10

Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Upgrading Only the CTPView Software on page 23

Setting a New Password for a Nonroot User Account (CTPView Server CLI) on page 133
Setting a New Password for a Root User Account (CTPView Server CLI) on page 134
CTPOS and CTPView Software Password Requirements on page 40

CTPOS and CTPView Software Password Requirements

Certain requirements apply to passwords for the following:

CTPOS

CTPView server shell access accounts
CTPView GUI access accounts
MySOL accounts

GRUB Boot loader

New passwords must include the following:

From 15 to 56 characters in total

At least one lowercase letter

At least one uppercase letter

At least one numeral

At least one of the following nonalphanumeric characters: ~ '@ # % & -_={1[],

At least five characters that are not present in the old password. This requirement
applies only to user account passwords.

New passwords must not include either of the following:

The username as part of the password.

More than two adjacent repeated characters.

40
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Related .
Documentation

CTPView Network Management System Administration

Managing CTPView Users with the CTPView Admin Center on page 47

Adding New CTPView Users (CTPView) on page 49

Changing the MySQL Apache Account Password (CTPView Server Menu) on page 32
Changing the MySQL Root Account Password (CTPView Server Menu) on page 33
Changing the GRUB Boot Loader Password (CTPView Server Menu) on page 31
Setting a New Password for a Nonroot User Account (CTPView Server CLI) on page 133
Setting a New Password for a Root User Account (CTPView Server CLI) on page 134
Default CTPOS and CTPView Accounts and Passwords on page 39

Copyright © 2010, Juniper Networks, Inc. 41



CTPView Network Management System Administration

42 Copyright © 2010, Juniper Networks, Inc.



CHAPTER 8

Understanding CTPView Upgrade Files

. Understanding CTPView Software Upgrade Files on page 43

Understanding CTPView Software Upgrade Files

The CTPView software upgrade file that you download from the Juniper Networks
Customer Support site at https://www.juniper.net/customers/csc/software/ctp/#sw
depends onthe CTPView server’s operating system (OS), the version of CTPView software
currently installed on the server, and the CTPView software release that you want to
upgrade to. Table 3 on page 43 lists the combinations of OS and CTPView software and
the associated upgrade file. The CTPView Release Notes for the version you are upgrading
to alsodescribes the upgrade files required for various combinations of currently installed
CTPView server OS and CTPView software.

Table 3: CTPView Software Upgrade Files

Server
Upgrade to Reboots
CTPView Installed CTPView During
Server OS CTPView Release | Release Archive File for Upgrade Upgrade?
FC9 3.4R1 or later 3.4R1 web_fcX_3.4R1_090715.tgz No
FC9 3.3Rx 3.4R1 ctpview_fc9_complete_3.4R1_090715.tgz No
FC9 3.2Rx 3.4R1 ctpview_fc9_complete_3.4R1_090715.tgz Yes
FC9 3.2R3 or higher 3.3R2 web_fcX_3.3R2_090616.tgz No
FCO 3.2R3 or higher 3.2R4 web_fcX_3.2R4_090903.tgz No
FC9 3.2R3 or higher 3.2R3 web_fcX_3.2R3_090402.tgz No
FC9 3.2R1or3.2R2 3.3R2 ctpview_fc9_complete_3.3R2_090616.tgz Yes
FC9 3.2R10r3.2R2 3.2R4 ctpview_fc9_complete_3.2R4_090903.tgz Yes
FC9 3.2R1or3.2R2 3.2R3 ctpview_fc9_complete_3.2R3_090402.tgz Yes
FC9 3.2R1 3.2R2 ctpview_fc9_complete_3.2R2_090112.tgz Yes
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Table 3: CTPView Software Upgrade Files (continued)

Server
Upgrade to Reboots
CTPView Installed CTPView During
Server OS CTPViewRelease | Release Archive File for Upgrade Upgrade?
FC4 2.2R2 or higher 3.4R1 web_fcX_3.4R1_090715.tgz No
FC4 2.2R2 or higher 3.3R2 web_fcX_3.3R2_090616.tgz No
FC4 2.2R2 or higher 3.2R4 web_fcX_3.2R4_090903.tgz No
FC4 2.2R2 or higher 3.2R3 web_fcX_3.2R3_090402.tgz No
FC4 2.2R2 or higher 3.2R2 web_fcX_3.2R2_090112.tgz No
FC4 2.2R1 or lower 3.4R1 ctpview_fc4_complete_3.4R1_090715.tgz Yes
FC4 2.2R1or lower 3.3R2 ctpview_fc4_complete_3.3R2_090616.tgz Yes
FC4 2.2R1 or lower 3.2R4 ctpview_fc4_complete_3.2R4_090903.tgz Yes
FC4 2.2R1or lower 3.2R3 ctpview_fc4_complete_3.2R3_090402.tgz Yes
FC4 2.2R1 or lower 3.2R2 ctpview_fc4_complete_3.2R2_090112.tgz No
FC4 2.5Rx 2.5R4 web_fc4_2.5R4_090105.tgz No
FC4 2.4Rx or lower 2.5R4 ctpview_fc4_complete_2.5R4_090105.tgz No
FC1 3.2R2 Refer to 3.2 manuals
FC1 2.5R4 refer to 2.5 manuals

Related . Upgrading Only the CTPView Software on page 23
Documentation
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PART 3
Administration

. Managing and Displaying Users (CTPView) on page 47

. Managing the CTPView Server (CTPView) on page 61

« Monitoring CTP Platforms (CTPView) on page 79

« Changing CTPView GUI Settings on page 91

. Managing and Displaying Users (CTPView Server Menu) on page 95

. Managing the CTPView Server (CTPView Server Menu) on page 105

« Restoring Default Values on the CTPView Server on page 115

« Changing Administrative Passwords to Improve Access Security on page 119

« Using Third-Party Software on CTPView Servers on page 125
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CHAPTER9

Managing and Displaying Users
(CTPView)

Managing CTPView Users with the CTPView Admin Center on page 47

Accessing the CTPView Admin Center (CTPView) on page 48
Monitoring CTPView Users (CTPView) on page 49

Adding New CTPView Users (CTPView) on page 49

Modifying CTPView User Properties (CTPView) on page 50
Monitoring CTPView Groups (CTPView) on page 50

Modifying CTPView User Group Affiliation (CTPView) on page 50
Adding a New CTPView User Group (CTPView) on page 51

Modifying CTPView User Group Default Properties (CTPView) on page 51
Prohibiting and Reinstating CTPView Access by Users (CTPView) on page 52

Deleting Users and Groups (CTPView) on page 53

Managing User Passwords (CTPView) on page 54

Configuring User Login Properties (CTPView) on page 55
Understanding CTPView GUI User Levels on page 58

CTPOS and CTPView Software Password Requirements on page 58

Managing CTPView Users with the CTPView Admin Center

The CTPView Admin Center provides a central location for managing users, passwords,
groups, and access for CTPView users. Only Global_Admin users can create, modify, and
delete CTPView user accounts.

You can perform the following tasks in the Admin Center:

Accessing the CTPView Admin Center (CTPView) on page 48
Monitoring CTPView Users (CTPView) on page 49

Adding New CTPView Users (CTPView) on page 49
Modifying CTPView User Properties (CTPView) on page 50

Monitoring CTPView Groups (CTPView) on page 50
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Related
Documentation

Modifying CTPView User Group Affiliation (CTPView) on page 50

Adding a New CTPView User Group (CTPView) on page 51

Modifying CTPView User Group Default Properties (CTPView) on page 51
Prohibiting and Reinstating CTPView Access by Users (CTPView) on page 52
Deleting Users and Groups (CTPView) on page 53

Managing User Passwords (CTPView) on page 54

Configuring User Login Properties (CTPView) on page 55

CTPOS and CTPView Software Password Requirements on page 40

Accessing the CTPView Admin Center (CTPView)

Related
Documentation

The CTPView Admin Center provides a central location for managing users, passwords,
groups, and access for CTPView users. Only Global_Admin users can create, modify, and
delete CTPView user accounts.

To access the CTPView Admin Center:

On the CTPView Login Page, click Admin Center. The CTPView Login Administration
page is displayed. This documentation refers to this page as the CTPView Admin Center.

To display all configuration choices available in the CTPView Admin Center:

From the Admin Center, click Display All.

Although all configuration choices are listed, clicking the button to make any configuration
change returns you to the Admin Center display for only that configuration choice.

To block global access to the CTPView Admin Center:

1.

From the Admin Center, click Access To CTPView is ALLOWED.

2. Confirm your decision when prompted.

To reinstate global access to the CTPView Admin Center:

1.

From the Admin Center, click ALL ACCESS To CTPView Is BLOCKED.

2. Confirm your decision when prompted.

Managing CTPView Users with the CTPView Admin Center on page 47

48
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Monitoring CTPView Users (CTPView)

Related
Documentation

To display all CTPView users that are currently logged in to the server through the
CTPView GUI:

. From the Admin Center, select Users > Active Users to display all users that are
currently logged in.

A view-only table lists the username, the user browser's IP address, the time the browser
session began, the time of last activity, and the current period of inactivity. Users logged
in through an SSH connection to the CTPView server are not displayed; see “Managing
CTPView Users (CTPView Server Menu)” on page 95 for information about viewing these
users.

To display all CTPView users regardless of login status:
« From the Admin Center, select Users > All Users.

This view-only table displays all users who are in the CTPView user database, as well as
each user’s group affiliation, user level, and the time of last login.

. Managing CTPView Users with the CTPView Admin Center on page 47

Adding New CTPView Users (CTPView)

Related
Documentation

To add a new CTPView user:

1. From the Admin Center, select Users > Add New User.
2. Type a username for the new user.

The username must be at least 6 characters and no more than 30 charactersin length.
The name can include alphanumeric characters and the following nonalphanumeric
characters:

1l @#%&-_={1[1,

3. Select a group for the new user from the list.
The new user is assigned the properties associated with this group.
4. Type a password for the user in both fields.

Click Password Help to display the password requirements. The user is forced to
change this password at the first login.

5. Click Add User.

The new user is immediately added to the All Users table.

. Managing CTPView Users with the CTPView Admin Center on page 47
.« CTPOS and CTPView Software Password Requirements on page 40
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Modifying CTPView User Properties (CTPView)

Related
Documentation

CTPView users are assigned to a group when created, and inherit the properties associated
with that user group. You can override these properties for any or all members of a group.

To modify CTPView user properties:

1. From the Admin Center, select Users > Modify User Properties.

2. Select a username from the list to display the user’s current properties.

3. (Optional) Select a new user level.

4. (Optional) Select the maximum number of days allowed between logins.

5. (Optional) Select the minimum number of days allowed between password changes.
6. (Optional) Select the number of days a new password is valid.

7. (Optional) Select the number of days before password expiration that a warning is
first provided.

8. (Optional) Select the number of days the user can still log in after a password expires
before access is blocked.

9. (Optional) Type a date on which access is blocked from that date forward.
This field overrides all other properties.

10. Click Update User Properties.

. Managing CTPView Users with the CTPView Admin Center on page 47

Monitoring CTPView Groups (CTPView)

Related

Documentation

To display all CTPView user groups:
1. From the Admin Center, select Groups > All Groups.

The view-only table displays all groups that are currently configured. The table also lists
the default user properties configured for the group. You can configure individual user
properties to override the group defaults.

. Managing CTPView Users with the CTPView Admin Center on page 47

Modifying CTPView User Group Affiliation (CTPView)

CTPView users are assigned to a group when created. Typically, groups are used to group
users that share a common set of user properties. However, shared properties are not a
requirement. If desired, user groups can simply label a set of users without regard to their
individual user properties.

50
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0 NOTE: Changing a user’s group affiliation does not alter the user’s current

properties.

To modify CTPView user properties:

From the Admin Center, select Users > Modify User’s Group Affiliation.
Select a username from the list to display the user’s current group affiliation.
Select a new group from the list.

Click Update Group.

Related . Managing CTPView Users with the CTPView Admin Center on page 47

Documentation

Adding a New CTPView User Group (CTPView)

To add a new CTPView user group:

1.

2.

3.

4.

From the Admin Center, select Groups > Add New Group.
Enter a group name.

The group name must be at least 6 characters and no more than 30 characters in
length. The name can include alphanumeric characters and the following
nonalphanumeric characters:

l@#%&-_={1}[1],

Select a default user level for members of the group.

Click Add Group.

Modifying CTPView User Group Default Properties (CTPView)

CTPView users are assigned to a user group when created and by default inherit the
properties associated with the group. You can override these properties for any or all
members of a group.

To modify CTPView user properties:

1.

From the Admin Center, select Groups > Modify Group Properties.

Select a group name from the list to display the group’s current properties.
(Optional) Select a default user level.

(Optional) Select the maximum number of days allowed between logins.

The default is 30 days.

(Optional) Select the minimum number of days allowed between password changes.

The default is 1 day.
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6. (Optional) Select the number of days a new password is valid.
The default is 60 days.

7. (Optional) Select the number of days before password expiration that a warning is
first provided.

The default is 7 days.

8. (Optional) Select the number of days the user can still log in after a password expires
before access is blocked.

The default is 14 days.
9. (Optional) Type a date on which access is blocked from that date forward.
This field overrides all other properties.

10. (Optional) Select Update current members to apply these changes to all members
of the group.

If you do not select this option, the group changes do not affect any current member
of the group.

1. Click Update Group Properties.

Related . Managing CTPView Users with the CTPView Admin Center on page 47
Documentation

Prohibiting and Reinstating CTPView Access by Users (CTPView)

You can prevent individual users from accessing the CTPView software until you reinstate
that access.

. Displaying Prohibited CTPView Users (CTPView) on page 52
« Prohibiting User Access to CTPView (CTPView) on page 52
- Reinstating Prohibited CTPView Users (CTPView) on page 53

Displaying Prohibited CTPView Users (CTPView)
To display currently prohibited CTPView users:

« From the Admin Center, select Prohibit > Current Prohibited Users.

The view-only table displays all prohibited users, the time each was prohibited, who
prohibited the user, and the last time the user access the CTPView software.

Prohibiting User Access to CTPView (CTPView)
To prohibit a CTPView user:
1. From the Admin Center, select Prohibit > Designate Prohibited User.

2. Select the user from the list.

3. Click Submit Prohibited User.
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Reinstating Prohibited CTPView Users (CTPView)

To reinstate a currently prohibited CTPView user:

1. From the Admin Center, select Prohibit > Reinstate Prohibited User.
2. Select the user from the list.

3. Click Reinstate Prohibited User.

Related . Managing CTPView Users with the CTPView Admin Center on page 47
Documentation

Deleting Users and Groups (CTPView)

You can delete active and inactive CTPView users from the user database. Inactive users
are those who have not logged in within a specified number of days; the default is 365
days. Active users have logged in more recently than the default. You can also delete
user groups.

« Deleting Active CTPView Users (CTPView) on page 53

« Deleting Inactive CTPView Users (CTPView) on page 53

« Deleting Prohibited CTPView Users (CTPView) on page 54

. Deleting CTPView Groups (CTPView) on page 54
Deleting Active CTPView Users (CTPView)

To delete an active CTPView user:

1. From the Admin Center, select Delete > Delete User.

2. Select the user from the list.

0 NOTE: Prohibited and inactive users do not appear on the list and must
be deleted separately.

3. Click Delete User.

Deleting Inactive CTPView Users (CTPView)
To delete an inactive CTPView user:
1. From the Admin Center, select Delete > Inactive User.

2. Select the number of days without a login to designate inactive users.

3. Click Delete Inactive Users.
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Deleting Prohibited CTPView Users (CTPView)

To delete a currently prohibited CTPView user from the database:

1. From the Admin Center, select Prohibit > Delete Prohibited User.
2. Select the user from the list.

3. Click Delete Prohibited User.

Deleting CTPView Groups (CTPView)

To delete a CTPView user group and all its members:

1. From the Admin Center, select Delete > Delete Group.
2. Select the group from the list.

3. Click Delete Group.

Related . Managing CTPView Users with the CTPView Admin Center on page 47
Documentation

Managing User Passwords (CTPView)

You can limit how frequently a user can reuse a password, exclude passwords, reinstate
excluded passwords, and specify the rules for forming passwords.

« Limiting Password Reuse (CTPView) on page 54

. Excluding Passwords from Use (CTPView) on page 54

« Reinstating Excluded Passwords (CTPView) on page 55

« Changing Requirements for New Passwords (CTPView) on page 55

Limiting Password Reuse (CTPView)

To limit how frequently a password can be reused:

1. From the Admin Center, select Passwords > Re-Use Password Limit.

2. Select the number of new passwords a user must create before a given password can
be re-used.

3. Click Set Password Re-Use Limit.

Excluding Passwords from Use (CTPView)
To exclude certain passwords from use:
1. From the Admin Center, select Passwords > Excluded Passwords.

2. Type a password to add to the list of excluded passwords.

3. Click Add Password to List.
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Reinstating Excluded Passwords (CTPView)

To reinstate a previously excluded password for use:

1.

2.

3.

From the Admin Center, select Passwords > Excluded Passwords.
Select the password from the list of excluded passwords.

Click Reinstate Selected Passwords.

Changing Requirements for New Passwords (CTPView)

To change the requirements for new passwords (current passwords are not affected):

1.

2.

Related .
Documentation

From the Admin Center, select Passwords > Modify Password Requirements.
(Optional) Select the minimum password length, in the range 15 through 56.
(Optional) Select the maximum password length, in the range 15 through 56.
The default is 56 characters.

(Optional) Select the minimum number of lowercase letters, in the range 1 through
56.

(Optional) Select the minimum number of uppercase letters, in the range 1 through
56.

(Optional) Select the minimum number of numerals, in the range 1through 56.

(Optional) Select the minimum number of nonalphanumeric characters, in the range
1through 56.

Click Update Password Properties.

Managing CTPView Users with the CTPView Admin Center on page 47

CTPOS and CTPView Software Password Requirements on page 40

Configuring User Login Properties (CTPView)

You can configure a number of properties that affect how users log in to and log out of
the CTPView software.

Logging Out a CTPView User (CTPView) on page 56
Configuring Automatic Logout for a CTPView User (CTPView) on page 56

Configuring the Number of Login Attempts Allowed Before Lockout
(CTPView) on page 56

Configuring a Lockout Period for CTPView Users (CTPView) on page 56
Clearing CTPView User Counters (CTPView) on page 57
Reinstating Locked-Out IP Addresses (CTPView) on page 57
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« Creating an Access Filter to Allow or Deny IP Addresses (CTPView) on page 57
« Removing an IP Access Filter (CTPView) on page 57

Logging Out a CTPView User (CTPView)
To log out a CTPView user:
1. From the Admin Center, select Login/Logout > Logout Users.

2. Select the user from the list.

3. Click Logout Selected Users.

Configuring Automatic Logout for a CTPView User (CTPView)
To specify that a CTPView user is automatically logged out after a certain period:
1. From the Admin Center, select Login/Logout > Auto Logout.

2. Select the inactivity period from the list.

3. Click Set Auto Logout Period.

Configuring the Number of Login Attempts Allowed Before Lockout (CTPView)

To specify how many times a CTPView user can attempt to log in before the login is
considered to have failed and the user is locked out:

1. From the Admin Center, select Login/Logout > Login Limit .

2. Select the number of attempts allowed from the list.

3. Click Set Failed Login Limit.

Configuring a Lockout Period for CTPView Users (CTPView)

When a user exceeds the allowed number of failed login attempts or tries to open multiple
CTPView sessions from unigue IP addresses, the user is prevented from accessing
CTPView for a lockout period.

To specify a CTPView user’s lockout period:

1. From the Admin Center, select Login/Logout > Lockout Period.
2. Select the lockout period from the list.

3. Click Set Lockout Period.
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Clearing CTPView User Counters (CTPView)

Two counters are associated with each CTPView user. One counter tracks the number
of failed login attempts. This counter is automatically reset to zero after a successful
login. The other counter tracks the number of reminders that a user receives to change
the user password. This counter is automatically reset after the user has selected a new
password. When either counter exceeds the allowed limit, the user is locked out of
CTPView access.

To clear a user’s counters:
1. From the Admin Center, select Login/Logout > Clear Counters.

2. Select the user from the list.

3. Click Clear Counters.

Reinstating Locked-Out IP Addresses (CTPView)

When a user attempts to access the CTPView software from a second IP address with
a currently active username, the username and both IP addresses are locked.

To reinstate an IP address that has been locked from CTPView access:
1. From the Admin Center, select Login/Logout > Unlock IP.

2. Select the IP address from the list.

3. Click Reinstate Locked IP.

Creating an Access Filter to Allow or Deny IP Addresses (CTPView)

|P access filters enable you to specify whether users from an IP address or range of IP
addresses are allowed or denied access to the CTPView software.

To create an IP access filter:

1. From the Admin Center, select Login/Logout > IP Access Filter.
2. Type an IP address or range of IP addresses.
3. Select whetherto allow or deny that address or range access to the CTPView software.

In the case of conflict between multiple filters, a rule to deny an address or range
overrides a rule that allows access.

4. Click Add IP Range to List.

Removing an IP Access Filter (CTPView)
To remove an IP filter:
1. From the Admin Center, select Login/Logout > IP Access Filter.

2. Select the IP address from the list.

3. Click Remove IP Range From List.
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Related
Documentation

Managing CTPView Users with the CTPView Admin Center on page 47

Understanding CTPView GUI User Levels

This topic describes the user security levels available in the CTPView GUI.

Three user levels are provided to enhance the security of CTPView GUI logins:

Net_View—Users in this class are restricted to query-only access to CTP platforms.
Early versions of the CTPView software referred to this class as query-only users.
Net_View users can change their own passwords.

Net_Admin—Users in this class can configure CTP platforms. They do not have
permission to create or modify CTPView user accounts. Early versions of the CTPView
software referred to this class as administrators. Net_Admin users can change their
own passwords.

Global_Admin—Users in this class have all the privileges of the Net_Admin class. They
are also able to create and modify user accounts. Only members of the Global_Admin
user class have access to the CTPView Admin Center, where CTPView user and
password profiles are managed.

Each CTPView user has a profile that describes user properties, including user privileges
andrestrictions. All users are assigned to user groups. Each user group has a set of default
user properties that are transferred to new users created in or assigned to that group.
Global_Admin users can modify any of the user properties on a per-user basis.

CTPOS and CTPView Software Password Requirements

Certain requirements apply to passwords for the following:

CTPOS

CTPView server shell access accounts
CTPView GUI access accounts
MySOL accounts

GRUB Boot loader

New passwords must include the following:

From 15 to 56 characters in total

At least one lowercase letter

At least one uppercase letter

At least one numeral

At least one of the following nonalphanumeric characters: ~ '@ # % & -_={1[],

At least five characters that are not present in the old password. This requirement
applies only to user account passwords.
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New passwords must not include either of the following:

. The username as part of the password.

. More than two adjacent repeated characters.

Related . CTPView Network Management System Administration
Documentation . Managing CTPView Users with the CTPView Admin Center on page 47
. Adding New CTPView Users (CTPView) on page 49
. Changing the MySQL Apache Account Password (CTPView Server Menu) on page 32
. Changing the MySQL Root Account Password (CTPView Server Menu) on page 33
. Changing the GRUB Boot Loader Password (CTPView Server Menu) on page 31
. Setting a New Password for a Nonroot User Account (CTPView Server CLI) on page 133

. Setting a New Password for a Root User Account (CTPView Server CLI) on page 134
. Default CTPOS and CTPView Accounts and Passwords on page 39
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Adding and Removing CTP Platforms Managed by CTPView Software (CTPView)

Before you can use CTPView to manage the CTP platforms in your network, you must
configure the platforminformation in the CTPView software. In the context of the network,
the CTP platforms are often referred to as remote hosts, nodes, and remote platforms.

To add a CTP platform to your network:

1.

In the side pane, select Server > Administration.

The Administrative Functions pane is displayed.

2. Enter a unigue name for the remote host.
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Enter a management IP address for the host.

This address is used for the CTPView management connection to the host.

If the host is running CTPOS 4.1 or lower, select the checkbox.

Enter a password to be used by the CTPView software when accessing the host.

Select a group to associate with the host; only the default group is available if no
other groups have been configured.

Select the model number for the host.

Include or exclude the host from monitoring by the CTPView software by selecting
Yes or No.

Select how the CTPView software accesses the host when the host has beenincluding
for network monitoring.

. Select the SNMP community associated with the host.

. Click Add New Remote Host.

To remove a CTP platform from your network:

1.

In the side pane, select Server > Administration.
The Administrative Functions pane is displayed.

Click the Remove Remote Host field, select the group to which the host belongs, and
then select the remote host.

Click Remove Remote Host.

Adding and Removing Host Groups (CTPView)

CTPView software enables you to create host groups. Subsequently you assign one or
more CTP platforms to each host group. The host groups enable easier connection and
monitoring of CTP platforms, especially as your network becomes large and complex.
Host groups are displayed at the top of the CTPView side pane. There you can choose a
group and then connect to a host that is a member of that group.

Host groups and names are often configured based on geography or application type. If
you do not define a group, then the CTP platforms are placed in the default group.

To add a host group:

1.

2.

3.

In the side pane, select Server > Administration.
The Administrative Functions pane is displayed.
Enter a unigue name for the host group.

Group names can include from 3 to 20 characters consisting of letters, numbers,
hyphens, and underscores.

Click Add New Group.
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To remove a host group:

0 NOTE: Removing a host group automatically deletes all host that are
members of that group. If that is not your intention, move those hosts to
another group before you perform the following steps.

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.
2. Click the Remove Host Group field and select the group.

3. Click Remove Group.

Related . Managing CTP Platforms in the Network (CTPView) on page 64
Documentation

Adding and Removing SNMP Communities (CTPView)

You can configure SNMP communities for management of CTP platformsin your network.
To add an SNMP community:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.
2. Enter a unique name for the community.

3. Click Add New Community.
To remove an SNMP community:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.
2. Select the community.

3. Click Remove Community.

Related . Managing CTP Platforms in the Network (CTPView) on page 64
Documentation

Copyright © 2010, Juniper Networks, Inc. 63



CTPView Network Management System Administration

Managing CTP Platforms in the Network (CTPView)

When CTP platforms have already been configured in the CTPView software, you can
subsequently change many aspects of that configuration.

To manage a CTP platform (remote host) in your network:

1.

8.

In the side pane, select Server > Administration.

The Administrative Functions pane is displayed.

Click Manage Network Hosts.

The Manage Network pane is displayed.

Select a host group and click Show Selected Groups.

A table listing all CTP platforms in the network is displayed.

(Optional) Select a different Group Name to change the host’s group affiliation.

(Optional) Make a selection in the Monitor column to change whether CTPView
monitors the host.

(Optional) Make a selection in the Connect Type column to change how CTPView
accesses a monitored host.

(Optional) Make a selection in the SNMP Community column to change the SNMP
community associated with the host.

Click Submit Changes. If you do not want to submit your changes, then click Reset.

Alternatively, you can perform the following steps to access CTP platform management:

1.

In the side pane, select Network > Monitoring.
The Administrative Functions pane is displayed.
Click Manage Network Hosts.

The Network Monitoring pane is displayed.
Click Manage Network.

The Manage Network pane is displayed.

Perform steps 3 through 8 as described above.

Related . Monitoring the Network with the CTPView Software (CTPView) on page 79

Documentation

. Changing the Display Settings for CTPView Network Monitoring (CTPView) on page 80

« Checking the CTPView Server Connection to CTP Platforms in the Network (CTPView)

on page 81
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Configuring Email Notifications (CTPView)

You can configure the CTPView software to send email notifications to a distribution list
when certain events take place on the CTP platform. Table 4 on page 65 lists the events
for which you can configure email notification.

Table 4: CTP Platform Events for Email Notifications

Event

CTP platform state is Unreachable.

CTP platform state is Check Host.

CTP port state is Active-Down.

CTP port state is Assessing.

CTP port state is Active-Up.

CTP port state is Disabled.

To configure email notifications for CTP platform events:

1.

In the side pane, select Server > Administration.

The Administrative Functions pane is displayed.

Click Email Notifications.

The Email Notifications window is displayed.

Enter the name or IP address of a qualified mail server.
Click Change Mail Server.

Click Send Test Email to verify email connectivity.

Type an email address in the Add Recipient to List field.

(Optional) Check Add Recipient to all Lists if you want the recipient to receive
notification for all events.

Click Add Email Address to add the recipient to the master list of email recipients.

For any event listed in Table 4 on page 65, select a recipient for notification and click
Add Recipient.

10. Click Close Window when finished.

To remove recipients from a notification list:

1.

In the side pane, select Server > Administration.

The Administrative Functions pane is displayed.

2. Click Email Notifications.
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The Email Notifications window is displayed.

3. Do either of the following:

. Select arecipient from the master list, and click Remove Email Address to remove
the recipient from all notifications.

. Selectarecipient from any of the event lists, and click Remove Recipient to remove
the recipient from that list.

4. Click Close Window when finished.

Related . Monitoring the Network with the CTPView Software (CTPView) on page 79
Documentation

Setting the CTPView Server Start-Up Banner (CTPView)

When you log in to the CTPView server, a log-in or start-up banner presents a message.
This banner is displayed whether you log in through the CTPView GUI or through an SSH
connection. You can change the banner to display the desired message.

To set the start-up banner:

1. Inthe side pane, select Server > Administration.

The Administrative Functions pane is displayed.
2. Click Set Start-up Banner.

The Modify Start-Up Banner Content window is displayed.
3. Type your message in the field.

4. Click Submit Changes. If you do not want to submit your changes, then click Undo
Changes.

Related . Setting the CTP Platforms Login Banner (CTPView) on page 66
Documentation

Setting the CTP Platforms Login Banner (CTPView)

When you log in to the CTP platforms through an SSH connection, a banner presents a
message. You can change the banner to display the desired message. You can also
configure different banners for different CTP platforms.

To set the platform login banner:

1. Inthe side pane, select Node > Maintenance.
The Node Maintenance pane is displayed.
2. Click Update CTP Login Banner.

The Upgrade CTP Banner window opens and displays the current CTPView software
start-up banner and a list of platform groups and their members.
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3. Skip to step 8 if you want to copy the current banner to the CTP platforms.

4. Click Change Banner to use a message different than the current banner.
The Modify Start-Up Banner Content window is displayed.

5. Type your message in the field.

6. Click Submit Changes. This action changes the start-up banner for CTPView itself. If
you do not want to submit your changes, then click Undo Changes.

7. Click Return to CTP Banner Upgrade.

8. Click the name of a platform. You can select more than one platform by holding down
the Ctrl key when you click the platform names.

9. Click Upgrade Banner on CTP(s).

The banneris pushed to each selected CTP platform. The new login banner is displayed
in your terminal window when you create an SSH connection to the platform. It is also
displayed when you log in to the CTPView server through the CTPView GUI or through
an SSH connection.

Related . Setting the CTPView Server Start-up Banner (CTPView) on page 66
Documentation

Configuring an SSH Connection to a CTP Platform that Persists Through the Session
(CTPView)

This topic describes how to configure CTP platforms so that an SSH connection remains
established for the entire session when the CTPView server connects to the platform.

SSH port forwarding creates an encrypted and protected connection between the
CTPView software and a remote CTP platform, that remains up as long as the server
connection to the platform is up. It must be enabled on both the CTP platform and the
CTPView software; it is enabled on both by default. When this feature is not enabled,
the CTPView server creates a separate SSH connection to the platform for each command
and configuration change. This feature reduces overhead and increases performance of
the CTPView software. You can choose to disable this feature or reenable it.

To disable SSH port forwarding on the connected CTP platform:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.
2. Click CTP Port Forwarding Is Allowed and confirm the action when prompted.

The button text changes to CTP Port Forwarding Is Prohibited.
To enable SSH port forwarding on the connected CTP platform:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.

2. Click CTP Port Forwarding Is Prohibited and confirm the action when prompted.
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Related
Documentation

The button text changes to CTP Port Forwarding Is Allowed.

You can also change the state of this feature by selecting System > Configuration in the
side pane and clicking SysMon. You can then select Enabled or Disabled for the feature.

When the SSH port forwarding connection is successfully made to a connected CTP
platform, Port Forwarding is displayed at the top of the side pane immediately under the
name of the connected CTP platform.

. Configuring an SSH Connection to a CTP Platform that Persists Through the Session
(CTPView Server Menu) on page 109

Setting the CTPView Server Clock (CTPView)

Related
Documentation

The date and time configured on the CTPView server is displayed in the heading section
of the CTPView GUI, regardless of which pane is currently displayed. You can change the
time zone, date, and time for the server.

o NOTE: We strongly recommend that you set the time zone to Coordinated
Universal Time (UTC) on all CTPView servers and CTP platforms in your
network. This practice is necessary to enable the statistics graphs of CTP
network behavior to accurately represent when particular events occurred.
CTP platform time is set when you first power up the device.

To set the date and time on the CTPView server clock:

1. Inthe heading section, click the globe icon to the right of the current time display.
The Clock CTPView window is displayed.

2. (Optional) Select a different time zone and click Submit New Timezone.

0 NOTE: Changing the time zone reboots the CTPView server.

3. If you want only to adjust the time and not change the time zone, click Cancel.
The Clock CTPView window now displays the current time and fields for the new time.

4. Select new values to adjust any or all of the day, month, year, hour, minute, or second,
and click Submit Changes.

The current time displayed in the CTPView GUI does not update automatically. When
you navigate to any other pane in the software, the time display updates.

. Powering On the CTP Platform
. Managing NTP Servers for the CTPView Network (CTPView) on page 69
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Managing NTP Servers for the CTPView Network (CTPView)

NTP servers are used to synchronize system clocks over an IP network. You can manage
your NTP peers and clients from the NTP Server Settings window. This window displays
the results of a query of the configured NTP peers. Table 5 on page 69 describes the
information provided in the results. From this window you can stop the NTP daemon,
add and remove NTP peers, and synchronize to a particular peer. For more information
about the information displayed in the summary, consult a reference on NTP.

Table 5: Summary Information for NTP Server Peers

Field Description

remote Hostname or IP address of the reference clock source. LOCAL refers to the system time on the NTP
server. Table 6 on page 69 describes the meaning of a prefix to the name or address.

refid Reference ID that identifies the type of the reference clock. Typically this is the master clock to which
that NTP server peer is synchronized. When the master clock is unknown, 0.0.0.0 is displayed.

st Stratum number of the NTP server peer.

t Remote peer type: broadcast, local, multicast, or unicast.

when Time since the last packet was received, in seconds. When this value matches the poll value, the reference
clock is queried, and when is reset to zero.

poll Polling interval, in seconds.

reach Reachability register, displayed in octal format. Indicates whether data was readable from the NTP
server peer at the last poll, and whether the peer was synchronized to another time source.

delay Current estimated round-trip time for queries to the remote peer.

offset Difference between the reference time value and the CTPView server clock.

jitter Magnitude of the jitter between several time queries.

A prefix to the peer name or IP address indicates the fate of the peer in the clock selection
process. Table 6 on page 69 describes the possible values.

Table 6: Prefixes Designating Peer Clock Selection Status

Prefix Meaning

space The peer is discarded as unreachable, synchronized to this server (I a synchronization loop), or having a very
large synchronization distance.

X Peer is discarded by the intersection algorithm as a false ticker.

Peer is discarded by the clustering algorithm as an outlier.

Peer is a survivor and a candidate for the combining algorithm.
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Table 6: Prefixes Designating Peer Clock Selection Status (continued)

# Peer is a survivor, but is not one of the first six peers sorted by synchronization distance. If the association is
ephemeral, it may be demobilized to conserve resources.

* Peer has been declared the system peer and lends its variables to the system variables.

o Peer has been declared the system peer and lends its variables to the system variables. However, the actual
system synchronization is derived from a pulse-per-second (PPS) signal, either indirectly by means of the PPS
reference clock drive or directly by means of the kernel interface.

A summary of NTP network client access lists the IP address and netmask for each
network client. You can add and remove network clients and modify client netmasks.

« Accessing the NTP Server Settings Window (CTPView) on page 70

- Stopping the NTP Daemon (CTPView) on page 70

« Adding an NTP Peer (CTPView) on page 70

« Removing an NTP Peer (CTPView) on page 71

« Synchronizing the CTPView Server to an NTP Peer (CTPView) on page 71

« Adding NTP Network Clients (CTPView) on page 71

. Removing an NTP Network Client (CTPView) on page 71

« Modifying the Netmask of an NTP Network Client (CTPView) on page 71
Accessing the NTP Server Settings Window (CTPView)

To configure NTP servers:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.

2. Click NTP Server Configuration.

The NTP Server Settings window is displayed.

Stopping the NTP Daemon (CTPView)
To stop the NTP sever daemon:

« Inthe NTP Server Settings window, click Stop NTP Daemon.

The connection to the listed NTP server peers is brought down, and the Summary of
NTP Server Pairs table is cleared.

Adding an NTP Peer (CTPView)

To add an NTP peer to the summary table:

1. Inthe NTP Server Settings window, type an IP address or fully qualified domain name
in the Manage NTP Peers section.

2. Click Add New NTP Peer.
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The peer address or name and information appear in the summary table.

Removing an NTP Peer (CTPView)

To remove an NTP peer from the list of configured peers:

1. Inthe NTP Server Settings window, select a peer to remove in the Manage NTP Peers
section.

2. Click Remove Selected Peer.

The peer is removed from the table, and the NTP daemoniis restarted if it was running.

Synchronizing the CTPView Server to an NTP Peer (CTPView)
To manually synchronize the server to an NTP peer:

1. Inthe NTP Server Settings window, select a peer for synchronization in the Manage
NTP Peers section.

2. Click Sync to Selected Peer.

Adding NTP Network Clients (CTPView)

To add a new network client:

1. Inthe NTP Server Settings window, type an IP address or fully qualified domain name
in the Manage NTP Client Access section.

2. Click Add New Network Client.

The client address or name and netmask appear in the summary table.

Removing an NTP Network Client (CTPView)

To remove an NTP network client from the list of configured clients:

1. Inthe NTP Server Settings window, select a client to remove in the Manage NTP Client
Access section.

2. Click Remove Selected Network Client.

The client isremoved from the table, and the NTP daemon is restarted if it was running.

Modifying the Netmask of an NTP Network Client (CTPView)
To modify a client netmask:

1. Inthe NTP Server Settings window, select a client in the Manage NTP Client Access
section.

2. Select a new netmask.

3. Click Modify Client Netmask.
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Configuring Automatic Monitoring of CTP Platforms (CTPView)

You can configure certain monitoring operations to be automatically performed on the
CTP platforms in the network. You manage these operations in the CTPView Automatic
Functions window. This window displays a summary table of the currently configured
automatic settings for the connected CTP platform. Table 7 on page 72 describes the
information provided in the table. From this window you can add and remove automatic
operations for the CTP platform, and configure the monitoring details.

Table 7: Current CTPView Automatic Settings

Field

Description

Action

One of the following monitoring operations:

« Backup Current MySOL Databas.e

« Gather Remote Host Statistical Data—Retrieves the data used to create the plots of IP Buffer Usage, Delay
Jitter, Round Trip Delay, and Missing Packets.

« Update Network Interface Device Information—Collects network interface device information. Use this
automatic function if you configure virtual IP addresses using the CLI or if you use multiple CTPView servers
to configure CTP platforms and virtual IP addresses.

« Remove Outdated Files—Removes older files (typically CTP platform statistical data) based on the age of
the data. The age criterion can be set to 6, 9, or 12 months. We recommend that you configure this automatic
function to ensure that the file system does not become filled.

« Synchronize Secondary Servers—Copies information from the primary server to each secondary server. The
information includes SSH keys, archived port configurations, email notifications, port forwarding settings,
trigger point for hard drive usage warning level, and CTP platform identification information (IP address,
hostname, group name).

« Synchronize Secondary Servers and Remote Hosts—Copies information from the primary server to each
secondary server and CTP platform. The information transferred to the secondary servers includes SSH
keys, archived port configurations, email notifications, port forwarding settings, trigger point for hard drive
warning usage level, CTP identification information (IP address, hostname, group name), and CTP statistical
data. The function copied from the primary server to CTP platforms includes each secondary server’s SSH
key.

« Save Current CTP Host System Configuration—Saves every CTP platform configuration at the specified
time interval. CTPView will save the 10 most recent configurations.

Minute

Minute of the hour when the operation is scheduled to take place.

Hour

Hour of the day when the operation is scheduled to take place.

Day

Date when the operation is scheduled to take place.

Month

Month when the operation is scheduled to take place.

Day of Week

Day of the week when the operation is scheduled to take place.

« Accessing the CTPView Automatic Functions Window (CTPView) on page 73
. Adding an Automatic Monitoring Operation (CTPView) on page 73

« Removing an Automatic Monitoring Operation (CTPView) on page 73

72
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Accessing the CTPView Automatic Functions Window (CTPView)

To configure automatic functions:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.
2. Click Automatic Functions.

The CTPView Automatic Functions window is displayed.

Adding an Automatic Monitoring Operation (CTPView)

To add an automatic monitoring operation:

1. Inthe CTPView Automatic Functions window, select an action.
2. Select when you want the operation to take place.

The numbers you select represent a specific time, not an interval of time. For example,
the default setting of [0,1,ANY,ANY,ANY] means that action occurs at the O minute
(on the hour) of the first hour (1 AM) every day (any day of any month, landing on any
day of the week). A setting of [30,16,8,ANY,ANY] causes the action to occur at 4:30
PM on the 8th of every month.

3. Click Add New Entry; the operation appears in the summary table.

If you decide not to add the entry, click Reset.

To have the same function performed at different times, add a new entry for that operation
for each time.

Removing an Automatic Monitoring Operation (CTPView)
To remove an automatic monitoring operation:

1. Inthe summary table in the CTPView Automatic Functions window, click the Remove
checkbox for each action you want to remove.

2. Click Remove Selected Lines; the operation disappears from the summary table.

Related . Setting a Limit on File Transfer Bandwidth Between the CTPView Server and CTP
Documentation Platforms (CTPView) on page 73

« Synchronizing Multiple CTPView Servers (CTPView) on page 75

Setting a Limit on File Transfer Bandwidth Between the CTPView Server and CTP
Platforms (CTPView)

You can specify a limit on the bandwidth used for file transfers between the CTPView
server and the CTP platforms in the network. By default, the bandwidth throttling value
is set to 100,000 Kbps, the full bandwidth available on the server’s Ethernet port.
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Documentation

Throttling the bandwidth is typically not necessary and may be required only when the
local LAN segment experiences significant load and bandwidth limitations.

The following functions are affected by bandwidth throttling:

. Gathering statistical data for plots

« Synchronizing secondary CTPView servers
« Saving CTP platform configurations

« Modifying CTP platform login banners

« Upgrading the CTP operating system software

0 NOTE: The bandwidth throttling configuration has no effect on data packet
throttling.

To configure the bandwidth limit:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.
2. Click Automatic Functions.

The CTPView Automatic Functions window is displayed, and shows the current value
for bandwidth throttling for the CTPView server.

3. Select a new throttling value.

4. Click Modify Throttle Value.

. Configuring Automatic Monitoring of CTP Platforms (CTPView) on page 72

Restoring CTPView Software Configuration Settings and Data (CTPView)

This topic lists two methods to restore the CTPView software configuration settings and
data. Typically you restore this information only after one of the following events has
occurred:

. Aninstallation of the latest version of the CTPView server operating system, which
reformats the server’s hard drives.

« Inthe unlikely event of a data loss.
Use one of the following methods to restore saved CTPView information:

. Usethe CTPView restore utility in the CTPView server menu. You must use this method
when you have only a single CTPView server.

See “Restoring CTPView Software Configuration Settings and Data with the Restore
Utility (CTPView Server Menu)” on page 20.
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Related .
Documentation

Synchronize the server. This method is available only when you have two or more
CTPView servers in your network.

See “Restoring CTPView Software Data by Manually Synchronizing the CTPView Server
(CTPView)” on page 20.

Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

Restoring CTPView Software Data by Manually Synchronizing the CTPView Server

(CTPView)

This topic describes how to use CTPView server synchronization to restore the CTPView
software configuration settings and data.

To restore your saved information by synchronizing the CTPView server with another
server:

1.

2.

Related .
Documentation

Synchronizing Multip

Log in to the CTPView GUI on the server for which you are restoring the data.

Inthe side pane, select Server > Administration to display the Administrative Functions
pane.

Click Server Synchronization.
Verify that the server is either not listed or its Server Type is set to Not Selected.
Log in to the CTPView GUI on the server from which you are restoring the data.

In the side pane, select Server > Administration to display the Administrative Functions
pane.

Click Server Synchronization.

Ensure that the Server Type is set to Primary Server for this server, Secondary Server
for the server being updated, and Not Selected for all other CTPView servers listed.

Click Manually Synchronize Network.

The Synchronize Secondary Servers window opens.

. Click Select All Hosts, and then click Synchronize Servers.

. When the synchronization is completed, restore the Server Type for all CTPView

servers to the values that you normally use for your network.

Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Restoring CTPView Software Configuration Settings and Data (CTPView) on page 19

le CTPView Servers (CTPView)

When you have more than one CTPView server in your network, you can synchronize
some or all of the servers to the same configuration. You must designate one server as
the primary server and the others as secondary servers. When you add a secondary server,
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the primary server sets up SSH authorization keys with the secondary server so it can
communicate without requiring the login password again. The server configuration settings
apply only to the server you are logged in to. These settings do not affect the other
CTPView servers in the network.

The primary server has a 15-second period to establish contact with a remote CTP
platform. If the period times out, the primary server skips to the next remote CTP platform
and continues executing the program. This information is displayed in the screen output
and logs. When you add a new remote CTP platform to a primary server, the new
platform’s SSH RSA keys are also exchanged with each secondary server. You can disable
this feature in the Administrative Functions pane when you add the new remote platform.

The following definitions are restricted in scope to the server that you are logged in to.
Each server maintains its own file of server designations that it refers to when performing
a server synchronization. You do not need to configure settings on a remote secondary
server for that server to be updated by the primary server that is performing the
synchronization.

« Primary server—You can designate any server running the correct CTPView software
version as a primary server. The primary server runs the synchronization program and
distributes data to the secondary servers. Regardless of how any other server is
configured, the data on a primary server cannot be overwritten by any other server
running the server synchronization program.

« Secondary server—On the primary server, you can designate any server running the
correct CTPView software version as a secondary server. Synchronization updates the
data files on the secondary server to match the files on the primary server.

« Data files—Synchronization applies to statistical history archived from the CTP
platforms and the information needed to communicate with the platforms: IP
addresses, hostnames, host menus, and SSH authorization keys.

e NOTE: Server synchronization is supported only on CTPView 1.4.2 or higher
releases.

« Configuring a CTPView Server Synchronization Network (CTPView) on page 76
« Synchronizing the CTPView Server Network Automatically (CTPView) on page 77
« Synchronizing the CTPView Server Network Manually (CTPView) on page 78

Configuring a CTPView Server Synchronization Network (CTPView)

You must identify a primary server and one or more secondary servers as members of a
synchronization network.

To configure your synchronization network:

1. Logintothe CTPView server selected to be the primary server.
2. Inthe side pane, select Server > Administration.

The Administrative Functions pane is displayed.
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3. Click Server Synchronization.
The Server Synchronization pane is displayed.

4. Inthe Add Network Server section, type the information required for the primary server:
IP address, name, admin login name, and login password, and click Add New Server.

The primary server information is displayed in the Current Server Synchronization
Settings table. The server name is used for display purposes only and does not need
to be the server's UNIX hostname.

5. Add the same information to the table for each of the additional CTPView servers in
your network that you want to synchronize with the primary server.

6. Inthe Current Server Synchronization Settings table, select a server type for each
server: Primary Server for the primary CTPView server, and Secondary Server for
each of the secondary servers.

The primary server must be the server you are currently logged in to.

7. (Optional) Set the server type to Not Selected when you want to temporarily remove
a server from the synchronization process.

To add this server back to the synchronization network, select Secondary Server for
the server type.

8. (Optional) Click the Remove box to remove a server from the synchronization network.

The server is deleted from the table. If you later want this server to be part of the
synchronization network, you must add it back to the table.

9. Click Commit Changes to save this configuration.

If you want to restore the original settings in the table, click Reset instead of Commit
Changes.

Synchronizing the CTPView Server Network Automatically (CTPView)

To automatically synchronize your network:

1. Inthe Server Synchronization pane, click Set Automatic Functions.
The CTPView Automatic Functions pane is displayed.

2. Select Synchronize Secondary Servers and Remote Hosts or Synchronize Secondary
Servers.

When the secondary servers and the CTP platforms are synchronized, the CTPView
software copies the necessary SSH keys to each secondary server so that it can
communicate with the CTP platforms without requiring the login password to be
entered. When only the secondary servers are synchronized, only server-specific
information Is synchronized.

3. Select when you want the operation to take place.

The optimal configuration runs the synchronization shortly after the statistical data
is obtained from the CTP platforms. The numbers you select represent a specific time,
not an interval of time. For example, the default setting of [0,1,ANY,ANY,ANY] means
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that synchronization occurs at the O minute (on the hour) of the first hour (1 AM) every
day (any day of any month, landing on any day of the week). A setting of
[30,16,8,ANY,ANY] causes the synchronization to occur at 4:30 PM on the 8th of every
month.

Click Add New Entry; the operation appears in the summary table.

If you decide not to add the entry, click Reset.

To have the same function performed at different times, add a new entry for that operation
for each time.

Synchronizing the CTPView Server Network Manually (CTPView)

To manually synchronize your network:

1.

In the Server Synchronization pane, click Manually Synchronize Network.
The Synchronize Secondary Servers window is displayed.

(Optional) Click the name of the CTP platform on which you want to check the SSH
RSA keys during synchronization.

You can select more than one platform by holding down the Ctrl key when you click
the platform names. Alternatively, you can click Select All Hosts to select all the listed
CTP platforms.

3. Click Synchronize Servers.
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Monitoring CTP Platforms (CTPView)

- Monitoring the Network with the CTPView Software (CTPView) on page 79
« Changing the Display Settings for CTPView Network Monitoring (CTPView) on page 80

« Checking the CTPView Server Connection to CTP Platforms in the Network
(CTPView) on page 81

« Displaying Runtime Query Results for a CTP Platform (CTPView) on page 83

« Overriding CTP Platform Network Status and Adding Comments (CTPView) on page 83
« Saving CTP Platform Configurations (CTPView) on page 84

« Setting an Audible Alert for CTP Platform Status (CTPView) on page 86

. Displaying CTPView Network Reports (CTPView) on page 87

. Field Descriptions in CTPView Network Reports (CTPView) on page 88

. Displaying Network Statistics (CTPView) on page 89

Monitoring the Network with the CTPView Software (CTPView)

You can enable network monitoring so that the CTPView software can periodically check
the reachability of CTP platformsinyour network. You must also have configured network
monitoring on the CTP platforms you want to monitor.

0 NOTE: Network monitoring is not supported for Vcomp bundles.

To enable CTPView network monitoring:

1. Inthe side pane, select Network > Monitoring.

The Network Monitoring pane is displayed. A Network Monitoring box displays the
status of monitoring, Running or Stopped.

2. Click the button for the group of CTP devices you want to monitor.
3. Click Click to Start to initiate monitoring of the selected group.

The operation or alarm status of each device in the group, and of each port on the
device, is displayed. Table 8 on page 80 lists the status options. A color key in the pane
indicates the port state. The highest alarm level on a CTP device percolates up to the
button for its group.
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Table 8: Platform Group and Port Status

Status

Description

Active-Down

The port is configured as active, but the port state is Down,
meaning that no circuit is established to the port.

Active-Up The port is configured as active, and the port state is Up,
meaning that a circuit is established to the port.

Assessing The problemis being assessed, and a user has placed the CTP
platform into the Assessing state.

Check Host The CTP platform is reachable across the network, but the
CTPView software is unable to communicate with the platform
to obtain the status of the ports.

Disabled The circuit is configured as disabled. Ports not attached to
bundles are marked Disabled.

No Data No data can be obtained from the CTP platform. You must

investigate further to determine the cause.

Unreachable

The CTPView server cannot reach the CTP host. This alarm
can be due to an IP network problem, a site problem (such as
a power outage), or a CTP equipment or configuration issue.

Related
Documentation

You canclick ona CTP platform button and host button to perform additional monitoring
operations, such as checking the host connection, displaying the runtime query results,
or overriding the network status.

. Managing CTP Platforms in the Network (CTPView) on page 64

. Changing the Display Settings for CTPView Network Monitoring (CTPView) on page 80

« Checking the CTPView Server Connection to CTP Platformsin the Network (CTPView)

on page 81

. Displaying Runtime Query Results for a CTP Platform (CTPView) on page 83

« Overriding CTP Platform Network Status and Adding Comments (CTPView) on page 83

. Configuring Email Notifications (CTPView) on page 65

Changing the Display Settings for CTPView Network Monitoring (CTPView)

You can change several settings to customize the look of CTPView network monitoring.

To change the display settings:

1. Inthe side pane, select Network > Monitoring.

The Network Monitoring pane is displayed.

2. Click Display Settings.
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Related .
Documentation

The Display Options window opens.
You can change the following display options:
« Number of platform group buttons in a row.

- Width of each group button, in pixels.

. Text size of each group button, in pixels.
. Text size of each port button, in pixels.

» Level of debugging information.

- Audible notification by the browser each time status is reported as UNREACHABLE,
CHECKHOST, or ACTIVE-DOWN.

Select the setting values you want to change. Click Submit Choices to accept your
changes, or click Undo Changes to restore the current value.

Managing CTP Platforms in the Network (CTPView) on page 64
Monitoring the Network with the CTPView Software (CTPView) on page 79

Checking the CTPView Server Connection to CTP Platformsin the Network (CTPView)
on page 81

Setting an Audible Alert for CTP Platform Status (CTPView) on page 86

Checking the CTPView Server Connection to CTP Platformsin the Network (CTPView)

You can determine whether the CTPView server is currently able to reach one or more
of the CTP platforms in your network. This is a one-time, immediate check rather than
ongoing network monitoring.

Checking Connections from the Network Monitoring Pane (CTPView) on page 81
Checking Connections from the Node Maintenance Pane (CTPView) on page 82
Displaying Previously Logged Connection Status (CTPView) on page 82

Checking Connections in the Remote Host Options Window (CTPView) on page 82

Checking Connections from the Network Monitoring Pane (CTPView)

To check the current reachability of CTP platforms:

1.

In the side pane, select Network > Monitoring.
The Network Monitoring pane is displayed.
Click Check Connections.

The Check Connections to CTPs window opens and displays a list of platform groups
and their members.

Click the name of the platform you want to check.
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You can select more than one platform by holding down the Ctrl key when you click
the platform names. Alternatively, you can click Select All Hosts to select all the listed
CTP platforms.

Click Check Connection to Selected CTPs.

The CTPView software checks the connection to each selected CTP device in turn
and displays the results.

Checking Connections from the Node Maintenance Pane (CTPView)

You can also check CTP platform connections from the Node Maintenance pane.

1.

In the side pane, select Node > Maintenance.
The Node Maintenance pane is displayed.
Click Check Connection to CTP(s).

The Check Connections to CTPs window opens and displays a list of platform groups
and their members.

Click the name of the platform you want to check.

You can select more than one platform by holding down the Ctrl key when you click
the platform names. Alternatively, you can click Select All Hosts to select all the listed
CTP platforms.

Click Check Connection to Selected CTPs.

The CTPView software checks the connection to each selected CTP device in turn
and displays the results.

Displaying Previously Logged Connection Status (CTPView)

To display logs of previous connection checks:

1.

In the Check Connections to CTPs window, click Show Active Log.

2. (Optional) Click Archive This Log to archive the current results summary tables.

3. (Optional) Click View All Summaries to display previously archived results summary

tables.

Checking Connections in the Remote Host Options Window (CTPView)

The CTPView software provides another way to check CTP platform connections starting
from the Network Monitoring pane.

1.

Perform the steps listed in “Monitoring the Network with the CTPView Software
(CTPView)” on page 79.

Monitoring is started for the selected port or platform.
Click the button for a platform or port being monitored.

The Remote Host Options window is displayed.
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3. Click Check Host Connection or Check Port Connection.

A new window displays the SSH query and response and the SNMP query and response.

Related . Managing CTP Platforms in the Network (CTPView) on page 64
Documentation

Monitoring the Network with the CTPView Software (CTPView) on page 79
Changing the Display Settings for CTPView Network Monitoring (CTPView) on page 80

Displaying Runtime Query Results for a CTP Platform (CTPView)

You can quickly access the runtime query results for a CTP platform or port from the
Network Monitoring pane.

To display the runtime query results:

1. Perform the steps listed in “Monitoring the Network with the CTPView Software
(CTPView)” on page 79.

The Network Monitoring pane is displayed.
2. Click the button for a platform or port being monitored.
The Remote Host Options window is displayed.

3. Click Show Runtime Query for all ports or, if you selected an individual port, for that
port.

The Port Runtime window displays the results.

Related . Managing CTP Platforms in the Network (CTPView) on page 64

Documentation Monitoring the Network with the CTPView Software (CTPView) on page 79

Changing the Display Settings for CTPView Network Monitoring (CTPView) on page 80

Overriding CTP Platform Network Status and Adding Comments (CTPView)

You can manually override the status of CTP platforms. You can also add comments
that appear in the Remote Host Options window for a CTP platform that is currently
being monitored.

To override the status of a platform:

1. Perform the steps listed in “Monitoring the Network with the CTPView Software
(CTPView)” on page 79.

The Network Monitoring pane is displayed.
2. Click the button for a platform being monitored.
The Remote Host Options window is displayed.

3. Click Modify Host Status/Comments.
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The Modify Host Comments window is displayed.
4. Select Yes to set the status to Assessing.

If the status was previously override and set to Assessing, you can select No to remove
the override.

5. Click Submit Changes.

A magnifying glass icon appears in the button for the platform, its group, and its
network. The status color of only the platform button is set to orange for Assessing.
The group and network buttons display only the most severe status reported for a
platform that has not been manually overridden.

To add a comment:

1. Perform the steps listed in “Monitoring the Network with the CTPView Software
(CTPView)” on page 79.

The Network Monitoring pane is displayed.
2. Click the button for a platform being monitored.
The Remote Host Options window is displayed.
3. Click Modify Host Status/Comments.
The Modify Host Comments window is displayed.
4. Type a comment of up to 125 characters in the comment field.
5. Click Submit Changes to apply your text to the Remote Host Options window.

Alternatively, click Delete Comments to remove a current comment (and if applied,
the Assessing status), or Undo Changes to cancel your comment change. A time
stamp indicates when the comment was last modified.

Related . Managing CTP Platforms in the Network (CTPView) on page 64

D .
ocumentation Monitoring the Network with the CTPView Software (CTPView) on page 79

Saving CTP Platform Configurations (CTPView)

You can set an automatic function to save the CTPView configuration for the CTP
platforms in your network automatically. The automatic function stores up to the 10
most recent configuration files. You can also save the configuration manually. Manually
saved configurations are stored in addition to any automatically saved configurations.
You can also save previously stored configurations for any CTP platform.

To configure automatic file saving:

1. Inthe side pane, select Server > Administration.
The Administrative Functions pane is displayed.

2. Click Automatic Functions.
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The CTPView Automatic Functions window is displayed.
In the Action section, select Save Current CTP Host System Configurations.
Select when you want the operation to take place.

Click Add New Entry; the operation appears in the summary table. Or, if you do not
want to add the entry, click Reset.

To have the configurations saved at additional times, add a new entry for that operation
for each time.

To save the configurations manually:

1.

In the side pane, select Node > Maintenance.

The Administrative Functions pane is displayed.

Click Save/Restore CTP Configurations.

The CTP System Configuration window is displayed.

Select the desired host.

Click Save CTP Configuration.

The name and IP address of the selected host is displayed.
(Optional) Type text for a label associated with the configuration.
Click Click To Save Current CTP Configuration.

The configuration is added to the list of saved configurations.

To restore a configuration:

0 NOTE: Restoring a saved configurationtoa CTP platformreboots that device.

In the side pane, select Node > Maintenance.

The Administrative Functions pane is displayed.

Click Save/Restore CTP Configurations.

The CTP System Configuration window is displayed.
Select the desired host.

Click Restore CTP Configuration.

The name and IP address of the selected host is displayed.
Select a saved configuration from the list.

Click Restore CTP Configuration.

The CTP platform is rebooted as part of the restoration process.
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To delete a saved configuration:

1.

In the side pane, select Node > Maintenance.

The Administrative Functions pane is displayed.

Click Save/Restore CTP Configurations.

The CTP System Configuration window is displayed.
Select the desired host.

Click Delete Saved CTP Configuration.

The name and IP address of the selected host is displayed.
Select a saved configuration from the list.

Click Delete CTP Configuration.

Setting an Audible Alert for CTP Platform Status (CTPView)

You can set an alert that the CTPView browser plays every time it detects a CTP platform
status as UNREACHABLE, CHECKHOST, or ACTIVE-DOWN. You can add additional alert
sounds to the available choices.

To select an alert sound:

1.

In the side pane, select Network > Monitoring.
The Network Monitoring pane is displayed.

Click Display Settings.

The Display Options window opens.

Select Enabled to set the browser to play an alert.
Select an alert sound from the list.

Click Submit Choices to accept your changes, or click Undo Changes to restore the
current value.

To add additional alert sounds:

« Copy the sound files to the CTPView server directory /var/www/html/acorn/sounds/.

e NOTE: Only files in .wav format are supported. The sound filename can

include only alphanumeric characters and the underscore (_) character. The
filename root is displayed as the label for the sound in the browser. The
CTPView software automatically corrects illegal filenames and modifies file
permissions as needed to enable the embedded media player to read the
file.
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The default browser installation for LINUX probably does not include an embedded
media player. An easy-to-install multimedia plug-in is available at
http://fredrik.hubbe.net/plugger.ntml.

Related .
Documentation

Managing CTP Platforms in the Network (CTPView) on page 64
Monitoring the Network with the CTPView Software (CTPView) on page 79

Changing the Display Settings for CTPView Network Monitoring (CTPView) on page 80

Displaying CTPView Network Reports (CTPView)

The CTPView software provides the following reports that detail how ports are provisioned
on the CTP platforms in your network:

Channelization report—Information about all ports on selected CTP platforms.

Configured port report—Information about only the configured ports on selected CTP
platforms.

Nonconfigured port report—Information about only ports that are incompletely
configured on selected CTP platforms.

To display the desired report:

1.

In the side pane, select Node > Maintenance.
The Node Maintenance pane is displayed.

Click View Network Host Reports.

The CTPView Network Reports pane is displayed.

Select one or more remote hosts (CTP platform), or click Select All Hosts to select
all listed CTP platforms.

Click the button for the desired report.

The report is displayed in the bottom of the pane. Click Clear/Reload Page to remove
the report from the pane.

(Optional) Click on a column header in the report to sort the data in ascending order
for that column.

(Optional) Select a different font size for readability.

(Optional) Click Printer Friendly Page to display the report in a format suitable for
printing.

You can select and copy the printer-friendly information and paste it in a spreadsheet.

The report database is updated whenever you use the CTPView software to provision a
CTP platform. You can also save the CTP platform configuration data to the database
automatically or manually.

To update the database automatically, see “Configuring Automatic Monitoring of CTP
Platforms (CTPView)” on page 72.
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1. To update the database manually:

2. Inthe side pane, select Node > Maintenance.

The Node Maintenance pane is displayed.

3. Click View Network Host Reports.

The CTPView Network Reports pane is displayed.

4. Click Update Database.

Related . Understanding CTPView Network Reports (CTPView) on page 88

Documentation

Field Descriptions in CTPView Network Reports (CTPView)

Table 9 on page 88 describes the information provided by the CTPView software in the

CTPView network reports.

Table 9: CTPView Network Reports Fields

Field

Description

Source IP Address

IP address of the source CTP platform.

Source Host Name

Name of the source CTP platform.

Source Port Number

Number identifying port on the source CTP platform.

Source CID

Source circuit ID.

Source Bundle Number

Number identifying bundle on the source CTP platform.

Destination IP Address

IP address of the destination CTP platform.

Destination Host Name

Name of the destination CTP platform.

Destination Port/CID Number

Destination port and circuit ID.

Source Interface Type

Type of interface on the source CTP platform: EIA530, EIA530A. RS-232,
V.35, TI/E], fractional T1/E1, or 4WTO analog voice.

Source Port Speed

Clock speed configured for the source CTP platform.

Source Service Type TOS/DSCP

Value of the Type of Service byte in packets sent from the source CTP
platform to the IP network.

Source Port Descriptor

Descriptive term or name applied to the port.

Source Bundle Descriptor

Descriptive term or name applied to the bundle.

Source Code Version

CTPOS software version running on the source CTP platform.

88

Copyright © 2010, Juniper Networks, Inc.



Monitoring CTP Platforms (CTPView)

Table 9: CTPView Network Reports Fields (continued)

Last Update Date and time report was last updated to the database.

Related . Displaying CTPView Network Reports (CTPView) on page 87
Documentation

Displaying Network Statistics (CTPView)

The CTPView software periodically retrieves IP performance information from each CTP
platform in the network. The data is retrieved at 1-minute intervals and includes the
following observation:

« Minimum, maximum, and average values for the buffer state
. Calculated IP packet delay variance (jitter)
« Missing packet counts

« Round-trip packet delay

The plots display information for the currently connected CTP platform. You can display
plots for a single port, all configured ports, or all ports on the connected CTP platform.
Each plot’s Y axis is automatically scaled for convenient viewing. However, for the buffer,
packet delay variance, and round-trip delay plots, you can specify different units, minimum
values, and maximum values for the Y axis intervals. You can select the period of time
for which you want to review the data, from the preceding hour up to the preceding week,
or you can set a custom period to review.

e NOTE: The Network Statistics pane requires you to select the circuit of interest
based on port numbers. An expanding table in the pane displays a summary
of the current bundle circuits and their attached ports on the connected
platform.

To display a plot of IP statistics for the connected CTP platform:

1. Inthe side pane, select Statistics > Plots.
The Network Statistics pane is displayed.
2. Click on the time period button for which you want data to be plotted.

The plots are displayed, and the period plotted is indicated. Click any plot to open a
larger version in a new window.

You can click a button for a single port, all configured ports, or all ports on the platform.
To plot data for a single port, expand the table, follow the directions in the pane to
display and select the port. Time period buttons are then displayed for that port.

To display a plot with different values for the Y axis:

1. Inthe Network Statistics pane, click Custom Y-axis Options.
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The Network Statistics pane is displayed.

2. Select any combination of minimum value, maximum value, or different units for the
Y axis.

You can select these values for the Buffer, IP packet delay variation, or IP one-way
packet loss plots. You can click Reset Custom Y-axis to restore the default values
for all plots.

To display a plot for a custom time period:

1. Inthe Network Statistics pane, click Custom Y-axis Options.
The Network Statistics pane is displayed.
2. Click Custom Time Options.
3. Select a starting and ending year, month, day, hour and minute.
4. Click Custom Time for the ports you want to plot.
You can click Reset Custom Time to restore the default values for all plots.

The plots are displayed, and the period plotted is indicated. Click any plot to open a
larger version in a new window.
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CHAPTER 12

Changing CTPView GUI Settings

. Configuring CTPView Software for Tabbed or Nontabbed Browsers
(CTPView) on page 91

. Changing the CTPView Display Settings (CTPView) on page 92
. Displaying Help for CTPView GUI Settings (CTPView) on page 92

Configuring CTPView Software for Tabbed or Nontabbed Browsers (CTPView)

You can configure the CTPView software to be displayed properly in a tabbed browser
or a nontabbed browser. By default, the software is set to classic, which supports a
nontabbed browser. You must separately configure each browser that you use.

To set the browser preference for tabs:

1. Inthe side pane, select Server > GUI Settings.

The GUI Settings pane is displayed.
2. Select Classic for nontabbed browsers or Tab for tabbed browsers.
3. Click Change CTPView Style.

The viewing style is displayed in the side pane under Server.
To open a CTPView window in a new tab in your browser:
« Inthe side pane, select Server > New Window.

The current tabbed browsers do not support dynamically changing the tab's title after
a page has been loaded onto the screen. The CTPView software uses frames to open
new content in the viewing window without reloading the entire page, so the tab titles
cannot describe the current content. The CTPView software adds a bracketed sequencing
number to the tab title to differentiate the tabs for easier browser, and keeps track of
the number of tabs that you have opened.

To reset the tab count:

1. Inthe side pane, select Server > GUI Settings.
The GUI Settings pane is displayed.

2. Click Reset Browser Tab Index.
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The count resets to 1. The next tab you open will have the sequence number 1. The
counter is automatically reset when you close all the browser windows.

Changing the CTPView Display Settings (CTPView)

Related

Documentation

You can modify the appearance of text, and the background color of tables and some
buttons in the CTPView software. By default, text is displayed in 3-point Verdana.

To change the text appearance:

1. Inthe side pane, select Server > GUI Settings.
The GUI Settings pane is displayed.

2. Select a font style.

3. Select a base text size.

4. Click Submit Changes.
To change the background color of certain tables and buttons:

1. Inthe side pane, select Server > GUI Settings.
The GUI Settings pane is displayed.

2. Type the hexadecimal code for the new color in the field for the table, button, or
message type that you want to change.

3. (Optional) Click Go To Color Chart to view a table of codes for browser-safe colors,
and type the code.

4. Click Submit Changes.

Alternatively, you can restore the default colors by clicking Use Default Colors.

The current window refreshes immediately with the text or color changes. However, other
windows (or tabs) that are open when you make the change are not automatically
refreshed. The changes appear in any windows that you subsequently open.

. Displaying Help for CTPView GUI Settings (CTPView) on page 92

Displaying Help for CTPView GUI Settings (CTPView)

You can display troubleshooting information and tips regarding CTPView GUI settings
and browser display.

To display GUI help:
1. Inthe side pane, select Server > GUI Settings.
The GUI Settings pane is displayed.

2. Click Troubleshooting and Tips.

The Troubleshooting and Tips pane is displayed.
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Related . Changing The CTPView Display Settings (CTPView) on page 92
Documentation
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CHAPTER13

Managing and Displaying Users (CTPView
Server Menu)

« Accessing the CTPView Server Configuration Menu (CTPView Server Menu) on page 95
. Managing CTPView Users (CTPView Server Menu) on page 95

- Classification of CTPView Shell Account Users on page 97

. Managing User Passwords (CTPView Server Menu) on page 97

. Configuring CTPView User Authentication with Steel-Belted Radius on page 99

Accessing the CTPView Server Configuration Menu (CTPView Server Menu)

To access the CTPView server CLI menu:

1. Using an SSH application, log in to the CTPView server.

0 NOTE: If you do not successfully log in within 60 seconds, the session is
closed.

Alternatively, you can log in directly to the CTPView server if you connect a keyboard
and monitor to the server. Using an SSH application requires that the CTP server
already be configured in your network with an assigned IP address.

2. Enter menu.
3. Enter the root password.

The CTPView Configuration Menu is displayed.

Related . Default CTPOS and CTPView Accounts and Passwords on page 39
Documentation

Managing CTPView Users (CTPView Server Menu)

You can view currently active shell account users, and add or delete administrator shell
accounts. Shell accounts provide access to the CTPView server by means of an SSH
application.
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Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To manage user passwords, you must first access the User Management Menu:

1. From the CTPView Configuration Menu, select 1) Security Profile.
2. Select 1) User Management.
The User Management Menu is displayed.

« Monitoring CTPView Users (CTPView Server Menu) on page 96

« Listing Admin Shell Accounts (CTPView Server Menu) on page 96

« Adding Admin Shell Accounts (CTPView Server Menu) on page 96

« Deleting Admin Shell Accounts (CTPView Server Menu) on page 97
Monitoring CTPView Users (CTPView Server Menu)

To display all CTPView users that are currently logged in to the server through SSH:
. From the User Management Menu, select 1) List users currently logged on.

Only users logged in to the server through a secure shell (not through the CTPView GUI)
are listed. The table lists the username, whether the user logged in remotely or locally,
the time the session began, and the user’s IP address. Local user connections are indicated
by tty; remote SSH connections are indicated by pts.

Listing Admin Shell Accounts (CTPView Server Menu)

You use a shell account to access the CTPView server with an SSH application.
To list all administrator shell accounts:
- From the User Management Menu, select 2) List admin shell accounts.

The usernames for the shell accounts are listed according to their classification,
Administrator or User.

Adding Admin Shell Accounts (CTPView Server Menu)

To add an administrator shell account:

1. From the User Management Menu, select 3) Add admin shell accounts.
2. Enter the username for the account.
Only alphanumeric characters, underscores, and periods are allowed in a username.
3. Enter the appropriate number to classify the user as an Administrator or User.
4. Enter a new password for the user.

The password requirements are displayed to assist you in choosing an appropriate
password.
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Deleting Admin Shell Accounts (CTPView Server Menu)

To delete an administrator shell account:

1. From the User Management Menu, select 4) Delete admin shell accounts.

2. Enter the username for the account.

Related . Classification of CTPView Shell Account Users on page 97
Documentation

Classification of CTPView Shell Account Users

Users that access the CTPView server running FC OS through a shell account are classified
into one of the following classes:

« Administrator—Can configure the CTP platform, configure loops and BERTs, and query
the status of ports and clocking.

. User—Can issue commands only to query the status of ports and clocking.

Managing User Passwords (CTPView Server Menu)

You can display user accounts and password settings, configure various aging criteria
for user passwords, and specify the rules for forming passwords.

Before you begin, log in to the CTPView server, and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To manage user passwords, you must first access the Password Management Menu:

1. From the CTPView Configuration Menu, select 1) Security Profile.
2. Select 2) Password Management.

The Password Management Menu is displayed.

« Listing User Accounts (CTPView Server Menu) on page 97

- Displaying Password Expiration Settings (CTPView Server Menu) on page 98
« Changing Password Expiration Settings (CTPView Server Menu) on page 98
. Displaying Password Requirements (CTPView Server Menu) on page 99

« Changing Password Requirements (CTPView Server Menu) on page 99
Listing User Accounts (CTPView Server Menu)

The usernames for the accounts are listed according to their classification, Administrator
or User..
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To list the usernames for CTPView server accounts:

- From the Password Management Menu, select 1) List user & admin accounts.

Displaying Password Expiration Settings (CTPView Server Menu)

To display the current password expiration settings for a user account:
« From the Password Management Menu, select 2) Display password expiration details.
Table 10 on page 98 describes the information listed in the output.

Table 10: CTPView User Password Expiration Settings

Field Description
Account is/is not locked Status of the account. Locked accounts cannot access CTPView server.
Minimum Minimum number of days that must elapse before the user can change this password, in

the range 1through 60.

Maximum Maximum number of days that this password is valid.

Warning Number of days before password expiration that the user is warned of the impending
expiration.

Inactive Number of days of inactivity after the password expires before the account is locked out

(unable to access CTPView server)

Last Change Date that this password was last changed.

Password Expires Date that this password expires. Calculated by counting the Maximum value from the
Last Change date.

Password Inactive Date that this password becomes inactive. Calculated by counting the Inactive value from

the Password Expires date.

Account Expires Date that the account expires.

Changing Password Expiration Settings (CTPView Server Menu)
To change the password expiration settings for a user account:
1. From the Password Management Menu, select 3) Manage password requirements.
2. Enter the password expiration values when prompted.

Each prompt provides a description and range for the value.
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Displaying Password Requirements (CTPView Server Menu)

To display the current requirements for forming a password:
« From the Password Management Menu, select 4) Show password requirements.

The output lists the minimum password length, the minimum number of lowercase
letters, uppercase letters, numerals, and nonalphanumeric characters; and the number
of times a user can attempt to enter the correct password before being blocked.

Changing Password Requirements (CTPView Server Menu)

User passwords have strict criteria. You must include a nonzero minimum of lowercase
letters, uppercase letters, numerals, and certain nonalphanumeric characters. You must
also set the number of times a user can enter the password incorrectly before being
blocked from access.

To change the requirements for forming a password:

1. From the Password Management Menu, select 5) Manage password requirements.
2. Enter values for the password requirements when prompted.

Each prompt provides a description and range for the value.

Related . Default CTPOS and CTPView Accounts and Passwords on page 39

D mentation
ocumentatio . CTPOS and CTPView Software Password Requirements on page 40

Configuring CTPView User Authentication with Steel-Belted Radius

You can provide RADIUS authentication for users logging in to the CTPView GUI. Use an
independent Steel-Belted Radius (SBR) server or an RSA SecurlD appliance with your
CTPView serverrunning FCO OS and CTPView 3.4R1or higher. The RSA SecurlD appliance
incorporates an SBR server, making the configuration very similar to that for an
independent SBR server.

Users are authenticated in the following order:

1. Bythe SBR server.
2. By the local CTPView application.

You can configure the SBR server to use native user authentication or pass-through
authentication with RSA SecurlD.

- Native user authentication references user accounts stored on the SBR server. When
trying the native user method, the SBR software searches its database for an entry
whose User-Type is Native User and whose username matches the User-Name in the
Access-Request.

« Pass-through authentication (two-factor authentication) enables the SBR server to
pass authentication requests through to RSA Authentication Manager (RSA SecurlD).
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RSA SecurlD is then responsible for validating the username and password found in
the Access-Request.

The order of authentication between these two categories of users is set on the SBR
server. You can add the same user (that is, the same user ID) to both the SBR server and
the local CTPView application.

o NOTE: CTPView does not currently support RADIUS authentication for shell
access to the CTPView server.

1. Configuring RADIUS Settings on the CTPView Server on page 100

Configuring the SBR Server’s Dictionary Files on page 101

Configuring the SBR Server’s Active Authentication Method on page 101
Adding the CTPView Server as a RADIUS Client on an SBR Server on page 102
Adding CTPView Users to an SBR Server on page 102

o v o woN

Assigning SecurlD Tokens to CTPView Users on page 103

Configuring RADIUS Settings on the CTPView Server

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To configure RADIUS settings on the CTPView server:

1. From the CTPView Configuration Menu, select 9) RADIUS Function.
The RADIUS Menu is displayed.

2. Select 3) Add/Update RADIUS Template Accounts.

3. Enter the MySOL root account password when prompted.

The required template accounts are added to CTPView. These accounts are not
configurable. This step is performed as part of the initial configuration of CTPView as
a RADIUS client. However, repeating this step has no detrimental effect on the RADIUS
configuration.

4. Return to the RADIUS Menu.
5. Select 2) View/Set RADIUS Servers and add the RADIUS server’s IP address.

6. When prompted, enter the following information:

. shared secret

. timeout period
- number of retries

You can add up to 10 RADIUS servers.

100
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7. Return to the RADIUS Menu.
8. Select 1) View/Set RADIUS State.
9. Select 2) Enable RADIUS.

Configuring the SBR Server’s Dictionary Files
To configure the SBR server’s dictionary files:

1. Loginto the SBR server as an administrator.

2. Open the file C:\Program Files\Juniper Networks\Steel-Belted

RADIUS\Service\juniper.dct and append the following new block of text to the bottom
of the file:

# CTP Specific Attributes

ATTRIBUTE Juniper-CTP-Group Juniper-VSA(21, integer) r

VALUE Juniper-CTP-Group Read_Only 1

VALUE Juniper-CTP-Group Admin 2

VALUE Juniper-CTP-Group Privileged_Admin 3

ATTRIBUTE Juniper-CTPView-APP-Group Juniper-VSA(22,integer) r
VALUE Juniper-CTPView-APP-Group Net_View 1

VALUE Juniper-CTPView-APP-Group Net_Admin 2

VALUE Juniper-CTPView-APP-Group Global_Admin 3

ATTRIBUTE Juniper-CTPView-OS-Group Juniper-VSA(23, integer) r
VALUE Juniper-CTPView-0OS-Group Admin 1

VALUE Juniper-CTPView-0OS-Group Privileged_Admin 2

# CTP Specific Attributes

3. Open the file C:\Program Files\Juniper Networks\Steel-Belted
RADIUS\Service\vendor.ini and locate the block of text that begins:

vendor-product = Juniper M/T Series
4. Add the following text after that block.

vendor-product = Juniper CTP Series
dictionary = Juniper

ignore ports = no
port-number-usage = per-port-type
help-id =2000

5. Restart the Steel-Belted Radius service on the server.

Configuring the SBR Server’s Active Authentication Method

To configure the SBR server’s active authentication method:

1. Launch the Steel-Belted Radius Administrator application from your web browser by
entering the address http://SBR-server-IP-address:1812.

2. Click Launch.
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3.

Select Steel-Belted RADIUS > Authentication Policies > Order of Methods.

Ensure that your chosen method, Native User or SecurlD User, is listed under the
section Active Authentication Methods.

Adding the CTPView Server as a RADIUS Client on an SBR Server

To add the CTPView server as a RADIUS client on an SBR server:

1.

Launch the Steel-Belted Radius Administrator application from your web browser by
entering the address http://SBR-server-IP-address:1812.

Click Launch.
Select Steel-Belted RADIUS > RADIUS Clients.

Add your CTPView server as a client. In the Make or model field, select Juniper CTP
Series.

Adding CTPView Users to an SBR Server

To add CTPView users to an SBR server:

1.

Launch the Steel-Belted Radius Administrator application from your web browser by
entering the address http://SBR-server-IP-address:1812.

Click Launch.

Select the user type.

. For native users, select Steel-Belted RADIUS > Users > Native.

. For RSA SecurlD users, select Steel-Belted RADIUS > Users > SecurlID.

Add a user with the Add Native User dialog box or the Add SecurlD dialog box,
depending on your choice in the previous step.

In the Attributes section, click the Return List tab and then click Add. The Add Return
List Attribute dialog box opens.

In the Attributes section select Juniper-CTPView_APP-Group.

In the Value section select one of the following authorization levels for the user you
are adding:

. Global_Admin
« Net_Admin

« Net_View

102
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Assigning SecurlD Tokens to CTPView Users

SecurlD authentication requires that you issue a SecurlD token to each user and assign
it to them on the RSA SecurlD appliance. The first time a new user logs in to the CTPView
software, the token code displayed on the SecurlD token is the password. The user is
then prompted to create a PIN. On subseguent logins, the user’s PIN followed immediately
by the token code displayed on the SecurlD token is the password.

To assign SecurlD tokens:

1. Onthe RSA SecurlD appliance, launch the RSA Authentication Manager Host Mode
application.

2. Select User > Add User.

3. Complete at least the following required fields:

. Last Name

. Default Login
« Required to Create a PIN

. Assign Token
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CHAPTER 14

Managing the CTPView Server (CTPView
Server Menu)

. Managing CTPView Server Secure Logs (CTPView Server Menu) on page 105
. Setting the CTPView Server Start-Up Banner (CTPView Server Menu) on page 107
« Managing Access Security for the CTPView Server (CTPView Server Menu) on page 107

« Configuring an SSH Connection to a CTP Platform that Persists Through the Session
(CTPView Server Menu) on page 109

. Saving the CTPView Configuration Settings and Data (CTPView Server
Menu) on page 1M

« Creating More Disk Space on the CTPView Server (CTPView Server Menu) on page 112

« Restoring CTPView Software Configuration Settings and Data with the Restore Utility
(CTPView Server Menu) on page 113

« Restarting the MySQL Server (CTPView Server Menu) on page 113
. Setting the Logging Level (CTPView Server Menu) on page 114

Managing CTPView Server Secure Logs (CTPView Server Menu)

This topic describes management of the /var/log/secure and /var/log/secure.ext logs
stored on the CTPView server. The secure log provides an audit trail of user and
administrator activity on the CTPView server. All actions performed on the CTPView
server through the menu are logged and viewable. These logs do not record actions taken
through the CTPView GUI.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To manage event logs, you must first access the Secure Log Management Menu:

1. From the CTPView Configuration Menu, select 1) Security Profile.
The Main Security Profile Configuration Menu is displayed.

2. Select 3) Secure Log Management.
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The Secure Log Management Menu is displayed.

- Viewing Secure Logs (CTPView Server Menu) on page 106

. Copying Secure Logs to a Remote Host (CTPView Server Menu) on page 106

. Configuring Remote Logging Options (CTPView Server Menu) on page 106

. Displaying the Remote Logging Configuration (CTPView Server Menu) on page 106

Viewing Secure Logs (CTPView Server Menu)
To display all secure logs:

1. From the Secure Log Management Menu, select 1) Scan/view log entries.

2. Follow the displayed instructions to navigate through the logs.

Copying Secure Logs to a Remote Host (CTPView Server Menu)

Before you perform this operation, you must have the IP address, username, and path to
the directory in the user’s account where the files will be copied.

To copy the logs to a remote host using secure copy (scp):

1. From the Secure Log Management Menu, select 2) Copy logs to remote host.

2. Enter the information for the remote host as prompted.

Configuring Remote Logging Options (CTPView Server Menu)
You can enable the secure logs to be automatically logged to one or more remote servers.
To configure remote logging options:

1. Fromthe Secure Log Management Menu, select 3) Configure remote logging options.
2. Enable or disable remote logging.

3. Ifyouhave enabled remote logging, enter the IP address as prompted for each remote
log server.

When you enable or disable remote logging, the system logger is shut down and then
restarted to either send or stop sending subsequent logs to the remote servers.

Displaying the Remote Logging Configuration (CTPView Server Menu)

To display the remote logging configuration:
. Fromthe Secure Log Management Menu, select 4) Show remote logging configuration.

The status of remote logging is displayed. When remote logging is enabled, the IP address
of the remote logging servers is also displayed.
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Setting the CTPView Server Start-Up Banner (CTPView Server Menu)

When you log in to the CTPView server, a log-in or start-up banner presents a message.
You can change the banner to provide an appropriate message.

To set the start-up banner:

1. From the CTPView Configuration Menu, select 1) Security Profile.
The Main Security Profile Configuration Menu is displayed.
2. Select 4) Change login banner.
The current banner is displayed.
3. Entery to continue.
4. Enter your message in the field, up to 80 characters per line.
Only alphanumeric characters, commas, and underscores are allowed in the text.
5. Enter a blank line to end the message.
The new message is displayed.

6. Entery to accept the new message.

0 NOTE: The log in banner is pushed to all CTP platforms on the network. You
see the banner when you log in to CTPView whether by the GUI or by secure
shell to the server.

Related . Setting the CTP Platforms Login Banner (CTPView) on page 66
Documentation

Managing Access Security for the CTPView Server (CTPView Server Menu)

You can control access to the CTPView server by setting security levels for access to the
CTPView server through the CTPView GUI or though an SSH connection. The security
levels determine the severity of password restrictions, installation or removal of certain
utilities, control of root log in, and so on.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To manage security access levels, you must first access the Security Level Menu:

1. From the CTPView Configuration Menu, select 1) Security Profile.

2. Select 5) Modify Security Level.
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The Security Level Menu is displayed.

« Viewing the Access Security Level for the CTPView Server (CTPView Server
Menu) on page 108

« Setting Access Security for the CTPView Server (CTPView Server Menu) on page 108

Viewing the Access Security Level for the CTPView Server (CTPView Server Menu)

To display the current settings for access to the CTPView server:
« From the Security Level Menu, select 1) View current security level.

The security level for access through an SSH connection and to the CTPView GUI are
displayed.

Setting Access Security for the CTPView Server (CTPView Server Menu)

To set the security level for access to the CTPView server:

1. From the Security Level Menu, select one of the following options to set the SSH
access level: 3) Set OS level to 'very-low’, 4) Set OS level to ’low’, 5) Set OS level
to ’high’.

Table 11 on page 108 describes these security levels.

2. Select one of the following options to set the CTPView GUI access level: 6) Set GUI
level to ’low’ or 7) Set GUI level to ’high’.

Table 12 on page 109 describes these security levels.

The sshd process is stopped and restarted whenever you change the security level.

Table 11: Access Security Levels for SSH Connections

Access Security

Level

Description

very-low

Enables root login.

Disables session inactivity timeout.

Enables Fedora Core OS default username/password restrictions.

Enables single-user mode login for password recovery.

Installs tcpdump and hdparm utilities. These files must exist in the /tmp directory.

low

Disables root login.

Disables session inactivity timeout.

Enables Fedora Core OS default username/password restrictions.

Enables single-user mode login for password recovery.

Installs tcpdump and hdparm utilities. These files must exist in the /tmp directory.

high

Disables root login.

Enables session inactivity timeout.

Enables elevated username/password restrictions.
Disables single-user mode login.

Removes tcpdump and hdparm utilities.

108
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Table 12: Access Security Levels for CTPView GUI

Access Security Level Description
low Enables permissive username/password restrictions.
high Enables elevated username/password restrictions.

Configuring an SSH Connection to a CTP Platform that Persists Through the Session
(CTPView Server Menu)

This topic describes how to configure the CTPView server so that an SSH connection
remains established for the entire session when the CTPView server connects toa CTP
platform.

SSH port forwarding creates an encrypted and protected connection between the
CTPView software and a remote CTP platform, that remains up as long as the server
connection to the platform is up. It must be enabled on both the CTP platform and the
CTPView software; it is enabled on both by default. When this feature is not enabled,
the CTPView server creates a separate SSH connection to the platform for each command
and configuration change. This feature reduces overhead and increases performance of
the CTPView software. You can choose to disable this feature or reenable it.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To configure the CTPView server for port forwarding, you must first access the Port
Forwarding Menu:

« From the CTPView Configuration Menu, select 3) Port Forwarding.

The Port Forwarding Menu is displayed.

. Viewing the Current State of Port Forwarding (CTPView Server Menu) on page 109
« Setting Port Forwarding Permissions (CTPView Server Menu) on page 109
« Closing Port Forwarding Sockets (CTPView Server Menu) on page 110

. Clearing Open Sockets by Restarting the Apache Daemon (CTPView Server
Menu) on page 110

Viewing the Current State of Port Forwarding (CTPView Server Menu)

To display the current state of port forwarding on the CTPView server:
« From the Port Forwarding Menu, select 1) View Current State.
The state is displayed, Allowed or Prohibited.

Setting Port Forwarding Permissions (CTPView Server Menu)

To set the permissions for port forwarding on the CTPView server:

1. From the Port Forwarding Menu, select 2) Set Port Forwarding Permissions.
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2. Select 1) Allow or 2) Prohibit.

The new state is displayed.

Closing Port Forwarding Sockets (CTPView Server Menu)

To close all open port forwarding sockets on the CTPView server:

. From the Port Forwarding Menu, select 3) Close Port Forwarding Sockets.

Clearing Open Sockets by Restarting the Apache Daemon (CTPView Server Menu)

Related
Documentation

When you configure port forwarding, you may want to clear all the open sockets that
were used for the previous port forwarding configuration. You can do so by restarting the
Apache daemon.

To restart the Apache daemon on the CTPView server:
. From the Port Forwarding Menu, select 4) Restart Apache Daemon.

You can also restart the Apache daemon elsewhere in the server menus. From the
CTPView Configuration Menu, select 7) CTPView Access Functions > 2) Restart Apache
Daemon.

« Configuring an SSH Connection to a CTP Platform that Persists Through the Session
(CTPView) on page 67

1o
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Saving the CTPView Configuration Settings and Data (CTPView Server Menu)

This topic describes how to save the current configuration settings and data for the
CTPView software. Although you can perform this task at any time, it is typically performed
before you upgrade the CTPView server OS and the CTPView software.

You can use the backup utility in the CTPView server menu to save the information into
an archive (.tgz) file and, if desired, move the archive to an external storage device. If you
do not use the utility to move the archive, you can later copy or move it manually from
outside the CTPView server menu.

e NOTE: If you do not move the archive file to an external storage device, you
are not protected from loss of the backed-up data. If you are upgrading the
software, you must move the file to an appropriate location.

Alternatively, when you have more than one CTPView server, you can use the CTPView
software GUI to synchronize the server with another server to save the settings and data.
See “Synchronizing Multiple CTPView Servers (CTPView)” on page 75 for the
synchronization procedure.

0 NOTE: We recommend that you use the CTPView server backup utility to
save your current information.

Before you use the CTPView server backup utility:

. Confirm that the external storage device is running a UNIX-like operating system and
is enabled for SSH connections.

0 NOTE: Although the external storage device can use any operating system,
the CTPView backup utility can automatically transfer the backup file only
to a device that is running a UNIX-like operating system. If the device is
running a different kind of OS, you must transfer the backup file with a copy
utility that is compatible with that OS.

« Confirm that a network path exists between the CTPView server and the external
storage device used for storing the backup file.

« Confirm that the hard drive on the CTPView server that you are backing up has at least
25 percent free space. If you attempt to run the backup utility when less than 25 percent
free space is available, the utility prompts you to delete more old data files before you
continue. See “Creating More Disk Space on the CTPView Server (CTPView)” on page 17.

« Login to the CTPView server and access the CTPView Configuration Menu. See
“Accessing the CTPView Server Configuration Menu (CTPView Server Menu)” on
page 95.
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Related
Documentation

To back up your current information with the CTPView server backup utility:

1.

From the CTPView Configuration Menu, select 5) Backup Functions.
The Backup Functions Menu is displayed.
Select 1) Save Current Settings and Data.

If an archive file already exists in the /var/www/html/acorn/data directory on the
server, the utility prompts you to delete or move the archive.

(Optional) From outside the menu (for example, in another terminal window), manually
move the old archive to an external storage device if you want to save the information.

Enter y to delete the old archive.
The utility deletes the old archive file and creates the new archive file.
Enter y to move the new archive to an external location.

Follow the prompts to enter the IP address, username, and absolute path to the
external device.

. Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

« Creating More Disk Space on the CTPView Server (CTPView) on page 17

« Creating More Disk Space on the CTPView Server (CTPView Server Menu) on page 18

Creating More Disk Space on the CTPView Server (CTPView Server Menu)

Related
Documentation

This topic describes how to create free space by removing redundant data files from the
server.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To delete old files to create more free disk space:

1.

From the CTPView Configuration Menu, select 5) Backup Functions.

The Backup Functions menu is displayed.

2. Select 3) Remove Redundant Binary Data Files.

. Saving the CTPView Configuration Settings and Data (CTPView Server Menu) on

page 16

. Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

12
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Restoring CTPView Software Configuration Settings and Data with the Restore Utility
(CTPView Server Menu)

This topic describes how to use the CTPView restore utility to restore the CTPView
software configuration settings and data from a previously saved archive file.

Before you begin:

. Copy the backup (archive) file from its externally saved location to the
/var/www/html/acorn/data directory on the server. The filename is in the format
ctpview_data_server-name_date.tgz.

. Logintothe CTPView server and access the CTPView Configuration Menu. See
“Accessing the CTPView Server Configuration Menu (CTPView Server Menu)” on
page 95.

To restore your saved information with the CTPView restore utility:

1. From the CTPView Configuration Menu, select 5) Backup Functions.
The Backup Functions menu is displayed.
2. Select 2) Restore Settings and Data.

You are prompted to use the archive file. After the restore script runs, you are prompted
torunit again.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14

D tati
ocumentation . Restoring CTPView Software Configuration Settings and Data (CTPView) on page 19

Restarting the MySQL Server (CTPView Server Menu)

e NOTE: Restart the MySQL server only under the guidance of the Juniper
Networks Technical Assistance Center (JTAC).

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To restart the MySOL server on the CTPView server:

1. From the CTPView Configuration Menu, select 6) MySQL Functions.
2. Select 3) Restart MySQL Server.

The MySQL server is stopped and then restarted.
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Setting the Logging Level (CTPView Server Menu)

You can specify the logging level, which determines what events are logged The log
output is placed in the /var/log/acorngui.log file.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)
on page 95.

To set the logging level:

1. From the CTPView Configuration Menu, select 4) Advanced Functions.
2. Select 7) Set Logging Level.

3. Enter one of the following:

« 1) Normal (Most commands, All errors)

. 2) Debug Level 1 (All commands, All errors)

. 3) Debug Level 2 (All commands, All output)
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CHAPTER 15

Restoring Default Values on the CTPView
Server

« Resetting the Default System Administrator Account (CTPView Server
Menu) on page 115

- Resetting the Data File Permissions (CTPView Server Menu) on page 115

« Resetting the CTPView System Files to the Default Values (CTPView Server
Menu) on page 116

« Resetting the Default Firewall Settings (CTPView Server Menu) on page 118

Resetting the Default System Administrator Account (CTPView Server Menu)

You can remove the configured values for the CTPView System Administrator account
and restore the default values.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To reset the System Administrator account and password to the default values:

1. From the CTPView Configuration Menu, select 4) Advanced Functions.

2. Select 6) Reset account for default System Administrator.

Resetting the Data File Permissions (CTPView Server Menu)

You can remove all configured permissions for the CTPView server data files.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To reset the data file permission values:

1. From the CTPView Configuration Menu, select 4) Advanced Functions.

2. Select 5) Reset Data File Permissions.
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3. Enter1) Yes when prompted to continue.

Resetting the CTPView System Files to the Default Values (CTPView Server Menu)

You can remove all configured values for the CTPView server system files and restore
the default values.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To reset the CTPView system files to the default values:

1. From the CTPView Configuration Menu, select 4) Advanced Functions.
2. Select 3) Reset System Files to default CTPView values.

3. Enter1) Yes when prompted to continue.

CTPView displays information about the actions taken, as shown in the following sample
output.

Modifying the system files on this server to Juniper CTPView default values .

Refreshing log directory =====
setting log file permissions
Verifying default umask =====
Updated runtime level in /etc/inittab file =====
Serial console access already set in /etc/inittab file =====
Added ttySO to /etc/securetty file =====
Serial parameters already set in /boot/grub/grub.conf file =====
Timeout parameters already set in /boot/grub/grub.conf file =====
CTPView title already set in /boot/grub/grub.conf file =====
Disabling pool.ntp.org servers in /etc/ntp.conf file =====
===== Enabling 127.127.1.0 as local clock in /etc/ntp.conf file =====
Shutting down ntpd: [ OK ]
Starting ntpd: [ oK 1]
===== Setting status of system services =====
== set httpd on

Stopping httpd: [ OK ]

Closing CTPView sockets: [ oK ]

Starting httpd: [ OK ]
== set ntpd on

Shutting down ntpd: [ oK ]

Starting ntpd: [ OK ]
== set sendmail on

Shutting down sm-client: [ oK ]

Shutting down sendmail: [ OK ]

Starting sendmail: [ oK ]

Starting sm-client: [ oK ]
== set sshd on

Stopping sshd: [ OK ]

Starting sshd: [ oK ]
== set mysqld on

Stopping MySQL: [ oK ]

16
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Starting MySQL: [ OK ]
== set network on
Shutting down interface ethO: [ oK 1]
Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [ OK ]
Bringing up interface ethO: [ OK ]
== set auditd on
Stopping auditd: [ 0K ]
Error deleting rule (Operation not permitted)
Starting auditd: [ OK ]

Error deleting rule (Operation not permitted)

There was an error in line 7 of /etc/audit/audit.rules
== set anacron off

== set atd off

== set netfs off

== set nfslock off

== set NetworkManager off

File /etc/cron.daily/00-logwatch did not exist
Directory /mnt/usbhd already exists

Directory /mnt/flash already exists

Directory /mnt/cdrom already exists

Cleared /etc/resolv.conf file

Restarting network daemon =====

Shutting down interface ethO: [ oK 1]
Shutting down loopback interface: [ OK ]
Bringing up loopback interface: [ OK ]
Bringing up interface ethO: [ OK ]

nullok option already disabled in /etc/pam.d/system-auth file =====
Setting credit options in /etc/pam.d/system-auth file =====

Setting remember options in /etc/pam.d/system-auth file
Setting configuration in /etc/ssh/sshd_config file
Setting configuration in /etc/ssh/ssh_config file
Setting single user login configuration =====
Setting login.def parameters =====

Setting man file permissions =====

Setting access.conf parameters =====

Disable <CtrI><Alt><Del> =====

Setting root directory file permissions =====
Setting nosuid in fstab file
Setting allowable cron access
Setting cron permissions =====
Setting httpd permissions =====
Setting logwatch.pl permissions =====
Setting denied at access
Setting sysctl parameters
Setting traceroute permissions =====

Disable decode alias =====

Setting snmpd permissions =====

Setting rsyslog permissions =====

Setting encryption parameters =====

Setting security tools permissions =====

Rotating logs =====

===== Removing non-owned files =====

find: /proc/4297/task/4297/fd/4: No such file or directory
find: /proc/4297/task/4297/fd/4: No such file or directory
find: /proc/4297/task/4297/fdinfo/4: No such file or directory
find: /proc/4297/task/4297/fdinfo/4: No such file or directory
find: /proc/4297/fd/4: No such Ffile or directory

find: /proc/4297/fd/4: No such file or directory

find: /proc/4297/fdinfo/4: No such file or directory

find: /proc/4297/fdinfo/4: No such file or directory
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===== Restarting sshd =====

Stopping sshd: [ oK 1
Starting sshd: [ oK 1]
Disabling welcome page =====

Disabling browser access to manual =====
Setting KeepAlive to On =====

Setting StartServers to 8 =====

Setting MaxSpareServers to 10 =====
Setting -ExecCGIl Option =====
Setting -FollowSymLinks Option
Setting -IncludesNOEXEC Option
Setting -MultiViews Option =====
Setting -Indexes Option =====

Setting LimitRequestBody Option =====
Restarting httpd daemon =====

Stopping httpd: [ OK ]
Closing CTPView sockets: [ NONE ]
Starting httpd: [ oK 1]

===== Setting cgi-bin permissions =====
===== Setting htpasswd permissions =====

===== Removing application/x-shell mime types ===

>>>>>>  JUNIPER SERVER MODIFICATIONS COMPLETE. <<<<<<

Resetting the Default Firewall Settings (CTPView Server Menu)

You can remove all configured values for the CTPView server firewall and restore the

default values.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”

on page 95.

To reset the CTPView server firewall settings to the default values:

1. From the CTPView Configuration Menu, select 4) Advanced Functions.

2. Select 1) Reset Default Firewall Settings.

3. Enter1) Yes when prompted to continue.

The default firewall values are restored in /etc/sysconfig/iptables. The NTP daemon
is started, and the SSH daemon is stopped and then restarted.

18
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CHAPTER 16

Changing Administrative Passwords to
|mMprove Access Security

Changing Passwords to Improve Access Security on page 119

Changing the BIOS Menu Password (CTPView Server CLI) on page 120

Changing the Server's Root Account Password (CTPView Server CLI) on page 121
Changing the GRUB Boot Loader Password (CTPView Server Menu) on page 121
Changing the MySQL Apache Account Password (CTPView Server Menu) on page 122
Changing the MySQL Root Account Password (CTPView Server Menu) on page 123

Changing Passwords to Improve Access Security

A number of administrative passwords must be changed when you install a new CTPView
server or upgrade the software. Juniper Networks also recommends that you change the
following administrative passwords at least on an annual basis, and whenever CTP
network administrators are changed.

To change administrative passwords:

Change the BIOS menu password.

See “Changing the BIOS Menu Password (CTPView Server CLI)” on page 29.

Change the CTPView server’s root account password.

See “Changing the Server's Root Account Password (CTPView Server CLI)” on page 31.
Change the GRUB Boot Loader password.

See “Changing the GRUB Boot Loader Password (CTPView Server Menu)” on page 31.
Change the MySOQL Apache account password.

See “Changing the MySQOL Apache Account Password (CTPView Server Menu)” on
page 32.

Change the MySOL root account password.
See “Changing the MySOL Root Account Password (CTPView Server Menu)” on page 33.
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Changing the BIOS Menu Password (CTPView Server CLI)

Related
Documentation

For security purposes, change the default password for BIOS menu access. This account
has no username associated with it. The BIOS menu password should conform to your
local password requirements.

Q BEST PRACTICE: Change the BIOS menu password at least yearly and
whenever administrators change.

To change the BIOS menu password:

1. Power on or reboot the server.

2. During the boot process, press F2 while the Dell logo is displayed on the monitor. The
boot process continues and displays several messages in turn on the screen.

3. Enter the default password when the process pauses and displays “Enter Setup
Password.”

For the default BIOS menu password, see “Default CTPOS and CTPView Accounts
and Passwords” on page 39.

4. At the BIOS menu, select System Security and press Enter.

5. Highlight Setup Password—be sure that you have not selected System Password—and
press Enter.

6. Enter your new BIOS password, reenter it, and then Press Enter to continue.
7. PressEsc.
8. Inthe window that opens, select Save Changes and Exit and press Enter.

The server restarts.

. Configuring the CTPView Administrative Settings on page 27

. Changing Passwords to Improve Access Security on page 119

120
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Changing the Server's Root Account Password (CTPView Server CLI)

Related
Documentation

For security purposes, change the default password for the server's root user account.
The root account password should conform to your local password requirements.

Q BEST PRACTICE: Change the root account password at least yearly and
whenever administrators change.

To change the root account password:

1. Logintothe CTPView server as a non-root user, using either a directly connected
keyboard and monitor or an SSH application over your network.

0 NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)”
on page 33.

2. Enter su - to switch to the root account.
3. Enter the default root password.

For the default root password, see “Default CTPOS and CTPView Accounts and
Passwords” on page 39. You cannot log in using the root account.

4. Enter passwd.

5. Enter your new password.

« Configuring the CTPView Administrative Settings on page 27

Changing Passwords to Improve Access Security on page 119

Changing the GRUB Boot Loader Password (CTPView Server Menu)

For security purposes, change the default password for the GRUB Boot Loader menu.

Q BEST PRACTICE: Change the GRUB Boot Loader password at least yearly
and whenever administrators change.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.
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o NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)” on
page 33.

To change the GRUB Boot Loader password:

1. From the CTPView Configuration Menu, select Option 8 (GRUB Functions).
2. Select 1) Change GRUB password.

3. Follow the prompts to complete changing the password.

Related . CTPOS and CTPView Software Password Requirements on page 40

Documentation Configuring the CTPView Administrative Settings on page 27

Changing Passwords to Improve Access Security on page 119

Changing the MySQL Apache Account Password (CTPView Server Menu)

For security purposes, change the default password for the MySQL server Apache user
account.

Q BEST PRACTICE: Change the MySQL Apache password at least yearly and
whenever administrators change.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)
on page 95.

e NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)” on
page 33.

To change the MySOQL Apache password:

1. From the CTPView Configuration Menu, select 6) MySQL Functions.
2. Select 2) Change MySQL Apache password.

3. Follow the prompts to complete changing the password.

Related . CTPOS and CTPView Software Password Requirements on page 40

D .
ocumentation Configuring the CTPView Administrative Settings on page 27
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. Changing Passwords to Improve Access Security on page 119

Changing the MySQL Root Account Password (CTPView Server Menu)

For security purposes, change the default password for the MySQL server root user
account.

Q BEST PRACTICE: Change the MySQL Root Account password at least yearly
and whenever administrators change.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

0 NOTE: You cannot use an SSH application to access the CTPView server
until you have configured the server in your network and assigned it an IP
address. See “Configuring the Network Access (CTPView Server Menu)” on
page 33.

To change the MySQL root account password:

1. From the CTPView Configuration Menu, select 6) MySQL Functions.
2. Select 1) Change MySQL root password.

3. Follow the prompts to complete changing the password.

Related . CTPOS and CTPView Software Password Requirements on page 40
Documentation

Configuring the CTPView Administrative Settings on page 27

Changing Passwords to Improve Access Security on page 119
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CHAPTER 17

Using Third-Party Software on CTPView
Servers

« Third-Party Software on CTPView Servers on page 125

Third-Party Software on CTPView Servers

You may choose to use third-party software on your CTPView server.

0 NOTE: Third-party software installed on the CTPView serveris not supported
by Juniper Networks.

Typical third-party software is one of the following types:

« System file monitoring and management software

Tripwire third-party software is preloaded onto the CTPView server. Tripwire facilitates
security, intrusion detection, damage evaluation, and recovery. You can use this software
to generate a baseline of system files and directories after you have configured your
server to a known secure state. Tripwire subsequently monitors the system files and
directories and compares them with the baseline, enabling you to identify any changes
that have been made.

Refer to the Tripwire documentation for more information. Complete documentation
is located on the CTPView server in the
/usr/share/doc/tripwire-<current-version-number> directory.

« Antivirus software

McAfee VirusScan for UNIX, version 5.10.0, is the only antivirus application from a
DOD-approved vendor that is compatible with CTPView server software.

The CTPView server includes a dedicated directory, /var/av, for installation of antivirus
software. You must be a member of the server group to install the antivirus software
directly into the /var/av directory. After the software archive is in the /var/av directory,
follow the installation directions in the McAfee product guide. We recommend that you
select the default choices offered when installing the antivirus software. Refer to the
antivirus documentation for more information about this software.
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PART 4

Troubleshooting

- Validating the CTPView Server System Configuration on page 129
« Restoring CLI Access to the CTPView Server on page 131

« Restoring Browser Access to a CTPView Server on page 137

« Changing a CTPOS User Password on page 139

« Booting the CTPView Server from the CD-ROM Drive on page 141

« Restarting the Apache Daemon In the Event of Browser Issues on page 143
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CHAPTER 18

Validating the CTPView Server System
Configuration

« Validating the CTPView Server Configuration (CTPView) on page 129

Validating the CTPView Server Configuration (CTPView)

This topic describes how to validate the CTPView server system configuration. Examining
the system configuration information is a useful first step in troubleshooting many issues.
Validate the configuration after installing or upgrading the CTPView software or server
OS to determine whether the operation completed successfully.

The validation utility reports on a long list of configuration details that are critical or
desirable for proper operation of the CTPView software. Instructions are provided for
correcting items that are out of compliance.

To validate the system configuration:

1. Logintothe CTPView GUI.
2. Inthe side pane, select Server > Diagnostics.
The System Information pane is displayed.
3. Click Validate Server Configuration.
The Server Configuration Validation pane is displayed.
4. Confirm that all fields are set to their default values.

The display indicates whether each item is valid or noncompliant. A highlighted field
indicates a problem. Follow the displayed instructions to correct the problem.

Related . Installing or Upgrading the CTPView Server OS and CTPView Software on page 14
Documentation
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CHAPTER19

Restoring CLI Access to the CTPView
Server

« Restoring Access to a CTPView Server on page 131

. Accessing a Shell on the CTPView Server (CTPView Server CLI) on page 132

. Setting a New Password for a Nonroot User Account (CTPView Server CLI) on page 133
. Setting a New Password for a Root User Account (CTPView Server CLI) on page 134

« Creating a Nonroot User Account and Password (CTPView Server CLI) on page 134

Restoring Access to a CTPView Server

You must use a nonroot password to log in to the CTPView server. If you lose all the
nonroot passwords, then you cannot access the CTPView server.

To perform tasks on the server as a root user, you must first log in using an existing nonroot
account. You then switch to the root account with the command su - and enter the root
password.

This topic describes how to restore access to the CTPView server in any of the following
events:

« You lose the passwords to all nonroot user accounts.
« You lose the root password.

« You lose the all nonroot user passwords and the root password.

Before you begin, you must have the GRUB Boot Loader password and physical access
to the server with a connected monitor and keyboard.

If you have do not have the GRUB Boot Loader password, you must use the system
motherboard jumpers to disable the password protection feature before proceeding.
You can find details about how to perform this task on the Dell PowerEdge Documentation
CD, which was included with the original packing material for the CTPView server.

To restore access to the CTPView server when you have lost all nonroot user passwords:

1. Access a shell.

See “Accessing a Shell on the CTPView Server (CTPView Server CLI)” on page 132.
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2. Set a new password for a nonroot user account.

See “Setting a New Password for a Nonroot User Account (CTPView Server CLI)” on
page 133.

Create a temporary nonroot user account and password, access the root account,
and create a new permanent nonroot user.

See “Creating a Nonroot User Account and Password (CTPView Server CLI)” on
page 134.

To restore access to the CTPView server when you have lost the root password:

1.

Access a shell.
See “Accessing a Shell on the CTPView Server (CTPView Server CLI)” on page 132.
Set a new password for a root user account.

See “Setting a New Password for a Root User Account (CTPView Server CLI)” on
page 134.

To restore access to the CTPView server when you have lost all nonroot user passwords
and the root password:

1.

Access a shell.
See “Accessing a Shell on the CTPView Server (CTPView Server CLI)” on page 132.
Set a new password for a root user account.

See “Setting a New Password for a Root User Account (CTPView Server CLI)” on
page 134.

Set a new password for a nonroot user account.

See “Setting a New Password for a Nonroot User Account (CTPView Server CLI)” on
page 133.

Create a temporary nonroot user account and password, access the root account,
and create a new permanent nonroot user account.

See “Creating a Nonroot User Account and Password (CTPView Server CLI)” on
page 134.

Related . CTPOS and CTPView Software Password Requirements on page 40

Documentation

Accessing a Shell on the CTPView Server (CTPView Server CLI)

Before you begin, you must have physical access to the server with a connected monitor
and keyboard.
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To gain access to a shell:

1. Use the power switch on the server to turn off the power.
2. Turn on the server power.

3. When the blue GNU GRUB screen appears, enter the letter p. You have only a few
seconds to do this.

4. Enter the GRUB Boot Loader password.
5. Enter the lettere.
6. Use the keyboard arrows to highlight the line that begins with the word kernel.
7. Enter the lettere.
8. Enter the following code at the end of the highlighted line:
init=/bin/bash
9. Enterthe letterb.
The system boots and displays the bash-3.00# shell prompt.
10. Enter the following command:

/bin/mount /dev/md2 -o remount,rw

Related . Restoring Access to a CTPView Server on page 131
Documentation

Setting a New Password for a Nonroot User Account (CTPView Server CLI)

Before you begin, prepare the server by accessing the shell. See “Accessing a Shell on
the CTPView Server (CTPView Server CLI)” on page 132.

To set a new password for a nonroot user account:

1. Enter the following command:
/usr/bin/passwd username
2. Enter the new password for the nonroot user when prompted.
3. Enter the following command:
/bin/mount /dev/md2 -o remount,ro
4. Enter the command reboot.

Wait for the server to reboot.

Related . CTPOS and CTPView Software Password Requirements on page 40

D tati
ocumentation . Restoring Access to a CTPView Server on page 131
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Setting a New Password for a Root User Account (CTPView Server CLI)

Ensure that the new root account password conforms to your local password
requirements.

Before you begin, prepare the server by accessing the shell. See “Accessing a Shell on
the CTPView Server (CTPView Server CLI)” on page 132.

To set a new password for a root user account:

1. Enter the following command:
/usr/bin/passwd

2. Enter the new password when prompted.

3. Enter the following command:
/bin/mount /dev/md2 -o remount,ro

4. Enter the command reboot.

Wait for the server to reboot.

Related . Restoring Accessto a CTPView Server on page 131
Documentation

Creating a Nonroot User Account and Password (CTPView Server CLI)

Before you begin, prepare the server by accessing the shell. See “Accessing a Shell on
the CTPView Server (CTPView Server CLI)” on page 132.

To create a new account and password for a nonroot user:

1. Enter the following command:
/usr/sbin/useradd username
2. Enter the following command:
/usr/bin/passwd username
3. Enter the new password for the nonroot user when prompted.
4. Enter the following command:
/bin/mount /dev/md2 -o remount,ro
5. Enter the command reboot.
Wait for the server to reboot.
6. Login as the new temporary user.

7. Enter the command su - to switch to the root account and display the CTPView
Configuration Menu utility.

8. Create a new permanent nonroot user account.
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9. Exit the utility, the root account, and then the temporary user account.
10. Log in as the new permanent nonroot user.

11. Enter the command su - to switch to the root account.

12. Enter the following command to delete the temporary user account:

/usr/bin/userdel -r username

Related . CTPOS and CTPView Software Password Requirements on page 40

D tati
ocumentation . Restoring Access to a CTPView Server on page 131
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CHAPTER 20

Restoring Browser Access to a CTPView
Server

« Restoring Browser Access to a CTPView Server (CTPView Server Menu) on page 137

Restoring Browser Access to a CTPView Server (CTPView Server Menu)

You cannot recover lost usernames and passwords. If you lose access to the CTPView

GUI as a Global_Admin user, you can use the following procedure to restore the default
Global_Admin user account Juniper, select a new password for user Juniper, and assign
the user to the default user group TempGroup.

Before you begin, log in to the CTPView server and access the CTPView Configuration
Menu. See “Accessing the CTPView Server Configuration Menu (CTPView Server Menu)”
on page 95.

To restore browser access to the CTPView server:

1. From the CTPView Configuration Menu, select 7) CTPView Access Functions.
2. Select 1) Reset password for default user Juniper.

3. Follow the prompts to assign user Juniper to user group TempGroup. The user is given
default user properties.

4. Login to the CTPView GUI with the restored user password, and review the default
user values in CTPView Admin Center. Make any appropriate changes.
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CHAPTER 21

Changing a CTPOS User Password

. Changing a User Password for a CTP Platform on page 139

Changing a User Password for a CTP Platform

The CTPOS software is installed on a CompactFlash card that normally operates in a
read-only state. You must make the card writable in order to change a user password.
Only the root user is allowed to make the CompactFlash card writable.

To change a CTP platform user’s password:

1.

2.

Login to the CTP platform as a nonroot user.

Enter the command su - to switch to the root account.

Enter the following command to make the CompactFlash card writable:
mfw

Open a new SSH window and log in with the username whose password you want to
change.

Follow the prompts to change the password.
Enter the command su - to switch to the root account.
Enter the following command to return the CompactFlash card to read-only:

mfr

e NOTE: For users who employ the utility SecureCRT for SSH to access the

CTP platform, you must change the Authentication method on SecureCRT
from the default setting of Password to Keyboard Interactive. If you fail to
do so, the password prompts originating at the CTP platform are prevented
from reaching your display, and the password update procedure fails.

Related . CTPOS and CTPView Software Password Requirements on page 40

Documentation
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CHAPTER 22

Booting the CTPView Server from the
CD-ROM Dirive

« Booting the CTPView Server from the CD Drive on page 141

Booting the CTPView Server from the CD Drive

For security purposes, booting from the CD drive is disabled in the system BIOS settings.
|f you need to boot from a CD, you must reconfigure the BIOS. You must also have physical
access to the server and have the BIOS Menu password.

If you have forgotten the BIOS Menu password, use the system motherboard jumpers to
disable the password protection feature before proceeding. Details about how to perform
this task are found on the Dell PowerEdge Documentation CD, which was included with
the original CTPView server packing material.

To boot the CTPView server from the CD drive:

1.

2.

Connect a monitor, keyboard, and mouse to the server.
Power on the server and press F2 while the Dell logo is displayed.

The phrase Entering Setup appears in the top right corner of the screen, and then the
BIOS setup screen loads. If you miss pressing F2 at the proper time, press
Ctrl+Alt+Delete to reboot the system so you can repeat this step.

The bottom line on the screen contains help for navigating and modifying this menu.
Insert the CD boot disk into the CD drive.
Enter the BIOS Menu password, and press Enter to continue.

Highlight Boot Sequence, press Enter, and select IDE CD-ROM device. Press Enter to
continue.

Press Esc. In the pop-up window highlight Save Changes and Exit, and press Enter.

The server restarts and boots from the CD.

o NOTE: For security considerations, it is important that you subsequently

disable booting from a CD.
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To disable booting from the CD drive:

1. Repeat Steps 1through 4 above.

2. Highlight Boot Sequence, press Enter, and clear IDE CD-ROM device. Press Enter to
continue.

3. Press Esc. In the pop-up window highlight Save Changes and Exit, and press Enter.

The server restarts and boots from CompactFlash memory.
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CHAPTER 23

Restarting the Apache Daemon In the
Event of Browser Issues

« Restarting the Apache Daemon (CTPView Server Menu) on page 143

Restarting the Apache Daemon (CTPView Server Menu)

If you are having problems viewing or accessing the CTPView GUI in your browser, you
might want to restart the Apache daemon on the CTPView server.

To restore browser access to the CTPView server:

1. From the CTPView Configuration Menu, select 7) CTPView Access Functions.

2. Select 2) Restart Apache Daemon.
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PART 5

Index

« Index on page 147
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