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Junos Space Security Design Release
Notes
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• Management Scalability on page 7

• Features on page 7

• Known Issues on page 8

Security Design

Junos Space Security Design application is a powerful but easy-to-use solution that

allows you to create and publish firewall policies, IPSec VPNs, NAT policies, IPS policies

and AppFirewall to provide appropriate security on the network. You would need to

procure an IPS license to be able to push IPS signatures and App Firewall signatures to

a device.

Technical Documentation

Please refer to the following link for updated documentation for Junos Space Security

Design 11.4 -

https://www.juniper.net/beta/spg/jspace/beta1/techpubs/en_US/junos-space11.4/junos-space-security-design-sub-index.html.

This version of documentation is a more updated than the one available on the Beta

Software build for Junos Space Security Design 11.4.
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Installing Security Design

To install Junos Space Security Design 11.4, you would need to upgrade your 11.3R1.6

platform version with a patch version 11.3P3.1 and then install the Security Design build.

Perform the following steps to do this:

1. Log to the space appliance UI and enter the username and password.

The default username is super and the default password is juniper123.

2. Click the Network Application Platform icon on the screen.

You can also click the Application Switcher icon and selectNetwork Application
Platform from the list of applications.

3. Click the Administration icon from theNetwork Application Platform Task ribbon.

4. ClickManage Applications.

The Manage Applications page is displayed.

5. Right-clickNetworkApplicationPlatform in theManageApplicationspageandclick
Upgrade Platform.

6. ClickUpload via HTTP at the bottom of the page. TheUploadwindow is displayed.

7. Browse for the patch version 11.3P3.1 and clickUpload.

The patch file will now be uploaded.

8. Select the patch image you uploaded in the same page and clickUpgrade.

You will receive a pop-up stating that your patch upgrade is successful. Network

Application Platformwill now be upgraded to patch version 11.3P3.1

9. Click Exit frommaintenancemode.

10. Click the Application Switcher icon and selectNetwork Application Platform from

the list of applications.

11. Click the Administration icon and then clickManage Applications.

TheManage Applications page is displayed.

12. Click Add Application and then clickUpload via HTTP at the bottom of the page.

TheUploadwindow is displayed.

13. Browse for the Security Design build you have downloaded (Security-Design.11.4R1.5)

and clickUpload.

The Security Design build will now be uploaded.

14. Select thedownloaded imageandclick install to install theSecurityDesignapplication.

It will take at least 5 minutes for Security Design application to show up in the

application list once Install button is clicked.
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NOTE: SecurityDesign 11.4version iscurrentlybeingqualified forcompatibility
with the Junos Space Platform 11.4 version.

Supported Devices

Junos Space Security Design 11.4 is supported on the following SRX hardware devices:

• SRX 100

• SRX110

• SRX210

• SRX220

• SRX240

• SRX650

• SRX1400

• SRX 3400

• SRX 3600

• SRX 5600

• SRX 5800

Supported OS Versions

Junos Space Security Design 11.4 is supported on SRX OS version 10.3 and above.

SRX OS version 11.4 is needed to turn on full AppFW feature support. Also on the Junos

Space side you would need to upgrade to 11.4 schema file manually and set 11.4 schema

to default for junos-es device family to avail AppFW and template based custom object

support.

Supported Browsers

JunosSpaceSecurityDesign 11.4 is best viewedonMozilla Firefox4.0and InternetExplorer

8.0.

Management Scalability

Junos Space Security Design 11.4 is designed to support management of large scale

security deployments. Security Design 11.4was tested tomanage 4,000 devices, 20,000

address objects, and 10,000 rules with rule groups of 500 rules.

Features

Junos Space Security Design 11.4 application presents the following new features:
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• Firewall Policies—Allows you to create and update firewall policies on SRX devices

andSRXdevice clusters. You cancreate two typesof policies -Grouppolicy andDevice

policy and add different type of rules for these policies. You can also group the rules

based on your preference.

• IPsec VPNs—Allows you to create Site to Site, Hub And Spoke, and Full Mesh IPsec

VPNs and update the VPN configurations on SRX devices and SRX device clusters.

You can configure the tunnel settings, endpoint settings, and routing settings using an

intuitive VPN creation workflow. You can also preview and validate these settings

before saving the VPN configuration.

• NAT Policies—Allows you to create and update NAT policies on SRX devices and

device clusters. You can create two types of NAT policies - Group policy and Device

policy and add different type of rules for these NAT policies. You can also group the

rules based on your preference.

• Object Builder—An exclusive workspace that allows you to create sub-configuration

objects which can be used across multiple firewall policy, NAT policy, and VPN

configurations.Youcancreateandmanageaddressobjects, serviceobjects, application

signatures, NAT pools, VPN profiles, Policy profiles, Template definitions, Templates

and Polymorphic variables using this workspace.

• Templates—Allows you to create custom objects that support SRX device features

such as Scheduler and UTM. You can apply templates to a policy either at the policy

level or at the rule level. If a rule in a policy used a template, then it takes precedence

than the templates used for the policy.

• VPNProfiles—Allows you to export define the VPN proposals, IKE settings, and IPsec

settings. VPN profiles are stored in the Junos Space database and can be re-used to

create multiple IPsec settings.

• Export Policies—Allows you to export firewall policies and NAT policies to HTML

format.

• Signature Management—Allows you to download, install, view, and filter App

signatures and IPS signatures. You can create application signatures/groups, IPS

signatures/groups, and IPS signature-sets from the downloaded and installed

signatures. You can also create static Application signature groups (Static) and both

static and dynamic IPS signature groups.

• App Firewall and IPS Integration with Firewall Policy—Allows you to enable App

Firewall and IPS for every rule in a firewall policy. You can view all the IPS policies and

rules in the IPS Management workspace.

Known Issues

• Security Design 11.4 does not support concurrent firewall policy, VPN, NAT policy, and

IPS changes by multiple administrators. Since locking is not performed, overlapping

updates can result in the loss of changes.

• Current versionofSecurityDesigndoesnot import existingpolicies, objects, VPNs from

the devices.
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• Clickingon thebuttonson the topplatform ribbon in theGUIduringanychanges (Policy,

VPN, objects etc)will cause changes to be not saved and nowarningwill be displayed.

• Device to address mapping cannot bemodified in a polymorphic address object.

Workaround:Delete thedevice toaddressmapping invariables; andaddthemagain.[PR

717808]

• Wildcard address type or DNS address type objects cannot bemodified once created.

[ PR 710403]

• “External Interface” column cannot be edited in VPN if the “ProtectedNetworks/Zone”

cell of the same row is expanded andmore than one page. [PR 706402]

Recommended usage: Collapse the “Protected Networks/Zone” cell by clicking “Less”

and then edit “External Interface”.

• Sometimes, switching IPSmode to nonemay cause device configuration update fail.

Workaround: Republish and update the configuration to device. [PR 722213]
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