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About This Guide

This preface provides the following guidelines for using the Media Flow Activate

documentation:

• Junos OS Documentation and Release Notes on page xi

• Objectives on page xi

• Audience on page xi

• Documentation Conventions on page xii

• Documentation Feedback on page xiii

• Requesting Technical Support on page xiv

Junos OS Documentation and Release Notes

JuniperNetworkssupportsa technicalbookprogramtopublishbooksby JuniperNetworks

engineers and subject matter experts with book publishers around the world. These

books go beyond the technical documentation to explore the nuances of network

architecture, deployment, and administration using the Junos operating system (Junos

OS) and Juniper Networks devices. In addition, the Juniper Networks Technical Library,

published in conjunction with O'Reilly Media, explores improving network security,

reliability, and availability using Junos OS configuration techniques. All the books are for

sale at technical bookstores and book outlets around the world. The current list can be

viewed at http://www.juniper.net/books .

Objectives

This guide describes how to use the Media Flow Activate graphical user interface, to

configure and administer Media Flow Controller media delivery and caching.

NOTE: For additional information about the JunosOS—either corrections to,
or informationthatmighthavebeenomittedfromthisguide—seethesoftware
Release Notes for your version at the Technical Documentation page for Media

Flow.

Audience

This guide is designed for network system administrators who are configuring and

monitoring a Juniper Networks Media Flow Controller media delivery and caching

xiCopyright © 2013, Juniper Networks, Inc.

http://www.juniper.net/books
http://www.juniper.net/techpubs/en_US/release-independent/media-flow/information-products/pathway-pages/product/index.html
http://www.juniper.net/techpubs/en_US/release-independent/media-flow/information-products/pathway-pages/product/index.html


appliance. To use this guide you need a broad understanding of networks in general, the

Internet in particular, networking principles, and networking configuration. Youmust also

be familiar with authentication scheme configurations, query parameter configurations,

andmedia delivery protocols, such as HTTP, RTSP, RTMP, and so forth.

Documentation Conventions

Table 1 on page xii defines notice icons used in this guide.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Table 2 on page xii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type
theconfigure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• JunosOSSystemBasicsConfiguration
Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies book names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

Copyright © 2013, Juniper Networks, Inc.xii
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• To configure a stub area, include the
stub statement at the[edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Enclose optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Enclose a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identify a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at

https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

xiiiCopyright © 2013, Juniper Networks, Inc.
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• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/ .

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).
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For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Media Flow Activate

• Overview on page 3
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CHAPTER 1

Overview

• Media Flow Activate Overview on page 3

• UnderstandingMediaFlowControllerManagementwithMediaFlowActivateonpage5

Media Flow Activate Overview

Media FlowActivate (MFA) is a Junos Space–basedmanagement application that helps

you to simplify the configuration and deployment of Juniper Networks Media Flow

Controller devices. With Media Flow Activate, network administrators can centrally

configure their contentdelivery nodesand rapidly provisionnewcontentdelivery services.

NOTE:

• UseMedia Flow Activate tomanageMedia Flow Controllers that you have
discovered with the Junos Space Network Platform application. For
informationaboutdiscoveringMediaFlowControllers, see the “Discovering
Media Flow Controllers” section in theMedia Flow Activate Installation
Guide. At this time, you cannot use the SNMPmethod to discover Media

Flow Controllers via the Junos Space Network Platform application; you
must use the Pingmethod.

• MediaFlowActivateversion3.3canmanageMediaFlowControllerdevices
installed with a Media Flow Controller version 12.2.4 image.

Refer to the “VersionCompatibilityMatrix” table in theMedia FlowActivate
Installation Guide, for more information.

If you are an Internet service provider, you can create a Network Optimization Service to

transparently cacheapopularwebsite, thereby savingbandwidthandoptimizing Internet

content delivery.

If you are a content provider or a Content Delivery Network (CDN) service provider who

ownsormanagesanycontent, youcancreateanHTTPReverseProxyService toefficiently

deliver that content.

To use Media Flow Activate to manage Media Flow Controllers, see the following topics:
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• “Understanding Media Flow Controller Management with Media Flow Activate” on

page 5 for information about managing discovered devices, including software

upgrades, device restarts, and service restarts, on selected Media Flow Controllers.

• “Configuring Devices” on page 18 for information about configuring the interfaces to

deliver media for transparent and reverse proxy services.

• “Configuring BGP-Based Traffic Steering” on page 27 for information about redirecting

traffic fromapeering router toMedia FlowController by advertising certain destination

IP network addresses.

• “Resource Pools Overview” on page 33 for information about configuring resource

utilization limits for concurrent connections and bandwidth usage formultiple tenants

that are hosted on Media Flow Controller.

• “UnderstandingVirtualPlayers” onpage81 for informationabout settingmediadelivery

options for video trick play (such as seek, fast start, and full download) and

authentication. You configure a virtual player for each type of media that you deliver.

A single virtual player can be used inmultiple configured services. See “Creating Virtual

Players” on page 83 for configuration details and for information about how to import

a virtual player.

• “Understanding Cache-Tuning Policies” on page 51 for information about setting

cache-handling options, including how long objects can stay in the cache. A single

cache-tuning policy can be used in multiple configured services. See “Creating

Cache-Tuning Policies” on page 52 for configuration details and for information about

how to import a cache-tuning policy.

• “UnderstandingOriginMaps”onpage68 for informationaboutoriginmaps (consistent

hashmap and escalation map). You configure a consistent hashmap when you want

to create a cluster of nodes and distribute the incoming requests across these nodes,

thereby increasing the cache storage capacity (see “Creating Consistent Hash Maps”

on page 69 for information about creating a consistent hashmap). You configure an

escalation map when you want to configure multiple redundant HTTP origin servers

for failover protection (see “Creating Escalation Maps” on page 72 for information

about creating an escalation map).

• “Understanding Access Log Profiles” on page 41 for information about configuring

access log profiles. You configure an access log profile to tune the access log format

and storage. Access logs are used to analyze the HTTP traffic handled by Media Flow

Controller.

• “Understanding Policy Scripts” on page 77 for information about configuring policy

scripts. Using Media Flow Activate, you can bind a policy script to a service, which

enables you to have a greater control over howMedia Flow Controller caches and

delivers objects when the service receives requests from clients.

• “Service Design Overview” on page 92, “Network Optimization Services Overview” on

page 97, and “HTTP Reverse Proxy Services Overview” on page 111 for information

about configuringwebsites formedia delivery, and “Content Ingest ServicesOverview”

on page 135 for information about preloading content fromorigin servers at predefined

time intervals. See “Creating Network Optimization Services” on page 98, “Creating

HTTP Reverse Proxy Services” on page 112, and “Creating Content Ingest Services” on
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page 135 for configuring Network Optimization service, HTTP Reverse Proxy service,

and Content Ingest service, respectively.

• “Provisioning Services Overview” on page 141, “Provisioning Services” on page 142, and

“Managing Provisioned Services” on page 144 for information about provisioning

configured services to selected Media Flow Controllers.

• “ConfigurationTemplatesOverview”onpage 149for informationaboutmanagingMedia

FlowController specific device templates.Device templatesprovidesaway toconfigure

the CLI commands that are not supported through the Media Flow Activate GUI.

Though you can configure aMedia FlowController device by using any of the following

options—device templates, Media Flow Activate GUI, or console—the typical flow

would be to use the device templates to perform the infrastructure provisioning before

performing the service provisioning by using the Media Flow Activate GUI. Use the

console to configure a feature that is not supported by Media Flow Activate either

through the purpose built GUI or device configuration templates.

• “Fault Monitoring with SNMP” on page 157 for information about monitoring the

performance statistics of Media Flow Controller devices.

• “Audit LogsWorkspace Overview” on page 167 for information about monitoring the

tasks initiated from the Medai Flow Activate GUI.

• “JobManagementWorkspaceOverview” onpage 175 for information aboutmonitoring

jobs, which represent user-initiated actions on selected Junos Space objects.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
fordetailed informationaboutconfiguringMediaFlowControllers.See “Quick
Reference to Tasks inMedia FlowActivate” on page 191 for a list of tasks that
you can perform in Media Flow Activate.

Related
Documentation

Understanding Media Flow Controller Management with Media Flow Activate on

page 5

•

• Quick Reference to Tasks in Media Flow Activate on page 191

UnderstandingMedia Flow Controller Management with Media Flow Activate

This topic describes theManageMFCs page and the actions you can take on this page.

After you access the Media Flow ActivateManageMFCs page, you can select any

discovered devices and take actions on them by using the Actions list.

Click the Actions list, then click one of the following action links:
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• LaunchDashBoard—Click to display theMedia FlowController Console login page. Log

in to display the dashboard page for that Media Flow Controller. The statistical

information and the graphs show the usage for the selected Media Flow Controller.

See “Monitoring a Media Flow Controller Dashboard fromMFA” on page 11 for details

about launching a dashboard fromMedia Flow Activate.

• Launch Secure Console—Click to display the Secure Console page. Enter your login

credentials to open an SSH connection to connect to Media Flow Controller directly

fromMedia Flow Activate. See “Launching the Media Flow Controller Secure Console

fromMFA” on page 12 for details about launching a Media Flow Controller secure

console fromMedia Flow Activate.

• Software ImageManagement—Click to display the Software ImageManagement page.

See “Upgrading or Rolling Back theMedia FlowController Software Image” on page 21

for details about upgrading or rolling back a Media Flow Controller software image.

• Restore Device(s)—You can choose to restore or remove the service configurations of

the selected Media Flow Controllers. See “Restoring Media Flow Controller Device

Configuration” on page 22 for details about restoring a Media Flow Controller device

configuration.

• Replicate Device—You can replicate or clone the device configuration of one Media

Flow Controller to one or more Media Flow Controllers. See “Replicating Media Flow

Controller Device Configuration” on page 24 for details about replicating aMedia Flow

Controller device configuration.

• Device Configuration—Click to display the Device Configuration dialog box. See

“ConfiguringDevices”onpage 18 fordetails about configuring theMediaFlowController

delivery interfaces.

• Configure BGP—Click to display the Configure BGP dialog box. See “Configuring

BGP-BasedTrafficSteering”onpage27 fordetailsaboutconfiguringBGP-based traffic

steering in Media Flow Controllers.

• Restart Service—Click to display the Restart Service confirmation page. Click Yes to

restart the delivery service on the selected device or devices. See “Restarting Media

Flow Controller Devices or Services” on page 29 for details about restarting services

on Media Flow Controllers.

• Restart Device(s)—Click to display the Restart Device(s) confirmation page. Click Yes

to restart the selecteddeviceordevices. See “RestartingMediaFlowControllerDevices

or Services” on page 29 for details about restarting Media Flow Controller devices.

• Tagging an Object—Click Tag Device(s), Untag Device(s), or View Tags to tag, untag,

or view tags, respectively. See “Tagging Media Flow Controller Objects” on page 30 for

details about tagging Media Flow Controller objects.

From theManageMFCs page, you can also:
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• Manage or create design elements—Click Design Elements from the left navigation

panel to navigate to the Design Elements workspace. See “Understanding Access Log

Profiles”onpage41, “UnderstandingCache-TuningPolicies”onpage51, “Understanding

OriginMaps”onpage68, “UnderstandingPolicyScripts”onpage77,and“Understanding

Virtual Players” on page 81 for information about design elements.

• Manage or create delivery services for websites—Click Service Design from the left

navigation panel to navigate to the Service Design workspace. See “Service Design

Overview”onpage92 for informationabout the services thatare supported fromMedia

Flow Activate.

• Provision existing services—Click Service Provisioning from the left navigation panel to

navigate to the Service Provisioning workspace. See “Provisioning Services Overview”

on page 141 for information about provisioning services to Media Flow Controllers.

• Monitor the faults in Media Flow Controllers—Click NetworkMonitoring from the left

navigation panel to navigate to the Network Monitoring workspace. See “Fault

Monitoring with SNMP” on page 157 for monitoring faults in Media Flow Controllers.

• Monitor the audit logs that are generated—Click Audit Logs from the left navigation

panel to navigate to the Audit Logs workspace. See “Audit LogsWorkspace Overview”

on page 167 for information about monitoring the audit logs.

• Check the status of the jobs that you are running—Click JobManagement from the left

navigation panel to open the JobManagementworkspace > Jobs status page. You can

check the status of the following job types: Provisioning, Restart Service, Software

Upgrade, or Restart Devices. See “JobManagementWorkspaceOverview” on page 175

for information about monitoring the jobs that are initiated fromMedia Flow Activate

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about the features described in this topic.

Related
Documentation

• Media Flow Activate Overview on page 3

• Configuration Templates Overview on page 149

• Quick Reference to Tasks in Media Flow Activate on page 191

7Copyright © 2013, Juniper Networks, Inc.

Chapter 1: Overview



Copyright © 2013, Juniper Networks, Inc.8

Junos Space Media Flow Activate Management Guide



PART 2

Media Flow Devices

• Configuration on page 11

• Resource Pools on page 33
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CHAPTER 2

Configuration

• Monitoring a Media Flow Controller Dashboard fromMFA on page 11

• Launching the Media Flow Controller Secure Console fromMFA on page 12

• Configuring MFC Device Interfaces on page 14

• Configuring Bonded Interfaces on page 16

• Configuring Devices on page 18

• Upgrading or Rolling Back the Media Flow Controller Software Image on page 21

• Restoring Media Flow Controller Device Configuration on page 22

• Replicating Media Flow Controller Device Configuration on page 24

• BGP Traffic Steering Overview on page 26

• Configuring BGP-Based Traffic Steering on page 27

• Restarting Media Flow Controller Devices or Services on page 29

• Tagging Media Flow Controller Objects on page 30

Monitoring aMedia Flow Controller Dashboard fromMFA

Purpose Media Flow Activate allows you to view the Dashboard for any selected Media Flow

Controller.

Action FromtheManageMFCspage, selectadevice.On theActions list, selectLaunchDashboard.

The Login page for the selected Media Flow Controller is displayed. Log in to see the

Dashboard page of the Management Console for that Media Flow Controller.

Meaning The Dashboard provides usage information for the system.

Statistics

• Cumulative since—Time this Media Flow Controller has been running without reboot

or shutdown

• GB delivered—Total byte count of all objects that Media Flow Controller has delivered

since running

• Cache hit ratio—Number of objects that Media Flow Controller has served from the

RAM or disk divided by the total number of objects served; this includes the following

parameters:
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• Bandwidth—Total number of bytes delivered from the RAM or disk divided by the

total number of bytes delivered

• NumberofRequests—Total numberofobjectsdelivered fromtheRAMordiskdivided

by the total number of objects delivered (irrespective of their size)

• Objects Delivered—Total number of objects served by this Media Flow Controller since

running

Graphs

• Open Connections—Media Flow Controller connections to the client, both HTTP and

RTSP, and origin manager connections (om-session)

• Weekly Bandwidth Savings—Saved bandwidth—that is, bandwidth used by traffic that

did not come from the origin server

• Cache Throughput—Bandwidth and place fromwhich data was served

• CacheTierThroughput—Green indicates thatdata is served fromcache; yellow indicates

that data is promoted from cache; red indicates that data is evicted from cache

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about the Media Flow Controller dashboard.

Related
Documentation

Media Flow Activate Overview on page 3•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

Launching theMedia Flow Controller Secure Console fromMFA

You can use the Launch Secure Console feature in Media Flow Activate to open an SSH

session to connect to a previously discovered Media Flow Controller. After you connect

to a device, a terminal window is opened for that SSH connection in which you can enter

CLI commands to monitor or troubleshoot the device.

Because this feature initiates the SSH session from the Junos Space server (rather than

fromyour browser), it provides a secure and reliable connection toMedia FlowController.

You can establish separate SSH connections to one or more Media Flow Controllers

simultaneously. A separate window is spawned for each SSH connection. However, only

one SSH session per Media Flow Controller can be established at a time.
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To open an SSH connection to Media Flow Controller, the following conditions must be

met:

• Media Flow Controller should have been previously discovered in Media Flow Activate.

That is, you can establish SSH connections only to those Media Flow Controllers that

are displayed in Media Flow Activate.

• SSH v2 is enabled on Media Flow Controller.

• The status of Media Flow Controller is “UP.”

• A valid username and password have been configured on the Media Flow Controller.

• The terminal type parameter is set to console, dumb, or ansi. If terminal type is set to
ansi, make sure that the Terminal length parameter is set to a value of 999.

You can set the terminal type by running the following commands (make sure that you

perform this task before running any other CLI commands on the SSH console):

a. After you log in to Media Flow Controller, type enable.

The following is displayed:Media Flow Controller host name#

b. Type configure terminal.

The following is displayed:Media Flow Controller host name (config) #

c. Type terminal type console to set up the terminal type.

TIP: By default, if you are inactive, you are automatically logged out of the
SSH console after five minutes. To prevent this automatic log out due to
inactivity, selectPlatform>Administration>ManageApplications> (Choose)

Network Application Platform > (action)Modify Application Settings > (link)

User > Automatic logout after inactivity and set the value to 30minutes.

To launch the secure console of Media Flow Controller:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Select Media Flow Controller.

3. On theActions list, select LaunchSecureConsole. TheSSHtoDevicepage is displayed.

The IP field displays the IP address of the selected Media Flow Controller and is

typically unavailable.

4. In the Username and Password fields, enter the administrator login credentials of the

selected Media Flow Controller. The name and passwordmust match the name and

password configured on Media Flow Controller.

5. Click Connect to establish an SSH session with the selected Media Flow Controller.

A terminal windowopens in a non-modal pop-upwith an SSH connection opened on

the selected Media Flow Controller.
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NOTE: Youmight encounter the error messages “Unable to Connect,”
“Authentication Error,” or “Connection Lost or Terminated,” which are
displayed as standard text in the terminal window.When an error occurs,
all other functionality in the terminal window is stopped. If you encounter
such an error, close the terminal window and open a new SSH session.

6. From the terminal window prompt, enter CLI commands to monitor or troubleshoot

the device.

NOTE: See the “Secure Console” section of the Junos Space Network
Application Platform User Guide for detailed information about this feature.
For more information about the Media Flow Controller CLI commands, see
theMedia Flow Controller CLI Command Reference Guide.

Related
Documentation

Media Flow Activate Overview on page 3•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

ConfiguringMFC Device Interfaces

Typically, eth0 is used for management, eth1 for origin fetch, and other interfaces for

traffic.

To configure an MFC device interface:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. Select the discovered device for which you want to configure the interfaces.

3. On the Actions list, select Configure Interfaces. The Interface Configuration page is

displayed. All available interfaces are also displayed.

4. In the Interfaces section, select the interface that youwant to configure and click Edit.

The Edit Physical Interface page is displayed.

NOTE: When you edit a loopback interface, you can change only the
secondary address parameters. Other parameters are not configurable.

5. On the Edit Physical Interface page, perform the following tasks:

• In the IPv4 Address field, enter an IP address.

• In the Subnet Mask field, enter an appropriate subnet mask.
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• Next to the Secondary Address List section, click Add to add a list of secondary

addresses. The Add Secondary Address List page is displayed.

6. On theAddSecondaryAddressListpage that is displayed, perform the following tasks:

• In the Index field, enter an appropriate value. You can enter only integers in this field.

• In the IPv4 Address field, enter the secondary address.

• In the Subnet Mask field, enter a subnet mask.

• Select the ARP check box.

• Click Add. You are taken to the Edit Physical Interface page.

7. On the Edit Physical Interface page, in the Link Options section, perform the following

tasks:

• In theMTU field, add an appropriate value. You can enter a value from 0 through

65,535 bytes. The default value is 1500 bytes.

This sets the largest number of bytes that a frame can carry.

• FromtheSpeed list, select theappropriatespeed.Thedefault isAUTONEGOTIATION.

• From the Duplex list, select the appropriate mode. The default is Auto.

• Select the ARP and DHCP check boxes.

DHCP allows new network devices to be automatically suppliedwith an IP address

and other information, depending on the setup of the DHCP server. Media Flow

Controller does not contain a primary DHCP interface by default. Setting a primary

interface ensures that DHCPmessages arrive only on that interface. If you select

the DHCP check box, the values you entered in the IP Address and Subnet Mask

fields are not used.

• ClickOK.

You can enable an interface by selecting the interface and clicking the Enable button.

ClickOK on the confirmation page. A new job is created. At any point, you can select the

interface that you have enabled and click Disable to disable the interface.

Related
Documentation

Configuring Bonded Interfaces on page 16•

• Configuring Devices on page 18

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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Configuring Bonded Interfaces

Configure bonded interfaces to create a port channel or aggregated link for load

distribution across links and increased link availability.

NOTE: Only one bonded interface is allowed. Up to four interfaces can be
bonded in a single bonded interface configuration.

To configure a bonded interface:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. Select the discovered device for which you want to configure a bonded interface.

3. On the Actions list, select Configure Interfaces. The Interface Configuration page is

displayed. All available interfaces are also displayed.

4. In the Bonded Interface section, click Add. The Add Bonded Interface page displays.

5. On the Bond Config tab, specify the following information:

• In the Name field, enter a name for the bonded interface.

• In the Description field, enter a description for the bonded interface.

• From the Available section, select the individual interfaces and use the right arrow

tomove them to the Selected section.

• In the Bonding Attributes section, from theMode list, select the bondingmode. The

different modes supported include:

• BALANCE_RR—This is a “Round-robin” mode, which sends TCP/IP packets

belonging to the same session across multiple links. Out-of-order TCP packets

coming through different links are retransmitted. This mode supports load

balancing and failover. This is the default.

• BALANCE_XOR_LAYER3_PLUS_4—In this mode, traffic to a particular network

peer goesacrossmultiple links, althoughpacketsbelonging toa single connection

or session do not spanmultiple links. This mode supports load balancing and

failover. In thismode, a link is selectedon thebasis of theTCPport and IPaddress.

• LINK_AGG_LAYER3_PLUS_4—Thismodeallows the automatic negotiation of port

bundling to form a single logical channel between Link Aggregation Control

Protocol (LACP) links. This mode also supports load balancing and failover.

• In the Up Delay Time field, enter a value in milliseconds. You can enter a value from

0 through 92,23,37,20,36,85,47,75,807milliseconds. The default value is 0

milliseconds.

This is the wait period before enabling a slave after detecting a link recovery.
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• In the Down Delay Time field, enter a value in milliseconds. You can enter a value

from 0 through 92,23,37,20,36,85,47,75,807milliseconds. The default value is 0

milliseconds.

This is the wait period before disabling a slave after a link failure is detected.

• In the LinkMonitoring Time field, enter a value inmilliseconds. You can enter a value

from 0 through 92,23,37,20,36,85,47,75,807milliseconds. The default value is 100

milliseconds.

This is the frequency at which the links are monitored.

6. On the Interface Configuration tab, specify the following information:

• In the IP Address field, enter an IP address

• In the Subnet Mask field, enter an appropriate subnet mask.

• Next to the Secondary Address List section, click Add to add a list of secondary

addresses. The Add Secondary Address List page is displayed.

On the Add Secondary Address List page, specify the following information:

a. In the Index field, enter an appropriate value. You can enter only integers in this

field.

b. In the IP Address field, enter the secondary address.

c. In the Subnet Mask field, enter a subnet mask.

d. Select the ARP check box.

e. Click Add.

• In the Link Options section, in theMTU field, enter an appropriate value.

This sets the largest number of bytes a frame can carry. You can enter a value from

0 through 65,535 bytes. The default value is 1500 bytes.

• Select the ARP and DHCP check boxes.

DHCP allows new network devices to be automatically suppliedwith an IP address

and other information, depending on the setup of the DHCP server. Media Flow

Controller does not contain a primary DHCP interface by default. Setting a primary

interface ensures that DHCPmessages arrive only on that interface. If you select

the DHCP check box, the values you entered in the IP Address and Subnet Mask

fields are not used.

7. Click Add.

You canmodify the bonded interfaces by selecting the bonded interface and clicking the

Edit button. You can also enable the bonded interface by selecting the interface and

clicking the Enable button. ClickOK on the Confirmation page. A new job is created. At

any point in time, if youwant to disable the bonded interface, select the bonded interface

and click the Disable button.

You can delete a bonded interface by selecting the bonded interface and clicking the

Delete button.
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Related
Documentation

Configuring MFC Device Interfaces on page 14•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Configuring Devices

You configure delivery interfaces for Media Flow Controller devices to specify which

interfaces to use for media traffic. In this configuration, you also select the Proxy mode

for selected devices. The Proxy mode can be T-Proxy for transparent proxy or R-Proxy

for reverse proxy.

Transparent proxies cache popular content and optimize backhaul network utilization.

Youmake the cache look transparent by spoofing the origin server IP address in the

response to theclientandspoofing theclient IPaddress in the request to theorigin server.

A transparent proxy requires no browser configuration and is not visible to end users.

Reverseproxies cacheanddeliver content for a set of domains; client requests are routed

to a configured IP address. This setup reduces network and CPU load on an origin server

by serving previously retrieved content and enhances user experience by decreasing

latency.

Before you begin, you need to knowwhich interfaces you want to use for media delivery.

Typically, eth0 is reserved for management and eth1 is reserved for origin server traffic.

To configure delivery interfaces on selected Media Flow Controllers:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. From the list of Media Flow Controllers that are listed on the Manage MFCs page,

select the Media Flow Controller that you want to configure.

3. On the Actions list, select Device Configuration. The Device Configuration page is

displayed.

4. For Proxymode:

• Select T-Proxy to configure the interface for transparent proxy services. This sets

the selected Media Flow Controller interfaces for delivery (delivery protocol http

interface <client_traffic_NIC>) and enables them for transparent proxy (delivery

protocol http transparent <client_traffic_NIC> enable).

• Select R-Proxy to configure the interface for reverse proxy services. This sets the

selectedMediaFlowController interfaces fordelivery (deliveryprotocolhttp interface

<client_traffic_NIC>).

5. In the Select Delivery Interfaces area, from the Available pane, double-click the

interfaces you want to receive and respond to delivery requests. Each double-clicked

interface moves to the Selected pane.
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6. In theOrigin Lookup section, in the Connection Timeout field, enter an appropriate

value in seconds. You can enter a value from6 through 120 seconds. The default value

is 10 seconds.

7. Select the Usemultiple IP address in DNS response check box.

8. If youwantMediaFlowController toauthenticate theorigin server beforedownloading

content, select the EnableSSLAuthentication check box. If this feature is enabled, the

origin server is authenticated every time a transaction is initiatedwith the origin server

byMediaFlowController.MediaFlowController uses the trustedCertificationAuthority

(CA) certificates that are configured in the device for this purpose. In addition, there

are a fewmore configuration steps that you have to perform to enable this feature

for reverse proxy and content ingest services. These configuration steps are listed in

the “Creating HTTPReverse Proxy Services” on page 112 and “Creating Content Ingest

Services” on page 135 sections.

9. In the Log File Handling area, in the Purge Frequency field, enter the number of hours

for which you want to store the log files in Media Flow Controller. The log files are

purged when this value is reached. The default value is six hours. That is, Media Flow

Controller deletes files that are older than six hours and retains files that are less than

six hours. By default, the log files are stored in the LogExport folder fromwhich they

are purged. If you have previously configured any value for this parameter in Media

Flow Controller (either through the MFA GUI or CLI), the UI displays this value in this

field, instead of the default value.

If you have configured both Purge Frequency and Log Partition Size Limit, Media Flow

Controller purges the log files when one of the criteria is met (whichever comes first).

To disable time-based purging, set the purge frequency to zero. You can enter a value

from 1 through 24 hours. The default value is 6 hours.

10. In theLogPartitionSizeLimit field, specify thepercentageofdisk size that theLogExport

folder can reach. The log files within this folder are purgedwhen this value is reached.

The default value is 85%. That is, when the LogExport folder size is 85% of the disk

size, Media Flow Controller purges all the log files within this folder. After the purge,

the log files are lost. We recommend that you store the log files in an external server

at regular intervals. If you have previously configured any value for this parameter in

Media Flow Controller (either through the MFA GUI or CLI), the UI displays this value

in this field, instead of the default value. You can configure a value from0.001 through

100%.

If you have configured both Purge Frequency and Log Partition Size Limit, Media Flow

Controller purges the log files when one of the criteria is met (whichever comes first).

11. Select the Enable Log Pull check box.

12. In theUserAuthenticationKey field, provide theauthenticationkey toenableanexternal

client to automatically pull access log files fromMedia Flow Controller’s LogExport

folder without password authentication.

Only the LogTransfer user is allowed to log in to Media Flow Controller by using the

SFTP protocol. Follow the instructions listed in the “Using SSH in Automated Scripts

(CLI)” section of the Juniper Networks Media Flow Controller Administrators Guide to

generate the SSH key for this user from an external client.
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CAUTION: To generate the access log files, it is necessary that you
configure the access log profile first and then associate the log profile
witha reverseproxyservice. Formore informationaboutcreatinganaccess
log profile and associating it with a reverse proxy service, see “Creating
Access Log Profiles” on page 45 and “Creating HTTP Reverse Proxy
Services” on page 112, respectively.

13. Click Configure.

14. ClickOk on the confirmation page. The selected interfaces are configured for the

selectedmode of delivery.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about access log profiles.

Related
Documentation

Creating Access Log Profiles on page 45•

• Creating HTTP Reverse Proxy Services on page 112

• Creating Content Ingest Services on page 135

• Restarting Media Flow Controller Devices or Services on page 29

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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Upgrading or Rolling Back theMedia Flow Controller Software Image

Using Media Flow Activate, you can upgrade or roll back the software running on Media

Flow Controllers. Both these operations interrupt the content delivery services and

therefore require the network operations center (NOC) operators to gracefully take the

Media Flow Controllers “out of service” for maintenance before performing an upgrade

or a rollback.

Typically, a fresh Media Flow Controller containing two partitions has the same version

of thesoftware image installedonbothpartitions (that is, inactiveandstandbypartitions).

To perform an upgrade, you can download the latest software image in the standby

partition and start Media Flow Controller with this software image. However, if you find

that the upgraded image is unstable or for some other reason you want to revert to the

previous running image, Media Flow Activate provides the capability to roll back to the

previous software image and configuration that was in use before it was upgraded. This

image and the corresponding configuration are available in the standby partition.

NOTE:

Before you begin an upgrade or a rollback:

• Ensure that you have the URL of the software upgrade image when you
want to perform an upgrade.

• The Connection Status of the Media Flow Controllers is up.

To perform a software upgrade on selected Media Flow Controllers by using Media Flow

Activate:

1. From the left navigation panel, clickMedia Flow Devices.

2. Select the Media Flow Controllers and click Software ImageManagement.

3. In theDownload& Install field, enter theURL of the image to be downloaded (a newer

version of the image fromwhat is currently running in Media Flow Controllers). You

can select one of the following protocols for the download: HTTP, HTTPS, SCP, FTP,

SFTP, and TFTP.

4. ClickOk. A pop-up is displayed with a status message, “Please click on Job Id to view

details,” and the job ID. Click the job ID to check whether the Media Flow Controllers

have successfully downloaded and copied the image to their standby partitions.

5. Select theMedia FlowControllers towhich you have downloaded the new image and

click Software ImageManagement.

6. Click Boot standby image to reboot Media Flow Controllers with the new image.

7. ClickOk. Media Flow Controllers reboot with the image in the standby partition. A

pop-up is displayedwith a statusmessage, “Please click on Job Id to viewdetails,” and

the job ID.Click the job ID to checkwhether theupgradewas successful. If theupgrade

was a failure, then Media Flow Controller automatically reboots with the image that
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was running previously. In this case, youmay have to retry upgrading the Media Flow

Controllers.

If theupgrade is successful, thepartitionwith theupgraded imagebecomes theactive

partition, whereas the other partition with the previous image becomes the standby

partition. After you verify that the upgrade has been successful, make sure that you

put the Media Flow Controllers back into service. The upgrade preserves the current

saved configurations.

To roll back to the software image version fromwhich it was upgraded, you can select

the Media Flow Controllers and click Boot standby image. Media Flow Controller reboots

with the image in the standby partition. A pop-up is displayed with a status message,

“Please click on Job Id to view details,” and the job ID. Click the job ID to check whether

the rollback was successful.

NOTE: When you initiate an upgrade or a rollback onmultiple Media Flow
Controllers, the job that is created comprises several subjobs; each subjob
represents the user-initiated action for a single Media Flow Controller. From
the JobManagement workspace, select themain job to view details about
the subjobs, such as whether they were successful or not.

Related
Documentation

Media Flow Activate Overview on page 3•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

RestoringMedia Flow Controller Device Configuration

You can restore configurations within Media Flow Controller when it has experienced a

hardware failure (such as a root disk crash) resulting in the loss of configuration data

stored on the device. After the hardware is restored, either by replacing the FRU or the

entire server, you can use Media Flow Activate to rapidly restore the services delivered

by that device.

This section describes the process of restoring the device configuration of Media Flow

Controller after a complete (non-recoverable) failure or corruption of the Media Flow

Controller configuration file.

NOTE: Restore the device configuration only after you have restored the
Media Flow Controller platform configuration (infrastructure-level
configuration) by using the configuration templates stored in Media Flow
Activate or manually.

The Media Flow Activate GUI provides you with the following options:
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• Restore service(s)—This action restores the service configurations on the selected

devices.

Media Flow Activate maintains a configuration database, which serves as the source

of reference for configuration-related information. So, when you choose to restore the

configuration of a device, Media Flow Activate restores the configuration from this

database rather than from the device itself.

• Remove all services—This action removes the service configurations from the selected

devices. Note that this action does not set the devices to the factory default

configuration. It only wipes out or resets the existing service-specific configuration.

To restore or remove the device configuration:

1. ClickMedia Flow Devices.

2. Select the Media Flow Controllers whose configurationmust be restored or removed.

3. From theActions list, select eitherRestore service(s) to restore the services orRemove

all services to remove the services from the Media Flow Controllers. A new job is

created and amessage with the job ID is displayed. Click the job ID to knowwhether

the action is a success or a failure.

If the job is successful, then the following configurations are restored or removed:

• Content Ingest services

• HTTP Reverse Proxy services

• Network Optimization services

• Access log profiles

• Cache-tuning policies

• Policy scripts

• Origin maps

• Resource pools

• Virtual players

Usually, the following configurations are not restored or removed:

• Interface configuration

• Device configuration

• BGP configuration

• Space configuration templates

ExampleWorkflow for Restoring Device Configuration

Consider that you want to restore the device configuration of Media Flow Controller,

MFC-A. Perform the following steps to restore the device configuration:
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1. Delete all the existing service-specific configurations by clicking Remove all services

so that there are no conflicts while restoring the configuration of MFC-A.

2. Use Junos Space configuration templates to restore the platform-level configuration

of MFC-A. In addition, manually restore the BGP, device, and interface configuration

of MFC-A by using the UI.

3. Click Restore service(s) to restore the service configuration of MFC-A with the

configuration stored in the Media Flow Activate database.

Related
Documentation

Media Flow Activate Overview on page 3•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

ReplicatingMedia Flow Controller Device Configuration

FromMedia Flow Activate, you can replicate or clone the device configuration from one

Media Flow Controller to several Media Flow Controllers. This operation is useful when

newMedia Flow Controllers are added to the network to expand capacity or replace a

failed device. You can quickly replicate standard configuration templates on the new

devices.

NOTE: Replicate the device configuration only after you have replicated the
Media Flow Controller platform configuration (infrastructure-level
configuration) by using the configuration templates stored in Media Flow
Activate or manually.

To replicate a device configuration:

1. ClickMedia Flow Devices.

2. Select the Media Flow Controller whose configuration must be replicated.

3. On the Actions list, select Replicate Device.

4. Select theMediaFlowControllersonwhich thedeviceconfigurationmustbe replicated.

5. Click Replicate. A new job is created and amessage with the job ID is displayed. You

can click the job ID to knowwhether the replication job is a success or a failure. If the

new device contains any previous resource pool configuration, then this action fails.

This prevents any accidental overwrites.

Media Flow Activate maintains a configuration database, which serves as the source

of reference for configuration-related information. So, when you choose to replicate

the configuration of a device, Media Flow Activate replicates the configuration from

this database rather than from the device itself.

If the job is successful, then the following configurations are replicated in the selected

Media Flow Controllers:
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• Content Ingest services

• HTTP Reverse Proxy services

• Network Optimization services

• Access log profiles

• Cache-tuning policies

• Policy scripts

• Origin maps

• Resource pools (both global and user-defined resource pool configurations)

• Virtual players

Usually, the following configurations are not replicated because they are unique to a

device:

• Interface configuration

• Device configuration

• BGP configuration

• Space configuration templates—In this case, the Template feature provides the facility

to set device-specific values and hence there is no need of replication.

If the purpose of replication is to replace the servers with a higher-performance server,

then after the new server is put in service, one or more of the existing servers that were

cloned or replicated can be removed from service.

Related
Documentation

Media Flow Activate Overview on page 3•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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BGP Traffic Steering Overview

Media Flow Controller listens for HTTP requests and either serves the content from its

local cache or fetches the requested content from origin servers. In this deployment,

Media Flow Controller is exposed to much non-cacheable traffic that wastes valuable

caching resources. The solution is to separate cacheable traffic from non-cacheable

traffic to provide better bandwidth savings and throughput by efficiently using Media

Flow Controller resources. The Border Gateway Protocol (BGP) traffic steering feature

enables you to direct traffic froma peering router toMedia FlowController by advertising

certain destination IP addresses. You can use this feature in transparent and reverse

proxy deployments.

• In transparent proxy deployment, you can use this feature as a replacement for the

Policy BasedRouting (PBR) feature, which is currently used to direct HTTP traffic from

an access router to Media Flow Controller.

• In reverseproxydeployment, youcanadvertiseasetof IPaddressesmapped todifferent

services or resource pools to an access router. This configuration can be used for load

sharing within a POP.

To redirect cacheable traffic to Media Flow Controller:

1. Create a list of IP network addresses, so that any HTTP traffic intended for these IP

addresses is redirected to Media Flow Controller. This list can be static or dynamic.

Media Flow Controller serves the requested object from its cache or fetches it from

the origin servers.

NOTE: In networking terminology, this list of IP addresses is often called
“IP whitelist.”

2. Configure the neighbors.

For example:

• Configure edge router A to which Media Flow Controller advertises the IP whitelist.

Media Flow Controller acts as the next hop to this router for the IP addresses in the

whitelist. This router must support basic BGP functionalities.

• Configure edge router B for Media Flow Controllers to forward any non-HTTP,

non-RTSP, and non-RTMP traffic.

The flow of traffic is as follows:

• For request traffic with a destination IP address that is not listed in the whitelist, the

access router A forwards the traffic to the server through the next-hop router B,

bypassing Media Flow Controller. The return traffic takes the reverse path.

• For unwanted traffic (that is, non-HTTP, non-RSTP, and non-RTMP traffic) that is

destined to the IP addresses that are listed in the whitelist, access router A forwards

the traffic to Media Flow Controller, which then forwards it to the default next-hop
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router B. The return traffic uses the client address as the destination IP address and

bypasses Media Flow Controller.

• For intended traffic that is destined to IP addresses that are listed in thewhitelist (that

is, HTTP, RSTP, or RTMP requests), if there is a cache hit, the object is served from the

cache. If there is no cache hit, Media Flow Controller fetches the object from the origin

server and serves the request.

When intended traffic is forwarded to the origin server, one of Media Flow Controller’s

own IP addresses is used to replace the client address as the source IP address. This

ensures that the response traffic is routed to Media Flow Controller for caching.

TIP: Because there isa likelihood thatunintended traffic canbesent toMedia
FlowControllersand this traffic needs tobe forwarded to thenext-hop router,
IP forwardingmust be enabled onMedia Flow Controllers. Use the network

connection ip-forward command to enable IP forwarding.

Related
Documentation

Configuring BGP-Based Traffic Steering on page 27•

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

Configuring BGP-Based Traffic Steering

Border Gateway Protocol (BGP)–based traffic steering allows Media Flow Controller to

receive only cacheable traffic by advertising certain IP addresses through BGP to the

peering router.

To configure BGP routing on Media Flow Controller:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. Select the discovered device in which you want to configure BGP.

3. On the Actions list, select Configure BGP. The Configure BGP page is displayed.

4. On the Configure BGP page, enter information in the following fields:
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• Local AS—Enter the number of the autonomous system to which Media Flow

Controller belongs. Specify a value between 1 and 4,294,967,295. This number

identifies Media Flow Controller to other BGP routers.

Anautonomoussystem isagroupof routersand their associatednetworksoperating

under a single technical administration. This system appears as a single entity to

external systems. Each autonomous system is assigned an identifying number by

an Internet registry or a network provider. This number identifies the router (in this

case, Media Flow Controller) to other BGP routers.

This field is mandatory. The AS number cannot be changed after it is configured

because it is a unique identifier. If you need to change the AS number, disable BGP

and then configure the AS number again.

• Local Router ID—Enter the IP address that identifies Media Flow Controller.

• Keepalive interval—Enter the BGP keepalive interval in seconds. The default value

is 60 seconds. It is recommended that you enter a value from 7 through 21,845

seconds.

The keepalive time indicates how often Media Flow Controller sends a keepalive

message to the neighboring router to indicate that it is still alive. BGP systems

exchange keepalive messages to determine whether a link or host has failed or is

no longer available.

• Hold Time—Enter the hold time in seconds. If a keepalive message is not received

by Media Flow Controller from a BGP peer within the hold time, then the peer is

marked down. The hold timemust be at least three times the keepalive interval.

The default value is 180 seconds. It is recommended that you enter a value from 21

through 65,535 seconds.

• Redistributeconnectednetworks—Select todynamicallyadvertisedirectly connected

networks.

For example, consider a number of logical interfaces (such as loopback interfaces)

added to a physical interface. One way to advertise all these interfaces is to add

them one by one from the List of static network addresses to advertise area. The

other simpler option is to add the physical interface to the list of advertised static

IP addresses and enable this feature, whereby any logical interface connectedwith

this physical interface is automatically advertised to the BGP peers by Media Flow

Controller.

• List of peer routers—Add a list of peering routers (BGP neighbors or BGP peers) by

clicking Add and providing the IP addresses and AS numbers of the routers. Media

FlowController establishesTCPconnectionswith its peersbyusing the IPaddresses

provided in the configuration list. It is mandatory that you configure at least one

peer router.

MediaFlowController canhavebothexternal and internalpeers.Apeer is considered

external if its AS number differs fromMedia Flow Controller’s own AS number.

To remove a peer, select a peer and then click Remove.

• List of static network addresses to advertise—Add a list of destination IP addresses

to advertise, such that any traffic intended for these IP addresses is redirected to
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Media Flow Controller. Media Flow Controller serves the requested objects from its

cacheor fetches themfromtheorigin servers. ClickAddorRemove to addor remove

network IP addresses.

• Click Configure to enable BGP traffic steering. If BGP is previously configured on

Media Flow Controller, then click the Reconfigure or Disable button to reconfigure

the existing BGP configuration or disable BGP traffic steering, respectively.

Alternatively, click Cancel to close the configuration page.

Related
Documentation

BGP Traffic Steering Overview on page 26•

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

RestartingMedia Flow Controller Devices or Services

You can restart selected Media Flow Controller devices or the delivery services on them

by using Media Flow Activate.

RestartingaMediaFlowController bringsdownall services; restarting servicesonaMedia

Flow Controller stops media delivery services.

To restart selected Media Flow Controllers by using Media Flow Activate:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Select the discovered devices that you want to restart.

3. On the Actions list, select Restart Device(s). The Restart Device(s) configuration page

is displayed.

4. Click Yes to proceed with the restart and close the window. Click No to cancel the

restart and close the window. The selected Media Flow Controllers are restarted;

there is no progress bar or completion message, but the status on the Manage MFCs

page changes.

To restart services on selected Media Flow Controllers by using Media Flow Activate:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Select the discovered devices on which you want to restart a service.

3. On theActions list, selectRestartService from the list of available actions. TheRestart

Service configuration page is displayed.
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4. Select the Delivery Service and Content Ingest Service options as needed and click

Restart.

5. Click Yes to proceed with the restart and close the window. Click No to cancel the

restart and close the window. A job is created. You can view the status of the job in

the JobManagementworkspace.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about restarting services and devices.

Related
Documentation

Media Flow Activate Overview on page 3•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

TaggingMedia Flow Controller Objects

Tagging allows you to label and categorize objects from an application workspace

manage inventory landing page. Subsequently, you can view and use these tags to easily

search for multiple objects to view their status or perform a bulk action on themwithout

having to select each object individually.

To tag objects, you navigate to the application workspacemanage inventory landing

page (such as Media Flow Devices, Service Design), select the objects that are to be

tagged, and select Tag on the Actions list.

TIP: When you specify the tag name, make sure that it does not start with a
space; contain a comma, double quotationmarks, or parentheses; or exceed
255 characters.

The tags that you create are private and hence are visible only to you. However, to share

the tags with other users, you need the “Tag Administrator” privileges.

For detailed instructions about tagging anobject, refer to the “Tagging anObject” section

in the Junos Space Network Application Platform User Guide.

After you tag the object, you can perform the following actions:

• Filtering inventory using tags—To perform an operation onmultiple objects, tag the

objects with an identical tag name and later filter them using the specific tag. After all

the objects are listed, you can perform the permitted actions from theActions list after

selecting them.

To filter Media Flow Controller objects by using a tag:

1. On the workspace inventory page, from the Search list (usually located at the

upper-right corner of the page), select Tags.
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2. From the adjacent list, select the tag name. Alternatively, in the list, you can type

the first letter of the tag to narrow down the list.

The inventory page displays only the objects that are tagged with the selected tag.

• Viewing tags—The View Tags action from application workspace inventory pages

allows you to see all the tags that you have assigned to amanaged object. Youmust

first tag amanaged object to see its tags. The tags that are displayed are those that

are created by you (private tags) and those that are shared (public tags).

To view the tagsassigned toan inventory object, navigate to theapplicationworkspace

manage inventory landing page, select the object, and select ViewTags on the Actions

list.

For detailed instructions about viewing the tags associated with amanaged object,

refer to the “Viewing Tags” section in the Junos Space Network Application Platform

User Guide.

• Untagging an object—You can untag or remove a tag from an object on a workspace

inventory page. You can select only one object at a time to untag.

To untag an object, navigate to the application workspacemanage inventory landing

page, select the object, and selectUntagon theActions list. From thedialog box, select

the tags to untag.

Related
Documentation

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 3

Resource Pools

• Resource Pools Overview on page 33

• Creating Resource Pools on page 34

• Actions on Resource Pools on page 35

• Provisioning Resource Pools to MFC Devices on page 36

• Managing Resource Pool Associations on page 37

Resource Pools Overview

When you want to use Media Flow Controller to host multiple tenants (customers or

Web portals), it becomes necessary to allocate the available Media Flow Controller

resources among these tenants depending on various criteria, such as whether they are

silver, gold, or platinum customers. UsingMedia Flow Activate, you can create a resource

pool toconfigure resources thatare relevant fora tenant, suchas themaximumbandwidth

and themaximum allowed sessions.

Before you start configuring a resource pool, consider the following parameters:

• Themaximum bandwidth that you want to allocate to a resource pool

• Themaximum concurrent sessions that you want to permit for a resource pool

Because the resource pool is provisioned on Media Flow Controller, the preceding

parameters cannot exceed themaximum resources available on the device and are

identified by the “global resource pool.”

After you create the resource pools:

• Provision the resource pools to Media Flow Controller. This action partitions the

available resources among these pools.

• Bind a reverse proxy service to the resource pool.

The preceding actions ensure that the incoming requests to the website or domain

configured in theservicedonotexceed the limits setby the resourcepool, therebyensuring

that the remaining resourcesareavailable for other services configured in the sameMedia

Flow Controller. If no pool is configured, the service receives all the available resources.
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Formore informationabout resourcepools, see the “MediaFlowControllerMulti-Tenancy

Management” section in theMedia Flow Controller Administrator’s Guide.

Related
Documentation

Creating Resource Pools on page 34•

• Actions on Resource Pools on page 35

• Provisioning Resource Pools to MFC Devices on page 36

• Managing Resource Pool Associations on page 37

• Provisioning Services on page 142

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Creating Resource Pools

You create a resource pool when you want to host multiple tenants on Media Flow

Controller and want to partition the available system resources among these tenants.

With resource pools, you can configure the maximum bandwidth and themaximum

number of concurrent sessions that must be permitted for a tenant.

To configure a resource pool:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Click the plus sign (+) adjacent toManage Resource Pools.

3. Click Add Resource Pool. The Add Resource Pool page is displayed. Enter information

in the following fields:

• Resource Pool Name—Name of the resource pool, which must be unique

• Description—(Optional) Description of the resource pool

• Max Bandwidth(Mbps)—Maximum bandwidth that you want to reserve for this

resource pool, in Mbps

• MaxConcurrentSessions—Maximumnumberof incomingclient sessionssupported

by this resource pool

4. ClickOk, Cancel, or Reset.Ok instantiates the values you set, Cancel closes the page,

and Reset returns all values to their defaults.

You are returned to theManage Resource Pools page. If you created a resource pool, you

see the newly created resource pool on this page.

Against each resource pool, you can view the configuredmaximum bandwidth and

maximum allowed sessions, whether the resource pool is provisioned to theMedia Flow

Controller server, the userswho created andmodified the resource pool, andwhen itwas

last modified.
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When you associate a reverse proxy service with this resource pool, the incoming traffic

to the website or domain is bound by the parameters defined by the resource pool.

Related
Documentation

Actions on Resource Pools on page 35•

• Provisioning Resource Pools to MFC Devices on page 36

• Managing Resource Pool Associations on page 37

• Provisioning Services on page 142

• Resource Pools Overview on page 33

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Actions on Resource Pools

FromtheManageResourcePoolspage, youcanperformthe followingactionson resource

pools by clicking the links on theActions list. You have to select the resource pools before

performing any actions on them:

• Modify Resource Pool—Other than the resource pool name, you canmodify all the

configuration settings, such as the maximum bandwidth that you want to allocate to

the resource pool, the maximum concurrent sessions that it can support, and the

description.

You canmodify only one resource pool at a time.

• Delete Resource Pool(s)—Delete one or more resource pools.

If the resource pool is provisioned to a device, deprovision the resource pool before

deleting it.

• ProvisionResourcePool—Provision the resourcepoolsonMediaFlowController servers.

See “Provisioning Resource Pools to MFC Devices” on page 36 for more information

about provisioning the resource pools.

• Manage Resource Pool Associations—View the association of a resource pool to the

Media Flow Controller servers to which it has been provisioned. You can reprovision

the resource pool or deprovision it fromMedia Flow Controller servers depending on

the actions that you choose to perform. See “Managing Resource Pool Associations”

on page 37 for more information about managing the resource pools associated with

Media Flow Controllers.

You canmanage only one resource pool at a time.

• Tag It—Tag the resource pools.

• View Tags—View the tags associated with a specific resource pool.

• Untag It—Untag the selected tags from the specific resource pool.

For more information about tagging, see “Tagging Media Flow Controller Objects” on

page 30.
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Related
Documentation

Provisioning Resource Pools to MFC Devices on page 36•

• Managing Resource Pool Associations on page 37

• Provisioning Services on page 142

• Creating Resource Pools on page 34

• Resource Pools Overview on page 33

• Media Flow Activate Overview on page 3

Provisioning Resource Pools toMFC Devices

After creating a resource pool, you have to provision it on Media Flow Controller devices

to ensure that the configured resources are reserved for that pool from the available

system resources.

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

2. ClickManage Resource Pools. The Manage Resource Pools page is displayed.

3. Select the resource pools.

4. On the Actions list, select Provision Resource Pool. The Provision Resource Pool to

Device dialog box appears.

This dialog box displays all the available devices (Device Name column) to which you

can provision the resource pool, including their IP addresses (IP Address column),

whether they are up (Connections Status column), and the list of pools (Current

Resource Pool List column) that have been previously provisioned on the device.

It is recommended that you provision the resource pools on those devices that are

up. When a device is down, the provisioning may not be a success.

Additionally, click View under the Current Resource Pool List column to view the list

of pools that were previously provisioned on a specific device before provisioning

additional pools to the device.

CAUTION: While provisioning, make sure that the resources allocated to
a resource pool do not exceed the available system resources.

5. Select the devices to which you want to provision the resource pools.

Use theSearchoption todisplay specificMedia FlowControllers by filtering using their

names or tags.

6. Click Next. The selected pools and the selected devices are displayed. If you want to

make any modification to this list, click Previous andmake changes, as needed.

7. Click Provision. The Job Information dialog box appears with a job ID.

8. Click the job ID to check whether the provisioning job was successful or clickOK to

exit.
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If the job is not successful, the possible causes could be one of the following:

• Devices were not up.

• Resource pool allocation exceeded the available system resources (global pool)

for a certain device.

Related
Documentation

Managing Resource Pool Associations on page 37•

• Provisioning Services on page 142

• Actions on Resource Pools on page 35

• Creating Resource Pools on page 34

• Resource Pools Overview on page 33

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Managing Resource Pool Associations

You can view the association of the resource pools to Media Flow Controller servers to

which they have been provisioned and take suitable actions, such as reprovisioning them

if the earlier provisioning had failed.

From theManage Resource Pool Associations page, you can:

• Reprovision the resource pools

Typically, you reprovision the resource pools when you havemade changes to the

existing configuration and want the new configuration to take effect or if the previous

provisioning had failed.

• Delete the resource pools

Typically, you delete the resource pools when they are no longer used or needed. This

actioncauses the resourcesallocated to the resourcepools tobeautomatically returned

to the global resource pool.

CAUTION: If a reverse proxy service has been successfully provisioned to
a resource pool, deprovision the service before deleting the resource pool.

To perform these actions:

1. From theManage Resource Pools page, select the resource pool.

2. On the Actions list, selectManage Resource Pool Associations. TheManage Resource

Pool Associations dialog box appears.

This dialog box lists the devices on which the resource pool was provisioned and

indicates whether the provisioning was successful. Use the Search option to display

specific Media Flow Controllers by filtering using their names or tags.
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TIP: Provisioning a resource pool to a device is successful only when the
device is “In Sync” status. Verify the device status in theManaged Status

column before provisioning.

3. Select the device and perform one of the following tasks:

• Click Provision Again to reprovision the resource pools.

The Job Information dialog box appears. Click the job ID to view the job’s status or

clickOk to exit.

• Click De-provision to deprovision the resource pools. You are prompted for a

confirmation. Click Yes to deprovision the resource pools or No to exit.

CAUTION: If a reverse proxy service has been successfully provisioned
to a resource pool, deprovision the service before deleting the resource
pool.

• Click Cancel to exit.

Related
Documentation

• Provisioning Services on page 142

• Provisioning Resource Pools to MFC Devices on page 36

• Actions on Resource Pools on page 35

• Creating Resource Pools on page 34

• Resource Pools Overview on page 33

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 3

Design Elements

• Access Log Profiles on page 41

• Cache-Tuning Policies on page 51

• Origin Maps on page 67

• Policy Scripts on page 77

• Virtual Players on page 81
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CHAPTER 4

Access Log Profiles

• Understanding Access Log Profiles on page 41

• Creating Access Log Profiles on page 45

• Actions on Access Log Profiles on page 49

Understanding Access Log Profiles

This topic describes what access log profiles are used for and the information you need

to know before creating an access log profile.

Access log profiles enable you to customize access logging and store log files in an

external server. You use access logs to record the HTTP or HTTPS transactions handled

by Media Flow Controller and capture information, such as the timestamp, remote user,

and so on, about the transaction.

Using access log profiles, you can configure:

• Log filename

• Log file size

• Log format

• File rotation interval

• Maximum number of log files to retain

• External server to which the log files must be uploaded

• Criteria for transactions that should not be logged in the access logs, such as:

• HTTP response codes

• HTTP delivered object or content size threshold

Before you configure access log profiles, youmust consider the following facts:

• You can associate a service with a single log profile only. However, multiple services

can share a single log profile. Log records generated bymultiple services, but referring

to a common log profile, arewritten to the log file specified by the profile configuration.

• If youdonotassociatea logprofilewithaservice, the service is automatically associated

with the default log profile. The default log profile is created on either Media Flow
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Controller fresh installation or Media Flow Controller system upgrade. Previously

created log profiles are maintained as is after an upgrade. Because the default log

profile is already present, you cannot create a log profile with the name “default” from

Media Flow Activate.

• ThoughMFAsupports creatinganynumberof logprofiles, theprovisioningof theservice

fails if the log profile associated with the service exceeds themaximum number of log

profiles that Media Flow Controller can support (which is 32).

• Whether you have sized the log partition spaces appropriately to accommodate the

log files. It is recommended to have at least 64 GB of disk space to store log files.

• Whether you want Media Flow Controller to export log files to an external server (log

push) or an external client to import log files fromMedia Flow Controller (log pull).

After you create an access log profile, associate the profile with relevant services (that

you had created previously). This ensures that the HTTP and HTTPS transactions

processed by these services are recorded in the log profile according to the log profile

configuration.

Default log profile configuration

Access Log Profile: default
  Log Filename : access.log
  Max Filesize : 100 MiB
  Max files to hold : 10
  Max time duration : 0 Minutes
  Format Type: w3c-ext-default
  Format : %h - - %t %r %s %b
  Auto Copy URL : -Not Configured-
  Object Size to Skip : 0
  Response Codes to Skip : None

Log Push and Log Pull Overview

You can periodically store log files in an external server through the push or pull method.

In the pushmethod, Media Flow Controller exports log files to the configured external

server by using the FTP, SFTP, or SCP (the default) protocol. In the pull method, an

external client pulls log files fromMedia Flow Controller. It is recommended that you

configure only one of the methods rather than both. However, if you configure both log

pull and push, the method that was configured last takes precedence.

The access log profile configuration is common to both push and pull methods. Access

log files are generated on the basis of this configuration. Typically, an access log file is

closed and a newone is opened forwriting new log recordswhen the configured rotation

interval or maximum file size is met (whichever comes first) or when there is a change

to the log record format. If you have configured log push, as soon as a log file is closed,

Media Flow Controller exports the closed log file to an external server. In addition, this

closed file is immediately moved from the folder in which it was temporarily stored to a

permanent folder, which is the LogExport folder.
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Thenamesof the log files thatare stored in theLogExport folderuse the following format:

<hostname>_<filename><profile-name>_<version>_<start-time>_<end-time>.gz,where:

• hostname—Hostname of Media Flow Controller

• filename—Name of the log file provided by the user

MediaFlowController creates the log filewith theuser-specified filenameand it records

the log entries in this file. This file is stored in a temporary folder.When the log rotation

criteria is met, the file is closed andmoved to the LogExport folder.

• profile-name—Name of the access log profile

• version—Version of the file. Whenmore than one file is generated with the same start

and end times, possibly due to a change in log format, the version information helps

to differentiate among these files.

• start-time—Time when the file is supposed to have been opened for Media Flow

Controller to write new records based on the log rotation interval. The start time has

the following format: YYYYMMDDhhmm.

If time-based rotation is disabled, the start time represents the time when the log file

was created.

• end-time—Time when the file should have been closed. A premature file closure may

occur when there is a configuration change or a service failure. In both cases of

premature closure, the version number is incremented; however, the end time remains

the same if the file is valid within the rotation interval. So, the start and end times are

computed based on the rotation interval and not on the actual file closure times if

time-based rotation is configured. The end time has the following format:

YYYYMMDDhhmm.

If time-based rotation is disabled, the end time represents the time when the log file

was closed.

Filename example:

cmbu-vxa20-test_access.log_default_3_201206140030_201206140035.gz, where

“cmbu-vxa20-test” is the hostname, “access.log” is the filename, “default” is the

profile-name, “3” is the version number of the log file, “201206140030” represents the

start time, and “201206140035” represents the end time.

In the log pushmethod, Media Flow Controller exports the log files to the configured

external server when the log rotation criteria are met.

The log pull method allows an external client to connect to Media Flow Controller by

using SFTP to import log files fromMedia Flow Controller. Only LogTransferUser can

access and download log files from the LogExport folder. This user is created

automatically during Media Flow Controller manufacture or upgrade and has only read

access to the LogExport folder. You can configure a password-less access for this user

(from the client toMedia FlowController) by configuring SSH utilities. Perform the steps

listed in the “Using SSH in Automated Scripts (CLI)” section of theMedia Flow Controller

Administrator’s Guide to generate the SSH public key. After you generate the SSH public

key, paste the key in theMedia Flow Devices > Actions drawer > Device Configuration >
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User Authentication Key field to configure Media Flow Controller to use this key for

LogExportUser from the external client.

Monitoring Access Log Files

Logmessages are written to the system log whenever an access log file is:

• Closed andmoved to the LogExport folder.

• Deleted due to:

• Storage space being full

• File expiry

• Forced purge

The log messages use the following format: (<Reason-Code>)<free-form

message>:‘<filename>’. System log parsers can use <Reason-Code> to identify the

operation that was performed on the log file.

Table 3: Reason Codes Recorded on System Log for Access Log Files

DescriptionReason Code

Log file was closed andmoved to the LogExport folder.1000

Log file was deleted because it expired (the time threshold was exceeded).1001

Log file was deleted due to storage space constraints.1002

Log file was deleted because the user initiated a forced purge of the LogExport folder.1003

CAUTION:

Files may bemissing due to service downtime.•

• If the time is changed on the system, files may be replaced or lost.

Related
Documentation

Creating Access Log Profiles on page 45•

• Actions on Access Log Profiles on page 49

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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Creating Access Log Profiles

You create an access log profile when you want to customize access logs. An access log

profile is used to track details of the HTTP and HTTPS transactions handled by Media

Flow Controller and store log files in an external server.

CAUTION: ThoughMFA supports creating any number of log profiles, the
provisioning of the service fails if the log profile associated with the service
exceeds themaximum number of log profiles that a Media Flow Controller
can support (which is 32).

To configure an access log profile on the Design Elementsworkspace:

1. From the left navigation panel, click the plus sign (+) adjacent to Design Elements.

2. Click the plus sign (+) adjacent toManage Log Profile.

3. Click Add Access Log Profile. The Add Access Log Profile page is displayed.

4. On the Basic Properties tab, specify the following information:

• Log Profile Name—Enter the name of the access log profile, which must be unique.

Log profile namesmust be defined in 7-bit ASCII, alphanumeric format only.

• Description—(Optional) Enter a description of the access log profile.

For example, “To capture information about the HTTP requests to the YouTube

website.”

• In the Log File Parameters area, specify the file in which the access logs must be

logged and how to handle the log files after a certain time period (log rotation).

From this area, configure an external server to which the log files can be exported

when the log rotation criterion is met.

NOTE: Typically, log files have a tendency to become voluminous over
time. This can pose a problemwhen you are trying to locate specific
information. Log rotation addresses this issue. Log rotation happens
when one of the following criteria is met (whichever comes first):

• Rotation interval

• File size

However, rotationparametersareverifiedonlywhenanactivity iswritten
to the log.

You can configure the following fields in this area:

• File Name—Enter the name of the file where the access log is stored. The default

filename is access.log. This file is initially stored in a temporary folder fromwhich

it is moved to a permanent folder (which is the LogExport folder) when the file
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is closed. Typically, an access log file is closed and a new one is opened for Media

Flow Controller to write new log records when the configured rotation interval or

maximum file size is met (whichever comes first) or when there is a change to

the log record format.

• Max File Size (MiB)—Define a size threshold, in MiB, for uploads or log rotation.

When the log file reaches the configured size, Media Flow Controller treats this

file as closed and opens a new file for Media Flow Controller to write log entries.

The closed file is moved to the LogExport folder. If you have configured a server

toexport this log file (in theExportPath field),MediaFlowController auto-uploads

the closed log file to the specified destination.

To disable size-based file rotation, clear theMax File Size check box. However,

either size-based or time-based rotationmust be enabled. You can enter a value

from 10 through 100MiB. The default value is 100MiB.

NOTE: 1 MiB (mebibyte) is equivalent to 1024x1024 bytes.

• File Closure Frequency (minute(s))—Set a file rotation time interval in minutes.

Thedefault is 15—that is, after 15minutes,MediaFlowController closes thecurrent

log file and opens a new file for Media Flow Controller to write log entries. The

closed file is moved to the LogExport folder. If you have configured a server to

export this log file (in the Export Path field), Media Flow Controller auto-uploads

the closed log file to the specified destination.

To disable time-based file rotation, clear the File Closure Frequency check box.

However, either size-based or time-based rotation must be enabled. You can

enter a value from 5 through 60minutes. The default value is 15minutes.

• ExportPath—Specify theserver towhich theaccess log filesmustbeauto-uploaded

after the log rotation criterion is met by using the SCP (the default), FTP, or SFTP

protocol.

Use the following format in the Export Path field to configure the server:

[<username>]:[<password>]@<hostname>[:<port>]/<path>/.

For SCPandSTP, it ismandatory to provide the hostnameand path. The pathmust

end with a forward slash. If no folders are provided, the “/” denotes the root folder.

For example: usera:pwdb@hostnamec:8022/youtubefolder/.

When there is an export failure, a system logmessage with the profile name and

log file name is logged in the system log file, server.log, for the respective Media

Flow Controller.

If you do not want to export the log files, leave this field empty.

5. In the Do not Log area, configure what log records can be discarded. There are no

corresponding log entries for these records in the log file.

• Object size lesser than (bytes)—Enter a minimum size for the objects that are

retrieved from the Media Flow Controller cache or origin servers, in bytes, for which
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a log record is written to the log file. Log entries for objects smaller than or equal to

the size specified is not written to the log file.

You can enter a value from 0 through 4,294,967,295 bytes. The default value is 0

byte. A value of zero (the default) means that no filter should be applied and all

logs can be written to the log file.

• Http Response Code—Add a list of HTTP response codes so that when Media Flow

Controller receives these codes as responses from the origin servers, those

transactions are not recorded in the log file. To add an HTTP response code, click

Add. To remove any or all of the response codes from the list, select the codes and

click Remove.

One of the response codes that youmight want to consider filtering out is “206

(Partial Content).”WhenMediaFlowControllermakesa request for anobject (such

as a large file) from the origin server, the servermight serve the object in parts. Each

of these responses has a response code of 206 to indicate that the server has

fulfilled the partial GET request for Media Flow Controller. When the object has

been fully delivered, the origin server sends a “200 OK” response. Here, youmight

want to filter out all the partial responses by adding 206 in the “Http Response

Code” list.

6. OntheLogFormat tab, select a log format for anaccess logprofile fromtheLogRecord

FormatType list. This formatessentially determineswhat kindof information is logged

in a log file for an HTTP or HTTPS transaction. The supported format types are:W3C

Ext Default (which is the default format), CLF, NCSA-COMBINED, and CustomRecord

Format.

When you select a format from the LogRecord Format Type list, the supported format

parameters and the associated format strings are displayed in a table format just

below the list. For example, when you select the CLF log format, you can view the

information that is captured in the log file, such as the remote host, remote user, and

so on.

Only Custom Record Format is configurable. All other log formats are not

configurable—that is, you cannot choose the format strings to associate with the

specific log format.

To configure CustomRecord Format:

a. From the Log Record Format Type list, select CustomRecord Format.

b. Click Add/Edit. The Select Log Format Strings dialog box appears.

c. In the Dynamic Format String – Header area, configure any valid request-header,

response-header, cookie, anduser comment to the format string. Thesearecustom

fields that enable you to log any of the request or response headers present in the

HTTPmessage.

For example, if you want to log the cache control header present in both request

and response headers, enter Cache-Control in the Request Header Match and

Response Header Match fields and then click Add.
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d. In the Available pane, double-click the format strings for which information must

be logged in the log file. Each double-clicked format string moves to the Selected

pane.

e. ClickOK. You are returned to the previous page.

7. ClickOK, Cancel, or Reset.OK instantiates the values you set, Cancel closes the

configuration page, and Reset returns all values to their defaults.

You are returned to theManage Log Profile page. If you have successfully created a

log profile, you can view the newly added log profile on this page. This page displays

the following information:

• Log profile name

• Log file in which the logs are recorded

• Log format type, which determines the information captured in the log file

• User who created the log profile

• Last user whomodified the log profile

• Timestampwhen the last modification wasmade

You need to associate this log profile with a service so that details regarding the HTTP

or HTTPS request to that service (namespace) are logged in the corresponding log file,

which can then be analyzed, if needed. For more information about associating a log

profile with a service, see “Creating HTTP Reverse Proxy Services” on page 112.

CAUTION: No diskspace checks are performedwhen a profile is created. On
a VXA2010 device, a 330-GB partition is set aside for logging. (For pacifica,
no store exists.) For instance, if two profiles are created with each profile
limiting a file size to 10 GB andwith 30 files to retain, this results in a total
expected size of 600 GB. Such checks are not performed. This exceeds the
log partition size andmight cause log files to be overwritten or lost. It is
recommended that administrators export log files to an archiving device at
regular intervals.

Related
Documentation

Actions on Access Log Profiles on page 49•

• Understanding Access Log Profiles on page 41

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

Copyright © 2013, Juniper Networks, Inc.48

Junos Space Media Flow Activate Management Guide



Actions on Access Log Profiles

From theManage Log Profile page, you can perform the following actions on access log

profiles by clicking the links on the Actions list. You have to select the access log profiles

before performing any actions on them:

• ShowLogProfileDetails—Click this link to view the configurationof the selectedaccess

log profile. In the pop-up, you can sort the data in the Log Record Format table and

select what columns you want to display by:

• Mousing over a column and clicking the list

• Selecting Sort Ascending or Sort Descending to sort the data in ascending or

descending order

• Selecting Columns and choosing the columns to display

• Modify LogProfile—Other than theprofile name, you canmodify all other configuration

settings. After you save the changes, the revised configuration is reflected in all the

services that use this profile. You canmodify only one profile at a time.

Changing log format causes, irrespectiveof any configured thresholds (rotation interval

or maximum file size), the closure of the current log file. A new file is opened and all

the log records are logged in this file.

• Delete Log Profile(s)—Delete one or more access log profiles.

If theaccess logprofile is associatedwithaservice, youmustmakesure that theservice

is no longer provisioned to a device before deleting the access log profile.

CAUTION: Each profile, upon creation, uses some storage to save the log
files. When a profile is deleted, the log files are deleted and the storage
space is reclaimed. The administrator is responsible for ensuring that all
log filesunderaprofilearebackeduporexported toexternal storagebefore
deleting that profile. A deleted profile cannot be recovered, and all log files
stored in it are lost.

Related
Documentation

• Understanding Access Log Profiles on page 41

• Creating Access Log Profiles on page 45

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 5

Cache-Tuning Policies

• Understanding Cache-Tuning Policies on page 51

• Creating Cache-Tuning Policies on page 52

• Actions on Cache-Tuning Policies on page 65

Understanding Cache-Tuning Policies

This topic describes what cache-tuning policies are used for and the information you

need to know before creating a cache-tuning policy.

The Cache Tuning Policy function allows you to set cache-handling parameters. Before

configuringcache-tuningpolicies, youmust knowdetails about yourdelivery environment

and desired caching behavior, including:

• How long you want the content for a specific service to be held in cache, and the

threshold parameters for determining this.

• Whatobjects youwant tobecached.TheMediaFlowController doesnot cachecertain

objects by default, such as objects with query strings or cookies.

NOTE: Media Flow Controller uses the concept of “hotness” (popularity) to
determine when to promote an object to various cache tiers. Tiers comprise
RAM, Solid-state drive (SSD), Serial Attached SCSI (SAS), and Serial ATA
(SATA). The hotness computation is based on the hit frequency (that is, the
number of hits as a function of time). For example, an object with 400 hits
an hour is considered hotter than an object with 500 hits in one day.

See the Juniper Networks Media Flow Controller Administrators Guide for detailed

information about cache-tuning policies.

Related
Documentation

Creating Cache-Tuning Policies on page 52•

• Actions on Cache-Tuning Policies on page 65

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5
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• Quick Reference to Tasks in Media Flow Activate on page 191

Creating Cache-Tuning Policies

The Cache Tuning Policyworkspace enables you to set cache-handling parameters.

Before configuring cache-tuning policies, youmust know details about your delivery

environment and desired caching behavior, including:

• How long you want the content for a specific service to be held in cache, and the

threshold parameters for determining this.

• What objects you do notwant excluded fromcaching. TheMedia FlowController does

not cache certain objects by default, such as objects with query strings or cookies.

You apply your cache-tuning policy towebsites you create for delivery of differentmedia.

After the policy is created, you can apply it to any number of websites.

To configure cache-tuning policies on the Design Elementsworkspace:

1. Click the plus sign (+) adjacent to Design Elements.

2. Click the plus sign (+) adjacent toManage Cache Tuning Policy.

3. Click Add Policy. The Add Policy page is displayed.

4. On the General tab, specify the following information:

• Policy Name—Enter the name of the cache-tuning policy, which must be unique.

• Description—(Optional) Enter the description of the cache-tuning policy.

• In the Common Settings area, for Cache fill, select one of the following options:

• Client Driven—AllowMedia Flow Controllers to fetch only as much data as the

client requested. Media Flow Controllers stop downloading an object from the

origin server after fetching the amount of data requested by the client, or the

client stops receiving or viewing it.

CAUTION: It is not recommended to configure this option if the origin
server is known to not support byte-range requests. Instead, select
the Aggressive option. This is because whenMedia Flow Controller

receives a second request for the same object, it delivers the partial
file available from the cache to the client andmakes a byte-range
request to the origin server for the remaining bytes. However, if the
origin server does not support byte-range requests, it responds with
“200OK” for thebyte-range requestandtheobjectdelivery is stopped.
In addition, the partial file is not deleted from the cache.
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• Aggressive threshold—Configure this option only if you have configured Media

Flow Controller to cache objects in client-driven mode. Using this option, you

can specify the hotness threshold of an object above which Media Flow

Controller switches from client-driven mode to controlled aggressive mode.

That is, in caseofbyte-range requests,when thehotnessof theobjectbecomes

greater than or equal to the configured Aggressive threshold value, Media Flow

Controller automatically fetches additional data from the origin server and

caches it, even without a client request. The additional data that is fetched is

2 MB, if data is cached in Serial ATA (SATA) or Serial Attached SCSI (SAS)

disk; otherwise, the data fetched is 256 KB if data is cached in SSD disk. Note

that even if the byte range is set to something like 512 KB in the client request,

Media FlowController still fetches the next 2MB from the origin server (for SAS

and SATA disks) if Aggressive threshold is configured and the hotness of the

object is greater than or equal to this configured value.

You can set the value from 0 through 100 (when Media Flow Controller is

configured in client-driven mode, a value of 0 [zero] for Aggressive threshold

means that this feature is disabled and Media Flow Controller is purely

client-driven). The default value is 9.

Recommendations: Set this value to 0 (zero) for Network Optimization

(transparent proxy) service deployments because youmay not want Media

Flow Controller to fetch any additional content other than what the client

requested.

Example: Consider a client requesting a 10-MB object in byte-range requests

of 1 MB. If there is a cachemiss, Media Flow Controller forwards the same

byte-range request to the origin server, and the response is cached and served

by Media Flow Controller. Consider that the client had sent three byte-range

requests. In client-drivenmode,Media FlowControllerwould have fetchedonly

as much data as requested by the client and hence would have cached only 3

MB till now. However, if Aggressive threshold is configured, when the hotness

of the object becomes greater than or equal to this configured value, Media

Flow Controller automatically fetches the next 2 MB of the object and caches

it without any client request. This is becauseMedia FlowController anticipates

that the client would request the next chunk of the object when the hotness of

the object reaches the configured Aggressive threshold value. In this example,

even though the client had requested 3MBof the object,Media FlowController

caches 5 MB of the object.

• Aggressive—AllowMedia Flow Controllers to fetch the full object irrespective of

the amount of data that the client requested. This configuration proves useful

for services that serve popular objects that are large (such as videos, installation

packages, and PDF files).

Example: Consider a client requesting a 10-MB object in byte-range requests of 1

MB. After Media Flow Controller has served the first byte-range request of 1 MB

to theclient, it automatically sendsanother byte-range request to theorigin server

to fetch the entire object (that is, 1 MB plus 1 byte to the end of the file). Media

Flow Controller caches the remaining 9 MB of the object to serve future client

requests.
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• Exclude Domain Name fromCache Index—Select this check box if you want Media

Flow Controller to exclude the domain name from the cache index when it creates

the cache index for an object.

Media Flow Controller associates a cache index with each object that is cached, so

that when a request for an object is received, Media Flow Controller uses the cache

index todeterminewhether theobject is available in thecacheor notbefore fetching

the object from the origin server. Therefore, in scenarios where multiple domains

deliver the same object, including the domain name in the cache index can result

in unnecessary cachemiss and would require fetching the same object from the

origin server again. Therefore, excluding the domain name from the cache index

improves media delivery throughput.

• SetX-Forwarded-Forheader—Select this checkbox if youwantMediaFlowController

to include the X-Forwarded-For header in the client request while it forwards this

request to the origin server (due to a cachemiss).

When the client requests an object, the request may or may not contain the

X-Forwarded-For header:

• If the client request does not include an X-Forwarded-For header, Media Flow

Controller adds this header with the IP address of the client (which sent the

request to Media Flow Controller) while forwarding this request to the origin

server.

• If the client request includes an X-Forwarded-For header with some value, then

Media Flow Controller appends the client’s IP address at the end of the existing

value and forwards the request to the origin server.

Typically, the information in this header enables theorigin server to track the systems

through which the request has traversed by analyzing the IP addresses captured in

this header (starting from the client, proxy1 [which couldbeaMedia FlowController

server], and so on).

In transparent proxy deployments, we recommend that you exclude this header to

achieve transparency.

5. On the Cache tier tab, specify the following information:
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Figure 1: Add Policy—Cache tier Tab

• Cache-age Threshold—Enter the time in seconds so that any object whose expiry

time is less than this value is cached only in the Media Flow Controller RAM cache.

Media Flow Controller, by default, caches objects with an expiry time of less than

60seconds in theRAMcache.Theexpectation is that theseobjectsmaybemodified

veryoften in theorigin serverandhencearenotworth storing indisk caches (because

this would otherwise waste disk I/O operations).

• In theObject size based threshold settings area,Min Object Size Threshold andMax

Object Size Threshold—Objects of sizes greater than or equal to the minimum size

threshold and lesser than or equal to the maximum size threshold that you set are

cacheable; objects smaller or larger than those sizes are not. Instead, Media Flow

Controller tunnels those objects.

You can enter a value from0 through 4,29,49,67,295 KB. The default minimum and

maximum object size threshold is 0 KB.

• Disk IngestThreshold—Enter a size limit, in bytes, for storingobjects in thedisk cache.

The default is 4096. For example, a value of 4means you can store all fetched

objects larger thanor equal to fourbytes in thedisk cache.A valueof0 (zero)means

every object irrespective of size is cached in disk (if not marked non-cacheable in

the “Cache-Control” header). If the object size is smaller than this threshold, it is

cached and served from the Media Flow Controller RAM cache.

Setting a threshold can improve disk-cache performance because small objects

need not be written to disk and can be cached and served directly from the RAM

cache.

• Fast Ingest Threshold—Enter themaximumsize of an object that has to be ingested

or cached into the fastest cache tier in the disk cache. Objects smaller than or equal
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to the configured size and greater than or equal to the value configured in "Disk

Ingest Threshold" are automatically written to the fastest cache tier. The default

is 0 (zero), which means that no objects are directly promoted to the fastest tier.

Themaximum allowed value is 4,294,967,295 (4 GB).

• In the Disk cache settings area, enable disk read options per cache tier. Media Flow

Controller supports SAS, SATA, and SSD types of disk cache tiers and is capable

of detecting the disk types. Media Flow Controller organizes the disk into 2-MB

blocks if the disk type is SAS or SATA. If the disk type is SSD, then Media Flow

Controller organizes the disk into 256-KB blocks. Therefore, one disk block is of size

2 MB or 256 KB depending on the disk type.

You can configure the following for each type of cache tier:

• Free block threshold(%)—Enter a value so that Media Flow Controller deletes all

the objects in a block when the usage of the block falls below the configured

percentage value when an object is deleted from the block.

When you delete an object fromMedia Flow Controller, if the usage of the block

fromwhich the object has been deleted is less than or equal to the configured

Free block threshold(%) value, thenMedia Flow Controller deletes the remaining

objects from that block to reclaim the complete block and adds this block to the

list of free blocks so that the block can be used for the next caching operation.

However, if the usage of the block fromwhich the object is deleted is greater than

the configured Free block threshold(%) value, Media Flow Controller does not

delete the remaining objects from that block.

The default value is 50%. That is, when the occupancy of a block falls below

50%, Media Flow Controller deletes the remaining objects within that block to

free the entire block so that it can be used for the next caching operation.

You can enter a value from 0 through 100%. A value of zero means that even if

objects are deleted from a disk block, Media Flow Controller on its own does not

delete the remaining objects from that block. However, a value of 100%means

that even if one of the objects is deleted from a disk block, Media Flow Controller

deletes the rest of the objects from that block and reclaims the entire block for

the next caching operation.

Example (for SASAorSATAdisk): Consider a block containing two objects of sizes

1.5 MB and 0.5 MB. If the Free block threshold(%) value is set at 50% and you

delete the 1.5-MB object from the disk cache, then the disk block usage falls to

25%, which is less than the configured value. In this case, Media Flow Controller

automatically deletes the remaining 0.5-MB object from its disk cache and

reclaims the entire 2-MB block for the next caching operation. Now, if the client

requests for the deleted 0.5-MB object, Media FlowController fetches this object

from the origin server and caches and serves this object. However, instead of

deleting the 1.5-MB object, if you delete the 0.5-MB object, the disk block usage

is 75%, which is more than the configured value of 50%. In this case, Media Flow

Controller does not automatically delete the 1.5-MB object.

• Group read—Enable or disable reading of all the objects from a disk block to the

RAM cache.
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When you enable Group read, if the client requests an object that is not available

in the RAM cache but is available in the disk cache, Media Flow Controller reads

the entire 2-MB block (in case of SAS or SATA) into the RAM cache instead of

reading the specific object from thedisk cache. This helps in reducing the number

of disk reads. For example, if Group read is enabled in the SAS or SATA disk and

the client requests a 32-KB file, thenMedia FlowController reads the entire 2-MB

block into the RAM cache but delivers only the requested 32-KB file to the client.

If Group read is disabled, then Media Flow Controller reads only the specific file

(in this case, the 32-KB file) from the disk cache into the RAM cache and serves

that file to the client.

The default value is Enabled for SAS and SATA disks; Disabled for an SSD disk.

Recommendations: Enable forHTTPreverseproxyservicedeploymentsoradaptive

bit-rate streamingcaching.Disable forNetworkOptimization (transparentproxy)

service deployments.

Example:Whenyouuse theadaptivebit-rate streaming for videos, youmaycache

a video in chunkswithin a block inMedia FlowController.When the user requests

the first chunk of the video, if you have enabledGroup read, Media FlowController

automatically reads the remaining chunksof the videowithin theblock (assuming

that the remaining chunks are cached within the same block) and caches them

into the RAM cache. So, when the client requests the next chunk of the video, the

chunk is served immediately from the RAM cache.

• Readsize(inKbytes)—Enter the size of data thatMedia FlowControllermust read

from the disk cache into the RAM cache, in a single disk read.

The default value is 2048 KB (2 MB) for SAS and SATA disks; 256 KB for an SSD

disk.

The range of values that you can enter are:

• SATA disk—2048 KB (default) or 256 KB. No intermediate values are

permitted—that is, the read size is either 2048 KB or 256 KB.

• SAS disk—2048 KB (default) or 256 KB. No intermediate values are

permitted—that is, the read size is either 2048 KB or 256 KB.

• SSD disk—256 KB (default) or 32 KB. No intermediate values are

permitted—that is, the read size is either 256 KB or 32 KB.

• Cache ingest hotness threshold—Enter a value, which defines the minimum object

hotness required to ingest or promote an object to a disk cache tier.

You can enter a value from 3 through 65,535. The default value is 3.

Example: When a client requests an object for the first time, Media Flow Controller

sets the hotness of the object to 3. If theCache ingest hotness threshold value is left

at its default value of 3, then after only the first request, the hotness of the object

matches the hotness threshold, which makes the object eligible for ingestion into

the lowest disk cache tier. If Media Flow Controller contains SATA, SAS, and SSD

disk cache tiers, then this object is ingested into the SATA disk cache tier, which is

the lowest disk cache tier. If the Cache ingest hotness threshold value is set to 6,
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then theobject is served fromtheRAMcacheuntil thehotnessof theobject reaches

6. When the hotness of the object reaches 6, the object is ingested into the lowest

disk cache tier.

Media Flow Controller increments or decrements the hotness of an object on the

basis of how frequently or infrequently the object is requested. For example, if the

object is requested a second time within the system average interval, then Media

Flow Controller increments the hotness of the object to 6 (that is, 2 * the Cache

ingest hotness threshold value). When the hotness of the object reaches 6, the

object is automatically promoted to the next fastest disk cache tier, which is the

SAS disk cache tier. When the hotness of the object reaches 18 (that is, 6 * the

Cache ingest hotness threshold value), the object is ingested into the fastest disk

cache tier, which is SSD. The next request for the object is served from the SSD disk

cache tier.

To summarize, Media Flow Controller automatically promotes popular or “hot”

objects (that is, the most requested objects) to a faster cache tier. “Cold” objects

(that is, the least requested objects) remain in slower cache tiers.

• URI depth threshold—Enter the depth of the directories that can be cached in the

Media Flow Controller disk cache. Using this configuration, you limit the number of

directory levels that are created in the Media Flow Controller’s disk cache while it

caches an object, thereby preventing Media Flow Controller from caching objects

with longURLs. Objectswith longURLS are cached only in the RAMcache resulting

in decreased latency as compared to serving them from the disk cache.

If the client request contains M directories in the URL (including the first slash) and

URIdepth threshold is set to a valueN,whereM is less thanor equal toN, thenMedia

Flow Controller caches the origin server response for this request in the disk cache.

If M is greater than N, then Media Flow Controller caches the response only in its

RAM cache and not in its disk cache.

Similarly, if youhaveconfiguredacrawlerwith thebaseURLcontainingMdirectories

and the link depth is set to N, then for Media Flow Controller to cache the crawled

objects in its disk cache, you have to make sure that the URI depth threshold value

is greater than or equal to M+N+1.

You can enter a value from 0 through 20. The default value is 10.

Example 1: Consider that a client is requesting the /videos/flv/sample.flv object and

that Media Flow Controller URI depth threshold is set to 10. Media Flow Controller

caches this object in its disk cache because the directory depth of the object is 3,

which is less than the URI depth threshold value of 10. Directory depth is calculated

on the basis of the number of slashes in the URL, starting from the first slash.

If youmodify the URI depth threshold to 3 and if a client requests the

/data/videos/flv/sample.flv object, then this object is cached only in Media Flow

Controller’s RAM cache and not in its disk cache because the directory depth of the

object is 4, which is greater than the URI depth threshold value of 3.

Example 2: Consider that you have configured a crawlerwith the baseURL as “/a/b”

and link depth as 10. In addition, the URI depth threshold value is left at its default

value of 10. Now, if the crawler tries to cache an object with an HTTP URL of
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/a/b/1/2/3/4/5/6/7/8/9/10/sample.txt, then this object is cached only in Media

Flow Controller’s RAM cache and not in its disk cache because the object is

considered to be under a directory depth of 13, which is greater than the URI depth

threshold value of 10.

6. On the Expiry & revalidation tab, specify the following information:

Figure 2: Add Policy—Expiry & revalidation Tab

• In the Cache Age Settings area, Default Cache Age—Enter a cache age value in

seconds, which is used as the expiry time if the origin server did not send any expiry

time through the Expires header or the Cache-Control header’s max-age directive

while serving the object.

You can enter a value from 0 through 9,46,72,800 seconds. The default value is 0

seconds, which means that the origin response is tunneled to the client.

• In the Cache Age Override area, set expiry policies on the basis of the content type.

You can set the expiry time (Max-Age) for the cached content on the basis of its

type, beyond which the content type is considered to be expired and undergoes a

revalidation. Revalidation involves determining whether the content has been

modified in theorigin server or not. If thecontenthasbeenmodified, then theexisting
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cached content in Media Flow Controller is deleted and themodified content is

fetched from the origin server and cached in Media Flow Controller.

• To set Max-Age for a specific content type, select Content Type, add the content

type, and enter the Max-Age value. Repeat the process to addmultiple content

types.

• To set Max-Age for any content type, select Any Content and set the Max-Age

value.

• You can also select both Any Content and Content Type. For example, if you set

2880 seconds for the application/flv content type and 900 seconds for any

content type, any flv content is revalidated after 2880 seconds, whereas for all

other content types, the content is revalidated after 900 seconds.

• In theAllowrevalidationarea, specifywhetherMediaFlowControllermust revalidate

the object in the cache when it expires or when the object is close to expiry. Media

Flow Controller revalidates the object with the origin when the content is close to

its expiry (10 percent of life left) due to a preset cache age. This revalidation action

is triggered by a client requesting the object. Set this configuration to minimize

transit bandwidth usage and to improve cache-hit ratio.

When a client requests an object, Media Flow Controller performs a cache lookup.

If there is a cache hit, Media Flow Controller further checks whether the object is

expired or not before serving the object to the client. If the object is expired, Media

FlowController sendsa revalidation request to theorigin server. The request contains

the if-modified-since header, which contains the value of the last-modified time

sentby theorigin server at the timeof caching. Theorigin server checks themodified

time of the actual file against the last-modified time. If the modified time is earlier

thanor equal to the last-modified time, theorigin server sendsa “304NotModified”

response to Media Flow Controller and Media Flow Controller serves the object

from its cache. However, if the content has beenmodified, the server sends a “200

OK” responsealongwith themodified content.Media FlowController then replaces

the expired content with the modified content in its cache and serves the updated

content to the client.

• Revalidationmethod—Select either the HEAD or GETmethod for revalidation.

HEAD revalidation requests are more efficient than GET revalidation requests;

however, some content websites do not support HEAD requests.

• Headers for revalidate request—Select one of the following headers to revalidate:

Last-Modified, Etag, orOthers. When this is configured, Media Flow Controller

compares this header’s value in the “200 OK” response sent by the origin server

(in response to theMediaFlowController’s revalidation request) against the value

in its expired cached object to determine whether the object has beenmodified

in the origin server or not.

Typically, when Media Flow Controller sends a revalidation request to the origin

server, theserver respondswitha “304NotModified”or “200OK” response.Upon

receiving a 304 response, Media Flow Controller assumes that the content has

not beenmodified and serves the object from the cache. For a 200OK response,

Media Flow Controller deletes the content from the cache and replaces it with

Copyright © 2013, Juniper Networks, Inc.60

Junos Space Media Flow Activate Management Guide



the modified content sent by the origin server along with the 200 OK response.

However, someorigin servers that do not support revalidation requestsmay send

the200OKresponseeven if thecontenthasnotbeenmodified. In suchscenarios,

youmay want Media Flow Controller to perform additional validation whenever

it receives a 200 OK response. This can be done by configuring Media Flow

Controller to compare the value of a specific header in the 200 OK response

against its cached version. If the values are different, then Media Flow Controller

caches the new content by deleting the existing content. The headers that you

can select to validate are: Last-Modified, Etag, orOthers. When you want to

validate with a custom header, selectOthers and enter the header name in the

text box.

• Use date header when last-modified is absent—When you select this check box,

Media Flow Controller uses the date header information for revalidation if the

last-modified information is missing from the origin server response.

Typically, when Media Flow Controller sends a revalidation request to the origin

server, the request contains the if-modified-since header, which contains the

value of the last-modified time sent by the origin server at the time of caching.

However, if the last-modified information was not sent by the origin server at the

time of caching and this feature is enabled, Media FlowController sends the date

header information in the if-modified-since header in its revalidation request.

• Flush caches (triggers revalidation across servers)—Select this check box when

youwantMedia FlowController to revalidate its cache entrywith the origin server

(and not only with the next cache along the path to the origin server) or to reload

its cache entry from the origin server. When you enable this feature, end-to-end

revalidation occurs irrespective of howmany proxies exist between Media Flow

Controller and the origin server.

Media Flow Controller sends the revalidation request with "Cache-Control:

max-age=0," which ensures that each cache along the way revalidates its cache

entry all the way to the origin server.

• In the Revalidation override area, configure Media Flow Controller to override the

max-age value in the client request's Cache-Control header, so that the request is

served from its cache, effectively ignoring the max-age value in the client request.

SelectOverrideMax-ageheaderandenter a value in seconds in theMax-ageoverride

threshold field so that Media Flow Controller serves the requested object from its

cache if the max-age value in the incoming request is less than or equal to the

configured value and the object is not expired in the cache.

You can enter a value from 0 through 4,294,967,295 seconds. The default value is

0 seconds.

Example: When Media Flow Controller receives a client request with the

“cache-control:max-age=0” header, it sends a revalidation request to the origin

server irrespective ofwhether the cached object is expired or not. If the origin server

responds with a “304 Not Modified” response, then Media Flow Controller serves

the object from its cache. However, if the origin server responds with a “200 OK”

response, thenMediaFlowControllerdeletes theexistingcachedcontent irrespective

of whether it is expired or not, and caches and serves the newly fetched content.
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This is the default behavior whenMax-age override threshold is left at its default

value of 0 (zero).

Downloadmanagers (that are available as plug-ins to the browser for downloading

objects) typically have a tendency to add the “cache-control:max-age=0” header

in all their requests for downloading objects, thereby ensuring that a revalidation

of the requested object occurs. If the object has beenmodified in the origin server,

then themodified object is fetched and served to the downloadmanager. Often,

this results in the following situations:

• Toomany revalidation requests are sent to the origin servers.

• Some origin servers that do not support revalidation requests always send a 200

OK response, thereby forcingMedia FlowController to delete the existing cached

object even if the object is not expired ormodified, and cacheand serve the newly

fetched content.

To overcome such situations, set theMax-age override threshold value to a value

greater than 0 (zero).

To summarize, when a client request contains the “cache-control:max-age=N”

header, Media FlowController serves the requested object from its cache if N is less

than or equal to theMax-age override threshold value. However, if the object is

expired, thenMediaFlowController compulsorilyperformsa revalidation irrespective

of the configured value to prevent serving stale content from its cache.

7. On the Tunnel override decision tab, specify when the Media Flow Controller should

override normal tunneling behavior.

Figure 3: Add Policy—Tunnel override decision Tab
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• Select the Client Request check box and select Cache Request with query string to

cacheobjectswith aquery string (such that objects are typically dynamic andoften

not appropriate for caching). If you do not select Cache Request with query string

(the default), objects with query string are not cached. If you select Cache Request

with query string, also select Strip Query String (do not include the query string

portion of the URL in the cache index) or Include Query String (the default).

• Select Cache Request with specific headers to override tunneling of objects when

specific headers are present in the client requests.

Typically, Media FlowController does not cache (or tunnel) objects when the client

request contains an auth-header, cookie-header, or a cache-control header.

However, selectAuth-header,Cookie-header,Cache-control-header, or acombination

of these headers for Media Flow Controller to cache the origin server responses to

client requests containing any of these headers.

Example for Auth-header: If you have configured to cache the responses for client

requests containing the authorization header (by selecting Auth-header), then if

this is the first request from the client for a specific object, Media Flow Controller

forwards this request to the origin server. Origin server authenticates the client and

if theauthentication is successful, sends the requestedobject,which is thencached

by Media Flow Controller and served to the client. Consider that another client

requests the same object but with a different authorization header value in its

request. Media Flow Controller continues to serve the object from its cache (if the

object has not expired). After the object is cached, further authentication is not

performed and all subsequent requests are served from cache only until the object

expires.

Example for Cache-control-header: When Media Flow Controller receives a client

request containing a cache-control header with the “no-cache” value, by default,

Media Flow Controller tunnels the request directly to the origin server. When the

request itself is tunneled, the response from the origin server for that request is also

tunneledback to theclientwithoutbeingcached inMediaFlowController.However,

by selecting Cache-control-header, you can cache the responses to such requests.

(Here, Media Flow Controller places such requests in the cacheable path instead

of the tunneling path.) Any subsequent requests for these objects are served from

the cache.

• In theOrigin Response area, you can specify:

• No cache directive—Specify what you want Media Flow Controller to do with the

directive specified in the Cache-Control headers (for example, “no-cache”,

"max-age=0", and “private”) of the HTTP responses sent by the origin servers.

• Follow—Do not cache the object when the origin server does not want you to

cache the object. Media Flow Controller tunnels the origin server response to

theclient (without caching theobject)when theorigin server responsecontains

“Cache-Control: private” or “Cache-Control: no-store.” This is the default.

However, if the origin server responds with a “Cache-Control: no-cache” or

“Cache-Control: max-age=0,” Media Flow Controller caches the response to

the first requestwithout tunneling the response.Before servinganysubsequent

request,MediaFlowController compulsorily performsa revalidation.Depending
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on the origin server’s response, if the object has not beenmodified, Media Flow

Controller updates only the expiry time of the object; otherwise, Media Flow

Controller deletes the existing cached object and caches the latest modified

object.

• Override—By default, Media Flow Controller does not cache objects that are

marked “private” or “no-store.” However, a service provider who wants to

selectively override the Cache-Control header directive and force Media Flow

Controller to cache objects served with these Cache-Control directives to

achieve better bandwidth savings can select this value.

• Tunnel—Media Flow Controller tunnels the origin response to the client if the

Cache-Control directive in the origin response is set to non-cacheable values

(such as no-cache, no-store, private, and so on) or max-age=0, or both.

• ResponsewithHTTP302StatusCode—SpecifywhatMediaFlowController should

do when it receives an HTTP 302 response code from the origin server:

• Tunnel the response—(Default) Tunnel the 302 response from the origin server

directly to the client without caching the response.

• Handletheresponse—Senda request to thenewURLspecified in the “Location”

header in the 302 response.

If Media Flow Controller has to revalidate an object, it first tries to revalidate

the object with the original origin server. If the original origin server continues

to respond with a 302 response, then Media Flow Controller revalidates the

object with the new origin server by using the “Location” header in the original

origin server’s 302 response.

To avoid endless loops due to misconfigured redirects at origin servers, Media

Flow Controller supports a maximum of five redirects per request per client.

When the number of redirect messages handled by Media Flow Controller for

a request exceeds five, Media Flow Controller responds to the client with the

last 302 redirect message.

Recommendations: For HTTP reverse proxy service deployments, youmay want

Media Flow Controller to handle the 302 response and forward the request to

theneworigin serverbyusing the “Location”header in the302 response.However,

forNetworkOptimization servicedeployments, it is recommended that you tunnel

the 302 response.

• Cache expired objects—Normally, when the origin server responds with a “Cache

Control:max-age=0,” Media Flow Controller treats the object as expired and

tunnels the response without caching it. Select the check box to override this

behavior. Then Media Flow Controller caches the expired object and sets the

expiry time of the object to the default cache-age value, or the max-age value

configured for a specific content-type or content-type-any. The precedence is as

follows: max-age value of specific content-type, then content-type-any, and

finally, cache-age-default. Media Flow Controller treats the object as valid for

the default cache-age duration and serves the object from its cache during this

time.
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• Cache objects with cookies—Select the check box to cache objects with cookies

returned by the origin server. If you do not select this check box (default), objects

with cookies are not cached. These objects are associatedwith a particular client

session and often not appropriate for caching. When you select this check box,

you can also specify whether such cached objects with cookies can be served

directly from the cache when a subsequent request comes in (Do not validate)

or a validation is required from the origin server before the objects with cookies

are served (Validate with Origin, which is the default).

• Ignore no-transform header—Select the check box to cache the origin server

response with the “Cache Control: No-Transform” header.

Anorigin servermight senda “CacheControl:No-Transform”header in its response

when it doesnotwant the intermediateproxies to changeanyaspectof theobject

before it is served to the client. Usually, Media Flow Controller tunnels such

responses directly to the client without caching them. However, if you want to

cache these responses, you have to enable this feature.

8. ClickOk, Cancel, or Reset.Ok instantiates the values you set, Cancel closes the Add

Policy configuration page, and Reset returns all values to their defaults.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about cache-tuning policies.

Related
Documentation

Understanding Cache-Tuning Policies on page 51•

• Actions on Cache-Tuning Policies on page 65

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

Actions on Cache-Tuning Policies

From theManage Cache Tuning Policies page, you can perform the following actions on

cache-tuning policies by clicking the links on the Actions list. You have to select the

cache-tuning policies before performing any actions on them:

• Modify Policy—Click this link to modify the configuration settings other than the

cache-tuning policy name. After the changes are saved, the revised configuration is

reflected in all the services that use this cache-tuning policy.

• Delete Policy(s)—Click this link to delete one or more cache-tuning policies.

Related
Documentation

• Understanding Cache-Tuning Policies on page 51

• Creating Cache-Tuning Policies on page 52
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• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 6

Origin Maps

• Understanding Origin Maps on page 68

• Creating Consistent Hash Maps on page 69

• Creating Escalation Maps on page 72

• Actions on Origin Maps on page 75
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Understanding Origin Maps

This topic describeswhat originmaps are used for and the information you need to know

before creating an origin map. In this topic, the term “origin map” encompasses both

“consistent hashmap” and “escalation map.”

The consistent hashmap feature enables you to group a number of nodes (Media Flow

Controller and non-Media Flow Controller nodes) for load balancing and increase the

cache-storage capacity. The incoming requests are distributed among the configured

cluster of nodes. A consistent hashing scheme is used to bind the objects to the nodes

and any incoming request is directed to the node that stores the requested content. The

cached content is uniformly distributed among the caches. From the deployment

perspective, consider consistent hashmapping when you want to deploy a number of

MediaFlowControllers asmid-tier proxies—for example,whenyouwant tocachecontent

from a number of edge caches. Here, the cluster of nodes in the consistent hashmap

provides the required storage capacity and load balancing.

NOTE: Amaster copy of the content, which is the origin server, is required in
case the consistent hashmap feature fails.

Using escalation maps, you can configure multiple redundant HTTP origin servers for

failover protection. If the target origin server fails or returns a configured HTTP code

requiring escalation (for example, HTTP 404), another configured origin server is

automatically chosen to handle the incoming request. The requests are sequentially

initiated to configured origin servers (on the basis of the order inwhich they are displayed

in the UI, with the topmost origin server having the highest priority) until the request is

satisfied or all known available origin servers at request-initiation time have been tried.

Typically, from the deployment perspective, the first node is configured as the Content

Delivery Network (CDN) provider's node, whereas the node that ismarked for escalation

is the origin server itself, such as cnn.com's server. Here, you use the content provider's

server to mitigate any issues in the caching server.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about consistent hashmaps and escalationmaps.

Related
Documentation

Creating Consistent Hash Maps on page 69•

• Creating Escalation Maps on page 72

• Actions on Origin Maps on page 75

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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Creating Consistent HashMaps

The consistent hashmap feature enables you to create a cluster of nodes (Media Flow

Controller or non-Media Flow Controller nodes) to distribute incoming requests across

these nodes and increase the cache-storage capacity. For example, consider a Content

Delivery Network (CDN) provider that uses a set of four origin servers grouped as a

consistent hashmap to cache content from cnn.com. The cnn.com’s content is spread

across these four nodes and any incoming request is directed to the node containing the

requested object by using the consistent hashing scheme.

Before configuring consistent hashmaps, youmust consider:

• The list of nodes you want to group

• The parameters you want to use for monitoring the nodes to knowwhether they are

available or not

• Whether the nodes are configured as reverse proxy servers

To configure a consistent hashmap on the Design Elementsworkspace:

1. From the left navigation panel, click the plus sign (+) adjacent to Design Elements.

2. Click the plus sign (+) adjacent toManage Origin Map.

3. Click Add Consistent HashMap. The Add Consistent HashMap page is displayed.

4. On theBasicProperties tab, enter a nameanddescription in theNameandDescription

fields, respectively.

5. Select either Complete URL (default) or Base URL from the Hashing Scheme list.

Depending on the selection, either the completeURL or the baseURL of the incoming

request is considered for computing the hash value. The generated hash value is then

used for redirecting the incoming request to the origin server that stores the requested

content.

6. In the List of Origin Nodes area:

• To add one or more nodes (Media Flow Controller and non-Media Flow Controller

nodes) to theoriginmap, clickAdd. TheAddConsistentHashNodepage isdisplayed.

On this page, you can enter details for a non-Media Flow Controller node:

a. Origin Server IP—Enter the IP address of the origin server.

b. Port—Enter the TCP port of the origin server. By default, this is set to 80. To

enable secure communication between Media Flow Controller and the origin

server, set the port to 443.

c. HeartBeat Path—Enter the relative URI to use to heart-beat the node.

d. ClickAdd toadd thenode to theoriginmapor clickCancel toexit thepagewithout

making any changes.

If you want to addmore than one node, click the Addmore button.
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To add a Media Flow Controller node:

a. Click Select MFCs from the Add Consistent Hash Node page. The AddOriginMap

Node page is displayed.

b. Select the checkboxadjacent to thenodes toadd themto theoriginmap. Select

only the nodes that are configured as reverse proxy servers.

c. Enter the Port, HeartBeat Path, and Interface information.

By default, the port and the heartbeat path are set to 80 and

/root/heartbeat.html, respectively.

d. Click Add to add the selected nodes to the origin map or click Cancel to exit the

page without making any changes.

If you want to addmore than one node, click the Addmore button.

• Tomodify the configuration, select the node and clickModify. TheModify Origin

Map Node:mfc_name dialog box is displayed.

NOTE: You cannot modify the configuration of multiple Media Flow
Controllers in a single operation. You have to select Media Flow
Controllers one at a time and perform the changes.

a. Modify the port number, heartbeat path, and interface as required.

b. ClickModify to save the changes or click Cancel to exit the dialog box without

making any changes.

• To remove any or all of the nodes from the cache cluster, select the nodes and click

Remove. The Delete MFCNode(s) dialog box is displayed.

Click Yes to remove the nodes or click No to exit without making any changes.

7. On the Connection Properties tab, in the NodeMonitoring area, specify the following

information:

• Retry Count—Enter the number of request failures that are allowed before the node

is declared down.

You can enter a value from 0 through 4,29,49,67,295. The default value is 3.

• Heartbeat Interval—Enter the time inmilliseconds for nodes towait before thenodes

send a “heartbeat” signal to the other nodes indicating that they are available.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Connect Timeout—Enter the allowable time in milliseconds for the connection to

the socket to complete.
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You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Read Timeout—Enter the allowable time in milliseconds to complete reading from

the socket after the connection is established.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

8. In theOrigin Connection Setting area:

• Connect Timeout—Enter the time in milliseconds after which you want to time out

the connection request sent to the origin server.

Increasing the Connect Timeout value minimizes the load on the origin server.

Lowering theConnectTimeout value improves user experienceby reducing thewait

time for requests.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Read Timeout—Enter the time in milliseconds after which you want to time out the

read request if there is no response from the origin server.

Increasing theReadTimeout valueminimizes the loadon theorigin server. Lowering

the Read Timeout value improves user experience by reducing the wait time for

requests.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Connect Retry Delay—Enter the duration in milliseconds after which Media Flow

Controller retries to establish a connection with the origin server.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

Increasing the value of Connect Retry Delayminimizes the load on the origin server.

Lowering the value of Connect Retry Delay improves user experience by reducing

the wait time for request retries.

• Read Retry Delay—Enter the duration in milliseconds after which Media Flow

Controller retries to read from the origin server.

Increasing the value of Read Retry Delay minimizes the load on the origin server.

Lowering the value of Read Retry Delay improves user experience by reducing the

wait time for request retries.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

9. ClickOK, Cancel, or Reset.OK instantiates the values you set, Cancel closes the

configuration page, and Reset returns all values to their defaults.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about consistent hashmaps.
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Related
Documentation

Actions on Origin Maps on page 75•

• Creating Escalation Maps on page 72

• Understanding Origin Maps on page 68

• Creating HTTP Reverse Proxy Services on page 112

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Creating EscalationMaps

The escalation map feature enables you to distribute content fetch requests across

multiple origin servers for failover. For example, if you have configured a set of four nodes

as an escalationmap, each of these nodes contain the same content. If a node fails, the

next node in the escalationmap serves the request. You achieve 100-percent availability

through this configuration.

Before configuring escalation maps, youmust consider:

• The list of nodes you want to group

• The parameters you want to use for monitoring the nodes to ensure that escalation

occurs only to the nodes that are currently online

• Whether the nodes are configured as reverse proxy servers

To configure an escalation map:

1. From the left navigation panel, click the plus sign (+) adjacent to Design Elements.

2. Click the plus sign (+) adjacent toManage Origin Map.

3. Click Add EscalationMap. The Add EscalationMap page is displayed.

4. On theBasicProperties tab, enter a nameanddescription in theNameandDescription

fields, respectively.

5. In the ListofOriginMapNodesarea, configure a list of origin servers,which are logically

viewed as one, where requests are sequentially initiated to specific origin servers

(based on the order in which they are displayed in the UI, with the topmost origin

server having the highest priority) until the request is satisfied or all known origin

servers at request-initiation time have been tried. Origin servers can be Media Flow

Controller or non-Media Flow Controller nodes.
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• To add one or more nodes (Media Flow Controller and non-Media Flow Controller

nodes) to the originmap, clickAdd. TheAddEscalationMapNodepage is displayed.

On this page, you can enter details for a non-Media Flow Controller node:

a. OriginServerName/ IP—Enter thedomainnameor IPaddressof theorigin server.

b. Port—Enter the TCP port of the origin server. By default, this is set to 80. To

enable secure communication between Media Flow Controller and the origin

server, set the port to 443.

c. HeartBeat Path—Enter the relative URI to use to heart-beat the node.

d. HTTPFailureResponseCode—Select the codes that trigger escalation. ClickAdd

orRemove buttons to add or removeHTTP response codes. By default, any 404,

500, and 505 responses from the origin server trigger escalation. If you want to

remove any of these default HTTP response codes, select the HTTP response

codes and click Remove.

e. ClickAdd toadd thenode to theoriginmapor clickCancel toexit thepagewithout

making any changes.

If you want to addmore than one node, click the Addmore button.

To add a Media Flow Controller node:

a. Click Select MFCs on the Add EscalationMap Node page. The AddOrigin Map

Node page is displayed.

b. Select the checkboxadjacent to thenodes toadd themto theoriginmap. Select

only the nodes that are configured as reverse proxy servers.

c. Enter the Port, HeartBeat Path, Interface, and HTTP Failure Response Code

information.

d. Click Add to add the selected nodes to the origin map or click Cancel to exit the

page without making any changes.

If you want to addmore than one node, click the Addmore button.

• Tomodify the configuration, select the node and clickModify. TheModify Origin

Map Node dialog box is displayed.

NOTE: You cannot modify the configurations of multiple Media Flow
Controllers in a single operation. You have to select Media Flow
Controllers one at a time andmake the necessary modifications.

• Modify the port number, heartbeat path, and interface as required.

• ClickModify to save the changes or click Cancel to exit the dialog box without

making any changes.
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• To remove any or all of the nodes from the cache cluster, select the nodes and click

Remove. The Delete EscMap Node(s) dialog box is displayed. Click Yes to remove

the nodes or click No to exit without making any changes.

• Click (Up) or (Down) to move a node up or down the hierarchy. The topmost origin

server has the highest priority and the request is routed to this origin server first.

6. On the Connection Properties tab, in the NodeMonitoring area, specify the following

information:

• Retry Count—Enter the number of request failures that are allowed before the node

is declared down.

You can enter a value from 0 through 4,29,49,67,295. The default value is 3.

• Heartbeat Interval—Enter the time inmilliseconds for nodes towait before thenodes

send a “heartbeat” signal to the other nodes indicating that they are available.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Connect Timeout—Enter the allowable time in milliseconds for the connection to

the socket to complete.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Read Timeout—Enter the allowable time in milliseconds to complete reading from

the socket after the connection is established.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

7. In theOrigin Connection Setting area:

• Connect Timeout—Enter the time in milliseconds when you want to time out the

connection request sent to the origin server.

Increasing the value of Connect Timeout minimizes the load on the origin server.

Lowering the value of Connect Timeout improves user experience by reducing the

wait time for requests.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Read Timeout—Enter the time in milliseconds when you want to time out the read

request if there is no response from the origin server.

Increasing the value of Read Timeout minimizes the load on the origin server.

Lowering the value of Read Timeout improves user experience by reducing thewait

time for requests.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Connect Retry Delay—Enter the duration in milliseconds after which Media Flow

Controller retries to establish a connection with the origin server.
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Increasing the value of Connect Retry Delayminimizes the load on the origin server.

Lowering the value of Connect Retry Delay improves user experience by reducing

the wait time for request retries.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

• Read Retry Delay—Enter the duration in milliseconds after which Media Flow

Controller retries to read from the origin server.

Increasing the value of Read Retry Delay minimizes the load on the origin server.

Lowering the value of Read Retry Delay improves user experience by reducing the

wait time for request retries.

You can enter a value from 0 through 36,00,000milliseconds. The default value

is 100milliseconds.

8. ClickOK, Cancel, or Reset.OK instantiates the values you set, Cancel closes the

configuration page, and Reset returns all values to their defaults.

Related
Documentation

Actions on Origin Maps on page 75•

• Creating Consistent Hash Maps on page 69

• Understanding Origin Maps on page 68

• Creating HTTP Reverse Proxy Services on page 112

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Actions on Origin Maps

FromtheManageOriginMapspage, youcanperform the followingactionsonoriginmaps

by clicking the links on the Actions list. You have to select the origin maps before

performing any actions on them:

• Modify Origin Map—Click this link to modify all configuration settings except the origin

map name. After the changes are saved, the revised configuration is reflected in all the

services that use this origin map.

You canmodify only one origin map at a time.

• ViewOrigin Map—Click this link to view the configuration of the selected origin map.

In the pop-up that appears, you can sort the data under theOriginMapNode List table

and even choose what columns you want to display by:

• Mousing over a column and clicking the list.

• Selecting Sort Ascending or Sort Descending to sort the data in ascending or

descending order.

• Selecting Columns and choosing the columns to display.

• Delete Origin Map(s)—Click this link to delete one or more origin maps.
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If the origin map is associated with a service, youmust make sure that the service is

no longer provisioned to a device before deleting the origin map.

Related
Documentation

• Creating Consistent Hash Maps on page 69

• Creating Escalation Maps on page 72

• Understanding Origin Maps on page 68

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 7

Policy Scripts

• Understanding Policy Scripts on page 77

• Adding Policy Scripts on page 78

• Actions on Policy Scripts on page 79

Understanding Policy Scripts

This topic describes what policy scripts are used for and the information you need to

know before uploading a policy script into the Media Flow Activate database.

The Policy Engine in Media Flow Controller provides an infrastructure for administrators

to define rules that control the caching and delivery functions of Media Flow Controller,

at runtime. It enables policy administrators to define policies on the basis of the source

or destination IP address, content type, request or response headers, and so on.

Policy administrators create policy scripts consisting of a set of rules by using the Tool

CommandLanguage(TCL)scripting language.UsingMediaFlowActivate, youcan import

a previously created and validated policy script (*.tcl file) into the Media Flow Activate

database and bind it to a service. After the service has been provisioned on to a Media

Flow Controller, the Policy Engine invokes specific procedures in the policy script when

the service receives an HTTP request. During a transaction, the policies are invoked:

• After the connection between the client and Media Flow Controller is established and

the HTTP request is received and parsed by the Media Flow Controller. The policy

administrator includes any rules that decide whether this connection should be

continued or rejected, here.

• AfterMedia FlowController receives the request and if there is a cachemiss, just before

this request is forwarded to the origin server. Any rules based on theURI, query, referrer,

or headers are included here. Cache or no cache decision could also bemade here.

• After Media Flow Controller receives the response from the origin server and the

response is parsed. Any rules based on content length, content type are included here.

Cache or no cache decision could also bemade here.

• Just before sending the response fromMedia Flow Controller to the client.

You use the policy scripts in the following scenarios:

• To prevent unauthorized content downloads
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• To redirect users to different websites, for error handling or service differentiation

• To improve bandwidth savings by overriding the cache or no-cache directions from

the origin server

Using Media Flow Activate, you cannot create TCL scripts. You can only upload a

previously created and validated script into the Media Flow Activate database from the

Design Elements workspace. After uploading the policy script, you need to bind it to a

service. After the service has been provisioned on to aMedia FlowController, the policies

are invoked when the service receives an HTTP request from a client.

Related
Documentation

Adding Policy Scripts on page 78•

• Actions on Policy Scripts on page 79

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Adding Policy Scripts

Using Media Flow Activate, you can add a previously created and validated policy script

to the Media Flow Activate database and then bind it to a service. After the service is

provisioned on to aMedia Flow Controller, the Policy Engine invokes the policy rules that

are configured within the policy script when there are client requests to the website or

domain configured in the service.

Before you begin adding a policy script, make sure that the policy script (*.tcl file) is

available on your local system.

To add a policy script:

1. Click the plus sign (+) next to Design Elements.

2. Click the plus sign (+) next toManage Policy Script.

3. Click Add Policy Script. The Add Policy Script page is displayed.

4. Enter information for the following fields on the Add Policy Script page:

• Select Policy Script File—Click Browse to locate the file (*.tcl file). This file must be

available on your local system.

• Policy Name— Enter a name for the policy. It can be the same as that of the policy

script filename. You enter a value in this field so that you can identify this policy and

associate it with a Network Optimization service or an HTTP reverse proxy service

from the Service Design workspace.

• Description—(Optional) Enter adescriptionof thepolicy script that further identifies

the policy you named. For example: “This script is for blocking users from viewing

inappropriate content in a campus edge deployment.”

• Click Add, Cancel, or Reset. Add instantiates the values you set, Cancel closes the

configuration page, and Reset returns all values to their defaults.
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If the policy has been successfully added, you can view the newly added policy on the

ManagePolicyScripts inventory landingpage.Thispagedisplays the following information:

• Policy filename

• User who added the policy script

• User whomodified the policy script

• Timestampwhen the last modification wasmade

You need to bind the policy to a service so that the rules defined in the policy script are

invokedwhenaclientmakesa request to thewebsiteordomainconfigured in that service.

Related
Documentation

Actions on Policy Scripts on page 79•

• Understanding Policy Scripts on page 77

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Actions on Policy Scripts

From theManagePolicyScriptspage, you canperform the following actions on the policy

scriptsbyclicking thecontext-sensitivemenu thatappearswhenyou right-click thepolicy

scripts. You have to select the policy scripts before performing any actions on them:

• Modify Policy Info—Click this link to modify the description of the policy script. You

cannotmodifyanyother configurationof thepolicy script fromtheMediaFlowActivate

GUI. However, if youwant to do so, you have to import a new policy script to theMedia

Flow Activate database. You canmodify only one policy script at a time.

• Delete Policy(s)—Click this link to delete one or more policy scripts. If the policy script

is associated with a service, unbind the policy script from the service and then delete

the policy script. To unbind a policy script from a service, select another policy from

thePolicyScript list or leave the field blank in the “HTTPReverse Proxy Service Design”

workspace.

• Export Policy Script—Export the policy script from the Media Flow Activate database

to your local system. Youmay want to do this when you want to modify the Tool

Command Language (TCL) script, rename the script file, and later import it back to

the Media Flow Activate as a new policy script file and then associate it with a service

with the updated configuration.

Related
Documentation

• Understanding Policy Scripts on page 77

• Adding Policy Scripts on page 78

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 8

Virtual Players

• Understanding Virtual Players on page 81

• Creating Virtual Players on page 83

• Actions on Virtual Players on page 88

Understanding Virtual Players

Media Flow Controller uses a Virtual Player function that helps optimize media viewing.

TheVirtualPlayer enables you to configure the parameters in aURL that represent object

identity. You can create any number of virtual players; virtual players are usedwhen they

are assigned to a configuredNetworkOptimization service orHTTPReverseProxy service.

There are two types of virtual players:

• TheGeneric typehasasuperset ofdeliveryoptionsappropriate formostmediadelivery.

• The You Tube type provides YouTube-specific options for caching and trick play. The

term“trickplay” refers to suchvideoviewing functionsas seek, fast forward, fast rewind,

and so forth.

Before you begin configuring a virtual player, youmust have the following information:

• The query parameters used in the URLs to pass information for each type of video you

want to deliver with trick play functions, such as seek.

• The MD5 authentication parameters needed for hash verification. See “Hash Verify

Overview” in this topic for details about hash verification.

• Bandwidth parameters, including maximum connection limits.

• Parameters for Fast Start and Full Download functions. The Fast Start option provides

parameters for delivering files at the fastest possible speed. The Full Download option

provides parameters for downloading the entire media file at the fastest possible

speed. You enter either a query string or a header name to bematched in the request

to indicate full download; you can also choose to never or always allow full download.

Hash Verify Overview

Configuring Authentication Properties enables Media Flow Controllers to compute an

MD5 hash of an incoming URL by combining a part of the URL, specified by the Hash

Computation option, and including the Expiry Time Identifier (Q.S.) query string value, if
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used, alongwith a configuredSharedSecret that is appended or prefixed (as configured)

to the Location option. The computed hash digest value is then compared with the hash

value provided in the incoming URL via the Hash Identifier (Query String). If a match

between the computed and provided hash values is unsuccessful, the request is denied.

The following is anexampleURLshowingExpiryTime Identifier (Q.S.)eandHash Identifier

(Query String) h:

http://www.example.com/media/foo.flv?e=3312665958&h=<128-bit-md-5-hash>.

If Media Flow Controller encounters this URL, and Hash Computation is set to

ABSOLUTE_URL, Media Flow Controller takes the entire URL up to the configured Hash

Identifier (Query String) (&h in the example).

IfHash Computation is set to RELATIVE_URL, Media Flow Controller takes the part of the

URL after the access method and domain, plus the query string up to the configured

match query string (/media/foo.flv?e=3312665958, in the example).

IfHash Computation is set toOBJECT_NAME, Media Flow Controller takes the part of the

URL after the last slash, plus the query string up to the configured Hash Identifier (Query

String) (foo.flv?e=3312665958, in the example).

The hash value is then computed by either appending or prefixing to the URL (or part of

the URL, if Hash Computation is set to RELATIVE_URL orOBJECT_NAME) the configured

Shared Secret, and comparing the computed value with the hash value provided via the

Hash Identifier (Query String) (shown above as the URL section after the last =).

The following is an example when Shared Secret is appended and Hash Computation is

set to ABSOLUTE_URL:

Computed hash value =

MD5(http://video.example.com/public/2010/qwerty.flv?fs=5000&ri=300&rs=1234567

+ shared-secret).

The following is an example when Shared Secret is prefixed andHashComputation is set

to ABSOLUTE_URL:

Computed hash value =MD5(shared-secret +

http://video.example.com/public/2010/qwerty.flv?fs=5000&ri=300&rs=1234567)

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about virtual players.

Related
Documentation

Creating Virtual Players on page 83•

• Actions on Virtual Players on page 88

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5
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• Quick Reference to Tasks in Media Flow Activate on page 191

Creating Virtual Players

The Virtual Player function enables you to configure the parameters in a URL that

represent object identity, providing a way to control the delivery of media.

Before configuring a virtual player, youmust have the following information:

• The query parameters used in the URLs to pass information for each type of video you

want to deliver with trick play functions, such as seek, fast forward, fast rewind, and

so forth.

• The MD5 authentication parameters needed for hash verification. See “ Hash Verify

Overview” in “Understanding Virtual Players” on page 81 for details about hash

verification.

• Bandwidth parameters, including maximum connection limits.

• Parameters for Fast Start and Full Download functions.

You apply your virtual player to websites that you create for delivery of different media.

After you create the virtual player, you can apply it to any number of websites.

To configure virtual players on the Design Elementsworkspace:

1. From the left navigation panel, click the plus sign (+) adjacent to Design Elements.

2. Click the plus sign (+) adjacent toManage Virtual Player.

3. Click Add Virtual Player. The Add Virtual Player page is displayed.

4. On the Basic Properties tab, specify the following information:

a. Enter a Player Name.

b. On the Player Type list, select either Generic or You Tube. A Generic virtual player

provides options allowing you to implement trick play for most video delivery. The

YouTube virtual player specifically provides trick play for YouTube video delivery.

c. SeekConfiguration—In this area, you can configure the following options to enable

viewers to begin video play at different parts of the video:

• Start Identifier—Enter a stringwhose referenced value (sent by the client player)

indicates, in bytes (for FLV) or in seconds (for MP4), when to begin seek.

Value entered is limited to 128 characters; for example, begin. For example, a
Start Identifier query string, with a referenced value of 100, would mean to start

seek at the 100th byte (FLV), or 100th second (MP4), of the incoming URL.

• End Identifier—Enter a string whose referenced value is in bytes (sent by the

client player) to specify howmuch data to send after the Start Identifier; this is

applicable only to FLVmedia files.
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Value entered is limited to 128 characters; for example, len. For example, an End
Identifier query string, with a referenced value of 1000, would mean to stop

delivery 1000 bytes after the start of seek.

• Tunnel Seek Request—Select this check box to tunnel all seek requests to the

origin server. This option needs to be enabled only when the origin site changes

its seek mechanism.

d. Fast Start—Select the Fast Start check box to enable Media Flow Controller to

burst an initial portion of media data to quickly fill the client buffer to enable

fast-start of video playback. Configure one of the following options:

• Default Size (kbps)—Enter the number of kilobytes that should be expedited.

• Use Query String Parameter—Enter a string; the referenced value must be in

kilobytes. This string is in the request header and this value is set as the Fast

Start value.

• Time (seconds)—Enter the number of seconds of media data to expedite for

delivery. This option is relevant only for video files (such as FLV,MP4, andWMV).

Themedia is delivered at the detected bit rate for the configured duration. If the

bit rate cannotbedetectedor the file is not a videoasset, zerobytesaredelivered

because the fast-start would then revert to a size of 0 (zero) bytes.

5. On the Connection Properties tab, specify the following information:
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Figure 4: Add Virtual PlayerWindow—Connection Properties Tab

a. MaximumConnection Bandwidth—In this area, you can limit the number of

connections any one virtual player can consume by choosing one of the following

options:

• No limit (default)—Select this option if there is no limit on the maximum

bandwidth for a session.

• Value—Select this option to enter a value in Kbps for the maximum bandwidth

for a session. Even if there is available bandwidth in the link, only this value is

allocated for a session.

b. Video Pacing/ Bit Rate Throttling—Select this check box to control the bit rate at

which Media Flow Controller delivers a video. You can configure Media Flow

Controller todeliver thevideoat theconfigured rateonlywhen thesystemresources

are available.

Max Bit Rate—This is a best-effort rate control mechanismwherein if the system

resources are available, Media Flow Controller delivers the requested video at the

specified bit rate. Configure one of the following options:
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• Auto detect—To auto-detect the bit rate of a video file and enforce the rate of

delivery. This feature is also known as video pacing or bit-rate throttling. Media

Flow Controller supports bit-rate throttling for MP4, FLV, andWMV/ASFmedia

formats. This is the default.

• Static—To statically enforce a fixed delivery rate for all objects. Media Flow

Controller enforces this rate of delivery for all the objects across the service to

which this virtual player is associated. You specify the value in Kbps.

You can enter a value from 0 through 4,29,49,67,295 Kbps. The default value is

0 Kbps.

• Query string parameter—To enforce the delivery rate as requested by the client

in its request. In some scenarios, client players can explicitly ask for a particular

delivery rate by using a preconfigured query-string parameter. Media Flow

Controller looks forpreconfiguredquery-stringparameter in the incoming request

and extracts its value to enforce the delivery rate. The units that this query string

value represents must be explicitly configured. The allowed options are Kbps,

KBps, Mbps, and MBps.

You can also configure Burst factor to increase the speed of video delivery at a rate

greater than the requested or detected rate. By default, Burst factor is set to 1.1 (10

percent faster than the encoded bit rate). The allowable range for the Burst factor

is from 1.1 to 3. Any TCP/IP overheads necessary for delivery are automatically

accounted for.WhenMedia FlowController paces video delivery by using the Burst

factor, it enforces a rate equivalent to Burst factor*(Auto detect | Static | Query

string parameter).

Example: Assume that you have configured: Max Bit Rate control scheme, Auto

detect, and Burst factor to 2. If Media Flow Controller detects the encoded bit rate

in the metadata of the video as 1000 bits per second, then because of this

configuration, Media Flow Controller delivers the video at twice the encoded bit

rate (that is, at 2000 bits per second). However, if the system is overprovisioned,

then the bandwidth is shared among all active connections, effectively lowering

the delivery rate to less than the enforced rate for all connections. To avoid

oversubscription, configure the Max Bit Rate option along with proper system

provisioning through resource pools.

c. Full Download—Select this check box to allowMedia Flow Controller to download

the entire media file at the fastest possible speed. To configure Full Download,

select one of the following options:

• Always—Downloads are always delivered at the fastest possible speed.

• QueryStringMatch (Name) and (Value)—Downloads are delivered at the fastest

possible speed when amatch is found for the specified query string.

• Request Header Match (Name) and (Value)—Downloads are delivered at the

fastest possible speed when amatch is found for the specified header name.

6. On the Authentication Properties tab, specify the following information:

a. EnableMD5Authentication—Select this checkbox toconfigureMD5authentication

parameters. Specify the following:
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• Hash Identifier (Query String)—Enter a string indicating the provided hash value;

the default for this virtual-player type is h.

• Expiry Time Identifier (Query String)—Enter the query parameter present in the

video URL, which acts as the expiry time identifier. At runtime, Media Flow

Controller uses this query parameter to extract the value of expiry timestamp

specified by the player (that issued this request). Media Flow Controller serves

the object only if the request URL is not expired—that is, if the value extracted

for thequeryparameter fromthe incoming requestURL isgreater than thecurrent

system time.

For example, consider the following request video URL:

“http://www.example.com/media/foo.flv?

e=3312665958&h=ec41f550878f45d9724776761d6ac416.” Enter "e" in theExpiry

Time Identifier (Query String) field to use the "e" query parameter as the expiry

time identifier.

b. For the Shared Secret, make the following specifications:

• Value—Enter a secret key that is then appended or prefixed (as specified in the

Location value) to the URI to calculate the hash, which is then "matched" with

the match query-string-parm hash value.

• Location—Either APPEND the shared secret to the front of the URI, or PREFIX it

to the end of the URI.

c. Choose a Hash Computation value:

• ABSOLUTE_URL—Use the entire request URL (including the query string up to

the configured Hash Identifier query string value).

• RELATIVE_URL—Useonly theURI part of the requestURL, excluding thedomain,

and access method (but including the query string up to the configured Hash

Identifier query string value).

• OBJECT_NAME—Use only the object name part of the request URL (and the

query string up to the configured Hash Identifier query string value).

7. ClickOk, Cancel, or Reset.Ok instantiates the values you set, Cancel closes the Add

Virtual Player configuration page, and Reset returns all values to their defaults.

NOTE: You can also add a virtual player by clicking the Import Virtual Player

link on theManageMFCs >Manage Virtual Players page,Actions list, with no

virtual player selected. You use a defined XML file to import a virtual player.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about virtual players.

Related
Documentation

Actions on Virtual Players on page 88•
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• Understanding Virtual Players on page 81

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

Actions on Virtual Players

From theManage Virtual Players page, you can perform the following actions on virtual

players by clicking the links on the Actions list. You have to select the virtual players

before performing any actions on them:

• Copy Player—Click this link to create a copy of the selected player. You are prompted

for a name for the new virtual player. Other than the name, all other configuration

settings remain the same as that of the copied player.

• Modify Player—Click this link to modify all other configuration settings other than the

name and type of the virtual player. After the changes are saved, the revised

configuration is reflected in all the services that use this virtual player.

You canmodify only one virtual player at a time.

• Delete Player(s)—Click this link to delete one or more virtual players.

Related
Documentation

• Creating Virtual Players on page 83

• Understanding Virtual Players on page 81

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 4

Service Design

• Overview on page 91

• Network Optimization Service on page 97

• HTTP Reverse Proxy Service on page 111

• Content Ingest Service on page 135

89Copyright © 2013, Juniper Networks, Inc.



Copyright © 2013, Juniper Networks, Inc.90

Junos Space Media Flow Activate Management Guide



CHAPTER 9

Overview

• Service Design Overview on page 92

91Copyright © 2013, Juniper Networks, Inc.



Service Design Overview

You use the Service Designworkspace to create content delivery services. Transparent,

reverse proxy, and content ingest content delivery services are supported. You create

these services for the types of media you are delivering.

If you are an Internet service provider, create a Network Optimization Service to

transparently cacheapopularwebsite, thereby savingbandwidthandoptimizing Internet

content delivery.

If you are a content provider or a Content Delivery Network (CDN) service provider who

owns ormanages any content, create anHTTPReverseProxyService to efficiently deliver

that content.

If youareaCDNserviceprovider, createaContent IngestService to ingestpopular content

before it is needed. Using content ingest service, you can periodically refresh the cached

content for sites that are regularly updated.

Before you begin configuring proxy services, it is good to have the following information

handy:

• The regular expression (regex) for the Domain that will be used in requests for the

media for this service. In addition, the file Path to those videos in that domain.

• The precedence you want to give this service among all the configured services. The

higher the Precedence value, the lower the precedence. See “Understanding

Precedence” in this topic for details about using the “precedence” parameter.

• For cache-misses (requests formedianot in cache), howyouwant the service toobtain

the requestedmedia.

• The Virtual Player you want to manage video delivery policies for that site. This is

needed when the site being cached serves HTTP video. A single virtual player can be

used for multiple sites. See “Creating Virtual Players” on page 83 to create a virtual

player.

• The Cache Tuning Policy you want to fine-tune the cache settings on the basis of the

network conditions and caching requirements. See “Creating Cache-Tuning Policies”

on page 52 to create a cache-tuning policy.

• If you are creating a reverse proxy service, consider the list of origin servers that Media

Flow Controller must access to fetch content upon a cache-miss.

Understanding Precedence

Use Precedence to set unambiguous mapping of incoming GET requests in the case of

Domain overlap; precedence can be set on all domains. The lower the number, the higher

the preference for that domain; values 0 (highest precedence) through 10 (lowest

precedence) can be used. All services have a default precedence of 0.

Example for network optimization service: Consider three websites and service

configurations as follows:
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• Website 1

http://a.com/abc/def/file1.flv

Namewebsite1

Domain a.com

Path /abc/def

Precedence 1

Origin Server Resolution FollowHost Header

Use Client IP

• Website 2

http://a.com/abc/file2.flv

Namewebsite2

Domain a.com

Path /abc

Precedence 2

Origin Server Resolution FollowHost Header

Use Client IP

• Website 3

http://a.com/pqr/file3.flv

Namewebsite3

Domain a.com

Path /

Precedence 3

Origin Server Resolution FollowHost Header

Use Client IP

All threewebsitesmatchDomain a.com andPath / (slash). In order to ensure thatmedia
files at /abc/defmap towebsite 1 and notwebsite 3, set the Precedence value higher
forwebsite 1. This is the same as the case with mapping media files at /abc towebsite
2. Only media files at the default location, /, should bemapped towebsite 3with the
Precedence value configured the lowest, as shown above. Similar logic applies to the

reverse proxy service as well.

Example for reverse proxy service:

• Website 1

http://a.com/abc/def/file1.flv

Namewebsite1
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Domain a.com

Path /abc/def

Precedence 1

HTTPOrigin FQDN Server Name 10.102.0.81 Port 80

• Website 2

http://a.com/abc/def/file2.flv

Namewebsite2

Domain a.com

Path /abc

Precedence 2

HTTPOriginOriginmap xyz

BEST PRACTICE: Excessive use of precedence has a performance impact
because precedence allows for the longest prefix matching. If possible,
configure websites so that there are no overlaps in the Domain and Path

combination, that is used for mapping the incoming HTTP GET to the
requestedmedia files.

Understanding Dynamic URI Remapping

Somepopular contentprovidersgeneratedynamically createdURIs for thesamecontent

for various reasons, including security. This causes caches to have low cache-hit ratios

evenwhen the content is in the cache. Media FlowController can identify these dynamic

URIs as pointing to the same content and can ensure delivery of the correct content.

MediaFlowController identifiesdynamicURIs via regexsubstring-addressingofmatches

that allows access to various portions of the matched string, denoted by parentheses in

the regex expression. The complete string match is referred to as $0, the left-most

substring is referred to as $1, each subsequent substring being $2, $3, and so on. You

configure a regular expression andmapping string on a per-namespace basis. The

mapping string is an ASCII-printable string that describes the mapping from the various

substring matches in the regular expression, to a new URI.

The commands for dynamic URImapping specify that an incoming request having a URI

matching the configured regex value (url tomatch) is matched to a cache index string
value (map-to). The tunnel unmatched option specifies that if the match fails, the
request is tunneled.With revalidatecachehit= true configured, if theorigin server returns
“Object IsModified,” the transaction is tunneled, and theobject is deleted fromthecache,

provided that its time-to-live (TTL) has expired; and the new object is fetched into the

cache.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about namespaces.
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Related
Documentation

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Network Optimization Services Overview on page 97

• HTTP Reverse Proxy Services Overview on page 111

• Content Ingest Services Overview on page 135

• Tagging Media Flow Controller Objects on page 30

• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 10

Network Optimization Service

• Network Optimization Services Overview on page 97

• Creating Network Optimization Services on page 98

• Creating Network Optimization Service XML Files for Import on page 105

Network Optimization Services Overview

This topic describes what Network Optimization services are used for and what

information you need to know before creating a service.

At a minimum, service instance configuration requires a Domain, a Path to the media

files, and anOrigin Server Resolution scheme. You can further define control by assigning

a configuredVirtual Player and Cache Tuning Policy. The service instance is referenced

via the URL in the HTTP request to Media Flow Controller.

For example, if you are serving content through Media Flow Controller for media under

the following directories from your origin library:

• example.com/videos/trg

• example.com/videos/UGC

• example.com/videos/premiumcontent

You can create three service websites: TRG,UGC, and Premium, each with a different
set of delivery policies.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about configuring and deploying transparent proxy
services.

Related
Documentation

Creating Network Optimization Services on page 98•

• Service Design Overview on page 92

• Provisioning Services Overview on page 141

• Media Flow Activate Overview on page 3
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• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

Creating Network Optimization Services

Use the Service Designworkspace to create content delivery services. You create these

services for the types of media you deliver.

Before you begin configuring aNetworkOptimizationwebsitemedia delivery service, you

need the following information:

• The regular expression (regex) for the Domain (Regex) that is used in requests for the

media for this service; see Table 4 on page 104 for example domain regex values. You

also need the file Path to the media in that domain that you expect to deliver.

• The Precedence to give this service among all the configured services. The higher the

Precedence value, the lower the precedence.

• For cachemisses (requests for media not in the cache), how you want the service to

obtain the requestedmedia.

• The Virtual Player to manage video delivery policies for that site. This is needed when

thesitebeingcachedservesHTTPvideo.A single virtual player canbeused formultiple

sites. See “Creating Virtual Players” on page 83 to create virtual players.

• TheCacheTuningPolicy to fine-tune thecachesettingsbasedon thenetworkconditions

and caching requirements. See “Creating Cache-Tuning Policies” on page 52 to create

cache-tuning policies.

CreateaseparateNetworkOptimizationwebsitedelivery service for eachmedia repository

that you have.

To configure Network Optimization services on the Service Designworkspace:

1. From the left navigation panel, click the plus sign (+) adjacent to Service Design.

2. Click Network Opt Services. The Network Optimization Services page is displayed.

3. Click Add Service Instance. The Add Service Instance page is displayed.
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Figure 5: Create Network Optimization Service—General Tab

4. On the General tab, specify the following information:

a. Name for the service and Description (optional) of the service.

b. Domain—Enter the defined fully qualified domain name (FQDN) that is matched

with the incoming HOST header to identify the request. This field is mandatory.

Select Regex for Media Flow Controller to treat the entry in the Domain field as a

regex entry. Enclose all regex entries in double quotation marks—for example, a

regex for www.example.com plus example.com could be: “^.*\example\.com”.
The regex is written against the absolute path portion of the URL. For example,

given the following URL: http://abc.com:8080/index.html, /index.html would be

the absolute path portion. See Table 4 on page 104 for more examples of regex

entries.

c. Orderof servingclient request—Select thepolicy that determines theorder inwhich

the objects are ingested from the RAM cache into the disk cache when handling

bulk requests.

To avoid clients waiting for data while Media Flow Controller ingests data into the

disk cache, the data serving path and the ingestion path are decoupled in Media

Flow Controller. While objects are being served from the RAM cache, the ingestion

process in Media Flow Controller picks these objects from the RAM cache and

ingests them into the disk cache. The order in which the ingestion process picks

these objects for ingestion can be tuned:
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• Last in first out—(Default) The object served last is ingested into the disk cache

first. Because the object is selected for ingestion immediately after it has been

served to the client, the probability of finding the object in theRAMcache is high,

which prevents refetching of the object from the origin server.

• First in first out—The object served first is ingested into the disk cache first. Here,

the objects are ingested into the disk cache in the order in which they have been

served to the clients from the RAM cache. However, this feature may introduce

additional fetches from the origin server if the objects are evicted from the RAM

cache before they are ingested into the disk cache.

Recommendations: For caching adaptive bit-rate streaming videos (such as

Microsoft Smooth Streaming videos or Apple HTTP Live Streaming videos), it is

recommended that you set the configuration to First in first out. For Network

Optimizationservicedeployments, it is recommended that youset theconfiguration

to Last in first out.

Example for “First in first out”: Consider that in a given instant (say, at t0 seconds),

Media Flow Controller receives 100 requests for 100 objects. After Media Flow

Controller fetches these objects from the origin server, the order in which these

objectsare ingested intodisk cache isdeterminedbywhetherMediaFlowController

is configured for First in first out or Last in first out. If it is configured for First in first

out, then it ingests these objects into disk cache starting from the first object that

was served to the client, followed by the second object, and so on. At t1 seconds,

if Media Flow Controller receives another 100 new requests and if it has cached

only 80 objects at the end of t0 seconds, the cacheable disk queue becomes 120

objects and it starts caching from the eighty-first object. At t2 seconds, if Media

Flow Controller receives another 100 new requests and if it has cached only 160

objects at the end of t1 seconds, the cacheable disk queue now becomes 140

objects and it starts caching from the hundred and sixty-first object.

d. Ignore all object correlation validators—Select this check box for Media Flow

Controller to ignore the object validation fields (such as ETag and Last Modified

headers) in the origin server response when it validates an object.

When the ETag or the LastModified header is different from the previously cached

origin server response, by default, Media Flow Controller assumes that the object

is of a different version and deletes the cached object and replaces it with the

modified object. If you select the Ignore all object correlation validators check box,

Media Flow Controller ignores any changes to these headers in the origin server

response and serves the previously cached object, provided that it has not expired.

However, if the object has expired, Media Flow Controller deletes the existing

cached object, caches and serves the object fetched from the origin server.

Example: Media Flow Controller uses the ETag header or the Last Modified header

in the origin server response to validatewhether the object that is currently cached

is of the same version as that in the origin server. If the object has beenmodified

in the origin server, then the ETag header value or the Last Modified header value

sent by the origin server is different from the value that was previously sent by the

origin server. If the values are different, Media Flow Controller deletes the existing
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cached content, fetches the modified content from the origin server, and caches

it.

At the time of caching the origin server response,Media FlowController associates

a version numberwith each of the object that is being cached. This version number

is generated from the ETag header value of the origin server response, provided

that the ETag header is present; otherwise, it is generated from the Last Modified

header value, provided that the LastModified header is present. If both are absent,

then Media Flow Controller generates a random version number. Though this is a

goodmechanism for validating the freshness of the object, youmay find that in

CDN deployments, the objectsmight not be cached at all in Media FlowController

when the client is making byte-range requests.

Scenario 1: When you have a load balancer set up, where multiple origin servers

might respond to byte-range requests, it is possible that the ETag header values

are different in the responses sent by each of these origin servers. Consider a client

requesting a 10-MB object in byte-range requests of 2 MB. For the first request of

0 to 2MB, if there is a cachemiss, thenMedia FlowController forwards this request

to the origin server. If origin server 1 (OS1) responds to this request, Media Flow

Controller caches this response and also generates a version number from the

ETag header value of the response, and associates it with the object. For the next

request of 2 to 4MB, upon a cachemiss, if origin server 2 (OS2) responds, it is likely

that the ETag header sent by this origin server might be different. At the time of

caching,Media FlowController assumes that this is adifferent versionof theobject

and deletes the previously cached 0 to 2MB. Media Flow Controller tunnels the 2-

to4-MBresponsebecause it cannotcache thiscontentwithoutcaching theprevious

0 to 2MB. The remaining byte-range requests are also tunneled to the client. Here,

Media FlowController does not cache the entire 10-MBobject. This is one scenario

where even though the response is cacheable, Media Flow Controller does not

cache the response.

Scenario 2: Assume the origin server does not send the ETag or the Last Modified

header in its response to the byte-range requests. Consider a client is requesting

a 10-MBobject inbyte-range requestsof 2MB.WhenMediaFlowController caches

the first request of 0 to 2MB, it generates a randomversion number andassociates

it with the cached object. This is because there is no ETag or Last Modified header

in the origin server response to generate the version number. When Media Flow

Controller tries to cache the next request of 2 to 4MB, it generates another random

version number to associate with the object. At the time of caching, Media Flow

Controller compares the version numbers of 0 to 2MB and 2 to 4MB of the object.

Because the version numbers are different, Media Flow Controller deletes the

cached 0 to 2MB and tunnels the 2 to 4MB of the object directly to the client. The

remaining byte-range requests are also tunneled to the client.

e. Custom cache-control header—Specify a custom cache-control header name in

the origin server response to be used for determining cache expiry. Assume that

you have configured “xyz” for this field. If the origin server response contains the

“xyz” header, then Media Flow Controller sets the expiry time of the object to the

value contained in this header. If the xyz header value is 2400, then Media Flow

Controller serves the object from its cache for the next 40minutes from the time

of caching. After this duration, the object is considered expired.
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Example: Some origin servers do not send the expiry information of an object to

intermediate proxies using standard HTTP headers, such as the Expires header or

the Cache-control:max-age header. Instead, they send it by using customheaders.

Media Flow Controller expects the object expiry information from these standard

HTTP headers and when these headers are not present in the origin server’s

response, it automatically assumes that the origin server has not sent this

information. Media Flow Controller then tries to apply the expiry value configured

in the cache-agedefault or cache-age content-type anyCLIs (that is, the values you

have configured for Default Cache Age or Cache Age Override in the Cache tuning

policy). However, for Media Flow Controller to use the expiry information present

in the custom header of the origin server’s response, youmust specify the custom

header name in the Custom cache-control header field. Media Flow Controller now

detects that this customheader contains the expiry information for the object and

it proceeds to set the object expiry time to this value.

For example, consider that the origin server sends a custom header,

“x-cache-control:max-age=3600.” For Media Flow Controller to detect that the

custom header, “x-cache-control,” in the origin server’s response contains the

expiry information of the object, you need to set the value of the Custom

cache-control header field to “x-cache-control.” Media Flow Controller then serves

the object from its cache for the next one hour from the time of caching.

f. Path—Enter the actual file pathwhere themedia files are located. Thedefault path

is “/” (slash), which refers to all files in the configured Domain.

SelectRegex forMedia FlowController to treat the entry in thePath field as a regex

entry.

g. Precedence—Select a value to break ties between services defined with the same

Domain. The lower the number, the higher the preference for that service; 0 is the

default and highest.

h. Origin Server Resolution—Select an option to specify howMedia Flow Controller

determines and accesses the origin server for cachemisses; choose one of the

following options:

• FollowHost Header—Use the host header of the incoming request as the origin

server.

• Destination IP—Use the destination IP address of the incoming request as the

origin server.

i. Use Client IP—(Default) Select this check box to use the client IP address in place

of the origin server’s IP address in the request.

j. Tunnel All—Select this check box to tunnel all incoming client requests directly to

the origin server without further processing. By default, this feature is disabled.

When you enable this feature, all caching-related configuration is ignored and the

requests are directly tunneled to the origin servers.

k. Virtual Player Name—Select a defined virtual player; see “Creating Virtual Players”

on page 83 to create a virtual player.

Copyright © 2013, Juniper Networks, Inc.102

Junos Space Media Flow Activate Management Guide



l. CacheTuningPolicy—Selelct adefinedpolicy; see “CreatingCache-TuningPolicies”

on page 52 to create a cache-tuning policy.

m. PolicyScript—Associateapolicy script froma list ofpreviouslyaddedpolicy scripts.

You typically associateapolicy scriptwhenyouwant tohavea finegranular control

over the various features of Media Flow Controller at runtime.

Make sure that the policy script file is available on the local system fromwhere

Junos Space is accessed.

n. Revalidate always—Select this check box for Media Flow Controller to revalidate

its cached object for every client request.

When Media Flow Controller receives a request from the client and this feature is

enabled, Media Flow Controller first serves the object from its cache if the object

has not expired. However, in parallel, Media Flow Controller sends a revalidation

request to the origin server to determine whether the cached object has been

modified in the origin server or not. Depending on the origin server’s response, if

the object has not beenmodified, Media Flow Controller updates only the expiry

time of the object; otherwise, Media Flow Controller deletes the existing cached

object and caches the latest modified object. This is the default behavior—that is,

theobjects are revalidatedoffline.However, to revalidate theobjectsbefore serving

them to the clients, set RevalidationMode to Inline.

o. FromtheDynamicURIs tab, configureparametersusingwhichMediaFlowController

can identify dynamic URIs and ensure the delivery of the correct content. An

incoming request having a URI thatmatches the configured regex value (specified

in the URL toMatch field) is matched to a cache index string (specified in theMap

to field). Formore information aboutURI remapping, see “UnderstandingDynamic

URI Mapping.”

NOTE: URL toMatch valuemust always be configured along withMap

To.TunnelUnmatched canbe selectedonly if theURL toMatchandMap

To values are provided.

• URL toMatch—Configure a regex expression to match the request URL. The

<regex> has amaximum character limit of 1024 characters (including NULL); if

the URI exceeds this limit, the request is tunneled. PCRE regex is not allowed;

whereas GNU regex is allowed. The default value is NULL.

Example: /get/[^/]+/[^/]+/[^/]+/(.*)

• Mapto—Configureamap-string value (a string tomapor rewrite theURLportion

of the request) when amatch is found. The <map_string> has amaximum

character limit of 2048 characters (including NULL). The default value is NULL.

Example: /$1
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• Tunnel Unmatched—Select the check box to tunnel the request when no regex

match is found.

5. ClickOk or Cancel.Ok instantiates the values you set and closes the page; Cancel

closes the page without making any changes.

NOTE: To add a service website, go to the Service Design > Network Opt

Services page. On the Actions list, click Import Service (this link is active only

when you have not selected any services from this page). You use a defined
XML file to import a service website.

Table 4: Example: Domain Regex Values

MatchesRegex

www.example.com

example.com

"www.example.com|example.com"

".*example.com"

abcdef02.origin.cms.example.com:80

abcdef23.cdn.cms.example.com:80

abcdef09.cms.example.com:80

"^[a-f,0-9]{8}\.(origin\.|cdn\.)?cms\.example\.com:80$"

cms123.dc2.example.com:80

cms079.qcg7.example.com:80

"^cms[0-9]{3}\.(dc2|qcg7)\.example\.com:80$"

orig.sv1.example.com:80

orig.qcg1.example.com:80

orig.qcg5.example.com:80

"^orig.(sv1|qcg1|qcg5)\.example\.com:80$"

cms123.x.y.qcg0.example.com:80

cms257.x.y.qcg01.example.com:80

cms379.x.y.sv1.example.com:80

cms222.x.y.ch1.example.com:80

cms876.x.y.dc2.example.com:80

cms343.x.y.af1.example.com:80

"^(cms[0-9]{3}).*(qcg[0-9]+|sv1|ch1|dc2|af1)\.example\.com:80$"

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about configuring and deploying transparent proxy
services.
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Related
Documentation

Media Flow Activate Overview on page 3•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Service Design Overview on page 92

• Network Optimization Services Overview on page 97

• Creating Network Optimization Service XML Files for Import on page 105

• Quick Reference to Tasks in Media Flow Activate on page 191

Creating Network Optimization Service XML Files for Import

Use the following XML structure to create transparent proxy forms that can be imported

to Media Flow Activate. These forms are then available for inclusion in a website service

provisioned to selected Media Flow Controllers.

Service Network Optimization “Content Direct” XML Schema

When you customize the following XML structure for your needs, give the
contentDirectDefinition element a name and description, thenmodify the options and
elements. These parameters are described in Table 5 on page 106. See the following
simple XML schema for transparent proxy service. For information about a schemawith
a cache-tuning policy and virtual player configuration, see “Sample XML Schema for
Network Optimization and Reverse Proxy Services” on page 179.

Simple XML Schema for Transparent Proxy Service
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<contentDirectDefinitionCatalog>
<contentDirectDefinitions>
<contentDirectDefinition>
<name>site1</name>
<description>test</description>
<properties>
<domain>google</domain>
<isDomainRegex>false</isDomainRegex>
<match>
<path>
<allFiles>true</allFiles>

</path>
</match>
<precedence>1</precedence>
<clientRequest>
<cacheIndex>
<urlToMatch>urltoMatch</urlToMatch>
<mapTo>mapto</mapTo>
<tunnelUnMatched>false</tunnelUnMatched>

</cacheIndex>
</clientRequest>
<originServerResolution>USE_DESTINATION_ADDR</originServerResolution>
<useClientIP>true</useClientIP>

</properties>
<tunnelAll>true</tunnelAll>

105Copyright © 2013, Juniper Networks, Inc.

Chapter 10: Network Optimization Service



<revalidateCacheHit>false</revalidateCacheHit>
</contentDirectDefinition>

</contentDirectDefinitions>
</contentDirectDefinitionCatalog>

Table 5: contentDirectDefinition Options and Elements

CLI EquivalentDescription
Option or Sub
Sub-Element

Option or
Sub-ElementOption

namespace <name>Enter a name for the
contentDirectDefinition
element.

nonenonename

namespace <name>
domain regex <regex>

Enter the name of the
domain against which
incoming requests are
referenced; media files
are located in this
domain.

nonenonedomain

namespace <name>
matchuri regex<regex>

Specify that all files in
the given domain may
be requested.
Alternatively, use the
specific files option.

allFilespathmatch

namespace <name>
match uri <uri-prefix> /

Specify a regex path to
the files that are
requested.
Alternatively, use the
all files option.

specificFiles

namespace <name>
matchuri regex<regex>
[precedence<number>]

The lower the value,
the higher the
precedence for this
namespace, should
there be a conflict. See
“Understanding
Precedence” in “Service
Design Overview” on
page 92 for more
information about
using the “precedence”
parameter.

nonenoneprecedence
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Table 5: contentDirectDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or Sub
Sub-Element

Option or
Sub-ElementOption

namespace <name>
delivery protocol http
client-request
cache-index url-match
<regex>map-to
<map_string>
no-match-tunnel

Configure a regex
expression to match
the request URL. The
regex value for url to
matchhasamaximum
character limit of 1024
characters (including
NULL); if the URI
exceeds this limit, the
request is tunneled.
Only one url tomatch
expression per service
is allowed. No PCRE
regex is allowed; only
GNU regex is allowed

urlToMatchcacheIndexclientRequest

Configure a string to
map, or rewrite, the
URL portion of the
request when amatch
is found. ThemapTo
value has amaximum
character limit of 2048
characters (including
NULL).

mapTo

Tunnel the request
when no regex match
for url tomatch is
found.

tunnelUnMatched

namespace <name>
origin-serverhttp follow
header <header>

Use the host header of
the incoming request
as the origin server (in
case of a cachemiss).
Optionally, set use
client IP to use the
client IP address in
place of the origin
server’s IP address in
the request.

noneUSE_HOST_HEADERoriginServerResolution

namespace <name>
origin-serverhttp follow
dest-ip

Use the destination IP
address of the
incoming request as
the origin server.
Optionally, set use
client IP to use the
client IP address in
place of the origin
server’s IP address in
the request.

noneUSE_DESTINATION_ADDR
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Table 5: contentDirectDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or Sub
Sub-Element

Option or
Sub-ElementOption

namespace <name>
origin-serverhttp follow
header <header>
[use-client-ip]

or

namespace <name>
origin-serverhttp follow
dest-ip [use-client-ip]

Use the client IP
address in place of the
origin server’s IP
address in the request.

nonenoneuseClientIP

namespace <name>
delivery protocol http
client-requesttunnel-all

Tunnel all incoming
client requests directly
to the origin server
without further
processing.

nonenonetunnelAll

namespace <name>
delivery protocol http
client-requestcache-hit
action
revalidate-always

Set requested objects
in cache to always
trigger a timestamp
revalidation.When this
parameter is enabled,
performance is
impacted because
every transaction is
revalidated.

nonenonerevalidateCacheHit

Some url tomatch regex examples:

• Regex url tomatch example with no substring address, only $0 returned:

/opt/nkn/bin/nknregex -m -e '/videoplayback\?.*\ &id=[^\&]+.*' -d

'/videoplayback?xxx&id=1xxuuu'

match[0]: /videoplayback?xxx&id=1xxuuu

• Regex url tomatch example with two substrings denoted, $0, $1, and $2 returned:

/opt/nkn/bin//nknregex -m -e '(/videoplayback\?.*)\&id=([^\&]+).*' -d

'/videoplayback?xxx&id=1xxuuu'

match[0]: /videoplayback?xxx&id=1xxuuumatch[1]: /videoplayback?xxxmatch[2]:

1xxuuu

• Regex url tomatch example with two substrings denoted, $0, $1, and $2 returned:

/opt/nkn/bin//nknregex -m -e '(/videoplayback\?.*)\&id=([^\&]+).*' -d

'/videoplayback?xxx&id=1xxuuu'

match[0]: /videoplayback?xxx&id=1xxuuumatch[1]: /videoplayback?xxxmatch[2]:

1xxuuu

Somemap to string examples:
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• Using regex example 3:

/abc/$1/$2 => /abc//videoplayback?xxx/1xxuuu

• Using regex example 3:

/XXX$0/$1/$2 => /XXX/videoplayback?xxx&id=1xxuuu//videoplayback?xxx/1xxuuu

• Using regex example 3:

$$$1/$2 => $/videoplayback?xxx/1xxuuu

• Using regex example 3:

$$$1$$ => $/videoplayback?xxx$

See these topics for additional information:

• SampleXMLSchemaforNetworkOptimizationandReverseProxyServicesonpage 179

• Creating Network Optimization Services on page 98

• Service Design Overview on page 92

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191

See the Juniper Networks Media Flow Controller Administrator’s Guide for Media Flow

Controller CLI command descriptions.

After you have customized and saved a Transparent Proxy XML configuration file, go to

the Service Design >Network Opt Services page. On theActions list, click Import Service.

From the Import Service dialog box, navigate to the XML file you created and clickOk.

The Transparent Proxy configuration provided in the XML file is made available to Media

Flow Activate and can be included in service designs for provisioning to selected Media

Flow Controllers through the Service Provisioningworkspace.
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CHAPTER 11

HTTP Reverse Proxy Service

• HTTP Reverse Proxy Services Overview on page 111

• Creating HTTP Reverse Proxy Services on page 112

• Creating Reverse Proxy Service XML Files for Import on page 123

• Creating Reverse Proxy Service XML Files for Export on page 132

• Purging Content fromMedia Flow Controller Devices on page 133

HTTP Reverse Proxy Services Overview

This topic describeswhatHTTP reverse proxy services are used for andwhat information

you need to know before creating a service.

When you configure Media Flow Controller for HTTP reverse proxy services, it reduces

network and CPU load on the origin server by serving previously retrieved content, which

enhances user experience by decreasing latency.

The website is referenced via the URL in the HTTP request to Media Flow Controller.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about reverse proxy deployments.

Related
Documentation

Creating HTTP Reverse Proxy Services on page 112•

• Provisioning Services Overview on page 141

• Creating Reverse Proxy Service XML Files for Import on page 123

• Creating Reverse Proxy Service XML Files for Export on page 132

• Purging Content fromMedia Flow Controller Devices on page 133

• Actions on Services on page 137

• Quick Reference to Tasks in Media Flow Activate on page 191
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Creating HTTP Reverse Proxy Services

Use the Service Designworkspace to create content delivery services. You create these

services for the types of media you are delivering.

Before you begin configuring anHTTPReverse Proxy websitemedia delivery service, you

need the following:

• Regular expression for Domain (Regex) that is used in requests for the media for this

service (See Table 4 on page 104 for example domain regex values.)

• Criterion to bematched with the incoming URL to identify the request. This criterion

can be "URI Path, Header name, or Query String."

• Precedence you want to give this service among all the configured services (for the

same domain)

• For cachemisses (requests for media not in the cache), how you want the service to

obtain the requestedmedia (by configuring the origin server settings).

• Virtual Player you use to manage video delivery policies for that site (See “Creating

Virtual Players” on page 83 to create virtual players.)

• Cache Tuning Policy you use to fine-tune the cache settings based on the network

conditionsandcaching requirements (See “CreatingCache-TuningPolicies”onpage52

to create cache-tuning policies.)

• Policy Script you use to customize the various features in Media Flow Controller at

runtime

• Order in which the objects must be ingested from RAM cache to disk cache

• Dynamic URI parameters, which Media Flow Controller uses to identify dynamic URIs

and deliver correct content

• Consider whether to:

• Authenticate the origin servers before downloading the content

• Monitor the HTTP and HTTPS transactions handled by Media Flow Controller

• Classify the traffic by setting the DiffServ code point (DSCP) value

• Pin the objects to the cache

• Modify request and response headers

• Ignore the validation headers when revalidating an object

• Use a custom header to determine cache expiration

• Send a “503 Service Unavailable” response when Media Flow Controller is unable

to service a request because the resource pool concurrent session limit has been

reached or exceeded
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To configure HTTP reverse proxy services on the Service Designworkspace:

1. From the left navigation pane, click the plus sign (+) adjacent to Service Design.

2. Click the plus sign (+) adjacent to HTTP Reverse Proxy Services.

3. Click Add Service Instance. The Add Service Instance page is displayed.

4. On the General tab, specify the following information:

Figure 6: Create HTTP Reverse Proxy Service—General Tab

• ServiceName—Enter the name of the service orwebsite that youwant to configure,

which must be unique.

• Description—(Optional) Enter a description of the service or website.

• Domain—Enter thedefined fullyqualifieddomainname(FQDN)or regularexpression

that is matched with the incoming HOST header to identify the request.

Select Regex if you want the MFA to treat any entries in the Domain field as regex

entries. Enclose all regex entries in double quotation marks.

• Order of serving client request—Enter the policy that determines the order in which

theobjectsare ingested fromRAMcache intodiskcachewhenMediaFlowController

handles bulk requests.
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To ensure that clients do not need to wait for data while Media Flow Controller

ingests data into disk cache, the data serving path and the ingestion path are

decoupled in Media Flow Controller. During the time that objects are being served

fromRAMcache, the ingestion process inMedia FlowController picks these objects

fromRAM cache and ingests them into disk cache. The order in which the ingestion

process picks these objects for ingestion can be tuned:

• Last in first out—(Default) The object served last is ingested into disk cache first.

Because the object is selected for ingestion immediately after it is served to the

client, the probability of finding the object in RAMcache is high. This prevents the

object from being refetched from the origin server.

• First in firstout—Theobject served first is ingested intodisk cache first. Theobjects

are ingested into disk cache in the order in which they are served to the clients

from RAM cache. However, this feature may introduce additional fetches from

theorigin server if theobjectsareevicted fromRAMcachebefore theyare ingested

into disk cache.

NOTE: Recommendations: Forcachingadaptivebit ratestreamingvideos

(such as Microsoft Smooth Streaming videos or Apple HTTP Live
Streaming videos), it is recommended that you set the configuration to
First in first out. For Network Optimization service deployments, it is

recommended that you set the configuration to Last in first out.

Example for “First in first out”: Consider that in a given instant (for example, at t0

seconds), Media Flow Controller receives 100 requests for 100 objects. After Media

FlowController fetches theseobjects fromtheorigin server, theorder inwhich these

objectsare ingested intodisk cache isdeterminedbywhetherMediaFlowController

is configured for First in first out or Last in first out. If it is configured for First in first

out, then it ingests these objects into disk cache starting from the first object that

was served to the client, followed by the second object, and so on. At t1 seconds, if

Media Flow Controller receives another 100 new requests and if it has cached only

80objects at the endof t0 seconds, the cacheabledisk queuebecomes 120objects

and it starts caching from the eighty-first object. At t2 seconds, if Media Flow

Controller receives another 100 new requests and if it has cached only 160 objects

at the end of t1 seconds, the cacheable disk queue now becomes 140 objects and

it starts caching from the hundred and sixty-first object.

• In theMatch Conditions area, specify the criteria to bematched with the incoming

URL to identify the request. The request is serviced only when there is a match. It

provides a finer control over the requests that are servicedbyMedia FlowController.

When there is a match, the request is attached to the specific service and the

requestedobject isdeliveredasper theconfiguredserviceparameters. If nomatching

services are found (which canmean that the requested object may not be in the

cache), the requests are terminated.

This feature is useful in scenarios where you havemultiple services defined for a

website and you want to direct the request to the service that is most relevant for
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the request (such as where youmight have configured the virtual player and other

parameters that are most suitable to cater to that specific content).

For example, youmight have created two reverse proxy services for the domain

www.cnn.com to cater to videos and images. Assume that you have created the

service cnnv, which caches the videos under the cnn/videos directory structure. You

can specify anadditionalmatch criterionof /videos in theURIPath field in theMatch

Conditions area, so that any incoming request such as

www.cnn.com/videos/roundtheworld.flv is attached to the “cnnv” service and is

processed by this service.

Specify at least one of the following match conditions:

Select Regex if you want Media Flow Controller to treat the entries in the following

fields as regex entries.

• URIPath—Enter a path to bematched in the incoming requestURL. You can enter

a string or a regular expression. For example, “/videos.” By default, this option is

selected and has a value of "/", whichmeans that any incoming request with the

configured domain name followed by a "/" is matched to this namespace. For

example, if the domain name configured for a namespace is “www.yahoo.com,”

any incoming request URL containing the string “www.yahoo.com/” is matched

and served by this namespace.

• Query StringMatch Name—Enter a query string parameter (name-value pair) to

bematched in the incoming request URL.

For example, if you enter “video_id” and “1”, this service is associated with an

incoming URL request such aswww.cnn.com/videos/get_video?video_id=1 .

• Header Match Name—Enter a header to bematched in the incoming request.

• Precedence—When there are multiple services defined for the same domain,

specify a number to determine which service must be given higher precedence.

The lower the number, the higher the preference for that service; 0 is the default

and the highest.

For example, youmight have configured two services: one that stores any generic

video and one that stores videos that are specific to the year 2011 (the directory

structure in Media Flow Controller would be something like /videos and

videos/2011). If the incoming request is for a video created in 2011, because it

matches both these services, the service that has the higher precedence is

associated with the request. In this case, the service that stores the 2011 videos

must be configured with the higher precedence.

• In theOrigin Server area, you configure the origin servers that Media FlowController

must access to fetch content upon a cachemiss. Youmust select either FQDN or

Origin Map.

• Select FQDN to configure a single origin server:

• Server Name—Enter the IP address or the server name of the origin server.

• Port—Enter the port number through which the server listens for requests.

Usually, because the server listens at port 80, you can enter 80 in this field.
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However, if youwant to authenticate the origin servers before downloading the

content from the origin servers, enter 443 . For more information about

authenticating origin servers, see the information provided for the Secure

Authentication check box.

• SelectOriginmap to configure multiple HTTP origin servers.

Select an origin map from the Name list. For more information about creating

origin maps, see “Creating Consistent Hash Maps” on page 69 and “Creating

Escalation Maps” on page 72.

• Select the Secure Authentication check box to authenticate the origin servers

before downloading content from the origin servers. If you select this check box,

MediaFlowController encrypts theauthenticationmessagesand fetchescontent

from the origin servers by using HTTPS. If you do not select this check box, Media

Flow Controller does not authenticate the origin servers and fetches content in

plain text by using HTTP.

You use this feature when you want to authenticate and download content from

origin servers that reside within nontrusted domains.

For the Secure Authentication feature to work in Media Flow Controller:

• Set the port to 443.

If you are using the FQDN option to associate an origin server with the service,

enter 443 in the Port field. If you are associating an originmapwith the service,

select the origin map that is configured with port number 443 from the Name

list.

• Configure the ciphers and CA certificates in Media Flow Controller.

For instructions to configure CA ciphers and CA certificates, see the “Setting

Up Content Ingest Manager Security” section in the Juniper Networks Media

Flow Controller Administrator’s Guide.

• Configure Enable SSL Authentication fromMedia Flow Devices > Device

Configuration for Media Flow Controller.

When you enable the Secure Authentication feature:

• Media FlowController establishes aTCPconnection onport 443with theorigin

server.

• TheSSLhandshake isperformed.During thehandshake, theorigin server sends

its digital certificate to Media Flow Controller.

• Media Flow Controller uses the information sent by the server to authenticate

the server. If the server is successfully authenticated, Media Flow Controller

forwards the client request to the server.

5. On the Design Elements tab, specify the following information:
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• Virtual Player Name—Select a previously defined virtual player with the service; see

“Creating Virtual Players” on page 83. The virtual player configuration determines

how the videos within the specified domain are delivered.

• Cache Tuning Policy—Select a previously defined policy with the service; for more

information about creating a cache-tuning policy, see “Creating Cache-Tuning

Policies” on page 52. The policy determines when to promote an object to various

cache tiers.

• Log Profile—Select a log profile with the service from a list of previously created log

profiles.

You associate a log profile with a service when you want to monitor the HTTP and

HTTP transactions handled by that service. This information is captured on the log

file that is configured in the logprofile. Typically, the log file is stored in theLogExport

directory. Formore informationaboutaccess logprofiles, see “UnderstandingAccess

Log Profiles” on page 41.

CAUTION: ThoughMFA supports creating any number of log profiles,
the provisioning of the service fails if the log profile associatedwith the
service exceeds themaximumnumber of log profiles that aMedia Flow
Controller can support (which is 32).

• Policy Script—Select a policy script from a list of previously added policy scripts.

You typically associate a policy script when you want a fine granular control over

the various features of Media Flow Controller at runtime.

Make sure that the policy script file is available on the local system fromwhere

Junos Space is accessed.

6. On theObject Handling tab, specify the following information:

• DSCP—Specify a DSCP value so that Media Flow Controller sets the DSCP field of

the IPv4packets to this value forallHTTP responsessent fromMediaFlowController

to the client for this service.

You can enter a value from 0 through 63. The default value is 0 (zero).

NOTE: DiffServ provides amechanism to classify andmark packets
belonging toa specific class. Thismechanismproveshelpful if youhave
configured a router to differentiate traffic on the basis of class, which
can then be used to provide low latency to critical network traffic such
asvoiceor streamingmedia,whileprovidingasimplebest-effort service
to noncritical services such asWeb traffic or file transfers.

• Tunnel All—Select this check box to tunnel all incoming client requests directly to

the origin server without further processing. By default, this feature is disabled.

When you enable this feature, all caching-related configuration is ignored and the

requests are tunneled directly to the origin servers.
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• Ignore all object correlation validators—Select for Media Flow Controller to ignore

the object validation fields (such as ETag and Last Modified headers) in the origin

server response when it validates an object.

When the ETag or the Last Modified header is different from the previously cached

origin server response, by default, Media Flow Controller assumes that the object

is of a different version and deletes the cached object and replaces it with the

modified object. If you select the Ignore all object correlation validators check box,

Media Flow Controller ignores any changes to these headers in the origin server

response and serves the previously cached object, provided that it has not expired.

However, if theobject hasexpired,MediaFlowController deletes theexisting cached

object, caches the object fetched from the origin server, and serves it.

Example: Media Flow Controller uses the ETag header or the Last Modified header

in the origin server response to validate whether the object that is currently cached

is of the same version as that in the origin server. If the object has beenmodified in

the origin server, then the ETag header value or the LastModified header value sent

by the origin server is different from the value that was previously sent by the origin

server. If the values are different, Media Flow Controller deletes the existing cached

content, fetches the modified content from the origin server, and caches it.

At the time of caching the origin server response, Media Flow Controller associates

a version number with each object that is cached. This version number is generated

from the ETag header value of the origin server response, provided that the ETag

header is present; otherwise, from the Last Modified header value, provided that

the Last Modified header is present. If both are absent, then Media Flow Controller

generatesa randomversionnumber. Though this is agoodmechanismfor validating

the freshness of the object, youmay find that in CDN deployments, the objects

might not be cached at all in Media Flow Controller when the client is making

byte-range requests.

Scenario 1: If load balancers are set up, wheremultiple origin serversmight respond

to byte-range requests, it is possible that the ETag header values are different in

the responses sent by each of these origin servers. Consider a client requesting a

10-MB object in byte-range requests of 2 MB. For the first request of 0 to 2MB, if

there is a cachemiss, Media Flow Controller forwards this request to the origin

server. If origin server 1 (OS1) responds to this request,Media FlowController caches

this response and also generates a version number from the ETag header value of

the response and associates it with the object. For the next request of 2 to 4 MB,

upon a cachemiss, if origin server 2 (OS2) responds, it is likely that the ETag header

sent by this origin server might be different. At the time of caching, Media Flow

Controller assumes that this is a different version of the object and deletes the

previously cached0 to2MB.Media FlowController tunnels the2- to4-MB response

in addition because it cannot cache this content without caching the previous 0 to

2MB.The remainingbyte-range requestsarealso tunneled to theclient.MediaFlow

Controller does not cache the entire 10-MB object. This is one scenario where even

though the response is cacheable, Media Flow Controller does not cache the

response.

Scenario2:Assumethat theorigin serverdoesnot send theETagor theLastModified

header in its response to the byte-range requests. In this scenario, consider that a
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client is requesting a 10-MB object in byte-range requests of 2 MB. When Media

Flow Controller caches the first request of 0 to 2 MB, it generates a random version

number and associates it with the cached object. This is because there is no ETag

orLastModifiedheader in theorigin server response togenerate theversionnumber.

WhenMediaFlowController tries tocache thenext requestof 2 to4MB, it generates

another randomversionnumber toassociatewith theobject.At the timeof caching,

Media Flow Controller compares the version numbers of 0 to 2 MB and 2 to 4 MB

of the object. Because the version numbers are different, Media Flow Controller

deletes the cached 0 to 2MB and tunnels the 2 to 4MB of the object directly to the

client. The remaining byte-range requests are also tunneled to the client.

• Custom cache-control header—Enter a custom cache-control header name in the

origin server response to be used for determining cache expiry. Assume that you

have configured “xyz” for this field. If the origin server response contains the “xyz”

header, then Media Flow Controller sets the expiry time of the object to the value

contained in this header. If the xyz header value is 2400, thenMedia FlowController

serves the object from its cache for the next 40minutes from the time of caching.

After this duration, the object is considered expired.

Example: Some origin servers do not send the expiry information of an object to

intermediate proxies by using the standard HTTP headers, such as the Expires

header or theCache-control:max-age header. Instead, they send it by using custom

headers. Media Flow Controller expects the object expiry information from these

standard HTTP headers. When these headers are not present in the origin server’s

response, Media Flow Controller automatically assumes that the origin server has

not sent this information. Media Flow Controller then tries to apply the expiry value

configured in the cache-age default or cache-age content-type any CLIs (that is, the

values you configured for Default Cache Age or Cache Age Override in the

cache-tuning policy). However, for Media Flow Controller to use the expiry

information present in the custom header of the origin server’s response, youmust

specify the custom header name in the Custom cache-control header field. Media

FlowController nowdetects that this customheader contains theexpiry information

for the object and it proceeds to set the object expiry time to this value.

For example, consider that the origin server sends a custom header,

“x-cache-control:max-age=3600.” For Media Flow Controller to detect that the

customheader, “x-cache-control,” in theorigin server’s responsecontains theexpiry

information of the object, you need to set the value of the Custom cache-control

header field to “x-cache-control.”Media FlowController then serves theobject from

its cache for the next one hour from the time of caching.

• Select the Cache Pinning check box to activate the cache pinning options.

• Select the Enable Auto Pin check box. The objects are automatically pinned to

the cache.

• Pin Header Name—Enter the header name for cache pinning.

Before you specify a value, it is necessary to know the header name that is sent

fromtheorigin server asa response toa request fromthecaching server. Anobject

is pinned to the cache only when the header name that you configure in this field

matches the response header from the origin server.
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For example, if you configure the pin header nameaspinnable in the servicewhen

the objects are retrieved from the origin servers, provided that the response

headers from the origin servers contain the same term pinnable, then the objects

are pinned to the cache.

• MaximumObject Size—Enter the maximum size of the object, in KB, that can be

pinned to the cache. Any object beyond this size is not pinned. The valuemust be

an integer between 0 and 4,294,967,295.

• MaximumCache Capacity—Enter the maximum cache capacity, in GB, to be

allocated for caching pinned objects for a specific service. After the capacity is

reached, the objects are no longer pinned to the cache. The value must be an

integer between 0 and 4,294,967,295.

• UseValidityBeginHeader—Enter a valid headerwhose timestamp is used to serve

the request.

For example, consider that you set the value to the “VAL-BEGIN”. If the origin

responseconsists of “VAL-BEGIN:Wed, 18Dec201004:58:08GMT”header, then

the object is pinned but served only after this time.

• MaximumCacheCapacity (ForAllObjects)—Select a cache tier (SSD,SAS, orSATA)

and specify themaximumcache capacity, inMB, to beallocated for caching objects

in the selected tier. It is recommended that you select the lowest tier for caching

the objects. The value must be an integer between 0 and 31,457,280.

7. On the Dynamic URI tab, in the Dynamic URI area, configure parameters using which

MediaFlowController can identifydynamicURIsandensure thedeliveryof thecorrect

content. To accomplish this, an incoming request having a URI that matches the

configured regex value (specified in the URL toMatch field) is matched to a cache

index string (specified in theMap to field).

NOTE: The URL to Match valuemust always be configured along with
Map To. You can select Tunnel unmatched only if the URL to Match and
Map To values are provided.

• URLtoMatch—Configurea regexexpression tomatch the requestURL. The<regex>

has amaximum character limit of 1024 characters (including NULL); if the URI

exceeds this limit, the request is tunneled. PCRE regex is not allowed, whereas GNU

regex is allowed. The default value is NULL.

Example: /get/[^/]+/[^/]+/[^/]+/(.*)

• Map to—Configure a map-string value (a string to map or rewrite the URL portion

of the request)whenamatch is found.The<map_string>hasamaximumcharacter

limit of 2048 characters (including NULL). The default value is NULL.

Example: /$1

• Use Tunnel unmatched—Select the check box to tunnel the request when no regex

match is found.
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8. OntheOriginHeaders tab, in theOrigin requestarea,modify theheaders in the requests

sent fromMedia Flow Controller to origin servers.

• Inherit Host Header—If you select the check box, Media Flow Controller uses the

incoming client request header in its request to the origin server.

• Set Host Header—Upon a cachemiss, while forwarding the client request to the

origin server, Media Flow Controller by default replaces the host header value sent

by the client to the origin server’s hostname or the IP address configured in the

“Origin Server” area in the GUI. This action ensures that the client request is

forwarded to theorigin server for fetching theobject.However, if youwant tooverride

this Media Flow Controller behavior and assign a static domain name or IP address

to the host header when the request is forwarded fromMedia Flow Controller to

theorigin server, youcanset the static IPaddressor hostname in theSetHostHeader

field. Media Flow Controller uses the value provided in this field for setting the host

header instead of using the origin server’s IP address or hostname in its request to

the origin server.

• Add headers to origin request—From this area, you can add custom headers to the

requests forwarded by Media Flow Controller to the origin servers. You can add a

maximum of four custom headers.

9. On the Client Headers tab, select the Client response check box, modify the headers

in the responses sent fromMedia Flow Controller to clients.

An origin server’s response to Media Flow Controller’s cache-miss request includes

headers as well as the requested object. At times, youmight not want to forward the

cachedorigin responseheaders to theclientwhenservinga request. In suchscenarios,

you can specify what headers must be deleted and, if needed, what headers need to

be added in Media Flow Controller responses to the clients. For example, youmight

want to remove the “Server” header that identifies the origin server from the Media

Flow Controller response to the client.

On exceeding resource limits, add retry header to try after—Select this check box and

configure the time period (in seconds) in which the clients may resend a request if

MediaFlowController is unable toprocess thecurrent requestbecause “resource-pool

client session limit” is reached. If this parameter is configured, Media Flow Controller

adds the “Retry-After:<N>” header in its “503 Service Unavailable” response to the

client, so that the client can retry after N seconds.

The resource pool client session limit is derived from the resource pool configuration

associatedwith the service. If the service is not bound to a specific resource pool, then

the global resource pool configuration is used and the number of client requests

handled by Media Flow Controller for that specific service is determined by this

configuration.

Though new connections may be rejected because the resource pool session limits

are reached, any existing connections for that service that are handled byMedia Flow

Controller are gracefully brought to completion.

You can enter a value from 0 through 86,400 seconds. The default value is 0

seconds—that is, the client can request the object immediately after it receives a 503

response fromMedia Flow Controller.
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Example: Assume that a service is bound to a resource pool with a concurrent session

limit of 10,000. When Media Flow Controller receives the ten thousand and first

request, by default, it rejects this request with a “503 Service Unavailable” response.

With this response, the client simply detects that the server is currently unable to

handle the request due to a temporary overloading or maintenance of the server.

However, when you configure Media Flow Controller to send a “Retry-After:5” header

in its “503 Service Unavailable” response, it instructs the client to retry after five

seconds.

To delete and add headers, perform the following steps:

1. From the Delete headers from client response area, click Add and enter the name

of the header thar you want to delete from the Media Flow Controller response to

the client. In this case, add “Server.”

2. From the Add headers for client response area, add another header to replace the

server that was deleted. In this case, the header name could be “Server” and the

value could be “Customized web server.”

You can add and delete amaximum of eight headers. By default, the “via” header is

deleted from the Media Flow Controller response to the client. However, if you want

to retain it, select the header and click Remove from the Delete headers from client

response area.

10. ClickOK orCancel.OK instantiates the values you set;Cancel closes the pagewithout

making any changes.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about configuring a service (namespace).

Related
Documentation

Provisioning Services Overview on page 141•

• Purging Content fromMedia Flow Controller Devices on page 133

• Actions on Services on page 137

• Creating Reverse Proxy Service XML Files for Export on page 132

• Creating Reverse Proxy Service XML Files for Import on page 123

• HTTP Reverse Proxy Services Overview on page 111

• Quick Reference to Tasks in Media Flow Activate on page 191
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Creating Reverse Proxy Service XML Files for Import

Use the following XML structure to create reverse proxy forms that can be imported to

Media Flow Activate. These forms are then available for inclusion in a website service

that is provisioned to selected Media Flow Controllers.

After you have customized and saved a Reverse Proxy XML configuration file, go to the

Service Design > HTTP Reverse Proxy Service page. On the Actions list, select Import

Service. From the Import Service dialog box, navigate to the XML file that you created

and clickOk. The Reverse Proxy configuration provided in the XML file is made available

toMedia FlowActivate and canbe included in service designs for provisioning to selected

Media Flow Controllers through the Service Provisioningworkspace.

Reverse Proxy Service XML Schema

When you customize the following XML file structure for your needs, give the
rproxyDefinitionelementanameanddescription, thenmodify theoptionsandelements.
These elements are described in Table 6 on page 125. See the following simple XML
schema for an HTTP reverse proxy service. For a complex XML schema, see “Sample
XML Schema for Network Optimization and Reverse Proxy Services” on page 179.

Simple XML Schema for Reverse Proxy Service
<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<rproxyDefinitionCatalog>
<rproxyDefinitions>
<rproxyDefinition>
<name>site1</name>
<description>Test RProxy</description>
<properties>
<domain>hotmail</domain>
<isDomainRegex>false</isDomainRegex>
<match>
<queryStringMatch>
<name>name</name>
<value>value</value>

</queryStringMatch>
</match>
<precedence>1</precedence>
<clientRequest>
<cacheIndex>
<urlToMatch>/google/cbsgaruer374/pics</urlToMatch>
<mapTo>/google/pics</mapTo>
<tunnelUnMatched>false</tunnelUnMatched>

</cacheIndex>
</clientRequest>

<originServer>
<fqdn>
<address>
<IPAddress>10.21.23.45</IPAddress>
<port>5078</port>

</address>
</fqdn>
<useSecureMode>true</useSecureMode>
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</originServer>
<cachePinning>
<enableAutoPin>false</enableAutoPin>
<pinHeaderName>TestPinHeaderName</pinHeaderName>
<maxObjectSizeInKB>500</maxObjectSizeInKB>
<maxCacheCapacityInGB>1500</maxCacheCapacityInGB>
<validityBeginHdr>valheader22</validityBeginHdr>

</cachePinning>
<maximumCacheCapacity>
<cacheTier>SAS</cacheTier>
<sizeInMB>234</sizeInMB>

</maximumCacheCapacity>
<clientResponse>
<headersToDelete>
<value>h3</value>
<value>h4</value>

</headersToDelete>
<headersToAdd>
<nameValue>
<name>h1</name>
<value>v1</value>

</nameValue>
<nameValue>
<name>h2</name>
<value>v2</value>

</nameValue>
</headersToAdd>
<dscp>44</dscp>

</clientResponse>
<originRequest>
<inheritHostHeaderValue>true</inheritHostHeaderValue>
<headersToAdd>
<nameValue>
<name>h12</name>
<value>v12</value>

</nameValue>
<nameValue>
<name>h22</name>
<value>v22</value>

</nameValue>
</headersToAdd>
<setHostHeader>headerrVal</setHostHeader>

</originRequest>
</properties>
<tunnelAll>true</tunnelAll>

</rproxyDefinition>
</rproxyDefinitions>

</rproxyDefinitionCatalog>
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Table 6: rproxyDefinition Options and Elements

CLI EquivalentDescription
Option or
Sub-ElementOption or Sub-ElementOption

namespace <name>Enteranamefor the
rproxyDefinition
element.

nonenonename

namespace <name>
domain regex <regex>

Enter the name of
the domain against
which incoming
requests are
referenced; the
media files are
located in this
domain.

nonenonedomain

namespace <name>
match uri (regex <regex>
|<uri-prefix>)[precedence
number]

Specify a path to be
matched in the
incoming request
URL.

noneregexPathmatch

namespace <name>
matchquery-string(regex
<regex> | <name> (any |
<value>)) [precedence
number]

Specify a
query-string
parameter
(name-value pair)
to bematched in
the incoming
request URL.

name

value

queryStringMatch

noneregexQueryStringMatch

namespace <name>
match header (regex
<regex> | <name> (any |
<value>)) [precedence
number]

Specify a header to
bematched in the
incoming request.

name

value

headerMatch

noneregexHeaderMatch

namespace <name>
match uri regex <regex>

Specify that all files
in the given domain
may be requested.
Alternatively, use
the specific files
option.

allFilespath

namespace <name>
match uri <uri-prefix> /

Specifya regexpath
to the files that are
requested.
Alternatively, use
the all files option.

specificFiles
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Table 6: rproxyDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or
Sub-ElementOption or Sub-ElementOption

namespace <name>
match uri (regex <regex>
|<uri-prefix> [precedence
number]

or

namespace <name>
matchquery-string(regex
<regex> | <name> (any |
<value>)) [precedence
number]

or

namespace <name>
match header (regex
<regex> | <name> (any |
<value>)) [precedence
number]

The lower thevalue,
the higher the
precedence for this
namespace, should
there be a conflict.
See“Understanding
Precedence” in
“Service Design
Overview” on
page 92 on page 70
for more
information about
configuring the
“precedence”
parameter.

nonenoneprecedence
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Table 6: rproxyDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or
Sub-ElementOption or Sub-ElementOption

namespace <name>
delivery protocol http
client-request
cache-index url-match
<regex>map-to
<map_string>
no-match-tunnel

Configure a regex
expression tomatch
the request URL.
The regex value for
url tomatch has a
maximumcharacter
limit of 1024
characters
(including NULL); if
theURIexceeds this
limit, the request is
tunneled. Only one
url tomatch
expression per
service is allowed.
No PCRE regular
expression is
allowed; only GNU
regular expression
is allowed.

urlToMatchcacheIndexclientRequest

Configurea string to
map or rewrite the
URL portion of the
request when a
match is found. The
mapTo value has a
maximumcharacter
limit of 2048
characters
(including NULL).

mapTo

Tunnel the request
when no regex
match for url to
match is found.

tunnelUnMatched

127Copyright © 2013, Juniper Networks, Inc.

Chapter 11: HTTP Reverse Proxy Service



Table 6: rproxyDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or
Sub-ElementOption or Sub-ElementOption

namespace <name>
origin-server http
<hostname/IP
address>/<port>

Specify the origin
server IP address
that Media Flow
Controller must
access to fetch
content upon a
cachemiss.

IPAddressaddressoriginServer

Specify the port
through which the
server listens for
any requests.

port

namespace <name>
origin-server http
server-map<map_name>

Specify thenameof
theoriginmap tobe
used with this
reverse proxy
service
configuration.

originMap

namespace <name>
delivery protocol http
origin-request secure

Authenticate the
origin serversbefore
downloading
content from the
origin servers.

noneuseSecureMode
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Table 6: rproxyDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or
Sub-ElementOption or Sub-ElementOption

namespace <name>
pinned-object auto-pin

Specifywhether the
objects should be
automatically
pinned to cache.

noneenableAutoPincachePinning

namespace <name>
pinned-object pin-header
<name>

Specify the header
name for pinning to
cache.

nonepinHeaderName

namespace
<name>pinned-object
max-obj-size KB

Specify the
maximum size of
the object that can
be pinned (in KB).

nonemaxObjectSizeInKB

namespace <name>
pinned-object
cache-capacityGB

Specify the
maximum size, in
GB, that can be
allocated for storing
pinned objects for a
namespace.

nonemaxCacheCapacityInGB

namespace <name>
object
validity-begin-header

Specify whether to
use the header
timestamp to
determine whether
an object can be
delivered when a
request to the
object has been
received.

nonevalidityBeginHdr

namespace <name>
media-cache disk
cache-tier [sas
(free-block-threshold
<number>|group-read
(enable|disable) |
read-size<number>)|sata
(free-block-threshold
<number>|group-read
(enable|disable) |
read-size<number>)| ssd
(free-block-threshold
<number>|group-read
(enable|disable) |
read-size <number>)]

Specify a cache tier
(SSD, SAS, or
SATA) and specify
the maximum
cache capacity, in
MB, to be allocated
for caching objects
in the selected tier.
It is recommended
that you select the
lowest tier for
caching theobjects.

nonecacheTiermaximumCacheCapacity

nonesizeInMB
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Table 6: rproxyDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or
Sub-ElementOption or Sub-ElementOption

namespace <name>
delivery protocol http
client-response header
<name> [<value>] action
delete

Enter the name of
the header that
should be deleted
from the outgoing
response—that is,
fromMedia Flow
Controller to the
client.

valueheadersToDeleteclientResponse

namespace <name>
delivery protocol http
client-response header
<name> [<value>] action
add

Enter the name of
the header that
should be added to
the outgoing
response—that is,
fromMedia Flow
Controller to the
client.

name and valueheadersToAdd

namespace <name>
delivery protocol http
client-response dscp
<number>

Media Flow
Controller sets the
DSCP field of the
IPv4 packets by
using the value
specified for all the
HTTP responses
sent fromMedia
Flow Controller to
the client for this
service.

nonedscp
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Table 6: rproxyDefinition Options and Elements (continued)

CLI EquivalentDescription
Option or
Sub-ElementOption or Sub-ElementOption

namespace <name>
delivery protocol http
origin-request
host-header inherit
incoming-req (deny |
permit)

AllowMedia Flow
Controller to set the
HOST:header in the
Media Flow
Controller-to-origin
HTTP REQUEST to
the value found in
theHOST:header in
the incoming URL.

noneinheritHostHeaderValueoriginRequest

namespace <name>
delivery protocol http
origin-request header
<name> [<value>] action
add

Enter the name of
the header that
should be added to
the incoming
request.

name and valueheadersToAdd

namespace <name>
delivery protocol http
origin-request
host-header set
<header-value>

Media Flow
Controller uses the
value provided for
setting the host
header instead of
using the origin
server’s IP address
or hostname in its
request to theorigin
server.

nonesetHostHeader

namespace <name>
delivery protocol http
client-request tunnel-all

Select to tunnel all
incoming client
requests directly to
the origin server
without further
processing.

nonenonetunnelAll

NOTE: See the Juniper Networks Media Flow Controller Administrator’s Guide
and JuniperNetworksMediaFlowControllerCLICommandReference forMedia
Flow Controller CLI command descriptions.

See these topics for additional information:

• SampleXMLSchemaforNetworkOptimizationandReverseProxyServicesonpage 179

• Provisioning Services Overview on page 141

• Actions on Services on page 137

• Creating HTTP Reverse Proxy Services on page 112

• Creating Reverse Proxy Service XML Files for Export on page 132
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• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191

Creating Reverse Proxy Service XML Files for Export

Reverse Proxy Service XML Schema

You can export a created service as an XML file. You can use your preferred XML editor
tomake thenecessarychangesand later import theXMLfileback toMediaFlowActivate.
You can then reprovision the service on Media Flow Controller with the updated
configuration. However, if you want to import this configuration on another MFA server,
you have to remove the service ID information before the import.

CAUTION: Servermap information cannot be imported on a different Media
Flow Activate server because it contains the device ID information that is
specific to the Media Flow Activate server.

After you have customized and saved a Reverse Proxy XML configuration file, go to the

Service Design > HTTP Reverse Proxy Services page, and select the service, which you

had recently customized. From theActions list, selectExportService. In theExportService

dialog box, navigate to the XML file you created and click Yes. Save the file to a suitable

location. Because the filename is savedwith the service ID rather than the service name,

rename the file with a suitable name and save it with an xml extension for your later use.

NOTE: See the Juniper Networks Media Flow Controller Administrator’s Guide
and JuniperNetworksMediaFlowControllerCLICommandReference forMedia
Flow Controller CLI command descriptions.

See these topics for additional information:

• Creating HTTP Reverse Proxy Services on page 112

• Creating Reverse Proxy Service XML Files for Import on page 123

• HTTP Reverse Proxy Services Overview on page 111

• Service Design Overview on page 92

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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Purging Content fromMedia Flow Controller Devices

You can purge all or specific content, which you no longer need to cache, from selected

Media Flow Controller devices.

To purge content from selected Media Flow Controller devices:

1. From the left navigation panel, click the plus sign (+) adjacent to Service Design.

2. ClickHTTPReverseProxyServices. TheHTTPReverseProxyServicespage is displayed.

3. Select the services for which you want to purge content. From the Actions list, select

Purge Content. The Purge Content configuration page is displayed.

4. In the Content to Purge area, select one of the following options:

• All—Purge all content.

• Directories—Enter a regular expression. Enter a URL until the folder name. For

example, http://abc.com/videos .

Youmaychoose topurgedirectories that exactlymatch this valueor at least contain

a part of this value.

• Files—Enter a regular expression. Enter a URL that includes the filename. For

example, http://abc.com/videos/hello.flv .

Youmay choose to purge files that exactly match this value or at least contain a

part of this value.

• Select theSoftPurge check box. You can select this option to revalidate the content

with theorigin server insteadofdeleting content fromMediaFlowControllers. Select

this option only if you have selected the All option.

5. In the Select Devices area, select the Media Flow Controllers.

6. Click one of the following buttons:

• Delete—Proceedwith the purge and close the page. The specified content from the

selected Media Flow Controllers is purged.

CAUTION: The content is not purged if you have configured a query
string or a header in the HTTP reverse proxy service to bematched in
the incoming request URL.

• Cancel—Cancel the purge and close the page.

Related
Documentation

• HTTP Reverse Proxy Services Overview on page 111

• Service Design Overview on page 92

• Provisioning Services Overview on page 141

• Media Flow Activate Overview on page 3
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• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 12

Content Ingest Service

• Content Ingest Services Overview on page 135

• Creating Content Ingest Services on page 135

• Actions on Services on page 137

Content Ingest Services Overview

With the content ingest service (crawler), you can preload content from origin servers

at predefined time intervals. The crawler searches parent node–that is, Media Staging

Servers (MSSs) or other origin servers—for content that can be downloaded to Media

Flow Controllers. (MSSs are repositories where service providers store permanent

content.) The content on parent nodes are then crawled by edge nodes running the

standard Media Flow Controller software.

The crawler discovers the requested URLs at the origin server, downloads the discovered

URL content from the origin server, and caches the content on Media Flow Controllers.

Related
Documentation

Creating Content Ingest Services on page 135•

Creating Content Ingest Services

Use the Service Designworkspace to create content delivery services. You create these

services for the types of media you are delivering.

Before you begin configuring a Content Ingestmedia delivery service, you need the

following information:

• Protocol

• Origin server

• Link depth

• Crawler schedule

• Content types

135Copyright © 2013, Juniper Networks, Inc.



To configure content ingest services:

1. From the left navigation panel, click the plus sign (+) adjacent to Service Design.

2. Click the plus sign (+) adjacent to Content Ingest Service.

3. Click Add Service Instance. The Add Service page is displayed.

4. On the Basic Properties tab, specify the following information:

• Name—Enter the name of the crawler instance.

• Description—(Optional) Enter the description of the crawler instance.

• Protocol—Enter the protocol to fetch content.

• OriginServerURL—Enter the completeURLof theorigin server including thedomain

name, port number, and path fromwhere the content must be downloaded (for

example,www.foo.com:8080/video/).

The origin for parent caches is the Media Staging Servers (MSSs) or third-party

origin servers. The origin for edge caches is always the parent cache.

• Link Depth—Enter an integer that specifies the level of directory or links that the

crawler needs to follow to obtain the content. A selected link depth of 1means that

the crawler needs to follow the link or directory one level down.

You can enter a value from 0 through 10. The default value is 10.

• In the Crawler Schedule area, specify the following information:

• Start Time—Enter time in GMT at which the crawler instance should be started.

The crawler begins crawling at the specified start time.

• Stop Time—Enter time in GMT after which the new crawler instances are not

started. If a crawling operation is in progress after the stop time is reached, the

crawling operation is gracefully completed.

• Refresh Interval—Enter interval at which the crawler refreshes content from the

origin server. Specify the time inminutes. If a stop time isnot specified, thecrawler

automatically continues to crawl at the specified refresh intervals.

5. OntheContentTypes tab, youcanset thecrawl file types that thecrawlermustaccept

for the particular instance. Themaximum number of extensions that can be added is

10. The default is to download or preload objects that match the extension.

• ClickAdd toadd thecontent types. TheSelectFileExtensionsdialogbox is displayed.

• In the Available pane of the dialog box, double-click the content types you want

the crawler to accept. Each double-clicked content typemoves to the Selected

pane. ClickOK. Youare returned to theContentTypes tab. You can view the selected

file extensions in the Accept Content Types area.

NOTE: You can also add new content types. To add new content types,
enter a content type in the Add File Type field and click Add.
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• By default, Preload is set to Yes. If you do not want to preload the content, set this

value to No.

• You can sort the data by clicking the arrow next to the column name.

• Click Remove to remove a selected content type.

• Generate ASX file for every wmv file—By default, this check box is selected, which

means that whenever the crawler finds a .wmv file, a corresponding .asx file is

auto-generated. Clear this check box if you do not intend to cache any .wmv files.

All the applications that need to be delivered via MS-WMSP need the .asx file. The

.asx file specifies the application domain and path pointing to the target video.

NOTE: TheASXfile containsdataabout theactualmedia file (ASF file),
containing video, audio, and so on. The purpose of anASX file is to start
the ASF file streaming.

6. ClickOK,Cancel, orReset.OK instantiates the values you set,Cancel closes the dialog

box, and Reset returns all values to their defaults.

Related
Documentation

Content Ingest Services Overview on page 135•

• Actions on Services on page 137

Actions on Services

FromtheContent IngestServices,NetworkOptimizationServices, orRproxyServicespage,

you can perform some or all of the following actions on services by clicking the links on

the Actions list. You have to select the services before performing any actions on them:

• ModifyService—Click this link tomodifyall configuration settingsother than theservice

name.

You canmodify only one service at a time.

• Delete Service(s)—Click this link to delete one or more services. Deletion removes the

services totally fromMedia Flow Activate.

If the service is provisioned, deprovision the service fromall thedevices thatare running

the service before deleting the service. For more information about deprovisioning a

service, see “Managing Provisioned Services” on page 144.

• Copy Service—Click this link to create a duplicate of the service with a different name.

When you select this action, you are prompted for a name for the new service.

• Export Service—Click this link to export a created service as an XML file.

You can use your preferred XML editor to make the necessary changes to the XML file

and later import it back to Media Flow Activate. You can then reprovision the service

to Media Flow Controller with the updated configuration. However, if you want to

import this configuration to another Media Flow Activate server, you have to remove

the service ID information before the import.
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• ImportService—Click this link to import a serviceasanXML file andprovision the service

on to Media Flow Controllers.

• ManageProvisionedDevices—Click this link to view the statusof all devicesprovisioned

with a service and, if needed, perform further actions, such as reprovisioning,

deprovisioning, activating, ordeactivating theserviceonspecificMediaFlowControllers.

Formore informationaboutmanaging theservices thatareprovisioned, see “Managing

Provisioned Services” on page 144.

• Tag Service—Click this link to tag the services.

• Untag Service—Click this link to untag the selected tags from the specific service.

• View Tags—Click this link to view the tags associated with a specific service.

• PurgeContent—Click this link to purge all or specific content, which you no longer need

to cache, from selected Media Flow Controller devices. For more information about

purgingcontent, see “PurgingContent fromMediaFlowControllerDevices”onpage 133.

• ShowService Details—Click this link to view the configuration of the specific service.

Related
Documentation

• Network Optimization Services Overview on page 97

• HTTP Reverse Proxy Services Overview on page 111

• Content Ingest Services Overview on page 135

• Service Design Overview on page 92

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 5

Service Provisioning

• Overview on page 141
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CHAPTER 13

Overview

• Provisioning Services Overview on page 141

• Provisioning Services on page 142

• Managing Provisioned Services on page 144

Provisioning Services Overview

This topic describes what needs to be in place before you can provision a service. With

the Service Provisioningworkspace, you can push your configured service design to

selected Media Flow Controllers.

Before you can provision sites, youmust create services to provision by using the Service

Designworkspace. See “Creating Network Optimization Services” on page 98, “Creating

HTTP Reverse Proxy Services” on page 112, and “Creating Content Ingest Services” on

page 135 for more information about creating these services.

Provisioning services pushes all the configurations of a service to the selected Media

Flow Controllers.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about provisioning transparent or reverse proxy
services (deployments).

Related
Documentation

Provisioning Services on page 142•

• Managing Provisioned Services on page 144

• Service Design Overview on page 92

• Media Flow Activate Overview on page 3

• Understanding Media Flow Controller Management with Media Flow Activate on

page 5

• Quick Reference to Tasks in Media Flow Activate on page 191
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Provisioning Services

Use the Service Provisioningworkspace to push your service design to selected Media

Flow Controllers.

Before you begin, youmust have discovered Media Flow Controller devices and created

at least one service from the Service Designworkspace. See “Creating Network

Optimization Services” on page 98 , “Creating HTTPReverse Proxy Services” on page 112,

and “Creating Content Ingest Services” on page 135 for more information about creating

a Network Optimization, HTTP Reverse Proxy, or Content Ingest service, respectively.

To provision services to managed Media Flow Controllers:

1. From the left navigation panel, click the plus sign (+) adjacent to Service Provisioning.

2. Click one of the following links:

• Network Optimization—To provision a transparent proxy service

• HTTP Reverse Proxy—To provision a reverse proxy service

• Content Ingest—To provision a content ingest service

When you provision a reverse proxy service, you can bind the service to a resource

pool. The resources that are made available to the domains or websites configured

in the service are then governed by the resource pool parameters. However, if you do

not bind any resource pool, the service is bound to the global resource pool.

To bind a service to a resource pool, select the resource pool in the Resource pool

column.

For a reverse proxy or content ingest service, you can also view the services that have

been previously provisioned on the device by clicking View in the Current Service List

column.

Figure 7: HTTP Reverse Proxy Provisioning - Select Devices

3. Select the Media Flow Controller devices that you want to provision and click Next.

The Select Service Instances page is displayed.
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4. Select the Service Instances that you designed and click Next. The selected services

are provisioned to the selected Media Flow Controllers.

5. Click Finish. A pop-up is displayedwith a statusmessage and the Job ID: “Please click

on the Job ID link for details.”

To view the status of provisioned services:

1. From the left navigation panel, click the plus sign (+) adjacent to ServiceDesign. Click

NetworkOptServices to display the configured transparent proxy services. ClickHTTP

Reverse Proxy Services to display the configured reverse proxy services. Click Content

Ingest Service to display the configured content ingest services.

2. Select the service for which you want to view the status.

3. On the Actions list, selectManage Provisioned Devices. Verify the progress of the

services that you have provisioned.

You can also track the provisioning of the services with the JobManagementworkspace.

To view the status of provisioned services:

1. From the left navigation panel, click the plus sign (+) adjacent to JobManagement.

The JobManagement inventory landing page is displayed. You can see graphs for

current Job Types, State of Jobs Run, and Average Execution Time per Competed Job.

2. ClickManage Jobs. TheManage Jobs page is displayed. You see the job ID, name,

percentage of job completed, state of the job, job type (Provisioning, Restart Service,

Software Upgrade, or Restart Devices), summary of the job, scheduled start time,

user details, recurrence details (if applicable), and the retry group Id.

NOTE: In the JobManagementworkspace, aMediaFlowActivateProvisioning

Jobshowsa listof services thatareprovisioned, list ofdevicesonwhich these
servicesareprovisioned, andwhether theservicesweresuccessfully initiated
or not. If the services were successfully initiated, the JobManagement
workspace shows the corresponding job ID. The Restart Service job shows

information about the set of devices, that this operation was initiated, and
whether the operation is successfully initiated or not.

See the Juniper Networks Media Flow Controller Administrators Guide for detailed

information about provisioning transparent or reverse proxy services (deployments).

Related
Documentation

Managing Provisioned Services on page 144•

• Provisioning Services Overview on page 141

• Job ManagementWorkspace Overview on page 175

• Resource Pools Overview on page 33

• Provisioning Resource Pools to MFC Devices on page 36

• Media Flow Activate Overview on page 3
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• Quick Reference to Tasks in Media Flow Activate on page 191

Managing Provisioned Services

Purpose View the status of all devices provisioned with a service on the basis of the status of the

provisioned service.

Action To view the status of a provisioned service:

1. Select a service from the Service Designworkspace (that is, from the Network

Optimization Services page, HTTP Reverse Proxy Services page, or the Content Ingest

Services page).

2. OntheActions list, selectManageProvisionedDevices. TheManageProvisionedDevices

page is displayed, showing each Media Flow Controller provisioned with the service

you selected in Step 1.

Meaning TheManage Provisioned Devices page displays the following status information for the

selected service:

• Name—Media Flow Controllers provisioned with the service

• IP Address—IP addresses of the Media Flow Controllers provisioned with the service

• Resource pool—Resource pools associated with the Media Flow Controllers for the

specific service (reverse proxy)

NOTE: If the service is not associated with a user-defined resource pool,
the service is associated with the “Global” resource pool, by default. For

more information about resource pools, see “Resource Pools Overview”
on page 33.

• Service Status—Whether the service is active or inactive

• ManagedStatus—Whether thedevice inventory information in the JunosSpacedatabase

matches the current configuration information on the Media Flow Controller device.

The "Managed Status" of the device can be one of the following:

• In Sync—Indicates that the Media Flow Controller device configuration and the

configuration information in the JunosSpacedatabaseare in sync. It is recommended

that you provision the services, only when the configurations are in sync.

• Out of Sync—Indicates that the Media Flow Controller device configuration and the

configuration information in the Junos Space database are out of sync. This usually

happens when configurations are made to the device but are not yet committed.

Wait till the configurations are in sync before you provision a service to a device.

• Synchronizing—Indicates that the resync job has begun. The "Managed Status" of

the device changes to “In Sync” after the resync job has completed.

• Sync Failed—Indicates that resynchronization has failed.
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To resolve this issue, try resynchronizing the managed device by following the steps

mentioned in the "Resynchronizing Managed Devices" section of the Junos Space

Network Application Platform User Guide. If resynchronization does not rectify the

issue, youmust delete the device and rediscover it.

• Device Status—Whether the device is Up (discovered and functioning); or Down (not

functioning)

• Provisioning Status—Whether the provisioning job is Successful (completed) or Failed

(not completed) and the Provision Job identification number (Click the Provision job

IDon the JobManagement>Manage Jobspage formoredetails about thatprovisioning

job.)

In theManage Provisioned Devices page, you can sort the data and even choose what

columns you want to display by:

• Mousing over a column and clicking the list.

• SelectingSortAscendingorSortDescending to sort thedata inascendingordescending

order.

• Selecting Columns and choosing the columns to display. By default, the following

columns are not displayed on theManage Provisioned Devices page: Id, Configuration,

and Ref. Select these columns, if you want the information for these columns to be

displayed, as well.

Use the Search option to display specific Media Flow Controllers by filtering using their

names or tags.

Fromthispage, youcanselectMediaFlowControllers and thenselectoneof the following

options:

• ProvisionAgain—Provision the serviceagain. Select this option, if theProvisioningStatus

is Failed, or if you havemodified the service.

• De-provision—Remove the association of the device with this service. A confirmation

dialogbox isdisplayed; clickOk tocomplete thedeletion. First, the serviceconfigurations

are deleted from the selected Media Flow Controllers; then the service association

with the selected Media Flow Controllers is deleted fromMedia Flow Activate.

Youmay consider deprovisioning a service for the following reasons:

• Whenyouno longerwant to cache the content for awebsite and youwant to remove

the service completely fromMedia Flow Controller.

• When any of the Media Flow Controllers is in inconsistent state due to some error.

• Activate—Activate the service. A newly created service is inactive by default and you

must explicitly activate it.

When a service is provisioned for the first time, the service is in the active state.

• De-activate—Deactivate the service. Media Flow Controller drains the connections

when a service is deactivated. No new connections are accepted and no new requests

145Copyright © 2013, Juniper Networks, Inc.

Chapter 13: Overview



are accepted in the current connections. Any existing traffic is brought to a graceful

shutdown.

You can deactivate a servicewhen youwant tomake numerous changes to the service

configuration—for example, when you want to update the website and you do not

want visitors to the website during the update.

CAUTION: Deactivation of a service disrupts the service.

• Cancel—Exit theManage Provisioned Devices page; no changes are made.

See the Juniper Networks Media Flow Controller Administrators Guide for detailed

information about provisioning the transparent or reverse proxy services (deployments).

Related
Documentation

• Service Design Overview on page 92

• Creating Network Optimization Services on page 98

• Creating HTTP Reverse Proxy Services on page 112

• Creating Content Ingest Services on page 135

• Provisioning Services Overview on page 141

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 6

Configuration Templates

• Overview on page 149
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CHAPTER 14

Overview

• Configuration Templates Overview on page 149

Configuration Templates Overview

Using the Device Templates feature in Junos Space Network Application Platform, you

can create Media Flow Controller–specific device templates to provision platform

attributes in multiple Media Flow Controller devices. Table 7 on page 152 lists the Media

Flow Controller–specific attributes or CLI commands that are supported through this

feature.

You use this feature when you want to configure those aspects of infrastructure that

need to be provisioned before the Content Delivery Infrastructure (CDI) can provide

contentdelivery services. This is because it is necessary that the server (physical or virtual)

and the delivery application (Media Flow Controller) are configured correctly before the

servicesareprovisioned.Someof theconfiguration that youcansetupbeforeprovisioning

the services (namespaces) and their related attributes are: configuring themanagement

IPaddress, and theTACACSandSNMPserver addresses, bonding theEthernet interfaces,

and so on.

As a network operator, use device templates to:

• Developandmaintaina setofbasicplatformprovisioningCLI commandsasa template

and provision the template to all new devices at the receiving (preparation) center

before sending the devices for rack installation at the deployment location.

• Develop andmaintain templates for different geographic locations or regions, server

types (such as VXA or MX Series service card), or deployment types (such as an edge

or midtier parent).

When you have device-specific values, youmight want to consider a comma-separated

value (CSV) file for a template definition. After you have created a CSV file, youmust

import it into Junos Space. See “Specifying Device-Specific Values in Definitions” in the

JunosSpaceNetworkApplicationPlatformUserGuide formore informationabout creating

a device-specific template definition.

Such one-time configuration commands are best suited to be part of device templates.

You can also create a golden configuration for all devices in the network on the basis of

locations, cache tier, and so on, which you can use to readily bring up a new device.
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NOTE:

• The commands that are available through the Device Templates feature
and the commands that are available through the MFA GUI aremutually
exclusive. This ensures that there are nomismatches between the device
template configuration and the configuration done through the MFA GUI.

• Template definition and deployment is Media Flow Controller version
specific. That is, there are different templatedefinition schemaspublished
for different Media Flow Controller versions.

“Device Templates” in the Junos SpaceNetwork Application PlatformUser Guide contains

detailed instructions on creating and deploying template definitions and templates.

Briefly, the process to deploy a template to Media Flow Controller devices is as follows:

Before you begin:

• Makesureyouhave theappropriatepermissions.YouneedtheTemplateDesignManager

role to create and publish template definitions. Typically, the user with the Template

Manager role selects a template definition and creates a template from it to configure

one or more devices.

• Youmust not use your browser’s Back and Forward buttons to navigate the Device

Templates pages.

• Youmust configure all the supported Media Flow Controller properties in one single

template.

• Youmust upload the MFC 12.2.4 configuration schema file (config.xsd file) to Junos

Space Network Application platform and set this schema as the default schema. You

must contact the Juniper Networks technical support team to obtain this file.

Perform the following steps to upload this configuration schema file to Junos Space

Network Application platform:

a. Download this configuration schema file to your system.

b. From the Junos Space Network Platform GUI, select Platform > Administration >

Manage DMI Schemas > Update Schema. The SchemaUpdate page displays.

c. From the SchemaUpdate page, click the Browse button adjacent to the Archived

Schemas File field and select the configuration file from your system.

d. ClickUpload. This file appearsunder theAvailableUpdates(already installedversions

are pre-selected) area.

e. Select the Enable SchemaOverwrite check box.

f. From theAvailableUpdates (already installed versions are pre-selected) area, select

this configuration file and click Install.

g. After the successful installation of the schema, clickManage DMI Schemas. The

Manage DMI Schemas page is displayed.
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Toverifywhether the schemahasbeensuccessfully installed, see thecorresponding

job in the Job Management workspace.

h. From theManage DMI Schemas page, select this configuration file.

i. From the Actions list, click Set Default Schema to set this schema as the default

schema.

1. On the Create Defintion page, create a template definition.

To complete this task, follow the instructions mentioned in “Creating a Template

Definition” in the Junos Space Network Application Platform User Guide.

When you create a template definition, make sure that you:

a. Select theMedia Flow device family.

b. Select the appropriateOSVersion. The Device Templates feature is supported for

Media Flow Controller devices running version 12.2.4 or later.

c. Use the search function to quickly locate a specific configuration option. For more

information about locating a specific configuration option, see “Finding

ConfigurationOptions” in the JunosSpaceNetworkApplicationPlatformUserGuide.

d. Set device-specific values, if needed. For more information about setting

device-specific values, see “SpecifyingDevice-Specific Values inDefinitions” in the

Junos Space Network Application Platform User Guide.

The template definition file that you create is an XML file. The template definition file

contains its own schema and is different from the device configuration schema. A

template definition can be exported, modified, and imported to the same or a new

Junos Space server. For more information about template definitions, see “Template

Definitions” in the Junos Space Network Application Platform User Guide.

2. Publish the template definition. For more information about publishing a template

definition, see “Publishing andUnpublishing aTemplateDefinition” in the JunosSpace

Network Application Platform User Guide.

3. Define a configuration template or a variable-based configuration template with a

fixed set of configuration commands from the template definition.

For example, to map a license to a device, you need to provision a variable-based

configuration template. Junos Space configuration templates provide you with an

option of marking this configuration value as “device-specific.” Typically, template

designers use a comma-separated value (CSV) file to provide device-specific values

in a template definition.

You can also use rules to supplement the device-specific value capability supplied

byCSV files. Specify rules to resolve device-specific values at the timeof deployment.

You can use rules in addition to or instead of CSV files.

To create a template, follow the instructions mentioned in “Creating a Template” in

the Junos Space Network Application Platform User Guide. Ensure that you select a

MEDIA-FLOW template.
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TIP:

Before you deploy the device template:

• Select the template that ismost appropriate for your requirement from
theManage Templates page.

• Usermust create a single template for each “mfc-cluster” object as the
template deployment is not additive and if you create anddeploy a new
template for each feature under the same “mfc-cluster” object to a
device, the previous template deployed for that ‘mfc-cluster’ object is
undeployed, even if the subsequent template contains only additional
parameter settings.

4. Deploy the template to one or more Media Flow Controllers either on demand or at

a scheduled time in the future. You can select the Media Flow Controllers one by one

or filter them using their tags. Each publishing is handled as a Junos Space job. When

aconfiguration template ispublished tomultipleMediaFlowControllers, thepublishing

status for each Media Flow Controller is displayed in a separate row in the Job

Management workspace.

This deployment action also allows you to validate the template against the device

family and against the device. For more information about deploying a template, see

“Deploying a Template” in the Junos Space Network Application Platform User Guide.

After you deploy the template, if you want to:

• View the list of devices to which a template has been deployed, select View Template

Deployment from the Actions list.

• Verify the extent to which a template and the device to which the template has been

deployedmatch, select Audit Log Config from the Actions list.

For troubleshooting, see “Troubleshooting” under “Device Templates” in the Junos Space

Network Application Platform User Guide.

Table 7 on page 152 lists the Media Flow Controller CLI commands that are supported

through the Device Templates feature:

Table 7: MFC CLI Commands Supported Through Junos Space Configuration Templates

DescriptionCLI Commands

Activate features with license keys.license install

Set the system's hostname.Hostname

Add a name server.ip name-server

Set the default gateway.ip default-gateway

Add a static route.ip route
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Table 7: MFC CLI Commands Supported Through Junos Space Configuration
Templates (continued)

DescriptionCLI Commands

Add a domain name to use when resolving hostnames.ip domain-list

Set the NTP server.

This command can be deleted or disabled.

ntp server

Set the timezone.

This command can be deleted or disabled.

clock timezone

Set SSH client authentication.ssh client user <user> authorized-key sshv2
<key>

Set SSH server configuration.ssh server
enable
listen

Set up the SNMP server, such as IPv4 SNMP Host, community string, listen
interface, syscontact, and syslocation. These parameters are configurable
through device templates.

Trap port, trap version, and enabling all traps cannot be configured through
device templates and are set to their default values.

This command can be deleted or disabled.

snmp-server

Allowconfigurationofup to threeTACACSserver hostsand their attributes—that
is, shared secret and timeout for every individual host. The remaining attributes
are set to their default values.

This command can be deleted or disabled.

tacacs-server host

Set the system logconfiguration to specify local and remote loggingandseverity
levels.

This command can be deleted or disabled.

logging

Configure RAM cache options.

The small-attribute command can be deleted or disabled.

ram-cache
cache-size-MB
dict-size-MB
small-buffers scale-factor number
small-attribute
size number
count number

Enable telnet.telnet-server enable

Tunemod-delivery service–related parameters. Enable snapshot (core file) to
be generated when themod-delivery service crashes. Enable considering
pre-read status before declaring the system status UP.

service snapshotmod-delivery enable

service statusmod-delivery include disk
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Table 7: MFC CLI Commands Supported Through Junos Space Configuration
Templates (continued)

DescriptionCLI Commands

Configure network layer parameters.

Thenetworkconnectionconcurrentsessioncommandcanbedeletedordisabled.

network connection concurrent session

network connection origin failover
use-dns-response

This command is not needed if theMedia FlowController CLI command is fixed
to set “auto” as the default value.

name-resolver cache-timeout (auto | random
| seconds)

Related
Documentation

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 7

Network Monitoring

• Fault Monitoring on page 157
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CHAPTER 15

Fault Monitoring

• Fault Monitoring with SNMP on page 157

Fault Monitoring with SNMP

To provide network monitoring capabilities, Junos Space Network Application Platform

is integratedwithathird-party toolcalledOpenNMS.TheOpenNMSnetworkmanagement

applicationplatformprovidessolutions forenterprisesandcarriers. JunosSpaceNetwork

Application Platform on which OpenNMS is installed exposes some functionality of

OpenNMS through the Network Monitoring workspace. The default performance

management configuration of OpenNMS for Media Flow Activate enables you to quickly

view basic device statistics, such as device availability and interface availability for the

entire Media Flow Network through the OpenNMS dashboard landing page. As a Media

Flow Network administrator or Data Center administrator, you canmonitor the

performancestatisticsof individualMediaFlowController devicesaswell asnetworkwide

aggregated statistics using the OpenNMS dashboard. You can also configure OpenNMS

to display critical events, such as delivery outages, on the same dashboard.

Formore informationaboutOpenNMSconfiguration-related information, see the“Network

Monitoring” section in the Junos Space Network Application Platform User Guide.

CAUTION: Although you can access additional OpenNMS functionality by
customizing its XML files, editing these files can affect the functionality of
the Network Monitoring workspace. Juniper Networks does not support
changes to OpenNMS.

In order to facilitate fault monitoring from the NetworkMonitoringworkspace:

• WhenMedia Flow Controllers are discovered from the Junos Space GUI, they are

automatically added to the list of monitored devices or nodes on OpenNMS.

• All the basicmonitoring capabilities, such as the ICMPping for device outage, interface

availability, and service outages, are supported for Media Flow Controllers.

• MediaFlowControllers are configured to send trapsor notifications toOpenNMSwhen

significant events occur on the Media Flow Controller devices. The list of Media Flow

Controller events that can be tracked from the OpenNMS dashboard are listed in

Table 8 on page 159 and Table 9 on page 161.
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Before you start monitoring the Media Flow Controller, make sure that the SNMP server

host IP address of the Media Flow Controller is set to the Junos Space server IP address.

You can use the Junos Space device template feature to provision this configuration to

multiple Media Flow Controllers (Device Templates > Create Definition >Media Flow >

Configuration > Services >Mfc cluster > System >Monitoring > Snmp server > Host > Ip

address).

For more information about all the operations that you can perform from the Network

Monitoringworkspace, see the “NetworkMonitoringUI” section in the JunosSpaceNetwork

Application PlatformUser Guide. The following list of actions should help you get started:

• Select Node List and click one of the displayed nodes to view:

• General status of the node

• Recent events that occurred in the node

• Recent outages that occurred in the node

• Notifications

• SNMP attributes

• Availability of the interfaces

TIP: If youhave recentlymodified thehostnameofaMediaFlowController,
it is possible that this nodemay not be displayed in the nodes list.
Resynchronize the nodes to update this list. Select NetworkMonitoring >

Node List > Resync Nodes > Confirm to complete this task.

• Select Search to search for a specific node.

• Select Dashboard to open the OpenNMS dashboard.

• Select Events to view the events that occurred within the network. From the Events

page that is displayed, select View all events to view all the events. In the tabular view,

click the Severity, Node, or Time column heading to sort the data in ascending or

descending order. For more information about these events, see the “Events” section

in the Junos Space Network Application Platform User Guide.

NOTE: Every change in the network can be considered an event. An event
is raised in OpenNMS as a result of receiving an SNMP Trap from aMedia
Flow Controller device. If you do not receive an event that occurred in any
of the Media Flow Controller device that you aremonitoring, make sure
that the corresponding SNMP trap is enabled through the Media Flow
Controller CLI command (mentioned at the end of this topic).

• SelectAlarms to viewsignificant events that occurredon thenetwork. From theAlarms

page that is displayed, select All alarms (summary) or All alarms (detail) to view the

shorter or detailed version of all the alarms. For more information about alarms, see

the “Alarms” section in the Junos Space Network Application Platform User Guide.
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FromMedia Flow Activate, you can view the alarms that are specific to eachMedia Flow

Controller from theMedia Flow Devices inventory landing page:

1. ClickMedia Flow Devices to view the list of Media Flow Controllers.

2. Select the Media Flow Controller whose alarms you want to view.

3. From the Actions list, select View Service Alarms. The alarms that are specific to the

device are displayed.

Table 8 on page 159 lists the SNMP alarm events of severity levels—critical, major, and

minor (in that order), which are displayed on the OpenNMS dashboard. To view the

corresponding clear alarm events (alarms that indicate that the system has recovered

from events of higher severity levels), see Table 9 on page 161.

Table 8: SNMPAlarm Events

LogMessageDescription
Severity
Level

SNMP Event or Trap (Alarm
Event)

jmfcFanFailure trap receivedThe system fan has
stopped functioning.

CriticaljmfcFanFailure

jmfcPowerSupplyFailure trap receivedThe systempower supply
has failed.

CriticaljmfcPowerSupplyFailure

jmfcSmartError trap receivedSMARThassentanevent
about a possible disk
error.

CriticaljmfcSmartError

jmfcUnexpectedShutdown trap receivedThe system has shut
down unexpectedly.

CriticaljmfcUnexpectedShutdown

jmfcServiceCrash trap received
jmfcServiceName=name

One of the monitored
services is down due to a
crash.

MajorjmfcServiceCrash

jmfcCpuUtilHigh trap received
jmfcCpuUtil=%parm[#1]%
jmfcCpuUtilErrThreshold=%parm[#2]%;

The aggregate CPU
utilizationacrossallCPUs
is high.

MajorjmfcCpuUtilHigh

jmfcDiskSpaceLow trap received
jmfcDiskName=%parm[#1]%
jmfcDiskFreeSpace=%parm[#2]%
jmfcDiskSpaceErrThreshold=%parm[#3]

Free disk space is low.MajorjmfcDiskSpaceLow

jmfcOriginNodeDown trap receivedOne of the nodes in the
cluster is down.

MajorjmfcOriginNodeDown

jmfcApplCpuUtilHigh trap received
jmfcAppMaxCpuUtil=%parm[#1]%
jmfcAppMaxCpuUtilErrThreshold=%parm[#2]%

CPU utilization of core
HTTP Engine is high.

MajorjmfcApplCpuUtilHigh
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Table 8: SNMPAlarm Events (continued)

LogMessageDescription
Severity
Level

SNMP Event or Trap (Alarm
Event)

jmfcServiceExit trap received
jmfcServiceName=%parm[#1]%

One of the services
managed by Process
Manager has exited
unexpectedly, buthasnot
left a core file.

MajorjmfcServiceExit

jmfcServiceLivenessFailure trap received
jmfcServiceName=%parm[#1]%

Process Manager has
detected that a process
has hung and is set to
restart.

MajorjmfcServiceLivenessFailure

jmfcCacheHitRatioLow trap received
jmfcCacheHitRatio=%parm[#1]%
jmfcCacheHitRatioErrThreshold=%parm[#2]%

Cache hit ratio is low.MinorjmfcCacheHitRatioLow

jmfcMemUtilizationHigh trap received
jmfcMemUtil=%parm[#1]%
jmfcMemUtilErrThreshold=%parm[#2]

Memory utilization on the
system is high.

MinorjmfcMemUtilizationHigh

jmfcNetUtilizationHigh trap received
jmfcNetIntfUtilCurrent=%parm[#1]%
jmfcNetIntfUtilErrThreshold=%parm[#2]%

Networkutilizationon the
system is high.

MinorjmfcNetUtilizationHigh

jmfcDiskIOHigh trap received
jmfcDiskName=%parm[#1]%
jmfcDiskIORate=%parm[#2]%
jmfcDiskIORateErrThreshold=%parm[#3]%

Disk I/O on the system is
high.

MinorjmfcDiskIOHigh

jmfcCacheBandwidthUsageHigh trap received
jmfcCacheBw=%parm[#1]%
jmfcCacheBwErrThreshold=%parm[#2]%s

The cache bandwidth
usage is high.

MinorjmfcCacheBandwidthUsageHigh

jmfcOriginBandwidthUsageHigh trap received
jmfcOriginBw=%parm[#1]%
jmfcOriginBwErrThreshold=%parm[#2]%

The origin bandwidth
usage is high.

MinorjmfcOriginBandwidthUsageHigh

jmfcDiskBandwidthUsageHigh trap received.
jmfcDiskName=%parm[#1]%
jmfcDiskBW=%parm[#2]%
jmfcDiskBWErrThreshold=%parm[#3]%

Thediskbandwidthusage
is high.

MinorjmfcDiskBandwidthUsageHigh

jmfcConnectionRateHigh trap received
jmfcConnectionRateCurrent=%parm[#1]%
jmfcConnectionRateErrThreshold=%parm[#2]%

The connection rate is
high.

MinorjmfcConnectionRateHigh

jmfcTransactionRateHigh trap received
jmfcTransactionRateCurrent=%parm[#1]%
jmfcTransactionRateErrThreshold=%parm[#2]%

The HTTP transaction
rate is high.

MinorjmfcTransactionRateHigh
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Table 8: SNMPAlarm Events (continued)

LogMessageDescription
Severity
Level

SNMP Event or Trap (Alarm
Event)

jmfcPagingHigh trap received
jmfcPagingCurrent=%parm[#1]%
jmfcPagingErrThreshold=%parm[#2]%

Thepagingactivity is high.MinorjmfcPagingHigh

jmfcResourcePoolUsageHigh trap received
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has exceeded its
defined upper limit.

MinorjmfcResourcePoolUsageHigh

jmfcResourcePoolUsageLow trap received
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has fallen lower than
its defined lower limit.

MinorjmfcResourcePoolUsageLow

Table 9 on page 161 lists the alarm events that indicate that the system has recovered

from events of higher severity levels.

Table 9: SNMPClear Alarm Events

LogMessageDescription
Severity
Level

SNMP Event or Trap (Clear
Alarm Event)

jmfcServiceUptrap received,ClearingServiceCrash
Alarm. jmfcServiceName=name

One of the monitored
services is restarted.

ClearedjmfcServiceUp

jmfcFanStatusOKtrap received,ClearingFanFailure
Alarm.

The fan status is okay.ClearedjmfcFanStatusOK

jmfcPowerSupplyOk trap received, Clearing Power
Supply Alarm.

The systempower supply
is restored.

ClearedjmfcPowerSupplyOk

jmfcCacheHitRatioOk trap received,ClearingCache
Hit Ratio Low Alarm.
jmfcCacheHitRatio=%parm[#1]%
jmfcCacheHitRatioClrThreshold=%parm[#2]%

Cache hit ratio is normal.ClearedjmfcCacheHitRatioOk

jmfcCpuUtilOk trap received, Clearing CPU
Utilization High Alarm. jmfcCpuUtil=%parm[#1]%
jmfcCpuUtilClrThreshold=%parm[#2]%

The aggregate CPU
utilizationacrossall CPUs
has fallenback tonormal.

ClearedjmfcCpuUtilOk

jmfcDiskSpaceOk trap received,ClearingDiskSpace
Alarm. jmfcDiskName=%parm[#1]%
jmfcDiskFreeSpace=%parm[#2]%
jmfcDiskSpaceClrThreshold=%parm[#3]%

Free disk space is normal.ClearedjmfcDiskSpaceOk

jmfcMemUtilizationOk trap received, Clearing High
Memory Utilization Alarm.
jmfcMemUtil=%parm[#1]%
jmfcMemUtilClrThreshold=%parm[#2]%

Memory utilization on the
system has come down
to the normal level.

ClearedjmfcMemUtilizationOk
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Table 9: SNMPClear Alarm Events (continued)

LogMessageDescription
Severity
Level

SNMP Event or Trap (Clear
Alarm Event)

jmfcNetUtilizationOk trap received, Clearing Net
Utilization High Alarm.
jmfcNetIntfUtilCurrent=%parm[#1]%
jmfcNetIntfUtilClrThreshold=%parm[#2]%

Networkutilizationon the
system has come down
to the normal level.

ClearedjmfcNetUtilizationOk

jmfcDiskIOOk trap received, Clearing Disk IO High
Alarm. jmfcDiskName=%parm[#1]%
jmfcDiskIORate=%parm[#2]%
jmfcDiskIORateClrThreshold=%parm[#3]%

Disk I/O on the system
has come down to the
normal level.

ClearedjmfcDiskIOOk

jmfcOriginNodeUp trap receivedOne of the failed nodes in
the cluster is up, clearing
Origin Node Down Alarm.

ClearedjmfcOriginNodeUp

jmfcApplCpuUtilOk trap received, Clearing App.
Utilization High Alarm.
jmfcAppMaxCpuUtil=%parm[#1]%
jmfcAppMaxCpuUtilClrThreshold=%parm[#2]%

CPU utilization of core
HTTP Engine has fallen
back to normal.

ClearedjmfcApplCpuUtilOk

jmfcCacheBandwidthUsageOk trap received,
Clearing Cache Bandwidth Usage High Alarm.
jmfcCacheBw=%parm[#1]%
jmfcCacheBwClrThreshold=%parm[#2]%

The cache bandwidth
usage has come down
within normal limits.

ClearedjmfcCacheBandwidthUsageOk

jmfcOriginBandwidthUsageOk trap received,
Clearing Origin Bandwidth Usage High Alarm.
jmfcOriginBw=%parm[#1]%
jmfcOriginBwClrThreshold=%parm[#2]%

The origin bandwidth
usage has come down
within normal limits.

ClearedjmfcOriginBandwidthUsageOk

jmfcDiskBandwidthUsageOk trap received,Clearing
Disk Bandwidth Usage High Alarm.
jmfcDiskName=%parm[#1]%
jmfcDiskBW=%parm[#2]%
jmfcDiskBWClrThreshold=%parm[#3]%

Thediskbandwidthusage
has come downwithin
normal limits.

ClearedjmfcDiskBandwidthUsageOk

jmfcConnectionRateOk trap received, Clearing
Connection Rate High Alarm.
jmfcConnectionRateCurrent=%parm[#1]%
jmfcConnectionRateClrThreshold=%parm[#2]%

The connection rate has
comedownwithinnormal
limits.

ClearedjmfcConnectionRateOk

jmfcTransactionRateOk trap received, Clearing
Transaction Rate High Alarm.
jmfcTransactionRateCurrent=%parm[#1]%
jmfcTransactionRateClrThreshold=%parm[#2]%

The HTTP transaction
rate has come down
within normal limits.

ClearedjmfcTransactionRateOk

jmfcPagingOk trap received, Clearing Paging High
Alarm. jmfcPagingCurrent=%parm[#1]%
jmfcPagingClrThreshold=%parm[#2]%

The paging activity has
come down to normal
level.

ClearedjmfcPagingOk
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Table 9: SNMPClear Alarm Events (continued)

LogMessageDescription
Severity
Level

SNMP Event or Trap (Clear
Alarm Event)

jmfcResourcePoolHighUsageOK trap received,
Clearing Resource Pool usage High Alarm.
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has fallen back to its
normal limit.

ClearedjmfcResourcePoolHighUsageOK

jmfcResourcePoolLowUsageOK trap received,
Clearing Resource Pool Usage Low Alarm.
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has come up to its
normal limit.

ClearedjmfcResourcePoolLowUsageOK

You can execute the following commands to view and enable events and alarms in a

Media Flow Controller device:

• show snmp events cr—View the list of SNMP events that are enabled.

• snmp-server traps event event-name cr—Enable a specific SNMP event.

• show stats alarm cr—View the list of alarms that are enabled.

• stats alarm alarm-ID [enable|clear|event-repeat|rate-limit|falling|rising]—Enable a

specific alarm.

Related
Documentation

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 8

Audit Logs

• Overview on page 167

165Copyright © 2013, Juniper Networks, Inc.



Copyright © 2013, Juniper Networks, Inc.166

Junos Space Media Flow Activate Management Guide



CHAPTER 16

Overview

• Audit LogsWorkspace Overview on page 167

Audit LogsWorkspace Overview

From the Audit Logs workspace, with the Audit Log Administrator role, you canmonitor

tasks initiatedbyusers fromthe JunosSpaceGUI.Anyuser-initiated task that isperformed

from theMedia FlowActivate GUI is recorded in the Audit Log databasewith information

about the user who initiated the task, the time of the request, the device that was used,

a list of modifications or changes, and so on. The Audit Logs workspace displays this

information in two views: graphical and tabular. In the graphical view, you can view data

on a daily, weekly, or monthly basis. The tabular view displays audit log entries.

The following actions generate audit logs in Junos Space:

• User logins and logouts

• User timeouts

• Authentication failures

• Each operation attempted by a logged-in MFA GUI user

Non-user-initiated activities, such as device-driven activities, are not logged in the Audit

Log database.

From this workspace, you can perform the following tasks:

• Viewingaudit log statistics—Youcanuse the following graphs tomonitor user activity.

• TheAudit LogStatistical Graph pie chart displays all tasks that have been performed

and logged in all Junos Space applications over a specific period of time. You can

view Audit Log statistics by task type, user, workspace, and application.

You can control how data is displayed on the pie chart by selecting the category and

time scale. The category determineswhat statistical log graph is displayed, whereas

the time scale bar allows you to select the time period for which the log data is

displayed. You can click a sector within the pie to drill down to audit log details. For

more informationabout theaudit log statistical graph, see the "Viewing theDynamic

Audit Log Statistical Graph” section in the Junos SpaceNetwork Application Platform

UserGuide. Following isabrief overviewof thedata that isdisplayedwhenyouchoose

a category:
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• Task—Shows all tasks within the selected time frame. You can click a task within

the pie to view the users who performed this task or the IP addresses fromwhich

this task was performed. ClickOverview to go back to the first-level chart—that

is, to view all the tasks within the selected time frame.

• User—Shows all users using the systemwithin the selected time frame. Click a

user to view the tasks performed by that user. ClickOverview to go back to the

first-level chart.

• Workspace—Shows all workspaces used in the selected time frame

• Application—Shows all applications for which audit logs were logged within the

selected time frame. Click REST to view the audit logs generated for Media Flow

Activate–this is because, internally, all user-initiated tasks from the Media Flow

Activate GUI invokes the corresponding REST APIs to complete the tasks. In the

tabular display of log entries, the Description column provides details about the

API that was invoked. For example, this column displays something like POST:

/api/juniper/mfa/definitions-management/rproxy-definitions/.

• The Top 10Active Users in 24 hours graph displays the top 10 Junos Space users who

performed themost tasks over 24 hours. Formore information about this graph, see

the “Viewing Audit Log Statistics” section in the Junos Space Network Application

Platform User Guide.

• Viewing audit logs—This workspace provides a tabular view of audit log entries,

displaying the following information:

• User Name—Login ID of the user

• User IP—IP address of the machine fromwhich the user logged in

• Task—Name of the performed task

Examples: Login, Logout, HTTP POST, and so on

• Timestamp—Time when the task is executed or when the job is scheduled

Example:Oct 20, 2012 11:12:03 AMUTC+05:30

• Result—Result of the executed task

Examples: Success, 200, 202, and so on

• Description—Simple description of the audit log

Examples:

• Login Succeeded

• POST: /api/space/device-management/devices/262148/exec-rpc
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• Change request created successfully with Id : 295053

• Job: POST:

/api/juniper/mfa/device-management/mfdevices/rproxy/bulk-provision/—Such

log entries typically include a job ID, which you click to view details about the job.

• Job ID—ID of the job being scheduled (If the task performed is a scheduled job, you

can view the job details by clicking the Job ID link in the Audit Log table.)

On the View Audit Logs page, you can perform the following actions:

• Click the column headings to sort the data in ascending or descending order.

• Enter a search criterion in the textbox adjacent to the Search icon to filter the logs.

• Select an audit log entry and click theDisplayQuick View icon next to theActions list

to viewthesummaryof theaudit logentry,which includes the list of affectedobjects.

If no objects are affected, then the summary view displays None.

Formore information, see the “Viewing Audit Logs” section in the Junos SpaceNetwork

Application Platform User Guide.

• Archivingandpurging jobs—With theArchive/Purge feature, youcanmanageyour Junos

Space log volume, which enables you to archive log files and then purge those log files

from the Junos Space database. For each Archive/Purge operation, the archived log

files are saved in a single file, in CSV format. The audit logs can be saved to a local

server or a remote network host. When you archive data to a local server, the archived

log files are saved to thedefault directory, /var/lib/mysql/archive. To specify the remote

archive location, use the IP address of the remote machine. The default filename of

the archived file is JunosSpaceAuditLog_yyyy-mm-dd_hh-mm-ss.csv.gz, where

yyyy-mm-dd_hh-mm-ss is the date and time up towhen all the audit logs recorded are

archived and purged from the database.

NOTE: Thedateand time in thearchive filenamemaydiffer fromyour local
client’s time zone. This is because the Audit Logs workspace displays the
Junos Space server time zone, whereas your local client may be located in
a different time zone.

The archived file includes information such as:

• Timestamp

• UTC Time

• User IP

• Application

• Task

• Result

• Description
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• Job ID

• Username

To view the local time instead of the UTC time in the archived audit log file, follow the

instructions in the “Converting the Audit Log File UTC Timestamp to Local Time in

Microsoft Excel” section in the Junos Space Network Application Platform User Guide.

For more information about archiving and purging audit logs, see the “Archiving and

PurgingAudit Logs” section in the JunosSpaceNetworkApplicationPlatformUserGuide.

• Exporting audit logs—The audit logs export feature enables you to download entire or

partial audit logs in CSV format so that you can view the audit logs in a separate

application or save them on another machine for future use, without purging them

from the system. For more information about exporting audit logs, see the “Exporting

Audit Logs” section in the Junos Space Network Application Platform User Guide.

From the Media Flow Activate GUI, select one of the following options:

• Export all audit logs—To export all audit logs

• Export audit logs filtered by date range—To export audit logs that are logged within

the specified time frame

• Export audit logs as displayed onViewAudit Logs table—(Default) On the View Audit

Logs page, you can filter audit logs on the basis of multiple criteria. The criteria you

choose determine which audit log data is exported.

The audit logs are exported as CSV files (for example,

AuditLogs_2012-10-25_11-14-56.csv). They are not removed from the database after

they are exported.

Troubleshooting and Additional Information About Audit Logs

Some troubleshooting tips and other sundry information for audit logs are as follows:

• If an action is not completed due to validation errors, the action is not logged in the

audit log.

• If an action fails due to database errors, the action is logged in the audit log with a

result of “Failure”.

• If an audit log fails to be recorded due to exceptions, the corresponding error logs and

debug logs are created in the server.log file. In this case, search for error logs and debug

logs under “AuditlogRecorderBean” class.

• Audit log archive and purge actionsmay fail due to insufficient server disk space or due

to errors in performing scp to remote server. The error details can be viewed from the

Job Management workspace for the specific archive and purge jobs.

• In case of scp errors, the archived file is still created in the /var/lib/mysql/archive

subdirectory in the Junos Space server.

Related
Documentation

• Media Flow Activate Overview on page 3

• Job ManagementWorkspace Overview on page 175
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• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 9

Job Management

• Overview on page 175
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CHAPTER 17

Overview

• Job ManagementWorkspace Overview on page 175

JobManagementWorkspace Overview

With the Job Management workspace, you canmonitor the status of all jobs. A job is a

user-initiated action that is performed on a Junos Space object. Each job is assigned a

unique job ID that serves to identify the job. For more information about managing jobs

from this workspace, see “Job Management” in the Junos Space Network Application

Platform User Guide.

FromMedia Flow Activate, the following actions initiate jobs:

• From theMedia Flow Devices inventory landing page:

• Upgrading or rolling back a software

• Replicating a device configuration

• Restarting a service

• Restarting devices

• Restoring a device configuration

• Provisioning, reprovisioning, or deprovisioning the resource pools

• Configuring an interface for transparent or reverse proxy services

• Configuring a bonded interface

• From the Service Design inventory landing page:

• Provisioning, reprovisioning, or deprovisioning services

• From the Service Provisioning inventory landing page:

• Provisioning services

When you initiate an action onmultiple devices fromMedia Flow Activate, the main job

that is created comprises several subjobs. Each subjob represents a user-initiated action

for a single device. For example, when you provision a service on three devices, four jobs

are created, ofwhich threeare subjobs representing theprovisioningof the specific service

on a single device. Starting fromMFARelease 3.0, you can view the status of the subjobs
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(whether they are successful or not) by clicking the main job. The pop-up that appears

lists the subjobs with job IDs, the devices on which the action is performed, whether the

job is a success or a failure, and any other special messages that provide additional

information when the job is a failure. The status of the main job is shown as successful

only when all its subjobs have been completed successfully.

Related
Documentation

• Upgrading or Rolling Back the Media Flow Controller Software Image on page 21

• Restarting Media Flow Controller Devices or Services on page 29

• Provisioning Resource Pools to MFC Devices on page 36

• Managing Resource Pool Associations on page 37

• Provisioning Services on page 142

• Managing Provisioned Services on page 144

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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PART 10

Reference

• Sample XML Schema on page 179

• Quick Reference on page 191
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CHAPTER 18

Sample XML Schema

• SampleXMLSchemaforNetworkOptimizationandReverseProxyServicesonpage 179

Sample XML Schema for Network Optimization and Reverse Proxy Services

This topic contains XML schema for Network Optimization and HTTP Reverse Proxy

services, which youmay use as a pointer to create your own XML schema. Using the

Media FlowActivate GUI, youmay import this XML schema to create services, which can

then be provisioned to selected Media Flow Controllers. See the following sample XML

files for:

• Network Optimization service

• HTTP Reverse Proxy service

Sample XML Schema for Network Optimization Service

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<contentDirectDefinitionCatalog>
<virtualPlayerDefinitions>
<genericPlayerDefinitions>
<id>1</id>
<name>vp1</name>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:25:30Z</lastModifiedDateTime>
<systemDefined>false</systemDefined>
<type>generic</type>
<seekConfiguration>
<startIdentifier>start</startIdentifier>
<endIdentifier>end</endIdentifier>
<tunnelSeekRequest>true</tunnelSeekRequest>

</seekConfiguration>
<maxConnBandwidth>
<noLimit>true</noLimit>

</maxConnBandwidth>
<fastStart>
<defaultSizeinKB>100</defaultSizeinKB>

</fastStart>
<fullDownload>
<always>true</always>

</fullDownload>
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</genericPlayerDefinitions>
</virtualPlayerDefinitions>
<cacheTuningPolicies>
<cacheTuningPolicy>
<id>1</id>
<name>ctp1</name>
<description></description>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:26:31Z</lastModifiedDateTime>
<systemDefined>false</systemDefined>
<ageSizeSettings>
<ageThreshold>120</ageThreshold>
<defaultCacheAge>120</defaultCacheAge>
<minObjSize>4096</minObjSize>
<diskIngestThreshold>0</diskIngestThreshold>

</ageSizeSettings>
<cacheExclusion>
<queryString>true</queryString>
<cacheRequestsWithCookies>
<enable>true</enable>
<option>VALIDATE_WITH_ORIGIN</option>

</cacheRequestsWithCookies>
<isDomainName>true</isDomainName>
<queryStringInclusion>INCLUDE_QUERY_STRING</queryStringInclusion>
<cacheRequestWithSpecificHeaders>
<enable>true</enable>
<headers>
<header>AUTH_HEADER</header>
<header>COOKIE_HEADER</header>
<header>CACHECONTROL_HEADER</header>

</headers>
</cacheRequestWithSpecificHeaders>

</cacheExclusion>
<originFetch>
<cacheAgeSettings>
<cacheAgeList/>
<contentAnyAgeInSecs>120</contentAnyAgeInSecs>

</cacheAgeSettings>
<noCacheDirective>FOLLOW</noCacheDirective>
<overrideTunnelObjectExpired>true</overrideTunnelObjectExpired>
<objectSizeMinimumThreshold>0</objectSizeMinimumThreshold>
<objectSizeMaximumThreshold>0</objectSizeMaximumThreshold>
<cacheFill>AGGRESSIVE</cacheFill>
<ignoreNoTransformHeader>true</ignoreNoTransformHeader>

<responsesWithHTTP302Status>PASS_THROUGH_TO</responsesWithHTTP302Status>

<cacheIngestHotnessThreshold>3</cacheIngestHotnessThreshold>
<uriDepthThreshold>10</uriDepthThreshold>

</originFetch>
<originRequest>
<cacheRevalidation>
<permit>true</permit>
<useHEADMethod></useHEADMethod>

</cacheRevalidation>
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<setXForwardedForHeader>true</setXForwardedForHeader>
</originRequest>
<clientRequest>
<revalidationOverride>
<overrideMaxAgeHeader>false</overrideMaxAgeHeader>

</revalidationOverride>
</clientRequest>
<diskCacheProperties>
<SAS/>
<SATA/>
<SSD/>

</diskCacheProperties>
</cacheTuningPolicy>

</cacheTuningPolicies>
<contentDirectDefinitions>
<contentDirectDefinition>
<id>1</id>
<name>tp1</name>
<description></description>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:29:18Z</lastModifiedDateTime>
<systemDefined>false</systemDefined>
<properties>
<domain>google</domain>
<isDomainRegex>false</isDomainRegex>
<orderOfServing>LIFO</orderOfServing>

<ignoreAllObjectsCorrelationValidators>true</ignoreAllObjectsCorrelationValidators>

<match>
<path>
<allFiles>true</allFiles>

</path>
</match>
<precedence>0</precedence>
<clientRequest>
<cacheIndex>
<tunnelUnMatched>false</tunnelUnMatched>

</cacheIndex>
</clientRequest>
<originServerResolution>USE_HOST_HEADER</originServerResolution>
<useClientIP>true</useClientIP>

</properties>
<VPControlDefinition>
<id>1</id>
<name>vp1</name>

</VPControlDefinition>
<cacheTuningPolicy>
<id>1</id>
<name>ctp1</name>

</cacheTuningPolicy>
<tunnelAll>false</tunnelAll>
<revalidateCacheHit>
<enable>false</enable>

</revalidateCacheHit>
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</contentDirectDefinition>
</contentDirectDefinitions>

</contentDirectDefinitionCatalog>

Sample Schema for HTTP Reverse Proxy Service

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<rproxyDefinitionCatalog>
<accessLogProfiles>
<accessLogProfile>
<id>1</id>
<name>alp1</name>
<description></description>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:27:49Z</lastModifiedDateTime>
<systemDefined>false</systemDefined>
<logProfileType>ACCESSLOG_PROFILE</logProfileType>
<fileName>access.log</fileName>
<logRotation>
<maxLogFileSizeInMiB>100</maxLogFileSizeInMiB>
<timeIntervalInMins>15</timeIntervalInMins>

</logRotation>
<exportSetting>
<path>scp://1.1.1.1/path</path>

</exportSetting>
<logRecordFormat>
<type>CUSTOM</type>
<columns size="34">
<column order="1">
<fixedColumn>
<field>BYTES_OUT_NO_HEADER</field>

</fixedColumn>
</column>
<column order="2">
<fixedColumn>
<field>CACHE_HIT_INDICATOR</field>

</fixedColumn>
</column>
<column order="3">
<fixedColumn>
<field>CACHE_HIT_HISTORY</field>

</fixedColumn>
</column>
<column order="4">
<fixedColumn>
<field>FILENAME</field>

</fixedColumn>
</column>
<column order="5">
<fixedColumn>
<field>REMOTE_HOST</field>

</fixedColumn>
</column>
<column order="6">
<fixedColumn>
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<field>REQUEST_METHOD</field>
</fixedColumn>

</column>
<column order="7">
<fixedColumn>
<field>OBJECT_HOTNESS</field>

</fixedColumn>
</column>
<column order="8">
<fixedColumn>
<field>QUERY_STRING</field>

</fixedColumn>
</column>
<column order="9">
<fixedColumn>
<field>STATUS</field>

</fixedColumn>
</column>
<column order="10">
<fixedColumn>
<field>TIMESTAMP</field>

</fixedColumn>
</column>
<column order="11">
<fixedColumn>
<field>REMOTE_USER</field>

</fixedColumn>
</column>
<column order="12">
<fixedColumn>
<field>SERVER_NAME</field>

</fixedColumn>
</column>
<column order="13">
<fixedColumn>
<field>STATUS_SUBCODE</field>

</fixedColumn>
</column>
<column order="14">
<fixedColumn>
<field>CONNECTION_TYPE</field>

</fixedColumn>
</column>
<column order="15">
<fixedColumn>
<field>REQUEST_IN_TIME</field>

</fixedColumn>
</column>
<column order="16">
<fixedColumn>
<field>FIRST_BYTE_OUT_TIME</field>

</fixedColumn>
</column>
<column order="17">
<fixedColumn>
<field>TIME_USED_MS</field>
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</fixedColumn>
</column>
<column order="18">
<fixedColumn>
<field>TIME_USED_SEC</field>

</fixedColumn>
</column>
<column order="19">
<fixedColumn>
<field>LAST_BYTE_OUT_TIME</field>

</fixedColumn>
</column>
<column order="20">
<fixedColumn>
<field>REQUEST_PROTOCOL</field>

</fixedColumn>
</column>
<column order="21">
<fixedColumn>
<field>BYTES_IN</field>

</fixedColumn>
</column>
<column order="22">
<fixedColumn>
<field>LATENCY_TO_FIRST_BYTE_OUT</field>

</fixedColumn>
</column>
<column order="23">
<fixedColumn>
<field>DATA_OUT_MS</field>

</fixedColumn>
</column>
<column order="24">
<fixedColumn>
<field>NAMESPACE_NAME</field>

</fixedColumn>
</column>
<column order="25">
<fixedColumn>
<field>BYTES_OUT</field>

</fixedColumn>
</column>
<column order="26">
<fixedColumn>
<field>CACHE_REVALIDATE</field>

</fixedColumn>
</column>
<column order="27">
<fixedColumn>
<field>URL</field>

</fixedColumn>
</column>
<column order="28">
<fixedColumn>
<field>HTTP_HOST</field>

</fixedColumn>
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</column>
<column order="29">
<fixedColumn>
<field>REMOTE_ADDR</field>

</fixedColumn>
</column>
<column order="30">
<fixedColumn>
<field>LOCAL_ADDR</field>

</fixedColumn>
</column>
<column order="31">
<fixedColumn>
<field>SERVER_PORT</field>

</fixedColumn>
</column>
<column order="32">
<fixedColumn>
<field>ORIGIN_FETCHED_SIZE</field>

</fixedColumn>
</column>
<column order="33">
<fixedColumn>
<field>REQUEST_LINE</field>

</fixedColumn>
</column>
<column order="34">
<fixedColumn>
<field>ORIGIN_SERVER_NAME</field>

</fixedColumn>
</column>

</columns>
</logRecordFormat>
<doNotLog>
<objectSizeInBytes>100</objectSizeInBytes>
<httpResponseCodes size="0"/>

</doNotLog>
</accessLogProfile>

</accessLogProfiles>
<virtualPlayerDefinitions>
<genericPlayerDefinitions>
<id>1</id>
<name>vp1</name>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:25:30Z</lastModifiedDateTime>
<systemDefined>false</systemDefined>
<type>generic</type>
<seekConfiguration>
<startIdentifier>start</startIdentifier>
<endIdentifier>end</endIdentifier>
<tunnelSeekRequest>true</tunnelSeekRequest>

</seekConfiguration>
<maxConnBandwidth>
<noLimit>true</noLimit>

</maxConnBandwidth>
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<fastStart>
<defaultSizeinKB>100</defaultSizeinKB>

</fastStart>
<fullDownload>
<always>true</always>

</fullDownload>
</genericPlayerDefinitions>

</virtualPlayerDefinitions>
<cacheTuningPolicies>
<cacheTuningPolicy>
<id>1</id>
<name>ctp1</name>
<description></description>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:26:31Z</lastModifiedDateTime>
<systemDefined>false</systemDefined>
<ageSizeSettings>
<ageThreshold>120</ageThreshold>
<defaultCacheAge>120</defaultCacheAge>
<minObjSize>4096</minObjSize>
<diskIngestThreshold>0</diskIngestThreshold>

</ageSizeSettings>
<cacheExclusion>
<queryString>true</queryString>
<cacheRequestsWithCookies>
<enable>true</enable>
<option>VALIDATE_WITH_ORIGIN</option>

</cacheRequestsWithCookies>
<isDomainName>true</isDomainName>
<queryStringInclusion>INCLUDE_QUERY_STRING</queryStringInclusion>
<cacheRequestWithSpecificHeaders>
<enable>true</enable>
<headers>
<header>AUTH_HEADER</header>
<header>COOKIE_HEADER</header>
<header>CACHECONTROL_HEADER</header>

</headers>
</cacheRequestWithSpecificHeaders>

</cacheExclusion>
<originFetch>
<cacheAgeSettings>
<cacheAgeList/>
<contentAnyAgeInSecs>120</contentAnyAgeInSecs>

</cacheAgeSettings>
<noCacheDirective>FOLLOW</noCacheDirective>
<overrideTunnelObjectExpired>true</overrideTunnelObjectExpired>
<objectSizeMinimumThreshold>0</objectSizeMinimumThreshold>
<objectSizeMaximumThreshold>0</objectSizeMaximumThreshold>
<cacheFill>AGGRESSIVE</cacheFill>
<ignoreNoTransformHeader>true</ignoreNoTransformHeader>

<responsesWithHTTP302Status>PASS_THROUGH_TO</responsesWithHTTP302Status>

<cacheIngestHotnessThreshold>3</cacheIngestHotnessThreshold>
<uriDepthThreshold>10</uriDepthThreshold>
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</originFetch>
<originRequest>
<cacheRevalidation>
<permit>true</permit>
<useHEADMethod></useHEADMethod>

</cacheRevalidation>
<setXForwardedForHeader>true</setXForwardedForHeader>

</originRequest>
<clientRequest>
<revalidationOverride>
<overrideMaxAgeHeader>false</overrideMaxAgeHeader>

</revalidationOverride>
</clientRequest>
<diskCacheProperties>
<SAS/>
<SATA/>
<SSD/>

</diskCacheProperties>
</cacheTuningPolicy>

</cacheTuningPolicies>
<originMaps>
<originEscalationMap>
<id>2</id>
<name>Em1</name>
<description></description>
<type>ORIGIN_ESCALATION_MAP</type>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:33:51Z</lastModifiedDateTime>
<nodeMonitoring>
<allowedFails>3</allowedFails>
<heartBeatIntervalInMillis>100</heartBeatIntervalInMillis>
<connectTimeoutInMillis>100</connectTimeoutInMillis>
<readTimeoutInMillis>100</readTimeoutInMillis>

</nodeMonitoring>
<connectionSettings>
<connectTimeOut>100</connectTimeOut>
<readTimeOut>100</readTimeOut>
<connectRetryDelay>100</connectRetryDelay>
<readRetryDelay>100</readRetryDelay>

</connectionSettings>
<devices size="1">
<device order="0">
<nonMFDevice>
<address>20.1.1.11</address>
<type>NON_MFDEVICE</type>
<port>80</port>
<heartBeatPath>/root/heartbeat.html</heartBeatPath>
<failureCodes size="3">
<value>404</value>
<value>500</value>
<value>505</value>

</failureCodes>
</nonMFDevice>
<type>NON_MFDEVICE</type>

</device>
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</devices>
</originEscalationMap>

</originMaps>
<rproxyDefinitions>
<rproxyDefinition>
<id>1</id>
<name>rrp1</name>
<description></description>
<createdBy>super</createdBy>
<lastModifiedBy>super</lastModifiedBy>
<lastModifiedDateTime>2012-11-07T06:35:59Z</lastModifiedDateTime>
<systemDefined>false</systemDefined>
<properties>
<domain>google</domain>
<isDomainRegex>false</isDomainRegex>
<orderOfServing>LIFO</orderOfServing>

<ignoreAllObjectsCorrelationValidators>true</ignoreAllObjectsCorrelationValidators>

<match>
<path>
<allFiles>true</allFiles>

</path>
</match>
<precedence>0</precedence>
<clientRequest/>
<originServer>
<originMap>
<id>2</id>
<name>Em1</name>

</originMap>
<useSecureMode>true</useSecureMode>

</originServer>
<cachePinning>
<enableAutoPin>false</enableAutoPin>
<pinHeaderName>header</pinHeaderName>
<maxObjectSizeInKB>100</maxObjectSizeInKB>
<maxCacheCapacityInGB>10</maxCacheCapacityInGB>
<validityBeginHdr>VAL_BEGIN</validityBeginHdr>

</cachePinning>
<clientResponse>
<headersToDelete size="1">
<value>via</value>

</headersToDelete>
<headersToAdd size="0"/>
<addRetryHeaderAfterSecs>
<addRetryHeader>true</addRetryHeader>
<retryHeaderValueInSecs>100</retryHeaderValueInSecs>

</addRetryHeaderAfterSecs>
</clientResponse>
<originRequest>
<inheritHostHeaderValue>true</inheritHostHeaderValue>
<headersToAdd size="0"/>

</originRequest>
</properties>
<VPControlDefinition>
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<id>1</id>
<name>vp1</name>

</VPControlDefinition>
<cacheTuningPolicy>
<id>1</id>
<name>ctp1</name>

</cacheTuningPolicy>
<tunnelAll>true</tunnelAll>
<logProfile>
<id>1</id>
<name>alp1</name>

</logProfile>
<policyScript>
<id>1</id>
<name>dest_ip</name>

</policyScript>
</rproxyDefinition>

</rproxyDefinitions>
</rproxyDefinitionCatalog>

See these topics for additional information:

• Table 5 on page 106

• Creating Network Optimization Service XML Files for Import on page 105

• Table 6 on page 125

• Creating Reverse Proxy Service XML Files for Import on page 123

• Media Flow Activate Overview on page 3

• Quick Reference to Tasks in Media Flow Activate on page 191
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CHAPTER 19

Quick Reference

• Quick Reference to Tasks in Media Flow Activate on page 191

Quick Reference to Tasks in Media Flow Activate

This topic provides a list of tasks that you can perform using Media Flow Activate and

links to corresponding sections within the Junos SpaceMedia Flow Activate Management

Guide.

LinkTaskFeature

• Creating HTTP Reverse Proxy Services on
page 112

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Associating an access log profile with an
HTTP reverse proxy service

Access log profile

“Creating Access Log Profiles” on page 45Creating an access log profile

“Actions on Access Log Profiles” on page 49Deleting an access log profile

Modifying an access log profile

Viewing an access log profile

“AuditLogsWorkspaceOverview”onpage 167Monitoring audit logsAudit logs

“Configuring BGP-Based Traffic Steering” on
page 27

Configuring BGP-based traffic steering in a
Media Flow Controller device

BGP-based traffic steering

“Configuring Bonded Interfaces” on page 16Configuring a bonded interfaceBonded interface
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LinkTaskFeature

• Creating Network Optimization Services
on page 98

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Associating a cache-tuning policy with a
Network Optimization service

Cache-tuning policy

• Creating HTTP Reverse Proxy Services on
page 112

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Associating a cache-tuning policy with an
HTTP reverse proxy service

“Creating Cache-Tuning Policies” on page 52Creating a cache-tuning policy

“Actions on Cache-Tuning Policies” on
page 65

Modifying a cache-tuning policy

Deleting a cache-tuning policy

“Configuration Templates Overview” on
page 149

Managing configuration templatesConfiguration templates

“ManagingProvisionedServices”onpage 144Activating a content ingest serviceContent ingest service

“CreatingContent IngestServices”onpage135Creating a content ingest service

“ManagingProvisionedServices”onpage 144Deactivating a content ingest service

“Actions on Services” on page 137Deleting a content ingest service

“ManagingProvisionedServices”onpage 144Deprovisioning a content ingest service

“Actions on Services” on page 137Modifying a content ingest service

“Provisioning Services” on page 142Provisioning a content ingest service

“ManagingProvisionedServices”onpage 144Reprovisioning a content ingest service

• Actions on Services on page 137

• Tagging Media Flow Controller Objects on
page 30

Tagging, untagging, and viewing tags

“Actions on Services” on page 137Viewing a content ingest service

“Fault Monitoring with SNMP” on page 157Fault monitoring
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LinkTaskFeature

“ManagingProvisionedServices”onpage 144Activating an HTTP reverse proxy serviceHTTP reverse proxy service

“Creating HTTP Reverse Proxy Services” on
page 112

Creating an HTTP reverse proxy service

“Actions on Services” on page 137Copying an HTTP reverse proxy service

“ManagingProvisionedServices”onpage 144Deactivating an HTTP reverse proxy service

“Actions on Services” on page 137Deleting an HTTP reverse proxy service

“ManagingProvisionedServices”onpage 144DeprovisioninganHTTP reverseproxy service

• Actions on Services on page 137

• Creating Reverse Proxy Service XML Files
for Export on page 132

Exporting an HTTP reverse proxy service

• Actions on Services on page 137

• Creating Reverse Proxy Service XML Files
for Import on page 123

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Importing an HTTP reverse proxy service

“Actions on Services” on page 137Modifying an HTTP reverse proxy service

“Provisioning Services” on page 142Provisioning:

• A service

• A resource pool

“PurgingContent fromMediaFlowController
Devices” on page 133

Purging content

“ManagingProvisionedServices”onpage 144ReprovisioninganHTTP reverseproxy service

• Actions on Services on page 137

• Tagging Media Flow Controller Objects on
page 30

Tagging, untagging, and viewing tags
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LinkTaskFeature

“Configuring BGP-Based Traffic Steering” on
page 27

Configuring BGP-based traffic steering in a
Media Flow Controller device

Media Flow Controller device

“Configuring Bonded Interfaces” on page 16Configuring a bonded interface

“Configuring MFC Device Interfaces” on
page 14

Configuring an interface

“Configuring Devices” on page 18Configuring the log pull method

“Launching theMediaFlowControllerSecure
Console fromMFA” on page 12

Launching Media Flow Controller Console
fromMedia Flow Activate

“Monitoring a Media Flow Controller
Dashboard fromMFA” on page 11

Monitoring the Media Flow Controller
dashboard

“Replicating Media Flow Controller Device
Configuration” on page 24

Replicating device configuration

“RestartingMedia FlowController Devices or
Services” on page 29

Restarting a device

Restarting a service

“Restoring Media Flow Controller Device
Configuration” on page 22

Restoring device configuration

“Tagging Media Flow Controller Objects” on
page 30

Tagging, untagging, and viewing tags

“Upgrading or Rolling Back the Media Flow
Controller Software Image” on page 21

Upgrading or rolling back the Media Flow
Controller software image
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LinkTaskFeature

“ManagingProvisionedServices”onpage 144Activating a Network Optimization proxy
service

Network Optimization service

“CreatingNetworkOptimizationServices” on
page 98

Creating a Network Optimization proxy
service

“Actions on Services” on page 137CopyingaNetworkOptimizationproxyservice

“ManagingProvisionedServices”onpage 144Deactivating a Network Optimization proxy
service

“Actions on Services” on page 137Deleting a Network Optimization proxy
service

“ManagingProvisionedServices”onpage 144DeprovisioningaNetworkOptimizationproxy
service

“Actions on Services” on page 137Exporting a Network Optimization proxy
service

• Actions on Services on page 137

• Creating Network Optimization Service
XML Files for Import on page 105

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Importing a Network Optimization proxy
service

“Actions on Services” on page 137Modifying a Network Optimization proxy
service

“Provisioning Services” on page 142Provisioning a Network Optimization proxy
service

“ManagingProvisionedServices”onpage 144ReprovisioningaNetworkOptimizationproxy
service

• Actions on Services on page 137

• Tagging Media Flow Controller Objects on
page 30

Tagging, untagging, and viewing tags
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LinkTaskFeature

• Creating HTTP Reverse Proxy Services on
page 112

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Associating an origin map with an HTTP
reverse proxy service

Origin map

“CreatingConsistentHashMaps”onpage69Creating a consistent hashmap

“Creating Escalation Maps” on page 72Creating an escalation map

“Actions on Origin Maps” on page 75Deleting an origin map

Modifying an origin map

Viewing an origin map

“CreatingNetworkOptimizationServices” on
page 98

Associating a policy script with a Network
Optimization proxy service

Policy script

“Creating HTTP Reverse Proxy Services” on
page 112

Associating a policy script with an HTTP
reverse proxy service

“Adding Policy Scripts” on page 78Adding a policy script

“Actions on Policy Scripts” on page 79Deleting a policy script

Exporting a policy script

Modifying a policy script
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LinkTaskFeature

“Provisioning Services” on page 142Associating a resource pool with an HTTP
reverse proxy service

Resource pool

“Creating Resource Pools” on page 34Creating a resource pool

“Actions on Resource Pools” on page 35Deleting a resource pool

“Managing Resource Pool Associations” on
page 37

Deprovisioning a resource pool

“Actions on Resource Pools” on page 35Modifying a resource pool

“Managing Resource Pool Associations” on
page 37

Managing resource pool associations

“ProvisioningResourcePools toMFCDevices”
on page 36

Provisioning a resource pool

“Managing Resource Pool Associations” on
page 37

Reprovisioning a resource pool

• Actions on Resource Pools on page 35

• Tagging Media Flow Controller Objects on
page 30

Tagging, untagging, and viewing tags

• Creating Network Optimization Services
on page 98

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Associating a virtual player with a Network
Optimization service

Virtual player

• Creating HTTP Reverse Proxy Services on
page 112

• Sample XML Schema for Network
Optimization and Reverse Proxy Services
on page 179

Associating a virtual player with an HTTP
reverse proxy service

“Creating Virtual Players” on page 83Creating a virtual player

“Actions on Virtual Players” on page 88Copying a virtual player

Modifying a virtual player

Deleting a virtual player

Related
Documentation

• Media Flow Activate Overview on page 3

• Service Design Overview on page 92

• Provisioning Services Overview on page 141
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• Job ManagementWorkspace Overview on page 175
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PART 11

Index

• Index on page 201
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