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About the Documentation

• Documentation and Release Notes on page vii

• Documentation Conventions on page vii

• Documentation Feedback on page ix

• Requesting Technical Support on page ix

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at http://www.juniper.net/books.

Documentation Conventions

Table 1 on page viii defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Table 2 on page viii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type
theconfigure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• JunosOSSystemBasicsConfiguration
Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies book names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure themachine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this

• To configure a stub area, include the
stub statement at the[edit protocols
ospf area area-id] hierarchy level.

• Theconsoleport is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configurationhierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Enclose optional keywords or variables.< > (angle brackets)

Copyright © 2013, Juniper Networks, Inc.viii
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between themutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same lineas theconfiguration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Enclose a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identify a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Representsgraphicaluser interface(GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at

https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

ixCopyright © 2013, Juniper Networks, Inc.
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or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html.
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PART 1

Overview

• Understanding Media Flow Controllers with Media Flow Activate on page 3
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CHAPTER 1

Understanding Media Flow Controllers
with Media Flow Activate

• Media Flow Activate Overview on page 4

• UnderstandingMediaFlowControllerManagementwithMediaFlowActivateonpage6

• BGP Traffic Steering Overview on page 8

• Resource Pools Overview on page 9

• Configuration Templates Overview on page 10
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Media Flow Activate Overview

Media FlowActivate (MFA) is a Junos Space–basedmanagement application that helps

you to simplify the configuration and deployment of Juniper Networks Media Flow

Controller devices. With Media Flow Activate, network administrators can centrally

configure their contentdelivery nodesand rapidly provisionnewcontentdelivery services.

NOTE:

• UseMedia Flow Activate tomanageMedia Flow Controllers that you have
discovered with the Junos Space Network Platform application. For
informationaboutdiscoveringMediaFlowControllers, see the “Discovering
Media Flow Controllers” section in theMedia Flow Activate Installation
Guide. At this time, you cannot use the SNMPmethod to discover Media

Flow Controllers via the Junos Space Network Platform application; you
must use the Pingmethod.

• MediaFlowActivateversion3.3canmanageMediaFlowControllerdevices
installed with a Media Flow Controller version 12.2.4 image.

Refer to the “VersionCompatibilityMatrix” table in theMedia FlowActivate
Installation Guide, for more information.

If you are an Internet service provider, you can create a Network Optimization Service to

transparently cacheapopularwebsite, thereby savingbandwidthandoptimizing Internet

content delivery.

If you are a content provider or a Content Delivery Network (CDN) service provider who

ownsormanagesanycontent, youcancreateanHTTPReverseProxyService toefficiently

deliver that content.

To use Media Flow Activate to manage Media Flow Controllers, see the following topics:

• “Understanding Media Flow Controller Management with Media Flow Activate” on

page 6 for information about managing discovered devices, including software

upgrades, device restarts, and service restarts, on selected Media Flow Controllers.

• “Configuring Devices” on page 51 for information about configuring the interfaces to

deliver media for transparent and reverse proxy services.

• “Configuring BGP-Based Traffic Steering” on page 53 for information about redirecting

traffic fromapeering router toMedia FlowController by advertising certain destination

IP network addresses.

• “Resource Pools Overview” on page 9 for information about configuring resource

utilization limits for concurrent connections and bandwidth usage formultiple tenants

that are hosted on Media Flow Controller.

• Understanding Virtual Players for information about setting media delivery options for

video trick play (such as seek, fast start, and full download) and authentication. You

configure a virtual player for each type ofmedia that you deliver. A single virtual player

Copyright © 2013, Juniper Networks, Inc.4
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canbeused inmultiple configuredservices. SeeCreatingVirtualPlayers for configuration

details and for information about how to import a virtual player.

• Understanding Cache-Tuning Policies for information about setting cache-handling

options, including how long objects can stay in the cache. A single cache-tuning policy

can be used in multiple configured services. See Creating Cache-Tuning Policies for

configuration details and for information about how to import a cache-tuning policy.

• Understanding Origin Maps for information about origin maps (consistent hashmap

and escalation map). You configure a consistent hashmap when you want to create

a cluster of nodes and distribute the incoming requests across these nodes, thereby

increasing the cache storage capacity (see Creating Consistent Hash Maps for

information about creating a consistent hashmap). You configure an escalation map

when you want to configure multiple redundant HTTP origin servers for failover

protection (see Creating Escalation Maps for information about creating an escalation

map).

• UnderstandingAccess LogProfiles for informationabout configuringaccess logprofiles.

You configure an access log profile to tune the access log format and storage. Access

logs are used to analyze the HTTP traffic handled by Media Flow Controller.

• Understanding Policy Scripts for information about configuring policy scripts. Using

Media Flow Activate, you can bind a policy script to a service, which enables you to

have a greater control over howMedia Flow Controller caches and delivers objects

when the service receives requests from clients.

• Service Design Overview, Network Optimization Services Overview, and HTTP Reverse

Proxy Services Overview for information about configuring websites for media delivery,

and Content Ingest Services Overview for information about preloading content from

origin servers at predefined time intervals. SeeCreating Network Optimization Services,

Creating HTTP Reverse Proxy Services, and Creating Content Ingest Services for

configuring Network Optimization service, HTTP Reverse Proxy service, and Content

Ingest service, respectively.

• ProvisioningServicesOverview,ProvisioningServices, andManagingProvisionedServices

for information about provisioning configured services to selected Media Flow

Controllers.

• “ConfigurationTemplatesOverview”onpage 10 for informationaboutmanagingMedia

FlowController specific device templates.Device templatesprovidesaway toconfigure

the CLI commands that are not supported through the Media Flow Activate GUI.

Though you can configure aMedia FlowController device by using any of the following

options—device templates, Media Flow Activate GUI, or console—the typical flow

would be to use the device templates to perform the infrastructure provisioning before

performing the service provisioning by using the Media Flow Activate GUI. Use the

console to configure a feature that is not supported by Media Flow Activate either

through the purpose built GUI or device configuration templates.

• “Fault Monitoring with SNMP” on page 33 for information about monitoring the

performance statistics of Media Flow Controller devices.

5Copyright © 2013, Juniper Networks, Inc.

Chapter 1: Understanding Media Flow Controllers with Media Flow Activate



• “Audit LogsWorkspace Overview” on page 39 for information about monitoring the

tasks initiated from the Medai Flow Activate GUI.

• “JobManagementWorkspaceOverview” on page 42 for information aboutmonitoring

jobs, which represent user-initiated actions on selected Junos Space objects.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed informationabout configuringMedia FlowControllers. SeeQuick
Reference to Tasks in Media Flow Activate for a list of tasks that you can
perform in Media Flow Activate.

Related
Documentation

Understanding Media Flow Controller Management with Media Flow Activate on

page 6

•

• Quick Reference to Tasks in Media Flow Activate

UnderstandingMedia Flow Controller Management with Media Flow Activate

This topic describes theManageMFCs page and the actions you can take on this page.

After you access the Media Flow ActivateManageMFCs page, you can select any

discovered devices and take actions on them by using the Actions list.

Click the Actions list, then click one of the following action links:

• LaunchDashBoard—Click to display theMedia FlowController Console login page. Log

in to display the dashboard page for that Media Flow Controller. The statistical

information and the graphs show the usage for the selected Media Flow Controller.

See “Monitoring a Media Flow Controller Dashboard fromMFA” on page 19 for details

about launching a dashboard fromMedia Flow Activate.

• Launch Secure Console—Click to display the Secure Console page. Enter your login

credentials to open an SSH connection to connect to Media Flow Controller directly

fromMedia Flow Activate. See “Launching the Media Flow Controller Secure Console

fromMFA” on page 20 for details about launching a Media Flow Controller secure

console fromMedia Flow Activate.

• Software ImageManagement—Click to display the Software ImageManagement page.

See “Upgrading or Rolling Back theMedia FlowController Software Image” on page 22

for details about upgrading or rolling back a Media Flow Controller software image.

• Restore Device(s)—You can choose to restore or remove the service configurations of

the selected Media Flow Controllers. See “Restoring Media Flow Controller Device

Configuration” on page 24 for details about restoring a Media Flow Controller device

configuration.

• Replicate Device—You can replicate or clone the device configuration of one Media

Flow Controller to one or more Media Flow Controllers. See “Replicating Media Flow

Controller Device Configuration” on page 26 for details about replicating aMedia Flow

Controller device configuration.

Copyright © 2013, Juniper Networks, Inc.6
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• Device Configuration—Click to display the Device Configuration dialog box. See

“ConfiguringDevices”onpage51 for details about configuring theMediaFlowController

delivery interfaces.

• Configure BGP—Click to display the Configure BGP dialog box. See “Configuring

BGP-BasedTrafficSteering” onpage53 for details about configuringBGP-based traffic

steering in Media Flow Controllers.

• Restart Service—Click to display the Restart Service confirmation page. Click Yes to

restart the delivery service on the selected device or devices. See “Restarting Media

Flow Controller Devices or Services” on page 27 for details about restarting services

on Media Flow Controllers.

• Restart Device(s)—Click to display the Restart Device(s) confirmation page. Click Yes

to restart the selecteddeviceordevices. See “RestartingMediaFlowControllerDevices

or Services” on page 27 for details about restarting Media Flow Controller devices.

• Tagging an Object—Click Tag Device(s), Untag Device(s), or View Tags to tag, untag,

or view tags, respectively. See “Tagging Media Flow Controller Objects” on page 28 for

details about tagging Media Flow Controller objects.

From theManageMFCs page, you can also:

• Manage or create design elements—Click Design Elements from the left navigation

panel to navigate to the Design Elements workspace. See Understanding Access Log

Profiles,UnderstandingCache-TuningPolicies,UnderstandingOriginMaps,Understanding

PolicyScripts, andUnderstandingVirtual Players for informationaboutdesignelements.

• Manage or create delivery services for websites—Click Service Design from the left

navigation panel to navigate to the Service Design workspace. See Service Design

Overview for information about the services that are supported fromMedia Flow

Activate.

• Provision existing services—Click Service Provisioning from the left navigation panel to

navigate to the Service Provisioning workspace. See Provisioning Services Overview for

information about provisioning services to Media Flow Controllers.

• Monitor the faults in Media Flow Controllers—Click NetworkMonitoring from the left

navigation panel to navigate to the Network Monitoring workspace. See “Fault

Monitoring with SNMP” on page 33 for monitoring faults in Media Flow Controllers.

• Monitor the audit logs that are generated—Click Audit Logs from the left navigation

panel to navigate to the Audit Logs workspace. See “Audit LogsWorkspace Overview”

on page 39 for information about monitoring the audit logs.

• Check the status of the jobs that you are running—Click JobManagement from the left

navigation panel to open the JobManagementworkspace > Jobs status page. You can

check the status of the following job types: Provisioning, Restart Service, Software

Upgrade, or Restart Devices. See “Job ManagementWorkspace Overview” on page 42

for information about monitoring the jobs that are initiated fromMedia Flow Activate

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about the features described in this topic.
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Related
Documentation

Media Flow Activate Overview on page 4•

• Configuration Templates Overview on page 10

• Quick Reference to Tasks in Media Flow Activate

BGP Traffic Steering Overview

Media Flow Controller listens for HTTP requests and either serves the content from its

local cache or fetches the requested content from origin servers. In this deployment,

Media Flow Controller is exposed to much non-cacheable traffic that wastes valuable

caching resources. The solution is to separate cacheable traffic from non-cacheable

traffic to provide better bandwidth savings and throughput by efficiently using Media

Flow Controller resources. The Border Gateway Protocol (BGP) traffic steering feature

enables you to direct traffic froma peering router toMedia FlowController by advertising

certain destination IP addresses. You can use this feature in transparent and reverse

proxy deployments.

• In transparent proxy deployment, you can use this feature as a replacement for the

Policy BasedRouting (PBR) feature, which is currently used to direct HTTP traffic from

an access router to Media Flow Controller.

• In reverseproxydeployment, youcanadvertiseasetof IPaddressesmapped todifferent

services or resource pools to an access router. This configuration can be used for load

sharing within a POP.

To redirect cacheable traffic to Media Flow Controller:

1. Create a list of IP network addresses, so that any HTTP traffic intended for these IP

addresses is redirected to Media Flow Controller. This list can be static or dynamic.

Media Flow Controller serves the requested object from its cache or fetches it from

the origin servers.

NOTE: In networking terminology, this list of IP addresses is often called
“IP whitelist.”

2. Configure the neighbors.

For example:

• Configure edge router A to which Media Flow Controller advertises the IP whitelist.

Media Flow Controller acts as the next hop to this router for the IP addresses in the

whitelist. This router must support basic BGP functionalities.

• Configure edge router B for Media Flow Controllers to forward any non-HTTP,

non-RTSP, and non-RTMP traffic.

The flow of traffic is as follows:

Copyright © 2013, Juniper Networks, Inc.8

Media Flow Devices



• For request traffic with a destination IP address that is not listed in the whitelist, the

access router A forwards the traffic to the server through the next-hop router B,

bypassing Media Flow Controller. The return traffic takes the reverse path.

• For unwanted traffic (that is, non-HTTP, non-RSTP, and non-RTMP traffic) that is

destined to the IP addresses that are listed in the whitelist, access router A forwards

the traffic to Media Flow Controller, which then forwards it to the default next-hop

router B. The return traffic uses the client address as the destination IP address and

bypasses Media Flow Controller.

• For intended traffic that is destined to IP addresses that are listed in thewhitelist (that

is, HTTP, RSTP, or RTMP requests), if there is a cache hit, the object is served from the

cache. If there is no cache hit, Media Flow Controller fetches the object from the origin

server and serves the request.

When intended traffic is forwarded to the origin server, one of Media Flow Controller’s

own IP addresses is used to replace the client address as the source IP address. This

ensures that the response traffic is routed to Media Flow Controller for caching.

TIP: Because there isa likelihood thatunintended traffic canbesent toMedia
FlowControllersand this traffic needs tobe forwarded to thenext-hop router,
IP forwardingmust be enabled onMedia Flow Controllers. Use the network

connection ip-forward command to enable IP forwarding.

Related
Documentation

Configuring BGP-Based Traffic Steering on page 53•

• Media Flow Activate Overview on page 4

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

Resource Pools Overview

When you want to use Media Flow Controller to host multiple tenants (customers or

Web portals), it becomes necessary to allocate the available Media Flow Controller

resources among these tenants depending on various criteria, such as whether they are

silver, gold, or platinum customers. UsingMedia Flow Activate, you can create a resource

pool toconfigure resources thatare relevant fora tenant, suchas themaximumbandwidth

and themaximum allowed sessions.

Before you start configuring a resource pool, consider the following parameters:

• Themaximum bandwidth that you want to allocate to a resource pool

• Themaximum concurrent sessions that you want to permit for a resource pool

Because the resource pool is provisioned on Media Flow Controller, the preceding

parameters cannot exceed themaximum resources available on the device and are

identified by the “global resource pool.”
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After you create the resource pools:

• Provision the resource pools to Media Flow Controller. This action partitions the

available resources among these pools.

• Bind a reverse proxy service to the resource pool.

The preceding actions ensure that the incoming requests to the website or domain

configured in theservicedonotexceed the limits setby the resourcepool, therebyensuring

that the remaining resourcesareavailable for other services configured in the sameMedia

Flow Controller. If no pool is configured, the service receives all the available resources.

Formore informationabout resourcepools, see the “MediaFlowControllerMulti-Tenancy

Management” section in theMedia Flow Controller Administrator’s Guide.

Related
Documentation

Creating Resource Pools on page 55•

• Actions on Resource Pools on page 32

• Provisioning Resource Pools to MFC Devices on page 29

• Managing Resource Pool Associations on page 30

• Provisioning Services

• Media Flow Activate Overview on page 4

• Quick Reference to Tasks in Media Flow Activate

Configuration Templates Overview

Using the Device Templates feature in Junos Space Network Application Platform, you

can create Media Flow Controller–specific device templates to provision platform

attributes in multiple Media Flow Controller devices. Table 3 on page 14 lists the Media

Flow Controller–specific attributes or CLI commands that are supported through this

feature.

You use this feature when you want to configure those aspects of infrastructure that

need to be provisioned before the Content Delivery Infrastructure (CDI) can provide

contentdelivery services. This is because it is necessary that the server (physical or virtual)

and the delivery application (Media Flow Controller) are configured correctly before the

servicesareprovisioned.Someof theconfiguration that youcansetupbeforeprovisioning

the services (namespaces) and their related attributes are: configuring themanagement

IPaddress, and theTACACSandSNMPserver addresses, bonding theEthernet interfaces,

and so on.

As a network operator, use device templates to:

• Developandmaintaina setofbasicplatformprovisioningCLI commandsasa template

and provision the template to all new devices at the receiving (preparation) center

before sending the devices for rack installation at the deployment location.
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• Develop andmaintain templates for different geographic locations or regions, server

types (such as VXA or MX Series service card), or deployment types (such as an edge

or midtier parent).

When you have device-specific values, youmight want to consider a comma-separated

value (CSV) file for a template definition. After you have created a CSV file, youmust

import it into Junos Space. See “Specifying Device-Specific Values in Definitions” in the

JunosSpaceNetworkApplicationPlatformUserGuide formore informationabout creating

a device-specific template definition.

Such one-time configuration commands are best suited to be part of device templates.

You can also create a golden configuration for all devices in the network on the basis of

locations, cache tier, and so on, which you can use to readily bring up a new device.

NOTE:

• The commands that are available through the Device Templates feature
and the commands that are available through the MFA GUI aremutually
exclusive. This ensures that there are nomismatches between the device
template configuration and the configuration done through the MFA GUI.

• Template definition and deployment is Media Flow Controller version
specific. That is, there are different templatedefinition schemaspublished
for different Media Flow Controller versions.

“Device Templates” in the Junos SpaceNetwork Application PlatformUser Guide contains

detailed instructions on creating and deploying template definitions and templates.

Briefly, the process to deploy a template to Media Flow Controller devices is as follows:

Before you begin:

• Makesureyouhave theappropriatepermissions.YouneedtheTemplateDesignManager

role to create and publish template definitions. Typically, the user with the Template

Manager role selects a template definition and creates a template from it to configure

one or more devices.

• Youmust not use your browser’s Back and Forward buttons to navigate the Device

Templates pages.

• Youmust configure all the supported Media Flow Controller properties in one single

template.

• Youmust upload the MFC 12.2.4 configuration schema file (config.xsd file) to Junos

Space Network Application platform and set this schema as the default schema. You

must contact the Juniper Networks technical support team to obtain this file.

Perform the following steps to upload this configuration schema file to Junos Space

Network Application platform:

a. Download this configuration schema file to your system.

b. From the Junos Space Network Platform GUI, select Platform > Administration >

Manage DMI Schemas > Update Schema. The SchemaUpdate page displays.
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c. From the SchemaUpdate page, click the Browse button adjacent to the Archived

Schemas File field and select the configuration file from your system.

d. ClickUpload. This file appearsunder theAvailableUpdates(already installedversions

are pre-selected) area.

e. Select the Enable SchemaOverwrite check box.

f. From theAvailableUpdates (already installed versions are pre-selected) area, select

this configuration file and click Install.

g. After the successful installation of the schema, clickManage DMI Schemas. The

Manage DMI Schemas page is displayed.

Toverifywhether the schemahasbeensuccessfully installed, see thecorresponding

job in the Job Management workspace.

h. From theManage DMI Schemas page, select this configuration file.

i. From the Actions list, click Set Default Schema to set this schema as the default

schema.

1. On the Create Defintion page, create a template definition.

To complete this task, follow the instructions mentioned in “Creating a Template

Definition” in the Junos Space Network Application Platform User Guide.

When you create a template definition, make sure that you:

a. Select theMedia Flow device family.

b. Select the appropriateOSVersion. The Device Templates feature is supported for

Media Flow Controller devices running version 12.2.4 or later.

c. Use the search function to quickly locate a specific configuration option. For more

information about locating a specific configuration option, see “Finding

ConfigurationOptions” in the JunosSpaceNetworkApplicationPlatformUserGuide.

d. Set device-specific values, if needed. For more information about setting

device-specific values, see “SpecifyingDevice-Specific Values inDefinitions” in the

Junos Space Network Application Platform User Guide.

The template definition file that you create is an XML file. The template definition file

contains its own schema and is different from the device configuration schema. A

template definition can be exported, modified, and imported to the same or a new

Junos Space server. For more information about template definitions, see “Template

Definitions” in the Junos Space Network Application Platform User Guide.

2. Publish the template definition. For more information about publishing a template

definition, see “Publishing andUnpublishing aTemplateDefinition” in the JunosSpace

Network Application Platform User Guide.

3. Define a configuration template or a variable-based configuration template with a

fixed set of configuration commands from the template definition.

For example, to map a license to a device, you need to provision a variable-based

configuration template. Junos Space configuration templates provide you with an
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option of marking this configuration value as “device-specific.” Typically, template

designers use a comma-separated value (CSV) file to provide device-specific values

in a template definition.

You can also use rules to supplement the device-specific value capability supplied

byCSV files. Specify rules to resolve device-specific values at the timeof deployment.

You can use rules in addition to or instead of CSV files.

To create a template, follow the instructions mentioned in “Creating a Template” in

the Junos Space Network Application Platform User Guide. Ensure that you select a

MEDIA-FLOW template.

TIP:

Before you deploy the device template:

• Select the template that ismost appropriate for your requirement from
theManage Templates page.

• Usermust create a single template for each “mfc-cluster” object as the
template deployment is not additive and if you create anddeploy a new
template for each feature under the same “mfc-cluster” object to a
device, the previous template deployed for that ‘mfc-cluster’ object is
undeployed, even if the subsequent template contains only additional
parameter settings.

4. Deploy the template to one or more Media Flow Controllers either on demand or at

a scheduled time in the future. You can select the Media Flow Controllers one by one

or filter them using their tags. Each publishing is handled as a Junos Space job. When

aconfiguration template ispublished tomultipleMediaFlowControllers, thepublishing

status for each Media Flow Controller is displayed in a separate row in the Job

Management workspace.

This deployment action also allows you to validate the template against the device

family and against the device. For more information about deploying a template, see

“Deploying a Template” in the Junos Space Network Application Platform User Guide.

After you deploy the template, if you want to:

• View the list of devices to which a template has been deployed, select View Template

Deployment from the Actions list.

• Verify the extent to which a template and the device to which the template has been

deployedmatch, select Audit Log Config from the Actions list.

For troubleshooting, see “Troubleshooting” under “Device Templates” in the Junos Space

Network Application Platform User Guide.

Table 3 on page 14 lists the Media Flow Controller CLI commands that are supported

through the Device Templates feature:
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Table 3: MFC CLI Commands Supported Through Junos Space Configuration Templates

DescriptionCLI Commands

Activate features with license keys.license install

Set the system's hostname.Hostname

Add a name server.ip name-server

Set the default gateway.ip default-gateway

Add a static route.ip route

Add a domain name to use when resolving hostnames.ip domain-list

Set the NTP server.

This command can be deleted or disabled.

ntp server

Set the timezone.

This command can be deleted or disabled.

clock timezone

Set SSH client authentication.ssh client user <user> authorized-key sshv2
<key>

Set SSH server configuration.ssh server
enable
listen

Set up the SNMP server, such as IPv4 SNMP Host, community string, listen
interface, syscontact, and syslocation. These parameters are configurable
through device templates.

Trap port, trap version, and enabling all traps cannot be configured through
device templates and are set to their default values.

This command can be deleted or disabled.

snmp-server

Allowconfigurationofup to threeTACACSserver hostsand their attributes—that
is, shared secret and timeout for every individual host. The remaining attributes
are set to their default values.

This command can be deleted or disabled.

tacacs-server host

Set the system logconfiguration to specify local and remote loggingandseverity
levels.

This command can be deleted or disabled.

logging
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Table 3: MFC CLI Commands Supported Through Junos Space Configuration
Templates (continued)

DescriptionCLI Commands

Configure RAM cache options.

The small-attribute command can be deleted or disabled.

ram-cache
cache-size-MB
dict-size-MB
small-buffers scale-factor number
small-attribute
size number
count number

Enable telnet.telnet-server enable

Tunemod-delivery service–related parameters. Enable snapshot (core file) to
be generated when themod-delivery service crashes. Enable considering
pre-read status before declaring the system status UP.

service snapshotmod-delivery enable

service statusmod-delivery include disk

Configure network layer parameters.

Thenetworkconnectionconcurrentsessioncommandcanbedeletedordisabled.

network connection concurrent session

network connection origin failover
use-dns-response

This command is not needed if theMedia FlowController CLI command is fixed
to set “auto” as the default value.

name-resolver cache-timeout (auto | random
| seconds)

Related
Documentation

• Media Flow Activate Overview on page 4

• Quick Reference to Tasks in Media Flow Activate
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PART 2

Administration

• Managing andMonitoringMedia FlowControllers withMedia FlowActivate on page 19
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CHAPTER 2

Managing and Monitoring Media Flow
Controllers with Media Flow Activate

• Monitoring a Media Flow Controller Dashboard fromMFA on page 19

• Launching the Media Flow Controller Secure Console fromMFA on page 20

• Upgrading or Rolling Back the Media Flow Controller Software Image on page 22

• Restoring Media Flow Controller Device Configuration on page 24

• Replicating Media Flow Controller Device Configuration on page 26

• Restarting Media Flow Controller Devices or Services on page 27

• Tagging Media Flow Controller Objects on page 28

• Provisioning Resource Pools to MFC Devices on page 29

• Managing Resource Pool Associations on page 30

• Actions on Resource Pools on page 32

• Fault Monitoring with SNMP on page 33

• Audit LogsWorkspace Overview on page 39

• Job ManagementWorkspace Overview on page 42

Monitoring aMedia Flow Controller Dashboard fromMFA

Purpose Media Flow Activate allows you to view the Dashboard for any selected Media Flow

Controller.

Action FromtheManageMFCspage, selectadevice.On theActions list, selectLaunchDashboard.

The Login page for the selected Media Flow Controller is displayed. Log in to see the

Dashboard page of the Management Console for that Media Flow Controller.

Meaning The Dashboard provides usage information for the system.

Statistics

• Cumulative since—Time this Media Flow Controller has been running without reboot

or shutdown

• GB delivered—Total byte count of all objects that Media Flow Controller has delivered

since running
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• Cache hit ratio—Number of objects that Media Flow Controller has served from the

RAM or disk divided by the total number of objects served; this includes the following

parameters:

• Bandwidth—Total number of bytes delivered from the RAM or disk divided by the

total number of bytes delivered

• NumberofRequests—Total numberofobjectsdelivered fromtheRAMordiskdivided

by the total number of objects delivered (irrespective of their size)

• Objects Delivered—Total number of objects served by this Media Flow Controller since

running

Graphs

• Open Connections—Media Flow Controller connections to the client, both HTTP and

RTSP, and origin manager connections (om-session)

• Weekly Bandwidth Savings—Saved bandwidth—that is, bandwidth used by traffic that

did not come from the origin server

• Cache Throughput—Bandwidth and place fromwhich data was served

• CacheTierThroughput—Green indicates thatdata is served fromcache; yellow indicates

that data is promoted from cache; red indicates that data is evicted from cache

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about the Media Flow Controller dashboard.

Related
Documentation

Media Flow Activate Overview on page 4•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

Launching theMedia Flow Controller Secure Console fromMFA

You can use the Launch Secure Console feature in Media Flow Activate to open an SSH

session to connect to a previously discovered Media Flow Controller. After you connect

to a device, a terminal window is opened for that SSH connection in which you can enter

CLI commands to monitor or troubleshoot the device.

Because this feature initiates the SSH session from the Junos Space server (rather than

fromyour browser), it provides a secure and reliable connection toMedia FlowController.

You can establish separate SSH connections to one or more Media Flow Controllers

simultaneously. A separate window is spawned for each SSH connection. However, only

one SSH session per Media Flow Controller can be established at a time.
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To open an SSH connection to Media Flow Controller, the following conditions must be

met:

• Media Flow Controller should have been previously discovered in Media Flow Activate.

That is, you can establish SSH connections only to those Media Flow Controllers that

are displayed in Media Flow Activate.

• SSH v2 is enabled on Media Flow Controller.

• The status of Media Flow Controller is “UP.”

• A valid username and password have been configured on the Media Flow Controller.

• The terminal type parameter is set to console, dumb, or ansi. If terminal type is set to
ansi, make sure that the Terminal length parameter is set to a value of 999.

You can set the terminal type by running the following commands (make sure that you

perform this task before running any other CLI commands on the SSH console):

a. After you log in to Media Flow Controller, type enable.

The following is displayed:Media Flow Controller host name#

b. Type configure terminal.

The following is displayed:Media Flow Controller host name (config) #

c. Type terminal type console to set up the terminal type.

TIP: By default, if you are inactive, you are automatically logged out of the
SSH console after five minutes. To prevent this automatic log out due to
inactivity, selectPlatform>Administration>ManageApplications> (Choose)

Network Application Platform > (action)Modify Application Settings > (link)

User > Automatic logout after inactivity and set the value to 30minutes.

To launch the secure console of Media Flow Controller:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Select Media Flow Controller.

3. On theActions list, select LaunchSecureConsole. TheSSHtoDevicepage is displayed.

The IP field displays the IP address of the selected Media Flow Controller and is

typically unavailable.

4. In the Username and Password fields, enter the administrator login credentials of the

selected Media Flow Controller. The name and passwordmust match the name and

password configured on Media Flow Controller.

5. Click Connect to establish an SSH session with the selected Media Flow Controller.

A terminal windowopens in a non-modal pop-upwith an SSH connection opened on

the selected Media Flow Controller.
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NOTE: Youmight encounter the error messages “Unable to Connect,”
“Authentication Error,” or “Connection Lost or Terminated,” which are
displayed as standard text in the terminal window.When an error occurs,
all other functionality in the terminal window is stopped. If you encounter
such an error, close the terminal window and open a new SSH session.

6. From the terminal window prompt, enter CLI commands to monitor or troubleshoot

the device.

NOTE: See the “Secure Console” section of the Junos Space Network
Application Platform User Guide for detailed information about this feature.
For more information about the Media Flow Controller CLI commands, see
theMedia Flow Controller CLI Command Reference Guide.

Related
Documentation

Media Flow Activate Overview on page 4•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

Upgrading or Rolling Back theMedia Flow Controller Software Image

Using Media Flow Activate, you can upgrade or roll back the software running on Media

Flow Controllers. Both these operations interrupt the content delivery services and

therefore require the network operations center (NOC) operators to gracefully take the

Media Flow Controllers “out of service” for maintenance before performing an upgrade

or a rollback.

Typically, a fresh Media Flow Controller containing two partitions has the same version

of thesoftware image installedonbothpartitions (that is, inactiveandstandbypartitions).

To perform an upgrade, you can download the latest software image in the standby

partition and start Media Flow Controller with this software image. However, if you find

that the upgraded image is unstable or for some other reason you want to revert to the

previous running image, Media Flow Activate provides the capability to roll back to the

previous software image and configuration that was in use before it was upgraded. This

image and the corresponding configuration are available in the standby partition.

NOTE:

Before you begin an upgrade or a rollback:

• Ensure that you have the URL of the software upgrade image when you
want to perform an upgrade.

• The Connection Status of the Media Flow Controllers is up.
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To perform a software upgrade on selected Media Flow Controllers by using Media Flow

Activate:

1. From the left navigation panel, clickMedia Flow Devices.

2. Select the Media Flow Controllers and click Software ImageManagement.

3. In theDownload& Install field, enter theURL of the image to be downloaded (a newer

version of the image fromwhat is currently running in Media Flow Controllers). You

can select one of the following protocols for the download: HTTP, HTTPS, SCP, FTP,

SFTP, and TFTP.

4. ClickOk. A pop-up is displayed with a status message, “Please click on Job Id to view

details,” and the job ID. Click the job ID to check whether the Media Flow Controllers

have successfully downloaded and copied the image to their standby partitions.

5. Select theMedia FlowControllers towhich you have downloaded the new image and

click Software ImageManagement.

6. Click Boot standby image to reboot Media Flow Controllers with the new image.

7. ClickOk. Media Flow Controllers reboot with the image in the standby partition. A

pop-up is displayedwith a statusmessage, “Please click on Job Id to viewdetails,” and

the job ID.Click the job ID to checkwhether theupgradewas successful. If theupgrade

was a failure, then Media Flow Controller automatically reboots with the image that

was running previously. In this case, youmay have to retry upgrading the Media Flow

Controllers.

If theupgrade is successful, thepartitionwith theupgraded imagebecomes theactive

partition, whereas the other partition with the previous image becomes the standby

partition. After you verify that the upgrade has been successful, make sure that you

put the Media Flow Controllers back into service. The upgrade preserves the current

saved configurations.

To roll back to the software image version fromwhich it was upgraded, you can select

the Media Flow Controllers and click Boot standby image. Media Flow Controller reboots

with the image in the standby partition. A pop-up is displayed with a status message,

“Please click on Job Id to view details,” and the job ID. Click the job ID to check whether

the rollback was successful.

NOTE: When you initiate an upgrade or a rollback onmultiple Media Flow
Controllers, the job that is created comprises several subjobs; each subjob
represents the user-initiated action for a single Media Flow Controller. From
the JobManagement workspace, select themain job to view details about
the subjobs, such as whether they were successful or not.

Related
Documentation

Media Flow Activate Overview on page 4•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate
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RestoringMedia Flow Controller Device Configuration

You can restore configurations within Media Flow Controller when it has experienced a

hardware failure (such as a root disk crash) resulting in the loss of configuration data

stored on the device. After the hardware is restored, either by replacing the FRU or the

entire server, you can use Media Flow Activate to rapidly restore the services delivered

by that device.

This section describes the process of restoring the device configuration of Media Flow

Controller after a complete (non-recoverable) failure or corruption of the Media Flow

Controller configuration file.

NOTE: Restore the device configuration only after you have restored the
Media Flow Controller platform configuration (infrastructure-level
configuration) by using the configuration templates stored in Media Flow
Activate or manually.

The Media Flow Activate GUI provides you with the following options:

• Restore service(s)—This action restores the service configurations on the selected

devices.

Media Flow Activate maintains a configuration database, which serves as the source

of reference for configuration-related information. So, when you choose to restore the

configuration of a device, Media Flow Activate restores the configuration from this

database rather than from the device itself.

• Remove all services—This action removes the service configurations from the selected

devices. Note that this action does not set the devices to the factory default

configuration. It only wipes out or resets the existing service-specific configuration.

To restore or remove the device configuration:

1. ClickMedia Flow Devices.

2. Select the Media Flow Controllers whose configurationmust be restored or removed.

3. From theActions list, select eitherRestore service(s) to restore the services orRemove

all services to remove the services from the Media Flow Controllers. A new job is

created and amessage with the job ID is displayed. Click the job ID to knowwhether

the action is a success or a failure.

If the job is successful, then the following configurations are restored or removed:

• Content Ingest services

• HTTP Reverse Proxy services

• Network Optimization services

• Access log profiles
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• Cache-tuning policies

• Policy scripts

• Origin maps

• Resource pools

• Virtual players

Usually, the following configurations are not restored or removed:

• Interface configuration

• Device configuration

• BGP configuration

• Space configuration templates

ExampleWorkflow for Restoring Device Configuration

Consider that you want to restore the device configuration of Media Flow Controller,

MFC-A. Perform the following steps to restore the device configuration:

1. Delete all the existing service-specific configurations by clicking Remove all services

so that there are no conflicts while restoring the configuration of MFC-A.

2. Use Junos Space configuration templates to restore the platform-level configuration

of MFC-A. In addition, manually restore the BGP, device, and interface configuration

of MFC-A by using the UI.

3. Click Restore service(s) to restore the service configuration of MFC-A with the

configuration stored in the Media Flow Activate database.

Related
Documentation

Media Flow Activate Overview on page 4•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate
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ReplicatingMedia Flow Controller Device Configuration

FromMedia Flow Activate, you can replicate or clone the device configuration from one

Media Flow Controller to several Media Flow Controllers. This operation is useful when

newMedia Flow Controllers are added to the network to expand capacity or replace a

failed device. You can quickly replicate standard configuration templates on the new

devices.

NOTE: Replicate the device configuration only after you have replicated the
Media Flow Controller platform configuration (infrastructure-level
configuration) by using the configuration templates stored in Media Flow
Activate or manually.

To replicate a device configuration:

1. ClickMedia Flow Devices.

2. Select the Media Flow Controller whose configuration must be replicated.

3. On the Actions list, select Replicate Device.

4. Select theMediaFlowControllersonwhich thedeviceconfigurationmustbe replicated.

5. Click Replicate. A new job is created and amessage with the job ID is displayed. You

can click the job ID to knowwhether the replication job is a success or a failure. If the

new device contains any previous resource pool configuration, then this action fails.

This prevents any accidental overwrites.

Media Flow Activate maintains a configuration database, which serves as the source

of reference for configuration-related information. So, when you choose to replicate

the configuration of a device, Media Flow Activate replicates the configuration from

this database rather than from the device itself.

If the job is successful, then the following configurations are replicated in the selected

Media Flow Controllers:

• Content Ingest services

• HTTP Reverse Proxy services

• Network Optimization services

• Access log profiles

• Cache-tuning policies

• Policy scripts

• Origin maps

• Resource pools (both global and user-defined resource pool configurations)

• Virtual players
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Usually, the following configurations are not replicated because they are unique to a

device:

• Interface configuration

• Device configuration

• BGP configuration

• Space configuration templates—In this case, the Template feature provides the facility

to set device-specific values and hence there is no need of replication.

If the purpose of replication is to replace the servers with a higher-performance server,

then after the new server is put in service, one or more of the existing servers that were

cloned or replicated can be removed from service.

Related
Documentation

Media Flow Activate Overview on page 4•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

RestartingMedia Flow Controller Devices or Services

You can restart selected Media Flow Controller devices or the delivery services on them

by using Media Flow Activate.

RestartingaMediaFlowController bringsdownall services; restarting servicesonaMedia

Flow Controller stops media delivery services.

To restart selected Media Flow Controllers by using Media Flow Activate:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Select the discovered devices that you want to restart.

3. On the Actions list, select Restart Device(s). The Restart Device(s) configuration page

is displayed.

4. Click Yes to proceed with the restart and close the window. Click No to cancel the

restart and close the window. The selected Media Flow Controllers are restarted;

there is no progress bar or completion message, but the status on the Manage MFCs

page changes.

To restart services on selected Media Flow Controllers by using Media Flow Activate:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Select the discovered devices on which you want to restart a service.

3. On theActions list, selectRestartService from the list of available actions. TheRestart

Service configuration page is displayed.
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4. Select the Delivery Service and Content Ingest Service options as needed and click

Restart.

5. Click Yes to proceed with the restart and close the window. Click No to cancel the

restart and close the window. A job is created. You can view the status of the job in

the JobManagementworkspace.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about restarting services and devices.

Related
Documentation

Media Flow Activate Overview on page 4•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

TaggingMedia Flow Controller Objects

Tagging allows you to label and categorize objects from an application workspace

manage inventory landing page. Subsequently, you can view and use these tags to easily

search for multiple objects to view their status or perform a bulk action on themwithout

having to select each object individually.

To tag objects, you navigate to the application workspacemanage inventory landing

page (such as Media Flow Devices, Service Design), select the objects that are to be

tagged, and select Tag on the Actions list.

TIP: When you specify the tag name, make sure that it does not start with a
space; contain a comma, double quotationmarks, or parentheses; or exceed
255 characters.

The tags that you create are private and hence are visible only to you. However, to share

the tags with other users, you need the “Tag Administrator” privileges.

For detailed instructions about tagging anobject, refer to the “Tagging anObject” section

in the Junos Space Network Application Platform User Guide.

After you tag the object, you can perform the following actions:

• Filtering inventory using tags—To perform an operation onmultiple objects, tag the

objects with an identical tag name and later filter them using the specific tag. After all

the objects are listed, you can perform the permitted actions from theActions list after

selecting them.

To filter Media Flow Controller objects by using a tag:

1. On the workspace inventory page, from the Search list (usually located at the

upper-right corner of the page), select Tags.
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2. From the adjacent list, select the tag name. Alternatively, in the list, you can type

the first letter of the tag to narrow down the list.

The inventory page displays only the objects that are tagged with the selected tag.

• Viewing tags—The View Tags action from application workspace inventory pages

allows you to see all the tags that you have assigned to amanaged object. Youmust

first tag amanaged object to see its tags. The tags that are displayed are those that

are created by you (private tags) and those that are shared (public tags).

To view the tagsassigned toan inventory object, navigate to theapplicationworkspace

manage inventory landing page, select the object, and select ViewTags on the Actions

list.

For detailed instructions about viewing the tags associated with amanaged object,

refer to the “Viewing Tags” section in the Junos Space Network Application Platform

User Guide.

• Untagging an object—You can untag or remove a tag from an object on a workspace

inventory page. You can select only one object at a time to untag.

To untag an object, navigate to the application workspacemanage inventory landing

page, select the object, and selectUntagon theActions list. From thedialog box, select

the tags to untag.

Related
Documentation

Media Flow Activate Overview on page 4•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

Provisioning Resource Pools toMFC Devices

After creating a resource pool, you have to provision it on Media Flow Controller devices

to ensure that the configured resources are reserved for that pool from the available

system resources.

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

2. ClickManage Resource Pools. The Manage Resource Pools page is displayed.

3. Select the resource pools.

4. On the Actions list, select Provision Resource Pool. The Provision Resource Pool to

Device dialog box appears.

This dialog box displays all the available devices (Device Name column) to which you

can provision the resource pool, including their IP addresses (IP Address column),

whether they are up (Connections Status column), and the list of pools (Current

Resource Pool List column) that have been previously provisioned on the device.

It is recommended that you provision the resource pools on those devices that are

up. When a device is down, the provisioning may not be a success.
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Additionally, click View under the Current Resource Pool List column to view the list

of pools that were previously provisioned on a specific device before provisioning

additional pools to the device.

CAUTION: While provisioning, make sure that the resources allocated to
a resource pool do not exceed the available system resources.

5. Select the devices to which you want to provision the resource pools.

Use theSearchoption todisplay specificMedia FlowControllers by filtering using their

names or tags.

6. Click Next. The selected pools and the selected devices are displayed. If you want to

make any modification to this list, click Previous andmake changes, as needed.

7. Click Provision. The Job Information dialog box appears with a job ID.

8. Click the job ID to check whether the provisioning job was successful or clickOK to

exit.

If the job is not successful, the possible causes could be one of the following:

• Devices were not up.

• Resource pool allocation exceeded the available system resources (global pool)

for a certain device.

Related
Documentation

Managing Resource Pool Associations on page 30•

• Provisioning Services

• Actions on Resource Pools on page 32

• Creating Resource Pools on page 55

• Resource Pools Overview on page 9

• Media Flow Activate Overview on page 4

• Quick Reference to Tasks in Media Flow Activate

Managing Resource Pool Associations

You can view the association of the resource pools to Media Flow Controller servers to

which they have been provisioned and take suitable actions, such as reprovisioning them

if the earlier provisioning had failed.

From theManage Resource Pool Associations page, you can:

• Reprovision the resource pools

Typically, you reprovision the resource pools when you havemade changes to the

existing configuration and want the new configuration to take effect or if the previous

provisioning had failed.
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• Delete the resource pools

Typically, you delete the resource pools when they are no longer used or needed. This

actioncauses the resourcesallocated to the resourcepools tobeautomatically returned

to the global resource pool.

CAUTION: If a reverse proxy service has been successfully provisioned to
a resource pool, deprovision the service before deleting the resource pool.

To perform these actions:

1. From theManage Resource Pools page, select the resource pool.

2. On the Actions list, selectManage Resource Pool Associations. TheManage Resource

Pool Associations dialog box appears.

This dialog box lists the devices on which the resource pool was provisioned and

indicates whether the provisioning was successful. Use the Search option to display

specific Media Flow Controllers by filtering using their names or tags.

TIP: Provisioning a resource pool to a device is successful only when the
device is “In Sync” status. Verify the device status in theManaged Status

column before provisioning.

3. Select the device and perform one of the following tasks:

• Click Provision Again to reprovision the resource pools.

The Job Information dialog box appears. Click the job ID to view the job’s status or

clickOk to exit.

• Click De-provision to deprovision the resource pools. You are prompted for a

confirmation. Click Yes to deprovision the resource pools or No to exit.

CAUTION: If a reverse proxy service has been successfully provisioned
to a resource pool, deprovision the service before deleting the resource
pool.

• Click Cancel to exit.

Related
Documentation

Provisioning Services•

• Provisioning Resource Pools to MFC Devices on page 29

• Actions on Resource Pools on page 32

• Creating Resource Pools on page 55

• Resource Pools Overview on page 9

• Media Flow Activate Overview on page 4
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• Quick Reference to Tasks in Media Flow Activate

Actions on Resource Pools

FromtheManageResourcePoolspage, youcanperformthe followingactionson resource

pools by clicking the links on theActions list. You have to select the resource pools before

performing any actions on them:

• Modify Resource Pool—Other than the resource pool name, you canmodify all the

configuration settings, such as the maximum bandwidth that you want to allocate to

the resource pool, the maximum concurrent sessions that it can support, and the

description.

You canmodify only one resource pool at a time.

• Delete Resource Pool(s)—Delete one or more resource pools.

If the resource pool is provisioned to a device, deprovision the resource pool before

deleting it.

• ProvisionResourcePool—Provision the resourcepoolsonMediaFlowController servers.

See “Provisioning Resource Pools to MFC Devices” on page 29 for more information

about provisioning the resource pools.

• Manage Resource Pool Associations—View the association of a resource pool to the

Media Flow Controller servers to which it has been provisioned. You can reprovision

the resource pool or deprovision it fromMedia Flow Controller servers depending on

the actions that you choose to perform. See “Managing Resource Pool Associations”

on page 30 for more information about managing the resource pools associated with

Media Flow Controllers.

You canmanage only one resource pool at a time.

• Tag It—Tag the resource pools.

• View Tags—View the tags associated with a specific resource pool.

• Untag It—Untag the selected tags from the specific resource pool.

For more information about tagging, see “Tagging Media Flow Controller Objects” on

page 28.

Related
Documentation

Provisioning Resource Pools to MFC Devices on page 29•

• Managing Resource Pool Associations on page 30

• Provisioning Services

• Creating Resource Pools on page 55

• Resource Pools Overview on page 9

• Media Flow Activate Overview on page 4
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Fault Monitoring with SNMP

To provide network monitoring capabilities, Junos Space Network Application Platform

is integratedwithathird-party toolcalledOpenNMS.TheOpenNMSnetworkmanagement

applicationplatformprovidessolutions forenterprisesandcarriers. JunosSpaceNetwork

Application Platform on which OpenNMS is installed exposes some functionality of

OpenNMS through the Network Monitoring workspace. The default performance

management configuration of OpenNMS for Media Flow Activate enables you to quickly

view basic device statistics, such as device availability and interface availability for the

entire Media Flow Network through the OpenNMS dashboard landing page. As a Media

Flow Network administrator or Data Center administrator, you canmonitor the

performancestatisticsof individualMediaFlowController devicesaswell asnetworkwide

aggregated statistics using the OpenNMS dashboard. You can also configure OpenNMS

to display critical events, such as delivery outages, on the same dashboard.

Formore informationaboutOpenNMSconfiguration-related information, see the“Network

Monitoring” section in the Junos Space Network Application Platform User Guide.

CAUTION: Although you can access additional OpenNMS functionality by
customizing its XML files, editing these files can affect the functionality of
the Network Monitoring workspace. Juniper Networks does not support
changes to OpenNMS.

In order to facilitate fault monitoring from the NetworkMonitoringworkspace:

• WhenMedia Flow Controllers are discovered from the Junos Space GUI, they are

automatically added to the list of monitored devices or nodes on OpenNMS.

• All the basicmonitoring capabilities, such as the ICMPping for device outage, interface

availability, and service outages, are supported for Media Flow Controllers.

• MediaFlowControllers are configured to send trapsor notifications toOpenNMSwhen

significant events occur on the Media Flow Controller devices. The list of Media Flow

Controller events that can be tracked from the OpenNMS dashboard are listed in

Table 4 on page 35 and Table 5 on page 37.

Before you start monitoring the Media Flow Controller, make sure that the SNMP server

host IP address of the Media Flow Controller is set to the Junos Space server IP address.

You can use the Junos Space device template feature to provision this configuration to

multiple Media Flow Controllers (Device Templates > Create Definition >Media Flow >

Configuration > Services >Mfc cluster > System >Monitoring > Snmp server > Host > Ip

address).

For more information about all the operations that you can perform from the Network

Monitoringworkspace, see the “NetworkMonitoringUI” section in the JunosSpaceNetwork

Application PlatformUser Guide. The following list of actions should help you get started:

• Select Node List and click one of the displayed nodes to view:
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• General status of the node

• Recent events that occurred in the node

• Recent outages that occurred in the node

• Notifications

• SNMP attributes

• Availability of the interfaces

TIP: If youhave recentlymodified thehostnameofaMediaFlowController,
it is possible that this nodemay not be displayed in the nodes list.
Resynchronize the nodes to update this list. Select NetworkMonitoring >

Node List > Resync Nodes > Confirm to complete this task.

• Select Search to search for a specific node.

• Select Dashboard to open the OpenNMS dashboard.

• Select Events to view the events that occurred within the network. From the Events

page that is displayed, select View all events to view all the events. In the tabular view,

click the Severity, Node, or Time column heading to sort the data in ascending or

descending order. For more information about these events, see the “Events” section

in the Junos Space Network Application Platform User Guide.

NOTE: Every change in the network can be considered an event. An event
is raised in OpenNMS as a result of receiving an SNMP Trap from aMedia
Flow Controller device. If you do not receive an event that occurred in any
of the Media Flow Controller device that you aremonitoring, make sure
that the corresponding SNMP trap is enabled through the Media Flow
Controller CLI command (mentioned at the end of this topic).

• SelectAlarms to viewsignificant events that occurredon thenetwork. From theAlarms

page that is displayed, select All alarms (summary) or All alarms (detail) to view the

shorter or detailed version of all the alarms. For more information about alarms, see

the “Alarms” section in the Junos Space Network Application Platform User Guide.

FromMedia Flow Activate, you can view the alarms that are specific to eachMedia Flow

Controller from theMedia Flow Devices inventory landing page:

1. ClickMedia Flow Devices to view the list of Media Flow Controllers.

2. Select the Media Flow Controller whose alarms you want to view.

3. From the Actions list, select View Service Alarms. The alarms that are specific to the

device are displayed.

Table 4 on page 35 lists the SNMP alarm events of severity levels—critical, major, and

minor (in that order), which are displayed on the OpenNMS dashboard. To view the
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corresponding clear alarm events (alarms that indicate that the system has recovered

from events of higher severity levels), see Table 5 on page 37.

Table 4: SNMPAlarm Events

LogMessageDescription
Severity
Level

SNMP Event or Trap (Alarm
Event)

jmfcFanFailure trap receivedThe system fan has
stopped functioning.

CriticaljmfcFanFailure

jmfcPowerSupplyFailure trap receivedThe systempower supply
has failed.

CriticaljmfcPowerSupplyFailure

jmfcSmartError trap receivedSMARThassentanevent
about a possible disk
error.

CriticaljmfcSmartError

jmfcUnexpectedShutdown trap receivedThe system has shut
down unexpectedly.

CriticaljmfcUnexpectedShutdown

jmfcServiceCrash trap received
jmfcServiceName=name

One of the monitored
services is down due to a
crash.

MajorjmfcServiceCrash

jmfcCpuUtilHigh trap received
jmfcCpuUtil=%parm[#1]%
jmfcCpuUtilErrThreshold=%parm[#2]%;

The aggregate CPU
utilizationacrossallCPUs
is high.

MajorjmfcCpuUtilHigh

jmfcDiskSpaceLow trap received
jmfcDiskName=%parm[#1]%
jmfcDiskFreeSpace=%parm[#2]%
jmfcDiskSpaceErrThreshold=%parm[#3]

Free disk space is low.MajorjmfcDiskSpaceLow

jmfcOriginNodeDown trap receivedOne of the nodes in the
cluster is down.

MajorjmfcOriginNodeDown

jmfcApplCpuUtilHigh trap received
jmfcAppMaxCpuUtil=%parm[#1]%
jmfcAppMaxCpuUtilErrThreshold=%parm[#2]%

CPU utilization of core
HTTP Engine is high.

MajorjmfcApplCpuUtilHigh

jmfcServiceExit trap received
jmfcServiceName=%parm[#1]%

One of the services
managed by Process
Manager has exited
unexpectedly, buthasnot
left a core file.

MajorjmfcServiceExit

jmfcServiceLivenessFailure trap received
jmfcServiceName=%parm[#1]%

Process Manager has
detected that a process
has hung and is set to
restart.

MajorjmfcServiceLivenessFailure

jmfcCacheHitRatioLow trap received
jmfcCacheHitRatio=%parm[#1]%
jmfcCacheHitRatioErrThreshold=%parm[#2]%

Cache hit ratio is low.MinorjmfcCacheHitRatioLow
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Table 4: SNMPAlarm Events (continued)

LogMessageDescription
Severity
Level

SNMP Event or Trap (Alarm
Event)

jmfcMemUtilizationHigh trap received
jmfcMemUtil=%parm[#1]%
jmfcMemUtilErrThreshold=%parm[#2]

Memory utilization on the
system is high.

MinorjmfcMemUtilizationHigh

jmfcNetUtilizationHigh trap received
jmfcNetIntfUtilCurrent=%parm[#1]%
jmfcNetIntfUtilErrThreshold=%parm[#2]%

Networkutilizationon the
system is high.

MinorjmfcNetUtilizationHigh

jmfcDiskIOHigh trap received
jmfcDiskName=%parm[#1]%
jmfcDiskIORate=%parm[#2]%
jmfcDiskIORateErrThreshold=%parm[#3]%

Disk I/O on the system is
high.

MinorjmfcDiskIOHigh

jmfcCacheBandwidthUsageHigh trap received
jmfcCacheBw=%parm[#1]%
jmfcCacheBwErrThreshold=%parm[#2]%s

The cache bandwidth
usage is high.

MinorjmfcCacheBandwidthUsageHigh

jmfcOriginBandwidthUsageHigh trap received
jmfcOriginBw=%parm[#1]%
jmfcOriginBwErrThreshold=%parm[#2]%

The origin bandwidth
usage is high.

MinorjmfcOriginBandwidthUsageHigh

jmfcDiskBandwidthUsageHigh trap received.
jmfcDiskName=%parm[#1]%
jmfcDiskBW=%parm[#2]%
jmfcDiskBWErrThreshold=%parm[#3]%

Thediskbandwidthusage
is high.

MinorjmfcDiskBandwidthUsageHigh

jmfcConnectionRateHigh trap received
jmfcConnectionRateCurrent=%parm[#1]%
jmfcConnectionRateErrThreshold=%parm[#2]%

The connection rate is
high.

MinorjmfcConnectionRateHigh

jmfcTransactionRateHigh trap received
jmfcTransactionRateCurrent=%parm[#1]%
jmfcTransactionRateErrThreshold=%parm[#2]%

The HTTP transaction
rate is high.

MinorjmfcTransactionRateHigh

jmfcPagingHigh trap received
jmfcPagingCurrent=%parm[#1]%
jmfcPagingErrThreshold=%parm[#2]%

Thepagingactivity is high.MinorjmfcPagingHigh

jmfcResourcePoolUsageHigh trap received
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has exceeded its
defined upper limit.

MinorjmfcResourcePoolUsageHigh

jmfcResourcePoolUsageLow trap received
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has fallen lower than
its defined lower limit.

MinorjmfcResourcePoolUsageLow

Table 5 on page 37 lists the alarm events that indicate that the system has recovered

from events of higher severity levels.
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Table 5: SNMPClear Alarm Events

LogMessageDescription
Severity
Level

SNMP Event or Trap (Clear
Alarm Event)

jmfcServiceUptrap received,ClearingServiceCrash
Alarm. jmfcServiceName=name

One of the monitored
services is restarted.

ClearedjmfcServiceUp

jmfcFanStatusOKtrap received,ClearingFanFailure
Alarm.

The fan status is okay.ClearedjmfcFanStatusOK

jmfcPowerSupplyOk trap received, Clearing Power
Supply Alarm.

The systempower supply
is restored.

ClearedjmfcPowerSupplyOk

jmfcCacheHitRatioOk trap received,ClearingCache
Hit Ratio Low Alarm.
jmfcCacheHitRatio=%parm[#1]%
jmfcCacheHitRatioClrThreshold=%parm[#2]%

Cache hit ratio is normal.ClearedjmfcCacheHitRatioOk

jmfcCpuUtilOk trap received, Clearing CPU
Utilization High Alarm. jmfcCpuUtil=%parm[#1]%
jmfcCpuUtilClrThreshold=%parm[#2]%

The aggregate CPU
utilizationacrossall CPUs
has fallenback tonormal.

ClearedjmfcCpuUtilOk

jmfcDiskSpaceOk trap received,ClearingDiskSpace
Alarm. jmfcDiskName=%parm[#1]%
jmfcDiskFreeSpace=%parm[#2]%
jmfcDiskSpaceClrThreshold=%parm[#3]%

Free disk space is normal.ClearedjmfcDiskSpaceOk

jmfcMemUtilizationOk trap received, Clearing High
Memory Utilization Alarm.
jmfcMemUtil=%parm[#1]%
jmfcMemUtilClrThreshold=%parm[#2]%

Memory utilization on the
system has come down
to the normal level.

ClearedjmfcMemUtilizationOk

jmfcNetUtilizationOk trap received, Clearing Net
Utilization High Alarm.
jmfcNetIntfUtilCurrent=%parm[#1]%
jmfcNetIntfUtilClrThreshold=%parm[#2]%

Networkutilizationon the
system has come down
to the normal level.

ClearedjmfcNetUtilizationOk

jmfcDiskIOOk trap received, Clearing Disk IO High
Alarm. jmfcDiskName=%parm[#1]%
jmfcDiskIORate=%parm[#2]%
jmfcDiskIORateClrThreshold=%parm[#3]%

Disk I/O on the system
has come down to the
normal level.

ClearedjmfcDiskIOOk

jmfcOriginNodeUp trap receivedOne of the failed nodes in
the cluster is up, clearing
Origin Node Down Alarm.

ClearedjmfcOriginNodeUp

jmfcApplCpuUtilOk trap received, Clearing App.
Utilization High Alarm.
jmfcAppMaxCpuUtil=%parm[#1]%
jmfcAppMaxCpuUtilClrThreshold=%parm[#2]%

CPU utilization of core
HTTP Engine has fallen
back to normal.

ClearedjmfcApplCpuUtilOk

jmfcCacheBandwidthUsageOk trap received,
Clearing Cache Bandwidth Usage High Alarm.
jmfcCacheBw=%parm[#1]%
jmfcCacheBwClrThreshold=%parm[#2]%

The cache bandwidth
usage has come down
within normal limits.

ClearedjmfcCacheBandwidthUsageOk
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Table 5: SNMPClear Alarm Events (continued)

LogMessageDescription
Severity
Level

SNMP Event or Trap (Clear
Alarm Event)

jmfcOriginBandwidthUsageOk trap received,
Clearing Origin Bandwidth Usage High Alarm.
jmfcOriginBw=%parm[#1]%
jmfcOriginBwClrThreshold=%parm[#2]%

The origin bandwidth
usage has come down
within normal limits.

ClearedjmfcOriginBandwidthUsageOk

jmfcDiskBandwidthUsageOk trap received,Clearing
Disk Bandwidth Usage High Alarm.
jmfcDiskName=%parm[#1]%
jmfcDiskBW=%parm[#2]%
jmfcDiskBWClrThreshold=%parm[#3]%

Thediskbandwidthusage
has come downwithin
normal limits.

ClearedjmfcDiskBandwidthUsageOk

jmfcConnectionRateOk trap received, Clearing
Connection Rate High Alarm.
jmfcConnectionRateCurrent=%parm[#1]%
jmfcConnectionRateClrThreshold=%parm[#2]%

The connection rate has
comedownwithinnormal
limits.

ClearedjmfcConnectionRateOk

jmfcTransactionRateOk trap received, Clearing
Transaction Rate High Alarm.
jmfcTransactionRateCurrent=%parm[#1]%
jmfcTransactionRateClrThreshold=%parm[#2]%

The HTTP transaction
rate has come down
within normal limits.

ClearedjmfcTransactionRateOk

jmfcPagingOk trap received, Clearing Paging High
Alarm. jmfcPagingCurrent=%parm[#1]%
jmfcPagingClrThreshold=%parm[#2]%

The paging activity has
come down to normal
level.

ClearedjmfcPagingOk

jmfcResourcePoolHighUsageOK trap received,
Clearing Resource Pool usage High Alarm.
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has fallen back to its
normal limit.

ClearedjmfcResourcePoolHighUsageOK

jmfcResourcePoolLowUsageOK trap received,
Clearing Resource Pool Usage Low Alarm.
jmfcResourcePoolName=%parm[#1]%
jmfcResourcePoolBandwidth=%parm[#2]%
jmfcResourcePoolActiveConns=%parm[#3]%

The usage of a resource
pool has come up to its
normal limit.

ClearedjmfcResourcePoolLowUsageOK

You can execute the following commands to view and enable events and alarms in a

Media Flow Controller device:

• show snmp events cr—View the list of SNMP events that are enabled.

• snmp-server traps event event-name cr—Enable a specific SNMP event.

• show stats alarm cr—View the list of alarms that are enabled.

• stats alarm alarm-ID [enable|clear|event-repeat|rate-limit|falling|rising]—Enable a

specific alarm.

Related
Documentation

Media Flow Activate Overview on page 4•
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• Quick Reference to Tasks in Media Flow Activate

Audit LogsWorkspace Overview

From the Audit Logs workspace, with the Audit Log Administrator role, you canmonitor

tasks initiatedbyusers fromthe JunosSpaceGUI.Anyuser-initiated task that isperformed

from theMedia FlowActivate GUI is recorded in the Audit Log databasewith information

about the user who initiated the task, the time of the request, the device that was used,

a list of modifications or changes, and so on. The Audit Logs workspace displays this

information in two views: graphical and tabular. In the graphical view, you can view data

on a daily, weekly, or monthly basis. The tabular view displays audit log entries.

The following actions generate audit logs in Junos Space:

• User logins and logouts

• User timeouts

• Authentication failures

• Each operation attempted by a logged-in MFA GUI user

Non-user-initiated activities, such as device-driven activities, are not logged in the Audit

Log database.

From this workspace, you can perform the following tasks:

• Viewingaudit log statistics—Youcanuse the following graphs tomonitor user activity.

• TheAudit LogStatistical Graph pie chart displays all tasks that have been performed

and logged in all Junos Space applications over a specific period of time. You can

view Audit Log statistics by task type, user, workspace, and application.

You can control how data is displayed on the pie chart by selecting the category and

time scale. The category determineswhat statistical log graph is displayed, whereas

the time scale bar allows you to select the time period for which the log data is

displayed. You can click a sector within the pie to drill down to audit log details. For

more informationabout theaudit log statistical graph, see the "Viewing theDynamic

Audit Log Statistical Graph” section in the Junos SpaceNetwork Application Platform

UserGuide. Following isabrief overviewof thedata that isdisplayedwhenyouchoose

a category:

• Task—Shows all tasks within the selected time frame. You can click a task within

the pie to view the users who performed this task or the IP addresses fromwhich

this task was performed. ClickOverview to go back to the first-level chart—that

is, to view all the tasks within the selected time frame.

• User—Shows all users using the systemwithin the selected time frame. Click a

user to view the tasks performed by that user. ClickOverview to go back to the

first-level chart.

39Copyright © 2013, Juniper Networks, Inc.

Chapter 2: Managing and Monitoring Media Flow Controllers with Media Flow Activate



• Workspace—Shows all workspaces used in the selected time frame

• Application—Shows all applications for which audit logs were logged within the

selected time frame. Click REST to view the audit logs generated for Media Flow

Activate–this is because, internally, all user-initiated tasks from the Media Flow

Activate GUI invokes the corresponding REST APIs to complete the tasks. In the

tabular display of log entries, the Description column provides details about the

API that was invoked. For example, this column displays something like POST:

/api/juniper/mfa/definitions-management/rproxy-definitions/.

• The Top 10Active Users in 24 hours graph displays the top 10 Junos Space users who

performed themost tasks over 24 hours. Formore information about this graph, see

the “Viewing Audit Log Statistics” section in the Junos Space Network Application

Platform User Guide.

• Viewing audit logs—This workspace provides a tabular view of audit log entries,

displaying the following information:

• User Name—Login ID of the user

• User IP—IP address of the machine fromwhich the user logged in

• Task—Name of the performed task

Examples: Login, Logout, HTTP POST, and so on

• Timestamp—Time when the task is executed or when the job is scheduled

Example:Oct 20, 2012 11:12:03 AMUTC+05:30

• Result—Result of the executed task

Examples: Success, 200, 202, and so on

• Description—Simple description of the audit log

Examples:

• Login Succeeded

• POST: /api/space/device-management/devices/262148/exec-rpc

• Change request created successfully with Id : 295053

• Job: POST:

/api/juniper/mfa/device-management/mfdevices/rproxy/bulk-provision/—Such

log entries typically include a job ID, which you click to view details about the job.

• Job ID—ID of the job being scheduled (If the task performed is a scheduled job, you

can view the job details by clicking the Job ID link in the Audit Log table.)

On the View Audit Logs page, you can perform the following actions:

• Click the column headings to sort the data in ascending or descending order.

• Enter a search criterion in the textbox adjacent to the Search icon to filter the logs.
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• Select an audit log entry and click theDisplayQuick View icon next to theActions list

to viewthesummaryof theaudit logentry,which includes the list of affectedobjects.

If no objects are affected, then the summary view displays None.

Formore information, see the “Viewing Audit Logs” section in the Junos SpaceNetwork

Application Platform User Guide.

• Archivingandpurging jobs—With theArchive/Purge feature, youcanmanageyour Junos

Space log volume, which enables you to archive log files and then purge those log files

from the Junos Space database. For each Archive/Purge operation, the archived log

files are saved in a single file, in CSV format. The audit logs can be saved to a local

server or a remote network host. When you archive data to a local server, the archived

log files are saved to thedefault directory, /var/lib/mysql/archive. To specify the remote

archive location, use the IP address of the remote machine. The default filename of

the archived file is JunosSpaceAuditLog_yyyy-mm-dd_hh-mm-ss.csv.gz, where

yyyy-mm-dd_hh-mm-ss is the date and time up towhen all the audit logs recorded are

archived and purged from the database.

NOTE: Thedateand time in thearchive filenamemaydiffer fromyour local
client’s time zone. This is because the Audit Logs workspace displays the
Junos Space server time zone, whereas your local client may be located in
a different time zone.

The archived file includes information such as:

• Timestamp

• UTC Time

• User IP

• Application

• Task

• Result

• Description

• Job ID

• Username

To view the local time instead of the UTC time in the archived audit log file, follow the

instructions in the “Converting the Audit Log File UTC Timestamp to Local Time in

Microsoft Excel” section in the Junos Space Network Application Platform User Guide.

For more information about archiving and purging audit logs, see the “Archiving and

PurgingAudit Logs” section in the JunosSpaceNetworkApplicationPlatformUserGuide.

• Exporting audit logs—The audit logs export feature enables you to download entire or

partial audit logs in CSV format so that you can view the audit logs in a separate

application or save them on another machine for future use, without purging them

from the system. For more information about exporting audit logs, see the “Exporting

Audit Logs” section in the Junos Space Network Application Platform User Guide.
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From the Media Flow Activate GUI, select one of the following options:

• Export all audit logs—To export all audit logs

• Export audit logs filtered by date range—To export audit logs that are logged within

the specified time frame

• Export audit logs as displayed onViewAudit Logs table—(Default) On the View Audit

Logs page, you can filter audit logs on the basis of multiple criteria. The criteria you

choose determine which audit log data is exported.

The audit logs are exported as CSV files (for example,

AuditLogs_2012-10-25_11-14-56.csv). They are not removed from the database after

they are exported.

Troubleshooting and Additional Information About Audit Logs

Some troubleshooting tips and other sundry information for audit logs are as follows:

• If an action is not completed due to validation errors, the action is not logged in the

audit log.

• If an action fails due to database errors, the action is logged in the audit log with a

result of “Failure”.

• If an audit log fails to be recorded due to exceptions, the corresponding error logs and

debug logs are created in the server.log file. In this case, search for error logs and debug

logs under “AuditlogRecorderBean” class.

• Audit log archive and purge actionsmay fail due to insufficient server disk space or due

to errors in performing scp to remote server. The error details can be viewed from the

Job Management workspace for the specific archive and purge jobs.

• In case of scp errors, the archived file is still created in the /var/lib/mysql/archive

subdirectory in the Junos Space server.

Related
Documentation

Media Flow Activate Overview on page 4•

• Job ManagementWorkspace Overview on page 42

• Quick Reference to Tasks in Media Flow Activate

JobManagementWorkspace Overview

With the Job Management workspace, you canmonitor the status of all jobs. A job is a

user-initiated action that is performed on a Junos Space object. Each job is assigned a

unique job ID that serves to identify the job. For more information about managing jobs

from this workspace, see “Job Management” in the Junos Space Network Application

Platform User Guide.

FromMedia Flow Activate, the following actions initiate jobs:

• From theMedia Flow Devices inventory landing page:
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• Upgrading or rolling back a software

• Replicating a device configuration

• Restarting a service

• Restarting devices

• Restoring a device configuration

• Provisioning, reprovisioning, or deprovisioning the resource pools

• Configuring an interface for transparent or reverse proxy services

• Configuring a bonded interface

• From the Service Design inventory landing page:

• Provisioning, reprovisioning, or deprovisioning services

• From the Service Provisioning inventory landing page:

• Provisioning services

When you initiate an action onmultiple devices fromMedia Flow Activate, the main job

that is created comprises several subjobs. Each subjob represents a user-initiated action

for a single device. For example, when you provision a service on three devices, four jobs

are created, ofwhich threeare subjobs representing theprovisioningof the specific service

on a single device. Starting fromMFARelease 3.0, you can view the status of the subjobs

(whether they are successful or not) by clicking the main job. The pop-up that appears

lists the subjobs with job IDs, the devices on which the action is performed, whether the

job is a success or a failure, and any other special messages that provide additional

information when the job is a failure. The status of the main job is shown as successful

only when all its subjobs have been completed successfully.

Related
Documentation

• Upgrading or Rolling Back the Media Flow Controller Software Image on page 22

• Restarting Media Flow Controller Devices or Services on page 27

• Provisioning Resource Pools to MFC Devices on page 29

• Managing Resource Pool Associations on page 30

• Provisioning Services

• Managing Provisioned Services

• Media Flow Activate Overview on page 4

• Quick Reference to Tasks in Media Flow Activate
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PART 3

Configuration

• Configuring Media Flow Controllers with Media Flow Activate on page 47
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CHAPTER 3

Configuring Media Flow Controllers with
Media Flow Activate

• Configuring MFC Device Interfaces on page 47

• Configuring Bonded Interfaces on page 49

• Configuring Devices on page 51

• Configuring BGP-Based Traffic Steering on page 53

• Creating Resource Pools on page 55

ConfiguringMFC Device Interfaces

Typically, eth0 is used for management, eth1 for origin fetch, and other interfaces for

traffic.

To configure an MFC device interface:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. Select the discovered device for which you want to configure the interfaces.

3. On the Actions list, select Configure Interfaces. The Interface Configuration page is

displayed. All available interfaces are also displayed.

4. In the Interfaces section, select the interface that youwant to configure and click Edit.

The Edit Physical Interface page is displayed.

NOTE: When you edit a loopback interface, you can change only the
secondary address parameters. Other parameters are not configurable.

5. On the Edit Physical Interface page, perform the following tasks:

• In the IPv4 Address field, enter an IP address.

• In the Subnet Mask field, enter an appropriate subnet mask.

• Next to the Secondary Address List section, click Add to add a list of secondary

addresses. The Add Secondary Address List page is displayed.
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6. On theAddSecondaryAddressListpage that is displayed, perform the following tasks:

• In the Index field, enter an appropriate value. You can enter only integers in this field.

• In the IPv4 Address field, enter the secondary address.

• In the Subnet Mask field, enter a subnet mask.

• Select the ARP check box.

• Click Add. You are taken to the Edit Physical Interface page.

7. On the Edit Physical Interface page, in the Link Options section, perform the following

tasks:

• In theMTU field, add an appropriate value. You can enter a value from 0 through

65,535 bytes. The default value is 1500 bytes.

This sets the largest number of bytes that a frame can carry.

• FromtheSpeed list, select theappropriatespeed.Thedefault isAUTONEGOTIATION.

• From the Duplex list, select the appropriate mode. The default is Auto.

• Select the ARP and DHCP check boxes.

DHCP allows new network devices to be automatically suppliedwith an IP address

and other information, depending on the setup of the DHCP server. Media Flow

Controller does not contain a primary DHCP interface by default. Setting a primary

interface ensures that DHCPmessages arrive only on that interface. If you select

the DHCP check box, the values you entered in the IP Address and Subnet Mask

fields are not used.

• ClickOK.

You can enable an interface by selecting the interface and clicking the Enable button.

ClickOK on the confirmation page. A new job is created. At any point, you can select the

interface that you have enabled and click Disable to disable the interface.

Related
Documentation

Configuring Bonded Interfaces on page 49•

• Configuring Devices on page 51

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Media Flow Activate Overview on page 4

• Quick Reference to Tasks in Media Flow Activate
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Configuring Bonded Interfaces

Configure bonded interfaces to create a port channel or aggregated link for load

distribution across links and increased link availability.

NOTE: Only one bonded interface is allowed. Up to four interfaces can be
bonded in a single bonded interface configuration.

To configure a bonded interface:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. Select the discovered device for which you want to configure a bonded interface.

3. On the Actions list, select Configure Interfaces. The Interface Configuration page is

displayed. All available interfaces are also displayed.

4. In the Bonded Interface section, click Add. The Add Bonded Interface page displays.

5. On the Bond Config tab, specify the following information:

• In the Name field, enter a name for the bonded interface.

• In the Description field, enter a description for the bonded interface.

• From the Available section, select the individual interfaces and use the right arrow

tomove them to the Selected section.

• In the Bonding Attributes section, from theMode list, select the bondingmode. The

different modes supported include:

• BALANCE_RR—This is a “Round-robin” mode, which sends TCP/IP packets

belonging to the same session across multiple links. Out-of-order TCP packets

coming through different links are retransmitted. This mode supports load

balancing and failover. This is the default.

• BALANCE_XOR_LAYER3_PLUS_4—In this mode, traffic to a particular network

peer goesacrossmultiple links, althoughpacketsbelonging toa single connection

or session do not spanmultiple links. This mode supports load balancing and

failover. In thismode, a link is selectedon thebasis of theTCPport and IPaddress.

• LINK_AGG_LAYER3_PLUS_4—Thismodeallows the automatic negotiation of port

bundling to form a single logical channel between Link Aggregation Control

Protocol (LACP) links. This mode also supports load balancing and failover.

• In the Up Delay Time field, enter a value in milliseconds. You can enter a value from

0 through 92,23,37,20,36,85,47,75,807milliseconds. The default value is 0

milliseconds.

This is the wait period before enabling a slave after detecting a link recovery.
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• In the Down Delay Time field, enter a value in milliseconds. You can enter a value

from 0 through 92,23,37,20,36,85,47,75,807milliseconds. The default value is 0

milliseconds.

This is the wait period before disabling a slave after a link failure is detected.

• In the LinkMonitoring Time field, enter a value inmilliseconds. You can enter a value

from 0 through 92,23,37,20,36,85,47,75,807milliseconds. The default value is 100

milliseconds.

This is the frequency at which the links are monitored.

6. On the Interface Configuration tab, specify the following information:

• In the IP Address field, enter an IP address

• In the Subnet Mask field, enter an appropriate subnet mask.

• Next to the Secondary Address List section, click Add to add a list of secondary

addresses. The Add Secondary Address List page is displayed.

On the Add Secondary Address List page, specify the following information:

a. In the Index field, enter an appropriate value. You can enter only integers in this

field.

b. In the IP Address field, enter the secondary address.

c. In the Subnet Mask field, enter a subnet mask.

d. Select the ARP check box.

e. Click Add.

• In the Link Options section, in theMTU field, enter an appropriate value.

This sets the largest number of bytes a frame can carry. You can enter a value from

0 through 65,535 bytes. The default value is 1500 bytes.

• Select the ARP and DHCP check boxes.

DHCP allows new network devices to be automatically suppliedwith an IP address

and other information, depending on the setup of the DHCP server. Media Flow

Controller does not contain a primary DHCP interface by default. Setting a primary

interface ensures that DHCPmessages arrive only on that interface. If you select

the DHCP check box, the values you entered in the IP Address and Subnet Mask

fields are not used.

7. Click Add.

You canmodify the bonded interfaces by selecting the bonded interface and clicking the

Edit button. You can also enable the bonded interface by selecting the interface and

clicking the Enable button. ClickOK on the Confirmation page. A new job is created. At

any point in time, if youwant to disable the bonded interface, select the bonded interface

and click the Disable button.

You can delete a bonded interface by selecting the bonded interface and clicking the

Delete button.
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Related
Documentation

Configuring MFC Device Interfaces on page 47•

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Media Flow Activate Overview on page 4

• Quick Reference to Tasks in Media Flow Activate

Configuring Devices

You configure delivery interfaces for Media Flow Controller devices to specify which

interfaces to use for media traffic. In this configuration, you also select the Proxy mode

for selected devices. The Proxy mode can be T-Proxy for transparent proxy or R-Proxy

for reverse proxy.

Transparent proxies cache popular content and optimize backhaul network utilization.

Youmake the cache look transparent by spoofing the origin server IP address in the

response to theclientandspoofing theclient IPaddress in the request to theorigin server.

A transparent proxy requires no browser configuration and is not visible to end users.

Reverseproxies cacheanddeliver content for a set of domains; client requests are routed

to a configured IP address. This setup reduces network and CPU load on an origin server

by serving previously retrieved content and enhances user experience by decreasing

latency.

Before you begin, you need to knowwhich interfaces you want to use for media delivery.

Typically, eth0 is reserved for management and eth1 is reserved for origin server traffic.

To configure delivery interfaces on selected Media Flow Controllers:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. From the list of Media Flow Controllers that are listed on the Manage MFCs page,

select the Media Flow Controller that you want to configure.

3. On the Actions list, select Device Configuration. The Device Configuration page is

displayed.

4. For Proxymode:

• Select T-Proxy to configure the interface for transparent proxy services. This sets

the selected Media Flow Controller interfaces for delivery (delivery protocol http

interface <client_traffic_NIC>) and enables them for transparent proxy (delivery

protocol http transparent <client_traffic_NIC> enable).

• Select R-Proxy to configure the interface for reverse proxy services. This sets the

selectedMediaFlowController interfaces fordelivery (deliveryprotocolhttp interface

<client_traffic_NIC>).

5. In the Select Delivery Interfaces area, from the Available pane, double-click the

interfaces you want to receive and respond to delivery requests. Each double-clicked

interface moves to the Selected pane.
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6. In theOrigin Lookup section, in the Connection Timeout field, enter an appropriate

value in seconds. You can enter a value from6 through 120 seconds. The default value

is 10 seconds.

7. Select the Usemultiple IP address in DNS response check box.

8. If youwantMediaFlowController toauthenticate theorigin server beforedownloading

content, select the EnableSSLAuthentication check box. If this feature is enabled, the

origin server is authenticated every time a transaction is initiatedwith the origin server

byMediaFlowController.MediaFlowController uses the trustedCertificationAuthority

(CA) certificates that are configured in the device for this purpose. In addition, there

are a fewmore configuration steps that you have to perform to enable this feature

for reverse proxy and content ingest services. These configuration steps are listed in

theCreatingHTTPReverseProxyServicesandCreatingContent IngestServices sections.

9. In the Log File Handling area, in the Purge Frequency field, enter the number of hours

for which you want to store the log files in Media Flow Controller. The log files are

purged when this value is reached. The default value is six hours. That is, Media Flow

Controller deletes files that are older than six hours and retains files that are less than

six hours. By default, the log files are stored in the LogExport folder fromwhich they

are purged. If you have previously configured any value for this parameter in Media

Flow Controller (either through the MFA GUI or CLI), the UI displays this value in this

field, instead of the default value.

If you have configured both Purge Frequency and Log Partition Size Limit, Media Flow

Controller purges the log files when one of the criteria is met (whichever comes first).

To disable time-based purging, set the purge frequency to zero. You can enter a value

from 1 through 24 hours. The default value is 6 hours.

10. In theLogPartitionSizeLimit field, specify thepercentageofdisk size that theLogExport

folder can reach. The log files within this folder are purgedwhen this value is reached.

The default value is 85%. That is, when the LogExport folder size is 85% of the disk

size, Media Flow Controller purges all the log files within this folder. After the purge,

the log files are lost. We recommend that you store the log files in an external server

at regular intervals. If you have previously configured any value for this parameter in

Media Flow Controller (either through the MFA GUI or CLI), the UI displays this value

in this field, instead of the default value. You can configure a value from0.001 through

100%.

If you have configured both Purge Frequency and Log Partition Size Limit, Media Flow

Controller purges the log files when one of the criteria is met (whichever comes first).

11. Select the Enable Log Pull check box.

12. In theUserAuthenticationKey field, provide theauthenticationkey toenableanexternal

client to automatically pull access log files fromMedia Flow Controller’s LogExport

folder without password authentication.

Only the LogTransfer user is allowed to log in to Media Flow Controller by using the

SFTP protocol. Follow the instructions listed in the “Using SSH in Automated Scripts

(CLI)” section of the Juniper Networks Media Flow Controller Administrators Guide to

generate the SSH key for this user from an external client.
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CAUTION: To generate the access log files, it is necessary that you
configure the access log profile first and then associate the log profile
witha reverseproxyservice. Formore informationaboutcreatinganaccess
log profile and associating it with a reverse proxy service, see Creating
AccessLogProfilesandCreatingHTTPReverseProxyServices, respectively.

13. Click Configure.

14. ClickOk on the confirmation page. The selected interfaces are configured for the

selectedmode of delivery.

NOTE: See the Juniper Networks Media Flow Controller Administrators Guide
for detailed information about access log profiles.

Related
Documentation

Creating Access Log Profiles•

• Creating HTTP Reverse Proxy Services

• Creating Content Ingest Services

• Restarting Media Flow Controller Devices or Services on page 27

• Media Flow Activate Overview on page 4

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

Configuring BGP-Based Traffic Steering

Border Gateway Protocol (BGP)–based traffic steering allows Media Flow Controller to

receive only cacheable traffic by advertising certain IP addresses through BGP to the

peering router.

To configure BGP routing on Media Flow Controller:

1. From the left navigation panel, clickMedia Flow Devices. TheManageMFCs page is

displayed.

2. Select the discovered device in which you want to configure BGP.

3. On the Actions list, select Configure BGP. The Configure BGP page is displayed.

4. On the Configure BGP page, enter information in the following fields:
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• Local AS—Enter the number of the autonomous system to which Media Flow

Controller belongs. Specify a value between 1 and 4,294,967,295. This number

identifies Media Flow Controller to other BGP routers.

Anautonomoussystem isagroupof routersand their associatednetworksoperating

under a single technical administration. This system appears as a single entity to

external systems. Each autonomous system is assigned an identifying number by

an Internet registry or a network provider. This number identifies the router (in this

case, Media Flow Controller) to other BGP routers.

This field is mandatory. The AS number cannot be changed after it is configured

because it is a unique identifier. If you need to change the AS number, disable BGP

and then configure the AS number again.

• Local Router ID—Enter the IP address that identifies Media Flow Controller.

• Keepalive interval—Enter the BGP keepalive interval in seconds. The default value

is 60 seconds. It is recommended that you enter a value from 7 through 21,845

seconds.

The keepalive time indicates how often Media Flow Controller sends a keepalive

message to the neighboring router to indicate that it is still alive. BGP systems

exchange keepalive messages to determine whether a link or host has failed or is

no longer available.

• Hold Time—Enter the hold time in seconds. If a keepalive message is not received

by Media Flow Controller from a BGP peer within the hold time, then the peer is

marked down. The hold timemust be at least three times the keepalive interval.

The default value is 180 seconds. It is recommended that you enter a value from 21

through 65,535 seconds.

• Redistributeconnectednetworks—Select todynamicallyadvertisedirectly connected

networks.

For example, consider a number of logical interfaces (such as loopback interfaces)

added to a physical interface. One way to advertise all these interfaces is to add

them one by one from the List of static network addresses to advertise area. The

other simpler option is to add the physical interface to the list of advertised static

IP addresses and enable this feature, whereby any logical interface connectedwith

this physical interface is automatically advertised to the BGP peers by Media Flow

Controller.

• List of peer routers—Add a list of peering routers (BGP neighbors or BGP peers) by

clicking Add and providing the IP addresses and AS numbers of the routers. Media

FlowController establishesTCPconnectionswith its peersbyusing the IPaddresses

provided in the configuration list. It is mandatory that you configure at least one

peer router.

MediaFlowController canhavebothexternal and internalpeers.Apeer is considered

external if its AS number differs fromMedia Flow Controller’s own AS number.

To remove a peer, select a peer and then click Remove.

• List of static network addresses to advertise—Add a list of destination IP addresses

to advertise, such that any traffic intended for these IP addresses is redirected to
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Media Flow Controller. Media Flow Controller serves the requested objects from its

cacheor fetches themfromtheorigin servers. ClickAddorRemove to addor remove

network IP addresses.

• Click Configure to enable BGP traffic steering. If BGP is previously configured on

Media Flow Controller, then click the Reconfigure or Disable button to reconfigure

the existing BGP configuration or disable BGP traffic steering, respectively.

Alternatively, click Cancel to close the configuration page.

Related
Documentation

BGP Traffic Steering Overview on page 8•

• Media Flow Activate Overview on page 4

• Understanding Media Flow Controller Management with Media Flow Activate on

page 6

• Quick Reference to Tasks in Media Flow Activate

Creating Resource Pools

You create a resource pool when you want to host multiple tenants on Media Flow

Controller and want to partition the available system resources among these tenants.

With resource pools, you can configure the maximum bandwidth and themaximum

number of concurrent sessions that must be permitted for a tenant.

To configure a resource pool:

1. From the left navigation panel, click the plus sign (+) adjacent toMedia FlowDevices.

TheManageMFCs page is displayed.

2. Click the plus sign (+) adjacent toManage Resource Pools.

3. Click Add Resource Pool. The Add Resource Pool page is displayed. Enter information

in the following fields:

• Resource Pool Name—Name of the resource pool, which must be unique

• Description—(Optional) Description of the resource pool

• Max Bandwidth(Mbps)—Maximum bandwidth that you want to reserve for this

resource pool, in Mbps

• MaxConcurrentSessions—Maximumnumberof incomingclient sessionssupported

by this resource pool

4. ClickOk, Cancel, or Reset.Ok instantiates the values you set, Cancel closes the page,

and Reset returns all values to their defaults.

You are returned to theManage Resource Pools page. If you created a resource pool, you

see the newly created resource pool on this page.

Against each resource pool, you can view the configuredmaximum bandwidth and

maximum allowed sessions, whether the resource pool is provisioned to theMedia Flow

55Copyright © 2013, Juniper Networks, Inc.

Chapter 3: Configuring Media Flow Controllers with Media Flow Activate



Controller server, the userswho created andmodified the resource pool, andwhen itwas

last modified.

When you associate a reverse proxy service with this resource pool, the incoming traffic

to the website or domain is bound by the parameters defined by the resource pool.

Related
Documentation

• Actions on Resource Pools on page 32

• Provisioning Resource Pools to MFC Devices on page 29

• Managing Resource Pool Associations on page 30

• Provisioning Services

• Resource Pools Overview on page 9

• Media Flow Activate Overview on page 4

• Quick Reference to Tasks in Media Flow Activate
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