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About the Documentation

« Junos Space Documentation and Release Notes on page xix
« Documentation Conventions on page xix
« Documentation Feedback on page xxi

« Requesting Technical Support on page xxi

Junos Space Documentation and Release Notes

For a list of related Junos Space documentation, see http://www.juniper.net/techpubs/.

If the information in the latest release notes differs from the information in the
documentation, follow the Junos Space Release Notes.

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

Juniper Networks supports a technical book program to publish books by Juniper Networks
engineers and subject matter experts with book publishers around the world. These
books go beyond the technical documentation to explore the nuances of network
architecture, deployment, and administration using the Junos operating system (Junos
0S) and Juniper Networks devices. In addition, the Juniper Networks Technical Library,
published in conjunction with O'Reilly Media, explores improving network security,
reliability, and availability using Junos OS configuration techniques. All the books are for
sale at technical bookstores and book outlets around the world. The current list can be
viewed at http://www.juniper.net/books .

Documentation Conventions

Table 1 on page xix defines the text and syntax conventions used in this guide.

Table 1: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type
theconfigure command:

user@host> configure
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Table 1: Text and Syntax Conventions (continued)

Convention

Fixed-width text like this

Description

Represents output that appears on the
terminal screen.

Examples

user@host> show chassis alarms

No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and
« |dentifies book names. actions.
« Identifies RFC and Internet draft titles. * JUnos OS System Basics Configuration
Guide
« RFC1997,BGP Communities Attribute
Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]
root@# set system domain-name
domain-name
Text like this Represents names of configuration « To configure a stub area, include the

statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

stub statement at the[edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

# (pound sign)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

broadcast | multicast

(string1 | string2 | string3)

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ({ })

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

XX
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Table 1: Text and Syntax Conventions (continued)

Convention Description Examples
> (bold right angle bracket) Separates levels in a hierarchy of menu In the configuration editor hierarchy,
selections. select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include
the following information with your comments:

« Document or topic name
« URL or page number

. Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

- Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

« Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/
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« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

« Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.html.
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Security Director Overview

« Security Director Overview on page 3

« Security Director Dashboard on page 7
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Security Director Overview

« Security Director Overview on page 3

Security Director Overview

Security Director is a Junos Space application that you can use to design your network
security using a quick and easy approach. With Security Director, you can create IPsec
VPNs, firewall policies, NAT policies, and IPS configurations and push them to your
security devices. These configurations use objects such as addresses, services, NAT pools,
application signatures, policy profiles, VPN profiles, template definitions, and templates.
These objects can be shared across multiple security configurations. You can create
these objects prior to creating security configurations.

Firewall policy, NAT policy, and IPS policy can be created and managed in Tabular view.
You can easily add new rules to the policies and choose to override policy-inherited
settings by customizing the settings at a per-rule level. After you have added the rules
to the policy, you can reorder these rules based on priority, or group these rules for easy
identification and modify them at a later time. A unified user interface approach for
firewall, NAT, and IPS policies helps you reduce the learning time required to create
different security configurations.

Security Director allows you to create site-to-site, hub-and-spoke, and full-mesh IPsec
VPNs. The IPsec VPN creation interface allows you to define the Phase 1and Phase 2
settings of the VPN. All VPNs created using Security Director can be viewed in Tabular
view. You can also modify the settings at a per-VPN level or per-device level in a VPN.

You can periodically download the latest version of application signatures and IPS
signatures from a URL provided by Juniper Networks. You can install these signatures on
security devices that have an IPS-related license installed. You can then use application
signatures and IPS signatures when creating firewall policy configurations. Security
Director also lets you create your own customized signature sets. All application firewall
and IPS configurations are pushed to the devices when the firewall policy in which they
are used is pushed to the devices.

When you finish creating and verifying your security configurations, you can publish these
configurations and keep them ready to be pushed to the security devices. Security Director
helps you push all the security configurations to the devices all at once by providing a
single interface that is intuitive. You can select all security devices that you are using on
the network and push all security configurations to these devices.
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A set of gadgets displayed on the dashboard graphically illustrates the critical elements
related to your security configurations. These gadgets help you keep track of the objects
created and their usage across security configurations.

The Security Director application is divided into seven workspaces, which include Object
Builder, Firewall Policy, NAT Policy, VPN, Downloads, IPS Management, and Security
Director Devices.

. Object Builder—A workspace to created objects used for firewall policy, NAT policy,
and VPN configurations.

. Firewall Policy— A workspace to create and publish firewall policies on supported
devices.

« NAT Policy—A workspace to create and publish NAT policies on supported devices.
« VPN—A workspace to create site-to-site, hub-and-spoke, and full-mesh IPsec VPNs.
. Downloads—A workspace to download and install signatures.

. IPS Management—A workspace to create and manage IPS signatures, signature sets,
and IPS policies.

« Security Director Devices—A workspace to update the configurations on the devices.
Figure 1 on page 4 displays the Security Director home page.

Figure 1: Security Director Home Page
Dashboard

Security Director >
Dashhoard

@ Firewall Palicy

4@ 1PS Policy

i MAT Policy

PN

# Objact Buildar

il DEvices

i Jobs

@ Sequrity Director Davicas

@ Dowrloads

# Audit Logs

Y -
+ 4 44
Firewall Policy S Pokicy NAT Palicy

Some of the global features available with Security Director include:

. Create unigue labels for objects and security configurations using the Tagging feature
for easier identification.

« Search objects and security configurations from a single search interface.

« Verify and tweak your security configurations before pushing them to the device by
viewing the CLI and XML version of the configuration in the Publish workflow. This
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approach helps you keep the configurations ready and push these configurations to
the devices during the maintenance window.

« Quickly clone objects and policy-related security configurations to save time and effort
in creating new objects and configurations.

0 NOTE: Ensure that the exact matching of Junos OS schema is installed on
the Junos Space Platform before you start using Security Director features.
If there is a mismatch, the following warning message is displayed during the
publish preview workflow, as shown in Figure 2 on page 5.

Figure 2: Junos OS schema Mismatch Warning Message

Job Details
Job ID: 917548
Usar: super
Job type: Publish NAT Policy
Job state: DONE
Job status: SUCCESS
Percentage completion:
Scheduled start time: C 2 0:48 AM IST
Actual start time: 2012 11:00:48 AM IST
End time: Oct 12, 2012 11: 32 AM IST
Error/Warning messages during Publish to device 10.205.61.41

[Warning]: The schema version for this device does not match with its 05 version. Some CLIs may not be generated

correctly. Please ensure that the versions match.

Related . Security Director Dashboard on page 7
Documentation
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Security Director Dashboard

« Security Director Dashboard on page 7

Security Director Dashboard

Table 2 on page 7 lists the workspaces on the Security Director dashboard.

Table 2: Security Director Workspaces

Icons

&

Workspace Name

Firewall Policy

Tasks

Create, manage, and publish firewall
policies.

IPS Management

Create and manage IPS signatures, IPS
signature sets, and IPS policies.

o L M

NAT Policy Create, manage, and publish NAT
policies.
VPN Create, manage, and publish VPNs.

Object Builder

Create, modify, delete, and clone
addresses, services, policy profiles, VPN
profiles, application signatures,
templates, template definitions,
templates, and NAT pools.

Devices

Manage, discover, and add devices.

Job Management

Manage and view job status.

Security Director Devices

Update the devices with firewall policies,
NAT policies, and VPN configurations.

Downloads

Download AppFirewall and IPS
signatures.
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Table 2: Security Director Workspaces (continued)

Icons

Workspace Name IESS
Audit Logs View audit logs by task, user, workspace,
and application.

The Security Director dashboard has gadgets with information that is updated
automatically and immediately. You can move gadgets on the dashboard and resize
them. These changes persist when you log out and log in to the Security Director
application. The gadgets displayed on the Security Director dashboard are shown in the
figures that follow.

Figure 3 on page 8 shows the Object Count gadget. This gadget shows the number of
objects that are created from the Object Builder workspace. You can use this gadget to
keep track of the objects available to create a security topology, IPsec VPNSs, or security
policies.

Figure 3: Object Count Gadget

204 ——

Count
o
oo

Address Application

Figure 4 on page 9 shows the Address Types gadget. This gadget shows the different
address types created using the Address Creation Wizard.
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Figure 4: Address Types Gadgets

Address Types

Bl Host
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Bl network
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Getting Started

« Getting Started with Security Director on page 13
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CHAPTER 3

Getting Started with Security Director

« Getting Started on page 13

Getting Started

The Getting Started assistant provides instructions on how to perform tasks related to
a firewall policy, a NAT policy, a VPN, an IPS configuration, and an AppFirewall
configuration in Security Director.

The Getting Started section displays instructions on how to perform the following tasks:

1. Provisioning Firewall Policies on page 13
2. Provisioning NAT Policies on page 13

3. Provisioning IPsec VPNs on page 14

4. IPS Management on page 14

5. AppFW Management on page 14

Provisioning Firewall Policies

To provision firewall policies:

1. Discover devices. See “Discovering Devices” section in the Junos Space Network
Application Platform User Guide.

2. Create addresses. See “Creating Addresses” on page 35.

3. Create a policy profile. See “Creating Policy Profiles” on page 78.

4. Create a service. See “Creating Services” on page 22.

5. Create firewall policies. See “Creating Firewall Policies” on page 117.

6. Publish firewall policies. See “Publishing Firewall Policies” on page 149

7. Update devices. See “Updating Devices with Pending Services” on page 299.

Provisioning NAT Policies

To provision NAT policies:
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Discover devices. See “Discovering Devices” section in the Junos Space Network
Application Platform User Guide.

Create addresses. See “Creating Addresses” on page 35.

Create firewall policies. See “Creating Firewall Policies” on page 117.
Publish firewall policies. See “Publishing Firewall Policies” on page 149
Create NAT pools. See “Creating NAT Pools” on page 66

Create NAT policies. See “Creating NAT Policies” on page 205.
Publishing NAT policies. See “Publishing NAT Policies” on page 227

Update devices. See “Updating Devices with Pending Services” on page 299.

Provisioning IPsec VPNs

To provision IPsec VPNs:

1.

IPS Management

Discover devices. See “Discovering Devices” section in the Junos Space Network
Application Platform User Guide.

Create addresses. See “Creating Addresses” on page 35.

Create a VPN profile. See “Creating VPN Profiles” on page 84.
Create an IPsec VPN. See “Creating IPsec VPNs” on page 181.
Publish the IPsec VPN. See “Publishing IPsec VPNs” on page 192.

Update devices. See “Updating Devices with Pending Services” on page 299.

To manage IPS:

1.

AppFW Management

Discover devices. See “Discovering Devices” section in the Junos Space Network
Application Platform User Guide.

Download IPS signature. See “Downloading the Signature Database” on page 253.
Pushing IPS signature to the device. See “Installing the Signature Database” on page 255.
Create a firewall policy with IPS enabled. See “Creating Firewall Policies” on page 117.
Publish firewall policies. See “Publishing Firewall Policies” on page 149.

Update devices. See “Updating Devices with Pending Services” on page 299.

Create IPS signatures. See “Creating IPS Signatures” on page 263.

Create IPS signature set. See “Creating IPS Signature Sets” on page 268.

Create IPS policies. See “Creating IPS Policies” on page 274.

To manage AppFW:
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1. Discover devices. See “Discovering Devices” section in the Junos Space Network
Application Platform User Guide.

2. Download an application signature. See “Downloading the Signature Database” on
page 253.

3. Push an application signature to the device. See “Installing the Signature Database”
on page 255.

4. Create a firewall policy with AppFW enabled. See “Creating Firewall Policies” on
page 117.

5. Publish firewall policies. See “Publishing Firewall Policies” on page 149.
6. Update devices. See “Updating Devices with Pending Services” on page 299.

7. Create application signature. See “Creating Application Signatures” on page 53.
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« Object Builder Overview on page 19

« Service and Service Groups on page 21
« Addresses and Address Groups on page 35
« Extranet Devices on page 49

« Application Signatures on page 53

« Schedulers on page 59

« NAT Pools on page 65

« Policy Profiles on page 77

« VPN Profiles on page 83

« Variables on page 91

« Template Definitions on page 97

« Templates on page 101
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Object Builder Overview

« Object Builder Overview on page 19

Object Builder Overview

You can use the Object Builder workspace in Security Director to create objects used by
firewall policies, VPNs, and NAT policies. These objects are stored in the Junos Space
database. You can reuse these objects with multiple security policies, VPNs, and NAT
policies. This approach makes the design of services more structured and avoids the
need to create the objects during the service design.

You can use the Object Builder workspace to create, modify, clone, and delete the
following objects:

« Addresses and address groups
. Services and service groups

« Application signatures

- Extranet devices

« NAT pools

« Policy profiles

« VPN profiles

« Variables

. Template and template definitions

You will not be able to delete any of the objects you have created in Object Builder (except
Template definition and Templates) if they are already used in one of the firewall policies,
NAT policies, or VPNs.

Object Builder supports concurrent editing of its objects, with a save as option to save
your changes with a different name.

Concurrent editing is supported for the following objects:

« Addresses and address groups

« Services and service groups

Copyright © 2013, Juniper Networks, Inc. 19
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« Application signatures
« Schedulers

« Extranet devices

« NAT pools

- Policy profiles

- VPN profiles

. Variables

If a previous user edits any objects and saved the changes, when you attempt to save
your changes, the error message appears, as shown in Figure 5 on page 20. This is an
example error message received for the Variables object.

Figure 5: Variable Objects: Concurrent Edit Save Warning Message

Error in saving changes ...

The Variable Definition has changed since you began editing
Varable Definition changed by: super on Tue Aug 28 2012 09:15 AMIST

Do you want to save the Variable Definition with different Name?

Related . Addressand Address Groups Overview on page 35
Documentation
v : . Service and Service Group Overview on page 21
« Security Policy Profiles Overview on page 77

« VPN Profiles Overview on page 83
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Service and Service Groups

Service and Service Group Overview on page 21
Creating Services on page 22

Managing Services on page 25

Creating Service Groups on page 31

Managing Service Groups on page 32

Service and Service Group Overview

You can use the Service Creation Wizard to create a service object based on the protocols
the service uses. The protocols that are used to create an service object include:

TCP

UbP
MS-RPC
SUN-RPC
ICMP
ICMPV6

You can group service objects to form a service group using the Service Group Creation
Wizard. Junos Space creates an object in the Junos Space database to represent an
service or an service group.

There are Juniper Networks defined service objects for commonly used services.

o NOTE: You cannot modify or delete Juniper Networks defined service objects.

Related .
Documentation

Creating Services on page 22
Creating Service Groups on page 31
Managing Services on page 25

Managing Service Groups on page 32
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Creating Services

To create a service:

1. Select Security Director > Object Builder > Services.
The Manage Services page appears, listing all available services.
2. From the left pane, under Services, select Create Service.
The Create Service page appears, as shown in Figure 6 on page 22.

Figure 6: Create Service: Basic View Page

Create Service

Mame:

Diescription:

Pratocals: O/e

K] Description Type Detail

Zancel

3. Click on the plus sign (+) to configure a new protocol.
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Figure 7: Create Service: Advanced Settings Page

New Protocol
Marme:

Description,

Type: TCP b
Destination Port:

= | Advanced Settings
Disable Inactivity Timeout: [7]

Inactivity Timeout:

4

PINER v

Source Port:

Zancel

The Advanced Settings fields are not mandatory fields.
4. Enter the name of the service in the Name field.
5. Enter a description for the service in the Description field.
6. Inthe Protocols pane, click Add icon to add a new protocol.
The New Protocol dialog box appears, populated with the default values.
7. Enter a name for the new protocol in the Name section.
8. Enter a description for the new protocol in the Description field.
9. Enter destination ports for the selected types in the Destination Port field.
10. Select a protocol type from the Type menu.
You can select the following protocol types from the Type menu:
. TCP
a. Select the appropriate option from the ALG menu.
b. Enter arange of TCP source ports in the Source Port field.

c. By default, the Disable Inactivity Timeout check box is not selected. Click the
Disable Inactivity Timeout check box if you want to disable this option.

d. Enter avalue, in seconds, in the Inactivity Timeout field.
. UDP
a. Select the appropriate option from the ALG menu.

b. Enter arange of TCP source ports in the Source Port field.
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c. By default, the Disable Inactivity Timeout check box is not selected. Click the
Disable Inactivity Timeout check box if you want to disable this option.

d. Enter avalue, in seconds, in the Inactivity Timeout field.

. ICMP
a. Enter a value for the ICMP message you want to display in the ICMP Type field.

b. Enter a value for the ICMP type you have specified in the ICMP Code field.

+ SUN-RPC

a. Enter a value for the RPC service you want to use in the RPC Program Number
field.

b. Select the TCP or UDP option button to specify an appropriate protocol type in
the Protocol Type field.

+ MS-RPC

a. Enterthe universally unique ID corresponding to the RPC service you want to use
in the UUID field.

b. Select the TCP or UDP option button to specify an appropriate protocol type in
the Protocol Type field.

. ICMPv6
a. Enteravalue for the ICMPv6 message you want to display in the ICMP Type field.
b. Enter a value for the ICMPvV6 type you have specified in the ICMP Code field.

« Other
a. Select the appropriate option from the ALG menu.
b. Enter a range of TCP source ports in the Source Port field.
c. Enter the number of the protocol in the Protocol Number field.

This number is specified in the Protocol field for IPv4 packets and the Next Header
field for IPv6 packets.

d. By default, the Disable Inactivity Timeout check box is unchecked. Click the
Disable Inactivity Timeout check box if you want to disable this option.

e. Enter avalue, in seconds, in the Inactivity Timeout field.

1. Click Add in the New Protocol dialog box.

12. Click Create to create the service.

Related . Service and Service Group Overview on page 21
D mentation
ocumentatio « Creating Service Groups on page 31
« Managing Services on page 25

. Managing Service Groups on page 32
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Managing Services

You can modify, delete, or clone services .

« Select Security Director > Object Builder > Services.
The Services page appears.

You can right-click to manage a service.
You can perform the following tasks on the Services page:

1. Modifying a Service on page 25
. Deleting a Service on page 25
. Cloning a Service on page 26

. Find Duplicate Service Objects on page 26

. Replace Services on page 28

2

3

4

5. Find Service Usage on page 27

6

7. Show Unused Services on page 30
8

. Delete All Unused Services on page 30
Modifying a Service
To modify a service:

1. Select Security Director > Object Builder > Services.
The Services page appears.
2. Select the service you want to modify, right-click and select Modify Service.

This action redirects you to the window that you used to create a new service. You
can modify all the fields on this window, except the Name field.

3. Inthe Category field, enter a new category.
4. In the Description field, enter a new description.
5. Make necessary changes in the Protocols pane.

. To edit a protocol, select the protocol you want to edit and click the Edit icon. Make
the necessary changes and click OK.

. To delete a protocol, select the protocol you want to delete and click the Delete
icon.

6. Click Modify to save the changes made to this service.

Deleting a Service
To delete a service:

1. Select Security Director > Object Builder > Services.

Copyright © 2013, Juniper Networks, Inc. 25



Junos Space Security Director User Guide

Cloning a Service

The Services page appears.

2. Select the service you want to delete, right-click, and select Delete Services.

The Delete dialog box appears

3. Select the service you want to delete and click Delete.

To clone a service:

Select Security Director > Object Builder > Services.

The Services page appears.

Select the service you want to clone, right-click and select Clone Service.

You are redirected to the Clone Service page.

Make necessary changes and click Clone.

Find Duplicate Service Objects

To find duplicate service objects:

1.

Select Security Director > Object Builder > Services.

The Services page appears.

Select the service within which you want to find the duplicate objects. Right-click the
service, and then click Show Duplicates.

A window appears, showing all the groups with that include duplicate objects, as
shown in Figure 8 on page 26. Predefined services are also listed under duplicate

objects.

Figure 8: Window Showing Duplicate Services
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o Service
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prndefired servios

predefined service

If you want to merge duplicate objects in a group, select the objects in a group and

click Merge.

26
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A merge window appears. In the Name field, provide a new object name or select an
existing object name from the list. The merge operation deletes or replaces the
reference for only the custom services, and predefined services are not affected.

e NOTE: You can merge all the objects in a group by clicking Merge after
selecting all the objects by clicking the group name.

0 NOTE: Ifthe selected duplicate objects are referenced in any other services
(firewall policy) and security objects (service groups), a warning message
is provided before the objects are merged.

4. If you want to delete objects in a group, select an object or objects, right-click, and
then select Delete. A confirmation window appears before the selected objects are
deleted.

Click Delete to delete the selected objects or Cancel to cancel the deletion.

5. If you want to find the usage of the duplicate objects in other groups, select an object,
right-click, and then select Find Usage.

The usage window appears, showing the usage of the selected object in any service
(firewall policy) or security objects ( service groups) .

Procedure to manually rebuild the Index, see “Indexing Overview” on page 247

Find Service Usage
To find service usage:

1. Select Security Director > Object Builder > Services.
The Services page appears.

2. Select the service for which you want to find the usage. Right-click the service, and
then click Find Usage.

A window appears, showing all the locations where this object is used, as shown in
Figure 9 on page 28.
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Figure 9: Window Showing Service Usage
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Procedure to manually rebuild the Index, see “Indexing Overview” on page 247

Replace Services

You can select one or more services to replace with another service, service group, or
nested service group. To replace one or more services:

1. Select Security Director > Object Builder > Services.
The Services page appears.

2. Select the service or services that you want to replace. Right-click the service or
services, and then click Replace Services. You can replace a single service or multiple
services.

A window appears, showing the service or services you have selected to be replaced,
along with a drop-down list of the services that are available to replace the service
or services you have selected. See Figure 10 on page 29.
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Figure 10: Replace Services Window

Replace Services

Selected Services
Marme Type Description
Custom-Service Service

Replace with: |aal X

3. Inthe Replace Services window, select the service, service group, or nested service
group that will replace the selected service or services, and click Replace. If the selected
services are used in any other references, you will receive the following warning
message before replacing, as shown in Figure 11 on page 29. Click Yes to replace.

Figure 11: Service: Confirm Replace Warning Message
Confirm replace Operation

Some of the services selected to be replaced are referred in Frewall Policy , Service Group .
After replace, those references wil be replaced.

Are you sure you want to continue?

If the operation is successful, you will receive a summary showing the services that
were replaced, as shown in Figure 12 on page 30.
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Figure 12: Service Replace Successful Message

Replace Successful

Service Replace operation completed.

Following references have been replaced:-

Used by Replace Count
Firewall Palicy 2

Service Group 1

Show Unused Services

1. Select Security Director > Object Builder > Services.
The Service page appears.

2. You can either right-click any service or use the Actions drawer, and select Show
Unused.

A list of all unused service objects which are not referenced in any policy or service
group, appear on the page.

Procedure to manually rebuild the Index, see “Indexing Overview” on page 247

Delete All Unused Services

Related
Documentation

You can find the unused service objects and delete all unused service objects. You can
clear all the unwanted objects which are not used anywhere.

To deleted the unused services:

1. Select the unused service object that you want to delete, right-click or from the Action
drawer, select Delete All Unused Services option.

A warning message is displayed to confirm the delete operation.

2. Click Yes to delete all unused service objects, or No to cancel the delete operation.

« Service and Service Group Overview on page 21

Creating Services on page 22

Creating Service Groups on page 31

Managing Service Groups on page 32

30
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Creating Service Groups

To create a service group:

1. Select Security Director > Object Builder > Services.
The Services page appears with all the services and service groups.
2. From the left pane, select Create Service Group under Services.
The Create Service Group page appears, as shown in Figure 13 on page 31.

Figure 13: Create Service Group Page

apple-chat-snatman
bgp

bootps

chargen
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3. Inthe Name field, enter a name for the new service group.

4. Inthe Description field, enter a description for the new service group.

5. Inthe Members pane, click the Add icon to add a new service to this service group.
The Select Services dialog box appears.

6. From the Available pane in the dialog box, select the service you want to group, and
click the Add icon.

The service you have selected appears in the Selected section of the dialog box.
Repeat Steps 5 and 6 to add more services to this service group.

7. Click Create.

The service group appears on the Services page.

Related . Service and Service Group Overview on page 21
Documentation

Managing Service Groups on page 32

Creating Services on page 22

Managing Services on page 25
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Managing Service Groups

You can modify, delete, or clone service groups listed on the Manage Services page.
To open the Services page:

« Select Security Director > Object Builder > Services.
The Services page appears.

You can right-click the service group to manage it.

You can perform the following tasks on the Services page:

1. Modifying a Service Group on page 32
2. Deleting a Service Group on page 32

3. Cloning a Service Group on page 33

Modifying a Service Group

To modify a service group:

1. Select Security Director > Object Builder > Services.
The Services page appears.
2. Select the service group you want to modify, right-click and select Modify Service.

This action redirects you to the window that you used to create a new service group.
You can modify all the fields on this window, except the Name field.

3. Inthe Description field, enter a new description.
4. Inthe Category field, enter a new category.
5. Inthe Members section, make appropriate changes to the services used in this group.

6. Click Modify to save the changes made to this service group.

Deleting a Service Group

To delete a service group:

1. Select Security Director > Object Builder > Services.
The Services page appears.

2. Select the service group you want to delete, right-click, and select Delete Services.
The Delete dialog box appears.

3. Select the service group you want to delete and click Delete.

32
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Cloning a Service Group
To clone a service group:

1. Select Security Director > Object Builder > Services.
The Services page appears.

2. Select the service group you want to clone, right-click, and select Clone Service.
You are redirected to the Clone Service page.

3. Make the necessary modifications and click Clone.

Related . Service and Service Group Overview on page 21

Documentation . Creating Service Groups on page 31

Creating Services on page 22

Managing Services on page 25
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Addresses and Address Groups

« Address and Address Groups Overview on page 35
« Creating Addresses on page 35

« Managing Addresses on page 37

« Creating Address Groups on page 45

« Managing Address Groups on page 46

Address and Address Groups Overview

You can use the Address Creation Wizard to create an address object that specifies an
|P address or a hostname. You can specify a hostname and use the address resolution
option to resolve it to an IP address. You can also resolve an IP address to the
corresponding hostname.

You can group address objects to form an address group using the Address Group Creation
Wizard. Junos Space creates an object in the Junos Space database to represent an
address or an address group.

Related . Creating Addresses on page 35
D tati
ocumentation « Managing Addresses on page 37
« Creating Address Groups on page 45

« Managing Address Groups on page 46

Creating Addresses

To create an address:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.
2. From the left pane, select Create Address under Addresses.

The Create Address page appears, as shown in Figure 14 on page 36.
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Figure 14: Create Address Page

Create Address

Hame:

Diescription:

Type:  Host

3. Inthe Name field, enter a name for the new address.

4. In the Description field, enter a description for the new address.

5. Direct Security Director to resolve an IP address to a hostname or resolve a hostname
to an IP address.

To specify an IP address as the address type, select Host from the drop-down menu
and enter the IP address in the IP field.

To specify a hostname as the address type, select Host from the drop-down menu
and enter the hostname in the Host Name field.

To specify an IP address range, select Range from the drop-down menu and enter
the IP ranges in the Start IP and End IP fields.

To specify a network as an address type, select Network from the drop-down menu
and enter the network address in the IP and Netmask fields.

To specify an IP address with a wildcard mask, select Wildcard from the drop-down
menu and enter the IP address in the IP field and wildcard mask in the Wildcard
Mask fields.

To specify a DNS name as an address type, select DNS Host from the drop-down
menu and enter the DNS name in the DNS Name field.

0 NOTE: You can resolve an IP address to a hostname and a hostname to

an IP address using the green arrows next to the IP and Host Name fields.

0 NOTE: The host and network address types support both IPv4 and IPv6

address types. These address types also supports multicast addresses.
However, the range address type supports only IPv4 addresses. NAT and
IPsec VPNs do not support IPv6 addressing and wildcard addresses.

36

Copyright © 2013, Juniper Networks, Inc.



Chapter 6: Addresses and Address Groups

0 NOTE: Ensure that the first 8 bits of the address are not 0 and the highest
bit of the mask is 1 when you are using the wildcard address type.

6. Click Create to create an address.

The new address appears in the Manage Address page.

e NOTE: You can also add addresses using the Address import functionality.
To use this functionality, select the Actions drawer and click Import Addresses
from CSV.

0 NOTE: You can export the addresses using the Address export functionality.
To use this functionality, select the addresses you want to export and select
Export Addresses to CSV from the Actions drawer.

Related . Addressand Address Groups Overview on page 35
D tati
ocumentation . Managing Addresses on page 37
« Creating Address Groups on page 45

« Managing Address Groups on page 46

Managing Addresses

You can modify, delete, clone, export, and import addresses listed on the Manage Address
page. Click the IP Address column to sort IP addresses in ascending or descending order.
You can sort IP addresses by host, range, and network types; however, DNS host, wildcard,
group, and predefined IP addresses are excluded from any type of sorting.

For address range and network type, IP addresses are sorted by the first two digits. The
range value does not affect sorting. Multiple devices that have the same address but
different ranges are not sorted.

To open the Address page:

« Select Security Director > Object Builder > Addresses.
The Address page appears.

You can right-click an address to manage it.
You can perform the following tasks on the Address page:

1. Modifying an Address on page 38
2. Deleting an Address on page 38
3. Cloning an Address on page 38
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. Exporting Addresses on page 39
. Importing Addresses on page 39

Find Address Usage on page 42

4
5
6. Find Duplicate Address Objects on page 39
7.
8. Replace Addresses on page 42

9

. Show Unused Addresses on page 44
10. Delete All Unused Addresses on page 44

Modifying an Address
To modify an address:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.
2. Select the address you want to modify, right-click and select Modify Address.

This action redirects you to the window that you used to create a new address. You
can modify all the fields in this window, except the Name field.

3. Inthe Description field, enter a new description.

4. Enter a new value for the address type you specified earlier in the appropriate field
(IP Address field if you choose IP Address as the address type, or hostname if you
have chosen Hostname).

5. Click Modify to save the changes made to this address.

Deleting an Address
To delete an address:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. Select the address you want to delete, right-click and select Delete Addresses.
The Delete dialog box appears.

3. Select the address you want to delete and click Delete.

Cloning an Address
To clone an address:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. Select the address you want to clone, right-click, and select Clone Address.
You are redirected to the Clone Address page.

3. Make the necessary modifications and click Clone.
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Exporting Addresses
To export addresses:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. Select the addresses you want to export, right-click, and select Export Addresses to
CSv.

The Export Addresses pop-up window appears.
3. Click Export Selected to export the addresses you have selected.

4. If you want to export all addresses to CSV, click the Export Addresses to CSV link from
the Actions, and click Export All from the Export Addresses pop-up window.

Importing Addresses
To import addresses:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. Right-click the address and select Import Addresses from CSV.
The Select CSV File window appears.

3. Click View Sample CSV to view a sample CSV file. The supported values in the Type
field are:

« Host
- Network
« Range
- Wildcard
« DNS Host
4. Click Browse and navigate to the location where you saved the CSV file.

5. Click OK and then click Import.

Find Duplicate Address Objects
To find duplicate address objects:
1. Select Security Director > Object Builder > Addresses.

The Address page appears.

2. Select the address for which you want to find the duplicate objects. Right-click the
address, and then click Show Duplicates.
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A window appears showing all the groups with duplicate objects, as shown in Figure
15 on page 40.

Figure 15: Page Showing Duplicate Address Objects
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. If you want to merge duplicate objects in a group, select the objects in a group and

click Merge.

A merge window appears as shown in Figure 16 on page 40. In the Name field, provide
a new object name or select existing object names from the list.

Figure 16: Merge Address Page

Merge Address

fame: w

Description,

Zancel

0 NOTE: You can merge all the objects in a group by clicking the Merge
button after selecting all the objects by clicking the group name.

0 NOTE: Ifthe selected duplicate objects are referenced in any other services
(firewall policy, NAT policy, or VPN), and security objects (NAT pool,
address groups), a warning message is provided before the objects are
merged, as shown in Figure 17 on page 40.

Figure 17: Merge Operation Confirmation Message

Confirm Merge Operation

Some of the addresses selected to be merged are referred in NAT |, Address Group . After
merge, those references will be replaced by that of the merged obiject.

Are ol sure youd want to continue?
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4. If you want to delete objects in a group, select an object or objects, right-click and
then select Delete. A confirmation window appears before the selected objects are
deleted, as shown in Figure 18 on page 41.

Figure 18: Duplicate Objects Delete Confirmation Page

Confirrn deletion of following address objects

TMare Description

emptygrpl

Click Delete to delete the selected objects or Cancel to cancel the deletion.

5. If you want to find the usage of the duplicate objects in other groups, select an object,
right-click, and then select Find Usage.

The usage window appears showing the usage of the selected object in any service
(firewall policy, NAT policy, or VPN), or security objects (NAT pool, address groups),
as shown in Figure 19 on page 41.

Figure 19: Duplicate Objects Usage Window

Filter Categories

groupl | Address Group
W all (2)
| Address Group (2) Address Member Name:
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Group2 | Address Group

Address Member Name; ) )
#ddress Group Name Group2 contains Address with IP 1,1.1.1

Displaying 1 -2 cf 2 | Show [FRRRRRG items

Procedure to manually rebuild the Index, see “Indexing Overview” on page 247

Copyright © 2013, Juniper Networks, Inc. 41



Junos Space Security Director User Guide

Find Address Usage
To find address usage:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. Select the address for which you want to find the usage. Right-click the address, and
then click Find Usage.

A window appears, showing all the locations where this address object is used, as
shown in Figure 20 on page 42.

Figure 20: Window Showing Address Usage
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Procedure to manually rebuild the Index, see “Indexing Overview” on page 247
Replace Addresses

You can select one or more addresses to replace with another address, address group,
or nested address group. To replace one or more addresses:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. Select the address or addresses that you want to replace. Right-click the address or
addresses, and then click Replace Addresses. You can replace a single address or
multiple addresses.

A window appears, showing the address or addresses you have selected to be replaced,
along with a drop-down list of the addresses that are available to replace the address
or addresses you have selected. See Figure 21 on page 43.
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Figure 21: Replace Addresses Window

Replace Addresses

Selected Addresses
MName Type
2.2.2.2/32 Host

Replace with: | Select...

Repl Cancel

3. Inthe Replace Addresses window, select the address, address group, or nested address
group that will replace the selected address or addresses, and click Replace. If the
selected addresses are used in any other references, you will receive the following
warning message before replacing, as shown in Figure 22 on page 43. Click Yes to
replace.

Figure 22: Address: Confirm Replace Warning Message
-Cnnﬁrm replace Operation

Some of the addresses selected to be replaced are referred in Polymorphic Address , NAT
Policy , Firewall Policy , NAT Pool , Address Group . After replace, those references wil be

replaced.
Are you sure you want to continue?

If the operation is successful, you will receive a summary showing the addresses that
were replaced, as shown in Figure 23 on page 44.
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Figure 23: Address Replace Success Message
.Replace Successul .

Address Replace operation completed.

Following references have been replaced:-

Used by Replace Count
NAT Paolicy 2
Variable Address 2
Firewall Palicy 2
Address Group 1
MAT Pool 1

o NOTE:

« You cannot replace VPN with IPv6, DNS, or wildcard addresses.

« You cannot replace addresses with polymorphic addresses or vice versa.

Show Unused Addresses

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. You can either right-click any address or use the Action drawer, and select Show
Unused.

A list of all unused address objects which are not referenced in any policy or address
group, appear on the page.

Procedure to manually rebuild the Index, see “Indexing Overview” on page 247

Delete All Unused Addresses

You can find the unused address objects and delete all unused address objects. You can
clear all the unwanted objects which are not used anywhere.

To deleted the unused addresses:

1. Select the unused address object that you want to delete, and right-click the object,
or use the Actions drawer and select Delete All Unused Addresses

A warning message appears, confirming the delete operation.

2. Click Yes to delete all unused address objects, or No to cancel the delete operation.
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Related . Address and Address Groups Overview on page 35
D .
ocumentation « Creating Addresses on page 35
. Creating Address Groups on page 45

« Managing Address Groups on page 46

Creating Address Groups

To create an address group:

1. Select Security Director > Object Builder > Address.

The Address page appears showing all the addresses and address groups.
2. From the left pane, select the Create Address Group under Address.

The Create Address Group page appears, as shown in Figure 24 on page 45.

Figure 24: Create Address Group Page

Create Address Group

LEEE Brig_addresses

Host Name

e
Create ’ =gl |:-E-

3. Inthe Name field, enter a name for the new address group.
4. In the Description field, enter a description for the new address group.

5. Inthe Addresses pane of the Create Address Group window, click the Add icon to add
a new address to this address group.

The Select Addresses dialog box appears.
6. Select the addresses you want to add to the address group and click Select.
7. Click Create.

The address group appears on the Address page.
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Related
Documentation

« Address and Address Groups Overview on page 35
. Managing Address Groups on page 46
« Creating Addresses on page 35

. Managing Addresses on page 37

Managing Address Groups

You can modify, delete, or clone address groups listed on the Manage Address page.
To open the Address page:

« Select Security Director > Object Builder > Address.
The Address page appears.

You can right-click the address group to manage it.
You can perform the following tasks on the Address page:

1. Modifying an Address Group on page 46
2. Deleting an Address Group on page 46
3. Cloning an Address Group on page 47

Modifying an Address Group

To modify an address group:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.
2. Select the address group you want to modify, right-click, and select Modify Address.

This action redirects you to the window that you used to create a new address group.
You can modify all the fields in this window, except the Name field.

3. Inthe Description field, enter the new description.

4. In the Members pane, make the appropriate changes to the addresses used in this
group.

5. Click Modify to save the changes made to this address group.

Deleting an Address Group

To delete an address group:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.
2. Select the address you want to delete, right-click, and select Delete Addresses.

The Delete dialog box appears.

46
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3. Select the address group you want to delete and click Delete.

Cloning an Address Group
To clone an address group:

1. Select Security Director > Object Builder > Addresses.
The Address page appears.

2. Select the address you want to clone, right-click, and select Clone Addresses.
You are redirected to the Clone Address page.

3. Make necessary modifications and click Clone.

Related . Addressand Address Groups Overview on page 35

D tati
ocumentation Creating Address Groups on page 45

Creating Addresses on page 35

Managing Addresses on page 37
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Extranet Devices

« Creating Extranet Devices on page 49

« Managing Extranet Devices on page 50

Creating Extranet Devices

To create extranet devices:

1. Select Security Director > Object Builder > Extranet Devices.
The Address page appears.

2. From the left pane, select the Create Extranet Device under Extranet Devices.
The Create Extranet Device page appears, as shown in Figure 25 on page 49.

Figure 25: Create Extranet Device Page

Create Extranet Device

Mame:

Description:

IP: [IPv4 Address

Host Mame:

3. Inthe Name field, enter a name for the new extranet device.

4. In the Description field, enter a description for the new extranet device.
5. Inthe IP field, enter the IP address.

6. Inthe Host Name field, enter the hostname.

7. Click Create to create the extranet device.

The new extranet device appears on the Extranet Devices page.
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Related . Managing Extranet Devices on page 50
Documentation

Managing Extranet Devices

You can modify, delete, and clone the extranet devices listed on the Extranet Devices
page.

To open the Extranet Devices page:

« Select Security Director > Object Builder > Extranet Devices.
The Extranet Devices page appears.

You can right-click an extranet device to manage it.
You can perform the following tasks on the Extranet Devices page:

. Modifying an Extranet Device on page 50
« Deleting an Extranet Device on page 50

« Cloning an Extranet Device on page 51

Modifying an Extranet Device
To modify an extranet device:

1. Select Security Director > Object Builder > Extranet Devices.
The Extranet Devices page appears.

2. Select the extranet device you want to modify, right-click, and select Modify Extranet
Device.

This action redirects you to the Create Extranet Device page that you used to create
a new extranet device. You can modify all the fields on this page.

3. Click Modify to save the changes made to this extranet device.

Deleting an Extranet Device
To delete an extranet device:

1. Select Security Director > Object Builder > Extranet Devices.
The Extranet Devices page appears.

2. Select the extranet device you want to delete, right-click, and select Delete Extranet
Devices.

The Delete dialog box appears.

3. Select the extranet devices you want to delete, and click Delete.
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Cloning an Extranet Device

1. Select Security Director > Object Builder > Extranet Devices.
The Extranet Devices page appears.

2. Select the extranet device you want to clone, right-click, and select Clone Extranet
Device.

You are redirected to the Clone Extranet Device page.
3. Make the necessary modifications, and click Clone.

Related . Creating Extranet Devices on page 49
Documentation
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Application Signatures

« Creating Application Signatures on page 53
« Managing Application Signatures on page 55

Creating Application Signatures

To create an application signature:

1. Select Security Director > Object Builder > Application Signatures.

All application signatures that are downloaded appears on the Application Signatures
page as shownin Figure 26 on page 53. This page displays the version of the signature
database. On the left side of the page are the different categories of signature, and
on the right side of the page are the signatures.

Figure 26: Application Signatures Page
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2. Click Create Application Signature.

The Create Application Signature page appears.
3. Enter the name of the application signature in the Name field.
4. Enter the description for the application signature in the Description field.

5. Select the signature type.

Copyright © 2013, Juniper Networks, Inc. 53



Junos Space Security Director User Guide

6. If you select Application as the signature type, enter the following information:

a. Select the category of the application signature from the Application Signature
drop-down menu.

b. Select the subcategory of the application signature from the Sub-Category
drop-down menu.

c. Select the category of risk from the Risk drop-down menu, as shown in Figure 27
on page 54.

Figure 27: Create Application Signature Page
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d. Enter appropriate information in the Min Data field.
e. Enter the range of ports in the Port Range field.
f. Enter appropriate information in the CTS Pattern field.
g. Enter appropriate information in the STC Pattern field.
h. Click Create.
7. Ifyou select Nested Application as the signature type, enter the following information.

a. Select the category of the application signature from the Application Signature
drop-down menu.

b. Select the subcategory of the application signature from the Sub-Category
drop-down menu.
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c. Select the category of risk from the Risk drop-down menu.

d. Click the check box next to the Chain Order field if you want to do so.

e. Enter the range of ports in the Max Transactions field.

f. Select the type of protocol from the Protocol drop-down menu.

g. Select the context of the signature from the Context drop-down menu.
h. Select the direction from the Direction drop-down menu.

i. Enter appropriate information in the Pattern field.

j. Click the Add Signature button to add more signatures.

k. Click Create.

Related . Managing Application Signatures on page 55
Documentation

Managing Application Signatures

You can filter, modify, delete, or clone, application signatures listed on the Application
Signatures page. You can also create application signature groups in this page.

To open the Application Signatures page:

« From the Security Director > Object Builder > Application Signatures.
The Application Signatures page appears.
You can right-click the application signatures to manage them.

You can perform the following tasks on the Application Signatures page:

« Filtering Application Signatures on page 55

« Modifying Application Signatures on page 56

» Deleting Application Signatures on page 56

« Cloning Application Signatures on page 56

« Creating an Application Signature Group on page 57

Filtering Application Signatures

To filter application signatures:

1. Select Security Director > Object Builder > Application Signatures.

The Application Signatures page displays all signatures that are downloaded. The
right pane displays the signatures and the left pane displays the different filters that
can be used to filter the signatures. The different parameters that can be used to filter
the signatures include Category, Sub-Category, and Risk, Predefined/Custom, Object
Type, Activation Date, and Modify Date. Every parameter has different subparameters.

2. Click the check box next to the subparameters within a parameter.
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Modifying Application Signatures
To modify application signatures:
1. Select Security Director > Object Builder > Application Signatures.
The Application Signatures page displays all signatures that are downloaded.

2. Select the check box next to the application signature you want to modify.

0 NOTE: You cannot modify the predefined application signatures. You can
only modify the custom application signatures you have added.

3. Right-click the application signature and select Modify Application Signature.

You will be redirected to the Modify Application Signature page. You can make
necessary changes to the application signature here.

4. Click Modify.

Deleting Application Signatures
To delete application signatures:
1. Select Security Director > Object Builder > Application Signatures.
The Application Signatures page displays all signatures that are downloaded.

2. Select the check box next to the application signatures you want to delete.

0 NOTE: You cannot delete the predefined application signatures. You can
only delete the custom application signatures you have added.

3. Right-click the application signature and select Delete Selected.
A confirmation window appears.

4. Click Yes.

Cloning Application Signatures
To clone application signatures:

1. Select Security Director > Object Builder > Application Signatures.

The Application Signatures page displays all signatures that are downloaded.
2. Select the check box next to the application signature you want to clone.
3. Right-click the application signature and select Clone Application Signature.

You are redirected to the Create Application Signature page. You can create the
application signature here.
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Creating an Application Signature Group

To create an application signature group:

1. Select Security Director > Object Builder > Application Signatures.
The Application Signatures page displays all signatures that are downloaded.

2. Select the check box next to the application signatures you want to include in the
application signature group.

3. Right-click the application signature group and select Create Application Group.
The Create Application Signature Group page appears.
4. Enter a name for the application signature group in the Name field.

5. Click the check box next to the Disable option if you want to disable this application
signature group.

6. Click the Add icon to add more application signatures to this group.

The Application Signature Selector window appears. You can add more application
signatures from this window.

7. Click Update.

8. Click Create.
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Schedulers

« Scheduler Overview on page 59
« Creating a Scheduler on page 60
« Managing Scheduler on page 62

Scheduler Overview

Documentation

A scheduler allows a policy to be active for a specified duration. You can create a scheduler
without linking it to a policy; such schedulers are applicable at the rule level. However, if
you want a policy to be active during a scheduled time, you must first create a scheduler
for that policy or link the policy to an existing scheduler. When a scheduler timeout expires,
the associated policy is deactivated and all sessions associated with the policy are also
timed out.

If a policy contains a reference to a scheduler, that schedule determines when the policy
isactive. When a policy is active, it can be used as a possible match for traffic. A scheduler
lets you to restrict access to a resource, or remove a restriction to a resource, for a period
of time.

A schedule uses the following guidelines:

. A scheduler can have multiple policies associated with it; however, a policy cannot be
associated with multiple schedulers.

« A policy remains active as long as the scheduler it refers to is also active.
« You can configure a scheduler using one of the following scenarios:

- Ascheduler can be active during a single time slot, as specified by a start date and
time, and a stop date and time.

- Ascheduler can be active forever (recurrent), but only as specified by the daily
schedule. The schedule on a specific day (time slot) takes priority over the daily
schedule.

- A scheduler can be active during a time slot, as specified by the weekday schedule.

- Ascheduler be active within two different time slots (daily or for a specified duration).

. Creating a Scheduler on page 60
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« Managing Scheduler on page 62

Creating a Scheduler

A scheduler allows a policy to be activated for a specified duration. You can define a
scheduler for a single or recurrent time slot during which a policy is active.

To create a scheduler:

1. From the left pane, select Security Director > Object Builder > Scheduler.
The main Scheduler page appears, as shown in Figure 28 on page 60.

Figure 28: Scheduler Main Page
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2. Click the plus sign (+) to create a new scheduler. The Create Scheduler window
appears, as shown in Figure 29 on page 61.
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Figure 29: Create Scheduler
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3. Enter the name of the scheduler in the Name field. The maximum allowed characters
are 63. The name must be a string beginning with a number or a letter. The name can
have numbers, letters, hyphens, and underscores.

4. Enter the description in the Description field. The maximum allowed characters are
900. The description must be a string and must not contain special characters such
as &amp;, &lt;, &gt;, and \n.

5. You can configure two sets of start and end dates and times for a single scheduler.
For the first set of the schedule, enter the start date and time in the Start Date1 field,
and enter the end date and time in the Stop Datel field. You must enter the times in
HH:MM format.

For the second set of the schedule, enter the start date and time in the Start Date2
field, and enter the end date and time in the Stop Date2 field.

6. You can create a scheduler to be active daily or for any particular day(s) of the week.
Select the Daily or any day option, and enter the start time in the Start Time filed and
the stop time in the Stop Time field. You must enter times in HH:MM:SS format.

7. Click Create to create a new scheduler.

Related . Scheduler Overview on page 59

Documentation Managing Scheduler on page 62
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Managing Scheduler

You can modify, delete, and clone a scheduler listed on the Scheduler main page.

To open the Scheduler page:

Select Security Director > Object Builder > Scheduler.
The Scheduler page appears.

Right-click the scheduler to manage it, or select the required options from the Actions
drawer.

You can perform the following tasks on the Scheduler page:

Modifying a Scheduler

Deleting a Scheduler

Modifying a Scheduler on page 62
Deleting a Scheduler on page 62

Find Scheduler Usage on page 63
Show Unused Schedulers on page 63

To modify a scheduler:

1.

Select Security Director > Object Builder > Scheduler.
The Scheduler page appears.

Select the scheduler that you want to modify and click the pencil icon or right-click
and select Modify Scheduler.

The Modify Scheduler page appears.

. Onthe Modify Scheduler page, you can modify name, description, start and stop date,

and time.

Click Modify to modify the scheduler.

To delete a scheduler:

1.

Select Security Director > Object Builder > Scheduler.
The Scheduler page appears.

Select the scheduler that you want to delete, and click the X icon or right-click and
select the Delete Schedulers option. A confirmation window appears before you can
delete the scheduler.

Click Delete to delete the scheduler.

You can delete a single scheduler or multiple schedulers.
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Find Scheduler Usage
To find scheduler usage:

1. Select Security Director > Object Builder > Scheduler.
The Scheduler page appears.

2. Select the scheduler that you want to find the usage, right-click and select Find Usage.
The usage window appears, as shown in Figure 30 on page 63.

Figure 30: Scheduler Find Usage Window
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Show Unused Schedulers
To show unused schedulers:

1. Select Security Director > Object Builder > Scheduler.
The Scheduler page appears.
2. From Actions, select Show Unused.

The unused schedulers which are not used for any policy are listed.

Related . Scheduler Overview on page 59

Documentation . Creating a Scheduler on page 60
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NAT Pools

« Creating NAT Pools on page 66
« Managing NAT Pools on page 69
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Creating NAT Pools

A Network Address Translation (NAT) pool is a continuous range of IP addresses that
you can use to create a NAT policy. NAT policies perform address translation by translating
internal IP addresses to the addresses in these pools.

To create a NAT pool:

1. Select Security Director > Object Builder > NAT Pools . In the NAT pools page, click plus
sign (+) to create a new NAT pool.

The Create NAT Pool page appears, as shown in Figure 31 on page 66.
Figure 31: Create NAT Pool Page
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2. Enter the name of the NAT pool in the Name field.

3. Enter a description for the NAT pool in the Description field.
4. Select the type of NAT pool from the Pool Type menu.

5. Select the appropriate address from the Pool Address menu.

6. Expand the Routing Instance pane by clicking on the down arrow.

66 Copyright © 2013, Juniper Networks, Inc.



Chapter 10: NAT Pools

7. Select the device from the Device list. The Routing Instance field lists the available
routing instances for the selected devices.

8. Select the desired routing instance for the selected device from the routing instances

listed.

9. Expand the Advanced pane by clicking the down arrow.

10. Enter an appropriate value in the Host Address Base field.

1. Select the appropriate option from the Translation menu.
« If you select Port/Range in the Translation menu, a new menu, Port, appears.
. Select an appropriate option from the Port menu.

. If you select Overload in the Translation menu, a new option, Port Overloading
Factor, appears.

- Select an appropriate value from the Port Overloading Factor selector.
12. Select the appropriate option from the Overflow Pool Type menu.

. If you select Pool in the Overflow Pool Type menu, a new field, Overflow Pool,
appears.

. Select the appropriate NAT pool from the Overflow Pool selector.

13. Click Create.
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To create an address group:

1. Click the second plus sign (+) to create the new address object. Figure 32 on page 68
shows the page that appears.

Figure 32: Inline Address Group Creation for NAT Pool
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2. Inthe Name field, enter the name of an address group.

3. Inthe Addresses field, you can select all addresses available in the Available column
or select few addresses to create a new address group.

4. Click Create to create the address group. This adds the newly created address objects
to the selected addresses and returns to the address selector. Click Cancel to discard
your changes and return to the Create NAT Pool window.

e NOTE: You can create address object inline similar to address group inline.

Related . NAT Overview on page 201

D tati
ocumentation « Managing NAT Pools on page 69

« Creating NAT Policies on page 205
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. Managing NAT Policies on page 230

Managing NAT Pools

You can delete, modify, and clone NAT pools listed in the NAT Pool page.
To open the NAT Pool page:

« Select Security Director > Object Builder > NAT Pool.
The NAT Pool page appears.
You can right-click the NAT pool to manage it.

You can perform the following tasks on the NAT Pool page:

« Deleting NAT Pools on page 69

« Modifying NAT Pools on page 69

« Cloning NAT Pools on page 70

« Show Duplicate NAT Pools on page 70

« Find NAT Pool Usage on page 72

« Replace Addresses on page 73

« Show Unused NAT Pools on page 74

« Delete All Unused NAT Pools on page 75

Deleting NAT Pools

To delete a NAT pool:

1. Select Security Director > Object Builder > NAT Pools.
The Manage NAT Pool page appears.

2. Select the NAT pool that you want to delete, right-click, and select Delete NAT Pools.
The Delete pop-up window appears displaying all the NAT pools that you can delete.

3. Click Delete.

0 NOTE: You cannot delete a NAT pool that is associated with a NAT policy.

Modifying NAT Pools

To modify a NAT pool:

1. Select Security Director > Object Builder > NAT Pools.
The NAT Pool page appears.

2. Select the NAT pool that you want to modify, right-click, and select Modify NAT Pool.

The Modify NAT Pool page appears.
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3. On the Modify NAT Pool page, you can edit the description and IP range of the NAT
pool. You cannot modify the NAT pool name.

4. Click Modify.

You will receive a warning message when you try to modify a NAT pool used in a NAT
policy. When you modify a pool associated with a published policy, you must republish
the policy so that the changes are reflected in the policy.

Cloning NAT Pools

To clone a NAT pool:

1. Select Security Director > Object Builder > NAT Pools.
The NAT Pools page appears.

2. Select the NAT pool you want to clone, right-click, and select Clone NAT Pool.
The Clone NAT Pool window appears.

3. Make appropriate changes and save the NAT pool.

0 NOTE: You can also clone the NAT pool by right-clicking the NAT pool
and selecting the Clone NAT Pool option.

Show Duplicate NAT Pools
To find duplicate address objects:

1. Select Security Director > Object Builder > NAT Pools.
The NAT Pools page appears.

2. Select the NAT pool for which you want to find the duplicate objects. Right-click the
NAT pool or use the Action drawer, and click Show Duplicates.

A window appears showing all the groups with duplicate objects, as shown in Figure
33 onpage 7.
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Figure 33: Show Duplicates of NAT Pool

Object Builder > NAT Poals > Show Duplicates

HKame Pool Address ool Typs Description
=" nat_171_162_211_61 (3 members)
Jlnat_171_162 211 61 h_{71.0182.211.61 Destination
/| det_pool_171_182_2... h_171.182.211.61 Destination
dst_pool_171_182_2... h_A71.162.211.61 Destination

[T dst_poal_171_182_210_169 (3 members)

dst_poal_171_182_2... h_171,182.210,169 Destinatian
dst_pool_171_182_2... h_171,182.210,169 Destination
nat_L71_162_210_165 h_171,182.210,169 Destination

3. If you want to merge duplicate objects in a group, select the objects and click Merge.

A merge window appears, as shown in Figure 34 on page 71. In the Name field, provide
a new object name or select existing object names from the list.

Figure 34: Merge NAT Pool
.Merge NAT Pool .
Marne: | Type or select.. V

Description:

Merge Zancel

0 NOTE: You can merge all the objects in a group by clicking the Merge
button after you select all the objects by clicking the group name.

4. If you want to delete objects in a group, select an object or objects, right-click, and
then select Delete. A confirmation window appears before the selected objects are
deleted, as shown in Figure 35 on page 72.
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Figure 35: Delete Duplicate NAT Pool Objects

Delete
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Click Delete to delete the selected objects or Cancel to cancel the deletion.

5. If you want to find the usage of the duplicate objects in other groups, select an object,
right-click, and then select Find Usage.

The usage window appears showing the usage of the selected object in any service
( NAT policy ) or security objects (NAT pool or address groups), as shown in Figure
36 on page 72.

Figure 36: Confirm Merge Operation

Confirmn Merge Operation

' Some of the MAT Pools selected to be merged are referred in MAT Policy , NAT Pool . After
o merge, those references wil be replaced by that of the merged object.

Are you sure you want to cantinue?

Procedure to manually rebuild the Index, see “Indexing Overview” on page 247
Find NAT Pool Usage
To find address usage:

1. Select Security Director > Object Builder > NAT Pools.
The NAT pool page appears.

2. Select the NAT pool for which you want to find the usage. Right-click the address or
use the Action drawer, and click Find Usage.

A window appears, showing all the locations where this NAT pool object is used, as
shown in Figure 37 on page 73.
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Figure 37: NAT Pool Usage Window
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Procedure to manually rebuild the Index, see “Indexing Overview” on page 247

Replace Addresses

You can select one or more NAT pools to replace with another NAT pool of the same
pool type. To replace one or more NAT pools:

1. Select Security Director > Object Builder > NAT Pools.
The NAT pool page appears.

2. Select the NAT pool that you want to replace. Right-click the NAT pool or use the
Action drawer, and click Replace NAT Pools. You can replace a single NAT pool or
multiple NAT pools.

A window appears, showing the NAT pool(s) you have selected to be replaced, along
with a drop-down list of the NAT pools that are available to replace the NAT pool you
have selected. See Figure 38 on page 74.
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Figure 38: Replace NAT Pools
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3. Inthe Replace NAT Pools window, select the NAT pool to be replaced with the other
NAT pool, and click Replace. If the selected NAT pools are used in any other references,
you will receive the following warning message before the pools are replaced. Click
Yes to continue the replacement operation.

If the operation is successful, you will receive a summary showing the NAT pools that
were replaced.

Show Unused NAT Pools
1. Select Security Director > Object Builder > NAT Pools.

The NAT pool page appears.
2. Right-click any NAT pool or use the Actions drawer, and select Show Unused.

A list of all unused NAT pool objects that are not referenced in any policy appear on
the page.

Procedure to manually rebuild the Index, see “Indexing Overview” on page 247
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Delete All Unused NAT Pools

You can find the unused NAT pool objects and delete them. You can clear all the
unwanted objects that are not used anywhere.

To deleted the unused NAT pools:

1.

Related .
Documentation

Select the unused NAT pool object that you want to delete, and right-click the object
or use the Actions drawer, and select Delete All Unused NAT Pools.

A warning message appears, confirming the delete operation.

Click Yes to delete all unused NAT pool objects or No to cancel the delete operation.

NAT Overview on page 201
Creating NAT Pools on page 66
Creating NAT Policies on page 205

Managing NAT Policies on page 230
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Policy Profiles

« Security Policy Profiles Overview on page 77
« Creating Policy Profiles on page 78
« Managing Policy Profiles on page 81

Security Policy Profiles Overview

You can use the Policy Profile Wizard to create an object that specifies the basic settings
of a security policy. You can configure these basic settings using the Policy Profile Wizard:

« Log options
- Log at session initiation
- Log at the close of a session

- Enable counting for the number of packets, bytes, and sessions that enter the firewall
for a given policy

. Firewall authentication schemes
- Pass-through authentication
- Web authentication

- Infranet authentication

« Traffic redirection options
- No traffic redirection
- Redirect Wx—WXx redirection for packets that arrive from the LAN

- Reverse Redirect Wx—Wox redirection for the reverse flow of packets that arrive from
the WAN

. TCP-SYN Check and TCP Sequence Check—TCP session options for policy profile

When a policy profile is created, Junos Space creates an object in the Junos Space
database to represent the policy profile. You can use this object to create security policies.

There are two Juniper Networks defined policy profiles:
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. All logging enabled — All logging options are enabled. Logging is enabled at session
initiation and the close of the session. Counters are also enabled to collect the number
of packets, bytes, and sessions that enter the firewall for a given policy. The alarm
thresholds are set to 100 bytes/second and 100 kilobytes/minute.

« All logging disabled — All logging options are disabled.

0 NOTE: You cannot modify or delete Juniper Networks defined policy profiles.
You can only copy them and create new policy profiles.

Related . Creating Policy Profiles on page 78

D .
ocumentation . Managing Policy Profiles on page 81

Creating Policy Profiles

To create a security policy profile:

1. Select Security Director > Object Builder > Policy Profiles.

The Policy Profiles page appears with all the policy profiles. The first two policy profiles
listed here are Juniper Networks defined policy profiles.

2. Click the plus sign (+) to create a new policy profile.
The New Policy Profile page appears, as shown in Figure 39 on page 78.

Figure 39: New Policy Profile Page

MNew Policy Profile

Mame:

Description:

Template:

Logging Authentication Advanced Settings
[ Log &t Session Init alarm Threshold:
[[]Log At Session Close 0 &

w

Bytes/Second

r.

[[] Enable Count 0 o | Klobytes/Minute

Cancel
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3. Enter the name of the policy profile in the Name field.

4. Enter the description of the policy profile in the Description field.

5. Inthe Logging pane of the New Policy Profile page, configure the log options for this
policy profile. You can configure the following log options:

a.

e.

If you want to log the events when the session is created, select the Log at Session
Init check box.

If you want to log the events when the session is closed, select the Log at Session
Close check box.

. Enter the number of bytes to be logged per second in the Bytes/Second field.

If you want to enable counting, select the Enable Count check box.

If counting is enabled, counters are collected for the number of packets, bytes, and
sessions that enter the firewall for a given policy

Enter the value of the count in the Kilobytes/Minute field.

6. Use the Authentication pane on the New Policy Profile page to provide authentication
to clients. You can configure the following authentication options:

a.

If you want to use Web Authentication, select Web in the Authentication Type
drop-down menu and enter the hostname or IP address of the client used to perform
Web authentication in the Client Name field.

If you want to use Pass Through Authentication, select Pass Through in the
Authentication Type drop-down menu and enter the hostname or IP address of
the client used to perform Pass Through authentication in the Client Name field.

If you do not want to use any authentication, select None in the Authentication
Type drop-down menu.

. If you want to use Infranet Authentication, select Infranet in the Authentication

Type drop-down menu and enter the redirect URL in the Redirect URL field. You
can also select the appropriate redirect options from the respective check boxes.

7. Use the Advanced Settings section of the New Policy Profile page to configure the
traffic redirection options for this policy profile, as shown in Figure 40 on page 80.

a.

If you want to use the Services Offload option in the Datacenter SRX Acceleration
list, select this option.

If you do not want to take any action for destination address, select None from the
Destination Address Translation list.

. If you do not want to translate the destination address, select Drop Untranslated

from the Destination Address Translation list.

If you do want to translate the destination address, select Drop Translated from
the Destination Address Translation list.

If you want traffic to be redirected, select the None check box.

If you want to enable Wx redirection for packets that arrive from the LAN, select
the Redirect Wx check box.
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g. If you want to enable Wx redirection for the reverse flow of packets that arrive from
the WAN, select the Reverse Redirect Wx check box.

h. You can enable TCP session options for a policy profile by clicking the TCP-SYN
Check and TCP Sequence Check options.

Figure 40: Create Policy Profile - Advanced Settings

Create Policy Profile

MNarme: | pakprof

Description:

Template:

Logging Authentication Advanced Settings

Datacenter SRX Acceleration: [ | Services Offload
Destination Address Translation: | Mone
Redirect: Mone

TCP-Session Options
[ TCP-5%M Check

[7] TP Sequence Check

Zancel

NOTE:
0 « The update is committed only if these TCP session options are
disabled globally. Otherwise, the update fails.

« If the update fails for logical systems, you must disable TCP session
options for logical systems but not in the root devices.

« Any changes you make at the root device level or at the policy level
are captured in the audit trail.

« When you import a device configuration, TCP session options are
also imported, if they are enabled.

« When you export a policy, you can find the associated TCP session
options under the Rule Options column.

« When you take a firewall policy snapshot, TCP session options are
retained for possible future rollback.

8. Click Create.
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The new security policy profile appears on the Policy Profiles page.

Related . Security Policy Profiles Overview on page 77

Documentation
. Managing Policy Profiles on page 81

Managing Policy Profiles

You can delete, modify, or clone policy profile listed in the Policy Profiles page.
To open the Policy Profiles page:

« Select Security Director > Object Builder > Policy Profiles.
The Policy Profiles page appears.

You can right-click the policy profile to manage it.
You can perform the following tasks on the Policy Profiles page:
« Deleting Policy Profiles on page 81

« Modifying Policy Profiles on page 81
« Cloning Policy Profiles on page 82

Deleting Policy Profiles
To delete a policy profile:

1. Select Security Director > Object Builder > Policy Profiles.
The Policy Profiles page appears.

2. Select the policy profile that you want to delete and select Delete Policy Profiles from
the Actions drawer.

The Delete pop-up window appears.

3. Select the security policy profiles you want to delete and click Delete.

0 NOTE: You can also delete the policy profile by right-clicking the policy
profile and selecting Delete Policy Profiles .

Modifying Policy Profiles
To modify a policy profile:
1. Select Security Director > Object Builder > Policy Profiles.

The Policy Profiles page appears.

2. Select the policy profile that you want to modify, right-click, and select Modify Policy
Profile.
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The Modify Policy Profile page appears. You can modify all the fields on this window,
except the Name field.

3. Make the appropriate changes to the security policy and click Modify.

e NOTE: You can also modify the policy profile by right-clicking the policy
profile and selecting Modify Policy Profile.

Cloning Policy Profiles
To clone a policy profile:

1. Select Security Director > Object Builder > Policy Profiles.
The Policy Profiles page appears.

2. Select the policy profile that you want to clone, right-click, and select Clone Policy
Profile.

The Clone Policy Profile page appears.

3. Make the appropriate changes to the security policy and click Clone.

e NOTE: You can also clone the policy profile by right-clicking the policy
profile and selecting Clone Policy Profile.
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VPN Profiles

« VPN Profiles Overview on page 83
« Creating VPN Profiles on page 84
« Managing VPN Profiles on page 87

VPN Profiles Overview

Related
Documentation

You can use a VPN Profile Wizard to create an object that specifies the VPN proposals,
mode of the VPN, and other parameters used in a route-based IPsec VPN. You can also
configure the Phase 1 and Phase 2 settings in a VPN profile.

When a VPN profile is created, Junos Space creates an object in the Junos Space database
to represent the VPN profile. You can use this object to create route-based IPsec VPNs.

e NOTE: You cannot modify or delete Juniper Networks defined VPN profiles.
You can only clone them and create new profiles.

SRX Series devices support preshared key and PKI certificate-based authentication
methods in IKE negotiation for IPsec VPNs. The RSA certificate and DSA certicate-based
authentication are supported for IKE negotiation. The predefined VPN profile is available
with both RSA and DSA certificates-based authentication. The PKI certificate list from
the device is automatically retrieved during the device discovery and update-based syslog
notifications.

« Creating VPN Profiles on page 84
« Managing VPN Profiles on page 87
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Creating VPN Profiles

To create a VPN profile:

1. Select Security Director > Object Builder > VPN Profiles.

The VPN Profiles page appears with all the VPN profiles. The first two profiles listed
here are Juniper Networks defined VPN profiles.

2. Click the plus sign (+) to create a new VPN profile.
3. Enter the name of the VPN profile in the Name field.
4. Enter the description of the VPN profile in the Description field.
5. Click the Phase1tab.
Figure 41 on page 84 shows the Phase 1tab.
Figure 41: VPN Profile: Phase 1

VPN Profile

Name:

Description:

Phase 1

Authentication Type:  Preshared Key i5

Mode: @ Main 7 AQgressive

Proposals: @ Predefined Custom

@ Basic 7 Standard 7 Compatible
& | hdvanced Settings
[¥] Enable NAT Traversal

Keen Alve Interval{secs): | 5 2
[#] Enakile DPD
[ Always Send DPD
DPD Interval(secs): |10

DPD Threshold: |5

6. Select the required authentication type from the Authentication Type drop-down
menu. The following authentication types are supported:

. Preshared key
- RSA signature
- DSA signature

7. Select the VPN mode that you want to use by clicking the radio buttons next to Mode.
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- If youselect Aggressive as the VPN mode for the preshared key authentication type,
an IKE ID drop-down menu appears. For the User@hostname IKE ID option, a
separate User field appears. Enter an appropriate value in this filed.

. For RSA and DSA signature-authentication types, a distinguished name (DN) is
available as an IKE ID option along with hostname and user@hostname. These
options are available for both main and aggressive VPN modes.

8. You can create only custom VPN proposal.
a. Click Add to add a new VPN proposal.
The Create Phase 1 Proposal pop-up window appears.
b. Enter the name for the proposal in the Name field.
c. Select the appropriate DH group from the DH Group drop-down menu.

d. Select the appropriate authentication mechanism from the Authentication
drop-down menu.

e. Select the appropriate encryption mechanism from the Encryption drop-down
menu.

f. Select the life time interval from the Life Time (in seconds) selector.
g. Click Create.
9. Expand the Advanced Settings pane by clicking the down arrow.
You can configure the advanced settings for Phase 1 here.
10. Select the Enable NAT Traversal check box to enable this option.
1. Select the appropriate keepalive interval from the Keep Alive Interval (secs) selector.
12. Select the Enable DPD check box if you want to use this option.
13. Select the Always Send DPD check box if you want to use this option.

14. Select the appropriate dead peer detection interval from the DPD Interval (secs)
selector.

15. Select the appropriate dead peer detection threshold from the DPd Threshold selector.
16. Click the Phase 2 tab.

Figure 42 on page 86 shows the Phase 2 tab.
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Figure 42: VPN Profile: Phase 2

Mame: | Bng_IT

Description:

Phase 1 Phase 2

Proposals: @ Predefined ) Custom
@ Basic ) Standard O Compatible

Perfect Forward Secrecy:  None N

| Advanced Seltings

Establsh tunnel immediately
[ Enable wPN Monitor

DF bit:  |MNone v

{0

Idle time(secs): &0
Install tirme: 1 c

[T Enable anti Replay

| Create Cancel |

17. Select the option button next to the VPN proposal you want to use.

. To create a custom proposal, select Custom radio button. A separate window
appears to enter the information. Click Add tab.

The Create Phase 2 Proposal window appears, as shown in Figure 43 on page 86.

Figure 43: Create Phase 2 Proposal

Create Phase 2 Proposal

Marne:
Authentication: | 5Ha-1 o
Protocal:  |ESP i
Encryption: | AES{128) v
Life Time (in seconds): | 3600 =
Lifie Size (jn KBs): &

Create || Cancel

. Enter name of the custom proposal in the Name field.

« Select the authentication from the Authentication drop-down menu.
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. Select the required protocol from the Protocol drop-down menu.

. Select the necessary encryption from the Encryption drop-down menu.
« Select the Life Time in seconds.

. Select the Life Size in kilo bytes.

« Click Create to create a new IPsec custom proposal.

You can also click Modify tab to modify any value, or delete the custom proposal by
clicking Delete tab.

18. Select an appropriate option from Perfect Forward Privacy drop-down menu.
19. Expand the Advanced Settings pane by clicking the down arrow.
20. Select the Establish tunnel immediately check box if you want to enable this option.
21. Select the Enable VPN Monitor check box if you want to enable this option.
This is a per-VPN option.
22. Select the appropriate option from the DF Bit drop-down menu.
23. Select the appropriate idle time interval from the Idle time (secs) selector.
24. Select the appropriate value from the Install Time selector.
25. Select the Enable Anti Replay check box if you to enable this option.

26.Click Create.

Related . VPN Profiles Overview on page 83

Documentation . Managing VPN Profiles on page 87

Managing VPN Profiles

You can delete, modify, or clone VPN profiles listed in the VPN Profiles page.
To open the VPN Profiles page:

« Select Security Director > Object Builder > VPN Profiles.
The VPN Profiles page appears.

You can right-click the VPN profile to manage it.
You can perform the following tasks on the VPN Profiles page:

« Deleting VPN Profiles on page 88
« Modifying VPN Profiles on page 88
« Cloning VPN Profiles on page 88

Copyright © 2013, Juniper Networks, Inc. 87



Junos Space Security Director User Guide

Deleting VPN Profiles
To delete a VPN profile:

1. Select Security Director > Object Builder> VPN Profiles.
The VPN Profiles page appears.

2. Select the VPN profile you want to delete, right-click, and select Delete VPN Profiles.
The Delete Profile confirmation window appears.

3. Click Delete.

e NOTE: You canalsodelete the VPN profile by right-clicking the VPN profile
and selecting Delete VPN Profiles.

Modifying VPN Profiles

To modify a VPN profile:

1. Select Security Director > Object Builder> VPN Profiles.
The VPN Profiles page appears.

2. Select the VPN profile you want to modify, right-click, and select Modify VPN Profile.
You are redirected to the Modify VPN Profile page.

3. Click Modify.

0 NOTE: You can also modify the VPN profile by right-clicking the VPN
profile and selecting Modify VPN Profile.

e NOTE: If the VPN profile you have created is used as part of a VPN, you
cannot modify IKE mode and IKE ID fields.

Cloning VPN Profiles

To clone a VPN profile:

1. Select Security Director > Object Builder> VPN Profiles.
The VPN Profiles page appears.
2. Select the VPN profile you want to clone, right-click, and select Clone VPN Profile.

You are redirected to the Clone VPN Profile page. By default, a generic name is given
to the cloned VPN profile.
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0 NOTE: You can also modify the VPN profile by right-clicking the VPN
profile and selecting Modify VPN Profile.

3. Click Clone.

Related . VPN Profiles Overview on page 83

Documentation
v ! . Creating VPN Profiles on page 84
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Variables

« Creating Variable Definitions on page 91

« Managing Variable Definitions on page 94

Creating Variable Definitions

To create variable definitions:

1. Select Security Director > Object Builder > Variables.
The Variables page appears. This page displays all the variables you have created.
2. Click the plus sign (+) to create a polymorphic object..

The Create Polymorphic Object page appears, as shown in Figure 44 on page 92. You
can create a variable definition on this page.
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Figure 44: Create Polymorphic Object Page

Create Polymorphic Object

Mame:

Descripion:

Type: @ &ddress ) Zane

Default Address: v 00

add ||| Delete

[l Context Yalue Address

Cancel

3. Enter the name of the variable definition in the Name field.
4. Enter a description for the variable definition in the Description field.
5. Select the type of variable definition, either Address or Zone, from the Type field.
6. Select the default address value from the Default Address menu.
7. To add variable values:

If the Type is Address:

a. Click the Add icon.

A new row appears.
b. Double-click the Context Value field, and select the device.

c. Double-click the Address field, and select the address for the device from the menu.
If the Type is Zone:
a. Click the Add icon.

A new row appears.

b. Double-click the Context Value field, and select the device.
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c. Double-click the Zone field, and select the zone, either trust or untrust, from the
menu.

8. Click Create.
You can create address groups for the polymorphic objects. To create the address group:

1. Click the second plus sign (+) to create the new address group. Figure 45 on page 93
shows the page that appears.

Figure 45: Inline Address Group Creation for a Polymorphic Object

Create Polymorphic Object

Mame: ||

Description:

scesses: [T S

Available Selected

10.159.2.0/25(10.159.2.0... b
10.159.3.0/24 (10.159.3.0...

10.159.4.0/24 (10.159.4.0... |T|
64,34, 14.0/24 (64,34, 14.0... —
64.4,111.0_27 (64.4.111. .. |i|
64.5,145,253 (£4.5.145.2...
54.5,195,25 (54.5,195.25) hd
| Page of 1 |
[ Hast [] Metwark [ wildzard [[]Range [ crther

Cancel

2. Enter the name of an address group in the Name field.

3. Inthe Addresses filed, you can select all addresses available in the Available column
or select few addresses to create a new address group.

4. Click Create to create the address group. This adds the newly created address objects
to the selected addresses and returns to the address selector. Click Cancel to discard
your changes and return to the Create NAT Pool window.

You can also add variables using the Variables import functionality. To use this
functionality, select the Actions drawer and click Import Variables from CSV. You can
export the variables using the Variables export functionality. To use this functionality,
select the variables you want to export and click Export Variables to CSV from the Actions
drawer.
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Inthe CSV file, device-to-address or device-to-zone mapping is provided. After the import,
polymorphic address or polymorphic zone is created based on the information available
in the CSV file.

6 NOTE: You can search variables by name, description, or default value in the
search box available at the top right corner of the Manage Variables page. If
you want to tag the variables, right-click the variable and select a tag option.
After tagging, you can search for variables by the respective tag names.

Related . Managing Variable Definitions on page 94
Documentation

Managing Variable Definitions

You can delete, modify, or clone the variable definitions listed on the Variables page.
To open the Variable page:
. Select Security Director > Object Builder > Variables.

The Variables page appears.

You can right-click the variable definition to manage it.
You can perform the following tasks on the Variables page:

» Deleting Variable Definitions on page 94
- Modifying Variable Definitions on page 95

« Cloning Variable Definitions on page 95

Deleting Variable Definitions

To delete a variable definition:

1. Select Security Director > Object Builder > Variables.

The Variables page appears. This page displays all the variable definitions you have
created.

2. Select the variable definition you want to delete, and right- click Delete Variable
Definitions.

0 NOTE: You can also delete the variable definition by right-clicking the
variable definition and selecting Delete Variable Definitions. You can select
more than one variable to delete.
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Modifying Variable Definitions

To modify a variable definition:

1. Select Security Director > Object Builder > Variables.

The Variables page appears. This page displays all the variable definitions you have
created.

2. Select the variable definition you want to modify, right-click and select Modify Variable
Definition.

The Modify Variable Definitions page appears. You can make the modifications on
this page.

0 NOTE: You can also modify the variable definition by right-clicking the
variable definition and selecting Modify Variable Definition.

3. Click Modify.

Cloning Variable Definitions

To clone a variable definition:

1. Select Security Director > Object Builder > Variables.

The Variables page appears. This page displays all the variable definitions you have
created.

2. Select the variable definition you want to clone, right-click and select Clone Variable
Definition.

The Clone Variable Definitions page appears. You can make the modifications on this
page.

0 NOTE: You can also clone the variable definition by right-clicking the
variable definition and selecting Clone Variable Definition.

3. Click Clone.
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Template Definitions

« Creating Template Definitions on page 97

« Managing Template Definitions on page 98

Creating Template Definitions

To create a Template Definition:

1.

Select Security Director > Object Builder > Manage Template Definitions.

The Manage Template Definitions page appears. This page displays all the template
definitions you have created.

Click Create Template Definition icon.

The Create Template Definition page appears.

Enter the name of the template definition in the Name field.

Enter a description for the template definition in the Description field.

Select the SRX Series schema version from the SRX Schema Version drop-down
menu.

Click Next.

This page displays two sections: the Available Configuration pane on the left and the
Selected Configuration Layout pane on the right. The Available Configuration pane
displays the different configuration nodes. The Select Configuration Layout pane
displays a default rule with “$FromZone” for source zone and “$ToZone” for destination
zone.

Select the rule from the configuration node you want to add in the template definition
and click the right arrow.

Modify the rule in the Select Configuration Layout pane, as shown in Figure 46 on
page 98.
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Figure 46: Create Template Definition Page

S Version: 11.2R1.10

Selected Configuration Layout

General Descripion  Validation nced

(LU scheduler name

B Data Type
I T & Enumearation
Boolean © String

9. Click Finish.

The new template definition is created.

e NOTE: Do not modify the existing From zone name, To zone name, and Policy
fields. This is because the actual values are selected from the firewall rule
where this template is applied and not from the Security Director Template
Definition.

Related . Managing Template Definitions on page 98
Documentation

Managing Template Definitions

You can delete, or modify template definitions listed in the Manage Template Definitions
page.

To open the Manage Template Definitions page:

. Select Security Director> Object Builder > Manage Template Definition.
The Manage Template Definitions page appears.
You can right-click the template definition to manage it.

You can perform the following tasks on the Manage Template Definitions page:

« Deleting Template Definitions on page 99
« Modifying Template Definitions on page 99
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Deleting Template Definitions

To delete a template definition:

1. Select Security Director > Object Builder > Manage Template Definition.

The Manage Template Definitions page appears. This page displays all the template
definitions you have created.

2. Select the template definition you want to delete, right-click and select Delete
Template Definitions.

e NOTE: You can also delete the template definition by right-clicking the
template definition and selecting Delete Template Definitions.

Modifying Template Definitions
To modify a template definition:

1. Select Security Director >Object Builder > Manage Template Definitions.

The Manage Template Definitions page appears. This page displays all the template
definitions you have created.

2. Select the template definition you want to modify, right-click and select Modify
Template Definition.

The Modify Template Definitions page appears. You can make the modifications on
this page.

0 NOTE: You can also modify the template definition by right-clicking the
template definition and selecting Modify Template Definition.

3. Click Modify.
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Templates

« Creating Templates on page 101

« Managing Templates on page 102

Creating Templates

To

1.

create a template:

Select Security Director > Object Builder > Manage SD Templates.

The Manage SD Templates page appears. This page displays all the templates you
have created.

Click Create Policy Template.

The Select Template Definition page appears. You can create a template on this page.
Select an appropriate template definition and click Next.

You can create a template on this page.

Enter the name of the template in the Template Name field.

Enter a description for the template in the Description field.

Select the configuration node from the left hand pane.

Select the appropriate value in the configuration node.

Modify the rule in the right pane, as shown in Figure 47 on page 102.
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Figure 47: Create Template Page

plate Definition: Scheduler

REWER Scheduled

o FAlAAtan Error

FIFEH

9. Click Finish.

e NOTE: For logical systems, you must not use policy templates for defining
policy shared objects. These objects must be defined using either Platform
templates or Config Editor. You can subsequently refer the created objects
in the rule options of the policy template.

Related . Managing Templates on page 102
Documentation

Managing Templates

You can delete or modify templates listed on the Manage SD Templates page.
To open the Manage SD Templates page:

« Select Security Director > Object Builder > Manage SD Templates.
The Manage SD Templates page appears.

You canright-click the template to manage it.
You can perform the following tasks on the Manage SD Templates page:

« Deleting Templates on page 102
« Modifying Templates on page 103

Deleting Templates
To delete a template:

1. Select Security Director > Object Builder > Manage SD Templates.
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The Manage SD Templates page appears. This page displays all the templates you
have created.

2. Select the template you want to delete, right-click, and select Delete Templates.

e NOTE: You can also delete the template by right-clicking the template
and selecting Delete Templates.

Modifying Templates
To modify a template:

1. Select Security Director > Object Builder > Manage SD Templates.

The Manage SD Templates page appears. This page displays all the templates you
have created.

2. Select the template you want to modify, right-click, and select Modify Template.

The Modify Templates page appears. You can make the modifications on this page.

0 NOTE: You can also modify the template by right-clicking the template
and selecting Modify Template.

3. Click Modify.
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Firewall Policy

« Firewall Policy on page 107

Copyright © 2013, Juniper Networks, Inc. 105



Junos Space Security Director User Guide

106 Copyright © 2013, Juniper Networks, Inc.



CHAPTER 16

Firewall Policy

« Firewall Policies Overview on page 107

« Multiple Group Policy Membership Overview on page 110
+ Global Address Book Overview on page 114

« Creating Firewall Policies on page 117

« Unlocking Locked Policies on page 132

« Inline Creation of Objects in Policy on page 134

« Policy Priority Precedence Setting on page 139

» Adding Rules to a Firewall Policy on page 143

« Ordering the Rules in a Firewall Policy on page 147

« Publishing Firewall Policies on page 149

« Managing Firewall Policies on page 155

Firewall Policies Overview

Security Director provides you with four types of firewall policies:

. All Devices—Predefined firewall policy that is available with Security Director. You can
add prerules and postrules. When the all devices policy configuration information is
updated on the devices, the rules are updated in the following order:

- All devices prerules
- Group prerules

- Device-specific rules
- Group postrules

- All devices postrules

All devices policy enables rules to be enforced globally to all the devices managed by
Security Director.

. Group—Type of firewall policy that is shared with multiple devices. This type of policy
is used when you want to update a specific firewall policy configuration to a large set
of devices. You can create group prerules, group postrules, and device rules for a group
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Rule Base Overview

policy. When a group firewall policy is updated on the devices, the rules are updated
in the following order:

- Group prerules
- Device-specific rules

- Group postrules

« Device Policy—Type of firewall policy that is created per device. This type of policy is
used when you want to push a unique firewall policy configuration per device. You can
create device rules for a device firewall policy.

Security Director views a logical system like it does any other security device, and it
takes ownership of the security configuration of the logical system. In Security Director,
each logical system is managed as a unique security device.

0 NOTE: If Security Director discovers the root logical system, the root lsys
discovers all other user lsys inside the device.

« Device-Exception Policy—Type of firewall policy that is created when a device is
removed from a group policy.

« Global Policy—Global Policy Rules are enforced regardless of ingress or egress zones;
they are enforced on any device transit. Any objects defined in the Global Policy Rules
must be defined in the global address book.

Security Director permits users to manage the current zone-based firewall policies and
the new global policy rules supported in SRX Series devices. To achieve this the current
policy model categorizes the rule bases into zone and global policies. Also, all the
existing and new firewall policy features extend to the global rule base. The base
includes the prerule or postrule predefined groups and the inheritance concept of
current firewall policies. Because both the rule bases are managed within a single
firewall policy, there is no change in workflow for publish and update. Therefore, both
the zone-based rules and global base rule are published and updated together.

The basic settings of a firewall policy are obtained from the policy profile. The basic
settings include log options, firewall authentication schemes, and traffic redirection
options.

Firewall policies are displayed in the Tabular view. The left pane of the Tabular view
displays all firewall policies. The right pane of the Tabular view displays the rules for the
firewall policy that is highlighted in the left pane.

Security Director allows you to configure one type or both types of rule bases for each
policy. If devices are assigned to a policy that does not have one of the rule bases under
its management, Security Director still interprets that rule base as being under its scope.
For example, if you configure firewall policies out of band on a device under an unmanaged
rule base, Security Director deletes those policies. If you do not select the previously
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configured rule base in a policy in the Security Director policy modify workflow, Security
Director automatically deletes all rules in the policy in the next publish and update.

Example: UnManaging a Previously Managed Rule Base

You can remove a managed device from the Security Director management scope. To
unmanage a previously managed rule base when no other policies are published on the
device except the existing policy:

1. Donotselect the Manage Global Policy option on modifying a device policy in Security
Director.

2. Security Director deletes the global rule base in the design data of the Security Director
application.

3. Publish a policy and update the device. The update deletes all global rules from the
device.

4. Onsuccessful update, the all devices policy for the device is removed from the Security
Director management scope.

e NOTE: Security Director will continue to delete any all devices policy
configured on the device through the CLI at subsequent publish updates.

Custom Column Overview

The Custom Column feature is a more structured mechanism used for various purposes
such as for tracking changes to firewall policies, owner of the rule, by allowing you to
define custom column views. Once the custom columns are defined, they appear on the
right pane of the grid, similar to other columns. Data in these columns can be captured
and saved in the same way as with other columns. You can also search the custom
column data.

Custom Column Data Search

Once you entered or modified custom column data, you can perform searches on the
data. Security Director searches for the data you specify within the custom column data
you have created and filters the results by the rule name that matches the custom column
name as well as by the custom column data.
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Related
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Figure 48: Custom Column Data Search
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« Creating Firewall Policies on page 117

« Adding Rules to a Firewall Policy on page 143
« Ordering the Rules in a Firewall Policy on page 147
« Managing Firewall Policies on page 155

« Publishing Firewall Policies on page 149

Multiple Group Policy Membership Overview

The Multiple Group Policy Membership feature supports the placing of devices in more
than one policy group, and assigning priorities to the policy groups. This way, the policies,
and the rules within them, are applied in the desired order.

The group priority of firewall group policy has the following two parts:

« Priority

« Precedence

Priority indicates the order in which rules are pushed to the device. Priority can be set to
high, medium, or low. Precedence is a value that controls the ordering of group policies
within a priority level. If two policies are assigned the same priority, their precedences set
the order in which the rules are pushed.

General Rules About Priority and Precedence

When you create or edit a group policy, if you set the precedence to the same value as
an existing policy, the newly created or modified policy gets the assigned precedence.
The existing group policy that had the same precedence, and all lower priority (higher
precedence value) policies, will have their precedence value increased by 1.

1o
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If you make changes to a policy, such as deleting a policy or moving a policy from a
different priority level, Security Director reorders the precedence of all policies in that
priority level.

Example: New Precedence of a Policy Set to the Same Precedence as an Existing
Policy

In this example, three medium-priority policies, PolicyA, PolicyB, and PolicyC, are assigned
precedences 1, 2, and 3, respectively. If you create a new policy, PolicyNew, and set the
priority to medium and the precedence to 2, the order of the policies changes to PolicyA,
PolicyNew, PolicyB, and PolicyC, with precedence 1, 2, 3, and 4, respectively.

Sorting of Firewall Policy Left Pane

The left pane of the firewall policies can be sorted based on priority or precedence values,
alphabetically, and by creation or modification time. Global policies always appear at
the top of the right pane, and device policies appear at the bottom of the right pane. Only
group policies are sorted.

Figure 49: Sorting Order in the Firewall Policy Left Pane
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Table 3 on page 111 shows the different sorting orders available for firewall policies.

Table 3: Sorting Order for Firewall Policies

Sorting Order Description

Alphabetical A-Z Group policies are sorted alphabetically in ascending order.
Alphabetical A-Z Group policies are sorted alphabetically in descending order.
Group Priority (High-Low) Group policies are sorted in the order High, Medium, and Low. For the same priorities,

the lower precedence number is placed in the top. For example, High 1 has higher
precedence than High 2.

Group Priority (Low-High) Group policies are sorted in the order Low, Medium, and High. For the same priorities,
the higher precedence number is placed in the top. For example, Low 3 has lower
precedence than Low 2.

Created Time Policies are listed based on creation time. The policy created first is placed at the top.
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Table 3: Sorting Order for Firewall Policies (continued)

Sorting Order Description

Modified Time Last modified policies are placed at the bottom (last).

0 NOTE: You cannot set the precedence value greater than the available
precedence values that are assigned to the available priority policies. Based
on the priority of the policies, the precedence values are applied.

To hide the policies in the left pane that do not have any defined rules:

1. At the bottom of the left pane, click the expandable Policy View Settings option.

2. Click the Hide Empty Device Policies check box to hide the device exception policies
that do not have any rules, as shown in Figure 50 on page 113. Clicking the check box
will only hide those device exception policies inside group policies that do not have
any rules, not the empty standalone device policies.
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Figure 50: Policy View Setting
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To hide the policies in the left pane that do not have any devices assigned:

1. Atthe bottom of the left pane, click the expandable Policy View Settings option.

2. Click the Hide Policies With No Devices Assigned check box to filter device and group
policies that are not assigned to any device, as shown in Figure 50 on page 113.

3. Policies without any assigned devices are hidden in the left pane.

Related . Managing Firewall Policies on page 155

D .
ocumentation Policy Priority Precedence Setting on page 139

Publishing Firewall Policies on page 149
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Global Address Book Overview

In Junos OS Release 11.2 and later releases, the address book is moved from the zone
level to the device global level. This permits objects to be used across many zones and
avoids inefficient use of resources. This change also permits nested groups to be
configured within the address book, removing redundancy from repeating address objects.

The Security Director application manges its address book at the global level, assigning
objects to devices that are required to create policies. If the device is capable of using
global address book, Security Director pushes address objects used in the policies to the
device global address book. Nested address group capability is used in the publish and
update feature of Security Director depending on the device capability.

Differences Between Global and Zone-Based Address Books

The global address book is supported in Junos OS Release 11.2 and later releases.

« Anaddress book is not configured within a specific zone; therefore, one address book
can be associated with multiple zones.

. If a global address book is defined, you cannot create zone-based address books.
. By default, there is an address book called global associated with all zones.

« Azone can be attached to only one address book in addition to the global address
book, which contains all zones by default.

« Address name overlaps are possible between the global address book and zone address
book. For example, Security Director will attempt to match an address in the zone-based
address book first, and, if the address is not found, the global address book is checked.
You must ensure that the correct address objects are used in the policy.

« NAT rules can use address objects only from the global address book. They cannot
use addresses from user-defined address books.

0 NOTE: Beginning in Junos OS Release 12.1, zone-based address books are no
longer supported. Devices running Junos OS Release 12.1 or later must use
the global address book.

e NOTE: BeginninginJunos OS Release 11.2, NAT rules can use address objects
from the global address book. However, Security Director will still continue
to define the NAT address in the rule itself rather than referring to the global
address book.

Nested Address Group Support

In Junos OS versions before Release 11.2, nested address groups were not supported on
the device. Because of this, address groups were flattened to a single group when pushed
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to the device. This caused inefficient of object resource usage. Junos OS Release 11.2 and
later releases support the nested references within address sets.

Mixed-Version Support

Because Security Director supports Junos OS Release 10.3 and later releases, support
for both zone-based and global address books is required. SRX Series devices running
Junos OS Releases earlier than Release 11.2 must support the current behavior, that is,
populating required address book entries in the zone address books and flattening nested
groups. SRX Series devices running Junos OS Release 11.2 and later must use the global
address book.

Junos OS Release 11.2 supports both zone address and global address books. However,
both are configured separately.

Migrating from Zone to Global Addressing

Table 4 on page 115 gives the migration matrix covering all scenarios:

Table 4: Migration Matrix

Address Book Used in Last Is Device Global

Push from Security Director or | Address Book Address Book Type Security Device That Will Use
NSM Capable? Used by Device Zone or Global

Zone — Zone Zone

Zone - Global Global

Zone Any Empty Depends on device capability
Empty Yes — Global

Empty No - Zone

o NOTE: InJunos OS Release 11.2 and later releases, devices might be managed
by the Security Director and the device might be using the zone address book.
In this case, if you want to use the global address book, you can do offline
device migration from the zone address book to global address book. In this
case, if the device was managed by the Security Director application, you
must publish the device again, so that the changes are discovered by the
application.
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Example: Configuring Address Book Entries in Global Address Book

If you require a policy to permit all the traffic from the trust and untrust zones of FTP and
DNS servers to UNIX server, you might require to create addresses of FTP and DNS servers
inboth the zones. The following procedure shows the creation of address in global address
book.

1. Create address in zone-based address book.

set security zones security-zone trust address-book address DNS-server
192.168.1.1

set security zones security-zone trust address-book address FTP-server
192.168.2.1

set security zones security-zone trust address-book address unix-server
192.168.3.1

set security zones security-zone untrust address-book address DNS-server
192.168.1.1

set security zones security-zone untrust address-book address FTP-server
192.168.2.1

2. Create address in global address book. The same can be achieved with the global
address book, and not required to create the same address entries multiple times.

set security address-book global address DNS-server 192.168.1.1
set security address-book global address FTP-server 192.168.2.1
set security address-book global address unix-server 192.168.3.1

3. Create a policy and permit the traffic. The policy CLI is same for both zone-based
address book and global address book.

set security policies from-zone trust to-zone trust policy unix-trust match
source-address DNS-server

set security policies from-zone trust to-zone trust policy unix-trust match
source-address FTP-server

set security policies from-zone trust to-zone trust policy unix-trust match
destination-address unix-server

set security policies from-zone trust to-zone trust policy unix-trust match
application any

set security policies from-zone trust to-zone trust policy unix-trust then
permit

set security policies from-zone untrust to-zone trust policy unix-untrust match
source-address DNS-server

set security policies from-zone untrust to-zone trust policy unix-untrust match
source-address FTP-server

set security policies from-zone untrust to-zone trust policy unix-untrust match
destination-address unix-server

set security policies from-zone untrust to-zone trust policy unix-untrust match
application any

set security policies from-zone untrust to-zone trust policy unix-untrust then
permit

Related . Firewall Policies Overview on page 107

D tati
ocumentation . Creating Firewall Policies on page 117

« Managing Firewall Policies on page 155
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Creating Firewall Policies

To create a firewall policy:

1.

Select Security Director > Firewall Policy.

The Policy Tabular view appears. The Policy Tabular view is a table with two panes.
The left pane displays all the firewall policies in the system, which includes device,
group, and global firewall policies.

If you click a firewall policy in the left pane, the right pane displays the rules and rule
groups for the respective policy, as shown in Figure 51 on page 117.

Figure 51: Firewall Policy Tabular View
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The right pane of the firewall policy Inventory Landing Page (ILP) divides the set of
rules into two rule bases. All zone-based rules are grouped under Zone, and the SRX
Series All Devices rules are grouped under Global. You cannot move a rule from one
section to the other. The same set of features are available to both the rule bases,
however.

e NOTE: While adding rules, you can select to add them either to the zone
rule base or to the global rule base.

. Click Create Policy from the left pane.

The Create Policy page appears. You can create a group policy or a device policy on
this page.

3. Create a group policy:

a. Enter the name of the group policy in the Name field.

b. Enteradescription for the group policy rules in the Description field. Security Director
sends the comments entered in this field to the device.
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. By default, the Manage Zone Policy option is selected and used to manage

zone-based firewall rules.

. Select Manage Global Policy to manage the global firewall rules for SRX Series

devices.

You can select either one or both options. Security Director does not allow you to
unselect both options.

. To set the priority for a policy, select High, Medium, or Low from the Priority list.

Enter a Precedence value less the number of existing policies of the same priority.
The number of existing policies are displayed as part of the Precedence field.

For example, if the system has 4 policies Low priority, 5 policies with Medium
priority, and 3 policies with High priority, you can set the precedences as follows:

« Low-priority policies—1 through 4
« Medium-priority policies—1 through 5
« High-priority policies—1 through 3

. Select the profile for the group policy from the Profile menu.

. Select the IPS mode from the IPS Configuration Mode menu.

Click the Show Assigned Devices check box to make the devices on which policies
have been configured available for selection.

Select the devices on which the group policy will be published, in the Select Devices
pane, select the devices from the Available column and click the right arrow to
move these devices to the Selected column.

You can also search for devices by entering the device name, device IP address, or
device tags in the Search field in the Select Devices pane. Once the searched
devices appear, you can move them to the Selected pane, as shown in Figure 52
on page 119.

18
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Figure 52: Create Firewall Policy
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By default, all devices appear under Select Devices tab whether or not they have
been assigned to an all devices policy. To see which devices are unassigned, select
the Show only devices without policy assigned option to see the devices that are
not assigned to an all devices policy.

k. Click Create.

0 NOTE: One device can hold configuration data related to one firewall
policy only. Hence you cannot share devices for multiple firewall policies.

4. Create a device policy:
a. Enter the name of the device policy in the Name field.
b. Enter a description for the device policy in the Description field.
c. Select the profile for the device policy, from the Profile list.

d. Select the IPS mode from the IPS Configuration Mode list. The following Table 5
on page 120 shows different IPS configuration modes and the purpose:
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Table 5: IPS Configuration Mode

IPS Mode Description

Basic

Turns IPS on or off. If you select this mode, you are given the option to select signature sets.
Custom and predefined signature sets are listed. The IPS policy is generated by merging the rules
from the signature sets you choose. The IPS policy is read-only.

Advanced

Turns IPS on or off. An empty IPS policy is generated. You can either add or delete, disable or
enable, or modify IPS rules and exempt rules.

None

If this mode is selected, you cannot configure IPS on or off settings in a firewall rule. You cannot
generate any IPS policies.

Atooltip optionis available for group policies, device policies, and device exceptions
listed in the left pane of the firewall policy ILP. This tooltip also displays the IPS
mode.

You can turn the IPS policy on or off on a firewall rule by clicking on the IPS column,
as shown in the Figure 53 on page 120. This is available for each rule and you can
set on or off only for advanced and basic modes.

Figure 53: Turning an IPS Policy On or Off
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IPS on or off option is available only for permit and tunnel actions. Tooltip is also
provided for the IPS column that shows the IPS mode and signature sets.

All these IPS modes are available for logical systems also.
e. Select the device on which the device policy will be published from the Device list.

f. Click Create.

Validate policies by clicking the Validate button, available next to the Save and Discard
buttons. If any errors are found during the validation, a red warning icon is shown for the
respective policies. For firewall policies, expired schedulers and duplicate rule names are
validated.

Security Director permits you to save policies that contain errors. Warnings messages
are displayed for policies that contain errors, but you can proceed to save such policies

120
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as drafts. You cannot publish policies that are in the draft state. The tooltip for the policy
shows the state as draft, as shown in Figure 54 on page 121; because it is a draft, the
tooltip does not show the publish option. When you save a policy as a draft, duplicate
rule name errors are ignored.

Figure 54: Policy With Error Saved As Draft
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you cannot view the policy in the respective policy ILP.
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NOTE: When you are viewing a group policy, if you do not want the all devices
policy rules to appear in the Policy Tabular view, uncheck the clear the Show
Global Policies check box in the right pane. When you are viewing a device
policy, if you do not want the global and group policy rules to appear in the
Policy Tabular view, clear the Show Global/Group Policies check box in the
right pane.

0 NOTE: You can use the search boxes in the left pane andright pane to search
for firewall policies and the rules in a specific firewall policy, respectively.

e NOTE: SRX Series logical systems support complete firewall policy
configuration in Security Director. The captive portal is configured in the root
logical system and referred from the user logical system. If IPS policy is
assigned to a logical system, it enables only the basic IPS mode. When the
logical systemis published, you'll received a warning message that the logical
system shares only the root device configuration.

Before you can edit the policy, you must lock it by clicking the lock icon, which is available
in the policy view toolbar, as shown in Figure 51 on page 117. You can hold more than one
policy lock at a given time. You can unlock the policy by clicking the unlock icon next to
the lock icon in the policy tabular view. If you attempt to lock a policy that is already
locked by another user, the following message appears, as shown Figure 55 on page 122.
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The tooltip shows the policy locked user information. Mouse over the policy that you
want to lock to view the tooltip.

Figure 55: Lock Failure Error Message for the Second User

Failed To Acquire Lock

@ Lock Acquisition Falled. Lock is acquired by user supar.

Ok

If the locked policy is inactive for the set timeout value (default 5 minutes), just 1 minute
before the timeout interval expires, the following message appears, as shown in Figure

56 on page 122. If the policy lock timeout interval expires for multiple locked policies, the
same warning message appears for each locked policy. To understand the configuration
of timeout value and session timeout value, see “Unlocking Locked Policies” on page 132

Figure 56: Inactivity Timeout Error

Inactivity Timeout

i J Polcy Lock wil expire in 1 minute due to Inactvity. Do you want to extend the lodk?

Click Yes to extend the locking period. If you click No, and if there is activity on the policy
within the last minute of the lock’s life, the timer will be reset and the lock will not be
released. If youignore the message, when the policy lock timeout interval expires 1 minute
later, you are prompted to either save the edited policy with a different name or lose the
changes, as shown in Figure 57 on page 122.

Figure 57: Policy Lock Expired Message

Policy Lock Expired

If you click Yes to save the edited policy with a different name, the following window
appears, as shown in Figure 58 on page 123. If you navigate away from the locked policy,
you will get an option to save the edited policy with different name.
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Figure 58: Save the Edited Policy with a Different Name

Name: copy_of_Corp-Gateway

Description: | Created by Import
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Policy Priority: | Low V e

Precedence: 3

Cancel

After editing a locked policy, if you move to another policy without saving your edited
policy, orif you unlock the policy without saving, the following warning message appears,
as shown in Figure 59 on page 123.

Figure 59: Unsaved Changes Warning Message

Unsaved Changes ...

You have unsaved changes. Please Save or Discard Changes

oK

If Security Director administrator releases the lock, you will receive the following warning
message, as shown in Figure 60 on page 123.

Figure 60: Policy Unlock by Admin Message

i } Palicy Lock has been released by Admin

If you do not edit the locked policy and the policy lock timeout expires, the following
warning message appears, as shown in Figure 61 on page 124.
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Figure 61: Policy Lock Release Message

Policy Lock

j) Policy Lock has been released

OK

The policy is locked and released for the following policy operations. Also, these operations
are disabled for a policy, if the policy is locked by some other user.

« Modify
« Assign devices
« Rollback

. Delete

e NOTE:

« You can unlock the policy by logging out of the application or when the
policy lock timeout expires. You can unlock your policies even if they are
not edited.

. |f the browser crashes when the policy is still locked, the policy is unlocked
only after timeout interval expires.

. Ifthereisanobject conflict resolution during a migration, import, or rollback,
and if you are editing any objects, you will receive a save as option for the
edited objects. The behavior is the same when you import addresses from
CSV.

« Policy lock is not released under the following scenario:
- If you save or discard you changes to the locked policy.

- if you do not make any changes to the locked policy and navigate to
another policy.

. Itisrecommended to configure the session time longer than the lock
timeout value.

To create a custom column definition for the firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Click on any field in the rule table header, select Custom, and then Create Custom
Columns.

124
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Figure 62: Creating Custom Column

& ww S (5t [ [N

3. Awindow appears. To create the custom column:
« Enter the name of the custom column in the Name field. This is a mandatory field.

. Enter the regular expression data in the Validation Pattern field to validate the
entered data for the given custom column. For example, the typical e-mail regular
expression looks like
[ A-Za-z0-9-]+(\\[ A-Za-z0-9-]+)*@[A-Za-z0-9]+(\\[A-Za-z0-9]+)*(\\.[A-Za-Z]{2 })$.

This is an optional field. However, if you do not provide the regular expression data,
the custom column data will not be validated.

Figure 63: Creating Custom Column Page
Create Custom Column .

Marne:

Walidation Pathern:

0 NOTE: The maximum number of custom columns you can define is 3.

4. Before creating the custom column, the system will show the following warning
message to confirm the custom column creation. Click Yes to create the custom
column or No to cancel the custom column creation.

Figure 64: Create Custom Column Confirm Page

Create Custom Column

This custorn colurnn will be added to all Firewall policies in
Security Design,

Are you sure yoll wwant to continue?
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The Infranet Controller (IC) maps users to roles based on the information provided by
an authentication server. For example, a user could be mapped to a role based on
membership in Active Directory groups.

When a user attempts to access a resource, the SRX Series device passes the username
and password to the IC. The IC responds with the role(s) that you are mapped to. The
SRX Series device then evaluates the security policies to determine whether the user can
access the resource.

To add arole to a user:

1. Click Source Identity in the source identity table header. A window appears, as shown
in Figure 65 on page 126.

Figure 65: Source Identity Page

Available Selected

Arry 2 I Role Mame

Authenticated-User rale20

Unauthenticated-User rale?a
Unknown-User

roles3

role10

roless

rolez4
roled2
role3a
role37

role9z w

In addition to the roles provided by IC, the following roles are valid:
. Free text—You can enter a new role name and click Add in the right pane.

. Any—Default role that matches with any user. The Any role cannot be used in any
rule that uses other types of roles. Ensure that the text you enter matches with a
role configured in IC.

. Authenticated-User—User who has an entry in any of the user identification tables
(local or ICs). The Authenticated-User role cannot be used in any rule that uses
other types of roles. An authenticated user is sometimes referred to as a known user
in other firewalls.

- Unauthenticated-User—User with an IP address that does not match the available
|P addresses in the user authentication table of the SRX Series device.

- Unknown-User—Authorization service is unavailable for this user.

2. Click the redo icon to select devices for the selected roles. The following window
appears for selecting the devices, as shown in Figure 66 on page 127.

126
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Figure 66: Select Devices Page

Select Devices to obtain Local Auth and IC table

Available Selected

fi

Cancel

Security Director maintains a list of roles available for a group or for individual devices.
You can manually retrieve the available roles from a single SRX Series device or from
multiple SRX Series devices.

0 NOTE: Every time you perform a role retrieval, the existing list is
overwritten. This prevents deleted roles from persisting.

You can use the available Tooltip view to see information about policy objects. To see
the tooltip for an object, you can mouse over the source or destination address object of
arule to see a tooltip containing details about that object. The tooltip displays the address
name and other address object details (IP and subnet), as shownin Figure 67 on page 128.
For address group, the tooltip shows details regarding its members.
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Figure 67: Tooltip Showing Object Information

Al Devices Fost Rules

= giberl Pre Rules (1 rule)

i olb-ri-Clabal-Pre-1 1 pange-inker

= glberl Post Rules (1 rule)

1 [ gib-ri-Glaba-Post-1 @aay

) i

ange-inter L
162.168,3.1-192, 166.3.33

Tooltips are also available for services. Mouse over a service group to view the group
name and other information such as protocol and destination port. For a service group,
member details are shown in the tooltip.

You can search for firewall policies in the left pane using the firewall policy names and
devices that are used in the firewall policy. You can search rules in the right pane using
zones, addresses, description, and services used in the rule.

On the right pane, you can search for rules by using specific search fields, as shown in

the Table 6 on pa

ge 128

Table 6: Firewall policy Right Pane Search Options

Rule Column

Source address
name

Search Field

dcRuleSrcAddressName

Example Usage

dcRuleSrcAddressName:ServerFarm

Expected Behavior

Searches rules that have
serverFarm as the source address

Source address
P

dcRuleSrclPAddress

dcRuleSrclPAddress:1.1.1.1

Searchesrules that have an address
with ip 1.1.1.1in the source address

Destination
address name

dcRuleDstAddressName

dcRuleDstAddressName:ClientMachine

Searches rules that have
ClientMachine as the destination
address

Destination dcRuleDstIPAddress dcRuleDstIPAddress:1.1.1.1 Searchesrules that have an address

address IP with IP 1.1.1.1in the destination
address

Application dcRuleAppName dcRuleAppName:ftp Searchesrules with application FTP

name

Application srcPort srcPort:11243 Searches rules using an application

source port

with the source port 11243

128
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Table 6: Firewall policy Right Pane Search Options (continued)

Rule Column Search Field Example Usage Expected Behavior
Application dstPort dstPort:22 Searches rules using an application
destination Port with the destination port 22

To search for destination port
range, you must use dstPort: ( 20
AND 65535). This searches rules
using service with destination port
range 20-65535.

From Zone dcRuleFromZone dcRuleFromZone:trust Searches rules whose from zone is
trust
To Zone dcRuleToZone dcRuleToZone:untrust AND Search rules whose from zone is
dcRuleFromZone:trust trust and to zone is untrust

0 NOTE: Any changes you make to both the zone and SRX Series All Devices
rule bases are saved or discarded together as a single change list.

Security Director provides advanced search options for the firewall policies. Click the
down arrow icon next to the searchicon, select Advanced Search, and the following dialog
appears, as shown in Figure 68 on page 129.

Figure 68: Advanced Search Dialog for Firewall Policies

Advanced Search

Rule Mame: ||

Source
Lone:

Address:
Destination
Zone:

Address:

Service:
Action: v
IPS: v

Description,

Custom Columns
cl:

Filter || Reset || Cancel
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You can perform advanced searches for the following fields:

« Rule Name
« Source
. Zone

- Address

« Destination
. Zone

- Address

« Service

« Action

- IPS

« Description

« Custom column

The following advanced search criteria are available:

- Wildcard search for rule names using an asterisk (*) is allowed.

« Security Director supports AND and OR operations between search items. The default
behavior is OR.

. Forrule name search, only the OR operation is allowed, because a policy cannot have
multiple rule names.

« For zone search, only the OR operation is allowed. Wildcard search is supported.
. For service and address fields, OR and AND operations are allowed.

« Multiple groups can be grouped using parenthesis. Grouping can be used during filed
or keyword searches as well.

« Negate (-) symbol can be used to exclude objects that contain a specific term name.

« The plus (+) operator can be used to specify that the term after the + symbol existing
the field value to be filtered along with other searched items.

« Escaping special characters are part of the search syntax. The supported special
charactersare + - && || () {}[]1""~*7:\

e NOTE: Use the AND operator to find rules that match all values for a given
set of fields. Use the OR operator to find rules that match any of the values
for a given set of fields.

Table 7 on page 131 explains certain specific Security Director search behavior.

130
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Table 7: Specific Security Director Search Behavior

Search Item Description

IPv4 addresses

If you provide a valid IPv4 address, range, or network in the search field, Security Director

finds all addresses that include these IPv4 address, range, or network.

Destination port in service

If you configured a destination port range of a service, Security Director matches ports

within this range but this is valid only during field or keyword search.

Keyword or field

can use keyword or field search.

If you require to search specific attributes in an object as opposed to global search, you

Table 8 on page 131 shows example search results for different parameters.

Table 8: Examples of Different Advanced Search Parameters

Scenario

Wildcard search for rule names in both

zone and global rules

Wildcard search for a particular rule
name pattern

Query Parameter

RuleName:( All* )

RuleName:(All-Devices-Zone-Pre*)

RuleName:(All-Devices-Global-Pre*)

RuleName:(All-Devices-Zone-Post*)

RuleName:(All-Devices-Global-Post*)

Description

Rule names starting with All are filtered.

Returns All Devices Policy Zone Pre rules

Returns All Devices Policy Global Pre
Rules

Returns All Devices Policy Zone Post
Rules

Returns All Devices Policy Global Post
Rules

Source zone to destination zone

SrcZone:( polyzone ) AND DstZone:(
untrust )

Rules with source zone polyzone and
destination zone untrust are filtered.

Source zone and source address to
destination zone and destination
address

SrcZone:( polyzone ) AND SrcAddress:(
any ) AND DstZone:( untrust ) AND
DstAddress:( polyaddr )

Rules with source zone polyzone, source
address any, destination zone untrust,
and destination address polyaddr are
filtered.

Source zone and source address to
destination zone and destination
address along with service

SrcZone:( polyzone ) AND SrcAddress:(
polyaddrl AND polyaddr2 ) AND
DstZone:( untrust ) AND DstAddress:(
any ) AND Service:( srvl1 AND srv2 )

Rules with source zone polyzone, source
addresses polyaddr] and polyaddr2,
destination zone untrust, and destination
address any, with Services srvl and
srv2,are filtered.

Source zone and source address to
destination zone and destination
address along with service port range

SrcZone:( polyzone ) AND SrcAddress:(
polyaddrl AND polyaddr2 ) AND
DstZone:( untrust ) AND DstAddress:(
any ) AND Service:(10 AND 65535)

Rules with source zone polyzone, source
addresses polyaddr] and polyaddr2,
destination zone untrust, and destination
address any, with Services having
destination port range 10-65535 are
filtered.

Copyright © 2013, Juniper Networks, Inc.

131



Junos Space Security Director User Guide

Table 8: Examples of Different Advanced Search Parameters (continued)

Rules with action SrcZone:( polyzone ) AND SrcAddress:( Rules with source zone polyzone, source
polyaddrl polyaddr2 ) AND DstZone:( address polyaddr] or polyaddr2,
untrust ) AND DstAddress:( any ) AND destination zone untrust,and destination
Service:( aol apple-ichat ) AND address any, with service as either aol or
dcRuleAction:( Permit ) apple-ichat, and action Permit, are
filtered.

e NOTE: You can search by giving IPv6 addresses in the source or the
destination address field.

e NOTE: Becauseyou are manually retrieving roles from the SRX Series devices,
Security Director might not recognize a valid role on an SRX Series device
until you manually retrieve that role.

Related . Firewall Policies Overview on page 107
Documentation « Adding Rules to a Firewall Policy on page 143
« Ordering the Rules in a Firewall Policy on page 147
« Managing Firewall Policies on page 155
« Publishing Firewall Policies on page 149

« Unlocking Locked Policies on page 132

Unlocking Locked Policies

All the locked policies can be viewed in a single page. This page is available for a user
having Manage Policy Locks tasks assigned. This page shows all the locks only if the user
has Unlock task assigned, other wise user will see only his locks. To view the locked
policies:

1. Select Security Director > Firewall Policy > Manage Policy Locks.

The Manage Policy Locks page appears showing only those locks that can be managed
by the current user. The page contains the following fields:

. Policy name
- User (IP Address)
« Lock acquired time

- Time for lock expiry
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Figure 69: Firewall Policy: Manage Policy Locks

2. Right-click the policy that you want to unlock, and press Unlock. You can select policies
that are locked by you and unlock them. To unlock your policies, you do not need any
administrator privileges. To unlock policies locked by other users, you must have the
task LOCK assigned to you.

User with administrator privileges can configure the lock settings. To configure the lock
settings:

1. Click Application Switcher, and go to Network Application Platform > Administration
> Manage Applications.

2. Right-click the Security Director application, and select Modify Application Settings.
The following page appears, as shown in Figure 70 on page 133.

Figure 70: Modify Security Director Settings

Maodify Security Director Settings o
ocking >

Locking

Lock Timeout in Minutes
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Documentation

3. Under the Locking option, you can configure the locking timeout value in minutes. The
minimum value that you can configure is 2 minutes and the maximum 120 minutes.
By default, the timeout value is configured for 5 minutes.

4. By default, the Explicit Policy Lock for edit option is enabled. You can disable this
option, if you do not want to lock the policies before editing. When this option is
disabled, policies can be edited by any user. The first user gets the preference of saving
the changes for a policy. The next save on the same version of a policy results in the
user being asked to save policy with new name.

e NOTE: Acquiring a policy lock or releasing a lock is audit logged. Release
locking will show the reason for the release, for example, an explicit release,
on save, discard, timeout, or administrator release. Administrator changes
of the lock configuration are also audit logged. To see the audit logs, from
the Security Director task bar, select Audit Logs.

. Creating Firewall Policies on page 117

. Managing Firewall Policies on page 155

Inline Creation of Objects in Policy

To optimize the creation of policies, Security Director allows you to create new objects
for policies you create with the policy editor.

To create objects or address groups for a source address:

1. Inthealldevices policy page, click on the source address column. Figure 71on page 134
shows the window that appears showing the available addresses and options for
creating the new object. In this address selector window, you can select all addresses
listed in the Available column by selecting Page and copy them to Selected column.
If you want to unselect all, click None.

Figure 71: Inline Address Object Creation in the Source Address Window

| Filter ? select: Page |rone
Available Selected
Any (Any Type) G indo-kinerja0S-pry

Any-IPvd (Any-IPvd Type)
Any-IPv6 (Any-IPva Type)

cisO3-prv {172.18.128.0{24) |£|
csc-insterm-10-99-1 (10,99, 1.0/24) |i|
csc-instem-172-30-64 (172.30.64.0024)
csc-instem-172-30-64-65 (172, 30.64.68)
ar-instern-nebwneks faroon M
| Page ofz || ¥ ([H]E
[T Hast: [ Metwarl [ wildcard [ Wariahle [ Range [ other

Ok || Cancel
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2. Click the plus sign (+) to create the new address object or address group. By default,
the Address radio button is selected

Figure 72 on page 135 shows the page that appears.
Figure 72: Inline Address Object Create Page
Create Address Object

Ohject Type: @ Address () Address Group
Name: | add|

Description:

Type: Haost ¥
P Host Mame

Cancel

The Type can be Host, Range, or Network.

3. Click Create to finish editing the object. This adds the newly created address object
to the selected addresses and returns to the address selector. Click Cancel to discard
your changes and return to the address selector.

Figure 73: Address Selector Page Showing the New Inline Object

| icer ® Select: Page |None

Available Selected
10.0.254,96 (10.0,254.96) 10,10.1.2 &
10.0.254.95/27 (10.0.254.96/27)
10.10.0.0/16 (10, 10.0.0/18)
10.10,1,2 (10,10, 1.2) Selected
10.10.11,10 (10.10.11. 1)
10.10.11.11 {10.10.11.11)
10,10,11,12 (10,10,11.12)
10.10.11.9 (10.10.11.9%
|Pageuf1l]?| P (M -

[T Host [T Metwark [Tl wideard [] variable ["] Range [7] other

Ok || Cancel

m s
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To create address group:

1. Select the Address Group radio button to create the new address group. Figure 74 on
page 136 shows the page that appears.

Figure 74: Inline Address Group Creation

Create Address Object

Ohject Type: (O Address @ Address Group

Description:

Addresses: I Fol @ Select: Page |rone

Available Selected
cis03-pry (172,18,128.0/24) ~
csceinstern-10-99-1 (10,99,1,0..,
csc-instem-172-30-64 (172,30,
csc-instem-172-30-6:4-66 (172... [+ |
csc-instem-networks (group)

firsmon (10,162.3,216 b

E3

| Page n:nr'El H M E

|| Host || Metwork [ wildcard "1 Range || other

Cancel

2. Enter the name of an address group in the Name field.

3. Inthe Addresses filed, you can select all addresses available in the Available column
or select few addresses to create a new address group.

4. Click Create to create the address group. This adds the newly created address objects
to the selected addresses and returns to the address selector. Click Cancel to discard
your changes and return to the address selector.

0 NOTE: Follow the same steps to create objects for the destination address.

136
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To create objects for a service:

1. Click the Service column. Figure 75 on page 137 shows the window that appears,
showing the available services. In this service selector window, you can select all
services listed in the Available column by selecting Page and copy them to Selected
column. To unselect all, click None.

Figure 75: Inline Service Object Creation in the Service List

| ? Select: Fage |I"-l-:-rn5=

Available Selected
aal (tep/5190-5193) 4} SYCGRPL
appl (kepf21 (430 =
Appl_TCP {kepfzl (43

App2 (kepf21 (4] )

AppZ_LIDP (udpi17) —
App3 (kepf21 (4] ) h
App3_LCMP {iemp)
App4 (kepf21 (4] )

Appd_SUR-RPC (sun-rpc (+) ) v

| Page of 3

Ok || Cancel

2. Click the plus sign (+) to create objects for the service.

Figure 76: Inline Service Object Creation Page

Create Service

MName: | servicecreate

Description: | service create test|

Type: TCP b

Destination Part:

Zancel

Type can be TCP or UDP. Any advanced options must be edited in the Object Builder
workspace.

3. Click Create to finish editing the object. This adds the newly created object to the
selected service and returns to the service selector.
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Figure 77: Service Selector Page Showing the New Object
e < »

Available Selected

aol - servicecreate
apple-ichat

apple-ichat-snatmap

bap

biff

bootpe | -+ |
boakps | - |
chargen

cifs

cyspserver

dhep-client

dhep-relay W

I Page of 10 I 4

1| If

Cancel

4. Click Cancel to discard your changes and return to the service selector.

Related . Firewall Policies Overview on page 107

Documentation
u ! . Managing Firewall Policies on page 155
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Policy Priority Precedence Setting

To change the priorities and precedences of different policies simultaneously:
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1. Select Security Director > Firewall Policy > Policy Priority.

The Priority and Precedence page appears with all the group policy names. The page
contains the following fields:

« Group Policy Name—Name of the group policies.

. Members—Devices attached to the individual group policies. For example:
1:10.205.119.8 indicates that there is only one device attached to the group policy,
and the device name or IP address is 10.205.119.8.

« Priority—Priority of the group policy (Low, Medium, or High).

Figure 78: Policy: Priority And Precedence Page

Priority and Precedence

Group Policy Mame Members

Wieh-Server Gateway 1: SANZ106-119- 105692
Appiication-Server-Gatenay 1: SAN2106-119-105EP2
- 10345-8NH5-Gate 1z SHXI108-119- 105692

The tool tip is provided to list the number of devices attached to any group policy.
Move the mouse over the Members column to get the tool tip, as shown in Figure 79
on page 140.

Figure 79: Priority Precedence Tool Tip
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Priority and Precedence

a Mavellp | MoveDown BB Mave To
Group Policy Mame: Members Pricrity
[¥] ieb-Server-Gateway 1: SAN2106-115-1055°2 Mesdium-1

[ Applcation-Server Gateway 1: SAXZ108-115-105-6P2 SRX2108-119-105-Ep2 [Medum-2

[ FIN-10945-BN-HS Gate 1: SAX210B-119-105-8°2 Mexdim-3

2. Select any group policy and right-click the selected policy. The following options
shownin Table 9 on page 141 are provided to move the priority up or down or to change
the precedence and priority simultaneously.

Table 9: Priority and Precedence for Firewall Policies

Options Description

Move Up You can choose one or more polices and select the Move Up in the right-click menu. This option
is also available in the toolbar. All the selected policies are moved up by one level. For example:

« Move up a medium-priority policy with a precedence value 1. If a high-priority policy already
exists, the medium-priority policy is moved just below the high-priority policy or moved to a
high priority.

« Move up a medium-priority policy with a precedence value 2. If a medium-priority policy with
a precedence value 1 already exists, a medium-priority with precedence value 2 is moved up
to precedence value 1and an already existing medium-priority with a precedence value 1is
changed to precedence value 2.

« Move up a low-priority policy with precedence value 1. The priority of the policy is changed to
Medium with precedence value 1, only if there are no medium-priority policies, otherwise it
would have the lowest precedence (highest number) in the medium- priority. If you move the
policy up again, the priority of the policy is changed to High with precedence value 1.

In all the Move Up operations, the remaining policies in the same priority are pushed up by one
level.

Move Down You can choose a single policy or more than one policy by selecting the Move Down in the
right-click menu. This option is also available in the toolbar. All the selected policies are shifted
by one level down individually. For example:

« Move down medium-priority with precedence 1. If a medium-priority policy with precedence
2 exists, the precedence of the moved down policy becomes precedence 2, and the original
precedence 2 policy is now precedence 1. If there are no other medium-priority policies, the
move down moves the policy to low-priority and precedence 1.
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Table 9: Priority and Precedence for Firewall Policies (continued)

Options Description

Move To

You can choose this option to set the priority and precedence at the same time. If you choose
the same priorities for the policies, set the precedence value between 1to the number of policies
of the same priority. If the priorities are different, set the precedence value between 1to number
of policiesin the priority. If highest precedence medium-priority policy is moved down, it becomes
priority low and precedence 1.

Figure 80: Priority And Precedence Right-Click Page

Priority and Precedence

Members

1: SRX2108-119-105EP2
1: SRX2108-119-105£EP2
1: SRX2108-113-105-EP2

0 NOTE: If multiple policies are selected, all the policies are moved
one-by-one to the given priority and precedence slot sequentially.

3. Click Move To to provide precedence value.
Figure 81: Setting Priority And Precedence Value Page

Choose Priority and Precedence
Priority: Mediurm

Precedence: 1

Cancel

4. Click Save to save all the priority and precedence changes. These changes are saved
in the database, and page is shown with all the annotations of the changes. If you do
not want to save, click Cancel to go back to the firewall policies page.

142
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Related . Multiple Group Policy Membership Overview on page 110

D .
ocumentation « Managing Firewall Policies on page 155

Adding Rules to a Firewall Policy

When a new firewall policy is created, by default the policy displays links to create rules
for the policy. If you have created a group firewall policy, you will see the Create Pre Rule
and Create Post Rule link in the right pane. If you have any cut or copied rules or rule
groups, you will also have Paste Rules to paste the rules or rule groups. The pasting
options are available only for the predefined rule groups. If you have created a device
firewall policy, you will see the Create Device Rule link.

To add rules to a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.
2. Click the security policy you want to add rules to from the left pane.
The existing rules of the security policy are displayed in the right pane.
3. Click the + icon to add rules, and select the type of the rule you want to add.

A new rule is added in the bottom-most row of the Pre Rule, Post Rule, or Device Rule
section, depending on the type of rule you have added. The newly added rule blinks
a different color for a few seconds. The behavior is same if you add a new rule before
or after arule, clone arule, or paste a rule.

The rule is assigned a serial number based on the number of rules already added to
the policy. By default, the Source zone is set to trust, Destination zone is set to untrust,
and the Action is set to Deny. The Source address, Destination address, and Service
is set to Any. You can now modify the default settings to the settings that you want
for this security policy.

4. Click the Name field in the rule and change the name of the rule.

5. Click the Source Zone field in the rule and select the appropriate zone from the list of
zones.

The zones that appear in the list are dependent on the type of security policy you have
chosen to add rules to. If you are adding a rule for a group policy, all the zones present
on all devices are available for selection. Select the correct zone for the device in the
group policy.

6. Click the Source Address field in the rule.

The address selector appears.
7. Select the addresses you want to associate the rule to, from the Available column.
8. Click the right arrow in the address selector.

The selected addresses are now moved to the Selected column.

9. Click OK.
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. Click the Destination Zone field in the rule and select the appropriate zone from the

list of zones.

. Click the Destination Address field in the rule.

The address selector appears.

. Select the addresses you want to associate the rule to, from the Available column.

. Click the right arrow in the address selector.

The selected addresses are now moved to the Selected column.

. Click OK.

. Click the Service field in the rule.

The service selector appears.

. Select the services you want to associate the rule to, from the Available column.

. Click the right arrow in the service selector.

The selected services are now moved to the Selected column.

. Click OK.

. Click the Action field in the rule and select the appropriate action from the drop-down

list of actions.
You can select Permit, Deny, Reject, or Tunnel as the actions.

If Tunnel action is selected, a list with all the policy-based VPNs that are created is
provided, as shown in Figure 82 on page 144.

Figure 82: Tunnel Option for Device Rule

Al Devices Policy | Show Invalid Rules

Source Destination
Name Service Action AppFW Profie i
Zone Address Source Identity | Zone Address

= Zone (40 rules)

Al Devices Pre Rules (10 rules)
= Device Rules (20 rules)

1 Tunnel

1 [ Deviea-Zone-1 & tust @any & untrust @any @any (RA2b_tets)
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3 [ Device-Zone-3 & rust @ any & untrust © any © any @ Deny
4 [ Device-Zone4 & rust @ any & untrust © any © any B oeny
@[] testi (7 rules) @ pemit
ermi
2 [ Device-Zone-5 & trust @ any & untrust @ any @ any o o
eny
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csect
14 [ Grpi-zonepre & st Dy & wnnust ©any ©any ’ .
EJ tunnel b | Select VPN... ~
15 [ GrpL-Zane-Pre-5 & tust Oany & untrust @y Oy (SKxZ20D_tets)
15 [ GrpL-zonePres oL st @ any &L untrust @ any Oany @ peny
7 [T Grp1-Zonepre-7 & trust @ any & untrust & any O any €3 Deny
18 [ Grp1-zone-pres & pust Dany & untrust Sany Qe E;]ujzuznnn: tets)
19 [ Device-Zone6 & st @ any & untrust @ any @ any €3 Deny
0 [ Device-Zone-14 & st @ any & untrust @ any @ any €3 Deny
All Devices Post Rules (10 rules)

From Security Director, you can select the IPsec VPNs that are configured in a device
directly in a firewall rule in addition to the ones created and managed from Security
Director. Publish will fail if this VPN is deleted from a device.

20. Click the AppFW field in the rule and select the appropriate AppFirewall settings from

the AppFW Configuration window.
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0 NOTE: You can modify the AppFW field only if the Action field in the
firewall policy rule action is set to Permit or Tunnel.

21. Click the Profile field in the rule and select the appropriate profile.

You can either select a default profile or a custom profile, or you can inherit a policy
profile from another policy. If you are selecting a custom profile, you can customize
the options in the policy profile. For Custom Settings under the Advanced Settings
tab, you can enable TCP session options on a per-policy basis by clicking the Enable
TCP-SYN Check and Enable TCP Sequence Check options, as shown in Figure 83 on
page 145.

Figure 83: TCP-Session Options

Profile Type: ) Maone

() Inherit Profile From Policy

) Select Another Profile
@ Custom
Custom Settings

Template: ¥

Logging Authentication Advanced Settings
Datacenter SRX Acceleration: [] Services Offload
Destination Address Translation: | Mone v
Redirect: Maone g

TZP-Sezsion Options
[T TCP-5%M Check

[7] TEP Sequence Check

Ok || Cancel

You can click Show Invalid Rules check box to view the invalid rules in any policy. You
can either first validate the policy and apply the filter to see the invalid rules, or the
filter can be directly applied to the policies which are saved as drafts with errors.
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i

NOTE:

Update is committed only if these TCP session options are disabled
globally. Otherwise, update fails if enabled globally.

If the update fails for logical systems, you must disable TCP session
options for logical systems and not in the root devices.

If you are making any changes at the root device level or at the policy
level, the same changes are captured in the audit trail.

When you are importing a device configuration, TCP session options are
also imported if they are enabled.

In case of policy export, you can find these TCP session options under
Rule Options column.

TCP session options are retained in case of version roll back and when
you take the firewall policy snapshot.

22. Click Rule Options to assign a scheduler for a rule. Select the required scheduler from
the Scheduler field, and click OK.

For the rules with an expired scheduler, a warning message appears during the Publish

workflow.

23. Click the IPS field in the rule and select options wither IPS ON or IPS OFF depending
on the firewall rule action and the IPS mode configured in the firewall policy.

24. Click the Description field and enter a description for the security policy.

25. Click Save.

i

NOTE: You should click Save to save any changes you have made to the
firewall policy. While in the process of making changes to the firewall policy,
If you click any of the tasks in the task ribbon before saving the firewall policy
changes, all changes you have made will be lost. If you click anywhere inside
the Policy Tabular view, a window appears, displaying a message asking if
you want to confirm your changes.
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o NOTE: If a previous user has added new rules to the policy and saved the
changes, when you attempt to save your changes, the error message shown
in Figure 84 on page 147 appears.

Figure 84: Concurrent Policy Edit Error Message
Error in saving changes ...

The policy has changed since you began editing
Policy changed by :vikram, on Fi Apr 27 2012 12:41 PMIST

Would you like to save the Policy with different Mame?

The error message shows the name of the user who made the previous
changes and the time they were saved. The changes made by the first user
take precedence over any later changes. You will be given an option to save
the policy with a different name. Click Yes to save the policy with different
name. Only saved rules are published to the policy.

Related . Firewall Policies Overview on page 107
Documentation . Creating Firewall Policies on page 117
« Ordering the Rules in a Firewall Policy on page 147
. Managing Firewall Policies on page 155

« Publishing Firewall Policies on page 149

Ordering the Rules in a Firewall Policy

To reorder the rules in a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Select the firewall policy whose rules you want to reorder.
The rules of the firewall policy are displayed in the right pane.

3. Select arule that you want to reorder and click the appropriate icon on the top of the

right pane.
Move Rule Up Moves the rule one level up in the hierarchy.
Move Rule Down Moves the rule one level down in the hierarchy.
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lcon Name Description

Move Rule to Top

Moves the rule to the top of the hierarchy.

Move Rule to Bottom

Moves the rule to the bottom of the hierarchy.

Related
Documentation

The rule is now positioned accordingly. When the policy is provisioned, the rules are
provisioned to the devices in the order you have specified.

You can reorder the rules across Pre Rule and Post Rule of a group policy. For example,
if you move the last rule in the Pre Rule one level down, it is moved to the Post Rule.
Similarly, if you move the first rule in the Post Rule one level up, it is moved to the Pre
Rule.

0 NOTE: Movement of Pre and Post rules across zone and global is not
permitted.

Firewall Policies Overview on page 107
Creating Firewall Policies on page 117

Adding Rules to a Firewall Policy on page 143
Managing Firewall Policies on page 155

Publishing Firewall Policies on page 149

148
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Publishing Firewall Policies

Whenyou publish firewall rules, the process takes into account the priority and precedence
values set on the policy and the order of rules on the device. Rules are published in the
order of their priority groups, with prerules in the High priority group publishing first, before
prerules in the Medium and Low priority groups. Within the same priority group, the
prerules of policies with lower precedence values are published before the prerules of
policies with higher precedence values. Device rules are published after all group prerules
have been published. Finally, the Group postrules are published last in the process. The
postrules are published in the reverse order of the prerules.

If you change the priority or precedence of a published policy, the policy must be
republished for the changes to take effect. Sometimes, changing priority or precedence
in one policy can affect other policies in the same priority group. However, such policies
do not need to be republished in order for their changes in priority or precedence to take
effect for the policies that are implicitly changed by the explicit changes to the republished
policy.

To publish a firewall policy:

1. Select Security Director > Firewall Policy > Publish policy.

The Services page appears with all the firewall policies. It also displays the publish
states of the firewall policies.

2. Select the check box next to the firewall policy that you want to publish.

0 NOTE: You cansearch for a specific device on which the policy is published
by entering the search criteria in the search field, in the top-right corner of
the Services page. You can search the devices by their name, IP address,
and device tags.

0 NOTE: If thefirewall policyis to be published on a large number of devices,
the devices are displayed across multiple pages. You can use the
pagination and display options available on the lower ribbon, just below
the list of devices to view all devices on which the firewall policy is
published.

3. You can publish the IPS policies along with the firewall policies by selecting the Include
IPS Policy check box. By default, this check box is selected.

If the Include IPS Policy check box is selected, two jobs are created after you click the
Publish button. The first job is to publish the selected firewall policies. Once the firewall
policy publish is successful, the IPS policy publish job is invoked.

If the Include IPS Policy check box is not selected, only the selected firewall policies
are published.
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0 NOTE: Firewall policy publish and IPS policy publish are mutually exclusive.
The firewall policy publish job focuses only on firewall policy-related
configuration, and IPS policy publish job focuses only on the IPS
policy-related configuration.

4. Click the Schedule at a later time check box if you want to schedule and publish the
configuration later, as shown in Figure 85 on page 150.

Figure 85: Policy Publish Page

Mt Fuicksh State Descrigtion Fikceiy Pracedence

#Devices Pokey Hat Published Predefined Polcy for ol devices. - .
bl Hk Frbhsbnd Mafim 1
gkt Mot Publshad et E

[« Inchsde 1PS Policy
[ = Schedule at a later time

Daee snd Time: a4/16/12 8 1268 |~ | I5T

_ 1 1 | | ceocel _

5. Click Next.

The Affected Devices page displays the devices on which the policies will be published
as shown in Figure 86 on page 150.

Figure 86: Devices on Which the Policies Will Be Published

5 0

[, Maraged ats [ — e Configuration

1) Inchude 1% Palicy
[] - schedule at o later time

Dato and Time: p3/e0iaz O a;asem v IST

Back pubish [ Fublish and updaee | cancel

6. If you want to preview the configuration changes that will be pushed to the device,
click View in the Configuration column corresponding to the device. A Configuration
Preview progress bar is shown while the configuration pushed to the device is
generated.

The CLI Configuration tab appears by default. You can view the configuration details
in the CLI format as shown in Figure 87 on page 151.
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Figure 87: Policy Publish: CLI Configuration
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If the device does not support global policies, the rules are truncated with a warning
message. A device will not support global policies for the following reasons:

- The device is running a Junos OS version earlier than 11.2.

- Global policyis supported only on the global address book. If the device is configured
with a zone-based address book, Security Director will not publish a global policy
for that device.

SRX Series devices have scaling capacity limitations for networking services. These
capacities vary with the “platform” and Junos OS version. Security Director validates
these limitations during the publish or preview of the policies and provides warning
messages.

Security Director validates only the published service capacities. These validations
are not applicable for the designed services that are still not published. If a particular
capacity is exceeded, a warning message appears, as shown in Figure 88 on page 151.

Figure 88: Device Validation Warning Message

[Warnang] Mumber of services wn nibe: Glabal-Lone-Pre-1 o 255 This excesds the maximinm nunber of iecommendsd services a a ride for this device whach i 128
[Warnsng] Mumber of addresses an rule: Global-Zone-Pre-1 is 1,105, This excesds ihe maxamuom number of recommended addresses i a rube for thas device whach s 512

For logical systems that have an assigned security profile, including the root logical
system, Security Director validates the resource usage against the maximum and
reserved quota configured in the respective profile.

When IDP is assigned to a security profile and that profile is assigned to multiple logical
systems, Security Director overwrites the IDP policy with the new name and this effects
other logical systems as well. This occurs when you import any logical system and
update again. You must use separate security profiles, if you do not want to share the
same IPS policy across all logical systems instances.

If you do not specify any resource limits in logical systems security profile, Security
Director shows the following warning messages:

[Warning]: Reserved quota is not specified in the security-profile for
nat-destination-pool
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[Warning]: Reserved quota is not specified in the security-profile for
nat-destination-rule
[Warning]: Reserved guota is not specified in the security-profile for policy

If a logical system is assigned to services, you can publish those services to the logical
system. You can view the configuration details in CLI format, as shown in Figure 89
on page 152.

Figure 89: Policy Publish: LSYS Device CLI Configuration

Firewall Palicy Conliguration Far Device - scale-deysi

L1 Configuration | 9L Configr

#Entenng User 5 conReRtid
edit bogical-systems scale-lsys1
HE:ting Teer LEYE contesitl
Rt

#HCaptive Poral Settmgsid

FXT9T redirect-trafic all

match appheation my
match destination-add

v - olicy captive-portal captiveportal 32757

0 NOTE: Captive portal setting can be configured only at the root logical
system and referenced only in the user logical system.

NOTE: Configuration updates to the root logical systems are automatically
done as part of the user logical system update. For such objects, the LSYS
name is appended to the object names to differentiate across logical
systems.

7. View the XML format of the configuration by clicking the XML Configuration tab, as
shown in Figure 90 on page 153.
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Figure 90: Policy Publish: XML Configuration

Firewall Policy Configuration For Device - R2-HUB-SRX-102

CLI Configuration XML Configuration

<Taml version="1.0" encodng="TITEF-8"7> =
<configuration™

<applications>

<application operation="create">
<name=predef-hitp-ext</name>
=destination-port=7T001<=/destination-potrt=
sprotocol=6<iprotocol=

<fapplication>

<application operation="create">
<name>predef-gnutella<iname >
= destination-port=H346-6347<fdestination-port=
=protocol>17</protocol=

<fapphcation=

<application operation="create"= N

8. Click Back.
9. Click Publish if you want only to publish the configuration.
A new job is created, and the job ID appears in the Job Information dialog box.

10. Click Publish and Update if you want to publish and update the devices with the
configuration.

The firewall policy is now moved into the Published state if the configuration is
published to all devices involved in the policy. If the configuration is not published to
all devices involved in the firewall policy, the firewall policy is placed in the Partially
Published state. If a firewall policy is created but not published, the firewall policy is
placed in the Unpublished state. If any modifications are made to firewall policy
configuration afterit is published, the firewall policy is placed in the Republish Required
state. You can view the states of the firewall policy by hovering over them.

A new job is created and the job ID appears in the Job Information dialog box.

1. Click the job ID to view more information about the job created. This action directs
you to the Job Management work space.
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If you get an error message during the publish or if the firewall policy publish fails, go
to the Job Management workspace and view the relevant job ID to see why the publish
failed.

In the Job Details window, use the available filer box to search for any device by filter
name, tag name, or IP address. Filtering works only for currently available devices.
Search with the first character of the tag name to search by tag name. If you search
with any middle characters, the search fails.

During publish and update, the disabled rules and objects are not deleted. Disabled rules
are updated as inactive configuration. This is an optional step. You can choose to push
the disabled rules to a device by selecting the Update disabled rules to device option in
the Security Director application setting, under Platform. By default, the Update disabled
rules to device optionis disabled. For the pushed disabled rules to work after the upgrade,
Security Director must import the policy again and the application firewall signature must
be downloaded prior to the import.

If you are having a disabled rules on the device, as shown in the following example:

set security policies from-zone untrust to-zone trust policy Device-Zone-5 match
destination-address any

set security policies from-zone untrust to-zone trust policy Device-Zone-5 match
application any

set security policies from-zone untrust to-zone trust policy Device-Zone-5 then
deny

deactivate security policies from-zone untrust to-zone trust policy Device-Zone-5

When you import this rules, Security Director sets the state as disabled. If a particular
node in the CLI is deactivated, that node is not imported into the Security Director.

If you import a rule, as shown in the following example, Security Director will not set the
application service.

set security policies from-zone trust to-zone untrust policy Device-Zone-2

description "Rule With Infranet All Traffic Auth"”

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
source-address any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
destination-address any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
application any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 then
permit application-services idp

set security policies from-zone trust to-zone untrust policy Device-Zone-2 then
permit application-services uac-policy captive-portal captiveportal_65573
deactivate security policies from-zone trust to-zone untrust policy Device-Zone-2
then permit application-services

Security Director does not support inactive nodes and the inactive rules. If the objects in
the rule are not defined, Security Director provides a warning message, at the time of
import, listing the objects that are not defined.
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o NOTE:

Related .
Documentation

« You can also publish a firewall policy by right-clicking the firewall policy in
the Policy Tabular view and selecting Publish Policy. You are redirected to
the Affected Devices page.

« You cannot publish a global firewall policy if you have not added rules to
the all devices policy.

« During preview, the global rules shown under the comment Security Firewall
Policy > Global, if global rules are supported. Otherwise, a warning message
is shown.

« If you have configured AppFW and IPS for a firewall policy and the device
you are using has the IPS license installed, when you publish and update
the device with the firewall policy configuration, IPS and AppFW and
IPS-related configuration will also be pushed to the device.

- When you publish a firewall policy that has a custom object associated to
it, Security Director generates the custom object-related commands to be
updated on the device. The commands for custom objects are generated
irrespective of whether the firewall policy is already published or updated.
If the custom object is associated with the firewall policy at the time of
update, these commands are pushed to the device. Security Director pushes
these commands to the device even though these commands may have
been pushed to the device in an earlier update.

« You cannot publish a group policy, if you do not have permission for all the
assigned devices. Also publish is not permitted if one or more devices are
labeled by another Junos Space user.

Firewall Policies Overview on page 107

Creating Firewall Policies on page 117

Adding Rules to a Firewall Policy on page 143
Ordering the Rules in a Firewall Policy on page 147

Managing Firewall Policies on page 155

Managing Firewall Policies

You can modify, delete, clone, or export security policies listed in the Manage Policies
page.

To open the Manage Policies page:
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« Select Security Director > Firewall Policy.

The Policy Tabular view appears. You must lock the policy before editing.

You can perform the following tasks in the Manage Policies space:

j—
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22.

Modifying Firewall Policies on page 156
Comparing Firewall Policies on page 158
Deleting Firewall Policies on page 159
Adding Rules to a Firewall Policy on page 160
Cloning Firewall Policies on page 160
Promoting a Firewall Policy on page 161
Exporting a Firewall Policy on page 161

Policy Versioning on page 162

Managing Policy Versioning on page 164

. Deleting Rules in a Firewall Policy on page 169

. Cloning a Rule in a Firewall Policy on page 169

. Grouping Rules in a Firewall Policy on page 170

. Enabling/Disabling Rules in a Firewall Policy on page 170

. Expanding/Collapsing All Rules in a Firewall Policy on page 171

. Cutting/Copying and Pasting Rules or Rule Groups in a Firewall Policy on page 171

. Assigning Devices to a Firewall Policy on page 172

Deleting Devices from a Firewall Policy on page 173

. Rule Operations on the Filtered Rules on page 173
. Managing Custom Column Data on page 175
. Modifying Custom Columns Definitions on page 175

. Deleting a Custom Columns Definition on page 176

Exporting a Custom Columns Definition on page 176

Modifying Firewall Policies

To modify a firewall policy:

1.

Select Security Director > Firewall Policy.
The Policy Tabular view appears.

Right-click the security policy you want to modify from the left pane and select Modify
Policy.

The Edit Policy window appears. You can modify the name, description, profile, and
IPS configuration mode of the firewall policy.
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Figure 91: Modify Policy Page

Edit Policy

Mame: | Gateway-BNG
Description: | Created by Imnport

Manage Zone Palicy
[ Manage Global Palicy

Palicy Priority: | Low ¥ @
Precedence: | 4 of 15
Profile: | Select profie. ., i

IPS Configuration Mode: @ Moneg () Basic () Advanced @

3. You can modify the Manage Zone Policy and Manage Global Policy options.

4. You can modify the Priority and Precedence for the policy. If the priority is the same,
you can enter precedence value from 1to the number of policies of the same priority.
If the priority is changed, you can enter the precedence value from 1to the number of
priorities.

For example, the system has 4 Low priorities, 5 Medium priorities, and 3 High priority
policies. Table 10 on page 157 shows the precedence value that can be set for different
priorities.

Table 10: Setting Precedence Values for Different Priorities

Existing Priority Modified Priority Precedence that can be Set
Low Low 1to 4
Low Medium 1to 5
Low High 1to 4
5. Click Modify.

Whenever you make any changes to the firewall policy, you will have the option of entering
a comment before saving the policy. You can enable or disable this option in Platform >
Administration > Applications. To enable this option, right-click Security Director, and
select the Modify Security Director Settings option. Under Applications, select the Enable
save comments for policies check box. By default, this option is disabled.
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In firewall ILP, once you enter the comment, you can save this version with a different
name. Click Save as Draft from Save drop-down list to save the edited firewall policy with
a different name. Entering a comment is not required. All comments you enter are logged.

Comparing Firewall Policies
To compare any two policies:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Right-click the firewall policy you want to compare with other policies and select
Compare Policy.

Compare Policy box appears, as shown in Figure 92 on page 158.

Figure 92: Compare Policy

Compare Policy

Palicy: FW_219428_03_COLR_A

(" all Devices Policy »
H = Py _219428_03_COUR_A (LOW-2)
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H <= Py _330760_08_STR_A_ASS_-_10_33_40_1 (LO...
H == Py _336630_01_STR_A_SHD (LOW-5)
H == Py _336630_02_STR_E_SHD (LOW-5)
H <= Py _336630_04_STR_A_INET -_10_255_33_3 (..
H <= Py _336630_05_STR_E_HERMES_MSS0 (LOW-8)
H <= Py _336630_07_STR_A_HERMES_S5G20 (LOW-9)
H <= Py _336630_08_STR_A_-_10_255_33_7 (LOW-1...
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Cormpare With:

W

[ Include Inherited Rules

Include Columns
[] AppFw [T]1Ps
[7] Description [7] Custam Calumn
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0 NOTE: You can select the Include Inherited Rules check box to include
inherited rules while comparing. By default, inherited rules are not part of
the comparison.

3. Select the policy to compare with, and click Compare.

The following window appears showing the compare result, as shown in Figure 93 on
page 159.
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Figure 93: Compare Policy Result
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6 dmz GrpRes. Admin_NOC admin P _219428_03_COUR_A GrpSve_vers-Flateforme PERMIT  Log Session Chse
3 dmz Any admin Any Any DENY Log Session Close
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Deleting Firewall Policies
To delete a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Right-click the firewall policy you want to delete and select Delete Policy.
A confirmation window appears.

3. Click Yes.

0 NOTE: If you delete a firewall policy, the erase configuration is sent to all
devices that were a part of the firewall policy during the next Update operation
for the device.

e NOTE: If the published policy is deleted, Security Director application will
unpublish the policy on the device.
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Adding Rules to a Firewall Policy

You can add the rules before or after the firewall rule. To add rules:

1. Select Security Director > Firewall Policy.
The Policy tabular view appears.

2. Select the firewall rule to which you want to add rules, right-click, and select Add
Rules Before or Add Rules After.

You will get an option to add rules before the firewall rule, or after the firewall rule.

Cloning Firewall Policies

To clone a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.
2. Right-click the firewall policy you want to clone and select Clone Policy .

The Clone Policy window appears. You can modify the name, description, profile,
manage all devices policy, manage zone policy, priority, precedence, and IPS mode
of the firewall policy. By default, the original policy values are displayed in the Priority
and Precedence fields. If required, you can change them. When you clone a firewall
policy, IPS settings are also cloned.

Figure 94: Clone Policy Page

Clone Policy

Mame: | copy_of_Gatesway-BNG
Description: | Created by Import

Manage Zone Policy
[ Manage Global Palicy

Policy Priority: | Lo v @
Precedence: | 4 of 16
Profile: | Select profile... v

Clane
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0 NOTE: The priority and precedence value of the cloned policy is same as
the priority and precedence of the original policy. For the other policies,
the priority and precedence value will be moved to one level down.

3. Click Clone.

Promoting a Firewall Policy
To promote a device policy to the group policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Right-click the device policy you want to promote, and select Promote Policy to Group
Policy.

The Promote Device Policy to Group Policy window appears, as shown in Figure 95
on page 161.

Figure 95: Promote Policy Page

Promote Device Policy to Group Policy

Mame: | promote_Device-Policy

Description:
Palicy Priority: | Low v @
Precedence: 1

Cancel

3. Enter the name, description, policy priority, and precedence. Click Promote.

The device policy is promoted only to the prerule of the group policy.

e NOTE: By default, the policy profile and IPS mode of a device policy is
promoted to the group policy.

Exporting a Firewall Policy
To export a firewall policy:

1. Select Security Director > Firewall Policy.
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Policy Versioning

The Policy Tabular view appears.
2. Right-click the firewall policy you want to export and select Export Policy.
The Export Policy window appears.

3. Click Export.

You create a policy version by taking a snapshot of the policy. You can create versions
for all types of firewall policies including All devices, Group, Device, and Device exceptions.
The maximum number of versions maintained for any policy is 60. If the maximum limit
is reached, you must delete the unwanted versions before saving a new version. Versioning
and rollback are independent operations for each policy. For example, if you take a
snapshot of a group firewall policy, it does not version all device policy rules and hence
you must separately version each policy rules.

You can delete the older version of snapshots by clicking the Auto delete oldest version
option, as shown in Figure 97 on page 164. This option is enabled by default. If this option
is disabled, every time the oldest version of snapshots are deleted (after the maximum
number of versions is reached), a warning message is displayed on the screen. If you
enable this option, the oldest snapshots are deleted automatically, without any warning
messages.

To create a version of the policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Right-click the firewall policy you want to take a snapshot of, and select Snapshot
Policy.

The Policy Name field shows the name of the firewall policy for which the snapshot
is taken. Enter your comments in the Comments field, and press Create to take the
snapshot. The Snapshot Policy Window appears, showing the status of the version
as itis created, Figure 96 on page 163.

162
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Figure 96: Snapshot Policy Window

Snapshot Policy

Policy Name: Groupl
Comments;  snapshot-1

Created version No. #4

Tasks Completed
Reading shared objects used in palicy...

Reading rule/rule-groups of palicy...
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o NOTE:

« During policy publish, Security Director takes an automatic snapshot of
the policy.

« You can set an option to take the snapshot automatically after you have
modified and saved a policy after configured number of times, as shown
in Figure 97 on page 164. When the snapshot is taken automatically, Security
Director does not make any log entry because it is an internal operation.

Figure 97: Modify Security Director Settings

Modify Security Director Settings -]

E= Application S

Snapshot

Delete o haot if the number of snap
taken reaches masimum limit

Snapshot po

Managing Policy Versioning

You can view or manage all available versions of a selected policy. You can perform the
following tasks on the snapshots:

- Roll back to a specific version.

. View the differences between any two versions (including the current version) of the
policy.

« Delete one or more versions from the system.
To rollback the selected version as the current version:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Right-click the firewall policy and select Manage Snapshots.
A window appears showing all the versions of the policy.

3. Select the version that you want to make as current and click Rollback.
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A service summary window appears, as shown in Figure 98 on page 165.

Figure 98: Rollback Service Summary Page
leomiete |

‘Service Symmary
Py PolcyType  Rubes  Erors  Summary
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“
The rollback operation replaces all the rules and rule groups of the current version
with rules and rule groups from the selected version. For all the shared objects, Object
Conflict Resolution (OCR) is done. If there are any conflicts between the versioned

data and the current objects in the system, the OCR window is displayed, as shown
Figure 99 on page 165.

Figure 99: Object Conflict Resolution Window

ADD_t 172.20.106.1 17220, W51 F Rarane Chject ADO_2 2
Kip Exsting Obgect
Rename Olpect

Owerwrite with Hew
Obgect

From the OCR window, you can choose to retain the existing object, rename the object,
or overwrite it with the new object.

4. After finishing all the conflict resolution, click Next to view the OCR summary report,
as shown Figure 100 on page 166.
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Figure 100: Rollback OCR Summary Report
ook |
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5.

Click Finish to replace the current policy with the versioned data. Summary of the
snapshot policy is provided, as shown in Figure 101 on page 166.

Figure 101: Rollback Snapshot Policy Report

Snapshot Policy

£
ﬁ' Status: SUCCESS
Start Time: Aug 14, 2012 3:16:15 PM UTC+05:30
Rollback Policy- End Time: Aug 14, 2012 3:16:17 PM UTC+05:30
361353

Task Details
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Reading import File

Rollback Ad
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To compare two different versions of a policy:

1.

Select Security Director > Firewall Policy.

The Policy Tabular view appears.

2. Right-click the firewall policy, and select Manage Snapshots.

The Manage Versions window appears, showing all policy versions, as shownin Figure
102 on page 167.

166
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Figure 102: Manage Versions Window

Manage Versions —> Groupl

"] Wersion SnapshotDate User Name Comments
D Current

5 2012-08-06 10:53:34.0  super snapshot-2
4 2012-08-06 10:41:46.0  super snapshot-1
0 s 2012-08-06 10:12:28.0  super thrid time

Compare

3. Select the versions to be compared, and click Compare. You can select only two
versions at a time to compare.

You can clear the columns you do not want included in the comparison. By default,
all columns are selected in the Compare Versions window, as shown in Figure 103 on
page 167.

Figure 103: Compare Versions Window

Compare Versions

Policy Mame: Groupl
First Version: #4
Second Version: #5

Include Columns

AppFW IPS
Description Custom Colurmn

Compare

4. Click Compare to view the results.

A Compare Versions results window appears, showing the differences between the
selected versions, as shown in Figure 104 on page 168.
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Figure 104: Compare Versions: Results Window
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The general policy Compare Versions results window has the following sections:

« Policy Property Changes—Shows policy changes for the modified rules.
« Rule Changes—Displays rules that are added, modified, or deleted.

« Column Changes—Shows the differences between the column contents for modified
rules.

To delete versions:

j—

Select Security Director > Firewall Policy.

The Policy Tabular view appears.

2. Right-click the firewall policy, and select Manage Snapshots.
A window appears, showing all policy versions.

3. You can delete multiple versions at a time. In case of roll back operation, you will get
an option to delete older versions. Select the version that you want to delete, and
click Delete.

You will receive a Confirm Delete Operation message before you can delete the version,
as shown in Figure 105 on page 168.

Figure 105: Confirm Delete Operation Message

Confirm Delete Operation

i ) Are you sure you want to delete the selected version(s) ?

4. Click Yes to delete the version, or click No to abort the operation.
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NOTE: If you delete a policy, all versioned data for that policy is deleted.
Promoting the device to a group policy operation deletes the associated
versions.

e NOTE:

- Priority and precedence of a policy are not rolled back. Only values from
the current policy are retained.

- Priority, precedence, IPS mode, IPS signature set (if the mode is basic),
and IPS policy rules (if the mode is advanced) are neither versioned, nor
rolled back.

« Rollback operation sets the policy publishing state to republishing if the
current policy is in the published state.

« For the custom column, only column values are stored in versioned data
and rolled back. Column definitions are not part of versioned data.

- If the objects are not present, the following shared objects are not rolled
back:

. Custom template
- Policy-based VPNs

- Application signature

Deleting Rules in a Firewall Policy
To delete rules in a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.
2. Select the firewall policy whose rules you want to delete.
The rules of the firewall policy appears in the right pane.
3. Select the check boxes next to the rules that you want to delete.

4. Click the Delete Rule icon on the top of the right pane.

Cloning a Rule in a Firewall Policy

To clone arule in a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.
2. Select the firewall policy whose rule you want to clone.

The rules of the firewall policy appears in the right pane.
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3. Select the check box next to the rule that you want to clone.

4. Right-click and select Clone.

Grouping Rules in a Firewall Policy
To group rules in a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.
2. Select the firewall policy whose rules you want to group.
The rules of the firewall policy are displayed in the right pane.
3. Select the check boxes next to the rules you want to group.
4. Right-click the rules and select Rule Group > Create Rule Group.
The Create Rule Group pop-up window appears.
5. Enter a name for the rule group in the Name field.
6. Enter a description for the rule group in the Description field.

7. Click Create.

0 NOTE: When the rule group is created, you can add rules in the rule group,
modify the rule group name, move the rule into another rule group, ungroup
rules, and ungroup rule groups using appropriate options.

Enabling/Disabling Rules in a Firewall Policy
To enable or disable rules in a firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.
2. Select the firewall policy whose rules you want to enable or disable.
The rules of the firewall policy are displayed in the right pane.
3. Select the check boxes next to the rules that you want to enable or disable.

4. Click the Enable or Disable icon.

0 NOTE: You can enable or disable a rule group. When a rule group is disabled,
all rules in the rule group are also disabled. The rule group row in the Tabular
view appears dimmed, but the rules do not appear dimmed. However, if the
rules in the rule group appear dimmed, they are not published to the device
during the publish operation, if they are disabled.
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Expanding/Collapsing All Rules in a Firewall Policy

To expand or collapse all rules in a firewall policy:

1.

Select Security Director > Firewall Policy.

The Policy Tabular view appears.

Select the firewall policy whose rules you want to expand.

By default, firewall policy rules in collapsed state are displayed in the right pane.

Click the Expand All RuleGroups icon, and all rules corresponding to that particular
policy are expanded.

If a policy contains more than 1000 rules, a warning message is displayed before
expanding, as shown in Figure 106 on page 171.

Figure 106: ExpandAll Warning Message for More Than Thousand Rules

4. Click the Collapse All RuleGroups icon to collapse all rules.

Cutting/Copying and Pasting Rules or Rule Groups in a Firewall Policy

To cut or copy and paste rules or rule groups in a firewall policy:

1.

On the right pane, select the device rule or rule group that you want to cut or copy.
Right-click the selected device rule or rule group, and select Cut or Copy. If Cut is
selected, related rule or rule group is removed from the right pane view.

You can copy the rules without locking a policy. However, you must lock the policy for
the cut operation. You can select the combination of rules or rule groups for cutting
or copying operation. However, a rule group and one or more rules inside the same
rule group cannot be copied or cut simultaneously.

On the left pane, select the firewall policy in which you want to paste the rule or rule
group. On the right pane, right-click the rule or rule group that you want to paste. You
can paste the rule or rule group before or after the selected rule or rule group by
choosing the Paste Before or Paste After option, respectively.

If you are cutting and pasting rules across different policies, you must first save the
cut operation in the current policy before moving to another policy for pasting.
Otherwise, an error message is displayed, giving you the potion either save or discard
the changes.
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Security Director does not support nested rule grouping. If you paste a rule group in
another custom rule group, an error message is displayed, giving you the option to
proceed by flattening the copied rule group, as shown in Figure 107 on page 172.

Figure 107: Nested Rule Group Paste Operation Warning Message

Paste Operation - Information

o NOTE: If you copy a rule that contains variable objects from the all devices
policy and attempt to paste the rule into other policy rules, the following error
message is displayed:

Figure 108: Variable Objects Rule Paste Error

Paste Operation - Failed

Grp2-Zone-Pre-1 - Device Rules cannot have Variable Objects

Assigning Devices to a Firewall Policy

To assign devices to a group firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Right-click the firewall policy to which you want to assign devices and select Assign
Devices.

The Assign Devices to Service window appears.

3. Select the devices that need to be added to the firewall policy in the Select Devices
pane, select the devices from the Available column and click the right arrow to move
these devices to the Selected column.

4. Click Modify.

e NOTE:

. If you do not have permission to certain devices, they will not be visible
while assigning devices to a new or existing firewall policy.

« You cannot view the device or exception policies at the left pane, for the
assigned devices, that are labeled by the other Junos Space users.
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Deleting Devices from a Firewall Policy

To delete devices from a group firewall policy:

1. Select Security Director > Firewall Policy.
The Policy Tabular view appears.

2. Right-click the firewall policy from which you want to delete devices and select Assign
Devices.

The Assign Devices to Service window appears.

3. Select the devices that need to be deleted from the firewall policy in the Select Devices
pane, select the devices from the Selected column and click the left arrow to move
these devices to the Available column.

4. Click Modify.

0 NOTE: Deleting a device from a group firewall policy creates a device
firewall policy. This policy carries all the device rules of the device from
the group firewall policy.

Rule Operations on the Filtered Rules

You can perform various rule operations on the filtered list of rules. For example, consider
apolicy having sevenrules suchasa, b, c,d, e, f,andgin an order inside a rule group. After
filtering, if only second and sixth rules are filtered, that is only rules b and f, Table 11 on
page 173 explains the various rule operations on the filtered rules.

Table 11: Various Rule Operation on the Filtered Rules

Rule Operation Action

Add rule before To add a new rule before an existing rule, select the existing rule in the filtered list and add the new rule
above it.

For example, if you perform this operation by selecting the sixth rule that is f, the seventh rule must be
added before the sixth rule, in the filtered list. The rule f must be moved down to the seventh place in the
full list.

Add rule after To add a new rule after an existing rule, select the existing rule in the filtered list and add the new rule
below it.

For example, If you perform this operation by selecting the second rule that is b in the filtered list, the
seventh rule must be added after the second rule. This rule is added at the third place in the full list.

Paste before To paste a copied rule before an existing rule, select the existing rule in the filtered list and paste the copied
rule above it.

For example, If you perform this operation by selecting the sixth rule that is f in the filtered list, the copied
rule must be added after the sixth rule. The rule f must be moved down to the seventh place in the full
list.
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Table 11: Various Rule Operation on the Filtered Rules (continued)

Rule Operation Action

Paste after To paste a copied rule after an existing rule, select the existing rule in the filtered list and paste the copied
rule below it.

For example, If you perform this operation by selecting the second rule that is b in the filtered list, the
copied rule must be added after the second rule. The new rule is added at the third place in the full list.

Clone To clone a selected rule, select the existing rule you want to clone in the filtered list. The cloned rule will
be added above the selected rule.

For example, If you perform this operation by selecting the sixth rule that is f in the filtered list, the cloned
rule must be added after the sixth rule, at the seventh place. The rule g must be moved down to the eighth
place in the full list. This can be checked by clearing the filter from the search box.

Move rule to top To move arule to the top of a list, select the rule you want to move in the filtered list and move rule to the
top. If you move a rule from a filtered list to the top of that list, the selected rule is also moved to the top
of the full list.

For example, If you perform this operation by selecting the sixth rule f in the filtered list, the rule f must be
moved to the top in the rule group, at first place in the original list. This can be checked by clearing the
filter from the search box.

This option is disabled for the top rule in the full list.

Move rule to To move a rule to the bottom of the list, select the rule you want to move in the filtered list and move rule
bottom to the bottom. If you move a rule from a filtered list to the bottom of that list, the selected rule is also
moved to the bottom of the full list.

For example, If you perform this operation by selecting the second rule b in the filtered list, the rule b must
be moved to the bottom in the rule group, at the seventh place in the full list. This can be checked by
clearing the filter from the search box.

This option is disabled for the last rule in the full list.

Move rule up To move a rule up one position in the list, select the rule you want to move in the filtered list and move
rule up one position.

For example, If you perform this operation by selecting the sixth rule f in the filtered list, the rule f must be
moved before the second rule b in the filtered list. This rule is moved to the second place in the rule group
in the full list.

This option is disabled for the top rule in the full list.

Move rule down To move a rule down one position in the list, select the rule you want to move in the filtered list and move
rule down one position.

For example, If you perform this operation by selecting the second rule b in the filtered list, the rule b must
be moved after the sixth rule f in the filtered list. This rule is moved to the sixth rule in the rule group in the
full list.

This option is disabled for the last rule in the full list.
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Managing Custom Column Data

You caninsert, edit, or delete custom columns and their corresponding policy rules through
aninline edit.

Security Director uses the following parameters to validate custom column data:

« Explicit regular expression—Validation is based on the optional regular expression
property, if defined for the current custom column.

- Implicit length check—The maximum length of the data must be 256 characters. It is
applicable to all custom columns.

e NOTE: The Save and Discard buttons, which are used to save or discard all
the edits—including inline edits of custom column fields—are not used for
registering custom columns. These actions are committed as soon as they
are completed in their respective Ul and are independent of the Save or
Discard button.

Modifying Custom Columns Definitions
To modify a custom column:

1. Click the custom column name in the column header, go to Custom. Click and select
Modify Custom Column.

Figure 109: Modifying a Custom Column

IPS Description test-pubs * | rest
| Columns 3
Create Cuskom Column [EH Custom b

Modify Custom Column

Delete Custom Column

2. Once the edit is complete, the column header is refreshed to reflect the changes.

0 NOTE: You must have edit permissions to modify the custom column
registration settings.
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Deleting a Custom Columns Definition

To delete the custom column definition:

1. Click the custom column name in the column header, go to Custom, then select and
click Delete Custom Column.

2. Adelete confirmation message appears, as shown in Figure 110 on page 176. After you
confirm the deletion and the delete process finishes, Security Director updates the
header and removes the column.

Figure 110: Deleting a Custom Column

Delete Custom Column

This custorn columin will be deleted from all Firewall policies
in Security Design and any data in the column wil
be lost

Are you sUre you want to continue?

Exporting a Custom Columns Definition

Custom column definition is exported when a firewall rule is exported.

Related . Firewall Policies Overview on page 107
Documentation « Creating Firewall Policies on page 117
« Adding Rules to a Firewall Policy on page 143
. Ordering the Rules in a Firewall Policy on page 147

« Publishing Firewall Policies on page 149
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« VPN onpage 179
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VPN

IPsec VPN Overview on page 179
Creating IPsec VPNs on page 181

Publishing IPsec VPNs on page 192

Managing IPsec VPNs on page 194

IPsec VPN Overview

You can create site-to-site, hub-and-spoke, and full-mesh VPNs in the VPN Creation
page. All VPNs in the system appear in the Tabular view. The left pane of the Tabular
view displays the VPNs, and the right pane of the Tabular view displays the devices used
for the respective VPN. If you want to use a custom VPN profile, you must configure a
VPN profile before creating a VPN.

You can configure the following parameters for an IPsec VPN:

« Endpoints for a site-to-site VPN and full-mesh VPN

« Spokes and hubs for a hub-and-spoke VPN

- External Interface, Tunnel Zone, and Protected networks/zones for each device
« Routing settings

« VPN endpoint configuration

You can also customize endpoint-specific settings like VPN Name, IKE ID, and profile for
each tunnel.

After the VPN configuration is saved, you can provision this VPN on the security devices.

e NOTE: Security Director views each logical system as any other security
device and takes ownership of the security configuration of the logical system.
In Security Director, each logical system is managed as a unique security
device.

Security Director ensures that the tunnel interfaces are exclusively assigned
to the individual logical systems of a device. No tunnel interface is assigned
to more than one logical system of the same device.
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o NOTE:

. IKE and IPsec security associations (SAs) must be configured at the root
level for each VPN tunnel.

« Onlyroute-based VPNs are supported for the logical systems. Policy-based
VPNs are not supported.

. The assigned interface, st0.x, in one logical system must not overlap with
other logical systems. However, multiple logical systems can be assigned
with their own st0 interfaces.

. Thest0.0 interface must not be assigned to any logical system, because
you cannot set up SA to this interface.

Proxy ID is supported for both route-based and policy-based VPNs. Security Director
supports only a single proxy ID.

In Security Director, route-based VPNs support OSPF, and RIP routing along with static
rounting. Static routing requires that the administrators specify the list of host or network
addresses at each site is part of the VPN. For example, in a retail scenario, where
thousands of spokes can be part of a VPN, the static routing approach generates a huge
configuration at each device. Static routing requires the administrator to manually
configure each route. Problems occur as the infrastructure changes or when the
administrator does not have access to the addresses for the protected network. Keeping
routes up-to-date manually creates tremendous overhead.

Security Director supports dynamic routing in VPN addressing. Security Director supports
the dynamic routing protocols Open Shortest Path First (OSPF) and Routing Information
Protocol (RIP). Security Director simplifies VPN address management by enabling the
administrator to export static routes to a remote site over a tunnel, allowing the static
route networks to participate in the VPN. However, only devices on the hub side can
export static default routes to the device side. Devices at the spoke side cannot export
static default routes over a tunnel.

If you select OSPF or RIP export, the OSPF or RIP network outside the VPN network are
imported into VPN network through OSPF or RIP routing protocols.

e NOTE:

« All host-inbound-traffic-system-service settings are copied from zone to
interfaces.

. |If system-service is configured on the interface level, only IKE is configured,
and no zone-level configuration is taken into account.

. Ifany-service or IKE is configured at the zone level, no configuration is made
at the interface level.

« The host-inbound-traffic system-service except configuration settings,
are also copied from the zone-level to the interface level, if there is no
system-service configuration on the interface level.
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Related .
Documentation

Creating IPsec VPNs

Creating IPsec VPNs on page 181
Managing IPsec VPNs on page 194
Publishing IPsec VPNs on page 192
VPN Profiles Overview on page 83
Creating VPN Profiles on page 84

Managing VPN Profiles on page 87

1.

Creating IPsec VPNs

1.

Creating IPsec VPNs on page 181

In the left pane, under Security Director application, select VPN .

The VPN Tabular view appears, as shown in Figure 111 on page 181.

Figure 111: VPN Landing Page
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Expand VPN by clicking on plus sign (+) , and select Create VPN.

The Create VPN page appears.

In the Name field, enter a name for the new VPN.

In the Description field, enter a description for the new VPN.

Select the Tunnel Mode as either Route Based or Policy Based.

If you have selected Route Based:

a. Select the option button next to the type of VPN you want to create.

b. Selectthe VPN profile from the VPN Profile menu. You can create certificate-based
VPNs by choosing the VPN profiles created with an authentication type of either
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RSA signature or DSA signature. If you select a VPN profile with certificate-based
authentication, the preshared key options are automatically hidden. You can

synchronize the certificate for any device. For more details, see “Updating Devices
with Pending Services” on page 299.

You can use the available Tooltip view to see information about the VPN profiles.
To see the tooltip for a VPN profile, move the mouse over the profile for which
details are required. The tooltip displays the following high-level information, as
shown in Figure 112 on page 182.

. Phasel

- Authentication
- Mode

- Proposal(s)

. Phase?2

- Proposal(s)

- Perfect Forward Secrecy

Figure 112: VPN Profile Tooltip
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Preshared Key:

| Gisco_VPN_PY

) Palicy Based

Type: @ Sibe To Site
() Full Mesh
) Hub And Spoke

MainModerrafile W

AporessiveModerrofie
ApgressiveModeProfie-PPR ) Manual

| Chedk_poing_pm=s-o--2i-

_ AggressiveModeProfile-PPPoE

InprSRX-Cisco Aggressive mode profile vath Standard propasal set For
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Phase 2
Proposal(s): Standard
Peifect Forward Secrecy: &roups

NOTE: If you choose to create a full-mesh VPN, you can choose only
the MainModeProfile as the VPN profile.

c. Select the option button next to the type of preshared key you want to use.
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1. If you select Autogenerate as the option for preshared key, select the Generate
Unique key per tunnel check box to generate a unique key per tunnel, as shown
in Figure 113 on page 183.

Figure 113: Create VPN Page—Route-Based VPN

Create VPN

Name:

Description:

Tunnel Mode: @ Route Based (O Policy Based

Type: @ Site To Ske
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VPN Profile:  ManModeProfie

Preshared Key: @ Auto-generate ) Manua

[V Generate Unigue key per tunnel

2. Ifyou select Manual as the option for the preshared key, enter the manual key
in the Manual Key field.

d. Click Next.
This page displays the Available and Selected panes.

e. Select the device from the Available column, and click Add as Endpoint, as shown
in Figure 114 on page 184.
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Figure 114: Create VPN: Add as Endpoint Page
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f. Click Next.
g. Select the interface type in the Tunnel Settings pane.

« If you select Numbered as the Tunnel setting, enter the IP subnet in the IP Subnet
field, as shown in Figure 115 on page 184.

Figure 115: Create VPN—-Tunnel, Route, and Global Setting Pane

Create VPN
Tunned Settings
Interface Type: ©) Unnumbered

1P Subnet;

Route Settings

Routing Options: @ Static Routing () No Routing
1 OSPF ©IRIP

Globsd Settings

Flease select default values to be used for all devices in WPN.
Per-device settings can be modified in the next step.

Type External Interface Protected Network Zone
EndPaink

h. Select the routing option in the Routing options pane. If you select OSPF, the
following check boxes are available:

. Export Static Routes—To export static routes.
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« Export RIP Routes—To export RIP routes.

« Area—Numeric field where you enter the area ID.

If you select RIP, the following check boxes are available:
« Export Static Routes—To export static routes.

« Export OSPF Routes—To export OSPF routes.

i. Inthe Global Settings pane, under Endpoint Configurations, enter the external
interface in the External Interface field.

j. Inthe Global Settings pane, under Endpoint Configurations, enter the tunnel zone
in the Tunnel Zone field.

k. Inthe Global Settings pane, under Endpoint Configurations, enter the zone type in
the Protected Network Zone field.

If you have chosen to create a hub-and-spoke VPN, you will see Hub Configuration
and Spoke Configuration. Enter the appropriate values in the External Interface,
Tunnel Zone, and Protected Network Zone fields in these panes.

The tunnelis shared accordingly based on the value specified for number of spoke
devices per tunnel interface. The network specified in IP Subnet field is further
subnet.

Figure 116: Create VPN: Hub and Spoke Configuration

Create VPN

Tunne Settings
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per tunnal interface: | Specify Values

Route Seftings
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Global Settings
Please select default values to be used for all devices in VPN.

Per-device settings can be modified in the next step.
Type External Interface Protected Network Zone
Hub
Spoke
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L.

o NOTE: Upgrading a Full Mesh,and Numbered VPN with number of peer
devices per tunnel value is not available. This value is reset to All and
you must modify Tunnel Settings or Route Settings to reflect this
change.

Upgrading the Hub And Spoke Numbered VPN with number of peer
devices per tunnel value is available. But this might not work in static
routing option because of the routing behavior with multiple tunnels
having same subnet. You must modify the Tunnel Settings to reflect
the subnet split enhancement feature added in Security Director
Release 12.2.

These two scenarios are true only when you upgrade Security Director
from Release 12.1 to Release 12.2.

For the certificate-based VPNSs, another Certificate column appears, displaying
the certificate information. Under the Certificate column, you can choose one of
the certificate names available from the device. The same certificate is used for
all devices. If the certificate specified does not exist in some of the devices, you
can choose a device- specific certificate in the next step, as shown in Figure 117 on
page 187. If a certificate is not configured, an error message appears.

. If you have selected Static Routing, enter the values in the External Interface, Tunnel

Zone, and Protected Network Zone fields for the type Endpoint.

If you have selected No Routing, enter the external interface in the External Interface
field, and tunnel zone in the Tunnel Zone field for the type Endpoint.

You can configure the custom routing instance for every device level, as shown in
Figure 117 on page 187. This is an optional field and is blank by default. This option
is available only for route-based VPNs (for example, static routing, no routing, and
the dynamic protocols (OSPF and RIP)). You can add the routing instance while
creating a new VPN or modifying an existing VPN.

The Global Settings pane does not include an option for selecting the routing
instance. You must manually select the routing instance for each endpoint in the
tabular view.

. Click Next.

The page that appears gives you a preview of the values you entered for the VPN,
as shownin Figure 117 on page 187. The page displays error indicators if the options
you have configured do not map to the device. You can also click the Show all Errors
check box to view all errors in the configuration. If errors are present, you must
modify the configuration to eliminate them before you can proceed to the next
step.

186

Copyright © 2013, Juniper Networks, Inc.



Chapter 17: VPN

Figure 117: Create VPN Page Showing Custom Routing Instance Option
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g. Click Finish.
7. If you have selected Policy Based:
a. The only Type option available is Site To Site.
b. Select the VPN profile from the VPN Profile menu.

e NOTE: If you choose to create a full-mesh VPN, you can choose only
the Main mode profile as the VPN profile.

c. Select the option button next to the type of preshared key you want to use.

1. If you select Autogenerate, select the Generate Unique key per tunnel check box
to generate a unique key per tunnel.

2. If you select Manual, enter the manual key in the Manual Key field.

d. Click Next.
The page displays the Available and Selected panes.

e. Select the device from the Available column, and click Add as Endpoint, as shown
in Figure 118 on page 188.
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Figure 118: Create VPN Policy-Based—Add as Endpoint Page
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The page that appears gives you a preview of the values you entered for the VPN,
as shownin Figure 119 on page 189. The page displays error indicators if the options
you have configured do not map to the device. You can also click the Show all Errors
check box to view all errors in the configuration. If errors are present, you must
modify the configuration to eliminate them before you can proceed to the next

step.

Select the external interface for the device from the list. For the certificate-based
VPNs, select the certificate in the Certificate column.
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Figure 119: Create VPN Page—External Interface Selection
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g. Click Finish.

Whenever you make any changes to the VPN, you will get an option to entera comment
before saving the VPN. You can enable or disable this option in Platform >
Administration > Applications. To enable this option, right-click Security Director, and
select Modify Security Director Settings option. Under Applications, select the Enable
save comments for policies check box. By default, this option is disabled.

Entering comments is not mandatory but all entered comments are audit logged.

NOTE:
0 . In addition to the VPNs created and managed from Security Director,
you can also select the IPsec VPNs available in the imported device.
Security Director created VPNs will be bold in text to differentiate from
the imported VPNs.

« You cannot delete a policy-based VPN if the VPN is used in a firewall
rule.

0 NOTE: Policy-based VPN is not supported on SRX Series devices with
logical systems. Security Director does not show logical systems when
you select the policy-based VPN.
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0 NOTE: If the same VPN is edited by multiple users, the following warning
message is received to over write the changes saved by other users, as
shown in Figure 120 on page 190.

Figure 120: VPN: Concurrent Save Error Message

Error in saving changes ...

The VPN has changed since you began editing
VPN changed by: super on Wed Avg 22 2012 12:22 PM UTC+05:30

Do you want to proceed?

Security Director permits you to save VPNs that contain errors. Warnings messages are
displayed for VPNs that contain errors, but you can proceed to save such VPNs as drafts.
You cannot publish VPNs that are in the draft state. The tooltip for the VPN shows the
state as draft; because it is a draft, the tooltip does not show the publish option.

Proxy ID is supported for both route-based and policy-based VPNs. Security Director
supports only a single proxy ID. You can input a local (proxy) ID at a per device level in
the modify workflow only, as shown in Figure 111 on page 181. Security Director generates
the local proxy ID and remote proxy ID at every endpoint settings level. By default, the
service parameter for proxy ID is set to Any.

Proxy ID is an optional setting. You can choose to configure proxy IDs for a few devices
only; Security Director does not generate a warning if you do not configure a proxy ID.
The proxy ID setting is generated if both ends have a proxy ID configured. You can configure
0.0.0.0/0 as Proxy ID. By default, proxy ID is configured as Any.

0 NOTE: Inthe dual hub scenario, If there are two paths available to reach a
particular network, you have an option to set the metric value for each path
and set the priority. Based on the metric value, you can select the appropriate
path to reach the network. This option is available only at the hub side and
is available for both static and dynamic routing.

o NOTE: When a default proposal definition is used (standard, compatible,
and basic) in VPN profile for extranet devices, you might not be able to find
out what is required for an extranet device. You must use custom proposals
if you select an extranet device as an endpoint in VPN.
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o NOTE: When the Autogenerate preshared key option is used for VPN design
that involves the extranet device as endpoint, you can view SRX Series device
tunnel endpoint settings, edit and unmask the key, and save the key as a
reference.

To perform an inline addition of the new VPN object:

1. Click the Protected Zone/Networks column for the available device. The VPN Policy
Inline Object Creation page appears, as shown in Figure 121 on page 191. The page lists
the zone or networks available for creating the VPN object. In this window, you can
select all devices listed in the Available column by selecting Page and copying them
to the Selected column. If you want to clear all selected devices, click None.

Figure 121: Inline Address Object Creation Page
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Cancel

2. Click the first plus sign (+) to create the new address object.

3. Click Create to create the object, or click Cancel to discard the changes.
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To create address group:

1. Click the second plus sign (+) to create the new address group. Figure 122 on page 192
shows the page that appears.
Figure 122: Inline Address Group Creation for VPN Object
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2. Enter the name of an address group in the Name field.

3. Inthe Addresses filed, you can select all addresses available in the Available column
or select few addresses to create a new address group.

4. Click Create to create the address group or Cancel to discard the changes.

« IPsec VPN Overview on page 179
« Publishing IPsec VPNs on page 192
.« Managing IPsec VPNs on page 194
« VPN Profiles Overview on page 83
« Creating VPN Profiles on page 84
« Managing VPN Profiles on page 87

Publishing IPsec VPNs

To publish an IPsec VPN:

1. Select Security Director > VPN > Publish VPN.

The Services page appears with all VPNs. It also displays the publish states of all the
VPNs.

2. Select the check box next to the VPN that you want to publish.
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0 NOTE: You can search for a specific device on which the VPN is published
by entering the search criteria in the search field in the top-right corner of
the Services page. You can search the devices by their name, IP address,
or the device OS version.

0 NOTE: If the VPN is to be published on a large number of devices, the
devices are displayed across multiple pages. You can use the pagination
and display options available on the lower ribbon, just below the list of
devices, to view all devices on which the VPN is published.

3. Click the Schedule at a later time check box if you want to schedule and publish the
configuration later.

4. Click Next.
The Affected Devices page displays the devices on which this VPN will be published.

5. If you want to preview the configuration changes that will be pushed to the device,
click View in the Configuration column corresponding to the device. A Configuration
Preview progress bar is shown while the configuration pushed to the device is
generated.

The CLI Configuration tab appears by default. You can view the configuration details
in the CLI format.

6. View the XML format of the configuration by clicking the XML Configuration tab.
7. Click Back.
8. Click Publish if you want to only publish the configuration.

A new job is created and the job ID appears in the Job Information dialog box.

9. Click Publish and Update if you want to publish and update the devices with the
configuration.

The VPN is now moved into the Published state if the configuration is published to all
devicesinvolvedin the VPN. If the configuration is not published to all devicesinvolved
in the VPN, the VPN is placed in the Partially Published state. If a VPN is created but
not published, the VPN is placed in the Unpublished state. If any modifications are
made to the VPN configuration after it is published, the VPN is placed in the Republish
Required state. You can view the states of the VPN by hovering over them.

A new job is created and the job ID appears in the Job Information dialog box.

10. Click the job ID to view more information about the job created. This action directs
you to the Job Management workspace.

If you get an error message during the publish or if the VPN publish fails, go to the Job
Management workspace and view the relevant job ID to see why the publish failed.
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NOTE: You can also publish a VPN by right-clicking the VPN in the VPN
Tabular view and selecting Publish VPN. You are redirected to the Affected
Devices page.

e NOTE: You can publish a VPN only if you have the permission for all the

assigned devices.

IPsec VPN Overview on page 179
Creating IPsec VPNs on page 181
Managing IPsec VPNs on page 194
VPN Profiles Overview on page 83
Creating VPN Profiles on page 84

Managing VPN Profiles on page 87

Managing IPsec VPNs

You can modify and delete the IPsec VPNs listed in the Manage VPNs page.

To open the Manage VPNs page:

Select Security Director > VPN.

The Manage VPNs page appears. All IPsec VPNs created so far are listed by default in
the graphical view.

You can perform the following tasks in the Manage VPNs page:

1.

Modifying IPsec VPNs on page 194

2. Modifying Endpoint Settings in a VPN on page 195

3. Deleting IPsec VPNs on page 196

Modifying IPsec VPNs

To modify an IPsec VPN:

1.

Select Security Director > VPN.
The VPN Tabular view appears.

Select the IPsec VPN that you want to modify from the left pane and click the
appropriate link from the Modify: General Settings : Device Association: Tunnel Settings
link on the right pane.

This action redirects you to the section of the IPsec VPN that you want to modify.
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3.

4.

NOTE:
0 - You can modify all the parameters of the VPN except the type of VPN.

- You cannot modify general settings, tunnel or route settings, and device
selection if permission label is applied to one or more devices.

Click Modify.

Click Save.

To modify the global settings of the devices in a VPN:

1.

Select Security Director > VPN.

The VPN Tabular view appears.

2. Select the IPsec VPN that you want to modify from the left pane.
This devices that are a part of the VPN are displayed in the right pane.

3. Click the External Interface field of the device whose external interface you want to
modify, and select the new external interface.

4. Click the Tunnel Zone field of the device whose tunnel zone you want to modify, and
select the new tunnel zone.

5. Click OK.

6. Click the Protected Zone/Networks field of the device that needs to be modified, and
select the new network or zone.

7. Click OK.

8. Click the Routing Instance field of the device whose routing instance you want to
modify, and select the new routing instance.

9. Click the Proxy Id field of the device while proxy ID you want to modify, and select the
new proxy ID.

10. Click OK.

Modifying Endpoint Settings in a VPN

To modify the endpoint settings in an IPsec VPN:

1.

Select Security Director > VPN.
The VPN Tabular view appears.
Select the device in the IPsec VPN that you want to modify from the left pane.

The settings configured for the device are shown in the right pane. You can modify all
settings of the device except the External Interface, Tunnel Interface, and Tunnel Zone
settings.
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Deleting IPsec VPNs
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4.

For each endpoint device, you can modify the VPN Name, and Preshared Key fields,
and customize the VPN. Click the required endpoint device in the left pane, and you
will get an option to change these fields in the right pane.

Click Save.

To modify the general settings of a VPN:

1.

4.

Select Security Director > VPN.

The VPN Tabular view appears.

Select the IPsec VPN that you want to modify from the left pane.
This devices that are a part of the VPN are displayed in the right pane.
Click General Settings at the top of the VPN Tabular view.

The Modify General Settings window appears. You can modify the name and
description of the VPN, VPN profile, and the Preshared key fields.

Click Modify.

0 NOTE: You can also modify the device associations and tunnel settings of a

VPN by clicking the Device Associations and Tunnel/Route Settings links,
respectively, on top of the VPN Tabular view.

To delete an IPsec VPN:

1.

Select Security Director > VPN.

The VPN Tabular view appears.

Right-click the IPsec VPN you intend to delete and click the Delete VPN.
A confirmation window appears.

Click Delete.

0 NOTE: If you delete a VPN, the erase configuration is sent to all devices that

were a part of the VPN during the next Update operation for the device.

IPsec VPN Overview on page 179
Creating IPsec VPNs on page 181
Publishing IPsec VPNs on page 192
VPN Profiles Overview on page 83
Creating VPN Profiles on page 84
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. Managing VPN Profiles on page 87
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NAT Policies

« NAT Policy on page 201
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NAT Policy

NAT Overview

« NAT Overview on page 201

« Creating NAT Policies on page 205

« Unlocking Locked Policies on page 218

« Global Address Book Overview on page 219

« Adding Rules to a NAT Policy on page 221

« Ordering the Rules in a NAT Policy on page 227
« Publishing NAT Policies on page 227

- Managing NAT Policies on page 230

Network Address Translation (NAT) is a form of network masquerading where you can
hide devices between the zones or interfaces. A trust zone is a segment of the network
where security measures are applied. It is usually assigned to the internal LAN. An untrust
zone is the Internet. NAT modifies the IP addresses of the packets moving between the
trust and untrust zones.

Whenever a packet arrives at the NAT device, the device performs a translation on the
packet’s IP address by rewriting it with an IP address that was specified for external use.
After translation, the packet appears to have originated from the gateway rather than
from the original device within the network. This helps you hide internal IP addresses
from the other networks and keep your network secure.

Using NAT also allows you to use more internal IP addresses. Because these IP addresses
are hidden, there is no risk of conflict with an IP address from a different network. This
helps you conserve IP addresses.

Junos Space Security Director supports three types of NAT:

« Source NAT—Translates the source IP address of a packet leaving the trust zone
(outbound traffic). It translates the traffic originating from the device in the trust zone.
Using source NAT, an internal device can access the network by using the IP addresses
specified in the NAT policy.
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The following use cases are supported with IPv6 NAT:

- Translation from one IPv6 subnet to another IPv6 subnet without Port Address
Translation (PAT)

- Translation from IPv4 addresses to IPv6 prefixes along with IPv4 address translation
- Translation from IPv6 host(s) to IPv6 host(s) with or without PAT
- Translation from IPv6 host(s) to IPv4 host(s) with or without PAT
- Translation from IPv4 host(s) to IPv6 host(s) with or without PAT

« Destination NAT—Translates the destination IP address of a packet entering the trust
zone (inbound traffic). It translates the traffic originating from a device outside the
trust zone. Using destination NAT, an external device can send packets to a hidden
internal device.

The following use cases are supported with IPv6 NAT:

- Mapping of one IPv6 subnet to another IPv6 subnet

- Mapping of one IPv6 host (and optional port number) to another special IPv6 host
(and optional port number)

- Mapping of one IPv6 host (and optional port number) to another special IPv4 host
(and optional port number)

- Mapping of one IPv4 host (and optional port number) to another special IPv6 host
(and optional port number)

. Static NAT—Always translates a private IP address to the same public IP address. It
translates traffic from both sides of the network (both source and destination). For
example, a webserver with a private IP address can access the Internet using a static,
one-to-one address translation.

The following use cases are supported with IPv6 NAT:

- Mapping between one IPv6 subnet and another IPv6 subnet

- Mapping between one IPv6 host and another IPv6 host

- Mapping between IPv4 address a.b.c.d and IPv6 address Prefix::a.b.c.d
- Mapping between IPv4 host(s) and IPv6 host(s)

- Mapping between IPv6 host(s) and IPv4 host(s)

Table 12 on page 202 shows the persistent NAT support for different source NAT and
destination NAT addresses.

Table 12: Persistent NAT Support

Source NAT Address Translated Address Destination NAT Address Persistent NAT
IPv4 IPv6 IPv4 No
IPv4 IPv6 IPv6 No
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Table 12: Persistent NAT Support (continued)

Source NAT Address Translated Address Destination NAT Address Persistent NAT
IPv6 IPv4 IPv4 Yes
IPv6 IPv6 IPv6 No

Table13 onpage 203,and Table 14 on page 203 show the translated address pool selection
for source NAT, destination NAT, and static NAT addresses.

Table 13: Translated Address Pool Selection for Source NAT

Source Address Destination Addresses Pool Address
IPv4 IPv4 IPv4
IPv4 IPv6 IPv6

Subnet must be greater than 96.

IPv6 IPv4 IPv4

IPv6 IPv6 IPv6

Table 14: Translated Address Pool Selection for Destination NAT And Static NAT

Source Address Destination Addresses Pool/Translated Address
IPv4 IPv4 IPv4 or IPv6
IPv4 IPv6 IPv4 or IPv6E

Subnet must be greater than 96.

IPv6 IPv4 IPv4

IPv6 IPv6 IPv4 or IPv6

0 NOTE:

« For source NAT, the proxy NDP is available for NAT pool addresses. For
destination NAT and static NAT, the proxy NDP is available for destination
NAT addresses.

« A NAT pool can have a single IPv6 subnet or multiple IPv6 hosts.
« You cannot configure the overflow pool if the address type is IPv6.

« NAT pools permit address entries of only one version type: IPv4 or IPv6.
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Junos Space Security Director provides you with a workflow where you can create and
apply NAT policies on devices in a network.

Security Director views each logical system as any other security device and takes
ownership of the security configuration of the logical system. In Security Director, each
logical system is managed as a unique security device.

e NOTE: If the root logical system is discovered, all other user logical systems
inside the device, will also be discovered.

Because an SRX Series logical system device does not support interface NAT, Security
Director also does not allow interface NAT configuration of logical system. The logical
system cannot participate in group NAT in Security Director. For a device NAT policy, the
interface based translation selection and pool with Overflow Pool as interface are not
supported in logical systems. The configuration is validated during the publishing of the
NAT policy to avoid commit failures in the device.

. Creating NAT Policies on page 205

« Publishing NAT Policies on page 227

. Managing NAT Policies on page 230

« Managing NAT Pools on page 69

« Global Address Book Overview on page 219
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Creating NAT Policies

To create a NAT policy:

1. Select Security Director > NAT Policy.

The NAT Policy Tabular view appears, as shown in Figure 123 on page 205. NAT Policy
Tabular view is a table with two panes. The left pane displays all the NAT policies in
the system, which includes device, group, and global NAT policies.

Figure 123: NAT Tabular View
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2. Click Create NAT Policy from the left pane.

The Create NAT Policy page appears. You can create a group policy or a device policy
on this page.

3. To create a group policy:
a. Enter the name of the group policy in the Name field.

b. Enteradescription for the group policy rulesin the Description field. Security Director
sends the comments entered in this field to the device.

c. Click the Show Assigned Devices check box to make devices on which policies
have been configured available for selection.

d. Selectthe devices on which the group policy will be published in the Select Devices
pane. Select the devices from the Available column and click the right arrow to
move these devices to the Selected column.

You can also search for the devices by entering the device name, device IP address,
or device tag in the Search field in the Select Devices section. Once the searched
devices are displayed, you can move them to the Selected column as shown in
Figure 124 on page 206.
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Figure 124: Create NAT Policy Page

Create NAT Policy
Tyoe:

Mame:

Description:

Show Assigned Devices

Select Devices

Filter

Available Selected
10,205,230.10 10.205.230.1
10.205.220.2 =+ | |10.205.230.3
10.205.230.4 +

10.205.220.5

10.205.230.6

10,205.230.7

Create || Cancel

e. Click Create.

e NOTE: One device can hold configuration data related to one NAT policy
only. Therefore you cannot share devices for multiple NAT policies.

4. To create a device policy:
a. Enter the name of the device policy in the Name field.
b. Enter a description for the device policy in the Description field.

c. Select the device on which the device policy will be published from the Device
menu.

d. Click Create.

Validate policies by clicking the Validate button, available next to the Save and Discard
buttons. If any errors are found during the validation, a red warning icon is shown for the
respective policies. For NAT policies, incomplete rules and duplicate rule names are
validated.

Security Directors permits you to save policies that contain errors. Warnings messages
are displayed for policies that contain errors, but you can proceed to save such policies
as drafts. You cannot publish policies that are in the draft state. The tooltip for the policy
shows the state as draft; because it is a draft, the tooltip does not show the publish
option.
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o NOTE: If youdo not have permission to the device assigned to a device policy,
you cannot view the policy in the respective policy ILP.

Before you can edit the policy, you must lock it by clicking the lock icon, which is available
inthe policy tabular view, as shownin Figure 123 on page 205. You can hold more than one
policy lock at a given time. You can unlock the policy by clicking the unlock icon next to
the lock icon in the policy tabular view. If you attempt to lock a policy that is already
locked by another user, the following message appears, as shownin Figure 125 on page 207.
The tooltip shows the policy locked user information. Mouse over the policy that you
want to lock to view the tooltip.

Figure 125: Lock Failure Error Message for the Second User

Failed To Acquire Lock

@ Lock Acquisition Falled. Lock is acquired by user supar.

Ok

If the locked policy is inactive for the set timeout value (default 5 minutes), just 1 minute
before the timeout interval expires, the following message appears, as shown in Figure

126 on page 207. If the policy lock timeout interval expires for multiple locked policies, the
same warning message appears for each locked policy. To understand the configuration
of timeout value and session timeout value, see “Unlocking Locked Policies” on page 218

Figure 126: Inactivity Timeout Error

Inactivity Timeout

i J Polcy Lock wil expire in 1 minute due to Inactvity. Do you want to extend the lodk?

Click Yes to extend the locking period. If you click No, and if there is activity on the policy
within the last minute of the lock’s life, the timer will be reset and the lock will not be
released. If youignore the message, when the policy lock timeout interval expires 1 minute
later, you are prompted to either save the edited policy with a different name or lose the
changes, as shown in Figure 127 on page 207

Figure 127: Policy Lock Expired Message

Policy Lock Expired

If you click Yes to save the edited policy with a different name, the following window
appears, as shownin Figure 128 on page 208. If you navigate away from the locked policy,
either the policy is unlocked (when there are no changes) or you will get an option to
save the edited policy with a different name.
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Figure 128: NAT Locked Policy: Save As Window

Save As

MNarne: | copy_of_Mat-1

Description:

[ Enable Auta ARP Configuration

After editing a locked policy, if you move to another policy without saving your edited
policy, or if you unlock the policy without saving, the following warning message appears,
as shown in Figure 129 on page 208.

Figure 129: NAT Policy: Unsaved Changes Message

Unsaved Changes ...
You have unsaved changes. Please Save or Discard Changes

If the Security Director administrator releases the lock, you will receive the following
warning message, as shown in Figure 130 on page 208.

Figure 130: NAT Policy: Policy Unlock by Admin Message

i } Palicy Lock has been released by Admin

If you do not edit the locked policy and the policy lock timeout expires, the following
warning message appears, as shown in Figure 131 on page 208.

Figure 131: NAT Policy Lock Release Message

Policy Lock

\ll) Policy Lock has been released

208
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The policy is locked and released for the following policy operations. Also, these operations
are disabled for a policy, if the policy is locked by some other user.

« Modify

« Assign devices

« Rollback

« Delete

i

NOTE:

« You can unlock the policy by logging out of the application or when the
policy lock timeout expires. You can unlock your policies even if they are
not edited.

. If the browser crashes when the policy is still locked, the policy is unlocked
only after the timeout interval expires.

. Ifthereisanobject conflict resolution during a migration, import, or rollback,
and if you are editing any objects, you will receive a save as option for the
edited objects. The behavior is the same when you import addresses from
CSV.

« Policy lock is not released under the following scenario:
- If you save or discard you changes to the locked policy.

- if you do not make any changes to the locked policy and navigate to
another policy.

« Itis recommended to configure the session time longer than the lock
timeout value.

To perform an inline addition of a new NAT pool object in the source NAT pool:

1. Click Translated Packet Source and select Translation Type as Pool.
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Figure 132: Setting Source NAT Pool Page
Trarslation Type: | Pocl b

Source Pool; ¥ o

* | Achvanced

|:| Configure Proxy ARP for Pool Addresses

|:| Perzistert

Ck || Cancel

2. Click the plus sign to create the source NAT pool.

Figure 133: Create Source NAT Pool Page
Create Source NAT Pool
Mame:

Description:

Pool Address: v 0
Aovanced

Translation: | Port/Range >
Port: | Range| B
Start:

End:

Cancel

You can select No Translation, Port/Range, or Overload for the Translation field.

3. Click Create to create the source NAT pool or Cancel to discard the changes.

To perform inline addition of a new NAT pool object in the destination NAT pool:

1. Click Translated Packet Destination and select Pool for the Translation Type.
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Figure 134: Setting the Destination Pool Page

Translation Type: | Pool &5

Destination Poal: | Haiti_Server_NAT ol O

Ok || Cancel

2. Click the plus sign (+) to create the destination NAT pool.
Figure 135: Create Destination NAT Pool Page

Create Destination NAT Pool
Marme:

Description:

Pool Address: v O

Port:

Cancel

3. Click Create to create the destination NAT pool or Cancel to discard the changes.

e NOTE: Advanced NAT pool options must be modified from the Object Builder
workspace in the NAT pool ILP.

To create address objects or address group for the NAT policy:

1. Click the source address. The following window appears with the available addresses
to create the objects.

Figure 136: Create Inline NAT Address Object

I ¥el @ select: Page |Hone

Available Selected
Any-IPvd (any-IPv4 Type) b indo-prioritas0l-pry
Any-IPva (Any-IPvE Type)

cis03-prv (172,18, 128.0/24)
csc-inskem-10-99-1 (10,99, 1.0/24)
csc-inskem-172-30-64 (172,30.64.0/24)
csc-inskem-172-30-64-68 {172,30.64.68)

csc-instem-networks {group)

Firemon (10 1A% 3.7 1A

| Page ofz || M (| MH{]|E

] Host: [ Metwiork: [] Range [ Other

Ok || Cancel

2. Click on the plus sign (+) to create the new address object or address group for NAT
policy.
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There are two radio buttons available to create a new address object or address group,
as shown in Figure 137 on page 212. By default, the Address radio button is selected.

Figure 137: Create NAT Address Page

Create Address Object

Ohiject Type: @ Address () Address Group
Description:
Type:  Host b
P Haost Marne

Cancel

3. Click Create to create the new address object or Cancel to discard all changes.
To create address groups for Source and Destination NAT rules of source address:

1. Select the Address Group radio button to create the new address group. Figure 138
on page 212 shows the page that appears.

Figure 138: Inline Address Group Creation for NAT Policy

Create Address Object

Ohject Type: () Address @ Address Group

Diescription:

Addresses: I Pl @ select: Page |Mone
Available Selected

cls03-pry (172,18,128.0/24) e
csc-instem-10-99-1 (10,99.1.0..,

csc-instem-172-30-64 (172,30, | * |
coceinstem-172-30-64-68 (172... [« ]
cse-instam-nistwarks (group)
firemon (10,162,3,216 b
| Page ofz || M (| ML
[ Host [ Metwark [ wildeard " Range | Otk

Cancel

2. Enter the name of an address group in the Name field.

3. Inthe Addresses filed, you can select all addresses available in the Available column
or select few addresses to create a new address group.

4. Click Create to create the address group. This adds the newly created address objects
to the selected addresses and returns to the address selector. Click Cancel to discard
your changes and return to the NAT ILP.

212
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NOTE: Follow the same steps to create objects for the Source NAT rule for
the destination address. You can create address object inline similar to
address group inline.

To add Junos OS protocols to the NAT policy:

1. Click on any column and select the Protocol check box. The Protocol column is added
in the NAT ILP.

This column is not enabled by default.

2. Click the Protocol column for the required policy, and a separate window appears,
listing all the protocols.

The supported protocol range is from O to 255 in the Junos OS Release 11.4 and later.
For a single rule, you can choose up to four protocols.

Table 15 on page 213 shows the protocols that have unigue names. The other protocols,
which do not have names, are identified with numbers.

Table 15: Junos OS Protocol Names

Protocol Name Description

ah Authentication Header

egp Exterior gateway protocol

esp Encapsulating Security Payload

gre Generic routing encapsulation

icmp Internet Control Message Protocol
icmp6 Internet Control Message Protocol version 6
ismp Internet Group Management Protocol
ipip IP over IP

ospf Open Shortest Path First

pim Protocol Independent Multicast

rsvp Resource Reservation Protocol

sctp Stream Control Transmission Protocol
tcp Transmission Control Protocol

udp User Datagram Protocol
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3. Select the required protocols from the list, and click OK.

You can send the protocols to clusters, logical systems, or standalone devices. You
can perform a normal or global search of protocols with names or numbers.

You can search for NAT policies in the left pane using NAT policy names and devices
used in the NAT policy. You can search the rules in the right pane using NAT rule type,
original packet source, original packet destination, translated packet source, translated
packet destination, and the description used in the rule.

Tooltip view is available to show the object value information for the objects that you
are using within the policies. Mouse over the source address or destination address and
objects information is provided in the tool tip, as shown in figure. The tooltip contains
address group name, value of the address such as IP, and subnet.

Security Director provides advanced search options for NAT policies. Click the down
arrow icon next to the search icon and select Advance Search, and the following box
appears, as shown in Figure 139 on page 214.

Figure 139: Advanced Search Box for NAT Policies

Advance Search
Rule Mame:
Type: o
Original Packet Source
Ingress:
Address:

Original Packet Destination
Eqgress:

Address:

Port:

Translated Packet Address:

You can perform advanced searches for the following fields:

+ Rule Name
- Type—Type of NAT (source, destination, or static)
« Original Packet Source

- Ingress—Zone, interface, or routing instance

- Address

« Original Packet Destination
- Egress—Zone, interface, or routing instance

- Address
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. Port

. Translated Packet Address
« Description

« Custom column
The following advanced search criteria are available:

. Wildcard search for rule names using an asterisk (*) is allowed.

« Forarule name search, only the OR operation is allowed, because a policy cannot have
multiple rule names.

« For source and destination addresses, both AND and OR operations are allowed.
. Foringress and egress fields, both AND and OR operations are allowed.

« For port, you can only use the OR operation.

. Translated packet address field can only use the OR operation.

« Multiple groups can be grouped using parenthesis. Grouping can be used during filed
or keyword searches as well.

« Negate (-) symbol can be used to exclude objects that contain a specific term name.

« The plus (+) operator can be used to specify that the term after the + symbol existing
the field value to be filtered along with other searched items.

. Escaping special characters are part of the search syntax. The supported special
charactersare + - && ||V () {I[]I "~ *?:\

Table 16 on page 215 explains certain specific Security Director search behavior.
Table 16: Specific Security Director Search Behavior

Search Item Description

IPv4 addresses If you provide a valid IPv4 address, range, or network in the search field, Security Director
finds all addresses that include these IPv4 address, range, or network.

Destination port in service If you configured a destination port range of a service, Security Director matches ports
within this range but this is valid only during field or keyword search.

Keyword or field If you require to search specific attributes in an object as opposed to global search, you
can use keyword or field search.

Table 17 on page 215 shows example search results for different parameters.

Table 17: Example: Different Advanced Search Parameters for NAT

Scenario Query Parameter Description

Wildcard searchforrulenames  RuleName:( Device* ) Rule names starting with Device are filtered.
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Table 17: Example: Different Advanced Search Parameters for NAT (continued)

Scenario

Search rule name along with
NAT type

Query Parameter

RuleName:( rs1) AND dcNatRuleType:(
SOURCE )

Description

Source NAT with rule name rs] are filtered.

Ingress zone with address to
egress zone with address

Ingress:( trust ) AND SrcAddress:( add1_1)
AND Egress:( trust ) AND DstAddress:(
2.222/32)

Rules with ingress zone trust, address add]_],
and egress zone trust, address 2.2.2.2/32, are
filtered.

Ingress zone with address to
egress zone with address,
along with the port number

dcNatRuleType:( DESTINATION ) AND
Ingress:( zone ) AND SrcAddress:(2.2.2.2/32
) AND DstAddress:( any-ipv4 ) AND Service:(
1024 )

Destination NAT rule having ingress as zone,
source address as 2.2.2.2/32, destination
address as any-ipv4, and port number as 1024
are filtered.

You can provide the port number (1024) or the
port range (1024 65535).

Search rule name with
translated packet source
address

RuleName:( r1) AND dcNatRuleType:(
SOURCE ) AND Ingress:( trust ) AND
SrcAddress:( add1_1) AND Egress:( trust )
AND DstAddress:(2.2.2.2/32 ) AND Service:(
1024 65535 ) AND
TranslatedPacketAddress:(src-pool )

Source rules with rule name r], source address
add]_], egress zone trust, destination address
2.2.2.2/32, port 1024 or 65535, and translated
packet address src-pool are filtered.

the destination address field.

NOTE: You can also search by giving IPv6 addresses in the source field or

To hide the policies in the left pane that do not have any defined rules:

1.

At the bottom of the left pane, click the expandable Policy View Settings option.

2. Click the Hide Empty Device Policies check box to hide the device exception policies

that do not have any rules, as shown in Figure 140 on page 217.

216
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Figure 140: Policy View Settings

NAT
| J3)

= —J nak-grp-1
< clusker-178 (Cluster)
< md-In26-30
< md-In26-41
< md-InG-01
< Node-0 (Clusker)
—=SRx-119
== SRx-211

4

Policy ¥iew Settings
[T Hide Empty Device Palicies
[ Hide Palicies with Mo Devices Assigned

3. Policies with no defined rules are hidden in the left pane.
To hide the policies in the left pane that do not have any devices assigned:

1. At the bottom of the left pane, click the expandable Policy View Settings option.

2. Click the Hide Policies With No Devices Assigned check box to filter device and group
policies that are not assigned to any device, as shown in Figure 140 on page 217.

3. Policies without any assigned devices are hidden in the left pane.

Related . Adding Rulesto a NAT Policy on page 221

Documentation Ordering the Rules in a NAT Policy on page 227

Publishing NAT Policies on page 227

Managing NAT Policies on page 230
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Unlocking Locked Policies

All the locked policies can be viewed in a single page. This page is available for a user
with Manage Policy Locks tasks assigned. This page shows all the locks only if the user
has Unlock task assigned, other wise user will see only his locks. To view the locked
policies:

1. Select Security Director > NAT Policy > Manage Policy Locks.

The Manage Policy Locks page appears showing only those locks that can be managed
by the current user. The page contains the following fields:

« Policy name
. User (IP Address)
. Lock acquired time

- Time for lock expiry

Figure 141: NAT Policy: Manage Policy Locks

2. Right-click the policy that you want to unlock, and press Unlock. You can select policies
that are locked by you and unlock them. To unlock your policies, you do not need any
administrator privileges. To unlock policies locked by other users, you must have the
task LOCK assigned to you.

User with administrator privileges can configure the lock settings. To configure the lock
settings:

1. Click on Application Switcher option, and go to Network Application Platform >
Administration > Manage Applications.

2. Right click the Security Director application, and select Modify Application Settings.
The following page appears, as shown in Figure 142 on page 219.
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Figure 142: Modify Security Director Settings

Modify Security Director Settings o

Es Application Locking >

Locking

Lock Timeout in Minutes:

3. Under the Locking option, you can configure the locking timeout value in minutes. The
minimum value that you can configure is 2 minutes and the maximum is 120 minutes.
By default, the timeout value is configured for 5 minutes.

4. By default, the Explicit Policy Lock for edit option is enabled. You can disable this
option, if you do not want to lock the policies before editing. When this option is
disabled, policies can be edited by any user. The behavior is the same as for concurrent
editing. The first user gets the preference of saving the changes for a policy. The next
save on the same version of a policy results in the user being asked to save the policy
with a new name.

o NOTE: Acquiring a policy lock or releasing lock is audit logged. Release locking
will show the reason for the release, for example, an explicit release, on save,
discard, timeout, or administrator release. Administrator changes of the lock
configuration are also audit logged. To see the audit logs, from the Security
Director task bar, select Audit Logs.

Related . Creating NAT Policies on page 205

D tati
ocumentation « Managing NAT Policies on page 230

Global Address Book Overview

In Junos OS Release 11.2 and later releases, the address book is moved from the zone
level to the device global level. This permits objects to be used across many zones and
avoids inefficient use of resources. This change also permits nested groups to be
configured within the address book, removing redundancy from repeating address objects.
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The Security Director application manages its address book at the global level, assigning
objects to devices that are required to create policies. If the device is capable of using a
global address book, Security Director pushes address objects used in the policies to the
device global address book. Nested address group capability is used in the publish and
update feature of Security Director depending on the device capability.

Differences Between Global and Zone-Based Address Books

Related
Documentation

The global address book is supported in Junos OS Release 11.2 and later releases.

« Anaddress book is not configured within a specific zone; therefore, one address book
can be associated with multiple zones.

. If a global address book is defined, you cannot create zone-based address books.
. By default, there is an address book called global associated with all zones.

« Azone can be attached to only one address book in addition to the global address
book, which contains all zones by default.

« Address name overlaps are possible between the global address book and zone address
book. For example, Security Director will attempt to match an address in the zone-based
address book first, and, if the address is not found, the global address book is checked.
You must ensure that the correct address objects are used in the policy.

NAT rules can use address objects only from the global address book. They cannot
use addresses from user-defined address books.

NOTE: Beginningin Junos OS Release 12.1, zone-based address books are no
longer supported. Devices running Junos OS Release 12.1 or later must use
the global address book.

e NOTE: BeginninginJunos OS Release 11.2, NAT rules can use address objects
from the global address book. However, Security Director will still continue
to define the NAT address in the rule itself rather than referring to the global
address book.

« NAT Overview on page 201
. Creating NAT Policies on page 205
. Managing NAT Policies on page 230

220
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Adding Rules to a NAT Policy

When a new NAT policy is created, by default the policy displays links to create rules for
the policy. If you have created a group NAT policy, you will see a Create Source Rule link
in the right pane. If you have any cut or copied rules or rule groups, you will also have
Paste Rules to paste the rules or rule groups. If you have created a device NAT policy,
you will see Create Source Rule, Create Destination Rule, and Create Static Rule links,
and also Paste Rules to paste the rules or rule groups.

Depending on the type of rule you have chosen, some fields in the rule will not be
applicable. If you choose a source NAT rule, the Translated Packet Destination field will
not be applicable. If you choose a destination NAT rule, the Egress field in the Original
Packet Destination column and the Translated Packet Source fields are not applicable.
If you choose a static NAT rule, the Address field in the Original Packet Source column,
the Egress field in the Original Packet Destination column, Port field in the Original Packet
Destination column, and Translated Packet Source fields are not applicable.

In addition to defining rules between zones and interfaces, you can define NAT rules with
virtual routers defined on the device. These rules can be successfully published and
updated on the device.

The Proxy ARP option is available under different fields based on the type of rule you
have chosen. With a static NAT rule, the Proxy ARP optionis available under the Translated
Packet Source field. With the destination NAT rule and static NAT rule, the Proxy ARP
option is available under the Address field in the Original Packet Destination column.

The Proxy ARP feature also automatically selects the interface based on the Egress field
for source NAT rule and the Ingress field for destination NAT rule and static NAT rule.
The auto Proxy ARP is enabled by default. It is only applicable for imported, migrated,
and cloned NAT policies.

e NOTE: Based on the IP version used, Security Director pushes either Proxy
ARP or Proxy NDP CLI command to the device. GUI shows only the Proxy ARP
check box.

To add rules to a NAT policy:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.
2. Click the NAT policy you want to add rules to from the left pane.
The existing rules of the NAT policy are displayed in the right pane.
3. Click the + icon to add rules, and select the type of rule you want to add.

A new rule is added in the last row depending on the type of rule you have added. The
newly added rules blink with a different color for few seconds. The behavior is same
if you add a new rule before or after a rule, clone a rule, or paste a rule.
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The rule is assigned a serial number based on the number of rules already added to
the policy. By default, the zones are set to Empty, and the address and port of the
packet source and packet destination are set to Any. The Translated Source and
Translated Packet Source columns are either set to No Translation or Not Applicable,
depending on the rule you are adding.

4. Click the Name field in the rule and change the name of the rule.

5. Click the Ingress field in the Original Packet Source column and select the appropriate
zone or interface or routing instance.

The Zone or Interface or routing instance selector appears.

6. Select the appropriate option from the Source Traffic Matching Type drop-down
menu.

7. Inthe zone or interface or routing instance selector, select the zones or interfaces or
routing instance you want to associate the rule to, from the Available column.

On selection of Routing Instance option, you can select one or more of the available
virtual routers on the device. For the group NAT policy, the consolidated list of all
virtual routers on all devices that the policy is assigned to will be listed.

8. Click theright arrow in the selector.
The selected zones or interfaces or virtual routers are moved to the Selected column.
9. Click OK.

10. Click the Address field in the Original Packet Source column and select the appropriate
addresses.

The Address selector appears.

1. In the address selector, select the addresses you want to associate the rule to, from
the Available section. You can select all addresses by clicking Page and unselect them
all by clicking None.

12. Click the right arrow in the selector.
The selected addresses are now moved to the Selected section.
13. Click OK.

14. Click the Egress field in the Original Packet Destination column and select the
appropriate zone or interface or routing instance.

The zone or interface or routing instance selector appears.
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Figure 143: Destination Traffic Match Type Selector Page
) Zore @ Interface o .:. éoﬁtiﬁuj instan-c-e
Available Selected

ge-0/0/0.0

15. Select the appropriate option from the Destination Traffic Matching Type list.

16. In the zone or interface or routing instance selector, select the zones and interfaces
or routing instance you want to associate the rule to, from the Available column.

17. Click the right arrow in the selector.

The selected zones or interfaces or routing instance are now moved to the Selected
column.

18. Click OK.

19. Click the Address field in the Original Packet Destination column and select the
appropriate addresses.

The Address selector appears.

20.In the address selector, select the addresses you want to associate the rule to, from
the Available column. You can select all addresses by clicking Page and unselect them
all by clicking None.

21. Click the right arrow in the selector.
The selected addresses are now moved to the Selected column.
22. Click OK.
23. Click the Port field in the Original Packet Source column.
The Port selector appears.
24. Select the appropriate port type from the Port Type drop-down menu.
25. Click OK.
26.Click the Translated Packet Source field.
27. Select the appropriate translation type from the Translation Type drop-down menu.

a. If you select Pool as the option from the Translation Type drop-down menu, you
will see that there will be new fields to specify.

b. Select the appropriate NAT pool from the Source Pool drop-down menu.
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All relevant options from the NAT pool you have chosen are displayed.
c. Select the Configure Proxy ARP check box to enable the proxy ARP feature.

d. Select the check boxes next to the address ranges you want to include and select
the appropriate interface.

28.Click OK.

29. Click the Destination Address field in the Translated Packet Destination column and
select the appropriate addresses.

This option is available only for destination NAT rule.

e NOTE: For static NAT rule, you can configure Routing Instance from the
Translated Packet Destination column.

30. Select the type of translation from the Translation Type drop-down menu.

31. Select the appropriate NAT pool from the Destination Pool drop-down menu.

0 NOTE: If you are creating a static NAT rule, the Translated Address list
appears. You can select the appropriate address from the list.

32.Click OK.
33. Click the Port field in the Original Packet Destination column.
The port selector appears.
34. Select the appropriate port type from the Port Type drop-down menu.

You can configure static NAT destination and mapped ports (single port, range of
ports, or no ports) along with destination and translated addresses. This is supported
in Junos OS Releases 12.1 R13.5, 12.1X44-D1, and 11.4R5.5. If the destination port is
configured, destination and translated addresses must be host addresses. The
destination and translated host addresses can be either IPv4, or IPv6 version.

Figure 144: Port Configuration for Static NAT

Original Packet Source Orignal Packet Destnaiion .
Ha. | Mame AT Tipe Transiated Facket Source  Tramsisted Packet Destnation  Descripion
Ingress adtkess Eges Ackirems Port

Device-2 STATIC Zomes: St Appheabie 8 10.241. 11. 27/ 1234212345 & 10240113532
Rt st Happed Port: 4553-4565R0
tuat - :
st rsat
untbrust-root

Dwvice-1 STATIC Tones: Picit Apphe sbie & panzamen Slany
atrust
atrust-raat Transated Address: | 10.241.11.18/32

Transhtion Type: | Address

Sowbng Instence:—vr-e-mek
Mappad Port Type: | Range -
Start: | 4563

End: 4566

If the device Junos OS version is previous to the Junos OS Release 12.1R3.5, and there
is a schema mismatch in Security Director, a warning message is displayed during the
preview of NAT CLI.
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35. Click OK.

36. Click the Description field and enter a description for the rule.

37. Click Save.

Security Director automatically generates the rule set names, each consisting of alphabets,
numbers, underscore, and hyphen. A rule set name has only 30 characters, with the last

4 characters reserved for the counter value that is used if two rule sets have the same
name. Security Director will truncate the rule set name if it goes beyond 26 characters.

A rule set name for source, destination, and static NAT rules is created as follows:

« Source NAT rule—The rule set name is created by taking the first value of the ingress
and the first value of the egress, along with the match type (zone, routing instance, or
interface). If two rule set names are the same, a counter value is appended to the end
of one of the names.

Rule set name format for source NAT rules: <Ingress
Type>_<firstingressValue>—<EgressType>_<firstEngressValue>—<nextCounterValue>

Table 18 on page 225 shows the rule set names for different ingress and egress values.

Table 18: Example: Rule Set Names for Different Ingress And Egress Values of Source NAT
Rules

Ingress and Egress Value Rule Set Name

source rulel from zone trust to zone untrust Zone_trust-Zone_untrust
source rule2 from zone trust to zone untrust,dmz Zone_trust-Zone_untrust-1
source rule3 from zone trust to zone untrust,dmz,xyz Zone_trust-Zone_untrust-2
source rule4 from Routing instance vrouterl, vrouter2 to zone dmz,xyz RI_vrouterl-Zone_dmz
source rule5 from interface fe-0/0/1.0 to zone dmz,xyz IF_fe-0010 -Zone_dmz

« Destination NAT and static NAT rules—The rule set name is created by taking the first
and second value of the ingress, along with the match type (zone, routing instance,
interface). If two rule set names are the same, a counter value is appended to the end
of one of the names.

Rule set name format for destination NAT and static NAT rules: <Ingress
Type>_<firstingressValue>_<secondlngressValue>—<nextCounterValue>

Table 19 on page 225 shows the rule set names for different ingress values.

Table 19: Example: Rule Set Names for Destination NAT and Static NAT

Ingress Value Rule Set Name

static rulel from zone trust Zone_trust

source rule2 from zone trust,untrust Zone_trust_untrust
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Table 19: Example: Rule Set Names for Destination NAT and Static NAT (continued)

Ingress Value Rule Set Name

source rule3 from zone trust,untrust,dmz Zone_trust_untrust-1

NOTE: During NSM migration and publish, Security Director will create the
rule set names.

NOTE: You should click Save to save any changes you have made to the NAT
policy. While in the process of making changes to the NAT policy, If you click
on any of the tasks in the task ribbon before saving the NAT policy changes,
all changes you have made will be lost. If you click anywhere inside the NAT
Policy Tabular view, you will see a confirmation window to save the changes
you have made.

NOTE: If another user has added new rules to the same policy, modified the
existing rules, or deleted existing rules, and that user had already saved the
changes before you, you will see the error message as shown in Figure 145
on page 226.

Figure 145: Concurrent NAT Policy Editing Error

Error in saving changes ...

The policy has changed since you began editing
Policy changed by :vikram, on Fri Apr 27 2012 12:41 PM IST

Would you like to save the Policy with different Mame?

The error message provides the user name and time at which changes were
made to the policy. Whoever saves the changes first gets the preference to
save the new rules added. You will be given an option to save your policy
changes with a different name. Click Yes to save the policy with a different
name. Only saved rules are published to the policy.

Related . Ordering the Rules in a NAT Policy on page 227

Documentation

« Publishing NAT Policies on page 227

« Managing NAT Policies on page 230
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Ordering the Rules in a NAT Policy

To reorder the rules in a NAT policy:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.

2. Select the NAT policy whose rules you want to reorder.
The rules of the NAT policy are displayed in the right pane.

3. Select a rule that you want to reorder and click the appropriate icon on the top of the
right pane.

Icon Name Description

Move Rule Up

Moves the rule one level up in the hierarchy.

Move Rule Down

Moves the rule one level down in the hierarchy.

Move Rule to Top

Moves the rule to the top of the hierarchy.

Move Rule to Bottom

Moves the rule to the bottom of the hierarchy.

Related
Documentation

The rule is now positioned accordingly. When the NAT policy is provisioned, the rules
are provisioned to the devices in the order you have specified.

« Creating NAT Policies on page 205
« Adding Rules to a NAT Policy on page 221
« Publishing NAT Policies on page 227

« Managing NAT Policies on page 230

Publishing NAT Policies

To publish a NAT policy:

1. Select Security Director > NAT Policy > Publish policy.

The Services page appears with all the NAT policies. It also displays the publish states
of the NAT policies.

2. Select the check box next to the NAT policy that you want to publish.

0 NOTE: You cansearch for a specific device on which the policy is published
by entering the search criteria in the Search field, in the top-right corner
of the Services page. You can search the devices by theirname, IP address,
and device tags.
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0 NOTE: If the NAT policy is to be published on a large number of devices,
the devices are displayed across multiple pages. You can use the
pagination and display options available on the lower ribbon, just below
the list of devices, to view all devices on which the policy is published.

3. Select the Schedule at a later time check box if you want to schedule and publish the
configuration later.

4. Click Next.

The Affected Devices page displays the devices on which this NAT policy will be
published.

5. If you want to preview the configuration changes that will be pushed to the device,
click View in the Configuration column corresponding to the device. A Configuration
Preview progress bar is shown while the configuration pushed to the device is
generated.

The CLI Configuration tab appears by default. You can view the configuration details
in CLI format.

Figure 146: NAT Policy CLI Configuration

uce-nat off

6. View the XML format of the configuration by clicking the XML Configuration tab.
7. Click Back.
8. Click Publish if you want to only publish the configuration.

A new job is created and the job ID appears in the Job Information dialog box.

9. Click Publish and Update if you want to publish and update the devices with the
configuration.

The NAT policy is now moved into the Published state if the configuration is published
to all devices involved in the policy. If the configuration is not published to all devices
involved in the NAT policy, the NAT policy is placed in the Partially Published state. If
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a NAT policy is created but not published, the NAT policy is placed in the Unpublished
state. If any modifications are made to NAT policy configuration after it is published,
the NAT policy is placed in the Republish Required state. You can view the states of
the NAT policy by mousing over them.

A new job is created and the job ID appears in the Job Information dialog box.

10. Click the job ID to view more information about the job created. This action directs
you to the Job Management workspace.

If you get an error message during the publish or if the NAT policy publish fails, go to
the Job Management workspace and view the relevant job ID to see why the publish
failed.

In the Job Details window, use the available filer box to search for any device by filter
name, tag name, or |P address. Filtering works only for currently available devices.
Search with the first character of the tag name to search by tag name. If you search
with any middle characters, the search fails.

During the publish and update, the disabled rules and objects are not deleted. Disabled
rules are updated as inactive configuration. This is an optional setting. You can choose
to push the disabled rules to a device by selecting Update disabled rules to device option
in Security Director application setting, under Platform. By default, Update disabled rules
to device option is disabled. For the pushed disabled rules to work after the upgrade,
Security Director must import the policy again and the application firewall signature must
be downloaded prior to the import.

If you are having the disabled rules on the device, as shown in the following example:

set security policies from-zone untrust to-zone trust policy Device-Zone-5 match
destination-address any

set security policies from-zone untrust to-zone trust policy Device-Zone-5 match
application any

set security policies from-zone untrust to-zone trust policy Device-Zone-5 then
deny

deactivate security policies from-zone untrust to-zone trust policy Device-Zone-5

When you import this rules, Security Director sets the state as disabled. If a particular
node in the CLI is deactivated, that node is not imported into the Security Director.

If you import a rule, as shown in the following example, Security Director will not set the
application service.

set security policies from-zone trust to-zone untrust policy Device-Zone-2
description "Rule With Infranet All Traffic Auth”

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
source-address any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
destination-address any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
application any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 then
permit application-services idp

set security policies from-zone trust to-zone untrust policy Device-Zone-2 then
permit application-services uac-policy captive-portal captiveportal_65573
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Related
Documentation

deactivate security policies from-zone trust to-zone untrust policy Device-Zone-2
then permit application-services

Security Director does not support inactive nodes and the inactive rules. If the objects in
the rule are not defined, Security Director provides a warning message, at the time of
import, listing the objects that are not defined.

e NOTE:

« You can also publish a NAT policy by right-clicking the NAT policy in the
NAT Policy Tabular view and selecting Publish NAT Policy. You are
redirected to the Affected Devices page.

- You cannot publish a group NAT policy, if you do not have permission for
all the assigned devices. Also publish is not permitted if one or more devices
are labeled by another Junos Space user.

« Creating NAT Policies on page 205
. Adding Rules to a NAT Policy on page 221
. Ordering the Rules in a NAT Policy on page 227

. Managing NAT Policies on page 230

Managing NAT Policies

« Modifying NAT Policies on page 231

« Deleting NAT Policies on page 231

« Cloning NAT Policies on page 231

« Exporting a NAT Policy on page 232

« Configuring NAT Rule Sets on page 232

« NAT Policy Versioning on page 232

« Managing NAT Policy Versioning on page 234

« Deleting Rules in a NAT Policy on page 238

« Grouping Rules in a NAT Policy on page 239

« Enabling/Disabling Rules in a NAT Policy on page 239

« Expanding/Collapsing All Rules in a NAT Policy on page 240
« Cutting/Copying and Pasting Rules or Rule Groups in a NAT Policy on page 240
« Assigning Devices to a NAT Policy on page 242

« Deleting Devices from a NAT Policy on page 242

« Rule Operations on the Filtered Rules on page 243
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Modifying NAT Policies
To modify a NAT policy:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.

2. Right-click the NAT policy you want to modify from the left pane and select Modify
Policy.

The Edit Policy window appears. You can modify the name and description of the
NAT policy.

3. Click Modify.

Whenever you make any changes to the NAT policy, you will have the option of entering
a comment before saving the policy. You can enable or disable this option in Platform >
Administration > Applications. To enable this option, right-click Security Director, and
select the Modify Security Director Settings option. Under Applications, select the Enable
save comments for policies check box. By default, this option is disabled.

In NAT ILP, once you enter the comment, you can save this version with a different name.
Click Save as Draft from Save drop-down list to save the edited NAT policy with a different
name. Entering a comment is not required. All comments you enter are logged.

Deleting NAT Policies
To delete a NAT policy:
1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.
2. Right-click the NAT policy you want to delete and select Delete Policy.

A confirmation window appears.

3. Click Yes.

0 NOTE: If you delete a NAT policy, the erase configuration is sent to all devices
that were a part of the NAT policy during the next Update operation for the
device.

Cloning NAT Policies
To clone a NAT policy:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.

2. Right-click the NAT policy you want to clone and select Clone Policy.
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The Clone Policy window appears. You can modify the name and description mode
of the NAT policy.

3. Click Clone.

Exporting a NAT Policy

To export a NAT policy:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.

2. Right-click the NAT policy you want to export and select Export Policy.
The Export Policy window appears.

3. Click Export.

Configuring NAT Rule Sets

To configure a NAT rule set:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.

2. Right-click the NAT policy you want to configure the rule set and select Configure
RuleSets.

The Configure Rule Set window appears.

3. Modify the rule set name in the Rule Set column and click Save to save the changes.

NAT Policy Versioning

You create a policy version by taking a snapshot of the policy. You can create versions
for all types of NAT policies, including group and device exceptions. The maximum number
of versions maintained for any policy is 60. If the maximum limit is reached, you must
delete the unwanted versions before taking a new version snapshot. You can delete the
older version of snapshots by clicking the Auto delete oldest version option, as shown in
Figure 148 on page 234. This option is enabled by default. If this option is disabled, every
time the oldest version of snapshots are deleted (after the maximum number of versions
is reached), a warning message is displayed on the screen. If you enable this option, the
oldest snapshots are deleted automatically, without any warning messages.

Versioning and rollback are independent operations for each policy. For example, if you
take a snapshot of a group NAT policy, you must create a separate version of each policy
rule.

To create a version of the policy:

1. Select Security Director > NAT Policy.

The Policy Tabular view appears.

232
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2. Right-click the NAT policy you want to take a snapshot of, and select Snapshot Policy.

The Policy Name field shows the name of the NAT policy for which the snapshot is
taken. Enter your comments in the Comments field, and press Create to take the
snapshot. The Snapshot Policy Window appears, showing the status of the version
as it is created, as shown in Figure 147 on page 233.

Figure 147: Snapshot Policy

Snapshot Policy

Policy Marme: scale-10,2059.61.51

Cornrments:

Tasks Completed

Snapshot completed o
/]

Reading rulefrule-groups of policy
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o NOTE:

« During policy publish, Security Director takes an automatic snapshot of
the policy.

« You can set an option to take the snapshot automatically after you have
modified and saved a policy after configured number of times, as shown
in Figure 148 on page 234. When the snapshot is taken automatically, Security
Director does not make any log entry because it is an internal operation.

Figure 148: Modify Security Director Settings

Modify Security Director Settings -]

E= Application S

Snapshot

Delete o haot if the number of snap
taken reaches masimum limit

Snapshot po

Managing NAT Policy Versioning

You can view or manage all available versions of a selected policy. You can perform the
following tasks on the snapshots:

- Roll back to a specific version.

. View the differences between any two versions (including the current version) of the
policy.

« Delete one or more versions from the system.
To roll back the selected version as the current version:

1. Select Security Director > NAT Policy.
The Policy Tabular view appears.

2. Right-click the natl policy, and select Manage Snapshots.
A window appears showing all the versions of the policy.

3. Select the version that you want to make current and click Rollback.
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A service summary window appears, as shown in Figure 149 on page 235.

Figure 149: Rollback Service Summary Report
e ——

Service Sumimary
Flicy Policy Type | Rules  Emors | Summary
5[ AT Policies
| ecale-10.216.61.51 Diewice: E5B3 i}

The rollback operation replaces all the rules and rule groups of the current version
with rules and rule groups from the selected version. For all the shared objects, Object
Conflict Resolution (OCR) is performed. If there are any conflicts between the versioned
data and the current objects in the system, the OCR window is displayed, as shown
in Figure 150 on page 235.

Figure 150: Object Conflict Resolution Window

AT By - Addresses

(sbject Camfict Essskatinn

[ s e e

. P g ¢ Pt g Fchr 1, Gt Pt Tarton: Bl Pl Ak 9, o A, A vrndng Fac -1, Dl Port ot - RSN
keep Exeng Ctgect

Fonmarr Gbimct

From the OCR window, you can choose to retain the existing object, rename the existing
object, or overwrite the existing object with the new object.

4. After finishing all the conflict resolution, click Next to view the OCR summary report,
as shown in Figure 151 on page 236.
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Figure 151: Rollback OCR Summary Report

Print Report

Type Hame Policy Type Total Lines Errors Warming Summary
MAT scale-10.205.61.51 Device 6663 o0

Type Ohiect Affected Objecks Emors
Mo Errors
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5. Click Finish to replace the current policy with the versioned data. A summary of the
snapshot policy is provided, as shown in Figure 152 on page 236.

Figure 152: Rollback Policy Summary Report

Status: SUCCESS
Start Time: Mar 13, 2013 2:19:55 PM IST
MNAT Rollback End Time: Mar 13, 2013 2:21:01 PM IST
Policy-5603504

Status

Started at Mar

Finished at M

Started at Mar

Finished at Mar 13
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To compare two different versions of a policy:

1. Select Security Director > NAT Policy.
The Policy Tabular view appears.
2. Right-click the NAT policy, and select Manage Snapshots.
The Manage Versions window appears, showing all policy versions.

3. Select the versions to be compared, and click Compare. You can select only two
versions at a time to compare.

You can swap the version that you want to make the base version and compare it
with the other version by clicking Swap, as shown in Figure 153 on page 237.

Figure 153: Compare Versions With Swap Option

Compare Yersions

Policy Marme: scale-10,2059.61.51

Baze version; #2 Compare To, Current

Campare

4. Click Compare to view the results.

A Compare Versions window appears, showing the differences between the selected
versions, as shown in Figure 154 on page 237.

Figure 154: Versions Comparing Summary Report

Compare Yersions : scale-10.205.61.51 -> #1 : Current u

Previous DiFF | Next 0#F ||| Top g hanged Rules

Added to scale-10.205.61,51#Current Modified in scale-10,205.61.51#Cument Deleted from scale-10.205.61.51# Current.

Policy Property Changes
Property soale-10.205.61.51#1 stale-10,205,61.51#Current
PublishedState Mok Published Re-publshirg Required

NAT Rule Changes

Original Packet Source | Original Packet Destination
Rule Name MAT Type Translabed Packet Source  Translated Packet Destination  Description | Protocol
Ingress | Address | Egress  Address  Port
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The modified columnis highlighted in blue as a hyper link. If you click the modified column,
it takes you to the Rule Column Change section to the specific column. Click NextDiff to
view the each diff. The each diff is highlighted in yellow.

The Compare Versions window has the following sections:

« Policy Property Changes—Shows policy changes for the modified rules.
« Rule Changes—Displays rules that are added, modified, or deleted.

« Column Changes—Shows the differences between the column contents for modified
rules.

To delete versions:

1. Select Security Director > NAT Policy.
The Policy Tabular view appears.

2. Right-click the NAT policy, and select Manage Snapshots.
A window appears, showing all policy versions.

3. You can delete multiple versions at one time. When you perform a rollback operation,
you are given the option to delete older versions. Select the version that you want to
delete, and click Delete.

You will receive a Confirm Delete Operation message before you can delete the version,
as shown in Figure 155 on page 238.

Figure 155: Snapshot Delete Confirm Window

Delete Snapshot

\i) Are you sure you want to delete the selected snapshiot(s)?

4. Click Yes to delete the version, or click No to abort the operation.

o NOTE: If you delete a policy, all versioned data for that policy is deleted.

Deleting Rules in a NAT Policy
To delete rules in a NAT policy:
1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.
2. Select the NAT policy whose rules you want to delete.

The rules of the NAT policy appears in the right pane.
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3. Select the check boxes next to the rules that you want to delete.

4. Click the Delete Rule icon on the top of the right pane.

Grouping Rules in a NAT Policy
To group rules in a NAT policy:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.

2. Select the NAT policy whose rules you want to group.
The rules of the NAT policy are displayed in the right pane.

3. Select the check boxes next to the rules you want to group.

4. Right-click the rules and select Rule Group > Create Rule Group.
The Create Rule Group window appears.

5. Enter a name for the rule group in the Name field.

6. Enter a description for the rule group in the Description field.

7. Click Create.

0 NOTE: When the rule group is created, you can add a rule into the rule group,
modify the rule group name, move the rule into another rule group, ungroup
rules, and ungroup rule groups using appropriate options.

Enabling/Disabling Rules in a NAT Policy
To enable or disable rules in a NAT policy:

1. Select Security Director > NAT Policy.
The NAT Policy Tabular view appears.
2. Select the NAT policy whose rules you want to enable or disable.
The rules of the NAT policy appears in the right pane.
3. Select the check boxes next to the rules that you want to enable or disable.

4. Click the Enable or Disable icon.

0 NOTE: You can enable or disable a rule group. When a rule group is disabled,
all rules in the rule group are also disabled. The rule group row in the Tabular
view is greyed out but the rules are not greyed out. However, the rules in the
rule group are not published to the device during the publish operation, if they
are disabled.
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Expanding/Collapsing All Rules in a NAT Policy

To expand or collapse all rules in a firewall policy:

1.

Select Security Director > NAT Policy.

The NAT Policy Tabular view appears.

Select the NAT policy whose rules you want to expand.

By default, NAT policy rules in collapsed state are displayed in the right pane.

Click the ExpandAll icon, and all rules corresponding to that particular NAT policy are
expanded.

If a NAT policy contains more than 1000 rules, a warning message is displayed before
expanding, as shown in Figure 156 on page 240.

Figure 156: ExpandAll Warning Message for More Than Thousand Rules

4. Click the CollapseAll icon to collapse all rules.

Cutting/Copying and Pasting Rules or Rule Groups in a NAT Policy

To cut or copy and paste rules or rule groups in a NAT policy:

1.

On the right pane, select the device rule or rule group that you want to cut or copy.
Right-click the selected device rule or rule group, and select Cut or Copy. If Cut is
selected, related rule or rule group is removed from the right pane view.

You can copy the rules without locking a policy. However, you must lock the policy for
the cut operation. You can select the combination of rules or rule groups for cutting
or copying operation. However, a rule group and one or more rules inside the same
rule group cannot be copied or cut simultaneously.

On the left pane, select the NAT policy in which you want to paste the rule or rule
group. On the right pane, right-click the rule or rule group that you want to paste. You
can paste the rule or rule group before or after the selected rule or rule group by
choosing the Paste Before or Paste After option, respectively.

If you are cutting and pasting rules across different policies, you must first save the
cut operation in the current policy before moving to another policy for pasting.
Otherwise, an error message is displayed, giving you the potion either save or discard
the changes.

240
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Security Director does not support nested rule grouping. If you paste a rule group in
another custom rule group, an error message is displayed, giving you the option to
proceed by flattening the copied rule group, ash shown in Figure 157 on page 241.

Figure 157: Nested Rule Group Operation Warning Message

Paste Operation - Information

Rule paste fails under the following conditions:

« If you copy the destination NAT rule and paste the rule in the group policy, the error
shown in Figure 158 on page 241 appears.

Figure 158: Destination NAT Rule Paste Error

Paste Operation - Failed

Device-11 - DESTIMATION Rule cannot be pasted in the Group policy

(0] 4

« If you copy the static NAT rule and paste the rule in the group policy, the error shown
in Figure 159 on page 241 appears.

Figure 159: Static NAT Rule Paste Error

Paste Operation - Failed

Device-3 - STATIC Rule cannot be pasted in the Group policy

« If you copy a source rule of translation type Pool to the group rule, the error shown in
Figure 160 on page 241 appears.

Figure 160: Group Policy Paste Error

Paste Operation - Failed

Device-4 - Group Policy cannot have Pool
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Assigning Devices to a NAT Policy

To assign devices to a group NAT policy:

1.

Select Security Director > Firewall Policy.
The Policy Tabular view appears.

Right-click the NAT policy to which you want to assign devices and select Assign
Devices.

The Assign Devices to Service window appears.

Select the devices that need to be added to the NAT policy in the Select Devices pane.
Select the devices from the Available column and click the right arrow to move these
devices to the Selected column.

4. Click Modify.

0 NOTE:

« If you do not have permission to certain devices, they will not be visible
while assigning devices to a new or existing NAT policy.

« You cannot view the device or exception policies at the left pane, for the
assigned devices, that are labeled by the other Junos Space users.

Deleting Devices from a NAT Policy

To delete devices from a group NAT policy:

1.

Select Security Director > Firewall Policy.
The Policy Tabular view appears.

Right-click the NAT policy from which you want to delete devices and select Assign
Devices.

The Assign Devices to Service window appears.

Select the devices that need to be deleted from the NAT policy in the Select Devices
pane. Select the devices from the Selected column and click the left arrow to move
these devices to the Available column.

Click Modify.

0 NOTE: Deleting a device from a group NAT policy creates a device NAT
policy. This policy carries all the device-exception rules of the device from
the group NAT policy.

242
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Rule Operations on the Filtered Rules

You can perform various rule operations on the filtered list of rules. For example, consider
a policy having sevenrules suchasa, b, c,d, e, f,andgin an order inside a rule group. After
filtering, if only second and sixth rules are filtered, that is only rules b and f, Table 20 on
page 243 explains the various rule operations on the filtered rules.

Table 20: Various Rule Operation on the Filtered Rules

Rule Operation Description

Add rule before To add a new rule before an existing rule, select the existing rule in the filtered list and add the new rule
above it.

For example, if you perform this operation by selecting the sixth rule that is f, the seventh rule must be
added before the sixth rule, in the filtered list. The rule f must be moved down to the seventh place in the
full list.

Add rule after To add a new rule after an existing rule, select the existing rule in the filtered list and add the new rule
below it.

For example, If you perform this operation by selecting the second rule that is b in the filtered list, the
seventh rule must be added after the second rule. This rule is added at the third place in the full list.

Paste before To paste a copied rule before an existing rule, select the existing rule in the filtered list and paste the copied
rule above it.

For example, If you perform this operation by selecting the sixth rule that is f in the filtered list, the copied
rule must be added after the sixth rule. The rule f must be moved down to the seventh place in the full
list.

Paste after To paste a copied rule after an existing rule, select the existing rule in the filtered list and paste the copied
rule below it.

For example, If you perform this operation by selecting the second rule that is b in the filtered list, the
copied rule must be added after the second rule. The new rule is added at the third place in the full list.

Clone To clone a selected rule, select the existing rule you want to clone in the filtered list. The cloned rule will
be added above the selected rule.

For example, If you perform this operation by selecting the sixth rule that is f in the filtered list, the cloned
rule must be added after the sixth rule, at the seventh place. The rule g must be moved down to the eighth
place in the full list. This can be checked by clearing the filter from the search box.

Move rule to top To move a rule to the top of a list, select the rule you want to move in the filtered list and move rule to the
top. If you move a rule from a filtered list to the top of that list, the selected rule is also moved to the top
of the full list.

For example, If you perform this operation by selecting the sixth rule f in the filtered list, the rule f must be
moved to the top in the rule group, at first place in the original list. This can be checked by clearing the
filter from the search box.

This option is disabled for the top rule in the full list.
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Table 20: Various Rule Operation on the Filtered Rules (continued)

Rule Operation Description

Move rule to To move a rule to the bottom of the list, select the rule you want to move in the filtered list and move rule
bottom to the bottom. If you move a rule from a filtered list to the bottom of that list, the selected rule is also
moved to the bottom of the full list.

For example, If you perform this operation by selecting the second rule b in the filtered list, the rule b must
be moved to the bottom in the rule group, at the seventh place in the full list. This can be checked by
clearing the filter from the search box.

This option is disabled for the last rule in the full list.

Move rule up To move a rule up one position in the list, select the rule you want to move in the filtered list and move
rule up one position.

For example, If you perform this operation by selecting the sixth rule f in the filtered list, the rule f must be
moved before the second rule b in the filtered list. This rule is moved to the second place in the rule group
in the full list.

This option is disabled for the top rule in the full list.

Move rule down To move a rule down one position in the list, select the rule you want to move in the filtered list and move
rule down one position.

For example, If you perform this operation by selecting the second rule b in the filtered list, the rule b must
be moved after the sixth rule f in the filtered list. This rule is moved to the sixth rule in the rule group in the
full list.

This option is disabled for the last rule in the full list.

Related . Creating NAT Policies on page 205
Documentation . Adding Rules to a NAT Policy on page 221
. Ordering the Rules in a NAT Policy on page 227

« Publishing NAT Policies on page 227
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Global Search

« Global Search on page 247
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Global Search

Indexing Overview

« Indexing Overview on page 247

« Global Search on page 247

Related
Documentation

Global Search

Index Now option is a manual override option to completely re-index the Security Director
database for search functionality. However, Security Director does this process
automatically when you add, delete, or update the objects. Therefore, this option should
only be used in scenarios when you notice that objects are not searchable. One such
scenario is database restore or other unknown failure conditions, in which the search
indexes might have gone out of sync with Security Director.

Figure 161 on page 247 shows the indexing status for Security Director.

Figure 161: Indexing Status Message

Indexing Status
Last update completed at Thu Sep 27 10:32:59
uUTC 2012

Refresh Index Now

Index Status

o NOTE: After the Junos Space database is restored, a manual re-index of the
Security Director database is required.

« Global Search on page 247

The Security Director home page provides a global search option to find objects and
security configurations. You can also click a search result and navigate to its page.
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To search for objects or configurations using the Global search:

1. Enter the search criteria in the Search field and click the magnifying glass icon.

All objects and configurations matching the search criteria appear in the search results
page. The area on the left displays the search results with appropriate filters and the
area on theright displays the detailed search results with a short description as shown
in Figure 162 on page 248.

Figure 162: Global Search Results

ne BNG-network

Domain BNG contains address BMG-network with 1P 1.1.1.0/24 .,

2. Click a detailed search result URL to navigate to its respective page.

The search results for Global search are based on how the Security Director objects and
configurations are indexed. Table 21 on page 248 specifies the objects and configurations
that you can search using Global search.

Table 21: Security Director Global Search

Security Director Object/Configuration Attributes by which Global search is possible.

Firewall Policy Name, profile name, description, source address, destination
address, service, and zone.

Address Addresses that are IP, subnet, range, and hostname type.

Address Group All address parts of the group after expanding address groups
within the group.

Service Services that include ports, ICMP, RPC, and UUID searches.

Service Group All service parts of the group.

VPN All addresses used in VPN or protected resources of the VPN.

NAT All addresses used in NAT, NAT pools, and Match Type (zone,
interface).

IPS IPS signature name, signature CVE ID, bug ID, and IPS policy
names.
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You cannot search objects such as device name, policy profile, and template using Global
search. If you type a valid IPv4 address, subnet or range search results return all addresses
that include that specific valid IPv4 address. For example, if you type 1.1.1.1 and if there is
an subnet address 1.1.1.0/24, the search result will match the subnet and return the result.

With Global search, the search is free-text based. You can search for phrases and multiple
terms. The default value for multiple terms is the OR operator. You can also search for
multiple terms using the AND operator. By default, the search query looks at name, IP,
port, category, ICMP code, ICMP type, subnets, and IP ranges. All search results are
highlighted as part of the result, and the search results have a URL to jump to the
corresponding object inits ILP. The IP address searches looks for an IP address, within
ranges and subnets as long as the user gives a valid IP address. In range-based searches
for IP addresses; you would need to add the — for range; for example, 1.1.1.1/24 and
10.204.76.56-10.204.76.80. The subnet searches should be provided with valid subnets.
All port-specific searches will only search for ports. The source port uses the keyword
“srcPort” and the destination port uses the keyword “dstPort”.

SD Search supports wildcard searches if you use the “*” character in the search query.

Names of objects will be broken down into one or more terms if the name has a nonletter
character or a number. For example, a name like “enet_dest12” will be broken into “enet”
“dest” and “112”. Youd can search on “enet” “dest” or 112 or type “ene*” “des*” and so on.

Related . Indexing Overview on page 247
Documentation
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Downloads

« Downloads on page 253
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CHAPTER 20

Downloads

- Downloading the Signature Database on page 253

« Installing the Signature Database on page 255

Downloading the Signature Database

To download the Signature database:
1. Select Security Director > Download.
You can see the last log date in the last two weeks as shown in Figure 163 on page 253.

Figure 163: Signature Download Logs

Logs in 2 weeks (Nov 10, 2011 - Nov 24, 2011)

User Name Oser 1P Timestamp Result Description

super 7 .1 S Now 15 Sl

2. Select Signature Database from the Downloads workspace.

The Signature Database page appears, as shown in Figure 164 on page 254. You can
see the active databases that were downloaded earlier. At any time, Security Director
will have only one active signature database.
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Figure 164: Signature Database Page

Active Database on Spaca

1358 Version Publish date ate ] et Device Count

2011=11=15 12:16: 1€

Latest list for IPS signatures 3
Database Version Publich date Detectors tion

2011-1 6 .5.140110920. , Download

2011- 2 - 5. 140110920 Downloac

21 12:04:41 z, 11.6.140110

2011-11-17 13:00:49 i {0 11.6. 1401

2011-11-16 14:0 2¥ 5 11.6.140210920,,

2011-11-14 11:5

3. Select Download Configuration.
The Download Configuration page appears, as shown in Figure 165 on page 254.

Figure 165: Download Configuration Page

Download Configuration
https://services.netscreen.com

—Use Proxy Server

Enable P

° Repeat

—HE End Time

Dewnload |_ -9

4. Enter the URL from where you want to download the IPS and AppFw signature
database in the Download URL field.

5. Click the Enable Proxy check box.
6. Enter the hostname in the Proxy Host Name field.

7. Enter the host’s port number in the Proxy Host Port field.
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18.

19.

Enter the username in the Proxy User Name field.

Enter the password in the Proxy User Password field.

. Select the Schedule at a later time check box or down arrow to view the scheduling

options.

. Enter a date in the Date and time field. You can also choose a date from the date

picker by clicking the date picker icon.

. Select the time from the drop-down menu.

. Select the Repeat check box to enable the schedule to recur in a given time interval.

. Enter a numerical value in the first field in this section.

. Select the appropriate length of time from the drop-down menu below the first field.

. Select the End Time check box to view the options available to set the end time for

recurring downloads.

. Enter a date in the Date and time field. You can also choose a date from the date

picker by clicking the date picker icon.
Select the time from the drop-down menu.

Click Download.

Related . Installing the Signature Database on page 255

Documentation

Installing the Signature Database

To install the signature database:

1.

Select Security Director > Downloads.
You can see the last login date in the last two weeks.
Select Signature Database from the Downloads workspace.

The Signature Database page appears. You can see the active database that was
downloaded earlier.

Select Install Configuration.

The Install Configuration page appears, as shown in Figure 166 on page 256.
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Figure 166: Install Configuration Page

Downloads > Signatura Dakabase >
In

4.

1.

12

Install Configuration
nfiguration

ignature Summary

W B schedule at a later time

M B Repeat

Click the down arrow next to Signature Summary to view the version of the database
and platforms that support this database.

Whenyou select a device for signature update, you can perform anincremental update
or a full update of the signature database. Incremental update is the default. If the
diff files for each incremental version are not available, a full update is performed
regardless of which option you select. If diff files for incremental versions are available
in Security Director and you select an incremental signature update, an incremental
signature update is performed for both branch SRX Series devices and high-end SRX
Series devices. For high-end SRX Series devices, a full update of the signature database
is always performed.

If you do not want to perform an incremental update, clear the Enable Incremental
Update check box, and a full signature update will be performed. For each new version
download of the signature database, Junos Space will store the diff files for the
previous 10 versions.

Click the check box next to the devices on which you want to install the database.

Select the Schedule at a later time check box or click the down arrow to view the
scheduling options.

Enter a date in the Date and time field. You can also choose a date from the date
picker by clicking the date picker icon.

Select the time from the drop-down menu.

. Click the down arrow next to the Repeat section to enable the schedule to recurin a

given time interval. You can also click the check box next to Repeat section to enable
the schedule to recur in a given time interval.

Enter a numerical value in the first field in this pane.

Select the appropriate length of time from the drop-down menu below the first field.
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13. Click the down arrow next to the End Time section to view the options available to
set the end time for recurring installations. You can also click the check box next to
End Time section to view the options available to set the end time for recurring
installations.

14. Enter a date in the Date and time field. You can also choose a date from the date
picker by clicking the date picker icon.

15. Select the time from the drop-down menu.

16. Click Install.

Security Director sends the full signature database update if any one of the following
scenarios is true:

« You install an older version of the signature files.
« The corresponding diff files do not exist.

« Asignature file is added using the offline update.

You can perform an offline update of the signature database files by downloading the
latest signature version from
https://services.netscreen.com/space/latest/latest-space-update.zip and storing it locally.
Select Upload From FileSystem to upload the signature to Junos Space. Once the upload
is completed, you can install the latest signature file version on to the device.

e NOTE: Only the primary SRX Series device node is discovered by Security
Director. If a job is created to install an IPS signature on the primary SRX
Series node, the IPS signature is automatically installed on the SRX Series
secondary node also.

Related . Downloading the Signature Database on page 253
Documentation
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IPS Management

« IPS Management Overview on page 261

« |IPS Management on page 263
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IPS Management Overview

« IPS Management Overview on page 261

IPS Management Overview

You can use the IPS Management workspace to download and install the AppSecure
signature database to security devices. You can automate the download and install
process by scheduling the download and install tasks and configure these tasks to recur
at specific time intervals. This ensures that your signature database is up-to-date.

You can view the predefined IPS policy templates and create customized IPS policy-sets
in this workspace. You can also enable IPS configuration in a firewall policy and provision
IPS related configuration with firewall policy.

Related . Downloading the Signature Database on page 253

D tati
ocumentation « Installing the Signature Database on page 255
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IPS Management

« Creating IPS Signatures on page 263

« Managing IPS Signatures on page 265

« Creating IPS Signature Sets on page 268

» Adding Rules to an IPS Signature Set on page 269
« Managing IPS Signature Sets on page 270

« Creating IPS Policies on page 274

« Managing Policy Locks on page 283

« Ordering the Rules in a IPS Policy on page 284
« Adding Rules to an IPS Policy on page 285

« Publishing IPS Policies on page 287

« Managing IPS Policies on page 291

Creating IPS Signatures

To create an IPS signature:

1. Select Security Director > IPS Management.
The IPS Policies page appears with all IPS policies.
2. Click IPS Signature.

All IPS signatures that are downloaded appears in the View All IPS Signatures page,
as shown in Figure 167 on page 264. This page displays the version of the signature
database. The left pane displays the different categories of signature and the right
pane displays the signatures.
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Figure 167: View All IPS Signatures Page
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3. Click Create IPS Signature.
The Create IPS Signature page appears, as shown in Figure 168 on page 264.
Figure 168: Create IPS Signature Page

[PS Policy = [P35 Signasture > Create IPS Signature
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4, Enter the name of the signature in the Name field.

5. Enter the category of the signature in the Category field.

6. Enter a keyword in the Keywords field.

7. Select the appropriate severity of the signature from the Severity drop-down menu.
8. Select the appropriate action for the signature from the Action drop-down menu.

9. Enter the description for this signature in the Description field.

10. Select the Signature Details tab from the Pattern Set page. Enter the following:
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a. Select the appropriate option from the Attack Object Binding drop-down menu.
b. Select the appropriate option from the Time Scope drop-down menu.

c. Select the appropriate option from the Match Assurance drop-down menu.
d. Enter the name of the protocol in the Protocol field.

e. Enter the value of the time count in the Time Count field.

f. Select the Performance Impact check box if you want to do so.

g. Click the Add Signature button.

h. Select the appropriate option from the Context drop-down menu.

i. Select the appropriate direction from the Direction dropdowmn menu.

j. Enter appropriate information in the Pattern field.

k. Enter appropriate information in the Regex field.

. Select the Negated check box if you want to do so.

m. Select the Shellcode check box if you want to do so.

n. Click the Add Anomaly button.

0. Select the appropriate anomaly from the Anomaly drop-down menu.

11. Click the Supported Detectors button to view the descriptors that are supported with
this signature.

12. Click Save.

Related . Managing IPS Signatures on page 265
Documentation

Managing IPS Signatures

You can filter, modify, or delete IPS signatures listed in the View All IPS Signatures page.
To open the View All IPS Signatures page:

« Select Security Director > IPS Management > IPS Signature.
The View All IPS Signatures page appears.
You can either right-click or use the Actions drawer to manage IPS signatures.

You can perform the following tasks in the View All IPS Signatures page:

. Filtering IPS Signatures on page 266

« Modifying IPS Signatures on page 266

« Deleting IPS Signatures on page 266

« Cloning IPS Signatures on page 267

« Creating Static Signature Groups on page 267
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« Creating Dynamic Signature Groups on page 267
« Creating IPS Signature Sets on page 268

Filtering IPS Signatures

To filter IPS signatures:

1. Select Security Director > IPS Management > IPS Signature.

The View All IPS Signatures page displays all IPS signatures. The right pane displays
the signatures and the left pane displays the different filters that can be used to filter
the signatures. The different parameters that can be used to filter the signatures
include, Severity, Category, Object Type, Direction, Action, Match Assurance,
Recommended, and Signature Set. Every parameter has different subparameters.

2. Click the check box next to the subparameters within a parameter.

The IPS signatures will now be filtered by the filters you have applied.

Modifying IPS Signatures
To modify IPS signatures:
1. Select Security Director > IPS Management > IPS Signature.

The View All IPS Signatures page displays all IPS signatures.

2. Select the check box next to the IPS signature you want to modify.

e NOTE: Youcannot modify a predefined IPS signature. You can only modify
the custom IPS signatures you have added.

3. Click Modify IPS Signature in the Actions drawer.

You are redirected to the Modify IPS Signature page. You can make necessary changes
to the application signature here.

4. Click Save.

Deleting IPS Signatures
To delete IPS signatures:
1. Select Security Director > IPS Management > IPS Signature.
The View All IPS Signatures page displays all IPS signatures.

2. Select the check box next to the IPS signatures you want to delete.

e NOTE: You cannot delete the predefined IPS signatures. You can only
delete the custom IPS signatures you have added.

3. Click Delete Selected in the Actions drawer.
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4.

Cloning IPS Signatures

A confirmation window appears.

Click Yes.

To clone IPS signatures:

1.

Select Security Director > IPS Management > IPS Signature.

The View All IPS Signatures page displays all IPS signatures that are downloaded.
Select the check box next to the IPS signature you want to clone.

Click Clone IPS Signature in the Actions drawer.

You are redirected to the Create IPS Signature page. You can clone the IPS signature
here.

Creating Static Signature Groups

To create a static signature group:

1.

Select Security Director > IPS Management > IPS Signature.
The View All IPS Signatures page displays all IPS signatures.

Select the check box next to the IPS signatures you want to include in the IPS signature
static group.

Select Create Static Group from the Actions drawer.

The Create IPS Signature Static Group page appears.

Enter the name of the static signature group in the Name field.
Select the Recommended check box if you want to do so.
Click the Add icon to add IPS signatures to the static group.
The IPS Signature Selector window appears.

Select the appropriate IPS signatures and click Update.

Creating Dynamic Signature Groups

To create a dynamic signature group:

1.

Select Security Director > IPS Management > IPS Signature.

The View All IPS Signatures page displays all IPS signatures.
Select Create Dynamic Group from the Actions drawer.

The Create IPS Signature Dynamic Group page appears.

Enter the name of the dynamic signature group in the Name field.

Select the check box next to the appropriate option in the Recommended pane.
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Select the check boxes next to the appropriate actions in the Actions pane.

Select the appropriate directions from the drop-down menus in the Direction pane.
Select the appropriate check box in the Pre-defined/Custom pane.

Select the appropriate check boxes in the Match Assurance pane.

Select the appropriate check boxes in the Performance Impact pane.

. Click the Advanced tab.

. Inthe Category pane, select the appropriate signatures from the Available column

and click the right arrow to push them to the Selected column.

. In the Service pane, select the appropriate signatures from the Available column and

click the right arrow to push them to the Selected column.

. Select the appropriate check boxes in the Severity pane.

. Click Create.

0 NOTE: InSecurity Director Release 13.1, all Security Director filters in dynamic

group are removed. During upgrade from Security Director Release 12.2 to
Release 13.1, if the dynamic group in Release 12.2 contains Security Director
related filters, Security Director internally converts to static group during the
migration.

Creating IPS Signature Sets

To create an IPS signature set:

1.

2.

Select Security Director > IPS Management > IPS Signature.
The View All IPS Signatures page displays all IPS signatures.

Select the appropriate IPS signatures and then click Create IPS Signature-Set.

Related . Creating IPS Signatures on page 263

Documentation

Creating IPS Signature Sets

To create an IPS signature-set:

1.

Select Security Director > IPS Management.
You see the IPS Policies Tabular view.
Click IPS Signature-Set.

You see the IPS Signature Set Tabular view with two panes and the first signature set
is selected by default. The left pane displays all the IPS signature sets in the system.

The right pane displays all the rules in a specific IPS signature set as shown in Figure

169 on page 2609.

268
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Figure 169: IPS Signature Set Tabular View

175 Palicy = 1P5 Slgnature-Set

? T Oplions
SMo,  Neme Fule Type  IPS Signaburs: Action o
Web_Sarver (Pradafired) Meification  IP Action Addtional

DHE_Servioes [Fredefined) e _Server (Predefined) Rudes {5 rues] ~
DA _Sarvice (Precefined)

e — i [ lvheb_Server-1 s I - crical Drop padet ke P Actions Hone: Severky: lone
e 1P - Makee P Target: ore Taminal Dizshie
kg Fartnd (Precefiiad) = Tmeouts 0
IDF_Def ack (Predefined) b ¥
CF - Hapr Log IF fctons Dissbie
Rncammerded (Predefred) i
z Elvheb_Server-2 ws O - Crbiedl Drop packst i 1P fctions: Hons Sevwiy: one
DS - Major I Target: b Tarminal; Diable

Taneout: 0
Log IF Action: Dissbie
Hore

1 Web_Zarver-] s FINGER - Critical Drep padt [ P fiction: Mone Severky: None
FINGER - Hagr IF Target : Hore Termingl; Diesbs
FTE - Criiedl Timeout: 0
FTP - Majer Log IP Action: Disable
More: More

Weh_Serser-4 ws DS - Mo Mo action T P Actions None Severty: None

FINGER - Minor IF Target: Nore Tesminal: Disable:
FTF - Minor Tmeout: 0
GUPHER - Minor. Log IP Action: Drssbls
M Mar

5 [Tlwaas_Srvwar-5 11 Arvmady - Watrsng 0 dction 1Y [P Action: hone: Servwity: Mone
Signabure - Waming P Target : Nore Teminal; Cicable

Tweaut: 0
Log IF fchion: Disable
Fore

M, S o ik Sy b P b b A o

All the IPS signature sets under the Predefined node are predefined signature sets.
All the IPS signature sets under the Custom node are user-defined signature sets.

3. Click Create IPS Signature-Set.
The Create IPS Signature-Set page appears.
4. Enter the name of the IPS signature set in the Name field.
5. Enter the description for the IPS signature set in the Description field.
6. Click Create.
Validate IPS signature sets by clicking the Validate button, available next to the Save

and Discard buttons. If any errors are found during the validation, a red warning icon is
shown for the respective signature sets.

Related . Adding Rules to an IPS Signature Set on page 269

Documentation . Managing IPS Signature Sets on page 270

Adding Rules to an IPS Signature Set

To add rules to an IPS signature-set:

1. Select Security Director > IPS Management > IPS Signature-Set.
The IPS signature set Tabular view appears.

2. Click the IPS signature set you want to add rules to from the left pane.
The existing rules of the IPS signature-set are displayed in the right pane.

3. Clickthe +icontoaddrules, and select the type of the rule you want to add. The newly
added rule blinks different color for a few seconds.

A new rule is added in the last row.
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4. Click the IPS Signature column in the rule.

The IPS Signature Selector window appears. You can select and add IPS signatures
from this window.

5. Click Update in the IPS Signature Selector window when you select the IPS signatures
for the rule.

6. Click the Action column in the rule and select the appropriate action for the rule.
7. Click the Notification column in the rule.

A drop-down menu with all notification options appears. To add appropriate
notification options:

a. Click the Enable check box next to the Attack Logging field if you want to log the
attacks.

b. Click the Enable check box next to the Attack Flag field if you want to flag attacks.
c. Select the appropriate option from the IP Action drop-down menu.

d. Select the appropriate option from the IP Target drop-down menu.

e. Enter the value of the timeout interval in the Timeout field.

f. Click the Enable check box next to the Log IP Action field if you want to maintain
a log of the IP actions performed.

g. Select the appropriate severity from the Severity drop-down menu.
h. Click the Enable check box next to Terminal field.

i. Click Update.

e NOTE: You can also modify the IP action and the additional sections
in the Notification drop-down menu by clicking the IP Action and
Additional columns in the rule.

8. Click the Description column and enter a description for the rule.

9. Click Save.

Related . Creating IPS Signature Sets on page 268
Documentation

Managing IPS Signature Sets on page 270

Managing IPS Signature Sets

« Deleting IPS Signature Sets on page 271

» Cloning IPS Signature Sets on page 271

- Enable or Disable Rules in an IPS Signature-set on page 271

« Grouping Rules in an IPS Signature Set on page 272

« Expanding/Collapsing All Rules in an IPS Signature Set on page 272
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« Cutting/Copying And Pasting Rules or Rule Groups in an IPS Signature Set on page 273
« Adding Rules to an IPS Signature Set on page 273

Deleting IPS Signature Sets

To delete IPS signature sets:

1. Select Security Director > IPS Management > IPS Signature-Set.

The IPS Signature Set page displays all signature sets. The left pane displays the
predefined and custom signature sets. The right pane displays the signatures in the
respective signature-set.

2. Right-click the signature set you want to delete and select Delete IPS Signature Set.

A confirmation window appears.

e NOTE: You cannot delete a predefined signature set. You can only delete
a custom signature set.

3. Click Yes.

Cloning IPS Signature Sets

To clone IPS signature sets:

1. Select Security Director > IPS Management > IPS Signature-Set.

The IPS Signature Set page displays all signature sets. The left pane displays the
predefined and custom signature sets. The right pane displays the signatures in the
respective signature-set.

2. Right-click the signature set you want to clone and select Clone IPS Signature Set.

You are redirected to the Clone IPS Signature Set page. You can modify the name
and description on this page.

3. Click Clone.

Enable or Disable Rules in an IPS Signature-set

To enable or disable rules in an IPS signature-set:

1. Select Security Director > IPS Management > IPS Signature-Set.

The IPS Signature Set page displays all signature sets. The left pane displays the
predefines and custom signature sets.

2. Select the signature set for which you want to enable or disable the rule in the left
pane.

All rules of the this signature set appear in the right pane.

3. Select the rule you want to enable or disable and click the appropriate button.
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The disabled rule appears dimmed.

4. Click Save.

Grouping Rules in an IPS Signature Set
To group rules in an IPS policy:

1. Select Security Director > IPS Management > IPS Signature-Set.

The IPS Signature Set page displays all signature sets. The left pane displays the
predefines and custom signature sets.

2. Select the signature set for which you want to group all rules, in the left pane.
All rules of the this signature set appear in the right pane.

3. Select the check boxes next to the rules you want to group.

4. Right-click the rules and select Rule Group > Create Rule Group.
The Create Rule Group pop-up window appears.

5. Enter a name for the rule group in the Name field.

6. Enter a description for the rule group in the Description field.

7. Click Create.

0 NOTE: When the rule group is created, you can add rules in the rule group,
modify the rule group name, move the rule into another rule group, ungroup
rules, and ungroup rule groups using appropriate options.

Expanding/Collapsing All Rules in an IPS Signature Set
To expand or collapse all rules in an IPS policy:

1. Select Security Director > IPS Management > IPS Signature-Set.

The IPS Signature Set page displays all signature sets. The left pane displays the
predefines and custom signature sets.

2. Select the signature set for which you want to expand or collapse all rules, in the left
pane.

All rules of the this signature-set appear in the right pane.

3. Click the Expand All RuleGroups icon, and all rules corresponding to that particular
signature set are expanded.

4. Click the Collapse All RuleGroups icon to collapse all rules.
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Cutting/Copying And Pasting Rules or Rule Groups in an IPS Signature Set

To copy and paste rules in an IPS signature set:

1.

In the right pane, select the rule that must be copied. Right-click on the selected rule,
and select Cut or Copy. If Cut is selected, related rule or rule group is removed from
the right pane view.

In the left pane, select the IPS signature set that you want to paste the rule. In the
right pane, right-click on the rule that you want the rule to be pasted. You can paste
the rule before the selected rule or after the selected rule by choosing Paste Before
or Paste After options.

If you are cutting and pasting rules across different IPS signature sets, you must first
save the cut operation in the current signature set before moving to another IPS
signature set for pasting. Otherwise, an error message is displayed, giving you the
potion either save or discard the changes.

Security Director does not support nested rule grouping. If you paste a rule group in
another custom rule group, an error message is displayed, giving you the option to
proceed by flattening the copied rule group, as shown in Figure 170 on page 273.

Figure 170: Nested Rule Group Paste Warning Message

Paste Operation - Information

Adding Rules to an IPS Signature Set

You can add the rules before or after the IPS rule or exempt rule. To add rules:

1.

Select Security Director > IPS Management > IPS Signature-Set.

The IPS Signature Set page displays all signature sets. The left pane displays the
predefines and custom signature sets.

Select the IPS rule to which you want to add rules, right-click, and select Add Rules
Before or Add Rules After.

You will get an option to add rules before the IPS rule or Exempt rule, or after the IPS
rule or Exempt rule.

Related . Creating IPS Signature Sets on page 268

Documentation

. Adding Rules to an IPS Signature Set on page 269

Copyright © 2013, Juniper Networks, Inc. 273



Junos Space Security Director User Guide

Creating IPS Policies

If you want to enable IPS policy creation for a group firewall policy, you need to:

« Enable IPS configuration mode to Advanced for the devices in the group firewall policy.
Table 22 on page 274 shows different IPS configuration modes and their purposes:

Table 22: IPS Configuration Mode

IPS Mode Description

Basic Turns IPS on or off. If you select this mode, you are given the option to select signature sets.
Custom and predefined signature sets are listed. The IPS policy is generated by merging the rules
from the signature sets you choose. The IPS policy is read-only.

Advanced Turns IPS on or off. An empty IPS policy is generated. You can add or delete, disable or enable,
or modify an IPS rules and exempt rules.

None If this mode is selected, you cannot configure IPS on or off settings in a firewall rule. You cannot
generate any IPS policies.

. Set the Action field for the device rule for which you want to enable the firewall policy
to Permit.

. Select IPS field to IPS ON or IPS OFF when the firewall policy is configured with IPS
mode basic or advanced, and the firewall rule action is set to either permit or tunnel.

To create an IPS rule:
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1. Select Security Director > IPS Management.

The IPS Policies tabular view appears. The left pane displays the firewall policies and
the right pane displays the all devices policy rules and the device rules for which IPS
policy can be created as shown in Figure 171 on page 275.

Figure 171: IPS Policies Tabular View
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2. Select the device policy for which you want to create an IPS rule.

The right pane displays the device policy for which the IPS rules can be created.

e NOTE: If you do not have permission to the device assigned to a device
policy, you cannot view the policy in the respective policy ILP.

3. SelecttheIPS signaturein the IPS signature set that you want to customize for creating
an IPS policy and modify the fields appropriately.

You can now add more IPS and exempt rules for this device rule.
4. Click the Add Rule icon and select the type of the rule you want to add.

A new rule is added in the last row. If you add an IPS rule, by default, the Source and
Destination zones and addresses are inherited from the device rule. The IPS Signature
field is set to None. You can now customize the fields in this rule.

For logical systems, you cannot edit source and destination zones, source and
destination addresses, and application. Automatically, Security Director sets zone
and address fields as Any and application field as default.

5. Click Save.

Validate policies by clicking the Validate button, available next to the Save and Discard
buttons. If any errors are found during the validation, a red warning icon is shown for the
respective policies. For IPS policies, incomplete rules and duplicate rule names are
validated.
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Security Director permits you to save policies that contain errors. Warnings messages
are displayed for policies that contain errors, but you can proceed to save such policies
as drafts. You cannot publish policies that are in the draft state. The tooltip for the policy
shows the state as draft ; because it is a draft, the tooltip does not show the publish
option. When you save a policy as a draft, duplicate rule name errors are ignored.

Whenever you make any changes to the IPS policy, you will get an option to enter a
comment before saving the policy. You can enable or disable this option in Platform >
Administration > Applications. To enable this option, right-click Security Director, and
select Modify Security Director Settings option. Under Applications, select the Enable save
comments for policies check box. By default, this option is disabled.

Once you enter the comment, in IPS ILP you can save this version with a different name.
Click Save as Draft from Save drop-down list to save the edited IPS policy with a different
name. Entering comments is not mandatory but all entered comments are audit logged.

o NOTE:

- When the firewall policy is published and updated on the device, the IPS
policy configuration is also pushed along with the firewall configuration.

« Security Director deletes custom defined IPS policies only while updating
the IPS policy to the device. In case of logical system, if there is a reference
to any user defined IPS policy in any of the logical system, those IPS policies
are not deleted. But if there an IPS policy which is not referred in any logical
system, that policy would be cleaned up during the next update.

To hide the policies in the left pane that do not have any defined rules:

1. At the bottom of the left pane, click the expandable Policy View Settings option.

2. Click the Hide Empty Device Policies check box to hide the device exception policies
that do not have any rules, as shown in Figure 172 on page 277.
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Figure 172: Policy View Settings
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3. Policies with no defined rules are hidden in the left pane.
To hide the policies in the left pane that do not have any devices assigned:

1. At the bottom of the left pane, click the expandable Policy View Settings option.

2. Click the Hide Policies With No Devices Assigned check box to filter device and group
policies that are not assigned to any device, as shown in Figure 172 on page 277.

3. Policies without any assigned devices are hidden in the left pane.
Security Director provides advanced search options for the IPS policies. Click the down

arrow icon next to the search icon, select Advanced Search, and the following dialog
appears, as shown in Figure 173 on page 278.
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Figure 173: IPS Advance Search Window

Advanced Search
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You can perform advanced searches for the following fields:

« Rule Name
. Source
. Zone

- Address

« Destination
. Zone

- Address

« Service
« IPS Signature Name
« Action

« Description
The following advanced search criteria are available:

« Wildcard search for rule names using an asterisk (*) is allowed.

« Security Director supports AND and OR operations between search items. The default
behavior is OR.

« For rule name search, only the OR operation is allowed, because a policy cannot have
multiple rule names.

. For zone search, only the OR operation is allowed. Wildcard search is supported.

278

Copyright © 2013, Juniper Networks, Inc.



Chapter 22: IPS Management

. For service and address fields, OR and AND operations are allowed.

« Multiple groups can be grouped using parenthesis. Grouping can be used during filed
or keyword searches as well.

« Negate (-) symbol can be used to exclude objects that contain a specific term name.

. The plus (+) operator can be used to specify that the term after the + symbol existing
the field value to be filtered along with other searched items.

. Escaping special characters are part of the search syntax. The supported special
charactersare + - && ||V () {I[]1 " "~*?:\

0 NOTE: Use the AND operator to find rules that match all values for a given
set of fields. Use the OR operator to find rules that match any of the values
for a given set of fields.

Table 23 on page 279 explains certain specific Security Director search behavior.
Table 23: Specific Security Director Search Behavior

Search Item Description

IPv4 addresses If you provide a valid IPv4 address, range, or network in the search field, Security Director
finds all addresses that include these IPv4 address, range, or network.

Destination port in service If you configured a destination port range of a service, Security Director matches ports
within this range but this is valid only during field or keyword search.

Keyword or field If you require to search specific attributes in an object as opposed to global search, you
can use keyword or field search.

Table 24 on page 279 shows example search results for different parameters.
Table 24: Examples of Different Advanced Search Parameters

Scenario Query Parameter Description

Wildcard search for rule names in both RuleName:( All* ) Rule names starting with All are filtered.
zone and global rules

Wildcard search for a particular rule RuleName:(All-Devices-Zone-Pre*) Returns All Devices Policy Zone Pre rules
name pattern

Returns All Devices Policy Global Pre

RuleName:(All-Devices-Global-Pre*) Rules

RuleName:(All-Devices-Zone-Post*) Returns All Devices Policy Zone Post
Rules

. _ H - — *
RuleName:(All-Devices-Global-Post*) Returns All Devices Policy Global Post

Rules
Source zone to destination zone SrcZone:( polyzone ) AND DstZone:( Rules with source zone polyzone and
untrust ) destination zone untrust are filtered.
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Table 24: Examples of Different Advanced Search Parameters (continued)

Source zone and source address to
destination zone and destination
address

SrcZone:( polyzone ) AND SrcAddress:(
any ) AND DstZone:( untrust ) AND
DstAddress:( polyaddr )

Rules with source zone polyzone, source
address any, destination zone untrust,
and destination address polyaddr are
filtered.

Source zone and source address to
destination zone and destination
address along with service

SrcZone:( polyzone ) AND SrcAddress:(
polyaddrl AND polyaddr2 ) AND
DstZone:( untrust ) AND DstAddress:(
any ) AND Service:( srvl1 AND srv2 )

Rules with source zone polyzone, source
addresses polyaddrl and polyaddr2,
destination zone untrust, and destination
address any, with Services srvi and
srv2,are filtered.

Source zone and source address to
destination zone and destination
address along with service port range

SrcZone:( polyzone ) AND SrcAddress:(
polyaddrl AND polyaddr2 ) AND
DstZone:( untrust ) AND DstAddress:(
any ) AND Service:(10 AND 65535)

Rules with source zone polyzone, source
addresses polyaddr] and polyaddr2,
destination zone untrust, and destination
address any, with Services having
destination port range 10-65535 are
filtered.

Rules with action

SrcZone:( polyzone ) AND SrcAddress:(
polyaddr1 polyaddr2 ) AND DstZone:(
untrust ) AND DstAddress:( any ) AND
Service:( aol apple-ichat ) AND
dcRuleAction:( Permit )

Rules with source zone polyzone, source
address polyaddr] or polyaddr2,
destination zone untrust, and destination
address any, with service as either aol or
apple-ichat, and action Permit, are
filtered.

NOTE: You can search by giving IPv6 addresses in the source or the

destination address field.

Before you can edit the policy, you must lock it by clicking the lock icon, which is available
in the policy view toolbar. You can hold more than one policy lock at a given time. You
can unlock the policy by clicking the unlock icon next to the lock icon in the policy tabular
view. If you attempt to lock a policy that is already locked by another user, the following
message appears, as shown Figure 174 on page 280. The tooltip shows the policy locked
user information. Mouse over the policy that you want to lock to view the tooltip.

Figure 174: Lock Failure Error Message for the Second User

Failed To Acquire Lock

g Lock Acguisiion Falled. Lock is acquired by user super.

oK

If the locked policy is inactive for the set timeout value (default 5 minutes), just 1 minute
before the timeout interval expires, the following message appears, as shown in Figure
175 on page 281. If the policy lock timeout interval expires for multiple locked policies, the
same warning message appears for each locked policy. To understand the configuration
of timeout value and session timeout value, see “Managing Policy Locks” on page 283.

280
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Figure 175: Inactivity Timeout Error

Inactivity Timeout

i J Polcy Lock wil expire in 1 minute due to Inactvity. Do you want to extend the lodk?

Click Yes to extend the locking period. If you click No, and if there is activity on the policy
within the last minute of the lock’s life, the timer will be reset and the lock will not be
released. If youignore the message, when the policy lock timeout interval expires 1 minute
later, you are prompted to either save the edited policy with a different name or lose the
changes, as shown in Figure 176 on page 281.

Figure 176: Policy Lock Expired Message

Policy Lock Expired

6 Policy Lock has Expired. Do you want to save Policy with different name?

If you click Yes to save the edited policy with a different name, the following window
appears. If you navigate away from the locked policy, you will get an option to save the
edited policy with different name.

After editing a locked policy, if you move to another policy without saving your edited
policy, or if you unlock the policy without saving, the following warning message appears,
as shown in Figure 177 on page 281.

Figure 177: Unsaved Changes Warning Message

Unsaved Changes ...

If Security Director administrator releases the lock, you will receive the following warning
message, as shown in Figure 178 on page 281.

Figure 178: Policy Unlock by Admin Message

i } Palicy Lock has been released by Admin

If you do not edit the locked policy and the policy lock timeout expires, the following
warning message appears, as shown in Figure 179 on page 282.
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Figure 179: Policy Lock Release Message

Policy Lock

é) Policy Lock has been released

OK

The policy is locked and released for the following policy operations. Also, these operations
are disabled for a policy, if the policy is locked by some other user.

« Modify
« Assign devices
« Rollback

. Delete

e NOTE:

« You can unlock the policy by logging out of the application or when the
policy lock timeout expires. You can unlock your policies even if they are
not edited.

. |f the browser crashes when the policy is still locked, the policy is unlocked
only after timeout interval expires.

. Ifthereisanobject conflict resolution during a migration, import, or rollback,
and if you are editing any objects, you will receive a save as option for the
edited objects. The behavior is the same when you import addresses from
CSV.

« Policy lock is not released under the following scenario:
- If you save or discard you changes to the locked policy.

- if you do not make any changes to the locked policy and navigate to
another policy.

. Itisrecommended to configure the session time longer than the lock
timeout value.

« You can create address objects and address group inline.

Related . Publishing IPS Policies on page 287

D tati
ocumentation « Managing IPS Policies on page 291
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Managing Policy Locks

All the locked policies can be viewed in a single page. This page is available for a user
having Manage Policy Locks tasks assigned. This page shows all the locks only if the user
has Unlock task assigned, other wise user will see only his locks. To view the locked
policies:

1. Select Security Director > IPS Policy > Manage Policy Locks.

The Manage Policy Locks page appears showing only those locks that can be managed
by the current user. The page contains the following fields:

« Policy name
. User (IP Address)
. Lock acquired time

- Time for lock expiry

Figure 180: IPS Policy: Manage Policy Locks

2. Right-click the policy that you want to unlock, and press Unlock. You can select policies
that are locked by you and unlock them. To unlock your policies, you do not need any
administrator privileges. To unlock policies locked by other users, you must have the
task LOCK assigned to you.

User with administrator privileges can configure the lock settings. To configure the lock
settings:

1. Click Application Switcher, and go to Network Application Platform > Administration
> Manage Applications.

2. Right-click the Security Director application, and select Modify Application Settings.
The following page appears, as shown in Figure 181 on page 284.
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Figure 181: Modify Security Director Settings

Modify Security Director Settings o

Es Application Locking >

Locking

Lock Timeout in Minutes:

3. Under the Locking option, you can configure the locking timeout value in minutes. The
minimum value that you can configure is 2 minutes and the maximum 120 minutes.
By default, the timeout value is configured for 5 minutes.

4. By default, the Explicit Policy Lock for edit option is enabled. You can disable this
option, if you do not want to lock the policies before editing. When this option is
disabled, policies can be edited by any user. The first user gets the preference of saving
the changes for a policy. The next save on the same version of a policy results in the
user being asked to save policy with new name.

0 NOTE: Acquiring a policy lock or releasing a lock is audit logged. Release
locking will show the reason for the release, for example, an explicit release,
on save, discard, timeout, or administrator release. Administrator changes
of the lock configuration are also audit logged. To see the audit logs, from
the Security Director task bar, select Audit Logs.

Related . Creating IPS Policies on page 274
Documentation « Publishing IPS Policies on page 287

« Managing IPS Policies on page 291

Ordering the Rules in a IPS Policy

To reorder the rules in a IPS policy:

1. Select Security Director >IPS Policy.

The Policy Tabular view appears.
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Select the IPS policy whose rules you want to reorder.
The rules of the IPS policy are displayed in the right pane.

Select a rule that you want to reorder and click the appropriate icon on the top of the
right pane.

Icon Name Description

Move Rule Up

Moves the rule one level up in the hierarchy.

Move Rule Down

Move Rule to Top

Moves the rule one level down in the hierarchy.

Moves the rule to the top of the hierarchy.

Move Rule to Bottom

Moves the rule to the bottom of the hierarchy.

Related
Documentation

The rule is now positioned accordingly. When the IPS policy is provisioned, the rules
are provisioned to the devices in the order you have specified.

Creating IPS Policies on page 274
Adding Rules to an IPS Policy on page 285
Publishing IPS Policies on page 287

Managing IPS Policies on page 291

Adding Rules to an IPS Policy

To add rules to an IPS policy:

1.

Select Security Director > IPS Policy.

The IPS Policy tabular view appears.

From the left pane, click the IPS policy to which you want to add rules.
The right pane displays the existing rules of the IPS policy.

Click the + icon to add a rule and select the type of the rule you want to add (IPS or
Exempt rule). The newly added rules blink a different color for a few seconds. A new
rule is added to the bottom row.

Click the Name field in the rule and change the name of the rule.

Click the Source Zone field in the rule and select the appropriate zone from the list of
zones.

Click the Source Address field in the rule.
The address selector appears.

From the Available column, select the addresses you want to associate the rule to.
You can select all addresses by clicking Page and clear them all by clicking None.
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Click the right arrow in the address selector. There are two options available such as
Include Selected and Exclude Selected. If you select Include Selected, all the addresses
selected are sent to the device. If you select the Exclude Selected, except the selected
addresses, all other configurations are moved to the device.

The selected addresses are now moved to the Selected column.

Click OK.

. Click the Destination Zone field in the rule and select the appropriate zone from the

list of zones.

. Click the Destination Address field in the rule.

The address selector appears.

. Select the addresses you want to associate the rule to, from the Available column.

You can select all addresses by clicking Page and unselect them all by clicking None.

. Click the right arrow in the address selector.

The selected addresses are now moved to the Selected column.

. Click OK.

. Click the Service field in the rule.

The service selector appears.

. Select the services you want to associate the rule to, from the Available column.

. Click the right arrow in the service selector.

The selected services are now moved to the Selected column.

. Click OK.

. Click the IPS Signature column in the rule.

The IPS Signature Selector window appears. You can select and add IPS signatures
from this window.

20. Click Update in the IPS Signature Selector window when you select the IPS signatures

21.

for the rule.

Click Action column in the rule and select the appropriate action for the rule.

22. Click Notification column in the rule.

A drop-down menu with all notification options appears. To add appropriate
notification options:

a. Click the check box next to the Attack Logging field if you want to log the attacks.
b. Click the check box next to the Alert Flag field if you want to flag attacks.
c. Click the check box next to the Log Packets if you want to log the packets.

d. Click OK.

23.Click IP Action column in the rule.

A drop-down menu with all IP action option appears.
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e.

Select the appropriate option from the IP Action drop-down menu.

Select the appropriate option from the IP Target drop-down menu.

. Enter the value of the timeout interval in the Timeout Value field.

Click Log Taken and Log Creation fields, if you want to maintain a log of the IP
actions performed.

Click OK.

24. Click Additional column in the rule.

a.
b.

C.

Select the appropriate severity from the Severity drop-down menu.
Click the check box next to the Terminal field.

Click OK.

25. Click the Description column and enter a description for the rule.

26. Click Save.

NOTE:

. For exempt rules, Action and IPS Options (Notification, IP Action, and
Additional) are not available.

- If you have any cut or copied rules or rule groups, you will have Paste Rules
links to paste the rules or rule groups. The pasting options are available
only for the predefined rule groups.

Related . Creating IPS Policies on page 274

Documentation

« Ordering the Rules in a IPS Policy on page 284

« Publishing IPS Policies on page 287

« Managing IPS Policies on page 291

Publishing IPS Policies

To publish an IPS policy:

1. Select Security Director > IPS Management > Publish IPS Policy.

The Services page appears with all the IPS policies. It also displays the publish states
of the IPS policies.

2. Select the check box next to the IPS policy that you want to publish.

3. Select the Schedule at a later time check box if you want to schedule and publish the
configuration later, as shown in Figure 182 on page 288.
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Figure 182: IPS Policy Publish Page
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4. Click Next.

The Affected Devices page displays the devices on which this IPS policy will be
published, as shown in Figure 183 on page 288.

Figure 183: Policy Publish: Affected Devices Page
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5. If you want to preview the configuration changes that will be pushed to the device,
click View in the Configuration column that corresponds to the device. The
Configuration Preview progress bar is shown while the configuration to be pushed to
the device is generated.

The CLI Configuration tab appears by default. You can view the configuration details
in CLI format, as shown in Figure 184 on page 289.
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Figure 184: Policy Publish: CLI Configuration
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6. View the XML format of the configuration by clicking the XML Configuration tab, as
shown in Figure 185 on page 289.

Figure 185: Policy Publish: XML Configuration
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7. Click Back.

8. Click Publish if you want only to publish the configuration.
A new job is created and the job ID appears in the Job Information dialog box.

9. Click Publish and Update if you want both to publish and to update the devices with
the configuration.

The IPS policy is now moved into the Published state if the configuration is published
to all devices involved in the IPS policy. If the configuration is not published to all
devices involved in the IPS policy, the IPS policy is placed in the Partially Published
state. If an IPS policy is created but not published, the IPS policy is placed in the
Unpublished state. If any modifications are made to IPS policy configuration after it
is published, the IPS policy is placed in the Republish Required state. You can view
the states of the policies by mousing over them.

A new job is created and the job ID appears in the Job Information dialog box.

10. Click the job ID to view more information about the job created. This action redirects
you to the Job Management workspace. In the Job Management workspace, the
commit check status and the compile status are both checked at the device end. The
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state is changed to either success or failure, depending on the compile status of the
configuration. There is a timeout window of 15 minutes for the compile status. If the
compilation takes longer than 15 minutes, the job fails with a warning message.

If you get an error message during the publish, or if the IPS policy publish fails, go to
the Job Management workspace and view the relevant job ID to see why the publish
failed. Also, during the compile, detailed job view captures the compile progress.

In the Job Details window, use the available filer box to search for any device by filter
name, tag name, or IP address. Filtering works only for currently available devices.
Search with the first character of the tag name to search by tag name. If you search
with any middle characters, the search fails.

During the publish and update, the disabled rules and objects are not deleted. Disabled
rules are updated as inactive configuration. This is an optional setting. You can choose
to push the disabled rules to a device by selecting Update disabled rules to device option
in Security Director application setting, under Platform. By default, Update disabled rules
to device option is disabled. For the pushed disabled rules to work after the upgrade,
Security Director mustimport the policy again and the application firewall signature must
be downloaded prior to the import.

If you are having the disabled rules on the device, as shown in the following example:

set security policies from-zone untrust to-zone trust policy Device-Zone-5 match
destination-address any

set security policies from-zone untrust to-zone trust policy Device-Zone-5 match
application any

set security policies from-zone untrust to-zone trust policy Device-Zone-5 then
deny

deactivate security policies from-zone untrust to-zone trust policy Device-Zone-5

When you import this rules, Security Director sets the state as disabled. If a particular
node in the CLI is deactivated, that node is not imported into the Security Director.

If you import a rule, as shown in the following example, Security Director will not set the
application service.

set security policies from-zone trust to-zone untrust policy Device-Zone-2
description "Rule With Infranet All Traffic Auth"”

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
source-address any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
destination-address any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 match
application any

set security policies from-zone trust to-zone untrust policy Device-Zone-2 then
permit application-services idp

set security policies from-zone trust to-zone untrust policy Device-Zone-2 then
permit application-services uac-policy captive-portal captiveportal_65573
deactivate security policies from-zone trust to-zone untrust policy Device-Zone-2
then permit application-services

Security Director does not support inactive nodes and the inactive rules. If the objects in
the rule are not defined, Security Director provides a warning message, at the time of
import, listing the objects that are not defined.
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NOTE:

« You can also publish an IPS policy by right-clicking the IPS policy in the IPS
Policy tabular view and selecting Publish Policy. You are redirected to the
Affected Devices page.

« You can search for a specific device on which the policy is published by
entering the search criteria in the Search field, in the top-right corner of the
Services page. You can search the devices by their name, IP address, and
device tags.

. IfthelIPS policyis to be published on a large number of devices, the devices
are displayed across multiple pages. You can use the pagination and display
options available on the lower ribbon, just below the list of devices, to view
all devices on which the policy is published.

« When you configure Packet Capture on a device that does not have the
sensor setting, Security Director shows a warning message in the IPS publish
window.

. If a device does not have a license or has an expired license, a warning
message appears during the publish and update of the IPS policy. However,
the CLl is still generated.

Related . Creating IPS Policies on page 274

Documentation

« Managing IPS Policies on page 291

Managing IPS Policies

You can delete, enable, and disable rules in an IPS policy, in advanced mode.

To open the IPS Policies page:

« Select Security Director > IPS Policy.

The IPS Policy Tabular view appears.

You can perform the following tasks in the IPS Policies space. These tasks are only
permitted when firewall policy is set to IPS Advanced mode.

1. Deleting IPS Policy Rules on page 292

@ N o U op W N

Enabling or Disabling Rules in an IPS Policy on page 292

Cloning a Rule in an IPS Policy on page 292

Grouping Rules in an IPS Policy on page 293

Expanding/Collapsing All Rules in an IPS Policy on page 293

Cutting/Copying And Pasting Rules or Rule Groups in an IPS Policy on page 293
Adding Rules to an IPS Policy on page 294

Rule Operations on the Filtered Rules on page 294
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Deleting IPS Policy Rules

To delete rules in an IPS policy:

1.

Select Security Director > IPS Management.

The IPS Policy tabular view appears.

Select the device policy from which you want to delete IPS policy rules.
The right pane displays the device rules for which IPS policy is enabled.
Select the check box next to the IPS or exempt rule you want to delete.
Click the Delete icon.

Click Save.

Enabling or Disabling Rules in an IPS Policy

To enable or disable rules in an IPS policy:

1.

Select Security Director > IPS Management.

The IPS Policy tabular view appears.

Select the IPS policy whose rules you want to enable or disable.

The rules of the firewall policy are displayed in the right pane.

Select the check boxes next to the rules that you want to enable or disable.
Click the Enable or Disable icon.

Click Save.

Cloning a Rule in an IPS Policy

To clone arule in an IPS policy:

1.

Select Security Director > IPS Policy.

The IPS Policy tabular view appears.

Select the IPS policy whose rule you want to clone.

The rules of the IPS policy appears in the right pane.

Select the check box next to the rule that you want to clone.

Right-click and select Clone.
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Grouping Rules in an IPS Policy

To group rules in an IPS policy:

1. Select Security Director > IPS Policy.
The Policy tabular view appears.

2. Select the IPS policy whose IPS rules you want to group.
The rules of the IPS policy are displayed in the right pane.

3. Select the check boxes next to the rules you want to group.

4. Right-click the rules and select Rule Group > Create Rule Group.
The Create Rule Group pop-up window appears.

5. Enter a name for the rule group in the Name field.

6. Enter a description for the rule group in the Description field.

7. Click Create.

e NOTE: When the rule group is created, you can add rules in the rule group,
modify the rule group name, move the rule into another rule group, ungroup
rules, and ungroup rule groups using appropriate options.

Expanding/Collapsing All Rules in an IPS Policy
To expand or collapse all rules in an IPS policy:

1. Select Security Director > IPS Policy.
The IPS Policy tabular view appears.
2. Select the IPS policy whose rules you want to expand.
By default, IPS policy rules in collapsed state are displayed in the right pane.

3. Click the Expand All RuleGroups icon, and all rules corresponding to that particular
policy are expanded.

4. Click the Collapse All RuleGroups icon to collapse all rules.

Cutting/Copying And Pasting Rules or Rule Groups in an IPS Policy
To cut or copy and paste rules or rule groups in an IPS policy:

1. Ontheright pane, select the device rule or rule group that you want to cut or copy.
Right-click the selected device rule or rule group, and select Cut or Copy. If Cut is
selected, related rule or rule group is removed from the right pane view.

You can copy the rules without locking a policy. However, you must lock the policy for
the cut operation. You can select the combination of rules or rule groups for cutting
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or copying operation. However, a rule group and one or more rules inside the same
rule group cannot be copied or cut simultaneously.

2. Ontheleft pane, select the IPS policy in which you want to paste the rule or rule group.
On the right pane, right-click the rule or rule group that you want to paste. You can
paste the rule or rule group before or after the selected rule or rule group by choosing
the Paste Before or Paste After option, respectively.

If you are cutting and pasting rules across different policies, you must first save the
cut operation in the current policy before moving to another policy for pasting.
Otherwise, an error message is displayed, giving you the potion either save or discard
the changes.

Security Director does not support nested rule grouping. If you paste a rule group in
another custom rule group, an error message is displayed, giving you the option to
proceed by flattening the copied rule group, as shown in Figure 186 on page 294.

Figure 186: Nested Rule Groups Paste Operation Warning Message

Paste Operation - Information

Adding Rules to an IPS Policy
You can add the rules before or after the IPS rule or exempt rule. To add rules:

1. Select Security Director > IPS Policy.
The Policy tabular view appears.

2. Select the IPS rule to which you want to add rules, right-click, and select Add Rules
Before or Add Rules After.

You will get an option to add rules before the IPS rule or Exempt rule, or after the IPS
rule or Exempt rule.

Rule Operations on the Filtered Rules

You can perform various rule operations on the filtered list of rules. For example, consider
apolicy having sevenrules suchasa, b, c,d, e, f,andgin an order inside a rule group. After
filtering, if only second and sixth rules are filtered, that is only rules b and f, Table 25 on
page 295 explains the various rule operations on the filtered rules.
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Table 25: Various Rule Operation on the Filtered Rules

Rule Operation Description

Add rule before To add a new rule before an existing rule, select the existing rule in the filtered list and add the new rule
above it.

For example, if you perform this operation by selecting the sixth rule that is f, the seventh rule must be
added before the sixth rule, in the filtered list. The rule f must be moved down to the seventh place in the
full list.

Add rule after To add a new rule after an existing rule, select the existing rule in the filtered list and add the new rule
below it.

For example, If you perform this operation by selecting the second rule that is b in the filtered list, the
seventh rule must be added after the second rule. This rule is added at the third place in the full list.

Paste before To paste a copied rule before an existing rule, select the existing rule in the filtered list and paste the copied
rule above it.

For example, If you perform this operation by selecting the sixth rule that is f in the filtered list, the copied
rule must be added after the sixth rule. The rule f must be moved down to the seventh place in the full
list.

Paste after To paste a copied rule after an existing rule, select the existing rule in the filtered list and paste the copied
rule below it.

For example, If you perform this operation by selecting the second rule that is b in the filtered list, the
copied rule must be added after the second rule. The new rule is added at the third place in the full list.

Clone To clone a selected rule, select the existing rule you want to clone in the filtered list. The cloned rule will
be added above the selected rule.

For example, If you perform this operation by selecting the sixth rule that is f in the filtered list, the cloned
rule must be added after the sixth rule, at the seventh place. The rule g must be moved down to the eighth
place in the full list. This can be checked by clearing the filter from the search box.

Move rule to top To move a rule to the top of a list, select the rule you want to move in the filtered list and move rule to the
top. If you move a rule from a filtered list to the top of that list, the selected rule is also moved to the top
of the full list.

For example, If you perform this operation by selecting the sixth rule f in the filtered list, the rule f must be
moved to the top in the rule group, at first place in the original list. This can be checked by clearing the
filter from the search box.

This option is disabled for the top rule in the full list.

Move rule to To move a rule to the bottom of the list, select the rule you want to move in the filtered list and move rule
bottom to the bottom. If you move a rule from a filtered list to the bottom of that list, the selected rule is also
moved to the bottom of the full list.

For example, If you perform this operation by selecting the second rule b in the filtered list, the rule b must
be moved to the bottom in the rule group, at the seventh place in the full list. This can be checked by
clearing the filter from the search box.

This option is disabled for the last rule in the full list.
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Table 25: Various Rule Operation on the Filtered Rules (continued)

Rule Operation Description

Move rule up

To move a rule up one position in the list, select the rule you want to move in the filtered list and move
rule up one position.

For example, If you perform this operation by selecting the sixth rule f in the filtered list, the rule f must be
moved before the second rule b in the filtered list. This rule is moved to the second place in the rule group
in the full list.

This option is disabled for the top rule in the full list.

Move rule down

To move a rule down one position in the list, select the rule you want to move in the filtered list and move
rule down one position.

For example, If you perform this operation by selecting the second rule b in the filtered list, the rule b must
be moved after the sixth rule f in the filtered list. This rule is moved to the sixth rule in the rule group in the
full list.

This option is disabled for the last rule in the full list.

Related . Creating IPS Policies on page 274
Documentation

. Ordering the Rules in a IPS Policy on page 284
« Adding Rules to an IPS Policy on page 285

. Publishing IPS Policies on page 287
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« Security Director Devices on page 299
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Security Director Devices

Updating Devices with Pending Services on page 299
« Importing Firewall, NAT, and IPS Policies from a Device to Security Director on page 303
« NSM Migration on page 309

+ Managing Consolidated Configurations on page 315

Updating Devices with Pending Services

To update a device with pending services:

1. Select Security Director > Security Director Devices.
The Security Director Devices page appears, as shown in Figure 187 on page 299.

Figure 187: Security Director Devices Page

Security Director Devices > Lipdate Device

Actions™

2. Select the check box next to the device on which you want to update the pending
services.

3. Click Update.

The Update page appears, as shown in Figure 188 on page 300.
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Figure 188: Update Window

Preview Configuration

Select service types

[] Firew all-Palicy

[JIPS Palicy

[] WP
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4. Select the type of service you want to update on the device in the Select Service Types
pane. Once you select the type of service, the selected service is saved for your
username and every time you log-in, by default, this service will be selected to update.
You can retain the same service or select any other services.

5. Select the Schedule at a later time check box if you want to schedule the update at a
later date and time.

6. Click Update.

If you make any changes to a device, which is outside of changes managed by Security
Director, the Management Status for that device is shown as Device Changed. You can
check the status of the device in the Security Director Devices workspace by right-clicking
the device and select View Device Change. To make the device status back to In-Sync,
you must right click the device and select Update.

In the Select service types, you must select only services that are changed, and update
the device. Do not select all the services when the CLI changes are related only to a
particular service. Once you update from Security Director, the device status must be
changed to In-Sync.

0 NOTE: If youmake changes with NAT and firewall policies through the device
CLI, and while updating the device you must select both firewall policy and
NAT policy in the Select service types window. If you select either firewall
policy or NAT policy alone for update, the device status remains Device
Changed and will not be changed to In-Sync after the update.

To view the description entered for the device:

1. Inthe Manage Security Devices page, right-click the device for which policies are
published, and select Preview Configuration.

2. The Preview Configuration window appears. Select the service type and click OK.

The publish window appears showing the descriptions for the policy rules and objects
in the CLI to be pushed to the device, as shown in Figure 189 on page 301.
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Figure 189: Device Changes Page Showing Device Comments
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0 NOTE: Descriptions entered for the address or service or NAT pool objects
used in the firewall or NAT policies, and descriptions for NAT or firewall
policy rules, are also pushed to the device. This feature is supported for
devices running Junos OS Release 12.1 and later.

0 NOTE: Awarning message appears when the management status forany
device is changed to Device Changed.

To refresh the certificate for any device:

1. Inthe Update Device page, select the device for which you want to refresh the
certificate. Right-click and select Refresh certificate list option.

You can select one or more devices to refresh the certificate. The Sync Device Status
page appears, as shown in Figure 190 on page 302.
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Related
Documentation

Figure 190: Sync Device Status Page

Sync Device Status

2. Select the device(s) for certificate synchronization and click Sync.

3. Ajob IDis created. You can click the job ID to get the status of the certificate
synchronization.

o NOTE: The certificate synchronization is not applicable for logical systems.

Security Director allows you to rerun updates on failed devices. The Job Management
framework gives you the option of retrying a job on all or a subset of the main objects,
such as devices. You can retry a job more than once. The failed objects list reflects the
jobs you choose to retry. You can retry only on the update devices jobs and not on any
other jobs. You can retry a failed update job only if you have Update Device permission
under Security Director Devices section of RBAC. Also, you must trigger a new update in
case there are issues in reaching the device while updating a service.

For example, Job 1 fails on devices A, B, C, and D, and it succeeds on devices E, F, G, and
H. Job 2 retries Job 1. For Job 2, you can select devices A, B, C, and D to be retried.

If you choose only to retry devices A and, device A might succeed while device B fails
again. Job 3 retries Job 2. For Job 3, you can choose to retry device B. Job 4 retries Job 1.
For Job 4, you can choose to retry all the failed devices: A, B, C, and D.

For more detailed information about retrying failed updates, consult the following links:

. Fortheonline help content on the device, click Security Director > Jobs > Job Management
help.

. Forthe document about Junos Space on web, see the Junos Space Network Application
Platform User Guide.

« Importing Firewall, NAT, and IPS Policies from a Device to Security Director on page 303
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« NSM Migration on page 309

. Managing Consolidated Configurations on page 315

Importing Firewall, NAT, and IPS Policies from a Device to Security Director

Security Director enables you to import firewall, NAT, and IPS policies from a device. All
objects supported by Security Director are imported during the policy import process.
Rules that contain objects not supported by Security Director are imported with the
disabled rule state. You can import IPS policies along with the firewall policies, however,
you cannot import IPS policies alone.For IPS, only the active polices are imported. After
import, Security Director creates a policy with IPS mode set to Advanced. If you are using
predefined device templates, any policy rules with an IPS mode as Basic is migrated as
Advanced mode in the imported policy.

You can select a list of policies to be imported to Security Director. Security Director
displays a summary of the rules and objects used in the policies to be imported. After
you verify the information and resolve any conflicts, the policies are imported from the
device to Security Director. Every time a new import is initiated, Security Director creates
a new policy, even if a policy with that name was imported previously. In such a case,
Security Director names the new policy based on the results of the duplicate name
resolution.

0 NOTE:

. Imported policies are created without any device assigned to them. To use
these policies, you must associate a device with the policy.

. Ifyouimport any disabled rule, Security Director configures them asinactive
state. If any node in the disabled ruleis in the inactive rule, such node is not
imported by Security Director. In the next device update, such nodes are
deleted.

« Prior toimporting IPS and Application Firewall configurations into Security
Director, the IPS or Application Firewall Signatures must be downloaded
on to the Junos Space.
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To import a firewall, NAT, or IPS policy:

1. Select Security Director > Security Director Devices.
The Manage Security Devices page appears, as shown in Figure 191 on page 304.

Figure 191: Manage Security Devices Page
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2. Select the device for which you want to import the policy. Right-click on the device,
and then click Import.

The Service Import Summary page appears, as shown in Figure 192 on page 304.

Figure 192: Service Import Summary Page
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This page provides the following information:

. Policy name and type (firewall, NAT, or IPS)
« Number of rules with errors or warnings
« Summary showing:
- Number of addresses, services, or NAT pool objects

- Rules with unsupported objects

3. Select the policy that you want to import, and click Next.

If conflicts are present, the Object Conflict Resolution page appears, as shown in
Figure 193 on page 305.

Figure 193: Object Conflict Resolution Page
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An object conflict occurs when the name of the object to be imported matches an
existing object, but the definition of the object does not match. You can use the
available Tooltip view to see more information for Value, Imported Value, and Action
columns. To see the tooltip for an object, mouse over its value, imported value, or
action columns.

Conflicting objects can be address, service, NAT pool objects, IPS Signature, static
group, or dynamic group. The inactive rules on the device are disabled in the imported
policy and the unused objects, such as unused IPS signatures are removed during the
IPS import. Security Director imports attacks that are used in the policy. The unused
attacks such as address or service, are deleted by the Security Director in the next
policy publish. You can take the following actions for the conflicting objects from the
action column:

- Keep the existing object, and ignore the new object.
- Overwrite the existing object with the new object.

. Accept the proposed name, or enter a new name.

Once theinitial naming conflict has beenresolved, the object conflict resolution checks
for further conflicts with the new name and definition until conflict is completely
resolved.

You can select more than one conflicting object to perform the action. Select one or
more conflicting object, right-click and select required action, as shown in Figure 194
on page 306.
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Figure 194: Same Action Applied to Two Conflicting Objects
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The same action is applied to all the selected conflicting objects.

4. After all object conflicts are resolved, click Next. A summary of the import process
appears, along with the conflict resolution page, as shown in Figure 195 on page 306.

Figure 195: Policy Import Status Page
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To print the summary report, click Print Report at the beginning of the page.

0 NOTE: If Security Director finds further conflicts, the Object Conflict
Resolution page is refreshed to display the new conflicts.

5. Click Finish toinitiate the import process. After the import is complete, a comprehensive
report for each policy imported is provided, as shown in Figure 196 on page 307.
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Figure 196: Firewall Policy Final Import Status Page
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6. Click Summary Report to view the import summary as shownin Figure 195 on page 306.

7. Gotothe Firewall Policy workspace to view the imported policies. At this point Security
Director will have created a device policy without associating any devices with it. At
this point you can continue to import policy objects for all other devices as many
number of times as required. All imported device policies will show up as device
policies.

Go to the NAT Policy workspace to view the imported policies. All imported device
policies show up as group policies in Security Director. At this point you can continue
to import policy objects for all other devices. You can perform all normal NAT policy
functions on these imported policies.

In Security Director, firewall rules are not disabled if IPS policy, policy-based VPN, or
AppFw is configured during the device import.

Security Director imports IPS on or off state in firewall rule. By default, after the import,
firewall policy mode for IPS will be in not configured state. If the device configuration has
an active IPS policy, the mode is set to Advanced after the import. If the mode is not set
to Advanced, such active policies are not selected by Security Director.

Firewall rules configured with application signature that include predefined, and custom
signature are imported. If the imported firewall rules have signatures not available in
Security Director, such firewall rules will be in disabled state after the import. The reason
for the disabled state is given in the Description field along with the information on the
missing application signature.

If a device firewall policy is imported to Security Director, it automatically creates rule
groups based on the zone pair. If a zone pair contains more than 300 rules, based on the
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auto group feature, the rule groups are broken into multiple rule groups each containing
200 rules. Group names for such groups are decided based on the following logic:

The configuration that is imported from the configuration group is imported to Security
Director and pushed to the device as an effective configuration. At the time or publish, a
warning message is displayed.

e NOTE: If the VPN was created outside of Security Director (CLI and so on),
the VPN is not imported. Firewall rules can point to VPNs that were created
outside of Security Director (CLI and so on), and can be used in any Security

Director rule with a tunnel action.

The following are application firewall import criteria in firewall rule:

. Multiple firewall rules can share the same application firewall rule set.

- Application firewall rule set name is automatically generated during policy publish.
You cannot customize the application firewall rule set names.

- Application firewall rule set can contain both blacklisted and whitelisted applications.

« <ZONE-NAME>-Intra (in case from zone and to zone are same)
« <SRX ZONE NAME>-to-<DST ZONE NAME >
« <SRX ZONE NAME>-to-<DST ZONE NAME>-X

X is a counter that allows multiple groups when a policy count exceeds 200.

For Security Director managed devices, ff you make any changes to a device, which is
outside of changes managed by Security Director, the Management Status for that device
is shown as Device Changed. Right-click the device and select View Device Change to
see the changes for the device. To import the changes alone, right-click the device and
select Import Device Changes. This imports the changes alone from the device and the
same workflow of import occurs for OCR.

308
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o NOTE:

« InJunos OS Release 12.1 and later releases, comments are imported during
the policy import process.

« You can also import similar logical systems policies to other devices.

« The following rules are not supported by NAT. After the import, Security
Director will disable these rules.

- Persistent NAT for source-nat interface
- Persistent NAT for source-nat pool
- IPv6tolIPv4 translation with the destination address 2001:470:b:227::1/96

- Matching Protocol in source and destination rule (supported only for
Junos OS Release 11.4 and later releases)

- Matching address object for source and destination address in source,
or destination, or static NAT rules

« Security Director does not assign devices to the imported policies. You
must explicitly assign devices once the import is complete.

« From Security Director Release 12.2 and later, Security Director categorizes
the zone-based rules in firewall policies, after importing from a device, into
logical rule groups based on zone pairs. For the rules between different
from or to zones, the rules are grouped under rule group name Interzone:
ZoneA to ZoneB, and if from or to zones are same, rules are grouped under
rule group name Intrazone: Zonename.

If the number of rules within the rule group exceeds 200, Security Director
splits the rule groups and appends -n with each rule group name, where n
is a digit greater than or equal to zero (last group name can have upto 299
rules).

. Security Director supports import of scheduler objects.

Related . NSM Migration on page 309
Documentation

NSM Migration

You can migrate firewall and NAT policies from Network and Security Manager (NSM)
for a set of devices. All objects supported by Security Director (Addresses, Services,
Address group, Service gorup) can be imported with the policy, with the exception of
polymorphic objects. Rules referring to these objects are disabled after the migration.

At any time, only a single migrate from the NSM workflow can be triggered on Security
Director. Migrating policies from NSM requires the NSM database to be exported in .xdiff
format. You must copy this file to your local machine and provide the path of the .xdiff
file to migrate policies from NSM to Security Director.
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Figure 197 on page 310 shows the workflow of device import.

Figure 197: High-level Device Import Workflow
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To import policies from NSM:

1. Select Security Director > Security Director Devices > NSM Migration.

The Upload NSM xdiff file to start migration window appears, as shown in Figure 198
on page 311.

Figure 198: NSM Xdiff File Upload Page

Upload NSM xdiff file to start migration

MEh Wigration

woiff file: Select #diff file. ..

Zancel

0 NOTE: The supported NSM versions for the database import are 2010.3
through 2011.4.

2. Browse to the path where the .xdiff file is stored, and select the appropriate .xdiff file,
generated from NSM. The .xdiff file is imported to the Security Director server.

The Devices page appears showing the name of the available devices, the Junos OS
version of each device, and the platform.

Figure 199: NSM Migration Devices Page

Devices
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e NOTE: In Security Director Release 12.2 and later releases, ScreenOS
based policies (SRX Series specific fields) are migrated from NSM to
Security Director and ScreenOS devices are listed in the devices page in
the NSM migration workflow.

3. Select the devices for which you want to import the policies, and select Next.

The Service Import Summary page appears, as shown in Figure 200 on page 312.
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Figure 200: Service Import Summary Page
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This page provides the following information:

. Policy name and type (firewall or NAT)
« Number of rules with errors or warnings
- Summary showing:
- Number of addresses, services, or NAT pool objects

- Rules with unsupported objects (UTM, Scheduler)

4. Select the policy that you want to import, and click Next.

If conflicts are present, Object Conflict Resolution page appears, as shown in Figure
201 on page 312.

Figure 201: NSM—-0Object Conflict Resolution Page
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An object conflict occurs when the name of the object to be imported matches an
existing object, but the definition of the object does not match.

Conflicting objects can be address, service, or NAT pool objects. You can take the
following actions for the conflicting objects from the action column:

. Keep the existing object, and ignore the new object.
- Overwrite the existing object with the new object.

. Accept the proposed name, or enter a new name.

312

Copyright © 2013, Juniper Networks, Inc.



Chapter 23: Security Director Devices

Once theinitial naming conflict has been resolved, the object conflict resolution checks
for further conflicts with the new name and definition until resolution is complete.

5. After all object conflicts are resolved, click Next. A summary of the import process
appears, along with the conflict resolution page, as shown in Figure 202 on page 313.

Figure 202: NSM Migration Status Page
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To print the summary report, click Print Report at the beginning of the page.

0 NOTE: If Security Director finds further conflicts, the, Object Conflict
Resolution page is refreshed to display the new conflicts.

6. Click Finish toinitiate the import process. After the import is complete, a comprehensive
report for each policy imported is provided, as shown in Figure 203 on page 314.
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Figure 203: NSM Migration Final Status Report Page

Import

Status: SUCCESS
Start Time: Oct 3, 2012 3:50:38 PM UTC+05:30
Import-196683 End Time: Oct 2, 2012 3:50:40 PM UTC+05:20

Mote: Imported Policies are not assigned to Devices

Task Status etails
Reading import Files In Progress tarted at Oct 3,
Reading import Files

Importing Addre

Importing Addre

Importn,

Importing

Importing Mat Pre:

Importing Nat P

Importing Mat P

Importing Mat Fools

Importing Firewall Policy In Progress

Importing Firewall Y Success

7. Click on Summary Report to view the import summary as shown in Figure 202 on
page 313

8. Go to the Firewall Policy or NAT Policy workspace to view the imported policies. At
this point Security Director will have created a group policy without associating any
devices with it. At this point you can continue to import policy objects for all other
devices. All imported device policies will show up as group policies in Security Director.
You can perform all normal firewall, or NAT policy functions on these imported policies.

In Security Director, firewall rules are not disabled if IPS policy is configured during the
device import. Security Director imports IPS policies along with the IPS on or off state in
firewall rule. By default, after the import, firewall policy mode for IPS will be in not
configured state.

O NOTE:

- If a group has more than 300 rules, Security Director automatically breaks
the group into multiple rule groups each containing 200 rules. The only
exception is that these groups are placed last in the list of groups. The size
of the last group is calculated by the upper threshold of 300 rules and
lower threshold of 100 rules.

« Security Director attaches _DE to the device exception policies name. You
cannot directly assign device exception policies to group policy. Assign
devices to the device exception policies first,and then assign those devices
to the group policies.

« Security Director supports import of scheduler objects from NSM.

314

Copyright © 2013, Juniper Networks, Inc.



Chapter 23: Security Director Devices

Related . Importing Firewall, NAT, and IPS Policies from a Device to Security Director on page 303
Documentation

Managing Consolidated Configurations

A consolidated configuration is a collection of pending configurations created for one or
more devices by using Junos Space applications or the Junos Space Network Application
Platform. Such configurations could be created using the Config Editor, Device Templates,
or Security Director, for example. The main purpose of collecting them is to review them
all in a device-centric view, and then potentially to deploy them to one or more devices
in a single commit.

In Junos Space, different users can create change requests, configuration templates, and
so forth for a particular device. A single reviewer can then view all of these configurations
for multiple devices to decide which of them to deploy, and in which sequence. However,
permissions for the Manage Consolidated Configurations task could be restricted to
specific subtasks; for example, the person who generates a consolidated configuration
might not have the permissions to approve the consolidated configuration for deployment.

A consolidated configuration that has been approved can be deployed immediately or
scheduled for a later time. A consolidated configuration cannot be approved until it has
been submitted for review.

» Generating a Consolidated Configuration on page 315
Generating a Consolidated Configuration
The detailed documentation on the consolidated configuration can found at:
« For the online help content on the device, click Security Director > Devices help.

« For the document on web, see Junos Space Network Application Platform User Guide .

The consolidated configuration status shown in the platform can also be seen from
Security Director. To view the consolidated configuration status from Security Director,
click Security Director Devices. The status is shown in the Consolidated Config Status
column, as shown in Figure 204 on page 316.
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Figure 204: Consolidated Config Status from Security Director

Coalfiguration_. Management.

Table 26 on page 316 shows different consolidated configuration status at different
configuration levels.

Table 26: Different Status of Consolidated Configuration

CC Status Description

Prepare Subtask consists of publishing the consolidated configuration so that it can be reviewed, that is,
validated on the device, approved or rejected, and deployed.

NOTE: If you want to exclude or include configurations from a specific server-type (Firewall policy,
NAT, and so on), the consolidated configuration must be regenerated with the changed parameters.

Validate Validating a configuration on a device is a recommended prerequisite to deploying the configuration.

Only a consolidated configuration that has already been generated can be validated.

Approve Approving a consolidated configuration enables it to be deployed. Unapproved consolidated
configurations cannot be deployed.

Reject Rejecting a consolidated configuration prevents it from being deployed. Both approved and unapproved
consolidated configurations can be rejected.

Deploy Only approved consolidated configurations can be deployed.
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o NOTE:

- |f the Security Director policy is not published, it will not appear in the
consolidated configuration. To update a policy through consolidated
configuration, the policy must be published in Security Director. There is
no workflow available to publish Security Director policies within the Junos
Space Network Application Platform.

« When devices with prepared or approved consolidated configurations are
updated from Security Director, the consolidated configuration status for
such devices is reverted to the generated state. An associated warning is
displayed during the update workflow.

Related . Updating Devices with Pending Services on page 299
Documentation
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Index

« Index on page 321
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