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About This Guide

• Junos Space Documentation and Release Notes on page xiii

• Documentation Conventions on page xiii

• Documentation Feedback on page xiv

• Requesting Technical Support on page xiv

Junos Space Documentation and Release Notes

For a list of related Junos Space documentation, see http://www.juniper.net/techpubs/

.

If the information in the latest release notes differs from the information in the

documentation, follow the Junos Space Release Notes.

To obtain the most current version of all Juniper Networks
®
technical documentation,

see the product documentation page on the Juniper Networks website at

http://www.juniper.net/techpubs/ .

Documentation Conventions

Table 1 on page xiii defines notice icons used in this documentation.

Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning
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Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can

improve the documentation. You can send your comments to

techpubs-comments@juniper.net, or fill out the documentation feedback form at

https://www.juniper.net/cgi-bin/docbugreport/ . If you are using e-mail, be sure to include

the following information with your comments:

• Document or topic name

• URL or page number

• Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the JuniperNetworksTechnicalAssistance

Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,

or are covered under warranty, and need post-sales technical support, you can access

our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf .

• Product warranties—For product warranty information, visit

http://www.juniper.net/support/warranty/ .

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides youwith the

following features:

• Find CSC offerings: http://www.juniper.net/customers/support/

• Search for known bugs: http://www2.juniper.net/kb/

• Find product documentation: http://www.juniper.net/techpubs/

• Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

• Download the latest versions of software and review release notes:

http://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://www.juniper.net/alerts/

Copyright © 2011, Juniper Networks, Inc.xiv

Junos Space Security Design User Guide

mailto:techpubs-comments@juniper.net
https://www.juniper.net/cgi-bin/docbugreport/
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf
http://www.juniper.net/support/warranty/
http://www.juniper.net/customers/support/
http://www2.juniper.net/kb/
http://www.juniper.net/techpubs/
http://kb.juniper.net/
http://www.juniper.net/customers/csc/software/
https://www.juniper.net/alerts/


• Join and participate in the Juniper Networks Community Forum:

http://www.juniper.net/company/communities/

• Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

Toverify serviceentitlementbyproduct serial number, useourSerialNumberEntitlement

(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Casewith JTAC

You can open a case with JTAC on theWeb or by telephone.

• Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

http://www.juniper.net/support/requesting-support.html .
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PART 1

Security Design Overview

• Security Design Overview on page 3

• Security Design Dashboard on page 7
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CHAPTER 1

Security Design Overview

• Security Design Overview on page 3

Security Design Overview

Security Design is a Junos Space application that you can use to design your network

security using a quick and easy approach. With Security Design, you can create IPsec

VPNs, firewall policies, NAT policies, and IPS configurations and push them to your

security devices. Theseconfigurationsuseobjects suchasaddresses, services,NATpools,

application signatures, policy profiles, VPN profiles, template definitions, and templates.

These objects can be shared across multiple security configurations. You can create

these objects prior to creating security configurations.

Firewall policy, NAT policy, and IPS policy can be created andmanaged in Tabular view.

You can easily add new rules to the policies and choose to override policy-inherited

settings by customizing the settings at a per-rule level. After you have added the rules

to the policy, you can reorder these rules based on priority or group these rules for easy

identification, andmodify them at a later point in time. A unified user interface approach

for firewall, NAT, and IPS policies helps you reduce the learning time required to create

different security configurations.

Security Design allows you to create site-to-site, hub-and-spoke, and full mesh IPsec

VPNs. The IPsec VPN creation interface allows you to define the Phase 1 and Phase 2

settings of the VPN. All VPNs created using Security Design can be viewed in Tabular

view. You can also modify the settings at a per-VPN level or per-device level in a VPN.

You can periodically download the latest version of application signatures and IPS

signatures from a URL provided by Juniper Networks. You can install these signatures on

security devices that have an IPS-related license installed. You can then use application

signaturesand IPSsignatureswhencreating firewall policy configurations.SecurityDesign

also lets you create your own customized signature-sets. All application firewall and IPS

configurations are pushed to the devices when the firewall policy in which they are used

is pushed to the devices.

When you finish creating and verifying your security configurations, you canpublish these

configurations and keep them ready tobepushed to the security devices. SecurityDesign

helps you push all the security configurations to the devices all at once by providing a

single interface that is intuitive. You can select all security devices that you are using on

the network and push all security configurations to these devices.

3Copyright © 2011, Juniper Networks, Inc.



A set of gadgets displayed on the dashboard graphically illustrates the critical elements

related to your security configurations. These gadgets help you keep track of the objects

created and their usage across security configurations.

The Security Design application is divided into seven workspaces, which include Object

Builder, Firewall Policy, NAT Policy, VPN, Downloads, IPS Management, and Security

Design Devices.

• Object Builder - A workspace to created objects used for firewall policy, NAT policy

and VPN configurations.

• Firewall Policy - A workspace to create and publish firewall policies on supported

devices.

• NAT Policy - A workspace to create and publish NAT policies on supported devices.

• VPN - A workspace to create Hub And Spoke, Site to Site, and Full Mesh IPsec VPNs.

• Downloads - A workspace to download and install signatures.

• IPS Management - A workspace to create andmanage IPS signatures, signature-sets,

and IPS policies.

• Security Design Devices - A workspace to update the configurations on the devices.

Figure 1 on page 4 displays Security Design home page.

Figure 1: Security Design Home Page

Some of the global features available with Security Design include:

• Create unique labels for objects and security configurations using the Tagging feature

for easier identification.

• Search objects and security configurations from a single search interface.
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• Verify and tweak your security configurations before pushing them to the device by

viewing the CLI and XML version of the configuration in the Publish workflow. This

helps you keep the configurations ready and push these configurations to the devices

during the maintenance window.

• Quickly cloneobjects andpolicy-related security configurations to save timeandeffort

in creating new objects and configurations.

5Copyright © 2011, Juniper Networks, Inc.
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CHAPTER 2

Security Design Dashboard

• Security Design Dashboard on page 7

Security Design Dashboard

Table 2 on page 8 lists the workspaces on the Security Design dashboard.
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Table 2: Security DesignWorkspaces

TasksWorkspace NameIcons

Create, manage, and publish firewall
policies.

Firewall Policy

Create andmanage IPS signatures, IPS
signature-sets, and IPS policies.

IPS Management

Create, manage, and publish NAT
policies.

NAT Policy

Create, manage, and publish VPNs.VPN

Create, modify, delete, and clone
addresses, services, policy profiles, VPN
profiles, application signatures,
templates, template definitions,
templates, and NAT pools.

Object Builder

Manage, discover, and add devices.Devices

Manage and view job status.Job Management

Update thedeviceswith firewall policies,
NAT policies, and VPN configurations.

Security Design Devices

Download AppFirewall and IPS
signatures.

Downloads

View audit logs by task, user, workspace,
and application.

Audit Logs

The Security Design dashboard has gadgets with information that is updated

automatically and immediately. You canmove gadgets on the dashboard and resize

them. These changes persist when you log out and log in to the Security Design

application. The gadgets displayed on the Security Design dashboard are:

Figure 2 on page 9 the Object Count gadget. This gadget shows the number of objects

that are created from the Object Builder workspace. You can use this gadget to keep

trackof theobjects available to createa security topology, IPsecVPNs, or security policies.
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Figure 2: Object Count Gadget

Figure 3 on page 9 shows the Address Types gadget. This gadget shows the different

address types created using the Address CreationWizard.

Figure 3: Address Types Gadgets
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PART 2

Getting Started

• Getting Started with Security Design on page 13
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CHAPTER 3

Getting Started with Security Design

• Getting Started on page 13

Getting Started

The Getting Started assistant provides instructions on how to perform tasks related to

a firewall policy, a NAT policy, a VPN, an IPS configuration, and an AppFirewall

configuration in Security Design.

TheGetting Started section displays instructions on how to:

1. Provisioning Firewall Policies on page 13

2. Provisioning NAT Policies on page 13

3. Provisioning IPsec VPNs on page 14

4. IPS Management on page 14

5. AppFWManagement on page 14

Provisioning Firewall Policies

To provision firewall policies:

1. Discover devices. See Discovering Devices section in the Junos Space Network

Application Platform User Guide.

2. Create addresses. See “Creating Addresses” on page 29.

3. Create a policy profile. See “Creating Policy Profiles” on page 48.

4. Create a service. See “Creating Services” on page 22.

5. Create firewall policies. See “Creating Firewall Policies” on page 74.

6. Publish firewall policies. See “Publishing Firewall Policies” on page 79

7. Update devices. See “Updating Devices with Pending Services” on page 149.

Provisioning NAT Policies

To provision NAT policies:

13Copyright © 2011, Juniper Networks, Inc.



1. Discover devices. See Discovering Devices section in the Junos Space Network

Application Platform User Guide.

2. Create addresses. See “Creating Addresses” on page 29.

3. Create firewall policies. See “Creating Firewall Policies” on page 74.

4. Publish firewall policies. See “Publishing Firewall Policies” on page 79

5. Create NAT pools. See “Creating NAT Pools” on page 44

6. Create NAT policies. See “Creating NAT Policies” on page 104.

7. Publishing NAT policies. See “Publishing NAT Policies” on page 110

8. Update devices. See “Updating Devices with Pending Services” on page 149.

Provisioning IPsec VPNs

To provision IPsec VPNs:

1. Discover devices. See Discovering Devices section in the Junos Space Network

Application Platform User Guide.

2. Create addresses. See “Creating Addresses” on page 29.

3. Create a VPN profile. See “Creating VPN Profiles” on page 53.

4. Create an IPsec VPN. See “Creating IPsec VPNs” on page 92.

5. Publish the IPsec VPN. See “Publishing IPsec VPNs” on page 96.

6. Update devices. See “Updating Devices with Pending Services” on page 149.

IPSManagement

Tomanage IPS:

1. Discover devices. See Discovering Devices section in the Junos Space Network

Application Platform User Guide.

2. Download IPS signature. See “Downloading the Signature Database” on page 123.

3. Pushing IPSsignature to thedevice.See“Installing theSignatureDatabase”onpage 125.

4. Create a firewall policy with IPS enabled. See “Creating Firewall Policies” on page 74.

5. Publish firewall policies. See “Publishing Firewall Policies” on page 79.

6. Update devices. See “Updating Devices with Pending Services” on page 149.

7. Create IPS signature. See “Creating IPS Signatures” on page 133.

8. Create IPS signature-set. See “Creating IPS Signature Sets” on page 139.

9. Create IPS policies. See “Creating IPS Policies” on page 143.

AppFWManagement

Tomanage AppFW:
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1. Discover devices. See Discovering Devices section in the Junos Space Network

Application Platform User Guide.

2. Download application signature. See “Downloading the Signature Database” on

page 123.

3. Push application signature to the device. See “Installing the Signature Database” on

page 125.

4. Create a firewall policy with AppFW enabled. See “Creating Firewall Policies” on

page 74.

5. Publish firewall policies. See “Publishing Firewall Policies” on page 79.

6. Update devices. See “Updating Devices with Pending Services” on page 149.

7. Create application signature. See “Creating Application Signatures” on page 37.
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PART 3

Object Builder

• Object Builder Overview on page 19

• Service and Service Groups on page 21

• Addresses and Address Groups on page 29

• Application Signatures on page 37

• NAT Pools on page 43

• Policy Profiles on page 47

• VPN Profiles on page 53

• Variables on page 59

• Template Definitions on page 63

• Templates on page 67
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CHAPTER 4

Object Builder Overview

• Object Builder Overview on page 19

Object Builder Overview

You can use the Object Builder workspace in Security Design to create objects used by

firewall policies, VPNs, and NAT policies. These objects are stored in the Junos Space

database. You can reuse these objects with multiple security policies, VPNs, and NAT

policies. Thismakes the design of servicesmore structured andavoids the need to create

the objects during the service design.

You can use the Object Builder workspace to create, modify, clone, and delete the

following objects:

• Addresses and address groups

• Services and service groups

• Application signatures

• NAT Pools

• Policy Profiles

• VPN Profiles

• Variables

• Template and template definitions

Youwill notbeable todeleteanyof theobjects youhavecreated inObjectBuilder (except

TemplatedefinitionandTemplates) if theyarealreadyused inoneof the firewall policies,

NAT policies, or VPNs.

Related
Documentation

• Address and Address Groups Overview on page 29

• Service and Service Groups Overview on page 21

• Policy Profiles Overview on page 47

• VPN Profiles Overview on page 53
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CHAPTER 5

Service and Service Groups

• Service and Service Group Overview on page 21

• Creating Services on page 22

• Managing Services on page 24

• Creating Service Groups on page 25

• Managing Service Groups on page 26

Service and Service Group Overview

Youcanuse theServiceCreationWizard to create a service object basedon theprotocols

the service uses. The protocols that are used to create an service object include:

• TCP

• UDP

• MS-RPC

• SUN-RPC

• ICMP

You can group service objects to form a service group using the Service Group Creation

Wizard. Junos Space creates an object in the Junos Space database to represent an

service or an service group.

There are Juniper Networks defined service objects for commonly used services.

NOTE: Youcannotmodifyordelete JuniperNetworksdefinedserviceobjects.

Related
Documentation

Creating Services on page 22•

• Creating Service Groups on page 25

• Managing Services on page 24

• Managing Service Groups on page 26
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Creating Services

To create a service:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears with all the services.

2. From the task ribbon, select the Create Service icon.

The Create Service page appears, as shown in Figure 4 on page 22.

Figure 4: Create Service Page

3. Enter the name of the service in theName field.

4. Enter the description for the service In the Description field.

5. In the Protocols pane, click the Add icon to add a new protocol.

TheNewProtocol dialog box appears with default values.

6. Enter a name for the new protocol in theName section.

7. Click the Enable Inactivity Timeout check box if you want to enable this option.

8. Enter a value in seconds in the Inactivity Timeout field.

The default value is 300 seconds.
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9. Select a protocol type from the Type drop-downmenu.

You can select the following protocol types from the Type drop-downmenu:

• TCP

a. Select the appropriate option from the ALG drop-downmenu.

b. Enter a range of TCP source ports in the Source Port field.

c. Enter a range of TCP destination ports in the Destination Port field.

• UDP

a. Select the appropriate option from the ALG drop-downmenu.

b. Enter a range of TCP source ports in the Source Port field.

c. Enter a range of TCP destination ports in the Destination Port field.

• ICMP

a. Enter a value pertaining to the ICMPmessage you want to display in the ICMP
Type field.

b. Enter a valueassociatedwith the ICMPtypeyouhave specified in the ICMPCode
field.

• SUN - RPC

a. Enter a value corresponding to the RPC service you want to use in the RPC
ProgramNumber field.

b. Select the TCP orUDP option button to specify an appropriate protocol type in

the Protocol Type field.

• MS - RPC

a. Enter the universally unique ID corresponding to theRPC service youwant to use

in theUUID field.

b. Select the TCP orUDP option button to specify an appropriate protocol type in

the Protocol Type field.

• Other

a. Select the appropriate option from the ALG drop-downmenu.

b. Enter a range of TCP source ports in the Source Port field.

c. Enter a range of TCP destination ports in the Destination Port field.

d. Enter the protocol number of the protocol in the Protocol Number field.

Thisnumber is specified in theProtocol field for IPv4packetsand theNextHeader

field for IPv6 packets.
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10. Click Add in theNewProtocol dialog box.

11. Click Create to create a service.

Related
Documentation

Service and Service Groups Overview on page 21•

• Creating Service Groups on page 25

• Managing Services on page 24

• Managing Service Groups on page 26

Managing Services

You canmodify, delete, or clone services listed in theManage Service page.

To open theManage Service page:

• From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears.

You can either right-click or use the Actions drawer to manage a service.

You can perform the following tasks on theManage Services page:

1. Modifying a Service on page 24

2. Deleting a Service on page 25

3. Cloning a Service on page 25

Modifying a Service

Tomodify a service:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears.

2. Select the service you want to modify and click theModify Service link from the

Actions drawer.

This action redirects you to the window that you used to create a new service. You

canmodify all the fields on this window, except theName field.

3. In the Category field, enter a new category.

4. In the Description field, enter a new description.

5. Make necessary changes in the Protocols pane.

• To edit a protocol, select the protocol youwant to edit and click the Edit icon. Make

the necessary changes and clickOK.

• To delete a protocol, select the protocol you want to delete and click the Delete
icon.

6. ClickModify to save the changes made to this service.
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Deleting a Service

To delete a service:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears.

2. Select the service you want to delete and click the Delete Services link from the

Actions drawer.

TheDelete dialog box appears

3. Select the service you want to delete and click Delete.

Cloning a Service

To clone a service:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears.

2. Select the service youwant to clone and click theClone Service link from the Actions

drawer.

You are redirected to the Clone Service page.

3. Make necessary changes and click Clone.

Related
Documentation

Service and Service Groups Overview on page 21•

• Creating Services on page 22

• Creating Service Groups on page 25

• Managing Service Groups on page 26

Creating Service Groups

To create a service group:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears with all the services and service groups.

2. From the task ribbon, select the Create Service Group icon.

The Create Service Group page appears, as shown in Figure 5 on page 26.
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Figure 5: Create Service Group Page

3. In theName field, enter a name for the new service group.

4. In the Description field, enter a description for the new service group.

5. In theMembers pane, click the Add icon to add a new service to this service group.

The Select Services dialog box appears.

6. From theAvailable pane in the dialog box, select the service you want to group, and
click the Add icon.

The service you have selected appears in the Selected section of the dialog box.
Repeat Steps 5 and 6 to addmore services to this service group.

7. Click Create.

The service group appears in theManage Services page.

Related
Documentation

Service and Service Groups Overview on page 21•

• Managing Service Groups on page 26

• Creating Services on page 22

• Managing Services on page 24

Managing Service Groups

You canmodify, delete, or clone service groups listed in theManage Services page.

To open theManage Services page:
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• From the Security Design task ribbon, select Object Builder > Services.

TheManage Services page appears.

You can either right-click or use the Actions drawer to manage an service group.

You can perform the following tasks on theManage Services page:

1. Modifying a Service Group on page 27

2. Deleting a Service Group on page 27

3. Cloning a Service Group on page 27

Modifying a Service Group

Tomodify a service group:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears.

2. Select the service group you want to modify and click theModify Service link from
the Actions drawer.

This action redirects you to the window that you used to create a new service group.

You canmodify all the fields on this window, except theName field.

3. In the Description field, enter a new description.

4. In the Category field, enter a new category.

5. In theMembers section,make appropriate changes to the services used in this group.

6. ClickModify to save the changes made to this service group.

Deleting a Service Group

To delete a service group:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears.

2. Select the service group you want to delete and click the Delete Services link from
the Actions drawer.

The Delete dialog box appears.

3. Select the service group you want to delete and click Delete.

Cloning a Service Group

To clone a service group:

1. From the Security Design task ribbon, selectObject Builder > Services.

TheManage Services page appears.
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2. Select the service group you want to clone and click the Clone Service link from the

Actions drawer.

You are redirected to the Clone Service page.

3. Make necessary modifications and click Clone.

Related
Documentation

• Service and Service Groups Overview on page 21

• Creating Service Groups on page 25

• Creating Services on page 22

• Managing Services on page 24

Copyright © 2011, Juniper Networks, Inc.28

Junos Space Security Design User Guide



CHAPTER 6

Addresses and Address Groups

• Address and Address Groups Overview on page 29

• Creating Addresses on page 29

• Managing Addresses on page 31

• Creating Address Groups on page 33

• Managing Address Groups on page 34

Address and Address Groups Overview

You can use the Address CreationWizard to create an address object that specifies an

IP address or a hostname. You can specify a hostname and use the address resolution

option to resolve it to an IP address. You can also resolve an IP address to the

corresponding hostname.

Youcangroupaddressobjects to formanaddressgroupusing theAddressGroupCreation

Wizard. Junos Space creates an object in the Junos Space database to represent an

address or an address group.

Related
Documentation

Creating Addresses on page 29•

• Managing Addresses on page 31

• Creating Address Groups on page 33

• Managing Address Groups on page 34

Creating Addresses

To create an address:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. From the task ribbon, select the Create Address icon.

The Create Address page appears, as shown in Figure 6 on page 30.
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Figure 6: Create Address Page

3. In theName field, enter a name for the new address.

4. In the Description field, enter a description for the new address.

5. Direct Security Design to resolve an IP address to a hostname or resolve a hostname

to an IP address.

• Tospecify an IPaddress as theaddress type, selectHost from thedrop-downmenu

and enter the IP address in the IP field.

• To specify a hostname as the address type, selectHost from the drop-down and

enter the hostname in theHost Name field.

• To specify an IP address range, select Range from the drop-down and enter the IP

ranges in the Start IP and End IP fields.

• To specify a network as an address type, selectNetwork from the drop-down and

enter the network address in the IP andNetmask fields.

• To specify an IP addresswith awildcardmask, selectWildcard from thedrop-down

and enter the IP address in the IP field and wildcard mask in theWildcardMask
fields.

• To specify a DNS name as an address type, select DNSHost from the drop-down

menu and enter the DNS name in the DNSName field.

NOTE: You can resolve an IP address to a hostname and a hostname to
an IP address using the green arrows next to the IP andHost Name fields.

NOTE: TheHost andNetwork address types support both IPv4 and IPv6
address types. It also supports multicast addresses. However the range
address type supports only IPv4 addresses. NAT and IPsec VPNs do not
support IPv6 addressing and wildcard addresses.
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NOTE: Ensure that the first 8 bits of the address is not 0 and the highest
bit of themask is 1 when you are using wildcard address type.

6. Click Create to create an address.

The new address appears in theManage Address page.

NOTE: You can also add addresses using the Address import functionality.
Touse this functionality, select theActionsdrawerandclick ImportAddresses
fromCSV.

NOTE: You can export the addresses using the Address export functionality.
To use this functionality, select the addresses you want to export and select
Export Addresses to CSV from the Actions drawer.

Related
Documentation

Address and Address Groups Overview on page 29•

• Managing Addresses on page 31

• Creating Address Groups on page 33

• Managing Address Groups on page 34

Managing Addresses

Youcanmodify, delete, clone, export, and importaddresses listed in theManageAddress
page.

To open theManage Address page:

• From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

You can either right-click or use the Actions drawer to manage an address.

You can perform the following tasks on theManage Address page:

1. Modifying an Address on page 32

2. Deleting an Address on page 32

3. Cloning an Address on page 32

4. Exporting Addresses on page 33

5. Importing Addresses on page 33
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Modifying an Address

Tomodify an address:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Select the address you want to modify and click theModify Address link from the

Actions drawer.

This action redirects you to the window that you used to create a new address. You

canmodify all the fields in this window, except theName field.

3. In the Description field, enter a new description.

4. Enter a new value for the address type you specified earlier in the appropriate field

(IP Address field if you choose IP Address as the address type or hostname if you

have chosenHostname ).

5. ClickModify to save the changes made to this address.

Deleting an Address

To delete an address:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Select the address you want to delete and click the Delete Addresses link from the

Actions drawer.

The Delete dialog box appears.

3. Select the address you want to delete and click Delete.

Cloning an Address

To clone an address:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Select theaddress youwant to cloneandclick theCloneAddress link fromtheActions

drawer.

You are redirected to the Clone Address page.

3. Make necessary modifications and click Clone.
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Exporting Addresses

To export addresses:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Select the addresses you want to export and click the Export Addresses to CSV link

from the Actions drawer.

The Export Addresses pop-up window appears.

3. Click Export Selected to export the addresses you have selected.

4. If you want to export all addresses to CSV, click the Export Addresses to CSV link

from the Actions drawer and click Export All from the Export Addresses pop-up
window.

Importing Addresses

To import addresses:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Click the Import Addresses fromCSV link from the Actions drawer.

The Select CSV Filewindow appears.

3. Click the View Sample CSV link to view a sample CSV file.

4. Click Browse and navigate to the location where you saved the CSV file.

5. ClickOK and then click Import.

Related
Documentation

Address and Address Groups Overview on page 29•

• Creating Addresses on page 29

• Creating Address Groups on page 33

• Managing Address Groups on page 34

Creating Address Groups

To create an address group:

1. From the Security Design task ribbon, selectObject Builder > Address.

TheManage Address page appears with the icons for all the addresses and address
groups.

2. From the task ribbon, select the Create Address Group icon.

The Create Address Group page appears, as shown in Figure 7 on page 34.
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Figure 7: Create Address Group Page

3. In theName field, enter a name for the new address group.

4. In the Description field, enter a description for the new address group.

5. In the Addresses pane of the Create Address Groupwindow, click the Add icon to
add a new address to this address group.

The Select Addresses dialog box appears.

6. Select the addresses you want to add to the address group and click Select.

7. Click Create.

The address group appears in theManage Address page.

Related
Documentation

Address and Address Groups Overview on page 29•

• Managing Address Groups on page 34

• Creating Addresses on page 29

• Managing Addresses on page 31

Managing Address Groups

You canmodify, delete, or clone address groups listed in theManage Address page.

To open theManage Address page:
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• From the Security Design task ribbon, selectObject Builder > Address.

TheManage Address page appears.

You can either right-click or use the Actions drawer to manage an address group.

You can perform the following tasks on theManage Address page:

1. Modifying an Address Group on page 35

2. Deleting an Address Group on page 35

3. Cloning an Address Group on page 35

Modifying an Address Group

Tomodify an address group:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Select the address group you want to modify and click theModify Address link from
the Actions drawer.

This action redirects you to the window that you used to create a new address group.

You canmodify all the fields in this window, except theName field.

3. In the Description field, enter the new description.

4. In theMembers pane,make appropriate changes to the addresses used in this group.

5. ClickModify to save the changes made to this address group.

Deleting an Address Group

To delete an address group:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Select the address you want to delete and click the Delete Addresses link from the

Actions drawer.

The Delete dialog box appears.

3. Select the address group you want to delete and click Delete.

Cloning an Address Group

To clone an address group:

1. From the Security Design task ribbon, selectObject Builder > Addresses.

TheManage Address page appears.

2. Select the address you want to clone and click the Clone Addresses link from the

Actions drawer.
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You are redirected to the Clone Address page.

3. Make necessary modifications and click Clone.

Related
Documentation

• Address and Address Groups Overview on page 29

• Creating Address Groups on page 33

• Creating Addresses on page 29

• Managing Addresses on page 31
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CHAPTER 7

Application Signatures

• Creating Application Signatures on page 37

• Managing Application Signatures on page 39

Creating Application Signatures

To create an application signature:

1. FromtheSecurityDesign task ribbon, selectObjectBuilder>ApplicationSignatures.

All application signatures thataredownloadedappearson theApplicationSignatures
page as shown in Figure 8 on page 37. This page displays the version of the signature

database. On the left side of the page are the different categories of signature and

on the right side of the page are the signatures.

Figure 8: Application Signatures Page

2. Click Create Application Signature.

The Create Application Signature page appears.

3. Enter the name of the application signature in theName field.

4. Enter the description for the application signature in the Description field.

5. Select the signature type.
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6. If you select Application as the signature type, enter the following information:

a. Select the category of the application signature from the Application Signature
drop-downmenu.

b. Select the subcategory of the application signature from the Sub-Category
drop-downmenu.

c. Select the category of risk from the Risk drop-downmenu, as shown in Figure 9

on page 38.

Figure 9: Create Application Signature Page

d. Enter appropriate information in theMin Data field.

e. Enter the range of ports in the Port Range field.

f. Enter appropriate information in the CTS Pattern field.

g. Enter appropriate information in the STC Pattern field.

h. Click Create.

7. If you selectNestedApplicationas the signature type, enter the following information.
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a. Select the category of the application signature from the Application Signature
drop-downmenu.

b. Select the subcategory of the application signature from the Sub-Category
drop-downmenu.

c. Select the category of risk from the Risk drop-downmenu.

d. Click the check box next to the Chain Order field if you want to do so.

e. Enter the range of ports in theMax Transactions field.

f. Select the type of protocol from the Protocol drop-downmenu.

g. Select the context of the signature from the Context drop-downmenu.

h. Select the direction from the Direction drop-downmenu.

i. Enter appropriate information in the Pattern field.

j. Click the Add Signature button to addmore signature.

k. Click Create.

Related
Documentation

Managing Application Signatures on page 39•

Managing Application Signatures

You can filter, modify, delete, or clone, application signatures listed in the View All App
Signatures page. You can also create application signature groups in this page.

To open the View All App Signatures page:

• From theSecurityDesign task ribbon, selectObjectBuilder>ApplicationSignatures.

The View All App Signatures page appears.

You can either right-click or use the Actions drawer to manage application signatures.

You can perform the following tasks in the View All App Signatures page:

• Filtering Application Signatures on page 39

• Modifying Application Signatures on page 40

• Deleting Application Signatures on page 40

• Cloning Application Signatures on page 40

• Creating an Application Signature Group on page 41

Filtering Application Signatures

To filter application signatures:

1. FromtheSecurityDesign task ribbon, selectObjectBuilder>ApplicationSignatures.
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The View All App Signatures page displays all signatures that are downloaded. The
right pane displays the signatures and the left pane displays the different filters that

can be used to filter the signatures. The different parameters that can be used to filter

the signatures include Category, Sub-Category, and Risk, Predefined/Custom, Object

Type,ActivationDate, andModifyDate. Everyparameter hasdifferent subparameters.

2. Click the check box next to the subparameters within a parameter.

Modifying Application Signatures

Tomodify application signatures:

1. FromtheSecurityDesign task ribbon, selectObjectBuilder>ApplicationSignatures.

The View All App Signatures page displays all signatures that are downloaded.

2. Select the check box next to the application signature you want to modify.

NOTE: You cannotmodify the predefined application signatures. You can
only modify the custom application signatures you have added.

3. ClickModify Application Signature in the Actions drawer.

You will be redirected to theModify Application Signature page. You canmake

necessary changes to the application signature here.

4. ClickModify.

Deleting Application Signatures

To delete application signatures:

1. FromtheSecurityDesign task ribbon, selectObjectBuilder>ApplicationSignatures.

The View All App Signatures page displays all signatures that are downloaded.

2. Select the check box next to the application signatures you want to delete.

NOTE: You cannot delete the predefined application signatures. You can
only delete the custom application signatures you have added.

3. Click Delete Selected in the Actions drawer.

A confirmation window appears.

4. Click Yes.

Cloning Application Signatures

To clone application signatures:

1. FromtheSecurityDesign task ribbon, selectObjectBuilder>ApplicationSignatures.
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The View All App Signatures page displays all signatures that are downloaded.

2. Select the check box next to the application signature you want to clone.

3. Click Clone Application Signature in the Actions drawer.

You are redirected to the Create Application Signature page. You can create the
application signature here.

Creating an Application Signature Group

To create an application signature group:

1. FromtheSecurityDesign task ribbon, selectObjectBuilder>ApplicationSignatures.

The View All App Signatures page displays all signatures that are downloaded.

2. Select the check box next to the application signatures you want to include in the

application signature group.

3. Click Create Application Group from the Actions drawer.

The Create Application Signature Group page appears.

4. Enter a name for the application signature group in theName field.

5. Click the check box next to the Disable option if you want to disable this application
signature group.

6. Click the Add icon to addmore application signatures to this group.

The Application Signature Selectorwindow appears. You can addmore application

signatures from this window.

7. ClickUpdate.

8. Click Create.
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CHAPTER 8

NAT Pools

• Creating NAT Pools on page 44

• Managing NAT Pools on page 45
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Creating NAT Pools

A Network Address Translation (NAT) pool is a continuous range of IP addresses that

youcanuse tocreateaNATpolicy.NATpoliciesperformaddress translationby translating

internal IP addresses to the addresses in these pools.

To create a NAT pool:

1. From the Security Design task ribbon, selectObject Builder >NAT Pools > Create
NAT Pool.

The Create NAT Pool page appears, as shown in Figure 10 on page 44.

Figure 10: Create NAT Pool Page

2. Enter the name of the NAT pool in theName field.

3. Enter a description for the NAT pool in the Description field.

4. Select the type of NAT pool from the Pool Type drop-downmenu.

5. Select the appropriate address from the Pool Address drop-downmenu.

6. Expand the Advanced pane by clicking the down arrow.

7. Enter an appropriate value in theHost Address Base field.

8. Select the appropriate option from the Translation drop-downmenu.

• If you select Port/Range in the Translation drop-downmenu, a new field named

Port appears.

• Select an appropriate option from the Port drop-downmenu.
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• If you selectOverload in the Translation drop-downmenu, a new option named

Port Overloading Factor appears.

• Select an appropriate value from the Port Overloading Factor selector.

9. Select the appropriate option from theOverflow Pool Type drop-downmenu.

• If you select Pool in theOverflow Pool Type drop-downmenu, a new field named

Overflow Pool appears.

• Select the appropriate NAT pool from theOverflow Pool selector.

10. Click Create.

Related
Documentation

NAT Overview on page 103•

• Managing NAT Pools on page 45

• Creating NAT Policies on page 104

• Managing NAT Policies on page 111

Managing NAT Pools

You can delete, modify, and clone NAT pools listed in theManage NAT Pool page.

To open theManage NAT Pool page:

• From the Security Design task ribbon, selectObject Builder >NAT Pool.

TheManage NAT Pool page appears.

You can either right-click or use the Actions drawer to manage a NAT pool.

You can perform the following tasks on theManage NAT Pool page:

• Deleting NAT Pools on page 45

• Modifying NAT Pools on page 46

• Cloning NAT Pools on page 46

Deleting NAT Pools

To delete a NAT pool:

1. From the Security Design task ribbon, selectObject Builder >NAT Pools.
TheManage NAT Pool page appears.

2. Select the NAT pool that you want to delete and click Delete NAT Pools from the

Actions drawer.

The Delete pop-up window appears displaying all the NAT pools that you want to

delete.

3. Click Delete.

45Copyright © 2011, Juniper Networks, Inc.

Chapter 8: NAT Pools



NOTE: You cannot delete aNATpool that is associatedwith aNATpolicy.

Modifying NAT Pools

Tomodify a NAT pool:

1. From the Security Design task ribbon, selectObject Builder >NAT Pools.
TheManage NAT Pool page appears.

2. Select the NAT pool that you want to modify and clickModify NAT Pool from the

Actions drawer.

TheModify NAT Pool page appears.

3. On theModify NAT Pool page, you can edit the description and IP range of the NAT

pool. You cannot modify the NAT pool name.

4. ClickModify.

You will receive a warning message when you try to modify a NAT pool used in a NAT

policy.Whenyoumodify apool associatedwithapublishedpolicy, youmust republish

the policy so that the changes are reflected in the policy.

Cloning NAT Pools

To clone a NAT pool:

1. From the Security Design task ribbon, selectObject Builder >NAT Pools .
TheManage NAT Pools page appears.

2. Select the NAT pool you want to clone and click Clone NAT Pool from the Actions

drawer.

The Clone NAT Poolwindow appears.

3. Make appropriate changes and save the NAT pool.

NOTE: You can also clone the NAT pool by right-clicking the NAT pool
and selecting the Clone NAT Pool option.

Related
Documentation

• NAT Overview on page 103

• Creating NAT Pools on page 44

• Creating NAT Policies on page 104

• Managing NAT Policies on page 111
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CHAPTER 9

Policy Profiles

• Security Policy Profiles Overview on page 47

• Creating Security Policy Profiles on page 48

• Managing Policy Profiles on page 50

Security Policy Profiles Overview

You can use the Policy ProfileWizard to create an object that specifies the basic settings

of a security policy. You can configure these basic settings using thePolicy ProfileWizard:

• Log options

• Log at session initiation

• Log at the close of a session

• Enable counting for thenumberofpackets, bytes, andsessions that enter the firewall

for a given policy

• Firewall authentication schemes

• Pass through authentication

• Web authentication

• Infranet authentication

• Traffic redirection options

• No traffic redirection

• Redirect Wx—Wx redirection for packets that arrive from the LAN

• Reverse Redirect Wx—Wx redirection for the reverse flow of packets that arrive

from theWAN

When a policy profile is created, Junos Space creates an object in the Junos Space

database to represent thepolicy profile. Youcanuse this object to create security policies.

There are two Juniper Networks defined policy profiles:
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• All logging enabled — All logging options are enabled. Logging is enabled at session

initiation and the close of the session. Counters are also enabled to collect the number

of packets, bytes, and sessions that enter the firewall for a given policy. The alarm

thresholds are set to 100 bytes/second and 100 kilobytes/minute.

• All logging disabled — All logging options are disabled.

NOTE: You cannotmodify or delete JuniperNetworks definedpolicy profiles.
You can only copy them and create new policy profiles.

Related
Documentation

Creating Policy Profiles on page 48•

• Managing Policy Profiles on page 50

Creating Security Policy Profiles

To create a security policy profile:

1. From the Security Design task ribbon, selectObject Builder > Policy Profiles.

TheManage Policy Profiles page appears with all the policy profiles. The first two
policy profiles listed here are Juniper Networks defined policy profiles.

2. From the task ribbon, select the Create Policy Profile icon.

TheNewPolicy Profile page appears, as shown in Figure 11 on page 49.
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Figure 11: New Policy Profile Page

3. Enter the name of the policy profile in theName field.

4. Enter the description of the policy profile in the Description field.

5. In the Logging pane of theNewPolicy Profile page, configure the log options for this
policy profile. You can configure the following log options:

a. Select the Log at Session Init check box if you want to log the events when the
session is created.

b. Select the Log at Session Close check box if you want to log the events when the
session is closed.

c. Enter the number of bytes to be logged per second in the Bytes/Second field.

d. Select the Enable Count check box if you want to enable counting.

If counting is enabled, counters are collected for the number of packets, bytes, and

sessions that enter the firewall for a given policy

e. Enter the value of the count in the Kilobytes/Minute field.

6. UsetheAuthenticationpaneof theNewPolicyProfilepage toprovideauthentication
to clients. You can configure the following authentication options:
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a. If you want to useWeb Authentication, selectWeb in the Authentication Type
drop-downmenuandenter thehostnameor IPaddressof theclientusedtoperform

Web authentication in the Client Name field.

b. If you want to use Pass Through Authentication, select Pass Through in the

Authentication Type drop-downmenu and enter the hostname or IP address of

the client used to perform Pass Through authentication in the Client Name field.

c. If you do not want to use any authentication, selectNone in the Authentication
Type drop-downmenu.

d. If you want to use Infranet Authentication, select Infranet in the Authentication
Type drop-downmenu and enter the Redirect URL in the Redirect URL field. You
can also select the appropriate redirect options from the respective check boxes.

7. Use the Redirect section of theNewPolicy Profile page to configure the traffic
redirection options for this policy profile.

a. If you want traffic to be redirected, select theNone check box.

b. If you want to enableWx redirection for packets that arrive from the LAN, select

the RedirectWx check box.

c. If youwant to enableWx redirection for the reverse flowof packets that arrive from

theWAN, select the Reverse RedirectWx check box.

8. Click Create.

The new security policy profile appears in theManage Policy Profiles page.

Related
Documentation

Policy Profiles Overview on page 47•

• Managing Policy Profiles on page 50

Managing Policy Profiles

You can delete, modify, or clone policy profile listed in the Policy Profiles page.

To open the Policy Profiles page:

• From the Security Design task ribbon, selectObject Builder > Policy Profiles.

The Policy Profiles page appears.

You can either right-click or use the Actions drawer to manage a policy profile.

You can perform the following tasks on the Policy Profiles page:

• Deleting Policy Profiles on page 51

• Modifying Policy Profiles on page 51

• Cloning Policy Profiles on page 51
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Deleting Policy Profiles

To delete a policy profile:

1. From the Security Design task ribbon, selectObject Builder > Policy Profiles.

TheManage Policy Profiles page appears.

2. Select the policy profile that you want to delete and select Delete Policy Profiles
from the Actions drawer.

The Delete pop-up window appears.

3. Select the security policy profiles you want to delete and click Delete.

NOTE: You can also delete the policy profile by right-clicking the policy
profile and selectingDelete Policy Profiles .

Modifying Policy Profiles

Tomodify a policy profile:

1. From the Security Design task ribbon, selectObject Builder > Policy Profiles.

TheManage Policy Profiles page appears.

2. Select the policy profile that you want to modify and selectModify Policy Profile
from the Actions drawer.

TheModify Policy Profile page appears. You canmodify all the fields on this window,

except theName field.

3. Make appropriate changes to security policy and clickModify.

NOTE: You can alsomodify the policy profile by right-clicking the policy
profile and selectingModify Policy Profile.

Cloning Policy Profiles

To clone a policy profile:

1. From the Security Design task ribbon, selectObject Builder > Policy Profiles.

TheManage Policy Profiles page appears.

2. Select the policy profile that you want to clone and select Clone Policy Profile from
the Actions drawer.

The Clone Policy Profile page appears.

3. Make appropriate changes to security policy and click Clone.
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NOTE: You can also clone the policy profile by right-clicking the policy
profile and selecting Clone Policy Profile.
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CHAPTER 10

VPN Profiles

• VPN Profiles Overview on page 53

• Creating VPN Profiles on page 53

• Managing VPN Profiles on page 56

VPNProfiles Overview

You can use a VPN Profile Wizard to create an object that specifies the VPN proposals,

mode of the VPN, and other parameters used in a route-based IPsec VPN. You can also

configure the Phase 1 and Phase 2 settings in a VPN profile.

WhenaVPNprofile is created, JunosSpacecreatesanobject in the JunosSpacedatabase

to represent the VPN profile. You can use this object to create route-based IPsec VPNs.

NOTE: You cannot modify or delete Juniper Networks defined VPN profiles.
You can only clone them and create new profiles.

Related
Documentation

Creating VPN Profiles on page 53•

• Managing VPN Profiles on page 56

Creating VPN Profiles

To create a VPN profile:

1. From theSecurity Design task ribbon, selectObject Builder >VPNProfiles > Create
VPN Profile.

TheManageVPNProfilespageappearswithall theVPNprofiles. The first twoprofiles

listed here are Juniper Networks defined VPN profiles.

2. Enter the name of the VPN profile in theName field.

3. Enter the description of the VPN profile in the Description field.

4. Click the Phase 1 tab.

The Figure 12 on page 54 shows the Phase 1 tab.
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Figure 12: VPN Profile: Phase 1

5. Select the option button next to the VPNmode you want to use.

• If you select Aggressive as the VPNmode, an IKE ID drop-downmenu appears.

• If you select theUser@hostname option from the drop-downmenu, aUser field
appears.

• Enter the appropriate value in theUser@hostname field.

6. Select the option button next to the VPN proposal you want to use.

If you select the Custom option button and want to create a custom proposal:

a. ClickAdd to add a new VPN proposal.

The Create Phase 1 Proposal pop-up window appears.

b. Enter the name for the proposal inName field.

c. Select the appropriate DH group from the DHGroup drop-downmenu.

d. Select the appropriate authentication mechanism from the Authentication
drop-downmenu.

e. Select the appropriate encryption mechanism from the Encryption drop-down
menu.

f. Select the life time interval from the Life Time (in seconds) selector.

g. Click Create.
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7. Expand the Advanced Settings pane by clicking the down arrow.

You can configure the advanced settings for Phase 1 here.

8. Select the Enable NAT Traversal check box to enable this option.

9. Select the appropriate keepalive interval from theKeepAlive Interval (secs) selector.

10. Select the Enable DPD check box if you want to use this option.

11. Select the Always Send DPD check box if you want to use this option.

12. Select the appropriate dead peer detection interval from the DPD Interval (secs)
selector.

13. Select theappropriatedeadpeerdetection threshold fromtheDPdThreshold selector.

14. Click the Phase 2 tab.

Figure 13 on page 55 shows the Phase 2 tab.

Figure 13: VPN Profile: Phase 2

15. Select the option button next to the VPN proposal you want to use.

16. Select an appropriate option from Perfect Forward Privacy drop-downmenu.

17. Expand the Advanced Settings pane by clicking the down arrow.

18. Select the Establish tunnel immediately check box if youwant to enable this option.

19. Select the Enable VPNMonitor check box if you want to enable this option.

This is a per-VPN option.
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20.Select the appropriate option from the DF Bit drop-downmenu.

21. Select the appropriate idle time interval from the Idle time (secs) selector.

22. Select the appropriate value from the Install Time selector.

23. Select the Enable Anti Replay check box if you to enable this option.

24.Click Create.

Related
Documentation

VPN Profiles Overview on page 53•

• Managing VPN Profiles on page 56

Managing VPN Profiles

You can delete, modify, or clone VPN profiles listed in theManage VPN Profiles page.

To open theManage VPN Profiles page:

• From the Security Design task ribbon, selectObject Builder > VPNProfiles.

TheManage VPN Profiles page appears.

You can either right-click or use the Actions drawer to manage a VPN profile.

You can perform the following tasks on theManage VPN Profiles page:

• Deleting VPN Profiles on page 56

• Modifying VPN Profiles on page 57

• Cloning VPN Profiles on page 57

Deleting VPN Profiles

To delete a VPN profile:

1. From the Security Design task ribbon, selectObject Builder> VPNProfiles.

TheManage VPN Profiles page appears.

2. Select the VPN profile you want to delete and click theDelete VPNProfiles link from
the Actions drawer.

The Delete Profile confirmation window appears.

3. Click Delete.

NOTE: Youcanalsodelete theVPNprofileby right-clicking theVPNprofile
and selectingDelete VPN Profiles.
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Modifying VPN Profiles

Tomodify a VPN profile:

1. From the Security Design task ribbon, selectObject Builder> VPNProfiles.

TheManage VPN Profiles page appears.

2. Select the VPN profile you want to modify and click theModify VPN Profile option
from the Actions drawer.

You are redirected to theModify VPN Profile page.

3. ClickModify.

NOTE: You can alsomodify the VPN profile by right-clicking the VPN
profile and selectingModify VPN Profile.

NOTE: If the VPN profile you have created is used as part of a VPN, you
canmodify all fields of the VPN profile except the Phase 1 IKEmode.

Cloning VPN Profiles

To clone a VPN profile:

1. From the Security Design task ribbon, selectObject Builder> VPNProfiles.

TheManage VPN Profiles page appears.

2. Select the VPN profile youwant to clone and click theCloneVPNProfile option from
the Actions drawer.

You are redirected to the Clone VPN Profile page. By default, a generic name is given

to the cloned VPN profile.

NOTE: You can alsomodify the VPN profile by right-clicking the VPN
profile and selectingModify VPN Profile.

3. Click Clone.
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CHAPTER 11

Variables

• Creating Variable Definitions on page 59

• Managing Variable Definitions on page 61

Creating Variable Definitions

To create variable definitions:

1. From the Security Design task ribbon, selectObject Builder > Variables.

TheManage Variables page appears. This page displays all the variables you have
created.

2. Click Create Variable Definition.

The Create Polymorphic Address page appears, as shown in Figure 14 on page 60.

You can create a variable definition on this page.
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Figure 14: Create Polymorphic Address Page

3. Enter the name of the variable definition in theName field.

4. Enter a description for the variable definition in the Description field.

5. Select the type of variable definition from the Type drop-downmenu.

6. Enter a value in the Default Address field.

7. To add variable values:

a. Click the Add icon.

A new row appears.

b. Double-click Context Value field and select the device.

c. Double-click Variable Value field and enter the variable value.

8. Click Create.

Related
Documentation

Managing Variable Definitions on page 61•
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Managing Variable Definitions

You can delete, modify, or clone, variable definitions listed in theManage Variable
Definitions page.

To open theManage Variable Definitions page:

• From the Security Design task ribbon, selectObject Builder >Manage Variable
Definition.

TheManage Variable Definitions page appears.

You can either right-click or use the Actions drawer to manage a variable definition.

You can perform the following tasks on theManage Variable Definitions page:

• Deleting Variable Definitions on page 61

• Modifying Variable Definitions on page 61

• Cloning Variable Definitions on page 62

Deleting Variable Definitions

To delete a variable definition:

1. From the Security Design task ribbon, selectObject Builder >Manage Variable
Definition.

TheManage Variable Definitions page appears. This page displays all the variable
definitions you have created.

2. Select the variable definition youwant to delete and clickDeleteVariableDefinitions
from the Actions drawer.

NOTE: You can also delete the variable definition by right-clicking the
variable definition and selectingDelete Variable Definitions.

Modifying Variable Definitions

Tomodify a variable definition:

1. From the Security Design task ribbon, selectObject Builder >Manage Variable
Definitions.

TheManage Variable Definitions page appears. This page displays all the variable
definitions you have created.

2. Select the variable definition youwant tomodify and clickModifyVariableDefinition
from the Actions drawer.

TheModify Variable Definitions page appears. You canmake themodifications on

this page.
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NOTE: You can alsomodify the variable definition by right-clicking the
variable definition and selectingModify Variable Definition.

3. ClickModify.

Cloning Variable Definitions

To clone a variable definition:

1. From the Security Design task ribbon, selectObject Builder >Manage Variable
Definitions.

TheManage Variable Definitions page appears. This page displays all the variable
definitions you have created.

2. Select the variable definition you want to clone and click Clone Variable Definition
from the Actions drawer.

The Clone Variable Definitions page appears. You canmake themodifications on

this page.

NOTE: You can also clone the variable definition by right-clicking the
variable definition and selecting Clone Variable Definition.

3. Click Clone.
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CHAPTER 12

Template Definitions

• Creating Template Definitions on page 63

• Managing Template Definitions on page 64

Creating Template Definitions

To create a Template Definition:

1. From the Security Design task ribbon, selectObject Builder >Manage Template
Definitions.

TheManage Template Definitions page appears. This page displays all the template

definitions you have created.

2. Click Create Template Definition.

The Create Template Definition page appears.

3. Enter the name of the template definition in theName field.

4. Enter a description for the template definition in the Description field.

5. Select the SRX schema version from the SRX Schema Version drop-downmenu.

6. ClickNext.

This page displays two sections: the Available Configuration pane on the left and
the Selected Configuration Layout pane on the right. The Available Configuration
pane displays the different configuration nodes. The Select Configuration Layout
pane displays a default rule with “$FromZone” for source zone and “$ToZone” for

destination zone.

7. Select the rule from the configuration node youwant to add in the template definition

and click the right arrow.

8. Modify the rule in the Select Configuration Layout pane, as shown in Figure 15 on
page 64.
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Figure 15: Create Template Definition Page

9. Click Finish.

The new template definition is created.

Related
Documentation

Managing Template Definitions on page 64•

Managing Template Definitions

You can delete, or modify template definitions listed in theManage Variable Definitions
page.

To open theManage Template Definitions page:

• From the Security Design task ribbon, selectObject Builder >Manage Template
Definition.

TheManage Template Definitions page appears.

You can either right-click or use the Actions drawer to manage a template definition.

You can perform the following tasks on theManage Template Definitions page:

• Deleting Template Definitions on page 64

• Modifying Template Definitions on page 65

Deleting Template Definitions

To delete a template definition:

1. From the Security Design task ribbon, selectObject Builder >Manage Template
Definition.
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TheManage Template Definitions page appears. This page displays all the template

definitions you have created.

2. Select the template definition you want to delete and click Delete Template
Definitions from the Actions drawer.

NOTE: You can also delete the template definition by right-clicking the
template definition and selectingDelete Template Definitions.

Modifying Template Definitions

Tomodify a template definition:

1. From the Security Design task ribbon, selectObject Builder >Manage Template
Definitions.

TheManage Template Definitions page appears. This page displays all the template

definitions you have created.

2. Select the template definition you want to modify and clickModify Template
Definition from the Actions drawer.

TheModify Template Definitions page appears. You canmake themodifications on

this page.

NOTE: You can alsomodify the template definition by right-clicking the
template definition and selectingModify Template Definition.

3. ClickModify.

65Copyright © 2011, Juniper Networks, Inc.

Chapter 12: Template Definitions



Copyright © 2011, Juniper Networks, Inc.66

Junos Space Security Design User Guide



CHAPTER 13

Templates

• Creating Templates on page 67

• Managing Templates on page 68

Creating Templates

To create a template:

1. From the Security Design task ribbon, selectObject Builder >Manage Templates.

TheManage Templates page appears. This page displays all the templates you have

created.

2. Click Create Template.

The Select Template Definition page appears. You can create a template on this

page.

3. Select an appropriate template definition and clickNext].

You can create a template on this page.

4. Enter the name of the template in the Template Name field.

5. Enter a description for the template in the Description field.

6. Select the configuration node from the left hand pane.

7. Select the appropriate value in the configuration node.

8. Modify the rule in the right pane, as shown in Figure 16 on page 68.
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Figure 16: Create Template Page

9. Click Finish.

Related
Documentation

Managing Templates on page 68•

Managing Templates

You can delete, or modify templates listed in theManage Templates page.

To open theManage Templates page:

• From the Security Design task ribbon, selectObject Builder >Manage Templates.

TheManage Template Definitions page appears.

You can either right-click or use the Actions drawer to manage templates.

You can perform the following tasks on theManage Templates page:

• Deleting Templates on page 68

• Modifying Templates on page 69

Deleting Templates

To delete a template:

1. From the Security Design task ribbon, selectObject Builder >Manage Templates.

TheManage Templates page appears. This page displays all the templates you have

created.

2. Select the template you want to delete and click Delete Templates from the Actions

drawer.

Copyright © 2011, Juniper Networks, Inc.68

Junos Space Security Design User Guide



NOTE: You can also delete the template by right-clicking the template
and selectingDelete Templates.

Modifying Templates

Tomodify a template:

1. From the Security Design task ribbon, selectObject Builder >Manage Templates.

TheManage Templates page appears. This page displays all the templates you have

created.

2. Select the template you want to modify and clickModify Template from the Actions

drawer.

TheModify Templates page appears. You canmake themodifications on this page.

NOTE: You can alsomodify the template by right-clicking the template
and selectingModify Template.

3. ClickModify.
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PART 4

Firewall Policy

• Firewall Policy on page 73
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CHAPTER 14

Firewall Policy

• Firewall Policies Overview on page 73

• Creating Firewall Policies on page 74

• Adding Rules to a Firewall Policy on page 76

• Ordering the Rules in a Firewall Policy on page 79

• Publishing Firewall Policies on page 79

• Managing Firewall Policies on page 83

Firewall Policies Overview

Security Design provides you with four types of firewall policies which include:

• Global Policy: Global policy is predefined firewall policy that is available with Security

Design. You can add pre rules, and post rules. When the global policy configuration is

updated on the devices, the rules are updated in the following order - global pre rules,

group pre rules, device-specific rules, group post rules, and global post rules.

• GroupPolicy:Grouppolicy is a typeof firewall policy that is sharedwithmultipledevices.

This type of policy is used when you want to update a specific firewall policy

configuration to a large set of devices. You can create group pre rules, group post rules,

and device rules for a group policy. When a group firewall policy is updates on the

devices, the rules are updated in the following order - group pre rules, device-specific

rules, and group post rules.

• Device Policy: Device policy is a type of firewall policy that is created per device. This

type of policy is usedwhen youwant to push a unique firewall policy configuration per

device. You can create device rules for a device firewall policy

• Device-exception Policy: Device-exception policy is created when a device is removed

from a group policy.

The basic settings of a firewall policy are obtained from the policy profile. The basic

settings include log options, firewall authentication schemes, and traffic redirection

options.

Firewall policies are displayed in the Tabular view. The left pane of the Tabular view

displays all firewall policies. The right pane of the Tabular view displays the rules for the

firewall policy that is highlighted in the left pane.
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Related
Documentation

Creating Firewall Policies on page 74•

• Adding Rules to a Firewall Policy on page 76

• Ordering the Rules in a Firewall Policy on page 79

• Managing Firewall Policies on page 83

• Publishing Firewall Policies on page 79

Creating Firewall Policies

To create a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy .

The Policy Tabular view appears. The Policy Tabular view is a table with two panes.

The left pane displays all the firewall policies in the system, which includes device,

group, and global firewall policies.

If you click a firewall policy in the left pane, the right pane displays the rules and rule

groups for the respective policy, as shown in Figure 17 on page 74.

Figure 17: Firewall Policy Tabular View

You can search for firewall policies in the left pane using firewall policy names and

devices used in the firewall policy. You can search the rules in the right pane using

zones, addresses, description, and services used in the rule.

2. Click Create Policy from the task ribbon.

The Create Policy page appears. You can create a group policy or a device policy on
this page.

3. Create a group policy:

a. Enter the name of the group policy in theName field.

b. Enter a description for the group policy in the Description field.

c. Select the profile for the group policy from the Profile drop-downmenu.

d. Select the IPSmode from the IPS ConfigurationMode drop-downmenu.

Copyright © 2011, Juniper Networks, Inc.74

Junos Space Security Design User Guide



e. Click theShowAssignedDevices check box tomake the devices onwhich policies

have been configured available for selection.

f. Select thedevicesonwhich thegrouppolicywill bepublished, in theSelectDevices
pane, select the devices from the Available column and click the right arrow to

move these devices to the Selected column.

You can also search for devices by entering the device name, device IP address, or

device tags in the Search field in the Select Devices pane. Once the searched
devices appear, you canmove them to the Selected pane, as shown in Figure 18
on page 75.

Figure 18: Create Firewall Policy Page

g. Click Create.

NOTE: One device can hold configuration data related to one firewall
policy only. Hence you cannot share devices for multiple firewall policies.

4. Create a device policy:

a. Enter the name of the device policy in theName field.

b. Enter a description for the device policy in the Description field.

c. Select the profile for the device policy, from the Profile drop-downmenu.

d. Select the IPSmode from the IPS ConfigurationMode drop-downmenu.
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e. Select the device on which the device policy will be published from the Device
drop-downmenu.

f. Click Create.

NOTE: When you are viewing a group policy, if you do not want the global
policy rules to appear in the Policy Tabular view, uncheck the clear theShow
Global Policies check box in the right pane. When you are viewing a device
policy, if you do not want the global and group policy rules to appear in the
Policy Tabular view, clear the ShowGlobal/Group Policies check box in the
right pane.

NOTE: Youcanuse the searchboxes in the left paneand right pane to search
for firewall policies and the rules in a specific firewall policy, respectively.

Related
Documentation

Firewall Policies Overview on page 73•

• Adding Rules to a Firewall Policy on page 76

• Ordering the Rules in a Firewall Policy on page 79

• Managing Firewall Policies on page 83

• Publishing Firewall Policies on page 79

Adding Rules to a Firewall Policy

When a new firewall policy is created, by default the policy displays links to create rules

for the policy. If you have created a group firewall policy, you will see theCreate Pre Rule
and Create Post Rule link in the right pane. If you have created a device firewall policy,
you will see the Create Device Rule link.

To add rules to a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Click the security policy you want to add rules to from the left pane.

The existing rules of the security policy are displayed in the right pane.

3. Click the Add Rule icon and select the type of the rule you want to add.

A new rule is added in the bottom-most row of the Pre Rule, Post Rule, or Device Rule

section, depending on the type of rule you have added. The rule is assigned a serial

number based on the number of rules already added to the policy. By default, the

Source zone is set to trust, Destination zone is set to untrust, and the Action is set to

Deny. The Source address, Destination address, and Service is set to Any. You can

nowmodify the default settings to the settings that you want for this security policy.
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4. Click theName field in the rule and change the name of the rule.

5. Click the Source Zone field in the rule and select the appropriate zone from the list

of zones.

The zones that appear in the list are dependent on the type of security policy you have

chosen to add rules to. If you are adding a rule for a group policy, all the zones present

on all devices are available for selection. Select the correct zone for the device in the

group policy.

6. Click the Source Address field in the rule.

The address selector appears.

7. Select the addresses you want to associate the rule to, from the Available column.

8. Click the right arrow in the address selector.

The selected addresses are nowmoved to the Selected column.

9. ClickOK.

10. Click the Destination Zone field in the rule and select the appropriate zone from the

list of zones.

11. Click the Destination Address field in the rule.

The address selector appears.

12. Select the addresses you want to associate the rule to, from the Available column.

13. Click the right arrow in the address selector.

The selected addresses are nowmoved to the Selected column.

14. ClickOK.

15. Click the Service field in the rule.

The service selector appears.

16. Select the services you want to associate the rule to, from the Available column.

17. Click the right arrow in the service selector.

The selected services are nowmoved to the Selected column.

18. ClickOK.

19. Click theAction field in the rule and select the appropriate action from thedrop-down

list of actions.

You can select Permit, Deny, or Reject as the actions.

20.Click theAppFW field in the rule and select the appropriate AppFirewall settings from

the AppFWConfigurationwindow.

NOTE: You canmodify the AppFW field only if the Action field in the
firewall policy rule action is set to Permit.
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21. Click the Profile field in the rule and select the appropriate profile.

You can either select a default profile, custom profile, or inherit policy profile from

another policy. If you are selecting a custom profile, you can customize the options in

the policy profile.

22. Click the IPS field in the rule and select the appropriate IPSmode.

The options available for selection will depend on the IPS ConfigurationMode you
have selected.Table 3 on page 78 displays the options available based on the IPS
ConfigurationMode.

Table 3: IPS Field Options

Options Available in the IPS FieldIPS Configuration Mode

No options are available for selection and hence cannot be edited.None

Options available are ON and OFF. Security Design uses recommended by default.Basic

Predefined and custom IPS signature-sets are available for selection.Express

Predefined and custom IPS signature-sets are available for selection. IPS policy can also
be created using the IPS signature-sets.

Advanced

NOTE: You canmodify the IPS field in the firewall policy rule only if IPS
mode is set to Basic, Express, or Advanced and the Action field is set to
Permit.

23.Click the Description field and enter a description for the security policy.

24.Click Save.

NOTE: You should click Save to save any changes you havemade to the
firewall policy. While in the process of making changes to the firewall policy,
If you click on any of the tasks in the task ribbon before saving the firewall
policy changes, all changes you havemadewill be lost. If you click anywhere
inside the Policy Tabular view, you will see a confirmation window to save
the changes you havemade.

Related
Documentation

Firewall Policies Overview on page 73•

• Creating Firewall Policies on page 74

• Ordering the Rules in a Firewall Policy on page 79

• Managing Firewall Policies on page 83

• Publishing Firewall Policies on page 79
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Ordering the Rules in a Firewall Policy

To reorder the rules in a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Select the firewall policy whose rules you want to reorder.

The rules of the firewall policy are displayed in the right pane.

3. Select a rule that you want to reorder and click the appropriate icon on the top of the

right pane.

DescriptionIcon Name

Moves the rule one level up in the hierarchy.Move Rule Up

Moves the rule one level down in the hierarchy.Move Rule Down

Moves the rule to the top of the hierarchy.Move Rule to Top

Moves the rule to the bottom of the hierarchy.Move Rule to Bottom

The rule is now positioned accordingly. When the policy is provisioned, the rules are

provisioned to the devices in the order you have specified.

Related
Documentation

Firewall Policies Overview on page 73•

• Creating Firewall Policies on page 74

• Adding Rules to a Firewall Policy on page 76

• Managing Firewall Policies on page 83

• Publishing Firewall Policies on page 79

Publishing Firewall Policies

To publish a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy > Publish policy.

The Services page appears with all the firewall policies. It also displays the publish
states of the firewall policies.

2. Select the check box next to the firewall policy that you want to publish.
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NOTE: Youcansearch foraspecificdeviceonwhich thepolicy ispublished
by entering the search criteria in the search field, in the right top corner of
the Services page. You can search the devices by their name, IP address,
and device tags.

NOTE: If the firewall policy is tobepublishedona largenumberofdevices,
the devices are displayed acrossmultiple pages. You can use the
pagination and display options available on the lower ribbon, just below
the list of devices to view all devices on which the firewall policy is
published.

3. Click the Schedule at a later time check box if you want to schedule and publish the
configuration later as shown in Figure 19 on page 80.

Figure 19: Selecting Policies to Publish

4. ClickNext.

TheAffectedDevicespagedisplays thedevicesonwhich thepolicieswill bepublished
as shown in Figure 20 on page 81.

Copyright © 2011, Juniper Networks, Inc.80

Junos Space Security Design User Guide



Figure 20: Devices onWhich the PolicesWill be Published

5. If you want to preview the configuration changes that will be pushed to the device,

click the View link in the Configuration column corresponding to the device. A

Configuration Preview progress bar is shown while the configuration pushed to the

device is generated.

The CLI Configuration tab appears by default. You can view the configuration details

in the CLI format as shown in Figure 21 on page 81.

Figure 21: Policy Publish: CLI Configuration

NOTE: You cannot view the CLI configuration if you have used custom
objects in the firewall policy.

6. View the XML format of the configuration by clicking the XML Configuration tab as
shown in Figure 22 on page 82.
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Figure 22: Policy Publish: XML Configuration

7. Click Back.

8. Click Publish if you want to only publish the configuration.

A new job is created and the job ID appears in the Job Information dialog box.

9. Click Publish and Update if you want to publish and update the devices with the
configuration.

The firewall policy is nowmoved into the Published state if the configuration is

published to all devices involved in the policy. If the configuration is not published to

all devices involved in the firewall policy, the firewall policy is placed in the Partially

Published state. If a firewall policy is created but not published, the firewall policy is

placed in the Unpublished state. If any modifications are made to firewall policy

configurationafter it is published, the firewall policy is placed in theRepublishRequired

state. You can view the states of the firewall policy by hovering over them.

A new job is created and the job ID appears in the Job Information dialog box.

10. Click the job ID to viewmore information about the job created. This action directs

you to the JobManagementwork space.
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If you get an error message during the publish or if the firewall policy publish fails, go

to the JobManagementworkspaceandview the relevant job ID to seewhy thepublish

failed.

NOTE: You can also publish a firewall policy by right-clicking the firewall
policy in the Policy Tabular view and selecting Publish Policy. You are
redirected to the Affected Devices page.

NOTE: Youcannotpublish aglobal firewall policy if youhavenot added rules
to the global policy.

NOTE: If you have configured AppFW and IPS for a firewall policy and the
device you are using has the IPS license installed, when you publish and
update the devicewith the firewall policy configuration, IPS andAppFWand
IPS-related configuration will also be pushed to the device.

NOTE: Whenyoupublisha firewallpolicy thathasacustomobjectassociated
to it, Security Design generates the custom object-related commands to be
updated on the device. The commands for custom objects are generated
irrespective of whether the firewall policy is already published or updated. If
the customobject is associatedwith the firewall policy at the timeof update,
these commands are pushed to the device. Security Design pushes these
commands to the device even though these commandsmay have been
pushed to the device in an earlier update.

Related
Documentation

Firewall Policies Overview on page 73•

• Creating Firewall Policies on page 74

• Adding Rules to a Firewall Policy on page 76

• Ordering the Rules in a Firewall Policy on page 79

• Managing Firewall Policies on page 83

Managing Firewall Policies

You canmodify, delete, clone, or export security policies listed in theManage Policies
page.

To open theManage Policies page:

83Copyright © 2011, Juniper Networks, Inc.

Chapter 14: Firewall Policy



• From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

You can perform the following tasks in theManage Policies space:

1. Modifying Firewall Policies on page 84

2. Deleting Firewall Policies on page 84

3. Cloning Firewall Policies on page 85

4. Exporting a Firewall Policy on page 85

5. Deleting Rules in a Firewall Policy on page 85

6. Cloning a Rule in a Firewall Policy on page 85

7. Grouping Rules in a Firewall Policy on page 86

8. Enabling/Disabling Rules in a Firewall Policy on page 86

9. Assigning Devices to a Firewall Policy on page 87

10. Deleting Devices from a Firewall Policy on page 87

Modifying Firewall Policies

Tomodify a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right–click the security policy youwant tomodify fromthe left paneandselectModify
Policy.

The Edit Policywindow appears. You canmodify the name, description, profile, and

IPS configuration mode of the firewall policy.

3. ClickModify.

Deleting Firewall Policies

To delete a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right–click the firewall policy you want to delete and select Delete Policy.

A confirmation window appears.

3. Click Yes.

NOTE: If you delete a firewall policy, the erase configuration is sent to all
devices thatwereapartof the firewallpolicyduring thenextUpdateoperation
for the device.
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Cloning Firewall Policies

To clone a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right–click the firewall policy you want to clone and select Clone Policy .

TheClonePolicywindowappears. You canmodify the name, description, profile, and

IPSmode of the firewall policy.

3. Click Clone.

Exporting a Firewall Policy

To export a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right–click the firewall policy you want to export and select Export Policy.

The Export Policywindow appears.

3. Click Export.

Deleting Rules in a Firewall Policy

To delete rules in a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Select the firewall policy whose rules you want to delete.

The rules of the firewall policy appears in the right pane.

3. Select the check boxes next to the rules that you want to delete.

4. Click the Delete Rule icon on the top of the right pane.

Cloning a Rule in a Firewall Policy

To clone a rule in a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Select the firewall policy whose rule you want to clone.

The rules of the firewall policy appears in the right pane.
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3. Select the check box next to the rule that you want to clone.

4. Right-click and select Clone.

Grouping Rules in a Firewall Policy

To group rules in a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Select the firewall policy whose rules you want to group.

The rules of the firewall policy are displayed in the right pane.

3. Select the check boxes next to the rules you want to group.

4. Right-click the rules and select Rule Group > Create Rule Group.

The Create Rule Group pop-up window appears.

5. Enter a name for the rule group in theName field.

6. Enter a description for the rule group in the Description field.

7. Click Create.

NOTE: When the rule group is created, you can add rules in the rule group,
modify the rule group name, move the rule into another rule group, ungroup
rules, and ungroup rule groups using appropriate options.

Enabling/Disabling Rules in a Firewall Policy

To enable or disable rules in a firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Select the firewall policy whose rules you want to enable or disable.

The rules of the firewall policy are displayed in the right pane.

3. Select the check boxes next to the rules that you want to enable or disable.

4. Click the Enable or Disable icon.

NOTE: You can enable or disable a rule group.When a rule group is disabled,
all rules in the rule group are also disabled. The rule group row in the Tabular
view is greyed out but the rules are not greyed out. However, the rules in the
rulegrouparenotpublished to thedeviceduring thepublishoperation, if they
are disabled.
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Assigning Devices to a Firewall Policy

To assign devices to a group firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right-click the firewall policy to which you want to assign devices and select Assign
Devices.

The Assign Devices to Servicewindow appears.

3. Select the devices that need to be added to the firewall policy in the Select Devices
pane, select the devices from theAvailable column and click the right arrow tomove

these devices to the Selected column.

4. ClickModify.

Deleting Devices from a Firewall Policy

To delete devices from a group firewall policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right-click the firewall policy fromwhichyouwant todeletedevicesandselectAssign
Devices.

The Assign Devices to Servicewindow appears.

3. Select thedevices thatneed tobedeleted fromthe firewall policy in theSelectDevices
pane, select the devices from the Selected column and click the left arrow tomove

these devices to the Available column.

4. ClickModify.

NOTE: Deleting a device from a group firewall policy creates a device
firewall policy. This policy carries all the device rules of the device from
the group firewall policy.

Related
Documentation

• Firewall Policies Overview on page 73

• Creating Firewall Policies on page 74

• Adding Rules to a Firewall Policy on page 76

• Ordering the Rules in a Firewall Policy on page 79

• Publishing Firewall Policies on page 79
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PART 5

VPN

• VPN on page 91
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CHAPTER 15

VPN

• IPsec VPN Overview on page 91

• Creating IPsec VPNs on page 92

• Publishing IPsec VPNs on page 96

• Managing IPsec VPNs on page 97

IPsec VPNOverview

You can create site-to-site, hub-and-spoke, and full mesh VPNs in the VPN Creation

page. All VPNs in the system appear in the Tabular view. The left pane of the Tabular

view displays the VPNs and the right pane of the Tabular view displays the devices used

for the respective VPN. If you want to use a custom VPN profile, youmust configure a

VPN profile before creating a VPN.

You can configure the following parameters for an IPsec VPN:

• Endpoints for a site-To-site VPN and full mesh VPN

• Spokes and hubs for a hub-and-spoke VPN

• External Interface, Tunnel Zone, and Protected networks/zones for each device

• Routing settings

• VPN endpoint configuration

You can also customize Endpoint specific settings like VPN Name, IKE ID and profile at

a per tunnel.

After the VPN configuration is saved, you can provision this VPN on the security devices.

Related
Documentation

Creating IPsec VPNs on page 92•

• Managing IPsec VPNs on page 97

• Publishing IPsec VPNs on page 96
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Creating IPsec VPNs

1. From the Security Design task ribbon, select VPN > Create VPN.

The VPN Tabular view appears, as shown in Figure 23 on page 92.

Figure 23: VPN Tabular View

2. From the task ribbon, select the Create VPN icon.

The Create VPN window appears.

3. In theName field, enter a name for the new VPN.

4. In the Description field, enter a description for the new VPN.

5. Select the option button next to the type of VPN you want to create.

6. Select the VPN profile from the VPNProfile drop-downmenu.

NOTE: If you choose to create a fullmesh VPN, you can only chooseMain
mode profile as the VPN profile.

7. Select the option button next to the type of preshared key.

a. If you select Autogenerate as the option for preshared key, select theGenerate
Unique key per tunnel check box to generate a unique key per tunnel as shown in
Figure 24 on page 93.
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Figure 24: Create VPN Page 1

b. If you selectManual as the option for preshared key, enter the manual key in the

Manual Key field.

8. ClickNext.

This page displays the Available and Selected pane.

9. Select the device from the Available column and click Add as Endpoint as shown in
Figure 25 on page 94.

93Copyright © 2011, Juniper Networks, Inc.

Chapter 15: VPN



Figure 25: Create VPN Page 2

The device is moved to the Selected section.

NOTE: Youwill see the Add as Hub button if you have chosen to create
a hub-and spoke VPN type.

10. ClickNext.

11. Select the type of interface in the Tunnel Settings pane.

• If you selectNumbered as the Tunnel setting, enter the IP subnet in the IP Subnet
field.

• Select the appropriate option button to choose the number of peers per tunnel

interface.

• If you choose Specify Values as the peers-per-tunnel-interface, enter the values
in the Specify Values field as shown in Figure 26 on page 95.
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Figure 26: Create VPN Page 3

12. Select the routing option in the Routing options pane.

13. In theGlobal Settings pane, under Endpoint Configurations, enter the external
interface in the External Interface field.

14. In theGlobal Settings pane, under Endpoint Configurations, enter the tunnel zone
in the Tunnel Zone field.

15. In theGlobal Settings pane, under Endpoint Configurations, enter the zone type in
the Protected Network Zone field.

You will view two panes,Hub Configuration and Spoke Configuration if you have
chosen to create a hub-and-spoke VPN. Enter the appropriate values in the External
Interface, Tunnel Zone, and Protected Network Zone fields in these sections.

16. If you have select Static routing, enter the external interface in the External Interface
field under Endpoint Configurations.

17. If you have select Static routing, enter the tunnel zone in the Tunnel Zone field under
Endpoint Configuration.

18. ClickNext.

This page shows the preview of the values entered for the VPN, as shown in Figure 27

on page 96. This page gives error indicators if the options you have configured do not

map to the device. You can also click the Show all Errors check box to view all the

errors in the configuration. You would need to modify the configuration to eliminate

any errors and then proceed to the next step.
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Figure 27: VPN Preview

19. Click Finish.

Publishing IPsec VPNs

To publish an IPsec VPN:

1. From the Security Design task ribbon, select VPN > Publish VPN.

The Services page appears with all VPNs. It also displays the publish states of all the
VPNs.

2. Select the check box next to the VPN that you want to publish.

NOTE: You can search for a specific device onwhich theVPN is published
by entering the search criteria in the search field in the right top corner of
the Services page. You can search the devices by their name, IP address,
or the OS version.

NOTE: If the VPN is to be published on a large number of devices, the
devices are displayed acrossmultiple pages. You can use the pagination
and display options available on the lower ribbon, just below the list of
devices to view all devices on which the VPN is published.

3. Click the Schedule at a later time check box if you want to schedule and publish the
configuration later.

4. ClickNext.

TheAffected Devices page displays the devices on which this VPNwill be published.
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5. If you want to preview the configuration changes that will be pushed to the device,

click the View link in the Configuration column corresponding to the device. A

Configuration Preview progress bar is shown while the configuration pushed to the

device is generated.

The CLI Configuration tab appears by default. You can view the configuration details

in the CLI format.

6. View the XML format of the configuration by clicking the XML Configuration tab.

7. Click Back.

8. Click Publish if you want to only publish the configuration.

A new job is created and the job ID appears in the Job Information dialog box.

9. Click Publish and Update if you want to publish and update the devices with the
configuration.

The VPN is nowmoved into the Published state if the configuration is published to all

devices involved in theVPN. If the configuration is not published toall devices involved

in the VPN, the VPN is placed in the Partially Published state. If a VPN is created but

not published, the VPN is placed in the Unpublished state. If any modifications are

made to theVPNconfiguration after it is published, theVPN is placed in theRepublish

Required state. You can view the states of the VPN by hovering over them.

A new job is created and the job ID appears in the Job Information dialog box.

10. Click the job ID to viewmore information about the job created. This action directs

you to the JobManagementworkspace.

If you get an error message during the publish or if the VPN publish fails, go to the Job

Management workspace and view the relevant job ID to see why the publish failed.

NOTE: You can also publish a VPN by right-clicking the VPN in the VPN
Tabular view and selecting Publish VPN. You are redirected to the Affected
Devices page.

Related
Documentation

IPsec VPN Overview on page 91•

• Creating IPsec VPNs on page 92

• Managing IPsec VPNs on page 97

Managing IPsec VPNs

You canmodify and delete the IPsec VPNs listed in theManage VPNs page.

To open theManage VPNs page:
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• From the Security Design task ribbon, select > VPN .

TheManage VPNs page appears. All IPsec VPNs created so far are listed by default
in the graphical view.

You can perform the following tasks in theManage VPNs page:

1. Modifying IPsec VPNs on page 98

2. Modifying Endpoint Settings in a VPN on page 99

3. Deleting IPsec VPNs on page 99

Modifying IPsec VPNs

Tomodify an IPsec VPN:

1. From the Security Design task ribbon, select VPN .

The VPN Tabular view appears.

2. Select the IPsec VPN that you want to modify from the left pane and click the

appropriate link from theModify: General Settings : Device Association : Tunnel
Settings link on the right pane.

This action redirects you to the section of the IPsec VPN that you want to modify.

NOTE: You canmodify all the parameters of the VPN except the type of
VPN.

3. Click Modify.

4. Click Save.

To modify the global settings of the devices in a VPN:

1. From the Security Design task ribbon, select VPN .

The VPN Tabular view appears.

2. Select the IPsec VPN that you want to modify from the left pane.

This devices that are a part of the VPN are displayed in the right pane.

3. Click the External Interface field of the device whose external interface you want to
modify and select the new external interface.

4. Click the Tunnel Zone field of the device whose tunnel zone you want to modify and

select the new tunnel zone.

5. ClickOK.

6. Click theProtectedZone/Networks field of the device that needs to bemodified and

select the new network or zone.

7. ClickOK.

Copyright © 2011, Juniper Networks, Inc.98

Junos Space Security Design User Guide



8. Click Save.

9. ClickOK.

Modifying Endpoint Settings in a VPN

Tomodify the endpoint settings in an IPsec VPN:

1. From the Security Design task ribbon, select VPN .

The VPN Tabular view appears.

2. Select the device in the IPsec VPN that you want to modify from the left pane.

The settings configured for the device are shown in the right pane. You canmodify all

settings of thedevice except theExternal Interface, Tunnel Interface, andTunnel Zone

settings.

3. Click Save.

To modify the general settings of a VPN:

1. From the Security Design task ribbon, select VPN .

The VPN Tabular view appears.

2. Select the IPsec VPN that you want to modify from the left pane.

This devices that are a part of the VPN are displayed in the right pane.

3. Click theGeneral Settings link at the top of the VPN Tabular view.

TheModify General Settingswindow appears. You canmodify the name and

description of the VPN, VPN profile, and the Preshared key fields.

4. ClickModify.

NOTE: You can alsomodify the device associations and tunnel settings of a
VPN by clicking theDevice Associations and Tunnel/Route Settings links,
respectively on top of the VPN Tabular view.

Deleting IPsec VPNs

To delete an IPsec VPN:

1. From the Security Design task ribbon, select VPN.

The VPN Tabular view appears.

2. Right-click the IPsec VPN you intend to delete and click the Delete VPN link.

A confirmation window appears.

3. Click Delete.
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NOTE: If you delete a VPN, the erase configuration is sent to all devices that
were a part of the VPN during the nextUpdate operation for the device.

Related
Documentation

• IPsec VPN Overview on page 91

• Creating IPsec VPNs on page 92

• Publishing IPsec VPNs on page 96
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PART 6

NAT Policies

• NAT Policy on page 103
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CHAPTER 16

NAT Policy

• NAT Overview on page 103

• Creating NAT Policies on page 104

• Adding Rules to a NAT Policy on page 106

• Ordering the Rules in a NAT Policy on page 109

• Publishing NAT Policies on page 110

• Managing NAT Policies on page 111

NATOverview

Network Address Translation (NAT) is a form of network masquerading where you can

hide devices between the zones or interfaces. A trust zone is a segment of the network

where security measures are applied. It is usually assigned to the internal local area

network. An untrust zone is the Internet. NATmodifies the IP addresses of the packets

moving between the trust and untrust zones.

Whenever a packet comes to the NAT device, the device performs a translation on the

packet’s IP address by rewriting it with an IP address that was specified for external use.

After translation, the packet appears to have originated from the gateway rather than

from the original device within the network. This helps you hide internal IP addresses

from the other networks and keep your network secure.

UsingNATalsoallows you tousemore internal IP addresses. Because these IPaddresses

are hidden, there is no risk of conflict with an IP address from a different network. This

helps you conserve IP addresses.

Junos Space Security Design supports three types of NAT:

• Source NAT - Translates the source IP address of a packet leaving the trust zone

(outbound traffic). It translates the traffic originating from the device in the trust zone.

Using source NAT, an internal device can access the network by using the IP addresses

specified in the NAT policy.

• Destination NAT - Translates the destination IP address of a packet entering the trust

zone (inbound traffic). It translates the traffic originating from a device outside the

trust zone. Using destination NAT, an external device can send packets to a hidden

internal device.
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• Static NAT - Always translates a private IP address to the same public IP address. It

translates traffic from both sides of the network (both source and destination). For

example, aWeb server with a private IP address can access the Internet using a static,

one-to-one address translation.

Junos Space Security Design provides you with a workflow where you can create and

apply NAT policies on devices in a network.

Related
Documentation

Creating NAT Policies on page 104•

• Publishing NAT Policies on page 110

• Managing NAT Policies on page 111

• Managing NAT Pools on page 45

Creating NAT Policies

To create a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears, as shown in Figure 28 on page 104. NAT Policy

Tabular view is a table with two panes. The left pane displays all the NAT policies in

the systemwhich includes device, group, and global NAT policies.

Figure 28: NAT Policy Tabular View

You can search for NAT policies in the left pane using NAT policy names and devices

used in the NAT policy. You can search the rules in the right pane using NAT rule type,

original packet source, original packetdestination, translatedpacket source, translated

packet destination, and the description used in the rule.

2. Click Create NAT Policy from the task ribbon.

The Create NAT Policy page appears. You can createa group policy or a device policy
on this page.

3. Create a group policy:
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a. Enter the name of the group policy in theName field.

b. Enter a description for the group policy in the Description field.

c. Click theShowAssignedDevices check box tomake the devices onwhich policies

have been configured, available for selection.

d. Select thedevicesonwhich thegrouppolicywill bepublished in theSelectDevices
pane. Select the devices from the Available column and click the right arrow to

move these devices to the Selected column.

You can also search for the devices by entering the device name, device IP address,

or device tag in the Search field in the Select Devices section. Once the searched
devices are displayed, you canmove them to the Selected column as shown in

Figure 29 on page 105.

Figure 29: Create NAT Policy Page

e. Click Create.

NOTE: One device can hold configuration data related to one NAT policy
only. Hence you cannot share devices for multiple NAT policies.

4. Create a device policy:

a. Enter the name of the device policy in theName field.

b. Enter a description for the device policy in the Description field.
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c. Select the device on which the device policy will be published from the Device
drop-downmenu.

d. Click Create.

Related
Documentation

Adding Rules to a NAT Policy on page 106•

• Ordering the Rules in a NAT Policy on page 109

• Publishing NAT Policies on page 110

• Managing NAT Policies on page 111

Adding Rules to a NAT Policy

When a new NAT policy is created, by default the policy displays links to create rules for

the policy. If you have created a group NAT policy, you will see a Create Source Rule link
in the right handpane. If you have created adeviceNATpolicy, youwill seeCreateSource
Rule, Create Destination Rule, and Create Static Rule links.

Depending on the type of rule you have chosen, some fields in the rule will not be

applicable. If you choose a Source NAT rule, the Translated Packet Destination field
will not beapplicable. If you chooseaDestinationNAT rule, theEgress field in theOriginal
Packet Destination column and theTranslatedPacket Source fields are not applicable.
If you choose a Static NAT rule, the Address field in theOriginal Packet Source column,

Egress field in theOriginal Packet Destination column, Port field in theOriginal Packet
Destination column, and the Translated Packet Source fields are not applicable.

The Proxy ARP option is available under different fields based on the type of rule you

have chosen. With a Static NAT rule, the Proxy ARP option is available under the

Translated Packet Source field. With the Destination NAT rule and Static NAT rule, the

Proxy ARP option is available under theAddress field in theOriginal Packet Destination
column.

The Proxy ARP feature also automatically selects the interface based on the Egress field
for Source NAT rule and the Ingress field for Destination NAT rule and Static NAT rule.

To add rules to a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Click the NAT policy you want to add rules to from the left pane.

The existing rules of the NAT policy are displayed in the right pane.

3. Click the Add Rule icon and select the type of rule you want to add.

A new rule is added in the bottom-most row depending on the type of rule you have

added. The rule is assigned a serial number based on the number of rules already

added to the policy. By default, the zones are set to Empty and the address and port

of the packet source and packet destination are set to Any. The Translated Source
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and Translated Packet Source columns are either set to No Translation or Not

Applicable, depending on the rule you are adding.

4. Click theName field in the rule and change the name of the rule.

5. Click the Ingress field in theOriginalPacketSourcecolumnandselect theappropriate

zone or interface.

The Zone or Interface selector appears.

6. Select the appropriate option from the Source Traffic Matching Type drop-down
menu.

7. In the zone or interface selector, select the zones or interfaces you want to associate

the rule to, from the Available column.

8. Click the right arrow in the selector.

The selected zones or interfaces are nowmoved to the Selected column.

9. ClickOK.

10. Click theAddress field in theOriginalPacketSourcecolumnandselect theappropriate

addresses.

The Address selector appears.

11. In the address selector, select the addresses you want to associate the rule to, from

the Available section.

12. Click the right arrow in the selector.

The selected addresses are nowmoved to the Selected section.

13. ClickOK.

14. Click the Egress field in theOriginal Packet Destination column and select the

appropriate zone or interface.

The zone or interface selector appears.

15. Select theappropriateoption fromtheDestinationTrafficMatchingTypedrop-down
menu.

16. In the zone or interface selector, select the zones and interfaces youwant to associate

the rule to, from the Available column.

17. Click the right arrow in the selector.

The selected zones or interfaces are nowmoved to the Selected column.

18. ClickOK.

19. Click the Address field in theOriginal Packet Destination column and select the

appropriate addresses.

The Address selector appears.

20. In the address selector, select the addresses you want to associate the rule to, from

the Available column.

21. Click the right arrow in the selector.

107Copyright © 2011, Juniper Networks, Inc.

Chapter 16: NAT Policy



The selected addresses are nowmoved to the Selected column.

22. ClickOK.

23.Click the Port field in theOriginal Packet Source column.

The Port selector appears.

24.Select the appropriate port type from the Port Type drop-downmenu.

25.ClickOK.

26.Click the Translated Packet Source field.

27. Select the appropriate translation type from the Translation Type drop-downmenu.

a. If you selectPool as the option from theTranslation Type drop-down, youwill see
that there will be new fields to specify.

b. Select the appropriate NAT pool from the Source Pool drop-downmenu.

All relevant options from the NAT pool you have chosen are displayed.

c. Select the Configure Proxy ARP check box to enable the proxy ARP feature.

d. Select the check boxes next to the address ranges you want to include and select

the appropriate interface.

28.ClickOK.

29.Click theDestinationAddress field in theTranslatedPacketDestination columnand

select the appropriate addresses.

This option is available only for destination NAT rule.

30.Select the type of translation from the Translation Type drop-downmenu.

31. Select the appropriate NAT pool from the Destination Pool drop-downmenu.

NOTE: If you are creating a static NAT rule, the Translated Address
drop-downmenu appears. You can select the appropriate address from
the drop-downmenu.

32.ClickOK.

33.Click the Port field in the Translated Packet Destination column.

The Port selector appears.

34.Select the appropriate port type from the Port Type drop-downmenu.

35.ClickOK.

36.Click the Description field and enter a description for the rule.

37. Click Save.
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NOTE: You should clickSave to save any changes you havemade to theNAT
policy. While in the process of making changes to the NAT policy, If you click
on any of the tasks in the task ribbon before saving the NAT policy changes,
all changes you havemade will be lost. If you click anywhere inside the NAT
Policy Tabular view, youwill see a confirmation window to save the changes
you havemade.

Related
Documentation

Adding Rules to a NAT Policy on page 106•

• Ordering the Rules in a NAT Policy on page 109

• Publishing NAT Policies on page 110

• Managing NAT Policies on page 111

Ordering the Rules in a NAT Policy

To reorder the rules in a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Select the NAT policy whose rules you want to reorder.

The rules of the NAT policy are displayed in the right pane.

3. Select a rule that you want to reorder and click the appropriate icon on the top of the

right pane.

DescriptionIcon Name

Moves the rule one level up in the hierarchy.Move Rule Up

Moves the rule one level down in the hierarchy.Move Rule Down

Moves the rule to the top of the hierarchy.Move Rule to Top

Moves the rule to the bottom of the hierarchy.Move Rule to Bottom

The rule is now positioned accordingly. When the NAT policy is provisioned, the rules

are provisioned to the devices in the order you have specified.

Related
Documentation

Creating NAT Policies on page 104•

• Adding Rules to a NAT Policy on page 106

• Publishing NAT Policies on page 110

• Managing NAT Policies on page 111
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Publishing NAT Policies

To publish a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy > Publish policy.

TheServicespageappearswith all theNATpolicies. It alsodisplays thepublish states
of the NAT policies.

2. Select the check box next to the NAT policy that you want to publish.

NOTE: Youcansearch foraspecificdeviceonwhich thepolicy ispublished
by entering the search criteria in the Search field, on the right top corner
of theServicespage.Youcansearch thedevicesby their name, IPaddress,
and device tags.

NOTE: If the NAT policy is to be published on a large number of devices,
the devices are displayed acrossmultiple pages. You can use the
pagination and display options available on the lower ribbon, just below
the list of devices to view all devices on which the policy is published.

3. Select the Schedule at a later time check box if you want to schedule and publish
the configuration later.

4. ClickNext.

The Affected Devices page displays the devices on which this NAT policy will be

published.

5. If you want to preview the configuration changes that will be pushed to the device,

click the View link in the Configuration column corresponding to the device. A

Configuration Preview progress bar is shown while the configuration pushed to the

device is generated.

The CLI Configuration tab appears by default. You can view the configuration details

in CLI format.

6. View the XML format of the configuration by clicking the XML Configuration tab.

7. Click Back.

8. Click Publish if you want to only publish the configuration.

A new job is created and the job ID appears in the Job Information dialog box.

9. Click Publish and Update if you want to publish and update the devices with the
configuration.

TheNATpolicy is nowmoved into the Published state if the configuration is published

to all devices involved in the policy. If the configuration is not published to all devices

involved in the NAT policy, the NAT policy is placed in the Partially Published state. If

a NAT policy is created but not published, the NAT policy is placed in the Unpublished
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state. If any modifications are made to NAT policy configuration after it is published,

the NAT policy is placed in the Republish Required state. You can view the states of

the NAT policy by hovering over them.

A new job is created and the job ID appears in the Job Information dialog box.

10. Click the job ID to viewmore information about the job created. This action directs

you to the JobManagementworkspace.

If you get an error message during the publish or if the NAT policy publish fails, go to

the Job Management workspace and view the relevant job ID to see why the publish

failed.

NOTE: You can also publish a NAT policy by right-clicking the NAT policy in
the NAT Policy Tabular view and selecting Publish NAT Policy. You are
redirected to the Affected Devices page.

Related
Documentation

Creating NAT Policies on page 104•

• Adding Rules to a NAT Policy on page 106

• Ordering the Rules in a NAT Policy on page 109

• Managing NAT Policies on page 111

Managing NAT Policies

• Modifying NAT Policies on page 111

• Deleting NAT Policies on page 112

• Cloning NAT Policies on page 112

• Exporting a NAT Policy on page 112

• Deleting Rules in a NAT Policy on page 113

• Grouping Rules in a NAT Policy on page 113

• Enabling/Disabling Rules in a NAT Policy on page 113

• Assigning Devices to a NAT Policy on page 114

• Deleting Devices from a NAT Policy on page 114

Modifying NAT Policies

Tomodify a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Right–click the NAT policy you want to modify from the left pane and selectModify
Policy.
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The Edit Policywindow appears. You canmodify the name and description of the

NAT policy.

3. ClickModify.

Deleting NAT Policies

To delete a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Right–click the NAT policy you want to delete and select Delete Policy .

A confirmation window appears.

3. Click Yes.

NOTE: If youdeleteaNATpolicy, theerase configuration is sent toall devices
that were a part of the NAT policy during the nextUpdate operation for the
device.

Cloning NAT Policies

To clone a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Right–click the NAT policy you want to clone and select Clone Policy .

The Clone Policywindow appears. You canmodify the name and description mode

of the NAT policy.

3. Click Clone.

Exporting a NAT Policy

To export a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Right–click the NAT policy you want to export and select Export Policy.

The Export Policywindow appears.

3. Click Export.
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Deleting Rules in a NAT Policy

To delete rules in a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Select the NAT policy whose rules you want to delete.

The rules of the NAT policy appears in the right pane.

3. Select the check boxes next to the rules that you want to delete.

4. Click the Delete Rule icon on the top of the right pane.

Grouping Rules in a NAT Policy

To group rules in a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Select the NAT policy whose rules you want to group.

The rules of the NAT policy are displayed in the right pane.

3. Select the check boxes next to the rules you want to group.

4. Right-click the rules and select Rule Group > Create Rule Group.

The Create Rule Groupwindow appears.

5. Enter a name for the rule group in theName field.

6. Enter a description for the rule group in the Description field.

7. Click Create.

NOTE: When the rule group is created, you can add a rule into the rule group,
modify the rule group name, move the rule into another rule group, ungroup
rules, and ungroup rule groups using appropriate options.

Enabling/Disabling Rules in a NAT Policy

To enable or disable rules in a NAT policy:

1. From the Security Design task ribbon, selectNAT Policy.

The NAT Policy Tabular view appears.

2. Select the NAT policy whose rules you want to enable or disable.

The rules of the NAT policy appears in the right pane.
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3. Select the check boxes next to the rules that you want to enable or disable.

4. Click the Enable or Disable icon.

NOTE: You can enable or disable a rule group.When a rule group is disabled,
all rules in the rule group are also disabled. The rule group row in the Tabular
view is greyed out but the rules are not greyed out. However, the rules in the
rulegrouparenotpublished to thedeviceduring thepublishoperation, if they
are disabled.

Assigning Devices to a NAT Policy

To assign devices to a group NAT policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right-click the NAT policy to which you want to assign devices and select Assign
Devices.

The Assign Devices to Servicewindow appears.

3. Select the devices that need to be added to the NAT policy in the Select Devices
pane. Select the devices from theAvailable column and click the right arrow tomove

these devices to the Selected column.

4. ClickModify.

Deleting Devices from aNAT Policy

To delete devices from a group NAT policy:

1. From the Security Design task ribbon, select Firewall Policy.

The Policy Tabular view appears.

2. Right-click the NAT policy fromwhich you want to delete devices and select Assign
Devices.

The Assign Devices to Servicewindow appears.

3. Select the devices that need to be deleted from the NAT policy in the Select Devices
pane. Select the devices from the Selected column and click the left arrow tomove

these devices to the Available column.

4. ClickModify.

NOTE: Deleting a device from a group NAT policy creates a device NAT
policy. This policy carries all the device-exception rules of the device from
the group NAT policy.
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Related
Documentation

• Creating NAT Policies on page 104

• Adding Rules to a NAT Policy on page 106

• Ordering the Rules in a NAT Policy on page 109

• Publishing NAT Policies on page 110
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PART 7

Global Search

• Global Search on page 119

117Copyright © 2011, Juniper Networks, Inc.



Copyright © 2011, Juniper Networks, Inc.118

Junos Space Security Design User Guide



CHAPTER 17

Global Search

• Global Search on page 119

Global Search

The Security Design home page provides a global search option to find objects and

security configurations. You can also click on a search result and navigate to its page.

To search for objects or configurations using the Global search:

1. Enter the search criteria in the Search field and click the magnifying glass icon.

All objects andconfigurationsmatching the search criteria appear in the search results

page. The area on the left displays the search results with appropriate filters and the

areaon the right displays thedetailed search resultswith a short descriptionas shown

in Figure 30 on page 119.

Figure 30: Global Search Results

2. Click a detailed search result URL to navigate to its respective page.

The search results for Global search are based on how the Security Design objects and

configurations are indexed. Table 4 on page 119 specifies the objects and configurations

that you can search using Global search.

Table 4: Security Design Global Search

Attributes by which Global Search is possible.Security Design Object/Configuration
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Table 4: Security Design Global Search (continued)

Name, profile name, description, source address , destination
address, service, and zone.

Firewall Policy

Addresses that are IP, subnet, range, and hostname type.Address

All address part of the group after expanding address groups
within the group

Address Group

Services that include ports, ICMP, RPC, and UUID searches.Service

All service part of the group.Service Group

All addresses used in VPN or protected resources of the VPN.VPN

All address used in NAT, NAT pools, and Match Type (zone,
interface).

NAT

Youcannot searchobjects suchasdevicename, policy profile, and templateusingGlobal

search. If you typeavalid IPv4address, subnet or range search results returnall addresses

that include that specific valid IPv4 address. For example, if you type 1.1.1.1 and if there is

an subnet address 1.1.1.0/24, the search resultwillmatch the subnet and return the result.

WithGlobal search, the search is free-textbased.Youcansearch forphrasesandmultiple

terms. The default value for multiple terms is the OR operator. You can also search for

multiple terms using the AND operator. By default, the search query looks at name, IP,

port, category, ICMP code, ICMP type, subnets, and IP ranges. All search results are

highlighted as part of the result and the search results have a URL to jump to the

corresponding object in its ILP. The IP address searches looks for an ip within ranges and

subnetsas longasUser givesavalid IPaddress. 6)Rangebasedsearches for IPaddresses;

you would need to add the – for range. For example, 1.1.1.1/24, and

10.204.76.56-10.204.76.80. The subnet searches should be provided with valid subnets.

All port specific searches will search for ports only. The source port uses the keyword

“srcPort” and the destination port uses keyword “dstPort”.

SD Search supports wildcard searches if user uses “*” character in the search query.

Namesof objectswill be brokendown into oneormore terms if the namehasanon letter

character or a number. For example, a name like “enet_dest12” will be broken into “enet”

“dest” and “112”. Youd can search on “enet” “dest” or 112 or type “ene*” “des*” etc.
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PART 8

Downloads

• Downloads on page 123
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CHAPTER 18

Downloads

• Downloading the Signature Database on page 123

• Installing the Signature Database on page 125

Downloading the Signature Database

To download the Signature database:

1. From the Security Design task ribbon, select Download.

You can see the last log date in the last two weeks as shown in Figure 31 on page 123.

Figure 31: Signature Download Logs

2. Select Signature Database from the Downloadsworkspace.

The Signature Database page appears, as shown in Figure 32 on page 124. You can
see the active databases that were downloaded earlier.
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Figure 32: Signature Database Page

3. Select Download Configuration.

The Download Configuration page appears, as shown in Figure 33 on page 124.

Figure 33: Download Configuration Page

4. Enter the URL fromwhere you want to download the AppSecure database in the

Download URL field.

5. Click theEnable Proxy check box.

6. Enter the hostname in the Proxy Host Name field.

7. Enter the host’s port number in the Proxy Host Port field.
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8. Enter the username in the Proxy User Name field.

9. Enter the password in the Proxy User Password field.

10. Select the Schedule at a later time check box or down arrow to view the scheduling

options.

11. Enter a date in the Date and time field. You can also choose a date from the date

picker by clicking the date picker icon.

12. Select the time from the drop-downmenu.

13. Select the Repeat check box to enable the schedule to recur in a given time interval.

14. Enter a numerical value in the first field in this section.

15. Select the appropriate length of time from the drop-downmenu below the first field.

16. Select the End Time check box to view the options available to set the end time for

recurring downloads.

17. Enter a date in the Date and time field. You can also choose a date from the date

picker by clicking the date picker icon.

18. Select the time from the drop-downmenu.

19. Click Download.

Related
Documentation

Installing the Signature Database on page 125•

Installing the Signature Database

To install the signature database:

1. From the Security Design task ribbon, select Downloads.

You can see the last login date in the last two weeks.

2. Select Signature Database from the Downloadsworkspace.

The Signature Database page appears. You can see the active database that was
downloaded earlier.

3. Select Install Configuration.

The Install Configuration page appears, as shown in Figure 34 on page 126.
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Figure 34: Install Configuration Page

4. Click the down arrownext toSignatureSummary to view the version of the database

and platforms that support this database.

5. Click the check box next to the devices on which you want to install the database.

6. Select the Schedule at a later time check box or click the down arrow to view the

scheduling options.

7. Enter a date in the Date and time field. You can also choose a date from the date

picker by clicking the date picker icon.

8. Select the time from the drop-downmenu.

9. Click the downward pointing arrownext to theRepeat section to enable the schedule
to recur inagiven time interval. Youcanalsoclick thecheckboxnext toRepeat section
to enable the schedule to recur in a given time interval.

10. Enter a numerical value in the first field in this pane.

11. Select the appropriate length of time from the drop-downmenu below the first field.

12. Click the downward pointing arrow next to the End Time section to view the options

available to set the end time for recurring installations. You can also click the check

box next to End Time section to view the options available to set the end time for

recurring installations.

13. Enter a date in the Date and time field. You can also choose a date from the date

picker by clicking the date picker icon.

14. Select the time from the drop-downmenu.

15. Click Install.
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Related
Documentation

• Downloading the Signature Database on page 123
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PART 9

IPS Management

• IPS Management Overview on page 131

• IPS Management on page 133
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CHAPTER 19

IPS Management Overview

• IPS Management Overview on page 131

IPSManagement Overview

You can use the IPS Management workspace to download and install the AppSecure

signature database to security devices. You can automate the download and install

process by scheduling the download and install tasks and configure these tasks to recur

at specific time intervals. This ensures that your signature database is up-to-date.

You can view the predefined IPS policy templates and create customized IPS policy-sets

in this workspace. You can also enable IPS configuration in a firewall policy and provision

IPS related configuration with firewall policy.

Related
Documentation

• Downloading the Signature Database on page 123

• Installing the Signature Database on page 125
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CHAPTER 20

IPS Management

• Creating IPS Signatures on page 133

• Managing IPS Signatures on page 135

• Creating IPS Signature-sets on page 139

• Adding Rules to an IPS Signature-set on page 140

• Managing IPS Signature Sets on page 141

• Creating IPS Policies on page 143

• Managing IPS Policies on page 144

Creating IPS Signatures

To create an IPS signature:

1. From the Security Design task ribbon, select IPSManagement.

The IPS Policies page appears with all IPS policies.

2. Click IPS Signature.

All IPS signatures that are downloaded appears in the View All IPS Signatures page
as shown in Figure 35 on page 134. This page displays the version of the signature

database. The left pane dispays the different categories of signature and the right

pane displays the signatures.

133Copyright © 2011, Juniper Networks, Inc.



Figure 35: View All IPS Signatures Page

3. Click Create IPS Signature.

The Create IPS Signature page appears, as shown in Figure 36 on page 134.

Figure 36: Create IPS Signature Page

4. Enter the name of the signature in theName field.

5. Enter the category of the signature in the Category field.

6. Select theRecommended checkbox if youwant this to bea recommended signature.

7. Enter some keywords in the Keywords field.

8. Select the appropriate severity of the signature from the Severity drop-downmenu.

9. Select the appropriate action for the signature from the Action drop-downmenu.

10. Enter the description for this signature in the Description field.
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11. Select the Signature Details tab from the Pattern Set page. Enter the following:

a. Select the appropriate option from the Attack Object Binding drop-downmenu.

b. Select the appropriate option from the Time Scope drop-downmenu.

c. Select the appropriate option from theMatch Assurance drop-downmenu.

d. Enter the name of the protocol in the Protocol field.

e. Enter the value of the time count in the Time Count field.

f. Select the Performance Impact check box if you want to do so.

g. Click the Add Signature button.

h. Select the appropriate option from the Context drop-downmenu.

i. Select the appropriate direction from the Direction dropdowmnmenu.

j. Enter appropriate information in the Pattern field.

k. Enter appropriate information in the Regex field.

l. Select theNegated check box if you want to do so.

m. Select the Shellcode check box if you want to do so.

n. Click the Add Anomaly button.

o. Select the appropriate anomaly from the Anomaly drop-downmenu.

12. Click theSupportedDetectorsbutton to view the descriptors that are supportedwith

this signature.

13. Click Save.

Related
Documentation

Managing IPS Signatures on page 135•

Managing IPS Signatures

You can filter, modify, or delete IPS signatures listed in theViewAll IPSSignatures page.

To open the View All IPS Signatures page:

• From the Security Design task ribbon, select IPSManagement > IPS Signatures.

The View All IPS Signatures page appears.

You can either right-click or use the Actions drawer to manage IPS signatures.

You can perform the following tasks in the View All IPS Signatures page:

• Filtering IPS Signatures on page 136

• Modifying IPS Signatures on page 136
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• Deleting IPS Signatures on page 136

• Cloning IPS Signatures on page 137

• Creating Static Signature Groups on page 137

• Creating Dynamic Signature Groups on page 138

• Creating IPS Signature-sets on page 138

Filtering IPS Signatures

To filter IPS signatures:

1. From the Security Design task ribbon, select IPSManagement > IPS Signatures.

TheViewAll IPS Signatures page displays all IPS signatures. The right pane displays

the signatures and the left pane displays the different filters that can be used to filter

the signatures. The different parameters that can be used to filter the signatures

include, Severity, Category, Object Type, Direction, Action, Match Assurance,

Recommended, and Signature Set. Every parameter has different subparameters.

2. Click the check box next to the subparameters within a parameter.

The IPS signatures will now be filtered by the filters you have applied.

Modifying IPS Signatures

Tomodify IPS signatures:

1. From the Security Design task ribbon, select IPSManagement > IPS Signatures.

The View All IPS Signatures page displays all IPS signatures.

2. Select the check box next to the IPS signature you want to modify.

NOTE: Youcannotmodifyapredefined IPSsignature.Youcanonlymodify
the custom IPS signatures you have added.

3. ClickModify IPS Signature in the Actions drawer.

Youare redirected to theModify IPSSignaturepage.Youcanmakenecessary changes

to the application signature here.

4. Click Save.

Deleting IPS Signatures

To delete IPS signatures:

1. From the Security Design task ribbon, select IPSManagement > IPS Signatures.

The View All IPS Signatures page displays all IPS signatures.

2. Select the check box next to the IPS signatures you want to delete.
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NOTE: You cannot delete the predefined IPS signatures. You can only
delete the custom IPS signatures you have added.

3. Click Delete Selected in the Actions drawer.

A confirmation window appears.

4. Click Yes.

Cloning IPS Signatures

To clone IPS signatures:

1. From the Security Design task ribbon, select IPSManagement > IPS Signatures.

The View All IPS Signatures page displays all IPS signatures that are downloaded.

2. Select the check box next to the IPS signature you want to clone.

3. Click Clone IPS Signature in the Actions drawer.

You are redirected to the Create IPS Signature page. You can clone the IPS signature

here.

Creating Static Signature Groups

To create a static signature group:

1. From the Security Design task ribbon, select IPSManagement > IPS Signatures.

The View All IPS Signatures page displays all IPS signatures.

2. Select thecheckboxnext to the IPSsignatures youwant to include in the IPSsignature

static group.

3. Select Create Static Group from the Actions drawer.

The Create IPS Signature Static Group page appears.

4. Enter the name of the static signature group in theName field.

5. Select the Recommended check box if you want to do so.

6. Click the Add icon to add IPS signatures to the static group.

The IPS Signature Selectorwindow appears.

7. Select the appropriate IPS signatures and clickUpdate.
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Creating Dynamic Signature Groups

To create a dynamic signature group:

1. From the Security Design task ribbon, select IPSManagement > IPS Signatures.

The View All IPS Signatures page displays all IPS signatures.

2. Select Create Dynamic Group from the Actions drawer.

The Create IPS Signature Dynamic Group page appears.

3. Enter the name of the dynamic signature group in theName field.

4. Select the check box next to the appropriate option in the Recommended pane.

5. Select the check boxes next to the appropriate actions in the Actions pane.

6. Select the appropriate directions from the drop-downmenus in the Direction pane.

7. Select the appropriate check box in the Pre-defined/Custom pane.

8. Select the appropriate check boxes in theMatch Assurance pane.

9. Select the appropriate check boxes in the Performance Impact pane.

10. Click the Advanced tab.

11. In the Category pane, select the appropriate signatures from the Available column

and click the right arrow to push them to the Selected column.

12. In theService pane, select the appropriate signatures from theAvailable column and

click the right arrow to push them to the Selected column.

13. Select the appropriate check boxes in the Severity pane.

14. Click the Space Filters tab.

15. Select the appropriate check boxes in theObject Type pane.

16. Select the appropriate check boxes in the Platform pane.

17. Enter a name for the vendor in the Vendor field.

18. Select the appropriate check boxes in the Version Changes pane.

19. Select the appropriate dates from the Activation Date pane.

20.Select the appropriate dates from theModify Date pane.

21. Enter an appropriate value in the in field in the Latest Changes pane.

22. Click Create.

Creating IPS Signature-sets

To create an IPS signature-set:

1. From the Security Design task ribbon, select IPSManagement > IPS Signatures.

The View All IPS Signatures page displays all IPS signatures.
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2. Select the appropriate IPS signatures and then click Create IPS Signature-Set.

Creating IPS Signature-sets

To create an IPS signature-set:

1. From the Security Design task ribbon, select IPSManagement.

You see the IPS Policies Tabular view.

2. Click IPS Signature-Set.

You see the IPS signature-set Tabular viewwith two panes and the first signature-set

is selected by default. The left pane displays all the IPS signature-sets in the system.

The right pane displays all the rules in a specific IPS signature-set as shown in Figure

37 on page 139.

Figure 37: IPS Signature Set Tabular View

All the IPS signature-sets under the Predefined node are predefined signature sets.
All the IPS signature-sets under the Custom node are user-defined signature sets.

3. Click Create IPS Signature-Set.

The Create IPS Signature-Set page appears.

4. Enter the name of the IPS signature-set in theName field.

5. Enter the name for the IPS signature-set in the Description field.

6. Click Create.

Related
Documentation

Adding Rules to an IPS Signature Set on page 140•

• Managing IPS Signature Sets on page 141
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Adding Rules to an IPS Signature-set

To add rules to an IPS signature-set:

1. From the Security Design task ribbon, select IPSManagement > IPS Signature-Set.

The IPS signature-set Tabular view appears.

2. Click the IPS signature-set you want to add rules to from the left pane.

The existing rules of the IPS signature-set are displayed in the right pane.

3. Click the Add Rule icon and select the type of the rule you want to add.

A new rule is added in the bottom-most row.

4. Click the IPS Signature column in the rule.

The IPS Signature Selectorwindow appears. You can select and add IPS signatures

from this window.

5. ClickUpdate in the IPSSignatureSelectorwindowwhenyouselect the IPSsignatures

for the rule.

6. Click the Action column in the rule and select the appropriate action for the rule.

7. Click theNotification column in the rule.

A drop-downmenu with all notification options appears. To add appropriate

notification options:

a. Click the Enable check box next to the Attack Logging field if you want to log the
attacks.

b. Click the Enable check box next to theAttack Flag field if youwant to flag attacks.

c. Select the appropriate option from the IP Action drop-downmenu.

d. Select the appropriate option from the IP Target drop-downmenu.

e. Enter the value of the timeout interval in the Timeout field.

f. Click the Enable check box next to the Log IP Action field if you want to maintain

a log of the IP actions performed.

g. Select the appropriate severity from the Severity drop-downmenu.

h. Click the Enable check box next to Terminal field.

i. ClickUpdate.

NOTE: You can alsomodify the IP action and the additional sections
in theNotification drop-downmenu by clicking the IP Action and
Additional columns in the rule.
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8. Click the Description column and enter a description for the rule.

9. Click Save.

Related
Documentation

Creating IPS Signature Sets on page 139•

• Managing IPS Signature Sets on page 141

Managing IPS Signature Sets

• Deleting IPS Signature-sets on page 141

• Cloning IPS Signature-sets on page 141

• Enable or Disable Rules in an IPS Signature-set on page 142

Deleting IPS Signature-sets

To delete an IPS signature-sets:

1. From the Security Design task ribbon, select IPSManagement > IPS Signature-Set.

The IPS Signature Set page displays all signature sets. The left pane displays the
predefined and custom signature sets. The right pane displays the signatures in the

respective signature-set.

2. Right-click the signature-set youwant to delete and selectDelete IPSSignature Set.

A confirmation window appears.

NOTE: You cannot delete a predefined signature-set. You can only delete
a custom signature-set.

3. Click Yes.

Cloning IPS Signature-sets

To clone an IPS signature-sets:

1. From the Security Design task ribbon, select IPSManagement > IPS Signature-Set.

The IPS Signature Set page displays all signature-sets. The left pane displays the
predefined and custom signature sets. The right pane displays the signatures in the

respective signature-set.

2. Right-click the signature-set you want to clone and select Clone IPS Signature Set.

You are redirected to the Clone IPS Signature Set page. You canmodify the name

and description on this page.

3. Click Clone.
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Enable or Disable Rules in an IPS Signature-set

To enable or disable rules in an IPS signature-set:

1. From the Security Design task ribbon, select IPSManagement > IPS Signature-Set.

The IPS Signature Set page displays all signature-sets. The left pane displays the
predefines and custom signature-sets. The right pane displays the signatures in the

respective signature-set.

2. Select the signature-set for which you want to enable or disable the rule in the left

pane.

All rules of the this signature-set appear in the right pane.

3. Select the rule you want to enable or disable and click the appropriate button.

The disabled rule appears dimmed.

4. Click Save.
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Creating IPS Policies

You can create IPS policies only if you set the IPS configuration mode to Advanced in

the device firewall policy. If you want to enable IPS policy creation for a group firewall

policy, you would need to:

• Enable IPS configurationmode toAdvanced for the devices in the group firewall policy.

• Set the Action field for the device rule for which you want to enable the firewall policy
to Permit.

• Select the appropriate IPS signature-set in the IPS field of the device rule.

To create an IPS policy:

1. From the Security Design task ribbon, select IPSManagement.

The IPS Policies Tabular view appears. The left pane of this Tabular view displays the

firewall policies and the right panedisplays the global policy rules and thedevice rules

for which IPS policy can be created as shown in Figure 38 on page 143.

Figure 38: IPS Policies Tabular View

2. Select the device policy for which you want to create an IPS policy.

The right pane displays the device policy for which the IPS policy can be created.

NOTE: Youwill seeglobalpolicy rulesanddevice rules forwhich theAction
field is set to Permit and an appropriate IPS signature-set is selected in
the right pane.

3. Select the IPSsignature in the IPSsignature-set that youwant tocustomize for creating

an IPS policy andmodify the fields appropriately.

You can now addmore IPS and exempt rules for this device rule.

4. Click the Add Rule icon and select the type of the rule you want to add.
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A new rule is added in the bottom-most row. If you add an IPS rule, by default, the

Source and Destination zones and addresses are inherited from the device rule. The

IPS Signature field is set toNone. You can now customize the fields in this rule.

5. Click Save.

NOTE: When the firewall policy is published and updated on the device, the
IPS policy configuration is also pushed along with the firewall configuration.

Related
Documentation

Managing IPS Policies on page 144•

Managing IPS Policies

You can delete, enable, and disable rules in an IPS policy.

To open the IPS Policies page:

• From the Security Design task ribbon, select IPSManagement.

The IPS Policy Tabular view appears.

You can perform the following tasks in the IPS Policies space:

1. Deleting IPS Policy Rules on page 144

2. Enabling or Disabling Rules in an IPS Policy on page 144

Deleting IPS Policy Rules

To delete rules in an IPS policy:

1. From the Security Design task ribbon, select IPSManagement.

The IPS Policy Tabular view appears.

2. Select the device policy fromwhich you want to delete IPS policy rules.

The right pane displays the device rules for which IPS policy is enabled.

3. Select the check box next to the IPS or exempt rule you want to delete.

4. Click the Delete icon.

5. Click Save.

Enabling or Disabling Rules in an IPS Policy

To enable or disable rules in an IPS policy:

1. From the Security Design task ribbon, select IPSManagement.

The IPS Policy Tabular view appears.

2. Select the firewall policy whose IPS rules you want to enable or disable.
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The rules of the firewall policy are displayed in the right pane.

3. Select the check boxes next to the rules that you want to enable or disable.

4. Click the Enable or Disable icon.

5. Click Save.

145Copyright © 2011, Juniper Networks, Inc.

Chapter 20: IPS Management



Copyright © 2011, Juniper Networks, Inc.146

Junos Space Security Design User Guide



PART 10

Security Design Devices

• Security Design Devices on page 149
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CHAPTER 21

Security Design Devices

• Updating Devices with Pending Services on page 149

Updating Devices with Pending Services

To update a device with pending services:

1. From the Security Design task ribbon, select Security Design Devices .

The Security Design Devices page appears, as shown in Figure 39 on page 149.

Figure 39: Security Design Devices Page

2. Select the check box next to the device on which you want to update the pending

services.

3. ClickUpdate .

TheUpdate page appears, as shown in Figure 40 on page 150.
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Figure 40: UpdateWindow

4. Select the type of service you want to update on the device in Select Service Types
pane.

5. Select the Schedule at a later time check box if you want to schedule the update at
a later date and time.

6. ClickUpdate.

NOTE: Devices will not be listed in the Security Design Devices page until
either a security policy or VPN or NAT policy is assigned to the device and a
publish or update service is pending.
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PART 11

Index

• Index on page 153
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