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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER
OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper Networks
(Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as “Juniper”), and (ii)
the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”)
(collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which Customer
has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment which Customer
purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new releases of such software. “Embedded
Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, additions or replacements
which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper
or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer
has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, Customer shall use
such Software on a single computer containing a single physical random access memory space and containing any number of processors. Use of the
Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) requires multiple licenses, regardless of whether
such computers or virtualizations are physically contained on a single chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls,
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular features,
functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing,
temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or require the Software
to be used only in conjunction with other specific Software. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable
licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software. Customer
may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not extend or create an additional trial
period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s enterprise network.
Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius software to support any
commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable
license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded; (e) distribute any copy of
the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked” or key-restricted
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper
to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper
reseller; (i) use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that the
Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking of the Software to
any third party without the prior written consent of Juniper; or (I) use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish
such records to Juniper and certify its compliance with this Agreement.



6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software,
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT PERMITTED
BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR
JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY
JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW,
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER
WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION,
OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to Customer, whether
in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or
if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and agrees that Juniper
has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss),
and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s
possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from the purchase of
the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to Juniper prior
to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All payments made by Customer shall be net of any
applicable withholding tax. Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by promptly: providing Juniper
with valid tax receipts and other required documentation showing Customer’s payment of any withholding taxes; completing appropriate applications that
would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder.
Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related
to any liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under this
Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or disclosure
by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, FAR 12.212,
FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT IlI) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any.
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any applicable
terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate)
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and
a copy of the LGPL at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The provisions
of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the Parties

hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This Agreement
constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and contemporaneous


http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html

agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that the terms of a
separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict
with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in
writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity of the
remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the Parties agree that the English
version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de méme que tous les documents y compris tout
avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related documentation is and will be
in the English language)).
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Chapter 1

Getting Started with Junos Space

m Logging In To the System on page 3

m  Using the Getting Started Assistants on page 4
m  Accessing Help on page 5

m  Logging Out From the System on page 5

Logging In To the System

You connect to Junos Space from your Web browser. Internet Explorer version 7 or
later and Mozilla Firefox version 3.0 through 3.6 Web browsers are supported.

& NOTE: Before you can log into the system, your browser must have the Flash 10
plug-in installed.

To access and log in to Junos Space, follow these steps:

1. In the address field of your browser window, type:

https://<1.1.1.1>/mainui/

Where < 1.1.1.1> is the Web IP address for Web access to Junos Space.

2. Press Enter or click Search. The system log in screen appears.

Username:
Password:

3. Type your username and password. The default username is super; the password
is juniper123. See “Changing User Passwords” on page 123 for information about
how to change your user password. For information about how to change your
username, see the system administrator.

4. Click Log In. The Junos Space Application Chooser appears, see “Application
Chooser Overview” on page 7.

Logging In To the System W 3
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Related Topics m Logging Out From the System on page 5
m  Changing User Passwords on page 123
m  Application Chooser Overview on page 7

m  Junos Space User Interface Overview on page 13

Using the Getting Started Assistants

The Getting Started assistants display steps and help on how to complete common
tasks. Getting Started is a section in the sidebar that appears when you log in to the
system if the Show Getting Started on Startup check box is selected. The Getting
Started topics are context sensitive per application. Getting Started displays all the
steps in a task. From a step in a task, you can jump that point in the user interface
to actually complete it.
To use a Getting Started assistant, follow these steps:
1. In Application Chooser, select an application.
2. Click the Help icon. The sidebar appears.
3. In the sidebar, expand Getting Started.

A main Getting Started topic link appears in the sidebar.

4. Select the main topic. For example in the Ethernet Activator application, click
Provision a Service. A list of required steps appears in the sidebar. Each step
contains a task link and a link to the help.

5. To perform a specific step, click that link. You jump to that point in the user
interface. The assistant remains visible in the sidebar to aid navigation to
subsequent tasks.

6. To access Help for a specific step, click the Help icon next to that step.

Related Topics

Accessing Help on page 5

m  Application Chooser Overview on page 7
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Accessing Help

Related Topics

Getting Started with Junos Space

Junos Space provides complete documentation in a Help system that is
context-sensitive per workspace. The Help system provides information on each
element in the system, including workspaces, dashboards, tasks, inventory pages,
actions, and etc. The Help system also provides frequently asked questions (FAQS)
and the entire system documentation. Help topics appear as links in the sidebar.
To access online help, follow these steps:

1. Click the workspace within which you want to work.

2. Click the Help icon. The sidebar appears, if it is not already displayed, with the
Help section open listing specific topics for that workspace and tasks.

3. Click a topic link to view its contents. The Help topic appears in a separate
window.

4. To hide the Help sidebar, click the button at the top right.

m  Using the Getting Started Assistants on page 4
m  Application Chooser Overview on page 7

m  Platform Dashboard Overview on page 17

Logging Out From the System

Related Topics

When you complete your administrative and tasks in the Junos Space user interface,
log out to prevent unauthorized users from intruding.

To log out from the system:
1. Click the Log Out icon in the banner. The Logout page appears.

To log in the system again, click the Click here to log in again link.

Logging In To the System on page 3
m  Changing User Passwords on page 123
m  Application Chooser Overview on page 7

m Junos Space User Interface Overview on page 13

AccessingHelp W 5
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Chapter 2
User Interface Overview

m  Application Chooser Overview on page 7

m  Modifying Application Settings on page 11

m Junos Space User Interface Overview on page 13

m  Network Application Platform Overview on page 17
m  Platform Dashboard Overview on page 17

m  Viewing Dashboard Statistics on page 20

m  Workspace Statistics Pages Overview on page 23

m Inventory Pages Overview on page 26

Application Chooser Overview

The Application Chooser provides a user interface within which you can view and
manage installed applications in Junos Space. Application Chooser appears when
you first log in to the system.

Application Chooser also contains shortcuts to frequently used workspaces. For
example from Application Chooser, you can jump directly to the devices and users
workspaces without having to click the Network Application Platform icon and the
Devices or Users workspace icons in the navigation ribbon.

Applications are represented as icons that display in two views: thumbnail and
carousel. In thumbnail view, application icons are arranged in a tiled format in the
workspace. In carousel view, the icons rotate three-dimensionally in a circular manner.

New applications will be added in subsequent software releases.

Mouse over an application to view its title and description. Double-click an application
icon to launch it and navigate to its dashboard.

Filter application icons by those newest first, alphabetically, and custom criteria using
the Sorted by link.

Add or remove applications from Application Chooser using the + icon in the actions
toolbar at the bottom right.

The parts of the Application Chooser user interface are shown as follows.

Application Chooser Overview ® 7
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The following sections describe the parts of Application Chooser.

Parts of Application Chooser

m  Application Icons on page 8
m  Shortcut Icons on page 10
m  Login User Name on page 10

m  Actions Toolbar on page 10

Application Icons

The applications appear as icons in the Application Chooser in thumbnail or carousel
views. Mouse over an application to view its name. Double-click an application to
navigate to it and open its workspace. Switch to a different application using the
Application Switcher global action in the application banner. The Application Switcher
displays the last five applications you use.

The Application Chooser includes the following applications, as listed in Table 1 on
page 9.
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Table 1: Junos Space Applications

User Interface Overview

Application Icon/Name

For more information

Platform

See “Platform Dashboard Overview” on page 17.

Ethernet
Activator

See Ethernet Activator Dashboard Overview.

Service Now

See Service Now Overview.

Campus
Builder

See Campus Builder Overview.

Application Chooser Overview

m 9
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Shortcut Icons

The shortcuts appear as icons in the Application Chooser. Shortcuts allow you to
jump directly to a workspace without user interface navigation. For example, use
the Devices shortcut to jump directly to the Devices workspace, see .

Shortcut Icon/Name For more information

See “Viewing Managed Devices” on page 159.

See “Viewing Users” on page 126.

Login User Name
Displays the username of the person currently logged into the system.
Actions Toolbar

(Bottom-Right) Use the toolbar at the bottom right of the workspace to change the

application icons from thumbnail to carousel views. Table 2 on page 10 defines the
toolbar buttons.

Table 2: Application Chooser Toolbar Buttons

Application Toolbar Button Description
g Displays the application icons so that they rotate in a circular manner in the workspace
L] Displays the application icons tiled in the workspace.

10 ®m Application Chooser Overview
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Application Chooser Actions

The Application Chooser provides the following user actions:

Related Topics =

Change Application Chooser Views—To change the Application Chooser view,
click either Thumbnail or Carousel in the bottom-right actions toolbar.

Sort Applications—To sort applications, click the Sort by link at the bottom of
the Application Chooser page, then select a sort option in the pop-up menu. The
filter options include newest application first, alphabetical, and custom user
settings.

Open Applications—To open an application, double-click its icon. You can also
use the Application Switcher global action at the right in the banner to navigate
to up to the last applications five you used.

Switch to Other Applications—To switch to other applications from Application
Chooser, select an application name in the Application Switcher drop-down
menu. The Application Switcher is a global action to the right in the banner. The
Application Switcher drop-down menu displays up to the last five applications
you used. You must confirm whether you want to switch to that application.

Junos Space User Interface Overview on page 13
Platform Dashboard Overview on page 17

Modifying Application Settings on page 11

Modifying Application Settings

The administrator can modify the settings of Junos Space installed applications. Each
application has specific configurable settings. Application settings are modified from
the Platform Administration > Manage Applications task.

The Modify Application Settings action allows the administrator to optimize the
operation of each application.

To modify application settings, follow these steps:

l.

2.

3.

Navigate to the Platform application.
Click the Administration workspace icon in the navigation ribbon.

Click the Manage Application task icon in the navigation ribbon. The Manage
Application inventory page appears. You can view Junos Space applications in
thumbnail or tabular view by clicking the view icons in the inventory page banner.

Modifying Application Settings ® 11
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Manage Applications
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Name:
Platform

Description:
ion Platform
etwork

of 11 '~ D

4. Select the application for which you want to modify settings. Information about
the selected application appears in the Quick Look panel for both thumbnail and
tabular view.

=

NOTE: The Ethernet Analyzer application settings are not available for this release.

Related Topics

5. Mouse over the Actions drawer to open it, then select Modify Application Settings.
The Modify Application Settings dialog box appears. The Platform applications
dialog box is shown here.

Modify Application Settings
Auto resync device

Max auto resync waiting time (secs): e

Modify

The Platform Modify Application Settings dialog box allows you to change the
following settings:

m  Auto resync device check box—Ensures that configuration changes on a
connected Juniper Networks device is synchronized or imported to the
application database.

m  Max auto resync waiting time (secs)—Specifies the time within which device
configuration changes are synchronized to the database. 20 seconds is the
default waiting time. You can specify any number of seconds. There is no
specific range.

m  Application Management Overview on page 91

m  Application Chooser Overview on page 7
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m  Junos Space User Interface Overview on page 13

Junos Space User Interface Overview

The Junos Space application design allows multiple users concurrent access to its
user interface. Each user accesses the system using a Web browser.

Each user has access to the same system wide database, which ensures that each
user sees current information. User access to tasks and objects is controlled by
permissions assigned to the user. For example, a service provisioner will have full
access to the tasks in the Service Provisioning workspace, but might not have access
to Service Design tasks.

The Junos Space user interface is consistent between the Network Application Platform
and other installed applications. The figures shown in this topic are from the Network
Application Platform user interface.

Parts of the System User Interface

The sections that follow describe the major parts of the system user interface.
m  Banner on page 13

m  Application Chooser on page 14

m  Application Dashboard on page 14

m  Workspace Statistics on page 15

m Inventory Page on page 15

Banner

The banner displays the Junos Space application logo and name, the date and server
time in the active time zone, and the global actions icons.

0 Space Network Application Platform Tue Jan 26 2010 11:47 AM PST * x g m =

The Junos Space application banner appears throughout each user interface page in
the system. Table 3 on page 13 describes the global action icons at the right in the
banner.

Table 3: Banner Global Actions

Banner Global
Action Icon Description

Displays the application Help. To access workspace context-sensitive help, click the Help icon after
navigating to that workspace. See “Accessing Help” on page 5.

Displays the My Jobs dialog box from which you can view the progress and status of current managed
jobs. See Viewing Your Jobs.

Junos Space User Interface Overview ® 13
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Table 3: Banner Global Actions (continued)

Banner Global

Action Icon Description
Py Displays the User Preferences dialog box from you can change user preferences, such as the password.
‘l See “Changing User Passwords” on page 123.
i 3 Displays the Application Switcher drop-down menu to switch between up to the last five applications
Ly | used. See “Application Chooser Overview” on page 7.

Logs you out of the system. See “Logging Out From the System” on page 5.

Application Chooser

When you log in to the system, you see the Application Chooser that displays the
available applications and shortcuts as shown here. For more information about the
Application chooser, see “Application Chooser Overview” on page 7.

Campus Service Now Ethernet Devices
Builder Activator

—_ -
E; ﬁ'

Platform Users

Welcome super

Application Dashboard

In Application Chooser, click an application icon to view to it’s dashboard that displays
graphical data about devices, jobs, users, administration, and etc. For example, the
Platform dashboard is shown here. For more information about the application
dashboard, see “Platform Dashboard Overview” on page 17.
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Devices Users Administration

System Health

Fabric Load History
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Overall System Condition
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Job Information

Past 1 minute

Bl FAILURE

B SCHEDULED

Workspace Statistics

In the application dashboard, click a workspace icon in the task ribbon to view its

statistics page. For example, the Job Management statistics page is shown here. The
statistics view displays charts, graphics, and sub-tasks. For more information about
the workspace statistics page, see “Workspace Statistics Pages Overview” on page 23.

Job Types

B Dizcover Hebwork Blements
Bl Prastage Davice
B Rasync Natvwork Elamants

Aola Assignment

State of Jobs Run

B FaILURE
El 1MPROGRESS

B SCHEDULED

== Discaver Metwork Bements

Inventory Page
Click a sub-task in the workspace task ribbon to view its inventory page. For more

information about inventory pages, see “Inventory Pages Overview” on page 26.
Inventory pages display managed items in two views: thumbnail and tabular.
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For more information about inventory thumbnail and tabular views, see “Inventory
Pages Overview” on page 26.

m Inventory Page Thumbnail View on page 16

m Inventory Page Tabular View on page 16

Inventory Page Thumbnail View

The Platform > Job Management > Manage Jobs inventory page in thumbnail view
is shown here.

Manage Devices

Single Multiple

?

suonoy

Denver
125.123.123123

Name:
Denver

0S Version:

Platform:
M101

1P Address:

Connection Status:
up

Inventory Page Tabular View

The Platform > Job Management > Manage Jobs inventory page in tabular view is
shown here.

Manage Devices

Interfaces | OS Version Platform 1P Address — Connection ! Managed St Single Multiple
M101
M101

10.1R1.1
10.1R1.7

05 Version:

Platform:
M0l

IP Addres:

101 4
Connection Status:
up

Related Topics m  Application Chooser Overview on page 7

m  Platform Dashboard Overview on page 17
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m  Workspace Statistics Pages Overview on page 23

m Inventory Pages Overview on page 26

Network Application Platform Overview

Related Topics

The Junos Space Network Application Platform (Platform) provides effective tools
the network administrator needs for automating network operations, including device
discovery and management, job operation management, audit logging, and network
administration. Network administration tasks include managing the Junos Space
fabric which comprises one or more IP-connected nodes, database, software upgrades,
licenses, installed applications, and troubleshooting.

The Platform application icon appears in Application Chooser.

Platform

Mousing over the Platform application icon displays a brief description. Clicking the
icon displays the Platform dashboard that displays the available workspaces from
which the administrator can perform tasks. For more information about the Platform
Dashboard, see “Platform Dashboard Overview” on page 17.

m  Application Chooser Overview on page 7
m  Platform Dashboard Overview on page 17
m  Ethernet Activator Dashboard Overview

m  Service Now Overview

m  Campus Builder Overview

Platform Dashboard Overview

The Platform dashboard provides a single page snapshot of the current status of your
network. The Platform provides the standard tools or workspaces the Junos Space
administrator uses to manage the basic network components and operations—devices,
jobs, logs, users, and administration. The Platform dashboard appears when you

Network Application Platform Overview B 17
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click the Platform application icon from Application Chooser or switch to it from the
Application Switcher. An example of the Platform dashboard is shown here.

— § I 0 &
TESK 1 w g &5 v
Ribbon —— Devices Jobs Fuxke Users  Administration
System Health
a& Fabric Load History
E 10
Overall System Condition ‘g
g-
H
Dashboard
A
Gadgets — vang

Active Users History

Job Information

[ - N sucCcEsS ]

Past 1 minute

The sections that follow describe the parts of the Platform Dashboard.

Parts of Platform Dashboard

m Task Ribbon on page 18

m Dashboard Gadgets on page 19

Task Ribbon

The task ribbon contains the workspaces that provide network management tasks
for an application. To view a workspace click its icon. The tasks to perform in that

workspace appear in the task ribbon. Table Table 4 on page 18 describes each
Platform workspace.

Table 4: Workspace Icons

Workspace
Icon Name Task
w==  Devices Manage devices, including adding, discovering, importing, and
" } N “ . . »
—— updating them. See “Device Management Overview” on page 131.
\i Jobs Monitor the progress of ongoing jobs. See “Job Management
Overview” on page 171.
Audit Logs View and filter system audit logs. See “Junos Space Audit Logs
2 I Overview” on page 185.
F} Users Add, manage, and delete users. See “Understanding How to Configure
) Users to Manage Objects in Junos Space” on page 108.
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Table 4: Workspace Icons (continued)

Workspace
Icon Name Task
< Administration Add network nodes, backup your database, or troubleshoot.
v See“Managing Nodes in the Fabric” on page 43, “Database Backup
and Restore Overview” on page 63, “Downloading the
Troubleshooting Log File from the UI” on page 98, “Downloading
the Troubleshooting Log File In Maintenance Mode” on page 100.
Dashboard Gadgets

The Platform dashboard contains gadgets, such as graphs and charts, that display
statistics that depict the overall health and functionality of that application. For
example, the Platform dashboard gadgets provide an at-a-glance view of the system
health , which includes the a gauge for the overall system condition and graphs that
display the fabric load and active user history. For an explanation of the data shown
in these gadgets, see “Understanding Overall System Condition and Fabric Load” on
page 51.

All dashboard gadgets are visible for all users.
Gadget information is updated automatically and immediately.

You can move gadgets on the dashboard or change the size of them. Changes in
location or size of dashboard gadgets persist on returning to the dashboard, even
after logging back into the system.

Click a gadget or gadget elements to drill down to more detailed information.
Typically, clicking a gadget element takes you either to the statistics page of the
associated workspace, or to an inventory page. Some gadgets let you filter information
by selecting a specific segment or bar from a chart, or a specific line of a table. For
example, if you select the red segment on the Status of Tasks run gadget, you navigate
to the manage tasks inventory page that displays only failed tasks.

NOTE: If you do not have user privileges to view certain application data, you will
not be able to view more detailed information if you double-click a gadget.

Table 5 on page 20 describes the mouse-over and double-click operations you can
perform on dashboard gadgets.

Platform Dashboard Overview ® 19
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Related Topics

Table 5: Gadget Mouse-Over and Double-Click Operations

Condition guage

Mouse-Over
Gadget Information Double-Click Navigation
Overall System N/A Double-click a graph data point to display the

Administration workspace Manage Fabric >
Fabric Monitoring page. Click Home to return
to the Platform dashboard. For more
information about fabric monitoring, see
“Viewing Nodes in the Fabric” on page 47.

Fabric Load History
graph data point to view the

Mouse over a graph

CPU Usage (average
usage percentage)

Double-click a graph data point to display the
Administration workspace Manage Fabric >
Fabric Monitoring page. Click Home to return
to the Platform dashboard. For more
information about fabric monitoring, see
“Viewing Nodes in the Fabric” on page 47.

Active User History
graph data point to view the

Mouse over a graph

Active user (total
count)

Double-click the graph data point display the
Users workspace statistics page used to view
the Number of Users by Assigned Role bar
chart. Click Home to return to the Platform
dashboard. For more information about the
Users workspace, see “Viewing User
Statistics” on page 125.

Job information pie
chart chart to view the

Mouse over the pie

number of successful
jobs.

Double-click the pie chart to display the Job
Management Manage Jobs inventory page.
Click Home to return to the Platform
dashboard. For more information about the
Job Management Manage Users inventory
page, see “Viewing Scheduled Jobs” on
page 177.

Viewing Dashboard Statistics on page 20

Application Chooser Overview on page 7

Junos Space User Interface Overview on page 13

Understanding Overall System Condition and Fabric Load on page 51

Viewing Nodes in the Fabric on page 47

Viewing User Statistics on page 125

Viewing Scheduled Jobs on page 177

Viewing Dashboard Statistics

20 m

Viewing Dashboard Statistics

The dashboard appears when you select an application from Application Chooser.
It contains graphs and charts known as gadgets that provide high-level monitoring
information for the system.
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The following topics describe how to use and interpret dashboard gadgets:
m  Viewing System Health Statistics on page 21

m  Viewing the Job Information on page 23

Viewing System Health Statistics

The Network Application Platform dashboard system Health gadget displays real-time
information about the overall health of the Junos Space system. It includes an overall
system condition gauge, and graphs that report the system load and number of users
as shown.

Fabric Load History

Overall System Condition

Average CPU usage

Past 1 minute

Average

Active Users History

Active user count
ry

Past 1 minute

The Overall System Condition gauge represents a combination of the health of the

database, the application, and load balancing software. If all these components are
functional on all processors in the fabric, then the overall system condition is reported
as good.

The Fabric Load History graph shows the trend of the average load of all CPUs in the
fabric over the last minute. The Y axis shows the percentage of CPU use and scales
dynamically so that useful information can be obtained at low loads. A new reading
appears every five seconds.

To view the average CPU use at a specific data point, drag the mouse over the data
point of interest. The fabric load is shown in parentheses in a tooltip.

Viewing System Health Statistics ® 21
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To obtain more details about the status of the fabric, click any data point in the graph.
The Fabric Monitoring page appears and shows detailed status of each node in the
fabric as shown.

Fabric Monitoring

=)

Status:

%0 CPLU:

% Memory:
% DISK:
APP Logic:
Database:

Load Balancer:

The Active Users History graph shows a history of the number of active users on the
system for the previous minute.

To view the number of active users at a specific data point, drag the mouse over the
data point of interest. The fabric load is shown in parentheses in a tooltip.

To obtain more details about active users, click any data point in the graph. The
Administration workspace statistics page appears as shown.

Manage Users i =

uonay

s
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Viewing the Job Information
The Job Information gadget on the system dashboard provides real-time information

about the proportion of tasks successfully completed, failed, or in some other state
during in the logged-on user’s current work session as shown.

Job Information

B FaILURE

Bl =UcCcESE

To view the number of jobs in a specific state rather than the percentage, drag the
mouse over the segement in the chart. The number of jobs appears in parentheses
in a tooltip.

To view details about the jobs represented in the chart, click on the segment of

interest. For example, click on the red segment to view details about failed jobs. The
Manage Jobs page appears as shown.

Manaqge Jobs %

SUONDY

cent Complete:
100.0

Job State:
SL

Scheduled Start Ti

Workspace Statistics Pages Overview

When you select a workspace from the application dashboard task ribbon, Junos
Space typically displays high-level statistics relevant to that workspace. The example
shows a bar chart of Ethernet Activator Service Provisioning statistics, which includes
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service orders by customer and a pie chart showing the proportion of service requests
in each potential service request state.

i

—K ] _
> © MW & G 3 S

Service MEI’IEgESEI’WCi Manage Manage s
]’ O Provisioning Services Customers

Services by Customer

Service Order States

Service Count

Bl completed
B 1nvalid
EM mypepsi

Customer Name

The tasks for a workspace appears to the right in the task ribbon; the workspace
icons collapse to the left in the task bar.

From the statistics page, you can display more detailed information about statistics
shown. For example, if you click a customer in the Services by Customer statistics
bar chart, the Manage Services inventory is displayed as shown.
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Name:
BMWP2

Type:
Point-to-Point Ethernet (LDP)
State:
Deployed
Status:
Up
Customer:
BMW
Activation time:
Feb 16, 2010 6

Last modification:
Feb 16, 2010 1

For more information about managing Ethernet Activator provisioned services, see
Viewing Services.

If you click the Service Order States statistics pie chart, the Manage Service Orders
inventory page is displayed.

U0y

S

ElineQngalii.. | ElineQngalll ElandetigSig.. ElandotlgSigl
Point-to-Poi... Point-to-Paoi... VPLS VPLS

Name:
ElineQngalll_audit

BMWE2P1 a... Y BMWHS1234 BMW ] Created by:
W

Point- e i C WEPLS

shahid
Order state:

Completed

T Operation type:
wvBLS ConfigurationAudit
Service type:
Point-to-Point Ethernet (LDP)

For more information about managing Ethernet Activator service orders, see Viewing
Service Orders
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Related Topics

You can move charts and graphs on the screen or resize them. Changes in location
or size of charts and graphs persist on returning to the statistics page, even after
logging back into the system.

If a chart has more data points than can be viewed clearly at once, a scroll bar appears
at the bottom of the chart for access to the remaining data.

Active links within the graphs and charts provide access to more details. For example,
if you click on a bar or pie-chart segment, you navigate to the corresponding inventory
page, and displays information filtered according to the bar or segment you selected.
For example, if you select the blue bar in the Services by Customer bar chart, a
service order inventory page appears showing only service orders associated with
the customer named BMW.

m  Viewing Services
m  Viewing Service Orders

m  Inventory Pages Overview on page 26

Inventory Pages Overview

26

Inventory pages allow you to view multiple managed objects you want to manage
simultaneously, including users, jobs, clients, software, etc. You can browse, zoom,
filter, and sort items. An Inventory page allows you to perform actions on these
managed items. Select the items on which you want to perform actions, and select
an action from the actions drawer or from the right-mouse-click menu.

To navigate to an inventory page, select an application from Application Chooser,
select a workspace in the navigation ribbon, then select a task in the navigation
ribbon. For example, to view the Manage Devices inventory page, select the Platform
from Application Chooser, click the Devices workspace in the navigation ribbon, then
click Manage Devices. The Manage devices inventory page is displayed as shown.

You can display Inventory pages in two views: thumbnail and tabular.

Parts of the Inventory Page

The following example shows the Manage Devices inventory page in thumbnail view
and identifies the parts of the user interface.

Inventory Pages Overview
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View Contrals: Search &
Thumbnail & Tabular T Zoom Slider —— Filter Field

—— Y

Manaqge Devices

Selected Multiple — Multiple
Inventory — ; Selectors
Action
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The following example shows the Manage Devices inventory page in tabular view
and identifies the parts of the user interface.

Sarted by
Wiew Controls Calurmn
Thumbnail & Tabular— Indicator — Search Field —
Tahle Manage Devices
Headers— Interfaces LR [P Address - Comnr ! Managed St
Selected — z
inventary
Actions
Drawer — Cuick
Look
— Panel
Platfor
101
1P Addres:
10
Paging Connection Status:
Controls — S - —

The sections that follow describe the parts of the inventory page user interface in
more detail.

m View Controls (Thumbnail and Tabular) on page 28

m  Sorted By Indicator on page 29

m  Selected Inventory (Single and Multiple Selection Modes) on page 30
m  Zoom Slider on page 31

m Search and Filter Field on page 31

m  Actions Drawer and Right-Mouse Clicking Objects on page 32

m  Quick Look Panel on page 33

m  Paging Controls on page 33

Inventory Pages Overview ® 27



Junos Space Network Application Platform User Guide

28 =

View Controls (Thumbnail and Tabular)

The view controls in the inventory page banner display managed items in either
thumbnail (default) or tabular view. The inventory view controls are located in the
inventory page banner to the right of the title.

m  Thumbnail View on page 28

m Tabular View on page 28

Thumbnail View

The default inventory page view—thumbnail view—displays icons of managed objects.
Icons also include visual elements that display item status, type, operation, etc. For
example in the Platform > Devices > Manage Devices inventory page, the green
up arrow indicates the device is up; a red arrow indicates the device is down as
shown. In the Manage Service Definitions inventory page, a visual element indicates
whether a service definition is standard or custom.

Manage Devices

Single Multiple

_{'EI =Y

>
g
7

Denver

0S Version:
9.6R3.8

Platform:

M10I

1P Addres:
123.123.12
Connection Status:
up

Each icon includes a title. Selected items appear with a grey background. In the
default Single selection mode, detailed information about the selected item appears
in the Quick Look panel.

The scroll bar and paging controls at the bottom of the page let you navigate through
managed inventory.

Tabular View

In Tabular view, managed objects appear as rows in a table. Data about each managed
object is displayed in the table columns. The Platform > Devices > Manage Devices
inventory page is shown.

Inventory Pages Overview
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Manage Devic

Inferfaces  OS Version Platform 1P Address — Connection ! Managed St Single Multiple
Denver M101
| i M101
M101

10.1R1.1
10.1RL.7

Denver

Platform:
M0l

IP Address:

101 24
Connection Status:
up

Selected objects in tabular view are displayed with a check mark and highlighting.
In the default Single selection mode, detailed information about the selected object
is displayed in the Quick Look panel. In Multiple selection mode selected objects are
listed in the Quick Look panel to let you perform actions on multiple items without
having to navigate through multiple pages of inventory. You can drag a column
header border to change its width.

You can manipulate inventory in tables by changing the width of columns, sorting
columns, and hiding columns.

The scroll bar and paging controls at the bottom of the page let you navigate through
managed inventory.

Sorted By Indicator

The Sorted by indicator in the inventory page banner displays how the inventory
objects are sorted in the tabular view. The Sorted by indicator is displayed in both
the thumbnail and tabular views. In tabular view, you can sort inventory data using
the Sort Ascending and Sort Descending commands in the column header drop-down
menu. Click the down arrow on a table header to view the sort menu. In the following
example, the device inventory is currently sorted by the IP Address. The current IP
Address column header is highlighted. The Platform column drop-down n sort menu
displayed, and the Platform column is highlighted because the column header is
currently selected. When you sort on the Platform column the IP Address column is
no longer highlighted. The Sorted by indication changes from IP Address to Platform.
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Manage Devices

LR CLE Ly Platform - | 1P Address - ection | Managed Sti Single Multiple
#l sort ascending
%! sort Descending

TE Columns

Connection Status:

i up

You can hide table columns by deselecting the column name in the Columns
Cascading menu, as shown. Only selected column names appear in the inventory
table.

Manage Devices

hd Interfaces "OS Version  Platform Connection ! Managed St
{N Sort Ascending
%} sort Descending

/| Name

¥ Interfaces

1 OS5 Version

[ Device Family
Platform
IP Address

[¥# Connection Status

7 Managed Status

] Serial Number

Selected Inventory (Single and Multiple Selection Modes)

Selected inventory objects are highlighted. Highlighted objects are ones on which
you can perform management action. You can select items using single or multiple
selection modes in both thumbnail and tabular view. Use the single and multiple
selection buttons above the Quick Look panel to change between selection modes.

In single selection mode, details about that object is displayed in the Quick Look
panel. In thumbnail view, click and object’s icon to select it. In tabular view, click an
object’s check box.

In multiple selection mode, selected items are listed in the Quick Look panel as
shown.
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Interfaces 0s sl Platform Connection & Managed Sta e !Nultinfé
W10

The single and multiple selection modes are displayed only on inventory pages that
support batch operations. The Ethernet Activator > Service Design > Manage Service
Definitions inventory page, for example, has no bulk operations, so the single and
multiple selection modes do not appear. Similarly, if only one item appears in a
device inventory, the single/multiple section panel does not appear.

You can deselect items before selecting a batch action. Deselected items remain in
the Selections list, but are no longer check marked.

When you have selected the objects you want, select any of the commands in the
Actions drawer or right-mouse click menu to perform operations on those objects.

Zoom Slider

The zoom slider determines the size of the icons displayed on the screen. Displaying
managed objects smaller on the inventory page reduces the amount of paging. The
zoom slider is displayed only in thumbnail view. To reduce object size, move the
slider to the left toward (-); move to the right toward (+) to enlarge objects. The size
of objects is persistent between work sessions.

Search and Filter Field

The Search and Filter field on the right of the banner enables you to search for specific
items so that only specific items are displayed on the inventory page. Clicking the
maghnifying glass at the right in the field displays a drop-down list with the search
options for that particular inventory page as shown. When you select a search option
in the drop-down list, inventory items specific to that search option only are displayed
on the page. When you erase the contents in the Search field or type all, and press
Enter, all the inventory items are displayed on the page again.

Device names starting with

Denver

Hongkong

Tokyo
Beijing-mx480-pe?
SanFranscisco
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Actions Drawer and Right-Mouse Clicking Objects

You can perform actions on one or more selected items on an inventory page by
using the Actions drawer or right-clicking items. To use the Actions drawer, mouse
over it. The drawer opens and the actions that can be performed are displayed as
shown. For example, to delete a device from the inventory, select that device in the
Manage Devices inventory page, mouse over the Actions drawer, then click the Delete
link. Move the cursor from the drawer to close it.

Actions in the Actions panel are disabled if the object you selected does not support
the selected action in its current state.

Manage Devices

single Multiple
View Interfaces
Delete

Resynchronize with Network
Secure Consale

Name:

Denver
0S Version:
9.6R3.8
Platform:

M1i01
IP Address:
10.155.6
Connection Status:
up

You can also select one or more items, then right click. The right-click menu is
displayed, which has the same action as the Actions drawer, as shown.

Manage Devices

Single Multiple

?

_ifi &

sSUDIOY

Denver
125.129.123 123

View Physical Inventory Name:
View Interfaces Denver

Delete 0S Version:

Resynchronize with Network 9.6R3.8

Secure Console Platform:
M101

IP Address:

1 23.12
Connection Status:
up
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NOTE: If you are using Mozilla Firefox, the Advanced JavaScript Settings may prevent
the right-mouse menu from being displayed.

To ensure that the right-mouse menu appears, the Disable or replace context menus
option must be turned on by following these steps:

1. In Mozilla Firefox, choose Tools > Options. The Options dialog box appears.
2. In the Options dialog box, click the Content tab.

3. Click Advanced. The Advanced JavaScript Settings dialog box appears.

4. Click the Disable or replace context menus option.

5. Click OK in the Advanced JavaScript Settings dialog box.
6. Click OK in the Options dialog box.

Quick Look Panel

The Quick Look Panel provides information about the selected object. The Quick
Look panel also displays a list of objects selected in multiple selection mode.

In single object selection mode, the Quick Look panel displays information about
one or more selected inventory items. Single-click an object in the inventory panel
once to see summary information about that object in the Quick Look panel.
Double-click an item to see more to see more details about certain items.

In multiple object mode, the Quick Look panel displays a list of the objects selected
so that you can perform actions on them without having to navigate between pages.

Paging Controls

Paging controls at the bottom of the inventory panel allow you to navigate the
inventory when the inventory is too large to fit on one page. Using these controls,
you can go to a specific page, navigate to the next or previous page, navigate to the
first or last page of the inventory, or refresh the inventory view.

The Page field lets you jump to a specific page of managed objects. Type the page
number in the Page field and press Enter to jump to that field.

Other table controls are described in Table 6 on page 33.

Table 6: Table Paging and Refreshing Controls

Table Control Operation

Advances to the next page of the table.

4

4 Returns to the previous page of the table.
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Related Topics

Table 6: Table Paging and Refreshing Controls (continued)

Table Control Operation
N Displays the last page of the table.
N Displays the first page of the table.
5, Refreshes the table content.
-

The displaying information field identifies how many objects are being managed and
how many are on one page.

Displaying 1 - 30 of 238 | Show

m Junos Space User Interface Overview on page 13
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Part 2
Managing the Junos Space Fabric

m  Fabric Overview on page 37
m  Configuring Nodes on page 43

m  Monitoring Nodes on page 47
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Chapter 3
Fabric Overview

m  Fabric Management Overview on page 37

Fabric Management Overview

You can deploy Junos Space appliances to create a fabric that provides the scalability
and availability that your managed network requires as you add more devices,
services, and users.

A Junos Space fabric comprises one or more IP-connected nodes. A node is a logical
object that represents a single JA1500 Junos Space Appliance or Junos Space Virtual
Appliance, its operating system, and the Junos Space software that runs on the
operating system. Each Junos Space appliance or virtual appliance that you install
and configure is represented as a single node in the fabric. You can add nodes without
disrupting the services that are running on the fabric. When you add nodes to the
fabric, you can manage and monitor the nodes from the Administration workspace.
To add, manage, and monitor nodes in the fabric, a fabric administrator connects
to a single virtual IP address, as shown in the illustration.
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JUNOS devices

= NOTE: All appliances (nodes) in a fabric must be from same Junos Space release.
For example, a fabric comprises Junos Space Release 1.1 appliances or Junos Space
Release 1.2 appliances, but not both.

Single Node Functionality

When the fabric comprises a single appliance, all devices in the managed network

connect to the appliance. When you install and configure the first appliance, Junos

Space automatically creates a fabric with one node. By default, a fabric that consists
of a single node provides complete Junos Space management functionality, with the
following node functions enabled for the node:

m  Load Balancer— for processing HTTP requests from remote browsers and NBI
clients

m Database— for processing database requests (create, read, update, and delete
operations)

m  Application Logic— for processing back-end business logic (Junos Space service
requests) and DML workload (device connectivity, device events, and logging)

= NOTE: A fabric that comprises a single node provides no workload balancing and
no backup if the appliance goes down.
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Multinode Functionality

As your network expands with new devices, services, and users, you can add Junos
Space appliances to handle the increased workload. When you install and configure
the first appliance, Junos Space automatically creates a fabric with one node. For
each additional appliance you install and configure, you must add a node to logically
represent the appliance in the fabric. Each node that you add to the fabric increases
the resource pool for the node functions to meet the scalability and availability
requirements of your network. By default, Junos Space automatically enables node
functionality across the nodes in the fabric to distribute workload. The nodes in the
fabric work together to provide a virtualized resource pool for each of the node
functions: load balancer, database, and application logic.

The Junos Space node functions distribute workload across operating nodes according
to the following load-distribution rules:

m Load Balancer— When a node that functions as the active load balancer server
is down, all HTTP requests are automatically routed to the standby load balancer
server that is running on a separate node.

m Database— When a node that functions as the active database server is down,
all database requests (create, read, update, and delete) are routed to the node
that functions as the standby database server.

m  Application Logic (DML and business logic)— Device connections and user
requests are distributed among the nodes, and device-related operations are
routed to the node to which the device is connected.

Junos Space uses the following algorithm to ensure that the number of devices
connected to a node does not exceed the threshold limit for each node:

Threshold Limit = [ (number of devices in database) / (number of nodes running)
1+2

The following workflow describes how the node functions are enabled across the
fabric as nodes are added:

m  First node up: The load balancer, database, and application logic functions are
enabled on the node. Each node function provides both scalability and high
availability. The following illustration shows all functions enabled on fabric
comprising one node.

Application logic

Databasa — .
Load balancor  s—— S e

JUNDIE devica

Pl
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m  Add second node: When a second node is added to the fabric, the first node
functions as the active load balancer server and active database server, and the
second node functions as the standby load balancer server and standby database
server. The load balancer and application logic node functions provide scalability
and high availability. The database node function on the second node provides
high availability only. The following illustration shows the functions enabled on
a fabric comprising two nodes.

Apphcalion nge  s——

Dratatasa —_—

GI00GE

Load balancer —

JUMNDIS diics

m  Add third node: Only the application logic functionality is enabled on the third
node to provide equal distribution of device connections and user requests across
all nodes, and route device-related operations to the node to which the device
is connected. The application logic functionality provides both scalability and
high availability. The following illustration shows the functions enabled on a
fabric comprising three nodes.

Application logic
/ Database
w17 JUNOS device Load balancer

9040056

= NOTE: For the third node and each subsequent node added to the fabric, only the
application logic functionality is enabled.
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Node Function Availability

In a fabric comprising two or more nodes, Junos Space provides failover when a
node functioning as the active server (load balancer server or database server) goes
down. By default, Junos Space marks a particular node down and routes failover
requests to the node that Junos Space designates as standby server. Junos Space uses
a heartbeat mechanism to check whether the nodes in the fabric are running. When
a node functioning as the active server fails (the appliance physically crashes or stops
sending heartbeats), the node functioning as the standby server takes over all
resources that were managed by the node functioning as active server.

Related Topics = Managing Nodes in the Fabric on page 43

m  Viewing Nodes in the Fabric on page 47
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Chapter 4

Configuring Nodes

m  Managing Nodes in the Fabric on page 43

Managing Nodes in the Fabric

Adding a Node

You can install one or more Junos Space appliances to create a scalable fabric. A
Junos Space appliance can be either a JA1500 Junos Space Appliance or a Junos Space
Virtual Appliance. Each Junos Space appliance that you install is represented as a
single node in the fabric. As the number of devices on your network expands, you
can add nodes to the fabric to manage the increased workload. By default, the Junos
Space fabric contains a single node that provides complete Junos Space management
functionality. When you install and configure the first appliance, Junos Space
automatically adds the first node to the fabric and uses the logical node name that
you assign to the appliance when you configure the appliance in the command line
interface. For each additional appliance that you install and configure, you must add
the node in Junos Space to represent the appliance in the fabric.

= Adding a Node on page 43

You can add one or more nodes to the existing Junos Space fabric, but you can add
only one node at a time.

To add a node to the Junos Space fabric:

1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Fabric icon.

3. From the task ribbon, select the Add Fabric Node task.

The Add Fabric Node screen is displayed.
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Add Fabric Node

YElnl=H
IP addr %

. B3 Schedule at a later time-

NOTE: Before you add a node to the Junos Space fabric, make sure that no jobs are
pending. No new jobs will be scheduled to run until the add node job has completed.

4. In the Name field, enter a name for the node.

5. Inthe IP address field, enter the IP address of the JA1500 Junos Space Appliance
or Junos Space Virtual Appliance.

6. Schedule the Add Fabric Node operation:

Clear the Schedule at a later time check box (the default) to initiate the add
node operation when you complete this procedure.

Select the Schedule at a later time check box to specify a later start date and
time for the add node operation.

NOTE: The selected time in the scheduler corresponds to Junos Space server time
but is mapped to the local time zone of the client computer.

Adding a Node

7. Click Add to add the node to the fabric.

The node is added to the fabric and is displayed in the Junos Space user interface
and database. When you add a node, the node functions are automatically
assigned by Junos Space. By default, the first and second nodes added to a fabric
perform all the following functions:

Database— for processing database requests (create, read, update, and delete
operations)

Load Balancer— for processing HTTP requests from remote browsers and
NBI clients

Application Logic— for processing back-end business logic (Junos Space
service requests), and DML workload (device connectivity, device events,
and logging)

The third node (and all subsequent nodes) added to a fabric perform only the
Application Logic function.



Configuring Nodes

Related Topics m Fabric Management Overview on page 37
m  Viewing Nodes in the Fabric on page 47

m  Understanding Overall System Condition and Fabric Load on page 51
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Chapter 5
Monitoring Nodes

m  Viewing Nodes in the Fabric on page 47

m  Understanding Overall System Condition and Fabric Load on page 51

Viewing Nodes in the Fabric

You can view configuration and runtime information for each node in the Junos
Space fabric. You can also monitor the status of the database, load balancer, and
application logic functions running on each node, and identify nodes that are
overloaded or down. You can view nodes in the fabric either graphically or in a table.

m Viewing Nodes as Graphics on page 47

m Viewing Nodes in a Table on page 49

Viewing Nodes as Graphics

You can view thumbnail, quick look, and detailed information about the nodes
running on a fabric.

To view the nodes in a fabric:
1. From the task ribbon, select the Administration workspace icon.

2. From the task ribbon, select the Manage Fabric icon.
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The Fabric Monitoring window displays the nodes in the fabric.

Fabric Monitoring =z =

Status:

% CPU: &

%0 Memory: £
% DISK:
APP Logic:
Database:

Load Balancer:

['Page L visplaying 1 -1 of 1 |

The Fabric Monitoring window is refreshed every 10 seconds, by default.

Each node in the fabric is represented by a thumbnail, which indicates whether
the node is a JA1500 Junos Space Appliance (JA1500) or a Junos Space Virtual
Appliance (Junos Space VA), and the node functions (database, load balancer,
or application logic) that run (whether up or down) on the appliance. For example,
the following illustration shows the icons for a JA1500 Junos Space Appliance,
that is running all node functions.

Appliance Type ———p

Application Logic

3. To view runtime and node function status for a node, click on the node.

Runtime and status information for the selected node is displayed in the Quick
Look panel.

4. To view detailed runtime and status information for a node, double-click on the
node.

For example, the following illustration shows the node icon and detailed
information for a JA1500 Junos Space Appliance.
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Viewing Nodes in a Table

To view configuration and runtime information in a table:

1.
2.
3.

From the task ribbon, select the Administration workspace icon.
From the task ribbon, select the Manage Fabric icon.

Click the table icon in the filter bar, as shown in the following example.

Fabric Monitoring

Junos Space displays a table with information about each node in the fabric.

Fabric Monitoring

B Node Name  "ManagementIP Status % CPU 9% RAM "% Disk ™ "App Logic Database Load Balar
HNodel 10.155 1 up 8 20 1 up Up up

1a1-10f 1] Show JELEEEG

Table 7 on page 50 describes the node information displayed in each field in
the table and information available from the detailed view.
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Table 7: Fields for the Fabric Monitoring Inventory Panel

Field

Description

Node Name

The logical name assigned to the node.

NOTE: For the first node, Junos Space uses the node name that the user specifies during the initial
configuration of the Junos Space appliance (physical or virtual). For each subsequent node, the user
must specify a node name when adding the node to the fabric.

Management IP

The IP address for the node.

Status Connection status for the node.
m  UP—Node is connected to the fabric.
m  DOWN—Node is disconnected from the fabric.
% CPU The percentage of CPU resource utilized by the node.
m  Unknown—The percentage of CPU utilized is unknown, for example, because the node is not
connected.
% RAM The percentage of memory resource utilized by the node.
m  Unknown—The percentage of memory utilized is unknown, for example, because the node is
not connected.
% Disk The percentage of the /var directory utilized by the node.
m  Unknown—The percentage of the /var directory utilized by the node is unknown, for example,
because the node is not connected.
App Logic Application Logic function status for the node.
UP— Application Logic function is running on node.
DOWN—Application Logic function enabled on the node but is not running.
m  Unknown—Status for the application logic function is unknown, for example, because the node
is not connected.
m  N/A— Application Logic function is not configured to run on the node.
Database Database function status for the node.

UP—Database function is running on node.
DOWN—Database function that is enabled on the node but is not running.

m  Unknown—Status for the Database function is unknown, for example, because the node is not
connected.

m  N/A—Database function is not configured to run on the node.

NOTE: By default, the Database function is enabled on no more than two nodes in the fabric.

Hardware Model

Model of Junos Space Appliance.

NOTE: Hardware model is displayed when you double-click a thumbnail or table row for a detailed
view of the node.

NOTE: Hardware model only applies for a Junos Space physical appliance.
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Table 7: Fields for the Fabric Monitoring Inventory Panel (continued)

Field Description

Load Balancer Load Balancer function for the node.

UP - Load Balancer function is running on the node.

DOWN - Load Balancer function that is enabled on the node is not running.

m  Unknown - Status for the Load Balancer function is unknown, for example, because the node
might not be connected.

m  N/A - Load Balancer function is not running because it is not configured to run on the node.

NOTE: By default, the Load Balancer function is enabled on no more than two nodes in the fabric.

Serial Number Serial Number for the Junos Space appliance.

NOTE: Serial number is displayed when you double-click a thumbnail or table row for a detailed view
of the node.

Software Version Junos Space Release Version.

NOTE: Software version is displayed when you double-click a thumbnail or table row for a detailed
view of the node.

Related Topics m Managing Nodes in the Fabric on page 43
m  Understanding Overall System Condition and Fabric Load on page 51

m  Fabric Management Overview on page 37

Understanding Overall System Condition and Fabric Load

You can view the overall Junos Space system condition and fabric load from the
platform application dashboard or from the Administration workspace landing page.

System Condition
To calculate the overall system condition, Junos Space uses an algorithm based on
cluster health and node-function health:

m  Cluster health indicates the percentage of nodes in the fabric that are currently
running.

For example, if only three nodes are reachable in a four-node fabric, cluster
health is 75% .

m Load-balancer health indicates the percentage of nodes (enabled for load
balancing) that are running the load balancing process.

For example, if two nodes are enabled for load balancing and the load-balancing
process is running on only one node, the load-balancing health is 50 % .
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m Database health indicates the percentage of nodes (enabled for database requests)
that are running the database process.

For example, if two nodes are enabled as database server and the database
process is running on only one node, then database health is 50 % .

m  Application-logic health indicates the percentage of nodes (enabled for application
logic (DML and business logic)) that are running the application-logic process.

For example, if three nodes are enabled for application logic and the
application-logic process is running on only two nodes, then application-logic
health is 67 %.

Junos Space retrieves data on the nodes and the node functions running, and then
applies the following algorithm to determine the overall system condition:

overall system condition = [ (number of nodes running) / (number of nodes in fabric)
1 * [ (number of nodes running load balancing process) / (humber of nodes enabled
for load balancing) 1 * [ (number of nodes running database server process) /
(number of nodes enabled as database server) ] * [ (humber of nodes running
application logic process) / (number of nodes enabled for application logic) ]

Using the preceding examples for cluster health and node-function health, the overall
system condition is expressed as a percentage:

overall system condition = 75% * 50% * 50% * 67% = 12.5%

The Overall System Condition window indicates Poor (0-30%), Average (30-70%),
or Good (70-100%), based on the value the algorithm returns.

Overall System Condition

100%

The overall system health indicates 0% (Poor) when any one of the following
conditions is detected:

m  No nodes in the fabric are running.
m  No nodes enabled for load balancing are running the load balancing process.
m  No nodes enabled for database requests are running the database process.

m  No nodes enabled for application logic are running the application logic process.
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Monitoring Nodes

Fabric Load

The Fabric Load chart displays the average CPU usage across all nodes that are
running in the fabric.

Fabric Load History
40

Average CPU usage

Past 1 minute

Junos Space uses the following algorithm to determine the fabric load:
fabric load = [ total CPU usage for all nodes running ] / [number of nodes running ]

For example, given a fabric with three nodes running and CPU usage of 80%, 30%,
and 10 %, respectively, the fabric load is 40 % . The following example illustrates how
the fabric load is calculated.

fabric load = [ 80% + 30% +10% ]/ 3
fabric load = 120% / 3
fabric load = 40%

To view the average CPU use at a specific data point, drag the mouse over the data
point of interest.

To obtain details about the status of the fabric, click any data point in the graph. The
Fabric Monitoring window is displayed and shows detailed status for each node in
the fabric. Status information includes CPU, disk, and memory usage and indicates
up or down status for each node function enabled on the node.

m  Fabric Management Overview on page 37

m Junos Space User Interface Overview on page 13
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Part 3
Junos Space Administration

m  System Maintenance on page 57
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Chapter 6
System Maintenance

m  System Administration on page 57

m Database Backup and Restore on page 62
m  Software Upgrade on page 78

m Licensing on page 86

m  Application Management on page 91

m  Troubleshooting on page 94

System Administration

m  Junos Space Administrators Overview on page 57
m  Maintenance Mode Overview on page 58

m  Understanding Overall System Condition and Fabric Load on page 60

Junos Space Administrators Overview

Junos Space administrators can serve different functional roles. A CLI administrator
installs and configures Junos Space appliances. A maintenance-mode administrator
performs system-level tasks, such as troubleshooting and database restore operations.
After appliances are installed and configured, users are created from the Junos Space
user interface to access workspaces and manage applications, users, devices, services,
customers, and so forth.

Table 8 on page 57 shows the Junos Space administrators and the tasks that can be
performed.

Table 8: Junos Space Administrators

Junos Space Administrator Function Description Tasks
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Table 8: Junos Space Administrators (continued)

CLI administrator

An administrator responsible for setting
up and managing system settings for
Junos Space appliances from the serial
console.

The CLI administrator name is “admin”.
The CLI administrator password can be

changed from the console system
settings menu.

m  Install and configure basic settings
for Junos Space appliances.

m  Change network and system
settings for appliances, for

example:

m  Change CLI administrator
password.
Set routing

Set DNS servers

Change time options

Expand VM drive size (Junos
Space Virtual Appliances only)
m  Retrieve log files for
troubleshooting

Maintenance mode administrator

An administrator responsible for
performing system-level maintenance
on Junos Space.

The maintenance mode administrator
name is “maintenance”.

The maintenance mode password is
configured from the serial console when
you first configure a Junos Space
appliance.

m  Restore Junos Space to previous
state by using a database backup
file.

m  Shut down Junos Space nodes by
entering maintenance mode.

m  Retrieve log files for
troubleshooting.

m  Exit Maintenance mode and
explicitly start up Junos Space
system.

Junos Space user interface users

A Junos Space user that is assigned one
or more predefined roles. Each role
assigned to a user provides specific
access and management privileges on
the objects (applications, devices, users,
jobs, services, customers) available from
a workspace in the Junos Space user
interface.

For complete information about the
predefined roles that can be assigned to
a Junos Space user, see “Predefined
Administrator Roles” on page 109.

Related Topics =

Maintenance Mode Overview on page 58

m  Role Based Access Control Overview on page 107

m  Understanding How to Configure Users to Manage Objects in Junos Space on
page 108

Maintenance Mode Overview

In Junos Space, maintenance mode is a special mode that an administrator can use
to perform database restore or debugging tasks while all nodes in the fabric are
shutdown and the Junos Space web proxy is running.

The Junos Space system goes into maintenance mode in the following cases:

m  Junos Space goes down.

58 =
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The system will go into maintenance mode when Junos Space is down on all
nodes in the fabric. Users attempting to log in when the system is in maintenance
mode are redirected to the maintenance mode log in screen. Users who logged
in to Junos Space before the shutdown and attempt to perform an action in the
user interface are also redirected to the maintenance mode log in screen.

Maintenance Mode

Y in mainte

m  An authorized Junos Space administrator initiates a Restore database action.

When a user initiates a Restore database action, Junos Space prompts the user
for user name and password to enter maintenance mode, as shown in
Authentication Required window. After the user is authenticated, Junos Space
initiates the restore database operation and the system remains in maintenance
mode until the database is restored and the user exits maintenance mode.

m A Junos Space administrator connects to an appliance in maintenance mode
using the URL https://ip-address/maintenance, where ip-address is the Web access
[P address for the appliance.

When a user is authenticated to access Junos Space in maintenance mode, the
Maintenance Mode Actions menu displays the tasks a user can perform in
Maintenance Mode.

an login and man

When a user exits maintenance mode, Junos Space is restarted. After several minutes,
the system returns to normal operational mode, and Junos Space users can log in to
the user interface.

Maintenance Mode Access and System Locking
Only one maintenance mode administrator can access the maintenance mode landing

page at a time. When an administrator logs in to maintenance mode, Junos Space
locks the landing page. When a second administrator attempts to log in to
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Related Topics

maintenance mode while the first administrator is logged in, Junos Space displays a
message indicating that another administrator is currently logged in to the system
and the Maintenance Mode landing page is locked. The maintenance mode lock is
released when the first administrator logs out or the lock times out. If the logged-in
administrator is inactive for a period of time, the maintenance mode lock is released
after 5 minutes, and another administrator can log in.

Maintenance Mode User Administration
The user name for the maintenance mode administrator is “maintenance”.

The password for the maintenance mode administrator is set from the Junos Space
system console during the initial installation/configuration of a Junos Space appliance
or virtual appliance.

m  Restoring a Database in the User Interface on page 69
m  Restoring a Database in Maintenance Mode on page 73
m  Backing Up the Database on page 64

m  Database Backup and Restore Overview on page 63

Understanding Overall System Condition and Fabric Load

60

You can view the overall Junos Space system condition and fabric load from the
platform application dashboard or from the Administration workspace landing page.

System Condition
To calculate the overall system condition, Junos Space uses an algorithm based on
cluster health and node-function health:

m  Cluster health indicates the percentage of nodes in the fabric that are currently
running.

For example, if only three nodes are reachable in a four-node fabric, cluster
health is 75% .

m Load-balancer health indicates the percentage of nodes (enabled for load
balancing) that are running the load balancing process.

For example, if two nodes are enabled for load balancing and the load-balancing
process is running on only one node, the load-balancing health is 50 % .

m  Database health indicates the percentage of nodes (enabled for database requests)
that are running the database process.

For example, if two nodes are enabled as database server and the database
process is running on only one node, then database health is 50 % .

m  Application-logic health indicates the percentage of nodes (enabled for application
logic (DML and business logic)) that are running the application-logic process.
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For example, if three nodes are enabled for application logic and the
application-logic process is running on only two nodes, then application-logic
health is 67 % .

Junos Space retrieves data on the nodes and the node functions running, and then
applies the following algorithm to determine the overall system condition:

overall system condition = [ (number of nodes running) / (number of nodes in fabric)
1 * [ (number of nodes running load balancing process) / (number of nodes enabled
for load balancing) ] * [ (number of nodes running database server process) /
(number of nodes enabled as database server) ] * [ (humber of nodes running
application logic process) / (humber of nodes enabled for application logic) ]

Using the preceding examples for cluster health and node-function health, the overall
system condition is expressed as a percentage:

overall system condition = 75% * 50% * 50% * 67% = 12.5%

The Overall System Condition window indicates Poor (0-30 %), Average (30-70%),
or Good (70-100%), based on the value the algorithm returns.

Overall System Condition

100%

The overall system health indicates 0% (Poor) when any one of the following
conditions is detected:

m  No nodes in the fabric are running.
m  No nodes enabled for load balancing are running the load balancing process.
m  No nodes enabled for database requests are running the database process.

m  No nodes enabled for application logic are running the application logic process.

Fabric Load

The Fabric Load chart displays the average CPU usage across all nodes that are
running in the fabric.
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Fabric Load History
40

Average CPU usage

Past 1 minukte

Junos Space uses the following algorithm to determine the fabric load:
fabric load = [ total CPU usage for all nodes running ] / [number of nodes running ]

For example, given a fabric with three nodes running and CPU usage of 80%, 30%,
and 10 %, respectively, the fabric load is 40 % . The following example illustrates how
the fabric load is calculated.

fabric load =[ 80% + 30% +10% ]/ 3
fabric load = 120% / 3
fabric load = 40%

To view the average CPU use at a specific data point, drag the mouse over the data
point of interest.

To obtain details about the status of the fabric, click any data point in the graph. The
Fabric Monitoring window is displayed and shows detailed status for each node in
the fabric. Status information includes CPU, disk, and memory usage and indicates
up or down status for each node function enabled on the node.

Related Topics m Fabric Management Overview on page 37

m Junos Space User Interface Overview on page 13

Database Backup and Restore

m Database Backup and Restore Overview on page 63

m  Backing Up the Database on page 64

m  Restoring a Database in the User Interface on page 69
m  Restoring a Database in Maintenance Mode on page 73
m Viewing Database Backup Files on page 75

m  Deleting Database Backup Files on page 77
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Database Backup and Restore Overview

You can perform Junos Space database backup and restore operations from the
Administration workspace. By default, Junos Space does not automatically backup
the database. However, you can schedule a backup to run at anytime and perform
either local or remote backups. All jobs that completed prior to the time the backup
operation starts are captured in the database backup file.

To perform database backup or restore operations, a Junos Space user must be
assigned the system administrator role.

You might need to restore the Junos Space database if any of the following conditions
occur:

m Junos Space data is corrupted, and you need to replace it with uncorrupted data.

m  The Junos Space software became corrupted, and you reinstalled the Junos Space
software.

m  You are upgrading to a new version of Junos Space and you need to populate
the Junos Space database with your existing data.

Database Backup

You can perform a local backup to copy data and log files to the Junos Space default
directory or perform a remote backup to copy data and log files to remote network
hosts or media. You cannot specify a location for a local backup.

When you perform a local backup, Junos Space backs up all data and log files to a
default directory.

When you perform a remote backup, you must specify a remote host that is
configured to run the Linux Secure Copy (SCP) command. You must also specify a
valid user ID and password for the remote host. To ensure that you are using a valid
directory, check the destination directory before you initiate a database backup to
the remote system.

During a backup, Junos Space archives data files and the logical logs that record
database transactions, such as the users, nodes, devices, services that were added
or deleted in Junos Space.

Database Restore

When you perform a restore operation, you retrieve data that was previously backed
up to restore the Junos Space database to a previous state. You can restore a database
from the Junos Space user interface, or directly from the Maintenance Mode Actions
window, if Junos Space goes down and you cannot access the user interface. When
a user initiates a restore database operation from the user interface, Junos Space
prompts the user for the user name and password to enter maintenance mode. When
the user is authenticated, Junos Space initiates the restore database operation and
Junos Space remains in maintenance mode until the database is restored. When
Junos Space is in maintenance mode, Junos Space is down on all nodes in the fabric
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Related Topics

and only the web proxy is running. During this time, all Junos Space users, except
the maintenance mode administrator, are locked out of the Junos Space system.
When the restore operation completes and the administrator exits maintenance
mode, Junos Space is restarted on all nodes, and users can again access the system
through the Junos Space user interface.

m  Restoring a Database in the User Interface on page 69
m  Restoring a Database in Maintenance Mode on page 73
m  Backing Up the Database on page 64

m  Maintenance Mode Overview on page 58

Backing Up the Database

64

You can make a backup copy of the Junos Space database and, at a later time, use
the backup file to restore the Junos Space database to a previous state. When you
perform a backup, Junos Space backs up the entire database. The database backup
file contains configuration data for managed nodes, managed devices, deployed
services, scheduled jobs, Junos Space users, and so forth.

You can perform local and remote backup and restore operations. You perform a
local backup to copy the backup file to the default directory /var/lib/mysal/backup.
You perform a remote backup to copy the backup file to remote network hosts or
media.

This topic includes the following tasks:
m  Backing Up the Database to a Local Directory on page 64

m  Backing Up the Database to a Remote Host on page 66

Backing Up the Database to a Local Directory

To back up the Junos Space database to a local directory:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Databases icon.
The inventory panel displays thumbnails for all existing database backup files.
3.  From the task ribbon, select the Backup Database icon.

The Backup Database dialog box is displayed.
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System Management Workspace: Backup Database

Mode: QisTe:)|

Machine IP:

Directory:

Comrment:

— M B Schedule at a later time

4. In the Mode field, select local to back up the Junos Space database to the default
directory /var/lib/mysql/backup.

5. Optional: In the Comment field, add a comment to describe or otherwise identify
the backup operation.

6. Schedule the Junos Space database backup operation:

m  Clear the Schedule at a later time check box (the default) to initiate the
database backup when you complete Step 7.

m  Select the Schedule at a later time check box to specify a later start date and
time for the database backup.

NOTE: The selected time in the scheduler corresponds to Junos Space server time
but using the local time zone of the client computer.

7. Click Backup.

The database is backed up. The Order Information window is displayed.

Order Information

Please click on Job 1o } details:
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8. Optional: To view job details for the database backup, click on the Job Id in the
Order Information window.

Junos Space displays the View Job Details window.

Task: Yiew Job Details

Job Type: Backup Datab

Joh ID: =]
Percent
Complete:
rﬂl Job State: S
Scheduled Oct 7, 2:41:36 &M PLCC
f -Jl Start Time:

Actual Start Oct 7, 2:41:36 4M POC
Time:

End Time: Oct 7, 2:41:37 &AM PD°

Summary: OK

9. Click OK.

The Junos Space database backup is displayed in the Manage Databases inventory
panel.

Backing Up the Database to a Remote Host

To back up the Junos Space database to a remote host:

1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Databases icon.
3. From the task ribbon, select the Backup Database icon.

The Backup Database dialog box is displayed.
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Administration: Backup Database

Mode: NEasleles

root

10.155.66.66

N root

(slnin=laisl remote-backup

M B Schedule at a later time

4. In the Mode field, select remote from the drop-down menu.
5. Enter a valid user name to access the remote host server.
6. Enter a valid password to access the remote host server.

7. Reenter the password you entered in the previous step.

8. Enter the IP address of the remote host server.

9. Enter a directory path on the remote host server for the database backup file.

NOTE: The directory path must already exist on the remote host server.

10. Optional: Add a comment to describe or otherwise identify the backup operation.
11. Schedule the Junos Space database backup operation:

m  Clear the Schedule at a later time check box (the default) to initiate the
database backup when you complete Step 12.

m  Select the Schedule at a later time check box to specify a later start date and
time for the database backup.

NOTE: The selected time in the scheduler corresponds to Junos Space server time
but using the local time zone of the client computer.

12. Click Backup.

The Order Information window is displayed.
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Order Information

13. Optional: To view job details for the database backup, click on the Job Id in the
Order Information window.

Junos Space displays the View Job Details window.

Task: ¥Yiew Joh Details

Job Type: Backup Datab
Job ID: 59
Percent 100.0
Complete:
m J-nh State:
I -J' ﬁfﬁﬁ:ﬁf

Actual Start Oc
Time:

End Time:

Summary: OK

14. Click OK to close the View Job Details window..

When the backup operation finishes, the Junos Space database backup file is
displayed in the Manage Databases inventory panel.

Related Topics m Restoring a Database in the User Interface on page 69
m  Restoring a Database in Maintenance Mode on page 73
m Viewing Database Backup Files on page 75
m  Deleting Database Backup Files on page 77

m  Database Backup and Restore Overview on page 63
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Restoring a Database in the User Interface

You can restore any archived Junos Space database to restore your Junos Space
system to a previous state. When you initiate a restore database operation, Junos
Space is shutdown on all nodes in the fabric and the system goes into maintenance
mode, during which time only one maintenance mode administrator can log in to
the system at a time. Once the restore database operation is complete, Junos Space
is restarted and users can access the Junos Space user interface.

To restore a database, you must have System Administrator privileges and be a
Maintenance Mode administrator.

& NOTE: Before you restore a database, wait until all jobs currently running have
completed.

To view information about the available database backup files before you select a
database to restore, see “Viewing Database Backup Files” on page 75.

Junos Space supports both local and remote backup and restore operations.
m  Restoring a Local Database on page 69

m  Restoring a Database from a Remote Host on page 71

Restoring a Local Database

To restore the Junos Space database to a previous state:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Databases icon.

The Manage Databases inventory panel displays database backups as graphics
(or in a table).

3. In the inventory panel, select the database backup file that you want to restore.

Junos Space displays summary information for the selected database backup in
the Quick Look panel.

4. From the Actions panel, select the Restore Database option.

Junos Space displays the Restore Database confirmation window.
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Database: Restore Database

5. Click Continue in the Restore Database window.

Junos Space prompts you enter a user name and password to enter maintenance
mode.

Authentication Required

9 A username and password are being requested by https://10.155.65.162. The site says: "Enter
user name and password for maintenance mode"

User Name: | | |

Pagsswiord: | |

[ Ok ] [ Cancel

70 =

6. Enter the maintenance mode user name and password.
7. Click OK.

Junos Space is shut down and other users will be unable to access the system
during the restore database operation.

The Restore Database Status window displays the status for the restore database
operation, as shown in the following example.

d from a

8. In the Restore Database Status window, click Return to Maintenance Menu.

The Maintenance Mode Actions window is displayed.
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9. Inthe Maintenance Mode Actions window, click Log Out and Exit from Maintenance
Mode to exit maintenance mode, start up Junos Space, and return to normal
operational mode.

The process of exiting maintenance mode and restarting Junos Space takes
several minutes.

Restoring a Database from a Remote Host

To restore the Junos Space database to a previous state:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Databases icon.

The Manage Databases inventory panel displays database backups as graphics
or as a table.

3. In the inventory panel, select the database backup file that you want to restore.

Junos Space displays summary information for the selected database backup in
the Quick Look panel.

4. From the Actions panel, select the Restore Database option.

Junos Space displays the Restore Database confirmation window.

Database: Restore Database

Restore from: db_1255991401.09z

5. Click Continue in the Restore Database window.
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Related Topics

Junos Space prompts you enter a user name and password to enter maintenance
mode.

Authentication Reguired

0 A username and password are being requested by https://10.155.65.162. The site says: "Bnter
user name and password for maintenance mode"

User Name: | | |

Password: | |

l oK J [ Cancel J

6. Enter the maintenance mode user name and password.

7. Click OK.

Junos Space is shut down and other users will be unable to access the system
during the restore database operation.

The Restore Database Status window displays the status for the restore database
operation, as shown in the following example.

8. In the Restore Database Status window, click Return to Maintenance Menu.

The Maintenance Mode Actions window is displayed.

an login and m:

9. Inthe Maintenance Mode Actions window, click Log Out and Exit from Maintenance

Mode to exit maintenance mode, start up Junos Space, and return to normal
operational mode.

The process of exiting maintenance mode and restarting Junos Space takes
several minutes.

Backing Up the Database on page 64
Viewing Database Backup Files on page 75
Deleting Database Backup Files on page 77
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m  Maintenance Mode Overview on page 58

m  Restoring a Database in Maintenance Mode on page 73

Restoring a Database in Maintenance Mode

In Junos Space, maintenance mode is a special mode that an administrator can use
to restore the database when Junos Space is down on all nodes in the fabric and the
Web proxy is running.

To restore a database in maintenance mode:

1. Connect to a Junos Space appliance in maintenance mode using the following
URL, where ip-address is the Web access IP address for the appliance:

https://ip-address/maintenance

The Maintenance Mode window is displayed.

Maintenance Mode

rently in maintenance

2. Click on the link to log in.

The Authentication Required dialog box is displayed.

Authentication Required

0 & username and password are being requested by https:ff10,155,66,213, The site says: "Enter
user name and password For maintenance mods"

User Name: | |

Passward: | |

L [9]9 J [ Cancel ]

3. Enter the user name and password for maintenance mode access.
4. Click OK.

The Maintenance Mode Actions window is displayed.
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5. Click on the link Restore Database from Backup in the Maintenance Mode Actions
window.

Junos Space displays the available database backup files, as shown in the following
example.

Ct
® db_1255398948.gz (testl 1 at Mon Oct 12 1

6. From the available database backup files, select a database backup file to
overwrite the current database.

7. Click Submit.

The database is restored from the backup copy you selected.

red from a b cdb_12

8. Click Return to Maintenance Menu.

The Maintenance Mode Actions window is displayed.
9. Click Log Out and Exit from Maintenance Mode.

Junos Space returns to normal operational mode.

Related Topics m Maintenance Mode Overview on page 58
m Database Backup and Restore Overview on page 63
m  Backing Up the Database on page 64

m Restoring a Database in the User Interface on page 69
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Viewing Database Backup Files

suonoy

You can view information about Junos Space database backups, including the date
and time of the backup, the backup file name and location, and the IP address of
the Junos Space appliance that was backed up. You can view Junos Space database
backup information graphically or in tables. By default, Junos Space displays graphical
thumbnail representations of database backups.

m Viewing Database Backups Graphically on page 75

m Viewing Database Backups in a Table on page 76

Viewing Database Backups Graphically

To view Junos Space database backups graphically:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Databases icon.

The Manage Databases inventory panel displays thumbnails of database backups
by file name and date.

3. To view summary information for a database backup, click on the thumbnail.

Junos Space displays summary information about the database backup in the
Quick Look panel, as shown in the following illustration.

Single Multiple

Name;
db_1266132635.02

Backup Date:
Feb 13, 2010 11:30:36 PM PST

Comment:
test

Machine:

ing 1 -1 of
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Viewing Database Backups in a Table

To view Junos Space database backups in a table:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Databases icon.

3. Click the table view in the filter bar, as shown in the following illustration.

Manage Databases @2 =

The Manage Databases inventory panel displays database backups as a table, as
shown in the following example.

Manage Databases

T Name '"Backup Date | Comment "Machine '"File Path

db_1266132635.c Feb 1! 110 test 241 fearflibfmysgl
: v PS fbackup

suonoy

ayingl-1ofl

Table 9 on page 76 describes the fields displayed in the inventory window.

Table 9: Fields in the Manage Databases Table

Field Description

Name The name of the database backup file. Junos Space automatically assigns a name to the
backup file.

Backup Date Date and time of the database backup.

Information a Junos Space user optionally provides in the Comments field of the Backup

Comment

Database dialog box when scheduling database backup.
Machine [P address of the appliance on which the database backup was performed.
File Path File path for the database backup.
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Deleting Database Backup Files

You can delete archived database backup files that are no longer useful for restore
operations.

& NOTE: When you delete a database backup file from the Manage Databases inventory
panel, the backup file is permanently deleted from Junos Space and cannot be
retrieved or restored.

To delete a Junos Space database backup file:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Databases icon.

The Manage Databases inventory panel displays thumbnail representations of
database backups by file name and date.

3. Optional: To view summary information for a database backup file before deleting
the file, click on the database backup thumbnail from the inventory panel.

Junos Space displays summary information about the database backup file in
the Quick Look panel, as shown in the following illustration.

Single Multiple

suonoYy

Name:
db_12661326

Backup Date:
Feb 13, 2010 11:30:36 PM PST

Comment:

4. From the Manage Databases inventory panel (thumbnails or table view), select
one or more database backup files that you want to delete.

To delete more than one database at a time, click on the Multiple button above
the Quick Look panel, then select the thumbnails of the databases you want to
delete.

5. From the Actions drawer, select Delete Database Backup.

Junos Space deletes the selected Junos Space database backup files. The deleted
backup files are no longer displayed in the inventory panel and are deleted from
the /var/lib/mysql/backup directory.
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Software Upgrade

Related Topics

Backing Up the Database on page 64
Restoring a Database in the User Interface on page 69
Restoring a Database in Maintenance Mode on page 73

Viewing Database Backup Files on page 75

Junos Space Software Upgrade Overview on page 78
Upgrading Junos Space Software on page 79
Viewing Uploaded Software on page 85

Junos Space Software Upgrade Overview

78 =

To upgrade software for the JA1500 Junos Space Appliance or Junos Space Virtual
Appliance, you upload the Junos Space image file to your existing fabric and perform
the software upgrade in the Junos Space user interface. When you perform an
upgrade, all appliances (nodes) in the fabric are upgraded with the new software.

To ensure a successful upgrade of your Junos Space appliances, complete the following
tasks.

Back up all your Junos Space data files before you begin the upgrade process.

Download the Junos Space software image from the Juniper Networks software
download Web site.

Complete the steps to upgrade your current Junos Space software to the latest
software version.

NOTE: To perform a Junos Space upgrade, you must log in as the default super
administrator.

Related Topics

Validate that the software is successfully installed by logging in to the user
interface.

To view the version of the installed Junos Space software, select the Help icon
in the user interface banner, and click on the About panel.

Upload the License Key that was sent to you when you purchased the Junos
Space software upgrade.

Viewing Uploaded Software on page 85
Upgrading Junos Space Software on page 79
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Upgrading Junos Space Software

To upgrade software for the JA1500 Junos Space appliance or Junos Space Virtual
Appliance, you upload the Junos Space image file to your existing fabric and perform
the software upgrade in the Junos Space user interface. When you perform an
upgrade, all appliances (nodes) in the fabric are upgraded with the new software.

m  Upgrading from Junos Space Release 1.0 to Release 1.2 on page 79

m  Upgrading from Junos Space Release 1.1 to Release 1.2 on page 81

Upgrading from Junos Space Release 1.0 to Release 1.2

You can upload and install the Release 1.2 software image file to upgrade from Jjunos
Space Release 1.0 to Release 1.2.

Juniper Networks recommends that you back up the Junos Space database before
you begin the upgrade process.

You must log in as the default super administrator to upgrade from Junos Space,
Release 1.0.

To add or upgrade software:

1. From the task ribbon, select the Administration workspace icon.
2. From the task ribbon, select the Manage Software icon.

3.  From the task ribbon, select the Upload Software task.

The Upload Software window is displayed, as shown in the following illustration.

Administration: Upload Software

4. Use the Browse button to locate the Release 1.2 software image file you want to
upload to Junos Space from your computer.

5. Click Upload to upload the software image, and wait until the software uploading
is complete.

6. From the task ribbon, select the Manage Software icon to display the Manage
Software inventory panel.

7. Select the Release 1.2 software image that you uploaded, as shown in the
following illustration.
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Manage Software

Single Multiple

Name:
1.2R1.14

Build Date:
2009-12-10 12

Modelp:
10.157.59.61

File Path:

Content:
jmp-aim-1.2-

8. Inthe Actions panel, click Install Software to upgrade to Junos Space Release 1.2.

The Install Software confirmation window is displayed.
Install Software
Confirm installation of

File
1,2R1.142300.tgz

Trstall

9. Select the file, and click Install.

The Installation Information window displays status, as shown in the following
illustration.
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Installation Information

Software Installed Su

10. Click OK.

11. If the software upgrade status window does not display, click the refresh button
in your browser.

Junos Space displays the following status window during the software upgrade
process.

Space is installing software ...

rrently in pro software installation, Once it is done, the log in page will be presented.
ait ...

NOTE: The software upgrade takes some time to complete.

12. When the installation is complete, the Junos Space login prompt is displayed.
You can now log in to begin using Junos Space Release 1.2.

Upgrading from Junos Space Release 1.1 to Release 1.2

You can upload and install the Release 1.2 software image file to upgrade from Junos
Space Release 1.1 to Release 1.2.

Juniper Networks recommends that you back up the Junos Space database before
you begin the upgrade process.

It is also recommended that you clear the Web browser cache before logging in to
the upgraded Junos Space software.

You must log in as the default super administrator to upgrade from Junos Space,
Release 1.1.

To add or upgrade software:

1. From the task ribbon, select the Administration workspace icon.
2. From the task ribbon, select the Manage Software icon.

3.  From the task ribbon, select the Upload Software task.

The Upload Software window is displayed.
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SUDNDY

Administration: Upload Software

Use the Browse button to locate the software image you want to upload to Junos

Space from your computer.

Click Upload to upload the software image, and wait until the software uploading

is complete.

The software image is displayed in the Manage Software inventory panel, as

shown in the following illustration.

Manage Software

LIRLANEIFS.L 1.2R1.1
2010=00=1S BN 2010-02-

Trac- MR 1 1 e

In the Manage Software inventory panel, select the software image that you

uploaded.

Single Multiple

| Name:
1.2R1.146176.tgz
Build Date:
2010-02-15 03:10:03
Nodelp:
10.155.69.241
Path:
r/cache/jboss/imp/payloads
Content:
| imp-aim-1.2-146176 64,1

In the Actions panel, click Install Software to upgrade the Junos Space software.

The Install Software confirmation window is displayed.
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Install Software

Canfirm installation of

Thetall

8. Select the file, and click Install.

Junos Space prompts you enter a user name and password to enter maintenance
mode.

Authentication Required

0 A username and password are being requested by https: //10.155.65.162. The site says: "Enter
user name and password for maintenance mode"

User Mame: | | |

Password: | |

l K ] [ Cancel ]

9. Enter the maintenance mode user nhame and password.
10. Click OK.

Junos Space displays a status window during the software upgrade process, as
shown in the following illustration.

Software Install Status

11. When the software upgrade completes, click Return to Maintenance Menu.
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The Maintenance Mode Actions window is displayed, as shown in the following
illustration.
Maintenance Mode Actions

This action leads user to select a database backup file and overwrite the current database

This action allows user to download Junos Space logs for troubleshooting

This action leads user to install new software

This action logs out the current user so that another administrator can login and manage in maintenance
mode

This action returns Space to normal operational mode

12. Click Log Out and Exit from Maintenance Mode.

Junos Space displays the following window.

Space is installing software ...

ation. On 2, the log in page will be pres

= NOTE: The software upgrade takes some time to complete.

When the installation is complete, the Junos Space login prompt is displayed.

& NOTE: If a blank page is displayed instead of the login prompt, click Refresh. The
login prompt is then displayed.

= NOTE: Juniper Networks recommends that you clear the Web browser cache before
logging in to the upgraded software.

" NOTE: juniper recommends that you perform a functional audit on all deployed
services after upgrading to Junos Space 1.2.

You can now log in to begin using Junos Space with the latest software.

Related Topics m Junos Space Software Upgrade Overview on page 78

m Viewing Uploaded Software on page 85

84 m Upgrading from Junos Space Release 1.1 to Release 1.2
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Viewing Uploaded Software

The Manage Software inventory page allows you to view information about junos
Space software images that you have uploaded. Detailed information about the
selected software image displays in the Quick View panel. You can also double-click
a software image icon to view more detailed information. You must have
Administrator privileges to upload Junos Space software.

Displaying the Manage Software Inventory Page on page 85

Displaying the Manage Software Inventory Page

To view software that has been uploaded into Junos Space:

1.
2.

SUDNDY

From the Platform task ribbon, select the Administration workspace.
From the task ribbon, select the Manage Software icon.

The Manage Software inventory page is displayed. The Manage Software inventory
page is empty until you upload software. Once you have uploaded software, an
icon represent each software *.tgz file.

Manage Software
Single Multiple

1.2R1.146176... :
2010-02-150... # Name:

1.2R1.146176

| Content:

jmp-aim-1.2-14617

You can display software in both thumbnail and tabular views. In the tabular
view, you can sort software data by columns by clicking the down arrow in each
column header.

To view information about a specific software file, select the icon. The Quick
Look panel displays information about the software, as described in Table 10 on
page 86. You can also view this information by double-clicking a software icon.
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Software: View Software List

Name: 1.2R1.146176.tgz
Build Date: 2010-02-15 03:10:03
MNode: 10.155.69.241
m File Path: /var/cache/jboss/imp/paylo

Ok

Table 10: Fields in the Manage Software Table

Field Description

Name Name of the software file.

Build Date Date and time of the software build.

NodelP IP address of the appliance where the software file was uploaded.
File Path The directory location of the software file.

Content The software that is packaged inside the zipped file.

Related Topics m Junos Space Software Upgrade Overview on page 78

m  Upgrading Junos Space Software on page 79

Licensing

m  Generating and Uploading the Junos Space License Key File on page 87

m Viewing Licenses on page 89

86 W Displaying the Manage Software Inventory Page
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Generating and Uploading the Junos Space License Key File

The Junos Space software provides a default, 60-day trial license. After 60 days, the
use of the Junos Space software expires except for the Upload License command.
The administrator must activate the software with the Juniper Networks License Key
to regain use of the Junos Space software. Within two weeks of the license expiration
date, a license expiration warning is displayed when users log into Junos Space and
from the About Junos Space page.

Junos Space license management involves a two-step process:

1. Generating the license key file. Juniper Networks uses a license management
system (LMS) to manage the deployment of the Junos Space product—appliances,
connection points, connections, and applications. When you order Junos Space,
Juniper Networks LMS sends an e-mail with an authorization code or serial
number and instructions on how to obtain a license key.

2. Uploading the license key using the Junos Space Administration workspace user
interface. The system administrator must upload a license key file in the
Administration Manage Licenses user interface to license the Junos Space product
and activate the configuration ordered.

This procedure includes the following topics:
1. Generating the License Key File on page 87
2. Uploading the License Key File Contents on page 87

Generating the License Key File

If you order Junos Space, Juniper Networks sends an e-mail with an authorization
code that includes a resource guide describing how to obtain a license key.

If you order a Junos Space virtual appliance, you also receive an e-mail with a serial
number and instructions on how to go to the Juniper Networks license management
system to apply that serial number.

Uploading the License Key File Contents

To upload the license key file, follow these steps:

1. Open the Juniper Networks Authorization Codes e-mail you received and follow
the directions.

2. Open the license key text file attached to the e-mail and copy all the contents.

3. In Junos Space Application Chooser, click the Network Application Platform
application icon.

4. In the task ribbon, click the Administration workspace icon. The Administration
dashboard appears.

5. In the task ribbon, click the Manage Licenses task icon. The Manage Licenses
inventory page appears.
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6. Inthe task ribbon, click the Upload License icon. The Upload License page appears.

7. Paste the contents of the license key text file in the License Data text field using
the Web browser Edit > Paste command.

Administration: Upload License

Generated on 2009-10-15T19:21:352
Mo expiration set

This license file is for the deployment using:
Serial Number: 5
Serial Number: !
Serial Number: !
This license file enables the following:
Device management points  (Capacity:
40)

Number connections (Capacity: 1000) +
4 | >

Upload CEIT'H:E

8. Click Upload. The license key data is uploaded in Junos Space database. The
license uploaded sucessfully message appears.

Administration: Upload License

Generated on 2009-10-15T19:21:352
Mo expiratig

- License Information
This license
Serial License uploaded successfully!

Serial
Serial

This licensa

9. Click OK. The license appears on the Manage Licenses inventory page.
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Manage Licenses

Single Multiple

Creation Date:
2010-03-01T19:21:352

Expires After:
2010-04-01

Serial:
S

Related Topics = Viewing Licenses on page 89

Viewing Licenses

You can view licenses in Junos Space as graphics or as tables. By default, Junos Space
displays thumbnail representations of licenses. Licenses might include Junos Space
licenses as well as licenses for VAR applications that run on Junos Space.

m Viewing Licenses as Graphics on page 89

m  Viewing Licenses in Tables on page 90

Viewing Licenses as Graphics

To view licenses that have been uploaded in Junos Space:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Licenses icon.

The inventory panel displays thumbnails for uploaded licenses, as shown in the
following example.

Manage Licenses

Single Multiple

Creation Date:
2010-03-01T19:21:352

Expires After:
2010-04-01

Serial:
S A-BSE05

Node IP:

Viewing Licenses W 89
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Each thumbnail represents a single license.
3. To view information for a license, click on the thumbnail.

The Quick Look panel displays license information, as shown in the preceding
illustration.

Viewing Licenses in Tables

To view license information in a table:
1. From the task ribbon, select the Administration workspace.
2. From the task ribbon, select the Manage Licenses icon.

3. Todisplay jobs in a table, click the table icon from the filter bar, as shown in the
illustration.

Manage Licenses

Junos Space displays a table view of uploaded licenses, as shown in the following
example.

Manage Licenses

B Name Creation Date Expiration Date

JNisplaying 1 -1 of 1 I'Show BELEERE  iter-

Table 11 on page 90 describes the fields in the Manage Licenses table.

Table 11: Fields in the Manage Licenses Table

Field Description

Name Name of the license file

Creation Date Date and Time that the license is generated.

Expiration Date Specifies the number of days the license is valid, starting from the Creation date.
File Path The directory location of the license file.

Node The IP address of the node that is displaying the license information.
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Table 11.: Fields in the Manage Licenses Table (continued)

Serial Number The serial number of the appliance/node.

Each JA1500 Junos Space Appliance and Junos Space Virtual Appliance is represented as a
unique node in the Junos Space fabric, and each appliance has a unique serial number.

4. To show or hide columns in the table view:

a. Mouse over any column header, and click the down arrow button. The
Licenses table pull-down menu is displayed.

b. Select Columns from the pull-down menu.

c. Select the check box for columns not currently displayed that you want to
view. Clear the check box for columns that you want to hide.

Related Topics m Generating and Uploading the Junos Space License Key File on page 87

Application Management
m  Application Management Overview on page 91

m  Modifying Application Settings on page 93

Application Management Overview

In the Administration workspace, use the Manage Applications task to administer
the settings of Junos Space applications. Each application has specific settings. You
must have administrator privileges to manage applications.

To navigate to the Manage Applications page from the Space Platform, click

Administration > Manage Applications. The Manage Application page appears as
shown in Figure 1 on page 92.
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Figure 1: Manage Applications Page

J "a./ i A & % m— \
] Wi A ] s :
$ S HEHEFHEN @

] s s
Manzge Manzge Manzge Manzge Manzge Troubleshoot
Fabric Diatzbases Saoftwars Licenses Applications SPACE

44

Platform

Name:
Ethernet Activator

Description:

CE/MPLS Service creation,
verification and provisioning

Actions
Modify Application 5

isplaying 1

In the Manage Applications inventory panel, you display applications in both
thumbnail and tabular views.

The Quick Look panel displays the application name and description.

The Actions panel displays the actions you can perform on selected applications. For
example, you can modify specific application settings per application.

For more information about modifying application settings, see “Modifying Application
Settings” on page 11.

Related Topics m  Application Management Overview on page 91

m  Application Chooser Overview on page 7
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Modifying Application Settings

The administrator can modify the settings of Junos Space installed applications. Each
application has specific configurable settings. Application settings are modified from
the Platform Administration > Manage Applications task.

The Modify Application Settings action allows the administrator to optimize the
operation of each application.

To modify application settings, follow these steps:

1. Navigate to the Platform application.

2. Click the Administration workspace icon in the navigation ribbon.

3. Click the Manage Application task icon in the navigation ribbon. The Manage
Application inventory page appears. You can view Junos Space applications in
thumbnail or tabular view by clicking the view icons in the inventory page banner.

Manage Applications

sSUondY

Ethernet Platform
Activator Name:

Platform
Description:

Network Ap ion Platform
f tom etwork

| Page of 1 | ' | ~ Displaying 1 -

4. Select the application for which you want to modify settings. Information about
the selected application appears in the Quick Look panel for both thumbnail and
tabular view.
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=

NOTE: The Ethernet Analyzer application settings are not available for this release.

Related Topics

Troubleshooting

Mouse over the Actions drawer to open it, then select Modify Application Settings.
The Modify Application Settings dialog box appears. The Platform applications
dialog box is shown here.

Modify Application Settings

Auto resync device

Max auto resync waiting time (secs): e

Modify ' CEIT'H:E :

The Platform Modify Application Settings dialog box allows you to change the
following settings:

m  Auto resync device check box—Ensures that configuration changes on a
connected Juniper Networks device is synchronized or imported to the
application database.

m  Max auto resync waiting time (secs)—Specifies the time within which device
configuration changes are synchronized to the database. 20 seconds is the
default waiting time. You can specify any number of seconds. There is no
specific range.

Application Management Overview on page 91
Application Chooser Overview on page 7

Junos Space User Interface Overview on page 13

System Status Log File Overview on page 95

Customizing Node System Status Log Checking on page 97

Customizing Node Log Files To Download on page 98

Downloading the Troubleshooting Log File from the Ul on page 98
Downloading the Troubleshooting Log File In Maintenance Mode on page 100
Downloading Troubleshooting System Log Files Using the CLI on page 101
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System Status Log File Overview

The system writes a system log file for each fabric node to provide troubleshooting
and monitoring information. See “System Status Log File” on page 95.

The system administrator can customize the information that is collected in the
system log file. See “Customizing Node System Status Log Checking” on page 97.

The system administrator can download the latest log files for each fabric node when
logged into an appliance. See “Downloading System Log Files For an Appliance” on
page 96.

In each operating mode, the system administrator can customize the default log files
that are download from an appliance. See “Customizing Node Log Files To Download”
on page 98.

System Status Log File

Approximately once a minute, the system checks and writes a status log file
SystemStatusLog for each fabric node by default. Each log file consists of system
status, such as the disk, CPU, and memory usage information, as shown. Junos Space
writes each system status log file to /var/log/SystemStatusLog.

2009-08-10 11:51:48,673 DEBUG [net.juniper.jmp.cmp.nma.NMAResponse]
(Thread-110:)
Node IP: 1.1.1.1Filesystem 1K-blocks Used Available Use% Mounted on
/dev/mapper/VolGroupO0-LogVol00

79162184 15234764 59841252 21% /
Cpu(s): 8.7%us, 1.1%sy, 0.0%ni, 90.0%id, 0.1%wa, 0.0%hi, 0.0%si, 0.0%st
Mem: 3866536k total, 2624680k used, 1241856k free, 35368k buffers
Swap: 2031608k total, 941312k used, 1090296k free, 439704k cached

Customizing Status Log File Content
The system administrator can customize the information that is written in a fabric

node system status log file. For more information, see “Customizing Node System
Status Log Checking” on page 97.
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Downloading System Log Files For an Appliance

The system administrator can download the latest log files for each fabric node when
logged into an appliance. The system status log file and all other third party log files
are collected and compressed in a troubleshooting file.

Table 12 on page 96 lists the files included in the troubleshoot file.

Table 12: Log Files included in the troubleshoot File

Description

Location

System status log file

/var/logSystemStatusLog

Jboss log files

/var/log/jboss/*

Service Provisioning data files

/var/tmp/jboss/debug/ *

MYSQL error log

/var/log/mysqld.log

Log files for Apache, NMA, Webproxy /var/log/httpd/ *

Watchdog log file

/var/log/watchdog/ *

Linux system messages

/var/log/messages/ *

96

The system administrator can download log files in each operation mode as follow:

Server Mode (See “Downloading the Troubleshooting Log File from the UI” on
page 98.)

Maintenance Mode (See “Downloading the Troubleshooting Log File In
Maintenance Mode” on page 100.)

CLI mode (See “Downloading Troubleshooting System Log Files Using the CLI”
on page 101.)

Customizing Log Files To Download

The system administrator can also customize the log files to be downloaded for
specific fabric nodes. For more information, see “Customizing Node Log Files To
Download” on page 98.

Related Topics =

Maintenance Mode Overview on page 58

System Status Log File Overview on page 95

Customizing Node System Status Log Checking on page 97
Customizing Node Log Files To Download on page 98

Downloading the Troubleshooting Log File from the Ul on page 98

System Status Log File Overview
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m  Downloading the Troubleshooting Log File In Maintenance Mode on page 100

m  Downloading Troubleshooting System Log Files Using the CLI on page 101

Customizing Node System Status Log Checking

Related Topics

The system administrator can customize the system checking for a fabric node so
that the necessary information is written to /var/log/SystemStatusLog. The
administrator must modify the fabric node Perl script in
/usr/nma/bin/writeLogCronJob.

To customize system status checking for an appliance, modify the
writeSystemStatusLogFile sub-function in writeLogCronJob as shown:

sub writeSystemStatusLogFile{

my $err = 0;

my $logfile = $_[0];

$err = system("date >> $logfile");

$err = system("df /var >> $logfile");

$err = system("top -n 1 -b | grep Cpu >> $logfile");
$err = system("top -n 1 -b | grep Mem: >> $logfile");
(

$err = system("top -n 1 -b | grep Swap: >> $logfile");

***<Add additional system command here that you want to print out in the
SystemStatusLog file>***

if (Jerr==0){ print "write log to $logfile successfully\n";
} else { print "cannot write log to $logfile\n";

}

return $err;

}

m  Maintenance Mode Overview on page 58

m  System Status Log File Overview on page 95

m  Customizing Node Log Files To Download on page 98

m  Downloading the Troubleshooting Log File from the Ul on page 98

m  Downloading the Troubleshooting Log File In Maintenance Mode on page 100

m  Downloading Troubleshooting System Log Files Using the CLI on page 101
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Customizing Node Log Files To Download

The system administrator can customize the log files that are downloaded for each
fabric node by modifying the Perl script in /var/www/cgi-bin/getLogFiles.

To customize the log files that are downloaded for each fabric node, modify
thegetLogFiles Perl script zip command as shown:

system("zip —r $logFileName /var/log/jboss/* /var/tmp/jboss/debug/
/var/log/mysqld.log /var/log/httpd/* /var/log/watchdog /var/log/messages
/var/log/SystemStatusLog > /dev/null");

Related Topics m Maintenance Mode Overview on page 58
m  System Status Log File Overview on page 95
m  Customizing Node System Status Log Checking on page 97
m  Downloading the Troubleshooting Log File from the Ul on page 98
m  Downloading the Troubleshooting Log File In Maintenance Mode on page 100

m  Downloading Troubleshooting System Log Files Using the CLI on page 101

Downloading the Troubleshooting Log File from the Ul

From the Administration workspace, the system administrator can download a
troubleshooting file troubleshoot.zip that contains useful information for managing
and monitoring the nodes in the system.

To retrieve troubleshooting data and log files, follow these steps:
1. From the task ribbon, select the Administration workspace icon.
2. From the task ribbon, select the Troubleshoot SPACE task.

The Troubleshoot SPACE page is displayed, as shown in Figure 2 on page 98.

Figure 2: Troubleshoot SPACE Page

Administration: Troubleshoot SPACE

Troubleshooting Tasks

* Download troubleshooting data and logs
case be patient. This may take several minutes.
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Click on the hypertext link Download troubleshooting data and logs from SPACE
to access the troubleshoot.zip file in your browser.

m If you are using Mozilla Firefox: In the Opening troubleshoot.zip dialog box,
select Save file and click OK to save the zip file to your computer using the
Firefox Downloads window.

m If you are using Internet Explorer: From the File Download screen, select
Save and select a directory on your computer where you want to save the
troubleshoot.zip file.

When you contact the Juniper Technical Assistance Center, describe the problem
you encountered and provide the JTAC representative with the troubleshoot.zip
file.

Table 13 on page 99 lists the files included in the troubleshoot.zip file.

Table 13: Data and Log Files in troubleshoot.zip File

Description

Location

Jboss log files

/var/log/jboss/*

Service Provisioning data files

/var/tmp/jboss/debug/ *

MYSOL error log

/var/log/mysqld.log

Log files for Apache, NMA, Webproxy /var/log/httpd/*

Watchdog log file

/var/log/watchdog/*

Linux system messages

/var/log/messages/ *

CPU/RAM/Disk statistics (during past 24 hours) Not applicable

Related Topics =

Maintenance Mode Overview on page 58

System Status Log File Overview on page 95

Customizing Node System Status Log Checking on page 97

Customizing Node Log Files To Download on page 98

Downloading the Troubleshooting Log File In Maintenance Mode on page 100

Downloading Troubleshooting System Log Files Using the CLI on page 101
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Downloading the Troubleshooting Log File In Maintenance Mode
Maintenance Mode is a special mode that an administrator can use to perform system
recovery or debugging tasks while all nodes in the fabric are shutdown and the web

proxy is running.

To download the troubleshooting log file in maintenance mode, follow these steps:

1. Connect to an appliance in maintenance mode using the following URL.

https://<ipaddress>/maintenance

Where ipaddress is the address of the Juniper Networks appliance. The
maintenance mode page appears.

Maintenance Mode

is currently in maintenance me

Click the click here to log in link. The login dialog box appears.
Log in to maintenance mode using the authorized login name and password.

Click OK. The Maintenance Mode Actions menu appears.

S

Click Download Troubleshooting Data and Logs. The file download dialog box
appears.

o

Click Save to download the troubleshoot.zip file to the connected computer.

7. Click Log Out and Exit from Maintenance Mode.

Related Topics m Maintenance Mode Overview on page 58
m  System Status Log File Overview on page 95
m  Customizing Node System Status Log Checking on page 97
m  Customizing Node Log Files To Download on page 98
m  Downloading the Troubleshooting Log File from the Ul on page 98
m  Downloading Troubleshooting System Log Files Using the CLI on page 101
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Downloading Troubleshooting System Log Files Using the CLI

If Junos Space is operating, the administrator can log into an appliance console and
download system status logs for each fabric node using the CLI Network Settings
Utility > SecureCoPy (SCP) command. If the system is not operating, the
Administrator can download system status logs using the CLI USB command.

The Network Settings Utility, for both commands, collects all system log files in the
/var/log subdirectory and creates a *.TAR file to download. For more information on
the log files that are written, see “System Status Log File Overview” on page 95.

This procedure includes the following tasks:
m  Downloading a System Log File Using a USB Device on page 101
m  Downloading System Log File Using SCP on page 102

Downloading a System Log File Using a USB Device

Using the Networks Settings Utility Retrieve Logs > USB command, the administrator
can download system status logs to a connected USB device if the network is down.

1. Using a console utility, such as SSH or Telnet, connect to the appliance. The
Junos Space Settings Menu appears.

Junos Space Settings Menu
1> Change Password

2> Set Routing

3> Set DNS Servers

4> Change Time Options
5> Retrieve Logs

6> Security
7> (Debug) run shell

Q> Quit

R> Redraw Menu

Choice [1-7,QR]:

2. Type option 5> Retrieve Logs. The Retrieve Logs submenu appears.
Choice [1-7,QR]: 5

1> Save to USB
2> Send via SCP

M> Return to Main Menu
R> Redraw Menu

Choice [1-2,MR]:

3. Select 1> Save to USB. The USB device must be connected to an appliance.

Downloading Troubleshooting System Log Files Usingthe CLI m 101
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4. Indicate whether you want to continue. Enter y for yes; n to abort.

5. The Save to USB process downloads the log files from all cluster members and
combines them into a .tar file. Once the file is created, the process copies the

file onto a USB device. You see the following:

Copying 20090827-1511-logs.tar to USB drive

Downloading System Log File Using SCP

Using the Networks Settings Utility Retrieve Logs > SCP command, the administrator

can download system status logs to a specific location.

To download system status logs using SCP, follow these steps:

1. Using a console utility, such as SSH or Telnet, connect to an appliance. The Junos

Space Settings Menu appears.
Junos Space Settings Menu

1> Change Password

2> Set Routing

3> Set DNS Servers

4> Change Time Options
5> Retrieve Logs

6> Security

7> (Debug) run shell

Q> Quit

R> Redraw Menu

Choice [1-7,QR]:

2. Type option 5> Retrieve Logs. The Retrieve Logs submenu appears.

Choice [1-7,QR]: 5

1> Save to USB
2> Send via SCP

M> Return to Main Menu
R> Redraw Menu

Choice [1-2,MR]:

3. Select 2> Send via SCP.The process retrieves the log files on all cluster members

and combines them into a .TAR file.

Enter the remote SCP user. For example, root

N o 0ok

following:

102 ®m Downloading System Log File Using SCP

Indicate whether you want to continue. Enter y for yes; n to abort.

Specify the SCP server IP address to which to transfer the file.

Enter the remote SCP file location. For example, /root/tmplogs. You see the



Related Topics

System Maintenance

Remote scp IP: 123.123.123.123

Remote scp user: root

Remote scp path: /root/tmplogs

Is this correct? [y/n]

The authenticity of host '123.123.123.123 (123.123.123.123)' can't be
established.

RSA key fingerprint is 01:70:4c:47:9e:1e:84:fc:69:3¢:65:99:6d:€6:88:87.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '123.123.123.123' (RSA) to the list of known
hosts.

Warning-Please dont use this system
/etc/selinux/strict/contexts/files/file_contexts: Multiple same specifications
for /usr/local/lost\+found/.*.
/etc/selinux/strict/contexts/files/file_contexts: Multiple same specifications
for /usr/local/\.journal.

/etc/selinux/strict/contexts/files/file_contexts: Multiple same specifications
for /usr/local/lost\+found.

123.123.123.123 password:

20090827-1517-logs.tar

100% 18MB 17.6MB/s 00:01

Indicate whether the SCP server information is correct. Enter y for yes; n if
incorrect.

Indicate whether you want to continue. Enter y for yes; n for no.

Maintenance Mode Overview on page 58

System Status Log File Overview on page 95

Customizing Node System Status Log Checking on page 97
Customizing Node Log Files To Download on page 98
Downloading the Troubleshooting Log File from the Ul on page 98

Downloading the Troubleshooting Log File In Maintenance Mode on page 100
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Part 4
Managing Users

m  Role-Based Access Control on page 107
m  Authenticating Users on page 115

m  Monitoring Users on page 125

m 105



Junos Space Network Application Platform User Guide

106 =



Chapter 7
Role-Based Access Control

m  Role Based Access Control Overview on page 107

m  Understanding How to Configure Users to Manage Objects in Junos
Space on page 108

m Predefined Administrator Roles on page 109

Role Based Access Control Overview

Junos Space supports authentication and authorization. A Junos Space super
administrator or user administrator creates users and assigns roles (permissions)
that allow users to access and manage the users, nodes, devices, services, and
customers in Junos Space.

To access and manage Junos Space, a user must be assigned one or more roles,
which are validated during authorization. The roles that an administrator assigns to
a user controls the workspace or workspaces the user can access and the tasks that
can be performed on the objects that are managed within a workspace. A user with
no role assignments cannot access any Junos Space workspace and is unable to
perform tasks.

Authentication

Through authentication, Junos Space validates users based on password and other
security services. Junos Space supports local user authentication only. Each user
password is saved in the Junos Space database and is used to validate a user during
login.

RBAC Enforcement

With RBAC enforcement, a Junos Space super administrator or user administrator
controls the workspaces a user can access, the system resources users can view and
manage, and the tasks available to a user within a workspace. RBAC is enforced in
the Junos Space user interface navigation hierarchy by workspace, task group, and
task. A user can only access those portions of the navigation hierarchy that are
explicitly granted through access privileges. The following sections describe RBAC
enforcement behavior at each level of the user interface navigation hierarchy.
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Enforcement by Workspace

The Junos Space user interface provides a task-oriented environment in which a
collection of related user tasks are organized by workspace. For example, the Users
workspace defines the group of tasks related to managing users and roles. Tasks
include creating, modifying, and deleting users, and assigning roles. Enforcement
by workspace ensures that a user can view only those workspaces that contain the
tasks that the user has permissions to execute. For example, a user that is assigned
the Device Manager role, which grants access privileges to all tasks in the Devices
workspace, can access only the Devices workspace. No other workspaces are visible
to this user unless other roles are assigned to this user.

RBAC Enforcement Not Supported for Getting Started Panel

RBAC enforcement is not enabled for the contents of the Getting Started panel.
Consequently, a user who does not have certain access privileges can still view the
steps displayed in the Getting Started panel. For example, a user without privileges
to manage devices will still see the Discover Devices step. However, when the user
clicks on the step, Junos Space displays an error to indicate that the user might not
have permission to access the workspace or tasks to which the step is linked.

Related Topics m Understanding How to Configure Users to Manage Objects in Junos Space on
page 108

m  Predefined Administrator Roles on page 109
m  Creating Users on page 115
m Viewing User Statistics on page 125

m  Viewing Users on page 126

Understanding How to Configure Users to Manage Objects in Junos Space

Junos Space is shipped with a super administrator that has full access to the Junos
Space system. When you first log on to Junos Space with the default super
administrator, you can perform all tasks and access all Junos Space system resources.
The super administrator can create new users and assign roles to those users to
specify which workspaces and system resources users can access and manage, and
which tasks users can perform within each workspace.

After you first setup Junos Space, you can disable the super administrator, if necessary.
However, before disabling the default super administrator, you should first create
another user with super administrator privileges.

To access and manage Junos Space system resources, a user must be assigned at
least one role. A role defines the tasks (create, modify, delete) that can be performed
on the objects (devices, users, roles, services, customers) that Junos Space manages.
For complete information on the predefined roles, see “Predefined Administrator
Roles” on page 109.
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Users receive permission to perform tasks only through the roles that they are
assigned. In most cases, a single role assignment enables a user to view and perform
tasks on the objects within a workspace. For example, a user assigned the Device
Manager role can discover devices, resynchronize devices, view the physical inventory
and interfaces for devices, and delete managed devices. A user that is assigned the
user administrator role can create, modify, and delete other users in Junos Space,
and assign and remove roles.

Typically a role contains one or more task groups. A task group provides a mechanism
for grouping a set of related tasks that can be performed on a specific object. The
following illustration shows the task group and associated tasks that are available to
a user that is assigned the User Administrator role.

F
F

Annie James

m User Administrator

Task Group Manage Users
-create user
-modify user
-delete users

= NOTE: You can assign multiple roles to a single user, and multiple users can be
assigned the same role.

Related Topics m Role Based Access Control Overview on page 107
m  Creating Users on page 115
m Viewing Users on page 126

m  Viewing User Statistics on page 125

Predefined Administrator Roles

Junos Space provides predefined roles that you can assign to users to define
administrative responsibilities and specify the management tasks that a user can
perform within applications and workspaces.

To assign roles to other users in Junos Space, a user must be a Super Administrator
or User Administrator.

Each predefined role defines a set of tasks for a single workspace, except the super
administrator role, which defines all tasks for all workspaces. By default, Junos Space
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provides Read privileges on all objects associated with the task groups defined in a
predefined role.

Table 14 on page 110 shows the Junos Space predefined roles for the Network
Application Platform.

Table 14: Predefined Roles for the Network Application Platform

Predefined Role

Task Group and Tasks

Workspace

User Administrator

m  Manage Users
] Create User
m  Modify User
m  Delete Users

Users

Job Manager

m  Manage Jobs

m  Cancel Job

Job Management

System Administrator

m  Manage Fabric
m  Add Fabric Node

m  Manage Databases
m  Backup Database
m  Delete Database Backup
m  Restore Database

m  Manage Software
m  Upload Software
m  Install Software
m  Delete Software

Troubleshoot Space
Manage Applications
m  Modify Application Settings

m  Manage Licenses
m  Upload License

Administration

Audit Log Administrator

m  View Audit Logs

m  Archive/Purge

Audit Logs

Super Administrator

All Junos Space task groups and tasks
(See Platform > Users > Create Users
user interface for the current roles.)

All Junos Space workspaces (See
Platform > Users > Create Users user
interface for the current roles.)
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Table 14: Predefined Roles for the Network Application Platform (continued)

Device Manager n

Discover Devices

Devices
Discover Targets

Specify Probes

Specify Credentials

Manage Devices

Delete Devices

View Physical Inventory
View Interfaces
Resynchronize with Network
SSH to Device

Secure Console

Table 15 on page 111 shows the Junos Space predefined roles for the Ethernet Activator

application.

Table 15: Predefined Roles for Ethernet Activator Application

Predefined Role

Task Group and Tasks

Workspace

Service Designer m  Manage Service Definitions Service Design
m  Create P2P Service Definition
m  Custom Service Definition
m  Create VPLS Service Definition
m  Publish Service Definition
m  Unpublish Service Definition
Service Manager m  Manage Device Roles Prestage Devices

Rules

Discovery Roles
Unassign NPE Role
Manage Device UNIs
Delete UNI

Add Device UNIs
Assign UNI

Assign Roles

Modify Loopback Address
Manage Device UNIs
Exclude from UNI Role
Exclude from NPE Role
Assign NPE Role

Predefined Administrator Roles
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Table 15: Predefined Roles for Ethernet Activator Application (continued)

Service Activator m  Manage Customers Service Provisioning
m  Create Customer
m  Modify Customer
m  Delete Customers

m  Manage Service Orders
m  Create P2P Service Order
m  Deploy Service Order
m  Delete Service Order
m  Create VPLS Service Order

m  Manage Services
m  Modify Service
m  Decommission Service

m  View Configuration Audit
Results

Perform Configuration Audit
View Functional Audit Results

Perform Functional Audit

View Service Configuration

Table 16 on page 112 shows the Junos Space predefined roles for the Service Now
application.

Table 16: Predefined Roles for Service Now Application

Predefined Role Task Group and Tasks Workspace
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Table 16: Predefined Roles for Service Now Application (continued)

Role-Based Access Control

Service Now Administrator

Administration
] Service Now Devices
®  Add Devices

m  Script Bundles
®  Add Script Bundle

m  Organizations
m  Add Add Organization

m  Global Settings
m  SNMP Configuration

m  Proxy Server
Configuration

Service Contract

Device Groups
m  Create Device Group

Service Central
m  Incidents

m  View Tech Support Cases
m  JMB Errors

Information
m  Messages

m  Device Snapshots

m  Notifications
m  Create Notifications

All workspaces

Service Now Unrestricted User

Administration

] Service Now Devices

Service Central

®  Incidents
m  View Tech Support Cases
JMB Errors

Information
m  Messages

m  Device Snapshots

Notifications

m  Create Notifications

Administration

Service Central

Predefined Administrator Roles ® 113



Junos Space Network Application Platform User Guide

Table 16: Predefined Roles for Service Now Application (continued)

Service Now Read Only User m  Administration Administration

] Service Now Devices
Service Central
n Service Centrol

= Incidents
m  View Tech Support Cases
JMB Errors

m  Information
m  Messages

m  Device Snapshots

m  Notifications

Table 17 on page 114 shows the Junos Space predefined roles for the Campus Builder
application.

Table 17: Predefined Roles for Campus Builder Application

Predefined Role Task Group and Tasks Workspace

Network Engineer m  Port Profiles EZ Campus Design

[ Create Port Profile

n Provision Port Profile

Related Topics m Role Based Access Control Overview on page 107

m  Understanding How to Configure Users to Manage Objects in Junos Space on
page 108

m  Creating Users on page 115
m  Viewing Users on page 126

m  Viewing User Statistics on page 125
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Chapter 8
Authenticating Users

m Creating Users on page 115

m  Modifying a User on page 119

m  Deleting Users on page 121

m  Changing User Passwords on page 123

Creating Users

You can create users and assign roles to allow users access to Junos Space workspaces.
Each user account must include a login 1D, password, first name, and last name. For
each user, you can assign roles that define the tasks and objects (devices, users,
services, and so forth) that the user can access and manage. You can assign multiple
roles to a single user and assign the same role to multiple users.

& NOTE: A user can access all the objects within the workspace that the assigned role
controls.

m  Creating a User Without Assigning A Role on page 115

m  Creating a User with Roles on page 117

Creating a User Without Assigning A Role

You can create a user without assigning any roles, and then at a later date, use the
Modify User option to assign roles to the user.

To create a new user account without assigning a role:
1. From the task ribbon, select the Users workspace.
2. From the task ribbon, select the Manage Users icon

3. From the task ribbon, select the Create User icon. The Create User dialog box is
displayed.
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Users: Create User

Lagin D

P

d
Confirm P ord
E

Fir:

Last Mame:

Ermail

image Fie: |
L I|'I mf=]s

Available Roles Selected Roles
Uzer ddministrator

System Administrator

Audit Log sdministrator

Super Administrator

Devica Manager

Servica Designer

Service Manager

Service Activator

Service Mow Admin

Service Mow Unrastrictad User

4. In the Login ID field, enter a login ID for the new Junos Space user account.

The login ID cannot exceed 32 characters. Allowable characters include dash (-),
underscore (L), apostrophe (), letters, and numbers.

5. In the Password field, enter a password for the user account.

The password must include at least two numbers or symbols and must be from
6 to 31 characters.

= NOTE: All passwords in Junos Space are case-sensitive.

In the Confirm Password field, reenter the password you entered in Step 5.
In the First Name field, enter the user’s first name.

In the Last Name field, enter the user’s last name

© © =N o

In the Email field, enter the user’s email address.
10. In the Image File field, upload the user’s photo ID:
a. Use the Browse button to locate the user’s photo ID file.

You can upload JPG, PNG, and TIF file types.

b. Click the Upload button.

Junos Space saves the photo ID file for the user account.

11. Click Create to create the user account without any assigned roles.
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The user account is created in Junos Space.

Creating a User with Roles

To create a new user with one or more roles:

1. From the task ribbon, select the Users workspace.

2. From the task ribbon, select the Manage Users icon.

3. From the task ribbon, select Create User. The Create User dialog box is displayed.
Users: Create User

Lagin [0

P

Email

Image File

M Use Same Ro

Available Roles Selected Roles
Uszer ddministrator

System Administrator

Audit Log Administrator

Super Administrator

Devica Manager

Service Designer

Service Manager

Service Activator

Service Mow Admin

Service Mow Unrastricted User

4. In the Login ID field, enter a login ID for the new Junos Space user.

The login ID cannot exceed 32 characters. Allowable characters include dash (-),
underscore (L), apostrophe (), letters, and numbers.

5. In the Password field, enter a password for the user account.

The password must include a minimum of two numbers or symbols and must
be from 6 to 31 characters.

s NOTE: All passwords in Junos Space are case-sensitive.

6. Inthe Confirm Password field, reenter the password you entered in the previous
step.

7. In the First Name field, enter the user’s first name.
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8. In the Last Name field, enter the user’s last name
9. In the Email field, enter the user’s email address.
10. In the Image File field, upload the user’s photo ID:
a. Use the Browse button to locate the user’s photo ID file.

You can upload JPG, PNG, and TIF file types.

b. Click the Upload button.

Junos Space saves the photo ID file with the user account.

11. To assign roles to the new user, use either of the following options:
m  To select roles from the Available Roles column:

a. Select one or more roles from the Available Roles column.

b. Click the right arrow to move the roles to the Selected Roles column.

TIP: You can also move a role to the Selected Roles column by double-clicking on
the role.

m To select roles for a new user by using the roles of an existing user:

TIP: You can enter one or more characters in the Use Same Roles Assigned to field
to retrieve a filtered list of users with role assignments that you might want to use.

Related Topics

a. Select the check box Use Same Roles Assigned to.

b. From the drop-down menu, select the name of the user whose role
assignment you want to assign to the new user.

c. Optional: To modify the role assignments, add or remove roles from the
Selected Roles column.
12. Click Create to create the user account with the assigned roles.

The new user account is created in Junos Space and can be viewed from the
Manage Users inventory page.

m  Understanding How to Configure Users to Manage Objects in Junos Space on
page 108

m Predefined Administrator Roles on page 109
m  Changing User Passwords on page 123

m  Modifying a User on page 119

m Deleting Users on page 121

m  Viewing Users on page 126

Creating a User with Roles



Modifying a User

Authenticating Users

A Super Administrator or User Administrator can modify any user account in Junos
Space. You can add or remove roles and modify any user settings except the Login
ID.

Each user account can have multiple roles and a role can be associated with multiple
users.

To modify an existing user account:

1. From the task ribbon, select the Users workspace.

2. From the task ribbon, select the Manage Users icon.

3. From the inventory panel, select the user account that you want to modify.

User account information is displayed in the Quick Look panel.

NOTE: You can modify only one user account at a time.
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4. From the Actions drawer, select Modify User. The Manage Users dialog box is
displayed.

Users: Manage Users

Rawvi

MNairair

B ras@juniper.net

O

Available Roles Selected Roles

User administrator

Job Manager

System Administrator
Audit Log Administrator
Supear Administrator
Device Manager
Service Designer
Service Managsr
Service Activator
Service Now Admin

5. You can change the password, first name, last name, email address, photo ID,
and the selected roles.

120 ®m Modifying a User

To change the password, you must include at least two numbers or symbols
in the new password and the password must be from 6 to 31 characters. All
passwords in Junos Space are case-sensitive.

To change the user name, enter a new name in the First Name and/or Last
Name fields.

To change the email account, enter a new email address in the Email field.

To modify the image file:
a. Use the Browse button to locate the new user photo ID file.

You can upload JPG, PNG, and TIF file types.

b. Click the Upload button.

Junos Space updates the photo 1D file for the user account.

To add or remove role assignments:
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= To add role assignments, select one or more roles from the Available
Roles column and click the right arrow to move the roles to the Selected
Roles column.

= Toremove role assignments, select one or more roles from the Selected
Roles and click the left arrow to move the roles to the Available Roles
column.

6. Click Modify to save your changes to the user account.

Junos Space updates the user account with the changes you specified.

Related Topics m Understanding How to Configure Users to Manage Objects in Junos Space on
page 108

m Creating Users on page 115
m Deleting Users on page 121

m  Viewing Users on page 126

Deleting Users

When a Junos Space user leaves your organization or no longer needs access to the
network objects that Junos Space manages, you can delete the existing user account.

To delete one or more users:
1. From the task ribbon, select the Users workspace.
2. From the task ribbon, select the Manage Users icon.

The inventory panel displays all Junos Space users.
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3. Optional: To view detailed user account information before deleting a user:

a. Double-click on the thumbnail (or table row) in the inventory panel. The
following illustration shows the User Detail Summary window.

Summary

Login ID: paul
First Mame: Paul
Last Mame: JMP

Email: paul@juniper.net

| System Adminish;gltor

Role Summary

b. Click OK to close the User Detail Summary window.

4. In the inventory panel, select one or more users to delete.
5. In the Actions drawer, click Delete Users.

The Delete Users confirmation window is displayed.

Delete Users ¥

ifirm deletion of

First Name Last Mame
Paul P

122 ®m Deleting Users



Authenticating Users

6. Verify the list of users that you want to delete, and click Delete to delete all
selected user accounts.

Related Topics m Creating Users on page 115
m  Modifying a User on page 119

m Viewing Users on page 126

Changing User Passwords
Any logged in user can change their account password using the User Preferences

icon in the Junos Space banner. You do not have to have any user roles configured
to change your password.

To change your user password, follow these steps:

User Preferences - Change Password

0Old password:

New password:

Confirm password:

Warning: Selecting the Change button will log you out of the
current session. If you have other sessions running, each of
them will be disabled until you log in again with the new
password.

1. Click the User Preferences icon in the Junos Space banner. The User Preferences
- Change Password dialog box appears.

2. Type your old password.

3. Type your new password. The password must be 6 to 31 characters long,
including 2 numbers or symbols.

4. Retype your password again to confirm it.

5. Click Change. You are logged out of the system. You have to log in again using
your new password. Any open sessions are disabled until you log in again.

Related Topics

Changing User Passwords m® 123
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Chapter 9
Monitoring Users

m  Viewing User Statistics on page 125

m  Viewing Users on page 126

Viewing User Statistics

You can view the percentage and the number of Junos Space users that have been
assigned to a role.

m  Viewing the Number of Users Assigned by Role on page 125

Viewing the Number of Users Assigned by Role

To view the percentage of total users that have been assigned to a predefined role:
1. From the task ribbon, select the Users workspace.

Junos Space displays a bar chart showing users by assigned role.

Number of Users by Assigned Role

u 1 T T
User Administrakor Job Manager System Administrator  Audit Log Administrator  Super Administrakar

The bar chart displays the number of users assigned to each role that has one
or more assigned users.
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Related Topics

Viewing Users

2. To view the number of users assigned to a specific role, mouse over the role in
the chart.

3. To display an inventory view of users assigned to a specific role, click on the
segment of the chart that represents the role.

m  Role Based Access Control Overview on page 107
m  Viewing Users on page 126
m  Creating Users on page 115

m  Deleting Users on page 121

You can view user information as graphics or as a table. By default, Junos Space
displays thumbnail representations of users.

m  Viewing Users as Graphics on page 126

m  Viewing Users in a Table on page 127

Viewing Users as Graphics

126 =

Viewing Users

You can view thumbnail, quick look, and detailed information about Junos Space
users.

To display a graphical view of users:
[.  From the task ribbon, select the Users workspace.
2. From the task ribbon, select the Manage Users icon.

The task ribbon displays all available tasks for the Manage User task group. The
inventory panel displays thumbnails of users in alphabetical order by first name,
as shown in the following example.

Manage Users

uonay

S

items

3. You can use the following options to view user information:
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m To restrict the display of users, enter a search criterion of one or more
characters in the Search bar and press Enter.

All users that match the search criterion are shown in the main display area.
m To view summary information for a user, click on the thumbnail.

The Quick Look panel displays summary information, including the Login
ID, first and last name, and email address.

m To view detailed information for a user, double-click on the thumbnail.

The User Detail Summary window displays the user’s account information
and assigned roles, as shown in the following example.

Login ID:
First Mame: Paul

Last Mame: JMP

Email: paul@juniper.net

Role Summary

Viewing Users in a Table
You can view the inventory of Junos Space users as a table.

To display a table of users:
1. From the task ribbon, select the Users workspace.
2. From the task ribbon, select the Manage Users icon.

3. Click the table icon in the filter bar, as shown in the following example.

Manage Users

The user inventory panel displays a table view of users.

Viewing Users ina Table m 127



Junos Space Network Application Platform User Guide

Last Mame Email

white

Space

After you select the table view once, the table view is displayed each time you
select the Manage Users task category.

4. You can use the following options to view user information:
m  To view summary information for a user, click on the table row.

The Quick Look panel displays summary information, including the Login
ID, first and last name, and email address.

m To view detailed information for a user, double click on the table row.

The User Detail Summary screen displays information about the user’s
account and assigned roles.

Related Topics m Understanding How to Configure Users to Manage Objects in Junos Space on
page 108

m  Creating Users on page 115
m  Deleting Users on page 121
m  Modifying a User on page 119

m  Viewing User Statistics on page 125
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Part 5
Managing Devices

m  Overview of Device Management on page 131
m  Discovery on page 133

m Inventory on page 149

m  Secure Console on page 153

m  Monitoring Devices on page 159
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Chapter 10

Overview of Device Management

Device Management Overview on page 131

Device Management Overview

You can use Junos Space to simplify management of the devices running Junos
software on your network.

From the Devices workspace, you use device discovery to discover devices and
synchronize device configurations with the Junos Space database. You can use device
discovery to discover one or many devices at a time. After Junos Space discovers
your network devices, you can perform the following tasks to monitor and configure
devices from Junos Space:

View statistics about the managed devices in your network, including the number
of devices by platform and the number of Junos family devices by release.

View connection status and configuration status for managed devices.

View operational and administrator status of the physical interfaces on which
devices are running.

m View hardware inventory for a selected device, such as information about power
supplies, chassis cards, fans, FPCs, and available PIC slots.

m  Resynchronize a managed device to resynchronize the device configuration in
the Junos Space database with the physical device.

m  Deploy service orders to activate a service on your network devices.

Supported Devices

Junos Space supports the following platforms running Junos Software:

EX Series Switches

] Series Routers

M Series Routers

MX Series Routers

SRX Series Services Gateways

T Series Routers
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Related Topics m Device Discovery Overview on page 133
m  Device Inventory Management Overview on page 149
m  Discovering Devices on page 136

m  Understanding How Junos Space Automatically Resynchronizes Managed Devices
on page 134

m Viewing Managed Devices on page 159
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Chapter 11

Discovery

m  Discovery Overview on page 133

m  Managing Devices on page 136

Discovery Overview

m  Device Discovery Overview on page 133

m  Understanding How Junos Space Automatically Resynchronizes Managed
Devices on page 134

Device Discovery Overview

You use device discovery to add devices to Junos Space. Discovery is the process of
finding a device and then synchronizing the device’s inventory and configuration
with the Junos Space database. To use device discovery, Junos Space must be able
to connect to the device.

To discover network devices, Junos Space uses the SSH and SNMP protocols. Device
authentication is handled through administrator login SSH v2 credentials and SNMP
vl/v2c or v3 settings, which are part of the device discovery configuration. You can
specify a single IP address, a DNS hostname, an IP range, or an IP subnet to discover
devices on a network. During discovery, Junos Space connects to the physical device
and retrieves running configuration and status information of the device. To connect
with and configure devices, Junos Space uses Juniper Network’s Device Management
Interface (DMI), which is an extension to the NETCONF network management
protocol.

When discovery succeeds, Junos Space creates an object in the Junos Space database
to represent the physical device and maintains a connection between the object and
the physical device so their information is linked.

When configuration changes are made in Junos Space, for example, when you deploy
service orders to activate a service on your network devices, the configuration is
pushed to the physical device.

When configuration changes are made on the physical device, (out-of-band CLI
commits and change-request updates), Junos Space automatically resychronizes with
the device, so that the device inventory information in the Junos Space database
matches the current device inventory and configuration information.
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The following device inventory and configuration data is captured and stored in
relational tables in the Junos Space database:

m Devices: hostname, IP address, credentials

m  Physical Inventory: chassis, FPM board, PEM, Routing Engine, CB, FPCs, CPU,
PICs, Xcvrs, fan trays

Junos Space displays the model number, part number, serial number, and
description for each inventory component, when applicable.

m Logical Inventory: sub-interfaces, encapsulation (link-level), type, speed, MTU,
VLAN ID

m  Loopback interface

Other device configuration data is stored in the Junos Space database as Binary Large
Objects, and is only available to NBI users.

Related Topics Discovering Devices on page 136
m Viewing Managed Devices on page 159

m Understanding How Junos Space Automatically Resynchronizes Managed Devices
on page 134

m  Resynchronizing Managed Devices on page 144
m  Device Management Overview on page 131

m  Device Inventory Management Overview on page 149

Understanding How Junos Space Automatically Resynchronizes Managed Devices

When configuration changes are made on a physical device that Junos Space manages,
Junos Space automatically resychronizes with the device, so that the device inventory
information in the Junos Space database matches the current configuration
information on the device.

After Junos Space discovers and imports a device, Junos Space enables the auto-resync
feature on the physical device by initiating a commit operation.

After auto-resynchronization is enabled, any configuration changes made on the
physical device, including out-of-band CLI commits and change-request updates,
automatically trigger resychronization on the device. The following diagram shows
how a commit operation on the device triggers resynchronization.
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Discover device

Junos Space and

device are out of sync After receiving a commit

notification, Junos Space
schedules an auto-resync joh
for the device

Synchronizing

Commit operation on
device

Junos Space and
device are in sync

When a commit operation is performed on a managed device, Junos Space schedules
a re-sync job to run 20 seconds after the commit notification is received. However,
by default, if Junos Space receives another commit notification from the device within
25 seconds of the previous commit notification, no additional re-sync jobs are
scheduled, but Junos Space will resynchronize both commit operations in one job.
This damping feature of automatic resynchronization provides a window of time
during which multiple commit operations can be executed on the device, but only
one or a few re-sync jobs are required to resynchronize the Junos Space database
after multiple configuration changes are executed on the device.

When Junos Space receives the device commit notification, the device status is “Out
of Sync”. When the re-sync job begins on the device, the Managed Status for the
device displays “Synchronizing” and then “In Sync” after the re-sync job has
completed, unless a pending device commit operation causes the device to display
“Out of Sync” while it was synchronizing.

When a resync job is scheduled to run but another resync job on the same device is
in progress, Junos Space delays the scheduled resync job. The time delay is
determined by the damper interval that you can set from the application workspace.
By default, the time delay is 20 seconds. The scheduled job is delayed as long as the
other resync job to the same device is in progress. When the currently running job
finishes the scheduled resync job starts.

You can disable the auto-resync feature in the Application workspace. When

auto-resync is turned off, the server continues to receive notifications and will go
into the out of sync state; however the auto-resync will not run on the device. To
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Related Topics

Managing Devices

Discovering Devices

resynchronize a device when the auto-resync feature is disabled, you can use the
resync feature to manually resync the device.

For information about setting the damper interval to change the resync time delay
and information about disabling the auto-resync feature, see “Modifying Application
Settings” on page 11.

m  Resynchronizing Managed Devices on page 144
m  Device Discovery Overview on page 133
m  Device Inventory Management Overview on page 149

m  Viewing Managed Devices on page 159

m  Discovering Devices on page 136
m  Resynchronizing Managed Devices on page 144

m  Deleting Devices on page 146

You use device discovery to automatically discover and synchronize Junos devices
in Junos Space. Device discovery is a three step process in which you specify target
devices, a probe method (Ping and/or SNMP), and credentials to connect to each
device.

To add a device using device discovery, the following conditions must be met:

m  The device is configured with a static management IP address that is reachable
from the Junos Space server.

m A user with full administrative privileges is created on the device for the Junos
Space administrator.

m If you plan to use SNMP to probe devices as part of device discovery, SNMP
should be enabled on the device with appropriate read-only V1/V2C/V3
credentials.

NOTE: To perform discovery on a device with dual Routing Engines, always specify
the IP address of the current master RE. When the current master IP address is
specified, Junos Space will manage the device and will manage the redundancy as
well. If the master RE fails, the backup RE takes over and Junos Space manages the
transition automatically without bringing down the device.
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NOTE: Junos Space does not support SRX device clusters.

To discover and synchronize devices, complete the following tasks:
1. Specifying Device Targets on page 137

2. Specifying Probes on page 138

3. Specifying Credentials on page 141

Specifying Device Targets

To specify the device targets that you want Junos Space to discover:
1. From the task ribbon, select the Devices workspace.
2. From the task ribbon, click the Discover Devices icon.

Junos Space displays discovery status for discovery targets that are already
processed.

3. From the task ribbon, click the Discover Targets icon.

Junos Space displays the Discover Targets window.

Devices! Discover Targets

Device Targets:

Please select the Add button to enter device targ

4. Click the Add icon.
The Add Device Target dialog box is displayed.

Add Device Target

@ IP range @ IP subnet @& Host name

I ™ ]
Add Add More
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Choose one of the following options to specify device targets:
m  Select the IP radio button and enter the IP address of the device.

m  Select the IP Range radio button and enter a range of IP addresses for the
devices.

= NOTE: The maximum number of IP addresses for an IP range target is 1024.

m  Select the IP Subnet radio button and enter an IP subnet for the devices.
m  Select the Host Name radio button and enter the host name of the device.

Click Add to save the target devices that you specified, or click Add More to add
additional device targets. When you have added all device targets that you want
Junos Space to discover, click Add.

The Discover Targets window displays the addresses of the configured device
targets.

Click Discover from the Discover Targets window.

In the next task, you specify a probe method to connect to and discover the
device targets.

Specifying Probes

To configure the method Junos Space will use to discover the device targets:

1.

Specifying Probes

From the task ribbon, select the Devices workspace, and then click the Discover
Devices icon.

From the task ribbon, click the Specify Probes icon.

The Specify Probes window is displayed.



Discovery

Devices: Specify Probes

Use Ping
Use SNMP
SNMP Settings:

snmp v1/vZc
public

3. Select a probe method (or SSH) to discover target devices:

m [f SNMP is configured for the device, select Use SNMP , and clear the check
box Use Ping.

Junos Space will use the SNMP GET command to discover target devices.

m If SNMP is not configured for the device, select the check box Use Ping , and
clear the check box Use SNMP.

Junos Space will use Juniper Network’s Device Management Interface (DMI)
to directly connect to and discover devices. DMI is an extension to the
NETCONF network management protocol.

m  When both the Use Ping and Use SNMP check boxes are selected (the default),
Junos Space can more quickly discover the target device, if the device is
pingable and SNMP is enabled on the device.

4. Click the Add icon (+).
The Add SNMP Settings dialog box is displayed.

Add SNMP Settings

® SNMP ¥1/V2C ® SNMP V3

P ————]
AddMore f_‘.ance
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5.

6.

For SNMPv1 or SNMPv2:
a. Select SNMP V1/V2C (the default).

b. Inthe community field, specify the community string, which can be “public”,
“private”, or a predefined string.

c. Click Add to save the SNMP settings, or click Add More to specify another
community string. When you have finished adding community strings, click
Add.

The Specify Probes window displays the configured SNMP settings.
For SNMPv3:

a. Select SNMP V3.
The SNMP V3 dialog box is displayed.

Add SNMP Settings

® SNMP V1/V2C © SNMP V3

Username:

Privacy type: [EEEEES=IE

Privacy password:

Authentication type: |HEEECRSCICS

Authentication password:

A Add More

Specifying Probes

b. Enter the username.
c. Select the privacy type (AES 128, DES, or none)

d. Enter the privacy password (if AES 128 or DES). If you specify 'none’ for the
privacy type, the privacy function is disabled.

e. Select the authentication type (MD5, SHA, or none).

f.  Enter the authentication password (if MD5 or SHA). If you specify 'none’ for
the authentication type, the authentication function is disabled.

g. Click Add to save the SNMP V3 settings, or click Add More to specify additional
SNMP settings. When you have finished adding SNMP settings, click Add.

The Specify Probes window displays the configured SNMP settings.

Click Discover in the Specify Probes window.

In the next task, you specify credentials to establish the SSH connection for the
target devices.
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Specifying Credentials
Specify an administrator name and password to establish the SSH connection for
each target device that you configured:

1. From the task ribbon, select the Devices workspace, and then click the Discover
Devices icon.

2. From the task ribbon, select the Specify Credentials icon.

The Specify Credentials window is displayed.

Devices: Specify Credentials

Device Login Credentials:

Pl lect the Add button to enter device username and

M B Schedule at a later time

3. Click the Add icon.
The Add Device Login Credential dialog box is displayed.

Add Device Login Credential

Username:

Password:

Confirm password:

Add Add Mare

4. Specify the administrator user name and password, and confirm the password.
The name and password must match the name and password configured on the
device

5. To save the user name and password that you specified, click Add or click Add
More to add another user name and password. When you have finished adding
login credentials, click Add.

The Credential window displays the administrator user names that you configured.
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6. Schedule the device discovery operation:

m  Clear the Schedule at a later time check box (the default) to initiate the
discovery operation when you complete Step 7 in this procedure.

m  Select the Schedule at a later time check box to specify a later start date and
time for the discovery operation.

s NOTE: The selected time in the scheduler corresponds to Junos Space server time
but is mapped to the local time zone of the client computer.

7. In the Specify Credentials window, click Discover to discover and synchronize
the device targets in Junos Space.

& NOTE:

The Discovery Status window, shown in the following illustration, displays the
progress of discovery in real-time. Click on any bar in the chart to view
information about devices currently managed, discovered, or for which discovery
failed.

Discovery Status

Targets Processed {Job 65667 Finished)

Number of Targets

Discorvered Faied Managed

iew Detalled Report
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8. For information about device discovery results you can view the Detailed Reports
and view job status from the Jobs workspace:

m  To view device discovery details, click View Detailed Report in the Discovery
Status window.

The Detailed Report displays the IP address, host name, and discovery status
for discovered devices, as shown in the following example.

Devices

P Kddre 11, Description
10.1

=

NOTE: If the discovery operation fails, the Description field in the Detailed Report
table indicates the cause of failure.

m  To view device discovery from the Jobs workspace:

a. From the task ribbon, select the Jobs workspace.
b. From the task ribbon, select the Manage Jobs icon.

c. From the Job Manager inventory panel, enter “Discover Network
Elements” in the search field to view only device discovery jobs. The
following example shows a table view of Discover Network Elements
jobs.

Manage Jobs

Percen State
100.0 @

T

suol

Specifying Credentials ®m 143



Junos Space Network Application Platform User Guide

Related Topics m Viewing Managed Devices on page 159
m  Viewing Scheduled Jobs on page 177
m  Resynchronizing Managed Devices on page 144

m  Understanding How Junos Space Automatically Resynchronizes Managed Devices
on page 134

m Viewing Hardware Inventory for Devices on page 150

m  Viewing Physical Interfaces for Devices on page 151

Resynchronizing Managed Devices

You can resynchronize a managed device at any time. For example, when a managed
device is updated by a device administrator from the device's native GUI or CLI, you
can resynchronize the device configuration in the Junos Space database with the
physical device.

To resynchronize a device:
1. From the task ribbon, select the Devices workspace icon.
2. From the task ribbon, select the Manage Devices icon.

The Manage Devices inventory panel displays the list of managed devices by
name and IP address.

3. Select one or more devices to resynchronize:

m  To select a single device, from the Manage Devices inventory panel, click
on the thumbnail image for the device.

m  To select multiple devices, select Multiple from the top of the Quick Look
panel, then select the thumbnail images for the devices that you want to
resynchronize from the Manage Devices inventory panel. The selected devices
are displayed in the Quick Look panel, as shown in the following example.

Interfaces  ©OS version  Platform 1P Address Connection S Managed Sta Single IMultiple]

Wiew 10.1R1.1
10.1R1.7
9.6R3.2

L
-

4. From the Actions drawer, click Resynchronize with Network to reimport the devices
in Junos Space.

Junos Space displays the Resynchronize Devices window.
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Resynchronize Devices

Confirm resynchronization of

Device Name

Caonfirm

5. Click Confirm.

Junos Space starts resynchronizing the device and displays the Resynchronization
Information window, as shown in the example.

Resynchronization Information

6. Click on the Job ID to view details about the device resynchronization, or click
OK to close the window.

When a resync job is scheduled to run but another resync job on the same device
is in progress, Junos Space delays the scheduled resync job. The time delay is
determined by the damper interval that you can set from the application
workspace. By default the time delay is 20 seconds. The scheduled job is delayed
as long as the other resync job to the same device is in progress. When the job
that is currently running finishes, the scheduled resync job starts.

For information about setting the damper interval to change the time delay for
resync, see “Modifying Application Settings” on page 11.

Related Topics m Understanding How Junos Space Automatically Resynchronizes Managed Devices
on page 134

m  Device Inventory Management Overview on page 149
m  Viewing Managed Devices on page 159
m Viewing Hardware Inventory for Devices on page 150

m  Viewing Physical Interfaces for Devices on page 151
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Deleting Devices

You can delete devices from Junos Space. Deleting a device removes all device
configuration and device inventory information from the Junos Space database.
To delete a device from Junos Space:

1. From the task ribbon, select the Devices workspace.

2. From the task ribbon, click the Manage Devices icon.

The Manage Devices inventory panel displays thumbnails of the devices managed
in Junos Space.

s
%]
=g
o
3]

s

3. Optional: To view summary information for a device before deleting, select on
the device. The Quick Look panel displays the summary information for the
selected device, as shown in the example.
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Multiple

MName:
Sanlose
0S Yersion:
10.1R1.7

Platform:

Connection Status:
L

Managed Status:
In i

Junos Space displays basic device information, including name, OS version,
platform, IP address, and connection status.

From the Manage Devices inventory panel, select one or more devices to delete.

To delete more than one device at a time, select each device that you want to
delete from the Device Management inventory view.

If provisioning services are associated with a device that you want to delete, you
must remove the provisioning services before deleting the device. For information
about deleting service orders, see Deleting a Service Order.

Select Delete from the Actions drawer.

Junos Space displays the Delete Devices confirmation window.
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Delete De

Confirm deletio

Device Name
4.4.0.4

7. Select Delete to delete the selected devices.

Junos Space deletes all device configuration and inventory information for the
selected devices from the Junos Space database.

Related Topics m Viewing Managed Devices on page 159
m Viewing Hardware Inventory for Devices on page 150
m  Viewing Physical Interfaces for Devices on page 151

m  Discovering Devices on page 136
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Inventory

m  Overview of Device Inventory on page 149

m  Viewing Device Inventory on page 150

Overview of Device Inventory

m  Device Inventory Management Overview on page 149

Device Inventory Management Overview

Related Topics

You use the device inventory to view information about the hardware and software
components of each device that Junos Space manages. You can also view the
operational and administrator status for the physical interfaces on which devices are
run.

The device inventory in the Junos Space database is generated when the device is
first discovered and synchronized in Junos Space. After a device is synchronized, the
device inventory in the Junos Space database matches the inventory on the device
itself.

If either the physical (hardware) or logical (config) inventory on the device is changed,
then the inventory on the device is no longer synchronized with the Junos Space
database. However, Junos Space automatically triggers a re-sync job when a
configuration change request commit or out-of-band CLI commit occurs on a managed
device.

You can also manually resynchronize the Junos Space database with the physical
device by using the Resynchronize with Network command from the Devices workspace
in the Junos Space user interface.

m  Understanding How Junos Space Automatically Resynchronizes Managed Devices
on page 134

m  Resynchronizing Managed Devices on page 144
m Viewing Hardware Inventory for Devices on page 150
m  Device Management Overview on page 131

m  Device Discovery Overview on page 133
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Viewing Device Inventory

m Viewing Hardware Inventory for Devices on page 150

m  Viewing Physical Interfaces for Devices on page 151

Viewing Hardware Inventory for Devices

Hardware inventory information shows the slots that are available for a device and
provides information about power supplies, chassis cards, fans, part numbers, and
so forth. Junos Space displays hardware inventory by device name, based on data
that Junos Space retrieves from the device during discovery and resync operations,
and from data stored in the hardware catalog. For each managed device, the Junos
Space hardware catalog provides descriptions for field replaceable units (FRUs), part
numbers, model numbers, and the pluggable locations from which empty slots are
determined.

Sorting is disabled for the hardware inventory view to preserve the natural slot order
of the devices.

To view hardware inventory for devices that Junos Space manages:
1. From the task ribbon, select the Devices workspace.
2. From the task ribbon, select Manage Devices icon.

The Manage Devices inventory view displays the devices managed in Junos
Space.

3.  Double-click on a device, or select a device and click View Physical Inventory in
the Actions drawer.

The device inventory panel displays the chassis components and FRUs and
inventory detail for the selected device, as shown in the following example.

Return to Inventory View

Model Number Part Number 5 er Description
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Table 18 on page 151 describes the information displayed in the device inventory
panel.

Table 18: Device Inventory Fields

Field

Description

Item

Chassis component. Depending on the device type, can include the midplane, backplane,
power supplies, fan trays, Routing Engine, front panel module board, PDM, CIP, PEM, SCG,
CB, FPCs, and PICs.

Model Number

Model number for the chassis component.

Part Number

Part number and revision level of the component (FRU).

“BUILTIN” indicates the component is not a FRU.

Serial Number

Serial number of the component (FRU).

“BUILTIN” indicates the component is not a FRU.

Description

Description of the component or FRU.

Related Topics

To return to the device inventory view, click Return to Inventory View at the top
of the inventory panel.

Viewing Managed Devices on page 159
Viewing Physical Interfaces for Devices on page 151
Resynchronizing Managed Devices on page 144

Understanding How Junos Space Automatically Resynchronizes Managed Devices
on page 134

Viewing Physical Interfaces for Devices

Junos Space displays physical interfaces by device name, based on the device
information Junos Space has in its database. You can view the operational status and
admin status of physical interfaces for one or more devices to troubleshoot problems.

Sorting is disabled for the physical interfaces view to preserve the natural slot order
of the devices.

If the interface status changes on the managed device, the data is not updated in
Junos Space until the device is resynchronized with the Junos Space database.

To view the physical interfaces for devices:

From the task ribbon, select the Devices workspace.

From the task ribbon, select the Manage Devices icon.
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3. In the Manage Device inventory view, select the device for which you want to
view the physical interfaces.

4. In the Actions drawer, click View Interfaces.

Junos Space displays the status of the physical interfaces for a device.

n_to Inventory Vi
Operational Sta Admin Status Encapsufation  LCink Type 51 Mbps) TMTU
unlimitad

ful-duple:x
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Table 19 on page 152 describes the information displayed for the physical
Interfaces.

Table 19: Physical Interfaces Columns

Field Description

Admin Status Admin status of the interface: up or down.

Device Name Device configuration name.

Encapsulation Encapsulation used on the physical interface.

Interface Name Standard information about the interface, in the format

type-/fpcipiciport where type is the media type that identifies the
network device; for example, ge-0/0/6.

IP Address [P address for the interface.

Link Type Physical interface link type: full duplex or half duplex.
MTU Maximum transmission unit size on the physical interface.
Operational Status Operational status of the interface: up or down.

Speed (Mbps) Speed at which the interface is running.

5. To return to the device inventory, click Return to Inventory View at the top of the
inventory panel.

Related Topics m Viewing Managed Devices on page 159

m Viewing Hardware Inventory for Devices on page 150
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Secure Console

m  Connecting to a Device on page 153

Connecting to a Device

m  Secure Console Overview on page 153

m  Connecting to a Device From Secure Console on page 153

Secure Console Overview

Related Topics

From the Junos Space user interface, you can use the Secure Console feature to open
an SSH session to connect to a Junos space managed device or unmanaged device.
The Secure Console is a terminal window embedded in Junos Space that eliminates
the need for a third party SSH client.

Secure Console initiates the SSH session from the Junos Space server (rather than
from your browser) to provide a secure and reliable connection for both managed
and unmanaged devices.

You can use Secure Console to connect to any managed device in Junos Space by
using the credentials previously stored for the device. To connect to devices that are
not managed by Junos Space, you must provide device credentials before connecting
to the device.

You can establish multiple SSH connections to connect to different devices
simultaneously, with each SSH connection in a different window.

You must have Super Administrator or Device Manager privileges to open an SSH
session to a device in Junos Space.

m  Connecting to a Device From Secure Console on page 153

Connecting to a Device From Secure Console

You can use Secure Console to establish a connection to a device directly from the
Junos Space user interface. Secure Console uses the SSH protocol to provide a secure
remote access connection to a device. After you connect to a device, you can enter
CLI commands from the terminal window to monitor or troubleshoot the device.
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You can use Secure Console to establish a connection to a managed device or
unmanaged device. An unmanaged device is a device that has not been discovered
in Junos Space.

This topic includes the following tasks:

m  Connecting to a Managed Device on page 154

m  Connecting to an Unmanaged Device on page 155

Connecting to a Managed Device

To open an SSH session to connect to an managed device, the following conditions
must be met:

= You must have Super Administrator or Device Manager privileges in Junos Space.

m  The status of the managed device must be “UP”

You can use Secure Console to establish a connection to a Junos Space managed
device. Secure Console uses the SSH protocol to provide a secure remote access
connection to your managed devices.

To view the managed devices:
1. From the task ribbon, select the Devices workspace.
2. From the task ribbon, select the Manage Devices icon.

The Manage Devices inventory panel displays managed devices by name and
IP address.

3. Select a device by clicking on the thumbnail image for the device or selecting
the table row for the device.

4. In the Actions drawer, click Secure Console.

A window is displayed that prompts you to validate the device key fingerprint,
as shown in the following illustration.

inpriv172.19.90.164

5. Verify that the fingerprint is for the device you want to connect to, and type y
and press Enter to validate the Server’s key fingerprint.
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A terminal window opens in a non-modal popup with the SSH connection opened
on the selected device, as shown in the following example.

Jnprm172.19.90.164

NOTE: You might encounter the error messages “Unable to Connect”, “Authentication
Error”, or “Connection Lost or Terminated”, which are displayed as standard text in
terminal window. When an error occurs, all other functionality in the terminal window
is stopped. When you encounter such an error, you can close the terminal window
and open a new SSH session.

6. From the terminal window prompt, you can enter CLI commands to monitor or
troubleshoot the device.

Secure Console supports the following terminal control characters:
m  CRTL + A—moves cursor to start of the command line

m  CRTL + E—moves cursor to end of the command line
» T (up arrow key)—repeats the last command
m  TAB—completes a partially typed command

7. To terminate the SSH session, type exit from the terminal window prompt and
press Enter.

8. Click in the top right corner of the terminal window to close the window.

Connecting to an Unmanaged Device

You can use Secure Console to establish a connection to an unmanaged device.
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To open an SSH session to connect to an unmanaged device, the following conditions
must be met:

You must have Super Administrator or Device Manager privileges in Junos Space.

The device is configured with a static management IP address that is reachable
from the Junos Space appliance.

SSH v2 is enabled on the device. To enable SSH v2 on a device, issue the following
CLI command:

set system services ssh protocol-version v2

The status of the managed device must be “UP”

A valid user name and password is created on the device.

To view the managed devices:

1.

2.

From the task ribbon, select the Devices workspace.
From the task ribbon, select the Secure Console icon.

The Secure Console dialog box is displayed, as shown in the following illustration.

Devices: Secure Console

Specify the IP address of the device.

To establish an SSH connection for the device, specify the administrator user
name and password.

The name and password must match the name and password configured on the
device.

Click Connect.

The device key fingerprint window is displayed, as shown in the following
example.

Connecting to an Unmanaged Device
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inpriv172.19.90.164

6. Verify that the fingerprint is for the device you want to connect to, and type y
and press Enter to validate the Server’s key fingerprint.

A terminal window opens in a non-modal popup with an SSH connection opened
on the selected device, as shown in the following example.

Jnprm172.19.90.164

NOTE: You might encounter the error messages “Unable to Connect”, “Authentication
Error”, or “Connection Lost or Terminated”, which are displayed as standard text in
terminal window. When an error occurs, all other functionality in the terminal window
is stopped. If you encounter such an error, you can close the terminal window and
open a new SSH session.

7. From the terminal window prompt, you can enter CLI commands to monitor or
troubleshoot the device.
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Secure Console supports the following terminal control characters:
m  CRTL + A—moves cursor to start of the command line

m  CRTL + E—moves cursor to end of the command line
» T (up arrow key)—repeats the last command
m  TAB—completes a partially typed command

8. To terminate the SSH session, type exit from the terminal window prompt, and
press Enter.

9. Click in the top right corner of the terminal window to close the window.

Related Topics m Secure Console Overview on page 153
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Monitoring Devices

m Viewing Managed Devices on page 159

m  Viewing Device Statistics on page 164

Viewing Managed Devices

You can view operating system, platform, IP-address, and connection status
information for all the managed devices in your network. Device information can
be viewed graphically or in a table. By default, Junos Space displays thumbnail
representations of devices.

m Viewing Devices as Graphics on page 159

m  Viewing Devices in a Table on page 161

Viewing Devices as Graphics

You can view thumbnails, summary information, and detailed information about
the devices managed by Junos Space.

To view the managed devices:
1. From the task ribbon, select the Devices workspace.
2. From the task ribbon, select the Manage Devices icon.

The inventory panel displays thumbnails of managed devices by name and IP
address.

Viewing Managed Devices ® 159
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Manage Devices

uondy

s

Above each thumbnail, an icon indicates whether the device is connected (up)
or down. Table 20 on page 160 describes the connection status icons.

Table 20: Device Connection Status Icon

Icon Description

O Connection is up—The device is connected to Junos Space and is running properly.

NOTE: Before you can update a device from Junos Space (deploy service orders), the device connection must be
up.

Out Of Sync—The device is connected to Junos Space but the device configuration in the Junos Space database is
0 Out Of Sync with the physical device.

Connection is down—Device is not currently connected to Junos Space or an event has occurred, either manually
o by an administrator or automatically by the flow of a type of traffic, that has stopped the device from running.

3. You can use the following options to view information about devices:

m  To restrict the display of devices, enter a search criterion of one or more
characters in the Search bar and press Enter.

All devices that match the search criterion are shown in the main display
area.

m  To view summary information for a device, click on the thumbnail.

Junos Space displays device information in the Quick Look panel
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Single Multiple

T.

MName:
Sanl
0S Yersion:
10.1R1.7
Platform:
MX240
IP Address:
10.155.69.12
Connection Status:
(Ia]

Managed Status:

To view hardware inventory information for a device, double-click on the
thumbnail, or select the device, and click View Physical Inventory from the

Actions drawer.

Viewing Devices in a Table
To view configuration and run-time information for devices in a table:

1. From the task ribbon, select the Devices workspace.

2. Click the table icon in the filter bar, as shown in the following example.

Manage Devices

Manage Devices
W Name Interfaces 0S5 Version Connection Status Managed Status

anFra o 10.1R1.1
1R

>
A
o
B
@

Table 21 on page 162 describes the fields displayed in the inventory window.
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Table 21.: Fields in the Manage Devices Table

Field Description

Connection Status Connection status of the device in Junos Space.

m  up—Device is connected to Junos Space.

When connection status is up, the Managed status is Out of Sync, Synchronizing, In
Sync, or Sync Failed.

m  down—Device is not connected to Junos Space.

When Connection status is down, the Managed status can be None or Connecting.

Device Family (not displayed by  Device family of the selected device.

default)

Interfaces Link to the view of physical interfaces for the device.
IP Address IP address of the device.

Managed Status Current status of the managed device in Junos Space:

m  Connecting— Junos Space has sent connection RPC and is waiting for first connection
from device.

m  In Sync—Sync operation has completed successfully, and Junos Space and the device
are synchronized.

m  None—Device is discovered, but Junos Space has not yet sent connection RPC.

m  Out of Sync—Device has connected to Junos Space, but the sync operation has not
been initiated, or an out-of-band configuration change on the device was detected and
auto-resync is disabled or has not yet started.

m  Synchronizing—Sync operation has started because of device discovery, a manual
re-sync operation, or an automatic re-sync operation.

m  Sync Failed—Sync operation failed.

Name (not displayed by default)  The device configuration name for the device.

OS Version Operating system firmware version running on the device.

Platform Model number of the device.

Serial Number (not displayed by  Serial number of the device chassis.
default)

3. To display columns not shown in the default table view or to hide columns:

a. Mouse over any column header and click the down arrow. The Device List
pull-down menu is displayed.

b.  Select Columns from the pull-down menu, as shown in the following example.
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Manage Device
W Name M OS5 Version Platform Connection Statu"Managed Status
b #} Sort Ascending
ﬂ Sort Descending
[E Columns Name
Interfaces

05 Version

L]
il

Device Family
Platform

1P Address
Connection Status
Managed Status

OE &K E

Serial Number

c.  Select the check box for columns that you want to view. Clear the check box
for columns that you want to hide.

4. You can use the following options to view information about devices:

m  To restrict the display of devices, enter a search criterion of one or more
characters in the Search bar and press Enter.

All devices that match the search criterion are shown in the main display
area.

m To view summary information for a device, click in the row .

Junos Space displays device information in the Quick Look panel

Single Multiple

MName:

nlose
0S Yersion:
10.1R1.7
Platform:
MX240
IP Address:
10,1 9,12
Connection Status:
(Ia]

Managed Status:

In Sync
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m To view hardware inventory information for a device, double-click on the
table row for the device, or select the row for the device, and click View
Physical Inventory from the Actions drawer.

m To view the physical interfaces for a device, double-click on the table row
for the device, or select the row for the device, and click View Interfaces from
the Actions drawer.

Related Topics m Viewing Device Statistics on page 164
m Viewing Hardware Inventory for Devices on page 150
m  Viewing Physical Interfaces for Devices on page 151

m  Discovering Devices on page 136

Viewing Device Statistics

You can view the number of devices by platform, the number of Junos family devices
by release, and the connection status for devices in your managed network.

This topic includes the following tasks:
m  Viewing the Number of Devices by Platform on page 164
m Viewing Connection Status for Devices on page 165

m  Viewing Devices by Junos Release on page 166

Viewing the Number of Devices by Platform

To view the number of devices by device platform:
1. From the task ribbon, select the Devices workspace.

Junos Space retrieves and displays the number of devices by platform, as shown
in the following example.
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Device Count by Platform

60

Number of Devices

1101

Mxz40

x40

Platform

K960

OLIVE

2. Each vertical bar in the chart displays the number of managed devices for a

platform.

3. To display an inventory of devices for a specific platform, double-click on the

vertical bar.

Viewing Connection Status for Devices

To view the percentage and number of devices that are connected and down:

1. From the task ribbon, select the Devices workspace icon.

Junos Space retrieves and displays device connection status, as shown in the
following example.

Viewing Connection Status for Devices
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Device Status

F '

B e

The pie chart displays the connection status for all managed devices. The up or
down status is expressed as a percentage of the total number of devices.

2. To view the number of devices that are connected or down, mouse over a
segment in the chart.

Junos Space displays the number of devices that are connected or down.

3. To display the inventory view of devices that are up or down, as represented in
segments of the pie chart, double-click on a segment.

Viewing Devices by Junos Release

To view the number of devices by Junos release:
1. From the task ribbon, select the Devices workspace icon.

Junos Space retrieves and displays the number of devices by Junos release, as
shown in the following example.
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Device Count by O3

' Ty

Number of Devices

9.3R4.4 9.6R1.13

2. To display an inventory of devices for a specific Junos release, double-click on
a vertical bar.

Related Topics

Viewing Managed Devices on page 159
m Viewing Hardware Inventory for Devices on page 150

m  Discovering Devices on page 136
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Managing Jobs

m  Job Management Overview on page 171
m  Managing Jobs on page 173
m  Monitoring Jobs on page 175

m 169
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Chapter 15
Job Management Overview

m  Job Management Overview on page 171

Job Management Overview

In Junos Space, a job is a user-initiated action that is performed on a Junos Space
object, such as a device, service, or customer. All scheduled jobs can be monitored.

Typical jobs in Junos Space include device discovery, deploying services, prestaging
devices, and performing functional and configuration audits. Jobs can be scheduled
to occur immediately or in the future. For all jobs scheduled in Junos Space, you can
view job status from the Jobs workspace. Junos Space maintains a history of job
status for all scheduled jobs. When a job is scheduled from a workspace, Junos Space
assigns a job ID that serves to identify the job (along with the job type) in the Manage
Jobs inventory panel.

You can perform the following tasks from the Jobs workspace:

m View status of all scheduled, running, canceled, and completed jobs

m  Retrieve details about the execution of a specific job

m  View statistics about average execution times for jobs, types of jobs that are run,
and success rate

m Cancel a scheduled job or in-progress job (when the job has stalled and is
preventing other jobs from starting)

Junos Space supports the following job types:
m  AuditLog Archive and Purge

m  Backup Database

m  Configuration Audit

m  Decommission Service

m  Deploy Service

m  Discover Network Elements

m  Functional Audit

m Install Al-Scripts

m  Prestage Device
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m  Provision Port Profile

m Restore Database

m  Resync Network Elements
m  Role Assignment

m  Uninstall Al-Scripts

Related Topics m Viewing Scheduled Jobs on page 177
m  Viewing Statistics for Scheduled Jobs on page 175
m Canceling a Job on page 173
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Managing Jobs

Canceling a Job

Canceling a Job on page 173

In some cases, you might need to cancel a job. For example, you can cancel jobs
that are scheduled but that you don’t want to run, or jobs in-progress that are hanging
or incapable of completing and therefore preventing other jobs from starting.

NOTE: If Junos Space determines that the job operation is non-interruptible, the job
runs to completion; otherwise the job is cancelled.

NOTE: junos Space performs no cleanup on cancelled jobs.

Related Topics

To cancel a job that is in progress:

1.

2.

From the task ribbon, select the Jobs workspace.
From the task ribbon, select the Manage Jobs icon.

The inventory panel displays thumbnails of scheduled jobs in order by scheduled
start time.

Select the scheduled or in-progress job that you want to cancel.
In the actions panel, select Cancel Job.

When the Cancel Job operation completes, the inventory view displays the Job
State CANCELLED.

Viewing Statistics for Scheduled Jobs on page 175
Job Management Overview on page 171

Viewing Your Jobs

CancelingaJob m 173
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Monitoring Jobs

m Viewing Statistics for Scheduled Jobs on page 175
m  Viewing Scheduled Jobs on page 177

Viewing Statistics for Scheduled Jobs

You can view average execution times for scheduled jobs and information about the
state and types of jobs that are run.

This topic includes the following tasks:
m Viewing the Types of Jobs That Are Run on page 175
m Viewing Average Execution Times for Jobs on page 176

m  Viewing the State of Jobs That Have Run on page 176

Viewing the Types of Jobs That Are Run

To view the types of scheduled jobs that are run:

1. From the task ribbon, select the Jobs workspace.

Junos Space displays the job types for all jobs that have run, as shown in the
following illustration.

T Bl configuration Audit
I Decormmizsion Service

I Deploy Service

Dizcover Metwork Elernants

Each segment of the pie chart displays a job type and the percentage of time a
job type was run.

2. To view the number of jobs of a specific type that were run, mouse over the
segment of the pie chart that represents the job type.
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3. To view the inventory of jobs by job type, double-click on the segment of the
pie chart that represents the job type.
Viewing Average Execution Times for Jobs

To view the average execution times for scheduled jobs:

1. From the task ribbon, select the Jobs workspace.

Junos Space displays the average execution time per completed job, as shown
in the following illustration

Average Execution Time per Completed Job

120

96.571

100~

g0

[0

Seconds

40

o 18.172 15.506
0.957 ﬁ i 3.012
D b T
Zonfiguration Audit Deploy Service Functional Audit
\ J

Each vertical bar represents a type of job, such as discovering devices, deploying
services, prestaging devices, and so forth. The average execution time for each
job type (represented in seconds on the y axis) is displayed above the vertical
bar for the job type.

2. To see an inventory of the completed jobs for a specific job type, double-click
on a vertical bar.

Viewing the State of Jobs That Have Run

To view the state of scheduled jobs that have run:
1. From the task ribbon, select the Jobs workspace.

Junos Space displays the state of jobs that have run, as shown in the following
illustration.
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State of Jobs Run

Bl FAILURE

Bl sUcCcESS

2. To view the number of jobs that succeeded or failed, mouse over a segment of
the pie chart.

3. To display an inventory of jobs by job success or failure, double-click on the
segment of the pie chart. For example, the following illustration shows thumbnails
of all jobs that were successfully run.

sSUonOY

Backup Database Backup Database
98210 98208

itermns

Related Topics m Viewing Scheduled Jobs on page 177

m Job Management Overview on page 171

Viewing Scheduled Jobs

You can view scheduled jobs in Junos Space as graphics or as tables. By default, Junos
Space displays thumbnail representations of jobs.

m  Viewing Jobs as Graphics on page 177
m Viewing Jobs in a Table on page 180

Viewing Jobs as Graphics

You can view thumbnail, quick look, and detailed information about scheduled jobs.

Viewing Scheduled Jobs ® 177
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To view scheduled jobs:
1. From the task ribbon, select the Jobs workspace.
2. From the task ribbon, select the Manage Jobs icon.

The inventory panel displays thumbnails of scheduled jobs in order by scheduled
start time, as shown in the following illustration.

Manage Jobs @i =

uondy

S

Backup Database e Backup Database
98210 98208

ying 1 -4 of 4 items

Each thumbnail represents a scheduled job and the job type. An icon indicating
job status is displayed in the lower right corner of the thumbnail. Table 22 on
page 178 shows the icons.

Table 22: Job Icons

Icon Description

The job completed successfully.

The job failed.

The job was canceled by a user.

The job is scheduled.

The job is in progress.

©C00e 6 €

3. To view additional information about tasks, use the following options:

m  To restrict the display of jobs, enter a search criterion of one or more
numbers in the Search bar and press Enter.
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All jobs that match the search criterion are shown in the main display area.
m  To view summary information for a job, click on the thumbnail.

The Quick Look panel displays job summary information, as shown in the
following example.

Job Type:
Backup Database

Job I

nt Complete:

100.0

ob Stat

Scheduled Start Time:

Feb 1 110 11:30:34 PM PST
Start

Feb 1

End Time:

Feb 1 1 11:30:40 PM PST

Displaying1 -4 o

m To view detailed information about a scheduled job, double-click on the
thumbnail. Detailed job information is displayed in either a form-based or
table-based format depending on the job type.

For example, detailed information for a Role Assignment job is displayed in
a form-based view.

Task: ¥Yiew Joh Details

Percent 100.0
Complete:

Job State:
Scheduled

Start Time:

Actual Start Oct 16, 2
Time:

End Time:

Detailed information for a Discover Network Elements job is displayed in a
table-based view.
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Viewing Jobs in a Table

To view job information in a table:

[.  From the task ribbon, select the Jobs workspace.

2. Todisplay jobs in a table, click the table icon from the filter bar, as shown in the
illustration.

Manage Jobs

Junos Space displays a table view of jobs that have run, as shown in the example.

Manage Jobs

Percent Stat Job Type - ) Summary

suonay

i0oo @ up 2l sort Ascending

100.0

100.0 ¥ SUCCESS Prestage Device 19661

ﬂ. Sort Descending

8 Colurmns Name

[¥] Percent
V] State
Jab Type
ID
Summary

[¥] scheduled Start Time
M [ Actual Start Time
End Time

Pis) Discoverd

Displaying 1°-3

The fields displayed in the Jobs table are described in Table 23 on page 180.

Table 23: Fields in the Jobs Table

Field

Description

Actual Start Time (not displayed in
default view)

Time when Junos Space begins execution of the job. In most cases, actual start time
should be the same as the scheduled start time.

End Time (not displayed in default
view)

Time that the job completed or was terminated, if job execution failed.

ID

ID of the job.
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Table 23: Fields in the Jobs Table (continued)

Job Type

The following job types are supported:

Configuration Audit
Decommission Service

m  Deploy Service

m  Discover Network Elements
m  Functional Audit

m  Prestage Device

m  Resync Network Element

Name (not displayed in default view)  For most jobs, the name is the Job Type with the timestamp (in milliseconds) appended.

However, for service-related jobs (Deploy Service, Decommision, Configuration Audit,
and Functional Audit) jobs, the job name is supplied by the user as part of the workflow.

Percent

Percentage of job that has completed.

Scheduled Start Time

The scheduled start time for the job (specified by a Junos Space user).

State State of job execution:
SUCCESS—]Job completed successfully
FAILURE—]ob failed and was terminated.
m  IN PROGRESS—]ob is in progress..
m  CANCELED—]Job was canceled by a user.
Summary The operations executed for the job.

3.

100.0 SUIL

To display columns not shown in the default table view or to hide columns:

a. Mouse over any column header, and click the down arrow button. The Job
table pull-down menu is displayed.

b. Select Columns from the pull-down menu, as shown in the following
illustration.

Job Type Summary Scheduled Start Time
2 e Devi Di | t 16, P

%} sort Descending

Columns
it Percent

State

Job Type

1D

Surnmary

Scheduled Start Time
Actual Start Time

[
]
]

End Time
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c. Select the check box for columns not currently displayed that you want to
view. Clear the check box for columns that you want to hide.

Related Topics m Viewing Statistics for Scheduled Jobs on page 175
m  Job Management Overview on page 171

m  Canceling a Job on page 173
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Managing Audit Logs

m  Audit Logs Overview on page 185

m  Administration on page 187

m 183
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Chapter 18

Audit Logs Overview

m  Junos Space Audit Logs Overview on page 185

Junos Space Audit Logs Overview

Audit logs provide a record of Junos Space login history and user-initiated tasks that
are performed from the user interface. From the Audit Logs workspace, you can
monitor user login/logout activity over time, track device management tasks, view
services that were provisioned on devices, and so forth. Junos Space audit logging
does not record non-user initiated activities, such as device driven activities, and is
not designed for debugging purposes. User-initiated changes made from the Junos
Space CLI are logged but are not recorded as audit logs.

To use the audit log service to monitor user requests and track changes initiated by
users, you must have Audit Log Administrator.

NOTE: Audit Logging is not currently supported for Campus Builder and Service Now.

Related Topics

Over time, the Audit Log administrator will archive a large volume of Junos Space
log entries. Such log entries might or might not be reviewed, but they must be retained
for a period of time. The Archive Purge feature helps you manage your Junos Space
llog volume, allowing you to archive log files and then purge those log files from the
Junos Space database. For each Archive Purge operation, the archived log files are
saved in a single file, in CSV format. The audit logs can be saved to a local server
(the server that functions as the active node in the Junos Space fabric) or a remote
network host or media. When you archive data to a local server, the archived log
files are saved to the default directory /var/lib/mysql/archive.

m  Archiving and Purging Audit Logs on page 187
m  Viewing Audit Logs on page 192
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Chapter 19
Administration

m  Managing Audit Logs on page 187
m  Viewing Audit Logs on page 191

Managing Audit Logs

m  Archiving and Purging Audit Logs on page 187

Archiving and Purging Audit Logs

You can archive and then purge log files from the Junos Space database. You can
archive audit logs to the local server or a remote server location.

The Junos Space archive file uses the following naming conventions:

JunosSpaceAuditLog_date_time_id.csv.gz, where date specifies the year, month, and
day, in the format yyyy-mm-dd , time specifies hours, minutes, and seconds, in the
format hh-mm-ss, and id is a 13 character random number that uniquely identifies each
audit log archive file.

This topic includes the following tasks:

m  Archiving Audit Logs To a Local Server and Purging the Database on page 187

m  Archiving Audit Logs To a Remote Server and Purging the Database on page 189

Archiving Audit Logs To a Local Server and Purging the Database

You can archive audit logs to the local server. The local server is the server that
functions as the active node in the Junos Space fabric.

To archive Junos Space audit log files to the local server and then purge the audit
logs from the database:

1. From the task ribbon, select the Audit Logs workspace.
2. From the task ribbon, select the View Audit Logs icon.

The inventory panel displays the audit logs table view.
3. From the task ribbon, select the Archive/Purge icon.

The Archive/Purge dialog box is displayed.
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Archive/Purge

Archive Logs Before:

Archive Mode:

— M B Schedule at a later time

SuBmit ._ | r.-:l:-

4. In the Archive Logs Before field, select a date and time to specify the date up to
which all audit logs are to be archived and then purged from the Junos Space
database. You can only specify date and time in the past.

& NOTE: If you do not specify a date and time in the Archive Logs Before field, Junos
Space will archive and then purge from the database all logs generated up to the
time that you initiated the operation.

5. In the Archive Mode field, select local from the drop-down menu.
6. Schedule the Junos Space Archive/Purge operation:

m  Clear the Schedule at a later time check box (the default) to initiate the
Archive/Purge operation when you complete this procedure.

m  Select the Schedule at a later time check box to specify a later start date and
time for the Archive/Purge operation.

& NOTE: The selected time in the scheduler corresponds to Junos Space server time
but using the local time zone of the client computer.

7. Click Submit.

The Audit Log Archive and Purge window displays the audit log file name and
the location where it will be saved, as shown in the following example.
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Audit Log Archive and Purge

Warning:
The audt o

Do you want to continue?

Continae

8. Click Continue to archive and purge the audit logs.

Junos Space displays the Audit Log Archive and Purge Job Information window,
as shown in the following illustration.

Auditlog Archive and Purge Job Information
-k on Job Id to

131078

9. To view job details for the Audit Log Archive/Purge operation, click on the Job
Id in the Job Information window; otherwise, click OK to close the window.

Archiving Audit Logs To a Remote Server and Purging the Database
You can archive audit logs to remote network hosts or media.

To back up the Junos Space database to a remote host and then purge those logs
from the Junos Space database:

1. From the task ribbon, select the Audit Logs workspace.
2. From the task ribbon, select the View Audit Logs icon.

The inventory panel displays the audit logs table view.
3.  From the task ribbon, select the Archive/Purge icon.

The Archive/Purge dialog box is displayed.
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Archive/Purge

ive Logs Before:

Archive Moda: remote

Confirm Pa

Machine IP;

Direct

— M B3 Schedule at a later time

P
Submit ance

4. In the Achive Logs Before field, select a date and time to specify the date up to
which all audit logs are to be archived and then purged from the Junos Space
database. You can only specify date and time in the past.

& NOTE: If you do not specify a date and time in the Archive Logs Before field, Junos
Space will archive and then purge from the database all logs generated up to the
time that you initiated the operation.

In the Archive Mode field, select Remote from the drop-down menu.

o w»

Enter a valid user name to access the remote host server.
7. Enter a valid password to access the remote host server.
8. Reenter the password you entered in the previous step.
9. Enter the IP address of the remote host server.

10. Enter a directory path on the remote host server for the archived log files.

= NOTE: The directory path must already exist on the remote host server.

11. Schedule the Junos Space archive and purge operation:

m  Clear the Schedule at a later time check box (the default) to initiate the
Archive/Purge operation when you complete this procedure.

m  Select the Schedule at a later time check box to specify a later start date and
time for the Archive/Purge operation.
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NOTE: The selected time in the scheduler corresponds to Junos Space server time
but using the local time zone of the client computer.

Related Topics

12. Click Submit.

The Audit Log Archive and Purge window displays the audit log file location and
name and the remote server where the files will be copied, as shown in the
following example.

Audit Log Archive and Purge

Warning:

The audit log

aceduditlog_2010-

13. Click Continue to archive and purge the audit logs.

Junos Space displays the Audit Log Archive and Purge Job Information window,
as shown in the following illustration.

AuditlLog Archive and Purge Job Information
Please click on Job Id to view details:

131078

14. To view job details for the Archive/Purge operation, click on the Job Id in the Job
Information window; otherwise, click OK to close the window.

m  Junos Space Audit Logs Overview on page 185

m  Viewing Audit Logs on page 192

Viewing Audit Logs

m  Viewing Audit Logs on page 192
m  Viewing Audit Log Statistics on page 194
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Viewing Audit Logs

You can view audit logs in Junos Space as tables. Audit logs are generated for login
activity and tasks that are initiated from the Network Application Platform and
Ethernet Activator.

To view audit logs, a user must have Audit Log Administrator privileges.

To view audit logs in a table:
1. From the task ribbon, select the Audit Logs workspace.
2. From the task ribbon, select the View Logs icon.

The View Audit Logs inventory page displays audit logs in a table view, as shown
in the following example.

View Audit Logs

User Mame User IP Timestamp  Result Description  Job' ID
super

super Login

Logout

super Login

Login

The fields displayed in the Audit Logs table are described in Table 24 on page 192.

Table 24: Fields in the Audit Logs Table

Field Description

Description A description of the audit log.

Job ID For each job-based task, the audit log includes the job ID.
Result The execution result of the task that triggered the audit log:

m  Success—]Job completed successfully
m  Failure—Job failed and was terminated.

m  Job Scheduled—]Job is scheduled but has not yet started.

Task The name of the task that triggered the audit log.

Timestamp Time is UTC time in database that is mapped to the local time zone of client computer.
User IP The IP address of the client computer from which the user initiated the task.

User Name The login ID of the user that initiated the task.
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3. To view audit log details:

If an audit log entry does not include a Job ID:
a. Double click in the table row for the audit log entry.

The Audit Log Details window displays information about the task that was
logged, including information about the objects affected by the task. The
following example shows the Audit Log details for the task Modify User.

AuditLog Detail

User Name:

User I

Application:

Workspace: tor

Task: ministrator
Timestamp:
Resul

Description: |

Affected Objects:

b. Click OK to close the AuditLog Detail Window.

If an audit log entry includes a Job ID:
a. Click on the Job ID link in the audit log row.

The Job Manager inventory view displays information about the job, as shown
in the following example.

Return to Audit Logs
Summary Scheduled Start Time

Job ID™ "Percent State Job Type
7 Wumber of scanned IP: Jul 2 09 4:41:

68 100.0
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b. Click Return to Audit Logs to close Job Manager inventory view and return to
the audit logs table.

4. To hide columns in the audit logs table view:

a. Mouse over any column header, and click the down arrow button. The Audit
Logs table pull-down menu is displayed.

& NOTE: By default, all available audit log table columns are displayed.

b. Select Columns from the pull-down menu.

c. Clear the check box for columns that you want to hide.

Related Topics m Viewing Audit Log Statistics on page 194
m  Junos Space Audit Logs Overview on page 185

m  Archiving and Purging Audit Logs on page 187

Viewing Audit Log Statistics

Audit log statistics display login activity and tasks that have been performed across
Junos Space workspaces and applications in the past 24 hours, the results of those
tasks, and the most active users in the past 24 hours.

& NOTE: Audit Logging is not currently supported for Campus Builder and Service Now.

To view audit log statistics:
1. From the task ribbon, select the Audit Logs workspace.

Junos Space retrieves and displays statistical views of the recent tasks and the
results of those tasks, and a view of active users.

2. To view the audit logs for recent tasks by type, click on any segment of the
Recent Tasks in 24 hours pie chart. The following illustration shows a statistical
view of recent tasks by type.
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Recent Tasks in 24 hours

B frchive Purge
I Backup Databaze

I Create User

Login

3. To view the audit logs for recent tasks by results, click on a segment of the Recent
Results in 24 hours pie chart. The following illustration shows a statistical view
of recent tasks by results.

Recent Results in 24 hours

B 1ok Scheduled

P success

4. To view detailed information about the recent activities of the most active Junos
Space users, use the Top 10 Active Users in the last 24 Hours chart, as shown
in the following example.

Top 10 Active Users in 24 hours

Top 10 Active Users in last 24 Hours

SUper
shahid <
wechow

o

shuang - o
°

o

o

Top 10 Users

uangud -

.

01 2 3 45 6 7 B8 9 1011121314 1516 17 18 19 20 21 22 23 24

Hours
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Related Topics

Each horizontal line in the chart displays the activities performed by a single
user, and each active session for the user is represented by a bubble on the line.
For example, if a single user performed six active sessions during the last 24
hours, the chart would display six bubble icons on the horizontal line.

To view the user activities performed during a specific active session, click on
the bubble icon.

The Audit Logs inventory page displays all the tasks performed by the user during
the active session.

Viewing Audit Logs on page 192
Junos Space Audit Logs Overview on page 185

Archiving and Purging Audit Logs on page 187
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