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About the Documentation

• Documentation and Release Notes on page xxvii

• Documentation Conventions on page xxvii

• Documentation Feedback on page xxix

• Requesting Technical Support on page xxx

Documentation and Release Notes

To obtain the most current version of all Juniper Networks
®

technical documentation,

see the product documentation page on the Juniper Networks website at

https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the

documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject

matter experts. These books go beyond the technical documentation to explore the

nuances of network architecture, deployment, and administration. The current list can

be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1 on page xxviii defines notice icons used in this guide.
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Table 1: Notice Icons

DescriptionMeaningIcon

Indicates important features or instructions.Informational note

Indicates a situation that might result in loss of data or hardware damage.Caution

Alerts you to the risk of personal injury or death.Warning

Alerts you to the risk of personal injury from a laser.Laser warning

Indicates helpful information.Tip

Alerts you to a recommended use or implementation.Best practice

Table 2 on page xxviii defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

ExamplesDescriptionConvention

To enter configuration mode, type the
configure command:

user@host> configure

Represents text that you type.Bold text like this

user@host> show chassis alarms

No alarms currently active

Represents output that appears on the
terminal screen.

Fixed-width text like this

• A policy term is a named structure
that defines match conditions and
actions.

• Junos OS CLI User Guide

• RFC 1997,BGPCommunities Attribute

• Introduces or emphasizes important
new terms.

• Identifies guide names.

• Identifies RFC and Internet draft titles.

Italic text like this

Configure the machine’s domain name:

[edit]
root@# set system domain-name
domain-name

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Italic text like this
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Table 2: Text and Syntax Conventions (continued)

ExamplesDescriptionConvention

• To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

• The console port is labeledCONSOLE.

Represents names of configuration
statements, commands, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

Text like this

stub <default-metricmetric>;Encloses optional keywords or variables.< > (angle brackets)

broadcast | multicast

(string1 | string2 | string3)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

| (pipe symbol)

rsvp { # Required for dynamicMPLS onlyIndicates a comment specified on the
same line as the configuration statement
to which it applies.

# (pound sign)

community namemembers [
community-ids ]

Encloses a variable for which you can
substitute one or more values.

[ ] (square brackets)

[edit]
routing-options {
static {
route default {
nexthop address;
retain;

}
}

}

Identifies a level in the configuration
hierarchy.

Indention and braces ( { } )

Identifies a leaf statement at a
configuration hierarchy level.

; (semicolon)

GUI Conventions

• In the Logical Interfaces box, select
All Interfaces.

• To cancel the configuration, click
Cancel.

Represents graphical user interface (GUI)
items you click or select.

Bold text like this

In the configuration editor hierarchy,
select Protocols>Ospf.

Separates levels in a hierarchy of menu
selections.

> (bold right angle bracket)

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You

can use either of the following methods:

• Online feedback system—Click TechLibrary Feedback, on the lower right of any page

on the Juniper Networks TechLibrary site, and do one of the following:
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• Click the thumbs-up icon if the information on the page was helpful to you.

• Click the thumbs-down icon if the information on the page was not helpful to you

or if you have suggestions for improvement, and use the pop-up form to provide

feedback.

• E-mail—Send your comments to techpubs-comments@juniper.net. Include the document

or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance

Center (JTAC). If you are a customer with an active Juniper Care or Partner Support

Services support contract, or are covered under warranty, and need post-sales technical

support, you can access our tools and resources online or open a case with JTAC.

• JTAC policies—For a complete understanding of our JTAC procedures and policies,

review the JTAC User Guide located at

https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

• Product warranties—For product warranty information, visit

https://www.juniper.net/support/warranty/.

• JTAC hours of operation—The JTAC centers have resources available 24 hours a day,

7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online

self-service portal called the Customer Support Center (CSC) that provides you with the

following features:

• Find CSC offerings: https://www.juniper.net/customers/support/

• Search for known bugs: https://prsearch.juniper.net/

• Find product documentation: https://www.juniper.net/documentation/

• Find solutions and answer questions using our Knowledge Base: https://kb.juniper.net/

• Download the latest versions of software and review release notes:

https://www.juniper.net/customers/csc/software/

• Search technical bulletins for relevant hardware and software notifications:

https://kb.juniper.net/InfoCenter/
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• Join and participate in the Juniper Networks Community Forum:

https://www.juniper.net/company/communities/

• Create a service request online: https://myjuniper.juniper.net

To verify service entitlement by product serial number, use our Serial Number Entitlement

(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC

You can create a service request with JTAC on the Web or by telephone.

• Visit https://myjuniper.juniper.net.

• Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see

https://support.juniper.net/support/requesting-support/.
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PART 1

Overview

• Edge Services Director Overview on page 3

• Getting Started on page 21

• Tasks Pane on page 31

• Dashboard on page 45
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CHAPTER 1

Edge Services Director Overview

• Understanding the Need for Edge Services Director on page 3

• Understanding Edge Services Director User Administration on page 5

• Understanding the Edge Services Director User Interface on page 6

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15

• Service Delivery Gateway Overview on page 17

• Edge Services Director Overview on page 19

Understanding the Need for Edge Services Director

The service delivery gateway (SDG) orchestration of services, by coordination of traffic

flows and service interaction, based on policy and subscriber context, immensely simplifies

the service deployment. In addition the consolidation of various components necessary

to deliver services (such as carrier-grade NAT [CGNAT], stateful firewall, deep-packet

inspection, or stateful load balancing) at scale and allows for simplified and reliable

services network architecture. An SDG management application is a key component for

simplifying and solving major operational challenges of service delivery that leads to

service innovation in future.

The SDG management application called Edge Services Director is an operations tool

that is primarily used by the service provider operations team for comprehensive and

centralized service management across different regions, zones and business units

catering to different type of customers. For an enterprise, consumer, voice over Long

Term Evolution (VoLTE) mobile networks, and others, the SDG management application

is implemented on the Junos Space Network Management application and enables

service providers the capability to achieve faster IP service rollouts for business needs

and reduce overall operating expense (OPEX) costs for managing the service lifecycle.

Currently, SDG users need to plan, configure and debug entire SDG network using the

CLI interface.

Operators need extensive training in CLI commands and need to be abreast with the

latest syntax and format changes in the CLI commands and configuration stanzas. The

CLI method of setup and administration is not well-suited for bulk management and

requires a longer time to test, deploy, and maintain large networks. Although SNMP may

provide some monitoring, it lacks a thorough management capability for service lifecycle

management. Service management is a well-understood concept in enterprise and

consumer domains. However, service management in operator and service provider
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networks is a combination of complex integration of element management systems,

operations support systems (OSS), and business support systems (BSS) in the backend.

Edge Services Director has a distinct, potent advantage over other management

applications available in the market because it is not vendor-specific and provides a

cohesive, seamless management capability. The service provider operations personnel

use role- based users and workflows to manage services.

The workflow supports deployment specific methods of operations. Edge Services

Director, which is the SDG management application, addresses the following business

and operational requirements:

• Cost and time to market for new service—Introduction of new value-added services

in a faster and streamlined way to meet evolving business needs.

• Reliability of services and network—Proactive monitoring of SDG traffic flow and various

components for root cause analysis and faster resolution.

• Flexibility of making changes—Configuration and reconfiguration of services in a much

more controlled and isolated environment.

• OPEX savings—Reduction of OPEX cost related to deploying new services and the

training required to operate the service

• OPEX savings—Reduction of OPEX cost related to deploying new services and the

training required to operate the service

You can employ SDG management in the following network scenarios:

• Simplified and scalable management of hundreds of SDGs

• Configuration and provisioning of SDG services

• Support for large brownfield deployments

• Greenfield deployment support by enabling service planning and configuration

templates

Edge Services Director currently supports only brownfield deployments or provisioning

and not greenfield deployments. A greenfield deployment refers to the Junos OS base

configurations and bootstrapping, core device settings such as routing instances,

interfaces and IP addresses, and routing protocols to be available for configuration

using the network management application. A brownfield deployment refers to the

basic and mandatory device settings already being configured on the devices before

they are imported or discovered for additional modifications, such as configuration of

services, using the network management application.

• High availability (HA) support for active and standby systems

• Faster and easier issue resolution to isolate and identify problems, and debugging call

flows for troubleshooting

• A searchable and sortable inventory of service instances, service components, and the

underlying hardware

• Policy and filter management across service instances on the network

• Scalable video traffic monitoring, such as to monitor multicast or unicast video traffic.
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• Single pane of view for service monitoring with key performance indicators (KPIs) and

threshold values

• Fault and performance management for scalable logging and data collection and

correlation of different data sources

• System image and version management, and management of scripts

• Reporting of service usages

Related
Documentation

Understanding Edge Services Director User Administration on page 5•

• Understanding the Edge Services Director User Interface on page 6

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15

• Service Delivery Gateway Overview on page 17

• Edge Services Director Overview on page 19

Understanding Edge Services Director User Administration

Edge Services Director uses the user administration features of the Junos Space platform

on which it runs. Using these features, you can add, delete, and edit user accounts and

roles and changing user passwords. Refer to the JunosSpaceNetworkApplicationPlatform

User Guide for more information about user administration.

When Edge Services Director is installed, some additional user administration options

are available in Junos Space, which are specific to Edge Services Director.

In addition to the Super Administrator role, the following predefined roles are available

to Edge Services Director users:

• Edge Services Director - Administrator—Has complete access to all the Edge Services

Director modes and user preferences.

• Edge Services Director - Operator—Has access to all modes except the Build mode.

Has access to windows and capabilities, such as fault management, performance

management, dashboard and monitoring. You can create custom roles to grant users

different access rights to the Edge Services Director modes.

• Edge Services Director - Designer— Has access to the Build mode for handling device

and service configuration operations such as creation of services and KPI templates.

You can also create custom roles to grant users different access rights to the Connectivity

Services Director modes. Edge Services Director modes—Build, Deploy, Monitor, Fault,

and Report modes are available to assign to custom user roles in the list of application

workspaces and associated tasks.
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NOTE: The tasks listed under the Edge Services Director modes do not have
any effect. Access is controlledat themode level, so if yougrant a role access
to amode, the role has access to all tasks in that mode, regardless of which
tasks you select.

Related
Documentation

Understanding the Need for Edge Services Director on page 3•

• Understanding the Edge Services Director User Interface on page 6

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15

• Service Delivery Gateway Overview on page 17

• Edge Services Director Overview on page 19

Understanding the Edge Services Director User Interface

Junos Space Edge Services Director provides a simple-to-use, Web 2.0 user interface

that you can access through standard Web browsers. The user interface uses task-based

workflows to help you accomplish administrative tasks quickly and efficiently. It provides

you with the flexibility to work with single or multiple devices grouped by logical

relationship, location, or device type. You can filter, sort, and select columns in tables,

making looking for specific information easy.

Figure 1 on page 6 illustrates the main components of the interface.

Use the Edge Services Director banner, shown in Figure 2 on page 7, to select the working

mode. You can also use the Edge Services Director banner to perform other global tasks,

such as setting up your preferences or accessing Junos Space.
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Figure 2: Edge Services Director Banner

The following are the functions of the banner:

• Accessing Junos Space Platform—Click to exit Edge Services Director and open the

Junos Space Network Application Platform. You can switch back and forth between

Edge Services Director and Junos Space without logging in again.

• View Selector—Select the network view that you want to work in. You can choose from

one of the following views:

• Dashboard View

• Location View

• Device View

• Gateway View

• Service View

• Mode Icons—Select the mode you want to work in.

NOTE: Youmight not have access to all the EdgeServices Directormodes.
Whatmodes you have access to depends on your assigned user role.

• Login as—Displays the username using which you logged in to Edge Services Director.

Click the down arrow next to the username and select the scope of the view, such as

global.

• User Log out—Select this icon, which is the rightmost one in the banner, to log out of

Edge Services Director and Junos Space.

•

Product Information and Online Help —Click the down arrow next to System and

select either of the following options:

• Help—Enables you to open searchable Help. This Help icon is not context-sensitive—it

always opens Help to the first page. From here, you can browse or search Help.

Context-sensitive Help is available from the Help icon provided on each pane or

page.

• About—Displays information about Network Director, such as the currently running

version.

• System Tasks and Jobs—Access the system tasks such as viewing audit logs and jobs

and collecting troubleshooting logs.
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In addition to this, Edge Services Director displays the date and time in the local time

zone in the bottom right corner.

View Pane

In the View pane, Edge Services Director provides you a unified, hierarchal view of your

wired, wireless, and data center networks in the form of a expand tree that is expandable

and collapsible. By selecting both a view and a node in the tree, you indicate the scope

over which you want an operation or task to occur. For example:

• By selecting the service delivery gateway (SDG) group in Gateway View, you indicate

that the scope for a task is the routers in the SDG group.

• By selecting a floor node in Location View, you indicate that the scope for a task is all

devices belonging to that floor.

• By selecting the MX240 node in Device View, you indicate that the scope for a task is

all MX240 routers in your network.

You can perform the following actions in the View pane:

• Displaying Devices in Various Network Views on page 8

• Expanding or Collapsing Nodes in the Network Tree on page 9

• Searching the Network Tree on page 9

Displaying Devices in Various Network Views

Use the selection box in the Edge Services Director banner to choose one of the following

network views:

• Dashboard View—This is a customizable view that provides information about your

network. You can select and add monitoring widgets to the Dashboard View based on

your requirements. This is the default view that opens when you log in to Edge Services

Director.

• Location View—Devices are organized by their physical locations. You build this view

by creating sites, buildings, floors, aisles, racks, outdoor areas, and then assigning your

routers to these locations.

• Device View—Devices are organized by device type, such as routers. Within each device

type, devices are organized by device model. For example, all models of MX240 routers

are grouped together under one node in the tree.

• Gateway View—Service delivery gateways (SDGs) are discovered by SDG discovery

workflow. The discovered SDGs are shown in the SDG inventory page. The discovered

SDGs can be a part of a high availability (HA) pair or standalone SDGs. You create the

network managed by Junos Space Edge Services Director by bringing devices under

the administration of the network management application and retrieving the device

settings to save in the Edge Services Director database. It provides you with the ability

to use device discovery to bring devices under Edge Services Director management,
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to customize your view of the devices, to configure devices, and to perform some

common device management tasks.

• Service View—You can create services, policies, and filters for devices that are managed

by Edge Services Director. The service templates and attributes for services, policies,

and filters help you classify and control the manner in which packets must be handled

by the various services. You can also import objects, which are components or

parameters used for creation of services, from the Service Delivery Gateways (SDGs)

that are present in the Edge Services Director database or from external XML files.

Expanding or Collapsing Nodes in the Network Tree

To expand a node in the network tree, select the node and then click the ExpandAll icon:

The node you selected and any child nodes under the selected node are expanded to

show their contents.

Similarly, to collapse a node in the network tree, select the node and then click the

Collapse All icon (next to the Expand All icon). The node you selected is collapsed and

no nodes under it are shown.

Searching the Network Tree

To quickly find and select a device or device group, use the search function.

To perform a search, type three or more characters in the Search box and click theSearch

icon, as shown in Figure 3 on page 10.
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Figure 3: Performing Search on the View P ane

Edge Services Director finds the first instance of a node whose name contains the

characters. To find the next instance, click the right arrow.

Searches are not case-sensitive: a search on wla115 and one on WLA115 return the same

results.

Tasks Pane

The Tasks pane is available in every mode and lists tasks specific to that mode. In addition

to changing according to the mode selected, tasks listed in the Tasks pane can change.

For example, some tasks are appropriate only at the device level and thus appear only

when you have selected an individual device. Clicking a task brings up task-specific

content in the main window. In general, to perform a task in Edge Services Director, you

navigate to the task.

Alarms

The Alarms bar that is displayed at the bottom of your browser window provides a quick

summary of how many critical, major, minor, and informational alarms are currently

active in the network and is visible in every mode.

To display more information about alarms, click the alarm count or the Alarms bar. You

are automatically placed in Fault mode and the Fault mode monitors are displayed.

MainWindow orWorkspace

The main window or workspace displays content relevant to the mode, scope, and task

you have selected. When you log in to Edge Services Director, the main window displays

the dashboard. The dashboard enables you to allow the operators to quickly monitor

health and status of the managed devices. The sections or frames on the dashboard

allows the operator to understand the device problem or fault at the macro level

(comprehensive and widespread network health and status) and the micro level

(individual device health and status). The health representation of the devices can be

customized based on the monitoring properties defined. You can view all the available
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devices that are managed by Edge Services Director from the Device Inventory page. The

Device Inventory page is accessible in Device View of Build mode as the default landing

page.

Tables in Edge Services Director

Tables are used throughout Edge Services Director to display data. These tables share

common features. By becoming familiar with these features, you can navigate and

manipulate tabular data quickly and efficiently.

The following sections describe:

• Moving and Resizing Columns

• Navigating pages

• Displaying the Column Drop-Down Menu

• Sorting on a Column

• Hiding and Exposing Columns

• Searching Table Contents

• Filtering Table Contents

Moving and Resizing Columns

You can reposition and resize columns in a table. To move a column, drag the column

head to the new location. Edge Services Director displays a green check mark when you

mouse over a valid column location. To resize a column, mouse over the edge of a column

until the cursor becomes two vertical lines with outward arrows. Drag the column width

to the new size.

Navigating Pages

Paging controls at the bottom of an applicable page allow you to navigate the entries

on the pages when the inventory is too large to fit on one page. Using these controls, you

can go to a specific page, navigate to the next or previous page, navigate to the first or

last page of the inventory, or refresh the inventory view.

Displaying the Column Drop-DownMenu

A drop-down menu is available from each column head, allowing you to perform additional

operations on columns. To display the column drop-down menu, mouse over the column

head. A down arrow appears. By clicking the arrow, you display the drop-down menu, as

shown in Figure 4 on page 12.
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Figure 4: Column Drop-DownMenu

Sorting on a Column

You can sort the table on a column by clicking the column head—each click changes the

direction of the sort. In addition, you can use the Sort Ascending and Sort Descending

options in the drop-down menu.

When you sort on a column, a small arrow appears next to the column name to indicate

that the table is being sorted by the column and the direction of the sort.

Edge Services Director uses a lexical sort for tabular data that is not strict numeric data,

which means that data such as IP addresses do not sort in numerical sequence, as shown

in Table 3 on page 12.

Table 3: Numerical Sorts and Lexical Sorts

Lexical SortNumerical Sort

10.93.200.12910.93.200.65

10.93.200.19910.93.200.129

10.93.200.6510.93.200.199

Hiding and Exposing Columns

You can customize your tables by hiding or exposing columns. This way, you can choose

to see only relevant information.

To hide or expose columns, display the drop-down menu for any column head and mouse

over the Columns option, as shown in Figure 4 on page 12. Select the check box beside

a column in the drop-down menu to expose it. Clear the check box beside a column to

hide it.
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As a general rule, Edge Services Director displays all columns in a table by default.

However, some tables have more columns than can fit easily within the page. In these

tables, some columns are hidden by default.

Searching Table Contents

You can search for specific data in large tables by using search criteria.

To search for an item in a table, enter the search term in the text box. Select ANY for

Edge Services Director to search for the term in all columns in the table. Every table has

a predefined default column that the system searches; before it proceeds to search other

columns.

You can also choose to search a particular column for a term. Edge Services Director

displays a list of all the columns in a table. To search a particular column for a term,

select that column for the list.

NOTE: When you enter a search expression, note the following:

• Youmust add a back slash “\” if you want to use the following special
characters in the search text:

+ ~ && || ! ( ) { } [ ] ^ “ ~ * ? : \

• Field names are case-sensitive.

For example, if you have a few systems running on Junos OS 12.3 Release
4.5, then os: 12.3R4.5 returns search results, whereas OS: 12.3R4.5 does
not return search results. This is because the field name that is indexed is
os and notOS.

• If you want to search for a term that includes a space, enclose the term
within double quotationmarks.

For example, to search for all devices that are synchronized (that is, In
Sync), enter “In Sync” in the Search field.

• Youmust append "*" if you want to search using partial keywords.
Otherwise, the search returns 0 (zero) matches or hits.

You can filter search results by specifying one or more search terms. Edge Services Director

uses the AND operator for each search term that you enter. Edge Services Director lists

the search results in the table, depending on the search criteria that you specified.

For example, perform the following steps to search for an MX480 router that is running

Junos OS Release 14.1:

1. Enter MX480 as the search term in the text box.

2. From the list that appears, select to search the Platform column.

Edge Services Director lists all the MX480 routers in your network.

13Copyright © 2019, Juniper Networks, Inc.

Chapter 1: Edge Services Director Overview



3. Enter 14.1 as the search term after the comma separator in the text box.

4. From the list, select to search from the OS Version column.

Edge Services Director lists all the MX480 routers in your network that are running

Junos OS Release 14.1.

Filtering Table Contents

For large tables, it is helpful to be able to sort data to show only relevant entries. When

you mouse over the Filters option in the column drop-down menu, a fill-in box appears

where you can type filter criteria. If you type a text string and click Go, entries that do not

contain the text string (filter criterion) are removed from the table. A red asterisk appears

on the column head to indicate that the column has been filtered. To restore all entries

to the table, clear the Filters option.

For example, to filter the Device Inventory page so that only devices in the 192.168.1.0
subnet are displayed:

1. Mouse over the right side of the IP Address column head to expose the down arrow.

2. Click the arrow to display the column drop-down menu.

3. Mouse over Filters to display the Filter field.

4. Type 192.168.1. in the field and click Go.

Only the devices in the 192.168.1.0 subnet are shown.

In addition to these functions, Connectivity Services Director displays the date and time

in the local time zone on the bottom right corner.

Related
Documentation

Understanding the Need for Edge Services Director on page 3•

• Understanding Edge Services Director User Administration on page 5

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15

• Service Delivery Gateway Overview on page 17

• Edge Services Director Overview on page 19
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Understanding Edge Services Director and theManagement Lifecycle Modes

Junos Space Edge Services Director is a Junos Space application for management of

services interfaces of MX Series routers, such as adaptive services interfaces and

multiservices interfaces, that provide specific capabilities for manipulating traffic before

it is delivered to its destination. Services interfaces enable you to add services to your

network incrementally. Providing full network lifecycle management, Edge Services

Director simplifies the discovery, configuration, visualization, monitoring, and

administration of large networks. Operators can quickly deploy a network by using it,

configure it optimally to improve network uptime and maximize resources, and respond

agilely to the needs of applications and users.

The Edge Services Director user interface is based on the network management lifecycle.

The interface provides five main working modes that are aligned to the network

management lifecycle, and a sixth mode for working with Edge Services Director itself.

Each mode provides access to different tasks:

• Buildmode—In Build mode, you can create services, policies, and filters for devices that

are managed by Edge Services Director. You can define service templates and attributes

of different services. You can also specify policies and filters to classify and control

the manner in which packets must be handled by the various services. Configuring a

policy has a major impact on the flow of routing information or packets within and

through the router.

In Gateway view of Build mode, you create the network managed by Junos Space Edge

Services Director by bringing devices under the administration of the network

management application and retrieving the device settings to save in the Edge Services

Director database. It provides you with the ability to use device discovery to bring

devices under Edge Services Director management, to customize your view of the

devices, to configure devices, and to perform some common device management

tasks. In Device view of Build mode, you can perform software upgrades to devices

and perform several device management and configuration file management tasks.

You can also back up the Edge Services Director database that contains all the

configuration parameters of devices, settings that enable monitoring and management

of devices and services, and reports that contain statistics and graphs of the tracked

system states. You can restore the data backed up to a different server that runs the

Edge Services Director application.

• Deploymode—Deploy mode enables you to deploy configuration changes to devices.

You can create a deployment plan for each of the service planning templates, such as

the ones defined for ADC or stateful firewall (SFW) services, and the policy or filter

templates, such as the packet filter or SFW policy, that you have created. A deployment

plan contains details about the settings and configuration parameters that must be

propagated and provisioned on the SDGs managed by Edge Services Director. You can

also create, update, display, publish, and commission packet filters, stateful firewall

policies, and CGNAT policies present on discovered and managed SDGs.

• Monitor mode—Monitor mode in Edge Services Director provides visibility into the

behavior and performance of your network. Edge Services Director monitors its managed

devices and maintains the information it collects from the devices in a database.
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Monitor mode displays this information in easy-to-understand graphs and in tables

that you can sort and filter, allowing you to quickly visualize the state of your network,

spot trends developing over time, and find important details.

• Faultmode—Fault mode shows you information about the health of your network and

changing conditions of your equipment. Use Fault mode to identify problems with

equipment, pinpoint security attacks, or analyze trends and categories of errors. Edge

Services Director correlates traps, which describe a condition, into an alarm. Alarms

are ranked by their impact on the network.

• Reportmode—Use Report mode to generate reports from the data that Edge Services

Director stores about network performance, status, and activity. In Report mode, you

can create standardized reports from the monitoring and fault data collected by

Network Director. An essential part of the network management lifecycle, reporting

provides administrators and management insight into the network for maintenance,

troubleshooting, and trend and capacity analysis, and generates records that can be

archived for compliance requirements.

• View pane—On the View pane, Edge Services Director provides you with a unified,

hierarchal view of your wired, wireless, and virtual networks in the form of a expand

tree that is expandable and collapsible. You can choose from five views, or perspectives,

of your network—Dashboard view, Location view, Device view, Gateway view, and

Service view. By selecting both a view and a node from the tree, you indicate the scope

over which you want an operation or task to occur. The Dashboard view provides a

summary, encompassing a pictorial representation of the health and performance of

devices and services in your network, which enables you to analyze and troubleshoot

the parameters that are causing traffic-handling errors.

System-level tasks include viewing the Edge Services Director user and system audit

trail, managing jobs, and gathering logs for troubleshooting. The dashboard enables you

to allow the operators to quickly monitor health and status of the managed service

delivery gateways (SDGs) through several widgets and monitors. The sections or frames

on the dashboard allows the operator to understand the device problem or fault at macro

level (comprehensive and widespread network health and status) to micro level (individual

SDG health and status). The health representation of the SDGs can be customized based

on the monitoring properties defined in SDG templates.

Related
Documentation

Understanding the Need for Edge Services Director on page 3•

• Understanding Edge Services Director User Administration on page 5

• Understanding the Edge Services Director User Interface on page 6

• Service Delivery Gateway Overview on page 17

• Edge Services Director Overview on page 19
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Service Delivery Gateway Overview

The service delivery gateway (running on the MX Series 3D Universal Edge router)

consolidates a variety of best-in-class Gi (“i” for Internet or IP network) network services

onto a single platform to reduce cost, increase network resiliency, and increase

performance. The Gi interface is the connection between a GGSN and the Internet or

destination networks connected to a public land mobile network (PLMN). Costs are

reduced by using less rack space, less hardware, reduced power and cooling, less cabling,

and simplified network management. Resiliency is increased by leveraging the redundancy

features of the MX Series 3D routers and by limiting the number of different boxes and

OS types that must be managed. Performance is increased by taking advantage of the

ability of the MX Series 3D Universal Edge routers to perform many services at line rate

in hardware.

The MX Series routers provide industry-leading packet forwarding performance along

with a very compelling set of value added services that include carrier grade NAT, firewall,

intrusion prevention service, video optimization, server load balancing, MPLS VPN, IPsec

VPN and much more. Many of these services can be performed at line rate by leveraging

the Trio chipset on the Packet Forwarding Engines. This makes the MX Series routers an

ideal and robust platform upon which to host the service delivery gateway.

The following sections describe some of the services that are required on the service

delivery gateways:

• Carrier-Grade NAT on page 17

• Firewalls and Intrusion Prevention System on page 18

• Traffic Direct on page 18

• Load Balancing and Adaptive Services on page 18

Carrier-Grade NAT

Carrier-grade network (CGN) is rapidly increasing in importance now that the Internet

Assigned Numbering Authority (IANA) has run out of IPv4 addresses. Some operators

are already moving to IPv6, but this does not solve the IPv4 exhaust problem because

most of the Internet is still only reachable via an IPv4 address. The answer for many

mobile operators that are faced with rapid smart phone growth is carrier grade NAT.

Juniper Networks provides a complete implementation of CGN on the service delivery

gateway. In the mobile operator’s domain, the IPv4 address exhaust problem is more

severe than in the wireline world because there is exponential growth, and because of

the move to always-on connectivity with smartphones. Always-on connectivity indicates

that the subscriber has a session and an IP address even when the device is idle. The two

approaches that have received the most attention in the mobile world are dual stack

and IPv6-only. Dual stack allows the mobile device to access content that is either IPv6

or IPv4 addressable. To make this work in a seamless fashion, the mobile device must

have both an IPv4 and an IPv6 session up and active at the same time. This is possible

beginning in 3GPP Release 8. The other approach that is receiving a lot of attention is

IPv6-only. In this implementation, the mobile device establishes a single IPv6 session,

and traffic headed for the IPv4 Internet is translated using NAT64. The drawback is that
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the mobile device must use IPv6 native applications. Problems during roaming might

also occur, and the device does not work on most Wi-Fi networks, which can be mitigated

by using IPv4 when connecting to Wi-Fi.

Firewalls and Intrusion Prevention System

Firewalls are an essential part of any mobile Gi network that connects to the Internet. In

many cases, firewalls are also tightly linked with the CGN function. Some operators

require a dedicated security device and Juniper Networks SRX Series Services Gateways

provides rich firewall services with industry leading performance and scale. The service

delivery gateway, in combination with the SRX Series, allows Juniper Networks to address

a wide variety of deployment scenarios. Intrusion prevention system (IPS) takes the

firewall concept one step further by analyzing traffic using deep packet inspection (DPI)

to identify threat signatures. Juniper’s library of threat signatures is constantly upgraded

to handle the latest security vulnerabilities. The primary focus of a firewall and IPS function

on the Gi network is to prevent attacks from being launched against the mobile network

and mobile users from hosts out on the Internet.

Traffic Direct

An essential part of any mobile packet core design is the method by which data traffic

is steered as it moves from the mobile device through to the correct GGSN, and from

there to the correct Gi network. Access point nodes (APNs) are the traditional solution

to the problem, but they can be administratively complex. Not only must mobile devices

be configured with the correct APN, but so must the network infrastructure (SGSNs, DNS,

and GGSNs). Juniper Networks has developed Traffic Direct as an alternative to APNs.

This is a much simpler solution to the challenge of making sure that users get where they

need to go. The Traffic Direct feature sits on an service delivery gateway and can steer

traffic from the GGSN to the correct Gi network. There are several instantiations of Traffic

Direct, of which the most popular is Static Bypass Traffic Direct. This feature makes use

of the service delivery gateway’s policy routing feature. The service delivery gateway is

capable of routing on any of the elements of the IP header which include the source and

destination IP addresses, source and destination port numbers, and protocol type.

Forwarding is handled in hardware at line rate by the Juniper Networks Junos Trio chipset.

This approach is a simple way of guaranteeing that all users get to the correct Gi network.

Load Balancing and Adaptive Services

The service delivery gateway services umbrella leverages the Multiservices-Dense Port

Concentrator (MS-DPC), in-house Junos services, the Junos Software Development Kit

(SDK) and external third-party platforms and applications. Offered services can run in

standalone mode or can be consolidated (chaining with next hop routing), as long as

the chained combination is meaningful, to concurrently run in the same chassis or blade.

Scaling is achieved by adding MS-DPC blades in the chassis. The combination of

consolidated services also dictates the number of MS-DPC blades to be used. Needed

services that are not directly hosted by the service delivery gateway are collocated with

the service delivery gateway within the different service complexes to provide specific

value-added services. As an example, such service complexes include the user equipment

(UE) DNS service complex and Juniper Networks Mobile Video Optimization service

complex.
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Some of these service complex functions can be integrated by leveraging Junos SDK

capabilities. Service complexes and packet gateways (such as GGSN and PGW) attach

to active or standby service delivery gateway in VRRP groups leveraging MC-LAG. The

services delivery gateway pair connects to the core routers using LAG. Services delivery

gateway can be deployed to act as a CE or a PE router, with BFD enabled. Server load

balancing (SLB) towards service complexes is performed using ECMP. RPM probes are

configured to provide server status updates in the complex. An event script or an

operational script can be leveraged to take appropriate action upon detection of a status

change.

Leveraging adaptive delivery controllers (ADC) from MS-DPC is another possible avenue.

ADCs for the MX Series 3D Universal Edge Router offers advanced router-integrated ADC

functions that enables service providers and enterprises to efficiently scale service

capacity and increase service performance.

Configuring load balancing requires an aggregated Multiservices (AMS) system. AMS

involves grouping several Multiservices PICs together. An AMS configuration eliminates

the need for separate routers within a system. The primary benefit of having an AMS

configuration is the ability to support load balancing of traffic across multiple services

PICs.

Related
Documentation

Understanding the Need for Edge Services Director on page 3•

• Understanding Edge Services Director User Administration on page 5

• Understanding the Edge Services Director User Interface on page 6

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15

• Edge Services Director Overview on page 19

Edge Services Director Overview

Service providers are increasingly using IP Layer 3 through Layer 7 services to differentiate

themselves from third-party, external, over-the-top (OTT) providers and provide better

customer experience. These IP services are used to provide better end user experience

by managing traffic flow per application type, better security, better video quality and

other enhanced IP applications. OTT providers are consuming service provider resources

and therefore, value-added IP service is the way optimize and offer best returns for

network investment.

Juniper Networks service delivery gateway (SDG) is a next-generation services solution

framework to address these set of converging, simultaneous challenges that mobile and

wireline operators currently face in delivering services. The SDG primarily is a service

orchestration solution, which is based on subscriber and service policy contexts to

coordinate the traffic flow between services in on-the-box or off-the-box scenarios and

also with Juniper Networks devices or third-party devices. In addition, SDG consolidates

the common elements necessary to deliver services at scale, such as carrier-grade NAT

(CGN), stateful firewall, deep-packet inspection, or stateful load balancing. This

mechanism simplifies and accelerates delivery and introduction of new services offering

while keeping changes to network and other services at a minimum.
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The SDG is equipped to be positioned upstream from a broadband gateway, cable modem

termination system (CMTS), or any other aggregation point such as Packet Data Network

Gateway (P-GW) on the Gi interface in the network where centralized services can be

applied via an IP address or subscriber database. These services on Juniper service cards

are configured in a service chain for a specific packet flow to meet a customer’s business

and network requirement. In addition, policies and filters associated with these services

are modified and updated as business evolves and requirement changes. In the future,

the service chain of service instances on different service cards becomes a necessity

because packet flow within single platform depends on services configured in the platform.

Also, tethered services on virtual instances attached to MX Series routers and other

Juniper Networks platforms can be complicated.

Over a period of time, as the number of services increase and configuration too increases

correspondingly, deployment and management of IP services become dynamic, complex

and unmanageable. Configuration and deployment using configuration files and

statements through the CLI interface is prone to human errors. Therefore, a robust and

a comprehensive GUI-based service management application is required to automate

management and monitoring tasks. Amazon Web Services (AWS) enables the

simplification of compute, storage, and network management using easy-to-use web

application increases customer acquisition and adoption of management apps. SDG

reduces operational (OPEX) costs by abstracting and simplifying complex low-level CLI

commands and scripts. The services management system called Edge Services Director

enables faster time to market and better customer experience. Edge Services Director

simplifies and enables dynamic SDG Service planning, configuration, and provisioning

of settings on MX Series routers so that users can respond to market condition faster

with lower OPEX and overhead costs.

Related
Documentation

• Understanding the Need for Edge Services Director on page 3

• Understanding Edge Services Director User Administration on page 5

• Understanding the Edge Services Director User Interface on page 6

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15

• Service Delivery Gateway Overview on page 17
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CHAPTER 2

Getting Started

• Understanding How to Use the Edge Services Director Interface to View System

Information on page 22

• Getting Started Assistant in Junos Space Platform Overview on page 23

• Changing Your Password for Edge Services Director on page 24

• Logging In to Edge Services Director on page 25

• Logging Out of Edge Services Director on page 27

• Quickly Accessing Important Monitoring and Troubleshooting Details on page 28
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Understanding How to Use the Edge Services Director Interface to View System
Information

When you log in to the Edge Services Director application, the initial default page that is

displayed is the Dashboard page. The dashboard functionality allows the operators to

quickly identify, understand and monitor the health and status of the service delivery

gateways (SDGs). The SDG network management application or Edge Services Director

tries to simplify the complexity involved in monitoring the health and status of SDGs

deployed across networks through following components and visual representation. The

dashboard gadget enables you to understand the issue at macro level (overall network

health and status) to micro level (an individual SDG health and status). The health

representation of the SDGs can be customized based on the monitoring properties defined

in SDG templates.

The SDG service Dashboard and Monitoring pages in the Edge Services Director GUI

provide a proactive account of the SDG health status and working efficiency of service

delivery gateway (SDG) devices in a bird's eye, comprehensive, and intuitive format at

the network level, SDG instance, and service levels. A single pane of glass (SPOG) view

helps the operator to view various alarms and quickly identify and isolate issues. The

dashboard and monitoring feature aggregates and correlates data from different sources

such as SNMP and system event logs. The defined key performance indicators (KPIs)

and threshold values enable operators to specify monitoring criteria critical for service

operations and administration. The performance management view also highlights the

top or first three non-confirming SDGs and provides a historical context with time graph

and additional data from the logging system.

The following are the salient capabilities and benefits of the dashboard view of SDGs:

• A single pane of glass (SPOG) view of entire SDG deployment

• Configuration of KPI templates to enable the monitoring of health status

• Display of service name, service status, alarm status, and heat map

• A summary of a list of object counts by types

• Chassis view with service status overlay

• Logical view of selected service with component data, such as ingress and egress

direction

• High-priority log tickers

• Proactive SNMP traps and alarms, syslogs, and KPI thresholds

• Near real-time CPU and memory usage graph per core and service

• Customized Dashboard view for user roles and profiles

• Performance view with three top non-confirming SDGs CPU, memory, and service

status

• Performance view with selected KPI filters

• Comparison graph view between operator-selected SDGs
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• The total count for alarm type, status and others

• System health status at SDG instance and component level Hardware details and

hardware status within a SDG

Related
Documentation

Getting Started Assistant in Junos Space Platform Overview on page 23•

• Changing Your Password for Edge Services Director on page 24

• Logging In to Edge Services Director on page 25

• Logging Out of Edge Services Director on page 27

• Quickly Accessing Important Monitoring and Troubleshooting Details on page 28

Getting Started Assistant in Junos Space PlatformOverview

In the Junos Space Platform user interface, the Getting Started assistant is a section in

the sidebar that shows you how to perform common tasks. The tasks in the Getting

Started assistant are workspace specific. The tasks displayed in this section vary according

to the workspace. The Getting Started assistant provides instructions on how to perform

tasks related to a device, service template, or a policy and filter template configuration.

The Getting Started topics are context- sensitive per application. Getting Started displays

all the steps of a task. From a step in a task, you can jump to that point in the user interface

to actually complete it. If ShowGetting Started on Startup checkbox is selected, the

Getting Started assistant automatically displays the tasks when you log in. If this checkbox

was not selected, click the Help icon and click Getting Started from the resulting sidebar.

To use a Getting Started assistant:

1. Select an application from the Applications list above the task tree.

2. In the sidebar, expand Getting Started.

A main Getting Started topic link appears on the sidebar.

If the sidebar is not displayed, select the Help ( ) icon at the right side of the Junos

Space header. The sidebar appears.

3. Select a main topic.

For example, if you are in the Network Management Platform application user interface,

click the Increase Space Capacity link. A list of required steps appears in the sidebar.

Each step contains a task link and a link to Help.

4. Perform a specific step by clicking the link.
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You jump to that point in the user interface. The assistant remains visible on the sidebar

to aid navigation to subsequent tasks.

5. Access help for a specific step by clicking the Help icon next to that step.

Related
Documentation

Understanding How to Use the Edge Services Director Interface to View System

Information on page 22

•

• Changing Your Password for Edge Services Director on page 24

• Logging In to Edge Services Director on page 25

• Logging Out of Edge Services Director on page 27

• Quickly Accessing Important Monitoring and Troubleshooting Details on page 28

Changing Your Password for Edge Services Director

Any user, regardless of user role, can change his or her password.

Your username and password are the same in Junos Space and Edge Services Director.

To change your password:

1. From the Edge Services Director user interface, click the Junos Space icon on the Edge

Services Director banner.

The Junos Space Platform user interface is displayed.

2. Click the User Settings icon on the Junos Space banner.

The Change User Settings dialog box appears.

3. In the Old Password text box, enter your old password.

NOTE: Mouse over the information icon (small blue i) next to the New

Password text box to view the rules for password creation. For more

informationabout thepassword rules, seeModifying JunosSpaceNetwork
Management Platform Settings.

4. In the NewPassword text box, enter your new password. The minimum value for this

field is 6 (the default) and the maximum value is 999. The password can include

alphanumeric and special characters, but not control characters.

5. In the Confirm Password text box, enter your new password again to confirm it.

Copyright © 2019, Juniper Networks, Inc.24

Edge Services Director User Guide



NOTE: The fields on the X.509 Certificate tab are applicable when you

want to use certificate-based authentication. If you are using
password-based authentication, you can ignore these fields. For more
information about certificate-based authentication, see the Certificate
Management Overview topic in the Junos Space Network Management
PlatformWorkspaces Feature Guide.

6. (Optional) Select the Manage objects from all assigned domains check box on the

Object Visibility tab to view and manage objects from all the domains for which you

are assigned.

7. Click OK.

You are logged out of the system. To log in to Junos Space again, you must use your

new password. Other sessions logged in with the same username are unaffected until

the next login.

Related
Documentation

Logging In to Edge Services Director on page 25•

• Logging Out of Edge Services Director on page 27

Logging In to Edge Services Director

You connect to Edge Services Director using your Web browser. The following Web

browsers are supported: Internet Explorer 9.0 and 10.0, Mozilla Firefox 3.6 or later, and

Google Chrome 17 and later. The minimum screen resolution is 1280 x 1024.

You can connect to Edge Services Director in either of the following ways:

• Log in to Edge Services Director directly by using the following URL:

https://<n.n.n.n>/mainui/?appName=SGD

where n.n.n.n is the IP address of the Junos Space Web interface. You can bookmark

the login page for future use.

Enter the login credentials. After successful login, the Dashboard page of Edge Services

Director is displayed.

• Log in to Junos Space first by using the following URL:

https://<n.n.n.n>/mainui

where n.n.n.n is the IP address of the Junos Space Web interface.

The Junos Space Platform login page is displayed.
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To enter the login credentials and open the Junos Space Platform page:

1. From the Junos Space Platform login page, in the Username text box, enter your

username. For information about how to change your username, consult your system

administrator.

2. In thePassword text box, enter your password. For information about how to change

your password, see “Changing Your Password for Edge Services Director” on page 24.

3. (Optional) If the remote authentication server is configured for Challenge/Response,

you are presented with the challenge questions. Provide valid responses to the

challenge questions you are asked, to log in successfully.

4. Click Log In.

The Junos Space home page appears. If the home page is not set, the Junos Space

Dashboard page is displayed. If the home page is inaccessible due to role or domain

restrictions, a warning message is displayed and the Junos Space Dashboard page

is loaded.

NOTE: If you are a user with access tomore than one domain, then an
informationalmessageaboutswitchingdomains isdisplayed inadialog
box.

Do one of the following:

• To prevent the informational message from appearing again, ensure
that theDon’t showagaincheckbox is selectedandclickOK. TheDon’t

show again check box is selected by default.

• To allow the informational message to continue appearing, clear the
Don’t show again check box and clickOK.

You can then switch to the Edge Services Director interface by selecting Edge Services

Director from the Applications list in the left pane of the Junos Space user interface.

The default username and password are the same for both Junos Space and Edge Services

Director:

• Username—super

• Password—juniper123

Related
Documentation

Changing Your Password for Edge Services Director on page 24•

• Logging Out of Edge Services Director on page 27
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Logging Out of Edge Services Director

After you finish using Edge Services Director, log out to prevent unauthorized access. You

can log out manually or set an automatic logout period for Edge Services Director to

automatically log you out.

Logging out manually—To log out of Edge Services Director manually, click the down

arrow next to the username on the Edge Services Director banner and select Logout from

the list.

Logging out automatically—Edge Services Director automatically logs you out if you have

not performed any action on it, such as by using keystrokes or mouse-clicks, for a set

period of time. This automatic logout conserves server resources and protects the system

from unauthorized access. By default, automatic logout occurs if a session has been idle

for 60 minutes. You can change the setting on the Applications inventory page. Select

Administration > Applications > NetworkManagement Platform > Modify Application

Settings (from the Actions menu) > User.

Edge Services Director uses the same automatic logout period as Junos Space.

To change the automatic logout period:

1. Click the System Platform icon on the Edge Services Director banner.

The logout page appears.

2. Click the Click here to log in again link on the logout page to log in to the system again.

3. Navigate to Administration > Applications.

The Applications page is displayed.

4. Right-click NetworkManagement Platform and select Modify Application Settings..

The Modify Application Settings page appears.

5. In the Modify Network Management Settings page, select User.

The User page is displayed.

6. In the Automatic logout after inactivity (minutes) field, move the slider to modify the

automatic logout setting.

The logout setting is modified.

7. Click Modify to save the setting.

You are returned to the Modify Applications page.
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Related
Documentation

Changing Your Password for Edge Services Director on page 24•

• Logging In to Edge Services Director on page 25

Quickly Accessing Important Monitoring and Troubleshooting Details

In the task pane, the top part of the navigation tree enables you to select the options

corresponding to different activities that you can perform on the devices and services

that are managed by Edge Services Director, and configuration settings you can specify.

The bottom bar of the GUI enables you to view critical, salient information about the

configured devices and services in an intuitive, easily-navigable format. The summarized

way in which you can view statistical details enables you to examine the health and

operating-efficiency of devices, and the performance of services. It provides a bird's eye,

high-level view of parameters that enables effective and simplified troubleshooting and

administration. For example, if you find that a particular Service Delivery Gateway (SDG)

or and SDG group has recorded a large number of critical or major alarms, you can then

navigate to the Monitoring page or the appropriate device settings page to correct and

modify the attributes or diagnose the problems that might be generating the alarms.

You can view the following types of details from the quick-access facility that is displayed

at the bottom left corner of the Edge Services Director GUI pages in all lifecyle modes

and views:

• Service analyzer details

• Status of deployment plans

• Alarms recorded on the devices
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To view alarm details:

1. From the bottom left corner of the screen, click the down arrow and select theAlarms

option from the shortcut menu. By default, the Alarms option is selected.

The Network Alarms table is displayed A list of alarms classified by severity levels is

displayed. The following table describes the alarms displayed:

• Critical (Red)—A critical condition exists; immediate action is necessary.

• Major (Orange)—A major error has occurred; escalate or notify as necessary.

• Minor (Yellow)—A minor error has occurred; notify or monitor the condition.

To view the status of deploy plans:

1. From the bottom left corner of the screen, click the down arrow and select the

Deployment option from the shortcut menu.

The Deployment Plan Status table is displayed. The following describes the deploy

plan states that are displayed:

• Number of deploy plans for which approval is pending

• Number of deploy plans in approved state

• Number of deploy plans in rejected state

• Number of deploy plans currently being provisioned on devices

• Number of deploy plans that have been successfully propagated and applied on

devices

• Number of deploy plans scheduled for deployment at a future time

• Number of deploy plans for which deployment failed

To view the service or packet analyzer details:

1. From the bottom left corner of the screen, click the down arrow and select theService

Analyzer option from the shortcut menu.

The Service Analyzer table is displayed The following details are displayed:

• Active—Number of service instances that are currently running

• Completed—Number of service instances that have successfully completed

• Stopped—Number of service instances that were halted

Related
Documentation

• Understanding How to Use the Edge Services Director Interface to View System

Information on page 22

• Getting Started Assistant in Junos Space Platform Overview on page 23

• Changing Your Password for Edge Services Director on page 24

• Logging In to Edge Services Director on page 25

• Logging Out of Edge Services Director on page 27
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CHAPTER 3

Tasks Pane

• Understanding the Build Mode Tasks Pane on page 31

• Understanding the Deploy Mode Tasks Pane on page 38

• Understanding the Fault Mode Tasks Pane on page 40

• Understanding the Monitor Mode Tasks Pane on page 41

• Understanding the Report Mode Tasks Pane on page 42

Understanding the Build Mode Tasks Pane

The Tasks pane in Build mode contains all the tasks you can do in Build mode. Click a

specific task to begin that task.

The tasks listed in the Tasks pane depend on the scope you select in the View pane—that

is, what view (Location, Device, Gateway, or Service) you have selected and what object

you have selected. Not all tasks are available in all scopes. As you change your selections

in the View pane, the contents of the Tasks pane also change.

Build mode tasks are divided into the following categories in the Tasks pane.

Edge Services Director enables you to perform the following tasks for devices in your

physical network:

• Device Discovery—Before your devices can be managed by Edge Services Director, you

must use device discovery to discover them. As Edge Services Director discovers devices,

it adds them to your network view in the View pane. Table 4 on page 33 describes the

device discovery tasks.

• Inventory—The Device Inventory page lists devices managed by Edge Services Director

and provides basic information about the devices, such as IP address and current

operating status, and configured services, such as server load balancing (SLB) and

carrier grade NAT (CGNAT). The Device Inventory page is available in Build mode.

Table 5 on page 33 describes the inventory tasks.

• Service Gateway—The service delivery gateway (SDG) devices that are administered,

maintained, and monitored from the Edge Services director application are called

managed devices. The service delivery gateway (SDG) devices that are not managed

and monitored from the Edge Services director application are called unmanaged

devices. A service delivery gateway (SDG) device can be combined into a group of

devices for easier and streamlined administration. You can create an SDG group for a
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particular domain or zone in your network, or for any logical bundling that is needed.

Templates contain the KPI parameters that evaluate the health of a SDG device. A

system-created default KPI template is available. This system-created KPI template

cannot be edited or deleted. Table 6 on page 33 describes the service gateway tasks.

• Service Analyzer—You can configure and provision filters for packet analysis, configure

filters for CGNAT, ADC, and TLB services. Also, you can start and stop the configured

filters. Table 7 on page 33 describes the service analyzer tasks.

• DeviceManagement—After devices have been discovered, you can perform

administrative tasks on them, such as viewing a list of the device’s physical components,

connecting to a device using SSH, deleting a device, or rebooting a device.

Table 8 on page 34 describes the device management tasks.

• LocationManagement—You can build your Location view of the network by creating

sites, buildings, floors, closets, and outdoor areas and assigning devices to these

locations. Table 9 on page 34 describes the location management tasks.

• Service Template—You use the service templates to configure the following attributes

and settings for the following four types of services: stateful firewall (SFW),

carrier-grade network addressing (CGNAT), traffic load balancer (TLB), and application

delivery controller (ADC). The service planning functionality enables you to use the

Service Designer page to create service templates, which can be used on multiple

devices. The Service Designer page lists all service components used to create service

templates. According to the business needs, you can configure generic properties in a

template and enable the editing of deployment-specific parameters.

Table 10 on page 36 describes the connectivity tasks.

• Service Inventory—The Services Inventory page lists the services configured in the Edge

Services Director database and provides basic information about the configured

services, such as adaptive delivery controller (ADC), stateful firewall (SFW), server

load balancing (SLB), and carrier grade NAT (CGNAT). The Services Inventory page

is available in Build mode and under Service view.

• Object Builder—The objects are the constituents or building blocks that are used to

create service definitions and policy or filter templates. You can use the Object Builder

page to retrieve and transfer the objects or components that have been previously

created on the SDGs or devices.. Table 11 on page 36 describes the profile and

configuration management tasks.

• Key Tasks—Edge Services Director enables you to group the tasks that you perform

frequently and create a list of key tasks. You can add any task from the Tasks pane to

the Key Tasks list by selecting a task and clicking the plus (+) sign that appears adjacent

to the task. For some modes, you can see that Edge Services Director has predefined

some key tasks for you. You can modify this set of tasks to suit your requirements. This

feature is available in Task pane irrespective of your current mode, scope, or view.

For more information about Build mode features, see “Understanding Build Mode in

Gateway View of Edge Services Director” on page 65 and “Understanding Build Mode in

Service View of Edge Services Director” on page 183.
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Table 4 on page 33 through Table 11 on page 36 describe the tasks that you can perform

in the physical network category, including the scope in the View pane that you must

select to access the task.

Table 4: Device Discovery Tasks

ScopeDescriptionTask

AnyDiscovers supported devices, such as routers, in the network and brings
them under Edge Services Director management.

Discover Devices

Table 5: Inventory Tasks

ScopeDescriptionTask

AnyDisplays three pie charts that summarize the status of the devices and services in your
network environment. You can remove or restore a category (segment) from the pie
chart by clicking that segment in the chart

View Device Inventory

AnyDisplays the services configured in the Edge Services Director database and provides
basic information about the configured services, such as adaptive delivery controller
(ADC), stateful firewall (SFW), server load balancing (SLB), and carrier grade NAT
(CGNAT). The Services Inventory page is available in Build mode and under Service
view.

View Service Inventory

Table 6: Service Gateway Tasks

ScopeDescriptionTask

AnyDiscovers and synchronizes physical devices such as MX Series routers that
function as service delivery gateways in your network that are managed by Edge
Services Director

Discover Gateway

AnyChanges an unmanaged device to a managed device, and modifies managed
device and KPI associations.

Unmanaged Gateway

AnyChanges a managed device to an unmanaged device, and modifies managed
device and KPI associations.

Managed Gateway

AnyCreates and manages a cluster of group of SDGs for easy and effective
administration of service and policy definitions.

Groups

AnyClones, modifies, or deletes KPI templates to be associated with standalone
SDGs or a high-availability pair of SDGs.

KPI Templates

Table 7: Service Analyzer Tasks

ScopeDescriptionTask

AnyConfigures filters for ADC services. Also, starts and stops the service analyzer
filters.

ADC Filter

AnyConfigures filters for TLB services. Also, starts and stops the service analyzer
filters.

TLB Filter
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Table 7: Service Analyzer Tasks (continued)

ScopeDescriptionTask

AnyConfigures filters for CGNAT services. Also, starts and stops the service
analyzer filters.

CGNAT Filter

Table 8: Device Management Tasks

ScopeDescriptionTask

View: All
Object: Individual router

Changes where a device is located in Location view.Change Location of Device

View: All
Object: All, except access points

Deletes a switch or a wireless LAN controller as a managed
device from Edge Services Director. If you select a scope that
contains more than one switch or controller, you can choose
which devices are deleted.

Delete Devices

View: All
Object: All

Reboots devices. If you select a scope that contains more
than one switch or controller, you can choose which devices
get deleted.

Reboot Devices

View: All
Object: Individual router

Shows the running configuration on a switch or a wireless
LAN controller.

Show Current Configuration

View: All
Object: Individual router

Launches an SSH connection to the selected device.SSH to Device

View: All
Object: All

Validates configuration changes that have not yet been
deployed on devices.

Validate Pending
Configuration

View: All
Object: All

Displays information about all the devices in the currently
selected object and all its child objects.

View Inventory

View: All
Object: Individual router

View the licenses installed on the device and their status.View License Information

View: All
Object: Individual router

Displays information about the selected device’s hardware
components.

View Physical Inventory

Table 9: Location Management Tasks

ScopeDescriptionTask

View: Location
Object: A site

Creates a new building in the selected site.

NOTE: Use this task only to create the building. Floors
and closets in the building must be created separately.

Add Building

View: Location
Object: A floor

Creates a new closet in the selected floor.Add Closet
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Table 9: Location Management Tasks (continued)

ScopeDescriptionTask

View: Location
Object: A building

Creates a new floor in the selected building.

NOTE: Use this task only to create the floor. Closets in
the building must be created separately.

Add Floor

View: Location
Object: A site

Creates a new outdoor area in the selected site.Add Outdoor Area

View: Location
Object: My Network only

Creates a new site in Location view.

NOTE: Use this task only to create the site object.
Buildings, floors, closets, and outdoor areas in the site
must be created separately.

Add Site

View: Location
Object: A building

Deletes or modifies the selected building.Delete Building/Edit Building

View: Location
Object: A closet

Deletes or modifies the selected closet.Delete Closet/Edit Closet

View: Location
Object: A floor

Deletes or modifies the selected floor.Delete Floor/Edit Floor

View: Location
Object: An outdoor area

Deletes or modifies the selected outdoor area.Delete Outdoor Area/Edit
Outdoor Area

View: Location
Object: A site

Deletes or modifies the selected site.Delete Site/Edit Site

View: Location
Object: A building

Assigns routers to a building. You cannot assign access
points to a building.

Assign Devices to Building

View: Location
Object: A closet

Assigns routers to a closet. You cannot assign access
points to a closet.

Assign Devices to Closet

View: Location
Object: A floor

Assigns routers to a floor.Assign Devices to Floor

View: Location
Object: An outdoor area

Assigns routers to an outdoor area.Assign Devices to Outdoor
Area

View: Location
Object: My Network and any location
node within an existing site.

Opens the page by using which you can create an entire
site—that is, define buildings, floors, closets, outdoor
areas and to assign devices to these locations.

NOTE: Use this task only to create a site. Do not use it
to modify an existing site.

Setup Locations
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Table 10: Service Template Tasks

ScopeDescriptionTask

View: Service
Object: Individual SDG or router

Creates, modified, or deletes an ADC service template
with attributes and settings for load balancing operations

Manage ADC Service
Templates

View: Service
Object: Individual SDG or router

Creates, modified, or deletes a CGNAT service template
with attributes and settings for load balancing operations

Manage CGNAT Service
Templates

View: Service
Object: Individual SDG or router

Creates, modified, or deletes a stateful firewall service
template with attributes and settings for load balancing
operations

Manage SFW Service
Templates

View: Service
Object: Individual SDG or router

Creates, modified, or deletes a traffic load-balancer (TLB)
service template with attributes and settings for load
balancing operations

Manage TLB Service
Templates

Table 11: Object Builder Tasks

ScopeDescriptionTask

Object: All servicesRetrieves and adds all of the object types that are
supported for different services in a single, one-step
operation from SDGs or an XML configuration file.
You can select an SDG from which you want to
import all of the objects contained in it. The
supported or applicable objects of CGNAT pools,
CGNAT rules, CGNAT rule sets, SFW rules, SFW rule
sets, applications, application sets, and real servers
can be imported in a bulk manner from a device.

Import Objects

ADC servicesImports real servers, which are application servers
used for traffic or server load balancing. The ADC
software monitors the servers in the real-server
group and the load-balanced applications running
on them.

Real Servers

SFW servicesImports firewall rules for use in stateful firewall
policy creation.

SFW Rules

SFW servicesImports firewall rule sets, which is a collection of
rules, for use in stateful firewall policy creation.

SFW Rule Sets

CGNAT servicesImports NAT rules for use in carrier-grade NAT policy
creation.

CGNAT Rules

CGNAT servicesImports NAT rule sets, which is a collection of rules
for use in carrier-grade NAT policy creation.

CGNAT Rule Sets

CGNAT servicesImports NAT pools for use in carrier-grade NAT
policy creation.

CGNAT Pools
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Table 11: Object Builder Tasks (continued)

ScopeDescriptionTask

SFW and CGNAT servicesDefines application protocols for the stateful
firewall and Network Address Translation (NAT)
services to use in match condition rules.

Applications

SFW and CGNAT servicesImports application sets for use in match conditions
or criteria of stateful firewall and NAT rule terms

Application Sets
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Understanding the DeployMode Tasks Pane

The Tasks pane in Deploy mode lists the available tasks. The Deploy mode tasks that

are available depend on the scope selected in the View pane.

Deploy mode tasks are divided into the following categories:

• Configuration Deployment—These tasks enable you to deploy configuration changes

to devices and manage configuration deployment jobs. Table 12 on page 38 describes

the configuration deployment tasks.

• ImageManagement—These tasks enable you to manage software images on devices.

Table 13 on page 39 describes the image management tasks.

• DeviceManagement—These tasks enable you to view the device inventory, resynchronize

the configuration of out-of-sync devices, and see extensive configuration settings that

are present on a device.Table 14 on page 39 describes the device management tasks.

• Device Configuration FileManagement—These tasks enable you manage configuration

files on managed devices. Table 15 on page 39 describes the device configuration file

management tasks.

• Deploy Service—These tasks enable you to create a deployment plan that contains

details about the settings and configuration parameters to be propagated and

provisioned on the SDGs managed by Edge Services Director. For each approved deploy

plan, a transaction is automatically created by the Edge Services Director application.

Table 16 on page 39 describes the service deployment tasks.

• Service Edit—This task enables you to view the list of CGNAT, SFW, and packet policy

or filter templates as pie charts, whose segments display service policy filters in various

states. Table 17 on page 40 describes the task associated with the viewing of service

object statistical details.

• Policy & Filters—These tasks enable the creation, update, display, publish and

commission of packet filters, stateful firewall and NAT policies present on discovered

and managed SDGs. Table 18 on page 40 describes the service deployment tasks.

• Key Tasks—Edge Services Director enables you to group the tasks that you perform

frequently and create a list of key tasks. You can add any task from the Tasks pane to

the Key Tasks list by selecting a task and clicking the plus (+) sign that appears adjacent

to the task. For some modes, you can see that Edge Services Director has predefined

some key tasks for you. You can modify this set of tasks to suit your requirements. This

feature is available in Task pane irrespective of your current mode, scope, or view.

Table 12 on page 38 through Table 15 on page 39 describe the tasks in each task category.

Table 12: Configuration Deployment Tasks

DescriptionTask

Deploys pending configuration changes to devices.Deploy Configuration Changes
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Table 12: Configuration Deployment Tasks (continued)

DescriptionTask

Enables a configuration approver to approve or reject a change request, which
has been submitted for approval by an operator.

Approve Change Requests

Enables SNMP traps on network devices so that Edge Services Director can collect
and manage event and error information from these devices.

Set SNMP Trap Configuration

Manages configuration deployment jobs.View Deployment Jobs

Table 13: ImageManagement Tasks

DescriptionTask

Manages the software images repository on the server.Manage Image Repository

Deploys software images from the repository to devices.Deploy Images to Devices

Manages software image deployment jobs.View Image Deployment Jobs

Table 14: Device Management Tasks

DescriptionTask

Resynchronizes the device configuration maintained in Build mode with the
running configuration on the devices.

Resynchronize Device Configuration

Shows the selected device’s current configuration.Show Current Configuration

Displays the device inventory of the selected node.View Inventory

Table 15: Device Configuration File Management Tasks

DescriptionTask

Manages backup device configuration files.Manage Device Configuration Files

Manages device configuration file management jobs.View Configuration File Mgmt Jobs

Table 16: Service Deployment Tasks

DescriptionTask

Enables you to create deployment plans, which contain the configuration settings and attributes
of services that must be propagated to SDGs. You can provision the deploy plans to transfer the
configuration to devices immediately or schedule the deployment at a later specified time.

Manage Deployment
Plans
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Table 16: Service Deployment Tasks (continued)

DescriptionTask

Displays all of the transactions generated by the system for approved deploy plans. You can delete
a transaction, which causes the transaction to be removed from listing, but does not delete the
deployment plan associated with it. In addition, you can view the XML API format of configurations
that exist on the device.

Transactions

Table 17: Service Edit Tasks

DescriptionTask

Displays a set of five pie charts when you select Service Edit from the task pane. The pie charts are
displayed for the different policy and service filters, such as ADC, TLB, CGNAT, stateful firewall, and
packet filter templates, in various configuration states, such as in-synchronization,
out-of-synchronization, and synchronization-in-progress.

View Statistics

Table 18: Policy and Filter Tasks

DescriptionTask

Enables you to create, update, and delete CGNAT policies on selected SDGs.CGNAT

Enables you to create, update, and delete stateful firewall policies on selected SDGs.SFW

Enables you to create, update, and delete packet and service filter policies on selected SDGs.Packet Filter

Understanding the Fault Mode Tasks Pane

The Tasks pane in Fault mode provides you with a set of tools for effectively managing

alarms on your system.

From the Tasks pane, you can filter known alarms to locate a specific alarm or error

condition by clicking Search Alarms. Use this task to isolate alarms that occurred during

a known time-frame or that have annotations associated with them. Although each of

the Fault mode monitors can sort the alarms, Search Alarms enable you to submit multiple

search and sort arguments as part of your search query.

In addition, Edge Services Director enables you to group the tasks that you perform

frequently and create a list of key tasks. You can add any task from the Tasks pane to

the Key Tasks list by selecting a task and clicking the plus (+) sign that appears adjacent

to the task. For some modes, you can see that Edge Services Director has predefined

some key tasks for you. You can modify this set of tasks to suit your requirements. This

feature is available in Task pane irrespective of your current mode, scope, or view.
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Figure 5: Alarms Page in Fault Mode

Understanding theMonitor Mode Tasks Pane

The Tasks pane in Monitor mode displays a list of tasks that are available for the currently

selected Monitor tab. These tasks provide monitoring functions in addition to the monitors

available under each tab. The Monitor icon on the Edge Services Director is available or

accessible only when you select Gateway View and Service View from the View selector.

Monitor mode in Edge Services Director provides you visibility into your network status

and performance. Edge Services Director monitors its managed devices and maintains

the information it collects from the devices in a database. Monitor mode displays this

information in easy-to-understand graphs and in tables that you can sort and filter,

allowing you to quickly visualize the state of your network, spot trends developing over

time, and find important details.

The main purpose and benefit of monitoring functionalities is to allow the operators to

quickly monitor the health (working condition), operating efficiency, traffic-handling

capacity, and performance status of the managed SDGs and configured services such

as ADC, TLB, CGNAT and SFW. The SDG monitoring mechanism is an extensive and

ingrained tool; it allows the operator to understand the network health and status by

drilling down to all the components of SDG. The SDG status is marked as Green, Red,

Orange or Gray, based on the health, availability, performance and other important KPI

indicators. Red denotes an emergency condition, which is a system panic or other

conditions that cause the routing platform to stop functioning. It also indicates that the

device is offline or turned down. Orange denotes an alert, which can be conditions that

must be corrected immediately, such as a corrupted system database. Green indicates

a notice, which signifies conditions that are not error conditions but are of interest or

might warrant special handling. It can also include a severity level equivalent to
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informational or debugging messages. Gray signifies an unknown or an unconnected

device that is out of synchronization.

The Monitoring page is refreshed automatically every 3 minutes. Static polling occurs to

obtain and display data, and asynchronous collection is not used.

The Master and Standby tabs display information about the primary or master, and

standby or secondary SDGs in an SDG pair. The Service Wait tab is displayed if the standby

device is not fully active after a switchover.

Understanding the Report Mode Tasks Pane

Edge Services Director has built-in reporting features to create standardized reports from

your network data. You can schedule these reports to run either in real time or in batch

to gain insight into the network for ensuring compliance, performing maintenance, or

troubleshooting.

The Report mode analyzes data from different perspectives and filters the data based

on the node selected in the network tree.

For example, if you want to view inventory reports on only your wireless controllers, you
can select the Device view and the Routers > MX960 node in the network tree to provide
granular information on just those devices. After selecting the view and node in the
network tree, create a report definition. In this definition file you select from a number of
preconfigured reports and set the time frame, schedule, and output options.

From the Reports Tasks pane, you can:

• Set up a new report or change how an existing report is run by clicking Report Definition.

From this page, you can launch a wizard that guide you through the process of defining

a report or changing a report definition file. The report definition file is based on the

report content on the view and the node you select in the network tree. The Filter option

in the View pane does not affect the report content.

• View the summary details of the last run of a report, export a report, or to delete a

report output by clicking Manage Generated Reports. This page is also the default

Reports page. After a report definition is created and a report is generated from that

definition, it is shown in the Generated Reports page.

Reports are stored on the application server on which Edge Services Director is running.

However, because reports can be large, the report is delivered in a compressed or

zipped format. and can be stored offline.

• Create or change a schedule that is used by one or more reports by clicking Manage

Schedules. Unless you want to run the report immediately, you need to create a

schedule and associate it with the report definition file. Create the schedule before

you create the report definition file.

For example, you might want to run several reports that run on the weekend and are
available first thing on Monday morning. You could create a single schedule that runs
at midnight on Saturday and is delivered to you through e-mail.
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• Add frequently performed tasks to Key tasks list. You can add any task from the Tasks

pane to the Key Tasks list by selecting a task and clicking the plus (+) sign that appears

adjacent to the task. For some modes, you can see that Edge Services Director has

predefined some key tasks for you. You can modify this set of tasks to suit your

requirements. This feature is available in Task pane irrespective of your current mode,

scope, or view.
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CHAPTER 4

Dashboard

• Understanding the Dashboard on page 45

• Working with the Dashboard on page 45

• Using Dashboard Widgets on page 50

• Alarm Severities and States Overview on page 51

• Viewing the Detailed Status of KPI Templates Applied to Devices on page 52

Understanding the Dashboard

The Dashboard is a customizable page to view information about the network, and is

the default page that opens when you log in. You select monitoring widgets to display

on the Dashboard that show various information about the network. The Dashboard is

a view. To open a different view, select a view from the Views list in the Edge Services

Director banner.

Related
Documentation

Working with the Dashboard on page 45•

Working with the Dashboard

When you log in to the Edge Services Director interface, the first page that is displayed

is the Dashboard page. After the deployment of the Edge Services Director application,

if you have not discovered any SDGs, you are prompted to the next step of discovering

devices. The link to the Service Gateways page, which is accessible by clicking the Build

icon in the banner, is provided only for users with administrator privileges. The Dashboard

page contains several monitors or frames. The following monitors are displayed on the

Dashboard page:
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Figure 6: Dashboard Page

• SDG Views on page 46

• Service Delivery Gateway Alarms on page 47

• Filters on page 47

• Specifying KPI Template and Alarm Filters on page 48

• Service Delivery Gateways Count by Severity on page 49

• Service Gateway Ticker Updates on page 50

• Service Delivery Gateway Health Status Trend on page 50

SDGViews

The dashboard default view is tiled view. In tile view, a high-level, graphical view of the

chassis is shown. It indicates the state of the interfaces. When the administrative and

operational status of the interface is up, it is displayed in green. If the administrative

status is down, the interface is displayed in grey. And, if the administrative status is up

and operational status is down, the interface is displayed in amber. The image is a replica

of the SDG. If you are connected to a virtual chassis, the image includes all the member

switches of the virtual chassis.

The purpose of the view is to try and provide a comprehensive monitoring view of the

health and status of deployed SDGs across the network. In this view all the managed

SDGs are shown with their appropriate status and health based on the KPI template

applied. This view helps the operator to know the health and status across the network,

it provides with the operator to quickly see the macro level information, which allows the

operator to further analyze the information provided and quickly navigate to individual

SDGs and take any further corrective measure required. In tiled view, SDGs are by default

sorted based on Red, Orange and Green. Consider a scenario in which an operator deploys

n number of SDGs in a network. If the operator finds a difficulty in monitoring the status

and health of the entire network, you can organize the dashboard with a tiled view to

enable the operator to have a macro-level view on the network health.

You can change the view format to be tile view, group view, or band view. To change the

view format, click the Maximize icon in the Service Gateway Health Status widget. The
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Service Gateway Health Status widget is popped out as a separate dialog box. You can

click the Tile View, Group View, or Band View icons in the dialog box to organize the view

appropriately in the Dashboard page. SDGs are deployed in the network as zones and

the group view, which is a cluster of SDGs typically in a particular zone, helps the operators

to quickly reach to a particular zone and find the status and health of the deployed SDG’s

in that zone. By default it includes all the SDGs across network. Operator can able to

view the SDGs based on particular zone. In Tile view, the Gateways/page box enables

you to customize the number of SDGs displayed per page. You can display 25, 30, 35, or

40 SDGs per page. In Group view, the Groups/page box enables you to customize the

number of SDG groups displayed per page. You can display 2, 4, 6, or 8 groups per page.

The SDG groups are displayed in quadrants on the page.

Click theMaximum button at the upper right corner of each of the group boxes to expand

and display the particular group in a separate window. SDGs span across the network

based on zones. In this group view, all the managed SDG’s are grouped based on the

zones. The corresponding SDG status and health is shown based on the KPI template

applied.

Operators can quickly narrow down network discrepancies and failures based on a

particular zone. Assume that in a particular zone, the KPI indication of SDGs in that group

is not satisfactory. Using the group view, the operator can identify the particular zone in

an efficient, optimal, and faster manner to view the status and health and analyze further.

Logical grouping of SDGs, mostly based on zones, avoids the difficulty in monitoring the

status and health of the entire network because the specific zone or group can be

determined to investigate and drill down to the exact SDG that needs to be rectified.

A band view is also provided. In this view, each of the SDGs in a band are displayed

spanning across the frame that shows the views. The bands are displayed one below

the other. It provides a graphical display of the chassis in the network based on the bands,

which are the different system severities or health conditions, such as red, orange, green,

and gray. Double-clicking any of the SDGs in any of the views navigates you to the

Monitoring page under Monitor mode for more detailed, in-depth diagnosis and debugging.

Service Delivery Gateway Alarms

Alarms are displayed below the health status line graph of the SDGs. Critical, major, and

minor alarms are displayed in a pie chart with percentage values of each type of alarm.

When you move the mouse over the segments of the pie chart, the total number of alarms

of each type are displayed.

Filters

The SDG dashboard filter consists of two types, namely alarms and KPI templates, and

favorite SDGs. The filters enable you to quickly and easily sort and segregate the

appropriate SDGs that correspond to the KPI templates defined or alarms. The filter

capability makes it easier for you to focus on only the SDGs that you are of relevance or

interest. The SDGs status and health are colored based on the KPIs set by the operator.

The dashboard filter operates in a logical OR format. If either of the filter conditions are

satisfied, the display is modified to match the filter condition.

47Copyright © 2019, Juniper Networks, Inc.

Chapter 4: Dashboard



Assume that the CPU threshold value of one of the SDGs is set as 40 percent in a

template. If the particular SDG exceeds that threshold, it needs to be displayed as red.

When an operator logs into the dashboard and views the tiled pattern of display, all the

SDGs are shown across the network. The operator is also viewing the critical SDGs and

can decide to filter the SDGs based on the template. Based on the filter chosen, the SDGs

are displayed in the dashboard view.

Select Favorite SDGs from the Filters box to display only the SDGs that you are interested

in or are involved with managing in the entire network.

Select Alarms | KPIs from the Filters box to display SDGs that match with the criteria

specified in the templates.

Click Clear Filters to remove the applied filters. You are prompted to confirm the deletion

in such a case. A graphical representation of the components such as ADC and SFW that

are defined in the KPI templates are displayed to the right of the Filters box on the

Dashboard page.

To configure a filter, see Specifying KPI Template and Alarm Filters.

Specifying KPI Template and Alarm Filters

To specify KPI template and alarm filters for sorting the dashboard devices according

to your needs:

1. From the Dashboard page, select Alarms | KPIs from the Filter box. If you have already

configured a filter, it is applied to determine the match criterion for displaying SDGs.

The Filters window is displayed only if you cleared a previously configured filter or are

configuring a filter for the first time.

2. Select the Critical, Major, or Minor check boxes next to the Alarms field to filter SDGs

based on the critical, major, or minor alarms generated for the devices.

3. For the ADC, CGNAT, TLB, SFW, or HA sections, select the check boxes under the R,

G, or O columns for the respective fields to cause SDGs that map with the settings

defined in the KPI templates to be displayed in the dashboard view.

R refers to SDGs with red status or catastrophic problems, G refers to SDGs with green

status or fully functional condition, and O refers to SDGs with orange status or

moderately critical problems.

For the ADC section, you can choose the following:

• CPU Status—Working state of the CPU for ADC

• Service Pic Status—Operating status of the services PIC for ADC

• VIP Status—Virtual IP address state used by virtual servers for ADC

• Real Servers—Real servers used by ADC instances

For the CGNAT section, you can choose the following:
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• CPU Status—Working state of the CPU

• Service Pic Status—Operating status of the services PIC for CGNAT

• Memory Status—Utilization of memory for CGNAT services

• CPU Utilization—Usage of CPU for CGNAT operations

For the TLB section, you can choose the following:

• CPU Status—Working state of the CPU

• Service Pic Status—Working status of the services PIC for TLB

• Real Server Status—Status of real servers for TLB

For the SFW section, you can choose the following:

• CPU Status—Working state of the CPU

• Service Pic Status—Status of services PIC for stateful firewall

For the HA section, you can choose the following:

• VRRP Status—Status of VRRP

• CGNAT SFW HA—Inter-chassis high availability for CGNAT and firewalls.

4. Click Apply to save the settings. Click Close to close the Filters window and return to

the dashboard.

Service Delivery Gateways Count by Severity

A set of four boxes are displayed beneath the pane that shows the view of SDGs. These

boxes are indicators for the overall set of SDGs that have been deployed. The boxes are

colored as orange, red, green, or grey to indicate the health and performance of the SDGs

based on the applied KPI templates. Red denotes an emergency condition, which is a

system panic or other conditions that cause the routing platform to stop functioning. It

also indicates that the device is offline or turned down. Orange denotes an alert, which

can be conditions that must be corrected immediately, such as a corrupted system

database. Green indicates a notice, which signifies conditions that are not error conditions

but are of interest or might warrant special handling. It can also include a severity level

equivalent to informational or debugging messages. Gray signifies an unknown or an

unconnected device that is out of synchronization.

The configuration state of a device is shown as In Sync when the configuration information

in all three repositories match (settings made using the devices CLI, Edge Servcies Director

in Build mode, or Junos Space Network Management Platform). If there is a conflict

between the configuration information in one or more of the repositories, the device

configuration state is Out of Sync. An Out of Sync state is usually the result of out-of-band

configuration changes—that is, configuration changes made to a device using a

management tool other than Edge Services Director. You can resynchronize such devices

to bring them back to be in synchronization. A number is displayed overlaying each of

the boxes to specify the number of SDGs in each of the states or health conditions.
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The paging controls that appear at the bottom of the SDG icons that are shown. You can

use these controls to browse the SDGs when the inventory of SDGs is too large to fit on

one page. The Page box lets you jump to a specific page of managed objects. Type the

page number in the Page box and press Enter to jump to that page. The SDGs per page

box enables you to customize the number of objects displayed per page. You can also

navigate to the specific page of the dashboard view by typing the page number, if the

SDGs span acros several pages. Otherwise, you can use the first, previous, next, and last

page buttons to traverse across pages. The Refresh icon enables you to revise the display

and show updated information.

Service Gateway Ticker Updates

The SDG dashboard ticker constantly updates with the event, messages and logs. This

view can be added or removed from the Dashboard View by clicking the Add Widgets

button or the cross mark (X) icon respectively. For a displayed syslog message, if you

want to further analyze it for troubleshooting and diagnosing the cause of the error, you

can use the options under the Monitor mode. At any given point in time, the latest ten

messages are displayed and the older messages are flushed out. If you want to view

historical messages, you can view the Fault Management, Performance Management,

or Monitoring pages. By default, the standard Junos OS format for messages specifies

the month, date, hour, minute, and second when the message was logged. Also, the event

category and description are displayed.

Service Delivery Gateway Health Status Trend

The line chart displays the number of SDGs in each of the severity states. The severity is

determined by the memory utilized on the routing engine, temperature, CPU load, and

fan status. A fan running at normal speed is displayed in green. If the fan is running at

maximum speed or not running at all, it is displayed in red. For a virtual chassis the status

of the fans for the selected member is displayed. The SDG health status displays the

operating condition and working efficiency in a color-coded form based on the configured

KPI template for each of the individual SDGs.

A line graph is displayed with the horizontal axis showing the number of SDGs. The vertical

axis shows the time in 24-hour clock format at which alarms have been raised or cleared

for the SDGs. The green line denotes active SDGs, the orange line denotes warning

messages, and the red line denotes critical problems with SDGs. Mouse over the dots on

the graph to view details about the number of alarms at a particular point in time. Time

is shown in increments of two hours on the horizontal axis, ending with the current time

of the local clock on the system. You can expand or collapse the SDG Health Status pane

by clicking the double right or double left arrows on the top-right corner of the pane.

Related
Documentation

Quickly Accessing Important Monitoring and Troubleshooting Details on page 28•

Using DashboardWidgets

The Dashboard is a customizeable page for viewing information about the network. You

select monitoring widgets to display on the Dashboard that show various information

about the network. The Dashboard is the default view that opens when you log in. When
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a different view is selected, select Dashboard View from the Select View list in the Edge

Services Director banner to open the Dashboard.

To select what appears on the Dashboard:

1. To add a monitor to the Dashboard:

a. Select AddWidgets. Thumbnails of the available widgets appear.

b. To add a widget to the Dashboard, mouse over the widget’s thumbnail, then click

the Add button that appears on the widgets.

c. When you are finished adding widgets, click Done. The new widgets appear on the

Home page.

2. To refresh a widget’s data, click the Refresh button in its title bar.

3. To see additional information for a widget, click the Maximize button in the widget’s

title bar.

4. To remove a widget from the Dashboard, click the Close button (X) in its title bar.

5. To open online help for a widget, click the Help button (?) in its title bar.

6. To move a widget, click its title bar and drag it to the new location.

Related
Documentation

Working with the Dashboard on page 45•

Alarm Severities and States Overview

By default, the Junos Space Network Management Platform is monitored using a built-in

SNMP manager. The Junos Space Network Management Platform node is listed in the

node list (Network Monitoring > Node List), and is referred to as the Junos Space Network

Management Platform node.

Alarm Severity

Alarms are ranked by their impact to the network. The following list shows the ranking

of alarms in Edge Services Director from alarms that have the most impact to alarms

that have the least impact on the network. It also shows the color scheme associated

with each level of severity that is reflected in related graphs.

Critical (Red)—A critical condition exists; immediate action is necessary.

Major (Orange)—A major error has occurred; escalate or notify as necessary.
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Minor (Yellow)—A minor error has occurred; notify or monitor the condition.

Indeterminate (Blue)—An informational message; no action is necessary. Informational

alarms do not necessarily indicate an error. It could indicate that a device or entity

has changed state.

Administrators can override the default severity of an alarm and set the severity to match

their inhouse guidelines.

Alarm State

Once an alarm is active, it has one of these states:

• Active—Alarms that are current and not yet acknowledged or cleared.

• Cleared—Alarms that are resolved and the device or entity has returned to normal

operation.

Some alarm states go directly from active to cleared state and require little to no

administrative effort. However, other alarms with a high severity should be acknowledged

and investigated.

In addition to acknowledging and clearing an alarm, you can assign an alarm to someone

and you can append a note or annotation to an alarm. Annotations are helpful for

documenting the resolution of an alarm or time estimates for a fix. Changes to an alarm’s

state are made through the Alarm State monitor in Fault mode.

Related
Documentation

Events and Alarms Overview•

• Understanding Monitor Mode in Edge Services Director on page 559

Viewing the Detailed Status of KPI Templates Applied to Devices

In a network environment, it is essential and important for a network administrator or a

supervisor to quickly, easily assess the device performance and operating efficiency to

be able to take corrective action and restoration measures for any device alarms,

overloaded conditions, or traffic drops observed.

From the “Dashboard” on page 45 page, you can view the KPI templates applied to the

SDG devices in an in-depth, granular way before you navigate to the KPI Templates page

or the Service Designer page to modify the metrics of KPI settings or service settings

respectively. You can view ingrained, extensive information about the KPI settings for

SDGs displayed in tile view, group view, or band view.

To view detailed status inxformation of the KPI templates associated with a particular

SDG device:

1. From the Dashboard page, right-click an SDG device and select Status Details. The

Service Gateway KPI Status Details window appears.

The name of the SDG device is displayed at the top of the page. The same color-coding

format that is used to display the SDG in the Dashboard page is used in this window.
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For example, if the SDG is shown in the tile view or band view in red, the host name is

shown in red in the KPI Status Details window.

2. Click the right arrow next to each of the KPI sections or components that are displayed.

Only the KPI components applied to the specified SDG are displayed. When you

expand each of the KPI components, the attributes or parameters that apply for the

KPI are shown. A colored box is displayed for each of the KPI attributes to signify the

health and efficiency of the device for the corresponding KPI setting. For example, for

ADC, CPU Status, Service Pic Status, VIP Status, and Real Servers might be displayed.

3. Click Close after you complete viewing the settings and to return to the Dashboard

page.

Related
Documentation

• Working with the Dashboard on page 45
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PART 2

System Administration

• Handling Administrative Tasks on page 57
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CHAPTER 5

Handling Administrative Tasks

• Understanding Edge Services Director User Administration on page 57

• Viewing Audit Logs From Edge Services Director on page 58

• Managing Jobs on page 59

• Collecting Logs for Troubleshooting on page 60

Understanding Edge Services Director User Administration

Edge Services Director uses the user administration features of the Junos Space platform

on which it runs. Using these features, you can add, delete, and edit user accounts and

roles and changing user passwords. Refer to the JunosSpaceNetworkApplicationPlatform

User Guide for more information about user administration.

When Edge Services Director is installed, some additional user administration options

are available in Junos Space, which are specific to Edge Services Director.

In addition to the Super Administrator role, the following predefined roles are available

to Edge Services Director users:

• Edge Services Director - Administrator—Has complete access to all the Edge Services

Director modes and user preferences.

• Edge Services Director - Operator—Has access to all modes except the Build mode.

Has access to windows and capabilities, such as fault management, performance

management, dashboard and monitoring. You can create custom roles to grant users

different access rights to the Edge Services Director modes.

• Edge Services Director - Designer— Has access to the Build mode for handling device

and service configuration operations such as creation of services and KPI templates.

You can also create custom roles to grant users different access rights to the Connectivity

Services Director modes. Edge Services Director modes—Build, Deploy, Monitor, Fault,

and Report modes are available to assign to custom user roles in the list of application

workspaces and associated tasks.
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NOTE: The tasks listed under the Edge Services Director modes do not have
any effect. Access is controlledat themode level, so if yougrant a role access
to amode, the role has access to all tasks in that mode, regardless of which
tasks you select.

Related
Documentation

Understanding the Need for Edge Services Director on page 3•

• Understanding the Edge Services Director User Interface on page 6

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15

• Service Delivery Gateway Overview on page 17

• Edge Services Director Overview on page 19

Viewing Audit Logs From Edge Services Director

Audit logs are generated for login activity and tasks that are initiated from the Edge

Services Director application. The Audit Logs page displays the logs for all user-initiated

activities.

You can do the following on the Audit Logs page:

• Sort, filter, and search the log entries using the standard table manipulation features

in Edge Services Director.

• Obtain more information about a log entry by double-clicking the entry or by selecting

the entry and clicking ShowDetails. The Audit Log Details window is displayed.

• For a user-initiated task that runs as a job, you can obtain more information about the

job by clicking the job ID in the Job ID column.

To display the Audit Logs page:

1. Click System in the Edge Services Director banner.

2. Select View Audit Logs from the Tasks pane.

The Audit Logs page is displayed with the fields listed in Table 19 on page 58.

Table 19: Audit Logs Page Fields

DescriptionField

The login ID of the user that initiated the taskUser Name

The IP address of the client computer from which the user initiated the taskUser IP

The name of the task that triggered the audit logTask
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Table 19: Audit Logs Page Fields (continued)

DescriptionField

The data and time when the user initiated the taskTime

The execution result of the task that triggered the audit log:

• Success—Job completed successfully

• Failure—Job failed and was terminated

• Job Scheduled—Job is scheduled but has not yet started

Result

A description of the audit logDescription

The job ID for any task that runs as a jobJob ID

Managing Jobs

Edge Services Director enables you to view and manage jobs. You can view the status

of completed jobs and cancel the jobs that are scheduled to execute at a later time or

jobs that are in progress.

The Job Management page, accessible as a System task, enables you to view and manage

all jobs. In addition, Edge Services Director enables you to view special pre-filtered versions

of this page from various other tasks, such as View Discovery Status or View Image

Deployment Jobs. These pages contain the same fields (although some fields might be

hidden) and have the same functionality as the Job Management page, but they list only

those jobs relevant to particular tasks.

To display the Job Management page:

1. Click System on the Edge Services Director banner.

2. Select Manage Jobs from the Tasks pane. The Job Management page appears.

3. To view the details of a job, select a row and click ShowDetails or double-click a row.

4. To cancel a scheduled job, select a job that is scheduled for a later time or a job that

is in progress and click Cancel.

The fields in the Job Management page are described in Table 20 on page 60. To view

any hidden column, keep the mouse on any column heading and select the down arrow

and then click Columns. Select the check box to display the hidden columns.

NOTE: Details of jobs initiated from Edge Services Director will be available
only from Edge Services Director. These jobs will not be listed in the Job
Management pane in Junos Space platform and vice-versa.
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Table 20: JobManagement Page Fields

DescriptionField

The unique ID assigned to the jobJob ID

The name of the jobName

The percentage of completion of the jobPercent

The status of the job:

• Success—Job completed successfully

• Failure—Job failed and was terminated

• Job Scheduled—Job is scheduled but has not yet started

• In progress—Job is has started, but not completed

• Cancelled—Job is cancelled

State

The type of the jobJob Type

Summary of the job scheduled and executed with statusSummary

The time when the job is scheduled to startScheduled
Start Time

The actual time when the job startedActual Start
Time

The time when the job was completedEnd Time

The login ID of the user that initiated the taskUser

The recurrent time when the job will be restarted.Recurrence

Collecting Logs for Troubleshooting

Edge Services Director enables you to collect logs and other data from both Edge Services

Director and Junos Space that can assist in managing and monitoring Edge Services

Director servers.

Edge Services Director collects the logs and troubleshooting data into a compressed file

that you can download. This file is named troubleshoot_yyyy-mm-dd_hh-mm-ss.zip—for

example, troubleshoot_2012-12-21_11-25-12.zip. The date and time in the file name is the

server Coordinated Universal Time (UTC) date and time.

To retrieve troubleshooting data and log files, follow these steps:

1. Click System on the Edge Services Director banner.

2. From the Tasks pane, click Collect Logs for Troubleshooting. The Collect Logs for

Troubleshooting page appears.
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3. Click the Download troubleshooting data and logs from Edge Services Director and

Junos Space link.

Edge Services Director begins collecting the logs and data. It can take a few minutes

for Edge Services Director to collect the information and create the zip file.

4. When the standard file download window for your browser opens, save the

troubleshoot_yyyy-mm-dd_hh-mm-ss.zip file.

5. When you contact the Juniper Technical Assistance Center, describe the problem you

encountered and provide the JTAC representative with the troubleshoot.zip file.

Table 21 on page 61 lists the files included in the

troubleshoot_yyyy-mm-dd_hh-mm-ss.zip file.

Table 21: Log Files in the troubleshooting.zip File

LocationDescription

/var/log/jboss/servers/server1Jboss log files

/home/jmp/mssosadpater/var/errorLog/MSS OS adapter log files

/opt/opennms/logs/daemon/Daemon log files

/var/log/platformPlatform log files

/var/log/httpdAccess Log Files

/var/log/httpd/Log files for Apache, NMA, Webproxy

/var/log/Watchdog log file
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PART 3

Gateway View of Build Mode

• About Gateway View of Build Mode on page 65

• Managing Service Delivery Gateways and Groups on page 85

• Managing KPI Templates on page 119

• Viewing the Device Inventory on page 133
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CHAPTER 6

About Gateway View of Build Mode

• Understanding Build Mode in Gateway View of Edge Services Director on page 65

• Understanding Resynchronization of Device Configuration on page 69

• Importing Devices on page 74

• Device Discovery Overview on page 77

• Unmanaged Devices Overview on page 78

• Working With Managed Devices on page 80

• Working With Unmanaged Devices on page 80

• Working With Discovered Devices on page 81

• Managing Jobs as a System Task on page 81

Understanding Build Mode in Gateway View of Edge Services Director

In Gateway view of Build mode, you create the network managed by Junos Space Edge

Services Director by bringing devices under the administration of the network management

application and retrieving the device settings to save in the Edge Services Director

database. It provides you with the ability to use device discovery to bring devices under

Edge Services Director management, to customize your view of the devices, to configure

devices, and to perform some common device management tasks.

This topic describes:

• Discovering Devices on page 65

• Configuring Devices on page 66

• Viewing the Devices Inventory on page 67

• Service Delivery Gateway Groups on page 68

• KPI Templates on page 68

Discovering Devices

Device discovery finds your network devices and brings them under Edge Services Director

management. You provide Edge Services Director with identifying information about the

devices you want Edge Services Director to manage—an IP address or hostname, an IP

address range, an IP subnetwork, or a CSV file that contains this information. Edge Services

Director uses the information to probe the devices by using either ping or SNMP get
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requests. If a device probe is successful, Edge Services Director then attempts to make

an SSH connection to the device using the login credentials you supply. If the connection

is successful and the device is a supported device, Edge Services Director adds the device

to its database of managed devices. Edge Services Director uses Juniper Network’s Device

Management Interface (DMI), which is an extension to the NETCONF network

configuration protocol, to connect to and configure its managed devices.

You can also discover devices using the device discovery feature provided by the Junos

Space Network Management Platform. Devices you discover using Junos Space device

discovery are brought under Edge Services Director management if they are supported

by Edge Services Director.

Besides bringing your devices under Edge Services Director management, device discovery:

• Reads the device configuration and saves it in the Junos Space configuration database.

Edge Services Director uses this record of the device configuration to determine what

configuration commands it needs to send to a device when you deploy the configuration

on the device. For this reason, it is important for the Junos Space configuration record

to match, or be in sync with, the device configuration.

• Imports the device configuration into the Gateway view of Build mode configuration.

For more information about importing device configurations, see “Importing Device

Configurations” on page 67.

Configuring Devices

In Gateway view of Build mode, you can define the configuration of network devices in

your Physical network. To support rapid, large-scale deployment of devices, you can

define much of your Gateway view of Build mode configuration in a set of profiles.

NOTE: This section does not apply to virtual devices that Edge Services
Director manages.

Deploying Device Configurations

After you build your device configurations in Gateway view of Build mode, you need to

deploy the configurations on the devices. None of the configurations you create in Gateway

view of Build mode affect your devices until the configurations are actually deployed on

the devices.

To deploy the configuration on devices, use Deploy mode. When you change a device’s

configuration in Gateway view of Build mode, the device becomes available in Deploy

mode for configuration deployment.

For more information about deploying configuration changes, see Understanding Deploy

Mode in Edge Services Director.
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Importing Device Configurations

As part of device discovery, Edge Services Director analyzes the configuration of a newly

discovered device and automatically imports the configuration into the Gateway view

of Build mode configuration for that device.

As it imports the device configuration, Edge Services Director automatically creates

discovery profiles to match the configuration. It first determines whether any existing

profiles match the configuration, and if so, assigns those profiles to the device. It then

creates and assigns new profiles as needed. For example, if an access switch has some

ports that match the configuration of an existing Port profile, Edge Services Director

assigns the existing Port profile to those ports. For the other ports, Edge Services Director

creates as many Port profiles as needed to match the port configurations and assigns

them to the ports.

You can manage the profiles that Edge Services Director creates as part of device

discovery in the same way that you manage user-created profiles—that is, you can modify,

delete, or assign them to other devices.

Out-of-Band Configuration Changes

Out-of-band configuration changes are configuration changes made to a device outside

of Edge Services Director. Examples include changes made by:

• Using the device CLI.

• Using the device Web-based management interface (the J-Web interface or Web

View).

• Using the Junos Space Network Management Platform configuration editor.

• Using RingMaster software.

• Restoring or replacing device configuration files.

When an out-of-band change is made, the device configuration no longer matches the

Gateway view of Build mode configuration, and the device configuration state changes

to out of sync. You cannot deploy configuration on a device that is out of sync. The Edge

Services Director resolves out-of-band configuration changes and synchronizes the

Gateway view of Build mode configuration with the device configuration by using the

resynchronization of devices functionality.

TIP: Before youmake configuration changes in Gateway viewof Buildmode,
make sure that devices that will be affected are in sync. Resynchronizing the
deviceconfigurationcan result in losingpendingGatewayviewofBuildmode
configuration changes for that device.

Viewing the Devices Inventory

This inventory page lists all the SDG hardware and inventory of the chassis components.

A graphical representation is provided of the types of services, connection status of the
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SDGs or devices, and the configuration status of managed SDGs. A pie chart is displayed

to signify these details. Also, you can view full-blown information on the chassis, line

cards, and associated hardware components of an SDG and the interface attributes. All

of the SDGs that are created are displayed in a tree structure on the left pane of the

Inventory page.

NOTE: From Service view in Build mode, you can select View Inventory from

the tasks pane also view comprehensive, consolidated information on each
of the services, such as load balancing or CGNAT, from the Inventory page
by clicking the plus (+) sign that appears adjacent to each service on the
page.

Service Delivery Gateway Groups

Service delivery gateways (SDGs) are discovered by SDG discovery workflow. The

discovered SDGs are shown in the SDG inventory page. The discovered SDGs can be a

part of a high availability (HA) pair or standalone SDGs. In case of SDG HA pairs, all the

actions from SDG management are at the SDG HA pair level; you cannot an action on

only the master SDG alone or the standby SDG. SDGs can be grouped as zones or domains.

The SDG groups contain one or more SDGs. Each SDG can be part of just one group. User

can create, edit, or delete SDG Groups.

KPI Templates

Templates contain the KPI parameters that evaluate the health of a SDG device. A

system-created default KPI template is available. This system-created KPI template

cannot be edited or deleted. However, an SDG administrator can clone a new template

based on this default template. An administrator-created KPI template can be edited

or deleted. During the SDG discovery process, one of the KPI template copy is associated

to each and every SDG. The KPI parameters from the KPI template are part of the SDG

settings and are used to compute the statuses and condition of services of SDGs as

green, orange or red.

Related
Documentation

Working with the Dashboard on page 45•
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Understanding Resynchronization of Device Configuration

In a network managed by Edge Services Director, three separate repositories about device

configuration are maintained:

• The configuration information on the devices themselves. Each switch and wireless

LAN controller maintains its own configuration record.

• The configuration information maintained by the Junos Space Network Management

Platform. When a device is discovered, either by Junos Space or Edge Services Director,

Junos Space stores a record of the configuration on that device.

Edge Services Director uses the configuration record maintained by Junos Space to

determine what configuration commands need to be sent to the device when you

deploy configuration on the device in Deploy mode.

• The configuration information maintained by Edge Services Director in Build mode.

This information takes the form of the profiles assigned to the device, plus the additional

configuration, such as LAG and access point configuration, that you can do under device

management.

In Edge Services Director, the configuration state of a device is shown as In Sync when

the configuration information in all three repositories match. If there is a conflict between

the configuration information in one or more of the repositories, Edge Services Director

shows the device configuration state as Out of Sync.

An Out of Sync state is usually the result of out-of-band configuration changes—that is,

configuration changes made to a device using a management tool other than Edge

Services Director. Examples of such changes include changes made by:

• Using the device CLI.

• Using the device Web-based management interface (the J-Web interface or Web

View).

• Using the Junos Space Network Management Platform configuration editor.

• Using RingMaster software.

• Restoring or replacing device configuration files.

You cannot deploy configuration on a device when the device configuration state is Out

of Sync.

This topic describes how Edge Services Director enables you to resynchronize the device

configuration state. It covers:

• The Resynchronize Device Configuration Task on page 70

• How Resynchronization Works in NSOR Mode on page 70

• How Resynchronization Works in SSOR Mode on page 71

• How Edge Services Director Resynchronizes the Build Mode Configuration on page 73
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The Resynchronize Device Configuration Task

Edge Services Director provides a task in Deploy mode that enables you to resynchronize

the repositories of configuration information. When an out-of-band configuration change

is made, you can use this task to resynchronize both the Junos Space configuration record

and the Build mode configuration with the configuration on the device.

How Edge Services Director performs resynchronization depends on the system of record

(SOR) mode set for the Junos Space Network Management Platform. There are two

possible modes:

• Network as system of record (NSOR). This is the default mode.

• Junos Space as system of record (SSOR).

You set the mode in Junos Space under Administration > Applications > Network

Management Platform > Modify Application Settings.

HowResynchronizationWorks in NSORMode

In NSOR mode, the network device is considered the system of record for device

configuration, which means the configuration maintained by the device takes precedence

over the configuration maintained by Junos Space and Edge Services Director. Thus when

you perform a resynchronization, the Junos Space configuration record and the Edge

Services Director Build mode configuration are updated to match the device configuration.

When an out-of-band change is made on a managed device when Junos Space is in

NSOR mode:

1. Junos Space detects that a configuration change has occurred on the device and

informs Edge Services Director about the change.

2. Both Junos Space and Edge Services Director set the device configuration state to

Out of Sync.

3. Junos Space automatically resynchronizes its configuration record to match the device

configuration and sets the device configuration state to In Sync when the

synchronization completes.

4. If the configuration change does not affect configuration that you can perform in Build

mode (for example, routing configuration), Edge Services Director also sets the device

configuration state to In Sync after the Junos Space resynchronization completes. All

three configuration repositories are now in sync.

If the configuration change affects configuration that you can perform in Build mode,

Edge Services Director does not set the device configuration state to In Sync. Instead,

it continues to show the device configuration state as Out of Sync because the Build

mode configuration does not match the device configuration.
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5. To resolve the Out of Sync state in Edge Services Director, use the Resynchronize

Device Configuration task in Deploy mode. Edge Services Director updates the Build

mode configuration to match the out-of-band changes.

6. Edge Services Director sets the device configuration state to In Sync.

NOTE: Automatic resynchronization, asdescribed inStep3above, isadefault
setting for the Junos Space Network Management Platform. If automatic
resynchronization is disabled, youmust manually resynchronize the Junos
Spaceconfigurationwith thedeviceconfiguration.Youcandoso in twoways:

• Use the Resynchronize with Network action in Junos Space. The Junos
Spaceconfiguration is synchronizedwith thedeviceconfiguration.However,
the Build mode configuration is not synchronized, so the device state in
Edge Services Director remains Out of Sync. Youmust use the
Resynchronize Device Configuration task in Deploymode to resynchronize
the Build mode configuration.

• Use the Resynchronize Device Configuration task in Deploymode. In this
case, Edge Services Director resynchronizes both the Junos Space
configuration and the Build mode configuration with the device
configuration.

HowResynchronizationWorks in SSORMode

When Junos Space is in SSOR mode, Junos Space is considered the system of record for

device configuration. In this mode, when an out-of-band configuration change occurs

on a device, you can choose whether to accept the change or to overwrite the change

with the configuration maintained by Junos Space.

When an out-of-band change is made on a managed device when Junos Space is in

SSOR mode:

1. Junos Space detects that a configuration change has occurred on the device and

informs Edge Services Director about the change.

2. Junos Space sets the device configuration state as Device Changed, and Edge Services

Director sets the device configuration state to Out of Sync.

Edge Services Director sets the device configuration state to Out of Sync even if the

configuration change does not affect configuration you can perform in Build mode.

This allows you to resolve the Device Changed configuration state for Junos Space

from Edge Services Director.

3. In Edge Services Director, use the Resynchronize Device Configuration task to accept

or reject the out-of-band changes:
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• If you accept the out-of-band changes, both the Junos Space configuration record

and the Edge Services Director Build mode configuration are resynchronized to

reflect the out-of-band configuration changes.

• If you reject the out-of-band changes, the configuration on the device is overwritten

by the configuration record maintained by Junos Space. The Edge Services Director

Build mode configuration remains unchanged.

4. Both Junos Space and Edge Services Director set the device configuration state to In

Sync.

The above process differs somewhat when out-of-band configuration changes are made

through the Junos Space configuration editor. In this case:

1. Junos Space sets the device configuration state as Space Changed after the

configuration change is saved.

At this point, the changes have been made only in the Junos Space configuration

record and the changes have not yet been deployed to the device. Edge Services

Director shows the device configuration state as In Sync.

NOTE: Because the device configuration state is In Sync in Edge Services
Director, you can deploy configuration on the device from Edge Services
Director at this point. If you do so, the Edge Services Director changes are
deployed on the device, but the Junos Space changes are not. The device
state in Junos Space remains Space Changed.

2. When the changes are deployed to the device from Junos Space, Junos Space changes

the device state to In Sync, while Edge Services Director changes the device state to

Out of Sync.

3. In Edge Services Director, use the Resynchronize Device Configuration task to resolve

the Out of Sync state. In this case, because the Junos Space configuration record and

the device configuration are in sync, you cannot reject the changes. When you

resynchronize the device in Edge Services Director, the Build mode configuration is

updated to reflect the configuration changes.

4. Edge Services Director sets the device configuration state to In Sync.

If you use Junos Space instead of Edge Services Director to resolve out-of-band

configuration changes in SSOR mode, note the following:

• If you reject an out-of-band change, the device state becomes In Sync in both Edge

Services Director and Junos Space.

• If you accept an out-of-band change that does not affect the Build mode configuration,

the device state becomes In Sync in both Edge Services Director and Junos Space.
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• If you accept an out-of-band change that affects the Build mode configuration, the

device state becomes In Sync in Junos Space but remains Out Of Sync in Edge Services

Director. You must use the Resynchronize Device Configuration task to resolve the Out

of Sync state.

NOTE: When Junos Space is in SSORmode, we recommend that you do not
make out-of-band changes to the cluster configuration on the secondary
seeds andmember controllers of amobility domain, such as disabling the
cluster on these devices. Use Edge Services Director tomodify the cluster
configuration on these devices.

How Edge Services Director Resynchronizes the Build Mode Configuration

A network managed by Edge Services Director has three repositories of information about

the configuration of a network device—the configuration stored on the device itself, the

device configuration record maintained by Junos Space, and the Build mode configuration

maintained by Edge Services Director.

When the configuration contained in all three repositories match, the device configuration

state is shown as In Sync in Edge Services Director. When the repositories do not match,

the configuration state is shown as Out of Sync. A common cause for this state is

out-of-band configuration changes—that is, configuration changes made to a device

outside of Edge Services Director.

• When Junos Space is in network as system of record (NSOR) mode, the device is

considered the system of record for configuration. When you resynchronize a device

when Junos Space is in NSOR mode, both the Junos Space configuration record and

the Edge Services Director Build mode configuration are updated to reflect the device

configuration—in other words, the out-of-band configuration changes are incorporated

into both the Junos Space and the Edge Services Director configuration repositories.

• When Junos Space is in Junos Space as system of record (SSOR) mode, you can choose

whether accept or reject the out-of-band changes reflected in the device configuration.

If you accept the changes, both the Junos Space configuration record and the Edge

Services Director Build mode configuration are updated to reflect the device

configuration. If you reject the changes, the out-of-band changes are rolled back on

the device so that the device configuration matches the Junos Space configuration

record and the Edge Services Director Build mode configuration.

When a commit operation is performed on a managed device under NSOR, Junos Space

Network Management Platform, by default, schedules a resynchronization job to run 20

seconds after the commit operation is received. However, if Junos Space Network

Management Platform receives another commit notification within 20 seconds of the

previous commit notification, no additional resynchronization jobs are scheduled because

Junos Space Network Management Platform resynchronizes both commit operations in

one job. This damping feature of automatic resynchronization provides a window of time

during which multiple commit operations can be executed on the device, but only one

or a few resynchronization jobs are required to resynchronize the Junos Space Network
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Management Platform database after multiple configuration changes are executed on

the device.

You can change the default value of 20 seconds to any other duration by specifying the

value in seconds in the Administration > Applications > Network Management Platform >

ModifyApplicationSettings>Device>Maxauto resyncwaiting timesecs field. For example,

if you set the value of this field to 120 seconds, then Junos Space Network Management

Platform automatically schedules a resynchronization job to run 120 seconds after the

first commit operation is received. If Junos Space Network Management Platform receives

any other commit notification within these 120 seconds, it resynchronizes both commit

operations in one job.

When Junos Space Network Management Platform receives the device commit

notification, the device status is “Out of Sync”. When the resynchronization job begins

on the device, the Managed Status for the device displays “Synchronizing” and then “In

Sync” after the resynchronization job has completed, unless a pending device commit

operation causes the device to display “Out of Sync” while it was synchronizing.

For details about resynchronizing devices, seeResynchronizingManagedDeviceswith the

Network.

Related
Documentation

Understanding Build Mode in Gateway View of Edge Services Director on page 65•

Importing Devices

You can import device configurations from MX Series devices running Junos OS into the

Edge Services Director database.

When importing from a device, the management system connects to the device and

imports Data Model (DM) information that contains details of the device configuration.

The connection is secured using Secure Server Protocol (SSP), a proprietary encryption

method; an always-on connection exists between the management system and the

device.

To import a single device, you must have available the following requirements:

• A management interface (fxp0) with the IP address of the device

• A user with full administrative privileges for the NSM administrator

• Device connection information (IP address, connection method) and the device

administrator's name and password

NOTE: All passwords handled by NSM are case-sensitive.

• A physical connection to your network with access to network resources

• Connectivity to the NSM Device Server, which can be with a static IP address

• A Telnet or an SSHv2, and a NETCONF protocol over SSH connection
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NOTE: After importing a device configuration, log entries from that device
begin to appear in the Log Viewer. However, until you update the device from
NSM, the following log fields display 0 (or unknown):

• domain

• rulebase

• policy

• rule number

• source zone

• destination zone

After you update the imported device configuration using NSM, the
appropriate values are displayed for log entries from the device.

When you import a device configuration, the Log Viewer displays the
appropriate values for the device's log entries. This feature eliminates the
need to update the device after importing it.

To add devices in a large-scale, bulk manner:

1. From the View selector, select Gateway View or Device View. The workspaces that

are available in this view are displayed. The Gateway view displays the service delivery

gateway (SDG) groups and the SDGs that are part of the high availability pair in an

SDG group. The Device view displays the SDGs based on the device type, and within

the device type, the devices are organized by the device model. For example, all models

of MX960 routers are grouped together under one node in the tree.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. If you are in Device

view, click the plus sign (+) beside the My Network item in the View pane to expand

the tree and select the device node you want.

4. Perform either of the following:

• If you are in Gateway View, select Services Gateways from the task pane.

The Service Gateways page is displayed.

• If you are in Device View, select Device Discovery from the task pane.

The Service Gateways page is displayed.
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5. Under Device Discovery, select the Discover Devices option from the task pane.

Alternatively, under Services gateways, select the Discover Gateway option from the

task pane.

The Service Gateways—Discovered Devices view is displayed.

You need not click this button if you are launching the Service Gateways page by

navigating from another page or another mode, such as Deploy or Monitor. It is

displayed by default. You must click this button only if you are viewing unmanaged

or managed SDGs or devices.

6. Click the Add icon.

The Discovery Profile window appears.

You can add devices using either the CSVUpload button or the Add icon, or both

together. This button is available in the IP Details, User Details, and SNMP Details

sections of the Discovery Profile window.

7. Click the CSVUpload button to add your own CSV files.

NOTE: The format of the CSV file that you are uploading should exactly
match the format of the sample CSV file.

A dialog box appears.

8. Click Browse.

The CSV File Upload dialog box appears.

9. Navigate to the desired CSV file, select it, and then click Open.

The CSV File Upload dialog box reappears, this time displaying the name of the

selected file.

10. Click Upload to upload the selected CSV file.

Related
Documentation

Understanding Build Mode in Gateway View of Edge Services Director on page 65•

• Understanding Resynchronization of Device Configuration on page 69
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Device Discovery Overview

You use device discovery to add devices to Junos Space Edge Services Director application.

Discovery is the process of finding a device and then synchronizing the device inventory

and configuration with the Junos Space Edge Services Director application database. To

use device discovery, Junos Space Edge Services Director application must be able to

connect to the device.

To discover network devices, Junos Space Edge Services Director application uses the

SSH and SNMP protocols. Device authentication initially is handled through administrator

login SSH v2 credentials and SNMP v1/v2c or v3 settings, which are part of the device

discovery configuration. You can continue to use credentials for these devices thereafter,

or you can create and upload RSA keys to devices to allow Junos Space Edge Services

Director application to authenticate itself to them automatically during later discoveries.

You can specify a single IP address, a DNS hostname, an IP range, or an IP subnet to

discover devices on a network. During discovery, Junos Space Edge Services Director

application connects to the physical device and retrieves the running configuration and

the status information of the device. To connect with and configure devices, Junos Space

Edge Services Director application uses Juniper Network’s Device Management Interface

(DMI), which is an extension to the NETCONF network configuration protocol.

When discovery succeeds, Junos Space Edge Services Director application creates an

object in the Junos Space Edge Services Director application database to represent the

physical device and maintains a connection between the object and the physical device

so their information is linked.

Junos Space can manage devices in either of the following ways:

• Junos Space initiates and maintains a connection to the device.

• The device initiates and maintains a connection to Junos Space.

By default, Junos Space manages devices by initiating and maintaining a connection to

the device. When Junos Space initiates the connection to the device, you can discover

and manage devices provided that the management system is behind Network Address

Translation (NAT), as Junos Space establishes the SSH tunnel directly to the device. For

WW Junos devices, Junos Space uses SSH with an adapter to manage the devices.

If device-initiated connection to Junos Space is enabled, the DMI channel and port 7804

are used and the following (sample) configuration is added on the device to establish

the connection to Junos Space:

set system services outbound-ssh client 00111DOCEFAC device-id 7CE5FE
set system services outbound-ssh client 00111DOCEFAC secret “$ABC123”
set system services outbound-ssh client 00111DOCEFAC services netconf
set system services outbound-ssh client 00111DOCEFAC  172.22.199.10 port 7804

When configuration changes are made in Junos Space Edge Services Director application,

for example, when you deploy service orders to activate a service on your network devices,

the configuration is pushed to the physical device.
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If the network is the system of record (NSOR), when configuration changes are made on

the physical device (out-of-band CLI commits and change-request updates), Junos

Space Edge Services Director application automatically resynchronizes with the device

so that the device inventory information in the Junos Space Edge Services Director

application database matches the current device inventory and configuration information.

If Junos Space Edge Services Director application is the system of record (SSOR), this

resynchronization does not occur and the database is unchanged.

The following device inventory and configuration data is captured and stored in relational

tables in the Junos Space Edge Services Director application database:

• Devices—hostname, IP address, credentials

• Physical Inventory—chassis, FPM board, Power Entry Module (PEM), Routing Engine,

Control Board (CB), Flexible PIC Concentrator (FPC), CPU, Physical Interface Card

(PIC), transceiver (Xcvr), fan tray

Junos Space Edge Services Director application displays the model number, part

number, serial number, and description for each inventory component, when applicable.

• Logical Inventory—subinterfaces, encapsulation (link-level), type, speed, maximum

transmission unit (MTU), VLAN ID

• License information:

• License usage summary—license feature name, feature description, licensed count,

used count, given count, needed count

• Licensed feature information—original time allowed, time remaining

• License SKU information—start date, end date, and time remaining

• Loopback interface

Other device configuration data is stored in the Junos Space Edge Services Director

application database as binary large objects, and is available only to northbound interface

(NBI) users.

Related
Documentation

Understanding Build Mode in Gateway View of Edge Services Director on page 65•

• Understanding Resynchronization of Device Configuration on page 69

Unmanaged Devices Overview

Unmanaged devices are non-DMI devices made by vendors other than Juniper Networks,

Inc. You can add such devices to Junos Space Edge Services Director manually, or by

importing multiple devices simultaneously from a CSV file. You need to provide the IP

address or the host name of the unmanaged device, name of the vendor, username of

the device, password for the device, SNMP credentials, loopback address details, and

key-values that are needed for the device driver to operate. The currently supported

SNMP versions are SNMP V1, SNMP V2C, and SNMP V3. You are any other user may need

to enter the key and the value for the device driver to operate. You can add multiple

key-value pairs for an unmanaged device. The key-value pairs supported are plain-text
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string or password. If Junos Space Network Management Platform can communicate

with the device using SNMP, the information gathered via SNMP overrides the information

that you enter.

When you have added the unmanaged device and installed the appropriate device drivers,

the inventory data is fetched from the device. Physical interface and logical interface

details can be fetched for an unmanaged device. You can resynchronize the device with

the network both in SSOR and NSOR mode. This action will resynchronize the inventory

data for the device based on the capabilities supported by the device. Junos Space

Network Management Platform does not monitor the connection status of the unmanaged

device for which the device driver is installed in Junos Space Network Management

Platform. The Device Management table lists NA in the Connection Status column for

unmanaged devices.

You need to package the driver code into a JAR file and add it to the Jboss 7 shared module

directory. Junos Space Network Management Platform accesses the driver class using

module based class loading. You also need to make an entry into the driver registration

XML file. Junos Space Network Management Platform reads this XML file when JBOSS

starts and populates this XML file into the database. The XML file should include the

following parameters:

DescriptionParameter

Name of the device driver.Name

Vendor of the device.Vendor

The family of the device.DeviceFamily

The platform of the device.Platform

The full class name of the class which extends the driver class from the device platform.DriverClassName

Holds a collection of key-value pairs that are populated in the Advanced Properties section
when creating an unmanaged device. This can be omitted if you want to enter the key-value
pairs when creating an umanaged device.

MgtAttrColl

When set to true, the driver is used as a default driver for devices of other device family
or platform, but from the same vendor.

IsDefaultForVendor

When set to true, the driver is used as a default driver for devices of a different platform,
but from the same vendor and device family.

IsDefaultForFamily

Creating an unmanaged device from a vendor other than Juniper Networks also creates

a tag for that vendor (for example, CISCO) and assigns that tag to the device. If you have

successfully installed the device driver on Junos Space Network Management Platform,

you will be able to fetch the information related to physical and logical interface, manually

resynchronize inventory data, and edit the unmanaged device configuration using the

Junos Space applications. You can view the changes in the unmanaged device

configuration using the View Configuration Change Log action.
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Related
Documentation

Importing Devices on page 74•

• Device Discovery Overview on page 77

• Working With Managed Devices on page 80

• Working With Unmanaged Devices on page 80

• Working With Discovered Devices on page 81

WorkingWithManaged Devices

The service delivery gateway (SDG) devices that are administered, maintained, and

monitored from the Edge Services director application are called managed devices. For

such devices, you can monitor alarms and events, create service templates and assign

to the devices, and modify assigned KPI templates. You can perform the following tasks

with managed devices from the Service Gateways—Managed Service Gateways page

under the Build mode of the GUI interface:

• Remove the managed SDG devices and mark them unmanaged.

• Modify the SDG association with the SDG group and KPI template.

• Modify KPI templates for the SDGs.

• View configuration and compare the configurations of up to four SDGs.

• Export the managed device details to a CSV file.

Related
Documentation

Importing Devices on page 74•

• Device Discovery Overview on page 77

• Unmanaged Devices Overview on page 78

• Working With Unmanaged Devices on page 80

• Working With Discovered Devices on page 81

WorkingWith Unmanaged Devices

The service delivery gateway (SDG) devices that are not managed and monitored from

the Edge Services director application are called unmanaged devices. In certain network

topologies, you might require certain devices to be configured individually before they

are added to the management application. You can perform the following tasks with

unmanaged devices from the Service Gateways—Managed Service Gateways page under

the Build mode of the GUI interface:

• Bring the unmanaged devices back into the administration of Edge Services Director.

• View discovery log details.

• Searching and filtering unmanaged devices.

• Modify KPI templates for the SDGs.
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Related
Documentation

Importing Devices on page 74•

• Device Discovery Overview on page 77

• Unmanaged Devices Overview on page 78

• Working With Managed Devices on page 80

• Working With Discovered Devices on page 81

WorkingWith Discovered Devices

You can create discovery profiles to specify the parameters to be used for a discovery

job, schedule the discovery of devices, modify discovery profiles, and view profile details.

You can perform the following tasks with discovered devices from the Service

Gateways—Discovered Devices page under the Build mode:

• Create and modify discovery profiles.

• Delete previously created discovery profiles.

• View discovery profile details.

• Schedule the discovery of devices.

Related
Documentation

Importing Devices on page 74•

• Device Discovery Overview on page 77

• Unmanaged Devices Overview on page 78

• Working With Managed Devices on page 80

• Working With Unmanaged Devices on page 80

Managing Jobs as a System Task

Edge Services Director enables you to view and manage jobs. You can view the status

of completed jobs and cancel the jobs that are scheduled to execute at a later time or

jobs that are in progress.

The Job Management page, accessible as a System task, enables you to view and manage

all jobs. In addition, Edge Services Director enables you to view special pre-filtered versions

of this page from various other tasks, such as View Discovery Status or View Image

Deployment Jobs. These pages contain the same fields (although some fields might be

hidden) and have the same functionality as the Job Management page, but they list only

those jobs relevant to particular tasks.

To display the Job Management page:

1. Click the My Jobs icon located on the top right of the Edge Services Director banner.

The My Jobs report appears. The My Jobs report displays your 25 most recent jobs.

The jobs displayed in the My Jobs report provide information about the status of the
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job, percentage completion of the job, the name of the job, and the job ID. The date

and time represents the date and time when the job failed (in case the job failed) and

the date and time when the job succeeded (in case the job succeeded).

2. You can also click a job in the My Jobs report to view the job on the Job Management

page. Clicking the job ID filters the Job Management page to display only that job. To

view jobs details, click Manage Jobs. The Job Management page appears.

3. Click Close to exit the My Jobs page.

To view the job details:

1. in the My Jobs page, select a row and click ShowDetails or double-click a row.

2. To cancel a scheduled job, select a job that is scheduled for a later time or a job that

is in progress and click Cancel.

The fields in the Job Management page are described in Table 20 on page 60.

Table 22: JobManagement Page Fields

DescriptionField

The unique ID assigned to the jobJob ID

The name of the jobName

The percentage of completion of the jobPercent

The status of the job:

• Success—Job completed successfully

• Failure—Job failed and was terminated

• Job Scheduled—Job is scheduled but has not yet started

• In progress—Job is has started, but not completed

• Cancelled—Job is cancelled

State

The type of the jobJob Type

Summary of the job scheduled and executed with statusSummary

The time when the job is scheduled to startScheduled
Start Time

The actual time when the job startedActual Start
Time

The time when the job was completedEnd Time

The login ID of the user that initiated the taskUser
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Table 22: JobManagement Page Fields (continued)

DescriptionField

The recurrent time when the job will be restarted.Recurrence

You can clear your jobs from a list of your jobs when these jobs are no longer of interest

to you.

To remove the jobs that you have initiated:

1. In the banner of the Junos Space user interface, click the My Jobs icon located at the

top right.

The My Jobs report appears. The My Jobs report displays your 25 most recent jobs.

The jobs displayed in the My Jobs report provide information about the status of the

job, percentage completion of the job, the name of the job, and the job ID. The date

and time represents the date and time when the job failed (in case the job failed) and

the date and time when the job succeeded (in case the job succeeded).

2. Perform one of the following actions:

• Click the Clear Job icon that appears to the right of the job to remove a job.

• ClickClearAllMy Jobsat the top of the My Jobs report to clear all your jobs displayed

on the My Jobs list.

NOTE: Clearinga job fromtheMy Jobs reportdoesnotaffect the job itself,
but only updates the My Jobs view.

3. Click Close to exit the My Jobs page.

Related
Documentation

• Importing Devices on page 74

• Device Discovery Overview on page 77

• Unmanaged Devices Overview on page 78

• Working With Managed Devices on page 80

• Working With Unmanaged Devices on page 80

• Working With Discovered Devices on page 81
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CHAPTER 7

Managing Service Delivery Gateways and
Groups

• Discovering Devices on page 85

• Comparing Configuration Settings of Devices on page 92

• Exporting Managed Device Details to a CSV File on page 94

• Changing an Unmanaged Device to a Managed Device on page 95

• Modifying the SDG Group and KPI Templates for a Device on page 97

• Scheduling the Discovery of Devices on page 98

• Creating Service Gateway Groups on page 99

• Managing Service Gateway Groups on page 101

• Viewing the Service Gateway Details on page 102

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Changing a Managed Device to an Unmanaged Device on page 112

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114

• Systems of Record in Junos Space Overview on page 115

• Resynchronizing Managed SDGs with the Network on page 117

Discovering Devices

You can discover and synchronize physical devices such as MX Series routers that function

as service delivery gateways in your network that are managed by Edge Services Director.

NOTE: OnMXSeries routers, EdgeServicesDirector connects to port 22 (the
defaultport)onthe JunosSpaceJA2500Applianceor the JunosSpaceVirtual
Appliance by using SSH. You can configure port 22 on the Junos Space
appliances throughAdministration>Applications in the JunosSpacePlatform

page. Select Network Application Platform and click Actions >Modify

Application Settings. Change SSH port for device connection field to 22.
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Device discovery is a three-step process in which you specify the target devices, the

discovery options, and the schedule options.

While in Build mode, from the Tasks pane, selectServiceGateways. The Service Gateways

page is displayed. Click Discover Devices to create a discovery profile or a job, and to view

the previously created discovery profiles

This topic describes:

• Preparing MX Series Devices for Discovery on page 86

• Specifying a Discovery Profile and the Target Devices on page 87

• Specifying SNMP Probes on page 89

• Specifying Credentials on page 91

PreparingMX Series Devices for Discovery

Juniper Networks MX Series 3D Universal Edge Routers—MX240, MX480, and

MX960—include all standard Ethernet capabilities as well as enhanced mechanisms for

service providers to provision and support large numbers of Ethernet services in addition

to all Layer 3 services. You can discover these routers and manage them as switching

devices from Edge Services Director. However, before discovering these MX devices from

Edge Services Director, you must ensure that the Junos OS running on the device is at

the required level and that the network service mode is set to LAN.

To prepare an MX Series device for discovery:

1. Log in to the MX Series device by using the CLI.

2. Ensure that the device is running a version of Junos OS that is compatible with Edge

Services Director. Use the operational mode command showversion to determine the

Junos OS software release.

3. Commit your changes.

The MX Series device is now discoverable from Edge Services Director.
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Specifying a Discovery Profile and the Target Devices

You can add devices to Edge Services Director for device discovery by using the Add icon

on the Service Gateways page. A discovery profile is created, which is a discovery job

that contains the list of devices and its properties to be retrieved and added to the Edge

Services Director database.

NOTE: If you want to discover andmanageMX Series devices—MX240,
MX480,andMX960—fromEdgeServicesDirector, youmust firstmake these
devices discoverable. For more details see “Preparing MX Series Devices for
Discovery” on page 86.

To specify a discovery profile and the target devices that you want Edge Services Director

to discover:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View selector, select Gateway View or Device View. The workspaces that

are available in this view are displayed. The Gateway view displays the service delivery

gateway (SDG) groups and the SDGs that are part of the high availability pair in an

SDG group. The Device view displays the SDGs based on the device type, and within

the device type, the devices are organized by the device model. For example, all models

of MX960 routers are grouped together under one node in the tree

4. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

5. From the View pane, select the All Network item in Gateway view. If you are in Device

view, click the plus sign (+) beside the My Network item in the View pane to expand

the tree and select the device node you want.

6. From the task pane in Gateway view, select Services Gateways.

The Service Gateways page is displayed.

NOTE: Alternatively, you can select Device View from the View selector,

click the Build icon on the banner, and select Discover Devices from the

task pane to open the Discovery Profiles window to discover andmanage
devices.
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7. From the task pane, select theDiscoverGatewayoption. You need not click this button

if you are launching the Service Gateways page by navigating from another page or

another mode, such as Deploy or Monitor. It is displayed by default. You must click

this button only if you are viewing unmanaged or managed SDGs or devices.

8. Click the Add icon. The Discovery Profile window appears.

9. In the Name field, enter a name for the device discovery job. No name is shown by

default. A job or profile name cannot exceed 128 characters and can contain only

letters, numbers, spaces, and some special characters. The special characters allowed

are hyphen (-), underscore (_), period (.), at (@), single quote (’), forward slash (/),

and ampersand (&).

10. (Optional) In the Description field, type a user-defined description. (a minimum of 2

characters and a maximum limit of 255 characters). The description cannot exceed

256 characters and cannot contain hyphens. The operators who use the profile rely

on the description for information on the discovery job.

11. To add individual devices by specifying the IP address credentials, click Add in the IP

Details table.

The IP Details dialog box appears.

12. Choose one of the following options to specify the target devices:

• Select the IP Address option and enter the IP address of the device.

• Select the IP-Range option and enter a range of IP addresses for the devices. The

maximum number of IP addresses for an IP range target is 1024.

• Select the IP-Subnet option and enter an IP subnet for the devices.

• Select the HostName option and enter the hostname of the device.

• Click Save to save the target devices that you specified. When you have added all

target devices that you want Edge Services Director to discover, click Save in the

Discovery Profile window.

The IP Details section displays the addresses of the configured target devices.

13. To edit a target device, select the box that displays with an icon for each added

device in the IP Details section and click Edit. Make the required changes and click

Add to display the IP addresses in the Device Targets table

•

• To delete a target device, select the box that displays with an icon for each added

device in the IP Details section and click Delete.
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• To view and download a sample CSV file, click CSV Sample. The Opening

Device_Discovery_CSV.csv file dialog box is displayed. You can open the sample

CSV file or save the sample CSV file.

14. (Optional) You can proceed to specify the SNMP probes and credentials for the added

devices.

Specifying SNMPProbes

You can specify an SNMP probe to connect to and discover the devices in a network.

To add a probe:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, selectServicesGateways. The Service Gateways page is displayed.

4. Select the Discover Gateway option.

5. Click the Add icon. The Discovery Profile window appears.

6. Click theAdd icon in the SNMP Details table. The SNMP Details dialog box is displayed.

7. Select one of the following options and enter the appropriate value in the field provided.

• Select SNMPV1/V2C and specify the community string in the Community field.

The SNMP v1/v2c community string public is available by default. The SNMP v1/v2c

community string is based on the community string configured on the devices in

your network.

• Select SNMPV3 and enter the information in the fields provided.

a. Enter the SNMP V3 username in the Username field.

b. Select the privacy protocol (the encryption standard for the SNMP user) from

the Privacy type list.

The available options are AES128, DES, and None.

c. Enter the password used to generate the key used for encryption in the Privacy

password field.

The password must be at least eight characters long. You can include all

character classes in a password (alphabetic, numeric, and special characters)

except control characters.
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d. Select the authentication type for the SNMP user from thePrivacytypedrop-down

list.

The available options are MD5, SHA1, and none.

e. Enter the password used to generate the key used for authentication in the

Authentication password field.

The password must be at least eight characters long. You can include all

character classes in a password (alphabetic, numeric, and special characters)

except control characters.

8. ClickSave to close theSNMPDetailsdialog box and add the SNMP probe to theSNMP

Settings list.

TheSNMPDetails section of the Discovery Profile page displays the configured SNMP

settings.

You can also click Cancel to close the SNMPDetails dialog box without adding any

SNMP probes.

To edit an SNMP probe:

1. Select the SNMP probe that you want to edit and click theModify icon [slanted pencil]

to open the SNMPDetails dialog box.

2. Select one of the following options and enter the appropriate value in the field provided.

You can choose to edit the existing values in the selected SNMP version, or you can

select a different SNMP version and enter the desired values.

• Select SNMPV1/V2C and specify the community string in the Community field.

You can enter “public”, “private”, or a predefined string.

• Select SNMPV3 and enter the information in the fields provided.

a. Enter the SNMP version 3 username in the Username field.

b. Select the privacy protocol–that is, the encryption standard for the SNMP

user–from the Privacy type list.

The available options are AES128, DES, and None.

c. Enter the password used to generate the key used for encryption in the Privacy

password field.

The password must be at least eight characters long. You can include all

character classes in a password (that is, alphabetic, numeric, and special

characters) except control characters.

d. Select the authentication type for the SNMP user from thePrivacytypedrop-down

list.
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The available options are MD5, SHA1, and none.

e. Enter the password used to generate the key used for authentication in the

Authentication password field.

The password must be at least eight characters long. You can include all

character classes in a password (that is, alphabetic, numeric, and special

characters) except control characters.

3. Click Modify to save your changes and close the SNMPDetails dialog box.

The SNMPDetails section displays the configured SNMP settings.

Alternatively, click Cancel to close the dialog box without editing any SNMP probes.

To delete an SNMP probe:

1. Select the SNMP probe that you want to delete in the SNMP Details section and click

the Delete icon [X] .

2. The SNMP probe is removed from the SNMP Details section.

Specifying Credentials

Optionally, specify an administrator name and password to establish the SSH connection

for each target device that you configured. If you are using key-based authentication, you

do not need to do this step. To specify the credentials:

NOTE: Alternatively, you can select Device View from the View selector, click

the Build icon on the banner, and select Discover Devices from the task pane

to open the Discovery Profiles window to discover andmanage devices.

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Services Gateways.

The Service Gateways page is displayed.

4. Select the Discover Gateway option.

5. Click the Add icon. The Discovery Profile window appears.
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6. Click the Add icon in the User Details table. The User Details dialog box is displayed.

7. Specify the administrator username and password, and confirm the password. The

name and password must match the name and password configured on the device.

Save the user name and password that you specified by selecting Save.

The User Details section of the Discovery Profile window displays the administrator

user names that you configured.

Related
Documentation

Importing Devices on page 74•

• Device Discovery Overview on page 77

• Unmanaged Devices Overview on page 78

• Working With Managed Devices on page 80

• Working With Unmanaged Devices on page 80

• Working With Discovered Devices on page 81

Comparing Configuration Settings of Devices

You can compare the configuration of a SDG with any other SDG that is discovered. You

can contrast and view the configuration settings of a master device with another master

device in two SDG high availability pairs, of a standby device with another standby device,

or of a master and a standby device in the same SDG pair. You can compare the settings

of up to four devices simultaneously. After you select the desired device and initiate the

comparison operation, you can also add more devices until the maximum limit of four

devices is reached for comparison.

The services are displayed and the objects or components of each service instance are

also shown. You can filter and view a specified service component or the components

of all services. A red minus mark denotes that the particular parameter or element is not

available or configured on the specified device. A green tick mark denotes that the

particular parameter is available on the corresponding device. For attributes that can

contain values, the associated values are shown for the appropriate device. Otherwise,

for attributes that can either be disabled or enabled, the red minus icon or green tick icon

provides a graphical indication. To compare the configuration settings of two or more

devices

To compare the configuration settings of two or more devices

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the task pane, select Services Gateways.

The Service Gateways page is displayed.

4. From the task pane, select the Managed Gateway option.

The list of managed SDGs appears.

5. Perform the following from the View pane:

a. Click the All Network item. The list of discovered SDG groups that contain devices

are displayed.

b. Click the + sign to expand the tree beside the SDG groups. At least, two discovered

devices must be present for which you want to compare the services configured.

You must select the pair of devices within the SDG group.

c. Select the SDG device pair. The list of managed devices are displayed.

NOTE: Youmust select aminimum of two devices, if the SDG is not a
high availability pair of devices.

6. Select the Compare Configuration option from the task pane that displays the

configuration settings contrasted between the two devices you selected. The Compare

Configuration View page is displayed.

The list of service types are displayed in the leftmost column of the table.

Figure 7: Compare Configuration View Page

7. From the View drop-down list, select one of the following options:
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• All Configs—Causes all of the services configurations to be displayed.

• ADC—Causes the application delivery service components to be displayed.

• TLB—Causes the traffic load balancer service components to be displayed.

• SFW—Causes the stateful firewall service components to be displayed.

• CGNAT—Causes the carrier-grade NAT service components to be displayed.

8. From the Select Devices list, select more devices up to the maximum limit of four

devices. Click the cross mark beside each selected device if you want to remove it

from the list, and select a different device instead.

9. Click the Compare Configuration icon adjacent to the Select Devices drop-down list.

The devices you select cause their configurations to be displayed on the page.

10. Click Refresh to refresh the displayed configuration. This action reads the device

configuration of the selected device, perform the comparison, and updates the display

to highlight the differences between the devices.

11. Click Close after you finish viewing the configuration comparison and to return to the

page that lists the devices.

Related
Documentation

Discovering Devices on page 85•

• Exporting Managed Device Details to a CSV File on page 94

• Changing an Unmanaged Device to a Managed Device on page 95

• Modifying the SDG Group and KPI Templates for a Device on page 97

• Scheduling the Discovery of Devices on page 98

ExportingManaged Device Details to a CSV File

The Service Gateways—Managed Service Gateways page lists all of the devices that are

currently being controlled and provisioned by the Edge Services Director application. You

can export Service Now device data to CSV and Excel file formats. A CSV file is a plaintext

file that stores each data record separated by a comma. Choose this format if you want

to export the report data to a spreadsheet or other business application. The

Comma-Separated Values (CSV) format takes the raw data from the devices listing and

delineates the fields with commas so that it imports into popular spreadsheet programs

To export the device data in CSV format:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. Select Services Gateways from the task pane.

The Service Gateways page is displayed.

5. Select the Manage Service Gateways option.

The Service Gateways—Managed Service Gateways page appears with the list of

managed SDGs. If the SDGs are configured in a high availability pair, the details of

both the devices in the pair are exported.

6. Select the check box next to the managed SDG or SDG pair that you want to export

to a CSV file.

7. Click the Export Service Gateway Details icon.

The Export SDG dialog box is displayed.

8. Export the device inventory information to the CSV file. You can export information

about selected devices or export information about all of the devices managed by

Junos Space. Click either the Export Selected button or the Export All button to begin

creating the CSV file.

9. Download the resulting CSV file. Now that you have the CSV report, you can import

that CSV file into other applications such as those you use for asset management.

Related
Documentation

Discovering Devices on page 85•

• Comparing Configuration Settings of Devices on page 92

• Changing an Unmanaged Device to a Managed Device on page 95

• Modifying the SDG Group and KPI Templates for a Device on page 97

• Scheduling the Discovery of Devices on page 98

Changing an Unmanaged Device to aManaged Device

The Service Gateways—Unmanaged Devices page lists all of the devices that are currently

not being controlled and provisioned by the Edge Services Director application. You can

enable management of such devices from Edge Services Director.
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To convert an unmanaged device to a managed device:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. Select Services Gateways from the task pane.

The Service Gateways page is displayed.

5. Select the Unmanaged Gateway option.

The list of unmanaged SDGs appears.

6. Select the check box next to the unmanaged SDG that you want to bring under Edge

Services Director administration.

7. Click the Manage Service Gateways icon.

The Manage Service Gateway dialog box is displayed, with the SDG name and

description of the SDG displayed in the respective fields.

8. From the Service Gateway Group list, select the SDG group with which you want to

associate the SDG to be managed. Alternatively, click the green plus sign (+) beside

the list to create a new SDG group. For more information, see “Creating Service

Gateway Groups” on page 99.

9. From the KPI list, select the KPI template to be associated with the selected SDG.

Alternatively, click the green plus sign (+) beside the list to create a new KPI template

by modeling it on an existing, system-defined KPI template. For more information,

see “Cloning a KPI Template” on page 121.

10. Click the Apply button to save the settings.

An informational message is displayed stating that the settings are successfully

applied to the selected device.

11. Click the Manage button to classify the device as a managed device.

The Manage Status dialog box is displayed with the name of the SDG device and the

status.
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The device becomes a managed devices and is removed from the unmanaged devices

listing. The device is added to the list of managed devices.

12. Select the Auto Refresh check box at the bottom of the Service Gateways --

Unmanaged devices page to indicate that the page needs to be refreshed

automatically. The default value is three seconds. When you deselect this check box,

the page is not refreshed periodically by itself; instead you can click the Refresh icon

to update the page contents for viewing. Also, when you deselect the auto-refresh

functionality, a message is displayed to denote that auto-refresh is turned off and of

the number of updates that have not been viewed since the last refresh operation.

The date and time at which the page was last updated is shown.

Related
Documentation

Discovering Devices on page 85•

• Comparing Configuration Settings of Devices on page 92

• Exporting Managed Device Details to a CSV File on page 94

• Modifying the SDG Group and KPI Templates for a Device on page 97

• Scheduling the Discovery of Devices on page 98

Modifying the SDGGroup and KPI Templates for a Device

The Service Gateways—Managed Service Gateways page lists all of the devices that are

currently being controlled and provisioned by the Edge Services Director application. You

can modify the KPI template and the SDG group that are mapped to the standalone SDG

or the high availability pair of SDGs.

To modify the SDG details:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. You can also click

the plus sign (+) beside the All Network item in the View pane to expand the tree and

select the device node you want.

4. From the task pane, select Services Gateways.

The Service Gateways page is displayed.

5. Select the Manage Service Gateways option.
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The list of managed SDGs appears. If the SDGs are configured in a high availability

pair, the details of both the devices in the pair are exported.

6. Select the check box next to the managed SDG or SDG pair that you want to modify.

The SDG is available for modification.

7. Click the down arrow in the Modify button at the top of the table of managed SDGs

that are listed, and select Service Gateway.

The Modify Service Gateway dialog box is displayed.

8. In the Description field, edit the user-defined comment or description as needed.

9. From the SDGGroup and KPI Template lists, select the SDG group and KPI template

you want to associate the SDGs with.

10. Click Modify to save the edited settings.

Related
Documentation

Discovering Devices on page 85•

• Comparing Configuration Settings of Devices on page 92

• Exporting Managed Device Details to a CSV File on page 94

• Changing an Unmanaged Device to a Managed Device on page 95

• Scheduling the Discovery of Devices on page 98

Scheduling the Discovery of Devices

The Discovery Profiles page displays the discovery jobs that you have previously created.

After you specify a discovery profile that contains the list of devices or SDG hosts that

need to be retrieved and added to the Edge Services Director database to facilitate easier

administration, you must configure the discovery operation. You can choose to discover

the devices immediately or to plan for the discovery to happen at a specified future time.

To specify the scheduling details for discovering devices:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.
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4. From the task pane, select Services Gateways.

The Service Gateways page is displayed.

5. Select the Discover Gateway option.

The list of discovery profiles appears.

6. Select the check box next to the discovery profile that you want to schedule for

discovering devices.

7. Click Discover Device(s) Now above the table of displayed profiles if you want to

discover the devices immediately. A dialog box confirming that discovery has been

initiated is displayed.

8. Alternatively, clickDiscoverDevice(s)Later if you want to schedule the device discovery

for a future time. If you select schedule at a later time, specify the date and time to

run the device discovery. The calender picker and the drop-down list for selection of

time are displayed beside the Discover Device(s) Later button.

Select a date from the calendar and the time from the list. The time is shown in

increments of 15 minutes from 12:00 AM - 11:45 PM.

NOTE: The selected time in the scheduler corresponds to Junos Space
server time but is mapped to the local time zone of the client computer.

9. Click the Schedule button. The discovery process occurs at the designated time on

the specified day.

After you have configured the device discovery options, you can view the device

discovery status from the Service Gateways page with the Discover Devices view.

Related
Documentation

Discovering Devices on page 85•

• Comparing Configuration Settings of Devices on page 92

• Exporting Managed Device Details to a CSV File on page 94

• Changing an Unmanaged Device to a Managed Device on page 95

• Modifying the SDG Group and KPI Templates for a Device on page 97

Creating Service Gateway Groups

A service delivery gateway (SDG) device can be combined into a group of devices for

easier and streamlined administration. You can create an SDG group for a particular

domain or zone in your network, or for any logical bundling that is needed.
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The Service Gateway Groups page displays all of the created SDG groups.

To create a SDG group:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. Select Services Gateway > Groups from the task pane.

The Service Gateway Groups page is displayed.

Figure 8: Service Gateway Groups Page

5. Click the Add icon.

The Create SDG Group dialog box appears.

6. In the Name field, enter a unique name for the template (limit of 63 alphanumeric

characters without spaces).

7. (Optional) Enter a description of the template in the Description field (limit of 255

characters).

8. Click Create to save the SDG group and return to the page that displays all the

configured groups.
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Related
Documentation

Managing Service Gateway Groups on page 101•

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Changing a Managed Device to an Unmanaged Device on page 112

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114

Managing Service Gateway Groups

A service delivery gateway (SDG) device can be combined into a group of devices for

easier and streamlined administration. You can create an SDG group for a particular

domain or zone in your network, or for any logical bundling that is needed. When you

modify the details of a managed device, you can change the SDG group that is assigned

to it. The listing of SDG groups provides you with an agglomerative view of all the SDGs

present in a particular group at a point in time.

The Service Gateway Groups page displays all of the created SDG groups. You can

perform the following tasks on this page:

• Create SDG groups

• Delete SDG groups (You cannot delete the default group named Default-Group.)

• Search SDG groups

To view the configured SDG groups:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. Select Services Gateway > Groups from the task pane.

The Service Gateway Groups page is displayed.

The top half of the page displays a bar chart. The SDG names are displayed on the

horizontal axis and the count of SDGs are displayed on the vertical axis. A color-coding

format is used to represent the bars on the chart. Mouse over each bar in the chart to

highlight and display the SDG name
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The following fields are displayed in the lower half of the page:

DescriptionField

Unique name of the SDG group.Name

User-defined description of the SDG group.Description

Name of the user that created the DG group.Created By

Date and time at which the SDG group was created.Created Time

Date and time at which the SDG group was last updated.Modified Time

Related
Documentation

Creating Service Gateway Groups on page 99•

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Changing a Managed Device to an Unmanaged Device on page 112

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114

Viewing the Service Gateway Details

You can view the details of managed SDGs, such as the Junos OS version running on the

device and the model number of the device, and the names and types of different services,

such as ADC, TLB, stateful firewall, and CGNAT, on the managed SDGs. The high-level

view you can obtain enables you to examine the existing system configuration and services

on a device and modify them according to your topology needs by navigating to the

gateway and service workspaces.

To view the details of managed service gateways:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

4. From the task pane, select Services Gateways.

The Service Gateways page is displayed.
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5. From the task pane, select the Managed Gateway option.

The list of managed SDGs appears.

6. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the

individual SDG for which you want to view the device details.

The Service Gateway Details page is displayed.

Figure 9: Service Gateway Details Page

Table 23 on page 103 describes the fields displayed on the Service Gateway Details

page.

Table 23: Fields on the Service Gateway Details Page

DescriptionField

Hostnames of the SDGs in the SDG group.Name

User-defined description of the SDG group.Description

Name of the SDG group.Service Gateway Group

Name of the KPI template associated with the SDG.KPI Template
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Table 23: Fields on the Service Gateway Details Page (continued)

DescriptionField

Hostname of the device.Host Name

Software version the device is running.Version

IP address configured for the device.IP Address

Model number of the device.Platform

Device’s state:

• UP—Edge Services Director can communicate with the device.

• DOWN—Edge Services Director cannot communicate with the
device.

Connection Status

Displays the details of configured services.Services

Name of the service configured on the SDG.Name

Type of the service configured on the SDG, such as ADC< TLB,
stateful firewall, or CGNAT..

Type

Services PIC and interface details, such as multiservices PIC or
adaptive services PIC with the FPC slot, PIC, and port attributes

Service Pic

7. Click Close after you finish viewing the gateway details.

Related
Documentation

Discovering Devices on page 85•

• Exporting Managed Device Details to a CSV File on page 94

• Changing an Unmanaged Device to a Managed Device on page 95

• Modifying the SDG Group and KPI Templates for a Device on page 97

• Scheduling the Discovery of Devices on page 98

Searching Unmanaged Devices

The Service Gateways—Unmanaged Devices page lists all of the devices that are not

currently being controlled and provisioned by the Edge Services Director application. Use

the search mechanism to filter and isolate information about a specific device. Use this

facility to specify complex sorting and filtering criteria for all devices.

The search functionality is an effective tool that helps to search a discovered device from

the available list, based on various criteria such as Node Name, IP Address, Service

available, HA State. The search utility also supports wildcards. For example, you can

search and sort devices of the same platform type or OS version.
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To search and filter discovered devices:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. Select Services Gateways from the task pane.

The Service Gateways page is displayed.

5. Click the Unmanaged Devices button.

The list of unmanaged SDGs that have been discovered appears.

6. Click the double right arrow icon to the far right of the screen in the line of toolbar

icons.

The Search drop-down list and Name field are displayed.

7. Enter the search criteria by selecting the parameter that you want to use to filter in

the Search list. You can select one of the following values:

• Host Name

• IP Address

• Platform Type

• Version

• HA State

Enter the value for the search parameter you selected in the text field adjacent to the

drop-down list, and click the magnifying glass icon.

The page refreshes to display the devices that match the specified criterion.

8. To save the search criterion you specified for future purposes, enter a name for the

search in the Name drop-down list and click the Save icon (floppy drive icon) to save

the search filter.

You can also edit or delete the search filters by selecting them from the Name

drop-down list and clicking the Edit or Delete icons respectively.

Related
Documentation

Creating Service Gateway Groups on page 99•

• Managing Service Gateway Groups on page 101
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• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Changing a Managed Device to an Unmanaged Device on page 112

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114

Viewing the List of Discovered, Managed, and Unmanaged Devices

There are three types of views displayed on the Service Gateways page, depending on

whether you select theDiscoverDevices,UnmanagedDevices, orManageServiceGateways

button. These views enable you to examine the discovery profiles, devices managed by

Edge Services Director, and SDGs that are not currently managed.

To view the list of discovered, managed, and unmanaged devices:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. SelectServicesGateways from the task pane. The Service Gateways page is displayed.

5. Select the Discover Gateway option.

The Service Gateways—Discovered Devices view is displayed. The following table

describes the fields in this view:

DescriptionField

Unique name of the discovery profile.Discovery Profile

User-defined description of the profile.Description

Name of the user that created the profile.Created By

Date and time at which the profile was first created.Created Time

Date and time at which the profile was last updated.Modified Time
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DescriptionField

Status of the last discovery process performed for a profile. This column
indicates whether the discovery was completed or aborted.

Click the link in this column to view extensive details about a discovery profile.
The DiscoveryProfileName: Last Execution Status window appears. The
Discovery Profile -- Last Execution Status window is divided into two panes.
The top half of the page displays a bar chart that denotes the number of
devices in each of the states during their discovery and process of addition to
the Edge Services Manager database. The x-axis displays the different states
of the devices during the discovery process and the y-axis denotes the number
of devices corresponding to each state. Mouse over the different segments of
the bar chart to highlight and view the total number of devices in each state.
Click any of the states in the color-coding legend box to display only the details
pertaining to that state to be shown beneath the graph in the table. The
following color-coding legend denotes the devices in the different states:

• Dark green—Denotes the devices that are already added and managed by
Edge Services Director

• Light green—Denotes the devices for which discovery succeeded

• Yellow—Denotes the devices for which discovery is in progress

• Red—Denotes the devices for which discovery failed

• Dark orange—Denotes the devices for which synchronization failed

• Light orange–Denotes the devices for which a timeout has occurred in the
connection from Edge Services Director

• Pink—Denotes the devices for which discovery is skipped

See Table 24 on page 107 for a description of the fields shown in the table of
this dialog box.

Last Execution
Status

Indicates whether a discovery job is currently running.In Progress

Indicates whether a discovery is scheduled for a future time.Scheduled

Table 24: Fields in the Last Execution Status Dialog Box

DescriptionField

Device nameHost Name

IP addressIP Address

User-defined description of the profileDescription
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Table 24: Fields in the Last Execution Status Dialog Box (continued)

DescriptionField

Indicates whether the device’s configuration is in sync with Edge Services
Director’s version:

• Already Added—Denotes that the device has been discovered and are being
currently managed.

• Succeeded—Denotes the devices for which discovery succeeded.

• Discovered—Denotes the devices that have been discovered and retrieved.

• Failed—Denotes the devices for which discovery failed.

• Sync Failed—Denotes devices for which synchronization of the device
configuration with the Edge Services Director database failed.

• Timedout—Denotes devices for which the establishment of connection from
Edge Services Director to the devices failed because a timeout occurred.

• Skipped—Denotes devices that were not discovered and were skipped from
being brought into Edge Services Director again because no configuration
setting changes were observed on such devices

Status

6. Select the Unmanaged Devices option beneath Service Gateways in the task pane.

The Service Gateways—Unmanaged devices view is displayed. The following fields

are displayed in this view:

DescriptionField

Host name of the device.Host Name

Software version the device is running.Version

IP address configured for the device.IP Address

Device family to which the device belongs. Hardware family such as Junos
OS is displayed.

Device Family

Model number of the device.Platform

Present high availability status that indicates if the SDGs are configured in
a redundancy pair. It denotes whether the device is a master or a standby
device.

NOTE: Not applicable for devices that are not in a high availability pair.

Current HA Status

High availability status after deployment that indicates if the SDGs are
configured in a redundancy pair. It denotes whether the device is a master
or a standby device.

NOTE: Not applicable for devices that are not in a high availability pair.

Deployment HA
Status

Device’s state:

• UP—Edge Services Director can communicate with the device.

• DOWN—Edge Services Director cannot communicate with the device.

Connection Status
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DescriptionField

IP address of the peer device in a redundancy group.Peer IP

Whether the ADC service is configured. A tick mark indicates the service is
configured, and a gray minus sign indicates the service is unavailable.

ADC

Whether the TLB service is configured. A tick mark indicates the service is
configured, and a gray minus sign indicates the service is unavailable.

TLB

Whether the CGNAT service is configured. A tick mark indicates the service
is configured, and a gray minus sign indicates the service is unavailable.

CGNAT

Whether the stateful firewall service is configured. A tick mark indicates the
service is configured, and a gray minus sign indicates the service is
unavailable.

SFW

Whether the routing instance is configured. A tick mark indicates the service
is configured, and a gray minus sign indicates the service is unavailable.

Routing Instance

Indicates whether the device’s configuration is in sync with Edge Services
Director’s version:

• Connecting—The device is being contacted to establish a connection.

• In Sync—The configuration on the device is in sync with the Edge Services
Director configuration for the device.

• Out Of Sync—The configuration on the device does not match the Edge
Services Director configuration for the device. This state is usually the
result of the device configuration being altered outside of Edge Services
Director.

You cannot deploy configuration on a device when the device is Out Of
Sync. To resolve this state, use the Resynchronize Device Configuration
task in Deploy mode.

• Synchronizing—The device configuration is in the process of being
resynchronized.

• Sync failed—An attempt to resynchronize an Out Of Sync device failed.

Managed Status

Select the Auto Refresh check box at the bottom of the Service Gateways --

Unmanaged devices page to indicate that the page needs to be refreshed

automatically. The default value is three seconds. When you deselect this check box,

the page is not refreshed periodically by itself; instead you can click the Refresh icon

to update the page contents for viewing. Also, when you deselect the auto-refresh

functionality, a message is displayed to denote that auto-refresh is turned off and of

the number of updates that have not been viewed since the last refresh operation.

The date and time at which the page was last updated is shown.

7. Select the Managed Service Gateways option beneath Service Gateways from the

task pane.
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The Service Gateways—Managed Service Gateways view is displayed. The following

fields are displayed in this view:

DescriptionField

Host names of the devices in an SDG high availability pair or the standalone
SDG device.

Name

Name of the SDG group associated with the device.Service Gateway
Group

Name of the KPI template associated with the SDG.KPI Template

Host name of the device.Host Name

Software version the device is running.Version

IP address configured for the device.IP Address

Model number of the device.Platform

High availability status that indicates if the SDGs are configured in a
redundancy pair. It denotes whether the device is a master or a standby device.

NOTE: Not applicable for devices that are not in a high availability pair.

Current HA
Status

Whether the performance management utility is running and statistical
counters are being computed. If this field indicates Managed, it denotes that
performance management is succesfully operating on the device.

NOTE: If the PM Status field denotes a value that is other than Managed, you
might need to examine the device and services settings to take the required
corrective action for performance management to work properly. For example,
you might need to change the device to unmanaged and perform
troubleshooting.

PM Status

Whether the jobs to retrieve counters and values from devices to display
performance management statistics are running. If this field indicates a value
other than Running, you might need to stop the PM collection utility, rectify
the settings, and restart the PM collection utility.

PM Job Status

Whether the ADC service is configured. A tick mark indicates the service is
configured, and a gray minus sign indicates the service is unavailable.

ADC

Whether the TLB service is configured. A tick mark indicates the service is
configured, and a gray minus sign indicates the service is unavailable.

TLB

Whether the CGNAT service is configured. A tick mark indicates the service
is configured, and a gray minus sign indicates the service is unavailable.

CGNAT

Whether the stateful firewall service is configured. A tick mark indicates the
service is configured, and a gray minus sign indicates the service is unavailable.

SFW
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DescriptionField

Device’s state:

• UP—Edge Services Director can communicate with the device.

• DOWN—Edge Services Director cannot communicate with the device.

Connection
Status

Indicates whether the device’s configuration is in sync with Edge Services
Director’s version:

• Connecting—The device is being contacted to establish a connection.

• In Sync—The configuration on the device is in sync with the Edge Services
Director configuration for the device.

• Out Of Sync—The configuration on the device does not match the Edge
Services Director configuration for the device. This state is usually the result
of the device configuration being altered outside of Edge Services Director.

You cannot deploy configuration on a device when the device is Out Of
Sync. To resolve this state, use the Resynchronize Device Configuration
task in Deploy mode.

• Synchronizing—The device configuration is in the process of being
resynchronized.

• Sync failed—An attempt to resynchronize an Out Of Sync device failed.

Managed Status

NOTE: After youbring adevice under the control andprovisioning of Edge
Services Director, youmight require to define services, policy filters, and
modify certain configuration settings of themanaged devices before you
want to start the collection of performancemanagement (PM) statistics
and counters. You can select a device or the high availability pair of SDGs,
and select Start PMCollection. An informationmessage is displayed to

indicate whether a successful start of the retrieval of monitoring details
has occurred. Else, an error message denotes a failure in the attempt to
start collection of monitoring information. By default, retrieval and
computation of statistics is enabled. You can terminate the collection of
PM statistics at any time by selecting a device or pair of devices, and
selecting Stop PMCollection. The option to start and stop collection of

monitoringstatistics isa togglebutton.Alternatively, tochangeamanaged
device to be unmanaged and remove it from the administration and
monitoring of Edge Services Director, you can also right-click a device or
a high availability pair of SDGs in the list of devices that are displayed in
the Managed Service Gateways page, and select StopManaging.

Related
Documentation

Creating Service Gateway Groups on page 99•

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Changing a Managed Device to an Unmanaged Device on page 112

• Modifying Discovery Profiles on page 113

111Copyright © 2019, Juniper Networks, Inc.

Chapter 7: Managing Service Delivery Gateways and Groups



• Deleting Discovery Profiles on page 114

Changing aManaged Device to an Unmanaged Device

The Service Gateways—Managed Service Gateways page lists all of the devices that are

currently being controlled and provisioned by the Edge Services Director application. You

can remove the management of such devices from Edge Services Director. For example,

in a certain deployment, you might require certain device characteristics to be separately

configured without a bulk application of settings. In such a case, you can mark the device

as unmanaged, perform the configurations manually using the device CLI interface, and

later decide to add it to the managed devices.

To convert a managed device to an unmanaged device:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. Click the Manage Service Gateways button.

The list of managed SDGs appears. If the SDGs are configured in a high availability

pair, an attempt to unmanage such SDGs causes both the master and standby devices

in the redundancy group to become unmanaged.

NOTE: After youbring adevice under the control andprovisioning of Edge
Services Director, youmight require to define services, policy filters, and
modify certain configuration settings of themanaged devices before you
want to start the collection of performancemanagement (PM) statistics
and counters. You can right-click a device or the high availability pair of
SDGs,andselectStartPMCollection.An informationmessage isdisplayed

to indicatewhether a successful start of the retrieval ofmonitoringdetails
has occurred. Else, an error message denotes a failure in the attempt to
start collection of monitoring information. By default, retrieval and
computation of statistics is enabled. You can terminate the collection of
PM statistics at any time by right-clicking a device or pair of devices, and
selecting Stop PMCollection. The option to start and stop collection of

monitoringstatistics isa togglebutton.Alternatively, tochangeamanaged
device to be unmanaged and remove it from the administration and
monitoring of Edge Services Director, you can also right-click a device or
a high availability pair of SDGs in the list of devices that are displayed in
the Managed Service Gateways page, and select StopManaging.
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5. Select the check box next to the managed SDG or SDG pair that you want to remove

from Edge Services Director administration.

6. Click the Unmanage Service Gateway icon.

The device becomes an unmanaged device and is removed from the managed devices

listing. The device is added to the list of unmanaged devices.

Related
Documentation

Creating Service Gateway Groups on page 99•

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114

Modifying Discovery Profiles

The Discovery Profiles page displays the discovery jobs that you have previously created.

You can edit the properties of a discovery profile, such as adding more devices into a job

or updating the SNMP settings.

To modify a configured discovery profile:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View selector, select Gateway View or Device View. The workspaces that

are available in this view are displayed. The Gateway view displays the service delivery

gateway (SDG) groups and the SDGs that are part of the high availability pair in an

SDG group. The Device view displays the SDGs based on the device type, and within

the device type, the devices are organized by the device model. For example, all models

of MX960 routers are grouped together under one node in the tree

4. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

5. From the View pane, select the All Network item in Gateway view. If you are in Device

view, click the plus sign (+) beside the My Network item in the View pane to expand

the tree and select the device node you want.
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6. From the task pane in Gateway view, select Services Gateways.

The Service Gateways page is displayed.

NOTE: Alternatively, you can select Device View from the View selector,

click the Build icon on the banner, and select Discover Devices from the

task pane to open the Discovery Profiles window to discover andmanage
devices.

7. Select the Discover Gateway option in Gateway view. Alternatively, in Device view,

select the Discover Devices option from the task pane.

8. Select the check box next to the discovery profile that you want to modify.

9. Click the pencil icon above the table of discovery profiles to modify the selected profile.

The Discovery Profile window appears.

10. Modify or add the discovery profile properties by clicking the plus sign or the pencil

icon in the IP Details, SNMP Details, and User Details tables.

11. After you finish modifying all the necessary settings, click Save to save the modified

profile in the database.

Related
Documentation

Creating Service Gateway Groups on page 99•

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Changing a Managed Device to an Unmanaged Device on page 112

• Deleting Discovery Profiles on page 114

Deleting Discovery Profiles

The Discovery Profiles page displays the discovery jobs that you have previously created.

You can delete a discovery profile if you do not need it for discovering devices.

To delete a configured discovery profile:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Services Gateways from the task pane in Gateway view. Alternatively, select

Device Discovery from the task pane in Device view.

The Service Gateways page is displayed.

4. Select the Discover Gateway option in Gateway view. Else, select the Discover Devices

option in Device view.

The list of discovery profiles is displayed.

5. Select the check box next to the discovery profile that you want to delete.

6. Click the red minus (-) icon above the table of listed templates. You are prompted to

confirm the deletion.

7. Click OK to confirm the deletion. The corresponding profile is removed.

Related
Documentation

Creating Service Gateway Groups on page 99•

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Changing a Managed Device to an Unmanaged Device on page 112

• Modifying Discovery Profiles on page 113

Systems of Record in Junos Space Overview

Although by default the Junos Space network you are administering is the system of

record (SOR)—each device defines its own official state—you may prefer to have the

Junos Space Network Management Platform database contain the official state of the

network, enabling you to restore that official state if unwanted out-of-band changes are

made to a device. This feature enables you to designate Junos Space Network

Management Platform as the SOR if you prefer.

• Systems of Record on page 115

• Implications on device management on page 116

Systems of Record

A network managed by Junos Space Network Management Platform contains two

repositories of information about the devices in the network: the devices themselves

(each device defines and reports its official state) and the Junos Space Network

Management Platform database (which contains information that is reported by the

device during device discovery). One of these repositories must have precedence over
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the other as the accepted desirable state. By default, the network itself is the system of

record (NSOR).

In NSOR, when a local user commits a change in the configuration of a network device,

the commit operation triggers a report via system log to Junos Space Network

Management Platform. The values in the Junos Space Network Management Platform

database are automatically changed to match the new device values, and the timestamps

are synchronized. Thus the devices control the contents of the database.

As of version 12.2, you can designate the Junos Space Network Management Platform

database values as having precedence over any values configured locally at a device. In

this scenario, Junos Space Network Management Platform (database) is the system of

record (SSOR). It contains the configurations that the Junos Space administrator considers

best for the network devices. If an out-of-band commit operation is executed on a network

device, Junos Space Network Management Platform receives a system log message, but

the values in the Junos Space Network Management Platform database are not

automatically changed or synchronized. Instead, the administrator can choose whether

or not to overwrite the device's local changes by pushing the accepted configuration to

the device from the Junos Space Network Management Platform database.

The choice of pushing the Junos Space Network Management Platform configuration is

left to the administrator because the local device changes may, for example, be part of

a temporary test that the administrator would not want to interrupt. However, if the

tester forgets to reset the configuration at the end of the test, the administrator might

then push the SSOR configuration to the device.

Implications on devicemanagement

The basic difference between NSOR and SSOR lies in whether or not the Junos Space

Network Management Platform database is automatically synchronized when changes

are made to a network device, and which set of values has precedence.

Setting the Junos Space Network Management Platform database as the system of

record does not protect your network from local changes. The device notifies Junos Space

Network Management Platform via system log when the changes occur, and it does not

resynchronize, so you still have the previous configuration and you can reset the remote

device quickly if you need to do so. In an NSOR scenario, Junos Space Network

Management Platform is also notified via system log. You can still push a more desirable

configuration to the device, but this process is less efficient.

In the NSOR scenario, you can disable automatic resynchronization. When

autoresynchronozation is turned off, the server continues to receive notifications and

goes into the out-of-sync state; however, autoresynchronozation does not run on the

device. You can manually resynchronize a device in such a case.

NSOR with automatic resynchronization disabled is not equivalent to SSOR: manually

resynchronizing under NSOR updates the values in the Junos Space Network Management

Platform database to reflect those on the device. This never happens under SSOR, where

the Junos Space Network Management Platform database values have precedence over

the device values, and synchronizing them involves pushing the database values to the

device, effectively resetting the device’s out-of-band changes.
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Related
Documentation

Resynchronizing Managed SDGs with the Network on page 117•

ResynchronizingManaged SDGswith the Network

If the network is the system of record, you can resynchronize a managed device at any

time. For example, when a managed device is updated by a device administrator from

the device's native GUI or CLI, you can resynchronize the device configuration in the Junos

Space Network Management Platform database with the physical device. (If Junos Space

Network Management Platform is the system of record, this capability is not available.)

To resynchronize a device:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Do either of the following:

• Select Services Gateways > Unmanaged Gateway from the task pane. The

Unmanaged Devices page is displayed.

• Select Services Gateways >Managed Gateway from the task pane. The Managed

Devices page is displayed.

4. Select the devices you want to resychronize and click theRe-synchHostsbutton above

the table of listed service delivery gateways (SDGs) or SDG pairs.

The Resynchronize Devices pop-up window is displayed.

5. Click Confirm.

When a resynchronization job is scheduled to run but another resynchronization job

on the same device is in progress, Junos Space Network Management Platform delays

the scheduled resynchronization job. The time delay is determined by the damper

interval that you set from the application workspace. By default the time delay is 20

seconds. The scheduled job is delayed as long as the other resynchronization job to

the same device is in progress. When the job that is currently running finishes, the

scheduled resynchronization job starts.

NOTE: You can check whether amanaged device was resynchronized with
the network, from the Job Details page. To go to the Job Details page,
double-click the IDof the resynchronization jobon the JobManagementpage.
The Description column on this page specifies whether themanaged device
was resynchronized with the network. If themanaged device was not
resynchronized with the network, the column lists the reason for failure.
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Related
Documentation

• Viewing the Device Inventory Page in Device View of Edge Services Director on page 176

• Resynchronizing Device Configuration on page 342

• Systems of Record in Junos Space Overview on page 115
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CHAPTER 8

Managing KPI Templates

• Understanding Measurement Points, Key Performance Indicators, and Baseline

Values on page 119

• Cloning a KPI Template on page 121

• Deleting KPI Templates on page 128

• Managing KPI Templates on page 129

• Viewing KPI Templates on page 130

• Modifying a KPI Template Associated with a Service Gateway on page 131

UnderstandingMeasurementPoints,KeyPerformance Indicators,andBaselineValues

This chapter topic provides guidelines for monitoring the service quality of an IP network.

It describes how service providers and network administrators can use information

provided by Juniper Networks routers to monitor network performance and capacity. You

should have a thorough understanding of the SNMP and the associated MIB supported

by Junos OS.

NOTE: For a good introduction to the process of monitoring an IP network,
see RFC 2330, Framework for IP Performance Metrics.

This topic contains the following sections:

• Measurement Points on page 119

• Basic Key Performance Indicators on page 120

• Setting Baselines on page 120

Measurement Points

Defining the measurement points where metrics are measured is equally as important

as defining the metrics themselves. This section describes measurement points within

the context of this chapter and helps identify where measurements can be taken from

a service provider network. It is important to understand exactly where a measurement

point is. Measurement points are vital to understanding the implication of what the actual

measurement means.
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An IP network consists of a collection of routers connected by physical links that are all

running the Internet Protocol. You can view the network as a collection of routers with

an ingress (entry) point and an egress (exit) point. See Figure 10 on page 120.

• Network-centric measurements are taken at measurement points that most closely

map to the ingress and egress points for the network itself. For example, to measure

delay across the provider network from Site A to Site B, the measurement points should

be the ingress point to the provider network at Site A and the egress point at Site B.

• Router-centric measurements are taken directly from the routers themselves, but be

careful to ensure that the correct router subcomponents have been identified in

advance.

Figure 10: Network Entry Points

NOTE: Figure 10 on page 120 does not show the client networks at customer
premises, but they would be located on either side of the ingress and egress
points. Although this chapter does not discuss how tomeasure network
services as perceived by these client networks, you can usemeasurements
taken for the service provider network as input into such calculations.

Basic Key Performance Indicators

For example, you could monitor a service provider network for three basic key performance

indicators (KPIs):

• Availability measures the “reachability” of one measurement point from another

measurement point at the network layer (for example, using ICMP ping). The underlying

routing and transport infrastructure of the provider network will support the availability

measurements, with failures highlighted as unavailability.

• Health measures the number and type of errors that are occurring on the provider

network, and can consist of both router-centric and network-centric measurements,

such as hardware failures or packet loss.

• Performance of the provider network measures how well it can support IP services (for

example, in terms of delay or utilization).

Setting Baselines

How well is the provider network performing? We recommend an initial three-month

period of monitoring to identify a network’s normal operational parameters. With this

information, you can recognize exceptions and identify abnormal behavior. You should
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continue baseline monitoring for the lifetime of each measured metric. Over time, you

must be able to recognize performance trends and growth patterns.

Within the context of this chapter, many of the metrics identified do not have an allowable

operational range associated with them. In most cases, you cannot identify the allowable

operational range until you have determined a baseline for the actual variable on a specific

network.

Related
Documentation

Cloning a KPI Template on page 121•

• Deleting KPI Templates on page 128

• Managing KPI Templates on page 129

• Viewing KPI Templates on page 130

Cloning a KPI Template

You clone a template definition to quickly create a new template definition with a new

name but same properties. To modify a template definition without disabling templates

based upon that definition, first clone the definition, then modify the clone.

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. From the task pane, select KPI Templates.

The KPI Templates page is displayed.

NOTE: You can search for a specific template by entering the search
criteria in thesearch field, in the tableabove the listofdisplayed templates.
You can also search the templates based on the SDG, host, or SDG group.

5. Select the template you want to clone.

The Clone KPI Template dialog box is displayed.
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Figure 11: Clone KPI TemplateWindow

6. In theName field, type a user-defined template definition name. A template definition

name cannot exceed 128 characters and can contain only letters, numbers, spaces,

and some special characters. The special characters allowed are hyphen (-),

underscore (_), period (.), at (@), single quote (’), forward slash (/), and ampersand

(&).

7. (Optional) In the Description field, type a user-defined description. (limit of 255

characters). The description cannot exceed 256 characters. The operators who use

the template definition to create templates rely on the description for information on

the template definition.

8. Click Save to save the template.

The dialog box closes and the KPI Template window appears.
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9. On the ADC tab, define the KPI settings for the adaptive delivery controller (ADC)

service. Fill in the fields under this tab as indicated in the following table:

Table 25: ADC Tab

DescriptionField

Select to enable configuration of KPIs for the adaptive delivery controller
(ADC).

ADC KPIs

Select to configure virtual IP address status. Red is displayed for any failure
in the virtual IP status, and green is displayed if there is no virtual IP failure.

VIP Status

Select to configure real servers. Red denotes 0-30 percent of real servers
are up and active, yellow denotes 31-60 percent of real servers are up,
and green denotes 61-100 percent of total real servers are up.

Real Servers Up(%)

Select to configure connection table utilization. The connection table
contains the online information on the current open connections that are
handled by the ADC software. Red denotes 81-100 kilobytes of the table
are utilized, yellow denotes 61-80 kilobytes of utilization, and green denote
0-60 kilobytes of utilization.

Connection Table
Count(K)

Select to configure CPU utilization for control packets as a status indicator.
Red denotes CPU utilization of 81-100 percent, yellow is for 41-80 percent,
and green is for 0-40 percent.

CPU Status Control

Select to configure CPU utilization for data packets as a status indicator.
Red denotes CPU utilization of 96-100 percent, yellow is for 70-95 percent,
and green is for 0-69 percent.

CPU Status (Data)

Select to configure CPU utilization for data cores as a status indicator.
Red denotes CPU utilization of 1-5 cores, yellow is for 6-9 cores, and green
is for 10-21 cores.

NOTE: A core represents a single CPU unit and multiple cores on a chip
often share a memory bus or I/O bus. Virtual processor is a way to optimize
the use of a core by permitting more threads to execute on the same core,
while one thread is awaiting a memory or bus operation. Cores are an
accurate metric of actual performance, as the VP’s optimization is not
constant, but depends on the workload.

CPU Status
(DataCores)

Select to configure network processing unit (NPU) allocation failures as
a health status indicator. Red represents a failure, and green represents
no failures.

NPU Allocation
Failure

Select to configure allocation failures in data plane as a health status
marker in the template. Red represents a failure, and green represents no
failures.

DP Allocation Failure

Select to configure the status of services PICs, such as adaptive or
multiservices PICs. Red represents a failure, and green represents no
failures.

Service PIC Status

Select to configure the status of egress interfaces for services applications.
Red represents a failure, and green represents no failures.

Egress Interface
Status
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10. On the TLB tab, define the KPI settings for the adaptive delivery controller (ADC)

service. Fill in the fields under this tab as indicated in the following table:

Table 26: TLB Tab

DescriptionField

Select to enable configuration of KPIs for traffic load balancer (TLB).TLB KPIs

Select to configure the TLB routing instance composite next-hop status.
Red is displayed if next-hop is not available, and green is displayed if
next-hop is available.

RI Composite Next Hop
Status

Select to configure status of real servers. Red denotes 31-100 percent
of real servers are used, yellow denotes 5-30 percent of real servers are
utilized, and green denotes 0-4 percent of total real servers are utilized.
Servers are configured to be available for hash-based, next-hop session
distribution.

Real Servers Status

Select to configure CPU status for as a status indicator. Red denotes
CPU status of 91-100 percent, yellow is for 60-90 percent, and green
is for 0-59 percent.

CPU Status(%)

Select to configure the status of services PICs, such as adaptive or
multiservices PICs. Red represents a failure, and green represents no
failures.

Service PIC Status

Select to configure the status of egress interfaces for services
applications. Red represents a failure, and green represents no failures.

Egress Interface Status

11. On the CGNAT tab, define the KPI settings for the adaptive delivery controller (ADC)

service. Fill in the fields under this tab as indicated in the following table:

Table 27: CGNAT Tab

DescriptionField

Select to enable configuration of KPIs for carrier-grade NAT (CGNAT)
services.

CGNAT KPIs

Select to configure CPU status for as a status indicator. Red denotes
CPU status of 81-100 percent, yellow is for 60-80 percent, and green
is for 0-59 percent.

CPU Status(%)

Select to configure packet drop probability. Red denotes one or more
packets are dropped, and green denotes no packet drops.

Packet Drop Status)

Select to configure the working status of memory. Red denotes 0-30
percent of efficiency, yellow denotes 31-60 percent of efficiency, and
green denotes 61-100 percent of efficiency.

Memory Status(%)

Select to configure utilization of NAt address pools utilization. Red
denotes 96-100 percent of utilization, yellow denotes 85-95 percent
of utilization , and green denotes 0-84 percent of utilization .

NAT Pool Status(%)
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Table 27: CGNAT Tab (continued)

DescriptionField

Select to configure the status of services PICs, such as adaptive or
multiservices PICs. Red represents a failure, and green represents no
failures.

Service PIC Status

Select to configure CPU utilization for control packets as a status
indicator. Red denotes CPU utilization of 30-00 percent, yellow is for
20-29 percent, and green is for 0-10 percent.

CPU Utilization(%)

12. On the SFW tab, define the KPI settings for the adaptive delivery controller (ADC)

service. Fill in the fields under this tab as indicated in the following table:

Table 28: SFWTab

DescriptionField

Select to enable configuration of KPIs for stateful firewall services.SFW KPIs

Select to configure CPU status for as a status indicator. Red denotes
CPU status of 81-100 percent, yellow is for 60-80 percent, and green
is for 0-59 percent.

CPU Status(%)

Select to configure packet drop probability. Red denotes one or more
packets are dropped, and green denotes no packet drops.

Packet Drop Status

Select to configure the working status of memory. Red denotes 0-30
percent of efficiency, yellow denotes 31-60 percent of efficiency, and
green denotes 61-100 percent of efficiency.

Memory Status(%)

Select to configure utilization of NAt address pools utilization. Red
denotes 96-100 percent of utilization, yellow denotes 85-95 percent
of utilization , and green denotes 0-84 percent of utilization .

NAT Pool Status(%)

Select to configure the status of services PICs, such as adaptive or
multiservices PICs. Red represents a failure, and green represents no
failures.

Service PIC Status

13. On the Chassis tab, define the KPI settings for the adaptive delivery controller (ADC)

service. Fill in the fields under this tab as indicated in the following table:

Table 29: Chassis Tab

DescriptionField

Select to enable configuration of KPIs for chassis operations.Chassis KPIs

Select to enable configuration of KPIs for chassis-level processes and
parameters.

Chassis Level KPIs
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Table 29: Chassis Tab (continued)

DescriptionField

Select to configure failure of power supplies as a status marker. Red
denotes a failure, and green denotes no failure.

Power Supply
Failure

Select to configure failure of fans as a status marker. Red denotes a failure,
and green denotes no failure.

Fan Failure

Select to configure failure of FRUs as a status marker. Red denotes a
failure, and green denotes no failure.

FRU Failure

Select to configure temperature of chassis as a metric. Red denotes 95-100
percent of over temperature condition, yellow denotes 80-94 percent,
and green denotes 0-70 percent.

Over Temperature

Select to configure CPU utilization of the chasiss as a metric. Red denotes
95-100 percent of CPU usage, yellow denotes 80-94 percent, and green
denotes 0-70 percent.

CPU Utilization(%)

Select to configure the percentage of memory used by the entire chassis.
If this number exceeds 80 percent, you might experience a software
problem (memory leak). Red denotes 95-100 percent of usage, yellow
denotes 80-94 percent, and green denotes 0-70 percent.

Memory Status(%)

Select to enable configuration of KPIs for slot-based processes and
parameters.

Slot Level KPIs

RE Tab

Select to configure Routing Engine characteristics.RE

Select to configure temperature of Routing Engines as a metric. Red
denotes 95-100 percent of over temperature condition, yellow denotes
80-94 percent, and green denotes 0-70 percent.

Temperature

Select to configure CPU utilization of Routing Engines as a metric. Red
denotes 95-100 percent of CPU usage, yellow denotes 80-94 percent,
and green denotes 0-70 percent.

CPU Utilization(%)

Select to configure the percentage of heap space (dynamic memory)
being used by the Routing Engine . If this number exceeds 80 percent, you
might experience a software problem (memory leak). Red denotes 95-100
percent of usage, yellow denotes 80-94 percent, and green denotes 0-70
percent.

Memory(Heap)

Select to configure the percentage of buffer memory space being used by
the Routing Engine processor for buffering internal messages. Red denotes
95-100 percent of usage, yellow denotes 80-94 percent, and green
denotes 0-70 percent.

Buffer

Service PIC Tab

Select to configure service PIC characteristics.Service PIC
(MS-DPC)

Copyright © 2019, Juniper Networks, Inc.126

Edge Services Director User Guide



Table 29: Chassis Tab (continued)

DescriptionField

Select to configure temperature of service PIC as a metric. Red denotes
95-100 percent of over temperature condition, yellow denotes 80-94
percent, and green denotes 0-70 percent.

Temperature

Select to configure CPU utilization of services PICs as a metric. Red denotes
95-100 percent of CPU usage, yellow denotes 80-94 percent, and green
denotes 0-70 percent.

CPU Utilization(%)

Select to configure the percentage of heap space (dynamic memory)
being used by the services PICs. If this number exceeds 80 percent, you
might experience a software problem (memory leak). Red denotes 95-100
percent of usage, yellow denotes 80-94 percent, and green denotes 0-70
percent.

Memory(Heap)

Select to configure the percentage of buffer memory space being used by
the service PICs for buffering internal messages. Red denotes 95-100
percent of usage, yellow denotes 80-94 percent, and green denotes 0-70
percent.

Buffer

Select to configure packet drop probability. Red denotes one or more
packets are dropped, and green denotes no packet drops.

Packet Drop Status)

FPC Tab

Select to configure FPC characteristics.FPC

Select to configure temperature of the FPC as a metric. Red denotes
95-100 percent of over temperature condition, yellow denotes 80-94
percent, and green denotes 0-70 percent.

Temperature

Select to configure CPU utilization of FPCs as a metric. Red denotes 95-100
percent of CPU usage, yellow denotes 80-94 percent, and green denotes
0-70 percent.

CPU Utilization(%)

Select to configure the percentage of heap space (dynamic memory)
being used by the FPCs. If this number exceeds 80 percent, you might
experience a software problem (memory leak). Red denotes 95-100
percent of usage, yellow denotes 80-94 percent, and green denotes 0-70
percent.

Memory(Heap)

Select to configure the percentage of buffer memory space being used by
the FPCs for buffering internal messages. Red denotes 95-100 percent of
usage, yellow denotes 80-94 percent, and green denotes 0-70 percent.

Buffer

14. On the HA tab, define the KPI settings for the high availability service. Fill in the fields

under this tab as indicated in the following table:
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Table 30: HA Tab

DescriptionField

Select to enable configuration of KPIs for high availability services.HA KPIs

Select to specify the status of SDGs. Red denotes a failure, and green
indicates no failure.

SDG Status

Select to configure packet drops during BGP advertisements. Red
denotes a packet drop, and green denotes no packet drops.

BGP Advertising

Select to configure the status of Virtual Router Redundancy Protocol
(VRRP). Red denotes a failure, and green indicates no failure.

VRRP Status

Select to configure inter-chassis high availability status of
carrier-grade NAT. Red denotes a failure, and green indicates no
failure.

CGNAT SFW HA Status

Select to configure the status of routes in CGNAT. Red denotes a
failure, and green indicates no failure.

CGNAT Route Status

Select to configure the status of routes in the ADC virtual server. Red
denotes a failure, and green indicates no failure.

ADC VIP Route Status

Select to configure the route status in a TLB routing instance. Red
denotes a failure, and green indicates no failure.

TLB RI Route Status

15. Click Save to save the template definition for the different service types.

Related
Documentation

Understanding Measurement Points, Key Performance Indicators, and Baseline Values

on page 119

•

Deleting KPI Templates

The KPI Templates page displays the definitions you created to configure KPIs for the

different services in your service delivery gateway (SDG) devices. The templates are

sorted by name. You can delete a KPI template that is not referenced by an SDG.

To delete the configured KPI templates:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select KPI Templates.
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The KPI Templates page is displayed.

4. Select the template you want to delete.

5. Click the red minus (-) icon above the table of listed templates. You are prompted to

confirm whether you want to delete the selected template. Click OK to confirm the

deletion.

The corresponding template is removed from the database.

Related
Documentation

Understanding Measurement Points, Key Performance Indicators, and Baseline Values

on page 119

•

• Cloning a KPI Template on page 121

• Managing KPI Templates on page 129

• Viewing KPI Templates on page 130

Managing KPI Templates

The KPI Templates page displays the definitions you created to configure KPIs for the

different services in your service delivery gateway (SDG) devices. The templates are

sorted by name.

The KPI Templates page provides the metrics that are used in evaluating the health and

operating efficiency of an SDG. A preconfigured, system-supplied KPI template is available

and it is not editable. You can create a copy of the predefined, system template and edit

it for your needs. During a discovery of an SDG, all the KPI templates in the system are

displayed and you can associate the appropriate KPI template with the SDG. During KPI

template association, a copy of the selected KPI template is associated with the SDG.

This behavior indicates that the base KPI template has no link to the KPI details on the

SDG after association. As a result, any changes performed to the base template are not

propagated to the SDG. Instead, you must modify the KPI template for each SDG. The

KPI Templates page enables you to edit the KPI details of a selected SDG.

You can perform the following tasks from this page under Build mode:

• View KPI templates

• Clone a KPI template

• Delete a KPI template

• Modify a KPI Template

Related
Documentation

Understanding Measurement Points, Key Performance Indicators, and Baseline Values

on page 119

•

• Deleting KPI Templates on page 128

• Viewing KPI Templates on page 130
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Viewing KPI Templates

The KPI Templates page displays the definitions you created to configure KPIs for the

different services in your service delivery gateway (SDG) devices. The templates are

sorted by name.

To view the configured KPI templates:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view.

4. From the task pane, select KPI Templates.

The KPI Templates page is displayed. The page is divided into two halves. The top

part of the page displays two graphs, while the bottom part of the page displays all

the configured KPI templates.

Figure 12: KPI Templates Page

Of the two graphs, one of them is the Associated KPI Template Count graph. This pie

graph illustrates the percentage of templates, out of the total number of templates, that

are associated with SDGs. The Used type denotes the templates associated with SDGs,

while the Unused type denotes the templates that are not mapped to any SDG. The other
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graph is a bar chart. The Enabled KPIs Status bar chart shows the different service types

on the x-axis and the number of KPIs that are defined for each service type on the y-axis.

For example, a count of 5 for the TLB service type signifies that five KPI templates contain

TLB service attributes.

The lower half of the Templates page displays the following fields in a tabular view:

You clone a template definition to quickly create a new template definition with a new

name but same properties. To modify a template definition without disabling templates

based upon that definition, first clone the definition, then modify the clone.

Table 31: KPI Templates View

DescriptionField

Name of the KPI template.Name

User-defined description of the template.Description

Name of the user that created the templateCreated By

Time and date when the KPI template was created. The displayed
timezone depends on the server timezone.

Created Time

Time and date when the KPI template was last updated. The
displayed timezone depends on the server timezone.

Modified Time

Related
Documentation

Understanding Measurement Points, Key Performance Indicators, and Baseline Values

on page 119

•

• Cloning a KPI Template on page 121

• Deleting KPI Templates on page 128

• Managing KPI Templates on page 129

Modifying a KPI Template Associatedwith a Service Gateway

You can modify the KPI template characteristics for the different services. You can select

a managed device with which a KPI template is associated and change the KPI settings

to specify monitoring criteria critical for service operations and administration. On the

dashboard, the SDGs are colored as orange, red, green, or gray to indicate the health and

performance of the SDGs based on the applied KPI templates.
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To modify the KPI template associated with a managed service gateway:

1. From the View selector, select Gateway View.

The workspaces that are applicable to this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. You can also click

the plus sign (+) beside the All Network item in the View pane to expand the tree and

select the device node you want.

4. From the task pane, select Services Gateways.

The Service Gateways page is displayed.

5. Select the Manage Service Gateways option.

The list of managed SDGs appears. If the SDGs are configured in a high availability

pair, the details of both the devices in the pair are exported.

6. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the

individual SDG for which you want to view the device details.

The SDG for which you want to modify KPI template details is selected.

7. Click the down arrow in the Modify button at the top of the table of managed SDGs

that are listed, and select KPI Details.

The Edit KPI Details for Service Gateway dialog box is displayed.

8. Modify the settings as described in “Cloning a KPI Template” on page 121.

9. Click Save to save the template definition for the different service types.

You are returned to the Managed Service Gateways page.

Related
Documentation

• Discovering Devices on page 85

• Exporting Managed Device Details to a CSV File on page 94

• Changing an Unmanaged Device to a Managed Device on page 95

• Modifying the SDG Group and KPI Templates for a Device on page 97

• Scheduling the Discovery of Devices on page 98
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CHAPTER 9

Viewing the Device Inventory

• Viewing the Device Inventory Page on page 133

• Viewing Device Statistics on page 141

• Viewing Configuration Details of Services on Devices on page 144

• Viewing Discovery Logs on page 146

• Viewing Discovery Profiles on page 147

Viewing the Device Inventory Page

The Device Inventory page lists devices managed by Edge Services Director and provides

basic information about the devices, such as IP address and current operating status,

and configured services, such as server load balancing (SLB) and carrier grade NAT

(CGNAT). The Device Inventory page is available in Build mode.

Hardware inventory information shows the slots that are available for a device and

provides information about power supplies, chassis cards, fans, part numbers, and so

forth. Edge Services Director displays hardware inventory by device name, based on data

retrieved both from the device during discovery and resynchronization operations, and

from the data stored in the hardware catalog. For each managed device, the hardware

catalog provides descriptions for field replaceable units (FRUs), part numbers, model

numbers, and the pluggable locations from which empty slots are determined.

The Device Inventory page provides two pie charts that summarize the status of the

devices and services in your network environment. You can remove or restore a category

(segment) from the pie chart by clicking that segment in the chart.

To view the device inventory page:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the View pane, select the All Network item in Gateway view. You can also click

the plus sign (+) beside the All Network item in the View pane to expand the tree and

select the device node you want.

4. From the task pane in Gateway view, select Inventory > View Inventory.

The Device Inventory page for the entire network, the SDG group, or the particular

SDG is displayed, depending on the view or perspective you selected.

Figure 13: Device Inventory Page

The following charts are displayed in the top half of the page:

• Connection State—Shows the proportion of devices that are up or down. In this chart,

Virtual Chassis count as one device. The possible connection states are:

• UP—Device is connected to Edge Services Director.

• DOWN—Device is not connected to Edge Services Director.

• N/A—Device connection state is not available.

• Managed Status—Shows the proportion of devices in each configuration state. See

Table 32 on page 134 for definitions of the configuration states.

Table 32: Managed Status Pie Chart

DescriptionField

The configuration on the device is in sync with the Edge Services Director
configuration for the device.

In Sync
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Table 32: Managed Status Pie Chart (continued)

DescriptionField

The configuration on the device does not match the Edge Services Director
configuration for the device. This state is usually the result of the device
configuration being altered outside of Edge Services Director.

You cannot deploy configuration on a device from Edge Services Director
when the device is Out Of Sync. To resolve this state, use the Resynchronize
Device Configuration task in Deploy mode.

Out Of Sync

An attempt to resynchronize an Out Of Sync device failed.Sync failed

The device configuration is in the process of being resynchronized.Synchronizing

The device is down or is an access point.N/A

Mouse over a pie segment to view the actual number of devices and the percentage

represented by that pie segment.

In the left pane, which displays all the configured SDGs in a tree format, the All Service

Gateways option is selected by default. The right pane that displays the pie graphs and

the corresponding tabular details of services, hardware, and interfaces in the bottom

part of the right pane are corresponding with the All Service Gateways selection. You can

select a specific SDG from the left pane and the right pane details are appropriately

shown.

The lower half of the Inventory page contains three tabs—Gateway, Hardware, and

Interface. These tabs are displayed only if you expand the All Network item in the View

pane and select a device node or SDG. Otherwise, only the fields under the Gateway tab

are displayed.

Table 23 on page 103 describes the fields under the Gateway tab of the Device Inventory

table.

Table 33: Fields Under the Gateway Tab

DescriptionField

Hostname of the device.Host Name

Software version the device is running.Version

IP address configured for the device.IP Address

Device family to which the device belongs. Hardware family such as Junos
OS is displayed.

Device Family

Model number of the device.Platform
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Table 33: Fields Under the Gateway Tab (continued)

DescriptionField

Device’s state:

• UP—Edge Services Director can communicate with the device.

• DOWN—Edge Services Director cannot communicate with the device.

Connection Status

Indicates whether the device’s configuration is in sync with Edge Services
Director’s version:

• Connecting—The device is being contacted to establish a connection.

• In Sync—The configuration on the device is in sync with the Edge
Services Director configuration for the device.

• Out Of Sync—The configuration on the device does not match the Edge
Services Director configuration for the device. This state is usually the
result of the device configuration being altered outside of Edge Services
Director.

You cannot deploy configuration on a device when the device is Out
Of Sync. To resolve this state, use the Resynchronize Device
Configuration task in Deploy mode.

• Synchronizing—The device configuration is in the process of being
resynchronized.

• Sync failed—An attempt to resynchronize an Out Of Sync device failed.

Managed Status

Name of the service delivery gateway.Service Gateway

Name of the group to which the SDG is assigned.Service Gateway
Group

Table 34 on page 136 describes the fields under the Hardware tab of the Device Inventory

table.

Table 34: Fields Under the Hardware Tab

DescriptionField

Name of the SDG and the platform type, such as MX240 or MX480. Click the plus
sign (+) to expand the tree to display the components of the device, such as chassis,
PIC, CPU, and PIC parameters. Information about the chassis, midplane, craft
interface (FPM), power midplane (PMP), Power Supply Modules (PSMs), Power
Distribution Modules (PDMs), Routing Engines, Control Boards (CBs) and Switch
Processor Mezzanine Boards (SPMBs), Switch Fabric Boards (SFBs), Flexible PIC
Concentrators (FPCs), PICs, adapter cards (ADCs) and fan trays is displayed.

Module

Model number of the FRU hardware component.Model
Number

Model of the FRU component.Model

Part number of the chassis component.Part
Number
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Table 34: Fields Under the Hardware Tab (continued)

DescriptionField

Serial number of the chassis component. The serial number of the backplane is
also the serial number of the router chassis. Use this serial number when you need
to contact Juniper Networks Customer Support about the router or switch chassis.

Serial
Number
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Table 34: Fields Under the Hardware Tab (continued)

DescriptionField

Description
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Table 34: Fields Under the Hardware Tab (continued)

DescriptionField

Brief description of the hardware item:

• Type of power supply.

• Type of PIC. If the PIC type is not supported on the current software release, the
output states Hardware Not Supported.

• Type of FPC: FPC Type 1, FPC Type 2, FPC Type 3, FPC Type 4 , or FPC TypeOC192.

On EX Series switches, a brief description of the FPC.

On the J Series routers, the FPC type corresponds to the Physical Interface Module
(PIM). The following list shows the PIM abbreviation in the output and the
corresponding PIM name.

• 2x FE—Either two built-in Fast Ethernet interfaces (fixed PIM) or dual-port
Fast Ethernet PIM

• 4x FE—4-port Fast Ethernet ePIM

• 1x GE Copper—Copper Gigabit Ethernet ePIM (one 10-Mbps, 100-Mbps, or
1000-Mbps port)

• 1x GE SFP—SFP Gigabit Ethernet ePIM (one fiber port)

• 4x GE Base PIC—Four built-in Gigabit Ethernet ports on a J4350 or J6350
chassis (fixed PIM)

• 2x Serial—Dual-port serial PIM

• 2x T1—Dual-port T1 PIM

• 2x E1—Dual-port E1 PIM

• 2x CT1E1—Dual-port channelized T1/E1 PIM

• 1x T3—T3 PIM (one port)

• 1x E3—E3 PIM (one port)

• 4x BRI S/T—4-port ISDN BRI S/T PIM

• 4x BRI U—4-port ISDN BRI U PIM

• 1x ADSL Annex A—ADSL 2/2+ Annex A PIM (one port, for POTS)

• 1x ADSL Annex B—ADSL 2/2+ Annex B PIM (one port, for ISDN)

• 2x SHDSL (ATM)—G SHDSL PIM (2-port two-wire module or 1-port four-wire
module)

• 1x TGM550—TGM550 Telephony Gateway Module (Avaya VoIP gateway
module with one console port, two analog LINE ports, and two analog TRUNK
ports)

• 1x DS1 TIM510—TIM510 E1/T1 Telephony Interface Module (Avaya VoIP media
module with one E1 or T1 trunk termination port and ISDN PRI backup)

• 4x FXS, 4xFX0, TIM514—TIM514 Analog Telephony Interface Module (Avaya
VoIP media module with four analog LINEports and four analogTRUNKports)

• 4x BRI TIM521—TIM521 BRI Telephony Interface Module (Avaya VoIP media
module with four ISDN BRI ports)

• Crypto Accelerator Module—For enhanced performance of cryptographic
algorithms used in IP Security (IPsec) services

• MPCM 16x 10GE—16-port 10-Gigabit Module Port Concentrator that supports
SFP+ optical transceivers. (Not on EX Series switches.)

• For hosts, the Routing Engine type.

• For small form-factor pluggable transceiver (SFP) modules, the type of fiber:
LX, SX, LH, or T.

• LCD description for EX Series switches (except EX2200 switches).
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Table 34: Fields Under the Hardware Tab (continued)

DescriptionField

MPC2—1-port MPC2 that supports two separate slots for MICs.•

• MPC3E—1-port MPC3E that supports two separate slots for MICs
(MIC-3D-1X100GE-CFP and MIC-3D-20GE-SFP) on MX960, MX480, and MX240
routers. The MPC3E maps one MIC to one PIC (1 MIC, 1 PIC), which differs from
the mapping of legacy MPCs.

• 100GBASE-LR4, pluggable CFP optics

• Supports the Enhanced MX Switch Control Board with fabric redundancy and
existing SCBs without fabric redundancy.

• Interoperates with existing MX Series line cards, including Flexible Port
Concentrators (FPC), Dense Port Concentrators (DPCs), and Modular Port
Concentrators (MPCs).

• MPC4E—Fixed configuration MPC4E that is available in two flavors:
MPC4E-3D-32XGE-SFPP and MPC4E-3D-2CGE-8XGE on MX2020, MX960,
MX480, and MX240 routers.

• LCD description for MX Series routers

Table 35 on page 140 describes the fields under the Interface tab of the Device Inventory

table.

Table 35: Fields Under the Interface Tab

DescriptionField

Hostname of the SDG.Host Name

Name of the physical interface.Physical Interface Name

IP address configured on the interface.IP Address

MAC address configured on the interfaceMAC Address

Operational status of the physical interface: Up, Down.Operation Status

Administrative state of the interface: Enabled or Disabled. If the
interface is disabled, it can provide network connectivity, but it
cannot provide power to connected devices.

Admin Status

Encapsulation type configured on the interface.Link Level Type

Data transmission type.Link Type

Speed at which the interface is running.Speed

Maximum transmission unit size on the physical interface.MTU

Configured textual description of the interface.Description
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To view configuration and run-time information for devices:

1. Sort the table by mousing over the column header for the data you want to sort by

and clicking the down arrow. Select Sort Ascending or Sort Descending.

2. Show columns not in the default table view, or hide columns, as follows:

1. Mouse over any column header and click the down arrow.

2. Select Columns from the menu.

3. Select the check boxes for columns that you want to view. Clear the check boxes

for columns that you want to hide.

3. View information about devices as follows:

• To restrict the display of devices, enter a search criterion of one or more characters

in the Search bar and press Enter.

All devices that match the search criterion are shown in the main display area.

Related
Documentation

Viewing Device Statistics on page 141•

• Viewing Configuration Details of Services on Devices on page 144

• Viewing Discovery Logs on page 146

• Viewing Discovery Profiles on page 147

Viewing Device Statistics

The Devices statistics page provides three types of data for managed devices:

• Device Count by Platform—The number of Juniper Networks devices organized by type

• Device Status—The connection status of managed devices on the network

• Device Count by OS—The number of devices running a particular Junos OS release

To view device statistics, from the Junos Space Network Management Platform user

interface, select Devices. The Devices landing page is displayed. This page displays the

charts related to devices.

This topic includes the following tasks:

• Viewing the Number of Devices by Platform on page 142

• Viewing Connection Status for Devices on page 142

• Viewing Devices by Junos OS Release on page 143
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Viewing the Number of Devices by Platform

Figure 14 on page 142 shows the Device Count by Platform report. The bar chart shows

the number of Juniper Networks devices on the y-axis discovered by platform type on

the x-axis. Each vertical bar in the chart displays the number of managed devices for a

platform.

Figure 14: Device Count by Platform Report

To view more detailed information about devices per platform:

• Click a bar in the bar graph. The Device Management inventory page appears filtered

by the device type you selected. See Viewing Managed Devices.

To save the bar chart as an image or to print for presentations or reporting:

• Right-click the bar chart and use the menu to save or print the image.

Viewing Connection Status for Devices
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Figure 15 on page 143 shows the Device Status report. The pie chart displays the percentage

and number of devices that are connected and disconnected on the network. The up or

down status is expressed as a percentage of the total number of devices.

Figure 15: Device Status Report

To view more detailed device status information:

• Click a slice in the pie chart. The Device Management inventory page appears filtered

by the devices that are up or down. See Viewing Managed Devices.

To save the pie chart as an image or to print for presentations or reporting:

• Right-click the bar chart and use the menu to save or print the image.

Viewing Devices by Junos OS Release
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Figure 16 on page 144 shows the Device Count by OS report. The bar chart shows the

number of Juniper Networks devices on the network (the y-axis) categorized by running

a certain Junos OS release (the x-axis).

Figure 16: Device Count by OS Report

To view more detailed information about devices running a particular Junos OS release:

• Click a bar in the chart. The Device Management inventory page appears. See Viewing

ManagedDevices in the JunosSpaceNetworkApplicationPlatformUserGuide for details.

To save the pie chart as an image or to print for presentations or reporting:

• Right-click the bar chart and use the menu to save or print the image.

Related
Documentation

Viewing the Device Inventory Page on page 133•

• Viewing Configuration Details of Services on Devices on page 144

• Viewing Discovery Logs on page 146

• Viewing Discovery Profiles on page 147

Viewing Configuration Details of Services on Devices

The view configuration capability enables you to see extensive, comprehensive

configuration settings of a device. The settings of each service configured, such as ADC

or TLB, and the options or substatements for each service, such as service PICs and

client-facing interfaces, are displayed. For each service instance configured on a device,

you can view granular information on each attribute of a service instance.
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The configuration details are displayed in property view and configuration view. The

property view is useful if you want a GUI, tree-based structure of display. In this view, you

can drill-down the tree and view data about each of the service attributes. Property view

is simple view of configuration as key value pair. The dynamic fields in form view are

defined using parameters. The configuration view is beneficial if you are familiar with the

CLI interface structure and want to view service attributes in the form of configuration

stanzas and hierarchy levels. This display is similar to the show command that you can

use at a certain [edit] hierarchy level to view the defined settings. Each level in the

hierarchy is indented to indicate each statement's relative position in the hierarchy.

To view the configuration details of services on a device:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. You can also click

the plus sign (+) beside the All Network item in the View pane to expand the tree and

select the device node you want.

4. SelectServicesGateways from the task pane. The Service Gateways page is displayed.

5. Select the check box next to the discovered device for which you want to view the

services configured.

The device for which you want to view the configuration of services is selected.

6. Click the View Configuration icon above the table of displayed devices. The View

Service page is displayed.

The page is divided into three panes. The left pane displays a tree of all configured

services. Click the plus sign (+) for each service to expand and view the service

instances contained in a service. The middle pane displays the components or

attributes of the selected service instance. The rightmost pane displays the attributes

of the service instance in property or config view.

7. Click the Service Details option from the left pane. The list of services corresponding

to the selected SDG pair is displayed.

8. Mouse over the middle pane that lists the service instance components to highlight

the component and view its name.

9. Select the service instance from the left pane. Drill down until you locate the instance

you need. The graphical representation of the components of the service instance are
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shown in the middle pane. The categories and the elements of the components are

shown.

When you click a different component or attribute of the service instance, the property

or config view is refreshed accordingly.

10. Select the Property View tab if you want to view the parameters in a tree-based, key

value pair structure. Select the Config View tab if you want to view the parameters in

a CLI structure.

Related
Documentation

Viewing the Device Inventory Page on page 133•

• Viewing Device Statistics on page 141

• Viewing Discovery Logs on page 146

• Viewing Discovery Profiles on page 147

Viewing Discovery Logs

Discovery logs are prepared and stored on each stage of the SDG discovery. All these

discovery logs are stored in the discovery audit log database. When you initiate the request

to view the system event logging messages, the logs for the selected device are retrieved

and displayed with the timestamp of the recording.

To view the details of a discovery log:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. You can also click

the plus sign (+) beside the All Network item in the View pane to expand the tree and

select the device node you want.

4. SelectServicesGateways from the task pane. The Service Gateways page is displayed.

5. Select the Unmanaged Devices option. The list of discovered devices are displayed.

6. Select the check box next to the discovered device for which you want to view the

logs.

7. Click theViewDiscovery Logs icon above the table of displayed devices. The Discovery

Log window is displayed.
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The timestamp is the UTC time in database that is mapped to the local time zone of

client computer. The description of the log is displayed in color-coded format. Red

indicates error severity, orange indicates severity level of warning, and black indicates

an informational message.

8. In the Service Delivery Host Discovery Log window, you can sort and view the log

messages that pertain to a severity level to quickly, effectively identify and separate

only the logs that are of relevance to you. To filter the logs based on a severity level,

select the check boxes next to the severity levels, such as Error, Warning, or Info and

click the search icon to display based on the match criterion. Click the red cross (x)

icon to clear the applied filter and display the logs corresponding to all severity levels.

If you rediscover a device, the logs display a cumulative, consolidated list of all of the

messages generated during all of the discovery attempts.

9. Click Refresh if you want updated snapshots of the logs to be displayed. The refresh

process causes a request to be sent to the device and retrieval of the latest logs occurs.

10. After you finish viewing the profile settings, click Close to return to the page that

displays all the discovery profiles.

Related
Documentation

Viewing the Device Inventory Page on page 133•

• Viewing Device Statistics on page 141

• Viewing Configuration Details of Services on Devices on page 144

• Viewing Discovery Profiles on page 147

Viewing Discovery Profiles

The Discovery Profiles page displays the discovery jobs that you have previously created.

You can examine the parameters contained in a discovery profile before you modify or

want to create a fresh profile. All of the discovery details, such as the device attributes

and credentials for connecting to it, are shown.

To view the details of a configured discovery profile:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. You can also click

the plus sign (+) beside the All Network item in the View pane to expand the tree and

select the device node you want.
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4. SelectServicesGateways from the task pane. The Service Gateways page is displayed.

5. Select the Discover Devices option.

6. Select the check box next to the discovery profile that you want to view.

7. Click the ViewDiscovery Profile Details icon above the table of displayed profiles. The

View Discovery Profile Details window is displayed.

The following fields are displayed in this window:

DescriptionField

Unique name of the discovery profileName

User-defined description of the profileDescription

Discover Targets

Indicates whether hostname or IP address of the devices in the
profile are configured.

Type

Hostname or IP address of the devices in the profileValue

Credentials

Name of the user to connect to the devices in the discovery profile.UserName

Password for authentication to the devices in the profile displayed
as a set of asterisks

Password

Protocol Details

Version of SNMP, such as SNMPv1, v2C, or v3.SNMP Version

Parameters such as the privacy and authentication details for
SNMP.

Details

8. After you finish viewing the profile settings, click Close to return to the page that

displays all the discovery profiles.

Related
Documentation

• Viewing the Device Inventory Page on page 133

• Viewing Device Statistics on page 141

• Viewing Configuration Details of Services on Devices on page 144

• Viewing Discovery Logs on page 146

Copyright © 2019, Juniper Networks, Inc.148

Edge Services Director User Guide



PART 4

Location and Device Views of Build Mode

• Location View Configuration on page 151

• Device Management on page 173
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CHAPTER 10

Location View Configuration

• Understanding Build Mode in Location and Device Views of Edge Services

Director on page 151

• Understanding the Location View on page 154

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163

• Deleting Sites, Buildings, Floors, Wiring Closets, and Devices on page 164

• Setting Up Closets on page 166

• Setting Up the Location View on page 168

Understanding Build Mode in Location and Device Views of Edge Services Director

In Build mode, you build the network managed by Junos Space Edge Services Director.

It provides you with the ability to use device discovery to bring devices under Edge Services

Director management, to customize your view of the devices, to configure devices, and

to perform some common device management tasks.

This topic describes:

• Discovering Devices on page 151

• Building the Location and Custom Views on page 152

• Configuring Devices on page 153

• Managing Devices on page 154

Discovering Devices

Device discovery finds your network devices and brings them under Edge Services Director

management. You provide Edge Services Director with identifying information about the

devices you want Edge Services Director to manage—an IP address or hostname, an IP

address range, an IP subnetwork, or a CSV file that contains this information. Edge Services

Director uses the information to probe the devices by using either ping or SNMP get
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requests. If a device probe is successful, Edge Services Director then attempts to make

an SSH connection to the device using the login credentials you supply. If the connection

is successful and the device is a supported device, Edge Services Director adds the device

to its database of managed devices. Edge Services Director uses Juniper Network’s Device

Management Interface (DMI), which is an extension to the NETCONF network

configuration protocol, to connect to and configure its managed devices.

You can also discover devices using the device discovery feature provided by the Junos

Space Network Management Platform. Devices you discover using Junos Space device

discovery are brought under Edge Services Director management if they are supported

by Edge Services Director.

Besides bringing your devices under Edge Services Director management, device discovery:

• Reads the device configuration and saves it in the Junos Space configuration database.

Edge Services Director uses this record of the device configuration to determine what

configuration commands it needs to send to a device when you deploy the configuration

on the device. For this reason, it is important for the Junos Space configuration record

to match, or be in sync with, the device configuration. For more information about how

the Junos Space configuration record and device configuration are kept in sync, see

“Understanding Resynchronization of Device Configuration” on page 69.

• Imports the device configuration into the Build mode configuration. For more information

about importing device configurations, see “Importing Device Configurations” on

page 67.

Building the Location and CustomViews

When a device is discovered in the physical network mode, it is added to the network

tree in the View pane.

In Location View, all discovered devices are added to the Unassigned node. You can use

Build mode to create the Location View—that is, create the sites, buildings, floors, closets,

and outdoor areas that reflect the physical location of your network devices—and to

assign the discovered devices to these locations.

The Custom Group View displays only the top level—My Network—until you create one

or more custom groups. Custom group is another way of grouping your devices based

on your business needs. You can create custom groups and add devices to each custom

group. You can manually add devices to a custom group or you can define rules to add

devices, that match the rule condition, to the custom group once they are discovered by

Edge Services Director. You can view the custom groups and devices that are assigned

to each group in the Custom Group view.

NOTE: This section does not apply to virtual devices that Edge Services
Director manages.
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Configuring Devices

In Build mode, you can define the configuration of network devices in your Physical

network. To support rapid, large-scale deployment of devices, you can define much of

your Build mode configuration in a set of profiles. You can reference profiles in other

profiles or apply them to multiple objects in your network—devices, ports, radios, logical

entities. For example, you can create a class-of-service (CoS) profile that contains settings

that are appropriate for point-to-point, Layer 3 VPN, and VPLS services that you can

manage, provision, and monitor in Service View of Edge Services Director.

In addition to creating configuration profiles, in Build mode you can configure Link

Aggregation Groups (LAGs) on routers.

Deploying Device Configurations

After you build your device configurations in Build mode, you need to deploy the

configurations on the devices. None of the configurations you create in Build mode affect

your devices until the configurations are actually deployed on the devices.

To deploy the configuration on devices, use Deploy mode. When you change a device’s

configuration in Build mode, the device becomes available in Deploy mode for

configuration deployment.

Importing Device Configurations

As part of device discovery, Edge Services Director analyzes the configuration of a newly

discovered device and automatically imports the configuration into the Build mode

configuration for that device. For example, as part of the discovery of a wireless LAN

controller, Edge Services Director imports the configurations of wireless access points

from the controller and makes them available for viewing and modification under the

Manage Access Point task for that controller.

As it imports the device configuration, Edge Services Director automatically creates

profiles to match the configuration. It first determines whether any existing profiles match

the configuration, and if so, assigns those profiles to the device. It then creates and assigns

new profiles as needed. For example, if an access switch has some ports that match the

configuration of an existing Port profile, Edge Services Director assigns the existing Port

profile to those ports. For the other ports, Edge Services Director creates as many Port

profiles as needed to match the port configurations and assigns them to the ports.

You can manage the profiles that Edge Services Director creates as part of device

discovery in the same way that you manage user-created profiles—that is, you can modify,

delete, or assign them to other devices.

Out-of-Band Configuration Changes

Out-of-band configuration changes are configuration changes made to a device outside

of Edge Services Director. Examples include changes made by:
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• Using the device CLI.

• Using the device Web-based management interface (the J-Web interface or Web

View).

• Using the Junos Space Network Management Platform configuration editor.

• Using RingMaster software.

• Restoring or replacing device configuration files.

When an out-of-band change is made, the device configuration no longer matches the

Build mode configuration, and the device configuration state changes to out of sync. You

cannot deploy configuration on a device that is out of sync. Use the Resynchronize Device

Configuration task in Deploy mode to resynchronize the device configuration. For more

information about how Edge Services Director resolves out-of-band configuration changes

and synchronizes the Build mode configuration with the device configuration, see

“Understanding Resynchronization of Device Configuration” on page 69.

TIP: Before youmake configuration changes in Build mode, make sure that
devices that will be affected are in sync. Resynchronizing the device
configuration can result in losing pending Buildmode configuration changes
for that device.

Managing Devices

In addition to the tasks that allow you to build your network, Build mode provides a

number of tasks for day-to-day device management. For example, you can:

• View a device’s hardware component inventory or its installed licenses

• Reboot a device or groups of devices

• Connect to a device’s CLI through SSH or to its web-based management interface

• View the profiles assigned to a device

Related
Documentation

Working with the Dashboard on page 45•

Understanding the Location View

The Location View is one of the perspectives that Edge Services Director enables you to

view and analyze your network. Using this view, you can view devices and data based on

their physical location and proximity in the network. By physical location, we mean the

buildings, floors, aisles, racks, wiring closets, and outdoor areas where the devices reside.

After these locations are defined and devices assigned, the Location View gives you a

visual representation of your devices based on where they reside.

You can define the physical location where the devices in the network are deployed in a

hierarchical way, and define location entities from a site down to the wiring closet. When
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in the Location View, the network tree shows the network in terms of buildings, floors,

aisles, racks, wiring closets, and outdoor areas nested beneath the building. The hierarchy

of the locations is:

• Site—Your campus or data center; the highest node in your location.

• Building—One entry for every building at your site. Buildings are listed in alphabetical

order, not by address or the order in which you identified them to the system.

• Floors—One entry for each floor within the building; Floors are nested within the building.

• Aisles—One entry for each aisle in a floor. Aisles are nested within the floor.

• Racks—One entry for each rack in an aisle. Racks are nested within the aisle.

• Outdoor Area—One entry for each named area; Outdoor areas are associated with

buildings.

• Devices—Most are assigned to buildings, floors, outdoor areas, or racks. Access points

can be assigned only to outdoor areas and floors. Devices are not assigned at the site

level; those devices are considered unassigned.

The hierarchical model enables you to define a location by using either of these methods:

• Using the Location Setup wizard to set up a location in a single process, starting at the

site level and progressing to the racks and outdoor areas. The wizard also provides an

option to create part of the location, such as defining the site and building, then to use

the individual procedures to create floors and wiring closets for the building you created.

• Using separate tasks to create location entities in sequence in a top-to-bottom order.

You can create the higher level entities such as a site or building first and save them.

Later, you can add floors and wiring closets when information about them becomes

available.

Related
Documentation

Assigning and Unassigning Devices to a Location on page 155•

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163

• Deleting Sites, Buildings, Floors, Wiring Closets, and Devices on page 164

• Setting Up Closets on page 166

• Setting Up the Location View on page 168

Assigning and Unassigning Devices to a Location

You can assign devices or remove assignments from devices by their location. Your

choices for device assignment are dependent upon the type of device and your position

155Copyright © 2019, Juniper Networks, Inc.

Chapter 10: Location View Configuration



in the site. For example, you cannot assign access points to buildings or closets. However,

you can assign access points to floors or outdoor areas. For details on which devices can

be assigned to a location node, see the Devices that can be Assigned to each Location

Component table from the “Setting Up the Location View” on page 168.

This topic describes:

• How to Assign or Unassign Devices on page 156

• Assigning Devices on page 157

How to Assign or Unassign Devices

To assign devices to a specific location:

While in Build mode,

1. Select Location View from the list in the View pane.

The network tree displays discovered devices under the physical locations already

defined in Edge Services Director. The root node (for example, My Network) is selected

by default. The devices that are assigned to the locations are displayed under the

nodes for respective locations, such as buildings and floors. All devices that are not

assigned to any location are displayed under the Unassigned node.

2. Navigate the network tree to the location where you want to add a device.

Both the Tasks pane and Device Inventory page update to reflect the location’s current

configuration.

3. Select one of the following tasks in the pane to open Add/Remove Devices for Selected

Location.

• Assign Devices to Building

• Assign Device to a Floor

• Assign Devices to a Wiring Closet

• Assign Devices to an Outdoor Location

4. Navigate the tree to find an available device under Unassigned in the left portion of

the page.

5. Select the device and click the double right arrows to assign it to the target location

on the right. To unassign a device, select the device in the Assigned Devices to Selected

Location column and click the double left arrows. Repeat this step until you have

finished assigning and unassigning devices.

6. ClickOKat the bottom of the page to save the assignment. The network tree refreshes

to display the device in the new location.
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Assigning Devices

Use the Add/Remove Devices for Selected Location to find a device and assign it to a

location within a site. Locate the device in the Available Devices column and assign it by

clicking the double right arrows. Use the same method to unassign a device by selecting

it in the Assigned Devices to Selected Location column and double clicking the double

left arrows.

You can assign standalone service delivery gateway (SDG) or a high-availability pair of

SDGs that contains a master and standby SDG, or MX Virtual Chassis devices to buildings,

floors, aisles, and closets.

While assigning MX Series to a location within a site, you can either assign the logical

device—Virtual Chassis—as a single device or one or more member devices that belong

to these logical devices, but not both.

NOTE: Edge Services Director displays the Virtual Chassis systems in the
Location view network tree only if the following conditions aremet:

• MXSeries Virtual Chassis is assigned to a location.

• At leastoneof theirmemberdevicesarenotassignedtoany locationentity.

If all themember devices are assigned to location entities, then the Virtual
Chassis systems are not displayed in the network tree.

Related
Documentation

Changing the Location of a Device on page 157•

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163

• Deleting Sites, Buildings, Floors, Wiring Closets, and Devices on page 164

• Setting Up Closets on page 166

• Setting Up the Location View on page 168

Changing the Location of a Device

The Change Location of Device task is an easy way to move a device address to another

building, floor, or wiring closet location within the site. You can move an access point to

another floor or to another outdoor area. However, you cannot move an access point to

a building or wiring closet. The Change Location of Device task is available whenever you

select an assigned device in the Location or Logical views.
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This topic describes:

• How to Move a Device to a New Location on page 158

• Changing the Location of a Device on page 158

How toMove a Device to a New Location

To move a device address to another location:

1. Select a device in the network tree that is currently assigned to a building, floor, or

closet.

2. Click Change Location of Device to open the Change Location of Device page.

3. Using the Location View, navigate the tree and select the new location for the device.

You can move an access point, only to another floor or outdoor area.

4. Click OK to move the device assignment and to save the new configuration.

Changing the Location of a Device

The Change Location of Device page consists of two components: Selected Device

Details and Location View. Use the Selected Device Details portion of the page to review

information about the device and its current location. The fields in Selected Device Details

page are described in Table 36 on page 158.

Table 36: Contents of Selected Device Details

DescriptionField

HostnameDevice Name

Device AddressDevice IP

Hardware family of products, for example, Junos-MX.Device Family

Gives the current location of the device in the format of site/building/floor/cabinetLocation

Location View is a copy of the network tree for you to navigate and designate the new

location for the device.

Related
Documentation

Understanding the Location View on page 154•

• Assigning and Unassigning Devices to a Location on page 155

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163
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Configuring Buildings

At any time after you create a site, you can grow your location by adding buildings. You

add a building to a site either from within the Location wizard or independently from the

Add Building page.

This topic describes:

• How to Add or Edit a Building on page 159

• Adding or Editing a Building for a Location on page 159

How to Add or Edit a Building

To add or change a building definition:

1. Ensure you are in the Build mode and Location view. Click Build in the Edge Services

Director banner to enter Build mode; select Location View from the list in the View

pane.

2. If you want to add a building to a site:

a. Select the site in the Tasks pane , for example, Main Campus.

The Tasks pane refreshes to show your selected site and the tasks available at the

site node.

b. Click Add Building in the Tasks pane to open the Add Building page.

3. If you want to edit an existing building definition:

a. Select the building within the site, for example, Headquarters Building.

The Tasks pane refreshes to show your selected building and the available tasks

that you can perform at the building node.

b. Click Edit Building in the Tasks pane to open the Edit Building page.

4. Fill in the fields and click Done to submit the information and to refresh the network

tree.

Adding or Editing a Building for a Location

Table 37 on page 159 describes the fields needed to establish a building.

Table 37: Add or Edit Building Fields

DescriptionField

Type a representative name for the building. The Building Name is a required field.Building Name
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Table 37: Add or Edit Building Fields (continued)

DescriptionField

Type an address. The address can be the street address, building number, or any
other identification that helps distinguish it from other buildings.

Address

Click to submit the information. Your view updates to reflect the building change
under the site name in the network tree.

Done

Click to close the window without changes.Cancel

Related
Documentation

Understanding the Location View on page 154•

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163

Configuring Floors

You can refine the a building location and designate floors within the building. Use the

Add Floor page to:

• Name a floor

• Note the floor level

• Upload a floor plan for viewing

• View an uploaded floor plan

This topic describes:

• How to Add or Edit a Floor on page 160

• Adding or Editing a Building Floor for a Location on page 161

How to Add or Edit a Floor

Within each building you can define the number of floors and attach the floor plan for

online viewing.

1. Click the Build Mode icon in the Edge Services Director banner.

2. Select Location View from the list in the View pane.
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3. If you want to add a floor to a building:

a. Select the building in the network tree to which you want to add floors, for example,

Headquarters.

The Tasks pane refreshes to show your selected building and the available tasks

for the building.

b. Click Add Floor in the Tasks pane to add a new floor to the building.

4. If you want to edit an existing floor definition:

a. Select the floor within the building, for example, Lobby-Floor 1.

The Tasks pane refreshes to display the selected building floor and the available

tasks that you can perform at the floor node.

b. Click Edit Floor in the Tasks pane to open the Edit Floor page.

5. Fill in the fields for the floor name and level.

6. (Optional) Upload an image of the floor plan.

7. (Optional) View the floor plan, if available.

8. Click Done to submit the information and to refresh the network tree.

Adding or Editing a Building Floor for a Location

To add or change information about a building floor, use the fields in Table 38 on page 161.

Table 38: Floor Field Descriptions

DescriptionField

Type the name of the floor. This field is required.Floor Name

Use the arrow keys to set the floor number.Floor Level

Upload a image of the floor plan.Add/Update

View an existing floor plan.View

Saves the floor configuration information, and returns you to Device Inventory page in the
default view.

Done

Discards any configuration changes.Cancel
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Related
Documentation

Understanding the Location View on page 154•

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163

Configuring Outdoor Areas

You can associate an outdoor area to a site or a building for wireless coverage and upload

an image or map of that area. After you designate an outdoor area, you can edit or view

the map using the Edit Outdoor Area task.

This topic describes:

• How to Configure an Outdoor Area on page 162

• Configuring an Outdoor Area on page 162

How to Configure an Outdoor Area

To create an outdoor area without using the wizard:

• Ensure you are in Build mode and Location view. ClickBuild in the Edge Services Director

banner to enter Build mode; select Location View from the list in the View pane.

• Click AddOutdoor Area in the Tasks pane. The Add Outdoor Area page opens.

• Fill in the name and upload the optional map.

• Click Done to save the data and to return to the default view.

Configuring an Outdoor Area

Table 39 on page 162 describes the fields and buttons necessary to create or change an

outdoor area.

Table 39: Outdoor Area Fields

DescriptionField

Type the name of the outdoor area. Edge Services Director associates the outdoor
area with the building.

Outdoor Area Name

Optional step to upload an image of the outdoor area. Use the Upload Map window
to navigate to the image file location.

Upload

Click to save the configuration. The network tree is updated to reflect the change.Done

Click to add a map or overlay an existing map of the area.Add/Update
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Related
Documentation

Understanding the Location View on page 154•

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Creating a Site on page 163

Creating a Site

A site is the cornerstone of the location-based view of your network. Until you define a

site, the default view of your network tree merely shows you a list of your unassigned

devices. After you define a location site, you can build a tree structure of buildings, floors,

wiring closets, and outdoor areas that can each be assigned devices. You are able to

view the devices in the network by expanding and collapsing these location nodes. To

setup a location in Edge Services Director, the first step is to create a site.

This topic describes:

• How to Add or Edit a Location Site on page 163

• Creating or Editing a Site on page 163

How to Add or Edit a Location Site

1. Click the Build Mode icon in the Edge Services Director banner.

2. Select Location View from the list in the View pane.

3. Click Add Site to add a new site or click Edit Site in the Tasks pane.

4. Fill in or change the fields on the page that opens.

5. Click Done to define the site and to save the configuration.

Creating or Editing a Site

Only a few fields are required to establish a site as shown in Table 40 on page 163.

Table 40: Site Creation Fields

A descriptive name for the site. This field is mandatory.Site Name

The city where the site is located.City

The state where the site is located.State
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Table 40: Site Creation Fields (continued)

The country where the site is located. Select the country from the list.

This field is mandatory because it sets the regulatory country code for wireless devices.
Edge Services Director validates the country code against the country codes in the
network’s controllers and access points. If the codes do not match, a warning message
is sent.

Country

Related
Documentation

Understanding the Location View on page 154•

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

Deleting Sites, Buildings, Floors, Wiring Closets, and Devices

From the Build mode Tasks pane, you can delete any sites, buildings, floors, wiring closets

and their associated devices. When you delete one of these objects, it removes not only

that item but all child objects within the node. All associations related to the node and

below are also removed. Devices are moved to the Unassigned node in the network tree.

Be sure you understand what is being deleted on the node when you choose to delete a

node.

For example, if you delete a building, it deletes the building, all floors, all wiring closets
in that building. All of the devices in the building are moved to Unassigned in the network
tree. When you delete a building, the site and any other buildings and their associations
remain.

• How to Delete a Location Object on page 164

• Deleting Sites on page 165

• Deleting Buildings on page 165

• Deleting Floors on page 165

• Deleting Closets on page 165

• Deleting Devices on page 165

How to Delete a Location Object

1. Ensure you are in the Build mode and Location view. Click Build in the Edge Services

Director banner to enter Build mode; select Location View from the list in the View

pane.
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2. Select any object within the site. The option to delete the object appears in the Tasks

pane.

3. Confirm the deletion of the object.

Deleting Sites

There is only one method of deleting a site: select the site in the Tasks pane and click

Delete Site. Use caution with this selection. When you click Delete Site you are given the

opportunity to confirm or cancel the deletion. If you confirm the deletion, you remove

the site and everything in the site. All devices become unassigned and are not associated

with any buildings, floors, or wiring closets.

Deleting Buildings

When you delete a building, it removes the building, all floors, and all wiring closets within

that building. All devices become unassigned and are not associated with the building,

its floors, or its wiring closets. Only one building can be deleted at a time. To delete a

building, select the building in the network tree and click Delete Building. Confirm the

deletion to remove the objects and to disassociate the devices. If a site is deleted, all of

the buildings within the site are also deleted.

Deleting Floors

When you delete a floor, it removes the selected floor and all wiring closets on that floor.

All devices assigned to the floor or to the closets on that floor become unassigned and

become available for reassignment. To delete a floor, select the floor in the network tree

and click Delete Floor. Confirm the deletion to remove the objects and to disassociate

the devices. If a site or building is deleted, the floors are also deleted.

Deleting Closets

When you delete a closet, it removes the selected closet and unassigns the devices in

the closet. Those devices then become available for reassignment. To delete a closet,

select the closet in the network tree and click Delete Closet. Confirm the deletion to

remove the objects and to disassociate the devices. If a site, building, or floor is deleted,

the associated closets are also deleted.

Deleting Devices

At every node in the network tree, you can choose to delete devices directly.

BEST PRACTICE: However, it is usually best to select the nodedirectly above
the device so that you do not accidently unassignmore devices than desired.

• Select the node (site, building, floor, or closet) directly above the device.

• Click Delete Devices to open the Delete Devices page.

• Click the plus signs to expand the node until you locate the device.
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• Click one or more boxes to select the devices. If you do not navigate down to the device

level and select a node at a higher level (such a closet or floor), the system selects all

devices at and below the node.

• ClickOK and confirm your selection to remove the assignment. The devices are moved

to the Unassigned node of the network tree.

Related
Documentation

Understanding the Location View on page 154•

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163

Setting Up Closets

Use the Add Closet or Edit Closet tasks to create or change the name of a wiring closet.

These tasks are visible only from a floor node in a building.

This topic describes:

• How to Add or Edit a Closet on page 166

• Adding or Editing a Wiring Closet on page 167

How to Add or Edit a Closet

To add or change a wiring closet:

1. Click the Build Mode icon in the Edge Services Director banner.

2. Select Location View from the list in the View pane.

3. Navigate to the building and floor where you are adding or changing the closet.

4. If you are adding a wiring closet:

a. Select a building floor in the network tree to which you want to add a wiring closet.

The Tasks pane refreshes to show your selected floor and the available tasks for

the floor.

Copyright © 2019, Juniper Networks, Inc.166

Edge Services Director User Guide



b. Click Add Closet in the Tasks pane.

5. If you are changing a wiring closet, click Edit Closet in the Tasks pane.

6. Type the closet name and click Done to save the configuration.

The closet appears with the change in the network tree.

Adding or Editing aWiring Closet

The Add Wiring Closet or Edit Wiring Closet pages allow you to name a wiring closet.

Simply type the name of the new or changed wiring closet and click Done to submit the

information to the system. Your network tree refreshes to show the wiring closet.

Related
Documentation

Understanding the Location View on page 154•

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163
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Setting Up the Location View

You can build a new location site by the individual nodes, or you can use the Location

Setup page. The wizard guides you though the top-down process from the site node

down to the assignment of devices.

NOTE: Use the Location Setup page only to design new sites; it is notmeant
for editing existing sites. If you enter data for an existing site, it is rejected
when you attempt to commit the data.

A site is the cornerstone of the location-based view of your network. Until you define a

site, the default view of your network tree only shows you a list of your unassigned devices.

After you define a site, you can build a tree structure of buildings, floors, wiring closets,

aisles, and outdoor areas. As you define your network, you can assign devices to the

various components of your network. Table 41 on page 168 describes the devices that you

can assign to each of the location component.

Table 41: Devices that can be Assigned to each Location Component

Devices that can be assignedComponent

NoneSite

MX Series routersBuilding

MX Series routersFloor

MX Series routersCloset

NoneAisle

MX Series routersRack

MX Series routersOutdoor Area

The Location Setup page displays the network tree as you add components to your

network. Use the buttons on this page to add various components—such as, buildings,

outdoor areas, floors, aisles, racks—to your network. These buttons change depending

on the component that you select in the network tree.

After the location is set up, you can view the devices in the network by expanding and

collapsing these location nodes in the Location view.

To set up your Location view:

1. Ensure you are in the Build mode and Location or Topology view. Click Build in the

Edge Services Director banner to enter Build mode; select Location view or Topology

view from the View selector.
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2. If you are accessing the Location Setup page from the Location view, select the root

node (for example, My Network) in the View pane.

3. Do one of the following depending on the view you are in:

• From the Tasks pane in the Location view, select LocationManagement > Setup

Locations.

• From the Tasks pane in the Topology view, select Location > Setup Locations.

The Location Setup page opens.

4. Click Add Site to add a new site.

Edge Services Director adds a new site under the root node and names it as Site-1.

5. Select the new site and perform any of the following actions:

• Click Edit Site to modify the name of the site and specify the site address. The Edit

Site window opens.

Topology view uses this address to place the devices assigned to this site on the

topology map. For more details on editing a site, see “Creating a Site” on page 163.

• Click Add Building to add a building to your site.

Edge Services Director adds a new building under the site and names it asBuilding-1.

• Click Outdoor Area to add an outdoor area to your site. Edge Services Director adds

a new outdoor area under the site and names it asOutdoorArea-1. You can associate

an outdoor area to a site or a building for wireless coverage and upload an image

or map of that area. After you designate an outdoor area, you can edit or view the

map using the Edit Outdoor Area task.

• Click Delete to delete the site.

6. If you added a building, select the building and perform any of the following actions

to continue building your network:

• Click Add Floor to add floors to the building.

• ClickAssignDevice to assign devices to the selected building. The Associate Devices

to Building window opens displaying all the unassigned devices in your network.

Select the devices that you want to add to the building and click Add.

Edge Services Director adds the selected devices to the network tree.

• Click Edit Building to edit the name and address of the building. For more details on

editing a building, see “Configuring Buildings” on page 159.

• Click Delete to delete the building.

7. If you added an outdoor area, select the outdoor area and perform any of the following

actions to continue building your network:
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• Click Assign Device to assign devices to the selected outdoor area. The Associate

Devices to Outdoor window opens displaying all the unassigned devices in your

network. Select the devices that you want to add to the building and click Add.

• Click Edit Outdoor Area to edit the name of the outdoor area and to upload the

image of the outdoor area. For more details on editing an outdoor area, see

“Configuring Outdoor Areas” on page 162.

• Click Delete to delete the building.

8. If you added a floor to the building, select the floor and perform any of the following

actions to continue building your network:

NOTE: Youcanaddaisles and racks toa floor only fromtheLocation view.
However, you can view aisles, racks, and devices that you have assigned
to these components from the Topology view.

• Click Add Closet to add a wiring closet to the floor.

• Click Add Aisle to add an aisle to the floor.

• Click Assign Device to assign devices to the selected floor. The Associate Devices

to Floor window opens displaying all the unassigned devices in your network. Select

the devices that you want to add to the floor and click Add.

• Click Edit Floor to modify the name of the floor, floor level and upload the floor plan.

For more details on editing a floor, see “Configuring Floors” on page 160.

• Click Delete to delete the floor.

9. If you added a wiring closet, select the wiring closet and perform any of the following

actions:

• Click Assign Device to assign devices to the selected closet. The Associate Devices

to Closet window opens displaying all the unassigned devices in your network.

Select the devices that you want to add to the closet and click Add.

• Click Edit Closet to modify the name of the wiring closet. In the Edit Closet window,

modify the wiring closet name and click Done.

• Click Delete to delete the wiring closet.

10. If you added an aisle, select the aisle and perform any of the following actions:

NOTE: Youcanaddaisles and racks toa floor only fromtheLocation view.
However, you can view aisles, racks, and devices that you have assigned
to these components from the Topology view.

• Click Add Rack to add a rack to the aisle.

• Click Edit Aisle to modify the name of the aisle. In the Edit Aisle window, modify the

name and click Done.

• Click Delete to delete the aisle.

Copyright © 2019, Juniper Networks, Inc.170

Edge Services Director User Guide



11. If you added a rack, select the rack and perform any of the following actions:

NOTE: Youcanaddaisles and racks toa floor only fromtheLocation view.
However, you can view aisles, racks, and devices that you have assigned
to these components from the Topology view.

• Click Assign Device to assign devices to the selected rack. The Associate Devices

to Rack window opens displaying all the unassigned devices in your network. Select

the devices that you want to add to the rack and click Add.

• Click Edit Closet to modify the name of the rack. In the Edit Rack window, modify

the name and click Done.

• Click Delete to delete the rack.

12. Click Done to save the location details.

Edge Services Director displays the location details along with the assigned devices

in Location view.

Related
Documentation

• Understanding the Location View on page 154

• Assigning and Unassigning Devices to a Location on page 155

• Changing the Location of a Device on page 157

• Configuring Buildings on page 159

• Configuring Floors on page 160

• Configuring Outdoor Areas on page 162

• Creating a Site on page 163
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CHAPTER 11

Device Management

• Accessing a Device’s CLI from Edge Services Director on page 173

• Deleting Devices from Edge Services Director on page 174

• Rebooting Devices from Edge Services Director on page 175

• Viewing the Device Inventory Page in Device View of Edge Services Director on page 176

• Viewing the Physical Inventory of Devices on page 178

• Viewing a Device's Current Configuration from Edge Services Director on page 179

Accessing a Device’s CLI from Edge Services Director

Edge Services Director enables you to connect to the CLI for devices in your network,

using SSH.

This topic describes the steps to connect to a router by using SSH (Secure Shell). SSH

is a cryptographic network protocol used for remote shell services or command execution.

SSH is one of the many access services that are supported on the Juniper Networks

devices. All Juniper Network devices have SSH enabled by default.

To connect to a device by using SSH:

1. Do one of the following:

• In the View pane, select the device to which you want to connect.

• In the Topology View, locate the device to which you want to connect.

2. Do one of the following:

• With the device selected in the View pane, select Build mode and select Tasks >

DeviceManagement > SSH to Device.

• While in the Topology View, select the device to which you want to launch the SSH

connection and click DeviceManagement > SSH To Device.

The SSH to Device dialog box appears.

3. Enter the username and password to connect to the selected device and clickConnect.
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NOTE: Ensure that you have removed Pop-Up blockers, if any, before you
click Connect.

The SSH console to the router or controller opens in a separate browser tab or window

depending on your browser settings. Refer to the MXSeries documentation for more

information about using the CLI for MX Series routers.

NOTE: Any configuration changes youmake toadevice, using theCLI qualify
asout-of-bandchanges inEdgeServicesDirector.Out-of-bandconfiguration
changes can cause the configuration state of amanaged device to become
out of sync, which indicates that the device configuration no longermatches
the Build mode configuration for the device. Use the Resynchronize Device
Configuration task inDeploymode to resynchronize thedevice configuration.

Related
Documentation

Understanding the Edge Services Director User Interface on page 6•

Deleting Devices from Edge Services Director

You can delete devices that are no longer used from Edge Services Director. Deleting a

device removes all device configuration and device inventory information from the Junos

Space database. Once a device is deleted from the database, all the profiles associations,

device configurations, and inventory information of the deleted device are also deleted.

However, the system maintains the audit logs and monitoring data for the device even

after the device is deleted.

Use the Delete Devices page to delete devices from Edge Services Director. While in Build

mode, clickDeleteDevices from theTasks>DeviceManagementmenu. The Delete Devices

page appears.

The Delete Devices page displays the devices contextually depending on your selection

in the View pane. For example, if you select a site in Location view and click Delete Devices,

Edge Services Director displays all the devices that are assigned to the buildings or floors

in the selected site in the Delete Devices page. If you select a particular router family in

Device View and click Delete Devices, only routers that belong to that router family are

displayed.

To delete devices, complete the following tasks:

1. Select the check box adjacent to the router that you want to delete.

2. Click Done.

Edge Services Director prompts you to confirm the deletion. Click Yes to confirm the

deletion or No to go back and make changes to the selection.
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Documentation

Understanding the Edge Services Director User Interface on page 6•

Rebooting Devices from Edge Services Director

Use the Reboot Devices task to immediately reboot the selected device. This task is

available in all scopes when in Build mode. To reboot one or more devices immediately:

1. Select the scope in the View pane that contains the devices you want to reboot.

2. Select Reboot Devices from the Tasks pane.

3. Expand the tree on the page as needed to locate the available devices.

4. Select the check box for one or more devices.

5. Click Done to start the reboot or click Cancel to return to the Device Inventory page.

The rebooting process triggers a Cold Start Alarm that can be seen in Fault mode.

Related
Documentation

Understanding the Edge Services Director User Interface on page 6•
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Viewing the Device Inventory Page in Device View of Edge Services Director

The Device Inventory page lists devices managed by Edge Services Director and provides

basic information about the devices, such as IP address and current operating status.

The Device Inventory page is available in Build and Deploy mode and is the default landing

page for Build mode.

The scope you have selected in the View pane and the network view that you have

selected from the View selector determines which devices are listed in the Device Inventory

page. For example:

• If you are in the Device View and select My Network, all devices managed by Edge

Services Director are listed.

• If you select a building in Location view, only those devices assigned to that building

(including the floors and closets in the building) are listed.

The Device Inventory page provides three pie charts that summarize the status of the

devices in your selected scope:

• Devices by Category—Indicates the proportion of devices in each device family.

• Connection State—Shows the proportion of devices that are up or down. In this chart,

Virtual Chassis count as one device.

• Configuration State—Shows the proportion of devices in each configuration state. See

the Config State entry in Table 32 on page 134 for definitions of the configuration states.

Figure 17: Device Inventory Page

Mouse over a pie segment to view the actual number of devices and the percentage

represented by that pie segment.
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Table 32 on page 134 describes the fields in the Device Inventory table.

Table 42: Fields in the Device Inventory Table

DescriptionField

Configured name of the device or IP address if no hostname is configured.Hostname

IP Address of the device.IP Address

Serial number of device chassis.Serial Number

Model number of the device.Platform

Operating system version running on the device.OS Version

Device family of the device, such as JUNOS for MX Series routers.Device Family

Type of the device:

• ROUTER—MX Series routers

• AP—Wireless LAN access point

• Fabric Member—QFabric member switch

• QFabric—QFabric system

• Switch—Standalone switch

• VC—Virtual Chassis master

• VC Member—Virtual Chassis member switch

Device Type

Connection status of the device in Edge Services Director:

• UP—Device is connected to Edge Services Director.

• DOWN—Device is not connected to Edge Services Director.

• N/A—Access point state is unavailable to Edge Services Director.

Connection State

Displays the configuration status of the device:

• In Sync—The configuration on the device is in sync with the Edge Services
Director configuration for the device.

• Out Of Sync—The configuration on the device does not match the Edge
Services Director configuration for the device. This state is usually the
result of the device configuration being altered outside of Edge Services
Director.

You cannot deploy configuration on a device from Edge Services Director
when the device is Out Of Sync. To resolve this state, use the
Resynchronize Device Configuration task in Deploy mode.

• Sync failed—An attempt to resynchronize an Out Of Sync device failed.

• Synchronizing—The device configuration is in the process of being
resynchronized.

• N/A—The device is down or is an access point.

Config State
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Table 42: Fields in the Device Inventory Table (continued)

DescriptionField

Displays if the device is directly manageable or not.

This is a hidden field. To display the Manageability State field, click any
column, click the down arrow to expand the list, select Columns from the
list, and then enable Manageability State.

Manageability
State

Viewing the Physical Inventory of Devices

You can view the physical inventory of all the devices in your network in the Device Physical

Inventory page. The Device Physical Inventory page displays information about the slots

that are available for a device and provides information about power supplies, chassis

cards, fans, part numbers, and so on. Edge Services Director displays hardware inventory

by device name, based on data retrieved both from the device during discovery and

resynchronizing operations, and from the data stored in the hardware catalog. For each

managed device, the physical inventory page provides descriptions for field replaceable

units (FRUs), part numbers, model numbers, and the pluggable locations from which

empty slots are determined.

To view the Device Physical Inventory page, while in the Build mode, select an MX Series

router from the View pane and select DeviceManagement > Physical Inventory from the

Tasks pane.

The physical inventory page displays the model number, part number, serial number, and

description for the following, depending on the device that you selected:

• For MX Series routers, the page displays details of the switch, the chassis, the Flexible

PIC Concentrator (FPC), the PIC slot, the PIC installed in the PIC slot, the power supply,

the fan tray, and the routing engine.

You can view the following details from the Device Physical Inventory page as described

in Table 43 on page 178.

Table 43: Fields in the Device Physical Inventory Table

DescriptionField

Name of the device and the components that are part of the device. By default, Edge Services
Director displays the device and components in an expanded tree structure. You can click
a device or component to collapse or expand the sub-components.

Item

Model number of the FRU hardware component.Model Number

Part number of the MX Series router chassis component.Part Number

The hardware serial number of the device.Serial Number

The description about the component.Description
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Related
Documentation

Understanding the Edge Services Director User Interface on page 6•

Viewing a Device's Current Configuration from Edge Services Director

You can view a device’s current configuration from Edge Services Director. This is a

convenient way to view device configurations without leaving Edge Services Director.

To view a device's current configuration:

1. Click Build or Deploy in the Edge Services Director banner.

2. Select the device in the View pane.

3. Select DeviceManagement > ShowCurrent Configuration in the Tasks pane.

4. The device’s current configuration displays in the main window.

NOTE: Juniper Networks devices require a license to activate the feature. To
understandmore about Edge Services Director Licenses, see, Licenses for

Network Management. Please refer to the Licensing Guide for general

information about License Management. Please refer to the product Data
Sheets for further details, or contact your Juniper Account Team or Juniper
Partner.

Related
Documentation

• Understanding the Edge Services Director User Interface on page 6
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PART 5

Service View of Build Mode

• About Build Mode in Service View on page 183

• Using the Service Designer on page 185

• Using the Object Builder on page 305

• Managing Packet Analyzers on page 321
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CHAPTER 12

About Build Mode in Service View

• Understanding Build Mode in Service View of Edge Services Director on page 183

Understanding Build Mode in Service View of Edge Services Director

In Build mode, you can create services, policies, and filters for devices that are managed

by Edge Services Director. The service templates and attributes for services, policies, and

filters help you classify and control the manner in which packets must be handled by the

various services.

Configuring a policy has a major impact on the flow of routing information or packets

within and through the router. For example, you can configure a routing policy that does

not allow routes associated with a particular customer to be placed in the routing table.

As a result of this routing policy, the customer routes are not used to forward data packets

to various destinations and the routes are not advertised by the routing protocol to

neighbors.

You can also import objects, which are components or parameters used for creation of

services, from the Service Delivery Gateways (SDGs) that are present in the Edge Services

Director database or from external XML files.

This topic contains the following sections that describe the different workspaces or

utilities that you can access from Build mode:

• Service Designer on page 183

• Services Inventory on page 184

• Object Builder on page 184

Service Designer

The service planning functionality enables you to use the Service Designer page to create

service templates, which can be used on multiple devices. The Service Designer page

lists all service components used to create service templates. According to the business

needs, you can configure generic properties in a template and enable the editing of

deployment-specific parameters. The operator can then easily and quickly configure the

service on a large number of devices. You can use the Service Designer page to define

and manage stateful firewall (SFW), carrier-grade NAT (CGNAT), application delivery

controller (ADC), and traffic load balancing (TLB) services.
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NOTE: EdgeServicesDirectorcurrentlysupportsonlybrownfielddeployments
andnot greenfield deployments. A greenfield deployment refers to the Junos
OS base configurations and bootstrapping, core device settings such as
routing instances, interfaces and IP addresses, and routing protocols to be
available for configuration using the networkmanagement application. A
brownfield deployment refers to the basic andmandatory device settings
already being configured on the devices before they are imported or
discovered for additional modifications, such as configuration of services,
using the networkmanagement application.

As a designer, you can alsomodify service parameters and definitions by
using the View Service page that you can open from the Service Gateways
--Unmanageddevicespage in theBuildmodewithoutusingservice templates
for updating services details. All the service components are listed on the
Service Designer page so that the designer can use choose components and
create the new service template.

Services Inventory

The Services Inventory page lists the services configured in the Edge Services Director

database and provides basic information about the configured services, such as adaptive

delivery controller (ADC), stateful firewall (SFW), server load balancing (SLB), and carrier

grade NAT (CGNAT). The Services Inventory page is available in Build mode and under

Service view.

Object Builder

Objects are constituents or building blocks that are used to create service definitions and

policy or filter templates. You can use the Object Builder page to retrieve and transfer

the objects or components that have been previously created on the SDGs or devices.

The objects might reside on the managed SDGs or SDG groups if the objects were defined

using the appropriate configuration statements and parameters in the Junos CLI interface

of the respective SDGs. This mechanism of importing object settings enables you to

easily, quickly, and optimally use the object definitions when you create service and policy

templates.

Related
Documentation

• Understanding Edge Services Director and the Management Lifecycle Modes on page 15
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CHAPTER 13

Using the Service Designer

• Object Builder Overview on page 185

• Planning and Deployment of Service Templates Overview on page 187

• Service Templates Overview on page 189

• Filtering Service Templates on page 189

• Restoring Service Template Configurations on page 190

• Viewing Service Templates on page 192

• Viewing the Services Inventory Page on page 193

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195

• Viewing a Graphical Statistic of Service Templates on page 202

• Creating and Managing ADC Service Templates on page 203

• Creating and Managing CGNAT Service Templates on page 234

• Creating and Managing SFW Service Templates on page 252

• Creating and Managing TLB Service Templates on page 275

• Modifying Individual Service Instances and Deploying to Devices on page 300

Object Builder Overview

You can use the Object Builder workspace in Edge Services Director to create objects to

be used by firewall policies, VPNs, and NAT policies. These objects are stored in the Junos

Space database. You can reuse these objects with multiple security policies, VPNs, and

NAT policies.

You can use the Object Builder workspace to create, modify, clone, and delete the

following objects:

• Addresses and address groups

• Services and service groups

• Variables

You cannot delete any of the objects that you created in Object Builder (except Template

definition and Templates) if they are already used in a firewall policy, NAT policy, or any

other service definition.
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Object Builder supports concurrent editing of its objects, with a save as option to save

your changes with a different name.

Concurrent editing is supported for the following objects:

• Addresses and address groups

• Application signatures

• Stateful firewall rules

• Stateful firewall rule sets

• CGNAT pools

• CGNAT rule sets

• CGNAT rules

• Real server settings

If you attempt to save your changes to an object that has been modified since you began

editing, you receive an error message.

Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306

• Importing SFW Rule Sets on page 308

• Importing SFW Rules on page 310

• Importing Real Server Settings on page 312

• Importing CGNAT Rule Sets on page 313

• Importing CGNAT Rules on page 315

• Importing CGNAT Pools on page 316

• Importing Applications on page 318

• Importing Application Sets on page 319
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Planning and Deployment of Service Templates Overview

The service planning functionality of Edge Services Director enables you to create service

templates and deploy the same service template configuration to multiple devices. As

a designer, when you create a service template, you can configure generic properties and

modify it to suit your network deployment needs, thereby enabling streamlined and

simplified administration of services (such as stateful firewall [SFW], carrier-grade NAT

[CGNAT], application delivery controller [ADC], and traffic load balancing [TLB]) on

service delivery gateways (SDGs) in your topology.

This topic contains the following sections that describe the sequence of operations

performed for planning and deploying service templates:

• Planning Workflow for Service Templates on page 187

• Deployment Workflow for Service Templates on page 187

PlanningWorkflow for Service Templates

The fundamental workflow of planning templates is derived from the existing devices

inventory and framework:

• The designer creates the service template by using the available inventory service

components and structure model.

• The designer can import the discovered service data while creating the service template

for the existing service data values of the device.

• While creating the service template, the designer can add or modify service parameter

values and restrict the access level for each service parameter for the operator. The

designer can set the following access levels for each service parameters to operator

in the planning template:

• Read-only (The configuration parameter is read-only for operator as part of

provisioning.)

• Editable (The configuration parameter is editable as part of provisioning.)

• Mandatory (The configuration parameter is part of provisioning but operator must

provide the values.)

• Device-Specific (The configuration parameter value needs to be entered by the

operator for each device during deployment.)

The designer must publish the service templates to the operator to use in the creation

of deployment plans.

An operator can create the service deployment plan using the planning template so that

one deployment plan can be applied on multiple devices. This method of deploy reduces

the scope for human errors that can occur with the CLI interface.

DeploymentWorkflow for Service Templates

The following workflow is used the deployment process:
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1. An operator uses only published planning templates to create deployment plans for

a single SDG dervice or multiple SDG devices.

2. The operator modifies or adds data in the allowed service specific parameters

according to the access permissions specified by the designer and associate the

deployment plan with a single SDG device or multiple SDG devices.

3. An operator publishes the deployment plans with the device association for the

designer to review and approve.

4. The administrator must approve the configuration changes for each device for each

service deployment plan.

5. The operator has a copy of the service planning template while creating the

deployment plan. After creating a deployment plan, there is no association between

the deployment plan and planning template. Changes made by the operator to the

deployment template are maintained in their own copy and are not reflected in the

original planning template and vice-versa.

6. The deployment plan is assigned to multiple devices and sent for approval. After a

deployment plan is associated with a device, the device contains its own copy of the

deployment plan . For example, if one deployment plan was created and associated

with four devices, you see four deployment plans separately on each device in the

service deployment plan. The operator can edit the deployment plan for each device

if needed.

The status of a deployment plan determines the kinds of tasks that a user can perform:

• Add – Create a deployment plan; the status that immediately follows this status is the

Unpublish state.

• Update – Update a deployment plan.

• Delete – Delete a deployment plan. Only plans that are in the Unpublish state can be

deleted.

• Publish – Publish the deployment plan. In this state, the operator waits for an approval

from the designer before the plan can be deployed to a device.

• Unpublish – Unpublish the published deployment plan to make more changes.

• Approve – The administrator or designer approves the published deployment plan.

• Reject – The administrator or designer rejects the published deployment plan.

A deployment plan can obtain any one of the following status:

• Discovered – This is the default state for filter discovered and stored in the inventory.

• Unpublished – New, updated, and deleted filters are saved in draft or Unpublished

state initially.

• Published – After all the changes are done, the filter in draft status is ready for admin

or designer approval and is published.

• Rejected – An administrator or designer can reject the published filter to disapprove

updates.
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• Approved – An administrator or designer can approve the published filter to concur

changes.

• Commissioned – An administrator or designer can commission filters to push to devices.

• Commission Failed – This state is assigned to a filter if commissioning of the filter fails.

Related
Documentation

Service Templates Overview on page 189•

Service Templates Overview

You use the service templates to configure the following attributes and settings for the

following four types of services:

• Stateful firewall (SFW)

• Carrier-Grade network addressing (CGNAT)

• Traffic load balancer (TLB)

• Application delivery controller (ADC)

After you create and publish the service templates, you can use these templates to create

service deployment plans. The deployment plans are defined with the SDGs on which

services need to be deployed. After the deployment plans are published and approved,

the services can be deployed to become effective on the relevant SDGs.

Related
Documentation

Planning and Deployment of Service Templates Overview on page 187•

Filtering Service Templates

You can filter service templates to sort and identify the service definitions that are of

interest or necessary for your network needs. To filter service templates based on their

states:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Template >ManageService Templates. The Service

Templates page is displayed.

4. From the View pane, perform one of the following tasks:
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• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. To filter and sort the display of service templates, enter the name of the template as

a match criterion in the Search box and click the Search icon.

The page refreshes to display the service templates that match with the specified

criterion. You can use the paging controls to navigate across multiple pages of objects

as necessary.

Related
Documentation

Planning and Deployment of Service Templates Overview on page 187•

Restoring Service Template Configurations

Restoring a configuration file means either merging the contents of a configuration file

with the existing configuration file on the device, or overriding the device’s running

configuration file with a candidate configuration file.

When you restore a configuration file, an audit log entry is automatically generated.

To restore a service template configuration file from Edge Services Director to a device:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit.

On the right pane, pie charts corresponding to the configured services and policy filters

are displayed if you view the page without drilling-down the tree in the task pane to

select a particular service or policy.

• Select Service Edit > Packet Filter to display the Packet Filter page
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• Select Service Edit > SFWPolicy and Filters to display the SFW Policy and Filters

page

• Select Service Edit > CGNAT Policy and Filter to display the CGNAT Policy and Filter

page

4. On the appropriate Filters page, such as a packet filter or stateful firewall filter, select

the SDG host or the device whose configuration you want to restore. (To restore all

of them, select the check box in the column header next to the first column header.)

5. From the Actions menu, select Restore.

TheRestore dialog box appears, displaying the name of the filter, name of the selected

file, the name of the device, and the version that is to be restored to the device. By

default, the latest version is merged with the existing configuration on the device.

6. In the Versioncolumn, click next to the version number displayed and select the

appropriate version from the drop-down list that appears.

The timestamp that is displayed adjacent to the version number indicates the time

at which the version of the configuration was commissioned.

7. In the Associated Devices column, select the devices to which you want to restore the

selected configuration. You can override the device’s running configuration file with

a candidate configuration file.

8. To initiate the restoration of the configuration, click Restore.

The Restore Configuration Files dialog box that appears indicates the successful

scheduling of the restoration.

The word Success in the Status column on the Job Management page indicates that

the restoration is successfu. If a device cannot be accessed, the device is skipped, and

the job status indicates a failure.

9. Click OK to close the Restore Configuration Files dialog box.

10. Alternatively, to abort the restoration, click Cancel to close the Restore dialog box.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195
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Viewing Service Templates

On the Service Designer page, you can view the collection of service templates defined

for several applications, such as stateful firewall or CGNAT.

To view the list of service templates, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Template > View Statistics.

The Service Designer page displays a bar graph in the top pane of the page. The total

number of service templates of each type is displayed on the vertical axis and the

service type is shown on the horizontal axis. A color-coding format is used to represent

the bars on the graph. Published service templates are shown in olive green color and

unpublished service templates are shown in blue color. Mouse over each bar in the

chart to highlight and display the number of templates published or unpublished for

each type of service.

4. From the View pane, perform one of the following tasks:

• Click the All Services item to view all of the service types, such as ADC, TLB, SFW,

and CGNAT.

• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

Table 44 on page 193 describes the fields displayed on the Service Designer page:

Copyright © 2019, Juniper Networks, Inc.192

Edge Services Director User Guide



Table 44: Service Designer View

DescriptionField

Name of the service template.Name

User-defined description of the template.Description

Name of the user who created the templateCreated By

Time and date when the template was created. The server time zone
determines the time zone displayed on this page.

Created Time

Time and date when the template was last updated. The server time
zone determines the time zone displayed on this page.

Modified Time

5. Click the Add icon above the list of templates to create a new template.

6. Click the Edit icon above the list of templates to modify an existing template.

7. Click the Delete icon above the list of templates to delete an existing template.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195

Viewing the Services Inventory Page

The Services Inventory page lists the services configured in the Edge Services Director

database and provides basic information about the configured services, such as adaptive

delivery controller (ADC), stateful firewall (SFW), server load balancing (SLB), and carrier

grade NAT (CGNAT). The Services Inventory page is available in Build mode and under

Service view.

To view the services inventory page:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Inventory > View Inventory. The Services Inventory page is

displayed.
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Figure 18: Services Inventory Page

4. From the View pane, do one of the following:

• Select ADC to open the Inventory > ADC page on the right pane.

• Select TLB to open the Inventory > TLB page on the right pane.

• Select CGNAT to open the Inventory > CGNAT page on the right pane.

• Select SFW to open the Inventory > SFW page on the right pane.

Table 45 on page 194 describes the fields on the Services page.

Table 45: Fields on the Services Page

DescriptionField

Name of the configured service, such as stateful firewall or CGNAT.
Click the plus sign (+) beside each service to view extensive
information on attributes configured for the service.

Service Name

Name of the service delivery gateway.Service Gateway

Hostname of the device.Host

Type of the service, such as ADC, SFW, CGNAT, or TLB.Service Type

Services PIC and interface details, such as multiservices PIC or
adaptive services PIC with the FPC slot, PIC, and port attributes.

Service Pic and Interface

Name of the group to which the SDG is assigned.SDG Group
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To view configuration and run-time information for services:

1. Sort the table by mousing over the column header for the data you want to sort by

and clicking the down arrow. Select Sort Ascending or Sort Descending.

2. Show columns not in the default table view, or hide columns, as follows:

1. Mouse over any column header and click the down arrow.

2. Select Columns from the menu.

3. Select the check boxes for columns that you want to view. Clear the check boxes

for columns that you want to hide.

3. View information about devices as follows:

• To restrict the display of devices, enter a search criterion of one or more characters

in the Search bar and press Enter.

All devices that match the search criterion are shown in the main display area.

Related
Documentation

Viewing Device Statistics on page 141•

• Viewing Configuration Details of Services on Devices on page 144

• Viewing Discovery Logs on page 146

• Viewing Discovery Profiles on page 147

Using the ActionsMenu on the Service Template and Service Edit Pages

You can use the Actions menu on the Service Template and Service Edit pages for ADC,

TLB, CGNAT, and SFW service instances to publish, unpublish, and clone the defined

service instances. You can also create a deployment plan for the service or disregard the

changes done to the service.

• Publishing a Service Template on page 196

• Unpublishing a Service Template on page 197

• Exporting a Service to a CSV File on page 198

• Cloning a Service Template on page 199

• Creating a Deploy Plan and Provisioning Services Immediately on page 200

195Copyright © 2019, Juniper Networks, Inc.

Chapter 13: Using the Service Designer



Publishing a Service Template

You need to publish a service template definition when you want to make it available to

create device templates from the template definition.

To publish a service template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Template >Manage Service Templates.

The Service Templates page is displayed in the right pane, listing all the previously

defined service instances.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service instances is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service instances, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. Select a template, and click the Publish button.

The filter status changes from “Draft” to “Published”. The Publish option is available

only if all selected filters are assigned the Draft status.
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Unpublishing a Service Template

To make a template definition unavailable to operators, you must unpublish it. You must

also unpublish a definition before you can modify or delete it. If you unpublish a definition

that is already being used as the basis for templates, all templates based on that definition

are disabled. Republishing the definition alone is not enough to reenable the templates.

The templates must be reviewed before they can be reenabled

To unpublish a service template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Template >Manage Service Templates.

The Service Templates page is displayed in the right pane, listing all the previously

defined service instances.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service instances is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service instances, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. Select a template, and click theUnpublish button above the table of listed templates.

The filter status changes from “Published” to “Draft”. The Unpublish option is available

only if all selected filters are assigned the Published status.
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Exporting a Service to a CSV File

You can export the service template settings and parameters to a comma-separated

value (.csv) file to open it by using a spreadsheet or any other business application on

your client computer.

To export a service template to CSV file:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Template >Manage Service Templates.

The Service Templates page is displayed in the right pane, listing all the previously

defined service instances.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service instances is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service instances, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. Click the Actions menu, and select Export to CSV from the drop-down menu.

The Export dialog box appears.

6. Export the policy information to the CSV file. You can export information about selected

devices or export information about all of the devices managed by Junos Space.

• Select the check box next to the managed SDG or SDG pair that you want to export

to a CSV file, and click the Export Selected button to export the policy information

about selected devices and begin creating the CSV file.

• Click the Export All button to export the policy information for all the devices and

begin creating the CSV file.
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A progress bar is displayed to indicate the percentage of completion of the export job.

After the export job is completed, a download link is displayed that you can click to

download the CSV file.

Cloning a Service Template

You clone a template definition to quickly create a new template definition with a new

name but same properties. To modify a template definition without disabling templates

based upon that definition, first clone the definition, then modify the clone.

To clone a service template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Template >Manage Service Templates.

The Service Templates page is displayed in the right pane, listing all the previously

defined service instances.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service instances is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service instances, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. Select the template you want to clone

6. Click the Clone button above the table of displayed templates.

7. In the Name field, type a user-defined template definition name. A template definition

name cannot exceed 128 characters and can contain only letters, numbers, spaces,

and some special characters. The special characters allowed are hyphen (-),
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underscore (_), period (.), at (@), single quote (’), forward slash (/), and ampersand

(&).

8. (Optional) In the Description field, type a user-defined description. (limit of 255

characters). The description cannot exceed 256 characters. The operators who use

the template definition to create templates rely on the description for information on

the template definition.

9. Click Save to save the template. The dialog box closes and the Manage Service

Templates window appears.

Creating a Deploy Plan and Provisioning Services Immediately

To deploy a deployment plan and policies immediately:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

6. Alternatively, if you are in Service view, from the View pane, perform one of the

following tasks:
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• Click the ADC button.

The list of ADC service instances is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service instances, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

7. From the task pane, select Service Edit. The Service Instances page is displayed.

8. In the Service Instances page, from the tree that lists the SDGs, select All Service

Gateways, or the SDG or SDG pair for which you want to view the previously configured

policy or filter templates.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The service instances associated with each SDG in an SDG pair are displayed.

9. In the Service Instances page, select a service instance and click the Lock icon.

The corresponding service instance is locked and is available for modifications.

10. Click the Send for Deployment button.

• If you create a deployment plan from Gateway view of Deploy mode, the Deployment

Plan Summary dialog box appears, with the service name, type, and status listed.

Click Send to create a deployment plan.

• If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either

clicking the buttons corresponding to the various settings at the top of the wizard

page to directly traverse to the page you want to modify or clicking the navigation

buttons at the bottom of the wizard page to go to the different pages of the wizard.

Click Finish to create a deployment plan.

The configuration deployment job runs. To view the status or results of the deployment

job, you can view the Deployment Plans page. In the Deployment Plans page, the

Provision Status and Message columns are updated indicating the progress of

commission. If the deploy is successful, the status denotes Commissioned. If the

deploy fails, the status changes to Commission Failed.

Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.
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Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

Viewing a Graphical Statistic of Service Templates

To view the total number of service templates that are previously configured in the Edge

Services Director database and are in the published or unpublished states:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Template > View Statistics.

The Service Template Statistics page is displayed.

Figure 19: Service Template Statistics Page

The page displays a bar graph in the top pane of the page. The count of service

templates of each type is displayed on the vertical axis and the service type is shown

on the horizontal axis. A color-coding format is used to represent the bars on the graph.

Published service templates are shown in olive green color and unpublished service

templates are shown in blue color. Mouse over each bar in the chart to highlight and

display the number of templates published or unpublished for each type of service.
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Related
Documentation

Creating and Managing ADC Service Templates on page 203•

• Creating and Managing CGNAT Service Templates on page 234

• Creating and Managing SFW Service Templates on page 252

• Creating and Managing TLB Service Templates on page 275

Creating andManaging ADC Service Templates

You can configure the adaptive delivery controller (ADC) software within your router to

balance user session traffic among a group of available servers that provide shared

services. The ADC software uses Junos OS firewall filters, Junos OS routing instances of

type forwarding-instance, and Junos OS logical interfaces and interface address families

(units and addresses) defined on the Multiservices-DPCs running the ADC software.

You can perform the following tasks with the Service Designer page for ADC:

• Create an ADC service template with attributes and settings for load balancing

operations.

• Modify an existing ADC template to meet the network needs and deployment scenarios.

• Delete an existing template.

• Creating an ADC Service Template on page 204

• Importing an ADC Service Template on page 207

• Creating a Deployment Plan on page 209

• Creating a Real Server on page 210

• Creating a Group for Real Servers on page 212

• Load-Balancing Methods for Real-Server Groups on page 214

• Creating a Client-Facing Interface and Routing Instance on page 216

• Creating a Server-Facing Interface and Routing Instance on page 218

• Creating a Services PIC for an ADC Service Template on page 219

• Creating a Health Check for an ADC Service Template on page 221

• Creating a Custom Health Check for an ADC Instance on page 222

• Creating a Virtual Service for an ADC Service Template on page 225

• Creating a Virtual Server for an ADC Service Template on page 228

• Creating a Firewall Rule for an ADC Service Template on page 229

• Modifying ADC Service Templates on page 232
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Creating an ADC Service Template

To configure a new ADC service template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this page

from another mode or a different page. You need to click this button only if you are

viewing the other service templates, such as CGNAT or TLB.

The Service Designer page displays a bar graph in the top pane of the page. The total

number of service templates of each type is displayed on the vertical axis and the

service type is shown on the horizontal axis. A color-coding format is used to represent

the bars on the graph. Published service templates are shown in olive green color and

unpublished service templates are shown in blue color. Mouse over each bar in the

chart to highlight and display the number of templates published or unpublished for

each type of service.

5. Click the Add icon.

The Create an ADC Planning Template window appears.
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Figure 20: Create ADC Service TemplateWindow

6. In the Name field, enter a name for the service template or profile (limit of 63

alphanumeric characters without spaces).

7. In the ADC Instance Name field, enter a name for the service instance (limit of 63

alphanumeric characters without spaces). Each service instance that you define can

be applied to a single SDG or multiple SDGs.

8. (Optional) Alternatively, instead of creating a new template entirely, click the Import

button to clone an existing template by importing it. You can import the parameters

defined for a previous ADC service instance and customize only the settings that are

necessary.

Imported templates are created without any device assigned to them. To use these

templates, you must associate a device with the policy.

The Import Services dialog box is displayed. See Importing an ADC Service Template

for step-wise details on importing an ADC service template.

9. The Create an ADC Planning Template window displays the individual elements or

components of the service with a graphical icon for each of the service elements and

the corresponding names in separate boxes. You can add, edit, or delete these service

elements in a template.

The Property View tab and the Config View tab are displayed on the right pane of the

template window. The Property View tab provides a tree-based structure of the

parameters defined in a service template. You can expand the tree and view details

of each component. A key value pair representation is shown. Each of the components

can be treated as categories of the service template shown in the property view.
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The Config View tab displays the elements or components specified for a service

template in the form of configuration stanzas and hierarchy levels. This display is

similar to the show command that you can use at a certain [edit] hierarchy level to

view the defined settings. Each level in the hierarchy is indented to indicate each

statement's relative position in the hierarchy. Each level is generally set off with braces,

with an open brace ({) at the beginning of each hierarchy level and a closing brace

(}) at the end. If the statement at a hierarchy level is empty, the braces are not

displayed. Each leaf statement ends with a semicolon (;), as does the last statement

in the hierarchy.

a. Click the green tick mark (✓) displayed at the top-right corner of each of the service

element boxes to create a new element. If the green tick mark is not shown, it

indicates that the user role does not have the permission to create an element.

b. Click the red cross mark (x) displayed at the top-right corner of the icons of each

element if you want to delete the existing configuration. The user with designer

role has permissions to remove or edit elements.

c. if the red cross mark is not displayed beside a particular icon, it signifies that the

element cannot be deleted.

d. The diamond icon that contains an orange tick mark within it at the top-right corner

of the service component name denotes that the particular element can be

modified. The absence of this icon denotes that the user does not have permissions

to modify the attributes of the service component.

e. Double-click each icon pertaining to a service element to view or edit its settings.

If you do not possess the permission to modify the element, a view-only dialog box

with the attributes of the selected element is shown. Otherwise, an editable dialog

box enables you to modify the settings.

f. Click the Maximize icon displayed at the top-right corner of the rectangle or box

that shows all of the values or entities of a particular component of a service

template. The specified component or attribute is displayed as a separate dialog

box, listing all of the values of the particular component. You can add, modify, or

delete the listed values.

g. While creating the new service template, the designer can add or modify service

parameter values and also restrict the access level for each service parameter for

the operator. The designer can set following access levels for each service

parameters to operator in planning template. Click the new icon (cascading files

icon) displayed at the top-left corner of each of the element boxes to open the

shortcut menu. You can click one of the following radio buttons:

• Read-only (the configuration parameter is read-only for operator as part of

provisioning)

• Editable (the configuration parameter is editable as part of provisioning)

• Device-Specific (the configuration parameter value needs to be entered by the

operator for each device during deployment)

h. in the ADC Configuration Parameters box, do the following:
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• Select the Failed Server Loyalty check box to enable failed server protection. If

any server in a server group fails, the remaining servers continue to provide access

to vital applications and data. The failed server can be brought back up without

interrupting access to services.

• Select the Clear on Tcp Reset check box to clear the adaptive load-balancing

mechanism when a Reset flag is received in a TCP packet.

i. Click Save to save the service template configuration. Else, click Close to discard

the changes to the template.

j. Click Save & Publish to save and publish the service template configuration. The

designer must publish the service templates to the operator to use in the creation

of deployment plans. After a filter or policy is published, it goes for peer review and

approval. After approval, the filter or policy is deployed to device.

Importing an ADC Service Template

To create a clone of an existing ADC template by importing it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates. The Manage Service Templates page

is displayed.

4. Click the ADC button. The list of ADC service templates is displayed. You need not

click this button if you are launching the Service Designer page for the first time or are

navigating to this page from another mode or a different page. You need to click this

button only if you are viewing the other service templates, such as CGNAT or TLB.

5. Click the Add icon. The Create an ADC Planning Template window appears.

6. Enter the name of the template and the service instance in the respective fields.

7. Click the Import button. The Import Services dialog box appears.

You can import the service templates assigned to SDGs or choose from a list of all of

the predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

8. Perform one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

CGNAT rule from SDGs that are present in the Edge Services Director database.
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• Select the FromXML radio button if you want to import the CGNAT rule from an

XML configuration file on an external system.

9. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

10. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• ClickUpload. The service template is added to the database and can be used during

configuration of services or policies.

11. Do one of the following to import all components of a selected template or only a

particular component of a template. For the components that are not imported, you

need to specify the definitions of the components afresh.

• Select the check boxes next to all of the service instances that are displayed for the

selected SDG or SDG group, or for the XML file that you uploaded. In such a case,

all of the elements or parameters of the selected template or instance are imported.

• Alternatively, select the check box next to a particular or group of service instances

to import only a specific component of the selected template

For example, if the service instance you are importing contains Routing Interface

Details from the list of individual service components being retrieved to the service

template you are creating, you can import the client-facing and server-facing

interface and routing instances. The interface and routing instance where client

packets are received from the list of all the items that belong to the devices in the

inventory form the client-facing set. The interface and routing instance through

which packets traverse to servers from the list of all the items that belong to the

devices in the inventory form the server-facing set.
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NOTE: Client-facing interfaces—The device interfaces where client
traffic is received. Traffic arriving on these interfaces is handled by the
ADC software and destined to be routed to the virtual IP addresses and
filter destination addresses configured in the instance. At least one
client-facing interfacemust be specified for each adc-instance. A
client-facing interface can be shared between instances.

Server-facing interfaces—The device interfaces where servers are
connected, usually through switches or routers. Traffic to the servers is
routed to these interfaces. At least one server-facing interfacemust be
specified for each load-balancing instance; a server-facing interface
can be shared between instances. The same device interface can be
used as a client-facing interface in one (or more) adcinstances, and as
a server-facing interface in other instances.

12. Similarly, you can select other components and import them to the template. Save

the imported components to add them to the template you are creating by using the

imported template as a base.

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit. The Manage Service Templates page is

displayed.

4. Click the ADC button. The list of ADC service templates is displayed. You need not

click this button if you are launching the Service Designer page for the first time or are

navigating to this page from another mode or a different page. You need to click this

button only if you are viewing the other service templates, such as CGNAT or TLB.

5. Select the check boxes next to the SDGs or SDG groups that you want to assign to

the plan. Based on your selection of a service or a policy template, the components

or attributes are shown for the corresponding device.
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6. From the boxes that show the components of a service template, you can edit, delete,

or add elements to it. If you do not have permissions to update a template, the

corresponding icons are not shown.

7. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

• If you create a deployment plan from Gateway view of Deploy mode, the Deployment

Plan Summary dialog box appears, with the service name, type, and status listed.

Click Send to create a deployment plan.

• If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either

clicking the buttons corresponding to the various settings at the top of the wizard

page to directly traverse to the page you want to modify or clicking the navigation

buttons at the bottom of the wizard page to go to the different pages of the wizard.

Click Finish to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

8. Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.

9. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Creating a Real Server

To create a real server as a component for the ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates. The Manage Service Templates page

is displayed.

4. Click the ADC button. The list of ADC service templates is displayed.

5. Click the Add icon. The Create an ADC Planning Template window appears.
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6. Enter the name of the template and the service instance in the respective fields.

7. Click the green plus sign in the Real Servers box. The Addition of Real Server dialog

box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

8. In the Name field, enter the name to identify the real server. Make sure the servers are

connected via a router interface that is defined as a server-facing interface for the

adc-instance. For each real server, you must assign a real-server name and specify

its actual IP address.

9. In the Address Family field, select IPv4 to specify an IPv4 address, or select IPv6 to

enter the IPv6 address of the real server.

10. In the IP Address field, specify the IP address of the real server.

11. In the Health check section, select the check box and specify the following:

• In the Interval field, specify the amount of time, in seconds, between polls of the

real server by the router.

NOTE: The ADC softwaremonitors the servers in the real-server group
and the load-balancedapplications runningon them. If a router detects
that a server or application has failed, it does not direct any new
connection requests to that server. When a service fails, the ADC
software can remove the individual service from the load-balancing
algorithmwithout affecting other services provided by that server. By
default, the router checks the status of each service on each real server
every five (5) seconds. Sometimes, the real server can be too busy
processing connections to respond to health checks. If a service does
not respond to four consecutive health checks, the router, by default,
declares the service unavailable. You canmodify both the health check
interval and the number of retries.
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• In the Failure-retries field, specify the number of times the router attempts its check

on the real server before marking the server as unavailable. In the Recovery-retries

field, specify the number of times the router attempts to recover the real-server

connection.

• In the Recovery Retries field, set the number of recovery retries to attempt to

determine server recovery. The range is from 1 through 63.

12. In the Listing Ports section, click the plus sign to add as many ports as needed for the

real server. Enter the port number in the Port field. For example, you might require

ports for the common application ports and the applications that use them, such as

8080 for HTTP and 443 for HTTPS.

13. In the Content String section, click the plus sign to add as many content strings as

neded to be added for the real server. Enter the string for matching traffic to be sent

to the real server in the String field. ADC software supports two content-string methods

(URL hashing and URL pattern matching) and all Layer 4 load-balancing methods. If

you do not add a defined string (or add the defined string any), the server handles any

request. Content string handling applies to the DNS, RTSP, HTTP services, and to

filters.

You can assign one or more content strings to each real server. When more than one

URL string is assigned to a real server, requests matching any string are redirected to

that real server. There is also a special string known as "any" that matches all content.

14. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Group for Real Servers

Define the group and assign real servers to it. The real servers in any given group must

have an IP address accessible to the module that performs the SLB functions. This IP

routing is most easily accomplished by placing the servers on a network local to the

router. Routing to the server can be used as long as it does not violate the topology rules

outlined.

A group is a collection of multiple servers with the same content, so that client requests

can be load-balanced between them.

To create a group of real servers:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.
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The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Server Groups box. The Addition of Group dialog box

appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. In the Name field, enter the name for the real servers group.

10. In the Group Unit field, specify the unit on a group. In general, the unit is used when

the traffic is going out from the ADC software to the server. To support virtual routers

on the server side, each server is assigned a unit. When the traffic is going out from

the ADC software to this server, the traffic goes out from the matching

Multiservices-DPC NPU IFL (ms-x/y/z.#, where # is the unit). This allows you to attach

the relevant IFL to a virtual router and attach the server to this virtual router. If the unit

is not configured on the server, the unit is taken from the group configuration. If the

unit is not configured in the group, the unit is taken from the adc-instance configuration.

If no unit is configured, the ADC software uses the default unit (unit 0).

For example, if you specify the unit as 40, it sets all servers inside this group to use

unit 40, unless a unit is configured on a specific server inside the group.
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11. From the Load Balance Method list, select the method of load balancing for the real

servers group. Load-balancing methods are used for selecting which real-server in a

group receives the next client connection. The available metrics include hash, least

connections, round-robin, response (response time), and bandwidth.

12. In the Real Servers section, assign the real servers to be part of the group. Select the

real servers from the Available column and click the right arrow to move the server to

the Selected column.

13. In the Health Check section, do one of the following:

The ADC software monitors the servers in the real-server group and the load-balanced

applications running on them. If a router detects that a server or application has failed,

it does not direct any new connection requests to that server. When a service fails,

the ADC software can remove the individual service from the load-balancing algorithm

without affecting other services provided by that server. By default, the router checks

the status of each service on each real server every five (5) seconds. Sometimes, the

real server can be too busy processing connections to respond to health checks. If a

service does not respond to four consecutive health checks, the router, by default,

declares the service unavailable. You can modify both the health check interval and

the number of retries.

• Select the DNS radio button to configure DNS health checking. Enter the hostname

for which health verification needs to be performed..

• Select the HTTP radio button to configure HTTP-based health check. HTTP-based

health checks can include the hostname for Host headers. The Host header and

health check URL are constructed from the Virtual server hostname, domain name,

and the server group health check field. Enter the URL for which health check is

needed and the HTTP header method, such as GET, PUT, POST, DELETE , and.

PATCH. Select theUseHeadMethod that causes the HTTP Head method to retrieve

HTTP headers only.

• Select the PING radio button to configure ping-based health checking. Ping health

checks verify if the real server is alive.

• Select the SSLHELLO radio button to sets Secure Sockets Layer (SSL) hello

health-check parameters. SSL version 2 (SSLv2) is used for the SSL health check

• Select the SCRIPT radio button to create a custom-based health check. From the

Custom Health Check field, specify tcp or udp as the protocol for the script to use

in a custom health check. A script is made up of one or more TCP or UDP command

containers. A script can contain any number of these containers, up to the allowable

number of characters that a script supports.

14. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Load-BalancingMethods for Real-Server Groups

The following methods for real server groups are supported:
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• Hash—The hash load-balancing method uses IP address information in the client

request to select a server. For virtual-services, the client source IP address is used. All

requests from a specific client are sent to the same server. This is useful for applications

where client information must be retained between sessions. When selecting a server,

a mathematical hash of the relevant IP address information is used as an index into

the list of currently available servers. Any given IP address information always has the

same hash result, providing natural persistence, as long as the server list is stable.

When a configured server becomes unavailable, clients bound to operational servers

continue to be bound to the same servers for future sessions and clients bound to

unavailable servers are rehashed to select an operational server. Some services allow

you to hash using the client-ip and port. This is done using the source-port-inhash

parameter. There are more hash options in filters, that are set using the

load-balancing-hash parameter.

• Least Connections—With the least-connections load-balancing method, the number

of connections currently open on each real server is measured in real time. The server

with the fewest current connections is considered to be the best choice for the next

client connection request. This option is the most self-regulating, with the fastest

servers typically getting the most connections over time.

• Round-Robin—With the round-robin load-balancing method, new connections are

issued to each server in turn; that is, the first real server in the group gets the first

connection, the second real server gets the next connection, followed by the third real

server, and so on. When all the real servers in this group have received at least one

connection, the issuing process starts over with the first real server.

• Response Time—The response-time load-balancing method uses real-server response

time to assign sessions to servers. The response time between the servers and the

load-balancing module is used as the weighting factor. The router monitors and records

the amount of time it takes for each real server to reply to a health check to adjust the

real-server weights. The weights are adjusted so they are inversely proportional to a

moving average of response time. In such a scenario, a server with half the response

time as another server receives a weight twice as large. Note: The effects of the

response-time or bandwidth weighting apply directly to the real servers and are not

necessarily confined to the group. When response-time or bandwidth-metered real

servers are also used in other groups that use the least connections, round-robin, or

hash methods, the response-time or bandwidth weights are applied on top of the

method calculations for the affected real servers. Since the response-time or bandwidth

weight changes dynamically, this can produce fluctuations in traffic distribution for

the groups that use the least-connections, round-robin, or hash load-balancing

methods.

• Bandwidth The bandwidth load-balancing method uses real-server octet counts to

assign sessions to a server. The load-balancing module monitors the number of octets

sent between the server and the module. Then, the real-server weights are adjusted

so they are inversely proportional to the number of octets that the real server processes

during the last interval. Servers that process more octets are considered to have less

available bandwidth than servers that have processed fewer octets. For example, the

server that processes half the amount of octets over the last interval receives twice

the weight of the other servers. The higher the bandwidth used, the smaller the weight

assigned to the server. Based on this weighting, the subsequent requests go to the
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server with the highest amount of free bandwidth. These weights are automatically

assigned.

NOTE: The effects of the response-time or bandwidth weighting apply
directly to the real servers and are not necessarily confined to the group.
When response-time or bandwidth-metered real servers are also used in
other groups that use the leastconnections, round-robin, or hashmethods,
the response-timeor bandwidthweights are applied on topof themethod
calculations for the affected real servers. Since the response-time or
bandwidth weight changes dynamically, this can produce fluctuations in
traffic distribution for the groups that use the least-connections,
round-robin, or hash load-balancingmethods.

Creating a Client-Facing Interface and Routing Instance

Clients and servers can be connected through the same router port. Each port in use on

the router can be configured to process client requests, server traffic, or both:

Client-facing interfaces—Router ports through which client requests to the virtual server

are received.

Server-facing interfaces—Router ports to which servers are connected (directly or through

routing). Responses to clients are received on the router through these ports.

To assign a client-facing instance and interface to an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).
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7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Client-Facing box. The Client facing dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

10. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

11. In the Device Inventory Routing Instances section, select the check box next to the

routing instance of the SDG that must be used for packets arriving from clients or

users. All the routing instances from the inventory of devices are listed.

12. In the Device Inventory Interfaces section, select the check box next to the interface

instance of the SDG that must be used for packets arriving from clients or users. All

of the interfaces from the inventory of devices are listed.

13. Click OK to save the settings. Else, click Cancel to discard the configuration.
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Creating a Server-Facing Interface and Routing Instance

Clients and servers can be connected through the same router port. Each port in use on

the router can be configured to process client requests, server traffic, or both:

Client-facing interfaces—Router ports through which client requests to the virtual server

are received.

Server-facing interfaces—Router ports to which servers are connected (directly or through

routing). Responses to clients are received on the router through these ports.

To assign a server-facing instance and interface to an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Client-Facing box. The Client facing dialog box appears.

Copyright © 2019, Juniper Networks, Inc.218

Edge Services Director User Guide



NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

10. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

11. In the Device Inventory Routing Instances section, select the check box next to the

routing instance of the SDG that must be used for packets traversing to the servers.

All the routing instances from the inventory of devices are listed.

12. In the Device Inventory Interfaces section, select the check box next to the interface

instance of the SDG that must be used for packets to be sent to the servers. All of the

interfaces from the inventory of devices are listed.

13. Click OK to save the settings. Else, click Cancel to discard the configuration.

Creating a Services PIC for an ADC Service Template

Multiservices (ms-) interfaces are the physical multiservices interfaces of a device that

are used to run the load-balancing instance application. The more multiservices interfaces

used for a loadbalancing instance, the more capacity and processing power the instance

has. At least one MS interface must be specified for each adc-instance, up to eight

interfaces can run the same instance. A multiservices interface is associated exclusively

to a single load-balancing instance (it cannot be shared between instances).

To assign a services interface to an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. Enter the name of the template and the service instance in the respective fields.

7. Click the green plus sign in the Service Pic box. The Service Pic dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

8. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

9. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

10. Select the check box next to the ms- interface of an SDG that must be assigned to

the ADC template.

11. Click OK to save the settings. Else, click Cancel to discard the configuration.
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Creating a Health Check for an ADC Service Template

The ADC software does health checking on each defined server (see Health Checking,

page 183). In order for the traffic to get from the ADC software to the server, a source IP

with the same subunit as the server must be defined. Usually all subunits that are in use

in a certain adc-instance must have a matching IP address with the same subunit defined

in the instance.

The health check itself is defined at the group parameter. Select a health check based

on the application running on the real server in question. If the real server is an LDAP

server, for example, use the LDAP health check method. It is important to make sure that

the server can answer connections from the IP address configured. This source IP address

must be “routable” back to the router. Each server in the load-balancing instance has a

sub-unit attached to it. Before the ADC software sends a health check to a server, it

checks the sub-unit attached to the server, then chooses the source IP address to use

for this server health check according to the address configured under the same unit in

the health-check-source configuration. As a result, each sub-unit attached to a server

must have a matching address in the healthcheck- source configuration. This way the

ADC software can send health checks to servers using this sub-unit. When no health

check address is defined for the unit, all servers with this unit are in a failed status. Family

inet is the only supported family under the health-check-source configuration.

To configure a health check source for an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.
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8. Click the green plus sign in the Health Check box. The Addition of Health Check dialog

box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. Specify the unit of the health check source in the Unit field. as part of the

auto-configuration, the ADC software defines IFLs and IFAs (units and addresses) on

the Multiservices-DPC. These IFLs require a unique unit number that is used later in

auto-configured filters to direct traffic. By default, the units used by the ADC software

for automatic configuration are in the range of 10,000 to 11,032.

10. Select the IPv4 Family check box to specify IPv4 as the address protocol family.

11. Specify the IPv4 address of the source for health verification in the IP Address field.

12. Select the IPv6 Family check box to specify IPv6 as the address protocol family.

13. Specify the IPv6 address prefix of the source for health verification in the IP Address

field.

14. Click Save to save the settings. Else, click Cancel to discard the configuration.

Creating a CustomHealth Check for an ADC Instance

You can configure the ADC software to send a series of health-check requests to real

servers or real-server groups and monitor the responses. Health checks are supported

for TCP and UDP protocols, using either binary or ASCII content.

Health check scripts dynamically verify application and content availability by executing

a sequence of tests based on send and expect commands. You can configure the ADC

software to send a series of health check requests to real servers or realserver groups

and monitor the responses. Both ASCII and binary-based scripts, for TCP and UDP

protocols, can be used to verify application and content availability.
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To configure a custom health-check script for an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Custom Health Check box. The Addition of Custom

Health Check dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. Specify the name of the script to be used for health-check in the Script Name field.

A script is made up of one or more TCP or UDP command containers. A script can
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contain any number of these containers, up to the allowable number of characters

that a script supports.

10. Select the type of protocol for custom health-check from theCommandType list. You

can select eitherTCP orUDP. Commands exist to open a connection to a specific TCP

or UDP port, send a request to the server, and expect an ASCII string or binary pattern.

Only one protocol can be configured per script.

11. Specify the name of the command for custom health-check in the Command Name

field.

The name of the TCP or UDP command for script-based health-check is a container

for one or more commands.

12. Click the Add icon to create a health-check command. The Health Check Command

dialog box is displayed.

You can also select the check boxes beside existing commands from the list of

previously configured commands from the Custom Health Check dialog box if you

want to assign them to the health-check script. Click Save to save the settings.

13. In the Health Check Command dialog box, enter the unique identifier for the command

to be used for diagnosing and monitoring the health of servers or URLs using

script-based checking in the Command ID field.

14. Select the type of command for script-based health monitoring from the Command

Type list.

The following are the currently available commands for building a script-based health

check:

• open—Specifies which destination real-server UDP port to use; for example, OPEN

9201. After entering the destination port, you is prompted to specify a protocol;

choose udp.

• send—Specifies the send content in raw hexadecimal format.

• binary-send (for binary content only)—Used to specify binary content (in

hexadecimal format) for the request packet.

• expect—Specify the expected content in raw hexadecimal format.

• binary-expect (for binary content only)—Used to specify the binary content (in hex

format) to be expected from the server response packet.

• offset (for binary content only)—Specifies the offset from the beginning of the

binary data area to start matching the content specified in the binary-expect

command. The offset command is supported for both UDP and TCP-based health

checks. Specify the offset command after a binary-expect command if an offset is

desired. If this command is not present, an offset of zero is assumed.
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• depth (for binary content only)—Specifies the number of bytes in the IP packet that

should be examined. If no offset value is specified, depth is specified from the

beginning of the packet. When depth is not specified, it is the length of the content.

This means that the content is expected exactly at the offset specified (or 0 when

the offset is not specified).

• wait—Specifies a wait interval before the expected response is returned. The wait

window begins when the send string is sent from the ADC. If the expected response

is received within the window, the wait step passes. Otherwise, the health check

fails. The wait window is in units of milliseconds. When the wait value is not specified

the script waits according to the realserver configured interval.

15. Enter a value corresponding to the command type selected in the Value field. You

can enter one of the following types of values based on the command type:

• binary-expect and binary-send hexadecimal-value—Specifies the content to expect

from the server response packet using hexadecimal format.

• depth number—Specifies the number of bytes in the IP packet that should be

examined. If no offset value is specified, depth is specified from the beginning of

the packet. Default: The default value is the length of the content.

• offset number—Specifies the offset from the beginning of the binary data area to

start matching the content specified in the binary-expect command. The offset

command is supported for both UDP-based and TCP-based health checks. If you

require an offset, specify the offset command after a binary-expect command.

Default: 0

• binary-expect, binary-send, and expect wait interval—Specifies a wait interval before

the expected response is returned. The wait interval begins when the send string is

sent from the ADC software. If the expected response is received within the interval,

the wait step passes. Otherwise, the health check fails. The wait interval is expressed

in units of milliseconds. When the wait interval is not specified, the script waits

according to the real server configured interval. Range: 0 through 65535

• send text—Specifies the send content in raw hexidecimal format.

• open port—Specifies which destination real-server UDP port to use; for example,

open 9201.

16. Click Save to save your settings in the Health Check Command dialog box. You are

returned to the Custom Health Check dialog box and the newly configured command

is added to the list shown.

17. ClickOK to save the settings in the Custom Health Check dialog box. Else, clickCancel

to discard the configuration.

Creating a Virtual Service for an ADC Service Template

A virtual service is a service that is being load-balanced across the servers in the group;

for example, dns-virtual-service. The service belongs to a virtual server, that defines the

IP address through which the service is accessible to the client. The service is accessed

through one or more predefined application ports (TCP or UDP). The virtual server defines

225Copyright © 2019, Juniper Networks, Inc.

Chapter 13: Using the Service Designer



the IP address to which client requests are sent. The virtual service defines a destination

port within the virtual-server IP address. The virtual service configuration includes

parameters relevant to the processing of client requests to this service. The service is

actually provided by the real servers in the group defined in the virtual service.

To configure a virtual service for an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Virtual Service box. The Addition of Virtual Service

dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

9. In the Name field, specify the name of the virtual service (limit of 128 characters).

10. In the Address field, specify the IP address of the virtual server.

11. From the Service Type list, select DNS to set up the DNS service for the virtual server.

You can also select other service types such as plain, HTTP, or SSL.
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IP server load balancing allows you to configure your ADC software for server load

balancing based on the client's IP address only. Typically, the client IP address is used

with the client port number to produce a session identifier. When the Layer 3 option

is enabled, the ADC software uses only the client IP address as the session identifier.

12. In the Server Listening Port field, specify the port number the server uses to listen or

receive connection requests. The range is from 0 through 65,534. You can change the

destination port of traffic to a specific port by using this field setting.

13. From the Protocol list, select TCP or UDP to specify the application type of virtual

service.

14. From the Group list, select the name of a real server group configured to be used for

this virtual service.

15. In the Service Timeout field, configure the service-timeout parameter to the amount

of time that idle connections should remain in the connection table before being

removed, in minutes (0 to 32768). The default, when the parameter is not set, is to

use the timeout configured for the real server, typically 10 minutes.

16. Select the Fast Load Balancing check box to specify the connection table needs to be

used for requests only.

Traffic to virtual services is managed using the connection table. Each connection is

recorded in the table. Usually, the connection table is used both for the request

processing and for reply processing. In request processing, the ADC software looks

for a corresponding entry to check persistency information, finds the appropriate

real-server address and listening port, and uses it to send the request to the server.

In reply processing, the ADC software looks for a corresponding entry to know how to

change the source address from a real-server address and listening port back to the

virtualserver address and service port. In some cases, faster traffic processing can be

achieved by not checking the connection table for the response path, but by using

another, more efficient, mechanism for the address and port translation.

17. Select theSendTraffic toVIPcheck box to redirect the packets to the virtual IP address

configured for the virtual server associated with the virtual service. When a certain

VIP is available, the route to this VIP exists in the routing-instance. This allows the

dynamic protocol to publish the VIP as owned by the router. When the virtual IP address

is not available (i.e., all the servers for this VIP are down), the route is redrawn using

the routing-instance. This causes the routing protocol to redraw the route to this IP

from its publications. In turn, traffic to this VIP is no longer be routed to this specific

router.

18. Click Save to save the settings. Else, click Cancel to discard the configuration.
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Creating a Virtual Server for an ADC Service Template

Each virtual server can be configured to support up to 8 service ports and is limited to a

total of 1023 services per router. If more than eight service ports are required for a virtual

address, you can define multiple virtual servers with the same address. The protocol

setting specifies whether this virtual service is a TCP or UDP application. The port setting

specifies the application port for this application.

To configure a virtual server for an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the ADC button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Virtual Server box. The Addition of Virtual Server dialog

box appears.
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NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. In the Name field, enter the name of the virtual server. The virtual server defines the

IP address to which client requests are sent.

10. In the Address field, specify the IP address of the virtual server.

11. From the Type list, select DNS to set up the DNS service for the virtual server. You can

also select other service types such as LDAP, HTTP, or SNMP.

12. In the Virtual Services section, select a virtual service from the Available column and

click the right arrow to move the service to the Selected column,

13. Click Save to save the settings. Else, click Cancel to discard the configuration.

Creating a Firewall Rule for an ADC Service Template

ADC filter terms are an ordered list of terms. Each filter term is composed from a match

clause (ADC Filter Terms—“from” Clause) that defines the match criteria, and a then

clause (ADC Filter Terms—“then” Clause) that defines the action and behavior with traffic

that matches the term. An ADC filter term name can contain letters, numbers, and hyphens

(-) and can be up to 255 characters long. To include spaces in the name, enclose the

entire name in quotation marks (" "). Each term name must be unique within a filter. You

can specify multiple terms in the ADC filter, effectively chaining together a series of match

action operations to apply to the packets. You can also use the go-to action so that,

when a match condition is met, the evaluation continues from the go-to term, rather

than terminating. ADC filter terms are evaluated in the order in which you specify them

in the configuration. To reorder terms, use the configuration mode insert command. For

example, the command insert term up before term start places the term up before the

term start. Up to 2048 filter terms can be configured on the module. Descriptive names

can be used to define filter terms. Each filter can be set to perform from or then actions,

based on any combination of the filter options.

ADC Filter Terms—“from” Clause
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In the from statement in the ADC filter term, you specify conditions that the packet must

match for the action in the then statement to be taken. All conditions in the from

statement must match for the action to be taken. The order in which you specify match

conditions is not important, because a packet must match all the conditions in a term

for a match to occur. If you specify no match conditions in a term, that term matches all

packets. In the from clause you can indicate Layer 4 information to match traffic:

• source-address—Source IP address or range.

• destination-address—Destination IP address or range (dip and dmask).

• protocol tcp | udp—Match using either TCP or UDP protocol. By default, both are

matched.

• source-port—TCP/UDP application or source port or source port range (such as 31000

to 33000). The service number specified on the module must match the service

specified on the server.

• destination-port—TCP/UDP application or destination port or destination port range

(such as 31000 to 33000).

NOTE: Advanced filtering options such as TCP flags are available. Using
these filter criteria, you could create a single filter that blocks external
Telnet traffic to yourmain server except froma trusted IP address. Another
filter couldwarn you if FTP access is attempted froma specific IP address.
Another filter could redirect all incoming e-mail traffic to a server where it
can be analyzed for spam. The options are nearly endless

ADC Filter Terms—“then” Clause

A filter term then statement instructs the filter what to do once the filtering criteria are

matched. These actions are defined in the then clause of the filter term. You can specify

one of the following filter actions:

• accept—Allows the frame to pass (by default). It is processed according to its

destination: either handled by ADC virtual services or by the router and sent to its

destination.

• discard—Discards frames that fit this filter’s profile. They are not processed further.

• go-to term—Match to the specified term and continue classification from there. Note:

The target term must appear further down the list than the currently evaluated term.

• http-redirect—Allows you to specify a target term name that the filter search should

jump to when a match occurs. The http-redirect causes filter processing to jump to a

designated filter, effectively skipping over a block of filter terms. Filter searching then

continues from the designated filter term. To specify the new filter, use the http-redirect

command.

• load-balance—Redirects frames that fit this filter's profile, such as for web cache

redirection. In addition, Layer 4 processing must be used.
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• content-term—Traffic is further matched against content strings, when matched. The

content term then clause is effective. When the content-term is not matched there is

no further filter term matching.

• log—Generates system log messages when the filter term is hit. This option can be

used in conjunction with other term actions.

• per-packet-load-balancing—To improve efficiency, by default, filter processing is

performed only on the first frame in each session. Subsequent frames in the session

are assumed to match the same criteria and are automatically treated in the same

way as the initial frame. Sessions that match a filter term are logged in the connection

table for immediate processing of subsequent frames, rather than a full search to find

a matching term. Some types of filtering (such as TCP flag) require each frame in the

session to be filtered separately. To set this behavior, set per-packet-load-balancing

for the relevant filters.

To configure a virtual server for an ADC template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

3. Click the ADC button.

The list of ADC service templates is displayed.

4. Click the Add icon.

The Create an ADC Planning Template window appears.

5. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

6. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

7. Click the green plus sign in the Firewall Rules box. The Addition of Firewall Rule dialog

box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.
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8. Select the element for the from clause that specifies the match criterion or filter

condition.

9. Select the element for the then clause that specifies the action modifier to be

performed.

10. Click Save to save the settings. Else, click Cancel to discard the configuration.

Modifying ADC Service Templates

On the Service Designer page, you can view the collection of service templates defined

for several applications, such as stateful firewall or CGNAT.

To modify service template instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Deploy Service > Service Edit.

The Service Instances page is displayed in the right pane, listing all the previously

defined service templates.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the

SDG pair or individual SDG for which you want to modify settings. In an SDG pair, you

can select a single SDG or both the SDGs in the in the redundancy pair of devices.
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NOTE: Alternatively, you can alsomodify service templates from Service
View in Build Mode by selecting the Service Templates >Manage Service

Templates from the task pane, selecting a service instance, and clicking

theModify button. You can alsomodify ADC and TLB service templates

fromGatewayView inDeploymodebyselecting theSDGpair orSDGfrom
the View pane, selecting Service Edit from the task pane, and selecting
the TLB service from themain window that displays all the previously
configured template instances to lock andmodify it.

6. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

Figure 21: Select Reference Config Dialog Box

7. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

8. From the Host Name drop-down list, select the hostname of the SDG.

9. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

10. Click Save to save the modified association.

11. Select the check box beside the template you want to modify.
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12. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

13. Perform one of the following from the drop-down menu displayed for each component:

• To retrieve the service component and import into the database of Edge Services

Director, select Import Object. The Import Services dialog box appears. You can

import the service templates assigned to SDGs or choose from a list of all of the

predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

• To create the component afresh, selectCreateNew. The Create page corresponding

to the service component appears. You can define the attributes for the service

component in the same manner as you define the elements during the creation of

a service template.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195

Creating andManaging CGNAT Service Templates

Each carrier-grade NAT rule consists of a set of terms, similar to a service filter. A term

consists of the following:

from statement—Specifies the match conditions and applications that are included and

excluded. The from statement is optional in NAT rules.

then statement—Specifies the actions and action modifiers to be performed by the router

software. The then statement is mandatory in NAT rules.

You can perform the following tasks with the Service Designer page for CGNAT:

• Create a CGNAT service template with attributes and settings for NAT operations.

• Modify an existing CGNAT template to meet the network needs and deployment

scenarios.

• Delete an existing template.

• Creating a CGNAT Service Template on page 235

• Modifying CGNAT Service Templates on page 238

• Creating a Deployment Plan on page 240

• Importing a CGNAT Service Template on page 241

• Creating a Service Set on page 243
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• Creating a Syslog on page 247

• Creating a Rule on page 249

• Creating a Rule Set on page 250

• Creating a Pool on page 251

Creating a CGNAT Service Template

To configure a new CGNAT service template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the CGNAT button. The list of CGNAT service templates is displayed.

The Service Designer page displays a bar graph in the top pane of the page. The count

of service templates of each type is displayed on the vertical axis and the service type

is shown on the horizontal axis. A color-coding format is used to represent the bars

on the graph. Published service templates are shown in olive green color and

unpublished service templates are shown in blue color. Mouse over each bar in the

chart to highlight and display the number of templates published or unpublished for

each type of service.

5. Click the Add icon. The Select Version dialog box appears.

6. Select Junos 12.1 if you want to create a template based on the Junos OS Release 12.1.

Alternatively, select Junos 14.1 if you want to create a template based on the Junos

OS Release 14.1.

NOTE: All the service template components described in this section can
be created for templates that are based on both the Junos OS Releases
12.1 and 14.1. The service elements or components that are additionally
available for configuration when you select the Junos OS 14.1 version are
explicitly mentioned in the relevant steps of the procedure.

The Create a CGNAT Planning Template window appears.
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Figure 22: Create CGNAT Service TemplateWindow

7. In the Name field, enter a name for the service template or profile (limit of 63

alphanumeric characters without spaces).

8. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 alphanumeric characters). Each service instance you define can

be applied to a single or multiple SDGs.

9. Instead of creating a new template entirely, you can import the parameters defined

for a previous CGNAT service instance and customize only the settings that are

necessary. Imported templates are created without any device assigned to them. To

use these templates, you must associate a device with the policy. To clone an existing

template by importing it, click the Import button.

The Import Services dialog box is displayed. See Importing a CGNAT Service Template

for step-wise details on importing a CGNAT service template.

10. The Create a CGNAT Planning Template window displays the individual elements or

components of the service with a graphical icon for each of the service elements and

the corresponding names in separate boxes. You can add, edit, or delete these service

elements in a template.

The Property View tab and the Config View tab are displayed on the right pane of the

template window. The Property View tab provides a tree-based structure of the

parameters defined in a service template. You can expand the tree and view details

of each component. A key value pair representation is shown. Each of the components

can be treated as categories of the service template shown in the property view.

The Config View tab displays the elements or components specified for a service

template in the form of configuration stanzas and hierarchy levels. This display is
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similar to the show command that you can use at a certain [edit] hierarchy level to

view the defined settings. Each level in the hierarchy is indented to indicate each

statement's relative position in the hierarchy. Each level is generally set off with braces,

with an open brace ({) at the beginning of each hierarchy level and a closing brace

(}) at the end. If the statement at a hierarchy level is empty, the braces are not

displayed. Each leaf statement ends with a semicolon (;), as does the last statement

in the hierarchy.

a. Click the green tick mark (✓) displayed at the top-right corner of each of the service

element boxes to create a new element. If the green tick mark is not shown, it

indicates that the user role does not have the permission to create an element.

b. Click the red cross mark (x) displayed at the top-right corner of the icons of each

element if you want to delete the existing configuration. The user with designer

role has permissions to remove or edit elements.

c. if the red cross mark is not displayed beside a particular icon, it signifies that the

element cannot be deleted.

d. The diamond icon that contains an orange tick mark within it at the top-right corner

of the service component name denotes that the particular element can be

modified. The absence of this icon denotes that the user does not have permissions

to modify the attributes of the service component.

e. Double-click each icon pertaining to a service element to view or edit its settings.

If you do not possess the permission to modify the element, a view-only dialog box

with the attributes of the selected element is shown. Otherwise, an editable dialog

box enables you to modify the settings.

f. Click Save to save the service template configuration. Else, click Close to discard

the changes to the template.

g. Click the Maximize icon displayed at the top-right corner of the rectangle or box

that shows all of the values or entities of a particular component of a service

template. The specified component or attribute is displayed as a separate dialog

box, listing all of the values of the particular component. You can add, modify, or

delete the listed values.

h. While creating the new service template, the designer can add or modify service

parameter values and also restrict the access level for each service parameter for

the operator. The designer can set following access levels for each service

parameters to operator in planning template. Click the new icon (cascading files

icon) displayed at the top-left corner of each of the element boxes to open the

shortcut menu. You can click one of the following radio buttons:

• Read-only (the configuration parameter is read-only for operator as part of

provisioning)

• Editable (the configuration parameter is editable as part of provisioning)

• Device-Specific (the configuration parameter value needs to be entered by the

operator for each device during deployment)

i. Click Save & Publish to save and publish the service template configuration. The

designer must publish the service templates to the operator to use in the creation
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of deployment plans. After a filter or policy is published, it goes for peer review and

approval. After approval, the filter or policy is deployed to device.

Modifying CGNAT Service Templates

On the Service Designer page, you can view the collection of service templates defined

for several applications, such as stateful firewall or CGNAT.

To modify service template instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Deploy Service > Service Edit.

The Service Instances page is displayed in the right pane, listing all the previously

defined service templates.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the

SDG pair or individual SDG for which you want to modify settings. In an SDG pair, you

can select a single SDG or both the SDGs in the in the redundancy pair of devices.

NOTE: Alternatively, you can alsomodify service templates from Service
View in Build Mode by selecting the Service Templates >Manage Service

Templates from the task pane, selecting a service instance, and clicking

theModify button.
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6. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

Figure 23: Select Reference Config Dialog Box

7. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

8. From the Host Name drop-down list, select the hostname of the SDG.

9. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

10. Click Save to save the modified association.

11. Select the check box beside the template you want to modify.

12. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

13. Perform one of the following from the drop-down menu displayed for each component:

• To retrieve the service component and import into the database of Edge Services

Director, select Import Object. The Import Services dialog box appears. You can

import the service templates assigned to SDGs or choose from a list of all of the
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predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

• To create the component afresh, selectCreateNew. The Create page corresponding

to the service component appears. You can define the attributes for the service

component in the same manner as you define the elements during the creation of

a service template.

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit.

The Manage Service Templates page is displayed.

4. Click the CGNAT button.

The list of CGNAT service templates is displayed.

5. Select the check boxes next to the SDGs or SDG groups that you want to assign to

the plan. Based on your selection of a service or a policy template, the components

or attributes are shown for the corresponding device.

6. From the boxes that show the components of a service template, you can edit, delete,

or add elements to it. If you do not have permissions to update a template, the

corresponding icons are not shown.

7. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either clicking

the buttons corresponding to the various settings at the top of the wizard page to

directly traverse to the page you want to modify or clicking the navigation buttons at

the bottom of the wizard page to go to the different pages of the wizard. Click Finish

to create a deployment plan.
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A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

8. Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.

9. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Importing a CGNAT Service Template

To create a clone of an existing CGNAT template by importing it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the CGNAT button.

The list of CGNAT service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this page

from another mode or a different page. You need to click this button only if you are

viewing the other service templates, such as CGNAT or CGNAT.

5. Click the Add icon.

The Create a CGNAT Planning Template window appears.

6. In the Name field, enter a name for the service template or profile (limit of 63

alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 alphanumeric characters). Each service instance you define can

be applied to a single or multiple SDGs.

8. Click the Import button.

The Import Services dialog box appears.
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You can import the service templates assigned to SDGs or choose from a list of all of

the predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

9. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

CGNAT rule from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the CGNAT rule from an

XML configuration file on an external system.

10. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

11. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• ClickUpload. The service template is added to the database and can be used during

configuration of services or policies.

12. Do one of the following to import all components of a selected template or only a

particular component of a template. For the components that are not imported, you

need to specify the definitions of the components afresh.

• Select the check boxes next to all of the service instances that are displayed for the

selected SDG or SDG group, or for the XML file that you uploaded. In such a case,

all of the elements or parameters of the selected template or instance are imported.

• Alternatively, select the check box next to a particular or group of service instances

to import only a specific component of the selected template

13. Similarly, you can select other components and import them to the template. Save

the imported components to add them to the template you are creating by using the

imported template as a base.
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Creating a Service Set

A service set is a collection of services to be performed by an Adaptive Services (AS) or

Multiservices PIC. To create a service set as a component for the CGNAT template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the CGNAT button.

The list of CGNAT service templates is displayed.

5. Click the Add icon.

The Create a CGNAT Planning Template window appears.

6. In the Name field, enter a name for the service template or profile (limit of 63

alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 alphanumeric characters). Each service instance you define can

be applied to a single or multiple SDGs.

8. Click the green plus sign in the Service Set box.

The Addition of Service Set dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.
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9. In the Name field, enter the name to identify the service set. Rules are combined into

rule sets, and are associated with a service set for each application such as firewall

or CGNAT.

10. In the Sampling Service Choices section, do one of the following:

• Click Interface Services to configure an interface-style service set. An interface

service set is used as an action modifier across an entire interface

• In the Service Interfaces field, specify the name for the adaptive services interface

associated with an interface-wide service set.

When you have defined and grouped the service rules by configuring the service-set

definition, you can apply services to one or more interfaces installed on the router.

When you apply the service set to an interface, it automatically ensures that

packets are directed to the PIC.

• From the Load Balancing Options section, configure the high availability (HA)

options.

The following hash keys can be configured in the egress direction: destination-ip

(Use the destination IP address of the flow to compute the hash used in load

balancing.) and source-ip (Use the source IP address of the flow to compute the

hash used in load balancing.)

• Click the green tick park beside the Egress Key element to configure the hash keys

to be used in the egress flow direction. The configuration is mandatory if you are

using AMS for Network Address Translation (NAT). This configuration is not

mandatory if you are using AMS for stateful firewall; if the hash keys are not

xconfigured, then the defaults are chosen.

• Click the green tick park beside the Ingress Key element to configure the hash

keys to be used in the ingress flow direction. The configuration is mandatory if

you are using AMS for Network Address Translation (NAT). This configuration is

not mandatory if you are using AMS for stateful firewall; if the hash keys are not

configured, then the defaults are chosen.

Configure the hash keys used for load balancing in aggregated multiservices (AMS)

for service applications (Network Address Translation [NAT], stateful firewall,

application-level gateway [ALG], HTTP header enrichment, and mobility). The hash

keys supported in the ingress and egress direction are the source IP address and

destination IP address.

Hash keys are used to define the load-balancing behavior among the various

members in the AMS group. For example, if hash-keys is configured as source-ip,

then the hashing would be performed based on the source IP address of the packet.

Therefore, all packets with the same source IP address land on the same member.

Hash keys must be configured with respect to the traffic direction: ingress or egress.

For example, if hash-keys is configured as source-ip in the ingress direction, then it

should be configured as destination-ip in the egress direction. This is required to

ensure that the packets of the same flow reach the same member of the AMS group.
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The configuration of the ingress and egress hash keys is mandatory if you are using

AMS for NAT. This configuration is not mandatory if you are using AMS for stateful

firewall; if the hash keys are not configured, then the defaults are chosen. Refer to

Table 46 on page 245 for the supported hash keys.

The resource-triggered option enables anchor session PICs to use the load or

resource information from the anchor services PICs to select the AMS member will

anchor the services for the subscriber for load balancing among AMS members. In

addition, for mobile subscriber-aware services (such as HTTP header enrichment),

you must configure the resource-triggered statement, which means that the load

balancing is not done using the ingress and egress keys.

Table 46: Hash Keys Supported for AMS for Service Applications

Service Set at Egress InterfaceService Set at Ingress Interface

Hash Keys for NAT

Egress hash keyIngress hash keyEgress hash keyIngress hash keyNAT Type

Destination IP addressSource IP addressSource IP addressDestination IP addresssource static

Source IP addressDestination IP addressDestination IP addressSource IP addresssource dynamic

Source IP addressDestination IP addressDestination IP addressSource IP addressNetwork Address Port
Translation (NAPT)

Source IP addressDestination IP addressDestination IP addressSource IP addressdestination static

Hash Keys for Stateful Firewall

Source IP addressDestination IP addressSource IP addressDestination IP addressStateful Firewall

Destination IP addressSource IP addressDestination IP addressSource IP addressStateful Firewall

NOTE: If NAT is used in the service set (alongwith stateful firewall and
ALG), then the hash keys should be based on the NAT type; otherwise,
the hash keys of the stateful firewall should be used.

• ClickNextHopServices to configure a next-hop style service set. A next-hop service

set is a route-based method of applying a particular service. Only packets destined

for a specific next hop are serviced by the creation of explicit static routes.
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• In the Inside Interface list, specify the interface type of the service interface

associated with the service set applied inside the network. For inline IP reassembly,

set the interface type to local. Also, specify the name and logical unit number of

the service interface associated with the service set applied inside the network.

When a next-hop service is configured, the AS or Multiservices PIC is considered

to be a two-legged module with one leg configured to be the inside interface

(inside the network) and the other configured as the outside interface (outside

the network).

• In the Outside Interface list, specify the interface type of the service interface

associated with the service set applied outside the network. For inline IP

reassembly, set the interface type to local. Also, specify the name and logical unit

number of the service interface associated with the service set applied outside

the network.

• In the Service Interface Pool list, select the name of the pool of logical interfaces

configured at the [edit services service-interface-pools pool pool-name] hierarchy

level. You can configure a service interface pool only if the service set has a PGCP

rule configured. The service set cannot contain any other type of rule.

•

• Click Sampling Services to configure a sampling service set.

• In the Service Interface field, specify the service interface, which is the interface

the sampling is taken from. In the case of a sampling service set, the service

interface must be a Multiservices PIC interface with a subunit number of 0 (zero).

The subunit number defaults to 0. The reverse-flow statement is not mandatory.

All sampled traffic is considered to be forward traffic. If you set the reverse-flow

statement, it is ignored.

• Select theReplicationService check box to configure the services replication options

for inter-chassis high availability on MS-MIC and MS-MPC. This field is available

only if you selected the Junos OS 12.1 version.

• In the Replication Threshold field, specify the number of seconds for the replication

threshold. When a flow has been active for more than the number of seconds

specified as a threshold, flow state information is replicated to the backup device.

Make sure that the replication-threshold value is than the open-timeout value(the

timeout period for establishing a TCP connection). The default value of the

replication threshold is 180 seconds. This value is also the minimum.

• Select the Stateful Firewall check box to replicate stateful firewall state

information.

• Select the NAT check box to replicate NAPT44 information.

11. Select the Service Set Options check box to specify the service set options to apply

to a service set. This field is available only if you selected the Junos OS 14.1 version.

12. In the Redundancy Set ID field, specify a unique identifer in the range of 1 through 100

for the redundancy set. The redundancy group IDs that the service redundancy daemon

(srd) uses are associated with those configured for the ICCP daemon (iccpd) through
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the existing ICCP configuration hierarchy by using the same redundancy group ID in

the configuration of the services redundancy group. This field is available only if you

selected the Junos OS 14.1 version.

The actions to be performed when configured redundancy events occur are defined

in redundancy policies. Redundancy polices are associated with redundancy sets;

they are analogous to rules associated with service sets. Redundancy sets are

associated to redundancy groups by redundancy group IDs. Redundancy group details

are defined by the underlying ICCPd configuration. Finally, service sets and redundancy

sets are associated through the redundancy-sets statement in service sets

configuration.

13. In the CGNAT Rule Sets section, select the rule set you want to associate with the

service set from the Available column and click the right arrow to move to the Selected

column.

14. In the CGNAT Rules section, select the rule you want to associate with the service set

from the Available column and click the right arrow to move to the Selected column.

15. In the CGNAT Syslogs section, select the syslog you want to associate with the service

set from the Available column and click the right arrow to move to the Selected

column.

16. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Syslog

You can enable system logging. The system log information from the Adaptive Services

or Multiservices PIC is passed to the kernel for logging in the /var/log directory. This setting

overrides any syslog statement setting included in the service set or interface default

configuration.

To create a syslog for the CGNAT template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the CGNAT button.
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The list of CGNAT service templates is displayed.

5. Click the Add icon.

The Create a CGNAT Planning Template window appears.

6. In the Name field, enter a name for the service template or profile (limit of 63

alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 alphanumeric characters). Each service instance you define can

be applied to a single or multiple SDGs.

8. Click the green plus sign in the Server Groups box.

The Addition of Group dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. In the Name field, enter the name for the syslog component. Specify the fully qualified

domain name or IP address for the syslog server.

10. In the Services list, specify the system logging severity level. It assigns a severity level

to the facility. Valid entries include:

• alert—Conditions that should be corrected immediately.

• any—Matches any level.

• critical—Critical conditions.

• emergency—Panic conditions.

• error—Error conditions.

• info—Informational messages.
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• notice—Conditions that require special handling.

• warning—Warning messages.

11. From the Facility Override list, select the override for the default facility for system

log reporting. Valid values include:

authorization

daemon

ftp

kernel

local0 through local7

user

12. In the Log Prefix field, set the system logging prefix value for all logging to the system

log host.

13. In the Port field, specify the port number to be used for connection with the remote

syslog server.

14. In the Class section, set the class of applications to be logged to the system log.

• alg-logs—Log application-level gateway events.

• ids-logs—Log intrusion detection system events.

• nat-logs—Log Network Address Translation events.

• packet-logs—Log general packet-related events.

• session-logs—Log session open and close events.

• session-logs open—Log session open events only.

• session-logs close—Log session close events.

• stateful-firewall-logs—Log stateful firewall events.

15. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Rule

To create a rule for the CGNAT template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.
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3. Click the CGNAT button.

The list of CGNAT service templates is displayed.

4. Click the Add icon.

The Create a CGNAT Planning Template window appears.

5. Enter the name of the template and the service instance in the respective fields.

6. Click the green plus sign in the Server Groups box. The Addition of Group dialog box

appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

7. From the Rule list, select one of the previously configured rules.

The rules that you configured in the Service Templates workspace for CGNAT, packet

filter, or CGNAT are displayed.

8. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Rule Set

The rule-set statement defines a collection of stateful firewall rules that determine what

actions the router software performs on packets in the data stream. You define each rule

by specifying a rule name and configuring terms. Then, you specify the order of the rules

by including the rule-set statement at the [edit services stateful-firewall] hierarchy level

with a rule statement for each rule.

The router software processes the rules in the order in which you specify them in the

configuration. If a term in a rule matches the packet, the router performs the corresponding

action and the rule processing stops. If no term in a rule matches the packet, processing

continues to the next rule in the rule set. If none of the rules matches the packet, the

packet is dropped by default.

To create a rule set for the CGNAT template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.
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3. Click the CGNAT button.

The list of CGNAT service templates is displayed.

4. Click the Add icon.

The Create a CGNAT Planning Template window appears.

5. Enter the name of the template and the service instance in the respective fields.

6. Click the green plus sign in the Rule Sets box.

The Addition of Rule Sets dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

7. Specify the rule set name the router uses when applying this service.

8. Select the rules that you want t ogroup into a rule set from the Available column and

click the right arrow to move the rules to the Selected column.

9. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Pool

To create an address pool for the CGNAT template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.
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3. Click the CGNAT button.

The list of CGNAT service templates is displayed.

4. Click the Add icon.

The Create a CGNAT Planning Template window appears.

5. Enter the name of the template and the service instance in the respective fields.

6. Click the green plus sign in the NAT Pools box. The Addition of NAT Pool dialog box

appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

7. From the Pool list, select one of the previously configured pools. The pools that you

configured in the Service Templates workspace for CGNAT are displayed.

8. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195

Creating andManaging SFWService Templates

Each stateful firewall rule consists of a set of terms, similar to a service filter. A term

consists of the following:

from statement—Specifies the match conditions and applications that are included and

excluded. The from statement is optional in stateful firewall rules.
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then statement—Specifies the actions and action modifiers to be performed by the router

software. The then statement is mandatory in stateful firewall rules.

You can perform the following tasks with the Service Designer page for SFW:

• Create an SFW service template with attributes and settings for stateful firewall

operations.

• Modify an existing SFW template to meet the network needs and deployment scenarios.

• Delete an existing template.

• Creating an SFW Service Template on page 253

• Modifying SFW Service Templates on page 256

• Creating a Deployment Plan on page 258

• Importing an SFW Service Template on page 259

• Creating a Service Set on page 261

• Creating an Application on page 265

• Creating an Application Set on page 268

• Creating a Syslog on page 269

• Creating a Rule on page 271

• Creating a Rule Set on page 272

• Creating a Services PIC for an SFW Service Template on page 274

Creating an SFWService Template

To configure a new SFW service template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

The Service Designer page displays a bar graph in the top pane of the page. The count

of service templates of each type is displayed on the vertical axis and the service type

is shown on the horizontal axis. A color-coding format is used to represent the bars

on the graph. Published service templates are shown in olive green color and

unpublished service templates are shown in blue color. Mouse over each bar in the
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chart to highlight and display the number of templates published or unpublished for

each type of service.

5. Click the Add icon. The Select Version dialog box appears.

6. Select Junos 12.1 if you want to create a template based on the Junos OS Release 12.1.

Alternatively, select Junos 14.1 if you want to create a template based on the Junos

OS Release 14.1.

NOTE: All the service template components described in this section can
be created for templates that are based on both the Junos OS Releases
12.1 and 14.1. The service elements or components that are additionally
available for configuration when you select the Junos OS 14.1 version are
explicitly mentioned in the relevant steps of the procedure.

The Create an SFW Planning Template window appears.

Figure 24: Create SFWService TemplateWindow

7. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

8. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

9. Instead of creating a new template entirely, you can import the parameters defined

for a previous SFW service instance and customize only the settings that are necessary.

Imported templates are created without any device assigned to them. To use these
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templates, you must associate a device with the policy. To clone an existing template

by importing it, click the Import button.

The Import Services dialog box is displayed. See Importing an SFW Service Template

for step-wise details on importing an SFW service template.

10. The Create an SFW Planning Template window displays the individual elements or

components of the service with a graphical icon for each of the service elements and

the corresponding names in separate boxes. You can add, edit, or delete these service

elements in a template.

NOTE: The Property View tab and the Config View tab are displayed on
the right pane of the template window. The Property View tab provides a
tree-based structure of the parameters defined in a service template. You
can expand the tree and viewdetails of each component. A key value pair
representation is shown. Each of the components can be treated as
categories of the service template shown in the property view.

The Config View tab displays the elements or components specified for
a service template in the form of configuration stanzas and hierarchy
levels. This display is similar to the show command that you can use at a
certain [edit] hierarchy level to view the defined settings. Each level in the
hierarchy is indented to indicate each statement's relative position in the
hierarchy. Each level is generally set off with braces, with an open brace
({) at the beginning of each hierarchy level and a closing brace (}) at the
end. If the statement at a hierarchy level is empty, the braces are not
displayed. Each leaf statement endswith a semicolon (;), as does the last
statement in the hierarchy.

a. Click the green tick mark (✓) displayed at the top-right corner of each of the service

element boxes to create a new element. If the green tick mark is not shown, it

indicates that the user role does not have the permission to create an element.

b. Click the red cross mark (x) displayed at the top-right corner of the icons of each

element if you want to delete the existing configuration. The user with designer

role has permissions to remove or edit elements.

c. if the red cross mark is not displayed beside a particular icon, it signifies that the

element cannot be deleted.

d. The diamond icon that contains an orange tick mark within it at the top-right corner

of the service component name denotes that the particular element can be

modified. The absence of this icon denotes that the user does not have permissions

to modify the attributes of the service component.

e. Double-click each icon pertaining to a service element to view or edit its settings.

If you do not possess the permission to modify the element, a view-only dialog box

with the attributes of the selected element is shown. Otherwise, an editable dialog

box enables you to modify the settings.
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f. Click Save to save the service template configuration. Else, click Close to discard

the changes to the template.

g. Click the Maximize icon displayed at the top-right corner of the rectangle or box

that shows all of the values or entities of a particular component of a service

template. The specified component or attribute is displayed as a separate dialog

box, listing all of the values of the particular component. You can add, modify, or

delete the listed values.

h. While creating the new service template, the designer can add or modify service

parameter values and also restrict the access level for each service parameter for

the operator. The designer can set following access levels for each service

parameters to operator in planning template. Click the new icon (cascading files

icon) displayed at the top-left corner of each of the element boxes to open the

shortcut menu. You can click one of the following radio buttons:

• Read-only (the configuration parameter is read-only for operator as part of

provisioning)

• Editable (the configuration parameter is editable as part of provisioning)

• Device-Specific (the configuration parameter value needs to be entered by the

operator for each device during deployment)

i. Click Save & Publish to save and publish the service template configuration. The

designer must publish the service templates to the operator to use in the creation

of deployment plans. After a filter or policy is published, it goes for peer review and

approval. After approval, the filter or policy is deployed to device.

Modifying SFWService Templates

On the Service Designer page, you can view the collection of service templates defined

for several applications, such as stateful firewall or CGNAT.

To modify service template instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Deploy Service > Service Edit.

The Service Instances page is displayed in the right pane, listing all the previously

defined service templates.

4. From the View pane, perform one of the following tasks:
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• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the

SDG pair or individual SDG for which you want to modify settings. In an SDG pair, you

can select a single SDG or both the SDGs in the in the redundancy pair of devices.

NOTE: Alternatively, you can alsomodify service templates from Service
View in Build Mode by selecting the Service Templates >Manage Service

Templates from the task pane, selecting a service instance, and clicking

theModify button.

6. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

Figure 25: Select Reference Config Dialog Box
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7. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

8. From the Host Name drop-down list, select the hostname of the SDG.

9. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

10. Click Save to save the modified association.

11. Select the check box beside the template you want to modify.

12. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

13. Perform one of the following from the drop-down menu displayed for each component:

• To retrieve the service component and import into the database of Edge Services

Director, select Import Object. The Import Services dialog box appears. You can

import the service templates assigned to SDGs or choose from a list of all of the

predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

• To create the component afresh, selectCreateNew. The Create page corresponding

to the service component appears. You can define the attributes for the service

component in the same manner as you define the elements during the creation of

a service template.

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit.
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The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

5. Select the check boxes next to the SDGs or SDG groups that you want to assign to

the plan. Based on your selection of a service or a policy template, the components

or attributes are shown for the corresponding device.

6. From the boxes that show the components of a service template, you can edit, delete,

or add elements to it. If you do not have permissions to update a template, the

corresponding icons are not shown.

7. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either clicking

the buttons corresponding to the various settings at the top of the wizard page to

directly traverse to the page you want to modify or clicking the navigation buttons at

the bottom of the wizard page to go to the different pages of the wizard. Click Finish

to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

8. Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.

9. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Importing an SFWService Template

To create a clone of an existing SFW template by importing it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.
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The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

You need not click this button if you are launching the Service Designer page for the

first time or are navigating to this page from another mode or a different page. You

need to click this button only if you are viewing the other service templates, such as

CGNAT or SFW.

5. Click the Add icon.

The Create an SFW Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the Import button.

The Import Services dialog box appears.

You can import the service templates assigned to SDGs or choose from a list of all of

the predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

9. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

CGNAT rule from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the CGNAT rule from an

XML configuration file on an external system.

10. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.
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• Click Import. The object is added to the database and can be used during

configuration of services or policies.

11. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• ClickUpload. The service template is added to the database and can be used during

configuration of services or policies.

12. Do one of the following to import all components of a selected template or only a

particular component of a template. For the components that are not imported, you

need to specify the definitions of the components afresh.

• Select the check boxes next to all of the service instances that are displayed for the

selected SDG or SDG group, or for the XML file that you uploaded. In such a case,

all of the elements or parameters of the selected template or instance are imported.

• Alternatively, select the check box next to a particular or group of service instances

to import only a specific component of the selected template

13. Similarly, you can select other components and them to the template. Save the

imported components to add them to the template you are creating by using the

imported template as a base.

Creating a Service Set

A service set is a collection of services to be performed by an Adaptive Services (AS) or

Multiservices PIC. To create a service set as a component for the SFW template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

5. Click the Add icon.

The Create an SFW Planning Template window appears.

6. Enter the name of the template and the service instance in the respective fields.

261Copyright © 2019, Juniper Networks, Inc.

Chapter 13: Using the Service Designer



7. Click the green plus sign in the Service Set box.

The Addition of Service Set dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

8. In the Name field, enter the name to identify the service set. Rules are combined into

rule sets, and are associated with a service set for each application such as firewall

or CGNAT.

9. In the Sampling Service Choices section, do one of the following:

• Click Interface Services to configure an interface-style service set. An interface

service set is used as an action modifier across an entire interface

• In the Service Interfaces field, specify the name for the adaptive services interface

associated with an interface-wide service set.

When you have defined and grouped the service rules by configuring the service-set

definition, you can apply services to one or more interfaces installed on the router.

When you apply the service set to an interface, it automatically ensures that

packets are directed to the PIC.

• From the Load Balancing Options section, configure the high availability (HA)

options.

The following hash keys can be configured in the egress direction: destination-ip

(Use the destination IP address of the flow to compute the hash used in load

balancing.) and source-ip (Use the source IP address of the flow to compute the

hash used in load balancing.)

• Click the green tick park beside the Egress Key element to configure the hash keys

to be used in the egress flow direction. The configuration is mandatory if you are

using AMS for Network Address Translation (NAT). This configuration is not

mandatory if you are using AMS for stateful firewall; if the hash keys are not

configured, then the defaults are chosen.

• Click the green tick park beside the Ingress Key element to configure the hash

keys to be used in the ingress flow direction. The configuration is mandatory if

you are using AMS for Network Address Translation (NAT). This configuration is
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not mandatory if you are using AMS for stateful firewall; if the hash keys are not

configured, then the defaults are chosen.

Configure the hash keys used for load balancing in aggregated multiservices (AMS)

for service applications (Network Address Translation [NAT], stateful firewall,

application-level gateway [ALG], HTTP header enrichment, and mobility). The hash

keys supported in the ingress and egress direction are the source IP address and

destination IP address.

Hash keys are used to define the load-balancing behavior among the various

members in the AMS group. For example, if hash-keys is configured as source-ip,

then the hashing would be performed based on the source IP address of the packet.

Therefore, all packets with the same source IP address land on the same member.

Hash keys must be configured with respect to the traffic direction: ingress or egress.

For example, if hash-keys is configured as source-ip in the ingress direction, then it

should be configured as destination-ip in the egress direction. This is required to

ensure that the packets of the same flow reach the same member of the AMS group.

The configuration of the ingress and egress hash keys is mandatory if you are using

AMS for NAT. This configuration is not mandatory if you are using AMS for stateful

firewall; if the hash keys are not configured, then the defaults are chosen. Refer to

Table 46 on page 245 for the supported hash keys.

The resource-triggered option enables anchor session PICs to use the load or

resource information from the anchor services PICs to select the AMS member will

anchor the services for the subscriber for load balancing among AMS members. In

addition, for mobile subscriber-aware services (such as HTTP header enrichment),

you must configure the resource-triggered statement, which means that the load

balancing is not done using the ingress and egress keys.

Table 47: Hash Keys Supported for AMS for Service Applications

Service Set at Egress InterfaceService Set at Ingress Interface

Hash Keys for NAT

Egress hash keyIngress hash keyEgress hash keyIngress hash keyNAT Type

Destination IP addressSource IP addressSource IP addressDestination IP addresssource static

Source IP addressDestination IP addressDestination IP addressSource IP addresssource dynamic

Source IP addressDestination IP addressDestination IP addressSource IP addressNetwork Address Port
Translation (NAPT)

Source IP addressDestination IP addressDestination IP addressSource IP addressdestination static

Hash Keys for Stateful Firewall

Source IP addressDestination IP addressSource IP addressDestination IP addressStateful Firewall

Destination IP addressSource IP addressDestination IP addressSource IP addressStateful Firewall
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NOTE: If NAT is used in the service set (alongwith stateful firewall and
ALG), then the hash keys should be based on the NAT type; otherwise,
the hash keys of the stateful firewall should be used.

• ClickNextHopServices to configure a next-hop style service set. A next-hop service

set is a route-based method of applying a particular service. Only packets destined

for a specific next hop are serviced by the creation of explicit static routes.

• In the Inside Interface list, specify the interface type of the service interface

associated with the service set applied inside the network. For inline IP reassembly,

set the interface type to local. Also, specify the name and logical unit number of

the service interface associated with the service set applied inside the network.

When a next-hop service is configured, the AS or Multiservices PIC is considered

to be a two-legged module with one leg configured to be the inside interface

(inside the network) and the other configured as the outside interface (outside

the network).

• In the Outside Interface list, specify the interface type of the service interface

associated with the service set applied outside the network. For inline IP

reassembly, set the interface type to local. Also, specify the name and logical unit

number of the service interface associated with the service set applied outside

the network.

• In the Service Interface Pool list, select the name of the pool of logical interfaces

configured at the [edit services service-interface-pools pool pool-name] hierarchy

level. You can configure a service interface pool only if the service set has a PGCP

rule configured. The service set cannot contain any other type of rule.

•

• Click Sampling Services to configure a sampling service set.

• In the Service Interface field, specify the service interface, which is the interface

the sampling is taken from. In the case of a sampling service set, the service

interface must be a Multiservices PIC interface with a subunit number of 0 (zero).

The subunit number defaults to 0. The reverse-flow statement is not mandatory.

All sampled traffic is considered to be forward traffic. If you set the reverse-flow

statement, it is ignored.

• Select theReplicationService check box to configure the services replication options

for inter-chassis high availability on MS-MIC and MS-MPC.

• In the Replication Threshold field, specify the number of seconds for the replication

threshold. When a flow has been active for more than the number of seconds

specified as a threshold, flow state information is replicated to the backup device.

Make sure that the replication-threshold value is than the open-timeout value(the

timeout period for establishing a TCP connection). The default value of the

replication threshold is 180 seconds. This value is also the minimum.

• Select the Stateful Firewall check box to replicate stateful firewall state

information.
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• Select the NAT check box to replicate NAPT44 information.

10. In the SFW Rule Sets section, select the rule set you want to associate with the service

set from the Available column and click the right arrow to move to the Selected

column.

11. In the SFW Rules section, select the rule you want to associate with the service set

from the Available column and click the right arrow to move to the Selected column.

12. In the SFW Syslogs section, select the syslog you want to associate with the service

set from the Available column and click the right arrow to move to the Selected

column.

13. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating an Application

You can define application protocols for the stateful firewall and Network Address

Translation (NAT) services to use in match condition rules. An application protocol, or

application layer gateway (ALG), defines application parameters using information from

network Layer 3 and above. Examples of such applications are FTP and H.323.

To create an application for an SFW rule term:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

5. Click the Add icon.

The Create a SFW Planning Template window appears.

6. In the Name field, enter a name for the service template or profile (limit of 63

alphanumeric characters without spaces).
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7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 alphanumeric characters). Each service instance you define can

be applied to a single or multiple SDGs.

8. Click the green plus sign in the Applications box.

The Create an Application dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. In the Name field, enter the name to identify the application.

10. From the Protocol drop-down list, specify the networking protocol type or number to

match in an application definition. The following text values are supported: TCP,UDP,

ICMP, and GRE. Based on the selection, the dialog box refreshes to display additional

fields applicable for the protocol.

11. From the Application Protocol drop-down list, specify the application protocol name.

Application protocols are also called application layer gateways (ALGs). The

application-protocol setting allows you to specify which of the supported application

protocols (ALGs) to configure and include in an application set for service processing.

Valid entries include the following:

dns—Domain Name Service

icmp—ICMP

rtsp—Real Time Streaming Protocol

tftp–Trivial File Transfer Protocol

Based on the selection, the dialog box refreshes to display additional fields applicable

for the application protocol.

12. In the Inactivity Timeout (secs) field, specify the length of time, in seconds, for which

the application is inactive before it times out. The default is 30 seconds.
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13. In the ICMP Type field, specify the Internet Control Message Protocol (ICMP) code

type. The ICMP code and type provide additional specification, in conjunction with

the network protocol, for packet matching in an application definition. Normally, you

specify this match in conjunction with the protocol match statement to determine

which protocol is being used on the port.The only value available in this field is

ECHO_REQUEST.

NOTE: From the Junos OS CLI, to configure ICMP settings, include the
icmp-code and icmp-type statements at the [edit applications application

application-name] hierarchy level:

In place of the numeric value, you can specify one of the following text
synonyms (the field values are also listed): echo-reply (0),

echo-request (8), info-reply (16), info-request (15),mask-request (17),

mask-reply (18), parameter-problem (12), redirect (5),

router-advertisement (9), router-solicit (10), source-quench (4),

time-exceeded (11), timestamp (13), timestamp-reply (14), or

unreachable (3).

14. From the Source Port type list, do one of the following:

• Select RANGE to configure a range of source ports for the application, and enter

the upper limit and lower limit of the range of ports in the Start Value and End Value

fields. You can specify a value in the range of 1 through 65,535.

• Select SINGLE to configure a single port number as the source port, and enter the

number in the Port Value field.

• Select NA if you do not want to specify a port number.

The TCP or UDP source and destination port provide additional specification, in

conjunction with the network protocol, for packet matching in an application definition.

To configure ports, you must define one source or destination port. Normally, you

specify this match in conjunction with the protocol match statement to determine

which protocol is being used on the port.

15. From the Destination Port type list, do one of the following:

• Select RANGE to configure a range of destination ports for the application, and

enter the upper limit and lower limit of the range of ports in the Start Value and End

Value fields. You can specify a value in the range of 1 through 65,535.

NOTE: If you specify a value of 0 as a destination port or beginning of
adestination report range, youwill receive the followingerror:application

application-name' TCP Destination Port 0 Invalid error: configuration

check-out failed
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• Select SINGLE to configure a single port number as the destination port, and enter

the number in the Port Value field.

• Select NA if you do not want to specify a port number.

16. Click Save to save the application.

Creating an Application Set

You can group the applications you have defined into a named object as an application

set.

To create an application set for an SFW rule term:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

5. Click the Add icon.

The Create a SFW Planning Template window appears.

6. In the Name field, enter a name for the service template or profile (limit of 63

alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 alphanumeric characters). Each service instance you define can

be applied to a single or multiple SDGs.

8. Click the green plus sign in the Applications box.

The Create an Application dialog box appears.
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NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. In the Name field, enter the name to identify the application set.

10. In the Application section, the application set selector dialog box is displayed. Select

the applications or application sets that need to be added to the rule term in the from

the Available column and click the right arrow to move these applications or application

sets to the Selected column.

11. Click Save to save the application set.

Creating a Syslog

You can enable system logging. The system log information from the Adaptive Services

or Multiservices PIC is passed to the kernel for logging in the /var/log directory. This setting

overrides any syslog statement setting included in the service set or interface default

configuration.

To create a syslog for the SFW template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.
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5. Click the Add icon.

The Create an SFW Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Server Groups box.

The Addition of Group dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

9. In the Name field, enter the name for the syslog component. Specify the fully qualified

domain name or IP address for the syslog server.

10. In the Services list, specify the system logging severity level. It assigns a severity level

to the facility. Valid entries include:

• alert—Conditions that should be corrected immediately.

• any—Matches any level.

• critical—Critical conditions.

• emergency—Panic conditions.

• error—Error conditions.

• info—Informational messages.

• notice—Conditions that require special handling.

• warning—Warning messages.

11. From the Facility Override list, select the override for the default facility for system

log reporting. Valid values include:

authorization

daemon

ftp

kernel
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local0 through local7

user

12. In the Log Prefix field, set the system logging prefix value for all logging to the system

log host.

13. In the Port field, specify the port number to be used for connection with the remote

syslog server.

14. In the Class section, set the class of applications to be logged to the system log.

• alg-logs—Log application-level gateway events.

• ids-logs—Log intrusion detection system events.

• nat-logs—Log Network Address Translation events.

• packet-logs—Log general packet-related events.

• session-logs—Log session open and close events.

• session-logs open—Log session open events only.

• session-logs close—Log session close events.

• stateful-firewall-logs—Log stateful firewall events.

15. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Rule

To create a rule for the SFW template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

5. Click the Add icon.

The Create an SFW Planning Template window appears.
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6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Server Groups box. The Addition of Group dialog box

appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

9. From the Rule list, select one of the previously configured rules. The rules that you

configured in the Service Templates workspace for SFW, packet filter, or CGNAT are

displayed.

10. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Rule Set

The rule-set statement defines a collection of stateful firewall rules that determine what

actions the router software performs on packets in the data stream. You define each rule

by specifying a rule name and configuring terms. Then, you specify the order of the rules

by including the rule-set statement at the [edit services stateful-firewall] hierarchy level

with a rule statement for each rule.

The router software processes the rules in the order in which you specify them in the

configuration. If a term in a rule matches the packet, the router performs the corresponding

action and the rule processing stops. If no term in a rule matches the packet, processing

continues to the next rule in the rule set. If none of the rules matches the packet, the

packet is dropped by default.

To create a rule set for the SFW template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.
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The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

5. Click the Add icon.

The Create an SFW Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Rule Sets box.

The Addition of Rule Sets dialog box appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. Specify the rule set name the router uses when applying this service.

10. Select the rules that you want t ogroup into a rule set from the Available column and

click the right arrow to move the rules to the Selected column.

11. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.
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Creating a Services PIC for an SFWService Template

Multiservices (ms-) interfaces are the physical multiservices interfaces of a device that

are used to run the load-balancing instance application. The more multiservices interfaces

used for a loadbalancing instance, the more capacity and processing power the instance

has. At least one MS interface must be specified for each adc-instance, up to eight

interfaces can run the same instance. A multiservices interface is associated exclusively

to a single load-balancing instance (it cannot be shared between instances).

To assign a services interface to an SFW template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the SFW button.

The list of SFW service templates is displayed.

5. Click the Add icon.

The Create an SFW Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Description field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Service Pic box.

The Service Pic dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.
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9. Select the check box next to the ms- interface of an SDG that must be assigned to

the SFW template.

10. Click OK to save the settings. Else, click Cancel to discard the configuration.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195

Creating andManaging TLB Service Templates

Before you configure the traffic load balancer (TLB) software, install the TLB application

package on the services PIC used for the server health monitoring function. Once you

have installed the application package, you can configure or re-configure TLB as needed.

To create a complete application, you must also define interfaces and routing information.

You can optionally define firewall filters and policy options in order to differentiate TLB

traffic.

You can perform the following tasks with the Service Designer page for TLB:

• Create a TLB service template with attributes and settings for load balancing operations.

• Modify an existing TLB template to meet the network needs and deployment scenarios.

• Delete an existing template.

• Creating a TLB Service Template on page 276

• Creating a Deployment Plan on page 279

• Modifying TLB Service Templates on page 280

• Importing a TLB Service Template on page 282

• Creating a Real Server on page 284

• Creating a Group for Real Servers on page 285

• Creating a Services PIC for a TLB Service Template on page 288

• Creating a Network Monitor Profile for a TLB Service Template on page 289

• Creating a Command for Script-Based Health Checks on page 291

• Creating a Server Bypass Filter on page 292

• Creating a Virtual Service for a TLB Service Template on page 293

• Creating a Client-Facing Interface and Routing Instance on page 296

• Creating a Server-Facing Interface and Routing Instance on page 298
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Creating a TLB Service Template

To configure a new TLB service template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates. The Manage Service Templates page

is displayed.

4. Click the TLB button.

The list of TLB service templates is displayed.

The Service Designer page displays a bar graph in the top pane of the page. The count

of service templates of each type is displayed on the vertical axis and the service type

is shown on the horizontal axis. A color-coding format is used to represent the bars

on the graph. Published service templates are shown in olive green color and

unpublished service templates are shown in blue color. Mouse over each bar in the

chart to highlight and display the number of templates published or unpublished for

each type of service.

5. Click the Add icon. The Select Version dialog box is displayed.

6. Select Junos 12.1 if you want to create a template based on the Junos OS Release 12.1.

Alternatively, select Junos 14.1 if you want to create a template based on the Junos

OS Release 14.1.

NOTE: All the service template components described in this section can
be created for templates that are based on both the Junos OS Releases
12.1 and 14.1. The service elements or components that are additionally
available for configuration when you select the Junos OS 14.1 version are
explicitly mentioned in the relevant steps of the procedure.

The Create a TLB Planning Template window appears.
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Figure 26: Create TLB Service TemplateWindow

7. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

8. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

9. Instead of creating a new template entirely, you can import the parameters defined

for a previous TLB service instance and customize only the settings that are necessary.

Imported templates are created without any device assigned to them. To use these

templates, you must associate a device with the policy. To clone an existing template

by importing it, click the Import button.

The Import Services dialog box is displayed. See Importing a TLB Service Template for

step-wise details on importing a TLB service template.

10. The Create a TLB Planning Template window displays the individual elements or

components of the service with a graphical icon for each of the service elements and

the corresponding names in separate boxes. You can add, edit, or delete these service

elements in a template.

The Property View tab and the Config View tab are displayed on the right pane of the

template window. The Property View tab provides a tree-based structure of the

parameters defined in a service template. You can expand the tree and view details

of each component. A key value pair representation is shown. Each of the components

can be treated as categories of the service template shown in the property view.

The Config View tab displays the elements or components specified for a service

template in the form of configuration stanzas and hierarchy levels. This display is
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similar to the show command that you can use at a certain [edit] hierarchy level to

view the defined settings. Each level in the hierarchy is indented to indicate each

statement's relative position in the hierarchy. Each level is generally set off with braces,

with an open brace ({) at the beginning of each hierarchy level and a closing brace

(}) at the end. If the statement at a hierarchy level is empty, the braces are not

displayed. Each leaf statement ends with a semicolon (;), as does the last statement

in the hierarchy.

a. Click the green tick mark (✓) displayed at the top-right corner of each of the service

element boxes to create a new element. If the green tick mark is not shown, it

indicates that the user role does not have the permission to create an element.

b. Click the red cross mark (x) displayed at the top-right corner of the icons of each

element if you want to delete the existing configuration. The user with designer

role has permissions to remove or edit elements.

c. if the red cross mark is not displayed beside a particular icon, it signifies that the

element cannot be deleted.

d. The diamond icon that contains an orange tick mark within it at the top-right corner

of the service component name denotes that the particular element can be

modified. The absence of this icon denotes that the user does not have permissions

to modify the attributes of the service component.

e. Double-click each icon pertaining to a service element to view or edit its settings.

If you do not possess the permission to modify the element, a view-only dialog box

with the attributes of the selected element is shown. Otherwise, an editable dialog

box enables you to modify the settings.

f. Click Save to save the service template configuration. Else, click Close to discard

the changes to the template.

g. Click the Maximize icon displayed at the top-right corner of the rectangle or box

that shows all of the values or entities of a particular component of a service

template. The specified component or attribute is displayed as a separate dialog

box, listing all of the values of the particular component. You can add, modify, or

delete the listed values.

h. While creating the new service template, the designer can add or modify service

parameter values and also restrict the access level for each service parameter for

the operator. The designer can set following access levels for each service

parameters to operator in planning template. Click the new icon (cascading files

icon) displayed at the top-left corner of each of the element boxes to open the

shortcut menu. You can click one of the following radio buttons:

• Read-only (the configuration parameter is read-only for operator as part of

provisioning)

• Editable (the configuration parameter is editable as part of provisioning)

• Device-Specific (the configuration parameter value needs to be entered by the

operator for each device during deployment)

i. Click Save & Publish to save and publish the service template configuration. The

designer must publish the service templates to the operator to use in the creation
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of deployment plans. After a filter or policy is published, it goes for peer review and

approval. After approval, the filter or policy is deployed to device.

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit.

The Manage Service Templates page is displayed.

4. Click the TLB button.

The list of TLB service templates is displayed.

5. Select the check boxes next to the SDGs or SDG groups that you want to assign to

the plan. Based on your selection of a service or a policy template, the components

or attributes are shown for the corresponding device.

6. From the boxes that show the components of a service template, you can edit, delete,

or add elements to it. If you do not have permissions to update a template, the

corresponding icons are not shown.

7. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

• If you create a deployment plan from Gateway view of Deploy mode, the Deployment

Plan Summary dialog box appears, with the service name, type, and status listed.

Click Send to create a deployment plan.

• If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either

clicking the buttons corresponding to the various settings at the top of the wizard

page to directly traverse to the page you want to modify or clicking the navigation

buttons at the bottom of the wizard page to go to the different pages of the wizard.

Click Finish to create a deployment plan.
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A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

8. Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.

9. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Modifying TLB Service Templates

On the Service Designer page, you can view the collection of service templates defined

for several applications, such as stateful firewall or CGNAT.

To modify service template instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Deploy Service > Service Edit.

The Service Instances page is displayed in the right pane, listing all the previously

defined service templates.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the
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SDG pair or individual SDG for which you want to modify settings. In an SDG pair, you

can select a single SDG or both the SDGs in the in the redundancy pair of devices.

NOTE: Alternatively, you can alsomodify service templates from Service
View in Build Mode by selecting the Service Templates >Manage Service

Templates from the task pane, selecting a service instance, and clicking

theModify button. You can alsomodify ADC and TLB service templates

fromGatewayView inDeploymodebyselecting theSDGpair orSDGfrom
the View pane, selecting Service Edit from the task pane, and selecting
the TLB service from themain window that displays all the previously
configured template instances to lock andmodify it.

6. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

Figure 27: Select Reference Config Dialog Box

7. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

8. From the Host Name drop-down list, select the hostname of the SDG.

9. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

10. Click Save to save the modified association.
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11. Select the check box beside the template you want to modify.

12. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

13. Perform one of the following from the drop-down menu displayed for each component:

• To retrieve the service component and import into the database of Edge Services

Director, select Import Object. The Import Services dialog box appears. You can

import the service templates assigned to SDGs or choose from a list of all of the

predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

• To create the component afresh, selectCreateNew. The Create page corresponding

to the service component appears. You can define the attributes for the service

component in the same manner as you define the elements during the creation of

a service template.

Importing a TLB Service Template

To create a clone of an existing TLB template by importing it:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the TLB button.

The list of TLB service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this page

from another mode or a different page. You need to click this button only if you are

viewing the other service templates, such as CGNAT or TLB.

5. Click the Add icon.

The Create a TLB Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).
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7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the Import button. The Import Services dialog box appears.

You can import the service templates assigned to SDGs or choose from a list of all of

the predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

9. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

CGNAT rule from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the CGNAT rule from an

XML configuration file on an external system.

10. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

11. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• ClickUpload. The service template is added to the database and can be used during

configuration of services or policies.

12. Do one of the following to import all components of a selected template or only a

particular component of a template. For the components that are not imported, you

need to specify the definitions of the components afresh.

• Select the check boxes next to all of the service instances that are displayed for the

selected SDG or SDG group, or for the XML file that you uploaded. In such a case,

all of the elements or parameters of the selected template or instance are imported.
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• Alternatively, select the check box next to a particular or group of service instances

to import only a specific component of the selected template

13. Similarly, you can select other components and import them to the template. Save

the imported components to add them to the template you are creating by using the

imported template as a base.

Creating a Real Server

To create a real server as a component for the TLB template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the TLB button.

The list of TLB service templates is displayed.

5. Click the Add icon.

The Create a TLB Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Real Servers box. The Addition of Real Server dialog

box appears.
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NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. In the Name field, enter the name to identify the real server. Make sure the servers are

connected via a router interface that is defined as a server-facing interface for the

adc-instance. For each real server, you must assign a real-server name and specify

its actual IP address.

10. In the Address Family field, select IPv4 to specify an IPv4 address, or select IPv6 to

enter the IPv6 address of the real server.

11. In the IP Address field, specify the IP address of the real server.

12. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Group for Real Servers

Define the group and assign real servers to it. The real servers in any given group must

have an IP address accessible to the module that performs the SLB functions. This IP

routing is most easily accomplished by placing the servers on a network local to the

router. Routing to the server can be used as long as it does not violate the topology rules

outlined.

A group is a collection of multiple servers with the same content, so that client requests

can be load-balanced between them.

To create a group of real servers:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the TLB button.

The list of TLB service templates is displayed.

5. Click the Add icon.

The Create a TLB Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Server Groups box. The Addition of Group dialog box

appears.

NOTE: For the service elements that you can configure using the Object
Builder workspace, such as applications and rules, when you click the
green plus sign (+) at the top-right corner of each of the service element
boxes, the shortcut menu is displayed. Click the Create New radio button

tocreate theservicecomponentafresh.Alternatively, click the Import from

Object Builder radio button to open a dialog box that enables you to select

from the list of service elements that are present in the database of Edge
Services Director and import them into the service template.

If a green tick mark is shown beside a field in the dialog box, it denotes
that you can add attributes for that component. A red crossmark shows
that you can delete that particular attribute for that component.

9. In the Name field, enter the name for the real servers group.
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10. Do the following in the Routing Instance section:

a. Select the Routing Instance Selection check box to configure a routing instance for

TLB to steer traffic.

b. Click the green plus sign next to the Routing Instance field. The Routing Instances

dialog box appears.

c. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

d. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

e. In the MS Interfaces section, select the check box next to the routing instance of

the SDG that must be used for packets arriving from clients or users. All the routing

instances from the inventory of devices are listed.

11. Select the Real service rejoin options check box to allow a server to rejoin the group

automatically when it comes up. When a previously down server is returned to service,

all flows belonging to that server based on hashing return to it, impacting performance

for the returned flows. For this reason, the automatic rejoining of a server to an active

group can be disabled.

12. From the Health Check Interface Sub Unit list, select the subunit to be used for health

monitoring. Select the number of the unit to edit. A health-check source address must

be set for each unit on which real servers are configured, in order to allow sending

health checks to the servers.This field is applicable only for Junos OS 14.1 version.

13. From the Real Server IP Type field, select IPv4 or IPv6 to configure an IPv4 or IPv6

addresses for real servers.

14. In the Real Servers section, assign the real servers to be part of the group. Select the

real servers from the Available column and click the right arrow to move the server to

the Selected column.

15. In the Network Monitoring Profiles section, select the profile from the Available column

and click the right arrow to move the profile to the Selected column.

16. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.
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Creating a Services PIC for a TLB Service Template

Multiservices (ms-) interfaces are the physical multiservices interfaces of a device that

are used to run the load-balancing instance application. The more multiservices interfaces

used for a loadbalancing instance, the more capacity and processing power the instance

has. At least one MS interface must be specified for each adc-instance, up to eight

interfaces can run the same instance. A multiservices interface is associated exclusively

to a single load-balancing instance (it cannot be shared between instances).

To assign a services interface to a TLB template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

3. Click the TLB button.

The list of TLB service templates is displayed.

4. Click the Add icon.

The Create a TLB Planning Template window appears.

5. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

6. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

7. Click the green plus sign in the Service Pics box.

The Service Pic dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

8. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

9. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.
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10. Select the check box next to the ms- interface of an SDG that must be assigned to

the TLB template.

11. Click OK to save the settings. Else, click Cancel to discard the configuration.

Creating a Network Monitor Profile for a TLB Service Template

To configure a network monitor profile to perform health and welfare validation of servers

for a TLB template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

3. Click the TLB button.

The list of TLB service templates is displayed.

4. Click the Add icon.

The Create a TLB Planning Template window appears.

5. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

6. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

7. Click the green plus sign in the Network Monitor Profile box. The Addition of Network

Monitor Profile dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

8. In the Name field, enter the name of the network monitor profile used to monitor the

health of servers in the group.

9. In the Probe Interval field, specify the amount of time, in seconds, between polls of

the real server by the router.
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NOTE: The ADC softwaremonitors the servers in the real-server group
and the load-balanced applications running on them. If a router detects
that a server or applicationhas failed, itwill not direct anynewconnection
requests to that server.Whenaservice fails, theADCsoftwarecan remove
the individual service fromthe load-balancingalgorithmwithoutaffecting
other services provided by that server. By default, the router checks the
status of each service on each real server every five (5) seconds.
Sometimes, the real server can be too busy processing connections to
respondtohealthchecks. If aservicedoesnot respondto fourconsecutive
health checks, the router, by default, declares the service unavailable. You
canmodify both the health check interval and the number of retries.

10. In the Failure Retries field, specify the number of times the router will attempt its check

on the real server before marking the server as unavailable.

11. In the Recover Retries field, specify the number of times the router will attempt to

recover the real-server connection.

12. In the TCP Choices drop-down list, select one of the supported health checking

protocols, such as TCP, HTTP, or ICMP.

13. In the TCP Choices section, do one of the following:

a. Select the HTTP radio button to select HTTP for health checks. Specify the name

of the host, HTTP method such as PUT, GET, OPTIONS, or POST, the URL for which

health check needs to be performed, and the port to be used for server health

monitoring.

b. Select the ICMP radio button to select ICMP for health check probes.

c. Select theTCP radio button to select TCP for health check probes. Specify the port

number to be used for monitoring the health and welfare of the server or URL using

the SSL-based health probes in the Port field. You can specify this value only if

you create the TLB service template based on the Junos OS 14.1 version.

d. Select the SSLHELLO radio button to sets Secure Sockets Layer (SSL) hello

health-check parameters. SSL version 2 (SSLv2) is used for the SSL health check.

Specify the port number to be used for monitoring the health and welfare of the

server or URL using the SSL-based health probes in the Port field. You can specify

this the SSL-hello health check setting only if you create the TLB service template

based on the Junos OS 14.1 version.

e. Select the CUSTOM radio button to create a custom-based health check. From

the Protocol field, specify tcporudpas the protocol for the script to use in a custom
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health check. A script is made up of one or more TCP or UDP command containers.

A script can contain any number of these containers, up to the allowable number

of characters that a script supports.

In the Command ID field, specify the command ID for the commands to be used.

Multiple command lines are usually required in order to specify a full script.

In the Port field, specify the port number to be used for custom-based health check

mechanism.

Health check scripts dynamically verify application and content availability by

executing a sequence of tests based on send and expect commands. See the

CreatingaCommandforScript-BasedHealthCheckssection for detailed information.

14. Click Save to save the settings. Else, click Cancel to discard the configuration.

Creating a Command for Script-Based Health Checks

You can create commands for building a script-based health check. You can configure

this service element only if you create a TLB service template using the Junos OS 14.1

version.

To create a custom network monitoring profile command for script-based health checks.

1. In the Create Networking Profile dialog box, select the check box next to the SEND or

EXPECT row under the Command column of the table.

2. Click the pencil icon to specify the command attributes. The Create Custom Networking

Profile Command dialog box appears.

3. If you selected the SEND type, it is displayed in the Command Type field.

4. In the Send Type list, perform either of the following:

• Select BINARY to specify binary content (in hexadecimal format) for the request

packet.

• SelectASCII to specify ASCII content (in hexadecimal format) for the request packet.

5. In the Value field, specify the content to be sent in raw hexidecimal format or the

binary content to send using raw hexadecimal format for the request packet.

6. If you selected the EXPECT type, it is displayed in the Command Type field.

7. In the Send Type list, perform either of the following:

• Select BINARY to specify binary content (in hexadecimal format) to be expected

from the server response packet.

• Select ASCII to specify ASCII content (in hexadecimal format) to be expected from

the server response packet.
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8. In the Value field, specify the content to be returned in the server response packet in

raw hexidecimal format or the binary content to receive using raw hexadecimal format

for the response packet.

9. For binary content only, in the Offset field, specify the offset from the beginning of

the binary data area to start matching the content specified in the binary-expect

command. The offset command is supported for both UDP and TCP-based health

checks. If this value is not present, an offset of zero is assumed.

10. For binary content only, in the Length field, specify the number of bytes in the IP packet

that should be examined. If no offset value is specified, depth is specified from the

beginning of the packet. When depth is not specified, it is the length of the content.

This means that the content is expected exactly at the offset specified (or 0 when

the offset is not specified).

11. Click Save to save the custom network monitor profile configuration. Else, click Close

to discard the changes to the custom health check profile.

Creating a Server Bypass Filter

You can configure this service element only if you create a TLB service template using

the Junos OS 14.1 version.

To configure a virtual service for a TLB template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

3. Click the TLB button.

The list of TLB service templates is displayed.

4. Click the Add icon.

The Create a TLB Planning Template window appears.

5. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

6. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.
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7. Click the green plus sign in the Server Bypass Filters box. The Create Server Bypass

Filter dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

8. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

9. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

10. From the table, select the check boxes beside the filters to specify the filters used to

bypass rephrase as health-check traffic from real servers.

11. Click Save to save the settings. Else, click Cancel to discard the configuration.

Creating a Virtual Service for a TLB Service Template

The virtual service provides an address that is associated with a the group of servers to

which traffic is directed as determined by hash-based session distribution and server

health monitoring. You may optionally specify filters and routing instances to steer traffic

for TLB.

The virtual service configuration identifies:

• The group of servers to which sessions are distributed

• The session distribution hashing method

TLB doesn't require a specific virtual IP. VIPs 0.0.0.0 or 0::0 are acceptable.

To configure a virtual service for a TLB template:

1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

3. Click the TLB button.

The list of TLB service templates is displayed.

4. Click the Add icon.
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The Create a TLB Planning Template window appears.

5. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

6. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

7. Click the green plus sign in the Virtual Service box. The Addition of Virtual Service

dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

8. In the Name field, specify the name of the virtual service.

9. In the Address field, specify a non-zero address for the virtual service.

10. From the Mode field, select one of the following:

• translated—In complex network topologies, the TLB software functions can be

managed using a client Network Address Translation (NAT) IP address on the

server-facing interfaces traffic. When the client requests services from the TLB

software virtual server, the client sends its own IP address for use as a return address.

If a NAT IP address is configured for the Multiservices-DPC NPU, the TLB software

replaces the client's source IP address with the TLB software NAT IP address before

sending the request to the real server. This process is called client NAT. The real

server uses the NAT IP address as the destination address for any response.

Load-balancing traffic is forced to return through the TLB software and through

the same Multiservices-DPC NPU, regardless of alternate paths. Once the TLB

software receives the translated IP address, it puts the original client IP address

into the destination address and sends the packet to the client. This process is

transparent to the client.

• direct-server-return—Direct Server Return health checks are used to verify the

existence of a server-provided service where the server replies directly back to the

client without responding through the virtual-server IP address. In this configuration,

the server is configured with a real-server IP address and virtualserver IP address.

The virtual-server IP address is configured to be the same address as your

virtual-server IP address. When Direct Server Return health checks are used, the

specified health check is sent originating from the configured health check address.

It is destined for the virtualserver IP address with the MAC address that was acquired

from the real-server IP Address Resolution Protocol (ARP) entry. Direct Server

Return is configured at the group level. If a group is configured with
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“direct-server-return” the health check performed is sent to the virtual IP and not

to the actual server IPs. The TLB software lets you to perform health checks for

Direct Server Return configurations (for more information, see Direct Server Return).

The router is able to verify that the server correctly responds to requests made to

the virtual-server IP address, as required in Direct Server Return configurations. To

perform this function, the real-server IP address is replaced with the virtualserver

IP address in the health check packets that are forwarded to the real servers for

health checking. With this feature enabled, the health check will fail if the real server

is not properly configured with the virtual-server IP address.

• layer2-direct-server-return—Use transparent mode processing with Layer 2 direct

server return (DSR). Some clients may need the Direct Server Return (DSR) feature,

which allows the server to respond directly to the client. This capability is useful for

sites where large amounts of data flows from servers to clients, such as with content

providers or portal sites that typically have asymmetric traffic patterns. DSR and

content-intelligent Layer 7 routing cannot be performed at the same time because

content intelligent routing requires that all frames return to the router for connection

splicing. DSR requires that the server be set up to receive frames that have a

destination IP address that is equal to the virtual-server IP address.

11. From the Group list, select the name of a real server group configured to be used for

this virtual service.

12. Select the Routing Instance Selection check box to specify a routing instance to be

used for this application type of virtual service.

13. Do the following in the Routing Instance section:

a. Click the green plus sign next to the Routing Instance field. The Routing Instances

dialog box appears.

b. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

c. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

d. In the MS Interfaces section, select the check box next to the routing instance of

the SDG that must be used for packets arriving from clients or users. All the routing

instances from the inventory of devices are listed.

14. In the Rebalance threshold field, specify the limit for rebalancing of traffic. This field

is applicable only for Junos OS 12.1 version.

15. In the Route metric field, specify a routing metric for the virtual service. This field is

applicable only for Junos OS 12.1 version.
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16. In the Server Protocol section, do the following. This section and the associated fields

are applicable only for Junos OS 14.1 version.

• In the Name field, specify a service name to denote the translated mode details for

the specified service. Packets destined to this virtual ip-address + virtual-port +

protocol are load balanced to the appropriate server. The destination IP address

and port are replaced by the real services IP address and the server-listening-port

(configured here).

• In the Virtual Port field, specify the virtual port number for the virtual service.

• In the Server Listening Port field, specify the port number the server uses to listen

or receive connection requests. The range is from 0 through 65,534. You can change

the destination port of traffic to a specific port by using this field setting.

• From the Protocol list, select TCP or UDP to specify the protocol type of virtual

service.

17. From the Server Interfaces section, select the interfaces from the Available column

and click the right arrow to move the hash method to the Selected column.

18. From the Load balancemethod list, select the hash method used for enhanced ECMP

load balancing from the Available column and click the right arrow to move the hash

method to the Selected column. You can specify source-ip, destination-ip, or protocol

• destination-ip—Hash based on destination IP address.

• protocol—Hash based on protocol.

• source-ip—Hash based on source IP address.

19. Click Save to save the settings. Else, click Cancel to discard the configuration.

Creating a Client-Facing Interface and Routing Instance

You can configure this service element only if you create a TLB service template using

the Junos OS 14.1 version.
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Clients and servers can be connected through the same router port. Each port in use on

the router can be configured to process client requests, server traffic, or both:

Client-facing interfaces—Router ports through which client requests to the virtual server

are received.

Server-facing interfaces—Router ports to which servers are connected (directly or through

routing). Responses to clients are received on the router through these ports.

To assign a client-facing instance and interface to an ADC template:

NOTE: Starting with Edge Services Director Release 1.1, you can specify
multiple client-facingandserver-facing virtual routingand forwarding (VRF)
instances when you create or modify a TLB service template that is based
on Junos OS Release 14.1. You can select the check boxes besidemultiple
routing instances in the Create Client Facing and Server Facing dialog boxes
that you canopen from theCreateTLBServiceTemplatewindow inGateway
View of Build mode. You can also associatemultiple client-facing and
server-facing VRF instances from the enhanced service edit mode (which
you canaccess fromServiceViewofDeploymode,with TLB selected inView
pane and Service Edit selected in the Tasks pane, and selecting the check
boxes beside the Server-Facing and Client-Facingmodules in the Select
Common Components section).

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the TLB button.

The list of ADC service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).
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7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Client-Facing box. The Client facing dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

9. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.

10. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

11. In the Routing Instances section, select the check box next to the routing instance of

the SDG that must be used for packets arriving from clients or users. All the routing

instances from the inventory of devices are listed.

12. In the Interfaces section, select the check box next to the interface instance of the

SDG that must be used for packets arriving from clients or users. All of the interfaces

from the inventory of devices are listed.

13. Click OK to save the settings. Else, click Cancel to discard the configuration.

Creating a Server-Facing Interface and Routing Instance

You can configure this service element only if you create a TLB service template using

the Junos OS 14.1 version.
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Clients and servers can be connected through the same router port. Each port in use on

the router can be configured to process client requests, server traffic, or both:

Client-facing interfaces—Router ports through which client requests to the virtual server

are received.

Server-facing interfaces—Router ports to which servers are connected (directly or through

routing). Responses to clients are received on the router through these ports.

To assign a server-facing instance and interface to an ADC template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Templates.

The Manage Service Templates page is displayed.

4. Click the TLB button.

The list of TLB service templates is displayed.

5. Click the Add icon.

The Create an ADC Planning Template window appears.

6. In the Template Name field, enter a name for the service template or profile (limit of

63 alphanumeric characters without spaces).

7. In the Instance Name field, enter a meaningful, easily-identifiable name for the service

instance (limit of 255 characters). Each service instance you define can be applied to

a single or multiple SDGs.

8. Click the green plus sign in the Server-Facing box. The Server facing dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

9. From the Service Gateway Name field, select the SDG group with which the service

element must be associated.
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10. From the Host Name field, select the SDG in the SDG high-availability pair of active

and standby SDGs.

11. In the Device Inventory Routing Instances section, select the check box next to the

routing instance of the SDG that must be used for packets traversing to the servers.

All the routing instances from the inventory of devices are listed.

12. In the Device Inventory Interfaces section, select the check box next to the interface

instance of the SDG that must be used for packets to be sent to the servers. All of the

interfaces from the inventory of devices are listed.

13. Click OK to save the settings. Else, click Cancel to discard the configuration.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195

Modifying Individual Service Instances and Deploying to Devices

You can modify individual service instances, such as ADC, TLB, CGNAT, or SFW services,

and create a deployment plan for such services using the Service Edit option in task pane

in Gateway View of Deploy mode.

• Modifying Service Instances on page 300

• Creating a Deployment Plan on page 302

Modifying Service Instances

On the Service Designer page, you can view the collection of service templates defined

for several applications, such as stateful firewall or CGNAT.

To modify service template instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Deploy Service > Service Edit.

The Service Instances page is displayed in the right pane, listing all the previously

defined service templates.
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4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the

SDG pair or individual SDG for which you want to modify settings. In an SDG pair, you

can select a single SDG or both the SDGs in the in the redundancy pair of devices.

NOTE: Alternatively, you can alsomodify service templates from Service
View in Build Mode by selecting the Service Templates >Manage Service

Templates from the task pane, selecting a service instance, and clicking

theModify button.

6. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

Figure 28: Select Reference Config Dialog Box
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7. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

8. Modify the service attributes, as needed, and save the changes.

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit.

The Manage Service Templates page is displayed.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. In the main window, click the plus sign (+) next to the SDG pairs to expand the tree

and view the pair of devices in the SDG group or pair. Select the check box next to the

SDG pair or individual SDG for which you want to modify settings. In an SDG pair, you

can select a single SDG or both the SDGs in the in the redundancy pair of devices.

6. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.
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The Deployment Plan Summary dialog box appears, with the service name, type, and

status listed.

Click Send to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

7. Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.

8. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Related
Documentation

• Service Templates Overview on page 189

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195
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CHAPTER 14

Using the Object Builder

• Understanding the Object Builder on page 305

• Importing All Types of Objects on page 306

• Importing SFW Rule Sets on page 308

• Importing SFW Rules on page 310

• Importing Real Server Settings on page 312

• Importing CGNAT Rule Sets on page 313

• Importing CGNAT Rules on page 315

• Importing CGNAT Pools on page 316

• Importing Applications on page 318

• Importing Application Sets on page 319

Understanding the Object Builder

The objects are the constituents or building blocks that are used to create service

definitions and policy or filter templates. You can use the Object Builder page to retrieve

and transfer the objects or components that have been previously created on the SDGs

or devices. The objects might reside on the managed SDGs or SDG groups if they were

defined using the appropriate configuration statements and parameters in the Junos CLI

interface of the respective SDGs. Such a mechanism of importing object settings enables

you to easily, quickly, and optimally use the object definitions when you create service

and policy templates.

The objects that you can import from SDGs to the database of Edge Services Director

comprise the following:

• Real servers

• CGNAT rules and rule sets

• CGNAT pools

• Applications and application sets

• SFW rules and rule sets

• Addresses and prefixes for CGNAT services
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For example, if you have created NAT pools on an SDG device and import those objects

into the Junos Space database, you can seamlessly import the pool settings during the

creation of a CGNAT service or a CGNAT policy and filter template. Also, you can use the

same object settings across multiple services and policies. For example, if you have

imported an application into Edge Services Director, you can use the application for

different services such as ADC or TLB.

You can import objects into the network management application database using two

methods. One method is to import the configuration attributes and settings directly from

the devices, and the other method is to import XML files that contain the configurations.

The Junos XML API is an XML representation of Junos configuration statements and

operational mode commands. Junos XML configuration tag elements are the content to

which the Junos XML protocol operations apply. Junos XML operational tag elements

are equivalent in function to operational mode commands in the CLI, which administrators

use to retrieve status information for a device. With both these techniques, you can quickly

obtain the objects from devices and propagate them to Edge Service Director.

Related
Documentation

Importing All Types of Objects on page 306•

Importing All Types of Objects

Although you can import objects individually based on the services or applications you

are using in your deployment, you can also retrieve and add all of the object types that

are supported for different services in a single, one-step operation. You can select an

SDG from which you want to import all of the objects contained in it. The supported or

applicable objects of CGNAT pools, CGNAT rules, CGNAT rule sets, SFW rules, SFW rule

sets, applications, application sets, and real servers can be imported in a bulk manner

from a device. Similarly, you can also select an XML file that contains a collection of such

objects and import all object definitions to the Edge Services Director database.

To import all types of objects in a single operation:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane.

The Object Builder page is displayed.
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Figure 29: Object Builder Page

The Object Builder window displays the individual elements or components with a

graphical icon for each of the object elements and the corresponding names in separate

boxes. Beneath each of the icons that signify the object types, the number of objects

of each type already imported is also displayed.

4. Click the Import button.

The Add to Object Builder dialog box is displayed.

5. Do one of the following for the Import section:

• Select the FromExistingServiceGateway radio button if you want to import the real

server from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the real server from an XML

configuration file on an external system.

6. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.
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Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

7. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

8. Click theClear button at the bottom of the Object Builder page to delete all the object

definitions imported from SDGs to the database of Edge Services Director. You are

prompted to confirm the deletion. Click OK to confirm.

9. Click the links beneath the graphical icon of each of the configured object elements

to navigate directly to the Import page of that corresponding object.

Related
Documentation

Understanding the Object Builder on page 305•

Importing SFWRule Sets

The rule-set statement defines a collection of SFW rules that determine what actions

the router software performs on packets in the data stream. You define each rule by

specifying a rule name and configuring terms. Then, you specify the order of the rules by

including the rule-set statement at the [edit servicessrareful-firewall]hierarchy level with

a rule statement for each rule:

The router software processes the rules in the order in which you specify them in the

configuration. If a term in a rule matches the packet, the router performs the corresponding

action and the rule processing stops. If no term in a rule matches the packet, processing

continues to the next rule in the rule set. If none of the rules matches the packet, the

packet is dropped by default.

To import an SFW rule set:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane.

The Object Builder page is displayed.
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4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.

5. From the task pane, select SFWRule Sets to open the SFW Rule Sets page on the

right pane. The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon.

The Add to Object Builder dialog box is displayed.

Figure 30: Add to Object Builder Dialog Box

7. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

SFW rule set from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the SFW rule set from an

XML configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:
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• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306

Importing SFWRules

Each stateful firewall rule consists of a set of terms, similar to a filter configured at the

[edit firewall] hierarchy level. A term consists of the following:

• from statement—Specifies the match conditions and applications that are included

and excluded. The from statement is optional in stateful firewall rules.

• then statement—Specifies the actions and action modifiers to be performed by the

router software. The then statement is mandatory in stateful firewall rules.

To import an SFW rule:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane.

The Object Builder page is displayed.
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4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.

5. From the task pane, select SFWRules to open the SFW Rules page on the right pane.

The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon.

The Add to Object Builder dialog box is displayed.

7. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

SFW rule from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the SFW rule from an XML

configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306
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Importing Real Server Settings

Real servers are application servers used for traffic or server load balancing. The ADC

software monitors the servers in the real-server group and the load-balanced applications

running on them. If a router detects that a server or application has failed, it will not direct

any new connection requests to that server. An adc-instance includes a complete set of

ADC definitions: real-servers, groups of servers, virtual servers using virtual IP addresses,

and virtual services accessed by clients.

Real servers are bound to real server groups. The criteria that you specify for real servers,

such as weight and maximum and minimum connection thresholds, apply to the server

load balancing algorithms that you specify for the real server groups. Server load balancing

(SLB) uses the algorithms as it determines which real servers are to be assigned client

requests. You also specify a ramp-up time, which is the period of time that it takes to

reach the maximum connection threshold for the real server.

To import a real server:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane.

The Object Builder page is displayed.

4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.

5. From the task pane, select Real Servers to open the Real Servers page on the right

pane. The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon.

The Add to Object Builder dialog box is displayed.

7. Do one of the following for the Import section:

• Select the FromExistingServiceGateway radio button if you want to import the real

server from SDGs that are present in the Edge Services Director database.
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• Select the FromXML radio button if you want to import the real server from an XML

configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306

Importing CGNAT Rule Sets

The rule-set statement defines a collection of NAT rules that determine what actions

the router software performs on packets in the data stream. You define each rule by

specifying a rule name and configuring terms. Then, you specify the order of the rules by

including the rule-set statement at the [edit services nat] hierarchy level with a rule

statement for each rule:

The router software processes the rules in the order in which you specify them in the

configuration. If a term in a rule matches the packet, the router performs the corresponding

action and the rule processing stops. If no term in a rule matches the packet, processing

continues to the next rule in the rule set. If none of the rules matches the packet, no NAT

action is performed on the packet. If a packet is destined to a NAT pool address, it is

dropped.
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To import a CGNAT rule set:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane. The Object Builder page is displayed.

4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.

5. From the task pane, select CGNAT Rule Sets to open the CGNAT Rule Sets page on

the right pane. The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon.

The Add to Object Builder dialog box is displayed.

7. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

CGNAT rule set from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the CGNAT rule set from

an XML configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.
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• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306

Importing CGNAT Rules

NAT processing centers on the evaluation of NAT rule sets and rules. A rule set determines

the overall direction of the traffic to be processed. For example, a rule set can select

traffic from a particular interface or to a specific zone. A rule set can contain multiple

rules. Once a rule set is found that matches specific traffic, each rule in the rule set is

evaluated for a match. Each rule in the rule set further specifies the traffic to be matched

and the action to be taken when traffic matches the rule.

To import a CGNAT rule:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane. The Object Builder page is displayed.

4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.

5. From the task pane, select CGNAT Rules to open the CGNAT Rules page on the right

pane. The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon.

The Add to Object Builder dialog box is displayed.
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7. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

CGNAT rule from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the CGNAT rule from an

XML configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306

Importing CGNAT Pools

A Network Address Translation (NAT) pool is a continuous range of IP addresses that

you can use to create a NAT policy. NAT policies perform address translation by translating

internal IP addresses to the addresses in these pools.

To import a CGNAT pool:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. Select Object Builder from the task pane. The Object Builder page is displayed.

4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.

5. From the task pane, select CGNAT Pools to open the Real Servers page on the right

pane. The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon.

The Add to Object Builder dialog box is displayed.

7. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

CGNAT pool from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the CGNAT pool from an

XML configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.
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Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306

Importing Applications

You can define application protocols for the stateful firewall and Network Address

Translation (NAT) services to use in match condition rules. An application protocol, or

application layer gateway (ALG), defines application parameters using information from

network Layer 3 and above. Examples of such applications are FTP and H.323. The

application-protocol allows you to specify which of the supported application protocols

(ALGs) to configure and include in an application set for service processing.

To import an application:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane.

The Object Builder page is displayed.

4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.

5. From the task pane, select Applications to open the Applications page on the right

pane. The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon.

The Add to Object Builder dialog box is displayed.

7. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

application from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the application from an

XML configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:
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• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

Related
Documentation

Understanding the Object Builder on page 305•

• Importing All Types of Objects on page 306

Importing Application Sets

You can define application protocols for the stateful firewall and Network Address

Translation (NAT) services to use in match condition rules. You can group applications

into a bundle called an application set.

To import an application set:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select Object Builder from the task pane.

The Object Builder page is displayed.

4. Click the plus sign (+) next to Object Builder in the task pane to expand the tree and

display the list of objects.
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5. From the task pane, select Application Sets to open the Application Sets page on the

right pane.

The list of previously imported objects is displayed.

To filter and sort the display of objects, enter the name of the object as a match

criterion in the Search box and click the Search icon. The page refreshes to display

only the object names that match with the search term. You can use the paging

controls to navigate across multiple pages of objects as necessary.

6. Click the Import icon. The Add to Object Builder dialog box is displayed.

7. Do one of the following for the Import section:

• Select the From Existing Service Gateway radio button if you want to import the

application set from SDGs that are present in the Edge Services Director database.

• Select the FromXML radio button if you want to import the application set from an

XML configuration file on an external system.

8. If you selected the option to import the object from SDGs, do the following:

• Click the Normal View tab to view the list of SDGs. You can search for specific SDGs

by entering a search item and clicking the Search icon.

Alternatively, click theGroupView tab to view the list of SDG groups. You can search

for specific SDG groups by entering a search item and clicking the Search icon.

• Click the plus sign (+) next to the All Service Gateways item to expand the tree

structure that displays the list of SDGs or SDG groups. If the SDG pair is configured,

you can select one of the devices, master or standby, from which you want to import

the object.

Alternatively, if you selected the Group View tab, you can select an SDG from the

groups displayed from which you want to import the object.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

9. If you selected the option to import from an XML file, do the following:

• Click Browse beside the File Name field to navigate to the path where an XML file

is available to be imported.

• Click Import. The object is added to the database and can be used during

configuration of services or policies.

Related
Documentation

• Understanding the Object Builder on page 305

• Importing All Types of Objects on page 306
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CHAPTER 15

Managing Packet Analyzers

• Packet Analyzer Overview on page 321

• Creating and Viewing Service Analyzers on page 323

Packet Analyzer Overview

Packet capture is a tool that helps you to analyze network traffic and troubleshoot

network problems. The packet capture tool captures real-time data packets traveling

over the network for monitoring and logging. This tool is a debugging and analysis utility

that you can use to identify the problematic area in a session path. A set of counters are

displayed for both forward and reverse flow for all the supported services on SDG devices.

Using these statistical details and values, you can obtain adequate and useful estimates

regarding the total bytes count for each service in every hop and quickly, easily locate

the hop where there can be a possible packet drop.

The packet analyzer is the endpoint to which the flow collector interface sends traffic

for analysis. You can process and export multiple cflowd records with a flow collector

interface. You create a flow collector interface on a Monitoring Services II or Multiservices

400 PIC. The flow collector interface combines multiple cflowd records into a compressed

ASCII data file and exports the file to an FTP server.

You can configure the packet analyzer filters to capture packet data flows based on a

match or classification criteria to collect statistics and information only about packets

that satisfy the criteria. You can define the data and control plane packet flow direction

and interface settings in the filter, and the interval at which devices must be polled. You

can also specify a timeout to apply a threshold on the amount of data to be collected.

You can then schedule the filter to be run for different services and view the statistics as

numerical values or as a graph.

Packets are captured as binary data, without modification. You can read the packet

information offline with a packet analyzer such as Ethereal or tcpdump. If you need to

quickly capture packets destined for, or originating from, the Routing Engine and analyze

them online, you can use the packet capture diagnostic tool.

Network administrators and security engineers use packet capture to perform the

following tasks:

• Monitor network traffic and analyze traffic patterns.
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• Identify and troubleshoot network problems. Detect security breaches in the network,

such as unauthorized intrusions, spyware activity, or ping scans.

• Packet capture operates like traffic sampling on the device, except that it captures

entire packets.

Data packets are chunks of data that transit the router as they are being forwarded from

a source to a destination. When a router receives a data packet on an interface, it

determines where to forward the packet by looking in the forwarding table for the best

route to a destination. The router then forwards the data packet toward its destination

through the appropriate interface. The Packet Forwarding Engine, which is the central

processing element of the router’s forwarding plane, handles the flow of data packets

in and out of the router’s physical interfaces. Although the Packet Forwarding Engine

contains Layer 3 and Layer 4 header information, it does not contain the packet data

itself (the packet's payload).

You can also use the packet capture feature when you need to quickly capture and

analyze control traffic on a router. Control packets refer to health check packets that are

sent to examine the health and efficiency of specific URLs or paths. Health checking

allows you to verify content accessibility in large websites. As content grows and

information is distributed across different server farms, flexible, customizable content

health checks are critical to ensure end-to-end availability.

Pre-Service Filtering of Traffic for Service Processing

To filter IPv4 or IPv6 traffic before accepting packets for input or output service processing,

include the service-set service-set-name service-filter service-filter-name at one of the

following interfaces:

• [edit interfaces interface-name unit unit-number family (inet | inet6) service input]

• [edit interfaces interface-name unit unit-number family (inet | inet6) service output]

For the service-set-name, specify a service set configured at the [edit services service-set]

hierarchy level.

The service set retains the input interface information even after services are applied, so

that functions such as filter-class forwarding and destination class usage (DCU) that

depend on input interface information continue to work.

The following requirements apply to filtering inbound or outbound traffic before accepting

packets for service processing:

• You configure the same service set on the input and output sides of the interface.

• If you include the service-set statement without an optional service-filter definition,

the Junos OS assumes the match condition is true and selects the service set for

processing automatically.

• The service filter is applied only if a service set is configured and selected.
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You can include more than one service set definition on each side of an interface. The

following guidelines apply:

• If you include multiple service sets, the router (or switch) software evaluates them in

the order in which they appear in the configuration. The system executes the first service

set for which it finds a match in the service filter and ignores the subsequent definitions.

• A maximum of six service sets can be applied to an interface.

• When you apply multiple service sets to an interface, you must also configure and

apply a service filter to the interface.

Postservice Filtering of Returning Service Traffic

As an option to filtering of IPv4 or IPv6 input service traffic, you can apply a service filter

to IPv4 or IPv6 traffic that is returning to the services interface after the service set is

executed. To apply a service filter in this manner, include the post-service-filter

service-filter-name statement at the [edit interfaces interface-nameunitunit-number family

(inet | inet6) service input] hierarchy level.

Related
Documentation

Creating and Viewing Service Analyzers on page 323•

Creating and Viewing Service Analyzers

The packet analyzer is the endpoint to which the flow collector interface sends traffic

for analysis. You can process and export multiple cflowd records with a flow collector

interface. You can perform the following tasks with the Service Analyzer page:

• Configure and provision filters for packet analysis.

• Configure filters for CGNAT, ADC, and TLB services.

• Start and stop the configured filters.

• View the packet analyzer details as a statistical form or a graphical form.

• Configuring the Traffic Analyzer Filter on page 323

• Managing Service Analyzer Filter Instances on page 326

• Viewing Service Analyzer Instance Details on page 328

• Viewing the Service Analyzer Statistics in Grid Format and Graph on page 330

Configuring the Traffic Analyzer Filter

To configure the traffic analyzer filter details on packet flows for the different services

and to schedule its running:

323Copyright © 2019, Juniper Networks, Inc.

Chapter 15: Managing Packet Analyzers



1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously

configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number of filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

running or clearing filter instances, see Managing Service Analyzer Filter Instances.

5. Select the SDGs or SDG pairs (you can select multiple rows to create and assign filters

to several SDGs simultaneously) for which you want to create packet analyzer filters

for services.

6. Click the plus sign (+) above the table of listed SDGs to create a new filter. The Update

Service Analyzer Filter Details page is displayed.

7. In the Data Forward Flow section, do the following. A forward flow refers to packets

that are sent in the forward or upward direction. A reverse flow refers to packets that

are sent in the returning or backward direction.

• From the Egress list, select the egress interface on which the data packets that are

sent out in the forward flow must be monitored. Click Details beside the list to view

interface details.
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• From the Ingress list, select the input interface on which the data packets that are

received in the forward flow must be monitored. Click Details beside the list to view

interface details.

8. In the Data Reverse Flow section, do the following.

• From the Egress list, select the egress interface on which the data packets that are

sent out in the reverse flow must be monitored. Click Details beside the list to view

interface details.

• From the Ingress list, select the input interface on which the data packets that are

received in the reverse flow must be monitored. Click Details beside the list to view

interface details.

9. In the Control Forward Flow section, do the following. A forward flow refers to packets

that are sent in the forward or upward direction. A reverse flow refers to packets that

are sent in the returning or backward direction.

• From the Egress list, select the egress interface on which the control packets that

are sent out in the forward flow must be monitored. Click Details beside the list to

view interface details.

• From the Ingress list, select the input interface on which the control packets that

are received in the forward flow must be monitored. Click Details beside the list to

view interface details.

10. In the Data Reverse Flow section, do the following.

• From the Egress list, select the egress interface on which the control packets that

are sent out in the reverse flow must be monitored. Click Details beside the list to

view interface details.

• From the Ingress list, select the input interface on which the control packets that

are received in the reverse flow must be monitored. Click Details beside the list to

view interface details.

11. Click Apply to save the filter settings. Otherwise, click Cancel to discard the changes.

You are returned to the Service Analyzer page.

12. If you created a new filter, the filter instance is displayed under the corresponding

service type section, such as CGNAT or ADC. Such filters are provisioned filter instances.

This display signifies that the filter is configured, but it needs to be scheduled to be

run. Click the link that shows the number of instances under the column of the relevant

service type. The Service Analyzer Instances page is shown.

13. On this page, the names of the service instances for which filters are defined. The

actions you can perform are in the form of the Clear and Run buttons, above the table

of listed service instances, for each service instance with a filter.

14. Select the check box next to a service analyzer filter and click the Delete button to

remove a configured filter for an instance. You are prompted to confirm the deletion.

If you click OK, a popup dialog box denotes the successful deletion.
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15. Select the check box next to a service analyzer filter instance, and click theRunbutton

to schedule the filter to be run. The Run Filter dialog box appears. The Run button is

grayed out if the particular service filter instance is already in progress.

16. From the Poll Interval list, select the interval in minutes at which the data must be

polled and collected. Values from 1 minute up to 59 minutes are shown in increments

of 2 minutes in the list.

17. In the Schedule Start Details section, click Run Now to start the filter immediately.

Alternatively, click the Run At radio button and select the date and time at which the

filter must be run.

18. In the Schedule End Details section, do one of the following:

• Click the Stop At radio button and select the date and time at which the filter must

be stopped.

• Click the Stop After radio button and specify a value for the number of polls after

which the filter must be ended.

• Click the Run Until Stopped radio button to continue running the test until you

manually want to stop it.

19. Click Run to save the filter settings. Otherwise, click Cancel to discard the changes.

You are returned to the Prepared Service Analyzer Instances dialog box. Click Close

to return to the Service Analyzer Page.

Managing Service Analyzer Filter Instances

To view, start, stop, or clear the configured analyzer filters:

1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.
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• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously

configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number o filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

viewing filter instances, see Viewing the Traffic Analyzer Statistics and Graph.

5. For the SDG corresponding to a certain service, all of the previously configured service

analyzer filters are displayed in the Service Analyzer Instances page with the state of

the filter instance under the Status column of the relevant service type. View the

Status column for the current state of the filter.

Figure 31: Service Analyzer Instances Page

You can click the links under one of the following columns:

• View—Click to display the traffic analyzer details on packet flows for the different

services configured. For information on viewing filter instances, see Viewing the

Service Analyzer Statistics and Graph.

• Delete—Click to remove the configured filter for an instance. You are prompted to

confirm the deletion. If you click OK, a popup dialog box denotes the successful

deletion.
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• Run—Click to schedule a filter to be run. For information on scheduling a filter

instance to be run, see Configuring the Traffic Analyzer Filter.

• Report—Click to view the collection statistics and information about packets that

are fetched. For information on viewing the collected details by a service analyzer,

see Viewing the Service Analyzer Collection Data

• Stop—Click to end a running filter. You are prompted to confirm whether you want

to stop the filter instance. If you clickOK, a popup dialog box denotes the successful

termination of the filter instance.

• Last Run Errors—Click to display any errors that occurred during the running of the

filter instance. The Last Run Status dialog box is displayed. It contains the

Provisioning Errors and Decommissioning Errors tabs that describe errors that might

have occurred during the initialization and start of the analyzer filters or with the

decommissioning and termination. The following fields are displayed in this dialog

box for both the tabs:

• Host Name—Host name of the SDG device.

• Severity—System logging severity level.

• Path—Hierarchy level of the configuration statement corresponding to the setting

in the CLI interface Info Informational message about the error that is generated.

• Message—System event logging message generated that describes the error.

• Graph—Click to display the packet analyzer details for monitoring as a pictorial form.

The Packet Flow Graph dialog box appears.

6. In the dialog box, the Configured Instances column displays the names of the service

instances for which filters are defined. The Actions column contains the Clear and

Run subcolumns for each service instance with a filter.

7. ClickDelete to remove a configured filter for an instance. You are prompted to confirm

the deletion. If you click OK, a popup dialog box denotes the successful deletion.

8. Click Run beside the instance you want to schedule the filter to be run. The Run Filter

dialog box appears to specify the schedule settings.

Viewing Service Analyzer Instance Details

To view the service analyzer instance details:

1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously

configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number o filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

running or clearing filter instances, see Managing Service Analyzer Filter Instances.

5. Select the SDGs or SDG pairs (you can select multiple rows to create and assign filters

to several SDGs simultaneously) for which you want to create packet analyzer filters

for services.

6. From the Service Analyzer page, for the SDG corresponding to a certain service, click

the link under the column of the relevant service type. The Prepared Service Analyzer

Instances dialog box is shown. Click View under the View column to view the traffic

analyzer for the particular service.

The View Service Instance Analyzer Details page is displayed.

The following fields are displayed in this page:

DescriptionField

Name of the SDG or pair of SDGs in a high availability group.Name

Service type for which packets collected are shown. Values are CGNAT, ADC, or TLB.Type

Click theDataPackets tab to view data packet details for the service analyzer filter. Alternatively,
click theControlPackets tab to view control packet details for the service analyzer filter Indicates
whether data or control packet details are shown.

Data Packets/Control
Packets

Displays statistics for packets in forward flow direction.Forward Flow
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DescriptionField

Number of packets that arrive in the ingress direction in forward flow.Ingress

Number of packets that are sent out in the egress direction in forward flow.Egress

Displays statistics for packets in reverse flow direction. If a service set is a sampling service set
and the reverse-flow service order is not configured, all sampled traffic is considered to be
forward traffic.

Reverse Flow

Number of packets that arrive in the ingress direction in reverse flow.Ingress

Number of packets that are sent out in the egress direction in reverse flow.Egress

7. Click Close after viewing the analyzer filter details. You are returned to the Prepared

Service Analyzer Instances dialog box. Click Close to return to the Service Analyzer

Page

Viewing the Service Analyzer Statistics in Grid Format and Graph

To view the traffic analyzer details on packet flows for the different services that match

the filter criteria:

1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously
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configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number o filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

running or clearing filter instances, see Managing Service Analyzer Filter Instances.

5. Select the SDGs or SDG pairs (you can select multiple rows to create and assign filters

to several SDGs simultaneously) for which you want to create packet analyzer filters

for services.

6. From the Service Analyzer page, for the SDG corresponding to a certain service, click

the link under the column of the relevant service type. The Prepared Service Analyzer

Instances dialog box is shown. Click Report under the View Report column to view the

traffic analyzer for the particular service.

The Service Analyzer Collection Data — Grid View page is displayed.

At the top of the tabular display, select the criteria for which you want to sort and

segregate the packet analyzer information to be viewed. From the Criteria section, do

the following:

a. SelectControlorData from the first drop-down list to view control or data packets.

b. Select Forward or Reverse from the second drop-down list to view statistics for

packets in forward or reverse flows.

c. Select IPv4 or IPv6 from the second drop-down list to view IPv4 or IPv6 packets

for the filter instance.

d. Click the search icon to apply the filter conditions and display details matching the

specified criteria.

The following fields are displayed in this page:

DescriptionField

Name of the SDG or pair of SDGs in a high availability group.Name

Service type for which packets collected are shown. Values are CGNAT, ADC, or TLB.Type

Date and time at which the packet details are collected.Collection Time

Number of packets that arrive in the ingress direction in forward and reverse flow.Ingress

Number of packets in the forward flow and reverse flow before the processing of services. You can
define the pre-service filter to be applied to traffic before it is accepted for service processing.

PreService
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DescriptionField

Number of packets in the forward flow and reverse flow after processing of services. You can define
the post-service filter to be applied to traffic after service processing. The filter is applied only if a
service set is configured and selected. You can configure a postservice filter on the input side of the
interface only. This setting is not supported when the service interface is on an MS-MIC or MS-MPC.

Post Service

Number of packets that are sent out in the egress direction in forward flow and reverse flow.Egress

Click Close after viewing the collection data in the tabular grid. You are returned to

the Prepared Service Analyzer Instances dialog box. ClickClose to return to the Service

Analyzer Page.

7. Alternatively, you can view the service analyzer details in a graphical representation.

Click Graph under the View Report column to display the packet analyzer details for

monitoring as a pictorial form. The Packet Flow Graph dialog box appears.

Line graphs are displayed for data forward flow, data reverse flow, control forward

flow, and control reverse flow. The number of packets is displayed on the y-axis and

time is displayed along the x-axis. The legends reference the egress, pre-service,

post-service, and ingress packets. Mouse over the points in the graph to highlight and

view the number of packets at a particular time instance.

At the top of the graph, select the criteria for which you want to sort and segregate

the packet analyzer information to be viewed. From the Criteria section, do the

following:

a. SelectControlorData from the first drop-down list to view control or data packets.

b. Select IPv4 or IPv6 from the second drop-down list to view IPv4 or IPv6 packets

for the filter instance.

c. Select the period for which the service analyzer details must be shown from the

third drop-down list. For example, you can select Last 10Mins to display the service

analyzer packets collected over the last 10 minutes or the Last 1Hroption to display

the service analyzer packets collected over the last one hour.

d. Click the search icon to apply the filter conditions and display details matching the

specified criteria.

8. Click Close after viewing the graph. You are returned to the Prepared Service Analyzer

Instances dialog box. Click Close to return to the Service Analyzer Page.

Related
Documentation

• Packet Analyzer Overview on page 321
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PART 6

Deploy Mode

• About Deploy Mode on page 335

• Device Management on page 339

• Configuration File Management on page 347

• Software Image Management on page 353

• Viewing and Editing Service Instances and Packet Filters Across All Gateways on page 363

• Enhanced Editing of Services and Packet Filters on page 369

• Managing Service Instance and Policy Rule Definitions on page 375

• Managing Packet Analyzers on page 493
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CHAPTER 16

About Deploy Mode

• Understanding Deploy Mode in Gateway and Service Views of Edge Services

Director on page 335

• Understanding Deploy Mode in Location and Device Views of Edge Services

Director on page 338

Understanding DeployMode in Gateway and Service Views of Edge Services Director

The Deploy mode in Gateway and Service views enables you to deploy configuration

changes to devices. You can create a deployment plan for each of the service planning

templates, such as the ones defined for ADC or SFW services, and the policy or filter

templates, such as the packet filter or SFW policy, that you have created. A deploy plan

contains details about the settings and configuration parameters that must be propagated

and provisioned on the SDGs managed by Edge Services Director. You can also create,

update, display, publish and commission of packet filters, stateful firewall and NAT

policies present on discovered and managed SDGs.

This topic describes:

• Deploying Configuration Changes on page 335

• Transactions on page 336

• Modify the Association of SDG Details and Rule Terms for a Policy Filters on page 336

• View Service Object Statistics on page 337

• Service Edit on page 337

• Policy and Filter Management on page 337

Deploying Configuration Changes

When you make configuration changes in Build mode, the changes are not deployed to

devices automatically. You must manually deploy the changes to devices in Deploy mode.

Every time you make configuration changes in Build mode that affect a device, the device

is automatically added to the list of devices with pending changes. Configuration changes

are deployed to devices at the device level. When you deploy configuration changes to

a device, all pending configuration changes for that device are deployed.
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You can do the following configuration deployment tasks on devices that have pending

changes:

• Run configuration deployment jobs immediately or schedule them for future times.

• Preview pending configuration changes before deploying.

• Validate that the pending changes are compatible with the device’s configuration.

• Manage configuration deployment jobs.

Configuration changes are validated for each device both in Edge Services Director and

on the device. If any part of a configuration change for a device fails validation, no

configuration changes are deployed to the device. You can see the results of each

validation phase separately.

Edge Services Director does not deploy configuration to a device with a configuration

that is out of sync (meaning that the device’s configuration differs from Edge Services

Director’s version of that device’s configuration), or to a device that has uncommitted

changes to its candidate configuration. Deployment to such devices will fail.

When you schedule a deployment job, that job and any profiles and devices assigned to

that job are locked within Edge Services Director. You cannot edit the job or any of its

assigned profiles until the job runs or gets cancelled. This locking feature prevents you

from deploying unintended configuration changes that could result from editing profiles

and devices that are already scheduled to deploy. To change any properties of a scheduled

job, cancel the job and create a new scheduled job with the desired properties. You cannot

edit the profile assignments of a device that has scheduled pending configuration changes.

The Service Deployment page provides the following functionalities:

• Approval Management—View the details of the filters/policies and other service

deployment plans which are pending for approval. Approve or reject deployment plans

done to existing feature.

• Update Devices—View the details of approved filters/policies and other service

deployment plans which are ready for commissioning. Commission the deployment

plans or discard accordingly.

Transactions

A transaction refers to an operation or a task that is performed on the service definitions,

configuration parameters, and policy settings that are created for provisioning on the

devices or Service Delivery Gateways (SDGs). When you create a deployment plan to

define the services and policy filters that must be applied and propagated on the devices,

the administrator can approve or reject a deploy plan. For each approved deploy plan, a

transaction is automatically created by the Edge Services Director application.

Modify the Association of SDGDetails and Rule Terms for a Policy Filters

In Gateway view of Deploy mode, from the Policy & Filters page, which displays all the

previously configured CGNAT and SFW service policy filters, and packet filters, you can

modify the components or the parameter types that are associated with a particular
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service filter. You must lock the packet filters for which you want to modify the attached

rule term components or attributes before you can update the settings. You can also

select a different SDG to which the packet filter must be applied.

View Service Object Statistics

In Service view of Deploy mode, you can view a graphical representation in the form of

pie charts of the configured ADC, TLB, CGNAT, SFW, and packet policies or filter.

Service Edit

In Gateway and Service views, you can select a previously configured service template

instance, such as a stateful firewall, carrier-grade NAT, traffic load balancer, or adaptive

delivery controller, and lock the service instance to select the attributes or components

of the service to be modified. You can publish or unpublish service template instances.

Policy and Filter Management

The Policy and Filter Management feature in the Junos Space Edge Services Director

application helps you create, update, display, publish and commission of packet filters,

stateful firewall and NAT policies present on discovered and managed SDGs. The Service

Management workspace displays a bar graph of draft, published and approved filters or

policies for different options available under workspace:

• Packet Filter: This option displays packet filters present on SDGs in tabular view. It also

provides the ability to create, update, and delete filters on selected SDGs.

• Stateful Firewall: This option displays stateful firewall policies present on SDGs in

tabular view. It also provides the ability to create, update and delete stateful firewall

policies on selected SDGs.

• CGNAT: This option displays CGNAT policies present on SDGs in tabular view. It also

provides the ability to create, update and delete CGNAT policies on selected SDGs. A

published filter or policy is sent for peer review and approval. After approval, the filter

or policy is deployed to devices.

Related
Documentation

Viewing Deployment Plans on page 529•

• Creating and Assigning a Deployment Plan to Devices on page 533

• Transactions Overview on page 551

• Viewing Transactions on page 552
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Understanding DeployMode in Location and Device Views of Edge Services Director

The Deploy mode enables you to deploy configuration changes and software upgrades

to devices and perform several device management and configuration file management

tasks.

This topic describes:

• Managing Software Images on page 338

• Managing Devices on page 338

• Managing Device Configuration Files on page 338

Managing Software Images

Edge Services Director can manage software images on the nodes it manages. You can

do the following software image management tasks:

• Deploy a software image stored in an image repository on the Edge Services Director

server to multiple devices with a single job.

• Track the status of software image management jobs.

• Stage and install software images as separate tasks.

• Schedule staging and installation to happen at independent future times.

• Perform several software image upgrade options, such as rebooting devices

automatically after the upgrade finishes.

NOTE: Usingnonstopsoftwareupgrade(NSSU)toupgradeMXSeries routers
is supported in Edge Services Director.

Managing Devices

In Deploy mode you can perform several device management tasks, including:

• View the device inventory.

• Show a device’s current configuration.

• Resynchronize the device configuration maintained in Build mode with the configuration

on the device.

Managing Device Configuration Files

You can back up device configuration files to the Edge Services Director server. You can

perform several actions on backed up configuration files, such as restoring configuration

files to devices, and viewing and comparing configuration files.
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CHAPTER 17

Device Management

• Viewing the Device Inventory Page in Device View of Edge Services Director on page 340

• Resynchronizing Device Configuration on page 342
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Viewing the Device Inventory Page in Device View of Edge Services Director

The Device Inventory page lists devices managed by Edge Services Director and provides

basic information about the devices, such as IP address and current operating status.

The Device Inventory page is available in Build and Deploy mode and is the default landing

page for Build mode.

The scope you have selected in the View pane and the network view that you have

selected from the View selector determines which devices are listed in the Device Inventory

page. For example:

• If you are in the Device View and select My Network, all devices managed by Edge

Services Director are listed.

• If you select a building in Location view, only those devices assigned to that building

(including the floors and closets in the building) are listed.

The Device Inventory page provides three pie charts that summarize the status of the

devices in your selected scope:

• Devices by Category—Indicates the proportion of devices in each device family.

• Connection State—Shows the proportion of devices that are up or down. In this chart,

Virtual Chassis count as one device.

• Configuration State—Shows the proportion of devices in each configuration state. See

the Config State entry in Table 32 on page 134 for definitions of the configuration states.

Figure 32: Device Inventory Page

Mouse over a pie segment to view the actual number of devices and the percentage

represented by that pie segment.
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Table 32 on page 134 describes the fields in the Device Inventory table.

Table 48: Fields in the Device Inventory Table

DescriptionField

Configured name of the device or IP address if no hostname is configured.Hostname

IP Address of the device.IP Address

Serial number of device chassis.Serial Number

Model number of the device.Platform

Operating system version running on the device.OS Version

Device family of the device, such as JUNOS for MX Series routers.Device Family

Type of the device:

• ROUTER—MX Series routers

• AP—Wireless LAN access point

• Fabric Member—QFabric member switch

• QFabric—QFabric system

• Switch—Standalone switch

• VC—Virtual Chassis master

• VC Member—Virtual Chassis member switch

Device Type

Connection status of the device in Edge Services Director:

• UP—Device is connected to Edge Services Director.

• DOWN—Device is not connected to Edge Services Director.

• N/A—Access point state is unavailable to Edge Services Director.

Connection State

Displays the configuration status of the device:

• In Sync—The configuration on the device is in sync with the Edge Services
Director configuration for the device.

• Out Of Sync—The configuration on the device does not match the Edge
Services Director configuration for the device. This state is usually the
result of the device configuration being altered outside of Edge Services
Director.

You cannot deploy configuration on a device from Edge Services Director
when the device is Out Of Sync. To resolve this state, use the
Resynchronize Device Configuration task in Deploy mode.

• Sync failed—An attempt to resynchronize an Out Of Sync device failed.

• Synchronizing—The device configuration is in the process of being
resynchronized.

• N/A—The device is down or is an access point.

Config State
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Table 48: Fields in the Device Inventory Table (continued)

DescriptionField

Displays if the device is directly manageable or not.

This is a hidden field. To display the Manageability State field, click any
column, click the down arrow to expand the list, select Columns from the
list, and then enable Manageability State.

Manageability
State

Resynchronizing Device Configuration

A network managed by Edge Services Director has three repositories of information about

the configuration of a network device—the configuration stored on the device itself, the

device configuration record maintained by Junos Space, and the Build mode configuration

maintained by Edge Services Director.

When the configuration contained in all three repositories match, the device configuration

state is shown as In Sync in Edge Services Director. When the repositories do not match,

the configuration state is shown as Out of Sync. A common cause for this state is

out-of-band configuration changes—that is, configuration changes made to a device

outside of Edge Services Director.

When a device state is Out of Sync, you cannot deploy configuration changes on the

device in Deploy mode. Use the Resynchronize Device Configuration task to resynchronize

the three configuration repositories and change the device configuration state back to

In Sync.

How the Resynchronize Device Configuration task performs the resynchronization depends

on the system of record (SOR) mode setting for the Junos Space Network Management

Platform:

• When Junos Space is in network as system of record (NSOR) mode, the device is

considered the system of record for configuration. When you resynchronize a device

when Junos Space is in NSOR mode, both the Junos Space configuration record and

the Edge Services Director Build mode configuration are updated to reflect the device

configuration—in other words, the out-of-band configuration changes are incorporated

into both the Junos Space and the Edge Services Director configuration repositories.

• When Junos Space is in Junos Space as system of record (SSOR) mode, you can choose

whether accept or reject the out-of-band changes reflected in the device configuration.

If you accept the changes, both the Junos Space configuration record and the Edge

Services Director Build mode configuration are updated to reflect the device

configuration. If you reject the changes, the out-of-band changes are rolled back on

the device so that the device configuration matches the Junos Space configuration

record and the Edge Services Director Build mode configuration.

For more information about out-of-band configuration changes, Junos Space SOR modes,

and how Edge Services Director resynchronizes device configuration, see “Understanding

Resynchronization of Device Configuration” on page 69.
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This topic covers:

• The Resynchronize Device Configuration List of Devices on page 343

• Resynchronizing Devices When Junos Space Is in NSOR Mode on page 344

• Resynchronizing Devices When Junos Space Is in SSOR Mode on page 344

• Resynchronizing Devices in Manual Approval Mode on page 345

• Viewing the Network Changes on page 345

• Viewing Resynchronization Job Status on page 346

The Resynchronize Device Configuration List of Devices

The Resynchronize Device Configuration page displays a list of all devices in the selected

scope whose configuration was successfully imported during device discovery and whose

configuration state is now Out Of Sync. You can select devices from this list and

resynchronize them.

Table 49 on page 343 describes the fields in the list of devices.

Table 49: Resynchronize Device Configuration Fields

DescriptionField

Device hostname or device IP address.Name

IP address of device.IP address

Model number of the device.Model

Operating system version currently running on the device.OS Version

Connection state:

• UP—Edge Services Director is connected to the device

• DOWN—Edge Services Director cannot connect to the device

Connection State

Shows the configuration state of the device:

• Out Of Sync—The device configuration is out of sync with either the Edge Services Director Build
mode configuration or the Junos Space configuration record or both.

• Resynchronizing—The device configuration is in the process of being resynchronized.

• Sync Failed—The resynchronization attempt failed.

If the resynchronization is successful, the device is removed from the table.

Configuration State
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Table 49: Resynchronize Device Configuration Fields (continued)

DescriptionField

Specifies whether configuration changes have been made in Build mode and are pending deployment
on the device.

• None—There are no configuration changes pending deployment.

• View—There are configuration changes that are pending deployment. ClickView to view the changes.
These changes will be lost if you resynchronize the Build mode configuration to match the device
configuration.

NOTE: The Pending Changes window that appears when you click View allows you to see what profiles
have been added, modified, or changed. However, because the device is not in sync, you cannot view
the specific changes in CLI or XML format.

Local Changes

Indicates whether you can view the out-of-band changes:

• None—The out-of-band changes are not available for viewing. You cannot view out-of-band changes
in NSOR mode. In SSOR mode, you cannot view the out-of-band changes if they are already resolved
in Junos Space—that is, the device configuration state in Junos Space is In Sync.

• View—You can view the out-of-band changes made on the device. Click View to view the changes
presented in XML format.

Network Changes

Resynchronizing DevicesWhen Junos Space Is in NSORMode

To resynchronize devices when the Junos Space Network Application Platform is in NSOR

mode:

1. On the Resynchronization Device Configuration page, select the device or devices that

you want to resynchronize.

2. (Optional) View any pending changes to a device’s configuration in Edge Services

Director by clicking View in the Local Changes column. These pending changes are

deleted when you resynchronize the device.

3. Click Resynchronize Configuration.

The Resychronize Device Configuration Results window appears. This window will be

updated with status of the resynchronization when the resynchronization completes.

Resynchronizing DevicesWhen Junos Space Is in SSORMode

To resynchronize devices when the Junos Space Network Management Platform is in

SSOR mode:

1. On the Resynchronization Device Configuration page, select the device or devices that

you want to resynchronize.

2. (Optional) View any pending changes to a device’s configuration in Edge Services

Director by clicking View in the Local Changes column. These pending changes are

deleted if you accept the out-of-band changes when you resynchronize the device.
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3. (Optional) View the out-of-band configuration changes by selecting View in the

Network Changes column. If you accept the out-of-band changes when you

resynchronize the device, these changes will be reflected in the Build mode

configuration. If you reject the out-of-band changes when you resynchronize the

devices, these changes will be deleted from the device. For more information about

viewing the out-of-band changes, see “Viewing the Network Changes” on page 345.

NOTE: Out-of-band changes that weremade with the Junos Space
configuration editor or that were already accepted in Junos Space are not
shown. Such changes also cannot be rejected.

4. Click Resynchronize Configuration.

5. In the Confirm dialog box:

• Click Accept device changes if you want to accept the out-of-band changes.

• Click Reject device changes if you want to reject the out-of-band changes and have

the configuration that existed on the device before the out-of-band changes were

made be reinstated.

click Submit.

The Resychronize Device Configuration Results window appears. This window will be

updated with status of the resynchronization when the resychronization completes.

NOTE: Device changesmade by the Junos Space configuration editor or
device changes that have been accepted in Junos Space cannot be rejected.
Even if you select Reject device changes, these changes will not be rejected
and instead will be incorporated into the Build mode configuration.

Resynchronizing Devices in Manual Approval Mode

When out-of-band changes exist, device resynchronization merges the changes done

by using the CLI with the local changes provided that there are no conflicts. If there are

conflicting changes, the changes made using the CLI take precedence over the local

changes. Therefore, configuration changes that are part of a change request might be

lost. The configuration change requests that are lost are marked as Cancelled against

the corresponding device. When device resynchronization is initiated for a device, a

message is displayed that lists the change requests that will be lost because of conflicting

CLI and local changes. All other changes remain unaffected.

Viewing the Network Changes

The Network Changes window shows the out-of-band configuration changes made to

a device when Junos Space is in SSOR mode.
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Not all out-of-band configuration changes are shown in this window. Configuration

changes are shown only when the device configuration differs from the Junos Space

configuration record—that is, when the device configuration state in Junos Space is not

In Sync. For example, if the out-of-band changes were deployed from the Junos Space

configuration editor or if the out-of-band changes were already accepted in Junos Space,

the configuration changes will not appear in this window.

The configuration changes are shown in XML format. If there have been multiple

out-of-band changes—that is, there has been more than one configuration commit, or

save, on the device—the changes are grouped by each commit.

The following information is provided for each configuration commit:

• junos:commit-seconds—Specifies the time when the configuration was committed

as the number of seconds since midnight on 1 January 1970.

• junos:commit-localtime—Specifies the time when the configuration was committed

as the date and time in the device’s local time zone.

• xmlns:junos—Specifies the URL for the DTD that defines the XML namespace for the

tag elements.

• junos:commit-user—Specifies the username of the user who requested the commit

operation.

Viewing Resynchronization Job Status

The Resychronize Device Configuration Results window appears after you start a

resynchronization job. This window is automatically updated with the resynchronization

status for each device when the job completes.

You can also view the status of the resynchronization jobs using the Manage Jobs task

in System mode. The following jobs are associated with resynchronization:

• Resynch Network Elements—This job runs in NSOR mode and resynchronizes the Junos

Space configuration record with the device configuration.

• Resolve OOB Changes—This job runs in SSOR mode and resolves the out-of-band

changes for Junos Space—either accepting the changes and updating the Junos Space

configuration or rejecting the changes and rolling back the changes on the device.

• Resynchronize devices—This job runs in both NSOR and SSOR mode and resynchronizes

the Build mode configuration with the device configuration.

Related
Documentation

• Understanding Resynchronization of Device Configuration on page 69

• Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335
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CHAPTER 18

Configuration File Management

• Managing Device Configuration Files on page 347

• Managing Jobs on page 351

Managing Device Configuration Files

You can back up device configuration files to the Edge Services Director server. You can

perform several actions on backed up configuration files, such as restoring configuration

files to devices, and viewing and comparing configuration files.

To start managing device configuration files:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select Device Configuration Files >Manage Device Configuration

Files.

The Manage Device Configuration page opens in the main window. The table lists the

devices that have configuration files backed up.

This topic describes:

• Selecting Device Configuration File Management Options on page 347

• Backing Up Device Configuration Files on page 348

• Restoring Device Configuration Files on page 349

• Viewing Device Configuration Files on page 349

• Comparing Device Configuration Files on page 350

• Deleting Device Configuration Files on page 350

• Managing Device Configuration File Management Jobs on page 350

Selecting Device Configuration File Management Options

From the Manage Device Configuration page, you can:
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• Back up device configuration files by clicking Backup. See “Backing Up Device

Configuration Files” on page 348 for more information.

• Restore backup device configuration files to devices by selecting devices and clicking

Restore. See “Restoring Device Configuration Files” on page 349 for more information.

• View backed up configuration files by selecting a device and clicking View Configuration

File. See “Viewing Device Configuration Files” on page 349 for more information.

• Compare backed up device configuration files by selecting devices and clicking Compare

Config Files. See “Comparing Device Configuration Files” on page 350 for more

information.

• Delete backup device configuration files by selecting devices and clicking Delete. See

“Deleting Device Configuration Files” on page 350 for more information.

Table 50 on page 348 describes the information provided in the Manage Device

Configuration table.

Table 50: Manage Device Configuration Table

DescriptionTable Column

Device name.Device Name

Version number of the backup configuration file.Config File Version

Date when the oldest version of the backup configuration file was created.First Backup on

Date when the configuration file was backed up most recently.Most Recent Backup on

Backing Up Device Configuration Files

To back up device configuration files:

1. Click Backup.

The Backup Devices Configuration page opens in the main window.

2. Select the devices to back up from the device tree.

3. To back up configuration files immediately, click Backup Now.

The backup job runs. When it finishes, the Manage Device Configuration table shows

updated information for the devices you backed up.

4. To schedule the backup to run later, click Schedule Backup.

The Schedule Backup window opens.

a. Select the Schedule at a later time check box.

b. Specify when the backup will run using the Date and Time fields.
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c. Optionally, configure the backup job to repeat by selecting the Repeat check box,

then specifying the backup schedule using the provided fields.

Optionally, you can specify when repeated backups will stop by selecting the End

Time check box, then specifying the last date on which the repeated backup job

will run using the Date and Time fields.

d. Click Schedule Backup.

Restoring Device Configuration Files

You can restore a backed up configuration file to the device from which it was backed

up.

CAUTION: Restoring a configuration file to a device is considered an
out-of-bandconfigurationchange,whichcancausesomeunexpected results.
Formore information, see “UnderstandingBuildMode inLocationandDevice
Views of Edge Services Director” on page 151.

To restore backed up configuration files to devices:

1. Select the devices to restore from the Manage Device Configuration list.

2. Click Restore.

The Restore Device Configuration File(s) window opens.

3. To restore a configuration file that is older than the most recent version, click in the

Latest Version cell and select the version to restore.

4. Click Restore.

Viewing Device Configuration Files

To view the backed up configuration files for a device:

1. Select the device from the Manage Device Configuration list.

2. Click View Configuration File.

The Device Configuration Summary window opens, displaying the most recently

backed up configuration file.

3. To view an older stored configuration file version, select a version number from the

Config File Version list.
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Comparing Device Configuration Files

To compare backed up device configuration files:

1. Select the configuration files to compare from the Manage Device Configuration list.

2. Click Compare Configuration Files.

The Compare Configuration Files window opens.

3. Select a source device from theSourceDevice list and a configuration file version from

the Config File Version list.

4. Select a target device from the Target Device list and a configuration file version from

the Config File Version list.

5. The configuration file versions you selected are displayed in the window. The file name

and version appears at the top of each file. The differences between the configuration

files are color-coded. The color-coding legend appears at the top of the window.

Deleting Device Configuration Files

When you delete a device’s backed up configuration, all of the configuration file versions

for the device are deleted.

To delete device configuration files:

1. Select the configuration files to delete from the Manage Device Configuration list.

2. Click Delete.

The Delete Device Configuration File(s) window opens.

3. Verify that the correct devices are listed, then click Delete.

Managing Device Configuration File Management Jobs

Each time you back up or restore device configuration files, a device configuration file

management job is created.

To manage device configuration file management jobs:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select Device Configuration Files > View Configuration File Mgmt

Jobs.

The Device Configuration Jobs page opens in the main window, listing the device

configuration file management jobs.
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Managing these jobs is similar to managing other types of jobs using the System mode.

The advantage of accessing the jobs this way is that the jobs list show only configuration

file management jobs.

See Also Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335

•

Managing Jobs

Edge Services Director enables you to view and manage jobs. You can view the status

of completed jobs and cancel the jobs that are scheduled to execute at a later time or

jobs that are in progress.

The Job Management page, accessible as a System task, enables you to view and manage

all jobs. In addition, Edge Services Director enables you to view special pre-filtered versions

of this page from various other tasks, such as View Discovery Status or View Image

Deployment Jobs. These pages contain the same fields (although some fields might be

hidden) and have the same functionality as the Job Management page, but they list only

those jobs relevant to particular tasks.

To display the Job Management page:

1. Click System on the Edge Services Director banner.

2. Select Manage Jobs from the Tasks pane. The Job Management page appears.

3. To view the details of a job, select a row and click ShowDetails or double-click a row.

4. To cancel a scheduled job, select a job that is scheduled for a later time or a job that

is in progress and click Cancel.

The fields in the Job Management page are described in Table 20 on page 60. To view

any hidden column, keep the mouse on any column heading and select the down arrow

and then click Columns. Select the check box to display the hidden columns.

NOTE: Details of jobs initiated from Edge Services Director will be available
only from Edge Services Director. These jobs will not be listed in the Job
Management pane in Junos Space platform and vice-versa.

Table 51: JobManagement Page Fields

DescriptionField

The unique ID assigned to the jobJob ID

The name of the jobName
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Table 51: JobManagement Page Fields (continued)

DescriptionField

The percentage of completion of the jobPercent

The status of the job:

• Success—Job completed successfully

• Failure—Job failed and was terminated

• Job Scheduled—Job is scheduled but has not yet started

• In progress—Job is has started, but not completed

• Cancelled—Job is cancelled

State

The type of the jobJob Type

Summary of the job scheduled and executed with statusSummary

The time when the job is scheduled to startScheduled
Start Time

The actual time when the job startedActual Start
Time

The time when the job was completedEnd Time

The login ID of the user that initiated the taskUser

The recurrent time when the job will be restarted.Recurrence

Copyright © 2019, Juniper Networks, Inc.352

Edge Services Director User Guide



CHAPTER 19

Software Image Management

• Managing Software Images on page 353

• Deploying Software Images on page 356

• Managing Software Image Deployment Jobs on page 359

Managing Software Images

This topic describes how to manage software images for managed devices.

To start managing software images:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select ImageManagement >Manage Image Repository.

The Device Image Repository page opens in the main window. The table lists the

software images in the repository.

3. In the Tasks pane, select Device Configuration File Management >Manage Device

Configuration.

The Manage Device Configuration page opens in the main window. The table lists the

devices that have configuration files backed up software images in the repository.

This topic describes:

• Selecting Software Image Management Options on page 353

• Adding Software Images to the Repository on page 354

• Using the Device Image Upload Window on page 354

• Viewing Software Image Details on page 355

• Using the Device Image Summary Window on page 355

• Deleting Software Images on page 355

Selecting Software ImageManagement Options

From the Device Image Repository page, you can:
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• Add a software image to the repository by clicking Add.

• View details about a software image by selecting it and clicking Details.

• Delete software images from the repository by selecting them and clicking Delete.

Table 52 on page 354 describes the information provided in the Device Image Repository

table.

Table 52: Device Image Repository Table

DescriptionTable Column

Select to perform an action on the software image in that row.Check box

Software image name.Name

Software version.Version

Device series that uses the software image.Series

User who uploaded the software image.Uploaded By

Time when the software image was uploaded to the server.Created On

Size of the software image in megabytes.Size(MB)

Adding Software Images to the Repository

Software images are stored in a repository on the Edge Services Director server.

To add a software image to the repository:

1. Click Add.

The Device Image Upload window opens.

2. Use the Device Image Upload window to upload a device software image. See “Using

the Device Image Upload Window” on page 354 for a description of the window.

Using the Device Image UploadWindow

To use the Device Image Upload window to add a software image to the repository:

1. Click Browse and browse to the software image file.

2. Click Upload to add the file to the repository.
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Viewing Software Image Details

To view details about a software image:

1. Select the software image file in the table.

2. Click Details.

The Device Image Summary window opens. See “Using the Device Image Summary

Window” on page 355 for information about this window.

Using the Device Image SummaryWindow

Use the Device Image Summary window to view detailed information about a software

image. Table 53 on page 355 describes the fields in this window.

Table 53: Device Image SummaryWindow

DescriptionField

Software image filename.Name

Software version (release number).Version

Device series on which the software is supported.Series

Platforms on which the software is supported.Supported Platforms

User who uploaded the image to the server.Uploaded By

Date and time when the software image was uploaded.Created On

Size of the software image file, in megabytes.Size (MB)

Click to close the window.OK

Deleting Software Images

To delete software image files:

1. Select the check box in the rows of the software image files that you want to delete.

2. Click Delete.

Related
Documentation

Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335

•
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Deploying Software Images

This topic describes how to deploy software images to managed devices. You must

upload software images to the Edge Services Director server before you can deploy them

to devices. See Managing Software Images for more information.

To start deploying software images:

1. Click Deploy in the Edge Services Director banner.

2. Select a node in the View pane that contains the devices to which you want to deploy

software images.

3. In the Tasks pane, select ImageManagement > Deploy Images to Devices.

The Select Devices page of the Deploy Images to Devices wizard opens in the main

window.

This topic describes:

• Specifying Software Deployment Job Options on page 356

• Selecting Software Images To Deploy on page 357

• Selecting Options for Software Deployment on page 358

• Summary of Software Deployment on page 359

Specifying Software Deployment Job Options

To specify software deployment job options in the Select Devices page:

1. In the Job name field, enter a job name.

2. From the Device and deployment options list, select an option:

• SelectStagingonly(Download imagetothedevice) to download the software image

to the device but not install it.

• SelectUpgradeonly (Installpreviouslystaged imageondevice) to upgrade the device

to a software image that was previously staged on the device.

• Select Staging and Upgrade (Download and Install image on device) to download

the software image and install it on the device.

Devices are not automatically rebooted after upgrade to make the device begin running

the new software version. You can select the option to reboot the device automatically

after the upgrade in a later wizard page.

3. Click Next to continue to the next page.

The Select Images page opens. Select a software image as described in “Selecting

Software Images To Deploy” on page 357.
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Selecting Software Images To Deploy

The Select Images page includes a table listing each device group and device that you

selected for deployment. See Table 54 on page 357 for a description of the table columns.

If you selected the Upgrade only (Install previously staged image on device) option, only

devices that contain a previously staged software image appear in the table. You cannot

select a different image to install on these devices.

To select the software images to deploy, perform the following steps on the table row

for each device group or individual device that you want to upgrade:

1. In the Proposed Image Version/Profile column, click Select Image/Profile.

The Select Image/Profile list is displayed.

2. From the Select Image/Profile list, select a software image.

TIP: To clear this field, select Select Image/Profile from the list.

3. After you finish selecting software images, click Next to continue to the next page.

The Select Options page opens.

TIP: Apop-upmessage notifies you if you do not select a software image
for all the listed devices. This is just for your information. No actionwill be
taken on devices for which you do not select a software image. In effect,
this removes those devices from the job.

Select options for software deployment as described in “Selecting Options for Software

Deployment” on page 358.

Table 54: Select images for devices Table

DescriptionTable Column

Device family to which the device belongs. Devices are grouped by family. To display
the devices within a device family, click the arrow next to the device family name.

Device Family

Number of devices contained within a device family.Count

Device’s IP address.IP Address

Device’s name.Device Name
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Table 54: Select images for devices Table (continued)

DescriptionTable Column

Device’s state:

• UP—Edge Services Director can communicate with the device.

• DOWN—Edge Services Director cannot communicate with the device.

State

Software version the device is running.Running Image Version

Software version that will be installed on the device when the job runs successfully.Proposed Image Version/Profile

Selecting Options for Software Deployment

The options that you can configure in the Select Options page are described in

Table 55 on page 358. The options that are available depend on the job flow you chose

in the Select Images page.

After you finish selecting options, click Next to continue to the next page. The Summary

page opens. Review the job summary as described in “Summary of Software Deployment”

on page 359.

Table 55: ImageManagement Job Options

ActionOption

Select Options

All Device Types

Select to delete any existing software images on devices before downloading the new
software image.

Delete any existing image before
download

Select to reboot the device after the software image is installed. A reboot is required to
begin running the new software version on the device.

NOTE: This option may get disabled based on your details that you specify in the remaining
fields. This indicates that for the options that you specified, the system will automatically
reboot the device as per the requirement during or after the image upgrade.

Reboot device after successful
installation

Wired Devices

Select to validate the software package or bundle against the current configuration as a
prerequisite to adding the software package or bundle.

Check compatibility with current
configuration

Select if you want to perform a Nonstop software upgrade (NSSU) or Iin-service software
upgrade (ISSU).

ISSU enables you to upgrade between two different Junos OS releases with minimal
disruption on the control plane and with minimal disruption of traffic.

NSSU enables you to upgrade the software running on an MX Series router with redundant
Routing Engines or on most EX Series Virtual Chassis by using a single command and with
minimal disruption to network traffic

ISSU/NSSU
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Table 55: ImageManagement Job Options (continued)

ActionOption

Select to take an archive snapshot of the files currently used to run the switch and copy
them to an external USB storage device connected to the switch.

Archive data (Snapshot)

Select to copy the new Junos OS image into the alternate root partition. This ensures that
the resilient dual-root partitions feature operates correctly.

This option is available only if you select Reboot device after successful installation.

Copy to alternate slice

Select Schedule

Select Stage now to start staging software images to devices as soon as the job runs.

Select Stage later time to schedule the staging for a later time.

Stage now

Stage later time

If you selected Stage later time, enter the date and time for staging to start.Staging Schedule

Select Upgrade now to start upgrading software images on devices as soon as staging
finishes.

Select Upgrade later time to schedule the software upgrade for a later time.

Upgrade now

Upgrade later time

If you selected Upgrade later time, enter the date and time for upgrade to start.

If you scheduled staging, you must schedule the upgrade for at least 10 minutes after
staging, to ensure that staging completes before upgrade starts.

Deployment Schedule

Summary of Software Deployment

On the Summary page, review the selections you made for the job. To change selections,

click Edit in the area that you want to change. You can also click the boxes in the process

flowchart above the wizard page to navigate between pages. When you are done making

selections, click Finish on the Summary page to save the job, and run it if you configured

the job to run immediately.

Related
Documentation

Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335

•

Managing Software Image Deployment Jobs

This topic describes how to manage software image jobs. A software image job is created

each time you deploy software images to devices or schedule a software image

deployment. You can check the status of jobs, see job details, and cancel scheduled jobs.

To start managing software image jobs:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select ImageManagement > View Image Deployment Jobs.
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The Image Deployment Jobs page opens in the main window.

This topic describes:

• Selecting Software Image Management Options on page 360

• Viewing Software Image Job Details on page 361

• Using the Device Image Staging Window on page 361

• Canceling Software Image Jobs on page 362

Selecting Software ImageManagement Options

From the Image Deployment Jobs page, you can:

• Show deployment job details by selecting a job and clicking Show Details. See “Viewing

Software Image Job Details” on page 361 for more information.

• Cancel a pending job by selecting the job and clicking Cancel Job. See “Canceling

Software Image Jobs” on page 362 for more information.

Table 56 on page 360 describes the information provided in the of the Image Deployment

Jobs table.

Table 56: Image Deployment Jobs Table

DescriptionTable Column

An identifier assigned to the job.Job Id

Select to perform an action on the job in that row.Check box

Job name.Job Name

Percentage of the job that is complete.Percent

Job status. The possible states are:

• CANCELLED—The job was cancelled by a user.

• SCHEDULED—The job is scheduled but has not run yet.

• INPROGRESS—The job is running.

• SUCCESS—The job completed successfully. This state is applied if all of the devices in
the job completed successfully.

• FAILURE—The job failed. This state is applied if any of the devices in the job failed. But
some of the devices might have completed successfully. View the job details for the
status of each device.

Status

Job summary.Summary

Job’s scheduled start time.Scheduled Start Time

Time when the job started.Actual Start Time

Time when the job ended.End Time
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Table 56: Image Deployment Jobs Table (continued)

DescriptionTable Column

User who created the job.User

This field is not used for software image management jobs.Recurrence

Viewing Software Image Job Details

To view the details of a software image job:

1. Select the job in the table.

2. Click ShowDetails.

The Device Image Staging window opens. See “Using the Device Image Staging

Window” on page 361 for a description of the window.

Using the Device Image StagingWindow

Use the Device Image Staging window to view information about software image jobs.

Table 57 on page 361 describes this window.

Table 57: Device Image StagingWindowDescription

DescriptionField

Job name.Job Name

Job’s scheduled start time.Start Time

Time when the job ended.End Time

Percentage of the job that is complete.% Complete

Job status. The possible statuses are:

• CANCELLED—The job was cancelled by a user.

• SCHEDULED—The job is scheduled but has not run yet.

• INPROGRESS—The job is running.

• SUCCESS—The job completed successfully.

• FAILURE—The job failed.

Status

Host name of device.Host Name

Device status. The possible statuses are:

• INPROGRESS—The job is running.

• SUCCESS—The job completed successfully.

• FAILURE—The job failed.

Status
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Table 57: Device Image StagingWindowDescription (continued)

DescriptionField

Percentage of the job that is complete on the device.% Complete

Time when the job started on the device.Start Time

Time when the job ended on the device.End Time

Description of the job on the device. Can include error messages for failed devices.Description

Click to close the window.Close

Canceling Software Image Jobs

To cancel a software image job:

1. Select the job in the table.

2. Click Cancel.

Related
Documentation

• Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335
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CHAPTER 20

ViewingandEditingService Instancesand
Packet Filters Across All Gateways

• Viewing Service Object Statistics on page 363

• Modifying Service Instances on page 365

• Modifying Packet Filter Policies on page 367

Viewing Service Object Statistics

To view a graphical representation in the form of pie charts of the configured ADC, TLB,

CGNAT, SFW, and packet policies or filters:

1. From the View selector, select Gateway View . The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, select Service Edit. On the right pane, pie charts corresponding

to the configured services and policy filters are displayed if you view the page without

drilling-down the tree in the task pane to select a particular service or policy. The same

Service Object Statistics page is displayed when you select View Statistics from the

task pane.

5. In the View pane, from the tree that lists the SDGs, select All SDG, or the SDG or SDG

pair for which you want to view the previously configured policy or filter templates.

The page is divided into three panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to view the service

statistics.
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Figure 33: Service Edit Page with Pie Charts of Configured Service Types

The Service Object Statistics page is displayed. A set of five pie charts are displayed

when you select Service Edit from the task pane, without expanding the tree and

selecting a policy and filter template. The pie charts are displayed for the different

policy and service filters, such as ADC, TLB, CGNAT, stateful firewall, and packet filter

templates. A color-code is used to denote different portions of the pie chart for the

service policy filters in various states. Mouse over each portion of the pie to view the

number corresponding to the percentage of each service policy filter in a particular

state. The following segments are displayed in the pie chart as a percentage of the

total number of service policy filters.

• In Sync—The configuration on the device is in sync with the Edge Services Director

configuration for the device.

• Out Of Sync—The configuration on the device does not match the Edge Services

Director configuration for the device. This state is usually the result of the device

configuration being altered outside of Edge Services Director. You cannot deploy

configuration on a device from Edge Services Director when the device is Out Of

Sync. To resolve this state, use the Resynchronize Device Configuration task in

Deploy mode.

• Sync failed—An attempt to resynchronize an Out Of Sync device failed.

Synchronizing—The device configuration is in the process of being resynchronized.

• N/A—The device is down or is an access point.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381
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• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

Modifying Service Instances

On the Service Designer page, you can view the collection of service templates defined

for several applications, such as stateful firewall or CGNAT.

To modify service template instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit.

The Service Instances page is displayed in the right pane, listing all the previously

defined service templates.

4. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service templates is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service templates, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

5. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

6. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.
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7. From the Host Name drop-down list, select the hostname of the SDG.

8. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

Starting with Edge Services Director Release 1.1, you can associate multiple client-facing

and server-facing VRF instances from the enhanced service edit mode (which you

can access from Service View of Deploy mode, with TLB selected in View pane and

Service Edit selected in the Tasks pane, and selecting the check boxes beside the

Server-Facing and Client-Facing modules in the Select Common Components section).

9. Click Save to save the modified association.

10. Select the check box beside the template you want to modify.

11. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

12. Perform one of the following from the drop-down menu displayed for each component:

• To retrieve the service component and import into the database of Edge Services

Director, select Import Object. The Import Services dialog box appears. You can

import the service templates assigned to SDGs or choose from a list of all of the

predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

• To create the component afresh, selectCreateNew. The Create page corresponding

to the service component appears. You can define the attributes for the service

component in the same manner as you define the elements during the creation of

a service template.

13. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either clicking

the buttons corresponding to the various settings at the top of the wizard page to

directly traverse to the page you want to modify or clicking the navigation buttons at

the bottom of the wizard page to go to the different pages of the wizard. Click Finish

to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.
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From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

14. Select Discard changes from the Actions menu to ignore the modifications done to a

policy or filter template.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195

Modifying Packet Filter Policies

On the Packet Filter Policies page, you can view the collection of previously configured

packet filters and perform an enhanced edit to select a different SDG group and an SDG

host in the group to be associated with the packet filter.

To modify packet filter services and specify the SDG group, SDG host, and service

attributes to be associated with the packet filters:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, click the plus sign (+) beside All Services to expand the tree and

select the type of service.

4. From the task pane, select Deploy Service > Packet Filter.

The Packet Filter Policies page is displayed on the right pane, listing all the previously

defined packet filters.

5. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

6. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

7. From the Host Name drop-down list, select the hostname of the SDG.

8. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, that are displayed. The displayed
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components depend on the attributes that are previously defined for that selected

packet filter. Select the check box beside Config Category to select all the service

components.

9. Click Save to save the modified association.

10. Select the check box beside the packet filter you want to modify.

11. Open the Modify menu above the list of templates to modify an existing packet filter.

The Modify Packet Filter window is displayed. Modify the attributes that are needed

and save the updated settings.

12. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

• If you create a deployment plan from Gateway view of Deploy mode, the Deployment

Plan Summary dialog box appears, with the service name, type, and status listed.

Click Send to create a deployment plan.

• If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either

clicking the buttons corresponding to the various settings at the top of the wizard

page to directly traverse to the page you want to modify or clicking the navigation

buttons at the bottom of the wizard page to go to the different pages of the wizard.

Click Finish to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

13. Select Discard changes from the Actions menu to ignore the modifications done to a

packet policyfilter.

Related
Documentation

• Service Templates Overview on page 189

• Filtering Service Templates on page 189

• Using the Actions Menu on the Service Template and Service Edit Pages on page 195
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CHAPTER 21

Enhanced Editing of Services and Packet
Filters

• Enhanced Editing of Service Policies and Policy Filters Overview on page 369

• Modifying the Association of SDG Details and Service Components for a Packet Filter

Policy on page 370

• Modifying the Association of SDG Details and Service Components for a Service Policy

Filter on page 372

Enhanced Editing of Service Policies and Policy Filters Overview

In Gateway View of Deploy mode, with All Network selected in View pane and Policy &

Filters selected in the task pane, you can select a different SDG host from the Host Name

list, and a different rule term from the Term Name list from the page that lists all of the

previously defined service policies. This type of inline or embedded editing enables you

to quickly and optimally change the rule term in a service policy and the SDG with which

the policy must be associated.

Inline modification signifies the ability to perform changes to previously defined settings

in an easy and quick manner. Embedded editing is enabled, which causes the grids showing

the devices and interfaces to become modifiable directly without the need to perform

the process of highlighting, editing, and saving the changes every time you want to edit

a particular parameter. The page that displays the configured settings presents as a form

in which the fields or cells of the table are editable.

Instead of modifying an existing stateful firewall, NAT, or packet filter policy to associate

a different SDG host with the policy by using the Service Edit option in the task pane in

Service View of Deploy mode, you can easily and rapidly change the SDG host mapped

to a policy using the enhanced editing mechanism.

Related
Documentation

Modifying the Association of SDG Details and Service Components for a Packet Filter

Policy on page 370

•

• Modifying the Association of SDG Details and Service Components for a Service Policy

Filter on page 372
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Modifying the Association of SDGDetails and Service Components for a Packet Filter
Policy

From the Policy & Filters page, which displays all the previously configured packet filters,

you can modify the components or the parameter types that are associated with a

particular service filter. You must lock the packet filters for which you want to modify the

attached rule term components or attributes before you can update the settings. You

can also select a different SDG to which the packet filter must be applied.

To modify the association of SDGs and the rule term component for a packet filter, such

as a stateless firewall filter:

1. From the View selector, select Service View. The workspaces that are applicable to

edge services are displayed.

2. Select All Network from the Service View pane. You can modify the association of

SDGs with service policies, only if you select the All Network label in the View pane.

If you expand the All Network tree and select an SDG group or an SDG in a redundancy

pair, you cannot modify the association of service policies and rules with SDGs in a

single-shot, one-step operation.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

5. Select Policy & Filters from the task pane.

The Services page is displayed.

6. Click the down arrow next to Policy & Filters to expand the tree in the task pane and

view the list of filter templates.

Select Packet Filter to open the Service Edit > Packet Filter page on the right pane.
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Figure 34: Enhanced Edit Page for Packet Filters

The following fields are displayed on this page:

Table 58: Service Edit > Packet Filter Page

DescriptionField

Name of the configured service template instanceInstance Name

Junos OS release number that represents a particular revision of the
software that runs on a Juniper Networks routing platform, for example,
Junos OS Release 8.5, 9.1, or 9.2. Each Junos OS release has certain new
features that complement the software processes that support Internet
routing protocols, control the device’s interfaces and the device chassis
itself, and allow device system management.

OS Version

Name of the SDG groupGroup Name

Hostname of the SDG with which the service instance is associated.Reference Host

Name of the deployment plan with which the service template is
attached.

Deployment Plans

7. From the Term Name drop-down list, select the rule term with which the packet filter

must be applied.

8. From the Host Name drop-down list, select the hostname of the SDG.

9. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful
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firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

The modified association is saved.

You can use the Actions menu in the Service Template pages for packet filters to publish,

unpublish, export, and restore the defined polices or filters. For details, see Using the

Actions Menu in the Service Template Page.

Related
Documentation

Creating Service Gateway Groups on page 99•

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114

Modifying theAssociationofSDGDetails andServiceComponents for aServicePolicy
Filter

From the Policy & Filters page, which displays all the previously configured service policy

filters, you can modify the components or the parameter types that are associated with

a particular service filter. You must lock the service policy filters for which you want to

modify the attached service components or attributes before you can update the settings.

You can also select a different SDG to which the service policy filter must be applied.

To modify the association of SDGs and service components for a service policy filter,

such as a stateful firewall service, or a carrier-grade NAT service policy:

1. From the View selector, select Service View. The workspaces that are applicable to

edge services are displayed.

2. Select All Network from the Service View pane. You can modify the association of

SDGs with service policies, only if you select the All Network label in the View pane.

If you expand the All Network tree and select an SDG group or an SDG in a redundancy

pair, you cannot modify the association of service policies and rules with SDGs in a

single-shot, one-step operation.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.
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5. Select Policy & Filters from the task pane.

The Service Edit page is displayed.

Figure 35: Enhanced Edit Page for Service Policy Rules

6. Click the plus sign (+) next to Policy & Filters to expand the tree in the task pane and

view the list of filter templates. Do one of the following:

• Select CGNAT to open the Service Edit > CGNAT page on the right pane.

• Select SFW to open the Service Edit > SFW page on the right pane.

The following fields are displayed on this page:

Table 59: Services – CGNAT and SFWPage

DescriptionField

Name of the configured service template instanceInstance Name

Junos OS release number that represents a particular revision of the
software that runs on a Juniper Networks routing platform, for
example, Junos OS Release 8.5, 9.1, or 9.2. Each Junos OS release has
certain new features that complement the software processes that
support Internet routing protocols, control the device’s interfaces and
the device chassis itself, and allow device system management.

OS Version

Name of the SDG groupGroup Name

Hostname of the SDG with which the service instance is associated.Reference Host

Name of the applications protocols created for the service template.Applications

Name of the application sets created for the service template.Application Sets

Name of the stateful firewall rules created for the service instance.SFW Rules
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Table 59: Services – CGNAT and SFWPage (continued)

DescriptionField

Name of the stateful firewall rule sets created for the service template.SFW Rule Sets

Name of the CGNAT pool created for the service template.NAT Pools

Name of the CGNAT rules created for the service instance.NAT Rules

Name of the CGNAT rule sets created for the service template.NAT Rule Sets

Name of the syslog created for the service template.Syslogs

Name of the deployment plan with which the service template is
attached.

Deployment Plans

7. From the Term Name drop-down list, select the rule term that must be assigned to

the service policy filter, such as CGNAT or stateful firewall service policies.

8. From the Host Name drop-down list, select the hostname of the SDG.

The modified association is saved.

You can use the Actions menu in the Service Template pages for CGNAT, SFW, and

packet filters to publish, unpublish, export, and restore the defined polices or filters. For

details, see Using the Actions Menu in the Service Template Page.

Related
Documentation

• Creating Service Gateway Groups on page 99

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114
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CHAPTER 22

ManagingService InstanceandPolicyRule
Definitions

• Policy and Filter Management Overview on page 375

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

• Creating and Managing CGNAT Policy and Filter Instances on page 395

• Creating and Managing Packet Filter Policy Instances on page 419

• Creating and Managing SFW Policy and Filter Instances on page 434

• Viewing CGNAT Service Templates on page 456

• Viewing SFW Service Templates on page 457

• Viewing and Modifying ADC Service Instances on page 459

• Viewing and Modifying TLB Service Instances on page 471

• Using the Actions Menu on the Service Policy and Packet Filter Pages on page 483

• Tagging Junos Space Network Management Platform Objects on page 485

Policy and Filter Management Overview

The Policy and Filter Management feature in the Junos Space Edge Services Director

application takes care of creation, update, display, publish and commission of packet

filters, stateful firewall and NAT policies present on discovered and managed SDGs. The

Service Management workspace displays a bar graph of draft, published, and approved

filters or policies for different options available under workspace.

• Packet Filter: This option displays packet filters present on SDGs in a tabular layout.

It also provides the ability to create, update and delete filters on selected SDGs.
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• Stateful Firewall: This option displays stateful firewall policies present on SDGs in a

tabular layout. It also provides the ability to create, update, and delete stateful firewall

policies on selected SDGs.

• CGNAT: This option displays CGNAT policies present on SDGs in a tabular layout. It

also provides the ability to create, update, and delete CGNAT policies on selected

SDGs. After a filter or policy is published, it goes for peer review and approval. After

approval, the filter or policy is deployed to the device.

The Service Deployment page provides the following functionalities:

• 1. Approval Management – View the details of the filters/policies and other service

deployment plans which are pending for approval. Approve or reject deployment plans

done to existing feature.

• 2. Update Devices – View the details of approved filters/policies and other service

deployment plans which are ready for commissioning. Commission the deployment

plans or discard accordingly.

States and Transitions of Policies or Filters

A filter has the following states:

• New

• Updated

• Deleted

A user can carry out following operations depending on the status of a filter:

• Add – To create a new filter for Zone, SDG or Host.

• Update – Update exiting filter on SDG.

• Delete – Delete existing filter on SDG.

• Send for Deployment—Deploy the policy and filter instance on the associated

standalone SDG or SDGs in a high availability pair.

You can perform the following tasks with a deployment plan created for provisioning

a policy on SDGs:

• Publish – Publish new, updated or deleted filter for administrator or designer approval.

• Unpublish – Unpublish the published filter to do more changes. The filter returns to

the “Draft” status.

• Approve – An administrator or designer approves the published filter.

• Reject – An administrator or designer rejects the published filter.

• Commission – An administrator or designer pushes updates to SDG.

• Discard – An administrator or designer discards an approved filter without pushing

updates to SDG.
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User Roles

SDG operator is responsible for creating, modifying, and deleting a policy or filter and

publishes it for approval of the designer. SDG operator can access the Service

Management workspace and all options under it.

A user with the SDG designer role is responsible for review and approval of published

policy or filter. Workflow for review and approval is part of another workspace called

Service Deployment. As a user with the SDG designer role, you can access both Service

Management’ and ‘Service Deployment workspaces.

SDG Administrator is responsible for commissioning of an approved policy or filter to

managed SDGs. Workflow for commissioning will be part of another workspace called

Service Deployment. An SDG designer can access both the Service Management and

Service Deployment workspaces.

• SDG Operator – An SDG operator is responsible for creating, modifying, and deleting

a policy or filter and will publish it for approval of designer. An SDG operator can access

the Service Management workspace and all options under it.

• SDG Designer – An SDG designer is responsible for review and approval of a published

policy or filter. The workflow for review and approval is part of another workspace

called Service Deployment. An SDG designer can access both the Service Management

and Service Deployment workspaces.

• SDG Administrator – An SDG administrator is responsible for commission of approved

policy or filter to managed SDGs. The workflow for commissioning is part of another

workspace called Service Deployment. An SDG designer can access both the Service

Management and Service Deployment workspaces.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390
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Packet and Service Filters Overview

The Adaptive Services Physical Interface Cards (PICs), Multiservices PICs, and

Multiservices Dense Port Concentrators (DPCs) provide adaptive services interfaces.

Adaptive services interfaces enable you to coordinate a special range of services on a

single PIC or DPC by configuring a set of services and applications.

A service set is an optional definition you can apply to the traffic at an adaptive services

interface. A service set enables you to configure combinations of directional rules and

default settings that control the behavior of each service in the service set. When you

apply a service set to the traffic at an adaptive services interface, you can optionally use

service filters to refine the target of the set of services and also to process traffic. Service

filters enable you to manipulate traffic by performing packet filtering to a defined set of

services on an adaptive services interface before the traffic is delivered to its destination.

You can apply a service filter to traffic before packets are accepted for input or output

service processing or after packets return from input service processing.

A service filter defines packet-filtering (a set of match conditions and a set of actions)

for IPv4 or IPv6 traffic. You can apply a service filter to the inbound or outbound traffic

at an adaptive services interface to perform packet filtering on traffic before it is accepted

for service processing. You can also apply a service filter to the traffic that is returning to

the services interface after service processing to perform postservice processing.

Service filters filter IPv4 and IPv6 traffic only and can be applied to logical interfaces on

Adaptive Services PICs, MultiServices PICs, and MultiServices DPCs only.

The Junos OS standard stateless firewall filters support a rich set of packet-matching

criteria that you can use to match on specific traffic and perform specific actions, such

as forwarding or dropping packets that match the criteria you specify. You can configure

firewall filters to protect the local router or to protect another device that is either directly

or indirectly connected to the local router. For example, you can use the filters to restrict

the local packets that pass from the router’s physical interfaces to the Routing Engine.

Such filters are useful in protecting the IP services that run on the Routing Engine, such

as Telnet, SSH, and BGP, from denial-of-service attacks.

NOTE: If youconfigured targetedbroadcast for virtual routingand forwarding
(VRF) by including the forward-and-send-to-re statement, any firewall filter

that is configured on the Routing Engine loopback interface (lo0) cannot be

applied to the targeted broadcast packets that are forwarded to the Routing
Engine. This is because broadcast packets are forwarded as flood next hop
traffic andnot as local next hop traffic, and you canonly apply a firewall filter
to local next hop routes for traffic directed toward the Routing Engine.

You can configure service filters to filter IPv4 traffic (family inet) and IPv6 traffic (family

inet6) only. No other protocol families are supported for service filters.

Under the family inet or family inet6 statement, you can include service-filter

service-filter-name statements to create and name service filters. The filter name can
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contain letters, numbers, and hyphens (-) and be up to 64 characters long. To include

spaces in the name, enclose the entire name in quotation marks (“ ”).

Under the service-filter service-filter-name statement, you can include term term-name

statements to create and name filter terms.

Service filter terms support only a subset of the IPv4 and IPv6 match conditions that are

supported for standard stateless firewall filters.

If you specify an IPv6 address in a match condition (the address, destination-address, or

source-address match conditions), use the syntax for text representations described in

RFC 4291, IP Version 6 Addressing Architecture.

When configuring a service filter term, you must specify one of the following

filter-terminating actions:

• service

• skip

NOTE: These actions are unique to service filters.

Service filter terms support only a subset of the IPv4 and IPv6 nonterminating actions

that are supported for standard stateless firewall filters:

• count counter-name

• log

• port-mirror

• sample

Service filters do not support the next action.

Filtering Traffic Before Accepting Packets for Service Processing

To filter IPv4 or IPv6 traffic before accepting packets for input or output service processing,

include the service-set service-set-name service-filter service-filter-name at one of the

following interfaces:

• [edit interfaces interface-name unit unit-number family (inet | inet6) service input]

• [edit interfaces interface-name unit unit-number family (inet | inet6) service output]

For the service-set-name, specify a service set configured at the [edit services service-set]

hierarchy level.

The service set retains the input interface information even after services are applied, so

that functions such as filter-class forwarding and destination class usage (DCU) that

depend on input interface information continue to work.
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The following requirements apply to filtering inbound or outbound traffic before accepting

packets for service processing:

• You configure the same service set on the input and output sides of the interface.

• If you include the service-set statement without an optional service-filter definition,

the Junos OS assumes the match condition is true and selects the service set for

processing automatically.

• The service filter is applied only if a service set is configured and selected.

You can include more than one service set definition on each side of an interface. The

following guidelines apply:

• If you include multiple service sets, the router (or switch) software evaluates them in

the order in which they appear in the configuration. The system executes the first service

set for which it finds a match in the service filter and ignores the subsequent definitions.

• A maximum of six service sets can be applied to an interface.

• When you apply multiple service sets to an interface, you must also configure and

apply a service filter to the interface.

Postservice Filtering of Returning Service Traffic

As an option to filtering of IPv4 or IPv6 input service traffic, you can apply a service filter

to IPv4 or IPv6 traffic that is returning to the services interface after the service set is

executed. To apply a service filter in this manner, include the post-service-filter

service-filter-name statement at the [edit interfaces interface-nameunitunit-number family

(inet | inet6) service input] hierarchy level.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

Copyright © 2019, Juniper Networks, Inc.380

Edge Services Director User Guide



Searching for CGNAT Policies
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You can use the enhanced search utility on the Service Templates page for CGNAT

policies and packet filters to effectively, quickly identify and segregate the policies and

filters of relevance and interest.

The Service Templates page provides advanced search options for the CGNAT policies.

Enter the term that you want to specify as the filter criterion in the search field and click

the Search icon.

You can perform advanced searches for the following fields:

• Policy Name

• Source Address

• Destination Port

• Destination Address

• Application

• Translation Type

• NAT Pool

• Description

• Custom column

The following advanced search criteria are available:

• Wildcard search for rule names using an asterisk (*) is allowed.

• Edge Services Director supports AND and OR operations between search items. The

default behavior is OR.

• For rule name search, only the OR operation is allowed, because a policy cannot have

multiple rule names.

• For zone search, only the OR operation is allowed. Wildcard search is supported.

• For service and address fields, OR and AND operations are allowed.

• Multiple groups can be grouped using parenthesis. Grouping can be used during filed

or keyword searches as well.

• Negate (-) symbol can be used to exclude objects that contain a specific term name.

• The plus (+) operator can be used to specify that the term after the + symbol existing

the field value to be filtered along with other searched items.

• Escaping special characters are part of the search syntax. The supported special

characters are + - && || ! ( ) { } [ ] ^ " ~ * ? : \.

NOTE: Use the AND operator to find rules that match all values for a given
set of fields. Use the OR operator to find rules that match any of the values
for a given set of fields.
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1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Service Edit > Policy and Filter from the task pane. The Policy and Filter page

is displayed.

3. Click the plus sign (+) next to the policy and filter template to expand the tree in the

task pane and view the list of filter templates.

4. From the task pane, select CGNATPolicy and Filter to open the CGNAT and Filter page

on the right pane.

5. Enter the term that you want to specify as the filter criterion in the Search field and

click the Search icon.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390
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Searching for Packet Filters

You can use the enhanced search utility on the Service Templates page for CGNAT

policies and packet filters to effectively, quickly identify and segregate the policies and

filters of relevance and interest.

The Service Templates page provides advanced search options for the packet filters.

Enter the term that you want to specify as the filter criterion in the Filter field and click

the Filter icon.

You can perform advanced searches for the following fields:

• Filter Name

• Source Port

• Source Address

• Destination Port

• Destination Address

• Action

• Description

• Custom column

The following advanced search criteria are available:

• Wildcard search for rule names using an asterisk (*) is allowed.

• Edge Services Director supports AND and OR operations between search items. The

default behavior is OR.

• For rule name search, only the OR operation is allowed, because a policy cannot have

multiple rule names.

• For zone search, only the OR operation is allowed. Wildcard search is supported.

• For service and address fields, OR and AND operations are allowed.

• Multiple groups can be grouped using parenthesis. Grouping can be used during filed

or keyword searches as well.

• Negate (-) symbol can be used to exclude objects that contain a specific term name.

• The plus (+) operator can be used to specify that the term after the + symbol existing

the field value to be filtered along with other searched items.

• Escaping special characters are part of the search syntax. The supported special

characters are + - && || ! ( ) { } [ ] ^ " ~ * ? : \.

NOTE: Use the AND operator to find rules that match all values for a given
set of fields. Use the OR operator to find rules that match any of the values
for a given set of fields.
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1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Service Edit > Policy and Filter from the task pane. The Policy and Filter page

is displayed.

3. Click the plus sign (+) next to Service Template to expand the tree in the task pane

and view the list of filter templates.

4. From the task pane, select Packet Filter to open the Packet Filter page on the right

pane.

5. Enter the term that you want to specify as the filter criterion in the Search field and

click the Search icon.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

385Copyright © 2019, Juniper Networks, Inc.

Chapter 22: Managing Service Instance and Policy Rule Definitions



Searching for SFWPolicies

You can use the enhanced search utility on the Service Templates page for SFW policies

and packet filters to effectively, quickly identify and segregate the policies and filters of

relevance and interest.

The Service Templates page provides advanced search options for the SFW policies.

Enter the term that you want to specify as the filter criterion in the search field and click

the Search icon.

You can perform advanced searches for the following fields:

• Policy Name

• Source Address

• Destination Port

• Destination Address

• Application

• Action

• Description

• Custom column

The following advanced search criteria are available:

• Wildcard search for rule names using an asterisk (*) is allowed.

• Edge Services Director supports AND and OR operations between search items. The

default behavior is OR.

• For rule name search, only the OR operation is allowed, because a policy cannot have

multiple rule names.

• For zone search, only the OR operation is allowed. Wildcard search is supported.

• For service and address fields, OR and AND operations are allowed.

• Multiple groups can be grouped using parenthesis. Grouping can be used during filed

or keyword searches as well.

• Negate (-) symbol can be used to exclude objects that contain a specific term name.

• The plus (+) operator can be used to specify that the term after the + symbol existing

the field value to be filtered along with other searched items.

• Escaping special characters are part of the search syntax. The supported special

characters are + - && || ! ( ) { } [ ] ^ " ~ * ? : \.

NOTE: Use the AND operator to find rules that match all values for a given
set of fields. Use the OR operator to find rules that match any of the values
for a given set of fields.
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1. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Service Edit > Policy and Filter from the task pane. The Policy and Filter page

is displayed.

3. Click the plus sign (+) next to Service Template to expand the tree in the task pane

and view the list of filter templates.

4. From the task pane, select SFWPolicy and Filter to open the SFW and Filter page on

the right pane.

5. Enter the term that you want to specify as the filter criterion in the Search field and

click the Search icon.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

Managing Service and Policy Locks

All the locked policies can be viewed in a single page. You can display the list of SFW,

CGNAT, or packet filter templates that are locked by filtering them separately. Such a

page shows all the locks of users only if you have the unlock task assigned; otherwise,

you see only your locks.

To view the locked services and policies:

1. From the View selector, select Gateway View. The devices that are organized in the

entire network based on the SDG pairs and the devices in each SDG group or pair are

displayed.

2. Click the Deploy icon on the Edge Services Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select the All Network item in the task pane. The tree can be expanded to view all

the configured SDG groups and SDGs in a high-availability or redundancy group.
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4. Select Service Edit from the task pane. The Services page is displayed for ADC and

TLB services and the Rules page is displayed for CGNAT, SFW, and packet filter policies.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter templates.

6. From the task pane, do one of the following:

• Select ADC to open the ADC Services page on the right pane.

• Select TLB to open theTLB Services page on the right pane.

• Select CGNAT to open the CGNAT and Filter page on the right pane.

• Select Packet Filter to open the Packet Filter page on the right pane.

• Select SFWPolicy and Filters to open the SFW Policy and Filter page on the right

pane.

7. In the Services or Rules page, from the tree that lists the SDGs, select All Service

Gateways, or the SDG or SDG pair for which you want to lock the filter templates.

8. Select the check box next to the service or rule.

9. Click the Lock icon. You can select policies that are locked by you and unlock them.

To unlock your policies, you do not need any administrator privileges. To unlock policies

locked by other users, you must have the task LOCK assigned to you.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390
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Unlocking Locked Services and Policies

All the locked services policies can be viewed in a single page. This page is available for

a user with Manage Policy Locks tasks assigned. This page shows all the locks only if the

user has the unlock task assigned; otherwise, the user sees only their locks.

To unlock the locked services and policies:

1. From the View selector, select Gateway View. The devices that are organized in the

entire network based on the SDG pairs and the devices in each SDG group or pair are

displayed.

2. Click the Deploy icon on the Edge Services Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. Select the All Network item in the task pane. The tree can be expanded to view all

the configured SDG groups and SDGs in a high-availability or redundancy group.

4. Select Service Edit from the task pane. The Rules page is displayed.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of service and policy filter templates.

6. From the task pane, do one of the following:

• Select ADC to open the ADC Services page on the right pane.

• Select TLB to open theTLB Services page on the right pane.

• Select CGNAT to open the CGNAT and Filter page on the right pane.

• Select Packet Filter to open the Packet Filter page on the right pane.

• Select SFWPolicy and Filters to open the SFW Policy and Filter page on the right

pane.

7. In the Services and Rules pages, respectively, from the tree that lists the SDGs, select

All Service Gateways, or the SDG or SDG pair for which you want to view the locked

filter templates.

8. Select the policy instance you want to unlock, and click the Unlock icon at the top of

the dialog box. Click the Close icon to return to the services listing page. To unlock

your policies, you do not need any administrator privileges. To unlock policies locked

by other users, you must have the task LOCK assigned to you.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381
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• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Viewing Policy and Filter Instances on page 390

Viewing Policy and Filter Instances

To view the list of CGNAT, SFW, and packet policy or filter instances:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the task pane, select Service Edit. On the right pane, pie charts corresponding

to the configured services and policy filters are displayed if you view the page without

drilling-down the tree in the task pane to select a particular service or policy.

4. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

5. From the task pane, do one of the following:

• Select ADC to open the Service Edit > ADC page on the right pane.

• Select TLB to open the Service Edit > TLB page on the right pane.

• SelectCGNATPolicy andFilter to open the CGNAT and Filter page on the right pane.

• Select Packet Filter to open the Packet Filter page on the right pane.

• Select SFWPolicy and Filters to open the SFW Policy and Filter page on the right

pane.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter instances.

The page is divided into three panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the middle pane. The right pane

lists the rule and service set details. For each rule, the terms defined are shown in a

tree structure. The key value pair format can be expanded by clicking the + icon beside

each term.

The following fields are displayed on the Service Edit > ADC page:
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Table 60: Service Edit > ADC Page

Field

SDG Host

Instance Name

OS Version

Group Name

Reference Host

Real Servers

Health Check Sources

Custom Health Checks

Groups

Virtual Servers

Deployment Plans

The following fields are displayed on the Service Edit > TLB page:

Table 61: TLB Service Edit Page

Field

SDG Host

Instance Name

OS Version

Group Name

Reference Host

Real Servers

Network Monitoring

Groups

Virtual Servers

Deployment Plans
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The following fields are displayed on the Service Gateways—CGNAT Policy and Filter

page:

TIP: In Gateway View of Deploymode, with All Network selected in View
pane and Policy & Filters > CGNAT selected in the task pane, you can select
a different SDG host from the Host Name list, and a different rule term from

theTermName list fromthepage that listsall of thepreviouslydefinedservice

policies. This type of inline or embedded editing enables you to quickly and
optimally change the rule term in a service policy and the SDGwith which
the policy must be associated.

Table 62: CGNAT Policy and Filter Page

Field

Host Name

Group Name

Rule Name

Match Direction

Term Name

Source Address

Destination Address

Destination Port

Application

Translated Packet Source

Translated Packet Destination

Translation Type

Copyright © 2019, Juniper Networks, Inc.392

Edge Services Director User Guide



Figure 36: CGNAT Services Listing Page

The following fields are displayed on the Service Gateways—Packet Filter page:

TIP: In Gateway view of Deploymode, with All Network selected in the View
pane and Policy & Filters > Packet Filtert selected in the task pane, you can
select a different SDG host from theHostName list, and a different rule term

from the TermName list from the page that lists all of the previously defined

servicepolicies. This typeof inlineorembeddededitingenablesyou toquickly
andoptimallychange the rule term inaservicepolicyandtheSDGwithwhich
the policy must be associated.

Table 63: Packet F ilter Page

Field

Host Name

Group Name

Filter Name

Term Name

Source Address

Destination Address

Destination Port
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Table 63: Packet F ilter Page (continued)

Field

Source Port

Protocol

Forwarding Class

Action

Status

The following fields are displayed on the Service Gateways—SFW Policy and Filter page:

TIP: In Gateway view of Deploymode, with All Network selected in the View
pane and Policy & Filters > SFW selected in the task pane, you can select a
different SDG host from the Host Name list, and a different rule term from

theTermName list fromthepage that listsall of thepreviouslydefinedservice

policies. This type of inline or embedded editing enables you to quickly and
optimally change the rule term in a service policy and the SDGwith which
the policy must be associated.

Table 64: SFWPolicy and Filter Page

Field

Host Name

Group Name

Rule Name

Term Name

Source Address

Destination Address

Destination Port

Source Port

Application Sets

Filter Outcome
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Figure 37: Stateful Firewall Services Listing Page

Select a policy or a filter and click the ExpandAll icon, and all rules corresponding to that

policy or filter are expanded.

Select a policy or filter and click the Collapse All icon to collapse all rules.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

Creating andManaging CGNAT Policy and Filter Instances

NAT processing centers on the evaluation of NAT rule sets and rules. A rule set determines

the overall direction of the traffic to be processed. For example, a rule set can select

traffic from a particular interface or to a specific zone. A rule set can contain multiple

rules. Once a rule set is found that matches specific traffic, each rule in the rule set is

evaluated for a match. Each rule in the rule set further specifies the traffic to be matched

and the action to be taken when traffic matches the rule.
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NOTE: Before you create a policy and filter template for packet filters, SFW,
or CGNAT services, youmust have previously configured the different
elements or attributes of the service, such as service sets, interface sets, rule
sets, and syslogs during the creation of the service template. The sections in
this procedural topic that describe the creation of such service elements
apply during the creation of the service template and not during the creation
of the service policy filters, such as CGNAT or SFW policies.

• Creating a NAT Policy on page 396

• Creating a Service Set on page 399

• Creating a Syslog on page 403

• Creating a Rule on page 405

• Creating a Rule Set on page 406

• Creating Addresses on page 408

• Creating Address Groups on page 409

• Address and Address Groups Overview on page 409

• Creating a NAT Rule Term on page 410

• Associating an Application and Application Set with a NAT Rule on page 414

• Creating a NAT Pool on page 414

• Associating Service Sets and Rule Sets With a NAT Rule on page 415

• Modifying NAT Policies on page 416

• Creating a Deployment Plan on page 417

Creating a NAT Policy

To configure a new CGNAT policy or filter rule:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the device

type and device node, which denotes the SDGs in a high availability pair of SDGs or

an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit > CGNAT from the task pane.

The CGNAT Policies page is displayed.
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5. Click the plus sign (+) next to Policy and Filter to expand the tree in the task pane and

view the list of filter rules.

6. From the task pane, select CGNATPolicy and Filter to open the CGNAT and Filter page

on the right pane.

7. Click the Add icon above the table of listed rules. The Create Policy and Filter window

is displayed.

Figure 38: Create a CGNAT RuleWindow

8. Enter the name of the group policy in the Name field (limit of 63 alphanumeric

characters).

9. Enter a description for the group policy rules in the Description field. Edge Services

Director sends the comments entered in this field to the device (limit of 255

alphanumeric characters).
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10. In the Match Direction list, specify the direction in which the rule match is applied.

Select one of the following options:

• input—Apply the rule match on the input side of the interface.

• input-output—Apply the rule match bidirectionally.

• output—Apply the rule match on the output side of the interface.

11. In the SDG section, do the following:

• From the SDG drop-down list, select the devices with which the NAT policy must

be associated. Alternatively, you can select the high availability pair of SDG devices

with which the NAT policy must be associated. All of the devices in the different

SDG groups that were previously defined in the database are also listed in the

drop-down menu.

12. Create a NAT rule term that must be added to the NAT policy. For details on configuring

a NAT rule term, see Creating a NAT Rule Term.

13. The list of terms added, and the associated service sets and rule sets, are displayed

in a tabular format in the Create Policy and Filter page. Select the check box next to

the term you want to attach to the NAT policy.

14. Click Create to save the NAT policy.

15. ClickValidate to perform validation checks on the configuration planned to be deployed

to examine and correct any syntax errors or incompatible settings. You can also

validate without deploying the configuration.

NOTE: In the Create Policy and Filter window, you can also do the following:

• Click the Create icon displayed beside the terms or attributes to add a new

attribute. You can then use the newly defined attribute to add to a policy
to cause the same selection for a particular term to be applied across all
SDGs or groups.

• Click the Edit icon displayed beside the terms or attributes tomodify an

attribute. You can then use themodified attribute to add to a policy to
cause thesameselection foraparticular termtobeappliedacrossallSDGs
or groups.

• Select the check box beside the SDGs or SDG groups in the Create NAT
Term page to include the devices or the SDG groups in the NAT policy for
association.Deselect thecheckboxesbeside theSDGsorgroups toexclude
the devices in the NAT policy..

• Click the Copy to All Hosts button to apply the defined term at the system

or network level and not at a particular SDG or SDG group level.
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Creating a Service Set

A service set is a collection of services to be performed by an Adaptive Services (AS) or

Multiservices PIC. To create a service set as a component for the CGNAT rule:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the device

type and device node, which denotes the SDGs in a high availability pair of SDGs or

an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit > CGNAT from the task pane.

The Service Edit > CGNAT Policies page is displayed.

5. Click the Add icon. The Create a CGNAT Policy and Filter Template window appears.

6. Enter the name of the rule, a description, and the direction in which the rule match

must be applied in the respective fields. Also, select the SDG or SDG pair for which

the syslog needs to be defined for the service set.

7. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the NAT policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

8. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

9. From the Type drop-down list, select Service Set to map a service set with the policy

filter rule.

10. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list.

11. Click the green plus sign next to the Value drop-down list. The Addition of Service

Sets dialog box appears.
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NOTE: If a green plus signmark is shown beside a field in the dialog box,
it denotes that you can add attributes for that component. A redminus
mark shows that you can delete that particular attribute for that
component.

12. In the Name field, enter the name to identify the service set. Rules are combined into

rule sets, and are associated with a service set for each application such as firewall

or CGNAT.

13. In the Sampling Service Choices section, do one of the following:

• Click Interface Services to configure an interface-style service set. An interface

service set is used as an action modifier across an entire interface

• In the Service Interfaces field, specify the name for the adaptive services interface

associated with an interface-wide service set.

When you have defined and grouped the service rules by configuring the service-set

definition, you can apply services to one or more interfaces installed on the router.

When you apply the service set to an interface, it automatically ensures that

packets are directed to the PIC.

• From the Load Balancing Options section, configure the high availability (HA)

options.

The following hash keys can be configured in the egress direction: destination-ip

(Use the destination IP address of the flow to compute the hash used in load

balancing.) and source-ip (Use the source IP address of the flow to compute the

hash used in load balancing.)

• Click the green tick park beside the Egress Key element to configure the hash keys

to be used in the egress flow direction. The configuration is mandatory if you are

using AMS for Network Address Translation (NAT). This configuration is not

mandatory if you are using AMS for stateful firewall; if the hash keys are not

xconfigured, then the defaults are chosen.

• Click the green tick park beside the Ingress Key element to configure the hash

keys to be used in the ingress flow direction. The configuration is mandatory if

you are using AMS for Network Address Translation (NAT). This configuration is

not mandatory if you are using AMS for stateful firewall; if the hash keys are not

configured, then the defaults are chosen.

Configure the hash keys used for load balancing in aggregated multiservices (AMS)

for service applications (Network Address Translation [NAT], stateful firewall,

application-level gateway [ALG], HTTP header enrichment, and mobility). The hash

keys supported in the ingress and egress direction are the source IP address and

destination IP address.

Hash keys are used to define the load-balancing behavior among the various

members in the AMS group. For example, if hash-keys is configured as source-ip,
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then the hashing would be performed based on the source IP address of the packet.

Therefore, all packets with the same source IP address land on the same member.

Hash keys must be configured with respect to the traffic direction: ingress or egress.

For example, if hash-keys is configured as source-ip in the ingress direction, then it

should be configured as destination-ip in the egress direction. This is required to

ensure that the packets of the same flow reach the same member of the AMS group.

The configuration of the ingress and egress hash keys is mandatory if you are using

AMS for NAT. This configuration is not mandatory if you are using AMS for stateful

firewall; if the hash keys are not configured, then the defaults are chosen. Refer to

Table 46 on page 245 for the supported hash keys.

The resource-triggered option enables anchor session PICs to use the load or

resource information from the anchor services PICs to select the AMS member will

anchor the services for the subscriber for load balancing among AMS members. In

addition, for mobile subscriber-aware services (such as HTTP header enrichment),

you must configure the resource-triggered statement, which means that the load

balancing is not done using the ingress and egress keys.

Table 65: Hash Keys Supported for AMS for Service Applications

Service Set at Egress InterfaceService Set at Ingress Interface

Hash Keys for NAT

Egress hash keyIngress hash keyEgress hash keyIngress hash keyNAT Type

Destination IP addressSource IP addressSource IP addressDestination IP addresssource static

Source IP addressDestination IP addressDestination IP addressSource IP addresssource dynamic

Source IP addressDestination IP addressDestination IP addressSource IP addressNetwork Address Port
Translation (NAPT)

Source IP addressDestination IP addressDestination IP addressSource IP addressdestination static

Hash Keys for Stateful Firewall

Source IP addressDestination IP addressSource IP addressDestination IP addressStateful Firewall

Destination IP addressSource IP addressDestination IP addressSource IP addressStateful Firewall

NOTE: If NAT is used in the service set (alongwith stateful firewall and
ALG), then the hash keys should be based on the NAT type; otherwise,
the hash keys of the stateful firewall should be used.

• ClickNextHopServices to configure a next-hop style service set. A next-hop service

set is a route-based method of applying a particular service. Only packets destined

for a specific next hop are serviced by the creation of explicit static routes.
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• In the Inside Interface list, specify the interface type of the service interface

associated with the service set applied inside the network. For inline IP reassembly,

set the interface type to local. Also, specify the name and logical unit number of

the service interface associated with the service set applied inside the network.

When a next-hop service is configured, the AS or Multiservices PIC is considered

to be a two-legged module with one leg configured to be the inside interface

(inside the network) and the other configured as the outside interface (outside

the network).

• In the Outside Interface list, specify the interface type of the service interface

associated with the service set applied outside the network. For inline IP

reassembly, set the interface type to local. Also, specify the name and logical unit

number of the service interface associated with the service set applied outside

the network.

• In the Service Interface Pool list, select the name of the pool of logical interfaces

configured at the [edit services service-interface-pools pool pool-name] hierarchy

level. You can configure a service interface pool only if the service set has a PGCP

rule configured. The service set cannot contain any other type of rule.

•

• Click Sampling Services to configure a sampling service set.

• In the Service Interface field, specify the service interface, which is the interface

the sampling is taken from. In the case of a sampling service set, the service

interface must be a Multiservices PIC interface with a subunit number of 0 (zero).

The subunit number defaults to 0. The reverse-flow statement is not mandatory.

All sampled traffic is considered to be forward traffic. If you set the reverse-flow

statement, it is ignored.

• Select theReplicationService check box to configure the services replication options

for inter-chassis high availability on MS-MIC and MS-MPC.

• In the Replication Threshold field, specify the number of seconds for the replication

threshold. When a flow has been active for more than the number of seconds

specified as a threshold, flow state information is replicated to the backup device.

Make sure that the replication-threshold value is than the open-timeout value(the

timeout period for establishing a TCP connection). The default value of the

replication threshold is 180 seconds. This value is also the minimum.

• Select the Stateful Firewall check box to replicate stateful firewall state

information.

• Select the NAT check box to replicate NAPT44 information.

14. In the CGNAT Rule Sets section, select the rule set you want to associate with the

service set from the Available column and click the right arrow to move to the Selected

column.

15. In the CGNAT Rules section, select the rule you want to associate with the service set

from the Available column and click the right arrow to move to the Selected column.
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16. In the CGNAT Syslogs section, select the syslog you want to associate with the service

set from the Available column and click the right arrow to move to the Selected

column.

17. ClickSave to save the service rule configuration. Else, clickClose to discard the changes

to the rule.

Creating a Syslog

You can enable system logging. The system log information from the Adaptive Services

or Multiservices PIC is passed to the kernel for logging in the /var/log directory. This setting

overrides any syslog statement setting included in the service set or interface default

configuration.

To create a syslog for the CGNAT rule:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the device

type and device node, which denotes the SDGs in a high availability pair of SDGs or

an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit > CGNAT from the task pane.

The Service Edit > CGNAT Policies page is displayed.

5. Click the Add icon. The Create a CGNAT Policy and Filter Template window appears.

6. Enter the name of the rule, a description, and the direction in which the rule match

must be applied in the respective fields. Also, select the SDG or SDG pair for which

the syslog needs to be defined for the service set.

7. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the NAT policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

8. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.
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9. From the Type drop-down list, select Service Set to map a service set with the policy

filter rule.

10. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list.

11. Click the green plus sign next to the Value drop-down list. The Addition of Service

Sets dialog box appears.

NOTE: If a green plus signmark is shown beside a field in the dialog box,
it denotes that you can add attributes for that component. A redminus
mark shows that you can delete that particular attribute for that
component.

12. Click the green plus sign next to the Syslog Settings field. The Addition of Service Sets

dialog box appears.

13. In the Name field, enter the name for the syslog component. Specify the fully qualified

domain name or IP address for the syslog server.

14. In the Services list, specify the system logging severity level. It assigns a severity level

to the facility. Valid entries include:

• alert—Conditions that should be corrected immediately.

• any—Matches any level.

• critical—Critical conditions.

• emergency—Panic conditions.

• error—Error conditions.

• info—Informational messages.

• notice—Conditions that require special handling.

• warning—Warning messages.

15. From the Facility Override list, select the override for the default facility for system

log reporting. Valid values include:

authorization

daemon

ftp

kernel

local0 through local7

user
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16. In the Log Prefix field, set the system logging prefix value for all logging to the system

log host.

17. In the Port field, specify the port number to be used for connection with the remote

syslog server.

18. In the Class section, set the class of applications to be logged to the system log.

• alg-logs—Log application-level gateway events.

• ids-logs—Log intrusion detection system events.

• nat-logs—Log Network Address Translation events.

• packet-logs—Log general packet-related events.

• session-logs—Log session open and close events.

• session-logs open—Log session open events only.

• session-logs close—Log session close events.

• stateful-firewall-logs—Log stateful firewall events.

19. In the Source Address field, specify a source address to record in system log messages

that are directed to a remote machine specified in the hostname statement. The

supported interfaces are ms, rms, and mams interfaces. If you do not specify the

interface parameter, the command loops on all supported interfaces. This field is

available only if you selected the Junos OS 14.1 version.

20. ClickSave to save the service rule configuration. Else, clickClose to discard the changes

to the rule.

Creating a Rule

To create a rule for the CGNAT service:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the device

type and device node, which denotes the SDGs in a high availability pair of SDGs or

an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. From the task pane, select Service Edit. The Service Edit page is displayed.
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5. Click the CGNAT button. The list of CGNAT policies is displayed.

6. Click the Add icon. The Create a CGNAT Policy window appears.

7. Enter the name of the template and the service instance in the respective fields.

8. Click the green plus sign in the Rules box. The Addition of Rules dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.

9. From the Rule list, select one of the previously configured rules. The rules that you

configured in the Service Templates workspace for CGNAT, packet filter, or CGNAT

are displayed.

10. Click Save to save the service template configuration. Else, click Close to discard the

changes to the template.

Creating a Rule Set

The rule-set statement defines a collection of stateful firewall rules that determine what

actions the router software performs on packets in the data stream. You define each rule

by specifying a rule name and configuring terms. Then, you specify the order of the rules

by including the rule-set statement at the [edit services stateful-firewall] hierarchy level

with a rule statement for each rule.

The router software processes the rules in the order in which you specify them in the

configuration. If a term in a rule matches the packet, the router performs the corresponding

action and the rule processing stops. If no term in a rule matches the packet, processing

continues to the next rule in the rule set. If none of the rules matches the packet, the

packet is dropped by default.

To create a rule set for the CGNAT policy:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the device

type and device node, which denotes the SDGs in a high availability pair of SDGs or

an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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4. Select Service Edit > CGNAT from the task pane.

The Service Edit > CGNAT Policies page is displayed.

5. Click the Add icon. The Create a CGNAT Policy and Filter Template window appears.

6. Enter the name of the rule, a description, and the direction in which the rule match

must be applied in the respective fields. Also, select the SDG or SDG pair for which

the syslog needs to be defined for the service set.

7. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the NAT policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

8. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

9. From the Type drop-down list, select Service Set to map a service set with the policy

filter rule.

10. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list.

11. Click the green plus sign next to the Value drop-down list. The Addition of Service

Sets dialog box appears.

NOTE: If a green plus signmark is shown beside a field in the dialog box,
it denotes that you can add attributes for that component. A redminus
mark shows that you can delete that particular attribute for that
component.

12. In the Name field, specify a name for the rule set the router uses when applying this

service.

13. In the Rules section, select the rules that need to be added to the rule set in the from

the Available column and click the right arrow to move these rules to the Selected

column. All the rules that you previously configured during the creation or modification

of the service rule are displayed.

14. Click Save to save the rule set configuration. Else, click Close to discard the changes

to the rule.
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Creating Addresses

To create an address:

1. In the Source and Destination Address Selector dialog box, to create a new address.

click the plus sign (+).

The Create Address page appears.

2. In the Object Type section, click the Address radio button to create an address.

3. In the Name field, enter a name for the new address.

4. In the Description field, enter a description for the new address.

5. Direct Edge Services Director to resolve an IP address to a hostname or resolve a

hostname to an IP address.

• To specify an IP address as the address type, selectHost from the drop-down menu

and enter the IP address in the IP field.

• To specify a hostname as the address type, select Host from the drop-down menu

and enter the hostname in the Host Name field.

• To specify an IP address range, select Range from the drop-down menu and enter

the IP ranges in the Start IP and End IP fields.

• To specify a network as an address type, select Network from the drop-down menu

and enter the network address in the IP and Netmask fields.

• To specify an IP address with a wildcard mask, select Wildcard from the drop-down

menu and enter the IP address in the IP field and wildcard mask in the Wildcard

Mask fields.

• To specify a DNS name as an address type, select DNSHost from the drop-down

menu and enter the DNS name in the DNS Name field.

NOTE: You can resolve an IP address to a hostname and a hostname to
an IP address using the green arrows next to the IP andHost Name fields.

NOTE: The host and network address types support both IPv4 and IPv6
address types. These address types also supports multicast addresses.
However, the range address type supports only IPv4 addresses. NAT and
IPsec VPNs do not support IPv6 addressing and wildcard addresses.
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NOTE: Ensure that the first 8 bits of the address are not0and the highest
bit of themask is 1 when you are using the wildcard address type.

6. Click Create to create an address.

The new address appears in the Manage Address page.

Creating Address Groups

To create an address group:

1. In the Source and Destination Address Selector dialog box, to create a new address

group. click the plus sign (+).

The Create Address Group page appears.

2. Select the Object Type as Address Group.

3. In the Name field, enter a name for the new address group.

4. In the Description field, enter a description for the new address group.

5. In the Addresses field, from the Available dialog box, select the address that you want

to group, and click the right arrow to add to the Selected column.

Click All to move all the addresses to the Selected column. The address you have

selected appears in the Selected section of the dialog box.

6. Click Create.

The address group appears on the Address page.

Address and Address Groups Overview

You can use the Address Creation Wizard to create an address object that specifies an

IP address or a hostname. You can specify a hostname and use the address resolution

option to resolve it to an IP address. You can also resolve an IP address to the

corresponding hostname.

You can group address objects to form an address group using the Address Group Creation

Wizard. Junos Space creates an object in the Junos Space database to represent an

address or an address group.

409Copyright © 2019, Juniper Networks, Inc.

Chapter 22: Managing Service Instance and Policy Rule Definitions



Creating a NAT Rule Term

To add rules to a NAT policy:

1. In the Create Policy and Filter window, the list of rule terms already added, if any, to

the NAT policy are displayed.

2. Next to the Terms field, click the + icon to add rules, and select the type of rule you

want to add.

3. In the TermName field, specify the name of the rule.

The list of SDGs with which you associated the NAT policy in the Create Policy window

are displayed with the form and then sections or clauses. If you selected SDG groups

to associate with the NAT policy, the SDG group names are displayed.

NOTE:
• Click theCopytoAllHostsbutton toapply thedefined termat thesystem

or network level and not at a particular SDG or SDG group level.

• When you create a rule or filter term, and define the name of the filter,
for SDGs that are part of a high availability pair of devices, the names
of the SDGs are displayed as tabs and check boxes beside the
hostnames of the SDGs are displayed. If you want the policy or filter
term definition to apply to both the SDGs, select the check boxes next
to the SDG names.

Otherwise, when the click the SDG name tab for the SDG for which you
did not select the check box, a blue highlight overlays the entire dialog
box to indicate the settings are not enabled for configuration for that
specific SDG.

4. In the From section, do the following to specify input conditions or match criteria for

the NAT term :

• In the Source Address field, click the down arrow in the list. The address selector

dialog box appears. Select the source addresses that need to be added to the NAT

policy in the from the Available column and click the right arrow to move these

devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• In theDestinationAddress field, click the down arrow in the list. The address selector

dialog box appears. Select the destination addresses that need to be added to the

NAT policy in the from the Available column and click the right arrow to move these

devices to the Selected column.
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Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• Specify a destination port to match the rule in the Destination Port field. You can

configure a range of ports by specifying the upper limit and lower limit of the ports

in the Start Value and End Value fields.

• Select the application protocol or name to which the NAT services apply from the

Application drop-down menu. When you click the down arrow in the list, the

application selector dialog box appears. Select the application name that needs

to be added to the NAT policy.

To create a new application name or application set, see Creating Applications and

Application Sets.

• Select the name of the target application set from the Application Sets drop-down

menu.

5. In the To section, do the following to specify actions or modifiers to be performed for

the NAT term :

• In the Translation Type drop-down list, select the NAT translation type.
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• basic-nat44—Translate the source address statically (IPv4 to IPv4).

• basic-nat66—Translate the source address statically (IPv6 to IPv6).

• basic-nat-pt—Translate the addresses of IPv6 hosts as they originate sessions

to the IPv4 hosts in the external domain. The basic-nat-pt option is always

implemented with DNS ALG.

• deterministic-napt44—Translate as napt-44, and use deterministic port block

allocation for port translation.

• dnat-44—Translate the destination address statically (IPv4 to IPv4).

• dynamic-nat44—Translate only the source address by dynamically choosing the

NAT address from the source address pool.

• napt-44—Translate the transport identifier of the IPv4 private network to a single

IPv4 external address.

• napt-66—Translate the transport identifier of the IPv6 private network to a single

IPv6 external address.

• napt-pt—Bind addresses in an IPv6 network with addresses in an IPv4 network

and vice versa to provide transparent routing for the datagrams traversing between

the address realms.

• stateful-nat64—Implement dynamic address and port translation for source IP

addresses (IPv6-to-IPv4) and prefix removal translation for the destination IP

addresses (IPv6-to-IPv4).

• twice-basic-nat-44—Translate the source and destination addresses statically

(IPv4 to IPv4).

• twice-dynamic-nat-44—Translate the source address by dynamically choosing

the NAT address from the source address pool. Translate the destination address

statically.

• twice-dynamic-napt-44—Translate the transport identifier of the IPv4 private

network to a single IPv4 external address. Translate the destination address

statically.

• In theSourcePool field, click the down arrow in the list. The NAT pool selector dialog

box appears. Select the source pools that need to be added to the NAT policy in

the from the Available column and click the right arrow to move these pools to the

Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create a NAT pool from the source and destination pool selector dialog box, see

Creating a NAT Pool.

• In the Destination Pool field, click the down arrow in the list. The NAT pool selector

dialog box appears. Select the destination pools that need to be added to the NAT

policy in the from the Available column and click the right arrow to move these

pools to the Selected column.
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Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create a NAT pool from the source and destination pool selector dialog box, see

Creating a NAT Pool.

• Select the No Translation option to specify that traffic is not to be translated.

• Select the NAT address pooling behavior as Paired. Only paired address pooling is

supported. Address pooling, or address pooling paired (APP) ensures assignment

of the same external IP address for all sessions originating from the same internal

host. You can use this feature when assigning external IP addresses from a pool.

This option does not affect port utilization

• In theDestinationPrefix field, click the down arrow in the list to specify the destination

prefix for translated traffic. The address selector dialog box appears. Select the

destination addresses that need to be added to the NAT policy in the from the

Available column and click the right arrow to move these devices to the Selected

column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• Specify the (NAT) pool for destination translation from the DNSALG Pool list.

• Set the Domain Name System (DNS) application-level gateway (ALG) 96-bit prefix

for mapping IPv4 addresses to IPv6 addresses from the DNSALG Prefix list.

• Select the Endpoint Independent check box for the Filtering Type field to specify the

NAT filtering behavior for sessions initiated from outside to inside as

endpoint-independent filtering (EIF).

• Select the Endpoint Independent check box for the Mapping Type field to specify

the source NAT mapping type.

• In the Source Prefix field, click the down arrow in the list to specify the destination

prefix for translated traffic. The address selector dialog box appears. Select the

source addresses that need to be added to the NAT policy in the from the Available

column and click the right arrow to move these devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• Select the Syslog check box to enable system logging. The system log information

from the Multiservices PIC is passed to the kernel for logging in the/var/logdirectory.

This field is available only if you selected the Junos OS 14.1 version to create the

service template.
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6. Click Save to create the rule. Alternatively, click Validate in the Create Rule page to

perform validation checks on the configuration planned to be deployed to examine

and correct any syntax errors or incompatible settings.

7. A new rule is added in the last row depending on the type of rule you have added. The

newly added rules blink with a different color for few seconds. The behavior is same

if you add a new rule before or after a rule, clone a rule, or paste a rule.

The rule is assigned a serial number based on the number of rules already added to

the policy.

Associating an Application and Application Set with a NAT Rule

To associate an application and an application set for a NAT rule term:

1. In the Add Term page, in the Application or Application Set sections, the application

set selector dialog box is displayed. Select the applications or application sets that

need to be added to the NAT rule term in the from the Available column and click the

right arrow to move these applications or application sets to the Selected column.

Creating a NAT Pool

A Network Address Translation (NAT) pool is a continuous range of IP addresses that

you can use to create a NAT policy. NAT policies perform address translation by translating

internal IP addresses to the addresses in these pools.

To create a NAT pool:

1. In the Add Term page, click the down arrow of the Source Pool or Destination Pool

drop-down lists. The source and destination NAT pool selector dialog box is displayed.

2. Select a NAT pool to function as the source or destination pool from the Select NAT

Pool pop-up dialog box. Click OK to add the selected NAT pool to the source or

destination pool drop-down list in the Add Term page.

3. If a NAT address pool has not been previously created, click the plus sign (+) to create

a new NAT pool. The Create NAT Pool page appears.

4. Enter the name of the NAT pool in the Name field.

5. Select the type of NAT pool as source or destination from the Pool Type menu.

6. In the Pool Address field, do one of the following

• Select the Range radio button and enter the network address in the Prefix and

Netmask fields for IPv4 or IPv6.

• Select the Address Prefix radio button and enter the IP ranges in the Start IP and

End IP fields.
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7. Select the Round Robin check box beside the Address Allocation field if you want to

use round-robin technology. When you use round-robin allocation, one port is allocated

from each address in a range before repeating the process for each address in the

next range. After ports have been allocated for all addresses in the last range, the

allocation process wraps around and allocates the next unused port for addresses in

the first range.

8. In the Auto Port Allocation field, do one of the following to specify the NAT pool port

or range. You can configure an automatically assigned port or specify a range with

minimum and maximum values. :

• Select the Automatic radio button to use a router-assigned port.

• Select theRandomAllocation radio button to allocate ports within a specified range

randomly. Select the Range check box and specify the starting and ending values

for the port range in the Low and High fields.

9. Click Create to save the NAT address pool. The pool is now populated in the Select

NAT Pool dialog box in the drop-down list. You can select the created pool as the

source or destination address pool while creating a NAT rule term.

Associating Service Sets and Rule SetsWith a NAT Rule

To associate a service set and a rule set with a NAT policy filter rule term:

1. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the NAT policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

2. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

3. From the Type drop-down list, do either of the following:

• Select Service Set to map a service set with the policy filter rule.

• Select Rule Set to map a rule set with the policy filter rule.

Depending on the option selected in the Type list as service set or rule set for

association with the policy filter rule, the options that are displayed in the Value list

beneath the Type list varies.

4. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list. If you selected Rule Set from

the Type list, select a rule set previously configured in the Service Designer workspace

from the Value list. Click Add to map the service set or rule set with the NAT policy

filter rule.
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5. Click Save to save the settings. Alternatively, click Cancel to abort the changes.

6. Click Copy to All Hosts in the Associate Service Sets dialog box to apply the defined

term at the system or network level and not at a particular SDG or SDG group level.

You are returned to the Add Term window.

Modifying NAT Policies

Before you can edit the policy, you must lock it by clicking the lock icon, which is available

in the policy tabular view. You can hold more than one policy lock at a given time. You

can unlock the policy by clicking the unlock icon next to the lock icon in the policy tabular

view. If you attempt to lock a policy that is already locked by another user, a message is

displayed stating that the lock is acquired by another user.

If the Edge Services Director administrator releases the lock, you will receive the a warning

message stating that the lock has been released.

The Manage Policy Locks page appears showing only those locks that can be managed

by the current user. The page contains the following fields:

• Instance or Rule name

• User (IP Address)

• Lock acquired time

• Service Gateway

The policy is locked and released for the following policy operations. Also, these operations

are disabled for a policy, if the policy is locked by some other user.

• Modify

• Assign devices

• Rollback

• Delete

NOTE:

• You can unlock your policies even if they are not edited.

• If the browser crasheswhen the policy is still locked, the policy is unlocked
only after the timeout interval expires.

• Policy lock is not released under the following scenario:

• If you save or discard you changes to the locked policy.

• if you do not make any changes to the locked policy and navigate to
another policy.
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To modify an existing CGNAT policy or filter rule:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the device

type and device node, which denotes the SDGs in a high availability pair of SDGs or

an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit from the task pane. The Service Templates page is displayed.

5. Click the plus sign (+) next to Policy and Filter to expand the tree in the task pane and

view the list of filter rules.

6. From the task pane, select CGNATPolicy and Filter to open the CGNAT and Filter page

on the right pane.

7. Select a policy, and click the Lock icon above the table of listed policies.

8. Click the Modify icon above the table of listed templates. The Modify Policy and Filter

window is displayed.

9. Modify the attributes that are needed and save the updated settings.

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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4. Select Service Edit from the task pane. The Service Edit page is displayed.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

6. From the task pane, select CGNAT Policy and Filter to open the SFW Policy and Filter

page on the right pane.

7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter instances. This step is applicable only if you selected Gateway View. You can

drill-down to the SDG or pair of SDGs for which you want to process policies or filters.

8. Select a rule corresponding to an SDG, and click the Lock icon above the table of listed

policy filters.

9. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

The Deployment Plan Summary dialog box appears, with the service name, type, and

status listed.

Click Send to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

10. Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.

11. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390
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Creating andManaging Packet Filter Policy Instances

You can optionally include filters associated with each service set to refine the target

and additionally process the traffic. If you include the service-set statement without a

service-filter definition, the router software assumes that the match condition is true and

selects the service set for processing automatically. To configure service filters, include

the firewall statement at the [edit] hierarchy level. You configure service filters in a similar

way to firewall filters.

If you configure match-direction input-output, sessions initiated from both directions

might match this rule.

The match direction is used with respect to the traffic flow through the AS or Multiservices

PIC. When a packet is sent to the PIC, direction information is carried along with it.

With an interface service set, packet direction is determined by whether a packet is

entering or leaving the interface on which the service set is applied.

With a next-hop service set, packet direction is determined by the interface used to route

the packet to the AS or Multiservices PIC. If the inside interface is used to route the packet,

the packet direction is input. If the outside interface is used to direct the packet to the

PIC, the packet direction is output.

On the PIC, a flow lookup is performed. If no flow is found, rule processing is performed.

Rules in this service set are considered in sequence until a match is found. During rule

processing, the packet direction is compared against rule directions. Only rules with

direction information that matches the packet direction are considered. Most packets

result in the creation of bidirectional flows.

• Creating a Packet Filter Policy on page 420

• Creating Addresses on page 422

• Creating Address Groups on page 423

• Address and Address Groups Overview on page 424

• Creating a Packet Filter Rule Term on page 424

• Creating an Application and Application Set on page 428

• Associating Service Sets and Rule Sets With a Packet Filter Rule on page 428

• Associating Interfaces With a Packet Filter Rule on page 429

• Modifying Packet Filter Policies on page 429

• Creating a Deployment Plan on page 432
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Creating a Packet Filter Policy

To configure a new Packet Filter policy or filter instance:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the device

type and device node, which denotes the SDGs in a high availability pair of SDGs or

an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit > Policy and Filter from the task pane. The Service Templates page

is displayed.

5. Click the plus sign (+) next to Policy and Filter to expand the tree in the task pane and

view the list of filter templates.

6. From the task pane, select Packet Filter Policy and Filter to open the Packet Filter

Policy and Filter page on the right pane.

7. Click the Add icon above the table of listed templates. The Create Policy and Filter

window is displayed.
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8. Enter the name of the group policy in the Name field.

9. Enter a description for the group policy rules in the Description field. Edge Services

Director sends the comments entered in this field to the device.

10. In the Match Direction list, specify the direction in which the rule match is applied.

Select one of the following options:

• input—Apply the rule match on the input side of the interface.

• input-output—Apply the rule match bidirectionally.

• output—Apply the rule match on the output side of the interface.

11. In the SDG section, do the following:

• From the SDG drop-down list, select the devices with which the NAT policy must

be associated. Alternatively, you can select the high availability pair of SDG devices

with which the NAT policy must be associated. All of the devices in the different

SDG groups that were previously defined in the database are also listed in the

drop-down menu.

12. Create a Packet Filter rule term that must be added to the Packet Filter policy. For

details on configuring a Packet Filter rule term, see Creating a Packet Filter Rule Term.

13. The list of terms added, and the associated service sets and rule sets, are displayed

in a tabular format in the Create Policy and Filter page. Select the check box next to

the term you want to attach to the Packet Filter policy.

14. Click Create to save the Packet Filter policy.

15. Alternatively, click Validate in the Create Rule page to perform validation checks on

the configuration planned to be deployed to examine and correct any syntax errors

or incompatible settings.
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NOTE: In the Create Policy and Filter window, you can also do the following:

• Click the Create icon displayed beside the terms or attributes to add a new

attribute. You can then use the newly defined attribute to add to a policy
to cause the same selection for a particular term to be applied across all
SDGs or groups.

• Click the Edit icon displayed beside the terms or attributes tomodify an

attribute. You can then use themodified attribute to add to a policy to
cause thesameselection foraparticular termtobeappliedacrossallSDGs
or groups.

• Select the check box beside the SDGs or SDG groups in the Create Packet
Filter Term page to include the devices or the SDG groups in the Packet
Filter policy for association. Deselect the check boxes beside the SDGs or
groups to exclude the devices in the Packet Filter policy..

• Click the Copy to All Hosts button to apply the defined term at the system

or network level and not at a particular SDG or SDG group level.

Creating Addresses

To create an address:

1. In the Source and Destination Address Selector dialog box, to create a new address.

click the plus sign (+).

The Create Address page appears.

2. In the Object Type section, click the Address radio button to create an address.

3. In the Name field, enter a name for the new address.

4. In the Description field, enter a description for the new address.

5. Direct Edge Services Director to resolve an IP address to a hostname or resolve a

hostname to an IP address.

• To specify an IP address as the address type, selectHost from the drop-down menu

and enter the IP address in the IP field.

• To specify a hostname as the address type, select Host from the drop-down menu

and enter the hostname in the Host Name field.

• To specify an IP address range, select Range from the drop-down menu and enter

the IP ranges in the Start IP and End IP fields.

• To specify a network as an address type, select Network from the drop-down menu

and enter the network address in the IP and Netmask fields.
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• To specify an IP address with a wildcard mask, select Wildcard from the drop-down

menu and enter the IP address in the IP field and wildcard mask in the Wildcard

Mask fields.

• To specify a DNS name as an address type, select DNSHost from the drop-down

menu and enter the DNS name in the DNS Name field.

NOTE: You can resolve an IP address to a hostname and a hostname to
an IP address using the green arrows next to the IP andHost Name fields.

NOTE: The host and network address types support both IPv4 and IPv6
address types. These address types also supports multicast addresses.
However, the range address type supports only IPv4 addresses. Packet
Filter and IPsec VPNs do not support IPv6 addressing and wildcard
addresses.

NOTE: Ensure that the first 8 bits of the address are not0and the highest
bit of themask is 1 when you are using the wildcard address type.

6. Click Create to create an address.

The new address appears in the Manage Address page.

Creating Address Groups

To create an address group:

1. In the Source and Destination Address Selector dialog box, to create a new address

group. click the plus sign (+).

The Create Address Group page appears.

2. Select the Object Type as Address Group.

3. In the Name field, enter a name for the new address group.

4. In the Description field, enter a description for the new address group.

5. In the Addresses field, from the Available dialog box, select the address that you want

to group, and click the right arrow to add to the Selected column.
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Click All to move all the addresses to the Selected column. The address you have

selected appears in the Selected section of the dialog box.

6. Click Create.

The address group appears on the Address page.

Address and Address Groups Overview

You can use the Address Creation Wizard to create an address object that specifies an

IP address or a hostname. You can specify a hostname and use the address resolution

option to resolve it to an IP address. You can also resolve an IP address to the

corresponding hostname.

You can group address objects to form an address group using the Address Group Creation

Wizard. Junos Space creates an object in the Junos Space database to represent an

address or an address group.

Creating a Packet Filter Rule Term

To add rules to a Packet Filter policy:

1. In the Create Policy and Filter window, the list of rule terms already added, if any, to

the Packet Filter policy are displayed.

2. Next to the Terms field, click the + icon to add rules, and select the type of rule you

want to add.

Figure 39: Create a Packet Filter Rule TermWindow

Copyright © 2019, Juniper Networks, Inc.424

Edge Services Director User Guide



3. In the TermName field, specify the name of the rule.

The list of SDGs with which you associated the Packet Filter policy in the Create Policy

window are displayed with the form and then sections or clauses. If you selected SDG

groups to associate with the Packet Filter policy, the SDG group names are displayed.

4. In the From section, do the following to specify input conditions or match criteria for

the Packet Filter term :

• In the Source Address field, click the down arrow in the list. The address selector

dialog box appears. Select the source addresses that need to be added to the Packet

Filter policy from the Available column and click the right arrow to move these

devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• In theDestinationAddress field, click the down arrow in the list. The address selector

dialog box appears. Select the destination addresses that need to be added to the

Packet Filter policy from the Available column and click the right arrow to move

these devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• Specify a destination port to match the rule in the Destination Port field.

• Specify a source port to match the rule in the Source Port field.

• In the Add Term page, in the Application or Application Set sections, the application

set selector dialog box is displayed. Select the applications or application sets that

need to be added to the packet filter policy rule term from the Available column

and click the right arrow to move these applications or application sets to the

Selected column.

To create a new application name or application set, see Creating Applications and

Application Sets.

• When you create a rule or filter term, and define the name of the filter, for SDGs

that are part of a high availability pair of devices, the names of the SDGs are

displayed as tabs and check boxes beside the hostnames of the SDGs are displayed.

If you want the policy or filter term definition to apply to both the SDGs, select the

check boxes next to the SDG names.

Otherwise, when the click the SDG name tab for the SDG for which you did not

select the check box, a blue highlight overlays the entire dialog box to indicate the

settings are not enabled for configuration for that specific SDG.

• Click theCopytoAllHostsbutton to apply the defined term at the system or network

level and not at a particular SDG or SDG group level.
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• Select the name of the target application set from the Application Sets selector

dialog box. Select the application sets that need to be added from the Available

Column and click the right arrow to move the application sets to the Selected

column.

• In the Source Prefix field, click the down arrow in the list to specify the source prefix

for rule matching traffic. The address selector dialog box appears. Select the source

addresses that need to be added to the Packet Filter policy from the Available

column and click the right arrow to move these devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• In theDestinationPrefix field, click the down arrow in the list to specify the destination

prefix for rule matching traffic. The address selector dialog box appears. Select the

source addresses that need to be added to the packet filter policy from the Available

column and click the right arrow to move these devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• Select the type of protocol from theProtocoldrop-down menu. The Protocol selector

dialog box appears. Select the protocols you want to add from the Available column,

and click the right arrow to move them to the Selected column.

5. In the To section, do the following to specify actions or modifiers to be performed for

the Packet Filter term :

• In the Count field, specify a name for the counter to compute the matched packet

in the named counter

• In the Forwarding Class list, select the name of the forwarding class that must be

used to classify the packet. Select one of the following options:

• forwarding-class-name

• assured-forwarding

• best-effort

• expedited-forwarding

• network-control

• In the Actions field, click the down arrow in the list. Select one of the following

options:

accept—Accept the traffic and send it on to its destination.

discard—Do not accept traffic or process it further.
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reject—Do not accept the traffic and return a rejection message. Rejected traffic

can be logged or sampled.

count—Add the packet to a counter total.

log—Log the packet.

port-mirror—Port-mirror the packet.

sample—Sample the packet.

service—Forward the packet for service processing.

skip—Omit the packet from service processing.

• In the Protocol list, select the protocol for which packets must be classified.

• In the Routing Instance list, select the name of the configured routing instance for

the SDG or SDG group to enable the packets to be directed for processing.

• Click theCopytoAllHostsbutton to apply the defined term at the system or network

level and not at a particular SDG or SDG group level.

• When you create a rule or filter term, and define the name of the filter, for SDGs

that are part of a high availability pair of devices, the names of the SDGs are

displayed as tabs and check boxes beside the hostnames of the SDGs are displayed.

If you want the policy or filter term definition to apply to both the SDGs, select the

check boxes next to the SDG names.

Otherwise, when the click the SDG name tab for the SDG for which you did not

select the check box, a blue highlight overlays the entire dialog box to indicate the

settings are not enabled for configuration for that specific SDG.

• Select the Syslog check box to enable system logging. The system log information

from the Multiservices PIC is passed to the kernel for logging in the/var/logdirectory.

6. Click Save to create the rule. Alternatively, click Validate in the Create Rule page to

perform validation checks on the configuration planned to be deployed to examine

and correct any syntax errors or incompatible settings.

7. A new rule is added in the last row depending on the type of rule you have added. The

newly added rules blink with a different color for few seconds. The behavior is same

if you add a new rule before or after a rule, clone a rule, or paste a rule.

The rule is assigned a serial number based on the number of rules already added to

the policy.
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Creating an Application and Application Set

To create an application and an application set for a Packet Filter rule term:

1. In the Add Term page, in the Application or Application Set sections, the application

set selector dialog box is displayed. Select the applications or application sets that

need to be added to the packet filter term from the Available column and click the

right arrow to move these application sets to the Selected column.

Associating Service Sets and Rule SetsWith a Packet Filter Rule

To associate a service set and a rule set with a Packet Filter rule term:

1. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the Packet Filter rule term are shown in one column. Under the Association

column, either the Configure or Edit icon appears. If you already created and mapped

a service set with the particular SDG or group, the Edit icon shows.

2. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

3. From the Type drop-down list, do either of the following:

• Select Service Set to map a service set with the policy filter template.

• Select Rule Set to map a rule set with the policy filter template.

Depending on the option selected in the Type list as service set or rule set for

association with the policy filter template, the options that are displayed in the Value

list beneath the Type list varies.

4. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list. If you selected Rule Set from

the Type list, select a rule set previously configured in the Service Designer workspace

from the Value list. Click Add to map the service set or rule set with the Packet Filter

rule.

5. Click Save to save the settings. Alternatively, click Cancel to abort the changes.

6. Click Copy to All Hosts in the Associate Service Sets dialog box to apply the defined

term at the system or network level and not at a particular SDG or SDG group level.

You are returned to the Add Term window.
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Associating InterfacesWith a Packet Filter Rule

To associate a service set and a rule set with a Packet Filter rule term:

1. In the Create Policy and Filter page, clickAssociate Interfaces. The Associate Interfaces

dialog box is displayed. The SDGs and SDG groups that are part of the packet filter

rule term are shown in one column. Under the Association column, either theConfigure

orEdit link appears. If you already created and mapped a service set with the particular

SDG or group, the Edit link shows.

2. Click the Configure or Edit link. The Associate Interfaces dialog box is displayed.

3. Select an interface previously configured in the Service Designer workspace from the

Interfaces list. Select the logical unit number of the interface from the Unit list. Click

Add to map the interface with the packet filter rule.

4. Click Done to save the settings. Alternatively, click Cancel to abort the changes.

5. Click Done in the Associate Interfaces dialog box. You are returned to the Add Term

window.

Modifying Packet Filter Policies

Before you can edit the policy, you must lock it by clicking the lock icon, which is available

in the policy tabular view. You can hold more than one policy lock at a given time. You

can unlock the policy by clicking the unlock icon next to the lock icon in the policy tabular

view. If you attempt to lock a policy that is already locked by another user, the following

message appears, as shown in Figure 40 on page 429. The tooltip shows the policy locked

user information. Mouse over the policy that you want to lock to view the tooltip.

Figure 40: Lock Failure Error Message for the Second User

If the locked policy is inactive for the set timeout value (default 5 minutes), just 1 minute

before the timeout interval expires, the following message appears, as shown in

Figure 41 on page 430. If the policy lock timeout interval expires for multiple locked policies,

the same warning message appears for each locked policy. To understand the

configuration of timeout value and session timeout value, see Unlocking Locked Policies
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Figure 41: Inactivity Timeout Error

Click Yes to extend the locking period. If you click No, and if there is activity on the policy

within the last minute of the lock’s life, the timer will be reset and the lock will not be

released. If you ignore the message, when the policy lock timeout interval expires 1 minute

later, you are prompted to either save the edited policy with a different name or lose the

changes, as shown in Figure 42 on page 430

Figure 42: Policy Lock Expired Message

If you click Yes to save the edited policy with a different name, the Save As window

appears. If you navigate away from the locked policy, either the policy is unlocked (when

there are no changes) or you will get an option to save the edited policy with a different

name.

After editing a locked policy, if you move to another policy without saving your edited

policy, or if you unlock the policy without saving, the following warning message appears,

as shown in Figure 43 on page 430.

Figure 43: Packet Filter Policy: Unsaved Changes Message

If the Edge Services Director administrator releases the lock, you will receive the following

warning message, as shown in Figure 44 on page 430.

Figure 44: Packet Filter Policy: Policy Unlock by AdminMessage

If you do not edit the locked policy and the policy lock timeout expires, the following

warning message appears, as shown in Figure 45 on page 431.
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Figure 45: Packet Filter Policy Lock Release Message

The policy is locked and released for the following policy operations. Also, these operations

are disabled for a policy, if the policy is locked by some other user.

• Modify

• Assign devices

• Rollback

• Delete

NOTE:

• You can unlock the policy by logging out of the application or when the
policy lock timeout expires. You can unlock your policies even if they are
not edited.

• If the browser crasheswhen the policy is still locked, the policy is unlocked
only after the timeout interval expires.

• If there isanobjectconflict resolutionduringamigration, import, or rollback,
and if you are editing any objects, you will receive a save as option for the
edited objects. The behavior is the samewhen you import addresses from
CSV.

• Policy lock is not released under the following scenario:

• If you save or discard you changes to the locked policy.

• if you do not make any changes to the locked policy and navigate to
another policy.

• It is recommended to configure the session time longer than the lock
timeout value.

To modify an existing Packet Filter policy or filter template:

1. From the View selector, select Service View. The workspaces that are applicable to

this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. Select Service Edit > Policy and Filter from the task pane. The Packet Filter Policies

page is displayed.

4. From the task pane, select Packet Filter Policy and Filter to open the Packet Filter and

Filter page on the right pane.

5. Select a policy, and click the Lock icon above the table of listed policies.

6. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

7. From the Host Name drop-down list, select the hostname of the SDG.

8. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

9. Click Save to save the modified association.

10. Select the check box beside the template you want to modify.

11. Click the Modify button above the table of listed templates. The Modify Policy and

Filter window is displayed.

12. Modify the attributes that are needed and save the updated settings.

Creating a Deployment Plan

You must have previously defined service instances and policy or filter instances before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Gateway View or Service View. In Gateway view, the

devices in the entire network are displayed, organized by the device types and the

device models within each device type. In Service View, the different types of services

are displayed in the View pane.selectServiceView. The workspaces that are applicable

to this view are displayed.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want. Alternatively, from the View pane, click the plus sign (+) beside

All Services to expand the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Templates page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All Service Gateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The list of SDGs are displayed on the left pane. You can drill-down to the SDG or pair

of SDGs for which you want to process policies or filters. The policy and filter rules are

displayed in the right pane.

7. If you are in Service View, from the View pane, select the All Services item. The Services

page is displayed.

8. From the task pane, select Deploy Service > Packet Filter. The Packet Filter Policies

page is displayed.

9. Select the check boxes next to the policy instances that you want to assign to the

plan.

10. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service instance and save the plan.

• If you create a deployment plan from Gateway view of Deploy mode, the Deployment

Plan Summary dialog box appears, with the service name, type, and status listed.

Click Send to create a deployment plan.

• If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either

clicking the buttons corresponding to the various settings at the top of the wizard

page to directly traverse to the page you want to modify or clicking the navigation

buttons at the bottom of the wizard page to go to the different pages of the wizard.

Click Finish to create a deployment plan.
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A deploy plan is created for the service instance with the devices that are assigned to

it when you view the Deployment Plans page.

11. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

Creating andManaging SFWPolicy and Filter Instances

A stateless firewall filter, often called a firewall filter or access control list (ACL), statically

evaluates packet contents. In contrast, a stateful firewall filter, or stateful firewall policy,

uses connection state information derived from past communications and other

applications to make dynamic control decisions.

Each stateful firewall rule consists of a set of terms, similar to a filter configured at the

[edit firewall] hierarchy level. Each rule must include a match-direction statement that

specifies the direction in which the rule match is applied. To configure where the match

is applied, include the match-direction statement at the [edit services stateful-firewall

rule rule-name] hierarchy level:

[edit services stateful-firewall rule rule-name]
match-direction (input | output | input-output);

If you configure match-direction input-output, sessions initiated from both directions

might match this rule.

The match direction is used with respect to the traffic flow through the AS or Multiservices

PIC. When a packet is sent to the PIC, direction information is carried along with it.

With an interface service set, packet direction is determined by whether a packet is

entering or leaving the interface on which the service set is applied.

With a next-hop service set, packet direction is determined by the interface used to route

the packet to the AS or Multiservices PIC. If the inside interface is used to route the packet,

the packet direction is input. If the outside interface is used to direct the packet to the

PIC, the packet direction is output.
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On the PIC, a flow lookup is performed. If no flow is found, rule processing is performed.

Rules in this service set are considered in sequence until a match is found. During rule

processing, the packet direction is compared against rule directions. Only rules with

direction information that matches the packet direction are considered. Most packets

result in the creation of bidirectional flows.

NOTE: Before you create a policy and filter template for packet filters, SFW,
or CGNAT services, youmust have previously configured the different
elements or attributes of the service, such as service sets, interface sets, rule
sets, and syslogs during the creation of the service template. The sections in
this procedural topic that describe the creation of such service elements
apply during the creation of the service template and not during the creation
of the service policy filters, such as CGNAT or SFW policies.

• Creating an SFW Policy on page 435

• Creating a Service Set on page 438

• Creating a Syslog on page 442

• Creating a Rule on page 445

• Creating a Rule Set on page 446

• Creating Addresses on page 447

• Creating Address Groups on page 449

• Address and Address Groups Overview on page 449

• Creating an SFW Rule Term on page 449

• Creating an Application and Application Set on page 452

• Associating Service Sets and Rule Sets With an SFW Rule on page 452

• Modifying SFW Policies on page 453

• Creating a Deployment Plan on page 454

Creating an SFWPolicy

To configure a new SFW policy or filter instance:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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4. Select Service Edit from the task pane. The different service types are displayed in the

task pane.

5. Click the right arrow next to Service Edit in the task pane to expand the tree in the task

pane and view the list of filter instances.

6. From the task pane, select SFWPolicy and Filter to open the SFW Policy and Filter

page on the right pane.

7. Click the Add icon above the table of listed templates. The Create Policy and Filter

window is displayed.

Figure 46: Create SFWPolicyWindow

8. Enter the name of the group policy in the Name field.

9. Enter a description for the group policy rules in the Description field. Edge Services

Director sends the comments entered in this field to the device.

Copyright © 2019, Juniper Networks, Inc.436

Edge Services Director User Guide



10. In the Match Direction list, specify the direction in which the rule match is applied.

Select one of the following options:

• input—Apply the rule match on the input side of the interface.

• input-output—Apply the rule match bidirectionally.

• output—Apply the rule match on the output side of the interface.

11. In the SDG section, do the following:

• From the SDG drop-down list, select the devices with which the NAT policy must

be associated. Alternatively, you can select the high availability pair of SDG devices

with which the NAT policy must be associated. All of the devices in the different

SDG groups that were previously defined in the database are also listed in the

drop-down menu.

12. Create an SFW rule term that must be added to the SFW policy. For details on

configuring an SFW rule term, see Creating an SFW Rule Term.

13. The list of terms added, and the associated service sets and rule sets, are displayed

in a tabular format in the Create Policy and Filter page. Select the check box next to

the term you want to attach to the SFW policy.

14. Click Create to save the SFW policy.

15. ClickValidate to perform validation checks on the configuration planned to be deployed

to examine and correct any syntax errors or incompatible settings. You can also

validate without deploying the configuration.

NOTE: In the Create Policy and Filter window, you can also do the following:

• Click the Create icon displayed beside the terms or attributes to add a new

attribute. You can then use the newly defined attribute to add to a policy
to cause the same selection for a particular term to be applied across all
SDGs or groups.

• Click the Edit icon displayed beside the terms or attributes tomodify an

attribute. You can then use themodified attribute to add to a policy to
cause thesameselection foraparticular termtobeappliedacrossallSDGs
or groups.

• Select the check box beside the SDGs or SDG groups in the Create SFW
Term page to include the devices or the SDG groups in the SFW policy for
association.Deselect thecheckboxesbeside theSDGsorgroups toexclude
the devices in the SFW policy.

• Click the Copy to All Hosts button to apply the defined term at the system

or network level and not at a particular SDG or SDG group level.
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Creating a Service Set

A service set is a collection of services to be performed by an Adaptive Services (AS) or

Multiservices PIC. To create a service set as a component for the SFW template:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit from the task pane. The different types of services are displayed

in the task pane.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

6. From the task pane, select SFWPolicy and Filter to open the SFW and Filter page on

the right pane.

7. Click the Add icon. The Create an SFW Policy and Filter Template window appears.

8. Enter the name of the template, a description, and the direction in which the rule

match must be applied in the respective fields. Also, select the SDG or SDG pair for

which the syslog needs to be defined for the service set.

9. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the NAT policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

10. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

11. From the Type drop-down list, select Service Set to map a service set with the policy

filter instance.

12. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list.
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13. Click the green plus sign next to the Value drop-down list. The Addition of Service

Sets dialog box appears.

NOTE: If a green plus signmark is shown beside a field in the dialog box,
it denotes that you can add attributes for that component. A redminus
mark shows that you can delete that particular attribute for that
component.

14. In the Name field, enter the name to identify the service set. Rules are combined into

rule sets, and are associated with a service set for each application such as firewall

or CGNAT.

15. In the Sampling Service Choices section, do one of the following:

• Click Interface Services to configure an interface-style service set. An interface

service set is used as an action modifier across an entire interface

• In the Service Interfaces field, specify the name for the adaptive services interface

associated with an interface-wide service set.

When you have defined and grouped the service rules by configuring the service-set

definition, you can apply services to one or more interfaces installed on the router.

When you apply the service set to an interface, it automatically ensures that

packets are directed to the PIC.

• From the Load Balancing Options section, configure the high availability (HA)

options.

The following hash keys can be configured in the egress direction: destination-ip

(Use the destination IP address of the flow to compute the hash used in load

balancing.) and source-ip (Use the source IP address of the flow to compute the

hash used in load balancing.)

• Click the green tick park beside the Egress Key element to configure the hash keys

to be used in the egress flow direction. The configuration is mandatory if you are

using AMS for Network Address Translation (NAT). This configuration is not

mandatory if you are using AMS for stateful firewall; if the hash keys are not

xconfigured, then the defaults are chosen.

• Click the green tick park beside the Ingress Key element to configure the hash

keys to be used in the ingress flow direction. The configuration is mandatory if

you are using AMS for Network Address Translation (NAT). This configuration is

not mandatory if you are using AMS for stateful firewall; if the hash keys are not

configured, then the defaults are chosen.

Configure the hash keys used for load balancing in aggregated multiservices (AMS)

for service applications (Network Address Translation [NAT], stateful firewall,

application-level gateway [ALG], HTTP header enrichment, and mobility). The hash

keys supported in the ingress and egress direction are the source IP address and

destination IP address.
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Hash keys are used to define the load-balancing behavior among the various

members in the AMS group. For example, if hash-keys is configured as source-ip,

then the hashing would be performed based on the source IP address of the packet.

Therefore, all packets with the same source IP address land on the same member.

Hash keys must be configured with respect to the traffic direction: ingress or egress.

For example, if hash-keys is configured as source-ip in the ingress direction, then it

should be configured as destination-ip in the egress direction. This is required to

ensure that the packets of the same flow reach the same member of the AMS group.

The configuration of the ingress and egress hash keys is mandatory if you are using

AMS for NAT. This configuration is not mandatory if you are using AMS for stateful

firewall; if the hash keys are not configured, then the defaults are chosen. Refer to

Table 46 on page 245 for the supported hash keys.

The resource-triggered option enables anchor session PICs to use the load or

resource information from the anchor services PICs to select the AMS member will

anchor the services for the subscriber for load balancing among AMS members. In

addition, for mobile subscriber-aware services (such as HTTP header enrichment),

you must configure the resource-triggered statement, which means that the load

balancing is not done using the ingress and egress keys.

Table 66: Hash Keys Supported for AMS for Service Applications

Service Set at Egress InterfaceService Set at Ingress Interface

Hash Keys for NAT

Egress hash keyIngress hash keyEgress hash keyIngress hash keyNAT Type

Destination IP addressSource IP addressSource IP addressDestination IP addresssource static

Source IP addressDestination IP addressDestination IP addressSource IP addresssource dynamic

Source IP addressDestination IP addressDestination IP addressSource IP addressNetwork Address Port
Translation (NAPT)

Source IP addressDestination IP addressDestination IP addressSource IP addressdestination static

Hash Keys for Stateful Firewall

Source IP addressDestination IP addressSource IP addressDestination IP addressStateful Firewall

Destination IP addressSource IP addressDestination IP addressSource IP addressStateful Firewall

NOTE: If NAT is used in the service set (alongwith stateful firewall and
ALG), then the hash keys should be based on the NAT type; otherwise,
the hash keys of the stateful firewall should be used.

• ClickNextHopServices to configure a next-hop style service set. A next-hop service

set is a route-based method of applying a particular service. Only packets destined

for a specific next hop are serviced by the creation of explicit static routes.
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• In the Inside Interface list, specify the interface type of the service interface

associated with the service set applied inside the network. For inline IP reassembly,

set the interface type to local. Also, specify the name and logical unit number of

the service interface associated with the service set applied inside the network.

When a next-hop service is configured, the AS or Multiservices PIC is considered

to be a two-legged module with one leg configured to be the inside interface

(inside the network) and the other configured as the outside interface (outside

the network).

• In the Outside Interface list, specify the interface type of the service interface

associated with the service set applied outside the network. For inline IP

reassembly, set the interface type to local. Also, specify the name and logical unit

number of the service interface associated with the service set applied outside

the network.

• In the Service Interface Pool list, select the name of the pool of logical interfaces

configured at the [edit services service-interface-pools pool pool-name] hierarchy

level. You can configure a service interface pool only if the service set has a PGCP

rule configured. The service set cannot contain any other type of rule.

•

• Click Sampling Services to configure a sampling service set.

• In the Service Interface field, specify the service interface, which is the interface

the sampling is taken from. In the case of a sampling service set, the service

interface must be a Multiservices PIC interface with a subunit number of 0 (zero).

The subunit number defaults to 0. The reverse-flow statement is not mandatory.

All sampled traffic is considered to be forward traffic. If you set the reverse-flow

statement, it is ignored.

• Select theReplicationService check box to configure the services replication options

for inter-chassis high availability on MS-MIC and MS-MPC. This field is available

only if you selected the Junos OS 12.1 version.

• In the Replication Threshold field, specify the number of seconds for the replication

threshold. When a flow has been active for more than the number of seconds

specified as a threshold, flow state information is replicated to the backup device.

Make sure that the replication-threshold value is than the open-timeout value(the

timeout period for establishing a TCP connection). The default value of the

replication threshold is 180 seconds. This value is also the minimum.

• Select the Stateful Firewall check box to replicate stateful firewall state

information.

• Select the NAT check box to replicate NAPT44 information.

16. Select the Service Set Options check box to specify the service set options to apply

to a service set. This field is available only if you selected the Junos OS 14.1 version.

17. In the Redundancy Set ID field, specify a unique identifer in the range of 1 through 100

for the redundancy set. The redundancy group IDs that the service redundancy daemon

(srd) uses are associated with those configured for the ICCP daemon (iccpd) through
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the existing ICCP configuration hierarchy by using the same redundancy group ID in

the configuration of the services redundancy group. This field is available only if you

selected the Junos OS 14.1 version.

The actions to be performed when configured redundancy events occur are defined

in redundancy policies. Redundancy polices are associated with redundancy sets;

they are analogous to rules associated with service sets. Redundancy sets are

associated to redundancy groups by redundancy group IDs. Redundancy group details

are defined by the underlying ICCPd configuration. Finally, service sets and redundancy

sets are associated through the redundancy-sets statement in service sets

configuration.

18. In the SFW Rule Sets section, select the rule set you want to associate with the service

set from the Available column and click the right arrow to move to the Selected

column.

19. In the SFW Rules section, select the rule you want to associate with the service set

from the Available column and click the right arrow to move to the Selected column.

20. In the SFW Syslogs section, select the syslog you want to associate with the service

set from the Available column and click the right arrow to move to the Selected

column.

21. Click Save to save the service instance configuration. Else, click Close to discard the

changes to the template.

Creating a Syslog

You can enable system logging. The system log information from the Adaptive Services

or Multiservices PIC is passed to the kernel for logging in the /var/log directory. This setting

overrides any syslog statement setting included in the service set or interface default

configuration.

To create a syslog for the SFW template:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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4. Select Service Edit > Policy and Filter from the task pane. The Service Edit > Policy

and Filter page is displayed.

5. Click the plus sign (+) next to Policy and Filter to expand the tree in the task pane and

view the list of filter instances.

6. From the task pane, select SFWPolicy and Filter to open the SFW and Filter page on

the right pane.

7. Click the Add icon. The Create an SFW Policy and Filter Template window appears.

8. Enter the name of the template, a description, and the direction in which the rule

match must be applied in the respective fields. Also, select the SDG or SDG pair for

which the syslog needs to be defined for the service set.

9. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the NAT policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

10. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

11. From the Type drop-down list, select Service Set to map a service set with the policy

filter instance.

12. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list.

13. Click the green plus sign next to the Value drop-down list. The Addition of Service

Sets dialog box appears.

NOTE: If a green plus signmark is shown beside a field in the dialog box,
it denotes that you can add attributes for that component. A redminus
mark shows that you can delete that particular attribute for that
component.

14. Click the green plus sign next to the Syslog Settings field. The Addition of Service Sets

dialog box appears.

15. In the Host field, enter the hostname for the syslog component. Specify the fully

qualified domain name or IP address for the syslog server.
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16. In the Services list, specify the system logging severity level. It assigns a severity level

to the facility. Valid entries include:

• alert—Conditions that should be corrected immediately.

• any—Matches any level.

• critical—Critical conditions.

• emergency—Panic conditions.

• error—Error conditions.

• info—Informational messages.

• notice—Conditions that require special handling.

• warning—Warning messages.

17. From the Facility Override list, select the override for the default facility for system

log reporting. Valid values include:

authorization

daemon

ftp

kernel

local0 through local7

user

18. In the Log Prefix field, set the system logging prefix value for all logging to the system

log host.

19. In the Port field, specify the port number to be used for connection with the remote

syslog server.

20. In the Source Address field, specify a source address to record in system log messages

that are directed to a remote machine specified in the hostname statement. The

supported interfaces are ms, rms, and mams interfaces. If you do not specify the

interface parameter, the command loops on all supported interfaces. This field is

available only if you selected the Junos OS 14.1 version.

21. In the Class section, set the class of applications to be logged to the system log.

• alg-logs—Log application-level gateway events.

• ids-logs—Log intrusion detection system events.

• nat-logs—Log Network Address Translation events.

• packet-logs—Log general packet-related events.

• session-logs—Log session open and close events.

• session-logs open—Log session open events only.
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• session-logs close—Log session close events.

• stateful-firewall-logs—Log stateful firewall events.

22. Click Save to save the service instance configuration. Else, click Close to discard the

changes to the template.

Creating a Rule

To create a rule for the SFW template:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit from the task pane.

The Service Edit page is displayed.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

6. From the task pane, select SFWPolicy and Filter to open the SFW and Filter page on

the right pane.

7. Click the Add icon.

The Create an SFW Policy and Filter Template window appears.

8. Enter the name of the template and the service instance in the respective fields.

9. Click the green plus sign in the Rules box. The Addition of Rules dialog box appears.

NOTE: If a green tick mark is shown beside a field in the dialog box, it
denotes that you canaddattributes for that component. A red crossmark
shows that you can delete that particular attribute for that component.
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10. From the Rule list, select one of the previously configured rules. The rules that you

configured in the Service Templates workspace for SFW, packet filter, or CGNAT are

displayed.

11. Click Save to save the service instance configuration. Else, click Close to discard the

changes to the template.

Creating a Rule Set

The rule-set statement defines a collection of stateful firewall rules that determine what

actions the router software performs on packets in the data stream. You define each rule

by specifying a rule name and configuring terms. Then, you specify the order of the rules

by including the rule-set statement at the [edit services stateful-firewall] hierarchy level

with a rule statement for each rule.

The router software processes the rules in the order in which you specify them in the

configuration. If a term in a rule matches the packet, the router performs the corresponding

action and the rule processing stops. If no term in a rule matches the packet, processing

continues to the next rule in the rule set. If none of the rules matches the packet, the

packet is dropped by default.

To create a rule set for the SFW template:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit from the task pane. The Service Edit page is displayed.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

6. From the task pane, select SFWPolicy and Filter to open the SFW and Filter page on

the right pane.

7. Click the Add icon. The Create an SFW Policy and Filter Template window appears.

8. Enter the name of the template, a description, and the direction in which the rule

match must be applied in the respective fields. Also, select the SDG or SDG pair for

which the syslog needs to be defined for the service set.
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9. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the NAT policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

10. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

11. From the Type drop-down list, select Service Set to map a service set with the policy

filter instance.

12. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list.

13. Click the green plus sign next to the Value drop-down list. The Addition of Service

Sets dialog box appears.

NOTE: If a green plus signmark is shown beside a field in the dialog box,
it denotes that you can add attributes for that component. A redminus
mark shows that you can delete that particular attribute for that
component.

14. In the Name field, specify a name for the rule set the router uses when applying this

service.

15. In the Rules section, select the rules that need to be added to the rule set from the

Available column and click the right arrow to move these rules to the Selected column.

All the rules that you previously configured during the creation or modification of the

service instance are displayed.

16. Click Save to save the rule set configuration. Else, click Close to discard the changes

to the template.

Creating Addresses

To create an address:

1. In the Source and Destination Address Selector dialog box, to create a new address.

click the plus sign (+).

The Create Address page appears.

2. In the Object Type section, click the Address radio button to create an address.

447Copyright © 2019, Juniper Networks, Inc.

Chapter 22: Managing Service Instance and Policy Rule Definitions



3. In the Name field, enter a name for the new address.

4. In the Description field, enter a description for the new address.

5. Direct Edge Services Director to resolve an IP address to a hostname or resolve a

hostname to an IP address.

• To specify an IP address as the address type, selectHost from the drop-down menu

and enter the IP address in the IP field.

• To specify a hostname as the address type, select Host from the drop-down menu

and enter the hostname in the Host Name field.

• To specify an IP address range, select Range from the drop-down menu and enter

the IP ranges in the Start IP and End IP fields.

• To specify a network as an address type, select Network from the drop-down menu

and enter the network address in the IP and Netmask fields.

• To specify an IP address with a wildcard mask, select Wildcard from the drop-down

menu and enter the IP address in the IP field and wildcard mask in the Wildcard

Mask fields.

• To specify a DNS name as an address type, select DNSHost from the drop-down

menu and enter the DNS name in the DNS Name field.

NOTE: You can resolve an IP address to a hostname and a hostname to
an IP address using the green arrows next to the IP andHost Name fields.

NOTE: The host and network address types support both IPv4 and IPv6
address types. These address types also supports multicast addresses.
However, the range address type supports only IPv4 addresses. NAT and
IPsec VPNs do not support IPv6 addressing and wildcard addresses.

NOTE: Ensure that the first 8 bits of the address are not0and the highest
bit of themask is 1 when you are using the wildcard address type.

6. Click Create to create an address.

The new address appears in the Manage Address page.
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Creating Address Groups

To create an address group:

1. In the Source and Destination Address Selector dialog box, to create a new address

group. click the plus sign (+).

The Create Address Group page appears.

2. Select the Object Type as Address Group.

3. In the Name field, enter a name for the new address group.

4. In the Description field, enter a description for the new address group.

5. In the Addresses field, from the Available dialog box, select the address that you want

to group, and click the right arrow to add to the Selected column.

Click All to move all the addresses to the Selected column. The address you have

selected appears in the Selected section of the dialog box.

6. Click Create.

The address group appears on the Address page.

Address and Address Groups Overview

You can use the Address Creation Wizard to create an address object that specifies an

IP address or a hostname. You can specify a hostname and use the address resolution

option to resolve it to an IP address. You can also resolve an IP address to the

corresponding hostname.

You can group address objects to form an address group using the Address Group Creation

Wizard. Junos Space creates an object in the Junos Space database to represent an

address or an address group.

Creating an SFWRule Term

To add rules to an SFW policy:

1. In the Create Policy and Filter window, the list of rule terms already added, if any, to

the SFW policy are displayed.

2. Next to the Terms field, click the + icon to add rules, and select the type of rule you

want to add.

3. In the TermName field, specify the name of the rule.
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The list of SDGs with which you associated the SFW policy in the Create Policy window

are displayed with the form and then sections or clauses. If you selected SDG groups

to associate with the SFW policy, the SDG group names are displayed.

4. In the From section, do the following to specify input conditions or match criteria for

the SFW term :

• In the Source Address field, click the down arrow in the list. The address selector

dialog box appears. Select the source addresses that need to be added to the SFW

policy from the Available column and click the right arrow to move these devices

to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• In theDestinationAddress field, click the down arrow in the list. The address selector

dialog box appears. Select the destination addresses that need to be added to the

SFW policy from the Available column and click the right arrow to move these

devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• Specify a destination port to match the rule in the Destination Port field. You can

specify a range of ports by defining the upper limit and lower limit of the range in

the Start Value and End Value fields.

• In the Add Term page, in the Application or Application Set sections, the application

set selector dialog box is displayed. Select the applications or application sets that

need to be added to the SFW rule term from the Available column and click the

right arrow to move these applications or application sets to the Selected column.

To create a new application name or application set, see Creating Applications and

Application Sets.

• Click theCopytoAllHostsbutton to apply the defined term at the system or network

level and not at a particular SDG or SDG group level.

• When you create a rule or filter term, and define the name of the filter, for SDGs

that are part of a high availability pair of devices, the names of the SDGs are

displayed as tabs and check boxes beside the hostnames of the SDGs are displayed.

If you want the policy or filter term definition to apply to both the SDGs, select the

check boxes next to the SDG names.

Otherwise, when the click the SDG name tab for the SDG for which you did not

select the check box, a blue highlight overlays the entire dialog box to indicate the

settings are not enabled for configuration for that specific SDG.
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• Select the name of the target application set from the Application Sets selector

dialog box. Select the application sets that need to be added from the Available

Column and click the right arrow to move the application sets to the Selected

column.

• In the Source Prefix field, click the down arrow in the list to specify the source prefix

for rule matching traffic. The address selector dialog box appears. Select the source

addresses that need to be added to the NAT policy from the Available column and

click the right arrow to move these devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

• In theDestinationPrefix field, click the down arrow in the list to specify the destination

prefix for rule matching traffic. The address selector dialog box appears. Select the

source addresses that need to be added to the NAT policy from the Available column

and click the right arrow to move these devices to the Selected column.

Click OK to confirm the selection. Click Cancel to discard your changes and return

to the Create Policy and Filter window.

To create an address or address group from the address selector dialog box, see

Creating Addresses and Creating Address Groups.

5. In the To section, do the following to specify actions or modifiers to be performed for

the SFW term :

• In the Actions field, click the down arrow in the list. Select one of the following

options:

accept—Accept the traffic and send it on to its destination.

discard—Do not accept traffic or process it further.

reject—Do not accept the traffic and return a rejection message. Rejected traffic

can be logged or sampled.

• Click theCopytoAllHostsbutton to apply the defined term at the system or network

level and not at a particular SDG or SDG group level.

• When you create a rule or filter term, and define the name of the filter, for SDGs

that are part of a high availability pair of devices, the names of the SDGs are

displayed as tabs and check boxes beside the hostnames of the SDGs are displayed.

If you want the policy or filter term definition to apply to both the SDGs, select the

check boxes next to the SDG names.

Otherwise, when the click the SDG name tab for the SDG for which you did not

select the check box, a blue highlight overlays the entire dialog box to indicate the

settings are not enabled for configuration for that specific SDG.

• Select the Syslog check box to enable system logging. The system log information

from the Multiservices PIC is passed to the kernel for logging in the/var/logdirectory.

This field is available only if you selected the Junos OS 14.1 version to create the

service instance.
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6. A new rule is added in the last row depending on the type of rule you have added. The

newly added rules blink with a different color for few seconds. The behavior is same

if you add a new rule before or after a rule, clone a rule, or paste a rule.

The rule is assigned a serial number based on the number of rules already added to

the policy.

7. Click Save to create the rule. Alternatively, click Validate in the Create Rule page to

perform validation checks on the configuration planned to be deployed to examine

and correct any syntax errors or incompatible settings.

Creating an Application and Application Set

To create an application and an application set for an SFW rule term:

1. In the Add Term page, in the Application or Application Set sections, the application

set selector dialog box is displayed. Select the applications or application sets that

need to be added to the SFW rule term from the Available column and click the right

arrow to move these applications or application sets to the Selected column.

Associating Service Sets and Rule SetsWith an SFWRule

To associate a service set and a rule set with an SFW policy filter rule term:

1. In the Create Policy and Filter page, click Associate Service Sets/Rule Sets. The

Associate Service Sets/Rule Sets section is displayed. The SDGs and SDG groups that

are part of the SFW policy filter rule term are shown in one column. Under the

Association column, either the Configure or Edit icon appears. If you already created

and mapped a service set with the particular SDG or group, the Edit icon shows.

2. Click the Configure or Edit icon. The Configure Service Sets/Rule Sets dialog box is

displayed.

3. From the Type drop-down list, do either of the following:

• Select Service Set to map a service set with the policy filter instance.

• Select Rule Set to map a rule set with the policy filter instance.

Depending on the option selected in the Type list as service set or rule set for

association with the policy filter instance, the options that are displayed in the Value

list beneath the Type list varies.

4. If you selectedServiceSet from the Type list, select a service set previously configured

in the Service Designer workspace from the Value list. If you selected Rule Set from

the Type list, select a rule set previously configured in the Service Designer workspace

from the Value list. Click Add to map the service set or rule set with the SFW policy

filter rule.
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5. Click Save to save the settings. Alternatively, click Cancel to abort the changes.

6. Click Copy to All Hosts in the Associate Service Sets dialog box to apply the defined

term at the system or network level and not at a particular SDG or SDG group level.

You are returned to the Add Term window.

Modifying SFWPolicies

Before you can edit the policy, you must lock it by clicking the lock icon, which is available

in the policy tabular view. You can hold more than one policy lock at a given time. You

can unlock the policy by clicking the unlock icon next to the lock icon in the policy tabular

view. If you attempt to lock a policy that is already locked by another user, a message is

displayed stating that the lock is acquired by another user.

If the Edge Services Director administrator releases the lock, you will receive the a warning

message stating that the lock has been released.

The Manage Policy Locks page appears showing only those locks that can be managed

by the current user. The page contains the following fields:

• Instance or Rule name

• User (IP Address)

• Lock acquired time

• Service Gateway

The policy is locked and released for the following policy operations. Also, these operations

are disabled for a policy, if the policy is locked by some other user.

• Modify

• Assign devices

• Rollback

• Delete

NOTE:

• You can unlock your policies even if they are not edited.

• If the browser crasheswhen the policy is still locked, the policy is unlocked
only after the timeout interval expires.

• Policy lock is not released under the following scenario:

• If you save or discard you changes to the locked policy.

• if you do not make any changes to the locked policy and navigate to
another policy.
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To modify an existing SFW policy or filter instance:

1. From the View selector, select Gateway View. The workspaces that are applicable to

this view are displayed. In Gateway view, the devices in the entire network are displayed,

organized by the device types and the device models within each device type. In Service

View, the different types of services are displayed in the View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Templates page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter instances.

6. From the task pane, select SFWPolicy and Filter to open the SFW and Filter page on

the right pane.

7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter instances. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

8. Select a policy, and click the Lock icon above the table of listed policies.

9. Click the Modify icon above the table of listed templates. The Modify Policy and Filter

window is displayed.

10. Modify the attributes that are needed and save the updated settings.

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.
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To create a deployment plan and assigning devices to it:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit from the task pane. The Service Edit page is displayed.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

6. From the task pane, select SFWPolicy and Filter to open the SFW Policy and Filter

page on the right pane.

7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter instances. This step is applicable only if you selected Gateway View. You can

drill-down to the SDG or pair of SDGs for which you want to process policies or filters.

8. Select a rule corresponding to an SDG, and click the Lock icon above the table of listed

policy filters.

9. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

The Deployment Plan Summary dialog box appears, with the service name, type, and

status listed.

Click Send to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

10. Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.

11. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.
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Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

Viewing CGNAT Service Templates

To view the list of CGNAT service templates:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Templates page is displayed.

5. If you are in Gateway view, Click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. If you are in Gateway View, from the task pane, select CGNAT to open the Service Edit

> CGNAT page on the right pane.

7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.
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The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

The following fields are displayed on the Service Edit > CGNAT page:

Table 67: CGNAT Service Edit Page

DescriptionField

Name of the configured service template instanceInstance Name

Junos OS release number that represents a particular revision of the
software that runs on a Juniper Networks routing platform, for
example, Junos OS Release 8.5, 9.1, or 9.2. Each Junos OS release has
certain new features that complement the software processes that
support Internet routing protocols, control the device’s interfaces and
the device chassis itself, and allow device system management.

OS Version

Name of the SDG groupGroup Name

Hostname of the SDG with which the service instance is associated.Reference Host

Name of the applications protocols created for the service template.Applications

Name of the application sets created for the service template.Application Sets

Name of the CGNAT pool created for the service template.NAT Pools

Name of the CGNAT rules created for the service instance.NAT Rules

Name of the CGNAT rule sets created for the service template.NAT Rule Sets

Name of the syslog created for the service template.Syslogs

Name of the deployment plan with which the service template is
attached.

Deployment Plans

Viewing SFWService Templates

To view the list of SFW service templates:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Templates page is displayed.

5. If you are in Gateway view, Click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. If you are in Gateway View, from the task pane, select SFW to open the Service Edit

> SFW page on the right pane.

7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

The following fields are displayed on the Service Edit > SFW page:

Table 68: SFWService Edit Page

DescriptionField

Name of the configured service template instanceInstance Name

Junos OS release number that represents a particular revision of the
software that runs on a Juniper Networks routing platform, for
example, Junos OS Release 8.5, 9.1, or 9.2. Each Junos OS release has
certain new features that complement the software processes that
support Internet routing protocols, control the device’s interfaces and
the device chassis itself, and allow device system management.

OS Version

Name of the SDG groupGroup Name

Hostname of the SDG with which the service instance is associated.Reference Host

Name of the applications protocols created for the service template.Applications

Name of the application sets created for the service template.Application Sets

Name of the stateful firewall rules created for the service instance.SFW Rules

Copyright © 2019, Juniper Networks, Inc.458

Edge Services Director User Guide



Table 68: SFWService Edit Page (continued)

DescriptionField

Name of the stateful firewall rule sets created for the service template.SFW Rule Sets

Name of the syslog created for the service template.Syslogs

Name of the deployment plan with which the service template is
attached.

Deployment Plans

Viewing andModifying ADC Service Instances

After you create the adaptive delivery controller (ADC) software service instance to

balance user session traffic among a group of available servers that provide shared

services using the Service Designer workspace, you can view and modify the components

or elements of the service instance by using the Service Edit workspace.

You can perform the following tasks with the Service Edit page for ADC:

• View the list of configured ADC service instances.

• Modify an existing ADC service instance to meet the network needs and deployment

scenarios.

• Delete an existing template.

• Transfer the service instance for deployment on a device.

• Discard the changes made to a service instance.

• Viewing ADC Service Instances on page 459

• Modifying ADC Service Instances on page 461

• Creating a Deploy Plan and Provisioning Services Immediately on page 463

• Filtering ADC Service Instances on page 465

• Managing ADC Service Instance Locks on page 467

• Unlocking Locked ADC Service Instances on page 469

Viewing ADC Service Instances

To view the list of ADC service instances:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, Click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. If you are in Gateway View, from the task pane, select ADC to open the Service Edit >

ADC page on the right pane.

7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

The following fields are displayed on the Service Edit > ADC page:

Table 69: ADC Service Edit Page

Field

SDG Host

Instance Name

OS Version

Group Name

Reference Host

Real Servers

Health Check Sources

Custom Health Checks

Groups

Virtual Servers

Deployment Plans
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Select a policy or a filter and click the ExpandAll icon, and all rules corresponding to that

policy or filter are expanded.

Select a policy or filter and click the Collapse All icon to collapse all rules.

Enter the term that you want to specify as the filter criterion in the Filter field and click

the Filter icon to sort and display only the services that are of interest.

Modifying ADC Service Instances

On the Service Designer page, you can view the collection of service instances defined

for several applications, such as stateful firewall or CGNAT.

To modify service instance instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Alternatively, from the View selector, select Service View. The workspaces that are

applicable to this view are displayed. From the Junos Space user interface, click the

Build icon on the Edge Services Director banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

Click the plus sign in the View pane to expand the All Services tree and select the type

of service. From the task pane, select Manage Service Instances.

The Service Instances page is displayed in the right pane, listing all the previously

defined service instances.

8. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service instances is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service instances, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

9. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

10. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

11. From the Host Name drop-down list, select the hostname of the SDG.

12. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

13. Click Save to save the modified association.

14. Select the check box beside the template you want to modify.

Copyright © 2019, Juniper Networks, Inc.462

Edge Services Director User Guide



15. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

16. Perform one of the following from the drop-down menu displayed for each component:

• To retrieve the service component and import into the database of Edge Services

Director, select Import Object. The Import Services dialog box appears. You can

import the service instances assigned to SDGs or choose from a list of all of the

predefined templates in the database. Also, you can either import all of the

components of a service or specific components.

• To create the component afresh, selectCreateNew. The Create page corresponding

to the service component appears. You can define the attributes for the service

component in the same manner as you define the elements during the creation of

a service instance.

Creating a Deploy Plan and Provisioning Services Immediately

To deploy a deployment plan and policies immediately:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.
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The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. In the Service Instances page, select a service instance and click the Lock icon.

The corresponding service instance is locked and is available for modifications.

8. Alternatively, in Service View of Deploy mode, from the task pane, select Service Edit.

The Service Instances page is displayed.

9. Click the plus sign (+) next to Service Instance to expand the tree in the task pane

and view the list of filter templates.

10. Select ADC to open the Service Edit > ADC page on the right pane.

11. In the Service Instances page, select a service instance and click the Lock icon.

The corresponding service instance is locked and is available for modifications.

12. Click the Send for Deployment button.

• If you create a deployment plan from Gateway view of Deploy mode, the Deployment

Plan Summary dialog box appears, with the service name, type, and status listed.

Click Send to create a deployment plan.

• If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either

clicking the buttons corresponding to the various settings at the top of the wizard

page to directly traverse to the page you want to modify or clicking the navigation

buttons at the bottom of the wizard page to go to the different pages of the wizard.

Click Finish to create a deployment plan.

The configuration deployment job runs. To view the status or results of the deployment

job, you can view the Deployment Plans page. In the Deployment Plans page, the

Provision Status and Message columns are updated indicating the progress of

commission. If the deploy is successful, the status denotes Commissioned. If the

deploy fails, the status changes to Commission Failed.

Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.
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Filtering ADC Service Instances

You can use the enhanced search utility on the Service Edit page for ADC service instances

to effectively, quickly identify and segregate the policies and filters of relevance and

interest.

The Service Edit page provides advanced search options for the ADC service instances.

Enter the term that you want to specify as the filter criterion in the Filter field and click

the Filter icon.

You can perform advanced searches for the following fields:

• SDG hostname

• Instance name of the service

The following advanced search criteria are available:

• Wildcard search for rule names using an asterisk (*) is allowed.

• Edge Services Director supports AND and OR operations between search items. The

default behavior is OR.

• For rule name search, only the OR operation is allowed, because a policy cannot have

multiple rule names.

• For zone search, only the OR operation is allowed. Wildcard search is supported.

• For service and address fields, OR and AND operations are allowed.

• Multiple groups can be grouped using parenthesis. Grouping can be used during filed

or keyword searches as well.

• Negate (-) symbol can be used to exclude objects that contain a specific term name.

• The plus (+) operator can be used to specify that the term after the + symbol existing

the field value to be filtered along with other searched items.

• Escaping special characters are part of the search syntax. The supported special

characters are + - && || ! ( ) { } [ ] ^ " ~ * ? : \.

NOTE: Use the AND operator to find rules that match all values for a given
set of fields. Use the OR operator to find rules that match any of the values
for a given set of fields.

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Alternatively, from the View selector, select Service View. The workspaces that are

applicable to this view are displayed. From the Junos Space user interface, click the

Deploy icon on the Edge Services Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

Click the plus sign in the View pane to expand the All Services tree and select the type

of service. From the task pane, select Manage Service Templates.

The Service Instances page is displayed in the right pane, listing all the previously

defined service instances.

8. From the task pane, select ADC to open the ADC page on the right pane.

9. Enter the term that you want to specify as the filter criterion in the Filter field and click

the Filter icon.
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Managing ADC Service Instance Locks

All the locked policies can be viewed in a single page. You can display the list of SFW,

CGNAT, or packet filter templates that are locked by filtering them separately. Such a

page shows all the locks only if the user has the unlock task assigned; otherwise, a user

sees only the locks that pertain to them.

To view the locked policies:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Select ADC to open the Service Edit > ADC page on the right pane.

8. In the Service Instances page, from the tree that lists the SDGs, select All Service

Gateways, or the SDG or SDG pair for which you want to lock the filter templates.
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9. Select the check box next to the template

10. Click the Lock icon, or right-click the policy that you want to lock, and press Lock. You

can select policies that are locked by you and unlock them. To unlock your policies,

you do not need any administrator privileges. To unlock policies locked by other users,

you must have the task LOCK assigned to you.

User with administrator privileges can configure the lock settings. To configure the lock

settings:

1. Click Application Switcher, and go to Network Application Platform > Administration

>Manage Applications.

2. Right-click the Edge Services Director application, and select Modify Application

Settings. The Modify Edge Services Director Settings page is displayed.

3. Under the Locking option, you can configure the locking timeout value in minutes. The

minimum value that you can configure is 2 minutes and the maximum 120 minutes.

By default, the timeout value is configured for 5 minutes.

4. By default, the Explicit Policy Lock for edit option is enabled. You can disable this

option, if you do not want to lock the policies before editing. When this option is

disabled, policies can be edited by any user. The first user gets the preference of saving

the changes for a policy. The next save on the same version of a policy results in the

user being asked to save policy with new name.

NOTE: Acquiring a policy lock or releasing a lock is audit logged. Release
locking will show the reason for the release, for example, an explicit release,
on save, discard, timeout, or administrator release. Administrator changes
of the lock configuration are also audit logged. To see the audit logs, from
the Edge Services Director task bar, select Audit Logs.
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Unlocking Locked ADC Service Instances

All the locked policies can be viewed in a single page. This page is available for a user

with Manage Policy Locks tasks assigned. Such a page shows all the locks only if the

user has the unlock task assigned; otherwise, a user sees only the locks that pertain to

them.

To view the unlocked policies:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Select ADC to open the Service Edit > ADC page on the right pane.

8. In the Service Instances page, from the tree that lists the SDGs, select All Service

Gateways, or the SDG or SDG pair for which you want to view the locked filter
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templates. Alternatively, click the Filter icon to open the list of filter options. From the

list, select All Locked.

9. Right-click the policy that you want to unlock, and pressUnlock. You can select policies

that are locked by you and unlock them. To unlock your policies, you do not need any

administrator privileges. To unlock policies locked by other users, you must have the

task LOCK assigned to you.

Alternatively, select the policy you want to unlock, and click the Manage button. The

Manage Instance Locks dialog box is displayed. The following fields are displayed in

the dialog box:

Table 70: Fields in the Manage Instance Locks Dialog Box

DescriptionField

Name of the service instance instance.Instance

Name of the user that has acquired the lock.User

Name of the service gateway with which the instance is
attached.

Service Gateway Host

Date and time at which the lock on the template was acquired.Last Acquired Time

Select the policy instance you want to unlock, and click the Unlock icon at the top of

the dialog box. Click the Close icon to return to the services listing page.

User with administrator privileges can configure the lock settings. To configure the lock

settings:

1. Click on Application Switcher option, and go to Network Application Platform >

Administration >Manage Applications.

2. Right click the Edge Services Director application, and select Modify Application

Settings. The Modify Edge Services Director Settings page is displayed.

3. Under the Locking option, you can configure the locking timeout value in minutes. The

minimum value that you can configure is 2 minutes and the maximum is 120 minutes.

By default, the timeout value is configured for 5 minutes.

4. By default, the Explicit Policy Lock for edit option is enabled. You can disable this

option, if you do not want to lock the policies before editing. When this option is

disabled, policies can be edited by any user. The behavior is the same as for concurrent

editing. The first user gets the preference of saving the changes for a policy. The next

save on the same version of a policy results in the user being asked to save the policy

with a new name.
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NOTE: Acquiringapolicy lockor releasing lock isaudit logged.Release locking
will show the reason for the release, for example, an explicit release, on save,
discard, timeout, or administrator release. Administrator changes of the lock
configuration are also audit logged. To see the audit logs, from the Edge
Services Director task bar, select Audit Logs.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

Viewing andModifying TLB Service Instances

After you create the traffic load balancer (TLB) software service instance to balance

user session traffic among a group of available servers that provide shared services using

the Service Designer workspace, you can view and modify the components or elements

of the service instance by using the Service Edit workspace.

You can perform the following tasks with the Service Edit page for TLB:

• View the list of configured TLB templates.

• Modify an existing TLB template to meet the network needs and deployment scenarios.

• Delete an existing template.

• Transfer the service instance for deployment on a device.

• Viewing TLB Service Instances on page 472

• Modifying TLB Service Instances on page 473

• Creating a Deploy Plan and Provisioning Services Immediately on page 476

• Filtering TLB Service Instances on page 478

• Managing TLB Service Instance Locks on page 480

• Unlocking Locked TLB Service Instances on page 481
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Viewing TLB Service Instances

To view the list of TLB service instances:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Alternatively, from the View selector, select Service View. The workspaces that are

applicable to this view are displayed. From the Junos Space user interface, click the

Build icon on the Edge Services Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

Click the plus sign in the View pane to expand the All Services tree and select the type

of service. From the task pane, select Manage Service Templates.

The Service Instances page is displayed in the right pane, listing all the previously

defined service instances.
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8. Select TLB to open the Service Edit > TLB page on the right pane.

9. In the Service Instances page, from the tree that lists the SDGs, select All Service

Gateways, or the SDG or SDG pair for which you want to view the previously configured

policy or filter templates.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

The following fields are displayed on the Service Edit > TLB page:

Table 71: TLB Service Edit Page

Field

SDG Host

Instance Name

OS Version

Group Name

Reference Host

Real Servers

Network Monitoring

Groups

Virtual Servers

Deployment Plans

Select a policy or a filter and click the ExpandAll icon, and all rules corresponding to that

policy or filter are expanded.

Select a policy or filter and click the Collapse All icon to collapse all rules.

Enter the term that you want to specify as the filter criterion in the Filter field and click

the Filter icon to sort and display only the services that are of interest.

Modifying TLB Service Instances

On the Service Designer page, you can view the collection of service instances defined

for several applications, such as stateful firewall or CGNAT.
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To modify service instance instances, such as ADC, SFW, CGNAT, or TLB templates:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Alternatively, from the View selector, select Service View. The workspaces that are

applicable to this view are displayed. From the Junos Space user interface, click the

Build icon on the Edge Services Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

Click the plus sign in the View pane to expand the All Services tree and select the type

of service. From the task pane, select Manage Service Templates.

The Service Instances page is displayed in the right pane, listing all the previously

defined service instances.

8. In Service View of Deploy mode, from the task pane, select Deploy Service > Service

Edit.

The Service Instances page is displayed in the right pane, listing all the previously

defined service instances.
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9. From the View pane, perform one of the following tasks:

• Click the ADC button.

The list of ADC service instances is displayed. You need not click this button if you

are launching the Service Designer page for the first time or are navigating to this

page from another mode or a different page. You need to click this button only if

you are viewing the other service instances, such as CGNAT or TLB.

• Click the SFW button.

The list of SFW templates is displayed.

• Click the TLB button.

The list of TLB templates is displayed.

• Click the CGNAT button.

The list of CGNAT templates is displayed.

10. Click the Lock icon above the table of listed packet filters. The Select Reference Config

dialog box is displayed.

11. From the Service Gateway Name drop-down list, select the SDG group to which the

packet filter must be applied.

12. From the Host Name drop-down list, select the hostname of the SDG.

13. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

14. Click Save to save the modified association.

15. Select the check box beside the template you want to modify.

16. Open the Modify menu above the list of templates to modify an existing template,

and select the component or service attribute, such as application or rule, that you

want to edit.

17. Perform one of the following from the drop-down menu displayed for each component:

• To retrieve the service component and import into the database of Edge Services

Director, select Import Object. The Import Services dialog box appears. You can

import the service instances assigned to SDGs or choose from a list of all of the

predefined templates in the database. Also, you can either import all of the

components of a service or specific components.
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• To create the component afresh, selectCreateNew. The Create page corresponding

to the service component appears. You can define the attributes for the service

component in the same manner as you define the elements during the creation of

a service instance.

Creating a Deploy Plan and Provisioning Services Immediately

To deploy a deployment plan and policies immediately:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Select a service template and click the Lock icon above the table of listed templates.

8. Alternatively, in Service View of Deploy mode, from the task pane, select Service Edit.

The Service Instances page is displayed.

9. Click the plus sign (+) next to Service Instance to expand the tree in the task pane

and view the list of filter templates.
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10. Select TLB to open the Service Edit > TLB page on the right pane.

11. In the Service Instances page, select a service instance and click the Lock icon.

The corresponding service instance is locked and is available for modifications.

12. Click the Send for Deployment button.

• If you create a deployment plan from Gateway view of Deploy mode, the Deployment

Plan Summary dialog box appears, with the service name, type, and status listed.

Click Send to create a deployment plan.

• If you create a deployment plan from Service view of Deploy mode, the Edit Service

Instance page is displayed. You can modify the SDGs associated with the service

instance and also modify the service instance attributes as necessary by either

clicking the buttons corresponding to the various settings at the top of the wizard

page to directly traverse to the page you want to modify or clicking the navigation

buttons at the bottom of the wizard page to go to the different pages of the wizard.

Click Finish to create a deployment plan.

The configuration deployment job runs. To view the status or results of the deployment

job, you can view the Deployment Plans page. In the Deployment Plans page, the

Provision Status and Message columns are updated indicating the progress of

commission. If the deploy is successful, the status denotes Commissioned. If the

deploy fails, the status changes to Commission Failed.

Alternatively, you can select Discard changes from the Actions menu to ignore the

modifications done to a policy or filter template.
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Filtering TLB Service Instances

You can use the enhanced search utility on the Service Edit page for TLB service instances

to effectively, quickly identify and segregate the policies and filters of relevance and

interest.

The Service Edit page provides advanced search options for the TLB service instances.

Enter the term that you want to specify as the filter criterion in the Filter field and click

the Filter icon.

You can perform advanced searches for the following fields:

• SDG Hostname

• Instance name of the service

The following advanced search criteria are available:

• Wildcard search for rule names using an asterisk (*) is allowed.

• Edge Services Director supports AND and OR operations between search items. The

default behavior is OR.

• For rule name search, only the OR operation is allowed, because a policy cannot have

multiple rule names.

• For zone search, only the OR operation is allowed. Wildcard search is supported.

• For service and address fields, OR and AND operations are allowed.

• Multiple groups can be grouped using parenthesis. Grouping can be used during filed

or keyword searches as well.

• Negate (-) symbol can be used to exclude objects that contain a specific term name.

• The plus (+) operator can be used to specify that the term after the + symbol existing

the field value to be filtered along with other searched items.

• Escaping special characters are part of the search syntax. The supported special

characters are + - && || ! ( ) { } [ ] ^ " ~ * ? : \.

NOTE: Use the AND operator to find rules that match all values for a given
set of fields. Use the OR operator to find rules that match any of the values
for a given set of fields.

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

Alternatively, from the View pane, click the plus sign (+) beside All Services to expand

the tree and select the type of service.

4. From the task pane, select Service Edit. The Service Instances page is displayed.

5. If you are in Gateway view, click the plus sign (+) next to Service Edit to expand the

tree in the task pane and view the list of filter templates.

6. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter templates. This step is applicable only if you selected Gateway View.

The page is divided into two panes. The list of SDGs are displayed on the left pane.

You can drill-down to the SDG or pair of SDGs for which you want to process policies

or filters. The policy and filter rules are displayed in the right pane.

7. Also, from the View selector, you can select select Service View. The workspaces that

are applicable to this view are displayed. From the Junos Space user interface, click

the Build icon on the Edge Services Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

Click the plus sign in the View pane to expand the All Services tree and select the type

of service. From the task pane, select Manage Service Templates.

The Service Instances page is displayed in the right pane, listing all the previously

defined service instances.

8. Alternatively, from the Junos Space user interface, click the Deploy icon on the Edge

Services Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

9. Select Service Edit from the task pane. The Service Edit page is displayed.

10. Click the plus sign (+) next to the policy and filter template to expand the tree in the

task pane and view the list of filter templates.

11. From the task pane, select TLB to open the TLB page on the right pane.

12. Enter the term that you want to specify as the filter criterion in the Filter field and click

the Filter icon.
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Managing TLB Service Instance Locks

All the locked policies can be viewed in a single page. You can display the list of SFW,

CGNAT, or packet filter templates that are locked by filtering them separately. Such a

page shows all the locks only if the user has the unlock task assigned; otherwise, a user

sees only the locks that pertain to them.

To view the locked policies:

1. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Edit. The Service Instances page is displayed.

3. Click the plus sign (+) next to Service Instance to expand the tree in the View pane

and view the list of filter templates.

4. Select TLB to open the Service Edit > TLB page on the right pane.

5. In the Service Instances page, from the tree that lists the SDGs, select All Service

Gateways, or the SDG or SDG pair for which you want to lock the filter templates.

6. Select the check box next to the template

7. Click the Lock icon, or right-click the policy that you want to lock, and press Lock. You

can select policies that are locked by you and unlock them. To unlock your policies,

you do not need any administrator privileges. To unlock policies locked by other users,

you must have the task LOCK assigned to you.

User with administrator privileges can configure the lock settings. To configure the lock

settings:

1. Click Application Switcher, and go to Network Application Platform > Administration

>Manage Applications.

2. Right-click the Edge Services Director application, and select Modify Application

Settings. The Modify Edge Services Director Settings page is displayed.

3. Under the Locking option, you can configure the locking timeout value in minutes. The

minimum value that you can configure is 2 minutes and the maximum 120 minutes.

By default, the timeout value is configured for 5 minutes.

4. By default, the Explicit Policy Lock for edit option is enabled. You can disable this

option, if you do not want to lock the policies before editing. When this option is

disabled, policies can be edited by any user. The first user gets the preference of saving
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the changes for a policy. The next save on the same version of a policy results in the

user being asked to save policy with new name.

NOTE: Acquiring a policy lock or releasing a lock is audit logged. Release
locking will show the reason for the release, for example, an explicit release,
on save, discard, timeout, or administrator release. Administrator changes
of the lock configuration are also audit logged. To see the audit logs, from
the Edge Services Director task bar, select Audit Logs.

Unlocking Locked TLB Service Instances

All the locked policies can be viewed in a single page. This page is available for a user

with Manage Policy Locks tasks assigned. Such a page shows all the locks only if the

user has the unlock task assigned; otherwise, a user sees only the locks that pertain to

them.

To view the unlocked policies:

1. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. From the task pane, select Service Edit. The Service Instances page is displayed.

3. Click the plus sign (+) next to Service Instance to expand the tree in the View pane

and view the list of filter templates.

4. Select TLB to open the Service Edit > TLB page on the right pane.

5. In the Service Instances page, from the tree that lists the SDGs, select All Service

Gateways, or the SDG or SDG pair for which you want to view the locked filter

templates. Alternatively, click the Filter icon to open the list of filter options. From the

list, select All Locked.

6. Right-click the policy that you want to unlock, and pressUnlock. You can select policies

that are locked by you and unlock them. To unlock your policies, you do not need any

administrator privileges. To unlock policies locked by other users, you must have the

task LOCK assigned to you.

Alternatively, select the policy you want to unlock, and click the Manage button. The

Manage Instance Locks dialog box is displayed. The following fields are displayed in

the dialog box:
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Table 72: Fields in the Manage Instance Locks Dialog Box

DescriptionField

Name of the service instance instance.Instance

Name of the user that has acquired the lock.User

Name of the service gateway with which the instance is
attached.

Service Gateway Host

Date and time at which the lock on the template was acquired.Last Acquired Time

Select the policy instance you want to unlock, and click the Unlock icon at the top of

the dialog box. Click the Close icon to return to the services listing page.

User with administrator privileges can configure the lock settings. To configure the lock

settings:

1. Click on Application Switcher option, and go to Network Application Platform >

Administration >Manage Applications.

2. Right click the Edge Services Director application, and select Modify Application

Settings. The Modify Edge Services Director Settings page is displayed.

3. Under the Locking option, you can configure the locking timeout value in minutes. The

minimum value that you can configure is 2 minutes and the maximum is 120 minutes.

By default, the timeout value is configured for 5 minutes.

4. By default, the Explicit Policy Lock for edit option is enabled. You can disable this

option, if you do not want to lock the policies before editing. When this option is

disabled, policies can be edited by any user. The behavior is the same as for concurrent

editing. The first user gets the preference of saving the changes for a policy. The next

save on the same version of a policy results in the user being asked to save the policy

with a new name.

NOTE: Acquiringapolicy lockor releasing lock isaudit logged.Release locking
will show the reason for the release, for example, an explicit release, on save,
discard, timeout, or administrator release. Administrator changes of the lock
configuration are also audit logged. To see the audit logs, from the Edge
Services Director task bar, select Audit Logs.

Related
Documentation

Policy and Filter Management Overview on page 375•

• Packet and Service Filters Overview on page 378

• Searching for CGNAT Policies on page 381

Copyright © 2019, Juniper Networks, Inc.482

Edge Services Director User Guide



• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390

Using the ActionsMenu on the Service Policy and Packet Filter Pages

You can use the Actions menu on the Service Policy and Packet Filter Policy page for

CGNAT, SFW, and packet filters to create a deployment plan for the packet filter policies

or discard the modifications made to a packet filter policy.

• Creating a Deployment Plan on page 483

• Discarding Changes Made to a Service Policy or Packet Filter Policy on page 484

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit from the task pane. The Service Templates page is displayed.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

6. From the task pane, perform one of the following:

• Select CGNAT to open the CGNAT and Filter page on the right pane.

• Select Packet Filter to open the Packet Filter page on the right pane.

• Select SFW to open the SFW Policy and Filter page on the right pane.
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7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter instances. This step is applicable only if you selected Gateway View. You can

drill-down to the SDG or pair of SDGs for which you want to process policies or filters.

8. Select a rule corresponding to an SDG, and click the Lock icon above the table of listed

policy filters.

9. Click the down arrow in the Actions menu and select Send for Deployment to create

a deployment plan for the particular service template and save the plan.

The Deployment Plan Summary dialog box appears, with the service name, type, and

status listed.

Click Send to create a deployment plan.

A deploy plan is created for the service template with the devices that are assigned

to it when you view the Deployment Plans page.

10. From the Deployment plans page, you can select Reject or Approve from the Actions

drop-down list to reject or approve the deployment plan and make it available for

commissioning to the devices.

Discarding ChangesMade to a Service Policy or Packet Filter Policy

You can discard the changes made to previously defined service templates and policy

or filter templates before you can create a deployment plan.

To ignore the modifications made to a service or packet filter policy:

1. From the View selector, select Gateway View. The View pane displays the devices in

the entire network organized by the device type and device models pertaining to each

device type.

2. From the View pane, select the All Network item. Expand the tree to select the SDG

in an SDG group.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. Select Service Edit from the task pane. The Service Templates page is displayed.

5. Click the right arrow next to Service Edit to expand the tree in the task pane and view

the list of filter instances.

6. From the task pane, perform one of the following:

• Select CGNAT to open the CGNAT and Filter page on the right pane.
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• Select Packet Filter to open the Packet Filter page on the right pane.

• Select SFW to open the SFW Policy and Filter page on the right pane.

7. In the Service Edit page, from the tree that lists the SDGs, select All ServiceGateways,

or the SDG or SDG pair for which you want to view the previously configured policy or

filter instances. This step is applicable only if you selected Gateway View. You can

drill-down to the SDG or pair of SDGs for which you want to process policies or filters.

8. Select a rule corresponding to an SDG, and click the Lock icon above the table of listed

policy filters.

9. Select Discard changes from the Actions menu to ignore the modifications done to a

policy or filter template.

Related
Documentation

Service Templates Overview on page 189•

• Filtering Service Templates on page 189

• Viewing Service Templates on page 192

Tagging Junos Space Network Management PlatformObjects

You can create user-defined tags on an application workspace inventory page to easily

categorize and organize managed objects. Subsequently, you can view and use these

tags to easily search for multiple objects to view the status or perform a bulk action on

them without having to select each object individually.

The tags are classified into two categories: private tags and public tags. Private tags are

those that are created by you and can be used only by you because they are not visible

to others. Public tags are those that are available to all users for tagging objects that are

accessible to them. You need the Tag Administrator role privileges to create, modify, or

delete a public tag, manage hierarchical tags, as well as convert a private tag to a public

tag. However, any Junos Space user can:

• Create, modify, and delete private tags

• View public and private tags

• Tag and untag objects by using public and private tags

NOTE: You cannot view or access private tags created by other users.
However, if you are a user with the Tag Administrator role, you can view and
access private tags of other users.

485Copyright © 2019, Juniper Networks, Inc.

Chapter 22: Managing Service Instance and Policy Rule Definitions



Tag names should not start with a space, cannot contain a comma, double quotation

marks, and parentheses, and cannot exceed 255 characters. Also, you cannot name a

tag “Untagged” because it is a reserved term.

• Creating a Tag on page 486

• Tagging an Object on page 489

• Untagging an Object on page 490

Creating a Tag

You create tags when you want to label and categorize Junos Space Network Management

Platform objects so that you can filter, monitor, or perform batch actions on them without

having to select each object individually. All users can create their own private tags from

the Administration > Tags inventory landing page. However, users assigned the Tag

Administrator role can create public tags.

You can create tags from the Administration workspace as well as from the Device

Management or Job Management inventory landing page. By default, the tags that any

user creates are private tags, which means that these tags are visible only to the user

who creates them. No other user can access the private tags created by other users.

However, if you are a user with the Tag Administrator role, you can make these tags

public, thereby allowing all users to associate objects with these tags.

To create a tag:

1. On the Junos Space Network Management Platform user interface, select

Administration > Tags.

The Tags page appears.

2. On the toolbar, click the Create Tag icon.

The Create Tag dialog box appears.

3. If necessary, select the Share this Tag check box.

When you share a tag, all users can use that tag. Only users with the Tag Administrator

role can publish tags to the public domain. For users without this role, the Share this

Tag check box is disabled (grayed out).

4. In the Tag Name field, type a tag name.

A tag name should not:

• Exceed 255 characters

• Start with a space

• Contain special characters, such as commas, double quotation marks, and

parentheses.
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NOTE: “Untagged” is a reserved term and hence you cannot create a tag
with this name.

5. Click Create.

The Create Tag dialog box appears, displaying that the tag is successfully created.

6. Click OK on the Create Tag dialog box.

The newly added tag appears on the Tags page. If the tag is shared, it is public; if not,

it is private. The Access Type column displays whether the tag is public or private.

In addition to creating tags from the Administration workspace, you can create tags from

the following inventory landing pages as well:

• Device Management

• Job Management

For example, to create a tag from the Device Management inventory landing page:

1. On the Junos Space Network Management Platform user interface, click Devices >

DeviceManagement.

The Device Management page appears.

2. If the tags are not displayed, click the Display Tag View icon on the toolbar located at

the top of this page.

On the left side of the page, tags that are relevant to the page and the domain to

which you are logged in are displayed.

NOTE: Tags from domains other than the domain to which the user is
logged in are not displayed.

In Tags View, the tags are categorized as follows:

• Public—Lists public tags. Public tags are tags that are visible and available to all

users and can be used by any user to tag an object in Junos Space.

You can perform the following actions on public tags:

• Mouse over a tag to view the number of objects that are associated with the

specific tag.

• Click a tag to view the devices associated with the selected tag. The number

displayed adjacent to the tag shows the number of devices associated with the

specific tag. For example, if you have assigned this tag to two devices, then the

number displayed is 2. However, this rule has the following exceptions:
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• For hierarchical tags, the count on the parent tag does not include the number

of objects associated with its child tags. For example, if a child tag is associated

with 10 objects and its parent tag is associated with five objects, then the count

displayed for the parent tag is 5 and not 15.

• You used the same tag on objects other than devices. For example, if you

assigned TagC to UserA and DeviceB, then on the Device Management page,

the count shown for TagC is 1. However, when you mouse over TagC, the tooltip

displays a count of 2 (which includes the object type as well—in this example,

the object types that are displayed are User and Device).

• Private—Lists private tags. Private tags are tags that you created and hence are

visible only to you. No other user has access to these tags.

Click a tag to view the devices associated with the selected tag. The number

displayed adjacent to the tag shows the number of devices that are associated with

the specific tag. For example, if you assigned this tag to two devices, then the number

displayed is 2.

• Untagged—Displays the number of devices that are not tagged

3. (Optional) To view all tags (that is, tags that are relevant and irrelevant to the inventory

landing page to which you are currently logged in), select ShowAll Tags on the Tags

list at the top of the Device Management inventory landing page.

By default, ShowRelevant Tags is selected and only the tags that are relevant to the

current inventory landing page are displayed.

4. To add a tag:

a. Click the Add Tag icon.

NOTE: If you use the shortcut menu instead of the Add Tag icon, the
new tag that is added is of the same type as that of the parent. For
example, right-click Private and select Add Tag to create a private tag.

b. In the Tag Name field, type a tag name.

A tag name should not:

• Exceed 255 characters

• Start with a space

• Contain special characters such as commas, double quotation marks, and

parentheses

NOTE: “Untagged” is a reserved term and hence you cannot create a
tag with this name.
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c. If necessary, select the Make Public check box to create a public tag. If left

unselected, a private tag is created.

When you make a tag public, all users can use that tag. Only the Tag Administrator

can publish tags to the public domain.

NOTE: This check box is disabled if you chose to create a tag by using
the shortcut menu. The new tag that is added is of the same type as
that of the parent.

d. (Optional) In the Description field, add a description of the tag.

e. Click Add Tag.

The tag is added to the relevant tag category and assigned to the domain to which

you are currently logged in. For example, if you created a public tag, the newly

added tag is placed in the Public category. The count is set to zero (0) because

you have not assigned this tag to any object.

NOTE: You cannot add any tags to the Untagged category.

When you add a tag, an audit log entry is automatically generated.

Tagging an Object

You can create user-defined tags on an application workspace inventory page to easily

categorize and organize managed objects. Subsequently, you can view and use these

tags to easily search for multiple objects to view the status or perform a bulk action on

them without having to select each object individually.

By default, the tags that you create from any workspace are private tags and these private

tags are visible only to you. If you want any other user to use the tag that you created,

then you have to create a pubic tag instead of a private tag or convert the private tag to

a public tag.

To tag an object:

1. Select the inventory objects that you want to tag.

2. Select Tag It from the Actions menu.

The Apply Tag dialog box appears.

3. Select or type the tag name in the field.
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If you have existing tags, start to type a tag name in the name field. Existing tags

appear in the selection box.

You can also type a new tag name in the field. The new tag is automatically created

and applied to the selected objects.

4. (Optional) Select the Make Public check box to mark the new tag created in the

previous step as a public tag. If you do not select this check box, the new tag added

is classified as a private tag.

NOTE: If youdonothavepermissions tocreateapublic tag, then theMake

Public check box is disabled.

5. (Optional) Add a comment in the Add Description here field.

6. Click Apply Tag. This action tags the object and stores the tag in the database.

Untagging an Object

You can untag or remove a tag from an object on a workspace inventory page. You can

select only one object at a time to untag.

To untag an object:

1. Navigate to the Service Templates page for CGNAT, packet filter, or SFW policies.

2. Select one object on the workspace inventory page at a time.

3. Select UnTag It from the Actions menu or right-click an object and select UnTag It

from the shortcut menu.

The UnTag The Object dialog box appears.

4. Select the tags that you want to remove.

5. Click Untag.

The Untag dialog box appears, displaying that the object has been successfully

untagged.

6. Click OK.

In this example, you are returned to the Device Management workspace.

Related
Documentation

• Policy and Filter Management Overview on page 375

• Packet and Service Filters Overview on page 378
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• Searching for CGNAT Policies on page 381

• Searching for Packet Filters on page 384

• Searching for SFW Policies on page 386

• Managing Service and Policy Locks on page 387

• Unlocking Locked Services and Policies on page 389

• Viewing Policy and Filter Instances on page 390
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CHAPTER 23

Managing Packet Analyzers

• Packet Analyzer Overview on page 493

• Creating and Viewing Service Analyzers on page 495

Packet Analyzer Overview

Packet capture is a tool that helps you to analyze network traffic and troubleshoot

network problems. The packet capture tool captures real-time data packets traveling

over the network for monitoring and logging. This tool is a debugging and analysis utility

that you can use to identify the problematic area in a session path. A set of counters are

displayed for both forward and reverse flow for all the supported services on SDG devices.

Using these statistical details and values, you can obtain adequate and useful estimates

regarding the total bytes count for each service in every hop and quickly, easily locate

the hop where there can be a possible packet drop.

The packet analyzer is the endpoint to which the flow collector interface sends traffic

for analysis. You can process and export multiple cflowd records with a flow collector

interface. You create a flow collector interface on a Monitoring Services II or Multiservices

400 PIC. The flow collector interface combines multiple cflowd records into a compressed

ASCII data file and exports the file to an FTP server.

You can configure the packet analyzer filters to capture packet data flows based on a

match or classification criteria to collect statistics and information only about packets

that satisfy the criteria. You can define the data and control plane packet flow direction

and interface settings in the filter, and the interval at which devices must be polled. You

can also specify a timeout to apply a threshold on the amount of data to be collected.

You can then schedule the filter to be run for different services and view the statistics as

numerical values or as a graph.

Packets are captured as binary data, without modification. You can read the packet

information offline with a packet analyzer such as Ethereal or tcpdump. If you need to

quickly capture packets destined for, or originating from, the Routing Engine and analyze

them online, you can use the packet capture diagnostic tool.

Network administrators and security engineers use packet capture to perform the

following tasks:

• Monitor network traffic and analyze traffic patterns.
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• Identify and troubleshoot network problems. Detect security breaches in the network,

such as unauthorized intrusions, spyware activity, or ping scans.

• Packet capture operates like traffic sampling on the device, except that it captures

entire packets.

Data packets are chunks of data that transit the router as they are being forwarded from

a source to a destination. When a router receives a data packet on an interface, it

determines where to forward the packet by looking in the forwarding table for the best

route to a destination. The router then forwards the data packet toward its destination

through the appropriate interface. The Packet Forwarding Engine, which is the central

processing element of the router’s forwarding plane, handles the flow of data packets

in and out of the router’s physical interfaces. Although the Packet Forwarding Engine

contains Layer 3 and Layer 4 header information, it does not contain the packet data

itself (the packet's payload).

You can also use the packet capture feature when you need to quickly capture and

analyze control traffic on a router. Control packets refer to health check packets that are

sent to examine the health and efficiency of specific URLs or paths. Health checking

allows you to verify content accessibility in large websites. As content grows and

information is distributed across different server farms, flexible, customizable content

health checks are critical to ensure end-to-end availability.

Pre-Service Filtering of Traffic for Service Processing

To filter IPv4 or IPv6 traffic before accepting packets for input or output service processing,

include the service-set service-set-name service-filter service-filter-name at one of the

following interfaces:

• [edit interfaces interface-name unit unit-number family (inet | inet6) service input]

• [edit interfaces interface-name unit unit-number family (inet | inet6) service output]

For the service-set-name, specify a service set configured at the [edit services service-set]

hierarchy level.

The service set retains the input interface information even after services are applied, so

that functions such as filter-class forwarding and destination class usage (DCU) that

depend on input interface information continue to work.

The following requirements apply to filtering inbound or outbound traffic before accepting

packets for service processing:

• You configure the same service set on the input and output sides of the interface.

• If you include the service-set statement without an optional service-filter definition,

the Junos OS assumes the match condition is true and selects the service set for

processing automatically.

• The service filter is applied only if a service set is configured and selected.
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You can include more than one service set definition on each side of an interface. The

following guidelines apply:

• If you include multiple service sets, the router (or switch) software evaluates them in

the order in which they appear in the configuration. The system executes the first service

set for which it finds a match in the service filter and ignores the subsequent definitions.

• A maximum of six service sets can be applied to an interface.

• When you apply multiple service sets to an interface, you must also configure and

apply a service filter to the interface.

Postservice Filtering of Returning Service Traffic

As an option to filtering of IPv4 or IPv6 input service traffic, you can apply a service filter

to IPv4 or IPv6 traffic that is returning to the services interface after the service set is

executed. To apply a service filter in this manner, include the post-service-filter

service-filter-name statement at the [edit interfaces interface-nameunitunit-number family

(inet | inet6) service input] hierarchy level.

Related
Documentation

Creating and Viewing Service Analyzers on page 323•

Creating and Viewing Service Analyzers

The packet analyzer is the endpoint to which the flow collector interface sends traffic

for analysis. You can process and export multiple cflowd records with a flow collector

interface. You can perform the following tasks with the Service Analyzer page:

• Configure and provision filters for packet analysis.

• Configure filters for CGNAT, ADC, and TLB services.

• Start and stop the configured filters.

• View the packet analyzer details as a statistical form or a graphical form.

• Configuring the Traffic Analyzer Filter on page 495

• Managing Service Analyzer Filter Instances on page 498

• Viewing Service Analyzer Instance Details on page 500

• Viewing the Service Analyzer Statistics in Grid Format and Graph on page 502

Configuring the Traffic Analyzer Filter

To configure the traffic analyzer filter details on packet flows for the different services

and to schedule its running:
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1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously

configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number of filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

running or clearing filter instances, see Managing Service Analyzer Filter Instances.

5. Select the SDGs or SDG pairs (you can select multiple rows to create and assign filters

to several SDGs simultaneously) for which you want to create packet analyzer filters

for services.

6. Click the plus sign (+) above the table of listed SDGs to create a new filter. The Update

Service Analyzer Filter Details page is displayed.

7. In the Data Forward Flow section, do the following. A forward flow refers to packets

that are sent in the forward or upward direction. A reverse flow refers to packets that

are sent in the returning or backward direction.

• From the Egress list, select the egress interface on which the data packets that are

sent out in the forward flow must be monitored. Click Details beside the list to view

interface details.
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• From the Ingress list, select the input interface on which the data packets that are

received in the forward flow must be monitored. Click Details beside the list to view

interface details.

8. In the Data Reverse Flow section, do the following.

• From the Egress list, select the egress interface on which the data packets that are

sent out in the reverse flow must be monitored. Click Details beside the list to view

interface details.

• From the Ingress list, select the input interface on which the data packets that are

received in the reverse flow must be monitored. Click Details beside the list to view

interface details.

9. In the Control Forward Flow section, do the following. A forward flow refers to packets

that are sent in the forward or upward direction. A reverse flow refers to packets that

are sent in the returning or backward direction.

• From the Egress list, select the egress interface on which the control packets that

are sent out in the forward flow must be monitored. Click Details beside the list to

view interface details.

• From the Ingress list, select the input interface on which the control packets that

are received in the forward flow must be monitored. Click Details beside the list to

view interface details.

10. In the Data Reverse Flow section, do the following.

• From the Egress list, select the egress interface on which the control packets that

are sent out in the reverse flow must be monitored. Click Details beside the list to

view interface details.

• From the Ingress list, select the input interface on which the control packets that

are received in the reverse flow must be monitored. Click Details beside the list to

view interface details.

11. Click Apply to save the filter settings. Otherwise, click Cancel to discard the changes.

You are returned to the Service Analyzer page.

12. If you created a new filter, the filter instance is displayed under the corresponding

service type section, such as CGNAT or ADC. Such filters are provisioned filter instances.

This display signifies that the filter is configured, but it needs to be scheduled to be

run. Click the link that shows the number of instances under the column of the relevant

service type. The Service Analyzer Instances page is shown.

13. On this page, the names of the service instances for which filters are defined. The

actions you can perform are in the form of the Clear and Run buttons, above the table

of listed service instances, for each service instance with a filter.

14. Select the check box next to a service analyzer filter and click the Delete button to

remove a configured filter for an instance. You are prompted to confirm the deletion.

If you click OK, a popup dialog box denotes the successful deletion.
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15. Select the check box next to a service analyzer filter instance, and click theRunbutton

to schedule the filter to be run. The Run Filter dialog box appears. The Run button is

grayed out if the particular service filter instance is already in progress.

16. From the Poll Interval list, select the interval in minutes at which the data must be

polled and collected. Values from 1 minute up to 59 minutes are shown in increments

of 2 minutes in the list.

17. In the Schedule Start Details section, click Run Now to start the filter immediately.

Alternatively, click the Run At radio button and select the date and time at which the

filter must be run.

18. In the Schedule End Details section, do one of the following:

• Click the Stop At radio button and select the date and time at which the filter must

be stopped.

• Click the Stop After radio button and specify a value for the number of polls after

which the filter must be ended.

• Click the Run Until Stopped radio button to continue running the test until you

manually want to stop it.

19. Click Run to save the filter settings. Otherwise, click Cancel to discard the changes.

You are returned to the Prepared Service Analyzer Instances dialog box. Click Close

to return to the Service Analyzer Page.

Managing Service Analyzer Filter Instances

To view, start, stop, or clear the configured analyzer filters:

1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.
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• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously

configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number o filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

viewing filter instances, see Viewing the Traffic Analyzer Statistics and Graph.

5. For the SDG corresponding to a certain service, all of the previously configured service

analyzer filters are displayed in the Service Analyzer Instances page with the state of

the filter instance under the Status column of the relevant service type. View the

Status column for the current state of the filter.

Figure 47: Service Analyzer Instances Page

You can click the links under one of the following columns:

• View—Click to display the traffic analyzer details on packet flows for the different

services configured. For information on viewing filter instances, see Viewing the

Service Analyzer Statistics and Graph.

• Delete—Click to remove the configured filter for an instance. You are prompted to

confirm the deletion. If you click OK, a popup dialog box denotes the successful

deletion.
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• Run—Click to schedule a filter to be run. For information on scheduling a filter

instance to be run, see Configuring the Traffic Analyzer Filter.

• Report—Click to view the collection statistics and information about packets that

are fetched. For information on viewing the collected details by a service analyzer,

see Viewing the Service Analyzer Collection Data

• Stop—Click to end a running filter. You are prompted to confirm whether you want

to stop the filter instance. If you clickOK, a popup dialog box denotes the successful

termination of the filter instance.

• Last Run Errors—Click to display any errors that occurred during the running of the

filter instance. The Last Run Status dialog box is displayed. It contains the

Provisioning Errors and Decommissioning Errors tabs that describe errors that might

have occurred during the initialization and start of the analyzer filters or with the

decommissioning and termination. The following fields are displayed in this dialog

box for both the tabs:

• Host Name—Host name of the SDG device.

• Severity—System logging severity level.

• Path—Hierarchy level of the configuration statement corresponding to the setting

in the CLI interface Info Informational message about the error that is generated.

• Message—System event logging message generated that describes the error.

• Graph—Click to display the packet analyzer details for monitoring as a pictorial form.

The Packet Flow Graph dialog box appears.

6. In the dialog box, the Configured Instances column displays the names of the service

instances for which filters are defined. The Actions column contains the Clear and

Run subcolumns for each service instance with a filter.

7. ClickDelete to remove a configured filter for an instance. You are prompted to confirm

the deletion. If you click OK, a popup dialog box denotes the successful deletion.

8. Click Run beside the instance you want to schedule the filter to be run. The Run Filter

dialog box appears to specify the schedule settings.

Viewing Service Analyzer Instance Details

To view the service analyzer instance details:

1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously

configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number o filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

running or clearing filter instances, see Managing Service Analyzer Filter Instances.

5. Select the SDGs or SDG pairs (you can select multiple rows to create and assign filters

to several SDGs simultaneously) for which you want to create packet analyzer filters

for services.

6. From the Service Analyzer page, for the SDG corresponding to a certain service, click

the link under the column of the relevant service type. The Prepared Service Analyzer

Instances dialog box is shown. Click View under the View column to view the traffic

analyzer for the particular service.

The View Service Instance Analyzer Details page is displayed.

The following fields are displayed in this page:

DescriptionField

Name of the SDG or pair of SDGs in a high availability group.Name

Service type for which packets collected are shown. Values are CGNAT, ADC, or TLB.Type

Click theDataPackets tab to view data packet details for the service analyzer filter. Alternatively,
click theControlPackets tab to view control packet details for the service analyzer filter Indicates
whether data or control packet details are shown.

Data Packets/Control
Packets

Displays statistics for packets in forward flow direction.Forward Flow
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DescriptionField

Number of packets that arrive in the ingress direction in forward flow.Ingress

Number of packets that are sent out in the egress direction in forward flow.Egress

Displays statistics for packets in reverse flow direction. If a service set is a sampling service set
and the reverse-flow service order is not configured, all sampled traffic is considered to be
forward traffic.

Reverse Flow

Number of packets that arrive in the ingress direction in reverse flow.Ingress

Number of packets that are sent out in the egress direction in reverse flow.Egress

7. Click Close after viewing the analyzer filter details. You are returned to the Prepared

Service Analyzer Instances dialog box. Click Close to return to the Service Analyzer

Page

Viewing the Service Analyzer Statistics in Grid Format and Graph

To view the traffic analyzer details on packet flows for the different services that match

the filter criteria:

1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed. The Gateway view displays the service delivery gateway (SDG)

groups and the SDGs that are part of the high availability pair in an SDG group.

2. From the Junos Space user interface, click theBuild icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. From the task pane, do one of the following:

• Select Service Analyzer > ADC Filter from the task pane. The Service Analyzer for

ADC Filter page is displayed. The service instance or template that you previously

configured for the ADC service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > TLB Filter from the task pane. The Service Analyzer for

TLB Filter page is displayed. The service instance or template that you previously

configured for the TLB service type are displayed. All the instances created in the

Service Templates workspace are shown.

• Select Service Analyzer > CGNAT Filter from the task pane. The Service Analyzer for

CGNAT Filter page is displayed. The service instance or template that you previously
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configured for the CGNAT service type are displayed. All the instances created in

the Service Templates workspace are shown.

The list of SDGs or SDG pairs in a high availability group are displayed, along with the

filter instances that were configured for the different services. The number of filter

instances that are currently in progress and the number o filter instances that are

scheduled or planned to be run at a later time are also displayed. For information on

running or clearing filter instances, see Managing Service Analyzer Filter Instances.

5. Select the SDGs or SDG pairs (you can select multiple rows to create and assign filters

to several SDGs simultaneously) for which you want to create packet analyzer filters

for services.

6. From the Service Analyzer page, for the SDG corresponding to a certain service, click

the link under the column of the relevant service type. The Prepared Service Analyzer

Instances dialog box is shown. Click Report under the View Report column to view the

traffic analyzer for the particular service.

The Service Analyzer Collection Data — Grid View page is displayed.

At the top of the tabular display, select the criteria for which you want to sort and

segregate the packet analyzer information to be viewed. From the Criteria section, do

the following:

a. SelectControlorData from the first drop-down list to view control or data packets.

b. Select Forward or Reverse from the second drop-down list to view statistics for

packets in forward or reverse flows.

c. Select IPv4 or IPv6 from the second drop-down list to view IPv4 or IPv6 packets

for the filter instance.

d. Click the search icon to apply the filter conditions and display details matching the

specified criteria.

The following fields are displayed in this page:

DescriptionField

Name of the SDG or pair of SDGs in a high availability group.Name

Service type for which packets collected are shown. Values are CGNAT, ADC, or TLB.Type

Date and time at which the packet details are collected.Collection Time

Number of packets that arrive in the ingress direction in forward and reverse flow.Ingress

Number of packets in the forward flow and reverse flow before the processing of services. You can
define the pre-service filter to be applied to traffic before it is accepted for service processing.

PreService

503Copyright © 2019, Juniper Networks, Inc.

Chapter 23: Managing Packet Analyzers



DescriptionField

Number of packets in the forward flow and reverse flow after processing of services. You can define
the post-service filter to be applied to traffic after service processing. The filter is applied only if a
service set is configured and selected. You can configure a postservice filter on the input side of the
interface only. This setting is not supported when the service interface is on an MS-MIC or MS-MPC.

Post Service

Number of packets that are sent out in the egress direction in forward flow and reverse flow.Egress

Click Close after viewing the collection data in the tabular grid. You are returned to

the Prepared Service Analyzer Instances dialog box. ClickClose to return to the Service

Analyzer Page.

7. Alternatively, you can view the service analyzer details in a graphical representation.

Click Graph under the View Report column to display the packet analyzer details for

monitoring as a pictorial form. The Packet Flow Graph dialog box appears.

Line graphs are displayed for data forward flow, data reverse flow, control forward

flow, and control reverse flow. The number of packets is displayed on the y-axis and

time is displayed along the x-axis. The legends reference the egress, pre-service,

post-service, and ingress packets. Mouse over the points in the graph to highlight and

view the number of packets at a particular time instance.

At the top of the graph, select the criteria for which you want to sort and segregate

the packet analyzer information to be viewed. From the Criteria section, do the

following:

a. SelectControlorData from the first drop-down list to view control or data packets.

b. Select IPv4 or IPv6 from the second drop-down list to view IPv4 or IPv6 packets

for the filter instance.

c. Select the period for which the service analyzer details must be shown from the

third drop-down list. For example, you can select Last 10Mins to display the service

analyzer packets collected over the last 10 minutes or the Last 1Hroption to display

the service analyzer packets collected over the last one hour.

d. Click the search icon to apply the filter conditions and display details matching the

specified criteria.

8. Click Close after viewing the graph. You are returned to the Prepared Service Analyzer

Instances dialog box. Click Close to return to the Service Analyzer Page.

Related
Documentation

• Packet Analyzer Overview on page 321
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PART 7

Deploy Mode

• About Deploy Mode on page 507

• Configuration File Management on page 511

• Software Image Management on page 517

• Deploying Configurations to Devices on page 527

• Viewing Transactions Associated with Deployment Jobs on page 551
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CHAPTER 24

About Deploy Mode

• Understanding Deploy Mode in Gateway and Service Views of Edge Services

Director on page 507

Understanding DeployMode in Gateway and Service Views of Edge Services Director

The Deploy mode in Gateway and Service views enables you to deploy configuration

changes to devices. You can create a deployment plan for each of the service planning

templates, such as the ones defined for ADC or SFW services, and the policy or filter

templates, such as the packet filter or SFW policy, that you have created. A deploy plan

contains details about the settings and configuration parameters that must be propagated

and provisioned on the SDGs managed by Edge Services Director. You can also create,

update, display, publish and commission of packet filters, stateful firewall and NAT

policies present on discovered and managed SDGs.

This topic describes:

• Deploying Configuration Changes on page 507

• Transactions on page 508

• Modify the Association of SDG Details and Rule Terms for a Policy Filters on page 508

• View Service Object Statistics on page 509

• Service Edit on page 509

• Policy and Filter Management on page 509

Deploying Configuration Changes

When you make configuration changes in Build mode, the changes are not deployed to

devices automatically. You must manually deploy the changes to devices in Deploy mode.

Every time you make configuration changes in Build mode that affect a device, the device

is automatically added to the list of devices with pending changes. Configuration changes

are deployed to devices at the device level. When you deploy configuration changes to

a device, all pending configuration changes for that device are deployed.
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You can do the following configuration deployment tasks on devices that have pending

changes:

• Run configuration deployment jobs immediately or schedule them for future times.

• Preview pending configuration changes before deploying.

• Validate that the pending changes are compatible with the device’s configuration.

• Manage configuration deployment jobs.

Configuration changes are validated for each device both in Edge Services Director and

on the device. If any part of a configuration change for a device fails validation, no

configuration changes are deployed to the device. You can see the results of each

validation phase separately.

Edge Services Director does not deploy configuration to a device with a configuration

that is out of sync (meaning that the device’s configuration differs from Edge Services

Director’s version of that device’s configuration), or to a device that has uncommitted

changes to its candidate configuration. Deployment to such devices will fail.

When you schedule a deployment job, that job and any profiles and devices assigned to

that job are locked within Edge Services Director. You cannot edit the job or any of its

assigned profiles until the job runs or gets cancelled. This locking feature prevents you

from deploying unintended configuration changes that could result from editing profiles

and devices that are already scheduled to deploy. To change any properties of a scheduled

job, cancel the job and create a new scheduled job with the desired properties. You cannot

edit the profile assignments of a device that has scheduled pending configuration changes.

The Service Deployment page provides the following functionalities:

• Approval Management—View the details of the filters/policies and other service

deployment plans which are pending for approval. Approve or reject deployment plans

done to existing feature.

• Update Devices—View the details of approved filters/policies and other service

deployment plans which are ready for commissioning. Commission the deployment

plans or discard accordingly.

Transactions

A transaction refers to an operation or a task that is performed on the service definitions,

configuration parameters, and policy settings that are created for provisioning on the

devices or Service Delivery Gateways (SDGs). When you create a deployment plan to

define the services and policy filters that must be applied and propagated on the devices,

the administrator can approve or reject a deploy plan. For each approved deploy plan, a

transaction is automatically created by the Edge Services Director application.

Modify the Association of SDGDetails and Rule Terms for a Policy Filters

In Gateway view of Deploy mode, from the Policy & Filters page, which displays all the

previously configured CGNAT and SFW service policy filters, and packet filters, you can

modify the components or the parameter types that are associated with a particular
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service filter. You must lock the packet filters for which you want to modify the attached

rule term components or attributes before you can update the settings. You can also

select a different SDG to which the packet filter must be applied.

View Service Object Statistics

In Service view of Deploy mode, you can view a graphical representation in the form of

pie charts of the configured ADC, TLB, CGNAT, SFW, and packet policies or filter.

Service Edit

In Gateway and Service views, you can select a previously configured service template

instance, such as a stateful firewall, carrier-grade NAT, traffic load balancer, or adaptive

delivery controller, and lock the service instance to select the attributes or components

of the service to be modified. You can publish or unpublish service template instances.

Policy and Filter Management

The Policy and Filter Management feature in the Junos Space Edge Services Director

application helps you create, update, display, publish and commission of packet filters,

stateful firewall and NAT policies present on discovered and managed SDGs. The Service

Management workspace displays a bar graph of draft, published and approved filters or

policies for different options available under workspace:

• Packet Filter: This option displays packet filters present on SDGs in tabular view. It also

provides the ability to create, update, and delete filters on selected SDGs.

• Stateful Firewall: This option displays stateful firewall policies present on SDGs in

tabular view. It also provides the ability to create, update and delete stateful firewall

policies on selected SDGs.

• CGNAT: This option displays CGNAT policies present on SDGs in tabular view. It also

provides the ability to create, update and delete CGNAT policies on selected SDGs. A

published filter or policy is sent for peer review and approval. After approval, the filter

or policy is deployed to devices.

Related
Documentation

• Viewing Deployment Plans on page 529

• Creating and Assigning a Deployment Plan to Devices on page 533

• Transactions Overview on page 551

• Viewing Transactions on page 552
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CHAPTER 25

Configuration File Management

• Managing Device Configuration Files on page 511

• Managing Jobs on page 515

Managing Device Configuration Files

You can back up device configuration files to the Edge Services Director server. You can

perform several actions on backed up configuration files, such as restoring configuration

files to devices, and viewing and comparing configuration files.

To start managing device configuration files:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select Device Configuration Files >Manage Device Configuration

Files.

The Manage Device Configuration page opens in the main window. The table lists the

devices that have configuration files backed up.

This topic describes:

• Selecting Device Configuration File Management Options on page 511

• Backing Up Device Configuration Files on page 512

• Restoring Device Configuration Files on page 513

• Viewing Device Configuration Files on page 513

• Comparing Device Configuration Files on page 514

• Deleting Device Configuration Files on page 514

• Managing Device Configuration File Management Jobs on page 514

Selecting Device Configuration File Management Options

From the Manage Device Configuration page, you can:
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• Back up device configuration files by clicking Backup. See “Backing Up Device

Configuration Files” on page 348 for more information.

• Restore backup device configuration files to devices by selecting devices and clicking

Restore. See “Restoring Device Configuration Files” on page 349 for more information.

• View backed up configuration files by selecting a device and clicking View Configuration

File. See “Viewing Device Configuration Files” on page 349 for more information.

• Compare backed up device configuration files by selecting devices and clicking Compare

Config Files. See “Comparing Device Configuration Files” on page 350 for more

information.

• Delete backup device configuration files by selecting devices and clicking Delete. See

“Deleting Device Configuration Files” on page 350 for more information.

Table 50 on page 348 describes the information provided in the Manage Device

Configuration table.

Table 73: Manage Device Configuration Table

DescriptionTable Column

Device name.Device Name

Version number of the backup configuration file.Config File Version

Date when the oldest version of the backup configuration file was created.First Backup on

Date when the configuration file was backed up most recently.Most Recent Backup on

Backing Up Device Configuration Files

To back up device configuration files:

1. Click Backup.

The Backup Devices Configuration page opens in the main window.

2. Select the devices to back up from the device tree.

3. To back up configuration files immediately, click Backup Now.

The backup job runs. When it finishes, the Manage Device Configuration table shows

updated information for the devices you backed up.

4. To schedule the backup to run later, click Schedule Backup.

The Schedule Backup window opens.

a. Select the Schedule at a later time check box.

b. Specify when the backup will run using the Date and Time fields.
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c. Optionally, configure the backup job to repeat by selecting the Repeat check box,

then specifying the backup schedule using the provided fields.

Optionally, you can specify when repeated backups will stop by selecting the End

Time check box, then specifying the last date on which the repeated backup job

will run using the Date and Time fields.

d. Click Schedule Backup.

Restoring Device Configuration Files

You can restore a backed up configuration file to the device from which it was backed

up.

CAUTION: Restoring a configuration file to a device is considered an
out-of-bandconfigurationchange,whichcancausesomeunexpected results.
Formore information, see “UnderstandingBuildMode inLocationandDevice
Views of Edge Services Director” on page 151.

To restore backed up configuration files to devices:

1. Select the devices to restore from the Manage Device Configuration list.

2. Click Restore.

The Restore Device Configuration File(s) window opens.

3. To restore a configuration file that is older than the most recent version, click in the

Latest Version cell and select the version to restore.

4. Click Restore.

Viewing Device Configuration Files

To view the backed up configuration files for a device:

1. Select the device from the Manage Device Configuration list.

2. Click View Configuration File.

The Device Configuration Summary window opens, displaying the most recently

backed up configuration file.

3. To view an older stored configuration file version, select a version number from the

Config File Version list.
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Comparing Device Configuration Files

To compare backed up device configuration files:

1. Select the configuration files to compare from the Manage Device Configuration list.

2. Click Compare Configuration Files.

The Compare Configuration Files window opens.

3. Select a source device from theSourceDevice list and a configuration file version from

the Config File Version list.

4. Select a target device from the Target Device list and a configuration file version from

the Config File Version list.

5. The configuration file versions you selected are displayed in the window. The file name

and version appears at the top of each file. The differences between the configuration

files are color-coded. The color-coding legend appears at the top of the window.

Deleting Device Configuration Files

When you delete a device’s backed up configuration, all of the configuration file versions

for the device are deleted.

To delete device configuration files:

1. Select the configuration files to delete from the Manage Device Configuration list.

2. Click Delete.

The Delete Device Configuration File(s) window opens.

3. Verify that the correct devices are listed, then click Delete.

Managing Device Configuration File Management Jobs

Each time you back up or restore device configuration files, a device configuration file

management job is created.

To manage device configuration file management jobs:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select Device Configuration Files > View Configuration File Mgmt

Jobs.

The Device Configuration Jobs page opens in the main window, listing the device

configuration file management jobs.
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Managing these jobs is similar to managing other types of jobs using the System mode.

The advantage of accessing the jobs this way is that the jobs list show only configuration

file management jobs.

See Also Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335

•

Managing Jobs

Edge Services Director enables you to view and manage jobs. You can view the status

of completed jobs and cancel the jobs that are scheduled to execute at a later time or

jobs that are in progress.

The Job Management page, accessible as a System task, enables you to view and manage

all jobs. In addition, Edge Services Director enables you to view special pre-filtered versions

of this page from various other tasks, such as View Discovery Status or View Image

Deployment Jobs. These pages contain the same fields (although some fields might be

hidden) and have the same functionality as the Job Management page, but they list only

those jobs relevant to particular tasks.

To display the Job Management page:

1. Click System on the Edge Services Director banner.

2. Select Manage Jobs from the Tasks pane. The Job Management page appears.

3. To view the details of a job, select a row and click ShowDetails or double-click a row.

4. To cancel a scheduled job, select a job that is scheduled for a later time or a job that

is in progress and click Cancel.

The fields in the Job Management page are described in Table 20 on page 60. To view

any hidden column, keep the mouse on any column heading and select the down arrow

and then click Columns. Select the check box to display the hidden columns.

NOTE: Details of jobs initiated from Edge Services Director will be available
only from Edge Services Director. These jobs will not be listed in the Job
Management pane in Junos Space platform and vice-versa.

Table 74: JobManagement Page Fields

DescriptionField

The unique ID assigned to the jobJob ID

The name of the jobName
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Table 74: JobManagement Page Fields (continued)

DescriptionField

The percentage of completion of the jobPercent

The status of the job:

• Success—Job completed successfully

• Failure—Job failed and was terminated

• Job Scheduled—Job is scheduled but has not yet started

• In progress—Job is has started, but not completed

• Cancelled—Job is cancelled

State

The type of the jobJob Type

Summary of the job scheduled and executed with statusSummary

The time when the job is scheduled to startScheduled
Start Time

The actual time when the job startedActual Start
Time

The time when the job was completedEnd Time

The login ID of the user that initiated the taskUser

The recurrent time when the job will be restarted.Recurrence

Copyright © 2019, Juniper Networks, Inc.516

Edge Services Director User Guide



CHAPTER 26

Software Image Management

• Managing Software Images on page 517

• Deploying Software Images on page 520

• Managing Software Image Deployment Jobs on page 523

Managing Software Images

This topic describes how to manage software images for managed devices.

To start managing software images:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select ImageManagement >Manage Image Repository.

The Device Image Repository page opens in the main window. The table lists the

software images in the repository.

3. In the Tasks pane, select Device Configuration File Management >Manage Device

Configuration.

The Manage Device Configuration page opens in the main window. The table lists the

devices that have configuration files backed up software images in the repository.

This topic describes:

• Selecting Software Image Management Options on page 517

• Adding Software Images to the Repository on page 518

• Using the Device Image Upload Window on page 518

• Viewing Software Image Details on page 519

• Using the Device Image Summary Window on page 519

• Deleting Software Images on page 519

Selecting Software ImageManagement Options

From the Device Image Repository page, you can:
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• Add a software image to the repository by clicking Add.

• View details about a software image by selecting it and clicking Details.

• Delete software images from the repository by selecting them and clicking Delete.

Table 52 on page 354 describes the information provided in the Device Image Repository

table.

Table 75: Device Image Repository Table

DescriptionTable Column

Select to perform an action on the software image in that row.Check box

Software image name.Name

Software version.Version

Device series that uses the software image.Series

User who uploaded the software image.Uploaded By

Time when the software image was uploaded to the server.Created On

Size of the software image in megabytes.Size(MB)

Adding Software Images to the Repository

Software images are stored in a repository on the Edge Services Director server.

To add a software image to the repository:

1. Click Add.

The Device Image Upload window opens.

2. Use the Device Image Upload window to upload a device software image. See “Using

the Device Image Upload Window” on page 354 for a description of the window.

Using the Device Image UploadWindow

To use the Device Image Upload window to add a software image to the repository:

1. Click Browse and browse to the software image file.

2. Click Upload to add the file to the repository.
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Viewing Software Image Details

To view details about a software image:

1. Select the software image file in the table.

2. Click Details.

The Device Image Summary window opens. See “Using the Device Image Summary

Window” on page 355 for information about this window.

Using the Device Image SummaryWindow

Use the Device Image Summary window to view detailed information about a software

image. Table 53 on page 355 describes the fields in this window.

Table 76: Device Image SummaryWindow

DescriptionField

Software image filename.Name

Software version (release number).Version

Device series on which the software is supported.Series

Platforms on which the software is supported.Supported Platforms

User who uploaded the image to the server.Uploaded By

Date and time when the software image was uploaded.Created On

Size of the software image file, in megabytes.Size (MB)

Click to close the window.OK

Deleting Software Images

To delete software image files:

1. Select the check box in the rows of the software image files that you want to delete.

2. Click Delete.

Related
Documentation

Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335

•
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Deploying Software Images

This topic describes how to deploy software images to managed devices. You must

upload software images to the Edge Services Director server before you can deploy them

to devices. See Managing Software Images for more information.

To start deploying software images:

1. Click Deploy in the Edge Services Director banner.

2. Select a node in the View pane that contains the devices to which you want to deploy

software images.

3. In the Tasks pane, select ImageManagement > Deploy Images to Devices.

The Select Devices page of the Deploy Images to Devices wizard opens in the main

window.

This topic describes:

• Specifying Software Deployment Job Options on page 520

• Selecting Software Images To Deploy on page 521

• Selecting Options for Software Deployment on page 522

• Summary of Software Deployment on page 523

Specifying Software Deployment Job Options

To specify software deployment job options in the Select Devices page:

1. In the Job name field, enter a job name.

2. From the Device and deployment options list, select an option:

• SelectStagingonly(Download imagetothedevice) to download the software image

to the device but not install it.

• SelectUpgradeonly (Installpreviouslystaged imageondevice) to upgrade the device

to a software image that was previously staged on the device.

• Select Staging and Upgrade (Download and Install image on device) to download

the software image and install it on the device.

Devices are not automatically rebooted after upgrade to make the device begin running

the new software version. You can select the option to reboot the device automatically

after the upgrade in a later wizard page.

3. Click Next to continue to the next page.

The Select Images page opens. Select a software image as described in “Selecting

Software Images To Deploy” on page 357.
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Selecting Software Images To Deploy

The Select Images page includes a table listing each device group and device that you

selected for deployment. See Table 54 on page 357 for a description of the table columns.

If you selected the Upgrade only (Install previously staged image on device) option, only

devices that contain a previously staged software image appear in the table. You cannot

select a different image to install on these devices.

To select the software images to deploy, perform the following steps on the table row

for each device group or individual device that you want to upgrade:

1. In the Proposed Image Version/Profile column, click Select Image/Profile.

The Select Image/Profile list is displayed.

2. From the Select Image/Profile list, select a software image.

TIP: To clear this field, select Select Image/Profile from the list.

3. After you finish selecting software images, click Next to continue to the next page.

The Select Options page opens.

TIP: Apop-upmessage notifies you if you do not select a software image
for all the listed devices. This is just for your information. No actionwill be
taken on devices for which you do not select a software image. In effect,
this removes those devices from the job.

Select options for software deployment as described in “Selecting Options for Software

Deployment” on page 358.

Table 77: Select images for devices Table

DescriptionTable Column

Device family to which the device belongs. Devices are grouped by family. To display
the devices within a device family, click the arrow next to the device family name.

Device Family

Number of devices contained within a device family.Count

Device’s IP address.IP Address

Device’s name.Device Name

521Copyright © 2019, Juniper Networks, Inc.

Chapter 26: Software Image Management



Table 77: Select images for devices Table (continued)

DescriptionTable Column

Device’s state:

• UP—Edge Services Director can communicate with the device.

• DOWN—Edge Services Director cannot communicate with the device.

State

Software version the device is running.Running Image Version

Software version that will be installed on the device when the job runs successfully.Proposed Image Version/Profile

Selecting Options for Software Deployment

The options that you can configure in the Select Options page are described in

Table 55 on page 358. The options that are available depend on the job flow you chose

in the Select Images page.

After you finish selecting options, click Next to continue to the next page. The Summary

page opens. Review the job summary as described in “Summary of Software Deployment”

on page 359.

Table 78: ImageManagement Job Options

ActionOption

Select Options

All Device Types

Select to delete any existing software images on devices before downloading the new
software image.

Delete any existing image before
download

Select to reboot the device after the software image is installed. A reboot is required to
begin running the new software version on the device.

NOTE: This option may get disabled based on your details that you specify in the remaining
fields. This indicates that for the options that you specified, the system will automatically
reboot the device as per the requirement during or after the image upgrade.

Reboot device after successful
installation

Wired Devices

Select to validate the software package or bundle against the current configuration as a
prerequisite to adding the software package or bundle.

Check compatibility with current
configuration

Select if you want to perform a Nonstop software upgrade (NSSU) or Iin-service software
upgrade (ISSU).

ISSU enables you to upgrade between two different Junos OS releases with minimal
disruption on the control plane and with minimal disruption of traffic.

NSSU enables you to upgrade the software running on an MX Series router with redundant
Routing Engines or on most EX Series Virtual Chassis by using a single command and with
minimal disruption to network traffic

ISSU/NSSU
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Table 78: ImageManagement Job Options (continued)

ActionOption

Select to take an archive snapshot of the files currently used to run the switch and copy
them to an external USB storage device connected to the switch.

Archive data (Snapshot)

Select to copy the new Junos OS image into the alternate root partition. This ensures that
the resilient dual-root partitions feature operates correctly.

This option is available only if you select Reboot device after successful installation.

Copy to alternate slice

Select Schedule

Select Stage now to start staging software images to devices as soon as the job runs.

Select Stage later time to schedule the staging for a later time.

Stage now

Stage later time

If you selected Stage later time, enter the date and time for staging to start.Staging Schedule

Select Upgrade now to start upgrading software images on devices as soon as staging
finishes.

Select Upgrade later time to schedule the software upgrade for a later time.

Upgrade now

Upgrade later time

If you selected Upgrade later time, enter the date and time for upgrade to start.

If you scheduled staging, you must schedule the upgrade for at least 10 minutes after
staging, to ensure that staging completes before upgrade starts.

Deployment Schedule

Summary of Software Deployment

On the Summary page, review the selections you made for the job. To change selections,

click Edit in the area that you want to change. You can also click the boxes in the process

flowchart above the wizard page to navigate between pages. When you are done making

selections, click Finish on the Summary page to save the job, and run it if you configured

the job to run immediately.

Related
Documentation

Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335

•

Managing Software Image Deployment Jobs

This topic describes how to manage software image jobs. A software image job is created

each time you deploy software images to devices or schedule a software image

deployment. You can check the status of jobs, see job details, and cancel scheduled jobs.

To start managing software image jobs:

1. Click Deploy in the Edge Services Director banner.

2. In the Tasks pane, select ImageManagement > View Image Deployment Jobs.
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The Image Deployment Jobs page opens in the main window.

This topic describes:

• Selecting Software Image Management Options on page 524

• Viewing Software Image Job Details on page 525

• Using the Device Image Staging Window on page 525

• Canceling Software Image Jobs on page 526

Selecting Software ImageManagement Options

From the Image Deployment Jobs page, you can:

• Show deployment job details by selecting a job and clicking Show Details. See “Viewing

Software Image Job Details” on page 361 for more information.

• Cancel a pending job by selecting the job and clicking Cancel Job. See “Canceling

Software Image Jobs” on page 362 for more information.

Table 56 on page 360 describes the information provided in the of the Image Deployment

Jobs table.

Table 79: Image Deployment Jobs Table

DescriptionTable Column

An identifier assigned to the job.Job Id

Select to perform an action on the job in that row.Check box

Job name.Job Name

Percentage of the job that is complete.Percent

Job status. The possible states are:

• CANCELLED—The job was cancelled by a user.

• SCHEDULED—The job is scheduled but has not run yet.

• INPROGRESS—The job is running.

• SUCCESS—The job completed successfully. This state is applied if all of the devices in
the job completed successfully.

• FAILURE—The job failed. This state is applied if any of the devices in the job failed. But
some of the devices might have completed successfully. View the job details for the
status of each device.

Status

Job summary.Summary

Job’s scheduled start time.Scheduled Start Time

Time when the job started.Actual Start Time

Time when the job ended.End Time
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Table 79: Image Deployment Jobs Table (continued)

DescriptionTable Column

User who created the job.User

This field is not used for software image management jobs.Recurrence

Viewing Software Image Job Details

To view the details of a software image job:

1. Select the job in the table.

2. Click ShowDetails.

The Device Image Staging window opens. See “Using the Device Image Staging

Window” on page 361 for a description of the window.

Using the Device Image StagingWindow

Use the Device Image Staging window to view information about software image jobs.

Table 57 on page 361 describes this window.

Table 80: Device Image StagingWindowDescription

DescriptionField

Job name.Job Name

Job’s scheduled start time.Start Time

Time when the job ended.End Time

Percentage of the job that is complete.% Complete

Job status. The possible statuses are:

• CANCELLED—The job was cancelled by a user.

• SCHEDULED—The job is scheduled but has not run yet.

• INPROGRESS—The job is running.

• SUCCESS—The job completed successfully.

• FAILURE—The job failed.

Status

Host name of device.Host Name

Device status. The possible statuses are:

• INPROGRESS—The job is running.

• SUCCESS—The job completed successfully.

• FAILURE—The job failed.

Status
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Table 80: Device Image StagingWindowDescription (continued)

DescriptionField

Percentage of the job that is complete on the device.% Complete

Time when the job started on the device.Start Time

Time when the job ended on the device.End Time

Description of the job on the device. Can include error messages for failed devices.Description

Click to close the window.Close

Canceling Software Image Jobs

To cancel a software image job:

1. Select the job in the table.

2. Click Cancel.

Related
Documentation

• Understanding Deploy Mode in Gateway and Service Views of Edge Services Director

on page 335
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CHAPTER 27

Deploying Configurations to Devices

• Planning and Deployment of Service Templates Overview on page 527

• Viewing Deployment Plans on page 529

• Creating and Assigning a Deployment Plan to Devices on page 533

• Modifying the Association of SDG Details and Service Components for a Packet Filter

Policy on page 544

• Modifying the Association of SDG Details and Service Components for a Service Policy

Filter on page 547

Planning and Deployment of Service Templates Overview

The service planning functionality of Edge Services Director enables you to create service

templates and deploy the same service template configuration to multiple devices. As

a designer, when you create a service template, you can configure generic properties and

modify it to suit your network deployment needs, thereby enabling streamlined and

simplified administration of services (such as stateful firewall [SFW], carrier-grade NAT

[CGNAT], application delivery controller [ADC], and traffic load balancing [TLB]) on

service delivery gateways (SDGs) in your topology.

This topic contains the following sections that describe the sequence of operations

performed for planning and deploying service templates:

• Planning Workflow for Service Templates on page 527

• Deployment Workflow for Service Templates on page 528

PlanningWorkflow for Service Templates

The fundamental workflow of planning templates is derived from the existing devices

inventory and framework:

• The designer creates the service template by using the available inventory service

components and structure model.

• The designer can import the discovered service data while creating the service template

for the existing service data values of the device.

• While creating the service template, the designer can add or modify service parameter

values and restrict the access level for each service parameter for the operator. The
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designer can set the following access levels for each service parameters to operator

in the planning template:

• Read-only (The configuration parameter is read-only for operator as part of

provisioning.)

• Editable (The configuration parameter is editable as part of provisioning.)

• Mandatory (The configuration parameter is part of provisioning but operator must

provide the values.)

• Device-Specific (The configuration parameter value needs to be entered by the

operator for each device during deployment.)

The designer must publish the service templates to the operator to use in the creation

of deployment plans.

An operator can create the service deployment plan using the planning template so that

one deployment plan can be applied on multiple devices. This method of deploy reduces

the scope for human errors that can occur with the CLI interface.

DeploymentWorkflow for Service Templates

The following workflow is used the deployment process:

1. An operator uses only published planning templates to create deployment plans for

a single SDG dervice or multiple SDG devices.

2. The operator modifies or adds data in the allowed service specific parameters

according to the access permissions specified by the designer and associate the

deployment plan with a single SDG device or multiple SDG devices.

3. An operator publishes the deployment plans with the device association for the

designer to review and approve.

4. The administrator must approve the configuration changes for each device for each

service deployment plan.

5. The operator has a copy of the service planning template while creating the

deployment plan. After creating a deployment plan, there is no association between

the deployment plan and planning template. Changes made by the operator to the

deployment template are maintained in their own copy and are not reflected in the

original planning template and vice-versa.

6. The deployment plan is assigned to multiple devices and sent for approval. After a

deployment plan is associated with a device, the device contains its own copy of the

deployment plan . For example, if one deployment plan was created and associated

with four devices, you see four deployment plans separately on each device in the

service deployment plan. The operator can edit the deployment plan for each device

if needed.

The status of a deployment plan determines the kinds of tasks that a user can perform:
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• Add – Create a deployment plan; the status that immediately follows this status is the

Unpublish state.

• Update – Update a deployment plan.

• Delete – Delete a deployment plan. Only plans that are in the Unpublish state can be

deleted.

• Publish – Publish the deployment plan. In this state, the operator waits for an approval

from the designer before the plan can be deployed to a device.

• Unpublish – Unpublish the published deployment plan to make more changes.

• Approve – The administrator or designer approves the published deployment plan.

• Reject – The administrator or designer rejects the published deployment plan.

A deployment plan can obtain any one of the following status:

• Discovered – This is the default state for filter discovered and stored in the inventory.

• Unpublished – New, updated, and deleted filters are saved in draft or Unpublished

state initially.

• Published – After all the changes are done, the filter in draft status is ready for admin

or designer approval and is published.

• Rejected – An administrator or designer can reject the published filter to disapprove

updates.

• Approved – An administrator or designer can approve the published filter to concur

changes.

• Commissioned – An administrator or designer can commission filters to push to devices.

• Commission Failed – This state is assigned to a filter if commissioning of the filter fails.

Related
Documentation

Service Templates Overview on page 189•

Viewing Deployment Plans

A deploy plan contains details about the settings and configuration parameters that

must be propagated and provisioned on the SDGs managed by Edge Services Director.

A deploy plan is associated with a set of SDGs.

The Deployment Plans page displays all of the created deploy plans. You can perform

the following tasks on this page:

• Create a deploy plan.

• Modify or delete a previously specified deploy plan.

• Search deployment plans.

• Schedule a deployment plan to provision configuration settings on devices immediately

or for a future specified time. You can also select the option to cause the configuration
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set that is being propagated to devices to be rolled back if a failure occurs during the

deployment operation. You can return to the most recently configured successful

configuration on the device.

• Select the deploy plan for which you want to view the configuration settings contained

in the plan and view the CLI format of the configuration with the statement options

and hierarchy levels.

• Validate that the pending changes are compatible with the device’s configuration.

• Approve or reject a published deployment plan.

NOTE: For details on the different states through which a deployment plan
traverses, from the time of creation of a plan, see Planning and Deployment
of Service Templates Overview.

The Deployment Plans page is divided into two panes. The top half of the page displays

a bar chart. The service type is displayed on the y-axis and the number of plans

corresponding to each service type is displayed on the x-axis. Mouse over the different

segments of the bar chart to highlight and view the total number of deploy plans in each

state. Click any of the states in the color-coding legend box to remove that particular

deploy plan state from being displayed in the bar chart. The following color-coding legend

denotes the deployment plans in the different states:

• Light Orange—Denotes deploy plans that are newly created

• Teal—Denotes deploy plans for which validation of configuration is successful

• Red—Denotes deploy plans for which provisioning on devices failed

• Dark orange—Denotes deploy plans currently being provisioned on devices

• Dark blue—Denotes deploy plans scheduled for deployment at a future time

• Green—Denotes deploy plans that have been successfully propagated and applied on

devices

• Purple—Denotes deploy plans for which validation of the deployment plan failed

The lower half of the page displays information about the deployment plans that have

been previously created, the services to which they pertain, and the status of propagation

of configuration settings to the devices contained in the deploy plan.

To view the configured deployment plans:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.
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The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. SelectDeployService>ManageDeploymentPlans from the task pane. The Deployment

Plans page is displayed.

Figure 48: Deployment Plans Page

The following fields are displayed on the page:

DescriptionField

Unique identifier assigned by the system for a deployment plan.ID

Name of the user that created the deploy plan.Created By

Date and time at which the deploy plan was created.Created Time

Type of service for which the deployment plan is created.Service Type

Status of the deployment plan, such as approved, needing approval,
published, rejected, or unpublished.

Deploy Status

Information about the status of the deploy plan that you can use to modify
or take appropriate steps for ensuring successful deploy of configurations
to devices.

Status Message
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DescriptionField

Unique identifier of the transaction attached to the deploy plan. Click the
link in the transaction ID to open the Transactions page. A transaction is an
operation that is currently running as part of the transaction to propagate
configuration settings to devices. You can also view a list of all the
transactions associated with this deploy plan by clicking the All link.

The Transactions dialog box is displayed. A list of all of the transaction IDs,
their statuses, and information about each of the statuses is displayed. These
statuses denote whether a configuration change occurred on a device,
whether rollback of a configuration set has been performed, and whether
the provisioning of settings to a device succeeded or failed.

Transaction

5. Select the plan you want to modify and click the pencil icon above the table of

discovery profiles to modify the deploy plan. The Modify Deployment Plan window

appears. You can perform the same steps as the sequence of events that you perform

to create a deploy plan.

6. Select the plan you want to delete and click the Delete icon at the top of the table of

deploy plans that are listed. The selected deploy plan is removed from the list.

7. Select the plan for which you want to provision the configuration and click theProvision

Deployment Plan button. See the Scheduling Deployment of Services and Policies

section for details.

8. Select the plan for which you want to validate the configuration and click the Validate

Deployment Plan button. You can perform validation checks on the configuration

planned to be deployed to examine and correct any syntax errors or incompatible

settings. You can also validate without deploying the configuration.

Configuration changes are validated for each device both in Edge Services Director

and on the device. If any part of a configuration change for a device fails validation,

no configuration changes are deployed to the device. You can see the results of each

validation phase separately. Edge Services Director will not deploy configuration to

a device with a configuration that is out of sync (meaning that the device’s

configuration differs from Edge Services Director’s version of that device’s

configuration), or to a device that has uncommitted changes to its candidate

configuration. Deployment to such devices will fail.

The Configuration Validation window displays the results of the verification. The object

name lists the devices you selected for validation. Click the arrow next to a device to

expand it. If there are no errors or warnings, one item labeled No Validation warnings

appears. If the device has errors or warnings, they appear under the device. The device

contains a list of the profiles that caused errors or warnings. Expand a profile name

to see the of errors and warnings it caused.

The errors or warnings, if any, for the objects or components are displayed.
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9. Select the deploy plan for which you want to view the configuration settings contained

in the plan and click Preview Deployment Plan to display the CLI format of the

configuration with the statement options and hierarchy levels. Close the dialog box

after viewing the settings.

10. Select the deploy plan for which you want to modify the configuration settings

contained in the plan and click Modify. Deploy plans that are not based on templates

are not editable and a popup dialog box displays a message stating that only

template-based deploy plans can be modified.

11. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

Click the down arrow in the Actions menu and select Approve.

The state for selected plans is changed to Approved. The approved plan can be used

for commissioning it to devices.

12. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

Click the down arrow in the Actions menu and select Reject. The Reject Comments

dialog box appears.

Enter comments for rejecting the plan to enable the operator correct and modify the

plan. Click Reject in the dialog box.

The state for selected plans is changed to Rejected. If a plan is rejected, the operator

corrects the plan and sends the updated plan to the administrator for approval. After

approval, a plan cannot be modified.

Related
Documentation

Creating and Assigning a Deployment Plan to Devices on page 533•

• Transactions Overview on page 551

• Viewing Transactions on page 552

Creating and Assigning a Deployment Plan to Devices

You need to create a deployment plan for each of the service planning templates, such

as the ones defined for ADC or SFW services, and the policy or filter templates, such as

the packet filter or SFW policy, that you have created. A deploy plan contains details

about the settings and configuration parameters that must be propagated and provisioned

on the SDGs managed by Edge Services Director. A deploy plan is associated with a set

of SDGs. A deploy plan passes through the following steps in a workflow:
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1. The operator creates a deploy plan, assigns devices, and publishes it to make it

available for transmission and application on the devices. A plan is initially unpublished.

If you want to modify the deploy plan, it needs to be in unpublished state. The

administrator can view only published plans. The operator needs to publish any

unpublished plan.

2. The administrator can approve or reject a deploy plan. If a plan is rejected, the operator

corrects the plan and sends the updated plan to the administrator for approval. After

approval, a plan cannot be modified. If the plan is approved, it moved to the approved

state.

3. The administrator can reject to unpublish the deploy plan. Also, the administrator can

discard a plan, which causes the plan to be deleted from the database.

4. The operator or designer can transfer the configuration to the devices in a plan. If the

commissioning, which causes the configuration to be sent to the device, is successful,

the relevant settings are applied. Otherwise, the configuration push fails, and the plan

needs to be edited, published, approved, and commissioned again.

• Creating a Deployment Plan on page 534

• Publishing a Deploy Plan on page 537

• Viewing Deploy Plans and Policies on page 538

• Approving a Deploy Plan and Policies on page 539

• Unpublishing a Deploy Plan and Policies on page 540

• Deploying a Deploy Plan and Policies Immediately on page 540

• Scheduling Deployment of Services and Policies on page 541

• Rejecting a Deploy Plan and Policies on page 542

• Changing a Deploy Plan Action or Decommissioning a Deploy Plan on page 543

• Discarding a Deploy Plan and Policies on page 544

Creating a Deployment Plan

You must have previously defined service templates and policy or filter templates before

you can create a deployment plan.

To create a deployment plan and assigning devices to it:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

Copyright © 2019, Juniper Networks, Inc.534

Edge Services Director User Guide



3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. Select Deploy Service >Manage Deployment Plans in the task pane. The Create

Deployment Plan page appears.

Figure 49: Create Deployment Plan Page

5. Click the Add icon to begin the creation of a deployment plan

6. Instead of a user-specified name for the deploy plan, a unique deployment job ID is

assigned automatically by the Edge Services Director application. The deployment

creation process occurs through a wizard. The first step of the wizard is to select the

service type for which the deploy plan needs to be created.

Click the Select Service Template button. You need not click this button if you are

navigating to the Deployment Plans page for the first time or are traversing from

another page of the wizard to this page. You must click this button only if you are

viewing other pages of the wizard, such as modifying service template settings or are

assigning devices to the plan.

7. Do one of the following:

From the Service Type list, select the service template type for which you want to

assign devices and deploy. Type of the service, such as ADC, SFW, CGNAT, or TLB can

be selected.

After you select the service type, the lower pane of the page displays all of the

previously configured service templates for the particular service type.
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8. Select the check box next to the service template that you want to provision and apply

to an SDG or pair of SDGs.

9. Click Next to proceed to the second step of the wizard, which is to modify the service

template settings. Instead, you can also click the Service Basic Details button.

Alternatively, click Previous to return to the earlier step or page of the wizard. Click

Cancel to discard the deploy plan creation.

The service template components are displayed. You can add or update attributes

or elements of the service definition. For details about managing service templates,

see Creating and Managing an ADC Service Template, Creating and Managing a TLB

Service Template, Creating and Managing an SFW Service Template, and Creating and

Managing a NAT Service Template.

10. From the boxes that show the components of a service template, you can edit, delete,

or add elements to it. If you do not have permissions to update a template, the

corresponding icons are not shown.

11. Click Next to proceed to the third step of the wizard, which is to assign SDGs or SDG

pairs to the deployment plan. Instead, you can also click the Select Service Gateways

button. Alternatively, click Previous to return to the earlier step or page of the wizard.

Click Cancel to discard the deploy plan creation.

12. Select the check boxes next to the SDGs or SDG groups that you want to assign to

the plan. Based on your selection of a service or a policy template, the components

or attributes are shown for the corresponding device.

13. Click Next to proceed to the final step of the wizard, which is to modify the service

definition settings that are assigned to the devices you have selected for the

deployment plan to be provisioned.

The configuration details are displayed in property view and configuration view. The

property view is useful if you want a GUI, tree-based structure of display. In this view,

you can drill-down the tree and view data about each of the service attributes. Property

view is simple view of configuration as key value pair. The dynamic fields in form view

are defined using parameters. The configuration view is beneficial if you are familiar

with the CLI interface structure and want to view service attributes in the form of

configuration fstanzas and hierarchy levels.

14. From the boxes that show the components of a service template, you can edit, delete,

or add elements to it. If you do not have permissions to update a template, the

corresponding icons are not shown.

15. Click Finish in the Assign Deployment Plan page to save the plan. Otherwise, click

Cancel to discard the changes .Alternatively, click Previous to return to the earlier step

or page of the wizard.

Copyright © 2019, Juniper Networks, Inc.536

Edge Services Director User Guide



You are returned to the Deployment Plans page.

16. ClickValidateConfiguration in the Deployment Plans page to perform validation checks

on the configuration planned to be deployed to examine and correct any syntax errors

or incompatible settings. You can also validate without deploying the configuration.

Configuration changes are validated for each device both in Edge Services Director

and on the device. If any part of a configuration change for a device fails validation,

no configuration changes are deployed to the device. You can see the results of each

validation phase separately. Edge Services Director will not deploy configuration to

a device with a configuration that is out of sync (meaning that the device’s

configuration differs from Edge Services Director’s version of that device’s

configuration), or to a device that has uncommitted changes to its candidate

configuration. Deployment to such devices will fail.

The Configuration Validation window displays the results of the verification. The object

name lists the devices you selected for validation. Click the arrow next to a device to

expand it. If there are no errors or warnings, one item labeled No Validation warnings

appears. If the device has errors or warnings, they appear under the device. The device

contains a list of the profiles that caused errors or warnings. Expand a profile name

to see the of errors and warnings it caused.

The errors or warnings, if any, for the objects or components are displayed.

17. Select Reject or Approve from the Actions menu to reject the plan or to move the plan

to approved state and make it available for commissioning to the devices.

Publishing a Deploy Plan

To publish a deployment plan:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plan page appears
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You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

5. Click Edit to modify a deployment plan. Modify and save the plan in the Assign

Deployment Plan to Devices page.

6. ClickPublish at the bottom of the page to move the plan to published state and make

it available for commissioning to the devices.

Viewing Deploy Plans and Policies

To view the deployment plan and policies:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plans page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

5. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

The SDG/Feature column displays the deployment plans and policies, grouped by

the pair of SDGs or SDG groups, and devices to which the plans and policies are

assigned. The status of the plan, and progress of commissioning, if initiated, are also

shown.

6. Click the View link under the Configuration column to view the CLI format of the

settings.

Copyright © 2019, Juniper Networks, Inc.538

Edge Services Director User Guide



7. Click Actions to perform an appropriate action on the selected plans or policies.

8. You can search and filter the displayed items on the page

Approving a Deploy Plan and Policies

To approve a deployment plan and policies:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plans page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

5. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

6. Click the down arrow in the Actions menu and select Approve. The state for selected

plans is changed to Approved. The approved plan can be used for commissioning it

to devices.
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Unpublishing a Deploy Plan and Policies

To unpublish a deployment plan and policies:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. Select Deploy Service > Deployment Plans in the task pane. The Deployment Plans

page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

5. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

6. Click the down arrow in theActionsmenu and selectUnpublish. The state for selected

plans is changed to Unpublished. The operator can modify the plan and publish it

again to send it for approval.

Deploying a Deploy Plan and Policies Immediately

To deploy a deployment plan and policies immediately:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plans page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

5. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

6. Click the Provision button. The Provision Deployment Plan dialog box appears.

7. Click Provision to begin the commissioning of settings defined in the deploy plan to

the corresponding devices immediately.

The configuration deployment job runs. To view the status or results of the deployment

job, you can view the Approve and Provision columns of the Deployment Plans page.

8. Select the Rollback Deployment Configuration in case of failure check box to cause

the configuration set that is being propagated to devices to be rolled back if a failure

occurs during the deployment operation. You can return to the most recently configured

successful configuration on the device.

9. In the Deployment Plans page, the Deploy Status and Message columns are updated

indicating the progress of commission. The Approve Status and Deploy Action fields

denote the approval status and the action being performed on the deployment plan.

If the deploy is successful, the status denotes Commissioned. If the deploy fails, the

status changes to Commission Failed.

Scheduling Deployment of Services and Policies

To schedule configuration deployment to devices:

1. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plans page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.
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3. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

4. Click the Provision button. The Provision Deployment Plan dialog box appears.

5. Select the Rollback Deployment Configuration in case of failure check box to cause

the configuration set that is being propagated to devices to be rolled back if a failure

occurs during the deployment operation. You can return to the most recently configured

successful configuration on the device.

6. SelectScheduleata later time, and enter the start date and time for deployment. Click

Provision to accept changes and exit the window. Click Cancel to cancel changes and

exit the window.

The status changes to Commission Scheduled.

7. In the Deployment Plans page, the Deploy Status and Message columns are updated

indicating the progress of commission. The Approve Status and Deploy Action fields

denote the approval status and the action being performed on the deployment plan.

If the deploy is successful, the status denotes Commissioned. If the deploy fails, the

status changes to Commission Failed.

Rejecting a Deploy Plan and Policies

To reject a deployment plan and policies:

1. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plans page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

3. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.
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4. Click the down arrow in the Actions menu and select Reject. The Reject Comments

dialog box appears.

5. Enter comments for rejecting the plan to enable the operator correct and modify the

plan. Click Reject in the dialog box.

The state for selected plans is changed to Rejected. If a plan is rejected, the operator

corrects the plan and sends the updated plan to the administrator for approval. After

approval, a plan cannot be modified.

Changing a Deploy Plan Action or Decommissioning a Deploy Plan

To change a deployment plan action and policies for decommissioning or unprovisioning

it when a plan is no longer needed:

1. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plans page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

3. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

4. Click theChangebutton. You can modify the action to be performed on the deployment

plan, such as to not commission the settings on devices. However, you cannot change

the deploy plan action for plans created from the Service Edit workspace.

5. Enter comments for decommissioning the plan. Click OK in the dialog box.

In the Deployment Plans page, the Provision Status and Message columns are updated

indicating the progress of commission. If the deploy is successful, the status denotes

Commissioned. If the deploy fails, the status changes to Commission Failed.
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Discarding a Deploy Plan and Policies

To discard a deployment plan and policies:

1. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Deploy Service >Manage Deployment Plans in the task pane. The Deployment

Plans page appears.

You can search for a plan or policy by entering the search criteria in the search field

at the top of the page.

3. Select one or more published deploy plans or policies from the page. All the policies

and deploy plans that you previously created are displayed. The devices associated

with the policies and plans are also listed, categorized by the SDG pairs to which they

belong.

4. Click the down arrow in the Actions menu and select Discard.

The Discard Comments dialog box appears.

5. Enter comments for discarding the plan to enable the operator correct and modify

the plan. Click Discard in the dialog box.

The state for selected plans is changed to Discarded. If a service or policy template

is new, it is removed from the system. If a policy or service template has been updated

or deleted, you can restore it using the copy from the device.

Related
Documentation

Viewing Deployment Plans on page 529•

• Transactions Overview on page 551

• Viewing Transactions on page 552

Modifying the Association of SDGDetails and Service Components for a Packet Filter
Policy

From the Policy & Filters page, which displays all the previously configured packet filters,

you can modify the components or the parameter types that are associated with a

particular service filter. You must lock the packet filters for which you want to modify the

attached rule term components or attributes before you can update the settings. You

can also select a different SDG to which the packet filter must be applied.
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To modify the association of SDGs and the rule term component for a packet filter, such

as a stateless firewall filter:

1. From the View selector, select Service View. The workspaces that are applicable to

edge services are displayed.

2. Select All Network from the Service View pane. You can modify the association of

SDGs with service policies, only if you select the All Network label in the View pane.

If you expand the All Network tree and select an SDG group or an SDG in a redundancy

pair, you cannot modify the association of service policies and rules with SDGs in a

single-shot, one-step operation.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

5. Select Policy & Filters from the task pane.

The Services page is displayed.

6. Click the down arrow next to Policy & Filters to expand the tree in the task pane and

view the list of filter templates.

Select Packet Filter to open the Service Edit > Packet Filter page on the right pane.

Figure 50: Enhanced Edit Page for Packet Filters

The following fields are displayed on this page:

545Copyright © 2019, Juniper Networks, Inc.

Chapter 27: Deploying Configurations to Devices



Table 81: Service Edit > Packet Filter Page

DescriptionField

Name of the configured service template instanceInstance Name

Junos OS release number that represents a particular revision of the
software that runs on a Juniper Networks routing platform, for example,
Junos OS Release 8.5, 9.1, or 9.2. Each Junos OS release has certain new
features that complement the software processes that support Internet
routing protocols, control the device’s interfaces and the device chassis
itself, and allow device system management.

OS Version

Name of the SDG groupGroup Name

Hostname of the SDG with which the service instance is associated.Reference Host

Name of the deployment plan with which the service template is
attached.

Deployment Plans

7. From the Term Name drop-down list, select the rule term with which the packet filter

must be applied.

8. From the Host Name drop-down list, select the hostname of the SDG.

9. In the Select Common Components section, select the check boxes beside the service

modules or components, such as packet filters, SFW rules, or CGNAT rules, that are

displayed. The displayed components depend on the attributes that are previously

defined for that selected packet filter. For example, if the service policy is for stateful

firewall, SFW rules and SFW rule sets are shown. Select the check box beside Config

Category to select all the service components.

The modified association is saved.

You can use the Actions menu in the Service Template pages for packet filters to publish,

unpublish, export, and restore the defined polices or filters. For details, see Using the

Actions Menu in the Service Template Page.

Related
Documentation

Creating Service Gateway Groups on page 99•

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114
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Modifying theAssociationofSDGDetails andServiceComponents for aServicePolicy
Filter

From the Policy & Filters page, which displays all the previously configured service policy

filters, you can modify the components or the parameter types that are associated with

a particular service filter. You must lock the service policy filters for which you want to

modify the attached service components or attributes before you can update the settings.

You can also select a different SDG to which the service policy filter must be applied.

To modify the association of SDGs and service components for a service policy filter,

such as a stateful firewall service, or a carrier-grade NAT service policy:

1. From the View selector, select Service View. The workspaces that are applicable to

edge services are displayed.

2. Select All Network from the Service View pane. You can modify the association of

SDGs with service policies, only if you select the All Network label in the View pane.

If you expand the All Network tree and select an SDG group or an SDG in a redundancy

pair, you cannot modify the association of service policies and rules with SDGs in a

single-shot, one-step operation.

3. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

4. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

5. Select Policy & Filters from the task pane.

The Service Edit page is displayed.
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Figure 51: Enhanced Edit Page for Service Policy Rules

6. Click the plus sign (+) next to Policy & Filters to expand the tree in the task pane and

view the list of filter templates. Do one of the following:

• Select CGNAT to open the Service Edit > CGNAT page on the right pane.

• Select SFW to open the Service Edit > SFW page on the right pane.

The following fields are displayed on this page:

Table 82: Services – CGNAT and SFWPage

DescriptionField

Name of the configured service template instanceInstance Name

Junos OS release number that represents a particular revision of the
software that runs on a Juniper Networks routing platform, for
example, Junos OS Release 8.5, 9.1, or 9.2. Each Junos OS release has
certain new features that complement the software processes that
support Internet routing protocols, control the device’s interfaces and
the device chassis itself, and allow device system management.

OS Version

Name of the SDG groupGroup Name

Hostname of the SDG with which the service instance is associated.Reference Host

Name of the applications protocols created for the service template.Applications

Name of the application sets created for the service template.Application Sets

Name of the stateful firewall rules created for the service instance.SFW Rules

Name of the stateful firewall rule sets created for the service template.SFW Rule Sets

Name of the CGNAT pool created for the service template.NAT Pools
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Table 82: Services – CGNAT and SFWPage (continued)

DescriptionField

Name of the CGNAT rules created for the service instance.NAT Rules

Name of the CGNAT rule sets created for the service template.NAT Rule Sets

Name of the syslog created for the service template.Syslogs

Name of the deployment plan with which the service template is
attached.

Deployment Plans

7. From the Term Name drop-down list, select the rule term that must be assigned to

the service policy filter, such as CGNAT or stateful firewall service policies.

8. From the Host Name drop-down list, select the hostname of the SDG.

The modified association is saved.

You can use the Actions menu in the Service Template pages for CGNAT, SFW, and

packet filters to publish, unpublish, export, and restore the defined polices or filters. For

details, see Using the Actions Menu in the Service Template Page.

Related
Documentation

• Creating Service Gateway Groups on page 99

• Managing Service Gateway Groups on page 101

• Searching Unmanaged Devices on page 104

• Viewing the List of Discovered, Managed, and Unmanaged Devices on page 106

• Modifying Discovery Profiles on page 113

• Deleting Discovery Profiles on page 114
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CHAPTER 28

Viewing Transactions Associated with
Deployment Jobs

• Transactions Overview on page 551

• Viewing Transactions on page 552

Transactions Overview

A transaction refers to an operation or a task that is performed on the service definitions,

configuration parameters, and policy settings that are created for provisioning on the

devices or Service Delivery Gateways (SDGs). When you create a deployment plan to

define the services and policy filters that must be applied and propagated on the devices,

the administrator can approve or reject a deploy plan. For each approved deploy plan, a

transaction is automatically created by the Edge Services Director application.

A transaction contains a unique identifier that denotes each deployment plan associated

with it. Such an automated generation of a transaction for each deploy plan enables you

to track, monitor, and maintain a comprehensive record or log of events performed on

the devices. For example, if you approve a deploy plan and schedule it for transferring

configuration to a set of devices, you can use the Transactions page to view the history

of all of the deploy plans that were created for different devices. Also, if multiple deploy

plans for the same set of devices were created, the list of transactions provides a granular,

in-depth account of the operations.

This level of detail and analysis pattern is useful in diagnosis, debugging, and

administration of services and device settings. You can also view the configuration that

exists on the device before a deploy plan propagates and applies settings, the

configuration being transmitted using the deploy plan, and a differential set of the settings

that are present on the device and the settings being provisioned using the deploy plan.

All of the configuration is displayed in Junos OS XML API format.

The Junos OS command-line interface (CLI) and the Junos OS infrastructure communicate

using XML. When you issue an operational mode command in the CLI, the CLI converts

the command into XML format for processing. After processing, Junos OS returns the

output in the form of an XML document, which the CLI converts back into a readable

format for display. Remote client applications also use XML-based data encoding for

operational and configuration requests on devices running Junos OS. The Junos XML API

is an XML representation of Junos configuration statements and operational mode
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commands. It defines an XML equivalent for all statements in the Junos configuration

hierarchy and many of the commands that you issue in CLI operational mode. Each

operational mode command with a Junos XML counterpart maps to a request tag element

and, if necessary, a response tag element.

Multiple transactions are generated for a single deployment plan with different, unique

IDs for each transaction, when multiple devices are present in a single deployment plan.

With transactions created for each of the devices for which configuration is propagated

from Edge Services Director, you can quickly and easily view the status of the deployment

plan pertaining to the transaction for diagnosis and rectification of configuration errors

and discrepancies in the settings.

A configuration is stored as a hierarchy of configuration statements. In this mode, you

enter statements to configure all properties of the device, including interfaces, general

routing information, routing protocols, user access, and several system and hardware

properties. When you specify configuration parameters on a device, you are actually

viewing and changing a file called the candidate configuration. The candidate

configuration file enables you to make configuration changes without causing operational

changes to the current operating configuration, called the active configuration. The device

does not implement the changes you added to the candidate configuration file until you

commit them, which activates the configuration on the device. Candidate configurations

enable you to alter your configuration without causing potential damage to your current

network operations. Running configuration refers to the configuration file currently in

effect on the device. The running configuration file is labeled Version 0. Candidate

configuration signifies the new, not yet committed, configuration file that becomes the

running configuration.

A rollback configuration refers to the previously committed configuration. The

configuration set that is being propagated to devices to be rolled back if a failure occurs

during the deployment operation. You can return to the most recently configured

successful configuration on the device.

Related
Documentation

Viewing Deployment Plans on page 529•

• Creating and Assigning a Deployment Plan to Devices on page 533

• Viewing Transactions on page 552

Viewing Transactions

A transaction signifies the process or operation that is performed for the settings and

configuration definitions that are included to be provisioned on devices in a deployment

plan. A one-to-one mapping exists between the deployment plan and a transaction. A

unique identifier for each transaction for easy tracking and filtering is automatically

assigned by the Edge Services Director application. A transaction applies only for deploy

plans that are in the approved state because only approved plans can be scheduled for

provisioning configuration on devices.

The Transactions page displays all of the transactions generated by the system for

approved deploy plans. You can perform the following tasks on this page:
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• Delete a transaction, which causes the transaction to be removed from listing, but

does not delete the deployment plan associated with it.

• View the XML API format of configurations that exist on the device, that are to be

deployed on the device, or the change-set of configurations between the settings on

the device and the settings to be deployed.

• View a list of all transactions

To view the transactions:

1. From the View selector, select Gateway View or Service View. The workspaces that

are applicable to this view are displayed. In Gateway view, the devices in the entire

network are displayed, organized by the device types and the device models within

each device type. In Service View, the different types of services are displayed in the

View pane.

2. From the Junos Space user interface, click theDeploy icon on the Edge Services Director

banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

(+) beside the All Network item in the View pane to expand the tree and select the

device node you want.

4. Select Deploy Service > Transactions from the task pane. The Transactions page is

displayed.

Figure 52: Transactions Page

The page is divided into two panes. The top pane displays the transactions that have

been generated by the system for the different approved deployment plans. The

deployment job ID and services to be transmitted to the devices in each transaction
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or deploy plan are also displayed. The bottom pane displays extensive information

about a particular transaction, such as the devices to which the configuration is to be

provisioned and the exact configuration parameters in XML API form.

The following fields are displayed in the top pane of the page:

DescriptionField

Unique identifier assigned by the system for a transaction.Transaction ID

Unique identifier assigned by the system for a deployment plan.Job ID

The time, day, month, and year at which the deploy plan was created.
The timestamp is the UTC time in database that is mapped to the local
time zone of client computer.

Timestamp

Names of the deploy plans, which are of the DPnn naming format, that
are part of the job ID or transaction. The DP part of the name denotes
deployment plan andnnsignifies the number allotted to the deploy plan.

Deployment Plans

Names of the service instances that are to be deployed in the transaction.Service Instances

Current status of the deployment job that is used to provision
configuration on a device.

Status

Information about the status of the deploy plan that you can use to
modify or take appropriate steps for ensuring successful deploy of
configurations to devices.

Status Message

5. Select the check box next to the transaction for which you want to view detailed

information. The bottom pane displays the devices and configurations of each of the

devices for the selected transaction.

The following fields are displayed in the bottom pane of the page:

DescriptionField

Name of the service delivery gateway for which deployment of settings is being
performed using the particular transaction. The SDG name follows the SDG-nn
format, where SDG denotes that the device is a service delivery gateway and
nn represents the unique number of the SDG that is automatically generated
to differentiate each SDG in a transaction.

Service
Gateway

Host names of the devices in an SDG high availability pair or the standalone
SDG device.

Host

Click the View link to open the dialog box that displays the XML form of
configuration parameters and statements that are currently running on the
device. Click Close after you complete viewing the settings.

Previous Config

Click the View link to open the dialog box that displays the XML form of
configuration parameters and statements that are to be deployed to the device.
Click Close after you complete viewing the settings.

Modified Config
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DescriptionField

Click the View link to open the dialog box that displays the XML form of the
previously committed (rollback) configuration parameters and statements on
a device. You can revert to the last known good state before the most recent
configuration change that was performed on a device. Click Close after you
complete viewing the settings.

Rollback Config

The operation that is currently running as part of the transaction to propagate
configuration settings to devices. You can also view a list of all the events or
tasks that were performed using this transaction by clicking the All link.

The Transactions Steps dialog box is displayed. A list of all of the tasks, their
statuses, and information about each of the statuses is displayed. Tasks indicate
whether the configuration is prepared, the currently active configuration
parameters on a device have bene retrieved, differential set of the configuration
settings that need to be deployed, and the propagation of the configuration
attributes.

Latest Task

Current status of the transaction related to a deploy job that is used to provision
configuration on a device.

Status

Information about the status of the transaction that you can use to modify or
take appropriate steps for ensuring successful deploy of configurations to
devices.

Status
Message

Related
Documentation

• Viewing Deployment Plans on page 529

• Creating and Assigning a Deployment Plan to Devices on page 533

• Transactions Overview on page 551
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PART 8

Monitor Mode

• About Monitor Mode on page 559

• Using Fault Management Monitors on page 561

• Using Performance Management Utilities on page 571

• General Monitoring on page 577
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CHAPTER 29

About Monitor Mode

• Understanding Monitor Mode in Edge Services Director on page 559

UnderstandingMonitor Mode in Edge Services Director

Monitor mode in Edge Services Director provides you visibility into your network status

and performance. Edge Services Director monitors its managed devices and maintains

the information it collects from the devices in a database. Monitor mode displays this

information in easy-to-understand graphs and in tables that you can sort and filter,

allowing you to quickly visualize the state of your network, spot trends developing over

time, and find important details.

This topic describes:

• General Monitoring on page 559

• Packet Analyzer on page 560

• Fault Management on page 560

• Performance Management on page 560

General Monitoring

The main purpose and benefit of monitoring functionalities is to allow the operators to

quickly monitor the health (working condition), operating efficiency, traffic-handling

capacity, and performance status of the managed SDGs and configured services such

as ADC, TLB, CGNAT and SFW. The SDG monitoring mechansim is an extensive and

ingrained tool; it allows the operator to understand the network health and status by

drilling down to all the components of SDG. The SDG status is marked as Green, Red,

Orange or Gray, based on the health, availability, performance and other important KPI

indicators. Red denotes an emergency condition, which is a system panic or other

conditions that cause the routing platform to stop functioning. It also indicates that the

device is offline or turned down. Orange denotes an alert, which can be conditions that

must be corrected immediately, such as a corrupted system database. Green indicates

a notice, which signifies conditions that are not error conditions but are of interest or

might warrant special handling. It can also include a severity level equivalent to

informational or debugging messages. Gray signifies an unknown or an unconnected

device that is out of synchronization.
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Packet Analyzer

Packet capture is a tool that helps you to analyze network traffic and troubleshoot

network problems. The packet capture tool captures real-time data packets traveling

over the network for monitoring and logging. This tool is a debugging and analysis utility

that you can use to identify the problematic area in a session path. A set of counters are

displayed for both forward and reverse flow for all the supported services on SDG devices.

Using these statistical details and values, you can obtain adequate and useful estimates

regarding the total bytes count for each service in every hop and quickly, easily locate

the hop where there can be a possible packet drop.

Fault Management

The fault management capability in Edge Services Director shows you information about

the health of your network and changing conditions of your equipment. Use this diagnosis

and detection mechanism to find problems with equipment, pinpoint security attacks,

or to analyze trends and categories of errors. This feature includes the fault-monitoring

details in the dashboard, monitoring pages, and also in a dedicated page that displays

the alarms, events, and system logging messages that are generated. These charts and

messages provide essential and cohesive information about system conditions, any

discrepancies and malfunctioning, and protocols or components that need to be examined

and debugged for better efficiency and working capacity.

PerformanceManagement

It is important to identify and define the performance manager KPIs that can help the

operator to measure the performance and the operational status of the services running

in the SDG network. Apart from services, the operator might also interested in KPIs for

the different chassis options, which are enabling the service execution in the SDG network.

Different metrics such as real service instance KPIs and HA Network KPIs are collected.

Such a collection cause the PM data collector and PM data aggregator to operate

effectively. The following are the different sets of KPIs supported.

Related
Documentation

• Alarm Severities and States Overview on page 51

• Events and Alarms Overview
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CHAPTER 30

Using Fault Management Monitors

• Understanding Fault Management on page 561

• Viewing the Fault Management Details on page 562

Understanding Fault Management

The fault management capability in Edge Services Director shows you information about

the health of your network and changing conditions of your equipment. Use this diagnosis

and detection mechanism to find problems with equipment, pinpoint security attacks,

or to analyze trends and categories of errors. This feature includes the fault-monitoring

details in the dashboard, monitoring pages, and also in a dedicated page that displays

the alarms, events, and system logging messages that are generated. These charts and

messages provide essential and cohesive information about system conditions, any

discrepancies and malfunctioning, and protocols or components that need to be examined

and debugged for better efficiency and working capacity.

You can assess the performance of your network, not only at a point in time, but also

over a period of time. This feature enables you to determine trending and diverse other

things; for example, whether Service Level Agreements (SLAs) have been violated.

The fault management data includes SNMP traps and syslogs received from SDGs. Junos

Space platform is integrated with OpenNMS, which is a network management application

platform that provides solutions for enterprises and carriers, to receive SNMP Traps.

Edge Services Director uses OpenNMS for SNMP trap collection and correlation.

A syslog collection mechanism, which is not available in Junos Space platform, is

implemented in Edge Services Director. SNMP traps are used primarily for fault

management. When the same fault information is available as both an SNMP trap and

a syslog, SNMP trap takes priority.

Open NMS receives the following types of SNMP traps

• MX device-level traps

• Service level traps (ADC, TLB, SFW, CG-NAT)

• HA-related SDG traps

Edge Services Director maintains a set of defined SNMP traps that are processed and

converted as alarms by using Open NMS infrastructure. The required configuration for
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trap correlation (to automatically clear an existing alarms) is performed by the Open

NMS infrastructure. The alarms and events details are stored in Open NMS database

(postgres database) and transmitted to the Edge Services Director user interface.

Related
Documentation

Alarm Severities and States Overview on page 51•

• Events and Alarms Overview

• Understanding Monitor Mode in Edge Services Director on page 559

Viewing the Fault Management Details

Use the Fault Management page monitor to sort alarms, view an alarm in depth, and to

assign a disposition to an alarm.

By clicking the FaultManagement option in the task pane, you can access the alarms and

syslog details as four separate graphs (alarms by Severity, Service, or State, and syslogs

by severity are shown). Four quadrants are displayed on this page.

You can click on any one of the four graphs to launch the corresponding page that displays

alarm, event, or syslog information. For example, while clicking on Active (green), you

are navigated to alarm screen that shows only active alarms. The color-coding legend

appears at the top of the window.

There are two categories of alarms: acknowledged and outstanding. Acknowledging an

alarm indicates that you have taken responsibility for addressing the corresponding

network or systems-related issue. Any alarm that has not been acknowledged is

considered outstanding and is therefore visible to all users on the Alarms page, which

displays outstanding alarms by default. If an alarm has been acknowledged in error, you

can find the alarm and unacknowledge it, making it available for someone else to

acknowledge.

When you acknowledge, clear, escalate, or unacknowledge an alarm, this information is

displayed in the alarm’s detailed view. You can click the alarm ID to view fields such as

Acknowledged By, Acknowledgement Type, and Time Acknowledge. These fields display

details such as who acknowledged, cleared, escalated, or unacknowledged the alarm;

the acknowledgement type (acknowledge, clear, escalate, or unacknowledge); and the

date and time the action was performed on the alarm.

• Viewing Charts of Alarms and Syslogs on page 563

• Viewing Alarms, Events, and Syslogs on page 563

• Changing the Alarm State on page 566

• Searching Alarms on page 566

• Searching Events on page 567

• Searching System Log Messages on page 568

• Acknowledging Alarms on page 568

• Clearing Alarms on page 569
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• Escalating Alarms on page 569

• Unacknowledging Alarms on page 570

Viewing Charts of Alarms and Syslogs

To view the charts of alarms and syslogs:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. SelectFaultManagement from the task pane. The Fault Management page is displayed

with the Alarms, Events, and Syslogs tabs.

3. The page displays the alarms by severity, alarms by state, and syslogs by severity pie

charts,, and the alarms by service bar chart. Click on any of the charts to navigate to

the corresponding page with the appropriate filters configured. For example, if you

click the green segment of the pie chart for alarms, the active alarms are sorted and

displayed in the Alarms tab of the Faults page.

When you click on theAlarmsbySeverity graph, you are navigated to the Faults screen

with following filter criteria:

• SDGs: All

• Severity: The clicked severity (Critical, Major, Minor, Info)

When you click on Alarms by State graph, you are navigated to the Faults screen with

following filter criteria:

• SDGs: All

• Status: The clicked status (Active, Acknowledged, Re-assign )

When you click on the Alarmsby service graph , you are navigated to the Faults screen

with following filter criteria:

• SDGs: All

• Service: Clicked service

Viewing Alarms, Events, and Syslogs

You can view alarms, events, and system logging messages that are triggered for various

services and system conditions of SDGs. Junos OS generates system log messages (also

called syslog messages) to record events that occur on the device for routine operations,

failure and error conditions, and critical conditions that might require urgent resolution.

Each system log message identifies the Junos OS process that generated the message

and briefly describes the operation or error that occurred. Use the topics on this page to

configure basic system log capabilities.

You can locate a specific alarm, research the events causing the alarm, and to assign a

disposition to the alarm.
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To view alarms, events, and syslogs:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Fault Management > Faults from the task pane. The Faults page is displayed

with the Alarms, Events, and Syslogs tabs.

By default, the All Service Gateways option is selected in the task pane. You can select

a particular SDG or SDG pair to view alarms and syslogs for that specified device.

When ‘All Service Gateways’ is selected the data displayed in right pane will be for all

the SDGs in the system. When an individual SDG is selected, the data displayed in the

right pane will be for the selected SDG. In both cases, the view of data is either at a

network level (all SDGs) or for an individual SDG.

The following fields are displayed in the Alarms tab:

Table 83: Alarms Tab Fields

ValueField

Indicates if the alarm has been acknowledged. Select this check box and chooseAcknowledge,
Clear, or Escalate from the Actions drop-down list above the table to change the state of an
alarm. Click the Go button to change the alarm state.

Acknowledged

A system and sequentially-generated identification number.ID

The severity of the alarm. Severity levels are:

• Critical—A critical condition exists; immediate action is necessary.

• Major—A major error has occurred; escalate or notify as necessary.

• Minor—A minor error has occurred; notify or monitor the condition.

• Info—An informational message; no action is necessary.

Severity

Host name of the device or node that generated the alarm.Node

Number of alarms of a particular severity for a specific log.Count

Time and date at which the last event occurred.Last Event Time

System logging message that indicates the event generated and its category or application.Log Message

The following fields are displayed in the Events tab:

Table 84: Events Tab Fields

ValueField

A system and sequentially-generated identification number.ID
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Table 84: Events Tab Fields (continued)

ValueField

The severity of the alarm. Severity levels are:

• Critical—A critical condition exists; immediate action is necessary.

• Major—A major error has occurred; escalate or notify as necessary.

• Minor—A minor error has occurred; notify or monitor the condition.

• Info—An informational message; no action is necessary.

Severity

Host name of the device or node that generated the alarm.Node

IP address of the interface that triggered the event.Interface

Time and date at which the last alarm event occurred.Last Event Time

System logging message that indicates the event generated and its category or application.Log Message

The following fields are displayed in the Syslogs tab:

Table 85: Syslogs Tab Fields

ValueField

Date and time at which the system event logging message was recorded.Time Stamp

IP address of the node or SDG that recorded the system log.Device IP

The severity of the system log: Severity levels are:

any—Includes all severity levels

none—Disables logging of the associated facility to a destination

emergency—System panic or other condition that causes the router to stop functioning

alert—Conditions that require immediate correction, such as a corrupted system database

critical—Critical conditions, such as hard errors

error—Error conditions that generally have less serious consequences than errors at the
emergency, alert, and critical levels

warning—Conditions that warrant monitoring

notice—Conditions that are not errors but might warrant special handling

info—Events or nonerror conditions of interest

Severity
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Table 85: Syslogs Tab Fields (continued)

ValueField

Name of the component or module on the device that generated the log.

any—All (messages from all facilities)

authorization—Authentication and authorization attempts

change-log—Changes to the Junos OS configuration

conflict-log—Specified configuration is invalid on the router type daemon—Actions performed
or errors encountered by system processes

dfc—Events related to dynamic flow capture

firewall—Packet filtering actions performed by a firewall filter

ftp—Actions performed or errors encountered by the FTP process

interactive-commands—Commands issued at the Junos OS command-line interface (CLI)
prompt or by a client application such as a Junos XML protocol or NETCONF XML client

kernel—Actions performed or errors encountered by the Junos OS kernel

pfe—Actions performed or errors encountered by the Packet Forwarding Engine

user—Actions performed or errors encountered by user-space processes

Facility Code

Name of the service that triggered the log.Service

System logging message that indicates the event generated and its category or application.Log Message

Changing the Alarm State

When an alarm is first reported, it is considered an active alarm. To change the alarm

state, to assign the alarm to a person, or simply to record notes about the alarm, use the

options from the Actions drop-down list in the Alarms tab of the Faults page. These

options are:

• Acknowledge—Use this button to acknowledge or record that the alarm is known and

is being addressed.

• Clear—Use this button to clear or remove the alarm. The clear state says that the issue

sending the alarm has been resolved and no long requires attention.

• Escalate—Use this button to increase the priority and criticality of the alarm for

resolution.

• Assign—Use this button to assign active or acknowledged alarms to staff.

Searching Alarms

You can filter alarms based on certain parameters, such as severity or state, to quickly

identify and analyze only the alarms that are of importance or relevance. The color-coding

legend appears at the top of the window. Click the color legend to display a table in a
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separate window showing the full explanations and color coding for the degrees of

severity.

To search and filter alarms:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Fault Management > Faults from the task pane. The Faults page is displayed

with the Alarms, Events, and Syslogs tabs.

By default, the All Service Gateways option is selected in the task pane. You can select

a particular SDG or SDG pair to view alarms and syslogs for that specified device.

When ‘All Service Gateways’ is selected the data displayed in right pane will be for all

the SDGs in the system. When an individual SDG is selected, the data displayed in the

right pane will be for the selected SDG. In both cases, the view of data is either at a

network level (all SDGs) or for an individual SDG.

3. Sort the alarms based on the following parameters from the drop-down lists:

• Severity

• State

• Service

• Time (You can choose only time spans ending now, for example, Last 12 hours.)

4. Click Search to filter the alarms and display the alarms based on the search criteria.

Searching Events

You can filter events based on certain parameters, such as severity or time, to quickly

identify and analyze only the events that are of importance or relevance. The color-coding

legend appears at the top of the window. Click the color legend to display a table in a

separate window showing the full explanations and color coding for the degrees of

severity.

To search and filter alarms:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Fault Management > Faults from the task pane. The Faults page is displayed

with the Alarms, Events, and Syslogs tabs.

3. Select the Events tab.

4. Sort the events based on the following parameters from the drop-down lists:
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• Event Text

• Service

• Time (You can choose only time spans ending now, for example, Last 12 hours.)

5. Click Search to filter the events and display the events based on the search criteria.

Searching System LogMessages

You can filter system logs based on certain parameters, such as facility or severity, to

quickly identify and analyze only the logs that are of importance or relevance. The

color-coding legend appears at the top of the window. Click the color legend to display

a table in a separate window showing the full explanations and color coding for the

degrees of severity.

To search and filter logs:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Fault Management > Faults from the task pane. The Faults page is displayed

with the Alarms, Events, and Syslogs tabs.

3. Select the Syslogs tab.

4. Sort the logs based on the following parameters from the drop-down lists:

• Severity

• Time From (Start time in the 24-hour time format of generation of logs)

• Time To (End time in the 24-hour time format of generation of logs)

• Service

• Facility

5. Click Search to filter the logs based on the search criteria.

Acknowledging Alarms

To acknowledge an alarm:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Fault Management > Faults from the task pane. The Faults page is displayed

with the Alarms, Events, and Syslogs tabs.

3. Select the Alarms tab.
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4. Select the alarm’sAck check box. To select all alarms, at the bottom of the page, click

Select All.

5. At the top of the page, select Acknowledge from the Actions drop-down list, and click

Go.

The alarm is removed from the default view of all users.

Clearing Alarms

To clear an alarm:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Fault Management > Faults from the task pane. The Faults page is displayed

with the Alarms, Events, and Syslogs tabs.

3. Select the Alarms tab.

4. Select the alarm’sAck check box. To select all alarms, at the bottom of the page, click

Select All.

5. At the top of the page, select Clear from the Actions drop-down list, and click Go.

The alarm is removed from the default view of all users.

Escalating Alarms

To escalate an alarm:

1. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

2. Select Fault Management > Faults from the task pane. The Faults page is displayed

with the Alarms, Events, and Syslogs tabs.

3. Select the Alarms tab.

4. Select the alarm’sAck check box. To select all alarms, at the bottom of the page, click

Select All.

5. At the top of the page, select Escalate from the Actions drop-down list, and click Go.

The alarm is escalated by one level.
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6. Select the alarm’sAck check box. To select all alarms, at the bottom of the page, click

Select All.

7. At the bottom of the page, select Escalate Alarms from the list on the left, and click

Go. The alarm is escalated by one level.

Unacknowledging Alarms

To unacknowledge an alarm:

1. Display the list of acknowledged alarms by toggling the Search constraint box so that

it shows Alarm is acknowledged.

2. Select the Ack check box of the alarm you acknowledged in error. To select all alarms,

at the bottom of the page, click Select All.

3. Select the alarm’sAck check box. To select all alarms, at the bottom of the page, click

Select All.

4. At the top of the page, select Unacknolwedge from the Actions drop-down list, and

click Go.

The alarm appears again in the default view of All Alarms.

Related
Documentation

• Alarm Severities and States Overview on page 51

• Events and Alarms Overview

• Understanding Monitor Mode in Edge Services Director on page 559
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CHAPTER 31

Using PerformanceManagement Utilities

• Performance Management on page 571

PerformanceManagement

An important aspect of any network management system is to monitor, control and plan

the network infrastructure. As the operator network increases in size, heterogeneity and

complexity, effective management and planning for such network becomes more

important. The main challenges in this area include:

• Identifying the data to be collected

• Measurement strategy or Interpreting the collected data

• Publishing the Threshold events in networks

• Presenting the data, which helps in analyzing the networks performance

• The Need and Benefits of Performance Manager on page 571

• Performance Manager View After a Context-Switch from the Monitoring

Page on page 576

The Need and Benefits of PerformanceManager

Before understanding the Performance Manager capabilities and benefits, an operator’s

expectation from any performance manager tool might be the following:

• An operator looks towards the performance manager as a source that can provide a

holistic insight of the network performance.

• The operator views the performance manager for data that capture the essential

network data for planning, optimization and operation.

• Data that can enable to ensure a high-quality network all the time.

• A tool that can identify the performance degradations proactively.

Edge Services Director uses the Juniper Networks Device Management Interface (DMI)

to directly connect to and discover devices. DMI is an extension to the NETCONF network

management protocol. Performance Manager is designed to address the aforementioned

requirements.
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The PM functionality takes care of the following aspects:

The types of features that Performance Manager presents to the operator to enable the

operator to ensure service availability, verify or monitor individual services and the service

network performance.

The mechanism and manner that Performance Manager uses to collect the different

metrics and interpret them to achieve the functionalities.

The following table describes the operator expectations and the corresponding features

or screens available in Edge Services Director:

Available FeatureOperator Expectation

Operator can view the near real time health and performance of its SDG Network

Operator can Monitor health and performance of individual Services/Service Instances

Operator can Monitor health and performance of individual Chassis parameters (for example,
packet path through interface and port

Ensure high quality network

� Operator can define event threshold on different Metric’s, which generates alarms when a
threshold limit is breached

Analysis of trend or historical performance for a SDG or its logical and physical components
when the real time data is showing some fault or performance degradation

View the historical or trend performance for individual Service Instance

Compare service instance performance

Maximize the utilization of
network investments

View the historical or the trend performance for individual hardware components such as
traffic following through interface and port

Analysis of Faults and Syslog for historical time period where some performance degradation
is observed

Generate consolidate PM KPI reports periodically for different services and Chassis components
for easy information sharing across an operator’s organization

Improve the efficiency of
operations

TypeofDataCollected It is important to identify and define the performance manager KPIs that can help the

operator to measure the performance and the operational status of the services running

in theirSDG network. Apart from services, the operator might also interested in KPIs for

the different chassis options, which are enabling the service execution in the SDG network.

Different metrics such as real service instance KPIs and HA Network KPIs are collected.

Such a collection cause the PM data collector and PM data aggregator to operate

effectively. The following are the different sets of KPIs supported.

• SNMPv3 with MD5 and SHA authentication and DES, 3DES, AES 128, AES 192, and AES

256 privacy.

• Pluggable Message Processing Models with implementations for MPv1, MPv2c, and

MPv3.

• Pluggable transport mappings. UDP, TCP, and TLS are supported out-of-the-box.
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• Synchronous and asynchronous requests.

• Logging based on Log4J

• Row-based efficient asynchronous table retrieval with GETBULK.

• Multi-threading support.

• Retrieval of scalar counters with GET requests.

Service Instance KPIs—These KPIs are collected at a service instance level such as adc

instance, tlb instances. Some KPIs from this list provide the near real time performance

of the service instance. The following are the KPIs for different services supported:

ADC KPIs SNMP/DMI
VIP Status  SNMP 
Real Server Status  SNMP 
Connection-table count SNMP 
CPU status for ADC Control for last 64 seconds SNMP and DMI 
CPU status for ADC Data cores [21]for last 64 seconds/NPU SNMP and DMI 
CPU status for each ADC Data cores for last 64 seconds/NPU SNMP and DMI 
Allocation Failures per NPU SNMP 
Allocation Failures per DP SNMP 
ADC ms interface status SNMP 
ADC Egress Interface SNMP 
TLB KPI
TLB Routing Instance Composite next hop Index status SNMP 
Real Server Status  SNMP 
Net-monitored & overall CPU utilization of TLB PIC SNMP and DMI 
TLB ms interface status SNMP 
TLB Egress Interface SNMP 
CGNAT KPI
CPU status SNMP and DMI 
Packet drop status [delta for  every 3 polling] SNMP 
Memory status SNMP 
NAT pool status [ Utilization = Ports in use*100/Total configured ports] SNMP 
Port Blocks in use If configured SNMP 
CGNAT service pic status SNMP 
CGNAT - Stateful sync CPU Utilization SNMP 
Statefull Firewall KPI
CPU status SNMP and DMI 
Packet drop status [delta for  every 3 polling] SNMP 
Memory status SNMP and DMI 
SFW service pic status SNMP 

Chassis KPIs—These KPIs are collected for all the interfaces, ports and other physical

components which are used by the SDG service instances to perform their task such as

ingress egress on a service pic, inPacket and outPacket on AE interface. Some of the KPIs

are defined to provide the near real time performance for the physical component.

HANetwork KPIs—These KPIs are applicable only when the SDG setup is a HA

deployment. These KPIs are the indicators of the HA deployments performance and

health. Some of the KPIs provide the near real-time performance of the HA setup (the

573Copyright © 2019, Juniper Networks, Inc.

Chapter 31: Using Performance Management Utilities



master and the backup SDG). The following are the KPIs identified for Master and Backup

SDGs:

HA Master
SDG status SNMP and DMI  
BGP advertising AS path information for GI-PVT  SNMP
VRRP status SNMP
CGNAT Stateful sync status SNMP
CGNAT default route Route status in GI-PVT SNMP
ADC VIP route status in radware routing instance route table SNMP
TLB routing instance default Route status SNMP
HA Backup
SDG status SNMP and DMI
BGP advertising AS path information for GI-PVT SNMP
VRRP status SNMP & DMI
CGNAT Stateful flows HA status SNMP
CGNAT default route Route status in GI-PVT SNMP
ADC VIP route status in radware routing instance route table SNMP
TLB routing instance default Route status SNMP

KPI Threshold Definition—An operator can configure on which KPIs the thresholding to

be enabled. Using the Monitoring Profile, one can associate the thresholding KPIs to any

in the network. Monitoring Profile is a predefined list of KPIs and threshold value for each

KPI. SDG NM Fault Manager,which is an Open NMS solution integrated with Junos Space

defines different UEI (Unique Event Identifiers). These UEIs are correlated by PM to the

existing list of KPIs for which threshold definition exists. When there is any breach for any

of these threshold KPIs, SDG NM Performance Manager will send an event trap to the

Open NMS FM system.

Throughput KPIs—The KPIS that measure the throughput for any service instance (that

is. ADC, CGNAT, SFW and TLB) running on the SDG are as follows:

TLB- throughput on the IRB link where firewall filter exists
ADC- associated ms interface throughput
CGNAT- Ingress Egress on the associated sp interface
SFW- Ingress Egress on the associated sp interface

Method of Collection
of Data

The core capability of a PM system is to develop a robust and scalable collection

mechanism. The performance manager tool supports a multiprotocol data collection

using DMI and SNMP. The DMI capabilities are extended from the Junos Space Platform

and the SNMP Collector is a proprietary implementation. The current collection support

in Performance Manager is as follows:

• DMI based collection: SDG network deployed on Juniper’s MX series router supports

management interaction over a proprietary communication channel called DMI (Device

Management Interface). This is an implementation of netconf protocol (RFC 6241).

Edge Services Director uses the DMI capabilities from Junos Space Network Application

platform and adopts an XML remote procedure call (RPC) collection mechanism. The

following are the characteristics of this collector:

Data collection for KPIs marked above for real time monitoring
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DMI is an xml rpc based communication which allows the Management Application

to run the CLI commands and get a near real time performance data.

DMI based collection would be supported only for the features where the operator is

presented with near real time data i.e. Monitor SDG and Monitor SDG Service UI. 4.

SDG NM also has a SNMP based collection available for these KPIs. Thus the data

collected over the DMI channel would not be persisted as the trends for these KPIs

can be read from the SNMP collected data store.

• SNMP based Collection: Performance manager provides a data collection for the entire

SDG PM counter over SNMP. The reason for not extending DMI data collection or for

implementing our proprietary SNMP collector are:

DMI channel is an SSH channel over which the two host communicate via rpc xml. This

can be leveraged for collecting only a small number of counters. When the number of

SDG devices in network increase, using an SSH chanel is a time-consuming operation.

Build RPC XML messages and parse the reply for a large number of counters on a big

network is processor-intensive that degrades the overall the data collection and

representation, thereby affecting the real time aspect of monitoring the performance.

Junos Space does not support the SNMP based collection for the Utility MIB object

IDs.

Performance Manager provides an SNMP based collection, offering the following

advantages to SDG NM:

Method of
Measurement of Data

The PM counters polled over SDG NM SNMP collector are aggregated and presented to

the operator. For PM, all the counters are polled by the SDG NM SNMP collector. Data

for PM is not sent to the SDG NM by the device. The following are the details on how the

data collected by SDG NM SNMP collector is stored across in SDG NM.

Dashboard andMonitoring View

Few of the counters are required to display the daily performance trend of the SDG and

SDG Network in the Dashboard and Monitoring View. These counters are stored in the

JunosSpace MySQL database. The retrieval from MySQL is fast because of the small

number of KPIs that are refreshed in frequent interval to show the current day

performance. The graphical display in Dashboard and Monitoring views are more dynamic

with the monitoring rules is place; therefore, the data needs to be stored for querying and

application of rules.

PerformanceManager View

Only the trend or past performance data are displayed, which implies a large number of

KPIs and a longer duration of data.

PerformanceManager
Functionalities

Performance Manager provides the following functionalities:
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• The trend data is available for 1 day to last 365 days with 15 minutes granularity (These

numbers are proposed considering the current support for SNMP polling on the MX

device and the storage capacity available on Junos Space device).

• View Service performance for each SDG.

• Compare different service instance metrics across SDGs.

• View trends for HA metrics for Master and Standby.

• View trends for the Chassis level metrics.

• Switch to FM and Syslog view for any specific time period where any peak in data is

observed.

• Switch to PM view from Monitor SDG/Chassis view and Monitor SDG Services view

• View the Top 3 Talkers of the day (Based on the highest number of Threshold Alarms

for the day)

There is no separate landing page for PM View. On selection, it launches the PM view as

described here. Also the first SDG is selected by default in the navigation tree.

This view is split into three parts. The first pane is a navigation tree showing all the

deployed SDGs. Each root node is the name of the SDG and the child nodes are the

Chassis, HA (this node will appear only for SDG which are deployed as HA) and the

installed services ADC, TLB, CGNAT and SFW. Each service is a root node for the service

instances. The middle pane is the Graphing area which displays the trend graphs for the

selected KPIs. For SDG deployed as HA there is small change in the view on selection of

the Chassis and HA node in the navigation tree. In this case for Chassis and HA this section

would be represented as tabbed view representing the Master and Standby’s. For all

other selection in the navigation tree it will be shown as single tab. Other aspects of this

pane are View Service Instance Metrics, View Chassis Metrics and Compare Metrics. The

last section is the KPI view which lists the KPIs for the select node in the navigation tree

in the first pane. It presents different actions on the selected KPIs like Graph, Graph All,

Select All, and Select None. These actions are further described below for individual

views.

PerformanceManager View After a Context-Switch from theMonitoring Page

If you perform context switch to PM view from the Monitoring view or types in an SDG

component by using the search utility, the Search text box displays the component

selected in the Monitoring View before doing the context switch.

The navigation tree is filtered based on the search criteria. With a context switch, the

navigation tree is filtered to display only the selected component for which the context

switch happened and the same node is selected.

Related
Documentation

• Alarm Severities and States Overview on page 51

• Events and Alarms Overview

• Understanding Monitor Mode in Edge Services Director on page 559
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CHAPTER 32

General Monitoring

• Monitoring Capabilities Overview on page 577

• Viewing the Monitoring Page in Gateway View on page 578

• Viewing the ADC Service Details on page 583

• Viewing the TLB Service Details on page 585

• Viewing the CGNAT Service Details on page 588

• Viewing the SFW Service Details on page 591

Monitoring Capabilities Overview

The main purpose and benefit of monitoring functionalities is to allow the operators to

quickly monitor the health (working condition), operating efficiency, traffic-handling

capacity, and performance status of the managed SDGs and configured services such

as ADC, TLB, CGNAT and SFW. The SDG monitoring mechansim is an extensive and

ingrained tool; it allows the operator to understand the network health and status by

drilling down to all the components of SDG. The SDG status is marked as Green, Red,

Orange or Gray, based on the health, availability, performance and other important KPI

indicators. Red denotes an emergency condition, which is a system panic or other

conditions that cause the routing platform to stop functioning. It also indicates that the

device is offline or turned down. Orange denotes an alert, which can be conditions that

must be corrected immediately, such as a corrupted system database. Green indicates

a notice, which signifies conditions that are not error conditions but are of interest or

might warrant special handling. It can also include a severity level equivalent to

informational or debugging messages. Gray signifies an unknown or an unconnected

device that is out of synchronization.

Consider a sample scenario in which the SDG is marked as Red, which might be for various

reasons. An operator that monitors using the Edge Services Director application with the

Dashboard page learns that the device has been colored as red owing to the CGNAT

feature (operator views the Service Status in the dashboard and it shows that CGNAT

is marked red for this feature, which causes the SDG to be color-marked as red). The

operator can quickly navigate to CGNAT from Dashboard using the Context Link to

CGNAT. The Monitoring page provides the information that the SDG is marked as red

because of the packet status drop. Therefore, the monitoring functionality helps the

operator to quickly identify the issue. Edge Services Director simplifies and eases the

complexity involved in monitoring the health and status of SDGs deployed across networks
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through following components and visual representation. The following is the list of

components available as part of the Monitoring page for which you can analyze and

diagnose the device problems and associated service errors.

• Monitoring SDG

• Chassis View

• ADC

• TLB

• CGNAT

• SFW

When you log in to the Edge Services Director interface and navigate to the Monitoring

page under Monitor mode, the Monitoring SDG is the landing page showing the details

of a SDG. This view is split into two parts the left side is a navigation tree showing all the

deployed SDGs. Each root node is the name of the SDG and the child nodes are the

installed services ADC, TLB, CGNAT and SFW. Each service is a root node for the service

instances.

This view is split into two parts, and the left side is a navigation tree showing all the

deployed SDGs. Each root node is the name of the SDG and the child nodes are the

installed services ADC, TLB, CGNAT and SFW. Each service is a root node for the service

instances. You can view the health and status of the master and standby SDGs in a

redundancy or high-availability pair.

The SDG and Alarms monitors are displayed at the upper half of the page.

The Statistics and Chassis View tabs are displayed at the lower half of the right pane of

the Monitoring page. Under the Statistics tab, the alarms, high availability KPIs and

switchover, status of services, and critical messages that are generated are displayed.

The graphs are line graphs for the parameters shown in a pictorial way. Under the Chassis

View tab, the hardware and line module details are displayed with a pictorial view of the

slots of the SDG devices and the modules installed in these slots.

Related
Documentation

Viewing the Monitoring Page in Gateway View on page 578•

Viewing theMonitoring Page in Gateway View

When you log in to the Edge Services Director interface and navigate to the Monitoring

page under Monitor mode, the Monitoring SDG is the landing page showing the details

of a SDG. This view is split into two parts the left side is a navigation tree showing all the

deployed SDGs. Each root node is the name of the SDG and the child nodes are the

installed services ADC, TLB, CGNAT and SFW. Each service is a root node for the service

instances.

The Monitoring page is refreshed automatically every 3 minutes. Static polling occurs to

obtain and display data, and asynchronous collection is not used.
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To view the SDGs and associated services to examine, analyze, and troubleshoot device

problems and service failures

1. From the View selector, select Gateway View. The workspaces that are available in

this view are displayed.

2. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Network item in Gateway view. Click the plus sign

to expand the tree and view the SDG group or the SDGs in a high availability SDG

group or SDG pair.

4. Drill down the tree and select the SDG or SDG pair for which you want to view

monitoring statistics and charts of various system states. The Monitoring page is

displayed.

Figure 53: Monitoring Page

The page is divided into two panes. The left pane displays a tree structure of the SDG

pairs or SDGs configured. For SDG pairs, you can view the master and standby device

information; else, the health and performance of the separate, individual SDG is shown.

With an SDG pair selected, the right pane is refreshed to show the corresponding

master and standby device details.

From Service View in Monitor mode, you can drill down the tree by clicking the plus

sign (+) from the task pane to view the list of services, such as ADC or TLB. Drill down

further to view the service template instances configured for the particular SDG or

SDG pair. When you select a service instance, the right pane is refreshed to show the

corresponding service details.

You can search for a particular SDG name or service instance name by using the search

filter displayed at the top of the left pane.
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ViewingDeviceDetails
and Statistical

Information

When you select an SDG pair on the left pane of the Monitoring page, the following

monitors or quadrants are displayed on the right pane:

The Master and Standby tabs display information about the primary or master, and

standby or secondary SDGs in an SDG pair. The Service Wait tab is displayed if the standby

device is not fully active after a switchover.

The Service Gateway Details monitor provides basic information about the device, such

as the running Junos OS version and release number, the management IP address,

connection state of the device, hostname, the platform or model number, and the time

from which the device has been up.

The Alarms monitor displays the SDG alarms for last 6 hours, 12 hours and 24 hours as

line graphs. From the Time Interval drop-down list, select the6hours, 12hours, or24hours

options to view details for the last 6 hours, last 12 hours, and last 24 hours respectively.

Click the Refresh icon at the top of the monitor to update and display the contents of the

table. The time is shown on the horizontal axis and the count of alarms is shown on the

vertical axis. Red denotes a critical alarm, orange denotes a major alarm, and yellow

denotes a minor alarm. Mouse over the points in the line graph to expand and show the

number of alarms at a particular time.

The SDGAvailability monitor contains details for last 6, 12 and 24 hours. This availability

representation is drawn based on the Critical Status from the HA. The purpose of this

monitor is to show how much time the SDG was available. It is represented with two

lines for each node. This display pattern represents if any switchover happened, and it

also helps to identify the reason for it. From the Time Interval drop-down list, select the

6hours, 12 hours, or 24hours options to view details for the last 6 hours, last 12 hours, and

last 24 hours respectively. Click the Refresh icon at the top of the monitor to update and

display the contents of the table.

The lower part of the page displays the Statistics and Chassis View tabs. Under the

Statistics tab, you can view the following:

The HAKPI Status monitor displays the KPIs configured for high availability as a line

graph. The time period is shown on the x-axis and the KPI parameters are shown on the

y-axis. The lines are colored red, yellow, and green based on the KPI definitions for the

HA parameters. From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24

hours options to view details for the last 6 hours, last 12 hours, and last 24 hours

respectively. Click the Refresh icon at the top of the monitor to update and display the

contents of the table.

TheSDGServiceStatusmonitor displays a line graph with the SDG service status is based

on the KPIs defined for a particular service. The data collected is only for the master.

Assume a scenario in which a SDG switchover happened in the last 4 hours, then the

present master shows status only from the fourth hour to the selected scale. From the

Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view
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details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh

icon at the top of the monitor to update and display the contents of the table.

If the SDGs status is green, then all the services are in green. The other possibilities are

red and orange. If the selected SDG is red, it might be because of service-related problems,

such as 30% real servers being down in a particular ADC instance. If a certain service is

not defined on an SDG, the line corresponding to it in the graph is not color-coded.

SDG availability represents the hostname of the current master. At fourth hour, if a

switchover occurs, the service status shows the details from the 4th hour because this

particular device was standby earlier. After the standby device transitions to be the

master, the data for monitoring the service status is restarted to be collected.

The Critical Messages monitor displays the messages of a severity level of critical. The

date and time at which the message was generated, and a description of the message

to highlight the module/protocol and the problem condition are shown. From the Time

Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view details

for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh icon

at the top of the monitor to update and display the contents of the table. You can use

the paging controls to move to a specific page, to the previous or next page, and to the

first or last page.

The HASwitchover monitor displays line graphs for the master and standby devices. The

master, standby, and service-wait states are shown on the vertical axis and the time

period is shown on the horizontal axis. From the Time Interval drop-down list, select the

6hours, 12 hours, or 24hours options to view details for the last 6 hours, last 12 hours, and

last 24 hours respectively. Click the Refresh icon at the top of the monitor to update and

display the contents of the table.

You can mouse over the line graph that shows the time intervals when a switchover has

occurred to view the switchover reason in a tooltip. The reasons for a failover from the

master to the standby device might be power supply failure, a switchover initiated

manually, or other causes to maintain high availability in a redundancy group. Edge

Services Director obtains the reason for switchover from the SNMP traps received from

the router and correlates the information with the HA Status KPI in the Edge Services

Director database. Knowing the switchover reason enables quick identification of the

underlying problem and correcting the failure.

SDG throughput is one of the KPIs to determine exactly how much throughput or capacity

used through various services. This is one of the important KPIs to mark the status of

SDGs as red, green and orange. The legends are TLB, ADC, SFW and CGNAT.

SDG CPU usage across the configured services for last 6 hours, 12 hours, and 24 hours is

also shown. The legends are TLB, ADC, SFW and CGNAT.

Viewing the Chassis
Image of Devices

Chassis View is enables the operator to see the details at hardware and software level

in a symbolic manner. This view changes according to the type of chassis or device, and

the display is modified correspondingly. In this view, the SDG is shown with the Master

and Standby devices. This view helps the operator to know the health and status of a
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particular SDG deployed in the network. It provides a cohesive tool for the operator to

quickly see the micro-level information and take any further corrective measure required.

Consider a case in which an operator has deployed n number of SDGs in the network. If

the operator observes that a particular SDG status and health is not in a satisfied or

fully-operational state. The operator quickly navigates to the Monitoring SDG View and

selects the particular SDG to see that in one of the slots, the MS-DPC is marked as red.

Clicking on the slot indicates that for the slot, configured service ADC daemon is down.

In such a case, the restoration measure can be taken. In this view you can quickly view

the SDG Chassis details, hardware details, interface Details, important KPIs (CPU and

Memory), and the standby details.

When you select an SDG pair on the left pane of the Monitoring page, the following

monitors or quadrants are displayed on the right pane:

The Master and Standby tabs display information about the primary or master, and

standby or secondary SDGs in an SDG pair.

The lower part of the page displays the Statistics and Chassis View tabs. Under the

Chassis View tab, you can view the following:

The Alarms field displays the number of alarms that are critical, major, and minor. Red

denotes critical, orange denotes major, and yellow denotes minor alarms.

The master and standby chassis are represented pictorially as an entire device, with the

slot numbers on the chassis and the types of modules, such as FPC, PIC, or MIC, installed

in each slot. If a particular slot is having trouble then it is colored appropriately. If a card

is not installed in the slot, it shows an empty slot.

The Hardware Details table displays the chassis properties such as the model number

of the module installed in the corresponding slot, the serial number, the amount of

dynamic random access memory (DRAM), the percentage of time that the CPU uses on

background processes, the percentage of time for which the CPU is idle, and the

temperature of the air passing by the FPC, in degrees Celsius or in both Celsius and

Fahrenheit. Click the information icon to view the Hardware Details table as a pop-up

dialog box. The PIC Details table displays any attributes that relate to the interface of

that particular slot, such as the slot number, the state of the line card in the slot, the total

percentage of CPU being used by the FPC's processor, the percentage of the total CPU

that is used for interrupts, the percentage of heap space (dynamic memory) being used

by the FPC's processor, and the percentage of buffer space being used by the FPC's

processor for buffering internal messages. The Service Details table displays the names

of different services, such as CGNAT, stateful firewall, ADC, and TLB, configured for the

router chassis.

In Edge Services Director Release 1.0, the services such as CGNAT, SFW, or TLB, configured

for aggregated multiservices (AMS) interfaces did not account for the services PIC (sp-

interfaces) that were part of the AMS bundle. Starting with Release 1.1, you can view the

service types and service names configured on AMS interfaces, which also accounts for

the member interfaces of the AMS bundle.

Each FPC is shown as a bar, with the different PICs installed on the FPC slots displayed

as segments within the bar. In thePICDetails table, the following performance monitoring

Copyright © 2019, Juniper Networks, Inc.582

Edge Services Director User Guide



KPIs are available to measure the performance and the operational status of MS-MPCs

(these KPIs are applicable only for the slots in which MS-MPCs are installed and not for

other chassis slots):

• The Heap Utilization column displays the percentage of memory region used for

microkernel or heap memory, out of the total CPU memory being used by the Routing

Engine or FPC processor. The microkernel memory is generic across the different types

of line cards and signifies the heap memory buffers. Because a line card or an FPC in

a particular slot can contain multiple Packet Forwarding Engine complexes, the memory

utilized on the application-specific integrated circuits (ASICs) are specific to a particular

Packet Forwarding Engine complex.

• The Buffer Utilization column displays the percentage of buffer memory space being

used by the Routing Engine or FPC processor for buffering internal messages.

• The CPUUtilization column displays the percentage of CPU memory used by the

Routing Engine or FPC processor. In the chassis view, each slot also represents the

number of supported PICs on the service interface. You can select the PIC or the

MPC/DPC and the corresponding real-time KPIs are displayed.

• TheCPUInterruptscolumn displays the percentage of CPU memory used for interrupts,

out of the total CPU memory being used by the Routing Engine or FPC processor.

In Service View, click the Monitor icon in the Edge Services Director banner to view the

workspaces available in Monitor mode. You can select the service type that you need

from the View pane, and the SDG or high-availability pair of SDGs from the task pane to

perform the following tasks:

• Viewing the ADC Service Details on page 583

• Viewing the TLB Service Details on page 585

• Viewing the CGNAT Service Details on page 588

• Viewing the SFW Service Details on page 591

Related
Documentation

Monitoring Capabilities Overview on page 577•

Viewing the ADC Service Details

Monitoring ADC is to view all the ADC-related health and status. For example, assume

that operator is seeing the SDG is marked red and upon further investigation by using the

SDG Monitoring page, it is detected that greater than 30% of the real servers are down,

based on this criteria, the ADC is marked as red. The operator selects the particular SDG

and drills down to view the service details.

When you select an SDG pair on the left pane of the Monitoring page, you can drill down

to select a specific service instance or template of a particular type. You can expand the

ADC tree to view the configured ADC instances.

When you select a specific ADC instance, the right pane refreshes to show the following

information:
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To view the ADC services to examine, analyze, and troubleshoot device problems and

service failures

1. From the View selector, select Service View. The workspaces that are available in this

view are displayed.

2. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Services item. Click the plus sign to expand the

tree and select the service type, such as ADC, TLB, or SFW, for which you want to view

monitoring details.

4. From the task pane, under Service Instance, click the plus sign to drill down the tree

and select the SDG or SDG pair for which you want to view monitoring statistics and

charts of various system states. The Monitoring page for ADC is displayed.

Figure 54: Monitoring Page for ADC Service

The ADCDetails monitor displays the following details:

• Name of the configured service.

• Indicates whether the service is up or down.

• Name of the interface.

• Indicates whether the PIC is up or down.

• Status of the control daemon.

• Status of the data daemon.
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The Critical Messages monitor displays the messages of a severity level of critical. The

date and time at which the message was generated, and a description of the message

to highlight the module/protocol and the problem condition are shown. From the Time

Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view details

for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh icon

at the top of the monitor to update and display the contents of the table.

TheAlarmsmonitor displays a pie chart for critical, major, and minor alarms. Red denotes

critical, orange denotes major, and yellow denotes minor alarms. The time at which the

alarm is generated and a description of each alarm are shown. Mouse over each portion

of the pie to view the number corresponding to the percentage of each alarm severity.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

The CPU andMemory Usage monitor displays a line chart with time along the x-axis and

the percentage along the y-axis. The legends reference CPU usage and memory usage.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

The Real Server IPv6and IPv4Status monitor displays a bar graph with percentage along

the y-axis and the protocol type along the x-axis. One bar is for IPv4 and the other is for

IPv6. Red portion of the bar denotes the server is down. Green portion of the bar denotes

the server is up. The real server names and statuses are also shown.

The VIP Status monitor displays a pie chart. Each segment of the pie represents the

percentage of virtual services that are down or up. Red signifies that the virtual server is

down and green signifies that the virtual server is up. The virtual server names and statuses

are also displayed. From the Time Interval drop-down list, select the 6 hours, 12 hours, or

24 hours options to view details for the last 6 hours, last 12 hours, and last 24 hours

respectively. Click the Refresh icon at the top of the monitor to update and display the

contents of the table.

Related
Documentation

Monitoring Capabilities Overview on page 577•

• Viewing the Monitoring Page in Gateway View on page 578

• Viewing the TLB Service Details on page 585

• Viewing the CGNAT Service Details on page 588

• Viewing the SFW Service Details on page 591

Viewing the TLB Service Details

Monitoring TLB is to view all the TLB-related health and status. For example, assume

that operator is seeing the SDG is marked red and upon further investigation by using the

SDG Monitoring page, it is detected that greater than 30% of the real servers are down,

based on this criteria, the TLB is marked as red. The operator selects the particular SDG

and drills down to view the service details.
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When you select an SDG pair on the left pane of the Monitoring page, you can drill down

to select a specific service instance or template of a particular type. You can expand the

TLB tree to view the configured TLB instances.

To view the TLB services to examine, analyze, and troubleshoot device problems and

service failures

1. From the View selector, select Service View. The workspaces that are available in this

view are displayed.

2. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Services item. Click the plus sign to expand the

tree and select the service type, such as ADC, TLB, or SFW, for which you want to view

monitoring details.

4. From the task pane, under Service Instance, click the plus sign to drill down the tree

and select the SDG or SDG pair for which you want to view monitoring statistics and

charts of various system states. The Monitoring page is displayed.

Figure 55: Monitoring Page for TLB Service

When you select a specific TLB instance, the right pane refreshes to show the following

information:

The TLB Details monitor displays the following details:

• Name of the configured service.

• Indicates whether the service is up or down.

• Name of a multiservices interface.
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• Indicates whether the MS-PIC is up or down.

• Value of the routing hold timer.

• Name of the routing instance.

• Name of the virtual service.

The Critical Messages monitor displays the messages of a severity level of critical. The

date and time at which the message was generated, and a description of the message

to highlight the module/protocol and the problem condition are shown. From the Time

Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view details

for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh icon

at the top of the monitor to update and display the contents of the table.

TheAlarmsmonitor displays a pie chart for critical, major, and minor alarms. Red denotes

critical, orange denotes major, and yellow denotes minor alarms. The time at which the

alarm is generated and a description of each alarm are shown. Mouse over each portion

of the pie to view the number corresponding to the percentage of each alarm severity.

The CPU andMemory Usage monitor displays a line chart with time along the x-axis and

the percentage along the y-axis. The legends reference CPU usage and memory usage.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

The Real Server IPv6and IPv4Status monitor displays a bar graph with percentage along

the y-axis and the protocol type along the x-axis. One bar is for IPv4 and the other is for

IPv6. Red portion of the bar denotes the server is down. Green portion of the bar denotes

the server is up. The real server names and statuses are also shown. From the Time

Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view details

for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh icon

at the top of the monitor to update and display the contents of the table.

The Real Service Packet Flow—Trend Statistics monitor displays a line graph with time

along the x-axis and count along the y-axis. The legends reference the total number of

packets processed in the forward direction and in the reverse direction by the real service.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

The Virtual Service Packet Flow—Trend Statistics monitor displays a line graph with time

along the x-axis and count along the y-axis. The legends reference the total number of

packets processed in the forward direction and in the reverse direction by the virtual

service. From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours

options to view details for the last 6 hours, last 12 hours, and last 24 hours respectively.

Click the Refresh icon at the top of the monitor to update and display the contents of the

table.

The Virtual Server Status—Real Time Statistics monitor displays a pie chart for the

percentage of virtual servers that are in the up and down states. Mouse over each portion

of the pie to view the number corresponding to the percentage of each virtual server
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status. From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours

options to view details for the last 6 hours, last 12 hours, and last 24 hours respectively.

Click the Refresh icon at the top of the monitor to update and display the contents of the

table.

The Server Group Status—Real Time Statistics monitor displays a pie chart for the

percentage of server groups that are in the up and down administrative statuses. Mouse

over each portion of the pie to view the number corresponding to the percentage of each

server group. From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24

hours options to view details for the last 6 hours, last 12 hours, and last 24 hours

respectively. Click the Refresh icon at the top of the monitor to update and display the

contents of the table.

Related
Documentation

Monitoring Capabilities Overview on page 577•

• Viewing the Monitoring Page in Gateway View on page 578

• Viewing the ADC Service Details on page 583

• Viewing the CGNAT Service Details on page 588

• Viewing the SFW Service Details on page 591

Viewing the CGNAT Service Details

Monitoring CGNAT is to view all the CGNAT-related health and status. For example,

assume that operator is seeing the SDG is marked red and upon further investigation by

using the SDG Monitoring page, it is detected that the CPU utilization is more than 80%,

and based on this criteria, the CGNAT is marked as red. The operator selects the particular

SDG and drills down to view the service details.

When you select an SDG pair on the left pane of the Monitoring page, you can drill down

to select a specific service instance or template of a particular type. You can expand the

CGNAT tree to view the configured CGNAT instances.

To view the CGNAT services to examine, analyze, and troubleshoot device problems and

service failures

1. From the View selector, select Service View. The workspaces that are available in this

view are displayed.

2. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.
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3. From the View pane, select the All Services item. Click the plus sign to expand the

tree and select the service type, such as ADC, TLB, or SFW, for which you want to view

monitoring details.

4. From the task pane, under Service Instance, click the plus sign to drill down the tree

and select the SDG or SDG pair for which you want to view monitoring statistics and

charts of various system states. The Monitoring page is displayed.

Figure 56: Monitoring Page for CGNAT Service

When you select a specific CGNAT instance, the right pane refreshes to show the following

information:

The CGNATDetails monitor displays the following details:

• Name—Name of the configured service.

• Service Status—Indicates whether the service is up or down.

• Services PIC Name —Name of an adaptive services interface.

• PIC Status—Indicates whether the services PIC is up or down.

• Total Flows Active—Total number of flow sessions currently active on the service PIC.

• Peak Total Flows Active—Highest number of active flows since the last PIC restart or

since the last time flow statistics are flushed.

• Created Flows per Second—Number of flows per second that were being created

during the lifetime of the service PIC.

• Deleted Flows per Second—Number of flows per second that were being deleted during

the lifetime of the service PIC.

• Total Sessions Active—Total number of low sessions currently active on the service

PIC.
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• Peak Total Sessions Active—Highest number of active sessions since the last PIC

restart or since the last time session statistics are flushed.

• Created Sessions per Second—Number of sessions per second that were being created

during the lifetime of the service PIC.

• Deleted Sessions per Second—Number of sessions per second that were being deleted

during the lifetime of the service PIC.

The CGNAT Subscriber Analysis—Trend Statistics monitor displays the following details:

• Total Subscribers Active—Total number of subscribers currently active on the service

PIC.

• Peak Total Subscribers Active—Highest number of subscribers that were active during

the lifetime of the service PIC.

The CGNAT Subscriber Analysis—Real Time Statistics monitor displays the following

details:

• Created Subscribers per Second—Rate at which subscribers are currently being created

on the service PIC.

• Deleted Subscribers per Second—Rate at which subscribers are currently being deleted

on the service PIC.

• Peak Created Subscribers per Second—Highest rate at which subscribers were being

created during the lifetime of the service PIC.

• Peak Deleted Subscribers per Second—Highest rate at which subscribers were being

deleted during the lifetime of the service PIC.

The Critical Messages monitor displays the messages of a severity level of critical. The

date and time at which the message was generated, and a description of the message

to highlight the module/protocol and the problem condition are shown. From the Time

Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view details

for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh icon

at the top of the monitor to update and display the contents of the table.

TheAlarmsmonitor displays a pie chart for critical, major, and minor alarms. Red denotes

critical, orange denotes major, and yellow denotes minor alarms. The time at which the

alarm is generated and a description of each alarm are shown. Mouse over each portion

of the pie to view the number corresponding to the percentage of each alarm severity.

The CPU andMemory Usage monitor displays a line chart with time along the x-axis and

the percentage along the y-axis. The legends reference CPU usage and memory usage.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

The Flow Count monitor displays a line chart with time along the x-axis and the count

along the y-axis. The legend references the number of flows. From the Time Interval

drop-down list, select the 6hours, 12 hours, or 24hours options to view details for the last

Copyright © 2019, Juniper Networks, Inc.590

Edge Services Director User Guide



6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh icon at the top of

the monitor to update and display the contents of the table.

The Packet Statistics monitor displays a line chart with time along the x-axis and count

along the y-axis. Accepted, discarded, rejected, and errored packets are shown. From

the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view

details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh

icon at the top of the monitor to update and display the contents of the table.

The Session Statistics monitor displays a line chart with time along the x-axis and the

count of NAT sessions along the y-axis. From the Time Interval drop-down list, select

the 6 hours, 12 hours, or 24 hours options to view details for the last 6 hours, last 12 hours,

and last 24 hours respectively. Click the Refresh icon at the top of the monitor to update

and display the contents of the table.

The Pool Utilization monitor displays a line chart with time along the x-axis and the

percentage of NAT pools and ports that are allocated or utilized for users along the y-axis.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

Until Release 1.0, this widget displayed only the percentage of pools allocated along the

y axis. The following formula is used to compute the percentage of ports utilized:

Port-Utilization % = (Port-In-Use /Port-Available) *100

The port utilization line chart is displayed only for CGNAT service templates that are

based on the Junos OS Release 14.1 and for CGNAT services that are created on SDG 2.0.

Otherwise, only the CGNAT pool utilization line chart is displayed.

Related
Documentation

Monitoring Capabilities Overview on page 577•

• Viewing the Monitoring Page in Gateway View on page 578

• Viewing the ADC Service Details on page 583

• Viewing the TLB Service Details on page 585

• Viewing the SFW Service Details on page 591

Viewing the SFWService Details

Monitoring stateful firewall is to view all the stateful firewall-related health and status.

For example, assume that operator is seeing the SDG is marked red and upon further

investigation by using the SDG Monitoring page, it is detected that the packet drop is

more than zero and based on this criteria, the stateful firewall is marked as red. The

operator selects the particular SDG and drills down to view the service details.

When you select an SDG pair on the left pane of the Monitoring page, you can drill down

to select a specific service instance or template of a particular type. You can expand the

stateful firewall tree to view the configured stateful firewall instances.
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To view the SFW services to examine, analyze, and troubleshoot device problems and

service failures

1. From the View selector, select Service View. The workspaces that are available in this

view are displayed.

2. From the Junos Space user interface, click the Monitor icon on the Edge Services

Director banner.

The functionalities that you can configure in this mode are displayed in the task pane.

3. From the View pane, select the All Services item. Click the plus sign to expand the

tree and select the service type, such as ADC, TLB, or SFW, for which you want to view

monitoring details.

4. From the task pane, under Service Instance, click the plus sign to drill down the tree

and select the SDG or SDG pair for which you want to view monitoring statistics and

charts of various system states. The Monitoring page is displayed.

Figure 57: Monitoring Page for SFWService

When you select a specific SFW instance, the right pane refreshes to show the following

information:

The SFWDetails monitor displays the following details:

• Name—Name of the configured service.

• Service Status—Indicates whether the service is up or down.

• Services PIC Name —Name of an adaptive services interface.

• PIC Status—Indicates whether the services PIC is up or down.

• Total Flows Active—Total number of flow sessions currently active on the service PIC.
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• Peak Total Flows Active—Highest number of active flows since the last PIC restart or

since the last time flow statistics are flushed.

• Created Flows per Second—Number of flows per second that were being created

during the lifetime of the service PIC.

• Deleted Flows per Second—Number of flows per second that were being deleted during

the lifetime of the service PIC.

• Total Sessions Active—Total number of low sessions currently active on the service

PIC.

• Peak Total Sessions Active—Highest number of active sessions since the last PIC

restart or since the last time session statistics are flushed.

• Created Sessions per Second—Number of sessions per second that were being created

during the lifetime of the service PIC.

• Deleted Sessions per Second—Number of sessions per second that were being deleted

during the lifetime of the service PIC.

The SFWSubscriber Analysis—Trend Statistics monitor displays the following details:

• Total Subscribers Active—Total number of subscribers currently active on the service

PIC.

• Peak Total Subscribers Active—Highest number of subscribers that were active during

the lifetime of the service PIC.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

TheSFWSubscriberAnalysis—RealTimeStatisticsmonitor displays the following details:

• Created Subscribers per Second—Rate at which subscribers are currently being created

on the service PIC.

• Deleted Subscribers per Second—Rate at which subscribers are currently being deleted

on the service PIC.

• Peak Created Subscribers per Second—Highest rate at which subscribers were being

created during the lifetime of the service PIC.

• Peak Deleted Subscribers per Second—Highest rate at which subscribers were being

deleted during the lifetime of the service PIC.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

The Critical Messages monitor displays the messages of a severity level of critical. The

date and time at which the message was generated, and a description of the message

to highlight the module/protocol and the problem condition are shown. From the Time

Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view details
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for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh icon

at the top of the monitor to update and display the contents of the table.

TheAlarmsmonitor displays a pie chart for critical, major, and minor alarms. Red denotes

critical, orange denotes major, and yellow denotes minor alarms. The time at which the

alarm is generated and a description of each alarm are shown. Mouse over each portion

of the pie to view the number corresponding to the percentage of each alarm severity.

The CPU andMemory Usage monitor displays a line chart with time along the x-axis and

the percentage along the y-axis. The legends reference CPU usage and memory usage.

From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options

to view details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the

Refresh icon at the top of the monitor to update and display the contents of the table.

The Flow and Subscriber Count monitor displays a line chart with time along the x-axis

and the count along the y-axis. The legends reference the number of flows and number

of subscribers. From the Time Interval drop-down list, select the 6 hours, 12 hours, or 24

hours options to view details for the last 6 hours, last 12 hours, and last 24 hours

respectively. Click the Refresh icon at the top of the monitor to update and display the

contents of the table.

The Packet Statistics monitor displays a line chart with time along the x-axis and count

along the y-axis. Accepted, discarded, rejected, and errored packets are shown. From

the Time Interval drop-down list, select the 6 hours, 12 hours, or 24 hours options to view

details for the last 6 hours, last 12 hours, and last 24 hours respectively. Click the Refresh

icon at the top of the monitor to update and display the contents of the table.

Related
Documentation

• Monitoring Capabilities Overview on page 577

• Viewing the Monitoring Page in Gateway View on page 578

• Viewing the ADC Service Details on page 583

• Viewing the TLB Service Details on page 585

• Viewing the CGNAT Service Details on page 588
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PART 9

Fault Mode

• About Fault Mode on page 597

• Viewing and Managing Alarms on page 601

• Alarm Monitor Reference on page 605
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CHAPTER 33

About Fault Mode

• Understanding Fault Mode in Edge Services Director on page 597

• Understanding the Fault Mode Tasks Pane on page 598

Understanding Fault Mode in Edge Services Director

The Fault mode shows you information about the health of your network and changing

conditions of your equipment. Use Fault mode to find problems with equipment, pinpoint

security attacks, or to analyze trends and categories of errors.

This topic describes:

• What Are Events and Alarms? on page 597

• Alarm Severity on page 598

• Alarm State on page 598

• Threshold Alarms on page 598

What Are Events and Alarms?

Activity on a network device consists of a series of events. A software component on the

network device, called an entity, is responsible for running the Simple Network

Management Protocol (SNMP) to log and monitor these events. When certain types of

events are persistent, or when the condition causing the event crosses a threshold, SNMP

sends a notification, also called a trap to Edge Services Director. Edge Services Director

correlates traps, describing a condition, into analarm . For example, multiple power supply

traps coming from a device are correlated into a single power supply alarm for the device.

There are many types of alarms. An alarm can be as routine as when the device changes

state or as serious as when a power supply has failed. When an alarm is sent, or raised,

it stays raised until the triggering condition is resolved or cleared. The system can clear

the alarm when the state changes again or an administrator can clear it manually, which

indicates that the condition is now resolved.

SNMP also plays another role in Edge Services Director. Enabling devices for SNMP with

the appropriate read-only V1/V2/V3 credentials, can speed up device discovery.
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Alarm Severity

Alarms are ranked by their impact to the network. The following list shows the ranking

of alarms in Edge Services Director from alarms that have the most impact to alarms

that have the least impact on the network. It also shows the color scheme associated

with each level of severity that is reflected in related graphs.

Critical (Red)—A critical condition exists; immediate action is necessary.

Major (Orange)—A major error has occurred; escalate or notify as necessary.

Minor (Yellow)—A minor error has occurred; notify or monitor the condition.

Indeterminate (Blue)—An informational message; no action is necessary. Informational

alarms do not necessarily indicate an error. It could indicate that a device or entity

has changed state.

Administrators can override the default severity of an alarm and set the severity to match

their inhouse guidelines.

Alarm State

Once an alarm is active, it has one of these states:

• Active—Alarms that are current and not yet acknowledged or cleared.

• Cleared—Alarms that are resolved and the device or entity has returned to normal

operation.

Some alarm states go directly from active to cleared state and require little to no

administrative effort. However, other alarms with a high severity should be acknowledged

and investigated.

In addition to acknowledging and clearing an alarm, you can assign an alarm to someone

and you can append a note or annotation to an alarm. Annotations are helpful for

documenting the resolution of an alarm or time estimates for a fix. Changes to an alarm’s

state are made through the Alarm State monitor in Fault mode.

Threshold Alarms

Threshold alarms are alarms that are generated when a monitored value crosses the

configured threshold. They provide enhanced visibility into potential issues on the network.

Administrators configure and manage threshold alarms the same way as other alarms,

and can set the threshold level of individual threshold alarms.

Understanding the Fault Mode Tasks Pane

The Tasks pane in Fault mode provides you with a set of tools for effectively managing

alarms on your system.

From the Tasks pane, you can filter known alarms to locate a specific alarm or error

condition by clicking Search Alarms. Use this task to isolate alarms that occurred during

a known time-frame or that have annotations associated with them. Although each of
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the Fault mode monitors can sort the alarms, Search Alarms enable you to submit multiple

search and sort arguments as part of your search query.

In addition, Edge Services Director enables you to group the tasks that you perform

frequently and create a list of key tasks. You can add any task from the Tasks pane to

the Key Tasks list by selecting a task and clicking the plus (+) sign that appears adjacent

to the task. For some modes, you can see that Edge Services Director has predefined

some key tasks for you. You can modify this set of tasks to suit your requirements. This

feature is available in Task pane irrespective of your current mode, scope, or view.

Figure 58: Alarms Page in Fault Mode
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CHAPTER 34

Viewing and Managing Alarms

• Changing Alarm State on page 601

• Searching Alarms on page 601

Changing Alarm State

When an alarm becomes active, it remains active until either the system determines that

the condition is resolved or system personnel change the status. Critical alarms always

need immediate attention and seldom resolve on their own, but informational messages

are often expected actions and results. When a condition is severe or persistent and

needs attention, follow these steps:

1. Locate the alarm.

a. Click Fault in the Edge Services Director banner to enter Fault mode.

b. Click the Alarm Details icon on any of the monitors to open the Alarm Details page.

Scroll or sort the alarms to find the alarm in question. As an alternate method, click

Search Alarms in the Tasks pane and filter the active alarm list.

c. Select the alarm.

2. Review the Event Details that triggered the trap for the alarm. These events provide

insight into the cause or location of the problem.

3. Click Acknowledge to indicate that the problem is now known. You should receive a

message saying the alarm is acknowledged.

Searching Alarms

Use Search Alarms, available from the Tasks pane, to filter and isolate information about

a specific alarm. Use this page to specify complex sorting and filtering criteria for all

alarms.
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Each field in the Search Alarm window helps narrow the current list of alarms. The more

search items you specify, the more specific your results. All fields are optional.

1. Select or type the known descriptors for the alarm. These fields are described in

Table 86 on page 602.

2. Click Search to run the query. The Alarms Details page opens with the results of your

search.

3. Review the alarm. From this page you can change the state of the alarm, annotate,

or assign the alarm to personnel.

Table 86: Alarm Search Fields

DescriptionSearch Criteria

Use the list to select which alarm states to search for:

• All—Alarms of all states.

• Active—Alarms that are current and not yet acknowledged or cleared.

• Clear—Alarms that are resolved and the device or entity has returned to normal
operation.

State

Use the list to select the service types for which you want to search the alarms:

• All—Alarms of all services.

• CGNAT—Alarms that are generated for CGNAT services.

• SFW—Alarms that are generated for SFW services.

• ADC—Alarms that are generated for ADC services.

• TLB—Alarms that are generated for TLB services.

Service Type

Pull down the list to select the severity level. Not all possible alarm severities are listed.
Only the severity levels of your current active alarms are shown. Possible selections are:

• Critical

• Major

• Minor

• Indeterminate

• Warning

• Normal

Severity

Advanced Search Criteria

Pull down the calendar and select the starting date of the search.(from) Date

Pull down the list to select the starting time of the search. Search times are in military
(24-hour) clock format in 30 minute intervals.

(from) Time

Pull down the calendar and select the ending date of the search.(to) Date
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Table 86: Alarm Search Fields (continued)

DescriptionSearch Criteria

Pull down the list to select the ending time of the search. Search times are in military
(24-hour) clock format in 30 minute intervals.

(to) Time
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CHAPTER 35

AlarmMonitor Reference

• Alarms by State Monitor on page 605

• Alarms by Severity Monitor on page 605

• Current Active Alarms Monitor on page 606

• Alarms by Service Type Monitor on page 607

• Alarm Detail Monitor on page 607

Alarms by StateMonitor

The Alarms by State monitor is a pie-chart representation of the states of an alarm:

active and cleared. Use this graph to get an overall perspective of the amount of alarms

that are active compare to those that are cleared. The Alarms by State monitor is on the

main pane when in Fault mode.

Mouse over each segment of the pie-chart shows the number of alarms in these states:

• Active—Alarms that are current and not yet cleared.

• Cleared—Alarms that are resolved and the device or entity has returned to normal

operation.

Changing the state of an alarm using Edge Services Director is performed on the Alarm

Detail page. Clicking the Details icon on Alarms by State opens Alarm Details where you

can sort and set the disposition of the alarms.

Alarms by Severity Monitor

Alarms by Severity is a pie-chart that shows the breakdown of all alarms since the last

system restart. It is available on the main page when in Fault mode.

If you mouse over each segment, the total number of alerts for those alarms is shown.

Alarm severity levels are:

• Critical (Red)—A critical condition exists; immediate action is necessary.

• Major (Orange)—A major error has occurred; escalate or notify as necessary.
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• Minor (Yellow)—A minor error has occurred; notify or monitor the condition.

• Info (Wedgewood Blue)—An informational message; no action is necessary.

Informational alarms do not necessarily indicate an error. It could indicate that a device

or entity has changed state.

Clicking the Details icon on Alarms by Severity opens Alarm Details where you can sort

and disposition individual.

Current Active AlarmsMonitor

The Current Active Alarms monitor shows any active alarm that has not yet been cleared.

It is one of the four standard monitors available in Alarm mode. Current Active Alarms is

a table that has four fields and appear by default. However, nine fields are available for

selection. View Table 87 on page 606 for a description of the table.

Table 87: Current Active AlarmsMonitor

Shown in
DetailedView
by Default

Shown in
Summaryby
DefaultDescriptionTable Column

NoNoA system and sequentially-generated identification number.ID

YesNoThe IP address of the device or network element that
generated the alarm. The SNMP agent is located at the source
IP. In most cases, the source IP is the IP address of the device
or SDG. You can correlate the alarm with the corresponding
device for corrective measures..

Node

YesYesThe severity of the alarm. Severity levels are:

• Critical—A critical condition exists; immediate action is
necessary.

• Major—A major error has occurred; escalate or notify as
necessary.

• Minor—A minor error has occurred; notify or monitor the
condition.

• Indeterminate—An informational message; no action is
necessary.

Severity

YesYesDetailed information about the alarm. This description
provides more information about the probable cause or
solution for the condition that caused the alarm The
description also provides the date and time when the failure
was detected. Note the date and time of an alarm so that you
can correlate it with error messages or with the messages
system log file.

Description

YesYesThe date and time that the information for the alarm was last
modified.

Last Updated

YesNoCount of the alarm generated. Alarm notification dampening
is performed based on the alarm counter.

Counter
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Table 87: Current Active AlarmsMonitor (continued)

Shown in
DetailedView
by Default

Shown in
Summaryby
DefaultDescriptionTable Column

YesNoSystem log message generated for the alarm. Each system
log message identifies the Junos OS process that generated
the message and briefly describes the operation or error that
occurred.

Log Message

YesNoIndicates if the alarm has been acknowledged.Acknowledged

Clicking the Details icon opens Alarm Details where you can sort and disposition alarms

by state (Acknowledged, Clear, Active).

Alarms by Service TypeMonitor

The Alarms by Service Type monitor displays a count of alarms for each service type,

such as ADC, TLB, stateful firewall, or carrier-grade NAT. The Service Type column displays

the type of service for which alarms are generated, and the Count column displays the

total number of alarms of different severity levels that are triggered for that particular

service.

This monitor is helpful in debugging, diagnosis, and remediation of alarms triggered for

the services configured on SDGs or SDG groups. format. The summarized way in which

you can view statistical details enables you to examine the health and operating-efficiency

of devices, and the performance of services. It provides a bird's eye, high-level view of

parameters that enables effective and simplified troubleshooting and administration.

You might need to examine the device and services settings to take the required corrective

action for performance management to work properly.

AlarmDetail Monitor

Use the Alarm Detail monitor to sort alarms, view an alarm in depth, and to assign a

disposition to an alarm.

By clicking the Details icon, you can access the Alarm Detail monitor from any of the four

alarm monitors available on the main page in Fault mode (Severity, Category, Current,

or State). It is also available from the Current Active Monitors available from the Summary

tab in Monitor mode.

This topic describes:

• Finding Specific Alarms on page 608

• Sorting Alarms on page 609

• Reading Events on page 609

• Investigating Event Attributes on page 610

• Changing the Alarm State on page 610
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Finding Specific Alarms

Use the Alarm Detail monitor to locate a specific alarm, research the events causing the

alarm, and to assign a disposition to the alarm. When an alarm is highlighted in the sorting

sequence, the events contributing to the alarm are listed in Event Details and the variable

settings are shown in Event Attribute Detail.

To locate an alarm and to assign a disposition to the alarm:

1. Sort the list using the Display list. Sorting choices vary depending on how you arrived

here. View “Sorting Alarms” on page 609 for details on sorting options.

2. Review the sorted list. Each entry shows a minimum of one to a maximum of nine

fields. These fields are described in Table 88 on page 608.

3. Examine the events and event attributes that contributed to sending the alarm. Events

and event attributes are discussed in “Reading Events” on page 609 and “Investigating

Event Attributes” on page 610.

Table 88: Alarm Detail Fields

Shown in Detailed
View by DefaultValueField

YesA system and sequentially-generated identification number.ID

YesThe IP address of the device or network element that generated the alarm.
The SNMP agent is located at the source IP. In most cases, the source IP
is the IP address of the device or SDG. You can correlate the alarm with
the corresponding device for corrective measures..

Node

YesThe severity of the alarm. Severity levels are:

• Critical—A critical condition exists; immediate action is necessary.

• Major—A major error has occurred; escalate or notify as necessary.

• Minor—A minor error has occurred; notify or monitor the condition.

• Indeterminate—An informational message; no action is necessary.

Severity

YesDetailed information about the alarm. This description provides more
information about the probable cause or solution for the condition that
caused the alarm The description also provides the date and time when
the failure was detected. Note the date and time of an alarm so that you
can correlate it with error messages or with the messages system log file.

Description

YesThe date and time that the information for the alarm was last modified.Last Updated

NoCount of the alarm generated. Alarm notification dampening is performed
based on the alarm counter.

Counter

YesSystem log message generated for the alarm. Each system log message
identifies the Junos OS process that generated the message and briefly
describes the operation or error that occurred.

Log Message
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Sorting Alarms

Depending on the monitor you chose to access Alarm Detail, your sorting options change

to reflect the summary monitor. The different sort options are listed in

Table 89 on page 609.

Table 89: Sort Options for Alarms

Alarms by State and Current Active Alarms SortAlarms by Severity Sort

ActiveAll

ClearIndeterminate

Minor

Major

Critical

You can also use Searching Alarms in the Tasks pane to perform searches using multiple

arguments. With multiple arguments, you can isolate a single alarm from a long alarm

list.

Reading Events

When you select an alarm in Alarm Detail, the Event Detail table updates with information

about the events that are associated with the alarm. Table 90 on page 609 lists the fields

in Event Detail.

Table 90: Event Detail Fields

ValueField

The event name; also known as the SNMP trap name.Name

A system-generated, hexadecimal code that uniquely identifies the event.ID

If the event is an SNMP event, it is shown as a system-generated event.Description

The type of event, either fault or system alert.Type

The category of the event message. The category corresponds to the alarm categories
shown in the Alarms by Category monitor and the Alarm Settings window.

Category

The identification of the entity that is the cause of this event ; it is not necessarily the ID
of the event that generated the event.

Source

The identification of the entity that generated this event, for example, the switch IP or
controller IP address.

Originator

The date and time of the last update to the event.Time Updated
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Investigating Event Attributes

The Event Attribute Detail window reflects the variables set during the event. In SNMP

terminology, these attributes are known as variable bindings or varbinds. These attributes

can provide key information about triggers. For example, if a fan fails, the attribute field

could indicate the location of the fan in the chassis.

Changing the Alarm State

When an alarm is first reported, it is considered an active alarm. To change the alarm

state, to assign the alarm to a person, or simply to record notes about the alarm, use the

buttons on Alarm Details. These buttons are:

• Acknowledge—Use this button to acknowledge or record that the alarm is known and

is being addressed.

• Clear—Use this button to clear or remove the alarm. The clear state says that the issue

sending the alarm has been resolved and no long requires attention.

• Annotate—Use this button to record actions taken to resolve the alarm.

• Assign—Use this button to assign active or acknowledged alarms to staff.
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PART 10

SystemMode

• About System Mode on page 613
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CHAPTER 36

About SystemMode

• Understanding the System Tasks Pane on page 613

• Audit Logs Overview on page 613

Understanding the System Tasks Pane

The System Tasks pane provides tasks for viewing audit logs of Edge Services Director

user activities, for managing jobs, and for collecting troubleshooting logs.

To access the System Tasks pane, click System in the Edge Services Director banner.

The tasks are described in Table 91 on page 613.

Table 91: System Tasks

DescriptionTask

View a history of user activities on Edge Services Director, including log in,
log out, and task initiation and completion.

View Audit Logs

View all jobs that are scheduled to run or have been run by Edge Services
Director. You can cancel jobs that are in progress or scheduled to run in the
future.

Manage Jobs

Download a zip file containing logs and troubleshooting data from both
Edge Services Director and Junos Space.

Collect Jobs for
Troubleshooting

Audit Logs Overview

Audit logs provide a record of login history and user-initiated tasks that are performed

from the user interface. From the Audit Logs page, you can monitor user login–logout

activity over time, track device management tasks, view services that were provisioned

on devices, and so forth. Audit logging does not record non-user initiated activities, such

as device-driven activities, and is not designed for debugging purposes.

Administrators can sort and filter on audit logs to determine which users performed what

actions on what objects at what time. For example, an administrator can use audit log

filtering to track the user accounts that were added on a specific date, track configuration

changes across a particular type of device, view services that were provisioned on specific

devices, or monitor user login–logout activity over time.
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Over time, Edge Services Director will archive a large volume of log entries. Such log

entries might or might not be reviewed, but they must be retained for a period of time.

The audit logs can be saved to a local server (the server that functions as the active node

for Edge Services Director) or a remote network host or media.
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Appendix

• Services Overview on page 617
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CHAPTER 37

Services Overview

• Adaptive Services Overview on page 617

• Junos Address Aware Network Addressing Overview on page 619

• Packet Flow Through the Adaptive Services or Multiservices PIC on page 620

• ADC Overview on page 622

• Sample IPv6 Transition Scenarios on page 626

• Understanding Services PICs on page 628

• TLB Overview on page 631

• Installing and Configuring TLB Using the CLI Interface on page 634

• Stateful Firewall Overview for Junos OS Extension-Provider Packages on page 642

• Network Address Translation Configuration Overview on page 645

• Junos OS CGNAT Implementation Overview on page 663

• Service Redundancy Daemon Overview on page 674

• Configuring the Service Redundancy Daemon on page 676

• Application Layer Gateways Overview on page 683

Adaptive Services Overview

MultiServices PICs and MultiServices Dense Port Concentrators (MS-DPCs) provide

adaptive services interfaces, which allow you to coordinate multiple services on a single

PIC by configuring a set of services and applications. MultiServices PICs and MS-DPCs

offer a special range of services you configure in one or more service sets.

The MultiServices PIC is available in three versions, the MultiServices 100, the

MultiServices 400, and the MultiServices 500, which differ in memory size and

performance. All versions offer enhanced performance in comparison with AS PICs.

MultiServices PICs are supported on M Series and T Series routers except M20 routers.

The MultiServices DPC is available for MX Series routers; it includes a subset of the

functionality supported on the MultiServices PIC. Currently the MultiServices DPC supports

the following Layer 3 services: stateful firewall, NAT, IDS, IPsec, active flow monitoring,

RPM, and generic routing encapsulation (GRE) tunnels (including GRE key and

fragmentation); it also supports graceful Routing Engine switchover (GRES) and Dynamic
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Applicaton Awareness for Junos OS. For more information about supported packages,

see Enabling Service Packages.

It is also possible to group several Multiservices PICs into an aggregated Multiservices

(AMS) system. An AMS configuration eliminates the need for separate routers within a

system. The primary benefit of having an AMS configuration is the ability to support load

balancing of traffic across multiple services PICs. Starting with Junos OS 11.4, all MX

Series routers will support high availability (HA) and Network Address Translation (NAT)

on AMS infrastructure. See Configuring Load Balancing on AMS Infrastructure for more

information.

NOTE: TheMultiServices PICs are polling based and not interrupt based; as
a result, a high value in the showchassispic “Interrupt loadaverage” fieldmay

not mean that the PIC has reached its maximum limit of processing.

The following services are configured within a service set and are available only on

adaptive services interfaces:

• Stateful firewall—A type of firewall filter that considers state information derived from

previous communications and other applications when evaluating traffic.

• Network Address Translation (NAT)—A security procedure for concealing host

addresses on a private network behind a pool of public addresses.

• Intrusion detection service (IDS)—A set of tools for detecting, redirecting, and preventing

certain kinds of network attack and intrusion.

• IP Security (IPsec)—A set of tools for configuring manual or dynamic security

associations (SAs) for encryption of data traffic.

• Class of service (CoS)—A subset of CoS functionality for services interfaces, limited

to DiffServ code point (DSCP) marking and forwarding-class assignment. CoS BA

classification is not supported on services interfaces.

The configuration for these services comprises a series of rules that you can arrange in

order of precedence as a rule set. Each rule follows the structure of a firewall filter, with

a from statement containing input or match conditions and a then statement containing

actions to be taken if the match conditions are met.

The following services are also configured on the MultiServices PICs and MS-DPCs, but

do not use the rule set definition:

• Layer 2 Tunneling Protocol (L2TP)—A tool for setting up secure tunnels using

Point-to-Point Protocol (PPP) encapsulation across Layer 2 networks.

• Link Services Intelligent Queuing (LSQ)—Interfaces that support Junos OS

class-of-service (CoS) components, link fragmentation and interleaving (LFI) (FRF.12),

Multilink Frame Relay (MLFR) user-to-network interface (UNI) network-to-network

interface (NNI) (FRF.16), and Multilink PPP (MLPPP).

• Voice services—A feature that uses the Compressed Real-Time Transport Protocol

(CRTP) to enable voice over IP traffic to use low-speed links more effectively.
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In addition, Junos OS includes the following tools for configuring services:

• Application protocols definition—Allows you to configure properties of application

protocols that are subject to processing by router services, and group the application

definitions into application sets.

• Service-set definition—Allows you to configure combinations of directional rules and

default settings that control the behavior of each service in the service set.

NOTE: Logging of adaptive services interfacesmessages to an external
server bymeans of the fxp0 port is not supported onMSeries routers. The
architecture does not support system logging traffic out of amanagement
interface. Instead, access to an external server is supported on a Packet
Forwarding Engine interface.

Related
Documentation

Understanding Services PICs•

• Packet Flow Through the Adaptive Services or Multiservices PIC

• Enabling Service Packages

• Services Configuration Procedure

• Supported Platforms

Junos Address Aware Network Addressing Overview

In early 2011, the Internet Assigned Numbers Authority (IANA) allocated the last large

block of IPv4 addresses. Now service providers and large enterprises, as well as cloud

providers, e-tailers, and federal agencies, are evaluating technologies to help them avoid

IPv4 address exhaustion and ensure uninterrupted subscriber and service growth.

JunosAddressAwareNetworkAddressing is Juniper Networks’ portfolio of IPv4 exhaustion

avoidance, IPv4-IPv6 coexistence, and IPv6 transition technologies that include IPv6,

v4/v6 dual stack, NAT44, NAT44(4), NAPT44, NAPT444, NAT-PT, NAT64, 6-to4-PMT,

6rd, and DS-Lite. These technologies help network operators improve subscriber and

service scale, mitigate IPv4 address depletion, and pragmatically transition to IPv6 based

on business requirements.

Junos Address Aware Network Addressing technologies are available on the following

platforms:

• MultiServices Dense Port Concentrator (MS-DPC)

• MS-100, MS-400, and MS-500 MultiServices PICS

• MultiServices Modular Port Concentrator (MS-MPC) and MultiServices Modular

Interface Card (MS-MIC)

• Modular Port Concentrator Types 1, 2, and 3 (inline NAT).

619Copyright © 2019, Juniper Networks, Inc.

Chapter 37: Services Overview



Related
Documentation

Adaptive Services Overview on page 617•

Packet Flow Through the Adaptive Services or Multiservices PIC

You can optionally configure service sets to be applied at one of the following three

points while the packets transit the router:

• An interface service set applied at the inbound interface.

• A next-hop service set applied at the forwarding table.

• An interface service set applied at the outbound interface.

The packet flow is as follows, graphically displayed in Figure 59 on page 621. (You can

configure a service set as either an interface service set or a next-hop service set.)

1. Packets enter the router on the inbound interface.

2. A policer, filter, service filter, service set, postservice filter, and input forwarding-table

filter are applied sequentially to the traffic; these are all optional items in the

configuration. If an interface service set is applied, the packets are forwarded to the

AS or MultiServices PIC for services processing and then sent back to the Packet

Forwarding Engine; if a service filter is also applied, only packets matching the service

filter are sent to the PIC. The optional postservice filter is applied and postprocessing

takes place.

3. A next-hop service set can be applied to the VPN routing and forwarding (VRF) table

or to inet.0. If it is applied, packets are sent to the PIC for services processing and sent

back to the Packet Forwarding Engine.

NOTE: For NAT, the next-hop service set can only be applied to the VRF
table. For all other services, the next-hop service set can be applied to
either the VRF table or to inet.0.

4. On the output interface, an output filter, output policer, and interface service set can

be applied sequentially to the traffic if you have configured any of these items. If an

interface service set is applied, the traffic is forwarded to the PIC for processing and

sent back to the Packet Forwarding Engine, which then forwards the traffic.

5. Packets exit the router.
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Figure 59: Packet Flow Through the Adaptive Services or MultiServices PIC

NOTE: When an AS PIC experiences persistent back pressure as a result of
high traffic volume for 3 seconds, the condition triggers an automatic core
dumpand rebootof thePIC tohelpclear theblockage.Asystem logmessage
at level LOG_ERR is generated. This mechanism applies to both Layer 2 and
Layer 3 service packages.

Related
Documentation

Understanding Services PICs•

• Adaptive Services Overview

• Supported Platforms

• Services Configuration Procedure
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ADCOverview

Juniper Networks
®

Application Delivery Controller (ADC) for the MX Series 3D Universal

Edge Router offers advanced router-integrated ADC functions that enables service

providers and enterprises to efficiently scale service capacity and increase service

performance. Routers are already ubiquitously deployed throughout the network: at the

network edge, in the network core, and in the data center. Integrating the advanced ADC

with the carrier-grade MX 3D router promotes network consolidation and reduces the

number of network elements that providers must rack, power, cool, maintain, and upgrade.

Furthermore, the ADC software, which is optionally licensed, improves service resiliency

by monitoring server and application health and by automatically bypassing failures.

Server load balancing (SLB) benefits your network in a number of ways:

• Increased efficiency for server use and network bandwidth With SLB, the ADC software

is aware of the shared services provided by your server group and can then balance

user session traffic among the available servers.

• Important session traffic gets through more easily, reducing user competition for

connections on overused servers. For even greater control, traffic is distributed according

to a variety of user-selectable methods.

• Increased reliability of services to users If any server in a server group fails, the remaining

servers continue to provide access to vital applications and data. The failed server can

be brought back up without interrupting access to services. Increased scalability of

services As users are added and the server group’s capabilities are saturated, new

servers can be added to the group transparently.

Server load balancing (SLB) can be the right option for addressing these vital network

concerns:

• A single server no longer meets the demand for its particular application.

• When servers hold critical application data and must remain available even in the event

of a server failure.

• You want to use multiple servers or hot-standby servers for maximum server uptime.

• You must be able to scale your applications to meet client request capacity.

• You cannot afford to continue using an inferior load-balancing technique, such as DNS

roundrobin or a software-only system.

The load-balancing module is used to efficiently deliver content and secure your servers

from unauthorized intrusion, probing, and denial-of- service (DoS) attacks. The ADC

software includes extensive filtering capabilities at the Layer 2 (MAC), Layer 3 (IP), and

Layer 4 (TCP/UDP) levels. Traffic coming from client-facing interfaces is matched against

filters. Servers must be connected to server-facing interfaces. The order of the filter term

matching process is according to the order the terms appear in the configuration. You

can move terms around by using Juniper Networks CLI commands. The order of matching

filter terms between adc-instances is according to where the adc-instances appear in

the configuration. Matches in one adc-instance are only compared with subsequent
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adcinstances in the configuration. Health checking allows you to verify content

accessibility in large websites. As content grows and information is distributed across

different server farms, flexible, customizable content health checks are critical to ensure

end-to-end availability.

Service Instances

In a subscriber access network, each subscriber has its own set of services. You can

configure a specific service instance for a particular subscriber by specifying a service

name, also referred to as a service profile, and unique service parameters for that service

instance. Service parameters can include a combination of policy lists, filters, rate-limit

profiles, class of service (CoS) profiles, and interface profiles.

For example, filter-service (up-filter,down-filter) and filter-service

(upstream-filter,downstream-filter) are considered two different instances of the same

service (filter-service) because their parameters, enclosed in parentheses after the service

name, are different. Each service instance is uniquely identified by the combination of its

service name and service parameters. In CoA messages, the router identifies a subscriber

service by its complete activation string, which consists of the service name and, if

configured, one or more service parameters in the order specified.

An adc-instance is an instance of Application Delivery Software running on one or more

Multiservices-DPC interfaces of a Juniper Networks device. An adc-instance includes a

complete set of ADC definitions: real-servers, groups of servers, virtual servers using

virtual IP addresses, and virtual services accessed by clients.

Using multiple instances on a single device allows you to create completely separate

ADCs running on the same machine. Using different instances for different traffic

guarantees computation power, guaranteeing no interruption between services. This can

be used, for example, to load-balance traffic from different applications, where complete

separation is required.

You must specify router interfaces that are bound to an adc-instance.

• Multiservices interfaces—The physical multiservices interfaces of a device that are

used to run the load-balancing instance application. The more multiservices interfaces

used for a loadbalancing instance, the more capacity and processing power the instance

has. At least one MS interface must be specified for each adc-instance, up to eight

interfaces can run the same instance. A multiservices interface is associated exclusively

to a single load-balancing instance (it cannot be shared between instances).

• Client-facing interfaces—The device interfaces where client traffic is received. Traffic

arriving on these interfaces is handled by the ADC software and destined to be routed

to the virtual IP addresses and filter destination addresses configured in the instance.

At least one client-facing interface must be specified for each adc-instance. A

client-facing interface can be shared between instances.

• Server-facing interfaces—The device interfaces where servers are connected, usually

through switches or routers. Traffic to the servers is routed to these interfaces. At least

one server-facing interface must be specified for each load-balancing instance; a

serverfacing interface can be shared between instances. The same device interface
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can be used as a client-facing interface in one (or more) adcinstances, and as a

server-facing interface in other instances.

Installing and Configuring the ADC Software

You must purchase a suitable license in order to run the ADC software. Each license is

for one Multiservices-DPC (two NPUs per license). You should purchase licenses according

to the number of Multiservices-DPCs that you have in your device.

As part of the ADC software integration into the Juniper Networks Junos OS system, the

ADC software is using an internal configuration. The internal configuration is done in two

ways: using a commit script and using the Junos OS internal API.

Application-Based Health Checks

Application-based health checks include the following:

SSL Server Health Checks

The SSL-Hello health check option on the group configuration allows the ADC to query

the health of the Secure Sockets Layer (SSL) servers by sending an SSL client "Hello"

packet and then verifying the contents of the server's "Hello" response. The SSL health

check is performed using the server listening port configured, under the virtual service

configuration, or using the virtual service port when the server listening port is not

configured. The following is a summary of the SSL enhanced health check process:

• The ADC sends an SSL "Hello" packet to the SSL server.

• If it is up and running, the SSL server responds with the "Server Hello" message.

• The ADC verifies fields in the response and marks the service "Up" if the fields are OK.

During the handshake, you and the server exchange security certificates, negotiate an

encryption and compression method, and establish a session ID for each session.

DNSHealth Checks

The ADC software supports both TCP and UDP-based DNS health checking. This health

check is performed by sending a DNS query over either protocol and watching for the

server reply. The domain name to be queried can be modified using the configuration.

Ping Health Checks

Ping health checks verify if the real server is alive. The Layer 3 echo-echo reply health

check is used for UDP services or when ping health checks are configured. Note: Ping

health check is the default health check for a group.

HTTPHealth Checks

HTTP-based health checks can include the hostname for Host headers. The Host header

and healthcheck URL are constructed from the virtual server hostname, domain name,

and sServer group health check field components. If the Host header is required, an

HTTP/1.1 GET will result. Otherwise, an HTTP/1.0 GET will result. HTTP health check is
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successful if you get a return code of 200. If content is not specified, the health check is

performed using the / character.

The following is an example of an HTTP-based health monitor:

hostname= everest
domain-name= example.com
http= index.html
Health check is performed using:
GET /index.html HTTP/1.1
Host: everest.example.com

Script-Based Health Checks

Health check scripts dynamically verify application and content availability by executing

a sequence of tests based on send and expect commands. Configuring Script-Based

Health Checks You can configure the ADC software to send a series of health check

requests to real servers or real server groups and monitor the responses. Both ASCII and

binary-based scripts, for TCP and UDP protocols, can be used to verify application and

content availability. The benefits of using script-based health checks are:

• Ability to send multiple commands.

• Checks for any return ASCII string or binary pattern.

• Tests availability of different applications.

• Tests availability of multiple domains or websites.

• The ADC software supports the following capacity for a single ADC: 6K bytes per script

and 64 scripts per load-balancing instance

The commands are grouped together as a list so you can change their order. Each script

command is made up of one or more tcp-command or udp-command containers.

Commands exist to open a connection to a specific TCP or UDP port, send a request to

the server, and expect an ASCII string or binary pattern. The string or pattern configured

with an expect (or in the case of binary, binaryexpect) command is searched for in each

response packet. If it is not seen anywhere in any response packet before the real-server

health-check interval expires, the server does not pass the expect (or binary-expect)

step and fails the health check. A script can contain any number of these commands, up

to the allowable number of characters that a script supports.

NOTE: There is no need to use double slasheswhen configuring a script that
uses special characterswith single slashes. For example, the script entryGET
/index.htmlHTTP/1.1\r\nHOST:www.hostname.com\r\n\r\ndoesnot require
the use of \\r or \\n to ensure proper functioning of the script. Only one
protocol can be configured per script.

Script Formats

Health check script formats use different commands based on whether the content to

be sent is ASCII-based or binary-based. Each script should start with the command open
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<protocol port number>,<protocol-name>. The next line can be either a send or expect

(for ASCII-based), or bsend or bexpect (binary-based).

ASCII-Based Health Check

The general format for TCP-based health-check scripts is as follows:

[edit extensions adc adc-instance demo1]
custom-health-check {
script script1 {
tcp-commands ASCII {
command <name> open <port>;
command <name> send request <text>;
command <name> expect response <text>;
command <name> send request <text>;
command <name> expect response <text>;
command <name> send request <text>;
command <name> expect response <text>;
}
}
}

Binary-Based UDP Health Check

The general format for UDP binary-based health check scripts is shown below. Specify

the binary content in hexadecimal format. UDP-based health check scripts can use either

ASCII strings or binary patterns.

[edit extensions adc adc-instance demo1]
custom-health-check {
script script2 {
udp-commands Binary-UDP {
command <name> open <port>;
command <name> binary-request request 1;
command <name> binary-expect response 1 {
offset <count>;
depth <number of bytes from offset to count>;
}
}
}
}

Related
Documentation

Adaptive Services Overview on page 617•

• Packet Flow Through the Adaptive Services or Multiservices PIC on page 620

Sample IPv6 Transition Scenarios

The Junos OS supports many IPv6 transition scenarios required by Junos OS customers.

The following are selected examples:

• Example 1: IPv4 Depletion with a Non-IPv6 Access Network on page 627

• Example 2: IPv4 Depletion with an IPv6 Access Network on page 627

• Example 3: IPv4 Depletion for Mobile Networks on page 628
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Example 1: IPv4 Depletion with a Non-IPv6 Access Network

Figure 60 on page 627 depicts a scenario in which the Internet service provider (ISP) has

not significantly changed its IPv4 network. This approach enables IPv4 hosts to access

the IPv4 Internet and IPv6 hosts to access the IPv6 Internet. A dual-stack host can be

treated as an IPv4 host when it uses the IPv4 access service, and as an IPv6 host when

it uses the IPv6 access service.

Figure 60: IPv4 Depletion Solution - IPv4 Access Network
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Two new types of devices must be deployed in this approach: a dual-stack home gateway

and a dual-stack carrier-grade Network Address Translation (NAT). The dual-stack home

gateway integrates IPv4 forwarding and v6-over-v4 tunneling functions. It can also

integrate a v4-v4 NAT function. The dual-stack carrier-grade NAT (CGN) integrates

v6-over-v4 tunneling and carrier-grade v4-v4 NAT functions.

Example 2: IPv4 Depletion with an IPv6 Access Network

In the scenario shown in Figure 61 on page 628, the ISP network is IPv6-only.
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Figure 61: IPv4 Depletion Solution - IPv6 Access Network
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The dual-stack lite (DS-Lite) solution accommodates IPv6-only ISPs. The best business

model for this approach is that the customer premises equipment (CPE) has integrated

the functions for tunneling IPv6 to an IPv4 backbone, tunneling IPv4 to an IPv6 backbone,

and can automatically detect which solution is required.

Not all customers of a given ISP must switch from IPv4 access to IPv6 access

simultaneously; in fact, transition can be managed better by switching groups of

customers (for example, all those connected to a single point of presence) on an

incremental basis. Such an incremental approach should prove easier to plan, schedule,

and execute than an across-the-board conversion.

Example 3: IPv4 Depletion for Mobile Networks

The complexity of mobile networks necessitates a flexible migration approach to ensure

minimal disruption and maximum backward compatibility during transition. NAT64 can

be used to enable IPv6 devices to communicate to IPv4 hosts without modifying the

clients.

Related
Documentation

Packet Flow Through the Adaptive Services or Multiservices PIC on page 620•

Understanding Services PICs

Interfaces used in router networks can be broadly classified into two:

• Networking interfaces, such as Ethernet and SONET interfaces, that primarily provide

traffic connectivity. For more information on these interfaces, see the Junos
®

OS

Network Interfaces.

• Services interfaces, such as Adaptive Services interfaces and Multiservices interfaces,

that provide specific capabilities for manipulating traffic before it is delivered to its

destination.

Copyright © 2019, Juniper Networks, Inc.628

Edge Services Director User Guide



Services interfaces enable you to add services to your network incrementally. TJunos OS

supports the following services interfaces:

• Adaptive services and Multiservices PICs on page 629

• Encryption Services (ES) PIC on page 629

• Multilink Services and Link Services PICs on page 630

• Monitoring Services PICs on page 630

• Tunnel Services PIC on page 630

• Multiservices MIC and Multiservices MPC on page 630

Adaptive services andMultiservices PICs

Adaptive Services [AS] PICs and Multiservices PICs enable you to perform multiple

services on the same PIC by configuring a set of services and applications. The AS and

Multiservices PICs offer a range of services that you can configure in one or more service

sets. The following are some of the services you can configure on Adaptive services or

multiservices interfaces:

• Class-of-service

• Intrusion detection service (IDS)

• IP Security (IPsec)

• Layer 2 tunneling protocols

• Monitoring services

• Network Address Translation (NAT)

• Stateful firewalls

• Voice services

For more information about these services, see Adaptive Services Overview.

NOTE: On Juniper Networks MX Series 3D Universal Edge Routers, the
Multiservices DPC provides essentially the same capabilities as the
Multiservices PIC. The interfaces on both platforms are configured in the
sameway.

Encryption Services (ES) PIC

ES PIC provides a security suite for the IP version 4 (IPv4) and IP version 6 (IPv6) network

layers. The suite provides functionality such as authentication of origin, data integrity,

confidentiality, replay protection, and nonrepudiation of source. It also defines

mechanisms for key generation and exchange, management of security associations,

and support for digital certificates. For more information about encryption interfaces,

see Configuring Encryption Interfaces.
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Multilink Services and Link Services PICs

Multilink Services and Link Services PICs enable you to split, recombine, and sequence

datagrams across multiple logical data links. The goal of multilink operation is to

coordinate multiple independent links between a fixed pair of systems, providing a virtual

link with greater bandwidth than any of the members. The Junos OS supports two services

PICs based on the Multilink Protocol: the Multilink Services PIC and the Link Services PIC.

For more information about multilink and link services interfaces, see Link and Multilink

Services Interfaces Feature Guide for Routing Devices.

Monitoring Services PICs

Monitoring Services PICs enable you to monitor traffic flow and export the monitored

traffic. Monitoring traffic allows you to perform the following tasks:

• Gather and export detailed information about IPv4 traffic flows between source and

destination nodes in your network.

• Sample all incoming IPv4 traffic on the monitoring interface and present the data in

cflowd record format.

• Perform discard accounting on an incoming traffic flow.

• Encrypt or tunnel outgoing cflowd records, intercepted IPv4 traffic, or both.

• Direct filtered traffic to different packet analyzers and present the data in its original

format.

For more information about flow monitoring interfaces, see Monitoring, Sampling, and

Collection Services Interfaces Feature Guide.

Tunnel Services PIC

Tunnel Services PIC provides a private, secure path through an otherwise public network

by encapsulating arbitrary packets inside a transport protocol. Tunnels connect

discontinuous subnetworks and enable encryption interfaces, virtual private networks

(VPNs), and MPLS.

For more information about tunnel interfaces, see Tunnel Properties.

Multiservices MIC andMultiservices MPC

The Multiservices Modular Interfaces Card (MS-MIC) and the Multiservices Modular PIC

Concentrator (MS-MPC), introduced in Junos OS Release 13.2, provide improved scaling

and high performance. The MS-MIC and MS-MPC have enhanced memory (16 GB for

MS-MIC, 32 GB per NPU of MS-MPC) and processing capabilities.

The services interfaces on MS-MPC and MS-MIC are identified in the configuration with

an ms- prefix (for example, ms-1/2/1).
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The following services packages come preinstalled and preconfigured on MS-MICs and

MS-MPCs in Junos OS Release 13.2:

• Junos Traffic Vision (formerly referred to as Jflow/Flow Monitoring)

• Junos Address Aware (formerly referred to as NAT features)

• Junos VPN Site Secure (formerly referred to as IPsec features)

• Junos Network Secure (formerly referred to as the Stateful Firewall feature)

For for information about MS-MIC and MS-MPC, see Multiservices MIC and Multiservices

MPC (MS-MIC and MS-MPC) Overview.

Related
Documentation

Supported Platforms•

• Packet Flow Through the Adaptive Services or Multiservices PIC

• Enabling Service Packages

• Services Configuration Procedure

• Services Interface Naming Overview

TLBOverview

• TLB Application Description on page 631

• TLB Topology on page 632

• TLB Key Characteristics on page 632

• TLB Application Components on page 633

• TLB Configuration Limits on page 634

TLB Application Description

Traffic load balancer (TLB) is supported on MX Series routers with Dense Port

Concentrator (DPC) services PICs and Modular Port Concentrator (MPC) line cards. TLB

enables you to distribute traffic among multiple next-hop servers.

The TLB solution employs a DPC-based control plane and a data plane using the Router

MX 3D forwarding engine.

TLB leverages the MPC’s inline functionality, based on an enhanced version of equal-cost

multipath (ECMP). Enhanced ECMP facilitates the distribution of sessions across multiple

next-hop servers. Enhancements to native ECMP ensure that when servers fail, only flows

associated with those servers are impacted, minimizing the overall network churn on

services and sessions.

TLB uses the services PIC capabilities of the DPC to provide application-based health

monitoring for up to 255 next-hop servers per group, thus providing Intelligent traffic

steering based on health checking of server availability information in a next-hop server

distribution table. The TLB solution uses a session distribution next-hop API to update

the server distribution table and retrieve statistics.
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TLB applies its session distribution processing to ingress traffic. Use firewall filters when

necessary to select traffic from the ingress interface. Traffic is processed unchanged as

it is moved from the ingress interface to the next-hop server. Network Address Translation

(NAT) and packet modification are not applied.

TLB Topology

TLB topology is shown in Figure 62 on page 632.

Figure 62: TLB Topology
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TLB Key Characteristics

The following are key characteristics of TLB.

• TLB only distributes the requests for any flow; the response is expected to return directly

to the client/source.

• TLB supports hash-based load balancing based on source IP, destination IP, and

protocol.

• TLB enables you to configure servers offline to prevent a performance impact that

might be caused by a rehashing for all existing flows. You can add a server in

administrative down state and use it later for traffic distribution by disabling “admin

down” . This prevents traffic impact to other servers.

• When health checking determines a server to be down, only the affected flows are

rehashed.

• When a previously down server is returned to service, all flows belonging to that server

based on hashing return to it, impacting performance for the returned flows. For this

reason, the automatic rejoining of a server to an active group can be disabled. Servers

are returned to service only by issuing the request services traffic-load-balance

real-service rejoin operational command.

• Health check monitoring application runs on an MS-DPC/NPU.TLB traffic is not

forwarded to the MS-DPC/NPU.
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• NAT is not be applied to the distributed sessions.

• High availability is accomplished by stateless failover between two Mx3D routers. The

routers can seamlessly backup one another because they leverage the same hash

algorithm which results in the same server being allocated for the same flow.

TLB Application Components

Servers and Server Groups

TLB enables configuration of groups of up to 255 servers (referred to in configuration as

real services) as next-hop destinations for stateless session distribution. You can configure

up to 1024 servers associated with one services PIC used for health checking. All servers

used in server groups must be individually configured before assignment to groups. The

session distribution hashing algorithm uses key-selectable hashing for session distribution.

Distribution information is maintained in a server distribution table. Users can add and

delete servers to and from the TLB server distribution table and can also change the

administrative status of a server.

NOTE: TheTLBsolutionuses thesessiondistributionnext-hopAPI toupdate
the server distribution table and retrieve statistics. Applications do not have
direct control on the server distribution table management. They can only
influence changes indirectly through the add and delete services of the TLB
API.

Server Health Monitoring— Single Health Check and Dual Health Check

TLB supports health check protocols— ICMP, TCP, and HTTP—to monitor the health of

servers in a group. You can use a single probe type for a server group, or a dual health

check (TLB - DHC) configuration, which includes two probe types. The configurable

health monitoring function resides on a services PIC. By default, probe requests are sent

every 5 seconds. Also by default, a real server is declared down only after five consecutive

probe failures and declared up only after five consecutive probe successes.

TLB provides application stickiness, meaning that server failures or changes do not affect

traffic flows to other active servers. Changing a server’s administrative status from down

to up , or changing a server’s administrative state to down does not impact any active

flows to remaining servers in the server distribution table. Adding a server or deleting a

server from a group has some traffic impact for 5 to 10 seconds.

TLB provides two levels of server health monitoring:

• Single Health Check—One probe type is attached to a server group by means of the

network-monitoring-profile configuration statement.

• TLB Dual Health Check (TLB-DHC)—Two probe types are associated with a server

group by means of the network-monitoring-profile configuration statement. A server’s

status is declared based on the result of two health check probes. This feature

enhancement, allowing users to configure up to two health check profiles per server

group, is in traffic-dird-12.1X43-1-A2.2 and subsequent releases. If a server group is
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configured for DHC, a real-service is declared to be UP only if both health-check probes

are simultaneously UP, otherwise a real-service declared to be DOWN.

Virtual Services

The virtual service provides an address that is associated with a the group of servers to

which traffic is directed as determined by hash-based session distribution and server

health monitoring.

The virtual service configuration identifies:

• The group of servers to which sessions are distributed

• The session distribution hashing method

NOTE: TLB doesn't require a specific virtual IP. VIPs 0.0.0.0 or 0::0 are
acceptable.

TLB Configuration Limits

Table 92: TLB Configuration Limits

255Maximum servers per group.

32Maximum virtual services per services PIC.

1024Maximum real servers per services PIC

1Maximum groups per virtual service.

2Maximum network monitoring profiles per group.

1Maximum number of TLB instances per service interface unit.

1Maximum number of VIPs per virtual service.

ICMP, TCP, HTTPSupported health checking protocols.

Related
Documentation

Configuring TLB•

Installing and Configuring TLB Using the CLI Interface

Before you configure TLB, install the TLB application package.

To install the TLB application:
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1. Download the TLB package.

2. Install the TLB package in the router.

user@host> request system software add
traffic-dird-14.1I20150205_0332_rsbu-builder-A4.0-signed.tgz no-validate

3. At the [edit chassis fpc slot-number pic pic-number adaptive-services service-package

extension-provider] hierarchy level, configure the desired level of syslog information

from the TLB daemon.

[edit chassis fpc 1 pic 0 adaptive-services service-package extension-provider]
user@host# set syslog daemon info

4. Enable TLB network monitoring daemon on the PIC.

[edit chassis fpc 1 pic 0 adaptive-services service-package extension-provider]
user@host# set package traffic-dird-services

After you have installed the application package, you can configure or reconfigure TLB

as needed. The following topics describe how to configure TLB. To create a complete

application, you must also define interfaces and routing information. You can optionally

define firewall filters and policy options in order to differentiate TLB traffic.

• Configuring a TLB Instance on page 635

• Configuring Interface and Routing Information on page 635

• Configuring Servers on page 637

• Configuring Network Monitoring Profiles on page 638

• Configuring Server Groups on page 639

• Configuring Virtual Services on page 640

Configuring a TLB Instance

TLB configurations are saved in named instances.

Configuring Interface and Routing Information

To configure interface and routing information:

1. At the [edit services traffic-load-balance instance instance-name] hierarchy level,

identify the service interface associated with this instance.

user@host# [edit services traffic-load-balance instance instance-name]
user@host# set interface interface-name

For example:

[edit services traffic-load-balance instance tlb-instance1]
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user@host# set interfacems-1/0/0

2. Specify the client interface for which an implicit filter is defined to direct traffic in the

forward direction. This is required only for translated mode.

user@host# [edit services traffic-load-balance instance instance-name]
user@host# set client-interface interface-name

For example:

[edit services traffic-load-balance instance tlb-instance1]
user@host# set client-interface ge-5/2/0.0

3. Specify the virtual routing instance, server-vrf, used to route data traffic in the forward

direction to servers. This is required for SLT and Layer 3 DSR; it is optional for Layer 2

DSR.

user@host# [edit services traffic-load-balance instance instance-name]
user@host# set server-vrf server-vrf-name

For example:

[edit services traffic-load-balance instance tlb-instance1]
user@host# set server-vrf server-vrf

4. Specify the server interface for which implicit filters are defined to direct return traffic

to the client.

NOTE: Implicit filters for return traffic are not used for DSR.

user@host# [edit services traffic-load-balance instance instance-name]
user@host# set server-interface server-interface

For example:

[edit services traffic-load-balance instance tlb-instance1]
user@host# set server-interface ge-5/2/1.0

5. (Optional) Specify the filter used to bypass rephrase as health-check traffic from real

servers.

user@host# [edit services traffic-load-balance instance instance-name]
user@host# set server-inet-bypass-filter server-inet-bypass-filter

For example:

[edit services traffic-load-balance instance tlb-instance1]
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user@host# set server-inet-bypass-filter tlb-ipv4-bypass

6. Specify the virtual routing instance client-vrfi n which you want the data in the reverse

direction to be routed to the clients.

NOTE: Virtual routing instances for routing data in the reverse direction
are not used with DSR.

user@host# [edit services traffic-load-balance instance instance-name]
user@host# set client-vrf client-vrf

For example:

[edit services traffic-load-balance instance tlb-instance1]
user@host# set client-vrf client-vrf

Configuring Servers

To configure servers for the TLB instance:

1. Go to the [edit services traffic-load-balance instance instance-name] hierarchy level.

user@host# [edit services traffic-load-balance instance instance-name]

2. At the [edit services traffic-load-balance instance instance-name ] hierarchy level,

configure a logical name and IP address for each server to be made available for

next-hop distribution.

[edit services traffic-load-balance instance instance-name]
user@host# set real-service name address ip-address

For example:

[edit services traffic-load-balance instance tlb-instance1]
user@host# set real-service rs138 address 172.26.99.138
user@host# set real-service rs139 address 172.26.99.139
user@host# set real-service rs140 address 172.26.99.140
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Configuring Network Monitoring Profiles

A network monitoring profile configures a health check probe, which you assign to a

server group to which session traffic is distributed. To configure a network monitoring

profile:

1. Configure the type of probe to use for health monitoring — icmp, tcp, http, or custom.

• For an ICMP probe:

[edit services network-monitoring profile profile-name]
user@host.com# set icmp

• For a TCP probe:

[edit services network-monitoring profile profile-name]
user@host.com# set tcp port port-number

• For an HTTP probe:

[edit services network-monitoring profile profile-name]
user@host.com#sethttphosthostnameurlurl-nameportport-numbermethod(get
| option)

• For an SSL probe:

[edit services network-monitoring profile profile-name]
user@host.com# set ssl-hello port ssl-version

• For a custom probe:

[edit services network-monitoring profile profile-name]
user@host.com#setcustomcmdprioritydefault-rs-status(down|up)expect (ascii
| binary) receive-string port port rs-action (down | up) send (ascii | binary)
send-string

2. Configure the interval for probe attempts, in seconds (1 through 180).

[edit services network-monitoring profile profile-name]
user@host.com# set probe-interval interval

For example:

[edit services network-monitoring profile profile1-icmp]
user@host.com# set probe-interval 2

The default value is 5.

3. Configure the number of failure retries, after which the real server is tagged as down.

[edit services network-monitoring profile profile-name]
user@host.com# set failure-retries number-of-retries
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For example:

[edit services network-monitoring profile profile1-icmp]
user@host.com# set failure-retries 3

4. Configure the number of recovery retries, which is the number of successful probe

attempts after which the server is declared up.

[edit services network-monitoring profile profile-name]
user@host.com# set recovery-retries number-of-retries

For example:

[edit services network-monitoring profile profile1-icmp]
user@host.com# set recovery-retries 1

Configuring Server Groups

Server groups consist of servers to which traffic is distributed by means of stateless,

hash-based session distribution and server health monitoring.

To configure a server group:

1. At the [edit services traffic-load-balance instance instance-name] hierarchy level,

specify the names of one or more configured real servers.

[edit services traffic-load-balance instance instance-name groups group-name]
user@host.com# set real-services real-service-name, ...

For example:

[edit services traffic-load-balance instance tlb-instance1 groups tlb-group1]
user@host.com# set real-services [ rs138 rs139 rs140 ]

2. Configure the routing instance for the group when you do not want to use the default

instance, inet.0.

[edit services traffic-load-balance instance instance-name groups group-name]
user@host.com# set routing-instance routing-instance-name

For example:

[edit services traffic-load-balance instance tlb-instance1 groups tlb-group1]
user@host.com# set routing-instance tlb-routing-instance1

3. (Optional) Disable the default option that allows a server to rejoin the group

automatically when it comes up.

[edit services traffic-load-balance instance instance-name group group-name]
user@host.com# set real-service-rejoin-options no-auto-rejoin
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4. Configure one or two network monitoring profiles to be used to monitor the health of

servers in this group.

[edit services traffic-load-balance instance instance-name groups group-name]
user@host.com# set network-monitoring-profile profile-name1 profile-name2

For example:

[edit services traffic-load-balance instance tlb-instance1 groups tlb-group1]
user@host.com# set network-monitoring-profile profile1-icmp profile2-http

Configuring Virtual Services

A virtual service provides an address that is associated with a group of servers to which

traffic is directed as determined by hash-based or random session distribution and server

health monitoring. You may optionally specify filters and routing instances to steer traffic

for TLB.

To configure a virtual service:

1. At the [edit services traffic-load-balance instance instance-name] hierarchy level,

specify a non-zero address for the virtual service.

[edit services traffic-load-balance instance instance-name virtual-service
virtual-service-name]

user@host# set address local-address

For example:

[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set address 10.1.1.1

2. Specify the server group used for this virtual service.

[edit services traffic-load-balance instance instance-name virtual-service
virtual-service-name]

user@host# set group group-name

For example:

[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set group tlb-group1

3. Specify a routing instance for the virtual service. If you do not specify a routing instance,

the default routing instance is used.

[edit services traffic-load-balance instance instance-name virtual-service
virtual-service-name]

user@host# set routing-instance routing-instance

For example:
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[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set routing-instancemsp-tproxy-server-vrf31

4. (Optional) Specify a routing metric for the virtual service.

[edit services traffic-load-balance instance instance-name virtual-service
virtual-service-name]

user@host# set routing-metric routing-metric

For example:

[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set routing-metric 128

5. Specify the method used for load balancing. You can specify a hash method, source-ip,

destination-ip, or protocol, or specify random.

[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set load-balancing-method hash hash-key (source-ip | destination-ip |
proto)

For example:

[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set load-balancing-method hash hash-key source-ip

or

[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set load-balancing-method random

6. For mode translated services, specify a service for translation, including a virtual-port,

server-listening-port, and protocol.

[edit services traffic-load-balance instance instance-name virtual-service
virtual-service-name]

user@host# set service service-name virtual-port virtual-port server-listening-port
server-listening-port protocol protocol

For example:

[edit services traffic-load-balance instance tlb-instance1virtual-servicevirtual-service1]
user@host# set service fast-track-service virtual-port 1111 server-listening-port 22
protocol tcp

7. Commit the configuration.

[edit services traffic-load-balance instance instance-name virtual-service
virtual-service-name]
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user@host# commit

NOTE: In the absence of a client-interface configuration under the TLB
instance, the implicit client filter (for VIP) is attached to the client-vrf
configuredunder theTLB instance. In this case, the routing-instanceunder
a translatemode virtual service cannot be the same as the client-vrf
configured under the TLB instance. if it is, the commit fails.

Related
Documentation

Traffic Load Balancer Overview•

Stateful Firewall Overview for Junos OS Extension-Provider Packages

Routers use firewalls to track and control the flow of traffic. Adaptive Services and

MultiServices PICs employ a type of firewall called a stateful firewall. Contrasted with a

stateless firewall that inspects packets in isolation, a stateful firewall provides an extra

layer of security by using state information derived from past communications and other

applications to make dynamic control decisions for new communication attempts.

Stateful Firewall (SFW) is supported on Junos OS extension-provider packages (known

as Junos Services Framework (JSF) in Junos OS Releases earlier than 12.3). Junos OS

extension-provider packages are suites of applications or features that enable the

integration of various services on Junos-based platforms.

Stateful firewalls group relevant flows into conversations. A flow is identified by the

following five properties:

• Source address

• Source port

• Destination address

• Destination port

• Protocol

NOTE: The protocols that are not supported on top of TCP/UDP can have
the source port and destination port mapped to other fields.

A typical Transmission Control Protocol (TCP) or User Datagram Protocol (UDP)

conversation consists of two flows: the initiation flow and the responder flow. However,

some conversations, such as an FTP conversation, might consist of two control flows

and many data flows.

Firewall rules govern whether the conversation is allowed to be established. If a

conversation is allowed, all flows within the conversation are permitted, including flows

that are created during the life cycle of the conversation.
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You configure stateful firewalls using a powerful rule-driven conversation handling path.

A rule consists of direction, source address, source port, destination address, destination

port, IP protocol value, and application protocol or service. In addition to the specific

values you configure, you can assign the value any to rule objects, addresses, or ports,

which allows them to match any input value. Finally, you can optionally negate the rule

objects, which negates the result of the type-specific match.

Firewall rules are directional. For each new conversation, the router software checks the

initiation flow matching the direction specified by the rule.

Firewall rules are ordered. The software checks the rules in the order in which you include

them in the configuration. The first time the firewall discovers a match, the router

implements the action specified by that rule. Rules still unchecked are ignored.

Stateful Firewall Support for Application Protocols

By inspecting the application protocol data, the AS or MultiServices PIC firewall can

intelligently enforce security policies and allow only the minimal required packet traffic

to flow through the firewall.

The firewall rules are configured in relation to an interface. By default, the stateful firewall

allows all sessions initiated from the hosts behind the interface to pass through the

router.

Stateful Firewall Anomaly Checking

The stateful firewall recognizes the following events as anomalies and sends them to

the IDS software for processing:

• IP anomalies:

• IP version is not correct.

• IP header length field is too small.

• IP header length is set larger than the entire packet.

• Bad header checksum.

• IP total length field is shorter than header length.

• Packet has incorrect IP options.

• Internet Control Message Protocol (ICMP) packet length error.

• Time-to-live (TTL) equals 0.

• IP address anomalies:

• IP packet source is a broadcast or multicast.

• Land attack (source IP equals destination IP).

• IP fragmentation anomalies:

• IP fragment overlap.

• IP fragment missed.
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• IP fragment length error.

• IP packet length is more than 64 kilobytes (KB).

• Tiny fragment attack.

• TCP anomalies:

• TCP port 0.

• TCP sequence number 0 and flags 0.

• TCP sequence number 0 and FIN/PSH/RST flags set.

• TCP flags with wrong combination (TCP FIN/RST or SYN/(URG|FIN|RST).

• Bad TCP checksum.

• UDP anomalies:

• UDP source or destination port 0.

• UDP header length check failed.

• Bad UDP checksum.

• Anomalies found through stateful TCP or UDP checks:

• SYN followed by SYN-ACK packets without ACK from initiator.

• SYN followed by RST packets.

• SYN without SYN-ACK.

• Non-SYN first flow packet.

• ICMP unreachable errors for SYN packets.

• ICMP unreachable errors for UDP packets.

• Packets dropped according to stateful firewall rules.

If you employ stateful anomaly detection in conjunction with stateless detection, IDS

can provide early warning for a wide range of attacks, including these:

• TCP or UDP network probes and port scanning

• SYN flood attacks

• IP fragmentation-based attacks such as teardrop, bonk, and boink

Related
Documentation

Creating and Managing CGNAT Service Templates on page 234•
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Network Address Translation Configuration Overview

• Configuring Source and Destination Addresses Network Address Translation

Overview on page 645

• Configuring Pools of Addresses and Ports for Network Address Translation

Overview on page 646

• Configuring Address Pools for Network Address Port Translation (NAPT)

Overview on page 648

• Network Address Translation Rules Overview on page 656

• Configuring Service Sets for Network Address Translation on page 661

Configuring Source and Destination Addresses Network Address Translation Overview

You must configure a specific address, a prefix, or the address-range boundaries:

• The following addresses, while valid in inet.0, cannot be used for NAT translation:

• 0.0.0.0/32

• 127.0.0.0/8 (loopback)

• 128.0.0.0/16 (martian)

• 191.255.0.0/16 (martian)

• 192.0.0.0/24 (martian)

• 223.255.255.0/24 (martian)

• 224.0.0.0/4 (multicast)

• 240.0.0.0/4 (reserved)

• 255.255.255.255 (broadcast)

• You can specify one or more IPv4 address prefixes in the pool statement and in the

from clause of the NAT rule term. This enables you to configure source translation from

a private subnet to a public subnet without defining a rule term for each address in the

subnet. Destination translation cannot be configured by this method. For more

information, see Examples: Configuring NAT Rules.

• When you configure static source NAT, the addressprefix size you configure at the [edit

services nat pool pool-name] hierarchy level must be larger than the source-address

prefix range configured at the [edit services nat rule rule-name term term-name from]

hierarchy level. The source-address prefix range must also map to a single subnet or

range of IPv4 or IPv6 addresses in the pool statement. Any pool addresses that are

not used by the source-address prefix range are left unused. Pools cannot be shared.
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NOTE: When you include a NAT configuration that changes IP addresses, it
might affect forwardingpath features elsewhere in your router configuration,
suchassourceclassusage(SCU),destinationclassusage(DCU), filter-based
forwarding, or other features that target specific IP addresses or prefixes.

NAT configurationmight also affect routing protocol operation, because the
protocol peering, neighbor, and interface addresses can be altered when
routing protocols packets transit theAdaptive Services (AS) orMultiservices
PIC.

See Also Network Address Translation Overview for MS-DPC, MS-MPC, and MS-MIC Line Cards•

Configuring Pools of Addresses and Ports for Network Address Translation Overview

• Configuring NAT Pools on page 646

• Preserve Range and Preserve Parity on page 647

• Specifying Destination and Source Prefixes without Configuring a Pool on page 647

Configuring NAT Pools

You can use the pool statement to define the addresses (or prefixes), address ranges,

and ports used for Network Address Translation (NAT). To configure the information,

include the pool statement at the [edit services nat] hierarchy level:

[edit services nat]
pool nat-pool-name {
address ip-prefix</prefix-length>;
address-range lowminimum-value highmaximum-value;
port (automatic | range lowminimum-value highmaximum-value);
preserve-parity;
preserve-range {

}
}

To configure pools for traditional NAT, specify either a destination pool or a source pool.

With static source NAT and dynamic source NAT, you can specify multiple IPv4 addresses

(or prefixes) and IPv4 address ranges. Up to 32 prefixes or address ranges (or a

combination) can be supported within a single pool.

With static destination NAT, you can also specify multiple address prefixes and address

ranges in a single term. Multiple destination NAT terms can share a destination NAT pool.

However, the netmask or range for the from address must be smaller than or equal to

the netmask or range for the destination pool address. If you define the pool to be larger

than required, some addresses will not be used. For example, if you define the pool size

as 100 addresses and the rule specifies only 80 addresses, the last 20 addresses in the

pool are not used.
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For constraints on specific translation types, see Network Address Translation Rules

Overview.

With source static NAT, the prefixes and address ranges cannot overlap between separate

pools.

In an address range, the low value must be a lower number than the high value. When

multiple address ranges and prefixes are configured, the prefixes are depleted first,

followed by the address ranges.

When you specify a port for dynamic source NAT, address ranges are limited to a

maximum of 65,000 addresses, for a total of (65,000 x 65,535) or 4,259,775,000 flows.

A dynamic NAT pool with no address port translation supports up to 65,535 addresses.

There is no limit on the pool size for static source NAT.

Preserve Range and Preserve Parity

You can configure your carrier-grade NAT (CGN) to preserve the range or parity of the

packet source port when it allocates a source port for an outbound connection. You can

configure the preserve parity and preserve range options under the NAT pool definition

by including the preserve-range and preserve-parity configuration statements at the [edit

services nat pool poolname port] hierarchy level.

• Preserve range—RFC 4787,NetworkAddressTranslation (NAT)Behavioral Requirements

for Unicast UDP, defines two ranges: 0 through 1023, and 1024 through 65,535. When

the preserve-range knob is configured and the incoming port falls into one of these

ranges, CGN allocates a port from that range only. However, if there is no available

port in the range, the port allocation request fails and that session is not created. The

failure is reflected on counters and system logging, but no Internet Control Message

Protocol (ICMP) message is generated. If this knob is not configured, allocation is based

on the configured port range without regard to the port range that contains the incoming

port. The exception is some application-level gateways (ALGs), such as hello, that

have special zones.

• Preserve parity—When the preserve-parity knob is configured, CGN allocates a port

with the same even or odd parity as the incoming port. If the incoming port number is

odd or even, the outgoing port number should correspondingly be odd or even. If a port

number of the desired parity is not available, the port allocation request fails, the

session is not created, and the packet is dropped.

Specifying Destination and Source Prefixes without Configuring a Pool

You can directly specify the destination or source prefix used in NAT without configuring

a pool.

To configure the information, include the rule statement at the [edit servicesnat]hierarchy

level:

[edit services nat]
rule rule-name {
term term-name {
then {
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translated {
destination-prefix prefix;

}
}

}
}

Configuring Address Pools for Network Address Port Translation (NAPT) Overview

With Network Address Port Translation (NAPT), you can configure up to 32 address

ranges with up to 65,536 addresses each.

The port statement specifies port assignment for the translated addresses. To configure

automatic assignment of ports, include theportautomatic statement at the [editservices

nat pool nat-pool-name] hierarchy level. To configure a specific range of port numbers,

include the port range lowminimum-value highmaximum-value statement at the [edit

services nat pool nat-pool-name] hierarchy level.

The Junos OS provides several alternatives for allocating ports:

• Round-Robin Allocation for NAPT on page 648

• Sequential Allocation for NAPT on page 649

• Preserve Parity and Preserve Range for NAPT on page 649

• Address Pooling and Endpoint Independent Mapping for NAPT on page 650

• Port Block Allocation for NAPT on page 651

• Deterministic Port Block Allocation for NAPT on page 651

• Comparision of NAPT Implementation Methods on page 656

Round-Robin Allocation for NAPT

To configure round-robin allocation for NAT pools, include the address-allocation

round-robin configuration statement at the [edit services nat pool pool-name] hierarchy

level. When you use round-robin allocation, one port is allocated from each address in

a range before repeating the process for each address in the next range. After ports have

been allocated for all addresses in the last range, the allocation process wraps around

and allocates the next unused port for addresses in the first range.

• The first connection is allocated to the address:port 100.0.0.1:3333.

• The second connection is allocated to the address:port 100.0.0.2:3333.

• The third connection is allocated to the address:port 100.0.0.3:3333.

• The fourth connection is allocated to the address:port 100.0.0.4:3333.

• The fifth connection is allocated to the address:port 100.0.0.5:3333.

• The sixth connection is allocated to the address:port 100.0.0.6:3333.

• The seventh connection is allocated to the address:port 100.0.0.7:3333.

• The eighth connection is allocated to the address:port 100.0.0.8:3333.
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• The ninth connection is allocated to the address:port 100.0.0.9:3333.

• The tenth connection is allocated to the address:port 100.0.0.10:3333.

• The eleventh connection is allocated to the address:port 100.0.0.11:3333.

• The twelfth connection is allocated to the address:port 100.0.0.12:3333.

• Wraparound occurs and the thirteenth connection is allocated to the address:port

100.0.0.1:3334.

Sequential Allocation for NAPT

With sequential allocation, the next available address in the NAT pool is selected only

when all the ports available from an address are exhausted.

NOTE: This legacy implementation provides backward compatibility and is
no longer a recommended approach..

The NAT pool called napt in the following configuration example uses the sequential

implementation:

pool napt {
address-range low 100.0.0.1 high 100.0.0.3;
address-range low 100.0.0.4 high 100.0.0.6;
address-range low 100.0.0.8 high 100.0.0.10;
address-range low 100.0.0.12 high 100.0.0.13;
port {
range low 3333 high 3334;

}
}

In this example, the ports are allocated starting from the first address in the first

address-range, and allocation continues from this address until all available ports have

been used. When all available ports have been used, the next address (in the same

address-range or in the following address-range) is allocated and all its ports are selected

as needed. In the case of the example napt pool, the tuple address, port 100.0.0.4:3333,

is allocated only when all ports for all the addresses in the first range have been used.

• The first connection is allocated to the address:port 100.0.0.1:3333.

• The second connection is allocated to the address:port 100.0.0.1:3334.

• The third connection is allocated to the address:port 100.0.0.2:3333.

• The fourth connection is allocated to the address:port 100.0.0.2:3334, and so on.

Preserve Parity and Preserve Range for NAPT

The following options are available for NAPT:

• Preserving parity—Use thepreserve-parity command to allocate even ports for packets

with even source ports and odd ports for packets with odd source ports.
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• Preserving range—Use the preserve-range command to allocate ports within a range

from 0 to 1023, assuming the original packet contains a source port in the reserved

range. This applies to control sessions, not data sessions.

Address Pooling and Endpoint Independent Mapping for NAPT

• Address Pooling and Endpoint Independent Mapping for NAPT on page 650

Address Pooling and Endpoint Independent Mapping for NAPT

Address Pooling

Address pooling, or address pooling paired (APP) ensures assignment of the same

external IP address for all sessions originating from the same internal host. You can use

this feature when assigning external IP addresses from a pool. This option does not affect

port utilization

Address pooling solves the problems of an application opening multiple connections.

For example, when Session Initiation Protocol (SIP) client sends Real-Time Transport

Protocol (RTP) and Real-Time Control Protocol (RTCP) packets, the SIP generally server

requires that they come from the same IP address, even if they have been subject to NAT.

If RTP and RTCP IP addresses are different, the receiving endpoint might drop packets.

Any point-to-point (P2P) protocol that negotiates ports (assuming address stability)

benefits from address pooling paired.

The following are use cases for address pooling.

• A site that offers instant messaging services requires that chat and their control sessions

come from the same public source address. When the user signs on to chat, a control

session authenticates the user. A different session begins when the user starts a chat

session. If the chat session originates from a source address that is different from the

authentication session, the instant messaging server rejects the chat session, because

it originates from an unauthorized address.

• Certain websites such as online banking sites require that all connections from a given

host come from the same IP address.

Endpoint Independent Mapping and Endpoint Independent Filtering

Endpoint independent mapping (EIM) ensures the assignment of the same external

address and port for all connections from a given host if they use the same internal port.

This means if they come from a different source port, you are free to assign a different

external address.

EIM and APP differ as follows:

• APP ensures assigning the same external IP address.

• EIM provides a stable external IP address and port (for a period of time) to which

external hosts can connect. Endpoint independent filtering (EIF) controls which external

hosts can connect to an internal host.
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Port Block Allocation for NAPT

Carriers track subscribers using the IP address (RADIUS or DHCP) log. If they use NAPT,

an IP address is shared by multiple subscribers, and the carrier must track the IP address

and port, which are part of the NAT log. Because ports are used and reused at a very high

rate, tracking subscribers using the log becomes difficult due to the large number of

messages, which are difficult to archive and correlate. By enabling the allocation of ports

in blocks, port block allocation can significantly reduce the number of logs, making it

easier to track subscribers.

Port block allocation is supported on MX series routers wiith MultiServices Dense Port

Concentrators (MS-DPCs).

• Secured Port Block Allocation for NAPT on page 651

Secured Port Block Allocation for NAPT

When allocating blocks of ports, the most recently allocated block is the current active

block. New requests for NAT ports are served from the active block. Ports are allocated

randomly from the current active block.

When you configure secured port block allocation, you can specify the following:

• block-size

• max-blocks-per-address

• active-block-timeout

See Also Configuring Secured Port Block Allocation•

Deterministic Port Block Allocation for NAPT

You can configure NAT algorithm-based allocation of blocks of destination ports. By

specifying deterministic-port-block-allocation blocksize blocksize at the [edit services nat

poolpoolnameport] hierarchy level, you ensure that an incoming (source) IP address and

port always map to the same destination IP address and port, thus eliminating the need

for the address translation logging. You can also specify include-boundary-addresses if

you want the lowest and highest addresses in the source address range of a NAT rule to

be translated when the NAT pool is used. When you use deterministic port block allocation,

you must specify deterministic-nat44 as the translation-type in your NAT rule.

For detailed information on how to configure deterministic port block allocation, see

Configuring Deterministic Port Block Allocation.

• Understanding Deterministic Port Block Allocation Algorithms on page 652

• Deterministic Port Block Allocation Algorithm Usage on page 652

• Deterministic Port Block Allocation Restrictions on page 655
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Understanding Deterministic Port Block Allocation Algorithms

The effectiveness of your implementation of deterministic port block allocation depends

on your analysis of your subscriber requirements. The block size you provide indicates

how many ports will be made available for each incoming subscriber address in the range

the from clause specified in the applicable NAT rule. The allocation algorithm computes

an offset value to determine the outgoing port. A reverse algorithm is used to derive the

originating subscriber address.

NOTE: In order to track subscribers without using logs, an ISPmust use a
reverse algorithm to derive a subscriber (source) addresses from translated
addresses.

Deterministic Port Block Allocation AlgorithmUsage

When you have configured deterministic port block allocation, you can use the show

services nat deterministic-nat internal-host and show services nat deterministic-nat

nat-port-block commands to show forward and reverse mapping. However, mappings

will change if you reconfigure your deterministic port block allocation block size or the

from clause for your NAT rule. In order to provide historical information on mappings, we

recommend that you write scripts that can show specific mappings for prior configurations.

The following variables are used in forward calculation (private subscriber IP address to

public IP address) and reverse calculation (public IP address to private subscriber IP

address):

• Pr_Prefix—Any pre-NAT IPv4 subscriber address

• Pr_Port—Any pre-NAT protocol port

• Block_Size—Number of ports configured to be available for each Pr_Prefix

• Base_PR_Prefix—First usable pre-NAT IPv4 subscriber address in a “from” clause match

condition

• Base_PU_Prefix—First usable post-NAT IPv4 subscriber address configured in the NAT

pool.

• Pu_Port_Range_Start—1024 (ports 0 through 1023 are not used when port automatic

is configured)

• Pr_Offset—Pr_Prefix – Base_Pr_Prefix

• PR_Port_Offset—Pr_Offset * Block_Size

• Pu_Prefix—Post-NAT address for a given Pr_Prefix

• Pu_Start_Port—Post-NAT start port for a flow from a given Pr_Prefix

• Pu_Actual_Port—Post-NAT port seen on a reverse flow

• Nr_Addr_PR_Prefix — Number of usable pre-NAT IPv4 subscriber addresses in a “from”

clause match condition
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• Nr_Addr_PU_Prefix — Number of usable post-NAT IPv4 addresses configured in the

NAT pool

• Rounded_Port_Range_Per_IP — ceil[(Nr_Addr_PR_Prefix/Nr_Addr_PU_Prefix)] *

Block_Size

• Pu_Offset—Pu_Prefix – Base_Pu_Prefix

• Pu_Port_Offset—(Pu_Offset * Port_Range_Per_Pu_IP) + (Pu_Actual_Port –

Pu_Port_Start_Port)

NOTE: Ifblock-size is configuredas zero, themethod for computing theblock

size has changed and is computed as follows:

block-size = int(64512/ceil[(Nr_Addr_PR_Prefix/Nr_Addr_PU_Prefix)])

where 64512 is themaximum available port range per public IP address.

AlgorithmUsage–Assume the following configuration:

services {
nat {
pool src-pool {
address-range low 32.32.32.1 high 32.32.32.254;
port {
automatic {
random-allocation;

}
deterministic-block-allocation {
block-size 249;

}
}

}
rule det-nat {
match-direction input;
term t1 {
from {
source-address {
10.1.0.0/16;

}
}
then {
translated {
source-pool src-pool;
translation-type {
deterministic-napt44;

}
}

}
}
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Forward Translation

1. Pr_Offset = Pr_Prefix – Base_Pr_Prefix

2. Pr_Port_Offset = Pr_Offset * Block_Size

3. Rounded_Port_Range_Per_IP = ceil[(Nr_Addr_PR_Prefix/Nr_Addr_PU_Prefix)] *

Block_Size

4. Pu_Prefix = Base_Public_Prefix + floor(Pr_Port_Offset / Rounded_Port_Range_Per_IP)

5. Pu_Start_Port = Pu_Port_Range_Start + (Pr_Port_Offset %

Rounded_Port_Range_Per_IP)

Using the sample configuration and assuming a subscriber flow sourced from

10.1.1.250:5000:

1. Pr_Offset = 10.1.1.250 – 10.1.0.1 = 505

2. Pu_Port_Offset = 505 * 249 = 125,745

3. Rounded_Port_Range_Per_IP = ceil[(65, 533/254)] * 249 = 259 * 249 = 64,491

4. Pu_Prefix = 32.32.32.1 + floor(125,745 /64,491) = 32.32.32.1 +1 =32.32.32.2

5. Pu_Start_Port = 1,024 + (125,745 % 64,491) = 62278

• 10.1.1.250 is translated to 32.32.32.2.

• The starting port is 62278. There are 249 ports available to the subscriber based

on the configured block size. The available port range spans ports 62278 through

62526 (inclusive).

• The specific flow 10.1.1.250:5000 randomly assigns any of the ports in its range

because random allocation was specified.

Reverse Translation

1. Pu_Offset = Pu_Prefix – Base_Pu_Prefix

2. Pu_Port_Offset = (Pu_Offset * Rounded_Port_Range_Per_IP) + (Pu_Actual_Port –

Pu_Port_Range_Start)

3. Subscriber_IP = Base_Pr_Prefix + floor(Pu_Port_Offset / Block_Size)
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The reverse translation is determined as follows. Assume a flow returning to

32.32.32.2:62278.

1. Pu_Offset = 32.32.32.2 – 32.32.32.1 = 1

2. Pu_Port_Offset = (1 * 64,491) + (62,280 - 1024) = 125,747

3. Subscriber_IP = 10.1.0.1 + floor(125,747 / 249) = 10.1.0.1 + 505 = 10.1.1.250

NOTE: In reverse translation, only the original private IP address can be
derived, and not the original port in use. This is sufficiently granular for
law enforcement requirements.

Deterministic Port Block Allocation Restrictions

When you configure deterministic port block allocation, you must be aware of the following

restrictions. Violation of any restriction results in a commit error. The restrictions and

their error messages are shown in Table 93 on page 655

Table 93: Deterministic Port Block Allocation Commit Constraints

Error MessageRestriction

Number of addresses and port blocks combination in the
NAT pool is less than number of addresses in 'from' clause

The total number of deterministic NAT blocks must be greater than
or equal to the 'from' clause addresses configured. This means that
the Rounded_Port_Range_Per_IP value must be less than or equal
to 64,512.

Invalid IP address in pool p1 with translation type
deterministic-napt44

OR

There is already a range configured with v4 address range

IPv6 addresses should not be used in deterministic NAT pool/from
clause.

With translation-type deterministic-napt44, same 'from'
address/range should be configured if pool is shared by
multiple rules or terms

The fromclause addresses should be same if the same deterministic
NAT pool is used across multiple terms/rules. Only one from clause
address/range should be specified if the same deterministic NAT
pool is used across multiple terms/rules.

overlapping address, in the 'from' clause between 'except'
entries

There shouldn't be address overlap between except entries in the
from clause addresses.

Deterministic NAT pool cannot be used with other
translation-types

A deterministic NAT pool cannot be used with other
translation-types

Deterministic NAPT44 must use a source pool with
deterministic-port-block-allocation configuration

Deterministic NAPT44 must use a source pool with
deterministic-port-block-allocation configuration

Address allocation round-robin is not needed with
translation-type deterministic-napt44

If address-allocation round-robin is configured, a commit results in
display of a warning indicating that this technique is not needed
with translation-type deterministic-napt44 and is ignored.
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Table 93: Deterministic Port Block Allocation Commit Constraints (continued)

Error MessageRestriction

Number of addresses in pool with deterministic-napt44
translation are limited to at most 16777216(2^24)

The total number of IP addresses assigned to a deterministic NAT
pool should be less than or equal to 224 (16777216).

Comparision of NAPT ImplementationMethods

Table 94 on page 656 provides a feature comparison of available NAPT implementation

methods.

Table 94: Comparison of NAPT Implementation Methods

Deterministic Port Block
AllocationSecured Port Block Allocation

Dynamic Port
AllocationFeature/Function

LowMediumHighUsers per IP

MediumMediumLowSecurity Risk

None (no logs necessary)LowHighLog Utilization

n/aactive-block-timeout featureRandom allocationSecurity Risk Reduction

Algorithm-based port
allocation

Configure multiples of smaller port
blocks to maximize users/ public IP

n/aIncreasing Users per IP

Network Address Translation Rules Overview

To configure a NAT rule, include the rule rule-name statement at the [edit services nat]

hierarchy level:

[edit services nat]
rule (Services NAT) rule-name {
match-direction (Services NAT) (input | output);
term (Services NAT) term-name {
from (Services NAT) {
application-sets (Services NAT) set-name;
applications (Services NAT) [ application-names ];
destination-address (Services NAT) (address | any-unicast) <except>;
destination-address-range(ServicesNAT) lowminimum-valuehighmaximum-value
<except>;

destination-prefix-list (Services NAT) list-name <except>;
source-address (address | any-unicast) <except>;
source-address-range (Services NAT) lowminimum-value highmaximum-value
<except>;

source-prefix-list (Services Stateful Firewall) list-name <except>;
}
then (Services NAT) {
no-translation;
translated {
address-pooling paired;
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destination-pool nat-pool-name;
destination-prefix (Services NAT) destination-prefix;
dns-alg-pool dns-alg-pool;
dns-alg-prefix dns-alg-prefix;
filtering-type endpoint-independent;
mapping-type endpoint-independent;
overload-pool overload-pool-name;
overload-prefix overload-prefix;
source-pool nat-pool-name;
source-prefix (Services NAT) source-prefix;
translation-type {
(basic-nat-pt | basic-nat44 | basic-nat66 | dnat-44 | dynamic-nat44 | napt-44 |
napt-66|napt-pt |stateful-nat64| twice-basic-nat-44| twice-dynamic-nat-44
| twice-napt-44);

}
}
syslog (Services NAT) ;

}
}

}

Each rule must include a match-direction statement that specifies the direction in which

the match is applied.

In addition, each NAT rule consists of a set of terms, similar to a firewall filter. A term

consists of the following:

• from statement—Specifies the match conditions and applications that are included

and excluded.

• then statement—Specifies the actions and action modifiers to be performed by the

router software.

The following sections explain how the components of NAT rules:

• Configuring Match Direction for NAT Rules on page 657

• Configuring Match Conditions in NAT Rules on page 658

• Configuring Actions in NAT Rules on page 658

• Configuring Translation Types on page 659

ConfiguringMatch Direction for NAT Rules

Each rule must include a match-direction statement that specifies the direction in which

the match is applied. To configure where the match is applied, include thematch-direction

statement at the [edit services nat rule rule-name] hierarchy level:

[edit services nat rule rule-name]
match-direction (input | output);

The match direction is used with respect to the traffic flow through the Multiservices

DPC and Multiservices PICs. When a packet is sent to the PIC, direction information is

carried along with it. The packet direction is determined based on the following criteria:
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• With an interface service set, packet direction is determined by whether a packet is

entering or leaving the interface on which the service set is applied.

• With a next-hop service set, packet direction is determined by the interface used to

route the packet to the Multiservices DPC or Multiservices PIC. If the inside interface

is used to route the packet, the packet direction is input. If the outside interface is used

to direct the packet to the PIC or DPC, the packet direction is output. For more

information about inside and outside interfaces, see “Configuring Service Sets to be

Applied to Services Interfaces.”

• On the Multiservices DPC and Multiservices PIC, a flow lookup is performed. If no flow

is found, rule processing is performed. All rules in the service set are considered. During

rule processing, the packet direction is compared against rule directions. Only rules

with direction information that matches the packet direction are considered.

ConfiguringMatch Conditions in NAT Rules

To configure NAT match conditions, include the from statement at the [edit services nat

rule rule-name term term-name] hierarchy level:

[edit services nat rule rule-name term term-name]
from {
application-sets set-name;
applications [ application-names ];
destination-address (address | any-unicast) <except>;
destination-address-range lowminimum-value highmaximum-value <except>;
destination-prefix-list list-name <except>;
source-address (address | any-unicast) <except>;
source-address-range lowminimum-value highmaximum-value <except>;
source-prefix-list list-name <except>;

}

To configure traditional NAT, you can use the destination address, a range of destination

addresses, the source address, or a range of source addresses as a match condition, in

the same way that you would configure a firewall filter; for more information, see the

Routing Policies, Firewall Filters, and Traffic Policers Feature Guide.

Alternatively, you can specify a list of source or destination prefixes by including the

prefix-list statement at the [edit policy-options] hierarchy level and then including either

the destination-prefix-list or source-prefix-list statement in the NAT rule. For an example,

see “Examples: Configuring Stateful Firewall Rules.”

Configuring Actions in NAT Rules

To configure NAT actions, include the then statement at the [edit services nat rule

rule-name term term-name] hierarchy level:

[edit services nat rule rule-name term term-name]
then {
no-translation;
syslog;
translated {
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destination-pool nat-pool-name;
destination-prefix destination-prefix;
source-pool nat-pool-name;
source-prefix source-prefix;
translation-type (basic-nat-pt | basic-nat44 | basic-nat66 | dnat-44 | dynamic-nat44
| napt-44 | napt-66 | napt-pt | stateful-nat64 | twice-basic-nat-44 |
twice-dynamic-nat-44 | twice-napt-44);

}
}

}

The no-translation statement allows you to specify addresses that you want excluded

from NAT.

The system log statement enables you to record an alert in the system logging facility.

Thedestination-pool,destination-prefix, source-pool, and source-prefixstatements specify

addressing information that you define by including the pool statement at the [edit

services nat] hierarchy level.

Configuring Translation Types

The translation-type statement specifies the type of NAT used for source or destination

traffic. The options are basic-nat-pt, basic-nat44, basic-nat66, dnat-44, dynamic-nat44,

napt-44, napt-66, napt-pt, stateful-nat64, twice-basic-nat-44, twice-dynamic-nat-44,

and twice-napt-44.

The implementation details of the nine options of the translation-type statement are as

follows:

• basic-nat44—This option implements the static translation of source IP addresses

without port mapping. You must configure the from source-address statement in the

match condition for the rule. The size of the address range specified in the statement

must be the same as or smaller than the source pool. You must specify either a source

pool or a destination prefix. The referenced pool can contain multiple addresses but

you cannot specify ports for translation.

NOTE: In an interface service set, all packets destined for the source
address specified in thematch condition are automatically routed to the
services PIC, even if no service set is associated with the interface.

NOTE: Prior to Junos OS Release 11.4R3, you could only use a source NAT
pool in a single service set. As of Junos OS Release 11.4R3 and subsequent
releases, you can reuse a source NAT pool in multiple service sets.

• basic-nat66—This option implements the static translation of source IP addresses

without port mapping in IPv6 networks. The configuration is similar to the basic-nat44

implementation, but with IPv6 addresses.
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• basic-nat-pt—This option implements translation of addresses of IPv6 hosts, as they

originate sessions to the IPv4 hosts in an external domain and vice versa. This option

is always implemented with DNS ALG. You must define the source and destination

pools of IPv4 addresses. You must configure one rule and define two terms. Configure

the IPv6 addresses in the fromstatement in both termstatements. In the thenstatement

of the first term within the rule, reference both the source and destination pools and

configuredns-alg-prefix. Configure the source prefix in the then statement of the second

term within the same rule.

• dnat-44—This option implements static translation of destination IP addresses without

port mapping. The size of the pool address space must be greater than or equal to the

destination address space. You must specify a name for thedestinationpool statement.

The referenced pool can contain multiple addresses, ranges, or prefixes, as long as the

number of NAT addresses in the pool is larger than the number of destination addresses

in the from statement. You must include exactly one destination-address value at the

[edit services nat rule rule-name term term-name from] hierarchy level; if it is a prefix,

the size must be less than or equal to the pool prefix size. Any addresses in the pool

that are not matched in the yvalue remain unused, because a pool cannot be shared

among multiple terms or rules.

• dynamic-nat44—This option implements dynamic translation of source IP addresses

without port mapping. You must specify a source-pool. The referenced pool must

include an address configuration (for address-only translation).

Thedynamic-nat44address-only option supports translating up to 16,777,216 addresses

to a smaller size pool. The requests from the source address range are assigned to the

addresses in the pool until the pool is used up, and any additional requests are rejected.

A NAT address assigned to a host is used for all concurrent sessions from that host.

The address is released to the pool only after all the sessions for that host expire. This

feature enables the router to share a few public IP addresses between several private

hosts. Because all the private hosts might not simultaneously create sessions, they

can share a few public IP addresses.

• napt-44—This option implements dynamic translation of source IP addresses with

port mapping. You must specify a name for the source-pool statement. The referenced

pool must include a port configuration. If the port is configured as automatic or a port

range is specified, then it implies that Network Address Port Translation (NAPT) is

used.

• napt-66—This option implements dynamic address translation of source IP addresses

with port mapping for IPv6 addresses. The configuration is similar to the napt-44

implementation, but with IPv6 addresses.

• napt-pt—This option implements dynamic address and port translation for source and

static translation of destination IP address. You must specify a name for the source-pool

statement. The referenced pool must include a port configuration (for NAPT).

Additionally, you must configure two rules, one for the DNS traffic and the other for

the rest of the traffic. The rule meant for the DNS traffic should be DNS ALG enabled

and thedns-alg-prefix statement should be configured. Moreover, the prefix configured

in the dns-alg-prefix statement must be used in the second rule to translate the

destination IPv6 addresses to IPv4 addresses.
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• stateful-nat64—This option implements dynamic address and port translation for

source IP addresses and prefix removal translation for destination IP addresses. You

must specify the IPv4 addresses used for translation at the [edit services nat pool]

hierarchy level. This pool must be referenced in the rule that translates the IPv6

addresses to IPv4.

• twice-basic-nat-44—This option implements static source and static destination

translation for IPv4 addresses, thus combining basic-nat44 for source and dnat-44 for

destination addresses.

• twice-dynamic-nat-44—This option implements source dynamic and destination static

translation for IPv4 addresses, combining dynamic-nat44 for source and dnat-44 for

destination addresses.

• twice-napt-44—This option implements source NAPT and destination static translation

for IPv4 addresses, combiningnapt-44 for source anddnat-44 for destination addresses.

NOTE: When configuring NAT, if any traffic is destined for the following
addresses and does notmatch aNAT flow or NAT rule, the traffic is dropped:

• Addresses specified in the from destination-address statement when you

are using destination translation

• Addresses specified in the source NAT pool when you are using source
translation

For more information on NAT methods, see RFC 2663, IP Network Address Translator

(NAT) Terminology and Considerations.

Configuring Service Sets for Network Address Translation

When configuring a service set for NAT processing, make sure you have defined:

• Service interface(s) for handling inbound and outbound traffic
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NOTE: Prior to Junos OS Release 11.4R3, you could only use a source NAT
pool in a single service set. As of Junos OS Release 11.4R3 and subsequent
releases, you can reusea sourceor destinationNATpool inmultiple service
sets, provided that the service interfaces associated with the service sets
are in different virtual routing and forwarding (VRF) instances.

• For interface style service sets, when a NAT pool is reused inmultiple
service sets, the service interfaces used in the interface-service

service-interface option of each service set must be in different VRFs.

• For next-hop style service sets, when a NAT pool is reused inmultiple
service sets, the service interfaces used in the outside-interface option

of each service set must be in different VRFs.

Not adhering to these service interface restrictions will cause multiple
routes tobe installed in thesameVRFfor thesameNATaddresses, causing
reverse traffic to be processed incorrectly.

To enable sharing of source NAT pools, include the
allow-overlapping-nat-pools statement at the [edit services nat] hierarchy

level.

• A NAT rule or ruleset

NOTE: To configure anMX-DPC interface to be used exclusively for
carrier-grade NAT (CGN) or related services (intrusion detection, stateful
firewall, and softwire), include the cgn-pic statement at the [edit interfaces

interface-name services-options] hierarchy level.

To configure a NAT service set:

1. At the [edit services] hierarchy level, define the service set.

[edit services]
user@host# edit service-set service-set-name

2. Configure either an interface service, which requires a single service interface, or a

next-hop service, which requires an inside and outside service interface.

[edit services service-set service-set-name]
user@host# set interface-service service-interface interface-name

Or

[edit services service-set service-set-name]
user@host# set next-hop-service inside-service-interface interface-name
outside-service-interface interface-name
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NOTE: If you have a Trio-based line card (MPC/MIC), you can use an
inline-services interface thatwas configuredon that card, as shown in this
example:

[edit]
user@host# set interfaces si-0/0/0
[edit services service-set s1]
user@host# set interface-service service-interface si-0/0/0

For more information on interface service and next-hop service, see “Configuring

Service Sets to be Applied to Services Interfaces.”

3. Configure a reference to the NAT rules or ruleset to be used with the service set.

[edit services service-set service-set-name]
user@host set nat-rules rule-or-ruleset-name

4. (Optional) For NAT64, specify that the don’t fragment (DF) bit for IPv4 packet headers

is cleared when packet length is less than 1280 bytes.

[edit services service-set service-set-name]
user@host# set nat-options stateful-nat64 clear-dont-fragment-bit

See Also Configuring Service Sets to be Applied to Services Interfaces•

Junos OS CGNAT Implementation Overview

The Junos OS enables its users to implement and scale their CGNAT (Carrier-Grade

Network Address Translation) solutions based on the type of services interfaces used

for the implementation.

• MultiServices Denser Port Concentrator (MS-DPC)—The layer 3 services package is

used to configure NAT for MS-DPC adaptive services PICs. You must configure the

layer-3 services package before implementing NAT on the MS-DPC. This solution

provides NAT functionality described in Network Address Translation Overview for

MS-DPC, MS-MPC, and MS-MIC Line Cards.

• MultiServices Modular Port Concentrator (MS-MPC) and MultisServices Modular

Interface Card (MS-MIC)—MS-MPCs and MS-MICs are pre-configured to enable

configuration of carrier-grade NAT. This solution provides NAT functionality also

described in Network Address Translation Overview for MS-DPC, MS-MPC, andMS-MIC

Line Cards.

• Inline NAT for Type 1, 2, and 3 Modular Port Concentrator (MPC Line Cards)—Inline

NAT leverages the services capabilities of TRIO-based MPC line cards, allowing
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cost-effective implementation NAT functionality on the data plane, as described in

Inline Network Address Translation Overview

• Network Address Translation Overview for MS-DPC, MS-MPC, and MS-MIC Line

Cards on page 664

• Inline Network Address Translation Overview for MPC Types 1, 2, and 3 on page 668

• CGNAT Implementations Feature Comparison for Junos Address Aware by Type of

Interface Card on page 669

• ALGs Available by Default for Junos OS Address Aware NAT on page 671

Network Address Translation Overview for MS-DPC, MS-MPC, andMS-MIC Line Cards

• Types of NAT on page 664

Types of NAT

The types of Network Address Translation (NAT) supported by the Junos OS are described

in the following sections:

• NAT Concept and Facilities Overview on page 664

• IPv4-to-IPv4 Basic NAT on page 665

• Static Destination NAT on page 666

• Twice NAT on page 666

• IPv6 NAT on page 666

• Application-level gateway (ALG) Suppport on page 666

• NAT-PT with DNS ALG on page 667

• Dynamic NAT on page 667

• Stateful NAT64 on page 668

NAT Concept and Facilities Overview

NAT is a mechanism for translating IP addresses. NAT provides the technology used to

support a wide range of networking goals, including:

• Concealing a set of host addresses on a private network behind a pool of public

addresses.

• Providing a security measure to protect the host addresses from direct targeting in

network attacks.

• Providing a tool set for coping with IPv4 address depletion and IPV6 transition issues.

The Junos OS provides carrier-grade NAT (CGN) for IPv4 and IPv6 networks, and facilitates

the transit of traffic between different types of networks.
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NOTE: The Junos OS supports a diverse set of NAT translation options. Not
all types of NAT are supported on all interface types.

• Static-source translation—Allows you to hide a private network. It features a one-to-one

mapping between the original address and the translated address; the mapping is

configured statically.

• Dynamic-source translation—Includes two options: dynamic address-only source

translation and Network Address Port Translation (NAPT):

• Dynamic address-only source translation—A NAT address is picked up dynamically

from a source NAT pool and the mapping from the original source address to the

translated address is maintained as long as there is at least one active flow that

uses this mapping. For more information, see “Dynamic NAT” on page 667.

• NAPT—Both the original source address and the source port are translated. The

translated address and port are picked up from the corresponding NAT pool. For

more information, see “NAPT” on page 666.

• Static destination translation—Allows you to make selected private servers accessible.

It features a one-to-one mapping between the translated address and the destination

address; the mapping is configured statically.

• Protocol translation—Allows you to assign addresses from a pool on a static or dynamic

basis as sessions are initiated across IPv4 or IPv6 boundaries.

• Encapsulation of IPv4 packets into IPv6 packets using softwires—Enables packets to

travel over softwires to a carrier-grade NAT endpoint where they undergo source-NAT

processing to hide the original source address.

The Junos OS supports NAT functionality described in IETF RFCs and Internet drafts, as

shown in “Supported NAT and SIP Standards” in Standard supported in Junos 13.2.

IPv4-to-IPv4 Basic NAT

Basic Network Address Translation or Basic NAT is a method by which IP addresses are

mapped from one group to another, transparent to end users. Network Address Port

Translation or NAPT is a method by which many network addresses and their TCP/UDP

ports are translated into a single network address and its TCP/UDP ports. Together,

these two operations, referred to as traditional NAT, provide a mechanism to connect a

realm with private addresses to an external realm with globally unique registered

addresses.

Traditional NAT, specified in RFC 3022, Traditional IP Network Address Translator, is fully

supported by the Junos OS. In addition, NAPT is supported for source addresses.

Basic NAT

With Basic NAT, a block of external addresses is set aside for translating addresses of

hosts in a private domain as they originate sessions to the external domain. For packets

outbound from the private network, Basic NAT translates source IP addresses and related

fields such as IP, TCP, UDP, and ICMP header checksums. For inbound packets, Basic

NAT translates the destination IP address and the checksums listed above.
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NAPT

Use NAPT to enable the components of the private network to share a single external

address. NAPT translates the transport identifier (for example, TCP port number, UDP

port number, or ICMP query ID) of the private network into a single external address.

NAPT can be combined with Basic NAT to use a pool of external addresses in conjunction

with port translation.

For packets outbound from the private network, NAPT translates the source IP address,

source transport identifier (TCP/UDP port or ICMP query ID), and related fields, such as

IP, TCP, UDP, and ICMP header checksums. For inbound packets, NAPT translates the

destination IP address, the destination transport identifier, and the IP and transport

header checksums.

Static Destination NAT

Use static destination NAT to translate the destination address for external traffic to an

address specified in a destination pool. The destination pool contains one address and

no port configuration.

For more information about static destination NAT, see RFC 2663, IP Network Address

Translator (NAT) Terminology and Considerations.

Twice NAT

In Twice NAT, both the source and destination addresses are subject to translation as

packets traverse the NAT router. The source information to be translated can be either

address only or address and port. For example, you would use Twice NAT when you are

connecting two networks in which all or some addresses in one network overlap with

addresses in another network (whether the network is private or public). In traditional

NAT, only one of the addresses is translated.

To configure Twice NAT, you must specify both a destination address and a source

address for the match direction, pool or prefix, and translation type.

You can configure application-level gateways (ALGs) for ICMP and traceroute under

stateful firewall, NAT, or class-of-service (CoS) rules when Twice NAT is configured in

the same service set. These ALGs cannot be applied to flows created by the Packet

Gateway Control Protocol (PGCP). Twice NAT does not support other ALGs. By default,

the Twice NAT feature can affect IP, TCP, and UDP headers embedded in the payload

of ICMP error messages.

Twice NAT, specified in RFC 2663, IP Network Address Translator (NAT) Terminology and

Considerations, is fully supported by the Junos OS.

IPv6 NAT

IPv6-to-IPv6 NAT (NAT66), defined in Internet draft draft-mrw-behave-nat66-01,

IPv6-to-IPv6 Network Address Translation (NAT66), is fully supported by the Junos OS.

Application-level gateway (ALG) Suppport

The Junos OS supports a number of ALGs. You can use NAT rules to filter incoming traffic

based on ALGS. For more information, see Network Address Translation Rules Overview
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NAT-PTwith DNS ALG

NAT-PT and Domain Name System (DNS) ALG are used to facilitate communication

between IPv6 hosts and IPv4 hosts. Using a pool of IPv4 addresses, NAT-PT assigns

addresses from that pool to IPv6 nodes on a dynamic basis as sessions are initiated

across IPv4 or IPv6 boundaries. Inbound and outbound sessions must traverse the same

NAT-PT router so that it can track those sessions. RFC 2766,Network Address Translation

- Protocol Translation (NAT-PT), recommends the use of NAT-PT for translation between

IPv6-only nodes and IPv4-only nodes, andnot for IPv6-to-IPv6 translation between IPv6

nodes or IPv4-to-IPv4 translation between IPv4 nodes.

DNS is a distributed hierarchical naming system for computers, services, or any resource

connected to the Internet or a private network. The DNS ALG is an application-specific

agent that allows an IPv6 node to communicate with an IPv4 node and vice versa.

When DNS ALG is employed with NAT-PT, the DNS ALG translates IPv6 addresses in

DNS queries and responses to the corresponding IPv4 addresses and vice versa. IPv4

name-to-address mappings are held in the DNS with “A” queries. IPv6 name-to-address

mappings are held in the DNS with “AAAA” queries.

NOTE: For IPv6DNSqueries,use thedo-not-translate-AAAA-query-to-A-query

statement at the [edit applications application application-name] hierarchy

level.

See Also Configuring NAT-PT•

• Example: Configuring NAT-PT

Dynamic NAT

Dynamic NAT flow is shown in Figure 63 on page 667.

Figure 63: Dynamic NAT Flow
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With dynamic NAT, you can map a private IP address (source) to a public IP address

drawing from a pool of registered (public) IP addresses. NAT addresses from the pool

are assigned dynamically. Assigning addresses dynamically also allows a few public IP

addresses to be used by several private hosts, in contrast with an equal-sized pool required

by source static NAT.

For more information about dynamic address translation, see RFC 2663, IP Network

Address Translator (NAT) Terminology and Considerations.
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Stateful NAT64

Stateful NAT64 flow is shown in Figure 64 on page 668.

Figure 64: Stateful NAT64 Flow
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Stateful NAT64 is a mechanism to move to an IPv6 network and at the same time deal

with IPv4 address depletion. By allowing IPv6-only clients to contact IPv4 servers using

unicast UDP, TCP, or ICMP, several IPv6-only clients can share the same public IPv4

server address. To allow sharing of the IPv4 server address, NAT64 translates incoming

IPv6 packets into IPv4 (and vice versa).

When stateful NAT64 is used in conjunction with DNS64, no changes are usually required

in the IPv6 client or the IPv4 server. DNS64 is out of scope of this document because it

is normally implemented as an enhancement to currently deployed DNS servers.

Stateful NAT64, specified in RFC 6146, Stateful NAT64: Network Address and Protocol

Translation from IPv6 Clients to IPv4 Servers, is fully supported by the Junos OS.

Inline Network Address Translation Overview for MPC Types 1, 2, and 3

Inline network address translation (NAT) uses the capabilites of the Modular Port

Concentrator (MPC) line card, eliminating the need for a MultiServices Dense Port

Concentrator (MS-DPC) for NAT. Consequently, you can achieve line-rate, low-latency

address translations (up to 120 Gbps per slot). The current implementation provides:

• 1:1 static address mapping

• Bidirectional mapping - source NAT for outbound traffic and destination NAT for

inbound traffic

• No limit on number of flows

• Support for Source, destination, and twice NAT, as shown in Figure 65 on page 669

NOTE: Inline NAT generally only the basic-nat44 translation type, and

implements destination NAT and twice NAT by applying NAT at the egress
interface or to back-to-back, as shown in the following figure.
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Figure 65: Supported Inline NAT Types

To configure inline NAT, you define your service interface as type si- (service-inline)

interface. You must also reserve adequate bandwidth for the inline interface. This enables

you to configure both interface or next-hop service-sets used for NAT. The si- interface

serves as a “virtual service PIC”.

NOTE: Only static source NAT is be supported. Port translation and dynamic
NAT are not supported. AnMS-DPC or MS-PIC will still be needed for any
stateful-firewall processing.

CGNAT Implementations Feature Comparison for Junos Address Aware by Type of Interface
Card

Table 95 on page 669 summarizes feature differences between the Junos OS carrier-grade

NAT implementations

Table 95: CGNAT Implementation—Feature Comparison by Platform

MPC Types 1, 2, 3

Inline NAT

MS-MPC

MS-MIC

MS-DPC

MS-100

MS-400

MS-500Feature

yesyesyesStatic Source NAT

noyesyesDynamicSource NAT - Address Only
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Table 95: CGNAT Implementation—Feature Comparison by Platform (continued)

MPC Types 1, 2, 3

Inline NAT

MS-MPC

MS-MIC

MS-DPC

MS-100

MS-400

MS-500Feature

noyesyesDynamic Source NAT - NAPT Port
Translation with Secured Port Block
Allocation

noyesyesDynamic Source NAT - NAPT Port
Translation with Deterministic Port
Port Block Allocation

yes

NOTE: Destination NAT
can be implemented
indirectly. See Inline
Network Address
Translation Overview

yesyesStatic Destination NAT

yes

NOTE: Twice NAT can be
implemented indirectly. See
Inline Network Address
Translation Overview

noyesTwice NAT

nonoyesNAPT - Preserve Parity and Port

noyesyesNAPT - EIM/EIF/APP

noyesyesNAT64

noyesnoNAT64 with APP/EIM/EIF

nonoyesDS-Lite

nonoyes6rd

nonoyesOverload Pool/Overlap Address
Across NAT Pool

nonoyesPort Control Protocol

nonoyesCGN-PIC

noyesnoAMS Support

Copyright © 2019, Juniper Networks, Inc.670

Edge Services Director User Guide



Table 96 on page 671 summarizes availability of translation types by type of interface

card.

Table 96: CGNAT Translation Types

MPC Types 1, 2, 3

Inline NAT

MS-MPC

MS-MIC

MS-DPC

MS-100

MS-400

MS-500Translation Type

yesyesyesbasic-nat44

nonoyesbasic-nat66

nonoyesbasic-nat-pt

nonoyesdeterministic-napt44

noyesyesdnat-44

noyesyesdynamic-nat44

noyesyesnapt-44

nonoyesnapt-66

nonoyesnapt-pt

noyesyesstateful-nat64

nonoyestwice-basic-nat-44

nonoyestwice-dynamic-nat-44

nonoyestwice-dynamic-napt-44

See Also Junos OS Carrier-Grade NAT Implementation Overview•

ALGs Available by Default for Junos OS Address Aware NAT

The following application-level gateways (ALGs) listed in Table 97 on page 672 are

supported for NAT processing on the listed platforms.

To view the implementation details (port, protocol, and so on) for these Junos OS default

applications, locate the Junos OS Default ALG Name in the table and then look up the

listed name in the groups. For example, for details about TFTP, look up junos-tftp as

shown.
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TIP: The Junos OS provides the junos-alg, which enables other ALGs to

function by handling ALG registrations, causing slow path packets to flow
through registered ALGs, and transferring ALG events to the ALG plug-ins.
The junos-alg ALG is automatically available on the MS-MPC andMS-MIC

platforms and does not require further configuration.

user@host# show groups junos-defaults applications application junos-tftp

application-protocol tftp;
protocol udp;
destination-port 69;

Table 97: ALGs Available by Default

Junos OS Default ALG NameMS-MPC, MS-MICMS-DPCALG

NOTE: Specific Junos ALGs are not supported.
However, a feature called TCP tracker, available by
default, performs segment ordering and retransmit
and connection tracking, validations for TCP
connections.

yesyesBasic TCP ALG

NOTE: TCP tracker performs limited integrity and
validation checks for UDP.

yesyesBasic UDP ALG

• junos-bootpc

• junos-bootps

noyesBOOTP

• junos-dce-rpc-portmap

• junos-dcerpc-endpoint-mapper-service

• junos-dcerpc-msexchange-directory-nsp

• junos-dcerpc-msexchange-directory-rfr

• junos-dcerpc-msexchange-information-store

yesyesDCE RPC Services

• junos-dns-tcp

• junos-dns-udp

yesyesDNS

• junos-ftpyesyesFTP

• junos-h323noyesH323

• junos-icmp-all

• junos-icmp-ping

yes

NOTE: ICMP messages
are handled by default,
but PING ALG support is
not provided.

yesICMP
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Table 97: ALGs Available by Default (continued)

Junos OS Default ALG NameMS-MPC, MS-MICMS-DPCALG

• junos-iiop-java

• junos-iiop-orbix

noyesIIOP

• junos-ipThe TCP tracker,
available by default on
these platforms,
performs limited integrity
and validation checks.

yesIP

• junos-netbios-datagram

• junos-netbios-name-tcp

• junos-netbios-name-udp

• junos-netbios-session

noyesNETBIOS

• junos-netshownoyesNETSHOW

• junos-pptpyesyesPPTP

• junos-realaudionoyesREALAUDIO

• junos-rpc-portmap-tcp

• junos-rpc-portmap-udp

yesyesSun RPC and RPC Port
Map Services

• junos-rtspyesyesRTSP

• junos-sipYesyesSIP

• junos-snmp-get

• junos-snmp-get-next

• junos-snmp-response junos-snmp-trap

NoyesSNMP

• junos-sqlnetyesyesSQLNET

• junos-tftpyesyesTFTP

• junos-traceroutenoyesTraceroute

• junos-rshYesyesUnix Remote Shell
Service

• junos-citrix-winframe

• junos-citrix-winframe-udp

NoyesWINFrame

• junos-talk-udpYesNoTALK-UDP
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Table 97: ALGs Available by Default (continued)

Junos OS Default ALG NameMS-MPC, MS-MICMS-DPCALG

• junos-rpc-portmap-tcp

• junos-rpc-portmap-udp

• junos-rpc-services-tcp

• junos-rpc-services-udp

YesNoMS RPC

Related
Documentation

Network Address Translation Configuration Overview on page 645•

Service Redundancy DaemonOverview

• Introduction to the Service Redundancy Daemon on page 674

• Service Redundancy Daemon Components on page 674

• Service Redundancy Daemon Constraints on page 675

• Service Redundancy Daemon Operation on page 676

Introduction to the Service Redundancy Daemon

• The service redundancy daemon (srd) provides configurable redundancy across multiple

gateways on MX Series routers with MPC. You can configure redundancy based on

monitored events, including:

• Link down events.

• FPC and PIC reboots.

• Routing protocol daemon (rpd) aborts and restarts.

• Peer gateway events, including requests to acquire or release mastership, or to

broadcast warnings.

The srd also enables you to manage stateful sync session synchronization across

gateways.

Service Redundancy Daemon Components

The following configurable components control srd processing:

• Redundancy Event (RE)—A monitored critical event that triggers the srd to acquire

or release mastership for redundancy peers, or to trigger warning-only events, and to

add or delete signal routes. Monitored events include interface or link down events,

rpd events, and acquire or release mastership events from peers.

• Redundancy Policy (RP)—A policy that defines the set of actions taken when a

redundancy event occurs. Available actions include acquisition or release of mastership,

and addition or deletion of signal routes.

• Redundancy Set (RS)—A collection of more or more service sets with a common

redundancy policy or policies. A redundancy set applies to two or more system
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gateways. Only one of the gateways is master and the peer or peers are standby at

any time. Redundancy policies define the actions to be taken for an RS when the srd

detects a triggering event.

• Redundancy Group (RG)—A collection of redundancy sets that defines common

peering properties across a set of gateways. Redundancy groups allow for different

peering settings across same peers.

NOTE: In the current implementation, a one-to-one relationship exists
between redundancy set and redundancy group.

• Signal routes—Static routes that are added or deleted by the srd based on mastership

state changes.

• RoutingPolicies—Policies that are configured to advertise routes based on the existence

or non-existence of signal routes using the if-route-exists condition.

• VRRP (Virtual Router Redundancy Protocol) route tracking—TA standard Junos OS

VRRP feature, but optional srd component, that tracks whether aa reachable route

exists in the routing table of the routing instance included in the configuration and

dynamically changes the priority of the VRRP group based on the reachability of the

tracked route, triggering a new master router election. The route to be tracked is the a

signal route.

Service Redundancy Daemon Constraints

The following constraints apply to srd processing configurations:

• A one-to-one relationship exists between a redundancy set (RS) and a redundancy

group (RG). One RS can be part of only one RG.

• One redundancy policy (RP) can be part of only one redundancy set (RS), but one

redundancy set can have multiple redundancy policies. For example, redundancy set

RS1 can include redundancy policies RP1 and RP2. Redundancy policies RP1 and RP2

cannot be included in redundancy sets other than RS1.

• One redundancy event (RE) can be part of only one redundancy policy (RP), but one

redundancy policy can have multiple redundancy events. For example, redundancy

policy RP1 can include redundancy events RE1 and RE2. Redundancy events RE1 and

RE2 cannot be included in redundancy policies other than RP1.

• One monitored interface or link can be part of only one redundancy event (RE), but

one redundancy event can have multiple monitored interfaces.

• One service set (SS) can be part of only one redundancy set (RS), but one redundancy

set may have multiple service sets.
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Service Redundancy DaemonOperation

The srd operates as follows:

1. The srd runs on the Routing Engine. It continuously monitors configured redundancy

events.

2. When a redundancy event is detected, the srd:

a. Adds or removes signal routes specified in the redundancy policy.

b. Switches services to the next preferred standby gateway.

c. Updates stateful sync roles as needed.

3. Resulting route changes cause:

a. The routing policy connected to this route to advertise routes differently.

b. VRRP to change advertised priorities.

To summarize the switchover process:

1. A critical event occurs.

2. srd adds or removes a signal route.

3. A routing policy advertises routes differently. VRRP changes advertised priorities.

4. Services switch over to the next preferred standby gateway.

5. Stateful sync is updated accordingly.

NOTE: The order of routing priorities must match the order of services
mastership.

Configuring the Service Redundancy Daemon

Before you configure srd processing, we recommend that you be familiar withConfiguring

ICCPforMultichassisLinkAggregation, which explains peer relationships between gateways

that are enabled to exchange master and standby roles.

You use the following configuration statements:

• redundancy-policy under the [edit policy-options] hierarchy level

• redundancy-event under the [edit event-options] hierarchy level

• redundancy-set under the [edit services] hierarchy level

The actions to be performed when configured redundancy events occur are defined in

redundancy policies. Redundancy polices are associated with redundancy sets; they are

analogous to rules associated with service sets. Redundancy sets are associated to

redundancy groups by redundancy group IDs. Redundancy group details are defined by
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the underlying ICCPd configuration. Finally, service sets and redundancy sets are

associated through the redundancy-sets statement in service sets configuration.

To configure srd, perform the following configuration tasks in the recommended sequence.

Configurations are show for two gateways for which mastership may change.

The procedures that follow, redundancy events that are configured and associated with

a redundancy policy. The redundancy policy is associated with a redundancy set to take

appropriate action of mastership-release or mastership-acquire. If an event is associated

with a policy that takes the release-mastershipaction, srd checks whether the redundancy

peer’s state is ready or warned. If the standby is in a warned state, then the

release-mastership action fails. You can take restore the healthcheck and manually

execute the release-mastership action.

To release mastership in any case, you can either configure the policy action as

release-mastership-force or use force option in the operational CLI. Even if your

configuration specifies the forceoption, using the force option in the CLI takes precedence

and mastership is released. Similarly, if a redundancy event is configured with a policy

with an acquire-mastership action, then srd checks the local redundancy set state. In the

case of a wait state, the action fails unless the force option is used. We recommend that

you determine why health checks fail and take action to correct the failure. After that,

when the redundancy set state returns to STANDBY, then this mastership change action

succeeds.

• Configuring Redundancy Events on page 677

• Configuring Redundancy Policies on page 678

• Configuring Redundancy Set and Group on page 680

• Configuring Routing Policies Supporting Redundancy on page 681

• Configuring Service Sets on page 682

Configuring Redundancy Events

To configure redundancy events:

1. Configure any link-down redundancy events for the master gateway.

user@gateway1# set event-options redundancy-event redundancy-eventmonitor
link-down link-down

For example:

user@gateway1#setevent-options redundancy-eventRELS_MSHIP_CRIT_EVmonitor
link-downms-2/3/0.0

user@gateway1#setevent-options redundancy-eventRELS_MSHIP_CRIT_EVmonitor
link-down xe-3/0/0.0

2. Configure any process redundancy events for the master gateway.

user@gateway1# set event-options redundancy-event redundancy-eventmonitor
process routing restart
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For example:

user@gateway1#setevent-options redundancy-eventRELS_MSHIP_CRIT_EVmonitor
process routing restart

3. Configure any link-down redundancy events for the standby gateway.

user@gateway2# set event-options redundancy-event redundancy-eventmonitor
link-down link-down

For example:

user@gateway2# set event-options redundancy-eventWARN_EVmonitor link-down
ms-2/3/0.0

user@gateway2# set event-options redundancy-eventWARN_EVmonitor link-down
xe-3/0/0.0

4. Configure any process redundancy events for the standby gateway.

user@gateway2# set event-options redundancy-event redundancy-eventmonitor
process routing restart

For example:

user@gateway2# set event-options redundancy-eventWARN_EVmonitor process
routing restart

5. Configure any peer redundancy events for the standby gateway.

user@gateway2#setevent-options redundancy-event redundancy-eventmonitorpeer
(mastership-acquire | mastership-release)

For example:

user@gateway2#setevent-optionsredundancy-eventPEER_MSHIP_ACQU_EVmonitor
peer mastership-acquire

user@gateway2#setevent-optionsredundancy-eventPEER_MSHIP_RELS_EVmonitor
peer mastership-release

Configuring Redundancy Policies

Service redundancy policies specify actions triggered by monitored redundancy events.

To configure redundancy policies:

1. Specify a redundancy policy and redundancy event for the master gateway. Follow

the same steps for the standby gateway.

user@gateway1#editpolicy-optionsredundancy-policypolicy-name redundancy-event
event-name then
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2. Specify an action of acquiring or releasing mastership.

user@gateway1# set acquire-mastership

or

user@gateway1# set (release-mastership | release-mastership-force |
release-mastership-if-standby-clear

3. (Optional) Specify an action of adding a static route.

user@gateway1# set add-static-route destination (receive | next-hop next-hop)
routing-instance vrf-name

BEST PRACTICE: We recommend using the receive option.

4. (Optional) Specify an action of deleting a static route.

user@gateway1# set delete-static-route destination routing-instance vrf-name

The following example demonstrates configuring redundancy policies for two peer

gateways:

user@gateway1# edit policy-options redundancy-policy ACQU_MSHIP_POL
redundancy-events ACQU_MSHIP_MANUAL_EV then

[edit policy-options redundancy-policy ACQU_MSHIP_POL redundancy-event
ACQU_MSHIP_MANUAL_EV then]

user@gateway1# set acquire-mastership add-static-route 10.45.45.0/24 receive
routing-instance SGI-PRIVATE

user@gateway1# top
user@gateway1# edit policy-options redundancy-policy RELS_MSHIP_POL
redundancy-events PEER_MSHIP_ACQU_EV then

[edit policy-options redundancy-policy RELS_MSHIP_POL redundancy-events
PEER_MSHIP_ACQU_EV then]

user@gateway1# set release-mastership-force delete-static-route 10.45.45.0/24 receive
routing-instance SGI-PRIVATE

user@gateway2# edit policy-options redundancy-policy RELS_MSHIP_POL
redundancy-events PEER_MSHIP_ACQU_EV then

[edit policy-options redundancy-policy ACQU_MSHIP_POL redundancy-event
ACQU_MSHIP_MANUAL_EV then]

user@gateway2# set release-mastership-force add-static-route 10.45.45.0/24 receive
routing-instance SGI-PRIVATE
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user@gateway2# top
user@gateway2# edit policy-options redundancy-policy ACQU_MSHIP_POL
redundancy-events PEER_MSHIP_RELS_EV then

[edit policy-options redundancy-policy ACQU_MSHIP_POL redundancy-events
PEER_MSHIP_RELS_EV then]

user@gateway2# set acquire-mastership delete-static-route 10.45.45.0/24 receive
routing-instance SGI-PRIVATE

user@gateway2# top
user@gateway2#editpolicy-options redundancy-policyWARN_POLredundancy-events
WARN_EV then

[edit policy-options redundancy-policyWARN_POL redundancy-eventsWARN_EV then]
user@gateway2# set broadcast-warning

Configuring Redundancy Set and Group

The redundancy group IDs that srd uses are associated with those configured for the

ICCP daemon (iccpd) through the existing ICCP configuration hierarchy by using the

same redundancy group ID in the configuration of the services redundancy group.

iccp { 
 local-ip-addr 10.1.1.1; 
 peer 10.2.2.2 { 
  redundancy-group-id-list 1; 
  liveness-detection { 
   minimum-interval 1000; 
  } 
 } 
} 

To configure redundancy sets:

1. Specify redundancy set and group for the master gateway.

user@gateway1# set redundancy-set redundancy-set redundancy-group
redundancy-group

For example:

user@gateway1# set redundancy-set 1 redundancy-group 1

2. Specify redundancy policies for the redundancy set.

user@gateway1# set redundancy-set redundancy-set redundancy-policy
[redundancy-policy-list]

For example:

user@gateway1# set redundancy-set 1 redundancy-policy ACQU_MSHIP_POL
RELS_MSHIP_POLWARN_POL
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3. Specify redundancy set and group for the peer gateway.

user@gateway2# set redundancy-set redundancy-set redundancy-group
redundancy-group

For example:

user@gateway2# set redundancy-set 1 redundancy-group 1

4. Specify redundancy policies for the redundancy set.

user@gateway2# set redundancy-set redundancy-set redundancy-policy
[redundancy-policy-list]

For example:

user@gateway1# set redundancy-set 1 redundancy-policy [ACQU_MSHIP_POL
RELS_MSHIP_POLWARN_POL]

Configuring Routing Policies Supporting Redundancy

To configure routing policies that support redundancy:

1. At the [editpolicy-optionscondition]hierarchy level, use the if-route-existsconfiguration

statement set a condition based on the existence of signal routes that requires

redundancy-related routing changes. Specify the routing table that includes

[edit policy-options condition condition-name}
user@gateway# set if-route-exists signal-route table routing-table

For example:

[edit policy-options condition switchover-route-exists]
user@gateway# set if-route-exists 10.45.45.0/24 table bgp1_table

2. At the [edit policy-options policy-statement statement-name] hierarchy level, specify

routing changes based on the condition indicating the existence of the signal route.

For BGP, routing changes typically include change to local-preference and

as-path-prepend values.

a. To change local-preference, specify local-preference in the then clause of the

policy statement.

[edit policy-options policy-statement policy-name]
user@gateway#set term term fromprotocol[protocolvariables]prefix-listprefix-list
condition condition-name then local-preference preference-value accept

For example:

[edit policy-options policy-statement ha-export-v6-policy]
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user@gateway# set term update-local-pref from protocol static bgp prefix-list
ipv4-default-route condition switchover-route-exists then local-preference 350
accept

b. To change as-path-prepend values, specify as-path-prepend in the then clause of

the policy statement.

[edit policy-options policy-statement policy-name]
user@gateway# set term term fromprefix-list prefix-list condition condition-name
then as-path-prepend [as-prepend-values] next-hop self accept

For example:

[edit policy-options policy-statement ha-export-v6-policy
user@gateway#settermupdate-as-prependprefix-list ipv6-default-routecondition
switchover-route-exists then as-path-prepend "64674 64674 64674 64674"
next-hop self accept

Configuring Service Sets

Specify stateful sync of services for a service set.

1. Specify the service set and redundancy-set.

[edit]
user@gateway1# set services service-set service-set redundancy-set redundancy-set

For example:

[edit]
user@gateway1# set services service-set CGN4_SP-7-0-0 redundancy-set 1

2. Specify the replication threshold and services to be replicated.

[edit]
user@gateway1# set services service-set service-set replicate-services
replication-threshold replication-threshold <stateful-firewall> <nat>

For example:

[edit]
user@gateway1# set services service-set service-set replicate-services
replication-threshold 360 stateful-firewall nat

Related
Documentation

Service Redundancy Daemon Overview on page 674•
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Application Layer Gateways Overview

This topic describes the Application Layer Gateways (ALGs) supported by Junos OS. ALG

support includes managing pinholes and parent-child relationships for the supported

ALGs. This topic includes the following sections:

• Supported ALGs on page 683

• ALG Support Details on page 684

• Juniper Networks Defaults on page 693

• Examples: Referencing the Preset Statement from the Junos Default Group on page 704

Supported ALGs

Table 98 on page 683 lists ALGs supported by Junos OS.

Table 98: ALGs Supported by Junos OS

DS-Litev6 - v6v4 - v6v4 - v4ALGs Supported

YesYesYesYesBasic TCP ALG

YesYesYesYesBasic UPD ALG

NoNoNoYesBOOTP

NoNoNoYesDCE RPC Services

NoNoYesYesDNS

YesNoNoYesFTP

NoNoNoYesH323

YesYesYesYesICMP

NoNoNoYesIIOP

NoNoNoYesIP

NoNoNoYesNETBIOS

NoNoNoYesNETSHOW

YesNoNoYesPPTP

NoNoNoYesREALAUDIO

NoNoNoYesSun RPC and RPC Port Map
Services
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Table 98: ALGs Supported by Junos OS (continued)

DS-Litev6 - v6v4 - v6v4 - v4ALGs Supported

YesNoNoYesRTSP

NoNoNoYesSIP

NoNoNoYesSNMP

NoNoNoYesSQLNET

YesNoNoYesTFTP

YesNoYesYesTraceroute

NoNoNoYesUnix Remote Shell Service

NoNoNoYesWINFrame

ALG Support Details

This section includes details about the ALGs. It includes the following:

• Basic TCP ALG on page 685

• Basic UDP ALG on page 685

• BOOTP on page 686

• DCE RPC Services on page 686

• DNS on page 686

• FTP on page 686

• H323 on page 687

• ICMP on page 687

• IIOP on page 688

• IP on page 688

• NetBIOS on page 688

• NetShow on page 688

• ONC RPC Services on page 688

• PPTP on page 689

• RealAudio on page 689

• Sun RPC and RPC Portmap Services on page 690

• RTSP on page 691

• SIP on page 691

• SNMP on page 692

• SQLNet on page 692
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• TFTP on page 692

• Traceroute on page 692

• UNIX Remote-Shell Services on page 693

• Winframe on page 693

Basic TCP ALG

This ALG performs basic sanity checking on TCP packets. If it finds errors, it generates

the following anomaly events and system log messages:

• TCP source or destination port zero

• TCP header length check failed

• TCP sequence number zero and no flags are set

• TCP sequence number zero and FIN/PSH/RST flags are set

• TCP FIN/RST or SYN(URG|FIN|RST) flags are set

The TCP ALG performs the following steps:

1. When the router receives a SYN packet, the ALG creates TCP forward and reverse

flows and groups them in a conversation. It tracks the TCP three-way handshake.

2. The SYN-defense mechanism tracks the TCP connection establishment state. It

expects the TCP session to be established within a small time interval (currently

4 seconds). If the TCP three-way handshake is not established in that period, the

session is terminated.

3. A keepalive mechanism detects TCP sessions with nonresponsive endpoints.

4. ICMP errors are allowed only if there is a flow that matches the selector information

specified in the ICMP data.

Basic UDP ALG

This ALG performs basic sanity checking on UDP headers. If it finds errors, it generates

the following anomaly events and system log messages:

• UDP source or destination port 0

• UDP header length check failed

The UDP ALG performs the following steps:

1. When it receives the first packet, the ALG creates bidirectional flows to accept forward

and reverse UDP session traffic.

2. If the session is idle for more than the maximum allowed idle time (the default is

30 seconds), the flows are deleted.

3. ICMP errors are allowed only if there is a flow that matches the selector information

specified in the ICMP data.
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BOOTP

The Bootstrap Protocol (BOOTP) client retrieves its networking information from a server

across the network. It sends out a general broadcast message to request the information,

which is returned by the BOOTP server. For the protocol specification, see

ftp://ftp.isi.edu/in-notes/rfc951.txt.

Stateful firewall support requires that you configure the BOOTP ALG on UDP server

port 67 and client port 68. If the client sends a broadcast message, you should configure

the broadcast address in the from statement of the service rule. Network Address

Translation (NAT) is not performed on the BOOTP traffic, even if the NAT rule matches

the traffic. If the BOOTP relay feature is activated on the router, the remote BOOTP server

is assumed to assign addresses for clients masked by NAT translation.

DCE RPC Services

Distributed Computing Environment (DCE) Remote Procedure Call (RPC) services are

mainly used by Microsoft applications. The ALG uses well-known TCP port 135 for port

mapping services, and uses the universal unique identifier (UUID) instead of the program

number to identify protocols. The main application-based DCE RPC is the Microsoft

Exchange Protocol.

Support for stateful firewall and NAT services requires that you configure the DCE RPC

portmap ALG on TCP port 135. The DCE RPC ALG uses the TCP protocol with

application-specific UUIDs.

DNS

The Domain Name Service (DNS) ALG handles data associated with locating and

translating domain names into IP addresses. The ALG typically runs on port 53. The ALG

monitors DNS query and reply packets and supports only UDP traffic. The ALG does not

support payload translations. The DNS ALG will only close the session when a reply is

received or an idle timeout is reached.

FTP

FTP is the File Transfer Protocol, specified in RFC 959. In addition to the main control

connection, data connections are also made for any data transfer between the client

and the server; and the host, port, and direction are negotiated through the control

channel.

For non-passive-mode FTP, Junos OS stateful firewall service scans the client-to-server

application data for the PORT command, which provides the IP address and port number

to which the server connects. For passive-mode FTP, Junos OS stateful firewall service

scans the client-to-server application data for the PASV command and then scans the

server-to-client responses for the 227 response, which contains the IP address and port

number to which the client connects.

There is an additional complication: FTP represents these addresses and port numbers

in ASCII. As a result, when addresses and ports are rewritten, the TCP sequence number

might be changed, and thereafter the NAT service needs to maintain this delta in SEQ

and ACK numbers by performing sequence NAT on all subsequent packets.
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Support for stateful firewall and NAT services requires that you configure the FTP ALG

on TCP port 21 to enable the FTP control protocol. The ALG performs the following tasks:

• Automatically allocates data ports and firewall permissions for dynamic data

connection

• Creates flows for the dynamically negotiated data connection

• Monitors the control connection in both active and passive modes

• Rewrites the control packets with the appropriate NAT address and port information

On MS-MPCs and MS-MICs, for passive FTP to work properly without FTP application

layer gateway (ALG) enabled (by not specifying the application junos-ftp statement at

the [edit services stateful-firewall rule rule-name term term-name from] and the [edit

services nat rule rule-name term term-name from] hierarchy levels), you must enable the

address pooling paired (APP) functionality enabled (by including the address-pooling

statement at the [edit services nat rule rule-name term term-name then translated]

hierarchy level). Such a configuration causes the data and control FTP sessions to receive

the same NAT address.

H323

H323 is a suite of ITU protocols for audio and video conferencing and collaboration

applications. H323 consists of H.225 call signaling protocols and H.245 control protocol

for media communication. During H.225 negotiation, the endpoints create a call by

exchanging call signaling messages on the control channel and negotiate a new control

channel for H.245. A new control connection is created for H.245 messages. Messages

are exchanged on the H.245 control channel to open media channels.

Stateful firewall monitors the H.225 control channel to open the H.245 control channel.

After the H.245 channel is created, stateful firewall also monitors this channel for media

channel information and allows the media traffic throught the firewall.

H323 ALG supports static destination, static and dynamic source NAT by rewriting the

appropriate addresses and ports in the H.225 and H.245 messages.

ICMP

The Internet Control Message Protocol (ICMP) is defined in RFC 792. The Junos OS

stateful firewall service allows ICMP messages to be filtered by specific type or specific

type code value. ICMP error packets that lack a specifically configured type and code are

matched against any existing flow in the opposite direction to check for the legitimacy

of the error packet. ICMP error packets that pass the filter matching are subject to NAT

translation.

The ICMP ALG always tracks ping traffic statefully using the ICMP sequence number.

Each echo reply is forwarded only if there is an echo request with the corresponding

sequence number. For any ping flow, only 20 echo requests can be forwarded without

receiving an echo reply. When you configure dynamic NAT, the PING packet identifier is

translated to allow additional hosts in the NAT pool to use the same identifier.
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Support for stateful firewall and NAT services requires that you configure the ICMP ALG

if the protocol is needed. You can configure the ICMP type and code for additional filtering.

IIOP

The Oracle Application Server NameServer Internet Inter-ORB Protocol (IIOP). This ALG

is used in Common Object Request Broker Architecture (CORBA) based on distributed

computing. Even though CORBA and IIOP are Object Management Group (OMG)

standards, there is no fixed port assigned for IIOP. Each vendor implementing CORBA

chooses a port. Java Virtual machine uses port 1975 by default, while ORBIX uses port

3075 as a default.

Stateful firewall and NAT require ALG IIOP be configured for TCP port 1975 for Java VM

IIOP, and 3075 for CORBA applications ORBIX, a CORBA framework from Iona

Technologies.

IP

The IP ALG is used to create uni-directional flows only. In case of TCP traffic, it does not

check the 3-way handshake process. This ALG is useful in case of stateful firewall only

service sets, where it allows traffic to flow uni-directionally only. When configuring in

conjunction with match-direction input-output it allows the return traffic to flow through

the stateful firewall as well. Typical scenarios are static NAT, destination NAT or scenarios

where traffic is expected to traverse the stateful firewall in the presence of asymmetric

routing. The Junos IP ALG is not intended for use with NAPT, which will cause matching

traffic to be discarded through the creation of a drop flow.

NetBIOS

A NetBIOS ALG translates NetBIOS IP addresses and port numbers when NAT is used.

NetBIOS supports the TCP and UDP transport protocols. Support for stateful firewall

and NAT services requires that you configure the NetBIOS ALG on UDP port 138 and TCP

port 139.

NetShow

The Microsoft protocol ms-streaming is used by NetShow, the Microsoft media server.

This protocol supports several transport protocols: TCP, UDP, and HTTP. The client starts

a TCP connection on port 1755 and sends the PORT command to the server. The server

then starts UDP on that port to the client. Support for stateful firewall and NAT services

requires that you configure the NetShow ALG on UDP port 1755.

ONCRPC Services

Open Networks Computing (ONC) RPC services function similarly to DCE RCP services.

However, the ONC RPC ALG uses TCP/UDP port 111 for port mapping services, and uses

the program number to identify protocols rather than the UUID.

Support for stateful firewall and NAT services requires that you configure the ONC RPC

portmap ALG on TCP port 111. The ONC RPC ALG uses the TCP protocol with

application-specific program numbers.
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PPTP

The Point-to-Point Tunneling Protocol (PPTP) ALG is a TCP-based ALG. PPTP allows

the Point-to-Point Protocol (PPP) to be tunneled through an IP network. PPTP defines

a client-server architecture, a PPTP Network Server, and a PPTP Access Concentrator.

The PPTP ALG requires a control connection and a data tunnel. The control connection

uses TCP to establish and disconnect PPP sessions, and runs on port 1723. The data

tunnel carries PPP traffic in generic routing encapsulated (GRE) packets that are carried

over IP.

RealAudio

Real Networks PNA protocol RealVideo is not a separate service. It is part of the RealPlayer

and most likely uses another channel for video. The RealPlayer versions G2, 7, and 8 use

PNA and RTSP. For this version to work, the ALG must allow both PNA(7070) and

RTSP(554). For the media, the server selects from a range of UDP ports(6970 through

7170), or TCP port 7071, or HTTP. The client can be configured to use a particular port.

The RealPlayer versions 4.0 and 5.0 use control channel 7070 media UDP ports 6970

through 7170, or TCP port 7071, or HTTP. RealAudio player version 3.0 uses control channel

7070 media, UDP ports 6770-7170, or TCP port 7071.

Real products use the ports and ranges of ports shown in Table 99 on page 689.

Table 99: RealAudio Product Port Usage

Port UsageReal Product

Control channel (bidirectional) on TCP port 7070. Data channel from server to player on TCP
port 7070 or UDP port 6970-7170.

4.0 and 5.0 Servers/Players

Control channel (bidirectional) on TCP port 7070. Data channel from encoder or server on TCP
port 7070.

4.0 and 5.0
Servers/Encoders

Control channel (bidirectional) on TCP port 80, 554, 7070, or 8080. Data channel from server
to player on TCP port 80, 554, 7070, 8080 or UDP port 6970-32,000.

G2 Servers/Players

Control channel (bidirectional) on TCP port 7070. Data channel from encoder to server on TCP
port 7070.

G2 Server/3.1, and 5.x
Encoders

Control channel (bidirectional) on TCP port 4040. Data channel from encoder to server on TCP
port 4040 and UDP port 6970-32,000.

G2 Server/G2 Producer

Control channel (bidirectional) on TCP port 4040 Data channel from encoder to server on TCP
port 4040. Note: TCP-ONLY option available in version 6.1 or above.

2 Server/G2 Producer (TCP
ONLY)

NOTE: RealAudio was the original protocol by RealPlayers. Newer versions
of RealPlayer use RTSP. Stateful firewall and NAT require ALG RealAudio to
be programmed on TCP port 7070.
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Sun RPC and RPC Portmap Services

The Remote Procedure Call (RPC) ALG uses well-known ports TCP 111 and UDP 111 for

port mapping, which dynamically assigns and opens ports for RPC services. The RPC

Portmap ALG keeps track of port requests and dynamically opens the firewall for these

requested ports. The RPC ALG can further restrict the RPC protocol by specifying allowed

program numbers.

The ALG includes the RPC services listed in Table 100 on page 690.

Table 100: Supported RPC Services

CommentsDescriptionName

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050).

Network File Server (NFS) mount daemon; for
details, see the UNIX man page for
rpc.mountd(8).

rpc-mountd

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050).

Used as part of NFS. For details, see RFC 1094.
See also RFC1813 for NFS v3.

rpc-nfsprog

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050).

Network Information Service Plus (NIS+),
designed to replace NIS; it is a default naming
service for Sun Solaris and is not related to the
old NIS. No protocol information is available.

rpc-nisplus

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-nlockmgr service can be allowed or blocked
based on RPC program 100021.

Network lock manager.rpc-nlockmgr

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-rstat service can be allowed or blocked based
on RPC program 150001.

Kernel statistics server. For details, see the UNIX
man pages for rstatd and rpc.rstatd.

rpc-pcnfsd

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-rwall service can be allowed or blocked based
on RPC program 150008.

Used to write a message to users; for details, see
the UNIX man page for rpc.rwalld.

rpc-rwall

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-ypbind service can be allowed or blocked
based on RPC program 100007.

NIS binding process. For details, see the UNIX
man page for ypbind.

rpc-ypbind

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-yppasswd service can be allowed or blocked
based on RPC program 100009.

NIS password server. For details, see the UNIX
man page for yppasswd.

rpc-yppasswd

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-ypserv service can be allowed or blocked
based on RPC program 100004.

NIS server. For details, see the UNIX man page
for ypserv.

rpc-ypserv
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Table 100: Supported RPC Services (continued)

CommentsDescriptionName

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-ypupdated service can be allowed or blocked
based on RPC program 100028.

Network updating tool.rpc-ypupdated

The base support is RPC v2 and the port mapper service
on port 111 (see RFC 1050). Once the RPC program table
is built, rpc-ypxfrd service can be allowed or blocked
based on RPC program 100069.

NIS map transfer server. For details, see the UNIX
man page for rpc.ypxfrd.

rpc-ypxfrd

Support for stateful firewall and NAT services that use port mapping requires that you

configure the RPC portmap ALG on TCP/UDP destination port 111 and the RPC ALG for

both TCP and UDP. You can specify one or more rpc-program-number values to further

restrict allowed RPC protocols.

RTSP

The Real-Time Streaming Protocol (RTSP) controls the delivery of data with real-time

properties such as audio and video. The streams controlled by RTSP can use RTP, but it

is not required. Media can be transmitted on the same RTSP control stream. This is an

HTTP-like text-based protocol, but client and server maintain session information. A

session is established using the SETUP message and terminated using the TEARDOWN

message. The transport (the media protocol, address, and port numbers) is negotiated

in the setup and the setup-response.

Support for stateful firewall and NAT services requires that you configure the RTSP ALG

for TCP port 554.

The ALG monitors the control connection, opens flows dynamically for media (RTP/RTSP)

streams, and performs NAT address and port rewrites.

SIP

The Session Initiation Protocol (SIP) is an application layer protocol that can establish,

maintain, and terminate media sessions. It is a widely used voice over IP (VoIP) signaling

protocol. The SIP ALG monitors SIP traffic and dynamically creates and manages pinholes

on the signaling and media paths. The ALG only allows packets with the correct

permissions. The SIP ALG also performs the following functions:

• Manages parent-child session relationships.

• Enforces security policies.

• Manages pinholes for VoIP traffic.

The SIP ALG supports the following features:

• Stateful firewall

• Static source NAT
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• Dynamic address only source NAT

• Network Address Port Translation (NAPT)

NOTE: SIP sessions are limited to 12 hours (720minutes) forNATprocessing
on the MS-MIC andMS-MPC interface cards. There is no time limit for SIP
sessions on the MS-DPC.

SNMP

SNMP is a communication protocol for managing TCP/IP networks, including both

individual network devices and aggregated devices. The protocol is defined by RFC 1157.

SNMP runs on top of UDP.

The Junos OS stateful firewall service implements the SNMP ALG to inspect the SNMP

type. SNMP does not enforce stateful flow. Each SNMP type needs to be specifically

enabled. Full SNMP support of stateful firewall services requires that you configure the

SNMP ALG on UDP port 161. This enables the SNMP get and get-next commands, as well

as their response traffic in the reverse direction: UDP port 161 enables the SNMP

get-response command. If SNMP traps are permitted, you can configure them on UDP

port 162, enabling the SNMP trap command.

SQLNet

The SQLNet protocol is used by Oracle SQL servers to execute SQL commands from

clients, including load balancing and application-specific services.

Support of stateful firewall and NAT services requires that you configure the SQLNet

ALG for TCP port 1521.

The ALG monitors the control packets, opens flows dynamically for data traffic, and

performs NAT address and port rewrites.

TFTP

The Trivial File Transfer Protocol (TFTP) is specified in RFC 1350. The initial TFTP requests

are sent to UDP destination port 69. Additional flows can be created togetorput individual

files. Support of stateful firewall and NAT services requires that you configure the TFTP

ALG for UDP destination port 69.

Traceroute

Traceroute is a tool for displaying the route that packets take to a network host. It uses

the IP time-to-live (TTL) field to trigger ICMP time-exceeded messages from routers or

gateways. It sends UDP datagrams to destination ports that are believed to be not in

use; destination ports are numbered using the formula: + nhops – 1. The default base

port is 33434. To support traceroute through the firewall, two types of traffic must be

passed through:

1. UDP probe packets (UDP destination port > 33000, IP TTL < 30)

2. ICMP response packets (ICMP type time-exceeded)
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When NAT is applied, the IP address and port within the ICMP error packet also must be

changed.

Support of stateful firewall and NAT services requires you to configure the Traceroute

ALG for UDP destination port 33434 to 33450. In addition, you can configure the TTL

threshold to prevent UDP flood attacks with large TTL values.

UNIX Remote-Shell Services

Three protocols form the basis for UNIX remote-shell services:

• Exec—Remote command execution; enables a user on the client system to execute a

command on the remote system. The first command from client (rcmd) to server (rshd)

uses well-known TCP port 512. A second TCP connection can be opened at the request

of rcmd. The client port number for the second connection is sent to the server as an

ASCII string.

• Login—Better known as rlogin; uses well-known TCP port 513. For details, see RFC 1282.

No special firewall processing is required.

• Shell—Remote command execution; enables a user on the client system to execute

a command on the remote system. The first command from client (rcmd) to server

(rshd) uses well-known TCP port 514. A second TCP connection can be opened at the

request of rcmd. The client port number for the second connection is sent to the server

as an ASCII string.

Support of stateful firewall services requires that you configure the Exec ALG on TCP

port 512, the Login ALG on TCP port 513, and the Shell ALG on TCP port 514. NAT

remote-shell services require that any dynamic source port assigned be within the port

range 512 to 1023. If you configure a NAT pool, this port range is reserved exclusively for

remote shell applications.

Winframe

WinFrame application server software provides access to virtually any Windows

application, across any type of network connection to any type of client.

This protocol is mainly used by Citrix Windows applications.

Stateful firewall and NAT require the ALG Winframe to be configured on TCP destination

port 1494 and UDP port 1604.

Juniper Networks Defaults

The Junos OS provides a default, hidden configuration group called junos-defaults that

is automatically applied to the configuration of your router. The junos-defaults group

contains preconfigured statements that contain predefined values for common

applications. Some of the statements must be referenced to take effect, such as

applications like FTP or Telnet. Other statements are applied automatically, such as

terminal settings. All of the preconfigured statements begin with the reserved name

junos-.
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NOTE: You can override the Junos default configuration values, but you
cannot delete or edit them. If you delete a configuration, the defaults return
when a new configuration is added.

You cannot use the apply-groups statement with the Junos defaults group.

To view the full set of available preset statements from the Junos default group, issue

the show groups junos-defaults configuration mode command. The following example

displays the list of Junos default groups that use application protocols (ALGs).

user@host# show groups junos-defaults
applications {
#
# File Transfer Protocol
#
application junos-ftp {
application-protocol ftp;
protocol tcp;
destination-port 21;

}
#
# Trivial File Transfer Protocol
#
application junos-tftp {
application-protocol tftp;
protocol udp;
destination-port 69;

}
#
# RPC portmapper on TCP
#
application junos-rpc-portmap-tcp {
application-protocol rpc-portmap;
protocol tcp;
destination-port 111;

}
#
# RPC portmapper on UDP
#
application junos-rpc-portmap-udp {
application-protocol rpc-portmap;
protocol udp;
destination-port 111;

}
#
# SNMP get
#
application junos-snmp-get {
application-protocol snmp;
protocol udp;
destination-port 161;
snmp-command get;
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}
#
# SNMP get next
#
application junos-snmp-get-next {
application-protocol snmp;
protocol udp;
destination-port 161;
snmp-command get-next;

}
#
# SNMP response
#
application junos-snmp-response {
application-protocol snmp;
protocol udp;
source-port 161;
snmp-command get-response;

}
#
# SNMP trap
#
application junos-snmp-trap {
application-protocol snmp;
protocol udp;
destination-port 162;
snmp-command trap;

}
#
# remote exec
#
application junos-rexec {
application-protocol exec;
protocol tcp;
destination-port 512;

}
#
# remote login
#
application junos-rlogin {
application-protocol shell;
protocol tcp;
destination-port 513;

}
#
# remote shell
#
application junos-rsh {
application-protocol shell;
protocol tcp;
destination-port 514;

}
#
# Real Time Streaming Protocol
#
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application junos-rtsp {
application-protocol rtsp;
protocol tcp;
destination-port 554;

}
#
# Citrix windows application server protocol
# windows applications remotely on windows/non-windows clients
#
# citrix needs udp 1604 to be open
#
application junos-citrix-winframe {
application-protocol winframe;
protocol tcp;
destination-port 1494;

}
application junos-citrix-winframe-udp {
protocol udp;
destination-port 1604;

}
#
# Oracle SQL servers use this protocol to execute sql commands
# from clients, load balance, use application-specific servers, etc
#
application junos-sqlnet {
application-protocol sqlnet;
protocol tcp;
destination-port 1521;

}
#
# H.323 Protocol for audio/video conferencing
#
application junos-h323 {
application-protocol h323;
protocol tcp;
destination-port 1720;

}
#
# Internet Inter-ORB Protocol - used for CORBA applications
# The ORB protocol in Java virtual machines uses port 1975 as default
#
application junos-iiop-java {
application-protocol iiop;
protocol tcp;
destination-port 1975;

}
#
# Internet Inter-ORB Protocol - used for CORBA applications
# ORBIX is a CORBA framework from Iona Technologies that uses port
# 3075 as default
#
application junos-iiop-orbix {
application-protocol iiop;
protocol tcp;
destination-port 3075;
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}
#
# Real players use this protocol for real time streaming
# This was the original protocol for real players.
# RTSP is more widely used by real players
# but they still support realaudio.
#
application junos-realaudio {
application-protocol realaudio;
protocol tcp;
destination-port 7070;

}
#
# traceroute application.
#
application junos-traceroute {
application-protocol traceroute;
protocol udp;
destination-port 33435-33450;
ttl-threshold 30;

}
#
# The full range of known RPC programs using UDP
# The program numbers can bemore specific to certain applications.
#
application junos-rpc-services-udp {
application-protocol rpc;
protocol udp;
rpc-program-number 100000-400000;

}
#
# The full range of known RPC programs using TCP
# The program numbers can bemore specific to certain applications.
#
application junos-rpc-services-tcp {
application-protocol rpc;
protocol tcp;
rpc-program-number 100000-400000;

}
#
# All ICMP traffic
# This can bemade to bemore restrictive by specifying ICMP type
# and code.
#
application junos-icmp-all {
application-protocol icmp;

}
#
# Protocol used byWindowsmedia server and windowsmedia player
#
application junos-netshow {
application-protocol netshow;
protocol tcp;
destination-port 1755;

}
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#
#NetBIOS - networking protocol used on
#Windows networks name service port, both UDP and TCP
#
application junos-netbios-name-udp {
application-protocol netbios;
protocol udp;
destination-port 137;

}
application junos-netbios-name-tcp {
protocol tcp;
destination-port 137;

}
#
# NetBIOS - networking protocol used on
#Windows networks datagram service port
#
application junos-netbios-datagram {
application-protocol netbios;
protocol udp;
destination-port 138;

}
#
# NetBIOS - networking protocol used on
#Windows networks session service port
#
application junos-netbios-session {
protocol tcp;
destination-port 139;

}
#
# DCE-RPC portmapper on TCP
#
application junos-dce-rpc-portmap {
application-protocol dce-rpc-portmap;
protocol tcp;
destination-port 135;

}
#
# DCE-RPC application on TCP sample UUID
# This application requires user to specify the UUID value

#
# application junos-dcerpc {
# application-protocol dce-rpc;
# protocol tcp;
#
# # UUID also needs to be defined as shown below
# UUID 11223344 22334455 33445566 44556677;
#
# }
#
#ms-exchange needs these 3 UUIDs
#
application junos-dcerpc-endpoint-mapper-service {
application-protocol dce-rpc;
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protocol tcp;
uuid e1af8308-5d1f-11c9-91a4-08002b14a0fa;

}
application junos-dcerpc-msexchange-directory-rfr {
application-protocol dce-rpc;
protocol tcp;
uuid 1544f5e0-613c-11d1-93df-00c04fd7bd09;

}
application junos-dcerpc-msexchange-information-store {
application-protocol dce-rpc;
protocol tcp;
uuid a4f1db00-ca47-1067-b31f-00dd010662da;

}
application junos-ssh {
protocol tcp;
destination-port 22;

}
application junos-telnet {
protocol tcp;
destination-port 23;

}
application junos-smtp {
protocol tcp;
destination-port 25;

}
application junos-dns-udp {
protocol udp;
destination-port 53;

}
application junos-dns-tcp {
protocol tcp;
destination-port 53;

}
application junos-tacacs {
protocol tcp;
destination-port 49;

}
# TACACS Database Service
application junos-tacacs-ds {
protocol tcp;
destination-port 65;

}
application junos-dhcp-client {
protocol udp;
destination-port 68;

}
application junos-dhcp-server {
protocol udp;
destination-port 67;

}
application junos-bootpc {
protocol udp;
destination-port 68;

}
application junos-bootps {
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protocol udp;
destination-port 67;

}
application junos-finger {
protocol tcp;
destination-port 79;

}
application junos-http {
protocol tcp;
destination-port 80;

}
application junos-https {
protocol tcp;
destination-port 443;

}
application junos-pop3 {
protocol tcp;
destination-port 110;

}
application junos-ident {
protocol tcp;
destination-port 113;

}
application junos-nntp {
protocol tcp;
destination-port 119;

}
application junos-ntp {
protocol udp;
destination-port 123;

}
application junos-imap {
protocol tcp;
destination-port 143;

}
application junos-imaps {
protocol tcp;
destination-port 993;

}
application junos-bgp {
protocol tcp;
destination-port 179;

}
application junos-ldap {
protocol tcp;
destination-port 389;

}
application junos-snpp {
protocol tcp;
destination-port 444;

}
application junos-biff {
protocol udp;
destination-port 512;

}
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#UNIX who
application junos-who {
protocol udp;
destination-port 513;

}
application junos-syslog {
protocol udp;
destination-port 514;

}
# line printer daemon, printer, spooler
application junos-printer {
protocol tcp;
destination-port 515;

}
# UNIX talk
application junos-talk-tcp {
protocol tcp;
destination-port 517;

}
application junos-talk-udp {
protocol udp;
destination-port 517;

}
application junos-ntalk {
protocol udp;
destination-port 518;

}
application junos-rip {
protocol udp;
destination-port 520;

}
# INA sanctioned RADIUS port numbers
application junos-radius {
protocol udp;
destination-port 1812;

}
application junos-radacct {
protocol udp;
destination-port 1813;

}
application junos-nfsd-tcp {
protocol tcp;
destination-port 2049;

}
application junos-nfsd-udp {
protocol udp;
destination-port 2049;

}
application junos-cvspserver {
protocol tcp;
destination-port 2401;

}
#
# Label Distribution Protocol
#
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application junos-ldp-tcp {
protocol tcp;
destination-port 646;

}
application junos-ldp-udp {
protocol udp;
destination-port 646;

}
#
# JUNOScript and JUNOScopemanagement
#
application junos-xnm-ssl {
protocol tcp;
destination-port 3220;

}
application junos-xnm-clear-text {
protocol tcp;
destination-port 3221;

}
#
# IPsec tunnel
#
application junos-ipsec-esp {
protocol esp;

}
application junos-ike {
protocol udp;
destination-port 500;

}
#
# 'junos-algs-outbound' defines a set of all applications
# requiring an ALG. Useful for defining rule to the the public
# internet allowing private network users to use all JUNOSOS
# supported ALGs initiated from the private network.
#
# NOTE: the contents of this set might grow in future JUNOSOS versions.
#
application-set junos-algs-outbound {
application junos-ftp;
application junos-tftp;
application junos-rpc-portmap-tcp;
application junos-rpc-portmap-udp;
application junos-snmp-get;
application junos-snmp-get-next;
application junos-snmp-response;
application junos-snmp-trap;
application junos-rexec;
application junos-rlogin;
application junos-rsh;
application junos-rtsp;
application junos-citrix-winframe;
application junos-citrix-winframe-udp;
application junos-sqlnet;
application junos-h323;
application junos-iiop-java;
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application junos-iiop-orbix;
application junos-realaudio;
application junos-traceroute;
application junos-rpc-services-udp;
application junos-rpc-services-tcp;
application junos-icmp-all;
application junos-netshow;
application junos-netbios-name-udp;
application junos-netbios-datagram;
application junos-dcerpc-endpoint-mapper-service;
application junos-dcerpc-msexchange-directory-rfr;
application junos-dcerpc-msexchange-information-store;

}
#
# 'junos-management-inbound' represents the group of applications
# that might need access the router from public network for
# for management purposes.
#
# Set is intended for a UI to displaymanagement choices.
#
# NOTE: It is not recommended the user to use the entire set
# directly in a firewall rule and open up firewall to all
# of these applications. Also, the user should always
# specify the source and destination prefixes when using
# each application.
#
# NOTE: the contents of this set may grow in future JUNOS versions.
#
application-set junos-management-inbound {
application junos-snmp-get;
application junos-snmp-get-next;
application junos-snmp-response;
application junos-snmp-trap;
application junos-ssh;
application junos-telnet;
application junos-http;
application junos-https;
application junos-xnm-ssl;
application junos-xnm-clear-text;

}
#
# 'junos-routing-inbound' represents routing protocols that might
# need to access the router from public network.
#
# Set is intended for a UI to display routing involvement choices.
#
# NOTE: It is not recommended the user to use the entire set
# directly in a firewall rule and open up firewall to all
# of these applications. Also, the user should always
# specify the source and destination prefixes when using
# each application.
#
# NOTE: the contents of this set might grow in future JUNOSOS versions.
#
application-set junos-routing-inbound {
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application junos-bgp;
application junos-rip;
application junos-ldp-tcp;
application junos-ldp-udp;

}
}

To reference statements available from the junos-defaults group, include the selected

junos-default-name statement at the applicable hierarchy level.

Examples: Referencing the Preset Statement from the Junos Default Group

The following example is a preset statement from the Junos default groups that is

available for FTP in a stateful firewall:

[edit]
groups {
junos-defaults {
applications {
application junos-ftp { # Use FTP default configuration
application-protocol ftp;
protocol tcp;
destination-port 21;

}
}

}

To reference a preset Junos default statement from the Junos default groups, include

the junos-default-name statement at the applicable hierarchy level. For example, to

reference the Junos default statement for FTP in a stateful firewall, include the junos-ftp

statement at the [edit services stateful-firewall rule rule-name term term-name from

applications] hierarchy level.

[edit]
services {
stateful-firewall {
rule my-rule {
termmy-term {
from {
applications junos-ftp; #Reference predefined statement, junos-ftp,

}
}

}
}

}

The following example shows configuration of the default Junos IP ALG:

[edit]
services {
stateful-firewall {
rule r1 {
match-direction input;
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term t1 {
from {
applications junos-ip;

}
then {
accept;
syslog;

}
}

}
}

}

If you configure the IP ALG in the stateful firewall rule, it is matched by any IP traffic, but

if there is any other more specific application that matches the same traffic, the IP ALG

will not be matched. For example, in the following configuration, both the ICMP ALG and

the IP ALG are configured, but traffic is matched for ICMP packets, because it is the more

specific match.

[edit]
services {
stateful-firewall {
rule r1 {
match-direction input;
term t1 {
from {
applications [ junos-ip junos-icmp-all ];

}
then {
accept;
syslog;

}
}

}
}

}
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