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« Requesting Technical Support on page liv

Documentation and Release Notes

To obtain the most current version of all Juniper Networks” technical documentation,
see the product documentation page on the Juniper Networks website at
https://www.juniper.net/documentation/.

If the information in the latest release notes differs from the information in the
documentation, follow the product Release Notes.

Juniper Networks Books publishes books by Juniper Networks engineers and subject
matter experts. These books go beyond the technical documentation to explore the
nuances of network architecture, deployment, and administration. The current list can
be viewed at https://www.juniper.net/books.

Documentation Conventions

Table 1on page lii defines notice icons used in this guide.
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Table 1: Notice Icons

Icon Meaning Description

@ Informational note Indicates important features or instructions.
2 Caution Indicates a situation that might result in loss of data or hardware damage.
f Warning Alerts you to the risk of personal injury or death.
g Laser warning Alerts you to the risk of personal injury from a laser.

@ Tip Indicates helpful information.

@ Best practice Alerts you to a recommended use or implementation.

Table 2 on page lii defines the text and syntax conventions used in this guide.
Table 2: Text and Syntax Conventions

Convention Description Examples

Bold text like this Represents text that you type. To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this Represents output that appears on the user@host> show chassis alarms

terminal screen. )
No alarms currently active

Italic text like this « Introduces or emphasizes important « Apolicy term is a named structure
new terms. that defines match conditions and

« |dentifies guide names. actions.

« Identifies RFC and Internet draft titles. ¢ JUnos OS CLJ User Guide
« RFC1997 BGP Communities Attribute

Italic text like this Represents variables (options for which ~ Configure the machine’s domain name:
you substitute a value) in commands or
configuration statements. [edit]

root@# set system domain-name
domain-name
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Table 2: Text and Syntax Conventions (continued)

Convention

Text like this

Description

Represents names of configuration
statements, commandes, files, and
directories; configuration hierarchy levels;
or labels on routing platform
components.

Examples

« To configure a stub area, include the
stub statement at the [edit protocols
ospf area area-id] hierarchy level.

« Theconsole portislabeled CONSOLE.

< > (angle brackets)

Encloses optional keywords or variables.

stub <default-metric metric>;

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(string1 | string2 | string3)

# (pound sign)

[ 1 (square brackets)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

Encloses a variable for which you can
substitute one or more values.

rsvp { # Required for dynamic MPLS only

community name members [
community-ids ]

Indention and braces ({ })

Identifies a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
1
1
}

GUI Conventions

Bold text like this

Represents graphical user interface (GUI)
items you click or select.

« Inthe Logical Interfaces box, select
All Interfaces.

« To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of menu
selections.

In the configuration editor hierarchy,
select Protocols>Ospf.

Documentation Feedback

We encourage you to provide feedback so that we can improve our documentation. You
can use either of the following methods:

« Online feedback system—Click TechLibrary Feedback, on the lower right of any page
on the Juniper Networks TechLibrary site, and do one of the following:
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TechLibrary Feedback

Is this page helpful?

- Click the thumbs-up icon if the information on the page was helpful to you.

- Click the thumbs-down icon if the information on the page was not helpful to you
or if you have suggestions for improvement, and use the pop-up form to provide
feedback.

« E-mail—Sendyour comments to techpubs-comments@juniper.net. Include the document
or topic name, URL or page number, and software version (if applicable).

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active Juniper Care or Partner Support
Services support contract, or are covered under warranty, and need post-sales technical
support, you can access our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
https://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
https://www.juniper.net/support/warranty/.

« JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: https://www.juniper.net/customers/support/

« Search for known bugs: https:/prsearch.juniper.net/

« Find product documentation: https:/www.juniper.net/documentation/

« Find solutions and answer guestions using our Knowledge Base: https:/kb.juniper.net/

« Download the latest versions of software and review release notes:
https://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://kb.juniper.net/InfoCenter/

liv
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« Join and participate in the Juniper Networks Community Forum:
https://www.juniper.net/company/communities/

« Create a service request online: https:/myjuniper.juniper.net

To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://entitlementsearch.juniper.net/entitlementsearch/

Creating a Service Request with JTAC
You can create a service request with JTAC on the Web or by telephone.
« Visit https:/myjuniper.juniper.net.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
https://support.juniper.net/support/requesting-support/.
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PART 1

Overview

« Working with Connectivity Services Director on page 3
« Service View Tasks and Lifecycle Modes on page 35

« Network Services Overview on page 51
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CHAPTER1

Working with Connectivity Services
Director

« Connectivity Services Overview on page 3
. Getting Started with Connectivity Services Director on page 5
« Connectivity Services Director REST API Overview on page 8

« Understanding the Need for Connectivity Services Director for Managing
Services on page 12

« Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13

« Connectivity Services Director Overview on page 14
« Understanding the Connectivity Services Director User Interface on page 16

« Understanding the Usage and Layout of Connectivity Services Director Views and
Tasks on page 23

« Understanding Task Categories in Connectivity Services Director on page 24

« Understanding Connectivity Services Director User Administration on page 26
« Logging In to Connectivity Services Director on page 27

« Accessing the Services Activation Director GUI on page 28

« Changing Your Password for Connectivity Services Director on page 30

« Logging Out of Connectivity Services Director on page 31

« Getting Started Assistant Overview in Services Activation Director on page 32

Connectivity Services Overview

Connectivity services include Layer 2 VPN and Layer 3 VPN services, quality-of-service
(Q0S) profile services, timing synchronization services, tunneling and label-switched
path (LSP) services, and connectivity fault management (CFM) services.

With connectivity services, you can perform the following tasks in your deployment:
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« Design, provision, and monitor Label Discovery Protocol (LDP) and Border Gateway
Protocol (BGP) services, and VPN services, for the management of Layer 2 and Layer
3 protocols, on devices.

« Configure the Operation, Administration and Maintenance (OAM) functionality on all
devices and monitor, detect, isolate, and troubleshoot networking faults. The supported
OAM features include link fault management (LFM), CFM, and real-time performance
monitoring (RPM).

« Configure Precision Time Protocol (PTP) and synchronous Ethernet services, which
are timing functionalities for devices.

« Design, provision, and deploy MPLS-dynamic, RSVP-signaled LSP, and static LSP
services on devices.

« Configure QoS or class-of-service (CoS) capabilities for services on devices.

To enable you to design and provision connectivity services in your network, you can use
Connectivity Services Director, which is a robust and highly-intuitive next-generation
application that runs on the Junos Space Network Management Platform. This application
also enables validation and monitoring of service performance, and management of
timing and clock synchronization.

« Understanding the Need for Connectivity Services Director for Managing Services on
page 12

. Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13

. Connectivity Services Director Overview on page 14
. Understanding the Connectivity Services Director User Interface on page 16

« Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

. Understanding Task Categories in Connectivity Services Director on page 24
« Understanding Connectivity Services Director User Administration on page 26
. Logging In to Connectivity Services Director on page 27

« Logging Out of Connectivity Services Director on page 31
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Getting Started with Connectivity Services Director

Based on your network deployment needs and configuration settings, you might require
different service types, such as E-Line, IP, E-LAN, or RSVP LSP services, to be applied on
devices in your topology. It is essential to discover or add the devices that you want to
be administered using Connectivity Services Director to the application database, before
you can enable and define services. You must configure the basic and mandatory device
settings such as routing instances, routing protocols, and administrative groups before
they are imported or discovered for additional modifications, such as configuration of
services and using the network management application.

When you install Connectivity Services Director, the single application package installs
the capabilities for configuring network services, such as E-Line, IP,and E-LAN, configuring
MPLS and RSVP label-switched path (LSP) services, configuring Precision Time Protocol
(PTP) and synchronous Ethernet services, configuring the OAM (Operations,
Administration and Maintenance) functionality, and configuring class of service (CoS)
profiles. To install Connectivity Services Director, see the Installation Instructions for
Connectivity Services Director, Release 2.1 section in Junos Space Connectivity Services
Director Release Notes, Release 2.1.

Starting with Connectivity Services Director Release 2.1, you can also access the Services
Activation Director GUI interface to launch workspaces to configure functionalities. To
access the Services Activation Director GUI, see “Accessing the Services Activation
Director GUI” on page 28.

The following workflow describes the tasks that you need to perform after the installation
of the application to enable effective and streamlined management, provisioning, and
troubleshooting of devices and services configured using Connectivity Services Director.

After you install the Connectivity Services Director application, follow the tasks given
below to enable effective management, provisioning, and troubleshooting of devices
and services using the application:
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1.

Discover devices using Connectivity Services Director GUI or the Junos Space Platform
workspace. See “Discovering Devices” on page 179 for instructions on discovering
devices using Connectivity Services Director. See Discovering Devices in the Junos
Space Network Management Platform User Guide for instructions on discovering devices
using the Junos Space Platform workspace.

@ NOTE:

Ensure the following before you add a device using device discovery:

« SSHv2is enabled on the device. To enable SSH v2 on a device, run the
following CLI command:

set system services ssh protocol-version v2

. The NETCONF protocol over SSH is enabled on the device. To enable
the NETCONF protocol over SSH on a device, run the following CLI
command:

set system services netconf ssh

. The device is configured with a static management IP address that is
reachable from the Junos Space server. The IP address can be in-band
or out-of-band.

- Auser with full administrative privileges is created on the device for the
Junos Space administrator.

. If you use SNMP to probe devices as part of device discovery, ensure
that SNMP is enabled on the device with appropriate read-only
V1/V2C/V3 credentials.

2. Discover the roles of devices and assign network-provider edge (N-PE) roles as

necessary. To prestage devices and assign device roles, see “Discovering Device Roles”
on page 372 and “Excluding Devices from N-PE Role Assignment” on page 373.

Create service templates. Templates provide a powerful mechanism to configure
advanced service-related options that are not exposed via the service order creation
workflow. Templates are attached to a service definition. To work with service
templates, see “Service Templates Workflow” on page 1709 and “Applying a Service
Template to a Service Definition” on page 1710.

Review predefined service definitions that are available by default, and determine
whether you want to create a new customzied service definition. A service definition
specifies the attributes that are common among a group of service orders that have
similar service requirements. To work with service definitions, see “Predefined Service
Definitions” on page 451, Creating an E-Line Service Definition, “Creating a
Multipoint-to-Multipoint E-LAN Service Definition” on page 619, “Creating a
Point-to-Multipoint E-LAN Service Definition” on page 641, “Creating a Full-Mesh IP
Service Definition” on page 669, and “Creating a Hub-and-Spoke (One Interface) IP
Service Definition” on page 678.
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Create customers that denote the users to be associated with service orders. New
customers must be identified to the system before you can provision and activate a
service order for them. To create customers, see “Adding a New Customer” on page 697.

Create class-of-service profiles to prioritize the traffic flow and define policies for
handling received packets to avoid network congestion and traffic disruption. See
“Creating and Managing Wired CoS Profiles” on page 222.

Create service orders for the types of protocols that your network environment requires
for optimal and cohesive management of large numbers of devices. A service order
is an instance of the service definition that completes the definition for a specific
customer’s use. To work with service orders, see “Creating a Service Order” on page 773.

Deploy service orders to propagate the service configuration to the corresponding
devices. To transfer service order configurations to devices and apply the settings on
the devices, see “Deploying Services Configuration to Devices” on page 959 and
“Managing Service Configuration Deployment Jobs” on page 957.

Perform audit operations, such as functional and configuration audit, to examine the
status of interfaces, LDP sessions, neighbor links, and endpoints of E-Line services.
You can also identify whether the service configuration on the device has been changed
out of band. In addition, you can use op scripts to perform any function available
through the remote procedure calls (RPCs) supported by either the Junos XML
management protocol or the Junos XML API. For more information, see “Performing
a Functional Audit” on page 1019, “Performing a Configuration Audit” on page 1027,and
“Troubleshooting N-PE Devices Before Provisioning a Service” on page 1030.

. Monitor the health (working condition), operating efficiency, traffic-handling capacity,

and performance status of the managed devices and configured services. Several
monitors or widgets are displayed to enable you to track, diagnose, and rectify
problems and discrepancies associated with services configured on devices. To
evaluate and diagnose the services, traffic-flow, and device states, see “Service
Monitoring Capabilities in Connectivity Services Director” on page 1134.

. View information about the health of your network and changing conditions of your

equipment. Use Fault mode to find problems with equipment, pinpoint security attacks,
or to analyze trends and categories of errors. For example, if you find that a particular
device or a service has recorded a large number of critical or major alarms, you can
then navigate to the appropriate device settings page or service order page to correct
and modify the attributes or diagnose the problems that might be generating the
alarms. To view alarms and events, see “Understanding Fault Mode in Connectivity
Services Director” on page 47.

Prestaging Devices Overview on page 55

Junos Space Layer 2 Services Overview on page 56

Junos Space Layer 3 Services Overview on page 65
Provisioning Process Overview on page 67

Seamless MPLS Support in Junos Space Overview on page 70

Service Attributes Overview on page 72
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« Service Order States and Service States Overview on page 87

Connectivity Services Director REST API Overview

The Juniper Networks Connectivity Services Director APIs are based on the
Representational State Transfer (REST) standards. REST defines a set of principles for
defining Web services, including how a system’s resource states are transferred over
HTTP. Clients can be written in any language that sends HTTP requests.

You use standard HTTP methods to access the Connectivity Services Director APIs. For
example, HTTP GET is used by a client application to retrieve a resource, get data from
a Web server or to execute a query. Common HTTP methods for REST are:

« GET — Retrieve a resource from the server.
« POST — Update a resource on the server.
. PUT - Create a resource state on the server.

. DELETE — Remove a resource state on the server.
The following media types are supported:

« For APIs that employ the GET method—Accept is used because a Response is the only
involved operation here. The Accept type determines the type of the Response obtained.
The Response can be either in XML or in JSON format.

« For APIs that employ the POST method—Content-type that determines the type of
the input payload or request that is sent, is used.

« For APIs that employ the PUT method—Content-type that determines the type of the
input payload or request that is sent, is used.

« For APIs that employ the DELETE method—Accept is used because a Response is the
only involved operation here.

The Accept type determines the type of the response obtained. The Response can be
either in XML or in JSON format. For example, for the Add Customer API, the Content
and Accept types for XML are as follows:

Content-Type—application/vnd.net.juniper.space.customer-management.customers+xml

Accept—application/vnd.net.juniper.space.customer-management.customers-status+xml

Retrieved resources are displayed in human-readable format. Connectivity Services
Director APIs return data in XML or JavaScript Object Notation (JSON).

The following RESTful Web Services are exposed under the Junos Space Connectivity
Services Director root URI:

« Customers
« Provider edge (PE) devices

. Prestage devices
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Example resource
returnedin XML format

Example resource
returned in JSON
format

« Resource pools

« Service definitions for E-Line, E-LAN, and IP services
« Service orders for E-Line, E-LAN, and IP services

« Service operations for E-Line, E-LAN, and IP services
« Service templates forE-Line, E-LAN, and IP services
« Bulk operations for E-Line services

« Functional and configuration audit

. CFM profiles for services

« Performance management (PM) statistics

« Service definitions and service orders for LSP services
« OAM services for LFM, CFM, and SLA iterators

« Services for RFC 2544-based benchmarking tests

« Timing services for synchronous Ethernet and PTP

Connectivity Services Director RESTful Web Services provide programmatic access to
theresources that are defined in Junos Space Connectivity Services Director. Connectivity
Services Director RESTful Web Services follow the same standards and conventions as
the Junos Space Network Application Platform RESTful Web Services. T

@ NOTE: Connectivity Services Director-related RESTful Web Services are
exposed under the /api/juniper/space URI.

<Data xmlns='"services.schema.networkapi.jmp.juniper.net">
<Customers>
<Customer>
<Common>
<Name>Customer_005</Name>
</Common>
<AccountN0>40132324005</AccountNo>
<ContactName>customer005</ContactName>
<ContactEmai I>customer005@example.com</ContactEmai l>
</Customer>
</Customers>
</Data>

{ "Data" : { "Customers™ : { "Customer"™ : { "AccountNo"™ : 40132324005,

“"Common™ : { "Name"™ : "‘Customer_005" },
"ContactEmail™ : "customer005@example.com™,
""ContactName' : "customer005"

Jrr}
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Format and Conventions of RESTful Web Services

The media type for the Connectivity Services Director application must be in the following
format:

application/vendor.space.service.type+syntax;version=version number or
vendor.space.service.type+syntax;version=version number
For example, application/vnd.net.juniper.space.monitoring.alarmscount+json;version=1

Table 3 on page 10 describes these parameters.

Table 3: Media parameters

Parameter Description

vendor Vendor of the media type.
Media types defined by Juniper Networks use vnd.net.juniper. Third-parties must use their own vendor
string when defining web services in applications that are deployed on Junos Space.
service Name of the Junos Space-specific service.
Service names are lowercase alphanumeric tokens with hyphen separators; for example,
device-management, incident-management.
type Type of resource.
Types are all lowercase alphanumeric tokens with hyphen separators; for example, device, incident.
syntax Representation of the resource. For example, xml.
version Version of the API; versions begin with the numeral 1.

REST standards are well-described in books and on the Internet. It is not the intent of
this guide to discuss the RESTful architecture. This document deals with the REST APIs
exposed by Connectivity Services Director.

For information about Junos Space SDK, see Junos Space SDK .

Payload and Response Types Supported in XML and JSON Formats

Payload or request can be in both XML format and JSON format, although this reference
guideillustrates only the XML type input or payload in the sample APIs. An APl is available
for converting any given XML payload into a JSON payload. See “Conversion of XML
Format to JSON Format” on page 11, for detailed information on converting the XML
format into a JSON format. Responses to the API request calls can be in both the XML
format and JSON format, although this reference guide describes only the XML type
responses in the samples.
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Conversion of XML Format to JSON Format

For the ease of the users, an additional API has been provided for converting the XML
inputs to JSON format. If the XML inputs pertaining to the NetworkAppsAPI are given as
input, then the corresponding JSON format output can be obtained from the API.

URI api/space/nsas/xml-json/convert" >

HTTP Method GET

Consumes application/xml

Content-Type application/json

Produces Collects all the configured E-LINE LDP service orders.

Input (Converting the AddCustomer XML-Input to JSON-Input)

Sample XML Input <Data xmlns="services.schema.networkapi.jmp.juniper.net'>
<Data xmIns="services.schema.networkapi.jmp.juniper.net'>
<Customers>

<Customer>
<Common>
<Name>Customer_005</Name>
</Common>
<AccountN0>40132324005</AccountNo>
<ContactName>customer005</ContactName>
<ContactEmai I>customer005@example.com</ContactEmail>
</Customer>
</Customers>
</Data>

Output (JSON Format of the Preceding Input)

Sample XML Output <Data xmlns="'services.schema.networkapi .jmp.juniper.net'>
{"Data":{"'"Customers" :{""Customer" :{"*Common" : {"*"Name" : ""Customer_005"},
""AccountNo":40132324005, ""ContactName':""customer005™, "
ContactEmail':""customer005@example.com"}}}}

@ NOTE: Read this guide in conjunction with the Network Director API Reference
for information about the REST APIs that you can configure for some of the
functionalities available in views other than Service view of Connectivity
Services Director. These APIs also define the fault and alarm notification
APls.
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Understanding the Need for Connectivity Services Director for Managing Services

Animportant aspect of any network management system is to monitor, control, and plan

network infrastructure. With networks constantly increasing in size, heterogeneity, and
complexity, effective management and planning of networks become more important.

The following network management capabilities are essential for effective management

of services on devices:

« Network management systems must be able to manage hybrid networks that offer

both legacy TDM and next-generation IP-based services.. Simplification of essential
tools required to set up, configure, provision, and operate devices and the services that
run on them are key to keeping operational costs down and achieving efficiency.

« Anetwork management system must offer simple and efficient tools to detect service

faults and performance so that service levels are assured. Such a system includes
tools to correlate faults with the alarms and traps generated on devices, and provide
a real-time view of the complete operational status of a network.

« Any new network management system needs to provide seamless support for legacy
functions while enabling new features to support packet-based networks. This may
require the use of standards-based open interfaces to enable such OAM systems to
query, configure, provision, and manage the new devices and services being deployed.

« Anideal network management system should present a unified device management
interface for all devices from the access network to the core network. In the context
of mobile backhaul, a unified network device management interface is essential to
efficiently deploy a large number of devices such as cell site gateways.

Assuming that these devices are hosted in remote locations, after the device is deployed,
it is essential to ensure that the device management interfaces (DMIs) provide the
right level of automation to reduce the time required to set up and configure each
device without requiring additional manual intervention at the site.

. Network Management systems must be standards compliant and provide open
interfaces for interoperability with existing systems in an operator’s network.
Standards-based northbound interfaces that use REST APIs are becoming the norm
for such interoperability. Mobile backhaul networks typically contain tens of thousands
of cell sites connected to aggregation devices and further, into the core network.

« Network management systems must be able to scale and offer efficient, user-friendly
mechanisms to provision services in bulk. For example, reduction in the number of
steps required to provision a pseudowire from end to end greatly improves the efficiency
of a network provisioner, while also reducing the number of provisioning errors.

@ NOTE: Starting from Release 2.0, Connectivity Services Director supports
E-Line services, VPN services, E-LAN services,and RSVP LSP services. Service

types other than E-Line services, VPN services, E-LAN services, and RSVP

LSP services can be configured using the Services Activation Director GUI,

which is installed with the Connectivity Services Director software image.
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Related .
Documentation

Connectivity Services Overview on page 3

Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13

Connectivity Services Director Overview on page 14
Understanding the Connectivity Services Director User Interface on page 16

Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

Understanding Task Categories in Connectivity Services Director on page 24
Understanding Connectivity Services Director User Administration on page 26
Getting Started Assistant Overview in Services Activation Director on page 32
Logging In to Connectivity Services Director on page 27

Logging Out of Connectivity Services Director on page 31

Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity

Services Director

Junos Space Connectivity Services Director application helps you configure, monitor, and
deploy Layer 2 and Layer 3 services.

The following are the salient benefits and capabilities of the Connectivity Services Director
application:

The Connectivity Services Director Ul helps you manage, administer, and handle
activities and service deployments through various stages and phases on your device.

You caninstall this application to leverage Layer 2, Layer 3, label-switched path (LSP),
and class of service (CoS) functionalities on devices in your network based on your
deployment needs and device models to be managed.

If you are deploying the network management utility in your topology for the first time
for routing and tunnel services provisioning, and if you have previously deployed Network
Director for the administration of devices, such as EX Series switches and QFX Series
switches, you can seamlessly install the Connectivity Services Director application.
You can install the Connectivity Services Director software package on different
appliances to perform Layer 2 through Layer 3 services management on several
platforms, such as ACX Series routers, M Series routers, MX Series routers, PTX Series
routers, and TCA Series Timing Appliances.

@ NOTE: Network Director cannot be installed on the same system as

Related .
Documentation

Connectivity Services Director.

Connectivity Services Overview on page 3
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« Connectivity Services Director Overview on page 14
. Understanding the Connectivity Services Director User Interface on page 16

. Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

. Understanding Task Categories in Connectivity Services Director on page 24
. Understanding Connectivity Services Director User Administration on page 26
« Logging In to Connectivity Services Director on page 27

« Logging Out of Connectivity Services Director on page 31

Connectivity Services Director Overview

Service providers and enterprises must be able to rapidly provision and offer new MPLS
and Carrier Ethernet services across their networks. In order to reduce operational costs
and enable quick service rollouts, network operators need an intelligent provisioning
application that facilitates the design, deployment, and management of services. Junos
Space Connectivity Services Director facilitates lifecycle management of connectivity
services such as E-Line, E-LAN, L2VPN, IP, and RSVP LSP services, QoS profile
configuration, service performance validation and monitoring, and synchronization
management. In addition to an intuitive graphical user interface, the application also
supports arich set of API functions to enable northbound interface integration and service
orchestration with other operations support systems (OSS) platforms.

Telecommunication establishments and organizations worldwide that offer MPLS and
Carrier Ethernet services face common business challenges such as controlling capital
and operating expenses, accelerating time to market, and increasing customer satisfaction.
At the same time, these companies also have to deal with the following technical
challenges:

« Provisioning a customer service rapidly and accurately
« Scaling to keep up with customer demand
. Tracking site-specific quality of service (QoS)

Troubleshooting and pinpointing problems in the network

. Finding trained personnel with expertise in networking and MPLS technologies

Junos Space Connectivity Services Director allows service providers and enterprises to
rapidly enable new service offerings. It facilitates an automated and streamlined approach
to the service design and provisioning process, and helps reduce fallout from
misconfigured customer services. Besides automating key provisioning tasks, Junos Space
Connectivity Services Director also provides a complete network management solution,
including automated service discovery, MPLS resource management, point-and-click
service provisioning, validation, and troubleshooting for MPLS and carrier Ethernet service
environments.
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Junos Space Connectivity Services Director is a Junos Space application for unified
management of the ACX Series routers, M Series routers, MX Series routers, PTX Series
routers, and TCA Series Timing Appliances in your network.

Junos Space Connectivity Services Director essentially manages the lifecycle of Layer 2
and Layer 3 services. The application helps in resource pool management, service design
and provisioning, troubleshooting and performance monitoring, and service
decommissioning.

The Connectivity Services Director application helps in:

« Automating the design of Layer 2 and IP services, activating and provisioning services,
validating Layer 2 and IP services across MPLS and Carrier Ethernet networks, enabling
service providers to efficiently and cost-effectively manage deployments while reducing
fallout from misconfigured services.

- Designing, provisioning, and activating RSVP-signaled label-switched paths (LSPs),
as well as static LSPs, which can be configured as end-to-end, point-to-point,
point-to-multipoint, or full-mesh LSPs.

« Monitoring faults and performance of VPN services using standards-based protocols
and technologies such as Ethernet connectivity fault management (CFM), Ethernet
link-level fault detection and management, and Bidirectional Forward Detection (BFD).

« Configuring and applying class-of-service (CoS) profiles to interfaces of devices.

« Provisioning synchronization of interfaces such as IEEE1588- 2008 (PTP) and
Synchronous Ethernet.

Related . Connectivity Services Overview on page 3
Documentation . Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13
. Understanding the Connectivity Services Director User Interface on page 16

. Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

. Understanding Task Categories in Connectivity Services Director on page 24
« Understanding Connectivity Services Director User Administration on page 26
« Logging In to Connectivity Services Director on page 27

« Logging Out of Connectivity Services Director on page 31
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Understanding the Connectivity Services Director User Interface

Junos Space Connectivity Services Director provides a simple-to-use, HTML5-based,
Web 2.0 user interface that you can access through standard Web browsers. The user
interface uses task-based workflows to help you accomplish administrative tasks quickly
and efficiently. It provides you with the flexibility to work with single or multiple devices
grouped by logical relationship, location, or device type. You can filter, sort, and select
columns in tables, making looking for specific information easy.

This topic describes:

« Connectivity Services Director Banner on page 16
« View pane on page 17

« Views list on page 18

« Tasks Pane on page 18

« Alarmson page 18

« Main Window or Workspace on page 18

« Filtering the Network Tree on page 19

« Tables in Connectivity Services Director on page 20

Connectivity Services Director Banner

Use the Connectivity Services Director banner to select the working mode. You can also
use the Connectivity Services Director banner to perform other global tasks, such as
setting up your preferences or accessing Junos Space. Table 4 on page 16 describes the
functions available to you on the banner.

Table 4: Connectivity Services Director Banner Functions

Item Function

Accessing Junos Space Click the Junos Space logo to access the Junos Space Network
Network Management Management Platform application.
Platform

Select Connectivity Services Director from the Applications list
to access the CSD application.

NOTE: You can switch back and forth between Connectivity
Services Director and Junos Space Network Management
Platform without logging in again.

Views Select the network view that you want to work in. You can
choose any one of the following views from the Views list:

« Dashboard View

« Service View

« Device View

» Custom Group View
« Topology View
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Table 4: Connectivity Services Director Banner Functions (continued)

Item Function

Task Categories Select the task category you want to work in. You can select any
one of the following task categories to work in:

« Build

« Deploy

« Monitor
o Fault

« Report

NOTE: You might not have access to all the Connectivity
Services Director task categories. Your user role determines the
task categories you have access to.

User Displays the username you use to log in to Connectivity Services
Director.

System Click the System button to view Audit Logs pane.

Preferences Click the arrow next to the System button and select Preferences

to access and update system and user preferences.

About Click the arrow next to the System button and select About from
the list to view the version number and licensing information of
your Connectivity Services Director application.

Help Click the arrow next to the System button and select Help from
the list to access the Connectivity Services Director Online Help
page.

Logout Click the arrow next to the username and select Logout to log

out of Connectivity Services Director and Junos Space.

View pane

The Service pane provides you with a unified, hierarchal view of your networks in the form
of atree that is expandable and collapsible. By selecting a node from the tree, you indicate
the scope over which you want an operation or task to occur. For example:

For example, by selecting the MX240 node in Device View, you indicate that the scope
for a task is all MX240 routers in your network.

@ NOTE: The view pane displayed depends on the network view you choose
from the Views list.
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Views list

Tasks Pane

Alarms

You can use the Views list on the Connectivity Services Director banner to choose any
one of the following network views:

« Dashboard View—This is a customizable view that provides information about your
network. You can select and add monitoring widgets to the Dashboard View based on
your requirements. This is the default view that opens when you log in to Connectivity
Services Director.

« Service View—You can create services, policies, and filters for devices that are managed
by Connectivity Services Director. The service templates and attributes for services,
policies, and filters help you classify and control the way packets are handled by the
various services.

« Device View—Devices are organized by device type: routers. Within each device type
displayed in the Device View pane, devices are organized by device model. For example,
all models of MX240 routers are grouped together under one node in the tree.

« Custom Group View—If you have defined one or more custom groups, Connectivity
Services Director displays groups in this view. You can manually add devices to a custom
group or define a rule to automatically add devices to the custom group after they are
discovered in Connectivity Services Director.

- Topology View—This view displays a graphical representation of the discovered devices
in your network, organized by groups or zones. The topology map window displays
important links and node properties. Links are color coded according to utilization. You
can also view physical and logical connectivity between various discovered
interconnected devices.

The Tasks pane is available in the Service View, Device View, and Custom Group View
of the Views list. The Task pane lists tasks specific to that view. In addition to changing
according to the view selected, tasks listed in the Tasks pane can change. For example,
some tasks are appropriate only at the device level and thus appear only when you have
selected an individual device. Clicking a task brings up task-specific content in the main
window. To perform a task in Connectivity Services Director, you navigate to the task.

The Alarms bar that is displayed at the bottom of your browser window provides a quick
summary of how many critical, major, minor, and informational alarms are currently
active in the network and is visible in every mode.

To display more information about alarms, click the alarm count or the Alarms bar. You
are automatically placed in Fault mode and the Fault mode monitors are displayed.

Main Window or Workspace

The main window or workspace displays content relevant to ta particular view, scope,
and task you have selected. When you log in to Connectivity Services Director, the main
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window displays the dashboard. The dashboard enables you to allow users who are
assigned roles to quickly monitor health and status of the managed devices. The sections
of the dashboard allows the operator to understand the device problem or fault at the
macro level (comprehensive and widespread network health and status) and the micro
level (individual device health and status).

Filtering the Network Tree

To make it easier for you to focus on selected aspects of your network, you can apply
predefined filters to your network tree so that only nodes and devices that meet the filter
criteria are shown.

To apply filters:

1.

From the View pane, click the filter icon:

The Filters page is displayed.

@ NOTE: Theview pane displayed depends on the network view you choose
from the Views list. The filter feature is available only in the Service View
and Device View.

From the Filters page, click Show available filters.

The Available Filters section of the page appears.

From the Available Filters page, select the tab for the view you want to use to define
your filter. For example, if you want to filter devices, click the Device tab.

The filters that you can apply are listed below the Device tab.

To select a filter, click click the add (+) icon next to the device.

The filter appears on the Selected Filters section of the Filters page.

@ NOTE: Youcanadd multiple filters at a time. Alternatively, you canremove
a filter from the Selected Filters section of the Filters Page by clicking the
trash can icon next to the device.

Click Apply.

The Filters dialog box closes and the filters are applied. The words 'Filter applied'
appears below the filter icon. Alternatively, you can click Clear (next to 'Filter applied")
to remove any filters applied. °
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To remove a filter, click the filter icon, click the trash can next to the filter on the Selected
Filters list, and click Apply.

« Expanding or Collapsing Nodes in the Network Tree on page 20
« Searching the Network Tree on page 20

Expanding or Collapsing Nodes in the Network Tree

To expand a node in the network tree, select the node and then click the Expand All (+)
icon:

The node you selected and any child nodes under the selected node are expanded to
show their contents.

Similarly, to collapse a node in the network tree, select the node and then click the
Collapse (-) icon (next to the Expand icon). The node you selected is collapsed and no
nodes under it are shown.

Searching the Network Tree

To quickly find and select a device or device group, use the search function.
To perform a search, type three or more characters in the search box and press Enter.

Connectivity Services Director finds the first instance of a node whose name contains
the characters. You can use the arrows next to the search box to see the other instances..

@ NOTE: Searches are not case-sensitive: searching wlall5 or WLATI5 returns
the same results. You can also use wildcard characters in search strings.

Tables in Connectivity Services Director

Tables are used throughout Connectivity Services Director to display data. These tables
share common features. By becoming familiar with these features, you can navigate and
manipulate tabular data quickly and efficiently.

The following sections describe:

« Moving and resizing columns
« Navigating pages

« Displaying column lists

« Sorting a column

« Hiding and exposing columns
« Searching table contents

« Filtering table contents

20
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Moving and Resizing Columns

You can reposition and resize columns in a table. To move a column, drag the column
head to the new location. Connectivity Services Director displays a green check mark
when you mouse over a valid column location. To resize a column, mouse over the edge
of a column until the cursor becomes two vertical lines with outward arrows. Drag the
column width to the new size.

Navigating Pages

Controls at the bottom of a page allows you to navigate through entries on the pages
when the inventory is too large to fit on one page. Using these controls, you cango to a
specific page, navigate between pages, or refresh content in a page.

Displaying the Column list

A list allows you to perform additional operations on columns. To display the column
list, mouse over the column head. An arrow appears. Click the arrow to display the list.

Sorting a Column

You can sort a table based on a column by clicking the column head—each click changes
the direction of the sort. In addition, you can use the Sort Ascending and Sort Descending
options on the list.

Connectivity Services Director uses a lexical sort for tabular data that is not strict numeric
data, which means that data such as IP addresses do not sort in numerical sequence, as
shown in Table 5 on page 21.

Table 5: Numerical Sorts and Lexical Sorts

Numerical Sort Lexical Sort

10.93.200.65 10.93.200.129
10.93.200.129 10.93.200.199
10.93.200.199 10.93.200.65

Hiding and Exposing Columns

You can customize your tables by hiding or exposing columns. This way, you can choose
to see only relevant information.

To hide or unhide columns, display the column list of any column head and mouse over
the Columns option. In the list that appears, select the check box beside a column head
to unhide it. Clear the check box beside a column to hide it.

As a general rule, Connectivity Services Director displays all columns in a table by default.
However, some tables have more columns that can fit easily within the page and columns
are hidden by default.
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Searching Table Contents

You can search for specific data in large tables by using search criteria.

To search for an item in a table, enter the search term in the text box within the table.
Select ANY from the list to search for the term in all columns in the table. Every table
has a predefined default column that the system searches before it searches other

columns.

You can also choose to search a particular column for a term.

@ NOTE: When you enter a search expression, note the following:

You must add a back slash “\” if you want to use the following special
characters in the search text:

+-&&VO)LIL] T~ * 20N
Field names are case-sensitive.

For example, if you have a few systems running on Junos OS 12.3 Release
4.5, then os: 12.3R4.5 returns search results, whereas 0S: 12.3R4.5 does
not return search results. This is because the field name that is indexed is
os and not OS.

If you want to search for a term that includes a space, enclose the term
within double quotation marks.

For example, to search for all devices that are synchronized (that s, In
Sync), enter “In Sync” in the Search field.

You must append "*" if you want to search using partial keywords.
Otherwise, the search returns O (zero) matches or hits.

If you want to search for more than one term at a time, separate each term
with AND.

Filtering Table Contents

For large tables, it is helpful to be able to sort data to show only relevant entries. When
you mouse over the Filters option on the column list, a fill-in box appears where you can
type filter criteria. If you type a text string and click GO, entries that do not contain the
text string (filter criterion) are removed from the table. The filter icon appears on the
column head to indicate that the column has been filtered. To restore all entries to the
table, clear the Filters checkbox in the list.

For example, to filter the Device Inventory page so that only devices in the 192.168.1.0
subnet are displayed:

1. Mouse over the IP Address column head and click the arrow.

The Column list is displayed.

22
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Related
Documentation

2. Mouse over Filters to display the fill-in box.

3. Type 192.168.1. in the field and click Go.

The devices in the 192.168.1.0 subnet are shown.

« Connectivity Services Overview on page 3

. Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13

. Connectivity Services Director Overview on page 14

« Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

. Understanding Task Categories in Connectivity Services Director on page 24
« Understanding Connectivity Services Director User Administration on page 26
. Logging In to Connectivity Services Director on page 27

« Logging Out of Connectivity Services Director on page 31

Understanding the Usage and Layout of Connectivity Services Director Views and

Tasks

Related
Documentation

The Connectivity Services Director user interface uses task-based workflows to help you
accomplish tasks quickly and efficiently. The interface has five network views and five
task categories that you can access from the application banner.

The View pane provides you a unified, hierarchical view of your networks in the form of
a tree that is expandable and collapsible. You can select a network view from the Views
list to display the workspaces and settings that you can define for network services and
tunnel services. The view pane displayed depends on the network view you choose from
the Views list.

The Task Categories displayed on the banner guides you through the different phases
of configuration and monitoring that you can perform with Network View.

The Tasks pane lists tasks specific to that task category. In addition to tasks changing
according to the task category selected, tasks listed on the Tasks pane can change based
on the view you select from the Views list. Clicking a task brings up task-specific content
in the main window.

See “Understanding the Connectivity Services Director User Interface” on page 16 for
more information on the main components of the Connectivity Services Director GUI.

« Connectivity Services Overview on page 3

« Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13
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« Connectivity Services Director Overview on page 14

. Understanding the Connectivity Services Director User Interface on page 16

. Understanding Task Categories in Connectivity Services Director on page 24

. Understanding Connectivity Services Director User Administration on page 26
. Logging In to Connectivity Services Director on page 27

« Logging Out of Connectivity Services Director on page 31

Understanding Task Categories in Connectivity Services Director

Connectivity Services Director enables automated design and provisioning of VPN services
such as E-Line services, E-LAN services, and IP services; label-switched path (LSP)
services such as MPLS, RSVP, and static LSP services; configuration of QoS profiles;
validation and monitoring of service performance; and management of synchronization.

Connectivity Services Director application enables you to easily discover, configure,
monitor, and manage devices in large networks.

The Connectivity Services Director user application uses task-based workflows to help
you accomplish tasks quickly and efficiently. The interface has five task categories that
you can access from the application banner.

@ NOTE: Task categories are not available in the Dashboard View and Topology
View.

The task categories you can access are as follows:

. Build —You use Build task category to discover the devices in your network, to create
and manage device configurations, and to manage devices. You can also organize your
devices into hierarchal groups based on logical relationships or physical locations. To
support flexible, large-scale deployment of devices, the Build task category enables
you to apply configurations across multiple devices grouped by logical relationships,
physical locations, or type.

In Build mode, you can create services for devices that are managed by Connectivity
Services Director. You can define service templates and attributes of different services,
and also specify policies and filters to classify and control the manner in which packets
are handled by various services. You can define E-Line services to provide transport
and encapsulation of Layer 2 Ethernet circuits between two endpoints. You can also
configure E-LAN service, which in turn provides multipoint-to-multipoint services and
point-to-multipoint services, and Layer 3 virtual private network (VPN) functionality
by using IP service, which supports full-mesh and hub-and-spoke services. The service
designer is responsible for creating service definitions that a service provisioner uses
to create a service order.

. Deploy—The Deploy task category enables you to deploy service order configuration
changes to devices. When you make configuration changes in Build task category, the

24
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Related .
Documentation

changes are not deployed to devices automatically. You must manually deploy the
changes to devices. Configuration changes are deployed to devices at the device level.
When you deploy configuration changes to a device, all pending configuration changes
for that device are deployed. You can do the following configuration deployment tasks
on devices that have pending changes:

- Run configuration deployment jobs immediately or schedule them for later.

- Preview pending configuration changes before deploying the service settings to
devices.

- Validate that the pending changes are compatible with the device configuration.

- Manage configuration deployment jobs.

Monitor —Monitor task category in Connectivity Services Director enables you to view
your network status and performance. The Connectivity Services Director application
monitors its managed services on devices and maintains the information it collects
from the devices in a database. Monitor task category displays this information in
graphs and in tables that you can sort and filter, allowing you to quickly visualize the
state of your network, spot trends developing over time, and find important details.
The main purpose of monitoring functionalities is to allow the operators to quickly
monitor the health (working condition), operating efficiency, traffic-handling capacity,
and performance status of the managed devices and configured services.

Fault—Fault task category in Connectivity Services Director enables you to view your
network health. e. Fault task category displays alarms in graphs and in tables that you
can sort and filter, enabling you to resolve system conditions that generate the alarms.
When certain types of events are persistent, or when the condition causing the event
crosses a threshold, SNMP sends a notification (also called a trap) to the Connectivity
Services Director application. Connectivity Services Director application correlates
traps, describing a condition, into an alarm. To assist in diagnosing network problems
and the operating efficiency of devices, the task category shows you information about
the health of your network and changing conditions of your equipment.

@ NOTE: Starting in Release 2.0, the Report task category is disabled.

Connectivity Services Overview on page 3

Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13

Connectivity Services Director Overview on page 14
Understanding the Connectivity Services Director User Interface on page 16

Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

Understanding Connectivity Services Director User Administration on page 26

Logging In to Connectivity Services Director on page 27
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« Logging Out of Connectivity Services Director on page 31

Understanding Connectivity Services Director User Administration

Related
Documentation

Connectivity Services Director application uses the user administration features of Junos
Space Network Management Platform to add, delete, and edit user accounts and roles.
For more information on user administration, see Junos Space Network Application Platform
User Guide.

When you install the Connectivity Services Director application, additional user
administration options specific to the application are available in Junos Space. In addition
to the Super Administrator role, the following predefined roles are also available to
Connectivity Services Director users:

« Device Manager role---allows an administrator to discover devices.

« Service Manager role-—allows an administrator to perform device pre-staging actions
including discovering and assigning device roles.

« Service Designer role-—allows an administrator to create and publish a service definition.

. Service Activator (less privileged) role---allows an administrator to perform provisioning
tasks including creating and managing customers, service orders, and services.

@ NOTE: You can create custom roles to grant users different access rights.
Access is controlled at the task category level. If you grant a user access to
a task category, the user has access to all tasks in that category.

Access to Connectivity Services Director system preferences is controlled by
user access rights. For more information, see “Setting Up User and System
Preferences” on page 121

If you try to log in to Connectivity Services Director by using an account that does not
have access rights to any Connectivity Services Director task category, you are redirected
to Junos Space instead.

« Connectivity Services Overview on page 3

. Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13

. Connectivity Services Director Overview on page 14
. Understanding the Connectivity Services Director User Interface on page 16

. Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

« Understanding Task Categories in Connectivity Services Director on page 24

« Logging In to Connectivity Services Director on page 27
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« Logging Out of Connectivity Services Director on page 31

Logging In to Connectivity Services Director

You connect to Connectivity Services Director using your Web browser. The following
Web browsers are supported: Internet Explorer 9.0 and 10.0, Mozilla Firefox version 3.6
and later, and Google Chrome version 17 and later. The minimum screen resolution is
1280 x 1024.

To log in to Connectivity Services Director directly:
1. Inthe Address field of your browser, enter the following URL:
https://<n.n.n.n>/csd/

where n.n.n.n is the IP address of the Junos Space Web interface. You can bookmark
the login page for future use.

2. Enter the login credentials, such as the username and password.

The default username and password are the same for both Junos Space and
Connectivity Services Director:

« Username—super

« Password—juniper123

After successful login, the Dashboard page of Connectivity Services Director is
displayed.

To log in to Connectivity Services Director through Junos Space:
1. Inthe Address field of your Web browser, enter the following URL:
https://<n.n.n.n>/mainui

where n.n.n.n is the IP address of the Junos Space Web interface.

The Junos Space login page is displayed.

2. Inthe Username text box, enter your username.

For information about how to change your username, consult your system
administrator.

3. Inthe Password text box, enter your password.

The default username and password are the same for both Junos Space and
Connectivity Services Director:

« Username—super

« Password—juniper123
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For information about how to change your password, see “Changing Your Password
for Connectivity Services Director” on page 30.

. (Optional) If the remote authentication server is configured for Challenge/Response,

you are presented with the challenge questions. Provide valid responses to the
challenge questions you are asked, to log in successfully.

. Click Log In.

The Junos Space home page appears. If the home page is not set, the Junos Space
Dashboard page is displayed.

If the home page is inaccessible due to role or domain restrictions, a warning message
is displayed and the Junos Space Dashboard page is loaded.

@ NOTE: If you are a user with access to more than one domain, then an
informational message about switching domains is displayed in a dialog
box.

Do one of the following:

. To prevent the informational message from appearing again, ensure
that the Don’t show again check box is selected and click OK. The Don’t
show again check box is selected by default.

. To allow the informational message to continue appearing, clear the
Don’t show again check box and click OK.

You can then switch to the Connectivity Services Director interface by selecting
Connectivity Services Director from the Applications list in the left pane of the Junos
Space user interface. To access the older version of the Services Activation Director
GUI, select Services Activation Director from the Applications list of the Junos Space
user interface.

« Logging Out of Connectivity Services Director on page 31
« Connectivity Services Director Overview on page 14

. Understanding the Connectivity Services Director User Interface on page 16

Accessing the Services Activation Director GUI

From Connectivity Services Director Release 2.0 onwards, you can also access the Services
Activation Director GUI interface to launch workspaces to configure functionalities. You
must install Junos Space Platform before trying to access the Services Activation Director
GUI, perform the following steps after Junos Space Platform is installed:
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@ NOTE: The appendixes at the end of this documentation describes the
workspaces and functionalities that you can configure using the Services

Activation Director GUI. The applications in the Services Activation Director
suite are a legacy implementation that provide backward compatibility and
are no longer recommended for use. Although you can configure features
such as service orders and service definitions using the Services Activation
Director GUI, we recommend that you use the Network Services utility of the
Connectivity Services Director GUI to define such capabilities. The older
look-and-feel of the GUI might be removed completely in a future release.
In Connectivity Services Director Release 2.0, the Service Templates, and
Threshold Alarm Profile workspaces or windows of the Network Activate
application of the Services Activation Director suite are not implemented.
You can use the Services Activation Director GUI to navigate to these
workspaces and configure the corresponding functionalities.

@ NOTE: The software image for Connectivity Services Director Release 2.0
enables you to install the Connectivity Services Director GUI. Also, Network
Activate, Transport Activate, OAM Insight, and Sync Design are installed and
presented in the same look-and-feel as Services Activation Director, after
you install Connectivity Services Director. The Representational State Transfer
(REST) APIs for Connectivity Services Director are installed along with the
GUL.

Before You Begin:

« Configure the Junos Space appliance with a Junos Space image. For complete
configuration steps, see Configuring a Junos Space Appliance or Configuring the Basic
Settings of a Junos Space Virtual Appliance.

« Install the Connectivity Services Director image on the Junos Space appliance. See
Installing Connectivity Services Director for step-by-step instructions on installing the
image.

To access the Services Activation Director GUI:
1. Log into Junos Space by using the following URL:
https://<n.n.n.n>/mainui

where n.n.n.n is the IP address of the Junos Space Web interface.

The Junos Space login page appears.

2. Enter your login credentials, such as the username and password, and click Log In.

The Junos Space Platform GUI is displayed.
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3. Select Services Activation Director from the Applications list on the left pane of the

Related .
Documentation

Junos Space user interface.
The Services Activation Director GUI is launched.

Alternatively, if you select Connectivity Services Director from the Applications list on
the left pane of the Junos Space user interface, the Connectivity Services Director GUI
is launched.

Logging In to Connectivity Services Director on page 27
Logging Out of Connectivity Services Director on page 31
Connectivity Services Director Overview on page 14

Understanding the Connectivity Services Director User Interface on page 16

Changing Your Password for Connectivity Services Director

Any user, regardless of user role, can change his or her password.

You use the same username and password that you use for Junos Space and Connectivity
Services Director.
To change your password:

1.

From the Connectivity Services Director user interface, click the Junos Space icon on
the Connectivity Services Director banner.
The Junos Space Platform user interface is displayed.

Click the User Settings icon on the Junos Space banner.

The Change User Settings dialog box appears.

In the Old Password text box, enter your old password.

@ NOTE: Mouse over the information icon (small blue i) next to the New
Password text box to view the rules for password creation. For more
information about the password rules, see Modifying Junos Space Network
Management Platform Settings.

In the New Password text box, enter your new password. The minimum value for this
field is 6 (the default) and the maximum value is 999. The password can include
alphanumeric and special characters, but not control characters.

In the Confirm Password text box, enter your new password again to confirm it.
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@ NOTE: The fields on the X.509 Certificate tab are applicable when you
want to use certificate-based authentication. If you are using
password-based authentication, you can ignore these fields. For more
information about certificate-based authentication, see the Certificate
Management Overview topic in the Junos Space Network Management
Platform Workspaces Feature Guide.

6. (Optional) Select the Manage objects from all assigned domains check box on the
Object Visibility tab to view and manage objects from all the domains for which you
are assigned.

7. Click OK.

You are logged out of the system. To log in to Junos Space again, you must use your
new password. Other sessions logged in with the same username are unaffected until
the next login.

Related . Logging In to Connectivity Services Director on page 27

Documentation
Accessing the Services Activation Director GUI on page 28

Logging Out of Connectivity Services Director on page 31

Logging Out of Connectivity Services Director

After you finish using Connectivity Services Director, log out to prevent unauthorized
access. You can log out manually or set an automatic logout period for Connectivity
Services Director to automatically log you out.

Logging out manually—To log out of Connectivity Services Director manually, click the
down arrow next to the username on the Connectivity Services Director banner and select
Logout from the list.

Logging out automatically—Connectivity Services Director automatically logs you out if
you have not performed any action on it, such as by using keystrokes or mouse-clicks,
for a set period of time. This automatic logout conserves server resources and protects
the system from unauthorized access. By default, automatic logout occurs if a session
has been idle for 60 minutes. You can change the setting on the Applications inventory
page. Select Administration > Applications > Network Management Platform > Modify
Application Settings (from the Actions menu) > User.
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Connectivity Services Director uses the same automatic logout period as Junos Space.
To change the automatic logout period:

1. Click the System Platform icon on the Connectivity Services Director banner.

The logout page appears.

2. Click the Click here to log in again link on the logout page to log in to the system again.

3. Navigate to Administration > Applications.

The Applications page is displayed.

4. Right-click Network Management Platform and select Modify Application Settings..

The Modify Application Settings page appears.

5. In the Modify Network Management Settings page, select User.

The User page is displayed.

6. In the Automatic logout after inactivity (minutes) field, move the slider to modify the
automatic logout setting.

The logout setting is modified.

7. Click Modify to save the setting.

You are returned to the Modify Applications page.

« Logging In to Connectivity Services Director on page 27
« Connectivity Services Director Overview on page 14

Understanding the Connectivity Services Director User Interface on page 16

Accessing the Services Activation Director GUI on page 28

Getting Started Assistant Overview in Services Activation Director

The Getting Started assistant is a section in the sidebar that shows you how to perform
common tasks. The tasks in the Getting Started assistant are workspace specific. The
tasks displayed in this section vary according to the workspace. The Getting Started
assistant provides instructions on how to perform tasks related to a device, service
template, or a policy and filter template configuration.

The Getting Started topics are context- sensitive per application. Getting Started displays
all the steps of a task. From a step in a task, you can jump to that point in the user interface
to actually complete it. If Show Getting Started on Startup check box is selected, the
Getting Started assistant automatically displays the tasks when you log in. If this check
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box was not selected, click the Help icon and click Getting Started from the resulting
sidebar.

To use a Getting Started assistant:

1.

Related .
Documentation

Select an application from the Applications list above the task tree.

In the sidebar, expand Getting Started.
A main Getting Started topic link appears on the sidebar.

If the sidebar is not displayed, select the Help ( ) icon at the right side of the Junos
Space header. The sidebar appears.

Select a main topic.

Forexample, if you are in the Network Management Platform application userinterface,
click the Increase Space Capacity link. A list of required steps appears in the sidebar.
Each step contains a task link and a link to Help.

Perform a specific step by clicking the link.

You jump to that pointin the user interface. The assistant remains visible on the sidebar
to aid navigation to subsequent tasks.

Access help for a specific step by clicking the Help icon next to that step.

Connectivity Services Director Overview on page 14

Understanding the Connectivity Services Director User Interface on page 16
Logging In to Connectivity Services Director on page 27

Logging Out of Connectivity Services Director on page 31

Accessing the Services Activation Director GUI on page 28
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CHAPTER 2

Service View Tasks and Lifecycle Modes

Understanding the Service View Tasks Pane in Build Mode on page 35
Understanding the Service View Tasks Pane in Deploy Mode on page 38
Understanding the Service View Tasks Pane in Monitor Mode on page 40
Understanding the Service View Tasks Pane in Fault Mode on page 43

About Build Mode in Service View of Connectivity Services Director on page 43
About Deploy Mode in Service View of Connectivity Services Director on page 45
About Fault Mode in All Views of Connectivity Services Director on page 47

About Monitor Mode in Service View of Connectivity Services Director on page 47

Understanding the Service View Tasks Pane in Build Mode

The Tasks panein Service View contains all the operations that you can perform to create
the network managed by Junos Space Connectivity Services Director by using the
prestaging process that discovers devices in the Junos Space database and assigns roles
to those devices and their interfaces. In Build mode, you can use the Tasks pane to define
service definitions, which specify the service parameters for the devices or endpoints and
associated interfaces for controlling traffic flow.

Click a specific task to begin that task. Not all tasks are available in the Service View
when you launch it the first time. Depending on the service definitions that you create,
those configured service definitions are displayed under the corresponding service trees,

such as E-LAN or IP, in the task pane. Service View tasks are divided into the following

categories in the Tasks pane.
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. Key Tasks—Connectivity Services Director enables you to group the tasks that you
perform frequently and create a list of key tasks. The most preferred tasks that you
want to do while using the Service View are listed under Key Tasks. You can add tasks
from the service task menu to the Key Tasks category. The Key Tasks category is a
duplicate of the added tasks from the Service Provisioning and Service Design tasks
menu. You can add any task from the Tasks pane to the Key Tasks list by selecting a
task and clicking the plus (+) sign that appears adjacent to the task. For some modes,
you can see that Connectivity Services Director has predefined some key tasks for you.
You can also modify this set of tasks to suit your requirements. This modification feature
is available in the Task pane irrespective of your current mode, scope, or view.

. Manage Service Templates (accessible from the Services Activation Director
GUI)—Provides a powerful mechanism to configure advanced service-related options
that are not exposed via the service order creation workflow. Create and attach one
or more service templates to a service definition to define any provisioning-related
configuration option beyond the current coverage of Connectivity Services Director.

« Service Design—Enables you to create and manage service definitions and service
templates. A service definition specifies the attributes that are common among a group
of service orders that have similar service requirements. Service templates are specific
to service definitions. Both are specific to service types, so that if you are dealing with
an IP service type, for example, both your service definition and service template must
be of that type.

. Manage Service Definitions—Provides a set of predefined service definitions for E-Line
services, multipoint-to-multipoint (full mesh) services, point- to-multipoint (hub and
spoke) services, and RSVP LSP services. These service definitions are capable of
providing the basis for most of the service orders your organization will need to create.

« View Services—Enables you to view the configured E-Line, IP, and E-LAN services by
the service types and the service statuses. In the View pane, if you select the
Connectivity item in the tree under Network Services, without expanding the tree and
selecting a specific service type, such as E-Line Services, IP Services, or E-LAN Services,
the top pane displays a set of five pie charts that enable you to view the different
service orders configured, and their associated audit and monitoring statuses. The FA
Status chart displays the functional audit status for the service orders. The Device
State graph displays the statuses of devices on which services are being provisioned
and commissioned. The Fault Status chart displays the connectivity fault management
details for the service orders. The SLA Status chart displays the service-level agreement
details for the service orders. The PM Status chart displays the performance
management details for the service orders. The count or percentage of service orders
in the pie chart segments sum up to the total number of configured service orders.
Mouse over each segment of the pie to view the number corresponding to the
percentage of service orders for each of the charts. These charts provide a visual
overview of customers and service orders on your network, and enables you to quickly
access related and commonly needed information. For example, you can check for
failed service orders and then access a list of failed requests so you can begin to take
restoration measure.

. View LSPs—Enables you to view the configured RSVP LSP services.

36

Copyright © 2019, Juniper Networks, Inc.



Chapter 2: Service View Tasks and Lifecycle Modes

Related .
Documentation

View Details—Enables you to view comprehensive information about the configured
parameters of a service.

Audit/Results—Enables you to run configuration and functional audit operations, and
view the results of the audit job.

- Configuration Audit—Enables you to perform a configuration audit and view the
results of the operation. A configuration audit can help you determine whether the
service configuration on the device has been changed out of band.

- Functional Audit—Enables you to perform a functional audit and view the results of
the operation.

- Troubleshoot—Enables you to run the operational scripts that are either created or
imported to the platform from the local machine before you start troubleshooting
the services or you can run the scripts that are of local type directly from the
Functional Audit Result window by clicking the Troubleshoot button.

Prestage Devices—Enables you to change the device and interface role assignments,
view prestaging rules, and manage resource pools.

- Prestage Devices—Enables you to assign network provider edge (N-PE) and provider
(P) roles to devices and user-to-network interface (UNI) roles to interfaces.

- Prestage Rules—Enables you to view the prestaging rule details.

- Manage Resources—Enables you to view resource pools, such as IP addresses and
VLANSs, and create IP address pools to be used in services.

Customer—Displays the tasks that you can perform to manage customers

- Add Customers—Enables you to add new customers on the system before you can
provision and activate a service order for each of them.

- Delete Customer—Enables you to delete a previously created customer.

- View Customer—Enables you to view customers for which service orders need to be
configured and deployed.

Understanding the Service View Tasks Pane in Deploy Mode on page 38
Understanding the Service View Tasks Pane in Monitor Mode on page 40
Understanding the Service View Tasks Pane in Fault Mode on page 43

About Build Mode in Service View of Connectivity Services Director on page 43
About Deploy Mode in Service View of Connectivity Services Director on page 45
About Fault Mode in All Views of Connectivity Services Director on page 47

About Monitor Mode in Service View of Connectivity Services Director on page 47
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Understanding the Service View Tasks Pane in Deploy Mode

The Tasks pane in Deploy mode lists the operations that you can perform in Service View
to propagate and provision the configuration settings of the service orders to the
corresponding devices. All Deploy mode tasks are always available, regardless of the
scope selected in the View pane. Service View tasks are divided into the following
categories in the Tasks pane.

. Key Tasks—Connectivity Services Director enables you to group the tasks that you
perform frequently and create a list of key tasks. The most preferred tasks that you
want to do while using the Service View are listed under Key Tasks. You can add tasks
from the service task menu to the Key Tasks category. The Key Tasks category is a
duplicate of the added tasks from the Service Provisioning and Service Design tasks
menu. You can add any task from the Tasks pane to the Key Tasks list by selecting a
task and clicking the plus (+) sign that appears adjacent to the task. For some modes,
you can see that Connectivity Services Director has predefined some key tasks for you.
You can also modify this set of tasks to suit your requirements. This modification feature
is available in the Task pane irrespective of your current mode, scope, or view.

« Service Provisioning—The tasks you do to create and manage service orders for the
topology of your network. A service order is an instance of the service definition that
completes the definition for a specific customer’s use. The service order always specifies
the customer and the endpoints that link the customer sites through the network.

. Deploy Services: Manage Network Services and Manage LSP—Enables you to modify,
delete, validate, and deploy services to enable the configuration parameters to be
propagated and provisioned on the managed devices. You can perform the following
tasks from the Manage Network Services page:

- Create a New Service Order—Creates a service order for E-Ling, E-LAN, IP, and RSVP
LSP protocols. A service order is an instance of the service definition that completes
the definition for a specific customer’s use. The service order always specifies the
customer and the endpoints that link the customer sites through the network

- Modify a Service—Modifies a previously configured service for E-Line, E-LAN, IP, and
RSVP LSP protocols. When a service is based on a service definition that you created
in the Service Design workflow (Build mode of Service View), you can edit only those
parameters of a service that were marked as Editable in Service Order in the service
definition.

- Reactivate a Service—Reactivates a previously disabled service order for E-Line,
E-LAN, IP, and RSVP LSP services. After you disable a service order to deactivate
the configuration settings on devices mapped to the service, you might require the
service settings to be reenabled after you have modified the service parameters,
either directly on the device or using the Connectivity Services Director application.

- Deactivate a Service—Disables a service order for a particular protocol that you have
previously created on the network. By disabling a service, the traffic processing for
the traversed packets is impacted. In certain network topologies, you might require
a service-related settings to be disabled for a certain period to perform
troubleshooting or modification to the traffic-handling method.
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Decommission a Service—Decommissions a service that a customer no longer needs.
You cannot decommission a service if a service order requesting action on that service
is in the Requested, Scheduled, In Progress, or Invalid state.

Force-Deploy a Service—Forcefully deploys the service to push the configuration to
the device. Forceful deployment pushes the same configuration to the device that
was pushed during the deployment of the service, thus allowing the operator to
recover from a state in which the configuration on the device was lost or changed
out-of-band.

Run Functional Audit—Performs a functional audit and view the results of the
operation. A functional audit determines whether a deployed service instance is
functioning.

Run Configuration Audit—Performs a configuration audit and view the results of the
operation. A configuration audit can help you determine whether the service
configuration on the device has been changed out of band.

View Alarms—Displays the Alarm Detail monitor to locate a specific alarm, research
the events causing the alarm, and to assign a disposition to the alarm. When an
alarmis highlighted in the sorting sequence, the events contributing to the alarm are
listed in the Event Details monitor and the variable settings are shown in the Event
Attribute Detail table.

- Deploy Services: Manage Service Orders and Manage LSP Deployment—Schedule a
service order for deployment on the network at a particular time, or propagate the
service settings to devices for publishing and commissioning the settings immediately.
You can perform the following tasks from the Manage Service Orders page:

Modify a Service Order—Enables you to modify a previously configured service order
for E-Line, E-LAN, and IP protocols. When a service order is based on a service
definition that you created in the Service Design workflow (Build mode of Service
View), you can edit only those parameters of a service that were marked as Editable
in Service Order in the service definition. The other attributes can be updated only in
the service definition or service template.

Deploy now—Propagates the service settings and provisions them on the devices
immediately.

Schedule Deploy—Commissions the service settings on the devices at a specified
future time.

Discard Pending Configuration—Discards all the pending service configurations that
were made on a device

Validate Pending Configuration—Performs analysis and validation checks to verify
that the pending changes are compatible with a device when you deploy configuration
changes to the device.

View Pending Configuration—Displays the configuration of a service order that is in
the requested state, the scheduled state, the invalid state, or the failed deployment
state.
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- Delete Partial Configuration—Removes the residual configuration for a failed service
order of type Provisioning that can leave parts of the service configuration on the
devices.

- Deploy Configuration Changes—Deploys pending configuration changes to devices.

. View Deployment Jobs—Manages configuration deployment jobs. When you deploy
configuration changes or schedule a configuration deployment, a configuration
deployment job is created. You can view the details of a service configuration
deployment job or cancel a scheduled service configuration deployment job.

. Understanding the Service View Tasks Pane in Build Mode on page 35

. Understanding the Service View Tasks Pane in Monitor Mode on page 40

« Understanding the Service View Tasks Pane in Fault Mode on page 43

. About Build Mode in Service View of Connectivity Services Director on page 43

. About Deploy Mode in Service View of Connectivity Services Director on page 45
« About Fault Mode in All Views of Connectivity Services Director on page 47

« About Monitor Mode in Service View of Connectivity Services Director on page 47

Understanding the Service View Tasks Pane in Monitor Mode

The Tasks pane in Monitor mode displays a list of operations that you can perform to
analyze and identify network conditions that require corrective action for the configured
services on devices. A set of graphs and statistical details in tables are displayed to enable
you to easily view the state of your network in an intuitive format. Connectivity Services
Director monitors its managed services on devices and maintains the information it
collects from the devices in a database. Service View tasks are divided into the following
categories in the Tasks pane.

. Key Tasks—Connectivity Services Director enables you to group the tasks that you
perform frequently and create a list of key tasks. The most preferred tasks that you
want to do while using the Service View are listed under Key Tasks. You can add tasks
from the service task menu to the Key Tasks category. You can add any task from the
Tasks pane to the Key Tasks list by selecting a task and clicking the plus (+) sign that
appears adjacent to the task. For some modes, you can see that Connectivity Services
Director has predefined some key tasks for you. You can also modify this set of tasks
to suit your requirements. This modification feature is available in the Task pane
irrespective of your current mode, scope, or view.

. Service Summary—Displays the consolidated and cumulative status of a service. This
tabis applicable for E-Line, IP, and E-LAN services. The Connections monitor show the
status of the connection or link (up or down) between peer devices. In the table
displayed for this monitor, the row represents the source device and the column denotes
the destination device. The status of the link is displayed for E-Line and E-LAN services.
The Traffic Summary monitor represents the total Egress (Packets out) traffic passing
through all the UNI or CE interfaces that are part of the cumulative services. It is
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displayed for E-Line, IP, and VPLS services. The Current Active Alarms monitor shows
any active alarm that has not yet been cleared

« Service Transport—Displays the transport or packet statistics for data against time
between the source and destination devices that you select, and based on the LSP
that is used by the endpoint. The source device is the row selected in the Connection
Matrix widget on the Service Transport tab. The destination device is chosen from the
Traffic Statistics widget on the Service Transport tab. By default, no destination devices
are selected. Service transport statistical values are displayed for E-Line, E-LAN, and
IP services.

« Service Traffic—Displays the end-to-end traffic matrix that signifies the traffic between
peer devices. You can view statistical counters and metrics for input packets, input
bytes, output packets, and output bytes. The Interface Statistics monitor shows traffic
data on all the user-to-network interfaces (UNI) or site interfaces that are part of the
service. These values are on-demand statistical values and the data is retrieved from
the device directly without being cached (polling at periodic intervals and displaying
a snapshot). This tab is supported for E-Line, E-LAN, and IP services. The data is
available only if queues are enabled on the interface.

« Y1731—Displays frame delay, frame loss, frame delay variation, and service availability.
These measurements are achieved by triggering a one-way delay, two-way delay, or
loss The performance measurement is useful for generating periodic service-level
agreement conformance reports from the deployed network and for studying traffic
patterns in the network over a period of time. In proactive mode, SLA measurements
are triggered by an iterator application. An iterator is designed to periodically transmit
SLA measurement packets in form of ITU-Y.1731-compliant frames for two-way delay
measurement or loss measurement for each of the connections registered to it. Iterators
make sure that measurement cycles do not occur at the same time for the same
connection to avoid CPU overload. The iterator profiles are configured on remote MEP
for measurement of Ethernet frame delay measurement (ETH-DM), Ethernet frame
loss measurement (ETH-LM), and statistical frame loss (SFL).

« RFC2544—Displays the RFC2544 test profiles created to measure throughput, latency,
frame loss rate, and bursty frames. An RFC2544-based benchmarking test is performed
by transmitting test packets from a device that functions as the generator or the initiator
(which is also called the originator). These packets are sent to a device that functions
as a reflector, which receives and returns the packets to the initiator. The test
methodology enables you to define various parameters such as different frame sizes
to be examined, the test time for each test iteration, and the frame format
(UDP-over-IP).

« LSP Summary—Displays a comprehensive and cohesive view about the configured
RSVP LSP service. The status of the LSP and the status of connections between the
ingress router and egress routers in an LSP are displayed. The LSP status details are
shown for the ingress router. You can also view the ingress, egress, and transit LSP
information, such as the primary and secondary states.

« Clear Interface Statistics—Deletes all of the interface-related counters and values
associated with the selected service. It is effective for E-Line, E-LAN, and IP services.

Copyright © 2019, Juniper Networks, Inc. 41



Connectivity Services Director User Guide

Related .
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Clear LSP Statistics—Deletes all of the interface-related counters and values associated
with the selected RSVP LSP service.

MPLS Ping—Sends a probe from one endpoint to the other endpoint of a service, such
as E-Line, IP, LSP, and E-LAN. Use the Ping MPLS functionality to diagnose the state
of label-switched paths (LSPs), Layer 2 and Layer 3 virtual private networks (VPNs),
and Layer 2 circuits. You can ping an MPLS endpoint using various options. You can
send variations of ICMP echo request packets to the specified MPLS endpoint.

MPLS Traceroute—Enables you to trace the route followed by an LDP-signaled LSP.
LDP LSP traceroute is based on RFC 4379, Detecting Multi-Protocol Label Switched
(MPLS) Data Plane Failures. This feature allows you to periodically trace all pathsin
a FEC.

Show Interface Statistics—Displays the interface-related settings and parameters
associated with the selected service, such as E-Line, IP, and E-LAN.

Show Interface Status—Displays interface status details to monitor interface bandwidth
utilization and traffic statistics associated with the selected service, such as E-Line,
IP, and E-LAN.

Show Routing Table—Displays the routing table information for the selected virtual
routing instance. For IP services, you can determine which LSPs or tunnels are being
used by looking at the routing tables.

Show MAC Table—Displays the learned MAC address information for a device associated
with a particular service:

OAM>Y1731—Enables you to start and stop the collection of performance monitoring
statistical details.

OAM>RFC2544—Enables you to run RFC 2544 benchmarking tests.

Understanding the Service View Tasks Pane in Build Mode on page 35
Understanding the Service View Tasks Pane in Deploy Mode on page 38
Understanding the Service View Tasks Pane in Fault Mode on page 43

About Build Mode in Service View of Connectivity Services Director on page 43
About Deploy Mode in Service View of Connectivity Services Director on page 45
About Fault Mode in All Views of Connectivity Services Director on page 47

About Monitor Mode in Service View of Connectivity Services Director on page 47
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Understanding the Service View Tasks Pane in Fault Mode

The Tasks pane in Fault mode provides you with a set of tools for effectively managing
alarms onyour system. When certain types of events are persistent, or when the condition
causing the event crosses a threshold, SNMP sends a notification, also called a trap to
Connectivity Services Director that are correlated and displayed as alarms.

From the Tasks pane, you can filter known alarms to locate a specific alarm or error
condition by clicking Search Alarms. Use this task to isolate alarms that occurred during
a known time-frame or that have annotations associated with them. Although each of
the Fault mode monitors can sort the alarms, Search Alarms enable you to submit multiple
search and sort arguments as part of your search query.

In addition, Connectivity Services Director enables you to group the tasks that you perform
frequently and create a list of key tasks. You can add any task from the Tasks pane to
the Key Tasks list by selecting a task and clicking the plus (+) sign that appears adjacent
to the task. For some modes, you can see that Connectivity Services Director has
predefined some key tasks for you. You can modify this set of tasks to suit your
requirements. This feature is available in Task pane irrespective of your current mode,
SCope, or view.

The following monitors are displayed in Fault mode:

« Alarms by Severity—Displays the fault alarm details sorted based on severity—that is
in the following order: critical, major, minor, and info.

. Alarms By Category—Displays the fault alarm details sorted based on category—that
is in the following order: active, acknowledged, and cleared.

« Alarms By State—Displays the fault alarm details sorted based on state—that is in the
following order: active, acknowledged, and cleared.

« Current Active Alarms—Displays any active alarm that has not yet been cleared.

Related . Understanding the Service View Tasks Pane in Build Mode on page 35
Documentation . Understanding the Service View Tasks Pane in Deploy Mode on page 38
« Understanding the Service View Tasks Pane in Monitor Mode on page 40
« About Build Mode in Service View of Connectivity Services Director on page 43
. About Deploy Mode in Service View of Connectivity Services Director on page 45

« About Fault Mode in All Views of Connectivity Services Director on page 47

« About Monitor Mode in Service View of Connectivity Services Director on page 47

About Build Mode in Service View of Connectivity Services Director

In Build mode, you can create services for devices that are managed by Connectivity
Services Director. You can define service templates and attributes of different services,
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and also specify policies and filters to classify and control the manner in which packets
must be handled by the various services.

Configuring a service has a major impact on the flow of routing information or packets
within and through the router. For example, you can configure a routing service that does
not allow routes associated with a particular customer to be placed in the routing table.
As a result of this configured service, the customer routes are not used to forward data
packets to various destinations and the routes are not advertised by the routing protocol
to neighbors. The service designer uses the Build mode for managing the service definitions
that the service provisioner uses as the basis for creating a service order. You can create
a service definition that specifies the attributes that are common among a group of
service orders that have similar service requirements, and a service order, which is an
implementation object or a derivative of a service definition.

This topic describes the following functionalities that are available in Build mode of
Service View:

» Manage Service Definitions on page 44

« Prestage Devices on page 44

« Prestage Services on page 44

« Manage Threshold Alarm Profiles on page 45

» Service Definition Operations on page 45

« Audit and Troubleshooting of Services on page 45

Manage Service Definitions

Prestage Devices

Prestage Services

Connectivity Services Director software provides a set of predefined service definitions
for E-Line services, multipoint-to-multipoint (full mesh) services, and point-to-multipoint
(hub and spoke) services. These service definitions are capable of providing the basis
for most of the service orders your organization will need to create. In case these
predefined service definitions are not adequate for all your needs, however, the Network
Activate software enables you to create service definitions of your own.

Prestaging takes the devices already under Junos Space management and prepares
them for service activation. The prestaging process discovers network provider edge
(N-PE) devices in the Junos Space database and assigns roles to those devices and their
interfaces. N-PE routers and user-to-network interfaces (UNIs) are basic building blocks
required for Layer 2 and Layer 3 provisioning

The Service Recovery feature functions within the pre-staging operation of the Network
Activate application. Service Recovery has two parts. First, Service Recovery parses each
device’s configuration searching for service configurations and existing Network Activate
service elements (E-Line service, Layer 2 circuits, routing instances, firewalls, policy
options, routing options, and OAM interface branches of Junos Space configurations that
are being processed).

44
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Manage Threshold Alarm Profiles

You can create profiles to measure performance monitoring counters and parameters,
and attach such threshold alarm profiles to a service definition. In performance
management (PM), the Connectivity Services Director application provides an option to
measure the frame delay, frame loss, frame delay variation, and service availability. These
measurements are achieved in either of the following ways:

. Triggering a one-way delay
. Triggering a two-way delay

« Loss

The performance measurement is useful for generating periodic service level agreement
conformance reports from the deployed network and for studying traffic patternsin the
network over a period of time. The iterator profiles are configured on remote MEP for
measurement of frame delay (ETH-DM), frame loss (ETH-LM) and statistical frame loss
(SFL).

Service Definition Operations

You can perform several tasks on service definitions, such as editing, publishing, or
unpublishing a service definition. You can modify a service definition to suit your network
needs. The service designer must publish a customized service definition before a service
provisioner can use that definition to create a service request. The service designer can
unpublish a custom service definition to make it unavailable to service provisioners for
creating a service request. You cannot unpublish a predefined service definition.

Audit and Troubleshooting of Services

After the service is deployed, a functional audit establishes whether the service is up or
down. If the functional audit reports that the service is up, the customer can begin using
the service. Once the service is active, the service provisioner can monitor the health of
the service by running a functional audit or a configuration audit. Users assigned the
Service Activator role can perform these service provisioning tasks.

Related . About Deploy Mode in Service View of Connectivity Services Director on page 45

D mentation
ocumentatio « About Monitor Mode in Service View of Connectivity Services Director on page 47

About Deploy Mode in Service View of Connectivity Services Director

The Deploy mode enables you to deploy service order configuration changes to devices.
When you make configuration changes in Build mode, the changes are not deployed to
devices automatically. You must manually deploy the changes to devices in Deploy mode.
Every time you make configuration changes in Build mode that affect a service, you must
propagate the service order changes to the device by commissioning the configuration
to the device. Configuration changes are deployed to devices at the device level. When
you deploy configuration changes to a device, all pending configuration changes for that
device are deployed.
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This topic describes the following functionalities that are available in Deploy mode of
Service View:

- Manage Network Services on page 46

- Manage Deployment of Service Orders on page 46

Manage Network Services

A service is an instance of the service order that defines the configuration parameters
and attributes for transmission and management of traffic in a customer network. A
service is created for a deployed service order. The service always specifies the customer
and the endpoints that link the customer sites through the MPLS network. For each
endpoint, the service provisioner specifies the network provider edge device and the UNI
on that device that connects the customer site to the N-PE device. The service can also
specify any additional attributes that are configured in the service definition as editable
in the service order. These attributes might include the virtual circuit ID (VCID), maximum
transmission unit (MTU) for the ingress or user-to-network interface (UNI), MTU for the
connection across the network, VLAN-ID, rate limiting bandwidth, and so forth.

You can modify the properties of the service, conduct a functional or configuration audit,
activate or deactivate the service, and view alarms associated with a particular service
order for debugging and corrective action.

You can decommission a service that a customer no longer needs. You cannot
decommission a service if a service order requesting action on that service is in the
Requested or Draft, Scheduled, In Progress, or Invalid state.

Manage Deployment of Service Orders

Related
Documentation

A service order is an instance of the service definition that completes the definition for a
specific customer’s use. In Deploy mode, you can do the following configuration
deployment tasks on devices for which service orders are configured to be provisioned
or that have pending changes:

. Modify the parameters of a service order to suit your deployment needs or to resolve
traffic-forwarding problems caused by service attributes.

. Validate the configuration of service orders.

. Delete partial configuration of services on devices.

« Discard the pending configuration of services from being deployed to devices.

« Run configuration deployment jobs immediately or schedule them for future times.
« Preview pending configuration changes before deploying.

. Manage configuration deployment jobs.

. About Build Mode in Service View of Connectivity Services Director on page 43

. About Monitor Mode in Service View of Connectivity Services Director on page 47

46
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About Fault Mode in All Views of Connectivity Services Director

Related
Documentation

Fault mode in Connectivity Services Director provides you visibility into your network
status and performance by displaying alarms and events generated on devices and
configured services on devices. Connectivity Services Director monitors its managed
devices and maintains the information it collects from the devices in a database. Fault
mode displays this information in easy-to-understand graphs and in tables that you can
sort and filter, allowing you to quickly visualize the state of your network, spot trends
developing over time, and find important details. When certain types of events are
persistent, or when the condition causing the event crosses a threshold, SNMP sends a
notification, also called a trap to Connectivity Services Director.

Connectivity Services Director correlates traps, describing a condition, into an alarm. For
example, multiple power supply traps coming from a device are correlated into a single
power supply alarm for the device. The main purpose and benefit of monitoring
functionalitiesis to allow the operators to quickly monitor the health (working condition),
operating efficiency, traffic-handling capacity, and performance status of the managed
devices and configured services such as E-Line, E-LAN, and IP.

The monitoring mechanism is tool that enables the operator to understand the network
health and status by drilling down to all the components of a device. The device status
is marked as green, red, orange, or blue, based on the health, availability, performance
and other important key performance indicators.

« Red denotes an emergency condition, which is a system panic or other conditions that
cause the routing platform to stop functioning. It also indicates that the device is offline
or turned down.

« Orange denotes an alert, which can be conditions that must be corrected immediately,
such as a corrupted system database.

« Yellow indicates a notice, which signifies conditions that are not error conditions but
are of interest or might warrant special handling. It can also include a severity level
equivalent to informational or debugging messages.

« Blue denotes an informational message; no action is necessary. Informational alarms
do not necessarily indicate an error. It could indicate that a device or entity has changed
state.

« About Build Mode in Service View of Connectivity Services Director on page 43
. About Deploy Mode in Service View of Connectivity Services Director on page 45

« About Monitor Mode in Service View of Connectivity Services Director on page 47

About Monitor Mode in Service View of Connectivity Services Director

Monitor mode in Connectivity Services Director provides you visibility into the transmission
of packets between peer devices, health and traffic-handling capacity, and consolidated
statistical details of important packet metrics based on the services configured. The
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Connectivity Services Director application monitors its managed services on devices and
maintains the information it collects from the devices in a database. Monitor mode
displays this information in easy-to-understand graphs and in tables that you can sort
and filter, allowing you to quickly visualize the state of your network, spot trends
developing over time, and find important details.

This topic describes the following functionalities that are available in Monitor mode of
Service View:

« Quick Access to Important Troubleshooting Details on page 48

« Performance Monitoring on page 48

« View and Clear Interface Information on page 48

« View Interface Status on page 49

« View Routing Table on page 49

. View MAC Table on page 49

« Traceroute for an MPLS LSP on page 49

« MPLS Ping on page 49

Quick Access to Important Troubleshooting Details

The main purpose and benefit of monitoring functionalities is to allow the operators to
quickly monitor the health (working condition), operating efficiency, traffic-handling
capacity, and performance status of the managed devices and configured services.
Several monitors or widgets are displayed to enable you to track, diagnose, and rectify
problems and discrepancies associated with services configured on devices. For example,
you might observe that an L3VPN service is reported as down from the summarized
information presented for that service on the monitoring page. This high-level view
enables you to navigate to the settings for that service and tune them properly to function
properly.

Performance Monitoring

You can employ the ITU-T Y.1731 standard-compliant Ethernet loss measurement
(ETH-LM), Ethernet synthetic loss measurement (ETH-SLM), and Ethernet delay
measurement (ETH- DM) capabilities to analyze and examine the operating efficiency
and performance status. These performance monitoring functionalities can be run for
E-Line and E-LAN services. You can start and stop the collection of performance
monitoring statistics on the services that you want to monitor. The retrieval and
computation of statistical details are performed using SNMP MIBs.

View and Clear Interface Information

You can view the learned MAC address information for a device associated with a
particular service, the interface statistical counters and metrics, and the status of an
interface. The functionalities available in Monitor mode of Service View are equivalents
to the operational commands you can run from the Junos CLI interface to view interface
information or MAC address details. You can also clear the interface statistics maintained
on a device.

48
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View Interface Status

View Routing Table

View MAC Table

You can view the interface status to monitor interface bandwidth utilization and traffic
statistics on the device. When you view the interface status for a particular service, all
the interfaces configured on the different devices associated the service are retrieved
and displayed.

The Routing Table window enables you view the routing table information for the selected
virtual routing instance. For L3VPN services, you can determine which LSPs or tunnels
are being used by looking at the routing tables.

You can view the learned MAC address information for a device associated with a
particular service. You can manage MAC entries more efficiently by viewing the configured
aging time for a MAC entry, which is the maximum time that an entry can remain in the
MAC address table before it is deleted because it has reached its maximum age

Traceroute for an MPLS LSP

MPLS Ping

Related
Documentation

You can perform a traceroute operation to examine the network reachability and identify
connection failures from a source or ingress host to a remote host for an MPLS LSP
signaled by RSVP. It a debugging tool to locate MPLS label-switched path (LSP)
forwarding issues in a network. (Currently supported for IPv4 packets only.)

You can use the MPLS ping application to examine the network reachability and identify
any broken links for diagnostic purposes. In IP networks, the ping and traceroute
functionalities enable you to verify network connectivity and find broken links or loops.
In MPLS-enabled networks, you can use the ping capability to determine whether IP
connectivity exists to a destination even when the ping packets must traverse multiple
LSPs.

« About Build Mode in Service View of Connectivity Services Director on page 43
. About Deploy Mode in Service View of Connectivity Services Director on page 45

« About Fault Mode in All Views of Connectivity Services Director on page 47
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Network Services Overview

« Getting Started with Connectivity Services Director on page 52
« Prestaging Devices Overview on page 55

« Junos Space Layer 2 Services Overview on page 56

« Junos Space Layer 3 Services Overview on page 65

« Provisioning Process Overview on page 67

« Seamless MPLS Support in Junos Space Overview on page 70
« Service Attributes Overview on page 72

« Service Order States and Service States Overview on page 87

. Understanding VLAN Manipulation (Normalization and VLAN Mapping) on Ethernet
Services on page 89

« VLAN Pool Profiles Overview on page 94

« Redundant Pseudowires for Layer 2 Circuits and VPLS on page 95

« VPLS over GRE Overview on page 96

« Junos Space Network Topology Overview on page 97

« Service Recovery Overview on page 98

« Multicast L3VPN Overview on page 99

« Multi-Chassis Automatic Protection Switching Overview on page 100
« Inverse Multiplexing for ATM Overview on page 101

« Rendezvous Point on page 102

« Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees on page 102

« Understanding PIM Sparse Mode on page 104

« Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNs on page 107

« Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs on page 108
« Configuring VRF Route Targets for Routing Instances for an MBGP MVPN on page 110

« Static Pseudowire Provisioning for VPLS Services on page 111
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Getting Started with Connectivity Services Director

Based on your network deployment needs and configuration settings, you might require
different service types, such as E-Line, IP, E-LAN, or RSVP LSP services, to be applied on
devices in your topology. It is essential to discover or add the devices that you want to
be administered using Connectivity Services Director to the application database, before
you can enable and define services. You must configure the basic and mandatory device
settings such as routing instances, routing protocols, and administrative groups before
they are imported or discovered for additional modifications, such as configuration of
services and using the network management application.

When you install Connectivity Services Director, the single application package installs
the capabilities for configuring network services, such as E-Line, IP,and E-LAN, configuring
MPLS and RSVP label-switched path (LSP) services, configuring Precision Time Protocol
(PTP) and synchronous Ethernet services, configuring the OAM (Operations,
Administration and Maintenance) functionality, and configuring class of service (CoS)
profiles. To install Connectivity Services Director, see the Installation Instructions for
Connectivity Services Director, Release 2.1 section in Junos Space Connectivity Services
Director Release Notes, Release 2.1.

Starting with Connectivity Services Director Release 2.1, you can also access the Services
Activation Director GUI interface to launch workspaces to configure functionalities. To
access the Services Activation Director GUI, see “Accessing the Services Activation
Director GUI” on page 28.

The following workflow describes the tasks that you need to perform after the installation
of the application to enable effective and streamlined management, provisioning, and
troubleshooting of devices and services configured using Connectivity Services Director.

After you install the Connectivity Services Director application, follow the tasks given
below to enable effective management, provisioning, and troubleshooting of devices
and services using the application:

52
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1. Discover devices using Connectivity Services Director GUI or the Junos Space Platform
workspace. See “Discovering Devices” on page 179 for instructions on discovering
devices using Connectivity Services Director. See Discovering Devices in the Junos
Space Network Management Platform User Guide for instructions on discovering devices
using the Junos Space Platform workspace.

@ NOTE:

Ensure the following before you add a device using device discovery:

« SSHv2is enabled on the device. To enable SSH v2 on a device, run the
following CLI command:

set system services ssh protocol-version v2

. The NETCONF protocol over SSH is enabled on the device. To enable
the NETCONF protocol over SSH on a device, run the following CLI
command:

set system services netconf ssh

. The device is configured with a static management IP address that is
reachable from the Junos Space server. The IP address can be in-band
or out-of-band.

- Auser with full administrative privileges is created on the device for the
Junos Space administrator.

. If you use SNMP to probe devices as part of device discovery, ensure
that SNMP is enabled on the device with appropriate read-only
V1/V2C/V3 credentials.

2. Discover the roles of devices and assign network-provider edge (N-PE) roles as
necessary. To prestage devices and assign device roles, see “Discovering Device Roles”
on page 372 and “Excluding Devices from N-PE Role Assignment” on page 373.

3. Create service templates. Templates provide a powerful mechanism to configure
advanced service-related options that are not exposed via the service order creation
workflow. Templates are attached to a service definition. To work with service
templates, see “Service Templates Workflow” on page 1709 and “Applying a Service
Template to a Service Definition” on page 1710.

4. Review predefined service definitions that are available by default, and determine
whether you want to create a new customzied service definition. A service definition
specifies the attributes that are common among a group of service orders that have
similar service requirements. To work with service definitions, see “Predefined Service
Definitions” on page 451, Creating an E-Line Service Definition, “Creating a
Multipoint-to-Multipoint E-LAN Service Definition” on page 619, “Creating a
Point-to-Multipoint E-LAN Service Definition” on page 641, “Creating a Full-Mesh IP
Service Definition” on page 669, and “Creating a Hub-and-Spoke (One Interface) IP
Service Definition” on page 678.
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Related .
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Create customers that denote the users to be associated with service orders. New
customers must be identified to the system before you can provision and activate a
service order for them. To create customers, see “Adding a New Customer” on page 697.

Create class-of-service profiles to prioritize the traffic flow and define policies for
handling received packets to avoid network congestion and traffic disruption. See
“Creating and Managing Wired CoS Profiles” on page 222.

Create service orders for the types of protocols that your network environment requires
for optimal and cohesive management of large numbers of devices. A service order
is an instance of the service definition that completes the definition for a specific
customer’s use. To work with service orders, see “Creating a Service Order” on page 773.

Deploy service orders to propagate the service configuration to the corresponding
devices. To transfer service order configurations to devices and apply the settings on
the devices, see “Deploying Services Configuration to Devices” on page 959 and
“Managing Service Configuration Deployment Jobs” on page 957.

Perform audit operations, such as functional and configuration audit, to examine the
status of interfaces, LDP sessions, neighbor links, and endpoints of E-Line services.
You can also identify whether the service configuration on the device has been changed
out of band. In addition, you can use op scripts to perform any function available
through the remote procedure calls (RPCs) supported by either the Junos XML
management protocol or the Junos XML API. For more information, see “Performing
a Functional Audit” on page 1019, “Performing a Configuration Audit” on page 1027,and
“Troubleshooting N-PE Devices Before Provisioning a Service” on page 1030.

. Monitor the health (working condition), operating efficiency, traffic-handling capacity,

and performance status of the managed devices and configured services. Several
monitors or widgets are displayed to enable you to track, diagnose, and rectify
problems and discrepancies associated with services configured on devices. To
evaluate and diagnose the services, traffic-flow, and device states, see “Service
Monitoring Capabilities in Connectivity Services Director” on page 1134.

. View information about the health of your network and changing conditions of your

equipment. Use Fault mode to find problems with equipment, pinpoint security attacks,
or to analyze trends and categories of errors. For example, if you find that a particular
device or a service has recorded a large number of critical or major alarms, you can
then navigate to the appropriate device settings page or service order page to correct
and modify the attributes or diagnose the problems that might be generating the
alarms. To view alarms and events, see “Understanding Fault Mode in Connectivity
Services Director” on page 47.

Prestaging Devices Overview on page 55

Junos Space Layer 2 Services Overview on page 56

Junos Space Layer 3 Services Overview on page 65
Provisioning Process Overview on page 67

Seamless MPLS Support in Junos Space Overview on page 70

Service Attributes Overview on page 72
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« Service Order States and Service States Overview on page 87

Prestaging Devices Overview

In the Junos Space Connectivity Services Director product, prestaging takes the devices
already under Junos Space management and prepares them for service activation. The
prestaging process discovers network provider edge (N-PE) devices in the Junos Space
database and assigns roles to those devices and their interfaces. N-PE routers and
user-to-network interfaces (UNIs) are basic building blocks required for Layer 2 and Layer
3 provisioning.

@ NOTE: The Connectivity Services Director application does not support
provisioning for J Series devices.

The Junos Space software makes it easy to complete all the prestaging activities you
need for up to several hundred devices.

Prestaging uses the Connectivity Services Director application to automatically determine
the role of a router based on rules that exist in the system. If a router is an N-PE router,
the Junos Space software assigns it the N-PE role. The Junos Space software qualifies
each interface on the N-PE router to be a serviceable UNI.

N-PE and UNIrecommendations made automatically by the Connectivity Services Director
application are appropriate for most situations. In some networks, however, you might
need to make some exceptions. You might have recommended N-PE devices that you
don’t want to assign the N-PE role for provisioning. In addition, you might want to exclude
some interfaces from qualification as UNIs.

Although the prestaging mechanism is automatically run in the background by default
in the Connectivity Services Director application of Connectivity Services Director, you
can manually configure the prestaging settings by using the Services Activation Director
GUI, which provides the prestaging workspace.

To prestage devices while accepting all recommendations made by the Connectivity
Services Director application, see “Discovering and Assigning All N-PE Devices” on page 349.
To make exceptions to the Connectivity Services Director recommendations, see
“Discovering and Assigning N-PE Devices with Exceptions” on page 351.
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@ NOTE: After a device is prestaged in Connectivity Services Director, the
prestaging job is not initiated on the same device again. When a device

notification is received by the application, Connectivity Services Director
synchronizes the prestaging database on the Ul interfaces. If a mismatch is
detected in the UNI status of the interface in Connectivity Services Director
database and the UNI status of the interface on the device (caused by the
application being down or network accessibility problems), the
synchronization of the UNI interface might not occur. In such a case, the
synchronization operation occurs when a configuration- commit on the device
is done the next time. To manually resolve this discrepancy in the UNI status
of the interface, you can unassign the UNI role of the interface, which causes
prestaging to perform a synchronization.

. Prestaging Devices Process Overview on page 342

« Prerequisites for Prestaging Devices in Connectivity Services Director on page 348
« Discovering and Assigning All N-PE Devices on page 349

« Discovering and Assigning N-PE Devices with Exceptions on page 351

« Prestaging ATM and TDM Pseudowire Devices on page 354

« Prestaging Rules on page 362

Junos Space Layer 2 Services Overview

Junos Space Connectivity Services Director application enables you to provision the
following types of services:

« E-Line services across networks that use LDP or BGP for signaling in the network core.
These services use directed pseudowire virtual circuits across the network to establish
point-to-point virtual private networks (VPNs). The provisioner must specify the
addresses of the ingress and egress routers of the virtual circuits.

« Multipoint services across networks that use LDP or BGP signaling in the network core.
The Connectivity Services Director application supports multipoint-to-multipoint (full
mesh) services and point-to-multipoint (hub and spoke) services.

For details about Juniper Networks Layer 2 technologies, see the Junos OS VPNs
Configuration Guide.

E-Line services and multipoint services support the following interface types:

« Port-to-port—All traffic is transported across the network.

. 802.1Q (dotl.g)—Supports 802.1Q VLAN-tagged network traffic in an E-Line or
multipoint Ethernet service. Network traffic is constrained using VLAN IDs.

« O-in-Q—Supports double-tagged traffic in an E-Line or multipoint Ethernet service.
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E-Line Services

« Asymmetric tag depth—Allows port-based, 802.10 and Q-in-Q interfaces for UNIs to
coexist in a service.

« ATM—Supports the transmission of ATM cells through point-to-point connections in
an ATM network.

. TDM—Supports configuring SAToP or CESoPSN physical encapsulation of packets
for transmission over the TDM interface.

Table 6 on page 57 provides a guide to selecting the appropriate type of Layer 2 service
for a specific customer need.

Table 6: Selecting a Layer 2 Service

Customer Requirement Provision This Service

Send all VLAN traffic from one site to other sites Layer 2 VPN port-to-port service

in the service.
OR

Layer 2 VPN Q-in-Q to Q-in-Q service for all
traffic

Send traffic associated with one specific VLAN Layer 2 VPN 802.1Q-to-802.1Q service
from one site to other sites in the service.

Send traffic associated with arange of VLANs from  Layer 2 VPN Q-in-Q to Q-in-Q service for a
one site to other sites in the service. range of VLANs

Juniper Networks refers to this kind of connection as a Layer 2 circuit. For details about
Layer 2 circuits, see the Junos OS VPNs Configuration Guide.

The Connectivity Services Director application enables you to provision a range of services
from the following service families for your enterprise customers:

« E-Line Services on page 57

« E-LAN Services on page 61

E-Line services provide transport and encapsulation of Layer 2 Ethernet circuits between
two endpoints. To provision an E-Line service, the provisioner must select the network
provider-edge (N-PE) routers that will be the service endpoints and configure the
user-network interfaces (UNIs) at those endpoints. The Junos Space software automates
the end-to-end provisioning of the pseudowire by establishing a virtual circuit between
the N-PE routers using a unique virtual circuit ID (VC ID).

The IETF refers to these connections in RFC 4905, Encapsulation Methods for Transport
of Layer 2 Frames over MPLS Networks as emulated virtual circuits, and in RFC 4447,
Pseudowire Setup and Maintenance Using the Label Distribution Protocol (LDP) as
pseudowire emulation (see |IETF RFC 4447).

Copyright © 2019, Juniper Networks, Inc. 57



Connectivity Services Director User Guide

The Metro Ethernet Forum (MEF) refers to these connections as E-Line services. See
Metro Ethernet Services — A Technical Overview by Ralph Santitoro.

The Junos Space software enables you to provision the following E-Line service options
for your enterprise customers:

« Port-to-Port Service on page 58

« Single VLAN Service Using 802.10 Interfaces on page 58

« All Traffic Service Using O-in-0Q Interface on page 59

« Range of VLANSs Service with O-in-Q Interfaces on page 59

Port-to-Port Service

A port-to-port service transports all traffic on a port on a provider edge (N-PE) router
across the network to a port of another N-PE router. enterprise customers needs to
purchase only a single physical port for all their traffic. However, a single port might cost
more than the bandwidth for a single VLAN or selected range of VLANSs.

The service provider needs no knowledge of the enterprise customer’s VLAN structure,
because all the customer’s traffic is transported.

Figure 1 on page 58 shows an example in which a port-to-port connection transports all
VLAN traffic for an enterprise customer from customer site A to customer site B across
the network.

Figure 1: E-Line LDP Connection Transports Traffic

Service Provicer

Customer —t L\bl .L! 59|— Custamer

—  PE1 | Site B

Site & -Q U Pseudowire
T

e

Single VLAN Service Using 802.1Q Interfaces

802.10 services transport VLAN traffic from one site to another across the network. The
selected payload is a single VLAN, so the enterprise customer needs to purchase only
the bandwidth necessary to transport that VLAN. To implement this type of service, the
service provider must exchange VLAN information with the enterprise customer.

Consider the example shown in Figure 2 on page 59. VLAN 100 might be used for payroll
and spans sites Aand B. VLAN 200 is used by engineering and spans sites A and C. Payroll
and engineering are securely separated by provisioining separate point-to-point
connections for each VLAN, each on a separate VCID. Service multiplexing at customer
site A allows multiple virtual circuits to share the same port, yet provide secure
connections to separate sites.
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Figure 2: E-Line Ethernet Services with 802.1Q Interfaces
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All Traffic Service Using Q-in-Q Interface

This type of E-Line (LDP) service uses Q-in-Q interfaces and transports all customer
traffic from one site to another across the network. The QO-in-Q interface adds a service
provider tag to the frame, which isolates the enterprise customer’s VLAN tags. The service
provider does not need knowledge of the customer’s VLAN structure because all traffic
is transported to the destination site.

Range of VLANSs Service with Q-in-Q Interfaces

This type of E-Line (LDP) service uses Q-in-Q interfaces and carries a range of VLANs
across the network. The service provider must establish with the enterprise customer
which VLANSs are to be transported. The service provider allocates a service provider
VLAN ID as a second tag to the selected VLAN ID range, which isolates the traffic on
selected VLANs from other traffic.

Figure 3 on page 60 shows an example in which an enterprise customer has six VLANSs
with VLAN IDs 100, 200, 300, 400, 500, and 600. The service is provisioned to carry only
VLANs 100, 200, and 300 by tagging them with the service provider VLAN ID of 2000.
VLANs 400, 500, and 600 do not cross the network.
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Figure 3: E-Line Service with Q-in-Q Interfaces for Range of VLANS.
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You can use separate service VLAN IDs to segregate traffic into secure groups of VLAN
IDs. Forexample, VLANs 100, 200, and 300 might all be part of an enterprise’s engineering
organization, while VLANs 400, 500, and 600 might exchange information with suppliers.
In this example, VLANs 100, 200, and 300 can be double-tagged with service VLAN ID
2000 and get transported only to the remote engineering site, while VLANs 400, 500,
and 600 might be tagged with the service VLAN ID of 2001 and get transported only to
the supplier’s site along a separate pseudowire, as shown in Figure 4 on page 60.

Figure 4: E-Line Service with Q-in-Q Interfaces for Range of VLANSs on Separate Service
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E-LAN Services

The Connectivity Services Director application supports E-LAN service, which in turn
provides multipoint-to-multipoint services and point-to-multipoint services.

The Metro Ethernet Forum (MEF) refers to these connections as E-LAN services. See
Metro Ethernet Services — A Technical Overview by Ralph Santitoro.

Figure 5 on page 61 shows an example of a multipoint service connecting four customer
sites.

Figure 5: Multipoint-to-Multipoint E-LAN Service—Full Mesh
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This full mesh design enables direct communication among all PE routers in the service.
This topology is efficient for services in which all sites need to communicate with all other
sites.

Figure 6 on page 62 shows a point-to-multipoint service with a single hub. The service
provides connectivity between the hub router (PE1) and each of the spokes (PE2, PE3,
and PE4), but no connectivity exists among the spokes.
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Figure 6: Point-to-Multipoint E-LAN Service with Single Hub
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This kind of topology is effective for services in which one site needs to communicate
with all other sites, but communication among spokes is not required. For example, the
hub site might house corporate headquarters, while each of the spoke sites is a region.

Figure 7 on page 62 shows a point-to-multipoint service with two hubs. In this case, all
spokes connect to both hubs.

Figure 7: Point-to-Multipoint E-LAN Service with Multiple Hubs
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Typical use for dual hub routers is to provide redundancy in case of failure. For example,
a data center might be duplicated at customer sites A and B, requiring access to both
sites from each spoke for effective redundancy.

For all E-LAN topologies, route targets and route distinguishers designate the multipoint
connectivity among the participating endpoints.

Service Autodiscovery

BGP uses autodiscovery to establish connectivity among the N-PE routers quickly and
efficiently. Figure 8 on page 63 shows an example.

Figure 8: Autodiscovery of Service Connectivity
Service Provider
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Customer Customer
Site & Site B

In this example, device N-PE-1is the first to be added to the service. It exports route target
100 and imports route target 100. When N-PE-2 is added to the service, it also exports
and imports route target 100. The Junos OS on the device automatically makes the
association and creates the connectivity path between the two devices. Similarly, when
you add a third device to the service, so long as it exports/imports the same route targets
as the N-PE devices in the existing service, the new device is added to the service and
connectivity with both existing N-PE devices is established automatically.

For a point-to-multipoint service, route target/route distinguisher pairs have different
values for import and export. These values for import and export are the same for all
spokes, but reversed for the hub, thereby enabling communication between each spoke
and the hub, but not among spokes. Figure 9 on page 64 shows an example. In this case,
device N-PE-1 (the hub router) exports route target:route distinguisher pair 100:6 and
imports 100:5. Each spoke imports 100:6 and exports 100:5 enabling communication
with the hub, but not with each other.
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Figure 9: Autodiscovery in a Point-to-Multipoint Service
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VPLS and Normalization

Similar to E-Line services, the UNIs of E-LAN services can be port-to-port, 802.1Q, Q-in-0,
or asymmetric tag depth. The type of VLAN mapping—or normalization—is specified in
the service definition. VLAN normalization applies only to MX Series devices.

Normalization supports automatic mapping of VLANs. Normalization performs operations
on VLAN tags to achieve the desired translation. The Connectivity Services Director
application supports the following forms of VLAN normalization:

« Normalize to VLAN all—The customer VLAN ID is preserved across the network. That
is, the broadcast domain includes the interfaces that have the same VLAN ID across
the E-LAN service. For double-tagged packets (Q-in-Q interfaces), a pop operation at
ingress strips the service VLAN ID from the packet. A corresponding push operation at
egress inserts the service VLAN ID known at the local site. Hence, the service VLAN ID
at egress does not have to match the service VLAN ID at ingress.

For single-tagged packets (802.1Q interfaces), “Normalize to VLAN all” has no effect,
because the packet has no service VLAN ID to pop or push.

« Normalize to VLAN none—The customer VLAN ID is not preserved across the network.
The broadcast domain includes all VLANSs at any site provisioned in the service. For
single-tagged packets (802.1Q interfaces), a pop operation at ingress removes the
customer VLAN ID from the packet. A corresponding push operation at egress adds a
local customer VLAN ID.

For double-tagged packets (Q-in-Q interfaces), both customer VLAN ID and service
VLAN ID are popped from the packet at ingress and pushed at egress.

« Normalize to Dot1lgtag—The VLAN tag is preserved across the network. The broadcast

domainincludes all VLANSs at any site provisioned in the service. For information about
how frames are translated to provide the required VLAN tags for interfaces with different
tag heights, see the section “VLAN Mapping for E-LAN Services” in “Understanding
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VLAN Manipulation (Normalization and VLAN Mapping) on Ethernet Services” on
page 89.

« Normalize to QinQ tags—The inner VLAN tag and outer VLAN tag are preserved across
the network. The broadcast domain includes all VLANSs at any site provisioned in the
service. For information about how frames are translated to provide the required VLAN
tags for interfaces with different tag heights, see the section “VLAN Mapping for E-LAN
Services” in “Understanding VLAN Manipulation (Normalization and VLAN Mapping)
on Ethernet Services” on page 89.

Normalization works well with automatically assigned VLAN IDs, because the service
provider does not need to specify the VLAN IDs that are popped and pushed. Without
normalization, the service provider must specify explicitly the customer VLAN ID and the
service VLAN ID.

« Normalization not required—If normalization is not used, then all customer VLAN IDs
and all service VLAN IDs must match to be part of the same broadcast domain.

@ NOTE: Forinformation on the VLAN normalization requirements for each
Ethernet interface option, see the table in the topic“Specifying Connectivity
Information When Signaling Is BGP” on page 601

« Junos Space Layer 3 Services Overview on page 65
« Provisioning Process Overview on page 67
« Seamless MPLS Support in Junos Space Overview on page 70

« Service Attributes Overview on page 72

Junos Space Layer 3 Services Overview

Overview

To configure Layer 3 virtual private network (VPN) functionality, you must enable VPN
support on the provider edge (PE) router. You must also configure any provider (P) routers
that service the VPN, and you must configure the customer edge (CE) routers so that
their routes are distributed into the VPN.

This topic covers:

« Overview on page 65

« Layer 3 VPN Platform Support on page 66

« Layer 3 VPN Attributes on page 66

« Device Configuration for a Layer 3 VPN on page 67

RFC 4364 VPNs are also known as BGP/MPLS VPNs because BGP is used to distribute
VPN routing information across the provider’s backbone, and MPLS is used to forward
VPN traffic across the backbone to remote VPN sites.
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Customer networks, because they are private, can use either public addresses or private
addresses, as defined in RFC 1918, Address Allocation for Private Internets. When customer
networks that use private addresses connect to the public Internet infrastructure, the
private addresses might overlap with the same private addresses used by other network
users. MPLS/BGP VPNs solve this problem by adding a VPN identifier prefix to each
address from a particular VPN site, thereby creating an address that is unique both within
the VPN and within the public Internet. In addition, each VPN has its own VPN-specific
routing table that contains the routing information for that VPN only.

Junos Space Connectivity Services Director application enables you to provision IP full
mesh services.

For more information about Layer 3 VPNs, see the Junos Software VPNs Configuration
Guide.

Layer 3 VPN Platform Support

Layer 3 VPNs are supported on most combinations of Juniper Networks routing platforms
and PICs that are capable of running the Junos Software.

MX Series routers configured in Ethernet services mode can support some of the Junos
OS Layer 3 VPN features. For Layer 3 VPNs, Ethernet services mode supports configuring
aloopback interface for a VPN routing and forwarding (VRF) instance. You can configure
up to two VRF instances in Ethernet services mode. Each VRF instance can handle up to
10,000 routes, The ping mpls [3vpn operational mode command is also supported.

Layer 3 VPN Attributes

Connectivity Services Director application supports the following Layer 3 VPN attributes.
For more information, see the Junos OS VPNs Configuration technical documentation.

. Target VPN—Identifies a set of sites with a VPN to which a PE router distributes routes.
This attributes is also called the route target. A PE egress router uses the route target
to determine whether a received route is destined for a VPN that the router services.

. Route distinguisher—a 6-byte number that you can specify using one of the following
formats:

- as-number:number, where as-number is an AS number (a 2-byte value) and number
is any 4-byte value. The AS number can be in the range 1 through 65,535. We
recommend that you use an Internet Assigned Numbers Authority (IANA)-assigned,
nonprivate AS number, preferably the Internet service provider’s (ISP’s) own or the
customer’s own AS number.

- ip-address:number, where ip-address is an IP address (a 4-byte value) and number
is any 2-byte value. The IP address can be any globally unigue unicast address. We
recommend that you use the address that you configure in the router-id statement,
which is a nonprivate address in your assigned prefix range.
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Device Configuration for a Layer 3 VPN

To implement Layer 3 VPNs in the JUNOS Software, you configure one routing instance
for each VPN. You configure the routing instances on PE routers only. Each VPN routing
instance consists of the following components:

Related .
Documentation

VRF table—On each PE router, you configure one VRF table for each VPN.

Set of interfaces that use the VRF table—The logical interface to each directly
connected CE router must be associated with a VRF table. You can associate more
than one interface with the same VRF table if more than one CE routerina VPN is
directly connected to the PE router.

Policy rules—These control the import of routes into and the export of routes from the
VRF table.

One or more routing protocols that install routes from CE routers into the VRF
table—You can use the BGP and OSPF routing protocols and static routes.

Junos Space Layer 2 Services Overview on page 56
Provisioning Process Overview on page 67
Seamless MPLS Support in Junos Space Overview on page 70

Service Attributes Overview on page 72

Provisioning Process Overview

Provisioning is a multistep process that makes services available to customers. Dividing
the provisioning process into distinct activities allows you to use role-based access control
to configure which type of user is allowed to perform each step. Complete the following
tasks to provision a service:

1.

2.

8.

9.

Discover Devices

Discover Roles

Assign NPE Role

Review Predefined Service Definitions or Create Service Definition
Create Customer

Create Service Order

Deploy Service Order

Perform Configuration Audit

Perform Functional Audit

10. (Optional) View Provisioned Services

1.

(Optional) Decommission Provisioned Services
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Steps in the sequence are often performed by users with different levels of privilege. The
Junos Space software provides predefined administrator roles that provide the necessary
privilege for each step in the sequence:

« The Device Manager role allows an administrator to discover devices (step 1).

« The Service Manager role allows an administrator to perform device prestaging actions
including discovering and assigning device roles (steps 2 and 3).

« The Service Designer roles allows an administrator to create and publish a service
definition (step 4).

« The Service Activator (less privileged) role allows an administrator to perform
provisioning tasks including creating and managing customers, service orders, and
services (steps 5 through 9).

For details about predefined administrator roles, see Predefined Roles Overview in the
Junos Space Network Application Platform User Guide.

Network Operator Tasks—Provisioning Prerequisites

Network operators are usually responsible for performing the prerequisite tasks before
the following service designer or service provisioner can perform their tasks:

« Discovering devices
« Launching role discovery

« Assigning N-PE roles

Discovering devices is the process for bringing your network devices under Junos Space
management. Network operators who are assigned the Device Manager role can perform
this task. See Device Discovery Overview in the Junos Space Network Application Platform
User Guide for more information about discovering devices.

Launching role discovery and assigning N-PE roles are collectively known as prestaging
tasks. Prestaging finds the N-PE devices among those already under Junos Space
management and assigns appropriate MPLS N-PE roles to these devices and
user-to-network interface (UNI) roles to their interfaces. Once these roles are established,
the devices are ready for provisioning. Users who are assigned the Service Manager role
can perform device role discovery and role assignment. See Prestaging Devices Overview
for more information about prestaging devices.

Service Designer Tasks

The service designer is responsible for the creation and management of the service
definitions that the service provisioner uses as the basis for creating a service order.

A service definition specifies the attributes that are common among a group of service
orders that have similar service requirements. For example, a service definition might
specify a port-to-port service, whether the associated VCID should be assigned
automatically from a predefined pool or specified by the user, and what range of
bandwidths can be assigned in the service order. The service definition also defines which
attributes of the service can be edited in the service order.
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The Junos Space Connectivity Services Director product provides several standard service
definitions which support most needs. If the standard service definitions do not support
your needs, then the service designer needs to create new, customized service definitions.

Users who are assigned the Service Designer role can create and manage service
definitions.

Service Provisioner Tasks
Service provisioner tasks include the following:

« Creating the customer.

« Creating the service order.

« Deploying the service.

« Performing a configuration audit.

« Performing a functional audit.

A service order is an instance of the service definition that completes the definition for a
specific customer’s use. The service order always specifies the customer and the endpoints
that link the customer sites through the MPLS network. For each endpoint, the service
provisioner specifies the N-PE device and the UNI on that device that connects the
customer site to the N-PE device. The service order can also specify any additional
attributes that are configured in the service definition as editable in the service order.
These attributes might include the VCID, MTU for the UNI, MTU for the connection across
the network, VLAN-ID, and bandwidth.

Deployment of a service order pushes a service to the network devices. Before deployment
completes, a series of pre-validation checks takes place. If the pre-validation checks
indicate that the service is valid, the deployment proceeds. If the pre-validation checks
indicate aninvalid service, the service provisioner must re-create the service order correctly
before trying again to deploy it.

After the service is deployed, a functional audit establishes whether the service is up or
down. If the functional audit reports that the service is up, the customer can begin using
the service.

Once the service is active, the service provisioner can monitor the health of the service
by running a functional audit or a configuration audit.

Users assigned the Service Activator role can perform these service provisioning tasks.

Related . Discovering Devices section in Understanding Build Mode in Views Other than Service
Documentation View of Connectivity Services Director on page 171

« Junos Space Layer 2 Services Overview on page 56
« Junos Space Layer 3 Services Overview on page 65
« Seamless MPLS Support in Junos Space Overview on page 70

« Service Attributes Overview on page 72
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Seamless MPLS Support in Junos Space Overview

MPLS-based Layer 2 services are growing in demand among enterprise and service
providers, creating new challenges related to interoperability between Layer 2 and Layer
3 services for service providers who want to provide end-to-end value-added services.
Service providers are able to expand service offerings, support multiple Layer 2 services
and protocols at the same time, and to expand geographically by stitching different Layer
2 services to one another and to Layer 3 services, moving toward a seamless MPLS
environment..

Interconnecting a Layer 2 VPLS network with a Layer 3 network enables the sharing of
a service provider's core network infrastructure between IP and Layer 2 services, reducing
the cost of providing those services. A Layer 2 MPLS circuit allows service providers to
create a Layer 2 circuit service over an existing IP and MPLS backbone.

Service providers do not have to invest in separate Layer 2 equipment to provide Layer
2 services. A service provider can configure a provider edge router to run any Layer 3
protocol in addition to the Layer 2 protocols. Customers who prefer to maintain control
over most of the administration of their own networks want Layer 2 circuit connections
with their service provider instead of a Layer 3 VPN connection.

Using MPLS pseudowires makes it possible to encapsulate Layer 2 packets and extend
Layer 2 services into Layer 3 networks. Junos Space supports the trend toward
accomplishing Seamless MPLS with these two features:

« VPLS Access Into Layer 3 Networks

« Pseudowire Access Into a Layer 3 VPN
VPLS Access Into Layer 3 Networks

Integrated Routing and Bridging (IRB) provides simultaneous support for Layer 2 bridging
and Layer 3 routing within the same bridge domain, and as well as in the same routing
instance. If the IRB interface configured as a Layer 3 interface is being used in a routing
instance, that routing instance will specifically declare it as routing-interface rather than
regular VPLS interface (which acts like the interface on a specific VPLS Site). This feature
requires a normalized VLAN (vlan-id=xxx which is the same as the unit name on which
the inet4 address is specified)
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Junos Space uses the two peer subinterfaces of the IRB to create the link between an
existing VLAN and the Layer 3 network. An extra VPLS node is required to support the
IRB interface which allows the rest of the VPLS nodes to be able to access all Layer 3
networks reachable through that interface. Providing the VPLS access into Layer 3
networks enhances basic VPLS services. Because this feature requires a normalized
VLAN, it is available only on the Juniper Networks MX 3D Router series.

Pseudowire Access Into Layer 3 VPNs

While technically not a VPLS feature, Junos Space uses pseudowires, also known as

pseudowire stitching, to link Layer 2 services together and to Layer 3 services. Pseudowire
access into the L3 VPN enhances the standard E-Line LDP and E-Line services. The link
into the L3VPN network can be port-based or VLAN-based. At least one node in the peer
must be a logical tunnel (LT) interface. The peer must appear in the L3VPN configuration.

UNI

It-1/1/1.0

PE-0

BGP group pseudowire

Interface UNI

Interface It-1/1/1.1 ge-111/1

PE-1
BGP group

UNI

L3VPN Network

In Junos, this Layer 2 access into Layer 3 VPNs is accomplished by using a tunnel PIC to
create a peer link between pseudowire and a Layer 3 network interface.
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Related
Documentation

. Creating a Service Definition for VPLS Access into Layer 3 Networks on page 666

. Creating a Service Order for VPLS Access into Layer 3 Networks on page 867

Service Attributes Overview

General Attributes

A service is defined by a set of attributes. Some attributes are common to all service
instances created from one service definition, and are therefore set during service definition
time. Other attributes are specific to a service instance and must be set in the service
order. Some attributes can be set either in the service definition or in the service order; in
such cases it is up to the service designer to determine when the attribute will be set.

The Connectivity Services Director user interface groups service attributes as follows:

. General attributes—General information about the service, such as whether the service
is E-Line, multipoint-to-multipoint E-LAN (full mesh VPLS), or point-to-multipoint
E-LAN, what signaling mechanism is used in the network core, whether quality of service
(Q0S) is enabled on the service, and who the enterprise customer is who uses the
service.

« Connectivity settings—Information about connectivity among customer sites through
the network. For E-Line services in a network with LDP switching in the network core,
these settings include the VC ID. For multipoint Ethernet (or E-LAN) services, these
settings include the route target and route distinguisher.

« Advanced settings—Information about advanced connectivity among customer sites
through the network. For multipoint Ethernet (or E-LAN) services, these settings include
tunnel services, local switching, fast-reroute-priority, label block size, and connection
type.

« UNI settings—Information about each customer site, including the N-PE device and
interface the site uses to connect to the network, the encapsulation method used
(physical and logical), MTU, customer VLAN ID and range, service VLAN ID, bandwidth
limiting, and so on.

The following general attributes are defined for each service:

« Service Type on page 73

« Signaling on page 73

« Comments on page 73

« Service Template on page 73

« Threshold Alarm Profile on page 73

« Interface Type on page 73

- Enabling Additional Features on page 73
« Customer on page 74

« Enable QoS on page 74
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Service Type

The Service type attribute specifies a network topology to include in the service definition.

The service type is the first attribute to be determined during service definition. It can be
one of the following values:

« E-Line—Virtual circuit between two customer sites in the network core.

« E-LAN (Multipoint-to-multipoint) —Virtual private LAN service (VPLS) among multiple
customer sites in the network core to provide full mesh connectivity.

« E-LAN (Point-to-multipoint) —VPLS among multiple customer sites in the network
core to provide connectivity between a hub site and multiple spoke sites.

« |P—Supports full mesh and hub-spoke connectivity through different routing protocols
such as BGP, OSPF, or static protocols, or a combination of these.

Signaling

The Signaling attribute specifies the protocol that controls signaling in the network core.
You can select BGP or LDP.

Comments

The Comments attribute .

Service Template

The Service Template attribute .

Threshold Alarm Profile

The Threshold Alarm Profile attribute.

Interface Type

The Interface type attribute . You can specify one of the following:

« Ethernet
« TDM
« ATM

Enabling Additional Features

In addition to the interface type, depending on the Service type topology and Signaling
you specify, you can enable the following features for a service:

« Static pseudowire—For networks that do not support LDP or do not have LDP enabled.
You define pseudowires by configuring static values for the inbound and outbound
labels of the connection.

« Enable PW access to L3 VPN networks

« Enable L3 Access
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UNI Settings

« Enable Multihoming
« Enable PW Extension
- Enable PW Resiliency

. Decouple Service Status from Port Status—Isolates events related to an interface in
the OpenNMS database. Only traps related to pseudowires are monitored.

Customer

This attribute specifies the enterprise customer who will use the service instance. This
attribute is always specified in the service order.

Enable QoS

This attribute specifies whether QoS is enabled on the service to divide traffic into classes
and offer various levels of throughput and packet loss when congestion occurs. When
you enable QoS in the service definition, the QoS Settings box appears when you configure
the service order.

@ NOTE: When you enable QoS in the service definition, bandwidth settings
are also configurable in the service order.

@ NOTE: A QoS profile that specifies a level-three scheduler is not supported
on port-to-port services. Only non-hierarchical port scheduler profiles are
supported.

The following attributes are defined for the service endpoints or customer sites that are
connected by the service:

« Ethernet Options on page 75

« Interface on page 75

« MTU on page 75

« Customer Traffic Type on page 75

e Customer VLAN ID on page 76

« Service VLAN ID and VLAN ID Range on page 76
« Physical Encapsulation on page 76

« Logical Encapsulation on page 77

« Rate Limiting and Bandwidth on page 77

« UNI Settings for TDM Interfaces on page 78

« UNI Settings for ATM Interfaces on page 78
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Ethernet Options

This attribute identifies the interface type at the endpoint by defining the level of packet
tagging for the UNI. It can have the following values:

« asymmetric tag depth

Allows port-based, 802.1Q and Q-in-Q interfaces for UNIs to coexist in a service.
« port-port

Transfers all data from the UNI to the other end of the LSP trunk.
. dotlg

An 802.1Q interface that tags each packet with a VLAN ID, thus allowing a specific
VLAN to traverse the network.

-+ aing

A O-in-Q interface that double tags each frame. The inner tag is added by the service
provider. The service provider can use this inner tag to differentiate among services.
For example, you can configure VLANS for a customer’s intranet with a different inner
tag from VLANSs used for working with providers or partners.

Interface

Specifies the physical interface on the N-PE device that connects the customer site or
CE device to the N-PE device.

MTU

The maximum transmission unit (MTU) represents the largest frame size, in bytes, that
passes through the UNI. MTU is configurable.

@ NOTE: This valueis distinct from the MTU assigned to the connectivity in the
network core.

Customer Traffic Type

This attribute places restrictions on the traffic that can be transported across the network
by the associated service. It can have the following values:

« Transport single VLAN

Restricts the associated service to transporting just one VLAN across the network. You
can use this option with 802.1Q and O-in-Q interface types.

« Transport VLAN range

Allows the associated service to transport a range of VLANSs across the network. You
can use this option with 802.1Q and O-in-Q interface types.

. Transport all traffic
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Allows the associated service to transport all traffic across the network. You can use
this option with Q-in-Q interface types only.

The traffic type attribute is not applicable to port-to-port services. Port-to-port services
always transport all traffic.

« Transport VLAN list

Allows the associated service to transport a list of VLANSs across the network. You can
use this option with dotlq, ging, and asymmetric tag depth VLAN tagging types.

Customer VLAN ID

Specifiesa VLAN ID that is attached to each packet to permit VLANSs to be shared across
the network.

This attribute can be used only with 802.1Q and O-in-Q interface types.

Service VLAN ID and VLAN ID Range

The service VLAN ID (VLAN ID) specifies a second level of tagging to segregate groups
of VLANSs.

The VLAN range specifies a range of VLANs to be transported across the network by
associating them with a service VLAN ID.

These options are configurable only for O-in-Q interfaces.

Physical Encapsulation

Specifies the physical link-layer encapsulation type.

. flexible-ethernet-services—Offers the most flexibility, depending on the characteristics
of the N-PE device and its line modules.

For Gigabit Ethernet IQ interfaces and Gigabit Ethernet PICs with small form-factor
pluggable transceivers (SFPs) only, use flexible Ethernet services encapsulation when
you want to configure multiple per-unit Ethernet encapsulations. This encapsulation
type allows you to configure any combination of route, TCC, CCC, and VPLS
encapsulations on a single physical port. Aggregated Ethernet bundles cannot use this
encapsulation type. If you configure flexible Ethernet services encapsulation on the
physical interface, VLAN IDs from 1through 511 are no longer reserved for normal VLANS.

In the Junos Space Connectivity Services Director product, you can use this
encapsulation type with 802.1Q interfaces and Q-in-Q interfaces in E-Line services
and in multipoint Ethernet services.

« vlan-ccc—You can use Ethernet VLAN encapsulation on CCC interfaces. This option
restricts the range of available VLAN IDs to 512 through 4094. VLAN IDs 1through 511
are reserved for internal use.

In the Junos Space Connectivity Services Director product, you can use this
encapsulation type with 802.10 interfaces and Q-in-Q interfaces in E-Line services.

. extended-vlan-ccc—Use extended VLAN encapsulation on CCC interfaces with Gigabit
Ethernet interfaces that must accept packets carrying 802.10 values.
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In the Junos Space Connectivity Services Director product, you can use this
encapsulation type with 802.10 interfaces and Q-in-Q interfaces in E-Line services.

. ethernet-vpls—Use Ethernet VPLS encapsulation on Ethernet interfaces that have
VPLS enabled and that must accept packets carrying standard TPID values.

In the Junos Space Connectivity Services Director product, this encapsulation is used
only for dedicated port interface types in multipoint Ethernet services.

Logical Encapsulation

Specifies the logical link-layer encapsulation type. Logical encapsulation with 802.1Q
interfaces allows you to route multiple services through the same physical interface.

« vlan-ccc—Use Ethernet virtual LAN (VLAN) encapsulation on CCC interfaces. When
you use this encapsulation type, you can configure the family ccc only.

« extended-vlan-ccc—Use extended VLAN encapsulation on CCC interfaces with Gigabit
Ethernet interfaces that must accept packets carrying 802.10Q values.

. vlan-vpls—Use VLAN VPLS encapsulation on Ethernet interfaces with VLAN tagging
and VPLS enabled. Interfaces with VLAN VPLS encapsulation accept packets carrying
standard Tag Protocol (TPID) values only.

Table 7on page 77 defines the logical encapsulation types that are valid for each physical
encapsulation type in an E-Line service.

Table 7: Physical and Logical Encapsulation Compatibilities in E-Line Services

Physical Encapsulation Logical Encapsulation Valid Interface Types
flexible-ethernet-services vlan-ccc 802.1Q and Q-in-Q
vlan-ccc vlan-ccc 802.1Q and Q-in-Q
extended-vlan-ccc extended-vlan-ccc 802.1Q and Q-in-Q
ethernet-ccc not applicable dedicated port

Table 8 on page 77 defines the logical encapsulation types that are valid for each physical
encapsulation type in multipoint Ethernet services.

Table 8: Physical and Logical Encapsulation Compatibilities in Multipoint E-LAN Services

Physical Encapsulation Logical Encapsulation Valid Interface Types
flexible-ethernet-services vlan-vpls 802.1Q and Q-in-Q
ethernet-vpls not applicable dedicated port

Rate Limiting and Bandwidth

Rate limiting allows you to specify the maximum bandwidth permitted for a service.
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Connectivity Settings

The burst rate is automatically calculated as two times the MTU of the UNI.

@ NOTE: When a service is QoS enabled, you can also configure rate limiting
and bandwidth in the service.

UNI Settings for TDM Interfaces

The following TDM options are configurable for TDM interfaces:

« Physical IF encapsulation—satop or cesopsn
« Jitter buffer

M Series: 1 through 340
« ldle pattern—O0 through 255
« Excessive packet loss rate—1 through 100%
- Payload size

M Series: 64 through 1024

UNI Settings for ATM Interfaces

The following ATM options are configurable for ATM interfaces:

- Physical IF encapsulation—The type of encapsulation to apply to the interface. Use
atm-ccc-cell-relay for ATM cell relay encapsulation. Use atm-ccc-cell-mux for ATM
VC for CCC.

« VPl selection—The virtual path identifier
« VClselection—This integer uniquely identifies the virtual circuit that the service uses.

« Cell bundle size—Cell bundle size can be 1 through 34.

The following attributes are defined for the connectivity among UNI endpoints across
the network:

« Virtual Private LAN Service Identifier (VPLS ID) on page 79

« Auto Discovery on page 79

« Virtual Circuit Identifier (VCID) (E-Line Services Only) on page 79

« Route Targets and Route Distinguishers on page 79

« Normalized VLAN (Multipoint Services Only) on page 79

« MAC Learning on page 80
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Virtual Private LAN Service Identifier (VPLS ID)

This VPLS ID is available if the signaling is LDP and the Auto Discovery check box is
disabled. The VPLS ID can be selected automatically or manually. The VPLS ID identifies
the virtual circuit identifier used for the VPLS routing instance.

Auto Discovery

The Auto Discovery check box is available only if the signaling is LDP. If you enable Auto
Discovery, the attributes Route target, Route distinguisher, and VPN ID appear and are
provisionable.

Virtual Circuit Identifier (VCID) (E-Line Services Only)

This unique identifier can be assigned automatically from a pool of VCIDs or can be
manually specified. It uniquely identifies a point-to-point virtual circuit through the network
and is provided for all switched E-Line services.

Route Targets and Route Distinguishers

Route targets and route distinguishers are applied to E-Line services in which BGP controls
the connections in the network core.

Route targets and route distinguishers are always automatically generated by the Junos
Space software for multipoint E-LAN services. Route targets and route distinguishers
designate the multipoint connectivity among the participating endpoints of a multipoint
service. They identify the members of the virtual LAN.

Normalized VLAN (Multipoint Services Only)

Similar to E-Line services, the UNIs of E-LAN services can be port-to-port, 802.10, or
Q-in-0Q. The type of VLAN mapping—or normalization—is specified in the service definition.
VLAN normalization applies only to MX Series devices.

Normalization supports automatic mapping of VLANs and performs operations on VLAN
tags to achieve the desired translation. The Connectivity Services Director application
supports the following forms of VLAN normalization:

« Normalize to VLAN all—The customer VLAN ID is preserved across the network. That
is, the broadcast domain includes the interfaces that have the same VLAN ID across
the E-LAN service. For double-tagged packets (Q-in-Q interfaces), a pop operation at
ingress strips the service VLAN ID from the packet. A corresponding push operation at
egress inserts the service VLAN ID known at the local site. Hence, the service VLAN ID
at egress does not have to match the service VLAN ID at ingress.

For single-tagged packets (802.1Q interfaces), “Normalize to VLAN All” has no effect,
because the packet has no service VLAN ID to pop or push.

« Normalize to VLAN none—The customer VLAN ID is not preserved across the network.
The broadcast domain includes all VLANSs at any site provisioned in the service. For
single-tagged packets (802.1Q interfaces), a pop operation at ingress removes the
customer VLAN ID from the packet. A corresponding push operation at egress adds a
local customer VLAN ID.
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For double-tagged packets (Q-in-Q interfaces), both customer VLAN ID and service
VLAN ID are popped from the packet at ingress and pushed at egress.

« Normalize to Dotlg tag— The VLAN tag is preserved across the network. The broadcast
domainincludes all VLANSs at any site provisioned in the service. For information about
how frames are translated to provide the required VLAN tags for interfaces with different
tag heights, see the section “VLAN Mapping for E-LAN Services” in Understanding VLAN
Manipulation (Normalization and VLAN Mapping) on Ethernet Services.

« Normalize to QinQ tags—The inner VLAN tag and outer VLAN tag are preserved across
the network. The broadcast domain includes all VLANSs at any site provisioned in the
service. For information about how frames are translated to provide the required VLAN
tags for interfaces with different tag heights, see the section “VLAN Mapping for E-LAN
Services” in Understanding VLAN Manipulation (Normalization and VLAN Mapping) on
Ethernet Services.

« Normalization not required—For port-to-port services only. Specifies that normalization
is not used.

If normalization is not used, then all customer VLAN IDs and all service VLAN IDs must
match to be part of the same broadcast domain. Services with dedicated port interfaces
cannot use normalization.

Normalization works well with automatically assigned VLAN IDs, because the service
provider does not need to specify the VLAN IDs that are popped and pushed. Without
normalization, the service provider must specify explicitly the customer VLAN ID and the
service VLAN ID.

@ NOTE: Foradescription of how the Connectivity Services Director application
manipulates VLANSs, see Understanding VLAN Manipulation (Normalization
and VLAN Mapping) on Ethernet Services.

MAC Learning

You can enable MAC learning for a virtual switch, for a bridge domain, for a specific logical
interface in a bridge domain, or for a set of bridge domains associated with a Layer 2
trunk port. MAC learning is enabled by default.

When MAC learning is enabled, you can configure the following settings:

Interface MAC Limit

You can specify the maximum number of media access control (MAC) addresses that
can be learned by the VPLS routing instance. You can configure the same limit for all
interfaces configured for a routing instance. You can also configure a limit for a specific
interface. The default is 1024 addresses. The range is 16 through 65,536 MAC addresses.
This option is supported for MX-series routers only.
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Advanced Settings

MAC Statistics

You can enable MAC accounting either for a specific bridge domain, or for a set of bridge
domains associated with a Layer 2 trunk port. MAC statistics is disabled by default. This
option is supported for MX-series routers only.

MAC Table Size

You can modify the size of the MAC address table for the bridge domain, a set of bridge
domains associated with a trunk port, or a virtual switch. The default is 5120 MAC
addresses.

The following attributes are defined for advanced connectivity among UNI endpoints
across the network:

« Tunnel Services on page 81

« Local Switching on page 81

« Fast Reroute Priority on page 81

« Label Block Size on page 82

« Connectivity Type on page 82

Tunnel Services

You can enable tunnel services to specify that traffic for particular VPLS routing instances
be forwarded to specific virtual tunnel (VT) interfaces, allowing you to load-balance
VPLS traffic among all the available VT interfaces on the router.

Tunnel services are disabled by default.

Local Switching

In local switching mode, you can terminate multiple Layer 2 circuit pseudowires at a
single VPLS mesh group.

Local switching is disabled by default.

@ NOTE: In a point-to-multipoint topology, you must enable local switching
on the hub router and disable local switching on the spokes.

Fast Reroute Priority

Specify the fast reroute priority for a VPLS routing instance. You can configure high,
medium, or low fast reroute priority to prioritize specific VPLS routing instances for faster
convergence and traffic restoration. Because the router repairs next hops for high-priority
VPLS routing instances first, the traffic traversing a VPLS routing instance configured
with high fast reroute priority is restored faster than the traffic for VPLS routing instances
configured with medium or low fast reroute priority. The default setting is LOW.
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Node Settings

Label Block Size

VPLS MPLS packets have a two-label stack. The outer label is used for normal MPLS
forwarding in the service provider’s network. If BGP is used to establish VPLS, the inner
label is allocated by a PE router as part of a label block. One inner label is needed for
each remote VPLS site. Four sizes are supported. We recommend using the default size
of 8, unless the network design requires a different size for optimal label usage, to allow
the router to support a larger number of VPLS instances.

If you allocate a large number of small label blocks to increase efficiency, you also increase
the number of routes in the VPLS domain. This has an impact on the control plane
overhead.

Changing the configured label block size causes all existing pseudowires to be deleted.
For example, if you configure the label block size to be 4 and then change the size to 8,
all existing label blocks of size 4 are deleted, which means that all existing pseudowires
are deleted. The new label block of size 8 is created, and new pseudowires are established.

Four label block sizes are supported: 2, 4, 8, and 16. Consider the following scenarios:

. 2—Allocate the label blocks in increments of 2. For a VPLS domain that has only two
sites with no future expansion plans.

« 4—Allocate the label blocks in increments of 4.
. 8 (default)—Allocate the label blocks in increments of 8.

. 16—Allocate the label blocks in increments of 16. A label block size of 16 enables you
to minimize the number of routes in the VPLS domain. Use this setting only if the number
of routes is the most important concern.

Connectivity Type

You can configure the VPLS routing instance to take down or maintain its VPLS
connections depending on the status of the interfaces configured for the VPLS routing
instance. By default, the VPLS connection is taken down whenever a customer-facing
interface configured for the VPLS routing instance fails. This behavior is explicitly
configured by specifying the ce option. You can alternatively specify the irb option to
ensure that the VPLS connection remain up so long as an integrated routing and bridging
(IRB) interface is configured for the VPLS routing instance.

Nodes refer to the devices or network elements that are used in establishing a network
connection for a particular protocol. You can define configuration parameters and
attributes that are common and apply to several nodes in your topology in a single,
one-step task by selecting such nodes or devices and specifying the common definitions.
Some of the settings need to be unigue for each node, and in such cases, you can specify
or modify such properties individually for each node. After you select the nodes that need
to be associated with a service definition or order, you can select the interfaces
corresponding to each device to define the interface-specific characteristics or capabilities.
Node-wise parameters provide a quick, effective mechanism for applying configurations
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on devices. You can select one or more devices from the list of displayed devices that
are previously configured for management by the Connectivity Services Director database.
After you select the devices and add them, they are mapped with the service definition.
The following attributes can be configured as node-level settings, depending on the type
of service order, such as IP or E-LAN:

Static Routes

Routes that are permanent fixtures in the routing and forwarding tables are often
configured as static routes. These routes generally do not change, and often include only
one or very few paths to the destination. To create a static route in the routing table, you
must, at minimum, define the route as static and associate a next-hop address with it.
The static route in the routing table is inserted into the forwarding table when the next-hop
addressisreachable. All traffic destined for the static route is transmitted to the next-hop
address for transit. You can specify options that define additional information about
static routes that is included with the route when it is installed in the routing table. All
static options are optional. A router uses static routes in the following scenarios:

@ NOTE: Although you can configure next-hop tables using service templates,
you can configure only next-hop addresses in the service order.

When it does not have a route to a destination that has a better (lower) preference value.
When it cannot determine the route to a destination.
When it is forwarding unroutable packets.

For the destination prefix of the static route, you must specify the destination of the route
(in route destination-prefix) in one of the following ways:

network/mask-length, where network is the network portion of the IP address and
mask-length is the destination prefix length.

default if this is the default route to the destination. This is equivalent to specifying an
IP address of 0.0.0.0/0.

@ NOTE: IPv4 packets with a destination of 0.0.0.0 (the obsoleted limited
broadcast address) and IPv6 packets with a destination of O::0 are discarded
by default. To forward traffic destined to these addresses, you can add a
static route to 0.0.0.0/32 for IPv4 or 0::0/128 for IPv6.

For the next-hop portion of the static route, you must configure the IPv4, IPv6, or ISO
network address of the next hop or the name of the interface on which to configure an
independent metric or preference for a static route.

PIM Settings

Protocol Independent Multicast (PIM) emerged as an algorithm to overcome the
limitations of dense-mode protocols such as the Distance Vector Multicast Routing
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Protocol (DVMRP), which was efficient for dense clusters of multicast receivers, but did
not scale well for the larger, sparser, groups encountered on the Internet. The Core Based
Trees (CBT) Protocol was intended to support sparse mode as well, but CBT, with its
all-powerful core approach, made placement of the core critical, and large
conference-type applications (many-to-many) resulted in bottlenecks in the core. PIM
was designed to avoid the dense-mode scaling issues of DVMRP and the potential
performance issues of CBT at the same time. PIM operates in several modes: bidirectional
mode, sparse mode, dense mode, and sparse-dense mode. In sparse-dense mode, some
multicast groups are configured as dense mode (flood-and-prune, [S,G] state) and
others are configured as sparse mode (explicit join to rendezvous point [RP], [%G] state).
To join the shared tree, or rendezvous-point tree (RPT) as it is called in PIM sparse mode,
the router must do the following: Determine the IP address of the RP for that group.
Determining the address can be as simple as static configuration in the router, or as
complex as a set of nested protocols.

« Build the shared tree for that group. The router executes an RPF check on the RP
address in its routing table, which produces the interface closest to the RP. The router
now detects that multicast packets from this RP for this group need to flow into the
router on this RPF interface.

« Sendajoin message out on thisinterface using the proper multicast protocol (probably
PIM sparse mode) to inform the upstream router that it wants to join the shared tree
for that group. This message is a (X¥G) join message because S is not known. Only the
RP is known, and the RP is not actually the source of the multicast packets. The router
receiving the (*G) join message adds the interface on which the message was received
to its outgoing interface list (OIL) for the group and also performs an RPF check on the
RP address. The upstream router then sends a (*G) join message out from the RPF
interface toward the source, informing the upstream router that it also wants to join
the group.

You can specify the following attributes: PIM mode on the interface. The choice of PIM
mode is closely tied to controlling how groups are mapped to PIM modes, as follows:
bidirectional-sparse—Use if all multicast groups are operating in bidirectional, sparse, or
SSM mode. bidirectional-sparse-dense—Use if multicast groups, except those that are
specified in the dense-groups statement, are operating in bidirectional, sparse, or SSM
mode. dense—Use if all multicast groups are operating in dense mode. sparse—Use if all
multicast groups are operating in sparse mode or SSM mode. sparse-dense—Use if
multicast groups, except those that are specified in the dense-groups statement, are
operating in sparse mode or SSM mode

Name of the interface on which PIM must be enabled. Specify the full interface name,
including the physical and logical address components.

Configure the routing device as an actual or potential rendezvous point (RP). A routing
device can be an RP for more than one group.

Name of the interface on the device that functions as the RP.

Address ranges for the multicast groups for which the routing device is the RP. By default,
arouting device running PIMis eligible to be the RP for all IPv4 or IPv6 groups (224.0.0.0/4
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or FF70::/12 to FFF0::./12). The following example limits the groups for which this routing
device can be the RP.

MVPN Settings

Multiprotocol BGP-based multicast VPNs (also referred to as next-generation Layer 3
VPN multicast) constitute the next evolution after dual multicast VPNs (draft-rosen)
and provide a simpler solution for administrators who want to configure multicast over
Layer 3 VPNs. For MBGP MVPNSs (also referred to as next-generation Layer 3 multicast
VPNs), the default mode of operation supports only intersite shortest-path trees (SPTs)
for customer PIM (C-PIM) join messages. It does not support rendezvous-point trees
(RPTs) for C-PIM join messages. The default mode of operation provides advantages,
but it requires either that the customer rendezvous point (C-RP) be located on a PE router
or that the Multicast Source Discovery Protocol (MSDP) be used between the C-RP and
a PE router so that the PE router can learn about active sources advertised by other PE
routers. If the default mode is not suitable for your environment, you can configure
RPT-SPT mode (also known as shared-tree data distribution), as documented in section
13 of the BGP-MVPN draft (draft-ietf-l3vpn-2547bis-mcast-bgp-00.txt). RPT-SPT mode
supports the native PIM model of transmitting (*G) messages from the receiver to the
RP for intersite shared-tree join messages. This means that the type 6 (*G) routes get
transmitted from one PE router to another. In RPT-SPT mode, the shared-tree multicast
routes are advertised from an egress PE router to the upstream router connected to the
VPN site with the C-RP. The single-forwarder election is performed for the C-RP rather
than for the source. The egress PE router takes the upstream hop to advertise the (*G)
and sends the type 6 route toward the upstream PE router. To send the data on the RPT,
either inclusive or selective provider tunnels can be used. After the data starts flowing
on the RPT, the last-hop router switches to SPT mode, unless you include the
spt-threshold infinity statements in the configuration.

You can specify the following parameters:

« Indicate whether the shared-tree data distribution mode or the shortest path tree only
(SPT-only) mode of MVPN must be enabled to learn about active multicast sources
using multicast VPN source-active routes. the default mode of operation is shortest
path tree only (SPT-only) mode. In SPT-only mode, the active multicast sources are
learned through multicast VPN source-active routes. This mode of operationis described
in section 14 of the BGP-MVPN draft (draft-ietf-13vpn-2547bis-mcast-bgp-00.txt).

« Specify the export and import targets specified specifically for sender sites or receiver
sites, or can be borrowed from a configured unicast route target. Note that a sender
site export route target is always advertised when security association routes are
exported. By default, the VPN routing and forwarding (VRF) import and export route
targets (configured either using VRF import and export policies or using the vrf-target
statement) are used for importing and exporting routes with the MBGP MVPN network
layer reachability information (NLRI). You can use the export-target and import-target
options to override the default VRF import and export route targets.

« Specify the export target to enable you to override the Layer 3 VPN import and export
route targets used for importing and exporting routes for the MBGP MVPN network
layer reachability information (NLRI).

. Specify the target value when importing sender and receiver site routes.
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Related
Documentation

« Specify a unicast target community as the import target while importing sender and
receiver site routes.

. Specify if you want to enable automatic selection of an export targert if a configuration
is not provided. An imported automatic discovery route is treated as belonging to both
the sender site set and the receiver site set.

« Specify the export and import target community names.

. Specify the provider tunnel name to configure virtual private LAN service (VPLS)
flooding of unknown unicast, broadcast, and multicast traffic using point-to-multipoint
LSPs. Also configure point-to-multipoint LSPs for MBGP MVPNs.

« Specify the site type of the MBGP MVPN. An MBGP MVPN defines two types of site
sets, a sender site set and a receiver.

« Configure the upstream multicast hop (UMH) to denote a router to use the unicast
route preference to determine the single forwarder election.

MAC Settings

You can specify the following attributes related to the MAC application of a node:

Enable or disable MAC learning for all logical interfaces in a specified bridge domain, or
for a specific logical interface in a bridge domain. Disabling dynamic MAC learning prevents
the specified interfaces from learning source MAC addresses. A limit on the number of
MAC addresses learned from a specific bridge domain or from a specific logical interface
that belongs to a bridge domain. For an access port, the default limit on the maximum
number of MAC addresses that can be learned on an access port is 1024. For a trunk port,
the default limit on the maximum number of MAC addresses that can be learned on a
trunk port is 8192.

Enable or disable packet accounting either for a router or switch as a whole or for a
specific VLAN. After you enable packet accounting, the Junos OS maintains packet
counters for each MAC address learned. By default, MAC accounting is disabled. Size of
the MAC address table for each VLAN. The default table size is 5120 addresses. The
minimum you can configure is 16 addresses, and the maximum is 1,048,575 addresses.
If the MAC table limit is reached, new addresses can no longer be added to the table.
Unused MAC addresses are removed from the MAC address table automatically. This
frees space in the table, allowing new entries to be added.

Topology Settings

Automatically assign a route distinguisher to the routing instance. Alternatively, specify
the route distinguisher manually by specifying an identifier attached to a route, enabling
you to distinguish to which VPN or VPLS the route belongs. Each routing instance must
have a unique route distinguisher associated with it. The route distinguisher is used to
place bounds around a VPN so that the same IP address prefixes can be used in different
VPNs without having them overlap.

« Junos Space Layer 2 Services Overview on page 56

« Junos Space Layer 3 Services Overview on page 65
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« Provisioning Process Overview on page 67

« Seamless MPLS Support in Junos Space Overview on page 70

Service Order States and Service States Overview

Service provisioners create service orders which are requests to provision a service,
validate a service, or decommission a service. The service order for provisioning a service
defines all the service attributes.

Service Order States

Before a service order can affect a service, it must transition through several states as
shown in Figure 10 on page 87.

Figure 10: Service Order States and State Transitions
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When the service provisioner has created the service order, but has not yet attempted
to deploy it or schedule it for deployment, the service order is in the Draft state (also,
formerly, called Requested state).

After the service provisioner has scheduled the service order for deployment, the service
order transitions to the Scheduled state. If the service provisioner schedules the service
order for immediate deployment, then the service order will be in the Scheduled state
only briefly. However, if the service provisioner has scheduled a later deployment, the
service order could be in this state for several hours or days.

When a scheduled service order reaches its time for deployment, it transitions to the
transitory In Progress state. From this state, the Junos Space software attempts to deploy
the service. Successful deployment transitions the service order to the Completed state.

If the Junos Space software cannot deploy the service because of invalid information in
the service order itself, the service order enters the Invalid state. The service provisioner
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Service States

must resolve the issues that cause the failure before re-creating the service order and
rescheduling it for deployment.

If the device is down or the Junos Space software is unable to push the service
configuration to the device, the service order transitions to the Failed Deploy state. A
network operator might need to resolve the problem before the service provisioner
reschedules the service order.

After you disable a service order to deactivate the configuration settings on devices
mapped to the service, you might require the service settings to be reenabled after you
have modified the service parameters, either directly on the device or using the
Connectivity Services Director application. In such a case, you can use the reactivation
functionality to revive and activate the service properties on devices. To disable a service,
the service must not contain any pending or uncommitted changes. Also, the service
must be in the Deactivated state. By disabling a service, the traffic processing for the
traversed packets is impacted.

In certain network topologies, you might require a service-related settings to be disabled
for a certain period to perform troubleshooting or modification to the traffic-handling
method, and you might want to reactivate a disabled service later when you have
completed network maintenance and analysis work. In such a case, it might be beneficial
to use the deactivation functionality for a service order. When you disable a service order,
the configuration attributes associated with such a service order are deactivated and
commented out in the device settings. The deactivated service is propagated to the
devices associated with the service order. To disable a service, the service must not
contain any pending or uncommitted changes. Also, the service must be in the Deployed
or Re-Activated state.

When you cancel a job, the service order may not fail, but changes the service order state
to Scheduled. When the job state is In Progress and until the device responds, the service
order state is Scheduled. When the job is Cancelled, the job state becomes Cancelled
and the service order state is Scheduled. As a result, the service order cannot be deleted
or edited. However, you can move the service order state to Draft by right-clicking any
service order or by clicking Actions at the header of the grid and selecting Cancel Order
option. The Cancel Order option is enabled or disabled, depending on the state of the
service order. This option is enabled only when the service order state is Scheduled and
the job state is Cancelled while it is disabled for all the other service order states. When
the state of the service order is Draft, you can modify and deploy or delete the service
order.

The Deployed-Active or Active state denotes a service that has been deployed and is in
an active state (enabled). The Deployed-Inactive or Inactive state denotes a service that
has been deployed and is in a deactivated state (disabled). The Deployment-Pending
or Pending state denotes a service for which deployment of the service to a device is
pending to be performed.

A service is created when a service order to provision a service reaches the Completed
state.
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If a service exists, it is in the Deployed state. If a new service fails to deploy, the service
does not exist.

If an attempt to modify a service fails, the service enters the Fail Deploy state. When a
service is in the Fail Deploy state, you can attempt to redeploy it, or you can delete it.

The service also has an audit state of Up or Down, depending on whether the service
passed or failed functional audit.

If you modify a service order and successfully redeploy the service, the modified service
will operate according to the updated configuration.

Related . Publishing a Custom Service Definition on page 613
D .
ocumentation « Unpublishing a Custom Service Definition on page 614
. Deactivating a Service on page 809

. Reactivating a Service on page 810

Understanding VLAN Manipulation (Normalization and VLAN Mapping) on Ethernet
Services

To effectively manage Ethernet frames that are transported across bridge domains and
VPLS routing instances, frames are processed and, if necessary, translated to provide
the required VLAN tags. When the customer sites participating in a VPLS domain send
traffic of different tag heights (untaggged, single tagged, or dual tagged packets) across
a service, Internet service providers (ISPs) need to provide a network environment to
transport traffic of different tag heights. The Connectivity Services Director application
supports VLAN manipulation on E-LAN services. VLAN manipulation allows transport of
traffic with different tag heights between different customer access sites while preserving
the customer traffic profiles that are transported over an MPLS core. You can also use
VLAN manipulation for the following purposes:

« Specify different normalized values for outer and inner VLAN tags while troubleshooting
packet captures to identify wrong inner/ outer VLAN tag configuration issues.

« Simplify provisioning across a BGP/LDP scenario because VLAN tag manipulation is
performed on customer facing interfaces only.

« Simplify the process for troubleshooting predetermined tag values.

« Enable end-to-end communication between clients employing different VLAN
topologies.

« Provide ISPs the flexibility to enforce their own QoS policies through metro area and
core networks because customer traffic classification is not impacted.
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@ NOTE: To support all access types (port-based [untagged], single-tag, and
dual-tag) in a VPLS instance, we recommend that normalization is based on
a two-tag operation. However, when only port-based or single-tag access is

required, normalizing traffic to a single tag might be sufficient.

For Ethernet services and Ethernet services with flexible VLAN tagging (asymmetric tag
height), the type of VLAN manipulation applied depends on the type of device sending
and receiving packets. MX Series devices can use VLAN mapping or normalization to
translate VLANSs tags. M Series devices use only VLAN mapping to translate VLAN tags.

VLAN Translation (Normalization) for E-LAN Services

A packet received on a physical port is only accepted for processing if the VLAN tags of
the received packet match the VLAN tags associated with one of the logical interfaces
configured on the physical port. The VLAN tags of the received packet are translated
only if they are different than the normalized VLAN tags. For the translation case, the
VLAN identifier tags specify the normalized VLAN.

The VLAN tags of a received packet are compared with the normalized VLAN tags
specified with either the vlan-id or vlan-tags statements. If the VLAN tags of the received
packet are different from the normalized VLAN tags, then appropriate VLAN tag operations
(such as push-push, pop-pop, pop-swap, swap-swap, swap, and others) are implicitly
made to convert the received VLAN tags to the normalized VLAN tags. Then, the source
MAC address of a received packet is learned based on the normalized VLAN configuration.
For output packets, if the VLAN tags associated with an egress logical interface do not
match the normalized VLAN tags within the packet, then appropriate VLAN tag operations
(such as push-push, pop-pop, pop-swap, swap-swap, swap, and others) are implicitly
made to convert the normalized VLAN tags to the VLAN tags for the egress logical
interface. For more information about these operations, see the Junos OS Routing Protocols
Configuration Guide.

VLAN Mapping for VPLS Services

For Ethernet services and Ethernet services with flexible VLAN tagging (asymmetric tag
depth), the Connectivity Services Director application uses the VLAN configuration data
that you specified in the service order to apply the appropriate VLAN tags to the input
and output VLAN maps for the ingress and egress logical interfaces, respectively. The
following steps outline the process of bridging a packet received over a Layer 2 logical
interface when a normalizing VLAN identifier (vlan-id number or vlan-tags statement) is
specified for a bridge domain or VPLS routing instance:

1. When a packet is received on a physical port, it is accepted only if the VLAN identifier
of the packet matches the VLAN identifier of one of the logical interfaces configured
on that port.

2. The VLAN tags of the received packet are then compared with the normalizing VLAN
identifier. If the VLAN tags of the packet are different from the normalizing VLAN
identifier, the VLAN tags are rewritten, as described in Table 9 on page 91.
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3. If the source MAC address of the received packed is not present in the source MAC
table, it is learned based on the normalizing VLAN identifier.

4. The packet is then forwarded toward one or more outbound Layer 2 logical interfaces
based on the destination MAC address. A packet with a known unicast destination
MAC address is forwarded only to one outbound logical interface. For each outbound
Layer 2 logical interface, the normalized VLAN identifier configured for the bridge
domainor VPLS routing instance is compared with the VLANSs tags that are configured
onthat logical interface. If the VLAN tags associated with an outbound logical interface
do not match the normalizing VLAN identifier that is configured for the bridge domain
or VPLS routing instance, the VLAN tags are rewritten, as described in
Table 10 on page 92.

Table 9 on page 91 and Table 10 on page 92 show how VLAN tags are applied when
traffic is sent to and from the bridge domain, depending on how the VLAN IDs and VLAN
tags (inner and outer) are configured for the bridge domain and on how VLAN identifiers
are configured for the logical interfaces in a bridge domain or VPLS routing instance.
Depending on the configuration of the Ethernet services that you create in Connectivity
Services Director, the following rewrite operations are performed on VLAN tags:

. pop—Remove the VLAN tag from the top of the VLAN tag stack.
. pop/pop—Remove both the outer and inner VLAN tags of the frame.

. pop/swap—Remove the outer VLAN tag of the frame and replace the inner VLAN tag
of the frame.

. swap—Replace the inner VLAN tag of the frame.
« push—Add a new VLAN tag to the top of the VLAN stack.
« push/push—Push two VLAN tags in front of the frame.

. swap/push—Replace the VLAN tag of the frame and add a new VLAN tag to the top
of the VLAN stack.

. swap/swap—Replace both the outer and inner VLAN tags of the frame.
No operation means that the VLAN tags of the inbound or outbound packet are not

translated for the specified output logical interface or input logical interface. NA means
not applicable.

Table 9: VLAN Tag Rewrite Operations at UNI Ingress for Ethernet Services

VLAN Identifier of Logical vlan-id none vlan-id 200 vlan-id all vlantags outer100,inner

Interface 300

none no operation push 200 NA push 100, push 300

200 pop 200 no operation no operation swap 200to 300, push100

1000 pop 1000 swap 1000 to 200, no operation swap 1000 to 300, push
100
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Table 9: VLAN Tag Rewrite Operations at UNI Ingress for Ethernet Services (continued)

vlan-tags outer 2000, inner pop 2000, pop pop 2000, swap 300 pop 200 swap 2000 to 100
300 300 t0 200

vlan-id range 10-100 NA NA no operation NA

vlan-tags outer 200, inner NA NA pop 200 NA

range 10-100

Table 10: VLAN Tag Rewrite Operations at UNI Egress for Ethernet Services

VLAN Identifier of Logical vlan-id none vlan-id 200 vlan-id all vlan tags outer 100,

Interface inner 300

none no operation pop 200 NA pop 100, pop 300

200 push 200 no operation no operation pop 200, swap 300to200

1000 push 1000 swap 200 to 1000 no operation pop 100, swap 300 to
1000

vlan-tags outer 2000, inner  push 2000, push swap 200 to 300, push 2000 swap 100 to 2000

300 300 push 3000

vlan-id range 10-100 NA NA no operation NA

vlan-tags outer 200, inner NA NA push 200 NA

range 10-100

Sample VLAN Configuration on MX Series and M Series PE Routers

MX Series devices can use VLAN mapping or normalization to translate VLANSs tags. M

Series devices use only VLAN mapping to translate VLAN tags. The following sample
configurations show the VLAN and VPLS routing-instance configurations for an MX960

PE interface and M320 PE interface.

MX960 PE Interface Configuration

M320 PE Interface Configuration
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interfaces {
ge-0/0/0 {
unit 1 {
encapsulation vlan-vpls;
vlan-tags outer 5 inner 5;
##normalizing the inner and outer tags
towards the core with Push/Push operations##

family vpls
¥

b

¥

interfaces {
ge-1/1/1 {
unit 1 {
encapsulation vlan-vpls;
vlan-tags outer 22 inner 2;
## Q-in-Q tags configured on the PE interface ##

input-vlan-map {
swap-swap;
##normalizing the inner and outer tags towards the core
by swapping both tags##
vlan-id 2;
inner-vlan-id 1;
}
output-vlan-map swap-swap;
## Put the original tags back for the packets towards the
VPLS CE ##
family vpls
¥
}
3

Related . Creating a Multipoint-to-Multipoint E-LAN Service Order on page 827

Documentation

« Creating a Point-to-Multipoint E-LAN Service Order on page 847
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VLAN Pool Profiles Overview

Related
Documentation

A VLAN pool profile specifies the ranges of valid VLAN IDs that are available for use on
MX Series devices, on each physical interface. The maximum theoretical pool of VLAN
IDs contains 4096 VLAN IDs—IDs O through 4095.

VLAN ID 0 and VLAN ID 4095 are never valid VLAN IDs.

The Connectivity Services Director system provides the following predefined VLAN pool
profiles:

« maximum-range—Any VLAN ID pool created using the maximum-range profile allows
any VLAN ID from 1through 4094. This is the default VLAN profile.

« vlan-ccc—Any VLAN ID pool created using the vlan-ccc profile allows any VLAN IDs
from 512 through 4094 available for use. VLAN IDs 1 through 511 are reserved for use
by Juniper Networks.

For each physical interface that Junos Space recommends as a UNI, the system attempts
to determine the best VLAN pool profile. For example, if a UNI has the vlan-ccc
encapsulation setting, the rules recommend the vlan-ccc pool profile for that interface.
When the correct VLAN pool profiles have been assigned to each UNI, Connectivity
Services Director creates a VLAN ID pool for each UNI containing only the allowed VLAN
IDs specified in the VLAN pool profile for that UNL.

If the device interface is already running encapsulation before being brought under Junos
Space management, the Connectivity Services Director application assigns the appropriate
VLAN range.

For details about encapsulation, see the Junos OS VPNs Configuration Guide.

« Adding a UNI on page 369

« Unassigning Device Roles on page 370
. Deleting UNIs on page 371

« Discovering Device Roles on page 372

« Excluding Devices from N-PE Role Assignment on page 373
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Redundant Pseudowires for Layer 2 Circuits and VPLS

A redundant pseudowire can act as a backup connection between PE routers and CE
devices, maintaining Layer 2 circuit and VPLS services after certain types of failures. This
feature can help improve the reliability of certain types of networks (metro for example)
where a single point of failure can interrupt service for multiple customers. Redundant
pseudowires cannot reduce traffic loss to zero. However, they provide a way to gracefully
recover from pseudowire failures in such a way that service can be restarted within a
known time limit.

When you configure redundant pseudowires to remote PE routers, you configure one to
act as the primary pseudowire over which customer traffic is being transmitted and you
configure another pseudowire to act as a backup in the event the primary fails. You
configure the two pseudowires statically. A separate label is allocated for the primary
and backup neighbors.

The following sections provide an overview of redundant pseudowires for Layer 2 circuits
and VPLS:

« Types of Redundant Pseudowire Configurations on page 95

« Pseudowire Failure Detection on page 96

Types of Redundant Pseudowire Configurations

You can configure redundant pseudowires for Layer 2 circuits and VPLS in either of the
following manners:

« You can configure a single active pseudowire. The PE router configured as the primary
neighbor is given preference and this connection is the one used for customer traffic.
For the LDP signaling, labels are exchanged for both incoming and outgoing traffic with
the primary neighbor. The LDP label advertisement is accepted from the backup
neighbor, but no label advertisement is forwarded to it, leaving the pseudowire in an
incomplete state. The pseudowire to the backup neighbor is completed only when the
primary neighbor fails. The decision to switch between the two pseudowires is made
by the device configured with the redundant pseudowires. The primary remote PE
router is unaware of the redundant configuration, ensuring that traffic is always switched
using just the active pseudowire.

« Alternatively, you can configure two active pseudowires, one to each of the PE routers.
Using this approach, control plane signaling is completed and active pseudowires are
established with both the primary and backup neighbors. However, the data plane
forwarding is done only over one of the pseudowires (designated as the active
pseudowire by the local device). The other pseudowire is on standby. The active
pseudowire is preferably established with the primary neighbor and can switch to the
backup pseudowire if the primary fails.

The decision to switch between the active and standby pseudowires is controlled by the
local device. The remote PE routers are unaware of the redundant connection, and so
both remote PE routers send traffic to the local device. The local device only accepts
traffic from the active pseudowire and drops the traffic from the standby. In addition,
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the local device only sends traffic to the active pseudowire. If the active pseudowire fails,
traffic is immediately switched to the standby pseudowire.

Pseudowire Failure Detection

Related
Documentation

When a failure is detected, traffic is switched to the redundant pseudowire, which is then
also designated as the active pseudowire. The switch is nonreversible, meaning that once
traffic has been switched to the redundant pseudowire, it remains active unless it also
fails unless the switch to the redundant pseudowire is never done unless there is a failure
in the currently active pseudowire. For example, a primary pseudowire has failed and
traffic has been successfully switched to the redundant pseudowire. After a period of
time, the cause of the failure of the primary pseudowire has been resolved and it is now
possible to reestablish the original connection. However, traffic is not switched back to
the original pseudowire unless a failure is detected on the now active pseudowire.

. Creating an E-Line Service Definition
« Creating a Multipoint-to-Multipoint E-LAN Service Definition on page 619

« Creating a Point-to-Multipoint E-LAN Service Definition on page 641

VPLS over GRE Overview

Generic routing encapsulation (GRE) is one of the tunneling mechanisms that uses IP as
the transport protocol. The tunnels behave as virtual point-to-point links that have two
endpoints identified by the tunnel source and tunnel destination addresses at each
endpoint.

The primary use of GRE is to carry non-IP packets through an IP network. GRE also carries
|P packets such as IP broadcast, IP multicast through an IP cloud. A GRE tunnel has the
following characteristics:

« GRE tunnel is stateless, and offers no flow control mechanisms.
« GRE is multiprotocol and can tunnel any OSI Layer 3 protocol.

« GRE enables routing protocols to travel through the tunnel.

. GRE has weak security features.

« GRE provides no reliability or sequencing. Such features are typically handled by
upper-layer protocols.

« GRE tunnels carry multicast traffic.

The VPLS over GRE feature allows you to combine flow-based and packet-based services
in a single device. You can deploy large-scale VPLS over GRE.

To better understand this configuration, consider the following scenarios:

In the first scenario, pseudowires enable the creation of point-to-point circuits between
two endpoints carried over the MPLS network. Ignoring the signaling protocols for this
discussion, these connections are just point-to-point connections. Using this approach
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provides an end-to-end wire between sites. This is beneficial from a traffic processing
point of view because the gateways do not need to learn MAC addresses; they simply
forward anything they receive to the pseudowire. Deploying this configuration can be
difficult when trying to provide connectivity to multiple branch offices.

Inthe second scenario, VPLS provides a Layer 2 network abstraction. With VPLS, endpoints
typically negotiate LSPs and pseudowires with every other endpoint (that is, they are
fully meshed). When a node receives an Ethernet frame from one of its LAN interfaces,
the source MAC address is learned, if it is not already known, and flooded using every
pseudowire connecting to all other branch nodes. However, if the destination has been
previously learned, then the frame is sent to the appropriate destination. When an Ethernet
frame is received through one of the pseudowires (that is, from the MPLS network),
source MAC address learning is performed. The next time a frame is sent to that MAC it
does not need to be flooded and the frame is flooded to every single LAN interface in the
node, but not over the pseudowires. The network acts as a distributed Layer 2 switch
providing any-to-any Ethernet connectivity between the devices connected to the different
nodes in the network.

While the second scenario provides significant advantages (any-to-any connectivity,
automated provisioning, and simple abstraction), it is more complex. Every PE node has
to perform Layer 2 learning and flooding of traffic, which can cause problems when either
multiple broadcast/multicast or frames to unknown MAC addresses are used. For
example, in a topology with a thousand branch offices, each office that receives a
broadcast packet must replicate it 999 times, encapsulate each copy in GRE, and forward
the resulting traffic. Additionally, because each node performs Layer 2 learning, the
maximum number of MAC addresses that each node can learn is limited, limiting the
total number of nodes in the domain.

Related . Creating a Multipoint-to-Multipoint E-LAN Service Definition on page 619

D mentation
ocumentatio . Creating a Point-to-Multipoint E-LAN Service Definition on page 641

Junos Space Network Topology Overview

Network topology is the arrangement of various elements including nodes and links. It
is the graphical representation of physical devices and their interconnection. The topology
has the following three components:

1. Physical topology
2. Link topology

3. IP connectivity

Each application registers itself to the topology framework so that you can view and
change topology on the application layer. To view the network topology, select Network
Management Platform > Network Monitoring > Topology.

In a network topology, you can:
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Related
Documentation

Monitor the status and configurations of the discovered devices and their
interconnections.

« View source and destination information for the device interconnections that exist
within the discovered topologies.

. Select a service and view all the devices associated with the service.

« Discover IS-IS configuration devices.

The network topology helps you to understand and visualize the physical and logical
interconnection between the network devices and the services. It also enables you to
view the end-to-end network and zoom into the segments of the network for management
and troubleshooting.

« Creating a Service Order on page 773

« Creating an E-Line ATM or TDM Pseudowire Service Order on page 774
. Creating an E-Line Service Order on page 784

. Creating a Multipoint-to-Multipoint E-LAN Service Order on page 827
« Creating a Point-to-Multipoint E-LAN Service Order on page 847

« Creating a Full Mesh IP Service Order on page 879

. Creating a Hub-and-Spoke IP Service Order on page 901

Service Recovery Overview

The Service Recovery operation recovers services that are present on devices that Junos
Space is not managing. The missing entity can be an entirely new service or the missing
component of an existing service.

The Service Recovery operation has two parts. First, you select one or more devices for
which services are to be recovered. Service Recovery recovers and identifies the missing
services and displays the result. Second, you select a service to be managed, providing
any missing information about the recovered service. When you provide missing
information for a service, the recovered service is converted to a managed service.

The Connectivity Services Director application supports Service Recovery for E-Line
services, E-LAN services, and IP services. You can perform Service Recovery only using
the Services Activation Director GUI and nor using the Connectivity Services Director GUI.

Besides the supported capabilities of recovery of new services and new endpoints for
existing services, recovery of CFM profiles attached to services is also supported. Also,
the Service Recovery task enables you to recover modifications made to existing endpoints
associated with services and recover deleted endpoints for services.

The Service Recovery task is displayed in the Connectivity tree node under Network
Services root node of the View pane. Recovery of services is supported only for E-Line,
IP, and E-LAN services. The following tasks are available under the Service Recovery
section of the Tasks pane:
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« Recover Services—Enables you to create or modify a service recovery request. You can
also initiate the recovery operation for a request that you created. The Create Service
Recovery Request wizard is available to create a service recovery request. The Recover
Services button enables you toinitiate the recovery job. You can also view the recovered
status of services.

« Recover OutOfBand Changes—Enables you to recover out-of-band changes that are
performed on previously deployed service. A network managed by Connectivity Services
Director has three repositories of information about the configuration of a network
device—the configuration stored on the device itself, the device configuration record
maintained by Junos Space, and the Build mode configuration maintained by
Connectivity Services Director. When the configuration contained in all three repositories
match, the device configuration state is shown as In Sync in Connectivity Services
Director. When the repositories do not match, the configuration state is shown as Out
of Sync. A common cause for this state is out-of-band configuration changes—that is,
configuration changes made to a device outside of Connectivity Services Director.

- Rejected Services—Displays the services that were rejected during service recovery
process with the reject reason.

Related . Creating and Handling a Service Recovery Request on page 398
Documentation

Multicast L3VPN Overview

The Junos Space Connectivity Services Director application uses Multiprotocol-BGP
(MBGP) Multicast L3VPNs (MVPN) to implement MVPNs because it is simpler. This
method does not require a service provider to configure multicast in its provider backbone
to connect PE routers.

For the control plane, MBGP MVPN uses the intra-autonomous system (AS)
next-generation BGP. The data plane is configured with Protocol Independent Multicast
(PIM) sparse mode. Connectivity Services Director maintains PIM state information using
the same architecture that is used for unicast VPNs.

The MBGP MVPN method avoids potential control and data plane scaling problems that
can occur with the requirement to maintain two routing and forwarding mechanisms,
one for VPN unicast and one for VPN multicast.

The Connectivity Services Director application addresses aspects of published standards
as follows:

« |P service, as defined by RFC 4364, is supported to enable service providers to
implement IP multicast for IP services.

« The architecture defined by RFC 4364 for unicast VPNs is supported to enable service
providers to configure BGP for the control plane between PE routers.

- Unicast with extensions for intra-Autonomous System (AS) and inter-AS
communication, as defined by RFC 4364, is supported.
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For MVPNSs, Connectivity Services Director enables you to configure two site sets, a sender
site set and a receiver site set. Site sets have the following properties:

« Hosts within a sender site can originate multicast traffic for receivers in a receiver site
set.

. Receivers outside the receiver site set should not be able to receive traffic sent from
the sender site.

« Hosts within the receiver site set can receive multicast traffic originated from any host
in the sender site set.

« Hosts within the receiver site set should not be able to receive multicast traffic originated
from any host that is not in the sender site set.

A host can be in both the sender site set and the receiver site set. Therefore, such a host
can both originate and receive multicast traffic. For example, the sender site set could
be the same as the receiver site set. In this case, all hosts could both originate and receive
multicast traffic from one another.

Administrative policies define an MBGP MVPN. The policies define both the sender site
set and receiver site set. Customers establish the policies but the policies are implemented
by service providers, which use the existing BGP and MPLS VPN infrastructure.

« VPLS over GRE Overview on page 96

« Junos Space Network Topology Overview on page 97
« Service Recovery Overview on page 98

« Multi-Chassis Link Aggregation Group Overview

« Multi-Chassis Automatic Protection Switching Overview on page 100

Multi-Chassis Automatic Protection Switching Overview

Related
Documentation

Automatic protection switching (APS) is a linear protection scheme designed to protect
VLAN-based Ethernet networks.

With APS, a protected domain is configured with two paths: a working path and a
protection path. Both working and protection paths can be monitored. Normally, traffic
is carried on the working path (that is, the working path is the active path), and the
protection path is disabled. If the working path fails, its protection status is marked as
degraded (DG) and APS switches the traffic to the protection path, then the protection
path becomes the active path.

APS uses two modes of operation: linear 1+1 protection switching architecture and linear
1:1 protection switching architecture. The linear 1+1 protection switching architecture
operates with either unidirectional or bidirectional switching. The linear 1:1 protection
switching architecture operates with bidirectional switching.

« Creating an E-Line ATM or TDM Pseudowire Service Definition on page 604
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Inverse Multiplexing for ATM Overview

The Inverse multiplexing for ATM (IMA) protocol defines a technigue for transporting
ATM traffic over a bundle of T1 or El interfaces. IMA processes traffic differently from
multiplexing. While multiplexing combines multiple signals into a single signal, IMA divides
a data stream into multiple concurrent streams that are transmitted at the same time
across separate channels (suchas T1or Elinterfaces). The data streams are reconstructed
into the original data stream at the far end. IMA speeds up the flow of data across a
slower interface, such as a T1 or El interface, by load balancing the data stream across
multiple T1 or E1 interfaces, which increases the line capacity.

You can deploy IMA on Juniper Networks M7, MX and ACX devices. IMA includes the
following operational features:

. Aggregated device count—A device count is the number of IMA group interfaces created
on a CT1or CElinterface. As part of an IMA group, a logical ATM interface is identified
by the naming format: “at-foc/pic/port”. The port number is derived from the last port
on the MIC plus 1.

For example, for an ACX2000 router with a 16-port built-in T1/E1 TDM MIC, IMA group
interface numbering starts with at-0/0/16. That interface number is incremented by
1to at-0/0/17, and so on. For an ACX1000 router with an 8-port built-in T1/E1 TDM
MIC, IMA group interface numbering starts with at-0/0/8. That interface number is
incremented by 1to at-0/0/9, and so on.

« Framing mode—An emulation mechanism duplicates the essential attributes of a
service, such as T1 or E1, over a packet-switched network. On the ACX Series routers,
you can configure the built-in channelized T1and E1 interfaces (CT1and CE1) to work
in either T1 or E1 mode. You can configure these child T1and E1interfaces to carry ATM
services over the packet-switched network.

« Built-in channelized interface—The Juniper Networks devices that support ATM IMA
are deployed with one full T1 or E1 interface on the channelized CT1 or CE1 interface.
You cannot configure the built-in interface. However, on the built-in interface, you
configure the parameters for a child T1 or El interface.

« TlorElinterface member of IMA group for IMA link—Each child T1 or El interface of a
channelized CT1 or CEl interface is the physical interface over which the ATM signals
are transmitted. To ensure that the IMA link operates correctly, you specify the T1 or
Elinterface to be a member of an IMA group.

« IMA group interface configuration—To ensure proper operation, you must configure
each IMA group interface (at-fpc/pic/g) with all ATM properties, which include the
logical link-layer encapsulation type and the circuit cross-connect protocol suite.
Further, you must dedicate the entire ATM device to the ATM cell relay circuit.

Related . Inverse Multiplexing for ATM Overview on page 101

D tati
ocumentation « Viewing Functional Audit Results for an Inverse Multiplexing for ATM Service on page 1052

Copyright © 2019, Juniper Networks, Inc. 101



Connectivity Services Director User Guide

Rendezvous Point
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The RP router serves as the information exchange point for the other routers. All routers
in a PIM domain must provide mapping to an RP router. It is the only router that needs
to know the active sources for a domain—the other routers just need to know how to get
to the RP. In this way, the RP matches receivers with sources.

The RP router is downstream from the source and forms one end of the SPT. As shown
in Figure 11 on page 102, the RP router is upstream from the receiver and thus forms one
end of the RPT.

Figure 11: Rendezvous Point as Part of the RPT and SPT
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The benefit of using the RP as the information exchange point is that it reduces the
amount of state in non-RP routers. No network flooding is required to provide non-RP
routers information about active sources.

« Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees on page 102

« Understanding PIM Sparse Mode on page 104

« Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNSs on page 107

« Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs on page 108

. Configuring VRF Route Targets for Routing Instances for an MBGP MVPN on page 110

Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees

In a shared tree, the root of the distribution tree is a router, not a host, and is located
somewhere in the core of the network. In the primary sparse mode multicast routing
protocol, Protocol Independent Multicast sparse mode (PIM SM), the core router at the
root of the shared tree is the rendezvous point (RP). Packets from the upstream source
and join messages from the downstream routers “rendezvous” at this core router.

Inthe RP model, other routers do not need to know the addresses of the sources for every
multicast group. All they need to know is the IP address of the RP router. The RP router
discovers the sources for all multicast groups.

The RP model shifts the burden of finding sources of multicast content from each router
(the (S,G) notation) to the network (the (*G) notation knows only the RP). Exactly how
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the RP finds the unicast IP address of the source varies, but there must be some method
to determine the proper source for multicast content for a particular group.

Consider a set of multicast routers without any active multicast traffic for a certain group.
When a router learns that an interested receiver for that group is on one of its directly
connected subnets, the router attempts to join the distribution tree for that group back
to the RP, not to the actual source of the content.

To join the shared tree, or rendezvous-point tree (RPT) as it is called in PIM sparse mode,
the router must do the following:

« Determine the IP address of the RP for that group. Determining the address can be as
simple as static configuration in the router, or as complex as a set of nested protocols.

« Build the shared tree for that group. The router executes an RPF check on the RP
address in its routing table, which produces the interface closest to the RP. The router
now detects that multicast packets from this RP for this group need to flow into the
router on this RPF interface.

« Sendajoin message out on thisinterface using the proper multicast protocol (probably
PIM sparse mode) to inform the upstream router that it wants to join the shared tree
for that group. This message is a (*G) join message because S is not known. Only the
RP is known, and the RP is not actually the source of the multicast packets. The router
receiving the (*G) join message adds the interface on which the message was received
to its outgoing interface list (OIL) for the group and also performs an RPF check on the
RP address. The upstream router then sends a (¥G) join message out from the RPF
interface toward the source, informing the upstream router that it also wants to join
the group.

Each upstream router repeats this process, propagating join messages from the RPF
interface, building the shared tree as it goes. The process stops when the join message
reaches one of the following:

« The RP for the group that is being joined

« Arouteralong the RPT that already has a multicast forwarding state for the group that
is being joined

In either case, the branch is created, and packets can flow from the source to the RP and
from the RP to the receiver. Note that there is no guarantee that the shared tree (RPT)
is the shortest path tree to the source. Most likely it is not. However, there are ways to
“migrate” a shared tree to an SPT once the flow of packets begins. In other words, the
forwarding state can transition from (*G) to (S5,G). The formation of both types of tree
depends heavily on the operation of the RPF check and the RPF table.

Related . Rendezvous Point on page 102

Documentation
. Understanding PIM Sparse Mode on page 104

« Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNSs on page 107

« Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs on page 108
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« Configuring VRF Route Targets for Routing Instances for an MBGP MVPN on page 110

Understanding PIM Sparse Mode

A Protocol Independent Multicast (PIM) sparse-mode domain uses reverse-path
forwarding (RPF) to create a path from a data source to the receiver requesting the data.
When a receiver issues an explicit join request, an RPF check is triggered. A (*G) PIM join
message is sent toward the RP from the receiver's designated router (DR). (By definition,
this message is actually called a join/prune message, but for clarity in this description, it
is called either join or prune, depending on its context.) The join message is multicast
hop by hop upstream to the ALL-PIM-ROUTERS group (224.0.0.13) by means of each
router’s RPF interface until it reaches the RP. The RP router receives the (*G) PIM join
message and adds the interface on which it was received to the outgoing interface list
(OIL) of the rendezvous-point tree (RPT) forwarding state entry. This builds the RPT
connecting the receiver with the RP. The RPT remains in effect, even if no active sources
generate traffic.

@ NOTE: State—the (*G) or (5,G) entries—is the information used for
forwarding unicast or multicast packets. S is the source IP address, G is the
multicast group address, and * represents any source sending to group G.
Routers keep track of the multicast forwarding state for the incoming and
outgoing interfaces for each group.

When a source becomes active, the source DR encapsulates multicast data packets into
a PIM register message and sends them by means of unicast to the RP router.

If the RP router has interested receivers in the PIM sparse-mode domain, it sends a PIM
join message toward the source to build a shortest-path tree (SPT) back to the source.
The source sends multicast packets out on the LAN, and the source DR encapsulates
the packets in a PIM register message and forwards the message toward the RP router
by means of unicast. The RP router receives PIM register messages back from the source,
and thus adds a new source to the distribution tree, keeping track of sources in a PIM
table. Once an RP router receives packets natively (with S,G), it sends a register stop
message to stop receiving the register messages by means of unicast.

In actual application, many receivers with multiple SPTs are involved in a multicast traffic
flow. Toillustrate the process, we track the multicast traffic from the RP router to one
receiver. In such a case, the RP router begins sending multicast packets down the RPT
toward the receiver’s DR for delivery to the interested receivers. When the receiver’s DR
receives the first packet from the RPT, the DR sends a PIM join message toward the
source DR to start building an SPT back to the source. When the source DR receives the
PIM join message from the receiver’s DR, it starts sending traffic down all SPTs. When
the first multicast packet is received by the receiver’s DR, the receiver’s DR sends a PIM
prune message to the RP router to stop duplicate packets from being sent through the
RPT. In turn, the RP router stops sending multicast packets to the receiver’s DR, and
sends a PIM prune message for this source over the RPT toward the source DR to halt
multicast packet delivery to the RP router from that particular source.
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If the RP router receives a PIM register message from an active source but has no
interested receivers in the PIM sparse-mode domain, it still adds the active source into
the PIM table. However, after adding the active source into the PIM table, the RP router
sends a register stop message. The RP router discovers the active source’s existence and
no longer needs to receive advertisement of the source (which utilizes resources).

@ NOTE: If the number of PIM join messages exceeds the configured MTU, the
messages are fragmented in IPv6 PIM sparse mode. To avoid the
fragmentation of PIM join messages, the multicast traffic receives the
interface MTU instead of the path MTU.

The major characteristics of PIM sparse mode are as follows:

« Routers with downstream receivers join a PIM sparse-mode tree through an explicit
join message.

« PIM sparse-mode RPs are the routers where receivers meet sources.

« Senders announce their existence to one or more RPs, and receivers query RPs to find
multicast sessions.

« Oncereceivers get content from sources through the RP, the last-hop router (the router
closest to the receiver) can optionally remove the RP from the shared distribution tree
(*G) if the new source-based tree (S,G) is shorter. Receivers can then get content
directly from the source.

The transitional aspect of PIM sparse mode from shared to source-based tree is one
of the major features of PIM, because it prevents overloading the RP or surrounding
core links.

There arerelated issues regarding source, RPs, and receivers when sparse mode multicast
is used:

« Sources must be able to send to all RPs.

« RPs must all know one another.

« Receivers must send explicit join messages to a known RP.

. Receivers initially need to know only one RP (they later learn about others).
« Receivers can explicitly prune themselves from a tree.

« Receivers that never transition to a source-based tree are effectively running Core
Based Trees (CBT) .

PIM sparse mode has standard features for all of these issues.

Rendezvous Point

The RP router serves as the information exchange point for the other routers. All routers
in a PIM domain must provide mapping to an RP router. It is the only router that needs
to know the active sources for a domain—the other routers just need to know how to
reach the RP. In this way, the RP matches receivers with sources.
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RP Mapping Options

The RP router is downstream from the source and forms one end of the shortest-path
tree. As shown in Figure 11 on page 102, the RP router is upstream from the receiver and
thus forms one end of the rendezvous-point tree.

Figure 12: Rendezvous Point as Part of the RPT and SPT
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The benefit of using the RP as the information exchange point is that it reduces the
amount of state in non-RP routers. No network flooding is required to provide non-RP
routers information about active sources.

RPs can be learned by one of the following mechanisms:

Static configuration

« Anycast RP
o Auto-RP

« Bootstrap router

We recommend a static RP mapping with anycast RP and a bootstrap router (BSR) with
auto-RP configuration, because static mapping provides all the benefits of a bootstrap
router and auto-RP without the complexity of the full BSR and auto-RP mechanisms.

Protocol Independent Multicast (PIM) sparse mode is the most common multicast
protocol used on the Internet. PIM sparse mode is the default mode whenever PIM is
configured on any interface of the device. However, because PIM must not be configured
on the network management interface, you must disable it on that interface.

Each any-source multicast (ASM) group has a shared tree through which receivers learn
about new multicast sources and new receivers learn about all multicast sources. The
rendezvous point (RP) router is the root of this shared tree and receives the multicast
traffic from the source. To receive multicast traffic from the groups served by the RP, the
device must determine the IP address of the RP for the source.

You can configure a static rendezvous point (RP) configuration that is similar to static
routes. A static configuration has the benefit of operating in PIM version 1 or version 2.
When you configure the static RP, the RP address that you select for a particular group
must be consistent across all routers in a multicast domain.

One common way for the device to locate RPs is by static configuration of the IP address
of the RP. A static configuration is simple and convenient. However, if the statically
defined RP router becomes unreachable, there is no automatic failover to another RP
router. To remedy this problem, you can use anycast RP.
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Related . Rendezvous Point on page 102

D .
ocumentation « Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees on page 102

« Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNSs on page 107

« Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs on page 108

« Configuring VRF Route Targets for Routing Instances for an MBGP MVPN on page 110

Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNs

For MBGP MVPNSs (also referred to as next-generation Layer 3 multicast VPNs), the
default mode of operation supports only intersite shortest-path trees (SPTs) for customer
PIM (C-PIM) join messages. It does not support rendezvous-point trees (RPTs) for C-PIM
join messages. The default mode of operation provides advantages, but it requires either
that the customer rendezvous point (C-RP) be located on a PE router or that the Multicast
Source Discovery Protocol (MSDP) be used between the C-RP and a PE router so that
the PE router can learn about active sources advertised by other PE routers.

If the default mode is not suitable for your environment, you can configure RPT-SPT
mode (also known as shared-tree data distribution), as documented in section 13 of the
BGP-MVPN draft (draft-ietf-13vpn-2547bis-mcast-bgp-00.txt). RPT-SPT mode supports
the native PIM model of transmitting (*G) messages from the receiver to the RP for
intersite shared-tree join messages. This means that the type 6 (*G) routes get
transmitted from one PE router to another. In RPT-SPT mode, the shared-tree multicast
routes are advertised from an egress PE router to the upstream router connected to the
VPN site with the C-RP. The single-forwarder election is performed for the C-RP rather
than for the source. The egress PE router takes the upstream hop to advertise the (*G)
and sends the type 6 route toward the upstream PE router. To send the data on the RPT,
either inclusive or selective provider tunnels can be used. After the data starts flowing
on the RPT, the last-hop router switches to SPT mode, unless you include the
spt-threshold infinity statements in the configuration.

@ NOTE: The MVPN single-forwarder election follows the rule documented in
section 9.1.1 of the BGP-MVPN draft
(draft-ietf-13vpn-2547bis-mcast-bgp-00.txt). The single-forwarder election
winner is based on the following rules:

« If the active unicast route to the source is through the interface, then this
route is used to determine the upstream multicast hop (UMH).

. |f the active unicast route to the source is a VPN route, MVPN selects the
UMH based on the highest IP address in the route import community for
the VPN routes, and the local master loopback address for local VRF routes.
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The switch to SPT mode is performed by PIM and not by MVPN type 5 and type 6 routes.
After the last-hop router switches to SPT mode, the SPT (S,G) join messages follow the
same rules as the SPT-only default mode.

The advantage of RPT-SPT mode is that it provides a method for PE routers to discover
sources in the multicast VPN when the C-RP is located on the customer site instead of
on a PE router. Because the shared C-tree is established between VPN sites, there is no
need to run MSDP between the C-RP and the PE routers. RPT-SPT mode also enables
egress PE routers to switch to receiving data from the PE connected to the source after
the source information is learned, instead of receiving data from the RP.

In Junos OS Release 15.1 and later, in RPT-SPT mode, PIM SSG Joins are created on the
egress PE even if no directly-connected receivers are present.

A CAUTION: When you configure RPT-SPT mode, receivers or sources directly
attached to the PE router are not supported. As a workaround, place a CE
router between any receiver or source and the PE router.

« Rendezvous Point on page 102

« Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees on page 102

. Understanding PIM Sparse Mode on page 104
« Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs on page 108

. Configuring VRF Route Targets for Routing Instances for an MBGP MVPN on page 110

Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs

For MBGP MVPNSs (also referred to as next-generation Layer 3 multicast VPNs), the
default mode of operationis shortest path tree only (SPT-only) mode. In SPT-only mode,
the active multicast sources are learned through multicast VPN source-active routes.
This mode of operation is described in section 14 of the BGP-MVPN draft
(draft-ietf-13vpn-2547bis-mcast-bgp-00.txt).

In contrast to SPT-only mode, rendezvous point tree (RPT)-SPT mode (also known as
shared-tree data distribution) supports the native PIM model of transmitting (*G)
messages from the receiver to the RP for intersite shared-tree join messages.

In SPT-only mode, when a PE router receives a (* C-G) join message, the router looks
for an active source transmitting data to the customer group. If the PE router has a
source-active route for the customer group, the router creates a source tree customer
multicast route and sends the route to the PE router connected to the VPN site with the
source. The source is determined by MVPN's single-forwarder election. When a receiver
sends a (*G) join message in a VPN site, the (*G) join message only travels as far as the
PE router. After the join message is converted to a type 6 multicast route, which is
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equivalent to a (5,G) join message, the route is installed with the no-advertise community
setting.

@ NOTE: The MVPN single-forwarder election follows the rule documented in
section 9.1.1 of the BGP-MVPN draft
(draft-ietf-13vpn-2547bis-mcast-bgp-00.txt). The single-forwarder election
winner is based on the following rules:

« If the active unicast route to the source is through the interface, then this
route is used to determine the upstream multicast hop (UMH).

« If the active unicast route to the source is a VPN route, MVPN selects the
UMH based on the highest IP address in the route import community for
the VPN routes, and the local master loopback address for local VRF routes.

Single-forwarder election guarantees selection of a unique forwarder for a given customer
source (C-S). The upstream PE router might differ for the source tree and the shared
tree because the election is based on the customer source and C-RP, respectively.
Although the single-forwarder election is sufficient for SPT-only mode, the alternative
RPT-SPT mode involves procedures to prevent duplicate traffic from being sent on the
shared tree and the source tree. These procedures might require administrator-configured
parameters to reduce duplicate traffic and reduce blackholes during RPT to SPT switch
and the reverse.

In SPT-only mode, when a source is active, PIM creates a register state for the source
both on the DR and on the C-RP (or on a PE router that is running Multicast Source
Discovery Protocol [MSDP] between itself and the C-RP). After the register states are
created, MVPN creates a source-active route. These type 5 source-active routes are
installed on all PE routers. When the egress PE router with the (X¥G) join message receives
the source-active route, it has two routes that it can combine to produce the (S,G)
multicast route. The type 6 route informs the PE router that a receiver is interested in
group G. The source active route informs the PE router that a source S is transmitting
data to group G. MVPN combines this information to produce a multicast join message
and advertises this to the ingress PE router, as determined by the single-forwarder election.

For some service providers, the SPT-only implementation is not ideal because it creates
a restriction on C-RP configuration. For a PE router to create customer multicast routes
from (* C-G) join messages, the router must learn about active sources through MVPN
type 5 source-active routes. These source-active routes can be originated only by a PE
router. This means that a PE router in the MVPN must learn about all PIM register
messages sent to the RP, which is possible only in the following cases:

« The C-RPis colocated on one of the PEs in the MVPN.

« MSDP is run between the C-RP and the VRF instance on one of the PE routers in the
MVPN.

If this restriction is not acceptable, providers can use RPT-SPT mode instead of the
default SPT-only mode. However, because SPT-only mode does not transmit (¥G)
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routes between VPN sites, SPT-only mode has the following advantages over RPT-SPT
mode:

« Simplified operations by exchanging and processing only source-tree customer
multicast routes among PE routers

- Simplified operations by eliminating the need for the service provider to suppress MVPN
transient duplicates during the switch from RPT to SPT

. Less control plane overhead in the service provider space by limiting the type of
customer multicast routes exchanged, which results in more scalable deployments

. More stable traffic patterns in the backbone without the traffic shifts involved in the
RPT-SPT mode

. Easier maintenance in the service provider space due to less state information

« Rendezvous Point on page 102

. Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees on page 102

. Understanding PIM Sparse Mode on page 104

. Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNSs on page 107

« Configuring VRF Route Targets for Routing Instances for an MBGP MVPN on page 110

Configuring VRF Route Targets for Routing Instances for an MBGP MVPN

By default, the VPN routing and forwarding (VRF) import and export route targets
(configured either using VRF import and export policies or using the vrf-target statement)
are used for importing and exporting routes with the MBGP MVPN network layer
reachability information (NLRI).

You can use the export-target and import-target statements to override the default VRF
import and export route targets. Export and import targets can also be specified
specifically for sender sites or receiver sites, or can be borrowed from a configured unicast
route target. Note that a sender site export route target is always advertised when security
association routes are exported.

@ NOTE: When you configure an MBGP MVPN routing instance, you should not
configure a target value for an MBGP MVPN specific route target that is
identical to a target value for a unicast route target configured in another
routing instance.

Specifying route targets in the MBGP MVPN NLRI for sender and receiver sites is useful
when there is a mix of sender only, receiver only, and sender and receiver sites. A sender
site route target is used for exporting automatic discovery routes by a sender site and for
importing automatic discovery routes by a receiver site. A receiver site route target is

1o
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used for exporting routes by a receiver site and importing routes by a sender site. A sender
and receiver site exports and imports routes with both route targets.

A provider edge (PE) router with sites in a specific MBGP MVPN must determine whether
a received automatic discovery route is from a sender site or receiver site based on the
following:

« If the PE router is configured to be only in a sender site, route targets are imported only
from receiver sites. Imported automatic discovery routes must be from a receiver site.

« If the PE router is configured to be only in a receiver site, route targets are imported
only from sender sites. Imported automatic discovery routes must be from a sender
site.

. IfaPErouteris configured to be in both sender sites and receiver sites, these guidelines
apply:

- Along with an import route target, you can optionally configure whether the route
target is from a receiver or a sender site.

- If a configuration is not provided, an imported automatic discovery route is treated
as belonging to both the sender site set and the receiver site set.

Related . Rendezvous Point on page 102
Documentation « Understanding Multicast Rendezvous Points, Shared Trees, and Rendezvous-Point
Trees on page 102
« Understanding PIM Sparse Mode on page 104

« Configuring Shared-Tree Data Distribution Across Provider Cores for Providers of MBGP
MVPNSs on page 107

« Configuring SPT-Only Mode for Multiprotocol BGP-Based Multicast VPNs on page 108

Static Pseudowire Provisioning for VPLS Services

A virtual private LAN service (VPLS) domain consists of a set of PE routers thatactas a
single virtual Ethernet bridge for the customer sites connected to these routers. By
configuring static pseudowires for the VPLS domain, network providers do not need to
configure the LDP or BGP protocols that are normally used for signaling. Static
pseudowires require that you configure a set of in and out labels for each pseudowire
configured for the VPLS domain. You still need to configure a VPLS identifier and neighbor
identifiers for a static VPLS domain. You can configure both static and dynamic neighbors
within the same VPLS routing instance.

The manual configuration of a static pseudowire in MPLS requires configuring many
parameters at the two PE sides. We recommend that you configure the parameters on
both sides the same to make the pseudowire operational. A mismatch in one or more
parameters on either end can cause the pseudowire not to operate correctly. In the case
of a dynamic pseudowire, these parameters are negotiated at either end through a
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signaling session. For static pseudowire, there is no such signaling session and therefore
parameters must be pre-selected and configured on both PE ends.

To enable static VPLS on a router, you need either to configure a virtual tunnel interface
(requires the router to have a tunnel services PIC) or to configure a label-switching
interface (LSI).

To configure an LS, include the no-tunnel-services statement at the [edit protocols vpls
static-vpls] hierarchy level.

@ NOTE: This Enable Static PW Labels option is available in the
Point-to-Multipoint and Multipoint-to-Multipoint service types when the
signaling type is LDP and only in the Point-to-Multipoint service type when
the signaling type is BGP.

Related . Creating a Multipoint-to-Multipoint E-LAN Service Definition on page 619

D tati
ocumentation . Creating a Point-to-Multipoint E-LAN Service Definition on page 641

. Creating a Service Definition for VPLS Access into Layer 3 Networks on page 666
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Getting Started With Connectivity Services
Director

« Understanding Connectivity Services Director System Administration and
Preferences on page 115
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Understanding Connectivity Services
Director System Administration and
Preferences

« Understanding Connectivity Services Director User Administration on page 115
« Understanding the System Tasks Pane on page 116

« Audit Logs Overview on page 117

« Viewing Audit Logs From Connectivity Services Director on page 117

« Managing Jobs on page 118

« Collecting Logs for Troubleshooting on page 120

« Setting Up User and System Preferences on page 121

Understanding Connectivity Services Director User Administration

Connectivity Services Director application uses the user administration features of Junos
Space Network Management Platform to add, delete, and edit user accounts and roles.
For more information on user administration, see Junos Space Network Application Platform
User Guide.

When you install the Connectivity Services Director application, additional user
administration options specific to the application are available in Junos Space. In addition
to the Super Administrator role, the following predefined roles are also available to
Connectivity Services Director users:

« Device Manager role---allows an administrator to discover devices.

« Service Manager role-—allows an administrator to perform device pre-staging actions
including discovering and assigning device roles.

« Service Designer role-—allows an administrator to create and publish a service definition.

« Service Activator (less privileged) role---allows an administrator to perform provisioning
tasks including creating and managing customers, service orders, and services.
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Related
Documentation

@ NOTE: You can create custom roles to grant users different access rights.

Access is controlled at the task category level. If you grant a user access to
a task category, the user has access to all tasks in that category.

Access to Connectivity Services Director system preferences is controlled by
user access rights. For more information, see “Setting Up User and System
Preferences” on page 121

If you try to log in to Connectivity Services Director by using an account that does not
have access rights to any Connectivity Services Director task category, you are redirected
to Junos Space instead.

Connectivity Services Overview on page 3

Benefits of a Unified User Interface for Routing and Tunnel Services with Connectivity
Services Director on page 13

Connectivity Services Director Overview on page 14
Understanding the Connectivity Services Director User Interface on page 16

Understanding the Usage and Layout of Connectivity Services Director Views and Tasks
on page 23

Understanding Task Categories in Connectivity Services Director on page 24
Logging In to Connectivity Services Director on page 27

Logging Out of Connectivity Services Director on page 31

Understanding the System Tasks Pane

The System Tasks pane provides tasks for viewing audit logs of Connectivity Services
Director user activities, for managing jobs, and for collecting troubleshooting logs.

To access the System Tasks pane, click System in the Connectivity Services Director
banner. The tasks are described in Table 11 on page 116.

Table 11: System Tasks

Task Description

View Audit Logs View a history of user activities on Connectivity Services Director, including

log in, log out, and task initiation and completion.

Manage Jobs View all jobs that are scheduled to run or have been run by Connectivity

Services Director. You can cancel jobs that are in progress or scheduled to
run in the future.

Collect Jobs for Download a zip file containing logs and troubleshooting data from both
Troubleshooting Connectivity Services Director and Junos Space.

16
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Related
Documentation

« Understanding Connectivity Services Director User Administration on page 26

. Audit Logs Overview on page 117

Audit Logs Overview

Related
Documentation

Audit logs provide a record of login history and user-initiated tasks that are performed
from the user interface. From the Audit Logs page, you can monitor user login—logout
activity over time, track device management tasks, view services that were provisioned
on devices, and so forth. Audit logging does not record non-user initiated activities, such
as device-driven activities, and is not designed for debugging purposes.

Administrators can sort and filter on audit logs to determine which users performed what
actions on what objects at what time. For example, an administrator can use audit log
filtering to track the user accounts that were added on a specific date, track configuration
changes across a particular type of device, view services that were provisioned on specific
devices, or monitor user login—logout activity over time.

Over time, Connectivity Services Director will archive a large volume of log entries. Such
log entries might or might not be reviewed, but they must be retained for a period of time.

The audit logs can be saved to a local server (the server that functions as the active node
for Connectivity Services Director) or a remote network host or media.

. Viewing Audit Logs From Connectivity Services Director on page 117

. Collecting Logs for Troubleshooting on page 120

Viewing Audit Logs From Connectivity Services Director

Audit logs are generated for login activity and tasks that are initiated from the Connectivity
Services Director application. The Audit Logs page displays the logs for all user-initiated
activities.

You can do the following on the Audit Logs page:

« Sort, filter, and search the log entries using the standard table manipulation features
in Connectivity Services Director.

. Obtain more information about a log entry by double-clicking the entry or by selecting
the entry and clicking Show Details. The Audit Log Details window is displayed.

« For a user-initiated task that runs as a job, you can obtain more information about the
job by clicking the job ID in the Job ID column.

To display the Audit Logs page:

1. Click System in the Connectivity Services Director banner.

2. Select View Audit Logs from the Tasks pane.
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Related
Documentation

Managing Jobs

The Audit Logs page is displayed with the fields listed in Table 12 on page 118.

Table 12: Audit Logs Page Fields

Field Description

User Name The login ID of the user that initiated the task

User IP The IP address of the client computer from which the user initiated the task
Task The name of the task that triggered the audit log

Time The data and time when the user initiated the task

Result The execution result of the task that triggered the audit log:

« Success—Job completed successfully
« Failure—Job failed and was terminated
« Job Scheduled—Job is scheduled but has not yet started

Description A description of the audit log

Job ID The job ID for any task that runs as a job

« Audit Logs Overview on page 117

« Collecting Logs for Troubleshooting on page 120

Connectivity Services Director enables you to view and manage jobs. You can view the
status of completed jobs and cancel the jobs that are scheduled to execute at a later
time or jobs that are in progress.

The Job Management page, accessible as a System task, enables you to view and manage
alljobs. In addition, Connectivity Services Director enables you to view special pre-filtered
versions of this page from various other tasks, such as View Discovery Status or View
Image Deployment Jobs. These pages contain the same fields (although some fields
might be hidden) and have the same functionality as the Job Management page, but
they list only those jobs relevant to particular tasks.

To display the Job Management page:

1. Click System on the Connectivity Services Director banner.

2. Select Manage Jobs from the Tasks pane. The Job Management page appears.

n8
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3. To view the details of a job, select a row and click Show Details or double-click a row.

4. To cancel a scheduled job, select a job that is scheduled for a later time or a job that
is in progress and click Cancel.

The fields in the Job Management page are described in Table 13 on page 119. To view
any hidden column, keep the mouse on any column heading and select the down arrow
and then click Columns. Select the check box to display the hidden columns.

@ NOTE: You can also view the CSD Deployment Jobs page in Deploy mode of
Service View by selecting the View Deployment Jobs option in the task pane.

@ NOTE: Details of jobs initiated from Connectivity Services Director will be
available only from Connectivity Services Director. These jobs will not be
listed in the Job Management pane in Junos Space platform and vice-versa.

Table 13: Job Management Page Fields

Field Description

Job ID The unigue ID assigned to the job

Name The name of the job

Percent The percentage of completion of the job
State The status of the job:

« Success—Job completed successfully

« Failure—Job failed and was terminated

« Job Scheduled—Job is scheduled but has not yet started
« In progress—Job is has started, but not completed

» Cancelled—Jobis cancelled

Job Type The type of the job

Summary Summary of the job scheduled and executed with status
Scheduled The time when the job is scheduled to start

Start Time

Actual Start The actual time when the job started

Time

End Time The time when the job was completed

User The login ID of the user that initiated the task
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Table 13: Job Management Page Fields (continued)

Field Description

Recurrence The recurrent time when the job will be restarted.

Related . Managing Service Configuration Deployment Jobs on page 957

Documentation . Deploying Services Configuration to Devices on page 959

Collecting Logs for Troubleshooting

Connectivity Services Director enables you to collect logs and other data from both
Connectivity Services Director and Junos Space that can assist in managing and monitoring
Connectivity Services Director servers.

Connectivity Services Director collects the logs and troubleshooting data into a
compressed file that you can download. This file is named
troubleshoot_yyyy-mm-dd_hh-mm-ss.zip—for example,
troubleshoot_2012-12-21_11-25-12.zip. The date and time in the file name is the server
Coordinated Universal Time (UTC) date and time.

To retrieve troubleshooting data and log files, follow these steps:

1. Click System on the Connectivity Services Director banner.

2. From the Tasks pane, click Collect Logs for Troubleshooting. The Collect Logs for
Troubleshooting page appears.

3. Click the Download troubleshooting data and logs from Connectivity Services Director
and Junos Space link.

Connectivity Services Director begins collecting the logs and data. It can take a few
minutes for Connectivity Services Director to collect the information and create the
zip file.

4, When the standard file download window for your browser opens, save the
troubleshoot_yyyy-mm-dd_hh-mm-ss.zip file.

5. When you contact the Juniper Technical Assistance Center, describe the problem you
encountered and provide the JTAC representative with the troubleshoot.zip file.

Table 14 on page 120 lists the files included in the
troubleshoot_yyyy-mm-dd_hh-mm-ss.zip file.

Table 14: Log Files in the troubleshooting.zip File

Description Location

Jboss log files /var/log/jboss/servers/serverl
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Table 14: Log Files in the troubleshooting.zip File (continued)

Description Location

Connectivity Services Director application log files /var/log/jboss/CSD.log

Connectivity Services Director monitoring log files /var/log/jboss/CSDMoniotring.log

MSS OS adapter log files

/home/jmp/mssosadpater/var/errorLog/

Daemon log files

/opt/opennms/logs/daemon/

Platform log files /var/log/platform
Access Log Files /var/log/httpd
Log files for Apache, NMA, Webproxy /var/log/httpd/
Watchdog log file /var/log/

Related
Documentation

« Audit Logs Overview on page 117

« Viewing Audit Logs From Connectivity Services Director on page 117

Setting Up User and System Preferences

Depending on your system authority, Preferences page can display either user settings
or a combination of user settings and system settings. One or more of these preference
tabs appear when you open the Preferences page:

« User—All users can choose whether monitors and reports display local time or server
time.

« Search—Administrators can configure options for search indexing.

- Monitoring—Network Administrators can change the polling interval for data collection
for Monitor mode monitors and enable or disable the internal processes used for data
collection.

« Fault—Network Administrators can enable or disable alarms. They can also set the
retention period for alarms and the number of events per alarm.

« Report—Network Administrators can specify length of time Connectivity Services
Director reports are retained.

- Topology—Network Administrators can specify the topology server to which the
Connectivity Services Director application can establish a connection. Also, you can
specify settings for the automatic update and refresh of the topology. In addition, you
can define a retention period for the deleted links in Topology.
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Service Activation—Network Administrators can modify the configuration settings for
services activation-related components or functionalities of the Connectivity Services
Director application.

Optical—Network Administrators can enable or disable optical performance monitoring.

NorthStar—Network Administrators can select NorthStar Controller for the
management of LSPs.

Based on the Preference settings, LSPs will be deployed either through CSD or through
NorthStar Controller using REST APlIs.

This topic describes:

Accessing the Preferences page on page 122

Choosing Server Time or Local Time on page 122

Specifying Search Preferences on page 122

Retaining Connectivity Services Director Reports on page 123
Modifying Services Activation Parameter Settings on page 123
Specifying Topology Preferences on page 128

Changing Monitor Mode Settings on page 128

Changing Alarm Settings on page 131

Disabling Optical Performance Monitoring on page 153

Specifying NorthStar Controller Preferences on page 153

Accessing the Preferences page

To open the Preferences page, click =" in the Connectivity Services Director banner
and select Preferences.

The Preferences page opens with User Preferences as the default tab.

Choosing Server Time or Local Time

All users can specify whether Connectivity Services Director displays local time or the
server’s time in monitors and reports on the User Preferences tab. The default setting is
to display local time. To change the setting to display the server’s time:

1.

In the Preferences page, select Use Server Time from the list.

2. Click OK to save your changes or click Cancel to close Preferences.

Specifying Search Preferences

Connectivity Services Director indexes the device inventory data periodically to enable
users to perform efficient searches. You can specify a time interval after which Connectivity
Services Director initiates the next indexing on the Search tab. You can also specify to
stop indexing while devices are imported into Connectivity Services Director. If you are

122
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running short of system memory, selecting this option can help save some memory and
speed up the discovery and import of new devices. By default this option is selected and
the search index update interval is set to 900 seconds.

Retaining Connectivity Services Director Reports

By default, Connectivity Services Director keeps reports for 30 days. However, Network
Administrators can change the retention period from O to 365 days. To change the setting,
move the slider right or left on the Report tab of Preferences to the new setting. Click OK
to save the setting.

Modifying Services Activation Parameter Settings

To understand the parameters of the services-activation settings, such as the attributes
and functionalities that apply to the management, provisioning, and monitoring of E-Line,
IP, RSVP LSP, and E-LAN services, refer to Table 15 on page 123.

Table 15: Parameters in the Services Activation Tab

Fields Description

Deployment

Check service version

Select this check box to validate the version of the service being configured.

Deploy configuration to the
device

Select this check box to deploy the configuration to the device.

Enable service alarms

Select this check box to enable the service alarms. Enabling the service alarms causes a GUI
impact on the Connectivity Services Director application. When you select the check box and
deploy the service, the interface goes down, resulting in the failure to update the fault status.
When you right-click Service and select View Service Alarms, the latter does not appear in the
results.

Save configuration in XML
format

Select this check box to save the configuration of the device in XML format.

Show configurationin set format

Select this check box to display the configuration in set format.

Use two-phase commit for
service provisioning

Select this check box to push the configuration on all the network elements automatically,
making either one or all successful.

Use vlan maps for E-Line services

When this check box is selected, normalization of VLAN tags is performed using the input or
output VLAN maps.

This check box is selected by default.

NOTE: Starting from Connectivity Services Director Release 2.1R1 onward, Use vlan maps for
flexible tagged services under Setting Up User and System Preferences is renamed to Use
vlanmaps for E-Line services.
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Table 15: Parameters in the Services Activation Tab (continued)

Fields Description

Use vlan maps for flexible tagged
services instead of normalized
vlan (VPLS)

When this check box is cleared, normalization of VLAN tags is performed using normalized
tags under routing instance.

This check box is cleared by default.
NOTE: Starting from Connectivity Services Director Release 2.1R1 onward, normalization of

VLAN tags is performed using normalized tags under routing instance while setting up user
and system preferences.

Block deployment on pending
notifications

Select this check box to cause a validation to be performed to determine if any of the selected
devices have pending out-of-band notification, before deploying a service order. If a pending
out-of-band notification exists for a device, deployment is blocked with the following message:

Cannot deploy service order, since pending notification exists for device(s) : <dev-1>,
<dev-2>,<dev-3>

Audit

Enable Functional Audit after
deployment

Select this check box to perform the functional audit automatically, after the service is
deployed successfully. By default, the functional audit is not checked. Extra time is taken to
complete both the functional audit and deployment.

Functional Audit Waiting Time
after deployment

Specify the initial wait time to auto-schedule a functional audit job after deployment.

If the entered value is greater than 30 minutes, it is reset to 30 minutes. If the entered value
is less than 1 minute, the wait time is ignored.

The range is from 1 minute through 30 minutes.

Perform Functional Audit on
Control plane only

Select this check box to make the functional audit ignore the data plane verification and to
consider only the control plane.

User Interface

Allow template modification for
service

Select this check box to allow the templates to be changed during the service modification.

Bandwidth Combo Items Count

Specify the bandwidth combo items count.

In Create E-Line service order page, if the bandwidth range exceeds the bandwidth combo
items count, then the bandwidth input is taken in text field.

The default value is 100.

Service Detail Wait Time (sec)

Monitoring

Specify the period of time in seconds as the wait period for retrieving service details during
service template modification.

Perform Monitoring on Failed
Functional Audit

Select this check box to perform monitoring if the functional audit fails.

124
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Table 15: Parameters in the Services Activation Tab (continued)

Fields Description

Pseudowire Redundancy
Transition TimeDelay

Select this check box to dump the configuration files.

Specify the time delay to issue the remote procedure call (RPC) call for redundancy service.
Since there is no support for the fault management for redundancy service, it should not
update the fault status as down, when the interface goes down as the service will be running
with the help of backup device. The RPC is issued to check the status of the service. If the
value of this time delay is 2 seconds and the interface goes down, it waits for 2 seconds to
check whether the service is up, with the help of the backup device and correspondingly
updates the fault status.

The default value is 2 seconds.

Statistics Aggregation Reporting

Specify the manner in which the aggregated results are returned for a query that polls and
retrieves data from devices. Two aggregation values are supported:

« Total: Sum of the number of packets received in the interval
« Average: Average of the total number of packets received in the interval

Logging

Dump Configuration Files

By default, the configuration files are not dumped into the log directory. This is enabled, if
there is a need to provide troubleshooting to Juniper Networks Technical Assistance Center
(JTAC).

Dump Deployment Data

Select this check box to write the configlets and error response from the JUNOS devices into
the log directory..

Log Directory

Specify the default path of the log directory: /var/tmp/jboss

Prestage Devices

Pre-stage Wait Time (Sec)

Pre-stage Idle Time (Sec)

Specify the number of seconds for which the task to trigger a job for prestaging devices must
wait after receiving the first notification for prestaging devices. For example, if you specify
the prestage wait time as 20 seconds, the prestaging task waits for a period of 20 seconds,
after receiving the first notification for prestaging devices, and then initiates the
prestaging-devices job.

Specify the number of seconds after which the job for prestaging devices is initiated, if no
notification is received during the idle period. For example, if you specify the prestage idle
time as 10 seconds and if no notification for prestaging devices is received within this period,
the job for prestaging devices is triggered immediately after 10 seconds. The prestage idle
time value takes precedence over the prestage wait time value.

Loopback Unit Specify the logical unit of the loopback interface that must be used as the default loopback
logical interface for all provisioning tasks that are initiated from Connectivity Services Director.
The default logical unit for the loopback interface is O.

Route Target
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Table 15: Parameters in the Services Activation Tab (continued)

Fields Description

Beginindex

Specify the least value in the preferred range of numbers, among which a certain number is
assigned for each BGP service. Route target allows you to distribute VPN routes to only the
routers that need them. When a route target value is entered manually, it should be either of
the following two formats: Autonomous System number format or IPv4 format. For
Autonomous System number format, the pattern is as-number:2-byte-number. For example,
target:100:200.

Range: The Autonomous System number format number can be in the range from 1 through
65,535.

The IPv4 format is ip-address:2-byte-number. For example, target:10.1.1.1:2.

Endindex

Specify the greatest value in the preferred range of numbers, among which a certain number
is assigned for each BGP service. Route target allows you to distribute VPN routes to only the
routers that need them. When a route target value is entered manually, it should be either of
the following two formats: Autonomous System number format or IPv4 format. For
Autonomous System number format, the pattern is as-number:2-byte-number. For example,
target:100:200.

Range: The Autonomous System number format number can be in the range from 1 through
65,535.

The IPv4 format is ip-address:2-byte-number. For example, target:10.1.1.1:2. The Endindex
value should be lesser than the maximum assigned value.

Virtual Circuit ID

Beginindex Specify the least value in the preferred range of numbers, among which a certain number is
assigned as the VirtualCircuitID to the new circuit created. This VCID can be manually chosen
by the customer or auto-generated by the system. For example, if Beginindex = 100 and
EndIndex = 200, then the VCID would be somewhere between 100 and 200.

Minimum: 1
The value of Beginindex should be less than or equal to Endindex value.
The range is from O through 200000.
Endindex Specify the greatest value in the preferred range of numbers, among which a certain number

is assigned as the VirtualCircuitID to the new circuit created. This VCID can be manually
chosen by the customer or auto-generated by the system. For example, if Beginindex = 100
and EndIndex = 200, then the VCID would be somewhere between 100 and 200.
Maximum: 2147483647.

The range is from O through 200000.

Performance Monitoring

DataSetSize DataSetSize is the size of the performance monitoring data set in days. This field indicates
the number of days of performance monitoring data could be stored for display.
The default value is 2880.
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Table 15: Parameters in the Services Activation Tab (continued)

Fields Description

Enable Performance Monitoring
through scripts

Select the check box to collect the performance data through scripts and opennms will store
the data in its database. If this check box is not selected, then performance data such as
one-way delay, two-way delay, and frame loss are collected through RPC and stored in the
application database.

OSS Config Parameters

Alcatel Primary Server IP

Specify the IP address of the primary server.

Alcatel Primary Server Port

Specify the port number of the primary server.

Backup Server IP

Specify the IP address of the backup server.

Backup Server Port

Specify the port number of the backup server.

HTTP Connection Timeout

Specify the duration of HTTP connection before the time-out elapses.

Maximum API Requests

Specify the maximum number of simultaneous API requests permitted.

OSS Log Directory

Specify the directory path of the OSS log directory.

OSS Log Filename

Specify the OSS log filename.

OSS User Name

Specify the user name for accessing the OSS server.

OSS User Password

Specify the hashed password for accessing the OSS server.

Synchronize OSS Inventory daily
at given time

Sets the daily time at which the CPP system synchronizes third-party devices, added or
deleted from the CPP system, with the OSS server.

Use primary server

Service Decommission

If the check box is enabled, the CPP system communicates with the primary OSS server.

Device Sync Wait Time

Specify the device synchronization waiting time. This is the maximum wait time to complete
the device synchronization. After this time duration, irrespective of the device synchronization
status, the resources are released.

The default value is 60 seconds.

The range is from 30 seconds through 300 seconds.

Wait for Device Sync Before
Releasing Resource

Select this check box to wait for the device synchronization before resources are released.
To revert the decommissioning to the normal behavior, clear this check box.

Service Recovery
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Table 15: Parameters in the Services Activation Tab (continued)

Fields Description

OutofBand Notification

Select either of the following options from the OutofBand Notification Action list to specify
the action you want to be performed when an OutOfBand notification is received by
Connectivity Services Director:

« Make Device OutOfSync—Causes the device to be made OutOfSync and disables subsequent
provisioning on that device until it changes to the In Sync state again

« Ignore Notification—Causes the notification to be ignored and device will remain InSync

Store OutofBand Notification Select the check box to enable the storage of OutOfBand notification XML in the Connectivity

XML

Services Director database. By default, this check box is not selected, which disables the
saving of OutofBand notification XML in the Connectivity Services Director database.

Specifying Topology Preferences

From the Topology tab of the Preferences page (which you can launch by clicking the
down arrow beside the System button on the Connectivity Services Director banner and
selecting Preferences), you can specify the topology server IP and the credentials for
enabling the Connectivity Services Director to connect to the topology server.

For Layer 2 topology settings, you can also disable the automatic updates to the topology
and, instead, enable the topology updates to be manually triggered by selecting the
Disable Autoupdate of Topology check box. In the Deleted Link Retention Period (Days)
field, drag the square over the line to specify the number of days that you might want to
retain the deleted link.

For Layer 3 topology settings, you can select or clear the Use PCEP check box. Select the
Use PCEP check box to use the Path Computation Element Protocol (PCEP) for discovery
of LSPs. PCEP enables communication between a PCC and the CSD-Topology to learn
about the network and LSP path state and communicate with the Path Computation
Clients (PCCs). By default, this check box is not selected.

Enter the server IP address in the Topology Server field, and the authentication credentials
in the Username and Password fields.

In the Refresh Topology Interval (days) field, drag the square over the line to specify the
frequency in number of days at which the Layer 3 topology must be refreshed and
displayed in the Topology View. By default, the topology is refreshed once every day.
Drag the square to the leftmost end of the line to disable the refresh of topology. Drag
the square to the rightmost end of the line to enable the refresh of topology once every
365 days or a year, which is the largest frequency you can specify for the refresh setting.

Changing Monitor Mode Settings

The Monitoring tab of Preferences has three tabs under it. These are:

« Monitor Settings—Enables you to change the default polling interval for data collection
for Monitor mode monitors. You can also disable or reenable the internal processes
used for data collection on this sub-tab.
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« Client Session History—Enables you to set the retention period for history records and
the frequency that these records are checked for deletion.

This section describes:

« Disabling Data Collection for Monitors on page 129
« Changing the Polling Interval on page 130
« Specifying Database History Retention on page 131

Disabling Data Collection for Monitors

Connectivity Services Director internally gathers data for monitors by using a set of data
collection processes. You can disable these data collectors if they do not pertain to your
installation. For example, if you do not use Virtual Chassis, you can disable the data
collection processes used for Virtual Chassis.

The data collection processes are divided into the following categories:
« Equipment
- FM

. Traffic

One data collector can be used by multiple monitors. Likewise, some monitors can be
supported by multiple data collectors. These data collectors are enabled by default. To
ensure proper data collection, if you enable the equipment data collectors, you must
also enable the traffic collectors..

To disable or reenable a data collector:

1. Determine which monitors are used by the data collectors. Use Table 16 on page 129
to determine the relationship between the data collectors and the monitors.

Table 16: Monitor Mapping for Data Collectors

Monitor Data Collector Category
Show Interface Statistics ProvisioningMonitorinterfaceStatsCollector Equipment
Show Interface Status ProvisioningMonitorinterfaceStatusCollector Equipment
Service Traffic, Service Summary, ProvisioningMonitorServiceStatusCollector Equipment
Service Transport

LSP Statistics ProvisioningMonitorLSPStatsCollector Equipment
LDP Statistics ProvisioningMonitorLDPStatsCollector Equipment
Service Performance ProvisioningMonitorY1731PMCollector Equipment
RFC2544 Benchmarking Tests ProvisioningMonitoringRFC2544Poller Equipment
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Table 16: Monitor Mapping for Data Collectors (continued)

Monitor Data Collector Category
Port Status (physical) EquipmentMonitorDeviceStatusCollector Equipment
Traffic Trend PortTrafficMonitorCollector Traffic
Alarms FMAlarmCountCollector FM
Collection of LSPs and Service ProvisioningMonitorLSPToServiceAssociationCollector Traffic

Association for Topology View

2. Clear the check box to disable the collector or select to enable the collector.

3. Click Save and Close to save the configuration and to close the window.

Changing the Polling Interval

The frequency at which data is collected is determined by the polling interval.
Table 17 on page 130 shows the default polling intervals used by each data collector.

Table 17: Default Polling Intervals

ProvisioningMonitorinterfaceStatsCollector 5 minutes
ProvisioningMonitorinterfaceStatusCollector 10 minutes
ProvisioningMonitorServiceStatusCollector 10 minutes
ProvisioningMonitorLSPStatsCollector 10 minutes
ProvisioningMonitorLDPStatsCollector 5 minutes
ProvisioningMonitorY1731PMCollector 5 minutes
ProvisioningMonitoringRFC2544Poller 5 minutes
EquipmentMonitorDeviceStatusCollector 10 minutes
PortTrafficMonitorCollector 10 minutes

ProvisioningMonitorLSPToServiceAssociationCollector 5 minutes

To change the polling interval:

1. Select the polling interval for a data collector in the Monitor Settings table.
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2. Typethe new interval level in whole minutes. For example, do not specify 1.5 minutes.
Recommended intervals are 5, 10, or 20 minutes.

3. Click OK and then Yes to verify the change to the configuration.

Specifying Database History Retention

To keep the database manageable, the system periodically checks the age of the records
and retires those that have past an expiration date. By default, Connectivity Services
Director ages database records off at 90 days and runs a database cleanup every 6 hours.

Use the Client Session History sub-tab to change the default values:

1. Select from the lists new values.
- Age of history records (in days) from 1to 365 days.
. Cleanup job frequency (in hours) from 1through 24 hours.

2. Click OK to save the changes.

Changing Alarm Settings

Use the Fault tab to enable individual alarms, set the retention period for alarms, configure
alarm notifications, configure threshold alarms, and to specify the number of events to
keep for each alarm. The Fault tab has multiple sections, which you can expand and
collapse by clicking the arrow next to the section title:

. Global Settings, for configuring Faults settings such as global alarm notifications and
alarm data retention.

« Individual Alarms and Threshold Settings, for configuring settings for individual alarms
and threshold alarms.

This section describes the following tasks that you can perform by using the Fault tab:

« Configuring Global Alarm Notifications on page 131

« Retaining Alarm History on page 132

« Specifying Event History on page 132

« Enabling Alarms on page 132

. Changing the Severity of Individual Alarms on page 151
« Configuring Threshold Alarms on page 152

« Configuring Individual Alarm Notifications on page 152

Configuring Global Alarm Notifications

You can configure global e-mail notifications to be sent when any alarm with notifications
enabled is generated. To configure global e-mail notifications, enter the e-mail addresses
to receive global alarm notifications in the Alarm Notifications Destinations field in the
Global Settings section. Separate addresses with a comma (,). For information about
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enabling notification for an alarm, see “Configuring Individual Alarm Notifications” on
page 152.

Retaining Alarm History

Use the No. of days to keep Alarm field in the Global Settings section to specify the number
of days to keep alarm history. The default retention time is 120 days; but you can specify
a period of 7 through 1000 days. Specifying a longer retention time consumes more
database resources. To change the alarm retention duration, type a new value and click
OK and Yes to confirm the change.

Specifying Event History

Use the Events/Alarm field in the Global Settings section to specify the number of event
entries that are kept in the alarm history. The default setting for events is 20. To change
the setting, type a new value and click OK and Yes to confirm the change.

Enabling Alarms

Ensure all devices are configured to send traps to Connectivity Services Director. This
task is performed for the devices in Deploy mode through Set SNMP Trap Configuration.

Use the Individual Alarms and Threshold Settings section to disable and re-enable
individual alarms or all alarms. Alarms appear on both tabs in the section: Alarm Settings
and Threshold Settings. Fault alarms are preconfigured and initially enabled. To enable
or disable alarms:

1. (Optional) Sort the alarms. By default, the list of alarms is sorted alphabetically within
each category. You can also sort by description or alarm severity within a category by
clicking a column heading.

2. Review the alarms and either select the check box in the heading to select all of the
alarms or select the check box for the individual alarms you want to enable. For a full
description of each of the alarms, see Table 18 on page 132.

3. Click OK and Yes to confirm the alarm change.

Table 18: Alarm Descriptions

Alarm Name Description Device Type

BFD

BfdSessionDetectionTimeAlarm Generated when the threshold value for detection ~ ACX, M, MX, and
time is set and the BFD session detection-time PTX Series routers

adapts to a value greater than the threshold.

BfdSessionTxAlarm

Generated when the threshold value for transmit ~ ACX, M, MX, and
interval (in microseconds) is exceeded. PTX Series routers

BGP
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

BgpM2BackwardTransitionAlarm Generated when the BGP FSM moves from a ACX, M, MX, and
higher-numbered state to a lower-numbered state.  PTX Series routers

BgpM2EstablishedAlarm Generated when the BGP Finite State Machine ACX, M, MX, and
(FSM) enters the ESTABLISHED state. PTX Series routers

Chassis

FanFailureAlarm Generated when the specified cooling fan or ACX, M, MX, and
impeller has failed (is not spinning). PTX Series routers

FEBSwitchoverAlarm Generated when the Forwarding Engine Board ACX, M, MX, and
(FEB) has switched over. PTX Series routers

FRUCheckAlarm Generated when the device has detected that a ACX, M, MX, and

field-replaceable unit (FRU), has some operational  PTX Series routers
errors and has gone into check state.

FRUFailedAlarm Generated when a FRU has failed. ACX, M, MX, and
PTX Series routers

FRUInsertionAlarm Generated when the system detects that the ACX, M, MX, and
specified FRU is inserted into the chassis. PTX Series routers
FRUOfflineAlarm Generated when the specified FRU goes offline. ACX, M, MX, and

PTX Series routers

FRUONlineAlarm Generated when the specified FRU goes online. ACX, M, MX, and
PTX Series routers

FRUPowerOffAlarm Generated when the specified FRU is powered off.  ACX, M, MX, and
PTX Series routers

FRUPowerOnAlarm Generated when the specified FRU is poweredon.  ACX, M, MX, and
PTX Series routers

FRURemovalAlarm Generated when the system detects that the ACX, M, MX, and
specified FRU was removed from the chassis. PTX Series routers

HardDiskFailedAlarm Generated when the hard disk for the specified ACX, M, MX, and
routing engine has failed. PTX Series routers

HardDiskMissingAlarm Generated when the hard disk in the specified ACX, M, MX, and

routing engine is missing from the boot device list.  PTX Series routers

PowerSupplyFailureAlarm Generated when the specified power supply has ACX, M, MX, and
failed (bad DC output). PTX Series routers
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

RedundancySwitchOverAlarm Generated when a graceful Routing Engine ACX, M, MX, and
switchover (GRES) occurs on a switch with dual PTX Series routers
Routing Engines or on a Virtual Chassis.

TemperatureAlarm Generated when the device has over heated. ACX, M, MX, and
PTX Series routers

Cluster/Modo

Cluster Sync Failure Generated when the cluster configuration failed ACX, M, MX, and
to apply. PTX Series routers

Configuration (Configuration)

CmCfgChangeAlarm Generated when the jnxCMCfgChgEventTable ACX, M, MX, and
records a configuration management event. PTX Series routers

CMRescueChangeAlarm Generated when a change is made to therescue ~ ACX, M, MX, and
configuration. PTX Series routers

Core and controllers (Controllers)

Device alarm Generated when the device status changes (up ACX, M, MX, and
to down or down to up). PTX Series routers

CoS

CoSAlmostOutOfDedicatedQueuesAlarm Generated when only 10% of CoS queues are ACX, M, MX, and
available. PTX Series routers

CoSOutOfDedicatedQueuesAlarm Generated when there are no more available ACX, M, MX, and
dedicated CoS queues. PTX Series routers

DHCP

JdhcplocalServerDupClientAlarm Generated when a DHCP client is detected ACX, M, MX, and
changing interfaces. PTX Series routers

JdhcplocalServerlfLimitExceededAlarm Generated when the client limitisreachedonan  ACX, M, MX, and
interface. PTX Series routers

Jdhcpv6LocalServerLimitExceededAlarm Generated when the client limit is reached on an ACX, M, MX, and
interface for DHCPV6. PTX Series routers

DOM

DomAlertSetAlarm Generated when an interface detects Digital ACX, M, MX, and
Optical Monitor (DOM) alarm conditions. PTX Series routers

134 Copyright © 2019, Juniper Networks, Inc.



Chapter 4: Understanding Connectivity Services Director System Administration and Preferences

Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

General

Authentication Failure Alarm Generated when a protocol message is received ACX, M, MX, and
that is not properly authenticated. PTX Series routers

Cold Start Alarm Generated when a device is re-initializing and its ACX, M, MX, and
configuration might have changed. PTX Series routers

Link Down Alarm Generated when a link is down. The trap is ACX, M, MX, and
generated when the ifOperStatus object for a PTX Series routers

communication link is about to enter the down
state from another state other than notPresent.
This other state is indicated by the included value
of ifOperStatus.

Link Up Alarm Generated when a link comes up that was ACX, M, MX, and
previously in the down state. The trapis generated  PTX Series routers
when the ifOperStatus object fora communication
link left the down state and transitioned into
another state other than notPresent state. This
other state is indicated by the included value of

ifOperStatus.

Warm Start Alarm Generated when a device is re-initializing and its ACX, M, MX, and
configuration has not changed. PTX Series routers

Generic (GenericEvent)

GenericEventTrapAlarm Generated by an Op script or event policies. This ACX, M, MX, and
notification can include one or more PTX Series routers

attribute-value pairs. The pairs are identified by
the jnxEventAvAttribute and jnxEventAvValue

objects.
OTN Notification
FRU: OTN Admin Notification Set Generated as a notification of an OTM alarm that ~ PTX Series routers
is set. An alarm is triggered when an optical PIC or
field-replaceable unit (FRU) is removed or
reinserted, or transitions between in-service and
out-of-service states.
ODU::OdukPtmAlarm Generated as Optical Channel Payload (OPU) PTX Series routers
Payload Type Mismatch defect trigger.
ODU::0OdukTcm Generated as OC target of evaluation (TOE) PTX Series routers
security functionality (TSF) defect trigger.
ODU::0dukTcm15MinThreshBBETCA Generated as ODU Background Block Error PTX Series routers

Threshold crossing defect trigger in the 15-minute
interval threshold.
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Table 18: Alarm Descriptions (continued)

Alarm Name

ODU:

:0dukTcm15MinThreshBip8TCA

Description

Generated as ODU Bit interleaved parity for
SONET section overhead defect trigger in the
15-minute interval threshold.

Device Type

PTX Series routers

ODU:

:0dukTcm15MinThreshESTCA

Generated as ODU errored seconds
threshold-crossing defect trigger in the 15-minute

interval threshold.

PTX Series routers

ODU:

:0dukTcm15MinThreshSESTCA

Generated as ODU severely errored seconds
threshold-crossing defect trigger in the 15-minute

interval threshold.

PTX Series routers

ODU:

:0dukTcm15MinThreshUASTCA

Generated as ODU unavailable seconds
threshold-crossing defect trigger in the 15-minute

interval threshold.

PTX Series routers

ODU:

:0dukTcm15MinThreshBBETCA

Generated as ODU Background Block Error
Threshold crossing defect trigger in the 15-minute

interval threshold.

PTX Series routers

ODU:

:0OdukTcm24HourThreshBip8TCA

Generated as ODU Bit interleaved parity for
SONET section overhead defect trigger in the
24-hour or 1-day interval threshold.

PTX Series routers

ODU:

:0dukTcm24HourThreshESTCA

Generated as ODU errored seconds
threshold-crossing defect trigger in the 24-hour
or 1-day interval threshold.

PTX Series routers

ODU:

:0dukTcm24HourThreshSESTCA

Generated as ODU severely errored seconds
threshold-crossing defect trigger in the 24-hour
or 1-day interval threshold.

PTX Series routers

ODU:

:0dukTcm24HourThreshUASTCA

Generated as ODU unavailable seconds
threshold-crossing defect trigger in the 24-hour
or 1-day interval threshold.

PTX Series routers

ODU::OdukTcmAisAlarm Generated as ODU Alarm Indication Signal defect  PTX Series routers
trigger.

ODU::OdukTcmBdiAlarm Generated as ODU Backward Defect Indication PTX Series routers
defect trigger.

ODU::0OdukTcmCSfAlarm Generated as ODU client signal failure alarm. PTX Series routers

ODU::OdukTcmDegAlarm Generated as ODU degradation alarm. PTX Series routers

ODU::OdukTcmlaeAlarm Generated as ODU incoming alignment error PTX Series routers
alarm.

ODU::OdukTcmLTCAlarm Generated as ODU threshold crossing alert (TCA)  PTX Series routers
alarm.
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

ODU::OdukTcmLckAlarm Generated as ODU locked defect trigger. PTX Series routers

ODU::0OdukTcmOciAlarm Generated as ODU open connection indication PTX Series routers
alarm.

ODU::0OdukTcmSSfAlarm Generated as ODU server signal failure alarm. PTX Series routers

ODU::OdukTcmTimAlarm Generated as ODU trace identifier mismatch PTX Series routers
alarm.

ODU:0tnOdukTcmNoAlarm Generated as ODU no-alarm when threshold PTX Series routers

crossing alert occurs.

OTN Admin Notification Set Generated as a notification when OTN alarm is PTX Series routers
set.

OTU::OdukTcmAisAlarm Generated as OTU alarm indication signal trigger.  PTX Series routers

OTU::15MinThUnCorrectedWordsTCA Generated as an alarm when OTU uncorrected PTX Series routers

words in the 15-minute threshold is exceeded.

OTU::15MinThreshBBETCA Generated as an alarm when OTU background PTX Series routers
block error count in the 15-minute threshold is
exceeded.

OTU::15MinThreshBip8TCA Generated as an alarm when OTU bit interleaved  PTX Series routers
parity count in the 15-minute threshold is
exceeded.

OTU::15MinThreshESTCA Generated as an alarm when errored seconds PTX Series routers
count in the 15-minute threshold is exceeded.

OTU::15MinThreshSESTCA Generated as an alarm when severely errored PTX Series routers
seconds count in the 15-minute threshold is
exceeded.

OTU::15MinThreshPreFECBERTCA Generated as an alarm when pre-forward error PTX Series routers

correction bit error rate count in the 15-minute
threshold is exceeded.

OTU::15MinThreshUASTCA Generated as an alarm when unavailable seconds  PTX Series routers
count in the 15-minute threshold is exceeded.

OTU::24HourThreshBBETCA Generated as an alarm when OTU background PTX Series routers
block error count in the 24-hour threshold is
exceeded.

OTU::24HourThreshBip8TCA Generated as an alarm when OTU bit interleaved  PTX Series routers

parity count in the 24-hour threshold is exceeded.
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

OTU::24HourThreshESTCA Generated as an alarm when errored seconds PTX Series routers
count in the 24-hour threshold is exceeded.

OTU::24HourThreshPreFECBERTCA Generated as an alarm when severely errored PTX Series routers
seconds count in the 24-hour threshold is
exceeded.

OTU::24HourThreshSESTCA Generated as an alarm when pre-forward error PTX Series routers

correction bit error rate count in the 24-hour
threshold is exceeded.

OTU::24HourThreshUASTCA Generated as an alarm when unavailable seconds  PTX Series routers
count in the 24-hour threshold is exceeded.

OTU:OtnLofAlam Generated as an OTN loss of signal alarm. PTX Series routers

OTU:OtnLosAlarm Generated as an OTN loss of frame alarm. PTX Series routers

OTU:OtnLomAlarm Generated as an OTN loss of multiframe alarm. PTX Series routers

OTU:OtnNoAlarm Generated as an OTN no alarm. PTX Series routers

OTU:OtuBdiAlarm Generated as an OTU backward defect indication =~ PTX Series routers
alarm.

OTU:OtuBiaeAlarm Generated as an OTU backward error indication PTX Series routers
alarm.

OTU:OtuDegAlarm Generated as an OTU degraded alarm. PTX Series routers

OTU:OtuFecExcessiveErrsAlarm Generated as an OTU excessive errors alarm. PTX Series routers

OTU:OtulaeAlarm Generated as an OTU incoming alignment defect  PTX Series routers
alarm.

OTU:OtuSsAlarm Generated as an OTU server signal alarm. PTX Series routers

OTU:OtuTimAlarm Generated as an OTN trail trace identifier PTX Series routers

mismatch defect alarm.

OTU:OtuTsfAlarm Generated as an OTU TOE security functionality PTX Series routers
(TSF) alarm.

Optical::LOS Generated as input loss of signal alarm. PTX Series routers

Optical::WavelenthLockErr Generated as wavelength lock error alarm. PTX Series routers

Optical::PowerHighAlarm Generated as Tx high power alarm. PTX Series routers
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type
Optical::PowerLowAlarm Generated as Tx low power alarm. PTX Series routers
Optical::BiasCurrentHighAlarm Generated as Bias Current High alarm. PTX Series routers
Optical::BiasCurrentLowAlarm Generated as Bias Current Low alarm. PTX Series routers
Optical::TemperatureHighAlarm Generated as Temperature High alarm. PTX Series routers
Optical::TemperaturelowAlarm Generated as Temperature low alarm. PTX Series routers
Optical::TxPLLLockAlarm Generated as transmitted phase-locked loop lock  PTX Series routers
alarm.
Optical::RxPLLLockAlarm Generated as received phase-locked loop lock PTX Series routers
alarm.
Optical::AvgPowerAlarm Generated as avaerage power alarm. PTX Series routers
Optical::RxLossAvgPowerAlarm Generated as Rx Loss Avg Power alarm. PTX Series routers
Optical::Lossof ACPowerAlarm Generated as Loss of AC Power alarm. PTX Series routers
Optical::TxPowerHighThreshAlert Generated as transmitted temperature high PTX Series routers
threshold setting trigger.
Optical::TxPowerLowThreshAlert Generated as transmitted temperature low PTX Series routers

threshold setting trigger.

Optical::RxPowerHighThreshAlert Generated as received temperature high threshold  PTX Series routers
setting trigger.

Optical::RxPowerLowThreshAlert Generated as received temperature low threshold  PTX Series routers
setting trigger.

Optical::ModuleTempHighThreshAlert Generated as temperature high threshold setting  PTX Series routers
trigger.

Optical::ModuleTempLowThreshAlert Generated as temperature low threshold setting PTX Series routers
trigger.

Optical::24HourTxPowerHighThreshAlert Generated as transmitted temperature high PTX Series routers

threshold setting trigger within the 24-hour period.

Optical::24HourTxPowerLow ThreshAlert Generated as transmitted temperature low PTX Series routers
threshold setting trigger within the 24-hour period.

Optical::24HourRxPowerHighThreshAlert Generated as received temperature high threshold  PTX Series routers
setting trigger within the 24-hour period.
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Table 18: Alarm Descriptions (continued)

Alarm Name

Optical::24HourRxPowerLowThreshAlert

Description

Device Type

Generated as received temperature low threshold  PTX Series routers
setting trigger within the 24-hour period.

Optical::24HourModuleTempHighThreshAlert

Generated as temperature high threshold setting  PTX Series routers

trigger within the 24-hour period.

Optical::24HourModuleTempLowThreshAlert

Generated as temperature low threshold setting PTX Series routers

trigger within the 24-hour period.

Optical::RxPowerHighAlarm Generated as received high power alarm. PTX Series routers
Optical::RxPowerLowAlarm Generated as received low power alarm. PTX Series routers
Optical::TxPowerHighWarning Generated as Rx high power warning. PTX Series routers
Optical::TxPowerLowWarning Generated as Rx high power warning. PTX Series routers
Optical::RxPowerHighWarning Generated as Rx high power warning. PTX Series routers
Optical::RxPowerLowWarning Generated as Rx high power warning. PTX Series routers

Optical::ModuleTempHigh

Generated as module temperature high warning.  PTX Series routers

Optical::ModuleTempLowWarning Generated as module temperature low warning. PTX Series routers

Optical::RxCarrierFregHigh Generated as received carrier frequency high PTX Series routers
warning.

Optical::RxCarrierFregLow Generated as received carrier frequency low PTX Series routers
warning.

Optical::ChromaticDispHighWarning

Generated as chromatic dispersion high warning.  PTX Series routers

Optical::ChromaticDispLowWarning

Generated as chromatic dispersion low warning. PTX Series routers

Optical::QLowWarning Generated as low quality factor warning. PTX Series routers

Optical::OSNRLowWarning Generated as low signal-to-noise ratio warning. PTX Series routers

Optical::CarrierFreqgHighAlert Generated as carrier frequency high threshold PTX Series routers
setting trigger.

Optical::CarrierFregLowAlert Generated as carrier frequency low threshold PTX Series routers
setting trigger.

Optical::24HourCarrierFregHighAlert Generated as carrier frequency high threshold PTX Series routers

setting trigger within the 24-hour threshold interval

period.
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type
Optical::24HourCarrierFregLowAlert Generated as carrier frequency low threshold PTX Series routers
setting trigger within the 24-hour threshold interval
period.
ILA Notification
ILA::edfaEabCaliTableErr Generated when the EDFA in the direction from PTX Series routers

optical supervisory channel (OSC) A to OSC B
(Eab) has a calibration table error.

ILA::edfaEabCaseTemperature Generated when the EDFA case temperature PTX Series routers
exceeds the configured threshold in the direction
from OSC A to OSC B.

ILA::edfaEablnputLOS Generated when the input loss of signal (LOS) is  PTX Series routers
detected in the direction from OSC A to OSC B.

ILA::edfaEabO0OG Generated when the Out-of-Service Out-of-Group ~ PTX Series routers
(O0S OOG) condition occurs in the direction from
OSC Ato OSC B.

ILA::edfaEabOOP Generated when the Out-of-Policy (OOP) PTX Series routers
condition occurs in the direction from OSC A to
OosCB.

ILA::edfaEabOutputLOS Generated when an output LOS condition occurs  PTX Series routers
in the direction from OSC A to OSC B.

ILA::edfaEabPumplEOL Generated when the end-of-life (EoL) state for PTX Series routers
pump 1 of the EDFA occurs in the direction from
OSC Ato OSCB.

ILA::edfaEabPump2EOL Generated when the end-of-life (EoL) state for PTX Series routers
pump 2 of the EDFA occurs in the direction from
OSC Ato OSCB.

ILA::edfaEabPumplTemperature Generated when the temperature exceeds the PTX Series routers
threshold for pump 1 of the EDFA occurs in the
direction from OSC A to OSC B.

ILA::edfaEabPump2Temperature Generated when the temperature exceeds the PTX Series routers
threshold for pump 1 of the EDFA occurs in the
direction from OSC A to OSC B.

ILA::edfaEabRFL Generated when the radio frequency loss (RFL) PTX Series routers
occurs for the EDFA occurs in the direction from
OSC Ato OSC B.

ILA::edfaEbaCaliTableErr Generated when the EDFA in the direction from PTX Series routers

optical supervisory channel (OSC) B to OSC A
(Eba) has a calibration table error.
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

ILA::edfaEbaCaseTemperature Generated when the EDFA case temperature PTX Series routers
exceeds the configured threshold in the direction
from OSC B to OSC A.

ILA::edfaEbalnputLOS Generated when the input loss of signal (LOS) is  PTX Series routers
detected in the direction from OSC B to OSC A.

ILA::edfaEbaOOG Generated when the Out-of-Gain (OOG) condition  PTX Series routers
occurs in the direction from OSC B to OSC A.

ILA::edfaEbaOOP Generated when the Out-of-Power (OOP) PTX Series routers
condition occurs in the direction from OSC B to
OSC A.

ILA::edfaEbaOQutputLOS Generated when an output LOS condition occurs  PTX Series routers

in the direction from OSC B to OSC A.

ILA::edfaEbaPumplEOL Generated when the end-of-life (EoL) state for PTX Series routers
pump 1 of the EDFA occurs in the direction from
OSC Bto OSC A.

ILA::edfaEbaPump2EOL Generated when the end-of-life (EoL) state for PTX Series routers

pump 2 of the EDFA occurs in the direction from
OSCBto OSC A.

ILA::edfaEbaPumplTemperature Generated when the temperature exceeds the PTX Series routers
threshold for pump 1 of the EDFA occurs in the
direction from OSC B to OSC A.

ILA::edfaEbaPump2Temperature Generated when the temperature exceeds the PTX Series routers
threshold for pump 1 of the EDFA occurs in the
direction from OSC B to OSC A.

ILA::edfaEbaRFL Generated when the radio frequency loss (RFL) PTX Series routers
occurs for the EDFA occurs in the direction from
OSC Bto OSC A.

ILA:ilaBoardTemperatureAbnormal Generated when the ILA board temperature PTX Series routers

reaches an abnormal level.

ILA::ilaCommunicationAbnormal Generated when the communication channel PTX Series routers
between the NMS system and the ILA reaches an
abnormal level.

ILA:ilaACPowerAbnormal Generated when the ILA AC power reaches an PTX Series routers
abnormal level.

ILA::ilaDCPowerAbnormal Generated when the ILA DC power reaches an PTX Series routers
abnormal level.

142 Copyright © 2019, Juniper Networks, Inc.



Chapter 4: Understanding Connectivity Services Director System Administration and Preferences

Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

ILA:ilaFan1OnlineAbnormal Generated when the ILA fan tray controller 1 that PTX Series routers
is online reaches an abnormal level.

ILA:ilaFan1SpeedAbnormal Generated when the speed of the ILA fan tray PTX Series routers
controller 1reaches an abnormal level.

ILA:ilaFan20nlineAbnormal Generated when the ILA fan tray controller 1 that PTX Series routers
is online reaches an abnormal level.

ILA:ilaFan2SpeedAbnormal Generated when the speed of the ILA fan tray PTX Series routers
controller 1reaches an abnormal level.

ILA:ilaFan30nlineAbnormal Generated when the ILA fan tray controller 1 that PTX Series routers
is online reaches an abnormal level.

ILA::ilaFan3SpeedAbnormal Generated when the speed of the ILA fan tray PTX Series routers
controller 1 reaches an abnormal level.

ILA::ilaSoftwareVersionAbnormal Generated when the ILA software versionreaches  PTX Series routers
an abnormal level.

ILA:ilaTableErr Generated when the ILA table error occurs. PTX Series routers

ILA::oscaAddPowerLOS Generated when the addition of power LOS PTX Series routers
condition occurs for the OSC A.

ILA::0oscaDropPowerLOS Generated when the dropping of power LOS PTX Series routers
condition occurs for the OSC A.

ILA::0oscbAddPowerLOS Generated when the addition of power LOS PTX Series routers
condition occurs for the OSC B.

ILA::0scbDropPowerLOS Generated when the dropping of power LOS PTX Series routers
condition occurs for the OSC B.

IPLC Notification

inxlplcFpcAwgAddLosAlarm Generated as the FPC arrayed waveguide gratings PTX3000 Packet
(AWG) add LOS alarm for the IPLC Transport Routers

jnxlplcFpcExplnLosAlarm Generated as the FPC input LOS alarm for the PTX3000 Packet
express-in mode of the IPLC. Transport Routers

jnxlplcFpcOscAddLosAlarm Generated as the FPC add LOS alarm for the PTX3000 Packet
optical supervisory channel (OSC) of the IPLC. Transport Routers

The OSC is an in-band channel used to
communicate with ILAs and other optical nodes
in the line system that are not directly accessible
over the DCN. OSC framing logic is implemented
in the FPGA.
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type
jnxlplcFpcOscDrpLosAlarm Generated as the FPC drop LOS alarm forthe OSC ~ PTX3000 Packet
of the IPLC. Transport Routers
jnxIplcFpcLinelnLosAlarm Generated as the FPC input line-in LOS alarm for  PTX3000 Packet
the IPLC. Transport Routers
inxlplcFpcEdfalRefPwAlarm Generated as the FPC erbium doped fiberamplifier PTX3000 Packet

(EDFA) 1reflect power alarm for the IPLC. EDFAI Transport Routers
is considered as ingress EDFA and EDFA2 is
considered as egress EDFA

inxlplcFpcEdfalOutPwAlarm Generated as the FPC EDFAT output power alarm  PTX3000 Packet
for the IPLC. Transport Routers
jnxIplcFpcEdfalOutGain Generated as the FPC EDFAI1 output gain alarm PTX3000 Packet
for the IPLC Transport Routers
jnxlplcFpcEdfalPumpEolAlarm Generated as the FPC EDFA1 pump end-of-life PTX3000 Packet
(EoL) alarm for the IPLC. Transport Routers
inxlplcFpcEdfalTempAlarm Generated as the FPC EDFA1 temperature alarm PTX3000 Packet
for the IPLC. Transport Routers
jnxIplcFpcEdfalOutLosAlarm Generated as the FPC EDFA1 output LOS alarm PTX3000 Packet
for the IPLC. Transport Routers
jinxlplcFpcEdfallnLosAlarm Generated as the FPC EDFAT input LOS alarm for  PTX3000 Packet
the IPLC. Transport Routers
jnxIplcFpcEdfa2RefPwAlarm Generated as the FPC erbium doped fiberamplifier PTX3000 Packet

(EDFA) 1 reflect power alarm for the IPLC. EDFA1 Transport Routers
is considered as ingress EDFA and EDFA2 is
considered as egress EDFA

jnxIplcFpcEdfa20utPwAlarm Generated as the FPC EDFA2 output power alarm  PTX3000 Packet
for the IPLC. Transport Routers
jnxlplcFpcEdfa20utGainAlarm Generated as the FPC EDFA2 output gain alarm PTX3000 Packet
for the IPLC Transport Routers
jnxlplcFpcEdfa2PumpEolAlarm Generatd as the FPC EDFA2 pump end-of-life PTX3000 Packet
(EoL) alarm for the IPLC. Transport Routers
jnxlplcFpcEdfa2TempAlarm Generated as the FPC EDFA2 temperature alarm PTX3000 Packet
for the IPLC. Transport Routers
jnxIplcFpcEdfa20utLosAlarm Generated as the FPC EDFA2 output LOS alarm PTX3000 Packet
for the IPLC. Transport Routers
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

jnxlplcFpcEdfa2lnLosAlarm Generated as the FPC EDFAZ2 input LOS alarm for PTX3000 Packet
the IPLC. Transport Routers

jnxlplcFpcWssTempAlarm Generated as the FPC wavelength selective PTX3000 Packet

switching (WSS) temperature alarm for the IPLC.  Transport Routers

jnxIplcFpcWssVoltAlarm Generated as the FPC WSS voltage alarm forthe  PTX3000 Packet
IPLC. Transport Routers
jnxlplcFpcinterDiagAlarm Generated as the FPC internal diagnostic alarm PTX3000 Packet
for the IPLC. Transport Routers
jnxlplcFpcFwCnsistAlarm Generated as the FPC firmware consistencyalarm  PTX3000 Packet
for the IPLC. Transport Routers
inxlplcFpcHwFailAlarm Generated as the FPC hardware failure alarm for ~ PTX3000 Packet
the IPLC. Transport Routers
jnxIplcFpcFwFailAlarm Generated as the FPC firmware failure alarm for PTX3000 Packet
the IPLC. Transport Routers
inxlplcFpcOcmPFailAlarm Generated as the FPC optical channel module PTX3000 Packet
(OCM) failure alarm for the IPLC. Transport Routers
jnxIplcFpcWssFailAlarm Generated as the FPC WSS failure alarm for the PTX3000 Packet
IPLC. Transport Routers
jnxlplcFpcEdfa2FailAlarm Generated as the FPC EDFA2 failure alarm forthe  PTX3000 Packet
IPLC. Transport Routers
inxlplcFpcEdfalFailAlarm Generated as the FPC EDFAT alarm for the IPLC. PTX3000 Packet

Transport Routers

jnxlplcFpcPwrFailAlarm Generated as the FPC power rail failure alarm for ~ PTX3000 Packet
the IPLC. Transport Routers
inxIplcOscTxPowerHigh15minAlert Generated asanalarmwhenthe OSC transmitted PTX3000 Packet
high power exceeds the threshold within the Transport Routers

15-minute interval for the IPLC.

jnxIplcOscTxPowerLow15minAlert Generated asanalarmwhenthe OSC transmitted PTX3000 Packet
low power exceeds the threshold within the Transport Routers
15-minute interval for the IPLC.

inxIplcOscRxPowerHigh15minAlert Generated as an alarm when the OSC received PTX3000 Packet
high power exceeds the threshold within the Transport Routers
15-minute interval for the IPLC.
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Table 18: Alarm Descriptions (continued)

Alarm Name

jnxlplcOscRxPowerLow15minAlert

Description

Generated as an alarm when the OSC received
low power exceeds the threshold within the
15-minute interval for the IPLC.

Device Type

PTX3000 Packet
Transport Routers

jnxlplcOscFiberLosHigh15minAlert

jnxIplcOscFiberLosLowl5minAlert

Generated as an alarm when the OSC fiber high
LOS exceeds the threshold within the 15-minute
interval for the IPLC.

Generated as an alarm when the OSC fiber low
LOS exceeds the threshold within the 15-minute
interval for the IPLC.

PTX3000 Packet
Transport Routers

PTX3000 Packet
Transport Routers

jnxIplcLineOutVoaHigh15minAlert

Generated as the line-out Variable Optical
Attenuator (VOA) high threshold setting trigger
within the 15-minute period for the IPLC.

PTX3000 Packet
Transport Routers

jnxIplcLineOutVoalLowl15minAlert

Generated as the line-out Variable Optical
Attenuator (VOA) low threshold setting trigger
within the 15-minute period for the IPLC.

PTX3000 Packet
Transport Routers

jnxlplcingressEdfalnputPwHigh15minAlert

Generated as the ingress EDFA input power high
threshold setting trigger within the 15-minute
period for the IPLC.

PTX3000 Packet
Transport Routers

jnxIplcingressEdfalnputPwlLowl15minAlert

Generated as the ingress EDFA input power low
threshold setting trigger within the 15-minute
period for the IPLC.

PTX3000 Packet
Transport Routers

jinxlplcOcmPwHigh15minAlert

Generated as the OCM module power high
threshold setting trigger within the 15-minute
period for the IPLC.

PTX3000 Packet
Transport Routers

jinxlplcOcmPwLow15minAlert

Generated as the OCM module power low
threshold setting trigger within the 15-minute
period for the IPLC.

PTX3000 Packet
Transport Routers

inxlplcOscTxPowerHigh24hourAlert

Generated as the OSC transmitted high power
threshold setting trigger within the 15-minute
period for the IPLC.

PTX3000 Packet
Transport Routers

inxIplcOscTxPowerLow24hourAlert

Generated as the OSC transmitted high power
threshold setting trigger within the 15-minute
period for the IPLC.

PTX3000 Packet
Transport Routers

jnxlplcOscRxPowerHigh24hourAlert

Generated as an alarm when the OSC received
high power exceeds the threshold within the
24-hour interval for the IPLC.

PTX3000 Packet
Transport Routers

jnxIplcOscRxPowerLow24hourAlert

Generated as an alarm when the OSC received
low power exceeds the threshold within the
24-hour interval for the IPLC.

PTX3000 Packet
Transport Routers
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type
jnxIplcOscFiberLosHigh24hourAlert Generated as an alarm when the OSC fiber high PTX3000 Packet
LOS exceeds the threshold within the24-hour Transport Routers

interval for the IPLC.

inxlplcOscFiberLosLow24hourAlert Generated as an alarm when the OSC fiber low PTX3000 Packet
LOS exceeds the threshold within the 24-hour Transport Routers
interval for the IPLC.

jnxIplcLineOutVoaHigh24hourAlert Generated as the line-out Variable Optical PTX3000 Packet
Attenuator (VOA) high threshold setting trigger Transport Routers
within the 24-hour period for the IPLC.

jnxIplcLineQutVoalLow24hourAlert Generated as the line-out Variable Optical PTX3000 Packet
Attenuator (VOA) low threshold setting trigger Transport Routers
within the 24-hour period for the IPLC.

jnxlplcingressEdfalnputPwHigh24hourAlert Generated as the ingress EDFA input high power PTX3000 Packet
threshold setting trigger within the 24-hour period  Transport Routers
for the IPLC.

jnxIplcingressEdfalnputPwlLow24hourAlert Generated as the ingress EDFA input low power PTX3000 Packet
threshold setting trigger within the 24-hour period  Transport Routers
for the IPLC.

jnxlplcingressEdfaOutputPwHigh24hourAlert Generated as the ingress EDFA output high power PTX3000 Packet
threshold setting trigger within the 24-hour period  Transport Routers
for the IPLC.

jnxIplcingressEdfaOutputPwlLow24hourAlert Generated as the ingress EDFA output low power  PTX3000 Packet
threshold setting trigger within the 24-hour period  Transport Routers
for the IPLC.

inxlplcingressEdfaSignalPwHigh24hourAlert Generated as the ingress EDFA signal high power  PTX3000 Packet
threshold setting trigger within the 24-hour period  Transport Routers
for the IPLC.

inxlplcingressEdfaSignalPwLow24hourAlert Generated as the ingress EDFA signal low power PTX3000 Packet
threshold setting trigger within the 24-hour period  Transport Routers
for the IPLC.

jnxlplcingresseEdfaPumpCurrentHigh24hourAlert Generated as the ingress EDFA pump current high  PTX3000 Packet

temperature threshold setting trigger within the Transport Routers
24-hour period for the IPLC.

jnxlplcingressedfaPumpCurrentLow24hourAlert Generated as the ingress EDFA pump current low  PTX3000 Packet
temperature threshold setting trigger within the Transport Routers
24-hour period for the IPLC.

jnxIplcEgressEdfalnputPwHigh24hourAlert Generated as the egress EDFA input high power PTX3000 Packet
threshold setting trigger within the 24-hour period  Transport Routers
for the IPLC.
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Table 18: Alarm Descriptions (continued)

Alarm Name Description

Generated as the egress EDFA input low power
threshold setting trigger within the 24-hour period
for the IPLC.

jnxIplcEgressEdfalnputPwlLow24hourAlert

Device Type

PTX3000 Packet
Transport Routers

Generated as the egress EDFA output high power
threshold setting trigger within the 24-hour period
for the IPLC.

inxlplcEgressEdfaOutputPwHigh24hourAlert

Generated as the egress EDFA output low power
threshold setting trigger within the 24-hour period
for the IPLC.

jnxIplcEgressEdfaOutputPwlLow?24hourAlert

PTX3000 Packet
Transport Routers

PTX3000 Packet
Transport Routers

Generated as the egress EDFA signal high power
threshold setting trigger within the 24-hour period
for the IPLC.

jnxIplcEgressEdfaSignalPwHigh24hourAlert

PTX3000 Packet
Transport Routers

Generated as the egress EDFA signal low power
threshold setting trigger within the 24-hour period
for the IPLC.

jnxIplcEgressEdfaSignalPwLow24hourAlert

PTX3000 Packet
Transport Routers

Generated as the egress EDFA pump current high
temperature threshold setting trigger within the
24-hour period for the IPLC.

inxIplcEgressEdfaPumpCurrentHigh24hourAlert

PTX3000 Packet
Transport Routers

Generated as the egress EDFA pump current low
temperature threshold setting trigger within the
24-hour period for the IPLC.

jnxIplcEgressEdfaPumpCurrentLow24hourAlert

PTX3000 Packet
Transport Routers

jnxIplcPowerMonitorAwgAddHigh24hourAlert Generated as the power monitor AWG add high
threshold setting trigger within the 24-hour period

for the IPLC.

PTX3000 Packet
Transport Routers

jinxlplcPowerMonitorAwgAddLow24hourAlert Generated as the power monitor AWG add low
threshold setting trigger within the 24-hour period

for the IPLC.

Generated as the power monitor express-in mode
high threshold setting trigger within the 24-hour
period for the IPLC.

jinxIplcPowerMonitorExpressinHigh24hourAlert

PTX3000 Packet
Transport Routers

PTX3000 Packet
Transport Routers

Generated as the power monitor express-in mode
low threshold setting trigger within the 24-hour
period for the IPLC.

inxIplcPowerMonitorExpressinLow24hourAlert

PTX3000 Packet
Transport Routers

Generated as the OCM module power high
threshold setting trigger within the 24-hour period
for the IPLC.

jnxlplcOcmPwHigh24hourAlert

PTX3000 Packet
Transport Routers

Generated as the OCM module power low
threshold setting trigger within the 24-hour period
for the IPLC.

jinxlplcOcmPwLow24hourAlert

PTX3000 Packet
Transport Routers
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type
jinxlplcFpcSfpLosAlarm Generated as the FPC SFP loss of signal (LOS) PTX3000 Packet
alarm for the IPLC. Transport Routers
jnxlplcFpcSfpLofAlarm Generated as the FPC SFP loss of frame (LOF) PTX3000 Packet
alarm for the IPLC. Transport Routers
L2ALD

L2aldGlobalMacLimitAlarm

Generated when the MAC limit is reached for the
entire system. This trap is sent only once, when

the limit is reached.

ACX, M, MX, and
PTX Series routers

L2aldInterfaceMacLimitAlarm

Generated when the given interface reaches the

MAC limit (jnxl2aldInterfaceMacLimit).

ACX, M, MX, and
PTX Series routers

L2aldRoutingInstMacLimitAlarm

Generated when the MAC limit is reached for a
given routing instance (jnxl2aldRoutingInst).

ACX, M, MX, and
PTX Series routers

L2CP

LacpTimeOutAlarm

Generated when LACP has timed out.

ACX, M, MX, and
PTX Series routers

PortBpduErrorStatusChangeTrapAlarm

Generated when the port’s BPDU error state

(no-error or detected) changes.

ACX, M, MX, and
PTX Series routers

PortLoopProtectStateChangeTrapAlarm

Generated when the port’s loop-protect state

(no-error or loop-prevented) changes.

ACX, M, MX, and
PTX Series routers

PortRootProtectStateChangeTrapAlarm

Generated when the port’s root-protect state

(no-error or root-prevented) changes.

ACX, M, MX, and
PTX Series routers

MAC Forwarding Database (MACFDB)

MacChangedNotificationAlarm

Generated when MAC addresses of the monitored

devices are learned or removed from the
forwarding database (FDB).

ACX, M, MX, and
PTX Series routers

Misc.
Counter Measures Alarm Generated when counter measures are started Wireless LAN
against a rogue device. controller
Device Configuration Saved Generated when the running configuration of the ~ Wireless LAN
switch is written to the configuration file. controller
Multimedia Call Failure Generated when a multimedia call fails. Wireless LAN
controller
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Table 18: Alarm Descriptions (continued)

Alarm Name Description Device Type

PoE failure Generated when Power over Ethernet (PoE) has ACX, M, MX, and
failed on the indicated port. PTX Series routers

Network Service

LSP Service Generated when an LSP service is affected. ACX, M, MX, and

PTX Series routers

VPN Service Generated when an E-LAN service is affected. ACX, M, MX, and
PTX Series routers

Passive Monitoring (PassiveMonitoring)

PMonOverloadSetAlarm Generated when an overload conditionis detected  ACX, M, MX, and
on a Passive Monitoring Interface. PTX Series routers

Ping

PingEgresslitterThresholdExceededAlarm Generated when egress time jitter ACX, M, MX, and
(jnxPingMaxEgressUs minus PTX Series routers

jnxPingResultsMinEgressUs) exceeds the
configured threshold
(jnxPingCtlEgresslitterThreshold) causing the
egresslitterThreshold bit to be set.

PingEgressStdDevThresholdExceededAlarm Generated when the standard deviation of the ACX, M, MX, and
egress time (jnxPingResultsStddevEgressUs) PTX Series routers
exceeds the configured threshold
(jnxPingCtlEgressTimeThreshold) and causes the
egress bit to be set.

PingEgressThresholdExceededAlarm Generated when the egress time ACX, M, MX, and
(jnxPingResultsStdevEgressUs) exceeds the PTX Series routers
configured threshold
(jnxPingCtlEgressTimeThreshold) and the egress
threshold bit is set in jnxPingCtlTrapGeneration.

PinglngresslitterThresholdExceededAlarm Generated when ingress time jitter ACX, M, MX, and
(jnxPingResultsMaxIngressUs minus PTX Series routers
jnxPingResultsMiningressUs) exceeds the
configured threshold
(jnxPingCtlingresslitterThreshold) and the
ingresslitterThreshold bit is set in

jnxPingCtlTrapGeneration.
PinglngressStddevThresholdExceededAlarm Generated when the standard deviation of the ACX, M, MX, and
ingress time (jnxPingResultsStdDevingressUs) PTX Series routers

exceeds the configured threshold
(jnxPingCtlingressStddevThreshold) and the
ingress StdDevThreshold bit is set in
jnxPingCtlTrapGeneration.
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Table 18: Alarm Descriptions (continued)

Alarm Name Description

PinglngressThresholdExceededAlarm Generated when the ingress time jitter
(jnxPingResultsIngressUs) exceeds the configured
threshold (jnxPingCtlingressTimeThreshold) and
the ingress threshold bit
(jnxPinglngressThresholdExceeded) is set in
jnxPingCtlTrapGeneration.

Device Type

ACX, M, MX, and
PTX Series routers

PingRttJitterThresholdExceededAlarm Generated when the round trip time jitter
(jnxPingResultsMaxRttUs minus
jnxPingResultsMinRttUs) exceeds the configured
threshold (jnxPingCtlRttJitterThreshold) and the
rttJitterThreshold bit is set in
jnxPingCtlTrapGeneration.

PingRttStdDevThresholdExceededAlarm Generated when the standard deviation of the
round trip time (jnxPingResultsStdDevRttUs)
exceeds the configured threshold
(jnxPingCtIRTTStdDev) and the
rttStdDevThreshold bit is set in
jnxPingCtlTrapGeneration.

ACX, M, MX, and
PTX Series routers

ACX, M, MX, and
PTX Series routers

PingRttThresholdExceededAlarm Generated when the round trip time
(jnxPingCtlRttThreshold) exceeds the configured
threshold (jnxPingCtlRttThreshold) and the
rttThreshold bit is set in jnxPingCtlTrapGeneration.

ACX, M, MX, and
PTX Series routers

RMon

RmonAlarmGetFailureAlarm Generated when a GET request for an alarm
variable returns an error. The specific error is
identified by a varbind in
jnxRmonAlarmGetFailReason.

ACX, M, MX, and
PTX Series routers

Changing the Severity of Individual Alarms

You can change the severity of the alarms to match your corporate procedures and
guidelines. For example, at your company a DoS attack might be considered a critical
alarm, while Connectivity Services Director has a default severity for DoS attacks as a
major alarm. Alarms appear on both tabsin the Individual Alarms and Threshold Settings

section: Alarm Settings and Threshold Settings.

To change the severity of an alarm:

1. Select the current severity in the Severity column. A list of the severity levels appear.

2. Select the new severity level for the alarm.

3. Click OK and Yes to confirm the change to the severity setting.
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To configure alarm notifications, see “Configuring Individual Alarm Notifications” on
page 152.

Configuring Threshold Alarms

Threshold alarms are alarms that are generated when a monitored value crosses the
configured threshold. They provide enhanced visibility into potential issues on the network.
You configure and manage threshold alarms the same way as other alarms. You also
have the option of setting the threshold level of individual threshold alarms.

To set threshold alarm thresholds:

1. Select the Threshold Settings tab in the Individual Alarms and Threshold settings
section of the Fault tab.

2. Click Edit Settings in the Threshold Settings column of the alarm threshold you want
to edit.

3. Set the threshold in the window that opens.

4. Click Save to save the new threshold.

To configure alarm notifications, see “Configuring Individual Alarm Notifications” on
page 152.

Configuring Individual Alarm Notifications

You can configure e-mail notifications to be sent when an individual alarm is generated.
When you enable notification for an alarm, the notifications are sent to the e-mail
addresses configured for the alarm and the addresses configured for global alarm
notifications. Alarms appear on both tabs in the Individual Alarms and Threshold Settings
section: Alarm Settings and Threshold Settings.

To configure e-mail notification for an alarm name:

1. Select the check box in the alarm’s Notification column.

If you later want to disable notification for the alarm, clear the check box.

2. Click Edit Notification in the Notification column. The Alarm Notification Details window
opens.

3. Enteroneormore e-mail addresses in the Notification Email Addresses field. Separate
addresses with a comma (,).

You can later edit the addresses to send notifications to different addresses.
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4, (Optional) Enter a comment in the Comments field. This comment is included in the
e-mail notification message.

5. Click Save.

Disabling Optical Performance Monitoring

From the Optical tab of the Preference page, you can disable optical performance
monitoring by selecting the Disable Optical Performance Monitoring check box.

Select the Disable Optical Performance Monitoring check box, if you do not intend to store
optical parameters.

Specifying NorthStar Controller Preferences

Starting from Release 3.0 onward, you can choose NorthStar Controller to manage LSPs
from the Connectivity Services Director user interface. The NorthStar tab in the Preferences
page displays the attributes listed in Table 19 on page 153.

Table 19: NorthStar Controller Preferences

Fields Description

Enable NorthStar LSP Management Select this check box to manage LSPs through the NorthStar Controller server.
PCEP for Provisioning Select this check box to enable PCEP as the provisioning type for LSPs.
Provisioning Type Select either RSVP or Segment Routing as the provisioning type.

Default: RSVP

Credentials Enter the NorthStar server IP, Username, and Password to validate your access to
the NorthStar server.

See Also . Understanding Connectivity Services Director User Administration on page 26
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Working with the Dashboard

« About the Dashboard on page 157
« Using the Dashboard on page 159
« Dashboard Widget Reference on page 161
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CHAPTER S5

About the Dashboard

« Understanding the Dashboard on page 157

Understanding the Dashboard

When you log in to the Connectivity Services Director interface, the first page that is
displayed is the Dashboard page. Service Dashboard and Monitoring provide a proactive
account of the services and devices health status and working efficiency of devicesin a
bird's eye, comprehensive, and intuitive format at the network level and service levels. A
single pane of glass (SPOG) view helps the operator to view various alarms and quickly
identify and isolate issues. The dashboard and monitoring feature aggregates and
correlates data from different sources such as SNMP and system event logs. The defined
threshold values enable operators to specify monitoring criteria critical for service
operations and administration. The performance management view also highlights the
top or first three non-confirming devices and provides a historical context with time graph
and additional data from the logging system. The Dashboard page contains several
monitors or frames.

The Dashboard is a customizeable page to view information about the network, and is
the default page that opens when you log in. You select monitoring widgets to display
on the Dashboard that show various information about the network. The Dashboard is
a view. To open a different view, select a view from the Views list in the Connectivity
Services Director banner.

Related . Using Dashboard Widgets on page 159
Documentation
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CHAPTER 6

Using the Dashboard

« Using Dashboard Widgets on page 159

Using Dashboard Widgets

The Dashboard is a customizeable page for viewing information about the network. You
select monitoring widgets to display on the Dashboard that show various information
about the network. The Dashboard is the default view that opens when you log in. When
a different view is selected, select Dashboard View from the Select View list in the
Connectivity Services Director banner to open the Dashboard.

To select what appears on the Dashboard:

1. To add a monitor to the Dashboard:

a. Select Add Widgets. Thumbnails of the available widgets appear.

b. To add a widget to the Dashboard, mouse over the widget’s thumbnail, then click
the Add button that appears on the widgets.

c. Whenyou are finished adding widgets, click Done. The new widgets appear on the
Home page.

2. Torefresh a widget’s data, click the Refresh button in its title bar.

3. To see additional information for a widget, click the Maximize button in the widget’'s
title bar.

4. Toremove a widget from the Dashboard, click the Close button (X) in its title bar.

5. To open online help for a widget, click the Help button (?) in its title bar.

6. To move a widget, click its title bar and drag it to the new location.

Related . Understanding the Dashboard on page 157
Documentation
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Dashboard Widget Reference

« Device Alarms Widget on page 161

« Service Alarms by Severity Widget on page 162

« Config Deployment Jobs Status Widget on page 162

» Device & Port Utilization Heatmap Widget on page 163
« Port Status - Physical Widget on page 167

Device Alarms Widget

The Device Alarms widget displays summary information about alarms generated for
the devices present in the network that is managed by Connectivity Services Director.
The summarized way in which you can view statistical details enables you to examine
the health and operating-efficiency of devices, and the performance of services. It provides
a bird's eye, high-level view of parameters that enables effective and simplified
troubleshooting and administration. For example, if you find that a particular device has
recorded a large number of critical or major alarms, you can then navigate to the
Monitoring page or the appropriate device settings page to correct and modify the
attributes or diagnose the problems that might be generating the alarms.

Critical, major, and minor alarms are displayed in a pie chart with percentage values of

each type of alarm. When you move the mouse over the segments of the pie chart, the
total number of alarms of each type are displayed. Mouse over each segment in the pie
chart to highlight and display the number of alarms for each severity level.

Alarm severity levels are:

« Critical (Red)—A critical condition exists; immediate action is necessary.
- Major (Orange)—A major error has occurred; escalate or notify as necessary.
- Minor (Yellow)—A minor error has occurred; notify or monitor the condition.

. Info (Wedgewood Blue)—An informational message; no action is necessary.
Informational alarms do not necessarily indicate an error. It could indicate that a device
or entity has changed state.

Related . Service Alarms by Severity Widget on page 162

Documentation . Port Status - Physical Widget on page 167
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« Config Deployment Jobs Status Widget on page 162

. Device & Port Utilization Heatmap Widget on page 163

Service Alarms by Severity Widget

Related
Documentation

The Service Alarms by Severity widget displays comprehensive and cohesive details
about the alarms generated by different devices for which services, such as E-Line, IP,
LSPs, and E-LAN, are configured. You can view critical, salient information about the
configured devices and services in an intuitive, easily-navigable format. The summarized
way in which you can view statistical details enables you to examine the health and
operating-efficiency of devices, and the performance of services. These alarm details
enable effective and simplified troubleshooting and administration. For example, if you
find that a particular device has recorded a large number of critical or major alarms for
aservice, you can then navigate to the design and provisioning pages of the type of service
to correct and modify the attributes or diagnose the problems that might be generating
the alarms.

Critical, major, and minor alarms are displayed in a pie chart with percentage values of
each type of alarm. When you move the mouse over the segments of the pie chart, the
total number of alarms of each type are displayed.

Alarm severity levels are:

« Critical (Red)—A critical condition exists; immediate action is necessary.
. Major (Orange)—A major error has occurred; escalate or notify as necessary.
« Minor (Yellow)—A minor error has occurred; notify or monitor the condition.

- Info (Wedgewood Blue)—An informational message; no action is necessary.
Informational alarms do not necessarily indicate an error. It could indicate that a device
or entity has changed state.

« Device & Port Utilization Heatmap Widget on page 163
« Port Status - Physical Widget on page 167

« Device Alarms Widget on page 161

« Config Deployment Jobs Status Widget on page 162

Config Deployment Jobs Status Widget

The Config Deployment Jobs Status widget provides summary and detailed information
about the status of configuration deployment jobs.

This topic describes:

« Config Deployment Jobs Status Widget Summary on page 163
« Config Deployment Jobs Status Widget Details on page 163

162
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Config Deployment Jobs Status Widget Summary

The Config Deployment Jobs Status widget displays summary information about the
status of configuration deployment jobs. The information appears in a table. The vertical
axis lists the job statuses. The horizontal axis shows the times when job status data was
collected. You can do the following tasks:

« Select a time period to view from the Deployment Trend list.

« Click the Refresh button to refresh the information displayed.

Config Deployment Jobs Status Widget Details

Related
Documentation

To open the Config Deployment Jobs Status widget details page, click the Maximize
buttonin the widget’s title bar. The Config Deployment Jobs Status widget details window
displays detailed information about the status of configuration deployment jobs. The
page shows the same summary information table as the widget. It also shows a table
of detailed configuration job status information. To close the details page, click the
Minimize button in the title bar.

« Device Alarms Widget on page 161
« Service Alarms by Severity Widget on page 162
« Port Status - Physical Widget on page 167

. Device & Port Utilization Heatmap Widget on page 163

Device & Port Utilization Heatmap Widget

The Device & Port Utilization Heatmap widget provides a graphical view of device port
utilization percentage. The heat map represents each device as a color-coded box. The
color coding indicates the overall level of port utilization on a device. Cooler colors (for
example, green) indicate lower port utilization , while hotter colors (for example, red)
indicate higher port utilization.

You can view the utilization level for each port on a device by clicking on the box
representing the device. A heat map is displayed that represents each port on the device
as a color-coded box, with the color coding representing the level of port utilization.

« Using the Global Controls on page 164

« Interacting with the Heat Maps on page 164

« Viewing Active Flows on a Port on page 164

« Flow Analysis Details Window on page 165
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Using the Global Controls

Use the controls in the upper right corner to make global changes to how the device and
port heat maps are displayed. You can:

. Select the time period over which device utilization and port utilization are shown.

« Display information about the devices or the ports in either graphical heat map or

tabular format by clicking either 2 (graphical) or = (tabular).

Select how to organize the heat map by clicking the Settings icon ( o ), and then
selecting an option from the Group Devices By list. Each option creates a different view
of the heat map, with device boxes grouped according to your selection.

Interacting with the Heat Maps

You can interact with the device and port heat maps as follows:

« If you have grouped the devices by location, you can drill down into the heat map’s
hierarchy by clicking one of the device container names (for example, a site or building).
To move back up the hierarchy, click the navigation arrows above the heat map.

. Mouse over a device box to see detailed device-level port utilization information in a
pop-up window. In the pop-up window, you can click the View top 5 ports link to view
the top five ports that use the most bandwidth on the device.

« Click on a device box to display a heat map of the ports on the device. In this port-level
heat map, each port is represented by a box that is color-coded to show its level of
utilization. To return to the device view, click the navigation arrows above the heat
map.

- Mouse over a port box to display information about the port—such as port name, status,
speed, and percent utilization—in a pop-up window. For ports on devices that support
Cloud Analytics Engine, you can view any existing flow analysis results on flows through
the port by clicking View active flows through this link. See “Viewing Active Flows on a
Port” on page 164 for more information.

« Slide the circular controls along the bar under the heat map to Filter the devices or
ports shown in the heat map by degree of port utilization..

Viewing Active Flows on a Port

For devices that support Cloud Analytics Engine, you can view the results of the most
recent flow analysis traces on application flows on the port by mousing over the port
and clicking View active flows through this link. The Current Active Flows window is
displayed.

The Current Active Flows window lists only application flows for which flow analysis
traces exist—there might be other active application flows on the port that are not shown.
Each flow is uniquely defined by source IP address and TCP/UDP port, destination IP
address and TCP/UDP port, and transport protocol. Table 20 on page 165 describes the
fields in this window.

164
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Table 20: Fields in the Current Active Flows Window

Field Description

Source IP Source IP address and source TCP/UDP port for the flow. In the case of a flow between two
Source Port VMS, the IP address is the source VTEP address.

If the port is associated with a well-known service, the service name is also shown.

Destination IP Destination IP address and destination TCP/UDP port for the flow. In the case of a flow between
Destination Port two VMS, the IP address is the destination VTEP address.

If the port is associated with a well-known service, the service name is also shown.

Protocol Either TCP or UDP.

Bandwidth Bandwidth used by the flow. This is a count of the number of packets through the port for the
flow up to this point in time.

For a value to be displayed in this field, flow analysis must have been performed on flow with
the Capture Bandwidth option enabled.

Flow Analysis Click View Results to see the results of the most recent flow analysis trace. The Flow Analysis
Details window opens.

NOTE: The View Results link is not available for VM to VM flows.

Flow Analysis Details Window
The Flow Analysis Details window provides detailed information about a flow trace.
The Flow Analysis Details window is divided into three sections:

« The flow path diagram—This diagram shows the path taken by a probe through the
network. By default, the path shown is the path taken by the probe that experienced
the highest per-hop latency in the trace. You can change this diagram to reflect the
path taken by a different probe by selecting the probe from the top Latency Trend
chart.

. Latency Trend charts—These charts show the change in latency experienced by the
probes during the trace. The bars in the top chart are grouped by completed probes,
with each bar in a probe group representing the latency experienced by the probe at a
hop. By clicking on a probe group, you can change the flow path diagram and the
Analysis Results section to reflect the results of that probe. For traces of long duration,
the bar chart shows only a portion of the trace results.

The bottom area chart graphs the highest latency experienced by each probe over the
entire duration of the trace. You can use the provided controls to focus on a portion of
the trace—the portion you choose is reflected in the top bar chart. By default, the focus
is on the portion of the trace that had the highest latency. If the trace is ongoing, a
rotating circle appears at the end of the plotted area and the chart is periodically
refreshed to show new results.
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Both charts display a path change icon ( 0) when the path a probe takes through the
network differs from the path taken by the previous probe.

« Analysis Results—This section provides details about the overall trace results and

about the selected probe:

- The Latency table provides overall latency information for the trace: the highest and
lowest latency experienced at a single hop and the average latency of all hops.

- The Latency for Selected Path table shows the latency experienced by the selected
probe at each hop.

You can perform the following actions in the Flow Analysis Details window.
General actions:

. For bidirectional traces, you can select the direction for which you want results by

clicking one of the arrows at the top of the window (these arrows do not appear for
unidirectional traces).

. To stop an active flow analysis, click Stop Flow Analysis at the bottom of the window.

When you stop an active flow analysis, the results up to the time you stopped the flow
analysis are retained and the previously active trace is marked as complete.

On the flow path diagram, you can:

- Reposition the topology diagram by dragging it or reposition devices by dragging them.
« Zoom in or out by clicking the plus or minus signs on the left.

« Mouse over the link connecting two devices to get the connecting port names. The

names are displayed in green if the link is up and in red if the link is down.

« Mouse over a device to view details about the device, such as name, connection state,

and IP address. The details shown depends on the device type.

If a device in the flow path does not support Cloud Analytics Engine, it is shown in the
diagram in light grey color and minimal details, such as IP address, are available.

- Display the traffic statistics for switches by mousing over the device to display the

device details and clicking the Show Traffic Data link. If you selected the Capture
Bandwidth option when you started the flow analysis, the flow bandwidth is also
displayed along with the traffic statistics.

« Display the active flows associated with a VM, BMS, or virtualized host by mousing
over the device and clicking Show Active Flows in the details box.

On the Latency Trend charts, you can:

« Mouse over a bar group in the top bar chart. A pop-up box displays the latency figures
for each hop taken by the probe.

« Click a bar group in the top bar chart. The flow path diagram and the Analysis Results
change to reflect the information for the probe.

166
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« Mouse over a path change iconin the top bar chart. Information about the old and new
paths is displayed.

« Change the span and position of the focus indicator on the bottom area chart:
- Toincrease or decrease the time span of the focus—in other words, to zoom in or

zoom out on a portion of the trace—click on one of the handle controls (/")) and
move it in either direction.

- To change the focus to another time period, click on the arrows at either end of the
slider bar.

Related . Config Deployment Jobs Status Widget on page 162
Documentation
. Device Alarms Widget on page 161
. Service Alarms by Severity Widget on page 162

. Port Status - Physical Widget on page 167

Port Status - Physical Widget

The Port Status - Physical widget provides summary and detailed information about the
status of physical ports on managed devices.

This topic describes:

« Port Status - Physical Widget Summary on page 167
« Port Status - Physical Widget Details on page 167

Port Status - Physical Widget Summary

The Port Status - Physical widget displays summary information about the status of
physical ports on managed devices. It has the following pie charts:

. Admin Status pie chart—Shows the distribution of ports that are administratively up
ordown and states the total number of ports. Mouse over a chart segment to see more
information about it.

. Freevs.Used pie chart—Shows the distribution of ports that are free or used and states
the total number of ports. Mouse over a chart segment to see more information about
it.

Port Status - Physical Widget Details

The Port Status - Physical widget details window has a table containing detailed
information about the status of physical ports on managed devices. See Port Status
Monitor for descriptions of the table columns.

Related . Config Deployment Jobs Status Widget on page 162

Documentation . Device Alarms Widget on page 161

Copyright © 2019, Juniper Networks, Inc. 167



Connectivity Services Director User Guide

« Service Alarms by Severity Widget on page 162

. Device & Port Utilization Heatmap Widget on page 163
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Working in Build Mode

« About Build Mode on page 171

« Discovering Devices on page 179

« Creating Custom Device Groups on page 185

« Configuring Quick Templates on page 191

« Configuring Device Settings on page 199

« Configuring Class of Service (CoS) on page 217

« Configuring Link Aggregation Groups (LAGs) on page 243

« Managing Network Devices on page 249
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About Build Mode

« Understanding Build Mode in Views Other than Service View of Connectivity Services
Director on page 171

« Understanding the Build Mode Tasks Pane in Views Other than Service View on page 174

Understanding Build Mode in Views Other than Service View of Connectivity Services

Director

Discovering Devices

In Build mode, you build the network managed by Junos Space Connectivity Services
Director. It provides you with the ability to use device discovery to bring devices under
Connectivity Services Director management, to customize your view of the devices, to
configure devices, and to perform some common device management tasks.

This topic describes:

« Discovering Devices on page 171
« Building the Custom View on page 172
« Configuring Devices on page 172

« Managing Devices on page 174

Device discovery finds your network devices and brings them under Connectivity Services
Director management. You provide Connectivity Services Director with identifying
information about the devices you want Connectivity Services Director to manage—an
|P address or hostname, an IP address range, an IP subnetwork, ora CSV file that contains
this information. Connectivity Services Director uses the information to probe the devices
by using either ping or SNMP get requests. If a device probe is successful, Connectivity
Services Director then attempts to make an SSH connection to the device using the login
credentials you supply. If the connection is successful and the device is a supported
device, Connectivity Services Director adds the device to its database of managed devices.
Connectivity Services Director uses Juniper Network’s Device Management Interface
(DMI), whichis an extension to the NETCONF network configuration protocol, to connect
to and configure its managed devices.

You can also discover devices using the device discovery feature provided by the Junos
Space Network Management Platform. Devices you discover using Junos Space device
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discovery are brought under Connectivity Services Director management if they are
supported by Connectivity Services Director.

Besides bringing your devices under Connectivity Services Director management, device
discovery:

« Reads the device configuration and saves it in the Junos Space configuration database.
Connectivity Services Director uses this record of the device configuration to determine
what configuration commands it needs to send to a device when you deploy the
configuration on the device. For this reason, it is important for the Junos Space
configuration record to match, or be in sync with, the device configuration. For more
information about how the Junos Space configuration record and device configuration
are kept in sync, see “Understanding Resynchronization of Device Configuration” on
page 733.

- Imports the device configuration into the Build mode configuration. For more information
about importing device configurations, see “Importing Device Configurations” on
page 173.

Building the Custom View

Configuring Devices

When a device is discovered in the physical network mode, it is added to the network
tree in the View pane.

The Custom Group View displays only the top level—My Network—until you create one
or more custom groups. Custom group is another way of grouping your devices based
on your business needs. You can create custom groups and add devices to each custom
group. You can manually add devices to a custom group or you can define rules to add
devices, that match the rule condition, to the custom group once they are discovered by
Connectivity Services Director. You can view the custom groups and devices that are
assigned to each group in the Custom Group view.

@ NOTE: This section does not apply to virtual devices that Connectivity
Services Director manages.

In Build mode, you can define the configuration of network devices in your Physical
network. To support rapid, large-scale deployment of devices, you can define much of
your Build mode configuration in a set of profiles. You can reference profiles in other
profiles or apply them to multiple objects in your network—devices, ports, radios, logical
entities. For example, you can create a class-of-service (CoS) profile that contains settings
that are appropriate for E-Line, IP, and E-LAN services that you can manage, provision,
and monitor in Service View of Connectivity Services Director.

In addition to creating configuration profiles, in Build mode you can configure Link
Aggregation Groups (LAGs) on routers.

172
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Deploying Device Configurations

After you build your device configurations in Build mode, you need to deploy the
configurations on the devices. None of the configurations you create in Build mode affect
your devices until the configurations are actually deployed on the devices.

To deploy the configuration on devices, use Deploy mode. When you change a device’s
configuration in Build mode, the device becomes available in Deploy mode for
configuration deployment.

Importing Device Configurations

As part of device discovery, Connectivity Services Director analyzes the configuration of
a newly discovered device and automatically imports the configuration into the Build
mode configuration for that device.

As it imports the device configuration, Connectivity Services Director automatically
creates profiles to match the configuration. It first determines whether any existing profiles
match the configuration, and if so, assigns those profiles to the device. It then creates
and assigns new profiles as needed. For example, if an access switch has some ports
that match the configuration of an existing Port profile, Connectivity Services Director
assigns the existing Port profile to those ports. For the other ports, Connectivity Services
Director creates as many Port profiles as needed to match the port configurations and
assigns them to the ports.

You can manage the profiles that Connectivity Services Director creates as part of device
discovery in the same way that you manage user-created profiles—that is, you can modify,
delete, or assign them to other devices.

Out-of-Band Configuration Changes

Out-of-band configuration changes are configuration changes made to a device outside
of Connectivity Services Director. Examples include changes made by:

« Using the device CLI.

« Using the device Web-based management interface (the J-Web interface or Web
View).

« Using the Junos Space Network Management Platform configuration editor.
« Using RingMaster software.

« Restoring or replacing device configuration files.

When an out-of-band change is made, the device configuration no longer matches the
Build mode configuration, and the device configuration state changes to out of sync. You
cannot deploy configuration on a device that is out of sync. Use the Resynchronize Device
Configuration task in Deploy mode to resynchronize the device configuration. For more
information about how Connectivity Services Director resolves out-of-band configuration
changes and synchronizes the Build mode configuration with the device configuration,
see “Understanding Resynchronization of Device Configuration” on page 733.
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Managing Devices

Related
Documentation

TIP: Before you make configuration changes in Build mode, make sure that

devices that will be affected are in sync. Resynchronizing the device
configuration can result in losing pending Build mode configuration changes
for that device.

In addition to the tasks that allow you to build your network, Build mode provides a
number of tasks for day-to-day device management. For example, you can:

« View a device’s hardware component inventory or its installed licenses
« Reboot a device or groups of devices
« Connect to a device’s CLI through SSH or to its web-based management interface

« View the profiles assigned to a device

. Understanding the Build Mode Tasks Pane in Views Other than Service View on page 174

Understanding the Build Mode Tasks Pane in Views Other than Service View

The Tasks pane in Build mode contains all the tasks you can do in Build mode. Click a
specific task to begin that task.

The tasks listed in the Tasks pane depend on the scope you select in the View pane—that
is, what view (Device or Custom Group) you have selected and what object you have
selected. Not all tasks are available in all scopes. As you change your selections in the
View pane, the contents of the Tasks pane also change.

Build mode tasks are divided into the following categories in the Tasks pane.

Connectivity Services Director enables you to perform the following tasks for devices in
your physical network:

. Device Discovery—Before your devices can be managed by Connectivity Services
Director, you must use device discovery to discover them. As Connectivity Services
Director discovers devices, it adds them to your network view in the View pane.
Table 21 on page 175 describes the device discovery tasks.

. Device Management—After devices have been discovered, you can perform
administrative tasks on them, such as viewing a list of the device’s physical components,
connecting to a device using SSH, or rebooting a device. Table 22 on page 175 describes
the device management tasks.

« Wired—You can create configuration profiles and quick templates for the different
wired devices—ACX Series routers, M Series routers, MX Series routers, and PTX Series
routers.

174
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« Profile and Configuration Management—Connectivity Services Director provides a set
of configuration profiles that you can create to provision multiple devices in your
network. Table 24 on page 176 describes the profile and configuration management
tasks.

« Key Tasks—Connectivity Services Director enables you to group the tasks that you
perform frequently and create a list of key tasks. You can add any task from the Tasks
pane to the Key Tasks list by selecting a task and clicking the plus (+) sign that appears
adjacent to the task. For some modes, you can see that Connectivity Services Director
has predefined some key tasks for you. You can modify this set of tasks to suit your
requirements. This feature is available in Task pane irrespective of your current mode,
SCOpe, or view.

For more information about Build mode features, see “Understanding Build Mode in Views
Other than Service View of Connectivity Services Director” on page 171.

Table 21 on page 175 through Table 24 on page 176 describe the tasks that you can perform
in the physical network category, including the scope in the View pane that you must
select to access the task.

Table 21: Device Discovery Tasks

Task Description Scope

Discover Devices Discovers supported routers in the network and brings them under Any
Connectivity Services Director management.

View Discovery Status Displays the status of device discovery jobs. Any

Table 22: Device Management Tasks

Task Description Scope
Delete Devices Deletes a device as a managed device from Connectivity View: All
Services Director. If you select a scope that contains more Object: All

than one router, you can choose which devices are deleted.

Launch Web View Launches the Web-based management interface for the View: All
selected device in a separate window: the J-Web interface Object: Individual device
for routers.

Manage LAG Creates and manages Link Aggregation Groups (LAGS). View: All
Object: Individual router

Reboot Devices Reboots devices. If you select a scope that contains more View: All
than one router, you can choose which devices get deleted. Object: All

Show Current Shows the running configuration on a device. View: All
Configuration Object: Individual device
SSH to Device Launches an SSH connection to the selected device. View: All

Object: Individual device
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Table 22: Device Management Tasks (continued)

Task Description Scope

View Inventory Displays information about all the devices in the currently View: All
selected object and all its child objects. Object: All

View License Information View the licenses installed on the device and their status. View: All

Object: Individual device

View Physical Inventory Displays information about the selected device’s hardware View: All
components. Object: Individual device

Table 23: Connectivity Tasks

Task Description Scope
View Device Displays the connection details of a device with its neighbors in View: Device
Connectivity graphical and grid views. If the selected device is connected to more  Object: Individual device
than 60 devices, then the connection details are displayed only in
grid view.

Table 24: Profile and Configuration Management Tasks

Task Description Device Family Scope
Manage Quick Enables you to create and manage quick templates. Quick ACX Series All,
Templates templates enable you to define your network configuration in the except
form of templates that you can apply to multiple devices inyour M Series wireless
network. devices
MX Series
PTX Series
View Deployed Enables you to view the list of quick templates that are deployed.  ACX Series All,
Templates except
M Series wireless
devices
MX Series
PTX Series
CoS Creates and manages CoS profiles. Use CoS profiles to configure  ACX Series Any
class-of-service (CoS) attributes to be applied to interfaces or
to user traffic. M Series
MX Series
PTX Series
Device Common Creates and manages Device Common Settings profiles. Use ACX Series Any
Settings Device Common Settings profiles to configure basic system
settings, such as users, time and time servers, SNMP, system M Series
logging, and so on.
MX Series
PTX Series
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Related . Understanding Build Mode in Views Other than Service View of Connectivity Services
Documentation Director on page 171
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Discovering Devices

« Discovering Devices on page 179
« Troubleshooting Device Discovery Error Messages on page 181

« Viewing the Brownfield Job on page 182

Discovering Devices

When you start Connectivity Services Director for the first time, the system does not have
any devices. The first step is to build your network. Even with large networks, Connectivity
Services Director has made this step relatively easy and straightforward. You will add
devices to Connectivity Services Director and the database by using a process called
device discovery. Once a device is discovered, it shows in the interface and Connectivity
Services Director begins to monitor the device.

Connectivity Services Director provides a wizard for device discovery. The following
example shows the path for device discovery through the wizard. For an alternate path,
you can get a step-by-step instruction from the help system.

In this example, we provide an IP address range, and Connectivity Services Director
populates the database with all supported devices within that range.

1. While in the Build mode, select Location View, Device View, or Custom Group View
from the View selector.

2. Todiscover physical devices, click Discover Devices in the Tasks pane. Each mode has
a Tasks Pane that displays the actions you can take while in that mode and that
particular network view.

3. (Optional) Type a name for the discovery job. The default name is ND Discovery.

4. Click Add in the Device Targets window. You can add a single device IP address, a
range of IP addresses, an IP subnet, or a hostname. In this example, we select an IP
address range.

Copyright © 2019, Juniper Networks, Inc. 179



Connectivity Services Director User Guide

5. Provide the initial or the lowest IP address value and the ending or highest IP address
value for the range and click Add. You can have up to 1024 devices in a range. After
you click Add, the address range is listed in the Device Targets window.

6. Click Next or click Discovery Options to proceed to specify the device credentials and
method of discovery.

7. Click Add in the Device Credentials window and enter the username and password
assigned for administrative access.

8. Select Ping, SNMP, or both as the method of device discovery. Selecting both is the
preferred method if the device is configured for SNMP.

If you select SNMP, the Add SNMP Settings dialog box is displayed. In this example,
because we run SNMP version 2, we need to provide the community string. Click Add
to save the setting.

@ NOTE: You cannot choose a method for device discovery for virtual
Connectivity Services Discovery.

9. Click Next or Schedule Options to proceed to schedule the time when discovery is run.

@ NOTE: Scheduling options are not available for virtual Connectivity
Services Discovery.

10. Indicate whether to run the device discovery now or set up a schedule to minimize
network traffic. In this example, we set the schedule to run during off hours.

11. Click Review to review the settings before you exit the wizard.

12. Click Finish to complete the discovery setup and to save the settings.

13. Click View Discovery Status to view all scheduled and completed jobs. After a job
completes, you can click Show Details to view further information on any unexpected
results.
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Troubleshooting Device Discovery Error Messages

While you are discovering devices by using Connectivity Services Director, you might
encounter some issues. Connectivity Services Director enables you to detect the errors
and provide solutions to the potential errors that you encounter.

Error Message

Error Messages Displayed During Discovery of Routers

’ Solution

SSH connection failed. Device might not be reachable.

For routers, Connectivity Services Director
connects to port 22 (default port) on the
JA2500 Appliance or the Junos Space Virtual
Appliance by using SSH. Ensure that you have
configured port 22 on the Space appliance
through Administration > Applications in the
Junos Space Plattform page. To do this, select
Network Application Platform and click Actions
> Modify Application Settings. Change SSH port
for device connection field to 22.

If port 22 isopen on the Junos Space Appliance,
and you still get the error, then check if port 22
is open on the switch and if the switch is
accepting SSH connections on port 22.

User Authentication failed.

Check the read and write credentials used
during device discovery.

Device is not reachable.

If ping is enabled during device discovery, then
check whether the switch is reachable using
the CLI command ping.

Junos Space is unable to query the device information through SNMP. Check the
SNMP settings on the device to verify SNMP is not blocked and the SNMP settings
specified in Junos Space match the device SNMP settings.

If the SNMP option is enabled in Connectivity
Services Director during device discovery, check
and ensure that SNMP is enabled on the switch.
Also, check and ensure that the SNMP settings
on Connectivity Services Director and Junos
Space match with the SNMP settings on the
switch.

General Error Messages

Device Failed to return System information.

This message is displayed if the switch is too
busy to respond to operational commands. Try
discovering the device again.

Failed to configure device, Check Device state.

Check whether the Edit lock is open on the
switch and close it if it is open. The
configuration commit fails if the Edit lock is
open.
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Device has been added, but failed to synchronize. Please try manual Try to resynchronize the devices manually. For
re-synchronization. Error while reading config from device: device_name, Detail details, see “Resynchronizing Device
- Fail while executing following RPC: <get-configuration Configuration” on page 738.

database=committed><configuration></configuration></get-configuration>

Error while reading config from device: device-name Failed while executing the Check the hardware details of the switch using
following RPC: <get-hardware-inventory/> the CLI command show chassis hardware detail.

If the output displays a message error:
command is not valid, then the Junos OS image
on the specified switch is corrupted and you
need to upgrade to the latest version of Junos
OS.

Related
Documentation

. Viewing the Brownfield Job on page 182

« Discovering Devices in a Physical Network

Viewing the Brownfield Job

Starting in Release 2.1R1, Connectivity Services Director initiates the brownfield job
immediately after the device discovery. The Brownfield Job window displays the job and
the device details. To open the Brownfield Job window double-click the brownfield job
name in the Job Management table. The following table describes the information
provided in the Brownfield Job page:

Table 25: Brownfield Job Page Fields

Table Column Description

Job Name Job name (user-created)
Job Start Time Job’s actual start time
Job End Time Time when the job ended

Percentage Completed

Percentage of the job that is complete

Job Status

Job status. The possible states are:

« CANCELLED—The job was cancelled by a user.

« FAILURE—The job failed. This state is applied if any of the devices in the job failed. But some of
the devices might have completed successfully. View the job details for the status of each
device.

« INPROGRESS—The jobis running.
« SCHEDULED—The job is scheduled but has not run yet.

« SUCCESS—The job completed successfully. This state is applied if all of the devices in the job
completed successfully.
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Table 25: Brownfield Job Page Fields (continued)

Table Column Description

Devices The devices section lists device details such as device name, IP address of the device, job status
of the device, job start and end times and the summary of the brownfield job. For a successful job,
the summary column displays the message “Brownfield is Successful”. For a job that is skipped,
the summary column lists the error or warning message along with a View link. Double-click on
the View link to open the Brownfield Errors page, which displays the device profile name along
with the error associated with that device.

Release History Table Release Description

21R1 Starting in Release 2.1R1, Connectivity Services Director initiates the
brownfield job immediately after the device discovery.

Related . Troubleshooting Device Discovery Error Messages on page 181

Documentation
ocumentatio « Discovering Devices in a Physical Network
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Creating Custom Device Groups

« Understanding Custom Device Groups on page 185

« Creating Custom Device Groups on page 186

Understanding Custom Device Groups

Custom group is way of grouping your devices based on your business needs. You can
create custom groups and add devices to each custom group. You can manually add
devices to a custom group or you can define rules to add devices, that match the rule
condition, to the custom group once they are discovered by Connectivity Services Director.
You can view the custom groups and devices that are assigned to each group in the
Custom Group view.

A custom group caninclude devices such as different routing platforms. Creating custom
device groups enables the configuration of multiple devices simultaneously—you can
create multiple custom groups and directly associate devices at any level. Up to this
point, Custom Groups are the same as selecting related items in the view tree. What
makes Custom Groups unigue is that you can also configure a custom group to
automatically add devices after discovery. You indicate the criteria for additional devices
by editing rules. Custom groups can then be created in a hierarchy up to eight levels deep.
Each layer can contain up to 32 peer containers under a single parent container.

- Where Is the Custom Group Function Located in Connectivity Services
Director? on page 185

« How Do Custom Group Rules Work? on page 186

« What Happens When | Edit a Custom Group Rule? on page 186

« When Are Rules Executed? on page 186

Where Is the Custom Group Function Located in Connectivity Services Director?

Connectivity Services Director has different views that you select to see different aspects
of your data. You select one of these views at a time from the Select View option in the
Connectivity Services Director banner. The options are Device View, Custom Group View,
and Topology View. To create a Custom Group, Connectivity Services Director must be
in Custom Group View. Custom Groups are created at the top level of the network—My
Network.
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Once Custom Groups are created, they appear in all views as options for profile
assignment—assigning a profile to a Custom Group assigns that profile to all members
of the group.

How Do Custom Group Rules Work?

Adding rules to a Custom group consists of creating a three part rule statement, with a
rule basis, an operator, and matching criteria. Possible combinations are shown in
Table 26 on page 186.

Table 26: Three Options of a Rule Statement

Rule Basis Operator Matching Criteria

Device Type Equals or Not Equals Router

Serial Number Equals or Contains You provide serial numbers or letters

SKU or Model Equals or Contains You provide model numbers or letters

Management IP Address Equals or Regex You provide IP address

Device Type Equals or Not Equals Router

Firmware Version Equals or Contains You provide a full or partial firmware version for
devices

What Happens When | Edit a Custom Group Rule?

When you edit arule, devices that were added to the group but no longer qualify because
of the rule edit are not automatically removed from the group. You must remove those
devices manually. If more devices are now qualified to join the group because of your
rule edit, the devices are added to the group on the next device notification change to
the network.

When Are Rules Executed?

The option Associate devices based on the rules for the custom groups while saving group
information is enabled by default. If the option is disabled, the rule engine will be activated
only when there is some change in the device property. When a device property change
occurs, rules are processed and devices are added to the group, if the group has a rule
for those actions.

Related . Creating Custom Device Groups on page 186
Documentation

Creating Custom Device Groups

From Connectivity Services Director, you can create a custom group, then add devices,
such as routers, to the group. Creating custom device groups enables the configuration
of multiple devices simultaneously—you can also create multiple custom groups and
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directly associate devices at any level. What makes Custom Groups unique is that you
can also configure a custom group to automatically add devices after discovery. You
indicate the criteria for additional devices with rules. Custom groups can then be created
in a hierarchy up to eight levels deep. Each layer can contain up to 32 peer containers
under a single parent container.

@ NOTE: A device can be part of a group at only one level in a hierarchy.

This topic describes:

« Creating Custom Groups on page 187
« Creating a Custom Group on page 187

Creating Custom Groups
To create custom groups:

1. Inthe top banner, under Views, select Custom Group View.

2. Click the Build icon in the Connectivity Services Director banner.

3. Click Set Up Custom Group under Key Tasks in the Tasks pane.

The Set Up Custom Group page opens, displaying a list of currently configured Custom
Groups.

4. Configure the custom group, following the directions “Creating a Custom Group” on
page 187.

5. Click Done.

The new custom group appears in the Groups List.

Creating a Custom Group

Use the Set Up Custom Group page to define a group of devices that you can configure
simultaneously.

To add a new custom group:

1. Type a Custom Group Name for the new group and then click Add.

The Custom Group tree is displayed with your new group added.

2. Click Done now to create the group with no child groups, devices, or rules. The Message
Data Saved Successfully is displayed. Click OK.

For additional configuration, select your new group.
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The options Add Child Group, Assign Devices, and Add/Edit Rule appear.

3. To add a child group under the new custom group:

a.

Be sure the correct custom group is selected—this group will become the parent
group.

Click Add Child Group.

The Add Child Group window opens, displaying a default child group name such
as Group-0.

Replace the default child group name.

Click Add.

The new child group appears in the Custom Group list tree under the parent group.

TIP: Custom groups can be created in a hierarchy up to eight levels deep.

Each layer can contain up to 32 peer containers under a single parent
container.

4. To assign devices to a custom group:

a.

Select a custom group, either a parent or child group, and then click Assign Devices.

The Assign Devices To Custom Group window opens, displaying a list of discovered
network devices, their IP addresses, and their platforms. Platforms include
junos-acx, junos-m, junos-mx, and junos-ptx. These are devices that can be added
to the group.

Select one or more devices by adding a check mark and then click Add.

The devices are listed under the appropriate group in the Custom Groups List.

@ NOTE: A device can be part of a group at only one level in a hierarchy.

5. To add a rule that will automatically add devices to a parent or child custom group:

a.

Select a custom group, either a parent or child group, that will have devices added
to it automatically when a specific rule has been met.

Click Add/Edit Rule(s).

The Add/Edit Rules window opens.
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c. Click Add Rule.

A rule statement is displayed with three columns—two columns display the words
Please select.... The third column is blank.

. From the first Please select... option in the rule statement, select the basis for the

rule. You are indicating that automatic additions to the list will be based on either
Device Type, Firmware Version, Serial Number, SKU/Model, Management IP.

. From the second Please select... option in the rule statement, select an available

operator, either Equals, Not Equals ,Like, Regex, or Contains—the operators presented
depend on the basis you selected in the first column. For example, if the basis for
the rule is SKU/Model, then the only operator options are Equals and Not Equals.

@ TIP: The Equals operation matches all characters of the matching

criteria. The Like operation matches the first few characters of the
matching criteria.

f. For the third option in the rule statement, provide a matching criteria. Matching
criteria are indicated in the third column of the list shown in Table 27 on page 189.

@ TIP: Some rules have no third option.

Table 27: Three Options of a Rule Statement

Rule Basis Operator Matching Criteria

Device Type Equals or Not Equals Router

Serial Number Equals or Contains You provide serial numbers or letters

SKU or Model Equals or Contains You provide model numbers or letters
Management IP Equals or Regex You provide IP address or regular expression

TIP: Regex, a regular expression, consists  TIP: Forexample, (?<=\.) {2,}(?=[A-Z])isa
of a sequence of characters that forms a regular expression.
search pattern.

Firmware Version

Equals or Contains You provide a full or partial firmware version for
devices.

g. Click OK.

Rules are executed when new devices are discovered. Devices that match the
defined rules are added to the group dynamically once discovery is complete.
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TIP: If you add more than one rule to a Custom Group, then all rules must

be met for a device to join the group.

6. The option Associate devices based on the rules for the custom groups while saving

group information is enabled by default. When a device property change occurs, rules
are processed and devices are added to the group, if the group has a rule for those
actions. If you disable the option, the rule engine will be activated only when there is
some change in the device property.

Click Done.

A status window opens with either the message Data saved successfully or with an
error message. Click OK.

. Toeditarule, select the appropriate custom group and then click Add/Edit Rule. When

you edit a rule, devices in the group that no longer qualify because of the rule change
are not automatically removed from the group. You must remove those devices
manually. If more devices are now qualified to join the group because of your rule edit,
the devices are added to the group on the next device notification change to the
network.

TIP: Todelete adevice fromthe group, select the device and then click Delete.

To delete an entire Custom Group, select the group and then click Delete.
You are asked to confirm the deletion—click OK.

« Understanding Custom Device Groups on page 185
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Configuring Quick Templates

« Understanding Quick Templates on page 191
« Configuring and Managing Quick Templates on page 192

Understanding Quick Templates

Quick templates is a way to create a base build for the devices. This feature enables you
to use a CLI-based text editor to define your network configuration in the form of a
template that you can apply to multiple devices in your network in addition to the profile
assignment feature. Because quick templates are driven by Device Management Interface
(DMI) schema, you can use them to set all the configuration parameters for any supported
device.

Quick templates makes network configuration easier by providing a CLI-based text editor
in which you can specify network configuration in a text file in the form of a template.
You can apply this template to multiple devices in the network. For example, you can
use quick templates to configure routing protocols such as BGP, OSPF, ISIS, or static
routes by specifying the device configuration.

You can append or add the system commands or the user-defined commands in the
form of the variables. The user-defined commands support variables in the format
$(variable_name), which must be populated with data when you apply a template to a
device.

The variable name defined for each CLI must be unigue. Otherwise, you cannot assign
different values to those variables even though they are used in different CLIs. For example,
if a variable say $(description) is used in two CLIs set vlans $(name) description
S(description) and set snmp description $(description), you will not be able to define
different values to the descriptions. To define different values, you must change the
variable name for one of the commands.

The Table 28 on page 191 shows data types supported for the values entered for variables.
Table 28: Variable Data Types

Data Type Description

Container Holds other data types.
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Table 28: Variable Data Types (continued)

Data Type Description

String Contains character strings.

Integer [Number] Specifies a numeric value without a fractional component.

Boolean Has two possible values: true and false. True if checked and False if unchecked.
Enumeration Defines a variable to be a set of predefined constants. The variable is equal to one of

the values that have been predefined for it.

Choice Provides a radio button. Check the radio button to use the configuration option in the
template.
String - Key [column in a table] Identifies the uniqueness of the record in the table. If the table has a key specified , only

one record with the given key could exist.

The Save optionin the Create Quick Templates page enables you to save and also validate
atemplate. If there are any conflicts in the configuration, you must resolve the conflicting
variables in the configuration elements manually, before you deploy the configuration
to the devices. Upon successful validation (and after you apply a template to a device),
you can deploy the configurations (specified in the templates) to the devices. You can
choose to deploy the configuration immediately, or at a later time. Depending upon the
approval mode selected for your deployment, you can either deploy the changes directly
or you can get an approval from the approver before deploying the changes. For more
information about types of approval modes supported for deployments in Connectivity
Services Director, see “Setting Up User and System Preferences” on page 121.

Related . Configuring and Managing Quick Templates on page 192
Documentation

Configuring and Managing Quick Templates

You can create and manage custom templates for your device configurations that are
deployable through Connectivity Services Director. Unlike other features that support
implementation of only some of the device configurations, quick templates enables you
to set up all the configuration parameters for any supported device because it is Device
Management Interface (DMI) schema-driven.

Each device type is described by a unique data model that contains all the configuration
data for that device. The Schema window shows the device family that you select while
you create a template and the DMI schema that lists all the possible fields and attributes
for a type of device. The latest schema describe the new features associated with recent
device releases. After you create a quick template, you can add or delete device
configuration details to and from quick templates by loading the configuration data from
the schema. You need to apply these templates to devices manually.
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If you click the More tips link you are guided on the variable and the command syntax
usages. It also provides instructions on how to issue sub-commands. When defining your
network configuration in quick templates by using a particular command, ensure that
you define the sub-commands individually. Stating sub-commands as a single command
causes errors. For example, the commands set snmp location xyz and set snmp contact
admin@example.com are valid when defined individually. However, if you combine these
commands into the single command set snmp location xyz contact admin@example.com
schema validation treats the end command, contact, as an extra entry and displays an
error.

To avoid any conflicts with the profile configurations while creating the template, a
warning message Please don’t create any Profile conflict configuration is displayed to
indicate that you must not create a configuration as part of the template if the same
configuration is available as part of the profile configuration.

The Templates page in the Quick Templates workspace lists the device templates
created, in a tabular view. The Table 29 on page 193 lists the columns in the table along
with a description:

Table 29: Quick Templates

Column Description

Creation Time

Date and time when the template was created.

Template Name

Name of the quick template.

Device Family

Name of the device family for which the template is created.

Selecting the option Common indicates that the template is applicable for all the
device families.

OS Version Junos OS version of the device family selected.
Description Description of the quick template.
Last Updated Time Date and time when the template was last modified.

Last Updated By

User name of the person who created the template.

This topic describes:

« Creating a Quick Template on page 194

« Applying Templates to Devices on page 195

« Editing a Quick Template on page 196

« Deleting a Quick Template on page 196

« Cloning a Quick Template on page 196

« Using the Quick Template Details Window on page 196
« Viewing Deployed Quick Templates on page 197

Copyright © 2019, Juniper Networks, Inc. 193



Connectivity Services Director User Guide

Creating a Quick Template

Quick templates enable you create a template to define configurations for your devices.
You can create and deploy quick templates from the Wired workspace.

To create a quick template:

1.

Click the Build icon in the Connectivity Services Director banner.

Select Wired > Tasks > Manage Quick Templates in the Tasks pane.

The Manage Quick Template page appears.

Click Create.

The Create Quick Template page opens.

Specify the following details:

. Name—Type a name for the quick template. The quick template name is required.

The quick template name must be unigue and limited to 63 characters.

. Description—Type a description for the quick template. The description is optional

and limited to 255 characters.

« Device Family—From the Device Family list, select an appropriate device family.

Selecting the option Common in device family creates a generic template, which
can be applied to any device family. Therefore, specify only the most common
settings such as system, SNMP, or track group settings that are applicable to all
the platforms. If you want to define the settings that are specific to a platform select
the appropriate platform from the device family instead of the Commmon option.
For the list of device families supported by Connectivity Services Director, see the
latest Connectivity Services Director Release Notes.

@ NOTE: ACX Seriesrouters are listed when you select the Common option
from the Device Family list on the Create Quick Template page. If you
select the option as MX from the Device Family list, only MX Series
routers are displayed on the Assign Quick Templates page. To apply
quick templates for ACX Series routers, you must select the Common
option as the device family type.

OS Version—From the OS Version list, select an appropriate DMI Schema version
running on that platform. If you are unable to locate the DMI schema for a device
family, you can update the DMI schema version on the Junos Space server. For more
information about updating the DMI schema on the Junos Space server, see Junos
Space documentation.

The Schema window displays the device family and the OS version selected in this
step.
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5.

Type or paste the Junos commands in the text area provided in the CLI commands
section. Alternatively, you can navigate through the configuration option levels (at
the left side) in Schema and double-click the configuration option you want to add
to the quick template. The selected configuration option is displayed in the CLI
Commands text area. The configuration options available here depend on the device
family you selected.

Optionally, you can modify the configuration in the CLI Commands text area by using
the tool bar functionalities such as undo, redo, cut, copy, paste, and find.

Click Save.

The template you created is displayed in the quick templates table.

Applying Templates to Devices

After you create a template, you can define your device configuration to be managed by
using the quick templates, and apply these templates to the multiple devices.

To assign a template to a device:

1.

Select the check box against the quick template for which you want to assign the
profile.

Click Assign.

The Assign Quick Template : template names page opens.

Choose at least one device to which the profile needs to be assigned.

Click Next.

Choose a device and specify the quick template variables in Configure attributes page
and click Save.

Forexample, whenyou configure a VLAN interface in a quick template, you can specify
the variables VLAN and interface names for that template for a selected device.

Optionally, you can apply the settings specified here to all the selected devices of a
device family by selecting the check box against the option Apply above settings to
all other selected devices.

Click Next and then click Finish.

Review the profile association with the quick template and then click Finish.
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Editing a Quick Template
You can edit a quick template to modify configurations for your devices.
To edit a quick template:

1. Select the check box against the quick template that you want to modify.

2. Click Edit.

The Edit Quick Template : template name page opens.

3. Make the required changes to the quick template and click Save.

Deleting a Quick Template
To delete a quick template:

1. Select the check box against the quick template that you want to delete.

2. Click Delete.

The Delete Quick Templates window opens.

3. Click Yes to delete the quick template; else click No.

Cloning a Quick Template

A cloned quick template is a copy of an existing quick template. You can use the quick
template as a master copy to create clone of that template. When you clone a quick
template, you create a copy of the entire device configuration, including its settings, and
other contents. Cloning a quick template saves time if you are deploying device
configuration that are similar to the master copy, rather than creating a template and
defining configurations multiple times.

To create a copy of an existing template:

1. Select the check box against the quick template you want to clone.

2. Click Clone.

The cloned template named master template-clone is shown in the list of templates.

Using the Quick Template Details Window

Use the Quick Template Details window to view the details of the quick template.
Table 30 on page 197 describes the fields in this window.
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Table 30: Quick Template Details

Field Description

Name Displays the name of the quick template.

Description Provides a description of the quick template.

Device Family Displays the device family for which quick template is created.
OS Version Displays the Junos OS version for the selected device family.
CLI Commands Displays the CLI commands configured for the device family.

Viewing Deployed Quick Templates

You deploy the device configurations defined in a quick template after you have applied
the template to a device. The View Deployed Templates option enables an administrator
or an operator to view the list of templates that are deployed to the devices.

You can mouse over the template name to view the date and time when the template
was created and last modified.

The View Deployed Templates page lists the deployed templates device in a tabular
view. The Table 31 on page 197 lists the columns in the table along with a description.

Table 31: View Deployed Template

Column Description

Template Name Indicates the name of the template whose configuration is deployed to the system.
Creation Time Indicates the date and time when the template was created.

Last Updated Time Indicates the date and time when the template was last modified.

User Name Indicates the user name of the person who created the template.

Depending upon the type of approval mode configured—Manual Approval or Auto
Approval mode— you can either deploy the device configurations defined in the template
directly or by pursuing an approval from a configuration approver for the device changes.

To view the list of quick templates that are deployed to a device:

1. Click the Build Mode icon in the Connectivity Services Director banner.

2. Select a device in the View pane.

The View Deployed Templates option appears under Wired>Tasks.

3. Click View Deployed Templates.
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The Deployed Templates For Device: device name page displays listing the templates
applied for that device.

198 Copyright © 2019, Juniper Networks, Inc.



CHAPTER 12

Configuring Device Settings

« Understanding Device Common Settings Profiles on page 199
« Creating and Managing Device Common Settings on page 199

« Assigning Device Common Settings to Devices on page 212

Understanding Device Common Settings Profiles

Connectivity Services Director enables you to configure device-level settings for routers

in the Device Common Settings profile. Once you create the profiles, you can assign the

profiles to a switch or a controller and you can deploy the profiles using the Deploy mode
tasks.

Connectivity Services Director also creates Device Common Settings profiles when it
discovers devices. It creates a Device Common Settings profile for each device it discovers,
importing the device-level settings from the device into the profile.

While configuring the profiles, you can specify the basic settings, which includes the
profile name, device user list, and time settings. Apart from the basic settings, you can
optionally specify the management and protocol settings too.

Related . Creating and Managing Device Common Settings on page 199

D mentation
ocumentatio « Assigning Device Common Settings to Devices on page 212

Creating and Managing Device Common Settings

Use the Manage Device Common Settings page to create new device common settings
for routing devices and to manage the existing device common settings.

This topic describes:

« Managing Device Common Settings on page 200

« Creating a Device Common Settings Profile on page 201

« Specifying Basic Settings for Device Common Settings on page 203

« Specifying Management Settings for Routing Device Common Settings on page 206

« Specifying Protocol Settings for Routing Device Common Settings on page 209
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« Reviewing and Saving a Device Common Settings Configuration on page 211

+ What to Do Next on page 212

Managing Device Common Settings

From the Manage Device Common Settings page, you can:

. Create a new Device Common Settings profile by clicking Add. For directions, see
“Creating a Device Common Settings Profile” on page 201.

. Modify an existing Device Common Settings profile by selecting it and clicking Edit.

« Assign a Device Common Settings profile to a device by selecting a profile and clicking
Assign. For directions, see “Assigning Device Common Settings to Devices” on page 212.

« Modify an existing assignment of a Device Commmon Settings profile by selecting the
profile and clicking Edit Assignment.

- View information about a Device Common Settings profile by either double-clicking
the profile name or by selecting the profile and clicking Details.

. Delete a Device Common Settings profile by selecting a profile and clicking Delete.

@ TIP: You cannot delete common settings profiles that are in use—that is,
assigned to devices or used by other profiles. To see the current
assignments for a profile, select the profile and click Details.

. Clone a Device Common Settings profile by selecting a profile and clicking Clone.

Table 32 on page 200 describes the device information available on the Manage Device
Common Settings page. This page lists all Device profiles defined for your network,
regardless of your current selected scope in the network view.

Table 32: Manage Device Common Settings Settings

Field Name Action

Profile Name Name given to the profile when the profile was created.

Family Type The device family; ACX Series router, M Series router, MX Series router,
and PTX Series router.

Description Description of the Device profile entered when the profile was created.

Assignment State Displays the assignment state of the profile. A profile can be:

« Unassigned—When the profile is not assigned to any device

« Deployed—When the profile is assigned to a device and is deployed
from Deploy mode

« Pending Deployment—When the profile is assigned to a device, but

not yet deployed in the network. For deployment directions, see
Deploying Configuration to Devices.
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Table 32: Manage Device Common Settings Settings (continued)

Field Name Action

Assigned to Displays the number of devices to which the profile assignment is
done.

Creation Time Date and time when the profile was created.

Last Updated Time Date and time when the profile was last modified.

User Name The username of the person who created or modified the profile.

@ TIP: All columns might not be displayed. To show or hide fields listed in the
Manage Authorization Profiles table, click the down arrow on the field header,
select Columns, and select or clear the check box adjacent to the field that
you want to show or hide.

Creating a Device Common Settings Profile

In Connectivity Services Director, as an administrator, you can configure Device Common
Settings profiles by using the Create Device Profile page for devices. You can view the
summary of the configurations before saving the Device profile.

At minimum, you must specify the Device profile and profile name in the workflow. You
can include additional configuration such as:

« Device users

« Management services

« Multicast, spanning-tree protocol (STP)

« Domain Name Server

« DHCP servers, DHCP Relay servers, Login Banner, and Global PoE settings for switches
You can create profiles on the basis of the device family and each Device profile is specific

to a device family. After you create a Device profile, you assign the profiles to different
devices.

@ NOTE: You can assign only one profile to a device. However, you can assign
the same profile to multiple devices.

Copyright © 2019, Juniper Networks, Inc. 201



Connectivity Services Director User Guide

To create a Device profile:

1.

Under Views, select one of these options: Logical View, Device View or Custom Group
View.

TIP: Do not select Dashboard View or Topology View.

Click in the Connectivity Services Director banner.

From the Tasks pane, select the type of network, the appropriate functional area, and
select the name of the profile that you want to create. For example, to create a QoS
profile for a device, click Wired > Profiles > CoS. The appropriate Manage Profile page
opens.

Click Add to add a new profile.

If you chose to create a profile for the wired network, Connectivity Services Director
opens the Device Family Chooser window.

a. From the Device Family Chooser, select the device family for which you want to
create a profile. The available device families are Switching (EX), Campus Switching
ELS (Enhanced Layer 2 Software), Data Center Switching Non-ELS and Data Center
Switching ELS.

b. Click OK.

The Create Device Common Settings wizard for the selected device family is
displayed. It consists of four sections, Basic Settings, Management Settings,
Protocol Settings, and Review.

If you chose to create a profile for the wireless network, Connectivity Services Director
opens the Create Device Common Settings for Wireless wizard.

Specify the basic settings. Complete the Basic Setting wizard page as described in
both the online help and in “Specifying Basic Settings for Device Commmon Settings”
on page 203.

When you have completed the basic settings, either click Next or click Management
Settings at the top of the wizard window.

Complete the Management Settings described in both the online help and in the
section “Specifying Management Settings for Routing Device Common Settings” on
page 206.

When you have completed the management settings, click Next.

202

Copyright © 2019, Juniper Networks, Inc.



Chapter 12: Configuring Device Settings

9. Complete the protocol settings.

10. When you have completed the protocol settings, either click Next or click Review at
the top of the wizard window.

11. You can either save your profile or make changes to your profile from the Review page.
For more information, see “Reviewing and Saving a Device Commmon Settings
Configuration” on page 211.

12. Click Finish to save the Device profile configuration.

The system saves the Device profile and displays the Manage Device Common Settings
page. Your new or modified Device profile is listed in the table.
Specifying Basic Settings for Device Common Settings

To configure the basic settings for any Device Common Settings profile, enter the settings
described in Table 33 on page 203. Mandatory settings are indicated by a red asterisk (*)
that appears next to the field label in the user interface.

Table 33: Device Profile Basic Settings

Field Action

Profile Name Type a name for the profile.

Description Type a description of the profile containing up to 256 characters.

Login Banner for EX Series  Enter the banner text—this text is displayed in the banner when you
switches, Campus log in to the device.

Switching ELS, and Data

Center Switching

Country Code for wireless Select the country code for the wireless LAN controllers. Country
LAN controllers only code settings are required on the primary wireless seed controller.

TIP: Do not set the country code if you plan to provision the Device
profile for active secondary and member nodes that will be part of
a cluster.

Device Users
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Table 33: Device Profile Basic Settings (continued)

Field Action

Task: Add a Device User To add a device user:

1. Click Add under Device Users.

The Add User window opens.

2. Provide a username and password. Confirm the password. Enter
a combination of 6 through 128 alphanumeric characters and
special characters. The password is case sensitive and must be
a combination of at least two different types of characters or a
combination of upper case and lower case letters.

TIP: Do not create a user with the name root.

3. Select arole for the user:

« For switches, the role options are: Operator, Read-only,
Super-user, or Unauthorized. Operators have clear, network,
reset, trace, and view privileges. Super-Users have all
privileges.

« For wireless controllers, the role options are: Framed,
Administrative, or NAS-Prompt. Framed users have network
user access only. Administrative users have access to the
controller, including the enabled (configuration) mode.
NAS-Prompt users have administrative access to the
controller, excluding enabled mode.

4. Click OK.

The user is added to the list of Device Users.

TIP: To edit an entry, select a row from the Device Users table and
click Edit to modify the information. To delete an entry select a row
from the Device Users table and click Delete to delete the user.

Time Settings
Time settings apply to all platforms. However, the setting for offset applies exclusively to wireless.

Time Zone Select a country and time zone from the list. For wireless, you can
also change the setting for Offset.
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Table 33: Device Profile Basic Settings (continued)

Field Action

Add a Time Server To add a time server:

1. Click Add under Time Server.

The Add Time Server window opens.

2. Provide an IP address and, optionally for switches only, mark
the corresponding time server as Preferred.

TIP: Valid IP addresses are 1.0.0.1 through 255.255.255.254
excluding 127.x.x.x and 224.0.0.0 through 239.255.255.255.255

3. Click OK.
The server is added to the list of Time Servers.

TIP: To edit the settings of a time server, select it and then click
Edit.

To configure management settings, click Next or click Management Settings at the top
of the wizard window. To skip the management settings and protocol settings, click
Review at the top of the wizard window.
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Specifying Management Settings for Routing Device Common Settings

To configure the management settings for an Routing Device profile:
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1. Enter the settings described in Table 34 on page 207. All settings are optional. Default
values are applied to the configuration if you skip the management settings
configuration.

Table 34: Device Profile Management Settings for Routing

Task Action

Enable
Services

You can enable one or more network protocol services for this Device profile: FTP,
TELNET, HTTPS, or HTTP.

Configure
PoE

To add Power over Ethernet (PoE) configuration for Routing, enable Configure
PoE and provide these settings:

NOTE: PoE configuration will be added only to switches that support PoE.

a. Using the arrows, adjust the Guard Band value from O through 19 watts. A
guard band reserves a specified amount of power from the PoE power budget
for the router or line card in case of a spike in POE consumption. For routers
with multiple PoE line cards, the guard band wattage is set to the specified
value on all line cards, unless a line card has been explicitly configured with a
different value.

b. Select a Management Mode for PoE, either Class or Static:

« ClassManagement—In class POE management mode, the maximum power
foraninterfaceis determined by the class of the connected powered device.

« Static Management—In the static POE management mode, you specify the
maximum power for each PoE interface. The PoE controller then allocates
this amount of power to the interface from its total budget.

c. For PoE Global, you can indicate Enable All, Disable All, or None.

NOTE: If you deselect Configure PoE, PoE is disabled and the global PoE settings
supported by this profile (poe guard-band, poe fpc all guard-band, poe
management, poe fpc all management, and poe interface all) are deleted from
the switch when the profile is deployed on the switch.

Syslog Settings
Optionally, expand the Syslog Settings and provide the following system logging settings.
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Table 34: Device Profile Management Settings for Routing (continued)

Task Action

Enable To enable device logging for switches:

Device

Logging for a.

Switches

Under Enable Device Log, click Add.

The Add Log window opens.

Select the log type for switching, either Console, File, User, or Host.

« Console logging sends system log messages to the console.
« File logging sends system log messages to the file you specify in File Name.

« Userlogging sends system log messages to the terminal session of the user
specified in User Name. You will also need to provide the name of the user.

« Host logging sends system log messages to the server specified in Host.
Host can be either an IP address or host name.

Under Services, click Add.

The phrase Click to enter value appears in both the Service column and Severity
Filter column.

Click the phrase Click to enter value in the Service column.

A list box replaces the phrase in the Service column.

From the Service list, select a logging service: Any, Authorization, Change-log,
Conflict-log, Daemon, DFC, External, Firewall, FTP, Interactive-commands, Kernel,
NTP, PFE, Security or User.

Click the phrase Click to enter value in the Severity Filter column.

A list box replaces the phrase in the Severity Filter column.

Select an available severity filter from the list, either Alert, Any, Critical,
Emergency, Error, Info, None, Notice, or Warning.

The filter is added to the list of Severity Filters. The filter is activated when the
corresponding service is triggered.

Click OK.

The log is added to the Enable Device Log list.

Edit Logging  Select a Log Type from the Enable Device Log list and click Edit to change the
Settings configuration.
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Table 34: Device Profile Management Settings for Routing (continued)

Task Action

Delete Select a Log Type from the Enable Device Log list and click Delete to remove the
Logging server configuration.
Settings

To configure protocol settings, either click Next or click Protocol Settings. To use the
default protocol settings, skip to final review by clicking Review at the top of the wizard
window.

Specifying Protocol Settings for Routing Device Common Settings

To configure the protocol settings for an Routing Device profile, enter the settings
described in Table 35 on page 209. All settings are optional.

Table 35: Device Profile Protocol Settings for Routing

Field Action

Enable Storm Control

Select this option to enable storm control on a switch.

Spanning Tree Settings

Spanning Tree Protocol Select one of spanning-tree protocol (STP) settings for switches: STP, RSTP (default), MSTP,
Settings for switches only or None of these.

« Spanning Tree Protocol—With STP configured, the switches use the IEEE 802.1D 2004
specification, force version O. This configuration runs a version of RSTP that is compatible
with classic, basic STP as defined in the 802.1D 1998 specification.

« Rapid Spanning Tree Protocol—RSTP provides faster reconvergence time than the original
STP both by identifying certain links as point-to-point and by using protocol handshake
messages rather than fixed timeouts. VLAN Spanning Tree Protocol (VSTP) and RSTP can
be configured concurrently. You can selectively configure up to 253 VLANSs by using VSTP;
the remaining VLANSs will be configured by using RSTP. VSTP and RSTP are the only
spanning-tree protocols that can be configured concurrently on a switch.

« Multiple Spanning Tree Protocol—MSTP enables multiple VLANSs to be mapped to the
same spanning-tree instance, reducing the number of spanning-tree instances needed to
support a large number of VLANs. MSTP provides multiple forwarding paths for data traffic
and enables load-balancing. It improves the fault tolerance of the network because a failure
in one instance, or forwarding path, does not affect other instances.

You can also select the Enable VSTP check box to enable VSTP.

Multicast Settings

Enable IGMP Selecting this option enables Internet Group Management Protocol (IGMP) on all the interfaces
for the selected device. Default is disabled. IGMP is a commmunications protocol used by both
hosts and adjacent routers on IP networks to establish multicast group memberships.

Enable IGMP Snooping Enables IGMP snooping on all VLANSs. Default is enabled.
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Table 35: Device Profile Protocol Settings for Routing (continued)

Field Action

Enable DHCP Relay
Select this option to display the DHCP Relay settings.

Add DHCP Relay to Device To add DHCP Relay to this Device Profile:
Profile

1. Select Legacy DHCP Relay (default).

2. Add one or more DHCP servers to the Device Common Settings profile:
a. Click Add under DHCP Servers.

The Add Server window opens.

b. Type an IP Address.

c. Click OK.
The server is added to the list of DHCP Servers.
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Table 35: Device Profile Protocol Settings for Routing (continued)

Field Action

Add Extended DHCP Relay to To add Extended DHCP Relay to this Device Profile:
a Device Profile

1. Select Extended DHCP Relay instead of Legacy DHCP Relay.

2. Add one or more DHCP Server Groups to the Device Common Settings profile:
a. Click Add under Add DHCP Servers Group.

The Add Server Group window opens.
b. Provide a name for the server group.
c. Optionally, make this an active server group by checking Active Group.

d. Add servers to the group by clicking Add under DHCP Servers.

The phrase Click to enter value appears in the IP Address column.
e. Select Click to enter value and then enter an IP Address.

f. Click OK.

The server is added to the DHCP server group list.

g. Add a relay interface group by clicking Add under Add Relay Interface Group.
The Add DHCP Relay Interface window opens.

h. Type a DHCP interface group name.
i. Select a server group from the Server Group list.

j.  Click OK.

The group is added to the Relay Interface Group list.

Click either Next or Review, to see the Review page. For review directions, see “Reviewing
and Saving a Device Common Settings Configuration” on page 211.

Reviewing and Saving a Device Common Settings Configuration

From this page, you can save or make changes to Device Common Settings:

« To make changes to the settings, click the Edit associated with the configuration you
want to change.

Alternatively, you can also click appropriate sections of the workflow at the top of the
page that corresponds to the configuration you want to change.
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What to Do Next

Related
Documentation

When you have completed your modifications, click Review to return to this page.
« To save a new profile or to save modified settings to an existing profile, click Finish.

The Manage Device Common Settings page is displayed with the new or modified
profile listed

Once the Device Common Settings profile is created, you must assign the profile to the
required device by using the Manage Device Profile page and then deploy the Device
profile by using the Deploy mode. To assign a Device Commmon Settings profile to a device,
see Security Director Release Notes.

@ NOTE: A device can have only one Device profile assigned to it. However, you
can assign the same Device profile to multiple devices.

« Understanding Device Common Settings Profiles on page 199

« Assigning Device Common Settings to Devices on page 212

Assigning Device Common Settings to Devices

Once a Device Common Settings profile is created or discovered (system-created profile),
you must assign it to devices using the steps described in this topic. You can assign a
Device profile to a either single device, a series of single devices, or a Custom Group of
devices (see “Creating Custom Device Groups” on page 186).

@ NOTE: Adevice canhave only one Device Common Settings profile assigned
toit.

You must have one or more device profiles created or discovered before you can assign
a device profile to a device. When you deploy an assigned device profile, the configuration
is pushed onto the device.

This topic describes:

« Assigning Device Common Settings on page 213

- Editing the Assignments of the Device Common Setting on page 214
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Assigning Device Common Settings

To assign device common settings to either a single device, a series of single devices, or
members of a Custom Group:

1.

Click Build task category in the Connectivity Services Director banner.

Select Device Common Settings from the Profile and Configuration Management menu
in the Tasks pane.

The Manage Device Common Settings page is displayed. The page displays all the
device profiles that you configured as well as the system-created profiles detected
during device discovery.

Select an undeployed profile from the list of profiles and then click Assign.

The Assign Device Profile page for the selected device family appears with a wizard
consisting of three parts, Device Selection, Profile Assignment, and Review. Device
Selection is displayed.

Expand the Device Selection object tree and select one or more objects to receive the
device profile. You must place a check next to a device to select it—simply highlighting
the device does not select it.

@ NOTE: If Connectivity Services Director fails to read the configuration of
one or more devices after device discovery, those devices are not displayed
in the Device Selection list. You will not be able to assign profiles to those
devices. The Manage Jobs page in System mode displays details of the
device discovery jobs. Use the information displayed on this page to take
appropriate corrective steps to enable Connectivity Services Director to
reread the configuration of the failed device. For more information, see
Discovering Devices in a Physical Network.

Click either Next or click Profile Assignment from the wizard workflow.

The Profile Assignment page opens, displaying your selections, including their Device
(name), Type, Assigned To, and Attributes. The Assigned To column now has the
entry DEVICE and the Attributes column has the entry Undefined.

Click Define in the Attributes column in the Assignments table to configure the
attributes.

The Configure Attributes window opens, listing all the Layer 3 interfaces available on
the device.

a. Select the Layer 3 interfaces that are required for DHCP relay from the Available
list and using the right arrow, move them to the Selected list. You can reorder the
interfaces using the UP and DOWN arrows.
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b. Click Save to save the interface list and close the Configure Attributes window.

7. You can view the assignment details for the selected device and also remove any
assignments:

- Toview the assignment details, select the device and click View Assignments.

The Profile Details page for selected device appears. Expand the Device name to
view the details of the assignment. The assignment status displays the status
whether the device is deployed or is pending device update, and so on.

. To delete a device common setting assignment for a device, select the device from
the Assignments table and click Remove.

8. Click Next or click Review from the wizard workflow to review the assignments. On
the Review page, click Edit to edit the profile assignment.

9. Click Finish once you are done reviewing the profile assignment.

The Create Profile Assignments Job Details window appears with a status report for
the profile assignment job—click OK to close this window. If you have assigned the
profile to a large number of objects, the profile assignment job can take some time
to complete. Instead of waiting for the Job Details dialog box to report job completion
status, you can close it and check the details of the profile assignment job at a later
time using the Manage Job task in System mode.

@ NOTE: If any assignment fails, the profile assignment job fails and none
of the assignments are created. Check the details for the profile assignment
job for information about why the assignment failed.

An assigned Device profile has the Assignment State Pending Deployment in the Manage
Device Common Settings list. Deploy any device profile in this state.

To view the details of a profile, select the profile from the Manage Device Common
Settings page and then click Details.

Editing the Assignments of the Device Common Setting

Use the Edit Assignments page to change device common setting assignments. To edit
an existing assignment:

1. Select a profile from the Manage Device Common Settings page and click Edit
Assignment.

The Edit Assignments page for the selected device appears.

2. Expand the Devices cabinet and make the desired change from the Operation column
of the table.

3. Click Define from the Attributes column of the table to modify the attributes.
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The Configure attributes page is displayed listing all the Layer 3 interfaces available
on the device.

. Select the Layer 3 interfaces that are required for DHCP relay from the Available
box and using the right arrow, move them to the Selected box.

You can rearrange the order of the interfaces using the up and down arrows.
- Click Save after you are done with selecting the interfaces.
4. Click Apply once you are done with the changes.

The Manage Device Common Settings page is displayed.

Related . Understanding Device Commmon Settings Profiles on page 199

D tati
ocumentation « Creating and Managing Device Common Settings on page 199
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Configuring Class of Service (CoS)

« Understanding Class of Service (CoS) Profiles on page 217
« Creating and Managing Wired CoS Profiles on page 222

Understanding Class of Service (CoS) Profiles

When a network experiences congestion and delay, some packets must be prioritized to
avoid random loss of data. Class of service (CoS) (also known as QoS) accomplishes
this prioritization by dividing similar types of traffic, such as e-mail, streaming video, voice,
large document file transfer, into classes. You then apply different levels of priority, such
as those for throughput and packet loss, to each group, and thereby control traffic
behavior. For example, when packets must be dropped, you can ensure that packet loss
takes place according to your configured rules. CoS also enables you to rewrite the
Differentiated Services code point (DSCP), IP precedence, or 802.1p CoS bits of packets
exiting a specific interface, thus enabling you to tailor outgoing packets to meet the
network requirements of remote peers.

On Data Center Switching devices, CoS can be used to configure Ethernet interfaces to
support Fibre Channel over Ethernet (FCoE) traffic.

« How Would | Use CoS (also known as QoS)? on page 217

« How Does CoS Work? on page 218

« What Wireless Network Traffic Aspects Can | Control Using CoS? on page 219

- What CoS Parameters Can | Control? on page 220

- What Are the Default CoS Traffic Types? on page 220

« Data Center Switching CoS Configuration on page 221

« How Do | Implement Class of Service? on page 221

» Editing Discovered CoS Profiles on page 221

How Would | Use CoS (also known as QoS)?

On an Ethernet trunk, you can mark frames with a class-of-service (CoS) value. CoS is
used to define trunk connections as full-duplex, incoming only, or outgoing only.

Network devices such as routers and switches can be configured to use existing CoS
values on incoming packets from other devices (trust mode), or can rewrite the CoS
values to something completely different. Layer 2 markings also can extend to the WAN;
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for example, with a frame relay network. CoS is usually limited to use within an
organization's intranet.

With legacy telephone systems, CoS can be used to define the permissions an extension
will have on a private branch exchange (PBX) or Centrex. Some users might need extended
voicemail message retention or the ability to forward calls to a cell phone, while others
have no need to make calls outside the office. Permissions for a group of extensions can
be changed by modifying a CoS variable applied to the entire group.

@ NOTE: CoS configurations can be complicated, so unless it is required, we
recommend that you do not alter the default class names or queue number
associations.

How Do | Create CoS Groups?

Use 802.1Q tagged VLANS to group users and enable CoS to set priorities supported by
downstream devices.

How Is CoS Different From QoS?

CoS operates only on 802.1Q VLAN Ethernet at the data link layer (layer 2), while
quality-of-service (QoS) mechanisms operate at the IP network layer (layer 3). 802.1p
Layer 2 tagging can be used by QoS to differentiate and shape network traffic.

How Does CoS Work?

CoS is a 3-bit field in an Ethernet frame header when 802.1Q VLAN tagging has been
applied. The 3-bit field specifies a priority value between 0 and 7 that can be used by
QoS to differentiate and shape network traffic. Different devices use different priority
values. When you choose to create a CoS profile, Connectivity Services Director displays
the priority based on the device family that you chose. You can modify these or add more
priority values

It is helpful to think of forwarding classes as output queues. In effect, the end result of
classificationis the identification of an output queue for a particular packet. For a classifier
to assign an output queue to each packet, it must associate the packet with one of the
forwarding classes listed in Table 36 on page 218.

Table 36: 3-Bit CoS Field in Ethernet Header with VLAN Tagging

CoS Value Priority Applied

0 Best-effort is a backward compatibility feature.

1 Assured-forwarding offers a high-level of assurance that the packets are delivered as long as the packet
flow from the client stays within a certain Service profile that you define.
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Table 36: 3-Bit CoS Field in Ethernet Header with VLAN Tagging (continued)

CoS Value Priority Applied

2 Multicast assured-forwarding offers a high level of assurance that the multicast packets are delivered as
long as the packet flow from the customer stays within a certain Service profile that you define. The software
accepts excess traffic, but it applies a tail drop profile to determine if the excess packets are dropped and
not forwarded. Up to two drop probabilities (low and high) are defined for this service class.

Multicast expedited-forwarding delivers assured bandwidth, low loss, low delay, and low delay variation
(jitter) end-to-end for multicast packets in this service class. The software accepts excess traffic in this
class, but in contrast to the multicast assured forwarding class, out-of-profile multicast expedited-forwarding
class packets can be forwarded out of sequence or dropped.

Multicast best-effort does not apply any special CoS handling to the multicast packets. These packets are
usually dropped under congested network conditions.

3

4

5) Expedited-forwarding delivers assured bandwidth, low loss, low delay, and low delay variation (jitter)
end-to-end for packets in this service class.

6

7 Network-connect

Note: The forwarding classes multicast expedited-forwarding, multicast
assured-forwarding, and multicast best-effort are applicable to ACX, M, MX, PTX Series
routers.

Differentiated Services indicate how a packet is forwarded. Because the three bits used
in Layer 2 simple priority tagging provide minimal direction in managing traffic, the protocol
Differentiated Services (DS or DiffServ) was developed to enhance traffic differentiation.

What Wireless Network Traffic Aspects Can | Control Using CoS?

In addition to separating traffic into classes, you can also optionally configure these
settings with CoS:

- Apply a bandwidth limit to the data sessions and to aggregated categories such as
trunk interfaces, Layer 3 interfaces, access interfaces, and routed VLAN interfaces.

« Assign the same CoS level to all traffic on the Service profile SSID. This is called static
CoS and overrides settings indicated on the 802.1p, overrides DSCP markings in the
packets themselves, and disregards any filters that mark CoS. You indicate the value
assigned to all user traffic.

« Allow the controller to use the client DSCP for radio ingress traffic and ignore Wi-Fi
Multimedia (WMM).

- Specify a traffic class for voice traffic and optionally apply a bandwidth limit to the
voice sessions and to aggregated categories. You can also enable static CoS for voice
traffic, which overrides settings indicated on the 802.1p, overrides DSCP markings in
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the packets themselves, and disregards any filters that mark CoS. You indicate the
value assigned to all voice traffic.

« Specify which of 11 forwarding queues are used. You can modify the action
corresponding to each forwarding queue to suit your requirements. This is referred to
as access categories.

What CoS Parameters Can | Control?

You can use CoS profiles to group a set of class of service (CoS) parameters and apply
it to one or more interfaces. You can configure the following parameters within a CoS
profile:

« Classifiers—Packet classification refers to the examination of an incoming packet. This
function associates the packet with a particular CoS servicing level.

« Scheduler maps—Schedulers define the properties of output queues. These properties
include the amount of interface bandwidth assigned to the queue, the size of the
memory buffer allocated for storing packets, the priority of the queue, and the drop
profiles associated with the queue. You associate the schedulers with forwarding
classes by means of scheduler maps. You can then associate each scheduler map with
aninterface, thereby configuring the queues, packet schedulers, and tail drop processes
that operate according to this mapping.

« Rewrite values—A rewrite rule modifies the appropriate CoS bits in an outgoing packet.
Modification of CoS bits enables the next downstream device to classify the packet
into the appropriate service group. Rewriting or marking outbound packets is useful
when the device is at the border of a network and must alter the CoS values to meet
the policies of the targeted peer.

« Traffic-control profile—Traffic-control profiles enable traffic limitation of a certain
class to a specified bandwidth and burst size. Packets exceeding the limits can be
discarded, or can be assigned to a different forwarding class, a different loss priority,
or both.

What Are the Default CoS Traffic Types?

On EX Series switches, the system provides you with these four predefined traffic
types—Data, Voice, Video, and Network Control—with these default traffic configuration
and shaping details:

. Data—Forwarding queue O (nd_best-effort), Buffer size 50%, Bandwidth reserved
30%

« Voice—Forwarding queue 5 (nd_expedited-forwarding), Buffer size 20%, Bandwidth
reserved 0%

. Video—Forwarding queue 4 (nd_video-forwarding), Buffer size 20%, Bandwidth
reserved 70%

« Network Control—Forwarding queue 7 (nd_network-control), Buffer size 10%,
Bandwidth reserved 0%
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For Campus Switching ELS, the system provides you with these four predefined traffic
types—Data, Voice, Video, and Network Control—with these default traffic configuration
and shaping details:

. Data—Forwarding queue O (nd_best-effort), Buffer size 50%, Bandwidth reserved
30%

. Voice—Forwarding queue 1 (nd_expedited-forwarding), Buffer size 20%, Bandwidth
reserved 0%

« Video—Forwarding queue 2 (nd_video-forwarding), Buffer size 20%, Bandwidth reserved
70%

« Network Control—Forwarding queue 3 (nd_network-control), Buffer size 10%,
Bandwidth reserved 0%

For Campus Switching ELS with Hierarchal Post Scheduling (Juniper Networks EX4600
Ethernet switches), Connectivity Services Director provides you with predefined forwarding
classes—nd_cs_best-effort, nd_cs_video-forwarding, nd_cs_expedited-forwarding, and
nd_cs_network-control. These forwarding classes are grouped under two priority
groups—data_video_pg and voice_control_pg.

On data center switches, the system provides you with forwarding
classes—nd_dc_best-effort, nd_dc_network-control, nd_dc_fcoe, nd_dc_no-loss, and
nd_dc_mcast. These forwarding classes are grouped under three priority
groups—data_control_pg, fcoe_noloss_pg, and multicast_pg.

For both Campus Switching ELS with Hierarchal Post Scheduling and Date Center
Switching, you can modify and customize each of these priority groups and forwarding
classes. For more details, see “Creating and Managing Wired CoS Profiles” on page 222.

Data Center Switching CoS Configuration

For data center switching devices, these additional CoS features are available:

« Hierarchical Port Scheduling (ETS)—Hierarchical port scheduling (Enhanced
Transmission Selection, or ETS) is a two-tier process that provides better port
bandwidth utilization and greater flexibility to allocate resources to queues and to
groups of queues.

« Priority-based flow control (PFC)—A link-level flow control mechanism.

How Do | Implement Class of Service?

CoS can be implemented from the MSS CLI, from Connectivity Services Director.
RingMaster configures unicast traffic but does not configure multicast traffic. For directions
toimplement CoS from Connectivity Services Director, see “Creating and Managing Wired
CoS Profiles” on page 222.

Editing Discovered CoS Profiles

Duplicate scheduler configuration is deployed to the device when you edit a CoS profile
that are automatically created by Connectivity Services Director as part of device discovery
or out-of-band changes. In CoS configuration, a single classifier can be associated to
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multiple ports regardless of the other CoS configuration. When Connectivity Services
Director discovers a device with such configuration it will create multiple profiles, based
on the differencein other CoS configurations, and mapped to same classifier configuration.
If you modify classifier settings in such a CoS profile that is created automatically by
Connectivity Services Director, Connectivity Services Director cannot modify the
configuration because it is mapped to multiple profiles. Whenever you modify such a
CoS profile that is created automatically, Connectivity Services Director will create new
classifier settings configuration on the device and map the same to it, without affecting
the existing classifier settings. Newly created classifier settings will have a name generated
based on the profile name. Even if only one profile is mapped to the classifier settings,
Connectivity Services Director creates new classifier settings and the old settings are
orphaned.

@ NOTE: This behavior is applicable to both hierarchical and non hierarchical
profiles, and is applicable for congestion notification profile name, traffic
control profile name, scheduler map name, classifier name and rewrite rule
settings.

. Creating and Managing Wired CoS Profiles on page 222

Creating and Managing Wired CoS Profiles

CoS profiles enable the grouping of class-of-service (CoS) parameters and apply them
to one or more interfaces. Connectivity Services Director provides you with predefined
traffic types for each CoS profile that you create. These traffic types represent the most
common types of traffic for the device type. Each of these templates has preconfigured
values for all CoS parameters based on the typical application requirements. You can
change the preconfigured values of these parameters to suit your requirements.

This topic describes:

« Managing Wired CoS Profiles on page 223
« Using the Default CoS Profiles for Routers on page 224

« Using the Default CoS Profiles for Campus Switching ELS with Hierarchical Port
Scheduling on page 224

« Using the Default CoS Profiles for Data Center Switching on page 224
« Creating a Wired CoS Profile on page 225

« Specifying Settings for a Routing, Switching, and Campus Switching ELS CoS
Profile on page 226

« Specifying Settings for a Campus Switching ELS CoS Profile with Hierarchical Port
Scheduling (ETS) on page 230

« Specifying Settings for a Data Center Switching CoS Profile on page 234
« What to Do Next on page 241
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Managing Wired CoS Profiles

From the Manage CoS Profiles page, you can:

« Create a new CoS profile by clicking Add. For details, see “Creating a Wired CoS Profile”
on page 225.

- Modify an existing CoS profile by selecting it and clicking Edit.
- View information about a profile by selecting the profile and clicking Details.

. Delete a CoS profile by selecting a profile and clicking Delete.

TIP: You cannot delete profiles that are in use—that is, assigned to objects
orused by other profiles. To see the current assignments for a profile, select
the profile and click Details.

« Clone an existing CoS profile by selecting it and clicking Clone.

Table 37 on page 223 describes the information provided about wired CoS profiles on the
Manage CoS Profiles page. This page lists all CoS profiles defined for your network,
regardless of the scope you selected in the network view.

Table 37: Managing Wired CoS Profile Fields

Field Description

Profile Name Name given to the profile when the profile was created.

Family Type The device family on which the profile was created: ACX Series routers,
M Series routers, MX Series routers, PTX Series routers.

Description Description of the profile that was entered when the profile was
created. If the profile was created by using the CLI and then discovered
by Connectivity Services Director, the description is Profile created as
part of device discovery.

TIP: To display the entire description, you might need to resize the
Description column by clicking the column border in the heading and

dragging it.
Creation Time Date and time when the profile was created.
Update Time Date and time when the profile was last modified.
User Name The username of the user who created or modified the profile.

@ TIP: All columns might not be displayed. To show or hide fields listed in the
Manage Authorization Profiles table, click the down arrow on the field header,
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select Columns, and select or clear the check box adjacent to the field that
you want to show or hide.

Using the Default CoS Profiles for Routers

When you install Connectivity Services Director, a default CoS profile
(juniper_CoS_template) is added to the Manage CoS Profiles page for routers and EX
Series switches, and another with the same name is added for Campus Switching ELS.
Default CoS profiles have most basic settings preconfigured. For example, the forwarding
classes in the default CoS profile have already been assigned with default scheduler
values. However, you can use the Edit CoS Profile page to optimize your communication
with the network by customizing the bandwidth and buffer size assigned to each of the
forwarding classes in the default CoS profile.

Using the Default CoS Profiles for Campus Switching ELS with Hierarchical Port Scheduling

When you install Connectivity Services Director, juniper_CS_Hier_Ehernet_CoS is the
default CoS profiles that is installed for Campus Switching ELS with Hierarchical Port
Scheduling.

To see the settings configured for a default profile, select it on the Manage CoS Profiles
page, then click Details.

Using the Default CoS Profiles for Data Center Switching

When you install Connectivity Services Director, the following default CoS profiles are
installed for Data Center Switching:

« juniper_DC_NonHier_Ethernet_CoS
« juniper_DC_Hier_Ethernet_CoS

« juniper_DC_NonHier_CoS

« juniper_DC_Hier_CoS

« juniper_DC_Hier_FCoE_CoS

To see the settings configured for a default profile, select it on the Manage CoS Profiles
page, then click Details.

224
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Creating a Wired CoS Profile

In Connectivity Services Director, you can create a CoS profile to group a set of Class of
Service parameters and apply it to one or more network sessions.

For a CoS profile, you must specify the profile name. You can use defaults for the other
values.

To create a wired CoS profile:

1.
Click E- in the Connectivity Services Director banner.

2. Under Select View, select one of the following:Device View or Custom Group View.

@ TIP: Do not select Dashboard View or Topology View.

3. From the Tasks pane, expand Wired, expand Profiles, and then select CoS.

4. Click Add to add a new profile.

Connectivity Services Director opens the Device Family Chooser window.

5. From the Device Family Chooser, select the wired device family for which you want
to create a profile. The available device families are Switching (EX), Campus Switching
ELS>Non-Hierarchial Port Scheduling,Campus Switching ELS >Hierarchial Port
Scheduling, and Data Center Switching.

6. Click OK.

7. Complete the appropriate settings using the steps mentioned in “Specifying Settings
for a Routing, Switching, and Campus Switching ELS CoS Profile” on page 226,
“Specifying Settings for a Campus Switching ELS CoS Profile with Hierarchical Port
Scheduling (ETS)” on page 230, or “Specifying Settings for a Data Center Switching
CoS Profile” on page 234.
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Specifying Settings for a Routing, Switching, and Campus Switching ELS CoS Profile

Create a CoS profile for switching by providing a profile name and, optionally, changing
any default settings for Traffic Configuration and Shaping.

1. Enterthe CoS switching settings described in Table 38 on page 226. Required settings
are indicated by a red asterisk (*) that appears next to the field label in the user
interface.

Table 38: CoS Profile Settings for Routers, EX and Campus Switching ELS

Field Action

Profile Name Type the name of the profile.

You can use up to 64 characters for profiles created for wired devices.
Profile name must not contain special characters or spaces. Note
that profiles that are automatically created by Connectivity Services
Director as part of device discovery or out-of-band changes may
contain the underscore (_) character.

Description Type a description of the profile.

2. Connectivity Services Director includes four predefined traffic types, Data, Voice,
Video, and Network Control. You can either modify those traffic types or you can
create your own traffic type. Modify and customize any listed traffic type by selecting
the traffic type from the list and clicking Edit, then changing any of the settings
described in Table 39 on page 226.

3. To create your own traffic type, click Add and then configure the settings described
in Table 39 on page 226.

Table 39: Traffic Configuration and Shaping for EX Switching and Campus Switching
ELS

Field Description

Traffic Type If you are editing a Connectivity Services Director default traffic type,
this field cannot be changed. If you are adding a traffic type, indicate
the type of traffic—this can be any value, such as a server name or
something to do with your business.
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Table 39: Traffic Configuration and Shaping for EX Switching and Campus Switching

ELS (continued)

Field Description

Forwarding Name

If you are editing a Connectivity Services Director default traffic type,
this field cannot be changed. If you are adding a traffic type, you can
use one of the predefined forwarding classes for your switch or you
can create your own forwarding class. These forwarding classes are
always provided: nd_best-effort, nd_network-control,
nd_video-forwarding, and nd_expedited-forwarding. To create your
own forwarding class, type a name instead of selecting an option.

Most switches support the four predefined forwarding classes listed
above. The exception is the EX4300 switch, which has eight default
forwarding classes, including the standard four classes, plus
multicast-network-connect, multicast-assured-forwarding,
multicast-expedited-forwarding, and multicast-network-connect.

Forwarding Queue

Existing forwarding classes already have associated queues that
cannot be altered. If you defined a new forwarding class by specifying
your own Forwarding Name, then select an internal gueue number
to which forwarding classes are assigned. Most switches support
queues 0 - 10. The exception is the EX4300 switch, which supports
queues 0 -11.

By default, if a packet is not classified, it is assigned to the class
associated with queue 0. You can assign more than one forwarding
class to a queue number.

Scheduler Map

A note in the Scheduler Map section indicates how much buffer size and bandwidth you have
available to configure. For example, the message “You have been left with O percent buffer size
and 0 percent bandwidth.” means that you have no available buffer or bandwidth, and you must
reconfigure existing traffic types to free some bandwidth before configuring additional traffic

types.

Low Priority

Enable Low Priority if you want the queue to receive low priority.

Strict High Priority

Enable Strict High Priority if you want the queue to receive preferential
treatment over a low-priority queue. Unlimited bandwidth is assigned
to a strict-high priority queue.

A strict-high priority queue receives preferential treatment over a
low-priority queue. Unlimited bandwidth is assigned to a strict-high
priority queue. Queues are scheduled according to the queue number,
starting with the highest queue, 7, with decreasing priority down
through queue 0. Traffic in higher-numbered queues is always
scheduled prior to traffic in lower-numbered queues. In other words,
in case of two high-priority queues, the queue with the higher queue
number is processed first.

NOTE: You can modify this field in the Traffic Configuration and
Shaping table or from the Traffic Configuration and Shaping window.
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Table 39: Traffic Configuration and Shaping for EX Switching and Campus Switching

ELS (continued)
Field Description
Buffer Size (%) Buffer Size (%) is the size of the memory buffer allocated for storing

packets. Use the slider to specify the scheduler Buffer Size percentage.

NOTE: You can modify this value by double-clicking this field in the
Traffic Configuration and Shaping table or by sliding the bar in the
Traffic Configuration and Shaping window.

Bandwidth Reserved (%) Bandwidth Reserved (%) is the amount of interface bandwidth
assigned to the queue. Move the slider to specify the Bandwidth
Reserved percentage. Defaults are:

« Data:30%

« Voice: Strict High

« Video: 70%

« Network control: 0%

If Strict-High is enabled for this traffic type, you cannot reserve
bandwidth.

NOTE: This field displays the value based on either your input or on
the transmit-rate parameter from the switch, if that parameter is
configured. While specifying transmit-rate on the EX Series switch, if
you choose to specify the value as an exact rate, Connectivity Services
Director converts this value and displays it as a percentage in the
Bandwidth Reserved (%) field. You can modify this percentage value
from the CoS Profile page.

Shaping Rate Move the Shaping Rate slider to throttle the rate of packet
transmission by setting a maximum bandwidth (rate in bits per
second) or a maximum percentage of bandwidth for a queue or a
forwarding class.

Traffic Classification

Behavior aggregate classification classifies packets. The DSCP or DSCP IPv6 precedence bits of
the IP header convey the behavior aggregate class information. The information might also be
found in the IEEE 802.1ad, or IEEE 802.1p CoS bits.

Classifier Type Select a classifier type—DSCP, DSCP-IPv6, INET-precedence, or
IEEE-802.1—and associate the corresponding code-point aliases to
loss priorities.

NOTE: You canspecify code-point—loss priority associations for one
or more classifier types.

« DSCP—Differentiated services code point, a field in IPv4 headers,
is used to classify traffic.

« DSCP-IPv6—Differentiated services code point, a field in IPv6
headers, is used to classify traffic.

« INET precedence—Field that indicates class of service rewrite rules
are used to classify traffic.

« |EEE-802.1—IEEE 802.1ad, or IEEE 802.1p CoS bits are used to
classify traffic.
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Table 39: Traffic Configuration and Shaping for EX Switching and Campus Switching

ELS (continued)

Field

Classifier Code Points

Description

Code Points

The code points listincludes all available and unselected code points
for the selected classifier type.

Specify one or more code-point aliases or bit sets to associate with
a forwarding class by moving the value to one of the two lists, Loss
Priority Low or Loss Priority High.

Loss Priority Low

Indicate that packets have low loss priority by selecting code-point
aliases from the Code Points table and using the LEFT and RIGHT
arrows to move them into the appropriate loss priority table.

Loss Priority Medium-Low

Indicate that packets have medium-low loss priority by selecting
code-point aliases from the Code Points table and using the LEFT
and RIGHT arrows to move them into the appropriate loss priority
table.

Loss Priority Medium-High

Indicate that packets have medium-high loss priority by selecting
code-point aliases from the Code Points table and using the LEFT
and RIGHT arrows to move them into the appropriate loss priority
table.

Loss Priority High

Indicate that packets have high loss priority by selecting code-point
aliases from the Code Points table and using the LEFT and RIGHT
arrows to move them into the appropriate loss priority table.

4. Click OK to close the Add Traffic and Classification window and save your configuration.

Your changes are added to this CoS profile.

@ NOTE: If all bandwidth has already been reserved, your changes are not
made. Reduce the bandwidth reserved from another Traffic Type, then
repeat the configuration.

5. To configure rewrite rules for a forwarding queue, click Configure Rewrite Rules at the
bottom of the screen. The Configure Rewrite Rules window appears. Specify rewrite
rule settings as described below to alter CoS values in outgoing packets on the
outbound interfaces of an edge switch:

a. Select the forwarding class for which you want to create or modify rewrite rules.
Connectivity Services Director lists all the forwarding classes that you have used
for configuring traffic in the Traffic Configuration and Shaping section.
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b. For each classifier’s loss priority, select a code-point alias for each loss-priority
type—Low, Medium-Low, Medium-High, and High.

6. Click OK to save the rewrite rules and close the Configure Rewrite Rules window.

The system saves the rewrite rules and returns to the Create CoS Profile page.

7. Click Done.

After you create a CoS profile for switching devices, associate the CoS profile with a Port
profile. For directions, see Creating and Managing Port Profiles.

Specifying Settings for a Campus Switching ELS CoS Profile with Hierarchical Port Scheduling

(ETS)

You can create a CoS profile for Campus Switching ELS with Hierarchical Post Scheduling
by specifying the profile settings and the traffic configuration and shaping details.
Hierarchical port scheduling is a two-tier process that provides better port bandwidth
utilization and greater flexibility to allocate resources to queues and to groups of queues.
Hierarchical scheduling includes the Junos OS implementation of enhanced transmission
selection (ETS, described in IEEE 802.1Qaz).

When you open the Create CoS Profile page, Connectivity Services Director displays two
predefined priority groups—data_video_pg and voice_control_pg—with default forwarding
classes grouped under each of them. You can modify these priority groups or forwarding
classes according to your network requirements.

To specify the settings for the CoS profile:

1. Enter the settings described in Table 40 on page 230. Required settings are indicated
by a red asterisk (*) that appears next to the field label in the user interface.

Table 40: CoS Profile Basic Settings for Campus Switching ELS CoS Profile with
Hierarchical Port Scheduling (ETS)

Field Action

Profile Name Type the name of the profile.

You can use up to 64 characters for profiles created for wired devices.
Profile name must not contain special characters or spaces. Note
that profiles that are automatically created by Connectivity Services
Director as part of device discovery or out-of-band changes may
contain the underscore (_) character.

Description Type the description of the profile.

2. Specify settings in the Priority Group and Traffic Settings section.
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The table lists priority groups and the forwarding classes they contain in an expandable
list. Priority groups refer to forwarding class sets in the device. You can perform these
tasks on priority groups and forwarding classes:

. To add a new priority group, click Add Priority Group. The Add Priority Group and
Traffic Control Profile Window opens. Enter the settings as described in
Table 41 on page 231.

Table 41: Add Priority Group and Traffic Control Profile Window

Field Description

Priority Group Name Enter a name for the priority group.

Traffic Control Profile Settings

Transmit Rate (%) Select a transmit rate percentage for the priority group.

Shaping Rate (%) Select a shaping rate percentage for the priority group.

- To edit a priority group or forwarding class’s properties, click the field that you want
to edit in the table. The properties that can be edited are described in
Table 42 on page 231.

Table 42: Priority Group and Traffic Settings Table Properties

Field Description
No Loss Select to make the forwarding class lossless. Not applicable to priority groups.
Strict High Select to cause the forwarding class to receive preferential treatment over a low-priority queue.

Unlimited bandwidth is assigned to a strict-high priority gueue. Not applicable to priority groups.

Transmit Rate (%) Select the percentage of interface bandwidth assigned to the forwarding class or priority group.

If you have enabled Strict-High, you cannot reserve bandwidth for this traffic type.

Shaping Rate (%) Select a shaping rate percentage for the forwarding class or priority group.

Buffer Size (%) Select the percentage of the memory buffer allocated for storing packets for the forwarding
class. Not applicable to priority groups.

- To edit a forwarding class’s properties, click its name. The Edit Traffic Classification
and Shaping for priority group window opens. Enter the settings as described in
Table 43 on page 231.

Table 43: Edit and Add Traffic Classification and Shaping for Priority Group Window

Field Description
Forwarding Class Name Select or specify a name for the forwarding class.
Forwarding Class Queue Specify the internal queue numbers to which forwarding classes are assigned.

Copyright © 2019, Juniper Networks, Inc. 231



Connectivity Services Director User Guide

Table 43: Edit and Add Traffic Classification and Shaping for Priority Group Window (continued)

Field Description

No Loss Select to make the forwarding class lossless.
Scheduler Map
Strict High Select if you want the queue to receive preferential treatment over a low-priority queue.

Unlimited bandwidth is assigned to a strict-high priority queue.

Transmit Rate

Select the percentage of interface bandwidth assigned to the forwarding class.

If you have enabled Strict-High, you cannot reserve bandwidth for this traffic type.

Shaping Rate

Select a shaping rate percentage for the forwarding class.

Buffer Size (%)

Select the percentage of the memory buffer allocated for storing packets for the forwarding
class.

Traffic Classification

Classifier Type

Select the classifier type that maps packets to a forwarding class and a loss priority.

Code Points

Specify one or more code-points for associating with a forwarding class.

Loss Priority Low

Indicates that packets have low loss priority. Select code points from the Code Points
table and use the LEFT and RIGHT arrows to move them into the appropriate loss priority
table.

Loss Priority Medium High

Indicates that packets have medium high loss priority. Select code points from the Code
Points table and use the LEFT and RIGHT arrows to move them into the appropriate loss
priority table.

Loss Priority High

Indicates that packets have high loss priority. Select code points from the Code Points
table and use the LEFT and RIGHT arrows to move them into the appropriate loss priority
table.

- To add a forwarding class to a priority group, click the Add Forwarding Class link at
the end of the priority group’s list of forwarding classes. The Add Traffic Classification
and Shaping for priority group window opens. Enter the settings as described in
Table 43 on page 231.

- Toremove a priority group or forwarding class, click the X at the end of its table row.

3. Specify priority-based flow control (PFC) settings in the PFC Settings section. Enter
the settings as described in Table 44 on page 232.

Table 44: PFC Settings for Campus Switching ELS CoS Profile with Hierarchical Port Scheduling (ETS)

Field Description

Input Cable Length (meter)

Enter the length of the cable attached to the input interface, in meters.

Input
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Table 44: PFC Settings for Campus Switching ELS CoS Profile with Hierarchical Port Scheduling (ETS) (continued)

Field Description

Add Click to add an input congestion notification profile (CNP). A new entry appears in
the table.

Remove Click to remove the selected input CNP.

|IEEE Code Point Select the IEEE code point for the input CNP.

Maximum Receive Size (bytes) Enter the maximum receive unit (MRU) on an interface for traffic that matches the

PFC priority, in bytes.

Output

Add Click to add an output CNP. A new entry appears in the table.
Remove Click to remove the selected output CNP.

|EEE Code Point Select the IEEE code point for the output CNP.

Queue List Select output queues on which to enable flow control (PFC pause).

4, Specify rewrite rule settings in the Rewrite Rule Settings section. Enter the settings
as described in Table 45 on page 233.

Table 45: Rewrite Rule Settings for Campus Switching ELS CoS Profile with Hierarchical Port Scheduling (ETS)

Field Description

Forwarding Name The name of the forwarding class.

Queue The number corresponding to the forwarding queue. You cannot modify this
field.

Rewrite Type Select a rewrite-rules mapping for the traffic that passes through the various

gueues on the interface.

Egress Code Point - Loss Priority Low Specify a code-point for association with a forwarding class for loss priority low.

Egress Code Point - Loss Priority Medium High ~ Specify a code-point for association with a forwarding class for loss priority
medium high.

Egress Code Point - Loss Priority High Specify a code-point for association with a forwarding class for loss priority
high.

5. Click Done to save the changes to the profile.
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Specifying Settings for a Data Center Switching CoS Profile

You can create a CoS profile by specifying the profile settings and the traffic configuration
and shaping details.

To specify the settings for the CoS profile:

1. Enter the settings described in Table 46 on page 234. Required settings are indicated
by a red asterisk (*) that appears next to the field label in the user interface.

Table 46: CoS Profile Basic Settings for Data Center Switching

Field Action

Profile Name Type the name of the profile.

You can use up to 64 characters for profiles created for wired devices.
Profile name must not contain special characters or spaces. Note
that profiles that are automatically created by Connectivity Services
Director as part of device discovery or out-of-band changes may
contain the underscore (_) character.

Description Type the description of the profile.

2. Inthe Traffic Classification and Shaping Settings section, select one of these options:

- Hierarchical Port Scheduling (ETS)—Hierarchical port scheduling (Enhanced
Transmission Selection, or ETS) is a two-tier process that provides better port
bandwidth utilization and greater flexibility to allocate resources to queues and to
groups of queues (for QFX and QFabric devices).

- Non Hierarchical Port Scheduling—Non-hierarchical scheduling is a one-tier process
that provides port bandwidth utilization and allocates resources to queues (for
EX4500 and EX4550 transit switches).

3. If you selected Hierarchical Port Scheduling (ETS), specify settings in the Priority
Group and Traffic Settings section.

The table lists priority groups and the forwarding classes they containinan expandable
list. Priority groups refer to forwarding class sets in the device. You can perform these
tasks on priority groups and forwarding classes:
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. To add a new priority group, click Add Priority Group. The Add Priority Group and
Traffic Control Profile Window opens. Enter the settings as described in
Table 47 on page 235.

Table 47: Add Priority Group and Traffic Control Profile Window

Field Description

Priority Group Name Enter a name for the priority group.

Traffic Control Profile Settings

Transmit Rate (%) Select a transmit rate percentage for the priority group.

Shaping Rate (%) Select a shaping rate percentage for the priority group.

- To edit a priority group or forwarding class’s properties, click the field that you want
to edit in the table. The properties that can be edited are described in
Table 48 on page 235.

Table 48: Priority Group and Traffic Settings Table Properties

Field Description
No Loss Select to make the forwarding class lossless. Not applicable to priority groups.
Strict High Select to cause the forwarding class to receive preferential treatment over a low-priority queue.

Unlimited bandwidth is assigned to a strict-high priority queue. Not applicable to priority groups.

Transmit Rate (%) Select the percentage of interface bandwidth assigned to the forwarding class or priority group.

If you have enabled Strict-High, you cannot reserve bandwidth for this traffic type.

Shaping Rate (%) Select a shaping rate percentage for the forwarding class or priority group.

Buffer Size (%) Select the percentage of the memory buffer allocated for storing packets for the forwarding
class. Not applicable to priority groups.

- To edit a forwarding class’s properties, click its name. The Edit Traffic Classification
and Shaping for priority group window opens. Enter the settings as described in
Table 49 on page 235.

Table 49: Edit and Add Traffic Classification and Shaping for Priority Group Window

Forwarding Class Name Select or specify a name for the forwarding class.

Forwarding Class Queue Specify the internal queue numbers to which forwarding classes are assigned.
No Loss Select to make the forwarding class lossless.

Scheduler Map
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Table 49: Edit and Add Traffic Classification and Shaping for Priority Group Window (continued)

Field Description

Strict High Select if you want the queue to receive preferential treatment over a low-priority queue.
Unlimited bandwidth is assigned to a strict-high priority queue.

Transmit Rate Select the percentage of interface bandwidth assigned to the forwarding class.

If you have enabled Strict-High, you cannot reserve bandwidth for this traffic type.

Shaping Rate Select a shaping rate percentage for the forwarding class.
Buffer Size (%) Select the percentage of the memory buffer allocated for storing packets for the forwarding
class.

Traffic Classification

Classifier Type Select the classifier type that maps packets to a forwarding class and a loss priority.

Code Points Specify one or more code-points for associating with a forwarding class.

Loss Priority Low Indicates that packets have low loss priority. Select code points from the Code Points
table and use the LEFT and RIGHT arrows to move them into the appropriate loss priority
table.

Loss Priority Medium High Indicates that packets have medium high loss priority. Select code points from the Code
Points table and use the LEFT and RIGHT arrows to move them into the appropriate loss
priority table.

Loss Priority High Indicates that packets have high loss priority. Select code points from the Code Points
table and use the LEFT and RIGHT arrows to move them into the appropriate loss priority
table.

. To add a forwarding class to a priority group, click the Add Forwarding Class link at
the end of the priority group’s list of forwarding classes. The Add Traffic Classification
and Shaping for priority group window opens. Enter the settings as described in
Table 49 on page 235.

- Toremove a priority group or forwarding class, click the X at the end of its table row.

4. If you selected Non Hierarchical Port Scheduling, specify settings in the Traffic
Configuration and Shaping table.

The table lists forwarding classes. You can perform these tasks on forwarding classes:

- To add traffic configuration and shaping details for different types of traffic, click
Add in the Traffic Configuration and Shaping box. The Add Traffic Classification
and Shaping window opens.

. To modify the details of an existing traffic configuration, select the traffic
configuration from the list and click Edit. The Edit Traffic Classification and Shaping
window opens.

236 Copyright © 2019, Juniper Networks, Inc.



Chapter 13: Configuring Class of Service (CoS)

@ NOTE: You can modify some of the details in the Traffic Configuration
and Shaping table without having to open the Edit Traffic Classification
and Shaping window—by clicking on the field that you want to modify.

- To delete a traffic configuration entry, select the traffic configuration from the list
and click Remove.

The system deletes the selected traffic configuration entry.

To create your own traffic type, click Add and then configure the settings described
in Table 50 on page 237.

Table 50: Traffic Configuration and Shaping for EX Switching and Campus Switching
ELS

Field Description

Traffic Type If you are editing a Connectivity Services Director default traffic type,
this field cannot be changed. If you are adding a traffic type, indicate
the type of traffic—this can be any value, such as a server name or
something to do with your business.

Forwarding Name If you are editing a Connectivity Services Director default traffic type,
this field cannot be changed. If you are adding a traffic type, you can
use one of the predefined forwarding classes for your switch or you
can create your own forwarding class. These forwarding classes are
always provided: nd_best-effort, nd_network-control,
nd_video-forwarding, and nd_expedited-forwarding. To create your
own forwarding class, type a name instead of selecting an option.

Most switches support the four predefined forwarding classes listed
above. The exception is the EX4300 switch, which has eight default
forwarding classes, including the standard four classes, plus
multicast-network-connect, multicast-assured-forwarding,
multicast-expedited-forwarding, and multicast-network-connect.

Forwarding Queue Existing forwarding classes already have associated queues that
cannot be altered. If you defined a new forwarding class by specifying
your own Forwarding Name, then select an internal gueue number
to which forwarding classes are assigned. Most switches support
queues 0 - 10. The exception is the EX4300 switch, which supports
queues 0 -11.

By default, if a packet is not classified, it is assigned to the class
associated with queue 0. You can assign more than one forwarding
class to a queue number.

Scheduler Map

A note in the Scheduler Map section indicates how much buffer size and bandwidth you have
available to configure. For example, the message “You have been left with O percent buffer size
and O percent bandwidth.” means that you have no available buffer or bandwidth, and you must
reconfigure existing traffic types to free some bandwidth before configuring additional traffic
types.

Low Priority Enable Low Priority if you want the queue to receive low priority.
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Table 50: Traffic Configuration and Shaping for EX Switching and Campus Switching
ELS (continued)

Field Description

Strict High Priority Enable Strict High Priority if you want the queue to receive preferential
treatment over a low-priority queue. Unlimited bandwidth is assigned
to a strict-high priority queue.

A strict-high priority queue receives preferential treatment over a
low-priority queue. Unlimited bandwidth is assigned to a strict-high
priority queue. Queues are scheduled according to the queue number,
starting with the highest queue, 7, with decreasing priority down
through queue 0. Traffic in higher-numbered queues is always
scheduled prior to traffic in lower-numbered queues. In other words,
in case of two high-priority queues, the queue with the higher queue
number is processed first.

NOTE: You can modify this field in the Traffic Configuration and
Shaping table or from the Traffic Configuration and Shaping window.

Buffer Size (%) Buffer Size (%) is the size of the memory buffer allocated for storing
packets. Use the slider to specify the scheduler Buffer Size percentage.

NOTE: You can modify this value by double-clicking this field in the
Traffic Configuration and Shaping table or by sliding the bar in the
Traffic Configuration and Shaping window.

Bandwidth Reserved (%) Bandwidth Reserved (%) is the amount of interface bandwidth
assigned to the queue. Move the slider to specify the Bandwidth
Reserved percentage. Defaults are:

« Data:30%

« Voice: Strict High

« Video: 70%

» Network control: 0%

If Strict-High is enabled for this traffic type, you cannot reserve
bandwidth.

NOTE: This field displays the value based on either your input or on
the transmit-rate parameter from the switch, if that parameter is
configured. While specifying transmit-rate on the EX Series switch, if
you choose to specify the value as an exact rate, Connectivity Services
Director converts this value and displays it as a percentage in the
Bandwidth Reserved (%) field. You can modify this percentage value
from the CoS Profile page.

Shaping Rate Move the Shaping Rate slider to throttle the rate of packet
transmission by setting a maximum bandwidth (rate in bits per
second) or a maximum percentage of bandwidth for a queue or a
forwarding class.

Traffic Classification

Behavior aggregate classification classifies packets. The DSCP or DSCP IPv6 precedence bits of
the IP header convey the behavior aggregate class information. The information might also be
found in the IEEE 802.1ad, or IEEE 802.1p CoS bits.
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Table 50: Traffic Configuration and Shaping for EX Switching and Campus Switching

ELS (continued)
Field Description
Classifier Type Select a classifier type—DSCP, DSCP-IPv6, INET-precedence, or

IEEE-802.1—and associate the corresponding code-point aliases to
loss priorities.

NOTE: You canspecify code-point—loss priority associations for one
or more classifier types.

« DSCP—Differentiated services code point, a field in IPv4 headers,
is used to classify traffic.

« DSCP-IPv6—Differentiated services code point, a field in IPv6
headers, is used to classify traffic.

« INET precedence—Field that indicates class of service rewrite rules
are used to classify traffic.

« |EEE-802.1—IEEE 802.1ad, or IEEE 802.1p CoS bits are used to
classify traffic.

Classifier Code Points

Code Points The code points list includes all available and unselected code points
for the selected classifier type.

Specify one or more code-point aliases or bit sets to associate with
a forwarding class by moving the value to one of the two lists, Loss
Priority Low or Loss Priority High.

Loss Priority Low Indicate that packets have low loss priority by selecting code-point
aliases from the Code Points table and using the LEFT and RIGHT
arrows to move them into the appropriate loss priority table.

Loss Priority Medium-Low  Indicate that packets have medium-low loss priority by selecting
code-point aliases from the Code Points table and using the LEFT
and RIGHT arrows to move them into the appropriate loss priority
table.

Loss Priority Medium-High  Indicate that packets have medium-high loss priority by selecting
code-point aliases from the Code Points table and using the LEFT
and RIGHT arrows to move them into the appropriate loss priority
table.

Loss Priority High Indicate that packets have high loss priority by selecting code-point
aliases from the Code Points table and using the LEFT and RIGHT
arrows to move them into the appropriate loss priority table.

5. If you selected Hierarchical Port Scheduling (ETS), specify priority-based flow control
(PFC) settings in the PFC Settings section. Enter the settings as described in
Table 51 on page 240.
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Table 51: PFC Settings for Data Center Switching Hierarchical Port Scheduling (ETS) CoS Profile

Field Description

Input Cable Length (meter) Enter the length of the cable attached to the input interface, in meters.

Input

Add Click to add an input congestion notification profile (CNP). A new entry appears in
the table.

Remove Click to remove the selected input CNP.

|IEEE Code Point Select the IEEE code point for the input CNP.

Maximum Receive Size (bytes) Enter the maximum receive unit (MRU) on an interface for traffic that matches the

PFC priority, in bytes.

Output

Add Click to add an output CNP. A new entry appears in the table.
Remove Click to remove the selected output CNP.

|EEE Code Point Select the IEEE code point for the output CNP.

Queue List Select output queues on which to enable flow control (PFC pause).

6. If you selected Non-Hierarchical Port Scheduling, specify priority-based flow control
(PFC) settings in the PFC Settings section. Enter the settings as described in
Table 52 on page 240.

Table 52: PFC Settings for Data Center Switching Non-Hierarchical Port Scheduling CoS Profile

Field Description

Input

Add Click to add an input congestion notification profile (CNP). A new entry appears in the
table.

Remove Click to remove the selected input CNP.

7. If you selected Hierarchical Port Scheduling (ETS), specify rewrite rule settings in the
Rewrite Rule Settings section as described in Table 53 on page 240.

Table 53: Rewrite Rule Settings for Data Center Switching CoS Profile

Field Description

Forwarding Name The name of the forwarding class.

240 Copyright © 2019, Juniper Networks, Inc.



Chapter 13: Configuring Class of Service (CoS)

Table 53: Rewrite Rule Settings for Data Center Switching CoS Profile (continued)

Field Description

Queue The number corresponding to the forwarding queue. You cannot modify this
field.
Rewrite Type Select a rewrite-rules mapping for the traffic that passes through the various

gueues on the interface.

Egress Code Point - Loss Priority Low Specify a code-point for association with a forwarding class for loss priority low.

Egress Code Point - Loss Priority Medium High ~ Specify a code-point for association with a forwarding class for loss priority
medium high.

Egress Code Point - Loss Priority High Specify a code-point for association with a forwarding class for loss priority
high.

8. If you selected Non-Hierarchical Port Scheduling, click Configure Rewrite Rules at the
bottom of the screen to configure rewrite rules for a forwarding queue. The Configure
Rewrite Rules window appears. Specify rewrite rule settings as described below to
alter CoS values in outgoing packets on the outbound interfaces of an edge switch:

a. Select the forwarding class for which you want to create or modify rewrite rules.
Connectivity Services Director lists all the forwarding classes that you have used
for configuring traffic in the Traffic Configuration and Shaping section.

b. For each classifier’s loss priority, select a code-point alias for each loss-priority
type—Low, Medium-Low, Medium-High, and High.

9. Click Done to save the changes to the profile.

What to Do Next

After you have created a CoS profile for switching devices, you can associate the CoS
profile to a Port profile.

Related . Understanding Class of Service (CoS) Profiles on page 217
Documentation
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Configuring Link Aggregation Groups
(LAGS)

« Understanding Link Aggregation on page 243
- Managing and Creating a Link Aggregation Group on page 243

Understanding Link Aggregation

You can combine multiple physical Ethernet ports to form a logical point-to-point link,
known as a link aggregation group (LAG) or bundle. A LAG provides more bandwidth
than a single Ethernet link can provide. Additionally, link aggregation provides network
redundancy by load-balancing traffic across all available links. If one of the links fails,
the system automatically load-balances traffic across all remaining links. In a Virtual
Chassis, LAGs can be used to load-balance network traffic between member routers.

The maximum number of interfaces that can be grouped into a LAG and the maximum
number of LAGs supported on a router varies according to the router model and the
version of and the version of Juniper Networks Junos operating system (Junos OS) that
is running on that router.

Related . Managing and Creating a Link Aggregation Group on page 243
Documentation

Managing and Creating a Link Aggregation Group

|EEE 802.3ad link aggregation enables you to group Ethernet interfaces to form a single
link layer interface, also known as a link aggregation group (LAG) or bundle.

Aggregating multiple links between physical interfaces creates a single logical
point-to-point trunk link or a LAG. Link Aggregation Control Protocol (LACP),a component
of IEEE 802.3ad, provides additional functionality for LAGs.

LACP ensures that both ends of the Ethernet link are functional and are members of the
aggregation group before the link is added to the LAG. If you use LACP, make sure that
LACP is enabled at both the local and remote ends of the link. When LACP is configured,
it detects misconfigurations on the local end or the remote end of the link. Thus, LACP
can help to prevent communication failure. When LACP is not enabled, a local LAG might
attempt to transmit packets to a remote single interface, which causes the communication
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to fail. However, when LACP is enabled, a local LAG cannot transmit packets unless a
LAG with LACP is also configured on the remote end of the link.

The maximum number of interfaces that can be grouped into a LAG and the maximum
number of LAGs supported on a router varies according to the router model and the
version of Juniper Networks Junos operating system (Junos OS) that is running on that
router. Be aware of the maximum number of interfaces per LAG and the maximum number
of LAGs that are supported on your routers by referring to your device specific
documentation before implementing LAG in your network.

@ NOTE: Youonly see the Manage Lag option under Device Management when
a qualified router is selected in the View Pane.

When creating LAGs, follow these guidelines:

« You must configure the LAG on both sides of the link.
« You must set the interfaces on either side of the link to the same speed.

« You can configure and apply firewall filters on a LAG.

@ NOTE: Youonly see the Manage Lag option under Device Management when
a gualified router is selected in the View Pane.

This topic includes:

« Link Aggregation Group Options on page 244
« Creating a Link Aggregation Group on page 245
« What To Do Next on page 247

Link Aggregation Group Options

From the Manage LAG page, you can:

« Create anew Link Aggregation by clicking Create. The Create Link Aggregation window
opens—for directions, see “Creating a Link Aggregation Group” on page 245.

. Modify an existing Link Aggregation by selecting it and clicking Edit. The Modify Link
Aggregation window opens. You can modify all the fields in the Modify Link Aggregation
window, except the Interface Name field.

« Delete a Link Aggregation Group by selecting it and clicking Delete.
Table 54 on page 245 describes the information provided about the link aggregation

configurations on the LACP (Link Aggregation Control Protocol) Configuration page. This
page lists all link aggregation groups defined on the selected device.
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Table 54: LACP (Link Aggregation Control Protocol) Configuration Fields

Field Description

Logical Interface Name

Name given to the aggregated interface when the LAG was created.

Member Interfaces

Names of individual member interfaces.

LACP Mode

Mode in which LACP packets are exchanged between the interfaces.
The possible modes are:

« Active—Indicates that the interface initiates transmission of LACP
packets

« Passive—Indicates that the interface responds only to LACP
packets.

Description

Deployment State

The description for the LAG.

TIP: If you cannot view the entire description, you can resize the
Description column by clicking the column border in the heading and
dragging it.

The deployment state of the link aggregation. Deployment state can
be:

« Pending Deployment—Indicates that the LAG is not yet deployed
on the device.

« Deployed—Indicates that the LAG is deployed on the device.
« Pending Removal—Indicates that the LAG is deleted.

Creation Time

Date and time when this profile was created.

Update Time

Date and time when this profile was last modified.

User Name

The username of the user who created or modified the profile.

@ TIP: All columns might not be displayed. To show or hide fields in the LACP
(Link Aggregation Control Protocol) Configuration table, click the DOWN
arrow on the field header, select Columns, and select or clear the check box
adjacent to the field that you want to show or hide.

Creating a Link Aggregation Group

You can create one or more LAGs for your device in Device view. The number of interfaces
that can be grouped into a LAG and the total number of LAGs supported on a router
varies according to router model.
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To create a link aggregation group:

1.

In the View pane, select a router for link aggregation.

@ NOTE: The Manage LAG task is only available when a qualified router is
selected in the View pane.

Click the Build icon in the Connectivity Services Director banner.

Select Wired > Manage LAG in the Tasks pane.

The Manage LAG page opens.

Click Create.

The Create Link Aggregation window opens.

Use the up and down arrows to select an AE Name for the aggregation interface. The
interface name begins with ae followed by an interface number.

Select the mode in which LACP packets are to be exchanged between interfaces,
either Active or Passive.

. Active—Indicates that the interface initiates transmission of LACP packets
. Passive—Indicates that the interface responds only to LACP packets.

Enter a description for the link aggregation.

Configure up to eight available interfaces on the LAG. Select one or more interfaces
from the Available list and then click the RIGHT arrow to move them to the Selected
list.

@ NOTE: The Available interfaces list displays only those interfaces that
are not part of any link aggregation.

If the device is capable of using MC-LAGs, an MC-LAGs section also appears in the
Create Link Aggregation window. For information about MC-LAG configuration, see
MC-LAG Settings.

10. Click OK to save the link aggregation configuration.
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A message confirms that the link aggregation is created successfully and ready to be
deployed to a device. If the configuration contains an error, the message instead
indicates the error.

11. Click OK to close the information message.

The LAG appears in the Manage LAG list.

What To Do Next

The configuration changes that you make in the Build mode are not deployed to devices
automatically. After you create a link aggregation group, you must manually deploy the
changes to the routerss in Deploy mode. For details, see Deploying Configuration to Devices.

TIP: Even though link aggregation configuration is not contained within a

profile, you can view the link aggregation groups assigned to a router by using
the View Assigned Profiles task in Build mode.

Related . Understanding Link Aggregation on page 243
Documentation
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Managing Network Devices

« Viewing the Device Inventory Page in Device View of Connectivity Services
Director on page 250

« Viewing the Physical Inventory of Devices on page 252

« Viewing Licenses With Connectivity Services Director on page 253

« Viewing a Device's Current Configuration from Connectivity Services Director on page 254
« Accessing a Device’s CLI from Connectivity Services Director on page 254

« Accessing a Device’'s Web-Based Interface from Connectivity Services
Director on page 255

« Deleting Devices on page 257
« Rebooting Devices on page 257
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Viewing the Device Inventory Page in Device View of Connectivity Services Director

The Device Inventory page lists devices managed by Connectivity Services Director and

provides basic information about the devices, such as IP address and current operating

status. The Device Inventory page is available in Build and Deploy mode and is the default
landing page for Build mode.

The scope you have selected in the View pane and the network view that you have
selected from the View selector determines which devices are listed in the Device Inventory
page. For example:

« Ifyouareinthe Device View and select My Network, all devices managed by Connectivity
Services Director are listed.

The Device Inventory page provides three pie charts that summarize the status of the
devices in your selected scope:

« Devices by Family—Indicates the proportion of devices in each device family.

. Connection State—Shows the proportion of devices that are up or down. In this chart,
Virtual Chassis count as one device.

. Configuration State—Shows the proportion of devices in each configuration state. See
the Config State entry in Table 55 on page 250 for definitions of the configuration states.

Mouse over a pie segment to view the actual number of devices and the percentage
represented by that pie segment.

Table 55 on page 250 describes the fields in the Device Inventory table.

Table 55: Fields in the Device Inventory Table

Field Description

Hostname Configured name of the device or IP address if no hostname is configured.
IP Address IP Address of the device.

Serial Number Serial number of device chassis.

Platform Model number of the device.

OS Version Operating system version running on the device.

Device Family Device family of the device, such as JUNOS for MX Series routers.

Device Type Type of the device:

« ROUTER—ACKX Series routers, M Series routers, MX Series routers, and
PTX Series routers
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Table 55: Fields in the Device Inventory Table (continued)

Field Description

Connection State

Config State

Connection status of the device in Connectivity Services Director:

« UP—Device is connected to Connectivity Services Director.
« DOWN-—Device is not connected to Connectivity Services Director.
« N/A—Access point state is unavailable to Connectivity Services Director.

Displays the configuration status of the device:

« In Sync—The configuration on the device is in sync with the Connectivity
Services Director configuration for the device.

« Out Of Sync—The configuration on the device does not match the
Connectivity Services Director configuration for the device. This state is
usually the result of the device configuration being altered outside of
Connectivity Services Director.

You cannot deploy configuration on a device from Connectivity Services
Director when the device is Out Of Sync. To resolve this state, use the
Resynchronize Device Configuration task in Deploy mode.

« Sync failed—An attempt to resynchronize an Out Of Sync device failed.

« Synchronizing—The device configuration is in the process of being
resynchronized.

« N/A—The device is down or is an access point.

Manageability
State

Displays if the device is directly manageable or not.

This is a hidden field. To display the Manageability State field, click any
column, click the down arrow to expand the list, select Columns from the
list, and then enable Manageability State.

Related . Viewing the Physical Inventory of Devices on page 252

Documentation

« Viewing Licenses With Connectivity Services Director on page 253

« Viewing a Device's Current Configuration from Connectivity Services Director on page 254
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Viewing the Physical Inventory of Devices

You can view the physical inventory of all the devices in your network in the Device Physical
Inventory page. The Device Physical Inventory page displays information about the slots
that are available for a device and provides information about power supplies, chassis
cards, fans, part numbers, and so on. Connectivity Services Director displays hardware
inventory by device name, based on data retrieved both from the device during discovery
and resynchronizing operations, and from the data stored in the hardware catalog. For
each managed device, the physical inventory page provides descriptions for field
replaceable units (FRUs), part numbers, model numbers, and the pluggable locations
from which empty slots are determined.

To view the Device Physical Inventory page, while in the Build mode, select a router from
the View pane and select Device Management > Physical Inventory from the Tasks pane.

The physical inventory page displays the model number, part number, serial number, and
description for the following, depending on the device that you selected:

. Forstandalone routers, the page displays details of the switch, the chassis, the Flexible
PIC Concentrator (FPC), the PIC slot, the PIC installed in the PIC slot, the power supply,
the fan tray, and the routing engine.

You can view the following details from the Device Physical Inventory page as described
in Table 56 on page 252.

Table 56: Fields in the Device Physical Inventory Table

Field Description

Iltem

Name of the device and the components that are part of the device. By default, Connectivity
Services Director displays the device and components in an expanded tree structure. You
can click a device or component to collapse or expand the sub-components.

Model Number

Model number of the FRU hardware component.

Part Number

Part number of the router chassis component.

Serial Number

The hardware serial number of the device.

Description

The description about the component.

Documentation

. Viewing the Device Inventory Page in Device View of Connectivity Services Director on
page 250

« Viewing Licenses With Connectivity Services Director on page 253

« Viewing a Device's Current Configuration from Connectivity Services Director on page 254
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Viewing Licenses With Connectivity Services Director

Juniper Networks devices require a license to operate some features. You can view the
licenses for devices connected to Connectivity Services Director.

To view the license for a Juniper Networks device on your network:

1. Select the Build icon in the Connectivity Services Director banner.
2. Inthe View pane, select a device.

3. Inthe Tasks pane, select View License Information.

The Licenses page for that object is displayed with the fields listed in
Table 57 on page 253.

Table 57: Viewing Licenses with Connectivity Services Director

Field Description

Feature Name Name of the licensed SKU or feature. It can be used to look up the license with
Juniper Networks. Not all devices support this.

License Count Number of times an item has been licensed. This value can have contributions
from more than one licensed SKU or feature. Alternatively, it can be 1, no matter
how many times it has been licensed.

Used Count Number of times the feature is used. For some types of licenses, the license count
will be 1, no matter how many times it is used. For capacity-based licensable
items, if infringement is supported, the license count can exceed the given count,
which has a corresponding effect on the need count.

Need Count Number of times the feature is used without a license. Not all devices can provide
this information.

Given Count Number of instances of the feature that are provided by default.

@ NOTE: If a device does not have a license, a blank page is displayed with
the message, No license is installed on this device. If you are sure the device
has a license, try resynchronizing the device before displaying the license

again.

@ NOTE: If youapply a new license to an existing device, you must resynchronize
the device before the new license is seen in Connectivity Services Director.
For directions, see “Resynchronizing Device Configuration” on page 738.
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Documentation

. Viewing the Device Inventory Page in Device View of Connectivity Services Director on
page 250

. Viewing the Physical Inventory of Devices on page 252

« Viewing a Device's Current Configuration from Connectivity Services Director on page 254

Viewing a Device's Current Configuration from Connectivity Services Director

Documentation

You can view a device’s current configuration from Connectivity Services Director. This
is a convenient way to view device configurations without leaving Connectivity Services
Director.

To view a device's current configuration:

1. Click Build or Deploy in the Connectivity Services Director banner.

2. Select the device in the View pane.

3. Select Device Management > Show Current Configuration in the Tasks pane.

4. The device’s current configuration displays in the main window.

. Viewing the Device Inventory Page in Device View of Connectivity Services Director on
page 250

. Viewing the Physical Inventory of Devices on page 252

. Viewing Licenses With Connectivity Services Director on page 253

Accessing a Device’s CLI from Connectivity Services Director

Connectivity Services Director enables you to connect to the CLI for devices in your
network, using SSH.

This topic describes the steps to connect to a router by using SSH (Secure Shell). SSH
is a cryptographic network protocol used for remote shell services or command execution.
SSH is one of the many access services that are supported on the Juniper Networks
devices. All Juniper Network devices have SSH enabled by default.

To connect to a device by using SSH:

1. Do one of the following:
- Inthe View pane, select the device to which you want to connect.
- Inthe Topology View, locate the device to which you want to connect.

2. Do one of the following:
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- With the device selected in the View pane, select Build mode and select Tasks >
Device Management > SSH to Device.

- While in the Topology View, select the device to which you want to launch the SSH
connection and click Device Management > SSH To Device.

The SSH to Device dialog box appears.

3. Enterthe username and password to connect to the selected device and click Connect.

@ NOTE: Ensure that you have removed Pop-Up blockers, if any, before you
click Connect.

The SSH console to the router or controller opensin a separate browser tab or window
depending on your browser settings. Refer to the MX Series documentation for more
information about using the CLI for MX Series routers.

@ NOTE: Any configuration changes you make to a device, using the CLI qualify
as out-of-band changes in Connectivity Services Director. Out-of-band
configuration changes can cause the configuration state of a managed device
to become out of sync, which indicates that the device configuration no longer
matches the Build mode configuration for the device. Use the Resynchronize
Device Configuration task in Deploy mode to resynchronize the device
configuration.

Related . Accessing a Device's Web-Based Interface from Connectivity Services Director on
Documentation page 255

Accessing a Device’s Web-Based Interface from Connectivity Services Director

Connectivity Services Director enables you to connect to the routers in your network,
using the device Web-based interface.

This topic describes the steps to connect to a router by using the J-Web interface or to
a controller by using Web View. The J-Web interface is a graphical user interface, using
which you can monitor, configure, troubleshoot, and manage routers. Web View is a
web-based management application that enables you to perform common configuration
and management tasks on devices.

You can connect and configure a device by using the J-Web interface or Web View only
if the device is configured to accept HTTP or HTTPS as a management service. You can
configure HTTP or HTTPS as a management service using the Device Common Settings
profile.
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To connect to a device using the J-Web interface or Web View:

1. Do one of the following:

- Inthe View pane, select the device to which you want to connect.

- Inthe Topology view, locate the device to which you want to connect.
2. Do one of the following:

- While selecting the device in the View pane, select Build mode and select Tasks
pane > Device Management > Launch Web View.

- While in the Topology View, select the device for which you want to launch the Web
connection and click Device Management > Launch Web View.

The Web View or J-Web Login page appears.

3. Enter the username and password to connect to the selected router and click Login.

If the credentials that you entered are valid, the system displays the J-Web or Web
View home page for the selected device.

@ NOTE: Any configuration changes you make to a device using the Web
interface qualify as out-of-band changes in Connectivity Services Director.
Out-of-band configuration changes can cause the configuration state of a
managed device to become out of sync, which indicates that the device
configuration no longer matches the Build mode configuration for the device.
Use the Resynchronize Device Configuration task in Deploy mode to
resynchronize the device configuration.

Related . Accessing a Device’s CLI from Connectivity Services Director on page 254
Documentation
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Deleting Devices

You can delete devices that are no longer used from Connectivity Services Director.
Deleting a device removes all device configuration and device inventory information from
the Junos Space database. Once a device is deleted from the database, all the profiles
associations, device configurations, and inventory information of the deleted device are
also deleted. However, the system maintains the audit logs and monitoring data for the
device even after the device is deleted.

Use the Delete Devices page to delete devices from Connectivity Services Director. While
in Build mode, click Delete Devices from the Tasks > Device Management menu. The Delete
Devices page appears.

The Delete Devices page displays the devices contextually depending on your selection
in the View pane. For example, if you select a particular switch family in Device View and
click Delete Devices, only switches that belong to that switch family are displayed.

To delete devices, complete the following tasks:

1. Select the check box adjacent to the devices that you want to delete.

2. Click Done.

Connectivity Services Director prompts you to confirm the deletion. Click Yes to confirm
the deletion or No to go back and make changes to the selection.

Related . Rebooting Devices on page 257
Documentation

Rebooting Devices

Use the Reboot Devices task to immediately reboot the selected device. This task is
available in all scopes when in Build mode. To reboot one or more devices immediately:

1. Select the scope in the View pane that contains the devices you want to reboot.

2. Select Reboot Devices from the Tasks pane.

3. Expand the tree on the page as needed to locate the available devices.

4. Select the check box for one or more devices.

5. Click Done to start the reboot or click Cancel to return to the Device Inventory page.

The rebooting process triggers a Cold Start Alarm that can be seen in Fault mode.
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Related . Deleting Devices on page 257
Documentation
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PART 5

Building a Topology View of the Network

« Downloading and Installing CSD-Topology on page 261

« Configuring Topology Acquisition and Connectivity Between the CSD-Topology and
Path Computation Clients on page 289

« Accessing the Topology View of CSD-Topology on page 299
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CHAPTER 16

Downloading and Installing CSD-Topology

- CSD-Topology Installation and Configuration Overview on page 261

« Installation Prerequisites on page 262

« Installing the CSD-Topology Software Using the RPM Bundle on page 262

« Minimum Hardware and Software Requirements for Junos VM on VMWare on page 263
« Installing the JunosVM for CSD-Topology on page 264

« Connecting an x86 Server to the Network on page 281

« Interactive Method of Installing the RPM Image and CSD-Topology Software from a
USB or DVD Drive on page 286

CSD-Topology Installation and Configuration Overview

Install Juniper Networks CSD-Topology by downloading and installing the CSD-Topology
RPM bundle.

For the RPM bundle installation, we recommend that you install CentOS 6.6 or 6.7 with
the minimal ISO. If you are using a different version of Linux, contact JTAC to determine
whether your Linux version is supported.

After you successfully install the CSD-Topology software on an x86 server, you must
establish a connection between the CSD-Topology and the network by configuring Path
Computation Element Protocol (PCEP) on each PE router to configure the router as a
Path Computation Client (PCC). A PCC supports the configurations related to the Path
Computation Element (PCE) and communicates with the CSD-Topology (PCE), which
by default is configured to accept a PCEP connection from any source address. After you
have established communication between the CSD-Topology and the PCCs, you can
configure topology acquisition using BGP-LS. For BGP-LS topology acquisition, you must
configure both the CSD-Topology and the PCC routers.
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NOTE:
@ We recommend that you use BGP-LS instead of IGP adjacency for topology
acquisition for the following reasons:

« The OSPF and IS-IS databases have lifetime timers, which means that if
the OSPF or IS-IS neighbor is down, the corresponding database is not
removed immediately. CSD-Topology is, therefore, not able to determine
whether the topology is valid.

. Using BGP-LS minimizes the risk of making the JunosVM a transit router
between AS areas if the GRE metric is not properly configured.

- Typically, CSD-Topology is located in a Network Operations Center (NOC)
Data Center, multihops away from the backbone and MPLS TE routers.
This is easily accommodated by BGP-LS, but more difficult for IGP protocols
because they would have to employ a tunneling mechanism such as GRE
to establish adjacency.

Related . Connecting an x86 Server to the Network on page 281
Documentation

Installation Prerequisites

Before you install CSD-Topology, ensure your system meets the following requirements:

« Recommended minimum hardware requirements:
- 32 GBRAM
- 500 GBHDD

« CSD-Topology supports the CentOS 6.x versions only. CentOS 7 is not supported.

Related . Connecting an x86 Server to the Network on page 281
Documentation

Installing the CSD-Topology Software Using the RPM Bundle

We recommend that you install CentOS 6.6 or 6.7 with the minimal ISO. CentOS can be
downloaded from http:/mirror.centos.org/centos/6/isos/x86_64. If you are using a
different version of Linux, contact JTAC to determine whether your Linux version is
supported.

For the hardware requirements that must be met for installing the CSD-Topology software
or virtual machine (VM), see “Installation Prerequisites” on page 262.

1. Access the Junos Space Connectivity Services Director software download page:

https://www. juniper .net/support/downloads/?p=spacecsd

262 Copyright © 2019, Juniper Networks, Inc.


http://mirror.centos.org/centos/6/isos/x86_64
https://www.juniper.net/support/downloads/?p=spacecsd

Chapter 16: Downloading and Installing CSD-Topology

2. Select the Software tab.
3. From the Version drop-down menu, select 2.0.
4, From under the Application Package heading, download CSD-Topology.

5. Install the RPM bundle.

[root@hostname~]# rpm -ivh
CSD-Topology-Bundle-2.1.0-20160703_202104_67972_345.x86_64.rpm
[root@hostname~]# cd /opt/csd/csd_topology_bundle/
[root@hostname csd_topology_bundle]# ./install._sh

During the installation, you may need to respond to prompts about configuring bridge
interfaces. The existing ethO bridge will need to be migrated to externalO bridge, and
the existing eth1 bridge to mgmtO bridge. If the system Ethernet interface name is not
already ethO, you must manually create the bridge interface.

The installation process prompts you to enter different credentials to use such as
credentials for the Cassandra server. Specifically, the user credentials that are used
to access the GUI are also used to validate API users.

You must ensure that the security settings (such as iptables and SELinux) allow the
required services and that the underlying networking settings (such as IP addresses
and interfaces) are correctly configured. In the context of Connectivity Services Director,
access to the following ports is necessary:

« Access to port 8443
. Outbound SSH connections to perform the CLI data collection

« Inbound PCEP connections (TCP port 4189) for networks using PCEP

Related . Installation Prerequisites on page 262
Documentation

Minimum Hardware and Software Requirements for Junos VM on VMWare

Table 58 on page 263 lists the hardware requirements.

Table 58: Minimum Hardware Requirements for VMware

Description Value

Number of cores Minimum of 2
Memory 2GB
Storage Local or NAS

Table 59 on page 264 lists the software requirements.
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Table 59: Software Requirements for VMware

Description Value

Hypervisor

ESXi 5.5 Update 2

Management Client

vSphere 5.5 or vCenter Server

Documentation

« Installing the JunosVM for CSD-Topology on page 264

Installing the JunosVM for CSD-Topology

The CSD-Topology runs Junos in a virtual machine (JunosVM) that uses routing protocols
to communicate with the network and dynamically learn the network topology. To provide
real-time updates of the network topology, the JunosVM, which is based on a virtual
route reflector (VRR), establishes a BGP-link state (LS) peering session with one or more
routers from the existing MPLS TE backbone network.

The VRR feature allows you to implement route reflector capability using a general
purpose virtual machine that can be run on a 64-bit Intel-based blade server or appliance.
Because a route reflector works in the control plane, it can runin a virtualized environment.
A virtual route reflector on an Intel-based blade server or appliance works the same as
a route reflector on a router, providing a scalable alternative to full mesh internal BGP
peering. For more information regarding VRR, see Understanding Virtual Route Reflector

VRR supports different physical PCl devices such as EI000 and VRRNET3. The procedure
in this section is specific to EI000 and VRRNET3 devices.

The JunosVM (VRR) software image is located at
https://www.juniper.net/support/downloads/?p=vrr#sw.

The IP address of the JunosVM is configurable in the northstar.cfg file. The name of the
property is ntad_host and it defaults to 172.16.16.2. In the sample configuration scenario
described in this topic, an IP address is assigned to the Ethernet interface, ethl, of the
CSD-Topology VM, and an IP address is assigned to the management Ethernet interface,
emO, of the JunosVM.

@ NOTE: The configuration discussed in this section assumes that the JunosVM
can be reached at the 172.16.16.2 address. If a different address is used for
the connection between the JunosVM and CSD-Topology VM, you must
update the /opt/csd-topology/data/northstar.cfg file (the property name is
ntad_host=172.16.16.2) to point to the correct address where the JunosVM
can be reached.

The interfaces, ethO and eth2, of the CSD-Topology VM must be connected to the
management Ethernet interfaces, eml and em2, respectively, of the JunosVM or the

264
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Hypervisor. The connection between ethO and em1 is the router-facing link, whereas the
connection between eth2 and em2 is the management link.

@ NOTE: The procedure for installing the JunosVM for CSD-Topology has been
validated only for Junos OS Release 14.2R6.

Toinstall VRR with vSphere for EI000 and VRRNET3 adapters and configure the JunosVM
(VRR VM) for CSD-Topology, perform these tasks:

« Setting Up the Datastore on page 265

« Creating VRR VMs on page 267

« Configuring the JunosVM on page 275

« Configuring the CSD-Topology Server with the JunosVM IP Address on page 276

« Verifying the Connectivity Between the CSD-Topology Server and JunosVM on page 277
« Verifying That the CSD-Topology Services Are Running on page 277

« Stopping Firewall on theCSD-Topology Server on page 278

« Configuring Peer Routers and Topology Acquisition on the JunosVM on page 278

« Specifying the Topology Details in the Connectivity Services Director GUI on page 280

Setting Up the Datastore

To upload VRR to the ESXi datastore:

1. Download the VRR software package for VMware from the VRR page.

2. Launch the vSphere Web Client for your ESXi server and log in to the server.

3. Click the Summary tab, select the datastore under Storage, right-click, and select
Browse Datastore.
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Creating VRR VMs

To create a JunosVM or VRR VM:

1. Inthe left navigation pane, select the ESXi server. In the Getting Started tab, click
Create a new virtual machine.

The Create New Virtual Machine wizard appears.
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2. Inthe Configuration pane, select the Custom button and click Next.
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In the Name and Location pane, specify the name of the VM and click Next. For

example, CSD-Topology_JunosVM for the JunosVM.
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4.

In the Storage pane, select appropriate datastore (for example, datastorel) for the

destination storage of the VM and click Next.
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5. In the Virtual Machine Version pane, select the Virtual Machine Version: 8 button and
click Next.
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6. Inthe Guest Operating System pane, select the Other button, select Other (64-bit)
from the list, and click Next.
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7. Inthe CPUs pane, select 2 for the number of cores per virtual socket and click Next.
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8. Inthe Memory pane, select 2 GB from the Memory Size list for the VM and click Next.
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9. Inthe Network pane, select 3 from the list, assign the proper vswitch to the E1000

adapters,

@

and click Next.
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10. In the SCSI Controller pane, select the LSI Logic SAS button (default option is LSI
Logic Parallel) and click Next.
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1. Inthe Select a Disk pane, select the Use an existing virtual disk button and click Next.
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12. Inthe Select Existing Disk pane, click Browse to select the appropriate jinstall64-vmx*
file from the datastore and click Next.

272 Copyright © 2019, Juniper Networks, Inc.



Chapter 16: Downloading and Installing CSD-Topology

@

File Edit View Inventory Administraion Plugins Help

aa
@ @

@ Home > g Inventory b [ Inventory

Recent|

B

Vetual Macine Version: 8

Configuration | Local Users & Groups | Events | permi

Which existing dk co you want t e 2t vrtual dsk?
5608 Mz
} 2x2man
Confaraton
G DiscFie Path e 3293000 M8 Copasty
Storoce I p— s sszas0m8
sl Hachne versin
I ~ |orveType | Capaciy|
= o ,
(@ Browse Datastores N - o X i =2 52400 GE IS
| >
Lookin:  [detastorel — ’ e ‘
Name File Size | LastModified Hwork Standard port group.
O sdost | 5
O Tonvisarii e
[ Northstar_singl.. ince
[ New Virtual Mac. — 00500500
[ VMdenkins Aut.. o= erson: 0-5.0
) Ns_tiel_rpm_in.. Refiesh Vetual Machne Counts
€ Newviual . °
& jinstallotvr-id. 573MB 212016 3:51:56 AM [privary s: 0
Jary o
Secondary Ws: 0

[ 1
e tpe: [Compatise Vitual s (=, =%, = =] __Concel

ment
Iost trough VMvare vCenter.

Wome]  Hep

H et

Name, Targetor Status contairs: + Clear %

\
<ok Next > | Completed Time
4

13. In the Advanced Options pane, click Next to accept the default options.

File Edit View Inventory Administraion Plugins Help

B B [& o g9 meony > 8 ey

& &

= BT 3 Creste New Vituat Machine

‘Advanced Options

e ooy et e,
#4327 MHz Capacty
T = pssm2room
= e
sal Machine Version ‘Virtual Device Node
e e sl o [orveType | Capacity|
>
~Mode Type |
™ Independent ork Standard port group
et ,
Ready to Complete & E
e =
= N
M
bowe 0
By o

Nome| e

<ok

- o x
Configuration Local Users & Graups | Events [permi

Vetual Macine Version: 3

AATeks

14. In the Ready to Complete pane, click Finish.

Jement
st vCenter.

Nare, Targetor Situs cortains: = [ Clesr X
Time Completed Time

Greenshot
t
fi

Copyright © 2019, Juniper Networks,

Inc.

273



Connectivity Services Director User Guide

@ 10213,

File Edit View Inventory Administration Plug-ins Help

B B [ o b g mentory > B inventory

Sphere Client

+
& &
=8 (@ Create New Virtual Machine — o X
Configuration | Local Users & Groups | Events Permissions
Ready to Complete Virtual Machine Version: 8
Qlick Finish to start a task that will create the new virtual machine:
4327 MHz Capacity
12%2.399 GHz
Confiquration :
confauzn Settings for the new virtual machine: Capacity
[ Name: csd_Topology_JunosVM 6542550 VB
e e e Host/Cluster csd-esxd.englab junipernet )
Guest Operating Svstem Datastore: datastorel + | priveType | Capadity |
Pl Guest0s: Other (s2-bit) arel Nan-s 92400GE 160
Memory crus: 2 R
Network Memory: 2048 B
SCSI Controller NICs: 3 | Type
Select a Disk NIC 1 Network: VM Network Bwok Standard port group
Select Existing Disk X
NIC 1 Type: EL000 5
‘Advanced Options NI Netrorkc M Netuork
Ready to Complete tviori: =tuo
NIC2 Type: EL000 =
NIC3 Network: VM Netwiork
NIC 3 Type: E1000 ce versan: 5.0.0-5.0.0-5.0.0
scsIController: LSILegicSAS Refresh Virtual Machine Counts
Createdisk: Use existing disk WMs: 0
irtual Device Node: 1E (0:0) Primary VMs: 0
Diskfile path: [datastore1] jinstallg<-vrr-14.285.5-domesticumck. ary VMs: 0
Diskmode: Persistet Secondary Vis: 0
jement |
Ihost through YMware vCenter. |
I™ Edit the virtual machine settings before completion
< /. Creation of the virtual machine (VM) does not indude automatic instalition of the guest operating
system. Install a guest OS on the VM after creating the VM.
Recent
Name Help <Back Finj Cancel [t Time | Completed Time

274 Copyright © 2019, Juniper Networks, Inc.



Chapter 16: Downloading and Installing CSD-Topology

Configuring the JunosVM

To configure the JunosVM:
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1. Enter the following commands from the Junos OS CLl interface. Replace the variables
with actual values to suit your network needs

set system host-name csd_topology_junosvm

set system root-authentication encrypted-password Xxxx

set system login announcement "This JunOS VM is running in non-persistent
mode.\nlf you make any change on this JunOS VM,\nPlease make sure you save to
the Host using net_setup.py utility, otherwise the config will be lost if
this VM is restarte

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

d.\n\n""

system processes routing force-32-bit

interfaces emO unit O family inet address Management IP address on JunosVM
interfaces em2 unit O family inet address Management IP address on JunosVM
interfaces 100 unit O family inet filter input protect-re

interfaces 100 unit 0 family mpls

routing-options static route 0.0.0.0/0 next-hop next-hop-address
routing-options autonomous-system 36000

protocols topol

ogy-export

protocols mpls traffic-engineering database import igp-topology
protocols mpls traffic-engineering database import policy TE

protocols bgp group csdtopology type internal

protocols bgp group csdtopology description "csdtopology BGP-TE Pering"
protocols bgp group csdtopology
protocols bgp group csdtopology family traffic-engineering unicast
protocols bgp group csdtopology allow 0.0.0.0/0

traffic-engineering igp-topology

prefix-list internal-net csdtopology server IP address
policy-statement TE term 1 from family traffic-engineering
policy-statement TE term 1 then accept

policy-statement TE from family traffic-engineering
policy-statement TE then accept

firewall interface-set mgmt-intf em0.0

firewall filter protect-re term mgmt-intf from interface-set mgmt-intf

protocols isis
policy-options
policy-options
policy-options
policy-options
policy-options

firewall filter
Ffirewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter
firewall filter

protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re
protect-re

term
term
term
term
term
term
term
term
term
term
term
term
term
term
term
term
term
term
term
term
term

local-address JunosVM management IP address

mgmt-intf then accept
internal-net from prefix-list internal-net
internal-net then accept

ssh from protocol tcp

ssh from port ssh

ssh then accept

bgp from protocol tcp

bgp from port bgp

bgp then accept

ntp from protocol udp

ntp from port ntp

ntp then accept

ospf from protocol ospf
ospf then accept

icmp from protocol icmp

icmp then accept

traceroute from protocol udp
traceroute from port 33200-33600
traceroute then accept
default-discard then syslog
default-discard then discard

Configuring the CSD-Topology Server with the JunosVM IP Address
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To associate the CSD-Topology VM with JunosVM:

1. Establish an SSH session with the server running the CSD-Topology software.

2. Edit northstar.cfg file as follows:

modify /opt/csd-topology/data/northstar.cfg ntad_host=Management IP address of

the JunosVM

where ntad_host is the name of the topology discovery process running on the JunosVM.

In this example, the management IP address of the JunosVM is 172.16.16.2.

3. Restart the JunosVM services.

sservice csd_topology restart all

Verifying the Connectivity Between the CSD-Topology Server and JunosVM

To verify the connectivity between the CSD-Topology server and JunosVM:

1. Establish a session with the server running the CSD-Topology software.

2. Run the netstat command to verify that connectivity is established between the

CSD-Topology server and JunosVM.

[root@csd-topo ~]# netstat-an|grep 450

tcp 0
ESTABLISHED

0 172.16.16.1:35178

Verifying That the CSD-Topology Services Are Running

172.16.16.2:450

To verify that the CSD-Topology services are running correctly:

1. Access CSD-Topology server VM.

2. Run the csd_topology status command.

[root@csd-topo ~]# csd_topology status

infra:cassandra RUNNING pid 1881, uptime 4 days, 21:12:20
infra:ha_agent RUNNING pid 1880, uptime 4 days, 21:12:20
infra:haproxy RUNNING pid 1877, uptime 4 days, 21:12:20
infra:nodejs RUNNING pid 2558, uptime 4 days, 21:10:47
infra:rabbitmq RUNNING pid 1879, uptime 4 days, 21:12:20
infra:zookeeper RUNNING pid 1878, uptime 4 days, 21:12:20
listenerl:listenerl_00 RUNNING pid 1876, uptime 4 days, 21:12:20
northstar:mladapter RUNNING pid 2707, uptime 4 days, 21:10:04
northstar:npat RUNNING pid 2661, uptime 4 days, 21:10:15
northstar:npat_ro RUNNING pid 2658, uptime 4 days, 21:10:15
northstar:pceserver RUNNING pid 2586, uptime 4 days, 21:10:36
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northstar:pcserver RUNNING pid 2620, uptime 4 days, 21:10:25
northstar:toposerver RUNNING pid 2659, uptime 4 days, 21:10:15

Stopping Firewall on theCSD-Topology Server

You can optionally stop firewall services. To stop firewall services on the CSD-Topology
server:

1. Access CSD-Topology server VM.

2. Stop firewall services on the CSD-Topology server.

[root@csd_topo csd_topology bundle]# service iptables stop

Configuring Peer Routers and Topology Acquisition on the JunosVM
To configure the peer route settings on the JunosVM for BGP peering:
1. Configure a policy.
[edit policy-options]

user@PET# set policy-statement TE term 7 from family traffic-engineering
user@PE1# set policy-statement TE term 7 then accept
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2. Configure BGP-link state (LS) distribution on the CSD-Topology for topology
acquisition

a. Specify the autonomous system (AS) number for the node (BGP peer).
[edit routing-options]
user@csd_topology_junosvm# set autonomous-system AS_number
b. Specify the BGP group name and type for the node.
[edit protocols bgp]
user@csd_topology_junosvm# set group group_T type internal
c. Specify a description for the BGP group for the node.
[edit protocols bgp group group_T]

user@csd_topology_junosvm# set description “CSD-Topology BGP-TE Peering”

d. Specify the address of the local end of a BGP session.

This is the IP address for the JunosVM external IP address which is used to accept
incoming connections to the JunosVM peer and to establish connections to the
remote peer.

[edit protocols bgp group group_T]
user@csd_topology_junosvm# set local-address <junosVM IP address >
e. Enable the traffic engineering features for the BGP routing protocol.
[edit protocols bgp group group_T]
user@csd_topology_junosvm# set family traffic-engineering unicast
f. Specify the IP address for the neighbor router that connects with the CSD-Topology.

[edit protocols bgp group group_T]
user@csd_topology_junosvm# set neighbor <router loopback IP address>

@ NOTE: You can specify the router loopback address if it is reachable
by the BGP peer on the other end. But for loopback to be reachable,
usually some IGP has to be enabled between the CSD-Topology
JunosVM and the peer on the other end.

3. Import the routes into the traffic-engineering database.

[edit protocols mpls traffic-engineering database]
user@PE1# set import policy TE
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4.

Configure a BGP group by specifying the IP address of the router that peers with the
CSD-Topology as the local address (typically the loopback address) and the JunosVM
external IP address as the neighbor.

[edit routing-options]
user@PE1# set autonomous-system AS Number

[edit protocols bgp group csd-topology]

user@PET# set type internal

user@PE1# set description “CSD-Topology BGP-TE Peering”
user@PE1# set local-address <router-IP-address>
user@PET# set family traffic-engineering unicast
user@PE1# set export TE

user@PE1# set neighbor <JunosVM IP-address >

Specifying the Topology Details in the Connectivity Services Director GUI

To specify the topology preferences on the Connectivity Services Director server:

1.

4.

From the Junos Space user interface, click the System icon on the Connectivity Services
Director banner.

The options that you can configure in System mode are displayed in a drop-down
menu.

Select Preferences from the drop-down menu to open the Preferences page.

The Preferences page opens with User Preferences as the default tab.

Click the Topology tab to configure the CSD-Topology preference settings.

The settings that you can configure on the Topology tab are displayed.

In the L3 Topology Settings section, do the following:

a. Select the Use PCEP check box to use the Path Computation Element Protocol
(PCEP) for discovery of LSPs. PCEP enables communication between a PCC and
the CSD-Topology to learn about the network and LSP path state and communicate
with the Path Computation Clients (PCCs). If you select the Use PCEP check box,
the LSP data is collected by using PCEP.

By default, this check box is not selected. If you do not enable this option to use
PCEP for discovery of LSPs, Connectivity Services Director discovers the LSPs by
parsing the configuration statements and operational command outputs of the
devices that it manages.

b. Inthe Topology Server field, specify the topology server IP address, which is the IP
address of the system on which the CSD-Topology application is running.

c. Inthe UserName and Password fields, specify the username and password of the
user to allow the Connectivity Services Director to connect to the topology server.
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d. Click Validate beside the Password field, which triggers a task to examine and verify
the entered credentials for connecting to the CSD-Topology server. A dialog box
is displayed to indicate whether the specified credentials are valid or not.

e. Click OK to close the dialog box. If the login credentials for communicating with
the CSD-Topology are invalid, correct the username and password values and
revalidate them.

5. Click OK to save the settings.

You are prompted to confirm the changes you made to topology preferences.

6. Click Yes to confirm.

The Preferences page is closed. A dialog box is displayed to confirm the successful
saving of topology preferences. Click OK to close the dialog box.

Related . Connecting an x86 Server to the Network on page 281
Documentation

Connecting an x86 Server to the Network

For minimum hardware requirements, see “Installation Prerequisites” on page 262.

To establish basic TCP connectivity to the network, you must connect your x86 64-bit
network appliance (running the CSD-Topology software) directly to a switch or router.

Before configuring the x86 server to connect to the network, download and install the
RPM bundle as described in “Installing the CSD-Topology Software Using the RPM
Bundle” on page 262.

After installing the RPM bundle, the following default settings apply:

« Host machine:
- User=root
- Password=csdtopology
- |P addresses:
- externalO=dhcp
- host mgmt0=172.16.17.1/24

- host management:internal network=172.16.16.1/24

@ NOTE: The Path Computation Server (PCS) runs native on the host
machine, and the host address is the PCS.

e JunosVM:
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- User=csdtopology
- Password=csdtopology
- Root Password=csdtopology
- |P addresses:
- em0=172.16.16.2/24
- eml=none

- em2=172.16.17.2/24

@ NOTE:
The following default values are also configured for the JunosVM
configuration:

« JunosVM internal IP address: 172.16.16.2
« JunosVM internal netmask: 255.255.255.0

@ NOTE: The JunosVM internal IP and netmask should not be
changed.

@ NOTE: For network security, by default, JunosVM SSH and telnet access is
restricted and available only from the host server (PCS server) using the
172.16.16.2 IP address. To remove this restriction, you can manually remove
the firewall filter on the JunosVM loO (loopback) configuration.

Figure 13 on page 283 shows the default interfaces and preconfigured addresses on the
x86 appliance.
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Figure 13: Interfaces and Addresses Preconfigured on the x86 Appliance

ROUTERS

Port O
1GE

externalO
(bridge)

172.25.52.85/24
ethO

External/router-facing
interface

MANAGEMENT

Port 1
1GE

mgmt0
(bridge)
17216.17.1/24
ethl

internalO
(bridge)
172.16.16.1/24

tapO

Internal VM
connection interface
subnet: 172.16.16.0/24

Management/user-facing
interface (optional)

eml
172.25.52.86/24

em2

emO
17216.17.2/24 172.16.16.2/24

* Junos VM

x86 64-BIT SERVER

8043208

To establish basic connectivity between the x86 network appliance and a switch or

router:

1. Power on the x86 network appliance.

2. Use one of the following options to access the x86 console:

. Use a serial cable to connect to the serial console.

You can use an SSH client (hypertem, minicom, or securecrt) to connect to the
serial console.

®
®

NOTE: To set up the serial port connection, refer to your hardware

manual.

NOTE: The serial port setting should be 9600-8-N-1 with hardware

control enabled.

- If your network appliance has two or more Ethernet ports, use an Ethernet cable to
connect to the x86 appliance management interface.

a. Connect an Ethernet cable from a laptop computer to 1-Gigabit Ethernet port 1
on the x86 appliance.

b. Configure the IP address on your laptop to 172.16.17.10/24.

c. Using an SSH client, connect to the x86 appliance at IP address 172.16.17.1.

3. Onthe network appliance, connect a 1-Gigabit Ethernet or 10-Gigabit Ethernet port
to the LAN switch or router that you will use to access the network.
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@ NOTE: The Ethernet interface on the switch or router must be configured
in access/untagged mode.

4. From prompt, log in to the x86 system with the username root and password
password.

5. To configure the required network settings, access the Main Menu:

[root@csd-topo ~]# /opt/csd-topology/utils/net_setup.py

The Main Menu, shownin Figure 14 on page 284, displays the options that you can select
to configure the host and JunosVM settings, verify network settings, perform
maintenance and troubleshooting, and collect trace and log files.

Figure 14: CSD-Topology Main Menu
Main Menu:

A.) Host configuration
B.) JunosVM configuration

Please select a letter to execute.

@ NOTE: To establish connectivity between the x86 network appliance and
a switch or router, the host IP and JunosVM IP addresses (including
netmask and default gateway) must be from the same subnet.

a. To create the host configuration:
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@ NOTE: You must provide settings for the host external IP address, host
external netmask, and host default gateway. All other host settings
are optional.

1. Type A at the prompt and press Enter to update the host configuration.
The current CSD-Topology host configuration settings are displayed.

2. Foreach host setting you want to configure, enter the number that corresponds
to the specific host parameter (host external IP address, host external netmask,
host management IP address, host default gateway, and so forth), and enter
the appropriate value.

3. After you configure the required host settings, type B to apply the host settings.

b. To create the JunosVM configuration:

@ NOTE: You must provide settings for the JunosVM external IP address,
JunosVM external netmask, JunosVM default gateway, and BGP AS
number. All other JunosVM settings are optional.

1. Type B at the prompt and press Enter to update the CSD-Topology JunosVM
configuration.

The current JunosVM configuration settings are displayed.

2. For each JunosVM setting you want to configure, enter the number that
corresponds to the specific JunosVM parameter (JunosVM external IP address,
JunosVM external netmask, JunosVM management IP address, JunosVM default
gateway, and BGP AS number), and enter the appropriate value.

3. After configuring the required JunosVM settings, type C to apply the JunosVM
settings.

6. Verify the host and JunosVM configurations and deploy.

a. Type C at the prompt and press Enter to view all current host configuration and
JunosVM configuration settings.

b. Toapply all updated host and JunosVM configuration settings to the CSD-Topology,
type Y and press Enter.

Related . Configuring Connectivity for BGP-LS Topology Acquisition on page 291

Documentation
. Configuring Connectivity for OSPF Topology Acquisition on page 294

. Configuring Connectivity for IS-IS Topology Acquisition on page 295
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Interactive Method of Installing the RPM Image and CSD-Topology Software from a

USB or DVD Drive

You can install the CSD-Topology RPM image on any x86 64-bit network appliance.

Before configuring the x86 server to connect to the network, download and install the
RPM bundle as described in “Installing the CSD-Topology Software Using the RPM
Bundle” on page 262.

If you have a keyboard and monitor as part of your system, the interactive installation
method is preferred. To install the ISO image on the x86 network appliance from a USB
drive using the interactive method:

1.

Power on the x86 network appliance.

The CSD-Topology login prompt is displayed after you power on the appliance.

Enter the following command to launch the interactive user interface:

[root@csd-topo ~]# /csd-topology/csd_topology_2.0.0_interactive_install.md

Plug in the USB or DVD drive with the RPM image of the CSD-Topology package to
the x86 appliance.

When the “Welcome to CSD-Topology(SCL 6.6R2.0)” screen is displayed, select the
appropriate Boot option (the default is Boot from Local HDD), and press Enter to start
the CSD-Topology installation.

The CentOS 6 logo screen is displayed.

Click Next.

Select your preferred language for the installation process, and click Next.

Choose your preferred storage type, and click Next.

Indicate your time zone, and click Next.

Enter and confirm the root password, and click Next.

10. Select a partitioning option, and click Next.

@ NOTE: Because CSD-Topology is installed in /opt/, be sure to allocate
sufficient space for /opt.
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1. Indicate your preferences regarding boot loader (two screens), and click Next after
completing each screen.

12. Select Core installation, and click Next.

13. The CentOS 6 logo screen is displayed, showing installation progress. When the
installation completes, the screen shows that all packages are completed.

14. Two errors are displayed because the password has not yet been initialized and the
license key has not yet been added:

. The state of all CSD-Topology processes shows as STOPPED.
. The state of the PCServer process shows as FATAL.

15. To resolve the license error, copy the npatpw license file to /opt/pcs/db/sys.

@ NOTE: Be sure the owner of the file is pcs.

16. To resolve the password error, access the Main Menu:

[root@csd-topo ~]# /opt/csd-topology/utils/net_setup.py

From the Main Menu shown in Figure 15 on page 287, select D for Maintenance &
Troubleshooting.

Figure 15: CSD-Topology Controller Main Menu
Main Menu:

A.) Host configuration
B.) JunosVM configuration

Please select a letter to execute.
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Select 9 to Initialize all credentials.
The state of all processes should now show as RUNNING.

Disconnect the USB flash drive or DVD drive that is connected to the x86 network
appliance.

17. Power on the x86 network appliance.

The system requires a few minutes to power on. Then the CSD-Topology login prompt
is displayed.

18. From the CSD-Topology login prompt, enter user root and the root password you
selected during the installation to log in to the CSD-Topology CLI.

19. Run each of the following commands to verify that the JunosVM and Path Computation
Server (PCS) processes are running and that key directories were successfully installed:

a. Asroot user, run the service csdtopology status command to verify that JunosVM
is running. This command tells you the status of all processes, the disk space being
used, network configuration check results, and JunosVM check results.

b. After your license is set, run the ps-ef | grep PCS command to verify that the PCS
is running on specific ports.

Related . Installation Prerequisites on page 262

Documentation . Installing the CSD-Topology Software Using the RPM Bundle on page 262
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Configuring Topology Acquisition and
Connectivity Between the CSD-Topology
and Path Computation Clients

« Configuring PCEP on a PE Router (from CLI) on page 289

« Configuring Connectivity for BGP-LS Topology Acquisition on page 291
« Configuring Connectivity for OSPF Topology Acquisition on page 294

« Configuring Connectivity for IS-IS Topology Acquisition on page 295

Configuring PCEP on a PE Router (from CLI)

A Path Computation Client (PCC) supports the configurations related to the Path
Computation Element (PCE) and communicates with the CSD-Topology, which by
defaultis configured to accept a Path Computation Element Protocol (PCEP) connection
from any source address. However, you must configure PCEP on each PE router to
configure the router as a PCC and establish a connection between the PCC and the
CSD-Topology. A PCC initiates path computation requests, which are then executed by
the CSD-Topology.

The following requirements apply for each PCC in the network that the CSD-Topology
can access:

- The corresponding JSDN package (with PCEP support) is installed on the router.

@ NOTE: You must boot the PCC router with the Junos OS 14.2X1.1image, and
then boot the router a second time with the JSDN image. After the router
boots up a second time, the router (functioning as a PCC) is able to support
the configurations related to the PCE and communicate with the
CSD-Topology.
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@ NOTE: For a PCEP connection, the PCC can connect to the CSD-Topology
using an in-band or out-of-band management network, provided that IP
connectivity is established between the Path Computation Server (PCS) and
the specified PCEP local address. In some cases, an additional static route
might be required from the CSD-Topology to reach the PCC, if the IP address
is unreachable from the CSD-Topology default gateway.

To configure a PE router as a PCC:
1. Enable external control of LSPs from the PCC router to the CSD-Topology.
[edit protocols]
user@PE1# set mpls lsp-external-controller pccd
2. Specify the loopback address of the PCC router as the local address, for example:

[edit protocols]
user@PET# set pcep pce csdtopology local-address 10.0.0.101

@ NOTE: As a best practice, the router ID is usually the loopback address,
but is not necessarily configured this way.

3. Specify the CSD-Topology (csdtopology) as the PCE that the PCC connects to, and
specify the CSD-Topology host external IP address as the destination address.

[edit protocols]
user@PET# set pcep pce csdtopology destination-ipv4-address 10.99.99.1
4. Configure the destination port for the PCC router that connects to the CSD-Topology
(PCE server) using the TCP-based PCEP.
[edit protocols]
user@PET# set pcep pce csdtopology destination-port 4189
5. Configure the PCE type.
[edit protocols]
user@PET# set pcep pce csdtopology pce-type active
user@PET# set pcep pce csdtopology pce-type stateful

6. Enable LSP provisioning.

[edit protocols]
user@PET# set pcep pce csdtopology lsp-provisioning
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7. To verify that PCEP has been configured on the router, open a telnet session to access
the router, and run the following commands:

user@PE1> show configuration protocols mpls
Sample output:

lsp-external-controller pccd;

user@PE1> show configuration protocols pcep
Sample output:

pce csdtopology {
local-address 10.0.0.107;
destination-ipv4-address 10.99.99.1;
destination-port 4189;
pce-type active-stateful;
Isp-provisioning;

Related . Configuring Connectivity for BGP-LS Topology Acquisition on page 291
Documentation . Configuring Connectivity for OSPF Topology Acquisition on page 294

. Configuring Connectivity for IS-IS Topology Acquisition on page 295

Configuring Connectivity for BGP-LS Topology Acquisition

After you have successfully established a connection between the CSD-Topology and
the network, you can configure topology acquisition using Border Gateway Protocol Link
State (BGP-LS). For BGP-LS topology acquisition, you must configure both the
CSD-Topology and the PCC routers.

NOTE:
@ We recommend that you use BGP-LS instead of IGP adjacency for the
following reasons:

« The OSPF and IS-IS databases have a lifetime timer, and if the OSPF or
IS-1S neighbor is down, the OSPF or IS-IS database is not removed
immediately, and the CSD-Topology will not be able to determine whether
the topology is valid or not.

« Using BGP-LS minimizes the risk of making the JunosVM a transit router
between AS areas if the GRE metric is not properly configured.

. Typically,the CSD-Topology is located ina NOC Data Center and multihops
away from the backbone routers and MPLS TE routers.
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@ NOTE: If BGP-LS is used, JunosVM is configured to automatically accept any
I-BGP session from, in this example, 0.0.0.0/0. However, you must verify
that JunosVM is correctly configured and that it has IP reachability to the
peering router.

Before you begin, complete the following tasks:

- Verify IP connectivity between a switch (or router) and the x86 appliance on which
CSD-Topology software is installed.

« Make sure that PCEP is configured on each PE router in the network topology.
To configure BGP-LS topology acquisition, see:

« Configuring BGP-LS Topology Acquisition on the CSD-Topology on page 292
» Configuring Topology Acquisition on the PCC Routers on page 293

Configuring BGP-LS Topology Acquisition on the CSD-Topology

To configure BGP-LS on the CSD-Topology for topology acquisition, perform the following
configuration steps from the CSD-Topology JunosVM:

1. Initiate an SSH or telnet session to the JunosVM external IP or management IP address.

2. Specify the autonomous system (AS) number for the node (BGP peer).
[edit routing-options]
user@csd_topology_junosvm# set autonomous-system AS_number
3. Specify the BGP group name and type for the node.
[edit protocols bgp]
user@csd_topology_junosvm# set group group_1 type internal
4. Specify a description for the BGP group for the node.
[edit protocols bgp group group_T]

user@csd_topology_junosvm# set description “csd-topology BGP-TE Peering”

5. Specify the address of the local end of a BGP session.

This is the IP address for the JunosVM external IP address which is used to accept
incoming connections to the JunosVM peer and to establish connections to the remote
peer.

[edit protocols bgp group group_T1]
user@csd_topology_junosvm# set local-address <junosVM IP address >
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6. Enable the traffic engineering features for the BGP routing protocol.

[edit protocols bgp group group_T1]
user@csd_topology_junosvm# set family traffic-engineering unicast

7. Specify the IP address for the neighbor router that connects with the CSD-Topology.

[edit protocols bgp group group_T]
user@csd_topology_junosvm# set neighbor <router loopback IP address >

@ NOTE: You can specify the router loopback address if it is reachable by
the BGP peer on the other end. But for loopback to be reachable, usually
some IGP has to be enabled between the CSD-Topology JunosVM and
the peer on the other end.

Configuring Topology Acquisition on the PCC Routers

To enable the CSD-Topology to discover the network, you must add the following
configuration on each each router that peers with the CSD-Topology. The CSD-Topology
JunosVM must peer with at least one router from each area (autonomous system).

To configure topology acquisition, initiate a telnet session to each PCC router and add
the following configuration:

1. Configure a policy.
[edit policy-options]

user@PET# set policy-statement TE term 7 from family traffic-engineering
user@PE]1# set policy-statement TE term 7 then accept

@ NOTE: This configuration is appropriate for both OSPF and IS-IS.

2. Import the routes into the traffic-engineering database.
[edit protocols mpls traffic-engineering database]

user@PET# set import policy TE

3. Configure a BGP group by specifying the IP address of the router that peers with the
CSD-Topology as the local address (typically the loopback address) and the JunosVM
external IP address as the neighbor.

[edit routing-options]
user@PE1# set autonomous-system AS Number

[edit protocols bgp group bgp groupl]
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user@PE1# set type internal

user@PET# set description “CSD-Topology BGP-TE Peering”
user@PET# set local-address <router-IP-address >
user@PET# set family traffic-engineering unicast
user@PET# set export TE

user@PET# set neighbor <JunosVM IP-address >

See Also . Configuring PCEP on a PE Router (from CLI) on page 289
« Configuring Connectivity for OSPF Topology Acquisition on page 294
« Configuring Connectivity for IS-IS Topology Acquisition on page 295

Configuring Connectivity for OSPF Topology Acquisition

If BGP-LS is not being used, one of the IGP protocols must be configured on the
CSD-Topology. To enable OSPF on CSD-Topology, before you begin, verify IP connectivity
between a switch (or router) and the x86 appliance on which CSD-Topology software
is installed.

To configure OSPF topology acquisition, see:

« Configuring OSPF on the CSD-Topology on page 294
« Configuring OSPF Over GRE on the CSD-Topology on page 295
Configuring OSPF on the CSD-Topology

To configure OSPF on the CSD-Topology:
1. Configure the policy.

[edit policy-options]

user@csd_topology_junosvm# set policy-statement TE term 7 from family
traffic-engineering

user@csd_topology_junosvm# set policy-statement TE term 7 then accept

2. Populate the traffic engineering database.
[edit]
user@csd_topology_junosvm# set protocols mpls traffic-engineering database import
policy TE
3. Configure OSPF.
[edit]

user@csd_topology_junosvm# set protocols ospf area area interface interface
interface-type p2p
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Configuring OSPF Over GRE on the CSD-Topology

See Also

Once you have configured OSPF on the CSD-Topology, you can take the following
additional steps to configure OSPF over GRE:

1. Initiate an SSH or telnet session using the IP address for the CSD-Topology JunosVM
external IP address.

2. Configure the tunnel.

[edit interfaces]

user@csd_topology_junosvm# set gre unit O tunnel source local-physical-ip
user@csd_topology_junosvm# set gre unit O tunnel destination destination
user@csd_topology_junosvm# set gre unit O family inet addresstunnel-ip-addr
user@csd_topology_junosvm# set gre unit O family iso
user@csd_topology_junosvm# set gre unit O family mpls

3. Enable OSPF traffic engineering on the JunosVM and add the GRE interface to the
OSPF configuration.

[edit protocols ospf]

user@csd_topology_junosvm# set traffic-engineering
user@csd_topology_junosvm# set area area interface gre.O interface-type p2p
user@csd_topology_junosvm# set area area interface gre.0 metric 65530

. Configuring PCEP on a PE Router (from CLI) on page 289
« Configuring Connectivity for BGP-LS Topology Acquisition on page 291

. Configuring Connectivity for IS-IS Topology Acquisition on page 295

Configuring Connectivity for IS-IS Topology Acquisition

If BGP-LS is not being used, you must configure one of the IGP protocols on the
CSD-Topology. To enable I1S-IS on the CSD-Topology, before you begin, complete the
following tasks:

1. Verfiy IP connectivity between a switch (or router) and the x86 appliance on which
CSD-Topology software is installed.

2. Configure interfaces on the JunosVM for IS-IS routing, for example:

[edit]

user@csd_topology_junosvm# set interfaces emO unit O family inet address
172.16.16.2/24

user@csd_topology_junosvm# set interfaces em1 unit O family inet address
192.168.179.117/25

user@csd_topology_junosvm# set interfaces emO unit O family inet address
172.16.16.2/24

user@csd_topology_junosvm# set interfaces em2 unit O family mpls
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user@csd_topology_junosvm# set interfaces loO unit O family inet address
88.88.88.88/32 primary

user@csd_topology_junosvm# set routing-options static route 0.0.0.0/0 next-hop
192.168.179.126

user@csd_topology_junosvm# set routing-options autonomous-system 1001

To configure IS-IS topology acquisition, see:

« Configuring IS-IS on the CSD-Topology on page 296
« Configuring IS-IS Over GRE on the CSD-Topology on page 296

Configuring I1S-IS on the CSD-Topology

To configure IS-IS topology acquisition and enable IS-IS routing, perform the following
steps on the CSD-Topology JunosVM:

1. Configure the policy.

[edit policy-options]

user@csd_topology_junosvm# set policy-statement TE term 1 from family
traffic-engineering

user@csd_topology_junosvm# set policy-statement TE term 1 then accept

2. Populate the traffic engineering database.

[edit protocols]
user@csd_topology_junosvm# set mpls traffic-engineering database import policy TE

3. Configure IS-IS.

[edit protocols]
user@csd_topology_junosvm# set isis interface interface level level metric metric
user@csd_topology_junosvm# set isis interface interface point-to-point

Configuring IS-IS Over GRE on the CSD-Topology

Once you have configured 1S-IS on the CSD-Topology, you can take the following
additional steps to configure I1S-IS over GRE:

1. Initiate an SSH or telnet session using the IP address for the CSD-Topology JunosVM
external IP address.

2. Configure the tunnel.

[edit interfaces]

user@csd_topology_junosvm# set gre unit O tunnel source local-physical-ip
user@csd_topology_junosvm# set gre unit O tunnel destination destination
user@csd_topology_junosvm# set gre unit O family inet addresstunnel-ip-addr
user@csd_topology_junosvm# set gre unit O family iso
user@csd_topology_junosvm# set gre unit O family mpls
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3. Add the GRE interface to the IS-IS configuration.

[edit protocols isis]
user@csd_topology_junosvm# set interface gre.O level level metric 65530
user@csd_topology_junosvm# set interface gre.O point-to-point

See Also . Configuring PCEP on a PE Router (from CLI) on page 289
. Configuring Connectivity for BGP-LS Topology Acquisition on page 291

« Configuring Connectivity for OSPF Topology Acquisition on page 294
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« Understanding the Network Topology in Connectivity Services Director on page 300

« Monitoring the Topology of Network Elements Managed by CSD-Topology
Overview on page 301

« Specifying Topology Preferences on page 302
« CSD-Topology Topology Map Window Overview on page 304
« Working with the Graphical Image in the Topology View Window on page 306

« Expanding and Collapsing Groups by Using the Topology Map Grouping Shortcut
Menu on page 308

« Filtering Links, LSPs, and Services by Using the Topology Map Node Shortcut
Menu on page 309

« Removing the Highlighted LSPs by Using the Topology Map LSPs Shortcut
Menu on page 311

« Viewing the Service Path by Using the Topology Map Service Shortcut Menu on page 312

« Filtering Devices, LSPs, and Services for Sorting and Segregating the Topology
View on page 313

« Segregating the Displayed Devices by Searching the Entire Topology View on page 314
« Resynchronizing the Topology View on page 315

« Viewing Device Details of a CSD-Topology for Examining Traffic
Transmission on page 316

« Viewing LSP Details of a CSD-Topology for Analyzing Network Changes on page 318

« Viewing Link Details of a CSD-Topology for Determining the Operational
Status on page 321

« Viewing Service Details of a CSD-Topology for Monitoring and Troubleshooting Service
Parameters on page 322

« Viewing Topology Map Group Details in a Pop-Up Dialog Box on page 325
« Viewing Topology Map Device Details in a Pop-Up Dialog Box on page 327
« Viewing Topology Map Link Details in a Pop-Up Dialog Box on page 329
« Viewing Topology Map LSP Details in a Pop-Up Dialog Box on page 331
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Understanding the

« Viewing Topology Map Service Details in a Pop-Up Dialog Box on page 333
« Enabling the Collection of LSP and Service Association Details on page 335
« Using Custom Grouping for Devices in a CSD Topology on page 335

« Viewing Generated Alarms for Services in the Topology View on page 336

« Viewing the Optical Link Details for Examining the Performance of Optical
Links on page 337

Network Topology in Connectivity Services Director

Junos Space Connectivity Services Director provides features for monitoring and managing
Juniper Networks ACX Series routers, M Series routers, MX Series routers, and PTX Series
routers. Connectivity between devices and their association with their location provide
the foundation for rendering topology in a complete manner.

As a network administrator, you must have a clear understanding of the various networking
devices in your network, their physical locations, and how these devices are interconnected
in your network. The network topology represents the interconnection between various
devices in your network, which are managed by Connectivity Services Director, based on
their connectivity and association to their physical surroundings. The network topology
provides a visual insight into the network, which is useful for debugging, troubleshooting,
planning, and executing administrative actions.

Before you access the topological view of your network, you must:

. Discover the devices managed by Connectivity Services Director in your network. For
details about discovering devices, see Discovering Devices in a Physical Network.

@ NOTE: You must specify the SNMP parameters during device discovery to
have all the devices discovered and managed by Connectivity Services
Director available in Topology View.

@ NOTE: Ensure that you have enabled the LLDP, STP, or RSTP protocols
on the devices as Connectivity Services Director uses these protocols to
determine the connectivity of devices with their neighbors in the network.
LLDP and RSTP protocols are enabled by default on all MX Series routers.

Network topology enables you to view all the discovered devices in your network, where
the devices are located along with their physical interconnection with other devices in
your network. Topology also provides visualization around physical connectivity between
various discovered interconnected devices. Multiple links displayed between nodes use
line bending to avoid hidden trunks in the topology.

You can use the Topology View to zoom in or zoom out of a site to a group of devices
and a group of devices to a site. In the Topology View, you can also double-click a site
or a zone to view the devices in a site. You can also see the connectivity between a device
and its immediate neighbors, alarms details, and so on.
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Network topology also provides visualization around physical connectivity between
various discovered interconnected devices. You can move the topology map by holding
down the left mouse button, dragging the mouse to another point, and letting go of the
mouse.

Related . Monitoring the Topology of Network Elements Managed by CSD-Topology Overview
Documentation on page 301

« Specifying Topology Preferences on page 128
. CSD-Topology Topology Map Window Overview on page 304

. Working with the Graphical Image in the Topology View Window on page 306

Monitoring the Topology of Network Elements Managed by CSD-Topology Overview

Connectivity Services Director enables you to monitor the network elements, such as
devices and links, that are configured, administered, and maintained using CSD-Topology.
The CSD-Topology enables granular configuration and control of IP and MPLS flows in
large service provider and enterprise networks. By establishing a connection between
the CSD-Topology, which is a topology server from the perspective of Connectivity
Services Director, and the server on which Connectivity Services Director is running, a
topological network view or map is presented that enables you to visualize label-switched
paths (LSPs), links, and services for monitoring and debugging network faults and traffic
outages in IP and MPLS networks. Fault, configuration, accounting, performance, and
security (FCAPS) is an explicit model that is used to achieve the operational objectives
of network management. Connectivity Services Director offers an effective management
system for a complete FCAPS functionality.

To compute optimal paths through the network, the CSD-Topology requires a
consolidated view of the network topology. The Topology View of the network includes
the nodes, links, and their attributes (metric, link utilization bandwidth, and so forth) that
form the network topology. Therefore, any router CLI configuration changes to interior
gateway protocol (IGP) metric, Resource Reservation Protocol (RSVP) bandwidth,
Priority/Hold values, and so forth are instantly available from the Topology View of
Connectivity Services Director.

Without the need to traverse to the CSD-Topology GUI, you can use the Topology View
from within the Connectivity Services Director GUI to obtain a global and expansive view
of the network state for monitoring, management, and proactive planning. In the
CSD-Topology, a Path Computation Client (PCC) is a client application that requests
the Path Computation Element (PCE) to perform path computations for the PCC'’s
external label-switched paths (LSPs). The Path Computation Element Protocol (PCEP)
enables communication between a PCC and the CSD-Topology to learn about the
network and LSP path state and communicate with the PCCs. By providing a view of the
global network state and bandwidth demand in the network, the CSD-Topology is able
to compute optimal paths and provide the attributes that the PCC uses to resignal the
LSPs.
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You can also sort and classify the devices, LSPs, or services of interest and applicability
for your network environment to diagnose the traffic-handling capacity, performance,
and operating efficiency of the paths through which packets traverse through the circuit
managed by the CSD-Topology.

You can also view the optical links configured on the optical interfaces of devices, such
as PTX Series routers, on the topology map. You can sort and filter the optical links to
be displayed on the topology map for easier and optimal monitoring. Only PTX3000
routers are currently supported for display on the topology map, which can contain
integrated photonic line cards (IPLCs) that work in conjunction with optical inline
amplifiers (optical ILAS).

. Specifying Topology Preferences on page 128
« CSD-Topology Topology Map Window Overview on page 304

« Working with the Graphical Image in the Topology View Window on page 306

Specifying Topology Preferences

You must first configure the communication and authentication settings between the
CSD-Topology system and the Connectivity Services Director server by using the
Preferences page before you can view the topology, which is a pictorial representation
of the baseline network that shows the sites, nodes, interconnecting links, label-switched
paths (LSPs) configured over pseudowire links, and services. The settings that you specify
on the Preferences page establish the connection between the system on which the
Connectivity Services Director application is running and the CSD-Topology server. The
CSD-Topology server runs on a virtual machine (CSD-Topology VM), which works in
conjunction with Junos OS running on another virtual machine (JunosVM), to use routing
protocols to communicate with the network and dynamically learn the network topology.
You must configure the Connectivity Services Director application with the IP address of
the CSD-Topology server and the login credentials to access the CSD-Topology system.
If you do not configure the connection between the CSD-Topology and Connectivity
Services Director servers when you navigate to the Topology View, a message is displayed
stating that you must first set up the connection before you can view the topology map
that shows the interconnections among devices.

To specify topology preferences on the Connectivity Services Director server:

1. FromtheJunos Space user interface, click the System icon on the Connectivity Services
Director banner.

The options that you can configure in System mode are displayed on a drop-down
menu.

2. Select Preferences from the drop-down menu to open the Preferences page.

The Preferences page opens with User Preferences as the default tab.

3. Click the Topology tab to configure topology preference settings.
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The settings that you can configure on the Topology tab are displayed.

4. Inthe L2 Topology Settings section, do the following:

a. Inthe Deleted Link Retention Period (Days) field, drag the slider to the right or left
to specify a retention period for the deleted links in the Topology View.

By default, the deleted links are retained for one day. Drag the slider to the leftmost
end of the line to specify the period for which deleted links must be preserved as
one day. Drag the slider to the rightmost end of the line to specify the period for
which deleted links must be preserved as 365 days or a year, which is the longest
duration for which deleted links are preserved.

b. Select the Disable Autoupdate of Topology check box to disable the automatic
updates to the topology and, instead, enable the topology updates to be manually
triggered by the user.

By default, automatic updates to the topology are disabled.

5. Inthe L3 Topology Settings section, do the following:

a. Select the Use PCEP check box to use the Path Computation Element Protocol
(PCEP) for discovery of LSPs. PCEP enables communication between a PCC and
the CSD-Topology to learn about the network and LSP path state and communicate
with the Path Computation Clients (PCCs). By default, this check box is not selected.

If you do not enable this option to use PCEP for discovery of LSPs, Connectivity
Services Director discovers the LSPs by parsing the configuration statements and
operational command outputs of the devices that it manages.

b. Inthe Topology Server field, specify the topology server IP address, which is the IP
address of the system on which the CSD-Topology application is running.

c. Inthe UserName and Password fields, specify the username and password of the
user to allow the Connectivity Services Director to connect to the topology server.

d. Click Validate beside the Password field, which triggers a task to examine and verify
the entered credentials for connecting to the CSD-Topology server.

A dialog box is displayed to indicate whether the specified credentials are valid or
not.

e. Click OK to close the dialog box. If the login credentials for communicating with
the CSD-Topology are invalid, correct the username and password values and
revalidate them.

f. Inthe Refresh Topology Interval (Days) field, drag the slider right or left to specify
the frequency in number of days at which the Layer 3 topology must be refreshed
and displayed in the Topology View.
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By default, the topology is refreshed once every day. Drag the slider to the leftmost
end of the line to disable the refresh of the topology. Drag the slider to the rightmost
end of the line to enable the refresh of topology once every 365 days or a year,
which is the largest frequency you can specify for the refresh setting.

6. Click OK to save the settings.

You are prompted to confirm the changes you made to topology preferences.

7. Click Yes to confirm.

The Preferences page is closed. A dialog box is displayed to confirm the successful
saving of topology preferences. Click OK to close the dialog box.

« Monitoring the Topology of Network Elements Managed by CSD-Topology Overview
on page 301

CSD-Topology Topology Map Window Overview on page 304

Working with the Graphical Image in the Topology View Window on page 306

CSD-Topology Topology Map Window Overview

As a network administrator, you must have a clear understanding of the various networking
devices in your network, their physical locations, and how these devices are interconnected
in your network. Connectivity between devices and their association with their locations
provide the foundation for rendering topology in a complete manner. Connectivity Services
Director enables you to monitor the devices that are managed by the CSD-Topology,
besides offering a centralized view of the connectivity. The CSD-Topology topology map
represents the interconnection between various devices in your network, which are
managed by Junos Space Connectivity Services Director, based on their connectivity to
and association with their physical surroundings. This information is useful for debugging,
troubleshooting, planning, and executing administrative actions.

Before you can view the topology map, which is a pictorial representation of the baseline
network that shows the sites, nodes, interconnecting links, label-switched paths (LSPs)
configured over pseudowire links, and services, you must establish the connection between
the system on which the Connectivity Services Director application is running and the
CSD-Topology server. After you select Topology View from the View selector in Build
mode, the topology (map) window is the main work area for any live network or network
model you load into the system. Multiple links displayed between nodes use line bending
to avoid hidden trunks in the topology. The topology map enables expandable and
collapsible views, which is useful when several nodes or devices are present in groups.
Line bending refers to multiple parallel connector lines among devices displayed as curves
to avoid overlapping between the lines.

On the topology map, devices or nodes are present in an ungrouped manner or are grouped
based on the configured custom groups or sites. Sites represent a geographical region,
such as a zone or a general area, within which devices are located. Different devices in a
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site areinterconnected by links and LSPs. Services are configured on the different devices
in a site. You can view the interconnection among sites, devices, links, LSPs, and services
on the topology map.

@ NOTE: LSP names that are not unique in the network are not displayed on
the topology map.

@ NOTE: You cannot view node locations by their geographic coordinates on
the world map using latitude and longitude or automatic layouts on the
Connectivity Services Director GUI.

The topology window displays important link and node properties. Links are color coded
according to utilization. Alternatively, you can view links by other properties such as trunk
type, protocols, coloring, status, and area. Nodes are color coded by symbols, icons, or
vendor types.

Path information can be displayed in the topology window. The path function displays
detailed path information between any two nodes found in the network based on factors
such as the routing method used, reserved and actual bandwidth allocation, link distance,
or oversubscription.

The topology window contains the following main components:

Filter dialog box (a funnel symbol)—For sorting and changing the settings of the Topology
View

Search (magnifying glass icon)—For specifying the search criteria for filtering and viewing
relevant data

Plus sign—For zooming in to the topology map for a detailed view of the elements on
the map

Minus sign—For zooming out of the topology map for a high-level view of the entire map

Pictorial representation of the network on the upper portion of the page—For displaying
the network

The upper portion of the right pane, which shows the topology map, is the middle
portion of the topology window. In this area, you can double-click the zones that are
displayed to expand and display the devices contained in that zone. The pop-up
menu is accessed by right-clicking in the center pane that shows the topology map.
Right-click a node, link, or group on the map to display a pop-up menu for that
element.

Tables on the lower portion of the page—For viewing detailed information about devices,
links, LSPs, and services configured for the network topology
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Downward arrow at the bottom of the page—For hiding the table that displays
information about devices, links, and LSPs, and for displaying the topology map in
the entire canvas

Zoom in and zoom out—For zooming in and out by using the mouse scroll wheel for a
detailed or high-level representation of the topology map

Moving the map—For dragging the map around by holding down the left mouse button

. Monitoring the Topology of Network Elements Managed by CSD-Topology Overview
on page 301

. Specifying Topology Preferences on page 128

« Working with the Graphical Image in the Topology View Window on page 306

Working with the Graphical Image in the Topology View Window

In the Topology View of Build mode, the topology (map) window shown is the main work
area for any live network or network model you load into the system. Multiple links
displayed between nodes use line bending to avoid hidden trunks in the topology. The
topology incorporates node aggregation collapsible views. You can also view node
locations by their geographic coordinates on the world map using latitude and longitude
or automatic layouts in the Topology View of Build mode.

The Topology View window displays important link and node properties, and also the
devices contained in sites. Links interconnecting the devices are color coded according
to utilization. Alternatively, you can view links by other properties such as trunk type,
protocols, coloring, status, and area. Nodes are color-coded by symbols, icons, or vendor
types.

Path information can be displayed in the Topology View window. The path function
displays detailed path information between any two nodes found in the network based
on factors such as routing method used, reserved and actual bandwidth allocation, link
distance, or oversubscription.

The Topology View is a graphical representation of the baseline network.

« When the cursor is positioned over a network element in the Topology View, a
description of the network element is displayed above each device.

- Double-click an element icon to collapse the devices or network elements and view
the entire site or zone as anicon.

. Right-click an element to view more options for that element.

. Hold the left mouse button to drag the map around.

« Use the mouse scroll wheel to zoom in and out of the map.

Right-clicking on the map area displays a pop-up menu for more functions. You can move

the map by holding down the left mouse button and dragging. You can zoom in and out
by using the mouse scroll wheel.
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In the Topology View, zones or sites are displayed as circular discs with devices when
they are expanded or as small group symbols when they are collapsed. Devices or nodes
are displayed within the appropriate zones as squares with the device icons. Links are
displayed as gray solid connector lines. LSPs are displayed as color-coded solid connector
lines. Services that are configured on nodes are displayed as dotted connector lines.

@ NOTE: LSP names that are not unique in the network are not displayed in
the Topology View.

There are several ways to select nodes and links in the Topology View.

« Press Ctrl-click or Shift-click nodes and links.
« Right-click a node and use the Select options.
« Right-click a link and use the Select options.

« Click the plus sign to zoom in and the minus sign to zoom out of the Topology View.

When moving nodes on the map area, you are changing the graphical coordinates rather
than the geographical coordinates. Graphical coordinates are the positions of the nodes
in the Topology View window. Geographical coordinates are positions of the nodes
according to actual physical locations (for example, latitude and longitude).

You can perform the following tasks with the View Topology page:

- Filtering Devices, LSPs, and Services for Sorting and Segregating the Topology View
on page 313

« Viewing Device Details of a CSD-Topology for Examining Traffic Transmission on
page 316

« Viewing LSP Details of a CSD-Topology for Analyzing Network Changes on page 318

« Viewing Link Details of a CSD-Topology for Determining the Operational Status on
page 321

« Viewing Service Details of a CSD-Topology for Monitoring and Troubleshooting Service
Parameters on page 322

The Map Preferences settings are saved to each client.
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NOTE:
@ In the CSD-Topology database, the topology information that gets saved for
each network includes the following:

@ NOTE: By default, the graphcoordaux file is automatically saved
when closing a network to avoid losing auxiliary changes made to
the map, such as map legend settings. Clear this check box to
disable this feature.

group file—Groupings of network devices are saved in the group file

graphcoord file—Graphical coordinates of network devices are saved in the
graphcoord file

graphcoordaux file—Stores the following map settings data:

Legends—Node and link color settings, link utilization color bar settings,
and line styles.

Labels—Which nodeorlink labels are turned on and labeling preferences
for the bottom bar

Background Image—Background images to use

Country Maps—Country maps to use

Groups—Which groups are collapsed and which groups are expanded

Related . Monitoring the Topology of Network Elements Managed by CSD-Topology Overview
Documentation on page 301

. Specifying Topology Preferences on page 128

« CSD-Topology Topology Map Window Overview on page 304

Expanding and Collapsing Groups by Using the Topology Map Grouping Shortcut Menu

In the Topology View displayed in Build mode on the Connectivity Services Director GUI,
you can collapse any groups, thereby displaying them as small group symbols, which
enables you to obtain a high-level view of large network deployments with several devices
and links. You can also expand any collapsed group in the topology to display and view
details of the network elements.
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To expand or collapse groups displayed in the Topology View:

1. From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

2. From the View selector, select Topology View.

The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed on the upper portion of the page. A table with details
of devices, services, links, and LSPs is displayed on the lower portion of the page.

3. Right-click a zone or a group on the upper portion of the topology window and select
either of the following options from the shortcut menu:

Collapse Groups—Collapses any groups, displaying them as small group symbols with
their contents hidden

Expand Groups—Expands any collapsed group in the topology. The groups are displayed
as discs and the contents are visible.

Related . Filtering Links, LSPs, and Services by Using the Topology Map Node Shortcut Menu on
Documentation page 309

. Removing the Highlighted LSPs by Using the Topology Map LSPs Shortcut Menu on
page 311

. Viewing the Service Path by Using the Topology Map Service Shortcut Menu on page 312

Filtering Links, LSPs, and Services by Using the Topology Map Node Shortcut Menu

In a network topology that contains a large number of links configured among devices
or nodes, it might be necessary to hide some of the links to avoid a cluttered view of
multiple connector lines and display only the links that are of relevance for your network
administration tasks. Also, you might need to filter LSPs and services for a particular
device or node to selectively display only the LSPs and services configured for that device
or node. You can obtain such a restricted set of necessary links, LSPs, and services by
using the shortcut menu for each device or node.

To obtain a filtered display of LSPs, links, and services for a particular node in the Topology
View:

1. From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

2. From the View selector, select Topology View.
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Related .
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The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed on the upper portion of the page. A table with details
of devices, services, links, and LSPs is displayed on the lower portion of the page.

Select the Devices tab on the lower portion of the page.

The configured device details are displayed in a table.

Select the check boxes beside the devices that you want to view on the topology map.

The selected devices in the corresponding zones or custom groups are displayed on
the topology map.

Mouse over a node icon or set of nodes and right-click to display a menu.

When you mouse over a device or a node, the name of the device or node is displayed
as a tooltip.

The following options are available on the shortcut menu when you right-click each
device or node:

Select Device—Highlights the device to indicate that it has been selected among other
nodes displayed in the Topology View

Show Links—Displays the current route and the defined routes (for example, primary
and backup) of the given tunnel in the Topology View. If multiple tunnels are
selected, their primary paths are highlighted in the Topology View, and the tunnel
currently selected in the path window is highlighted with a different color.

Hide Links—Removes the connector lines that are displayed to signify the links from
the selected or source device to destination pairs of all tunnels on the topology
map

Filters > Filter LSPs—Displays the LSPs that match the filter criteria that you specified
for LSPs, such as whether LSPs that are up or down must be displayed, and
whether delegated LSPs, CSD-Topology—initiated or PCEP—initiated LSPs, or
router—initiated or PCC—initiated LSPs must be displayed.

Filters > Filter Services—Displays the services that match the filter criteria that you
specified for services, such as whether E-Ling, IP, or E-LAN services must be
displayed

Expanding and Collapsing Groups by Using the Topology Map Grouping Shortcut Menu
on page 308

Removing the Highlighted LSPs by Using the Topology Map LSPs Shortcut Menu on
page 311

Viewing the Service Path by Using the Topology Map Service Shortcut Menu on page 312
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Removing the Highlighted LSPs by Using the Topology Map LSPs Shortcut Menu

Related
Documentation

You can remove the highlighted LSPs from being displayed in the Topology View in
network scenarios in which several LSPs are configured for a service to prevent the
topology map from being cluttered with a large set of connector lines. You might require
to specifically focus on some of the LSPs that you want to troubleshoot and diagnose
for faults and traffic disruptions.

@ NOTE: In the Topology View displayed in Build mode on the Connectivity
Services Director GUI, mouse over an LSP and right-click to display a menu.
When you mouse over an LSP, the name of the link is displayed as a tooltip.

To remove the highlighted LSPs from display in the Topology View:

1. From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

2. From the View selector, select Topology View.

The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed on the upper portion of the page. A table with details
of devices, services, links, and LSPs is displayed on the lower portion of the page.

3. Select the LSPs tab on the lower portion of the page.

The configured LSP details are displayed in a table.

4. Select the check boxes beside the LSPs that you want to view on the topology map.

The selected LSPs are displayed as different color-coded lines on the map.

5. Mouse over an LSP and right-click to display a menu.

When you mouse over an LSP, the name of the link is displayed as a tooltip. The
following option is available on the shortcut menu when you right-click each LSP:

Remove LSP Highlight > LSPName—Removes the selected LSPs displayed on the
shortcut menu from being highlighted in the Topology View. This option is useful
when a service is configured with multiple LSPs and you do not want the LSPs
to be highlighted and shown.

« Expanding and Collapsing Groups by Using the Topology Map Grouping Shortcut Menu
on page 308

« Filtering Links, LSPs, and Services by Using the Topology Map Node Shortcut Menu on
page 309
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« Viewing the Service Path by Using the Topology Map Service Shortcut Menu on page 312

Viewing the Service Path by Using the Topology Map Service Shortcut Menu

A service path is a connector that displays the LSP configured for a particular service on
a device in the Topology View. Because of a large number of services that might be
configured among devices in a topology, it is required to distinguish only the LSPs or
service paths that connect from one device to another device. In such a case, you can
select a service displayed in the Topology View and choose to hide or show the service
path for analysis purposes.

@ NOTE: Inthe Topology View displayed in Build mode on the Connectivity

Services Director GUI, mouse over a service and right-click to display a menu.
When you mouse over a service, the name of the service is displayed as a
tooltip.

To hide or display a service path associated with a device in the Topology View:

1.

Select Topology View from the Views list in the Connectivity Services Director
application.

The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed.

Select the Service tab on the lower portion of the page.

The service details are displayed in a table.

. Select the check box beside a service configured for devices in the topology.

The service paths that traverse the different devices on which the selected service is
configured are displayed as highlighted lines in the Topology View.

Right-click a service path and select one of the following options available on the
shortcut menu:

Hide Service Path—Removes the LSPs highlighted in the Topology View.

Retrieve Service Path—Retrieves an LSP associated with the service path.

@ NOTE: Starting from Connectivity Services Director Release 2.0R4,
you can also select Retrieve Service Path to retrieve an LSP associated
with a service path.

Show Service Path—Displays the LSPs associated with the service.
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Release History Table Release Description
2.0R4 Starting from Connectivity Services Director Release 2.0R4, you can also
select Retrieve Service Path to retrieve an LSP associated with a service
path.
Related . Expandingand Collapsing Groups by Using the Topology Map Grouping Shortcut Menu

Documentation

on page 308

Filtering Links, LSPs, and Services by Using the Topology Map Node Shortcut Menu on
page 309

Removing the Highlighted LSPs by Using the Topology Map LSPs Shortcut Menu on
page 311

Filtering Devices, LSPs, and Services for Sorting and Segregating the Topology View

In network environments that contain several thousands of devices, it might be helpful
to sort and segregate the devices and their associated LSPs and links, based on certain
filter conditions. You can specify the criteria that must be matched for the network
elements shown in the Topology View. For example, you can specify that only devices
that are up or only LSPs for devices on which IP services are defined must be displayed.

To specify the filter criteria for segregating the displayed elements in the Topology View:

1.

From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

. From the View selector, select Topology View.

The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed on the upper portion of the page. A table with details
of devices, services, links, and LSPs is displayed on the lower portion of the page.

Click the Filter icon (the funnel symbol) at the top-left corner of the Topology View
window.

The Filter dialog box is displayed.

On the Devices tab, mouse over the tab to view the drop-down menu and do the
following:

- Select Show All, Up, or Down from the Device Status list to display the devices that
are in any state, in the up state, or in the down state respectively.

- Select the Show Unmanaged Devices check box to display the unmanaged devices
that are present in the links in the topology. Alternatively, clear this check box to
view only the managed devices in the topology.
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. Select Custom Group, OSPF Area, or AS Number from the Group by list to group the
devices in the topology based on the configured custom groups, OSPF area, or
autonomous system (AS) number respectively.

5. Onthe Links tab, mouse over the tab to view the drop-down menu and do the following:

. Select the Show All Links check box to display all the links originating from each
node in the topology.

- Select the Show Optical Links check box to display only the optical links originating
from each node in the topology.

. Select Up or Down from the Operational Status list to display links that are either
active or disabled.

6. Click Filter to save the filter criteria.

The dialog box is closed and you are returned to the Topology View.

« Viewing Device Details of a CSD-Topology for Examining Traffic Transmission on
page 316

. Viewing LSP Details of a CSD-Topology for Analyzing Network Changes on page 318

« Viewing Link Details of a CSD-Topology for Determining the Operational Status on
page 321

« Viewing Service Details of a CSD-Topology for Monitoring and Troubleshooting Service
Parameters on page 322

Segregating the Displayed Devices by Searching the Entire Topology View

In the Topology View displayed in Build mode on the Connectivity Services Director GUI,
you can enter the strings or terms that you want to use as search labels to search for any
node, link, or group and filter the display. The Search box is displayed on the top-right
corner of the Topology View. You can search based on only one term or criterion at a
time. You can search for nodes or devices on the topology map based on router ID,
hostname, management IP address, and serial number of the device. In certain network
deployments, you might require a certain set of devices that match a particular subnet
to be viewed for obtaining a subset of the entire topology that is of interest and relevance
to you. In such cases, you can specify the IP address of the device as the search term to
view only the appropriate device that matches the search term.

To specify a search criterion for classifying the displayed devices in the Topology View:

1. From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

2. From the View selector, select Topology View.
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The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed.

3. Click the Search icon (magnifying glass symbol) and enter the search term in the text
field that is displayed.

The Search box is displayed on the top-right corner of the Topology View. A drop-down
list prompts you to select a term that matches the characters you enter in the search
field. The node that matches the search termis highlighted in the Topology View.

You can search based on only one criterion at a time. You can search for nodes or
devices in the Topology View based on the router ID, hostname, management IP
address, and serial number of the device. Delete the search term that you entered to
remove the term from the search criterion.

Related . Resynchronizing the Topology View on page 315
Documentation

Resynchronizing the Topology View

You can resynchronize the topology map displayed on the Connectivity Services Director
GUI, which enables the latest links information, label-switched path (LSP) details, and
device states to be retrieved from the CSD-Topology application and shown in the
Topology View. This resynchronization capability enables you to view the most recent
synchronization of paths signaled across routed network elements. It is essential to view
the latest topology information in a network that has changing traffic conditions and
transmission states to be able to modify the link and LSP settings according to the
deployment needs. The resynchronization functionality enables you to obtain the
up-to-date topology states.

To create a job to resynchronize the topology map:

1. From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

2. From the View selector, select Topology View.

The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed.

3. Clickthe Resynchthe Topologyicon (5 o’clock symbol) to create a job to resynchronize
the topology map.

Ajobis triggered and a pop-up dialog box displays the job ID.

4. Click OK to close the pop-up dialog box.
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You can navigate to the Job Management page to view the status of the
resynchronization job (which you can launch by clicking the System button on the
Connectivity Services Director banner and selecting Manage Jobs from the Tasks

pane).

Related . Configuring PCEP on a PE Router (from CLI) on page 289

Documentation

Viewing Device Details of a CSD-Topology for Examining Traffic Transmission

You can view the details of all of the devices or nodes in a Topology View that are
managed by the CSD-Topology. Node addresses for the Node A and Node Z elements
define the endpoint nodes for the tunnel. Devices that are discovered as part of the
topology acquisition by the CSD-Topology and are not managed devices in the
Connectivity Services Director database are displayed in gray. Devices that are discovered
by the CSD-Topology using BGP and MPLS and are managed devices in the Connectivity
Services Director database are displayed in blue.

®

NOTE: Because of the way in which the link-state database (LSDB) interior
gateway protocols (IGPs) represent LAN connections (in order to improve
scaling), multiple entries for the same hostname might be displayed on the
Devices tab of the Topology View. Similarly, multiple entries for the same
hostname might be displayed on the Devices tab because of the manner in
which OSPF and ISIS associate with broadcast interfaces. The pseudonodes
are represented in a distinct way on the GUI. When the IGP (OSPF or ISIS)
builds neighboring relationships on broadcast media (such as Ethernet), the
IGP represents this deployment as a hub-and-spoke topology with all nodes
in the same broadcast domain having a point-to-point connection with a
pseudonode. In such instances, the traffic engineering database includes a
pseudonode on each interface that is configured with the interface-type LAN
(the default). If such pseudonodes are not added, the topology displays a
full-mesh of point-to-point connections between all nodes in the same LAN
segment (this case occurs if you manually configure the interface type as
point-to-multipoint [P2MP], and manually add each neighbor). The GUI
represents these pseudonodes in a way that enables you to easily see that
these are not real nodes (it can represent the pseudonode as a different
entity, such as a special node or a LAN segment).

To view details of devices or nodes in the Topology View:

1. From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

2. From the View selector, select Topology View.
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Related .
Documentation

The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed on the upper portion of the page. A table with details
of devices, services, links, and LSPs is displayed on the lower portion of the page.

Select the Devices tab on the lower portion of the page.

For columns in the table that contain an empty text field displayed at the top of the
table on each tab, you can enter the search criterion that you want to use for that
particular column or parameter to sort and classify the display of values in the table.
For parameters that you can enable or disable, you can select or clear the check boxes
respectively. The page is refreshed to display the devices that match the specified
criterion. The search criteria that you have entered are displayed above the first row
of the table. You can click Clear All displayed beside each of the search terms to
remove the previously defined search terms.

. Name—Hostname of the device. Click in the first cell in this column to enter the
hostname as the criterion for filtering and displaying the devices in the table.

. Management Address—Management IP address of the node. Click in the first cell
in this column to enter the management IP address as the criterion for filtering and
displaying the devices in the table.

« Serial Number—Hardware serial number of the device

« Software Version—Junos OS software version and release number running on the
device

. Platform—Platform type of the device, such as MX240 or MX480

. Platform Series—Device family to which the device belongs, such as MX Series for
an MX240 router

Filtering Devices, LSPs, and Services for Sorting and Segregating the Topology View
on page 313

Viewing LSP Details of a CSD-Topology for Analyzing Network Changes on page 318

Viewing Link Details of a CSD-Topology for Determining the Operational Status on
page 321

Viewing Service Details of a CSD-Topology for Monitoring and Troubleshooting Service
Parameters on page 322
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Viewing LSP Details of a CSD-Topology for Analyzing Network Changes

You can view the details of all the label-switched paths (LSPs) configured for devices
in the Topology View that are managed by the CSD-Topology. For MPLS-enabled
networks, after you configure an LSP, you should also configure a standby or secondary
LSP to provide an alternate route in the event the primary route fails. The tunnel ID, from
node, tonode, and IP address of a secondary or standby tunnel must be identical to those
of the primary tunnel.

When you expand a zone or a group in the Topology View, and select an LSP on the map,
the LSP is highlighted. Different highlighting colors are used to distinguish the LSPs on
the map.

To view details of LSPs in the Topology View:

1.

From the Junos Space user interface, click the Build icon on the Connectivity Services
Director banner.

The workspaces that are applicable to Build mode are displayed on the Tasks pane.

From the View selector, select Topology View.

The topology map of the sites or zones and the devices configured in each zone using
the CSD-Topology is displayed.

Select the LSPs tab on the lower portion of the page.

@ NOTE: LSP names that are not unique in the network are not displayed
in the Topology View.

For columns in the table that contain an empty text field displayed at the top of the
table on each tab, you can enter the search criterion that you want to use for that
particular column or parameter to sort and classify the display of values in the table.
For parameters that you can enable or disable, you can select or clear the check boxes
respectively. The page is refreshed to display the devices that match the specified
criterion. The search criteria that you have entered are displayed above the first row
of the table. You can click Clear All displayed beside each of the search terms to
remove the previously defined search terms.

. Name—Name of the LSP. Click in the first cell in the Name column to enter the
name of the LSP that you want to use as the filter for viewing the LSPs.

. Start Node Router ID—Node ID 