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Preface

« Objectives on page xvii

« Audience on page xvii

« Documentation Conventions on page xvii
+ Related Documentation on page xix

« Requesting Technical Support on page xx

Objectives

The purpose of this guide is to provide complete procedures for the administration tasks
related to the use of Juniper Networks IDP Series Intrusion Detection and Prevention
(IDP) appliances.

For descriptions of features, limitations, and examples, see the IDP Series Concepts and
Examples Guide.

For details on using Network and Security Manager centralized management and user
interface features, see the NSM documentation.

Audience

This guide is intended for network administrators who are familiar with TCF/IP networks
and network security issues.

Documentation Conventions

This section provides all the documentation conventions that are followed in this guide.
Table 1T on page xviii defines notice icons used in this guide.
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Table 1: Notice Icons

Icon

Meaning Description

Informational note

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

A
I/
i

Alerts you to the risk of personal injury from a laser.

Table 2 on page xviii defines text conventions used in this guide.

Table 2: Text Conventions

Convention Description

Bold typeface like this « Represents commands and keywords

in text.
« Represents keywords
« Represents Ul elements

Examples

« Issue the clock source command.
« Specify the keyword exp-msg.
« Click User Objects

Bold typeface like this Represents text that the user must type. user input
fixed-width font Represents information as displayed on hostl#
the terminal screen. .
show ip ospf

Routing Process OSPF 2 with Router
ID 5.5.0.250

Router is an area Border Router

(ABR)

Indicates that you must press two or more
keys simultaneously.

Key names linked with a plus (+) sign

Ctrl+d

Italics « Emphasizes words

« |dentifies variables

« The product supports two levels of
access, user and privileged.

« clusterlD, ipAddress.

The angle bracket (>) Indicates navigation paths through the Ul

by clicking menu options and links.

Object Manager > User Objects > Local
Objects

Table 3 on page xix defines syntax conventions used in this guide.

Xviii
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Table 3: Syntax Conventions

Convention Description Examples

Words in plain text Represent keywords terminal length
Words in italics Represent variables mask, accessListName
Words separated by the pipe (| ) Represent a choice to select one keyword or diagnostic | line
symbol variable to the left or right of this symbol. The

keyword or variable can be optional or required.

Words enclosed in brackets ([ ]) Represent optional keywords or variables.

[ internal | external ]

Words enclosed in brackets followed  Represent optional keywords or variables that
by and asterisk ( [ ]*) can be entered more than once.

[levell | level2 | 11 1*

Words enclosed in braces ({ }) Represent required keywords or variables.

{ permit |deny } {in | out } { clusterld
| ipAddress }

Related Documentation

Table 4 on page xix lists related IDP Series documentation.

Table 4: Related IDP Series Documentation

Document Description

Release notes Contains information about what is included in a specific product release:
supported features, unsupported features, changed features, known problems,
and resolved problems. If the information in the release notes differs from the
information found in the documentation set, follow the release notes.

IDP Detector Engine release notes Provides information about IDP Detector Engine releases, including new
features, changed features, fixed problems, and known issues.

J-Security Center Attack Signatures Lists predefined attack signatures developed by J-Security Center.

J-Security Center Application Signatures Lists predefined application signatures developed by J-Security Center.

IDP Series installation guides Describes IDP Series hardware and provides instructions for installing,
configuring, updating, and servicing the device.

IDP Series Feature Documentation A collection of topics from the IDP Series Administration Guide and IDP Series

Concepts and Examples Guide, in HTML.

IDP Series Administration Guide Provides procedures for completing IDP Series administration tasks with the
Network and Security Manager (NSM) central management program; with
the IDP Series device Appliance Configuration Manager (ACM); and with the
IDP Series device command-line interface (CLI).

IDP Series Concepts and Examples Guide Explains IDP Series features and provides examples of how to use the system.
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Table 4: Related IDP Series Documentation (continued)

Document Description

IDP Series Custom Attack Objects Reference  Provides examples and reference information for creating custom attack
and Examples Guide objects.

IDP Reporter User’s Guide Describes how to use IDP Reporter, an on-box reporting platform that includes
predefined reports on attack detection and application usage. You can also
use IDP Reporter to schedule regular publication of reports that are of interest
to you or your stakeholders.

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical Assistance
Center (JTAC). If you are a customer with an active J-Care or JNASC support contract,
or are covered under warranty, and need post-sales technical support, you can access
our tools and resources online or open a case with JTAC.

« JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/us/en/local/pdf/resource-guides/7100059-en.pdf.

« Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/.

- JTAC hours of operation—The JTAC centers have resources available 24 hours a day,
7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with the
following features:

« Find CSC offerings: http://www.juniper.net/customers/support/

« Search for known bugs: http://www2.juniper.net/kb/

« Find product documentation: http://www.juniper.net/techpubs/

. Find solutions and answer questions using our Knowledge Base: http://kb.juniper.net/

. Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

« Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

. Join and participate in the Juniper Networks Community Forum:
http://www.juniper.net/company/communities/

. Open a case online in the CSC Case Management tool: http:/www.juniper.net/cm/
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To verify service entitlement by product serial number, use our Serial Number Entitlement
(SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC
You can open a case with JTAC on the Web or by telephone.

« Use the Case Management tool in the CSC at http://www.juniper.net/cm/.

. Call1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, see
http://www.juniper.net/support/requesting-support.ntml.

Copyright © 2013, Juniper Networks, Inc. XXi


https://tools.juniper.net/SerialNumberEntitlementSearch/
http://www.juniper.net/cm/
http://www.juniper.net/support/requesting-support.html

IDP Series Administration Guide

XXii Copyright © 2013, Juniper Networks, Inc.



PART 1

Getting Started

« Using the Default Configuration on page 3
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CHAPTERI1

Using the Default Configuration

This chapter provides the basic steps you take to get started using IDP Series appliance
features. It contains the following topics:

. Getting Started with the Default Configuration on page 3

Getting Started with the Default Configuration

The purpose of this topic is to provide you with a workflow to get started using an IDP
Series appliance with the default configuration.

Follow these basic steps to get started:

1.

Read the release notes for your release. The release notes contain important
release-related information about release-specific features, unsupported features,
changed features, fixed issues, and known issues. The information in the release notes
is more current than the information in this guide.

Install the IDP Series appliance, configure network settings and virtual routers, and
connect the device to your network.

For details, see the installation guide for your IDP Series appliance.

Add the device to the NSM Device Manager.

Upgrade IDP OS software to the latest version (if applicable).

Update the detector engine and NSM attack object database.

Become familiar with the default security policy (named Recommended).

Use the documentation to become familiar with the product features and user
interface:

« Use the IDP Series Concepts and Examples Guide to become familiar with the product
features.

« Use this guide, the IDP Series Administration Guide, to learn the steps to implement
the product features and monitor security events.

. Use the Appliance Configuration Manager (ACM) online Help for information about
using ACM.
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Related
Documentation

. Use CLI man pages for syntax and parameter hints for CLI commands.
. Use the NSM online Help for information about using the NSM user interface.
8. Run Profiler to discover the network hosts you want to protect.

9. Review logs to verify the initial deployment.

The following related topic is included in the IDP Series Administration Guide:

« Loading J-Security Center Updates (NSM Procedure) on page 194
« Updating IDP OS Software (NSM Procedure) on page 191

. Adding IDP Series Devices to NSM Device Manager on page 128

. Developing Security Policies Task Summary on page 35

« Profiler Task Summary on page 11

« |IDP Series Logs and Reports in NSM Task Summary on page 207

The following additional related topic is included in the IDP Series Concepts and Examples
Guide:

« Example: Fine-Tuning a Security Policy

Copyright © 2013, Juniper Networks, Inc.



Analyzing Your Network

« Using Simulation Mode on page 7

« Using Profiler on page 11

« Using the NSM Security Explorer on page 29
« Using the NSM Topology Manager on page 31

Copyright © 2013, Juniper Networks, Inc.



IDP Series Administration Guide

6 Copyright © 2013, Juniper Networks, Inc.



CHAPTER 2

Using Simulation Mode

This chapter includes the following topics:

« Simulation Mode Task Summary on page 7
« Enabling Simulation Mode on page 7

. Viewing Simulation Mode Logs on page 9

Simulation Mode Task Summary

Simulation mode is an operational mode in which the IDP Series device examines traffic
but only simulates security policy actions, generating simulation mode logs that indicate
the programmed action. Simulation mode is disabled by default.

Familiarize yourself with the following tasks related to using simulation mode:

« Enabling simulation mode

« Viewing simulation mode logs

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Enabling Simulation Mode on page 7

« Viewing Simulation Mode Logs on page 9
The following related topics are included in the IDP Series Concepts and Examples Guide:

. Simulation Mode Overview
« Example: Getting Started with Simulation Mode

« Example: Using Simulation Mode to Maximize Uptime

Enabling Simulation Mode

Simulation mode is an operational mode in which the IDP Series device examines traffic
but only simulates security policy actions, generating simulation mode logs that indicate
the programmed action. Simulation mode is disabled by default.
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To enable simulation mode:

1. Log into the CLI as admin and enter su - to switch to root.

2. Run the following command to display the current setting for simulation mode:

[root@defaulthost conf]# scio const -s sO get sc_simulation_mode
scio: sc_simulation_mode = 0x0

The value 0x0 indicates simulation mode is disabled.

3. Run the following command to enable simulation mode:

[root@defaulthost conf]# scio const -s sO set sc_simulation_mode 1
scio: setting sc_simulation_mode to Ox1

The value Ox1 indicates simulation mode is enabled.

You do not need to restart the IDP engine (idp.sh) or push a policy to initiate changes to
your simulation mode setting. Changes you make to kernel constants from the CLI do
not persist across restarts.

To make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.
2. Add the simulation mode constant within the user_start_pre_policy() section:

user_start_pre_policy ()

{

# Disable ARP spoofing detection
#
# If you are running clusters with virtual MAC addresses, IDP will treat

# these as spoofed ARP packets since the MAC addresses in the ethernet
# frame will be different from what is inside the ARP request/response. If
# you have multiple virtual routers, you need to perform this operation on
# all defined virtual routers.

#

# $SCIO const -v vrO set sc_arp_spoof_detect O

# $SCIO const -s sO set sc_mpls_decapsulation 1

$SCIO const -s sO set sc_simulation_mode 1

return;

}
3. Save the file.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« Viewing Simulation Mode Logs on page 9

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Simulation Mode Overview
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Viewing Simulation Mode Logs

Purpose Inthe NSM Log Viewer, logs that are generated during simulation mode include the string
[Simulation Mode] in the Details column, as shown in Figure 1 on page 9. You can use
the NSM log and report filter feature to filter for (or filter out) columns that include the
[Simulation Mode] string.

Figure 1: NSM Log Viewer: Simulation Mode Logs
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Action Todisplay logs in NSM Log Viewer:

1. Inthe NSM navigation tree, select Investigate > Log Viewer > Predefined.
2. Click IDP/DIL.

3. (Optional) Click the filter icon to display the filter dialog box, which allows you to filter
on the Details column and set a filter for [Simulation Mode].
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Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Simulation Mode Task Summary on page 7

« |IDP Series Logs and Reports in NSM Task Summary on page 207
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Simulation Mode Overview
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Using Profiler

This chapter provides instructions for using NSM Profiler. It contains the following topics:

« Profiler Task Summary on page 11

« Configuring Profiler Options (NSM Procedure) on page 12

» Starting and Stopping the Profiler (NSM Procedure) on page 18
« Using Profiler Viewer (NSM Procedure) on page 19

« Modifying Profiler Settings on page 25

+ Managing the Profiler Database (NSM Procedure) on page 27

Profiler Task Summary

You use NSM Profiler to learn about your internal network so you can create effective
security policies and minimize unnecessary log records. The Profiler gueries and correlates
attack logs and application usage logs from multiple IDP Series devices.

The Profiler feature is available only through Network and Security Manager (NSM).
IDP Series administration includes the following tasks related to the Profiler feature:

« Configuring Profiler options and preferences
. Starting and stopping the Profiler
- Viewing Profiler reports

. Managing the Profiler database

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Configuring Profiler Options (NSM Procedure) on page 12

« Modifying Profiler Settings on page 25

« Starting and Stopping the Profiler (NSM Procedure) on page 18
« Using Profiler Viewer (NSM Procedure) on page 19

. Managing the Profiler Database (NSM Procedure) on page 27
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The following related topic is included in the IDP Series Concepts and Examples Guide:

« Profiler Overview

Configuring Profiler Options (NSM Procedure)

You configure Profiler options to enable Profiler features, set network addresses and
applications subject to profiling, and set alerts.

The following topics describe how to configure Profiler options:

« Configuring General Settings on page 12

« Configuring Tracked Hosts on page 14

« Configuring Context Targets on page 16

« Configuring Alert Options on page 17

Configuring General Settings

You use the Profiler Settings > General tab to enable Profiler features.

Figure 2 on page 12 shows the General tab.

Figure 2: Profiler Settings: Enable AVT

< fhigh - Device X
Infa " .
Profiler Setti
Anti-Spoot Sefings M SEHIES
Sensor Seffings General | Tracked Hosts | Exelude List | Contexts To Profile | Alet |
Profiler Settings
Report Settings Enable Profiling
Enable Application Profiling
[ And Attermit O
=
Include Mon-tracked IP Profiles []
db limit (in MB) 500 =
Q5 Fingerprinting
Enable O fingerprinting
Refresh Interval(in secs) 3600 E
| Ok l | Cancel l | Apply l
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To configure Profiler general settings:

1. From NSM Device Manager, double-click a device and then click Profiler Settings.
2. Click the General tab.
3. Configure options.

4. Click Apply.

0 NOTE: If you change Profiler settings, you must push a configuration update
to the device before the new settings take effect. From the Device Manager,
right-click the device, select Update Device, select the Restart IDP Profiler
After Device Update check box, and click OK.

Table 5 on page 13 describes settings on the Profiler Settings > General tab.

Table 5: Profiler Settings: General Tab

Option Function

Enable Profiling Enables the Profiler.
Enable Application Enables the Profiler to collect and track application data.
Profiling

This setting is enabled automatically when you start the Profiler and becomes automatically disabled
when you stop the Profiler.

Enable AVT Enables Profiler to perform application volume tracking.
Include Probe and Enables the Profiler to collect and track specific probes and attempts.
Attempt

Include Non-tracked IP Enables context-based profiling for hosts not in the tracked hosts list. If you enable this option, data
Profiles for non-tracked hosts appears in the Protocol Profiler tab of the Profiler log viewer.

db limit (in MB) Sets the maximum Profiler database size. By default, the maximum database size is 3 GB.

Enable OS Fingerprinting  Enables the Profiler to perform OS fingerprinting.
OS fingerprinting detects the operating system of a host by analyzing TCP handshake packets.

The OS fingerprinting process depends on an established TCP connection (one that has a SYN, a
SYN/ACK, and a FIN connection).

The OS fingerprinting process is capable of detecting the operating systems listed in
/usr/idp/device/cfg/fingerprints.set.

Refresh Interval (insecs) Sets the time interval (in seconds) that the Profiler refreshes OS fingerprinting. By default, the
Profiler refreshes OS fingerprinting data every 3600 seconds (60 minutes).
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Configuring Tracked Hosts

You configure Profiler tracked hosts and excluded host settings to specify the network
segments where Profiler gathers data.

0 NOTE: Profiler tracks all traffic through the IDP Series device, including traffic
for hosts not in your tracked hosts list. It records a value of 73.78.69.84 for
the IP address for hosts not defined in the Tracked Hosts tab, such as external
hosts you would not know and therefore could not configure.

Figure 3 on page 14 shows the Tracked Hosts tab.

Figure 3: NSM Profiler Tracked Hosts Tab

General Tracked Hosts [ Exelude List ] Contexts To Profile | Alert |
[+ [

[# ) Tracked Hosts
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g8 2220na
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(128 4440nat
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128 6660net
g% 777 0net
12§ 85880net

&% 9990nat
(18 RFC191810.0.0.0/8

g8 RFC191817216.0012
(18 RFC1918192.168.0.016
[v] & [RFC1918 Netwaork Addresses

To configure the tracked hosts and excluded host settings:

1. From NSM Device Manager, double-click a device and then click Profiler Settings.
2. Click the Tracked Hosts tab.

3. Click the + icon and select one of the following options to display a dialog box to build
a tracked host list:

« AddHost
« Add Network
« Add Group
4. Configure tracked host settings as described in Table 6 on page 15.

5. Click the Exclude tab.
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. Click the + icon and select one of the following options to display a dialog box to build

an exclude host list:

« AddHost
« Add Network
« Add Group

Configure exclude host settings as described in Table 6 on page 15.

. Click Apply.

NOTE: If you change Profiler settings, you must push a configuration update
to the device before the new settings take effect. From the Device Manager,
right-click the device, select Update Device, select the Restart IDP Profiler
After Device Update check box, and click OK.

Table 6: Profiler Settings: Tracked Hosts or Exclude List

Option Function

New Host

Name Specifies the hostname.

Color Specifies a color to help you monitor the host.
Comment Describes the host.

IP/IP Address Defines the host using an IP address.

Domain Name/Domain
Name

Defines the host using a domain name.

Resolve

Uses DNS to resolve hostnames/IP addresses.

New Network

Name Specifies an object name.
IP Address Specifies an IP address, used with the netmask, that defines the network.
Netmask Specifies a 32—bit netmask, used with the IP address, that defines the network.

Use Wildcard Mask

Enables use of a wildcard mask.

Wildcard Mask

Specifies the wildcard mask. A wildcard mask is like a subnet mask, with ones and zeros inverted;
for example, a wildcard mask of 0.0.0.255 corresponds to a subnet mask of 255.255.255.0.

Color

Specifies a color to help you monitor the network.

Comment

Describes the network.
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Table 6: Profiler Settings: Tracked Hosts or Exclude List (continued)

Option Function

New Address Group

Name Specifies an object name.

Color Specifies a color to help you monitor the address group.
Comment Describes the group.

Member List Adds hosts that belong to the group.

Configuring Context Targets

You configure Profiler context settings to determine whether Profiler logs include not
only host and application data but also data pulled from application contexts. For
example, if you specify context targets for FTP usernames, the Profiler logs will include
the username specified for the FTP connection in addition to the hostname and service
(FTP).

Figure 4 on page 16 shows the Contexts to Profile tab.

Figure 4: NSM Profiler Context to Profile Tab
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— ¥ D FTP Banner (predefined)
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— ¥ D IMAP User (predefined)

vl D IRC Command (predefined)
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To specify Profiler context targets:
1. From NSM Device Manager, double-click a device and then click Profiler Settings.
2. Click the Contexts to Profile tab.

3. Browse and select from the predefined list of contexts.

4. Click Apply.

0 NOTE: If you change Profiler settings, you must push a configuration update
to the device before the new settings take effect. From the Device Manager,
right-click the device, select Update Device, select the Restart IDP Profiler
After Device Update check box, and click OK.

Configuring Alert Options

You configure Profiler alert options to determine whether you receive alerts when Profiler
detects new hosts, protocols, or ports in use.

If you are configuring the Profiler for the first time, do not enable the new host, protocol,
or port alerts. As the Profiler runs, the device views all network components as new, which
can generate unnecessary log records. After the Profiler has learned about your network
and has established a baseline of network activity, you should reconfigure the device to
record new hosts, protocols, or ports discovered on your internal network.

Figure 5 on page 17 shows the Alert tab.

Figure 5: Profiler Alert Tab

Profiler Settings

General ] Tracked Hosts ] Exclude List ] Contexts Ta Frofile | Alert |

Mewy Host Detected O
Mewy Protocol Detected [
Mewy Port Detected O

Database Limit Exceeded [

To specify Profiler alert options:
1. From NSM Device Manager, double-click a device and then click Profiler Settings.
2. Click the Alert tab.

3. Configure alert settings as described in Table 7 on page 18.

4. Click Apply.
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o NOTE: If you change Profiler settings, you must push a configuration update
to the device before the new settings take effect. From the Device Manager,
right-click the device, select Update Device, select the Restart IDP Profiler
After Device Update check box, and click OK.

Table 7: Profiler Alert Tab

Option Function

New Host Detected Sends an alert when Profiler detects a new host.
New Protocol Detected Sends an alert when Profiler detects a new protocol.
New Port Detected Sends an alert when Profiler detects a new port.

Database Limit Exceeded  Sends an alert to indicate the maximum database size has been reached. After a device reaches
this limit, it begins purging the database.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Profiler Task Summary on page 11

Starting and Stopping the Profiler (NSM Procedure)

You use Network and Security Manager (NSM) to start and stop the Profiler.
The Profileris a service, located on the IDP Series device at /usr/idp/device/bin/profiler.sh.
To start the Profiler:

1. From the NSM main menu, select Devices > IDP Profiler > Start Profiler.
2. Select the devices on which you want to start the Profiler.

3. Click OK.
To stop the Profiler:

1. From the NSM main menu, select Devices > IDP Profiler > Stop Profiler.
2. Select the devices on which you want to stop the Profiler.

3. Click OK.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Profiler Task Summary on page 11
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Using Profiler Viewer (NSM Procedure)

The Profiler Viewer contains multiple tabs with different views of Profiler data. The
following topics describe these views:

« Application Profiler Tab on page 19

« Protocol Profiler Tab on page 21

« Network Profiler Tab on page 22

« Violation Viewer Tab on page 24

Application Profiler Tab

The Application Profiler tab displays application volume tracking (AVT) data.
Figure 6 on page 19 shows the Application Profiler tab.

Figure 6: Profiler Viewer: Application Profiler Tab
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Extended applications, also called nested applications, are reported separately from
HTTP results. Figure 7 on page 19 shows the Application Profiler tab where results for
the HTTP Google Earth application are distinguished from HTTP results.

Figure 7: Profiler Viewer: Application Profiler Tab: Nested Applications

@ Profiler
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Applicstion Catey..  |Bytes & [Packets Isreip ot [Dst Port YLANID: Application |Byte Count |Packet Co.. [User [role
A pplication 39.22 Wb 50%|  QUTTR (6214 Mb 47 5093
- ek 53,22 Wb TEOIE| b & L e :
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The Application Profiler view is divided into two sections:

- Inthe left pane, the Application Profiler tab displays a hierarchical tree of application
categories. Applications are grouped by common functionality. For example,
peer-to-peer applications include chat and file sharing applications. Under chat, you
candisplay Yahoo messenger, MSN, and AIM; under file sharing, you can display Kazaa,
Bittorrent, and Gnutella.

Copyright © 2013, Juniper Networks, Inc. 19



IDP Series Administration Guide

The left pane also displays aggregate statistics for volume (bytes) and packet count
for the application category, application group, or application you select in the tree.

« Intheright pane, the Application Profiler tab displays tables of session logs related to
the application category or application you select in the left pane.

Table 8 on page 20 describes the Application Profiler session table.

Table 8: Application Profiler Session Table

Column Description

Src IP Source |IP address of the session.

Dst IP Destination IP address.

VLAN ID VLAN ID (if any).

Application ID Application. The application identified by the application identification feature. Extended applications
(also called nested applications) are reported separately from HTTP results. A O indicates the
application was not identified.

Byte count Byte count.

Packet count

Packet count.

User The user associated with the session.

Role The role to which the user belongs.

First Time Timestamp for the first time the device logged the event (within the specified time interval).
Last Time Timestamp for the last time the device logged the event (within the specified time interval).
Domain NSM domain.

Device Device through which the session was forwarded.

The Application Profiler session table contains data collected during a configurable time

interval.

To display the Application Profiler tab:

1. Inthe NSM navigation tree, select Investigate > Security Monitor > Profiler.

2. Click the Application Profiler tab.

Q TIP: Youcanjump from the Application Profiler tab to the APE rulebase editor
by right-clicking an application in the left pane and selecting a policy editor
option. For information about using other NSM features to sort, filter, and
drill down in records, see the NSM online Help.
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Protocol Profiler Tab

The Protocol Profiler tab displays information about applications that are running on
your network.

Figure 8 on page 21 shows the Protocol Profiler tab.

Figure 8: Profiler Viewer: Protocol Profiler Tab
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Table 9 on page 21 describes Protocol Profiler data.

Table 9: Protocol Profiler Data

Column

Description

SrcIP

Source IP address of the session.

NOTE: Profiler tracks all traffic through the IDP Series device, including traffic for hosts not in your
tracked hosts list. It records a value of 73.78.69.84 for the IP address for hosts not defined in the
Tracked Hosts tab, such as external hosts you would not know and therefore could not configure.

Dst IP

Destination IP address.

NOTE: Communication between an internal host and an external host is recorded only once. For
example, the device records internal host A communicating to www.yahoo.com and www.cnn.com
as one entry in the Profiler DB.

User The user associated with the session.
Role The role to which the user belongs.
Context Matching contexts.

Value Value retrieved from matching context.

Src MAC

Source MAC addresses.
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Table 9: Protocol Profiler Data (continued)

Column Description

Dst MAC Destination MAC addresses.

Src OUI Source OUI.

NOTE: The Organizationally Unique Identifier (OUI) value is a mapping of the first three bytes of the
MAC address and the organization that owns the block of MACs. You can obtain a list of OUls at
http://standards.ieee.org/regauth/oui/oui.txt.

Dst OUI Destination OUI.

Src OS Name Operating-system version running on the source IP.

Dst OS Name Operating-system version running on the destination IP.

Hits Number of occurrences that match the session.

First Time Timestamp for the first time the device logged the event (within the specified time interval).
Last Time Timestamp for the last time the device logged the event (within the specified time interval).
Domain NSM domain.

Device Device through which the session was forwarded.

By default, the Protocol Profiler tab contains only the data collected during the configured
time interval.

To display the Protocol Profiler tab:

1. Inthe NSM navigation tree, select Investigate > Security Monitor > Profiler.

2. Click the Protocol Profiler tab.

Q TIP: Forinformation about using NSM features to sort, filter, and drill down
in records, see the NSM online Help.

Network Profiler Tab

The Network Profiler tab displays information about the hosts in your network.

Figure 9 on page 23 shows the Network Profiler tab.
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Figure 9: Profiler Viewer: Network Profiler Tab
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Table 10 on page 23 describes Network Profiler data.

Table 10: Network Profiler Data

Column Description

SrcIP Source IP address of the session.

NOTE: Profiler tracks all traffic through the IDP Series device, including traffic for hosts not in your
tracked hosts list. It records a value of 73.78.69.84 for the IP address for hosts not defined in the
Tracked Hosts tab, such as external hosts you would not know and therefore could not configure.

Dst IP Destination IP address.

NOTE: Communication between an internal host and an external host is recorded only once. For
example, the device records internal host A communicating to www.yahoo.com and www.cnn.com
as one entry in the Profiler DB.

User The user associated with the session.
Role The role to which the user belongs.
Service Service for the session.

Access Type Type of communication:

« Access indicates a successful connection, during which the device recorded valid requests and
responses from the server to a client.

« Attempt indicates a request that did not receive a reply. The device recorded a packet from a client
to a server, but never saw a reply.

« Probe indicates a request that does not expect a reply. For non-TCP sessions, the device recorded
an ICMP error; for TCP sessions, the device recorded a SYN packet from the client followed by a
RST from the server.

Src MAC Source MAC addresses.

Dst MAC Destination MAC addresses.
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Table 10: Network Profiler Data (continued)

Column Description

Src OUI Source OUL.
NOTE: OUI stands for Organizationally Unique Identifier. This value is a mapping of the first three
bytes of the MAC address and the organization that owns the block of MACs. You can obtain a list of
OUls at http://standards.ieee.org/regauth/oui/oui.txt.

Dst OUI Destination OUI.

Src OS Name Operating-system version running on the source IP.

Dst OS Name Operating-system version running on the destination IP.

Hits Number of occurrences that match.

First Time Timestamp for the first time the device logged the event (within the specified time interval).

Last Time Timestamp for the last time the device logged the event (within the specified time interval).

Domain NSM domain.

Device Device through which the session was forwarded.

To display the Network Profiler tab:

1. Inthe NSM navigation tree, select Investigate > Security Monitor > Profiler.

2. Click the Network Profiler tab.

Q TIP: Forinformation about using NSM features to sort, filter, and drill down
in records, see the NSM online Help.

Violation Viewer Tab

The Violation Viewer tab displays a filtered view of the Network Profiler data. In the
Violation Viewer tab, you configure permitted objects. Permitted objects are filtered from
the display, allowing you to focus on unpermitted traffic.

Figure 10 on page 25 shows the Violation Viewer tab.

24
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Figure 10: Profiler Viewer: Violation Viewer Tab
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To configure permitted objects:

1. Inthe NSM navigation tree, select Investigate > Security Monitor > Profiler.
2. Click the Violation Viewer tab.

3. Click the + icon that appears on the top of the right-hand window to display the New
Permitted Object dialog box.

4. Type a name for the permitted object.
5. Within the New Permitted Object dialog box, click the + icon to add rows for rules.

6. Use the selection controls to select the desired address objects or service objects and
click OK.

7. Click OK to save the permitted object.
The object appears in the filters windows within the Violation Viewer tab.

8. Select the object and click Apply to filter matching objects from the display.

Q TIP: Forinformation about using additional NSM features to sort, filter, and
drill down in records, see the NSM online Help.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« Profiler Task Summary on page 11

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Profiler Overview

Modifying Profiler Settings

You can use the Profiler Settings dialog box to modify Profiler database settings and
default settings for application volume tracking reports.
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Figure 11on page 26 shows the New Preferences dialog box, where you can modify Profiler
default settings.

Figure 11: New Preferences Dialog Box
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To modify Profiler database and application volume tracking settings:

1. From the NSM main menu, select Tools > Preferences.
2. Click Profiler Settings.

3. Modify settings as described in Table 11 on page 26.

4. Click OK.

Table 11: Profiler Settings

Setting ‘ Description

Profiler

Purge profiler database if size exceeds Default is 1000 MB.
Max profiler database size after purging Default is 750 MB.
Profiler query timeout Default is 120 seconds.
Hour of day to perform database Default is 00:00 GMT.
optimization

AVT View Settings

26 Copyright © 2013, Juniper Networks, Inc.



Chapter 3: Using Profiler

Table 11: Profiler Settings (continued)

Setting Description

Number of sessions to display per Determines the number of sessions displayed in the Application Profiler application
application volume tracking session tables.

Default is 10 sessions. You can specify from 5 to 10,000 sessions.

Hours of session data to display from Determines the hours of application volume tracking data displayed in the
present time Application Profiler tab session tables.

Default is 1 hour. You can specify from 1to 24 hours.

This setting is also a data retention policy. By default, data older than 1 hour is
deleted. If you change to 12 hours, data older than 12 hours is deleted.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« Profiler Task Summary on page 11
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Profiler Overview

Managing the Profiler Database (NSM Procedure)

The following topics provide procedures for managing the Profiler database:

« Displaying Profiler Database Information on page 27
« Querying the Profiler Database on page 27
« Purging the Profiler Database on page 28

Displaying Profiler Database Information

Purpose Data discovered by Profiler is stored in a database located on the NSM GUI server. Use
the steps in this procedure to display information about the Profiler database.

Action To display Profiler database information:

1. Inthe NSM navigation tree, select Investigate > Security Monitor > Profiler.

2. Click the Show DB Information icon in the upper right corner to view specific details
about the Profiler database, including the database size.

Querying the Profiler Database

Purpose Data discovered by Profiler is stored in a database located on the NSM GUI server. Use
the steps in this procedure to query the Profiler database.
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Action

To query records in the database:

1. Loginto the NSM GUI server as the Postgres SOL user. By default, the Postgres SQL
user is netscreen.

2. Navigate to the directory where the Profiler DB is located: /usr/local/nsmpsql/bin.
3. Runany Postgres SOL command. For example, you can type the following command:

./psql -d profilerDb

Purging the Profiler Database

Related
Documentation

Data discovered by Profiler is stored in a database located on the NSM GUI server. When
the database reaches a maximum size (4 GB by default), it begins purging records (oldest
first) automatically. The Profiler stops purging records when it reaches a certain set
minimum size (3 GB by default).

Use the steps in this procedure to purge the Profiler database, if needed.

To change automatic purge settings, from the NSM main menu, select Tools > Preferences
and modify the Profiler database settings.

To purge the database immediately:

1. Inthe NSM navigation tree, select Investigate > Security Monitor > Profiler.

2. Click the Clear All DB icon in the upper right corner.

The following related topic is included in the IDP Series Administration Guide:
« Profiler Task Summary on page 11
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Profiler Overview

28
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Using the NSM Security Explorer

The purpose of this chapter is to make you aware of the Network and Security Manager
(NSM) Security Explorer. It contains the following topic:

« Security Explorer Task Summary on page 29

Security Explorer Task Summary

The NSM Security Explorer is a graphical tool that enables you to visualize and correlate
network behavior based on data collected in the Profiler, Log Viewer,and Report Manager.
You can use the Security Explorer to:

« Get a dynamic, interactive view of your network.

« Drill down on a particular host or server and view all the different attacks, open ports,
destination or peer IP addresses, and so on.

. Move between hosts and peers and trace a connection or attack.

. Toggle between different views or slices of the network, as well as explore the
contextual information (logs, reports, attacks, IP addresses, and so on) within the
Security Explorer panel.

For information on using Security Explorer, see the NSM documentation.
Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« |IDP Series Logs and Reports in NSM Task Summary on page 207
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Using the NSM Topology Manager

The purpose of this chapter is to make you aware of the Network and Security Manager
(NSM) Topology Manager. It contains the following topic:

« NSM Topology Manager Task Summary on page 31

NSM Topology Manager Task Summary

You can use the NSM Topology Manager to discover and manage the physical topology
of a network of devices connected to a Juniper Networks EX-series switch. These include
networking devices such as the J Series, M Series, MX Series, and EX Series, as well as
ScreenOS and IDP Series devices, IP phones, desktops, printers, and servers. The NSM
Topology Manager also provides details about connections between a device and the
EX Series switch.

For information on using the NSM Topology Manager, see the NSM documentation.

Copyright © 2013, Juniper Networks, Inc. 31


http://www.juniper.net/techpubs/software/management/security-manager/

IDP Series Administration Guide

32

Copyright © 2013, Juniper Networks, Inc.



PART 3

Protecting Your Network

« Security Policies Overview on page 35

« Configuring the IDP Rulebase on page 41

« Configuring Additional Security Policy Rulebases on page 55
« Managing Security Policies on page 71

- Working with Attack Objects on page 79

« Working With Application Objects on page 111
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CHAPTER 6

Security Policies Overview

The purpose of this chapter is to familiarize you with the tasks involved in creating security
policies. It contains the following topics:

« Developing Security Policies Task Summary on page 35

« Using Predefined Security Policies on page 37

« Using the New Policy Wizard (NSM Procedure) on page 38

Developing Security Policies Task Summary

An IDP security policy allows you to use various attack detection and prevention
technigues on traffic that traverses your network.

To create an effective security policy, follow these basic steps:

1.

Run the New Policy wizard to create a security policy object. The new security policy
can be based on a predefined template.

Use the Security Policy editor to add one or more rulebases. Table 12 on page 36
describes the IDP security policy rulebases. A security policy can contain only one
instance of any rulebase type.

Arulebase is an ordered set of rules that use a particular detection method to identify
and prevent attacks.

Within rulebases, configure rules.

Rules are instructions that provide context to detection methods. Rules specify:

. A source/destination/service match condition that determines which traffic to
inspect.

. Attack objects that determine what to look for (IDP rulebase and Exempt rulebase).

. Actions that determine what to do when an attack is detected or the application
rate limit is reached.

- Notification options, including logs, alerts, and packet captures.
Each rulebase can contain up to 40,000 rules.

Fine-tune your security policy as you learn more about your network and security
requirements and IDP Series capabilities.
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Table 12: IDP Security

Policy Rulebases

Rulebase Description

IDP rulebase

Protects your network from attacks by using attack objects to detect known and unknown attacks.
Juniper Networks provides predefined attack objects that you can use in security policy rules. You
can also configure your own custom attack objects.

See “Modifying IDP Rulebase Rules (NSM Procedure)” on page 41.

Exempt rulebase

APE rulebase

Enables you to exclude known false positives or to exclude a specific source, destination, or
source/destination pair from matching an IDP rule. If traffic matches a rule in the IDP rulebase, the
IDP engine attempts to match the traffic against the Exempt rulebase before performing the action
specified.

See “Configuring Exempt Rulebase Rules (NSM Procedure)” on page 55.

Enables you to set an action for traffic that matches an application signature. Actions include
dropping the connection, closing client and/or server, applying a DiffServ marker, applying a rate
limit condition, or applying both a DiffServ market and a rate limit condition.

See “Configuring the APE Rulebase (NSM Procedure)” on page 56.

Backdoor rulebase

Protects your network from mechanisms installed on a host computer that facilitates unauthorized
access to the system. Attackers who have already compromised a system typically install backdoors
(such as Trojans) to make future attacks easier. When attackers send and retrieve information to
and from the backdoor program (as when typing commands), they generate interactive traffic that
the IDP engine can detect.

See “Configuring Backdoor Rulebase Rules (NSM Procedure)” on page 61.

SYN Protector rulebase

Protects your network from SYN-floods by ensuring that the three-way handshake is performed
successfully for specified TCP traffic. If you know that your network is vulnerable to a SYN-flood,
use the SYN-Protector rulebase to prevent it.

See “Configuring SYN Protector Rulebase Rules (NSM Procedure)” on page 63.

Traffic Anomalies

Protects your network from attacks by using traffic flow analysis to identify attacks that occur over

rulebase multiple connections and sessions (such as scans).

See “Configuring Traffic Anomalies Rulebase Rules (NSM Procedure)” on page 65.
Network Honeypot Protects your network by impersonating open ports on existing servers on your network, alerting
rulebase you to attackers performing port scans and other information-gathering activities.

See “Configuring Network Honeypot Rulebase Rules (NSM Procedure)” on page 68.

Related
Documentation

The following additional related topics are included in the IDP Series Administration Guide:

« Using Predefined Security Policies on page 37

« Using the New Policy Wizard (NSM Procedure) on page 38

The following additional related topics are included in the IDP Series Concepts and
Examples Guide:

« Understanding the Components of an IDP Security Policy

36
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« Example: Fine-Tuning a Security Policy

Using Predefined Security Policies

The Juniper Networks Security Center team (J-Security Center) provides the default IDP
security policy—named Recommended. We advise that you use this policy to protect
your network from the likeliest and most dangerous attacks.

Table 13 on page 37 summarizes the settings of the recommended security policy.

Table 13: Recommended Security Policy Settings

Property Value

Rulebase

IDP rulebase.

Rules

Nine rules, distinguished by attack object.

Source

Any, meaning the source setting is not used to match traffic.

Service

Default, meaning the matching property is based on the service bindings of the attack object specified
by the rule.

Destination

Any, meaning the destination setting is not used to match traffic.

Attacks

« Recommended IP

« Recommended TCP
« Recommended ICMP
« Recommended HTTP
« Recommended SMTP
« Recommended DNS
« Recommended FTP
« Recommended POP3
« Recommended IMAP
« Recommended Trojan
« Recommended Virus
« Recommended Worm

Action

Recommended, meaning the action is specified by the attack object

Notification

Logging.

If you prefer, you can copy this security policy and use it as a template for a custom
security policy tailored for your network. You use the New Security Policy wizard to create
a custom security policy based on a template.

Table 14 on page 38 describes other IDP security policy templates.
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Table 14: IDP Security Policy Templates

Template Description

all_with_logging Includes all attack objects and enables packet logging for all rules. This policy is provided for lab
use and is not recommended in production.

all_without_logging Includes all attack objects but does not enable packet logging.

dmz_services Protects a typical DMZ environment.

dns_server Protects DNS services.

file_server Protects file sharing services, such as SMB, NFS, FTP, and others.

getting_started Contains very open rules. Useful in controlled lab environments, but should not be deployed on live

networks with heavy traffic.

idp_default Contains a set of attack groups that balances security and performance.

web_server Protects HTTP servers from remote attacks.

If you use these templates, we advise you to customize them for your deployment. At a
minimum, you should change the destination IP setting from Any to the IP addresses for
specific servers you want to protect.

e NOTE: Predefined policies include only client-to-server attack objects. If you
are interested in tracking server-to-client attacks, be sure to add rules for
them to your policy.

Related The following related topics are included in the IDP Series Administration Guide:
Documentation
« Developing Security Policies Task Summary on page 35

« Using the New Policy Wizard (NSM Procedure) on page 38

The following related topics are included in the IDP Series Concepts and Examples Guide:

« Understanding the Components of an IDP Security Policy

« Example: Fine-Tuning a Security Policy

Using the New Policy Wizard (NSM Procedure)

You use the security policy wizard to create a security policy. The security policies you
create with the wizard must have a new name but can be based on existing policies or
templates.
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To create a security policy:

1. From the NSM main menu, select File > New Policy to display the New Policy wizard.

2. On the first page, complete the settings described in Table 15 on page 39 and then
click Next.

Table 15: New Policy Wizard: Page One

Setting Description
Name A string to identify the policy.
Comments Text to further identify the policy. In the security policy list, you can sort on comments.

3. Onthe second page, complete the settings described in Table 16 on page 39 and then
click Next.

Table 16: New Policy Wizard: Page Two

Setting Description

Create new Policy for Select this option to create a security policy.
If you select this option, the wizard displays the following set of device types:

« Firewall/VPN
« Firewall/VPN with IDP
« Standalone IDP

Select Standalone IDP.

Use Existing Policy Use this option to assign an existing policy to one or more IDP Series devices.
If you select this option, the wizard displays a drop-down list of existing policies.
Select a policy from the list.

NOTE: This procedure involves creating a new policy. For this procedure, do not select Use Existing
Policy.

4. On the next pages, complete the preconfiguration options described in
Table 17 on page 39. Click Next to advance through the pages.

Table 17: New Policy Wizard: Preconfiguration Options

Setting Description
Use Predefined Policy Select this option to create a security policy based on a predefined template.
Template

If you select this option, the wizard displays a drop-down list of predefined templates.

Select one and click Next.
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Table 17: New Policy Wizard: Preconfiguration Options (continued)

Setting Description

Configure IDP Policy Select this option and complete the rule properties on the next page to generate a policy with the
following features:

o IDP rulebase.
« Multiple rules matching any source, any destination, and default services.

« Multiple rules are distinguished by the attack object severity group, action, and notification option
you configure in the next wizard page.

Empty Policy Select this option to create an empty policy that you can later modify.

5. On the next to the last page, select the device targets for the policy and then click
Next.

6. Click Finish to save the policy.
The new policy appears in the security policy list.
Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Developing Security Policies Task Summary on page 35

. Using Predefined Security Policies on page 37
The following related topics are included in the IDP Series Concepts and Examples Guide:

« Understanding the Components of an IDP Security Policy

« Example: Fine-Tuning a Security Policy
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Configuring the IDP Rulebase

The IDP rulebase is the primary rulebase that protects your network from attacks. The
IDP rulebase is included in an IDP security policy by default. This chapter contains the
following topics related to configuring IDP rulebase rules:

« Modifying IDP Rulebase Rules (NSM Procedure) on page 41

« Specifying Rule Match Conditions (NSM Procedure) on page 43

« Specifying IDP Rulebase Attack Objects (NSM Procedure) on page 45

« Specifying Rule Session Action (NSM Procedure) on page 46

« Specifying IP Action (NSM Procedure) on page 48

« Specifying Rule Notification Options (NSM Procedure) on page 49

« Specifying Rule VLAN Matches (NSM Procedure) on page 51

« Specifying Rule Targets (NSM Procedure) on page 51

« Specifying Rule Severity (NSM Procedure) on page 52

« Specifying Rule Comments (NSM Procedure) on page 53

Modifying IDP Rulebase Rules (NSM Procedure)

This procedure assumes you have used the New Policy wizard to create a basic policy
that you can modify.

The primary IDP security policy rulebase is the IDP rulebase. The IDP rulebase enables
the IDP engine to inspect matching traffic for attack signatures and protocol anomalies.

Figure 12 on page 42 shows the IDP rulebase in the NSM security policy editor, where you
can modify IDP rulebase rules. Table 18 on page 42 lists the rule properties you can modify
and provides references to documentation for these properties.
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Figure 12: NSM Security Policy Editor: IDP Rulebase
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To modify an IDP rulebase rule property:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Double-click the security policy you want to edit.
3. Inthe security policy editor, click the IDP tab to display the IDP rulebase table.

4, Add, delete, copy, or reorder rules by right-clicking the table cell for the rule number
(No. column) and making your selection.

5. Modify rule settings by right-clicking the table cell for the setting and making your
selection.

6. Click OK to save your changes.

Table 18: IDP Rulebase Rule Properties

Property Reference

Match “Specifying Rule Match Conditions (NSM Procedure)” on page 43

Look For “Specifying IDP Rulebase Attack Objects (NSM Procedure)” on page 45
Action “Specifying Rule Session Action (NSM Procedure)” on page 46

IP Action “Specifying IP Action (NSM Procedure)” on page 48

Notification “Specifying Rule Notification Options (NSM Procedure)” on page 49
VLAN Tag “Specifying Rule VLAN Matches (NSM Procedure)” on page 51

Severity “Specifying Rule Severity (NSM Procedure)” on page 52

Install On “Specifying Rule Targets (NSM Procedure)” on page 51

Comments “Specifying Rule Comments (NSM Procedure)” on page 53

o NOTE: If not all of the columns you want to configure appear in the Security
Policy editor, use NSM display features to show the hidden columns. For
details, see the NSM online Help.
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Related The following additional related topic is included in the IDP Series Administration Guide:
Documentation
« Developing Security Policies Task Summary on page 35

The following additional related topic is included in the IDP Series Concepts and Examples
Guide:

« Understanding the IDP Rulebase

Specifying Rule Match Conditions (NSM Procedure)

The IDP engine inspects the session beginning with the first packet to determine whether
the session matches arule. If the session matches all rule settings for source, destination,
service, and VLAN tag ID, the IDP engine decodes the traffic and inspects the session
packets for the attack objects specified in the rule. If the first packet matches only some
of therule settings, the ruleis not a match.Table 19 on page 43 describes match condition
columns for IDP rulebase rules.

To modify rule match settings:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to edit.
3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.

4. Modify a rule match setting by right-clicking the table cell for the setting and making
your selection.

5. Click OK to save your changes.

Table 19: IDP Rulebase Match Condition Settings

Column Description

From zone/To zone Not applicable for IDP Series appliances.

Source Select Address—Displays the Select Source Address dialog box where you can select or configure
address objects for traffic sources.

Any—Turns off matching on source IP address. To guard against incoming attacks, which might
come from anywhere, you typically specify Any.

Negate—Matches any except those specified.
To use address negation:

1. Add the address object.

2. Right-click the address object and select Negate.
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Table 19: IDP Rulebase Match Condition Settings (continued)

Column Description

User Role Select User Role—Displays the Select User Role dialog box where you can select or configure user
role matches.

You must choose to configure either source IP address or user role as match criteria for a rule. User
role-based rules are evaluated before IP address-based rules. If a user-role based rule matches,
the rule is applied and IP address-based rules are not consulted.

NOTE: Matching based on user role depends on integration with a compatible Juniper Networks
IC Series Unified Access Control appliance.

Destination Select Address—Displays the Select Destination Address dialog box where you can select or configure
address objects for destination servers.

Any—Turns off matching based on destination IP address.

Negate—Specifies any except those specified.
To use address negation:

1. Add the address object.

2. Right-click the address object and select Negate.

Service Default—Matches the service(s) specified in the rule attack object(s).

With the application identification feature enabled, the IDP engine identifies services even if they
are running on nonstandard ports. The application identification feature is enabled by default.

If you have disabled application identification and specify Default, the IDP engine assumes that
standard ports are used for the service.

NOTE: If you disable application identification and your service uses nonstandard ports, you must
create a custom service object.

Any—Turns off matching based on service.

Select Service—Displays the Select Services dialog box where you can select predefined or custom
service objects.

Terminate Match Select this option to mark the rule as a terminal rule. If a session matches a terminal rule, the IDP
engine does not process any subsequent rules. It takes action, if any, according to the terminal rule.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Modifying IDP Rulebase Rules (NSM Procedure) on page 41

The following related topics are included in the IDP Series Concepts and Examples Guide:

« Understanding IDP Rulebase Rule Match Settings
« User-Role-Based Policy Feature Overview

« Using Application Identification
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Specifying IDP Rulebase Attack Objects (NSM Procedure)

Attack objects are the signatures and protocol anomalies the IDP engine looks for in
traffic that matches the rule. In general, you specify attack objects related to the service
and destination server set for the rule.

To add attack objects:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.

2. Select the security policy you want to edit.

3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.
4. Right-click the table cell for attacks and select Select Attacks.

5. Inthe All Attacks/Groups box, expand Attack Groups and add attack objects:

- Toadd attack objects recommended by Juniper Networks Security Center (J-Security
Center), expand Recommended Attacks. Then browse groups and select groups or
individual attack objects. Table 20 on page 45 describes the hierarchy of
recommended attack groups.

- To add other predefined attack objects, expand All Attacks. Then browse groups
and select groups or individual attack objects. Table 20 on page 45 describes the
hierarchy of predefined attack groups.

- Toadd attack objects that belong to custom groups, expand the node for the custom
group. Then browse subgroups and select groups or individual attack objects.

- To add custom attack objects that do not belong to groups, expand Attack List.
Then select from custom attack objects.

6. Click OK to save your changes.

Table 20: Attack Object Group Hierarchy

Group Contents

Attack Type Contains two subgroups: anomaly and signature. Within each subgroup, attack objects are grouped
by severity.

Category Contains subgroups based on category. Within each category, attack objects are grouped by severity.

Operating System Contains the following subgroups: BSD, Linux, Solaris, and Windows. Within each operating system,
attack objects are grouped by services and severity.

Severity Contains the following subgroups: Critical, Major, Minor, Warning, Info. Within each severity, attack

objects are grouped by category.

NOTE: Our severity rating is not based on CVSS (Common Vulnerability Scoring System). We do
include data from Bugtrag (Symantec) and CVE (Common Vulnerabilities and Exposures).

Web Services

Contains subgroups based on Web services. Within services, attacked objects are grouped by
severity.
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Table 20: Attack Object Group Hierarchy (continued)

Group Contents

Miscellaneous

Contains attack objects that have a significant affect on performance.

Response

Contains attack objects that are relevant to server-to-client traffic. This group contains a hierarchy
of subgroups that includes all of the above categories.

Related
Documentation

The following related topics are included in the IDP Series Administration Guide:

. Attack Objects Task Summary on page 79

. Modifying IDP Rulebase Rules (NSM Procedure) on page 41
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Attack Objects

Specifying Rule Session Action (NSM Procedure)

Actions are responses to sessions that match the source/destination condition and attack
object pattern. Actions are what protect your network from attacks.

If a packet triggers multiple rule actions, the IDP engine takes the most severe action.
For example, if a rule with a DiffServ marking action and a rule with a drop action both
match, the IDP engine takes the drop action.

Table 21 on page 46 describes the actions you can set for IDP rulebase rules.
To modify action settings:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.

2. Select the security policy you want to edit.

3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.
4, Modify action settings by right-clicking the table cell and selecting your setting.

5. Click OK to save your changes.

Table 21: IDP Rulebase Actions

Action Function

Recommended Takes the action recommended in the predefined attack object. The recommended actionis related
to severity. Table 22 on page 47 lists the recommended actions by severity.
None Inspects the session but takes no action against the connection.
lgnore Ignores the match and does not inspect the remainder of the connection.
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Table 21: IDP Rulebase Actions (continued)

Action Function

Drop Packet Drops a matching packet before it can reach its destination but does not close the connection. Use
this action to drop packets for attacks in traffic prone to spoofing, such as UDP traffic. Dropping a
connection for such traffic could result in a denial of service (DoS) condition that prevents you from
receiving traffic from a legitimate source address.

NOTE: In sniffer mode, the IDP Series device is not in the path of network traffic. Therefore, this
action has no effect in sniffer mode.

Drop Connection Drops the connection without sending an RST packet to the sender, preventing the traffic from
reaching its destination. Use this action to drop connections for traffic not prone to spoofing.

NOTE: In sniffer mode, the IDP Series device is not in the path of network traffic. Therefore, this
action has no effect in sniffer mode.

Close Client Closes the connection to the client but not to the server.

In sniffer mode, the IDP Series device is not in the path of network traffic. However, if you use ACM
to configure a sniffer mode reset interface, the device can send an RST packet to both the client
and server but does not close the connection.

NOTE: InVLAN tagged MPLS traffic, the Close Client action drops the connection instead of closing
it.

Close Server Closes the connection to the server but not to the client.

NOTE: In sniffer mode, the IDP Series device is not in the path of network traffic. However, if you
use ACM to configure a sniffer mode reset interface, the device can send an RST packet to both the
client and server but does not close the connection.

Close Client and Server Closes the connection and sends an RST packet to both the client and the server.

NOTE: In sniffer mode, the IDP Series device is not in the path of network traffic. However, if you
use ACM to configure a sniffer mode reset interface, the device can send an RST packet to both the
client and server but does not close the connection.

Diffserv Marking Assigns the indicated service-differentiation value to the packet, and then passes it on normally.
Set the service-differentiation value in the dialog box that appears when you select this action in
the rulebase.

NOTE: In sniffer mode, the IDP Series device is not in the path of network traffic. Therefore, this
action has no effect in sniffer mode.

Table 22 on page 47 describes the logic applied to the value Recommended, a setting
coded in predefined attack objects provided by Juniper Networks Security Center.

Table 22: IDP Rulebase Actions: Recommended Actions by Severity

Severity Description Recommended Action
Critical Attacks attempt to evade an intrusion prevention system, crash a Drop Packet, Drop
machine, or gain system-level privileges. Connection
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Table 22: IDP Rulebase Actions: Recommended Actions by Severity (continued)

Severity Description Recommended Action
Major Attacks attempt to crash a service, perform a denial of service, installor  Drop Packet, Drop
use a Trojan, or gain user-level access to a host. Connection
Minor Attacks attempt to obtain critical information through directory traversal  None
or information leaks.
Warning Attacks attempt to obtain noncritical information or scan the network. None
They can also be obsolete attacks.
Info Attacks are normal, harmless traffic containing URLs, DNS lookup failures, None

and SNMP public community strings. You can use informational attack
objects to obtain information about your network.

Related
Documentation

o NOTE: Our severity rating is not based on CVSS (Common Vulnerability
Scoring System). We do include data from Bugtrag (Symantec) and CVE
(Common Vulnerabilities and Exposures).

The following related topics are included in the IDP Series Administration Guide:

« Modifying IDP Rulebase Rules (NSM Procedure) on page 41

« Specifying IP Action (NSM Procedure) on page 48

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding IDP Rulebase Actions

Specifying IP Action (NSM Procedure)

If the IDP Series device matches an attack, it can take action not only against the current
session but also against future network traffic that uses the same IP address. Such actions
are called /P actions. By default, the IP action persists permanently (timeout = 0). If you
prefer, you can set a timeout period in seconds. Table 23 on page 49 describes IDP rulebase
actions.

To modify settings:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to edit.
3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.

4. Modify IP action settings by right-clicking the table cell for the setting and making
your selection.

5. Click OK to save your changes.

48
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Table 23: IDP Rulebase IP Actions

IP Action Function

IP Block Blocks the matching connection and future connections that match combinations of the following

properties you specify:

« Source IP Address
« Source Subnet

« Protocol

« Destination IP Address
« Destination Subnet
« Destination Port

« From Zone

NOTE: Youcanreset the IP block table when a security policy is (re)loaded. In NSM Device Manager,
select Sensor Settings > Run-Time Parameters and select the Reset block table with policy

load/unload option.

IP Close Closes the matching connection and future connections that match combinations of the following

properties you specify:

« Source IP Address
« Source Subnet

« Protocol

« Destination IP Address
« Destination Subnet
« Destination Port

« From Zone

NOTE: The IP Close action might not work as expected for MPLS traffic. In MPLS traffic, when a
rule triggers an IP Close action, the IDP engine cannot send a TCP reset packet to the source with
a correct server-to-client label. The IDP engine sends a TCP reset packet without an MPLS label.
Some MPLS routers can add packets without a label to an existing MPLS tunnel; others drop such

packets.

IP Notify Logs the event or sends an alert.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation

. Modifying IDP Rulebase Rules (NSM Procedure) on page 41

« Specifying Rule Session Action (NSM Procedure) on page 46

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding IDP Rulebase Actions

Specifying Rule Notification Options (NSM Procedure)

Notification options determine how events that match the rule are logged.
Table 24 on page 50 describes IDP rulebase notification options.
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To modify notification settings:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to edit.
3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.

4. Modify notification settings by right-clicking the table cell for the setting and making
your selection.

5. Click OK to save your changes.

Table 24: IDP Rulebase Notification Options

Option Function

Event logs and alerts

Enables or disables the following delivery and handling options for logs:

« Sendto NSM Log Viewer

« Sendto NSM Log Viewer and flag as an alert
« Send to an e-mail address list

« Send to syslog

« Send to SNMP trap

« Savein XML format

« Savein CVS format

« Process with a script

Packet captures

Enables packet capture. Viewing the packets used in an attack on your network can help you determine
the extent of the attempted attack, its purpose, whether or not the attack was successful, and any
possible damage to your network.

If multiple rules with packet capture enabled match the same attack, the IDP engine captures the
maximum specified number of packets. For example, you configure rule 1to capture 10 packets before
and after the attack, and you configure rule 2 to capture 5 packets before and after the attack. If both
rules match the same attack, the IDP engine attempts to capture 10 packets before and after the
attack.

You can capture up to 256 packets before the event and 256 packets after the event.

NOTE: If necessary, you can improve performance by logging only the packets received after the
attack.

Related
Documentation

The following related topics are included in the IDP Series Administration Guide:

« Modifying IDP Rulebase Rules (NSM Procedure) on page 41

« |IDP Series Logs and Reports in NSM Task Summary on page 207
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Understanding IDP Rulebase Notification Options

50
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Specifying Rule VLAN Matches (NSM Procedure)

If you deploy an IDP Series device in a virtual local area network (VLAN), you can configure
rules that require a match of VLAN tag. Table 25 on page 51 describes VLAN tag settings.

To modify VLAN match settings:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to edit.
3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.

4, Modify VLAN match settings by right-clicking the table cell for the setting and making
your selection.

5. Click OK to save your changes.

Table 25: IDP Rulebase VLAN Tag Settings

Option Function

None Matches only traffic that has no VLAN tag.

Any Turns off matching on VLAN tag.

Select VLAN Tags Displays the Select VLAN Tags dialog box where you can set a single VLAN tag or a range of VLAN
tags.

Delete VLAN Tags Displays a dialog box that prompts you to confirm you want to delete the VLAN tag match setting.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. Modifying IDP Rulebase Rules (NSM Procedure) on page 41

« IDP Series Logs and Reports in NSM Task Summary on page 207
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding IDP Rulebase Rule Match Settings

Specifying Rule Targets (NSM Procedure)

By default, IDP security policy rules can be applied to any IDP Series device. If you want,
you can specify that the rule applies to only specified IDP Series devices.

To modify rule targets:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to edit.

3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.
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4, Modify rule target settings by right-clicking the table cell for the setting and making
your selection.

5. Click OK to save your changes.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Modifying IDP Rulebase Rules (NSM Procedure) on page 41

« Assigning a Security Policy to a Device (NSM Procedure) on page 72

Specifying Rule Severity (NSM Procedure)

Severity is a rating of the danger posed by the threat the rule is designed to prevent.
Table 26 on page 52 describes rule severity settings.

To modify severity settings:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to edit.
3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.

4, Modify severity settings by right-clicking the table cell for the setting and making your
selection.

5. Click OK to save your changes.

Table 26: IDP Rulebase Severity

Severity Guideline

Default Select Default to inherit severity from that specified in the attack object.

Critical Attacks that attempt to evade an IPS, crash a machine, or gain system-level privileges.

We recommend that you drop the packets or drop the connection for such attacks.

Major Attacks that attempt to crash a service, perform a denial of service, install or use a Trojan, or gain
user-level access to a host.

We recommend that you drop the packets or drop the connection for such attacks.

Minor Attacks that attempt to obtain critical information through directory traversal or information leaks.

We recommend that you log such attacks.

Warning Attacks that attempt to obtain noncritical information or scan the network. They can also be obsolete
attacks (but probably harmless) traffic.

We recommend that you log such attacks.
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Table 26: IDP Rulebase Severity (continued)

Severity Guideline

Info Attacks that are normal, harmless traffic containing URLs, DNS lookup failures, and SNMP public
community strings. You can use informational attack objects to obtain information about your network.

We recommend that you log such attacks.

0 NOTE: Our severity rating is not based on CVSS (Common Vulnerability
Scoring System). We do include data from Bugtrag (Symantec) and CVE
(Common Vulnerabilities and Exposures).

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Modifying IDP Rulebase Rules (NSM Procedure) on page 41

Specifying Rule Comments (NSM Procedure)

Comments are notations about the rule. Comments do not affect the functionality of
the security policy rule.

To modify severity settings:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to edit.
3. Inthe security policy pane, click the IDP tab to display the IDP rulebase table.

4, Add a comment by right-clicking the table cell for comments and selecting Edit
Comments to display the Edit Comments dialog box, where you can enter a comment
up to 1024 characters in length.

5. Click OK to save your changes.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Modifying IDP Rulebase Rules (NSM Procedure) on page 41
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Configuring Additional Security Policy
Rulebases

In addition to the IDP rulebase, your IDP security policy can include additional rulebases
and rules. This chapter contains the following topics that provide procedures for
configuring additional security policy rulebases and rules:

« Configuring Exempt Rulebase Rules (NSM Procedure) on page 55

« Configuring the APE Rulebase (NSM Procedure) on page 56

« Configuring Backdoor Rulebase Rules (NSM Procedure) on page 61

« Configuring SYN Protector Rulebase Rules (NSM Procedure) on page 63

« Configuring Traffic Anomalies Rulebase Rules (NSM Procedure) on page 65

« Configuring Network Honeypot Rulebase Rules (NSM Procedure) on page 68

Configuring Exempt Rulebase Rules (NSM Procedure)

The Exempt rulebase enables you to categorically exempt traffic segments you know to
be safe from IDP rulebase processing.

Figure 13 on page 55 shows the Exempt rulebase in the NSM security policy editor, where
you can modify Exempt rules. Table 27 on page 56 describes the rule settings you can
configure.

Figure 13: NSM Security Policy Editor: Exempt Rulebase
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To create Exempt rulebase rules:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy you want to which you want to add Exempt rulebase rules.

3. Add the Exempt rulebase by clicking the + icon in the upper right region of the policy
viewer and selecting Add Exempt Rulebase.
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4. Add a rule by clicking the + icon within the rules viewer.

5. Modify rule settings by right-clicking the table cell for the setting and making your
selection.

6. Click OK to save your changes.

Table 27: Exempt Rulebase Rule Properties

Setting Function

No. Adds, deletes, copies, or reorders rules. Right-click the table cell for the rule number and make your
selection.

Match Sets source, destination, and service matches.

Look For Sets attack matches.

VLAN Tag Sets VLAN tag matches.

Install On Specifies target IDP Series devices for the rule. By default, IDP security policy rules can be applied
to any IDP Series device. Right-click the table cell and select Select Target to display a dialog box
where you can specify the IDP Series devices to which the rule can be installed.

Comments Adds notations about the rule. This setting is optional. Right-click the table cell and select Edit

Comments to display a dialog box where you can make notations about the rule. Comments do not
affect the functionality of the security policy rule.

Related
Documentation

The following related topic is included in the IDP Series Administration Guide:
« Developing Security Policies Task Summary on page 35
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Understanding the Exempt Rulebase

Configuring the APE Rulebase (NSM Procedure)

The application policy enforcement (APE) rulebase triggers actions based on the
application detected.

Figure 14 on page 56 shows the APE rulebase in the NSM security policy editor, where
you can modify APE rules. Table 28 on page 57 describes the rule settings you can
configure.

Figure 14: NSM Security Policy Editor: APE Rulebase
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To create APE rulebase rules:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy to which you want to add APE rulebase rules.

3. Click the + iconin the upper right region of the Security Policy viewer and select Add
Application Rulebase to add the rulebase to the security policy.

4. Click the + icon within the rules viewer to add a blank rule.

5. Right-click the table cell for a setting and display an editor for the setting. Use the
controls to complete the configuration.

6. Click OK to save your changes.

Q TIP: In NSM, you can jump from the Application Profiler tab to the Security
Policy Editor by right-clicking the application name in the Profiler log and
selecting a new or existing security policy. For details, see the NSM online
Help.

Table 28: APE Rulebase Rule Properties

Setting Function

No. Adds, deletes, copies, or reorders rules. Right-click the table cell for the rule number and make your
selection.

The APE rulebase is a terminal rulebase. Rules are evaluated in numerical order. The first rule to
match is applied, and subsequent rules are not processed.

Match The matching tuple for APE rules includes the following elements:

« Source or user role

« Destination

« Service or the combined list of applications and extended applications
« VLAN tag

The Boolean logic of the matching tuple is as follows:

(src OR user role) AND destination AND vlan AND (service OR application list)

NOTE: You can use the Any wildcard to “remove” a property from the tuple. For example, if you
specify Any for source, destination, or VLAN tag, you are creating a “traffic lane” that treats all traffic
matching the specified application the same. However, Any has a different significance when building
the service or application list. When setting service or application guidelines, be sure to follow the
guidelines below.

Copyright © 2013, Juniper Networks, Inc. 57



IDP Series Administration Guide

Table 28: APE Rulebase Rule Properties (continued)

Setting Function

Source—Requires a match of one of the specified source IP addresses. You can add address objects
for hosts, groups, or network address ranges.

NOTE: If a value for User Role matches, the Source parameter is not used.

User Role—Requires a match of one of the specified user roles. If a value for User Role matches, the
Source parameter is not consulted.

Matching based on user role depends on integration with a compatible Juniper Networks IC Series
UAC appliance.

Destination—Requires a match of one of the specified destination IP addresses. You can add address
objects for hosts, groups, or network address ranges.

Service—Requires a match of one of the specified services.

A singlerule can match a service object definition or an application list, but not both. We recommend
you create rules that match an application list whenever possible. Matching based on application
uses the application identification feature, which can identify the application regardless of port. We
support rules that match service object definitions for cases where there is not a suitable application
object.

If your rule includes application or extended application objects, specify Default for the service
parameter.

If you do not want to match on service or application list, specify Any for all three (service, application,
and extended application).

If there are no suitable application objects, create a rule that uses the service object and set the
application and extended application columns to Any.

If the service uses standard ports, you can select from predefined services. If the service uses
nonstandard ports, you can create a custom service object. The IDP engine can inspect services
that use TCP, UDP, RPC, and ICMP transport layer protocols.
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Table 28: APE Rulebase Rule Properties (continued)

Setting Function

Application—Requires one of the specified applications to match the session for the rule to be
applied.

You use the Application and Extended Application columns to build a list of applications to match
the rule. You can specify individual applications or application groups. When you add a group, you
are in effect adding its members to the list. The group object itself is not evaluated. The list is
evaluated as a Boolean OR, so if one of the application or extended application objects specified
intheruleis identified, the “service or application” component of the tuple matches. If any application
or member of a group matches, the rule matches.

The predefined list of applications is populated by the application signatures included in J-Security
Center signature updates. The application identification feature uses both heuristic methods and
signature pattern matching to identify the application regardless of port. Port-independent
applicationidentification simplifies rule configuration and ensures that you do not miss applications
that are running on nonstandard ports. For this reason, we recommend that you use the application
parameter instead of the service parameter whenever possible.

Specify Any in the Application column when creating a service-based rule or when creating an
application-based rule where the application list consists only of extended application objects.

You can use the Shared Objects for Policy viewer (located below the rule editor) to browse
application objects and explore object properties. You can create custom application objects.

NOTE: Extended application matching is more granular than application matching. Do not select
HTTP in the application column if you also plan to specify extended application objects in the same
rule. If you specify HTTP and HTTP:Facebook, for example, the rule matches HTTP or
HTTP:Facebook. The result is indistinguishable from a rule matching only HTTP. We recommend
you list rules targeting Extended Applications before a rule targeting HTTP.

Extended Application—Requires one of the specified extended applications to match the session for
therule to be applied. Extended applications are also called nested applications. The Juniper Networks
Security Center (J-Security Center) provides predefined application signatures for many Web 2.0
applications running over HTTP. Matching on these signatures depends on the application
identification feature, which is enabled by default.

You use the Application and Extended Application columns to build a list of applications to match
the rule. The list is evaluated as a Boolean OR, so if one of the application or extended application
objects specified in the rule is identified, the “service or application” component of the tuple matches.

Specify Any in the Extended Application column when you are creating a service-based rule or when
you are creating an application-based rule where the application list consists only of application
objects.

You can use the Shared Objects for Policy viewer (located below the rule editor) to browse extended
application objects and explore object properties. You cannot create custom extended application
objects.

VLAN Tag—Requires a match of one of the specified VLAN tags.
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Table 28: APE Rulebase Rule Properties (continued)

Setting Function

Action

None—Does not perform rate limiting. Logs that are generated for traffic that match this rule display
Accepted.

Drop Connection—Drops the connection without sending an RST packet to the sender, thereby
preventing the traffic from reaching its destination. Use this action to drop connections for traffic
that is not prone to spoofing.

Close Client—Closes the connection to the client but not to the server.

Close Server—Closes the connection to the server but not to the client.

Close Client and Server—Closes the connection and sends an RST packet to both the client and the
server. If the IDP Series device is in sniffer mode, it sends an RST packet to both the client and server
but does not close the connection.

DiffServ Marking—Assigns the DiffServ value you specify to the packet. This action is useful when
your network has a class of service (CoS) design, and you want to use the IDP Series device to

rewrite the CoS code point based on APE rules processing. The CoS rules you have implemented
for the next devices in the network path ultimately determine the effect on the transmission rate.

NOTE: In sniffer mode, this action has no effect because the IDP Series device is not in the path of
network traffic.

Rate Limiting—Enforces a rate limit for all current sessions that match the rule. If a session matches
an APE rule in which a rate limit has been set, the IDP engine performs a rate-limit check. If the limit
is not reached, the IDP Series device forwards the packets. If the limit is reached, the IDP Series
device behaves as if no bandwidth is available: it drops packets until the aggregate bandwidth falls
below the limit. When the IDP Series device drops packets, the TCP or UDP endpoints identify the
packet loss and slow the transmission rate.

The rate limits that are best suited for your business case depend on the bandwidth for your links.
If you have a 1-Gbps link and want no more than 10% available to peer-to-peer traffic, the sum of
the rate limits you specify for all peer-to-peer rules must be less than 102.4 Mbps (in each direction).

If you implement user-role-based rules, you can apply rate limiting to all users who belong to the
specified role or to individual users who belong to the specified role. By default, rate limiting is
applied to all users who belong to the specified role. In this case, you would configure a larger limit.
You can change this setting with the command-line interface. If you change the default to enable
rate limiting per user, configure a smaller limit.

You configure separate rate limits for client-to-server and server-to-client directions. For peer-to-peer
traffic, we recommend that you set the same rate for each direction.

NOTE: For TFTP traffic, all traffic is considered client-to-server traffic. A TFTP server responds to
get requests by establishing an ephemeral port from which to send the reply. In this case, both
directions appear to the IDP Series device as client-to-server flows. We recommend you set the
same rate for each direction.

Logs generated for traffic that match this rule display Rate Limit and traffic direction (c2s or s2c).

NOTE: In sniffer mode, this action has no effect because the IDP Series device is not in the path of
network traffic.

DiffServ Marking & Rate Limiting—Takes both actions described above.
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Table 28: APE Rulebase Rule Properties (continued)

Setting Function

Notification Specifies logging options. Right-click the table cell and select Configure to display a dialog box that
allows you to configure logging options.

NOTE: Packet capture is not applicable for APE rulebase rules.

Severity (Optional) Specifies rule severity. Right-click the table cell and select a severity rating to appear in
logs that are generated when sessions match the rule.

Install On Specifies target IDP Series devices for the rule. By default, IDP security policy rules can be applied
to any IDP Series device. Right-click the table cell and select Select Target to display a dialog box
that allows you to specify the IDP Series devices to which the rule can be installed.

Comments (Optional) Adds notations about the rule. Right-click the table cell and select Edit Comments to
display a dialog box that allows you to make notations about the rule. Comments do not affect the
functionality of the security policy rule.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Enabling Per-User Rate Limiting for User-Role-Based Rules on page 183

. Verifying the APE Rulebase on page 269

The following related topics are included in the IDP Series Concepts and Examples Guide:

. Understanding the APE Rulebase
. User-Role-Based Policy Feature Overview
« Using Application Objects

. Using Application Identification

Configuring Backdoor Rulebase Rules (NSM Procedure)

The Backdoor rulebase triggers actions when the IDP engine detects the kind of interactive
traffic produced during backdoor attacks.

Figure 15 on page 61 shows the Backdoor rulebase in the NSM security policy editor,
where you can modify Backdoor rules. Table 29 on page 62 describes the rule settings
you can configure.

Figure 15: NSM Security Policy Editor: Backdoor Rulebase
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To create Backdoor rulebase rules:

6.

In the NSM navigation tree, select Policy Manager > Security Policies.
Select the security policy to which you want to add Backdoor rulebase rules.

Add the Backdoor rulebase by clicking the + icon in the upper right region of the policy
viewer and selecting Add Backdoor Rulebase.

Add a rule by clicking the + icon within the rules viewer.

Modify rule settings by right-clicking the table cell for the setting and making your
selection.

Click OK to save your changes.

Table 29: Backdoor Rulebase Rule Settings

Setting Function

Adds, deletes, copies, or reorders rules. Right-click the table cell for the rule number and make your
selection.

No.

Match

Sets source, destination, and service matches.

Operation

Detect—Enables detection of interactive traffic.

Ignore—Disables detection of interactive traffic.

Action

Accept—Accepts the interactive traffic.

Drop Connection—Drops the interactive connection without sending an RST packet to the sender,
preventing the traffic from reaching its destination. Use this action to drop connections for traffic
not prone to spoofing.

Close Client and Server—Closes the interactive connection and sends an RST packet to both the
client and the server. If the IDP Series device is in sniffer mode, it sends an RST packet to both the
client and server but does not close the connection.

Close Client—Closes the interactive connection to the client but not to the server.

Close Server—Closes the interactive connection to the server but not to the client.

Notification

Sets logging and packet capture options.

VLAN Tag

Sets VLAN tag matches.

Severity

Sets severity ratings.

Install On

Specifies target IDP Series devices for the rule. By default, IDP security policy rules can be applied
to any IDP Series device. Right-click the table cell and select Select Target to display a dialog box
where you can specify the IDP Series devices to which the rule can be installed.
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Table 29: Backdoor Rulebase Rule Settings (continued)

Setting Function

Comments Adds notations about the rule. This setting is optional. Right-click the table cell and select Edit
Comments to display a dialog box where you can make notations about the rule. Commments do not
affect the functionality of the security policy rule.

If necessary, you can use the NSM Device Manager to tune the thresholds for backdoor
detection. Figure 16 on page 63 shows the backdoor detection settings in the NSM Device
Manager configuration editor.

Figure 16: NSM Device Manager: Sensor Settings > Run-Time Parameters
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Minimum number of data carrying TCP packets 20 E

Minimum percentage of back-to-back small packets 20 E

Fatio of small packets to the total packets (percentage) 20 E

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Modifying the IDP Series Device Configuration on page 135

« Developing Security Policies Task Summary on page 35

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding the Backdoor Rulebase

Configuring SYN Protector Rulebase Rules (NSM Procedure)

The SYN-Protector rulebase triggers actions when the IDP engine detects traffic that
has properties of SYN-flood attacks.

Figure 17 on page 64 shows the SYN Protector rulebase in the NSM security policy editor,
where you can modify SYN Protector rules. Table 30 on page 64 describes the rule settings
you can configure.
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Figure 17: NSM Security Policy Editor: SYN Protector Rulebase
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To create SYN Protector rulebase rules:

5.

6.

In the NSM navigation tree, select Policy Manager > Security Policies.
Select the security policy to which you want to add SYN Protector rulebase rules.

Add the SYN Protector rulebase by clicking the + icon in the upper right region of the
policy viewer and selecting Add SYN Protector Rulebase.

Add a rule by clicking the + icon within the rules viewer.
Modify settings by right-clicking the table cell for the setting and making your selection.

Click OK to save your changes.

Table 30: SYN Protector Rulebase Rule Properties

Setting Function

No. Adds, deletes, copies, or reorders rules. Right-click the table cell for the rule number and make your
selection.

Match Sets match criteria for source, destination, and service.

NOTE: We recommend that you do not change the default setting in the Services field: TCP-Any.

Mode None-Turns off the SYN Protector rule.

Passive—Enables passive mode. In passive mode, the IDP system monitors session startup. If the
client does not send an ACK within a timeout period, the IDP engine sends a TCP reset.

Relay—Enables relay mode. In relay mode, the IDP system performs the three-way handshake with
the client host on behalf of the server. Relay mode guarantees that the server allocates resources
only to connections that are already in an ESTABLISHED state. The relay is transparent to both the
client host and the server.

NOTE: Relay mode might not work as expected for MPLS traffic. When the IDP engine processes
MPLS traffic, it stores the MPLS label information for traffic in each direction. In the case of traffic
that matches SYN Protector rules in relay mode, the IDP system is programmed to send a SYN-ACK
before the traffic has reached the server. In these cases, the IDP engine does not have server-to-client
MPLS label information. Therefore, the SYN-ACK packet does not include an MPLS label. Some
MPLS routers can add packets without a label to an existing MPLS tunnel; others drop such packets.

Notification Sets logging options.

NOTE: Packet capture is not available for SYN Protector rulebase rules.

VLAN Tag Sets match criteria for VLAN tags.
Severity Sets severity ratings.
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Table 30: SYN Protector Rulebase Rule Properties (continued)

Setting Function

Install On Specifies target IDP Series devices for the rule. By default, IDP security policy rules can be applied
to any IDP Series device. Right-click the table cell and select Select Target to display a dialog box
where you can specify the IDP Series devices to which the rule can be installed.

Comments Adds notations about the rule. This setting is optional. Right-click the table cell and select Edit
Comments to display a dialog box where you can make notations about the rule. Comments do not
affect the functionality of the security policy rule.

When the SYN Protector rulebase is enabled, the IDP engine detects traffic that exceeds
the traffic thresholds you set as runtime parameters. Figure 18 on page 65 shows the
SYN protector detection settings in the NSM Device Manager configuration editor.

Figure 18: NSM Device Manager: Sensor Settings > Run-Time Parameters
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Related The following related topics are included in the IDP Series Administration Guide:
Documentation
. Modifying the IDP Series Device Configuration on page 135

. Developing Security Policies Task Summary on page 35

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding the SYN Protector Rulebase

Configuring Traffic Anomalies Rulebase Rules (NSM Procedure)

The Traffic Anomalies rulebase employs a traffic flow analysis method to detect attacks
that occur over multiple connections and sessions (such as scans).
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Figure 19 on page 66 shows the Traffic Anomalies rulebase in the NSM security policy
editor, where you can modify Traffic Anomalies rules. Table 31 on page 66 describes the
rule settings you can configure.

Figure 19: NSM Security Policy Editor: Traffic Anomalies Rulebase
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To create Traffic Anomalies rulebase rules:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy to which you want to add Traffic Anomalies rulebase rules.

3. Add the Traffic Anomalies rulebase by clicking the + icon in the upper right region of
the policy viewer and selecting Add Traffic Anomalies Rulebase.

4. Add a rule by clicking the + icon within the rules viewer.

5. Modify the setting by right-clicking the table cell for the setting and making your
selection.

6. Click OK to save your changes.

Table 31: Traffic Anomalies Rulebase Rule Properties

Setting Function

No. Adds, deletes, copies, or reorders rules. Right-click the table cell for the rule number and make your
selection.

Match Sets match criteria for source, destination, and service.

Traffic Anomalies Ignore—Turns off traffic anomaly detection for traffic that matches the rule.

Detect—Turns on detection for traffic that matches the rule and displays the View Detect Options
dialog box where you can set detection settings.

Table 32 on page 67 describes the Traffic Anomalies rulebase detection settings that you can set
in the View Detection Options dialog box.

IP Action Sets IP block, close connection, or notify settings.

Notification Sets logging settings.

NOTE: Packet capture is not available for Traffic Anomalies rulebase rules.

VLAN Tag Sets match criteria for VLAN tags.

Severity Sets severity ratings.
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Table 31: Traffic Anomalies Rulebase Rule Properties (continued)

Setting Function

Install On Specifies target IDP Series devices for the rule. By default, IDP security policy rules can be applied
to any IDP Series device. Right-click the table cell and select Select Target to display a dialog box
where you can specify the IDP Series devices to which the rule can be installed.

Comments Adds notations about the rule. This setting is optional. Right-click the table cell and select Edit

Comments to display a dialog box where you can make notations about the rule. Comments do not

affect the functionality of the security policy rule.

Table 32 on page 67 describes Traffic Anomalies rulebase detection settings.

Table 32: Traffic Anomalies Rulebase Detection Settings

Setting Function

TCP scans, UDP Port Sets a port count (number of ports scanned) and the time threshold (the time period that ports are

Scans counted) in seconds.

The default port count is 20. The default time threshold is 120 seconds. The rule is matched if the

same source scans 20 TCP ports on your internal network within 120 seconds or if the same source

scans 20 UDP ports on your internal network within 120 seconds.

Distributed Port Scan A distributed port scan is an attack that uses multiple source IP addresses to scan ports.

Sets a port count (number of ports scanned) and the time threshold (the time period that ports are

counted) in seconds.

The default IP count is 50. The default time threshold is 120 seconds. The rule is matched if 50 IP
addresses attempt to scan ports on your internal network within 120 seconds.

ICMP Sweep An ICMP sweep is an attack where a single source IP pings multiple IP addresses.

Sets a port count (number of ports scanned) and the time threshold (the time period that ports are

counted) in seconds.

The default IP count is 50. The default time threshold is 120 seconds. The rule is matched if the same

source IP attempts to ping 50 IP addresses within 120 seconds.

Network Scan A network scan is an attack where a single source IP scans multiple IP addresses

Sets a port count (number of ports scanned) and the time threshold (the time period that ports are

counted) in seconds.

The default IP count is 50. The default time threshold is 120 seconds. The rule is matched if the same

source IP attempts to scan 50 IP addresses within 120 seconds.

Session Limit Sets a threshold number of sessions allowed from a single host within a second. The default is 100

sessions.

For example, assume your internal network typically has low volume traffic. To detect a sudden

increase in traffic from a specific host (which might indicate a worm), configure a rule that matches

traffic over your internal network and configure a limit of 200. To block traffic that exceeds the
session limit, set the rule IP Action to IP Block and set Blocking Options to Source, Protocol.
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Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« Developing Security Policies Task Summary on page 35

The following related topic is included in the IDP Series Concepts and Examples Guide:

. Understanding the Traffic Anomalies Rulebase

Configuring Network Honeypot Rulebase Rules (NSM Procedure)

The Network Honeypot rulebase is a method to detect reconnaissance activities. For
background on the Network Honeypot rulebase, see the IDP Series Concepts and Examples
Guide.

Figure 20 on page 68 shows the Network Honeypot rulebase in the NSM security policy
editor, where you can modify Network Honeypot rules. Table 33 on page 68 describes
the rule settings you can modify.

Figure 20: NSM Security Policy Editor: Network Honeypot Rulebase
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To create Network Honeypot rulebase rules:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.
2. Select the security policy to which you want to add Network Honeypot rulebase rules.

3. Add the Network Honeypot rulebase by clicking the + icon in the upper right region of
the policy viewer and selecting Add Network Honeypot Rulebase.

4, Add a rule by clicking the + icon within the rules viewer.

5. Modify the property of a rule by right-clicking the table cell for the property and making
your selection.

6. Click OK to save your changes.

Table 33: Network Honeypot Rulebase Rule Properties

Setting Function

No. Adds, deletes, copies, or reorders rules. Right-click the table cell for the rule number and make your
selection.

Match Sets match criteria for source, destination, and service.

Source Address Sets match criteria for source IP addresses or network objects.

Impersonate Sets match criteria for the destination server and service you want to impersonate.
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Table 33: Network Honeypot Rulebase Rule Properties (continued)

Setting Function

Operation Ignore—Turns off the network honeypot.

Impersonate—Turns on the network honeypot. The IDP system sends a TCP SYN/ACK in response

to TCP requests.
IP Action Sets IP block, close, or notify actions.
Notification Sets logging and packet capture settings.
VLAN Tag Sets match criteria for VLAN tags.
Severity Sets severity ratings.
Install On Specifies target IDP Series devices for the rule. By default, IDP security policy rules can be applied

to any IDP Series device. Right-click the table cell and select Select Target to display a dialog box
where you can specify the IDP Series devices to which the rule can be installed.

Comments Adds notations about the rule. This setting is optional. Right-click the table cell and select Edit
Comments to display a dialog box where you can make notations about the rule. Comments do not
affect the functionality of the security policy rule.

0 NOTE: The IDP Series device drops MPLS traffic that matches a Network
Honeypot rule. When the IDP engine processes MPLS traffic, it stores the
MPLS label information. It stores separate labels for client-to-server and
server-to-client communication. In the case of traffic that matches Network
Honeypot rules, there is no genuine server-to-client communication, so the
IDP engine does not have server-to-client MPLS labelinformation. Therefore,
the impersonation operation cannot be supported.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« Developing Security Policies Task Summary on page 35
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding the Network Honeypot Rulebase
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Managing Security Policies

This chapter contains the following topics:

« Managing Security Policies Task Summary on page 71

« Assigning a Security Policy to a Device (NSM Procedure) on page 72

« Validating a Security Policy (NSM Procedure) on page 72

« Troubleshooting Security Policy Validation Errors (NSM Procedure) on page 72

« Pushing Security Policy Updates to an IDP Series Device (NSM Procedure) on page 73
« Troubleshooting Configuration Push Errors (NSM Procedure) on page 75

» Disabling Rules (NSM Procedure) on page 76

« Exporting Security Policies (NSM Procedure) on page 76

Managing Security Policies Task Summary

Routine administration can include the following tasks related to managing IDP security
policies:

« Assigning a security policy to a device if you have not done so already
« Validating a security policy

. Pushing a security policy update

. Exporting a security policy to a file

- Disabling rules that trigger false positives or degrade performance

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. Assigning a Security Policy to a Device (NSM Procedure) on page 72

. Validating a Security Policy (NSM Procedure) on page 72

« Pushing Security Policy Updates to an IDP Series Device (NSM Procedure) on page 73
« Exporting Security Policies (NSM Procedure) on page 76

« Disabling Rules (NSM Procedure) on page 76
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Assigning a Security Policy to a Device (NSM Procedure)

Related
Documentation

When you create a security policy with the new security policy wizard, you can designate
an IDP Series device target. You can also specify IDP Series devices as targets for particular
rules. Follow this procedure if you did not complete the assignment when you created
the security policy, or if you want to change the assignment.

To assign a security policy to a device:

1. Inthe NSM navigation tree, select Policy Manager > Security Policies.

2. Right-click the security policy you want to assign and select Assign Policy to display
the Assign Policies to Devices dialog box, where you can select IDP Series devices to
which the policy should be assigned.

3. Click OK.

The following related topics are included in the IDP Series Administration Guide:

« Using the New Policy Wizard (NSM Procedure) on page 38
« Specifying Rule Targets (NSM Procedure) on page 51

« Managing Security Policies Task Summary on page 71

Validating a Security Policy (NSM Procedure)

Related
Documentation

We recommend you validate the integrity of a security policy before pushing the security
policy to a device.

To validate a security policy:

1. From the NSM main menu, select Devices > Policy > Validate IDP Policy to display the
Validate IDP Policy dialog box.

2. Select IDP Series devices to which the validation job applies.

3. Click OK.

The following related topics are included in the IDP Series Administration Guide:

« Troubleshooting Security Policy Validation Errors (NSM Procedure) on page 72

« Managing Security Policies Task Summary on page 71

Troubleshooting Security Policy Validation Errors (NSM Procedure)

Problem

Table 34 on page 73 describes security policy validation errors and how to resolve them.
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Table 34: Troubleshooting: Security Policy Validation Errors

Error Description

Rule duplication

Rule appears more than once.

To resolve this problem, delete the duplicate.

Rule shadowing

Protocol mismatches

Rule shadowing occurs when two rules are designed to detect the same attack, and the first
rule is either a terminal match rule or contains a more severe action than the second rule. In
these cases, the second rule will never be applied.

To resolve this problem, modify or delete one of the rules.

Protocol mismatches occur when a service object that is specified in the Service column of
the security policy uses a different protocol from that specified by the default service binding
of the attack object for that rule. Remember that the service binding specifies the service and
port that the attack uses. Because two different protocols are specified, the IDP engine cannot
match attacks for the attack object.

To resolve this problem, set Service to Default.

Any-Any-None rules

Any-Any-One rules

Look everywhere for nothing: any source, any destination, and no attacks. This rule can cause
severe performance penalties.

To resolve this problem, specify network objects for the destination and attack objects for
the attacks.

Look everywhere for one thing: any source, any destination and one attack object. This rule
can cause severe performance penalties.

To resolve this problem, specify network objects for the destination.

Unsupported options

Rule contains options that are not supported on the target device.

To resolve this problem, upgrade the target device or remove the option from the rule.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation

« Validating a Security Policy (NSM Procedure) on page 72

Pushing Security Policy Updates to an IDP Series Device (NSM Procedure)

You must run a device configuration update job (also called pushing an update) in the
following cases:

- After you have revised the security policy assigned to an IDP Series device. The
configuration changes you make in NSM do not affect the IDP Series device until you
have successfully pushed the configuration to the IDP Series device.

« If you have deleted the device from NSM and subsequently re-add it. In these cases,
the IDP Series device does not retain the previous security policy assignment.

« If you use the NSM Device Manager to change IDP Series device settings.

Copyright © 2013, Juniper Networks, Inc. 73



IDP Series Administration Guide

To push configuration updates to multiple IDP Series devices:

1. From the NSM main menu, select Devices > Configuration > Update Device Config to
display the Update Devices dialog box.

2. Select the devices to receive the pushed configuration updates.
3. Set update job options as described in Table 35 on page 74.
4. Click OK.

Table 35: Devices Update Job Options

Tab Description

General Run Summarize Delta Config—Displays a summary of the delta config. The delta config is the
difference between the device running configuration and the NSM configuration object.

Netconf Lock configuration during update—Not applicable.

Update to candidate config first before commit to running config—Not applicable.

Use confirmed commit—Not applicable.

Rollback candidate config to running config in error—Not applicable.

Discard uncommitted changes when exclusive lock is available—Not applicable.

ScreenOS and IDP Show unconnected devices—Displays devices that are not connected to NSM in the Update
Devices dialog box

Update when device connects—Attempts to update a previously unconnected device with
pending changes stored in NSM.

Firewall Device Options—Not applicable.

Standalone IDP Series device options—includes the following option:

« Restart IDP Profiler after Device Update—Restarts the Profiler after the update.

ISG Device Options—Not applicable.

To push an update to a specific, single device:

1. In Device Manager, right-click the device to receive the pushed configuration update
select Update Device to display the Update Device dialog box.

2. Set update job options. Table 36 on page 75 describes these update job options.
3. Click OK.
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Table 36: Device Update Job Options

Option Description

Update When Device Connects Attempts to update a previously unconnected device with pending changes stored
in NSM.

Restart IDP Profiler After Device Update Restarts the Profiler after the update.

Update IDP Rulebase Only Updates only the IDP rulebase, Exempt rulebase, and Backdoor rulebase. Select

this option if you are updating only the rulebases or attack objects.

Don’t Show This Dialog Does not display this dialog box in the future.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Troubleshooting Configuration Push Errors (NSM Procedure) on page 75

« Managing Security Policies Task Summary on page 71
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding the Number of Available and Installed Policies

Troubleshooting Configuration Push Errors (NSM Procedure)

Problem Table 37 on page 75 provides tips for troubleshooting errors related to NSM configuration
push jobs.

Table 37: Troubleshooting: Configuration Push Errors

Error Description

Timeout The default timeout for IDP security policy is 2,400,000 milliseconds (40 minutes).

When you first push a policy to a newly deployed IDP Series device, NSM must send a lot of
information (mostly attack definitions). In some cases, the update job can time out before it
completes.

To modify the timeout setting:
1.  Onthe NSM Device Server, open the following file in a text editor:
/usr/netscreen/DevSvr/var/devSvr.cfg

2. Modify the following setting:
devSvrDirectiveHandler.idpPolicyPush.timeout 2400000

The following attacks/groups  Different IDP platforms use different detector engines. Not all attack objects are valid for all
cannot be updated. Not versions of the detector engine. This message indicates which attack objects in the security
supported for version. policy were not valid for the loaded detector engine and, therefore, not loaded.

This message is for information purposes only and does not indicate a problem with the device
or the policy.
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Table 37: Troubleshooting: Configuration Push Errors (continued)

Error Description

No firewall rules can be You try to load a policy that contains a firewall rulebase onto a IDP Series device.
updated for device in assigned
policy policyName. This message means that the IDP Series device cannot process the firewall rulebase. The IDP

security policy rulebases are still processed normally, assuming no other errors.

Rule #: Packet logging with Setting the rule to log packets causes the device to save packets until it is sure that they will
any/any rule has serious not be needed for a log entry. A rule that has any in the Source IP column and any in the
performance implications. Destination IP column examines all traffic. So, the device has to save a lot of packets all the

time, which impacts performance.

Policy has not changed and For performance reasons, the device does not spend resources recompiling a security policy
hence will not be updated. that has not changed.

Failed to update device. Failed = Something has gone wrong with the policy compilation. Other error messages might indicate
to compile policy. why.

No license for idp. The device does not have a valid license. Unlicensed devices do not accept policy uploads.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Pushing Security Policy Updates to an IDP Series Device (NSM Procedure) on page 73

Disabling Rules (NSM Procedure)

You can disable a rule without deleting it in cases where you run tuning experiments,
troubleshoot an issue, or otherwise need to make a quick or temporary modification.

To disable a rule, right-click the rule number and select Disable.

o NOTE: You cannot disable an entire security policy or a rulebase.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
. Managing Security Policies Task Summary on page 71

Exporting Security Policies (NSM Procedure)

You can export a security policy rulebase to an HTML file.
To export a security policy to an HTML file:

1. Fromthe NSM main menu, select File > Export Policy to display the Export Policy dialog
box.

2. Select the rulebases you want to export.
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3. Select a directory in which to save the exported file.

4. Click Export to complete the operation.

Each export creates a new directory. The default directory name is
policyname_YYMMDD_HHMMSS. The export process puts each rulebase in a separate
HTML file in that directory.

Use an HTML browser to view the exported file.
Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Managing Security Policies Task Summary on page 71
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Working with Attack Objects

This chapter contains the following topics:

« Attack Objects Task Summary on page 79

« Viewing Predefined Attack Objects (NSM Procedure) on page 80
- Working with Attack Groups (NSM Procedure) on page 83

- Creating a Signature Attack Object on page 85

« Creating a Compound Attack Object on page 105

Attack Objects Task Summary

Related
Documentation

You use the NSM Object Manager to manage NSM administrative objects, including the
attack objects used in IDP security policies.

IDP Series administration can include the following tasks related to attack objects:

Updating IDP detector engine and the NSM attack database

« Viewing predefined attack object definitions
« Working with attack object groups

« Creating custom attack objects

For details on how to use NSM Object Manager features to copy objects, find references
to objects, search for unused objects, or configure object versions, see the NSM online
Help.

The following related topics are included in the IDP Series Administration Guide:

« Loading J-Security Center Updates (NSM Procedure) on page 194
. Viewing Predefined Attack Objects (NSM Procedure) on page 80
« Working with Attack Groups (NSM Procedure) on page 83

. Creating a Signature Attack Object on page 85

. Creating a Compound Attack Object on page 105
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The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Attack Objects

Viewing Predefined Attack Objects (NSM Procedure)

Purpose Juniper Networks Security Center (J-Security Center) develops predefined attack objects
and attack object groups for IDP rulebase rules. In most cases, the predefined attack
objects are the only attack objects you need to protect your network.

Figure 21 on page 80 shows the attack object viewer in NSM. You can use the attack
object viewer to view the following summary for each attack object:

. Name of the attack object

. Severity of the attack: critical, major, minor, warning, info

. Category

. Keywords

. Common Vulnerabilities and Exposures database (CVE) number

. Security Focus Bugtrag database number

Figure 21: NSM Object Manager: Predefined Attack Objects

TSwoarty [oaraory Trarwerss Tove —— Tougin
o a1 = rean

33

Vol B Vil Fo bl Fate B Vo Ba il bo o
SRR e

ove 05 iz

Ve 0 12604
CVE25 0 1254
CvEas s 12534

[ o8 Y70 T T T Y T R A R AR R AR Ao

You can double-click the entry in the attack object table to view its details, such as the
context and pattern for signature attacks. Figure 22 on page 81 shows attack details for
an HTTP attack.
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Figure 22: NSM Object Manager Predefined Attack Object Details
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Click the Extended tab to see a technical information and security community references

that describe the attack. Figure 23 on page 82 shows the information available in the
Extended tab.
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Figure 23: NSM Object Manager Predefined Attack Object Extended Details
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Extended Description

Last Modified
2008-11-18

Impact
Aremote attacker may disclose sensitive information by accessing hidden files from
the Web interface of the device.

Description

Itis reported that this issue arises due to an access validation error and may allow
remote unauthorized attackers to gain access to sensitive hidden Web pages through
the product's Web management interface. 3Com OfficeConnect Wireless 119 Access
Point 3ICRWE454G72 firmware versions priorto 1.03.07A are reported prone to this
vulnerahility.

Technical Information

3Com OfficeConnect Wireless 119 Access Point 3SCRWE454G72 is reported prone to
an information disclosure vulnerability. [tis reported that this issue arises due to an
access validation error and may allow remote unauthorized attackers to gain access to
sensitive hidden Web pages through the product's Weh management interface. The
report indicates that a request made for the following URI's: Yrmain/config.bin’'
main/profilewlp?PM=gag’ fmainfevent.logs ' Will result in the exposure of the
associated WEP key, SSID, router log file and administrative credentials. Information
gathered through this attack may allow an attacker to carry out further attacks against
the device or other network users. 3Com OfficeConnect Wireless 11g Access Point
ACRWE4E4GT 2 firmware versions priorto 1.03.07A are reported prone to this
vulnerahility.

(=]
| Close

Action To view predefined attack object details:

1. Inthe Object Manager, select Attack Objects > IDP Objects.

2. Click either the Predefined Attacks or Predefined Attack Groups tab to view the
predefined attack object list.

3. Double-click the table row entry for the attack object to display its details.

0 NOTE: You cannot create, edit, or delete predefined attack objects.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
. Attack Objects Task Summary on page 79
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The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Attack Objects

Working with Attack Groups (NSM Procedure)

NSM groups are administrative objects that facilitate configuration and monitoring tasks.
You can add attack groups or individual attack objects to IDP rulebase rules and Exempt
rulebase rules.

This section includes the following topics:

Creating Dynamic Groups on page 83

Creating Static Groups on page 84

Creating Dynamic Groups

A dynamic group contains attack objects that are automatically added or deleted based
on specified criteria for the group. The NSM Object Manager includes predefined dynamic
groups that work with recommended attack objects, predefined attack objects, the
recommended security policy, and predefined policy templates.

When you run an NSM attack database update job, the process automatically performs
the following tasks:

For all new attack objects, compares the predefined attributes of each attack object
to each dynamic group criteria and adds the attack objects that match.

For all updated attack objects, determines if they meet dynamic group criteria and
adds or removes them, as appropriate.

For all deleted attack objects, removes the attack objects from their dynamic groups.

Use of dynamic groups eliminates the need to review each new signature to determine
if you need to use it in your existing security policy.

A predefined or custom dynamic group can contain only attack objects and not attack
groups. Dynamic group members can be either predefined or custom attack objects.

To create a custom dynamic group:

1.

In Object Manager, select Attack Objects > IDP Objects to display the IDP Objects
dialog box.

Click the Custom Attack Groups tab, then click the + icon and select Add Dynamic
Group to display the New Dynamic Group dialog box.

Enter a name and description for the static group. Select a color for the group icon.

In the Filters tab, click the + icon and add select filters as described in
Table 38 on page 84.
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5. Click the Members tab to view the attack objects now belonging to the group.

6. Click OK to save your settings.

Table 38: Dynamic Attack Group Filters

Filter Description

Add Products Filter

Filters attack objects based on the application that is vulnerable to the attack.

Add Severity Filter

Filters attack objects based on attack severity.

NOTE: All predefined attack objects are assigned a severity level by Juniper Networks. However,
you can edit this setting to match the needs of your network.

Add Category Filter

Filters attack objects based on category.

Add Last Modified Filter

Filters attack objects based on their last modification date.

Add Recommended Filter

Filters attack objects based on whether they have been marked by J-Security Center as
Recommended attack objects.

Creating Static Group

S

A static group contains a specific, finite set of attack objects or groups. There are two
types of static groups: predefined static groups and custom static groups.

A custom static group can include the same members as a predefined static group
(predefined attack objects, predefined static groups, and predefined dynamic groups),
plus the following members:

. Custom attack objects
« Custom dynamic groups

« Other custom static groups

Use custom static groups when you do not want NSM attack object database updates
to affect group members.

Static groups require more maintenance than dynamic groups because you must manually
add or remove attack objects in a static group to change the members. However, you
can include a dynamic group within a static group to automatically update some attack
objects. For example, the predefined attack object group Operating System is a static
group that contains four predefined static groups: BSD, Linux, Solaris, and Windows. The
BSD group contains the predefined dynamic group BSD-Services-Critical, to which attack
objects can be added during an attack database update.

84
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To create a custom static group:

1. In Object Manager, select Attack Objects > IDP Objects to display the IDP Objects
dialog box.

2. Click the Custom Attack Groups tab, then click the + icon and select Add Static Group
to display the New Static Group dialog box.

3. Enter a name and description for the static group.

4. Select a color for the group icon.

5. Select the attack or group from the Attacks/Group list and click Add .
6. Click OK.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
. Attack Objects Task Summary on page 79
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Attack Objects

Creating a Signature Attack Object

A signature attack object is a pattern you want the system to detect. You use a DFA
expression to represent the pattern. All of the other signature properties you can set
(such as service or protocol context, direction, and other constraints) are provided so
you can optimize performance of the system in detecting the pattern and eliminate false
positives. In general, you want to tune settings of a signature attack object so that the
system looks for it in every context where it might occur and in no other context.

To configure a signature attack object:

1. Inthe Object Manager, select Attack Objects > IDP Objects.
2. Click the Custom Attacks tab.
3. Click the + icon to display the Custom Attack dialog box.

4. Configure attack object settings. Figure 24 on page 86 shows the General tab.
Table 39 on page 86 provides guidelines for completing the settings.
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Figure 24: Custom Attack Object: General Tab
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Table 39: Custom Attack Dialog Box: General Tab Settings

Setting Description

Name The name displayed in the UL.

TIP: Include the protocol the attack uses as part of the attack name.

Description (Optional) Information about the attack. Although a description is optional when you create a new
attack object, it can help you remember important information about the attack. For examples,
view the attack descriptions for predefined attacks.

Severity Info, Warning, Minor, Major, or Critical. Critical attacks are attempts to crash your server or gain
control of your network. Informational attacks are the least dangerous and typically are used by
network administrators to discover holes in their own security system.

Category A predefined or new category.
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Table 39: Custom Attack Dialog Box: General Tab Settings (continued)

Setting Description

Keywords Unique identifiers that can be used to search and sort log records.

Recommended Indicates that this attack object is among your highest-risk set of attack objects. Later, when you
add this attack object to dynamic groups, you can specify whether to include only recommended
attack objects.

Attack Versions Skip this for now.

Detection Performance Select High, Medium, Low, or Not Defined.

5. Configure additional attack details on the Extended tab. Figure 25 on page 87 shows
the Extended tab. Table 40 on page 88 provides guidelines for completing the settings.

Figure 25: Custom Attack Object: Extended Tab
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Table 40: Custom Attack Dialog Box: Extended Tab Settings

Setting Description

Primary URL Up to three URLs (primary, secondary, tertiary) to external references you used to research the
attack.

Secondary URL

Tertiary URL

CVE The Common Vulnerabilities and Exposures (CVE) ID that the attack object addresses. CVE is a

standardized list of vulnerabilities and other information security exposures. The CVE number is
an alphanumeric code, such as CVE-22009.

BugTraqg The BugTraqg ID number that the attack object addresses. BugTraq is a moderated mailing list that
discusses and announces computer security vulnerabilities. The BugTraqg ID number is a three-digit
code, such as 8310r120.

Impact Information about the impact of a successful attack, including information about system crashes
and access granted to the attacker.

Description Additional information.

Tech Info Information about the vulnerability, the commands used to execute the attack, which files are
attacked, registry edits, and other low-level information.

Patches Any patches available from the product vendor, as well as information about how to prevent the
attack.

6. Click the General tab.
7. Under Attack Versions, click the + icon to display the New Attack wizard.

8. On the Target Platform and Type page, select a device platform and attack type.
Figure 26 on page 89 shows the Target Platform and Type page. Table 41 on page 90
describes the attack types.
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Figure 26: Custom Attack: Target Platform and Type Page
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Table 41: Attack Object Types

Type Description

Signature

Uses a stateful attack signature (a pattern that always exists within a specific section of the attack)
to detect known attacks.

Stateful signature attack objects also include the protocol or service used to perpetrate the attack
and the context in which the attack occurs.

If you know the exact attack signature, the protocol, and the attack context used for a known attack,
select this option.

Compound Attack

Detects attacks that use multiple methods to exploit a vulnerability. This object combines multiple
signatures or protocol anomalies into a single attack object, forcing traffic to match all combined
signatures or anomalies within the compound attack object before traffic is identified as an attack.

By combining and even specifying the order in which signatures or anomalies must match, you can
be very specific about the events that must place before the IDP engine identifies traffic as an
attack.

If you need to detect an attack that uses several benign activities to attack your network, or if you
want to enforce a specific sequence of events to occur before the attack is considered malicious,
select this option.

9. Select Signature and click Next.

10. On the Custom Attack — General Properties page, configure constraints and other
settings. Figure 27 on page 91 shows the Custom Attack — General Properties page.
Table 42 on page 91 provides guidelines for completing the settings.

90
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Figure 27: Custom Attack - General Properties Page
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Table 42: Custom Attack — General Properties

Property Description

Info
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Table 42: Custom Attack — General Properties (continued)

Property Description

False Positives Select the frequency that the attack object produces a false positive on your network: Unknown,
Rarely, Occasionally, Frequently.

Typically, you do not initially know the frequency of false positives. You can update this setting as
your observations change.

Service Binding

Protocol Type Service—If you were able to determine the service through your research, select Service. Later in the
wizard, you can specify a service context.

IP—If you are not sure of the service but you know IP details, select IP and specify a protocol type
number.

TCP, UDP, or ICMP-If you do not know the service context but you know protocol details, select
the protocol.

For TCP and UDP protocol types, specify the port ranges.

RPC-If you are detecting threats over remote procedure call (RPC) protocol, select this option and
specify the program ID.

RPC is used by distributed processing applications to handle interaction between processes
remotely. When a client makes a remote procedure call to an RPC server, the server replies with a
remote program. Each remote program uses a different program number.

IPv6 or ICMPv6—Do not select these options. IDP Series devices do not support inspection of IPv6.

Any—If you are unsure of the correct service, select Any to match the signature in all services.
Matching any service essentially turns off service binding and has a significant performance impact.
Specify Any when you know that attacks are using multiple services to attack your network.

NOTE: You must select a service binding other than Any if you want to select a context for the
attack.
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Table 42: Custom Attack — General Properties (continued)

Time Binding

Enable

Scope

Time binding attributes track how many times a signature is repeated. By configuring the scope
and count of an attack, you can detect a sequence of the same attacks over a period of time (one
minute) across sessions. This method is useful for detecting brute force attacks that attempt to
guess authentication credentials or overwhelm system capacity to handle data.

Select the scope within which the count occurs:

« Source—Detects the signature in traffic from the source IP address for the specified number of
times, regardless of the destination IP address.

« Destination—Detects the signature in traffic from the destination IP address for the specified
number of times, regardless of the source IP address.

« Peer—Detects the signature in traffic between source and destination IP addresses of the sessions
for the specified number of times.

Count/Min

Enter the number of times per minute that the signature must be detected within the specified
scope before the device identifies the traffic as a match.

The minute timer starts when the signature first matches the event. If the signature matches the
same event for the specific count or higher within the next 60 seconds, the traffic is a match.

The system increments the count each time it detects the signature, either regardless of port
(applicationidentification) or according to your port binding settings. For example, when the system
detects the signature on TCP/80 and then on TCP/8080, the count is 2.
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Table 42: Custom Attack — General Properties (continued)

Constraints

Within Bytes Constraint

Use this constraint to require that the pattern be found within a byte range:

« Lower limit—Specify the beginning of the range.
« Upper limit—Specify the end of the range.

« Start point—Your selection must be consistent with your pattern context setting. For example,
if you configured one of the service contexts, select Context. If you configured one of the packet
contexts, select Packet. If you configured one of the stream contexts, select Stream.

In NSM, it is possible to select a start point that is inconsistent with the pattern context setting.
For example, the NSM object editor allows you to configure a pattern context http-variable and
then set a within bytes start point that is start-of-packet. However, the within bytes match logic
will be resolved to the start point you should have selected: context.

Inspection for this object terminates when the range limit is reached.
Example: If you know a threat can be identified either completely within the first 20 bytes of the
http-variable context or not identified at all, you set the context to http-variable and use the

within-bytes constraint to terminate inspection after bytes 1-20 of the generated http-variable
context are processed.

You can set multiple constraints. The constraints are evaluated as a Boolean OR.

Example: You configure two start-of-stream constraints with byte ranges of 20-40 and 80-100.
The constraint rules out matches unless found within either byte range.

Within Packets Constraint

Use this constraint to require that the pattern be found completely within a packet range:

« Lower limit—Specify the beginning of the range.

« Upper limit—Specify the end of the range.

Inspection (for this object) terminates when the range limit is reached.

Example: If you know a threat can be identified either in the first 2 packets or not identified at all,

you set a stream context and use the within packets constraint to terminate inspection after 2
packets.

Context Check

Use this constraint to require the matching context be of a specified byte length to be a hit:

« Constraint—Select length.

« Comparison operator—Select =, !, >, or <.

« Operand—Select a byte length.

Example: You can use the context check constraint as a tuning device to limit processing for
harmless traffic. For example, if you know that a certain class of attack, like a buffer overflow attack,
always has an unusually large byte length in a given context, you can use this constraint to ignore

contexts of normal length. If you set the FTP username context length requirement to be > 18, you
would only see signature hits if the FTP username context is longer than 18 bytes.

You can specify multiple constraints. For example, if you add a < 25 constraint to the previous
example, you would only see hits if the username context is between 18 and 25 bytes.

Click Next.

1. On the Custom Attack — Attack Pattern page, configure pattern settings.
Figure 28 on page 95shows the Custom Attack — Attack Pattern page.
Table 43 on page 95 provides guidelines for completing the settings.

94

Copyright © 2013, Juniper Networks, Inc.



Chapter 10: Working with Attack Objects

Figure 28: Custom Attack — Attack Pattern Page

Custom Attack -- Attack Pattern f
Specify Signature Information

Detection

Pattern

Megate [

Context | E““ Pleaze select.. ||E||
Direction |@, Cliert to Server E“
Fow |1 Beth [~]

| -~ Back ” ext [~ l | Cancel l | Help

Table 43: Custom Attack — Attack Pattern

Setting Description

Pattern A DFA expression. The following rows summarize DFA syntax conventions. For detailed information, consult
a standard source on programming with regular expressions.
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Table 43: Custom Attack — Attack Pattern (continued)

Setting Description

\B.0.1.0O\B

Bit-level matching for binary protocols. The length of the bitmask must be
in multiples of 8.

The first \B denotes the start of the bitmask. The last \B denotes the end of
the bitmask.

The decimal (.) indicates the bit can be either O or 1.

A O or Tindicates the bit at that position must be 0, or must be 1.

\O <octal_number>

For a direct binary match.

\X<hexadecimal-number>\X

For a direct binary match.

\[<character-set>\]

For case-insensitive matches.

To match any symbol.

To match O or more symbols.

To match 1 or more symbols.

To match 0 or 1 symbol.

0

Grouping of expressions.

Alternation. Typically used with ().

Example: The following expression matches dog or cat: (dog | cat).

11

Character class. Any explicit value within the bracket at the position matches.

Example: [Dd]ay matches Day and day.

[<start>-<end>]

Character range. Any value within the range (denoted with a hyphen). You
can mix character class and a hexadecimal range.

Example: [AaBbCcDdEeFf0-9].

["<start>-<end>]

Negation of character range.
Example: [ “Dd]ay matches Hay and ray, but not Day or day.

NOTE: To negate an entire signature pattern, select the Negate option under
the pattern text box.

\u<string>\u

Unicode insensitive matches.

\s

Whitespace.

96
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Table 43: Custom Attack — Attack Pattern (continued)

Setting Description

\ Use a backslash to escape special characters so that they are matched and
not processed as regular expression operators.

Character Escaped
* \*

( \(

) \)

\.

+ \+

\ A\

[ \0133

] \0135

NOTE: Because the combination of the backslash and the open and close
square brackets are used in the case-insensitive expression, you must use
the backslash with the octal code for the bracket characters.

Negate Negates the attack pattern.
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Table 43: Custom Attack — Attack Pattern (continued)

Setting Description

Context

Binds pattern matching to a context.

For known services, such as HTTP, select the service in the first box, and select the HTTP context you
discovered with scio ccap, such as HTTP POST Parsed Param, in the second box.

If you were unable to discover the context, select Other in the first box, and select one of the following
contexts in the second box:

« Packet—Detects the pattern in any packet.

« First Packet—Inspects only the first packet of a stream. When the flow direction is set to any, the detector
engine checks the first packet of both the server-to-client (STC) and client-to-server (CTS) flows. Less
processing means greater performance. If you know that the pattern appears in the first packet of a session,
select First Packet.

« First Data Packet—Inspection ends after the first packet of a stream. Select this option to detect the attack
in only the first data packet of a stream. If you know that the pattern appears in the first data packet of a
stream, select First Data Packet.

« Stream 256—Reassembles packets and searches for a pattern match within the first 256 bytes of a traffic
stream. Stream 256 is often the best choice for non-UDP attacks. When the flow direction is set to any,
the detector engine checks the first 256 bytes of both the STC and CTS flows. If you know that the pattern
will appear in the first 256 bytes of a session, select Stream 256.

« Stream 8K—Like Stream 256 except reassembles packets and searches for a pattern match within the
first 8192 bytes of a traffic stream.

« Stream 1K—Like Stream 256 except reassembles packets and searches for a pattern match within the first
1024 bytes of a traffic stream.

« Line—Detects a pattern within a specific line. Use this context for line-oriented applications or protocols
(such as FTP).

« Stream—Reassembles packets and extracts the data to search for a pattern match. However, the IDP
engine does not recognize packet boundaries for stream contexts, so data for multiple packets is combined.
Select this option only when no other context option contains the attack.

NOTE: If you select a line, stream, or service context, you do not configure match criteria for IP settings and
protocol header fields.

Direction

Select the direction in which to detect the pattern:

« Client to Server—Detects the pattern only in client-to-server traffic.
« Server to Client—Detects the pattern only in server-to-client traffic.
« Any-Detects the pattern in either direction.

The session initiator is considered the client, even if that source IP is a server.

Flow

Select the flow in which to detect the attack:

« Control-Detects the patternin the initial connection that is established to issue commands, requests, and
so on. Ninety-nine percent of signatures use control.

« Auxiliary—Detects the pattern in the response connection that is established intermittently to transfer
requested data. This option supports a small number of protocols, such as PTP.

« Both—Detects the pattern in the initial and response connections.

TIP: Using a single flow (instead of Both) improves performance and increases detection accuracy.

98
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Click Next to display the Custom Attack — IP Settings and Header Matches page.
Figure 29 on page 99 shows the Custom Attack — IP Settings and Header Matches
page. Table 44 on page 100 provides guidelines for completing the settings.

Figure 29: Custom Attack — IP Settings and Header Matches Page

Custom Attack -- IP Settings and Header Matches
Specify Signature Information

5

[-]

-]

P [ Protocols |
IP Wersion
@ IPvd O IPvE
Type-of-zervice |E nnneEl” nane E|
Packet length |E nnneEl” nane E|
=] |E nnneEl” none E|
Tirme-to-live |E nnneEl” none E|
Praotocal
Destination [ - -
RE |E none
hiF |E none
DF |E none

-]

| - Back

| Einish

Cancel

Help

12. If you have selected a line, stream, stream 256, or service context, do not configure
match criteria for IP settings and protocol header fields. Click Finish.

If you are using a packet context, you can refine matching by adding criteria for IP flags
and packet headers, as described in the following tables.
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o TIP: If you are unsure of the IP flags and IP fields you want to match, leave
all fields blank. If no values are set, the IDP engine attempts to match the
signature for all header contents.

Table 44: Custom Attack — IP Settings and Header Matches Page

Setting Description

IP Version

Select IPv4. IDP Series devices do not support inspection of IPv6.

Type of Service

Service type. Commmon service types are:

« 0000 Default

« 0001 Minimize Cost

« 0002 Maximize Reliability

« 0003 Maximize Throughput
« 0004 Minimize Delay

« 0005 Maximize Security

Packet Length

Number of bytes in the packet, including all header fields and the data payload.

ID Unique value used by the destination system to reassemble a fragmented packet.

Time-to-live Time-to-live (TTL) value of the packet. This value represents the number of routers the packet
can pass through. Each router that processes the packet decrements the TTL by 1, when the TTL
reaches O, the packet is discarded.

Protocol Protocol used in the attack.

Source IP address of the attacking device.

Destination P address of the attack target.

RB Reserved bit. This bit is not used.

MF More fragments. When set (1), this optionindicates that the packet contains more fragments. When
unset (0), it indicates that no more fragments remain.

DF Don’t fragment. When set (1), this option indicates that the packet cannot be fragmented for
transmission.

Figure 30 on page 101 shows the Custom Attack — IP Settings and Header Matches
page. Table 45 on page 101 provides guidelines for completing the settings.
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Table 45: Custom Attack Object: TCP Packet Header Fields

Specify Signature Information

Figure 30: Custom Attack Object: TCP Packet Header Fields

Custom Attack -- IP Settings and Header Matches

5

P Frotocols |

TCPUDPACMP Header Matches @ TCP Packet Header Fields

[-]

Source Port |@, nonelE‘”

none E|

D=t Port |@, nonelE‘”

none E|

Seq. Number |@, nonelE‘”

none E|

Aok, Mumber |@, nonelE‘”

none E|

Header Length |@, nonelE‘”

none E|

Data Lencth |@, nonelE‘”

none E|

Window Size |@, nonelE‘”

none E|

UrgPtr |@, nonelE‘”

none E|

[-]

-]

-]

-]

[-]

-]

-]

Urgert bit |@, none
ACK bit | 8L rone
PSH bit | 8L rone
RST bit | 8L rone
S kit | 8L rone
FIN bit | 8L rone
R bit |@, none
R2 bit |@, none

-]

| - Back

I

| |

Cancel l | Help

Setting Description

Source Port

Destination Port

Port number on the attacking device.

Port number of the attack target.

Sequence Number

Sequence number of the packet. This number identifies the location of the data in relation to the
entire data sequence.
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Table 45: Custom Attack Object: TCP Packet Header Fields (continued)

Setting Description

ACK Number ACK number of the packet. This number identifies the next sequence number; the ACK flag must
be set to activate this field.

Header Length Number of bytes in the TCP header.

Window Size Number of bytes in the TCP window size.

Data Length Number of bytes in the data payload. For SYN, ACK, and FIN packets, this field should be empty.
Urgent Pointer Data in the packet is urgent; the URG flag must be set to activate this field.

URG Bit When set, the urgent flag indicates that the packet data is urgent.

ACK Bit Acknowledgment flag. When set, acknowledges receipt of a packet.

PSH Bit Push flag. When set, indicates that the receiver should push all data in the current sequence to the

destination application (identified by the port number) without waiting for the remaining packets
in the sequence.

RST Bit Reset flag. When set, resets the TCP connection, discarding all packets in an existing sequence.

FIN Bit Final flag. When set, indicates that the packet transfer is complete and the connection can be
closed.

R1Bit, R2 Bit Reserved bit. Unused.

Figure 31 on page 103 shows the Custom Attack — IP Settings and Header Matches
page. Table 46 on page 103 provides guidelines for completing the settings.
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Figure 31: Custom Attack Object: UDP Packet Header Fields

Custom Attack -- IP Settings and Header Matches f@
Specify Signature Information
T Frotocols |
TCPUDPACMP Header Matches E LDP Packet Header Fields ||E||
Source Port |E noneE‘” none E|
Dest. Port |E noneE‘” none E|
Data Lencth |E noneE‘” none E|
| - Back ” Finizh l | Cancel l | Help

Table 46: Custom Attack Object: UDP Header Fields

Setting Description

Source Port Port number on the attacking device.
Destination Port Port number of the attack target.
Data Length Number of bytes in the data payload.

Copyright © 2013, Juniper Networks, Inc. 103



IDP Series Administration Guide

Figure 32 on page 104 shows the Custom Attack — IP Settings and Header Matches
page. Table 47 on page 104 provides guidelines for completing the settings.

Figure 32: Custom Attack Object: ICMP Packet Header Fields

Custom Attack -- IP Settings and Header Matches ’
Specify Signature Information

IF Frotocols |

TCPUDPACMP Header Matches r ICHP Packet Header Fields ||E||

Type | (& none[~ | nane [
Corle (& rone[ ~ || none [
Seq. Number | (5 none| ~ || none [
i (& rone[ ~ || none [
Data Length | (5 none| ~ || none [

| - Back ” Finizh l | Cancel l | Help

Table 47: Custom Attack Object: ICMP Packet Header Fields

Setting ‘ Description
ICMP
ICMP Type Primary code that identifies the function of the request or reply.
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Table 47: Custom Attack Object: ICMP Packet Header Fields (continued)

Setting Description

ICMP Code Secondary code that identifies the function of the request or reply within a given type.

Sequence Number Sequence number of the packet. This number identifies the location of the request/reply in relation
to the entire sequence.

ICMP ID Identification number, which is a unique value used by the destination system to associate requests
and replies.
Data length Number of bytes in the data payload.

0 NOTE: ICMPv6 header fields are not applicable. IDP Series devices do not
support inspection of IPv6.

13. Click Finish.
Related The followingrelated topics are included inthe/DP Series Custom Attack Object Reference
Documentation and Examples Guide:

. Creating a Compound Attack Object on page 105

. Creating Custom Attack Objects Overview

« Reference: Custom Attack Object Protocol Numbers
« Reference: Custom Attack Object Service Properties
« Reference: Custom Attack Object Service Contexts

« Example: Custom Attack Object DFA Expressions

The following related topic is included in the IDP Series Administration Guide:

. Attack Objects Task Summary on page 79

The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Attack Objects

Creating a Compound Attack Object

Use compound attack objects in cases where:

« Attacks use multiple methods to exploit a vulnerability and, inspected independently,
the individual contexts appear benign.

« Matching multiple contexts reduces false positives.

« Coupling a signature with a protocol anomaly reduces false positives.
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You select signature attack objects or predefined anomalies as “members” of the
compound object, and you use Boolean expressions to specify matching logic.

To configure a compound attack object:

1. Configure general attack object properties and reference information as described
for signature attack objects.

On the Target Platform and Type page, select a target platform, select Compound
Attack, and click Next.

2. Onthe Custom Attack — General Properties page, configure the settings described in
Table 48 on page 106.

Table 48: Custom Attack — General Properties

Property Description

False Positives Same guidelines as for signature attack objects.
Service Binding

Time Binding

Click Next.

3. Onthe Compound Members page, specify compound attack parameters and add
members. Figure 33 on page 107 shows the Custom Attack — Compound Members
page. Table 49 on page 107 provides guidelines for completing the settings.
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Figure 33: Custom Attack — Compound Members

Custom Attack -- Compound Members f
Specify Signature Information

Compound Attack Parameters

Scope Rezet
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Boolean Expression | E
B ®@

|Member Mame | hember Type | Compound Attack Member |

Context-Check Constraint
FHE8R

|Cu:|ns1rairrt ! |Comparis... Operand

Match within same context | (empty)

‘With-in Bytes Constraint
FHE8R

|Lower Limit + |Upper Lirmit Member M.

With-in Packet Constraint
FE8E

|Lower Limit + |Upper Lirmit Member M.

- Back ” Finizh l | Cancel l | Help

Table 49: Compound Attack Parameters

Setting Description

Scope Select one of the following:

« Session—Allows multiple matches for the object within the same session.
« Transaction—Matches the object across multiple transactions that occur within the same session.

Reset Enable to detect multiple occurrences of the attack object in the same session. Disable to log
multiple occurrences as one.
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Table 49: Compound Attack Parameters (continued)

Setting Description

Boolean Expression Type a Boolean expression using the following Boolean operators:

« OR-If either of the member name patterns match, the expression matches.

« AND-If both of the member name patterns match, the expression matches. It does not matter
which order the members appear in.

« OAND-If both member name patterns match, and if they appear in the same order as in the
Boolean expression, the expression matches.

For example, the Boolean expression ((s1 OAND s2) OR (s1 OAND s3)) AND (s4 AND s5) would
match an attack that contains s1 followed by either s2 or s3, and that also contains s4 and s5in
any location.

Add member Click the + icon, select Signature or Protocol Anomaly, and complete the configuration details.

For signature members, specify the same contextual information as you do for a signature attack
object.

For protocol anomaly members, select from a list of predefined protocol anomalies.

BEST PRACTICE: Our signature team uses the following naming convention for members: mO1,
mO02, mO3, and so on. We recommend you use this same naming convention.

Context Check Use this constraint to require the matching context be of a specified byte length to be a hit:

« Constraint—Select length.
« Comparison operator—Select =, !, >, or <.
« Operand-Select a byte length.

Example: You can use the context check constraint as a tuning device to limit processing for
harmless traffic. For example, if you know that a certain class of attack, like a buffer overflow attack,
always has an unusually large byte length in a given context, you can use this constraint to ignore
contexts of normal length. If you set the FTP username context length requirement to be > 18, you
see signature hits only when the FTP username context is longer than 18 bytes.

You can specify multiple constraints. For example, if you add a < 25 constraint to the previous
example, you see hits only when the username context is between 18 and 25 bytes.

Match within same Use this constraint to require selected signature members to be found in the same context instance
context (in any order). You can select up to 32 signature members.

Protocol anomaly members are not selectable and are not a component of this constraint.

Example: You design a compound attack with service context ftp-filename, and you enable this
restraint. The pattern for member 1is test; the pattern for member 2 is hello. A user opens an FTP
session and requests files test.txt and hello.txt. Each file transfer occurs in its own context, not
within the same context instance, so the FTP session does not trigger this attack object. Instead,
consider what happens when the user requests a file named test-hello.txt. In this case, both
members are found in a single context instance, so the FTP session is a match.

Within Bytes Constraint NOTE: IDP OS Release 5.1 does not support the within bytes constraint for compound attack
objects.

108 Copyright © 2013, Juniper Networks, Inc.



Chapter 10: Working with Attack Objects

Table 49: Compound Attack Parameters (continued)

Setting Description

Within Packets Constraint  Use this constraint to require that the pattern be found completely within a packet range of a
stream:

« Lower limit—Specify the beginning of the range.
« Upper limit—Specify the end of the range.

« Member—Select one or two members. You cannot configure a relationship for more than two
members.

If you set a packet constraint for one member, the program logic counts packets beginning with
the start-of-stream. The member must be found completely within the packet range indicated.

If you select two members and apply a packet constraint to them, the program logic counts the
first match as packet O. If you specify a range of 1-2 with member 1 and member 2, the second
pattern must occur within one or two packets from the packet containing the first match.
Specifying 0-1requires the pattern to appear in the same packet or within one packet from the
first match. Order does not matter unless you use an Boolean ordered AND to specify the order
in which the patterns must appear.

Inspection for this object terminates when the range limit has been reached.

4. Click Finish.

Related The followingrelated topics are included inthe/DP Series Custom Attack Object Reference
Documentation and Examples Guide:

. Creating a Signature Attack Object on page 85

. Creating Custom Attack Objects Overview

The following related topic is included in the IDP Series Administration Guide:

. Attack Objects Task Summary on page 79

The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Attack Objects
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Working With Application Objects

This chapter contains the following topics:

« Application Objects Task Summary on page 111

« Viewing Predefined Application Objects (NSM Procedure) on page 112

« Viewing Predefined Extended Application Objects (NSM Procedure) on page 115
« Creating a Custom Application (NSM Procedure) on page 117

« Creating Application Groups (NSM Procedure) on page 118

Application Objects Task Summary

Related
Documentation

Application objects are stored in the NSM database application signature table (also
referred to as the appsig table) and extended application signature table (also referred
to as the extappsig table). Juniper Networks Security Center (J-Security Center) develops
predefined application signatures and makes them available for download to NSM during
updates to the signature database. You use the NSM Object Manager to manage
application objects. When you push security policy updates, the application signatures
are pushed to the IDP Series device. During traffic inspection, the application identification
feature matches traffic to the application objects that are specified in APE rules.

IDP Series administration can include the following tasks related to application objects:
. Updating the application signature table
- Viewing predefined application object definitions

« Creating custom application objects

« Working with application object groups

For information about how to use NSM Object Manager search features, see the NSM
online Help.

The following related topics are included in the IDP Series Administration Guide:

« Loading J-Security Center Updates (NSM Procedure) on page 194
« Viewing Predefined Application Objects (NSM Procedure) on page 112
« Viewing Predefined Extended Application Objects (NSM Procedure) on page 115
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« Creating a Custom Application (NSM Procedure) on page 117

. Creating Application Groups (NSM Procedure) on page 118
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Application Objects

Viewing Predefined Application Objects (NSM Procedure)

Purpose In most cases, the predefined application objects and predefined extended application
objects developed by the Juniper Networks Security Center (J-Security Center) are the
only ones you need to create APE rules that meet your business objectives. J-Security
Center maintains a list of predefined application objects on its website. We recommend
that you become familiar with the predefined objects and leverage them in your APE
rules as much as possible.

You can also use the NSM Object Manager to view a sortable table of predefined
application objects.

Figure 34 on page 112 shows the NSM Object Manager Predefined Application Objects
tab.

Figure 34: NSM Object Manager: Predefined Application Objects

38 Application Objects
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You can double-click the table entry to view additional details, including the signature
pattern regular expression to match in client-to-server and server-to-client directions.
Figure 35 on page 113 shows the general properties of the predefined application object
for HTTP.
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Figure 35: NSM Object Manager: Predefined Application: General Tab
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Figure 36 on page 114 shows the signature properties of the predefined application object
forHTTP.

Copyright © 2013, Juniper Networks, Inc. n3



IDP Series Administration Guide

Figure 36: NSM Object Manager: Predefined Application: Detector Tab
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Part Binding
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Action To view the table that lists predefined application objects:

1. Inthe Object Manager, select Application Objects.
2. Click the Predefined Application Objects tab.

3. Click a column heading to sort the table by the column property. Double-click the
table row entry for the application object to display additional details.

o NOTE: You cannot edit or delete predefined application objects. You can
create custom application objects.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
. Application Objects Task Summary on page 111
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Using Application Objects
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Viewing Predefined Extended Application Objects (NSM Procedure)

Purpose Extended application objects, also called nested applications, identify Web 2.0
applications running over HTTP. Extended application objects are predefined objects

developed by the Juniper Networks Security Center (J-Security Center) and distributed

during NSM signature database updates. You can use extended application objects in
APE rules to treat various Web 2.0 applications running over HT TP differently.

Figure 37 on page 115 shows the NSM Object Manager Predefined Extended Application

Objects tab.

Figure 37: NSM Object Manager: Predefined Extended Application Objects

<% Application Objects
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You can double-click the table entry to view additional details, including the matching

HTTP context, signature pattern, and client-to-server or server-to-client direction.

Figure 38 on page 116 shows the properties of the HTTP:Facebook-Access application

object.
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Figure 38: NSM Object Manager: Extended Application Details
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Action To view table listings of predefined extended application objects:

1. Inthe Object Manager, select Application Objects.
2. Click Predefined Extended Application Objects tab.

3. Double-click the table row entry to display additional details.

o NOTE: You cannot edit or delete predefined extended application objects.
You cannot create custom extended application objects.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
. Application Objects Task Summary on page 111
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Using Application Objects
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Creating a Custom Application (NSM Procedure)

You use the NSM Object Manager to create a custom application.

To create a custom application object:

1.

2.

In the NSM Object Manager, select Application Objects.
Click the Custom Application Objects tab.

Click the + icon to display the New Custom Application dialog box, shown in
Figure 39 on page 117.

Configure custom application properties, as described in Table 50 on page 118.

Click OK to save the object.

Figure 39: NSM Object Manager: New Custom Application Dialog Box
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Table 50: NSM Object Manager: Custom Application Objects

Tab Property Configuration Guidelines

General Name Specify a descriptive name. Use the conventions of the predefined
application object names as a model.

Application Category Specify an application category. Use the same categories as the
predefined application objects, or specify a new category if needed.

Supported Platforms Click the edit icon to display the selection box. Then select the platforms
you plan to test against.

Port Ranges Specify the range of TCP and UDP ports where the application might
run. The application is identified only if the server port is within the
specified range.

Detector Port Binding (Optional) Specify the standard ports on which the application usually
runs.
Signature Specify a pattern match for client-to-server and server-to-client

directions. IDP OS Release 5.1 supports only DFA patterns, not PCRE.

Minimum data length Specify a minimum data length to examine to match this pattern.

Signature Match Order Specify a signature match order. Order numbers are relative to each
other. In cases where traffic matches multiple objects, an application
object with the lower signature match-order number is considered the
match. Be sure to examine all applications that might have the same
protocol, port, and pattern; and then select a relative match order suited
for the results you expect.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« Application Objects Task Summary on page 111
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Application Objects

« APE Rulebase Example: Matching Custom Application Objects

Creating Application Groups (NSM Procedure)

You use the NSM Object Manager to create application groups.
To create an application group:
1. Inthe NSM Object Manager, select Application Objects.

2. Click the Application Group Objects tab.

3. Click the + icon to display the New Application Group dialog box, shown in
Figure 40 on page 119.
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4, Give the group a name. Then use the selector controls to add or remove members to

or from the group.

5. Click OK to save the object.

Figure 40: NSM Object Manager: New Application Group
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Related The following related topic is included in the IDP Series Administration Guide:

Documentation

. Application Objects Task Summary on page 111

The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Application Objects

« APE Rulebase Example: Using Extended Application Objects
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Managing Your IDP Series Devices

« Understanding the Management Tools on page 123

« Using NSM to Manage the IDP Series Device Configuration on page 127

« Enabling Advanced Features and Options with scio Commands on page 167
« Using ACM to Configure IDP Series Network Interfaces on page 185

« Updating IDP OS Software on page 191

« Restarting the IDP Engine on page 199

« Rebooting and Shutting Down an IDP Series Appliance on page 201
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CHAPTER 12

Understanding the Management Tools

This chapter contains the following topic:
« Supported Tools for Management Tasks on page 123

Supported Tools for Management Tasks

Table 51 on page 123 identifies supported tools for IDP Series management tasks.

Table 51: Management Tools by Task

Task ACM CLlI INISLY

Enable and configure application identification. No Yes Recommended
Enable application volume tracking. No Yes Recommended
Enable and run Profiler. No No Yes

Configure and manage security policies and application resource No Advanced Recommended
enforcement policies. users only

Configure attack detection thresholds. No Yes Recommended
Configure the antispoof feature. No No Yes

Enable and configure the flow bypass feature. No Yes No

Enable GRE decapsulation. No Yes Recommended
Configure levels of GRE decapsulation. No Yes No

Enable GTP decapsulation. No Yes Recommended
Configure levels of GTP decapsulation. No Yes No

Enable and configure IPsec ESP NULL decapsulation. No Yes No

Enable and configure MPLS decapsulation. No Yes No
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Table 51: Management Tools by Task (continued)

Task ACM CLI NSM

Enable SSL decryption. No Yes Recommended

Configure SSL inspection. No Yes No

Configure log settings (attack logs, application logs, device logs, No No Recommended

syslog, basic SNMP server settings).

Configure extensive SNMP reporting. No Yes No

Configure interface aliasing for logging. Yes No No

Configure virtual circuits (also called traffic interfaces). Recommended  Advanced No
users only

Configure virtual routers, including deployment mode and bypass  Recommended Advanced No

settings. users only

Configure the management interface. Recommended  Advanced No
users only

Enable Layer 2 bypass. Yes No No

Enable peer port modulation. Yes No No

Enable interface signaling. No Edit No
user_funcs

Configure the NSM agent. Recommended  Yes No

Configure credentials for interoperability with Network and Security ~ Yes No No

Manager, IC Series Unified Access Control, and SA Series SSL VPN

appliances.

Set host and network information, such as fully qualified domain Yes No No

name, default gateway, DNS server, and so forth.

Set access, such as passwords for root and admin, SSH Yes No No

requirements, and access to ACM.

Upgrade software. No Yes Yes

Update detector engine. No No Yes

Update NSM attack database. No No Yes

Update the device configuration. File upload scio const Configuration push
commands

Stop and start IDP processes. No Yes Profiler

124
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Table 51: Management Tools by Task (continued)

Task ACM CLI NSM
Reboot. Yes Yes Yes
Shut down. No Yes No

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« scio Configuration Commands Task Summary on page 167

« NSM Device Configuration Management Task Summary on page 127
« Updating IDP OS Software (NSM Procedure) on page 191

« Upgrading Software (CLI Procedure) on page 193

« Restarting the IDP Engine on page 199

« Rebooting and Shutting Down the IDP Series Appliance on page 201
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CHAPTER13

Using NSM to Manage the IDP Series
Device Configuration

This chapter contains the following topics:

« NSM Device Configuration Management Task Summary on page 127
« Adding IDP Series Devices to NSM Device Manager on page 128

« Activating Devices (NSM Procedure) on page 132

« Pulling or Pushing Configuration Updates on page 134

« Modifying the IDP Series Device Configuration on page 135

« Deleting an IDP Series Device Configuration from NSM Device Manager (NSM
Procedure) on page 166

NSM Device Configuration Management Task Summary

Juniper Networks Network and Security Manager (NSM) is a central management server
capable of managing hundreds of IDP Series devices and other Juniper Networks devices,
such as Juniper Networks ScreenOS firewalls, Juniper Networks SA Series SSL VPN
appliances, and Juniper Networks IC Series Unified Access Control appliances. You
typically deploy NSM in a management subnet accessible to NSM-managed devices.

You use NSM to perform the following tasks related to IDP Series device configuration
management:

« Adding the IDP Series device to the NSM Device Manager
« Pushing for pulling configuration updates

« Modifying the IDP Series device configuration

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Adding IDP Series Devices to NSM Device Manager on page 128

« Activating Devices (NSM Procedure) on page 132
« Pulling or Pushing Configuration Updates on page 134

. Modifying the IDP Series Device Configuration on page 135

Copyright © 2013, Juniper Networks, Inc. 127



IDP Series Administration Guide

. Deleting an IDP Series Device Configuration fromm NSM Device Manager (NSM
Procedure) on page 166

Adding IDP Series Devices to NSM Device Manager

Before you can use Network and Security Manager (NSM) to manage an IDP Series
device, you must add the IDP Series device to NSM Device Manager. Use one of the
following workflows to add the IDP Series device to the NSM Device Manager:

« Adding a Reachable Device on page 128
« Adding an Unreachable Device on page 129
« Modeling an IDP Series Device Configuration on page 130

« Adding Device Clusters on page 131

Adding a Reachable Device

A reachable device is a device you have installed and initialized, including configuring an
|P address for the management interface and connecting the management interface to
the network. You complete the reachable device workflow in cases where you set up the
IDP Series device first and the NSM device object second.

To import an IDP Series device with a known IP address:

1. Inthe NSM navigation tree, select Device Manager > Devices.

2. Click the + icon and select Device to display the Add Device wizard. Configure the
following properties:

- Name—-Specify a string to identify the IDP Series device. The string may contain
letters, numbers, spaces, dashes, and underscores.

« Color—Select a color. Some administrators use colors to distinguish devices by type,
region, software version, and so forth.

« Select Device Is Reachable (default).
3. Click Next.

4. In the Specify Connection Settings dialog box, enter the following connection
information:

- Enter the IP address of the IDP Series device.
- Enter the username of the device admin user.
. Enter the password for the device admin user.

. Enter the password for the device root user.

0 NOTE: In NSM, passwords are case-sensitive.

« Select SSH Version 2 and port 22.
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Click Next.

On the Verify Device Authenticity page, use an out-of-band method to verify the RSA
key fingerprint information to prevent man-in-the-middle attacks.

Click Next.

In response, NSM connects to the IDP Series device to retrieve device information.
This process takes a moment.

Verify that the device type, OS version, device serial number, and device mode are
correct.

Click Next to add the device to NSM.
Click Next to import the configuration from the IDP Series device.
Click Finish.

For IDP OS Release 4.1 and later devices, NSM next runs a job to update the IDP Series
device with the Recommended IDP security policy. The Job Information dialog box
shows the status of the Update Device job.

. After the job is complete, double-click the device in Device Manager to view the

imported configuration.

To check the device configuration status, mouse over the device and verify that the
device status displays Managed.

Adding an Unreachable Device

An unreachable device is a device that has not been set up and so does not have an IP
address for the management interface. You complete the unreachable device workflow
in cases where you set up the NSM device object first and the IDP Series device second.

To add an IDP Series device with an unknown IP address:

1.

2.

In the NSM navigation tree, select Device Manager > Devices.
Click the + icon and select Device to display the Add Device wizard.

Configure the following properties:

- Name-Specify a string to identify the IDP Series device. The string may contain
letters, numbers, spaces, dashes, and underscores.

« Color—Select a color. Some administrators use colors to distinguish devices by type,
region, software version, and so forth.

. Select Device Is Not Reachable.
Click Next.

On the Specify One Time Password page:

. Make a note of the unique external ID for the device. The device administrator will
need it to connect the device to NSM. This ID number represents the device within
the management system. The wizard automatically provides this value.
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- Specify the first connection one-time password (OTP) that authenticates the device.

« Click Show Device Commands to display the list of CLI commands that must be
executed on the device to connect to NSM. The commands enable management,
set the IP address for NSM, set the unique external ID, and set the device OTP.

Copy these commands to a text file.

Click Finish to complete the Add Device wizard and include the new device in the
Device Manager list.

Log into the CLI as admin and enter su - to switch to root.
Run the CLI commands you copied in Step 5.

In the NSM Device Manager, mouse over the device to track its configuration status.
The first status message is Waiting for 1st connect. After the connection has been
established, the status displays Import Needed.

Right-click the device and select Import Device.

The Job Information box displays the job type and status for the import; when the job
status displays successful completion, click Close.

For IDP OS Release 4.1 and later devices, NSM next runs a job to update the IDP Series
device with the Recommended IDP security policy. The Job Information dialog box
shows the status of the Update Device job.

. After the job is complete, double-click the device in Device Manager to view the

imported configuration.

To check the device configuration status, mouse over the device and verify that the
device status displays Managed.

Modeling an IDP Series Device Configuration

You model an IDP Series device configuration when the device is not online, and you
intend to push the configuration to the device when it is ready to be put online and
configured.

To model an IDP Series device

1.

2.

3.

In the NSM navigation tree, select Device Manager > Devices.
Click the + icon and then select Device to display the Add Device wizard.

Configure the following properties:

- Name—Specify a string to identify the IDP Series device. The string may contain
letters, numbers, spaces, dashes, and underscores.

« Color—Select a color. Some administrators use colors to distinguish devices by type,
region, software version, and so forth.

. Select Model Device.
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4. Inthe Specify OS Name, Version, and Platform page, enter the following connection
information:

- Inthe OS Name list, select the device family that the modeled device belongs to.
- In the platform list, select the device platform name.

- Inthe OS version list, select the version of the operating system or firmware that
runs on the device.

5. Click Finish.
6. Double-click the device to display the device configuration editor.

7. When you have completed the model configuration, check the device configuration
status. Mouse over the device and verify that the device status displays Modeled.

Adding Device Clusters

In a high-availability (HA) deployment, an IDP Series device cluster is a set of two IDP
Series devices deployed for the same purpose—to provide intrusion detection and
prevention for a particular network segment. You use Appliance Configuration Manager
(ACM) to configure HA. You use Network and Security Manager (NSM) to create a cluster
object that will help you ensure the nodes (IDP Series devices) maintain the same feature
configuration, which is a requirement of HA deployments.

To configure clusters in NSM:

1. Add the cluster object.

2. Add cluster members to the cluster object.
To add a cluster object:

1. Inthe NSM navigation tree, select Device Manager > Devices.
2. Click the + icon and then select Cluster to display the New Cluster wizard.

3. Configure the following properties:

- Cluster Name—Specify a string to identify the IDP Series device. The string may
contain letters, numbers, spaces, dashes, and underscores.

« Color—Select a color. Some administrators use colors to distinguish devices by type,
region, software version, and so forth.

. Inthe OS Name list, select ScreenOS/IDP.
« Inthe platform list, select the device model number.
- Inthe Managed OS version list, select the IDP OS version.

4. Click OK.
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To add cluster members:

1. Inthe NSM navigation tree, select Device Manager > Devices.

2. Right-click the cluster object and then select New > Cluster Member to display the
Add Cluster Member wizard.

3. Complete the wizard steps.

4. Repeat to add the second cluster member.

0 NOTE: An IDP Series cluster contains exactly two members.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« NSM Device Configuration Management Task Summary on page 127

Activating Devices (NSM Procedure)

This section includes the following topics:

« Activating a Reachable IDP Series Device on page 132
« Activating an Unreachable IDP Series Device on page 133
Activating a Reachable IDP Series Device

To activate a device:

1. Inthe NSM Device Manager, right-click the device and select Activate Device to display
the Activate Device wizard.

2. Select Device deployed and IP is reachable.

3. Inthe Specify Connection Settings dialog box, enter the following connection
information:

. Enter the IP address of the IDP Series device.
. Enter the username of the device admin user.
. Enter the password for the device admin user.

. Enter the password for the device root user.

0 NOTE: In NSM, passwords are case-sensitive.

« Select SSH Version 2 as the connection method and port 22.

Click Next.
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4. On the Verify Device Authenticity page, use an out-of-band method to verify the RSA
key fingerprint information to prevent man-in-the-middle attacks. For example:

a. Loginto the CLI as admin and enter su - to switch to root.
b. Enter cd /etc/ssh.

c. Enter ssh-keygen -1 -f ssh_host_dsa_key.

d. After you have verified the key, click Next.

In response, NSM connects to the IDP Series device to retrieve device information.
This process takes a moment.

5. Verify that the device type, OS version, device serial number, and device mode are
correct.

6. Click Next to add the device to NSM.
7. Click Next to import the configuration from the IDP Series device.
8. Click Finish.

For IDP OS Release 4.1 and later devices, NSM next runs a job to update the device
with the Recommended IDP security policy. The Job Information dialog box shows
the status of the Update Device job.

9. After the jobis complete, double-click the device in Device Manager to view the
imported configuration.

To check the device configuration status, mouse over the device and verify that the
device status displays Managed.

Activating an Unreachable IDP Series Device

To activate an unreachable device:

1. Inthe NSM Device Manager, right-click the device and select Activate Device to display
the Activate Device wizard.

2. Select Device deployed, but IP is not reachable.

3. On the Specify One Time Password page:

. Make a note of the unique external ID for the device. The device administrator will
need it to connect the device to NSM. This ID number represents the device within
the management system. The wizard automatically provides this value.

« Specify the first connection one-time password (OTP) that authenticates the device.

« Click Show Device Commands to display the list of CLI commands that must be
executed on the device to connect to NSM. The commands enable management,
set the unique external ID, set the management IP address to the device server IP
address, and set the device OTP.

Copy these commands to a text file.
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Click Finish to complete the Add Device wizard and include the new device in the
Device Manager list.

4. Loginto the CLI as admin and enter su - to switch to root.
5. Run the CLI commands you copied in Step 3.

6. Inthe NSM Device Manager, mouse over the device to track its configuration status.
The first status message is Waiting for 1st connect. After the connection has been
established, the status displays Import Needed.

7. Right-click the device and select Import Device.

The Job Information box displays the job type and status for the import; when the job
status displays successful completion, click Close.

For IDP OS Release 4.1 and later devices, NSM next runs a job to update the device
with the Recommended IDP security policy. The Job Information dialog box shows
the status of the Update Device job.

8. After the jobis complete, double-click the device in Device Manager to view the
imported configuration.

To check the device configuration status, mouse over the device and verify that the
device status displays Managed.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« NSM Device Configuration Management Task Summary on page 127

Pulling or Pushing Configuration Updates

The IDP Series device configuration stored in NSM is not an active configuration. The
active configuration is the one running on the IDP Series device. In some cases, the two
configurations can be out of sync. To synchronize them, you can pull the running
configuration from the IDP Series device into NSM or push the NSM device configuration
onto the IDP Series device.

Table 52 on page 134 describes the cases when you pull and the cases where you push.

Table 52: Pulling and Pushing Configuration Updates

Pull a Configuration Push a Configuration

« When you add an IDP Series device to NSM. « After you model an IDP Series device in NSM.

« After you use ACM to change the deployment « After you update the IDP detector engine, NSM attack database, or
mode. security policy.

« After you use the NSM device editor to enable features or change
feature settings.

To import the IDP Series device configuration:

1. Inthe NSM Device Manager, right-click the device and select Import Device.
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2. Select the Run Delta Config check box.

A delta configuration summary displays the differences between the current IDP Series
device configuration and the running configuration (on the IDP Series device).

3. Click OK.
To push an update from the NSM Device Manager to an IDP Series device:

1. Inthe NSM Device Manager, right-click the device you want to push the update to and
select Update Device to display the Update Device dialog box.

2. Set update job options as described in Table 53 on page 135.
3. Click OK.

Table 53: Device Update Job Options

Option Description

Update When Device Connects If the IDP Series device is not currently connected to NSM, then NSM queues the
update so that the update happens when the IDP Series device reconnects to
NSM.

Restart IDP Profiler After Device Update Restarts the Profiler after the update.

Update IDP Rulebase Only Updates only the IDP rulebase. Select this option if you are updating only the IDP

rulebase or attack objects.

Don’t Show This Dialog Does not display this dialog box in the future.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« NSM Device Configuration Management Task Summary on page 127

Modifying the IDP Series Device Configuration

You do not need to modify the IDP Series device configuration to get started with your
deployment. The default settings are appropriate for most deployments. As you learn
how the IDP Series device handles your network traffic, you can use Network and Security
Manager (NSM) to modify the IDP Series device properties described in this section to
optimize performance and reduce false positives.

This section includes the following topics:

« Modifying NSM Informational Properties on page 136
« Modifying Antispoof Settings on page 137

« Modifying Runtime Parameters on page 139

« Modifying Load-Time Parameters on page 149

« Modifying Protocol Anomaly Thresholds on page 151
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Modifying NSM Informational Properties

NSM informational properties are management object parameters you created when
you added the device to the NSM Device Manager, as well as inventory data, including
the installed software and firmware versions. Figure 41 on page 136 shows the Info page,

where you can modify these properties.

Figure 41: NSM Device Configuration Editor: Info Page
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To modify NSM informational properties:

1.

3.

4.

In NSM Device Manager, double-click the IDP Series device you want to modify to
display the device configuration editor, which opens by default to the Info page.

Configure the informational settings described in Table 54 on page 136.

Click Apply.
Click OK.

Table 54: IDP Series Device Configuration: Info Settings

Setting Description

Name

The name of the IDP Series device in NSM. Editable.

136
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Table 54: IDP Series Device Configuration: Info Settings (continued)

Setting Description

Color The color of the IDP Series device icon in NSM. Selectable.
Platform The IDP Series device hardware model number.
Managed OS Version The major OS version.

Running OS Version

The precise OS version installed on the device.

IP Address

The IDP Series device management port IP address.

NOTE: Can only be changed with ACM.

Serial Number

The product serial number.

IDP Detector Version

The version of the IDP detector engine installed on the device.

IDP Mode

Deployment mode: sniffer, transparent, mixed.

NOTE: Can only be changed with ACM.

Secondary Management
Server IP

Software License Type

The IP address that the IDP Series device contacts if it cannot reach the current NSM server.

The type of license currently loaded on the IDP Series device. An evaluation license is good for one
year.

Software License
Expiration Date

The expiration date of the license currently loaded on the IDP Series device.

Security Police Name

The security policy assigned to the device. Selectable.

Modifying Antispoof Settings

You detect attacks that attempt to spoof the addresses of hosts in your protected network
by associating IDP Series traffic interfaces with the addresses of hosts in your protected
network. The IDP Series appliance then detects an IP spoof attack if:

« Anincoming packet uses an |P address that belongs to a network object on your internal
network.

- Anoutgoing packet uses an IP address that does not belong to a network object on
your internal network.

Figure 42 on page 138 shows the Anti-Spoof Settings page, where you can configure IP
spoof detection.
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Figure 42: NSM Device Configuration Editor: Anti-Spoof Settings Page
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To modify antispoof settings:

1.

6.

In NSM Device Manager, double-click the IDP Series device you want to modify to
display the device configuration editor.

Click Anti-Spoof Settings.

Click the + icon to display the Anti-Spoof Settings dialog box.

Configure the antispoof settings described in Table 55 on page 138.

Click Apply.
Click OK.

Function

Setting

Selects a forwarding interface to configure.

Logging Enables logging for spoofed IP addresses.
Alarm Enables alerts for spoofed IP addresses.
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Table 55: IDP Series Device Configuration: Antispoof Settings (continued)

Setting Function

Check Other Interfaces Indicates whether the device should check the status of other interfaces when determining spoofing.
Action Specifies the action for the IDP Series device to take: None or Drop Packet.
Network Objects Specifies the address objects you associate with the selected interface.

Modifying Runtime Parameters

Runtime parameters include options for tuning IDP Series detection methods. In general,
you modify these settings only if you encounter false positives or performance issues.

Figure 43 on page 139 shows the Run-time Parameters tab, where you can configure these
settings.

Figure 43: NSM Device Configuration Editor: Run-time Parameters Tab
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To modify runtime parameters:

1. In NSM Device Manager, double-click the IDP Series device you want to modify to
display the device configuration editor.

2. Click Sensor Settings.
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3. Click the Run-time Parameters tab.

4, Modify the runtime settings described in Table 56 on page 140.
5. Click Apply.

6. Click OK.

Table 56: IDP Series Device Configuration: Runtime Parameters

Setting Description

Backdoor Detection

Minimum interval between consecutive small packets / Maximum interval between consecutive small
packets—Controls the minimum and maximum intervals (in microseconds) between the arrival of
two consecutive small packets in suspected interactive traffic. If the IDP engine sees small packets
arrive in less than the minimum or more than the maximum number of microseconds, it does not
consider the traffic to be interactive.

The defaults are 20,000 and 20,000,000. This means that consecutive small packets must arrive
within 20,000 to 20,000,000 microseconds to be considered interactive.

Byte threshold for packet sizes in a backdoor connection—Controls the maximum number of bytes
a TCP packet must contain before the IDP engine uses the packet for backdoor detection heuristics.
The default is 20 bytes.

Minimum number of data carrying TCP packets—Controls the minimum number of data-carrying
TCP packets in suspected interactive traffic. The default is 20 packets.

Minimum percentage of back-to-back small packets—Controls the minimum percentage of consecutive
small packets in suspected interactive traffic. If the IDP engine sees less than this percentage, it
does not report a backdoor event. The default is 20%.

Ratio of small packets to the total packets—Controls the minimum percentage of small packets that
the IDP engine uses for backdoor detection heuristics. If the IDP engine sees less than this minimum,
it does not report a backdoor event. The default is 20%.

140
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

Flow Management Timeout for non-UDP/TCP/ICMP flows—Controls idle flow. Each connection through the security
module typically has two flows, one in each direction. If the IDP engine does not see flow activity
for the specified timeout, it removes the idle flow from the flow table. The default is 30 seconds.

Timeout for UDP flows—Controls idle flow. Each connection through the security module typically
has two flows, one in each direction. If the IDP engine does not see flow activity for the specified

timeout, it removes the idle flow from the flow table. The default is 30 seconds.

Timeout for TCP flows—Controls idle flow. Each connection through the security module typically
has two flows, one in each direction. If the IDP engine does not see flow activity for the specified

timeout, it removes the idle flow from the flow table. The default is 30 seconds.

Timeout for ICMP flows—Controls idle flow. Each connection through the security module typically
has two flows, one in each direction. If the IDP engine does not see flow activity for the specified

timeout, it removes the idle flow from the flow table. The default is 30 seconds.

Maximum TCP Sessions—Controls the maximum number of TCP sessions. If the IDP system reaches
the maximum, it drops all new sessions and writes a SESSION_LIMIT_EXCEEDED log. Defaults vary

according to model, as shown in the following table.

Model Default Maximum'
IDP75 40,000 100,000
IDP250 125,000 300,000
IDP800 400,000 1,000,000
IDP8200? 400,000 500,000
IDP200 50,000 70,000
IDP600 100,000 220,000
IDPT100 200,000 500,000

'For all entries except IDP8200, the maximum session limit shown is also the device session limit.
We recommend that the sum of “max sessions” you configure for TCP, UDP, ICMP, and Other not
exceed the device session limit. The user interface does not enforce this, so do a quick calculation
whenever you change these settings. If you increase TCP, decrease UDP in proportion. Otherwise,
you might encounter a traffic load that leads to undesirable results, such as drops for all traffic

when the device limit is reached.

2For IDP8200, the limits shown are configured for each core IDP engine. There are six core IDP
engines. The sum of “max sessions” you configure for IDP8200 can be 1,000,000 per core IDP

engine. The IDP8200 device session limit rating is 6,000,000.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

Maximum UDP Sessions—Controls the maximum number of UDP sessions. If the IDP systemreaches
the maximum, it drops all new sessions and writes a SESSION_LIMIT_EXCEEDED log.

Model Default Minimum Maximum'
IDP75 40,000 0 100,000
IDP250 125,000 0 300,000
IDP800 400,000 0 1,000,000
IDP820072 400,000 0 500,000
IDP200 10,000 0 70,000
IDP600 100,000 0 220,000
IDP1100 200,000 0 500,000

'For all entries except IDP8200, the maximum session limit shown is also the device session limit.
We recommend that the sum of “max sessions” you configure for TCP, UDP, ICMP, and Other not
exceed the device session limit. The user interface does not enforce this, so do a quick calculation
whenever you change these settings. If you increase TCP, decrease UDP in proportion. Otherwise,
you might encounter a traffic load that leads to undesirable results, such as drops for all traffic
when the device limit is reached.

%For IDP8200, the limits shown are configured for each core IDP engine. There are six core IDP
engines. The sum of “max sessions” you configure for IDP8200 can be 1,000,000 per core IDP
engine. The IDP8200 device session limit rating is 6,000,000.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

Maximum ICMP Sessions—Controls the maximum number of ICMP sessions. If the IDP system
reaches the maximum, it drops all new sessions and writes a SESSION_LIMIT_EXCEEDED log.
Defaults vary according to model, as shown in the following table.

Model Default Minimum Maximum'
IDP75 10,000 0 100,000
IDP250 25,000 0 300,000
IDP800 100,000 0 1,000,000
IDP8200? 100,000 0 500,000
IDP200 5,000 0 70,000
IDP600 10,000 0 220,000
IDP1100 50,000 0 500,000

'For all entries except IDP8200, the maximum session limit shown is also the device session limit.
We recommend that the sum of “max sessions” you configure for TCP, UDP, ICMP, and Other not
exceed the device session limit. The user interface does not enforce this, so do a quick calculation
whenever you change these settings. If you increase TCP, decrease UDP in proportion. Otherwise,
you might encounter a traffic load that leads to undesirable results, such as drops for all traffic
when the device limit is reached.

2For IDP8200, the limits shown are configured for each core IDP engine. There are six core IDP
engines. The sum of “max sessions” you configure for IDP8200 can be 1,000,000 per core IDP
engine. The IDP8200 device session limit rating is 6,000,000.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

Maximum IP Sessions (non-UDP/TCP/ICMP)—Controls the maximum number of other IP-based
sessions. If the IDP system reaches the maximum, it drops all new sessions and writes a
SESSION_LIMIT_EXCEEDED log. Defaults vary according to model, as shown in the following table.

Model Default Minimum Maximum'
IDP75 10,000 0 100,000
IDP250 25,000 0 300,000
IDP800 100,000 0 1,000,000
IDP8200? 100,000 0 500,000
IDP200 5,000 0 70,000
IDP600 10,000 0 220,000
IDP1100 50,000 0 500,000

'For all entries except IDP8200, the maximum session limit shown is also the device session limit.
We recommend that the sum of “max sessions” you configure for TCP, UDP, ICMP, and Other not
exceed the device session limit. The user interface does not enforce this, so do a quick calculation
whenever you change these settings. If you increase TCP, decrease UDP in proportion. Otherwise,
you might encounter a traffic load that leads to undesirable results, such as drops for all traffic

when the device limit is reached.

2For IDP8200, the limits shown are configured for each core IDP engine. There are six core IDP
engines. The sum of “max sessions” you configure for IDP8200 can be 1,000,000 per core IDP
engine. The IDP8200 device session limit rating is 6,000,000.

Reset flow table with policy load/unload—Resets the flow table each time you load or unload a
security policy. If you do not enable this option, the IDP system maintains the flow table until all
flows referencing that security policy have completed. This setting is enabled by default. We
recommend that you keep this setting enabled to preserve memory.

With this setting enabled, IDP system resets the flow table when you install a new policy. When
the flow table is reset, existing sessions are passed through uninspected. For IDP75 and IDP200,

you cannot override the default.

For high-end devices, you can unset this default to avoid passing through sessions uninspected. If
you unset this default, when you load a new policy, the IDP system flow table maintains sessions
belonging to the previously installed policy as well as the newly installed policy. The IDP engine
continues to use the previously installed security policy to inspect previous sessions; and use the
newly installed security policy to inspect new sessions. When the previously installed policy is no
longer in use, it is unloaded and all traffic is inspected using the newly installed policy. For IDP8200
and IDP250, the IDP system can maintain flows for as many as two security policies. For IDP1100,
IDP800, and IDP600, the IDP system can maintain flows for as many as four security policies.

Log flow related errors—Enables logging for flow-related errors. This setting is not enabled by default.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

IP Actions Reset block table with policy load/unload—Resets the IP action block table each time a security
policy is loaded or unloaded. This table maintains IP addresses for connections to which the IP
action block has been applied. This setting is enabled by default.

Intrusion Detection Buffer flow emulator—Turns on buffer overflow emulation.

Attack matches per packet when Signature Hierarchy take effect—Sets the threshold for activating
signature hierarchy calculations.

Common attack can be composed of several known vulnerabilities. Each vulnerability has an attack
object, and each would generate a separate log entry if the signature hierarchy feature were disabled.

For example, for a policy with critical, high, medium, low, and info attacks and logging enabled, a
single detection of HTTP:IIS:COMMAND-EXEC attack generates the following logs:

« HTTP:IIS:COMMAND-EXEC [wininnt/system32/cmd.exe] (medium)

« HTTP:WIN-CMD:WIN-CMD-EXE [cmd.exe] (medium)

« HTTP:REQERR:REQ-MALFORMED-URL [anomaly for %xx] (medium)

« HTTP:DIR:TRAVERSE-DIRECTORY (anomaly for../) (medium)

« HTTP:REQERR:REQ-LONG-UTF8CODE (anomaly for oe) (medium)

o TCP:AUDIT:BAD-SYN-NONSYN (info)

« HTTP:AUDIT:URL (info)

« TCP:AUDIT:BAD-SYN-NONSYN (info)

If the number of attacks in a packet exceeds the set value, the IDP engine examines its signature
hierarchy to see if some attacks are actually part of a larger attack. If so, only the parent attack is

displayed in the logs. In this example, if the value was set to 9 or lower, only a log for
HTTP:1IS:COMMAND-EXEC would be generated.

An attack in the signature hierarchy may have multiple parents or multiple children. If a child attack
is part of two discovered parents, the IDP system takes action based on the parent with the highest
severity.

Specify O to disable.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

Run-Time Parameters RPC program timeout—Controls how long the IDP system maintains information about an RPC
server. The IDP engine performs a stateful inspection of all RPC messages on port 111, then builds
a table of program-to-port mapping for each RPC server that it finds on the network. The default
is 300 seconds.

RPC transaction timeout—Controls RPC timeout. All RPC messages (port 111) are based on a
request/response protocol. When the IDP engine receives a request, it adds the request to a request
table. If the IDP engine does not receive an RPC reply in the specified timeout, the RPC entry times
out. The default is 5 seconds.

Exempt management server flows—Exempts NSM connections from processing. This setting is
enabled by default.

Fragment timeout —Controls when the IDP system drops an incomplete fragment chain because
one or more fragments did not arrive. If the IDP system does not receive missing fragments in the
specified timeout, it generates a log (FRAGMENT_TIME_EXCEEDED). The default is 5 seconds.

Minimum fragment size —Drops all IP fragments less than the specified size (bytes). The default is
0 bytes (no fragments are dropped).

Maximum fragments per IP datagram—Controls size of the IP fragment chain. An IP datagram can
be broken into many fragments which, when assembled, should not exceed 64 K. IP fragment
processing is CPU and memory intensive. If the number of fragments in a chain exceeds this number,
the IDP system drops the entire fragment chain. The default is 65,535 bytes.

Maximum concurrent fragments in queue—Controls the maximum number of reassembled fragment
chains. The IDP engine can perform pseudo reassembly of IP fragment chains. Once this limit is
reached, the IDP system drops all new IP fragment chains and generates a log
(TOO_MANY_FRAGMENTS). If your network produces a large number of IP fragments, such as
those produced by Network File System (NFS), increase the number of fragments per chain to
eliminate unnecessary logs. The default is 16 fragments.

Log fragment related errors—Logs fragment related errors. This setting is not enabled by default.

Enable GRE decapsulation support—Enables decapsulation and inspection of generic routing
encapsulation (GRE) traffic. IDP Series devices support inspection of IP-in-GRE or PPP-in-GRE
encapsulated traffic. GRE decapsulation is not enabled by default.

Enable GTP decapsulation support—Enables decapsulation and inspection of GPRS Tunneling
Protocol (GTP) traffic. IDP Series devices support decapsulation of UDP GTPvO and GTPv1 only.
GTP decapsulation is not enabled by default.

Enable SSL decryption support—Enables SSL decryption and inspection. SSL decryption is not
enabled by default.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

SYN-Protector Timeout for half-open SYN protected flows—Determines the number of seconds before the IDP
system closes a half-open SYN protected flow when the SYN Protector rulebase is in passive mode.
The default is 5 seconds.

A half-open SYN flow occurs during the TCP three-way handshake, after the client has sent a
SYN/ACK packet to the server. The half-open connection is now in the SYN_RECYV state, and is
placed into a connection queue while it waits for an ACK or RST packet. The connection remains
in the queue until the connection-establishment timeout expires and the half-open connection is
deleted.

Lower SYNs-per-second threshold below which SYN Protector will be deactivated / Upper
SYNs-per-second threshold above which SYN Protector will be activated—Determines when the SYN
Protector rulebase is activated and deactivated.

Inrelay mode, the SYN Protector rulebase is activated when the number of SYN packets per second
is greater than the lower threshold. Relay mode does not use the upper threshold.

In passive mode, the SYN Protector rulebase is activated when the number of SYN packets per
second is greater than the sum of the lower and upper thresholds and deactivated when the number
of SYNs-per-second falls below the lower threshold. The defaults are 1000 and 20. Using the
defaults, the SYN Protector is activated when SYNs-per-second reach 1020 and deactivated when
SYNs-per-second fall below 1000.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

TCP Reassembler Ignore packets in TCP flows where a SYN hasn't been seen—Ignores the absence of SYN flags in TCP
flows. This is enabled by default.

Timeout for connected, idle TCP flows—Controls the number of seconds that the IDP system maintains
connected (but idle) TCP flows. The default is 3600 seconds.

Timeout for closed TCP flows—Controls the number of seconds that closed TCP flows are maintained
in the flow table.

When the IDP engine sees a RST packet or FIN/FIN+ACK packets on a TCP connection, it closes
the connection flows. It drops any further packets for the closed flow, but does not delete existing,
closed flows from the flow table.

The default is 5 seconds.

Timeout for CLOSE-WAIT/LAST-ACK TCP flows—Controls the number of seconds a connection is
maintained while waiting for the final ACK.

When a TCP connection closes, the IDP engine sees a FIN packet from each side of the connection
followed by an ACK packet from each side of the connection. However, TCP does not guarantee
delivery of the final ACK.

Toimprove performance during heavy loads, decrease the timeout. Decreasing the timeout reduces
the size of the flow table by closing connections sooner. The default is 120 seconds.

Close flows as soon as a FIN is seen—Enables the IDP system to quickly close a TCP connection after
receiving a FIN packet.

When a TCP connection closes, the IDP engine sees a FIN packet from each side of the connection
followed by an ACK packet from each side of the connection. However, TCP does not guarantee
delivery of the final ACK.

When enabled, the IDP system maintains a connection waiting for a final ACK for 5 seconds, then
closes the connection. This is enabled by default and recommended.
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Table 56: IDP Series Device Configuration: Runtime Parameters (continued)

Setting Description

Traffic Signatures Byte threshold for suspicious flows—Specifies a threshold for what the IDP engine considers a small
packet.

A scan typically uses small packets to access its targets. You can exclude suspicious flows that
contain large packets to prevent false positives when detecting scans.

If the IDP engine sees more than this maximum, it does not consider the connection to be a scan.
The default is 20 bytes.

Reporting frequency when scan is in progress —Controls how often the IDP system generates "in
progress" logs for a stealthy scan.

Attackers can perform blatant scans very quickly, mapping your network in just a few seconds, but
these scans typically trigger intrustion detection systems and leave evidence behind. Stealthy
scans are performed over much longer time periods, lasting hours, days, or even weeks, making
them more difficult to detect. The default is 30 seconds.

The number of IP tracked for session rate —Controls the number of IP addresses tracked by the
session rate counter. If the IDP engine sees more addresses than the maximum, it does not track
the additional IP addresses. The default is 32,767 IP addresses.

Modifying Load-Time Parameters

Load-time parameters include options for tuning performance. In general, you modify
these settings only if you encounter performance issues.

Figure 44 on page 150 shows the Load Time Parameters tab, where you can configure
these settings.
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Figure 44: NSM Device Configuration Editor: Load Time Parameters Tab
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To modify parameters:

1.

6.

In NSM Device Manager, double-click the IDP Series device you want to modify to
display the device configuration editor.

Click Sensor Settings.

Click the Load Time Parameters tab.

Configure parameters as described in Table 57 on page 150.

Click Apply.
Click OK.

Table 57: IDP Series Device Configuration: Load Time Parameters

Setting Guideline

Flow table size For improved performance, modify the flow table size to limit the size of the connection table. This
setting should reflect the maximum number of concurrent flows you expect to have at any one
time. A TCP connection has about two flows per session, and a UDP connection has about three
flows per session. The default setting is 100,000 concurrent flows. If you change this value, you
have to restart the IDP Series device.
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Table 57: IDP Series Device Configuration: Load Time Parameters (continued)

Setting Guideline

Enable application
identification

The application identification feature is used to detect the session application regardless of port.
We recommend you disable this feature only when troubleshooting.

Maximum number of
Application Identification
sessions

Specifies the maximum number of sessions where application identification is in use. The default
is 50,000. Valid values are 0 - 200,000. We recommend you tune this setting only if you encounter
issues.

Enable log suppression

Log suppression reduces the number of logs displayed in the Log Viewer by displaying a single
record for multiple occurrences of the same event.

Include destination IPs
while performing log
suppression

When log suppression is enabled, multiple occurrences of events with the same source IP, Service,
and matching attack object generate a single log record with a count of occurrences. If you enable
this option, log suppression combines log records for events with the same destination IP.

Number of log
occurrences after which
log suppression begins

The number of identical log records received before suppression starts. The default is 1 (meaning
log suppression begins with the first redundancy).

Maximum number of logs
that log suppression can
operate on

When log suppression is enabled, the IDP system must cache log records so that it can identify
when multiple occurrences of the same event occur. This number represents the number of log
records cached for this purpose. The default is 16,384 log records.

Time (seconds) after
which suppressed logs
will be reported

When log suppression is enabled, the IDP system maintains a count of multiple occurrences of the
same event. This number represents the number of seconds that pass before reporting a single log
entry that contains the count of occurrences. The default is 10 seconds.

NOTE: If the reporting interval is set too high, log suppression can negatively impact performance.

Modifying Protocol Anomaly Thresholds

The protocol anomaly detection methods identify traffic that deviates from RFC
specifications. In general, you modify protocol thresholds and configuration settings only
if you encounter false positives or performance issues.

Figure 45 on page 152 shows the Protocol Thresholds and Configuration tab, where you
can configure these settings.
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Figure 45: NSM Device Configuration Editor: Protocol Thresholds and
Configuration Tab
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To tune protocol anomaly detection thresholds:

Click Sensor Settings.

Table 58 on page 153.

5. Click Apply.

6. Click OK.

In NSM Device Manager, double-click the IDP Series device you want to modify to
display the device configuration editor.

Click the Protocol Thresholds and Configuration tab.

Complete the configuration for protocol thresholds as described in

152
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration Settings

Setting Description

AM

Maximum header length—Detects a header containing more bytes than the specified maximum. The default
is10,000 bytes.

Maximum type-length-value length—Detects an AIM/ICQ type-length-value (TLV) containing more bytes than
the specified maximum. A TLV is a tuple used for passing typed information to the protocol. The default is
8,000 bytes.

Maximum inter-client-message-block length—Detects an AIM/ICQ inter-client-message-block (ICMB) containing
more bytes than the specified maximum. The default is 2,000 bytes.

Maximum filename length—Detects an AIM/ICQ filename containing more bytes than the specified maximum.
The default is 10,000 bytes.

DHCP

DNS

Check to see if the source port of client's packets is 68—Detects DHCP traffic that originates from a port other
than 68. This setting is not enabled by default.

Report unknown DNS parameters (high noise)—Detects and reports unknown DNS parameters.

You must also configure an IDP rulebase rule to detect DNS anomalies. This setting is not enabled by default.

Report unexpected DNS parameters (high noise)—Detects and reports unexpected DNS parameters. This setting
is not enabled by default.

You must also configure an IDP rulebase rule to detect DNS anomalies.

Maximum length of a DNS UDP packet—Detects a DNS UDP packet containing more bytes than the specified
maximum. The default is 1,024 bytes.

Maximum number of pointer loops for name compression—The default is 8.

Maximum size of an NXT resource record—Detects an NXT resource record in a DNS request or response message
that is larger than the specified maximum size. The default is 4,096 bytes.

This setting tunes the DNS_BIND_NXT_OVERFLOW protocol anomaly.

Maximum time of a DNS cache—Controls the maximum amount of time for a DNS query and reply. The default
is 60 seconds.

Maximum size of a DNS cache—Controls the maximum number of DNS queries kept to match a reply. The
default is 100 queries.

Maximum number of logs in a session—The default is 128.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

FTP

Maximum Line length—Detects an FTP line containing more bytes than the specified maximum. The default
is 1,024 bytes.

Maximum Username length—Detects an FTP username containing more bytes than the specified maximum.
The default is 32 bytes.

Maximum Password length—Detects an FTP password containing more bytes than the specified maximum.
The default is 64 bytes.

Maximum Pathname length—Detects an FTP pathname containing more bytes than the specified maximum.
The default is 512 bytes.

Maximum Sitestring length—Detects an FTP site string containing more bytes than the specified maximum.
The default is 512 bytes.

Maximum number of login failures per minute—Detects more FTP login failures in one minute than the specified
maximum. The default is 4 FTP login failures per minute.

GNUTELLA

Maximum TTL hops—Detects a number of TTL hops that is higher than the specified maximum. The default is
8 TTL hops.

Maximum line length—Detects, in a Gnutella connection, a line that contains more bytes than the specified
maximum. The default is 2,048 bytes.

Maximum query size—Detects a Gnutella client query that contains more bytes than the specified maximum.
The default is 256 bytes.

GOPHER

Maximum line length—Detects, in a Gopher server-to-client connection, a line sent by a Gopher server to a
client that contains more bytes than the specified maximum. The default is 512 bytes.

Maximum hostname length—Detects, in a Gopher server-to-client connection, a hostname that contains more
bytes than the specified maximum. The default is 64 bytes.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

HTTP Maximum Request length—Detects an HTTP request that contains more bytes than the specified maximum.
The default is 8,192 bytes.

Maximum Header length—Detects an HTTP header that contains more bytes than the specified maximum.
The default is 8,192 bytes.

Maximum Cookie length—Detects a cookie that contains more bytes than the specified maximum. The default
is 8,192 bytes.

Cookies that exceed the cookie length setting can match the HTTP: Cookie Overflow protocol anomaly
and produce unnecessary log records. If you are getting too many log records for the HTTP: Cookie Overflow
protocol anomaly, increase the maximum cookie length.

Maximum Authorization length—Detects an HT TP header authorization line that contains more bytes than the
specified maximum. The default is 512 bytes.

Use this setting to tune results matching the HTTP:OVERFLOW:AUTH-OVFLW protocol anomaly.

Maximum Content-type length—Detects an HT TP header content-type that contains more bytes than the
specified maximum. The default is 512 bytes.

Maximum User-agent length—Detects an HT TP header user-agent that contains more bytes than the specified
maximum. The default is 512 bytes.

Maximum Host length—Detects an HTTP header host that contains more bytes than the specified maximum.
The default is 256 bytes.

Maximum Referrer length—Detects an HT TP header referrer that contains more bytes than the specified
maximum. The default is 8,192 bytes.

Use alternate ports as http service—Detects HT TP traffic on the following ports in addition to tcp/80: 7007;
8000; 8001; 8100; 8200; 8080; 8888; 9080. This setting is enabled by default.

NOTE: In IDP OS Release 5.0 and later, this setting is no longer functional. The IDP engine now automatically
detects HTTP traffic over any port.

Maximum number of login failures per-minute—Detects login failures more frequent than the specified maximum.
The default is 5 HTTP authentication failures per minute.

This setting tunes the HTTP: Brute Force Login Attempt protocol anomaly.

Maximum number of 301/403/404 or 405 errors per-minute—Detects 301/403/404/405 errors that occur more
frequently than the specified maximum. The default is 16 HTTP errors per minute.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

ICMP Maximum Packets per second to trigger a flood—Raises a protocol anomaly if the IDP engine detects more ICMP
packets than the specified maximum. The default is 250 packets per second.
Minimum time interval (in seconds) between packets—Detects ICMP packets that have less than the specified
minimum time interval between them. The default is 1 second.
Use this setting to tune the ICMP:EXPLOIT:FLOOD protocol anomaly.

IDENT Maximum requests per session—Detects more IDENT (identification protocol) requests than the specified
maximum. The default is 1 request per session.
This setting tunes the IDENT: Too Many Requests protocol anomaly.
Maximum Request length—Detects an IDENT request containing more bytes than the specified maximum. The
default is 15 bytes.
This setting tunes IDENT: Request Too Long protocol anomaly.
Maximum Reply length—Detects an IDENT reply containing more bytes than the specified maximum. The
default is 128 bytes.
This setting tunes the IDENT: Reply Too Long protocol anomaly.

IKE Maximum number of payloads in an IKE message—Detects an IKE message with a number of payloads larger
than the specified maximum. The default is 57 payloads.
This setting tunes the IKE: Too Many Payloads protocol anomaly.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

IMAP

Maximum line length—Detects an IMAP line containing more bytes than the maximum. The default is 2,048
bytes.

Maximum Username length—Detects an IMAP username containing more bytes than the maximum. The default
is 64 bytes.

Maximum Password length—Detects an IMAP password containing more bytes than the specified maximum.
The default is 64 bytes.

Maximum Mailbox length—Detects an IMAP mailbox containing more than the maximum. The default is 64
bytes.

Maximum Reference length—Detects an IMAP reference containing more bytes than the specified maximum.
The default is 64 bytes.

Maximum Flag length—Detects an IMAP flag containing more bytes than the specified maximum. The default
is 64 bytes.

Maximum Literal length—Detects a literal with more octets than the specified maximum. In IMAP4 protocol, a
string can be in one of two forms: literal and quoted. As defined in RFC 2060 4.3, a literal is a sequence of zero
or more octets (including CR and LF), prefix-quoted with an octet count in the form of an open brace ("{"),

the number of octets, close brace ("}"), and CRLF. Valid range is 1to 16,777,215. The default is 1,048,576 bytes.

This setting tunes the IMAP: Literal Length Overflow protocol anomaly.

Maximum number of login failures per minute—Detects a brute force protocol anomaly if the IDP engine detects
more login failures than the maximum. The default is 4 IMAP login failures per minute.

This setting tunes the IMAP: Brute Force Login Attempt protocol anomaly.

IRC

Maximum Password length—Detects an Internet Relay Chat (IRC) password containing more bytes than the
specified maximum. The default is 16 bytes.

Maximum Username length—Detects an IRC username containing more bytes than the specified maximum.
The default is 16 bytes.

Maximum Channel length—Detects an IRC channel name containing more bytes than the specified maximum.
The default is 64 bytes.

Maximum Nickname length—Detects an IRC nickname containing more bytes than the specified maximum.
The default is 16 bytes.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

LDAP Maximum length of integer representation in BER encoding—Detects an integer field of the LDAP BER containing
more bytes than the specified maximum. The default is 4 bytes.
Maximum number of left zeros for tag in BER encoding—Detects more left zeros in any tag in LDAP BER encoding
than the specified maximum. The default is 4 left zeros.
Maximum value of any LDAP tag in BER encoding—Detects a value for a tag that can be seen in the LDAP BER
encoding that is greater than the specified maximum. LDAP tags are represented using 1 byte, with the top 3
bits reserved. The default is 31.
Maximum number of left zeros for length in BER encoding—Detects more left zeros in any length field in LDAP
BER encoding than the specified maximum. The default is 64 left zeros.
Maximum number of search results requested by LDAP client—Detects an LDAP client request for more matching
entries than the specified maximum. The default is O (indicating no limit).
Maximum timelimit for search result requested by LDAP client—Detects a time limit greater than the specified
maximum. The time limit is the number of seconds before a client request times out waiting for a response
from the server. The default is O (indicating no limit).
Maximum length of an LDAP Attribute Descriptor—Detects a length of an attribute descriptor field in an LDAP
message containing more bytes than the specified maximum. The default is 512 bytes.
Maximum length of an LDAP Distinguished Name—Detects a length of a distinguished name field in the LDAP.
message containing more bytes than the specified maximum. The default is 512 bytes.
Maximum value of Message id inany LDAP Message —Detects a message ID greater than the specified maximum.
The default is 2,147,483,647.
Maximum length of an LDAP message—Detects an LDAP message that will be processed by the LDAP subsystem
larger than the specified maximum. The default is 8,100 bytes.
This setting tunes the LDAP: Message Too Long protocol anomaly.
Maximum number of nested operators in an LDAP search request—Detects a number of nested levels allowed
in an LDAP search request filter argument greater than the specified maximum. The default is 8 nested
operators.
Maximum Number of Login Failures Per Minute—Detects a brute force protocol anomaly if the IDP engine detects
more login failures than the maximum. The default is 4 LDAP login failures per minute.
This setting tunes the LDAP: Brute Force Login Attempt protocol anomaly.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

LPR Maximum Sub-command length in RECEIVE-JOB Command—Detects in a Line Printer Protocol (LPR) control
file a subcommand line containing more bytes than the specified maximum. LPR is a TCP-based print server
protocol used by line printer daemons (client and server) to communicate over networks. An LPR client uses
the LPR protocol to send a print command to an LPR server (aline printer) at TCP/515. After the print command
is received by the server, the client can issue subcommands to the server and send control and data files.
Control files tell the line printer which functions to perform when printing the file; data files carry the payload.
The default is 256 bytes.

Maximum Reply length from server—Detects an LPR control filename containing more bytes than the specified
maximum. The default is 256 bytes.

Maximum Control filename length—Detects an LPR control filename containing more bytes than the specified
maximum. The default is 64 bytes.

Maximum Data filename length—Detects a data filename containing more bytes than the specified maximum.
The default is 64 bytes.

Maximum Control file size—Detects an LPR control file size greater than the specified maximum. The default
is 1,024 bytes.

Maximum Data file size—Detects an LPR data file size greater than the specified maximum. The default is
65,535 bytes.

Maximum Banner string length—Detects an LPR banner string containing more bytes than the specified maximum.
A banner string is typically the filename of the print job. The default is 32 bytes.

Maximum E-mail length—Detects an LPR control file e-mail address containing more bytes than the specified
maximum. After the file has printed, it is sent to the e-mail address specified in the control file. The default is
32 bytes.

Maximum Symbolic link length—Detects in an LPR control file a symbolic link containing more bytes than the
specified maximum. A symbolic link is a file that points to another file (entry) in a UNIX file system, but does
not contain the data in the target file. When the LPR protocol receives a symbolic link command in a control
file, it records the symbolic link data for the print job filename to prevent directory entry changes from reprinting
the file. The default maximum is 128 bytes.

Maximum font length—Detects in an LPR control file a font name containing more bytes than the specified
maximum. The default is 64 bytes.

Maximum filename length for format related sub commands—Detects in an LPR control file a format-related
filename containing more bytes than the specified maximum. The default is 32 bytes.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

MSN

Maximum Username length—Detects an MSN (Microsoft Instant Messaging) username containing more bytes
than the specified maximum. The default is 84 bytes.

Maximum Display name length—Detects an MSN display name containing more bytes than the specified
maximum. The default is 128 bytes.

Maximum Group name length—Detects an MSN group name containing more bytes than the specified maximum.
The default is 84 bytes.

Maximum User state length—Detects an MSN user state containing more bytes than the specified maximum.
A user state is a three-letter code that indicates the status of the user's connection (online, offline, idle, and
the like). The default is 10 bytes.

Maximum Phone number length—Detects a phone number containing more bytes than the specified maximum.
The default is 20 bytes.

Maximum Length of IP:port—Detects an IP:port parameter containing more bytes than the specified maximum.
An IP:port parameter indicates the IP address and port number of the MSN server for a switchboard session.
The default is 30 bytes.

Maximum URL length—Detects a URL containing more bytes than the specified maximum. The default is 1,024
bytes.

MSRPC

Maximum fragment lengthin MSRPC message—Detects an MSRPC (Microsoft Remote Procedure Call) message
with a fragment length greater than the specified maximum. The default is 8,192.

Maximum tower data length in endpoint mapper messages—Detects an endpoint mapper message with a tower
data length greater than the specified maximum. The default is 8,192.

Maximum number of entries in an insert message—Detects an MSRPC insert message with more entries than
the specified maximum. The default is 100 entries.

NFS

Maximum name length—Detects an NFS packet name containing more bytes than the specified maximum.
The default is 256 bytes.

Maximum path length—Detects an NFS packet pathname containing more bytes than the specified maximum.
The default is 1,024 bytes.

Maximum buffer length for read/write—Detects an NFS read/writer buffer larger than the specified maximum.
The default is 32,768 bytes.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

NTP

Minimum time (in seconds) between two requests—Detects that the time between two client-to-server NTP
requests is greater than the specified maximum. Valid values range from 64 to 1024 seconds. The default is
0 seconds (which turns the feature off).

Maximum length for NTPv3 message—Detects an NTPv3 message containing more bytes than the specified
maximum. The default is 68 bytes.

Maximum length for NTPv4 message—Detects an NTPv4 message containing more bytes than the specified
maximum. The default is 68 bytes.

Maximum stratum value for any NTP peer—Detects a stratum value larger than the specified maximum. The
default is 15 bytes.

Maximum time since last update of Reference clock—Detects that the NTP reference clock has not been updated
in more time than the specified maximum. The default is 86,400 seconds.

Match timestamps on NTP request and response—Enables the IDP engine to perform timestamp matching on
client requests and server responses. With this setting enabled, the IDP engine expects the server response
original timestamp to match the client request transmit timestamp; otherwise it considers the packet a
possible protocol anomaly. This setting is enabled by default.

Maximum Authorization field length in NTP control message—Detects that the length of the Authentication field
in an NTP control message is larger than the specified maximum. The default is 20 bytes.

Maximum length of any NTP control variable—Detects that the length of the NTP control data variable name
is larger than the specified maximum. The default is 128 bytes.

Maximum length of any NTP variable value—Detects that the length of any NTP control data variable value is
larger than the specified maximum. The default is 255 bytes.

Maximum length of buffer to store between control packets—Detects that the buffer used to store NTP control
messages is greater than the specified maximum. NTP control messages can be split across multiple UDP
packets. The default is 255 bytes.

Maximum time for an NTP Symmetric passive association to dissolve—Specifies the duration in seconds after
which the IDP engine considers an NTP symmetric passive association as expired. A symmetric passive
association between two NTP peers must be dissolved after sending one reply. The default is 900 seconds.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

POP3 Maximum Line length—Detects a POP3 line containing more bytes than the specified maximum. The default
is 512 bytes.

Maximum Username length—Detects a POP3 username containing more bytes than the specified maximum.
The default is 64 bytes.

Maximum Password length—Detects a POP3 password containing more bytes than the specified maximum.
The default is 64 bytes.

Maximum APOP length—Detects an APOP containing more bytes than the specified maximum. The default is
100 bytes.

Maximum message number—Detects a POP3 message number that is higher than the specified maximum.
The default is 1,000,000.

Maximum Number of Login Failures Per Minute—Raises a brute force protocol anomaly if the IDP engine detects
more login failures than the specified maximum. The default is 4 POP3 login failures per minute.

This setting tunes the POP3: Brute Force Login Attempt protocol anomaly.

RADIUS Maximum Number of Authenticated Failures Per Minute—Raises a brute force protocol anomaly if the IDP engine
detects more login failures than the specified maximum. The default is 4 RADIUS login failures per minute.

This setting tunes the RADIUS: Brute Force protocol anomaly.

SIP Max Forwards Threshold—Detects if the value in the Max-Forwards header field is greater than the specified
value. The default is 70.

SMB Maximum registry key length—Detects an SMB registry key containing more bytes than the specified maximum.
The default is 8,192 bytes.

Maximum Number of Login Failures Per Minute—Raises a brute force protocol anomaly if the IDP engine detects
more login failures than the specified maximum. The default is 4 SMB login failures per minute.

This setting tunes the SMB: Brute Force Login Attempt protocol anomaly.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

SMTP

Maximum Number of mail recipients—Detects an SMTP message containing more recipients than the specified
maximum. The default is 100 recipients.

Maximum Username length in RCPT and MAIL-Detects an SMTP message with a username containing more
bytes than the specified maximum. The default is 256 bytes.

Maximum Domain name length in RCPT and MAIL—Detects an SMTP message with a domain name containing
more bytes than the specified maximum. The default is 64 bytes.

Maximum Path length in RCPT and MAIL—Detects an SMTP message with a pathname containing more bytes
than the specified maximum. The default is 256 bytes.

Maximum Command line length (before DATA)—Detects an SMTP message with a command-line entry
containing more bytes than the specified maximum. The default is 1,024 bytes.

Maximum Reply line length from server (default)—Detects an SMTP message with a reply line from the server
containing more bytes than the specified maximum. The default is 512 bytes.

Maximum Text line length (after DATA)—Detects an SMTP text line containing more bytes than the specified
maximum. The default is 1,024 bytes.

Maximum number of nested mime multi-part attachments—Detects more nested attachments than the specified
maximum. The default is 4 nested mime multi-part attachments.

Maximum number of base-64 bytes to decode—Detects more bytes of encoded mime data than the specified
maximum. The default is 64 bytes.

Maximum length of the value for content-type's name attribute—Detects a name attribute in the content-type
header containing more bytes than the specified maximum. The default is 128 bytes.

Maximum length of the value for the content-disposition's filename attribute—Detects a filename attribute in
the content-disposition header containing more bytes than the specified maximum. The default is 128 bytes.

Look for email headers in message data—Controls whether the IDP engine looks for e-mail headers in the
message data, which can occur when a bounced e-mail contains an attachment. This setting is not enabled
by default.

SYSLOG

Validate RFC-3164 compliant timestamp format—Raises a protocol anomaly if the timestamp in syslog traffic
is not compliant with RFC 3164. This setting is not enabled by default.

TELNET

Maximum Number of Login Failures Per Minute—Raises a brute force protocol anomaly if the IDP engine detects
more login failures than the specified maximum. The default is 4 Telnet login failures per minute.

This setting tunes the Telnet:: Brute Force Login Attempt protocol anomaly.

TFTP

Maximum filename length—Detects a filename containing more bytes than the specified maximum. The default
is 128 bytes.

Copyright © 2013, Juniper Networks, Inc. 163


http://services.netscreen.com/documentation/signatures/TELNET%3AFAILURE%3ABRUTE-FORCE.html

IDP Series Administration Guide

Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

VNC

Maximum Reason string length—Detects a VNC (Virtual Network Computing) reason string length greater than
the specified maximum. A reason string contains the text that describes why a connection between a VNC
server and client failed. The default is 512 bytes.

Maximum Display name length—Detects a VNC display name containing more bytes than the specified maximum.
The default is 128 bytes.

Maximum cut text length—Detects a VNC cut text buffer containing more bytes than the specified maximum.
The default is 4,096 bytes.

Verify message after the initial handshake—Enables the IDP engine to verify VNC connections after the initial
handshake. This setting is not enabled by default.

Maximum Number of Login Failures Per Minute—Raises a brute force protocol anomaly if the IDP engine detects
more login failures than the specified maximum. The default is 4 VNC login failures per minute.

This setting tunes the VNC: Brute Force Login Attempt protocol anomaly.

WHOIS

Maximum Request length—Detects a WHOIS request containing more bytes than the specified maximum. The
default is 128 bytes.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

YMSG

Maximum Message length—Detects a Yahoo! Messenger message with a header that indicates more bytes for
the total message than the specified maximum. The default is 8,192 bytes.

Maximum Username length—Detects a Yahoo! Messenger username containing more bytes than the specified
maximum. The default is 84 bytes.

Maximum Groupname length—Detects a Yahoo! Messenger group name containing more bytes than the
specified maximum. The default is 84 bytes.

Maximum Crypt length—Detects a Yahoo! Messenger encrypted password containing more bytes than the
specified maximum. The default is 124 bytes.

Maximum Instant message length—Detects a Yahoo! Messenger message containing more bytes than the
specified maximum. The default is 1,024 bytes.

Maximum Activity string length—Detects a Yahoo! Messenger activity data type containing more bytes than
the specified maximum. The default is 8,000 bytes.

Maximum Challenge length—Detects a Yahoo! Messenger challenge containing more bytes than the specified
maximum. The default is 15 bytes.

Maximum Cookie length—Detects a Yahoo! Messenger cookie containing more bytes than the specified
maximum. The default is 84 bytes.

Maximum URL length—Detects a Yahoo! Messenger Web Name containing more bytes than the specified
maximum. The default is 400 bytes.

Maximum Conference message length—Detects a Yahoo! Messenger join conference message containing more
bytes than the specified maximum. The default is 1,024 bytes.

Maximum Conference name length—Detects a Yahoo! Messenger conference name containing more bytes
than the specified maximum. The default is 1,024 bytes.

Maximum E-mail length—Detects a Yahoo! Messenger new e-mail alert containing an e-mail that has more
bytes than the specified maximum. The default is 84 bytes.

Maximum E-mail subject length—Detects an Yahoo Messenger e-mail subject line containing more bytes than
the specified maximum. The default is 128 bytes.

Maximum Filename length—Detects a Yahoo! Messenger file transfer containing a filename that has more
bytes than the specified maximum. The default is 1,000 bytes.

Maximum Chatroom name length—Detects a Yahoo! Messenger chat room name containing more bytes than
the specified maximum. The default is 1,024 bytes.

Maximum Chatroom message length—Detects a Yahoo! Messenger chat room message containing more bytes
than the specified maximum. The default is 2,000 bytes.
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Table 58: IDP Series Device Configuration: Protocol Thresholds and Configuration
Settings (continued)

Setting Description

Maximum buddy list length—Detects a Yahoo! Messenger buddy list containing more bytes than the specified
maximum. The default is 8,000 bytes.

Maximum webcam key length —Detects a Yahoo! Messenger Webcam key containing more bytes than the
specified maximum. The default is 124 bytes.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« NSM Device Configuration Management Task Summary on page 127

Deleting an IDP Series Device Configuration fromm NSM Device Manager (NSM
Procedure)

To delete a device from NSM Device Manager:

1. Inthe NSM navigation tree, navigate to Device Manager > Devices.
2. Right-click the device you want to delete and select Delete.

The Delete dialog box appears. NSM analyzes administration objects for references
to the device marked for deletion. If there are any references, you can click on the links
that appear to view or edit the objects that reference the device.

3. To delete the device, click Next.
The Delete dialog box displays the progress of the deletion.

4, Click Finish to close the dialog box.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« NSM Device Configuration Management Task Summary on page 127

« IDP Series Logs and Reports in NSM Task Summary on page 207
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Enabling Advanced Features and Options
with scio Commands

This chapter contains the following topics:

scio Configuration Commands Task Summary on page 167

Using the SSL Private Server Key to Enable Inspection of SSL Traffic on page 168
Using the SSL Forward Proxy Feature to Enable Inspection of HTTPS Traffic on page
Exempting HTTPS Traffic from Inspection on page 172

Enabling Inspection of GRE Traffic on page 173

Enabling Inspection of GTP Traffic on page 175

Enabling Inspection of IPsec VPN Traffic on page 177

Enabling Inspection of MPLS Traffic on page 178

Enabling the Flow Bypass Feature on page 179

Configuring Advanced Settings for the User-Role-Based Policy Feature on page 181
Configuring a Default Rate Limit on page 182

Enabling Per-User Rate Limiting for User-Role-Based Rules on page 183

scio Configuration Commands Task Summary

17

You can use the scio configuration commands to enable advanced features, such as:

Inspection of encrypted or encapsulated traffic
Flow bypass when the IDP engine is under heavy stress
Advanced settings for the APE rulebase

Advanced settings for the user-role-based feature

Related The following related topics are included in the IDP Series Administration Guide:

Documentation

scio const on page 330

Using the SSL Private Server Key to Enable Inspection of SSL Traffic on page 168

. Using the SSL Forward Proxy Feature to Enable Inspection of HTTPS Traffic on page 171
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Using the SSL Priva

. Exempting HTTPS Traffic from Inspection on page 172
. Enabling Inspection of GRE Traffic on page 173

. Enabling Inspection of GTP Traffic on page 175

« Enabling Inspection of IPsec VPN Traffic on page 177

« Enabling Inspection of MPLS Traffic on page 178

« Enabling the Flow Bypass Feature on page 179

te Server Key to Enable Inspection of SSL Traffic

To inspect the HTTP payload of HTTPS traffic, the IDP Series device must first decrypt
the session. Your security policy can examine both the SSL session and the HTTP payload.

The IDP Series solution supports SSL inspection in two ways:

« Using server private keys. Use this method when inspecting traffic to internal servers
where you have access to the server private key.

. Using the SSL forward proxy feature. Use this method when the server private key
method is not practical (for example, for traffic to servers on the WWW).

e NOTE: If you enable both methods, the IDP Series device performs SSL
inspection using the SSL forward proxy method and does not use the server
private keys.

The following procedure provides the basic steps you take to implement inspection using
the SSL server private keys.

To use the SSL private server key to enable inspection of SSL traffic:

1. Log into the CLI as admin and enter su - to switch to root.

168
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2. Add the private keys for known destination servers to the IDP Series device keystore:

a. Use SCP or FTP to copy your SSL server private key file to the IDP Series device.
The IDP Series device does not run an FTP server, so you have to initiate the FTP
session from the IDP Series device.

b. If necessary, change permissions so you can use the scio utility to manage the file.
For example:

[root@defaulthost admin]# chmod 777 /tmp/server.key

0 NOTE: Changing permissions for the file should suffice. If you still
encounter issues, change ownership as well:

[root@defaulthost admin]# chown idp:idp /tmp/server.key

c. Add the key to the IDP Series device keystore using the following syntax:

[root@defaulthost admin]# scio ssladd key key_path [password password] server
server_IP

For example:

[root@defaulthost admin]# scio ssladd key /tmp/server.key server 10.1.1.1

d. Display the key ID from the IDP Series device keystore by entering the following
command:

[root@defaulthost admin]# scio ssllist all
e. Add any other servers that use the same key using the following syntax:

[root@defaulthost admin]# scio ssladd server server_IP key key_ID

3. Enter the following command to enable decryption:

[root@defaulthost admin]# scioconst -s sO set sc_ssl_decryption 1
scio: setting sc_ssl_decryption to 0x1

Changes you make to kernel constants from the CLI do not persist across restarts. To
make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.
2. Add the constant below the line user_start_end(). For example:

user_start_end()

{

$SCIO const -s sO set sc_ssl_decryption 1

}
3. Save thefile.
4. Restart the IDP engine:
[root@defaulthost admin]# idp.shrestart

Restarting the IDP engine can take several moments.

You can also use the NSM Device Manager to turn on the SSL decryption feature. However,
you cannot use NSM to manage the SSL keys.
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Figure 46 on page 170 shows the location of the SSL decryption setting in NSM.

Figure 46: NSM Device Manager: SSL Decryption Setting
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To enable SSL decryption with NSM:

1. Inthe NSM Device Manager, double-click the IDP Series device to display the device
configuration editor.

2. Click Sensor Settings.

3. Click the Run-time Parameters tab.

4, Expand the Run-time Parameters group.
5. Select Enable SSL decryption support.

6. Click OK.

7. Push the updated configuration from NSM to the IDP Series device.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Usingthe SSL Forward Proxy Feature to Enable Inspection of HTTPS Traffic on page 171

. sciosslon page 356

. scioconst on page 330
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The following related topic is included in the IDP Series Concepts and Examples Guide:

« Inspection of SSL Traffic Overview

Using the SSL Forward Proxy Feature to Enable Inspection of HTTPS Traffic

To inspect the HTTP payload of HTTPS traffic, the IDP Series device must first decrypt
it. Your security policy can examine both the SSL session and the decrypted HTTP payload.

The IDP Series solution supports SSL inspection in two ways:

. Using server private keys. Use this method when inspecting traffic to internal servers
where you have access to the server private key.

« Using the SSL forward proxy feature. Use this method when the server private key
method is not practical (for example, for traffic to servers on the WWW).

0 NOTE: If you enable both methods, the IDP Series device performs SSL
inspection using the SSL forward proxy method and does not use the server
private keys.

The following procedure provides the basic steps you take to implement the SSL forward
proxy feature.

To implement the SSL forward proxy feature:

1. Generate the root certificate authority (CA) that the IDP Series device uses to create
and sign new certificates used in SSL proxy operations. The following example creates
a root CA:

[root@defaulthost admin]# sciosslcacreate US CA Sunnyvale 'Juniper Networks Inc.''SSL
Inspection policy' Juniper IT Services' 'admin@juniper.net' 1024
2. Verify the CA was added:

[root@defaulthost admin]# scio ssl cashow

serial=8E0012848A2D7CCD

subject= /C=US/ST=CA/L=Sunnyvale/0O=Juniper Networks Inc./0U=SSL Inspection
policy/CN=Juniper IT Services/emailAddress=admin@juniper.net

issuer= /C=US/ST=CA/L=Sunnyvale/O=Juniper Networks Inc./0U=SSL Inspection
policy/CN=Juniper IT Services/emailAddress=admin@juniper.net

notBefore=Jun 25 22:13:23 2009 GMT

notAfter=Jun 23 22:13:23 2019 GMT

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Using the SSL Private Server Key to Enable Inspection of SSL Traffic on page 168

« Troubleshooting SSL Inspection on page 305
« Disabling SSL Inspection on page 305

« sciosslon page 356
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« scioconst on page 330
The following related topics are included in the IDP Series Concepts and Examples Guide:

« Example: Implementing Inspection of Outbound SSL Traffic

« Inspection of SSL Traffic Overview

Exempting HTTPS Traffic from Inspection

You can use a whitelist to exempt from inspection traffic to specified HTTPS servers. If
traffic matches a whitelist entry, it is passed through (not decrypted or inspected).

0 NOTE: The whitelist applies only to traffic processing based on the SSL
forward proxy feature. You would not use a whitelist to exclude inspection
of traffic to internal destination servers. If desired, you can use a security
policy rule to exempt such traffic from inspection.

The whitelist is a text file you import into the IDP Series device, using the CLI. The following
example shows the format of a whitelist file:

10.0.0.1

1.0.0.0/8

70.34.21.82
trustedsite.com
landing.trustedsearch.com

Each line in the whitelist file specifies the IP address or domain name for a destination
server. To whitelist multiple sites with one entry, you can use an IP prefix to match address
blocks and a domain suffix to include all subdomains.

The domain name in your whitelist should match the common name entry in the certificate
presented by the destination server. For example, suppose the certificate for the E-Trade
HTTPS server contains the following subject:

C=US, ST=Georgia, L=Alpharetta, O=ETRADE FINANCIAL CORPORATION, OU=Global
Information Security, CN=us.etrade.com

You can whitelist this site by adding the string us.etrade.com or the string etrade.com
to your whitelist file.

To create a whitelist:

1. Log into the CLI as admin and enter su - to switch to root.
2. Use an editor like vi to create a whitelist file. For example:

[root@defaulthost admin]# vi/tmp/whitelist.txt
10.0.0.1

1.0.0.0/8

70.34.21.82

172
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etrade.com
bankofamerica.com

3. Run the following command to import the whitelist entries:

[root@defaulthost admin]# scio ssl whitelistimport /tmp/whitelist.txt

o NOTE: The whitelist setting takes effect on sessions that are initiated after
your change.

0 NOTE: To update the active whitelist, import an updated whitelist file. To
clear the whitelist, import a file that contains only one empty line.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
. sciosslon page 356
The following related topics are included in the IDP Series Concepts and Examples Guide:

« Example: Exempting Outbound SSL Traffic from Inspection

« Inspection of SSL Traffic Overview

Enabling Inspection of GRE Traffic

You can use the command-line interface (CLI) or Network and Security Manager (NSM)
to enable inspection of generic routing encapsulation (GRE) encapsulated traffic. To
enable inspection of encapsulated traffic, the IDP engine must first decapsulate it.

To enable and configure decapsulation from the CLI:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to enable decapsulation:

[root@defaulthost admin]# scio const-s sO set sc_gre_decapsulation 1
scio: setting sc_gre_decapsulation to 0x1

By default, the IDP engine decapsulates one layer.

3. Optional. Change the maximum decapsulation to two layers by entering the following
command:

[root@defaulthost admin]# scio const-ssO set sc_max_decapsulation 2
scio: setting sc_max_decapsulation to 0x2

Changes you make to kernel constants from the CLI do not persist across restarts. To
make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.

2. Add the constant below the line user_start_end(). For example:
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user_start_end()

{

$SCIO const -s sO set sc_gre_decapsulation 1

}
3. Save the file.

4. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP engine can take several moments.

You can also use Network and Security Manager (NSM) Device Manager to turn on the
GRE decapsulation feature. However, you cannot use NSM to change the decapsulation
layer setting.

Figure 47 on page 174 shows the location of the GRE support setting in NSM.

Figure 47: NSM Device Manager: GRE Support Setting
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Maximum concurrent fragments in gueue
Log fragment related errors
Enable GRE decapsulation support

Enshble GTP decapsulation support
Enakle SSL decryption support
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To enable decapsulation with NSM:

1. Inthe NSM Device Manager, double-click the IDP Series device to display the device
configuration editor.

2. Click Sensor Settings.

3. Click the Run-Time Parameters tab.

4. Expand the Run-Time Parameters group.
5. Select Enable GRE decapsulation support.
6. Click OK.

7. Push the updated configuration from NSM to the IDP Series device.
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Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« scioconst on page 330
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Inspection of GRE Traffic Overview

Enabling Inspection of GTP Traffic

You can use the command-line interface (CLI) or Network and Security Manager (NSM)
to enable inspection of GPRS tunnelling protocol (GTP) encapsulated traffic. To enable
inspection of encapsulated traffic, the IDP engine must first decapsulate it.

To enable and configure decapsulation from the CLI:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to enable decapsulation:

[root@defaulthost admin]# scio const-s sO set sc_gtp_decapsulation1
scio: setting sc_gtp_decapsulation to O0x1

By default, the IDP engine decapsulates one layer.

3. Optional. Change the maximum decapsulation to two layers by entering the following
command:

[root@defaulthost admin]# scio const -s sO set sc_max_decapsulation 2
scio: setting sc_max_decapsulation to 0x2

You can also use the scio const command to change defaults for the timeout at which
the IDP engine closes the GTP tunnel and for the maximum number of concurrent
GTP tunnels the IDP engine can handle.

Changes you make to kernel constants from the CLI do not persist across restarts. To
make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.

2. Add the constant below the line user_start_end(). For example:

user_start_end()

{
$SCIO const -s sO set sc_gtp_decapsulation 1

}
3. Save the file.
4. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP engine can take several moments.
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You can also use Network and Security Manager (NSM) Device Manager to turn on the
GTP decapsulation feature. However, you cannot use NSM to change the decapsulation
layer setting.

Figure 48 on page 176 shows the location of the GTP support setting in NSM.

Figure 48: NSM Device Manager: GTP Support Setting
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To enable GTP decapsulation (NSM):

1. Inthe NSM Device Manager, double-click the IDP Series device to display the device
configuration editor.

2. Click Sensor Settings.

3. Click the Run-Time Parameters tab.

4. Expand the Run-Time Parameters group.
5. Select Enable GTP decapsulation support.
6. Click OK.

7. Push the updated configuration from NSM to the IDP Series device.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
. scioconst on page 330
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Inspection of GTP Traffic Overview
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Enabling Inspection of IPsec VPN Traffic

Related
Documentation

Internet Protocol Security (IPsec) virtual private networks (VPNs) use the Encapsulating
Security Payload (ESP) protocol and the NULL encryption algorithm to ensure the
authenticity, integrity, and confidentiality of IP packets. You can use the command-line
interface (CLI) to enable decapsulation of IPsec ESP NULL traffic so that the IDP engine
can inspect it. You can configure decapsulation for one or two layers.

To enable and configure decapsulation:

1. Log into the CLI as admin and enter su - to switch to root.

2. Enter the following command to enable decapsulation:

[root@defaulthost admin]# scio const -s sO set sc_null_esp_decapsulation 1
scio: setting sc_null_esp_decapsulation to 0x1

By default, the IDP engine decapsulates one layer.

3. Optional. Change the maximum decapsulation to two layers by entering the following
commands:

[root@defaulthost admin]# scio const -s sO set sc_max_decapsulation 2
scio: setting sc_max_decapsulation to 0x2

Changes you make to kernel constants from the CLI do not persist across restarts. To
make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.
2. Add the constant below the line user_start_end(). For example:

user_start_end()

{

SSCIO const -s sO set sc_null_esp_decapsulation 1

1
3. Save the file.

4. Restart the IDP engine:
[root@defaulthost admin]# idp.sh restart

Restarting the IDP engine can take several moments.

The following related topics are included in the IDP Series Administration Guide:
« scioconston page 330
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Inspection of IPsec VPN Traffic Overview
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Enabling Inspection of MPLS Traffic

Before the IDP engine can inspect the payload of Multiprotocol Label Switching (MPLS)
traffic, it must decapsulate it. You can use the command-line interface to enable MPLS
decapsulation.

For an overview of MPLS decapsulation support and limitations, see the IDP Series
Concepts and Examples Guide.

To enable MPLS decapsulation:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to enable decapsulation:

[root@defaulthost admin]# scio const-ssO set sc_mpls_decapsulation1
scio: sc_mpls_decapsulation = 0x1

The value Ox1 indicates MPLS support is enabled.

Changes you make to kernel constants from the CLI do not persist across restarts. To
make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.
2. Locate the MPLS constant below the line user_start_pre_policy():

user_start_pre_policy ()

{

# Disable ARP spoofing detection
#
# If you are running clusters with virtual MAC addresses, IDP will treat

# these as spoofed ARP packets since the MAC addresses in the ethernet
# frame will be different from what is inside the ARP request/response. If
# you have multiple virtual routers, you need to perform this operation on
# all defined virtual routers.

#

# $SCIO const -v vrO set sc_arp_spoof_detect O

# $SCIO const -s sO set sc_mpls_decapsulation 1

return;

}

3. Uncomment the $SCIO const -s sO set sc_mpls_decapsulation 1 line. For example:

user_start_pre_policy ()

{

# Disable ARP spoofing detection
#
# If you are running clusters with virtual MAC addresses, IDP will treat

# these as spoofed ARP packets since the MAC addresses in the ethernet
# frame will be different from what is inside the ARP request/response. If
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# you have multiple virtual routers, you need to perform this operation on
# all defined virtual routers.

#

# $SCIO const -v vrO set sc_arp_spoof_detect O

SSCIO const -s sO set sc_mpls_decapsulation 1

return;

}

4. Save thefile.

5. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP process engine can take several moments.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Verifying MPLS Decapsulation on page 272

« Disabling MPLS Decapsulation on page 306

« scioconst on page 330
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Inspection of MPLS Traffic Overview

Enabling the Flow Bypass Feature

The flow bypass feature prevents the IDP Series device from becoming a point of failure
when the network is congested. With flow bypass enabled, when the IDP system packet
receive queue reaches a rising threshold that you specify, the IDP engine marks the flow
as a bypass flow and passes it through, uninspected. The IDP Series device passes through
subsequent flows until the IDP system packet receive queue falls below a reset threshold
that you also specify.

The flow bypass feature is not enabled by default.

For an overview of the flow bypass feature, see the IDP Series Concepts and Examples
Guide.

To enable the flow bypass feature:

1. Log into the CLI as admin and enter su - to switch to root.

2. Enter the following command to enable flow bypass:

[root@defaulthost admin]# scio const -s sO:flow set sc_flow_bypass_enable 1
[root@defaulthost admin]#

By default, the system packet queue size utilization rising threshold is 90%; the reset
threshold is 80%.

3. Optional. Change the rising threshold with the following command syntax:
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scio const —s sO:flow set sc_flow_bypass_threshold_hi percent
For example:

[root@defaulthost admin]# scio const -s sO:flow set sc_flow_bypass_threshold_hi 95
scio: setting sc_flow_bypass_threshold_hi to Ox5f
[root@defaulthost admin]#

4. Optional. Change the reset threshold with the following command syntax:

scio const —s sO:flow set sc_flow_bypass_threshold_low percent
For example:

[root@defaulthost admin]# scio const -s sO:flow set sc_flow_bypass_threshold_low 85
scio: setting sc_flow_bypass_threshold_low to 0x55
[root@defaulthost admin]#

Changes you make to kernel constants from the CLI do not persist across restarts. To
make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.

2. Add the constant below the line user_start_pre_policy (). For example:

user_start_pre_policy ()

{

# Disable ARP spoofing detection
#
# If you are running clusters with virtual MAC addresses, IDP will treat
# these as spoofed ARP packets since the MAC addresses in the ethernet
# frame will be different from what is inside the ARP request/response. If
# you have multiple virtual routers, you need to perform this operation on
# all defined virtual routers.
#
# $SCIO const -v vrO set sc_arp_spoof_detect O
# $SCIO const -s sO set sc_mpls_decapsulation 1
SSCIO const -s sO:flow set sc_flow_bypass_enable 1

return;

1
3. Save the file.

4. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP engine can take several moments.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Verifying the Flow Bypass Feature on page 273

« scioconst on page 330

The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Series Operating System Overview
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Configuring Advanced Settings for the User-Role-Based Policy Feature

In most cases, we recommend you retain the defaults for the user role-based policy
feature. These settings have been made configurable to support varying requirements
for different deployment challenges.

By default:

« The IDP Series device sends a maximum of five logs per second to Juniper Networks
IC Series Unified Access Control appliances. You can modify this value.

. Userrole-based rules are not processed if the IDP Series device loses connectivity with
the IC Series for 30 seconds. You can modify this value.

« The user session table that is populated by the IC Series appliance and maintained on
the IDP Series device contains a maximum of 50,000 users. You can change the
maximum.

To change the threshold where lost connectivity stops processing of user role-based
rules:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to show the current value:

[root@defaulthost admin]# scioconst -s sO get sc_ic_reconcile_timeout
scio: sc_ic_reconcile_timeout = Ox1E

The default is 30 seconds (OxI1E).
3. Enter the following command to change this setting:

[root@defaulthost admin]# scio const-s sO set sc_ic_reconcile_timeout 180
scio: sc_ic_reconcile_timeout = O0xB4

To change the maximum number of logs per second the IDP Series device sends to the
|C Series appliance:

1. Log into the CLI as admin and enter su - to switch to root.
2. Enter the following command to show the current value:

[root@defaulthost admin]# scio user logs throttle show
5 Log(s)/Second.
[root@defaulthost admin]#

3. Enter the following command to change the value:

[root@defaulthost admin]# scio user logs throttle set 10
IC-Log Throttle limit set to "10".
[root@defaulthost admin]#

To change the maximum number of users in the user session table:

1. Loginto the CLI as admin and enter su - to switch to root.
2. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.

3. Locate the following line:
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export max_ic_users=50000
4. Edit the value for max_ic_users. Valid values are 1000 to 100,000.

5. Save the file and exit the editor.

6. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP engine can take several moments.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Verifying Integration with an IC Series Unified Access Control Appliance on page 271

« scioconst on page 330

« Sciouser on page 369

Configuring a Default Rate Limit

The “default rate limit” is a limit applied to sessions that do not match APE rules. This
optionis disabled by default. You can enable it by specifying a rate limit for such sessions.

0 NOTE: If you have enabled per user rate limiting (also called per subscriber
rate limiting), the default rate limit is applied per user. If not, the default rate
limit is a maximum allocation for all sessions that do not match APE rules.

To assign a default rate limit for sessions that do not match APE rules:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Use the following command to show the current value:

[root@defaulthost admin]# scio const get sc_ape_default_rate_limit
scio: sc_ape_default_rate_limit = OxFFFFfFfff

The default is 4,294,967,295 bps (Oxffffffff in hexadecimal; 4,096 Mbps or .5 Gbps),
which effectively turns off rate limiting for sessions that do not match APE rules.

3. If you want to set a rate limit for sessions that do not match APE rules, use the
corresponding set command. The following example sets a limit of .25 Gbps:

[root@defaulthost admin]# scio const set sc_ape_default_rate_limit 2147483648
scio: setting sc_ape_default_rate_limit to 0x80000000

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Configuring the APE Rulebase (NSM Procedure) on page 56

. Enabling Per-User Rate Limiting for User-Role-Based Rules on page 183
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Enabling Per-User Rate Limiting for User-Role-Based Rules

If you implement user-role-based rules, you can apply rate limiting to all users who
belongs to the specified role or to each user who belongs to the specified role. By default,
rate limiting is applied to all users who belong to the specified role. You can change this
setting with the command-line interface.

To enable per-user rate limiting:

1. Log into the CLI as admin and enter su - to switch to root.

2. Enter the following command to show the current value:

[root@defaulthost admin]# scio const -s sO get sc_per_subscriber_ratelimit
scio: sc_per_subscriber_ratelimit = 0x0

0x0 indicates that per-subscriber rate limiting is disabled.
3. Enter the corresponding set command to enable per-subscriber rate limiting:

[root@defaulthost admin]# scio const-s sO set sc_per_subscriber_ratelimit 1
scio: setting sc_per_subscriber_ratelimit to Ox1

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Configuring the APE Rulebase (NSM Procedure) on page 56

« Configuring a Default Rate Limit on page 182
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CHAPTER 15

Using ACM to Configure IDP Series
Network Interfaces

This chapter contains the following topics:

« ACM Task Summary on page 185

Configuring Virtual Routers (ACM Procedure) on page 186
« Configuring Interface Aliasing (ACM Procedure) on page 187
« Installing an I/0 Module on page 188

ACM Task Summary

Appliance Configuration Manager (ACM) is a Web-based configuration editor that has
been preinstalled on IDP Series devices.

You use ACM to perform the following tasks:

« Sethost and network information, such as fully gualified domain name, default gateway,
DNS server, and so forth.

. Set IP addresses for the management interface.
« Configure speed/duplex for traffic interfaces.

. Configure interface aliasing, if you want a string you specify to appear in logs instead
of the defaults (defaults are ethO, ethl, eth2 and so forth).

« Configure virtual routers, including deployment mode and bypass settings.
« Enable peer port modulation.
. Enable Layer 2 processing.

« Set access, such as passwords for root and admin users, SSH requirements, Radius
access, and ACM access restrictions.

« Configure credentials for interoperability with Network and Security Manager, IC Series
Unified Access Control appliances, and SA Series SSL VPN appliances.

« Save the running configuration to a file.

. Upload a configuration file and activate it.
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Related
Documentation

For information on using ACM to perform these tasks, refer to the ACM online Help.
The following related topics are included in the IDP Series Administration Guide:

« Connecting to ACM on page 311
« Configuring Virtual Routers (ACM Procedure) on page 186

« Configuring Interface Aliasing (ACM Procedure) on page 187
The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Series Network Interfaces Overview

Configuring Virtual Routers (ACM Procedure)

A virtual router is a logical pair of traffic interfaces that handles traffic into and out of the
IDP Series device. You use the ACM Configure Virtual Routers page to configure the
features of the virtual routers, including deployment mode and bypass options. For
background information on these features, see the IDP Series Concepts and Examples
Guide. Figure 49 on page 186 shows the ACM Configure Virtual Routers page.

Figure 49: ACM Configure Virtual Routers Page
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To configure virtual routers:
1. Connect to ACM.
2. From the main menu, click Reconfigure Virtual Routers.

3. On the Configure Virtual Routers page:

. Select the boxinthe Active? column to enable the virtual routers you plan to connect
to your network.

. Specify a deployment mode: transparent or sniffer.

186
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- For transparent mode virtual routers, specify how you want to handle failure or
shutdown: internal bypass, external bypass, or NICs off.

. Specify whether you want to enable Layer 2 bypass.
. Specify whether you want to enable peer port modulation.
. Specify a failover timeout value.
For details, see the ACM online Help.
4. Click Next to advance the wizard until you reach the Brief Configuration Report page.

5. Review, save, and apply your configuration changes.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
. Connecting to ACM on page 311
The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Series Network Interfaces Overview

Configuring Interface Aliasing (ACM Procedure)

You configure interface aliasing if you want the traffic interface fields in logs to display
a text string instead of the default traffic interface names. For IDP Series devices, the
interface fields in the logs that appear in NSM are srcintf and dstintf (source and
destination interfaces). The default traffic interface names are eth2, eth3, and so forth.

Figure 50 on page 187 shows the ACM Configure Network Interface Hardware page, where
you can configure interface aliasing.

Figure 50: ACM Configure Network Interface Hardware Page
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Network Interface Setup

Interface Alias Hardware Mode
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ethis | Gigabit Ethernet au v

[ Reboot IDP at the end so changes can take effect

Next Step
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To configure interface aliasing:

1. Connect to the Appliance Configuration Manager (ACM).
2. From the main menu, click Reconfigure Network Interface Hardware.
3. Specify an alias for a traffic interface by typing a string in the Alias box.

4. Save and apply your changes.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Connecting to ACM on page 311

« IDP Series Logs and Reports in NSM Task Summary on page 207

Installing an 170 Module

|/0O modules contain traffic interfaces of the type and capacity required for your specific
deployment.

The following figures show the faceplate of an I/0 module blank and the faceplates of
IDP Series I/0 modules. The procedure following the figures describes how to install an
|/O module.

Figure 51: 170 Module Blank
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Figure 53: IDP-1GE-4SFP*
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Figure 54: IDP-1GE-4SX-BYP
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Figure 56: IDP-10GE-2SR-BYP

The following procedure assumes you have already installed the IDP Series appliance in
your equipment rack.
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A CAUTION: Carefully observe safety guidelines provided in the Juniper Networks
Safety Guide.

To install the I/0 module hardware:

1. Power off the device. Verify that the power LED is off.

2. Unscrew the blank or replaceable module tray and remove it from the chassis.

3. Carefully replace the blank or replaceable module tray with the new I/0 module tray.

Slide the I/0 module tray into the I/0 module slot.

Figure 57: Replacing a Blank Tray with an 170 Module Tray

S}Ju'niper‘

4. Tighten the screws on each side of the faceplate.
5. Power on the device. Verify that the power LED is a steady green light.

6. Use ACM to reconfigure device settings to incorporate the new traffic interfaces. You

need to configure speed/duplex settings and assign the new interfaces virtual routers.

7. Connect the traffic interfaces to your network.

8. Verify traffic flow.

The following related topics are included in the IDP Series Administration Guide:

. Connecting to ACM on page 311
. Configuring Virtual Routers (ACM Procedure) on page 186

« Configuring Interface Aliasing (ACM Procedure) on page 187
The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Series Network Interfaces Overview

190
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Updating IDP OS Software

This chapter describes how to use NSM to update IDP OS software, the IDP detector
engine, and the NSM attack database. It includes the following topics:

« Updating IDP OS Software (NSM Procedure) on page 191
« Upgrading Software (CLI Procedure) on page 193
« Loading J-Security Center Updates (NSM Procedure) on page 194

Updating IDP OS Software (NSM Procedure)

This topic provides the basic procedure for upgrading IDP OS software. Check the release
notes to see the exact procedure tested for a particular release.

To update IDP OS software:

1. Add the IDP OS software to the NSM GUI server.

2. Push the IDP OS software from the NSM GUI server to one or more IDP Series devices.
To add an IDP OS software image to the NSM GUI server:

1. Download the software image:

a. Go to https://www.juniper.net/customers/csc/software/ and log in with your
customer username and password.

b. Enter the IDP Series device serial number to display a view of applicable software
releases available for download.

c. Click the applicable link to display the software download page.
d. Download the software to a location you can access from your NSM client.

2. From the NSM main menu, select Tools > Software Manager to display the Software
Manager dialog box.

3. Click the + button to display the Open dialog box.

4. Select the IDP OS software image you just downloaded and click Open to add the
software image to the NSM GUI server.

5. Click OK.
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To push the software image from the NSM GUI server to IDP Series devices:

1.

From the NSM main menu, select Devices > Software > Install Device Software to
display the Install Device Software dialog box.

From the Select OS Name list, select ScreenOS/IDP.

From the Select Software Image list, select the image file you just added to the NSM
GUlI server.

In the Select Devices list, select the IDP Series devices on which to install the software
update.

Click Next and complete the wizard steps.

Select Automate ADM Transformation to automatically update the Abstract Data
Model (ADM) for the device after NSM installs the update.

0 NOTE: If you clear this setting, the update is installed onto the device, but
you cannot manage the device from NSM until the device ADM is updated.

Click Finish to display upgrade status in the Job Information dialog box.
When the upgrade finishes, click Close to exit the Job Information dialog box.

Download the IDP detector engine and NSM attack database updates to the NSM
GUI server:

In NSM, select Tools > View/Update NSM attack database and complete the wizard
steps.

. Push the updated IDP detector engine to IDP Series devices:

In NSM, select Devices > IDP Detector Engine > Load IDP Detector Engine and complete
the wizard steps.

6 NOTE: Updating the IDP detector engine on a device does not require a
reboot of the device.

. Pushasecurity policy update job to update attack objectsin use in your security policy:

a. In NSM, select Devices > Configuration > Update Device Config.
b. Select devices to which to push the updates and set update job options.

c. Click OK.

The following related topics are included in the IDP Series Administration Guide:

« Upgrading Software (CLI Procedure) on page 193

« Loading J-Security Center Updates (NSM Procedure) on page 194

192
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Upgrading Software (CLI Procedure)

This topic provides the basic procedure for upgrading IDP OS software. Check the release
notes to see the exact procedure tested for a particular release.

When you upgrade IDP OS software, you perform the following basic steps:

1. Upgrade IDP OS software (CLI or NSM).
2. Update IDP detector engine (NSM).
3. Update the NSM attack object database (NSM).

4. Update the security policy installed on the IDP Series device (NSM).
To upgrade IDP OS software from the CLI:
1. Download the software image to a host that runs an FTP server. Follow these steps:

a. Go to https://www.juniper.net/customers/csc/software/ and log in with your
customer username and password.

b. Enter the IDP Series device serial number to display a view of applicable software
releases available for download.

c. Click the applicable link to display the software download page.

d. Save the sensor_version.sh file (where version is the number that identifies the
software release version).

2. Connect to the IDP OS command-line interface in one of the following ways:

. Use SSH to connect to the IP address or hostname for the management interface.
Log in as admin and enter su - to switch to root.

. If you prefer, make a connection through the serial port and log in as root.

6 NOTE: To make an SSH connection, you must have enabled SSH for the
management port (eth0). For details, see the ACM online Help.

3. Use SCP or FTP to copy the software image to the IDP Series device. The IDP Series
device does not run an FTP server, so you have to initiate the FTP session from the
IDP Series device.

4. Run the upgrade script by entering sh sensor_version.sh, where version is the number
that identifies the software release version. When the script has finished, enter reboot.

5. In the NSM Device Manager, right-click the device, select Adjust OS Version, and
complete the wizard steps.

6. Download the IDP detector engine and NSM attack database updates to the NSM
GUlI server:
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From the NSM main menu, select Tools > View/Update NSM attack database and
complete the wizard steps.

7. Push the updated IDP detector engine to IDP Series devices:

From the NSM main menu, select Devices > IDP Detector Engine > Load IDP Detector
Engine for ScreenOS and complete the wizard steps.

O NOTE: Updating the IDP detector engine on a device does not require a
reboot of the device.

8. Pushasecurity policy update job to update attack objectsin use in your security policy:

a. In NSM, select Devices > Configuration > Update Device Config.
b. Select devices to which to push the updates and set update job options.

c. Click OK.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation

« Loading J-Security Center Updates (NSM Procedure) on page 194

« Pushing Security Policy Updates to an IDP Series Device (NSM Procedure) on page 73

Loading J-Security Center Updates (NSM Procedure)

The Juniper Networks Security Center (J-Security Center) routinely makes important

updates available to IDP security policy components:

« Detector engine. The IDP detector engine is a dynamic protocol decoder that includes
support for decoding more than 60 protocols and more than 500 service contexts.
You should update IDP detector engine whenyou first install IDP, whenever you upgrade,
and whenever alerted to do so by Juniper Networks. You can view release notes for
detector engine updates at
http://www.juniper.net/techpubs/software/management/idp/de/.

« Attack database. The attack signature database stores data definitions for attack
objects. Attack objects are patterns comprising stateful signatures and trafficanomalies.
You specify attack objects in IDP rulebase rules.

« Application signature database. The application signature database stores data
definitions for application objects. Application objects are patterns used to identify
applications and match APE rulebase rules.

J-Security Center updates are packaged and released separately from the IDP operating
system and software code base to ensure IDP products protect your network against
recently discovered vulnerabilities. We recommend you schedule automatic updates for
the attack database and application database. For IDP Series devices, both databases
are distributed in “signature database updates”.

194
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After you have completed the update, any new attack objects and application objects
are available in the security policy editor. If you use dynamic groups in IDP rulebase rules
and a new attack object belongs to the dynamic group, the rule automatically inherits
the new attacks.

0 NOTE: Werecommend you subscribe to the IDP Signature Updates technical
bulletin to be notified when J-Security Center releases IDP detector engine
updates. Go to https://www.juniper.net/alerts/.

Table 59 on page 195 provides procedures for updating the IDP detector engine and the
NSM attack database.

Table 59: IDP Detector Engine and NSM Attack Database Update Procedures

Task Procedure

To view version information for the In the NSM Device Manager, double-click the IDP Series device to display the IDP
installed IDP detector engine Series device configuration editor. The Info node displays version information,
including the IDP detector engine version.

To update the IDP detector engine Updating the IDP detector engine is a three part process.
To update IDP detector engine:

1. Download IDP detector engine and NSM attack database updates to the NSM
GUI server:

In NSM, select Tools > View/Update NSM attack database and complete the
wizard steps.

2. Push the updated IDP detector engine to IDP Series devices:

In NSM, select Devices > IDP Detector Engine > Load IDP Detector Engine and
complete the wizard steps.

NOTE: Updating the IDP detector engine on a device does not require a reboot
of the device.

3. Run a security policy update job to initialize the IDP detector engine update:

a. In NSM, select Devices > Configuration > Update Device Config.
b. Select devices to which to push the updates and set update job options.

c. Click OK.
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Table 59: IDP Detector Engine and NSM Attack Database Update Procedures (continued)

Task Procedure

To update predefined attack objects and

application objects

Updating attack objects is a two-part process.

To update predefined attack objects:

1.

Download NSM attack database updates to the NSM GUI server:

From the NSM main menu, select Tools > View/Update NSM attack database
and complete the wizard steps.

Push the updates to IDP Series devices:

a. From the NSM main menu, select Devices > Configuration > Update Device
Config.

b. Select devices to receive pushed updates and set update job options.

c. Click OK.

NOTE: Only the attack objects that are used in IDP rules for the device are pushed
from the GUI server to the device.

To schedule regular updates

1.

2.

Log in to the NSM GUI server command line.
Change directory to /usr/netscreen/GuiSvr/utils.

Create a shell script called attackupdates.sh with the following contents:

« Set the NSMUSER environment variable with an NSM domain/user pair. The
command for setting environment variables depends on your OS. For
example:

export NSMUSER=domain/user

« Set the NSMPASSWD environment variable with an NSM password. The
command for setting environment variables depends on your OS and shell.
For example:

export NSMPASSWD=password
« Specify a guiSvrCli.sh command string. For example:

/usr/netscreen/GuiSvr/utils/guiSvrCli.sh --update-attacks
--post-action --update-devices --skip

Make the script executable by the user associated with the cron job:
chmod 700 attackupdates.sh

Run the crontab editor:
crontab -e

Add an entry for the shell script:

minutes_after_hour hour * * *
/usr/netscreen/GuiSvr/utils/attackupdates.sh

During the update, the guiSvrCli utility updates the attack object database, then
performs the post actions. After updating and executing actions, the system
generates an exit status code of O (no errors) or 1 (errors).

NOTE: Forinformation on connecting to the NSM command line, see the NSM
documentation.

196
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Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. Attack Objects Task Summary on page 79

« Application Objects Task Summary on page 111

« Pushing Security Policy Updates to an IDP Series Device (NSM Procedure) on page 73
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Attack Objects

« Using Application Objects
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CHAPTER 17

Restarting the IDP Engine

This chapter contains the following topics:
« Restarting the IDP Engine on page 199

Restarting the IDP Engine

You use the idp.sh command to start, stop, or restart the main IDP process.
The idp.sh utility is located in /usr/idp/device/bin.
Table 60 on page 199 identifies operations you perform with IDP Series user interfaces.

Table 60: Operations Requiring Use of Particular IDP Series User Interfaces

Task CLlI ACM NSM
Start the IDP main process. idp.sh start No No
Stop the IDP main process. idp.sh stop No No
Restart the IDP main process. idp.sh restart No No
Reload all IDP processes idp.sh reload No No
Reboot the IDP Series device. reboot Yes Yes
Shutdown the IDP Series device. shutdown No No
Start the Profiler. No No Yes

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Connecting to the Command-Line Interface (CLI Procedure) on page 315

. idp.sh Command Reference on page 320

« Rebooting and Shutting Down the IDP Series Appliance on page 201
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Rebooting and Shutting Down an IDP
Series Appliance

This chapter includes the following topic:

« Rebooting and Shutting Down the IDP Series Appliance on page 201

Rebooting and Shutting Down the IDP Series Appliance

Table 61 on page 201 describes the commands you use to reboot and shut down the IDP
Series appliance.

Table 61: IDP Series Appliance Reboot and Shutdown Commands

Command Usage

reboot Reboots the IDP Series appliance.
You reboot under the following circumstances:

« Afterinstalling software updates
« After changing interface settings

You do not need to reboot under the following circumstances:

« Installing customer service patches

« Pushing IDP detector engine updates
« Pushing attack object updates

« Pushing configuration updates

TIP: If you are not sure whether the IDP Series appliance requires a reboot, log in to
ACM. The ACM home page indicates whether the IDP Series appliance is in a state
that requires or does not require a reboot.

NOTE: The reboot command is different from idp.sh restart, which restarts the IDP
processes.
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Table 61: IDP Series Appliance Reboot and Shutdown Commands (continued)

Command Usage

shutdown Shuts down the IDP Series appliance.
You shut down the IDP Series appliance under the following circumstances:

« Before replacing cold-swappable components, such as I/0 modules on high-end
models and power supplies on low-end models.

« To take the IDP Series appliance out of use.
NOTE: You do not need to shut down to replace hot-swappable components.

NOTE: If you have enabled internal bypass, traffic passes through the IDP Series
device uninspected when the device is shut down.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Connecting to the Command-Line Interface (CLI Procedure) on page 315

« Connecting to ACM on page 311
« Restarting the IDP Engine on page 199
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Monitoring Attacks and Application Usage

« Monitoring Tools Overview on page 205

« Using NSM Logs and Reports on page 207

« Using IDP Reporter on page 235

« Using SNMP to Monitor Device Health and Traffic Statistics on page 237
« Monitoring NIC State with the bypassStatus Command on page 267

« Verifying Feature Implementation with scio Counters on page 269

« Monitoring Session Flow with the sctop Command on page 277

« Using Command-Line Ultilities for Packet Capture on page 281

Copyright © 2013, Juniper Networks, Inc. 203



IDP Series Administration Guide

204 Copyright © 2013, Juniper Networks, Inc.



CHAPTER 19

Monitoring Tools Overview

This chapter contains the following topic:

« Supported Tools for Monitoring Tasks on page 205

Supported Tools for Monitoring Tasks

Table 62 on page 205 identifies supported tools for IDP Series monitoring tasks.

Table 62: Supported Tools for Monitoring Tasks

Task CLI SNMP IDP Reporter NSM
Monitoring the status of the operating system. Yes Yes No Yes
Monitoring the status of network interfaces. Yes Yes No Yes
Monitoring the status of IDP engines. Yes Yes No No
Monitoring actual CPU usage of IDP engines. Yes Yes No No
Analyzing attack logs and reports. No No Yes Yes
Analyzing application usage logs and reports. No No Yes Yes
Viewing flow statistics. Yes Yes No No
Using debugging counters. Yes No No No
Packet capture jnetTcpdump, No No Policy-based
tcpdump

Related The following related topics are included in the IDP Series Administration Guide:

Documentation

« |IDP Series Logs and Reports in NSM Task Summary on page 207
« |IDP Reporter Task Summary on page 235
« scio Monitoring Commands Task Summary on page 269

« bypassStatus Utility Task Summary on page 267
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« sctop Task Summary on page 277
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Using NSM Logs and Reports

This chapter contains the following topics:

IDP Series Logs and Reports in NSM Task Summary on page 207

Viewing Device Status (NSM Procedure) on page 208

Using NSM Logs on page 213

Viewing NSM Predefined Reports (NSM Procedure) on page 221

Creating NSM Custom Reports (NSM Procedure) on page 224

Configuring Log Storage Limits on page 226

Configuring Log Suppression (NSM Procedure) on page 227

Configuring an SNMP Agent (NSM Procedure) on page 228

Configuring Syslog Collection (NSM Procedure) on page 230

Enabling Collection of Packet Data in NSM Logs (NSM Procedure) on page 232

IDP Series Logs and Reports in NSM Task Summary

|IDP Series devices generate logs about device status based on built-in criteria and about
security events based on the security policy notification settings. These logs are
automatically sent to the NSM GUI server and can be viewed in the NSM log viewer.

IDP Series administration includes the following log-related tasks:

Viewing device status, logs, and reports.
Viewing attack logs and reports.
Viewing application usage logs and reports.

Configuring interface aliasing, if you want to identify IDP Series traffic interfaces by
name in logs and reports.

Configuring log suppression, if you want to reduce the number of identical log files.

Configuring communication with an SNMP or syslog server, if you use external log
programs to view alerts or analyze or archive log data.

Ensuring collection of packet data in NSM logs is enabled, if you want to drill into packet
data from NSM logs.
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o NOTE: To avoid issues with reports, we highly recommend that you
synchronize the network clocks for all devices to the same NTP server. For
example, the network clocks for all IDP devices and NSM clients should be

synchronized to the NTP server specified in the NSM configuration.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Viewing Device Status (NSM Procedure) on page 208

« Using NSM Logs on page 213

« Viewing NSM Predefined Reports (NSM Procedure) on page 221

« Configuring Interface Aliasing (ACM Procedure) on page 187

« Configuring Log Suppression (NSM Procedure) on page 227

« Configuring an SNMP Agent (NSM Procedure) on page 228

. Configuring Syslog Collection (NSM Procedure) on page 230

. Enabling Collection of Packet Data in NSM Logs (NSM Procedure) on page 232

The following related topic is included in the IDP Series Concepts and Examples Guide:

. IDP Logs Overview

Viewing Device Status (NSM Procedure)

Purpose You monitor NSM device status to see whether there are any issues with the
communication between NSM and the IDP Series device. Within the NSM Device Monitor,
you can also drill-down for status on IDP Series device CPU, memory, and session
utilization.

Figure 58 on page 208 shows the NSM Device Monitor.

Figure 58: NSM Device Monitor
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Action To display the Device Monitor, in the NSM navigation tree, select Investigate > Realtime
Monitor > Device Monitor.

Table 63 on page 208 describes NSM device monitor status data.

Table 63: NSM Device Monitor Status Data

Column Description

Name Displays the NSM name for the device. The NSM name is a value you specify when you add the device
to the NSM Device Manager.
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Table 63: NSM Device Monitor Status Data (continued)

Column Description

Domain Displays the NSM domain to which the device is a member.
Platform Displays the device model number.
OS version Displays the operating system version.

Connection status

Displays the status of the connection between the device and NSM:

« Up
« Down

« Never Connected

Alarm

Displays the most severe alarm for the device (if applicable). Double-click an alarm to view the Alarm
Details dialog box, which lists all alarms and their polling time for that device.

Hardware inventory
status

Displays the status of hardware inventory data:

« InSync—The NSM device configuration data matches the IDP Series device running configuration
data.

« Reconciliation needed—The NSM device configuration data does not match the IDP Series device
running configuration data.

« Unknown-Inventory information is unknown (the device might not be deployed yet).
« N/A—Inventory information is not available.

Software inventory
status

Configuration state

Displays the status of software inventory data:

« In Sync—The NSM device configuration data matches the IDP Series device running configuration
data.

« Reconciliation needed—The NSM device configuration data does not match the IDP Series device
running configuration data.

« Unknown—Inventory information is unknown (the device might not be deployed yet).
« N/A-Inventory information is not available.

Displays the status of the NSM device configuration compared to the IDP Series device running
configuration:

« Managed-Indicates that the device is managed by NSM.

« Modeled—Indicates that the security device exists in NSM but has not been pushed to the IDP Series
device.

« RMA-Indicates a device that has been reverted to a modeled state.
« Waiting for 1st connect—Indicates that NSM is waiting for the device to connect.

« Import Needed—Indicates the running configuration has changed and you should import the
configuration from the IDP Series device to synchronize the NSM device configuration.

« Update Needed—Indicates a change to the NSM device configuration that needs to be pushed to
the IDP Series device.

« OS Version Adjustment Needed—Indicates that the firmware version detected on the device is
different from what was previously detected by NSM.
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Table 63: NSM Device Monitor Status Data (continued)

Column Description

Licenseinventory status  Displays hardware inventory information:

« In Sync—The NSM device configuration data matches the IDP Series device running configuration
data.

« Reconciliation needed—The NSM device configuration data does not match the IDP Series device
running configuration data.

« Unknown—Inventory information is unknown (the device might not be deployed yet).
« N/A-Inventory information is not available.

First connect Displays the date and time the device first connected to NSM.
Latest connect Displays the date and time the device last connected to NSM.
Latest disconnect Displays the date and time the device last disconnected from NSM.

Todrilldown to CPU and memory statistics, right-click the name of the device and select
View Details.

Figure 59 on page 210 shows the NSM Device Details page, which includes CPU and
memory statistics.

Figure 59: NSM Device Detail
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Table 64 on page 211 describes the NSM Device Details Page.
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Table 64: NSM Device Monitor: Device Details Page

Column Description

OS Version The IDP operating system version.

Mode Current operation mode of the device.

CPU Idle Percentage of the time the CPU was idle.

CPU User Percentage of CPU utilization for user processes.

CPU Kernel Percentage of CPU utilization for kernel processes.

CPU Usage Combined CPU utilization for user and kernel processes.
NOTE: This CPU statistic shown here is the value returned from the Linux top command for CPUO.
On IDP8200, only control plane processes run on CPUO. On IDP1100, IDP800, and IDP250, control
plane processes and JNET driver processes run on CPUO. On IDP600 and IDP75, all processes run
on CPUO.

1Min Load One-minute load average.

5 Min Load Five-minute load average.

15 Min Load Fifteen-minute load average.

Total Mem Total amount (in megabytes) of memory.

Used Mem Amount (in megabytes) of used memory.

Mem Usage Percentage of used memory.

Total Swap Total amount (in megabytes) of swap space.

Used Swap Amount (in megabytes) of used swap space.

Swap Usage Percentage of used swap space.

To drill down to process status:

1. Right—click a row in the Device Monitor report and select View Device Details.

2. Click the Process Status tab.

Figure 60 on page 212 shows Process Status page, which gives details on memory and
CPU usage per IDP process.
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Figure 60: NSM Device Monitor: Process Status Page
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icdpHMD 11.38 ME 261 MB 0.10 % w50 Chuild 1.
idpLogReader |41 .30 MB 3.39MB 0.05 % w50 Chuild 1.
pkicl 20.55 ME 227TMB 0.10 % w50 Chuild 1.
profiler 136 67 MB 1889 MB 0% w50 Chuild 1.
=ciod 77.890 ME 1.48 MB 0% w50 Chuild 1.

| Close

NOTE:
O Due to a limitation, the CPU usage for the IDP engine is reported as 0%. To
see the actual CPU usage for an IDP engine

« Formulticore platforms,, loginto the IDP OS command-line interface (CLI)
and use the scio idp-cpu-utilization commmand.

. Forsingle core platforms, log into the IDP OS command-lineinterface (CLI)
and use the Linux top command.

The correct CPU usage is also reported via SNMP.

To drill down to packet and flow counters for current traffic:

1. Inthe NSM navigation tree, select Investigate > Realtime Monitor > Device Monitor.

2. Right-click the name of the device and select View Statistics.

Figure 61 on page 213 shows the Device Statistics page.

212
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Related
Documentation

Using NSM Logs

Figure 61: NSM Device Monitor: Device Statistics
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The following related topics are included in the IDP Series Administration Guide:

« |IDP Series Logs and Reports in NSM Task Summary on page 207
. SNMP Statistic Reporting and Traps Task Summary on page 237

NSM Logs Overview

You use NSM to view logs related to IDP Series device status and security events. This
section includes the following topics:

« NSM Logs Overview on page 213

« Using NSM Log Viewer (NSM Procedure) on page 214

« Using NSM Log Investigator (NSM Procedure) on page 219

« Using NSM Audit Log Viewer (NSM Procedure) on page 220

NSM collects logs from managed IDP Series devices and stores them in a central log
database. You can use NSM to view, manipulate, and export logs.

Table 65 on page 213 provides a reference of log views.

Table 65: Log Viewing Options

Log Views Description

NSM Log Viewer / Log
Investigator

Logs based on notification options you set for security policy rules.

Logs related to device events, such as changes in the state of a traffic interface.

NSM Security Monitor

Logs produced by the Profiler feature.
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Table 65: Log Viewing Options (continued)

Log Views Description

NSM Audit Log Viewer Logs generated by NSM related to the use of NSM to manage the IDP Series device.

Using NSM Log Viewer (NSM Procedure)

Purpose You use the NSM Log Viewer to access logs generated when traffic matches a security
policy rule.

Figure 62 on page 214 shows the NSM log viewer. You can use NSM management features
to flag logs for filtering or follow up. The bottom panes include summary information for
the attack and the data that matched the rule.

Figure 62: NSM Log Viewer
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Table 66 on page 214 describes the columns in the NSM Log Viewer table display.

Table 66: NSM Log Viewer: Log Columns

Column Description

LogID Unigue ID for the log entry, derived from the combination of the date and log number.
Time Received Date and time that the management system received the log entry.
Alert Displays an icon if the log matches a rule for which the alert flag was selected.
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Table 66: NSM Log Viewer: Log Columns (continued)

Column Description

User Flag

Src Addr

To set a flag, right-click the log row, select Flag, and then select one of the following flags:

« High

« Medium

o Low

o Closed

« False Positive
« Assigned

« Investigate

« Follow-up

. Pending

Source IP address of the packet that generated the log entry.

Dst Addr

Action

Destination IP address of the packet that generated the log entry.

Action the security device performed on the packet/connection that generated this log entry:

« Accepted—The device did not block the packet.

« Closed Client—The device closed the connection and sent a RST packet to the client, but did neither
to the server.

« Closed Server—The device closed the connection and sent a RST packet to the server, but did neither
to the client.

« Closed—The device closed the connection and sent a RST packet to both the client and the server.

« Dropped—The device dropped the connection without sending a RST packet to the sender, preventing
the traffic from reaching its destination.

« Dropped Packet—The device dropped a matching packet before it could reach its destination but
did not close the connection.

« Ignored—Matched the attack, did not take action, and ignored the remainder of the connection.

NOTE: IDP logs show the action that was set in the rule, not necessarily the actual action taken. For
TCP events, these are the same. For UDP and ICMP events, the IDP logs show close client, close server,
and close client and server actions, even when the actual action taken was a drop (close actions are
not possible for UDP or ICMP packets).

Protocol

Protocol that the packet that generated the log entry used.

Dst Port

Destination port of the packet that generated the log entry.

Rule #

The rule in a policy rulebase (in a specific version of a domain) that generated the log entry.

Nat Src Addr

The NAT source address of the packet that generated the log entry.

Nat Dst Addr

The NAT destination address of the packet that generated the log entry.

Details

Miscellaneous string associated with log entry.
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Table 66: NSM Log Viewer: Log Columns (continued)

Column Description

Category Type of log entry:

« Alarm. The device generates event alarms for any security event that has a predefined severity level
of emergency, critical, or alert. Additionally, the device generates traffic alarm log entries when it
detects network traffic that exceeds the specified alarm threshold in a rule (the traffic alarm log
entry describes the security event that triggered the alarm).

« Config. A configuration change occurred on the device.

« Custom. A match with a custom attack object was detected.
« Implicit. An implicit rule was matched.

« Info. General system information.

« Profiler. Traffic matches a Profiler alert setting.

« Screen. Not applicable for IDP Series devices. Screen alarms are generated by ScreenOS firewall
devices.

« Self. The device generated this log for a non-traffic related reason.
« Signature. Traffic matches an attack object.
« Traffic. Traffic matches a rule you have configured for harmless traffic.

Subcategory Category-specific type of log entry (examples are "Reboot" or message ID).

Severity Severity rating associated (if any) with this type of log entry:

« Not Set (the device could not determine a severity for this log entry)
« Info

« Device_warning_log

e Minor

« Major

» Device_critical_log

« Emergency

o Error

« Notice

« Informational

« Debug
Device Device that generated this log entry.
Comment User defined comment about the log entry.
Application Name Application associated with the current log.
Bytes In For sessions, specifies the number of inbound bytes.
Bytes Out For sessions, specifies the number of outbound bytes.
Bytes Total For sessions, specifies the combined number of inbound and outbound bytes.
Dev Domain Ver Domain version that generated this log entry.
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Table 66: NSM Log Viewer: Log Columns (continued)

Column Description

Device Domain

Domain for the device that generated this log entry.

Device family

Family of the device that generated this log entry.

Dst Intf

Dst Zone

Name of the outbound interface of the packet that generated this log entry.

TIP: Use ACM to configure an alias for the interface if you want to be able to view or sort on the alias.

Destination zone associated with a traffic log entry.

Elapsed Secs

For sessions, specifies how long the session lasted.

Has Packet Data If a marker appears in this column, you can right click the row and select Show > Packet Data or Show
> Packet Data in External Viewer to view the packet capture.

NAT Dst Port The NAT destination port of the packet that generated the log entry.

NAT Src Port The NAT source port of the packet that generated the log entry.

Packets In For sessions, specifies the number of inbound packets.

Packets Out For sessions, specifies the number of outbound packets.

Packets Total For sessions, specifies the combined number of inbound and outbound packets.

Policy The security policy (in a specific version of a domain) whose rule generated the log entry.

Roles Role group associated with this log entry.

Rule Domain

The domain of the rule that generated the log entry.

Rule Domain Ver

The domain version of the rule that generated the log entry.

Rulebase The security policy rulebase (in a specific version of a domain) that generated the log entry.
Src Intf Name of the inbound interface of the packet that generated this log entry.
TIP: Use ACM to configure an alias for the interface if you want to be able to view or sort on the alias.
Src Port Source port of the packet that generated the log entry.
Src Zone Source zone associated with a traffic log entry.

Time Generated

Date and time the device generated the log entry.

User

User associated with this log entry.
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O NOTE: Data is collected for all fields but not all columns are displayed by
default. Select View > Choose Columns to select the columns you want to
monitor.

You can drill from logs to packet captures by right clicking a log that contains the packet
capture and selecting the NSM packet viewer or an external packet viewer.
Figure 63 on page 218 shows the NSM packet viewer.

Figure 63: NSM Packet Viewer

File

Mo [  SourcelP | Source MAC [ Dest IP [ Dest MAC [ Protocol| Src Port[Dst Port [ Length [ vLaN
a5 333373 0:50:56:C0:00 44 44134 0 50:56:C0:: TCP BOSE2 &0 1500 falze
0000 50 4f 53 54 20 2£ Ze 6a 73 70 20 63 6d 64 Ze 65 POST /.j=p cmd.e £

aolo 75 a5 20 2f 63 Z0 ZZ 65 63 68 6 20 77 6f 7Z 6b xe fc "echo work
00zo 73 Z0 3e 20 63 3a 5o 64 65 73 69 72 65 64 66 69 2 > cihdesiredfi
0030 6c 65 2e 74 78 74 22 7o 41 41 41 41 41 41 41 41 le.txt” |AARAAARL
0040 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 AALLANDLA RO ADLL
o0so 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 ALRLANMAARRDDADL
ans0 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 ALRBANMDARARRD AR
0070 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 AARDAADAARDDAARL
aog0 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARDAADLARDDDARL
aoso 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 AALLANDLA RO ADLL
00a0 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 ALRLANMAARRDDADL
00bo 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 ALRBANMDARARRD AR
00co 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 AARDAADAARDDAARL
00do 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AARDAADLARDDDARL
00e0 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 AALLANDLA RO ADLL
ooEo 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 ALRLANMAARRDDADL
aloo 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 ALRBANMDARARRD AR
0llo 41 41 41 41 41 41 41 41 4l 41 41 41 41 41 41 41 AARDAADAARDDAARL [:

o NOTE: Packet captures are included in NSM log records only if you configure
the packet logging notification option in your security policy rule.

Action Todisplay logs in NSM Log Viewer:

1. Inthe NSM navigation tree, select Investigate > Log Viewer > Predefined.

2. Click a predefined category to display a filtered view of logs. Table 67 on page 219
describes the predefined views.
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Table 67: NSM Log Viewer: Predefined Views

View Description

Critical Displays events that match security policy rules marked with severity of critical.

Alarm Displays events that match security policy rules with notification options set to mark the event as
an alarm event.

DI/1DP Displays all log entries with signature, anomaly, or custom in the sub category column. IDP log entries
provide information about an attack match against an IDP attack object. DI log entries provide
information about an attack match against a deep inspection profile object.

Screen Not applicable for IDP Series devices. Screen alarms are generated by ScreenOS firewall devices.

Traffic Displays logs for traffic that matches a rule but the severity is low and notification option is log only.

Info Displays info log entries. Info log entries provide general system information.

Config Displays all configuration log entries. Configuration log entries provide information about a
configuration or operational state change in Network and Security Manager.

Self Displays all logs generated for non-traffic related reasons.

Profiler Displays Profiler logs.

Backdoor Displays log records generated by rules in the Backdoor rulebase.

Scans Displays log records with a scan entry in the subcategory column, such as port scan.

Q TIP: For details on using NSM to create custom views, see the NSM online
Help.

Using NSM Log Investigator (NSM Procedure)

You use the NSM Log Investigator to analyze aggregations of logs and drill down based
on properties of interest.

To display logs in NSM Log Investigator, in the NSM navigation tree, select Investigate >
Log Investigator.

Q TIP: For details on using NSM to modify aggregation or display options, see
the NSM online Help.
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Using NSM Audit Log Viewer (NSM Procedure)

Purpose You use the NSM Audit Log Viewer to view logs generated by NSM related to the use of
NSM to manage the IDP Series device.

Action Todisplay the NSM Audit Log Viewer table, in the NSM navigation tree, select Investigate
> Audit Log Viewer.
Table 68 on page 220 describes the columns in the Audit Log Viewer table.

Table 68: NSM Audit Log Viewer Table

Column Description

Time Generated  The time the object was changed. The Audit Log Viewer displays log entries in order of time generated by
Greenwich Mean Time (GMT).

Admin Name The name of the NSM administrator who changed the object.

Admin Login The name of the domain (global or subdomain) that contains the changed object.

Domain

Authorization The final access-control status of activities is either success or failure.

Status

Command The command applied to the object or system, for example, sys_logout or modify.

Targets For changes made to a device configuration or object, the Audit Log Viewer displays the object type, object

name, and object domain.

Devices For changes made to a device, the Audit Log Viewer displays the device name, object type, and device
domain.

For changes made to the management system, such as administrator login or logout, the Audit Log Viewer
does not display target or device data.

Miscellaneous Additional information that is not displayed in other audit log columns.

To display details of a configuration change, such as a changed IP address or renamed
device, select the audit log entry for that change in the Audit Log table and view details
in the Target View table, which appears below the Audit Log Viewer table.

Table 69 on page 220 describes the Target View table.
Table 69: NSM Audit Log Viewer: Target View Table

Column Description

Target Name To see additional details for an target view entry, double-click the entry. NSM displays the configuration
screen that the change was made in and marks the changed field with a solid green triangle.

Table To set the table details for the target view entry, double-click the table. Enter or update the options.
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Table 69: NSM Audit Log Viewer: Target View Table (continued)

Column Description

Domain ID Specifies the domain ID of the target view.

To display details of a nonconfiguration event, such as adding the device, auto-detecting
a device, or rebooting a device, select the audit log entry for that change in the Audit Log
table and view details in the Device View table, which is displayed below the Audit Log
Viewer table.

Table 70 on page 221 describes the Device View table.
Table 70: NSM Audit Log Viewer: Device View Table

Column Description

Device Name To see additional details for an device view entry, double-click the entry. NSM displays the Job Manager
information window for the job task.

Table To set the table details for the device view entry, double-click the table. Enter or update the options.

Domain ID Specifies the domain ID of the device view.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« IDP Series Logs and Reports in NSM Task Summary on page 207
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Example: Using NSM Log Viewer Features

Viewing NSM Predefined Reports (NSM Procedure)

Purpose You can use the predefined reports to validate the effectiveness of your security policies.

Table 72 on page 223 describes NSM DI/IDP predefined reports. These reports are related
to attacks.

Table 71: NSM DI/IDP Predefined Reports

Report Description

Top 100 Attacks (last 24 hours) Those attacks that are detected most frequently within the last 24 hours.

Top 100 Attacks Prevented (last 24 hours)  Those attacks that are prevented most frequently within the last 24 hours.

Top 20 Attackers (All Attacks - last 24 IP addresses that have most frequently been the source of an attack during the
hours) last 24 hours.

Top 20 Attackers Prevented (All Attacks -  IP addresses that have most frequently been prevented from attacking the network
last 24 hours) during the last 24 hours.
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Table 71: NSM DI/IDP Predefined Reports (continued)

Report Description

Top 20 Targets (last 24 hours)

IP addresses that have most frequently been the target of an attack during the
last 24 hours.

Top 20 Targets Prevented (last 24 hours)

All Attacks by Severity (last 24 hours)

|P addresses that have most frequently prevented attacks during the last 24 hours.

Number of attacks by severity level (set in attack objects).

All Attacks Prevented by Severity (last 24
hours)

Number of attacks prevented by severity level (set in attack objects).

All Attacks Over Time (last 7 days)

All attacks detected during the last 7 days.

All Attacks Prevented Over Time (last 7
days)

All attacks prevented during the last 7 days.

All Attacks Over Time (last 30 days)

All attacks detected during the last 30 days.

All Attacks Prevented Over Time (last 30
days)

All attacks prevented during the last 30 days.

Critical Attacks (last 24 hours)

All attacks categorized as “critical” detected during the past 24 hours.

Critical Attacks Prevented (last 24 hours)

All attacks categorized as “critical” prevented during the past 24 hours.

Critical through Medium Attacks (last 24
hours)

All attacks categorized as either “critical” or “* medium” detected during the past
24 hours.

Critical through Medium Attacks Prevented  All attacks categorized as either “critical” or “medium” prevented during the past

(last 24 hours)

24 hours.

Top 50 Scan Sources (last 7 days)

|IP addresses that have most frequently performed a scan of a managed device.

Top 50 Scan Targets (last 7 days)

|IP addresses that have most frequently been the target of a scan over the last 7
days.

Profiler - New Hosts (last 7 days)

New Hosts listed in the Profiler over the last 7 days.

Profiler - New Ports (last 7 days)

New Ports listed in the Profiler over the last 7 days.

Profiler - New Protocols (last 7 days)

New Protocols listed in the Profiler over the last 7 days.

Top IDP Rules

The total number of log entries generated by specific rules in your IDP security
policies. You can use the Top Rules report to identify those rules that are generating
the most log events. This enables you to better optimize your rulebases by
identifying those rules that are most and least effective. You can then modify or
remove those rules from your security policies.

222
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Table 71 on page 221 describes Profiler predefined reports. These reports are related to
activity by hosts in your network.

Table 72: NSM Profiler Predefined Reports

Report Description

Top 10 Peers by Count Ten source and destination IP addresses that appeared most frequently in the
Profiler logs.

Top 10 Peers with maximum hits Ten source and destination IP addresses that had highest number of hits in the
Profiler logs.

Table 73 on page 223 describes the predefined application volume tracking (AVT) reports.
The reports are related to application use in your network.

Table 73: NSM: Application Volume Tracking Reports

Report Description

Top 10 Applications by Volume Applications with the highest volume in bytes in the past 24 hours.
Top 10 Application Categories by Application categories with the highest volume in bytes in the past 24 hours.
Volume

Top 5 Applications by Volume over Applications with the highest volume in bytes in the past 1 hour.
Time (last 1 hour)

Top 5 Application Categories by Application categories with the highest volume in bytes in the past 1 hour.
Volume (last 1 hour)

Top 5 Source by Volume over Time Source IP addresses with the highest volume in bytes in the past 1 hour.
(last 1 hour)

Top 5 Destination by Volume over Destination IP addresses with the highest volume in bytes in the past 1 hour.
Time (last 1 hour)

Action To view predefined reports:

1. Inthe NSM navigation tree, select Investigate > Report Manager.
2. Expand one of the following report nodes related to IDP events.
. DI/IDP Reports
. Profiler
« AVT

3. Click the name of a report to display its contents.

Q TIP: For details on modifying report options, see the NSM online Help.
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Related The following related topic is included in the IDP Series Administration Guide:

Documentation

« |IDP Series Logs and Reports in NSM Task Summary on page 207

Creating NSM Custom Reports (NSM Procedure)

Purpose

Action

You use custom reports if you require a view of data not covered by predefined reports.

To create a custom report:

1.

In the NSM navigation tree, select Investigate > Report Manager.
Select a predefined report with data similar to what you ultimately want to save.
Select File > Save As.

Use the predefined report as a template and example. Complete the configuration
options described in Table 74 on page 225.

Click OK.

224
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Table 74: Custom Report Configuration Options

Tab Field

General Name

Description

Specify a name for the report as you would like it to appear in the NSM navigation tree.

Report Title

Specify a name for the report as you would like it to appear at the top of the report.

Type of Report

Select a report type:

« Count-Based—Displays total current activity to date. For example, the Top Scan
Targetsreportis a count-based report that displays the total number of scans currently
recorded against a specified number of destination IP addresses.

« Time-Based—Displays activity over time. For example, the Attacks Over Time report
is a time-based report that measures the top attacks recorded in log records over a
specified period.

« Sum-Based—Displays sum-based data.

Columns for
Report

In reports, columns are the same as log fields.

Time Period

You can configure a report to display all available data from either a specific date and
time or during a specific time interval. For example, if you suspect that your network
was attacked on September 15 at 6:00 PM, you could set the Starting At Time Period
Duration report field in the options on a Top Screen Attacks report to that time, then
generate the report. If you are not sure of the exact date or time of the attack, but know
it occurred during the past 2 days, set the Duration field in the Time Period Duration
report options on a Top Screen Attacks report to two days, then generate the report.

NOTE: The data that you can display in each report is limited by the amount of log
information available.

Data point count

Typically, the top 50 occurrences of each data type are displayed in each report. You

can configure a report to display more or fewer data points depending upon the level
of detail you need. For example, if you want to obtain a more precise view of the top

occurrences of events, you would configure a lower data point count (such as 25).

NOTE: The minimum data point count that you can configure in all reports is 5; the
maximum data point count is 200.

Chart type

Select from the following choices:

« Horizontal bar (default)
« Pie

« Line

« Vertical bar

Save Report In

In the first selection box, specify whether to save in the My Reports or Shared Reports
node.

In the second box, select the Others folder or type a new folder name.

Filter Columns for
Report

The columns you selected on the General tab are passed through. Select the column
with the cursor to display the corresponding Filter Settings controls.

Filter Settings

Specify filter values related to column settings.
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Q TIP: Forinformation on deleting custom reports, organizing report folders,
exporting reports, and using the NSM guiSvrCli.shcommand and Linux cron
command to automate reporting jobs, see the NSM online Help.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. Viewing NSM Predefined Reports (NSM Procedure) on page 221

« IDP Series Logs and Reports in NSM Task Summary on page 207

Configuring Log Storage Limits

You can modify log storage if you want to change the number of logs and packet logs
stored on the IDP Series device. Figure 64 on page 226 shows the NSM Report Settings
page, where you configure log storage limits.

Figure 64: NSM Device Configuration Editor: Report Settings
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To modify log storage limits:

1. Inthe NSM Device Manager, double-click the IDP Series device to display the
configuration editor.

2. Click Report Settings.
3. Complete the settings related to log storage limits described in Table 75 on page 227.
Table 75: IDP Series Device Configuration: Log Storage Limit Settings

Setting Function

Maximum number of packet Determines the limit for packet capture files stored on the IDP Series device. The default is
captures that can be stored 10,000. The minimum value is 1,000. The maximum is 65,535.

Maximum number of logs that Determines the limit of how many log files are stored on the IDP Series device before the
can be stored older logs are pruned. The default is 50,000. The minimum value is 1,000. The maximum
is 65,535.

NOTE: This setting sets a limit for log files and not log entries. A log file may contain many
logs entries.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« IDP Series Logs and Reports in NSM Task Summary on page 207
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Developing a Log Storage Strategy

Configuring Log Suppression (NSM Procedure)

You configure log suppression if you want to reduce the number of logs displayed in the
NSM log viewer. If you enable log suppression, NSM displays a single record for multiple
occurrences of similar events, along with a count of all such occurrences. Logs that match
all elements of a tuple but trigger different IDP rulebase rules are treated as non-similar
events.

0 NOTE: When examining log records where log suppression has been applied
(logs for which counts are given), you might encounter difficulty analyzing
any packet captures contained therein. This is because the packets might
have different destination addresses, or even though tuples are matching,
different patterns might match to a single custom signature.

To enable and configure log suppression:

1. In the NSM Device Manager, double-click the IDP Series device to display the
configuration editor.

2. Click Sensor Settings.
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3. Click Parameters.
4, Complete the settings related to log suppression described in Table 76 on page 228.

Table 76: IDP Series Device Configuration: Log Suppression Settings

Setting Description

Enable log suppression Log suppression is enabled by default. Use this setting to turn log suppression off and on.
Include destination IPs when When log suppression is enabled, multiple occurrences of events with the same source IP,
performing log suppression service, and matching attack object generate a single log record with a count of occurrences.

If you enable this option, log suppression combines log records for events with the same
destination IP.

Number of log occurrences after  This number represents the number of identical log records received before suppression
which log suppression begins starts. The default is 1 (meaning log suppression begins with the first redundancy).

Maximum number of logs that When log suppression is enabled, the IDP Series device must cache log records so that it
log suppression can operate on can identify when multiple occurrences of the same event occur. This number represents
the number of log records cached for this purpose. The default is 16,384 log records.

Time (seconds) after which When log suppression is enabled, the IDP Series device maintains a count of multiple

suppressed logs will be reported  occurrences of the same event. This number represents the number of seconds that pass
before IDP reports a single log entry containing the count of occurrences. The default is 10
seconds.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« IDP Series Logs and Reports in NSM Task Summary on page 207

Configuring an SNMP Agent (NSM Procedure)

You configure an SNMP agent in order to send device event logs to an SNMP server.

You can configure an SNMP agent for NSM (if you want to send the NSM collection to
SNMP) as well as an SNMP agent for each IDP Series device. Figure 65 on page 229 shows
the NSM Report Settings page, where you configure SNMP.
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Figure 65: NSM Device Configuration Editor: Report Settings
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SHMP Cortact [imin |
SMNMP Location |iuniper |
288
|NetworkJ'Host P+ MetworkHost Metmask
| Ok | [ Cancel ] | Apply |

For instructions on how to configure an SNMP agent for NSM, see the NSM online Help.
To configure an SNMP agent for a single IDP Series device:

1. Inthe NSM Device Manager, double-click the IDP Series device to display the device
configuration editor.

2. Click Report Settings.
3. Complete SNMP settings as described in Table 77 on page 229.
4, Click OK.

Table 77: IDP Series Device Configuration: SNMP Settings

Setting Description

Enable SNMP Enables forwarding to a network management system that reads SNMP.

SNMP Read Only Community  Specifies the read-only community string, which is like a password used for the exchange
between the IDP Series device and the network management system.

SNMP Manager IP Specifies the IP address of the SNMP server.
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Table 77: IDP Series Device Configuration: SNMP Settings (continued)

Setting Description

SNMP Contact Specifies an e-mail address for the IDP administrator contact. The contact is included in SNMP.
communications. If the network management system encounters a problem with the SNMP
communication, an administrator can use the contact information to follow up.

SNMP Location Specifies the location of the IDP Series device. Location is included in SNMP communications.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« SNMP Statistic Reporting and Traps Task Summary on page 237

« IDP Series Logs and Reports in NSM Task Summary on page 207

Configuring Syslog Collection (NSM Procedure)

You configure syslog settings if you want to forward a copy of IDP Series device logs to
a syslog server.

You have the option of configuring NSM to forward a copy of its log collection to a syslog
server or configuring syslog settings for each IDP Series device.Figure 66 on page 231
shows the NSM Report Settings page, where you configure syslog settings.
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Figure 66: NSM Device Configuration Editor: Report Settings
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To configure syslog forwarding for NSM, see the NSM online Help.

To configure syslog forwarding for a single IDP Series device:

1. Inthe NSM Device Manager, double-click the IDP Series device to display the device
configuration editor.

2. Click Report Settings.

3. Select Enable Syslog.

4. Specify the syslog server IP address, port, and protocol. Port 514 and UDP are industry
standards and are used as the default.

5. Specify whether to forward packet logs to the syslog server.

6. Click OK.

The following example shows a syslog message record:

Mar 31 18:04:31 10.209.83.9 1 2010-06-23T18:05:55 10.209.83.9 Jnpr Syslog 23414
1

[syslog@juniper._net dayld="20100623" recordld="0" timeRecv="2010/06/23 18:05:55"
timeGen="2010/06/23 18:05:51"

domain=""" devDomVer2="0" device_ip="10.209.83.9" cat="Config" attack=""

srczZn=""NULL"

srcintf=""" srcAddr="0.0.0.0" srcPort="0" natSrcAddr="NULL" natSrcPort="0"
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Related
Documentation

dstZn="NULL" dstIntf="NULL" dstAddr="0.0.0.0" dstPort="0" natDstAddr=""NULL"
natDstPort="0" protocol="1P"

ruleDomain=""" ruleVer="0" policy=""" rulebase="NONE" ruleNo="0" action=""NONE"
severity="INFO" alert="no"

elaspedTime="0" inbytes="0" outbytes="0" totBytes="0" inPak="0" outPak="0"
totPak="0" repCount="0" packetData='""no" varEnum="0"

misc="Interaface eth2,eth3 is in Normal State" user="NULL"™ app="NULL"™ uri="NULL"]

The following related topic is included in the IDP Series Administration Guide:

« IDP Series Logs and Reports in NSM Task Summary on page 207

Enabling Collection of Packet Data in NSM Logs (NSM Procedure)

When you configure security policy rule notification options, you have the option of logging
the packets surrounding the security event.

Packet capture logs are stored locally on the IDP Series device in numbered directories:
/usr/idp/device/var/pktlogs/0/, /ust/idp/device/var/pktlogs/1/,
/usr/idp/device/var/pktlogs/2/, and so forth. Each directory stores 100,000 logs. The
total number of directories is determined by the value set in NSM for Maximum number
of packet captures that can be stored. For example, if you retain the default (10,000), all
packet logs are stored in /usr/idp/device/var/pktlogs/0/. If you set the maximum to
200,000, packet logs are stored two directories: /usr/idp/device/var/pktlogs/0/ and
/usr/idp/device/var/pktlogs/1/.

The first 100,000 packet capture logs are stored in /usr/idp/device/var/pktlogs/0/. Files
are named l.pcap, 2.pcap, ..., 100000.pcap. The next 100,000 logs are stored in
/usr/idp/device/var/pktlogs/1/. Files are named 1.cap, 2.pcap, ... 100000.pcap. The log
agent continues to create directories and files in this manner until the user-specified limit
is reached or the disk usage for the partition reaches 90% capacity.

When the user-specified maximum is reached, the log agent begins overwriting packet
log files, beginning with /usr/idp/device/var/pklogs/0/1.pcap.

If the packet capture repository reaches the disk limit before the user-specified limit:

1. The log agent deletes all 100,000 logs in the first directory,
/usr/idp/device/var/pktlogs/0/ in order to reuse the directory and disk space.

2. The next logs are written to /usr/idp/device/var/pktlogs/0/ and the files are named
l.pcap, 2.pcap, ..., 100000.pcap.

3. When the limit is reached again, the log agent deletes all of the logs in the next
directory, /usr/idp/device/var/pktlogs/1/. It continues writing in the current directory
until if reaches 100000.pcap.

4. Then, it begins writing in the next directory, which had been emptied in the previous
step.

232
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The IDP Series device forwards the packet data to NSM according to your NSM Report
Settings:

Include packet datain log selected. Forwards the packet capture to NSM automatically
when it sends the corresponding event log.

Include packet data in log not selected. Forwards a reference to the packet capture file
to NSM automatically but forwards the packet data itself only on-demand (when an
NSM user takes action to display the packet data).

Figure 67: NSM Device Configuration Editor: Report Settings
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To configure packet log collection:

1.

In the NSM Device Manager, double-click the IDP Series device to display the
configuration editor.

Click Report Settings.
Select Include packet data in log.

Optionally, modify the default for Maximum number of packet captures that can be
stored. The maximum value you can specify is 102,400,000.

Click Apply and OK to save your settings.
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i

NOTE: Be careful when modifying the maximum packet captures limit. If you
first configure a large limit and later configure a smaller limit, you might delete
directories of logs. For example, suppose you first set amaximum1,000,000.
The log agent begins storing logs in up to 10 log directories. Later, you change
the maximumto100,000. The log agent cleans up the previous configuration,
deleting unnecessary directories 1-9. Before you change the setting to a lower
value, be sure you have copied all the logs you want saved to a remote
location.

NOTE: You might encounter unexpected behavior if the following
circumstances apply:

« You change the maximum to a lower value—from 200,000 to 100,000, for
example.

. At the same time, the agent process is handling requests from NSM for
logs from /usr/idp/device/var/pktlogs/ subdirectories.

In the typical case, we expect the agent to mark unnecessary subdirectories
fordeletion and clean them up after the new maximumis applied. If the agent
has locked a subdirectory marked for deletion in order to retrieve files for
NSM, it will not delete the subdirectory.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation

« |IDP Series Logs and Reports in NSM Task Summary on page 207

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Example: Packet Logging Workflow

234
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Using IDP Reporter

This chapter contains the following topics:

« IDP Reporter Task Summary on page 235

IDP Reporter Task Summary

IDP Reporter collects logs related to attacks and application volume tracking, parses
them, and presents them as reports in HTML, PDF, or text formats.

You can use IDP Reporter to perform the following tasks:

- View predefined reports for attacks.
- View predefined reports for application usage.
. Generate reports based on criteria you specify.

. Create jobs that regularly generate predefined or custom reports and e-mail them to
customers or other interested parties.

For information about using IDP Reporter, see the IDP Reporter User’s Guide.

Related The following related topics are included in the IDP Series Concepts and Examples Guide:

Documentation
« IDP Logs Overview

« Application Volume Tracking Overview
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Using SNMP to Monitor Device Health and
Traffic Statistics

This chapter includes the following topics:

« SNMP Statistic Reporting and Traps Task Summary on page 237

« Configuring SNMP Reporting for the Sensor Category of Statistics on page 238

« Configuring SNMP Reporting for the Resource Category of Statistics on page 242

« Configuring SNMP Reporting for the Interface Category of Statistics on page 247

« Configuring SNMP Reporting for the Traffic Category of Statistics on page 257

« Configuring SNMP Reporting for the Rule Category of Statistics on page 264

SNMP Statistic Reporting and Traps Task Summary

IDP OS Release 5.1 supports extensive system resource instrumentation, so you can use
SNMP utilities to monitor device health and load. Table 78 on page 237 summarizes the
categories of statistics you can monitor.

Table 78: System Resource Instrumentation Categories

Category

Guidance

SNMP MIB SNMP Traps

Sensor: control plane CPU, memory, and
disk usage statistics

Monitor the health of the device in broad
terms.

Enabled (default) Enabled (default)

Resource: IDP engine CPU utilization,
session count per protocol, and session
create rate

Monitor resource utilization to understand
the extent to which new attack objects
or applications affect performance.

Enabled (default) Enabled (default)

Traffic: count and rate reporting for
throughput and packet drops; countand
rate of logs

Monitor traffic to understand traffic
volume and causes of packet drops.

Enabled (default) -

Rule: count for security policy rules and
attack object matches

We recommend you use NSM to analyze
security statistics. We support SNMP
reporting for cases where access to NSM
is not immediately available.

Enabled (default) -
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Table 78: System Resource Instrumentation Categories (continued)

Category Guidance SNMP MIB SNMP Traps
Interface: receive, transmit, and drop Monitor interface statistics and free Enabled (default) Enabled (default)
rates for interfaces; free packet buffer packet buffer space to understand load

space; NIC status at receive and transmit queues.

Administration with system resource instrumentation features includes the following
tasks:

« Enabling SNMP and configuring communication with your SNMP manager.

. Enabling or disabling statistic reporting by category. Reporting consumes resources.
Disable reporting for statistics you do not use or if necessary to work around
performance issues.

« Enabling or disabling trap reporting by category. Disable traps if you do not use them.
« Tuning trap thresholds. If desired, change the default values to thresholds.

« Using an SNMP manager or utility to view MIB data and trap notifications.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Configuring an SNMP Agent (NSM Procedure) on page 228

. Configuring SNMP Reporting for the Sensor Category of Statistics on page 238

. Configuring SNMP Reporting for the Resource Category of Statistics on page 242
. Configuring SNMP Reporting for the Interface Category of Statistics on page 247
. Configuring SNMP Reporting for the Traffic Category of Statistics on page 257

. Configuring SNMP Reporting for the Rule Category of Statistics on page 264

« Troubleshooting SNMP Statistic Reporting on page 288

. scio srion page 354

« |IDP Series MIB Object ID Reference on page 387

« Example: Querying the IDP Series Device MIB on page 406
The following related topic is included in the IDP Series Concepts and Examples Guide:

. IDP Logs Overview

Configuring SNMP Reporting for the Sensor Category of Statistics

IDP OS Release 5.1 supports extensive system resource instrumentation, so you can use
SNMP to monitor device health and load. The system resource instrumentation is classified
in five categories: sensor, resource, traffic, rule, and interface. In previous releases, the
IDP Series device automatically sent alarm logs and SNMP traps when device CPU,
memory, or disk space utilization exceeded the default threshold (80%). Beginning with
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IDP OS Release 5.1, these statistics are grouped in category called “sensor,” and reporting
and trap behavior is configurable.

To configure the sensor category of statistics reporting and traps:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Use the list command to display the current settings:

[root@defaulthost ~]# scio srisensor list
SRI sensor :

sc_enable_sensor_stats =1 [0O-11]
sc_enable_sensor_traps =1 [0-11]
thrshld_memory = 80 [ 0O - 100 ]
thrshld_hard_disk = 80 [ O - 100 ]
thrshld_control_cpu = 80 [ 0 - 100 1]

By default, statistic reporting and traps are enabled (value 1) and the threshold to
trigger traps for memory, hard disk, and control plane CPU utilization is 80% (value
80).

3. (Optional) Use the set command to change the defaults. For example, the following
commands show how to change the threshold for sending control plane CPU traps
to 85% and verify your change:

[root@defaulthost ~]# scio srisensor set thrshld_control_cpu 85
Setting variable thrshld_control_cpu successful

[root@defaulthost ~]# scio srisensor list
SR1 sensor :

sc_enable_sensor_stats =1 [O-117]
sc_enable_sensor_traps =1 [OoO-11]
thrshld_memory = 80 [ O - 100 ]
thrshld_hard_disk = 80 [ O - 100 ]
thrshld_control_cpu = 85 [ O - 100 ]

Q TIP: If you know you want to enable statistics for all system resource
instrumentation categories, use the following command: scio sri all set
sc_enable_all_stats 1. If you know you want to enable traps for all categories,
use the following command: scio sri all set _sc_enable_all_traps 1.

The following tables describe the device statistics reported to the IDP Series device MIB
when sensor statistics are enabled.

Control Plane CPU - Instant

Name inxldpSensorCpuUsage

OID 1.3.6.1.4.1.2636.3.9.1.1.0

Description  Control plane CPU utilization (percent).
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Control Plane CPU - Instant

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorCpuUsage.O
JUNIPER-IDP-MIB: : jnxldpSensorCpuUsage.0 = Gauge32: 19

Control Plane CPU - Last 1 Minute

Name jinxldpSensorCpuUsageOneMin

(0]]] 1.3.6.1.4.1.2636.3.9.1.10.0

Description  Average control plane CPU utilization in the last 1 minute (percent).

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorCpuUsageOneMin.0
JUNIPER-IDP-MIB: : jnxldpSensorCpuUsageOneMin.0 = Gauge32: 25

Control Plane CPU - Last 5 Minutes

Name jnxldpSensorCpuUsageFiveMin

(0]]] 1.3.6.1.4.1.2636.3.9.1.11.0

Description  Average control plane CPU utilization in the last 5 minutes (percent).

Example [host]# snmpget -v2c -c public 10.209.96.78 snmpget -v2c -c public 10.209.96.78
JUNIPER-IDP-MIB::jnxldpSensorCpuUsageFiveMin.0
JUNIPER-IDP-MIB: : jnxldpSensorCpuUsageFiveMin.0 = Gauge32: 20

Device Memory

Name jnxldpSensorMemUsage

(o]]n} 1.3.6.1.4.1.2636.3.9.1.2.0

Description  Memory utilization (percent).

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorMemUsage.O
JUNIPER-IDP-MIB: : jnxldpSensorMemUsage .0 = Gauge32: 44

Device Disk Utilization

Name jnxldpSensorFreeDiskSpace

oIb 1.3.6.1.4.1.2636.3.9.1.5.0

Description  Available disk space (megabytes).

N
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Device Disk Utilization

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorFreeDiskSpace.O
JUNIPER-IDP-MIB: : jnxldpSensorFreeDiskSpace.0 = Gauge32: 55865 Megabytes

Table 79 on page 241 describes the device statistics reported to SNMP traps when sensor
traps are enabled.

Table 79: System Resource Instrumentation: Sensor SNMP Traps

Object Name

jnxldpCPUUtilizationNotify

OID

jinxldpTrapsPrefix 3

Description

Alarmis triggered when control plane CPU utilization exceeds
the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
inxldpSensorCpuld, jnxldpSensorCpuThreshold

jnxldpCPUUTtilizationLimitRestored

jnxldpTrapsPrefix 4

Notification is triggered when utilization falls below the alarm
threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld

jinxldpMemoryNotify

jinxldpTrapsPrefix 5

Alarm is triggered when utilization exceeds the configured
threshold.

Objects referenced: jnxldpSensorMemUsage,
jinxldpSensorMemThreshold

jinxldpMemoryLimitRestored

jnxldpTrapsPrefix 6

Notification is triggered when utilization falls below the alarm
threshold.

Objects referenced: jnxldpSensorMemUsage

jnxldpDiskUtilizationNotify

inxldpTrapsPrefix 7

Alarm is triggered when utilization exceeds the configured
threshold.

Objects referenced: jnxldpSensorFreeDiskSpace,
jinxldpSensorDiskSpaceThreshold

jnxldpDiskUtilizationLimitRestored

inxldpTrapsPrefix 8

Notification is triggered when utilization falls below the alarm
threshold.

Objects referenced: jnxldpSensorFreeDiskSpace

jinxldpControlCpuUsgFiveMinNotify

jinxldpTrapsPrefix 9

Alarmis triggered when control plane CPU utilization exceeds
the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
inxldpSensorCpuld, jnxldpSensorCpuThreshold

inxldpControlCpuUsgFiveMinRestored

inxldpTrapsPrefix 10

Notification is triggered when utilization falls below the alarm
threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld
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0 NOTE: After a down trap is sent, the alarm is suspended for 1 minute. After
this period, alarms can again be triggered.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« SNMP Statistic Reporting and Traps Task Summary on page 237

. IDP Series MIB Object ID Reference on page 387

Configuring SNMP Reporting for the Resource Category of Statistics

IDP OS Release 5.1 supports extensive system resource instrumentation, so you can use
SNMP to monitor device health. The system resource instrumentation is classified in five
categories: sensor, resource, traffic, rule, and interface. The resource category includes
detailed CPU utilization, session rate, and session count statistics. You use the resource
category statistics to understand the extent to which new attack objects or applications
affect performance.

To configure the resource category of statistics reporting and traps:

1. Loginto the CLI as admin and enter su - to switch to root.
2. Use the list command to display the current settings:

[root@defaulthost ~]# scio sriresource list
SRI1 resource :

sc_enable_resource_stats =1 [O0O-11]
sc_enable_resource_traps =1 [O0O-117]
thrshld_idp_cpu = 80 [ 0O - 100 ]
thrshld_session_rate = 80 [ 0 - 100 ]
thrshld_active_sessions = 80 [ O - 100 ]

By default, statistic reporting and traps are enabled (value 1), and the threshold to
trigger traps for IDP engine CPU utilization, session rate, and active session count is
80% (value 80).

3. (Optional) Use the set command to change the defaults. For example, the following
commands show how to change the threshold for sending IDP engine CPU traps to
85% and verify your change:

[root@defaulthost ~]# scio sriresource set thrshld_idp_cpu 85
Setting variable thrshld_idp_cpu successful

[root@defaulthost ~]# scio sriresource list
SR1 resource :

sc_enable_resource_stats =1 [O-117]
sc_enable_resource_traps =1 [OoO-11]
thrshld_idp_cpu = 85 [ O - 100 ]
thrshld_session_rate = 80 [ O - 100 ]
thrshld_active_sessions = 80 [ 0 - 100 ]
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0 TIP: If you know you want to enable statistics for all system resource
instrumentation categories, use the following command: scio sri all set
sc_enable_all_stats 1. If you know you want to enable traps for all categories,
use the following command: scio sri all set _sc_enable_all_traps1.

The following tables describe the device statistics reported to the IDP Series device MIB
when resource statistics are enabled.

IDP Engine CPU Utilization — Last 5 Seconds

Name jinxldpSensorCpuUtilFiveSecTable

oIb 1.3.6.1.4.1.2636.3.9.1.12

Description  CPU utilization per IDP engine in the last 5 seconds (percent).

Example [host]# snmptable -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorCpuUtilFiveSecTable
SNMP table: JUNIPER-IDP-MIB: : jnxldpSensorCpuUtilFiveSecTable

JnxldpSensorFiveSecCpulD jnxldpSensorFiveSecCpuUtilPercent

IDP Engine CPU Utilization — Last 1 Minute

o
2}
o

Name jnxldpSensorCpuUtilOneMinTable

(0]]] 1.3.6.1.4.1.2636.3.9.1.13

Description  CPU utilization per IDP engine in the last 1 minute (percent).

Example [host]# snmptable -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorCpuUtilOneMinTable
SNMP table: JUNIPER-IDP-MIB: : jnxldpSensorCpuUtilOneMinTable

JnxldpSensorOneMinCpulD jnxldpSensorOneMinCpuUtilPercent

IDP Engine CPU Utilization — Last 5 Minutes

Name jnxldpSensorCpuUtilFiveMinTable

OID 1.3.6.1.4.1.2636.3.9.1.14

Description  CPU utilization per IDP engine in the last 5 minutes (percent).
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IDP Engine CPU Utilization — Last 5 Minutes

Example [host]# snmptable -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorCpuUtilFiveMinTable
SNMP table: JUNIPER-I1DP-MIB::jnxldpSensorCpuUtilFiveMinTable

JnxldpSensorFiveMinCpulD jnxldpSensorFiveMinCpuUtilPercent
0 53

Current Sessions

Name jnxldpSensorSessAllocated

(0]]] 1.3.6.1.4.1.2636.3.9.1.3.0

Description  Sessions currently allocated (count).

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB:jnxldpSensorSessAllocated.0
JUNIPER-IDP-MIB: : jnxldpSensorSessAllocated.0 = Gauge32: 0

Session Capacity

Name jnxldpSensorSessMaximum

(0]]] 1.3.6.1.4.1.2636.3.9.1.4.0

Description Maximum sessions supported (static number).

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB:jnxldpSensorSessMaximum.O
JUNIPER-IDP-MIB: : jnxldpSensorSessMaximum.0 = INTEGER: 70000

Session Create Rate

Name jnxldpSensorSessnCreateRateFiveSec

oIb 1.3.6.1.4.1.2636.3.9.1.15.0

Description  Rate of connections created per second (cps). The value reported is an average per second over the last 5
seconds.

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorSessnCreateRateFiveSec.0
JUNIPER-IDP-MIB: : jnxldpSensorSessnCreateRateFiveSec.0 = INTEGER: O

TCP Session Count

Name jnxldpSensorTCPSessions

(o]]n} 1.3.6.1.4.1.2636.3.9.1.9.16.0

Description  Active TCP sessions (count).
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TCP Session Count

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorTCPSessions.0
JUNIPER-IDP-MIB: : jnxldpSensorTCPSessions.0 = INTEGER: 0O

UDP Session Count

Name jnxldpSensorUDPSessions

(0]]] 1.3.6.1.4.1.2636.3.9.1.9.17.0

Description  Active UDP sessions (count).

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorUDPSessions.0
JUNIPER-IDP-MIB: : jnxldpSensorUDPSessions.0 = INTEGER: 0O

ICMP Session Count

Name jinxldpSensorlICMPSessions

oIb 1.3.6.1.4.1.2636.3.9.1.9.18.0

Description  Active ICMP sessions (count).

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorlICMPSessions.0
JUNIPER-IDP-MIB: : jnxldpSensor ICMPSessions.0 = INTEGER: 0O

Other Session Count

Name jnxldpSensorOtherSessions

OoID 1.3.6.1.4.1.2636.3.9.1.9.19.0

Description  Active sessions that are not TCP, UDP, or ICMP (count).

Example [host]# snmpget -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorOtherSessions.0
JUNIPER-IDP-MIB: : jnxldpSensorOtherSessions.0 = INTEGER: O

Table 80 on page 246 describes the device statistics reported to SNMP traps when resource
traps are enabled.
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Table 80: System Resource Instrumentation: Resource SNMP Traps

Object Name

jnxldpSessionCountNotify

Object ID

jnxldpTrapsPrefix 1

Description

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorSessAllocated,
jnxldpSensorSessThreshold

jnxldpSessionCountLimitRestored

jinxldpEngineCpuUsgOneMinNotify

jnxldpTrapsPrefix 2

inxldpTrapsPrefix 11

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorSessAllocated

Alarm is triggered when IDP engine CPU
utilization exceeds the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld,
jnxldpSensorCpuThreshold

jnxldpEngineCpuUsgOneMinRestored

jnxldpTrapsPrefix 12

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld

jnxldpEngineCpuUsgFiveMinNotify

inxldpTrapsPrefix 13

Alarm is triggered when IDP engine CPU
utilization exceeds the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld,
jnxldpSensorCpuThreshold

jinxldpEngineCpuUsgFiveMinRestored

inxldpTrapsPrefix 14

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld

jinxldpEngineSessnCreateRateNotify

jnxldpTrapsPrefix 15

Alarm is triggered when the rate exceeds the
configured threshold.

Objects referenced:
jnxldpSensorSessnCreateRateFiveSec,
jnxldpSensorSessnCreateRateThreshold

inxldpEngineSessnCreateRateRestored

jnxldpTrapsPrefix 16

Notification is triggered when the rate falls
below the alarm threshold.

Objects referenced:
jnxldpSensorSessnCreateRateFiveSec
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0 NOTE: After a down trap is sent, the alarm is suspended for 1 minute. After
this period, alarms can again be triggered.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« SNMP Statistic Reporting and Traps Task Summary on page 237

. IDP Series MIB Object ID Reference on page 387

Configuring SNMP Reporting for the Interface Category of Statistics

IDP OS Release 5.1 supports extensive system resource instrumentation so you can use
SNMP to monitor device health. The system resource instrumentation is classified in five
categories: sensor, resource, traffic, rule, and interface. The interface category includes
detailed statistics about traffic received, transmitted, and dropped by the IDP Series
device traffic interfaces. You use the interface category of statistics to understand load
at receive and transmit queues. You can turn interface statistics on or off and configure
thresholds that trigger SNMP traps.

To configure the interface statistics reporting and traps:
1. Loginto the CLI as admin and enter su - to switch to root.

2. Use the list command to display the current settings:

[root@defaulthost ~]# scio sriinterface list
SRI interface :

sc_enable_interface_stats =1 [O0-11

sc_enable_interface_traps =1 [O0O-11]

thrshld_rx_pkt_drop_rate_per_if = 80 [ 0O - 100 ]
thrshld_rx_pkt_drop_per_if = 80 [ 0 - 100 ]
thrshld_rx_pkt_drop_all_if = 80 [ O - 100 ]
thrshld_rx_pkt_drop_rate_all_if = 80 [ 0O - 100 ]
thrshld_rx_pkt_drop_ovflow = 80 [ 0 - 100 ]
thrshld_tx_pkt_drop_per_if = 80 [ O - 100 ]
thrshld_tx_pkt_drop_all_if = 80 [ 0O - 100 ]
thrshld_free_pkt_bufs =5 [ 0 - 100 ]

By default, statistic reporting and traps are enabled (value 1). The default threshold
that triggers traps on drop statistics is 80%. The trap for free packet-buffer space is
triggered when free space is less than 5%.

3. (Optional) Use the set command to change the defaults. For example, the following
commands show how to change the threshold for sending traps when the free
packet-buffer space is less than 10%.

[root@defaulthost ~]# scio sriinterface set thrshld_rx_pkt_drop_rate_per_if 10
Setting variable thrshld_idp_cpu successful

[root@defaulthost ~]# scio sriinterface list
SRI interface :

sc_enable_interface_stats =1 [O0O-11]
sc_enable_interface_traps =1 [O-117]
thrshld_rx_pkt_drop_rate_per_if =10 [ O - 100 ]
thrshld_rx_pkt_drop_per_if = 80 [ O - 100 ]
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thrshld_rx_pkt_drop_all_if = 80 [ 0 - 100 ]
thrshld_rx_pkt_drop_rate_all_if = 80 [ 0O - 100 ]
thrshld_rx_pkt_drop_ovflow = 80 [ 0 - 100 ]
thrshld_tx_pkt_drop_per_if = 80 [ 0 - 100 ]
thrshld_tx_pkt_drop_all_if = 80 [ 0O - 100 ]
thrshld_free_pkt_bufs = 10 [ 0 - 100 ]

0 TIP: If you know you want to enable statistics for all system resource
instrumentation categories, use the following command: scio sri all set
sc_enable_all_stats 1. If you know you want to enable traps for all categories,
use the following command: scio sri all set _sc_enable_all_traps1.

The following tables describe the device statistics reported to the IDP Series device MIB
when interface statistics are enabled.

O NOTE: Interface statistics use the same counters as ifconfig commands.
Counters are reset when the IDP Series device is rebooted.

Packets Received Per Interface (Count)

Name jinxldpSensorPktsRxdPerIntfcTable

OID 1.3.6.1.4.1.2636.3.9.1.49

Description  Packets received per interface (count).

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsRxdPerintfcTable
SNMP table: JUNIPER-I1DP-MIB::jnxldpSensorPktsRxdPeriIntfcTable

JnxldpSensorliFTablellndex jnxldpSensorlntfcName jnxldpSensorNoOfPkts

1 “ethl" 0
2 “eth7" 0
3 "eth6" 0
4 “'eth9" 0
5 “eth8" 0
6 “ethll™ 0
7 "eth10" 0
8 “eth3" 27207
9 “eth2" 44484
10 “'eth5" 0
11 “eth4" 0

Packets Received Per Interface (Rate)

Name jnxldpSensorPktsRxRatePerlIntfcTable

OID 1.3.6.1.4.1.2636.3.9.1.50

Description  Packets received per interface (rate).
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Packets Received Per Interface (Rate)

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsRxRatePerIntfcTable
SNMP table: JUNIPER-I1DP-MIB::jnxldpSensorPktsRxRatePerlIntfcTable

JnxldpSensorlFTable2Index jnxldpSensorPktsRxRatelntfcName jnxldpSensorPktsRxdPerSec

1 "ethl"”
"eth7"
"eth6"
"eth9"
"eth8"
"ethll”
"ethl0"
"eth3"
"eth2"
"eth5"
"eth4”

©CoOo~NOOUA~WN

=
o
OCOO0OO0OPFrOOOOOOO

[y
[N

Packets Dropped Per Receiving Interface (Count)

Name jnxldpSensorRxPktsDropPerlIntfcTable

(0]]] 1.3.6.1.4.1.2636.3.9.1.51

Description  Packets dropped at the interface (count).

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorRxPktsDropPerintfcTable
SNMP table: JUNIPER-IDP-MIB: : jnxldpSensorRxPktsDropPerintfcTable

JnxldpSensorlFTable3Index jnxldpSensorRxIntfcName jnxldpSensorRxPktsDropCount

1 “ethl"
“eth7"
"'eth6"
“'eth9"
“'eth8"
“eth11"
“'eth10"
“'eth3"
“eth2"
“'eth5"
“eth4"

© O ~NO O~ WN

=
o
[eNeolNeNeolNeolNelNolNolNolNolNol

[y
[

Packets Dropped Per Receiving Interface (Rate)

Name jnxldpSensorRxPktsDropRatePerIntfcTable

(o]]n} 1.3.6.1.4.1.2636.3.9.1.52

Description  Packets dropped at the interface (rate).
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Packets Dropped Per Receiving Interface (Rate)

Example [host]# snmptable-v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorRxPktsDropRatePerIntfcTable
SNMP table: JUNIPER-I1DP-MIB: :jnxldpSensorRxPktsDropRatePerIntfcTable

JnxldpSensorliFTable4Index jnxldpSensorRxPktsDropRatelntfcName jnxldpSensorRxPktsDropRate

1 “ethl" 0
2 “eth7" 0
3 "eth6" 0
4 “eth9" 0
5 “'eth8" 0
6 “ethll™ 0
7 “eth10" 0
8 “'eth3" 0
9 “eth2" 0
10 “eth5" 0
11 “eth4" 0

Total Packets Received (Count)

Name jinxldpSensorPktsRxdOnAllintfc

(0]]] 1.3.6.1.4.1.2636.3.9.1.53.0

Description  Sum of packets received on all interfaces (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsRxdOnAllintfc.0
JUNIPER-IDP-MIB: : jnxldpSensorPktsRxdOnAllIntfc.0 = INTEGER: 71753

Total Packets Dropped (Count)

Name jinxldpSensorPktsDropOnAllintfc

(0]]] 1.3.6.1.4.1.2636.3.9.1.54.0

Description  Sum of packets dropped on all interfaces (count).
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Total Packets Dropped (Count)

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsDropOnAllintfc.0
JUNIPER-IDP-MIB: : jnxldpSensorPktsDropOnAllIntfc.0 = INTEGER: O

Total Packets Dropped (Rate)

Name jinxldpSensorPktsDropRateOnAllintfc

(0]]] 1.3.6.1.4.1.2636.3.9.1.55.0

Description  Rate of packets per second (pps) dropped.

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsDropRateOnAllintfc.0
JUNIPER-IDP-MIB: : jnxldpSensorPktsDropRateOnAllIntfc.0 = INTEGER: O

Packets Dropped Due Overflow at Receiving Interface (Count)

Name jinxldpSensorPktsDropDueToRxOvflowTable

(0]]] 1.3.6.1.4.1.2636.3.9.1.56

Description  Packets dropped because of overflow at the receiving interface (count).

Example [host]# snmptable -v2c -c public 10.209.96.78
JUNIPER-IDP-MIB::jnxldpSensorPktsDropDueToRxOvflowTable
JUNIPER-IDP-MIB: : jnxldpSensorPktsDropDueToRxOvflowTable: No entries

Packets Transmitted Per Interface (Count)

Name jnxldpSensorPktsTxdPerIntfcTable

(o]]n} 1.3.6.1.4.1.2636.3.9.1.57

Description  Packets transmitted per interface (count).
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Packets Transmitted Per Interface (Count)

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsTxdPerIntfcTable
SNMP table: JUNIPER-I1DP-MIB::jnxldpSensorPktsTxdPerIntfcTable

JnxldpSensorlFTable5Index jnxldpSensorTxIntfcName jnxldpSensorNoOfPktsTxd

1 “ethl" 0
2 “eth7" 0
3 “'eth6™ 0
4 “'eth9" 0
5 “'eth8" 0
6 “eth11™ 0
7 "'eth10" 0
8 “'eth3" 44555
9 “'eth2" 27236
10 “'eth5" 0
11 “'eth4™ 0

Packets Transmitted Per Interface (Rate)

Name jnxldpSensorPktsTxRatePerIntfcTable

oIb 1.3.6.1.4.1.2636.3.9.1.58

Description  Packets transmitted per interface (rate).

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsTxRatePerintfcTable
SNMP table: JUNIPER-IDP-MIB: : jnxldpSensorPktsTxRatePerIntfcTable

JjnxldpSensoriIFTable8Index jnxldpSensorPktsTxRatelntfcName jnxldpSensorPktsTxdPerSec

1 "ethl”
"eth7"
"'eth6"
"eth9”
"eth8"
"eth11l"
"ethl0"
"eth3"
"eth2"
"eth5"
"eth4"

© O ~NO O~ WN

=
o
[eNeleNeolNeolNelNolNolNolNoNol

[y
[

Packets Dropped at Transmitting Interface (Count)

Name jinxldpSensorTxPktsDropPerIntfcTable

(o]]n} 1.3.6.1.4.1.2636.3.9.1.59

Description  Packets dropped at the transmitting interface (count).
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Packets Dropped at Transmitting Interface (Count)

Example [host]# snmptable -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorTxPktsDropPerintfcTable
SNMP table: JUNIPER-I1DP-MIB: :jnxldpSensorTxPktsDropPerintfcTable

JnxldpSensorliFTable6Index jnxldpSensorTxdIntfcName jnxldpSensorTxPktsDropped

1 "ethl™
“eth7"
"eth6"
"'eth9"
"'eth8"
“eth3"
"eth2"
“eth5"
“eth4™

© O~NOOUhA~WN
[eleNeNeNelNeNoNeoNo)

Total Packets Transmitted (Count)

Name jnxldpSensorTxPktsOnAllintfc

oIb 1.3.6.1.4.1.2636.3.9.1.60.0

Description  Sum of packets transmitted by all transit interfaces (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorTxPktsOnAllintfc.0
JUNIPER-IDP-MIB: : jnxIdpSensorTxPktsOnAllIntfc.0 = INTEGER: 72195

Total Packets Dropped at the Transmitting Interface (Count)

Name jinxldpSensorTxPktsDropOnAllintfc

oIb 1.3.6.1.4.1.2636.3.9.1.61.0

Description  Sum of packets transmitted by all transit interfaces (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorTxPktsDropOnAllintfc.0
JUNIPER-IDP-MIB: : jnxldpSensorTxPktsDropOnAllIntfc.0 = INTEGER: O

Network Interface Status (Up or Down)

Name jnxldpSensorNICStatusTable

(0]]] 1.3.6.1.4.1.2636.3.9.1.62

Description  Network interface status (up or down).
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Network Interface Status (Up or Down)

Example [host]# snmptable -v2c -c public 10.209.96.78 JUNIPER-IDP-MIB::jnxldpSensorNICStatusTable
SNMP table: JUNIPER-IDP-MIB: :jnxldpSensorNICStatusTable

JnxldpSensorliFTable7Index jnxldpSensorNICIntfcName jnxldpSensorNICStatus

1

©CoOo~NOOUA~WN

“eth1"
“eth7"
“eth6"
"etho"
“ethg"
“eth3"
“eth2"
“eths"
“etha”

"Down""
"Down"*
"Down*"
"Down""
"Down"*

"Up

“Up
"Down"*
"Down**

Table 81on page 254 describes the device statistics reported to SNMP traps wheninterface
traps are enabled.

Table 81: System Resource Instrumentation: Network Interface Traps

Object Name

jinxldpFreePktLastFiveSecNotify

Object ID

jnxldpTrapsPrefix 17

Description

Alarm is triggered when the count falls below
the configured threshold.

Objects referenced:
jnxldpSensorFreePktBuffersFiveSec,
jnxldpSensorFreePktThreshold

inxldpFreePktLastFiveSecRestored

jinxldpTrapsPrefix 18

Notification is triggered when the count is
restored to above the alarm threshold.

Objects referenced:
jnxldpSensorFreePktBuffersFiveSec

inxldpFreePktLastOneMinNotify

jinxldpTrapsPrefix 19

Alarm is triggered when the count falls below
the configured threshold.

Objects referenced:
jnxldpSensorFreePktBuffersOneMin,
jnxldpSensorFreePktThreshold

inxldpFreePktLastOneMinRestored

jnxldpTrapsPrefix 20

Notification is triggered when the count is
restored to above the alarm threshold.

Objects referenced:
jnxldpSensorFreePktBuffersOneMin

jinxldpTotalRxPktsDropNotify

jnxldpTrapsPrefix 21

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorPktsDropOnAllintfc,
jnxldpSensorPktsDropOnAllintfcThreshold
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Table 81: System Resource Instrumentation: Network Interface Traps (continued)

Object Name

jnxldpTotalRxPktsDropRestored

Object ID

inxldpTrapsPrefix 22

Description

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktsDropOnAllintfc

jinxldpTotalRxPktsDropRateNotify

jnxldpTrapsPrefix 23

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorPktsDropRateOnAllintfc,
jnxldpSensorPktsDropRateOnAllintfcThreshold

jinxldpTotalRxPktsDropRateRestored

inxldpPerlfRxOvrflowNotify

inxldpTrapsPrefix 24

inxldpTrapsPrefix 25

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktsDropRateOnAllintfce

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorPktDropCount,
jnxldpSensorlfName,
jnxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpPerlfRxOvrflowRestored

jnxldpTrapsPrefix 26

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktDropCount

inxldpPerlfRxDropNotify

inxldpTrapsPrefix 27

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorPktDropCount,
jnxldpSensorlfName,
jnxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpPerlfRxDropRestored

inxldpTrapsPrefix 28

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktDropCount

inxldpPerlfRxDropRateNotify

inxldpTrapsPrefix 29

Alarm is triggered when the rate exceeds the
configured threshold.

Objects referenced:
jnxldpSensorPktDropCount,
jnxldpSensorlfName,
jnxldpSensorPktsDropRateOnAllintfcThreshold
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Table 81: System Resource Instrumentation: Network Interface Traps (continued)

Object Name Object ID

jnxldpPerlfRxDropRateRestored jnxldpTrapsPrefix 30

Description

Notification is triggered when the rate falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktDropCount

jnxldpPerlfTxDropNotify jnxldpTrapsPrefix 31

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorPktDropCount,
jnxldpSensorlfName,
jnxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpPerlfTxDropRestored inxldpTrapsPrefix 32

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktDropCount

jinxldpTotal TxDropNotify inxldpTrapsPrefix 33

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorPktDropCount,
jnxldpSensorlfName,
jnxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpTotal TxDropRestored jinxldpTrapsPrefix 34

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktDropCount

jnxldpIntfcDownNotify jinxldpTrapsPrefix 35

Alarm is triggered when status is down.

Objects referenced: jnxldpSensorlfStatus,
jnxldpSensorlfName

jnxldpIntfcStatusRestored jinxldpTrapsPrefix 36

Notificationis triggered when status of a down
interface is restored (up).

Objects referenced: jnxldpSensorlfStatus,
jnxldpSensorlfName

0 NOTE: After a down trap is sent, the alarm is suspended for 1 minute. After
this period, alarms can again be triggered.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation

« SNMP Statistic Reporting and Traps Task Summary on page 237
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« |DP Series MIB Object ID Reference on page 387

Configuring SNMP Reporting for the Traffic Category of Statistics

IDP OS Release 5.1 supports extensive system resource instrumentation so you can use
SNMP to monitor device health. The system resource instrumentation is classified in five
categories: sensor, resource, traffic, rule, and interface. The traffic category includes
detailed statistics about traffic processed and traffic dropped by the IDP Series device.
Traffic statistics are reported to the MIB but not to SNMP traps. You use the traffic
category of statistics to understand traffic volume and causes of packet drops.

To configure the traffic category of statistics reporting:

1. Logintothe CLI as admin and enter su - to switch to root.

2. Use the list command to display the current settings:

[root@defaulthost ~]# scio sritraffic list
SR1 traffic :
sc_enable_traffic_stats =1 [Oo-11]

By default, traffic statistic reporting is enabled (value 1).
3. (Optional) Use the set command to change the default:

[root@defaulthost ~]# scio sritraffic set sc_enable_traffic_stats O
[root@defaulthost ~]# scio sri traffic list

SRI1 traffic :

sc_enable_traffic_stats =0 [O-117]

Q TIP: If you know you want to enable statistics for all system resource
instrumentation categories, use the following command: scio sri all set
sc_enable_all_stats 1. If you know you want to enable traps for all categories,
use the following command: scio sri all set _sc_enable_all_traps 1.

The following tables describe the device statistics reported to the IDP Series device MIB
when traffic statistics are enabled.

0 NOTE: Traffic statistics use the same counters as scio subs status sO and
scio counter get fragment commands. Counters used for cumulative packet
counts are reset when the IDP Series device is rebooted. Counters used for
rate statistics are reset when the IDP engine is restarted. The statistics
returned are the results of an instant polling. If the device is not currently
processing traffic, the rate reported is the valid value for the last time the
device was processing traffic.

Total Packets Received (Rate)

Name jnxldpSensorPacketsPerSec

Copyright © 2013, Juniper Networks, Inc. 257



IDP Series Administration Guide

Total Packets Received (Rate)

OID 1.3.6.1.4.1.2636.3.9.1.22.0

Description Rate that packets are received (packets per second, or pps).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPacketsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensorPacketsPerSec.0 = INTEGER: 2

Bytes Received (Rate)

Name jinxldpSensorBytesPerSec

oIb 1.3.6.1.4.1.2636.3.9.1.23.0

Description  Rate that bytes are received (bytes per second, or bps).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorBytesPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensorBytesPerSec.0 = INTEGER: 1

IPv4 Packets Received (Rate)

Name jnxldpSensorlPv4PktsPerSec

(o]]n} 1.3.6.1.4.1.2636.3.9.1.24.0

Description  Rate that IPv4 packets are received.

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensoriPv4PktsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensor 1Pv4PktsPerSec.0 = INTEGER: 2

Non-IPv4 Packets Received (Rate)

Name jnxldpSensorNonlPv4PktsPerSec

(o]]n} 1.3.6.1.4.1.2636.3.9.1.25.0

Description  Rate that non-IPv4 packets are received.

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorNonlPv4PktsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensorNonlPv4PktsPerSec.0 = INTEGER: O

TCP Packets Received (Rate)

Name jnxldpSensorTCPPktsPerSec

(0]]n} 1.3.6.1.4.1.2636.3.9.1.26.0
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TCP Packets Received (Rate)

Description  Rate that TCP packets are received.

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB:jnxldpSensorTCPPktsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensorTCPPktsPerSec.0 = INTEGER: 0O

UDP Packets Received (Rate)

Name inxldpSensorUDPPktsPerSec

(o]]n} 1.3.6.1.4.1.2636.3.9.1.27.0

Description  Rate that UDP packets are received.

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorUDPPktsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensorUDPPktsPerSec.0 = INTEGER: 0O

ICMP Packets Received (Rate)

Name jinxldpSensorlICMPPktsPerSec

(0]]] 1.3.6.1.4.1.2636.3.9.1.28.0

Description  Rate that ICMP packets are received.

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorICMPPktsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensor ICMPPktsPerSec.0 = INTEGER: 2

Other Packets Received (Rate)

Name jinxldpSensorOtherPktsPerSec

(0]]n} 1.3.6.1.4.1.2636.3.9.1.29.0

Description  Rate that traffic other than TCP, UDP, and ICMP is received.

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB:jnxldpSensorOtherPktsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensorOtherPktsPerSec.0 = INTEGER: O

Total Packets Processed (Count)

Name jnxldpSensorPktsProcessed

OoID 1.3.6.1.4.1.2636.3.9.1.31.0

Description  Total packets processed (count).
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Total Packets Processed (Count)

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsProcessed.O
JUNIPER-IDP-MIB: : jnxldpSensorPktsProcessed.0 = INTEGER: 2082

Total Bytes Processed (Count)

Name jnxldpSensorBytesProcessed

(0]]] 1.3.6.1.4.1.2636.3.9.1.32.0

Description  Total bytes processed (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorBytesProcessed.O
JUNIPER-IDP-MIB: : jnxldpSensorBytesProcessed.0 = INTEGER: 172203

Total TCP Packets Processed (Count)

Name jinxldpSensorTCPPktsProcessed

oIb 1.3.6.1.4.1.2636.3.9.1.33.0

Description  Total TCP packets processed (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorTCPPktsProcessed.O
JUNIPER-IDP-MIB: : jnxldpSensorTCPPktsProcessed.0 = INTEGER: 183

Total UDP Packets Processed (Count)

Name jnxldpSensorUDPPktsProcessed

OoID 1.3.6.1.4.1.2636.3.9.1.34.0

Description  Total UDP packets processed (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorUDPPktsProcessed.0
JUNIPER-IDP-MIB: : jnxldpSensorUDPPktsProcessed.0 = INTEGER: 21

Total ICMP Packets Processed (Count)

Name jnxldpSensorlCMPPktsProcessed

oIb 1.3.6.1.4.1.2636.3.9.1.35.0

Description  Total ICMP packets processed (count).

N
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Total ICMP Packets Processed (Count)

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorICMPPktsProcessed.O
JUNIPER-IDP-MIB: : jnxldpSensor ICMPPktsProcessed.0 = INTEGER: 1918

Total Other Packets Processed (Count)

Name jnxldpSensorOtherPktsProcessed

(0]]] 1.3.6.1.4.1.2636.3.9.1.36.0

Description  Total packets processed for traffic that is not TCP, UDP, or ICMP (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorOtherPktsProcessed.O
JUNIPER-IDP-MIB: : jnxldpSensorOtherPktsProcessed.0 = INTEGER: O

Total Fragments Received (Count)

Name jnxldpSensorFragmentsRxd

oIb 1.3.6.1.4.1.2636.3.9.1.38.0

Description Fragments received (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorFragmentsRxd.O
JUNIPER-IDP-MIB: : jnxldpSensorFragmentsRxd.0 = INTEGER: 0O

Total Fragments Reassembled (Count)

Name inxldpSensorFragmentsReassembled

OoID 1.3.6.1.4.1.2636.3.9.1.39.0

Description  Fragments reassembled (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorFragmentsReassembled.O
JUNIPER-IDP-MIB: : jnxldpSensorFragmentsReassembled.0 = INTEGER: O

Total Fragments Dropped (Count)

Name jnxldpSensorFragmentsDropped

oIb 1.3.6.1.4.1.2636.3.9.1.40.0

Description  Fragments dropped (count).
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Total Fragments Dropped (Count)

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorFragmentsDropped.O
JUNIPER-IDP-MIB: : jnxldpSensorFragmentsDropped.0 = INTEGER: O

Packets Dropped By Security Policy Action (Count)

Name jinxldpSensorPktsDroppedToRule

(0]]] 1.3.6.1.4.1.2636.3.9.1.41.0

Description  Packets dropped because of a security policy rule being applied (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsDroppedToRule.O
JUNIPER-IDP-MIB: : jnxldpSensorPktsDroppedToRule.0 = INTEGER: O

Packets Dropped Because of a Checksum Error (Count)

Name jnxldpSensorPktsDroppedToChksum

oIb 1.3.6.1.4.1.2636.3.9.1.42.0

Description  Packets dropped because of a checksum error (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsDroppedToChksum.O
JUNIPER-I1DP-MIB: : jnxldpSensorPktsDroppedToChksum.0 = INTEGER: O

Packets Dropped Because of Protocol Anomaly (Count)

Name inxldpSensorPktsDroppedToAnomaly

OoID 1.3.6.1.4.1.2636.3.9.1.43.0

Description  Packets dropped because of a protocol anomaly detected (count). Reported value is derived from the
sc_ids_l4_anomalies counter (scio counter get ids | grep sc_ids_l4_anomalies).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsDroppedToAnomaly.O
JUNIPER-IDP-MIB: : jnxldpSensorPktsDroppedToAnomaly.0 = INTEGER: O

Packets Dropped for Other Reasons (Count)

Name jnxldpSensorPktsDroppedToMisc

(0]]] 1.3.6.1.4.1.2636.3.9.1.44.0

Description  Packets dropped for other reasons (count).

N
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Packets Dropped for Other Reasons (Count)

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsDroppedToMisc.0
JUNIPER-IDP-MIB: : jnxldpSensorPktsDroppedToMisc.0 = INTEGER: O

Packets Dropped For Nonpolicy Reasons (Count)

Name jinxldpSensorPktsDroppedToNonRule

(0]]] 1.3.6.1.4.1.2636.3.9.1.45.0

Description  Packets dropped for a nonpolicy reason (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorPktsDroppedToNonRule.O
JUNIPER-IDP-MIB: : jnxldpSensorPktsDroppedToNonRule.0 = INTEGER: 0O

Total Alerts (Count)

Name jnxldpSensorTotalAlerts

(0]]] 1.3.6.1.4.1.2636.3.9.1.46.0

Description  Total alerts generated (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorTotalAlerts.O
JUNIPER-IDP-MIB: : jnxldpSensorTotalAlerts.0 = INTEGER: O

Total Logs (Count)

Name jnxldpSensorTotallLogs

oIb 1.3.6.1.4.1.2636.3.9.1.47.0

Description  Total logs generated (count).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorTotalLogs.0
JUNIPER-IDP-MIB: : jnxldpSensorTotalLogs.0 = INTEGER: 89

Log Rate
Name jnxldpSensorlLogsPerSec
oID 1.3.6.1.4.1.2636.3.9.1.48.0

Description  Rate of logs (per second).

Example [host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorLogsPerSec.0
JUNIPER-IDP-MIB: : jnxldpSensorLogsPerSec.0 = INTEGER: O
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Related The following related topics are included in the IDP Series Administration Guide:

Documentation

« SNMP Statistic Reporting and Traps Task Summary on page 237

« |IDP Series MIB Object ID Reference on page 387

Configuring SNMP Reporting for the Rule Category of Statistics

IDP OS Release 5.1 supports extensive system resource instrumentation so you can use
SNMP to monitor device health. The system resource instrumentation is classified in five
categories: sensor, resource, traffic, rule, and interface. The rule category includes statistics
about security rulebase matches and attack object matches. Rule statistics are reported
to the IDP Series MIB but not to SNMP traps. We recommend you use NSM to analyze
security statistics. We support SNMP reporting for cases where access to NSM is not
immediately available.

To configure the rule category of statistics reporting:

1.

2.

Log in to the CLI as admin and enter su - to switch to root.

Use the list command to display the current settings:

[root@defaulthost ~]# sciosrirule list
SRI rule :
sc_enable_rule_stats =1 [O-117]

By default, rule statistic reporting is enabled (value 1).

(Optional) Use the set command to change the default. The following example shows
the commands you use to enable rule statistic reporting.

[root@defaulthost ~]# scio srirule set sc_enable_rule_stats 1

Q TIP: If you know you want to enable statistics for all system resource

instrumentation categories, use the following command: scio sri all set
sc_enable_all_stats 1. If you know you want to enable traps for all categories,
use the following command: scio sri all set _sc_enable_all_traps1.

The following tables describe the device statistics reported to the IDP Series device MIB
when rule statistics are enabled.

0 NOTE: Counters used inrule statistics are reset when a new policy is pushed

to the device.

Rule Matches

Name jnxldpSensorRuleStatsTable
OoID 1.3.6.1.4.1.2636.3.9.1.63
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Rule Matches

Description  Matches per rule (count).

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorRuleStatsTable
SNMP table: JUNIPER-IDP-MIB::jnxldpSensorRuleStatsTable

JnxldpSensorRulelndex jnxldpSensorRulebaseName jnxldpSensorRulelD jnxldpSensorRuleHits
1 ids" 1 0

Attack Object Matches

Name jinxldpSensorSignatureStatsTable

(o]]n} 1.3.6.1.4.1.2636.3.9.1.64

Description  Matches per attack object (count).

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorSignatureStatsTable
JUNIPER-IDP-MIB: : jnxldpSensorSignatureStatsTable: No entries

Top Ten Rule Matches

Name jinxldpSensorTopTenRuleStatsTable

(o]]n} 1.3.6.1.4.1.2636.3.9.1.65

Description  Top ten rules matched.

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorTopTenRuleStatsTable
SNMP table: JUNIPER-IDP-MIB: :jnxldpSensorTopTenRuleStatsTable

JnxldpSensorTopTenRulelndex jnxldpSensorTopTenRulebaseName jnxldpSensorTopTenRulelD
JjnxldpSensorTopTenRuleHits
1 “ids" 1

Top Ten Attack Object Matches

‘ O

Name jnxldpSensorTopTenSignatureStatsTable

(o]]n} 1.3.6.1.4.1.2636.3.9.1.66

Description  Top ten attack objects matched.

Example [host]# snmptable -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorTopTenSignatureStatsTable
JUNIPER-IDP-MIB: : jnxldpSensorTopTenSignatureStatsTable: No entries
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Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« SNMP Statistic Reporting and Traps Task Summary on page 237

« |IDP Series MIB Object ID Reference on page 387
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Monitoring NIC State with the
bypassStatus Command

This chapter contains the following topics:
« bypassStatus Utility Task Summary on page 267

bypassStatus Utility Task Summary

You use the bypassStatus command to monitor the NIC state for traffic interfaces. The
bypassStatus command displays the state of the bypass daemon, the watchdog timer
setting, the watchdog timer reset interval, and the state of each interface pair.

The bypassStatus utility is located in the /usr/idp/device/utils/ directory.

Related . bypassStatus Command Reference on page 316
Documentation
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CHAPTER 24

Veritying Feature Implementation with
scio Counters

This chapter contains the following topics:

« scio Monitoring Commands Task Summary on page 269

« Verifying the APE Rulebase on page 269

« Verifying Integration with an IC Series Unified Access Control Appliance on page 271
« Verifying MPLS Decapsulation on page 272

« Verifying the Flow Bypass Feature on page 273

scio Monitoring Commands Task Summary

Related
Documentation

You can use scio monitoring commands to verify implementation of IDP Series features.
These commands display counters that increment when the feature is in use. In general,
you do not need to use these commands to monitor normal operations.

The following related topics are included in the IDP Series Administration Guide:

. Verifying the APE Rulebase on page 269
. Verifying Integration with an IC Series Unified Access Control Appliance on page 271
. Verifying MPLS Decapsulation on page 272

. Verifying the Flow Bypass Feature on page 273

Verifying the APE Rulebase

Purpose

Action

When you are initially verifying APE rulebase functionality in your lab, you can use the
scio utility to view APE-related process statistics. The counters should increase or
decrement in accordance with your test load.

To view APE-related statistics in the CLI:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Usethe commandsdescribedin the following table to verify APE rulebase functionality.
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Table 82: APE-Related scio Commands

Command
Syntax

scio ape-stats sO

Usage and Examples

Displays counts related to the APE rulebase rules where the action has been set to Rate Limit. For each
applicable rule, the counter displays the rate limit, current utilization, and dropped packet count for both
client-to-server (c2s), server-to-client (s2c) flows.

[root@defaulthost admin]# scio ape-statssO

Rule C2S(Mb) S2C(MB) C2S bytes S2C bytes C2S pkts S2C pkts C2S D-pkts S2C

D-pkts C2S-flows S2C-flows

1 100 10 2622002 1234 75615 123
73866 0 1 1

scio var -s sO
sc_ape_flow_table

Displays the flow table for any current sessions where the rate-limit action is applied:

[root@defaulthost admin]# scio var-s sO sc_ape_flow_table

sc_ape_flow_table:

| Source IP | Port | Destination IP | Port |FSt] Dir |Xtra info] VLAN | Timeout
| Rule-index |

| + + + et + + + +

[10.10.0.227 1050] [67-.99.176.30 80] R CTS Estblshd 0 3589/3600
1
[67.99.176.30 80] [10.10.0.227 1050] R STC Estblshd 0 3589/3600
1
[10.157.5.2 1722] [10.157.6.234 80] R CTS Estblshd 0 3586/3600
1

TIP: You can also use sctop to view the flow table for sessions where matching APE rate-limit rules. With
sctop, use the -o option.

NOTE: Collection of APE statistics is disabled by default. Use the following command to turn on collection:

scio const -s sO set sc_enable_ape_stats 1

To view APE-related logs in NSM:

1. Inthe NSM navigation tree, select Investigate > Log Viewer > Predefined.
2. Click Traffic to display the predefined view of traffic logs, where APE logs are collected.

3. Use NSM sorting and filtering features to locate APE-related logs.

Related The following related topics are included in the IDP Series Administration Guide:
Documentation

« sciovaron page 371

« Using the sctop Utility (CLI Procedure) on page 277

. Configuring the APE Rulebase (NSM Procedure) on page 56
. Configuring a Default Rate Limit on page 182

. Disabling the APE Rulebase on page 303
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Verifying Integration with an IC Series Unified Access Control Appliance

Purpose The user role-based policy feature depends on integration with a compatible IC Series
appliance. After you have configured the IC Series appliance to communicate with the
IDP Series device, you can use the IDP OS command-line interface (CLI) to verify
connectivity and verify receipt of the user session data used in user role-based policies.

If you encounter connectivity issues, you most likely need to troubleshoot from the IC
Series side of the communication. From the IDP Series side, you need to ensure the IDP
Series device can receive data from the IC Series appliance on port 7103 (that is, that
your firewall does not block port 7103).

Action To verify integration with an IC Series appliance:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to verify connectivity:

[root@defaulthost admin]# scio user status
IDP-I1C Connectivity is........... [Up]l
User Session Table Lookup........ [Enabled]

3. Enter the following command to display the user session table:

[root@defaulthost admin]# scio user list

1. IPL 10.1.1.3] USER[test3] ROLES(1)[test-users3]
2. IPL 10.1.1.2] USER[test2] ROLES(1)[test-users2]
3. IPL 10.1.1.1] USER[test] ROLES(1)[test-users]

Total Matches Found (3)

[root@defaulthost ~]#

4. Enterthe following command to display a counter of changes made to the user session

table:
[root@defaulthost admin]# scio user counters list all
Fom e Fomm e +
| SUCCESS | FAILURE |
[ - - +
Add | 31 0 |
Fom e Fom e —— +
Delete | 0] 0 |
Fom e Fom e +
Lookup | (O} | 0|
[ - - +

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. sciouseron page 369

« IDP Series Configuration Requirements for Deployments with SA Series SSL VPN and IC
Series Unified Access Control Appliances

« Configuring Advanced Settings for the User-Role-Based Policy Feature on page 181
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Verifying MPLS Decapsulation

The following related topic is included in the IDP Series Concepts and Examples Guide:

« Understanding Communication Between IDP Series and IC Series Appliances

Purpose

Action

To verify MPLS traffic has been processed:

You can use the IDP OS command-line interface to verify the IDP engine processes
Multiprotocol Label Switching (MPLS) frames.

Log into the CLI as admin and enter su - to switch to root.

Enter the following command to display traffic counters:

[root@defaulthost admin]# scio counter get kpp
Value

Name

sc_kpp_bad_ip_header
sc_kpp_ip_options
sc_kpp_decapsulate
sc_kpp_gre_decapsulate
sc_kpp_ppp_decapsulate
sc_kpp_gtp_decapsulate
sc_kpp_gtp_Fflow
sc_kpp_tcpdecomp_uncompressed_i
sc_kpp_tcpdecomp_compressed_ip
sc_kpp_deferred_send
sc_kpp_send_in_ip
sc_kpp_ttl_error
sc_kpp_routing_loop
sc_kpp_stp_drop

sc_kpp_drop
sc_kpp_drop_session
sc_kpp_no_route
sc_kpp_flood_ip
sc_kpp_push_eth_hdr_failed
sc_kpp_busy_inc
sc_kpp_busy_dec
sc_kpp_xmit_not_ready
sc_kpp_trylock_dev_failed
sc_kpp_hard_start_xmit_failed
sc_kpp_netif_queue_stopped
sc_kpp_vlan_pskb_expand_head
sc_kpp_packet_from_szp
sc_kpp_packet_freed
sc_kpp_packet_from_pool
sc_kpp_packet_copied
sc_kpp_mpls
sc_kpp_clone_stopped
sc_kpp_clone
sc_kpp_jpkt_free
sc_kpp_tx_hold

sc_kpp_fdrop

OO0 D00 OO O0OO0OO0OO0DO0DO0DO0DO0O0OO0ODO0D0DO0DO0OO0OO0ODO0ODO0DO0ODO0OO0OO0OO0OO0OO0OO

The sc_kpp_mpls counter indicates the number of MPLS frames processed.

272
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Related
Documentation

You can use Network and Security Manager (NSM) to filter and sort logs based on MPLS
label. The MPLS label appears in the Details column, in the following format: label
=nnnnn,mmmm. Figure 68 on page 273 shows MPLS label information in logs.

Figure 68: NSM Log Viewer: MPLS Label Information

<5 Log Viewer [3-1IDP.DI]

Part [ Rule # ] Mat Src Adar | Mat Dst Sddr | Details [ cateqory [ Subcateqory [ Severity | Device | Comment |
1 0.0.0.0 0.0.0.0 ‘interface=eth4’ Custom  Unknown g Info B2 idp102 |E|
1 0oo0o 0oo0.o interface=ethd' Custom  Unknown f Info | icp102 |?|
1 0000 0000 ‘interface=ethd' Custom  Unknown f Info | icp102 |?|
1 0oo0o 0oo0.o interface=ethd' Custom  Unknown f Info | icp102 -
1 0oo0o 0000 interface=ethd' Custom  Unknown f Info | icp102
1 0oo0o 0oo0.o interface=ethd' Custom  Unknown ,{’ Info | icp102

i3 1 0oo0o 0000 ‘iriterf; Custom ;atcpcust f Info | icp102

] 1 0000 0.0.0.0 nterface=ethd' MplsLabel=0:3f51 2414 Custom ;atcpcus{ A’ Info |2 idpd 02

-3 1 0.00.0 0.00.0 'interface=ethd' 'MplzLabel=0x3f512414' ztom ;atcpcust f Info B2 idp102

) 1 0000 0.0.0.0 dnterface=ethd’ 'MplsLabel=0x3f512414' Custom atcpcust f Info | B2 idp102

T mare loes fonind

[][«][4]

4 | ..... i>|
Feb & Feb3 T
1A

we B & i 29109 S0Z1EPM . Tailio Logs 8B

J Summary | All Fields | WhoisLookup | QuickReport |
r

To display the NSM Log Viewer:

1. Connect to NSM.

2. Inthe NSM navigation tree, select Investigate > Log Viewer > IDP/DI.

The following related topics are included in the IDP Series Administration Guide:
. scio counter on page 347
. Enabling Inspection of MPLS Traffic on page 178

« Disabling MPLS Decapsulation on page 306

Verifying the Flow Bypass Feature

Purpose

Action

You can use the command-line interface (CLI) to verify successful implementation of
the flow bypass feature.

To verify successful implementation of the flow bypass feature:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to verify the feature is enabled:
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[root@defaulthost admin]# scio subs status sO
Status for subs "sO*

up since - Mon Apr 27 13:11:43 2009

Packets/second: 6873 peak: 251741 @ Mon Apr 27 16:17:31 2009
KBits/second: 2953 peak: 108170 @ Mon Apr 27 16:17:31 2009
Packets received: icmp 1121, tcp 2823211, udp 1855862, other O
Current flows: icmp 0, tcp O, udp 98905, other O

Current sessions: icmp 0O, tcp O, udp 40481, other O

Current bypassed flows : 45076

Current bypass mode : ON

Latency Statistics (time in micro seconds):

Min: O Max: O Ave: O

Performance statistics

Average packet lifetime:

Cycles: O Instructions: 0 CPI: 0.00 Cache misses: O hits: 0
Current policy: idpengine vO

The scio subs status command returns details on whether flow bypass is enabled and
the number of flows currently marked for flow bypass (if any).

3. Enter the following command to display the current system packet queue size and
IDP engine packet queue size:

[root@defaulthost admin]# scio var-s sO sc_bypass_counts
sc_bypass_counts:
| System PktRxQueue Count / EnginePktRxQueue Count |

| -mmmmmmmmmmmeo o [
103441 / 103441
103415 / 103415
103411 / 103411
103372 / 103372
103466 / 103466

This is not a count of flows that have been bypassed, rather the running packet count
used in the calculation to trigger flow bypass. When the flow bypass feature is enabled
and functioning properly, the counts will increment and decrement. The first number
is the number of packets in the queue for all IDP engines (the system count). The
second number is the number of packets in the queue for the particular IDP engine.

4. Enter the following command to verify the system packet size rising threshold:

[root@defaulthost admin]# scio const -s sO:flow get sc_flow_bypass_threshold_hi
scio: sc_flow_bypass_threshold_hi = 0x5a
[root@defaulthost admin]#

The command returns the rising packet size threshold (percent).
5. Enter the following command to verify the system packet size reset threshold:

[root@defaulthost admin]# scio const -s sO:flow get sc_flow_bypass_threshold_low
scio: sc_flow_bypass_threshold_low = 0x50
[root@defaulthost admin]#

The command returns the reset packet size threshold (percent).

6. Enter the following command to display statistics for any current flows marked for
flow bypass:

[root@defaulthost admin]# scio var-s sO sc_bypass_flow_table

sc_bypass_flow_table:

| Source 1P | Port | Destination IP | Port |FSt] Dir |Xtra info| VLAN |
Timeout |

274 Copyright © 2013, Juniper Networks, Inc.



Chapter 24: Verifying Feature Implementation with scio Counters

| + + + +——t + + + |

[8.0.0.51 14253] [8.0.0.201 24253] B CTS - 0

39/60
[8.0.0.201 24253] [8.0.0.51 14253] B  STC - 0
39/60

The command returns details of current flows marked for flow bypass.

7. Enter the following command to display counters related to flow bypass:

[root@defaulthost admin]# scio counter get flow
Name Value
sc_Fflow_fast_path 2526998
sc_Tflow_slow_path 196631
sc_flow_icmp_error
sc_Fflow_session_failed
sc_Tflow_session_deleted
sc_flow_session_ageout
sc_Fflow_ageout_in_use
sc_Tflow_ageout_in_fpga
sc_flow_delete_wrong_cookie
sc_Tflow_delete_null_session
sc_Tflow_packet_log
sc_flow_busy_packet
sc_Fflow_out_of _order
sc_Fflow_device_fifo_size
sc_flow_device_fifo_overflow
sc_Fflow_policy_cache_hit
sc_Tflow_policy_cache_miss 11519
sc_flow_hash_collision_max 8192
sc_Fflow_hash_collision
sc_Fflow_ha_flip
sc_flow_bad_udp_csum
sc_flow_gate_add
sc_Tflow_gate_found
sc_flow_cookie_unmatched
sc_flow_tag_cookie_unmatched
sc_Tlow_sm_cookie_unmatched
sc_flow_idp_cookie_unmatched
sc_Fflow_tag_cookie_unmatched_no
sc_Tflow_go_away
sc_flow_wrong_sm_index
sc_Fflow_periodic_stat_update 15764

(el elNeolNeolNeNolNoNeNolNolNeoNolNoNo]

S
(@}
©
)]

[eNeoleNeolNolNelNolNolNolNolNol

sc_Tlow_stack_max_usage 0
sc_avt_update_drop_sess 1
sc_avt_update_drop_nobuf 862
sc_avt_update_flow_init 0
sc_avt_update_flow_fini 7264
sc_avt_update_flow_stat 14901
sc_avt_buf_size 478
sc_flow_bypass_flows 185103
sc_Fflow_bypass_mode_on 3
sc_Tlow_bypass_mode_off 2

The command returns counts related to flow statistics. Table 83 on page 275 describes
the counters related to flow bypass.

Table 83: scio counters Related to Flow Bypass

Counter Description

sc_flow_bypass_flows Total number of flows marked for flow bypass.
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Table 83: scio counters Related to Flow Bypass (continued)

Counter Description

sc_flow_bypass_mode_on Number of times flow bypass mode was triggered.

sc_flow_bypass_mode_off Number of times flow bypass mode was reset.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Enabling the Flow Bypass Feature on page 179

. scioconst on page 330
. sciocounter on page 347
« scio subs on page 360

« sciovaron page 371
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Monitoring Session Flow with the sctop
Command

This chapter contains the following topics:

« sctop Task Summary on page 277
« Using the sctop Utility (CLI Procedure) on page 277
« Understanding sctop Flow Table Reports on page 280

sctop Task Summary

You use the sctop command to monitor the IDP system connection tables and view IDP
system status.

The sctop utility is located in the /usr/bin directory.

You use the sctop utility to perform the following tasks:
. Display the ARP and MAC tables.

. Display the IP, ICMP, TCP, and UDP flow tables.

« Display STP information.

« Display RPC information.

. Display performance statistics for traffic, IDP security policies, and IDP processors.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« Using the sctop Utility (CLI Procedure) on page 277

Using the sctop Utility (CLI Procedure)

Purpose You use the sctop command to monitor session information.

Action To connect to the command-line interface and use the sctop utility:

1. Use SSH to connect to the IP address or hostname for the management interface.

2. Loginto the CLI as admin and enter su - to switch to root.
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3. At the secure shell, define the IDPDIR:

IDPDIR=/usr/idp
export IDPDIR

0 NOTE: Bash is the default shell and bash commands are shown in the
example. If you use a different shell, use the equivalent commands.

4. At the command-line, type sctop to enter the sctop environment.

o NOTE: For IDP8200, you also specify the IDP engine (O through 5). For
example, use sctop 0 to enter the sctop environment for IDP engine O and
sctop 1to enter the sctop environment for IDP engine 1.

5. Press alphabetic keyboard keys to display the desired report. You can press numeric
keys to sort report data.

Table 84 on page 278 describes the function of keyboard keys within the sctop
environment.

Table 84: Command Key Reference: sctop Utility

Key Function

a Displays the ARP/MAC table.

b Displays the table.

c Displays the ICMP flow table.

d Displays a strip chart, a text-based chart for packets per second, Kbps, and sessions.
e Displays rulebase statistics.

f Displays fragment chains.

g Displays aggregate statistics.

h Displays help for the sctop utility.

i Displays the IP flow table. The IP flow table includes flows not accounted for in the ICMP, TCP, or UDP flow
tables.

k Displays attack statistics.

L Displays gmodule statistics.

m Displays system memory statistics.
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Table 84: Command Key Reference: sctop Utility (continued)

Key Function

o Displays the flow table for flows that triggered the APE rulebase rate-limiting action.
P Displays Spanning Tree Protocol (STP) information.
r Displays the RPC program table.

S Displays IDP Series device status.

t Displays the TCP flow table.

u Displays the UDP flow table.

\Y Sorts in reverse order.

W Displays HA status.

X Displays the RPC XID table.

y Displays IDS cache statistics.

z Displays packet distribution.

0 Disables sorting.

1 Sorts by bytes per session.

2 Sorts by packets per session.

3 Sorts by expiration.

4 Sort by service.

5 Sorts by destination port.

6 Sorts by source address.

7 Sorts by destination address.

Q TIP: You can also display flow tables with the scio var command. With the
scio var command, you can use the -f option to save the output of the table
to a file.
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Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Understanding sctop Flow Table Reports on page 280

. sciovaron page 371

Understanding sctop Flow Table Reports

Table 85 on page 280 is a sample sctop flow table report.

Table 85: sctop Flow Table Report

Source-IP Destination-IP Direction Service | Timeout
10.150.98.62 4137 10.150.20.43 139 R---- ->> Ltn SMB 30/30
10.150.20.43 139 10.150.98.62 4137 R--—-- <<- Close = 30/30
10.150.73.39 6000 10.150.20.242 4317 R---- ->> Ltn - 30/30

The Flag columnincludes 5 bits. Table 86 on page 280 describes the sctop flow table flag

column.

Table 86: sctop Flow Table: Flag Column

Position 1 Position 2 Position 3 Position 4 Position 5

Flow state. One of the Management flow.One  Auxiliary flow.Oneof Packet logging. One Flow sync. One of the

following: of the following: the following: of the following: following:

« R (ready) « m (management « a (auxiliary flow) « P (packetlogging) « - (normalflow)

« A (anticipated) flow) « - (not auxiliary « - (not packet « f (flow from failover)

« V (virtual) + —(notmanagement flow) logging) « s (flow synced from

. X (rejected) flow) another IDP Series
device)

« U (unknown)

For example, the flag R— — — — signifies ready, nonmanagement, nonauxiliary, no packet

logging, normal; the flag A--ps signifies anticipated, nonmanagement, nonauxiliary, with

packet logging, and synced over from another IDP Series device.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
. sctop Task Summary on page 277
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Using Command-Line Utilities for Packet
Capture

This chapter contains the following topics:

« Using jnetTcpdump to Capture Packets on page 281
« Using tcpdump to Capture Packets on page 282

Using jnetTcpdump to Capture Packets

Typically, when you want to capture the packet data surrounding a security event, you
configure the packet logging option in security policy rules. In the course of monitoring
your network, you might encounter suspicious traffic where you have not set up rule-based
packet capture. In these cases, you can use the jnetTcpdump utility or the Linux-based
tcpdump utility to capture the traffic.

The jnetTcpdump utility copies packets from the JNET driver packet queuing module.
This allows it to capture packets as they are received (Rx packets) or as they are
transmitted (Tx packets). In contrast, on the IDP Series device, the tcpdump utility can
capture only Rx packets. The command options for the jnetTepdump utility are similar
to the standard tcpdump utility options (though there are fewer options).

The following example starts listening on interface eth4 for packets with a destination
|P address of 4.0.0.4:

[root@localhost ~]# jnetTcpdump -i eth4 -f 4.0.0.4 dst

JnetPassiveAttach done

Jjnet tcpdump Started on eth4 for both Receive & Transmit side

Filter enabled - Host:4.0.0.4 as dst

0 50 56 a4 21 6c 0 50 56 a4 d 98 0450054 0040040132a34003400
4805588 4F00

ba 9f 3e 4d 21 32 f0 89 abc
0 50 56 a4 21 6¢ 0 50 56 a4 d 9
48097 838 8e 4F 01

bb 9f 3e 4d de 36 f0 8 9abcde f 10 11 12 13 14 15
Done...No of Packet Captured is 2

No of Packets filtered-out 2

de f 10 11 12 13 14 15
804500540040040132a34003400

Type Ctrl-C to stop the capture.

To view captured traffic, you can use tcpdump data display options or use a packet viewer,
such as Wireshark.
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Related
Documentation

The following related topics are included in the IDP Series Administration Guide:

« jnetTcpdump on page 384
« Using tcpdump to Capture Packets on page 282

« Connecting to the Command-Line Interface (CLI Procedure) on page 315
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Example: Packet Logging Workflow

Using tcpdump to Capture Packets

Related
Documentation

The IDP OS includes a Linux version of the commonly used tcpdump utility. On IDP Series
devices, the tcpdump utility can capture only received packets (Rx packets). If you need
to capture transmitted packets (Tx packets), use the jnetTcpdump utility.

To display a reference of tcpdump options and Berkeley Packet Filter (BFT) primitive
expressions, enter man tcpdump.

The following example shows the syntax for capturing SMTP traffic on port 25. Here,
tcpdump starts listening on the ethlinterface for traffic matching the expression tcp port
25.

[root@localhost ~]# tcpdump -iethl-s O -w /tmp/smtp.pcap tcp port 25
The following example shows the syntax for capturing all traffic except your SSH session
to the IDP Series device:

[root@localhost ~]# tcpdump -s O -1 eth2 -w eth2-all-but-ssh.pcap not tcp port 22
If you later decide you want to extract only HTTP traffic from the “all-but” pcap, you can
use the following syntax to filter the previously collected file:

[root@localhost ~]# tcpdump -r eth2-all-but-ssh.pcap -w http.pcap tcp port 80

To view captured traffic, you can use tcpdump data display options or use a packet viewer,
such as Wireshark.

The following related topics are included in the IDP Series Administration Guide:

« Using jnetTcpdump to Capture Packets on page 281

« Connecting to the Command-Line Interface (CLI Procedure) on page 315
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Example: Packet Logging Workflow

282
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PART 6

Troubleshooting

« Troubleshooting on page 285
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CHAPTER 27

Troubleshooting

This chapter contains the following topics:

Troubleshooting Tools Overview on page 285

IDP Processes Reference on page 287

Troubleshooting SNMP Statistic Reporting on page 288
Tuning the JNET Driver Failure Count on page 290

Viewing Auto-Recovery Logs on page 291

Disabling the Auto-Recovery Feature on page 292

Tuning the Auto-Recovery Policy Reload Setting on page 293
Viewing CPU Utilization on page 293

Troubleshooting High CPU Usage on page 295
Troubleshooting Erroneous CPU Utilization Reports on page 297
Displaying Service Session Count on page 299
Troubleshooting Application Identification on page 300
Disabling the APE Rulebase on page 303

Disabling the User Role-Based Policy Feature on page 304
Disabling Support for Jumbo Frames on page 304
Troubleshooting SSL Inspection on page 305

Disabling SSL Inspection on page 305

Disabling MPLS Decapsulation on page 306
Troubleshooting NSM Log Collection Issues on page 307

Troubleshooting Tools Overview

The best troubleshooting tips and troubleshooting workflows are published in the Juniper
Networks Technical Assistance Center (JTAC) knowledge base at http://kb.juniper.net.
For example, http://kb.juniper.net/index?page=content&id=KB9777 provides a workflow
for diagnosing dropped traffic.

Table 87 on page 286 provides a summary of IDP Series troubleshooting tools.
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Table 87: IDP Series Troubleshooting Tools

Tool Description

tech-support The tech-support utility runs the following commands in the background and saves the output to a zipped
temporary file you can e-mail to JTAC:

« getplatform
e ps

o df

o lIsof

e du

« ifconfig

« netstat

« scio sysconf all
« scio const list
« sciovrlist

« sciovc list

+ ping

« tcpdump

If you want to view the contents of the zip files, use the bunzip2 command.

tcpdump The tepdump utility captures traffic and saves it to a file. For example, to perform a packet capture and
save SMTP packets on interface ethl to a file, use the following command:

tcpdump -i eth1-s O -w /tmp/smtp.pcap tcp port 25
For more information, see “Using tcpdump to Capture Packets” on page 282.

jnetTcpdump An IDP OS Release 5.1 utility. Capable of capturing both Rx and Tx packets. The following example starts
listening on eth4 for packets with destination IP address 4.0.0.4:

[root@localhost ~]# jnetTcpdump -i eth4 -f 4.0.0.4 dst

JnetPassiveAttach done

Jjnet tcpdump Started on eth4 for both Receive & Transmit side

Filter enabled - Host:4.0.0.4 as dst

0 50 56 a4 21 6c 0 50 56 a4 d 98 045 005400400401 32a34003400480
55 8e 8e 4f 0 O

ba 9f 3e 4d 21 32 f08 9 abcde f 10 11 12 13 14 15

0 50 56 a4 21 6c 0 50 56 a4 d 98 045 005400400401 32a34003400480
97 88 8e 4F 0 1

bb 9Ff 3e 4d de 36 F 08 9 abcde f 10 11 12 13 14 15
Done...No of Packet Captured is 2
No of Packets filtered-out 2

For more information, see “Using jnetTcpdump to Capture Packets” on page 281.
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Table 87: IDP Series Troubleshooting Tools (continued)

Tool Description

scio ccap all In some cases, packet captures might be helpful to reproduce an issue so that it can be analyzed and
resolved. The following command captures all services and contexts from all sessions:

scio ccap all

IDP8200 has multiple IDP engines. For IDP8200, scio ccap all returns data for idpengine_0. To capture data
from other engines, use the -c option and specify the engine number (0 through 5). For example, scio -c 1
ccap all returns data for idpengine_], scio -c 2 ccap all returns data for idpengine_2, and so forth.

NOTE: The scio ccap all command captures the same contexts as Profiler. You cannot use scio ccap all
when Profiler is running.

scio pcap You can use scio pcap to replay traffic that was previously captured by tools like tcpdump and scio ccap.

For examples of using scio ccap and scio pcap, see the IDP Series Custom Attack Object Reference and
Examples Guide.

NOTE: You can not use scio pcap on a host where virtual routers are configured in a mix of sniffer and
transparent mode (mixed mode).

tcpreplay You can use tcpreplay to edit and replay network traffic that was previously captured by tools like tcpdump
and scio ccap. Refer to the Linux man pages for details.

ethtool You can use ethtool to query and configure network interfaces. Refer to the Linux man pages for details.

NOTE: Interface management with mii-tool is not supported.

IDP debug build In some cases, JTAC might recommend you run a special build of the IDP OS to generate debugging
information that can be used to determine the root cause of an issue.

Reimaging If necessary, you can revert to the factory image of the IDP Series device. For information, see the installation
guide for your IDP appliance.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« IDP Processes Reference on page 287

IDP Processes Reference

Specific IDP processes generate error messages. Knowing the process that encountered
the error can often help you isolate and resolve the issue.

Table 88 on page 287 provides a reference of IDP processes.

Table 88: Troubleshooting: IDP Processes Reference

Process Function

agent Establishes the Transport Layer Security (TLS) channel to Network and Security Manager (NSM). Sends
IDP status, logs, and profiled data to NSM. Receives policy, detector, and configuration commands from
NSM.
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Table 88: Troubleshooting: IDP Processes Reference (continued)

Process Function

idpengine The core IDP engine.

idpHMD Health monitoring daemon. Monitors control plane and data plane resource utilization. Communicates
status to the SNMP agent and SNMP trap service.

idpLogReader Reads IDP logs and writes them to local hard disk.

nicBypass Controls the internal bypass feature.

peerPortModulator  Controls peer port modulation.

pkid Inspects SSL traffic, if SSL inspection is turned on.

profiler Profiles network and application data collected by the device.
recover.sh Used in the auto-recovery process.

sciod Handles policy push, information retrieval, Profiler status, and so on.

sessionFetcher When packet logging is enabled, retrieves session data and sends it to NSM.

slogd Logs packet captures to the IDP Series device hard disk.
snmpd SNMP agent.
snmptrapd SNMP trap service.

o NOTE: You can use the Linux ps commands to display the process ID and
other status information about IDP processes.

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
. idp.sh Command Reference on page 320

Troubleshooting SNMP Statistic Reporting

Problem Many SNMP query tools indicate the cause of SNMP reporting failures, such as an
unreachable host. If necessary, you can investigate the status of the health monitoring
daemon (HMD) and snmpd processes on the IDP Series device.

Solution SNMP statistic and trap reporting depend on the health of the HMD and the SNMP
reporting daemon (snmpd) that run on the IDP Series device. Figure 69 on page 289
illustrates collection via HMD and reporting via SNMP.
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Figure 69: SNMP Statistic Report Processes

snmp IDP
client \ / engine
snmp snmpd mMp | DP
client -———  engine
snmp / IDP
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Table 89 on page 289 describes troubleshooting steps.

Table 89: Diagnosing Problems with SNMP Reporting

Symptom Troubleshooting Steps

SNMP query times out.

Use the following command to query the status of the health monitoring daemon:

[root@defaulthost ~]# idpHMD.sh status
idpHMD (pid 18691) . oo ON

If necessary, use the following command to restart the service:

[root@defaulthost ~]# idpHMD.sh restart
Use the following command to query the status of the SNMP agent:

[root@defaulthost ~]# /sbin/service snmpd status
snmpd (pid 4729) is running...

If necessary, use the following command to restart the service:

[root@defaulthost ~]# /sbin/service snmpd restart

. Use scio sri commands to verify that the category of statistics is enabled.

. Inthe NSM Device Manager, check the report settings to verify that SNMP reporting is enabled.

Traps not received.

Use the following command to query the status of the SNMP trap service:

[root@defaulthost ~]# /sbin/service snmptrapd status
snmpd (pid 4729) is running...

If necessary, use the following command to restart the service:
[root@defaulthost ~]# /sbin/service snmptrapd restart

Use scio sri commands to verify that the category of statistics is enabled and the trap thresholds
are expected values.

. Inthe NSM Device Manager, check the report settings to verify that SNMP reporting is enabled and

that it specifies the expected SNMP manager IP address.
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Related The following related topic is included in the IDP Series Administration Guide:

Documentation
« SNMP Statistic Reporting and Traps Task Summary on page 237

Tuning the JNET Driver Failure Count

Problem If you configure internal bypass for virtual routers, traffic will bypass processing if the IDP
engine is unavailable or JNET driver fails to transmit packets as expected.

In the latter case, internal bypass is triggered when the JNET driver receive queue failure
count reaches 18 (about three minutes). After you have analyzed and resolved the cause
of the JNET driver failure, you can return the interfaces to normal state by restarting the

IDP engine.

We have provided a tunable setting in case you prefer the IDP Series device to enter
bypass sooner (decrease the count). If you want to give the JNET driver more time to
self-correct, you can increase the failure count.

To tune the default, modify the max_intf_recv_failed_cnt_nicbypass value in the user_funcs
file. You must run idp.sh restart to restart the IDP engine and initialize any changes.

Solution To tune the JNET driver failure count:

1. Log into the CLI as admin and enter su - to switch to root.
2. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.

3. Locate the following line in the Variables section of the file:

VARIABLES

# 'max_intf_recv_failed_cnt_nicbypass' - The maximum count value for any
# data interface indicating the number of times the packet could not

# be received by that interface. If the count for any interface reaches

# this value nicBypass gets triggered.

# *WARNING**: Changing the value would require running 'idp.sh restart'.

export max_intf_recv_failed_cnt_nicbypass=18

0 NOTE: If your upgrade path was from 5.0r1 to 5.0r2, your user_funcs files
does not include the excerpt shown above. If this line is not present, the
defaultis used. If you want to change the default, add the export statement

shown to the Variables section of the user_funcs file.

4. Modify the default value (18) as you prefer. The value 18 is approximately equivalent
to 180 seconds. A value of 6 would be approximately 60 seconds.
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5. Save the file and exit the editor.

6. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP engine can take several moments.

Related The following related topic is included in the IDP Series Administration Guide:
Documentation
« Configuring Virtual Routers (ACM Procedure) on page 186
The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Series Operating System Overview

« IDP Series Network Interfaces Overview

Viewing Auto-Recovery Logs

Purpose Userecovery-related logs as cues to examine the surrounding traffic logs. The surrounding
logs can indicate the type of traffic that caused the failure condition.

In addition, the auto-recovery process is unable to identify the application for buffered
sessions. As a result, in processing buffered traffic, the application identification feature
is unavailable and application rate limiting cannot be applied. In addition, the latest
interval of application volume tracking data is discarded. Keep this in mind when examining
application-related logs generated immediately after restart.

Table 90 on page 291 describes recovery-related logs.

Table 90: Auto-Recovery Logs

Log Message Description

IDP instance number successfully Verifies successful restart. Success indicates that the IDP engine was restarted with
recovered. the same device configuration, feature configuration, and security policy that were
in place before the restart.

IDP instance number is detected to be Indicates a particular IDP engine has encountered a condition that requires the IDP
terminated. engine to be terminated and restarted.
Failed to recover IDP instance number. Indicates a failure restarting.

Restarting IDP instance for the nth time.  Indicates that a particular IDP engine has been terminated and restarted a total of
number times.

IDP is being stopped since IDP instance  Indicates that the auto-recovery feature has reached its maximum number of restart

number restarted for nth time. attempts before shutting down the IDP Series device. The auto-recovery process
makes up to six attempts to restart the failed IDP engine. After six failed attempts,
the IDP auto-recovery process issues an idp.sh stop command. If you have enabled
internal bypass, the IDP Series device enters bypass.

Copyright © 2013, Juniper Networks, Inc. 291



IDP Series Administration Guide

Action

Related
Documentation

Use the NSM Log Viewer filtering features to identify auto-recovery events and examine
the surrounding traffic. Auto-recovery logs belong to category Alarm and subcategory
Others.

You can also find auto-recovery logs on the IDP Series device in
/var/idp/device/sysinfo/logs/idpinit.date.
The following related topics are included in the IDP Series Administration Guide:

« |IDP Series Logs and Reports in NSM Task Summary on page 207
. Tuning the Auto-Recovery Bypass Setting

« Tuning the Auto-Recovery Policy Reload Setting on page 293

. Disabling the Auto-Recovery Feature on page 292

« idp.sh Command Reference on page 320
The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Series Operating System Overview

Disabling the Auto-Recovery Feature

Problem

Solution

Related
Documentation

If you encounter a problem with the auto-recovery feature, you can disable it.

To disable the auto-recovery feature:

1. Log into the CLI as admin and enter su - to switch to root.

2. Stop the IDP engine:

[root@defaulthost admin]# idp.sh stop
Restarting the IDP engine can take several moments.

3. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.
4. Locate the following line:
export autorecovery_state=1
5. Change the value to O to disable the feature.
6. Save the file and exit the editor.

7. Restart the IDP engine:

[root@defaulthost admin]# idp.sh start
Starting the IDP engine can take several moments.

The following related topics are included in the IDP Series Administration Guide:

« Viewing Auto-Recovery Logs on page 291

« Tuning the Auto-Recovery Bypass Setting
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. Tuning the Auto-Recovery Policy Reload Setting on page 293

Tuning the Auto-Recovery Policy Reload Setting

Problem The auto-recovery feature detects failure of an IDP engine and buffers packets while it
attempts to restart the IDP engine. The auto-recovery process reloads the device
configuration, including the security policy. The larger the security policy, the longer it
takes to complete the auto-recovery process. By default, packet processing resumes
only after the security policy has been reloaded. If your deployment requires faster
resumption of traffic flow, you can change this setting so that the IDP engine begins
processing traffic before the security policy has been loaded. However, the packets that
are processed before the security policy has been loaded are uninspected.

Solution To set packet processing to resume before the security policy has been loaded:

1. Loginto the CLI as admin and enter su - to switch to root.
2. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.
3. Locate the following line:

export pktprocess_afterpolicyload=1

4. Change the value to O so that packet processing resumes before the security policy
has been loaded.

5. Save the file and exit the editor.
6. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP engine can take several moments.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Viewing Auto-Recovery Logs on page 291

« Tuning the Auto-Recovery Bypass Setting

. Disabling the Auto-Recovery Feature on page 292

Viewing CPU Utilization

Problem In earlier releases of the IDP OS, the CPU utilization reported for the system was simply
the results from the Linux top command. This has not changed for single core platforms
(IDP75,1DP200, IDP600): the reported CPU utilization continues to be the results of top.
For multicore platforms (IDP250, IDP800, IDP1100, IDP8200), the results of the Linux
top command are not helpful. Because of JNET driver polling behavior on multicore
platforms, the top command shows constant 100% utilization. To address this issue, we
developed the scio idp-cpu-utilization utility for multicore platforms. We do not claim
that the CPU utilization reported by the scio idp-cpu-utilization utility to be as precise as
the Linux top command, but the results are helpful in tracking changes in CPU utilization
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and gauging whether utilizationis normal orabnormal (high or low). Table 91on page 294
summarizes how CPU utilization is reported for IDP Series platforms.

Table 91: CPU Monitoring Tools

CLI SINLY I NSM IDP Reporter
Single core (IDP75, top top Do not use: PR top
IDP200, IDP600) 434539
Dual core (IDP250, scio idp-cpu-utilization scio Do not use: PR scio
IDP800, IDP1100) idp-cpu-utilization 434539 idp-cpu-utilization
Multicore (IDP8200) Aggregate CPU utilization of all scio Do not use: PR scio

IDP8200 IDP engines): idp-cpu-utilization 434539 idp-cpu-utilization

scio idp-cpu-utilization

CPU utilization per IDP engine: No No No

scio -c O idp-cpu-utilization
scio -c 1idp-cpu-utilization

scio -c 2 idp-cpu-utilization
scio -c 3 idp-cpu-utilization
scio -c 4 idp-cpu-utilization
scio -c 5 idp-cpu-utilization

0 NOTE: Using the scio idp-cpu-utilization utility can cause CPU usage to spike.
We, therefore, recommend you use scio idp-cpu-utilization only for debugging.

Solution To display CPU utilization for IDP75, IDP200, and IDP600:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Use the Linux top command to display resource utilization statistics for IDP OS
processes:

[root@defaulthost ~]# top

top - 01:39:36 up 14 days, 10:27, 1 user, load average: 2.33, 2.77, 2.84
Tasks: 82 total, 1 running, 81 sleeping, 0 stopped, 0 zombie

Cpu(s): 7.9%us, 38.4%sy, 0.0%ni, 53.0%id, O0.3%wa, 0.0%hi, 0.3%si, 0.0%st
Mem: 3007268k total, 2831804k used, 175464k free, 254104k buffers

Swap: 4192928k total, 29608k used, 4163320k free, 2081808k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND

27348 root -31 -20 0 0 0D 17.9 0.0 3636:39 kjnetd
26188 root 10 -10 1972m 333m 132m S 2.0 11.3 202:10.56 idpengine
29222 root 0 -20 8992 1436 940 S 1.7 0.0 280:55.81 nicBypass
28772 root 20 O 9000 1372 868 S 1.0 0.0 277:06.88 peerPortModulat
16012 root 20 0 65936 988 824 S 0.3 0.0 6:33.82 idpprocesschk
27877 idp 20 0 18604 3516 1800 S 0.3 0.1 14:18.50 agent
28013 1idp 20 0 13352 3844 1528 S 0.3 0.1 11:32.45 idpHMD

1 root 20 0 10388 624 524 S 0.0 0.0 0:09.08 init

2 root 20 O 0 0 0S 0.0 0.0 0:00.00 kthreadd
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3 root 20 0 0 0 1

4 root 20 0 0 0

25.39 ksoftirqd/0

0:
0:00.00 kworker/0:0

0S 0.0 0.0
0S 0.0 0.0

To display CPU utilization for IDP250, IDP800, IDP1100, and IDP8200:

1. Log into the CLI as admin and enter su - to switch to root.

2. Use the following command to display CPU usage for the CPU core running the IDP
engine:

[root@defaulthost admin]# scioidp-cpu-utilization
Current actual cpu utilization: O

The IDP8200 has multiple IDP engines. Specify the -c idp-engine option to display
CPU usage for a particular CPU core (0-5):

[root@defaulthost admin]# scio-c O idp-cpu-utilization
Current actual cpu utilization: O

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. Configuring SNMP Reporting for the Sensor Category of Statistics on page 238

« Troubleshooting High CPU Usage on page 295
« Troubleshooting Erroneous CPU Utilization Reports on page 297

. scioidp-cpu-utlization on page 350
The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Series Operating System Overview

Troubleshooting High CPU Usage

Problem Security policy rules processing has an impact on CPU usage. You can use scio signature
statistic tool to understand the CPU utilization used to match particular attack objects
or attack groups. You can then take a better informed approach to tuning your security
policy.

0 NOTE: Thereisaslight performance impact to using this feature. Enable this
feature while you are investigating high CPU; otherwise, disable it.

To use the scio signature statistic tool:

1. Log into the CLI as admin and enter su - to switch to root.

2. Enter the following command to enable the signature statistic tool:

[root@defaulthost ~]# scio const-s sO set sc_enable_sigstat 1
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3. Configure a threshold to target attack objects that use a lot of CPU.

a. Enter the following command to get started:

[root@defaulthost ~]# scio const -s sO set sc_sigstat_nano_secs 1000000
In this example, the value 1000000 is a filter to log only attack objects that use
more than 1,000,000 CPU cycles. The default is 10,000 (0x2710).

b. Search the log file to examine its contents. Logs are saved in the
/usr/idp/device/var/sysinfo/logs directory. Files are named idpengine_num.date.

Logs have the following format:

sigmatch stat: [function name] [attack/group: attack_name/group_name] [cpu
cycles: cpu cycles consumed]
for the flow : srclP:srcPort -> dst IP: dst Port [protocol number]

For example:

sigmatch stat: [sc_ids_run_packet] [attack: DNS:OVERFLOW:BIN] [cpu cycles:
12462695]

for the flow :192.168.1.100:59773 -> 192.168.1.24:53 [17]

sigmatch stat: [sc_ids_run_stream256] [group: dg_cl1le-1f0d0p17sOn00_10] [cpu
cycles: 31026226]

for the flow : 192.168.1.100:1502 -> 192.168.1.24:8080 [6]

In the above example, note that the attack object DNS:OVERFLOW:BIN and the
attack group dg_cl11e-1f0d0Op17sOn00_10 are using a large number of CPU cycles.

c. If you get too many matches, you can adjust your filter for sc_sigstat_nano_secs
(upwards to narrow the set that matches, downwards to broaden the set that
matches).

d. Make a note of attack objects and groups that generate a lot of matches. You
probably do not need to be concerned about occasional matches. You want to
identify patterns of high CPU cycles.

Use the following command syntax to display the attacks contained in the attack
group:

[root@defaulthost ~]# scio policy attacks subscriber policy.set-path detector-path
group-name

For example:

[root@defaulthost ~]# scio policy attacks sO /usr/idp/device/state/sO/policy.set
/usr/idp/device/lkm/detector.o0.gz.v dg_cl1le-1f0d0p17sOn00_10

The following is example output:

Attacks in the group "dg_clle-1f0dOpl17s0On00_10" are... [10 attacks]

APP:UPNP:APPLE-MDNS_1
MS-RPC:MESSENGER-OF2_1

APP :UPNP:APPLE-MDNS_2
RPC:RPC.SADMIND :METHOD-TRAV-UDP
APP :UPNP:APPLE-MDNS_3
MS-RPC:MESSENGER-OF2_2

MS-RPC :MESSENGER-OF
MS-RPC:MESSENGER-OF2_3
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Solution

Related
Documentation

SCAN:CANVAS : L INUXSNMP
TROJAN:BACKORIFICE:BOPING-WIN

4. If necessary, use the suggestions in the next section to refine your security policy rules.
We recommend creating a separate rule for an attack object or group that has a
pattern of high CPU usage. Later, if you encounter an issue with high CPU usage, you
have the option of setting the rule action temporarily to Ignore while you investigate
the CPU spike.

If you observe high CPU usage, consider the following adjustments to your security policy
rules:

. Ingeneral, itis better to create more rules with a few attack objects each than to create
few rules with many attack objects in each. Being specific with rules might also facilitate
network analysis and troubleshooting.

. Ensure your rule includes only the attack objects applicable to the service and
destination server identified in the rule. Each attack object has a performance cost.

. Include only the attack objects related to the traffic direction. For example, in most
cases you want to exclude server-to-client attacks from rules protecting destination
servers and to exclude client-to-server attacks from rules where you monitor server
response.

The following related topic is included in the IDP Series Administration Guide:

. Viewing CPU Utilization on page 293

. Attack Objects Task Summary on page 79
The following related topics are included in the IDP Series Concepts and Examples Guide:

« IDP Series Operating System Overview

. Using Attack Objects

Troubleshooting Erroneous CPU Utilization Reports

Problem

Accurate measurement of CPU utilization for an operating system must be calibrated.
IDP Series devices have model-specific default CPU utilization calibration values that
are set when the lkmstart.sh utility is run. The lkmstart.sh utility is run automatically when
the system is restarted. In IDP OS 5.1r2, the implementation for multicore CPU platforms
includes a self-correction mechanism that recalibrates the CPU utilization measurement
from time-to-time. Recalibrationisinitialized after traffic load falls to zero and then starts
processing new traffic (the new load must be nontrivial).

For multicore platforms, we recommend you use SNMP to monitor CPU utilization and
use the scioidp-cpu-utilization utility to investigate unexpected high or low CPU utilization.
If the CPU utilization does not make sense given the traffic load, the CPU measurement
might need to be recalibrated. Wait until traffic load subsides to zero and rises again to
see if the self-correction mechanism handles the problem. If this does not work, you can
use the scio calibration command to change the calibration values manually.
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Solution

0 NOTE: The recalibration method described here is not applicable to single
core platforms. The CPU utilization reported for single core platforms is the
results of the Linux top command.

While troubleshooting CPU utilization reporting, you use the idpengine log files to review
the history of CPU utilization calibration values. If the current CPU utilization that is
reported seems inaccurate and on the low side, you can try to correct by increasing the
calibration count. If the CPU utilization % is inaccurate and on the high side, you can try
to correct by decreasing the calibration count.

The following commands show how to find the CPU calibration entries in the logs:

[root@defaulthost ~]# cd /usr/idp/device/var/sysinfo/logs
[root@defaulthost logs]# ls-l

total 13548

-rw-r--r-- 1 idp idp 13922 Apr 29 17:04 agent.20110429
-rw—--w---- 1 idp idp 2700 Apr 30 11:34 agent.20110430
-rw--w---- 1 idp 1idp 91 May 2 00:41 agent.20110502
-rw-r--r-- 1root root 3474 Apr 29 03:40 idpengine_0.20110429
-rW-r----- 1root root 3752123 Apr 30 11:34 idpengine_0.20110430
-rw-r--r-- 1 root root 1750667 May 2 01:42 idpengine_0.20110502
-rw-r--r-- 1 idp idp 795595 Apr 29 23:59 idpHMD.20110429

-rw--w---- 1 idp 1idp 925840 Apr 30 23:59 idpHMD.20110430

-rw—-w---- 1 idp 1idp 916416 May 1 23:59 idpHMD.20110501

-rw--w---- 1 idp 1idp 426893 May 2 11:10 idpHMD.20110502

-rw-r--r-- 1 root root 504 Apr 29 03:41 idpinit.20110429
-rw-r—----- 1 root root 649 Apr 30 10:51 idpinit.20110430
-rwxr-x--- 1 idp 1idp 12405 Apr 29 02:21 idplnstalllLog-20110429021955
-rw-r--r-- 1 idp idp 5668 Apr 29 03:42 idpLogReader.20110429
-rw-r----- 1 idp idp 12282 Apr 30 12:25 idpLogReader.20110430
-rw-r--r-- 1 idp 1idp 4063 May 2 01:42 idpLogReader.20110502
-rw-r--r-- 1 root root 1038066 Apr 29 23:59 IkmStart.20110429
—-rw-r----—- 1 root root 1182731 Apr 30 23:59 IkmStart.20110430
-rw-r--r-- 1 root root 1173772 May 1 23:59 IkmStart.20110501
-rw-r--r-- 1 root root 546132 May 2 11:10 IkmStart.20110502
-rw-r--r-- 1 root root 1421 Apr 29 03:40 loadNics.20110429
-rw-r--r-- 1 root root 2986 Apr 29 03:42 migratelLog.20110430034003
-rw-r--r-- 1 root root 1230 Apr 30 10:51 nicBypass.20110429
-rw-r--r-- 1 root root 44 Apr 30 10:52 nicBypass.20110430
-rw-r--r-- 1 root root 156 Apr 29 23:59 peerPortModulator.20110429
-rw-r--r-- 1 root root 104 Apr 30 23:59 peerPortModulator.20110430
-rw-r--r-- 1 root root 0 May 1 23:59 peerPortModulator.20110501
-rw-r--r-- 1 root root 0 May 2 11:10 peerPortModulator.20110502
-rw-r--r-- 1 root root 6740 Apr 29 03:31 reimage-shar.20110429032917
-rw-r--r-- 1 idp idp 1048 Apr 29 03:41 scio.20110429

-rw-r--r-- 1 idp idp 739 Apr 30 10:51 scio-.20110430

-rw-r--r-- 1 idp idp 489 May 2 11:00 scio.20110502

-rw-r--r-- 1 idp 1idp 1133737 Apr 29 03:43 sciod.20110429

-rw-r----—-— 1 idp idp 18243 Apr 30 11:34 sciod.20110430

-rw-r--r-- 1 idp idp 2094 May 2 00:43 sciod.20110502

-rw-rw-rw- 1 idp idp 144 Apr 29 03:42 statview.20110429

You want to base your adjustments on the latest reported value, so start with the most
recent log file and work backwards. In this example, idpengine_0.20110502 has no entries
for CPU calibration, so we examine the previous log file, idpengine_0.20110430.
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[root@defaulthost ~]# viidpengine_0.20110430

[10:51:40] The initial caliberated delay count is 193340708 in 1000063

micro-seconds

[10:51:40] resource_util_loop inited

[10:51:40] SRI: Device count : 10

[10:51:40] SRI: Total free packets : 508369

[10:51:40] Stats enabled : 31

[10:51:41] calibration_count updated from 110395859 to 141787094 and

calibration_time from 1000000 to 1000247

[10:51:47] calibration_count updated from 141787094 to 141787882 and

calibration_time from 1000247 to 1000199

[10:51:53] calibration_count updated from 141787882 to 141789474 and

calibration_time from 1000199 to 1000189

[10:52:11] calibration_count updated from 141789474 to 141790962 and
calibration_time from 1000189 to 1000197

[11:06:23] sc_emul_request_module:Trying to open dll.. path:./detector1304186783
name:detectorl304186783 ...

If the calibration time is exactly 1000000 (microseconds), you can infer that the
calibration values probably have not yet been recalibrated with the self-correction
mechanism. In the above example, the latest calibration time is 1000197 which indicates
that self-correction has run. After self-correction has run, the CPU utilization percent
reported tends to be accurate. If self-correction has not been run, and you cannot wait
for the occurrence of the traffic conditions that initiate self-correction, you can perform
the following steps to initiate recalibration.

To set a calibration value with the scio calibration command:

1. Logintothe CLI.
2. Use the scio calibration get command to show the current calibration values:

[root@defaulthost ~]# scio calibration get
CPU Calibration detail of CPUO:
Calibration count: 141790962
Calibration time : 1000197

3. Use scio calibration set command to set a new calibration count:

[root@defaulthost ~]# scio calibration set calibration-count

The manual calibration values remain in effect until the next opportunity for the
self-correction mechanism to run.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. Viewing CPU Utilization on page 293

. Configuring SNMP Reporting for the Sensor Category of Statistics on page 238
. scio idp-cpu-utlization on page 350

« Troubleshooting High CPU Usage on page 295

Displaying Service Session Count

Problem Youcanuse the command-lineinterface (CLI) to verify proper functioning of the protocol
decoders without waiting for corresponding attack logs to be generated. The scio subs
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Solution

Related
Documentation

service detail command displays the current active and total service session counters.
The counters increment when the IDP engine identifies the application.

To display the service session count:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to display the service session count:

[root@defaulthost admin]# scio subs service detail sO
Service Session Count Table:

| Service | Active | Total |
|]-—————————- Fomm [ |
FTP 86 86
RLOGIN 21 21
PORTMAPPER 100 100
HTTP 730 730
SMTP 38 38
POP3 76 76
IMAP 10 10
TELNET 52 52
1CMP 116 116
DNS 50 52
SSH 1 1
SNMP 11 11
DHCP 17 17
TFTP 21 21

« scio subs on page 360

Troubleshooting Application Identification

Problem

Solution

If you encounter issues with the application identification feature, you might want to
change the default behavior. The following features are enabled by default:

. Application identification
. Application identification of extended applications
. Caching of application identification matches

. Caching of extended application identification matches

For normal use, we recommend that you maintain these defaults.

During experimentation and troubleshooting, you might do the following:

. View details of the application signatures that are relevant to the current policy. The
application signatures are relevant if the application is specified or implicated by IDP
rulebase or APE rulebase rules.

. View a list of application signatures cached. The application identification feature
caches signatures it has detected.
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. Clear the application signature or nested application signature cache.

. Disable application identification or the application identification cache.

To display the application signatures and nested application signatures that are relevant
to the current policy:

1. Log into the CLI as admin and enter su - to switch to root.

2. Enter the following command to display a list of relevant application signatures:

[root@defaulthost ~]# scio app sig list

Application signatures: total 165 show 165

APPLICATIONID:ARES, index O, service 77, mindata 7, order 61, tcp 0-65535, no
udp

APPLICATIONID:ICCP, index 1, service 106, mindata 2, order 147, tcp 102-102,
no udp

APPLICATIONID:HALF-LIFE, index 2, service 113, mindata 4, order 127, no tcp,
udp 1024-65535

APPLICATIONID:ICQ, index 3, service 172, mindata 10, order 22, tcp 0-65535,

no udp

APPLICATIONID:PPTP, index 4, service 128, mindata 11, order 173, tcp 1723-1723,
no udp

APPLICATIONID:X11, index 5, service 144, mindata 6, order 85, tcp 0-65535, no
udp

APPLICATIONID:GNUCLEUSLAN-CONNECT, index 6, service 151, mindata 16, order 40,
tcp 0-65535, no udp

APPLICATIONID:VMWARE-WEBUI, index 7, service 96, mindata 180, order 183, tcp

8333-8333, no udp

APPLICATIONID:FREECAST, index 8, service 81, mindata 50, order 142, no tcp,
udp 0-65535

APPLICATIONID:MSRPC, index 9, service 55, mindata 20, order 42, tcp 135-135
137-139 445-445 1024-65535, udp 135-135 137-139 445-445 1024-65535

APPLICATIONID:MSN, index 10, service 41, mindata 20, order 107, tcp 0-65535,
no udp

APPLICATIONID:DRDA, index 11, service 121, mindata 20, order 52, tcp 0-65535,
no udp

APPLICATIONID:GNUTELLA-URN-DOWNLOAD, index 12, service 131, mindata 26, order
133, tcp 0-65535, no udp

APPLICATIONID:GNUTELLA-FIREWALLED, index 13, service 86, mindata 70, order 34,
tcp 0-65535, no udp

APPLICATIONID:IRC, index 14, service 32, mindata 32, order 46, tcp 0-65535,
no udp

APPLICATIONID:QQ, index 15, service 125, mindata 3, order 105, tcp 80-80

443-443, udp 0-65535

APPLICATIONID:LOTUSNOTES, index 16, service 135, mindata 21, order 134, tcp

0-65535, no udp

3. Enterthe following command to display a list of relevant nested application signatures:

[root@defaulthost ~]# scio napp sig list

Nested Application signatures: total 551 show 551
NESTEDAPPLICATION:PRICELINE, HTTP, index O, nested service 1, max_trans 1,

order 33249, appl_id 794, n_members 1

NESTEDAPPLICATION: ICAST, HTTP, index 1, nested service 2, max_trans 1, order

33118, appl_id 555, n_members 2

NESTEDAPPLICATION:GOOGLE-TRANSLATE, HTTP, index 2, nested service 3, max_trans
1, order 32991, appl_id 467, n_members 1

NESTEDAPPLICATION:EBUDDY, HTTP, index 3, nested service 4, max_trans 1, order
32906, appl_id 278, n_members 1

NESTEDAPPLICATION:TOPFRIENDS, HTTP, index 4, nested service 5, max_trans 1,
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order 33299, appl_id 723, n_members 2
NESTEDAPPLICATION:MYSPACE-GUARDIAN-ANGELS, HTTP, index 5, nested service 6,

max_trans 1, order 33169, appl_id 619, n_members 2
NESTEDAPPLICATION:ALLMUSIC-LOOKUP, HTTP, index 6, nested service 7, max_trans
1, order 33043, appl_id 530, n_members 2

NESTEDAPPLICATION-HOTMAIL, HTTP, index 7, nested service 8, max_trans 1, order
32832, appl_id 383, n_members 1

NESTEDAPPLICATION:RAGINGBULL-POST, HTTP, index 8, nested service 9, max_trans
1, order 32963, appl_id 354, n_members 2
NESTEDAPPLICATION:FACEBOOK-VISUALBOOKSHELF, HTTP, index 9, nested service 10,
max_trans 1, order 33227, appl_id 602, n_members 2
NESTEDAPPLICATION:TRIPADVISOR, HTTP, index 10, nested service 11, max_trans
1, order 33099, appl_id 579, n_members 1

NESTEDAPPLICATION:SPANKWIRE, HTTP, index 11, nested service 12, max_trans 1,

order 32816, appl_id 505, n_members 1

NESTEDAPPLICATION:THECIRCLE, HTTP, index 12, nested service 13, max_trans 1,

order 32888, appl_id 261, n_members 1

To display the application signature and the nested application signature cache:

1. Loginto the CLI as admin and enter su - to switch to root.
2. Enter the following command to display the application signature cache:

[root@defaulthost ~]# scio app cache list
Application system cache: total 3 show 3

Index  VLAN 1P Port Proto Application
0 0 9.0.0.101 21 6 FTP

1 0 8.0.0.101 21 6 FTP

2 0 8.0.0.1 22 6 SSH

3. Enter the following command to display the nested application signature cache:

[root@defaulthost ~]# scio napp cache list
Application system cache: total 3 show 3

Index  VLAN 1P Port Proto Application
0 0 9.0.0.101 21 6 FTP

1 0 8.0.0.101 21 6 FTP

2 0 8.0.0.1 22 6 SSH

To clear application the signature and the nested application signature cache:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to clear the application signature cache:

[root@defaulthost ~]# scio app cache clear
3. Enter the following command to clear the nested application signature cache:

[root@defaulthost ~]# scio napp cache clear

To disable application identification features:
1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following command to disable application protocol identification:

[root@defaulthost ~]# scio const set sc_ai_enable O
3. Enter the following command to disable extended application identification:

[root@defaulthost ~]# scio const set sc_ai_ext_enable O
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4. Enter the following command to disable caching of application protocol identification
results:

[root@defaulthost ~]# scio const set sc_asc_enable O
5. Enter the following command to disable caching of extended application protocol
identification results:

[root@defaulthost ~]# scio const set sc_ext_asc_enable O

Changes take effect immediately, but the settings do not persist across restarts and
policy pushes.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. scio app sig list on page 329

« scionapp sig list on page 352
. scioapp cache on page 327
. scioconst on page 330

. Application Objects Task Summary on page 111
The following related topic is included in the IDP Series Concepts and Examples Guide:

. Using Application Objects

Disabling the APE Rulebase

Problem If the APE rulebase does not behave as expected, you can use the IDP OS CLI to disable
it.

Solution To disable the APE rulebase:

1. Loginto the CLI as admin and enter su - to switch to root.
2. Use the following command to show the current value:

[root@defaulthost admin]# scio const get sc_ape_enable
scio: sc_ape_enable = 0x1

A1(0x1) indicates the APE isenabled; a O (Ox0) indicates the APE rulebase is disabled.

3. Change this setting with the corresponding set command. The following example
disables the APE rulebase:

[root@defaulthost admin]# scioconst set sc_ape_enable O
scio: setting sc_ape_enable to 0x0

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Configuring the APE Rulebase (NSM Procedure) on page 56

« Verifying the APE Rulebase on page 269
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Disabling the User Role-Based Policy Feature

Problem If the user role-based policy feature does not behave as expected, you can use the IDP
OS command-line interface (CLI) to disable it.

Solution To disable the user role-based policy feature:

1. Loginto the CLI as admin and enter su - to switch to root.
2. Enter the following command to show the current value:

[root@defaulthost admin]# scio const-ssO get sc_enable_user_policy
scio: sc_enable_user_policy = 0x1

A1 (0x1) indicates the feature is enabled; a O (Ox0) indicates the feature is disabled.
3. Enter the following command to disable the feature:

[root@defaulthost admin]# scio const -s sO set sc_enable_user_policy O
scio: setting sc_enable_user_policy to 0x0

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
. Verifying Integration with an IC Series Unified Access Control Appliance on page 271

. scioconst on page 330

Disabling Support for Jumbo Frames

By default, the IDP engine processes traffic as large as the maximum transmission unit
(MTU) required to support jumbo frames (9014 bytes = 9000 bytes of payload+ 14 bytes
for the Ethernet header). The IDP engine drops frames that are larger than 9014 bytes.

If you encounter issues processing jumbo frames, you can change the default maximum
frame size to what is required to support the Ethernet MTU (1514 bytes= 1500 bytes of
payload + 14 bytes for the Ethernet header). The greatest value supported for maximum
frame size is 16,014 bytes.

To change the MTU:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enter the following commands to view and change the MTU:

[root@defaulthost admin]# scio const-ssO get sc_max_frame_size
scio: sc_max_frame_size = 0x2336

[root@defaulthost admin]# scio const -s sO set sc_max_frame_size 1514
scio: sc_max_frame_size = Ox5EA

Related The following related topic is included in the IDP Series Administration Guide:

Documentation
. scioconst on page 330
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Troubleshooting SSL Inspection

Problem This topic lists a few areas to investigate if the IDP Series device hangs during HTTPS
inspection or fails to inspect HTTPS traffic as expected.

Solution Investigate the following issues:

. Incase of HTTPS traffic hanging in a laboratory environment, be sure your test traffic
includes “background” traffic in addition to the HTTPS sessions. Background traffic
can be a simple ping across the IDP Series device. In a production environment, this is
not an issue.

. |fthe IDP Series device fails to detect a specified HTTP anomaly, examine the security
policy to make sure it includes at least one SSL attack object. We recommmend SSL.:
SERVR-CERT-FAILS-VALIDATION or any Recommended SSL attack object.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Usingthe SSL Forward Proxy Feature to Enable Inspection of HTTPS Traffic on page 171

« Disabling SSL Inspection on page 305
« scioconst on page 330

. sciosslon page 356
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Inspection of SSL Traffic Overview

Disabling SSL Inspection

Problem If necessary, you can disable SSL inspection so that HTTPS sessions are passed through
the IDP Series device uninspected. If you would rather drop such sessions, you must
create a security policy rule that matches the HTTPS traffic and uses the drop action.

Solution Follow the procedure indicated to disable the particular SSL inspection method:

. Inspection using the internal server private key

. Inspection using the forward proxy feature
To disable the method that uses the internal server private key:

1. Log into the CLI as admin and enter su - to switch to root.

2. Enter the following command to disable decryption:

[root@defaulthost admin]# scio const -s sO set sc_ssl_decryption O
scio: setting sc_ssl_decryption to 0x0
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Q TIP: To make your setting persistent across restarts, modify the user_funcs
file; or modify the setting in NSM and push the update to the IDP Series device.

To disable inspection using the forward proxy feature:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Delete the certificate authority:

[root@defaulthost admin]# scio sslcadelete
[root@defaulthost admin]#

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Using the SSL Private Server Key to Enable Inspection of SSL Traffic on page 168

« Using the SSL Forward Proxy Feature to Enable Inspection of HTTPS Traffic on page 171
« scioconst on page 330

. sciosslon page 356
The following related topic is included in the IDP Series Concepts and Examples Guide:

« Inspection of SSL Traffic Overview

Disabling MPLS Decapsulation

If you encounter issues with the Multiprotocol Label Switching (MPLS) decapsulation
feature, you can disable it.

To disable MPLS decapsulation:

1. Loginto the CLI as admin and enter su - to switch to root.

2. Enterthe following commands to disable MPLS decapsulation and verify your settings:

[root@defaulthost admin]# scioconst -s sO set sc_mpls_decapsulation O
scio: sc_mpls_decapsulation 0x0

[root@defaulthost admin]# scio const-ssO get sc_mpls_decapsulation
scio: sc_mpls_decapsulation = 0x0

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« Verifying MPLS Decapsulation on page 272

« scioconst on page 330
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Troubleshooting NSM Log Collection Issues

Problem

Solution

Related
Documentation

You can use the scio logview utility to view contents of log files before the logs are
forwarded to NSM. This way, if you suspect a problem with logging features, you can
compare the device-side logs with the NSM-side logs.

The following example commands show how to navigate to the logs directory, sort by
date, and use the scio logview command to display contents of a recent log.

[root@defaulthost ~]# cd /var/idp/device/logs/
[root@defaulthost logs]# Is-lat]|less

drwx------ 2 idp idp 69632 Aug 5 11:50 .

—-rW—-——--—- 1 idp idp 2788 Aug 5 11:50 1281034151.1log
—rw-——————- 1 idp idp 212 Aug 5 11:50 1281034242.1log
-rW——————- 1 idp idp 0 Aug 5 11:50 1281034242.wait
—rW-—————— 1 idp idp 384 Aug 5 11:49 1281034128.1log
—rw-——————- 1 idp idp 1232 Aug 5 11:48 1281034081.log
—rW——————— 1 idp idp 1680 Aug 5 11:47 1281034035.1lo0g
—-rW—-——--—- 1 idp idp 744 Aug 5 11:47 1281033989.1log
—rw-——————- 1 idp idp 1868 Aug 5 11:46 1281033942.1l0g
—rW——————— 1 idp idp 952 Aug 5 11:45 1281033916.10g
—-rW—-——--—- 1 idp idp 260 Aug 5 11:44 1281033804.1log
—rw-——————- 1 idp idp 260 Aug 5 11:43 1281033699.1l0g
—rW——————— 1 idp idp 260 Aug 5 11:41 1281033590.10g
—-rW—-——--—- 1 idp idp 260 Aug 5 11:39 1281033484.1log
—rw-——————- 1 idp idp 260 Aug 5 11:37 1281033386.10g
—rW—————— 1 idp idp 148 Aug 5 11:36 1281033138.log

[root@defaulthost logs]# scio logview 1281034242.log

Log :Time Generated : Thu Aug 5 11:50:41 2010

Source IP 0.0.0.0 Source Port :0 -> Destination IP 0.0.0.0 Destination Port :0
Category Enum : attackid :805306379 Severity Enum :SC_LOG_SEVERITY_INFO
Protocol Enum :0 Action :SC_LOG_ACTION_NOT_SET

srclface : , Details : Percentage of Control CPU usage last 5 minutes has
restored below threshold and is at 57 [Simulation Mode]

The following related topic is included in the IDP Series Administration Guide:

. scio logview on page 351
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Appendixes

« Connecting to the Appliance Configuration Manager on page 311
« bypassStatus Commands on page 315

« idp.sh Commands on page 319

« scio Commands on page 323

« statview Commands on page 379

« jnetTcpdump on page 383

« |IDP Series MIB Object ID Reference on page 387
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APPENDIX A

Connecting to the Appliance Configuration
Manager

This appendix provides the following reference information:

« Connecting to ACM on page 311
« Changing the Management Interface IP Address on page 311

Connecting to ACM

You use the Appliance Configuration Manager to configure IDP Series device network
settings.

To connect to ACM:

1. Inthe Address or Location box of your Web browser, enter https://IP, where IP is the
IP address you assigned to the management interface. For example, if you configured
the IP address 10.100.200.1, enter https://10.100.200.1.

0 NOTE: ACM access uses SSL, so you must type https:// and not http://.

2. Log in as root. If you do not know the root password, contact the administrator who
ran the initial setup for the IDP Series device.

For information on using ACM to configure network communication, see the ACM online
Help.

Q TIP: ACM logs are located in /var/log/httpd/error_log. You can use these logs
to troubleshoot errors connecting to ACM.

Changing the Management Interface IP Address

The IDP system uses the management interface (ethO) to communicate with Network
and Security Manager (NSM) (all deployments), SNMP managers (if applicable), and

Copyright © 2013, Juniper Networks, Inc. 3N



IDP Series Administration Guide

Juniper IVE devices (Access Control Service or Secure Access Service in coordinated
threat control deployments).

The management interface IP address is the only IP address for the IDP Series device. It
is the IP address used to make ssh connections to the command-line interface (CLI) and
to make browser-based connections to the Appliance Configuration Manager (ACM).

You configure the management interface IP address when you install and deploy the
device, as described in the installation documentation for your IDP Series device. If your
network IP address space changes, and you are required to reassign the IP address for
management interface, you can use ACM to change it.

Before you begin, prepare for the impact that changing the management interface IP
address has on any systems that might be configured to listen to or communicate with
the IDP Series device through the IDP Service device management interface IP address,
such as:

« NSM
« SNMP

« Juniper IVE systems

0 NOTE: The IP address change operation restarts the IDP engine. Be sure to
use the same precautions you use when upgrading software, such as
high-availability (HA) features, NIC bypass features, and choosing an
opportune time to perform the operation (for example, a period when traffic
is light).

9 TIP: Be sure to inform others who might act as administrators for the device
that the IP address has changed. Administrators use the IP address when
connecting to the device through ssh or ACM.

312
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To change the management interface IP address:

1.

Related .
Documentation

Reconfigure the IDP Series device using ACM:
a. Loginto ACM.

b. Use the Configure Management Interface page to configure settings for the
management interface. The IP address must be reachable from the NSM Device
Server.

After the management IP address is changed:

. The ACM Web server is rebooted. You can access ACM again using the new IP
address.

. The IDP engine is restarted, and traffic flow is processed according to NIC bypass
settings during the restart cycle.

. The device reconnects to NSM and logs are forwarded to NSM without disruption.

- In NSM Device Monitor, the status displayed in the Connection Status column goes
down and comes up. There are no changes to the Configuration Status column.

- InNSM Log Viewer, NSM displays the same IDP device name with the previous IP
address.

Update the NSM configuration for the IDP Series device:

a. InNSM Device Manager, right-click the IDP Series device and select RMA to change
the device status to RMA.

b. Right-click the device and select Activate Device to display the Activate Device
dialog box.

c. Select the Device deployed and IP is reachable option, and complete the
configuration by specifying the IDP Series device IP address, admin username and
password, and root password.

After the device has been reactivated:

. In NSM Device Monitor, you might see the connection status go down and up again
as the connection is re-established.

- InNSM Log Viewer, the logs collected before the RMA/Activate Device operation
show the same device name but the changed IP address.

IDP Series Network Interfaces Overview
Connecting to ACM on page 311
Activating Devices (NSM Procedure) on page 132

Supported Tools for Management Tasks on page 123
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APPENDIX B

bypassStatus Commanads

This appendix provides the following reference information:

« Connecting to the Command-Line Interface (CLI Procedure) on page 315

« bypassStatus Command Reference

Connecting to the Command-Line Interface (CLI Procedure)

You use the command-line interface (CLI) to use CLI utilities, such as bypassStatus, scio,
sctop, idp.sh; or Linux diagnostic commands, such as ethtool.

To connect to the command-line interface:

1. Use SSH to connect to the IP address or hostname for the management interface.
2. Login as admin and enter su - to switch to root.
3. At the secure shell, define IDPDIR as follows:

IDPDIR=/usr/idp
export IDPDIR

O NOTE: Bash is the default shell and bash commands are shown in the
example. If you use a different shell, use the equivalent commands.

e NOTE: If you automate management or monitoring tasks with cron jobs
or daemons that run CLI commands, remember to define the shell
environment at the top of your script file. For example, if you create a Bash
scripttorunasacronjob, include the following line at the top of your script
file:

export IDPDIR=/usr/idp
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bypassStatus Command Reference

Syntax bypassStatus interval iterations
Description Displays status of internal bypass processes.

Options Table 92 on page 316 describes bypassStatus options and arguments and provides
examples of command syntax.

Table 92: Command Reference: bypassStatus

Options Usage and Examples

[none] Displays the status of the NIC bypass daemon, settings for the watchdog timer, and the status
of traffic interfaces.

For an overview of the NIC bypass feature, see the IDP Series Concepts and Examples Guide.

The watchdog timer setting and watchdog loop interval are default settings in the idp.cfg
file. You should not change these settings unless advised to do so by JTAC.

The current state reported is Normal when the operating system is available and the virtual
router receives its reset signal from the interface within the threshold (3 seconds); NICs off or
Bypass when the timer has not received its reset signal within the threshold.

The following example shows the output of the bypassStatus command on IDP200, IDP600,
and IDP1100 appliances:

[root@localhost ~]# bypassStatus
BYPASS STATUS: Thu Sep 16 10:50:29 PDT 2010

Status for nicBypass daemon : on

Watchdog timer setting(sec) - 8

Watchdog loop reset interval(sec): 200000

NIC Status Current State WD Time Left(ms)
eth2,eth3 ENABLED Normal 12168

eth4,eth5 ENABLED Normal 12112

eth6,eth7 ENABLED Normal 12040

eth8,eth9 ENABLED Normal 11984
ethl10,eth11l ENABLED Normal 12116

NOTE: The watchdog loop reset interval is 200,000 microseconds, not seconds.
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Table 92: Command Reference: bypassStatus (continued)

Options Usage and Examples

The following examples show the output of the bypassStatus command on IDP75, IDP250,
IDP800, and IDP8200 appliances:

[root@idp51 ~]# bypassStatus

BYPASS STATUS: Wed Apr 8 10:08:38 PDT 2009
Status for nicBypass daemon : on
Watchdog timer setting(sec) : 3
Watchdog loop reset interval(sec): 200000

NIC Current State
eth2,eth3 Normal or NICs off
eth4,eth5 Normal

eth6,eth7 Normal

ethl2,ethl3 Normal

ethl4,ethl5 Normal

[root@idp51 ~]#

[root@defaul thost ~]# bypassStatus

BYPASS STATUS: Wed Mar 4 14:47:01 IST 2009
Status for nicBypass daemon : off
Watchdog timer setting(sec) = 3
Watchdog loop reset interval(sec): 200000

NIC Current State
eth2,eth3 Bypass or NICs off
eth4,eth5 Bypass or NICs off
eth6,eth7 Bypass or NICs off
ethl0,ethll Bypass or NICs off
ethl2,ethl3 Normal

NOTE: Due to a hardware limitation, the bypassStatus command does not report status or
the watchdog timer time left for IDP75, IDP250, IDP800, and IDP8200 appliances.

interval Specifies a number of seconds at which to refresh the status display. The status is updated
every interval seconds until you press Ctrl-C.

[root@defaul thost admin]# bypassStatus 3
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Table 92: Command Reference: bypassStatus (continued)

Options Usage and Examples

iterations If you specify an interval, you can also specify a number of iterations after which the status
display exits and returns to the command prompt.

[root@defaulthost admin]# bypassStatus 33
BYPASS STATUS: Wed Oct 22 18:47:03 EDT 2008
Status for nicBypass daemon : on
Watchdog timer setting(sec) : 3
Watchdog loop reset interval(sec): 200000

NIC Status Current State WD Time Left(ms)
eth2,eth3 ENABLED Normal 3110

eth4,eth5 disabled Normal (wdt inactive)
eth6,eth7 disabled Normal (wdt inactive)
eth8,eth9 disabled Normal (wdt inactive)
ethl0,ethll disabled Normal (wdt inactive)
eth2,eth3 ENABLED Normal 3060
eth4,eth5 disabled Normal (wdt inactive)
eth6,eth7 disabled Normal (wdt inactive)
eth8,eth9 disabled Normal (wdt inactive)
ethl0,ethll disabled Normal (wdt inactive)
eth2,eth3 ENABLED Normal 3000
eth4,eth5 disabled Normal (wdt inactive)
eth6,eth7 disabled Normal (wdt inactive)
eth8,eth9 disabled Normal (wdt inactive)
ethl0,ethll disabled Normal (wdt inactive)

Additional Information Due to a hardware limitation with IDP800 and IDP8200 I/0 modules, the current state
reported by the bypassStatus command is ambiguous for these interfaces. A bypass NIC
has two physical states: on or off. The programmed behavior supports three possibilities:
normal, bypass, or NICs off.

For fiber interfaces, the bypassStatus command reliably reports Bypass when the NIC is
in bypass state. It reports Normal or NICSs off when not in bypass.

For copper interfaces, the bypassStatus command reliably reports Normal during normal
operations. It reports Bypass or NICSs off when not normal.

When using the bypassStatus command, we recommend you refresh your recollection
of your NIC state settings and use logs to disambiguate the bypassStatus output. For
example, if you know you have not configured NICs off but instead always use Bypass,
you can disambiguate the status. In addition, when you shutdown the IDP Series appliance,
it sends a log to NSM that clearly indicates the action to change NIC state to your specified
setting.

318 Copyright © 2013, Juniper Networks, Inc.



APPENDIX C

idp.sh Commands

This appendix provides the following reference information:

« Connecting to the Command-Line Interface (CLI Procedure) on page 319
« idp.sh Command Reference

« idp.sh Command Reference

Connecting to the Command-Line Interface (CLI Procedure)

You use the command-line interface (CLI) to use CLI utilities, such as bypassStatus, scio,
sctop, idp.sh; or Linux diagnostic commands, such as ethtool.

To connect to the command-line interface:

1. Use SSH to connect to the IP address or hostname for the management interface.
2. Login as admin and enter su - to switch to root.
3. At the secure shell, define IDPDIR as follows:

IDPDIR=/usr/idp
export IDPDIR

0 NOTE: Bash is the default shell and bash commands are shown in the
example. If you use a different shell, use the equivalent commands.

0 NOTE: If you automate management or monitoring tasks with cron jobs
or daemons that run CLI commands, remember to define the shell
environment at the top of your script file. For example, if you create a Bash
scripttorunasacronjob, include the following line at the top of your script
file:

export IDPDIR=/usr/idp
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idp.sh Command Reference

Syntax idp.sh option
Description Starts, stops, and restarts the IDP engine.

Options Table 93 on page 320 describes idp.sh options.

Table 93: Command Reference: idp.sh

Option Usage and Examples

start Starts the main IDP process.

[root@idp ~]# idp.shstart

Starting apps. - -

Freezing security settings on /dev/hda...Done

10:48:24 Setting NICs to defined settings. .. ..o aaaaaaann- Done
10:48:25 Start Idpinit. ... ok
10:48:26 Starting 1dpengines. . . ...ttt e ok
10:48:28 Enabling layer 2 bypass. . ... e ok
10:48:28 Attaching to NICS. . . ... .t iie e icaa e ieea e ok
10:48:28 Setting VI MOAeS. - - oo it e e e e e e e e e e e ok
Trying to load last policy [policy-test]...done

Starting zero copy driver..... ... . ... . ... ... OK

Starting idpLogReader. ... ... ... . iiiiiaaaaon OK

Starting agent. ... OK

Starting idpHMD. .. eeaaaaoa OK

Starting SCiOd. ... aaaaaan OK

Starting pKEd. .. OK

stop Stops the main IDP process.
[root@idp ~]# idp.shstop

Stopping apps.- - -

sctop: no process killed Stopped sciod (pid 26245)
No pidfile for pkid

Cleaning up remaining instances of pkid...

Stoppingok
10:47:07 Stopping IdpINEt. o e a e e ok
10:47:09 Stopping 1dpenginesS. . . . ..ot e aa e ok
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Table 93: Command Reference: idp.sh (continued)

Option Usage and Examples

reload Reloads all IDP processes.

[root@idp ~]# idp.shreload

Stopping apps. - -

sctop: no process killed

wc: write error: Broken pipe Stopped sciod (pid 8774)
No pidfile for pkid

Cleaning up remaining instances of pkid...

Stoppinok
10:50:01 Stopping Tdpinit. o eeeaaaaaaaa ok
10:50:03 Stopping TdpenginNeS . - o oo it et e e e e e e e ok

Starting apps. - -

Freezing security settings on /dev/hda...Done

10:50:08 Setting NICs to defined settings. .. ... aaaanaann- Done
10:50:09 Start ddpinit. ... e eaaaaan ok
10:50:10 Starting 1dpengines. . ... oottt e e e e e ok
10:50:11 Enabling layer 2 bypass. . ... i e e e i ee e e ok
10:50:12 Attaching to NICS. . . ... .t iie e icaaameeaaan ok
10:50:12 Setting VI MOAeS. - - oo i e e e e e e e a e e e e ok
Trying to load last policy [policy-test]...done

Starting zero copy driver..... ... ... . ... ... OK

Starting idpLogReader. ... ... ... . iiiiiiaaaaan OK

Starting agent. .. ... OK

Starting ddpHMD. .. i eeeaaaaa OK

Starting SCiOd. ..o OK

Starting pKEd. . i OK

restart Restarts the main IDP process.
[root@idp ~]# idp.shrestart

Stopping apps.- - -

sctop: no process killed Stopped sciod (pid 20702)
No pidfile for pkid

Cleaning up remaining instances of pkid...

Stoppingok
10:43:44 Stopping IdpINit. e eeeaaaaa ok
10:43:46 Stopping 1dpenginesS. . . . ..ot e ee e maaa ok

Starting apps.--
Freezing security settings on /dev/hda...Done

10:43:51 Setting NICs to defined settings. . ... .. ... .. oo aaaoann Done
10:43:52 Start 1dpinit. .. .. eeaaaaaaaa ok
10:43:53 Starting 1dpenginesS. - oo i oo e e e e e e ok
10:43:55 Enabling layer 2 bypasS. - ..o i i ok
10:43:55 Attaching to NICS. ... ...t iiaaaaaaan ok
10:43:55 Setting VI MOOES. - oo i o i i e e e e e e e e e e e ok
Trying to load last policy [policy-test]...done

Starting zero copy driver............ ... iiiio.- OK

Starting idpLogReader. ... ... .. ..o iiiiaaaaaan OK

Starting agent. ... ... ... OK

Starting TdpHMD. . .. iaaaaaaaa OK

Starting SCiOd. . . ..o e e OK

Starting pKid. ... ... .- OK
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Table 93: Command Reference: idp.sh (continued)

Option Usage and Examples

status Displays status information for IDP processes.
The following example shows the output of the idp.sh status command:
[root@defaulthost admin]# idp.sh status
Retrieving status. ..
idpinit (pPid 6618) .. ... ieaaaaas ON
idpengine_0 (PId 7217) . i i i e e e e e ON
idpengine_1 (pid 7207) . . ... i iiaaaaan ON
idpengine_2 (pid 7211) . ..o ON
idpengine_3 (pid 7209) . . i i i i n i aaaaa ON
idpengine_4 (pid 7219) . ... .. ... aooaa- ON
idpengine_ 5 (pid 7257) . o i i i ON
idpLogReader (pid 12524) ... ... i iiaaaaan ON
agent (pid 12450) ... ... i ON
TdpPHMD (Pid 12510) - - - et c o e e e e e ON
sciod (PId 12517) i e e e e i e e ON
pkid (Pids 12566) ... ..ot ON

version Displays version information for IDP processes.
The following example shows the output of the idp.sh version command:
[root@defaulthost admin]# idp.sh version
Retrieving version information...
scio 5.1.136718
kernel 5.1.136718
idpLogReader 5.1.136718
agent 5.1.136718
idpHMD 5.1.136718
sciod 5.1.136718
pkid 5.1.136718.
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scio Commands

This appendix provides the following reference information:

Connecting to the Command-Line Interface (CLI Procedure) on page 324

scio agentconfig
scio app cache
scio app sig list
scio const

scio counter

scio getsystem

scio idp-cpu-utlization

scio logview
scio napp sig list
scio nic

scio sri

scio ssl

scio subs
scio sysconf
scio user
scio var
sciovc

scio version
scio vr

scio agentconfig
scio app cache
scio app sig list
scio const

scio counter

scio getsystem
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« scio idp-cpu-utlization
« scio logview

« scionapp sig list
« Scionic

« ScCio sri

« sciossl

« sciosubs

« scio sysconf

. sciouser

« sciovar

« sciovc

« scioversion

e sciovr

Connecting to the Command-Line Interface (CLI Procedure)

You use the command-line interface (CLI) to use CLI utilities, such as bypassStatus, scio,
sctop, idp.sh; or Linux diagnostic commands, such as ethtool.

To connect to the command-line interface:

1. Use SSH to connect to the IP address or hostname for the management interface.
2. Login as admin and enter su - to switch to root.
3. Atthe secure shell, define IDPDIR as follows:

IDPDIR=/usr/idp
export IDPDIR

0 NOTE: Bash is the default shell and bash commands are shown in the
example. If you use a different shell, use the equivalent commands.

0 NOTE: If you automate management or monitoring tasks with cron jobs
or daemons that run CLI commands, remember to define the shell
environment at the top of your script file. For example, if you create a Bash
scripttorunasacronjob,include the following line at the top of your script
file:

export IDPDIR=/usr/idp
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scio agentconfig

Syntax

Description

Options

scio agentconfig options arguments

Displays or sets values for the Network and Security Manager (NSM) agent configuration.
The NSM agent is installed on the IDP Series device and used to communicate with the
NSM device server.

The following example shows how to use scio agentconfig options to display and then
set values for the NSM agent configuration:

[root@defaulthost admin]# scio agentconfig list
Primary management IP: 10.158.111.2
Primary management port: 7803

No secondary management IP defined
Secondary management port: 7803

Device id: device_id

One time password is erased

[root@defaulthost admin]# scio agentconfig serverl-ip 10.158.131.2
[root@defaulthost admin]#

[root@defaulthost admin]# scio agentconfig serverl-ip list
Primary management IP address: 10.158.131.2

Table 94 on page 325 describes command options and arguments.

Table 94: Command Reference: scio agentconfig

Options Description

list

list—Lists the current settings for all NSM agent parameters.

serverl-ip {list | /Paddress}

list—Lists the current setting for the NSM agent option.

IPaddress—Specifies the IP address for the primary NSM server.

serverl-port {list | port}

list—Lists the current setting for the NSM agent option.

port—Specifies the port number for the primary NSM server.

server2-ip {list | IPaddress}

list—Lists the current setting for the NSM agent option.

IPaddress—Specifies the IP address for the secondary NSM server.

server2-port {list | port}

otp {list | password}

list—Lists the current setting for the NSM agent option.

port—Specifies the port number for the primary NSM server.

list—Lists the current on-time password used by NSM to connect to the IDP Series device.

password—Specifies a password to be used by NSM to make a connection to the IDP Series
device.

Copyright © 2013, Juniper Networks, Inc. 325



IDP Series Administration Guide

Table 94: Command Reference: scio agentconfig (continued)

Options Description

deviceid {list | id} list—Lists the current setting for the NSM agent option.

id—Specifies a device ID string. The ID must be 42 hexadecimal characters.
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scio app cache

Syntax scio app cache argument

Description Lists applications identified by the application identification feature. To optimize
performance, the application identification feature maintains a cache of application
definitions for applications it identifies. When processing traffic, the application
identification feature compares traffic against the cached application definitions. If it
does not identify any matches, it uses heuristic methods to identify the application and

saves the resulting definition to the cache.

When verifying or troubleshooting features, you might find it useful to track changes to

the application identification cache.

Options Table 95on page 327 describes arguments to the scio app cache command and provides
examples of command syntax.

Table 95: Command Reference: scio app cache

Arguments Usage and Example

list Lists the last 32 applications identified.

[root@defaulthost admin]# scio app cache list
Application system cache: total 66 show 32

Index VLAN

00

O oO~NOOJOaOPMWNEE
[eNeolelNolNolNolNolNolNol

W wWwN .
P O O
o O O
N NN

21.
23.
29.
25.
27.
23.
29.
21.
25.
27.0.

0.

[eNeoleNolNolNeolNolNolNel

[eNelelNolNoNeolNoNolNoNo)

1P

.101
.101
-101
.101
.101
-101
.101
.101
-101
.101

Port Proto Application

22
22
22
22
22
80
21
80
21
21

6

[ IR I e BN )RNe) I BN RNe)]

SSH
SSH
SSH
SSH
SSH
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Table 95: Command Reference: scio app cache (continued)

Arguments Usage and Example

listall Lists all applications identified since the last time the cache was cleared.

[root@defaulthost admin]# scio app cache listall
Application system cache: total 66 show 66
Index VLAN IP Port Proto Application

0 0 21.0.0.101 22 6 SSH
1 0 23.0.0.101 22 6 SSH
2 0 29.0.0.101 22 6 SSH
3 0 25.0.0.101 22 6 SSH
4 0 27.0.0.101 22 6 SSH
5 0 23.0.0.101 80 6 HTTP
6 0 29.0.0.101 21 6 FTP
7 0 21.0.0.101 80 6 HTTP
8 0 25.0.0.101 21 6 FTP
9 0 27.0.0.101 21 6 FTP
62 0 22.0.0.1 21 6 FTP

63 0 28.0.0.1 80 6 HTTP
64 0 26.0.0.1 80 6 HTTP
65 0 24.0.0.1 80 6 HTTP

clear Clears the cache.

[root@defaulthost admin]# scio app cache clear
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scio app sig list

Syntax

Description

Options

scio app sig list

Lists details of the application signatures that are relevant to the current policy. The
application signatures are relevant if the application is specified or implicated by IDP
rulebase or APE rulebase rules.

When verifying or troubleshooting features with the CLI, you might find this command
useful for verifying expected behavior.

The list option is the only argument and is required.

[root@defaulthost ~]# scio app sig list

Application signatures: total 165 show 165

APPLICATIONID:ARES, index O, service 77, mindata 7, order 61, tcp 0-65535, no udp

APPLICATIONID:ICCP, index 1, service 106, mindata 2, order 147, tcp 102-102, no
udp

APPLICATIONID:HALF-LIFE, index 2, service 113, mindata 4, order 127, no tcp, udp
1024-65535

APPLICATIONID:ICQ, index 3, service 172, mindata 10, order 22, tcp 0-65535, no
udp

APPLICATIONID:PPTP, index 4, service 128, mindata 11, order 173, tcp 1723-1723,
no udp

APPLICATIONID:X11, index 5, service 144, mindata 6, order 85, tcp 0-65535, no udp

APPLICATIONID:GNUCLEUSLAN-CONNECT, index 6, service 151, mindata 16, order 40,
tcp 0-65535, no udp

APPLICATIONID:VMWARE-WEBUI, index 7, service 96, mindata 180, order 183, tcp
8333-8333, no udp

APPLICATIONID:FREECAST, index 8, service 81, mindata 50, order 142, no tcp, udp
0-65535

APPLICATIONID:MSRPC, index 9, service 55, mindata 20, order 42, tcp 135-135 137-139
445-445 1024-65535, udp 135-135 137-139 445-445 1024-65535

APPLICATIONID:MSN, index 10, service 41, mindata 20, order 107, tcp 0-65535, no
udp

APPLICATIONID:DRDA, index 11, service 121, mindata 20, order 52, tcp 0-65535, no
udp

APPLICATIONID:GNUTELLA-URN-DOWNLOAD, index 12, service 131, mindata 26, order
133, tcp 0-65535, no udp

APPLICATIONID:GNUTELLA-FIREWALLED, index 13, service 86, mindata 70, order 34,
tcp 0-65535, no udp

APPLICATIONID:IRC, index 14, service 32, mindata 32, order 46, tcp 0-65535, no
udp

APPLICATIONID:QQ, index 15, service 125, mindata 3, order 105, tcp 80-80 443-443,
udp 0-65535

APPLICATIONID:LOTUSNOTES, index 16, service 135, mindata 21, order 134, tcp
0-65535, no udp
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scio const

Syntax scio const {list | -cname | -d | -p service | -s sO:gmodule | -v name} {list | get constant | set
constant value}

Description Displays or sets values for IDP OS kernel constants. Kernel constants determine whether
features are enabled or disabled, as well as feature configuration parameters.

Changes you make to kernel constants from the CLI do not persist across restarts. To
make your change persistent:

1. Open the /usr/idp/device/bin/user_funcs file in a text editor, such as vi.
2. Add the constant below the line user_start_end(). For example:

user_start_end()

{

$SCIO const -s sO set sc_ssl_sessid_timeout 90
}
3. Save the file.

4. Restart the IDP engine:

[root@defaulthost admin]# idp.shrestart
Restarting the IDP engine can take several moments.

Options Table 96 on page 330 describes the basic parameters of scio const commands.

Table 96: Command Reference: scio const

Options and Arguments | Usage and Examples

list When specified with no other options or arguments, the scio const list command lists constants
related to memory, logging, storage, and debugging.

[root@defaulthost admin]# scio const list

sc_debug_features = 0x10 [ O...FFFFFfFff ]
sc_debug_gmodules = 0x0 [ O...FFFFFFfF ]
sc_debug_services = 0x0 [ O...FFFFFFFF ]
sc_debug_services2 = 0x0 [ O...FFFFFfFff ]
sc_debug_level = Ox1 [ 0...31]
sc_debug_detail = 0x0 [0...11]
sc_panic_on_assert = 0x0 [0...11]
sc_malloc_debug = 0x0 [0...11]
sc_malloc_debug_size = 0x200 [ 0...Ff4240 ]
sc_malloc_fail_report_freq = 0xc350 [ O...FFFFFfFff ]
sc_log_cache_size = 0x3200 [ 1...FfFfFF ]
sc_log_chunk_size = 0x4000 [ 400...4000 ]
sc_log_chunk_timeout = 0x186a0 [ 1...F4240 ]
sc_pktlog_cache_size = 0x100000 [ 400...FFFFFFFF ]
sc_pktlog_chunk_size = 0x1f82e [ 400...FFFFFFFF ]
sc_pktlog_chunk_timeout = 0x186a0 [ 1...F4240 ]
sc_pktlog_capture_timeout = 0Ox5 [ 1...708 ]

[---1
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Table 96: Command Reference: scio const (continued)

Options and Arguments | Usage and Examples

-d Specify the -d option for commands related to protocol decoders.
Specify the list option to display a list of which protocol decoders are enabled or disabled:

[root@defaulthost admin]# scio const -d list
Protocol Decoders Enabled are:

AIM APE BGP BWMON CHARGEN DHCP
DISCARD DNS ECHO FINGER FTP GNUTELLA
GOPHER H225RAS H225SGN I1CMP IDENT 1EC104
IKE IRC LDAP LPR MGCP MSN
MSRPC MSSQL MYSQL NBDS NBNAME NFS

NNTP NTP POP3 PORTMAPPER  PROFILER PTYPE
REXEC RLOGIN RPC RSH RTSP RUSERS
SIP SMB SNMPTRAP SQLMON SSH SSL
SYSLOG TELNET TNS VNC WHOIS YMSG

Protocol Decoders Disabled are:
HTTP IMAP RADIUS SMTP SNMP TFTP

Specify the get decoder option to display whether the specified decoder is enabled or disabled. (1
= enabled; O = disabled). For example, the following command displays the value for the SIP
decoder. Tindicates the SIP decoder is enabled.

[root@defaulthost admin]# scio const-d get SIP
scio: SIP = 0Ox1

Specify the set decoder value option to change the enabled/disabled setting. The following
example turns off the SIP decoder.

[root@defaulthost admin]# scio const-dset SIP O
scio: setting SIP to 0x0
[root@defaulthost admin]#

-V name Specify the -v option for commands related to virtual routers.

[root@defaulthost admin]# scioconst-v vrl list

sc_arp_timeout = 0xel0 [ 1...FFFFFFFF ]

sc_arp_proxy_timeout = 0x14 [ 1...FFFFFFfFF ]
sc_arp_logging = Ox1 [0...11]
sc_arp_spoof_detect = 0x1 [O0...11]
sc_mac_timeout = 0OxelO [ 1...FFFFFFfFF ]
sc_mac_unknown_timeout = 0x14 [ 1...FFFFFFFF ]
sc_stp_enabled = 0x0 [O0...11]
sc_stp_bridge_priority = 0x8000 [ O...FFFF ]
sc_stp_bridge_max_age = 0x14 [ 6...28 1]
sc_stp_bridge_hello_time = 0x2 [1...a]
sc_stp_bridge_forward_delay = Oxf [ 4...1e ]
sc_stp_check_interval_ticks = Oxa [ 1...3e8 1]
sc_stp_logging = 0x1 [O0...11]
sc_arp_request_record = 0Ox1 [0...1]
sc_arp_spoof_pass_thru = Ox1 [0...11]
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Table 96: Command Reference: scio const (continued)

Options and Arguments | Usage and Examples

-s sO:gmodule Specify the -s option for commands related to subscriber settings.
s0 specifies subscriber s0O, the only valid argument for scio const -s.

In some cases, scio const syntax requires you specify the subscriber gmodule. The example
commands in this reference use the construction s0:gmodule to include the subscriber gmodule
when it is required. The example commands do not include the subscriber gmodule when it is not
required.

[root@defaulthost admin]# scio const -s sO list

sc_rpc_xid_timeout = 0x5 [ 1...3c ]
sc_rpc_program_timeout = 0Oxl2c [ 1...12c 1]
sc_exempt_mgt_traffic = 0x1 [O0...11]
sc_enable_statistics = 0x0 [0...11]
sc_bypass_dfa = 0x0 [0...11]
sc_enable_packet_count = 0x1 [O0...11]
sc_enable_rule_stats = 0x0 [0...11]
sc_ip_fragment_timeout = 0x5 [ 1...3c 1
sc_ip_fragment_min_size = 0x0 [ O...FFFF ]
sc_ip_fragment_max_ppf = OxFfff [ 8...FfFFF ]

L---1

-C name Specify the -c option for commands related to virtual circuits.

[root@defaulthost admin]# scio const -c eth2 list

sc_stp_port_enabled = Ox1 [ 0...11]
sc_stp_change_detection_enabled = 0x1 [0...11]
sc_stp_port_priority = 0x80 [O...fF ]
sc_stp_port_path_cost = 0x64 [ 1...FfFfFF ]
sc_xmit_queue_size = 0x400 [ 0...4000 ]

-p service Specify the -p option for commands related to service settings.

[root@defaulthost admin]# scio const -p http list

sc_http_request_length = 0x2000 [ 1...2000 ]
sc_http_header_length = 0x2000 [ 1...2000 ]
sc_http_cookie_length = 0x2000 [ 1...2000 ]
sc_http_auth_length = 0x200 [ 1...400 ]
sc_http_content_type_length = 0x200 [ 1...2000 ]
sc_http_user_agent_length = 0x100 [ 1...2000 ]
sc_http_soapaction_length = 0x400 [ 1...2000 ]
sc_http_host_length = 0x40 [ 1...2000 ]
sc_http_referer_length = 0x2000 [ 1...2000 ]
sc_http_alternate_ports = 0x1 [O0...11]
sc_http_failed_logins = Ox4 [ 2...64 ]
sc_http_brute_search = 0x10 [ 2...64 1]
sc_http_ignore = 0x0 [0...41]
sc_http_jpeg_depth = 0x1000 [ 0...1000 ]
sc_http_min_html_tag_len = Oxa [ 0...2000 ]
sc_http_enable_parse_html = 0x1 [O0...11]
sc_http_enable_parse_html_tags = 0x1 [0...11]
sc_http_enable_chunk_contexts = 0x1 [0...11]
sc_http_chunk_min_Jlen = Oxa [ 0...32 ]
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Table 96: Command Reference: scio const (continued)

Options and Arguments | Usage and Examples

list When specified in syntax after the -c, -p, -s, or -v options, lists all constants related to the class

specified by the flag.

[root@defaulthost admin]# scioconst-ssO list

sc_rpc_xid_timeout = 0x5 [ 1...3c ]
sc_rpc_program_timeout = 0x12c [ 1...12c ]
sc_exempt_mgt_traffic = Ox1 [0...11]
sc_enable_statistics = 0x0 [ 0...11]
sc_bypass_dfa = 0x0 [0...11]
sc_enable_packet_count = Ox1 [0...11]
sc_enable_rule_stats = 0x0 [0...11]
sc_ip_fragment_timeout = 0x5 [ 1...3c ]
sc_ip_fragment_min_size = 0x0 [ O...FfFFF ]
sc_ip_fragment_max_ppf = OxFfff [ 8...FFFF ]
[---1
get constant Gets values for the specified kernel constant.

[root@defaulthost admin]# scio const-s sO get sc_gre_decapsulation

scio: sc_gre_decapsulation = 0x0
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Table 96: Command Reference: scio const (continued)

Options and Arguments | Usage and Examples

set constant value Sets values for the specified kernel constant.

[root@defaulthost admin]# scio const -s sO set sc_gre_decapsulation 1
scio: setting sc_gre_decapsulation to O0x1

For information on particular constants, refer to the following tables:

« Table 97on page 334 provides usage and examples of kernel constants related to the application
identification feature.

« Table 98 onpage 336 provides usage and examples of kernel constants related to the application
policy enforcement (APE) rulebase.

« Table 99 on page 337 provides usage and examples of kernel constants related to the application
volume tracking (AVT) feature.

. Table 100 on page 338 provides usage and examples of kernel constants related to the flow
bypass feature.

« Table101on page 339 provides usage and examples of kernel constants related to flow behavior
during policy load.

« Table 102 on page 340 provides usage and examples of kernel constants related to GRE
decapsulation.

« Table 103 on page 340 provides usage and examples of kernel constants related to GTP
decapsulation.

« Table 104 on page 342 provides usage and examples of kernel constants related to IPsec ESP
NULL decapsulation.

« Table 105 on page 342 provides usage and examples of kernel constants related to MPLS
decapsulation.

« Table 106 on page 343 provides usage and examples of kernel constants related to SSL
inspection.

« Table107on page 344 provides usage and examples of the kernel constant that determines the
maximum frame size processed by the IDP engine.

« Table 108 on page 344 provides usage and examples of kernel constants related to the SYN
Protector rulebase.

« Table 109 on page 346 provides usage and examples of kernel constants related to the user
role-based policy feature.

Table 97 on page 334 provides usage and examples of kernel constants related to the
application identification feature.

Table 97: scio const Arguments Related to the Application Identification Feature

Constants and Values Usage and Examples

sc_ai_enable Gets or sets the constant that determines whether the application identification feature is enabled
or disabled.

The default is 1 (on). O turns application identification off.

[root@defaulthost admin]# scio const get sc_ai_enable
scio: sc_ai_enable = 0x1

[root@defaulthost admin]# scio const set sc_ai_enable O
scio: setting sc_ai_enable to 0x0

NOTE: You can also configure this setting in NSM.
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Table 97: scio const Arguments Related to the Application Identification Feature (continued)

Constants and Values Usage and Examples

sc_ai_check_first_session

Gets or sets the constant that determines whether the application identification feature attempts
to identify the application from the first session.

The default is 1 (on). O turns the setting off.

[root@defaulthost admin]# scio const get sc_ai_check_first_session
scio: sc_ai_check first_session = 0x1

[root@defaulthost admin]# scio const set sc_ai_check_first_session O
scio: setting sc_ai_check_first_session to 0x0

sc_ai max_tcp_sess_pkt_mem

Gets or sets the constant that determines the maximum bytes of memory used to perform
application identification on TCP sessions.

The default is 30,000 (0x7530).
Possible values: O to 60,000.

[root@defaulthost admin]# scio const get sc_ai_max_tcp_sess_pkt_mem
scio: sc_ai_max_tcp_sess_pkt_mem = 0x7530

[root@defaulthost admin]# scio const set sc_ai_max_tcp_sess_pkt_mem 60000
scio: setting sc_ai_max_tcp_sess_pkt_mem to OxXEA60

sc_ai max udp sess pkt_ mem

Gets or sets the constant that determines the maximum bytes of memory used to perform
application identification on UDP sessions.

The default is 10,000 (0x2710).
Possible values: O to 20,000 (0x4e20).

[root@defaulthost admin]# scio const get sc_ai_max_udp_sess_pkt_mem
scio: sc_ail_max_udp_sess_pkt_mem = 0x7530

[root@defaulthost admin]# scio const set sc_ai_max_udp_sess_pkt_mem 20000
scio: setting sc_ai_max_udp_sess_pkt_mem to 0x4e20

sc_ai_num_sess

Gets or sets the constant that determines whether the maximum number of concurrent sessions
where application identification can be used.

The default is 50,000 (0xc350).
Possible values: 0 to 200,000 (0x30d40).

[root@defaulthost admin]# scioconst get sc_ai_num_sess
scio: sc_ai_num_sess = 0xc350

[root@defaulthost admin]# scio const set sc_ai_num_sess 200000
scio: setting sc_ai_num_sess to 0x30d40

NOTE: You can also configure this setting in NSM.
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Table 97: scio const Arguments Related to the Application Identification Feature (continued)

Constants and Values Usage and Examples

sc_ai_max_pkt_mem Gets or sets the constant that determines the maximum bytes of memory used to store packets
processed by the application identification feature.

The default is 50,000,000 (Ox2faf080).
Possible values: 0 to 200,000,000 (bebc200).

[root@defaulthost admin]# scio const get sc_ai_max_pkt_mem
scio: sc_ai_max_pkt_mem = 0x0x2faf080

[root@defaulthost admin]# scio const set sc_ai_max_pkt_mem 200000000
scio: setting sc_ai_max_pkt_mem to Oxbebc200

sc_ai_check_bytes Gets or sets the constant that determines the length of the check byte.
The default is 10 (Oxa).
Possible values: O to 2000 (0x7d0).

[root@defaulthost admin]# scio const get sc_ai_check_bytes
scio: sc_ai_check _bytes = Oxa

[root@defaulthost admin]# scio const set sc_ai_check_bytes 20
scio: setting sc_ai_check_bytes to 0x14

Table 98 on page 336 provides usage and examples of kernel constants related to the
application policy enforcement (APE) rulebase.

Table 98: scio const Arguments Related to the APE Rulebase

Constants and Values Usage and Examples

sc_ape_enable Gets or sets the constant that determines whether the application policy enforcement rulebase
is enabled or disabled.

The default is 1 (on). O turns the APE rulebase off.

[root@defaulthost admin]# scio const get sc_ape_enable
scio: sc_ape_enable = 0x1

[root@defaulthost admin]# scio const set sc_ape_enable O
scio: setting sc_ape_enable to 0x0

sc_enable_ape_stats Gets or sets the constant for APE statistics collection.
The default is O (off). 1 turns statistics collection on.

[root@defaulthost admin]# scio const-s sO get sc_enable_ape_stats
scio: sc_enable_ape_stats = 0x0

[root@defaul thost admin]# scio const —s sO set sc_enable_ape_stats 1
scio: setting sc_enable_ape_stats to Ox1
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Table 98: scio const Arguments Related to the APE Rulebase (continued)

Constants and Values Usage and Examples

sc_enable_ape_stats Gets or sets the constant for APE statistics collection.
The default is O (off). 1turns statistics collection on.

[root@defaulthost admin]# scio const-s sO get sc_enable_ape_stats
scio: sc_enable_ape_stats = 0x0

[root@defaulthost admin]# scioconst —s sO set sc_enable_ape_stats 1
scio: setting sc_enable_ape_stats to Ox1

sc_ape_default_rate_limit Gets or sets the constant that determines the default rate limit for sessions that do not match
APE rules.

NOTE: If you have enabled per user rate limiting (also called per subscriber rate limiting), the
default rate limit is applied per user. If not, the default rate limit is a maximum allocation for all
sessions that do not match APE rules.

[root@defaulthost admin]# scio const get sc_ape_default_rate_limit
scio: sc_ape_default_rate_limit = OxFFFFFfff

The default is 4,294,967,295 bps (Oxffffffff in hexadecimal; 4,096 Mbps or .5 Gbps), which
effectively turns off the “default rate limit”.

The following example sets a limit of .25 Gbps:

[root@defaulthost admin]# scio const set sc_ape_default_rate_limit 2147483648
scio: setting sc_ape_default_rate_limit to 0x80000000

sc_per_subscriber_ratelimit  Gets or sets the constant that determines whether rate limits are enforced per user role or per
user. The default is O (rate limit applied when aggregate bandwidth for the user role reaches the
threshold). Change to 1if you want the rate limit applied when bandwidth utilization for any user
reaches the threshold.

[root@defaulthost admin]# scio const -s sO get sc_per_subscriber_ratelimit
scio: sc_per_subscriber_ratelimit = 0x0

[root@defaulthost admin]# scio const-s sO set sc_per_subscriber_ratelimit 1
scio: setting sc_per_subscriber_ratelimit to Ox1

Table 99 on page 337 provides usage and examples of kernel constants related to the
application volume tracking (AVT) feature.

Table 99: scio const Arguments Related to the Application Volume Tracking Feature

Constants and Values Usage and Examples

sc_periodic_stat_update Gets or sets the constant that determines whether the application volume tracking feature is
enabled or disabled.

The default is 1 (on). O turns AVT off.

[root@defaulthost admin]# scio const -s sO:flow get sc_periodic_stat_update
scio: sc_periodic_stat_update = 0x1

[root@defaulthost admin]# scio const -s sO:flow set sc_periodic_stat_update O
scio: setting sc_periodic_stat update to 0x01

NOTE: You can also configure this setting in NSM.
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Table 100 on page 338 provides usage and examples of kernel constants related to the
flow bypass feature.

Table 100: scio const Arguments Related to Flow Bypass

Constants and Values Usage and Examples

sc_flow_bypass_enable Gets or sets the constant that determines whether the flow bypass feature is enabled or disabled.
The default is O (off). 1turns the flow bypass feature on.

[root@defaulthost admin]# scio const -s sO:flow get sc_flow_bypass_enable
scio: sc_flow_bypass_enable = 0x0

[root@defaulthost admin]# scio const -s sO:flow set sc_flow_bypass_enable 1
scio: setting sc_flow_bypass_enable to 0x1

sc_flow_bypass_threshold_hi  Gets or sets the constant that determines the system packet queue size rising threshold.
The default is 90 (percent).
Possible values 0-100.

[root@defaulthost admin]# scio const -s sO:flow get sc_flow_bypass_threshold_hi
scio: sc_flow_bypass_threshold_hi = 0x5a

[root@defaulthost admin]# scio const -s sO:flow set sc_flow_bypass_threshold_hi 95
scio: setting sc_flow_bypass_threshold_hi to Ox5f

sc_flow_bypass_threshold low  Gets or sets the constant that determines the system packet queue size reset threshold.
The default is 80 (percent).
Possible values 0-100.

[root@defaulthost admin]# scio const -s sO:flow get sc_flow_bypass_threshold_low
scio: sc_flow_bypass_threshold_low = 0x50

[root@defaulthost admin]# scio const -s sO:flow set sc_flow_bypass_threshold_low 85
scio: setting sc_flow_bypass_threshold_low to 0x55

Table 101 on page 339 provides usage and examples of kernel constants related to flow
behavior during policy load.
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Table 101: scio const Arguments Related to Policy Load

Constants and Values Usage and Examples

sc_flow_reset_on_policy Gets or sets the constant that determines whether the flow table is reset when a new policy is
loaded. When the flow table is reset, existing sessions are passed through uninspected.

Valid values are O (do not reset on policy load) or 1 (reset on policy load).
For IDP75 and IDP200, the default is 1, and you cannot override the default.

For high-end appliances, the default is 0. When you load a new policy, the IDP system flow table
will maintain sessions belonging to the previously installed policy as well as the newly installed
policy. The IDP engine will continue to use the previously installed security policy to inspect previous
sessions; and use the newly installed security policy to inspect new sessions. When the previously
installed policy is no longer in use, it is unloaded and all traffic is inspected using the newly installed
policy. For IDP8200 and IDP250, the IDP system can maintain flows for as many as two security
policies. For IDP1100, IDP800, and IDP600, the IDP system can maintain flows for as many as
four security policies.

The default is O (off). 1turns the flow bypass feature on.

[root@defaulthost admin]# scio const -s sO:flow get sc_flow_reset_on_policy
scio: sc_flow_reset_on_policy = 0x0

[root@defaulthost admin]# scio const -s sO:flow set sc_flow_reset_on_policy 1
scio: setting sc_flow_reset_on_policy to Ox1

NOTE: You can also configure this setting in NSM.

sc_num_policies Gets or sets the number of policies maintained in the flow table
For IDP75 and IDP200, the default is 1, and you cannot override the default.
For IDP8200 and IDP250, the default is 2. Possible values are 1 or 2.
For IDP1100, IDP800, and IDP600, the default is 2. Possible values are 1, 2, 3, or 4.
[root@defaulthost admin]# scio const -s sO get sc_num_policies

scio: sc_num_policies = 0x2

[root@defaulthost admin]# scio const-s sO set sc_num_policies 4
scio: sc_num_policies = 0x4

Table 102 on page 340 provides usage and examples of kernel constants related to GRE
decapsulation.
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Table 102: scio const Arguments Related to GRE Decapsulation

Constants and Values Usage and Examples

sc_gre_decapsulation Gets or sets the constant that determines whether GRE decapsulation is enabled or disabled.
The default is O (off). 1turns GRE decapsulation on.

[root@defaulthost admin]# scio const -s sO get sc_gre_decapsulation
scio: sc_gre_decapsulation = 0x0

[root@defaulthost admin]# scio const-ssO set sc_gre_decapsulation 1
scio: setting sc_gre_decapsulation to 0x1

NOTE: You can also configure this setting in NSM.

sc_max_decapsulation Gets or sets the constant that determines how many layers can be decapsulated.
The default is 1 (1 layer).
Possible values 1, 2.

[root@defaulthost admin]# scio const -s sO get sc_max_decapsulation
scio: sc_max_decapsulation = Ox1

[root@defaulthost admin]# scio const-s sO set sc_max_decapsulation 2
scio: setting sc_max_decapsulation to 0x2

NOTE: The sc_max_decapsulation constant is used with GRE, GTP, and IPsec ESP NULL
decapsulation.

Table 103 on page 340 provides usage and examples of kernel constants related to GTP
decapsulation.

Table 103: scio const Arguments Related to GTP Decapsulation

Constants and Values Usage and Examples

sc_gtp_decapsulation Gets or sets the constant that determines whether GTP decapsulation is enabled or disabled.
The default is O (off). 1turns GTP decapsulation on.

[root@defaulthost admin]# scio const-s sO get sc_gtp_decapsulation
scio: sc_gtp_decapsulation = 0x0

[root@defaulthost admin]# scio const-ssO set sc_gtp_decapsulation1
scio: setting sc_gtp_decapsulation to 0x1

NOTE: You can also configure this setting in NSM.
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Table 103: scio const Arguments Related to GTP Decapsulation (continued)

Constants and Values Usage and Examples

sc_max_decapsulation Gets or sets the constant that determines how many layers can be decapsulated.
The default is 1 (1 layer).
Possible values 1, 2.

[root@defaulthost admin]# scio const-s sO get sc_max_decapsulation
scio: sc_max_decapsulation = 0Ox1

[root@defaulthost admin]# scio const -s sO set sc_max_decapsulation 2
scio: setting sc_max_decapsulation to 0x2

NOTE: The sc_max_decapsulation constant is used with GRE, GTP, and IPsec ESP NULL
decapsulation.

sc_gtp_timeout Gets or sets the constant that determines the time in seconds that the IDP engine maintains the
GTP tunnel. If the time elapses before the IDP engine detects another GTP packet, it considers
the tunnel closed.

The default is 3600 (seconds).
Possible values: 1-OxFFFFFFFF.

[root@defaulthost admin]# scio const-s sO get sc_gtp_timeout
scio: sc_gtp_timeout = OxelO

[root@defaulthost admin]# scioconst -s sO set sc_gtp_timeout 7200
scio: setting sc_gtp_timeout to 0x1c20

sc_gtp_max_flows Gets or sets the constant that determines maximum number of GTP tunnels the IDP engine can
handle at once.

The default is 0x30D40 (200,000).
Possible values: 2-0x61A80 (2-400,000).

[root@defaulthost admin]# scio const-ssO get sc_gtp_max_flows
scio: sc_gtp_max_flows = 0x30d40

[root@defaulthost admin]# scio const -s sO set sc_gtp_max_flows 100000
scio: setting sc_gtp_max_flows to 0x186a0

Table 104 on page 342 provides usage and examples of kernel constants related to IPsec
ESP NULL decapsulation.
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Table 104: scio const Arguments Related to IPsec ESP NULL Decapsulation

Constants and Values Usage and Examples

sc_null_esp_decapsulation  Getsorsets the constant that determines whether IPsec ESP NULL traffic decapsulationis enabled
or disabled.

The default is O (off). 1turns IPsec ESP NULL traffic decapsulation on.

[root@defaulthost admin]# scio const-s sO get sc_null_esp_decapsulation
scio:sc_null_esp_decapsulation = 0x0

[root@defaulthost admin]# scio const-ssO set sc_null_esp_decapsulation 1
scio: setting sc_null_esp_decapsulation to 0x1

sc_max_decapsulation Gets or sets the constant that determines how many layers can be decapsulated.
The defaultis 1 (1 layer).
Possible values 1, 2.

[root@defaulthost admin]# scio const-s sO get sc_max_decapsulation
scio: sc_max_decapsulation = Ox1

[root@defaulthost admin]# scio const -s sO set sc_max_decapsulation 2
scio: setting sc_max_decapsulation to 0x2

NOTE: The sc_max_decapsulation constant is used with GRE, GTP, and IPsec ESP NULL
decapsulation.

Table 105 on page 342 provides usage and examples of kernel constants related to MPLS
decapsulation.

Table 105: scio const Arguments Related to MPLS Decapsulation

Constants and Values Usage and Examples

sc_mpls_decapsulation Gets or sets the constant that determines whether MPLS decapsulation is enabled or disabled.
The default is O (off). 1turns MPLS decapsulation on.

[root@defaulthost admin]# scio const-ssO get sc_mpls_decapsulation
scio: sc_mpls_decapsulation = 0x0

[root@defaul thost admin]# scio const -s sO set sc_mpls_decapsulation 1
scio: sc_mpls_decapsulation = 0x1

Table 106 on page 343 provides usage and examples of kernel constants related to SSL
inspection.
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Table 106: scio const Arguments Related to SSL Inspection

Constants and Values Usage and Examples

sc_ssl_decryption

Gets or sets the constant that determines whether SSL decryption is enabled or disabled.
The default is O (off). 1turns the feature on.

[root@defaulthost admin]# scio const-s sO get sc_ssl_decryption
scio: sc_ssl_decryption = 0x0

[root@defaulthost admin]# scio const-ssO set sc_ssl_decryption1
scio: setting sc_ssl_decryption to 0x1

NOTE: You can also configure this setting in NSM.

sc_ssl_inspection

Turns off the SSL forward proxy feature. Use this command in test or troubleshooting cases. Note
you can also disable the feature using scio ssl ca delete to delete the root CA. We recommend you
use scio const -s sO set sc_ssl_inspection O when testing or troubleshooting; and scio ssl ca delete
when turning the feature off in production.

The default is 1 (on). O turns the feature off.

[root@defaulthost admin]# scio const -s sO get sc_ssl_inspection
scio: sc_ssl_inspection = 0x1

[root@defaulthost admin]# scio const-s sO set sc_ssl_inspection O
scio: setting sc_ssl_inspection to 0x0

sc_ssl_sessid_timeout

Gets or sets the constant that determines the SSL session security parameter cache timeout
value (seconds).

The default is 60.
Possible values: 1-120.

[root@defaulthost admin]# scio const-ssO get sc_ssl_sessid_timeout
scio: sc_ssl_sessid_timeout = 0x3c

[root@defaulthost admin]# scio const -s sO set sc_ssl_sessid_timeout 45
scio: setting sc_ssl_sessid_timeout to Ox2d

sc_ssl_pending_sessid timeout

Gets or sets the constant that determines the SSL pending session security parameter cache
timeout value (seconds).

The default is 30.
Possible values: 1-60.

[root@defaulthost admin]# scio const -s sO get sc_ssl_pending_sessid_timeout
scio: sc_ssl_pending_sessid_timeout = Oxle

[root@defaulthost admin]# scio const-s sO set sc_ssl_pending_sessid_timeout 45
scio: setting sc_ssl_pending_sessid_timeout to 0x2d
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Table 106: scio const Arguments Related to SSL Inspection (continued)

Constants and Values Usage and Examples

sc_ssl_ num_decrypt_sessions  Gets or sets the constant that determines the maximum number of sessions that can be decrypted
concurrently.

The default is 10,000.
Possible values: 1-100,000.

[root@defaulthost admin]# scio const -s sO get sc_ssl_num_decrypt_sessions
scio: sc_ssl_num_decrypt_sessions = 0x2710

[root@defaulthost admin]# scio const -s sO set sc_ssl_num_decrypt_sessions 20000
scio: setting sc_ssl_num_decrypt_sessions to 0x4e20

Table 107 on page 344 provides usage and examples of the kernel constant that determines
the maximum frame size processed by the IDP Series device.

Table 107: scio const Arguments Related to Maximum Frame Size

Constants and Values Usage and Examples

sc_max_frame_size Gets or sets the constant that determines maximum frame size.
The default is 9014 (support for jumbo frames).
Possible values: 1514-16,014.

[root@defaulthost admin]# scio const-ssO get sc_max_frame_size
scio: sc_max_frame_size = 0x2336

[root@defaulthost admin]# scio const -s sO set sc_max_frame_size 1514
scio: sc_max_frame_size = Ox5EA

Table 108 on page 344 provides usage and examples of the kernel constants related to
the SYN Protector rulebase.

Table 108: scio const Arguments Related to the SYN Protector Rulebase

Constants and Values Usage and Examples

sc_syndef_timeout Gets or sets the constant that determines the timeout for the SYN protector rulebase in passive
mode. The timeout specifies how many seconds the IDP system holds an incomplete SYN-ACK
handshake before purging it.

The default is 5 (seconds).
Possible values: 1-OxFFFF.

[root@defaulthost admin]# scio const -s sO:syndef get sc_syndef_timeout
scio: sc_syndef_timeout = 0x5

[root@defaulthost admin]# scio const -s sO:syndef set sc_syndef_timeout 10
scio: setting sc_syndef_timeout to Oxa

NOTE: You can also configure this setting in NSM.
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Table 108: scio const Arguments Related to the SYN Protector Rulebase (continued)

Constants and Values Usage and Examples

sc_syndef_threshhold

Gets or sets the value for the constant that determines the lower threshold of SYNs per second
that activates the SYN Protector rulebase. For relay mode, this is the only value that matters. For
passive mode, you also set sc_syndef_threshhold_delta.

The default is Ox3E8 (1000).
Possible values: 1-OxFFFF.

[root@defaulthost admin]# scio const -s sO:syndef get sc_syndef_threshhold
scio: sc_syndef_threshhold = 0x3e8

[root@defaulthost admin]# scio const -s sO:syndef set sc_syndef_threshhold 1020
scio: setting sc_syndef_threshhold to 0x3fc

NOTE: You can also configure this setting in NSM.

sc_syndef_threshhold_delta

Gets or sets the value for the constant that sets the upper threshold of SYNs per second. In passive
mode, SYN Protection activates once the number of SYN packets per second for a given destination
IP exceeds this number plus the lower threshold number. Passive mode protection deactivates
once the value drops below the lower threshold.

The default is 0x14 (20).
Possible values: 1-OxFFFF.

[root@defaulthost admin]# scio const -s sO:syndef get sc_syndef_threshhold_delta
scio: sc_syndef_threshhold_delta = 0x14

[root@defaulthost admin]# scio const -s sO:syndef set sc_syndef_threshhold_delta 25
scio: setting sc_syndef_threshhold_delta to 0x19

NOTE: You can also configure this setting in NSM.

sc_syndef_report_freq

Gets or sets the value for the constant that determines how often a SYN flood attempt is reported,
in seconds.

The default is 30 (seconds).
Possible values: 1-86,400 (86,400 seconds is 1day).

[root@defaulthost admin]# scio const -s sO:syndef get sc_syndef_report_freq
scio: sc_syndef_report_freq = Oxle

[root@defaulthost admin]# scio const -s sO:syndef set sc_syndef_report_freq 60
scio: setting sc_syndef_report_freq to 0x3c

sc_syndef_log_detail

Gets or sets the constant that determines whether or not the destination IP address appears in
the log variable data.

The defaultis 1 (on).
Possible values: 0-1 (0 = off,1=on).

[root@defaulthost admin]# scio const -s sO:syndef get sc_syndef_log_detail
scio: sc_syndef_log_detail = 0x0

[root@defaulthost admin]# scio const -s sO:syndef set sc_syndef_log_detail 1
scio: setting sc_syndef_log_detail to O0x1
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Table 108: scio const Arguments Related to the SYN Protector Rulebase (continued)

Constants and Values Usage and Examples

sc_syndef_log_ports Gets or sets the value for the constant that determines whether or not the destination port appears
in the log variable data. If both sc_syndef_log_detail and sc_syndef_log_ports are set to 1 (on), the
sc_syndef_log_ports value takes precedence and is displayed, not the IP.

The default is O (off).
Possible values: 0-1 (0 = off,1=o0n).

[root@defaulthost admin]# scio const -s sO:syndef get sc_syndef_log_ports
scio: sc_syndef_log_ports = 0x0

[root@defaulthost admin]# scio const -s sO:syndef set sc_syndef_log_ports 1
scio: setting sc_syndef _log_ports to Ox1

Table 109 on page 346 provides usage and examples of kernel constants related to the
user role-based policy feature.

Table 109: scio const Arguments Related to the User Role-Based Policy Feature

Constants and Values Usage and Examples

sc_enable_user_policy Gets or sets the constant that determines whether the feature is enabled or disabled.
The default is 1 (on). O turns the feature off.

[root@defaulthost admin]# scio const —s sO get sc_enable_user_policy
scio: sc_enable_user_policy = 0x1

[root@defaulthost admin]# scio const —s sO set sc_enable_user_policy O
scio: setting sc_enable_user_policy to 0x0

sc_ic_reconcile_timeout Gets or sets the threshold where lost connectivity stops processing of user role-based rules.
The default is 30 (seconds).
Possible values 0-3600.

[root@defaul thost admin]# scio const -s sO get sc_ic_reconcile_timeout
scio: sc_ic_reconcile_timeout = Oxle

[root@defaulthost admin]# scio const—s sO set sc_ic_reconcile_timeout 3600
scio: setting sc_ic_reconcile_timeout to OxelO
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scio counter

Syntax scio counter { list | get class | reset class 1
Description Lists available counters, gets counts, or resets counts.

Options Table 110 on page 347 describes scio counter options and arguments and provides
examples of command syntax.

Table 110: Command Reference: scio var

Options Usage and Example

list Displays a list of available counters.

[root@defaulthost admin]# scio counter list

Name #counters
Kkpp 47
reass 27
ids 24
flow 41
fragment 10
dfa 6
arp 9
log 24
pmanager 2
ssl 26
turbo 18
misc 31
ai 21
memory 6
proxy 63
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Table 110: Command Reference: scio var (continued)

Options Usage and Example

get class Gets counter values for the specified class.

[root@defaulthost admin]# scio counter getids
Name Value
sc_ids_tcp_fast_path 121
sc_ids_l4_anomalies 0
sc_ids_anomaly_hash_miss
sc_ids_match_line
sc_ids_match_stream256
sc_ids_match_stream
sc_ids_match_packet
sc_ids_match_packet_header
sc_ids_match_context
sc_ids_match_regex
sc_ids_tail_dfa
sc_ids_exempt_attacks
sc_ids_chain_out_of_order
sc_ids_chain_partial_match
sc_ids_device_fifo_size
sc_ids_device_fifo_overflow
sc_ids_brute_force_qg_size
sc_ids_cache_hit
sc_ids_cache_miss
sc_ids_shellcode_func
sc_ids_linebreak hw
sc_ids_linebreak_sw
ipblocker_dropped
sc_ids_drop_pkts
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reset class Resets the counters for the specified class.

[root@defaulthost admin]# scio counterresetids
[root@defaulthost admin]#
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scio getsystem

Syntax scio getsystem

Description Displays IDP Series device model information, software version, and license information.

The following example shows the output of the scio getsystem command:

[root@defaulthost admin]# scio getsystem
Product Name: NS-1DP-1100C

Serial Number:  XXXXXXXXXXXXXXXX
Software Version: 5.1.136718

IDP Mode: transparent

HA Mode: Disabled

Detector Version: 5.1.110100823
Software License: Permanent

Software Expiration Date: never

Options None
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scio idp-cpu-utlization

Syntax scio [-cidp-engine] idp-cpu-utilization

Description For multicore platorms, displays CPU utilization of IDP engines. For single core platforms,
use the Linux top command. For more information, see “Viewing CPU Utilization” on
page 293.

o NOTE: Using scio idp-cpu-utilization can cause CPU usage to spike. We,
therefore, recommend you use scio idp-cpu-utilization only for debugging.

Options Table 111 on page 350 describes scio idp-cpu-utilization options and arguments and
provides examples of command syntax.

Table 111: Command Reference: scio idp—cpu-utilization

Options Usage and Example

None With no options, scio idp-cpu-utilization displays the CPU utilization of all IDP engines.

[root@defaulthost admin]# scioidp-cpu-utilization
Current actual cpu utilization: 0

-C idp-engine Displays the CPU utilization for the specified IDP engine. The values for idp-engine are numbers.
For IDP8200, the number is 0—5. For other platforms, number is O.

[root@defaulthost admin]# scio -c O idp-cpu-utilization
Current actual cpu utilization: 0O
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scio logview

Syntax

Description

Additional Information

scio logview logfile

The purpose of the scio logview utility is to allow you to troubleshoot issues with logging
features. On the IDP Series device, you can use the scio logview utility to view contents
of log files before the logs are forwarded to NSM. This way, if you suspect a problem with
logging features, you can compare the device-side logs with the NSM-side logs.

Note:

« Run the scio logview utility from the /var/idp/device/logs/ directory.

. Logs that have been read from the NSM Log Viewer get deleted from the IDP Series
device, so typically there is not a large collection of logs in /var/idp/device/logs/.

. Dataincludes only a subset of log columns: src ip, src port, dst ip, dst port, category,
sub-category, attack id, severity, protocol, action, src interface, and details.

. Packet logs cannot be displayed.

The following example commands show how to navigate to the logs directory, sort by
date, and use the scio logview command to display contents of a recent log.

[root@defaulthost ~]# cd /var/idp/device/logs/
[root@defaulthost logs]# Is-lat]|less

drwx------ 2 idp idp 69632 Aug 5 11:50 .

—rW——————— 1 idp idp 2788 Aug 5 11:50 1281034151.1log
-rW——————- 1 idp idp 212 Aug 5 11:50 1281034242.1log
—-rw-——————- 1 idp idp 0 Aug 5 11:50 1281034242.wait
—rW——————— 1 idp idp 384 Aug 5 11:49 1281034128.log
—-rW—-——---—-— 1 idp idp 1232 Aug 5 11:48 1281034081.1log
—-rw-——————- 1 idp idp 1680 Aug 5 11:47 1281034035.1l0g
—rW——————— 1 idp idp 744 Aug 5 11:47 1281033989.1log
—-rW—-——---—-— 1 idp idp 1868 Aug 5 11:46 1281033942.log
—-rw-——————- 1 idp idp 952 Aug 5 11:45 1281033916.10g
—rW——————— 1 idp idp 260 Aug 5 11:44 1281033804.l0g
—-rW—-——---—-— 1 idp idp 260 Aug 5 11:43 1281033699.log
—-rw-——————- 1 idp idp 260 Aug 5 11:41 1281033590.10g
—rW——————— 1 idp idp 260 Aug 5 11:39 1281033484.log
—-rW—-——---—-— 1 idp idp 260 Aug 5 11:37 1281033386.10og
—-rw-——————- 1 idp idp 148 Aug 5 11:36 1281033138.1og

[root@defaulthost logs]# sciologview 1281034242.log

Log :Time Generated : Thu Aug 5 11:50:41 2010

Source IP 0.0.0.0 Source Port :0 -> Destination IP 0.0.0.0 Destination Port :0
Category Enum : attackid :805306379 Severity Enum :SC_LOG_SEVERITY_INFO
Protocol Enum :0 Action :SC_LOG_ACTION_NOT_SET

srclface : , Details : Percentage of Control CPU usage last 5 minutes has
restored below threshold and is at 57 [Simulation Mode]
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scio napp sig list

Syntax

Description

Options

scio napp sig list

Lists details of the nested application signatures that are relevant to the current policy.
The application signatures are relevant if the application is specified or implicated by
IDP rulebase or APE rulebase rules.

When verifying or troubleshooting features with the CLI, you might find this command
useful for verifying expected behavior.

The list option is the only argument and is required.

[root@defaulthost ~]# scio napp sig list

Nested Application signatures: total 551 show 551

NESTEDAPPLICATION:PRICELINE, HTTP, index O, nested service 1, max_trans 1, order
33249, appl_id 794, n_members 1

NESTEDAPPLICATION: ICAST, HTTP, index 1, nested service 2, max_trans 1, order
33118, appl_id 555, n_members 2

NESTEDAPPLICATION:GOOGLE-TRANSLATE, HTTP, index 2, nested service 3, max_trans
1, order 32991, appl_id 467, n_members 1

NESTEDAPPLICATION:EBUDDY, HTTP, index 3, nested service 4, max_trans 1, order
32906, appl_id 278, n_members 1

NESTEDAPPLICATION:TOPFRIENDS, HTTP, index 4, nested service 5, max_trans 1, order
33299, appl_id 723, n_members 2

NESTEDAPPLICATION:MYSPACE-GUARDIAN-ANGELS, HTTP, index 5, nested service 6,
max_trans 1, order 33169, appl_id 619, n_members 2
NESTEDAPPLICATION:ALLMUSIC-LOOKUP, HTTP, index 6, nested service 7, max_trans 1,
order 33043, appl_id 530, n_members 2

NESTEDAPPLICATION:HOTMAIL, HTTP, index 7, nested service 8, max_trans 1, order
32832, appl_id 383, n_members 1

NESTEDAPPLICATION:RAGINGBULL-POST, HTTP, index 8, nested service 9, max_trans 1,
order 32963, appl_id 354, n_members 2

NESTEDAPPLICATION: FACEBOOK-VISUALBOOKSHELF, HTTP, index 9, nested service 10,
max_trans 1, order 33227, appl_id 602, n_members 2
NESTEDAPPLICATION:TRIPADVISOR, HTTP, index 10, nested service 11, max_trans 1,
order 33099, appl_id 579, n_members 1

NESTEDAPPLICATION:SPANKWIRE, HTTP, index 11, nested service 12, max_trans 1, order
32816, appl_id 505, n_members 1

NESTEDAPPLICATION: THECIRCLE, HTTP, index 12, nested service 13, max_trans 1, order
32888, appl_id 261, n_members 1
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Scio nic

Syntax scio nic option argument

Description Attach or release the attachment of the IDP OS kernel module to an IDP Series traffic
interface network interface card (NIC). By default, the kernel module is attached to all
traffic interfaces but not the management interface or high availability (HA) interface.
We recommend you retain the defaults. These commands are provided for
troubleshooting.

Options Table 112 on page 353 describes scio nic options and arguments and provides example
syntax.

Table 112: Command Reference: scio nic

Options Usage and Examples

attach argument Attaches the IDP OS kernel module to the specified NIC. To attach the kernel module to all
NICs, do not specify an argument.

[root@defaulthost admin]# scio nic attach
[root@defaulthost admin]#

release argument Releases the attachment of the kernel module to the specified NIC. To release the attachment
for all NICs, do not specify an argument.

[root@defaulthost admin]# scio nic release eth2
[root@defaulthost admin]#
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SCio sri

Syntax scio sricategory [list | set] variable value

Description Enables and configures system resource instrumentation options. When enabled, the
system resource instrumentation feature collects and reports statistics to the device MIB
and sends SNMP traps.

Commands take effect immediately. Upon restart, settings are saved to the idp.cfg file.
Settings persist across restarts.

System resource instrumentation adds load to the control plane CPU and to the IDP
engine. We recommend you disable reporting for statistics you do not use. If you encounter
performance issues, you might choose to disable one or more categories.

Options Table 113 on page 354 describes scio sri variables and provides examples of command
syntax.

Table 113: Command Reference: scio sri

Category Usage and Example

resource Enables or disables statistics reporting and configures trap thresholds for the resource category
of statistics.

[root@defaulthost ~]# scio sriresource list
SRI resource :

sc_enable_resource_stats =1 [O0O-11]
sc_enable_resource_traps =1 [O-11]
thrshld_idp_cpu = 40 [ 0O - 100 ]
thrshld_session_rate = 40 [ 0 - 100 ]
thrshld_free_pkt_bufs = 40 [ 0 - 100 ]
thrshld_active_sessions = 40 [ 0O - 100 ]

[root@defaulthost ~]# scio sriresource set thrshld_idp_cpu 90

For additional information, see “Configuring SNMP Reporting for the Resource Category of
Statistics” on page 242.

traffic Enables or disables statistics reporting and configures trap thresholds for the traffic category
of statistics.

[root@defaulthost ~]# scio sri traffic list
SRI traffic :
sc_enable_traffic_stats =1 [O-11]

[root@defaulthost ~]# scio sritraffic set sc_enable_traffic_stats O

For additional information, see “Configuring SNMP Reporting for the Traffic Category of
Statistics” on page 257.
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Table 113: Command Reference: scio sri (continued)

Category Usage and Example

rule Enables or disables statistics reporting and configures trap thresholds for the rule category
of statistics.
[root@defaulthost ~]# scio srirule list
SRI rule :
sc_enable_rule_stats =1 [O-11]
[root@defaulthost ~]# scio srirule set sc_enable_rule_stat O
For additional information, see “Configuring SNMP Reporting for the Rule Category of Statistics”
on page 264.
interface Enables or disables statistics reporting and configures trap thresholds for the interface category
of statistics.
[root@defaulthost ~]# scio sriinterface list
SRI interface :
sc_enable_interface_stats =1 [O0-117]
sc_enable_interface_traps =1 [O-11]
thrshld_rx_pkt_drop_rate_per_if = 40 [ 0 - 100 ]
thrshld_rx_pkt_drop_per_if = 40 [ 0O - 100 ]
thrshld_rx_pkt_drop_all_if = 40 [ 0 - 100 ]
thrshld_rx_pkt_drop_rate_all_if = 40 [ 0 - 100 ]
thrshld_rx_pkt_drop_ovflow = 40 [ 0O - 100 ]
thrshld_tx_pkt_drop_per_if = 40 [ 0 - 100 ]
thrshld_tx_pkt_drop_all_if = 40 [ 0 - 100 ]
[root@defaulthost ~]# scio sriinterface set thrshld_rx_pkt_drop_rate_all_if 80
For additional information, see “Configuring SNMP Reporting for the Interface Category of
Statistics” on page 247.
sensor Enables or disables statistics reporting and configures trap thresholds for the sensor category
of statistics.
[root@defaulthost ~]# scio srisensor list
SRl sensor :
sc_enable_sensor_stats =1 [0-117]
sc_enable_sensor_traps =1 [O-11]
thrshld_memory = 40 [ 0 - 100 ]
thrshld_hard_disk = 40 [ 0O - 100 ]
thrshld_control_cpu = 40 [ 0 - 100 ]
[root@defaulthost ~]# scio sri sensor set thrshld_control_cpu 90
For additional information, see “Configuring SNMP Reporting for the Sensor Category of
Statistics” on page 238.
all Enables or disables statistics reporting and traps for all categories.

[root@defaulthost admin]# [root@defaulthost ~]# scio sri all list
SRI Enable all :

sc_enable_all_stats =1 [O-11]
sc_enable_all_traps =1 [O0-117]

[root@defaulthost admin]# [root@defaulthost ~]# scio sri all set sc_enable_all_traps
(o]
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scio ssl

Syntax scio ssl option argument

Description Manages SSL server keys and certificate authorities (CA) used by the IDP Series device
to inspect SSL traffic. Also manages the whitelist of destination servers you want to
exempt from decryption and IDP processing.

Options Table 114 on page 356 describes scio ssl options and arguments and provides examples
of command syntax.

Table 114: Command Reference: scio ssl

Options Usage and Examples

list all Lists all stored SSL keys. Each IDP Series device can store 100 server private keys and
100 servers per key.

[root@defaulthost admin]# sciossllistall
[root@defaulthost admin]#

list key key-id Lists all servers associated with a particular key.

[root@defaulthost admin]# scio ssl list key Key-1
[root@defaulthost admin]#

add key key-path [password Adds a key with an optional password and an associated server.

password-string] [server server-ip]
Use SCP or FTP to copy your SSL server private key file to the IDP Series device. The IDP
Series device does not run an FTP server, so you have to initiate the FTP session from the
IDP Series device.

Keys must be based on RSA and be in PEM format. We have verified support for the
following RSA private key lengths: 1024 bits, 2048 bits, 3072 bits, and 4096 bits.

[root@defaulthost admin]# sciossladdkey/tmp/server.key password P@ss-Strong!
server 10.1.1.1
[root@defaulthost admin]#

add server server-ip key key-id Associates the specified server with the specified key.

[root@defaulthost admin]# scio ssladd server10.1.1.1 key server.key
[root@defaul thost admin]#

delete all Clears the SSL keystore.

[root@defaulthost admin]# scio ssldelete all
[root@defaulthost admin]#

delete key key-id [server server-ip ]  Deletes a particular SSL key from the SSL keystore. To delete a key-server association
but not the key, use the server option.

[root@defaulthost admin]# scio ssl delete key server.key server 10.1.1.1
[root@defaulthost admin]#
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Table 114: Command Reference: scio ssl (continued)

Options Usage and Examples

ca {create country-code state
locality organization
organization-unit common-name
e-mail [nbits] | delete | export |
show}

Use these options to configure the CA used by the SSL forward proxy feature.
Command arguments correspond with the values you want to set for the CA:

« country-code—A two-letter code. This is the C value in the certificate.

« state—A string. This is the ST value in the certificate.

« locality—A string. This is the L value in the certificate.

« organization—A string. This is the O value in the certificate.

« organization-unit—A string. This is the OU value in the certificate.

« common-name-A string. This is the CN value in the certificate.

o e-mail-An e-mail address. This should be an administrative e-mail address for the
issuer.

« nbits is the RSA private key length. We have verified support for the following RSA
private key lengths: 1024 bits, 2048 bits, 3072 bits, and 4096 bits. If you do not specify
this option, the key length defaults to 1024 bits.

NOTE: Enclose strings that are phrases in single quotation marks.

The following example creates a root self-signed CA used by the SSL forward proxy
feature:

[root@defaulthost admin]# scio sslca create US CA Sunnyvale 'Juniper Networks
Inc.' 'SSL Inspection policy' 'Juniper IT Services' 'admin@juniper.net' 1024

The following example displays the CA settings:

[root@defaulthost admin]# scio sslcashow

serial=8E0012848A2D7CCD

subject= /C=US/ST=CA/L=Sunnyvale/O=Juniper Networks Inc./0U=SSL Inspection
policy/CN=Juniper 1T Services/emailAddress=admin@juniper.net

issuer= /C=US/ST=CA/L=Sunnyvale/0O=Juniper Networks Inc./0U=SSL Inspection
policy/CN=Juniper IT Services/emailAddress=admin@juniper.net
notBefore=Jun 25 22:13:23 2009 GMT

notAfter=Jun 23 22:13:23 2019 GMT
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Table 114: Command Reference: scio ssl (continued)

Options Usage and Examples

The following example prints to the screen the CA in PEM format. You can copy this to a
file and then import this CAinto SSL clients, enabling them to validate and trust certificates
signed by the IDP Series device:

[root@defaulthost admin]# scio ssl caexport

MI1C1TCCAj4CCQCOABKE i18zTANBgkghkiGOwOBAQUFADCBYI jELMAKGALUEBhMC
VVMxCzAJBgNVBAgTAKNBMR IWEAYDVQQHEW I TdW5ueXZhbGUxHj AcBgNVBAOTFUp1
bmIwzX 1gTmV0d29ya3MgSW5j L jEeMBWGALUECXMVUINMIEuc3B1Y3Rpb24gcG9s
aWNSMRwwGgYDVQQDEXNKdW5pcGVy IETUIFNIcnZpY2VzMSAwWHgYJKoZ I hveNAQKB
FhFhZG1pbkBgdW5pcGVyLm51dDAeFwOWOTA2M jUyMjEzMjNaFwOXOTA2MjMyMjEz
Mj NaM 1 GuMQswCQYDVQQGEWJIVUZELMAKGA1UECBMCQOEXE jAQBgNVBACTCVN1bm55
dmFsZTEeMBWGALUEChMVSnVuaXB 1 ciB0ZXR3b3JrcyBIbmMuMR4wHAYDVQQLEXVT
UowgSW5zcGVjdGlvbiBwb2xpY3kxHDAaBgNVBAMTEOp1bmIwzZX1gSVQguU2Vydml j
ZXMx 1 DAeBgkghk i GOWOBCQEWEWFkbWIuQGplbmIwZX 1ubmVOMIGFMAOGCSgGS 1b3
DQEBAQUAA4GNADCB i1 QKBgQDAsN2NFaXTrCpShf9sg+CcnlrUYzPuVHTw1GUtnHHB
0/0FXeNGETggLZ/ jck+L2710x31pGd67yyHs08sXWvgC3MJukb14kqyTyguy3/E9
wki 1ey8W4XzyBXrCFW2YEgMcOcFExdm+C6DrAai lddTQdgeIxZ7nflj24iiBhYYM
GQIDAQABMAOGCSQGS I b3DQEBBQUAAAGBAFTrEZ9DHcbohDJIFqGWP j S+MDgsX904 1
T/WzHXFtak4ZHjOryYvVaRUy i tEhMX1KVMPQJ YXF+TE2vFOyYqmoCj6710L1u2ZJ
Twagwy9E9p58krqvZusF2/kVM+yEAksU I jBme1R1L6AZ3kLauHvkyAbMcSFZG2b0
7Z28WbQgn306s

Deleting a CA effectively turns off the SSL forward proxy feature. The following example
deletes the CA:

[root@defaulthost admin]# scio sslcadelete
[root@defaulthost admin]#
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Table 114: Command Reference: scio ssl (continued)

Options Usage and Examples

whitelist {import filepathname |
export }

Imports or exports a whitelist file. A whitelist file is a list of IP addresses and domain
names for destination servers for which traffic should not be inspected. The file must be
reachable by the filepathname you specify. We recommend you store the file in the IDP
Series device /tmp directory.

Traffic that matches a whitelist entry is passed through (not decrypted or inspected).
The following example shows the format of a whitelist file:

10.0.0.1

1.0.0.0/8

70.34.21.82
trustedsite.com
landing.trustedsearch.com

Each line in the whitelist file specifies the IP address or domain name for a destination
server. To whitelist multiple sites with one entry, you can use an IP prefix to match address
blocks and a domain suffix to include all subdomains.

The domain name in your whitelist should match the common name entry in the certificate
presented by the destination server. For example, suppose the certificate for the E-Trade
HTTPS server contains the following subject:

C=US, ST=Georgia, L=Alpharetta, O=ETRADE FINANCIAL CORPORATION, OU=Global
Information Security, CN=us.etrade.com

You can whitelist this site by adding either us.etrade.com or the domain suffix etrade.com
to your whitelist file.

The following example shows the syntax for the import option.

[root@defaulthost admin]# scio ssl whitelist import /tmp/whitelist.txt
[root@defaulthost admin]#

NOTE: To update the active whitelist, import an updated whitelist file. To clear the
whitelist, import a file that contains only one empty line.

The following example shows the syntax for the export option. The export option prints
the active whitelist to the screen.

[root@defaulthost admin]# scio ssl whitelist export
10.0.0.1

1.0.0.0/8

70.34.21.82

trustedsite.com

landing.trustedsearch.com
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scio subs

Syntax scio subs option argument

Description Displays statistics for the IDP subscriber and enables you to manage subscriber settings.
The IDP subscriber is a process that associates traffic with the IDP engine. By default, all
virtual circuits belong to the subscriber named sO. We test and support only configurations
where the default subscriber sO is used.

Options Table 115 on page 360 describes options and arguments to the scio subs command and
provides examples of command syntax.

Table 115: Command Reference: scio subs

Options Usage and Examples

list Lists the virtual circuits and NICs associated with the subscriber sO.

[root@defaulthost admin]# scio subs list
Defined Subscribers:

Subscriber V-Circuit NIC

sO ethll ethll
ethl0 ethl0
eth9 eth9
eth8 eth8
eth7 eth7
eth6 eth6
eth5 eth5
eth4 eth4
eth3 eth3
eth2 eth2

aggregatestatus subscriber For IDP8200, use this option instead of scio subs stats sO to display aggregated status statistics
for the IDP Series device. The scio subs stats sO displays status per IDP engine.

[root@defaulthost admin]# scio subs aggregatestatus sO
Aggregate Status for subs "sO*

Packets/second: 54 peak: 4000

KBits/second: 360 peak: 15207

Packets received: icmp 63580, tcp 15663286, udp 15550659, other
16125996

Current flows: icmp 0, tcp 1680, udp 26104, other 8288
Current sessions: icmp 0, tcp 840, udp 8702, other 4144
Current bypassed flows : 0

Current policy: Recommended vO

attach subscriber vc-name Associates a virtual circuit with the subscriber instance.

[root@defaul thost admin]# scio subs attach sO eth2

overflow [get subscriber | set  Gets or sets overflow parameters.

subscriber overflow_module

threshold | change subscriber ~ [root@defaulthost admin]# scio subs overflow get sO
overflow_module threshold]  subs overflow: subscriber=s0 mode=0 threshold=0
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Table 115: Command Reference: scio subs (continued)

Options Usage and Examples

gmodules subscriber Lists gmodules associated with a subscriber. A gmodule is a module of code related to an IDP
Series function or feature

[root@defaulthost admin]# scio subs gmodulessO
Qmodules for subs "sO"
flow - Performs flow lookups, flow/session creation and policy
lookups
ape - Application Policy Enforcement
ipblocker - IDS ip action module
pre-ids filter - Weeds out unwanted sessions before entering the IDS modules

tsig - Performs Traffic Signature detection
seqack - Translates TCP SEQ/ACK numbers
syndef - Provides defense against SYN attack
portfaker - Fakes active ports on the network to catch hackers
reass - Tracks a TCP connection and reorders packets
ptype - Detects protocol type using content and statistical analysis

ids - Detects intrusion attempts based on a library of attack
signatures
backdoor - Detects backdoor activity using statistical analysis
iprouter - Routes packets to the appropriate virtual circuit
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Table 115: Command Reference: scio subs (continued)

Options Usage and Examples

gmodstats subscriber Displays statistics and counters aggregated by gmodule.

[root@defaulthost admin]# scio subs gmodstats sO
Qmodules Statistics for subs "s0" (time in micro seconds)
Q-Module Min.Time Max.Time Ave.Time #PKt. #Pkt.Drop #Pkt.Error

flow 0 0 0 1373573 194 0

ape 0 0 0 97130 37288 0
ipblocker 0 0 0 0 0 0
pre-ids filter 0 0 0 0 0 0
tsig 0 0 0 0 0 0
segack 0 0 0 0 0 0
syndef 0 0 0 0 0 0
portfaker 0 0 0 0 0 0
reass 0 0 0 1095300 0 0
ptype 0 0 0 0 0 0

ids 0 0 0 41882 0 0
backdoor 0 0 0 0 0 0
iprouter 0 0 0 1336112 0 0

Qmodules Performance Monitor Counters for subs "s0" (average count per packet)

Q-Module Cycles Insts CPI Misses Hits #PKt.
flow 0 0 0.00 0 0 1373573
ape 0 0 0.00 0 0 97130
ipblocker 0 0 0.00 0 0 0
pre-ids filter 0 0 0.00 0 0 0
tsig 0 0 0.00 0 0 0
seqgack 0 0 0.00 0 0 0
syndef 0 0 0.00 0 0 0
portfaker 0 0 0.00 0 0 0
reass 0 0 0.00 0 0 1095300
ptype 0 0 0.00 0 0 0
ids 0 0 0.00 0 0 41882
backdoor 0 0 0.00 0 0 0
iprouter 0 0 0.00 0 0 1336112
release subscriber vc-name  Releases the association that was created with scio subs attach.
[root@defaulthost admin]# scio subs release sO eth2
reset subscriber Resets statistics.
[root@defaulthost admin]# scio subsreset sO
rulestats subscriber Displays a counter security policy rules used in traffic processing. Each session match increments

the counter for the rule.

[root@defaulthost admin]# scio subs rulestats sO
ape ids
1 0 0
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Table 115: Command Reference: scio subs (continued)

Options Usage and Examples

service detail subscriber Displays the active and total session count, by service.

[root@defaulthost admin]# scio subs service detail sO
Service Session Count Table:

] Service | Active | Total |
|-—————————- [ [ |
FTP 86 86
RLOGIN 21 21
PORTMAPPER 100 100
HTTP 730 730
SMTP 38 38
POP3 76 76
IMAP 10 10
TELNET 52 52
I1CMP 116 116
DNS 50 52
SSH 1 1
SNMP 11 11
DHCP 17 17
TFTP 21 21
status subscriber Provides a summary of status and performance statistics.

[root@defaulthost admin]# scio subs status sO
Status for subs "sO*
up since - Thu Aug 12 17:18:53 2010
Packets/second: 11 peak: 27027 @ Thu Aug 12 17:20:01 2010
KBits/second: 25 peak: 99724 @ Thu Aug 12 17:20:01 2010
Packets received: icmp 30227, tcp 254924, udp 24019, other O
Current flows: icmp 0, tcp 2, udp 34661, other O
Current sessions: icmp O, tcp 1, udp 11893, other 0O
Current bypassed flows : 0
Current bypass mode : OFF
Latency Statistics (time in micro seconds):
Min: O Max: O Ave: O
Performance statistics
Average packet lifetime:
Cycles: 0 Instructions: 0 CPI: 0.00 Cache misses: 0 hits: 0O
Current policy: idpengine vO

For IDP8200, a summary is displayed for each IDP engine. To view an aggregate summary for
IDP8200 devices, use scio subs aggregatestatus s0.
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scio sysconf

Syntax scio sysconf option
Description Displays supported protocols, attacks, and contexts.

Options Table 116 on page 364 describes scio sysconf options and provides examples of command
syntax.

Table 116: Command Reference: scio sysconf

Options Usage and Examples

all Displays a complete list of supported protocols, attacks, and contexts.

[root@defaulthost admin]# scio sysconf all

(sysconf
model (
type (NS-1DP-1100C)
)
sversion (
branch (idp51)
:major (5)
:minor (1)
cbuild (136809)
)
sinterfaces (
: (eth2
:nic (eth2)
:vr (vrO)
:subs (s0)
sipaddr (“'n/a')
netmask ("'n/a')
:broadcast (‘'n/a™)
:mac (*'00:00:00:00:00:00"")
:sniffer (true)
tha_interface (false)
external (false)
)
[---1
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Table 116: Command Reference: scio sysconf (continued)

Options Usage and Examples

protocols
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Table 116: Command Reference: scio sysconf (continued)

Options Usage and Examples

Displays protocols that can be decoded.

[root@defaulthost admin]# scio sysconf protocols

Name Proto Port Line Separator Scope

ECHO TCP 7 CRLF session
DISCARD TCP 9 NONE session
CHARGEN TCP 19 NONE session

FTP TCP 21 CRLF or LF session

SSH TCP 22 NONE session
TELNET TCP 23 NONE session
SMTP TCP 25 CRLF or LF transaction
DNS TCP 53 NONE transaction
GOPHER TCP 70 NONE session
FINGER TCP 79 CRLF or LF session
HTTP TCP 80 CRLF or LF transaction
HTTP TCP 3128 CRLF or LF transaction
HTTP TCP 8000 CRLF or LF transaction
HTTP TCP 8080 CRLF or LF transaction
POP3 TCP 110 CRLF or LF session
PORTMAPPER TCP 111 NONE transaction
IDENT TCP 113 CRLF or LF session

SMB TCP 139 NONE session
IMAP TCP 143 CRLF or LF session

SMB TCP 445 NONE session
REXEC TCP 512 NONE session
RLOGIN TCP 513 NONE session

RSH TCP 514 / session

LPR TCP 515 CRLF or LF session
RTSP TCP 554 NONE session

NFS TCP 2049 NONE transaction
IRC TCP 6667 CRLF or LF session
YMSG TCP 5050 NONE session

AIM TCP 5190 NONE session
VNC TCP 5800 NONE session
VNC TCP 5900 NONE session
NNTP TCP 119 CRLF session

MSN TCP 1863 CRLF session
GNUTELLA TCP 6346 NONE session
WHOIS TCP 43 CRLF or LF session
LDAP TCP 389 NONE transaction
SSL TCP 443 NONE session
MSRPC TCP 135 NONE transaction
MSSQL TCP 1433 NONE session
MYSQL TCP 3306 NONE session

BGP TCP 0 NONE session

SIP TCP 5060 NONE session

TNS TCP 1521 NONE session
H225SGN TCP 1720 NONE session
1EC104 TCP 2404 NONE session
MODBUS TCP 502 NONE transaction
UNSPECIFIED TCP 0 NONE session
ECHO UDP 7 NONE session
DISCARD UbP 9 NONE session
CHARGEN UDP 19 NONE session

DNS UDP 53 NONE transaction
DHCP UDP 67 NONE transaction
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Table 116: Command Reference: scio sysconf (continued)

Options Usage and Examples

DHCP
TFTP
PORTMAPPER
SNMP
SNMPTRAP
IKE

SYSLOG

NFS

NTP

NBNAME
NBDS
RADIUS
RADIUS
MSRPC
SQLMON
UNSPECIFIED
SIP
H225RAS
H225RAS
MGCP

MGCP
1EC104

RTP
RTPVIDEO
1cMP
RUSERS
RUSERS

NFS

NFS

NFS

NFS
PORTMAPPER
PORTMAPPER

ubpP
UDP
UubP
ubpP
UDP
UubP
ubpP
UDP
UubP
ubpP
UDP
UubP
ubpP
UDP
UubP
ubpP
UDP
UubP
ubpP
UDP
UubP
ubpP
UDP
UubP
I1CMP
TCP
UubP
TCP
UbP
TCP
ubpP
TCP
UubP

68
69
111
161
162
500
514
2049
123
137
138
1812
1813
135
1434

5060

1718

1719

2427

2727

2404

0

0

N/A
RPC/100002
RPC/100002
RPC/100003
RPC/100003
RPC/100227
RPC/100227
RPC/100000
RPC/100000

NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

transaction
session
transaction
transaction
session
session
session
transaction
session
session
session
transaction
transaction
transaction
session
session
session
session
session
session
session
session
transaction
transaction
session
transaction
transaction
transaction
transaction
transaction
transaction
transaction
transaction

ptypes

Displays protocols the kernel can detect.

[root@defaulthost admin]# scio sysconf ptypes

Name 1D
http 0
ssh 1
msn 2
ymsg 3
vnc 4
gnutella 5
gopher 6
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Table 116: Command Reference: scio sysconf (continued)

Options Usage and Examples

attacks Displays attacks that can be detected.

[root@defaulthost admin]# scio sysconf attacks

Service SvclID Attack AttackID

NONE 0 ACCEPT 0
RULEBASE_DROP 1
NO_VCIRCUIT 2
NO_ROUTE 3
NO_ARP_ENTRY 4
ARP_PENDING 5
SHORT_READ 6
LINE_TOO_LONG 7
TTL_TIME_EXCEEDED 8
INVALID_IP_PROTOCOL 9
INVALID_VERSION 10
INVALID_CHECKSUM 11
TCP_SESSIONS_EXCEEDED 12
UDP_SESSIONS_EXCEEDED 13
1CMP_SESSI10NS_EXCEEDED 14
I1P_SESSIONS_EXCEEDED 15
SESSION_START 16
SESSION_END 17
MEMORY_L IMIT_EXCEEDED 18
OVERSIZED_TCP_SEGMENT 19
INVALID_TCP_HEADER_LENGTH 20

L---1

contexts Displays contexts that can be isolated in attack searches.

[root@defaulthost admin]# scio sysconf contexts

Service Context OffID Direction

NONE stream 0 ANY

NONE normalized-stream 1 ANY

NONE normal ized-stream256 2 ANY

NONE normalized-streamlk 3 ANY

NONE normalized-stream8k 4 ANY

NONE stream256 5 ANY

NONE streamlk 6 ANY

NONE stream8k 7 ANY

NONE line 8 ANY

NONE first-packet 9 ANY

NONE first-data-packet 10 ANY

NONE packet 11 ANY

HTTP http-url 12 CTS

HTTP http-url-parsed 13 CTS

HTTP http-url-parsed-param 14 CTS

HTTP http-url-parsed-param-parsed 15 CTS

HTTP http-get-url-parsed-param-parsed 16 CTS

HTTP http-post-url-parsed-param-parsed 17 CTS

HTTP http-head-url-parsed-param-parsed 18 CTS

HTTP http-param-parsed 19 CTS

HTTP http-get-url 20 CTS

[---1
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scio user

Syntax scio user option argument

Description Displays the status of communication with a Juniper Networks IC Series Unified Access
Control (UAC) appliance to support the user role-based policy feature and coordinated
threat control.

Options Table 117 on page 369 describes scio user options and arguments and provides examples
of command syntax.

Table 117: Command Reference: scio ca

Options Usage and Examples

status Shows the status of the connection between the IDP Series appliance and IC Series appliance.
[root@defaulthost admin]# scio user status

IDP-IC Connectivity is........... L Up 1
User Session Table Lookup........ [  Enabled ]

logs throttle {show | set  Shows or sets the value for log throttling. Log throttling limits the number of logs per second the IDP
value} Series device sends to the IC Series appliance.

[root@defaul thost admin]# scio user logs throttle show
5 Log(s)/Second.

[root@defaulthost admin]# scio user logs throttle set 10
IC-Log Throttle limit set to "10".

list [-u username | -i IP Shows the list of users and IP addresses in the user session table.

address]
[root@defaulthost ~]# scio user list

1. 1P 8.0.0.1] USER[test] ROLES(1)[QA]
2. IPL 8.0.0.2] USER[test] ROLES(1)[QA1]
3. IPL 5.0.0.1] USER[test] ROLES(1)[QA3]
4. 1p[ 9.0.0.1] USER[test] ROLES(1)[QA2]

Total Matches Found (4)
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Table 117: Command Reference: scio ca (continued)

Options Usage and Examples

counters cmd type Displays, resets, enables, or disables counters for the user session table. You use these counters for
diagnostic purposes only—to verify the statistics increment when the IC Series appliance updates
the user session table.
cmd is {list | reset | enable | disable}. Specifies a counter operation.

typeis {all | add | delete | lookup}. Specifies the counter.

The success and failure counters refer to the success and failure for user add, user delete, and user
lookup operations.

[root@defaulthost admin]# scio user counters list all

o S, +
| SUCCESS | FAILURE |
R S S, S S +

Add | 01 01
e e +

Delete | 0| 0|
o S, +

Lookup | 0| 0|
R S S, S S +

[root@defaulthost admin]# scio user counters list lookup

e e +
| SUCCESS | FAILURE |

e —ceoee—e oo —ae= +

Lookup | (Ol | (O} |
b ——— Fommm +

[root@defaulthost admin]# scio user counters list add delete

o ¥ — +
| SUCCESS | FAILURE |
o S — +

Add | 01 01
| R —— | E——— 2

Delete | 0| 0|

o ¥ — +
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scio var

Syntax scio var {-s subscriber | -v virtual router} [-f file][varname]
Description Displays variables related to a subscriber or a virtual router.

Options Table 118 on page 372 describes options and arguments to the scio var command and
provides examples of command syntax.
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Table 118: Command Reference: scio var

Options Usage and Example

-s subscriber [variable] Lists variables related to subscribers. To display a summary list of all variables, do not specify
avariable name.

[root@defaulthost admin]# sciovar-ssO
Kernel variables for "subscriber® "s0*

sc_icmp_session_table: Timed hash table
sc_fragment_table: Timed hash table
sc_gate_table: Timed hash table
sc_tcp_session_table: Timed hash table
sc_bypass_flow_table: Timed hash table
sc_udp_session_table: Timed hash table
sc_rpc_program_table: Timed hash table
sc_icmp_flow_table: Timed hash table
sc_session_table: Timed hash table
sc_ip_session_table: Timed hash table
sc_ipaction_table: Timed hash table
sc_ids_cache: Hash table
sc_bypass_counts: variable
sc_rpc_xid_table: Timed hash table
sc_attack_table: Hash table
sc_ape_flow_table: Timed hash table
sc_tcp_flow_table: Timed hash table
sc_ip_flow_table: Timed hash table
sc_udp_flow_table: Timed hash table

To display details of a particular variable, specify the variable name as an argument. The
following example shows the UDP flow table:

[root@defaulthost ~]# scio var -ssO sc_udp_flow_table

sc_udp_flow_table:

| Source IP | Port | Destination IP | Port | Application |FSt] Dir
|Xtra info] VLAN | Timeout |

[8.0.0.1 62091] [8.0.0.101 53] DNS R CTS
- 0 59/60

[8.0.0.101 53] [8.0.0.1 620917 DNS A STC
- 0 59/60

[8.0.0.1 58007] [8.0.0.101 691 TFTP R CTS
- 0 59/60

[8.0.0.101 69] [8.0.0.1 58007] TFTP A STC
- 0 59/60

[8.0.0.1 3812] [8.0.0.101 111] PORTMAPPER R CTS
- 0 59/60

[8.0.0.101 111] [8.0.0.1 3812] PORTMAPPER A STC
- 0 59/60

[88.143.88.25 59092] [8.0.0.101 0] RTP R CTS
- 0 59/60

[8.0.0.101 0] [88.143.88.25 59092] RTP A STC
- 0 59/60
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Table 118: Command Reference: scio var (continued)

Options Usage and Example

-v virtual-router [variable]

Lists variables related to virtual routers. To display a summary list of all variables, do not

specify a variable name.

[root@defaulthost admin]# sciovar-vvrl

Kernel variables for "virtual router®
sc_arp_table: Timed hash table
sc_mac_table: Timed hash table

To display details of a particular variable, specify the variable name as an argument.

[root@defaulthost admin]# scio var-v vrlsc_arp_table

sc_arp_table:
IP Address
Timeout

MAC Address

Interface

(On Behalf 0f)

[-ffile]

Writes the output to the specified filename.

[root@defaulthost admin]# sciovar-ssO-f/tmp/udp_flow_table.txt sc_udp_flow_table

[root@defaulthost admin]#

[root@defaulthost admin]# more /tmp/udp_flow_table.txt

sc_udp_flow_table:

| Source IP | Port | Destination IP | Port | Application |FSt]| Dir
|Xtra info|] VLAN | Timeout |
[8.0.0.1 62091] [8.0.0.101 53] DNS R CTS
- 0 59/60
[8.0.0.101 53] [8.0.0.1 62091] DNS A STC
- 0 59/60
[8.0.0.1 58007] [8.0.0.101 69] TFTP R CTS
- 0 59/60
[8.0.0.101 69] [8.0.0.1 58007] TFTP A STC
- 0 59/60
[8.0.0.1 3812] [8.0.0.101 111] PORTMAPPER R CTS
- 0 59/60
[8.0.0.101 111] [8.0.0.1 3812] PORTMAPPER A STC
- 0 59/60
[88.143.88.25 59092] [8.0.0.101 0] RTP R CTS
- 0 59/60
[8.0.0.101 0] [88.143.88.25 59092] RTP A STC
- 0 59/60
A + + A+ A . + A 1
' ' T " 1
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scio vc

Syntax scio vc option arguments
Description Enables you to create and manage virtual circuits.

Options Table 119 on page 374 describes scio vec options and arguments and provides examples
of command syntax.

Table 119: Command Reference: scio vc

Options Usage and Examples

list Lists virtual circuits.

[root@defaulthost admin]# scio vc list
Defined Virtual Circuits:

V-Circuit NIC V-Router Subscriber IP Address Network Mask Sniff
HA
eth2 eth2 vri sO n/a n/a yes
no
eth3 eth3 vril sO n/a n/a yes
no

[root@defaulthost admin]#

external virtual-circuit Sets or unsets the external bit for the virtual circuit.
[set|unset]
[root@defaulthost admin]# scio vc external eth2 set
[root@defaulthost admin]#

sniff virtual-circuit [enable | Sets or unsets sniffer mode for the specified virtual circuit.
disable]
[root@defaulthost admin]# scio vc sniff eth2 enable
[root@defaulthost admin]#

define virtual-circuit vc-type Creates a new virtual circuit with the specified name and type.

[root@defaulthost admin]# scio vc define eth4 sniff
[root@defaulthost admin]#

undef virtual-circuit Deletes the specified virtual circuit.

[root@defaulthost admin]# scio vc undef eth4
[root@defaulthost admin]#
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scio version

Syntax scio version

Description Displays the version of the scio utility and IDP OS. You might need to display the precise
version numbers in cases where you troubleshoot issues with Juniper Networks Technical
Assistance Center (J-TAC).

The following example shows output of the scio version command:

[root@defaulthost ~]# scio-c O version
scio 5.1.136718
kernel 5.1.136718

Options None
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scio vr

Syntax scio vr option arguments
Description Enables you to create and manage virtual routers.

Options Table 120 on page 376 describes scio vr options and arguments and provides example
command syntax.

Table 120: Command Reference: scio vr

Options Usage and Examples

list Lists virtual routers.

[root@defaulthost admin]# scio vr list
Attached Virtual Routers:

V-Router V-Circuit NIC

vro eth3 eth3
eth2 eth2
vrl eth5 eth5
eth4 eth4
vr2 eth7 eth7
eth6 eth6
vr3 eth9 eth9
eth8 eth8
vr4 ethll ethll
ethl0 ethl0
define virtual-router Creates a virtual router.

[root@defaulthost admin]# scio vr define vr2

undef virtual-circuit Deletes a virtual router.

[root@defaulthost admin]# scio vrundefvr2

[root@defaulthost admin]# sciovr list
Attached Virtual Routers:
V-Router V-Circuit NIC
vrl eth3 eth3

eth2 eth2
[root@defaulthost admin]#

attach virtval-router Associates a virtual circuit with a virtual router..
virtual-circuit
[root@defaulthost admin]# scio vrattach vrl eth4
[root@defaul thost admin]#
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Table 120: Command Reference: scio vr (continued)

Options Usage and Examples

mode virtual-router {sniffer|
transparent}

Sets the deployment mode.

[root@defaulthost admin]# sciovr mode vrltransparent
[root@defaulthost admin]#

listmac virtual-router

Displays multicast addresses for a virtual router.

[root@defaulthost admin]# scio vr listmac vrl
Mac addresses added to Virtual Router “vrl-
MAC ADDRESS V-Circuit

[root@defaulthost admin]#

addmac virtual-router
mac-addr virtual-circuit

Assigns a multicast address to a virtual router.

[root@defaulthost admin]# sciovraddmac vrl 00-0C-F1-56-98-AD eth4
[root@defaulthost admin]#

delmac virtual-router mac-addr
virtual-circuit

Deletes the multicast address assigned to a virtual circuit.

[root@defaulthost admin]# scio vr delmac vr1 00-0OC-F1-56-98-AD eth4
[root@defaulthost admin]#

addstaticmac virtual-router
mac-addr

Adds a MAC address to a the virtual router MAC table.

[root@defaulthost admin]# scio vr addstaticmac vr1 00-0C-F1-56-98-AD
[root@defaulthost admin]#

delstaticmac virtual-router
mac-addr

Deletes a MAC address from the virtual router MAC table.

[root@defaulthost admin]# scio vrdelstaticmac vr1 00-0C-F1-56-98-AD
[root@defaulthost admin]#

addarp virtual-router ip-addr
mac-addr virtual-circuit

Adds an ARP entry to the virtual router ARP table.

[root@defaulthost admin]# scio vraddarp vr110.1.1.1 00-0C-F1-56-98-AD eth4
[root@defaulthost admin]#

delarp virtual-router ip-addr

Releases the association between a virtual circuit and a virtual router.

[root@defaulthost admin]# scio vrdelarp vr110.1.1.1
[root@defaul thost admin]#

showspan virtual-router

Shows spanning treel protocol (STP) settings.

[root@defaulthost admin]# scio vr showspan vrl
[root@defaul thost admin]#

reset virtual-router
[virtual-circuit {enable |
disable}]

Resets the configuration.

[root@defaulthost admin]# scio vrreset vrl eth4 enable
[root@defaul thost admin]#
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statview Commands

« statview view
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statview view

Syntax statview view -rinfile

Release Information As of IDP OS Release 5.0, this is the only supported statview command. The following
statview commands are not supported: statview -d, statview chart, statview meta, statview
query. We recommend you use NSM or IDP Reporter to view application volume statistics.

Description Displays application volume tracking statistics. You can use the statview view command
to verify or troubleshoot the application volume tracking feature, but we recommend
you use NSM or IDP Reporter to view application volume statistics. For details, see the
IDP Series Concepts and Examples Guide.

Options Table 121 on page 380 describes statview view options.

Table 121: Command Reference: statview view

Option Description

-rinfile infile is a data file collected by the application volume tracking process. You can find these files in the
following directories:

« /usr/idp/device/var/stat/1hour
« /usr/idp/device/var/stat/15min

The following example shows how to display the raw data with the statview utility.
[root@defaulthost ~]# cd /usr/idp/device/var/stat/15min

[root@defaulthost 15min]# ls-l
total 955016

—rW—-————- 1 idp idp 316602392 Apr 9 23:45 1239300000.stat
—TW-——————- 1 idp idp 268628252 Apr 9 23:59 1239300900.stat
-rW-——————- 1 idp idp 89657072 Apr 10 00:15 1239301800.stat
—rW—-————- 1 idp idp 273576032 Apr 10 00:30 1239302700.stat
—TW-——————- 1 idp idp 28473032 Apr 10 00:31 1239303600.stat
Irwxrwxrwx 1 idp idp 46 Apr 10 00:30 current.stat ->

/usr/idp/device/var/stat/15min/1239303600.stat
[root@defaulthost 15min]#

[root@defaulthost 15min]# statview view -r1239297300.stat | more

SessionlD |Src IP |Dst IP |Pro|Sport |Dport |C2SBytes |C2SPac
kets|S2CBytes |S2CPackets]ApplID|VIan]StartTimeSec|EndTimeSec

20942 |61 .0 .0 .157 |61 .0 .0 .251 |6 |10905 |80 10 10
10 10 |64 |0  ]1239297171 |1239297176
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Table 122 on page 381 describes the columns of data in AVT records for each session.

Table 122: Application Volume Tracking Data

Data Field

Description

SessionID Unique ID for the session.

Src IP IP address for the host that initiated the session.

Dst IP IP address for the destination server.

Pro The IP protocol: TCP, UDP, or ICMP.

Sport The port number for the source host.

Dport The port number of the destination host.

C2SBytes Throughput in bytes for sessions during the interval. AVT tracks both server-to-client and
client-to-server bytes.

S2CBytes

C2SPackets Number of packets for sessions during the interval. AVT tracks both server-to-client and
client-to-server packets.

S2CPackets

ApplID The application identified by the application identification feature.

Vlan VLAN ID.

StartTimeSec Session start and end points.

EndTimeSec
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jnet Tcpdump

« jnetTcpdump
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jnetTcpdump

Syntax jnetTcpdump [-c] [-1]|-O]-iinterface [-w filename] [-C size] [-f IPv4 address {src|dst|any}]

Description Starts packet capture, using a copy of the packet from the JNET driver packet queuing
module. Type Ctrl-C to stop the capture. Functionality is similar to the UNIX tcpdump
utility. In contrast to tcpdump, which captures only Rx packets, you can use jnetTcpdump
to capture Rx or Tx packets.

You cannot use jnetTcpdump to read packet capture files. Instead, use tcpdump or a
packet reader, such as Wireshark, to read the packet capture files.

The jnetTcpdump utility is in the/usr/idp/device/utils/ directory.

0 NOTE: The jnetTcpdump process is stopped automatically during a restart,
reboot, or ACM configuration change.

Options Table 123 on page 384 describes the arguments and filter options for the jnetTcpdump
command.

Table 123: Command Reference: jnetTcpdump

Arguments and Options | Usage and Examples

[-c] (Optional) Use with the -C and -w options. Specify -c to enable a packet file-generating system
where packet capture contents is written to new files when the -C size limit is reached. After the
limit is reached, the next packet capture content is written to filename.part1 until the -C size is
reached, then into filename.part2, and so on, until you terminate the packet capture or exhaust
the available space.

[-I]-0] (Optional) Specify -I to capture Rx packets (packets received) or-O to capture Tx packets (packets
transmitted). If you do not specify one of these options, the command captures both.

-iinterface Specify the interface on which to listen for packets. You can run jnetTcpdump on more than one
interface simultaneously. You cannot start more than one jnetTcpdump process on the same
interface.

-w filename (Optional) Write the packet capture data to the specified file. If you do not specify an outfile, the

capture is written to the terminal screen.

-Csize (Optional) Specify the maximum number of packets saved to the packet capture file.
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Table 123: Command Reference: jnetTcpdump (continued)

Arguments and Options | Usage and Examples

-f IPv4 address
{src|dst|any}

(Optional) specify one of the following filters:

« src—Capture packets when the source address matches.
« dst—Capture packets when the destination address matches.
« any—Capture packets when either source or destination address matches.

The following example filters on destination IP address.

[root@localhost ~]# jnetTcpdump -i eth4 -f 4.0.0.4 dst

JnetPassiveAttach done

jnet tcpdump Started on eth4 for both Receive & Transmit side

Filter enabled - Host:4.0.0.4 as dst

0 50 56 a4 21 6c 0 50 56 a4 d 9 8 0450054 0040040132a3400340
04800558e8e4fF00

ba 9F 3e 4d 21 32 F08 9 abcde
0 50 56 a4 21 6¢c 0 50 56 a4 d 9 8 0
048097 888e4fF 01

f 10 11 12 13 14 15
45 005400400401 32a3400340

bb 9f 3e 4d de 36 F08 9 abcde f 10 11 12 13 14 15
Done...No of Packet Captured is 2
No of Packets filtered-out 2
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APPENDIX G

IDP Series MIB Object ID Reference

« |DP Series MIB Object ID Reference on page 387
« Example: Querying the IDP Series Device MIB on page 406

IDP Series MIB Object ID Reference

Device MIB files are located in the /usr/share/snmp/mibs/ directory. The
JUNIPER-IDP-MIB.txt file contains the IDP Series MIB definition.

You can use SNMP query tools to retrieve data from the device MIB. SNMP trap receivers
and SNMP query tools are widely available, and most network administrators already
have a preferred tool. For information about using these tools, see the documentation
provided by your vendor.

This reference includes the following tables:

« Table124 on page 387 shows query results using name-based or number-based display
options with the onboard snmpwalk utility.

. Table 125 on page 393 describes the MIB objects.
« Table 126 on page 401 describes the SNMP traps.

Table 124: snmpwalk Results by Name and by Number

OID (name) OID (number)

[cmd] # snmpwalk -v2c -c public localhost [cmd] # snmpwalk -v2c -c public localhost 1.3.6.1.4.1.2636.3.9
JUNIPER-IDP-MIB::jnxldpSensor -O sq -On

JnxldpSensorCpuUsage.0 39 .1.3.6.1.4.1.2636.3.9.1.1.0 = Gauge32: 100
JjnxldpSensorMemUsage.0 29 .1.3.6.1.4.1.2636.3.9.1.2.0 = Gauge32: 29
JnxldpSensorSessAllocated.0 1 .1.3.6.1.4.1.2636.3.9.1.3.0 = Gauge32: 1
JnxldpSensorSessMaximum.0 500000 .1.3.6.1.4.1.2636.3.9.1.4.0 = INTEGER: 500000
JnxldpSensorFreeDiskSpace.0 46716 Megabytes .1.3.6.1.4.1.2636.3.9.1.5.0 = Gauge32: 46719
JnxldpSensorCpuThreshold.0 O .1.3.6.1.4.1.2636.3.9.1.6.0 = INTEGER: O
JjnxldpSensorMemThreshold.0 O .1.3.6.1.4.1.2636.3.9.1.7.0 = INTEGER: O
JjnxldpSensorSessThreshold.0 O .1.3.6.1.4.1.2636.3.9.1.8.0 = INTEGER: O
JnxldpSensorDiskSpaceThreshold.0 0O .1.3.6.1.4.1.2636.3.9.1.9.0 = INTEGER: O
JnxldpSensorCpuUsageOneMin.0 105 .1.3.6.1.4.1.2636.3.9.1.10.0 = Gauge32: 66
JnxldpSensorCpuUsageFiveMin.0 83 .1.3.6.1.4.1.2636.3.9.1.11.0 = Gauge32: 56
JnxldpSensorFiveSecCpulD.0 O .1.3.6.1.4.1.2636.3.9.1.12.1.1.0 = INTEGER: O
JnxldpSensorFiveSecCpuUtilPercent.0 O .1.3.6.1.4.1.2636.3.9.1.12.1.2.0 = Gauge32: 0
JnxldpSensorOneMinCpulD.0 O .1.3.6.1.4.1.2636-.3.9.1.13.1.1.0 = INTEGER: O
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JnxldpSensorOneMinCpuUtilPercent.0 0 .1.3.6.1.4.1.2636-.3.9.1.13.1.2.0 = Gauge32: 0
JnxldpSensorFiveMinCpulD.0 O .1.3.6.1.4.1.2636.3.9.1.14.1.1.0 = INTEGER: O
JnxldpSensorFiveMinCpuUtilPercent.0 0 .1.3.6.1.4.1.2636.3.9.1.14.1.2.0 = Gauge32: 0O
JnxldpSensorSessnCreateRateFiveSec.0 0 .1.3.6.1.4.1.2636.3.9.1.15.0 = INTEGER: O
JnxldpSensorTCPSessions.0 0 .1.3.6.1.4.1.2636.3.9.1.16.0 = INTEGER: O
JnxldpSensorUDPSessions.0 O .1.3.6.1.4.1.2636.3.9.1.17.0 = INTEGER: O
JjnxldpSensorlICMPSessions.0 1 .1.3.6.1.4.1.2636-.3.9.1.18.0 = INTEGER: 1
JnxldpSensorOtherSessions.0 0 .1.3.6.1.4.1.2636.3.9.1.19.0 = INTEGER: O
JnxldpSensorFreePktBuffersFiveSec.0 486930 .1.3.6.1.4.1.2636.3.9.1.20.0 = INTEGER: 488586
JnxldpSensorFreePktBuffersOneMin.0 486930 .1.3.6.1.4.1.2636.3.9.1.21.0 = INTEGER: 488586
JnxldpSensorPacketsPerSec.0 2 .1.3.6.1.4.1.2636.3.9.1.22.0 = INTEGER: 2
JnxldpSensorBytesPerSec.0 1 .1.3.6.1.4.1.2636.3.9.1.23.0 = INTEGER: 1
JjnxldpSensorlPv4PktsPerSec.0 2 .1.3.6.1.4.1.2636.3.9.1.24.0 = INTEGER: 2
JnxldpSensorNonlPv4PktsPerSec.0 0 .1.3.6.1.4.1.2636.3.9.1.25.0 = INTEGER: O
JnxldpSensorTCPPktsPerSec.0 0O .1.3.6.1.4.1.2636.3.9.1.26.0 = INTEGER: O
JjnxldpSensorUDPPktsPerSec.0 0O .1.3.6.1.4.1.2636.3.9.1.27.0 = INTEGER: O
JnxldpSensor ICMPPktsPerSec.0 2 .1.3.6.1.4.1.2636.3.9.1.28.0 = INTEGER: 2
JnxldpSensorOtherPktsPerSec.0 O .1.3.6.1.4.1.2636.3.9.1.29.0 = INTEGER: O
JnxldpSensorPktsProcessed.0 204 .1.3.6.1.4.1.2636-3.9.1.31.0 = INTEGER: 204
JnxldpSensorBytesProcessed.0 8763 .1.3.6.1.4.1.2636.3.9.1.32.0 = INTEGER: 8763
JnxldpSensorTCPPktsProcessed.0 70 .1.3.6.1.4.1.2636.3.9.1.33.0 = INTEGER: 70
JnxldpSensorUDPPktsProcessed.0 112 .1.3.6.1.4.1.2636-3.9.1.34.0 = INTEGER: 112
JnxldpSensorICMPPktsProcessed.0 22 .1.3.6.1.4.1.2636.3.9.1.35.0 = INTEGER: 22
JnxldpSensorOtherPktsProcessed.0 0 .1.3.6.1.4.1.2636.3.9.1.36.0 = INTEGER: O
JnxldpSensorFragmentskRxd.0 O .1.3.6.1.4.1.2636.3.9.1.38.0 = INTEGER: O
JnxldpSensorFragmentsReassembled.0 0O .1.3.6.1.4.1.2636.3.9.1.39.0 = INTEGER: O
JnxldpSensorFragmentsDropped.0 O .1.3.6.1.4.1.2636.3.9.1.40.0 = INTEGER: O
JnxldpSensorPktsDroppedToRule.0 O .1.3.6.1.4.1.2636.3.9.1.41.0 = INTEGER: O
JnxldpSensorPktsDroppedToChksum.0 O .1.3.6.1.4.1.2636.3.9.1.42.0 = INTEGER: O
JnxldpSensorPktsDroppedToAnomaly .0 0 .1.3.6.1.4.1.2636.3.9.1.43.0 = INTEGER: O
JnxldpSensorPktsDroppedToMisc.0 O .1.3.6.1.4.1.2636.3.9.1.44.0 = INTEGER: O
JnxldpSensorPktsDroppedToNonRule.0 0O .1.3.6.1.4.1.2636.3.9.1.45.0 = INTEGER: O
JnxldpSensorTotalAlerts.0 O .1.3.6.1.4.1.2636.3.9.1.46.0 = INTEGER: O
JjnxldpSensorTotalLogs.0 58 .1.3.6.1.4.1.2636.3.9.1.47.0 = INTEGER: 52
JnxldpSensorLogsPerSec.0 0 .1.3.6.1.4.1.2636.3.9.1.48.0 = INTEGER: O
JnxldpSensorliFTablellndex.1 1 .1.3.6.1.4.1.2636.3.9.1.49.1.1.1 = INTEGER: 1
JjnxldpSensorlIFTablellndex.2 2 .1.3.6.1.4.1.2636-.3.9.1.49.1.1.2 = INTEGER: 2
JnxldpSensorlFTablellndex.3 3 .1.3.6.1.4.1.2636.3.9.1.49.1.1.3 = INTEGER: 3
JjnxldpSensorliFTablellndex.4 4 .1.3.6.1.4.1.2636.3.9.1.49.1.1.4 = INTEGER: 4
JjnxldpSensorlIFTablellndex.5 5 .1.3.6.1.4.1.2636.3.9.1.49.1.1.5 = INTEGER: 5
JnxldpSensorlFTablellndex.6 6 .1.3.6.1.4.1.2636.3.9.1.49.1.1.6 = INTEGER: 6
JnxldpSensorlIFTablellndex.7 7 .1.3.6.1.4.1.2636.3.9.1.49.1.1.7 = INTEGER: 7
JjnxldpSensorlIFTablellndex.8 8 .1.3.6.1.4.1.2636.3.9.1.49.1.1.8 = INTEGER: 8
JnxldpSensorlFTablellndex.9 9 .1.3.6.1.4.1.2636.3.9.1.49.1.1.9 = INTEGER: 9
JnxldpSensorlIFTablellndex.10 10 .1.3.6.1.4.1.2636-.3.9.1.49.1.1.10 = INTEGER: 10
JnxldpSensoriFTablellndex.11 11 .1.3.6.1.4.1.2636.3.9.1.49.1.1.11 = INTEGER: 11
JnxldpSensorintfcName.1l "ethl" .1.3.6.1.4.1.2636.3.9.1.49.1.2.1 = STRING: "ethl™
JnxldpSensorintfcName.2 "eth7" .1.3.6.1.4.1.2636.3.9.1.49.1.2_.2 = STRING: "eth7"
JnxldpSensorintfcName.3 "eth6" .1.3.6.1.4.1.2636-3.9.1.49.1.2.3 = STRING: "eth6"
JnxldpSensorintfcName.4 "eth9" .1.3.6.1.4.1.2636.3.9.1.49.1.2_.4 = STRING: "eth9™
JnxldpSensorintfcName.5 "eth8" .1.3.6.1.4.1.2636.3.9.1.49.1.2_.5 = STRING: "eth8"
JnxldpSensorintfcName.6 "ethl1" .1.3.6.1.4.1.2636.3.9.1.49.1.2.6 = STRING: "ethll™
JnxldpSensorintfcName.7 *ethl0" .1.3.6.1.4.1.2636.3.9.1.49.1.2.7 = STRING: “ethl0"
JnxldpSensorintfcName.8 "eth3" .1.3.6.1.4.1.2636.3.9.1.49.1.2_.8 = STRING: "eth3"
JjnxldpSensorintfcName.9 "eth2" .1.3.6.1.4.1.2636-.3.9.1.49.1.2.9 = STRING: "eth2"
JnxldpSensorintfcName.10 *“eth5" .1.3.6.1.4.1.2636.3.9.1.49.1.2.10 = STRING: "eth5"
JnxldpSensorintfcName.11 "eth4" .1.3.6.1.4.1.2636.3.9.1.49.1.2_.11 = STRING: "eth4"
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JnxldpSensorNoOfPkts.1 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.1 = INTEGER: O
JnxldpSensorNoOfPkts.2 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.2 = INTEGER: O
JnxldpSensorNoOfPkts.3 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.3 = INTEGER: O
JnxldpSensorNoOfPkts.4 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.4 = INTEGER: O
JnxldpSensorNoOfPkts.5 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.5 = INTEGER: O
JnxldpSensorNoOfPkts.6 0O .1.3.6.1.4.1.2636.3.9.1.49.1.3.6 = INTEGER: O
JnxldpSensorNoOfPkts.7 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.7 = INTEGER: O
JnxldpSensorNoOfPkts.8 5327 .1.3.6.1.4.1.2636.3.9.1.49.1.3.8 = INTEGER: 5195
JnxldpSensorNoOfPkts.9 168818 .1.3.6.1.4.1.2636.3.9.1.49.1.3.9 = INTEGER: 168686
JnxldpSensorNoOfPkts.10 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.10 = INTEGER: 0O
JnxldpSensorNoOfPkts.11 0 .1.3.6.1.4.1.2636.3.9.1.49.1.3.11 = INTEGER: O
JnxldpSensorlIFTable2lndex.1 1 .1.3.6.1.4.1.2636.3.9.1.50.1.1.1 = INTEGER: 1
JjnxldpSensorlIFTable2Index.2 2 .1.3.6.1.4.1.2636.3.9.1.50.1.1.2 = INTEGER: 2
JnxldpSensorlFTable2Index.3 3 .1.3.6.1.4.1.2636.3.9.1.50.1.1.3 = INTEGER: 3
JjnxldpSensorliFTable2Index.4 4 .1.3.6.1.4.1.2636.3.9.1.50.1.1.4 = INTEGER: 4
JjnxldpSensorlIFTable2Index.5 5 .1.3.6.1.4.1.2636.3.9.1.50.1.1.5 = INTEGER: 5
JnxldpSensorlFTable2Index.6 6 .1.3.6.1.4.1.2636.3.9.1.50.1.1.6 = INTEGER: 6
JnxldpSensorlIFTable2Index.7 7 .1.3.6.1.4.1.2636.3.9.1.50.1.1.7 = INTEGER: 7
JjnxldpSensorlIFTable2Index.8 8 .1.3.6.1.4.1.2636.3.9.1.50.1.1.8 = INTEGER: 8
JnxldpSensorlFTable2Index.9 9 .1.3.6.1.4.1.2636.3.9.1.50.1.1.9 = INTEGER: 9
JnxldpSensorlIFTable2Index.10 10 .1.3.6.1.4.1.2636.3.9.1.50.1.1.10 = INTEGER: 10
JnxldpSensoriFTable2Index.11 11 .1.3.6.1.4.1.2636.3.9.1.50.1.1.11 = INTEGER: 11
JnxldpSensorPktsRxRatelntfcName.l "ethl" .1.3.6.1.4.1.2636.3.9.1.50.1.2.1 = STRING: "ethl™
JnxldpSensorPktsRxRatelntfcName.2 "eth7" .1.3.6.1.4.1.2636.3.9.1.50.1.2_.2 = STRING: "eth7"
JnxldpSensorPktsRxRatelntfcName.3 "‘eth6" .1.3.6.1.4.1.2636-.3.9.1.50.1.2.3 = STRING: "eth6"
JnxldpSensorPktsRxRatelntfcName.4 "eth9" .1.3.6.1.4.1.2636.3.9.1.50.1.2.4 = STRING: "eth9™
JnxldpSensorPktsRxRatelntfcName.5 "eth8" .1.3.6.1.4.1.2636.3.9.1.50.1.2.5 = STRING: "eth8"
JnxldpSensorPktsRxRatelntfcName.6 "‘ethll" .1.3.6.1.4.1.2636.3.9.1.50.1.2.6 = STRING: "ethll™
JnxldpSensorPktsRxRatelntfcName.7 "ethl0" .1.3.6.1.4.1.2636.3.9.1.50.1.2.7 = STRING: "ethl0"
JnxldpSensorPktsRxRatelntfcName.8 "eth3" .1.3.6.1.4.1.2636.3.9.1.50.1.2.8 = STRING: "eth3"
JnxldpSensorPktsRxRatelntfcName.9 "‘eth2" .1.3.6.1.4.1.2636-.3.9.1.50.1.2.9 = STRING: "eth2"
JnxldpSensorPktsRxRatelntfcName.10 "eth5" .1.3.6.1.4.1.2636.3.9.1.50.1.2.10 = STRING: "eth5"
JnxldpSensorPktsRxRatelntfcName.11l "eth4" .1.3.6.1.4.1.2636.3.9.1.50.1.2_.11 = STRING: "eth4"
JnxldpSensorPktsRxdPerSec.1 0 .1.3.6.1.4.1.2636-.3.9.1.50.1.3.1 = INTEGER: O
JnxldpSensorPktsRxdPerSec.2 0 .1.3.6.1.4.1.2636.3.9.1.50.1.3.2 = INTEGER: O
JnxldpSensorPktsRxdPerSec.3 0 .1.3.6.1.4.1.2636.3.9.1.50.1.3.3 = INTEGER: O
JnxldpSensorPktsRxdPerSec.4 0 .1.3.6.1.4.1.2636.3.9.1.50.1.3.4 = INTEGER: O
JnxldpSensorPktsRxdPerSec.5 0 .1.3.6.1.4.1.2636.3.9.1.50.1.3.5 = INTEGER: O
JnxldpSensorPktsRxdPerSec.6 0O .1.3.6.1.4.1.2636.3.9.1.50.1.3.6 = INTEGER: O
JnxldpSensorPktsRxdPerSec.7 0 .1.3.6.1.4.1.2636-.3.9.1.50.1.3.7 = INTEGER: O
JnxldpSensorPktsRxdPerSec.8 0 .1.3.6.1.4.1.2636.3.9.1.50.1.3.8 = INTEGER: O
JnxldpSensorPktsRxdPerSec.9 0 .1.3.6.1.4.1.2636.3.9.1.50.1.3.9 = INTEGER: O
JnxldpSensorPktsRxdPerSec.10 0O .1.3.6.1.4.1.2636-.3.9.1.50.1.3.10 = INTEGER: 0O
JnxldpSensorPktsRxdPerSec.11 0O .1.3.6.1.4.1.2636.3.9.1.50.1.3.11 = INTEGER: O
JnxldpSensorlIFTable3Index.1 1 .1.3.6.1.4.1.2636.3.9.1.51.1.1.1 = INTEGER: 1
JjnxldpSensorlIFTable3Index.2 2 .1.3.6.1.4.1.2636.3.9.1.51.1.1.2 = INTEGER: 2
JnxldpSensorlIFTable3Index.3 3 .1.3.6.1.4.1.2636.3.9.1.51.1.1.3 = INTEGER: 3
JjnxldpSensorliFTable3Index.4 4 .1.3.6.1.4.1.2636.3.9.1.51.1.1.4 = INTEGER: 4
JjnxldpSensorlIFTable3Index.5 5 .1.3.6.1.4.1.2636.3.9.1.51.1.1.5 = INTEGER: 5
JnxldpSensorlIFTable3Index.6 6 .1.3.6.1.4.1.2636.3.9.1.51.1.1.6 = INTEGER: 6
JnxldpSensorlIFTable3Index.7 7 .1.3.6.1.4.1.2636.3.9.1.51.1.1.7 = INTEGER: 7
JjnxldpSensorlIFTable3Index.8 8 .1.3.6.1.4.1.2636-.3.9.1.51.1.1.8 = INTEGER: 8
JnxldpSensorlIFTable3Index.9 9 .1.3.6.1.4.1.2636.3.9.1.51.1.1.9 = INTEGER: 9
JnxldpSensorlFTable3Index.10 10 .1.3.6.1.4.1.2636.3.9.1.51.1.1.10 = INTEGER: 10
JnxldpSensoriFTable3Index.11 11 .1.3.6.1.4.1.2636.3.9.1.51.1.1.11 = INTEGER: 11
JnxldpSensorRxIntfcName.1 "ethl™ .1.3.6.1.4.1.2636.3.9.1.51.1.2.1 = STRING: "ethl™
JnxldpSensorRxIntfcName.2 "eth7" .1.3.6.1.4.1.2636.3.9.1.51.1.2_.2 = STRING: "eth7"
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JnxldpSensorRxIntfcName.3 "eth6" .1.3.6.1.4.1.2636-.3.9.1.51.1.2.3 = STRING: "eth6"
JnxldpSensorRxIntfcName.4 *eth9™ .1.3.6.1.4.1.2636.3.9.1.51.1.2.4 = STRING: "eth9™
JnxldpSensorRxIntfcName.5 "eth8" .1.3.6.1.4.1.2636.3.9.1.51.1.2.5 = STRING: "eth8"
JnxldpSensorRxIntfcName.6 "ethll™ .1.3.6.1.4.1.2636.3.9.1.51.1.2.6 = STRING: "ethll™
JnxldpSensorRxIntfcName.7 "ethl0™ .1.3.6.1.4.1.2636.3.9.1.51.1.2.7 = STRING: "ethl0"
JnxldpSensorRxIntfcName.8 "eth3" .1.3.6.1.4.1.2636.3.9.1.51.1.2.8 = STRING: "eth3"
JnxldpSensorRxIntfcName.9 "eth2" .1.3.6.1.4.1.2636-.3.9.1.51.1.2.9 = STRING: "eth2"
JnxldpSensorRxIntfcName.10 "eth5™ .1.3.6.1.4.1.2636.3.9.1.51.1.2.10 = STRING: "eth5"
JnxldpSensorRxIntfcName.11 "eth4™ .1.3.6.1.4.1.2636.3.9.1.51.1.2.11 = STRING: "eth4"
JnxldpSensorRxPktsDropCount.1 O .1.3.6.1.4.1.2636-.3.9.1.51.1.3.1 = INTEGER: O
JnxldpSensorRxPktsDropCount.2 0 .1.3.6.1.4.1.2636.3.9.1.51.1.3.2 = INTEGER: O
JnxldpSensorRxPktsDropCount.3 O .1.3.6.1.4.1.2636.3.9.1.51.1.3.3 = INTEGER: O
JnxldpSensorRxPktsDropCount.4 0O .1.3.6.1.4.1.2636-.3.9.1.51.1.3.4 = INTEGER: O
JnxldpSensorRxPktsDropCount.5 0O .1.3.6.1.4.1.2636.3.9.1.51.1.3.5 = INTEGER: O
JnxldpSensorRxPktsDropCount.6 O .1.3.6.1.4.1.2636.3.9.1.51.1.3.6 = INTEGER: O
JnxldpSensorRxPktsDropCount.7 O .1.3.6.1.4.1.2636-.3.9.1.51.1.3.7 = INTEGER: O
JnxldpSensorRxPktsDropCount.8 0O .1.3.6.1.4.1.2636.3.9.1.51.1.3.8 = INTEGER: O
JnxldpSensorRxPktsDropCount.9 O .1.3.6.1.4.1.2636.3.9.1.51.1.3.9 = INTEGER: O
JnxldpSensorRxPktsDropCount.10 O .1.3.6.1.4.1.2636-.3.9.1.51.1.3.10 = INTEGER: 0O
JnxldpSensorRxPktsDropCount.11 O .1.3.6.1.4.1.2636.3.9.1.51.1.3.11 = INTEGER: O
JnxldpSensorliFTabled4Index.1 1 .1.3.6.1.4.1.2636.3.9.1.52.1.1.1 = INTEGER: 1
JjnxldpSensorlIFTabled4Index.2 2 .1.3.6.1.4.1.2636.3.9.1.52.1.1.2 = INTEGER: 2
JnxldpSensorlFTable4Index.3 3 .1.3.6.1.4.1.2636.3.9.1.52.1.1.3 = INTEGER: 3
JjnxldpSensorliFTabled4Index.4 4 .1.3.6.1.4.1.2636.3.9.1.52.1.1.4 = INTEGER: 4
JjnxldpSensorlIFTable4Index.5 5 .1.3.6.1.4.1.2636.3.9.1.52.1.1.5 = INTEGER: 5
JnxldpSensorlFTable4Index.6 6 .1.3.6.1.4.1.2636.3.9.1.52.1.1.6 = INTEGER: 6
JnxldpSensorliFTabled4Index.7 7 .1.3.6.1.4.1.2636.3.9.1.52.1.1.7 = INTEGER: 7
JjnxldpSensorlIFTable4Index.8 8 .1.3.6.1.4.1.2636.3.9.1.52.1.1.8 = INTEGER: 8
JnxldpSensorlFTable4Index.9 9 .1.3.6.1.4.1.2636.3.9.1.52.1.1.9 = INTEGER: 9
JnxldpSensorlIFTable4Index.10 10 .1.3.6.1.4.1.2636.3.9.1.52.1.1.10 = INTEGER: 10
JnxldpSensoriFTable4Index.11 11 .1.3.6.1.4.1.2636.3.9.1.52.1.1.11 = INTEGER: 11
JnxldpSensorRxPktsDropRatelntfcName.1 "ethl™ .1.3.6.1.4.1.2636.3.9.1.52.1.2.1 = STRING: "ethl™
JnxldpSensorRxPktsDropRatelntfcName.2 "eth7" .1.3.6.1.4.1.2636.3.9.1.52.1.2_.2 = STRING: "eth7"
JnxldpSensorRxPktsDropRatelntfcName.3 "eth6™ .1.3.6.1.4.1.2636-.3.9.1.52.1.2.3 = STRING: "eth6"
JnxldpSensorRxPktsDropRatelntfcName.4 *eth9™ .1.3.6.1.4.1.2636.3.9.1.52.1.2.4 = STRING: "eth9™
JnxldpSensorRxPktsDropRatelntfcName.5 "eth8" .1.3.6.1.4.1.2636.3.9.1.52.1.2.5 = STRING: "eth8"
JnxldpSensorRxPktsDropRatelntfcName.6 "ethll™ .1.3.6.1.4.1.2636.3.9.1.52.1.2.6 = STRING: "ethll™
JnxldpSensorRxPktsDropRatelntfcName.7 "ethl0" .1.3.6.1.4.1.2636.3.9.1.52.1.2.7 = STRING: "ethl0"
JnxldpSensorRxPktsDropRatelntfcName.8 "eth3" .1.3.6.1.4.1.2636.3.9.1.52.1.2.8 = STRING: "eth3"
JnxldpSensorRxPktsDropRatelntfcName.9 "eth2" .1.3.6.1.4.1.2636-.3.9.1.52.1.2.9 = STRING: "eth2"
JnxldpSensorRxPktsDropRatelntfcName.10 "eth5" .1.3.6.1.4.1.2636.3.9.1.52.1.2.10 = STRING: "eth5"
JnxldpSensorRxPktsDropRatelntfcName.11l "eth4" 21.3.6.1.4.1.2636.3.9.1.52.1.2_.11 = STRING: "eth4"
JnxldpSensorRxPktsDropRate.1 O .1.3.6.1.4.1.2636-.3.9.1.52.1.3.1 = INTEGER: O
JnxldpSensorRxPktsDropRate.2 0O .1.3.6.1.4.1.2636.3.9.1.52.1.3.2 = INTEGER: O
JnxldpSensorRxPktsDropRate.3 0O .1.3.6.1.4.1.2636.3.9.1.52.1.3.3 = INTEGER: O
JnxldpSensorRxPktsDropRate.4 0O .1.3.6.1.4.1.2636.3.9.1.52.1.3.4 = INTEGER: O
JnxldpSensorRxPktsDropRate.5 0O .1.3.6.1.4.1.2636.3.9.1.52.1.3.5 = INTEGER: O
JnxldpSensorRxPktsDropRate.6 O .1.3.6.1.4.1.2636.3.9.1.52.1.3.6 = INTEGER: O
JnxldpSensorRxPktsDropRate.7 O .1.3.6.1.4.1.2636.3.9.1.52.1.3.7 = INTEGER: O
JnxldpSensorRxPktsDropRate.8 0 .1.3.6.1.4.1.2636.3.9.1.52.1.3.8 = INTEGER: O
JnxldpSensorRxPktsDropRate.9 0O .1.3.6.1.4.1.2636.3.9.1.52.1.3.9 = INTEGER: O
JnxldpSensorRxPktsDropRate.10 O .1.3.6.1.4.1.2636-.3.9.1.52.1.3.10 = INTEGER: 0O
JnxldpSensorRxPktsDropRate.11 0O .1.3.6.1.4.1.2636.3.9.1.52.1.3.11 = INTEGER: O
JnxldpSensorPktsRxdOnAllIntfc.0 174145 .1.3.6.1.4.1.2636.3.9.1.53.0 = INTEGER: 173881
JnxldpSensorPktsDropOnAllIntfc.0 O .1.3.6.1.4.1.2636.3.9.1.54.0 = INTEGER: O
JnxldpSensorPktsDropRateOnAllIntfc.0 O .1.3.6.1.4.1.2636.3.9.1.55.0 = INTEGER: O
JnxldpSensorPktsDropDueToRxOvflowTable.0 O .1.3.6.1.4.1.2636.3.9.1.56.0 = INTEGER: O
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Table 124: snmpwalk Results by Name and by Number (continued)

OID (name) OID (number)

JjnxldpSensorlIFTable5Index.1 1 .1.3.6.1.4.1.2636-.3.9.1.57.1.1.1 = INTEGER: 1
JnxldpSensorlFTable5Index.2 2 .1.3.6.1.4.1.2636.3.9.1.57.1.1.2 = INTEGER: 2
JnxldpSensorlIFTable5Index.3 3 .1.3.6.1.4.1.2636.3.9.1.57.1.1.3 = INTEGER: 3
JjnxldpSensorliFTable5Index.4 4 .1.3.6.1.4.1.2636.3.9.1.57.1.1.4 = INTEGER: 4
JnxldpSensorlFTable5Index.5 5 .1.3.6.1.4.1.2636.3.9.1.57.1.1.5 = INTEGER: 5
JnxldpSensorlIFTable5Index.6 6 .1.3.6.1.4.1.2636.3.9.1.57.1.1.6 = INTEGER: 6
JjnxldpSensorlIFTable5Index.7 7 .1.3.6.1.4.1.2636.3.9.1.57.1.1.7 = INTEGER: 7
JnxldpSensorlFTable5Index.8 8 .1.3.6.1.4.1.2636.3.9.1.57.1.1.8 = INTEGER: 8
JnxldpSensorlIFTable5Index.9 9 .1.3.6.1.4.1.2636.3.9.1.57.1.1.9 = INTEGER: 9
JnxldpSensorlIFTable5Index.10 10 .1.3.6.1.4.1.2636.3.9.1.57.1.1.10 = INTEGER: 10
JnxldpSensoriFTable5Index.11 11 .1.3.6.1.4.1.2636.3.9.1.57.1.1.11 = INTEGER: 11
JnxldpSensorTxIntfcName.1 "ethl™ .1.3.6.1.4.1.2636.3.9.1.57.1.2_.1 = STRING: "ethl"
JnxldpSensorTxIntfcName.2 “eth7" .1.3.6.1.4.1.2636.3.9.1.57.1.2.2 = STRING: "eth7"
JnxldpSensorTxIntfcName.3 "eth6™ .1.3.6.1.4.1.2636.3.9.1.57.1.2.3 = STRING: "eth6™
JnxldpSensorTxIntfcName.4 "eth9" .1.3.6.1.4.1.2636.3.9.1.57.1.2_4 = STRING: "eth9"
JnxldpSensorTxIntfcName.5 "eth8" .1.3.6.1.4.1.2636.3.9.1.57.1.2.5 = STRING: "eth8"
JnxldpSensorTxIntfcName.6 "ethll™ .1.3.6.1.4.1.2636.3.9.1.57.1.2.6 = STRING: "ethl1l™
JnxldpSensorTxIntfcName.7 "ethl0" .1.3.6.1.4.1.2636.3.9.1.57.1.2_.7 = STRING: "ethl0"
JnxldpSensorTxIntfcName.8 "eth3" .1.3.6.1.4.1.2636.3.9.1.57.1.2.8 = STRING: "eth3"
JnxldpSensorTxIntfcName.9 "eth2™ .1.3.6.1.4.1.2636.3.9.1.57.1.2.9 = STRING: "eth2"
JnxldpSensorTxIntfcName.10 "eth5" .1.3.6.1.4.1.2636.3.9.1.57.1.2.10 = STRING: "eth5"
JjnxldpSensorTxIntfcName.11 "eth4™ .1.3.6.1.4.1.2636.3.9.1.57.1.2.11 = STRING: "eth4"
JnxldpSensorNoOfPktsTxd.1 O .1.3.6.1.4.1.2636.3.9.1.57.1.3.1 = INTEGER: O
JnxldpSensorNoOfPktsTxd.2 O .1.3.6.1.4.1.2636.3.9.1.57.1.3.2 = INTEGER: O
JnxldpSensorNoOfPktsTxd.3 0O .1.3.6.1.4.1.2636.3.9.1.57.1.3.3 = INTEGER: O
JnxldpSensorNoOfPktsTxd.4 0O .1.3.6.1.4.1.2636.3.9.1.57.1.3.4 = INTEGER: O
JnxldpSensorNoOfPktsTxd.5 O .1.3.6.1.4.1.2636.3.9.1.57.1.3.5 = INTEGER: O
JnxldpSensorNoOfPktsTxd.6 O .1.3.6.1.4.1.2636.3.9.1.57.1.3.6 = INTEGER: O
JnxldpSensorNoOfPktsTxd.7 O .1.3.6.1.4.1.2636.3.9.1.57.1.3.7 = INTEGER: O
JnxldpSensorNoOfPktsTxd.8 2907 .1.3.6.1.4.1.2636.3.9.1.57.1.3.8 = INTEGER: 2775
JnxldpSensorNoOfPktsTxd.9 2912 .1.3.6.1.4.1.2636.3.9.1.57.1.3.9 = INTEGER: 2780
JnxldpSensorNoOfPktsTxd.10 O .1.3.6.1.4.1.2636.3.9.1.57.1.3.10 = INTEGER: O
Jnx1dpSensorNoOfPktsTxd.11 O .21.3.6.1.4.1.2636.3.9.1.57.1.3.11 = INTEGER: O
JjnxldpSensorlIFTable8Index.1 1 .1.3.6.1.4.1.2636-.3.9.1.58.1.1.1 = INTEGER: 1
JnxldpSensorlFTable8Index.2 2 .1.3.6.1.4.1.2636.3.9.1.58.1.1.2 = INTEGER: 2
JnxldpSensorlIFTable8Index.3 3 .1.3.6.1.4.1.2636.3.9.1.58.1.1.3 = INTEGER: 3
JjnxldpSensoriFTable8Index.4 4 .1.3.6.1.4.1.2636.3.9.1.58.1.1.4 = INTEGER: 4
JnxldpSensorlFTable8Index.5 5 .1.3.6.1.4.1.2636.3.9.1.58.1.1.5 = INTEGER: 5
JnxldpSensorlIFTable8Index.6 6 .1.3.6.1.4.1.2636.3.9.1.58.1.1.6 = INTEGER: 6
JjnxldpSensorlIFTable8Index.7 7 .1.3.6.1.4.1.2636.3.9.1.58.1.1.7 = INTEGER: 7
JnxldpSensorlIFTable8Index.8 8 .1.3.6.1.4.1.2636.3.9.1.58.1.1.8 = INTEGER: 8
JnxldpSensorlIFTable8Index.9 9 .1.3.6.1.4.1.2636.3.9.1.58.1.1.9 = INTEGER: 9
JnxldpSensoriFTable8Index.10 10 .1.3.6.1.4.1.2636.3.9.1.58.1.1.10 = INTEGER: 10
JnxldpSensoriFTable8Index.11 11 .1.3.6.1.4.1.2636.3.9.1.58.1.1.11 = INTEGER: 11
JnxldpSensorPktsTxRatelntfcName.1l "ethl" .1.3.6.1.4.1.2636.3.9.1.58.1.2_.1 = STRING: "ethl"
JnxldpSensorPktsTxRatelntfcName.2 "‘eth7" .1.3.6.1.4.1.2636-.3.9.1.58.1.2.2 = STRING: "eth7"
JnxldpSensorPktsTxRatelntfcName.3 "eth6" .1.3.6.1.4.1.2636.3.9.1.58.1.2.3 = STRING: "eth6™
JnxldpSensorPktsTxRatelntfcName.4 "eth9" .1.3.6.1.4.1.2636.3.9.1.58.1.2_4 = STRING: "eth9"
JnxldpSensorPktsTxRatelntfcName.5 "‘eth8" .1.3.6.1.4.1.2636-.3.9.1.58.1.2.5 = STRING: "eth8"
JnxldpSensorPktsTxRatelntfcName.6 "ethll" .1.3.6.1.4.1.2636.3.9.1.58.1.2.6 = STRING: "ethl1l™
JnxldpSensorPktsTxRatelntfcName.7 "ethl10" .1.3.6.1.4.1.2636.3.9.1.58.1.2_.7 = STRING: "ethl0"
JnxldpSensorPktsTxRatelntfcName.8 "eth3" .1.3.6.1.4.1.2636.3.9.1.58.1.2.8 = STRING: "eth3"
JnxldpSensorPktsTxRatelntfcName.9 "eth2" .1.3.6.1.4.1.2636.3.9.1.58.1.2.9 = STRING: "eth2"
JnxldpSensorPktsTxRatelntfcName.10 “eth5" .1.3.6.1.4.1.2636.3.9.1.58.1.2.10 = STRING: "eth5"
JnxldpSensorPktsTxRatelntfcName.11l ‘“eth4" 21.3.6.1.4.1.2636.3.9.1.58.1.2.11 = STRING: "eth4"
JnxldpSensorPktsTxdPerSec.1 0 .1.3.6.1.4.1.2636.3.9.1.58.1.3.1 = INTEGER: O
JnxldpSensorPktsTxdPerSec.2 0 .1.3.6.1.4.1.2636.3.9.1.58.1.3.2 = INTEGER: O
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Table 124: snmpwalk Results by Name and by Number (continued)

OID (name) OID (number)

JjnxldpSensorPktsTxdPerSec.3 0 .1.3.6.1.4.1.2636-.3.9.1.58.1.3.3 = INTEGER: 0O
JnxldpSensorPktsTxdPerSec.4 0 .1.3.6.1.4.1.2636.3.9.1.58.1.3.4 = INTEGER: O
JnxldpSensorPktsTxdPerSec.5 0O .1.3.6.1.4.1.2636.3.9.1.58.1.3.5 = INTEGER: O
JjnxldpSensorPktsTxdPerSec.6 0O .1.3.6.1.4.1.2636.3.9.1.58.1.3.6 = INTEGER: 0O
JnxldpSensorPktsTxdPerSec.7 0O .1.3.6.1.4.1.2636.3.9.1.58.1.3.7 = INTEGER: O
JnxldpSensorPktsTxdPerSec.8 0O .1.3.6.1.4.1.2636.3.9.1.58.1.3.8 = INTEGER: O
JnxldpSensorPktsTxdPerSec.9 0 .1.3.6.1.4.1.2636-.3.9.1.58.1.3.9 = INTEGER: 0O
JnxldpSensorPktsTxdPerSec.10 0O .1.3.6.1.4.1.2636.3.9.1.58.1.3.10 = INTEGER: O
JnxldpSensorPktsTxdPerSec.11 0O .1.3.6.1.4.1.2636.3.9.1.58.1.3.11 = INTEGER: O
JjnxldpSensorlIFTable6lndex.1 1 .1.3.6.1.4.1.2636-.3.9.1.59.1.1.1 = INTEGER: 1
JnxldpSensorlFTable6Index.2 2 .1.3.6.1.4.1.2636.3.9.1.59.1.1.2 = INTEGER: 2
JnxldpSensorlIFTable6lndex.3 3 .1.3.6.1.4.1.2636.3.9.1.59.1.1.3 = INTEGER: 3
JjnxldpSensoriFTable6lndex.4 4 .1.3.6.1.4.1.2636-.3.9.1.59.1.1.4 = INTEGER: 4
JnxldpSensorlFTable6Index.5 5 .1.3.6.1.4.1.2636.3.9.1.59.1.1.5 = INTEGER: 5
JnxldpSensorlIFTable6Index.6 6 .1.3.6.1.4.1.2636.3.9.1.59.1.1.6 = INTEGER: 6
JjnxldpSensorlIFTable6lndex.7 7 .1.3.6.1.4.1.2636.3.9.1.59.1.1.7 = INTEGER: 7
JnxldpSensorlIFTable6Index.8 8 .1.3.6.1.4.1.2636.3.9.1.59.1.1.8 = INTEGER: 8
JnxldpSensorlIFTable6Index.9 9 .1.3.6.1.4.1.2636.3.9.1.59.1.1.9 = INTEGER: 9
JnxldpSensorlFTable6Index.10 10 .1.3.6.1.4.1.2636.3.9.1.59.1.1.10 = INTEGER: 10
JnxldpSensoriFTable6Index.11 11 .1.3.6.1.4.1.2636.3.9.1.59.1.1.11 = INTEGER: 11
JnxldpSensorTxdIntfcName.1 "ethl™ .1.3.6.1.4.1.2636.3.9.1.59.1.2_.1 = STRING: "ethl"
JnxldpSensorTxdIntfcName.2 "eth7" .1.3.6.1.4.1.2636-.3.9.1.59.1.2.2 = STRING: "eth7"
JnxldpSensorTxdIntfcName.3 "eth6™ .1.3.6.1.4.1.2636.3.9.1.59.1.2.3 = STRING: "eth6™
JnxldpSensorTxdIntfcName.4 "eth9™ .1.3.6.1.4.1.2636.3.9.1.59.1.2_4 = STRING: "eth9"
JnxldpSensorTxdIntfcName.5 "eth8" .1.3.6.1.4.1.2636-.3.9.1.59.1.2.5 = STRING: "eth8"
JnxldpSensorTxdIntfcName.6 "ethll™ .1.3.6.1.4.1.2636.3.9.1.59.1.2.6 = STRING: "ethl1l™
JnxldpSensorTxdIntfcName.7 "ethl10" 21.3.6.1.4.1.2636.3.9.1.59.1.2_.7 = STRING: "ethl0"
JnxldpSensorTxdIntfcName.8 "eth3" .1.3.6.1.4.1.2636-.3.9.1.59.1.2.8 = STRING: "eth3"
JnxldpSensorTxdIntfcName.9 "eth2™ .1.3.6.1.4.1.2636.3.9.1.59.1.2.9 = STRING: "eth2"
JnxldpSensorTxdIntfcName.10 "eth5" .1.3.6.1.4.1.2636.3.9.1.59.1.2.10 = STRING: "eth5"
JjnxldpSensorTxdIntfcName.11 "eth4" .1.3.6.1.4.1.2636.3.9.1.59.1.2.11 = STRING: "eth4"
JnxldpSensorTxPktsDropped.1 O .1.3.6.1.4.1.2636.3.9.1.59.1.3.1 = INTEGER: O
JnxldpSensorTxPktsDropped.2 0O .1.3.6.1.4.1.2636.3.9.1.59.1.3.2 = INTEGER: O
JnxldpSensorTxPktsDropped.3 0 .1.3.6.1.4.1.2636-.3.9.1.59.1.3.3 = INTEGER: O
JnxldpSensorTxPktsDropped.4 0 .1.3.6.1.4.1.2636.3.9.1.59.1.3.4 = INTEGER: O
JnxldpSensorTxPktsDropped.5 O .1.3.6.1.4.1.2636.3.9.1.59.1.3.5 = INTEGER: O
JjnxldpSensorTxPktsDropped.6 O .1.3.6.1.4.1.2636-.3.9.1.59.1.3.6 = INTEGER: 0O
JnxldpSensorTxPktsDropped.7 0O .1.3.6.1.4.1.2636.3.9.1.59.1.3.7 = INTEGER: O
JnxldpSensorTxPktsDropped.8 0O .1.3.6.1.4.1.2636.3.9.1.59.1.3.8 = INTEGER: O
JjnxldpSensorTxPktsDropped.9 0O .1.3.6.1.4.1.2636-.3.9.1.59.1.3.9 = INTEGER: 0O
JnxldpSensorTxPktsDropped.10 O .1.3.6.1.4.1.2636.3.9.1.59.1.3.10 = INTEGER: O
JnxldpSensorTxPktsDropped.11 O .1.3.6.1.4.1.2636.3.9.1.59.1.3.11 = INTEGER: O
JnxldpSensorTxPktsOnAllIntfc.0 5819 .1.3.6.1.4.1.2636.3.9.1.60.0 = INTEGER: 5555
JnxldpSensorTxPktsDropOnAllIntfc.0 O .1.3.6.1.4.1.2636.3.9.1.61.0 = INTEGER: O
JnxldpSensorlIFTable7Index.1 1 .1.3.6.1.4.1.2636.3.9.1.62.1.1.1 = INTEGER: 1
JjnxldpSensorlIFTable7Index.2 2 .1.3.6.1.4.1.2636.3.9.1.62.1.1.2 = INTEGER: 2
JnxldpSensorlFTable7Index.3 3 .1.3.6.1.4.1.2636.3.9.1.62.1.1.3 = INTEGER: 3
JjnxldpSensorliFTable7Index.4 4 .1.3.6.1.4.1.2636.3.9.1.62.1.1.4 = INTEGER: 4
JjnxldpSensorlIFTable7Index.5 5 .1.3.6.1.4.1.2636.3.9.1.62.1.1.5 = INTEGER: 5
JnxldpSensorlFTable7Index.6 6 .1.3.6.1.4.1.2636.3.9.1.62.1.1.6 = INTEGER: 6
JnxldpSensorlIFTable7Index.7 7 .1.3.6.1.4.1.2636.3.9.1.62.1.1.7 = INTEGER: 7
JjnxldpSensorlIFTable7Index.8 8 .1.3.6.1.4.1.2636.3.9.1.62.1.1.8 = INTEGER: 8
JnxldpSensorlFTable7Index.9 9 .1.3.6.1.4.1.2636.3.9.1.62.1.1.9 = INTEGER: 9
JnxldpSensorlIFTable7Index.10 10 .1.3.6.1.4.1.2636.3.9.1.62.1.1.10 = INTEGER: 10
JnxldpSensoriFTable7Index.11 11 .1.3.6.1.4.1.2636.3.9.1.62.1.1.11 = INTEGER: 11
JnxldpSensorNICIntfcName.1 *ethl™ .1.3.6.1.4.1.2636.3.9.1.62.1.2.1 = STRING: "ethl"
JnxldpSensorNICIntfcName.2 "eth7" .1.3.6.1.4.1.2636.3.9.1.62.1.2_.2 = STRING: "eth7"
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Table 124: snmpwalk Results by Name and by Number (continued)

OID (name) OID (number)

3 "eth6" STRING: "eth6"
JnxldpSensorNICIntfcName.4 *eth9™ STRING: "eth9™
JnxldpSensorNICIntfcName.5 "eth8" STRING: "eth8"
JjnxldpSensorNICIntfcName.6 "ethl1l" STRING: “ethl1l™

7

8

9

[}
w
N

JnxldpSensorNICIntfcName.

[}
w
N

(o)

w

N
1

[}
w
N

[}
w
N

JnxldpSensorNICIntfcName.7 "ethl0" STRING: "ethl0™
JnxldpSensorNICIntfcName.8 "eth3" STRING: "eth3™
JjnxldpSensorNICIntfcName.9 "eth2" STRING: “eth2"
JnxldpSensorNICIntfcName.10 "eth5" .10 = STRING: "eth5™
JnxldpSensorNICIntfcName.11 "eth4" .11 = STRING: "eth4™

(o)
w
N

© 0o~NO U~ W
1

[}
w
N

[}
w
N

(o)
w
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JnxldpSensorNICStatus.1 "Down" 1. .1.4.1.2636. .1.62.1.3.1 = STRING: '‘Down™
JnxldpSensorNICStatus.2 "Down" 1. .1.4.1.2636. .1.62.1.3.2 = STRING: *‘Down*
JnxldpSensorNICStatus.3 "Down" 1. .1.4.1.2636. .1.62.1.3.3 = STRING: "‘Down"
JnxldpSensorNICStatus.4 "Down" 1. .1.4.1.2636. .1.62.1.3.4 = STRING: "‘Down™
JnxldpSensorNICStatus.5 "Down" 1. .1.4.1.2636. .1.62.1.3.5 = STRING: *‘Down*
JnxldpSensorNICStatus.6 "‘Down" 1. .1.4.1.2636. .1.62.1.3.6 = STRING: "‘Down"™
JnxldpSensorNICStatus.7 "Down" 1. .1.4.1.2636. .1.62.1.3.7 = STRING: "‘Down"
JnxldpSensorNICStatus.8 "Up" 1. .1.4.1.2636. .1.62.1.3.8 = STRING: "Up™

JnxldpSensorNICStatus.9 "Up" 1. .1.4.1.2636. .1.62.1.3.9 = STRING: "Up"

[}
w
N

= STRING: "Down"
= STRING: "Down™

JjnxldpSensorNICStatus.10 "Down™
JnxldpSensorNICStatus.11 "Down"

[}
w
DO oo OO,
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JnxldpSensorRulelndex.1 1 1. .1.4.1.2636. .1.63.1.1.1 = INTEGER: 1
JjnxldpSensorRulelndex.2 2 21 .1.4.1.2636. .1.63.1.1.2 = INTEGER: 2
JnxldpSensorRulebaseName.1 "tsig" 1. .1.4.1.2636. .1.63.1.2.1 = STRING: "tsig"
JnxldpSensorRulebaseName.2 "ids™ 1. .1.4.1.2636. .1.63.1.2.2 = STRING: "ids"
jnxldpSensorRulelD.1 1 21 .1.4.1.2636. .1.63.1.3.1 = INTEGER: 1
JjnxldpSensorRulelD.2 1 1. .1.4.1.2636. .1.63.1.3.2 = INTEGER: 1
JnxldpSensorRuleHits.1 0 1. .1.4.1.2636. .1.63.1.4.1 = INTEGER: O
JjnxldpSensorRuleHits.2 0 21 .1.4.1.2636. .1.63.1.4.2 = INTEGER: O
JnxldpSensorTopTenRulelndex.1 1 1. .1.4.1.2636. .1.65.1.1.1 = INTEGER: 1
JnxldpSensorTopTenRulelndex.2 2 1. .1.4.1.2636. .1.65.1.1.2 = INTEGER: 2
JjnxldpSensorTopTenRulebaseName.1 ""tsig" 21 .1.4.1.2636. .1.65.1.2.1 = STRING: "tsig"
JnxldpSensorTopTenRulebaseName.2 "ids" 1. .1.4.1.2636. .1.65.1.2.2 = STRING: "ids"
JnxldpSensorTopTenRulelD.1 1 1. .1.4.1.2636. .1.65.1.3.1 = INTEGER: 1
JjnxldpSensorTopTenRulelD.2 1 21 .1.4.1.2636. .1.65.1.3.2 = INTEGER: 1
JnxldpSensorTopTenRuleHits.1 0 1. .1.4.1.2636. .1.65.1.4.1 = INTEGER: O
JnxldpSensorTopTenRuleHits.2 0 1. .1.4.1.2636. .1.65.1.4.2 = INTEGER: O

Table 125 on page 393 describes the objects in the JUNIPER-IDP-MIB.txt file.

Table 125: IDP Series MIB Objects

Object Name Obiject Identifier Description

jinxldpMIB 1.3.6.1.4.1.2636.3.9.0 Structure of Juniper Networks IDP Series
MIBs.

jnxldpSensor 1.3.6.1.4.1.2636.3.9.1.0 Object identifier.

jinxldpSensorCpuUsage 1.3.6.1.4.1.2636.3.9.1.1.0 Control plane CPU utilization (percent).

jnxldpSensorMemUsage 1.3.6.1.4.1.2636.3.9.1.2.0 Memory utilization (percent).

jinxldpSensorSessAllocated 1.3.6.1.4.1.2636.3.9.1.3.0 Sessions currently allocated (count).
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Table 125: IDP Series MIB Objects (continued)

Object Name

jnxldpSensorSessMaximum

Obiject Identifier

1.3.6.1.4.1.2636.3.9.1.4.0

Description

Maximum sessions supported (static
number).

jnxldpSensorFreeDiskSpace

1.3.6.1.4.1.2636.3.9.1.5.0

Available disk space (megabytes).

jinxldpSensorCpuThreshold

1.3.6.1.4.1.2636.3.9.1.6.0

Threshold of CPU utilization when the device
sends an up or down trap (percent).

jinxldpSensorMemThreshold

1.3.6.1.4.1.2636.3.9.1.7.0

Threshold of memory utilization when the
device sends an up or down trap (percent).

jnxldpSensorSessThreshold

1.3.6.1.4.1.2636.3.9.1.8.0

Threshold of session/capacity when the
device sends an up or down trap (percent).

jinxldpSensorDiskSpaceThreshold

1.3.6.1.4.1.2636.3.9.1.9.0

Threshold of disk space utilization when the
device sends an up or down trap (percent).

jnxldpSensorCpuUsageOneMin

1.3.6.1.4.1.2636.3.9.1.10.0

Average control plane CPU utilization in the
last 1 minute (percent).

jinxldpSensorCpuUsageFiveMin

1.3.6.1.4.1.2636.3.9.1.11.0

Average control plane CPU utilization in the
last 5 minutes (percent).

inxldpSensorCpuUtilFiveSecTable

1.3.6.1.4.1.2636.3.9.1.12

Table that holds CPU utilization per IDP
engine in the last 5 seconds. Each table
contains a pair of rows for each IDP engine
reported. In each pair, one row is for the CPU
ID and the other reports the value.

jinxldpSensorCpuUtilFiveSecEntry

1.3.6.1.4.1.2636.3.9.1.12.1.0

Table row that holds CPU utilization per IDP
engine in the last 5 seconds.

jnxldpSensorFiveSecCpulD

1.3.6.1.4.1.2636.3.9.1.12.1.1.0

IDP engine CPU ID for the CPU data reported
next.

jinxldpSensorFiveSecCpuUtilPercent

1.3.6.1.4.1.2636.3.9.1.12.1.2.0

Average IDP engine CPU utilization in the
last 5 seconds (percent).

inxldpSensorCpuUtilOneMinTable

1.3.6.1.4.1.2636.3.9.1.13

Table that holds CPU utilization per IDP
engine in the last 1 minute. Each table
contains a pair of rows for each IDP engine
reported. In each pair of rows, one row is for
CPU ID and the other reports the value.

jnxldpSensorCpuUtilOneMinEntry

1.3.6.1.4.1.2636.3.9.1.13.1.0

Table row that holds CPU utilization per IDP
engine in the last 1 minute.

jinxldpSensorOneMinCpulD

1.3.6.1.4.1.2636.3.9.113.1.1.0

The IDP engine CPU ID for the CPU data
reported next.
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Table 125: IDP Series MIB Objects (continued)

Object Name

Obiject Identifier

Description

jinxldpSensorOneMinCpuUtilPercent 1.3.6.1.4.1.2636.3.9.1.13.1.2.0 Average IDP engine CPU utilization in the
last 1 minute (percent).
jnxldpSensorCpuUtilFiveMinTable 1.3.6.1.4.1.2636.3.9.1.14 Table that holds CPU utilization per IDP

engine in the last 5 minutes. Each table
contains a pair of rows for each IDP engine
reported. In each pair of rows, one row is for
CPU ID and the other reports the value.

inxldpSensorCpuUtilFiveMinEntry

1.3.6.1.4.1.2636.3.9.1.14.1.0

Table row that holds CPU utilization per IDP
engine in the last 5 minutes.

jinxldpSensorFiveMinCpulD

1.3.6.1.4.1.2636.3.9.1.14.1.1.0

IDP engine CPU ID for the CPU data reported
next.

jinxldpSensorFiveMinCpuUtilPercent

1.3.6.1.4.1.2636.3.9.1.14.1.2.0

Average IDP engine CPU utilization in the
last 5 minutes (percent).

jinxldpSensorSessnCreateRateFiveSec

1.3.6.1.4.1.2636.3.9.1.15.0

Rate of connections created per second
(cps). The value reported is an average per
second over the last 5 seconds.

jnxldpSensorTCPSessions 1.3.6.1.4.1.2636.3.9.1.16.0 Active TCP sessions (count).
jnxldpSensorUDPSessions 1.3.6.1.4.1.2636.3.9.1.17.0 Active UDP sessions (count).
jinxldpSensorlICMPSessions 1.3.6.1.4.1.2636.3.9.1.18.0 Active ICMP sessions (count).
jinxldpSensorOtherSessions 1.3.6.1.4.1.2636.3.9.1.19.0 Active sessions that are not TCP, UDP, or

ICMP (count).

inxldpSensorFreePktBuffersFiveSec

1.3.6.1.4.1.2636.3.9.1.20.0

Free packet buffers in the last 5 seconds
(count).

inxldpSensorFreePktBuffersOneMin

1.3.6.1.4.1.2636.3.9.1.21.0

Free packet buffers in the last 1 minute
(count).

jinxldpSensorPacketsPerSec

1.3.6.1.4.1.2636.3.9.1.22.0

Rate of packets per second (pps) received.

jinxldpSensorBytesPerSec

1.3.6.1.4.1.2636.3.9.1.23.0

Rate of bytes per second (bps) received.

inxldpSensorlPv4PktsPerSec

1.3.6.1.4.1.2636.3.91.24.0

Rate of IPv4 packets per second (pps)
received.

jnxldpSensorNonlPv4PktsPerSec 1.3.6.1.4.1.2636.3.9.1.25.0 Rate of non-IPv4 packets received per
second (pps).
jinxldpSensorTCPPktsPerSec 1.3.6.1.4.1.2636.3.9.1.26.0 Rate of TCP packets per second (pps)

received.
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Table 125: IDP Series MIB Objects (continued)

Object Name Obiject Identifier Description

jnxldpSensorUDPPktsPerSec 1.3.6.1.4.1.2636.3.9.1.27.0 Rate of UDP packets per second (pps)
received.

jinxldpSensorlICMPPktsPerSec 1.3.6.1.4.1.2636.3.9.1.28.0 Rate of ICMP packets per second (pps)
received.

jnxldpSensorOtherPktsPerSec 1.3.6.1.4.1.2636.3.9.1.29.0 Rate of packets per second (pps) received

for traffic other than TCP, UDP, and ICMP.

jinxldpSensorPktsProcessed

1.3.6.1.4.1.2636.3.9.1.31.0

Total packets processed (count).

jnxldpSensorBytesProcessed

1.3.6.1.4.1.2636.3.9.1.32.0

Total bytes processed (count).

jinxldpSensorTCPPktsProcessed

1.3.6.1.4.1.2636.3.9.1.33.0

Total TCP packets processed (count).

jinxldpSensorUDPPktsProcessed 1.3.6.1.4.1.2636.3.9.1.34.0 Total UDP packets processed (count).
jinxldpSensorlCMPPktsProcessed 1.3.6.1.4.1.2636.3.9.1.35.0 Total ICMP packets processed (count).
jinxldpSensorOtherPktsProcessed 1.3.6.1.4.1.2636.3.9.1.36.0 Total packets processed for traffic that is
not TCP, UDP, or ICMP (count).
jnxldpSensorFragmentsRxd 1.3.6.1.4.1.2636.3.9.1.38.0 Fragments received (count).

jinxldpSensorFragmentsReassembled

1.3.6.1.4.1.2636.3.9.1.39.0

Fragments reassembled (count).

jnxldpSensorFragmentsDropped

1.3.6.1.4.1.2636.3.9.1.40.0

Fragments dropped (count).

jinxldpSensorPktsDroppedToRule

1.3.6.1.4.1.2636.3.9.1.41.0

Packets dropped because of a security policy
rule being applied (count).

jnxldpSensorPktsDroppedToChksum 1.3.6.1.4.1.2636.3.9.1.42.0 Packets dropped because of a checksum
error (count).
jinxldpSensorPktsDroppedToAnomaly 1.3.6.1.4.1.2636.3.91.43.0 Packets dropped because of a protocol

anomaly detected (count).

jinxldpSensorPktsDroppedToMisc

1.3.6.1.4.1.2636.3.9.1.44.0

Packets dropped because of other reasons
(count).

jinxldpSensorPktsDroppedToNonRule

1.3.6.1.4.1.2636.3.9.1.45.0

Packets dropped because of a nonpolicy
reason (count).

jinxldpSensorTotalAlerts

1.3.6.1.4.1.2636.3.9.1.46.0

Total alerts generated (count).

jnxldpSensorTotalLogs

1.3.6.1.4.1.2636.3.9.1.47.0

Total logs generated (count).

inxldpSensorlLogsPerSec

1.3.6.1.4.1.2636.3.9.1.48.0

Rate of logs per second.
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Table 125: IDP Series MIB Objects (continued)

Object Name

inxldpSensorPktsRxdPerintfcTable

Obiject Identifier

1.3.6.1.4.1.2636.3.9.1.49

Description

Table that holds the count of packets
received per interface.

jnxldpSensorPktsRxdPerIntfcEntry

1.3.6.1.4.1.2636.3.9.1.49.1.0

Table row that holds the interface index
number, interface name, and count.

jnxldpSensorlFTablelindex

1.3.6.1.4.1.2636.3.9.1.49.1.1.11 ...

An index number for the interface (integer).

jinxldpSensorintfcName

1.3.6.1.4.1.2636.3.9.1.49.1.2.11 ...

Name of the interface (string).

inxldpSensorNoOfPkts

1.3.6.1.4.1.2636.3.9.1.49.1.3.11 ....

Packets received by the interface (count).

inxldpSensorPktsRxRatePerIntfcTable

1.3.6.1.4.1.2636.3.9.1.50

Table that holds the rate of packets received
per interface.

jinxldpSensorPktsRxRatePerIntfcEntry

1.3.6.1.4.1.2636.3.9.1.50.1.0

Table row that holds the interface index
number, interface name, and rate.

jnxldpSensorlFTable2index

1.3.6.1.4.1.2636.3.9.1.50.1.1.11 ...

An index number for the interface (integer).

jinxldpSensorPktsRxRatelntfcName

1.3.6.1.4.1.2636.3.9.1.50.1.2.11 ...

Name of the interface (string).

jinxldpSensorPktsRxdPerSec

1.3.6.1.4.1.2636.3.9.1.50.1.3.11 ...

Packets received by the interface (packets
per second or pps).

inxldpSensorRxPktsDropPerintfcTable

inxldpSensorRxPktsDropPerintfcEntry

1.3.6.1.4.1.2636.3.9.1.51

1.3.6.1.4.1.2636.3.9.1.51.1.0

Table that holds the count of packets
dropped at the receiving interface.

Table row that holds the interface index
number, interface name, and rate.

jnxldpSensorlFTable3Index

1.3.6.1.4.1.2636.3.9.1.51.1.1.11 ...

Index number for the interface (integer).

jnxldpSensorRxIntfcName

1.3.6.1.4.1.2636.3.9.1.51.1.2.11 ...

Name of the interface (string).

jinxldpSensorRxPktsDropCount

1.3.6.1.4.1.2636.3.9.1.51.1.3.11 ...

Packets dropped at the receiving interface
(count).

jnxldpSensorRxPktsDropRatePerIntfcTable

1.3.6.1.4.1.2636.3.9.1.52

Table that holds the rate of packets dropped
at the receiving interface.

jnxldpSensorRxPktsDropRatePerIntfcEntry

1.3.6.1.4.1.2636.3.9.1.52.1.0

Table row that holds the interface index
number, interface name, and rate.

jinxldpSensorlFTable4index

1.3.6.1.4.1.2636.3.9.1.52.1.1.11 ...

An index number for the interface (integer).

inxldpSensorRxPktsDropRatelntfcName

1.3.6.1.4.1.2636.3.9.1.52.1.2.11 ...

Name of the interface (string).

Copyright © 2013, Juniper Networks, Inc.

397



IDP Series Administration Guide

Table 125: IDP Series MIB Objects (continued)

Object Name

jnxldpSensorRxPktsDropRate

Obiject Identifier

1.3.6.1.4.1.2636.3.91.52.1.3.11 ...

Description

Packets dropped by the interface (packets
per second or pps).

jinxldpSensorPktsRxdOnAllintfc

1.3.6.1.4.1.2636.3.9.1.53.0

Sum of packets received on all interfaces
(count).

inxldpSensorPktsDropOnAllintfc

1.3.6.1.4.1.2636.3.9.1.54.0

Sum of packets dropped on all interfaces
(count).

inxldpSensorPktsDropRateOnAllintfc

1.3.6.1.4.1.2636.3.9.1.55.0

Packets dropped by all interfaces (packets
per second or pps).

jnxldpSensorPktsDropDue ToRxOvflowTable

1.3.6.1.4.1.2636.3.9.1.56

Table that holds the count of packets
dropped because of receiver overflow per
interface.

jnxldpSensorPktsDropDue ToRxOvflowEntry

1.3.6.1.4.1.2636.3.9.1.56.1.0

Table row that holds the interface index
number, interface name, and count.

jinxldpSensorlFTable9Index

1.3.6.1.4.1.2636.3.9.1.56.1.1.11 ...

An index number for the interface (integer).

inxldpSensorRxOvflowIntfcName

1.3.6.1.4.1.2636.3.9.1.56.1.2.11 ...

Name of the interface (string).

jinxldpSensorNoOfPktsTxd

1.3.6.1.4.1.2636.3.9.1.56.1.3.11 ...

Packets dropped because of receiver
overflow (count).

jnxldpSensorPktsTxdPerIntfcTable

1.3.6.1.4.1.2636.3.9.1.57

Table that holds the count of packets
transmitted per interface.

jinxldpSensorPktsTxdPerIntfcEntry

1.3.6.1.4.1.2636.3.9.1.57.1.0

Table row that holds the interface index
number, interface name, and count.

jinxldpSensorlFTable5Index

1.3.6.1.4.1.2636.3.9.1.57.1.1.11 ...

An index number for the interface (integer).

jinxldpSensorTxIntfcName

1.3.6.1.4.1.2636.3.91.57.1.2.11 ...

Name of the interface (string).

jinxldpSensorNoOfPktsTxd

1.3.6.1.4.1.2636.3.9.1.571.3.11 ...

Packets transmitted (count).

inxldpSensorPktsTxRatePerIntfcTable

1.3.6.1.4.1.2636.3.9.1.58

Table that holds the rate of packets
transmitted per interface.

jnxldpSensorPktsTxRatePerintfcEntry

1.3.6.1.4.1.2636.3.9.1.58.1.0

Table row that holds the interface index
number, interface name, and rate.

jinxldpSensorlFTable8Index

1.3.6.1.4.1.2636.3.9.1.58.1.1.11...

An index number for the interface (integer).

inxldpSensorPktsTxRatelntfcName

1.3.6.1.4.1.2636.3.9.1.58.1.2.11 ...

Name of the interface (string).
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Table 125: IDP Series MIB Objects (continued)

Object Name

jinxldpSensorPktsTxdPerSec

Obiject Identifier

1.3.6.1.4.1.2636.3.9.1.58.1.3.11 ...

Description

Packets transmitted (packets per second or
pps).

jinxldpSensorTxPktsDropPerlIntfcTable

1.3.6.1.4.1.2636.3.9.1.59

Table that holds the count of packets
dropped at the transmit interface.

inxldpSensorTxPktsDropPerIntfcEntry

1.3.6.1.4.1.2636.3.9.1.59.1.0

Table row that holds the interface index
number, interface name, and count.

jinxldpSensorlFTable6index

1.3.6.1.4.1.2636.3.9.1.59.1.1.11 ...

An index number for the interface (integer).

jinxldpSensorTxdintfcName

1.3.6.1.4.1.2636.3.9.1.59.1.2.11 ...

Name of the interface (string).

jinxldpSensorTxPktsDropped

1.3.6.1.4.1.2636.3.9.1.59.1.3.11 ...

Packets dropped (count).

jinxldpSensorTxPktsOnAlllintfc 1.3.6.1.4.1.2636.3.9.1.60.0 Sum of packets transmitted by all transit
interfaces (count).
inxldpSensorTxPktsDropOnAllintfc 1.3.6.1.4.1.2636.3.9.1.61.0 Sum of packets dropped by all transit

interfaces (count).

jinxldpSensorNICStatusTable

1.3.6.1.4.1.2636.3.9.1.62

Table that holds the report of interface
status.

jnxldpSensorNICStatusEntry

1.3.6.1.4.1.2636.3.9.1.62.1.0

Table row that holds the interface index
number, interface name, and status.

jinxldpSensorlFTable7Index

1.3.6.1.4.1.2636.3.9.1.62.1.1.11 ...

An index number for the interface (integer).

jinxldpSensorNICIntfcName

1.3.6.1.4.1.2636.3.9.1.62.1.2.11 ...

Name of the interface (string).

jinxldpSensorNICStatus

1.3.6.1.4.1.2636.3.9.1.62.1.3.11 ...

Status of the interface (up or down).

jinxldpSensorRuleStatsTable

1.3.6.1.4.1.2636.3.9.1.63

Table that holds the report of rule statistics.

inxldpSensorRuleStatsEntry

1.3.6.1.4.1.2636.3.91.63.1.0

Table row that holds the rule index number,
rulebase name, rule ID, and matches (count).

jnxldpSensorRulelndex 1.3.6.1.4.1.2636.3.9.1.63.1.1.11 ... An index number for the rule.
jnxldpSensorRulebaseName 1.3.6.1.4.1.2636.3.9.1.63.1.2.10 ... Name of the rulebase.

jnxldpSensorRulelD 1.3.6.1.4.1.2636.3.9.1.63.1.3.10 ... Rule number.

jinxldpSensorRuleHits 1.3.6.1.4.1.2636.3.9.1.63.1.4.10 ... Matches (count).
inxldpSensorSignatureStatsTable 1.3.6.1.4.1.2636.3.9.1.64 Table that holds the report of attack object

match statistics.
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Table 125: IDP Series MIB Objects (continued)

Object Name

jnxldpSensorSignatureStatsEntry

Obiject Identifier

1.3.6.1.4.1.2636.3.9.1.64.1.0

Description

Table row that holds the following sequence:
attack object index number, database ID,
name, and matches (count).

inxldpSensorSignaturelndex

1.3.6.1.4.1.2636.3.9.1.64.1.1.10

An index number for the attack object.

jnxldpSensorSignaturelD

1.3.6.1.4.1.2636.3.9.1.64.1.2.10

Attack object database ID.

jinxldpSensorSignatureName

1.3.6.1.4.1.2636.3.9.1.64.1.3.10

Attack object name.

jnxldpSensorSignatureHits

1.3.6.1.4.1.2636.3.9.1.64.1.4.10

Matches (count).

jinxldpSensorTopTenRuleStatsTable

1.3.6.1.4.1.2636.3.9.1.65

The table listing the top ten matching rules.

jinxldpSensorTopTenRuleStatsEntry

1.3.6.1.4.1.2636.3.9.1.65.1.0

Table row that holds the following sequence:
rule index number, rulebase name, rule ID,
and matches (count).

jnxldpSensorTopTenRulelndex 1.3.6.1.4.1.2636.3.9.1.65.1.1.10 An index number for the rule.
inxldpSensorTopTenRulebaseName 1.3.6.1.4.1.2636.3.9.1.65.1.2.10 ... Name of the rulebase.
jnxldpSensorTopTenRulelD 1.3.6.1.4.1.2636.3.9.1.65.1.3.10 ... Rule number.

inxldpSensorTopTenSignatureStatsTable

1.3.6.1.4.1.2636.3.9.1.65.1.4.10 ...

Matches (count).

jnxldpSensorTopTenSignatureStatsTable

1.3.6.1.4.1.2636.3.9.1.66

The table listing the top ten matching attack
objects.

jnxldpSensorTopTenSignatureStatsEntry

1.3.6.1.4.1.2636.3.9.1.66.1.0

Table row that holds the following sequence:
report index number, attack object database
ID, attack object name, and matches
(count).

jinxldpSensorTopTenSignaturelndex

1.3.6.1.4.1.2636.3.9.1.66.1.1.10 ...

An index number for the attack object.

jinxldpSensorTopTenSignaturelD

1.3.6.1.4.1.2636.3.9.1.66.1.2.10 ...

Attack object database ID.

jinxldpSensorTopTenSignatureName

jinxldpSensorTopTenSignatureHits

1.3.6.1.4.1.2636.3.9.1.66.1.3.10 ...

1.3.6.1.4.1.2636.3.9.1.66.1.4.10 ...

Attack object name.

Matches (count).

jnxldpSensorCpuld 1.3.6.1.4.1.2636.3.9.1.67.0 Not accessible. This object is used in trap
notification objects.
jnxldpSensorSessnCreateRateThreshold  1.3.6.1.4.1.2636.3.9.1.68.0 Not accessible. This object is used in trap

notification objects.
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Table 125: IDP Series MIB Objects (continued)

Object Name Obiject Identifier Description

jinxldpSensorFreePktThreshold 1.3.6.1.4.1.2636.3.9.1.69 Not accessible. This object is used in trap
notification objects.

jnxldpSensorPktsDropOnAllintfcThreshold  1.3.6.1.4.1.2636.3.9.1.70 Not accessible. This object is used in trap
notification objects.

inxidpSensorPktsDropDueToRxOverflowThreshold - 1.3.6.1.4.1.2636.3.9.1.71 Not accessible. This object is used in trap
notification objects.

inxldpSensorPktsDropRateOnAllintfcThreshold  1.3.6.1.4.1.2636.3.9.1.72 Not accessible. This object is used in trap
notification objects.

jnxldpSensorRxPktsDropPerintfcThreshold  1.3.6.1.4.1.2636.3.9.1.73 Not accessible. This object is used in trap
notification objects.

inxldpSensorRxPktsDropRatePerintfcThreshold  1.3.6.1.4.1.2636.3.9.1.74 Not accessible. This object is used in trap
notification objects.

inxldpSensorTxPktsDropAllintfcThreshold  1.3.6.1.4.1.2636.3.9.1.75 Not accessible. This object is used in trap
notification objects.

jnxldpSensorTxPktsDropPerIntfcThreshold  1.3.6.1.4.1.2636.3.9.1.76 Not accessible. This object is used in trap
notification objects.

jinxldpSensorPktDropCount 1.3.6.1.4.1.2636.3.9.1.77 Not accessible. This object is used in trap
notification objects.

jinxldpSensorlfName 1.3.6.1.4.1.2636.3.9.1.78 Not accessible. This object is used in trap
notification objects.

jinxldpSensorlfStatus 1.3.6.1.4.1.2636.3.9.1.79 Not accessible. This object is used in trap
notification objects.

Table 126 on page 401 describes the MIB objects used to implement SNMP trap
notifications.

Table 126: IDP Series Traps

Object Name Object ID Description

jnxldpSessionCountNotify jnxldpTrapsPrefix 1 Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jnxldpSensorSessAllocated,
jnxldpSensorSessThreshold
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Table 126: IDP Series Traps (continued)

Object Name

jnxldpSessionCountLimitRestored

Object ID

jinxldpTrapsPrefix 2

Description

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorSessAllocated

jnxldpCPUUtilizationNotify

jinxldpTrapsPrefix 3

Alarmis triggered when the control plane CPU
utilization exceeds the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
inxldpSensorCpuld,
jnxldpSensorCpuThreshold

jnxldpCPUUtilizationLimitRestored

jinxldpMemoryNotify

jinxldpTrapsPrefix 4

jinxldpTrapsPrefix 5

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld

Alarmis triggered when utilization exceeds the
configured threshold.

Objects referenced: jnxldpSensorMemUsage,
jinxldpSensorMemThreshold

jnxldpMemoryLimitRestored

jinxldpTrapsPrefix 6

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced: jnxldpSensorMemUsage

jnxldpDiskUtilizationNotify

jinxldpTrapsPrefix 7

Alarmis triggered when utilization exceeds the
configured threshold.

Objects referenced:
jinxldpSensorFreeDiskSpace,
inxldpSensorDiskSpaceThreshold

jnxldpDiskUtilizationLimitRestored

jnxldpTrapsPrefix 8

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced:
jnxldpSensorFreeDiskSpace

jinxldpControlCpuUsgFiveMinNotify

jinxldpTrapsPrefix 9

Alarm is triggered when control plane CPU
utilization exceeds the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
jinxldpSensorCpuld,
jnxldpSensorCpuThreshold
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Table 126: IDP Series Traps (continued)

Object Name

jnxldpControlCpuUsgFiveMinRestored

Object ID

jinxldpTrapsPrefix 10

Description

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced: jnxldpSensorCpuUsage,
jinxldpSensorCpuld

jinxldpEngineCpuUsgOneMinNotify

jinxldpTrapsPrefix 11

Alarm is triggered when IDP engine CPU
utilization exceeds the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
inxldpSensorCpuld,
jnxldpSensorCpuThreshold

jinxldpEngineCpuUsgOneMinRestored

jinxldpEngineCpuUsgFiveMinNotify

jinxldpTrapsPrefix 12

jinxldpTrapsPrefix 13

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld

Alarm is triggered when IDP engine CPU
utilization exceeds the configured threshold.

Objects referenced: jnxldpSensorCpuUsage,
jnxldpSensorCpuld,
jinxldpSensorCpuThreshold

jnxldpEngineCpuUsgFiveMinRestored

jinxldpTrapsPrefix 14

Notification is triggered when utilization falls
below the alarm threshold.

Objects referenced: jnxldpSensorCpuUsage,
jinxldpSensorCpuld

jnxldpEngineSessnCreateRateNotify

jinxldpTrapsPrefix 15

Alarm is triggered when the rate exceeds the
configured threshold.

Objects referenced:
inxldpSensorSessnCreateRateFiveSec,
jinxldpSensorSessnCreateRateThreshold

jinxldpEngineSessnCreateRateRestored

jnxldpTrapsPrefix 16

Notification is triggered when the rate falls
below the alarm threshold.

Objects referenced:
jinxldpSensorSessnCreateRateFiveSec

jnxldpFreePktLastFiveSecNotify

jnxldpTrapsPrefix 17

Alarm is triggered when the count falls below
the configured threshold.

Objects referenced:
inxldpSensorFreePktBuffersFiveSec,
jinxldpSensorFreePktThreshold
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Table 126: IDP Series Traps (continued)

Object Name

jinxldpFreePktLastFiveSecRestored

Object ID

jinxldpTrapsPrefix 18

Description

Notification is triggered when the count is
retored above the alarm threshold.

Objects referenced:
inxldpSensorFreePktBuffersFiveSec

jinxldpFreePktLastOneMinNotify

jinxldpTrapsPrefix 19

Alarm is triggered when the count falls below
the configured threshold.

Objects referenced:
inxldpSensorFreePktBuffersOneMin,
jinxldpSensorFreePktThreshold

inxldpFreePktLastOneMinRestored

jinxldpTotalRxPktsDropNotify

jinxldpTrapsPrefix 20

jinxldpTrapsPrefix 21

Notification is triggered when the count is
restored to above the alarm threshold.

Objects referenced:
jinxldpSensorFreePktBuffersOneMin

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
inxldpSensorPktsDropOnAllintfc,
inxldpSensorPktsDropOnAllintfcThreshold

jinxldpTotalRxPktsDropRestored

jnxldpTrapsPrefix 22

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jinxldpSensorPktsDropOnAllintfc

inxldpTotalRxPktsDropRateNotify

jinxldpTrapsPrefix 23

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
inxldpSensorPktsDropRateOnAllintfc,
inxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpTotalRxPktsDropRateRestored

jinxldpTrapsPrefix 24

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jinxldpSensorPktsDropRateOnAllintfce

jinxldpPerlfRxOvrflowNotify

jinxldpTrapsPrefix 25

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jinxldpSensorPktDropCount,
jinxldpSensorlfName,
inxldpSensorPktsDropRateOnAllintfcThreshold
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Table 126: IDP Series Traps (continued)

Object Name

jnxldpPerlfRxOvrflowRestored

Object ID

jinxldpTrapsPrefix 26

Description

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
inxldpSensorPktDropCount

jnxldpPerlfRxDropNotify

jinxldpTrapsPrefix 27

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jinxldpSensorPktDropCount,
jnxldpSensorlfName,
inxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpPerlfRxDropRestored

jinxldpTrapsPrefix 28

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktDropCount

jinxldpPerlfRxDropRateNotify

jinxldpTrapsPrefix 29

Alarm is triggered when the rate exceeds the
configured threshold.

Objects referenced:
jinxldpSensorPktDropCount,
jinxldpSensorlfName,
jnxldpSensorPktsDropRateOnAllintfcThreshold

jinxldpPerlfRxDropRateRestored

jinxldpTrapsPrefix 30

Notification is triggered when the rate falls
below the alarm threshold.

Objects referenced:
jinxldpSensorPktDropCount

jinxldpPerlfTxDropNotify

jnxldpTrapsPrefix 31

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jinxldpSensorPktDropCount,
jinxldpSensorlfName,
inxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpPerlfTxDropRestored

jnxldpTrapsPrefix 32

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jinxldpSensorPktDropCount
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Table 126: IDP Series Traps (continued)

Object Name

jnxldpTotalTxDropNotify

Object ID

jinxldpTrapsPrefix 33

Description

Alarmis triggered when the count exceeds the
configured threshold.

Objects referenced:
jinxldpSensorPktDropCount,
jnxldpSensorlfName,
inxldpSensorPktsDropRateOnAllintfcThreshold

jnxldpTotal TxDropRestored

jnxldpTrapsPrefix 34

Notification is triggered when the count falls
below the alarm threshold.

Objects referenced:
jnxldpSensorPktDropCount

jnxldpIntfcDownNotify

jinxldpTrapsPrefix 35

Alarm is triggered when status is down.

Objects referenced: jnxldpSensorlfStatus,
jinxldpSensorlfName

jnxldpIntfcStatusRestored

jinxldpTrapsPrefix 36

Notification is triggered when a down interface
is restored (up).

Objects referenced: jnxldpSensorlfStatus,
jinxldpSensorlfName

Example: Querying the IDP Series Device MIB

Related
Documentation

The following related topics are included in the IDP Series Administration Guide:

. Configuring an SNMP Agent (NSM Procedure) on page 228

. Configuring SNMP Reporting for the Sensor Category of Statistics on page 238

« Configuring SNMP Reporting for the Resource Category of Statistics on page 242

« Configuring SNMP Reporting for the Interface Category of Statistics on page 247

. Configuring SNMP Reporting for the Traffic Category of Statistics on page 257

« Configuring SNMP Reporting for the Rule Category of Statistics on page 264

« Example: Querying the IDP Series Device MIB on page 406

The following related topic is included in the IDP Series Concepts and Examples Guide:

« IDP Logs Overview

You can use the reference tables in “IDP Series MIB Object |ID Reference” on page 387 to
help you understand reports retrieved by your MIB reader. You can also use these tables
to look up the OID you want to query with an snmpget or snmptable utility.
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The IDP OS image includes the most widely used, freely distributable SNMP command-line
utilities available from http://www.net-snmp.org/. The following examples show snmpget
and snmptable queries that specify OID by name and by number.

Example: OID by Name

[host]# snmpget -v2c -c public localhost JUNIPER-IDP-MIB::jnxldpSensorCpuUsageOneMin.0
JUNIPER-IDP-MIB: : jnxldpSensorCpuUsageOneMin.0 = Gauge32: 45

Example: OID by Number

[host]# snmpget -v2c -c public localhost 1.3.6.1.4.1.2636.3.9.1.10.0
SNMPv2-SMI - zenterprises.2636.3.9.1.10.0 = Gauge32: 53

Example: OID by Name

[host]# snmptable -v2c -c public localhost
JUNIPER-IDP-MIB::jnxldpSensorTxPktsDropPerintfcTable
SNMP table: JUNIPER-I1DP-MIB: : jnxldpSensorTxPktsDropPerintfcTable

JnxldpSensoriFTable6Index jnxldpSensorTxdIntfcName jnxldpSensorTxPktsDropped
"ethl"
“eth7"
"'eth6"
"eth9”
“eth8"
"eth3"
"eth2"
“eth5"
“eth4"”

[N

© oOo~NOOUOA~WN
[elNeolelNolNolNelNolNoNo]l

Example: OID by Number

[host]# snmptable -v2c -c public localhost -m JUNIPER-IDP-MIB 1.3.6.1.4.1.2636.3.9.1.59
SNMP table: JUNIPER-IDP-MIB: : jnxldpSensorTxPktsDropPeriIntfcTable

JnxldpSensoriFTable6Index jnxldpSensorTxdIntfcName jnxldpSensorTxPktsDropped
“eth1"
"eth7"
“eth6"
“eth9"
"eth8"
“eth3"
“eth2"
"eth5"
“eth4"

[

©oo~NOOUhWN
[eleNeolNeolNeNoNeoNoNol

0 NOTE: You must use the -m option to reference the MIB file when you specify
a numeric OID with snmptable.

Related The following related topics are included in the IDP Series Administration Guide:

Documentation
« SNMP Statistic Reporting and Traps Task Summary on page 237

. IDP Series MIB Object ID Reference on page 387
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Index

« Index on page 411
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