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uses. The software license may state conditions under which the license is automatically terminated. You should consult the license for further details.
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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT ("AGREEMENT") BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER OR
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1.The Parties. The parties to this Agreement are Juniper Networks, Inc. and its subsidiaries (collectively "Juniper"), and the person or organization that
originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software ("Customer") (collectively, the "Parties").

2.The Software. In this Agreement, "Software" means the program modules and features of the Juniper or Juniper-supplied software, and updates and
releases of such software, for which Customer has paid the applicable license or support fees to Juniper or an authorized Juniper reseller.

3.License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a.Customer shall use the Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper or an
authorized Juniper reseller, unless the applicable Juniper documentation expressly permits installation on non-Juniper equipment.



b.Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer
has paid the applicable license fees.

c.Other Juniper documentation for the Software (such as product purchase documents, documents accompanying the product, the Software user manual(s),
Juniper's website for the Software, or messages displayed by the Software) may specify limits to Customer's use of the Software. Such limits may restrict
use to a maximum number of seats, concurrent users, sessions, subscribers, nodes, or transactions, or require the purchase of separate licenses to use
particular features, functionalities, or capabilities, or provide temporal or geographical limits. Customer's use of the Software shall be subject to all such
limitations and purchase of all applicable licenses.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable
license(s) for the Software from Juniper or an authorized Juniper reseller.

4.Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall not:
(a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as necessary
for backup purposes); (c) rent, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove any proprietary
notices, labels, or marks on or in any copy of the Software; (e) distribute any copy of the Software to any third party, including as may be embedded in
Juniper equipment sold in the secondhand market; (f) use any 'locked' or key-restricted feature, function, or capability without first purchasing the
applicable license(s) and obtaining a valid key from Juniper, even if such feature, function, or capability is enabled without a key; (g) distribute any key for
the Software provided by Juniper to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer
from Juniper or an authorized Juniper reseller; (i) use the Software on non-Juniper equipment where the Juniper documentation does not expressly permit
installation on non-Juniper equipment; (j) use the Software (or make it available for use) on Juniper equipment that the Customer did not originally purchase
from Juniper or an authorized Juniper reseller; or (k) use the Software in any manner other than as expressly provided herein.

5.Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish
such records to Juniper and certify its compliance with this Agreement.

6.Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes
restricting access to the Software to Customer employees and contractors having a need to use the Software.

7.0wnership. Juniper and Juniper's licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software,
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8.Warranty, Limitation of Liability, Disclaimer of Warranty. If the Software is distributed on physical media (such as CD), Juniper warrants for 90 days from
delivery that the media on which the Software is delivered will be free of defects in material and workmanship under normal use. This limited warranty
extends only to the Customer. Except as may be expressly provided in separate documentation from Juniper, no other warranties apply to the Software, and
the Software is otherwise provided AS IS. Customer assumes all risks arising from use of the Software. Customer's sole remedy and Juniper's entire liability
under this limited warranty is that Juniper, at its option, will repair or replace the media containing the Software, or provide a refund, provided that
Customer makes a proper warranty claim to Juniper, in writing, within the warranty period. Nothing in this Agreement shall give rise to any obligation to
support the Software. Any such support shall be governed by a separate, written agreement. To the maximum extent permitted by law, Juniper shall not be
liable for any liability for lost profits, loss of data or costs or procurement of substitute goods or services, or for any special, indirect, or consequential
damages arising out of this Agreement, the Software, or any Juniper or Juniper-supplied software. In no event shall Juniper be liable for damages arising
from unauthorized or improper use of any Juniper or Juniper-supplied software.

EXCEPT AS EXPRESSLY PROVIDED HEREIN OR IN SEPARATE DOCUMENTATION PROVIDED FROM JUNIPER AND TO THE EXTENT PERMITTED BY LAW,
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER
WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR
INTERRUPTION, OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK.

9.Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer's
possession or control.

10.Taxes. All license fees for the Software are exclusive of taxes, withholdings, duties, or levies (collectively "Taxes"). Customer shall be responsible for
paying Taxes arising from the purchase of the license, or importation or use of the Software.

11.Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to you may contain encryption or
other capabilities restricting your ability to export the Software without an export license.

12.Commercial Computer Software. The Software is "commercial computer software" and is provided with restricted rights. Use, duplication, or disclosure
by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, FAR 12.212,
FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT 1II) as applicable.

13.Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. For any
disputes arising under this Agreement, the Parties hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts
within Santa Clara County, California. This Agreement constitutes the entire and sole agreement between Juniper and the Customer with respect to the
Software, and supercedes all prior and contemporaneous agreements relating to the Software, whether oral or written (including any inconsistent terms
contained in a purchase order), except that the terms of a separate written agreement executed by an authorized Juniper representative and Customer shall
govern to the extent such terms are inconsistent or conflict with terms contained herein. No modification to this Agreement nor any waiver of any rights
hereunder shall be effective unless expressly assented to in writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties
agree that such invalidity shall not affect the validity of the remainder of this Agreement.
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About This Guide

Objectives

This chapter provides a high-level overview of the JUNOS Internet Software for
M-series and T-series Routing Platforms Interfaces Operations Guide:

Objectives on page xvii

Audience on page xviii

Document Organization on page xviii
Chapter Organization on page xix
Documentation Conventions on page xx
List of Technical Publications on page xxii
Documentation Feedback on page xxiv

How to Request Support on page xxiv

This manual provides operational information helpful in monitoring router
components and isolating potential problems. This manual is not directly related to
any particular release of the JUNOS Internet software.

To obtain the most current version of this manual, refer to the product
documentation page on the Juniper Networks Web site, which is located at
http://www.juniper.net/.

Objectives ®  Xvii
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Audience

This manual is designed for Network Operations Center (NOC) personnel who
monitor a Juniper Networks router. It assumes that you have a broad understanding
of networks in general, the Internet in particular, networking principles, and
network configuration. This manual assumes that you are familiar with one or more
of the following Internet routing protocols: Border Gateway Protocol (BGP), Routing
Information Protocol (RIP), Intermediate System-to-Intermediate System (IS-IS),
Open Shortest Path First (OSPF), Internet Control Message Protocol (ICMP) router
discovery, Internet Group Management Protocol (IGMP), Distance Vector Multicast
Routing Protocol (DVMRP), Protocol-Independent Multicast (PIM), Multiprotocol
Label Switching (MPLS), Resource Reservation Protocol (RSVP), and Simple Network
Management Protocol (SNMP).

Personnel operating the equipment must be trained and competent; must not
conduct themselves in a careless, willfully negligent, or hostile manner; and must
abide by the instructions provided by the documentation.

Document Organization

This manual is divided into several parts. Each part describes the most common
tasks for monitoring a particular interface, and the individual chapters within a part
describe one or more step-by-step procedures for each task.

This manual contains the following parts:

m  Preface, “About This Guide” (this chapter), provides a brief description of the
contents and organization of this manual and describes how to contact
customer support.

m  Part 1, “Overview of Interfaces,” provides an overview of interfaces supported
by Juniper Networks, and the basic strategies for monitoring and
troubleshooting an interface.

m  Part 2, “Investigate T1 Interfaces,” describes steps you use to monitor T1
interfaces and isolate T1 interface problems. Also included is information about
the most common T1 interface alarms and errors.

m  Part 3, “Investigate T3 Interfaces,” describes steps you use to monitor T3
interfaces and isolate T3 interface problems. Also included is information about
the most common T3 interface alarms and errors.

m  Part 4, “Investigate ATM Interfaces,” describes steps you use to monitor ATM
interfaces and isolate ATM interface problems. Also included is information
about the most common ATM interface alarms and errors.

m  Part 5, “Investigate SONET Interfaces,” describes steps you use to monitor

SONET interfaces and isolate SONET interface problems. Also included is
information about the most common SONET interface alarms and errors.
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m  Part 6, “Investigate Fast Ethernet and Gigabit Ethernet Interfaces,” describes
steps you use to monitor Fast Ethernet and Gigabit Ethernet interfaces and
isolate Fast Ethernet and Gigabit Ethernet interface problems. Also included is
information about the most common Fast Ethernet and Gigabit Ethernet
interface alarms and errors.

m  Part 7, “Investigate Channelized Interfaces,” describes steps you use to monitor
Multichannel DS-3 interfaces and isolate Multichannel DS-3 interface problems.
Also included is information about the most common Multichannel DS-3
interface alarms and errors.

This manual also contains a complete index. For a list and description of glossary
terms, see the JUNOS Comprehensive Index and Glossary.

Chapter Organization
Most chapters in this manual consist of a checklist at the beginning of the chapter
listing the tasks and commands for monitoring the interface. The tasks and
commands are then explained in step-by-step procedures.

Each step-by-step procedure consists of some or all of the following parts:

= Purpose—Describes what is affected if this task is not performed or what is
accomplished with this task.

= What Is... —Describes a component (usually hardware).

m  Step(s) To Take—Lists the steps in the task.

= Action—Describes an action to perform in order to complete the step.
= Sample Output—Presents sample output relevant to the procedure.

= What It Means—Describes or summarizes what is presented in the sample
output.

= Symptom/Indications—Describes a problem with the software or hardware.
m  See Also—Lists other topics related to this task.

m  Alternative Actions—Describes other commands or ways of doing the task.
= Syntax—Describes the full syntax of the command or configuration

statement. For an explanation of how to read the syntax statements, see
“Documentation Conventions” on page XX.
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Documentation Conventions

This section presents general text conventions used for statements, commands, and
output. Also included are the details for providing documentation feedback and for
contacting technical support.

General Conventions

This manual uses the following text conventions:

= Statements, commands, filenames, directory names, IP addresses, and
configuration hierarchy levels are shown in a sans serif font. In the following
example, stub is a statement name and [edit protocols ospf area area-id] is a
configuration hierarchy level:

To configure a stub area, include the stub statement at the [edit protocols
ospf area area-id] hierarchy level:

= [n examples, text that you type literally is shown in bold. In the following
example, you type the word show:

[edit protocols ospf area area-id]
cli# show
stub <default-metric metric>

m  Examples of command output are generally shown in a fixed-width font to
preserve the column alignment. For example:

user@host> show interfaces terse

Interface Admin Link Proto Local Remote

at-1/3/0 up up

at-1/3/0.0 up up inet 1.0.0.1 -->1.0.0.2
iso

fxp0 up up

xp0.0 up up inet 192.168.5.59/24

Conventions for Software Commands and Statements

When describing the JUNOS software, this manual uses the following type and
presentation conventions:

m  Statement or command names that you type literally are shown nonitalicized.
In the following example, the statement name is area:

You configure all these routers by including the following area statement at
the [edit protocols ospf] hierarchy level:

m  Options, which are variable terms for which you substitute appropriate values,
are shown in italics. In the following example, area-id is an option. When you
type the area statement, you substitute a value for area-id.

area area-id,;
m  Optional portions of a configuration statement are enclosed in angle brackets.

In the following example, the “default-metric metric” portion of the statement is
optional:
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stub <default-metric metric>;

For text strings separated by a pipe ( | ), you must specify either string1 or
string2, but you cannot specify both or neither of them. Parentheses are
sometimes used to group the strings.

stringl | string2
(string1 | string2)

In the following example, you must specify either broadcast or multicast, but
you cannot specify both:

broadcast | multicast

For some statements, you can specify a set of values. The set must be enclosed
in square brackets. For example:

community name members [ community-ids ]

The configuration examples in this manual are generally formatted in the way
that they appear when you issue a show command. This format includes braces
({ b and semicolons. When you type configuration statements in the CLI, you
do not type the braces and semicolons. However, when you type configuration
statements in an ASCII file, you must include the braces and semicolons. For
example:

[edit]
cli# set routing-options static route default nexthop address retain
[edit]
cli# show
routing-options {
static {
route default {
nexthop address;
retain;
1
}
}

Comments in the configuration examples are shown either preceding the lines
that the comments apply to, or more often, they appear on the same line.
When comments appear on the same line, they are preceded by a pound sign
(#) to indicate where the comment starts. In an actual configuration, comments
can only precede a line; they cannot be on the same line as a configuration
statement. For example:

protocols {
mpls {
interface (interface-name | all);# Required to enable MPLS on the
interface
}
rsvp { # Required for dynamic MPLS only

interface interface-name;

}

Documentation Conventions
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xxii

m  The general syntax descriptions provide no indication of the number of times
you can specify a statement, option, or keyword. This information is provided
in the text of the statement summary.

List of Technical Publications

Table 1 lists the books included in the Network Operations Guide series.

Table 1: Operations Guides

Book

Description

JUNOS Internet Software Operations Guides

Baseline Describes the most basic tasks for running a network using Juniper Networks
products. Tasks include upgrading and reinstalling JUNOS Internet software,
gathering basic system management information, verifying your network topology,
and searching log messages.

Interfaces Describes tasks for monitoring interfaces.

MPLS Applications (Under Development)

Describes tasks for monitoring MPLS applications.

Router Hardware

Describes tasks for monitoring M-series and T-series routers.

Routing and Routing Protocols (Under
Development)

Describes tasks for monitoring routing protocols.

Table 2 lists the software and hardware books for Juniper Networks routers and
describes the contents of each book.

Table 2: Juniper Networks Technical Documentation

Book

Description

JUNOS Internet Software Configuration Guides

Feature Guide

Provides a detailed explanation and configuration examples for several of the most
complex features in the JUNOS software.

System Basics

Provides an overview of the JUNOS software and describes how to install and
upgrade the software. This manual also describes how to configure system
management functions and how to configure the chassis, including user accounts,
passwords, and redundancy.

MPLS Applications

Provides an overview of traffic engineering concepts and describes how to configure
traffic engineering protocols.

Multicast Protocols

Provides an overview of multicast concepts and describes how to configure
multicast routing protocols.

Network Interfaces and Class of Service

Provides an overview of the network interface and class-of-service functions of the
JUNOS software and describes how to configure the network interfaces on the
routing platform.

Network Management

Provides an overview of network management concepts and describes how to
configure various network management features, such as SNMP and accounting
options.

Policy Framework

Provides an overview of policy concepts and describes how to configure routing
policy, firewall filters, forwarding options, and cflowd.

Routing Protocols

B List of Technical Publications

Provides an overview of routing concepts and describes how to configure routing,
routing instances, and unicast routing protocols.
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Book

Description

Services Interfaces

Provides an overview of the services interfaces functions of the JUNOS software and
describes how to configure the services interfaces on the routing platform.

VPNs

Provides an overview and describes how to configure Layer 2 and Layer 3 virtual
private networks (VPNs), virtual private LAN service (VPLS), and Layer 2 circuits.
Provides configuration examples.

JUNOS Internet Software References

Network and Services Interfaces
Command Reference

Describes the JUNOS software operational mode commands you use to monitor and
troubleshoot network and services interfaces on Juniper Networks M-series and
T-series routing platforms.

Protocols, Class of Service, and System
Basics Command Reference

Describes the JUNOS software operational mode commands you use to monitor and
troubleshoot most aspects of Juniper Networks M-series and T-series routing
platforms.

System Log Messages Reference

Describes how to access and interpret system log messages generated by JUNOS
software modules and provides a reference page for each message.

JUNOScript API Documentation

JUNOScript API Guide

Describes how to use the JUNOScript application programming interface (API) to
monitor and configure Juniper Networks routing platforms.

JUNOScript API Configuration Reference

Provides a reference page for the configuration tags in the JUNOScript API.

JUNOScript API Operational Reference

Provides a reference page for the operational tags in the JUNOScript API.

JUNOS Internet Software Comprehensive Index and Glossary

Comprehensive Index and Glossary

Provides a complete index of all JUNOS software books and the JUNOScript API
Guide. Also provides a comprehensive glossary.

Hardware Documentation

Hardware Guide

Describes how to install, maintain, and troubleshoot routing platforms and
components. Each platform has its own hardware guide.

PIC Guide

Describes the routing platform Physical Interface Cards (PICs). Each platform has its
own PIC guide.

JUNOScope Software

JUNOScope Software Guide

Describes the JUNOScope software graphical user interface (GUI), how to install and
administer the software, and how to use the software to manage routing platform
configuration files and monitor routing platform operations.

Release Notes

JUNOS Internet Software Release Notes

Summarize new features and known problems for a particular software release,
provide corrections and updates to published JUNOS and JUNOScript manuals,
provide information that might have been omitted from the manuals, and describe
upgrade and downgrade procedures.

Hardware Release Notes

Describe the available documentation for the routing platform and the supported
PICs, and summarize known problems with the hardware and accompanying
software. Each platform has its own release notes.

JUNOScope Software Release Notes

Contain corrections and updates to the published JUNOScope manual, provide
information that might have been omitted from the manual, and describe upgrade
and downgrade procedures.

List of Technical Publications

m Xxiii
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Documentation Feedback

We are always interested in hearing from our customers. Please let us know what
you like and do not like about the Juniper Networks documentation, and let us
know of any suggestions you have for improving the documentation. Also, let us
know if you find any mistakes in the documentation. Send your feedback to
techpubs-comments@juniper.net.

How to Request Support

For technical support, contact Juniper Networks at support@juniper.net, or at
1-888-314-JTAC (within the United States) or 1-408-745-9500 (from outside the
United States).
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Chapter 1

Interfaces Overview

This manual describes the steps you take to investigate interface problems. For each
interface type, the investigation process is described in three corresponding
chapters:

= Monitor the interface

m  Perform a loopback test on the interface

m  Locate alarms and errors

The monitor interfaces chapter helps you determine the nature of the interface
problem. The loopback test chapter provides information to assist you isolate the
source of the problem, and the locate alarms and errors chapter explains some of
the alarms and errors for that occur on that interface.

This chapter discusses the following topics:

m  Interfaces Covered in This Book on page 4

m  [nterfaces Supported by the JUNOS Software on page 7

m  [nterface Descriptors on page 9

m  Interface Naming on page 11

m  How Interface Configurations Are Displayed on page 15

m  [nterface and Router Clock Sources on page 15
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Interfaces Covered in This Book
This book describes the investigation process for the following interfaces:
m TI
m T3
m  Asynchronous Transfer Mode (ATM) 1 and ATM 2 intelligent queuing (1Q)
m SONET
m  Fast Ethernet and Gigabit Ethernet
m  Channelized DS-3
= Multichannel DS-3
m  Channelized OC-12

m  Channelized OC-12 IQ

T1 Interfaces

T1 is the basic physical layer protocol used by the Digital Signal level 1(DS-1)
multiplexing method in North America. A T1 interface operates at a bit rate of
1.544 Mbps and can support 24 DS-0 channels. The supported DS-1 standards

include:

m  ANSITIL.107, TIL.102

m  GR 499-core, GR 253-core
m  AT&T Pub 54014

m  [ITUG.751, G.703

T3 Interfaces
T3 is the physical layer protocol used by the Digital Signal level 3 (DS-3)
multiplexing method in North America. A T3 interface operates at a bit rate of
44.736 Mbps. The JUNOS software supports payload scrambling and subrate
operation on each physical T3 interface. One encapsulation format—Point-to-Point
Protocol (PPP), Frame Relay, or High-level Data Link Control (HDLC)—must be
configured for the interface. The supported DS-3 standards include:
m ANSITIL.107, TI.102
m  GR 499-core, GR 253-core
m  Bellcore TR-TSY-000009
m  AT&T Pub 54014

m  JTU G.751, G.703, G823

4 m Interfaces Covered in This Book
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ATM Interfaces

ATM is a network protocol designed to facilitate the simultaneous handling of
various types of traffic streams (voice, data, and video) at very high speeds over the
same physical connection. By always using 53-byte cells, ATM simplifies the
hardware design, enabling it to quickly determine the destination address of each
cell. This allows simple switching of network traffic at much higher speeds than are
easily accomplished using protocols with variable sizes of transfer units, such as
Frame Relay and the Transmission Control Protocol/Internet Protocol (TCP/IP).

Although ATM was designed to operate without requiring any other networking
protocol, other protocols are frequently segmented and encapsulated across
multiple, smaller ATM cells, in effect making ATM a transport mechanism for
preexisting technologies such as Frame Relay and the TCP/IP family of protocols.

ATM relies on the concepts of virtual paths and virtual circuits. A virtual path,
represented by a specific virtual path identifier (VPI), establishes a route between
two devices in a network. Each VPI can contain multiple virtual circuits, each
represented by a virtual circuit identifier (VCI).

VPIs and VCls are local to the router, which means that only the two devices
connected by the VCI or VPI need to know the details of the connection. In a typical
ATM network, user data might traverse multiple connections, using many different
VPI and VCI connections. Each end device, just as each device in the network,
needs to know only the VCI and VPI information for the path to the next device.

With the second-generation ATM2 1Q interface, you can configure virtual path
shaping and operation, administration, and maintenance (OAM) F4 cell flows.

SONET Interfaces

SONET is widely used in the USA for very high-speed transmission of voice and data
signals across the numerous world-wide fiber-optic networks.

SONET uses LEDs or lasers to transmit a binary stream of light-on and light-off
sequences at a constant rate. At the far end, optical sensors convert the pulses of
light back to electrical representations of the binary information.

In wavelength-division multiplexing (WDM), light at several different wavelengths
(or colors to a human eye) is transmitted on the same fiber segment, greatly
increasing the throughput of each fiber cable.

In dense wavelength-division multiplexing (DWDM), many optical data streams at
different wavelengths are combined into one fiber.

The basic building block of the SONET hierarchy in the optical domain is OC-1; in

the electrical domain, the basic building block is STS-1. OC-1 operates at 51.840
Mbps. OC-3 operates at 155.520 Mbps.

Interfaces Covered in This Book =
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A SONET stream can consist of discrete lower-rate traffic flows that have been
combined using Time-Division Multiplexing (TDM) techniques. This method is
useful, but a portion of the total bandwidth is consumed by the TDM overhead.
When a SONET stream consists of only a single, very high-speed payload, it is
referred to as operating in concatenated mode. A SONET interface operating in this
mode has a “c” added to the rate descriptor. For example, a concatenated OC-48
interface is referred to as OC-48c.

Fast Ethernet and Gigabit Ethernet Interfaces

Ethernet was developed in the early 1970s at the Xerox Palo Alto Research Center
(PARC) as a data-link control layer protocol for interconnecting computers. It was
first widely used at 10 Mbps over coaxial cables and later over unshielded twisted
pairs using 10BaseT. More recently, 100BaseTX (Fast Ethernet, 100 Mbps), Gigabit
Ethernet (1 Gbps), and 10-Gigabit Ethernet (10 Gbps) have become available.

Channelized Interfaces

Interfaces Covered in This Book

Channelized interfaces enable you to configure a number of individual channels
that subdivide the bandwidth of a larger interface and minimize the number of
Physical Interface Cards (PICs) that an installation requires. Original channelized
interfaces provide a single level of channelization. The newer IQ channelized PICs
provide multiple levels of channelization.
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Interfaces Supported by the JUNOS Software

The JUNOS software supports a greater range of interfaces than those described in
this book. Future revisions of this book will include the steps for monitoring
additional interfaces supported by the JUNOS software. Table 3 lists the interface
types supported by the JUNOS software and shows the interface name as it appears
in a configuration.

Table 3: Interface Types Supported by the JUNOS Software

Interface Name

in Configuration Interface Type Description

ae Aggregated Ethernet A virtual aggregated link.

as Aggregated SONET/SDH A virtual aggregated link.

at ATM1 or ATM2 IQ Asynchronous Transfer Mode

cau4d Channelized AU-4 1Q Configured on the Channelized STM-1 1Q PIC.

cocl Channelized OC-1 1Q Configured on the Channelized OC-12 IQ PIC.

cocl2 Channelized OC-12 1Q Configured on the Channelized OC-12 1Q PIC.

cstml Channelized STM-1 1Q Configured on the Channelized STM-1 1Q PIC.

cel Channelized E1 1Q Configured on the Channelized E1 IQ PIC or Channelized
STM-1 1Q PIC.

ctl Channelized T1 1Q Configured on the Channelized DS-3 1Q PIC or
Channelized OC-12 1Q PIC.

ct3 Channelized T3 1Q Configured on the Channelized DS-3 IQ PIC or
Channelized OC-12 1Q PIC.

cp Collector Configured on the Monitoring Services II PIC.

ds DS-0 Configured on the Channelized DS-3 to DS-0 PIC,
Channelized E1 PIC, Channelized OC-12 1Q PIC,
Channelized DS-3 IQ PIC, Channelized E1 IQ PIC, or
Channelized STM-1 1Q PIC.

dsc Discard Allows you to identify the ingress point of a
denial-of-service (DoS) attack.

el El Includes the channelized STM-1 to E1 interfaces.

e3 E3 Includes the E3 1Q interfaces.

es Encryption Allows you to configure a security association (SA) name
with a logical interface.

fe Fast Ethernet 100Base-TX (Fast Ethernet, 100 Mbps).

fxp Management and internal Ethernet The management Ethernet interface is an out-of-band
management interface within the routing platform. The
internal Ethernet interface connects the Routing Engine
to the Packet Forwarding Engine.

ge Gigabit Ethernet Includes Gigabit Ethernet 1Q interfaces.

gr Generic Route Encapsulation tunnel Allows you to configure a unicast tunnel using GRE
encapsulation.

gre Internally generated This interface is internally generated and is not
configurable.

ip [P-over-IP encapsulation tunnel Allows you to configure a unicast tunnel using IP-IP

encapsulation.

Interfaces Supported by the JUNOS Software =
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Interface Name
in Configuration

Interface Type

Description

ipip Internally generated This interface is internally generated and is not
configurable.

lo Loopback This interface is internally generated. The logical
interface 100.16383 is a non-configurable interface for
routing platform control traffic.

Is Link services Supports bundles that contain links.

Isi Internally generated This interface is internally generated and is not
configurable.

ml Multilink Includes Multilink Frame Relay and Multilink PPP.

mo Monitoring services Includes the monitoring services and monitoring services
Il interfaces. The logical interface mo-fpc/ pic/ port. 16383
is an internally generated, non-configurable interface for
routing platform control traffic.

mt Multicast tunnel Internal routing platform interface for VPNs.

mtun Internally generated This interface is internally generated and is not
configurable.

oc3 0OC-3 10 Configured on the Channelized OC-12 1Q PIC.

pe This interface is present on the first-hop routing Encapsulates packets destined for the rendezvous point

platform (RP) routing platform.

pd This interface is present on the RP De-encapsulates packets at the RP.

pimd Internally generated This interface is internally generated and is not
configurable.

pime Internally generated This interface is internally generated and is not
configurable.

se Serial Includes the EIA-530, V.35, and X.21 interfaces.

S0 SONET/SDH Both are widely used methods for very high speed
transmission of voice and data signals across the
numerous world-wide fiber-optic networks.

sp Adaptive services The logical interface sp-fpc/ pic/ port.16383 is an
internally generated, non-configurable interface for
routing platform control traffic.

t1 TI Includes the channelized DS-3 to DS-1 interfaces.

t3 T3 Includes the channelized OC-12 to DS-3 interfaces.

tap Internally generated This interface is internally generated and is not
configurable.

vsp Voice services The Adaptive Services (AS) Physical Interface Card (PIC)
supports the compressed real-time transport protocol
(RTP) on this interface.

vt Virtual loopback tunnel On routing platforms equipped with a Tunnel PIC,

enables egress filtering.

Interfaces Supported by the JUNOS Software



Chapter 1: Interfaces Overview

Interface Descriptors

When you configure an interface, you are specifying the properties for a physical
interface descriptor. In most cases, the physical interface descriptor corresponds to
a single physical device and consists of the following parts:

The interface name, which defines the media type

m  The slot in which the Flexible PIC Concentrator (FPC) is located

The location on the FPC in which the PIC is installed

The PIC port

m  The channel and logical unit numbers of the interface (optional)

Each physical interface descriptor can contain one or more logical interface
descriptors. These allow you to map one or more logical (or virtual) interfaces to a
single physical device. Creating multiple logical interfaces is useful for ATM, Frame
Relay, and Gigabit Ethernet networks, in which you can associate multiple virtual
circuits, data-link connections, or virtual LANs (VLANS) with a single interface
device.

Each logical interface descriptor can have one or more family descriptors to define
the protocol family that it is associated with and are allowed to run over the logical
interface. The following protocol families are supported:

m Internet Protocol version 4 (IPv4)

m Internet Protocol version 6 (IPv6)

m  Circuit cross-connect (CCC)

m  Translational cross-connect (TCC)

m  [nternational Organization for Standardization (ISO)

m  Multilink Frame Relay (MLFR)

m  Multilink PPP (MLPPP)

m  Multiprotocol Label Switching (MPLS)

m  Trivial Network Protocol (TNP)

Each family descriptor can have one or more address entries, which associate a
network address with a logical interface and hence with the physical interface.

You configure the various interface descriptors as follows:

m  Configure the physical interface descriptor by including the interfaces
interface-name statement.

m  Configure the logical interface descriptor by including the unit statement within
the interfaces interface-name statement.

Interface Descriptors ® 9
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m  Configure the family descriptor by including the family statement within the unit
statement.

m  Configure address entries by including the address statement within the family
statement.

m  Configure tunnels by including the tunnel statement within the unit statement.

10 = |Interface Descriptors



Chapter 1: Interfaces Overview

Interface Naming
Each interface has the following components:
m  An interface name that specifies the media type
m  The slot where the FPC is located
m  The location of the PIC on the FPC
m  The PIC port

The interface name uniquely identifies an individual network connector in the
system. You use the interface name when configuring interfaces and when enabling
various functions and properties, such as routing protocols, on individual interfaces.
The system uses the interface name when displaying information about the
interface, for example, in the show interfaces command.

The interface name is represented by a physical part, a logical part, and a channel
part in the following format:

physical<:channel>.logical

The channel part of the name is optional for all interfaces except Channelized DS-3,
El, OC-12, and STM-1. For more information about channelized interfaces, see the
JUNOS Network Interfaces and Class of Service Configuration Guide.

Physical Part of an Interface Name

The physical part of an interface name identifies the physical device, which
corresponds to a single physical network connector. This part of the interface name
has the following format:

type-fpc/pic/port

type is the media type, which identifies the network device. See “Interfaces
Supported by the JUNOS Software” on page 7 for information on supported
interface types.

fpc identifies the number of the FPC card on which the physical interface is located.
Specifically, it is the number of the slot in which the FPC card is installed. M40,
M40e, M160, M320, T320, and T640 platforms each have eight FPC slots that are
numbered from 0 through 7 from left to right as you are facing the front of the
chassis. The M20 routing platform has four FPC slots that are numbered from 0
through 3 from top to bottom as you are facing the front of the chassis. The slot
number is printed adjacent to each slot. The M5, M7i, M10, and M10i routing
platforms do not use FPCs; you install the PICs individually. The M5 and M7i routing
platforms have space for up to four PICs. The M7i routing platform also comes with
an integrated Tunnel PIC or an optional integrated AS PIC. The M10 and M10i
routing platforms have space for up to eight PICs.

pic identifies the number of the PIC card on which the physical interface is located.
Specifically, it is the number of the PIC location on the FPC. The four PIC slots are

numbered from 0 through 3. The PIC location is printed on the FPC carrier board.

For PICs that occupy more than one PIC location, use the lower location number.

Interface Naming ® 11
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port identifies a specific port on a PIC. The number of ports varies depending on the
PIC. The port slot numbers are printed on the PIC.

Logical Part of an Interface Name

The logical unit part of the interface name corresponds to the logical unit number,
which can be a number in the range from 0 through 16,384.

Separators in Interface Names
There is a separator of some type between each element of an interface name.

In the physical part of the name, a hyphen (-) separates the media type from the
FPC number, and a slash (/) separates the FPC, PIC, and port numbers.

In the virtual part of the name, a period (.) separates the channel and logical unit
numbers.

A colon (2) separates the physical and virtual parts of the interface name.

Examples: Interface Names

This section provides examples of naming interfaces. See Figure 1 for an example
of where the slots, PICs, and ports are located on the M40 router. Examine your PIC
to determine the port numbers; all port numbers are marked on the PIC.

Figure 1: Interface Slot, PIC, and Port Locations
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For an FPC in slot 1 with two OC-3 SONET PICs in PIC positions 0 and 1, each PIC
with two ports uses the following names:

so-1/0/0.0
s0-1/0/1.0
s0-1/1/0.0
so-1/1/1.0

12 = Interface Naming
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An OC-48 SONET FPC in slot 1 and in concatenated mode appears as a single FPC
with a single PIC, which has a single port. If this interface has a single logical unit,
the name is as follows:

s0-1/0/0.0

An OC-48 SONET FPC in slot 1 and in channelized mode has a number for each
channel. For example:

so0-1/0/0:0
s0-1/0/0:1

For an FPC in slot 1 with a Channelized OC-12 PIC in PIC position 2, the DS-3
channels have the following names:

t3-1/2/0:0
t3-1/2/0:1
t3-1/2/0:2

t3-1/2/0:11

For an FPC in slot 1 with four OC-12 ATM PICs (the FPC is fully populated), the four
PICs, each with a single port and a single logical unit, have the following names:

at-1/0/0.0
at1/1/0.0
at1/2/0.0
at-1/3/0.0

Channelized DS-3 to DS-0 Interface Naming

You can configure 28 T1 channels for each T3 interface. Each T1 link can have up to
eight DS-0 channel groups, and each channel group can hold any combination of
DS-0 time slots. To specify the T1 link and DS-0 channel group number in the
interface name, use colons (:) as separators. For example, a Channelized DS-3 to
DS-0 PIC might have the following physical and virtual interfaces:

ds-0/0/0:x:y

where x is a T1 link ranging from 0 through 27, and y is a DS-0 channel group
ranging from O through 7. See the JUNOS Internet Software NetworR Interfaces and
Class of Service Configuration Guide for more information about ranges.

Channelized DS-3 to DS-1 Interface Naming

You can configure 28 T1 channels per T3 interface, and each interface can have
logical interfaces. To specify the channel number, include it after the colon (:) in the
interface name. For example, a 4-port T3 PIC in FPC 1 and slot 1 will have the
following physical interfaces, depending on the media type:

11-1/1/0:x
t11-1/1/1:x
t1-1/1/2:x
11-1/1/3:x

x is a channel number ranging from 0 through 27.

Interface Naming m 13
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Channelized Intelligent Queuing Interface Naming

Channelized interfaces enable you to configure a number of individual channels
that subdivide the bandwidth of a larger interface and minimize the number of PICs
that an installation requires.

C%?’ NOTE: Channelized IQ interfaces require M-series Enhanced FPCs.

Wherever the JUNOS documentation refers to channelized interfaces and PICs
without the "intelligent queuing" or "1Q" descriptor, they are referring to the
original channelized interfaces and PICs.

You can configure each port of a channelized IQ PIC as a single interface that uses
the entire available bandwidth, or partition each port into smaller data channels.
Following are the interface names associated with channelized 1Q PICs:

m cocl2-fpc/pic/port—On a Channelized OC-12 IQ PIC

m cocl-fpc/pic/port:channel—On a Channelized OC-12 1Q PIC

m ct3-fpc/pic/port<:channel>—On a Channelized OC-12 IQ PIC or a Channelized
DS-3 1Q PIC

m  cstmil-fpc/pic/port—On a Channelized STM-1 1Q PIC
m caud-fpc/pic/port:channel—On a Channelized STM-1 1Q PIC

m ctl-fpc/pic/port<:channel>—On a Channelized OC-12 IQ PIC or a Channelized
DS-3 1Q PIC

m cel-fpc/pic/port<:channel>—On a Channelized E1 1Q PIC or a Channelized
STM-1 1Q PIC

m  el-fpc/pic/port<:channel>—E1 channels configured on a Channelized E1 1Q or
a Channelized STM-1 1Q PIC

m  ds-fpc/pic/port<:channel>—NxDS-0 channels configured on a Channelized
OC-12 1Q PIC, Channelized STM-1 1Q PIC, Channelized DS-3 1Q PIC, or
Channelized E1 1Q PIC

m  so-fpc/pic/port<:channel>—SONET/SDH channels configure four OC-3 channels
on a Channelized OC-12 IQ PIC, one OC-12 channel on a Channelized OC-12 IQ
PIC, or one STM-1 channel on a Channelized STM-1 1Q PIC

m  tl-fpc/pic/port<:channel>—T1 channels configured on a Channelized OC-12
IQPIC or a Channelized DS-3 1Q PIC

m  t3-fpc/pic/port<ichannel>—T3 channels configured on a Channelized OC-12 1Q
PIC or a Channelized DS-3 IQ PIC

14 m Interface Naming
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How Interface Configurations Are Displayed

When you display a configuration, using either the show command in configuration
mode or the show configuration top-level command, interfaces are listed in
numerical order as follows:

m  From lowest to highest slot number
m  From lowest to highest PIC number

m  From lowest to highest port number

Interface and Router Clock Sources

When running a loopback test on T1, T3, ATM, and SONET interfaces, you must
configure the transmit clock. The transmit clock aligns each outgoing packet
transmitted over the router’s interfaces. For both the router and interfaces, the clock
source can be the router’s internal Stratum 3 clock, which resides on the System
Control Board (SCB), the System and Switch Board (SSB), the Forwarding Engine
Board (FEB), or the Miscellaneous Control Subsystem (MCS) (depending on the
router model), or an external clock that is received from the interface you are
configuring. For example, interface A can transmit on interface A’'s received clock
(external, loop timing) or the Stratum 3 clock (internal, line timing). Interface A
cannot use a clock from any other source.

By default, each interface uses the router’s internal Stratum 3 clock. To configure
the clock source of each interface, include the clocking statement at the [edit

interfaces interface-name] hierarchy level.

[edit interfaces interface-name]
clocking (internal | external);

Figure 2 illustrates the different clock sources.

Figure 2: Clock Sources
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Chapter 2
Investigate Interface Steps and
Commands

This chapter describes, in a general way, the operational and configuration mode
commands you use when investigating interface problems on the following

interfaces:
m TI
m T3

m  Asynchronous Transfer Mode (ATM) 1 and ATM 2 intelligent queuing (1Q)

m  SONET

m  Fast Ethernet and Gigabit Ethernet

m  Channelized DS-3

= Multichannel DS-3

m  Channelized OC-12

m  Channelized OC-12 IQ

In operational mode, you monitor and troubleshoot the software, network
connectivity, and the router by entering command-line interface (CLI) commands.
For additional information about operational mode commands, see the JUNOS
Internet Software: Operational Mode Command Reference.

In configuration mode, you configure the interfaces by entering configuration mode

and creating a hierarchy of configuration statements. For additional information
about configuring the router, see the JUNOS System Basics Configuration Guide.
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Investigate Interface Steps

The investigation process for each interface is described in three chapters which
cover a different aspect of the process.

= Monitor the interface

m  Perform a loopback test on the interface

m  [ocate alarms and errors

The monitor interfaces chapter helps you determine the nature of the interface
problem. The loopback test chapter provides information to help you isolate the

source of the problem. The locate alarms and errors chapter explains some of the
alarms and errors for the media.

Monitor Interfaces

The following steps are a general outline of how you monitor interfaces to
determine the nature of interface problems. For more detailed information on a
specific interface, see the corresponding monitor interfaces chapter.

Steps To Take To monitor interfaces, follow these steps:
1. Display the status of an interface.
2. Display the status of a specific interface.
3. Display extensive status information for a specific interface.

4. Monitor statistics for an interface.

Table 4 lists and describes the operational mode commands you use to monitor
interfaces.

Table 4: Commands Used To Monitor Interfaces

CLI Command Description

show interfaces terse interface-name Displays summary information about

For example: show interfaces terse t1* the named interfaces.

show interfaces interface-name Displays static status information about

For example: show interfaces t1-x/x/x a specific interface.

show interfaces interface-name extensive Displays very detailed interface

For example: show interfaces t1-x/x/x extensive information about a specific interface.

monitor interface interface-name Displays real-time statistics about a

For example: monitor interface t1-x/x/x PhySiC;I interface, updated every
second.

18 m Investigate Interface Steps
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Perform a Loopback Test on an Interface
Purpose The following steps are a general outline of how you use loopback testing to isolate
the source of the interface problem. For more detailed information on a specific
interface, see the corresponding loopback chapter.
Steps To Take To use loopback testing for interfaces, follow these steps:
1. Diagnose a suspected hardware problem.

a. Create a loopback.

b. Set clocking to internal. (Not for Fast Ethernet/Gigabit Ethernet or
Multichannel DS-3 interfaces)

c. Verify that the status of the interface is up.

d. Configure a static address resolution protocol table entry. (Fast
Ethernet/Gigabit Ethernet interfaces only)

e. Clear the interface statistics.

f.  Force the link layer to stay up.

g. Verify the status of the logical interface.

h. Ping the interface.

i.  Check for interface error statistics.
2. Diagnose a suspected connection problem.

a. Create a loop from the router to the network.

b. Create a loop to the router from various points in the network.
Table 5 lists and describes the operational and configuration mode commands you
use to perform loopback testing on interfaces (the commands are shown in the
order in which you perform them).

Table 5: Commands Used To Perform Loopback Testing on Interfaces

CLI Statement or Command Interface Type Description
[edit interfaces interface-name interface-options]  All interfaces The loopback statement at the hierarchy level
set loopback (local | remote) configures a loopback on the interface. Packets

can be looped on either the local router or the
remote channel service unit (CSU).

To turn off loopback, remove the loopback
statement from the configuration.

show All interfaces Verify the configuration before you commit it.

commit All interfaces Save the set of changes to the database and
cause the changes to take operational effect.

Use after you have verified a configuration in all
configuration steps.

Investigate Interface Steps ®
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CLI Statement or Command

Interface Type

Description

[edit interfaces interface-name]
set clocking internal

T1, T3, ATM, and SONET
interfaces

The clocking statement at this hierarchy level
configures the clock source of the interface to
internal.

show interfaces interface-name

Used for all interfaces

Display static status information about a
specific interface.

[edit interfaces interface-name unit
logical-unit-number family inet address address]
arp ip-address mac mac-address

Fast Ethernet and Gigabit
Ethernet interfaces

The arp statement at this hierarchy level
defines mappings between IP and Media
Access Control (MAC) addresses.

show arp no-resolve

Fast Ethernet and Gigabit
Ethernet interfaces

Display the entries in the ARP table without

attempting to determine the hostname that

corresponds to the IP address (the no-resolve
option).

clear interfaces statistics interface-name

All interfaces

Reset the statistics for an interface to zero.

[edit interfaces interface-name]
set encapsulation cisco-hdlc

T1, T3, SONET, and
Multichannel DS-3
interfaces

The encapsulation statement at this hierarchy
level sets the encapsulation to the Cisco
High-level Data-Link Control (HDLC) transport
protocol on the physical interface.

[edit interfaces interface-name]
set no-keepalives

T1, T3, SONET, and
Multichannel DS-3
interfaces

The no-keepalives statement at this level
disables the sending of keepalives on the
physical interface.

show interfaces interface-name terse

T1, T3, and SONET
interfaces

Display summary information about interfaces.
(Use to display the status of the logical
interfaces for these interfaces.)

ping interface t1-x/x/x local-IP-address
bypass-routing count 1000 rapid

All interfaces

Check the reachability of network hosts by
sending ICMP ECHO_REQUEST messages to
elicit CMP ECHO_RESPONSE messages from the
specified host.

Use the bypass-routing option to ping a local
system through an interface that has no route
through it.

The count option sends 1000 ping requests
through the system.

Type Ctrl-C to interrupt a ping command.

show interfaces interface-name extensive

All interfaces

Display very detailed interface information
about a specific interface.

Locate Interface Alarms

Action

To locate interface alarms and errors, use the show interfaces interface-name

extensive command and examine the output for active alarms and defects.

Investigate Interface Steps
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Investigate T1 Interfaces

m  Monitor T1 Interfaces on page 23
m  Use Loopback Testing for T1 Interfaces on page 29

m  [ocate T1 Alarms and Errors on page 43
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Chapter 3
Monitor T1 Interfaces

This chapter describes how to monitor T1 interfaces and begin the process of
isolating T1 interface problems when they occur. (See Table 6.)

Table 6: Checklist for Monitoring T1 Interfaces

Monitor T1 Interface Tasks Command or Action

Monitor T1 Interfaces on page 24

1. Display the Status of T1 Interfaces on page 24 show interfaces terse t1*
2. Display the Status of a Specific T1 Interface on page 25 show interfaces t1-fpc/ pic/ port
3. Display Extensive Status Information for a Specific T1 show interfaces t1-fpc/ pic/ port extensive

Interface on page 25

4. Monitor Statistics for a T1 Interface on page 27 monitor interface t1-fpc/ pic/ port
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Monitor T1 Interfaces

Purpose By monitoring T1 interfaces, you begin the process of isolating T1 interface
problems when they occur.

Steps To Take To monitor your T1 interfaces, follow these steps:

1. Display the Status of T1 Interfaces on page 24

2. Display the Status of a Specific T1 Interface on page 25

3. Display Extensive Status Information for a Specific T1 Interface on page 25

4. Monitor Statistics for a T1 Interface on page 27

Step 1: Display the Status of T1 Interfaces

Action To display the status of T1 interfaces, use the following JUNOS command-line
interface (CLI) operational mode command:

user@host> show interfaces terse t1*

Sample Output user@host> show interfaces terse tl*

Interface Admin Link Proto Local Remote
t1-1/0/0 down up--- administratively disabled
t1-1/0/0.0 up down inet 1.1.1.1/30

t1-1/0/1 up down--- physical Tayer down

t1-1/0/1.0 up down inet 2.2.2.2/30 --- Tink layer down
t1-1/0/2 up up

t1-1/0/2.0 up up inet 3.3.3.3/30 --- Tink Tlayer up
t1l-1/0/3 up down

What It Means This sample output shows the status of both the physical and logical interfaces. See
Table 7 for a description of what the output means.

Table 7: Status of T1 Interfaces

Physical Logical

Interface Interface Status Description

t1-1/0/0 t1-1/0/0.0 This interface is administratively disabled and the physical link is healthy (Link Up), but
Admin Down Admin Up the logical interface is not established. The logical interface is administratively enabled
Link Up Link Down (Admin Up), but is down because the physical link is disabled.

t1-1/0/1 t1-1/012.0 This interface is not functioning between the local router and the remote router

Admin Up Admin Up because both the physical and logical links are down (Link Down). The interface is not
Link Down Link Down administratively disabled because both the physical and logical links are up (Admin Up).
t1-1/0/2 t1-1/0/2.0 This interface has both the physical and logical links up and running.

Admin Up Admin Up

Link Up Link Up

fe-1/0/3 The physical interfaces is added to the configuration, but the logical link is not

Admin Up configured.

Link Down
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Step 2: Display the Status of a Specific T1 Interface

Action

Sample Output

What It Means

To display the status of a specific T1 interface when you need to investigate its
status further, use the following JUNOS CLI operational mode command:

user@host> show interfaces t1-fpc/pic/port

user@host> show interfaces tl-1/1/0
Physical interface: tl1-1/1/0, Enabled, Physical T1ink is Down

Interface index: 24, SNMP ifIndex: 20

Link-Tevel type: PPP, MTU: 1504, Clocking: Internal, Speed: T1l, Loopback:
None, FCS: 16, Framing: ESF

Device flags : Present Running Down

Interface flags: Hardware-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Last flapped : 2002-01-01 00:00:35 UTC (00:00:59 ago)
Input rate : 0 bps (0 pps)

Output rate : 0 bps (0 pps)

DS1 alarms : LOF, LOS

DS1 defects : LOF, LOS

The first line of the sample output shows the status of the link. In this example, the
first line shows that the physical link is down. If the first line shows that the physical
link is up, the physical link is healthy and can pass packets. If this line shows that
the physical link is down, the physical link is unhealthy and cannot pass packets.
Also, the output shows loss of frame (LOF) and loss of signal (LOS) alarms active.
Any active alarm or defect can cause the interface to be down.

Step 3: Display Extensive Status Information for a Specific T1 Interface

Action

Sample Output

To display extensive status information about a specific T1 interface, use the
following JUNOS CLI operational mode command:

user@host> show interfaces t1-fpc/pic/port extensive

user@host> show interfaces tl-1/1/0 extensive
Physical interface: t1-1/1/0, Enabled, Physical Tink is Down

Interface index: 24, SNMP ifIndex: 20, Generation: 27

Link-Tevel type: PPP, MTU: 1504, Clocking: Internal, Speed: T1l, Loopback:
None, FCS: 16, Framing: ESF

Device flags : Present Running Down

Interface flags: Hardware-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Hold-times : Up 0 ms, Down O ms

Last flapped : 2002-01-01 00:00:35 UTC (00:01:00 ago)

Statistics Tast cleared: 2002-01-01 00:01:03 UTC (00:00:32 ago)
Traffic statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

Input errors:
Errors: 0, Drops: 0, Framing errors: 0, Policed discards: 0, L3 incompletes:
0, L2 channel errors: 0, L2 mismatch timeouts: O,
HS Tink CRC errors: 0, SRAM errors: 0
Output errors:
Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0
DS1 alarms : LOF, LOS
DS1 defects : LOF, LOS

Monitor T1 Interfaces =
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Tl media: Seconds Count State
SEF 32 0 Defect Active
BEE 0 0 OK
AIS 0 0 OK
LOF 32 0 Defect Active
LOS 32 0 Defect Active
YELLOW 0 0 OK
BPV 0 0
EXZ 0 0
Lcv 0 0
PCv 32 10667
(& 0 0
LES 0
ES 32
SES 32
SEFS 32
BES 0
UAS 32
HDLC configuration:
Policing bucket: Disabled
Shaping bucket : Disabled
Giant threshold: 1514, Runt threshold: 3
Timeslots : A1l active
Line encoding: B8ZS, Byte encoding: Nx64K, Data inversion: Disabled
Buildout : 0 to 132 feet

DS1 BERT configuration:
BERT time period: 10 seconds, Elapsed: 0 seconds
Induced Error rate: 10e-0, Algorithm: Unknown (0)
Packet Forwarding Engine configuration:
Destination slot: 1, PLP byte: 1 (0x00)

CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 0 0 O 0 Tow none

1 expedited-forwarding 0 0 O 0 Tow none

2 assured-forwarding 0 0 O 0 Tow none

3 network-control 0 0 O 0 Tow none

What It Means The sample output shows where the errors might be occurring. Look at the active
alarms and active defects for the T1 interface and investigate the T1 media
accordingly. See “Locate T1 Alarms and Errors” on page 43 for an explanation of
T1 alarms.
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Step 4: Monitor Statistics for a T1 Interface

Action

Sample Output

What It Means

Chapter 3: Monitor T1 Interfaces

To monitor statistics for a T1 interface, use the following JUNOS CLI operational

mode command:

user@host> monitor interface t1-foc/pic/port

user@host> monitor interface tl-1/0/0

Seconds: 2

Encapsulation: PPP, Keepalives, Speed: Tl

Traffic statistics:
Input bytes:
Output bytes:
Input packets:
Output packets:
Error statistics:
Input errors:
Input drops:
Input framing errors:
Policed discards:
L3 incompletes:
L2 channel errors:
L2 mismatch timeouts:
Carrier transitions:
Output errors:
Output drops:
Aged packets:
Active alarms : LOF LOS
Active defects: LOF LOS
Tl statistics:
BPV
EXZ
LCV
PCV
csS

Interface warnings:

o Outstanding DS1 alarm(s)

o O oo

[Nl NoNoNoNoNeoNoNe)

4033

o uv1 O O O

Time: 00:04:49 Delay: 0/0/1
Interface: tl1-1/1/0, Enabled, Link is Down

(0 bps)
(0 bps)
(0 pps)
(0 pps)

Current delta
[0]
[0]
(0]
[0]

(o]
Lol
[o]
[0]
Lol
[o]
[0]
Lol
(o]
[o]
Lol

(o]
[o]
Lol
[332]
[o]

Next='n', Quit='q' or ESC, Freeze='f', Thaw='t', Clear='c', Interface='i'

The sample output shows that the T1 interface is enabled but the link is down. The
bps value is in bytes per second and not bits per second. To calculate bits per

second, multiply the bps value by 8.

The monitor command checks for and displays common interface failures, indicates
whether loopback is detected, and shows any increases in framing errors. Use
information from this command to help to narrow down possible causes of an

interface problem.

NOTE: If you are accessing the router from the console connection, make sure you

set the CLI terminal type using the set cli terminal command.
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Table 8 lists additional problem situations and actions to help you further diagnose
a problem.

Table 8: Problem Situations and Actions

Problem Situation Action

Framing errors are Check the frame checksum sequence (FCS), scrambling,
increasing. and subrate configuration.

Framing errors are Check the cabling to the router and have the carrier verify
increasing, and the the integrity of the line.

configuration is correct.

Input errors are increasing. Check the cabling to the router and have the carrier verify
the integrity of the line.

A NOTE: We recommend that you use this command only for diagnostic purposes.
Do not leave it on during normal router operations because real-time monitoring
of traffic consumes additional CPU and memory resources.
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Chapter 4

Use Loopback Testing for T1 Interfaces

This chapter describes using loopback testing to isolate T1 interface problems.

(See Table 9.)

Table 9: Checklist for Using Loopback Testing for T1 Interfaces

T1 Interface Loopback Testing Tasks

Command or Action

Diagnose a Suspected Hardware Problem with a T1 Interface on page 31

1. Create a Loopback on page 31

a. Create a Physical Loopback on page 31

Connect a T1 loopback plug.

b. Configure a Local Loopback on page 32

[edit interfaces interface-name t1-options]
set loopback local

show

commit

2. Set Clocking to Internal on page 33

[edit interfaces interface-name]
set clocking internal

show

commit

3. Verify That the T1 Interface Is Up on page 33

show interfaces t1-fpc/pic/port

4. Clear T1 Interface Statistics on page 35

clear interfaces statistics t1-fpc/pic/port

5. Force the Link Layer To Stay Up on page 35

a. Configure Encapsulation to Cisco-HDLC on page 35

[edit interfaces interface-name]
set encapsulation cisco-hdlc
show

commit

b. Configure No-Keepalives on page 36

[edit interfaces interface-name]
set no-keepalives

show

commit

6. Verify the Status of the Logical Interface on page 37

show interfaces t1-fpoc/pic/port
show interfaces t1-fpc/pic/port terse

7. Ping the T1 Interface on page 38

ping interface t1-fpc/pic/port local-IP-address
bypass-routing count 1000 rapid

8. Check for T1 Interface Error Statistics on page 39

show interfaces t1-fpc/pic/port extensive
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T1 Interface Loopback Testing Tasks

Command or Action

Diagnose a Suspected Circuit Problem on page 41

1. Create a Loop from the Router to the Network on page 41

[edit interfaces interface-name t1-options]
set loopback remote

show

commit

2. Create a Loop to the Router from Various Points in the Network on
page 42

Perform Steps 2 through 8 from “Diagnose a
Suspected Hardware Problem with a T1 Interface”
on page 31.
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Diagnose a Suspected Hardware Problem with a T1 Interface

Purpose Take the following steps to verify if there is a hardware problem with a T1 interface.
Steps To Take To diagnose a suspected hardware problem with a T1 interface, follow these steps:
1. Create a Loopback on page 31
2. Set Clocking to Internal on page 33
3. Verify That the T1 Interface Is Up on page 33
4. Clear T1 Interface Statistics on page 35
5. Force the Link Layer To Stay Up on page 35
6. Verify the Status of the Logical Interface on page 37
7. Ping the T1 Interface on page 38

8. Check for T1 Interface Error Statistics on page 39

Step 1: Create a Loopback

Purpose You can create a physical loopback or configure a local loopback to help diagnose a
suspected hardware problem. Creating a physical loopback is recommended
because it allows you to test and verify the T1 port. If a field engineer is not
available to create the physical loopback, you can configure a local loopback for the
interface. The local loopback creates a loopback internally in the Physical Interface
Card (PIC).

Create a Physical Loopback

Action To create a physical loopback at the T1 port, connect a T1 loopback plug to the T1
port. You can make a T1 loopback plug by connecting pin 1 to pin 4 and pin 2 to
pin 5 on an RJ-48 plug.

What It Means When you create and test a physical loopback, you are testing the T1 port. This

action is recommended if a field engineer is available to create the physical loop as
it provides a more complete test of the PIC.
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Configure a Local Loopback

Action To configure a local loopback without physically connecting the transmit port to the
receive port, follow these steps:

1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name t1-options

2. Configure the loopback:

[edit interfaces interface-name t1-options]
user@host# set loopback local

3. Verify the configuration:
user@host# show
For example:
[edit interfaces t1-1/3/0 tl-options]
user@host# show
loopback local;
4. Commit the change:
user@host# commit
For example:
[edit interfaces 11-1/3/0 t1-options]
user@host# commit
commit complete
What It Means When you create a local loopback, you create an internal loop on the interface
being tested. A local loopback loops the traffic internally on that PIC. A local

loopback tests the interconnection of the PIC but does not test the transmit and
receive ports..

@ NOTE: Remember to delete the loopback statement after completing the test.
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Step 2: Set Clocking to Internal

Purpose You set clocking to internal because there is no external clock source in a loopback
connection.

Action To configure clocking to internal, follow these steps:
1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name

2. Configure the clocking to internal:

[edit interfaces interface-name]
user@host# set clocking internal

3. \Verify the configuration:
user@host# show
For example:
[edit interfaces t1-1/3/0]
user@host# show
clocking internal;
4. Commit the change:
user@host# commit
For example:
[edit interfaces 11-1/3/0]
user@host# commit

commit complete

What It Means This command saves the clocking change to the configuration database, activates
the configuration on the router, and exits configuration mode.

Step 3: Verify That the T1 Interface Is Up

Purpose Display the status of the T1 interface to determine whether the physical link is up or
down.

Action To verify that the status of the T1 interface is up, use the following JUNOS
command-line interface (CLI) operational mode command:

user@host> show interfaces t1-fpc/pic/port
Sample Output The following output is for a T1 interface with the physical link up:
user@host> show interfaces tl-1/1/0
Physical interface: tl1-1/1/0, Enabled, Physical 1link is Up

Interface index: 24, SNMP 1ifIndex: 20
Link-Tevel type: Cisco-HDLC, MTU: 1504, Clocking: Internal, Speed: T1,
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Loopback: None, FCS: 16, Framing: ESF

Device flags : Present Running Loop-Detected
Interface flags: Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepalive: Input: 3 (00:00:06 ago), Output: 9 (00:00:06 ago)

Last flapped : 2002-01-06 00:59:00 UTC (00:00:40 ago)
Input rate : 0 bps (0 pps)

Output rate : 0 bps (0 pps)

DS1 alarms : None

DS1 defects : None

Logical interface t1-1/1/0.0 (Index 9) (SNMP ifIndex 34)
Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Protocol inet, MTU: 1500, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

What It Means The sample output shows that the physical link is up, the loop is detected, and there
are no T1 alarms or defects.

Sample Output If the physical link is down, there may be a problem with the port. The following
output is an example of the show interfaces t1-fpc/pic/port command when the
physical link is down:

user@host> show interfaces tl-1/1/0
Physical interface: tl1-1/1/0, Enabled, Physical 1link is Down

Interface index: 24, SNMP ifIndex: 20

Link-Tevel type: Cisco-HDLC, MTU: 1504, Clocking: Internal, Speed: T1,
Loopback: None, FCS: 16, Framing: ESF

Device flags : Present Running Down
Interface flags: Hardware-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepalive: Input: 32 (00:00:23 ago), Output: 35 (00:00:04 ago)

Input rate : 0 bps (0 pps)
Output rate : 0 bps (0 pps)
DS1 alarms : LOF, LOS

DS1  defects : LOF, LOS

Logical interface t1-0/0/0.0 (Index 9) (SNMP ifIndex 34)
Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Protocol inet, MTU: 1500, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

What It Means The sample output shows that the physical link is down, the device flags and
interface flags are down, and that there are T1 alarms and defects. Verify that the
fiber can successfully loop a known good port of the same type by checking for
damage to the cable.
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Step 4: Clear T1 Interface Statistics
Purpose You must reset T1 interface statistics before initiating the ping test. Resetting the
statistics provides a clean start so that previous input/output errors and packet

statistics do not interfere with the current diagnostics.

Action To clear all statistics for the interface, use the following JUNOS CLI operational mode
command:

user@host> clear interfaces statistics t1-fpc/pic/port

Sample Output user@host> clear interfaces statistics tl1-1/1/0
user@host>

What It Means This command clears the interface statistics counters for interface t1-1/1/0 only.

Step 5: Force the Link Layer To Stay Up
Purpose To complete the loopback test, the link layer must remain up. However, JUNOS
software is designed to recognize that loop connections are not valid connections
and to bring the link layer down. You need to force the link layer to stay up by
making some configuration changes to the encapsulation and keepalives.
Steps To Take To force the link layer to stay up, follow these steps:

1. Configure Encapsulation to Cisco-HDLC on page 35

2. Configure No-Keepalives on page 36

Configure Encapsulation to Cisco-HDLC
Action To configure encapsulation on a T1 physical interface, follow these steps:
1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name

2. Configure encapsulation to Cisco-HDLC:

[edit interfaces interface-name]
user@host# set encapsulation cisco-hdic

3. Verify the configuration:
user@host# show
For example:
[edit interfaces 11-1/3/0]

user@host# show
encapsulation hdlc;
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4. Commit the change:
user@host# commit
For example:
[edit interfaces 11-1/3/0]
user@host# commit

commit complete

What It Means This command sets the interface encapsulation to the Cisco High-level Data-Link
Control (HDLC) transport protocol.

Configure No-Keepalives

Action To disable the sending of link-layer keepalives on a T1 physical interface, follow
these steps:

1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name

2. Configure no-keepalives:

[edit interfaces interface-name]
user@host# set no-keepalives

For example:

[edit interfaces t1-1/3/0]
user@host# set no-keepalives

3. \Verify the configuration:
user@host# show
For example:
[edit interfaces t1-1/3/0]
user@host# show
no-keepalives;
4. Commit the change:
user@host# commit
For example:
[edit interfaces 11-1/3/0]
user@host# commit
commit complete
What It Means By setting no-keepalives, the link layer is forced to stay up. If the setting remains at

keepalive, the router will recognize that the same link-layer keepalives are being
looped back and will bring the link layer down.
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Step 6: Verify the Status of the Logical Interface

Action

Sample Output

What It Means

Sample Output

To verify the status of the logical interface, use the following two JUNOS CLI
operational mode commands:

user@host> show interfaces t1-fpc/pic/port
user@host> show interfaces t1-fpc/pic/port terse

The following output is for a logical interface that is up:

user@host> show interfaces t1-1/1/0
Physical interface: tl1-1/1/0, Enabled, Physical T1ink is Up

Interface index: 29, SNMP ifIndex: 20

Link-Tlevel type: Cisco-HDLC, MTU: 1504, Clocking: Internal, Speed: T1,
Loopback: None, FCS: 16, Framing: ESF

Device flags : Present Running

Interface flags: Point-To-Point SNMP-Traps

Link flags : No-Keepalives

Last flapped : 2002-01-06 01:09:00 UTC (00:00:44 ago)
Input rate : 0 bps (0 pps)

Output rate : 0 bps (0 pps)

DS1 alarms : None

DS1 defects : None

Logical interface t1-1/1/0.0 (Index 9) (SNMP ifIndex 34)
Flags: Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Bandwidth: 0
Protocol inet, MTU: 1500, Flags: None

Addresses, Flags: Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

user@host> show interfaces terse tl-1/1/0

Interface Admin Link Proto Local Remote
t1-1/1/0 up up
t1-1/1/0.0 up up inet 1.1.1.1/30

The sample output for the first command shows that the logical link is up because
there are no flags indicating that the link layer is down. The output for the show
interfaces terse command shows that logical interface t1-1/0/0 is up.

The following output is for a logical interface that is down:

user@host> show interfaces tl-1/1/0
Physical interface: tl1-1/1/0, Enabled, Physical Tink is Up

Interface index: 29, SNMP 1ifIndex: 20

Link-Tevel type: Cisco-HDLC, MTU: 1504, Clocking: Internal, Speed: T1,
Loopback: None, FCS: 16, Framing: ESF

Device flags : Present Running
Interface flags: Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepalive: Input: 14 (00:01:01 ago), Output: 9 (00:00:05 ago)

Last flapped : 2002-01-06 01:09:00 UTC (00:03:39 ago)
Input rate : 0 bps (0 pps)

Output rate : 0 bps (0 pps)

DS1 alarms : None

DS1 defects : None
Logical interface t1-1/1/0.0 (Index 9) (SNMP ifIndex 34)

Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Bandwidth: 0
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Protocol inet, MTU: 1500, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

user@host> show interfaces terse tl1-1/1/0

Interface Admin Link Proto Local Remote
t1-1/1/0 up down
t1-1/1/0.0 up down inet 1.1.1.1/30

What It Means The sample output for both commands shows that the logical interface is down. The
first command shows that the link layer, device, and destination route are all down.
The second command shows that logical interface t1-1/1/0.0 is down.

Step 7: Ping the T1 Interface
Purpose Use the ping command to verify the loopback connection.

Action To ping the local interface, use the following JUNOS CLI operational mode
command:

user@host> ping interface t1-fpc/pic/port local-IP-address bypass-routing count
1000 rapid

Sample Output user@host> ping interface t1-1/1/0 1.1.1.1 bypass-routing count 1000 rapid
PING 1.1.1.1 (1.1.1.1): 56 data bytes

--- 1.1.1.1 ping statistics ---
1000 packets transmitted, 1000 packets received, 0% packet loss
round-trip min/avg/max/stddev = 2.036/2.120/9.809/0.681 ms

What It Means This command sends 1000 ping packets out of the interface to the local IP address.
The ping should complete successfully with no packet loss. If there is any persistent
packet loss, open a case with the Juniper Networks Technical Assistance Center
(JTAC) at support@juniper.net, or at 1-888-314-JTAC (within the United States) or
1-408-745-9500 (from outside the United States).
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Step 8: Check for T1 Interface Error Statistics

Purpose

Action

Sample Output

Persistent interface error statistics indicate that you need to open a case with JTAC.

To check the local interface for error statistics, use the following JUNOS CLI
operational mode command:

user@host> show interfaces t1-fpc/pic/port extensive

user@host> show interfaces tl-1/1/0 extensive
Physical interface: tl1-1/1/0, Enabled, Physical Tink is Up

Interface index: 29, SNMP ifIndex: 20, Generation: 32

Link-Tevel type: Cisco-HDLC, MTU: 1504, Clocking: Internal, Speed: T1,
Loopback: None, FCS: 16, Framing: ESF

Device flags : Present Running

Interface flags: Point-To-Point SNMP-Traps
Link flags : Keepalives

Hold-times : Up 0 ms, Down O ms

Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepalive statistics:

Input : 28 (last seen 00:00:02 ago)

Output: 32 (last sent 00:00:06 ago)
Last flapped : 2002-01-06 01:09:00 UTC (00:07:19 ago)
Statistics Tast cleared: Never
Traffic statistics:

Input bytes : 84682 80 bps
Output bytes : 92685 0 bps
Input packets: 1031 0 pps
Output packets: 1077 0 pps

Input errors:
Errors: 0, Drops: 0, Framing errors: 0, Policed discards: 70, L3
incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0,
HS Tink CRC errors: 0, SRAM errors: 0
Output errors:
Carrier transitions: 1, Errors: 0, Drops: 0, Aged packets: 0
DS1 alarms : None
DS1 defects : None
Tl media: Seconds
SEF
BEE
AIS
LOF
LOS
YELLOW
BPV
EXZ
LCV
PCv
(&)
LES
ES
SES
SEFS
BES
UAS
HDLC configuration:
Policing bucket: Disabled
Shaping bucket : Disabled
Giant threshold: 1514, Runt threshold: 3
Timeslots : All active
Line encoding: B8ZS, Byte encoding: Nx64K, Data inversion: Disabled
Buildout : 0 to 132 feet

State
OK
0K
OK
0K
0K
OK

[«
]
c
=}
=
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DS1 BERT configuration:
BERT time period: 10 seconds, Elapsed: 0 seconds
Induced Error rate: 10e-0, Algorithm: Unknown (0)
Packet Forwarding Engine configuration:
Destination slot: 1, PLP byte: 1 (0x00)

CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 0 0 o0 0 Tow none

1 expedited-forwarding 0 0 O 0 Tow none

2 assured-forwarding 0 0 O 0 Tow none

3 network-control 0 0 O 0 Tow none

Logical interface t1-1/1/0.0 (Index 9) (SNMP ifIndex 34) (Generation 14)
Flags: Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Bandwidth: 0
Protocol inet, MTU: 1500, Flags: None, Generation: 29 Route table: 0
Addresses, Flags: Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1, Broadcast: Unspecified,
Generation: 36

What It Means Check for any error statistics that may appear in the output. There should not be
any input or output errors. If there are any persistent input or output errors, open a
case with JTAC at support@juniper.net, or at 1-888-314-JTAC (within the United
States) or 1-408-745-9500 (from outside the United States).
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Diagnose a Suspected Circuit Problem

Purpose When you suspect a circuit problem, it is important to work with the transport-layer
engineer to resolve the problem. The transport-layer engineer may ask you to create
a loop from the router to the network, or the engineer may create a loop to the
router from various points in the network.
Steps To Take To diagnose a suspected circuit problem, follow these steps:

1. Create a Loop from the Router to the Network on page 41

2. Create a Loop to the Router from Various Points in the Network on page 42

Step 1: Create a Loop from the Router to the Network
Purpose Creating a loop from the router to the network allows the transport-layer engineer
to test the router from various points in the network. This helps the engineer isolate
where the problem is located.
Action To create a loop from the router to the network, follow these steps:

1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name t1-options

2. Configure remote loopback:

[edit interfaces interface-name t1-options]
user@host# set loopback remote

3. Verify the configuration:
user@host# show
For example:
[edit interfaces t1-1/3/0 tl-options]
user@host# show
loopback remote;
4. Commit the change:
user@host# commit
For example:
[edit interfaces 11-1/3/0 t1-options]
user@host# commit

commit complete

What It Means This command loops any traffic from the network back into the network.
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Step 2: Create a Loop to the Router from Various Points in the Network

Purpose The transport-layer engineer creates a loop to the router from various points in the
network. You can then perform tests to verify the connection from the router to that
loopback in the network.

Action After the transport-layer engineer has created the loop to the router from the
network, you must verify the connection from the router to the loopback in the
network. Follow Steps 2 through 8 in “Diagnose a Suspected Hardware Problem
with a T1 Interface” on page 31. Keep in mind that any problems encountered in
the test indicate a problem with the connection from the router to the loopback in
the network.

By performing tests to loopbacks at various points in the network, you can isolate
the source of the problem.
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Locate T1 Alarms and Errors

This chapter describes the most common T1 alarms and errors encountered when
investigating line problems on a Juniper Networks router. (See Table 10.)

Table 10: Checklist for T1 Alarms and Errors

T4 Alarms and Errors Tasks

Command or Action

Display T1 Alarms and Errors on page 44

show interfaces t1-fpc/pic/port extensive

Locate Most Common T1 Alarms and Errors on
page 46

1. Locate Loss of Signal and Loss of Frame Alarms on
page 46

Check the connection between the router port and the first T1
network element.

2. Locate Alarm Indication Signal Alarms on page 47

Check the T1 network element connected to the T1 interface.

3. Locate an Incoming Yellow Alarm on page 47

Check the cable between the T1 interface and the directly
connected T1 network element.
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Display T1 Alarms and Errors

Action To display T1 alarms and errors, use the following JUNOS command-line interface
(CLI) operational mode command:

user@host> show interfaces t1-fpc/pic/port extensive

Sample Output user@host> show interfaces tl1-1/1/0 extensive
Physical interface: tl1-1/1/0, Enabled, Physical Tink is Down
Interface index: 24, SNMP ifIndex: 20, Generation: 27
Link-Tevel type: PPP, MTU: 1504, Clocking: Internal, Speed: T1l, Loopback:
None, FCS: 16, Framing: ESF

Device flags : Present Running Down

Interface flags: Hardware-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Hold-times : Up 0 ms, Down O ms

Last flapped : 2002-01-01 00:00:35 UTC (00:01:00 ago)

Statistics Tast cleared: 2002-01-01 00:01:03 UTC (00:00:32 ago)
Traffic statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

Input errors:
Errors: 0, Drops: 0, Framing errors: 0, Policed discards: 0, L3 incompletes:
0, L2 channel errors: 0, L2 mismatch timeouts: O,
HS Tink CRC errors: 0, SRAM errors: 0
Output errors:
Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0

DS1 alarms : LOF, LOS
DS1 defects : LOF, LOS
Tl media: Seconds Count State
SEF 32 0 Defect Active
BEE 0 0 OK
AIS 0 0 OK
LOF 32 0 Defect Active
LOS 32 0 Defect Active
YELLOW 0 0 OK
BPV 0 0
EXZ 0 0
LCv 0 0
PCv 32 10667
cs 0 0
LES 0
ES 32
SES 32
SEFS 32
BES 0
UAS 32
HDLC configuration:
Policing bucket: Disabled
Shaping bucket : Disabled
Giant threshold: 1514, Runt threshold: 3
Timeslots : All active
Line encoding: B8ZS, Byte encoding: Nx64K, Data inversion: Disabled
Buildout : 0 to 132 feet

DS1 BERT configuration:
BERT time period: 10 seconds, Elapsed: 0 seconds
Induced Error rate: 10e-0, Algorithm: Unknown (0)
Packet Forwarding Engine configuration:
Destination slot: 1, PLP byte: 1 (0x00)
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CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 0 0 O 0 Tow none

1 expedited-forwarding 0 0 O 0 Tow none

2 assured-forwarding 0 0 O 0 Tow none

3 network-control 0 0 O 0 Tow none

What It Means The sample output shows active alarms and active defects. When a major error
(such as an alarm indication signal [AIS]) is seen for a few consecutive frames, a
defect is declared within 1 second from detection. At the defect level, the interface
is taken down and routing protocols are immediately notified (this is the default). In
most cases, when a defect persists for 2.5 seconds plus or minus 0.5 seconds, an
alarm is declared.

Notification messages are logged at the alarm level. Depending on the type of T1
alarm, you can configure the craft panel to display the red or yellow alarm LED and
simultaneously have the alarm relay activate a physically connected device (such as
a bell).

Table 11 lists the T1 media-specific alarms or defects that can render the interface
unable to pass packets.

Table 11: T1 Interface Alarms and Error Definitions

T1 Alarm or

Error Definitions

SEF Severely errored frame

BEE Block error event

Als Alarm indication signal (blue alarm)
LOF Loss of frame

LOS Loss of signal

YLW Yellow alarm

BPV Bipolar violation

EXZ Excessive zeros

Lcv Line code violation

PCV Path code violation

CS Controlled slip

LES Line errored seconds

ES Errored seconds

SES Severely errored seconds

SEFS Severely errored frame seconds
BES Bursty errored seconds

UAS Unavailable seconds
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Locate Most Common T1 Alarms and Errors

Steps To Take To locate common alarms and errors, follow these steps:

1. Locate Loss of Signal and Loss of Frame Alarms on page 46

2. Locate Alarm Indication Signal Alarms on page 47

3. Locate an Incoming Yellow Alarm on page 47

Step 1: Locate Loss of Signal and Loss of Frame Alarms

Purpose A loss of signal (LOS) or loss of frame (LOF) alarm indicates that a signal could not
be detected at the T1 interface.

Action To locate the LOS or LOF alarm, check the connection between the router port and
the first T1 network element. In the example network in Figure 3, the X indicates
that there is a connection problem between Router2 and the nearest T1 network

element.

Figure 3: Location of an LOS or LOF Alarm in a T1 Network

__j Tx o Rx
= "1 Repeater m
U, Rx < Tx multiplexer
Router2
N~
R
@ NOTE: Tx represents the transmit port and Rx represents the receive port.

Sample Output user@router2> show interfaces tl-1/1/1 extensive

[... Output truncated...]

DS1 alarms
DS1 defects
Tl media:

SEF
BEE
AIS
LOF
LOS
YELLOW
BPV
EXZ
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What It Means
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Lcv 0 0
PCv 32 10667
(&) 0 0
LES 0
ES 32
SES 32
SEFS 32
BES 0
UAS 32

[...Output truncated...]

The sample output shows that Router2 (Rx) detected a cumulative LOS and LOF
alarm for 32 seconds.

Step 2: Locate Alarm Indication Signal Alarms

Purpose

Action

What It Means

An alarm indication signal (AIS) is a valid framed signal with payload containing a
repeating 1010 pattern. An AlS alarm indicates a problem with the line upstream
from the T1 network element connected to the T1 interface.

To locate the AIS alarm, have the carrier check the T1 network element connected
to the T1 interface and trace the problem.

All diagnostics are from the perspective of Router2 (the Juniper Networks router).
Figure 4 illustrates the location of an AlIS alarm in a T1 network.

Figure 4: Location of an AIS Alarm in a T1 Network

) .:( g Repeater : — o
LS ‘ X multiplexer
N = < p
Router2 AIS LOS/LOF

1798

In Figure 4, the X indicates that there is an LOS or LOF alarm between the repeater
and the Tx T1 multiplexer. An AIS alarm is sent from the repeater to Router2.

Step 3: Locate an Incoming Yellow Alarm

Purpose

Action

An incoming yellow alarm indicates that the T1 network element connected to the
T1 interface has a problem with the signal it is receiving from the T1 interface.

To locate the yellow alarm, check the cable between the T1 interface and the
directly connected T1 network element.

Locate Most Common T1 Alarms and Errors
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All diagnostics are from the perspective of Router2. Figure 5 illustrates the location
of a yellow alarm in a T1 network.

Figure 5: Location of a Yellow Alarm in a T1 Network
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LS -< X multiplexer
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Router2 YLW
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What It Means In Figure 5, the T1 multiplexer detects an LOS or LOF alarm on its connection from
Router2 and sends a yellow (YLW) alarm to Router2.
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Part 3
Investigate T3 Interfaces

m  Monitor T3 Interfaces on page 51
m  Use Loopback Testing for T3 Interfaces on page 57

m  Locate T3 Alarms and Errors on page 71
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Chapter 6

Monitor T3 Interfaces

This chapter describes how to monitor T3 interfaces and begin the process of
isolating T3 interface problems when they occur. (See Table 12.)

Table 12: Checklist for Monitoring T3 Interfaces

T3 Interface Monitor Tasks

Command or Action

Monitor T3 Interfaces on page 52

1. Display the Status of T3 Interfaces on page 52

show interfaces terse t3*

2. Display the Status of a Specific T3 Interface on page 53

show interfaces t3-fpc/ pic/ port

3. Display Extensive Status Information for a Specific T3
Interface on page 53

show interfaces t3-fpc/ pic/ port extensive

4. Monitor Statistics for a T3 Interface on page 55

monitor interface t3-fpc/ pic/ port

51



JUNOS Interfaces Operations Guide

Monitor T3 Interfaces

Purpose By monitoring T3 interfaces, you begin the process of isolating T3 interface
problems when they occur.

Steps To Take To monitor T3 interfaces, follow these steps:

1. Display the Status of T3 Interfaces on page 52

2. Display the Status of a Specific T3 Interface on page 53

3. Display Extensive Status Information for a Specific T3 Interface on page 53

4. Monitor Statistics for a T3 Interface on page 55

Step 1: Display the Status of T3 Interfaces

Action To display the status of T3 interfaces, use the following JUNOS command-line
interface (CLI) operational mode command:

user@host> show interfaces terse t3*

Sample Output user@host> show interfaces terse t3*

Interface Admin Link Proto Local Remote
t3-1/0/0 down up - administratively disabled
t3-1/0/0.0 up down inet 1.1.1.1/30

t3-1/0/1 up down

t3-1/0/1.0 up down inet 2.2.2.2/30 - 1ink Tlayer down
t3-1/0/2 up up

t3-1/0/2.0 up up inet 3.3.3.3/30 - Tink layer up
£t3-1/0/3 up down

What It Means The sample output shows the status of both the physical and logical interfaces. See

Table 13

Table 13: Status of T3 Interfaces

for a description of what the output means.

Physical Logical

Interface Interface Status Description

t3-1/0/0 t3-1/0/0.0 This interface is administratively disabled and the physical link is healthy (Link Up), but
Admin Down Admin Up the logical interface is not established. The logical interface is down because the

Link Up Link Down physical link is disabled (Link Down).

t3-1/0/1 t3-1/0/1.0 This interface is not functioning between the local router and the remote router

Admin Up Admin Up because both the physical and logical links are down (Link Down). The interface is not
Link Down Link Down administratively disabled because both the physical and logical links are up (Admin Up).
t3-1/0/2 t3-1/0/2.0 This interface has both the physical and logical links up and running.

Admin Up Admin Up

Link Up Link Up

fe-1/0/3 This interface does not have a logical link configured.

Admin Up

Link Down
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Step 2: Display the Status of a Specific T3 Interface

Action

Sample Output

What It Means

To display the status of a specific T3 interface when you need to investigate its
status further, use the following JUNOS CLI operational mode command:

user@host> show interfaces t3-fpc/pic/port

user@host> show interfaces t3-1/0/0
Physical interface: t3-1/0/0, Enabled, Physical 1ink is Down
Interface index: 9, SNMP ifIndex: 10
Link-Tevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal
Speed: T3, Loopback: None, CRC: 16, Mode: C/Bit parity
Device flags : Present Running Down
Interface flags: Hardware-Down Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives
Keepalive Input: 116 (00:02:32 ago), Output: 185 (00:00:02 ago)
Input rate : 0 bps (0 pps), Output rate: 0 bps (0 pps)
Active alarms : LOF, LOS
Active defects : LOF, LOS
Logical interface t3-1/0/0.0 (Index 12) (SNMP ifIndex 32)
Flags: Device-down Point-To-Point SNMP-Traps, Encapsulation: Cisco-HDLC
Protocol inet, MTU: 4470
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

The first line of the sample output shows the status of the link. If this line shows that
the physical link is up, the physical link is healthy and can pass packets. If this line
shows that the physical link is down, the physical link is unhealthy and cannot pass
packets.

Step 3: Display Extensive Status Information for a Specific T3 Interface

Action

Sample Output

To display extensive status information about a specific T3 interface, use the
following JUNOS CLI operational mode command:

user@host> show interfaces t3-fpc/pic/port extensive

user@router> show interfaces t3-1/0/0 extensive
Physical interface: t3-1/0/0, Enabled, Physical Tink is Down
Interface index: 9, SNMP ifIndex: 10
Link-Tevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal
Speed: T3, Loopback: None, CRC: 16, Mode: C/Bit parity
Device flags : Present Running Down
Interface flags: Hardware-Down Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives
Keepalive statistics:
Input : 116 (last seen 00:02:59 ago)
Output: 187 (last seen 00:00:09 ago)
Statistics Tast cleared: Never
Traffic statistics:

Input bytes : 2552 0 bps
Output bytes : 3703 0 bps
Input packets: 116 0 pps
Output packets: 161 0 pps
Input errors: - Input errors

Errors: 0, Drops: 0, Framing errors: 229, Policed discards: 1
L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0
SRAM errors: 0, HS 1ink CRC errors: 0O

Output errors: - Output errors
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Carrier transitions: 4, Errors: 0, Drops: 0, Aged packets: 0

Active alarms : LOF, LOS- DS3 active alarms and defects
Active defects : LOF, LOS
DS3 Media: Seconds Count State - T3 media-specific errors
PLL Lock 0 0 OK
Reframing 273 2 Defect Active
AIS 0 0 OK
LOF 273 2 Defect Active
LOS 273 2 Defect Active
IDLE 0 0 OK
YELLOW 0 0 OK
BPV 0 0
EXZ 0 0
LCv 275 18022125
PCcv 0 0
ccv 0 0
LES 275
PES 273
PSES 273
CES 273
CSES 273
SEFS 273
UAS 277

HDLC configuration:
Policing bucket: Disabled
Shaping bucket : Disabled
Giant threshold: 4484, Runt threshold: 3
DSU configuration:
Compatibility mode: None, Scrambling: Disabled, Subrate: Disabled
FEAC loopback: Inactive, Response: Disabled, Count: 0
BERT time period: 10 seconds, Elapsed: 0 seconds
Algorithm: 2A3 - 1, Pseudorandom (1), Error rate: 10e-0
PFE configuration:
Destination slot: 1, Stream number: 0, PLP byte: 1 (0x00)
COS transmit queue bandwidth:
Queuel: 95, Queuel: 0, Queue2: 0, Queue3: 5
COS weighted round robin:
Queuel: 95, Queuel: 0, Queue2: 0, Queue3: 5
Logical interface t3-1/0/0.0 (Index 12) (SNMP ifIndex 32)
Flags: Device-down Point-To-Point SNMP-Traps, Encapsulation: Cisco-HDLC
Protocol inet, MTU: 4470, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1, Broadcast: Unspecified

What It Means The sample output shows where the errors might be occurring. Look at the active
alarms and active defects for the T3 interface and investigate the T3 media
accordingly. See “Locate T3 Alarms and Errors” on page 71 for an explanation of
T3 alarms.
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Step 4: Monitor Statistics for a T3 Interface

Action

Sample Output

What It Means

Chapter 6: Monitor T3 Interfaces

To monitor statistics for a T3 interface, use the following JUNOS CLI operational

mode command:
user@host> monitor interface t3-fpoc/pic/port

user@host> monitor interface t3-1/0/0

router Seconds: 78 Time:

Interface: t3-1/0/0, Enabled, Link is Down
Encapsulation: Cisco-HDLC, Keepalives, Speed: T3

Traffic statistics: Current Delta
Input bytes: 0 (O bps) [0]
Output bytes: 207 (184 bps) [184]
Input packets: 0 (0 pps) [0]
Output packets: 9 (1 pps) [8]

Encapsulation statistics:

Input keepalives: 0 [0]
Output keepalives: 9 [8]
Error statistics:
Input errors: 0 [0]
Input drops: 0 [0]
Input framing errors: 9 [8]
ccv 0 [0]

Interface warnings:
o Received keepalive count 1is zero

21:44:15

o Framing errors, check FCS, scrambling and subrate configuration

Next='n', Quit="'q' or ESC, Freeze='f', Thaw='t', Clear='c', Interface='i'

This command checks for and displays common interface failures, indicates
whether loopback is detected, and reports any increases in framing errors. Use the
information from this command to narrow down possible causes of an interface

problem.

NOTE: If you are accessing the router from the console connection, make sure you

set the CLI terminal type using the set cli terminal command.
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Table 14 presents problem situations and actions to help you further understand the
problem.

Table 14: Problem Situations and Actions

Problem Situation Action

Framing errors are Check the frame check sequence (FCS), scrambling, and subrate
increasing. configuration.

Framing errors are Check the cabling to the router and have the carrier verify the
increasing, and the integrity of the line.

configuration is correct.

Input errors are increasing. Check the cabling to the router and have the carrier verify the
integrity of the line.

A NOTE: We recommend that you use this command only for troubleshooting
purposes. Do not leave it on during normal router operations because real-time
monitoring of traffic consumes additional CPU and memory resources.
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Use Loopback Testing for T3 Interfaces

This chapter describes using loopback testing to isolate T3 interface problems.

(See Table 15.)

Table 15: Checklist for Using Loopback Testing for T3 Interfaces

T3 Interface Loopback Testing Tasks

Command or Action

Diagnose a Suspected Hardware Problem with a T3 Interface on page 58

1. Create a Loopback on page 58

a. Create a Physical Loopback on page 58

Connect the transmit port to the receive port.

b. Configure a Local Loopback on page 59

[edit interfaces interface-name t3-options]
set loopback local

show

commit

2. Set Clocking to Internal on page 60

[edit interfaces interface-name]
set clocking internal

show

commit

3. Verify That the T3 Interface Is Up on page 60

show interfaces t3-fpc/pic/port

4. Clear T3 Interface Statistics on page 62

clear interfaces statistics t3-fpc/pic/port

5. Force the Link Layer To Stay Up on page 62

a. Configure Encapsulation to Cisco-HDLC on page 62

[edit interfaces interface-name]
set encapsulation cisco-hdlc
show

commit

b. Configure No-Keepalives on page 63

[edit interfaces interface-name]
set no-keepalives

show

commit

6. Verify the Status of the Logical Interface on page 64

show interfaces t3-fpc/pic/port
show interfaces t3-fpc/pic/port terse

7. Ping the T3 Interface on page 65

ping interface t3-fpc/pic/port local-IP-address
bypass-routing count 1000 rapid

8. Check for T3 Interface Error Statistics on page 66

show interfaces t3-fpc/pic/port extensive
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T3 Interface Loopback Testing Tasks Command or Action

Diagnose a Suspected Circuit Problem on page 68

1. Create a Loop from the Router to the Network on page 68 [edit interfaces interface-name t3-options]
set loopback remote
show
commit

2. Create a Loop to the Router from Various Points in the Network on Perform Steps 2 through 8 from “Diagnose a
page 69 Suspected Hardware Problem with a T3 Interface”
on page 58.

Diagnose a Suspected Hardware Problem with a T3 Interface

Purpose When you suspect a hardware problem, take the following steps to help verify if
there is a hardware problem.

Steps To Take To diagnose a suspected hardware problem with a T3 interface, follow these steps:
1. Create a Loopback on page 58
2. Set Clocking to Internal on page 60
3. Verify That the T3 Interface Is Up on page 60
4. Clear T3 Interface Statistics on page 62
5. Force the Link Layer To Stay Up on page 62
6. Verify the Status of the Logical Interface on page 64
7. Ping the T3 Interface on page 65

8. Check for T3 Interface Error Statistics on page 66

Step 1: Create a Loopback

Purpose You can create a physical loopback or configure a local loopback to help diagnose a
suspected hardware problem. Creating a physical loopback is recommended
because it allows you to test and verify the transmit and receive ports. If a field
engineer is not available to create the physical loopback, you can configure a local
loopback for the interface. The local loopback creates a loopback internally in the
Physical Interface Card (PIC).

Create a Physical Loopback

Action To create a physical loopback at the port, connect the transmit port to the receive
port.

What It Means When you create and test a physical loopback, you are testing the transmit and

receive ports of the PIC. This action is recommended if a field engineer is available
to create the physical loop as it provides a more complete test of the PIC.
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Configure a Local Loopback

Action To configure a local loopback without physically connecting the transmit port to the
receive port, follow these steps:

1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name t3-options

2. Configure the loopback:

[edit interfaces interface-name t3-options]
user@host# set loopback local

3. Verify the configuration:
user@host# show
For example:
[edit interfaces t3-1/0/0 t3-options]
user@host# show
loopback local;
4. Commit the change:
user@host# commit
For example:
[edit interfaces 13-1/0/0 t3-options]
user@host# commit
commit complete
What It Means When you create a local loopback, you create an internal loop on the interface
being tested. A local loopback loops the traffic internally on that PIC. A local

loopback tests the interconnection of the PIC but does not test the transmit and
receive ports.

@ NOTE: Remember to delete the loopback statement after completing the test.
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Step 2: Set Clocking to Internal

Purpose You set clocking to internal because there is no external clock source in a loopback
connection.

Action To configure clocking to internal, follow these steps:
1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name

2. Configure clocking to internal:

[edit interfaces interface-name]
user@host# set clocking internal

3. \Verify the configuration:
user@host# show
For example:
[edit interfaces t3-1/0/0]
user@host# show
clocking internal;
4. Commit the change:
user@host# commit
For example:
[edit interfaces 13-1/0/0]
user@host# commit

commit complete

What It Means The clock source for the interface is set to the internal Stratum 3 clock.

Step 3: Verify That the T3 Interface Is Up

Purpose Display the status of the T3 interface to provide the information you need to
determine whether the physical link is up or down.

Action To verify that the status of the T3 interface is up, use the following JUNOS CLI
operational mode command:

user@host> show interfaces t3-fpc/pic/port
Sample Output The following output is for a T3 interface with the physical link up:
user@router> show interfaces t3-1/0/0
Physical interface: t3-1/0/0, Enabled, Physical 1link is Up
Interface index: 9, SNMP ifIndex: 10

Link-Tlevel type: PPP, MTU: 4474, Clocking: Internal
Speed: T3, Loopback: None, CRC: 16, Mode: C/Bit parity
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What It Means

Sample Output

What It Means

Device flags
Interface flags:
Link flags
Keepalive Input:
NCP state: Down,
Input rate

Active alarms
Active defects :

Chapter 7: Use Loopback Testing for T3 Interfaces

: Present Running Loop-Detected

Link-Layer-Down Point-To-Point SNMP-Traps

: Keepalives

6684 (00:07:51 ago), Output: 6693 (00:06:41 ago)
LCP state: Conf-reg-sent

1 224 bps (2 pps), Output rate: 240 bps (2 pps)
: None

None

Logical interface t3-1/0/0.0 (Index 13) (SNMP ifIndex 32)
Flags: Device-down Hardware-Down Point-To-Point SNMP-Traps

Encapsulation:
Protocol 1inet,

PPP
MTU: 4470, Flags: Protocol-Down

Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

The sample output shows that the physical link is up, the loop is detected, and there
are no T3 alarms or defects.

If the physical link is down, there may be a problem with the port. The following
output is an example of the show interfaces t3-fpc/pic/port command when the
physical link is down:

user@router> show interfaces t3-1/0/0
Physical interface: t3-1/0/0, Enabled, Physical 1link is Down

Interface index:
Link-Tevel type:

9, SNMP ifIndex: 10
Cisco-HDLC, MTU: 4474, Clocking: Internal

Speed: T3, Loopback: None, CRC: 16, Mode: C/Bit parity

Device flags
Interface flags:
Link flags
Keepalive Input:
Input rate

Active alarms
Active defects :

: Present Running Down

Hardware-Down Link-Layer-Down Point-To-Point SNMP-Traps

: Keepalives

116 (00:02:32 ago), Output: 185 (00:00:02 ago)

: 0 bps (0 pps), Output rate: 0 bps (0 pps)
: LOF, LOS

LOF, LOS

Logical interface t3-1/0/0.0 (Index 12) (SNMP ifIndex 32)
Flags: Device-down Point-To-Point SNMP-Traps, Encapsulation: Cisco-HDLC

Protocol 1inet,

MTU: 4470

Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

The sample output shows that the physical link is down, the device flags and
interface flags are down, and that there are T3 alarms and defects. Verify that the
fiber can successfully loop a known good port of the same type by checking for
damage to the cable.

Diagnose a Suspected Hardware Problem with a T3 Interface ® 61



JUNOS Interfaces Operations Guide

Step 4: Clear T3 Interface Statistics
Purpose You must reset T3 interface statistics before initiating the ping test. Resetting the
statistics provides a clean start so that previous input/output errors and packet

statistics do not interfere with the current diagnostics.

Action To clear all statistics for the interface, use the following JUNOS CLI operational mode
command:

user@host> clear interfaces statistics t3-fpc/pic/port

Sample Output user@host> clear interfaces statistics t3-4/0/2
user@host>

What It Means This command clears the interface statistics counters for interface t3-4/0/2 only.

Step 5: Force the Link Layer To Stay Up
Purpose To complete the loopback test, the link layer must remain up. However, JUNOS
software is designed to recognize that loop connections are not valid connections
and to bring the link layer down. You need to force the link layer to stay up by
making some configuration changes to the encapsulation and keepalives.
Steps To Take To force the link layer to stay up, follow these steps:

1. Configure Encapsulation to Cisco-HDLC on page 62

2. Configure No-Keepalives on page 63

Configure Encapsulation to Cisco-HDLC
Action To configure encapsulation on a T3 physical interface, follow these steps:
1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name

2. Configure Cisco-HDLC:

[edit interfaces interface-name]
user@host# set encapsulation cisco-hdic

3. Verify the configuration:
user@host# show
For example:
[edit interfaces 13-1/0/0]

user@host# show
encapsulation hdlc;
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4. Commit the change:
user@host# commit
For example:
[edit interfaces 13-1/0/0]
user@host# commit

commit complete

What It Means This command sets the interface encapsulation to the Cisco High-level Data-Link
Control (HDLC) transport protocol.

Configure No-Keepalives

Action To disable the sending of link-layer keepalives on a T3 physical interface, follow
these steps:

1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name

2. Configure no-keepalives:

[edit interfaces interface-name]
user@host# set no-keepalives

3. Verify the configuration:
user@host# show
For example:
[edit interfaces 13-1/0/0]
user@host# show
no-keepalives;
4. Commit the change:
user@host# commit
For example:
[edit interfaces t3-1/0/0]
user@host# commit
commit complete
What It Means By setting no-keepalives, the link layer is forced to stay up. If the setting remains at

keepalive, the router will recognize that the same link-layer keepalives are being
looped back and will bring the link layer down.
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Step 6: Verify the Status of the Logical Interface

Action To verify the status of the logical interface, use the following two JUNOS CLI
operational mode commands:

user@host# show interfaces t3-fpc/pic/port
user@host# show interfaces t3-fpc/pic/port terse

Sample Output The following sample output is for a T3 logical interface that is up:

user@router> show interfaces t3-1/0/0
Physical interface: t3-1/0/0, Enabled, Physical Tink is Up

Interface index: 13, SNMP ifIndex: 12

Link-Tlevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal, Speed: T3,
Loopback: None, FCS: 16,

Mode: C/Bit parity

Device flags : Present Running

Interface flags: Point-To-Point SNMP-Traps
Link flags : No-Keepalives

Input rate : 0 bps (0 pps)

OQutput rate : 0 bps (0 pps)

Active alarms : None

Active defects : None

Logical interface t3-1/0/0.0 (Index 126) (SNMP 1ifIndex 13)
Flags: Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Protocol inet, MTU: 4470, Flags: None

Addresses, Flags: Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1

user@router> show interfaces terse t3-1/0/0

Interface Admin Link Proto Local Remote
t3-1/0/0 up up
t3-1/0/0.0 up up inet 1.1.1.1/30

What It Means The sample output for the first command shows that the logical link is up because
there are no flags indicating that the link layer is down. The output for the show
interfaces terse command shows that logical interface t3-1/0/0 is up.

Sample Output The following sample output is for a T3 logical interface that is down:

user@router> show interfaces t3-0/2/0
Physical interface: t3-0/2/0, Enabled, Physical Tink is Up

Interface index: 13, SNMP ifIndex: 12

Link-Tlevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal, Speed: T3,
Loopback: None, FCS: 16,

Mode: C/Bit parity

Device flags : Present Running
Interface flags: Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepalive: Input: 0 (never), Output: 9 (00:00:04 ago)

Input rate : 0 bps (0 pps)
Output rate : 0 bps (0 pps)
Active alarms : None

Active defects : None

Logical interface t3-0/2/0.0 (Index 126) (SNMP 1ifIndex 13)
Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Protocol inet, MTU: 4470, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
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Destination: 1.1.1.0/30, Local: 1.1.1.1

user@router> show interfaces terse t3-0/2/0

Interface Admin Link Proto Local Remote
t3-0/2/0 up down
t3-0/2/0.0 up down inet 1.1.1.1/30

What It Means The sample output for both commands shows that the logical interface is down. The
first command shows that the link layer, device, and destination route are all down.
The second command shows that logical interface t3-0/2/0 is down.

Step 7: Ping the T3 Interface
Purpose Use the ping command to verify the loopback connection.

Action To ping the local interface, use the following JUNOS CLI operational mode
command:

user@host> ping interface t3-fpc/pic/port local-IP-address bypass-routing count
1000 rapid

Sample Output user@host# ping interface t3-2/2/0 10.0.2.1 bypass-routing count 1000 rapid
PING 10.0.2.1 (10.0.2.1): 56 data bytes

--- 10.0.2.1 ping statistics ---
1000 packets transmitted, 1000 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.374/0.446/9.744/0.754 ms

What It Means This command sends 1000 ping packets out of the interface to the local IP address.
The ping should complete successfully with no packet loss. If there is any persistent
packet loss, open a case with the Juniper Networks Technical Assistance Center
(JTAC) at support@juniper.net, or at 1-888-314-JTAC (within the United States) or
1-408-745-9500 (from outside the United States).
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Step 8: Check for T3 Interface Error Statistics
Purpose Persistent interface error statistics indicate that you need to open a case with JTAC.

Action To check the local interface for error statistics, use the following JUNOS CLI
operational mode command:

user@host> show interfaces t3-fpc/pic/port extensive

Sample Output user@router> show interfaces t3-1/0/0 extensive
Physical interface: t3-1/0/0, Enabled, Physical Tink is Down
Interface index: 9, SNMP ifIndex: 10
Link-Tevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal
Speed: T3, Loopback: None, CRC: 16, Mode: C/Bit parity

Device flags : Present Running Down
Interface flags: Hardware-Down Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Keepalive statistics:
Input : 116 (last seen 00:02:59 ago)
Output: 187 (last seen 00:00:09 ago)
Statistics Tast cleared: Never
Traffic statistics:

Input bytes : 2552 0 bps
Output bytes : 3703 0 bps
Input packets: 116 0 pps
Output packets: 161 0 pps

Input errors:
Errors: 0, Drops: 0, Framing errors: 229, Policed discards: 1
L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0
SRAM errors: 0, HS Tink CRC errors: 0
Output errors:
Carrier transitions: 4, Errors: 0, Drops: 0, Aged packets: 0
Active alarms : LOF, LOS
Active defects : LOF, LOS

DS3 Media: Seconds Count State

PLL Lock 0 0 OK

Reframing 273 2 Defect Active
AIS 0 0 OK

LOF 273 2 Defect Active
LOS 273 2 Defect Active
IDLE 0 0 OK

YELLOW 0 0 OK

BPV 0 0

EXZ 0 0

Lcv 275 18022125

PCv 0 0

ccv 0 0

LES 275

PES 273

PSES 273

CES 273

CSES 273

SEFS 273

UAS 277

HDLC configuration:
Policing bucket: Disabled
Shaping bucket : Disabled
Giant threshold: 4484, Runt threshold: 3
DSU configuration:
Compatibility mode: None, Scrambling: Disabled, Subrate: Disabled
FEAC Toopback: Inactive, Response: Disabled, Count: 0
BERT time period: 10 seconds, Elapsed: 0 seconds
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Algorithm: 2A3 - 1, Pseudorandom (1), Error rate: 10e-0
PFE configuration:
Destination slot: 1, Stream number: 0, PLP byte: 1 (0x00)
COS transmit queue bandwidth:
Queuel: 95, Queuel: 0, Queue2: 0, Queue3: 5
COS weighted round robin:
Queuel: 95, Queuel: 0, Queue2: 0, Queue3: 5
Logical interface t3-1/0/0.0 (Index 12) (SNMP ifIndex 32)
Flags: Device-down Point-To-Point SNMP-Traps, Encapsulation: Cisco-HDLC
Protocol inet, MTU: 4470, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 1.1.1.0/30, Local: 1.1.1.1, Broadcast: Unspecified

What It Means Check for any error statistics that may appear in the output. There should not be
any input or output errors. If there are any persistent input or output errors, open a
case with JTAC at support@juniper.net, or at 1-888-314-JTAC (within the United
States) or 1-408-745-9500 (from outside the United States).
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Diagnose a Suspected Circuit Problem

Purpose

When you suspect a circuit problem, it is important to work with the transport-layer
engineer to resolve the problem. The transport-layer engineer may ask you to create
a loop from the router to the network, or the engineer may create a loop to the

router from various points in the network.

Steps To Take To diagnose a suspected circuit problem, follow these steps:

1.

2.

Create a Loop from the Router to the Network on page 68

Create a Loop to the Router from Various Points in the Network on page 69

Step 1: Create a Loop from the Router to the Network

Purpose

Action

What It Means

Creating a loop from the router to the network allows the transport-layer engineer
to test the router from various points in the network. This helps the engineer isolate

where the problem is located.

To create a loop from the router to the network, follow these steps:

1.

In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name t3-options

Configure the remote loopback:

[edit interfaces interface-name t3-options]
user@host# set loopback remote

Verify the configuration:
user@host# show

For example:

[edit interfaces t3-1/0/0 t3-options]
user@host# show

loopback remote;

Commit the change:

user@host# commit

For example:

[edit interfaces 13-1/0/0 t3-options]

user@host# commit
commit complete

This command loops any traffic from the network back into the network.
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Step 2: Create a Loop to the Router from Various Points in the Network

Purpose The transport-layer engineer creates a loop to the router from various points in the
network so that you can then perform tests to verify the connection from the router
to that loopback in the network.

Action To verify the connection from the router to a loopback in the network, follow Steps
2 through 8 in “Diagnose a Suspected Hardware Problem with a T3 Interface” on
page 58.

Keep in mind that any problems encountered in the test indicate a problem with
the connection from the router to the loopback in the network. By performing tests
to loopbacks at various points in the network, you can isolate the source of the
problem.
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Locate T3 Alarms and Errors

This chapter describes the most common T3 alarms and errors you can encounter
when investigating line problems on a Juniper Networks router. (See Table 16.)

Table 16: Checklist of Common T3 Alarms and Errors

T3 Alarms and Errors Tasks Command or Action

Display T3 Alarms and Errors on page 72 show interfaces t3-fpc/pic/port extensive

Locate Most Common T3 Alarms and Errors on

page 74

1. Locate Loss of Signal and Loss of Frame Alarms on Check the connection between the router port and the first T3
page 74 network element.

2. Locate Alarm Indication Signal Alarms on page 75 Check the T3 network element connected to the T3 interface.

3. Locate an Incoming Yellow Alarm on page 75 Check the cable between the T3 interface and the directly

connected T3 network element.
4. Locate IDLE on a T3 Interface on page 76 Check that the line is provisioned for service.

&=

NOTE: T3 is a general term used to refer to the transmission of 44.736-Mbps
digital circuits over any media. T3 can be transported over copper, fiber, or radio.
DS-3 is the term for the electrical signal found at the metallic interface for this
circuit where most of the testing is performed.
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Display T3 Alarms and Errors

Action To display T3 alarms and errors, use the following JUNOS command-line interface
(CLI) operational mode command:

user@host> show interfaces t3-fpc/pic/port extensive

Sample Output user@host> show interfaces t3-1/0/0 extensive
Physical interface: t3-1/0/0, Enabled, Physical Tink is Down
Interface index: 9, SNMP ifIndex: 10
Link-Tevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal
Speed: T3, Loopback: None, CRC: 16, Mode: C/Bit parity

Device flags : Present Running Down
Interface flags: Hardware-Down Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Keepalive statistics:
Input : 116 (last seen 00:02:59 ago)
Output: 187 (last seen 00:00:09 ago)
Statistics Tast cleared: Never
Traffic statistics:

Input bytes : 2552 0 bps
Output bytes : 3703 0 bps
Input packets: 116 0 pps
Output packets: 161 0 pps

Input errors:
Errors: 0, Drops: 0, Framing errors: 229, Policed discards: 1
L3 incompletes: 0, L2 channel errors: 0, L2 mismatch timeouts: 0
SRAM errors: 0, HS Tink CRC errors: 0
Output errors:
Carrier transitions: 4, Errors: 0, Drops: 0, Aged packets: 0

Active alarms : LOF, LOS - DS-3 active alarms and defects
Active defects : LOF, LOS
DS3 Media: Seconds Count State - T3 media-specific errors
PLL Lock 0 0 OK
Reframing 273 2 Defect Active
AIS 0 0 OK
LOF 273 2 Defect Active
LOS 273 2 Defect Active
IDLE 0 0 OK
YELLOW 0 0 OK
BPV 0 0
EXZ 0 0
Lcv 275 18022125
PCv 0 0
ccv 0 0
LES 275
PES 273
PSES 273
CES 273
CSES 273
SEFS 273
UAS 277

[...Output truncated...]

What It Means The sample output shows active alarms and active defects. When a major error
(such as an alarm indication signal [AIS]) is seen for a few consecutive frames, a
defect is declared within 1 second from detection. At the defect level, the interface
is taken down and routing protocols are immediately notified (this is the default). In
most cases, when a defect persists for 2.5 second plus or minus 0.5 seconds, an
alarm is declared.
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Notification messages are logged at the alarm level. Depending on the type of T3
alarm, you can configure the craft panel to display the red or yellow alarm LED and
simultaneously have the alarm relay activate a physically connected device (such as

a bell).

Table 17 lists the T3 media-specific alarms or errors that can render the interface
unable to pass packets.

Table 17: T3 Interface Error Counter Definitions

T3 Alarm or

Error Definition

AIS Alarm indication signal

EXZ Excessive zeros

FERF Far-end failures

IDLE Idle code detected

Lcv Line code violation

LOS Loss of signal

LOF Loss of frame

YLW Remote defect indication (yellow
alarm)

PLL Phase locked loop
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Locate Most Common T3 Alarms and Errors
The following alarms and errors are described in this chapter:
1. Locate Loss of Signal and Loss of Frame Alarms on page 74
2. Locate Alarm Indication Signal Alarms on page 75
3. Locate an Incoming Yellow Alarm on page 75

4. Locate IDLE on a T3 Interface on page 76

Step 1: Locate Loss of Signal and Loss of Frame Alarms

Purpose A loss of signal (LOS) or loss of frame (LOF) alarm indicates that a signal could not
be detected at the T3 interface.

Action To locate the LOS or LOF alarm, check the connection between the router port and
the first T3 network element. In the example network in Figure 6, the X indicates
that there is a connection problem between Router2 and the nearest T3 network
element.

Figure 6: Location of an LOS or LOF Alarm in a T3 Network
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@ NOTE: Tx represents the transmit port and Rx represents the receive port.

Sample Output user@router2> show interfaces t3-1/1/1 extensive
[... Output truncated...]
Active alarms : LOF, LOS
Active defects : LOF, LOS

DS3 Media: Seconds Count State
PLL Lock 0 0 OK
Reframing 273 2 Defect Active
AIS 0 0 OK
LOF 273 2 Defect Active
LOS 273 2 Defect Active

[...Output truncated...]

What It Means The sample output shows that Router2 (Rx) detected a cumulative LOS and LOF for
273 seconds. The defect was declared twice during that time.
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Step 2: Locate Alarm Indication Signal Alarms

Purpose

Action

What It Means

An alarm indication signal (AlIS) is a valid framed signal with payload containing a
repeating 1010 pattern. An AIS alarm indicates a problem with the line upstream
from the T3 network element connected to the T3 interface.

To locate the AIS alarm, have the carrier check the T3 network element connected
to the T3 interface and trace the problem.

All diagnostics are from the perspective of Router2 (the Juniper Networks router).
Figure 7 illustrates the location of an AIS alarm in a T3 network.

Figure 7: Location of an AIS Alarm in a T3 Network
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In Figure 7, the X indicates that there is an LOS or LOF alarm between the repeater
and the Tx T3 multiplexer. An AIS alarm is sent from the repeater to Router2.

Step 3: Locate an Incoming Yellow Alarm

Purpose

Action

What It Means

An incoming yellow alarm indicates that the T3 network element connected to the

T3 interface has a problem with the signal it is receiving from the T3 interface.

To locate the yellow alarm, check the cable between the T3 interface and the
directly connected T3 network element.

All diagnostics are from the perspective of Router2. Figure 8 illustrates the location
of a yellow alarm in a T3 network.

Figure 8: Location of a Yellow Alarm in a T3 Network
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The T3 multiplexer detects an LOS or LOF on its connection from Router2 and
sends a yellow (YLW) alarm to Router2.
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Step 4: Locate IDLE on a T3 Interface

Purpose The T3 (DS-3) IDLE signal is a validly framed DS-3 signal with a payload consisting
of a repeated 1100 signal. IDLE indicates that the line has not been provisioned for
service.

Action Have the carrier make sure that the line is provisioned for service.

Sample Output user@router2> show interfaces t3-1/1/0
Physical interface: t3-1/1/0, Enabled, Physical Tlink is Down
Interface index: 13, SNMP ifIndex: 21
Link-Tevel type: PPP, MTU: 4474, Clocking: Internal
Speed: T3, Loopback: None, CRC: 16, Mode: C/Bit parity

Device flags : Present Running Down

Interface flags: Hardware-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Input rate : 0 bps (0 pps), Output rate: 0 bps (0 pps)
Active alarms : IDLE

Active defects : IDLE

(%7 NOTE: For detailed definitions of the T3 (DS-3) error events (BPV, EXZ, LCV, PCV,
and CCV) and performance parameters (LES, PES, PSES, CES, CSES, SEFS, and
UAS), see RFC 2496.

76 m Locate Most Common T3 Alarms and Errors



Part 4
Investigate ATM Interfaces

m  Determine ATM Interface Type on page 79
= Monitor ATM Interfaces on page 89
m  Use Loopback Testing for ATM Interfaces on page 105

m  [ocate ATM Alarms and Errors on page 119
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Chapter 9

Determine ATM Interface Type

This chapter describes how to determine the type of Asynchronous Transfer
Mode (ATM) interface on your router. (See Table 18.)

Table 18: Checklist for Determining ATM Interface Type

Determine ATM Interface Type Tasks

Command or Action

Determine the ATM Interface Type and Configuration on page 80

1. Determine the ATM Interface Type on page 80

show chassis hardware

2. Check that the ATM Configuration Is Correct on page 81

a. Check the Configuration of an ATM1 Interface on page 81

show configuration interfaces at-fpc/ pic/ port

b. Check the Configuration of an ATM2 IQ Interface on page 82

show configuration interfaces at-fpc/ pic/ port

Examples of Incorrect Configurations of ATM Options on page 83

1. Check the Configuration of the VCI on an ATM1 Interface on
page 83

show configuration interfaces at-fpc/ pic/ port

show interfaces terse at-fpc/ pic/ port

edit

edit interfaces interface-name atm-options vpi vpi-identifier
maximum-vcs maximum-vcs

show

commit

show configuration interfaces at-fpc/ pic/ port

run show interfaces terse at-fpc/ pic/ port

2. Check the Configuration of the VCI on an ATM2 IQ Interface on
page 84

show configuration interfaces at-fpc/ pic/ port

show interfaces terse at-fpc/ pic/ port

edit

edit interfaces interface-name atm-options vpi vpi-identifier
delete maximum-vcs

show

commit

show configuration interfaces at-fpc/ pic/ port

run show interfaces terse at-fpc/ pic/ port

3. Check the Configuration of Promiscuous Mode on an ATM2 1Q
Interface on page 86

show configuration interfaces at-fpc/ pic/ port

show interfaces terse at-fpc/ pic/ port

edit

set interfaces interface-name atm-options pic-type atm 2
show

commit

show configuration interfaces at-fpc/ pic/ port

run show interfaces terse at-fpc/ pic/ port
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Determine the ATM Interface Type and Configuration

Purpose When you know the type of ATM interface on your router, you can configure it with
the correct configuration options.

Steps To Take For ATM1 and ATM2 intelligent queuing (IQ) interfaces, the JUNOS software does
not determine from the interface name at-fpc/pic/port whether your routing
platform has an ATM1 or ATM2 1Q Physical Interface Card (PIC) installed. To
determine the type of ATM interface on your router and to check your ATM interface
configuration, follow these steps:

1. Determine the ATM Interface Type on page 80

2. Check that the ATM Configuration Is Correct on page 81

Step 1: Determine the ATM Interface Type

Action To determine the type of ATM interface on your router, use the following JUNOS
command-line interface (CLI) operational mode command:

user@host> show chassis hardware

Sample Output user@host> show chassis hardware
Hardware inventory:
Item Version Part number Serial number Description
Chassis 50992 M10
Midplane REV 03 710-001950 HB2090
Power Supply B Rev 04 740-002497 L]J23082 AC
Display REV 04 710-001995 HC5151
Routing Engine 9700000792694801 RE-2.0
FEB REV 06 710-003310 HH0211 E-FEB
FPC 0 E-FPC
PIC 0 REV 06 750-002992 HP2711 4x F/E, 100 BASE-TX
PIC 1 REV 02 750-005718 BE6774 1x 0C-12 ATM-II IQ, MM
PIC 3 REV 04 750-002971 HC8106 4x OC-3 SONET, MM
FPC 1 E-FPC
PIC 1 REV 03 750-000612 AA7399 2x 0C-3 ATM, MM
PIC 3 REV 02 750-000618 AE2070 4x T3

What It Means The sample output shows the hardware inventory. The ATM2 IQ interface is in

Flexible PIC Concentrator (FPC) slot 0, and PIC slot 1, which translates to
at-fpc/pic/port or at-0/1/0. The ATM1 interface name is at-1/1/0.
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Step 2: Check that the ATM Configuration Is Correct

Purpose

Steps To Take

Purpose

Action

Sample Output 1

Sample Output 2

What It Means

The supported set of configuration options varies between the ATM1 and ATM2 1Q
interfaces. If you configure an ATM1 interface using ATM2 1Q configuration options,
the configuration does not commit. The same occurs if you configure an ATM2 1Q
interface with ATM1 options. See the JUNOS Network Interfaces and Class of Service
Configuration Guide for more information on the options supported for ATM1 and
ATM?2 1Q interfaces.

To check the configuration of an ATM interface, follow these steps:
1. Check the Configuration of an ATM1 Interface on page 81

2. Check the Configuration of an ATM2 1Q Interface on page 82

Check the Configuration of an ATM1 Interface

The JUNOS software assumes an ATM1 interface configuration if you include the
maximum-vcs statement without the pic-type statement at the [edit interfaces
at-fpc/pic/port atm-options] hierarchy level,

To check the configuration of an ATM1 interface, use the following JUNOS CLI
operational mode command:

user@host> show configuration interfaces at-fpc/pic/port

user@host> show configuration interfaces at-0/1/0
atm-options {
vpi 1 {
maximum-vcs 1024;

}
}
unit 100 {
vci 1.100;
family inet {
address 25.25.25.2/30;
}
}

user@host> show configuration interfaces at-1/0/0
atm-options {

pic-type atml;

vpi 0 maximum-vcs 256;

vpi 1 maximum-vcs 512;

}

The sample output shows the correct configuration of an ATM1 interface. Sample
output 1 shows the maximum-vcs statement configured on an ATM interface.
Because the pic-type statement is not included in the configuration, this interface is
assumed to be an ATM1 interface. Use the show chassis hardware command to
verify that the interface is an ATM1. Otherwise this could be the incorrect
configuration of an ATM2 IQ interface. Sample output 2 shows the correct
configuration of an ATM1 interface with the pic-type statement and the maximum-vcs
statement.

See the JUNOS Network Interfaces and Class of Service Configuration Guide, for more
information on configuring ATM1 interfaces.

Determine the ATM Interface Type and Configuration
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Check the Configuration of an ATM2 IQ Interface

Purpose ATM?2 IQ interfaces must not have the maximum-vcs statement included in the
configuration.

Action To check the configuration on an ATM2 IQ interface, use the following CLI
operational mode command:

user@host> show configuration interfaces at-fpc/pic/port

Sample Output 1 user@host> show configuration interfaces at-0/1/0
atm-options {

vpi 1;
}
unit 100 {
vci 1.100;
family inet {
address 25.25.25.1/30;
}
}

Sample Output 2 user@host> show configuration interfaces at-2/2/0
atm-options {
pic-type atm2;
vpi 1;
}
unit 100 {
encapsulation ether-over-atm-11c;
vci 1.100;
shaping {
vbr peak 66k sustained 66k burst 40;
}
family inet {
address 192.168.5.1/24;
}
}
[...Output truncated...]

What It Means The sample output shows the correct configuration of an ATM2 1Q interface. The
first example shows that the interface at-0/1/0 has ATM options configured and the
logical interface at-0/1/0.100. Sample output 2 shows another interface at-2/2/0
with the PIC type configured.

@ NOTE: The ATM2 IQ interface does not have the maximum-vcs statement included
in the configuration.

See the JUNOS Network Interfaces and Class of Service Configuration Guide, for more
information on configuring ATM2 1Q interfaces.
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Examples of Incorrect Configurations of ATM Options

Purpose Even though ATM1 and ATM2 1Q interfaces may be configured with the incorrect
options, the configuration may commit but the logical interface may not come up.
Here are some examples of incorrectly configured options:
1. Check the Configuration of the VCI on an ATM1 Interface on page 83
2. Check the Configuration of the VCI on an ATM2 IQ Interface on page 84
3. Check the Configuration of Promiscuous Mode on an ATM2 1Q Interface on
page 86
Check the Configuration of the VCI on an ATM1 Interface

Purpose If your configuration of the virtual channel identifier (VCI) is incorrect, the logical
interface is not created.

Action To check that VCI is configured correctly on your ATM1 interface, follow these steps:

1. Check the configuration with the following JUNOS CLI operational mode
command:

user@host> show configuration interfaces at-fpc/pic/port

For example, the following output shows an incorrectly configured ATM1
interface:

user@host> show configuration interfaces at-1/2/0
atm-options {

vpi 1;
} <<< the maximum-vcs statement 1is missing
unit 100 {

vci 1.100;

family inet {
address 25.25.25.2/30;
}
}

2. Check if the logical interface unit 100 is created with the following command:
user@host> show interfaces terse at-fpc/pic/port
For example, the following output shows that the link is not created:

user@host> show interfaces terse at-1/2/0

Interface Admin Link Proto Local Remote
at-1/2/0 up up

<<< missing logical interface at-1/2/0.100
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3. Include the maximum-vcs statement in the configuration:

user@host> edit

user@host# edit interfaces interface-name atm-options vpi vpi-identifier
maximum-ves maximum-vcs

user@host# show

user@host# commit

For example, the following output shows a correctly configured ATM1 interface:

user@host> show configuration interfaces at-0/1/0
atm-options {
vpi 1 {
maximum-vcs 1024;

}
}
unit 100 {
vci 1.100;
family inet {
address 25.25.25.2/30;
}
}

4. Check that the logical interface is created with the following command:
user@host> run show interfaces terse at-foc/pic/port

For example, the following output shows that the link is created:

user@host# run show interfaces terse at-1/2/0

Interface Admin Link Proto Local Remote
at-1/2/0 up up
at-1/2/0.100 up up inet 25.25.25.2/30

What It Means The steps above show that initially the logical interface at-1/2/0.100 is not created
because the maximum-vcs statement is not included in the ATM1 configuration.
When that statement is included, the logical interface is created.

Check the Configuration of the VCI on an ATM2 IQ Interface
Purpose If your configuration of the VCI is incorrect, the logical interface is not created.

Action To check that VCI is configured correctly on your ATM2 IQ interface, follow these
steps:

1. Check the configuration with the following JUNOS CLI operational mode
command:

user@host> show configuration interfaces at-fpc/pic/port

For example, the following output shows an incorrectly configured ATM2 1Q
interface:

user@host> show configuration interfaces at-0/1/0
atm-options {
vpi 1 {
maximum-vcs 200; <<< incorrectly included

}
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}
unit 100 {
vci 1.100;
family inet {
address 25.25.25.1/30;
}
}

2. Check if the logical interface unit 100 is created with the following command:
user@host> show interfaces terse at-fpc/pic/port

For example, the following output shows that the link is not created:

user@host> show interfaces terse at-0/1/0

Interface Admin Link Proto Local Remote
at-0/1/0 up up

<<< missing logical interface at-0/1/0.100

3. Delete the incorrect maximum-vcs statement from the configuration:

user@host> edit

user@host# edit interfaces interface-name atm-options vpi vpi-identifier
user@host# delete maximum-ves

user@host# show

user@host# commit

For example, the following output shows a correctly configured ATM2 1Q
interface:

user@host> show configuration interfaces at-0/1/0
atm-options {

vpi 1 {
}
}
unit 100 {
vci 1.100;
family inet {
address 25.25.25.1/30;
}
}

4. Check that the logical interface is created with the following command:
user@host> show interfaces terse at-fpc/pic/port

For example, the following output shows that the link is created:

user@host> show interfaces terse at-0/1/0

Interface Admin Link Proto Local Remote
at-0/1/0 up up
at-0/1/0.100 up up inet 25.25.25.1/30

What It Means The steps above show that initially the logical interface at-0/1/0.100 is not created
because the maximum-vcs statement is included in the ATM2 1Q configuration.
When that statement is deleted, the logical interface is created.
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Check the Configuration of Promiscuous Mode on an ATM2 IQ Interface

Purpose If your configuration of promiscuous mode is incorrect, the logical interface is not
created. ATM2 1Q interfaces must have the pictype atm2 statement included if you
are including the promiscuous-mode statement in the configuration.

Action To check that promiscuous mode is configured correctly on your ATM2 IQ interface,
follow these steps:

1. Check the configuration with the following JUNOS CLI operational mode
command:

user@host> show configuration interfaces at-fpc/pic/port

For example, the following output shows promiscuous mode incorrectly
configured on an ATM2 1Q interface:

user@host> show configuration interfaces at-1/2/0
encapsulation atm-ccc-cell-relay;
atm-options {

promiscuous-mode { <<< the pic-type statement 1is missing

vpi 1;
}
}
unit 1 {
vpi 1;
}

2. Check if the logical interface unit 1 is created with the following command:
user@host> run show interfaces terse at-fpc/pic/port
For example, the following output shows that the link is not created:
user@host# run show interfaces terse at-0/1/0
Interface Admin Link Proto Local Remote
at-0/1/0 up up
<<< missing logical interface at-0/1/0.1

3. Include the pictype statement in the configuration:
user@host> edit
user@host# set interfaces interface-name atm-options pic-type atm2

user@host# show
user@host# commit
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For example, the following output shows promiscuous mode correctly
configured on an ATM2 1Q interface:

user@host> show configuration interfaces at-0/1/0
encapsulation atm-ccc-cell-relay;
atm-options {

pic-type atm2;

promiscuous-mode {

vpi 1;
}
}
unit 1 {
vpi 1;
}

4. Check that the logical interface is created with the following command:
user@host> run show interfaces terse at-fpc/pic/port

For example, the following output shows that the link is created:

user@host# run show interfaces terse at-0/1/0

Interface Admin Link Proto Local Remote
at-0/1/0 up up
at-0/1/0.1 up up ccc

What It Means The steps above show that initially the logical interface at-0/1/0.1 is not created
because the pic-type statement is not included with the promiscuous-mode
statement in the ATM2 IQ configuration. When that statement is included, the
logical interface is created.
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Monitor ATM Interfaces

This chapter describes how to monitor Asynchronous Transfer Mode (ATM)
interfaces and begin the process of isolating ATM interface problems when they
occur. (See Table 19.)

Table 19: Checklist for Monitoring ATM Interfaces

ATM Interface Monitor Tasks Command or Action

Monitor ATM Interfaces on page 90 show interfaces terse at*

Monitor ATM1 Interfaces on page 91

1. Display the Status of a Specific ATM1 Interface on page 91  show interfaces at-fpc/ pic/ port

2. Display Extensive Status Information for a Specific ATM 1 show interfaces at-fpc/ pic/ port extensive
Interface on page 92

3. Monitor Statistics for an ATM1 Interface on page 94 monitor interface at-fpc/ pic/ port

Monitor ATM2 1Q Interfaces on page 96

1. Display the Status of a Specific ATM2 IQ Interface on show interfaces terse at-fpc/ pic/ port
page 96 show interfaces at-fpc/ pic/ port

2. Display Extensive Information for a Specific ATM2 Interface show interfaces at-fpc/ pic/ port extensive
on page 98

3. Monitor Statistics for an ATM2 Interface on page 103 monitor interface at-fpc/ pic/ port
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Monitor ATM Interfaces

Purpose By monitoring ATM interfaces, you begin the process of isolating ATM interface
problems when they occur. The following command provides the status of all ATM
interfaces on the router. See “Determine ATM Interface Type” on page 79 for
information on how to determine the ATM interface type.

Action To display the status of all ATM interfaces, use the following JUNOS command-line
interface (CLI) operational mode command:

user@host> show interfaces terse at*

Sample Output The following sample output is for an ATM1 interface:

user@host> show interfaces terse at*

Interface Admin Link Proto Local Remote
at-2/0/0 up up

at-2/2/0.100 up up inet 10.16.5.1/24

at-2/2/0.101 up up inet 10.16.250.253/30
at-2/2/0.200 up up inet 20.20.20.1/30

at-2/2/0.300 up up inet 30.30.30.1/30

at-2/2/0.400 up up inet 40.40.40.1/30
at-2/2/0.32767 up up

at-2/0/1 up down

at-2/0/1.10 up down inet 10.10.100.1/30

What It Means The sample output lists only the ATM interfaces and shows the status of both the
physical and logical interfaces. See Table 20 for a description of what the output
means. You cannot determine from this output whether the interfaces are ATM1 or
ATM2Z intelligent queuing (IQ). See “Determine ATM Interface Type” on page 79 for
information on how to determine the ATM interface type.

Table 20: Status of ATM Interfaces

Physical Logical

Interface Interface Status Description

at-2/0/0 at-2/0/0.100 Both the physical and logical links are up and running on

Admin Up Admin Up this interface. By default on an ATM interface, if the

Link Up Link Up physical link is up, Fhe logical Ilr}k is also up. However,}for
ATM 1 or ATM2 1Q interfaces with an ATM encapsulation
and OAM configured for the VC, even if the physical
interface is up, the logical link for a VC can be down due
to a VC misconfiguration.

at-2/0/1 at-2/0/1.10 The physical link is down on this interface and therefore

Admin Up Admin Up the logical interface is down also.

Link Down Link Down
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Monitor ATM1 Interfaces

Steps To Take To monitor an ATM1 interface, follow these steps:
1. Display the Status of a Specific ATM1 Interface on page 91
2. Display Extensive Status Information for a Specific ATM1 Interface on page 92

3. Monitor Statistics for an ATM1 Interface on page 94

Step 1: Display the Status of a Specific ATM1 Interface

Action To display the status of a specific ATM interface, use the following JUNOS CLI
operational mode command:

user@host> show interfaces at-fpc/pic/port
Sample Output The following sample output is for an ATM1 interface:

user@host> show interfaces at-2/0/1
Physical interface: at-2/0/1, Enabled, Physical 1link is Down

Interface index: 23, SNMP ifIndex: 43

Link-Tevel type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:
0C3, Loopback: None, Payload scrambler: Enabled

Device flags : Present Running Down
Link flags : None

Input rate : 0 bps (0 pps)

OQutput rate : 0 bps (0 pps)

SONET alarms : LOL, LOS

SONET defects : LOL, LOF, LOS, SEF, AIS-L, AIS-P, RDI-P, PLM-P

Logical interface at-2/0/1.10 (Index 30) (SNMP 1ifIndex 65)
Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Input packets : 0
Output packets: 0
Protocol inet, MTU: 4470, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 192.168.100.0/30, Local: 192.168.100.1
VCI 2.100
Flags: Active
Total down time: O sec, Last down: Never
Traffic statistics:
Input packets: 0
Output packets: 0

What It Means The first line of the sample output shows that the physical link is down and
therefore the logical link is down also. This means that the interface cannot pass
packets.

Further down the sample output, look for active alarms and defects. If there are any,
and to further diagnose the problem, see “Display Extensive Status Information for
a Specific ATM1 Interface” on page 92 to display more extensive information about
the ATM interface and the physical interface that is down.

Monitor ATM1 Interfaces =



JUNOS Interfaces Operations Guide

Step 2: Display Extensive Status Information for a Specific ATM1 Interface

Action To display extensive status information about a specific interface, use the following
JUNOS CLI operational mode command:

user@host> show interfaces at-foc/pic/port extensive

Sample Output user@host> show interfaces at-2/0/1 extensive
Physical interface: at-2/0/1, Enabled, Physical Tink is Down
Interface index: 23, SNMP ifIndex: 43, Generation: 22
Link-Tevel type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:
0C3, Loopback: None, Payload scrambler: Enabled

Device flags : Present Running Down
Link flags : None
Hold-times : Up 0 ms, Down O ms

Statistics Tast cleared: 2002-07-29 14:28:14 EDT (00:18:00 ago)
Traffic statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

Input errors:
Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: O,
L3 incompletes: 0, L2 channel errors: 0,
L2 mismatch timeouts: 0
Output errors:
Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0

SONET alarms : LOL, LOS
SONET defects : LOL, LOF, LOS, SEF, AIS-L, AIS-P, RDI-P, PLM-P
SONET PHY: Seconds Count State
PLL Lock 0 0 OK
PHY Light 1079 0 Light Missing
SONET section:
BIP-B1 0 0
SEF 1079 0 Defect Active
LOS 1079 0 Defect Active
LOF 1079 0 Defect Active
ES-S 1079
SES-S 1079
SEFS-S 1079
SONET Tine:
BIP-B2 0 0
REI-L 0 0
RDI-L 0 0 OK
AIS-L 1079 0 Defect Active
BERR-SF 0 0 OK
BERR-SD 0 0 OK
ES-L 1079
SES-L 1079
UAS-L 1079
ES-LFE 0
SES-LFE 0
UAS-LFE 0
SONET path:
BIP-B3 0 0
REI-P 0 0
LOP-P 0 0 OK
AIS-P 1079 0 Defect Active
RDI-P 1079 0 Defect Active
UNEQ-P 0 0 OK
PLM-P 1079 0 Defect Active
ES-P 1079
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SES-P 1079
UAS-P 1079
ES-PFE 1079
SES-PFE 1079
UAS-PFE 1079
Received SONET overhead:
F1 : 0x00, JO : 0x00, K1 : Oxff, K2 : Oxff
S1 : 0x00, C2 : Oxff, C2(cmp) : O0x13, F2 : 0x00
Z3 : 0x00, Z4 : 0x00, S1(cmp) : 0x00, V5 : 0x00

V5(cmp) : 0x00
Transmitted SONET overhead:

F1 : 0x00, JO : 0x01, K1 : 0x00, K2 : 0x00
S1 : 0x00, C2 : 0x13, F2 : 0x00, Z3 : 0x00
74 : 0x00, V5 : 0x00

ATM status:
HCS state: Hunt
LOC : OK

ATM Statistics:
Uncorrectable HCS errors: 0, Correctable HCS errors: 0, Tx cell FIFO
overruns: 0, Rx cell FIFO overruns: O,
Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count:
381110991, Output idle cell count: 18446744069795695321,
Output VC queue drops: 0, Input no buffers: 0, Input length errors: 0, Input
timeouts: 0, Input invalid VCs: 0,
Input bad CRCs: 0, Input OAM cell no buffers: 0
PFE configuration:
Destination slot: 2

CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 0 0 O 0 Tow none

1 expedited-forwarding 0 0 O 0 Tow none

2 assured-forwarding 0 0 O 0 Tow none

3 network-control 0 0 O 0 Tow none

Logical interface at-2/0/1.10 (Index 30) (SNMP 1ifIndex 65) (Generation 29)
Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:

Input bytes
Output bytes
Input packets:
Output packets:
Local statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Transit statistics:
Input bytes
Output bytes 0 bps
Input packets: 0 pps
Output packets: 0 0 pps
Protocol inet, MTU: 4470, Flags: None, Generation: 32 Route table: 0
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 192.168.100.0/30, Local: 192.168.100.1, Broadcast:
Unspecified, Generation: 61
VCI 2.100
Flags: Active
Total down time: O sec, Last down: Never
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:
Input bytes : 0
Output bytes : 0

[=NeNeNe]

o O O o

0 bps

o o o

Monitor ATM1 Interfaces m 93



JUNOS Interfaces Operations Guide

Input packets: 0
Output packets:

What It Means The sample output is for an OC-3 ATM interface and shows the statistics for the
SONET media, as well as the Input and Output ATM errors. Error details include input
and output errors, active alarms and defects, and media-specific errors.

If the physical link is down, look at the active alarms and defects for the ATM

interface and check the ATM media accordingly. See “Locate ATM Alarms and
Errors” on page 119 for an explanation of ATM alarms.

Step 3: Monitor Statistics for an ATM1 Interface

Action To monitor statistics for an ATM1 interface, use the following JUNOS CLI operational
mode command:

user@host> monitor interface at-fpc/pic/port

A CAUTION: We recommend that you use this command only for diagnostic
purposes. Do not leave it on during normal router operations because real-time
monitoring of traffic consumes additional CPU and memory resources.

Sample Output user@host> monitor interface at-2/0/0
host Seconds: 68 Time: 13:52:33
Delay: 0/0/2
Interface: at-2/0/0, Enabled, Link is Up
Encapsulation: ATM-PVC, Speed: 0C3

Traffic statistics: Current delta
Input bytes: 1528168 (2142968 bps) [1528000]
Output bytes: 1540192 (2165880 bps) [1540000]
Input packets: 1002 (175 pps) [1000]
Output packets: 1002 (175 pps) [1000]

Error statistics:

Input errors: 0 [0]
Input drops: 0 [0]
Input framing errors: 0 [0]
Policed discards: 0 [o]
L3 incompletes: 0 [0]
L2 channel errors: 0 [0]
L2 mismatch timeouts: 0 [0]
Carrier transitions: 0 [0]
Output errors: 0 [o]
Output drops: 0 [o0]
Aged packets: 0 [0]
ATM statistics:
Input cell count 33049 [33034]
Input invalid vc 0 [o]
Output cell count 89231368868 [23664462]
Output idle cell count 18446744072746574220 [23631438]

Active alarms : None

Active defects: None

SONET error counts/seconds:

LOS count 0 [o]
LOF count 0 [0]
SEF count 0 [0]
ES-S 0 [o]
SES-S 0 [0]

SONET statistics:
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BIP-B1 0 [0]

BIP-B2 0 [0]

REI-L 0 (0]

BIP-B3 0 (0]

REI-P 0 [0]
Received SONET overhead: F1 : 0x00 3JO : 0x00z

Next='n'", Quit="q' or ESC, Freeze='f', Thaw='t', Clear='c', Interface='j'

What It Means The sample output checks for and displays common interface failures and any
increases in framing errors. Information from this command can help you narrow
down possible causes of an interface problem.

C%'—_) NOTE: If you are accessing the router from the console connection, make sure you
set the CLI terminal type using the set cli terminal command.
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Monitor ATM2 1Q Interfaces

Steps To Take

To monitor an ATM?2 interface, follow these steps:

1. Display the Status of a Specific ATM2 1Q Interface on page 96

2. Display Extensive Information for a Specific ATM2 Interface on page 98

3. Monitor Statistics for an ATM2 Interface on page 103

Step 1: Display the Status of a Specific ATM2 IQ Interface

Action

Sample Output 1

Sample Output 2

96 ® Monitor ATM2 IQ Interfaces

To display the status of a specific ATM2 1Q interface, use the following JUNOS CLI

operational mode commands:

user@host> show interfaces terse at-fpc/pic/port
user@host> show interfaces at-fpc/pic/port

user@host> show interfaces terse at-2/2/0

Interface Admin Link Proto Local Remote
at-2/2/0 up up

at-2/2/0.100 up up inet 10.16.5.1/24

at-2/2/0.101 up up inet 10.16.250.253/30
at-2/2/0.200 up up inet 20.20.20.1/30

at-2/2/0.300 up up inet 30.30.30.1/30

at-2/2/0.400 up up inet 40.40.40.1/30

at-2/2/0.32767 up up

user@host> show interfaces at-2/2/0

Physical interface: at-2/2/0, Enabled, Physical 1link is Up

Interface index: 138, SNMP ifIndex: 26
Link-Tlevel type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:

0C12, Loopback: None,

Payload scrambler: Enabled

Device flags : Present Running
Link flags : None
CoS queues : 4 supported
Current address: 00:90:69:d6:d5:3a
Last flapped : 2004-05-03 14:32:52 UTC (02:41:35 ago)
Input rate : 0 bps (0 pps)
Output rate : 0 bps (0 pps)
SONET alarms : None
SONET defects : None
VPI 1

Flags: Active
Total down time: O sec, Last down: Never
Traffic statistics:
Input packets: 0
Output packets: 18

Logical interface at-2/2/0.100 (Index 67) (SNMP 1ifIndex 36)
Flags: Point-To-Multipoint SNMP-Traps Encapsulation: Ether-over-ATM-LLC
Input packets : 0
Output packets: 7
Protocol inet, MTU: 1500
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 172.16.5/24, Local: 172.16.5.1, Broadcast: 172.16.5.255
VCI 1.100
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Flags: Active, Shaping, Multicast

VBR, Peak: 66kbps, Sustained: 66kbps, Burst size: 40
Total down time: O sec, Last down: Never

EPD threshold: 0, Transmit weight cells: 0

Input packets : 0O

Output packets: 14

Logical interface at-2/2/0.101 (Index 68) (SNMP ifIndex 37)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Input packets : 0
Output packets: 2
Protocol inet, MTU: 4470
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 172.16.250.252/30, Local: 172.16.250.253, Broadcast:
172.16.250.255
VCI 1.101
Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
Input packets : 0
Output packets: 2

Logical interface at-2/2/0.200 (Index 69) (SNMP 1ifIndex 8280)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Input packets : 0
Output packets: 0
Protocol inet, MTU: 4470
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 20.20.20.0/30, Local: 20.20.20.1, Broadcast: 20.20.20.3
VCI 1.200
Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
Input packets : 0
Output packets: 0

Logical interface at-2/2/0.300 (Index 70) (SNMP 1ifIndex 8281)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Input packets : 0
Output packets: 0
Protocol inet, MTU: 4470
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 30.30.30.0/30, Local: 30.30.30.1, Broadcast: 30.30.30.3
VCI 1.300
Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
Input packets : 0
Output packets: 0

Logical interface at-2/2/0.400 (Index 72) (SNMP 1ifIndex 8282)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Input packets : 0
Output packets: 0
Protocol inet, MTU: 4470
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 40.40.40.0/30, Local: 40.40.40.1, Broadcast: 40.40.40.3
VCI 1.400
Flags: Active

Monitor ATM2 IQ Interfaces m 97



JUNOS Interfaces Operations Guide

What It Means

Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
Input packets : 0

Output packets: 0

Logical interface at-2/2/0.32767 (Index 71) (SNMP ifIndex 27)
Flags: Point-To-Multipoint No-Multicast SNMP-Traps Encapsulation: ATM-VCMUX
Input packets : 0
Output packets: 0
VCI 1.4
Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
Input packets : O
Output packets: 0

The first line of the sample output shows that the physical link and all logical links
are up. This means that the interface can pass packets.

Further down the sample output, look for active alarms and defects. If there are any,
and to further diagnose the problem, see “Display Extensive Information for a
Specific ATM2 Interface” on page 98 to display more extensive information about
the ATM interface and the physical interface that is down.

Step 2: Display Extensive Information for a Specific ATM2 Interface

Action

Sample Output

98 ® Monitor ATM2 IQ Interfaces

To display extensive status information about a specific ATM2 interface, use the
following JUNOS CLI operational mode command:

user@host> show interfaces at-fpc/pic/port extensive

user@host> show interfaces at-2/2/0 extensive
Physical interface: at-2/2/0, Enabled, Physical Tink is Up

Interface index: 138, SNMP ifIndex: 26, Generation: 21

Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:
0C12, Loopback: None,

Payload scrambler: Enabled

Device flags : Present Running

Link flags : None

CoS queues : 4 supported

Hold-times : Up 0 ms, Down O ms

Current address: 00:90:69:d6:d5:3a

Last flapped 1 2004-05-03 14:32:52 UTC (02:42:30 ago)

Statistics Tast cleared: Never
Traffic statistics:

Input bytes : 0 0 bps
Output bytes : 1600 0 bps
Input packets: 0 0 pps
Output packets: 18 0 pps

Input errors:
Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: O,
L3 incompletes: O,
L2 channel errors: 0, L2 mismatch timeouts: 0
Output errors:
Carrier transitions: 1, Errors: 0, Drops: 0, Aged packets: 0

Queue counters: Queued packets Transmitted packets Dropped packets
0 assured-forw 18 18 0
1 expedited-fo 0 0 0
2 best-effort 0 0 0
3 network-cont 0 0 0



SONET

SONET
PLL
PHY

SONET
BIP-B1
SEF
LOS
LOF
ES-S
SES-S
SEFS-S

SONET T1ine:
BIP-B2
REI-L
RDI-L
AIS-L
BERR-SF
BERR-SD
ES-L
SES-L
UAS-L
ES-LFE
SES-LFE
UAS-LFE

SONET path:
BIP-B3
REI-P
LOP-P
AIS-P
RDI-P
UNEQ-P
PLM-P
ES-P
SES-P
UAS-P
ES-PFE
SES-PFE
UAS-PFE

PHY:
Lock
Light

alarms
SONET defects

: None
: None

section:

Seconds
0
0

=Nl NoNo NN

OO RFrRPROORFROOOORKH

OCORrRPROOFHROOOOORRK

Received SONET overhead:

F1
S1
Z3
Transmitted
F1
S1
Z4
ATM status:

HCS state:

LoC

: 0x00, JO
1 0x00, C2
: 0x00, 74

: 0x00,
: 0x13,
: 0x00,

SONET overhead:

: 0x00, JO
: 0x00, C2
: 0x00

Sync
OK

ATM Statistics:

Uncorrectable HCS errors: 177, Correctable HCS errors:

overruns: 0,

: 0x01,
: 0x13,

Count

o OO w

196
291

o O o

36
211

o O O o

K1
C2(cmp)
S1(cmp)

K1
F2

State
OK
0K

OK
OK
OK

0K
OK
OK
0K

OK
OK
0K
OK
OK

: 0x00, K2
: 0x13, F2
: 0x00

: 0x00, K2
: 0x00, Z3
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: 0x00
: 0x00

: 0x00
: 0x00

3, Tx cell FIFO

Rx cell FIFO overruns: 0, Rx cell FIFO underruns: 0, Input cell count: 4,
Output cell count: 13785683517, Output idle cell count: 0, Output VC queue

drops: O,

Input no buffers: 0, Input length errors: 0, Input timeouts: 0, Input
invalid VCs: 2,
Input bad CRCs: 0, Input OAM cell no buffers: 0O
Packet Forwarding Engine configuration:
Destination slot: 2

VPI 1
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Flags: Active
Total down time: 0 sec, Last down: Never
Traffic statistics:

Input bytes : 0
Output bytes : 1600
Input packets: 0
Output packets: 18

Logical interface at-2/2/0.100 (Index 67) (SNMP ifIndex 36) (Generation 11)
Flags: Point-To-Multipoint SNMP-Traps Encapsulation: Ether-over-ATM-LLC
Traffic statistics:

Input bytes : 0

Output bytes : 896

Input packets: 0

Output packets: 7

Local statistics:

Input bytes : 0

Output bytes : 896

Input packets: 0

Output packets: 7
Transit statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

Protocol inet, MTU: 1500, Generation: 17, Route table: 0
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 172.16.5/24, Local: 172.16.5.1, Broadcast: 172.16.5.255,
Generation: 16
VCI 1.100
Flags: Active, Shaping, Multicast
VBR, Peak: 66kbps, Sustained: 66kbps, Burst size: 40
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:

Input bytes : 0
Output bytes : 1512
Input packets: 0
Output packets: 14

Logical interface at-2/2/0.101 (Index 68) (SNMP ifIndex 37) (Generation 12)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:

Input bytes : 0

Output bytes : 200

Input packets: 0

Output packets: 2

Local statistics:

Input bytes : 0

Output bytes : 200

Input packets: 0

Output packets: 2
Transit statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

Protocol inet, MTU: 4470, Generation: 18, Route table: 0
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
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Destination: 172.16.250.252/30, Local: 172.16.250.253, Broadcast:
172.16.250.255,
Generation: 18
VCI 1.101
Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:

Input bytes : 0
Output bytes : 184
Input packets: 0
Output packets: 2

Logical interface at-2/2/0.200 (Index 69) (SNMP ifIndex 8280) (Generation 13)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Local statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Transit statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Protocol inet, MTU: 4470, Generation: 19, Route table: 0
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 20.20.20.0/30, Local: 20.20.20.1, Broadcast: 20.20.20.3,
Generation: 20
VCI 1.200
Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:

o O O o

o O O o

0 bps
0 bps
0 pps
0 pps

[Nl Nl

o O O o

Logical interface at-2/2/0.300 (Index 70) (SNMP ifIndex 8281) (Generation 14)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Local statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Transit statistics:
Input bytes : 0 0 bps

[N Nl

o O O o
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Output bytes : 0 0 bps
Input packets: 0 0 pps

Output packets: 0 0 pps

Protocol inet, MTU: 4470, Generation: 20, Route table: 0
Flags: None

Addresses, Flags: Is-Preferred Is-Primary
Destination: 30.30.30.0/30, Local: 30.30.30.1, Broadcast: 30.30.30.3,
Generation: 22
VCI 1.300
Flags: Active
Total down time: 0 sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:

o O O o

Logical interface at-2/2/0.400 (Index 72) (SNMP ifIndex 8282) (Generation 15)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Local statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Transit statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Protocol inet, MTU: 4470, Generation: 21, Route table: 0
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 40.40.40.0/30, Local: 40.40.40.1, Broadcast: 40.40.40.3,
Generation: 24
VCI 1.400
Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:

o O O o

[N Nl

0 bps
0 bps
0 pps
0 pps

o O O o

[=NeNeNe]

Logical interface at-2/2/0.32767 (Index 71) (SNMP ifIndex 27) (Generation 9)
Flags: Point-To-Multipoint No-Multicast SNMP-Traps Encapsulation: ATM-VCMUX
Traffic statistics:

Input bytes
Output bytes
Input packets:
Output packets:
Local statistics:
Input bytes : 0

o O O o
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Output bytes : 0
Input packets: 0
Output packets: 0
VCI 1.4

Flags: Active
Total down time: O sec, Last down: Never
EPD threshold: 0, Transmit weight cells: 0
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:

Input bytes

Output bytes

Input packets:

Output packets:

[Nl Nl

The sample output is for an OC-12 ATM interface and shows the statistics for the
SONET media, as well as the Input and Output ATM errors. Error details include input
and output errors, active alarms and defects, and media-specific errors.

If the physical link is down, look at the active alarms and defects for the ATM
interface and check the ATM media accordingly. See “Locate ATM Alarms and
Errors” on page 119 for an explanation of ATM alarms.

Step 3: Monitor Statistics for an ATM2 Interface

Action

To monitor statistics for an ATM2 interface, use the following JUNOS CLI operational
mode command:

user@host> monitor interface at-fpc/pic/port

A

CAUTION: We recommend that you use this command only for diagnostic
purposes. Do not leave it on during normal router operations because real-time
monitoring of traffic consumes additional CPU and memory resources.

Sample Output

user@host> monitor interface at-2/2/0

host Seconds: 5 Time: 17:16:49
Delay: 3/0/3

Interface: at-2/2/0, Enabled, Link is Up

Encapsulation: ATM-PVC, Speed: 0C12

Traffic statistics: Current delta
Input bytes: 0 (0 bps) [0]
Output bytes: 1600 (0 bps) [0]
Input packets: 0 (0 pps) [0]
Output packets: 18 (0 pps) [0]

Error statistics:

Input errors: 0 [o]
Input drops: 0 [o]
Input framing errors: 0 [0]
Policed discards: 0 [0]
L3 dincompletes: 0 [0]
L2 channel errors: 0 [o]
L2 mismatch timeouts: 0 [0]
Carrier transitions: 1 [o]
Output errors: 0 [o0]
Output drops: 0 (0]
Aged packets: 0 [0]

ATM statistics:
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Input cell count 4 [0]
Input invalid vc 2 [o]
Output cell count 13908633088 [8484369]
Output idle cell count 0 [0]
Active alarms : NoneActive defects: NoneSONET error countsZ [o0]

What It Means The sample output checks for and displays common interface failures and any
increases in framing errors. Information from this command can help you narrow
down possible causes of an interface problem.

@ NOTE: If you are accessing the router from the console connection, make sure you
set the CLI terminal type using the set cli terminal command.
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Use Loopback Testing for ATM Interfaces

This chapter describes the steps for using loopback testing to isolate Asynchronous
Transfer Mode (ATM) interface problems. The steps for loopback testing apply to
both ATM1 and ATM2 intelligent queuing (IQ) interfaces. (See Table 21.)

Table 21: Checklist for Using Loopback Testing for ATM Interfaces

ATM Interface Loopback Testing Tasks

Command or Action

Diagnose a Suspected Hardware Problem with an ATM1 or ATM2 IQ Interface on page 106

1. Create a Loopback on page 106

a. Create a Physical Loopback on page 106

Connect the transmit port to the receive port.

b. Configure a Local Loopback on page 107

[edit interfaces interface-name (sonet-options |
t3-options)]

set loopback local

show

commit

2. Set Clocking to Internal on page 108

[edit interfaces interface-name]
set clocking internal

show

commit

3. Verify That the ATM Interface Is Up on page 109

show interfaces at-fpc/port/pic

4. Clear ATM Interface Statistics on page 111

clear interfaces statistics at-fpc/port/pic

5. Ping the ATM Interface on page 112

ping interface at-fpc/port/pic local-IP-address
bypass-routing count 1000 rapid

6. Check for ATM Interface Error Statistics on page 112

show interfaces at-fpc/port/pic extensive

Diagnose a Suspected Circuit Problem on page 116

1. Create a Loop from the Router to the Network on page 116

[edit interfaces interface-name (sonet-options |
t3-options)]

set loopback remote

show

commit

2. Create a Loop to the Router from Various Points in the Network on
page 117

Perform Steps 2 through 6 from “Diagnose a
Suspected Hardware Problem with an ATM1 or
ATM2 IQ Interface” on page 106.
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Diagnose a Suspected Hardware Problem with an ATM1 or ATM2 IQ Interface

Purpose When you suspect a hardware problem, perform the following steps to verify if
there is a hardware problem.

Steps To Take To diagnose a suspected hardware problem with an ATM1 or ATM2 1Q interface,
follow these steps:

1. Create a Loopback on page 106

2. Set Clocking to Internal on page 108

3. Verify That the ATM Interface Is Up on page 109
4. Clear ATM Interface Statistics on page 111

5. Ping the ATM Interface on page 112

6. Check for ATM Interface Error Statistics on page 112

Step 1: Create a Loopback

Purpose You can create a physical loopback or configure a local loopback to help diagnose a
suspected hardware problem. Creating a physical loopback is recommended
because it allows you to test and verify the transmit and receive ports.

If a field engineer is not available to create the physical loopback, you can configure

a local loopback for the interface. The local loopback creates a loopback internally
in the Physical Interface Card (PIC).

Create a Physical Loopback

Action To create a physical loopback at the port, connect the transmit port to the receive
port using a known good cable.

ﬁ NOTE: Make sure you use single-mode fiber for a single-mode port and multimode
fiber for a multimode port for SONET media.

What It Means When you create and test a physical loopback, you are testing the transmit and
receive ports of the PIC. This action is recommended if a field engineer is available
to create the physical loop as it provides a more complete test of the PIC.
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Configure a Local Loopback

Purpose Because ATM interfaces can be either SONET or T3, you use the sonet-options or
t3-options statements to configure a local loopback. Figure 9 illustrates a local
loopback configured for an ATM interface.

Figure 9: Local Loopback

Tx
ATM PIC » To the network

A

Rx

1960

Action To configure a local loopback without physically connecting the transmit port to the
receive port, follow these steps:

1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name (sonet-options | t3-options)

2. Configure the loopback:

[edit interfaces interface-name (sonet-options | t3-options)]
user@host# set loopback local

3. Verify the configuration:
user@host# show
For example:
[edit interfaces (t3-1/0/0 t3-options)]
user@host# show
loopback local;
4. Commit the change:
user@host# commit
For example:
[edit interfaces t3-1/0/0 t3-options]

user@host# commit
commit complete
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What It Means When you create a local loopback, you create an internal loop on the interface
being tested. A local loopback loops the traffic internally on that PIC. A local
loopback tests the interconnection of the PIC but does not test the transmit and
receive ports.

ﬁ NOTE: Remember to delete the loopback statement after completing the test.

Step 2: Set Clocking to Internal

Purpose Clocking is set to internal because there is no external clock source in a loopback
connection.

Action To configure clocking to internal, follow these steps:
1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name

2. Configure the clocking to internal:
user@host# set clocking internal
3. Verify the configuration:
user@host# show
For example:
[edit interfaces t3-1/0/0]
user@host# show
clocking internal;
4. Commit the change:
user@host# commit
For example:
[edit interfaces 13-1/0/0]
user@host# commit

commit complete

What It Means The clock source for the interface is set to the internal Stratum 3 clock.
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Step 3: Verify That the ATM Interface Is Up

Purpose

Action

Sample Output 1

Sample Output 2

Displaying the status of the ATM interface provides the information you need to
determine whether the physical link is up or down.

To verify that the status of the ATM interface is up, use the following JUNOS CLI
operational mode command:

user@host> show interfaces at-foc/pic/port
The following sample output is for an OC-3 ATM interface:

user@host> show interfaces at-2/0/0
Physical interface: at-2/0/0, Enabled, Physical Tink is Up

Interface index: 22, SNMP ifIndex: 42

Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:
0C3, Loopback: Local, Payload scrambler: Enabled

Device flags : Present Running
Link flags : None

Input rate : 0 bps (0 pps)
Output rate : 0 bps (0 pps)
SONET alarms : None

SONET defects : None

Logical interface at-2/0/0.0 (Index 29) (SNMP ifIndex 49)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Input packets : 0
Output packets: 0
Protocol inet, MTU: 4470, Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 192.168.1.0/30, Local: 192.168.1.1
VCI 1.100
Flags: Active
Total down time: 0 sec, Last down: Never
Traffic statistics:
Input packets: 0
Output packets: 0

The following sample output is for a T3 ATM interface:

user@host> show interfaces at-0/1/0
Physical interface: at-0/1/0, Enabled, Physical 1link is Up

Interface index: 90, SNMP ifIndex: 18

Link-Tevel type: ATM-PVC, MTU: 4482, Clocking: Internal, Speed: T3, Loopback:
None, Payload scrambler: Enabled,

Mode: C/Bit parity, Line buildout: 10, ATM Encapsulation: PLCP

Device flags : Present Running

Link flags : None

Current address: 00:90:69:0c:c0:1f

Last flapped : 2002-08-14 16:25:07 UTC (00:00:42 ago)
Input rate : 0 bps (0 pps)

Output rate : 0 bps (0 pps)

Active alarms : None

Active defects : None
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Sample Output 3 The following sample output is for an OC-3 ATM interface:

user@host> show interfaces at-2/0/1
Physical interface: at-2/0/1, Enabled, Physical 1link is Down

Interface index: 23, SNMP ifIndex: 43

Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:
0C3, Loopback: None, Payload scrambler: Enabled

Device flags : Present Running Down
Link flags : None

Input rate : 0 bps (0 pps)

OQutput rate : 0 bps (0 pps)

SONET alarms : LOL, LOS

SONET defects : LOL, LOF, LOS, SEF, AIS-L, AIS-P, RDI-P, PLM-P

Logical interface at-2/0/1.10 (Index 30) (SNMP 1ifIndex 65)
Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Input packets : 0
Output packets: 0
Protocol inet, MTU: 4470, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 192.168.100.0/30, Local: 192.168.100.1
VCI 2.100
Flags: Active
Total down time: O sec, Last down: Never
Traffic statistics:
Input packets: 0
Output packets: 0

Sample Output 4 The following sample output is for a T3 ATM interface:

user@host> show interfaces at-0/1/0
Physical interface: at-0/1/0, Enabled, Physical Tink is Down

Interface index: 90, SNMP 1ifIndex: 18

Link-Tevel type: ATM-PVC, MTU: 4482, Clocking: Internal, Speed: T3, Loopback:
None, Payload scrambler: Enabled,

Mode: C/Bit parity, Line buildout: 10, ATM Encapsulation: PLCP

Device flags : Present Running Down

Link flags : None

Current address: 00:90:69:0c:c0:1f

Last flapped 1 2002-08-09 11:36:15 UTC (5d 04:14 ago)
Input rate : 0 bps (0 pps)

Output rate : 0 bps (0 pps)

Active alarms : PLL, LOF, LOS
Active defects : PLL, LOF, LOS

What It Means Sample output 1 shows that the physical link is up and there are no SONET alarms
or defects.

Sample output 2 shows that the physical link is up and there are no active alarms or
defects.

Sample output 3 shows that the physical link, the device flags, and interface flags
are down, and that there are SONET alarms and defects. When you see that the
physical link is down, there may be a problem with the port.

Sample output 4 shows that the physical link, the device flags, and interface flags

are down, and that there are active alarms and defects. When you see that the
physical link is down, there may be a problem with the port.
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For more information about problem situations and actions to take for a physical
link that is down, see Table 22.

Table 22: Problems and Solutions for a Physical Link That Is Down

Problem Actions

Cable mismatch Verify that the cable connection is correct.

Damaged fiber or coax cable or dirty Verify that the cable can successfully loop a known good
fiber cable port of the same type.

Too much or too little optical Verify that the attenuation is correct per the PIC optical
attenuation (for an OC-3 or OC-12 specification.

ATM interface)

The transmit port is not transmitting  Verify that the Tx power of the optics is within range of
within the dBm optical range per the the PIC optical specification.

specifications (for an OC-3 or OC-12

ATM interface)

Step 4: Clear ATM Interface Statistics
Purpose You must reset ATM interface statistics before you initiate the ping test. Resetting
the statistics provides a clean start so that previous input or output errors and

packet statistics do not interfere with the current investigation.

Action To clear all statistics for the interface, use the following JUNOS CLI operational mode
command:

user@host> clear interfaces statistics at-foc/pic/port

Sample Output user@host> clear interfaces statistics at-4/0/2
user@host>

What It Means This command clears the interface statistics counters for interface at-4/0/2 only.

Diagnose a Suspected Hardware Problem with an ATM1 or ATM2 IQ Interface m 111



JUNOS Interfaces Operations Guide

112 =

Step 5: Ping the ATM Interface

Action

Sample Output

What It Means

After you have put the port in a local loopback, run the ping test using the following
JUNOS CLI operational mode command:

user@host> ping interface at-foc/pic/port-IP-address bypass-routing count 1000
rapid

user@host> ping interface at-2/0/0.0 192.168.1.1 bypass-routing count 1000 rapid
PING 192.168.1.1 (192.168.1.1): 56 data bytes

---192.168.1.1 ping statistics ---
1000 packets transmitted, 1000 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.423/0.740/26.822/0.829 ms

This command sends 1000 ping packets out of the interface to the local IP address.
The ping should complete successfully with no packet loss. If there is any persistent
packet loss, open a case with the Juniper Networks Technical Assistance Center
(JTAC) at support@juniper.net, or at 1-888-314-JTAC (within the United States) or
1-408-745-9500 (from outside the United States).

Step 6: Check for ATM Interface Error Statistics

Purpose

Action

Sample Output

Persistent interface error statistics indicate that you need to open a case with JTAC.

To check the local interface for error statistics, use the following JUNOS CLI
operational mode command:

user@host> show interfaces at-fpc/pic/port extensive
The following sample output is for an OC-3 ATM interface:

user@host> show interfaces at-2/0/0 extensive
Physical interface: at-2/0/0, Enabled, Physical T1ink is Up

Interface index: 22, SNMP ifIndex: 42, Generation: 21

Link-Tevel type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:
0C3, Loopback: None, Payload scrambler: Enabled

Device flags : Present Running
Link flags : None
Hold-times : Up 0 ms, Down O ms

Statistics Tast cleared: 2002-07-29 14:28:14 EDT (00:00:26 ago)
Traffic statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

Input errors:
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Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: 0,
L3 incompletes: 0, L2 channel errors: 0,
L2 mismatch timeouts: 0
Output errors:
Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0
SONET alarms : None
SONET defects : None
SONET PHY: Seconds Count State
PLL Lock 0 0 OK
PHY Light 0 0 OK
SONET section:
BIP-B1
SEF
LOS
LOF
ES-S
SES-S
SEFS-S
SONET Tine:
BIP-B2
REI-L
RDI-L
AIS-L
BERR-SF
BERR-SD
ES-L
SES-L
UAS-L
ES-LFE
SES-LFE
UAS-LFE
SONET path:
BIP-B3
REI-P
LOP-P
AIS-P
RDI-P
UNEQ-P
PLM-P
ES-P
SES-P
UAS-P
ES-PFE
SES-PFE
UAS-PFE
Received SONET overhead:
F1 : 0x00, JO : 0x00, K1 : 0x00, K2 : 0x00
S1 : 0x00, C2 : 0x13, C2(cmp) : 0x13, F2 : 0x00
Z3 : 0x00, Z4 : 0x00, S1(cmp) : 0x00, V5 : 0x00
V5(cmp) : 0x00
Transmitted SONET overhead:
F1 : 0x00, JO : 0x01, K1 : 0x00, K2 : 0x00
S1 : 0x00, C2 : 0x13, F2 : 0x00, Z3 : 0x00
Z4 : 0x00, V5 : 0x00
ATM status:
HCS state: Sync
LoC : OK
ATM Statistics:
Uncorrectable HCS errors: 0, Correctable HCS errors: 0, Tx cell FIFO
overruns: 0, Rx cell FIFO overruns: O,
Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count: 8830024,
Output idle cell count: 8830026,
Output VC queue drops: 0, Input no buffers: 0, Input length errors: 0, Input

OK
0K
OK

[=NeNelNoNoNeNe]
o O O o

OK
0K
OK
OK

[=NeleNoNeNo)

[=NeeNeNeNoloNoNoleo e Ne)

0K
OK
OK
0K
OK

[=NeNeNoNoNeNeo]

[=NeNeeNeNe oo NoNoNo e Ne]
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timeouts: 0, Input invalid VCs: O,
Input bad CRCs: 0, Input OAM cell no buffers: 0
PFE configuration:
Destination slot: 2

CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 0 0 O 0 Tow none

1 expedited-forwarding 0 0 O 0 Tow none

2 assured-forwarding 0 0 O 0 Tow none

3 network-control 0 0 O 0 Tow none

Logical interface at-2/0/0.0 (Index 29) (SNMP ifIndex 49) (Generation 28)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Local statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Transit statistics:
Input bytes
Output bytes 0 bps
Input packets: 0 pps
Output packets: 0 0 pps
Protocol inet, MTU: 4470, Flags: None, Generation: 31 Route table: 0
Addresses, Flags: Is-Preferred Is-Primary
Destination: 192.168.1.0/30, Local: 192.168.1.1, Broadcast: Unspecified,
Generation: 59
VCI 1.100
Flags: Active
Total down time: 0 sec, Last down: Never
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:

o O O o

[N eNeNe]

0 bps

o o o

o O O o

Sample Output The following sample output is for a T3 ATM interface:

user@host> show interfaces at-0/1/0 extensive
Physical interface: at-0/1/0, Enabled, Physical 1link is Up

Interface index: 90, SNMP ifIndex: 18, Generation: 89

Link-Tevel type: ATM-PVC, MTU: 4482, Clocking: Internal, Speed: T3, Loopback:
None, Payload scrambler: Enabled,

Mode: C/Bit parity, Line buildout: 10, ATM Encapsulation: PLCP

Device flags : Present Running

Link flags : None

Hold-times : Up 0 ms, Down O ms

Current address: 00:90:69:0c:c0:1f

Last flapped 1 2002-08-14 16:25:07 UTC (00:00:21 ago)

Statistics Tast cleared: 2002-08-14 16:25:26 UTC (00:00:02 ago)
Traffic statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

114 m Diagnose a Suspected Hardware Problem with an ATM1 or ATM2 1Q Interface



Chapter 11: Use Loopback Testing for ATM Interfaces

Input errors:
Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: O,
L3 incompletes: 0, L2 channel errors: 0,
L2 mismatch timeouts: 0
Output errors:
Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0
Active alarms : None
Active defects : None
DS3 media: Seconds
PLL Lock
Reframing
AIS
LOF
LOS
YELLOW
EXZ
Lcv
PCV
FERR
LES
PES
PSES
SEFS
UAS
PLCP defects: Seconds Count State
LOF 0 0
YELLOW 0 0
ATM defects: Seconds Count State
LCD 0 0
ATM status:
HCS state: Sync
LOC : 0K
PLCP statistics (errored seconds):
Framing errors : 000)
Bit interleaved parity errors: 0(0)
Far end block errors : 0C0)
ATM Statistics:
Uncorrectable HCS errors: 0, Correctable HCS errors: 0, Tx cell FIFO
overruns: 0, Rx cell FIFO overruns: 0O,
Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count: 96041,
Output idle cell count: 96040,
Output VC queue drops: 0, Input no buffers: 0, Input length errors: 0, Input
timeouts: 0, Input invalid VCs: O,
Input bad CRCs: 0, Input OAM cell no buffers: 0
Packet Forwarding Engine configuration:
Destination slot: 0

State
OK
0K
OK
OK
0K
OK

[a]
]
c
=}
=

[=NeleNeNeNoNoNeoNeoNe)

[=NeeloNoNeoNoNooNoNoleo e Neo N

CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 95 42499200 95 0 Tow none

3 network-control 5 2236800 5 0 Tow none

What It Means Check for any error statistics that may appear in the output. There should not be
any input or output errors. If there are any persistent input or output errors, open a
case with the JTAC at support@juniper.net, or at 1-888-314-JTAC (within the United
States) or 1-408-745-9500 (from outside the United States).
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Diagnose a Suspected Circuit Problem

Purpose When you suspect a circuit problem, it is important to work with the transport-layer
engineer to resolve the problem. The transport-layer engineer may ask you to create
a loop from the router to the network, or the engineer may create a loop to the
router from various points in the network.
Steps To Take To diagnose a suspected circuit problem, follow these steps:

1. Create a Loop from the Router to the Network on page 116

2. Create a Loop to the Router from Various Points in the Network on page 117

Step 1: Create a Loop from the Router to the Network

Purpose Creating a loop from the router to the network allows the transport-layer engineer
to test the router from various points in the network. This helps the engineer isolate
where the problem might be located. Figure 10 illustrates a loop from a router to
the network.

Figure 10: Loop from the Router to the Network

Tx

ATMPIC
( Rx

» To the network

1961

Action To create a loop from the router to the network, follow these steps:
1. In configuration mode, go to the following hierarchy level:

[edit]
user@host# edit interfaces interface-name (sonet-options | t3-options)

2. Configure the remote loopback:

[edit interfaces interface-name (sonet-options | t3-options)]
user@host# set loopback remote

3. Verify the configuration:
user@host# show
For example:
[edit interfaces t3-1/0/0 t3-options]

user@host# show
loopback remote;
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4. Commit the change:
user@host# commit
For example:

[edit interfaces 13-1/0/0 t3-options]
user@host# commit
commit complete

What It Means This command loops any traffic from the network back into the network.

Step 2: Create a Loop to the Router from Various Points in the Network

Purpose The transport-layer engineer creates a loop to the router from various points in the
network. You can then perform tests to verify the connection from the router to that
loopback in the network.

Action After the transport-layer engineer has created the loop to the router from the
network, you must verify the connection from the router to the loopback in the
network. Follow Steps 2 through 6 in “Diagnose a Suspected Hardware Problem
with an ATM1 or ATM2 IQ Interface” on page 106. Keep in mind that any problems
encountered in the test indicate a problem with the connection from the router to
the loopback in the network.

By performing tests to loopbacks at various points in the network, you can isolate
the source of the problem.
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Chapter 12
Locate ATM Alarms and Errors

This chapter describes the most common Asynchronous Transfer Mode (ATM)
alarms and errors on both ATM1 and ATM2 intelligent queuing (IQ) interfaces that
you can encounter on a Juniper Networks router. (See Table 23.)

Table 23: List of Common ATM Alarms and Errors

ATM Alarms and Errors Task Command or Action
Display ATM1 and ATM2 Alarms and Errors on show interfaces at-fpc/ pic/ port extensive
page 120 See “Locate SONET Alarms and Errors” on page 151.

See “Locate T3 Alarms and Errors” on page 71.
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Display ATM1 and ATM2 Alarms and Errors

Purpose The alarms and errors that appear on an ATM1 or an ATM2 1Q interface are
identical. ATM alarms and errors are dependent on the ATM interface media. If the
ATM interface is an OC-3 or OC-12 interface media, the media statistics are SONET
statistics. If the ATM interface is a T3 interface media, the media statistics are T3
statistics.

For information on determining the type of ATM interface on your router, see
“Determine ATM Interface Type” on page 79.

Action To display ATM alarms and errors, use the following JUNOS command-line interface
(CLI) operational mode command:

user@host> show interfaces at-fpc/pic/port extensive

Sample Output 1 user@host> show interfaces at-2/0/0 extensive
Physical interface: at-2/0/0, Enabled, Physical Tink is Up
Interface index: 22, SNMP ifIndex: 42, Generation: 21
Link-level type: ATM-PVC, MTU: 4482, Clocking: Internal, SONET mode, Speed:
0C3, Loopback: None, Payload scrambler: Enabled

Device flags : Present Running
Link flags : None
Hold-times : Up O ms, Down O ms

Statistics Tast cleared: 2002-07-29 14:28:14 EDT (00:00:26 ago)
Traffic statistics:

Input bytes 0 0 bps
Output bytes 0 0 bps
Input packets: 0 0 pps
Output packets: 0 0 pps

Input errors:
Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: 0,
L3 incompletes: 0, L2 channel errors: 0,
L2 mismatch timeouts: 0
Output errors:
Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0
SONET alarms : None
SONET defects : None
SONET PHY: Seconds Count State
PLL Lock 0 0 OK
PHY Light 0 0 OK
SONET section:
BIP-B1
SEF
LOS
LOF
ES-S
SES-S
SEFS-S
SONET Tine:
BIP-B2
REI-L
RDI-L
AIS-L
BERR-SF
BERR-SD
ES-L
SES-L
UAS-L
ES-LFE

OK
0K
OK

[=NeNelNoNoNeNe]
o O O o

OK
0K
OK
OK

[=NeleNoNeNo)

[N NoNeoNoNe e Ne)
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SES-LFE 0
UAS-LFE
SONET path:
BIP-B3
REI-P
LOP-P
AIS-P
RDI-P
UNEQ-P
PLM-P
ES-P
SES-P
UAS-P
ES-PFE
SES-PFE
UAS-PFE
Received SONET overhead:
F1 : 0x00, JO
S1 : 0x00, C2
Z3 : 0x00, 74
V5(cmp) : 0x00
Transmitted SONET overhead:
F1 : 0x00, JO : 0x01,
S1 : 0x00, C2 : 0x13,
Z4 : 0x00, V5 : 0x00
ATM status:
HCS state:
LoC
ATM Statistics:
Uncorrectable HCS errors: 0, Correctable HCS errors: 0, Tx cell FIFO
overruns: 0, Rx cell FIFO overruns: 0O,
Rx cell FIFO underruns: 0, Input cell count: 0, Output cell count: 8830024,
Output idle cell count: 8830026,
Output VC queue drops: 0, Input no buffers: 0, Input length errors: 0, Input
timeouts: 0, Input invalid VCs: O,
Input bad CRCs: 0, Input OAM cell no buffers: 0
PFE configuration:
Destination slot: 2

o

OK
OK
OK
OK
OK

[=NeeNoNoNoNo]

[=NeleNeNeNoNo o NeoNoNe e Ne]

: 0x00,
: 0x13,
: 0x00,

K1
C2(cmp)
S1(cmp)

: 0x00,
: 0x13,
: 0x00,

: 0x00
: 0x00
: 0x00

F2
V5

K1
F2

: 0x00,
: 0x00,

K2
Z3

: 0x00
: 0x00

Sync
OK

CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 0 0 o 0 Tow none

1 expedited-forwarding 0 0 O 0 Tow none

2 assured-forwarding 0 0 O 0 Tow none

3 network-control 0 0 O 0 Tow none

Logical interface at-2/0/0.0 (Index 29) (SNMP ifIndex 49) (Generation 28)
Flags: Point-To-Point SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:
Local statistics:

o O O o

Input
Output
Input
Output
Transit
Input
Output
Input
Output

Protocol inet, MTU: 4470,

bytes

bytes
packets:
packets:
statistics:
bytes

bytes
packets:
packets:

o O O o

o O o

0
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Addresses, Flags: Is-Preferred Is-Primary
Destination: 192.168.1.0/30, Local: 192.168.1.1, Broadcast: Unspecified,
Generation: 59
VCI 1.100
Flags: Active
Total down time: O sec, Last down: Never
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:
Input bytes
Output bytes
Input packets:
Output packets:

o O O o

What It Means Sample output I shows the error statistics for an OC-3 ATM interface. SONET alarms
and errors fall into three different areas of the output: section, line, and path. See
“Locate SONET Alarms and Errors” on page 151 for information on SONET alarms.

Sample Output 2 user@host> show interfaces at-3/1/0 extensive

Physical interface: at-3/1/0, Enabled, Physical Tink is Up

Interface index: 57, SNMP ifIndex: 66, Generation: 56

Description: customer

Link-Tlevel type: ATM-PVC, MTU: 4482, Clocking: Internal, Speed: T3, Loopback:
None,

Payload scrambler: Disabled, Mode: C/Bit parity, Line build-out: 10, ATM
Encapsulation: PLCP

Device flags : Present Running
Link flags : None
Hold-times : Up 0 ms, Down O ms

Statistics Tast cleared: 2002-07-30 15:36:58 UTC (00:00:02 ago)
Traffic statistics:

Input bytes : 270798 1067704 bps
Output bytes : 2260295 8911952 bps
Input packets: 2001 986 pps
Output packets: 2506 1235 pps

Input errors:
Errors: 0, Drops: 0, Invalid VCs: 0, Framing errors: 0, Policed discards: O,
L3 incompletes: O,
L2 channel errors: 0, L2 mismatch timeouts: 0O
Output errors:
Carrier transitions: 0, Errors: 0, Drops: 0, Aged packets: 0
Active alarms : None
Active defects : None
DS3 media: Seconds
PLL Lock
Reframing
AIS
LOF
LOS
YELLOW
EXZ
LCv
PCV
FERR
LES
PES
PSES
SEFS
UAS
PLCP defects: Second
LOF
YELLOW

State
0K
0K
OK
0K
0K
OK

[a]
]
o
=}
=

[N« NoNoNoNeo e Ne)

Count State
0
0

OO UM OO0OO0ODO0OO0OO0OO0OOOOCOOOOCOOO
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ATM defects: Seconds Count State
LCD 0 0
ATM status:
HCS state: Hunt
LoC : 0K
PLCP statistics (errored seconds):
Framing errors : 000)
Bit interleaved parity errors: 0(0)
Far end block errors : 0C0)

ATM Statistics:
Uncorrectable HCS errors: 0, Correctable HCS errors: 0, Tx cell FIFO
overruns: 0,
Rx cell FIFO overruns: 0, Rx cell FIFO underruns: 0, Input cell count: 7716,
Output cell count: 191980, Output idle cell count: 144302, Output VC queue
drops: O,
Input no buffers: 0, Input length errors: 0, Input timeouts: 0, Input
invalid VCs: 0,
Input bad CRCs: 0, Input OAM cell no buffers: 0
PFE configuration:
Destination slot: 3

CoS transmit queue Bandwidth Buffer Priority Limit
% bps % bytes

0 best-effort 0 0 o 0 Tow none

1 expedited-forwarding 0 0 0 0 Tow none

2 assured-forwarding 0 0 O 0 Tow none

3 network-control 0 0 o0 0 Tow none

Logical interface at-3/1/0.0 (Index 25) (SNMP ifIndex 85) (Generation 44)
Flags: Point-To-Point Inverse-ARP SNMP-Traps Encapsulation: ATM-SNAP
Traffic statistics:

Input bytes : 270798
Output bytes : 2260295
Input packets: 2001
Output packets: 2506

Local statistics:

Input bytes 0

Output bytes 0

Input packets: 0

Output packets: 0
Transit statistics:

Input bytes : 270798 1067704 bps
Output bytes : 2260295 8911952 bps
Input packets: 2001 986 pps
Output packets: 2506 1235 pps

Protocol inet, MTU: 4470, Flags: None, Generation: 51 Route table: 0
Addresses, Flags: Is-Preferred Is-Primary
Destination: 10.10.65.176/30, Local: 10.10.65.177, Broadcast:
Unspecified, Generation: 88
VCI 0.5
Flags: Active, Inverse-ARP
Total down time: O sec, Last down: Never
ATM per-VC transmit statistics:
Tail queue packet drops: 0
Traffic statistics:

Input bytes : 270798
Output bytes : 2260295
Input packets: 2001
Output packets: 2506

Sample output 2 shows the error statistics for a T3 ATM interface. See “Locate T3
Alarms and Errors” on page 71 for information on T3 alarms.
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Table 24 describes the input and output errors that appear in the extensive output

for an ATM interface.

Table 24: ATM Interface Input and Output Errors

Error

Description

Reason for Error

Input Errors

Errors Sum of the incoming frame aborts and frame
check sequence (FCS) errors.
Drops Number of packets dropped by the output If the interface is saturated, this number increments
queue of the I/O Manager ASIC. once for every packet that is dropped by the ASIC’s
random early detection (RED) mechanism.
Invalid VCs Number of cells that arrived for a nonexistent

virtual circuit (VC).

Framing errors

Sum of ATM Adaptation Layer (AAL5) packets
that have FCS errors, AAL5 packets that have
reassembly timeout errors, and AAL5 packets
that have length errors.

Policed discards

Frames that the incoming packet match code
discarded because they were not recognized
or of interest.

Usually, this field reports protocols that the JUNOS
software does not handle, such as the Cisco Discovery
Protocol (CDP).

L3 incompletes

Number of packets discarded due to the
packets failing Layer 3 header checks.

Increments when the incoming packet fails Layer 3

(usually IPv4) sanity checks of the header. For example,
a frame with less than 20 bytes of available IP header
would be discarded and this counter would increment.

L2 channel errors

Errors that occurred when the software could
not find a valid logical interface for an
incoming frame.

This counter increments when the software cannot
find a valid logical interface for an incoming frame.

L2 mismatch timeouts

Count of malformed or short packets.

Count of malformed or short packets that cause the
incoming packet handler to discard the frame as
unreadable.

Output Errors

Carrier transitions

Number of times the interface went from
down to up.

This number should not increment quickly and should
increase only when the cable is unplugged, the far-end
system is powered down and up, or a similar problem
occurs. If it increments quickly (perhaps once every
10 seconds), then the cable, the far-end system, or the
Physical Interface Card (PIC) is broken.

Errors Sum of the outgoing frame aborts and FCS
€rrors.
Drops Number of packets dropped by the output If the interface is saturated, this number increments

queue of the I/0 Manager ASIC.

once for every packet that is dropped by the ASIC’s
RED mechanism.

Aged packets

Number of packets that remained in shared
packet SDRAM for so long that the system
automatically purged them.

The value in this field should never increment. If it
does, it is most likely a software bug or possibly broken
hardware.
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Table 25 lists ATM media-specific alarms and defects that can render the interface
unable to pass packets. When a defect persists for a certain amount of time, it is
promoted to an alarm. Based on the router configuration, an alarm can ring the red
or yellow alarm bell on the router or trigger the red or yellow alarm LED on the craft
interface. For complete explanations of most of these alarms and defects, see
Chapter 6 in GR-253, Synchronous Optical Network (SONET) Transport Systems:
Common Generic Criteria.

Table 25: ATM Active Alarms and Defects

Alarm Description

AIS Alarm indication signal

- AIS-L Alarm indication signal (line)
- AIS-P Alarm indication signal (path)
BERR Bit error rate

- BERR-SD Bit error rate defect-signal degrade
- BERR-SF Bit error rate fault-signal fail
EXZ Excessive zeros

FERF Far end receive failures

IDLE Idle code detected

LCD Loss of cell delineation

Lcv Line code violation

Loc Loss of cell delineation

LOF Loss of frame

LoL Loss of light

LOP Loss of pointer

LOS Loss of signal

PLL Phase-locked loop out of lock
PLCP_LOF Loss of PLCP frame alarm

PLCP_YLW PLCP Alarm at the remote end

PLM-P Payload label mismatch

RDI Remote defect indication

- RDI-L Remote defect indication (line)

- RDI-P Remote defect indication (path)

REI Remote error indication

SEF Severely errored frame

UNEQ Unequipped

YLW Remote defect indication (yellow
alarm)
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Part 5

Investigate SONET Interfaces

m  Monitor SONET Interfaces on page 129

m  Use Loopback Testing for SONET Interfaces on page 137
m  Locate SONET Alarms and Errors on page 151

m  Enable SONET Payload Scrambling on page 171

m  Check the SONET Frame Checksum on page 175
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Chapter 13

Monitor SONET Interfaces

This chapter describes how to monitor SONET interfaces and begin the process of
isolating SONET interface problems when they occur. (See Table 26.)

Table 26: Checklist for Monitoring SONET Interfaces

Monitor SONET Interface Tasks Command or Action

Monitor SONET Interfaces on page 130

1. Display the Status of SONET Interfaces on page 130 show interfaces terse so*
2. Display the Status of a Specific SONET Interface on show interfaces so-fpc/ pic/ port
page 131

3. Display Extensive Status Information for a Specific SONET  show interfaces so-fpc/ pic/ port extensive
Interface on page 132

4. Monitor Statistics for a SONET Interface on page 134 monitor interface so-fpc/ pic/ port
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Monitor SONET Interfaces

Purpose By monitoring SONET interfaces, you begin the process of isolating SONET
interface problems when they occur.

Steps To Take To monitor your SONET interface, follow these steps:
1. Display the Status of SONET Interfaces on page 130
2. Display the Status of a Specific SONET Interface on page 131

3. Display Extensive Status Information for a Specific SONET Interface on
page 132

4. Monitor Statistics for a SONET Interface on page 134

Step 1: Display the Status of SONET Interfaces

Action To display the status of SONET interfaces, use the following JUNOS command-line
interface (CLI) operational mode command:

user@host> show interfaces terse so*

Sample Output user@host> show interfaces terse so*

Interface Admin Link Proto Local Remote
so-1/0/0 up up
so-1/0/0.0 up up inet 192.168.8.192 --> 192.168.2.250
iso
[...Output truncated...]
so-1/1/1 down up
so-1/1/1.0 up down inet 192.168.8.113/30
iso
mpls
[...Output truncated]
so-3/0/1 up up
so-3/0/1.0 up down inet 192.168.2.125/30
[...Output truncated...]
so-5/3/0 up down
so-5/3/0.0 up down inet 10.39.1.1/16

[...Output truncated...]

What It Means The sample output lists only the SONET interfaces. It shows the status of both the
physical and logical interfaces.

For a description of what the output means, see Table 27.
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Table 27: Status of SONET Interfaces

Physical Logical

Interface Interface Status Description

s0-1/0/0 s0-1/0/0.0 This interface has both the physical and logical links up
Admin Up Admin Up and running.

Link Up Link Up

so-1/1/1 s0-1/1/1.0 This interface is administratively disabled. The physical
Admin Down Admin Up link is healthy (Link Up), but the logical link is not

Link Up Link Down established end to end (Link Down).

s0-3/0/1 s0-3/0/1.0 This interface is administratively enabled and the

Admin Up Admin Up physical link is healthy (Link Up), but the logical interface
Link Up Link Down is not established end to end (Link Down).

so-5/3/0 s0-5/3/0.0 This interface has the physical link down and the logical
Admin Up Admin Up interface is down also.

Link Down Link Down

Step 2: Display the Status of a Specific SONET Interface

Action

Sample Output

What It Means

To display the status of a specific SONET interface when you need to investigate its
status further, use the following JUNOS CLI operational mode command:

user@host> show interfaces so-fpc/pic/port

The following sample output is for an interface with the physical link down:

user@router> show interfaces so-1/1/1
Physical interface: so-1/1/1, Enabled, Physical 1link is Down
Interface index: 17, SNMP ifIndex: 16

Description: router-02 pos 4/0

Link-Tevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal, SONET mode
Speed: 0C3, Loopback: None, CRC: 32, Payload scrambler: Enabled
: Present Running Down

Device flags

Interface flags:

Link flags

Keepalive Input:

Input rate
Active alarms

Active defects :

Hardware-Down Link-Layer-Down Point-To-Point SNMP-Traps
: Keepalives
621 (00:02:57 ago), Output: 889 (00:00:09 ago)

: 0 bps (0 pps), Output rate: 0 bps (0 pps)

: LOL, LOS
LOL, LOF, LOS, SEF, AIS-L, AIS-P, PLM-P

Logical interface so-1/1/1.0 (Index 18) (SNMP ifIndex 30)
Description: router-02 pos 4/0
Flags: Device-down Point-To-Point SNMP-Traps, Encapsulation: Cisco-HDLC

Protocol inet, MTU: 4470

Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 10.10.10.48/30, Local: 10.10.10.50

Protocol iso, MTU: 4469

The first line of the sample output shows that the physical link is down. This means
that the physical link is unhealthy and cannot pass packets. Further down the
sample output, look for active alarms and defects. When you see this situation, to
further diagnose the problem, see “Display Extensive Status Information for a
Specific SONET Interface” on page 132 to display more extensive information
about the SONET interface and the physical interface that is down.

Monitor SONET Interfaces
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Sample Output

What It Means

The following output is for an interface with the physical layer up and the link layer
down:

user@router> show interfaces so-3/0/1
Physical interface: so-3/0/1, Enabled, Physical Tink is Up

Interface index: 28, SNMP ifIndex: 55

Description: Customer ABC

Link-Tevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal, SONET mode, Speed:
0C3,

Loopback: None, FCS: 16, Payload scrambler: Enabled

Device flags : Present Running
Interface flags: Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives

Keepalive settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepalive: Input: 113 (00:00:02 ago), Output: 119 (00:00:02 ago)

Input rate : 80 bps (0 pps)
Output rate : 88 bps (0 pps)
SONET alarms : None

SONET defects : None

Logical interface so-3/0/1.0 (Index 22) (SNMP ifIndex 56)
Flags: Device-Down Point-To-Point SNMP-Traps Encapsulation: Cisco-HDLC
Protocol inet, MTU: 4470, Flags: None
Addresses, Flags: Dest-route-down Is-Preferred Is-Primary
Destination: 192.168.2.124/30, Local: 192.168.2.125

The sample output shows that the link layer is down. This means that the logical
interface is not established end to end. When you see this situation, to further
diagnose the problem, see “Monitor Statistics for a SONET Interface” on page 134
to monitor statistics for the SONET interface and the logical interface that is down.

Step 3: Display Extensive Status Information for a Specific SONET Interface

Action

Sample Output
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To display extensive status information about a specific interface, use the following
JUNOS CLI operational mode command:

user@host> show interfaces so-fpc/pic/port extensive

user@router> show interfaces so-1/1/1 extensive
Physical interface: so-1/1/1, Enabled, Physical Tlink is Down
Interface index: 17, SNMP ifIndex: 16
Description: router-02 pos 4/0
Link-Tevel type: Cisco-HDLC, MTU: 4474, Clocking: Internal, SONET mode
Speed: 0C3, Loopback: None, CRC: 32, Payload scrambler: Enabled
Device flags : Present Running Down
Interface flags: Hardware-Down Link-Layer-Down Point-To-Point SNMP-Traps
Link flags : Keepalives
Keepalive statistics:
Input : 621 (last seen 00:05:35 ago)
Output: 905 (last seen 00:00:07 ago)
Statistics Tast cleared: Never
Traffic statistics:

Input bytes : 378736540 0 bps
Output bytes : 6786356 0 bps
Input packets: 225924 0 pps
Output packets: 104798 0 pps

Input errors:
Errors: 8, Drops: 0, Framing errors: 4181286, Runts: 0, Giants: 8
Policed discards: 9474, L3 incompletes: 0, L2 channel errors: 0
L2 mismatch timeouts: 3, HS 1ink CRC errors: 0, HS 1ink FIFO overflows: 0
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[..

Output errors:
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Carrier transitions: 2, Errors: 0, Drops: 0, Aged packets: 0

HS Tink FIFO underflows: 0
Active alarms
Active defects :

SONET PHY: Seconds Count
PLL Lock 0 0
PHY Light 328 1

SONET section: <-- SONET section errors
BIP-B1 0 0
SEF 329 3
LOS 329 2
LOF 329 2
ES-S 329
SES-S 329
SEFS-S 329

SONET Tine:

BIP-B2 0 0
REI-L 0 0
RDI-L 0 0
AIS-L 328 1
BERR-SF 0 0
BERR-SD 0 0
ES-L 329
SES-L 329
UAS-L 318
ES-LFE 0
SES-LFE 0
UAS-LFE 0
SONET path:
BIP-B3 0 0
REI-P 0 0
LOP-P 1 1
AIS-P 328 1
RDI-P 0 0
UNEQ-P 0 0
PLM-P 328 1
ES-P 329
SES-P 329
UAS-P 318
ES-PFE 0
SES-PFE 0
UAS-PFE 0

.Output truncated...]

: LOL, LOS <-- SONET active alarms and defects
LoL, LOF, LOS, SEF, AIS-L, AIS-P, PLM-P

State <-- SONET media-specific
errors

OK
Light Missing

Defect Active
Defect Active
Defect Active

0K
Defect Active
0K
OK

0K
Defect Active
OK
0K
Defect Active

The sample output details where the errors might be occurring. Error details include
input and output errors, active alarms and defects, and media-specific errors. The
SONET section, line, and path errors help narrow down the source of the problem.

If the physical link is down, look at the active alarm