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SOFTWARE LICENSE

The terms and conditions for using this software are described in the software license contained in the acknowledgment to your purchase order or, to the
extent applicable, to any reseller agreement or end-user purchase agreement executed between you and Juniper Networks. By using this software, you
indicate that you understand and agree to be bound by those terms and conditions. Generally speaking, the software license restricts the manner in which
you are permitted to use the software and may contain prohibitions against certain uses. The software license may state conditions under which the license
is automatically terminated. You should consult the license for further details. For complete product documentation, please see the Juniper Networks Web
site at www.juniper.net/techpubs.



END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER
OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper Networks
(Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as “Juniper”), and (ii)
the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”)
(collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which Customer
has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment which Customer
purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new releases of such software. “Embedded
Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, additions or replacements
which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper
or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer
has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, Customer shall use
such Software on a single computer containing a single physical random access memory space and containing any number of processors. Use of the
Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) requires multiple licenses, regardless of whether
such computers or virtualizations are physically contained on a single chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls,
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular features,
functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing,
temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or require the Software
to be used only in conjunction with other specific Software. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable
licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software. Customer
may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not extend or create an additional trial
period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s enterprise network.
Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius software to support any
commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable
license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded:; (e) distribute any copy of
the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked” or key-restricted
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper
to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper
reseller; (i) use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that the
Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking of the Software to
any third party without the prior written consent of Juniper; or () use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish
such records to Juniper and certify its compliance with this Agreement.



6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software,
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT PERMITTED
BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR
JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY
JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW,
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER
WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION,
OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to Customer, whether
in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or
if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and agrees that Juniper
has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss),
and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s
possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from the purchase of
the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to Juniper prior
to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All payments made by Customer shall be net of any
applicable withholding tax. Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by promptly: providing Juniper
with valid tax receipts and other required documentation showing Customer’s payment of any withholding taxes; completing appropriate applications that
would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder.
Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related
to any liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under this
Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or disclosure
by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, FAR 12.212,
FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT IlI) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any.
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any applicable
terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate)
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and
a copy of the LGPL at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The provisions
of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the Parties

hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This Agreement
constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and contemporaneous


http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html

agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that the terms of a
separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict
with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in
writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity of the
remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the Parties agree that the English
version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de méme que tous les documents y compris tout
avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related documentation is and will be
in the English language)).
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About This Guide

This preface provides the following guidelines for using the JUNOS Software J-Web
Interface User Guide:

m  JUNOS Documentation and Release Notes on page xiii
m  Objectives on page xiii

= Audience on page xiv

m  Supported Routing Platforms on page xiv

m  How to Use This Guide on page xiv

m  Document Conventions on page xv

m  Documentation Feedback on page xvii

m  Requesting Technical Support on page xviii

JUNOS Documentation and Release Notes

Objectives

For a list of related JUNOS documentation, see
http://www.juniper.net/techpubs/software/junos/.

If the information in the latest release notes differs from the information in the
documentation, follow the JUNOS Software Release Notes.

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

Juniper Networks supports a technical book program to publish books by Juniper
Networks engineers and subject matter experts with book publishers around the
world. These books go beyond the technical documentation to explore the nuances
of network architecture, deployment, and administration using JUNOS Software and
Juniper Networks devices. In addition, the Juniper Networks Technical Library,
published in conjunction with O'Reilly Media, explores improving network security,
reliability, and availability using JUNOS configuration techniques. All the books are
for sale at technical bookstores and book outlets around the world. The current list
can be viewed at http://www.juniper.net/books.

This guide describes how to use the J-Web user interface to configure, monitor, and
manage Juniper Networks routers.

JUNOS Documentation and Release Notes M Xiii


http://www.juniper.net/techpubs/software/junos/
http://www.juniper.net/techpubs/
http://www.juniper.net/books

JUNOS J-Web Interface User Guide

This guide is not directly related to any particular release of the JUNOS Software. To
obtain the most current version of this manual, refer to the product documentation
page on the Juniper Networks Web site, which is located at http://www.juniper.net.

Juniper Networks routing platform operations are controlled by the JUNOS Software.
You can configure and manage the JUNOS Software through either a command-line
interface (CLI) or a Web browser called the ]-Web user interface. The J-Web interface
works with most Web browsers, including Microsoft Internet Explorer and Netscape
Navigator. To use the J-Web interface, you must have access to a Web browser
application on your system.

= NOTE: For additional information about JUNOS Software—either corrections to or
information that might have been omitted from this guide—see the software release
notes at http://www.juniper.net/.

Audience

This guide is designed for individuals who prefer using a graphical user interface
(GUI) for installing, configuring, and managing a Juniper Networks routing platform.
The guide is intended for the following audiences:

m  Customers with technical knowledge of and experience with networks and the
Internet

m  Network administrators who install, configure, and manage Internet routing
platforms but are unfamiliar with the JUNOS Software

m  Network administrators who install, configure, and manage products of Juniper
Networks

Personnel operating the equipment must be trained and competent; must not conduct
themselves in a careless, willfully negligent, or hostile manner; and must abide by
the instructions provided by the documentation.

Supported Routing Platforms
The J-Web user interface is supported on the following routers running the JUNOS
Software:
m ] Series
m M Series
m  MX Series

m T Series
How to Use This Guide

This guide provides a comprehensive two-part overview of the J-Web user interface.
Part 1 describes how to install and start the J-Web interface, explains its layout, and

xiv W Audience


http://www.juniper.net
http://www.juniper.net/

About This Guide

identifies the elements that comprise the interface. Part 2 describes the tasks you
perform on a routing platform with the J-Web interface. The chapters describing
J-Web tasks follow the order in which the tasks appear in the interface.

Although this guide does not include a description of each J-Web page, much of this
information appears elsewhere in Juniper Networks documentation. See Table 1 on
page xv for the location of ]-Web information and http://www.juniper.net/books for a

comprehensive list of documentation for routing platforms operating on the JUNOS

Software.

Table 1: Location of J-Web Information

J-Web Information

Location

How to install the J-Web interface.

“Installing, Starting, and Managing J-Web” on page 3

m  ]-Web layout and elements.

m  How to navigate the ]-Web interface.

“J-Web User Interface Overview” on page 15

How to perform typical tasks—Monitor, Configuration, Diagnose,
Manage, Events, Alarms—on your routing platform with the J-Web
interface.

Monitor Tasks on page 25
Configuration Tasks on page 41
Maintain Tasks on page 69
Troubleshoot Tasks on page 57
Events Tasks on page 83

Alarms Tasks on page 91

How to use each field on the Configuration task pages and the Point
and Click configuration task pages.

J-Web Help (see “Getting ]-Web Help” on page 20)

m  J-series Services Router Basic LAN and WAN Access
Configuration Guide

m  J-series Services Router Advanced WAN Access
Configuration Guide

How to use each field on the Monitor, Manage, Diagnose, Events,
and Alarms task pages.

J-Web Help (see “Getting ]-Web Help” on page 20)
J-series Services Router Administration Guide

Document Conventions

Table 2 on page xvi defines the notice icons used in this guide.

Document Conventions H XV
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Table 2: Notice Icons

Icon Meaning

Description

Informational note

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

B B @

Alerts you to the risk of personal injury from a laser.

Table 3 on page xvi defines the text and syntax conventions used in this guide.

Table 3: Text and Syntax Conventions

Convention

Description

Examples

Bold text like this

Represents text that you type.

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms
No alarms currently active

Italic text like this

Introduces important new terms.
Identifies book names.

Identifies RFC and Internet draft
titles.

m A policy term is a named structure
that defines match conditions and

actions.

m  JUNOS System Basics Configuration
Guide

m RFC 1997, BGP Communities
Attribute

Italic text like this

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Configure the machine’s domain name:

[edit]
root@# set system domain-name
domain-name

Plain text like this

Represents names of configuration
statements, commands, files, and
directories; IP addresses; configuration
hierarchy levels; or labels on routing
platform components.

m  To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

m  The console port is labeled
CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;
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Table 3: Text and Syntax Conventions (continued)

About This Guide

Convention

Description

Examples

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(stringl | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ( { })

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
}
}
}

J-Web GUI Conventions

Bold text like this

Represents J-Web graphical user
interface (GUI) items you click or select.

m  Inthe Logical Interfaces box, select
All Interfaces.

m  To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of J-Web
selections.

In the configuration editor hierarchy,
select Protocols > Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include

the following information with your comments:

m  Document name

m  Document part number

m  Page number

m  Software release version (not required for Network Operations Guides [NOGs])

Documentation Feedback M XVii
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Requesting Technical Support

Xviii

Technical product support is available through the Juniper Networks Technical
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC support
contract, or are covered under warranty, and need postsales technical support, you
can access our tools and resources online or open a case with JTAC.

m  JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/customers/support/downloads/710059.pdf.

m  Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

m JTAC Hours of Operation —The JTAC centers have resources available 24 hours
a day, 7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with
the following features:

m  Find CSC offerings: http://www.juniper.net/customers/support/
m  Search for known bugs: http://www2.juniper.net/kb/
m  Find product documentation: http://www.juniper.net/techpubs/

m  Find solutions and answer questions using our Knowledge Base:
http://kb.juniper.net/

m  Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

m Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

m Join and participate in the Juniper Networks Community Forum:;
http://www.juniper.net/company/communities/

m  Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number
Entitlement (SNE) Tool located at https://tools.juniper.net/SerialNumberEntitlementSearch/ .

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.
m  Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

m Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit
us at http://www.juniper.net/support/requesting-support.html.

Requesting Technical Support
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Part 1
Introduction to J-Web

m Installing, Starting, and Managing J-Web on page 3

m  ]-Web User Interface Overview on page 15
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Chapter 1
Installing,

Starting, and Managing J-Web

Installing the J-Web Software on page 3
Starting the J-Web Interface on page 4
Configuring Basic Settings on page 6
Secure Web Access Overview on page 9
Generating SSL Certificates on page 9
Configuring Secure Web Access on page 10
Terminating J-Web Sessions on page 13
Setting J-Web Session Limits on page 13
Viewing Current Users on page 14

Lost Router Connectivity on page 14
Unpredictable ]-Web Behavior on page 14
No J-Web Access on page 14

Installing the J-Web Software

Your routing platform comes with the JUNOS Software installed on it. When you

power on the routing platform, all software starts automatically. On ] Series routers,
the J-Web software is part of the JUNOS Software available by default. However, on
M Series and T Series routers you need to install the J-Web software because it is not
shipped on the routing platform.

If your routing platform is not shipped with the J-Web software on it, you must
download the J-Web software package from the Juniper Networks Web page and
install it on your routing platform. After the installation, you must enable Web

management of the routing platform with the CLI.

= NOTE: M Series or T Series routers must be running JUNOS Software version 7.3 or
later to support the J-Web interface.

Installing the J-Web Software
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To install and enable the ]-Web software:

1. Using a Web browser, navigate to the Juniper Networks Customer Support Center
at https://www.juniper.net/customers/csc/software/ .

2. Log in to the Juniper Networks authentication system with the username
(generally your e-mail address) and password supplied by Juniper Networks
representatives.

3. Download the J-Web software to your local host. Select the version that is the
same as the JUNOS Software version running on the routing platform.

4. Copy the software package to the routing platform. We recommend that you
copy it to the /var/tmp directory.

5. If you have previously installed the ]-Web software on the routing platform, you
must delete it before installing the new version. To do so, from operational mode
in the CLI, enter the following command:

user@host> request system software delete jweb

6. Install the new package on the routing platform. From operational mode in the
CLI, enter the following command:

user@host> request system software add path/filename

Replace path with the full pathname to the J-Web software package. Replace
filename with the filename of the J-Web software package.

7. Enable Web management of the routing platform. From configuration mode in
the CLI, enter the following command:

user@host# system services web-management http

Starting the J-Web Interface
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Before you start the user interface, you must perform the initial routing platform
configuration described in the routing platform hardware guide. After the initial
configuration, you use your username and password and the hostname or IP address
of the router to start the user interface.

To start the J-Web interface:

1. Launch a Web browser that has Hypertext Transfer Protocol (HTTP) or HTTP
over Secure Sockets Layer (HTTPS) enabled.

The HTTPS protocol, which uses 128-bit encryption, is available only in domestic
versions of the JUNOS Software.To use HTTPS, you must have installed a
certificate on the routing platform and enabled HTTPS.

& NOTE: If the routing platform is running the worldwide version of the JUNOS Software
and you are using the Microsoft Internet Explorer Web browser, you must disable
the Use SSL 3.0 option in the Web browser to access the routing platform.

Starting the J-Web Interface
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2. After http:// or https:// in your Web browser, type the hostname or IP address
of the routing platform, and press Enter.

The J-Web login page appears.

3. On the login page, type your username and password, and click Log In.

To correct or change the username or password you typed, click Reset, type the
new entry or entries, and click Log In.

NOTE: The default username is root with no password. You must change this during
initial configuration or the system does not accept the configuration.

The J-Web Initial Configuration Set Up page appears.

To explicitly terminate a J-Web session at any time, click Logout in the top pane.

Starting the J-\Web Interface B 5
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Configuring Basic Settings

Before you begin initial configuration, complete the following tasks:

m Install the routing platform in its permanent location, as described in the hardware
installation guide or Getting Started Guide for your routing platform.

m  Gather the following information:
= Hostname for the router on the network

= Domain that the router belongs to on the network
= Password for the root user
= Time zone where the router is located

m [P address of a Network Time Protocol (NTP) server (if NTP is used to set
the time on the router)

= [P address of a Domain Name System (DNS) server

= List of domains that can be appended to hostnames for DNS resolution
m [P address of the default gateway

m [P address to be used for the loopback interface

= [P address of the built-in Ethernet interface that you will use for management
purposes

m  Collect the following equipment:
= A management device, such as a laptop, with an Ethernet port

= An Ethernet cable

To configure basic settings with J-Web Initial Configuration:

1. Enter information into the Initial Configuration Set Up page (see Figure 1 on page
7), as described in Table 4 on page 7.

2. Click Apply to apply the configuration.
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Figure 1: J-Web Set Up Quick Configuration Page

Initial Configuration

Identification

# Host Mame | carol 2
Domain Marme | lab.example.net ?
+ Root Password | essesssses ?

# erify Root Password | ssssssssss

Network
DMS Mame Servers  [10.209.194131 ?
10.209.194133
172.17.28101

2

épﬂglab.juniper.net ~
apglab juniper.net
lab. exarmple.net hd

Domain Search

Default Gateway | 123.01.2
Loopback Address | 192.168.8.1/32 2
fe-0f0/0,0 Address | 192.168.69.205/21

Time Zone | America/Los_Angeles v
MTP Servers ?

E

[ Settirne now manually ] 2

Current System Time  01/20/2009 06:15 | 2

Management Access

The following access methods are considered insecure as any information sent over them will be sent without
encryption and could possibly be intercepted during transmission,

Allowe Telnet Access
Allaws JUNOScript over Clear-Text Access [

The following access method is considered secure as any information sent over it will be encrypted before
transmission,

Mo S5H Access

In order to enable HTTPS or JUNOSCrpt over 3351, wou will need to visit the 5501 configuration page to configure
certificates and assoriations,

= NOTE: For ] Series routers only, after initial configuration is complete, the routing
platform stops functioning as a DHCP server. If you change the IP address of the
management interface and have the management device configured to use DHCP,
you lose your DHCP lease and your connection to the routing platform through the
J-Web interface. To reestablish a connection, either set the IP address on the
management device manually, or connect the management interface to the
management network and access the routing platform another way—for example,
through the console port.

Table 4: Initial Configuration Set Up Summary

Field Function Your Action
Identification

Host Name (required) Defines the hostname of the router. Type the hostname.
Domain Name Defines the network or subnetwork that the  Type the domain name.

machine belongs to.
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Table 4: Initial Configuration Set Up Summary (continued)

Field

Function

Your Action

Root Password
(required)

Sets the root password that user “root” can
use to log in to the router.

Type a plain-text password that the system encrypts.

NOTE: After a root password has been defined, it is
required when you log in to the J-Web user interface
or the CLI

Verify Root Password
(required)

Verifies the root password has been typed
correctly.

Retype the password.

Time

Time Zone

Identifies the time zone that the router is
located in.

From the list, select the appropriate time zone.

NTP Servers

Specify an NTP server that the router can
reach to synchronize the system time.

To add an IP address, type it in the box to the left of
the Add button, then click Add.

To delete an IP address, click it in the box above the
Add button, then click Delete.

Current System Time

Synchronizes the system time with the NTP
server, or manually sets the system time and
date.

m  To immediately set the time using the NTP
server, click Set Time via NTP. The router sends
a request to the NTP server and synchronizes
the system time.

NOTE: If you are configuring other settings on this
page, the router also synchronizes the system time
using the NTP server when you click Apply.

m  To set the time manually, click Set Time
Manually. A pop-up window allows you to select
the current date and time from lists.

Network

DNS Name Servers

Specify a DNS server that the router can use
to resolve hostnames into addresses.

To add an IP address, type it in the box to the left of
the Add button, then click Add.

To delete an IP address, click it in the box above the
Add button, then click Delete.

Domain Search

Adds each domain name that the router is
included in to the configuration so that they
are included in a DNS search.

To add a domain name, type it in the box to the left
of the Add button, then click Add.

To delete a domain name, click it in the box above
the Add button, then click Delete.

Default Gateway

Defines a default gateway through which to
direct packets addressed to networks not
explicitly listed in the routing table.

Type a 32-bit IP address, in dotted decimal notation.

Loopback Address

Defines a reserved IP address that is always
available on the router. If no address is
entered, this address is set to 127.0.0.1/32.

Type a 32-bit IP address and prefix length, in dotted
decimal notation.

8 m
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Field

Function

Your Action

fe-0/0/0 Address (on
J2300, J4300 and J6300
routers)

ge-0/0/0 Address (on
J4350 and 6350
routers)

fxpO Address (on M
Series routers)

Defines the IP address and prefix length of
the management interface. The

management interface is used for accessing
the router. The DHCP client sets this address

Type a 32-bit IP address and prefix length, in dotted
decimal notation.

NOTE: You must enter the address for the

management interface on the Quick Configuration
Set Up page before you click Apply. If you do not
manually configure this address, you will lose your
connection to the J-Web interface when you click

Apply.

to 192.168.1.1/24 if no DHCP server is
found.

Management Access

Allow Telnet Access

Allows remote access to the router using To enable Telnet access, select the check box.

Telnet.

Allow JUNOScript over
Clear-Text Access

Allows JUNOScript to access the router using
a protocol for sending unencrypted text over
a TCP connection.

To enable JUNOScript access over clear text, select
the check box.

Allow SSH Access

Allows remote access to the router using
SSH.

To enable SSH access, select the check box.

Secure Web Access Overview

A routing platform uses the Secure Sockets Layer (SSL) protocol to provide secure
management of routing platforms through the Web interface. SSL uses public-private
key technology that requires a paired private key and an authentication certificate
for the SSL service. SSL encrypts communication between your routing platform and
the Web browser with a session key negotiated by the SSL server certificate.

An SSL certificate includes identifying information such as a public key and a signature
made by a certificate authority (CA). When you access the routing platform through
HTTPS, an SSL handshake authenticates the server and the client and begins a secure
session. If the information does not match or the certificate has expired, you are not
able to access the routing platform through HTTPS.

Without SSL encryption, communication between your routing platform and the
browser is sent in the open and can be intercepted. We recommend that you enable
HTTPS access on your WAN interfaces.

On | Series routers, HTTP access is enabled by default on the built-in management
interfaces. By default, HTTPS access is supported on any interface with an SSL server
certificate.

Generating SSL Certificates

To enable secure Web access, you must first generate a digital SSL certificate, and
then enable HTTPS access on the routing platform.

m 9
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To generate an SSL certificate:

. Enter the following openssl command in your Secure Shell command-line
interface. The openssl command generates a self-signed SSL certificate in the
privacy-enhanced mail (PEM) format. It writes the certificate and an unencrypted
1024-bit RSA private key to the specified file.

% openssl req —x509 —nodes —newkey rsa:1024 —keyout filename.pem -out
filename.pem

Replace filename with the name of a file in which you want the SSL certificate
to be written—for example, new.pem.

2. When prompted, type the appropriate information in the identification form.
For example, type US for the country name.

3. Display the contents of the file new.pem.
cat new.pem

Copy the contents of this file for installing the SSL certificate.

Go on to “Configuring Secure Web Access” on page 10to install the SSL certificate
and enable HTTPS.

Configuring Secure Web Access
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Navigate to the Management Access Configuration page by selecting
Configuration > System Properties > Management Access. Click Edit from the main
pane to open the Edit Management Access page. On this page, you can enable HTTP
and HTTPS access on interfaces for managing Services Routers through the Web
interface. You can also install SSL certificates and enable JUNOScript over SSL with
the Secure Access page.

Figure 2 on page 11 shows the Edit Management Access page.

Configuring Secure Web Access
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IWanagement Services

Services

Enable telnet
Enable 55H

Enable HTTP
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Figure 2: Edit Management Access Page

Edit Management Access
Certificates Maragement Services Certificates

JUNOSCcript

. Certificate names
Enable JUNOScript over clear text

O Enable JUNOScript over SSL

JUNOScript ‘ ‘
certificate: i

Enable on all interfaces

Selected interfaces

O Enable HTTPs

HTTPs certificate:

Available interfaces Add certificate

ge-0/0/0.0
L Certificate name:
100.0
Certificate
content:

Enable on all interfaces

Selected interfaces

Available interfaces

ge-0/0/0.0
100.0 [ Save
[ Ok J [ Caricel J l [0 J [ Cancel J

To configure Web access settings in the J-Web interface:

1. Enter information into the Edit Management Access page, as described in Table
5 on page 11.

2. Click OK to apply the configuration.

3. To verify that Web access is enabled correctly, connect to the router using one
of the following methods:

m  For HTTP access—In your Web browser, type http://URL or http://IP address.

m  For HTTPS access—In your Web browser, type https://URL or https://IP
address.

m  For SSL JUNOScript access—A JUNOScript client such as JUNOScope is
required. For information about how to log in to JUNOScope, see the
JUNOScope Software User Guide.

Table 5: Secure Access Configuration Summary

Field

Function Your Action

Certificates
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Table 5: Secure Access Configuration Summary (continued)

Field

Function

Your Action

Certificates

Displays digital certificates required for
SSL access to the routing platform.

Allows you to add and delete SSL
certificates.

For information about how to generate
an SSL certificate, see “Generating SSL
Certificates” on page 9.

To add a certificate:

1. Click Add on the Certificates tab to display the Add
Certificate box.

2. Type a name in the Certificate Name box—for
example, new.

3. Paste the generated certificate and RSA private key
in the Certificate content box.

To delete a certificate, select it from the list and click
Delete.

HTTP Web Access

Enable HTTP Access

Enables HTTP access on interfaces.

To enable HTTP access, select the Enable HTTP access
check box on the Services tab.

Enable HTTP on All
Interfaces

Enables HTTP access on all interfaces at
one time.

To enable HTTP access on all interfaces, select the Enable
on all interfaces check box on the Services tab.

HTTP-Enabled

Specifies interfaces on which you want

Clear the Enable on all interfaces check box on the

Interfaces to enable HTTP access. Services tab, select the interface and move it to the
appropriate list by clicking the direction arrows:
m To enable HTTP access on an interface, add the
interface to the Selected interfaces list.
m  To disable HTTP access on an interface, add the
interface to the Available interfaces list.
HTTPS Web Access

Enable HTTPS Access

Enables HTTPS access on interfaces.

To enable HTTPS access, select the Enable HTTPS access
check box on the Services tab.

HTTPS Certificate

Specifies SSL certificates to be used for
encryption.

This field is available only after you have
created an SSL certificate.

To specify the HTTPS certificate, select a certificate from
the HTTPS certificate list on the Services tab—for example,
new.

Enable HTTPS on All
Interfaces

Enables HTTPS on all interfaces at one
time.

To enable HTTPS on all interfaces, select the Enable HTTPS
on all interfaces check box on the Services tab.

HTTPS-Enabled

Allows you to specify interfaces on which

Clear the Enable on all interfaces check box on the

Interfaces you want to enable HTTPS access. Services tab, select the interface and move it to the
appropriate list by clicking the direction arrows::
m  To enable HTTPS access on an interface, add the
interface to the Selected interfaces list.
m  To disable HTTPS access on an interface, add the
interface to the Available interfaces list.
JUNOScript over SSL
Enable SSL Enables secured SSL access to the To enable SSL access, select the Enable JUNOScript over

JUNOScript access

JUNOScript XML scripting API.

SSL check box on the Services tab.

12 =
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Table 5: Secure Access Configuration Summary (continued)

Field

Function Your Action

JUNOScript SSL
Certificate

Specifies SSL certificates to be used for To enable an SSL certificate, select a certificate from the
encryption. JUNOScript certificate list on the Services tab—for example,

new.

This field is available only after you
create at least one SSL certificate.

Terminating J-Web Sessions

To explicitly terminate a J-Web session at any time, click Logout in the top pane.
You must log in again to begin a new session.

By default, if the routing platform does not detect any activity through the J-Web
interface for 24 hours, the session times out and is terminated. For information about
changing the idle time limit, see “Setting ]-Web Session Limits” on page 13.

Setting J-Web Session Limits

By default, an unlimited number of users can log in to the J-Web interface on a routing
platform, and each session remains open for 24 hours (1440 minutes). Using CLI
commands, you can limit the maximum number of simultaneous J-Web user sessions
and set a default session timeout for all users.

m  To limit the number of simultaneous J-Web user sessions, enter the following
commands:

user@host# edit system services web-management session
user@host# set session-limit session-limit

Range: 1 through 1024. Default: Unlimited

m  To change the J-Web session idle time limit, enter the following commands:

user@host# edit system services web-management session
user@host# set idle-timeout minutes

Range: 1 through 1440. Default: 1440

You can also configure the maximum number of simultaneous subordinate HTTP
processes that the routing platform creates in response to user requests.

To configure the maximum number of subordinate httpd processes, enter the
following commands:

user@host# edit system services web-management limits
user@host# active-child-process process-limit

The default is 5, and the range is O through 32.

Terminating JWeb Sessions m 13
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For more information about system services statements, see the JUNOS System Basics
Configuration Guide.

Viewing Current Users

To view a list of users logged in to the routing platform, select Monitor > System
View > System Information in J-Web and scroll down to the Logged-in User Details
section, or enter the show system users command in the CLI. The J]-Web page and
CLI output show all users logged into the routing platform from either J-Web or the
CLL

Lost Router Connectivity

Problem

Cause

Solution

After completing initial configuration, I lost connectivity to the routing platform
through J-Web.

For | Series routers only, after initial configuration is complete, the routing platform
stops functioning as a DHCP server. If you change the IP address of the management
interface and have the management device configured to use DHCP, you lose your
DHCP lease and your connection to the routing platform through the J-Web interface.

To reestablish a connection, either set the IP address on the management device
manually, or connect the management interface to the management network and
access the routing platform another way—for example, through the console port.

Unpredictable J-Web Behavior

No J-Web Access
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Problem

Solution

Problem

Solution

[ have multiple -Web windows open and am experiencing unpredictable results.

Close the extra windows. The routing platform can support multiple ]-Web sessions
for a single user who logs in to each session. However, if a single user attempts to
launch multiple J-Web windows —for example, by right-clicking a link to launch
another instance of a Web browser—the session can have unpredictable results.

[ cannot access J-Web from my browser.

Solution 1—On a M Series or T Series router, verify that you have successfully
installed the ]-Web software package and enabled Web management on the platform,
as described in “Installing the ]-Web Software” on page 3.

Solution 2—If the routing platform is running the worldwide version of the JUNOS

Software and you are using the Microsoft Internet Explorer Web browser, you must
disable the Use SSL 3.0 option in the Web browser to access J-Web on the routing

platform.

Viewing Current Users
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J-Web User Interface Overview

J-Web Overview

J-Web Overview on page 15

J-Web Layout on page 16

Top Pane Elements on page 17

Main Pane Elements on page 18

Side Pane Elements on page 18

Navigating the J-Web Interface on page 19

Navigating the J]-Web Configuration Editor on page 20
Getting J-Web Help on page 20

The J-Web interface allows you to monitor, configure, troubleshoot, and manage the
routing platform by means of a Web browser enabled with Hypertext Transfer
Protocol (HTTP) or HTTP over Secure Sockets Layer (HTTPS). ]-Web provides access
to all the configuration statements supported by the routing platform, so you can
fully configure it without using the JUNOS CLI.

You can perform the following tasks with the ]-Web interface:

Monitoring—Display the current configuration and information about the system,
interfaces, chassis, routing protocols, routing tables, routing policy filters, and
other features. For more information, see “Monitor Tasks” on page 25.

Configuring—View the current configurations at a glance, configure the routing
platform, and manage configuration files. The J-Web interface provides the
following different configuration methods:

= Configure the routing platform quickly and easily without configuring each
statement individually.

= Edit a graphical version of the JUNOS CLI configuration statements and
hierarchy.

= Edit the configuration in a text file.

= Upload a configuration file.
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The J-Web interface also allows you to manage configuration history and set a
rescue configuration. For more information, see “Configuration Tasks” on page
41.

m  Troubleshooting—Troubleshoot routing problems by running the ping or
traceroute diagnostic tool. The diagnostic tools also allow you to capture and
analyze routing platform control traffic. For more information, see “Troubleshoot
Tasks” on page 57.

m  Maintaining—Manage log, temporary, and core (crash) files and schedule reboots
on the routing platforms. On | Series routers, you can also manage software
packages and licenses and copy a snapshot of the system software to a backup
device. For more information, see “Maintain Tasks” on page 69.

m  Configuring and monitoring events—Filter and view system log messages that
record events occurring on the router. You can configure files to log system log
messages and also assign attributes, such as severity levels, to messages. For
more information, see “Events Tasks” on page 83.

m  Configuring and monitoring alarms—On J Series routers only, monitor and
diagnose the router by monitoring active alarms that alert you to the conditions
on a network interface. You can also set the conditions that trigger alarms on
an interface. For more information, see “Alarms Tasks” on page 91.

J-Web Layout

Each page of the ]-Web interface is divided into the following panes, as shown in
Figure 3 on page 17.

m  Top pane—Displays identifying information and links.

m  Main pane—Location where you monitor, configure, troubleshoot, and manage
the routing platform by entering information in text boxes, making selections,
and clicking buttons.

m Side pane—Displays subtasks of the Monitor, Configuration, Troubleshooting,
or Maintenance task currently displayed in the main pane. For the configuration
editor, this pane displays the hierarchy of configuration statements committed
on the router. Click an item to access it in the main pane.
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Figure 3: J-Web Layout
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m The ping diagnostic tool sends a series of ICMP "echo request’ packets to the specified remoate host

m The receipt of such packets will usually result in the remote host replying with an ICMP "echo response” Mote that some hosts are configured notto respond

to ICMP "echo requests” so a lack of responses does not necessarily represent a connectivity problem
Entering a host below creates a periodic ping task thatwill run until cancelled or until ittimes out as specified.
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Wain Pane

The top pane comprises the elements shown in Figure 4 on page 17.

Figure 4: Top Pane Elements

Username —
Taskbar with J-WWeb Tasks

About J\wWeb Interface

J-web Help | ‘
Logout

m  hostname — model—Hostname and model of the routing platform.

m Logged in as: username—Username you used to log in to the routing platform.

m  Help—Link to context-sensitive help information.

m About—Link to information about the J-Web interface, such as the version
number.

m  Logout—Ends your current login session with the routing platform and returns
you to the login page.

m  Taskbar—Menu of J-Web tasks. Click a J-Web task to access it.

Monitor—View information about configuration and hardware on the routing
platform.

Configure—Configure the routing platform with Configuration pages or the
configuration editor, and view configuration history.

Troubleshoot—Troubleshoot network connectivity problems.

Maintain—Manage files and licenses, upgrade software, and reboot the
routing platform.
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Main Pane Elements

The main pane comprises the elements shown in Figure 5 on page 18.

Figure 5: Main Pane Elements

Configure [ Current task
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Tunnel Information Help Ican
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# Remote Tunnel Endpoint 7| [Local Tunnel Endpoint
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* IKE Secret Key 2 local endpoint of the IPSec tunnel,

# erify IKE Secret Key

Private Prefix List ?

Red asterisk
(reguired field)

!

m  Help (?) icon—Displays useful information when you move the cursor over the
question mark. This help displays field-specific information, such as the definition,
format, and valid range of the field.

m  Red asterisk (*)—Indicates a required field.

m Icon Legend— For the Edit Configuration subtask (J-Web configuration editor)
only, explains icons that appear in the user interface to provide information
about configuration statements:

= C—Comment. Move your cursor over the icon to view a comment about the
configuration statement.

» I—Inactive. The configuration statement does not affect the routing platform.
= M—DModified. The configuration statement is added or modified.

= *—Mandatory. The configuration statement must have a value.

Side Pane Elements

The side pane comprises the elements shown in Figure 6 on page 19.
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Figure 6: Side Pane Elements
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m  Subtask—Displays options related to the selected task in the J-Web taskbar.

m  Configuration hierarchy—For the J-Web configuration editor, displays the
hierarchy of committed statements in the routing platform configuration.

m Click Expand all to display the entire hierarchy.

= Click Hide all to display only the statements at the top level.
m  Click plus signs (+) to expand individual items.

m  Click minus signs (-) to hide individual items.

Navigating the J-Web Interface

The layout of the panes allows you to quickly navigate through the interface. You
navigate the J-Web interface, move forward and backward, scroll pages, and expand
and collapse elements as you do in a typical Web browser interface.

From the taskbar, select the [-Web task that you want to perform. Selecting the task
displays related subtasks in the side pane. When you select a subtask, related fields
are displayed in the main pane. By default, the system selects the first subtask and
displays its related fields in the main pane. The side pane and taskbar are available
from all pages, allowing you to skip from one task or subtask to the other from any
page in the interface.

You can easily navigate to most subtasks by selecting them from the side pane. On
pages where you are required to take an action, buttons and links allow you to move
to the next or previous page as you perform certain actions. . For more information,
see “Navigating the J-Web Configuration Editor” on page 20.
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Navigating the J-Web Configuration Editor

When you select Configure > CLI Tools > Point and Click CLI (J-Web configuration
editor), the side pane displays the top level of the configured hierarchy committed
on the routing platform. The main pane displays the configuration hierarchy options.

You can click a statement or identifier displayed in the main pane, or in the hierarchy
in the left pane, to display the corresponding configuration options in the main pane.
For more information, see “Point and Click (J-Web Configuration Editor)” on page
46

After typing or selecting your configuration edits, click a button in the main pane
(described in Table 6 on page 20) to move to the previous page after applying or
committing the configuration. An updated configuration does not take effect until
you commit it.

Table 6: Key J-Web Edit Configuration Buttons

Function Button

Apply edits to the candidate configuration, and return one level up (previous OK
page) in the configuration hierarchy.

Clear the entries you have not yet applied to the candidate configuration, and  Cancel
return one level up (previous page) in the configuration hierarchy.

Verify edits and apply them to the current configuration file running on the Commit
routing platform. For more details, see “Committing a Configuration” on page
52

Discard changes or delete configuration Discard

Getting J-Web Help

20

The J-Web interface provides two ways to display Help for the Monitor, Configure
Troubleshoot, and Maintain, tasks.

To get Help in the J-Web interface:

m Field-sensitive Help—Move the cursor over the question mark (?) next to the field
for which you want more information. The system displays useful information
about the field. Typically, this Help includes one line of information about what
this field does or what you must enter in a given text box. For example, Help
for the Peer Autonomous System Number field states, “the value should be a
number between 1 and 65535.”

m  Context-sensitive Help—Click Help in the taskbar to open a separate page
displaying the summary of all the fields on that page. To exit Help, close the
page. You can navigate Help pages using hypertext links connecting related
topics, or click the following options (if available) at the top and bottom of each
page. Figure 7 on page 21 shows Help for the CoS Configuration page.

Navigating the J-Web Configuration Editor
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m  Prev—Access the previous page.

= Next—Access the next page.

= Report an Error—Access a form for providing feedback.

Figure 7: CoS Help Page

[Mexzt][Eepeort an Error]

Configuring a Stateless Firewall Filter with Quick Configuration

The Firewall Filters Quick Configuration pages allow you to configure stateless firewall filters that examine packets
traveling to or from a routing platform. You can create new filters or edit existing filters by adding terms to them. Each
filter term is defined by a set of match conditions and an associated action. After you define the terms for a filter, you
must assaciate the filter with one or maore interfaces on the router.

This section contains the following topics:

m Configuring IPwd and [PvE Stateless Firewall Filters
m Assigning [Pvd and 1PWS Fireweall Filters to Interfaces

[Mext][Eeport an Error)

Copyright @ 2009, Juniper Metvats, Ine All rights reserved. Trademad Hotice.
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J-Web Tasks

m  Monitor Tasks on page 25

m  Configuration Tasks on page 41
m  Troubleshoot Tasks on page 57
m  Maintain Tasks on page 69

m  Events Tasks on page 83

m  Alarms Tasks on page 91
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Monitor Tasks

m  Monitor Task Overview on page 25
m Interfaces on page 26

m  Events and Alarms on page 26

m  System View on page 27

m  Security on page 29

m  Routing on page 31

m  Class of Service on page 32

m  MPLS on page 33

m  Service Sets on page 34

m  PPPOE (] Series Routing Platforms Only) on page 34
m  Services on page 35

m  Chassis Viewer (M7i, M10i, M20, M120, and M320 Routing Platforms
Only) on page 35

m  Sample Task—Monitoring Interfaces on page 36

m  Sample Task—Monitoring Route Information on page 38

Monitor Task Overview

Use the J-Web Monitor tasks to monitor your routing platform. The J-Web interface
displays diagnostic information about the routing platform in the browser.

You can also monitor the routing platform with command line interface (CLI)
operational mode commands that you type into a CLI emulator in the J-Web interface.
The monitoring pages display the same information displayed in the output of show
commands entered in the CLI terminal. For more information about the J-Web CLI
terminal, see “Using the CLI Terminal” on page 62. For more information about the
show commands, see the JUNOS command references.

J-Web monitoring pages appear when you select Monitor in the taskbar. The
monitoring pages display the current configuration on your system and the status
of your system, chassis, interfaces, and routing and security operations. The
monitoring pages have plus signs (+) that you can expand to view details. On some
pages, such as the Routing Information page, you can specify search criteria to view
selective information. (See “Sample Task;Monitoring Route Information” on page
38.)
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Interfaces

The J-Web interface hierarchically displays all routing platform physical and logical
interfaces, including state and configuration information. This information is divided
into multiple parts. To view general interface information such as available interfaces,
operation states of the interfaces, and descriptions of the configured interfaces, select
Monitor > Interfaces in the J-Web interface. To view interface-specific properties
such as administrative state or traffic statistics in the J-Web interface, select the
interface name on Port Monitoring page and click Details.. (See “Sample
Task;Monitoring Interfaces” on page 36.)

Table 7 on page 26 shows a summary of the information displayed on the Interfaces

pages and the corresponding CLI show commands you can enter at the J-Web CLI
terminal.

Table 7: Interfaces Information and Corresponding CLI show Commands

Information Displayed Corresponding CLI Command

Status information about the specified Protocol Independent show interfaces terse
Multicast (PIM).

Detailed information about all interfaces configured on the routing  show interfaces detail
platform.

Current state of the interface you specify. show interfaces interface-name

Events and Alarms

m  View Alarms on page 26

m View Events on page 27

View Alarms

On ] Series routers only, you can monitor active alarms on the J-Web interface. To
view the alarms page click Monitor > Events and Alarms > Alarms. The View Alarms
page alerts you about conditions that might prevent the routing platform from
operating normally. The page displays information about active alarms, the severity
of the alarms, the time at which the alarm began and a brief description for each
active alarm. Alternatively you can use the CLI to view alarms on all routers. An alarm
indicates that you are running the routing platform in a manner that is not
recommended. When you see an alarm, you must check its cause and remedy it.

Alternatively, you can display alarm information by entering the following commands
at the J-Web CLI terminal:

m  show chassis alarms

m  show system alarms
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System View

System Information
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All active alarms are displayed on the View Alarms page with detailed description of
the alarm. This description provides more information about the probable cause or
solution for the condition that caused the alarm (see “Sample Task;Viewing and
Filtering Alarms” on page 92). The description also provides the date and time when
the failure was detected.

For more information see “Alarms Tasks” on page 91

To view system log messages that record events occurring on your routing platform,
click Monitor>Events and Alarms>View Events. The View Events page is displayed.
This page provides an easy method to view the events recorded in the system log
(also known as system log messages). By default, the View Events page displays a
summary of the most recent 25 events, with severity levels highlighted in different
colors.

The View Events page displays system log messages that record events occurring on
the routing platform. Events recorded include those of the following types:

m  Routine operations, such as creation of an Open Shortest Path First (OSPF)
protocol adjacency or a user login into the configuration database

m  Failure and error conditions, such as failure to access a configuration file or
unexpected closure of a connection to a child or peer process

m  Emergency or critical conditions, such as routing platform power-off due to
excessive temperature

On the View Events page, you can also use filters to display relevant events. Table
36 on page 85 lists the different filters, their functions, and the associated actions.
You can apply any or a combination of the described filters to view the messages
that you want to view. After specifying the filter or filters you want, click Search to
display the filtered events.

For more information see “Events Tasks” on page 83.

m  System Information on page 27
m  Chassis Information on page 28
m  Process Details on page 28

m FEB Redundancy (M120 Routing Platforms Only) on page 29

To view information about system properties such as the name and [P address of
the routing platform or the resource usage on the Routing Engine, select
Monitor > System View in the J-Web interface.
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Table 8 on page 28 shows a summary of the information displayed on System pages
and the corresponding CLI show commands you can enter at the J-Web CLI terminal.

Table 8: System Information and Corresponding CLI show Commands

Information Displayed Corresponding CLI Command

Current time and information about how long the routing platform,  show system uptime
routing platform software, and routing protocols have been
running.

Information about users who are currently logged in to the routing ~ show system users
platform.

Statistics about the amount of free disk space in the routing show system storage
platform’s file systems.

Software processes running on the routing platform. show system processes

Chassis Information

To view chassis properties on the routing platform, select Monitor > System
View > Chassis Information in the J-Web interface.

Table 9 on page 28 shows a summary of the information displayed on the Chassis

Information page and the corresponding CLI show commands you can enter at the
J-Web CLI terminal.

Table 9: Chassis Information and Corresponding CLI show Commands

Information Displayed Corresponding CLI Command
Conditions that have been configured to trigger alarms. show chassis alarms
Environmental information about the routing platform chassis, show chassis environment

including the temperature and information about the fans, power
supplies, and Routing Engine.

Status information about the installed FPCs and PICs. show chassis fpc

List of all FPCs and PICs installed in the routing platform chassis, ~ show chassis hardware
including the hardware version level and serial number.

Process Details

To view process details like process ID, CPU load, or memory utilization, select
Monitor > System View > Process Details in the ]-Web interface.

Table 10 on page 29 shows a summary of the information displayed on the Process

Details page and the corresponding CLI show commands you can enter at the ]-Web
CLI terminal.
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Table 10: Process Details Information and Corresponding CLI show Commands

Information Displayed

Corresponding CLI Command

Software processes running on the router show processes extensive

FEB Redundancy (M120 Routing Platforms Only)

On M120 routers, Forwarding Engine Boards (FEBs) provide route lookup and
forwarding functions from Flexible PIC Concentrators (FPCs) and compact Flexible
PIC Concentrators (cFPCs). You can configure FEB redundancy groups to provide
high availability for FEBs.

To view the status of FEBs and FEB redundancy groups, or connectivity between
FPCs and FEBs, select Monitor > System View > FEB Redundancy in the J-Web
interface.

Table 11 on page 29 shows a summary of the information displayed on the FEB
Redundancy page and the corresponding CLI show command you can enter at the
J-Web CLI terminal.

Table 11: FEB Redundancy Information and Corresponding CLI show Command

Information Displayed

Corresponding CLI Command

Forwarding Engine Board (FEB) status information. show chassis feb

Security

Firewall

m Firewall on page 29
m  [PSec on page 30
NAT on page 30

To view stateful firewall filter information in the J-Web interface, select

Monitor > Security > Firewall > Stateful Firewall. To display stateful firewall filter
information for a particular address prefix, port, or other characteristic, type or select
information in one or more of the Narrow Search boxes, and click OK.

Table 12 on page 30 shows a summary of the information displayed on Firewall

pages and the corresponding CLI show commands you can enter at the ]-Web CLI
terminal.
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Table 12: Firewall Information and Corresponding CLI show Commands

Information Displayed

Corresponding CLI Command

Statistics Summary

Stateful firewall filter statistics.

show services stateful-firewall statistics

Stateful Firewall

Stateful firewall filter conversations.

show services stateful-firewall
conversations

Flow table entries for stateful firewall filters.

show services stateful-firewall flows

IDS Information

Information about an address under possible attack.

show services ids destination-table

Information about an address that is a suspected attacker.

show services ids source-table

Information about a particular suspected attack source and
destination address pair.

show services ids pair-table

IPSec

To view information about configured IPSec tunnels and statistics, and IKE security
associations for adaptive services interfaces select Monitor > Security > IPSec in the
J-Web interface.

Table 13 on page 30 shows a summary of the information displayed on the IPSec

page and the corresponding CLI show commands you can enter at the J-Web CLI
terminal.

Table 13: IPSec Information and Corresponding CLI show Commands

Information Displayed Corresponding CLI Command

(Adaptive services interface only) IPSec statistics for the selected  show services ipsec-vpn ipsec statistics
service set.

(Adaptive services interface only) IPSec security associations for show services ipsec-vpn ipsec
the selected service set. security-associations

(Adaptive services interface only) Internet Key Exchange (IKE)
security associations.

show services ipsec-vpn ike
security-associations

NAT

NAT pool information includes information about the address ranges configured
within the pool on the routing platform. To view NAT pool information, select
Monitor > Security > NAT in the [-Web interface.
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Table 14 on page 31 shows a summary of the information displayed on the NAT
page and the corresponding CLI show command you can enter at the J-Web CLI
terminal.

Table 14: NAT Information and Corresponding CLI show Command

Information Displayed Corresponding CLI Command
Information about Network Address Translation (NAT) pools. show services nat pool
Routing

To view information about routes in a routing table or for information about OSPF,
BGP, RIP, or DLSw, select Monitor > Routing in the J-Web interface.

The routing information includes information about the route's destination, protocol,
state, and parameters. To view selective information, type or select information in
one or more of the Narrow Search boxes, and click OK. (See “Sample Task;Monitoring
Route Information” on page 38).

Table 15 on page 31 shows a summary of the information displayed on Routing

pages and the corresponding CLI show commands you can enter at the ]-Web CLI
terminal.

Table 15: Routing Information and Corresponding CLI show Commands

Information Displayed Corresponding CLI Command

Route Information

A high-level summary of the routes in the routing table. show route terse

Detailed information about the active entries in the routing tables.  show route detail

BGP Information

Summary about Border Gateway Protocol (BGP). show bgp summary
BGP peers. show bgp neighbor
OSPF Information

Information about Open Shortest Path First (OSPF) neighbors. show ospf neighbors
OSPF interfaces. show ospf interfaces
OSPF statistics. show ospf statistics

RIP Information

Routing Information Protocol (RIP) statistics about messages sent  show rip statistics
and received on an interface, as well as information received from
advertisements from other routers.

RIP neighbors. show rip neighbors
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Table 15: Routing Information and Corresponding CLI show Commands (continued)

Information Displayed Corresponding CLI Command

DLSw Information

Data link switching (DLSw) capabilities of a specific remote peer  show disw capabilities

or all peers.

Configured DLSw circuits. show dlsw circuits
DLSw peer status. show dIsw peers
Media access control (MAC) and IP addresses of remote DLSw show dIsw reachability
peers.

Class of Service

To display details about the performance of class of service (CoS) on a routing
platform, select Monitor > Class of Service in the J-Web interface.

Table 16 on page 32 shows a summary of the information displayed on Class of

Service pages and the corresponding CLI show commands you can enter at the ]-Web
CLI terminal.

Table 16: Class of Service Information and Corresponding CLI show Commands

Information Displayed Corresponding CLI Command

Interfaces

Information about the physical and logical interfaces in the system  show class-of-service interface
and details about the CoS components assigned to these interfaces.

Classifiers

Forwarding classes and loss priorities that incoming packets are show class-of-service classifier
assigned to based on the packet's CoS values.

CoS Value Aliases

CoS value aliases that the system is using to represent show class-of-service code-point-aliases
Differentiated Services code point (DSCP), DSCP 1Pv6, MPLS
experimental (EXP), and IPv4 precedence bits.

RED Drop Profiles

Detailed information about the drop profiles used by the system.  show class-of-service drop-profile
Also, displays a graph of the random early detection (RED) curve

that the system uses to determine the queue fullness and drop

probability.

Forwarding Classes

Assignment of forwarding classes to queue numbers. show class-of-service forwarding-class

Rewrite Rules
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Table 16: Class of Service Information and Corresponding CLI show Commands (continued)

Information Displayed Corresponding CLI Command

Packet CoS value rewrite rules based on the forwarding classes show class-of-service rewrite-rule
and loss priorities.

Scheduler Maps

Assignment of forwarding classes to schedulers. Schedulers include  show class-of-service scheduler-map
transmit rate, rate limit, and buffer size.

MPLS

To view information about MPLS label-switched paths (LSPs) and virtual private
networks (VPNSs), select Monitor > MPLS.

Table 17 on page 33 shows a summary of the information displayed on MPLS pages
and the corresponding CLI show commands you can enter at the J-Web CLI terminal.

Table 17: MPLS Information and Corresponding CLI show Commands

Information Displayed Corresponding CLI Command
Interfaces
Interfaces on which MPLS is enabled, plus the operational state show mpls interface

and any administrative groups applied to an interface.

LSP Information

LSP sessions currently active on the routing platform, including show mpls Isp
inbound (ingress) and outbound (egress) addresses, LSP state, and
LSP name.

LSP Statistics

Statistics for LSP sessions currently active on the routing platform,  show mpls Isp statistics
including the total number of packets and bytes forwarded through
an LSP.

RSVP Sessions

RSVP-signaled LSP sessions currently active on the routing platform,  show rsvp session
including inbound (ingress) and outbound (egress) addresses, LSP
state, and LSP name.

RSVP Interfaces

Interfaces on which RSVP is enabled, including the interface name,  show rsvp interface
total bandwidth through the interface, and total current reserved
and reservable (available) bandwidth on the interface.

MPLS ®m 33



JUNOS J-Web Interface User Guide

Service Sets

Service set information includes the services interfaces on the routing platform, the
number of services sets configured on the interfaces, and the total CPU used by the
service sets. To view these service set properties, select Monitor > Service Sets in
the J-Web interface.

A service set is a group of rules from a stateful firewall filter, Network Address
Translation (NAT), intrusion detection service (IDS), or IP Security (IPSec) that you
apply to a services interface. IDS, NAT, and stateful firewall filter service rules can
be configured within the same service set. However, IPSec services are configured
in a separate service set.

Table 18 on page 34 shows a summary of the information displayed on Service Sets
pages and the corresponding CLI show commands you can enter at the ]-Web CLI
terminal.

Table 18: Service Sets Information and Corresponding CLI show Commands

Information Displayed

Corresponding CLI Command

Service set summary information. show services service-sets summary

Service set memory usage.

show services service-sets memory-usage

PPPOE (J Series Routing Platforms Only)

The PPPoE monitoring information is displayed in multiple parts. To display the
session status for PPPoE interfaces, cumulative statistics for all PPPoE interfaces on
the routing platform, and the PPPOE version configured on the routing platform,
select Monitor > PPPoE in the |-Web interface.

To view interface-specific properties in the J-Web interface, select the interface name
on the PPPOE page.

Table 19 on page 34 shows a summary of the information displayed on the PPPoE
page and the corresponding CLI show commands you can enter at the J-Web CLI
terminal.

Table 19: PPPoE Information and Corresponding CLI show Commands

Information Displayed

Corresponding CLI Command

Session-specific information about the interfaces on which PPPOE  show pppoe interfaces

is enabled.
Statistics for PPPOE sessions currently active. show pppoe statistics
PPPOE protocol currently configured on the routing platform. show pppoe version
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A ] Series routing platform can operate as a Dynamic Host Configuration Protocol
(DHCP) server. To view information about dynamic and static DHCP leases, conflicts,
pools, and statistics, select Monitor > Services > DHCP in the J-Web interface.

Table 20 on page 35 shows a summary of the information displayed on the DHCP
page and the corresponding CLI show commands you can enter at the J-Web CLI
terminal.

Table 20: DHCP Information and Corresponding CLI show Commands

Information Displayed

Corresponding CLI Command

DHCP server client binding information. show system services dhcp binding
DHCP client-detected conflicts for IP addresses. show system services dhcp conflict
DHCP server IP address pools. show system services dhcp pool

DHCP server statistics.

show system services dhcp statistics

Chassis Viewer (M7i, M10i, M20, M120, and M320 Routing Platforms Only)

On M7i, M10i, M20, M120, and M320 routers, you can use the chassis viewer feature
to view images of the chassis and access information about each component similar
to what you can obtain using the show chassis alarms and show chassis hardware
commands.

To access the chassis viewer, click Chassis in the upper right corner of any J-Web
page for an M7i, M10i, M20, M120, or M320 routing platform. A separate page
appears to display the image of the chassis and its component parts, including power
supplies, individual Physical Interface Cards (PICs), and ports. Major or minor alarm
indicators appear in red.

Figure 8 on page 36 shows the chassis and components of an M120 routing platform.
It also shows the status of each port in red or green, and the zoom bar selections.
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Figure 8: Chassis Viewer Page

Click and drag the chassis to pan the image. Hover over a FRU for status information(serial number, description, etc.). Right click on the chassis for more
options such as configuration and monitoring. Router status lights are updated every 1 minute.

Sample Task—Monitoring Interfaces

Figure 9 on page 37 shows the Port Monitoring page that displays the interfaces
installed on your routing platform. At a glance, you can monitor the status of all the
configured physical and logical interfaces.

36 MW Sample Task—Monitoring Interfaces



Chapter 3: Monitor Tasks

Figure 9: Port Monitoring Page
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= - cast
- Multi-
o o (=} o [=] o o o o cast
. . — A . A #

You can select any interface and click Details to view details about its status. For
example, selecting ge-0/0/0 and clicking Details, displays detailed information about
the interface (see Figure 10 on page 38).
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Figure 10: Details of Interface ge-0/0/0 Page

Details of Interface ge-0,0,/0 *
General Traffic I/ Errors o3 Ethernet
General
Mame Wallie
MEImeE ge-0/010 ;
local-index 129
snimp-incex 160
generation 132
link type Ethernet
mtu 1514
source-fitering dizabled
link-mode Full-duplex
speed 1 000mbps
BPDU error none
MAC-REVWRITE Error none |
loopback disabled
floree contral enabled
auto-negotiation enabled
remote faul anline
device flags present running
config flags snmp-traps flags

media flags nane = |

Sample Task—NMonitoring Route Information
Figure 11 on page 39 shows the Route Information monitoring page that displays

information about all 9 routes in the routing table. All routing platforms are active,
and there are no hidden routes.
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Figure 11: Monitoring Route Information Page with Complete Information

Routing
Route Information
9 destinations, § routes (8 active, O hold down, 1 hiddem) Showing & of 9 routes
| _incto |
Destination Protocol/Preference Mext-Hop Age
* 0.0.0.0/0 *Static/s Raker 2wzd 19:46:24
+10.10.0.0/16 *Static/s Raker 2wzd 19:46:24
+10.209.0.0/18 *Directi0 Intetface Zwzd 19:46:24
+10.209.8.129,/32 *Lacalf0 Lacal 2wzd 19:46:26
+172.16.0.0/12 *Static/s Raker 2wzd 19:46:24
+192,168.0.0/16 *Skatic/S Rouker Zwzd 19:46:24
+192,168.102.0,/23 *Skatic/S Rouker Zwzd 19:46:24
+207.17.136.0/24 *Skatic/S Rouker Zwzd 19:46:24
Destination Address Protocaol hd
MNext Hop Address Receive Protocol L
Best Route [ Inactive Routes [
Exact Route [] Hidden Routes  []
Murnber of Routes to Display | 25 |+

By default, information about all routes in the routing table (up to a maximum of 25
routes on one page) is displayed. To view information about selective routes, type
or select information in one or more of the Narrow Search boxes, and click OK. For
example, typing direct in the box next to Protocol, displays the only 1 route. This is
the only route that has O preference from a directly connected network. (see Figure
12 on page 40).
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40 =

Figure 12: Monitoring Route Information Page with Selective Information

Routing

2 destinations,

routes (& ackive,

Showing 1 of 9 routes

Destination Protocol /Preference Next-Hop Age
+10.209.0.0/18 *Direct/0 Interface 2wzd 22:01:22
Destination Address Protocol | direct h
MNext Hop Address Receive Protocol L
Best Route [ Inactive Routes [ ]
Exact Route [ Hidden Routes  []
Mumber of Routes to Display | 25 | »
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m  Configuration Task Overview on page 41

m  Editing and Committing a JUNOS Configuration on page 42
m  ]-Web Configuration Tasks on page 43

m CLI Viewer (View Configuration Text) on page 44

m  Point and Click CLI (J-Web Configuration Editor) on page 46
m  Editing a Configuration on page 48

m  Discarding Parts of a Candidate Configuration on page 51

m  Committing a Configuration on page 52

m  Accounting Options on page 52

m  CLI Editor (Edit Configuration Text) on page 54

Configuration Task Overview

The J-Web user interface provides different methods for configuring your routing
platform with the JUNOS Software. Choose a configuration method appropriate to
your needs and familiarity with the interface.

Use the J-Web user interface to configure the services supported on a routing platform,
including system settings, routing protocols, interfaces, network management, and
user access.

Alternatively, you can configure the routing platform services with the JUNOS
command-line interface (CLI) from a console connection to the routing platform or
a remote network connection. You can also access the CLI from the J-Web interface.
For more information, see “Using the CLI Terminal” on page 62. For complete
information about using the CLI, see the JUNOS CLI User Guide.

When you edit a configuration, you work in a copy of the current configuration to
create a candidate configuration. The changes you make to the candidate configuration
are visible through the user interface immediately, but do not take effect on the
routing platform until you commit the changes.

When you commit the configuration, the candidate file is checked for proper syntax,
activated, and marked as the current, operational software configuration file. If
multiple users are editing the configuration when you commit the candidate
configuration, all changes made by all the users take effect. If you are editing the
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configuration with the CLI, you can edit an exclusive or private candidate configuration.
For more information, see the JUNOS CLI User Guide.

When you commit a configuration, the routing platform saves the current operational
version and the previous 49 versions of committed configurations. The most recently
committed configuration is version O (the current operational version), and the oldest
saved configuration is version 49. You can roll back the configuration to any saved
version.

NOTE: You must assign a root password before committing a configuration and can
do so on the J-Web Set Up page.

To better understand the JUNOS configuration process, become familiar with the
terms defined in Table 21 on page 42.

Table 21: JUNOS Configuration Terms

Term

Definition

candidate configuration

A working copy of the configuration that can be edited without affecting the routing platform
until it is committed.

configuration group

Group of configuration statements that can be inherited by the rest of the configuration.

commit a configuration

Have the candidate configuration checked for proper syntax, activated, and marked as the current
configuration file running on the routing platform.

configuration hierarchy

Set of hierarchically organized configuration statements that make up the JUNOS Software
configuration on a routing platform. There are two types of statements: container statements,
which contain other statements, and leaf statements, which do not contain other statements. All
the container and leaf statements together form the configuration hierarchy.

rescue configuration

On | Series routers only, a configuration that recovers a routing platform from a configuration
that denies management access. You set a current committed configuration through the J-Web
interface or CLI for emergency use. To load and commit the rescue configuration, you press and
release the CONFIG or RESET CONFIG button.

roll back a configuration

Return to a previously committed configuration.

Editing and Committing a JUNOS Configuration

When you edit a configuration, you work in a copy of the current configuration to
create a candidate configuration. The changes you make to the candidate configuration
are visible through the user interface immediately, but do not take effect on the
routing platform until you commit the changes.

When you commit the configuration, the candidate file is checked for proper syntax,
activated, and marked as the current, operational software configuration file. If
multiple users are editing the configuration when you commit the candidate
configuration, all changes made by all the users take effect. If you are editing the
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configuration with the CLI, you can edit an exclusive or private candidate configuration.
For more information, see the JUNOS CLI User Guide.

When you commit a configuration, the routing platform saves the current operational
version and the previous 49 versions of committed configurations. The most recently
committed configuration is version O (the current operational version), and the oldest
saved configuration is version 49. You can roll back the configuration to any saved
version.

NOTE: You must assign a root password before committing a configuration and can
do so on the J-Web Set Up page.

To better understand the JUNOS configuration process, become familiar with the
terms defined in Table 21 on page 42.

Table 22: JUNOS Configuration Terms

Term

Definition

candidate configuration

A working copy of the configuration that can be edited without affecting the routing platform
until it is committed.

configuration group

Group of configuration statements that can be inherited by the rest of the configuration.

commit a configuration

Have the candidate configuration checked for proper syntax, activated, and marked as the current
configuration file running on the routing platform.

configuration hierarchy

Set of hierarchically organized configuration statements that make up the JUNOS Software
configuration on a routing platform. There are two types of statements: container statements,
which contain other statements, and leaf statements, which do not contain other statements. All
the container and leaf statements together form the configuration hierarchy.

rescue configuration

On | Series routers only, a configuration that recovers a routing platform from a configuration
that denies management access. You set a current committed configuration through the J-Web
interface or CLI for emergency use. To load and commit the rescue configuration, you press and
release the CONFIG or RESET CONFIG button.

roll back a configuration

Return to a previously committed configuration.

J-Web Configuration Tasks

J-Web configuration pages offer you several different ways to configure your routing
platform. Configuration pages provide access to all the configuration statements
supported by the routing platform, so you can fully configure it without using the
CLI. You can also manage the configuration, monitor user access, and set a rescue
configuration.

Table 23 on page 44 provides a summary of the J-Web configuration tasks.
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Table 23: J-Web Configuration Tasks Summary

J-Web Configuration Task

Description

More Information

Edit the configuration using a
clickable interface

Expand the entire configuration hierarchy in the
side pane and click a configuration statement to
view or edit. The main pane displays all the options
for the statement, with a text box for each option.

“Point and Click (J-Web
Configuration Editor)” on page
46

Edit the configuration in text format

Paste a complete configuration hierarchy into a
scrollable text box, or edit individual lines in the
configuration text.

“CLI Editor (Edit Configuration
Text)” on page 54

Upload a configuration file

Upload a complete configuration.

“Upload Configuration File” on
page 70

View the configuration in text format

View the entire configuration on the routing
platform in text format.

“CLI Viewer (View Configuration
Text)” on page 44

CLI Viewer (View Configuration Text)

To view the entire configuration in text format, select Configure > CLI Tools > CLI
Viewer. The main pane displays the configuration in text format (see Figure 13 on
page 45). The displayed configuration is the same as the configuration displayed
when you enter the JUNOS CLI command show configuration.
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Figure 13: View Configuration Text Page

CLI Viewer

The current: configuration running on the device

## Last commit: Z009-07-07 23:42:15 PDT by root

wversion 9.6R1;
groups |
global {
system {
domain-name englahb.

Juniper_net;

domain-search [ englab.juniper.net epbg. juniper._ net Jjuniper.net Jjnpr.net spglab. juniper. net ];
time-zone AmericafLos_Angeles;

debuyger-on-panic;
debugger-on-break;
dunp-on-panic;

authentication-order [ radius password tacplus ];
root-authentication {
encrypted-password "$1$Z2U1ES4dpf 0Tullolg?eLaV/aMifpHING /" ;

l

name-serwver |
13Z.168. 5. 68;
17E.17.E8.101;
17E.17.EZ8.100;

l

radius-serwver |
13Z.168. 69162

secret "§2¢dnVgliHnPSzalUHk. Qz62A0IESrEx-btultLxdyz" ;

192_168_60.52 secret "$93/TVhI0IyrvMSxlThrlFxxdbs4ZUiknFEeCYgEQF /pu" ;
13Z.168.64.10 secret "§948VIyMVbEIgoZLXNbwYJEZiHgfz2/CpRer . POLRSEY"
13Z.168.60.55 secret "$940KajgTOneStkgPQziAt0lREevdNT4JEcdwTolD" -
13Z.168. 4. 240 secret "$§94kgT2At0BINF2/tp0EhrevLNdwT4DH. M2aGDREE"

l
tacplus-serwver |
13Z.168.5.72 {
secret "§9§
timecout 15;

T3CuSvExNbEcWxdsTZE0Fn "

single-connection;

l
i
login {
class wheel |

permissions [ adwmin clear field floppy interface maintenance network reset routing shell snmp system trace wiew ];

}

class readonly

{

permissions [ interface network routing system trace wiew ];

l
user regress |
uid 2E8;

class superuser;

shell csh;

authentication {

EnCrInE

ed-nassuard "212RDPIT 2rr AFRCRACanTRITAVrAsha? " -

The configuration statements appear in a fixed order, irrespective of the order in
which you configured the routing platform. The top of the configuration displays a
timestamp indicating when the configuration was last changed and the current
version. Figure 13 on page 45 shows that user regress committed the last
configuration on 23 December 2008, and the software version running on the routing
platform is JUNOS Release 9.4.

Each level in the hierarchy is indented to indicate each statement's relative position
in the hierarchy. Each level is generally set off with braces, using an open brace ({)
at the beginning of each hierarchy level and a closing brace (}) at the end. If the
statement at a hierarchy level is empty, the braces are not displayed. Each leaf
statement ends with a semicolon (;), as does the last statement in the hierarchy.

This indented representation is used when the configuration is displayed or saved
as an ASCII file. However, when you load an ASCII configuration file, the format of
the file is not so strict. The braces and semicolons are required, but the indention
and use of new lines are not required in ASCII configuration files.
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Point and Click CLI (J-Web Configuration Editor)

Using Point and Click CLI, you can configure all properties of the JUNOS Software,
including interfaces, general routing information, routing protocols, and user access,
as well as several system hardware properties.

The configuration is stored as a hierarchy of statements. You create the specific
hierarchy of configuration statements that you want to use. After you finish entering
the configuration statements, you commit them to activate the configuration on the
routing platform.

You can create the hierarchy interactively, or you can create an ASCII text file that
is loaded onto the routing platform and then committed. Edit Configuration (J-Web
configuration editor) allows you to create the hierarchy interactively, and Edit

Configuration Text allows you to create and commit statements as an ASCII text file.

To access Edit Configuration, also called the J-Web configuration editor, select
Configure > CLI Tools > Point and Click. This page allows you to configure all routing
platform services that you can configure from the JUNOS CLI. Each field in the ]-Web
configuration editor has the same name as the corresponding configuration statement
at the same hierarchy level in the CLI. For example, the Policy Options field
corresponds to the policy-options statement in the CLI. As a result, you can easily
switch from one interface to the other or follow a CLI configuration example using
the J-Web configuration editor.

Table 24 on page 46 lists key J-Web configuration editor tasks and their functions.

Table 24: J-Web Configuration Editor Tasks Summary

J-Web Configuration Editor Function

Task

Access

Configure network access. For example, you can configure the Point-to-Point Protocol (PPP),
the tracing access processes, the Layer 2 Tunneling Protocol (L2TP), RADIUS authentication for
L2TP, and Internet Key Exchange (IKE) access profiles. For more information, see the JUNOS
System Basics Configuration Guide.

Accounting options

Configure accounting profiles. An accounting profile represents common characteristics of
collected accounting data, including collection interval, accounting data files, and counter names
on which to collect statistics. On the Accounting options pages, you can configure multiple
accounting profiles, such as the interface, filter, MIB, routing engine and class usage profiles.
For more information, see the JUNOS Network Management Configuration Guide.

Applications

Define applications by protocol characteristics and group the applications you have defined into
a set. On the Applications pages, you can configure application properties such as, Internet
Control Message Protocol (ICMP) code and type. You can also specify application protocols—also
known as application level gateways (ALGs)—to be included in an application set for service
processing, or specify network protocols to match in an application definition. For more
information, see the JUNOS Services Interfaces Configuration Guide.

Chassis

Configure routing platform chassis properties. On the Chassis pages, you can configure different
properties of the routing platform chassis, including conditions that activate the red and yellow
alarm LEDs on the routing platforms and SONET/SDH framing and concatenation properties
for individual Physical Interface Cards (PICs). For more information, see the JUNOS System Basics
Configuration Guide.
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Table 24: J-Web Configuration Editor Tasks Summary (continued)

J-Web Configuration Editor
Task

Function

Class of service

Define class-of-service (CoS) components, such as CoS value aliases, classifiers, forwarding
classes, rewrite rules, schedulers, and virtual channel groups. The Class of service pages also
allow you to assign CoS components to interfaces. For more information, see the JUNOS Class
of Service Configuration Guide.

Diameter

Configure Diameter base protocol. For example, you can specify the remote peers, the endpoint
origin attributes, and network elements that associate routes with peers. For more information,
see the JUNOS Subscriber Access Configuration Guide.

Event options

Configure event policies. An event policy is an if-then-else construct that defines actions to be
executed by the software on receipt of a system log message. For each policy, you can configure
multiple actions, as follows—ignore the event, upload a file to a specified destination, execute
JUNOS Software operational mode commands, or execute JUNOS event scripts (op scripts). For
more information, see the JUNOS Configuration and Diagnostic Automation Guide.

Firewall

Configure stateless firewall filters. With stateless firewall filters—also known as ACLs—you can
control packets transiting the routing platform to a network destination and packets destined
for and sent by the routing platform. On the Firewall pages, you can create filters and add terms
to them. For each term, you can set the match conditions and associate actions to be performed
on packets matching these conditions. For more information, see the JUNOS Policy Framework
Configuration Guide.

Forwarding options

Configure traffic forwarding and traffic sampling options. You can sample IP traffic based on
particular input interfaces and various fields in the packet header. You can also use traffic
sampling to monitor any combination of specific logical interfaces, specific protocols on one or
more interfaces, a range of addresses on a logical interface, or individual IP addresses.

Traffic forwarding policies allow you to control the per-flow load balancing, port mirroring, and
Domain Name System (DNS) or Trivial File Transfer Protocol (TETP) forwarding. For more
information, see the JUNOS Policy Framework Configuration Guide.

Interfaces

Configure physical and logical interface properties. For the physical interface on the routing
platform, you can modify default values for general interface properties, such as the interface’s
maximum transmission unit (MTU) size, link operational mode, and clock source. For each
logical interface, you can specify the protocol family and other logical interface properties. For
more information, see the JUNOS NetworR Interfaces Configuration Guide.

Jsrc

Configure Jsrc. For example, you can configure the JSRC partition, associate a Diameter instance,
SAE hostname, and the SAE realm with the partition. For more information, see the JUNOS
Subscriber Access Configuration Guide.

Policy options

Configure policies by specifying match conditions and associating actions with the conditions.
On the Policy options page you can create a named community and define autonomous system
(AS) paths, damping parameters, and routing policies. You can also create a named prefix list

and include it in a routing policy. For more information, see the JUNOS VPNs Configuration Guide.

Protocols

Configure routing protocols such as Border Gateway Protocol (BGP), Distance Vector Multicast
Routing Protocol (DVMRP), Intermediate System-to-Intermediate System (IS-IS), Multiprotocol
Label Switching (MPLS), Open Shortest Path First (OSPF), Resource Reservation Protocol (RSVP)
and Routing Information Protocol (RIP). For more information, see the JUNOS Routing Protocols
Configuration Guide and the JUNOS MPLS Applications Configuration Guide.
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Table 24: J-Web Configuration Editor Tasks Summary (continued)

J-Web Configuration Editor
Task

Function

Routing instances

Configure routing instances. A routing instance is a collection of routing tables, interfaces, and
routing protocol parameters. On the Routing instances pages, you can configure the following
types of routing instances: forwarding, Layer 2 virtual private network (VPN), nonforwarding,

VPN routing and forwarding (VRF), virtual rourter, and virtual private LAN service (VPLS). For

more information, see the JUNOS Routing Protocols Configuration Guide.

Routing options

Configure protocol-independent routing options that affect system-wide routing operations. On
the Routing options pages, you can perform the following tasks:

m  Add routing table entries, including static routes, aggregated (coalesced) routes, generated
routes (routes of last resort), and martian routes (routes to ignore).
Create additional routing tables and routing table groups.
Set the AS number of the routing platform for use by BGP.

Set the router 1D, which is used by BGP and OSPF to identify the routing platform from
which a packet originated.

Define BGP confederation members for use by BGP.
Configure how much system logging information to log for the routing protocol process.

Configure system-wide tracing (debugging) to track standard and unusual routing operations
and record this information in a log file.

For more information, see the JUNOS Routing Protocols Configuration Guide

Security

Configure Internet Protocol Security (IPSec) for authentication of origin, data integrity,
confidentiality, replay protection, and nonrepudiation of source. In addition to IPSec, you can
configure the Internet Key Exchange (IKE), which defines mechanisms for key generation and
exchange, and manages security associations (SAs). You can also configure the SSH known host
list, and the trace options for IPSec key management. For more information, see the JUNOS
System Basics Configuration Guide.

Services

Configure application settings for services interfaces, such as dynamic flow capture parameters,
the Intrusion Detection System (IDS), IPSec VPN service, RPM, stateful firewalls, and Network
Address Translation (NAT). For more information, see the JUNOS Services Interfaces Configuration
Guide.

Snmp

Configure SNMP to monitor network devices from a central location. You can specify an
administrative contact and location and add a description for each system being managed by
SNMP. You can also configure SNMP community strings, trap options, and interfaces on which
SNMP requests can be accepted. For more information, see the JUNOS Network Management
Configuration Guide.

System

Configure system management functions, including the router’s hostname, address, and domain
name; the addresses of Domain Name System (DNS) servers; user login accounts, including
user authentication and the root-level user account; time zones and Network Time Protocol
(NTP) properties; and properties of the router’s auxiliary and console ports. For more information,
see the JUNOS System Basics Configuration Guide.

Editing a Configuration

To edit the configuration on a series of pages of clickable options that step you through
the hierarchy, select Configure > CLI Tools > Point and Click. The side pane displays
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the top level of the configuration hierarchy, and the main pane displays configured

hierarchy options and the Icon Legend (see Figure 14 on page 49).

Figure 14: Edit Configuration Page

Configuration

Refresh | Commit... | Discard...

Access Configure

Accounting options Configure

Applications Configure
Chassis Configure
Class of service Configure
Diameter Configure
Event options Configure
Firewall Configure

Forwarding options Configure

Interfaces Confiqure
Jsrec Configure

Policy options Configure
Protocols Configure

Routing instances Configure

Routing options Configure
Security Configure
Sensices Configure

Snmp Configure
System Edit Delete

Access profile

Access profile name | ?

Jsrc partition

Jsrc partition name I ?

= Advanced

Apply groups Add new entry

Value Actions
global Edit Delete
reld Edit Delete

Refrash Cornrnit.. Discard...

Icon Legend

C

Comment
The configuration statement has been annotated with a comment. To display the comment, place the cursor over the statement icon

Inactive
The configuration statemert is not active and does not affect the device.

Modified
The configuration statement has been changed or added

Mandatory
The configuration statement must have a valus.

To expand or hide the hierarchy of all the statements in the side pane, click

Expand all or Hide all. To expand or hide an individual statement in the hierarchy,

click the expand (+) or collapse (-) icon to the left of the statement.

Editing a Configuration
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& NOTE: Only those statements included in the committed configuration are displayed
in the side pane hierarchy.

The configuration information in the main pane consists of configuration options
that correspond to configuration statements. Configuration options that contain
subordinate statements are identified by the term Nested configuration.

To include, edit, or delete statements in the candidate configuration, click one of the
links described in Table 25 on page 50 in the main pane. Then specify configuration
information by typing into a field, selecting a value from a list, or clicking a check
box (toggle).

Table 25: J-Web Edit Configuration Links

Link

Function

Add new entry  Displays fields and lists for a statement identifier, allowing you to add a new

identifier to a statement.

Configure Displays information for a configuration option that has not been configured,

allowing you to include a statement.

Delete Deletes the corresponding statement or identifier from the configuration. All
subordinate statements and identifiers contained within a deleted statement
are also discarded.

Edit Displays information for a configuration option that has already been
configured, allowing you to edit a statement.

identifier Displays fields and lists for an existing statement identifier, allowing you to

edit the identifier.

As you navigate through the configuration, the hierarchy level is displayed at the
upper right of the main pane. You can click a statement or identifier in the hierarchy
to return to the corresponding configuration options in the main pane.

The main pane includes icons that display information about statements and
identifiers when you place your cursor over them. Table 26 on page 50 describes
the meaning of these icons.

Table 26: J-Web Edit Configuration Icons

Icon Meaning
C Displays a comment about a statement.
| Indicates that a statement is inactive.
M Indicates that a statement has been added or modified, but has not been
committed.
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Table 26: J-Web Edit Configuration Icons (continued)

Icon Meaning
* Indicates that the statement or identifier is required in the configuration.
? Provides help information.

& NOTE: You can annotate statements with comments or make them inactive only

through the CLI. For more information, see the JUNOS CLI User Guide.

After typing or selecting your configuration edits, click a button in the main pane
(described in Table 27 on page 51) to apply your changes or refresh the display, or
discard parts of the candidate configuration. An updated configuration does not take
effect until you commit it.

Table 27: J-Web Edit Configuration Buttons

Button Function

OK Applies edits to the candidate configuration, and returns you to the previous
level in the configuration hierarchy.

Cancel Clears the entries you have not yet applied to the candidate configuration,
and returns you to the previous level in the configuration hierarchy.

Refresh Updates the display with any changes to the configuration made by other
users.

Commit Verifies edits and applies them to the current configuration file running on
the routing platform. For details, see “Committing a Configuration” on page
52

Discard Removes edits applied to, or deletes existing statements or identifiers from,

the candidate configuration. For details, see “Discarding Parts of a Candidate
Configuration” on page 51.

Discarding Parts of a Candidate Configuration

Before committing a candidate configuration, you can discard changes you applied
or delete existing statements or identifiers.

To discard parts of a candidate configuration:

1. Navigate to the level of the hierarchy you want to edit, and click Discard.

The main pane displays a list of target statements based on the hierarchy level
and the changes you have made.

2. Select an option button (also known as a radio button) to specify the appropriate
discard operation or deletion. (Not all buttons appear in all situations.)
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m Discard Changes Below This Point—Discards changes made to the candidate
configuration at the displayed hierarchy level and below. All subordinate
statements and identifiers contained within a discarded statement are also
discarded.

m Discard All Changes—Discards all changes made to the candidate
configuration.

m Delete Configuration Below This Point—Deletes all changes and statements
in the candidate configuration at the displayed hierarchy level and below.
All subordinate statements and identifiers contained within a deleted
statement are also deleted.

3. To confirm the discard operation or deletion, click Discard...

The updated candidate configuration does not take effect on the routing platform
until you commit it.

Committing a Configuration

When you finish making changes to a candidate configuration with the J-Web
configuration editor, you must commit the changes to use them in the current
operational software running on the routing platform.

If another user is editing an exclusive candidate configuration with the CLI, you
cannot commit a configuration until the user has committed the configuration. To
display a list of users, see “Displaying Users Editing the Configuration” on page 73.
For more information about editing an exclusive candidate configuration, see the
JUNOS CLI User Guide.

To commit a candidate configuration:

1. In the J]-Web configuration editor, click Commit.

The main pane displays a summary of your changes in statement form.

2. To confirm the commit operation, click OK.

If multiple users are editing the configuration when you commit the candidate
configuration, all changes made by all users take effect.

3. To display all the edits applied to the running configuration, click Refresh.

Accounting Options

52 =m

Figure 15 on page 53 shows the Accounting options configuration page. This page
displays the different settings that you can configure at the accounting options
hierarchy level.

On the Accounting options page, click any option to view and configure related
options.

Committing a Configuration
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Figure 15: Accounting Options Configuration Editor Page

Configuration

Accounting options

[0k [ Cancel | | Refresh | [ Commit.. | [ Discad... |

Class usage profile (None configured) Add new entry

File (Mone configured) Add new entry

Filter profile (None configured) Add new entry

Interface profile (Mone configured) Add new entry

Mib profile {None configured) Add new entry

Policy decision statistics profile {None configured) Add new entry

Routing engine profile (Mone configured) Add new entry

* Advanced

[0k [ Cancel | | Refresh | [ Commit.. | [ Discad... |

Icon Legend

Comment
The configuration statement has been annotated with a comment. To display the comment, place the cursor aver the statement icon.

Inactive
The configuration statement is not active and does not affect the device.

Maodified
The configuration statement has been changed or added.

Mandatory
The configuration statement must have a value.

Each field in the J-Web configuration editor has the same name as the corresponding
configuration statement at the same hierarchy level in the CLI, the options on this
page match the options displayed when you enter edit accounting options in the CLI:

user@router# edit accounting-options ?
Possible completions:

<[Enter]> Execute this command
> class-usage-profile Class usage profile for accounting data
> file Accounting data file configuration
> filter-profile Filter profile for accounting data
> interface-profile Interface profile for accounting data
> mib-profile MIB profile for accounting data
> policy-decision-statistics-profile

Profile for policy decision bulkstats
> routing-engine-profile Routing Engine profile for accounting data
| Pipe through a command
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[edit]

CLI Editor (Edit Configuration Text)

CLI Tools

Using View and Edit, you can configure all properties of the JUNOS Software, including
interfaces, general routing information, routing protocols, and user access, as well
as several system hardware properties.

The configuration is stored as a hierarchy of statements. You create the specific
hierarchy of configuration statements that you want to use. After you finish entering
the configuration statements, you commit them to activate the configuration on the
routing platform.

You can create the hierarchy interactively, or you can create an ASCII text file that
is loaded onto the routing platform and then committed. Edit Configuration (J-Web
configuration editor) allows you to create the hierarchy interactively, and Edit

Configuration Text allows you to create and commit statements as an ASCII text file.

To edit the entire configuration in text format, select Configure > CLI Tools > CLI

Editor. The main pane displays the configuration in a text editor (see Figure 16 on
page 54).

Figure 16: Edit Configuration Text Page

CLI Editor

Edit the configuration, When you click "Commit", the edited configuration replaces the existing configuration and takes effect, If any errors occur when the configuration is loading or committed, they are displayed

and the previous configuration is restored,

Configuration

Cormmit |

54 =

## Last commit:
wversion 9.6R1;

groups |
global {

system {

Juniper.net

2009-07-07 23:49:15 PDT by root e

domain-name englab.juniper.net;

domain-search [ englab. juniper.net epbg.juniper.net
Jnpr.net spglab.juniper.net ];

time-zone kmerica/Los Angeles:

debugger—-on-panic;

debugger-on-break:

dump-on-panic;

authentication-order [ radius password tacplus ]:
root-authentication {

encrypted-password

"$1§IU1ES4dp$ OUulio ly7 LoV alWpHING,/ "

}

name-server {

192.165.5.68;
172.17.28.101;
172.17.28.100; LI

For more information about the format of an ASCII configuration file, see “CLI Viewer
(View Configuration Text)” on page 44.

A\

CAUTION: We recommend that you use this method to edit and commit the
configuration only if you have experience editing configurations through the CLI.

CLI Editor (Edit Configuration Text)
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To edit the entire configuration in text format:
1. Navigate to the hierarchy level you want to edit.

2. Edit the candidate configuration using standard text editor operations—insert
lines (with the Enter key), delete lines, and modify, copy, and paste text.

3. Click Commit to load and commit the configuration.

The routing platform checks the configuration for the correct syntax before
committing it.

When you edit the ASCII configuration file, you can add comments of one or more
lines. Comments must precede the statement they are associated with. If you place
the comments in other places in the file, such as on the same line after a statement
or on a separate line following a statement, they are removed when you click Commit.
Comments must begin and end with special characters. For more information, see
the JUNOS CLI User Guide.
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Troubleshoot Tasks

Using Ping Host

m  Using Ping Host on page 57
m Using Ping MPLS on page 58

m  Using Ping ATM (M Series, MX Series, and T Series Routing Platforms
only) on page 59

m  Using Traceroute on page 60

m  RPM on page 60

m  Using Packet Capture on page 61

m  Using the CLI Terminal on page 62

m  CLI Terminal Requirements on page 63
m  Starting the CLI Terminal on page 64

m  Sample Task—Ping Host on page 65

Use the Ping Host page to verify that the host can be reached over the network. The
output is useful for diagnosing host and network connectivity problems. The routing
platform sends a series of ICMP echo (ping) requests to a specified host to determine:

m  Whether a remote host is active or inactive
m  The round-trip delay in communicating with the host

m Packet loss

Entering a hostname or address in the Ping Host page creates a periodic ping task
that runs until cancelled or until it times out as specified. When you use the ping
host tool, the routing platform first sends an echo request packet to an address, then
waits for a reply. The ping is successful if it has the following results:

m  The echo request gets to the destination host.

m The destination host is able to get an echo reply back to the source within a
predetermined time called the round-trip time.

Alternatively, you can enter the ping command at the J-Web CLI terminal. For more
information, see “Using the CLI Terminal” on page 62. For more information about
the ping command, see the JUNOS System Basics and Services Command Reference.
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Using Ping MPLS

Because some hosts are configured not to respond to ICMP echo requests, a lack of
responses does not necessarily represent a connectivity problem. Also, some firewalls
block the ICMP packet types that ping uses, so you might find that you are not able
to ping outside your local network.

Use the Ping MPLS page to diagnose the state of label-switched paths (LSPs), Layer 2
and Layer 3 virtual private networks (VPNs), and Layer 2 circuits. You can ping an
MPLS endpoint using various options. You can send variations of ICMP echo request
packets to the specified MPLS endpoint.

When you use the ping MPLS task from a JUNOS™ Software operating as the inbound
(ingress) node at the entry point of an LSP or VPN, the routing platform sends probe
packets into the LSP or VPN. Based on how the LSP or VPN outbound (egress) node
at the remote endpoint of the connection replies to the probes, you can determine
the connectivity of the LSP or VPN.

Each probe is an echo request sent to the LSP or VPN exit point as an MPLS packet
with a UDP payload. If the outbound node receives the echo request, it checks the
contents of the probe and returns a value in the UDP payload of the response packet.
If the JUNOS™ Software receives the response packet, it reports a successful ping
response.

Responses that take longer than 2 seconds are identified as failed probes.
Table 28 on page 58 lists the ping MPLS tasks, summarizes their functions, and

identifies corresponding CLI show commands you can enter at the ]-Web CLI terminal.
For more information, see “Using the CLI Terminal” on page 62.

Table 28: Ping MPLS Tasks Summary and Corresponding CLI show Commands

Ping MPLS Task

Corresponding CLI

Function Additional Information

Command

Ping RSVP-signaled

LSP

ping mpls rsvp

Checks the operability of an LSP that
has been set up by the Resource
Reservation Protocol (RSVP). The
JUNOS™ Software pings a particular
LSP using the configured LSP name.

When an RSVP-signaled LSP has
several paths, the JUNOS™ Software
sends the ping requests on the path
that is currently active.

Ping LDP-signaled ping mpls Idp Checks the operability of an LSP that ~ When an LDP-signaled LSP has
LSP has been set up by the Label several gateways, the JUNOS™
Distribution Protocol (LDP). The Software sends the ping requests
JUNOS™ Software pings a particular  through the first gateway.
LSP using the forwarding equivalence
class (FEC) prefix and length. Ping requests sent to LDP-signaled
LSPs use only the master routing
instance.
58 W Using Ping MPLS



Chapter 5: Troubleshoot Tasks

Table 28: Ping MPLS Tasks Summary and Corresponding CLI show Commands (continued)

Ping MPLS Task

Corresponding CLI
Command

Function

Additional Information

Ping LSP to Layer 3
VPN prefix

ping mpls [3vpn

Checks the operability of the
connections related to a Layer 3 VPN.
The JUNOS™ Software tests whether
a prefix is present in a provider edge
(PE) router's VPN routing and
forwarding (VRF) table, by means of
a Layer 3 VPN destination prefix.

The JUNOS™ Software does not test
the connection between a PE router
and a customer edge (CE) router.

Ping LSP for a Layer
2 VPN connection by
interface

ping mpls [2vpn
interface

Checks the operability of the
connections related to a Layer 2 VPN.
The JUNOS™ Software directs
outgoing request probes out the
specified interface.

For information about interface
names, see the JUNOS Interfaces
Command Reference.

Ping LSP for a Layer
2 VPN connection by
instance

ping mpls 12vpn
instance

Checks the operability of the
connections related to a Layer 2 VPN.
The JUNOS™ Software pings on a
combination of the Layer 2 VPN
routing instance name, the local site
identifier, and the remote site
identifier, to test the integrity of the
Layer 2 VPN circuit (specified by the
identifiers) between the inbound and
outbound PE routers.

Ping LSP to a Layer 2
circuit remote site by
interface

ping mpls 12circuit
interface

Checks the operability of the Layer 2
circuit connections. The JUNOS™
Software directs outgoing request
probes out the specified interface.

Ping LSP to a Layer 2
circuit remote site by
VCI

ping mpls 12circuit
virtual-circuit

Checks the operability of the Layer 2
circuit connections. The JUNOS™
Software pings on a combination of
the 1Pv4 prefix and the virtual circuit
identifier on the outbound PE router,
testing the integrity of the Layer 2
circuit between the inbound and
outbound PE routers.

Ping end point of LSP

ping mpls Isp-end-point

Checks the operability of an LSP
endpoint. The JUNOS™ Software
pings an LSP endpoint using either
an LDP FEC prefix or an RSVP LSP
endpoint address.

Using Ping ATM (M Series, MX Series, and T Series Routing Platforms only)

On M Series, MX Series, and T Series routers, use the Ping ATM pages to ping an
Asynchronous Transfer Mode (ATM) node on an ATM virtual circuit (VC) pathway to
verify that the node can be reached over the network. The output is useful for
diagnosing ATM node and network connectivity problems. The routing platform
sends a series of echo requests to a specified ATM node and receives echo responses.

Using Ping ATM (M Series, MX Series, and T Series Routing Platforms only)
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Alternatively, you can enter the ping atm command at the J-Web CLI terminal. For
more information, see “Using the CLI Terminal” on page 62. for more information
about the ping atm command, see the JUNOS System Basics and Services Command
Reference.

Using Traceroute

Use the Traceroute page to trace a route between the routing platform and a remote
host. You can use the traceroute task to display a list of routers between the routing
platform and a specified destination host. The output is useful for diagnosing a point
of failure in the path from the routing platform to the destination host, and addressing
network traffic latency and throughput problems.

The routing platform generates the list of routers by sending a series of ICMP
traceroute packets in which the time-to-live (TTL) value in the messages sent to each
successive router is incremented by 1. (The TTL value of the first traceroute packet
is set to 1.) In this manner, each router along the path to the destination host replies
with a Time Exceeded packet from which the source IP address can be obtained.

The routing platform sends a total of three traceroute packets to each router along
the path and displays the round-trip time for each traceroute operation. If the routing
platform times out before receiving a Time Exceeded message, an asterisk (*) is
displayed for that round-trip time.

Alternatively, you can enter the traceroute command at the ]-Web CLI terminal. For
more information, see “Using the CLI Terminal” on page 62. For more information
about the traceroute command, see the JUNOS System Basics and Services Command
Reference.

RPM

The real-time performance monitoring (RPM) information includes the round-trip
time, jitter, and standard deviation values for each configured RPM test on the routing
platform. To view these RPM properties, select Troubleshoot > RPM in the J-Web
interface.

Table 29 on page 60 shows a summary of the information displayed on the RPM

page and the corresponding CLI show command you can enter at the J-Web CLI
terminal.

Table 29: RPM Information and Corresponding CLI show Command

Information Displayed Corresponding CLI Command

Results of the most recent RPM probes. show services rpm probe-results

In addition to the RPM statistics for each RPM test, the J]-Web interface displays the
round-trip times and cumulative jitter graphically. Figure 17 on page 61 shows sample
graphs for an RPM test.
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Figure 17: Sample RPM Graphs
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In Figure 17 on page 61, the round-trip time and jitter values are plotted as a function
of the system time. Large spikes in round-trip time or jitter indicate a slower outbound
(egress) or inbound (ingress) time for the probe sent at that particular time.

Using Packet Capture

Use the Packet Capture page when you need to quickly capture and analyze router
control traffic on a routing platform. The Packet Capture page allows you to capture
traffic destined for or originating from the Routing Engine. You can use the packet
capture task to compose expressions with various matching criteria to specify the
packets that you want to capture. You can either choose to decode and view the
captured packets in the J-Web interface as they are captured, or save the captured
packets to a file and analyze them offline with packet analyzers such as Ethereal.
The packet capture task does not capture transient traffic.

Alternatively, you can use the CLI monitor traffic command at the ]-Web CLI terminal
to capture and display packets matching a specific criteria. For more information,
see “Using the CLI Terminal” on page 62. For more information about the monitor
traffic command, see the JUNOS System Basics and Services Command Reference.

To capture transient traffic and entire IPv4 data packets for offline analysis, you must

configure packet capture with the J-Web or CLI configuration editor. For details, see
the J-series Services Router Administration Guide.
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Using the CLI Terminal

62

The JUNOS CLI uses industry-standard tools and utilities to provide a set of commands
for monitoring and configuring a routing platform. You type commands on a line
and press Enter to execute them. The CLI provides command help, command
completion, and Emacs-style keyboard sequences for moving around on the command
line and scrolling through a buffer of recently executed commands.

The J-Web CLI terminal provides access to the JUNOS command line interface (CLI)
through the J-Web interface. The functionality and behavior of the CLI available
through the CLI terminal page is the same as the JUNOS CLI available through the
routing platform console. The CLI terminal supports all CLI commands and other
features such as CLI help and autocompletion. Using the CLI terminal page you can
fully configure, monitor, and manage your routing platform.

The commands in the CLI are organized hierarchically, with commands that perform
a similar function grouped together under the same level. For example, all commands
that display information about the routing platform system and system software are
grouped under the show command, and all commands that display information about
the routing table are grouped under the show route command. The hierarchical
organization results in commands that have a regular syntax and provides the
following features that simplify CLI use:

m  Consistent command names—Commands that provide the same type of function
have the same name, regardless of the portion of the software they are operating
on. For example, all show commands display software information and statistics,
and all clear commands erase various types of system information.

m  Lists and short descriptions of available commands—Information about available
commands is provided at each level of the CLI command hierarchy. If you type
a question mark (?) at any level, you see a list of the available commands along
with a short description of each command.

m  Command completion—Command completion for command names (keywords)
and command options is also available at each level of the hierarchy. In the CLI
terminal you can do one of the following for command completions:

m  Type a partial command name followed immediately by a question mark
(with no intervening space), to see a list of commands that match the partial
name you typed.

m  Press the Spacebar to complete a command or option that you have partially
typed. If the partially typed letters begin a string that uniquely identifies a
command, the complete command name appears. Otherwise, a prompt
indicates that you have entered an ambiguous command, and the possible
completions are displayed.

The Tab key option is currently not available on the CLI terminal.

The CLI has two modes:

m  Operational mode—Complete set of commands to control the CLI environment,
monitor and troubleshoot network connectivity, manage the routing platform,
and enter configuration mode.

Using the CLI Terminal
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m  Configuration mode—Complete set of commands to configure the routing
platform.

For more information about the JUNOS CLI, see the JUNOS CLI User Guide. For
information about configuring and monitoring JUNOS features with the CLI, see
http://www.juniper.net/books.

Figure 18 on page 63 shows the CLI terminal displaying all the options that you can
configure in CLI configuration mode.

Figure 18: J-Web CLI Terminal

CLI Terminal

A Java applet will be loaded below that will provide an S5H connection bebween your browser and '10.209.8.129", You will be asked to enter your password again as a security
measure before the CLI console connection is made, If the connection cannat be made, there mav be a firewall between your web client and the device blocking S5H traffic, or
wou may be using a web proxy server which will allow web traffic bo the device, but will nok Forward S5H traffic,

root@hetsy# set ?

Possible completions:

>

WOWOW W W WOV W W W W W W W W W VW

access
access—profile
accounting-options
applications
apply-groups
chassis
class—of-service
event-options
firewall
forwarding-options
gqroups

interfaces
policy-options
protocols
routing-instances
routing-options
security

services

snmp

system

[edit]
root@etsy# I

Network access configuration

Access profile for this instance

Accounting data configuration

Define applicaticns by protocol characteristics
Groups from which to inherit configuration data
Chassis configquration

Class-of-service configuration

Event processing configuration

Define a firewall configuration

Configure options to control packet forwarding
Configuration groups

Interface configquration

Routing policy option configuration

Routing protocol configuration

Routing instance configuration
Protocol-independent routing option configuration
Security configquration

Simple Network Management Protocol configuration
System parameters

CLI Terminal Requirements

To access the CLI through the J-Web interface, your management device requires
the following features:

m  SSH access—Enable Secure shell (SSH) on your system. SSH provides a secured
method of logging in to the routing platform, to encrypt traffic so that it is not
intercepted. If SSH is not enabled on the system, the CLI terminal page displays
an error and provides a link to the Set Up Quick Configuration page that allows
you to enable SSH. For more information, see “Configuring Basic Settings” on
page 6.

m Java applet support—Make sure that your Web browser supports Java applets.

m JRE installed on the client—Install Java Runtime Environment (JRE) version 1.4
or later on your system. JRE is a software package that must be installed on a
system to run Java applications. Download the latest JRE version from the Java

m 63
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Software Web site http://www.java.com/. Installing JRE installs Java plug-ins,
which once installed, load automatically and transparently to render Java applets.

& NOTE: The CLI terminal is supported on JRE version 1.4 and later only.

Starting the CLI Terminal

To get started on the CLI terminal:

1. Make sure that your system meets the requirements mentioned in “CLI Terminal
Requirements” on page 63.

2. In the J-Web interface, select Troubleshoot > CLI Terminal. A Java applet is
downloaded into the J-Web interface allowing SSH access to the routing platform.

3. Log in to the CLI by typing your JUNOS password. This is the same password
that you use to log in to the J-Web interface.

After you log in, a percentage sign (%) prompt appears to indicate that you are
in the UNIX shell (see Figure 19 on page 65).

4. To start the CLI, type cli.

The presence of the angle bracket (>) prompt indicates that the CLI has started.
By default, the prompt is preceded by a string that contains your username and
the hostname of the routing platform. The angle bracket also indicates that you
are in operational mode.

5. To enter configuration mode, type configure. The [edit] prompt indicates the
current configuration mode.

6. Type exit or quit to return to the previous level of the configuration—for example,
to return to operational mode from configuration mode.

For security purposes, each time you log out of the routing platform or leave the CLI
terminal page, the CLI terminal session ends and you are required to reenter your
password. When you select Troubleshoot > CLI Terminal again, retype your JUNOS
password to access the CLI.
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Figure 19: Starting the CLI Terminal

CLI Terminal

A Java applet will be loaded below that will provide an S5H connection between your brovwser and 102088 129" You will be asked to
enter your password again as a security measure before the CLI console connection is made. If the connection cannot be made, there
may be a firevwvall betvween your vweb client and the device blocking S5H traffic, or you may be using & web proxzy server which will
allowy ek traffic to the device, but will not forveard S5H traffic.

root@betsyd cli
root@hetsy> configure
Entering configquration mode
[edit]

root@hetsy# exit

Bxiting configuration mode

root@bhetsy> quit

root@hetsyd I

Sample Task—Ping Host

Figure 20 on page 66 shows a sample Ping Host page. In this example, you are
sending ping requests are sent to two destination hosts—10.10.2.2 and 10.10.10.10.
The echo requests reaches 10.10.2.2 and does not reach 10.10.10.10.

To ping the host:
1. Select Troubleshoot > Ping Host from the task bar.
2. Next to Advanced options, click the expand icon (see Figure 20 on page 66).
3. Next to Remote Host, typ 10.10.2.2 to specify the host's IP address.
4. Retain the default values in the following fields:
m  Interface—any—Ping requests to be sent on all interfaces.

m  Count—10—Number of ping requests to send.
m  Type-of-Service—O0—TOS value in the IP header of the ping request packet.
m  Routing Instance—default—Routing instance name for the ping attempt.

m Interval—1—Interval, in seconds, between the transmission of each ping
request.
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m  Packet Size—56—Size of the ping request packet in bytes. The routing
platform adds 8 bytes of ICMP header to this size before sending it.

m  Time-to-Live—32—TTL hop count for the ping request packet.

5. Click Start.

6. Repeat Steps 2 through 5 to ping destination host 10.10.10.10.

Figure 20: Ping Host Troubleshoot Page

Ping Host

Ping Host
The ping diagnostic tool sends a series of ICMP "echo request” packets to the specified remote host.

The receipt of such packets will usually result in the remate host replying with an ICWMP "echao response.” Mote that some hosts are configured nat to respond
to ICKMP "echo requests " =0 a lack of responzes does not necessarily reprezent s connectivity problem. Alsa, some firewealls block the ICWP packet types that
ping uses, 0 vou may find that you are not able to ping outside your local netvwork.

Entering a host below crestes a periodic ping task thet will run until cancelled or until it times out &z specified.

# Remate Host 1D.2.2.2| 3

= Advanced options

Don't Resolve addresses [ [7 Routing Instance | default [z
Interface | any bl | E2 Interval |1 |%|[2
Count |10 |% |2 Packet Size | 5B ?
Don't Fragment [ [» Source Addrass 2
Record Route [ 7 Time-to-Live | 32 |» |2
Type-of-Service | [ L ME Bypass Routing [ 2

Figure 21 on page 67 displays the results of a successful ping in the main pane, and
Table 30 on page 67 provides a summary of the ping host results and output.
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Figure 21: Successful Ping Host Results Page

Ping Host

Ping 10.10.2.2

PING 10.10.2.Z (10.10.
&4 bytes from 10.10.
&4 bytes from 10.10.
&4 bytes from 10.10.
&4 bytes from 10.10.
&4 bytes from 10.10.
&4 bytes from 10.10.
&4 bytes from 10.10.
&4 bytes from 10.10.

z
z
z
z
LE:
Z:
z
z
z
&4 bytes from 10.10.Z.Z2

L T T I N Y T ot

.EZ): EE data bytes

: odemp seq=0 ttl=52 time=253.730 ms
iecmp seqg=l ttl=52 time=253_ 555 ms
iecmp seqg=Z ttl=52 time=258. 501 ms
iemp seqg=3 ttl=52 time=2558. 516 ms
icmp seqg=d4 ttl=52 time=2558. 547 ms
iecmp seqg=5 ttl=52 time=365.037 ms
icmp seqg=6 ttl=52 time=261.353 ms
iemp seqg=7 ttl=52 time=257.451 ms
iemp seq=5 ttl=52 time=257.45Z ms

&4 bytes from 10.10.2.2: icmp seqg=3 ttl=50 time=Z58.303 s
-——- 10.10.Z.& ping statistics --—-
10 packets transmitted, 10 packets received, 0% packet laoss

round-trip windavg/max/stddev

ZE7.401/2603 512/365.037/21.5865 ns=s

Table 30: J-Web Ping Host Results and Output Summary

Ping Host Result

Description

64 bytes from

Size of ping response packet, which is equal to the default value
in the Packet Size box (56), plus 8.

10.10.2.2

IP address of the destination host that sent the ping response
packet.

icmp_segq=number

Sequence numbers of packets from 0 through 9. You can use
this value to match the ping response to the corresponding ping
request.

ttI=56

Time-to-live hop-count value of the ping response packet.

259.730 ms

Total time between the sending of the ping request packet and
the receiving of the ping response packet, in milliseconds. This
value is also called round-trip time.

10 packets transmitted, 10 packets
received, 0% packet loss

Ping packets transmitted, received, and lost. 10 ping requests
(probes) were sent to the host, and 10 ping responses were
received from the host. No packets were lost.

257.492/269.512/365.037/31.865
ms

257.492—Minimum round-trip time
269.51—Average round-trip time
365.03—Maximum round-trip time
31.865—Standard deviation of the round-trip times

ms—milliseconds

Sample Task—Ping Host
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Figure 22 on page 68 shows the output of an unsuccessful ping. There can be different
reasons for an unsuccessful ping. This result shows that the local router did not have
a route to the host 10.10.10.10 and thus could not reach it.

Figure 22: Unsuccessful Ping Host Results Page

Ping Host

Ping 10.10.10.10

PING 10.10.10.10 {10.10.10.10}: 5& data bytes

36 bytes from 172_.28_2.194: Destination MNet Unreachahle
Wr HL TOS Len I Flg off TTL Pro cks Broc D=t

4 & 00 0054 38Z8 0 0000 la 01 411f 10.209.8.12% 10.10.10.10
36 bytes from 172_.28_2.194: Destination MNet Unreachahle
Wr HL TOS Len I Flg off TTL Pro cks Broc D=t

4 & 00 0054 383e 0 0000 la 01 4106 10.2Z09.8.12% 10.10.10.10
36 bytes from 172_.28_2.194: Destination MNet Unreachahle
Wr HL TOS Len I Flg off TTL Pro cks Broc D=t

4 & 00 0054 384f 0 0000 la 01 40f5 10.2Z09.8.12% 10.10.10.10
36 bytes from 172_.28_2.194: Destination MNet Unreachahle
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Maintain Tasks

Using Files

Using Files on page 69

Upload Configuration File on page 70

Displaying Configuration History on page 71

Displaying Users Editing the Configuration on page 73
Comparing Configuration Files on page 74

Downloading a Configuration File on page 75

Loading a Previous Configuration File on page 75

Using Rescue (J Series Routing Platforms Only) on page 76
Using Software (] Series Routing Platforms Only) on page 77
Using Licenses (] Series Routing Platform Only) on page 78
Using Reboot on page 79

Using Snapshot (J Series Routing Platforms Only) on page 79
Sample Task—Manage Snapshots on page 80

Table 31 on page 70 lists the different tasks that you can perform from the
Maintain > Files page.

Using Files

Select Maintain > Files in the J]-Web interface to manage log, temporary, and core
files on the routing platform.
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Table 31: Manage Files Tasks Summary

Manage Files Task

Functions

Clean Up Files

Rotate log files and delete unnecessary files on the routing platform. If you are running
low on storage space, the file cleanup procedure quickly identifies files that can be
deleted.

The file cleanup procedure performs the following tasks. Click Clean Up Files to begin.

m  Rotates log files—All information in the current log files is archived, and fresh log
files are created.

m  Deletes log files in /cf/var/log—Any files that are not currently being written to
are deleted.

m  Deletes temporary files in /cf/var/tmp—Any files that have not been accessed
within two days are deleted.

m  Deletes all crash files in /cf/var/crash—Any core files that the router has written
during an error are deleted.

Alternatively, you can rotate log files and display the files that you can delete by entering
the request system storage cleanup command at the J-Web CLI terminal. For more
information, see “Using the CLI Terminal” on page 62. For more information about
the request system storage cleanup command, see the JUNOS System Basics and Services
Command Reference.

Download and Delete Files

Download a copy of an individual file or delete it from the routing platform. When you
download a file, it is not deleted from the file system. When you delete the file, it is
permanently removed.

Click one of the following file types, and then select whether to download or delete a
file:

Log Files—Lists the log files located in the /cf/var/log directory on the router.

Temporary Files—Lists the temporary files located in the /cf/var/tmp directory
on the router.

m  Old JUNOS Software—Lists the existing JUNOS Software packages in the /cf/var/sw
directory on the router.

| Crash (Core) Files—Lists the core files located in the /cf/var/crash directory on
the router.

CAUTION: If you are unsure whether to delete a file from the router, we recommend
using the Clean Up Files task, which determines the files that can be safely deleted
from the file system.

Delete Backup JUNOS Package

Delete a backup copy of the previous software installation from the routing platform.
When you delete the file, it is permanently removed from the file system.

Click Delete backup JUNOS package to begin.

Upload Configuration File

To upload a configuration file from your local system:

1.

70 m Upload Configuration File

Select > Upload.

The main pane displays the File to Upload box (see Figure 23 on page 71).
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Specify the name of the file to upload using one of the following methods:
m  Type the absolute path and filename in the File to Upload box.

m  Click Browse to navigate to the file.

Click Upload and Commit to upload and commit the configuration.

The routing platform checks the configuration for the correct syntax before
committing it.

Figure 23: J-Web Upload Configuration File Page

Config Management

Upload

Type the name of a configuration file on the local hard drive, When vou click "Upload and Commit”, the configuration in the Ffile replaces the existing configuration and takes effect, IF any errars occur when the File is loadin

configuration is restored.

* File to Upload I Browse.. |[7]

Upload and Commit |

Displaying Configuration History

When you commit a configuration, the routing platform saves the current operational
version and the previous 49 versions of committed configurations. To manage these
configuration files with the J-Web interface, select > History. The main pane displays
Database Information and Configuration History (see Figure 24 on page 72).

Table 32 on page 72 summarizes the contents of the display.

The configuration history display allows you to perform the following operations:

View a configuration.
Compare two configurations.
Download a configuration file to your local system.

Roll back the configuration to any of the previous versions stored on the routing
platform.

Displaying Configuration History ® 71



JUNOS J-Web Interface User Guide

Figure 24: Configuration Database and History Page

History

Database Information

Mo users are editing the configuration database.

Configuration History

The Following table shows the device's commit histary,
To view a configuration, click the revision number,

To compare configurations, seleck bwo and click "Compare”.

Number Date/Time User Client Comment Log Message Action
[ Current 2008-12-23 09:2%:24 UTC  regress i Download
Download
0 1 2008-12-23 08:16:34 UTC  root junoscripk Ralled back wia Web Interface
Rollback
_ Download
|:| 2 2005-12-22 08:33:12 UTC  root cli
Rollback
Download
|:| 3 2003-12-22 08:30:49 UTC  rowot other
Rollback
_ Download
D 4 2005-09-30 07:04:25 UTC  roak cli
Rollback
_ Download
D 5 2008-09-30 0&6:46:52 UTC roak cli
Rollback
_ Download
|:| b 2003-09-30 0&6:44:48 UTC  root cli
Rollback
) Download
|:| T 2003-09-30 06:40:05 UTC  root cli
Rollback
_ Download
D i 2008-03-19 19:531:53 UTC  roat cli
Rollback

Table 32: J-Web Configuration History Summary

Field Description

Number Version of the configuration file.

Date/Time Date and time the configuration was committed.
User Name of the user who committed the configuration.
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Table 32: J-Web Configuration History Summary (continued)

Field Description
Client Method by which the configuration was committed:
m  cli—A user entered a JUNOS CLI command.
junoscript—A JUNOScript client performed the operation. Commit operations performed by users
through the J-Web interface are identified in this way.
m  snmp—An SNMP set request started the operation.
button—The CONFIG button on the router was pressed to commit the rescue configuration (if set) or
to clear all configurations except the factory configuration.
autoinstall—Autoinstallation was performed.
m  other—Another method was used to commit the configuration.
Comment Comment.

Log Message

Method used to edit the configuration:

Imported via paste—Configuration was edited and loaded with the Configuration > View and Edit > Edit
Configuration Text option. For more information, see “CLI Editor (Edit Configuration Text)” on page
54.

Imported upload [filename]—Configuration was uploaded with the Configuration > View and

Edit > Upload Configuration File option. For more information, see “Upload Configuration File” on
page 70.

Modified via quick-configuration—Configuration was modified with the J-Web Quick Configuration tool
specified by quick-configuration.

Rolled back via user-interface—Configuration was rolled back to a previous version through the user

interface specified by user-interface, which can be Web Interface or CLI. For more information, see
“Loading a Previous Configuration File” on page 75.

Action

Action to perform with the configuration file. The action can be Download or Rollback. For more
information, see“Downloading a Configuration File” on page 75 and “Loading a Previous Configuration
File” on page 75.

For more information about saved versions of configuration files, see “Editing and
Committing a JUNOS Configuration” on page 42.

Displaying Users Editing the Configuration

To display a list of users editing the routing platform configuration, select > History.
The list is displayed as Database Information in the main pane (see Figure 25 on
page 74). Table 33 on page 74 summarizes the Database Information display.
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Figure 25: Database Information Page

Database Information

The following users are editing the configuration:

User Mame Start Time Idle Time Terminal PID Edit Flags Edit Path
rob 2007 .01-31 19:18:37 PST 16:16:14 p 3423 Mone [edit]
Jjoe 2007-02-22 02:58:45 PST  13:56:25 po 2962 None [edit]

Configuration History

The following table shows the router's commit history,

To wiew a configuration, click the revision number,

Table 33: J-Web Configuration Database Information Summary

Field Description

User Name Name of user editing the configuration.

Start Time Time of day the user logged in to the routing platform.

Idle Time Elapsed time since the user issued a configuration command from the CLIL
Terminal Terminal on which the user is logged in.

PID Process identifier assigned to the user by the routing platform.

Edit Flags Designates a private or exclusive edit.

Edit Path Level of the configuration hierarchy that the user is editing.

Comparing Configuration Files

To compare any two of the past 50 committed configuration files:

1. Click two of the check boxes to the left of the configuration versions you want
to compare.

2. Click Compare.

The main pane displays the differences between the two configuration files at
each hierarchy level as follows (see Figure 26 on page 75):
m Lines that have changed are highlighted side by side in green.

m Lines that exist only in the more recent configuration file are displayed in
red on the left.

m Lines that exist only in the least recent configuration file are displayed in
blue on the right.
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Figure 26: J-Web Configuration File Comparison Resuits

History

Compare Rollback 5 Configuration to Rollback 2 Configuration

Legend:
Remaoved From Rollback S Configuration
changed lines
Added in Rollback 2 Configuration

Rollback 5 Configuration Rollback Z Configuration
version 9.162.8; version 9,410 [builder]";
system §

domain-name englab. juniper. net;
domain-search [ englab. juniper.net juniper.nek jnpr.net spglab. juniper.net J;
backup-router 10.209.63.254;
services {
tlogin;
rsh;
ssh;
telnet;
web-management {
http;
t
T
t
routing-options {
skatic {
route 0.0.0,0/0 next-hop 10.209.63.254;
T
3

Legend:
Remaoved From Rollback S Configuration
changed lines
Added in Rollback 2 Configuration

Downloading a Configuration File

To download a configuration file from the routing platform to your local system:

1. In the Action column, click Download for the version of the configuration you
want to download.

2. Select the options your Web browser provides that allow you to save the
configuration file to a target directory on your local system.

The file is saved as an ASCII file.

Loading a Previous Configuration File

To load (roll back) and commit a previous configuration file stored on the routing
platform:
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1. In the Action column, click Rollback for the version of the configuration you
want to load.

The main pane displays the results of the rollback operation.

& NOTE: When you click Rollback, the routing platform loads and commits the selected
configuration. This behavior is different from entering the rollback configuration
mode command from the CLI, where the configuration is loaded, but not committed.

Using Rescue (J Series Routing Platforms Only)

If someone inadvertently commits a configuration that denies management access
to a routing platform, you can delete the invalid configuration and replace it with a
rescue configuration. You must have previously set the rescue configuration through
the J-Web interface or the CLI. The rescue configuration is a previously committed,
valid configuration.

To view, set, or delete the rescue configuration, select > Rescue. On the Rescue page
(see Figure 27 on page 77), you can perform the following tasks:

m View the current rescue configuration (if one exists)—Click View rescue
configuration.

m  Set the current running configuration as the rescue configuration—Click Set
rescue configuration. On a ] Series routing platform, you can also press the
CONFIG or RESET CONFIG button.

m  Delete the current rescue configuration—Click Delete rescue configuration.
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Figure 27: Rescue Configuration Page

Rescue

If vou inadvertently commit a configuration that denies management access, the only recourse
ray be to connect the console, The rescue confiquration gives yvou another alternative. The
rescue configuration is a configuration you know will allow management access to the router,

Press and immediately release the Config button on the chassis to cause the router to load and
cormnmit the rescue configuration. This will put the router back into a ranagable state. You must
have set the rescue configuration for this feature to function properly,

View Rescue Configuration

The rescue configuration for the router has been set. To view the rescue configuration, click the
link below,

View rescue configuration

Set or Delete Rescue Configuration

Clicking 'Set rescue configuration® will set the rescue configuration to the current running
configuration of the router, Clicking 'Delete rescue configuration' will delete the rescue
configuration,

Set rescue configuration

Delete rescue configuration

Using Software (J Series Routing Platforms Only)

On ] Series routers only, you can upgrade and manage JUNOS Software packages
from the J-Web interface. A JUNOS Software package is a collection of files that make
up the software components of the routing platform.

Typically, you upgrade the JUNOS Software on a routing platform by downloading
a set of images onto your routing platform or onto another system on your local
network, such as a PC. You then uncompress the package and install the
uncompressed software using the Maintain > Software page. Finally, you boot your
system with this upgraded device.

As new features and software fixes become available, you must upgrade your software
to use them. Before an upgrade, we recommend that you back up your primary boot
device in case it becomes corrupted or fails during the upgrade. Creating a backup
also stores your active configuration files and log files and ensures that you recover
to a known, stable environment in case of an unsuccessful upgrade. For more
information about creating a system backup, see “Sample Task;Manage Snapshots”
on page 80.

During a successful upgrade, the upgrade package completely reinstalls the existing
software. The upgrade process rebuilds the file system but retains configuration files,
log files, and similar information from the previous version.

For more information, see the JUNOS System Basics Configuration Guide.

Table 34 on page 78 lists the different tasks that you can perform from the
Maintain > Software pages.
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Table 34: Manage Software Tasks Summary

Manage Software Task Function

Upload Package Install software packages uploaded from your computer to the routing platform.

m  File to Upload (required)—Specifies the location of the software package. Type
the location of the software package, or click Browse to navigate to the location.

m  Reboot If Required—If this box is checked, the router is automatically rebooted
when the upgrade is complete. Select the check box if you want the router to
reboot automatically when the upgrade is complete.

Click Upload Package to begin, and click Cancel to clear the entries and return to the
previous page.

Install Package Install software packages on the routing platform that are retrieved with FTP or HTTP
from the location specified.

m  Package Location—Specifies the FTP or HTTP server, file path, and software
package name. The software is activated after the router has rebooted.
User—Specifies the username, if the server requires one.
Password—Specifies the password, if the server requires one.

Reboot If Required—If this box is checked, the router is automatically rebooted
when the upgrade is complete.

Click Fetch and Install Package to begin.

Downgrade Downgrade the JUNOS Software on the routing platform.

When you downgrade the software to a previous version, the software version that is
saved in junos.old is the version of JUNOS that your router is downgraded to. For your
changes to take effect, you must reboot the router.

CAUTION: After you perform this operation, you cannot undo it.

Alternatively, you can install software packages on your routing platform by entering
the request system software add command at the J-Web CLI terminal.

Using Licenses (J Series Routing Platform Only)

The Maintain > Licenses page displays a summary of the licenses needed and used
for each feature that requires a license on a | Series routing platform. This page also
allows you to add licenses.

To enable some JUNOS Software features on a ] Series routing platform, you must
purchase, install, and manage separate software licenses. The presence on the router
of the appropriate software license keys (passwords) determines the features you
can configure and use. Each feature license is tied to exactly one software feature,
and that license is valid for exactly one ] Series routing platform.

Using the Maintain > Licenses page, you can perform the following tasks:

m  Add licenses—Add license keys for the following features:

m  Data link switching (DLSw) support
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= J-Flow traffic analysis support

= Advanced Border Gateway Protocol (BGP) features that enable route reflectors
for readvertising BGP routes to internal peers.

m  Delete licenses—Delete one or more license keys from a ] Series routing platform
with the J-Web license manager.

m  Display license keys—Display the license keys in text format. Multiple licenses
are separated by a blank line.

Alternatively, you can run the following commands at the J-Web CLI terminal. For
more information, see “Using the CLI Terminal” on page 62. For more information
about the commands, see the JUNOS System Basics and Services Command Reference.

m  show system license—Display license information.

m  request system license add—Add licenses on | Series routers.

For more information about licenses, see the Getting Started Guide for your | Series
router.

The Maintain > Reboot page allows you to reboot the routing platform at a specified
time. Using the Maintain > Reboot page, you can perform the following tasks:

m  Reboot the router immediately, after a specified number of minutes or at the
absolute time that you specify, on the current day.

m  Stop (halt) the router software immediately. After the router software has stopped,
you can access the router through the console port only.

m  Type a message to be displayed to any users on the router before the reboot
occurs.

Click Schedule to begin.

If the reboot is scheduled to occur immediately, the router reboots. You cannot access
the J-Web interface until the router has restarted and the boot sequence is complete.
After the reboot is complete, refresh the browser window to display the J-Web
interface login page.

Alternatively, you can reboot the routing platform by running the request system
reboot command at the J-Web CLI terminal. For more information, see “Using the
CLI Terminal” on page 62. For more information about the request system reboot
command, see the JUNOS System Basics and Services Command Reference.

Using Snapshot (J Series Routing Platforms Only)

The Maintain > Snapshot page allows you to configure storage devices to replace the
primary boot device on your router or to act as a backup boot device. To do so, you
create a snapshot of the system software running on your router, saving the snapshot
to an alternate storage device.
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The Manage Snapshot page allows you to perform the following tasks:

m  Copy the current system software, along with the current and rescue
configurations, to an alternate storage device.

CAUTION: We recommend that you keep your secondary storage medium updated
at all times. If the internal compact flash fails at startup, the ] Series routing platform
automatically boots itself from this secondary storage medium. The secondary storage
medium can be either an external compact flash or a USB storage device. When a
secondary storage medium is not available, the routing platform is unable to boot
and does not come back online. This situation can occur if the power fails during a
JUNOS Software upgrade and the physical or logical storage media on the routing
platform are corrupted. The backup device must have a storage capacity of at least
256 MB.

m  Copy only default files that were loaded on the internal compact flash when it
was shipped from the factory, plus the rescue configuration, if one has been set.

m  Configure a boot device to store snapshots of software failures, for use in
troubleshooting.

m  Partition the storage medium. This process is usually necessary for storage devices
that do not already have software installed on them.

m  Create a snapshot for use as the primary boot device to replace the device in the
internal compact flash slot or to replicate it for use in another J Series routing
platform. You can perform this action only on a removable storage device.

m  Specify the size of the following partitions in kilobytes:

m data—Data partition is not used by the routing platform, and can be used
for extra storage.

= swap—Swap partition is used for swap files and software failure memory
snapshots. Software failure memory snapshots are saved to the boot medium
only if it is specified as the dump device.

= config—Config partition is used for storing configuration files.

= root—Root partition does not include configuration files.

Click Snapshot to begin.

Alternatively, you can use the request system snapshot command in the J-Web CLI
terminal to take a snapshot of the routing platform. For information about installing
boot devices, see the Getting Started Guide for your ] Series router.

Sample Task—Manage Snapshots

80 =m

Figure 28 on page 81 shows a Maintain > Snapshot page that allows you to back up
the currently running and active file system on a standby storage device that is not
running. In this example, you are taking the snapshot to replace the current primary
boot device on the routing platform. A compact flash is connected to the USB port
on the ] Series routing platform with a USB adapter.

Sample Task—Manage Snapshots
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To take the snapshot:
1. Select Maintain > Snapshot from the task bar.
2. Next to Advanced options, click the expand icon (see Figure 28 on page 81).

3. Select compact-flash from the Target Media list to specify the storage device to
copy the snapshot to.

4. Next to As Primary Media, select the check box to create a storage medium to
be used in the internal compact flash slot only.

5. Click Snapshot.

Figure 28: Manage Snapshots Page

Snapshot

System Snapshot
‘fou can configure book devices to replace the primary boot device or to act as a backup boot device, To do this, vou create a snapshot of the running system software, saving the snapshot to an alternate media,
The snapshot process copies the current system software, along with the current and rescue configurations, to alternate media. Optionally, vou can copy only the Factory and rescue configurations.
Target Media: Snapshots the system software to specified media:

# compact-flash: Internal compact Aash
* removable-compact-flash: External compact flash

Target Media | compactflash » [z
Factory [ [
Partition [ 3

= Advanced options

As Primary Media Config Size 7

Data Size 2 Root Size 2

Swap Size ?
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Events Tasks

Using View Events

m  Using View Events on page 83

m  Viewing Events on page 84

m Understanding Severity Levels on page 84

m  Using Filters on page 85

m  Using Regular Expressions on page 87

m  Sample Task—Filtering and Viewing Events on page 88

m  Troubleshooting Events on page 89

The Events task on the J-Web interface enables you to filter and view system log
messages that record events occurring on your routing platform.

Figure 29 on page 84 shows the View Events page. This page provides an easy
method to view the events recorded in the system log (also known as system log
messages). By default, the View Events page displays a summary of the most recent
25 events, with severity levels highlighted in different colors.

The events summary includes information about the time the event occurred, the
name of the process that generated the message, the event ID, and a short description
of the event. You can move the cursor over the question mark (?) next to an event
ID to display a useful description of the event.

You can filter events by system log filename, event ID, text from the event description,
name of the process that generated the event, or time period, to display only the
events you want. You can also generate and save an HTML report of the system
alarms.

Alternatively, enter the following command in the ]-Web CLI terminal to display the
list of messages and a brief description of each message. For more information about

the CLI terminal, see “Using the CLI Terminal” on page 62.

user@host> help syslog ?
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view Events

Events Filter

System Log File:
[ tnclude archived files

Date From:

Bwent IO

Events Detail

Process Severity
wntpd

xntpd

checklogin notice

Viewing Events

messages 2

2009-07-17,03:42

Figure 29: View Events page

Process:

@ To:

Description:

2009-07-17,04:42

Ewent ID Event Description
kernel time sync enabled 2001
kernel time sync enabled G001

WEB_AUTH_SUCC Authenticated httpd client (username root)

)
Search Reset

[ Generate Report

Time

2008-07-17 04:38:58 POT
2008-07-17 04:21:55 POT
2009-07-17 04:02:54 POT

The View Events page displays system log messages that record events occurring on
the routing platform. Events recorded include those of the following types:

m  Routine operations, such as creation of an Open Shortest Path First (OSPF)
protocol adjacency or a user login into the configuration database

m  Failure and error conditions, such as failure to access a configuration file or
unexpected closure of a connection to a child or peer process

m  Emergency or critical conditions, such as routing platform power-off due to

excessive temperature

For more information about system log messages, see the JUNOS System Log Messages

Reference.

Understanding Severity Levels

84 m Viewing Events

On the View Events page, the severity level of a message is indicated by different
colors. The severity level indicates how seriously the triggering event affects routing

platform functions.

Table 35 on page 85 lists the system log severity levels, the corresponding colors

and a description of what the severity level indicates.
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Severity Level (from Highest to Lowest

Color Severity) Description

Red emergency System panic or other conditions that cause the
routing platform to stop functioning.

Orange alert Conditions that must be corrected immediately, such
as a corrupted system database.

Pink critical Critical conditions, such as hard drive errors.

Blue error Standard error conditions that generally have less
serious consequences than errors in the emergency,
alert, and critical levels.

Yellow warning Conditions that warrant monitoring.

Green notice Conditions that are not error conditions but are of
interest or might warrant special handling.

info Informational messages. This is the default.
debug Software debugging messages.

Gray unknown No severity level is specified.

Using Filters

On the View Events page, you can use filters to display relevant events. Table 36 on
page 85 lists the different filters, their functions, and the associated actions. You can
apply any or a combination of the described filters to view the messages that you
want to view. After specifying the filter or filters you want, click Search to display
the filtered events. Click Reset to clear the existing search criteria and enter new

values.

Table 36: Summary of Event Filters

Event Filter

Function

Your Action

System Log File

Specifies the name of a system log file for To specify events recorded in a particular file,

which you want to display the recorded
events.

select the system log filename from the
list—for example, messages.

The list includes the names of all the system

log files that you configure.

By default, a log file, messages, is included in

the /var/log/ directory.

For information about how to configure

system log files, see the JUNOS System Log

Messages Reference.
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Table 36: Summary of Event Filters (continued)

Event Filter Function Your Action
Event ID Specifies the event ID for which you want to  To specify events with a specific ID, type its
display the messages. partial or complete ID—for example,
TFTPD_AF_ERR.
If you type part of the ID, the system
completes the remaining ID automatically.
An event ID, also known as a system log
message code, uniquely identifies a system
log message. It begins with a prefix that
indicates the generating software process or
library.
Description Specifies text from the description of events  To specify events with a specific description,
that you want to display. type a text string from the description. You
can include a regular expression.
You can use a regular expression to match
text from the event description. For example, type Alnitial* to display all
messages with lines beginning with the term
NOTE: The regular expression matching is Initial.
case sensitive.
For more information about using regular
expressions, see “Using Regular Expressions”
on page 87.
Process Specifies the name of the process generating  To specify events generated by a process, type

the events you want to display.

To view all the processes running on your
system, enter the CLI command show system
processes in the J-Web CLI terminal.

For more information about processes, see
the JUNOS Software Installation and Upgrade
Guide.

the name of the process.

For example, type mgd to list all messages
generated by the management process.

Include archived files

Includes the archived log files in the search.
Files are archived when the active log file
reaches its maximum size limit.

Select the check box to include archived files
in the search.

Date From Specifies the time period in which the events  To specify the time period:
ou want displayed are generated.
y play g m  Click the button next to Date From and
To
A calendar allows you to select the year select the year, month, date, and
; ’ time—for example, 02/10/2006 11:32.
month, day, and time. It also allows you to
select the local time. m  Click the button next to To and select the
year, month, date, and time—for
By default, the messages generated in the last example, 02/10/2006 3:32.
one hour are displayed. To shows the current
date and time, and Date From shows the time . .
. To select the current time as the start time,
one hour before end time. .
select Local Time.
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On the View Events page, you can filter the events displayed by the text in the event
description. In the Description box, you can use regular expressions to filter and
display a set of messages for viewing. JUNOS supports POSIX Standard 1003.2 for
extended (modern) UNIX regular expressions.

Table 37 on page 87 specifies some of the commonly used regular expression
operators and the terms matched by them. A term can match either a single
alphanumeric character or a set of characters enclosed in square brackets,
parentheses, or braces.

= NOTE: On the View Events page, the regular expression matching is case-sensitive.

Table 37: Common Regular Expression Operators and the Terms They Match

Regular Expression Operator

Matching Terms

. (period) One instance of any character except the space.
For example, .in matches messages with win or windows.
* (asterisk) Zero or more instances of the immediately preceding term.
For example, tre* matches messages with tree, tread or trough.
+ (plus sign) One or more instances of the immediately preceding term.

For example, tre+ matches messages with tree or tread but not trough.

? (question mark)

Zero or one instance of the immediately preceding term.

For example, colou?r matches messages with or color or colour.

| (pipe)

One of the terms that appear on either side of the pipe operator.

For example, grelay matches messages with either grey or gray.

! (exclamation point)

Any string except the one specified by the expression, when the exclamation point
appears at the start of the expression. Use of the exclamation point is specific to
JUNOS.

A (caret) The start of a line, when the caret appears outside square brackets.
For example, AT matches messages with This line and not with On this line.
$ (dollar sign) Strings at the end of a line.

For example, :$ matches messages with the following: and not with 2:00.
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Table 37: Common Regular Expression Operators and the Terms They Match (continued)

Regular Expression Operator Matching Terms

[1 (paired square brackets) One instance of one of the enclosed alphanumeric characters. To indicate a range
of characters, use a hyphen () to separate the beginning and ending characters of
the range.

For example, [0-9] matches messages with any number.

() (paired parentheses) One instance of the evaluated value of the enclosed term. Parentheses are used to
indicate the order of evaluation in the regular expression.

For example, dev(/|ice) matches messages with dev/ or device.

Sample Task—TFiltering and Viewing Events

Figure 30 on page 88 shows the View Events page displaying filtered events. In this
example, you are typing UI_CHILD_EXITED in the Event ID box and clicking Search.
The Event Summary displays messages with the UI_CHILD_EXITED event ID only. You
can view the following information about the events:

m  Messages displayed are green. The green color and context-sensitive help indicate
that the message severity level is notice and the event type is error. This
information means that the condition causing the message is an error or failure
and might require corrective action.

m  The events were generated by the management process (mgd).

m The Event Description column displays a brief description of the event, and the
help description provides information about the cause of the event.

Figure 30: J-Web View Events Page

View Events

Events Filter

System Log File: messages w Process:
O tneude archived fies

Date From: 2000-07-17,02:52 3 To: 2000-07-17,04:52

Event ID: WEB_AUTH_SUCCESS Description:

Events Detail Generate Report
Frocess Severity EventID Event Description Time
checklogin natice WEB_AUTH_SUCt Authenticated hitpd client {(Uusername roof) 2009-07-17 04:09:54 FDT

88 MW Sample Task—Filtering and Viewing Events
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Troubleshooting Events

View Events

Events Filter

Systern Log File:

Problem My View Events page does not display any events. (See Figure 31 on page 89.)

O ndlude archived files

Date From:

Event ID:

Events Detail

Process

messages

Figure 31: View Events Page Displaying Error

2009-07-17,03:54

Severity

Cause

Solution

Event ID

pa Process:
] To: 2000-07-17,04 .54
Description: [ Reset
Event Description Time

Mo events match filter condition

Typically, events are not displayed when logging of messages is not enabled. You
can enable system log messages at a number of different levels using the J-Web
configuration editor or the CLI terminal. The choice of level depends on how specific
you want the event logging to be and what options you want to include. For details
on the configuration options, see the JUNOS System Basics Configuration Guide (system
level) or the JUNOS Services Interfaces Configuration Guide (all other levels).

To enable system log messages with the J-Web configuration editor:

1.

2.

8.
9.

10.

Navigate to Configuration > View and Edit > Edit Configuration.

Next to System, click Configure or Edit to navigate to the system level in the
configuration hierarchy.

Next to Syslog, click Configure or Edit to navigate to the system log level in the
configuration hierarchy.

Next to File, click Add new entry to create a log file.
In the File name box, type messages to name the log file.

Next to Contents, click Add new entry to select a facility that you want to
configure—for example, authorization, change-log, conflict-log, or user.

In the Facility list, select authorization to configure the authorization facility.
In the Level list, select info to set the severity level to informational messages.
Repeat Steps 4 and 5 to configure different facilities and their levels.

To verify the configuration, at the CLI terminal, enter the show syslog command
in configuration mode. (See Figure 32 on page 90.)
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Figure 32: Verifying System Log Messages Configuration

CLI Terminal

& Jawa applet will be loaded below that will provide an SSH connection bebween your browser and '10.204.92.13", You will be asked to enter your password again as a security
measure before the CLI console connection is made, If the connection cannot be made, there may be a firewall between your web client and the device blocking 55H traffic, or
wou may be using a web proxy server which will allow web traffic o the device, but will not Forward S5H traffic,

-—-- JUNOS 9.3RZ.8 built Z008-12-17 23:25:33 UTC
% cli

regress@jotter> configure

Entering configuration mode

[edit]
regress@ijotterf edit system

[edit system]
regress@jotter# show syslog
file messages |
any notice;
authorization info;
kernel info;
pfe info;
archive world-readable;

1

[edit system]
regress@jotter# I

90 ®m Troubleshooting Events



Chapter 8
Alarms Tasks

m  Using Alarms on page 91

m  Active Alarms Information on page 91

m  Alarm Severity on page 92

m  Displaying Alarm Descriptions on page 92

m  Sample Task—Viewing and Filtering Alarms on page 92

Using Alarms

You can monitor active alarms on the J-Web interface .The View Alarms page alerts
you about conditions that might prevent the routing platform from operating normally.
The page displays information about active alarms, the severity of the alarms, the
time at which the alarm began and a brief description for each active alarm.
Alternatively you can use the CLI to view alarms on all routing platforms. An alarm
indicates that you are running the routing platform in a manner that is not
recommended. When you see an alarm, you must check its cause and remedy it.

Alternatively, you can display alarm information by entering the following commands
at the J-Web CLI terminal:

m  show chassis alarms

m  show system alarms

For more information, see “Using the CLI Terminal” on page 62. For more information
about the commands, see the JUNOS System Basics and Services Command Reference.

Active Alarms Information

The View Alarms page displays the following types of alarms. You can set the
conditions that trigger alarms on an interface. Chassis and system alarm conditions
are preset.

m Interface alarms—Indicate a problem in the state of the physical links on a fixed
or installed Physical Interface Module (PIM), such as a link failure or a missing
signal. To enable interface alarms, you must configure them.

m  Chassis alarms—Indicate a failure on the routing platform or one of its
component, such as a power supply failure, excessive component temperature,
or media failure. Chassis alarms are preset and cannot be modified.

Using Alarms m 91



JUNOS J-Web Interface User Guide

m  System alarms—Indicate a missing rescue configuration or software license,
where valid. System alarms are preset and cannot be modified.

Alarm Severity

Alarms displayed on the View Alarms page can have the following two severity levels:

m  Major (red)—Indicates a critical situation on the routing platform that has resulted
from one of the following conditions. A red alarm condition requires immediate
action.

= One or more hardware components have failed.

= Oneor more hardware components have exceeded temperature thresholds.
= Analarm condition configured on an interface has triggered a critical warning.

m  Minor (yellow)—Indicates a noncritical condition on the routing platform that,
if left unchecked, might cause an interruption in service or degradation in
performance. A yellow alarm condition requires monitoring or maintenance.

A missing rescue configuration or software license generates a yellow system
alarm.

Displaying Alarm Descriptions

All active alarms are displayed on the View Alarms page with detailed description of
the alarm. This description provides more information about the probable cause or
solution for the condition that caused the alarm (see “Sample Task;Viewing and

Filtering Alarms” on page 92). The description also provides the date and time when
the failure was detected. Note the date and time of an alarm so that you can correlate
it with error messages on the View Events page or in the messages system log file.

Sample Task—Viewing and Filtering Alarms

Figure 33 on page 93 shows the View Alarms page displaying one system alarm that
is currently active. The yellow color indicates that the alarm is noncritical. You can

also see the time at which the system received the alarm. You can also filter larms

based on alarm type, severity, description and date.

92 ®m Alarm Severity
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Figure 33: View Alarms Page

¥iew Alarms

Alarm filter

Blarmn type: Al v Sevarity: All v
Desctiption:
Date From: To:
Alarm Details
Type Severity Description Time:
System Mirar

Rescus configuration is not set 2008-12-22 08:31:01 UTC

Sample Task—Viewing and Filtering Alarms ® 93
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