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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER
OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper Networks
(Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as “Juniper”), and (ii)
the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”)
(collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which Customer
has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment which Customer
purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new releases of such software. “Embedded
Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, additions or replacements
which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper
or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer
has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, Customer shall use
such Software on a single computer containing a single physical random access memory space and containing any number of processors. Use of the
Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) requires multiple licenses, regardless of whether
such computers or virtualizations are physically contained on a single chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls,
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular features,
functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing,
temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or require the Software
to be used only in conjunction with other specific Software. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable
licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software. Customer
may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not extend or create an additional trial
period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s enterprise network.
Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius software to support any
commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable
license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded:; (e) distribute any copy of
the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked” or key-restricted
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper
to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper
reseller; (i) use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that the
Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking of the Software to
any third party without the prior written consent of Juniper; or () use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish
such records to Juniper and certify its compliance with this Agreement.



6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software,
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT PERMITTED
BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR
JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY
JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW,
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER
WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION,
OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to Customer, whether
in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or
if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and agrees that Juniper
has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss),
and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s
possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from the purchase of
the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to Juniper prior
to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All payments made by Customer shall be net of any
applicable withholding tax. Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by promptly: providing Juniper
with valid tax receipts and other required documentation showing Customer’s payment of any withholding taxes; completing appropriate applications that
would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder.
Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related
to any liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under this
Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or disclosure
by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, FAR 12.212,
FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT IlI) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any.
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any applicable
terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate)
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and
a copy of the LGPL at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The provisions
of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the Parties

hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This Agreement
constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and contemporaneous


http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html

agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that the terms of a
separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict
with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in
writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity of the
remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the Parties agree that the English
version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de méme que tous les documents y compris tout
avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related documentation is and will be
in the English language)).
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Chapter 1

IPSec Concepts and Reference Material

This feature guide covers these topics:

Overview of IPSec on page 4

[PSec-Enabled PICs on page 5

Authentication Algorithms on page 5
Encryption Algorithms on page 6

[PSec Protocols on page 7

Security Associations on page 9

[PSec Modes on page 9

Digital Certificates on page 10

Service Sets on page 11

System Requirements on page 12

Terms and Acronyms on page 12
Configuring IPSec on page 15

Considering General IPSec Issues on page 16
Configuring Security Associations on page 19
Using a Filter to Select Traffic to Be Secured on page 24

Applying the Filter or Service Set to the Interface Receiving Traffic to Be
Secured on page 25

Option: Using Digital Certificates on page 26

Configuring a CA Profile on page 27

Configuring a Certificate Revocation List on page 27

Requesting a CA Digital Certificate on page 28

Generating a Private/Public Key Pair on page 28

Generating and Enrolling a Local Digital Certificate on page 29

Applying the Local Digital Certificate to an IPSec Configuration on page 29
Configuring Automatic Reenrollment of Digital Certificates on page 29
Monitoring Digital Certificates on page 30

Clearing Digital Certificates on page 30

Option: Using Filter-Based Forwarding to Select Traffic to Be Secured on page 31
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Overview of IPSec

4 =

Overview of IPSec

m  Option: Using IPSec with a Layer 3 VPN on page 32

m  Option: Securing BGP Sessions with Transport Mode on page 34

m  Option: Securing OSPFv3 Networks with Transport Mode on page 35
m  Option: Securing OSPFv2 Networks with Transport Mode on page 35
m  Option: Monitoring IPSec by Using SNMP on page 37

m  Option: Configuring IPSec Dynamic Endpoints on page 37

m  Dynamic Endpoint Tunnel Architecture on page 37

m  Authentication Process on page 37

m  Dynamic Implicit Rules on page 38

m  Reverse Route Insertion on page 39

m  Configuring an IKE Access Profile on page 39

m  Configuring the Service Set on page 40

m  Configuring the Interface Identifier on page 41

m  Option: Configuring Multiple Routed Tunnels in a Single Next-Hop Service
Set on page 41

m [PSec Configuration Examples on page 43

m  Example: ES PIC Manual SA Configuration on page 44

m  Example: AS PIC Manual SA Configuration on page 53

m  Example: ES PIC IKE Dynamic SA Configuration on page 61
m Example: AS PIC IKE Dynamic SA Configuration on page 72

m  Example: IKE Dynamic SA Between an AS PIC and an ES PIC
Configuration on page 81

m  Example: AS PIC IKE Dynamic SA with Digital Certificates
Configuration on page 92

m  Example: Dynamic Endpoint Tunneling Configuration on page 110
m  For More Information on page 112

m  Revision History on page 113

IP Security (IPSec) provides a secure way to authenticate senders and encrypt IP
version 4 (IPv4) and version 6 (IPv6) traffic between network devices, such as routers
and hosts. IPSec offers network administrators and their users the benefits of data
confidentiality, data integrity, sender authentication, and anti-replay services. IPSec
is increasingly becoming a critical component in today’s contemporary IP networks.

IPSec is a framework for ensuring secure private communication over I[P networks
and is based on standards developed by the International Engineering Task Force
(IETF). IPsec provides security services at the network layer of the Open Systems
Interconnection (OSI) model by enabling a system to select required security protocols,
determine the algorithms to use for the security services, and implement any
cryptographic keys required to provide the requested services. You can use IPsec to



Chapter 1: IPSec Concepts and Reference Material

protect one or more paths between a pair of hosts, between a pair of security
gateways (such as routers), or between a security gateway and a host.

The terminology and components of IPSec can be intimidating to first-time users.
However, if you learn a few key concepts, you can quickly master and deploy IPSec
in your network. The main concepts you need to understand are as follows:

m [PSec-Enabled PICs on page 5

m  Authentication Algorithms on page 5
m  Encryption Algorithms on page 6

m [PSec Protocols on page 7

m  Security Associations on page 9

m [PSec Modes on page 9

m Digital Certificates on page 10

m  Service Sets on page 11

IPSec-Enabled PICs

The first choice you need to make when implementing IPSec on a JUNOS
Software-based router is the type of Physical Interface Card (PIC) you wish to use.
There are three types of PICs available for M Series and T Series platforms:

m The ES PIC is a first-generation PIC that provides encryption services and software
support for [PSec.

m  The Adaptive Services (AS) PIC is a next-generation PIC that provides IPSec
services and other services, such as Network Address Translation (NAT) and
stateful firewall.

m  The AS Il Federal Information Processing Standards (FIPS) PIC is a special version
of the AS PIC that communicates securely with the Routing Engine by using
internal IPSec. You must configure IPSec on the AS II FIPS PIC when you enable
FIPS mode on the router. For more information about implementing IPSec on
an AS II FIPS PIC installed in a router configured in FIPS mode, see the Secure
Configuration Guide for Common Criteria and JUNOS-FIPS.

m The MultiServices PICs supply hardware acceleration for an array of packet
processing-intensive services in the M Series and T Series routers. These services
include IPSec services and other services, such as stateful firewall, NAT, IPSec,
anomaly detection, and tunnel services.

Authentication Algorithms

Authentication is the process of verifying the identity of the sender. Authentication
algorithms use a shared key to verify the authenticity of the IPSec devices. The JUNOS
Software uses the following authentication algorithms:

m  Message Digest 5 (MD5) uses a one-way hash function to convert a message of
arbitrary length to a fixed-length message digest of 128 bits. Because of the
conversion process, it is mathematically infeasible to calculate the original

IPSec-EnabledPICs W 5
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message by computing it backwards from the resulting message digest. Likewise,
a change to a single character in the message will cause it to generate a very
different message digest number.

To verify that the message has not been tampered with, the JUNOS Software
compares the calculated message digest against a message digest that is decrypted
with a shared key. The JUNOS Software uses the MD5 hashed message
authentication code (HMAC) variant that provides an additional level of hashing.
MD5 can be used with authentication header (AH), Encapsulating Security Payload
(ESP), and Internet Key Exchange (IKE).

m  Secure Hash Algorithm 1 (SHA-1) uses a stronger algorithm than MD5. SHA-1
takes a message of less than 264 bits in length and produces a 160-bit message
digest. The large message digest ensures that the data has not been changed
and that it originates from the correct source. The JUNOS Software uses the
SHA-1 HMAC variant that provides an additional level of hashing. SHA-1 can be
used with AH, ESP, and IKE.

m  SHA-256, SHA-384, and SHA-512 (sometimes grouped under the name SHA-2)
are variants of SHA-1 and use longer message digests. The JUNOS Software
supports the SHA-256 version of SHA-2, which can process all versions of
Advanced Encryption Standard (AES), Data Encryption Standard (DES), and Triple
DES (3DES) encryption.

Encryption Algorithms

Encryption encodes data into a secure format so that it cannot be deciphered by
unauthorized users. Like authentication algorithms, a shared key is used with
encryption algorithms to verify the authenticity of the IPSec devices. The JUNOS
Software uses the following encryption algorithms:

m  Data Encryption Standard cipher-block chaining (DES-CBC) is a symmetric
secret-key block algorithm. DES uses a key size of 64 bits, where 8 bits are used
for error detection and the remaining 56 bits provide encryption. DES performs
a series of simple logical operations on the shared key, including permutations
and substitutions. CBC takes the first block of 64 bits of output from DES,
combines this block with the second block, feeds this back into the DES algorithm,
and repeats this process for all subsequent blocks.

m  Triple DES-CBC (3DES-CBC) is an encryption algorithm that is similar to DES-CBC,
but provides a much stronger encryption result because it uses three keys for
168-bit (3 x 56-bit) encryption. 3DES works by using the first key to encrypt the
blocks, the second key to decrypt the blocks, and the third key to reencrypt the
blocks.

m Advanced Encryption Standard (AES) is a next-generation encryption method
based on the Rijndael algorithm developed by Belgian cryptographers Dr. Joan
Daemen and Dr. Vincent Rijmen. It uses a 128-bit block and three different key
sizes (128, 192, and 256 bits). Depending on the key size, the algorithm performs
a series of computations (10, 12, or 14 rounds) that include byte substitution,
column mixing, row shifting, and key addition. The use of AES in conjunction
with IPSec is defined in RFC 3602, The AES-CBC Cipher Algorithm and Its Use with
IPsec.
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IPSec Protocols

IPSec protocols determine the type of authentication and encryption applied to
packets that are secured by the router. The JUNOS Software supports the following
[PSec protocols:

m AH—Defined in RFC 2402, AH provides connectionless integrity and data origin
authentication for IPv4 and IPv6 packets. It also provides protection against
replays. AH authenticates as much of the IP header as possible, as well as the
upper-level protocol data. However, some IP header fields may change in transit.
Because the value of these fields may not be predictable by the sender, they
cannot be protected by AH. In an IP header, AH can be identified with a value
of 51 in the Protocol field of an IPv4 packet and the Next Header field of an IPv6
packet. An example of the IPSec protection offered by AH is shown in Figure 1
on page 7.

& NOTE: AH is not supported on the T Series, M120, and M320 routers.

Figure 1: AH Protocol

Header format
Byte 0 ‘ Byte 1 ‘ Byte 2 Byte 3
Next header ‘ Payload length ‘ Reserved

Security Parameters Index (SPI)

Sequence number

Authentication data (variable)

Original IPv4 packet before AH is applied

Original TCP

IP header header Data

IPv4 packet after AH transport mode is applied

Original AH TCP

IP header header | header Data

| «—————— Authenticated ——————»~|

IPv4 packet after AH tunnel mode is applied

N
New AH Original TCP Data 8
IP header header IP header header 3
|< Authenticated >|
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m ESP—Defined in RFC 2406, ESP can provide encryption and limited traffic flow
confidentiality, or connectionless integrity, data origin authentication, and an
anti-replay service. In an IP header, ESP can be identified a value of 50 in the
Protocol field of an IPv4 packet and the Next Header field of an IPv6 packet. An
example of the IPSec protection offered by ESP is shown in Figure 2 on page

8.
Figure 2: ESP Protocol
Header format
Byte 0 Byte 1 Byte 2 Byte 3 |
Security Parameters Index (SPI)
Authenticated
Sequence number
Payload data (variable) T
Encrypted
Padding (0 - 255 bytes)
Pad length Next header
Authentication data (variable)
Original IPv4 packet before ESP is applied
Original TCP
IP header header Data
IPv4 packet after ESP transport mode is applied
Original ESP TCP . ESP
IP header header | header Data ESP trailer Auth.
| «————Encrypted ———»|
| «——Authenticated———————| 8
=)
IPv4 packet after ESP tunnel mode is applied
New ESP Original TCP . ESP
IP header | header IP header | header | D3t ESPtrailer | Auth,
! - Encrypted =H
| Authenticated > |
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= Bundle—When you compare AH with ESP, there are some benefits and
shortcomings in both protocols. ESP provides a decent level of authentication
and encryption, but does so only for part of the IP packet. Conversely, although
AH does not provide encryption, it does provide authentication for the entire IP
packet. Because of this, the JUNOS Software offers a third form of IPSec protocol
called a protocol bundle. The bundle option offers a hybrid combination of AH
authentication with ESP encryption.

Security Associations

IPSec Modes

Another IPSec consideration is the type of security association (SA) that you wish to
implement. An SA is a set of IPSec specifications that are negotiated between devices
that are establishing an IPSec relationship. These specifications include preferences
for the type of authentication, encryption, and IPSec protocol that should be used
when establishing the IPSec connection. An SA can be either unidirectional or
bidirectional, depending on the choices made by the network administrator. An SA
is uniquely identified by a Security Parameter Index (SPI), an IPv4 or IPv6 destination
address, and a security protocol (AH or ESP) identifier.

You can configure IPSec with a preset, preshared manual SA or use IKE to establish
a dynamic SA. Manual SAs require you to specify all the [PSec requirements up front.
Conversely, IKE dynamic SAs typically contain configuration defaults for the highest
levels of authentication and encryption.

The last major consideration is the type of IPSec mode you wish to implement in
your network. The JUNOS Software supports the following I[PSec modes:

m  Tunnel mode is supported for both AH and ESP in the JUNOS Software and is
the usual choice for a router. In tunnel mode, the SA and associated protocols
are applied to tunneled IPv4 or IPv6 packets. For a tunnel mode SA, an outer IP
header specifies the IPsec processing destination, and an inner IP header specifies
the ultimate destination for the packet. The security protocol header appears
after the outer IP header, and before the inner IP header. In addition, there are
slight differences for tunnel mode when you implement it with AH and ESP:

m  For AH, portions of the outer IP header are protected, as well as the entire
tunneled IP packet.

= For ESP, only the tunneled packet is protected, not the outer header.

When one side of a security association is a security gateway (such as a router),
the SA must use tunnel mode. However, when traffic (for example, SNMP
commands or BGP sessions) is destined for a router, the system acts as a host.
Transport mode is allowed in this case because the system does not act as a
security gateway and does not send or receive transit traffic.

m  Transport mode provides a security association between two hosts. In transport
mode, the protocols provide protection primarily for upper layer protocols. For
IPv4 and IPv6 packets, a transport mode security protocol header appears
immediately after the IP header and any options, and before any higher layer

Security Associatons ® 9
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protocols (for example, TCP or UDP). There are slight differences for transport
mode when you implement it with AH and ESP:

m  For AH, selected portions of the IP header are protected, as well as selected
portions of the extension headers and selected options within the IPv4
header.

=  For ESP, only the higher layer protocols are protected, not the IP header or
any extension headers preceding the ESP header.

Digital Certificates

10

Digital Certificates

For small networks, the use of preshared keys in an I[PSec configuration is often
sufficient. However, as a network grows, it can become a challenge to add new
preshared keys on the local router and all new and existing IPSec peers. One solution
for scaling an IPSec network is to use digital certificates.

A digital certificate implementation uses the public key infrastructure (PKI), which
requires you to generate a key pair consisting of a public key and a private key. The
keys are created with a random number generator and are used to encrypt and
decrypt data. In networks that do not use digital certificates, an IPSec-enabled device
encrypts data with the private key and IPSec peers decrypt the data with the public
key.

With digital certificates, the key sharing process requires an additional level of
complexity. First, you and your IPSec peers request a certificate authority (CA) to
send you a CA certificate that contains the public key of the CA. Next, you request
the CA to enroll a local digital certificate that contains your public key and some
additional information. When the CA processes your request, it signs your local
certificate with the private key of the CA. Then you install the CA certificate and the
local certificate in your local router and load the CA certificate in the remote devices
before you can establish IPSec tunnels with your peers.

When you request a peering relationship with an IPSec peer, the peer receives a copy
of your local certificate. Because the peer already has the CA certificate loaded, it
can use the CA’s public key contained in the CA certificate to decrypt your local
certificate that has been signed by the CA’s private key. As a result, the peer now
has a copy of your public key. The peer encrypts data with your public key before
sending it to you. When your local router receives the data, it decrypts the data with
your private key.

In the JUNOS Software, you must implement the following steps to be able to initially
use digital certificates:

m  Configure a CA profile to request CA and local digital certificates—The profile
contains the name and URL of the CA or registration authority (RA), as well as
some retry timer settings.

m  Configure certificate revocation list support—A certificate revocation list (CRL)
contains a list of certificates canceled before their expiration date. When a
participating peer uses a CRL, the CA acquires the most recently issued CRL and
checks the signature and validity of a peer’s digital certificate. You can request
and load CRLs manually, configure an LDAP server to handle CRL processing
automatically, or disable CRL processing that is enabled by default.
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Request a digital certificate from the CA—The request can be made either online
or manually. Online CA digital certificate requests use the Simple Certificate
Enrollment Protocol (SCEP) format. If you request the CA certificate manually,
you must also load the certificate manually.

Generate a private/public key pair—The public key is included in the local digital
certificate and the private key is used to decrypt data received from peers.

Generate and enroll a local digital certificate—The local certificate can be
processed online using SCEP or generated manually in the Public-Key
Cryptography Standards #10 (PKCS-10) format. If you create the local certificate
request manually, you must also load the certificate manually.

Apply the digital certificate to an IPSec configuration—To activate a local digital
certificate, you configure the IKE proposal to use digital certificates instead of
preshared keys, reference the local certificate in the IKE policy, and identify the
CA in the service set.

Optionally, you can do the following:

Configure the digital certificate to automatically reenroll—Starting in JUNOS
Release 8.5, you can configure automatic reenrollment for digital certificates.

Monitor digital certificate events and delete certificates and requests—You can
issue operational mode commands to monitor IPSec tunnels established using
digital certificates and delete certificates or requests.

For more details on managing digital certificates, configuring them in an IPSec service
set, and monitoring and clearing them, see “Option: Using Digital Certificates” on
page 26 and “Example: AS PIC IKE Dynamic SA with Digital Certificates Configuration”
on page 92.

The Adaptive Services PIC supports two types of service sets when you configure
[PSec tunnels. Because they are used for different purposes, it is important to know
the differences between these service set types.

Next-hop service set—Supports multicast and multicast-style dynamic routing
protocols (such as OSPF) over IPSec. Next-hop service sets allow you to use inside
and outside logical interfaces on the Adaptive Services PIC to connect with
multiple routing instances. They also allow the use of Network Address Translation
(NAT) and stateful firewall capabilities. However, next-hop service sets do not
monitor Routing Engine traffic by default and require configuration of multiple
service sets to support traffic from multiple interfaces.

Interface service set—Applied to a physical interface and similar to a stateless
firewall filter. They are easy to configure, can support traffic from multiple
interfaces, and can monitor Routing Engine traffic by default. However, they
cannot support dynamic routing protocols or multicast traffic over the [PSec
tunnel.

Service Sets ® 11
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In general, we recommend that you use next-hop service sets because they support
routing protocols and multicast over the IPSec tunnel, they are easier to understand,
and the routing table makes forwarding decisions without administrative intervention.

System Requirements

Terms and Acronyms

A

Adaptive Services PIC

Advanced Encryption
Standard (AES)

12 =

To implement IPSec, your system must meet these minimum requirements:

JUNOS Release 8.5 or later for automatic reenrollment of digital certificates.
JUNOS Release 8.3 or later for IPSec support on OSPF version 2
JUNOS Release 8.2 or later for support on M120 routers

JUNOS Release 8.1 or later for IPSec IKE support in routing instances, and
certificate revocation list support on AS and MultiServices PICs installed on M
Series and T Series routers

JUNOS Release 7.6 or later for AES encryption and SHA-256 authentication
support on AS PICs installed in M Series routers, and IPv6-based IPSec for AS
PICs installed in M Series and T Series routers

JUNOS Release 7.5 or later for digital certificate support on AS PICs installed in
M Series and T Series routers, and support of the IPSec Monitoring Management
Information Base (MIB)

JUNOS Release 7.4 or later for dynamic endpoint tunneling support and
configuring multiple routed tunnels in a single next-hop service set

JUNOS Release 7.2 or later for transport mode IPSec on Routing Engines running
OSPF version 3 and support for the AS 1l FIPS PIC

JUNOS Release 7.1 or later for IPSec on the ES PIC for T Series and M320 routers
JUNOS Release 6.4 or later for IPSec on the AS PIC for T Series and M320 routers
JUNOS Release 6.2 or later for [PSec on the AS PIC for M Series routers

JUNOS Release 5.7 or later for multicast over IPSec tunnels on M Series routers
JUNOS Release 5.2 or later for IPSec on the ES PIC for M Series routers

Two Juniper Networks M Series or T Series routers

Two ES PICs or AS PICs for M Series and T Series routers

A next-generation Physical Interface Card (PIC) that provides IPSec services and other

services, such as Network Address Translation (NAT) and stateful firewall, on M Series
and T Series platforms.

A next-generation encryption method that is based on the Rijndael algorithm and
uses a 128-bit block, three different key sizes (128, 192, and 256 bits), and multiple

rounds of processing to encrypt data.

System Requirements



authentication header
(AH)

Cc

certificate authority
(CA)

certificate revocation
list (CRL)

cipher block chaining
(CBC)

D
Data Encryption
Standard (DES)
digital certificate

E

Encapsulating Security
Payload (ESP)

ES PIC

Hashed Message
Authentication Code
(HMAC)
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A component of the IPSec protocol used to verify that the contents of a packet have
not changed (data integrity), and to validate the identity of the sender (data source
authentication). For more information about AH, see RFC 2402.

A trusted third-party organization that generates, enrolls, validates, and revokes
digital certificates. The CA guarantees the identity of a user and issues public and
private keys for message encryption and decryption.

A list of digital certificates that have been invalidated before their expiration date,
including the reasons for their revocation and the names of the entities that have
issued them. A CRL prevents usage of digital certificates and signatures that have
been compromised.

A cryptographic method that encrypts blocks of ciphertext by using the encryption
result of one block to encrypt the next block. Upon decryption, the validity of each
block of ciphertext depends on the validity of all the preceding ciphertext blocks.
For more information on how to use CBC with DES and ESP to provide confidentiality,
see RFC 2405.

An encryption algorithm that encrypts and decrypts packet data by processing the
data with a single shared key. DES operates in increments of 64-bit blocks and
provides 56-bit encryption.

Electronic file that uses private and public key technology to verify the identity of a
certificate creator and distribute keys to peers.

A component of the IPSec protocol used to encrypt data in an IPv4 or IPv6 packet,
provide data integrity, and ensure data source authentication. For more information
about ESP, see RFC 2406.

A PIC that provides first-generation encryption services and software support for
[PSec on M Series and T Series platforms.

A mechanism for message authentication using cryptographic hash functions. HMAC
can be used with any iterative cryptographic hash function, such as MD5 or SHA-1,
in combination with a secret shared key. For more information on HMAC, see RFC
2104,
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Internet Key Exchange
(IKE)

Message Digest 5
(MD5)

Perfect Forward
Secrecy (PFS)

public key
infrastructure (PKI)

registration authority
(RA)

Routing Engine

S

Secure Hash Algorithm
1 (SHA-1)

Secure Hash Algorithm
2 (SHA-2)

security association
(SA)

Security Association
Database (SADB)
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Establishes shared security parameters for any hosts or routers using IPSec. IKE
establishes the SAs for [PSec. For more information about IKE, see RFC 2407.

An authentication algorithm that takes a data message of arbitrary length and
produces a 128-bit message digest. For more information, see RFC 1321.

Provides additional security by means of a Diffie-Hellman shared secret value. With
PFS, if one key is compromised, previous and subsequent keys are secure because
they are not derived from previous keys.

A trust hierarchy that enables users of a public network to securely and privately
exchange data through the use of public and private cryptographic key pairs that are
obtained and shared with peers through a trusted authority.

A trusted third-party organization that acts on behalf of a CA to guarantee the identity
of a user.

A PCl-based architectural portion of a JUNOS-based router that handles the routing
protocol process, the interface process, some of the chassis components, system
management, and user access.

An authentication algorithm that takes a data message of less than 264 bits in length
and produces a 160-bit message digest. For more information on SHA-1, see RFC
3174.

A successor to the SHA-1 authentication algorithm that includes a group of SHA-1
variants (SHA-224, SHA-256, SHA-384, and SHA-512). SHA-2 algorithms use larger
hash sizes and are designed to work with enhanced encryption algorithms such as
AES.

Specifications that must be agreed upon between two network devices before IKE
or IPSec are allowed to function. SAs primarily specify protocol, authentication, and
encryption options.

A database where all SAs are stored, monitored, and processed by IPSec.



Security Parameter
Index (SPI)

Security Policy
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Enroliment Protocol
(SCEP)

T

Triple Data Encryption
Standard (3DES)
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An identifier that is used to uniquely identify an SA at a network host or router.

A database that works with the SADB to ensure maximum packet security. For
inbound packets, IPSec checks the SPD to verify if the incoming packet matches the
security configured for a particular policy. For outbound packets, IPSec checks the
SPD to see if the packet needs to be secured.

A protocol that supports CA and registration authority (RA) public key distribution,
certificate enrollment, certificate revocation, certificate queries, and certificate
revocation list (CRL) queries.

An enhanced DES algorithm that provides 168-bit encryption by processing data
three times with three different keys.

To implement IPSec, complete the following configuration procedures:
m  Considering General IPSec Issues on page 16

m  Configuring Security Associations on page 19

m  Using a Filter to Select Traffic to Be Secured on page 24

m  Applying the Filter or Service Set to the Interface Receiving Traffic to Be Secured
on page 25

m  Option: Using Digital Certificates on page 26

m  Option: Using Filter-Based Forwarding to Select Traffic to Be Secured on page
31

m  Option: Using IPSec with a Layer 3 VPN on page 32

m  Option: Securing BGP Sessions with Transport Mode on page 34

m  Option: Securing OSPFv3 Networks with Transport Mode on page 35
m  Option: Securing OSPFv2 Networks with Transport Mode on page 35
m  Option: Monitoring IPSec by Using SNMP on page 37

m  Option: Configuring IPSec Dynamic Endpoints on page 37

m  Option: Configuring Multiple Routed Tunnels in a Single Next-Hop Service Set
on page 41

T m 15
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Considering General IPSec Issues

Before you configure IPSec, it is helpful to understand some general guidelines.

IPv4 and IPv6 traffic and tunnels—You can configure IPSec tunnels to carry
traffic in the following ways: 1Pv4 traffic traveling over IPv4 IPSec tunnels, IPv6
traffic traveling over IPv4 IPSec tunnels, IPv4 traffic traveling over IPv6 IPSec
tunnels, and IPv6 traffic traveling over IPv6 IPSec tunnels.

Configuration syntax differences between the AS and MultiServices PICs and the
ES PIC—There are slight differences in the configuration statements and
operational mode commands that are used with the PICs that support IPSec. As
a result, the syntax for the AS and MultiServices PICs cannot be used
interchangeably with the syntax for the ES PIC. However, the syntax for one
type of PIC can be converted to its equivalent syntax on the other PIC for
interoperability. The differences are highlighted in Table 1 on page 16.

Configuring keys for authentication and encryption—When preshared keys are
required for authentication or encryption, you must use the guidelines shown in
Table 2 on page 17 to implement the correct key size.

Rejection of weak and semiweak keys—The DES and 3DES encryption algorithms
will reject weak and semiweak keys. As a result, do not create and use keys that
contain the patterns listed in Table 3 on page 18.

Table 1: Comparison of IPSec Configuration Statements and
Operational Mode Commands for the AS and MultiServices PICs and ES PIC

AS and MultiServices PICs Statements and

Commands

ES PIC Statements and Commands

Configuration Mode Statements

[edit service-set name | -

[edit services ipsec-vpn ike]

[edit security ike]

policy {...}
proposal {...}

policy {...} [
proposal {...} | |

[edit services ipsec-vpn ipsec]

[edit security ipsec]

policy {...}
proposal {...}

policy {...} ]
proposal {...} n

[edit services ipsec-vpn rule rule-name ]

[edit interface es- fpc / pic /port ]

remote-gateway address m  tunnel destination address

[edit services ipsec-vpn rule rule-name term term-name]

[edit security ipsec]

from match-conditions {...} m  security-association name dynamic
then dynamic {...} {.}
from match-conditions {...} m  security-association name manual
then manual {...} {..}

16 =
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Table 1: Comparison of IPSec Configuration Statements and
Operational Mode Commands for the AS and MultiServices PICs and ES PIC (continued)

AS and MultiServices PICs Statements and

Commands

ES PIC Statements and Commands

[edit services ipsec-vpn rule-set]

[edit services service-set ipsec-vpn]

n local-gateway address

[edit interface es- fpc /pic /port ]

| ] tunnel source address

Operational Mode Commands

clear security pki ca-certificate

clear security pki certificate-request

clear security pki local-certificate

clear services ipsec-vpn certificates

request security pki ca-certificate enroll

request security certificate (unsigned)

request security pki ca-certificate load

request system certificate add

request security pki generate-certificate-request

request security pki generate-key-pair

request security key-pair

request security pki local-certificate enroll

request security certificate (signed)

request security pki local-certificate load

request system certificate add

show security pki ca-certificate

show system certificate

show security pki certificate-request

show security pki crl

show security pki local-certificate

show system certificate

show services ipsec-vpn certificates

show ipsec certificates

show services ipsec-vpn ike security-associations

show ike security-associations

show services ipsec-vpn ipsec security-associations

show ipsec security-associations

Table 2: Authentication and Encryption Key Lengths

Number of

Hexadecimal Characters

Authentication

HMAC-MD5-96

32

16
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Table 2: Authentication and Encryption Key Lengths (continued)

Number of
Hexadecimal Characters Number of ASCII Characters
Authentication
HMAC-SHA1-96 40 20
Encryption
AES-128-CBC 16 32
AES-192-CBC 24 48
AES-256-CBC 32 64
DES-CBC 16 8
3DES-CBC 48 24

Table 3: Weak and Semiweak Keys

Weak Keys

0101 0101 0101 0101
IFIF IFIF IFIF IFIF
EOEO EOEO EOEO EOEO
FEFE FEFE FEFE FEFE

Semiweak Keys

O1FE O1FE O1FE O1FE
1FEO 1FEO OEF1 OEF1
O1EO O1EO O1F1 O1F1
IFFE IFFE OEFE OEFE
OI'lF OI'lF O10E O10E
EOFE EOFE FIFE FIFE
FEO1 FEO1 FEO1 FEO1
EOIF EOIF F10E F10E
E0O1 E0O1 F101 F101
FEF1 FEF1 FEOE FEOE
1FO1 1FO1 OEO1 OEO1
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Table 3: Weak and Semiweak Keys (continued)

Weak Keys

FEEO FEEO FEF1 FEF1

Keep in mind the following limitations of IPSec services on the AS PIC:

m  The AS PIC does not transport packets containing IPv4 options across IPSec
tunnels. If you try to send packets containing IP options across an IPSec tunnel,
the packets are dropped. Also, if you issue a ping command with the record-route
option across an IPSec tunnel, the ping command fails.

m  The AS PIC does not transport packets containing the following IPv6 options
across IPSec tunnels: hop-by-hop, destination (Type 1 and 2), and routing. If you
try to send packets containing these IPv6 options across an IPSec tunnel, the
packets are dropped.

m  Destination class usage is not supported with IPSec services on the AS PIC.

Configuring Security Associations

The first IPSec configuration step is to select a type of security association for your
IPSec connection. You must statically configure all specifications for manual SAs,
but you can rely on some defaults when you configure an IKE dynamic SA. To
configure a security association, see the following sections.

m  Configuring Manual SAs on page 19
m  Configuring IKE Dynamic SAs on page 20

Configuring Manual SAs

On the ES PIC, you configure a manual security association at the [edit security ipsec
security-association name] hierarchy level. Include your choices for authentication,
encryption, direction, mode, protocol, and SPI. Be sure that these choices are
configured exactly the same way on the remote IPSec gateway.

[edit security]
ipsec {
security-association sa-name {
description description;
manual {
direction (inbound | outbound | bidirectional) {
authentication {
algorithm (hmac-md5-96 | hmac-shal-96);
key (ascii-text key | hexadecimal key);
}
auxiliary-spi auxiliary-spi;
encryption {
algorithm (des-cbc | 3des-cbc);
key (ascii-text key | hexadecimal key);

}
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protocol (ah | esp | bundle);
spi spi-value;
1
1
mode (tunnel | transport);
}
!

On the AS and MultiServices PICs, you configure a manual security association at

the [edit services ipsec-vpn rule rule-name] hierarchy level. Include your choices for
authentication, encryption, direction, protocol, and SPI. Be sure that these choices
are configured exactly the same way on the remote IPSec gateway.

[edit services ipsec-vpn]
rule rule-name {
match-direction (input | output);
term term-name {
from {
destination-address address;
source-address address;
1
then {
backup-remote-gateway address;
clear-dont-fragment-bit;
manual {
direction (inbound | outbound | bidirectional) {
authentication {
algorithm (hmac-md5-96 | hmac-shal-96);
key (ascii-text key | hexadecimal key);
!
auxiliary-spi spi-value;
encryption {
algorithm algorithm; # This can be aes-128-cbc, aes-192-cbc,
# aes-256-cbc, des-cbc, or 3des-cbc.
key (ascii-text key | hexadecimal key);
1
protocol (ah | bundle | esp);
spi spi-value;
}
!
no-anti-replay;
remote-gateway address;
syslog;
1
}
!
rule-set rule-set-name {
[ rule rule-names J;

}

Configuring IKE Dynamic SAs

On the ES PIC, you configure an IKE dynamic SA at the [edit security ike] and [edit
security ipsec] hierarchy levels. Include your choices for IKE policies and proposals,
which include options for authentication algorithms, authentication methods,
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Diffie-Hellman groups, encryption, IKE modes, and preshared keys. The IKE policy
must use the IP address of the remote end of the IPSec tunnel as the policy name.
Also, include your choices for IPSec policies and proposals, which include options
for authentication, encryption, protocols, Perfect Forward Secrecy (PFS), and IPSec
modes. Be sure that these choices are configured exactly the same way on the remote
[PSec gateway.

[edit security]
ike {
proposal ike-proposal-name {
authentication-algorithm (md5 | shal);
authentication-method (dsa-signatures | pre-shared-keys | rsa-signatures);
description description;
dh-group (groupl | group2);
encryption-algorithm (3des-cbc | des-chc);
lifetime-seconds seconds;
}
policy ike-peer-address {
description description;
encoding (binary | pem);
identity identity-name;
local-certificate certificate-filename;
local-key-pair private-public-key-file;
mode (aggressive | main);
pre-shared-key (ascii-text key | hexadecimal key);
proposals [ proposal-names 1;
}
1
ipsec {
proposal ipsec-proposal-name {
authentication-algorithm (hmac-md5-96 | hmac-shal-96);
description description;
encryption-algorithm (3des-cbc | des-chc);
lifetime-seconds seconds;
protocol (ah | esp | bundle);
}
policy ipsec-policy-name {
description description;
perfect-forward-secrecy {
keys (groupl | group2);

proposals [ proposal-names J;
}
security-association sa-name {
description description;
dynamic {
ipsec-policy policy-name;
replay-window-size (32 | 64);
1
mode (tunnel | transport);
}
1

On the AS and MultiServices PICs, you configure an IKE dynamic security association
at the [edit services ipsec-vpn ike], [edit services ipsec-vpn ipsec], and [edit services
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ipsec-vpn rule rule-name] hierarchy levels. Include your choices for IKE policies and
proposals, which include options for authentication algorithms, authentication
methods, Diffie-Hellman groups, encryption, IKE modes, and preshared keys. Also,
include your choices for IPSec policies and proposals, which include options for
authentication, encryption, protocols, PFS, and IPSec modes. Be sure that these
choices are configured exactly the same way on the remote IPSec gateway.

If you choose not to explicitly configure IKE and IPSec policies and proposals on the
AS and MultiServices PICs, your configuration can default to some preset values.
These default values are shown in Table 4 on page 22.

Table 4: IKE and IPSec Proposal and Policy Default Values for the AS and
MultiServices PICs

IKE Policy Statement Default Value
mode main

proposals default

IKE Proposal Statement Default Value
authentication-algorithm shal
authentication-method pre-shared-keys
dh-group group2
encryption-algorithm 3des-chc
lifetime-seconds 3600 (seconds)
IPSec Policy Statement Default Value
perfect-forward-secrecy keys group?2
proposals default

IPSec Proposal Statement Default Value
authentication-algorithm hmac-shal-96
encryption-algorithm 3des-chc
lifetime-seconds 28800 (seconds)
protocol esp

= NOTE: If you use the default IKE and IPSec policy and proposal values preset within
the AS and MultiServices PICs, you must explicitly configure an IKE policy and include
a preshared key. This is because the pre-shared-keys authentication method is one
of the preset values in the default IKE proposal.
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If you decide to configure values manually, the following information shows the
complete statement hierarchy and options for dynamic IKE SAs on the AS and
MultiServices PICs:

[edit services ipsec-vpn]
ike {
proposal proposal-name {
authentication-algorithm (md5 | shal | sha256);
authentication-method (pre-shared-keys | rsa-signatures);
description description;
dh-group (groupl | group2);
encryption-algorithm algorithm; # This can be aes-128-cbc, aes-192-cbc,
# aes-256-cbc, des-cbe, or 3des-cbc.
lifetime-seconds seconds;
}
policy policy-name {
description description;
local-id {
ipv4_addr [ values |;
key_id [ values ];
!
local-certificate certificate-id-name;
mode (aggressive | main);
pre-shared-key (ascii-text key | hexadecimal key);
proposals [ proposal-names |;
remote-id {
ipv4_addr [ values |;
key_id [ values J;
1
}
1
ipsec {
proposal proposal-name {
authentication-algorithm (hmac-md5-96 | hmac-shal-96);
description description;
encryption-algorithm algorithm; # This can be aes-128-cbc, aes-192-cbc,
# aes-256-cbc, des-cbc, or 3des-cbc.
lifetime-seconds seconds;
protocol (ah | esp | bundle);
}
policy policy-name {
description description;
perfect-forward-secrecy {
keys (groupl | group2);
!
proposals [ proposal-names |;
}
1
rule rule-name {
match-direction (input | output);
term term-name {
from {
destination-address address;
source-address address;

1
then {
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backup-remote-gateway address;
clear-dont-fragment-bit;
dynamic {
ike-policy policy-name;
ipsec-policy policy-name;
1
no-anti-replay;
remote-gateway address;
syslog;
1
}
1

rule-set rule-set-name {
[ rule rule-names 1J;

}

Using a Filter to Select Traffic to Be Secured

For the ES PIC, you need to configure a firewall filter to direct traffic into the IPSec
tunnel. To apply a security association to traffic that matches a firewall filter, include
the ipsec-sa sa-name statement at the [edit firewall filter filter-name term term-name
then] hierarchy level.

[edit firewall filter filter-name]
term term-name {
from {
source-address {
ip-address;

}

destination-address {
ip-address;

}

}

then {
count counter-name;
ipsec-sa sa-name;

}

1

term other {
then accept;

}

For the AS and MultiServices PICs, you do not need to configure a separate firewall
filter. A filter is already built into the IPSec VPN rule statement at the [edit services
ipsec-vpn] hierarchy level. To apply a security association to traffic that matches the
[PSec VPN rule, include the dynamic or manual statement at the [edit services rule
rule-name term term-name then] hierarchy level. To specify whether the rule should
match input or output traffic, include the match-direction statement at the [edit services
rule rule-name] hierarchy level.

After defining the rules for your IPSec VPNs, you must apply the rules to a service
set. To do this, include the ipsec-vpn-rules rule-name statement at the [edit services
service-set service-set-name] hierarchy level. Include an IPv4 or IPv6 IPSec gateway
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with the local-gateway local-ip-address statement at the [edit services service-set
service-set-name] hierarchy level.

Also, you must select either a single interface or a pair of interfaces that participate
in IPSec. To select a single interface, include the interface-service interface-name
statement at the [edit services service-set service-set-name] hierarchy level. To select
a pair of interfaces and a next hop, include the next-hop-service statement at the [edit
services service-set service-set-name] hierarchy level and specify an inside interface
and an outside interface. Only next-hop service sets support IPSec within Layer 3
VPNs and use of routing protocols over the IPSec tunnel.

[edit services]
service-set service-set-name {
interface-service {
service-interface interface-name;
}
next-hop-service {
inside-service-interface interface-name;
outside-service-interface interface-name;
}
ipsec-vpn-options {
local-gateway local-ip-address <routing-instance instance-name>;
trusted-ca ca-profile-name;

}

ipsec-vpn-rules rule-name;
1

ipsec-vpn {
rule rule-name {
term term-name {
from {
source-address {
ip-address;
}
destination-address {
ip-address;
}

1
then {

remote-gateway remote-ip-address;
(dynamic | manual);
1
!

match-direction output;
}
!

Applying the Filter or Service Set to the Interface Receiving Traffic to Be Secured

For the ES PIC, apply your firewall filter on the input interface receiving the traffic
that you wish to send to the IPSec tunnel. To do this, include the filter statement at
the [edit interfaces interface-name unit unitnumber family inet] hierarchy level.

[edit interfaces interface-name unit unit-number family inet]
filter {
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input filter-name;

}

For the AS and MultiServices PICs, apply your IPSec-based interface service set to
the input interface receiving the traffic that you wish to send to the IPSec tunnel. To
do this, include the service-set service-set-name statement at the [edit interfaces
interface-name unit unit-number family inet service (input | output)] hierarchy level.

[edit interfaces interface-name unit unit-number family inet]
service {
input {
service-set service-set-name;
}
output {
service-set service-set-name;
}
1

To configure a next-hop-based service set on the AS and MultiServices PICs, include
the service-domain statement at the [edit interfaces interface-name unit unit-number]
hierarchy level and specify one logical interface on the AS PIC as an inside interface
and a second logical interface on the AS PIC as an outside interface.

[edit interfaces sp-fpc/pic/port]
unit O {
family inet {
address ip-address;
}
!
unit 1 {
family inet;
service-domain inside;
1
unit 2 {
family inet;
service-domain outside;

}

Option: Using Digital Certificates
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A popular way for network administrators to scale an IPSec network is to use digital
certificates instead of preshared keys. To enable digital certificates in your network,
you need to use a combination of operational mode commands and configuration
statements. The following steps enable you to implement digital certificates on AS
and MultiServices PICs installed in M Series and T Series routers:

m  Configuring a CA Profile on page 27

m  Configuring a Certificate Revocation List on page 27

m  Requesting a CA Digital Certificate on page 28

m  Generating a Private/Public Key Pair on page 28

m  Generating and Enrolling a Local Digital Certificate on page 29

m  Applying the Local Digital Certificate to an IPSec Configuration on page 29
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m  Configuring Automatic Reenrollment of Digital Certificates on page 29
m  Monitoring Digital Certificates on page 30

m  Clearing Digital Certificates on page 30

Configuring a CA Profile

The CA profile contains the name and URL of the CA or RA, as well as some retry
timer settings. CA certificates issued by Entrust, VeriSign, and Microsoft are all
compatible with M Series, and T Series routers. To configure the domain name of
the CA or RA, include the ca-identity statement at the [edit security pki ca-profile
ca-profile-name] hierarchy level. To configure the URL of the CA, include the url
statement at the [edit security pki ca-profile ca-profile-name enroliment] hierarchy level.
To configure the number of enrollment attempts the router should perform, include
the retry statement at the [edit security pki ca-profile ca-profile-name enroliment]
hierarchy level. To configure the amount of time the router should wait between
enrollment attempts, include the retry-interval statement at the [edit security pki
ca-profile ca-profile-name enrollment] hierarchy level.

[edit security pki]
ca-profile ca-profile-name {
ca-identity ca-identity;
enrollment {
url url-name;
retry number-of-enroliment-attempts; # The range is O though 100 attempts.
retry-interval seconds; # The range is 0 though 3600 seconds.
}
1

Configuring a Certificate Revocation List

A certificate revocation list (CRL) contains a list of digital certificates that have been
canceled before their expiration date. When a participating peer uses a digital
certificate, it checks the certificate signature and validity. It also acquires the most
recently issued CRL and checks that the certificate serial number is not on that CRL.
By default, CRL verification is enabled on any CA profile running on JUNOS Release
8.1 or later. To disable CRL verification, include the disable statement at the [edit
security pki ca-profile ca-profile-name revocation-check] hierarchy level.

To specify the URL for the Lightweight Directory Access Protocol (LDAP) server where
your CA stores its current CRL, include the url statement at the [edit security pki
ca-profile ca-profile-name revocation-check crl] hierarchy level. If the LDAP server
requires a password to access the CRL, include the password statement at the [edit
security pki ca-profile ca-profile-name revocation-check crl url] hierarchy level.
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NOTE: You do not need to specify a URL for the LDAP server if the certificate includes
a certificate distribution point (CDP). The CDP is a field within the certificate that
contains information about how to retrieve the CRL for the certificate. The router
uses this information to download the CRL automatically. Any LDAP URL you
configure takes precedence over the CDP included in the certificate.

If you manually downloaded the CRL, you must manually install it on the router. To
manually install the CRL, issue the request security pki crl load ca-profile ca-profile-name
filename path/filename command.

To configure the time interval between CRL updates, include the refresh-interval
statement at the [edit security ca-profile ca-profile-name revocation-check crl] hierarchy
level.

To override the default behavior and permit IPSec peer authentication to continue
when the CRL fails to download, include the disable on-download-failure statement at
the [edit security ca-profile ca-profile-name revocation-check crl] hierarchy level.

[edit security pki ca-profile ca-profile-name]
revocation-check {
disable;
crl {
disable on-download-failure;
refresh-interval number-of-hours { # The range is O through 8784 hours.
url {
url-name;
password;
1
1
}
1

Requesting a CA Digital Certificate

You can request a CA digital certificate either online or manually. To request a digital
certificate from a CA or RA online by using SCEP, issue the request security pki
ca-certificate enroll ca-profile ca-profile-name command.

If you obtained the CA digital certificate manually through e-mail or other out-of-band
mechanism, you must load it manually. To manually install a certificate in your
router, issue the request security pki local-certificate load command.

Generating a Private/Public Key Pair

28

A key pair is a critical element of a digital certificate implementation. The public key
is included in the local digital certificate and the private key is used to decrypt data
received from peers. To generate a private/public key pair, issue the request security
pki generate-key-pair certificate-id certificate-id-name command.
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Generating and Enrolling a Local Digital Certificate

You can generate and enroll a local digital certificate either online or manually. To
generate and enroll a local certificate online by using SCEP, issue the request security
pki local-certificate enroll command. To generate a local certificate request manually
in the PKCS-10 format, issue the request security pki generate-certificate-request
command.

If you create the local certificate request manually, you must also load the certificate
manually. To manually install a certificate in your router, issue the request security
pki local-certificate load command.

Applying the Local Digital Certificate to an IPSec Configuration

To activate a local digital certificate, you configure the IKE proposal to use digital
certificates instead of preshared keys, reference the local certificate in the IKE policy,
and identify the CA or RA in the service set. To enable the IKE proposal for digital
certificates, include the rsa-signatures statement at the [edit services ipsec-vpn ike
proposal proposal-name authentication-method] hierarchy level. To reference the local
certificate in the IKE policy, include the local-certificate statement at the [edit services
ipsecvpn ike policy policy-name] hierarchy level. To identify the CA or RA in the service
set, include the trusted-ca statement at the [edit services service-set service-set-name
ipsec-vpn-options] hierarchy level.

[edit services]
service-set service-set-name {
ipsec-vpn-options {
trusted-ca ca-profile-name;
}
1
ipsec-vpn {
ike {
proposal proposal-name {
authentication-method [pre-shared-keys | rsa-signatures];

}

policy policy-name {
local-certificate certificate-id-name;
}

}
}

Configuring Automatic Reenroliment of Digital Certificates

You can configure automatic reenrollment for digital certificates. This feature is by
default not enabled. To configure automatic reenrollment for digital certificates,
include the auto-re-enroliment statement at the [edit security pki] hierarchy level:

[edit]
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security {
pki {
auto-re-enroliment {
certificate-id certificate-name {
ca-profile ca-profile-name;
challenge-password password;
re-enroll-trigger-time-percentage percentage; # Percentage of validity-period
# (specified in certificate) when automatic
# reenroliment should be initiated.
re-generate-keypair;
validity-period number-of-days;
1
!
}
}

Monitoring Digital Certificates

Purpose You can issue various forms of the show security pki command to view digital
certificates and certificate requests and certificate revocation lists:

Action = To display the CA digital certificate, issue the show security pki ca-certificate
ca-profile ca-profile-name command.

m To display the local digital certificate and the public key used to enroll the
certificate, issue the show security pki local-certificate certificate-id certificate-id-name
command.

m  Todisplay the local certificate request in PKCS-10 format, issue the show security
pki certificate-request certificate-id certificate-id-name command.

m  You can also view which digital certificates are used in IKE negotiations to
establish IPSec tunnels by issuing the show services ipsec-vpn certificates
command.

m To display the certificate revocation list, issue the show security pki crl ca-profile
ca-profile-name command.

m To determine if a certificate is enabled for automatic-reenrollment, issue the
show security pki command.

Clearing Digital Certificates
Purpose Variations of the clear security pki command enable you to delete certificates or
requests and certificate revocation lists:
Action wm To delete the CA digital certificate, issue the clear security pki ca-certificate ca-profile

ca-profile-name command.

m  To delete the local digital certificate and the associated private/public key pair,
issue the clear security pki local-certificate certificate-id certificate-id-name
command.

m  To delete the local certificate request, issue the clear security pki certificate-request
certificate-id certificate-id-name command.
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m To clear the digital certificates that were used in IKE negotiations to establish
IPSec tunnels, issue the clear services ipsec-vpn certificates command.

m To delete the certificate revocation list, issue the clear security pki crl ca-profile
ca-profile-name command.

Related Topics To see a full example showing the use of digital certificates in an IPSec topology, see
Example: AS PIC IKE Dynamic SA with Digital Certificates Configuration on page 92.
For more information about operational mode commands used with digital
certificates, see the JUNOS System Basics and Services Command Reference. For more
information about configuration statements used with digital certificates, see the
JUNOS System Basics Configuration Guide and the JUNOS Services Interfaces
Configuration Guide.

Option: Using Filter-Based Forwarding to Select Traffic to Be Secured

Instead of using a firewall filter, you can also forward traffic into an IPSec security
association by using a filter-based forwarding instance. First, configure the filter-based
forwarding instance. Then, configure a routing table group to advertise the routes
from the filter-based forwarding instance. Next, create a firewall filter for the ES PIC
and reference the filter-based forwarding instance. Lastly, apply the filter and IPSec
security association to the ES PIC.

[edit]
routing-instances {
forwarding {
instance-type forwarding;
routing-options {
static {
route 10.10.10.0/24 next-hop 192.168.0.5;
1
1
}
1
routing-options {
rib-groups {
group-name {
import-rib [ inet.0 forwarding.inet.O ];
}
}
1
firewall {
family inet {
filter filter-name {
term term-name {
then routing-instance instance-name;
1
1
}
1
[edit]
interfaces {
es-0/0/0 {
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unit O {
tunnel {
source source-ip-address;
destination destination-ip-address;
}
family inet {
ipsec-sa sa-name;
filter {
input filter-name;

}

address ip-address;

Option: Using IPSec with a Layer 3 VPN

Some key concepts to keep in mind when configuring IPSec within a VPN include

the following:

m  Add the outside services interface for a next-hop style service set into the routing
instance by including the interface sp-foc/pic/port statement at the [edit
routing-instances instance-name] hierarchy level.

m  Forinterface style service sets, add the interface on which you apply the service
set and the services interface by including both interfaces at the [edit
routing-instances instance-name] hierarchy level.

m To define a routing instance for the local gateway within the service set, include
the routing-instance instance-name option at the [edit services service-set
service-set-name ipsec-vpn-options local-gateway address] hierarchy level.

The following configuration for an AS PIC on a provider edge (PE) router demonstrates
the use of next-hop service sets with an IKE dynamic SA in a VPN routing and

forwarding (VRF) routing instance.

[edit]
interfaces {
s0-0/0/0 {

description "Interface connected to the customer edge (CE) router";

unit 0 {
family inet {
address 10.6.6.6/32;
!
1

}
s0-2/2/0 {

description "Source IPSec tunnel interface to the network core";

unit 0 {
family inet {
address 10.10.1.1/30;
1
}
}
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sp-3/1/0 {
description "AS PIC interface";
unit 0 {
family inet {
address 10.7.7.7/32;
1
}
unit 1 {
family inet;
service-domain inside;
}
unit 2 {
family inet;
service-domain outside;
}
}
}
policy-options {
policy-statement vpn-export-policy {
then {
community add community-name;
accept;
}
}
policy-statement vpn-import-policy {
term term-name {
from community community-name;
then accept;

1
}
community community-name members target:100:20;
1
routing-instances {
vrf {
instance-type vrf;
interface sp-3/1/0.1; # Inside sp interface.
interface s0-0/0/0.0; # Interface that connects to the CE router.
route-distinguisher route-distinguisher;
vrf-import vpn-import-policy;
vrf-export vpn-export-policy;
routing-options {
static {
route ip-address/prefix next-hop so-0/0/0.0; # Routes for the CE router.
route ip-address/prefix next-hop sp-3/1/0.1; # Routes for IPSec.
1
1
}
1
services {

service-set service-set-name {
next-hop-service {
inside-service-interface sp-3/1/0.1;
outside-service-interface sp-3/1/0.2;
1
ipsec-vpn-options {
local-gateway 10.10.1.1;
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1
ipsec-vpn-rules rule-name;
}
ipsec-vpn {
rule rule-name {
term term-name {
from {
source-address {
source-ip-address;
1

}
then {

remote-gateway 10.10.1.2;
dynamic {
ike-policy ike-policy-name;
1
}
1
match-direction direction;
!
ike {
policy ike-policy-name {
pre-shared-key ascii-text preshared-key;
1
1
}
1

For more information on VRF routing instances, see the JUNOS VPNs Configuration
Guide. For more information on next-hop service sets, see the JUNOS Services Interfaces
Configuration Guide.

Option: Securing BGP Sessions with Transport Mode

For the ES PIC, you can use IPSec to secure BGP sessions between Routing Engines
in M Series and T Series platforms. To configure, create a transport mode security
association and apply the SA to the BGP configuration by including the ipsec-sa
statement at the [edit protocols bgp group group-name] hierarchy level.

[edit]
protocols {
bgp {
group group-name {

local-address ip-address;
export export-policy;
peer-as as-number;
ipsec-sa sa-name;
neighbor peer-ip-address;
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Option: Securing OSPFv3 Networks with Transport Mode

OSPF version 3 (OSPFv3), unlike OSPF version 2, does not have a built-in
authentication method and relies on IPSec to provide this functionality. Using the ES
PIC syntax, you can use IPSec to secure OSPFv3 between Routing Engines in M Series
and T Series platforms. You can secure specific OSPFv3 interfaces and protect OSPFv3
virtual links. To configure, create a transport mode security association and apply
the SA to the OSPFv3 configuration by including the ipsec-sa statement at the [edit
protocols ospf3 area area-number interface interface-name] or [edit protocols ospf3 area
area-number virtual-link neighbor-id neighbor-ip-address transit-area area-number] hierarchy
level.

[edit]
protocols {
ospf3 {
area area-number {
interface interface-name {
ipsec-sa sa-name;
1
virtual-link neighbor-id neighbor-ip-address transit-area area-number {
ipsec-sa sa-name;
}
}
}
1

Option: Securing OSPFv2 Networks with Transport Mode

By default, you can configure MD5 or simple text password-based authentication
over OSPFv2 links. In addition to these basic authentications, the JUNOS Software
supports OSPFv2 with a security authentication header (AH), Encapsulating Security
Payload (ESP), or an IPSec protocol bundle that supports both AH and ESP. You can
configure IPSec over OSPFv2 using transport mode security associations on physical,
sham, or virtual links.

Because the JUNOS Software supports only bidirectional security associations over
OSPFv2, OSPFv2 peers must be configured with the same IPSec security association.
Configuring OSPFv2 peers with different security associations or with dynamic IKE
will prevent adjacencies from being established. In addition, you must configure
identical security associations for sham links with the same remote endpoint address,
for virtual links with the same remote endpoint address, for all neighbors on OSPF
nonbroadcast multiaccess (NBMA) or point-to-multipoint links, and for every subnet
that is part of a broadcast link.

To create a manual bidirectional security association, include the security-association
security-association-name statement at the [edit security ipsec] hierarchy level:

[edit]
security {
ipsec {
security-association security-association name {
mode transport;
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manual {
direction bidirectional {
protocol (ah | esp | bundle);
spi spi-value;
authentication {
algorithm (hmac-md5-96 | hmac-sha1-96);
key (ascii-text key | hexadecimal key);

To configure IPSec on an OSPFv2 interface, create a transport mode security
association and include the ipsec-sa name statement at the [edit protocols ospf area
area-id] hierarchy level:

[edit]
protocols {
ospf {
area area-id {
interface interface-name {
ipsec-sa sa-name;
1
virtual-link neighbor-id a.b.c.d transit-area x.xX.X.x {
ipsec-sa sa-name;
1
sham-link-remote {
ipsec-sa sa-name;
1
1
}
1

To verify your configuration, enter the show ospf interface detail command. This
command gives detailed information about the ospfv2 interface and displays the
interface’s security association at the bottom of the output. In the example below,
the security association configured on this router is sal.

user@router> show ospf interface detail

Interface State Area DR ID BDR ID Nbrs
fe-0/0/1.0 BDR 0.0.0.0 192.168.37.12 10.255.245.215 1
Type LAN, address 192.168.37.11, Mask 255.255.255.248, MTU 4460, Cost 40

DR addr 192.168.37.12, BDR addr 192.168.37.11, Adj count 1, Priority 128

Hello 10, Dead 40, ReXmit 5, Not Stub

t1-0/2/1.0 PtToPt 0.0.0.0 0.0.0.0 0.0.0.0 O
Type P2P, Address 0.0.0.0, Mask 0.0.0.0, MTU 1500, Cost 2604
Adj count O

Hello 10, Dead 40, ReXmit 5, Not Stub
Auth type: MD5, Active key ID 3, Start time 2002 Nov 19 10:00:00 PST
IPsec SA Name: sal
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Option: Monitoring IPSec by Using SNMP

In JUNOS Release 7.5 and later, the [PSec Monitoring MIB provides a way to monitor
[PSec information on AS PICs installed in M Series and T Series routers by using the
Simple Network Management Protocol (SNMP). The MIB provides an IKE tunnel table
to monitor IKE security associations and view related statistics, an IPSec tunnel table
to view IPSec tunnel statistics, and an IPSec security associations table to view all
[PSec SAs. For more information, see the JUNOS Network Management Configuration
Guide.

Option: Configuring IPSec Dynamic Endpoints

IPSec tunnels can also be established using dynamic peer security gateways, in which
the remote end of the tunnels do not have a statically assigned 1Pv4 or [Pv6 address.
Since the remote address is not known and is assigned from an address pool each
time the remote host reboots, establishment of the tunnel relies on using IKE main
mode with preshared global keys. Both policy-based and link-type tunnels are
supported as follows:

m  Policy-based tunnels used shared mode.

m Link-type or routed tunnels use dedicated mode. Each tunnel allocates a service
interface from a pool of interfaces configured for the dynamic peers. Routing
protocols can be configured to run on these service interfaces to learn routes
over the IPSec tunnel that is used as a link.

This section includes the following topics:

m  Dynamic Endpoint Tunnel Architecture on page 37
m  Configuring an IKE Access Profile on page 39

m  Configuring the Service Set on page 40

m  Configuring the Interface Identifier on page 41

Dynamic Endpoint Tunnel Architecture

When you configure dynamic endpoint tunnels, the following components are used:
m  Authentication Process on page 37
m  Dynamic Implicit Rules on page 38

m  Reverse Route Insertion on page 39

Authentication Process
The remote dynamic peer initiates IKE and IPSec negotiations with the local (Juniper

Networks) router. The local router uses a default set of authentication and encryption
values to match the IPSec and IKE proposals sent by the remote peer to establish
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the SA. If any of the values match, the tunnel establishment process continues. The
default values are shown in Table 5 on page 38.

Table 5: Default IKE and IPSec Proposals for Dynamic SA Negotiations

Statement Name Values

Implicit IKE Proposal

authentication-method preshared keys
dh-group groupl, group2
authentication-algorithm shal, md5
encryption-algorithm 3des-cbc, des-cbc
lifetime-seconds 3600 seconds

Implicit IPSec Proposal

protocol esp, ah, bundle
authentication-algorithm hmac-sha1-96, hmac-md5-96
encryption-algorithm 3des-cbc, des-cbc
lifetime-seconds 28,800 seconds (8 hours)

Phase 2 of the authentication process matches the proxy identities of the protected
hosts and networks sent by the peer against a list of configured proxy identities. The
accepted proxy identity is used to create the dynamic rules for encrypting the traffic.
You can configure proxy identities by including the allowed-proxy-pair statement in
an IKE access profile at the [edit access profile profile-name client * ike] hierarchy
level. If no configured entry matches, the negotiation is rejected.

However, if you do not configure the allowed-proxy-pair statement, the default value
ANY(0.0.0.0/0)-ANY is applied, and the local router accepts any proxy identities sent
by the peer.

Once the phase 2 negotiation has been successfully completed, the router builds
dynamic rules and inserts the reverse route into the routing table using the accepted
proxy identity.

Dynamic Implicit Rules

38

After successful negotiation with the dynamic peer, the key management process
(kmd) creates a dynamic rule for the accepted phase 2 proxy and applies it on the
local AS or MultiServices PIC. The source and destination addresses are specified by
the accepted proxy. This rule is used to encrypt traffic directed to one of the end
hosts in the phase 2 proxy identity.

Dynamic Implicit Rules
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& NOTE: You do not configure this rule; it is created by the key management process
(kmd).

The ipsec-inside-interface value is the interface name assigned to the dynamic tunnel.
The source-address and destination-address values are accepted from the proxy ID.
The match-direction value is input for next-hop-style service sets.

Rule lookup for static tunnels is unaffected by the presence of a dynamic rule; it is
performed in the order configured. When a packet is received for a service-set, static
rules are always matched first. Dynamic rules are matched only after the rule match
for static rules has failed.

Reverse Route Insertion

Static routes are automatically inserted into the route table for those networks and
hosts protected by a remote tunnel endpoint. These protected hosts and networks
are known as remote proxy identities.

Each route is created based on the remote proxy network and prefix length sent by
the peer and is inserted in the relevant route table after successful phase 1 and phase
2 negotiations.

The route preference for each of these static reverse routes is 1. This value is necessary
to avoid conflict with similar routes that might be added by the routing protocol
process (rpd).

No routes are added if the accepted remote proxy address is the default (0.0.0.0/0).
In this case, you can run routing protocols over the IPSec tunnel to learn routes and
add static routes for the traffic you want to be protected over this tunnel.

For next-hop style service sets, the reverse routes include next hops pointing to the
locations specified by the inside-service-interface statements.

The selection of the routing table in which these routes are inserted depends on
where you configure the inside-service-interface statement. If these interfaces are
present in a VRF routing instance, then routes are added to the corresponding VRF
routing table; otherwise, the routes are added to inet.O.

= NOTE: Reverse route insertion takes place only for tunnels to dynamic peers. These
routes are added only for next-hop style service sets.

Configuring an IKE Access Profile

You can configure only one tunnel profile per service set for all dynamic peers. The
configured preshared key in the profile is used for IKE authentication of all dynamic
peers terminating in that service set.
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The IKE tunnel profile specifies all the information needed to complete the IKE
negotiation. For more information on access profiles, see the JUNOS System Basics
Configuration Guide.

[edit access]
profile profile-name {
client * {
ike {
allowed-proxy-pair {
remote remote-proxy-address local local-proxy-address;
1
pre-shared-key ([ ascii-text key-string ] | [hexadecimal key-string );
interface-id string-value;
}
}
1

NOTE: For dynamic peers, the JUNOS Software supports only IKE main mode with
the preshared key method of authentication. In this mode, an IPv4 or IPv6 address
is used to identify a tunnel peer to get the preshared key information. The client
value * (wildcard) means that the configuration within this profile is valid for all
dynamic peers terminating within the service set accessing this profile.

The following statements are the parts of the IKE profile:

allowed-proxy-pair—During phase 2 IKE negotiation, the remote peer supplies its
network address (remote) and its peer’s network address (local). Since multiple
dynamic tunnels are authenticated through the same mechanism, this statement
must include the list of possible combinations. If the dynamic peer does not
present a valid combination, the phase 2 IKE negotiation fails.

By default, remote 0.0.0.0/0 local 0.0.0.0/0 is used if no values are configured.

pre-shared-key—Mandatory key used to authenticate the dynamic peer during
IKE phase 1 negotiation. This key must be configured on both ends of the tunnel
and distributed through an out-of-band secure mechanism. You can configure
the key value either in hexadecimal or ascii-text format.

interface-id—Interface identifier, a mandatory attribute used to derive the logical
service interface information for the session.

Configuring the Service Set

40 =

To complete a dynamic endpoint tunnel configuration, you need to reference the
IKE access profile configured at the [edit access] hierarchy level in the service set.
To do this, include the ike-access-profile statement at the [edit services service-set
name ipsec-vpn-options] hierarchy level:

[edit services]
service-set name {
next-hop-service {
inside-service-interface interface-name;

Configuring the Service Set
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outside-service-interface interface-name;
}
ipsec-vpn-options {
local-gateway address;
ike-access-profile profile-name;
}
1

You can reference only one access profile in each service set. This profile is used to
negotiate IKE and IPSec security associations with dynamic peers only.

& NOTE: If you configure an IKE access profile in a service set, no other service set
can share the same local-gateway address.

Configuring the Interface Identifier

You can configure an interface identifier for a group of dynamic peers, which specifies
which adaptive services logical interface(s) take part in the dynamic IPSec negotiation.
By assigning the same interface identifier to multiple logical interfaces, you can create
a pool of interfaces for this purpose. To configure, include the ipsec-interface-id
statement at the [edit interfaces interface-name] hierarchy level:

[edit interfaces sp-fpc/pic/port]
unit logical-unit-number {
dial-options {
ipsec-interface-id identifier;
(shared | dedicated);
}
}

Specifying the interface identifierin the dial-options statement makes this logical
interface part of the pool identified by the IPSec interface identifier.

& NOTE: Only one interface identifier can be specified at a time. You can include the
ipsec-interface-id statement or the 12tp-interface-id statement, but not both
simultaneously.

The shared statement enables one logical interface to be shared across multiple
tunnels. The dedicated statement specifies that the logical interface is associated with
a single tunnel, which is necessary when you are configuring an IPSec link-type
tunnel. You must include the dedicated statement when you specify an
ipsec-interface-id value.

Option: Configuring Multiple Routed Tunnels in a Single Next-Hop Service Set

To save you time and simplify your configurations, an enhancement to the JUNOS
Software enables you to configure several routed IPSec tunnels within a single
next-hop service set. To configure, establish multiple services interfaces as inside
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interfaces by including the service-domain inside statement at the [edit interfaces
sp-fpc/pic/port unit logical-unit-number] hierarchy level. Then, include the
ipsec-inside-interface statement at the [edit services ipsec-vpn rule rule-name term

term-name from] hierarchy level.

= NOTE: The full IPSec and IKE proposals and policies are not shown in the following
example for the sake of brevity. For more information on proposals and policies,

see “Configuring IKE Dynamic SAs” on page 20.

[edit]
interfaces {
sp-3/3/0 {
unit 3 {
family inet;
service-domain inside;
}
unit 4 {
family inet;
service-domain outside;
}
unit 5 {
family inet;
service-domain inside;
}
}
}

services {
service-set link_type_ss_1 {
next-hop-service {
inside-service-interface sp-3/3/0.3;
outside-service-interface sp-3/3/0.4;
}
ipsec-vpn-options {
local-gateway 10.8.7.2;
1
ipsec-vpn-rules link_rule_1;
}
ipsec-vpn {
rule link_rule_1 {
term 1 {
from {
ipsec-inside-interface sp-3/3/0.3;
}
then {
remote-gateway 10.10.7.3;
backup-remote-gateway 10.8.7.1;
dynamic {
ike-policy main_mode_ike_policy;
ipsec-policy dynamic_ipsec_policy;
1
}

1
term 2 {
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from {
ipsec-inside-interface sp-3/3/0.5;
}
then {
remote-gateway 10.12.7.5;
dynamic {
ike-policy main_mode_ike_policy;
ipsec-policy dynamic_ipsec_policy;
}
}

}

match-direction input;

}
}
}

To confirm that your configuration is working, issue the show services ipsec-vpn ipsec
security-associations command. Notice that each IPSec inside interface that you
assigned to each IPSec tunnel is included in the output of this command.

user@router> show services ipsec-vpn ipsec security-associations
Service set:

link_type_ss_1

Rule: link_rule_1, Term: 1, Tunnel index: 1
Local gateway: 10.8.7.2, Remote gateway: 10.8.7.1
IPSec inside interface: sp-3/3/0.3

Direction
inbound
outbound

SP1 AUX-SPI Mode Type Protocol
3216392497 O tunnel dynamic ESP
398917249 0 tunnel dynamic ESP

Rule: link_rule_1, Term: 2, Tunnel index: 2
Local gateway: 10.8.7.2, Remote gateway: 10.12.7.5
IPSec inside interface: sp-3/3/0.5

Direction
inbound
outbound

SPI AUX-SPI Mode Type Protocol
762146783 [¢] tunnel dynamic ESP
319191515 O tunnel dynamic ESP

IPSec Configuration Examples

This section contains configuration examples and commands you can use to verify
your IPSec configuration:

Example:
Example:
Example:
Example:

Example:
page 81

Example:
92

Example:

ES PIC Manual SA Configuration on page 44

AS PIC Manual SA Configuration on page 53

ES PIC IKE Dynamic SA Configuration on page 61

AS PIC IKE Dynamic SA Configuration on page 72

IKE Dynamic SA Between an AS PIC and an ES PIC Configuration on

AS PIC IKE Dynamic SA with Digital Certificates Configuration on page

Dynamic Endpoint Tunneling Configuration on page 110
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Example: ES PIC Manual SA Configuration

Figure 3: ES PIC Manual SA Topology Diagram

IPSec tunnel
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Figure 3 on page 44 shows an IPSec topology containing a group of four routers.

9015518

Routers 2 and 3 establish an IPSec tunnel using an ES PIC and manual SA settings.

Routers 1 and 4 provide basic connectivity and are used to verify that the [PSec
tunnel is operational.

On Router 1, provide basic OSPF connectivity to Router 2.

Router 1 [edit]
interfaces {
s0-0/0/0 {
description "To R2 s0-0/0/0";
unit 0 {
family inet {
address 10.1.12.2/30;
1
!

}
100 {

unit 0 {
family inet {
address 10.0.0.1/32;
1
!
}
1
routing-options {
router-id 10.0.0.1;
1
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface 100.0;
1
}
1

On Router 2, enable OSPF as the underlying routing protocol to connect to Routers 1

and 3. Configure a bidirectional manual SA called sa-manual at the [edit security ipsec

security-association] hierarchy level. Use AH for the protocol, 400 for the SPI,

HMAC-MD5-96 for authentication, and a 32-bit hexadecimal authentication key for
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the MD5 authentication key. (For more information about key length, see Table 2
on page 17.) Because you are using AH, there is no need to configure encryption.

To direct traffic into the ES PIC and the IPSec tunnel, create two firewall filters. The
es-traffic filter matches inbound traffic from Router 1 destined for Router 4, whereas
the es-return filter matches the return path from Router 4 to Router 1. Apply the
es-traffic filter to the so-0/0/0 interface; then apply both the es-return filter and the
sa-manual SA to the es-0/3/0 interface.

Router 2 [edit]
interfaces {
s0-0/0/0 {
description "To R1 so0-0/0/0";
unit 0 {
family inet {
filter {
input es-traffic; # Apply a filter that sends traffic to the IPSec tunnel here.
}
address 10.1.12.1/30;
}
}

}
s0-0/0/1 {
description "To R3 so-0/0/1";
unit 0 {
family inet {
address 10.1.15.1/30;
1
}
}
es-0/3/0 {
unit 0 {
tunnel { # Specify the IPSec tunnel endpoints here.
source 10.1.15.1;
destination 10.1.15.2;
!
family inet {
ipsec-sa sa-manual; # Apply the manual SA here.
filter {
input es-return; # Apply the filter that matches return IPSec traffic here.
}
}
}
}
100 {
unit 0 {
family inet {
address 10.0.0.2/32;
}
}
}
!
routing-options {
router-id 10.0.0.2;
!
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protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface s0-0/0/1.0;
interface 100.0;

}

}
1
security {
ipsec {
security-association sa-manual { # Define the manual SA specifications here.
mode tunnel;
manual {
direction bidirectional {
protocol ah;
spi 400;
authentication {
algorithm hmac-md5-96;
key hexadecimal "$9$r0/eK8x7VY2ahSvL7-2gfTQF9ApulEhrmfF/Ctl
RIKMW7-VwYg4ZhSeW8XbwolGjHMP5QF69wY4 Zjif5369ApBSYyKv8XRE'";
1
}
1
1
}

# The 32-bit unencrypted hexadecimal key is abcdefOlabcdefOlabcdefOlabcdefO1.
firewall {
filter es-traffic { # Define a filter that sends traffic to the IPSec tunnel here.
term to-es {
from {
source-address {
10.1.12.0/24;
}
destination-address {
10.1.56.0/24;
}

}
then {

count ipsec-tunnel;
ipsec-sa sa-manual;
1
}

term other {
then accept;
}
}

filter es-return { # Define a filter that matches return IPSec traffic here.
term return {
from {
source-address {
10.1.56.0/24;
}

destination-address {
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10.1.12.0/24;

}
1
then accept;
}
}
!

On Router 3, enable OSPF as the underlying routing protocol to connect to Routers 2
and 4. Configure a bidirectional manual SA called sa-manual at the [edit security ipsec
security-association] hierarchy level. Use the exact same specifications that you used
for the SA on Router 2: AH for the protocol, 400 for the SPI, HMAC-MD5-96 for
authentication, and a 32-bit hexadecimal authentication key of
abcdefOlabcdefOlabcdefOlabedefO1 for the MD5 authentication key. (For more
information about authentication key length, see Table 2 on page 17.) Because you
are using AH, there is no need to configure an encryption algorithm.

To direct traffic into the ES PIC and the IPSec tunnel, create two firewall filters. The
es-traffic filter matches inbound traffic from Router 4 destined for Router 1, whereas
the es-return filter matches the return path from Router 1 to Router 4. Apply the
es-traffic filter to the s0-0/0/0 interface; then apply both the es-return filter and the
sa-manual SA to the es-0/3/0 interface.

Router 3 [edit]
interfaces {
s0-0/0/0 {
description "To R4 so-0/0/0";
unit 0 {
family inet {
filter {
input es-traffic; # Apply a filter that sends traffic to the IPSec tunnel here.
}
address 10.1.56.1/30;
}
}

}
s0-0/0/1 {
description "To R2 so-0/0/1";
unit 0 {
family inet {
address 10.1.15.2/30;
1
}
}
es-0/3/0 {
unit 0 {
tunnel { # Specify the IPSec tunnel endpoints here.
source 10.1.15.2;
destination 10.1.15.1;
1
family inet {
ipsec-sa sa-manual; # Apply the manual SA here.
filter {
input es-return; # Apply the filter that matches return IPSec traffic here.

}
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1
}
}
100 {
unit 0 {
family inet {
address 10.0.0.3/32;
1
}
}
}
routing-options {
router-id 10.0.0.3;
!
protocols {
ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface so0-0/0/1.0;
interface 100.0;
}
}
}

security {
ipsec {
security-association sa-manual { # Define the manual SA specifications here.
mode tunnel;
manual {
direction bidirectional {
protocol ah;
spi 400;
authentication {
algorithm hmac-md5-96;
key hexadecimal "$9$KMfMWx-ds40Gyl87dboaQF36tuOBESyK5Q6
ApOhcvWLXdbs24alDylIVIXxNY2ZUjk.5Tz36Ct24JDkqQz/CtuORIeW8XNCcS'™;

## The 32-bit unencrypted hexadecimal key is abcdefOlabcdefOlabcdefOlabcdefO1.
firewall {
filter es-traffic { # Define a filter that sends traffic to the IPSec tunnel here.
term to-es {
from {
source-address {
10.1.56.0/24;
}
destination-address {
10.1.12.0/24;
}
1
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then {
count ipsec-tunnel;
ipsec-sa sa-manual;
1
}

term other {
then accept;
}
}
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filter es-return { # Define a filter that matches return IPSec traffic here.

term return {
from {
source-address {
10.1.12.0/24;
}
destination-address {
10.1.56.0/24;
}
}
then accept;
}
}
!

On Router 4, provide basic OSPF connectivity to Router 3.

Router 4 [edit]
interfaces {
s0-0/0/0 {
description "To R3 so-0/0/0";
unit 0 {
family inet {
address 10.1.56.2/30;
1
1
}
100 {
unit 0 {
family inet {
address 10.0.0.4/32;
!
1
}
1

routing-options {
router-id 10.0.0.4;
!
protocols {
ospf {
area 0.0.0.0 {
interface s0-0/0/0.0;
interface 100.ping
}
}
!
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Verifying Your Work

50

To verify proper operation of a manual IPSec SA on the ES PIC, use the following
commands:

m ping
m  show ipsec security-associations (detail)

m  traceroute

The following sections show the output of these commands used with the
configuration example:

m  Router 1 on page 50
m  Router 2 on page 50
m  Router 3 on page 51
m  Router 4 on page 52

Router 1

On Router 1, issue a ping command to the so-0/0/0 interface of Router 4 to send
traffic across the IPSec tunnel.

user@R1> ping 10.1.56.2

PING 10.1.56.2 (10.1.56.2): 56 data bytes

64 bytes from 10.1.56.2: icmp_seq=0 ttl=253 time=0.939 ms
64 bytes from 10.1.56.2: icmp_seg=1 ttl=253 time=0.886 ms
64 bytes from 10.1.56.2: icmp_seq=2 ttl=253 time=0.826 ms
~C

--- 10.1.56.2 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.826/0.884/0.939/0.046 ms

You can also issue the traceroute command to verify that traffic to 10.1.56.2 travels
over the IPSec tunnel between Router 2 and Router 3. Notice that the second hop
does not reference 10.1.15.2—the physical interface on Router 3. Instead, the
loopback address of 10.0.0.3 on Router 3 appears as the second hop. This indicates
that the IPSec tunnel is operating correctly.

user@R1> traceroute 10.1.56.2
traceroute to 10.1.56.2 (10.1.56.2), 30 hops max, 40 byte packets
1 10.1.12.1 (10.1.12.1) 0.655 ms 0.549 ms 0.508 ms

2 10.0.0.3 (10.0.0.3) 0.-833 ms 0.786 ms 0.757 ms

3 10.1.56.2 (10.1.56.2) 0.808 ms 0.741 ms 0.716 ms

Router 2

Another way to verify that matched traffic is being diverted to the bidirectional IPSec
tunnel is to view the firewall filter counter. After you issue the ping command from
Router 1 (three packets), the es-traffic firewall filter counter looks like this:
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user@R2> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 252 3

After you issue the ping command from both Router 1 (three packets) and Router 4
(two packets), the es-traffic firewall filter counter looks like this:

user@R2> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 420 5

To verify that the IPSec security association is active, issue the show ipsec
security-associations detail command. Notice that the SA contains the settings you
specified, such as AH for the protocol and HMAC-MD5-96 for the authentication
algorithm.

user@R2> show ipsec security-associations detail
Security association: sa-manual, Interface family: Up

Local gateway: 10.1.15.1, Remote gateway: 10.1.15.2
Local identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Direction: inbound, SPl: 400, AUX-SPI: O

Mode: tunnel, Type: manual, State: Installed

Protocol: AH, Authentication: hmac-md5-96, Encryption: None
Anti-replay service: Disabled

Direction: outbound, SPI: 400, AUX-SPI: O

Mode: tunnel, Type: manual, State: Installed

Protocol: AH, Authentication: hmac-md5-96, Encryption: None
Anti-replay service: Disabled

Router 3

View the firewall filter counter to continue verifying that matched traffic is being
diverted to the bidirectional IPSec tunnel. After you issue the ping command from
Router 1 (three packets), the es-traffic firewall filter counter looks like this:

user@R3> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 252 3

After you issue the ping command from both Router 1 (three packets) and Router 4
(two packets), the es-traffic firewall filter counter looks like this:

user@R3> show firewall filter es-traffic
Filter: es-traffic
Counters:
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52

Name Bytes Packets
ipsec-tunnel 420 5

To verify that the IPSec security association is active, issue the show ipsec
security-associations detail command. Notice that the SA on Router 3 contains the
same settings you specified on Router 2.

user@R3> show ipsec security-associations detail
Security association: sa-manual, Interface family: Up

Local gateway: 10.1.15.2, Remote gateway: 10.1.15.1
Local identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Direction: inbound, SPI: 400, AUX-SPI: O

Mode: tunnel, Type: manual, State: Installed

Protocol: AH, Authentication: hmac-md5-96, Encryption: None
Anti-replay service: Disabled

Direction: outbound, SPI: 400, AUX-SPI: O

Mode: tunnel, Type: manual, State: Installed

Protocol: AH, Authentication: hmac-md5-96, Encryption: None
Anti-replay service: Disabled

Router 4

On Router 4, issue a ping command to the so-0/0/0 interface of Router 1 to send
traffic across the IPSec tunnel.

user@R4> ping 10.1.12.2

PING 10.1.12.2 (10.1.12.2): 56 data bytes

64 bytes from 10.1.12.2: icmp_seq=0 ttl=253 time=0.937 ms
64 bytes from 10.1.12.2: icmp_seq=1 ttl=253 time=0.872 ms
~C

---10.1.12.2 ping statistics ---

2 packets transmitted, 2 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.872/0.905/0.937/0.032 ms

You can also issue the traceroute command to verify that traffic to 10.1.12.2 travels
over the IPSec tunnel between Router 3 and Router 2. Notice that the second hop
does not reference 10.1.15.1—the physical interface on Router 2. Instead, the
loopback address of 10.0.0.2 on Router 2 appears as the second hop. This indicates
that the IPSec tunnel is operating correctly.

user@R4> traceroute 10.1.12.2
traceroute to 10.1.12.2 (10.1.12.2), 30 hops max, 40 byte packets
1 10.1.56.1 (10.1.56.1) 0.670 ms 0.589 ms 0.548 ms

2 10.0.0.2 (10.0.0.2) 0.815ms 0.791 ms 0.763 ms

3 10.1.12.2 (10.1.12.2) 0.798 ms 0.741 ms 0.714 ms
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Example: AS PIC Manual SA Configuration

Figure 4: AS PIC Manual SA Topology Diagram
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Figure 4 on page 53 shows a similar IPSec topology to the one used in the ES PIC

manual SA example. The difference is that Routers 2 and 3 establish an IPSec tunnel
using an AS PIC and use slightly modified manual SA settings. Routers 1 and 4 again
provide basic connectivity and are used to verify that the IPSec tunnel is operational.

On Router 1, provide basic OSPF connectivity to Router 2.

Router 1 [edit]
interfaces {
s0-0/0/0 {
description "To R2 s0-0/0/0";
unit 0 {
family inet {
address 10.1.12.2/30;
1
}
}
100 {
unit 0 {
family inet {
address 10.0.0.1/32;
}
}
}
!
routing-options {
router-id 10.0.0.1;
}
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface 100.0;
}
}
!

On Router 2, enable OSPF as the underlying routing protocol to connect to Routers
1 and 3. Configure a bidirectional manual SA in a rule called
rule-manual-SA-BiEspshades at the [edit ipsec-vpn rule] hierarchy level. Reference this
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rule in a service set called service-set-manual-BiEspshades at the [edit services
service-set] hierarchy level.

Configure all specifications for your manual SA. Use ESP for the protocol, 261 for
the SPI, HMAC-SHA1-96 for authentication, DES-CBC for encryption, a 20-bit ASCII
authentication key for the SHA-1 authentication key, and an 8-bit ASCII encryption
key for the DES-CBC authentication key. (For more information about key lengths,
see Table 2 on page 17.)

To direct traffic into the AS PIC and the IPSec tunnel, configure a next-hop style
service set and add the adaptive services logical interface used as the IPSec inside
interface into the OSPF configuration.

[edit]
interfaces {
s0-0/0/0 {
description "To R1 so-0/0/0";
unit 0 {
family inet {
address 10.1.12.1/30;
1
1
}
s0-0/0/1 {
description "To R3 s0-0/0/1";
unit 0 {
family inet {
address 10.1.15.1/30;
1
}
}
sp-1/2/0{
services-options {
syslog {
host local {
services info;
}
}
}
unit 0 {
family inet {

}
unit 1 { # sp-1/2/0.1 is the IPSec inside interface.
family inet;
service-domain inside;
1
unit 2 { # sp-1/2/0.2 is the IPSec outside interface.
family inet;
service-domain outside;
}
}
100 {
unit O {
family inet {
address 10.0.0.2/32;
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}
1
1
}
routing-options {
router-id 10.0.0.2;
}
protocols {
ospf {
area 0.0.0.0 {
interface s0-0/0/0.0;
interface 100.0;
interface sp-1/2/0.1; # This sends OSPF traffic over the IPSec tunnel.
!
!
}
services {
service-set service-set-manual-BiEspshades { # Define your service set here.
next-hop-service { # Required for dynamic routing protocols such as OSPF.
inside-service-interface sp-1/2/0.1;
outside-service-interface sp-1/2/0.2;
1
ipsec-vpn-options {
local-gateway 10.1.15.1; # Specify the local IP address of the IPSec tunnel.
1

ipsec-vpn-rules rule-manual-SA-BiEspshades; # Reference the IPSec rule here.
1
ipsec-vpn {
rule rule-manual-SA-BiEspshades { # Define your IPSec VPN rule here.
term term-manual-SA-BiEspshades {
then {
remote-gateway 10.1.15.2; # The remote IP address of the IPSec tunnel.
manual { # Define the manual SA specifications here.
direction bidirectional {
protocol esp;
spi 261;
authentication {
algorithm hmac-sha1-96;
key ascii-text "$9%$v.s8xd24Zk.5bs.5QFAtM8XNVYJGifT3g0T369
OBxNdw2ajHmFnCZUnCtuEh";
## The unencrypted key is juniperjuniperjunipe (20 characters
for HMAC-SHA-1-96).
!
encryption {
algorithm des-cbc;
key ascii-text "$9$3LJW/AOEclLxdBIxdbsJZn/CpOR";
## The unencrypted key is juniperj (8 characters for DES-CBC).
}
1
}
!
}
match-direction input; # Correct match direction for next-hop service sets.
}
}
}
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Router 3

}
security {
pki {
auto-re-enroliment {
certificate-id certificate-name {
ca-profile ca-profile-name,;
challenge-password password;
re-enroll-trigger-time-percentage percentage; #Percentage of validity-period
# (specified in certificate) when automatic
# reenroliment should be initiated.
re-generate-keypair;
validity-period number-of-days;
!
1
}

On Router 3, enable OSPF as the underlying routing protocol to connect to Routers 2
and 4. Configure a bidirectional manual SA in a rule called rule-manual-SA-BiEspshades
at the [edit ipsec-vpn rule] hierarchy level. Reference this rule in a service set called
service-set-manual-BiEspshades at the [edit services service-set] hierarchy level.

Configure the same specifications for your manual SA that you specified on Router 2.
Use ESP for the protocol, 261 for the SPI, HMAC-SHA1-96 for authentication, DES-CBC
for encryption, a 20-bit ASCII authentication key for the SHA-1 authentication key,
and an 8-bit ASCII encryption key for the DES-CBC authentication key. (For more
information about key lengths, see Table 2 on page 17.)

To direct traffic into the AS PIC and the IPSec tunnel, configure a next-hop style
service set and add the adaptive services logical interface used as the IPSec inside
interface into the OSPF configuration.

[edit]
interfaces {
s0-0/0/0 {
description "To R4 so-0/0/0";
unit 0 {
family inet {
address 10.1.56.1/30;
!
1
}
s0-0/0/1 {
description "To R2 so0-0/0/1";
unit 0 {
family inet {
address 10.1.15.2/30;
1
1
}
sp-1/2/0{
services-options {
syslog {
host local {
services info;
}
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1
1
unit 0 {
family inet {
}
unit 1 { # sp-1/2/0.1 is the IPSec inside interface.
family inet;
service-domain inside;
1
unit 2 { # sp-1/2/0.2 is the IPSec outside interface.
family inet;
service-domain outside;
}
}
100 {
unit O {
family inet {
address 10.0.0.3/32;
}
1
}
}
routing-options {
router-id 10.0.0.3;
}
protocols {
ospf {
area 0.0.0.0 {
interface so0-0/0/0.0;
interface 100.0;
interface sp-1/2/0.1; # This sends OSPF traffic over the IPSec tunnel.
}
}
}
services {
service-set service-set-manual-BiEspshades { # Define your service set here.
next-hop-service { # Required for dynamic routing protocols such as OSPF.
inside-service-interface sp-1/2/0.1;
outside-service-interface sp-1/2/0.2;
}
ipsec-vpn-options {
local-gateway 10.1.15.2; # Specify the local IP address of the IPSec tunnel.
}
ipsec-vpn-rules rule-manual-SA-BiEspshades; # Reference the IPSec rule here.
}
ipsec-vpn {
rule rule-manual-SA-BiEspshades { # Define your IPSec VPN rule here.
term term-manual-SA-BiEspshades {
then {
remote-gateway 10.1.15.1; # The remote IP address of the IPSec tunnel.
manual { # Define the manual SA specifications here.
direction bidirectional {
protocol esp;
spi 261;
authentication {
algorithm hmac-sha1-96;
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key ascii-text "$9%v.s8xd24Zk.5bs.5QFAtM8XNVYJGifT3goT369
OBxNdw2ajHmFnCZUnCtuEh";
## The unencrypted key is juniperjuniperjunipe (20 characters
for HMAC-SHA-1-96).
}
encryption {
algorithm des-cbc;
key ascii-text "$9$3LJW/AOEcILxdBIxdbsJZn/CpOR";
## The unencrypted key is juniperj (8 characters for DES-CBC).
1
!
}
1
}
match-direction input; # Specify in which direction the rule should match.
}
}
}
1

On Router 4, provide basic OSPF connectivity to Router 3.

Router 4 [edit]
interfaces {
s0-0/0/0 {
description "To R3 s0-0/0/0";
unit 0 {
family inet {
address 10.1.56.2/30;
}
}
}
100 {
unit 0 {
family inet {
address 10.0.0.4/32;
}
}
}
1
routing-options {
router-id 10.0.0.4;
}
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface 100.0;
}
}
!
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Verifying Your Work

To verify proper operation of a manual IPSec SA on the AS PIC, use the following
commands:

m ping
m  show services ipsec-vpn ipsec security-associations (detail)

m  show services ipsec-vpn ipsec statistics

The following sections show the output of these commands used with the
configuration example:

m  Router 1 on page 59
m  Router 2 on page 59
m  Router 3 on page 60

Router 1

On Router 1, issue a ping command to the 100 interface on Router 4 to send traffic
across the IPSec tunnel.

user@R1> ping 10.0.0.4

PING 10.0.0.4 (10.0.0.4): 56 data bytes

64 bytes from 10.0.0.4: icmp_seq=0 ttl=254 time=1.375 ms

64 bytes from 10.0.0. icmp_seq=1 ttl=254 time=18.375 ms
64 bytes from 10.0.0. icmp_seq=2 ttl=254 time=1.120 ms

~C

--- 10.0.0.4 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.120/6.957/18.375/8.075 ms

4:
4:

Router 2

To verify that the [PSec security association is active, issue the show services ipsec-vpn
ipsec security-associations detail command. Notice that the SA contains the settings
you specified, such as ESP for the protocol and HMAC-SHA1-96 for the authentication
algorithm.

user@R2> show services ipsec-vpn ipsec security-associations detail
Service set: service-set-manual-BiEspshades
Rule: rule-manual-SA-BiEspshades, Term: term-manual-SA-BiEspshades,
Tunnel index: 1
Local gateway: 10.1.15.1, Remote gateway: 10.1.15.2
Local identity: ipv4_subnet(any:0,[0..7]=10.0.0.0/8)
Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Direction: inbound, SPI: 261, AUX-SPI: O

Mode: tunnel, Type: manual, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: des-cbhc
Anti-replay service: Disabled

Direction: outbound, SPI: 261, AUX-SPI: O
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Mode: tunnel, Type: manual, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: des-chc
Anti-replay service: Disabled

To verify that traffic is traveling over the bidirectional IPSec tunnel, issue the show
services ipsec-vpn statistics command:

user@R2> show services ipsec-vpn ipsec statistics

PIC: sp-1/2/0, Service set: service-set-manual-BiEspshades

ESP Statistics:

Encrypted bytes: 1616
Decrypted bytes: 1560
Encrypted packets: 20
Decrypted packets: 19
AH Statistics:
Input bytes: 0
Output bytes: 0
Input packets: 0
Output packets: 0

Errors:
AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: 0

Router 3

To verify that the [PSec security association is active, issue the show services ipsecvpn
ipsec security-associations detail command. To be successful, the SA on Router 3
must contain the same settings you specified on Router 2.

user@R3> show services ipsec-vpn ipsec security-associations detail
Service set: service-set-manual-BiEspshades
Rule: rule-manual-SA-BiEspshades, Term: term-manual-SA-BiEspshades,
Tunnel index: 1
Local gateway: 10.1.15.2, Remote gateway: 10.1.15.1
Local identity: ipv4_subnet(any:0,[0..7]=10.0.0.0/8)
Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Direction: inbound, SPI: 261, AUX-SPI: O

Mode: tunnel, Type: manual, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: des-cbhc
Anti-replay service: Disabled

Direction: outbound, SPI: 261, AUX-SPI: O

Mode: tunnel, Type: manual, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: des-chc
Anti-replay service: Disabled

To verify that traffic is traveling over the bidirectional IPSec tunnel, issue the show
services ipsec-vpn statistics command:

user@R3> show services ipsec-vpn ipsec statistics
PIC: sp-1/2/0, Service set: service-set-manual-BiEspshades
ESP Statistics:

Encrypted bytes: 1560
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Decrypted bytes: 1616
Encrypted packets: 19
Decrypted packets: 20
AH Statistics:
Input bytes: 0
Output bytes: 0
Input packets: 0
Output packets: 0

Errors:
AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: O
Bad headers: 0, Bad trailers: 0

Example: ES PIC IKE Dynamic SA Configuration

Figure 5: ES PIC IKE Dynamic SA Topology Diagram
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Figure 5 on page 61 shows the same IPSec topology as seen in the ES PIC manual
SA example. However, this time the configuration requires Routers 2 and 3 to establish
an IPSec tunnel using an IKE dynamic SA, enhanced authentication, and stronger
encryption. Routers 1 and 4 continue to provide basic connectivity and are used to
verify that the IPSec tunnel is operational.

On Router 1, provide basic OSPF connectivity to Router 2.
Router 1 [edit]

interfaces {
s0-0/0/0 {
description "To R2 so-0/0/0";
unit 0 {
family inet {
address 10.1.12.2/30;
1
1
}
100 {
unit 0 {
family inet {

address 10.0.0.1/32;
1
1

}
}
routing-options {

router-id 10.0.0.1;
!
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Router 2

protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface 100.0;
}
}
!

On Router 2, enable OSPF as the underlying routing protocol to connect to Routers 1
and 3. Configure a bidirectional IKE dynamic SA called sa-dynamic at the [edit security
ipsec security-association] hierarchy level. For your IKE policy and proposal, use
preshared keys for the authentication method, SHA-1 for the authentication algorithm,
3DES-CBC for encryption, group 2 for the Diffie-Hellman group, main mode, 3600
seconds for the lifetime, and a preshared key of juniper for the initial IKE negotiation.
For your IPSec policy and proposal, use ESP for the protocol, HMAC-SHA1-96 for
authentication, 3DES-CBC for encryption, 28800 seconds for the lifetime, and group
2 for the PFS group.

To direct traffic into the ES PIC and the IPSec tunnel, create two firewall filters. The
es-traffic filter matches inbound traffic from Router 1 destined for Router 4, whereas
the es-return filter matches the return path from Router 4 to Router 1. Apply the
es-traffic filter to the so-0/0/0 interface, and then apply both the es-return filter and
the sa-dynamic SA to the es-0/3/0 interface.

[edit]
interfaces {
s0-0/0/0 {
description "To R1 so0-0/0/0";
unit 0 {
family inet {
filter {
input es-traffic; # Apply a filter that sends traffic to the IPSec tunnel here.
}
address 10.1.12.1/30;
1
1
}
s0-0/0/1 {
description "To R3 so-0/0/1";
unit 0 {
family inet {
address 10.1.15.1/30;
!
1
}
es-0/3/0 {
unit O {

tunnel { # Specify the IPSec tunnel endpoints here.
source 10.1.15.1;
destination 10.1.15.2;

}

family inet {
ipsec-sa sa-dynamic; # Apply the dynamic SA here.
filter {
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input es-return; # Apply the filter that matches return IPSec traffic here.

}
1
1
}
100 {
unit 0 {
family inet {
address 10.0.0.2/32;
1
1
}
}
routing-options {
router-id 10.0.0.2;
1
protocols {
ospf {
area 0.0.0.0 {
interface s0-0/0/0.0;
interface so0-0/0/1.0;
interface 100.0;
1
}
}
security {
ipsec {

proposal es-ipsec-proposal { # Define your IPSec proposal specifications here.

protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 28800;
1
policy es-ipsec-policy { # Define your IPSec policy specifications here.
perfect-forward-secrecy {
keys group2;
1
proposals es-ipsec-proposal; # Reference the IPSec proposal here.
}
security-association sa-dynamic { # Define your dynamic SA here.
mode tunnel;
dynamic {
ipsec-policy es-ipsec-policy; # Reference the IPSec policy here.
1
1

}
ike {

proposal es-ike-proposal { # Define your IKE proposal specifications here.

authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shal;
encryption-algorithm 3des-cbc;
lifetime-seconds 3600;
}
policy 10.1.15.2 { # Define your IKE policy specifications here.
mode main;
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proposals es-ike-proposal; # Reference the IKE proposal here.
pre-shared-key ascii-text "$9$TF6ABIcvWxpOWxNdg4QFn'";
## The unencrypted preshared key for this example is juniper.
1
}
1
firewall {
filter es-traffic { # Define a filter that sends traffic to the IPSec tunnel here.
term to-es {
from {
source-address {
10.1.12.0/24;
}
destination-address {
10.1.56.0/24;
}
1
then {
count ipsec-tunnel;
ipsec-sa sa-dynamic;
1
!

term other {
then accept;
1
}

filter es-return { # Define a filter that matches return IPSec traffic here.
term return {
from {
source-address {
10.1.56.0/24;
}
destination-address {
10.1.12.0/24;
}
1
then accept;
!
}
1

On Router 3, enable OSPF as the underlying routing protocol to connect to Routers 2
and 4. Configure a bidirectional IKE dynamic SA called sa-dynamic at the [edit security
ipsec security-association] hierarchy level. Use the same policies and proposals that
you used on Router 2.

For your IKE policy and proposal, use preshared keys for the authentication method,
SHA-1 for the authentication algorithm, 3DES-CBC for encryption, group 2 for the
Diffie-Hellman group, main mode, 3600 seconds for the lifetime, and a preshared
key of juniper for the initial IKE negotiation. For your IPSec policy and proposal, use
ESP for the protocol, HMAC-SHA1-96 for authentication, 3DES-CBC for encryption,
28800 seconds for the lifetime, and group 2 for the PES group.

To direct traffic into the ES PIC and the IPSec tunnel, create two firewall filters. The
es-traffic filter matches inbound traffic from Router 4 destined for Router 1, whereas

Example: ES PIC IKE Dynamic SA Configuration



Chapter 1: IPSec Concepts and Reference Material

the es-return filter matches the return path from Router 1 to Router 4. Apply the
es-traffic filter to the s0-0/0/0 interface; then apply both the es-return filter and the
sa-dynamic SA to the es-0/3/0 interface.

Router 3 [edit]
interfaces {
s0-0/0/0 {
description "To R4 so0-0/0/0";
unit O {
family inet {
filter {
input es-traffic; # Apply a filter that sends traffic to the IPSec tunnel here.

}
address 10.1.56.1/30;
1

}
}
s0-0/0/1 {
description "To R2 so-0/0/1";
unit 0 {
family inet {
address 10.1.15.2/30;
1
!
}
es-0/3/0 {
unit O {
tunnel { # Specify the IPSec tunnel endpoints here.
source 10.1.15.2;
destination 10.1.15.1;
1
family inet {
ipsec-sa sa-dynamic; # Apply the dynamic SA here.
filter {
input es-return; # Apply the filter that matches return IPSec traffic here.
}
}
}
}
100 {
unit 0 {
family inet {
address 10.0.0.3/32;
1
}
}

!
routing-options {
router-id 10.0.0.3;
!
protocols {
ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface so-0/0/1.0;
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interface 100.0;
}
}
!

security {
ipsec {
proposal es-ipsec-proposal { # Define your IPSec proposal specifications here.
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 28800;
}
policy es-ipsec-policy { # Define your IPSec policy specifications here.
perfect-forward-secrecy {
keys group2;
1
proposals es-ipsec-proposal; # Reference the IPSec proposal here.
1
security-association sa-dynamic { # Define your dynamic SA here.
mode tunnel;
dynamic {
ipsec-policy es-ipsec-policy; # Reference the IPSec policy here.
1
1
}
ike {
proposal es-ike-proposal { # Define your IKE proposal specifications here.
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shal;
encryption-algorithm 3des-cbc;
lifetime-seconds 3600;
1
policy 10.1.15.1 { # Define your IKE policy specifications here.
mode main;
proposals es-ike-proposal; # Reference the IKE proposal here.
pre-shared-key ascii-text "$9$TF6ABIcvWxpOWxNdg4QFn'";
## The unencrypted preshared key for this example is juniper.
1
}
1
firewall {
filter es-traffic { # Define a filter that sends traffic to the IPSec tunnel here.
term to-es {
from {
source-address {
10.1.56.0/24;
}
destination-address {
10.1.12.0/24;
}
1
then {
count ipsec-tunnel;
ipsec-sa sa-dynamic;

}
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1
term other {
then accept;

}
}

filter es-return { # Define a filter that matches return IPSec traffic here.
term return {
from {
source-address {
10.1.12.0/24;
}
destination-address {
10.1.56.0/24;
}
}
then accept;
}
}
1

On Router 4, provide basic OSPF connectivity to Router 3.

Router 4 [edit]
interfaces {
s0-0/0/0 {
description "To R3 s0-0/0/0";
unit 0 {
family inet {
address 10.1.56.2/30;
1
1
}
100 {
unit 0 {
family inet {
address 10.0.0.4/32;
1
1
}
}
routing-options {
router-id 10.0.0.4;
1
protocols {
ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface 100.0;
1
}
}
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To verify proper operation of an IKE-based dynamic SA on the ES PIC, use the
following commands:

m ping
m  show ike security-associations (detail)
m  show ipsec security-associations (detail)

m  traceroute

The following sections show the output of these commands used with the
configuration example:

m  Router 1 on page 68
m  Router 2 on page 69
m  Router 3 on page 70
m  Router 4 on page 71

Router 1

On Router 1, issue a ping command to the so-0/0/0 interface of Router 4 to send
traffic across the IPSec tunnel.

user@R1> ping 10.1.56.2

PING 10.1.56.2 (10.1.56.2): 56 data bytes

64 bytes from 10.1.56.2: icmp_seq=0 ttl=253 time=0.917 ms
64 bytes from 10.1.56.2: icmp_seq=1 ttl=253 time=0.881 ms
64 bytes from 10.1.56.2: icmp_seq=2 ttl=253 time=0.897 ms
64 bytes from 10.1.56.2: icmp_seq=3 ttl=253 time=0.871 ms
64 bytes from 10.1.56.2: icmp_seq=4 ttl=253 time=0.890 ms
64 bytes from 10.1.56.2: icmp_seqg=5 ttl=253 time=0.858 ms
64 bytes from 10.1.56.2: icmp_seq=6 ttl=253 time=0.904 ms
~C

--- 10.1.56.2 ping statistics ---

7 packets transmitted, 7 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.858/0.888/0.917/0.019 ms

You can also issue the traceroute command to verify that traffic to 10.1.56.2 travels
over the IPSec tunnel between Router 2 and Router 3. Notice that the second hop
does not reference 10.1.15.2—the physical interface on Router 3. Instead, the
loopback address of 10.0.0.3 on Router 3 appears as the second hop. This indicates
that the IPSec tunnel is operating correctly.

user@R1> traceroute 10.1.56.2
traceroute to 10.1.56.2 (10.1.56.2), 30 hops max, 40 byte packets
1 10.1.12.1 (10.1.12.1) 0.655 ms 0.549 ms 0.508 ms

2 10.0.0.3 (10.0.0.3) 0.833 ms 0.786 ms 0.757 ms

310.1.56.2 (10.1.56.2) 0.808 ms 0.741 ms 0.716 ms
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Router 2

Another way to verify that matched traffic is being diverted to the bidirectional IPSec
tunnel is to view the firewall filter counter. After you issue the ping command from
Router 1 (seven packets), the es-traffic firewall filter counter looks like this:

user@R2> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 588 7

After you issue the ping command from both Router 1 (seven packets) and Router 4
(five packets), the es-traffic firewall filter counter looks like this:

user@R2> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 1008 12

To verify that the IKE SA negotiation between Routers 2 and 3 is successful, issue
the show ike security-associations detail command. Notice that the SA contains the
settings you specified, such as SHA-1 for the authentication algorithm and 3DES-CBC
for the encryption algorithm.

user@R2> show ike security-associations detail
IKE peer 10.1.15.2
Role: Initiator, State: Matured
Initiator cookie: b5dbdfe2f9000000, Responder cookie: a24c868410000041
Exchange type: Main, Authentication method: Pre-shared-keys
Local: 10.1.15.1:500, Remote: 10.1.15.2:500
Lifetime: Expires in 401 seconds

Algorithms:
Authentication : shal
Encryption : 3des-cbc

Pseudo random function: hmac-shal
Traffic statistics:

Input bytes : 1736
Output bytes : 2652
Input packets: 9
Output packets: 15

Flags: Caller notification sent
IPSec security associations: 3 created, O deleted
Phase 2 negotiations in progress: 0

To verify that the IPSec security association is active, issue the show ipsec
security-associations detail command. Notice that the SA contains the settings you
specified, such as ESP for the protocol, HMAC-SHA1-96 for the authentication
algorithm, and 3DES-CBC for the encryption algorithm.

user@R2> show ipsec security-associations detail
Security association: sa-dynamic, Interface family: Up
Local gateway: 10.1.15.1, Remote gateway: 10.1.15.2
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Local identity: ipv4_subnet(any:0,[0..7]=10.1.12.0/24)
Remote identity: ipv4_subnet(any:0,[0..7]=10.1.56.0/24)
Direction: inbound, SPI: 2133029543, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbhc
Soft lifetime: Expires in 26212 seconds
Hard lifetime: Expires in 26347 seconds
Anti-replay service: Disabled
Direction: outbound, SPI: 1759450863, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc
Soft lifetime: Expires in 26212 seconds
Hard lifetime: Expires in 26347 seconds
Anti-replay service: Disabled

Router 3

View the firewall filter counter to continue verifying that matched traffic is being
diverted to the bidirectional IPSec tunnel. After you issue the ping command from
Router 1 (seven packets), the es-traffic firewall filter counter looks like this:

user@R3> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 588 7

After you issue the ping command from both Router 1 (seven packets) and Router 4
(five packets), the es-traffic firewall filter counter looks like this:

user@R3> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 1008 12

To verify the success of the IKE security association, issue the show ike
security-associations detail command. Notice that the SA on Router 3 contains the
same settings you specified on Router 2.

user@R3> show ike security-associations detail
IKE peer 10.1.15.1
Role: Responder, State: Matured
Initiator cookie: b5dbdfe2f9000000, Responder cookie: a24c868410000041
Exchange type: Main, Authentication method: Pre-shared-keys
Local: 10.1.15.2:500, Remote: 10.1.15.1:500
Lifetime: Expires in 564 seconds
Algorithms:
Authentication : shal
Encryption : 3des-cbc
Pseudo random function: hmac-shal
Traffic statistics:
Input bytes : 2652
Output bytes : 1856
Input packets: 15
Output packets: 10
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Flags: Caller notification sent
IPSec security associations: 3 created, 4 deleted
Phase 2 negotiations in progress: 0

To verify that the IPSec security association is active, issue the show ipsec
security-associations detail command. Notice that the SA on Router 3 contains the
same settings you specified on Router 2.

user@R3> show ipsec security-associations detail
Security association: sa-dynamic, Interface family: Up
Local gateway: 10.1.15.2, Remote gateway: 10.1.15.1
Local identity: ipv4_subnet(any:0,[0..7]=10.1.56.0/24)
Remote identity: ipv4_subnet(any:0,[0..7]=10.1.12.0/24)
Direction: inbound, SPI: 1759450863, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 26427 seconds
Hard lifetime: Expires in 26517 seconds
Anti-replay service: Disabled
Direction: outbound, SPI: 2133029543, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 26427 seconds
Hard lifetime: Expires in 26517 seconds
Anti-replay service: Disabled

Router 4

On Router 4, issue a ping command to the so-0/0/0 interface of Router 1 to send
traffic across the IPSec tunnel.

user@R4> ping 10.1.12.2

user@R4> ping 10.1.12.2

PING 10.1.12.2 (10.1.12.2): 56 data bytes

64 bytes from 10.1.12.2: icmp_seq=0 ttl=253 time=13.528 ms
64 bytes from 10.1.12.2: icmp_seq=1 ttl=253 time=0.873 ms
64 bytes from 10.1.12.2: icmp_seq=2 ttl=253 time=32.145 ms
64 bytes from 10.1.12.2: icmp_seq=3 ttl=253 time=0.921 ms
64 bytes from 10.1.12.2: icmp_seq=4 ttl=253 time=0.899 ms
~C

---10.1.12.2 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.873/9.673/32.145/12_.255 ms

You can also issue the traceroute command to verify that traffic to 10.1.12.2 travels
over the IPSec tunnel between Router 3 and Router 2. Notice that the second hop
does not reference 10.1.15.1—the physical interface on Router 2. Instead, the
loopback address of 10.0.0.2 on Router 2 appears as the second hop. This indicates
that the IPSec tunnel is operating correctly.

user@R4> traceroute 10.1.12.2
traceroute to 10.1.12.2 (10.1.12.2), 30 hops max, 40 byte packets
1 10.1.56.1 (10.1.56.1) 0.681 ms 0.624 ms 0.547 ms

2 10.0.0.2 (10.0.0.2) 0.800 ms 0.770 ms 0.737 ms

3 10.1.12.2 (10.1.12.2) 0.793 ms 0.742 ms 0.716 ms
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Example: AS PIC IKE Dynamic SA Configuration

Figure 6: AS PIC IKE Dynamic SA Topology Diagram
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Figure 6 on page 72 shows the same IPSec topology as seen in the AS PIC manual
SA example. However, this configuration requires Routers 2 and 3 to establish an
IPSec tunnel using an IKE dynamic SA, enhanced authentication, and stronger
encryption. Routers 1 and 4 continue to provide basic connectivity and are used to
verify that the IPSec tunnel is operational.

= NOTE: When you do not specify an IKE proposal, an IPSec proposal, and an IPSec
policy on an AS PIC, the JUNOS Software defaults to the highest level of encryption
and authentication. As a result, the default authentication protocol is ESP, the default
authentication mode is HMAC-SHA1-96, and the default encryption mode is 3DES-CBC.
For more information about default IKE and IPSec policies and proposals on the AS
PIC, see “IKE and IPSec Proposal and Policy Default Values for the AS and
MultiServices PICs” on page 20.

On Router 1, provide basic OSPF connectivity to Router 2.

Router 1 [edit]
interfaces {
s0-0/0/0 {
description "To R2 so0-0/0/0";
unit O {
family inet {
address 10.1.12.2/30;
1
1

}
100 {

unit 0 {
family inet {
address 10.0.0.1/32;
1
1
}
}
routing-options {
router-id 10.0.0.1;
1

protocols {
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ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface 100.0;
1
}
1

On Router 2, enable OSPF as the underlying routing protocol to connect to Routers
1 and 3. Configure a bidirectional IKE dynamic SA in a rule called rule-ike at the [edit
ipsec-vpn rule] hierarchy level. Reference this rule in a service set called
service-set-dynamic-BiEspsha3des at the [edit services service-set] hierarchy level.

Using default values in the AS PIC, you do not need to specify an IPSec proposal,
IPSec policy, or IKE proposal. However, you do need to configure a preshared key
in an IKE policy with the pre-shared-key statement at the [edit services ipsec-vpn ike
policy policy-name] hierarchy level. (For more information about default IKE and IPSec
policies and proposals on the AS PIC, see “IKE and IPSec Proposal and Policy Default
Values for the AS and MultiServices PICs” on page 20.)

To direct traffic into the AS PIC and the IPSec tunnel, configure a next-hop style
service set and add the adaptive services logical interface used as the IPSec inside
interface into the OSPF configuration.

[edit]
interfaces {
s0-0/0/0 {
description "To R1 so-0/0/0";
unit 0 {
family inet {
address 10.1.12.1/30;
1
}
}
s0-0/0/1 {
description "To R3 s0-0/0/1";
unit 0 {
family inet {
address 10.1.15.1/30;
1
}
}
sp-1/2/0{
services-options {
syslog {
host local {
services info;
}
}
}
unit 0 {
family inet {

1
unit 1 { # sp-1/2/0.1 is the IPSec inside interface.
family inet;
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service-domain inside;
1
unit 2 { # sp-1/2/0.2 is the IPSec outside interface.
family inet;
service-domain outside;
}
}
100 {
unit O {
family inet {
address 10.0.0.2/32;
}
}
}
}
routing-options {
router-id 10.0.0.2;
}
protocols {
ospf {
area 0.0.0.0 {
interface so0-0/0/0.0;
interface 100.0;
interface sp-1/2/0.1; # This sends OSPF traffic over the IPSec tunnel.
}
}
}

services {
service-set service-set-dynamic-BiEspsha3des { # Define your service set here.
next-hop-service { # Required for dynamic routing protocols such as OSPF.
inside-service-interface sp-1/2/0.1;
outside-service-interface sp-1/2/0.2;
}
ipsec-vpn-options {
local-gateway 10.1.15.1; # Specify the local IP address of the IPSec tunnel.
1
ipsec-vpn-rules rule-ike; # Reference your IPSec VPN rule here.
}
ipsec-vpn {
rule rule-ike { # Define your IPSec VPN rule here.
term term-ike {
then {
remote-gateway 10.1.15.2; # The remote IP address of the IPSec tunnel.
dynamic { # This creates a dynamic SA.
ike-policy ike-policy-preshared; # Reference your IKE policy here.
}
1
}
match-direction input; # Specify in which direction the rule should match.
1
ike {
policy ike-policy-preshared { # Define your IKE policy specifications here.
pre-shared-key ascii-text "$9$KtKWX-YgJHqfVwqfTzCAVWL";
## The unencrypted preshared key for this example is juniper.
}
1
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}
}
}

On Router 3, enable OSPF as the underlying routing protocol to connect to Routers
2 and 4. Configure a bidirectional IKE dynamic SA in a rule called rule-ike at the [edit
ipsec-vpn rule] hierarchy level. Reference this rule in a service set called
service-set-dynamic-BiEspsha3des at the [edit services service-set] hierarchy level.

Again, use the same default policies and proposals that you used on Router 2.
However, remember to configure a preshared key in an IKE policy with the
pre-shared-key statement at the [edit services ipsec-vpn ike policy policy-name] hierarchy
level. The key must match the one you specified on Router 2. (For more information
about default IKE and IPSec policies and proposals on the AS PIC, see “IKE and IPSec
Proposal and Policy Default Values for the AS and MultiServices PICs” on page 20.)

To direct traffic into the AS PIC and the IPSec tunnel, configure a next-hop style
service set and add the adaptive services logical interface used as the IPSec inside
interface into the OSPF configuration.

[edit]
interfaces {
s0-0/0/0 {
description "To R4 so0-0/0/0";
unit 0 {
family inet {
address 10.1.56.1/30;
}
}
}
s0-0/0/1 {
description "To R2 so-0/0/1";
unit O {
family inet {
address 10.1.15.2/30;
1
}
}
sp-1/2/0{
services-options {
syslog {
host local {
services info;
}
}
}
unit 0 {
family inet {
1
unit 1 { # sp-1/2/0.1 is the IPSec inside interface.
family inet;
service-domain inside;
}
unit 2 { # sp-1/2/0.2 is the IPSec outside interface.
family inet;
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service-domain outside;
1

}
100 {

unit O {
family inet {
address 10.0.0.3/32;
}
1
}
}
routing-options {
router-id 10.0.0.3;
}
protocols {
ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface 100.0;
interface sp-1/2/0.1; # This sends OSPF traffic over the IPSec tunnel.
1
1
}

services {
service-set service-set-dynamic-BiEspsha3des { # Define your service set here.
next-hop-service { # Required for dynamic routing protocols such as OSPF.
inside-service-interface sp-1/2/0.1;
outside-service-interface sp-1/2/0.2;
!
ipsec-vpn-options {
local-gateway 10.1.15.2; # Specify the local IP address of the IPSec tunnel.
1
ipsec-vpn-rules rule-ike; # Reference your IPSec VPN rule here.
}
ipsec-vpn {
rule rule-ike { # Define your IPSec VPN rule here.
term term-ike {
then {
remote-gateway 10.1.15.1; # The remote IP address of the IPSec tunnel.
dynamic { # This creates a dynamic SA.
ike-policy ike-policy-preshared; # Reference your IKE policy here.
}
1
}

match-direction input; # Specify in which direction the rule should match.
1

ike {
policy ike-policy-preshared { # Define your IKE policy specifications here.
pre-shared-key ascii-text "$9SKtKWX-YgJHqfVwqfTzCAVWL";
## The unencrypted preshared key for this example is juniper.
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On Router 4, provide basic OSPF connectivity to Router 3.

To verify proper operation of an IKE-based dynamic SA on the AS PIC, use the

[edit]
interfaces {

}

s0-0/0/0 {
description "To R3 so-0/0/0";
unit O {
family inet {
address 10.1.56.2/30;
1
1

}
100 {

unit 0 {
family inet {
address 10.0.0.4/32;
}
}
}

routing-options {

}

router-id 10.0.0.4;

protocols {

}

ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface 100.0;
!
}

following commands:

ping

show services ipsec-vpn ike secu

rity-associations (detail)

show services ipsec-vpn ipsec security-associations (detail)

show services ipsec-vpn ipsec statistics

traceroute

The following sections show the output of these commands used with the
configuration example:

Router 1 on page 78
Router 2 on page 78
Router 3 on page 79
Router 4 on page 80

Example: AS PIC IKE Dynamic SA Configuration

77



JUNOS 10.0 IPSec Feature Guide

Router 1

On Router 1, issue a ping command to the so-0/0/0 interface on Router 4 to send
traffic across the IPSec tunnel.

user@R1> ping 10.1.56.2
PING 10.1.56.2 (10.1.56.2): 56 data bytes

64
64
64
64
64
~C

bytes from 10.1.56.2: icmp_seq=0 ttl=254 time=1.351 ms
bytes from 10.1.56.2: icmp_seqg=1 ttl=254 time=1.187 ms
bytes from 10.1.56.2: icmp_seq=2 ttl=254 time=1.172 ms
bytes from 10.1.56.2: icmp_seq=3 ttl=254 time=1.154 ms
bytes from 10.1.56.2: icmp_seq=4 ttl=254 time=1.156 ms

--- 10.1.56.2 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.154/1.204/1.351/0.074 ms

Router 2

To verify that the IKE SA negotiation is successful, issue the show services ipsec-vpn
ike security-associations command.

user@R2> show services ipsec-vpn ike security-associations
Remote Address State Initiator cookie Responder cookie Exchange type
10.1.15.2 Matured 03075bd3a0000003 4bff26a5c7000003 Main

To verify that the IPSec security association is active, issue the show services ipsec-vpn
ipsec security-associations detail command. Notice that the SA contains the default

settings inherent in the AS PIC, such as ESP for the protocol and HMAC-SHA1-96 for
the authentication algorithm.

user@R2> show services ipsec-vpn ipsec security-associations detail
Service set: service-set-dynamic-BiEspsha3des

Rule: rule-ike, Term: term-ike, Tunnel index: 1

Local gateway: 10.1.15.1, Remote gateway: 10.1.15.2
Local identity: ipv4_subnet(any:0,[0..7]=10.1.12.0/24)
Remote identity: ipv4_subnet(any:0,[0..7]=10.1.56.0/24)

Direction: inbound, SPI: 2666326758, AUX-SPI: O

Mode: tunnel, Type: dynamic, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 26863 seconds

Hard lifetime: Expires in 26998 seconds

Anti-replay service: Enabled, Replay window size: 64

Direction: outbound, SPI: 684772754, AUX-SPI: O

Mode: tunnel, Type: dynamic, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 26863 seconds

Hard lifetime: Expires in 26998 seconds

Anti-replay service: Enabled, Replay window size: 64

To verify that traffic is traveling over the bidirectional IPSec tunnel, issue the show
services ipsec-vpn statistics command:

user@R2> show services ipsec-vpn ipsec statistics
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PIC: sp-1/2/0, Service set: service-set-dynamic-BiEspsha3des
ESP Statistics:

Encrypted bytes: 2248
Decrypted bytes: 2120
Encrypted packets: 27
Decrypted packets: 25
AH Statistics:
Input bytes: 0
Output bytes: 0
Input packets: 0
Output packets: 0

Errors:
AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: O

Bad headers: 0, Bad trailers: O

Router 3

To verify that the IKE SA negotiation is successful, issue the show services ipsec-vpn
ike security-associations command. To be successful, the SA on Router 3 must contain
the same settings you specified on Router 2.

user@R3> show services ipsec-vpn ike security-associations
Remote Address State Initiator cookie Responder cookie Exchange type
10.1.15.1 Matured 03075bd3a0000003 4bff26a5c7000003 Main

To verify that the IPSec SA is active, issue the show services ipsec-vpn ipsec
security-associations detail command. To be successful, the SA on Router 3 must
contain the same settings you specified on Router 2.

user@R3> show services ipsec-vpn ipsec security-associations detail
Service set: service-set-dynamic-BiEspsha3des
Rule: rule-ike, Term: term-ike, Tunnel index: 1
Local gateway: 10.1.15.2, Remote gateway: 10.1.15.1
Local identity: ipv4_subnet(any:0,[0..7]=10.1.56.0/24)
Remote identity: ipv4_subnet(any:0,[0..7]=10.1.12.0/24)
Direction: inbound, SPI: 684772754, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbhc
Soft lifetime: Expires in 26598 seconds
Hard lifetime: Expires in 26688 seconds
Anti-replay service: Enabled, Replay window size: 64
Direction: outbound, SPl: 2666326758, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbhc
Soft lifetime: Expires in 26598 seconds
Hard lifetime: Expires in 26688 seconds
Anti-replay service: Enabled, Replay window size: 64

To verify that traffic is traveling over the bidirectional IPSec tunnel, issue the show
services ipsec-vpn statistics command:

user@R3> show services ipsec-vpn ipsec statistics
PIC: sp-1/2/0, Service set: service-set-dynamic-BiEspsha3des
ESP Statistics:
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Encrypted bytes: 2120
Decrypted bytes: 2248
Encrypted packets: 25
Decrypted packets: 27
AH Statistics:
Input bytes: 0
Output bytes: 0
Input packets: 0
Output packets: 0

Errors:
AH authentication failures: 0, Replay errors: 0
ESP authentication failures: 0, ESP decryption failures: 0

Bad headers: 0, Bad trailers: 0

Router 4

On Router 4, issue a ping command to the so-0/0/0 interface on Router 1 to send
traffic across the IPSec tunnel.

user@R4> ping 10.1.12.2

PING 10.1.12.2 (10.1.12.2): 56 data bytes

64 bytes from 10.1.12.2: icmp_seq=0 ttl=254 time=1.350 ms
64 bytes from 10.1.12.2: icmp_seq=1 ttl=254 time=1.161 ms
64 bytes from 10.1.12.2: icmp_seq=2 ttl=254 time=1.124 ms
64 bytes from 10.1.12.2: icmp_seq=3 ttl=254 time=1.142 ms
64 bytes from 10.1.12.2: icmp_seq=4 ttl=254 time=1.139 ms
64 bytes from 10.1.12.2: icmp_seqg=5 ttl=254 time=1.116 ms
~C

--- 10.1.12.2 ping statistics ---

6 packets transmitted, 6 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.116/1.172/1.350/0.081 ms

The final way you can confirm that traffic travels over the IPSec tunnel is by issuing
the traceroute command to the so-0/0/0 interface on Router 1. Notice that the physical
interface between Routers 2 and 3 is not referenced in the path; traffic enters the
[PSec tunnel through the adaptive services IPSec inside interface on Router 3, passes
through the loopback interface on Router 2, and ends at the s0-0/0/0 interface on
Router 1.

user@R4> traceroute 10.1.12.2
traceroute to 10.1.12.2 (10.1.12.2), 30 hops max, 40 byte packets
1 10.1.15.2 (10.1.15.2) 0.987 ms 0.630 ms 0.563 ms

2 10.0.0.2 (10.0.0.2) 1.194 ms 1.058 ms 1.033 ms

3 10.1.12.2 (10.1.12.2) 1.073 ms 0.949 ms 0.932 ms
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Example: IKE Dynamic SA Between an AS PIC and an ES PIC Configuration

Figure 7: AS PIC to ES PIC IKE Dynamic SA Topology Diagram
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Figure 7 on page 81 shows a hybrid configuration that allows you to create an IPSec
tunnel between the AS PIC and the ES PIC. Router 2 contains an AS PIC at sp-1/2/0
and Router 3 has an ES PIC at es-0/3/0. To establish an IPSec tunnel using an IKE
dynamic SA, the key is to learn the default IKE SA and IPSec SA settings built into
the AS PIC and configure them explicitly on the ES PIC. Routers 1 and 4 again provide
basic connectivity and are used to verify that the IPSec tunnel is operational.

On Router 1, provide basic OSPF connectivity to Router 2.

Router 1 [edit]

interfaces {
s0-0/0/0 {
description "To R2 so-0/0/0";
unit 0 {
family inet {
address 10.1.12.2/30;
1
1
}
100 {
unit 0 {
family inet {
address 10.0.0.1/32;
!
1
}

}
routing-options {
router-id 10.0.0.1;
!
protocols {
ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface 100.0;
}
}
!
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Router 2

On Router 2, enable OSPF as the underlying routing protocol to connect to Routers 1
and 3. Configure a bidirectional IKE dynamic SA in a rule called rule-ike at the [edit
ipsec-vpn rule] hierarchy level. Reference this rule in a service set called
service-set-dynamic-BiEspsha3des at the [edit services service-set] hierarchy level.

Using default values in the AS PIC, you do not need to specify an IPSec proposal,
[PSec policy, or IKE proposal. However, you do need to configure a preshared key
in an IKE policy with the pre-shared-key statement at the [edit services ipsec-vpn ike
policy policy-name] hierarchy level. (For more information about default IKE and IPSec
policies and proposals on the AS PIC, see “IKE and IPSec Proposal and Policy Default
Values for the AS and MultiServices PICs” on page 20.)

To direct traffic into the AS PIC and the IPSec tunnel, include match conditions in
the rule-ike IPSec VPN rule to match inbound traffic from Router 1 that is destined
for Router 4. Because the rule is already referenced by the service set, apply the
service set to the so0-0/0/1 interface. To count the amount of traffic that enters the
[PSec tunnel, configure a firewall filter called ipsec-tunnel and apply it to the sp-1/2/0
interface.

[edit]
interfaces {
s0-0/0/0 {
description "To R1 so-0/0/0";
unit 0 {
family inet {
address 10.1.12.1/30;
1
1

}
s0-0/0/1 {
description "To R3 s0-0/0/1";
unit 0 {
family inet {
service { # Apply the service set here.
input {
service-set service-set-dynamic-BiEspsha3des;
1
output {
service-set service-set-dynamic-BiEspsha3des;
1
}
address 10.1.15.1/30;
!
1
}
sp-1/2/0 {
services-options {
syslog {
host local {
services info;
}
1
!
unit O {
family inet {
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filter {
input ipsec-tunnel; # Apply the firewall filter with the counter here.
}
1
1
}
100 {
unit 0 {
family inet {
address 10.0.0.2/32;
1
}
}
!
routing-options {
router-id 10.0.0.2;
1
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface so-0/0/1.0;
interface 100.0;
}
}
!
firewall {
filter ipsec-tunnel { # Configure a firewall filter to count IPSec traffic here.
term 1 {
then {
count ipsec-tunnel;
accept;
}
}
}
1

services {
service-set service-set-dynamic-BiEspsha3des { # Define your service set here.
interface-service {
service-interface sp-1/2/0; # Specify an interface to process IPSec.
1
ipsec-vpn-options {
local-gateway 10.1.15.1; # Specify the local IP address of the IPSec tunnel.
1

ipsec-vpn-rules rule-ike; # Reference your IPSec VPN rule here.
}
ipsec-vpn {
rule rule-ike { # Define your IPSec VPN rule here.
term term-ike {
from {
source-address {
10.1.12.0/24;
}
destination-address {
10.1.56.0/24;
1
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Router 3

}
then {

remote-gateway 10.1.15.2; # The remote IP address of the IPSec tunnel.
dynamic { # This creates a dynamic SA.
ike-policy ike-policy-preshared; # Reference your IKE proposal here.
}
}
1

match-direction output; # Specify in which direction the rule should match.
!
ike {
policy ike-policy-preshared { # Define your IKE policy specifications here.
pre-shared-key ascii-text "$9$KtKWX-YgJHqfVwqfTzCAVWL";
## The unencrypted preshared key for this example is juniper.
1
1
}
1

On Router 3, enable OSPF as the underlying routing protocol to connect to Routers 2
and 4. Configure a bidirectional IKE dynamic SA called sa-dynamic at the [edit security
ipsec security-association] hierarchy level. To allow the ES PIC to communicate with
the IKE dynamic SA established on Router 2, you must explicitly configure the same
policies and proposals on the ES PIC that are available by default on the AS PIC. (For
more information about default IKE and IPSec policies and proposals on the AS PIC,
see “IKE and IPSec Proposal and Policy Default Values for the AS and MultiServices
PICs” on page 20.)

For your IKE policy and proposal, use preshared keys for the authentication method,
SHA-1 for the authentication algorithm, 3DES-CBC for encryption, group 2 for the
Diffie-Hellman group, main mode, 3600 seconds for the lifetime, and a preshared
key of juniper for the initial IKE negotiation. For your IPSec policy and proposal, use
ESP for the protocol, HMAC-SHA1-96 for authentication, 3DES-CBC for encryption,
28800 seconds for the lifetime, and group 2 for the PFS group.

To direct traffic into the ES PIC and the IPSec tunnel, create two firewall filters. The
es-traffic filter matches inbound traffic from Router 4 destined for Router 1, whereas
the es-return filter matches the return path from Router 1 to Router 4. Apply the
es-traffic filter to the s0-0/0/0 interface; then apply both the es-return filter and the
sa-dynamic SA to the es-0/3/0 interface.

[edit]
interfaces {
s0-0/0/0 {
description "To R4 so0-0/0/0";
unit O {
family inet {
filter {
input es-traffic; # Apply a filter that sends traffic to the IPSec tunnel here.
}
address 10.1.56.1/30;
1
!
}
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s0-0/0/1 {
description "To R2 so-0/0/1";
unit 0 {
family inet {
address 10.1.15.2/30;
1
}
}
es-0/3/0 {
unit 0 {
tunnel { # Specify the IPSec tunnel endpoints here.
source 10.1.15.2;
destination 10.1.15.1;
1
family inet {
ipsec-sa sa-dynamic; # Apply the dynamic SA here.
filter {
input es-return; # Apply the filter that matches return IPSec traffic here.
}
}
}
}
100 {
unit 0 {
family inet {
address 10.0.0.3/32;
}
}
}
!
routing-options {
router-id 10.0.0.3;
}
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface s0-0/0/1.0;
interface 100.0;
}
}
1

security {
ipsec {
proposal es-ipsec-proposal { # Define your IPSec proposal specifications here.
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 28800;
1
policy es-ipsec-policy { # Define your IPSec policy specifications here.
perfect-forward-secrecy {
keys group2;
1
proposals es-ipsec-proposal; # Reference the IPSec proposal here.

}
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security-association sa-dynamic { # Define your dynamic SA here.
mode tunnel;
dynamic {
ipsec-policy es-ipsec-policy; # Reference the IPSec policy here.
1
1
}
ike {
proposal es-ike-proposal { # Define your IKE proposal specifications here.
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shal;
encryption-algorithm 3des-cbc;
lifetime-seconds 3600;
1
policy 10.1.15.1 { # Define your IKE policy specifications here.
mode main;
proposals es-ike-proposal; # Reference the IKE proposal here.
pre-shared-key ascii-text "$9$TF6ABIcvWxpOWxNdg4QFn'";
## The unencrypted preshared key for this example is juniper.
}
}
1
firewall {
filter es-traffic { # Define a filter that sends traffic to the IPSec tunnel here.
term to-es {
from {
source-address {
10.1.56.0/24;
}
destination-address {
10.1.12.0/24;
}
1
then {
count ipsec-tunnel;
ipsec-sa sa-dynamic;
1
1

term other {
then accept;
}
}

filter es-return { # Define a filter that matches return IPSec traffic here.
term return {
from {
source-address {
10.1.12.0/24;
}
destination-address {
10.1.56.0/24;
}
1
then accept;
1
}
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}

On Router 4, provide basic OSPF connectivity to Router 3.

Router 4 [edit]
interfaces {
s0-0/0/0 {
description "To R3 s0-0/0/0";
unit O {
family inet {
address 10.1.56.2/30;
1
!
}
100 {
unit O {
family inet {
address 10.0.0.4/32;
1
1
}
1

routing-options {
router-id 10.0.0.4;
}

protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface 100.0;
!
}
!

Verifying Your Work

To verify proper operation of an IKE-based dynamic SA on the AS PIC, use the
following commands:

m  ping
m  show services ipsec-vpn ike security-associations (detail)
m  show services ipsec-vpn ipsec security-associations (detail)

m  traceroute

To verify proper operation of an IKE-based dynamic SA on the ES PIC, use the
following commands:

m  ping
m  show ike security-associations (detail)
m  show ipsec security-associations (detail)

m traceroute
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The following sections show the output of these commands used with the
configuration example:

m  Router 1 on page 88
m  Router 2 on page 88
m  Router 3 on page 90

m  Router 4 on page 91

Router 1

On Router 1, issue a ping command to the so-0/0/0 interface of Router 4 to send
traffic across the IPSec tunnel.

user@R1> ping 10.1.56.2

PING 10.1.56.2 (10.1.56.2): 56 data bytes

64 bytes from 10.1.56.2: icmp_seq=0 ttl=253 time=1.172 ms
64 bytes from 10.1.56.2: icmp_seqg=1 ttl=253 time=1.020 ms
64 bytes from 10.1.56.2: icmp_seq=2 ttl=253 time=0.998 ms
64 bytes from 10.1.56.2: icmp_seq=3 ttl=253 time=1.037 ms
~C

--- 10.1.56.2 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.998/1.057/1.172/0.068 ms

You can also issue the traceroute command to verify that traffic to 10.1.56.2 travels
over the IPSec tunnel between Router 2 and Router 3. Notice that the traced path
does not reference 10.1.15.2—the physical interface on Router 3. Instead, traffic
arriving at Router 2 is immediately filtered into the IPSec tunnel and the path is listed
as unknown with the *** notation. This indicates that the IPSec tunnel is operating
correctly.

user@R1> traceroute 10.1.56.2
traceroute to 10.1.56.2 (10.1.56.2), 30 hops max, 40 byte packets

1 * x *

2 10.1.56.2 (10.1.56.2) 1.045 ms 0.915 ms 0.850 ms

Router 2

One way to verify that matched traffic is being diverted to the bidirectional 1PSec
tunnel is to view the firewall filter counter. Before any traffic flows, the ipsec-tunnel
firewall filter counter looks like this:

user@R2> show firewall filter ipsec-tunnel
Filter: ipsec-tunnel

Counters:
Name Bytes Packets
ipsec-tunnel 0 0

After you issue the ping command from Router 1 (four packets) to 10.1.56.2, the
ipsec-tunnel firewall filter counter looks like this:

user@R2> show firewall Ffilter ipsec-tunnel
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Filter: ipsec-tunnel

Counters:
Name Bytes Packets
ipsec-tunnel 336 4

After you issue the ping command from both Router 1 to 10.1.56.2 (four packets)
and from Router 4 to 10.1.12.2 (six packets), the ipsec-tunnel firewall filter counter
looks like this:

user@R2> show Ffirewall filter ipsec-tunnel
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 840 10

To verify that the IKE SA negotiation is successful, issue the show services ipsec-vpn
ike security-associations detail command. Notice that the SA contains the default IKE
settings inherent in the AS PIC, such as SHA-1 for the authentication algorithm and
3DES-CBC for the encryption algorithm.

user@R2> show services ipsec-vpn ike security-associations detail
IKE peer 10.1.15.2
Role: Responder, State: Matured
Initiator cookie: c8ele4c0da000040, Responder cookie: 4fbaa5184e000044
Exchange type: Main, Authentication method: Pre-shared-keys
Local: 10.1.15.1:500, Remote: 10.1.15.2:500
Lifetime: Expires in 3535 seconds

Algorithms:
Authentication : shal
Encryption : 3des-cbc

Pseudo random function: hmac-shal
Traffic statistics:

Input bytes : 840
Output bytes : 756
Input packets: 5
Output packets: 4

Flags: Caller notification sent
IPSec security associations: 1 created, O deleted
Phase 2 negotiations in progress: 0

To verify that the IPSec security association is active, issue the show services ipsec-vpn
ipsec security-associations detail command. Notice that the SA contains the default
settings inherent in the AS PIC, such as ESP for the protocol and HMAC-SHA1-96 for
the authentication algorithm.

user@R2> show services ipsec-vpn ipsec security-associations detail
Service set: service-set-dynamic-BiEspsha3des
Rule: rule-ike, Term: term-ike, Tunnel index: 1
Local gateway: 10.1.15.1, Remote gateway: 10.1.15.2
Local identity: ipv4_subnet(any:0,[0..7]=10.1.12.0/24)
Remote identity: ipv4_subnet(any:0,[0..7]=10.1.56.0/24)
Direction: inbound, SPI: 407204513, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 24546 seconds
Hard lifetime: Expires in 24636 seconds
Anti-replay service: Disabled
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Direction: outbound, SPI: 2957235894, AUX-SPI: O

Mode: tunnel, Type: dynamic, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 24546 seconds

Hard lifetime: Expires in 24636 seconds

Anti-replay service: Disabled

Router 3

View the firewall filter counter to continue verifying that matched traffic is being
diverted to the bidirectional IPSec tunnel. After you issue the ping command from
Router 1 (four packets), the es-traffic firewall filter counter looks like this:

user@R3> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 336 4

After you issue the ping command from both Router 1 (four packets) and Router 4
(six packets), the es-traffic firewall filter counter looks like this:

user@R3> show firewall filter es-traffic
Filter: es-traffic

Counters:
Name Bytes Packets
ipsec-tunnel 840 10

To verify the success of the IKE security association on the ES PIC, issue the show
ike security-associations detail command. Notice that the IKE SA on Router 3 contains
the same settings you specified on Router 2.

user@R3> show ike security-associations detail
IKE peer 10.1.15.1
Role: Initiator, State: Matured
Initiator cookie: c8ele4c0da000040, Responder cookie: 4fbaa5184e000044
Exchange type: Main, Authentication method: Pre-shared-keys
Local: 10.1.15.2:500, Remote: 10.1.15.1:500
Lifetime: Expires in 3441 seconds

Algorithms:
Authentication : shal
Encryption : 3des-cbc

Pseudo random function: hmac-shal
Traffic statistics:

Input bytes : 756
Output bytes : 840
Input packets: 4
Output packets: 5

Flags: Caller notification sent
IPSec security associations: 1 created, O deleted
Phase 2 negotiations in progress: 0

To verify that the IPSec security association is active, issue the show ipsec
security-associations detail command. Notice that the IPSec SA on Router 3 contains
the same settings you specified on Router 2.
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user@R3> show ipsec security-associations detail
Security association: sa-dynamic, Interface family: Up
Local gateway: 10.1.15.2, Remote gateway: 10.1.15.1
Local identity: ipv4_subnet(any:0,[0..7]=10.1.56.0/24)
Remote identity: ipv4_subnet(any:0,[0..7]=10.1.12.0/24)
Direction: inbound, SPI: 2957235894, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbhc
Soft lifetime: Expires in 28555 seconds
Hard lifetime: Expires in 28690 seconds
Anti-replay service: Disabled
Direction: outbound, SPI: 407204513, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbhc
Soft lifetime: Expires in 28555 seconds
Hard lifetime: Expires in 28690 seconds
Anti-replay service: Disabled

Router 4

On Router 4, issue a ping command to the so-0/0/0 interface on Router 1 to send
traffic across the IPSec tunnel.

user@R4> ping 10.1.12.2

PING 10.1.12.2 (10.1.12.2): 56 data bytes

64 bytes from 10.1.12.2: icmp_seq=0 ttl=254 time=1.350 ms
64 bytes from 10.1.12.2: icmp_seq=1 ttl=254 time=1.161 ms
64 bytes from 10.1.12.2: icmp_seq=2 ttl=254 time=1.124 ms
64 bytes from 10.1.12.2: icmp_seq=3 ttl=254 time=1.142 ms
64 bytes from 10.1.12.2: icmp_seq=4 ttl=254 time=1.139 ms
64 bytes from 10.1.12.2: icmp_seq=5 ttl=254 time=1.116 ms
~C

--- 10.1.12.2 ping statistics ---

6 packets transmitted, 6 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.116/1.172/1.350/0.081 ms

Again, the traceroute command verifies that traffic to 10.1.12.2 travels over the IPSec
tunnel between Router 3 and Router 2. Notice that the second hop does not reference
10.1.15.1—the physical interface on Router 2. Instead, the second hop is listed as
unknown with the *** notation. This indicates that the IPSec tunnel is operating
correctly.

user@R4> traceroute 10.1.12.2
traceroute to 10.1.12.2 (10.1.12.2), 30 hops max, 40 byte packets
1 10.1.56.1 (10.1.56.1) 3.561 ms 0.613 ms 0.558 ms

2 *x x x

3 10.1.12.2 (10.1.12.2) 1.073 ms 0.862 ms 0.818 ms
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Example: AS PIC IKE Dynamic SA with Digital Certificates Configuration

Figure 8: AS PIC IKE Dynamic SA Topology Diagram
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Figure 8 on page 92 shows the same IPSec topology as the AS PIC dynamic SA
example on “Example: AS PIC IKE Dynamic SA Configuration” on page 72. However,
this configuration requires Routers 2 and 3 to establish an IKE-based IPSec tunnel
by using digital certificates in place of preshared keys. Routers 1 and 4 continue to
provide basic connectivity and are used to verify that the IPSec tunnel is operational.

On Router 1, provide basic OSPF connectivity to Router 2.
Router 1 [edit]

interfaces {
s0-0/0/0 {
description "To R2 so0-0/0/0";
unit 0 {
family inet {
address 10.1.12.2/30;
1
!
}
100 {
unit 0 {
family inet {
address 10.0.0.1/32;
1
1
}
1

routing-options {
router-id 10.0.0.1;
}
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface 100.0;
}
}
!

On Router 2, you must request a CA certificate, create a local certificate, and load
these digital certificates into the router before you can reference them in your IPSec
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configuration. To begin, configure an IPSec profile by specifying the trusted CA and
URL of the CA server that handles CA certificate processing:

[edit]
security {
pki {
ca-profile entrust {
ca-identity entrust;
enrollment {
url http://ca-1.jnpr.net/cgi-bin/pkiclient.exe;
1
1
}
1

Certificate revocation list (CRL) verification is enabled by default. You can optionally
specify the Lightweight Access Directory (LDAP) server where the CA stores the CRL.
The certificate typically includes a certificate distribution point (CDP), which contains
information about how to retrieve the CRL for the certificate. The router uses this
information to download the CRL automatically. In this example, the LDAP URL is
specified, which overrides the location provided in the certificate:

[edit]
security pki ca-profile entrust {
revocation-check {
crl {
url Idap://10.157.90.185/0=juniper,c=uscertificateRevocationListbase;
}
}
!

After you configure the CA profile, you can request a CA certificate from the trusted
CA. In this example, the certificate is enrolled online and installed into the router
automatically.

user@R2> request security pki ca-certificate enroll ca-profile entrust
Received following certificates:
Certificate: C=us, O=juniper
Fingerprint: 00:8e:6f:58:dd:68:bf:25:0a:e3:9:17:70:d6:61:¥3:53:a7:79:10
Certificate: C=us, O=juniper, CN=First Officer
Fingerprint: bc:78:87:9b:a7:91:13:20:71:db:ac:b5:56:71:42:ad:1a:b6:46:17
Certificate: C=us, O=juniper, CN=First Officer
Fingerprint: 46:71:15:34:f0:a6:41:76:65:81:33:4f:68:47:c4:df:78:b8:e3:3F
Do you want to load the above CA certificate ? [yes,no] (no) yes

NOTE: If you obtain the CA certificate directly from the CA (for example, as an e-mail
attachment or website download), you can install it with the request security pki
ca-certificate load command.

Next, you must generate a private/public key pair before you can create a local
certificate.

user@R2> request security pki generate-key-pair certificate-id local-entrust2
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Generated key pair local-entrust2, key size 1024 bits

When the key pair is available, generate a local certificate request and send it to the
CA for processing.

user@R2> request security pki generate-certificate-request
certificate-id local-entrust2 domain-name router2.juniper.net
filename entrust-req2 subject cn=router2.juniper.net
Generated certificate request

M1 1BoTCCAQOCAQAWG j EYMBYGALUEAXMPAHAXLmpLlbmIwZX1ubmVOMIGFMAOGCSAG
S1b3DQEBAQUAA4AGNADCB 1 QKBgQC 1 UFk 1Qws1Ud+AqN5DDxRs2kVyKEhh9goVFnz+
Hz4c9vsy3B8EIwWTJIIkmlt2cB3yifB6zePd+6WYpF57Crwre7YgPKkiXM31F6z3YjX
H+1BPNbCXNWYVvyrnSyVYDbFj800Xyqog8ACDTVL2JIBWrPNBYy7 imq/K9soDBbAs6
5hZqqw IDAQABOECWRQYJKoZ I hveNAQKOMTgwN jAOBgNVHQ8BATSEBAMCB4AWJAYD
VRORAQH/BBowG I IWdHAXLmVuzZ2xhY i5qdW5pcGVyLm51dDANBgkghk i GOWOBAQQF
AAOBgQBc2rglv5S0QXH7LCb/FdgAL8ZM6GoaN5d6cGwg4bB6a7UQFgtoH4069Q3G
31HOZFz4xM1BpJYuGdldkggvcDoH3AgTsLkFn7Wi3x5H2qeQVs9ObvL4P5nvEZLND
EIMUHwteolZCiZ70F09Fer9cXWHSQs1UtXtgPgQJdy2x e ImLgw==

Fingerprint:
0d:90:b8:d2:56:74:fc:84:59:62:b9:78:71:9c:e4:9c:54:ba:16:97 (shal)
1b:08:d4:f¥7:90:f1:c4:39:08:¢c9:de:76:00:86:62:b8 (md5)

NOTE: You can request the creation and installation of a local certificate online with
the request security pki local-certificate enroll command. For more information, see
“Generating and Enrolling a Local Digital Certificate” on page 29 or the JUNOS System
Basics and Services Command Reference.

The trusted CA digitally signs the local certificate and returns it to you. Copy the
certificate file into the router and load the certificate.

user@R2> request security pki local-certificate load filename /tmp/router2-cert
certificate-id local-entrust2
Local certificate local-entrust2 loaded successfully

NOTE: The name of the file sent to you by the CA might not match the name of the
certificate identifier. However, the certificate-id name must always match the name
of the key pair you generated for the router.

After the local and CA certificates have been loaded, you can reference them in your
[PSec configuration.

Using default values in the AS PIC, you do not need to configure an IPSec proposal
or IPSec policy. However, you must configure an IKE proposal that specifies the use
of digital certificates, reference the IKE proposal and local certificate in an IKE policy,
and apply the CA profile to the service set. To enable an IKE proposal for digital
certificates, include the rsa-signatures statement at the [edit services ipsec-vpn ike
proposal proposal-name authentication-method] hierarchy level. To reference the local
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certificate in the IKE policy, include the local-certificate statement at the [edit services
ipsec-vpn ike policy policy-name] hierarchy level. To identify the CA or RA in the service
set, include the trusted-ca statement at the [edit services service-set service-set-name
ipsec-vpn-options] hierarchy level.

NOTE: For more information about default IKE and IPSec policies and proposals on
the AS PIC, see “IKE and IPSec Proposal and Policy Default Values for the AS and
MultiServices PICs” on page 20.

Router 2

Optionally, you can configure automatic reenrollment of the certificate with the
auto-re-enroliment statement at the [edit security pki] hierarchy level.

The remaining configuration components of your IKE-based IPSec tunnel are the
same as when you use preshared keys. Enable OSPF as the underlying routing protocol
to connect to Routers 1 and 3. Configure a bidirectional IKE dynamic SA in a rule
called rule-ike at the [edit ipsec-vpn rule] hierarchy level. Reference this rule in a service
set called service-set-dynamic-BiEspsha3des at the [edit services service-set] hierarchy
level.

To direct traffic into the AS PIC and the IPSec tunnel, configure a next-hop style
service set and add the adaptive services logical interface used as the IPSec inside
interface into the OSPF configuration.

[edit]
interfaces {
s0-0/0/0 {
description "To R1 so-0/0/0";
unit 0 {
family inet {
address 10.1.12.1/30;
1
1
}
s0-0/0/1 {
description "To R3 so0-0/0/1";
unit 0 {
family inet {
address 10.1.15.1/30;
1
}
}
sp-1/2/0{
unit 0 {
family inet;

}

unit 1 { # sp-1/2/0.1 is the IPSec inside interface.
family inet;
service-domain inside;

}

unit 2 { # sp-1/2/0.2 is the IPSec outside interface.
family inet;
service-domain outside;

}
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}
100 {

unit 0 {
family inet {
address 10.0.0.2/32;
1
1
}
1
routing-options {
router-id 10.0.0.2;
1
protocols {
ospf {
area 0.0.0.0 {
interface so-0/0/0.0;
interface sp-1/2/0.1; # This sends OSPF traffic over the IPSec tunnel.
interface 100.0;
!
}
1
security { # Configure CA profiles here, including the URLs used to reach the CAs.
pki {
ca-profile entrust {
ca-identity entrust;
enroliment {
url http://ca-1.jnpr.net/cgi-bin/pkiclient.exe;
1
revocation-check {
crl {
url Idap://10.157.90.185/0=juniper,c=uscertificateRevocationListbase;
# Specify the URL of the LDAP server where the CA stores the CRL.
}
1
1
ca-profile microsoft {
ca-identity microsoft;
enrollment {
url http://192.168.11.78:80/certsrv/mscep/mscep.dll;
1
1
ca-profile verisign {
ca-identity verisign;
enrollment {
url http://pilotonsiteipsec.verisign.com/cgi-bin/pkiclient.exe;
1
1
}
1

services {
service-set service-set-dynamic-BiEspsha3des { # Define your service set here.
next-hop-service { # Required for dynamic routing protocols such as OSPF.
inside-service-interface sp-1/2/0.1;
outside-service-interface sp-1/2/0.2;
1

ipsec-vpn-options {
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trusted-ca entrust; # Reference the CA profile here.
local-gateway 10.1.15.1; # Specify the local IP address of the IPSec tunnel.
1
ipsec-vpn-rules rule-ike; # Reference your IPSec VPN rule here.
}
ipsec-vpn {
rule rule-ike { # Define your IPSec VPN rule here.
term term-ike {
then {
remote-gateway 10.1.15.2; # The remote IP address of the IPSec tunnel.
dynamic { # This creates a dynamic SA.
ike-policy ike-digital-certificates; # Reference your IKE policy here.
1
}
1
match-direction input; # Specify in which direction the rule should match.
!
ike {
proposal ike-proposal {
authentication-method rsa-signatures; # Uses digital certificates
1
policy ike-digital-certificates {
proposals ike-proposal; # Apply the IKE proposal here.
local-id fqdn router2.juniper.net; # Provide an identifier for the local router.
local-certificate local-entrust2; # Reference the local certificate here.
remote-id fqdn router3.juniper.net; # Provide an ID for the remote router.
1
1
establish-tunnels immediately;
}
}

On Router 3, you must repeat the digital certificate procedures you performed on
Router 2. If the IPSec peers do not have a symmetrical configuration containing all
the necessary components, they cannot establish a peering relationship.

You need to request a CA certificate, create a local certificate, load these digital
certificates into the router, and reference them in your IPSec configuration. Begin
by configuring an [PSec CA profile. Include the ca-profile statement at the [edit security
pki] hierarchy level and specify the trusted CA and URL of the CA server that handles
CA certificate processing. Include the CRL statements found on Router 2 to complete
your CA profile on Router 3.

After you configure the CA profile, request a CA certificate from the trusted CA. In
this example, the certificate is enrolled online and installed into the router
automatically.

user@R3> request security pki ca-certificate enroll ca-profile entrust
Received following certificates:
Certificate: C=us, O=juniper
Fingerprint: 00:8e:6f:58:dd:68:bf:25:0a:e3:f9:17:70:d6:61:¥3:53:a7:79:10
Certificate: C=us, O=juniper, CN=First Officer
Fingerprint: bc:78:87:9b:a7:91:13:20:71:db:ac:b5:56:71:42:ad:1a:b6:46:17
Certificate: C=us, O=juniper, CN=First Officer
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Fingerprint: 46:71:15:34:0:a6:41:76:65:81:33:41:68:47:c4:df:78:b8:e3:3F
Do you want to load the above CA certificate ? [yes,no] (no) yes

=" NOTE: If you obtain the CA certificate directly from the CA (for example, as an e-mail
attachment or website download), you can install it with the request security pki
ca-certificate load command.

Next, generate a private/public key pair.

user@R3> request security pki generate-key-pair certificate-id local-entrust3
Generated key pair local-entrust3, key size 1024 bits

When the key pair is available, you can generate a local certificate request and send
it to the CA for processing.

user@R3> request security pki generate-certificate-request
certificate-id local-entrust3 domain-name router3.juniper.net
filename entrust-req3 subject cn=router3.juniper.net
Generated certificate request

M1 1B8jCCAVSCAQAWZTEYMBYGALUEAXMPAHALLmplbmIwZX 1ubmVOMRQWEQYDVQQL
EwtFbmdpbmVIcmluZzEQMA4GALUEChMHSnVuaXBI1cjETMBEGALIUECBMKQ2FsaWzZv
cm5pYTEMMAOGALUEBhMDVVNBMIGFMAOGCSqGS 1 b3DQEBAQUAA4AGNADCB1QKBgQCg
Wjo50w8j rnphsOsRFvgQMwC6P 1 Ya65thrJ8nHZ2qgYgRbSro8hdODhvU6/5VuD2/
zBtgV5ZSA0lyV6eDXglbVj/2XirQAIMRCrleYu6DhYRBMNg/UaQv4Z8SselEJv+uR
HTNbD7xIwpw2zwz I tRUGFtFr/FrGBOhF7 1 E+Xm5e2w I DAQABOEOWSwWYJKoZ ThveN
AQKOMT4wPDAOBgNVHQ8BAFBEBAMCB4AWKgYDVRORAQH/BCAWHOCEWKhGK4 IWdHAL
LmVuZ2xhY i5qdW5pcGVyLm51dDANBgkghk i GOWOBAQQFAAOBgQBb i J+ZCeQ59/eY
4Rd6awl pJFTz0sVRZLxxjFWogusVTmaD2dsqFBgftSleJBdeiueRcYMFOVONOGKm
FNfouegwe i 5+vzdNmNo55e I1b3rs4pP62q0W5CUgmbHr j tp31yJsvuOXTTcPNY8zw
b6GyM2Hdkk3Vh2ReX11tQUSqYuj Tjw==

Fingerprint:
7c-e8:19:45:93:8d:a3:92:7F:18:29:02:f1:c8:e2:85:3d:ad:df:1f (shal)
00:4e:df:a0:6b:ad:8c:50:da:7c:al:cf:5d:37:b0:ea (md5)

The trusted CA digitally signs the local certificate and returns it to you. Copy the
certificate file into the router and load the certificate.

user@R3> request security pki local-certificate load filename /tmp/router3-cert
certificate-id local-entrust3
Local certificate local-entrust3 loaded successfully

After the local and CA certificates have been loaded, you can reference them in your
[PSec configuration. Using default values in the AS PIC, you do not need to configure
an IPSec proposal or IPSec policy. However, you must configure an IKE proposal that
uses digital certificates, reference the IKE proposal and local certificate in an IKE
policy, and apply the CA profile to the service set. To enable the IKE proposal for
digital certificates, include the rsa-signatures statement at the [edit services ipsec-vpn
ike proposal proposal-name authentication-method] hierarchy level. To reference the
local certificate in the IKE policy, include the local-certificate statement at the [edit
services ipsec-vpn ike policy policy-name] hierarchy level. To identify the CA or RA in
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the service set, include the trusted-ca statement at the [edit services service-set
service-set-name ipsec-vpn-options] hierarchy level.

The remaining configuration components of your IKE-based IPSec tunnel are the
same as when you use preshared keys. Enable OSPF as the underlying routing protocol
to connect to Routers 2 and 4. Configure a bidirectional IKE dynamic SA in a rule
called rule-ike at the [edit ipsec-vpn rule] hierarchy level. Reference this rule in a service
set called service-set-dynamic-BiEspsha3des at the [edit services service-set] hierarchy
level.

To direct traffic into the AS PIC and the IPSec tunnel, configure a next-hop style
service set and add the adaptive services logical interface used as the IPSec inside
interface into the OSPF configuration.

Router 3 [edit]
interfaces {
s0-0/0/0 {
description "To R4 so-0/0/0";
unit 0 {
family inet {
address 10.1.56.1/30;
}
}
}
s0-0/0/1 {
description "To R2 so-0/0/1";
unit 0 {
family inet {
address 10.1.15.2/30;
1
}
}
sp-1/2/0{
unit 0 {
family inet;
}
unit 1 { # sp-1/2/0.1 is the IPSec inside interface.
family inet;
service-domain inside;
}
unit 2 { # sp-1/2/0.2 is the IPSec outside interface.
family inet;
service-domain outside;
}

}
100 {

unit 0 {
family inet {
address 10.0.0.3/32;
1
1
}
1
routing-options {
router-id 10.0.0.3;
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}

protocols {
ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface sp-1/2/0.1; # This sends OSPF traffic over the IPSec tunnel.
interface 100.0;

}
}
1
security { # Configure CA profiles here, including the URLs used to reach the CAs.
pki {
ca-profile entrust {
ca-identity entrust;
enroliment {
url http://ca-1.jnpr.net/cgi-bin/pkiclient.exe;
1
revocation-check {
crl {
url Idap://10.157.90.185/0=juniper,c=uscertificateRevocationListbase;
# Specify the URL of the LDAP server where the CA stores the CRL.

}
}
}

ca-profile microsoft {
ca-identity microsoft;
enrollment {
url http://192.168.11.78:80/certsrv/mscep/mscep.dll;
1
1
ca-profile verisign {
ca-identity verisign;
enrollment {
url http://pilotonsiteipsec.verisign.com/cgi-bin/pkiclient.exe;
1
1
}
1

services {
service-set service-set-dynamic-BiEspsha3des { # Define your service set here.
next-hop-service { # Required for dynamic routing protocols such as OSPF.
inside-service-interface sp-1/2/0.1;
outside-service-interface sp-1/2/0.2;
1
ipsec-vpn-options {
trusted-ca entrust; # Reference the CA profile here.
local-gateway 10.1.15.2; # Specify the local IP address of the IPSec tunnel.
!

ipsec-vpn-rules rule-ike; # Reference your IPSec VPN rule here.
}
ipsec-vpn {
rule rule-ike { # Define your IPSec VPN rule here.
term term-ike {
then {
remote-gateway 10.1.15.1; # The remote IP address of the IPSec tunnel.
dynamic { # This creates a dynamic SA.
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ike-policy ike-digital-certificates; # Reference your IKE policy here.
!
}
1
match-direction input; # Specify in which direction the rule should match.
1
ike {
proposal ike-proposal {
authentication-method rsa-sighatures; # Uses digital certificates
}
policy ike-digital-certificates {
proposals ike-proposal; # Apply the IKE proposal here.
local-id fqdn router3.juniper.net; # Provide an identifier for the local router.
local-certificate local-entrust3; # Reference the local certificate here.
remote-id fqdn router2.juniper.net; # Provide an ID for the remote router.
1
1
establish-tunnels immediately;
}
}

On Router 4, provide basic OSPF connectivity to Router 3.

Router 4 [edit]

interfaces {
s0-0/0/0 {
description "To R3 s0-0/0/0";
unit 0 {
family inet {
address 10.1.56.2/30;
}
}
}
100 {
unit O {
family inet {
address 10.0.0.4/32;
}
}
}

}
routing-options {
router-id 10.0.0.4;
!
protocols {
ospf {
area 0.0.0.0{
interface s0-0/0/0.0;
interface 100.0;
}
}
}
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Verifying Your Work
To verify proper operation of an IKE-based dynamic SA on the AS PIC, use the
following commands:
m ping
m  show services ipsec-vpn certificates (detail)
m  show services ipsec-vpn ike security-associations (detail)
m  show services ipsec-vpn ipsec security-associations (detail)
m  show services ipsec-vpn ipsec statistics

m traceroute

To verify and manage digital certificates in your router, use the following commands:
m  show security pki ca-certificate (detail)
m  show security pki certificate-request (detail)

m  show security pki local-certificate (detail)

The following sections show the output of these commands used with the
configuration example:

m  Router 1 on page 102
m  Router 2 on page 103
m  Router 3 on page 106
m  Router 4 on page 109

Router 1

On Router 1, issue a ping command to the so-0/0/0 interface on Router 4 to send
traffic across the IPSec tunnel.

user@R1> ping 10.1.56.2

PING 10.1.56.2 (10.1.56.2): 56 data bytes

64 bytes from 10.1.56.2: icmp_seq=0 ttl=254 time=1.351 ms
64 bytes from 10.1.56.2: icmp_seq=1 ttl=254 time=1.187 ms
64 bytes from 10.1.56.2: icmp_seq=2 ttl=254 time=1.172 ms
64 bytes from 10.1.56.2: icmp_seq=3 ttl=254 time=1.154 ms
64 bytes from 10.1.56.2: icmp_seq=4 ttl=254 time=1.156 ms
~C

--- 10.1.56.2 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.154/1.204/1.351/0.074 ms

If you ping the loopback address of Router 4, the operation succeeds because the
address is part of the OSPF network configured on Router 4.

user@R1> ping 10.0.0.4
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PING 10.0.0.4 (10.0.0.4): 56 data bytes

64 bytes from 10.0.0.4: icmp_seq=0 ttl=62 time=1.318 ms
64 bytes from 10.0.0.4
64 bytes from 10.0.0.4

icmp_seqg=1 ttl=62 time=1.084 ms
icmp_seq=2 ttl=62 time=3.260 ms

--- 10.0.0.4 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.084/1.887/3.260/0.975 ms

Router 2

To verify that matched traffic is being diverted to the bidirectional IPSec tunnel, view

the IPSec statistics:

user@R2> show services ipsec-vpn ipsec statistics
PIC: sp-1/2/0, Service set: service-set-dynamic-BiEspsha3des

ESP Statistics:

Encrypted bytes: 162056
Decrypted bytes: 161896
Encrypted packets: 2215
Decrypted packets: 2216

AH Statistics:

Input bytes:
Output bytes:
Input packets:
Output packets:

O O oo

Errors:

AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: 0O
Bad headers: 0, Bad trailers: 0

To verify that the IKE SA negotiation is successful, issue the show services ipsec-vpn

ike security-associations command:

user@R2> show services ipsec-vpn ike security-associations
Initiator cookie Responder cookie Exchange type
10.1.15.2 Matured d82610c59114fd37 ec4391F76783ef28 Main

To verify that the IPSec security association is active, issue the show services ipsec-vpn
ipsec security-associations detail command. Notice that the SA contains the default
settings inherent in the AS PIC, such as ESP for the protocol and HMAC-SHA1-96 for

the authentication algorithm.

user@R2> show services ipsec-vpn ipsec security-associations detail
Service set: service-set-dynamic-BiEspsha3des

Rule: rule-ike, Term: term-ike, Tunnel index: 1
Local gateway: 10.1.15.1, Remote gateway: 10.1.15.2
IPSec inside interface: sp-1/2/0.1

Local identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Direction: inbound, SPI: 857451461, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
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Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 9052 seconds

Hard lifetime: Expires in 9187 seconds

Anti-replay service: Enabled, Replay window size: 64

Direction: outbound, SPI: 1272330309, AUX-SPI: O

Mode: tunnel, Type: dynamic, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbhc
Soft lifetime: Expires in 9052 seconds

Hard lifetime: Expires in 9187 seconds

Anti-replay service: Enabled, Replay window size: 64

To display the digital certificates that are used to establish the IPSec tunnel, issue
the show services ipsec-vpn certificates command:

user@R2> show services ipsec-vpn certificates
Service set: service-set-dynamic-BiEspsha3des, Total entries: 3
Certificate cache entry: 3
Flags: Non-root Trusted
Issued to: router3.juniper.net, Issued by: juniper
Alternate subject: router3.juniper.net
Validity:
Not before: 2005 Nov 21st, 23:33:58 GMT
Not after: 2008 Nov 22nd, 00:03:58 GMT

Certificate cache entry: 2
Flags: Non-root Trusted
Issued to: router2._juniper.net, Issued by: juniper
Alternate subject: router2.juniper.net
Validity:
Not before: 2005 Nov 21st, 23:28:22 GMT
Not after: 2008 Nov 21st, 23:58:22 GMT

Certificate cache entry: 1
Flags: Root Trusted
Issued to: juniper, Issued by: juniper
Validity:
Not before: 2005 Oct 18th, 23:54:22 GMT
Not after: 2025 Oct 19th, 00:24:22 GMT

To display the CA certificate, issue the show security pki ca-certificate detail command.
Notice that there are three separate certificates: one for certificate signing, one for
key encipherment, and one for the CA’s digital signature.

user@R2> show security pki ca-certificate detail
Certificate identifier: entrust
Certificate version: 3
Serial number: 4355 9235
Issuer:
Organization: juniper, Country: us
Subject:
Organization: juniper, Country: us
Validity:
Not before: 2005 Oct 18th, 23:54:22 GMT
Not after: 2025 Oct 19th, 00:24:22 GMT
Public key algorithm: rsaEncryption(1024 bits)
cb:9e:2d:c0:70:f8:ea:3c:f2:b5:f0:02:48:87:dc:68:99:a3:57:4f
0e:b9:98:0b:95:47:0d:1F:97:7c:53:17:dd:1a:f8:da:e5:08:d1:1c
78:68:1F:2F:72:9F:a2:cf:81:e3:ce:c5:56:89:ce:f0:97:93:Ffa:36
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19:3e:18:7d:8c:9d:21:fe:1f:c3:87:8d:b3:5d:¥3:03:66:9d:16:a7
bf:18:3F:f0:7a:80:10:62:50:43:83:4Ff:0e:d7:c6:42:48:c0:8a:h2
C7:46:30:38:df:9b:dc:bc:b5:08:7a:f3:cd:64:db:2b:71:67:Ffe:d8
04:47:08:07:de:17:23:13

Signature algorithm: shalWithRSAEncryption

Fingerprint:
00:8e:6F:58:dd:68:bf:25:0a:€3:19:17:70:d6:61:¥3:53:a7:79:10 (shal)
71:6f:6a:76:17:9b:d6:2a:e7:5a:72:97:82:6d:26:86 (md5)

Distribution CRL:
C=us, O=juniper, CN=CRL1
http://CA-1/CRL/juniper_us_crifile.crl

Use for key: CRL signing, Certificate signing

Certificate identifier: entrust

Certificate version: 3

Serial number: 4355 925c

Issuer:
Organization: juniper, Country: us

Subject:
Organization: juniper, Country: us, Common name: First Officer

Validity:
Not before: 2005 Oct 18th, 23:55:59 GMT
Not after: 2008 Oct 19th, 00:25:59 GMT

Public key algorithm: rsaEncryption(1024 bits)
c0:a4:21:32:95:0a:cd:ec:12:03:d1:a2:89:71:8e:ce:4e:a6:f9:2f
la:9a:13:8c:f6:a0:3d:c9:bd:9d:c2:a0:41:77:99:1b:1e:ed:5b:80
34:46:18:5b:28:34:38:2e:91:7d:4e:ad:14:86:78:67:e7:02:1d:2e
19:11:b7:fa:0d:ba:64:20:e1:28:4e:3e:bb:6e:64:dc:cd:bl:b4:7a
ca:8f:47:dd:40:69:¢c2:35:95:ce:b8:85:56:d7:0F:2d:04:4d:5d:d8
42:e1:4F:6b:bf:38:c0:45:1e:9e:f0:b4:7F:74:6F:e9:70:Ffd:4a:78
da:eb:10:27:bd:46:34:33

Signature algorithm: shalWithRSAEncryption

Fingerprint:
bc:78:87:9b:a7:91:13:20:71:db:ac:b5:56:71:42:ad:1a:b6:46:17 (shal)
23:79:40:c9:6d:a6:f0:ca:e0:13:30:d4:29:6F:86:79 (md5)

Distribution CRL:
C=us, O=juniper, CN=CRL1
http://CA-1/CRL/juniper_us_crifile.crl

Use for key: Key encipherment

Certificate identifier: entrust

Certificate version: 3

Serial number: 4355 925b

Issuer:
Organization: juniper, Country: us

Subject:
Organization: juniper, Country: us, Common name: First Officer

Validity:
Not before: 2005 Oct 18th, 23:55:59 GMT
Not after: 2008 Oct 19th, 00:25:59 GMT

Public key algorithm: rsaEncryption(1024 bits)
ea:75:c4:f3:58:08:ea:65:5c:7e:b3:de:63:0a:cf:cf:ec:9a:82:e2
d7:e8:b9:2f:bd:4b:cd:86:2F:f1:dd:d8:a2:95:af:ab:51:a5:49:4e
00:10:¢6:25:FF:b5:49:6a:99:64:74:69:e5:8c:23:5b:b4:70:62:8e
e4:f9:a2:28:d4:54:e2:0b:1F:50:a2:92:cf:6c:8F:ae:10:d4:69:3c
90:e2:1f:04:ea:ac:05:9b:3a:93:74:d0:59:24:e9:d2:9d:c2:ef:22
b9:32:¢c7:2c:29:4F:91:cb:5a:26:fe:1d:c0:36:dc:f4:9c:8b:f5:26
af:44:bf:53:aa:d4:5F:67

Signature algorithm: shalWithRSAEncryption

Fingerprint:
46:71:15:34:10:26:41:76:65:81:33:4F:68:47:c4:df:78:b8:e3:3fF (shal)
ee:cc:c7:f4:5d:ac:65:33:0a:55:db:59:72:2c:dd:16 (md5)
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Distribution CRL:
C=us, O=juniper, CN=CRL1
http://CA-1/CRL/juniper_us_crifile.crl
Use for key: Digital signature

To display the local certificate request, issue the show security pki certificate-request
command:

user@R2> show security pki certificate-request
Certificate identifier: local-entrust2
Issued to: router2.juniper.net
Public key algorithm: rsaEncryption(1024 bits)
Public key verification status: Passed

To display the local certificate, issue the show security pki local-certificate command:

user@R2> show security pki local-certificate
Certificate identifier: local-entrust2
Issued to: router2.juniper.net, Issued by: juniper
Validity:
Not before: 2005 Nov 21st, 23:28:22 GMT
Not after: 2008 Nov 21st, 23:58:22 GMT
Public key algorithm: rsaEncryption(1024 bits)
Public key verification status: Passed

Router 3

To verify that matched traffic is being diverted to the bidirectional IPSec tunnel, view
the IPSec statistics:

user@R3> show services ipsec-vpn ipsec statistics

PIC: sp-1/2/0, Service set: service-set-dynamic-BiEspsha3des

ESP Statistics:

Encrypted bytes: 161896
Decrypted bytes: 162056
Encrypted packets: 2216
Decrypted packets: 2215
AH Statistics:
Input bytes: 0
Output bytes: 0
Input packets: 0
Output packets: 0

Errors:
AH authentication failures: 0, Replay errors: O
ESP authentication failures: 0, ESP decryption failures: 0O
Bad headers: 0, Bad trailers: 0

To verify that the IKE SA negotiation is successful, issue the show services ipsec-vpn
ike security-associations command. To be successful, the SA on Router 3 must contain
the same settings you specified on Router 2.

user@R3> show services ipsec-vpn ike security-associations
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Remote Address State Initiator cookie Responder cookie Exchange type
10.1.15.1 Matured d82610c59114Fd37 ec4391f76783ef28 Main

To verify that the IPSec SA is active, issue the show services ipsec-vpn ipsec

security-associations detail command.

To be successful, the SA on Router 3 must

contain the same settings you specified on Router 2.

user@R3> show services ipsec-vpn ipsec security-associations detail
Service set: service-set-dynamic-BiEspsha3des

Rule: rule-ike, Term: term-ike, Tunnel index: 1
Local gateway: 10.1.15.2, Remote gateway: 10.1.15.1

IPSec inside interface: sp-1/2/0.1
Local identity: ipv4_subnet(any:O0,
Remote identity: ipv4_subnet(any:0

[0..7]=0.0.0.0/0)
,[0..7]=0.0.0.0/0)

Direction: inbound, SPI: 1272330309, AUX-SPI: O

Mode: tunnel, Type: dynamic, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 7219 seconds

Hard lifetime: Expires in 7309 seconds

Anti-replay service: Enabled, Replay window size: 64

Direction: outbound, SPI: 857451461, AUX-SPI: O

Mode: tunnel, Type: dynamic, State: Installed

Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 7219 seconds

Hard lifetime: Expires in 7309 seconds

Anti-replay service: Enabled, Replay window size: 64

To display the digital certificates that are used to establish the IPSec tunnel, issue
the show services ipsec-vpn certificates command:

user@R3> show services ipsec-vpn certificates
Service set: service-set-dynamic-BiEspsha3des, Total entries: 3

Certificate cache entry: 3
Flags: Non-root Trusted
Issued to: router3._juniper.net,

Issued by: juniper

Alternate subject: router3.juniper.net

Validity:

Not before: 2005 Nov 21st, 23:33:58 GMT
Not after: 2008 Nov 22nd, 00:03:58 GMT

Certificate cache entry: 2
Flags: Non-root Trusted
Issued to: router2.juniper.net,

Issued by: juniper

Alternate subject: router2.juniper.net

Validity:

Not before: 2005 Nov 21st, 23:28:22 GMT
Not after: 2008 Nov 21st, 23:58:22 GMT

Certificate cache entry: 1
Flags: Root Trusted

Issued to: juniper, Issued by: juniper

Validity:

Not before: 2005 Oct 18th, 23:54:22 GMT
Not after: 2025 Oct 19th, 00:24:22 GMT
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To display the CA certificate, issue the show security pki ca-certificate detail command.
Notice that there are three separate certificates: one for certificate signing, one for
key encipherment, and one for the CA’s digital signature.

user@R3> show security pki ca-certificate detail
Certificate identifier: entrust
Certificate version: 3
Serial number: 4355 9235
Issuer:
Organization: juniper, Country: us
Subject:
Organization: juniper, Country: us
Validity:
Not before: 2005 Oct 18th, 23:54:22 GMT
Not after: 2025 Oct 19th, 00:24:22 GMT
Public key algorithm: rsaEncryption(1024 bits)
cb:9e:2d:c0:70:f8:ea:3c:T2:b5:10:02:48:87:dc:68:99:a3:57:4f
0e:b9:98:0b:95:47:0d:1F:97:7c:53:17:dd:1a:f8:da:e5:08:d1:1c
78:68:1F:2F:72:9F:a2:cf:81:e3:ce:c5:56:89:ce:f0:97:93:Ffa:36
19:3e:18:7d:8c:9d:21:fe:1f:c3:87:8d:b3:5d:¥3:03:66:9d:16:a7
bf:18:3F:f0:7a:80:f0:62:50:43:83:4Ff:0e:d7:c6:42:48:c0:8a:h2
C7:46:30:38:df:9b:dc:bc:b5:08:7a:f3:cd:64:db:2b:71:67:Ffe:d8
04:47:08:07:de:17:23:13
Signature algorithm: shalWithRSAEncryption
Fingerprint:
00:8e:6F:58:dd:68:bf:25:0a:e3:9:17:70:d6:61:F3:53:a7:79:10 (shal)
71:6F:6a:76:17:9b:d6:2a:e7:5a:72:97:82:6d:26:86 (md5)
Distribution CRL:
C=us, O=juniper, CN=CRL1
http://CA-1/CRL/juniper_us_crifile.crl
Use for key: CRL signing, Certificate signing
Certificate identifier: entrust
Certificate version: 3
Serial number: 4355 925c
Issuer:
Organization: juniper, Country: us
Subject:
Organization: juniper, Country: us, Common name: First Officer
Validity:
Not before: 2005 Oct 18th, 23:55:59 GMT
Not after: 2008 Oct 19th, 00:25:59 GMT
Public key algorithm: rsaEncryption(1024 bits)
c0:a4:21:32:95:0a:cd:ec:12:03:d1:a2:89:71:8e:ce:4e:a6:f9:2Ff
la:9a:13:8c:f6:a0:3d:c9:bd:9d:c2:a0:41:77:99:1b:1e:ed:5b:80
34:46:18:5b:28:34:38:2e:91:7d:4e:ad:14:86:78:67:e7:02:1d:2e
19:11:b7:fa:0d:ba:64:20:e1:28:4e:3e:bb:6e:64:dc:cd:bl:b4:7a
ca:8f:47:dd:40:69:c2:35:95:ce:b8:85:56:d7:0F:2d:04:4d:5d:d8
42:e1:4F:6b-bf:38:c0:45:1e:9e:f0:b4:7F:74:6F:e9:70:Ffd:4a:78
da:eb:10:27:bd:46:34:33
Signature algorithm: shalWithRSAEncryption
Fingerprint:
bc:78:87:9b:a7:91:13:20:71:db:ac:b5:56:71:42:ad:1a:b6:46:17 (shal)
23:79:40:c9:6d:a6:f0:ca:e0:13:30:d4:29:6F:86:79 (md5)
Distribution CRL:
C=us, O=juniper, CN=CRL1
http://CA-1/CRL/juniper_us_crifile.crl
Use for key: Key encipherment
Certificate identifier: entrust
Certificate version: 3
Serial number: 4355 925b
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Issuer:
Organization: juniper, Country: us
Subject:
Organization: juniper, Country: us, Common
Validity:
Not before: 2005 Oct 18th, 23:55:59 GMT
Not after: 2008 Oct 19th, 00:25:59 GMT
Public key algorithm: rsaEncryption(1024 bit
ea:75:c4:f3:58:08:ea:65:5c:7e:b3:de:63:0a:
d7:e8:b9:2f:bd:4b:cd:86:2F:f1:dd:d8:a2:95:
00:10:¢6:25:FF:b5:49:6a:99:64:74:69:e5:8c:
e4:f9:a2:28:d4:54:e2:0b:1Ff:50:a2:92:cf:6c:
90:e2:1f:04:ea:ac:05:9b:3a:93:74:d0:59:24:
b9:32:¢c7:2c:29:4f:91:cb:5a:26:fe:1d:c0:36:
af:44:bf:53:aa:d4:5F:67
Signature algorithm: shalWithRSAEncryption
Fingerprint:
46:71:15:34:10:26:41:76:65:81:33:4F:68:47:
ee:cc:c7:f4:5d:ac:65:33:0a:55:db:59:72:2c:
Distribution CRL:
C=us, O=juniper, CN=CRL1
http://CA-1/CRL/juniper_us_crifile.crl
Use for key: Digital signature

name:

s)

cf:cf:
af:ab:
23:5b:
8f:ae:
e9:d2:
dc:f4:

c4:df:

dd:16

First Officer

ec:9a:82:
51:a5:49:
b4:70:62:
10:d4:69:
9d:c2:ef:
9c:8b:f5:

78:b8:e3
(md5)

e2
4e
8e
3c
22
26

:3f (shal)

To display the local certificate request, issue the show security pki certificate-request

command:

user@R3> show security pki certificate-request
Certificate identifier: local-entrust3
Issued to: router3._juniper.net
Public key algorithm: rsaEncryption(1024 bit:
Public key verification status: Passed

s)

To display the local certificate, issue the show security pki local-certificate command:

user@R3> show security pki local-certificate
Certificate identifier: local-entrust3

Issued to: router3._juniper.net, Issued by: juniper

Validity:
Not before: 2005 Nov 21st, 23:33:58 GMT
Not after: 2008 Nov 22nd, 00:03:58 GMT
Public key algorithm: rsaEncryption(1024 bit
Public key verification status: Passed

Router 4

s)

On Router 4, issue a ping command to the so-0/0/0 interface on Router 1 to send

traffic across the IPSec tunnel.

user@R4> ping 10.1.12.2
PING 10.1.12.2 (10.1.12.2): 56 data bytes

64 bytes from 10.1.12.2: icmp_seq=0 ttl=254 time=1.350 ms
64 bytes from 10.1.12.2: icmp_seq=1 ttl=254 time=1.161 ms
64 bytes from 10.1.12.2: icmp_seq=2 ttl=254 time=1.124 ms
64 bytes from 10.1.12.2: icmp_seq=5 ttl=254 time=1.116 ms

~C
--- 10.1.12.2 ping statistics ---
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4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.116/1.172/1.350/0.081 ms

The final way you can confirm that traffic travels over the IPSec tunnel is by issuing
the traceroute command to the s0-0/0/0 interface on Router 1. Notice that the physical
interface between Routers 2 and 3 is not referenced in the path; traffic enters the
IPSec tunnel through the adaptive services IPSec inside interface on Router 3, passes
through the loopback interface on Router 2, and ends at the s0-0/0/0 interface on
Router 1.

user@R4> traceroute 10.1.12.2

traceroute to 10.1.12.2 (10.1.12.2), 30 hops max, 40 byte packets
1 10.1.15.2 (10.1.15.2) 0.987 ms 0.630 ms 0.563 ms

2 10.0.0.2 (10.0.0.2) 1.194 ms 1.058 ms 1.033 ms

3 10.1.12.2 (10.1.12.2) 1.073 ms 0.949 ms 0.932 ms

For additional information on using digital certificates, see the JUNOS Services
Interfaces Configuration Guide and the JUNOS System Basics and Services Command
Reference.

Example: Dynamic Endpoint Tunneling Configuration

Figure 9: IPSec Dynamic Endpoint Tunneling Topology Diagram

Security | _ Protected
J gateway2 | network 3
Protected l | Security Network cloud o
network 1 / gateway 1 | -
- \ Security | 7 ~ Protected
gateway 3 | . network 3

017076

Figure 9 on page 110 shows a local network N-1 located behind security gateway
SG-1. SG-1 is a Juniper Networks router terminating dynamic peer endpoints. The
tunnel termination address on SG-1 is 10.7.7.2 and the local network address is
172.16.1.0/24.

A remote peer router obtains addresses from an ISP pool and runs REC-compliant
IKE. Remote network N-2 has address 172.16.2.0/24 and is located behind security
gateway SG-2 with tunnel termination address 10.7.7.1.

On Router SG-1, configure an IKE access profile to accept proposals from SG-2. Apply
the interface identifier from the access profile to the inside services interface and
apply the IKE access profile itself to the [PSec next-hop style service set.

Router SG-1 [edit]
access {
profile ike_access {
client * { # Accepts proposals from specified peers that use the preshared key.
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ike {
allowed-proxy-pair local 10.255.14.63/32 remote 10.255.14.64/32;
pre-shared-key ascii-text "$9$1hoESelLxdgoGvWoGDif5IEc"; # SECRET-DATA
interface-id test_id; # Apply this ID to the inside services interfaces.

}

1
}
1

interfaces {
fe-0/0/0 {
description "Connection to the local network";
unit O {
family inet {
address 172.16.1.1/24;
1
1

}
s0-1/0/0 {
description "Connection to SG-2";
no-keepalives;
encapsulation cisco-hdlc;
unit 0 {
family inet {
address 10.7.7.2/30;
1
1
}
sp-3/3/0 {
unit 0 {
family inet;
!
unit 3 {
dial-options {
ipsec-interface-id test_id; # Accepts dynamic endpoint tunnels.
shared;
1
service-domain inside;
1
unit 4 {
family inet;
service-domain outside;
1
}
1

services {
service-set dynamic_nh_ss { # Create a next-hop service set
next-hop-service { # for the dynamic endpoint tunnels.
inside-service-interface sp-3/3/0.3;
outside-service-interface sp-3/3/0.4;
}
ipsec-vpn-options {
local-gateway 10.7.7.2;
ike-access-profile ike_access; # Apply the IKE access profile here.
1
}
1
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Verifying Your Work

To verify proper operation of a dynamic endpoint tunnel configured on the AS PIC,
use the following command:

show services ipsec-vpn ipsec security-associations (detail)

The following section shows output from this command used with the configuration
example. The dynamically created rule _junos_ appears in the output, as well as the
establishment of the inbound and outbound dynamically created tunnels.

user@router> show services ipsec-vpn ipsec security-associations detail
Service set: dynamic_nh_ss

Rule: _junos_ , Term: tunnel4, Tunnel index: 4
Local gateway: 10.7.7.2, Remote gateway: 10.7.7.1
Local identity: ipv4(any:0,[0..3]=10.255.14.63)
Remote identity: ipv4(any:0,[0..3]=10.255.14.64)

Direction: inbound , SPI: 428111023, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 27660 seconds
Hard lifetime: Expires in 27750 seconds
Anti-replay service: Enabled, Replay window size: 64

Direction: outbound , SPI: 4035429231, AUX-SPI: O
Mode: tunnel, Type: dynamic, State: Installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-cbc
Soft lifetime: Expires in 27660 seconds
Hard lifetime: Expires in 27750 seconds
Anti-replay service: Enabled, Replay window size: 64

For More Information

For additional information about IPSec, see the following:
m  JUNOS System Basics Configuration Guide
m  JUNOS Services Interfaces Configuration Guide

JUNOS System Basics and Services Command Reference

m  RFC 1321, The MD5 Message-Digest Algorithm

m  RFC 2104, HMAC: Keyed-Hashing for Message Authentication

m  RFC 2401, Security Architecture for the Internet Protocol

m  RFC 2402, IP Authentication Header

m  RFC 2405, The ESP DES-CBC Cipher Algorithm With Explicit IV

m  RFC 2406, IP Encapsulating Security Payload (ESP)

m  RFC 2408, Internet Security Association and Key Management Protocol (ISAKMP)
m  RFC 2409, The Internet Key Exchange (IKE)
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