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END USER LICENSE AGREEMENT

READ THIS END USER LICENSE AGREEMENT (“AGREEMENT”) BEFORE DOWNLOADING, INSTALLING, OR USING THE SOFTWARE. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE OR OTHERWISE EXPRESSING YOUR AGREEMENT TO THE TERMS CONTAINED HEREIN, YOU (AS CUSTOMER
OR IF YOU ARE NOT THE CUSTOMER, AS A REPRESENTATIVE/AGENT AUTHORIZED TO BIND THE CUSTOMER) CONSENT TO BE BOUND BY THIS
AGREEMENT. IF YOU DO NOT OR CANNOT AGREE TO THE TERMS CONTAINED HEREIN, THEN (A) DO NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND (B) YOU MAY CONTACT JUNIPER NETWORKS REGARDING LICENSE TERMS.

1. The Parties. The parties to this Agreement are (i) Juniper Networks, Inc. (if the Customer’s principal office is located in the Americas) or Juniper Networks
(Cayman) Limited (if the Customer’s principal office is located outside the Americas) (such applicable entity being referred to herein as “Juniper”), and (ii)
the person or organization that originally purchased from Juniper or an authorized Juniper reseller the applicable license(s) for use of the Software (“Customer”)
(collectively, the “Parties”).

2. The Software. In this Agreement, “Software” means the program modules and features of the Juniper or Juniper-supplied software, for which Customer
has paid the applicable license or support fees to Juniper or an authorized Juniper reseller, or which was embedded by Juniper in equipment which Customer
purchased from Juniper or an authorized Juniper reseller. “Software” also includes updates, upgrades and new releases of such software. “Embedded
Software” means Software which Juniper has embedded in or loaded onto the Juniper equipment and any updates, upgrades, additions or replacements
which are subsequently embedded in or loaded onto the equipment.

3. License Grant. Subject to payment of the applicable fees and the limitations and restrictions set forth herein, Juniper grants to Customer a non-exclusive
and non-transferable license, without right to sublicense, to use the Software, in executable form only, subject to the following use restrictions:

a. Customer shall use Embedded Software solely as embedded in, and for execution on, Juniper equipment originally purchased by Customer from Juniper
or an authorized Juniper reseller.

b. Customer shall use the Software on a single hardware chassis having a single processing unit, or as many chassis or processing units for which Customer
has paid the applicable license fees; provided, however, with respect to the Steel-Belted Radius or Odyssey Access Client software only, Customer shall use
such Software on a single computer containing a single physical random access memory space and containing any number of processors. Use of the
Steel-Belted Radius or IMS AAA software on multiple computers or virtual machines (e.g., Solaris zones) requires multiple licenses, regardless of whether
such computers or virtualizations are physically contained on a single chassis.

c. Product purchase documents, paper or electronic user documentation, and/or the particular licenses purchased by Customer may specify limits to
Customer’s use of the Software. Such limits may restrict use to a maximum number of seats, registered endpoints, concurrent users, sessions, calls,
connections, subscribers, clusters, nodes, realms, devices, links, ports or transactions, or require the purchase of separate licenses to use particular features,
functionalities, services, applications, operations, or capabilities, or provide throughput, performance, configuration, bandwidth, interface, processing,
temporal, or geographical limits. In addition, such limits may restrict the use of the Software to managing certain kinds of networks or require the Software
to be used only in conjunction with other specific Software. Customer’s use of the Software shall be subject to all such limitations and purchase of all applicable
licenses.

d. For any trial copy of the Software, Customer’s right to use the Software expires 30 days after download, installation or use of the Software. Customer
may operate the Software after the 30-day trial period only if Customer pays for a license to do so. Customer may not extend or create an additional trial
period by re-installing the Software after the 30-day trial period.

e. The Global Enterprise Edition of the Steel-Belted Radius software may be used by Customer only to manage access to Customer’s enterprise network.
Specifically, service provider customers are expressly prohibited from using the Global Enterprise Edition of the Steel-Belted Radius software to support any
commercial network access services.

The foregoing license is not transferable or assignable by Customer. No license is granted herein to any user who did not originally purchase the applicable
license(s) for the Software from Juniper or an authorized Juniper reseller.

4. Use Prohibitions. Notwithstanding the foregoing, the license provided herein does not permit the Customer to, and Customer agrees not to and shall
not: (a) modify, unbundle, reverse engineer, or create derivative works based on the Software; (b) make unauthorized copies of the Software (except as
necessary for backup purposes); (c) rent, sell, transfer, or grant any rights in and to any copy of the Software, in any form, to any third party; (d) remove
any proprietary notices, labels, or marks on or in any copy of the Software or any product in which the Software is embedded:; (e) distribute any copy of
the Software to any third party, including as may be embedded in Juniper equipment sold in the secondhand market; (f) use any ‘locked” or key-restricted
feature, function, service, application, operation, or capability without first purchasing the applicable license(s) and obtaining a valid key from Juniper, even
if such feature, function, service, application, operation, or capability is enabled without a key; (g) distribute any key for the Software provided by Juniper
to any third party; (h) use the Software in any manner that extends or is broader than the uses purchased by Customer from Juniper or an authorized Juniper
reseller; (i) use Embedded Software on non-Juniper equipment; (j) use Embedded Software (or make it available for use) on Juniper equipment that the
Customer did not originally purchase from Juniper or an authorized Juniper reseller; (k) disclose the results of testing or benchmarking of the Software to
any third party without the prior written consent of Juniper; or () use the Software in any manner other than as expressly provided herein.

5. Audit. Customer shall maintain accurate records as necessary to verify compliance with this Agreement. Upon request by Juniper, Customer shall furnish
such records to Juniper and certify its compliance with this Agreement.



6. Confidentiality. The Parties agree that aspects of the Software and associated documentation are the confidential property of Juniper. As such, Customer
shall exercise all reasonable commercial efforts to maintain the Software and associated documentation in confidence, which at a minimum includes
restricting access to the Software to Customer employees and contractors having a need to use the Software for Customer’s internal business purposes.

7. Ownership. Juniper and Juniper’s licensors, respectively, retain ownership of all right, title, and interest (including copyright) in and to the Software,
associated documentation, and all copies of the Software. Nothing in this Agreement constitutes a transfer or conveyance of any right, title, or interest in
the Software or associated documentation, or a sale of the Software, associated documentation, or copies of the Software.

8. Warranty, Limitation of Liability, Disclaimer of Warranty. The warranty applicable to the Software shall be as set forth in the warranty statement that
accompanies the Software (the “Warranty Statement”). Nothing in this Agreement shall give rise to any obligation to support the Software. Support services
may be purchased separately. Any such support shall be governed by a separate, written support services agreement. TO THE MAXIMUM EXTENT PERMITTED
BY LAW, JUNIPER SHALL NOT BE LIABLE FOR ANY LOST PROFITS, LOSS OF DATA, OR COSTS OR PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES,
OR FOR ANY SPECIAL, INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, THE SOFTWARE, OR ANY JUNIPER OR
JUNIPER-SUPPLIED SOFTWARE. IN NO EVENT SHALL JUNIPER BE LIABLE FOR DAMAGES ARISING FROM UNAUTHORIZED OR IMPROPER USE OF ANY
JUNIPER OR JUNIPER-SUPPLIED SOFTWARE. EXCEPT AS EXPRESSLY PROVIDED IN THE WARRANTY STATEMENT TO THE EXTENT PERMITTED BY LAW,
JUNIPER DISCLAIMS ANY AND ALL WARRANTIES IN AND TO THE SOFTWARE (WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE), INCLUDING
ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NONINFRINGEMENT. IN NO EVENT DOES JUNIPER
WARRANT THAT THE SOFTWARE, OR ANY EQUIPMENT OR NETWORK RUNNING THE SOFTWARE, WILL OPERATE WITHOUT ERROR OR INTERRUPTION,
OR WILL BE FREE OF VULNERABILITY TO INTRUSION OR ATTACK. In no event shall Juniper’s or its suppliers’ or licensors’ liability to Customer, whether
in contract, tort (including negligence), breach of warranty, or otherwise, exceed the price paid by Customer for the Software that gave rise to the claim, or
if the Software is embedded in another Juniper product, the price paid by Customer for such other product. Customer acknowledges and agrees that Juniper
has set its prices and entered into this Agreement in reliance upon the disclaimers of warranty and the limitations of liability set forth herein, that the same
reflect an allocation of risk between the Parties (including the risk that a contract remedy may fail of its essential purpose and cause consequential loss),
and that the same form an essential basis of the bargain between the Parties.

9. Termination. Any breach of this Agreement or failure by Customer to pay any applicable fees due shall result in automatic termination of the license
granted herein. Upon such termination, Customer shall destroy or return to Juniper all copies of the Software and related documentation in Customer’s
possession or control.

10. Taxes. All license fees payable under this agreement are exclusive of tax. Customer shall be responsible for paying Taxes arising from the purchase of
the license, or importation or use of the Software. If applicable, valid exemption documentation for each taxing jurisdiction shall be provided to Juniper prior
to invoicing, and Customer shall promptly notify Juniper if their exemption is revoked or modified. All payments made by Customer shall be net of any
applicable withholding tax. Customer will provide reasonable assistance to Juniper in connection with such withholding taxes by promptly: providing Juniper
with valid tax receipts and other required documentation showing Customer’s payment of any withholding taxes; completing appropriate applications that
would reduce the amount of withholding tax to be paid; and notifying and assisting Juniper in any audit or tax proceeding related to transactions hereunder.
Customer shall comply with all applicable tax laws and regulations, and Customer will promptly pay or reimburse Juniper for all costs and damages related
to any liability incurred by Juniper as a result of Customer’s non-compliance or delay with its responsibilities herein. Customer’s obligations under this
Section shall survive termination or expiration of this Agreement.

11. Export. Customer agrees to comply with all applicable export laws and restrictions and regulations of any United States and any applicable foreign
agency or authority, and not to export or re-export the Software or any direct product thereof in violation of any such restrictions, laws or regulations, or
without all necessary approvals. Customer shall be liable for any such violations. The version of the Software supplied to Customer may contain encryption
or other capabilities restricting Customer’s ability to export the Software without an export license.

12. Commercial Computer Software. The Software is “commercial computer software” and is provided with restricted rights. Use, duplication, or disclosure
by the United States government is subject to restrictions set forth in this Agreement and as provided in DFARS 227.7201 through 227.7202-4, FAR 12.212,
FAR 27.405(b)(2), FAR 52.227-19, or FAR 52.227-14(ALT IlI) as applicable.

13. Interface Information. To the extent required by applicable law, and at Customer's written request, Juniper shall provide Customer with the interface
information needed to achieve interoperability between the Software and another independently created program, on payment of applicable fee, if any.
Customer shall observe strict obligations of confidentiality with respect to such information and shall use such information in compliance with any applicable
terms and conditions upon which Juniper makes such information available.

14. Third Party Software. Any licensor of Juniper whose software is embedded in the Software and any supplier of Juniper whose products or technology
are embedded in (or services are accessed by) the Software shall be a third party beneficiary with respect to this Agreement, and such licensor or vendor
shall have the right to enforce this Agreement in its own name as if it were Juniper. In addition, certain third party software may be provided with the
Software and is subject to the accompanying license(s), if any, of its respective owner(s). To the extent portions of the Software are distributed under and
subject to open source licenses obligating Juniper to make the source code for such portions publicly available (such as the GNU General Public License
(“GPL”) or the GNU Library General Public License (“LGPL”)), Juniper will make such source code portions (including Juniper modifications, as appropriate)
available upon request for a period of up to three years from the date of distribution. Such request can be made in writing to Juniper Networks, Inc., 1194
N. Mathilda Ave., Sunnyvale, CA 94089, ATTN: General Counsel. You may obtain a copy of the GPL at http://www.gnu.org/licenses/gpl.html, and
a copy of the LGPL at http://www.gnu.org/licenses/Igpl.html.

15. Miscellaneous. This Agreement shall be governed by the laws of the State of California without reference to its conflicts of laws principles. The provisions
of the U.N. Convention for the International Sale of Goods shall not apply to this Agreement. For any disputes arising under this Agreement, the Parties

hereby consent to the personal and exclusive jurisdiction of, and venue in, the state and federal courts within Santa Clara County, California. This Agreement
constitutes the entire and sole agreement between Juniper and the Customer with respect to the Software, and supersedes all prior and contemporaneous


http://www.gnu.org/licenses/gpl.html
http://www.gnu.org/licenses/lgpl.html

agreements relating to the Software, whether oral or written (including any inconsistent terms contained in a purchase order), except that the terms of a
separate written agreement executed by an authorized Juniper representative and Customer shall govern to the extent such terms are inconsistent or conflict
with terms contained herein. No modification to this Agreement nor any waiver of any rights hereunder shall be effective unless expressly assented to in
writing by the party to be charged. If any portion of this Agreement is held invalid, the Parties agree that such invalidity shall not affect the validity of the
remainder of this Agreement. This Agreement and associated documentation has been written in the English language, and the Parties agree that the English
version will govern. (For Canada: Les parties aux présentés confirment leur volonté que cette convention de méme que tous les documents y compris tout
avis qui s'y rattaché, soient redigés en langue anglaise. (Translation: The parties confirm that this Agreement and all related documentation is and will be
in the English language)).
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About This Guide

This preface provides the following guidelines for using the JUNOS® Software
Configuration and Diagnostic Automation Guide:

m  JUNOS Documentation and Release Notes on page xxvii
m  Objectives on page xxviii

m  Audience on page xxviii

m  Supported Platforms on page xxix

m  Using the Indexes on page xxix

m  Using the Examples in This Manual on page xxix

m  Documentation Conventions on page xxx

m  Documentation Feedback on page xxxii

m  Requesting Technical Support on page xxxii

JUNOS Documentation and Release Notes

For a list of related JUNOS documentation, see
http://www.juniper.net/techpubs/software/junos/ .

If the information in the latest release notes differs from the information in the
documentation, follow the JUNOS Software Release Notes.

To obtain the most current version of all Juniper Networks® technical documentation,
see the product documentation page on the Juniper Networks website at
http://www.juniper.net/techpubs/.

Juniper Networks supports a technical book program to publish books by Juniper
Networks engineers and subject matter experts with book publishers around the
world. These books go beyond the technical documentation to explore the nuances
of network architecture, deployment, and administration using JUNOS Software and
Juniper Networks devices. In addition, the Juniper Networks Technical Library,
published in conjunction with O'Reilly Media, explores improving network security,
reliability, and availability using JUNOS configuration techniques. All the books are
for sale at technical bookstores and book outlets around the world. The current list
can be viewed at http://www.juniper.net/books .

JUNOS Documentation and Release Notes M XXVii
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JUNOS 10.0 Configuration and Diagnostic Automation Guide

Objectives

This guide provides an overview, instructions for using, and examples of JUNOS
automation and the self-diagnosis features of the JUNOS Software. JUNOS automation
scripts, which include commit scripts, operation scripts, and event scripts, are based
on Extensible Stylesheet Language Transformations (XSLT) or Stylesheet Language
Alternative Syntax (SLAX) and two application programming interfaces (APIs): the
JUNOS Extensible Markup Language (XML) API and the JUNOScript API. This guide
also explains how to use commit script macros to provide simplified aliases for
frequently used configuration statements and how to configure diagnostic event
policies and actions associated with each policy.

NOTE: For additional information about JUNOS Software—either corrections to or
information that might have been omitted from this guide—see the software release
notes at http://www.juniper.net/.

Audience

XXviii

Objectives

This guide is designed for network administrators who are configuring and monitoring
a Juniper Networks M Series, MX Series, T Series, EX Series, or ] Series router or
switch.

To use this guide, you need a broad understanding of networks in general, the Internet
in particular, networking principles, and network configuration. You must also be
familiar with one or more of the following Internet routing protocols:

m  Border Gateway Protocol (BGP)

m  Distance Vector Multicast Routing Protocol (DVMRP)

m Intermediate System-to-Intermediate System (IS-IS)

m Internet Control Message Protocol (ICMP) router discovery
m Internet Group Management Protocol (IGMP)

m  Multiprotocol Label Switching (MPLS)

m  Open Shortest Path First (OSPF)

m  Protocol-Independent Multicast (PIM)

m Resource Reservation Protocol (RSVP)

m  Routing Information Protocol (RIP)

m  Simple Network Management Protocol (SNMP)

Personnel operating the equipment must be trained and competent; must not conduct
themselves in a careless, willfully negligent, or hostile manner; and must abide by
the instructions provided by the documentation.


http://www.juniper.net/

About This Guide

Supported Platforms
For the features described in this manual, JUNOS Software currently supports the
following platforms:
m ] Series

m M Series

m MX Series
m T Series
m EX Series

Using the Indexes

This reference contains two indexes: a standard index with topic entries, and an
index of commands.

Using the Examples in This Manual

If you want to use the examples in this manual, you can use the load merge or the
load merge relative command. These commands cause the software to merge the
incoming configuration into the current candidate configuration. If the example
configuration contains the top level of the hierarchy (or multiple hierarchies), the
example is a full example. In this case, use the load merge command.

If the example configuration does not start at the top level of the hierarchy, the
example is a snippet. In this case, use the load merge relative command. These
procedures are described in the following sections.

Merging a Full Example

To merge a full example, follow these steps:

1. From the HTML or PDF version of the manual, copy a configuration example
into a text file, save the file with a name, and copy the file to a directory on your
routing platform.

For example, copy the following configuration to a file and name the file
ex-script.conf. Copy the ex-script.conf file to the /var/tmp directory on your routing
platform.

system {
scripts {
commit {
file ex-script.xsl;
1
1
}

interfaces {

Supported Platforms B XXiX
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Merging a Snippet

fxpO {
disable;
unit O {
family inet {
address 10.0.0.1/24;
}
1
}
}

Merge the contents of the file into your routing platform configuration by issuing
the load merge configuration mode command:

[edit]
user@host# load merge /var/tmp/ex-script.conf
load complete

To merge a snippet, follow these steps:

1.

From the HTML or PDF version of the manual, copy a configuration snippet into
a text file, save the file with a name, and copy the file to a directory on your
routing platform.

For example, copy the following snippet to a file and name the file
ex-script-snippet.conf. Copy the ex-script-snippet.conf file to the /var/tmp directory
on your routing platform.

commit {
file ex-script-snippet.xsl; }

Move to the hierarchy level that is relevant for this snippet by issuing the following
configuration mode command:

[edit]
user@host# edit system scripts
[edit system scripts]

Merge the contents of the file into your routing platform configuration by issuing
the load merge relative configuration mode command:

[edit system scripts]
user@host# load merge relative /var/tmp/ex-script-snippet.conf
load complete

For more information about the load command, see the JUNOS CLI User Guide.

Documentation Conventions

Table 1 on page xxxi defines notice icons used in this guide.

XXX B Documentation Conventions



Table 1: Notice Icons

About This Guide

Icon Meaning

Description

Informational note

Indicates important features or instructions.

Caution

Indicates a situation that might result in loss of data or hardware damage.

Warning

Alerts you to the risk of personal injury or death.

Laser warning

B B @

Alerts you to the risk of personal injury from a laser.

Table 2 on page xxxi defines the text and syntax conventions used in this guide.

Table 2: Text and Syntax Conventions

Convention

Description

Examples

Bold text like this

Represents text that you type.

To enter configuration mode, type the
configure command:

user@host> configure

Fixed-width text like this

Represents output that appears on the
terminal screen.

user@host> show chassis alarms
No alarms currently active

Italic text like this

Introduces important new terms.
Identifies book names.

Identifies RFC and Internet draft
titles.

m A policy term is a named structure
that defines match conditions and

actions.

m  JUNOS System Basics Configuration
Guide

m RFC 1997, BGP Communities
Attribute

Italic text like this

Represents variables (options for which
you substitute a value) in commands or
configuration statements.

Configure the machine’s domain name:

[edit]
root@# set system domain-name
domain-name

Plain text like this

Represents names of configuration
statements, commands, files, and
directories; IP addresses; configuration
hierarchy levels; or labels on routing
platform components.

m  To configure a stub area, include
the stub statement at the [edit
protocols ospf area area-id]
hierarchy level.

m  The console port is labeled
CONSOLE.

< > (angle brackets)

Enclose optional keywords or variables.

stub <default-metric metric>;

Documentation Conventions M XXXi
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Table 2: Text and Syntax Conventions (continued)

Convention

Description

Examples

| (pipe symbol)

Indicates a choice between the mutually
exclusive keywords or variables on either
side of the symbol. The set of choices is
often enclosed in parentheses for clarity.

broadcast | multicast

(stringl | string2 | string3)

# (pound sign)

Indicates a comment specified on the
same line as the configuration statement
to which it applies.

rsvp { # Required for dynamic MPLS only

[ 1 (square brackets)

Enclose a variable for which you can
substitute one or more values.

community name members [
community-ids ]

Indention and braces ( { })

Identify a level in the configuration
hierarchy.

; (semicolon)

Identifies a leaf statement at a
configuration hierarchy level.

[edit]
routing-options {
static {
route default {
nexthop address;
retain;
}
}
}

J-Web GUI Conventions

Bold text like this

Represents J-Web graphical user
interface (GUI) items you click or select.

m  Inthe Logical Interfaces box, select
All Interfaces.

m  To cancel the configuration, click
Cancel.

> (bold right angle bracket)

Separates levels in a hierarchy of J-Web
selections.

In the configuration editor hierarchy,
select Protocols > Ospf.

Documentation Feedback

We encourage you to provide feedback, comments, and suggestions so that we can
improve the documentation. You can send your comments to
techpubs-comments@juniper.net, or fill out the documentation feedback form at
https://www.juniper.net/cgi-bin/docbugreport/. If you are using e-mail, be sure to include

the following information with your comments:

m  Document or topic name

m  URL or page number

m  Software release version (if applicable)

Requesting Technical Support

Technical product support is available through the Juniper Networks Technical
Assistance Center (JTAC). If you are a customer with an active J-Care or JNASC support
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About This Guide

contract, or are covered under warranty, and need postsales technical support, you
can access our tools and resources online or open a case with JTAC.

m  JTAC policies—For a complete understanding of our JTAC procedures and policies,
review the JTAC User Guide located at
http://www.juniper.net/customers/support/downloads/710059.pdf .

m  Product warranties—For product warranty information, visit
http://www.juniper.net/support/warranty/ .

m  JTAC Hours of Operation —The JTAC centers have resources available 24 hours
a day, 7 days a week, 365 days a year.

Self-Help Online Tools and Resources

For quick and easy problem resolution, Juniper Networks has designed an online
self-service portal called the Customer Support Center (CSC) that provides you with
the following features:

m  Find CSC offerings: http://www.juniper.net/customers/support/
m  Search for known bugs: http://www2.juniper.net/kb/
m  Find product documentation: http://www.juniper.net/techpubs/

m  Find solutions and answer questions using our Knowledge Base:
http://kb.juniper.net/

m  Download the latest versions of software and review release notes:
http://www.juniper.net/customers/csc/software/

m Search technical bulletins for relevant hardware and software notifications:
https://www.juniper.net/alerts/

m Join and participate in the Juniper Networks Community Forum:;
http://www.juniper.net/company/communities/

m  Open a case online in the CSC Case Management tool: http://www.juniper.net/cm/

To verify service entitlement by product serial number, use our Serial Number
Entitlement (SNE) Tool: https://tools.juniper.net/SerialNumberEntitlementSearch/

Opening a Case with JTAC

You can open a case with JTAC on the Web or by telephone.
m  Use the Case Management tool in the CSC at http://www.juniper.net/cm/ .

m Call 1-888-314-JTAC (1-888-314-5822 toll-free in the USA, Canada, and Mexico).

For international or direct-dial options in countries without toll-free numbers, visit
us at http://www.juniper.net/support/requesting-support.html
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Chapter 1

Overview of Configuration and Diagnostic
Automation

This chapter contains a brief overview of the configuration and diagnostic automation
tools provided by the Juniper Networks JUNOS Software. These tools include commit
scripts, operation scripts, event scripts, and event policies.

This chapter discusses the following topics:

Commit Scripts Overview on page 3
Op Scripts Overview on page 4
Event Scripts Overview on page 4

Event Policies Overview on page 4

Commit Scripts Overview

A commit script enforces custom configuration rules. Each time a new candidate
configuration is committed, the script inspects the configuration. If a configuration
violates your custom rules, the script corrects the problem by doing the following
things:

Generating custom error messages
Generating custom warning messages
Generating custom system log (syslog) messages

Making changes to the configuration

For more detailed information, see “Commit Scripts Overview” on page 107.

Commit Scripts Overview ® 3
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Op Scripts Overview

An op script automates network troubleshooting and network management by doing
the following things:

m  Customizing the output of operational mode commands.

m  Ensuring your routing platform is configured to avoid or work around known
problems in the JUNOS Software.

For more detailed information, see “Op Script Programming Overview” on page 289.

Event Scripts Overview

An event script automates network troubleshooting and network management by
doing the following things:

m  Automatically diagnosing and fixing problems in your network.
m  Monitoring the overall status of a routing platform.

m  Ensuring your routing platform is configured to avoid or work around known
problems in the JUNOS Software.

m  Running automatically as part of an event policy that detects periodic error
conditions.

m  Changing your configuration in response to a problem.

For more detailed information, see “Event Script Programming Overview” on page
413.

Event Policies Overview
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Op Scripts Overview

An event policy is an if-then-else construct that defines actions to be executed by
the software on receipt of a system log message. For each policy, you can configure
multiple actions, as follows:

m  Ignore the event.
m  Upload a file to a specified destination.
m  Execute JUNOS Software operational mode commands.

m  Execute JUNOS event scripts.

For more detailed information, see “Event Notifications and Policies Overview” on
page 341.



Chapter 2
Scripts and Event Policy Configuration

Statements

This chapter shows the complete configuration statement hierarchy for scripts and
for event policy, listing all possible configuration statements and showing their level
in the configuration hierarchy. When you are configuring the JUNOS Software, your
current hierarchy level is shown in the banner on the line preceding the user@host#
prompt.

This chapter is organized as follows:

m  Any Hierarchy Level on page 5

m [edit event-options] Hierarchy Level on page 6

m [edit system scripts] Hierarchy Level on page 8

Any Hierarchy Level

The following statement can be added at any level of the configuration:

apply-macro apply-macro-name {
parameter-name parameter-value;

}

Any Hierarchy Level B 5
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[edit event-options] Hierarchy Level

The following statements can be included at the [edit event-options] hierarchy level:

[edit event-options]
destinations {
destination-name {
archive-sites {
url <password password>;
}
transfer-delay seconds;
}
}
event-scripts {
file filename {
refresh;
refresh-from url;
remote-execution {
remote-hostname {
passphrase user-password;
username user-login;
1
}
source url;
}
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;
}
!
generate-event event-name {
time-interval seconds;
time-of-day hh:mm:ss;
!
policy policy-name {
attributes-match {
eventl.attribute-name equals event2.attribute-name;
event.attribute-name matches regular-expression;
eventl.attribute-name starts-with event2.attribute-name;
}
events [ events |;
within seconds {
events [ events |;
not events [ events |;
trigger (on | after | until) event-count;
}
then {
event-script filename {
arguments {
argument-name argument-value;

}

6 W [edit event-options] Hierarchy Level
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output-filename filename;
destination destination-name;
}
execute-commands {
commands {
"command";
1
output-filename filename;
output-format (text | xml);
destination destination-name;
1
ignore;
raise-trap;
upload filename (filename | committed) destination destination-name {
retry-count number retry-interval seconds;
transfer-delay seconds;
user-name username;
1
}
1
traceoptions {
file filename <files number> <size size> <world-readable | no-world-readable>;
flag flag;
!

[edit event-options] Hierarchy Level W 7
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[edit system scripts] Hierarchy Level

The following statements can be configured at the [edit system] hierarchy level. This is
not a comprehensive list of statements available at the [edit system] hierarchy level.

For more information about system configuration, see the JUNOS System Basics
Configuration Guide.

[edit system]
scripts {
commit {
allow-transients;
direct-access;
file filename {
optional;
refresh;
refresh-from url;
source url;
}
refresh;
refresh-from url;
traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;
}
}
op {
file filename {
arguments {
argument-name {
description descriptive-text;
}
1

command filename-alias;
description descriptive-text;
refresh;
refresh-from url;
source url;

1

refresh;

refresh-from url;

source url;

traceoptions {
file <filename> <files number> <size size> <world-readable | no-world-readable>;
flag flag;
no-remote-trace;

1

}
1

8 W [edit system scripts] Hierarchy Level



Chapter 3

Introduction to the JUNOS XML and
JUNOScript APIs

This chapter discusses the following topics:

m  JUNOScript APl and JUNOS XML API Overview on page 9

m XML Overview on page 10

m  Advantages of Using the JUNOScript and JUNOS XML APIs on page 11

m  Overview of a JUNOScript Session on page 12

JUNOScript API and JUNOS XML API Overview

The JUNOScript API (application programming interface) is an Extensible Markup
Language (XML) application that client applications use to request and change
configuration information on routing platforms that run the JUNOS Software. The
operations defined in the API are equivalent to configuration mode commands in
the JUNOS command-line interface (CLI). Applications use the API to display, edit, and
commit configuration statements (among other operations), just as administrators
use CLI configuration mode commands such as show, set, and commit to perform
those operations.

The JUNOS XML API is an XML representation of JUNOS configuration statements
and operational mode commands. JUNOS XML configuration tag elements are the
content to which the operations in the JUNOScript API apply. JUNOS XML operational
tag elements are equivalent in function to operational mode commands in the CLI,
which administrators use to retrieve status information for a routing platform. The
JUNOS XML API also includes tag elements that are the counterpart to JUNOS
configuration statements.

Client applications request or change information on a routing platform by encoding
the request with tag elements from the JUNOScript and JUNOS XML APIs and sending
it to the JUNOScript server on the routing platform. (The JUNOScript server is
integrated into the JUNOS Software and does not appear as a separate entry in process
listings.) The JUNOScript server directs the request to the appropriate software
modules within the routing platform, encodes the response in JUNOScript and JUNOS
XML tag elements, and returns the result to the client application. For example, to
request information about the status of a routing platform’s interfaces, a client
application sends the <get-interface-information> tag element from the JUNOS XML
API. The JUNOScript server gathers the information from the interface process and
returns it in the <interface-information> tag element.

JUNOScript APl and JUNOS XML API Overview ® 9
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XML Overview

This manual explains how to use the JUNOScript and JUNOS XML APIs to configure
Juniper Networks routing platforms or request information about configuration or
operation. The main focus is on writing client applications to interact with the
JUNOScript server, but you can also use the JUNOScript API to build custom end-user
interfaces for configuration and information retrieval and display, such as a Web
browser-based interface.

XML is a language for defining a set of markers, called tags, that are applied to a data
set or document to describe the function of individual elements and codify the
hierarchical relationships between them. Tags look much like Hypertext Markup
Language (HTML) tags, but XML is actually a metalanguage used to define tags that
best suit the kind of data being marked.

For more details about XML, see A Technical Introduction to XML at
http://www.xml.com/pub/a/98/10/guide0.html and the additional reference material at
the http://www.xml.com site. The official XML specification from the World Wide Web
Consortium (W3C), Extensible Markup Language (XML) 1.0, is available at
http://www.w3.org/TR/REC-xml.

The following sections discuss XML and JUNOScript tag elements:
m XML and JUNOScript Tag Elements on page 10

m  Document Type Definition on page 11

XML and JUNOScript Tag Elements
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XML Overview

I[tems in an XML-compliant document or data set are always enclosed in paired
opening and closing tags. XML is stricter in this respect than HTML, which sometimes
uses only opening tags. The following examples show paired opening and closing
tags enclosing a value:

<interface-state>enabled</interface-state>
<input-bytes>25378</input-bytes>

The term tag element refers to a three-part set: opening tag, contents, and closing
tag. The content can be an alphanumeric character string as in the preceding
examples, or can itself be a container tag element, which contains other tag elements.
For simplicity, the term fag is often used interchangeably with tag element or element.

If a tag element is empty—has no contents—it can be represented either as paired

opening and closing tags with nothing between them, or as a single tag with a forward
slash after the tag name. For example, the notation <snmp-trap-flag/> is equivalent
to <snmp-trap-flag></snmp-trap-flag>.

As the preceding examples show, angle brackets enclose the name of a JUNOScript
or JUNOS XML tag element in its opening and closing tags. This is an XML convention,
and the brackets are a required part of the complete tag element name. They are
not to be confused with the angle brackets used in Juniper Networks documentation
to indicate optional parts of CLI command strings.
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JUNOScript and JUNOS XML tag elements obey the XML convention that the tag
element name indicates the kind of information enclosed by the tag element. For
example, the name of the JUNOS XML <interface-state> tag element indicates that
it contains a description of the current status of an interface on the routing platform,
whereas the name of the <input-bytes> tag element indicates that its contents specify
the number of bytes received.

When discussing tag elements in text, this manual conventionally uses just the name
of the opening tag to represent the complete tag element (opening tag, contents,
and closing tag). For example, it usually refers to the <inputbytes> tag element instead
of the <input-bytes>number-of-bytes</input-bytes> tag element.

Document Type Definition

An XML-tagged document or data set is structured, because a set of rules specifies
the ordering and interrelationships of the items in it. The rules define the contexts
in which each tagged item can—and in some cases must—occur. A file called a
document type definition, or DTD, lists every tag element that can appear in the
document or data set, defines the parent-child relationships between the tags, and
specifies other tag characteristics. The same DTD can apply to many XML documents
or data sets.

Advantages of Using the JUNOScript and JUNOS XML APIs

The JUNOScript and JUNOS XML APIs are programmatic interfaces. They fully
document all options for every supported JUNOS operational request and all elements
in every JUNOS configuration statement. The tag names clearly indicate the function
of an element in an operational request or configuration statement.

The combination of meaningful tag names and the structural rules in a DTD makes
it easy to understand the content and structure of an XML-tagged data set or
document. JUNOScript and JUNOS XML tag elements make it straightforward for
client applications that request information from a routing platform to parse the
output and find specific information.

The following example illustrates how the APIs make it easier to parse routing platform
output and extract the needed information. It compares formatted ASCII and
XML-tagged versions of output from a routing platform. The formatted ASCII follows:

Physical interface: fxpO, Enabled, Physical link is Up
Interface index: 4, SNMP ifIndex: 3

This is the XML-tagged version:

<interface>
<name>fxpO</name>
<admin-status>enabled</admin-status>
<operational-status>up</operational-status>
<index>4</index>
<snmp-index>3</snmp-index>

</interface>

Advantages of Using the JUNOScript and JUNOS XML APIs m 11
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When a client application needs to extract a specific value from formatted ASCII
output, it must rely on the value’s location, expressed either absolutely or with respect
to labels or values in adjacent fields. Suppose that the client application wants to
extract the interface index. It can use a regular-expression matching utility to locate
specific strings, but one difficulty is that the number of digits in the interface index
is not necessarily predictable. The client application cannot simply read a certain
number of characters after the Interface index: label, but must instead extract
everything between the label and the subsequent label, which is

, SNMP iflndex

A problem arises if the format or ordering of output changes in a later version of the
JUNOS Software, for example, if a Logical index field is added following the interface
index number:

Physical interface: fxpO, Enabled, Physical link is Up
Interface index: 4, Logical index: 12, SNMP ifIndex: 3

An application that extracts the interface index number delimited by the
Interface index: and SNMP ifindex labels now obtains an incorrect result. The
application must be updated manually to search for the following label instead:

, Logical index

In contrast, the structured nature of XML-tagged output enables a client application
to retrieve the interface index by extracting everything within the opening <index>
tag and closing </index> tag. The application does not have to rely on an element’s
position in the output string, so the JUNOScript server can emit the child tag elements
in any order within the <interface> tag element. Adding a new <logical-index> tag
element in a future release does not affect an application’s ability to locate the <index>
tag element and extract its contents.

Tagged output is also easier to transform into different display formats. For instance,
you might want to display different amounts of detail about a given routing platform
component at different times. When a routing platform returns formatted ASCII
output, you have to design and write special routines and data structures in your
display program to extract and store the information needed for a given detail level.
In contrast, the inherent structure of XML output is an ideal basis for a display
program’s own structures. It is also easy to use the same extraction routine for several
levels of detail, simply ignoring the tag elements you do not need when creating a
less detailed display.

Overview of a JUNOScript Session
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Communication between the JUNOScript server and a client application is session
based. The two parties explicitly establish a connection before exchanging data and
close the connection when they are finished. Each request from the client application
and each response from the JUNOScript server constitutes a well-formed XML
document, because the tag streams obey the structural rules defined in the JUNOScript
and JUNOS XML DTDs for the kind of information they encode. Client applications
must produce a well-formed XML document for each request by emitting tag elements
in the required order and only in the legal contexts.

The following list outlines the basic structure of a JUNOScript session. For more
specific information, see the JUNOScript API Guide.

Overview of a JUNOScript Session



Chapter 3: Introduction to the JUNOS XML and JUNOScript APIs

The client application establishes a connection to the JUNOScript server and
opens the JUNOScript session.

The JUNOScript server and client application exchange initialization information,
used to determine if they are using compatible versions of the JUNOS Software
and the JUNOScript API.

The client application sends one or more requests to the JUNOScript server and
parses its responses.

The client application closes the JUNOScript session and the connection to the
JUNOScript server.

Overview of a JUNOScript Session m 13
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Chapter 4

Understanding XSLT

XSLT Overview

This chapter discusses the following topics:

m  XSLT Overview on page 15

m  XPath Overview on page 17

m  XSLT Templates Overview on page 18

m  XSLT Parameter Passing Overview on page 20

m  XSLT Variables Overview on page 21

m  XSLT Programming Instructions Overview on page 22
m  XSLT Recursion Overview on page 25

m  XSLT Context (Dot) Overview on page 25

Commit scripts, op scripts, and event scripts can be written in the Extensible
Stylesheet Language Transformations (XSLT), which is a standard for processing
Extensible Markup Language (XML) data developed by the World Wide Web
Consortium (W3C) and accessible at http://www.w3c.org/TR/xslt.

XSLT is a natural match for the JUNOS Software, with its native XML capabilities.
XSLT performs XML-to-XML transformations, turning one XML hierarchy into another.
XSLT offers a great degree of freedom and power in the way in which it transforms
the input XML, allowing everything from making minor changes to the existing
hierarchy (such as pruning or adding) to building a completely new document
hierarchy.

Because XSLT was created to allow generic XML-to-XML transformations, it is a
natural choice for both inspecting configuration syntax (which the JUNOS Software
can easily express in XML) and for generating errors and warnings (which the JUNOS
Software communicates internally as XML). XSLT includes powerful mechanisms for
finding configuration statements that match specific criteria. XSLT can then generate
appropriate XML from these configuration statements to instruct the JUNOS
user-interface (Ul) components to perform the desired behavior. The JUNOScript
application programming interface (API) defines XML elements for error, warning,
and system log (syslog) messages.

Although XSLT provides a powerful scripting ability, its focus is specific and limited.

It does not make the JUNOS Software vulnerable to arbitrary or malicious
programmers. XSLT restricts programmers from performing haphazard operations,

XSLT Overview W 15
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XSLT Overview

such as opening random Transmission Control Protocol (TCP) ports, forking numerous
processes, or sending e-mail. The only action available in XSLT is to generate XML,
and the XML is interpreted by the Ul according to fixed semantics. An XSLT script
can output only XML data, which is directly processed by the Ul infrastructure to
allow only the specific abilities listed above—generating error, warning, and system
log messages, and persistent and transient configuration changes. This means that
the impact of commit scripts, op scripts, and event scripts on the routing platform
is well-defined and can be viewed inside the command-line interface (CLI), using
commands added for that purpose.

This chapter contains some overview material, intended as a brief introduction to
XSLT. This chapter is not a comprehensive user guide for XSLT or XML Path Language
(XPath). If you are already knowledgeable about XSLT, you can skip this chapter.

XSLT is a language for transforming one XML document into another XML document.
The basic model is that an XSLT engine (or processor) reads a script (or style sheet)
and an XML document. The XSLT engine uses the instructions in the script to process
the XML document by traversing the document’s hierarchy. The script indicates what
portion of the tree should be traversed, how it should be inspected, and what XML
should be generated at each point. For commit scripts, op scripts, and event scripts,
the XSLT engine is a function of the JUNOS management process (mgd).

Figure 1 on page 16 shows the flow of an XSLT script through the XSLT engine.

Figure 1: Flow of XSLT Script Through the XSLT Engine
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configuration configuration
input document output document
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XSLT has seven basic concepts, summarized in Table 3 on page 16.

Table 3: XSLT Concepts

XSLT Concepts Description

XPath Expression syntax for specifying a node in the input document

Templates Mechanism for mapping input hierarchies to instructions that
handle them

Parameters Mechanism for passing arguments to templates

Variables Mechanism for defining read-only references to nodes

Programming instructions ~ Mechanism for defining logic in XSLT

Recursion Mechanism by which templates call themselves to facilitate looping

Context (Dot) Node currently being inspected in the input document
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Chapter 4: Understanding XSLT

XSLT uses the XPath standard to specify and locate elements in the input document’s
XML hierarchy. XPath’s powerful expression syntax enables you to define complex
criteria for selecting portions of the XML input document.

XPath views every piece of the document hierarchy as a node. For commit scripts,
op scripts, and event scripts, the important types of nodes are element nodes, text
nodes, and attribute nodes. Consider the following XML tags:

<system>
<host-name>my-router</host-name>
<accounting inactive="inactive">
</system>

These XML tag elements show examples of the following types of XPath nodes:
m  <host-name>my-router</host-name>—Element node
m  my-router—Text node

m  inactive="inactive"—Attribute node

Nodes are viewed as being arranged in certain axes. The ancestor axis points from
a node up through its series of parent nodes. The child axis points through the list of
an element node’s direct child nodes. The attribute axis points through the list of an
element node’s set of attributes. The following-sibling axis points through the nodes
that follow a node but are under the same parent. The descendant axis contains all
the descendents of a node. There are numerous other axes that are not listed here.

Each XPath expression is evaluated from a particular node, which is referred to as

the context node (or simply context). The context node is the node at which the XSLT
processor is currently looking. XSLT changes the context as the document’s hierarchy
is traversed, and XPath expressions are evaluated from that particular context node.

NOTE: In JUNOS commit scripts, the context node concept corresponds to JUNOS
Software hierarchy levels. For example, the /configuration/system/domain-name
XPath expression sets the context node to the [edit system domain-name] hierarchy
level.

We recommend including the <xsl:template match="configuration"> template in all
commit scripts. This element allows you to exclude the /configuration/ root element
from all XPath expressions in programming instructions (such as <xsl:for-each> or
<xsl:if>) in the script, thus allowing you to begin XPath expressions at a JUNOS
hierarchy level (for example, system/domain-name). For more information, see
“Required Boilerplate for Commit Scripts” on page 115.

An XPath expression contains two types of syntax, a path syntax and a predicate
syntax. Path syntax specifies which nodes to inspect in terms of their path locations
on one of the axes in the document’s hierarchy from the current context node.
Following are several examples of path syntax:
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m  accounting-options—Selects an element node named accounting-options that is a
child of the current context.

m  server/name—Selects an element node named name that is a child of an element
named server that is a child of the current context.

m  /configuration/system/domain-name—Selects an element node named
domain-name that is the child of an element named system that is the child of
the root element of the document (configuration).

m  parent::system/host-name—Selects an element node named host-name that is
the child of an element named system that is the parent of the current context
node. The parent:: axis can be abbreviated as two periods (..).

The predicate syntax allows you to perform tests at each node selected by the path
syntax. Only nodes that pass the test are included in the result set. A predicate
appears inside square brackets ([ ]) after a path node. Following are several examples
of predicate syntax:

m  server[name ='10.1.1.1']—Selects an element named server that is a child of the
current context and has a child element named name whose value is 10.1.1.1.

m  *[@inactive]—Selects any node (* matches any node) that is a child of the current
context and that has an attribute (@ selects nodes from the attribute axis) named
inactive.

m  route[starts-with(next-hop, '10.10.")]—Selects an element named route that is a
child of the current context and that has a child element named next-hop whose
value starts with the string 10.10..

The starts-with function is one of many functions that are built into XPath. XPath
also supports relational tests, equality tests, and many more features not listed
here.

XPath supports standard logical operators, such as AND and | (or); comparison
operators, such as =, I=, <, and >; and numerical operators, such as +, -, and *.

In XSLT, you always have to represent the less-than (<) operator as &lIt; and the
less-than-or-equal-to (<=) operator as &lt;= because XSLT scripts are XML documents,
and less-than signs must always be represented this way in XML.

For more information about XPath functions and operators, see “Summary of XPath
and XSLT Constructs” on page 59. We also recommend consulting a comprehensive
XPath reference guide. XPath is fully described in the W3C specification at
http://w3c.org/TR/xpath.

XSLT Templates Overview
An XSLT script consists of one or more sets of rules called templates. Each template

contains rules to apply when a specified node is matched. You use the <xsl:template>
element to build templates.

18 MW XSLT Templates Overview



Unnamed Templates

Named Templates

Chapter 4: Understanding XSLT

There are two types of templates, named and unnamed, and they are described in
the following sections.

m  Unnamed Templates on page 19

m  Named Templates on page 19

Unnamed templates include a match attribute that contains an XPath expression to
specify the criteria for nodes upon which the template should be invoked. In the
following example, the template applies to the element named route that is a child
of the current context and that has a child element named next-hop whose value
starts with the string 10.10..

<<xsl:template> match="route[starts-with(next-hop, '10.10.")]">
<l-- ... body of the template goes here ... - ->
</xsl:template>

By default, when XSLT processes a document, it recursively traverses the entire
document hierarchy, inspecting each node, looking for a template that matches the
current node. When a matching template is found, the contents of that template are
evaluated.

The <xsl:apply-templates> element can be used inside an unnamed template to limit
and control XSLT’s default, hierarchical traversal of nodes. The select attribute can
contain any XPath expression. If the <xsl:apply-templates> element has a select
attribute, only nodes matching the XPath expression defined by the attribute are
traversed. If the select attribute matches no nodes, nothing is traversed and nothing
happens. Without a select attribute, all children of the context node are traversed.

In the following example, the template rule matches the <route> element in the XML
hierarchy. All the nodes containing a changed attribute are processed. All <route>
elements containing a changed attribute are replaced with a <new> element.

<<xsl:template> match="route">
<new>
<xsl:apply-templates select="*[@changed]"/>
</new>
</xsl:template>

Using unnamed templates allows the script to ignore where in the XML hierarchy a
tag appears. For example, if you want to convert all <author> tags into <div
class="author"> tags, using templates enables you to write a single rule that converts
all <author> tags, regardless of their location in the input XML document.

For more information about how unnamed templates are used in commit scripts,
see “ < xsl:template match="/"> Template” on page 55.

Named templates operate like functions in traditional programming languages,
although with a verbose syntax. When markup grows complex, and when it appears
in several different places in a style sheet, you can turn it into a named template.
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Named templates resemble variables. However, they enable you to include data from
the place where the template is applied, rather than merely inserting fixed text.

Parameters can be passed into named templates, and the parameters can be declared
with default values. The following sample template named my-template defines three
parameters, one of which defaults to the string false, and one of which defaults to
the contents of the element node named name that is a child of the current context
node. If the template is called without values for these parameters, the default values
are used. As with unnamed templates, the select attribute can contain any XPath
expression. If no select attribute is given for a parameter, it defaults to an empty
value.

<<xsl:template> name="my-template">
<<xsl:param> name="a"/>
<<xsl:param> name="b" select=""'false'"/>
<<xsl:param> name="c" select="name"/>
<!-- ... body of the template goes here ... - ->
</xsl:template>

To invoke a named template, you must use the <xsl:call-template> element. It has a
required name parameter that names the template it calls. When processed, the
<xsl:calltemplate> element is replaced by the contents of the <xsl:template> element
it names. In the following example, the template my-template is called with the
parameter ¢ containing the contents of the element node named other-name that is
a child of the current context node.

<<xsl:call-template> name="my-template">
<<xsl:with-param> name="c" select="other-name"/>
</xsl:call-template>

For an example showing how to use named templates in a commit script, see
“Example: Requiring and Restricting Configuration Statements” on page 183.

XSLT Parameter Passing Overview

20 m

Parameters can be passed to either named or unnamed templates using the
<xsl:with-param> element. Inside the template, parameters must be declared and can
then be referenced by prefixing their name with the dollar sign ($).

The following template matches on /, the root of the XML document. It then generates
an element named <outside>, which is added to the output document, and instructs
the JUNOS management process (mgd) to recursively apply templates to the
configuration/system subtree. A parameter called host is passed to any templates
that are processed.

<<xsl:template> match="/">
<outside>
<<xsl:apply-templates> select="configuration/system">
<<xsl:with-param> name="host"
select="configuration/system/host-name" />
</xsl:apply-templates>
</outside>
</xsl:template>

XSLT Parameter Passing Overview
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The following template matches the <system> element, which is the top of the subtree
selected in the previous example. The host parameter is declared with no default
value. An <inside> element is generated, which contains the value of the host
parameter.

<<xsl:template> match="system">
<<xsl:param> name="host"/>
<inside>
<<xsl:value-of> select="$host"/>
</inside>
</xsl:template>

To declare a default value for a parameter, include the select attribute and specify
the desired default. If the template is invoked without the parameter, the XPath
expression is evaluated and the results are assigned to the parameter.

The second template declares two parameters: $dot, which defaults to the current
node, and $changed, which defaults to the changed attribute of the node $dot.

<<xsl:template> name="report-changed">
<<xsl:param> name="dot" select="."/>
<<xsl:param> name="changed" select="$dot/@changed"/>
<l--..-->

</xsl:template>

The next stanza calls the <report-changed> template and defines a source for the
changed attribute other than the default source selected in the <report-changed>
template.

<<xsl:template> match="system">
<<xsl:call-template> name="report-changed">
<<xsl:with-param> name="changed" select="../@changed"/>
</xsl:call-template>
</xsl:template>

Likewise, the template call can include the dot parameter and define a source other
than the default current node, as shown here:

<<xsl:template> match="system">
<<xsl:call-template> name="report-changed">
<<xsl:with-param> name="dot" select="../../>
</xsl:call-template>
</xsl:template>

XSLT Variables Overview

You can define both local and global variables in XSLT. Variables are global if they
are children of the <xsl:stylesheet> element. Otherwise, they are local. You can set
the value of a variable only when you declare the variable by using the <xsl:variable>
element. After that point, the value is fixed. The name attribute specifies the name
of the variable. After declaring the variable, you can refer to it within an XPath
expression using this name, prefixed with the $ character.
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The following example declares the message variable. The message variable includes
text and parameter values. The script generates a system log message by referring
to the value of the message variable. The resulting system log message is as follows:

Device device-name was changed on date by user 'user.'
<<xsl:template> name="emit-syslog" >
<<xsl:param> name="user"/>
<<xsl:param> name="date"/>
<<xsl:param> name="device"/>
<<xsl:variable> name="message">
<<xsl:text>>Device </xsl:text>
<<xsl:value-of> select="$device"/>
<<xsl:text>> was changed on </xsl:text>
<<xsl:value-of> select="$date"/>
<<xsl:text>> by user '</xsl:text>
<<xsl:value-of> select="$user"/>
<<xsl:text>>.'</xsl:text>
</xsl:variable>
<syslog>
<message>
<<xsl:value-of> select="$message" />
</message>
</syslog>
</xsl:template>

Table 4 on page 22 provides examples of XSLT variable declarations along with
pseudocode explanations.

Table 4: Examples and Pseudocode for XSLT Variable Declaration

Variable Declaration Pseudocode Explanation

<<xsl:variable> name="mpls" select="protocols/mpls"/> Assigns the [edit protocols mpls] hierarchy level to
the variable named $mpls.

<xsl:variable> name="color" select="data[name = 'color']/value"/> Assigns the value of the color macro parameter to a
variable named $color. The <data> element in the
XPath expression is useful in commit script macros.
For more information, see “Creating a Macro to
Read the Custom Syntax and Generate Related
Configuration Statements” on page 159.

XSLT Programming Instructions Overview

XSLT has a number of traditional programming instructions. Their form tends to be
verbose, because their syntax is built from XML elements. For summaries of all XSLT
programming instructions used in this guide, see “Summary of XPath and XSLT
Constructs” on page 59.

The XSLT programming instructions most commonly used in commit, op, and event
scripts are described in the following sections:
m  <xsl:ichoose> Programming Instruction on page 23

m  <xslfor-each > Programming Instruction on page 23
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m  <xslif > Programming Instruction on page 23

m  Sample XSLT Programming Instructions and Pseudocode on page 24

<xsl:choose> Programming Instruction

The <xsl:choose> instruction is a conditional construct that causes different
instructions to be processed in different circumstances. The <xsl:choose> instruction
contains one or more <xsl:when> elements, each of which tests an XPath expression.
If the test evaluates as true, the XSLT processor executes the instructions in the
<xsl:when> element. After the XSLT processor finds an XPath expression in an
<xsl:when> element that evaluates as true, the XSLT processor ignores all subsequent
<xsl:when> elements contained in the <xsl:choose> instruction, even if their XPath
expressions evaluate as true. In other words, the XSLT processor processes only the
instructions contained in the first <xsl:when> element whose test attribute evaluates
as true. If none of the <xsl:when> elements’ test attributes evaluate as true, the
content of the <xsl:otherwise> element, if there is one, is processed.

The <xsl:choose> instruction is similar to a switch statement in other programming
languages, but the test expression can vary among <xsl:when> elements. The
<xsl:when> element is the “case” of the switch statement. Any number of <xsl:when>
elements can appear. The <xsl:otherwise> element is the “default” of the switch
statement.

<<xsl:choose>>
<<xsl:when> test="xpath-expression">

</xsl:when>
<<xsl:.when> test="another-xpath-expression">

</xsl:when>
<<xsl:otherwise>>

</xsl:otherwise>
</xsl:choose>

<xsl:for-each> Programming Instruction

An <xsl:for-each> programming instruction tells the XSLT processor to gather together
a set of nodes and process them one by one. The nodes are selected by the XPath
expression specified by the select attribute. Each of the nodes is then processed
according to the instructions held in the <xsl:for-each> construct. Code inside an
<xsl:for-each> instruction is evaluated recursively for each node that matches the
XPath expression. The context is moved to the node during each pass.

<<xsl:for-each> select="xpath-expression">
</xsl:for-each>
<xsl:if> Programming Instruction

An <xsl:if> programming instruction is a conditional construct that causes instructions
to be processed if the XPath expression held in the test attribute evaluates to true.

<<xsl:if> test="xpath-expression">
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</xsl:if>

Sample XSLT Programming Instructions and Pseudocode

Table 5 on page 24 presents examples that use several XSLT programming
instructions along with pseudocode explanations.

Table 5: Examples and Pseudocode for XSLT Programming Instructions

Programming Instruction

Pseudocode Explanation

<<xsl:choose>>
<<xsl:when> test="system/host-name">
<change>
<system>
<host-name>M320</host-name>
</system>
</change>
</xsl:when>
<<xsl:otherwise>>
<xnm:error>
<message>Missing [edit system host-name]
M320.</message>
</xnm:error>
</xsl:otherwise>
</xsl:choose>

When the host-name statement is included at the
[edit system] hierarchy level, change the hostname
to M320.

Otherwise, issue the warning message:
Missing [edit system host-name] M320.

<<xsl:for-each> select="interfaces/interface[starts-with(name,

'ge-")]/unit">

For each Gigabit Ethernet interface configured at
the [edit interfaces ge-fpc/pic/port unit
logical-unit-number] hierarchy level.

<<xsl:for-each> select="data[not(value)]/name">

Select any macro parameter that does not contain
a parameter value.

In other words, match all apply-macro statements of
the following form:

apply-macro apply-macro-name {
parameter-name;

}

And ignore all apply-macro statements of the form:

apply-macro apply-macro-name {
parameter-name parameter-value;

}

<<xsl:if> test="not(system/host-name)" >

If the host-name statement is not included at the
[edit system] hierarchy level.

<<xsl:if> test="apply-macro[name = 'no-igp']

If the apply-macro statement named no-igp is included
at the current hierarchy level.

<<xsl:if> test="not(../apply-macro[name = 'no-ldp'])

If the apply-macro statement with the name no-ldp is
not included two hierarchy levels above the current
hierarchy level.
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XSLT Recursion Overview

XSLT depends on recursion as a looping mechanism. Recursion occurs when a section
of code calls itself, either directly or indirectly. Both named and unnamed templates
can use recursion, and different templates can use mutual recursion, one calling
another that in turn calls the first.

To avoid infinite recursion and excessive consumption of system resources, the
JUNOS management process (mgd) limits the maximum recursion to 5000 levels. If
this limit is reached, the script fails.

In the following example, an unnamed template matches on a <count> element. It
then calls the <countto-max> template, passing the value of that element as max. The
<countto-max> template starts by declaring both the max and cur parameters and
setting the default value of each to 1 (one). Then the current value of $cur is emitted
in an <out> element. Finally, if $cur is less than $max, the <count-to-max> template
recursively invokes itself, passing $cur + 1 as cur. This recursive pass then outputs
the next number and repeats the recursion until $cur equals $max.

<xsl:template match="count">
<xsl:call-template name="count-to-max">
<xsl:with-param name="max" select="count"/>
</xsl:call-template>
</xsl:template>

<xsl:template hame="count-to-max">
<xsl:param name="cur" select=""1""/>
<xsl:param name="max" select=""'1""/>

<out><xsl:value-of select="$cur"/></out>

<xsl:if test="$cur &lt; $max">
<xsl:calltemplate name="count">
<xsl:with-param name="cur" select="$cur + 1"/>
<xsl:with-param name="max" select="$max"/>
</xsl:call-template>
</xsl:if>
</xsl:template>

Given a max value of 10, the values contained in the <out> tag are 1, 2, 3, 4, 5, 6,
7,8,9, and 10.

XSLT Context (Dot) Overview

The current context node changes as an <xsl:apply-templates> instruction traverses
the document hierarchy and as an <xsl:for-each> instruction examines each node
that matches an XPath expression. All relative node references are relative to the

current context node. This node is abbreviated “ .” (read: dot) and can be referred
to in XPath expressions, allowing explicit references to the current node.
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The following example contains four uses for “.” . The system node is saved in the
system variable for use inside the <xsl:for-each> instruction, where the value of “.”
will have changed. The for-each select expression uses “.” to mean the value of the
name element. The “.” is then used to pull the value of the name element into the
<tag> element. The <xsl:if> test then uses “.” to reference the value of the current
context node.

<xsl:template match="system">
<xsl:variable name="system" select="."/>
<xsl:for-each select="name-server/name[starts-with(., '10.")]">
<tag><xsl:value-of select="."/></tag>

<xsl:if test=". ='10.1.1.1"">
<match>
<xsl:value-of select="$system/host-name"/>
</match>
</xsl:if>

</xsl:for-each>
</xsl:template>

XSLT Context (Dot) Overview
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Understanding SLAX

SLAX Overview

This chapter discusses the following topics:

m  SLAX Overview on page 27

m  How SLAX Works on page 28

m  Converting Scripts Between SLAX and XSLT on page 29
m  SLAX Statements Overview on page 29

m SLAX Elements Overview on page 32

m  XPATH Expressions Overview for SLAX on page 32

m SLAX Variables and Parameters Overview on page 33
m  SLAX Element Attributes Overview on page 33

m  Template Matching Overview for SLAX on page 34

m  SLAX Parameter Passing Overview on page 35

m  Named Templates Overview for SLAX on page 35

m  SLAX Comments Overview on page 36

m  XSLT Elements Without SLAX Equivalents on page 37

Stylesheet Language Alternative Syntax (SLAX) is a language for writing JUNOS commit
scripts, op scripts, and event scripts. It is an alternative to Extensible Stylesheet
Language Transformations (XSLT). SLAX has a distinct syntax, but the same semantics
as XSLT.

XSLT is a powerful and effective tool for handling Extensible Markup Language (XML)
that works well for machine-to-machine communication, but its XML-based syntax
is inconvenient for the development of complex programs.

SLAX has a simple syntax that follows the style of C and PERL. It provides a practical
and succinct way to code, thus allowing you to create readable, maintainable commit,
op, and event scripts. SLAX removes programming instructions and XPath expressions
from XML elements. XML angle brackets and quotation marks are replaced by

parentheses and curly brackets ({ }), which are the familiar delimiters of C and PERL.

The benefits of SLAX are particularly strong for programmers who are not already
accustomed to XSLT, because SLAX allows them to concentrate on the new
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How SLAX Works

28 ®m How SLAX Works

programming topics introduced by XSLT, rather than concentrating on learning a
new syntax. For example, SLAX allows you to:

m  Uself, else if, and else statements instead of <xsl:choose> and <xsl:if> elements
m  Put test expressions in parentheses (( ))

m  Use the double equal sign (==) to test equality instead of the single equal sign
=)
m  Use curly braces to show containment instead of closing tags

m  Perform concatenation using the underscore () operator, as in PERL, version 6

= Write text strings using simple quotation marks (" ") instead of the <xsl:text>

element
m Define named templates with a syntax resembling a function definition
m [nvoke named templates with a syntax resembling a function call
m  Simplify namespace declarations
m  Reduce the clutter in your scripts

m  Write more readable scripts

For examples of commit and op scripts written in SLAX, see “Commit Script
Examples” on page 183 and “Op Script Examples” on page 311.

SLAX does not affect the expressiveness of XSLT; it only makes XSLT easier to use.
The underlying SLAX constructs are completely native to XSLT. SLAX adds nothing
to the XSLT engine. The SLAX parser parses an input document and builds an XML
tree identical to the one produced when the XML parser reads an XSLT document.

SLAX functions as a preprocessor for XSLT. The JUNOS Software internally translates
SLAX programming instructions (such as if, then, and else statements) into the
equivalent XSLT instructions (such as <xsl:choose> and <xsl:if> elements). After this
translation, the XSLT transformation engine—which, for the JUNOS Software, is the
JUNOS management (mgd) process—is invoked.

Figure 2 on page 28 shows the flow of SLAX script input and output.

Figure 2: SLAX Script Input and Output
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Converting Scripts Between SLAX and XSLT

Converting scripts manually and studying the results facilitates learning of the
differences between the two languages. If you have existing XSLT commit, op, and
event scripts, conversion to SLAX allows C and PERL programmers to more easily
read and maintain the scripts.

To convert XSLT scripts into SLAX, issue the request system scripts convert xslt-to-slax
operational mode command, specifying a source file and a destination.

To convert SLAX scripts into XSLT, issue the request system scripts convert slax-to-xsit
operational mode command, specifying a source file and a destination.

For more information, see “Converting a Commit Script from XSLT to SLAX” on page
175 or “Converting an Op Script from XSLT to SLAX” on page 304 and “Converting a
Commit Script from SLAX to XSLT” on page 175 or “Converting an Op Script from
SLAX to XSLT” on page 305.

SLAX Statements Overview

for-each Statement

This section lists some commonly used SLAX statements, with brief examples and
XSLT equivalents. For a complete list of SLAX statements, see “Summary of SLAX
Statements” on page 91.

The SLAX for-each statement functions like the <xsl:for-each> element. The statement
consists of the for-each keyword, the parentheses-delimited expression, and a curly
braces-delimited block.

for-each ($inventory/chassis/chassis-module/
chassis-sub-module[part-number == '750-000610']) {
<message> "Down rev PIC in " _../name _", " _name _ ": " _ description;

}

The XSLT equivalent:

<xsl:for-each select="$inventory/chassis/chassis-module/
chassis-sub-module[part-number == '750-000610']">
<message>
<xsl:value-of select="concat('Down rev PIC in ', ../name, ', ', name, ": ',
description)"/>
</message>
</xsl:for-each>

if, else if, and else Statements

SLAX supports if, else if, and else statements. The expressions that appear in
parentheses are extended XPath expressions, which support the double equal sign
(==) in place of XPath’s single equal sign (=).

if (expression) {
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match Statement

/* If block Statement */
1
else if (expression) {
/* else if block statement */
1
else {
/* else block statement */

}

Depending on the presence of the else clause, an if statement is transformed into
either an <xsl:if> element or an <xsl:choose> element.

if (starts-with(name, "fe-")) {
if (mtu < 1500) {
/* Select Fast Ethernet interfaces with low MTUs */
}
1

else {
if (mtu > 8096) {
/* Select non-Fast Ethernet interfaces with high MTUs */
}
1

The XSLT equivalent:

<xsl:choose>
<xsl:when select="starts-with(name, 'fe-')">
<xsl:if test="mtu &It; 1500">
<l- - Select Fast Ethernet interfaces with low MTUs - ->
</xsl:if>
</xsl:when>
<xsl:otherwise>
<xsl:if test="mtu &gt; 8096">
<!I- - Select non-Fast Ethernet interfaces with high MTUs - ->
</xsl:if>
</xsl:otherwise>
</xsl:choose>

You specify basic match templates using the match statement, followed by an
expression specifying when the template should be allowed and a block of statements
enclosed in a set of braces.

match configuration {
<xnm:error> {
<message> "...";

}
}

The XSLT equivalent:

<xsl:template match="configuration">
<xnm:error>
<message> ...</message>
</xnm:error>
</xsl:template>
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You specify namespace definitions using the SLAX ns statement. This consists of the
ns keyword, a prefix string, an equal sign, and a namespace Uniform Resource
Identifier (URI). To define the default namespace, use only the ns keyword and a
namespace URIL

ns junos = "http://www.juniper.net/junos/";

The ns statement can appear after the version statement at the beginning of the style
sheet or at the beginning of any block.

ns a = "http://example.com/1";
ns "http://example.com/global";
ns b = "http://example.com/2";
match / {
ns ¢ = "http://example.com/3";
<top> {
ns a = "http://example.com/4";
apply-templates commit-script-input/configuration;
}
1

When it appears at the beginning of the style sheet, the ns statement can include
either the exclude or extension keyword. The keyword instructs the parser to add the
namespace prefix to the exclude-result-prefixes or extension-element-prefixes attribute.

ns exclude foo = "http://example.com/foo";
ns extension jcs = "http://xml.juniper.net/jcs";

The XSLT equivalent:

<xsl:stylesheet xmIns:foo="http://example.com/foo"
xmins:jcs="http://xml.juniper.net/jcs"
exclude-result-prefixes="foo"
extension-element-prefixes="jcs">
<l--..-->

</xsl:stylesheet>

All SLAX style sheets must begin with a version statement, which specifies the version
number for the SLAX language. The current version is 1.0. SLAX version 1.0 uses
XML version 1.0 and XSLT version 1.1.

version 1.0;

The XSLT equivalent:

<xsl:stylesheet version="1.0">
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SLAX Elements Overview

SLAX elements are written with only the open tag. The contents of the tag appear
immediately following the open tag. The contents can be either a simple expression
or a more complex expression placed inside braces:

<top> {
<one>;
<two> {
<three>;
<four>;
<five> <six>;
}
!

The XSLT equivalent:

<top>
<one/>
<two>
<three/>
<four/>
<five>
<six/>
</five>
</two>
</top>

Using these nesting techniques and removing the close tag reduces clutter and
increases code clarity.

XPATH Expressions Overview for SLAX

XPath expressions can appear either as the contents of an XML element or as the
contents of an expr (expression) statement. In either case, the value is translated to
an <xsl:text> or <xsl:value-of> element.

You encode strings using quotation marks (single or double). The concatenation
operator is underscore (), as in PERL 6.

In this example, the contents of the <three> and <four> elements are identical, and
the content of the <five> element differs only in the use of the XPath concat() function.

<top> {

<one>"test";
<two>"The answer is " _ results/answer _ ".";
<three>results/count _ " attempts made by " _ results/user;
<four> {

expr results/count _ " attempts made by " _ results/user;
}
<five> {

expr results/count;

expr " attempts made by ";

expr results/user;
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}

<six>results/message;
!

The XSLT equivalent:

<top>
<one><xsl:text>test</xsl:text></one>
<two><xsl:value-of select="concat("The answer is ",
results/answer, ".")'/></two>
<three><xsl:value-of select="'concat(results/count,
" attempts made by ", , results/user)'/></three>
<four><xsl:value-of select="'concat(results/count,
" attempts made by ", , results/user)'/></four>
<five>
<xsl:value-of select="results/count"/>
<xsl:text> attempts made by </xsl:text>
<xsl:value-of select="results/user"/>
</five>
<six><xsl:value-of select="'results/message'/></six>
</top>

SLAX Variables and Parameters Overview

You use the var and param statements to declare variables and parameters. In SLAX,
the variable name contains the dollar sign even in the declaration, unlike the name

attribute of <xsl:variable> and <xsl:parameter>.

param $fido;
var $bone;

The XSLT equivalent:

<xsl:parameter name="fido"/>
<xsl:variable name="bone"/>

You can declare an initial value by following the variable name with an equal sign

(=) and an expression.

param $dot = .;
var $location = $dot/@location;
var $message = "We are in " _ $location _

now.";

The XSLT equivalent:

<xsl:parameter name="dot" select="."/>
<xsl:variable name="location" select="$dot/location"/>

<xsl:variable name="message" select="concat('We are in ', $location, ' now.')"/>

SLAX Element Attributes Overview

Attributes of elements follow the style of XML. The attribute name is followed by an

equal sign (=) and the value of the attribute.

<element attrl="one" attr2="two">;
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Where XSLT allows attribute value templates using curly braces, SLAX uses the normal
expression syntax. Attribute values can include any XPath syntax, including quoted
strings, parameters, variables, numbers, and the SLAX concatenation operator, which
is an underscore ().

<location state=$location/state zip=$location/zip5 _ "-" _ $location/zip4>;

The XSLT equivalent:

<location state="{$location/state}"
zip="{concat($location/zip5, "-", $location/zip4}"/>

Curly braces placed inside quote strings are not interpreted as attribute value
templates. Instead, they are interpreted as plain-text curly braces.

An escape sequence causes a character to be treated as plain text and not as a special
operator. For example, in HTML, an ampersand (&) followed by It causes the less-than
symbol (<) to be printed.

In XSLT, the double curly braces ({{ and }}) are escape sequences that cause opening
and closing curly braces to be treated as plain text. When a SLAX script is converted
to XSLT, the curly braces inside quote strings are converted to double curly braces:

<avt sign="{here}">;

The XSLT equivalent:
<avt sign="{{here}}"/>

Template Matching Overview for SLAX

You apply match templates using the apply-templates statement. This statement
accepts an optional XPath expression, which is equivalent to the select attribute in
an <xsl:apply-templates> element.

match configuration {
apply-templates system/host-name;

}

match host-name {
<hello> .;

}

The XSLT equivalent:

<xsl:template match="configuration">
<xsl:apply-templates select="system/host-name"/>
</xsl:template>

<xsl:template match="host-name">
<hello>
<xsl:value-of select="."/>
</hello>
</xsl:template>
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SLAX Parameter Passing Overview

You can pass parameters to match templates using the with statement. The with
statement consists of the keyword with and the name of the parameter, optionally
followed by an equal sign (=) and a value expression. If you do not specify a value,
the current value of the variable or parameter is passed.

match configuration {
var $domain = domain-name;
apply-templates system/host-name {
with $message = "Invalid host-name";
with $domain;
}
}

match host-name {
param $message = "Error";
param $domain;
<hello> $message _ ":: " _ . _" (" _ $domain _")";

}

The XSLT equivalent:

<xsl:template match="configuration">
<xsl:apply-templates select="system/host-name">
<xsl:with-param name="message" select=""Invalid host-name'"/>
<xsl:with-param name="domain" select="$domain"/>
</xsl:apply-templates>
</xsl:template>

<xsl:template match="host-name">
<xsl:param name="message" select=""Error'"/>
<xsl:param name="domain"/>
<hello>
<xsl:value-of select="concat($message, ":: ', ., ' (', $domain, ')")"/>
</hello>
</xsl:template>

Named Templates Overview for SLAX

The named template definition consists of the template keyword, the template name,
a set of parameters, and a braces-delimited block of code. Parameter declarations
can be inline and consist of the parameter name, and an optional equal sign (=) and
value expression. You can declare additional parameters inside the block using the
param statement.

You invoke named templates using the call statement, which consists of the call
keyword followed by a set of parameter bindings. These bindings are a
comma-separated list of parameter names, optionally followed by an equal sign (=)
and a value expression. If you do not provide a value, the current value of the variable
or parameter is passed. You can supply additional template parameters inside the
block using the with statement.

match configuration {
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var $name-servers = name-servers/name;
call temp:ting();
call temp:ting($name-servers, $size = count($name-servers));
call temp:ting() {
with $name-servers;
with $size = count($name-servers);

}

template temp:ting($name-servers, $size = 0) {
<output> "template called with size " _ $size;
}
1

The XSLT equivalent:

<xsl:template match="configuration">
<xsl:variable name="name-servers" select="name-servers/name"/>
<xsl:call-template name="temp:ting"/>
<xsl:call-template name="temp:ting">
<xsl:with-param name="name-servers" select="$name-servers"/>
<xsl:with-param name="size" select="count($name-servers)"/>
</xsl:call-template>
<xsl:call-template name="temp:ting">
<xsl:with-param name="name-servers" select="$name-servers"/>
<xsl:with-param name="size" select="count($name-servers)"/>
</xsl:call-template>
</xsl:template>

<xsl:template name="temp:ting">
<xsl:param name="name-servers"/>
<xsl:param name="size" select