JUDLR@! | Engineering

Simplicity

Junos® OS

Subscriber-Aware and Application-Aware
Traffic Treatment User Guide

Published
2026-01-09




Juniper Networks, Inc.
1133 Innovation Way
Sunnyvale, California 94089
USA

408-745-2000
www.juniper.net

Juniper Networks, the Juniper Networks logo, Juniper, and Junos are registered trademarks of Juniper Networks, Inc.
in the United States and other countries. All other trademarks, service marks, registered marks, or registered service
marks are the property of their respective owners.

Juniper Networks assumes no responsibility for any inaccuracies in this document. Juniper Networks reserves the right
to change, modify, transfer, or otherwise revise this publication without notice.

Junos® OS Subscriber-Aware and Application-Aware Traffic Treatment User Guide
Copyright © 2026 Juniper Networks, Inc. All rights reserved.

The information in this document is current as of the date on the title page.

YEAR 2000 NOTICE

Juniper Networks hardware and software products are Year 2000 compliant. Junos OS has no known time-related
limitations through the year 2038. However, the NTP application is known to have some difficulty in the year 2036.

END USER LICENSE AGREEMENT

The Juniper Networks product that is the subject of this technical documentation consists of (or is intended for use
with) Juniper Networks software. Use of such software is subject to the terms and conditions of the End User License
Agreement ("EULA") posted at https://support.juniper.net/support/eula/. By downloading, installing or using such
software, you agree to the terms and conditions of that EULA.


https://support.juniper.net/support/eula/

Table of Contents

About This Guide | x

Subscriber-Aware and Application-Aware Traffic Treatment Overview

Subscriber-Aware and Application-Aware Traffic Treatment Overview | 2

Subscriber-Aware and Application-Aware Traffic Treatment Overview | 2
Configuring Subscriber-Aware and Application-Aware Traffic Treatment Overview | 5
Applying Subscriber-Aware and Application-Aware Policies and Services

Configuring the Service PIC, Session PIC, and TDF Gateway | 8

TDF Gateway Service PICs and Session PICs for Subscriber-Aware Traffic Treatment | 8
Configuring Service PICs and Session PICs Overview | 11

Preconfigured Groups for Service PICs and for Session PICs Overview | 12

Configuring a Services Interface for a Session PIC or Service PIC | 14

Configuring a TDF Gateway | 14

Making Predefined Groups Available for Session PIC and Service PIC Configuration | 16
Configuring Service PICs | 16

Configuring Session PICs | 18

Configuring Tracing for TDF Gateway | 19

Configuring Application Identification | 22

Application Identification Overview | 22

Downloading and Installing Predefined Junos OS Application Signature Packages | 23
Configuring Custom Application Signatures | 25

Uninstalling a Predefined Junos OS Application Signature Package | 31

Configuring HTTP Header Enrichment | 33

Junos Web Aware HTTP Header Enrichment Overview | 33

HTTP Content Manager (HCM) | 34




Configuring HTTP Header Enrichment Overview | 40
Configuring Tag Rules | 41
Configuring HCM Profiles and Assigning Tag Rules | 48

Configuring Policy and Charging Enforcement | 50

Understanding Junos Subscriber Aware Policy and Charging Enforcement Function (PCEF) | 51

Understanding Predefined Policy and Charging Control Rules for Subscriber-Aware Traffic
Treatment | 54

Understanding How Subscriber-Aware Policy and Charging Control Rules Are Provisioned
Dynamically by a PCRF | 57

Understanding How Subscriber-Aware Policy and Charging Control Rules Are Provisioned
Statically | 61

Understanding How a RADIUS Server Controls Policy and Charging Control Rules | 62
Understanding PCEF Profiles | 67

Understanding Network Elements | 68

Understanding AAA Profiles | 70

Understanding Static Time-of-Day PCC Rule Activation and Deactivation | 71
Understanding Usage Monitoring for TDF Subscribers | 71

Configuring Dynamic Policy Control by PCRF | 73

Configuring Static Policy Control | 74

Configuring Policy Control by RADIUS Servers | 75

Configuring Service Data Flow Filters | 76

Configuring Policy and Charging Control Action Profiles For Junos OS Subscriber Aware | 80
Configuring Policy and Charging Control Rules | 83

Configuring a Policy and Charging Control Rulebase | 86

Configuring RADIUS Servers | 88

Configuring RADIUS Network Elements | 91

Configuring an AAA Profile | 92



Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber Aware
Dynamic Policies | 94

Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber Aware
Static Policies | 96

Configuring a Policy and Charging Enforcement Function Profile for Junos OS Subscriber Aware
Policies That a RADIUS Server Controls | 97

Configuration of Static Time-of-Day PCC Rule Activation and Deactivation Overview | 98
Configuring the NTP Server | 99

Configuring Static Time-of-Day PCC Rule Activation and Deactivation in a Junos OS Subscriber
Aware PCEF Profile | 100

Configuring TDF Subscriber Usage Monitoring for Traffic That Matches Predefined PCC Rules | 101

Configuring TDF Subscribers | 102

IP-Based and IFL-Based TDF Subscribers Overview | 103

IP-Based Subscriber Setup Overview | 103

Understanding the Definition of a Set of IP-Based Subscriber Properties with a TDF Domain | 104
Understanding Source IP Filtering with Address Pools in TDF Domains for IP-Based Subscribers | 106
Understanding Selection of Properties for an IP-Based TDF Subscriber | 106

Understanding Selection of Policy-Control Properties for an IP-based TDF Subscriber | 108
Snooping RADIUS Accounting Requests for IP-Based Subscribers Overview | 111

Understanding IFL-Based Subscriber Setup | 111

Understanding the Definition of a Set of IFL-Based Subscriber Properties with a TDF Domain | 112
Configuring IP-Based TDF Subscriber Setup When MX Series Router Is a RADIUS Server | 113
Configuring IP-Based TDF Subscriber Setup When Accounting Requests Are Snooped | 114
Configuring Address Pools for Source-IP Filtering of IP-Based Subscribers | 115

Configuring a Set of IP-Based TDF Subscriber Properties with a TDF Domain | 117

Configuring the TDF Domain Name and AAA Parameters | 117
Configuring Address Filtering | 120
Configuring Subscriber Services and Policies | 120

Configuring Access Interfaces | 121



Vi

Configuring Session Controls | 121
Configuring Default Policy | 122

Configuring RADIUS Clients That Send Accounting Requests for IP-Based Subscribers | 123

Configuring Assignment of TDF Subscriber Properties and Policy-Control Properties to IP-Based
Subscribers | 125

Configuring the Term Name | 126

Configuring Match Conditions for the RADIUS Client | 126
Configuring Match Conditions for Snoop Segments | 127
Configuring Match Conditions for Predefined AVPs | 127
Configuring Match Conditions for Custom AVP Attributes | 129
Configuring the TDF Domain to Select | 130

Configuring the PCEF Profile to Select | 130
Configuring Snooping of RADIUS Accounting Requests for IP-Based Subscribers | 131
Configuring IFL-Based TDF Subscriber Setup | 134

Configuring IFL-Based TDF Subscribers and Properties with a TDF Domain | 135

Configuring the TDF Domain Name and Type | 136
Configuring IFL-Based Subscribers | 136
Configuring Address Filtering | 137

Configuring Subscriber Services and Policies | 137

Configuring Session Controls | 138
Configuring a TDF Logical Interface | 139
Configuring TDF Interface to Access Interface Associations in VRFs | 139

Enhanced CoS Handling and Dynamic Subscriber Management (ACX7100-48L, ACX7332,
ACX7348) | 140

Configuring Services | 143

Overview of Applying Services to Subscribers | 143
Applying Services to Subscriber-Aware Traffic with a Service Set | 144

Configuring Diameter | 147

Diameter Profiles Overview | 147

Juniper Networks Diameter AVPs for Subscriber Aware Policy Control | 148



Configuring Diameter Overview | 149

Configuring Diameter Profiles | 150

Configuring Diameter Bindings | 152

Configuring Diameter Network Elements | 153

Configuring Diameter AVPs for Gx Applications | 154
Configuring Diameter Peers | 157

Configuring the Diameter Transport | 159

Configuring Advertisements in Diameter Messages | 160
Configuring Parameters for Diameter Applications | 161
Configuring the Origin Attributes of the Diameter Instance | 162
Configuring Reporting for Subscriber-Aware Data Sessions

Configuring Reporting | 164

Logging and Reporting Function for Subscribers | 164
Log Dictionary for Template Types | 171
Configuring Logging and Reporting for Junos OS Subscriber Aware | 182

Configuring an LRF Profile for Subscribers | 183

Configuring the LRF Profile Name | 183

Configuring Policy-Based Logging | 184

(Optional) Configuring HTTP Transaction Logging | 184
Configuring Collectors | 185

Configuring Templates | 186

Configuring Logging and Reporting Rules | 188

Assigning an LRF Profile to Subscribers | 190
Configuring the Activation of an LRF Rule by a PCC Rule | 192

Modifying Subscriber-Aware Configuration

Modifying Subscriber-Aware Configuration in Maintenance Mode | 197

Maintenance Mode Overview for Subscriber Aware Policy Enforcement | 197

Changing Address Attributes in the Address Pool | 199

vii



viii

Deleting an Address Pool | 200

Changing AMS Interface Parameters on a TDF Gateway | 202
Modifying a TDF Domain | 205

Modifying the TDF Interface of a TDF Domain | 207

Deleting a TDF Domain | 209

Changing a TDF Interface | 210

Deleting a TDF Interface | 212

Changing TDF Gateway Parameters with Maintenance Mode | 214

Changing PCEF Profiles, PCC Rules, PCC Rulebases, Diameter Profiles, Flow Descriptions, and PCC
Action Profiles | 217

Changing PCEF Profiles, PCC Rules, PCC Rulebases, Diameter Profiles, Flow Descriptions, and
PCC Action Profiles with the TDF Domain in Maintenance Mode | 218

Changing PCEF Profiles, PCC Rules, PCC Rulebases, Diameter Profiles, Flow Descriptions, and
PCC Action Profiles with the TDF Gateway in Maintenance Mode | 220

W)

eleting a PCEF Profile | 222

Deleting a PCEF Profile with the TDF Domain in Maintenance Mode | 222

Deleting a PCEF Profile with the Gateway in Maintenance Mode | 225
Changing Static Time-of-Day Settings for PCC Rules | 227

Deleting a Services PIC | 229

Deleting a Session PIC | 231

Monitoring and Troubleshooting

Monitoring and Troubleshooting | 235

Configuring Tracing for PCEF Operations | 235
Configuring Call-Rate Statistics Collection | 237

Using the Enterprise-Specific Utility MIB | 238

Using the Enterprise-Specific Utility MIB | 238

Populating the Enterprise-Specific Utility MIB with Information | 239
Stopping the SLAX Script with the CLI | 246

Clearing the Utility MIB | 247

Recovering from an Abnormal SLAX Script Exit or a SLAX Script Exit with the CLI | 247



Configuration Statements and Operational Commands

Junos CLI Reference Overview | 249



About This Guide

Use this guide to configure and monitor subscriber-aware and application-aware traffic policies. This lets
you identify the mobile or fixed-line subscriber associated with a data session, and enforce traffic
treatment for the subscriber based on Layer 7 or Layer 3/Layer 4 application information for the

session.
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CHAPTER 1

Subscriber-Aware and Application-Aware Traffic
Treatment Overview
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This topic contains an overview of subscriber-aware and application-aware traffic treatment.

Introduction

Junos Subscriber Aware identifies the mobile or fixed-line subscriber associated with a data session, and
enforces traffic treatment based on policies assigned to the subscriber. This permits highly customizable
differentiated services for subscribers. A subscriber policy can be based on Layer 7 application
information for the IP flow (for example, YouTube) or can be based on Layer 3/Layer 4 information for



the IP flow (for example, the source and destination IP address). Junos Subscriber Aware resides on an
MX Series router.

Subscriber-aware policies can specify the following actions:
e Redirecting HTTP traffic to another URL or IP address

e Forwarding packets to a routing instance so that packets are directed to external service chains
( predefined sequence of services)

o Setting the forwarding class
e Setting the maximum bit rate

e Performing HTTP header enrichment (provided by Junos Web Aware, which resides on the same MX
Series router as Junos Subscriber Aware)

o Setting the gating status to blocked or allowed

Subscriber-aware policies can also specify the time of day that the policies are in effect.

Access-Independent Subscriber Traffic Treatment

Subscriber identification for both mobile access and wireline access provides a unified experience for
the subscriber, regardless of the connection method.

Junos Subscriber Aware resides on an MX Series router that is located between the gateway of the
access network and the public network and network services, as shown in Figure 1 on page 4.
Subscribers may be controlled by a broadband network gateway (BNG) in a wireline access network, by
a gateway GPRS support node (GGSN) in a 2G or 3G network architecture, or by a Packet Data Network
Gateway (PGW) in a 4G/LTE network architecture.



Figure 1: Subscriber-Aware Policy Enforcement on the MX Series
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Subscriber Identification Methods

You can use the following methods to identify subscribers:

e |P-based—Processes a RADIUS accounting start request to identify the subscriber. An IP-based
subscriber session is for one unique user IP address.

e |FL-based—Requires you to configure a subscriber name and specify a set of MX Series router access
interfaces for the subscriber. Junos Subscriber Aware assigns all data sessions received on those
interfaces to the configured subscriber.

Application Identification

Layer 7 application identification is provided by Junos Application Aware, which performs deep packet
inspection (DPI) to determine whether the subscriber’s data packets match an application signature.
When an application is identified, the appropriate subscriber policy is applied to the packets. Juniper
Networks provides a set of predefined application signatures that you can download and that are
periodically updated. You can also configure your own custom application signatures.

Junos Subscriber Aware and Junos Application Aware reside on the same MX Series router, allowing
policy control on a single platform.



Policy Control Methods

Subscriber-aware policies can be controlled dynamically by a policy and charging rules function (PCRF)
server, can be activated by a RADIUS server, or can be under static control.

Under dynamic control, a PCRF either sends policies to the MX Series router or activates predefined
policies that you configured on the MX Series router. Dynamic policy control is provided by Junos Policy
Control, which resides on the same MX Series router as Junos Subscriber Aware.

Under RADIUS server control, the RADIUS server controls the activation of your predefined polices but
does not send policies to the MX Series router.

Under static control, your predefined policies are not controlled by a PCRF or RADIUS server.

Subscriber-Aware Data Session Logging and Reporting

Junos Subscriber Aware can log data for subscriber-aware data sessions and send that data in an IPFIX
format to an external log collector. These logs can include subscriber information, application
information, HTTP metadata, data volume, time-of-day information, and source and destination details.
You can then use the external collector, which is not a Juniper Networks product, to perform analytics
that provide you with insights about subscriber and application usage, enabling you to create packages
and policies that increase revenue.

Usage Monitoring
For subscriber data sessions that are under the dynamic policy control of a PCRF, Junos Subscriber

Aware can monitor the volume of traffic or amount of time the subscriber uses during a session, and
send reports to the PCRF. The PCRF can use this information to adjust the policies for a subscriber.

‘ Configuring Subscriber-Aware and Application-Aware Traffic Treatment Overview | 5

Configuring Subscriber-Aware and Application-Aware Traffic Treatment
Overview

To configure subscriber-aware and application-aware traffic treatment:

1. Configure service PICs and session PICs.



See "Configuring Service PICs and Session PICs Overview " on page 11.
2. (Optional) Identify Layer 7 applications.

a. Install application signature packages.

See "Downloading and Installing Predefined Junos OS Application Signature Packages" on page
23.

b. Configure custom application signatures.

See "Configuring Custom Application Signatures" on page 25.
3. (Optional) Configure HTTP header enrichment.
See "Configuring HTTP Header Enrichment Overview" on page 40.

4. Configure a policy enforcement method.

e For dynamic policy control, see "Configuring Dynamic Policy Control by PCRF" on page 73.
e For static policy control, see "Configuring Static Policy Control" on page 74.

e For RADIUS server policy control, see "Configuring Policy Control by RADIUS Servers" on page
75.

5. Configure the policy enforcement for an IP-based subscriber. An IP-based subscriber session handles
traffic for one unique user IP address.

o |If the MX Series router is identified as a RADIUS server for the access gateway, see "Configuring
IP-Based TDF Subscriber Setup When MX Series Router Is a RADIUS Server" on page 113

e |f the MX Series router is not identifed as a RADIUS server for the access gateway, see
"Configuring IP-Based TDF Subscriber Setup When Accounting Requests Are Snooped" on page
114

6. Configure the policy enforcement for an IFL-based subscriber. An IFL-based subscriber session
handles all the traffic received on a specific set of interfaces.

See "Configuring IFL-Based TDF Subscriber Setup" on page 134.
7. Apply services to a subscriber.

See "Applying Services to Subscriber-Aware Traffic with a Service Set" on page 144.
8. (Optional) If you configured dynamic policy control, configure Diameter.

See "Configuring Diameter Overview" on page 149.
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CHAPTER 2

Configuring the Service PIC, Session PIC, and TDF
Gateway
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You must configure at least one TDF gateway, one service PIC, and one session PIC to operate
subscriber-aware traffic treatment. Each service PIC and session PIC is configured on an MS-MPC, and
assigned to a TDF gateway.



TDF Gateway

The traffic detection function (TDF) gateway on the MX Series router establishes a context and
framework for configuring subscriber-aware services. You assign service PICs and session PICs to the
TDF gateway, and specify the call admission control (CAC) parameters for subscriber sessions.

Service and Session PICs

A service PIC provides subscriber-aware policy enforcement and traffic redirection (steering) that is
application-aware. Traffic steering refers to the capability to direct or traverse traffic from a specified
source to an endpoint or the adjacent network element in a routing path. The service PIC is configured
with software plugins to perform the configured or requested services, which include the policy and
charging enforcement function (PCEF), application detection and control, HTTP header enrichment,
HTTP redirect, and network address translation.

The service PIC also stores the policy and charging control (PCC) rules that it enforces, and holds the
subscriber records and rules that are sent from the session PIC.

The subscriber’s assigned TDF logical interface (mif) and the service set that is applied to the mif
determine the service PIC to which a packet is sent. See "IP-Based Subscriber Setup Overview" on page
103.

A session PIC supports access subscriber session setup and management, enabling the steering of
subscriber traffic to the correct services PIC. The session PIC also sets up a session with the policy and
charging rules function (PCRF) so it can receive subscriber PCC rules from the PCRF and send
application-start messages to the PCRF.

Figure 2 on page 10 shows an overview of a service PIC and a session PIC and their functions.



Figure 2: Service PIC and Session PIC Overview
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Redundancy for Service PICs and Session PICs

You can configure a service PIC or a session PIC as an individual PIC or with a backup for redundancy.
You can configure redundancy by including the interfaces for the primary and the backup PICs in an
aggregated multiservices (AMS) interface .

You can configure a session PIC with 1:1 redundancy — a primary session PIC has one backup PIC that
does not back up any other session PICs.

You can configure service PICs with N:1 redundancy — multiple service PICs can share the same backup
MS-PIC.

In addition to the redundancy configuration, each PIC that is a primary or backup needs to be configured
as a session PIC or service PIC at the [edit unified-edge gateways tdf gateway-name system] hierarchy level.



Configuring a TDF Gateway | 14
Configuring Session PICs | 18
Configuring Service PICs | 16

Configuring Aggregated Multiservices Interfaces

Configuring Service PICs and Session PICs Overview

You must configure at least one service PIC and one session PIC under a TDF gateway. The service PIC
provides subscriber-aware services, such as the policy and charging enforcement function (PCEF),
application detection and control, and HTTP header enrichment. The session PIC supports access
subscriber sessions, policy and charging rules function (PCRF) sessions, and PCEF library installation
from the PCRF.

You can configure service PICs and session PICs on MS-MPCs, and you can configure them either as a
member of a redundant group by using an aggregated multiservices (AMS) interface or as a standalone
service PIC or session PIC.

To configure service and session PICs:

1. Configure the TDF gateway.
See "Configuring a TDF Gateway" on page 14.

2. If you want any of the service or session PICs to be members of redundant groups, configure an
aggregated multiservices (AMS) interface for each group.

See Configuring Aggregated Multiservices Interfaces.

3. If you want any of the service or session PICs not to be members of redundant groups, configure a
services interface.

See "Configuring a Services Interface for a Session PIC or Service PIC" on page 14.
4. Install predefined groups that are needed for configuration of the service PICs and session PICs.

See "Making Predefined Groups Available for Session PIC and Service PIC Configuration" on page
16.

5. Configure each service PIC.
See "Configuring Service PICs" on page 16.
6. Configure each session PIC.

See "Configuring Session PICs" on page 18.



TDF Gateway Service PICs and Session PICs for Subscriber-Aware Traffic Treatment | 8

Preconfigured Groups for Service PICs and for Session PICs Overview | 12

Preconfigured Groups for Service PICs and for Session PICs Overview

To simplify configuration, Junos Subscriber Aware software includes predefined configuration groups
that include the parameters for stable operation of session PICs and service PICs. These groups are
included in the /etc/config/tdf-defaults.conf file, which you load and then merge with your configuration.
Next, you apply the appropriate group to each session PIC and service PIC configuration as follows:

e For each session PIC, apply the tdf-session-x1p group.

e For each service PIC that requires application identification but not HTTP header enrichment, apply
the tdf-services-x1p-dpi group.

e For each service PIC that requires both application identification and HTTP header enrichment,
configure the tdf-services-x1p-dpi-with-hcm group.

The predefined tdf-session-x1p group contains the following statements:

[edit groups]
tdf-session-x1p {

chassis {
fpc <x> {
pic <x> {
adaptive-services {
service-package {
extension-provider {
boot-os embedded-junos64;
package jservices-mobile;
}
}
}
}
}
}



The predefined tdf-services-xlp-dpi group contains the following statements:

[edit groups]
tdf-services-x1lp-dpi {

chassis {
fpc <x> {
pic <x> {
adaptive-services {
service-package {
extension-provider {
boot-os embedded-junos64;
package jservices-mss;
package jservices-jdpi;
package jservices-pcef;
}
}
}
}
}
}

The predefined tdf-services-x1p-dpi-with-hcm group contains the following statements:

[edit groups]
tdf-services-x1p-dpi-with-hcm {
chassis {
fpc <x> {
pic <x> {
adaptive-services {
service-package {
extension-provider {

boot-os embedded-junos64;
package jservices-mss;
package jservices-jdpi;
package jservices-pcef;
package jservices-hcm;

package jservices-crypto-base;



Making Predefined Groups Available for Session PIC and Service PIC Configuration | 16
Configuring Session PICs | 18
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Configuring a Services Interface for a Session PIC or Service PIC

If a service PIC or a session PIC is not part of a redundant group (the service interface is not part of an
aggregated multiservices interface), you must configure a services interface on the MS-MPC for the
service PIC.

o Configure the services interface.

[edit]
user@host# set interfaces ms-fpc/pic/® unit logical-unit-number family family address address

Configuring Aggregated Multiservices Interfaces
Configuring Service PICs | 16
Configuring Session PICs | 18

TDF Gateway Service PICs and Session PICs for Subscriber-Aware Traffic Treatment | 8

Configuring a TDF Gateway

To run Junos Subscriber Aware, you must configure a traffic detection function (TDF) gateway on the
MX Series router. The TDF gateway establishes a context and framework for configuring subscriber-



aware services for subscriber data that is accessing the network through the MX Series router. You also
specify the call admission control (CAC) parameters for the TDF gateway.

To configure the TDF gateway:

1. Configure a name for the TDF gateway.

[edit unified-edge gateways]
user@host# set tdf gateway-name

2. Configure the threshold for the maximum amount of CPU that the TDF gateway can use as a
percentage from 1 through 90.

[edit unified-edge gateways tdf gateway-name]
user@host# set cac cpu cpu-pct

If the amount of CPU that the TDF gateway uses reaches the threshold, the SNMP trap
inxScgSMCPUThreshHigh is generated.

3. Configure the maximum number of TDF subscriber sessions that can be running, expressed in
thousands of sessions.

[edit unified-edge gateways tdf gateway-namel

user@host# set cac maximum-sessions max-sessions

You can configure from 10 through 5000 sessions.

4. Configure the trap threshold for the number of TDF subscriber sessions as a percentage of the
maximum number of sessions.

[edit unified-edge gateways tdf gateway-name]

user@host# set cac maximum-sessions-trap-percentage max-sessions-pct

If the number of subscriber sessions reaches the threshold, the SNMP trap
jnxScgSMSessionThreshHigh is generated.

5. Configure the threshold for the maximum amount of memory that the TDF gateway can use, as a
percentage from 1 through 90.

[edit unified-edge gateways tdf gateway-name]

user@host# set cac memory memory-pct



If the amount of memory that the TDF gateway uses reaches the threshold, the SNMP trap
jnxScgSMMemoryThreshHigh is generated.

Configuring Service PICs | 16
Configuring Session PICs | 18

Making Predefined Groups Available for Session PIC and Service PIC
Configuration

You must make the predefined session PIC and service PIC groups available in your configuration. These
groups are used when you configure the session PICs and the service PICs.
To make the predefined groups available in your configuration:

e Load and merge the tdf-defaults.conf file.

[edit]
user@host# load merge /etc/config/tdf-defaults.conf

Configuring Service PICs | 16
Configuring Session PICs | 18
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Configuring Service PICs

An MS-MPC must have a service interface configured as a service PIC in order to provide subscriber-
aware services, such as the policy and charging enforcement function (PCEF), application detection and
control, or HTTP header enrichment. Repeat this procedure for each service interface that you want to
serve as a service PIC.

Before you begin to configure a service PIC:



e Make sure that you installed the predefined groups.

o If the service PIC is not part of a redundant group, make sure that you have configured the service
interface on the MS-MPC.

e If the service PIC is to function as a member of a redundant group, make sure that you have
configured an aggregated multiservices (AMS) interface with the service interface as a member
interface.

To configure a service PIC:

1. Add the MS-MPC service interface to the list of service PICs.

[edit unified-edge gateways tdf gateway-name system]
user@host# set service-pics interface interface-name

where interface-nameis amsn if you have redundancy configured and is ms-fpc/ pic/0 if you do not
have redundancy configured.

2. Perform one of the following actions:

o If application identification is required but not HTTP header enrichment, configure the tdf-
services-xlp-dpi group to run on the PIC.

[edit chassis]

user@host# set fpc slot-number pic pic-number apply-groups tdf-services-xlp-dpi

¢ If both application identification and HTTP header enrichment are required, configure the tdf-
services-x1p-dpi-with-hcm group to run on the PIC.

[edit chassis]

user@host# set fpc slot-number pic pic-number apply-groups tdf-services-xlp-dpi-with-hcm

3. (Optional) For Next Gen Services, enable subscriber awareness. This steps loads MSS, PCEF, HCM (all
subscriber related plugins) on the PIC.

[edit chassis]
user@host# set fpc slot-number pic pic-number subscriber-aware-services
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Configuring Session PICs

An MS-MPC must have a service interface configured as a session PIC in order to support access
subscriber sessions, policy and charging rules function (PCRF) sessions, and PCEF library installation
from the PCRF. Repeat this procedure for each service interface that you want to serve as a session PIC.

Before you begin to configure a session PIC:
e Make sure that you have installed the predefined groups.

e If the session PIC is not part of a redundant group, make sure that you have configured the service
interface on the MS-MPC.

o If the session PIC is to function as a member of a redundant group, make sure that you have
configured an aggregated multiservices (AMS) interface with the service interface as a member
interface.

To configure a session PIC:

1. Add the MS-MPC service interface to the list of session PICs.

[edit unified-edge gateways tdf gateway-name system]
user@host# set session-pics interface interface-name

where interface-nameis amsn if you have redundancy configured and is ms-fpc/ pic/0 if you do not
have redundancy configured.

2. Configure the tdf-session-x1p group to run on the PIC.

[edit chassis]
user@host# set fpc slot-number pic pic-number apply-groups tdf-session-xlp
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Configuring Tracing for TDF Gateway

To configure tracing operations for the TDF gateway:

1. Specify that you want to configure tracing options for the TDF gateway.
[edit unified-edge gateways tdf gateway-name]
user@host# edit traceoptions

2. Configure the name of the file used for the trace output.
[edit unified-edge gateways tdf gateway-name traceoptions]
user@host# set file file-name

3. (Optional) Configure the maximum size of each trace file.
[edit unified-edge gateways tdf gateway-name traceoptions]
user@host# set file file-name size size

4. (Optional) Configure the maximum number of trace files.
[edit unified-edge gateways tdf gateway-name traceoptions]
user@host# set file file-name files number

5. (Optional) Configure the read permissions for the log file.

[edit unified-edge gateways tdf gateway-name traceoptions]
user@host# set file Ffile-name (no-world-readable | world-readable)



6. (Optional) Disable remote tracing capabilities.

[edit unified-edge gateways tdf gateway-name traceoptions]
user@host# set no-remote-trace
7. Configure flags to filter the operations to be logged.

[edit unified-edge gateways tdf gateway-name traceoptions]
user@host# set flag flag

Table 1 on page 20 describes the flags that you can include.

Table 1: Trace Flags

Flag Description

all Trace all operations.

bulkjob Trace events that are handled by bulk jobs in order to prevent system overload.
config Trace configuration events.

cos-cac Trace class of service (CoS) and call admission control (CAC) events.

ctxt Trace user equipment, Packet Data Network (PDN), or bearer context events.
fsm Trace mobile subscriber finite state machine (FSM) events.

gtpu Trace GPRS tunneling protocol, user plane (GTP-U) events.

ha Trace high availability events.

init Trace initialization events.

pfem Trace Packet Forwarding Engine Manager events.



Table 1: Trace Flags (Continued))

Flag Description
stats Trace stats events. This flag is used internally by Juniper Networks engineers.
waitq Trace waitq events. This flag is used internally by Juniper Networks engineers.

8. Configure the level of tracing.

[edit unified-edge gateways tdf gateway-name traceoptions]
user@host# set level (all | critical | error | info | notice | verbose | warning)

traceoptions
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Configuring Application Identification
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Application Identification Overview

Junos Application Aware is an infrastructure plug-in on MS-MPC service PICs and on the MX-SPC3
services card that provides information to clients about application protocol bundles b