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About This Guide

Use this guide to plan, set up and configure the elements of a QFX3000-M QFabric System, a highly
scalable distributed Layer 2 and Layer 3 networking architecture managed as a single entity that
provides a high-performance, low-latency, and unified interconnect solution.
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CHAPTER 1

Before You Begin

IN THIS CHAPTER

QFabric System Overview | 2
Understanding QFabric System Terminology | 7

Understanding Interfaces on the QFabric System | 15

QFabric System Overview

IN THIS SECTION

Legacy Data Center Architecture | 2

QFX Series QFabric System Architecture | 4

The architecture of legacy data centers contrasts significantly with the revolutionary Juniper Networks
data center solution.

Legacy Data Center Architecture

Service providers and companies that support data centers are familiar with legacy multi-tiered
architectures, as seen in Figure 1 on page 3.



Figure 1: Legacy Data Center Architecture
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The access layer connects servers and other devices to a Layer 2 switch and provides an entry point into
the data center. Several access switches are in turn connected to intermediate Layer 2 switches at the
aggregation layer (sometimes referred to as the distribution layer) to consolidate traffic. A core layer
interconnects the aggregation layer switches. Finally, the core switches are connected to Layer 3 routers
in the routing layerto send the aggregated data center traffic to other data centers or a wide area
network (WAN), receive external traffic destined for the data center, and interconnect different Layer 2
broadcast domains within the data center.

The problems that exist with the multi-tiered data center architecture include:

¢ Limited scalability—The demands for electrical power, cooling, cabling, rack space, and port density
increase exponentially as the traditional data center expands, which prohibits growth after minimal
thresholds are met.

¢ Inefficient resource usage—Up to 50 percent of switch ports in a legacy data center are used to
interconnect different tiers rather than support server and storage connections. In addition, traffic
that ideally should move horizontally between servers within a data center often must also be sent
vertically up through the tiers to reach a router and down through the tiers to reach the required
destination server.

¢ Increased latency—By requiring the devices at each tier level to perform multiple iterations of packet
and frame processing, the data plane traffic takes significantly longer to reach its destination than if



the sending and receiving devices were directly connected. This processing overhead results in
potentially poor performance for time-sensitive applications, such as voice, video, or financial
transactions.

QFX Series QFabric System Architecture

In contrast to legacy multi-tiered data center architectures, the Juniper Networks QFX Series QFabric
System architecture provides a simplified networking environment that solves the most challenging
issues faced by data center operators. A fabric is a set of devices that act in concert to behave as a
single switch. It is a highly scalable, distributed, Layer 2 and Layer 3 networking architecture that
provides a high-performance, low-latency, and unified interconnect solution for next-generation data
centers as seen in Figure 2 on page 5.



Figure 2: QFX Series QFabric System Architecture
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interconnect servers, storage, and the Internet across a high-speed, high-performance fabric. The entire
QFabric system is managed as a single entity through a Director group, containing redundant hardware
and software components that can be expanded and scaled as the QFabric system grows in size. In
addition, the Director group automatically senses when devices are added or removed from the QFabric
system and dynamically adjusts the amount of processing resources required to support the system.
Such intelligence helps the QFabric system use the minimum amount of power to run the system
efficiently, but not waste energy on unused components.

As a result of the QFabric system architecture, data center operators are now realizing the benefits of
this next-generation architecture, including:

¢ Low latency—Because of its inherent advantages in this area, the QFabric system provides an
excellent foundation for mission-critical applications such as financial transactions and stock trades,
as well as time-sensitive applications such as voice and video.

e Enhanced scalability—The QFabric system can be managed as a single entity and provides support
for thousands of data center devices. As Internet traffic continues to grow exponentially with the
increase in high-quality video transmissions and rise in the number of mobile devices used
worldwide, the QFabric system can keep pace with the demands for bandwidth, applications, and
services offered by the data center.

e Virtualization-enabled—The QFabric system was designed to work seamlessly with virtual servers,
virtual appliances, and other virtual devices, allowing for even greater scalability, expandability, and
rapid deployment of new services than ever before. Migrating to virtual devices also results in
significant costs savings, fueled by reduced space requirements, decreased needs for power and
cooling, and increased processing capabilities.

o Simplicity—Although the QFabric system can scale to hundreds of devices and thousands of ports,
you can still manage the QFabric system as a single system.

e Flexibility—You can deploy the QFabric system as an entire system or in stages.

e Convergence—Because the congestion-free fabric is lossless, all traffic in a QFabric system can be
converged onto a single network. As a result, the QFabric system supports Ethernet, Fibre Channel
over Ethernet, and native Fibre Channel packets and frames.

Flat, nonblocking, and lossless, the network fabric offered by the QFabric system has the scale and
flexibility to meet the needs of small, medium, and large-sized data centers for years to come.

Understanding QFabric System Terminology
Understanding the QFabric System Hardware Architecture
Understanding the QFabric System Software Architecture



Understanding QFabric System Terminology

To understand the QFabric system environment and its components, you should become familiar with
the terms defined in Table 1 on page 7.

Table 1: QFabric System Terms

Term Definition

Clos network fabric Three-stage switching network in which switch elements in the middle
stages are connected to all switch elements in the ingress and egress
stages. In the case of QFabric system components, the three stages are
represented by an ingress chipset, a midplane chipset, and an egress
chipset in an Interconnect device (such as a QFX3008-I Interconnect
device). In Clos networks, which are well known for their nonblocking
properties, a connection can be made from any idle input port to any idle
output port, regardless of the traffic load in the rest of the system.

Director device Hardware component that processes fundamental QFabric system
applications and services, such as startup, maintenance, and inter-QFabric
system device communication. A set of Director devices with hard drives
can be joined to form a Director group, which provides redundancy and
high availability by way of additional memory and processing power. (See
also Director group.)

Director group Set of Director devices that host and load-balance internal processes for
the QFabric system. The Director group handles tasks such as QFabric
system network topology discovery, Node and Interconnect device
configuration, startup, and DNS, DHCP, and NFS services. Operating a
Director group is a minimum requirement to manage a QFabric system.

The Director group runs the Director software for management
applications and runs dual processes in active/standby mode for maximum
redundancy and high availability. (See also Director software and Director
device.)



Table 1: QFabric System Terms (Continued))

Term

Director software

fabric control Routing Engine

fabric manager Routing Engine

infrastructure

Interconnect device

Junos Space

network Node group

Definition

Software that handles QFabric system administration tasks, such as fabric
management and configuration. The Junos OS-based Director software
runs on the Director group, provides a single, consolidated view of the
QFabric system, and enables the main QFabric system administrator to
configure, manage, monitor, and troubleshoot QFabric system components
from a centralized location. To access the Director software, log in to the
default partition. (See also Director device and Director group.)

Virtual Junos OS Routing Engine instance used to control the exchange of
routes and flow of data between QFabric system hardware components
within a partition. The fabric control Routing Engine runs on the Director
group.

Virtual Junos OS Routing Engine instance used to control the initialization
and maintenance of QFabric system hardware components belonging to
the default partition. The fabric manager Routing Engine runs on the
Director group.

QFabric system services processed by the virtual Junos Routing Engines
operating within the Director group. These services, such as fabric
management and fabric control, support QFabric system functionality and
high availability.

QFabric system component that acts as the primary fabric for data plane
traffic traversing the QFabric system between Node devices. Examples of
Interconnect devices include the QFX3008-| Interconnect device in a
QFX3000-G QFabric system, the QFX5100-24Q configured as an
Interconnect device, and the QFX3600-1 Interconnect device in a
QFX3000-M QFabric system. (See also Node device.)

Carrier-class network management system for provisioning, monitoring,
and diagnosing Juniper Networks routing, switching, security, and data
center platforms.

Set of one to eight Node devices that connects to an external network.



Table 1: QFabric System Terms (Continued))

Term

network Node group Routing
Engine

Node device

partition

QFabric system

Definition

Virtual Junos OS Routing Engine instance that handles routing processes
for a network Node group. The network Node group Routing Engine runs
on the Director group.

Routing and switching device that connects to endpoints (such as servers
or storage devices) or external network peers, and is connected to the
QFabric system through an Interconnect device. You can deploy Node
devices similarly to the way a top-of-rack switch is implemented. Examples
of Node devices include the QFX3500 Node device, QFX3600 Node
device, and QFX5100 Node device. (See also /nterconnect device and
network Node group.)

Collection of physical or logical QFabric system hardware components
(such as Node devices) that provides fault isolation, separation, and
security.

In their initial state, all QFabric system components belong to a default
partition.

Highly scalable, distributed, Layer 2 and Layer 3 networking architecture
that provides a high-performance, low-latency, and unified interconnect
solution for next-generation data centers. A QFabric system collapses the
traditional multi-tier data center model, enables the consolidation of data
center endpoints (such as servers, storage devices, memory, appliances,
and routers), and provides better scaling and network virtualization
capabilities than traditional data centers.

Essentially, a QFabric system can be viewed as a single, nonblocking, low-
latency switch that supports thousands of 10-Gigabit Ethernet ports or 2-
Gbps, 4-Gbps or 8-Gbps Fibre Channel ports to interconnect servers,
storage, and the Internet across a high-speed, high-performance fabric.
The QFabric system must have sufficient resources and devices allocated
to handle the Director group, Node device, and Interconnect device
functions and capabilities.



Table 1: QFabric System Terms (Continued))

Term

QFabric system control plane

QFabric system data plane

QFabric system endpoint

Definition

Internal network connection that carries control traffic between QFabric
system components. The QFabric system control plane includes
management connections between the following QFabric system hardware
and software components:

o Node devices, such as the QFX3500 Node device.
e /nterconnect devices, such as the QFX3008-I Interconnect device.

e Director group processes, such as management applications,
provisioning, and topology discovery.

e Control plane Ethernet switches to provide interconnections to all
QFabric system devices and processes. For example, you can use EX
Series EX4200 switches running in Virtual Chassis mode for this
purpose.

To maintain high availability, the QFabric system control plane uses a
different network than the QFabric system data plane, and uses a fabric
provisioning protocol and a fabric management protocol to establish and
maintain the QFabric system.

Redundant, high-performance, and scalable data plane that carries QFabric
system data traffic. The QFabric system data plane includes the following
high-speed data connections:

e 10-Gigabit Ethernet connections between QFabric system endpoints
(such as servers or storage devices) and Node devices.

e 40-Gbps quad small form-factor pluggable plus (QSFP+) connections
between Node devices and Interconnect devices.

e 10-Gigabit Ethernet connections between external networks and a
Node device acting as a network Node group.

To maintain high availability, the QFabric system data plane is separate
from the QFabric system control plane.

Device connected to a Node device port, such as a server, a storage
device, memory, an appliance, a switch, or a router.



Table 1: QFabric System Terms (Continued))

Term

QFabric system fabric

QFX3500 Node device

QFX3500 switch

Definition

Distributed, multistage network that consists of a queuing and scheduling
system that is implemented in the Node device, and a distributed cross-
connect system that is implemented in Interconnect devices. The QFabric
system fabric is part of the QFabric system data plane.

Node device that connects to either endpoint systems (such as servers and
storage devices) or external networks in a QFabric system. It is packaged in
an industry-standard 1U, 19-inch rack-mounted enclosure.

The QFX3500 Node device provides up to 48 10-Gigabit Ethernet
interfaces to connect to the endpoints. Twelve of these 48 interfaces can
be configured to support 2-Gbps, 4-Gbps or 8-Gbps Fibre Channel, and 36
of the interfaces can be configured to support Gigabit Ethernet. Also, there
are four uplink connections to connect to Interconnect devices in a
QFabric system. These uplinks use 40-Gbps quad small form-factor
pluggable plus (QSFP+) interfaces. (See also QFX3500 switch.)

Standalone data center switch with 10-Gigabit Ethernet access ports and
40-Gbps quad, small form-factor pluggable plus (QSFP+) uplink interfaces.
You can (optionally) configure some of the access ports as 2-Gbps, 4-Gbps,
or 8-Gbps Fibre Channel ports or Gigabit Ethernet ports.

The QFX3500 switch can be converted to a QFabric system Node device
as part of a complete QFabric system. The switch is packaged in an
industry-standard 1U, 19-inch rack-mounted enclosure. (See also
QFX3500 Node device.)



Table 1: QFabric System Terms (Continued))

Term

QFX3600 Node device

QFX3600 switch

Definition

Node device that connects to either endpoint systems (such as servers and
storage devices) or external networks in a QFabric system. It is packaged in
an industry-standard 1U, 19-inch rack-mounted enclosure.

The QFX3600 Node device provides 16 40-Gbps QSFP+ ports. By default,
4 ports (labeled QO through Q8) are configured for 40-Gbps uplink
connections between your Node device and your Interconnect device, and
12 ports (labeled Q4 through Q15) use QSFP+ direct-attach copper (DAC)
breakout cables or QSFP+ transceivers with fiber breakout cables to
support 48 10-Gigabit Ethernet interfaces for connections to either
endpoint systems (such as servers and storage devices) or external
networks. Optionally, you can choose to configure the first eight ports (Q0
through Q7) for uplink connections between your Node device and your
Interconnect device, and ports Q2 through Q15 for 10-Gigabit Ethernet
connections to either endpoint systems or external networks. (See also
QFX3600 switch.)

Standalone data center switch with 16 40-Gbps quad, small form-factor
pluggable plus (QSFP+) interfaces. By default, all the 16 ports operate as
40-Gigabit Ethernet ports. Optionally, you can choose to configure the 40-
Gbps ports to operate as four 10-Gigabit Ethernet ports. You can use
QSFP+ to four SFP+ breakout cables to connect the 10-Gigabit Ethernet
ports to other servers, storage, and switches.

The QFX3600 switch can be converted to a QFabric system Node device
as part of a complete QFabric system. The switch is packaged in an
industry-standard 1U, 19-inch rack-mounted enclosure. (See also
QFX3600 Node device.)



Table 1: QFabric System Terms (Continued))

Term

QFX5100 Node device

redundant server Node group

Definition

QFabric system Node device that connects to either endpoint systems
(such as servers and storage devices) or external networks. All three
supported models are packaged in an industry-standard 1U, 19-inch rack-
mounted enclosure. A QFX5100 Node device can be any of these models:

e QFX5100-48S

By default, the QFX5100-48S Node device provides 48 10-Gigabit
Ethernet interfaces to connect to the endpoints. There are also six 40-
Gbps quad small form-factor pluggable plus (QSFP+) interfaces, of
which four are uplinks (FTE).

e QFX5100-48T

By default, the QFX5100-48T Node device provides 48 10GBASE-T
interfaces to connect to endpoints. There are also six 40-Gbps QSFP+
interfaces, of which four are uplinks (FTE)

e QFX5100-24Q

By default, the QFX5100-24Q Node device provides 24 40-Gigabit
Ethernet QSFP+ interfaces to connect to the endpoints. The
QFX5100-24Q has two expansion bays. The number of additional
interfaces available depends on the expansion module and the System
mode configured for the Node device.

By default, on the QFX5100-48S Node device and QFX5100-48T Node
device, the first 4 ports (labeled fte-0/1/0 through fte-0/1/3) are
configured for 40-Gbps uplink connections between your Node device and
your Interconnect devices, and 2 ports (labeled xle-0/1/4 and xle-0/1/5)
use QSFP+ direct-attach copper (DAC) breakout cables or QSFP+
transceivers with fiber breakout cables to support 8 10-Gigabit Ethernet
interfaces for connections to either endpoint systems (such as servers and
storage devices) or external networks. Optionally, you can choose to
configure the middle 2 ports (xle-0/1/2 and xle-0/1/3) for additional
connections to either endpoint systems or external networks.

(See also QFX3500 Node device and QFX3600 Node device.)

Set of two Node devices that connect to servers or storage devices. Link
aggregation group (LAG) interfaces can span the Node devices within a
redundant server Node group.



Table 1: QFabric System Terms (Continued))

Term

rolling upgrade

Routing Engine

routing instance

server Node group

virtual LAN (VLAN)

virtual private network (VPN)

flow group

Definition

Method used in the QFabric system to upgrade the software for
components in a systematic, low-impact way. A rolling upgrade begins with
the Director group, proceeds to the fabric (Interconnect devices), and
finishes with the Node groups.

Juniper Networks-proprietary processing entity that implements QFabric
system control plane functions, routing protocols, system management,
and user access. Routing Engines can be either physical or virtual entities.

The Routing Engine functions in a QFabric system are sometimes handled
by Node devices (when connected to endpoints), but mostly implemented
by the Director group (to provide support for QFabric system
establishment, maintenance, and other tasks).

Private collection of routing tables, interfaces, and routing protocol
parameters unique to a specific customer. The set of interfaces is
contained in the routing tables, and the routing protocol parameters
control the information in the routing tables.

(See also virtual private network.)

Set of one or more Node devices that connect to servers or storage
devices.

Unique Layer 2 broadcast domain for a set of ports selected from the
components available in a partition. VLANSs allow manual segmentation of
larger Layer 2 networks and help to restrict access to network resources.
To interconnect VLANS, Layer 3 routing is required.

Layer 3 routing domain within a partition. VPNs maintain privacy with a
tunneling protocol, encryption, and security procedures. In a QFabric
system, a Layer 3 VPN is configured as a routing instance.

Force redundant multicast streams to flow through different interconnect
devices to prevent a single interconnect device from potentially dropping
both streams of multicast traffic during a failure.
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This topic describes:

Four-Level Interface Naming Convention

When you configure an interface on the QFabric system, the interface name needs to follow a four-level
naming convention that enables you to identify an interface as part of either a Node device or a Node
group. Include the name of the network or server Node group at the beginning of the interface name.

The four-level interface naming convention is:

device-name:type-foc/pic/port

where device-nameis the name of the Node device or Node group. The remainder of the naming
convention elements are the same as those in the QFX3500 switch interface naming convention.

An example of a four-level interface name is:
node2 xe-0/0/2



QSFP+ Interfaces

The QFX3500 Node device provides four 40-Gbps QSFP+ (quad small form-factor pluggable plus)
interfaces (labeled QO through Q3) for uplink connections between your Node device and your
Interconnect devices.

The QFX3600 Node device provides 16 40-Gbps QSFP+ interfaces. By default, 4 interfaces (labeled QO
through Q3) are configured for 40-Gbps uplink connections between your Node device and your
Interconnect devices, and 12 interfaces (labeled Q4 through Q15) use QSFP+ direct-attach copper
(DAC) breakout cables or QSFP+ transceivers with fiber breakout cables to support 48 10-Gigabit
Ethernet interfaces for connections to either endpoint systems (such as servers and storage devices) or
external networks. Optionally, you can choose to configure the first eight interfaces (QO through Q7) for
uplink connections between your Node device and your Interconnect devices, and interfaces Q2
through Q15 for 10-Gigabit Ethernet or 40-Gigabit Ethernet connections to either endpoint systems or
external networks (see Configuring the Port Type on QFX3600 Node Devices). Table 2 on page 16
shows the port mappings for QFX3600 Node devices.

Table 2: QFX3600 Node Device Port Mappings

Port Number 10-Gigabit Ethernet 40-Gigabit Ethernet 40-Gigabit Data Plane
Interfaces (On PIC 0) Interfaces (On PIC 1) Uplink Interfaces (On PIC
1)
Qo0 Not supported on this port xle-0/1/0 fte-0/1/0
Q1 Not supported on this port xle-0/1/1 fte-0/1/1
Q2 xe-0/0/8 xle-0/1/2 fte-0/1/2
xe-0/0/9
xe-0/0/10
xe-0/0/11
Q3 xe-0/0/12 xle-0/1/3 fte-0/1/3
xe-0/0/13
xe-0/0/14

xe-0/0/15



Table 2: QFX3600 Node Device Port Mappings (Continued))

Port Number 10-Gigabit Ethernet 40-Gigabit Ethernet 40-Gigabit Data Plane
Interfaces (On PIC 0) Interfaces (On PIC 1) Uplink Interfaces (On PIC
1)

Q4 xe-0/0/16 xle-0/1/4 fte-0/1/4
xe-0/0/17
xe-0/0/18

xe-0/0/19

Q5 xe-0/0/20 xle-0/1/5 fte-0/1/5
xe-0/0/21
xe-0/0/22

xe-0/0/23

Q6 xe-0/0/24 xle-0/1/6 fte-0/1/6
xe-0/0/25
xe-0/0/26

xe-0/0/27

Q7 xe-0/0/28 xle-0/1/7 fte-0/1/7
xe-0/0/29
xe-0/0/30

xe-0/0/31

Q8 xe-0/0/32 xle-0/1/8 Not supported on this port
xe-0/0/33
xe-0/0/34

xe-0/0/35



Table 2: QFX3600 Node Device Port Mappings (Continued))

Port Number

Q9

Q10

Qi1

Q12

Q13

10-Gigabit Ethernet
Interfaces (On PIC 0)

xe-0/0/36
xe-0/0/37
xe-0/0/38

xe-0/0/39

xe-0/0/40
xe-0/0/41
xe-0/0/42

xe-0/0/43

xe-0/0/44
xe-0/0/45
xe-0/0/46

xe-0/0/47

xe-0/0/48
xe-0/0/49
xe-0/0/50

xe-0/0/51

xe-0/0/52
xe-0/0/53
xe-0/0/54

xe-0/0/55

40-Gigabit Ethernet
Interfaces (On PIC 1)

xle-0/1/9

xle-0/1/10

xle-0/1/11

xle-0/1/12

xle-0/1/13

40-Gigabit Data Plane
Uplink Interfaces (On PIC
1)

Not supported on this port

Not supported on this port

Not supported on this port

Not supported on this port

Not supported on this port



Table 2: QFX3600 Node Device Port Mappings (Continued))

Port Number 10-Gigabit Ethernet 40-Gigabit Ethernet 40-Gigabit Data Plane

Interfaces (On PIC 0) Interfaces (On PIC 1) Uplink Interfaces (On PIC
1)

Q14 xe-0/0/56 xle-0/1/14 Not supported on this port
xe-0/0/57
xe-0/0/58
xe-0/0/59

Q15 xe-0/0/60 xle-0/1/15 Not supported on this port
xe-0/0/61
xe-0/0/62
xe-0/0/63

The QFX5100-48S Node device provides 48 10-Gigabit Ethernet interfaces and 6 40-Gbps QSFP+
interfaces. By default, 4 interfaces (labeled 48 through 51) are configured for 40-Gbps uplink

connections between your Node device and your Interconnect devices, and 2 interfaces (labeled 52 and

53) support 40-Gigabit Ethernet connections to either endpoint systems (such as servers and storage

devices) or external networks. Optionally, you can choose to configure the middle two interfaces (50 and

51) for 40-Gigabit Ethernet connections to either endpoint systems or external networks, and you can
choose to configure the last two interfaces (52 and 53) for uplink connections between your Node
device and your Interconnect devices (see Configuring the QSFP+ Port Type on QFX5100 Devices).
Table 3 on page 19 shows the port mappings for QFX5100-48S Node devices.

Table 3: QFX5100-48S Node Device Port Mappings

Port Number 40-Gigabit Ethernet Interfaces (On
PIC 1)

48 Not supported on this PIC

49 Not supported on this PIC

50 xle-0/1/2

40-Gigabit Data Plane Uplink
Interfaces (On PIC 1)

fte-0/1/0

fte-0/1/1

fte-0/1/2



Table 3: QFX5100-48S Node Device Port Mappings (Continued))

Port Number 40-Gigabit Ethernet Interfaces (On
PIC 1)
51 xle-0/1/3
52 xle-0/1/4
53 xle-0/1/5
Link Aggregation

40-Gigabit Data Plane Uplink
Interfaces (On PIC 1)

fte-0/1/3

fte-0/1/4

fte-0/1/5

Link aggregation enables you to create link aggregation groups across Node devices within a network
Node group or redundant server Node group. You can include up to eight Ethernet interfaces in a LAG.
You can have up to 48 LAGs within a redundant server Node group, and 128 LAGs in a network Node
group. To configure a LAG, include the aggregated-devices statement at the [edit chassis node-group node-
group-name] hierarchy level and the device-count statement at the [edit chassis node-group rode-group-name
aggregated-devices ethernet] hierarchy level. Additionally, include any aggregated Ethernet options (minimum-
links and link-speed) at the [edit interfaces interface-name aggregated-ether-options] hierarchy level and the
802.3ad statement at the [edit interfaces interface-name ether-options] hierarchy level. To configure the Link
Aggregation Control Protocol (LACP), include the lacp statement at the [edit interfaces aggregated-ether-

options] hierarchy level.

Configuring the Port Type on QFX3600 Node Devices
Configuring the QSFP+ Port Type on QFX5100 Devices
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QFabric System Hardware Architecture Overview

The QFabric system is a single-layer networking tier that connects servers and storage devices to one
another across a high-speed, unified core fabric. You can view the QFabric system as a single, extremely
large, nonblocking, high-performance Layer 2 and Layer 3 switching system. The reason you can
consider the QFabric system as a single system is that the Director software running on the Director
group allows the main QFabric system administrator to access and configure every device and port in
the QFabric system from a single location. Although you configure the system as a single entity, the
fabric contains four major hardware components. The hardware components can be chassis-based,
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group-based, or a hybrid of the two. As a result, it is important to understand the four types of generic
QFabric system components and their functions, regardless of which hardware environment you decide
to implement. A representation of these components is shown in Figure 3 on page 22.

Figure 3: QFabric System Hardware Architecture
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The four major QFabric system components include the following:

e Director group—The Director group is a management platform that establishes, monitors, and
maintains all components in the QFabric system. It is a set of Director devices that run the Junos
operating system (Junos OS) on top of a CentOS foundation. The Director group handles tasks such
as QFabric system network topology discovery, Node and Interconnect device configuration and
startup, and Domain Name System (DNS), Dynamic Host Configuration Protocol (DHCP), and
Network File System (NFS) services. The Director group also runs the software for management
applications, hosts and load-balances internal processes for the QFabric system, and starts additional
QFabric system processes as requested.

¢ Node devices—A Node deviceis a hardware system located on the ingress of the QFabric system
that connects to endpoints (such as servers or storage devices) or external networks, and is
connected to the heart of the QFabric system through an Interconnect device. A Node device can be



used in a manner similar to how a top-of-rack switch is implemented. By default, Node devices
connect to servers or storage devices. However, when you group Node devices together to connect
to a network that is external to the QFabric system, the formation is known as a network Node

group.

Interconnect devices—An /nterconnect device acts as the primary fabric for data plane traffic
traversing the QFabric system between Node devices. To reduce latency to a minimum, the
Interconnect device implements multistage Clos switching to provide nonblocking interconnections
between any of the Node devices in the system.

Control plane network—The control/ plane networkis an out-of-band Gigabit Ethernet management
network that connects all QFabric system components. For example, you can use a group of EX4200
Ethernet switches or a group of EX4300 Ethernet switches configured as a Virtual Chassis to enable

the control plane network. The control plane network connects the Director group to the
management ports of the Node and Interconnect devices. By keeping the control plane network
separate from the data plane, the QFabric system can scale to support thousands of servers and

storage devices.

The four major QFabric system components can be assembled from a variety of hardware options.
Currently supported hardware configurations are shown in Table 4 on page 23.

Table 4: Supported QFabric System Hardware Configurations

QFabric Director Group
System

Configuration

QFX3000-G QFX3100
QFabric Director group
system

Node Device

QFX3500, QFX3600, and
QFX5100-48S, QFX5100-48T,
and QFX5100-24Q Node
devices

NOTE: There can be a
maximum of 128 Node
devices in the QFX3000-G
QFabric system.

Interconnect
Device

QFX3008-I
Interconnect
device

NOTE: There can
be a maximum of
four Interconnect
devices in the
QFX3000-G
QFabric system.

Control Plane Device

Two Virtual Chassis
composed of either
four EX4200-48T or
four EX4300-48T
switches each (for a
copper-based control
plane) or eight
EX4200-24F or four
EX4300-48P
switches each (for a
fiber-based control
plane)



Table 4: Supported QFabric System Hardware Configurations (Continued))

QFabric
System
Configuration

QFX3000-M
QFabric
system

Director Group

QFX3100
Director group

NOTE: For a
copper-based
QFX3000-M
QFabric
system control
plane network,
use QFX3100
Director
devices with
RJ-45 network
modules
installed. For a
fiber-based
control plane
network, use
QFX3100
Director
devices with
SFP network
modules
installed.

Node Device

QFX3500, QFX3600, and
QFX5100-48S, QFX5100-48T,
and QFX5100-24Q Node
devices

NOTE:

e There can be a maximum
of 16 Node devices in the
QFX3000-M QFabric
system using QFX3600-I
as Interconnect devices
and 32 Node devices using
the QFX5100-24Q as
Interconnec devices.

NOTE: QFX5100-24Q
Interconnect devices and
QFX3600-| Interconnect
devices cannot be mixed
on the same QFabric
system.

e For a copper-based
QFX3000-M QFabric
system control plane
network, use QFX3500
Node devices with a
1000BASE-T management
board installed. For a fiber-
based control plane
network, use QFX3500
Node devices with an SFP
management board
installed.

Interconnect
Device

QFX5100-24Q or

QFX3600-I
Interconnect
devices

NOTE: There can
be a maximum of

four Interconnect

devices in the
QFX3000-M
QFabric system.

Control Plane Device

Two EX4200
Ethernet or two
EX4300 switches

NOTE: For a copper-
based QFX3000-M
QFabric system
control plane
network, use
EX4200-24T or
EX4300-48T
switches with an SFP
+ uplink module
installed. For a fiber-
based control plane
network, use
EX4200-24F or
EX4300-48P
switches with an SFP
+ uplink module
installed.

To complete the system, external Routing Engines (such as the fabric manager Routing Engines, network
Node group Routing Engines, and fabric control Routing Engines) run on the Director group and
implement QFabric system control plane functions. The control plane network provides the control
plane connections between the Node devices, the Interconnect devices, and the Routing Engines

running on the Director group.



QFX3000-G QFabric System Features

A QFX3000-G QFabric system provides the following key features:

e Support for up to 128 Node devices and 4 Interconnect devices, which provides a maximum of 6144
10-Gigabit Ethernet ports.

e Low port-to-port latencies that scale as the system size grows from 48 to 6144 10-Gigabit Ethernet
ports.

e Support for up to 384,000 total ingress queues at each Node device to the QFabric system
Interconnect backplane.

e Support for Converged Enhanced Ethernet (CEE) traffic.

QFX3000-M QFabric System Features

A QFX3000-M QFabric system provides the following key features:

e Support for up to 32 Node devices and 4 QFX5100-24Q Interconnect devices or 16 Node device
and 4 QFX3600-I Interconnect devices.

NOTE: You may not mix QFX5100-24Q Interconnect devices with QFX3600-I Interconnect
devices on the same QFX3000-M QFabric system.

e Low port-to-port latencies that scale as the system size grows from 48 to 768 10-Gigabit Ethernet
ports.

Understanding QFabric System Terminology
Understanding the QFabric System Software Architecture
Understanding the Director Group

Understanding Routing Engines in the QFabric System
Understanding Interconnect Devices

Understanding Node Devices

Understanding Node Groups

Understanding Partitions



Understanding the Director Group
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Because the Director group provides management services for the QFabric system, it is important to
understand the components of the cluster and how the Director group supports the needs of the
greater fabric.

Director Group Components

When you build a Director group, consider the following elements and concepts.

e Director device—A single management device for the QFabric system. Director devices with a hard
drive provide full processing services and are used to build the Director group.

e Director group—A set of Director devices. The Director group is essential to the QFabric system,
which cannot operate properly without it. The Director group shares and load-balances processing
tasks for the QFabric system, performs topology discovery, assigns identifiers to QFabric system
components, and manages interfabric communication. The primary devices in a Director group are
Director devices that contain hard drives. The Director devices run dual processes in active or
standby mode for maximum redundancy.

When you add additional Director devices to the group, the Director group coordinates their
activities and distributes processing loads across all available Director devices. The additional
Director devices provide the Director group with additional memory and processing power.
Supplementing the Director group with extra Director devices allows the group to scale efficiently
and serve the needs of the entire QFabric system as it grows.

Director Group Services

The Director group is a management platform that establishes, monitors, and maintains all components
in the QFabric system. It is a set of Director devices that run the Junos operating system (Junos OS) on
top of a CentOS foundation. The Director group handles tasks such as QFabric system network topology
discovery, Node and Interconnect device configuration and startup, and Domain Name System (DNS),
Dynamic Host Configuration Protocol (DHCP), and Network File System (NFS) services. The Director
group also runs the software for management applications, hosts and load-balances internal processes



for the QFabric system, maintains configuration and topology databases, and starts additional QFabric
system processes as requested.

Another critical role provided by the Director group is the hosting of the virtual Junos Routing Engines.
These Routing Engines provide services for the QFabric system to keep it operating smoothly.

Performing the QFabric System Initial Setup on a QFX3100 Director Group
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Understanding the QFabric System Hardware Architecture
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Routing Engines perform many important processing tasks in the QFabric system. Knowing where the
Routing Engines are located and what services they provide enables you to troubleshoot the QFabric
system and ensure that it is running the way it should.

Hardware-Based Routing Engines

A traditional Juniper Networks Routing Engine is a hardware field-replaceable unit that runs routing
protocols, builds the routing and switching tables, sends routing information to the Packet Forwarding
Engine, and handles several software processes for the device (such as interface control, chassis
component monitoring, system management, and user access). Node devices that are part of server
Node groups in the QFabric system that connect to servers or storage devices implement Routing
Engine functions locally using this traditional hardware method.



Software-Based External Routing Engines

The QFabric system also uses external Routing Engines that run in software on the Director group. In
contrast with traditional Routing Engines, the functions and processes provided by software-based
Routing Engines are segmented, specialized, and distributed across multiple Routing Engine instances
running on the Director group. Such separation provides redundancy for these functions and enables
the QFabric system to scale. Figure 4 on page 28 shows the external Routing Engine types.

Figure 4: External Routing Engine Types
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following major services for the QFabric system:

¢ Fabric manager Routing Engine—Provides services to all devices in the QFabric system, such as
system initialization, topology discovery, internal IP address and ID assignment, and interdevice
communication. The fabric manager Routing Engine authenticates Interconnect and Node devices,

and maintains a database for system components. A single fabric manager Routing Engine instance is

generated to manage the entire QFabric system.

e Fabric control Routing Engine—Runs the fabric control protocol to share route information between
available devices in a partition. A pair of redundant route distribution Routing Engine instances is
generated for every partition in the QFabric system, and both instances are active.

¢ Diagnostic Routing Engine—Gathers operational information that allows QFabric system
administrators to monitor the health of the QFabric system. A single Routing Engine instance is
generated for the entire QFabric system.

¢ Network Node group Routing Engine—Provides Routing Engine functionality for groups of Node
devices bundled together as a single Layer 3 routing device, which is used to connect to external
networks. A pair of redundant Routing Engine instances is generated for every network Node group
in the QFabric system.
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Interconnect devices in a QFabric system provide a way for the Node devices to connect with one
another over a high-speed backplane. By understanding the role of Interconnect devices, you can
harness the benefits of low latency, superb scalability, and minimum packet processing offered by a
single-tier data center architecture.

Interconnect Device Introduction

Interconnect devices act as the primary fabric for data plane traffic traversing the QFabric system
between Node devices. The main task for the Interconnect devices is to transfer traffic between the
Node devices as quickly as possible across a high-speed, available path backplane. To reduce latency to a
minimum, larger Interconnect devices (such as the QFX3008-I Interconnect device) implement
multistage Clos switching to provide nonblocking connections between any of the Node devices in the
system. Figure 5 on page 30 shows an example of how Clos switching works in the QFX3008-I
Interconnect device.
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Figure 5: Clos Switching for QFX3008-I Interconnect Devices
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Traffic enters a QSFP+ port from a Node device, and an ingress chipset provides stage F1 processing.
For the F2 stage, the frame is sent to a rear card and processed by a midplane chipset. Lastly, an egress
chipset on the front card QSFP+ port handles processing tasks for the F3 stage. At each of the three
Clos stages, a switching table chooses the best path and determines where to send the frame to reach
the next stage. The F1 and F3 stages can be handled by the same front card or different front cards,
depending on the best path selected by the fabric. After the frame traverses the Interconnect device
backplane, the Interconnect device sends the frame to the egress Node device.

QFX3008-I Interconnect Devices

The QFX3008-I Interconnect device contains eight slots in the front of the chassis. In each slot, you can
install a front card containing 16 40-Gbps quad small form-factor pluggable plus (QSFP+) ports. A fully
configured system offers a total capacity of 128 QSFP+ connections. These front card ports attach to
the high-speed backplane to reach the eight slots in the rear of the chassis, which provide the heavy-
duty interconnections for the entire QFX3000-G QFabric system. In addition, four interfaces (two per



Control Board) provide Gigabit Ethernet access to the control plane management network. Figure 6 on
page 32 shows an example of the data plane and control plane connections for QFX3008-I
Interconnect devices.
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QFX3600-I Interconnect Devices

The QFX3600-I Interconnect device has 16 40-Gbps quad small form-factor pluggable plus (QSFP+)
ports that provide interconnections for the entire QFX3000-M QFabric system. In addition, two
management ports provide Gigabit Ethernet access to the control plane management network. Figure 7
on page 33 shows an example of the data plane and control plane connections for a QFX3600-I

Interconnect device.

Figure 7: QFX3600-I Data Plane and Control Plane Connections
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QFX5100-24Q Interconnect Devices

The QFX5100-24Q switch can be configured to operate either as an Interconnect device or as a Node
device in a QFX3000-M QFabric system. The QFX5100-24Q has 24 40-Gbps QSFP+ ports and can hold
an additional 8 40-Gbps QSFP+ ports. These QSFP+ ports provide interconnects for the entire QFabric
system. QFX5100 devices have a minimum of two management ports: a 10/100/1000BASE-T RJ-45
port and a 1-Gbps SFP ports. If you plan to use all fiber connections, be sure to order the product SKUs
have an additional 1-Gbps SFP port that can be used either for fiber or copper connections.



Figure 8: QFX5100-24Q Data Plane and Control Plane Connections
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Node devices in a QFabric system provide a way for servers, storage devices, and external networks to
connect to the QFabric system. By understanding the role of Node devices, you can design your QFabric
system topology to take advantage of the unique benefits offered by a single-tier data center
architecture.

Node Device Introduction

A Node device in the QFabric system connects either endpoint systems (such as application servers and
storage devices) or external networks to Interconnect devices. It can be used similarly to the way a top-
of-rack switch is implemented in a data center. Node devices provide an access point to the QFabric
system, allowing data to flow into and out of the QFabric system. Because all Node devices in the
QFabric system connect through a backplane of Interconnect devices, in essence all Node devices are
connected to one another. This directly connected design model eliminates multiple tiers of aggregation
and core devices and provides minimum latency, maximum scalability, and rapid transport of server-to-
server traffic and QFabric system-to-external network traffic.

Sets of Node devices can be bundled together into Node groups, in which each group operates as a
single virtual entity. Node groups that connect to servers and storage devices are known as server Node
groups, and Node groups that connect to external networks are known as network Node groups.

QFX3500 Node Devices

A QFX3500 Node device provides up to 48 10-Gigabit Ethernet interfaces to connect to endpoints or
external networks. You can configure 12 of these 48 interfaces to support 2-Gbps, 4-Gbps, or 8-Gbps
Fibre Channel. You can also configure the remaining 36 interfaces with Gigabit Ethernet.

NOTE: You can configure interface ports O through 47 as 10-Gigabit Ethernet ports, O through 5
and 42 through 47 as Fibre Channel over Ethernet ports, and 6 through 41 as Gigabit Ethernet
ports. However, you cannot configure any Fibre Channel over Ethernet ports as Gigabit Ethernet
ports or vice versa.

In addition to these server and network interfaces, there are four uplink interfaces to connect the
QFX3500 Node device to Interconnect devices in a QFabric system. These uplinks use 40-Gbps quad
small form-factor pluggable plus (QSFP+) interfaces.

The control plane requires two management ports on the QFX3500 chassis to connect the Node device
to the control plane network. Figure 9 on page 36 shows an example of the data plane and control
plane connections for a QFX3500 Node device.



Figure 9: QFX3500 Data Plane and Control Plane Connections
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QFX3600 Node Devices

A QFX3600 Node device provides 16 40-Gbps QSFP+ interfaces. By default, 4 interfaces (labeled QO
through Q3) are configured for 40-Gbps uplink connections between your QFX3600 Node device and
your Interconnect device, and 12 interfaces (labeled Q4 through Q15) use QSFP+ direct-attach copper
(DAC) breakout cables or QSFP+ transceivers with fiber breakout cables to support 48 10-Gigabit
Ethernet interfaces for connections to either endpoint systems or external networks. Optionally, you
can choose to configure the first eight interfaces (QO through Q7) for uplink connections between your
Node device and your Interconnect devices, and interfaces Q2 through Q15 for 10-Gigabit Ethernet or
40-Gigabit Ethernet connections to either endpoint systems or external networks.

The control plane requires two management ports on the QFX3600 chassis to connect the Node device
to the control plane network. Figure 10 on page 37 shows an example of the data plane and control
plane connections for a QFX3600 Node device.



Figure 10: QFX3600 Data Plane and Control Plane Connections
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QFX5100 Node Devices

Three models of the QFX5100 line of switches are supported as Node devices on a QFabric system:
e QFX5100-48S
e QFX5100-48T
e QFX5100-24Q

Figure 11 on page 38 shows an example of the data plane and control plane connections for a
QFX5100 Node device.



Figure 11: QFX5100 Data Plane and Control Plane Connections

Data Plane
ICO:fte-0/1/0 ICl:fte-0/1/0
QFX5100-24Q OFX5100-240

NodeO:fte-0/1/0 || NodeO:fte-0/1/1

QFX5100
Node Device

Serverm NodeO:xe-0/0/1 NodeO:xe-0/0/37 — Storage
[

FRONT VIEW
REAR VIEW

co

to CO f QFX5100
. Node Device
Cl
ge-0/0/0
EX Series Lolcl EX Series

ge-0/0/0
Control Plane
— 40GB

10GB
1GB

8042889

e QFX5100-48S

A QFX5100-48S Node device provides 48 10-Gigabit Ethernet interfaces to connect to endpoints or
external networks and 6 40-Gbps QSFP+ interfaces. By default, 4 of the QSFP+ interfaces (labeled
fte-0/1/0 through fte-0/1/1) are configured for 40-Gbps uplink connections between your Node
device and your Interconnect devices, and 2 QSFP+ interfaces (labeled xle-0/1/4 and xle-0/1/5)
provide 40-Gigabit Ethernet connections to either endpoint systems (such as servers and storage
devices) or external networks. Optionally, you can choose to configure the middle two interfaces
(xle-0/1/8 and xle-0/1/15) for10-Gigabit Ethernet or 40-Gigabit Ethernet connections to either
endpoint systems or external networks, and you can choose to configure the last two interfaces
(fte-0/1/4 and fte-0/1/5) for uplink connections between your Node device and your Interconnect
devices.

e QFX5100-48T

A QFX5100-48T Node device provides 48 10GBASE-T interfaces to connect to endpoints or
external networks and 6 40-Gbps QSFP+ interfaces.

By default, 4 of the QSFP+ interfaces (labeled fte-0/1/0 through fte-0/1/3) are configured for 40-
Gbps uplink connections between your Node device and your Interconnect devices, and 2 QSFP+
interfaces (labeled xle-0/1/4 and xle-0/1/5) provide 40-Gigabit Ethernet connections to either
endpoint systems (such as servers and storage devices) or external networks. Optionally, you can



choose to configure the middle two interfaces (xle-0/1/8 and xle-0/1/15) for10-Gigabit Ethernet or
40-Gigabit Ethernet connections to either endpoint systems or external networks, and you can
choose to configure the last two interfaces (fte-0/1/4 and fte-0/1/5) for uplink connections between
your Node device and your Interconnect devices.

e QFX5100-24Q

A QFX5100-24Q Node device provides 24 QSFP+ interfaces fte-0/1/0 through fte-0/1/7as uplinks
and xle-0/1/8 to xle-0/1/23 as endpoint systems or external networks.

The QFX5100-24Q has two expansion bays. With the optional QFX-EM-4Q expansion modules, the
QFX5100-24Q can provide an additional 8 40-Gbps interfaces that are channelized into 10G ports.
The QFX-EM-4Q expansion modules only support 40 Gigabit XLE interfaces. Valid interfaces are in
the range ofxle-0/2/0 to xle-0/2/3 for the first expansion module and from xle-0/3/0to xle-0/3/3 in
the second expansion module.

The control plane requires two management ports on the QFX5100 chassis to connect the Node device
to the control plane network.
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Node groups help you combine multiple Node devices into a single virtual entity within the QFabric
system to enable redundancy and scalability at the edge of the data center.

Network Node Groups

A set of one or more Node devices that connect to an external network is called a network Node group.
The network Node group also relies on two external Routing Engines running on the Director group.
These redundant network Node group Routing Engines run the routing protocols required to support
the connections from the network Node group to external networks.

When configured, the Node devices within a network Node group and the network Node group Routing
Engines work together in tandem as a single entity. By default, network Node group Routing Engines are
part of the NW-NG-0 network Node group but no Node devices are included in the group. As a result, you
must configure Node devices to be part of a network Node group.

In a QFabric system deployment that requires connectivity to external networks, you can modify the
automatically generated network Node group by including its preset name NW-NG-0 in the Node group
configuration. Within a network Node group, you can include a minimum of one Node device up to a
maximum of eight Node devices. By adding more Node devices to the group, you provide enhanced
scalability and redundancy for your network Node group.

NOTE: The QFabric system creates a single NW-NG-0 network Node group for the default partition.
You cannot configure a second network Node group inside the default partition. The remaining
Node devices within the default partition are reserved to connect to servers, storage, or other
endpoints internal to the QFabric system. These Node devices either can be retained in the
automatically generated server Node groups or can be configured as part of a redundant server
Node group.

Server Node Groups

A server Node group is a set of one or more Node devices that connect to servers or storage devices.
Unlike Node devices that are part of a network Node group and rely on an external Routing Engine, a
Node device within a server Node group connects directly to endpoints and implements the Routing

Engine functions locally, using the local CPU built into the Node device itself.

There are two different server Node group types:



o Autogenerated server Node group—By default, each Node device is placed in its own self-named
Node group to connect to servers and storage. No configuration is necessary, but the QFabric system
provides no redundancy for this type of Node group.

o Redundant server Node group—You can override the default, autogenerated server Node group
assignment by manually configuring a redundant server Node group that contains a maximum of two
Node devices. You can use a redundant server Node group to provide multihoming services to
servers and storage, as well as configure aggregated LAG connections that span the two Node
devices.

NOTE: The Node devices in a redundant server Node group must be of the same type, either
two QFX3500 Node devices, two QFX3600 Node devices, or two QFX5100 Node devices.
You cannot mix and match different Node device models in the same redundant server Node

group.

Configuring Node Groups for the QFabric System
Understanding Node Devices

Understanding Routing Engines in the QFabric System

Understanding the QFabric System Hardware Architecture

Understanding Port Oversubscription on Node Devices

Each Node device in a QFabric system can have a different port oversubscription configuration. For
example, you can have a Node device with 3:1 port oversubscription, another with 6:1 oversubscription,
and yet another with 1:1 oversubscription.

The port oversubscription ratio on a Node device is based on the total amount of bandwidth from the
server-facing connections and the total number of uplink connections to the Interconnect devices.. To
determine your oversubscription ratio, multiply the number of server ports by the server-port speed,
multiply the number of uplink ports by the uplink-port speed, and divide the total server-facing
bandwidth by the total uplink-facing bandwidth. For example, If you use 32 10-Gigabit Ethernet server
ports (320 gigabits) and 8 40-Gigabit Ethernet uplink ports (320 gigabits) on a QFX3600 Node device,
you can configure 1:1 port oversubscription by connecting the eight uplink ports (labeled QO through
Q7) from the Node device to the Interconnect devices and splitting the remaining 8 40-Gigabit Ethernet
ports into 32 10-Gigabit Ethernet server ports.



Other important factors to consider are:

e When you connect more than one port on a Node device to an Interconnect device, you reduce the
overall number of Node devices supported on the QFabric system.

¢ When you have two Interconnect devices and a single connection from each Node device, you can
connect anyremaining ports as access ports not server ports.

Table 5 on page 42 shows the oversubscription ratio for ports on QFX3500 Node devices in default
mode based on the number of Interconnect devices and the number of connections from each Node
device to each Interconnect device.

Table 5: Oversubscription Ratio on QFX3500 Node Devices

Number of Interconnect Number of Connections from Each Node = Oversubscription Ratio on Node
Devices Device to Each Interconnect Device Device

2 1 6:1

2 2 3:1

4 1 3:1

Table 6 on page 42 shows the oversubscription ratio for ports on QFX3600 Node devices in default
modbased on the number of Interconnect devices and the number of connections from each Node
device to each Interconnect device.

Table 6: Oversubscription Ratio on QFX3600 Node Devices

Number of Interconnect Number of Connections from Each Oversubscription Ratio on Node
Devices Node Device to Each Interconnect Device
Device
2 1 6:1
2 2 3:1
2 4 1:1



Table 6: Oversubscription Ratio on QFX3600 Node Devices (Continued)

Number of Interconnect Number of Connections from Each Oversubscription Ratio on Node
Devices Node Device to Each Interconnect Device

Device
4 2 1:1

Table 7 on page 43 shows the oversubscription ratio for ports on QFX5100-48S Node devices and
QFX5100-48T Node devices based on the number of Interconnect devices and the number of
connections from each Node device to each Interconnect device.

Table 7: Oversubscription Ratio on QFX5100-48S and QFX5100-48T Node Devices

Number of Interconnect Number of Connections from Each Node = Oversubscription Ratio on Node
Devices Device to Each Interconnect Device Device

2 2 3.5:1

2 1 8:1

4 1 3.5:1

Unlike other Node Devices, the QFX5100-24Q supports the QFX-EM-4Q expansion module, that
impact the oversubscription ratio. Table 8 on page 43 shows the oversubscription ratio for the base
model without expansion modules inserted into the device and with two QFX-EM-4Q modules installed.
Other factors that impact the oversubscription ratio include the system mode selected for the device.
See Table 9 on page 44 for details on system mode.

Table 8: Oversubscription Ratio on QFX5100-24Q Node Devices

Number of Number of Connections Oversubscription Ratio on Oversubscription Ratio on
Interconnect Devices = from Each Node Device Node Device Node Device with Two QFX-
to Each Interconnect EM-4Q Installed
Device
2 1 8:1 12:1



Table 8: Oversubscription Ratio on QFX5100-24Q Node Devices (Continued))

Number of Number of Connections
Interconnect Devices = from Each Node Device
to Each Interconnect

Device
2 4
2 8
4 1
4 2
4 4

Oversubscription Ratio on Oversubscription Ratio on

Node Device

2:1

N/A

4:1

2:1

N/A

Node Device with Two QFX-
EM-4Q Installed

3:1

1:1

6:1

3:1

1:1

Table 9 on page 44 shows the ports the default port configuration and identifies the ports that can be
converted on Node devices. Because the QFX5100-24Q has expansion bays that allow you to add
additional types of ports, see Table 10 on page 46 for the supported system modes and default

configuration of that Node device.

Table 9: Port Configurations on Node Devices

Model Total Ports Fixed FTE Ports
QFX3500 e 48x10G QO through Q3
o 4x40G

Ports that can be
configured FTE
or XLE

NA

Ports that can be = Default
configured XLE Configuration
or XE

NA e 48x10G
(xe-0/0/0
through
xe-0/0/47)

e 4x40G
(fte-0/1/0
through
fte-0/1/3)



Table 9: Port Configurations on Node Devices (Continued)

Model

QFX3600

QFX5100-4
8S and
QFX5100-4
8T

Total Ports

16 x 40G

48 x 10G

6 x 40G

Fixed FTE Ports

Q0and Q1

Oand 1

Ports that can be = Ports that can be
configured FTE configured XLE
or XLE or XE

Q2 through Q7 Q2 through Q15

2 through 5 2 through 5

NOTE:

Port 2 and port 3 can be configured
together as either as XE or XLE. Port
4 and port 5 can be independently
configured as XE or XLE.

Default
Configuration

e 12x40G
xle-0/1/4
through
xle-0/1/15)

o 4x40G
(fte-0/1/0
through
fte-0/1/3)

o 2x40G
(xle-0/1/4
through
xle-0/1/5))

o 4x40G
fte-0/1/0
through
fte-0/1/3)

e 48x10G
(xe-0/0/0
through
xe-0/0/47)

The QFX5100-24Q can be configured up to 104 10G ports using different system modes to achieve
varying levels of port density. See Table 10 on page 46 for the default configurations for each system

mode.



Table 10: QFX5100-24Q System Mode Default Port Configuration

System
Mode

Default

Total Ports Fixed
FTE
Ports

24 x 40G 0

(base through

configuration) | 7

optional
expansion
model
configuration
of two
modules:

o 4x4dx
10G (QFX-
EM-4Q)

Ports that
can be
configured
FTE or
XLE

8 through
15

Ports that Disabled
can be
configured

XLE or XE

8 through 23 = NA

NOTE: Of
these 16
available
ports, only
12 may be
channelized.

Default
Configuration

e 16x40G
(xle-0/1/8
through
xle-0/1/23

e 8x40G
(fte-0/1/0
through
fte-0/1/7)

Connecting a QFX3500 Node Device to a QFX3008-1 Interconnect Device
Connecting a QFX3600 Node Device to a QFX3008-/ Interconnect Device
Connecting a QFX5100 Node Device to a QFX3008-/ Interconnect Device
Connecting a QFX3500 Node Device to a QFX3600-| Interconnect Device | 323

QFX-EM-4Q
Expansion
Modules

Ports in the
expansion
modules are
xe by default.

The
expansion
module ports
are supported,
but cannot be
channelized.
These ports
also cannot be
converted to
XLE or FTE
ports

(Xe-0/2/0
through
xe-0/2/15 for
1 expansion
module and
x-0/3/0 and
0/3/15 for a
second
expansion
module)
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CHAPTER 3

Software Architecture Overview
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Understanding the QFabric System Software Architecture

The software architecture for the QFabric system environment has been designed to provide a high-
speed, low-latency, nonblocking fabric for data center traffic. This topic explores how the software
architecture for a QFabric system supports these goals.

Key components of the QFabric system software architecture include:

¢ A ssingle administrative view of all QFabric system components provides unified management,
configuration, monitoring, and troubleshooting of the QFabric system. This view is provided by the
QFX Series Director software running on the Director group. A primary administrator can access the
unified view through the default partition.

e A fabric control protocol enables rapid transport of data traffic between QFabric system components.
This unique feature of the software architecture distributes route information for each device within
the QFabric system, and removes the need to run spanning-tree protocols inside the QFabric system
network.

e A fabric management protocol provides rapid transport of control traffic between QFabric system
components. This protocol helps identify and initialize QFabric system resources, supports device
redundancy, and supports management communication throughout the QFabric system.

e A control plane network that is separate from the data plane network provides high availability for
the QFabric system.



The software also provides access to relevant features in the Junos operating system (Junos OS) that
support QFabric system functionality. Support is available for most switching features available on EX
Series Ethernet switches and many routing features available on M Series, MX Series, and T Series
routing platforms.

Understanding QFabric System Terminology
Understanding the QFabric System Hardware Architecture
Understanding the Director Software

Understanding Partitions

Understanding the QFabric System Control Plane
Understanding the QFabric System Data Plane

Understanding QFabric Multicast Flow Groups

Understanding the Director Software

The Director software provides a single view into the QFabric system so that it can be managed as a
single entity. This topic explains how the Director software interacts with the components of the
QFabric system to maintain operations from a central location.

Because the QFabric system consists of multiple Director, Node, and Interconnect devices, the
architects of the QFabric system determined that it would be useful to manage the entire system as a
single logical entity. As a result, the Director software handles administration tasks for the entire QFabric
system, such as fabric management and configuration. The Director software runs on the Director group,
provides a single consolidated view of the QFabric system, and enables the main QFabric system
administrator to configure, manage, monitor, and troubleshoot QFabric system components from a
centralized location. In the Junos operating system (Junos OS) command-line interface (CLI), you can
access the Director software by logging in to the default partition.

The Director software handles the following major tasks for the QFabric system:

e Provides command-line interface (CLI) access to all QFabric system components that you have
permission to manage or view.

e Evaluates configuration statements and operational mode commands for their scope and sends
requests to the applicable Director, Node, and Interconnect devices. (This operation is sometimes
referred to as scattering)



Consolidates responses from Director, Node, and Interconnect devices, and displays output from the
devices in a unified, centralized manner. (This operation is sometimes referred to as gathering.)

Coordinates configuration and operational efforts with a database housed in the Director group to
store and retrieve configurations, software images, event logs, and system log messages.

Facilitates control plane communication between the Node devices, the Routing Engine services
running on the Director group, and the Interconnect devices.

Runs parallel processes on the Director group devices to provide high availability for the QFabric
system.

Coordinates interactions with QFabric system components to provide load balancing of processing
tasks across the Director group devices.

Manages user access and privileges.

Enables you to configure, manage, monitor, and troubleshoot QFabric system components that are
assigned to you.

Gathers QFabric system inventory and topology details.

Offers a way to manage Director group devices, including the ability to add and delete Director
devices in the group, set and switch primary role in the Director group, and monitor Director group
status.

Provides a centralized way to coordinate software upgrades for QFabric system components.

The Director software provides a backbone of functionality that supports the entire QFabric system. It is

an essential component of the QFabric system that enables you to implement the system in a logical and
efficient way.

Gaining Access to the QFabric System Through the Default Partition
Understanding the Director Group
Understanding the QFabric System Software Architecture



Understanding Partitions
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Partitions provide a way to allocate specified virtual and physical resources within your QFabric system.
This topic covers:

QFabric System Default Partition

By default, all equipment and virtual resources in the QFabric system belong to the default partition. As
a result, the QFabric system in its initial state has a single broadcast domain that is administered by a
single main administrator. Figure 12 on page 52 shows a topology with the default settings—a single
collection that contains all the devices in the QFabric system.
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Figure 12: QFabric System Topology - Default Partition
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NOTE: The initial release of the QFabric system supports a single default partition. All equipment
and resources belong to the default partition.

A partition provides the following functions:

e Fault isolation and separation from other partitions at the control plane level.



e A separate configuration domain for the Node devices within the partition.

e A Layer 2 domain in which MAC learning takes place, and members of the same VLAN can
communicate with each other. To provide network connectivity between partitions, you need to
enable Layer 3 routing by way of a routed VLAN interface (RVI).

Gaining Access to the QFabric System Through the Default Partition
Understanding the QFabric System Software Architecture
Understanding the QFabric System Hardware Architecture
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The control plane in the QFabric system transports management traffic between QFabric system
components to facilitate system operations, configuration, and maintenance. This topic covers:

Control Plane Elements

Control traffic within a QFabric system is carried across a redundant, scalable, out-of-band, Ethernet
switching network called the control plane network. To maintain high availability, the QFabric system
control plane is separated from the QFabric system data plane. Figure 13 on page 54 shows a diagram
of the QFabric system devices that compose the control plane network.
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Figure 13: QFabric System Control Plane Network
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The control plane consists of the following elements:

e Control plane switches—Provide connectivity to the management interfaces of all QFabric system

components in the control plane network, including the Node devices, the Interconnect devices, and
the Director group. When you interconnect all QFabric system devices to the control plane switches,
the Director group can manage the entire system. Depending on the size and scale of your QFabric
system, the control plane switches might be standalone switches or might be groups of switches
bundled into a Virtual Chassis (See the Example topics in the Related Documentation section of this
topic to learn more about the control plane switch configuration required for your QFabric system.)

For example, the control plane for the QFX3000-G QFabric system requires two Virtual Chassis
containing either four EX4200 switch members or four EX4300 switch members each. The two
Virtual Chassis connect to each other across a 10-Gigabit Ethernet LAG link to provide maximum
resiliency for the QFabric system control plane. The control plane for the QFX3000-M Qfabric
system requires either two EX4200 switches or two EX4300 switches, interconnected and
configured in a LAG for redundancy.



NOTE: You cannot mix EX4200 switches and EX4300 switches in the control plane in a
QFabric system.

e Connections between the management interfaces of the Node devices and the control plane
switches—Enable control plane connectivity from the Node devices to the rest of the QFabric
system. You must connect two management interfaces from each Node device to the control plane
switches. Connect each interface to a different control plane switch to provide system resiliency.

e Connections between the management interfaces of the Interconnect devices and the control plane
switches—Enable control plane connectivity from the Interconnect devices to the rest of the QFabric
system. You must connect the interfaces in each Interconnect device to the control plane switches.
Connect each interface to a different control plane switch to provide system resiliency.

For example, on QFX3008-I Interconnect devices in a QFX3000-G QFabric system, there are two
Control Boards and two interfaces per Control Board, for a total of four connections per Interconnect
device. To provide system resiliency, connect one interface from each Control Board to the first
control plane Virtual Chassis, and connect the second interface from each Control Board to the
second control plane Virtual Chassis.

e Connections between the network module interfaces of the Director group and the control plane
switches—Enable control plane connectivity from the Director group to the rest of the QFabric
system. You must connect some interfaces from the first network module in a Director device to one
control plane switch, and connect some interfaces from the second network module in a Director
device to the second control plane switch. Also, you must connect the ports from the first network
module to the primary control plane switch for each Director device (which may vary depending on
the configuration of your Director group).

For guidance on the QFabric control plane configuration and cabling recommendations, see:

o FExample: Configuring the Virtual Chassis for a Copper-Based QFX3000-G QFabric System Control
Plane

o Example: Configuring a Fiber-Based Control Plane for the QFX3000-G QFabric System

e "Example: Configuring EX Series Switches for the QFX3000-M QFabric System Control Plane" on
page 340

¢ Routing Engines—Although they are automatically provisioned, specialized Routing Engines
implement services such as default QFabric system infrastructure, device management, route sharing,
and diagnostics to support the QFabric system. Routing Engines for control plane functions are
virtual entities that run on the Director group.



¢ Fabric management protocol—A link-state protocol runs on the control plane network to identify and
initialize QFabric system resources, support device redundancy, and support management
communication throughout the QFabric system. The protocol is enabled by default.

Control Plane Services

The QFabric system control plane provides the infrastructure to support the following services for the
QFabric system:

e System initialization

Topology discovery

o Internal IP address and unique ID assignment

e Route information sharing

e Configuration delivery to Node devices

¢ Interdevice communication between Node devices, Interconnect devices, and the Director group

Many of these services are provided by the external Routing Engines that run in software on the
Director group.

Example: Configuring the Virtual Chassis for a Copper-Based QFX3000-G QFabric System Control/
Plane

Example: Configuring a Fiber-Based Control Plane for the QFX3000-G QFabric System

Example: Configuring EX Series Switches for the QFX3000-M QFabric System Control Plane | 340
Understanding the QFabric System Data Plane

Understanding Routing Engines in the QFabric System

Understanding the QFabric System Hardware Architecture



Understanding the QFabric System Data Plane
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The data plane in the QFabric system transfers application traffic between QFabric system components
rapidly and efficiently. This topic covers:

Data Plane Components

Data traffic within a QFabric system is carried across a redundant, high-performance, and scalable data
plane. To maintain high availability, the QFabric system data plane is separated physically from the
QFabric system control plane and uses a different network. Figure 14 on page 58 shows an example
diagram of the QFabric system data plane network.



Figure 14: QFabric System Data Plane Network
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The QFabric system data plane includes the following high-speed data connections and elements:

10-Gigabit Ethernet or 2-Gbps, 4-Gbps, or 8-Gbps Fibre Channel connections between QFabric
system endpoints (such as servers or storage devices) and the Node devices.

40-Gbps quad, small form-factor pluggable plus (QSFP+) connections between the Node devices and
the Interconnect devices.

10-Gigabit Ethernet connections between external networks and the Node devices contained in the
network Node group.

A fabric control protocol, used to distribute route information to all devices connected to the QFabric
system data plane.

58
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QFabric System Fabric

Unlike traditional data centers that employ a multi-tiered hierarchy of switches, a QFabric system
contains a single tier of Node devices connected to one another across a backplane of Interconnect
devices. The QFabric system fabric is a distributed, multistage network that consists of a fabric queuing
and scheduling system implemented in the Node devices, and a distributed cross-connect system
implemented in the Interconnect devices. The cross-connect system for the QFX3008-| Interconnect
device is shown as an example in Figure 15 on page 59.

Figure 15: QFX3008-I Interconnect Device Cross-Connect System
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The design of the cross-connect system provides multistage Clos switching, which results in nonblocking
paths for data traffic and any-to-any connectivity for the Node devices. Because all Node devices are
connected through the Interconnect device, the QFabric system offers very low port-to-port latencies.

In addition, dynamic load balancing and low-latency packet flows provide for scaling the port count and
bandwidth capacity of a QFabric system.
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In a QFabric system, a hash function is used to select an Interconnect device to forward traffic between
two Node devices. Since this hash function is performed on all Interconnect devices, it is possible for
redundant multicast streams to flow through one Interconnect device, making that Interconnect device a
potential single point of failure for the redundant flows. Some applications, such as financial
transactions, require that the redundant multicast streams flow through different Interconnect devices
to prevent a single Interconnect device from potentially dropping both streams of multicast traffic during
a failure. You can enforce this use of diverse Interconnect devices by using the QFabric flow groups
feature.

For an explanation of QFabric system, see QFabric System Overview.

How Do | Implement a Flow Group in a Fabric?

There are two ways to configure a QFabric system, from the CLI and from Network Director. Flow
control using flow groups for QFabric systems, however, can be configured from the CLI only, using the
flow-groups statement.

You create a flow group from the CLI by designating the name of the flow group, the Node devices used
by the flow group, and the Interconnect devices used by the nodes in the flow group.

When you configure a flow group, the software assigns a priority to each used Interconnect device. You
can override the software settings using the CLI.



Do Flow Groups Impact QFabric System Performance?

Flow group configuration does not affect L3 multicast scaling numbers or performance.

What Platforms Support Flow Groups?

32 bit QFabric-G and QFabric-M platforms support flow groups. For more information about these
platforms, see Understanding QFX3000-G QFabric System Hardware Configurations and
"Understanding QFX3000-M QFabric System Hardware Configurations" on page 122.

How Do Multicast Flow Groups Work?

Link preferences, which restrict the traffic from ingress Node devices to Interconnect devices, are set to
normal by default when they are not yet a part of a flow group. When you create a flow group, the link
preferences between indicated Interconnect devices and Node devices are automatically changed from
normal to either high or never, meaning that any preference determined by the normal algorithm is ignored
and the flow is determined by the flow group link settings.

NOTE: You can override the link preference by using the preference option of the flow-groups CLI
statement.

The three link preferences used by the fabric software are:

o high—Use the indicated Interconnect device in the hashing algorithm for the specified flow.

¢ normal—Use the indicated Interconnect device for backup when Interconnect devices set to high fail.
e never—Do not use the indicated Interconnect device in the hashing algorithm for the specified flow.

Interconnect device preference settings are assigned by the software. When you configure a flow group,
preferences for some flows are set to high and some are set to never. This is how flows are enforced.
Unassigned Interconnect devices (and Node devices) all belong to a default group and are set to normal.
When an assigned Interconnect device fails, the corresponding flow looks for a normal Interconnect
device to use as backup if one is available. This helps prevent loss of data in the event of an Interconnect
device failure.

What are QFabric Multicast Flow Group Limitations?

e An Interconnect device can belong to only one flow group.

e A QFabric system can contain up to four flow groups.



By default, Node devices in a flow group cannot use Interconnect devices in other flow groups. You
can override this setting using the preference option of the flow-groups CLI statement.

Segregating QFabric Traffic Flows With Flow Groups
Understanding QFabric System Terminology
Understanding the QFabric System Hardware Architecture
Understanding the QFabric System Software Architecture
Example: Creating a QFabric Flow Group
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The QFabric system software package contains software for the QFabric system infrastructure and for all
of the different component devices in the QFabric system: Director group, Interconnect devices, and
Node devices.

Operational Software Commands

The request system software download CLI command enables you to download the software package to
various locations: for example, USB device, remote server, or FTP site.

The following CLI commands enable you to install the software for the Director group, Interconnect
devices, Node devices, and the QFabric system infrastructure. You may need to specify the reboot option
depending on which devices or QFabric infrastructure you are installing the software. The reboot option
works differently depending on whether you install the software on the QFabric system infrastructure or
on a particular device in the QFabric system.

e request system software add component all

This command installs software for the Director group, fabric control Routing Engine, fabric manager
Routing Engine, Interconnect devices, and network and server Node groups.

e request system software add component director-group

This command installs software for the Director group and the default partition, which is where you
access the QFabric system CLI.

e request system software add component fabric

This command installs the software for the fabric control Routing Engines and the Interconnect
devices.

e request system software add component node-group-name
This command installs software for a server Node group or a network Node group.

Additionally, you can back up your current QFabric configuration file and installation-specific parameters
using the request system software configuration-backup command. We recommend that you save this file to
an external location, like an FTP site or USB device, but you can save it locally.

Operational Reboot Commands

The following commands enable you to reboot the entire QFabric system, various Node devices, or the
QFabric system infrastructure:

e request system reboot all

This command reboots the Director group, fabric control Routing Engines, fabric manager Routing
Engine, Interconnect devices, and network and server Node groups.



e request system reboot director-group

This command reboots the Director group and the default partition, which is where you access the
QFabric system CLI.

® request system reboot fabric

This command reboots the fabric control Routing Engines and the Interconnect devices.

e request system reboot node-group

This command reboots a server Node group or a network node group.

‘ Upgrading Software on a QFabric System

Understanding Nonstop Software Upgrade for QFabric Systems

The framework that underlies a nonstop software upgrade in a QFabric system enables you to upgrade
the system in a step-by-step manner and minimize the impact to the continuous operation of the
system. This topic explains how a nonstop software upgrade works in a QFabric system, the steps that
are involved, and the procedures that you need to implement to experience the benefits of this style of
software upgrade.

Nonstop software upgrade enables some QFabric system components to continue operating while
similar components in the system are being upgraded. In general, the QFabric system upgrades
redundant components in stages so that some components remain operational and continue forwarding
traffic while their equivalent counterparts upgrade to a new version of software.

TIP: Use the following guidelines to decide when to implement a nonstop software upgrade:

Before you perform a nonstop software upgrade, contact JTAC to perform a pre-upgrade health
check on the QFabric system.

¢ If you need to upgrade all components of the system in the shortest amount of time
(approximately one hour) and you do not need to retain the forwarding resiliency of the data
plane, issue the request system software add component all command to perform a standard
software upgrade. All components of the QFabric system upgrade simultaneously and
expediently, but this type of upgrade does not provide resiliency or switchover capabilities.



¢ If you need to minimize service impact, preserve the forwarding operations of the data plane
during the upgrade, and are willing to take the extra time required for component switchovers
(in many cases, several hours), issue the three nonstop software upgrade commands (request
system software nonstop-upgrade (director-group | fabric | node-group) described in this topic in the
correct order.

NOTE:

e Before you begin a nonstop software upgrade, issue the request system software download
command to copy the software to the QFabric system.

e Each of the 3 nonstop software upgrade steps must be considered parts of the whole process.
You must complete all 3 steps of a nonstop software upgrade in the correct order to ensure
the proper operation of the QFabric system.

e Open two SSH sessions to the QFabric CLI. Use one session to monitor the upgrade itself and
use a second session to verify that the QFabric system components respond to operational
mode commands as expected. For more information on verification of the upgrade, see
Verifying Nonstop Software Upgrade for QFabric Systems.

e Issue the show fabric administration inventory command to verify that all upgraded components
are operational at the end of a step before beginning the next step.

¢ Once you start the nonstop software upgrade process, we strongly recommend that you
complete all 3 steps within 12 hours.

The three steps to a successful nonstop software upgrade must be performed in the following order:

e Director group—The first step upgrades the Director devices, the fabric manager Routing Engine, and
the diagnostic Routing Engine. To perform the first step, issue the request system software nonstop-
upgrade director-group command. The key actions that occur during a Director group upgrade are:

1. Connecting to the QFabric system by way of an SSH connection. This action establishes a load-
balanced CLI session on one of the Director devices in the Director group.

2. The QFabric system downloads and installs the new software in both Director devices.

3. The Director device hosting the CLI session becomes the primary for all QFabric system
processes running on the Director group, such as the fabric manager and network Node group
Routing Engines.

4. The QFabric system installs the new software for the backup fabric manager Routing Engine on
the backup Director device.



5. The backup Director device reboots to activate the new software.

6. The primary Director device begins a 15 minute sequence that includes a temporary suspension
of QFabric services and a QFabric database transfer. You cannot issue operational mode
commands in the QFabric CLI during this period.

7. The QFabric system installs the new software for the fabric manager and diagnostic Routing
Engines on the Director group primary.

8. The QFabric system switches primary role of all QFabric processes from the primary Director
device to the backup Director device.

9. The primary Director device reboots to activate the new software.

10. The CLI session terminates, and logging back in to the QFabric system with a new SSH
connection establishes the session on the new primary Director device (the original backup).

11. The previous primary Director device resumes operation as a backup and the associated
processes (such as the fabric manager and network Node group Routing Engines) become
backup as well. The fabric control Routing Engine associated with this Director device returns to
active status.

NOTE: After the Director group nonstop software upgrade completes, any Interconnect
device or Node device that reboots will automatically download the new software, install it,
and reboot again. As a result, try not to restart any QFabric system devices before you
complete the rest of the nonstop software upgrade steps.

TIP:

e To enable BGP and OSPF to continue operating on the network Node group during a
Director group nonstop service upgrade, we recommend that you configure graceful
restart for these routing protocols. For more information on graceful restart, see
Configuring Graceful Restart for QFabric Systems.

e Wait 15 minutes after the second Director device returns to service and hosts Routing
Engine processes before proceeding to step 2—the fabric upgrade. You can verify the
operational status of both Director devices by issuing the show fabric administration inventory
director-group status command. Also, issue the show fabric administration inventory
infrastructure command to verify when the Routing Engine processes become load
balanced (typically, there will be three to four Routing Engines running on each Director
device).



Fabric—The second step upgrades the Interconnect devices and the fabric control Routing Engines.
To perform the second step, issue the request system software nonstop-upgrade fabric command. The key

actions that occur during a fabric upgrade are:

1.

The QFabric system downloads, validates, and installs the new software in all Interconnect
devices and fabric control Routing Engines (FC-0 and FC-1).

One fabric control Routing Engine reboots and comes back online.
The other fabric control Routing Engine reboots and comes back online.
The first Interconnect device reboots, comes back online, and resumes the forwarding of traffic.

Subsequent Interconnect devices reboot one at a time, come back online, and return to service.

NOTE:

¢ If the software does not load properly on any one of the fabric components, all
components revert back to the original software version.

¢ If one of the components in a fabric upgrade does not reboot successfully, issue the request
system reboot fabric command to reattempt the rebooting process for this fabric component
and activate the new software.

Node group—The third and final step upgrades Node groups. You can choose to upgrade a network
Node group, a redundant server Node group, or individual server Node groups. You can upgrade the
Node groups one at a time or in groups (known as upgrade groups). However, you must upgrade all
Node groups in your QFabric system before you can complete the nonstop software upgrade

process. To perform the third step, issue the request system software nonstop-upgrade node-group command.

The key actions that occur during a network Node group upgrade are:

1.

2.

The QFabric system copies the new software to each Node device one at a time.

The QFabric system validates and then installs the new software in all Node devices
simultaneously.

The system copies the software to the network Node group Routing Engines.

The QFabric system validates and then installs the software in the network Node group Routing
Engines one at a time -- first the backup, then the primary.

The backup network Node group Routing Engine reboots and comes back online.

The supporting Node devices reboot and come back online one at a time.



NOTE: To reduce the total upgrade duration, configure an upgrade group. All Node devices
within the upgrade group reboot at the same time.

7. The primary network Node group Routing Engine relinquishes primary role to the backup,
reboots, and comes back online.

The key actions that occur during a redundant server Node group upgrade are:

1. The QFabric system copies the new software to the backup Node device, then the primary Node
device.

2. The QFabric system validates and then installs the new software on the backup Node device, then
the primary Node device.

3. The backup Node device reboots, comes back online, and becomes the primary Node device.

4. The previous primary Node device reboots and comes back online as a backup Node device.

NOTE: For redundant server Node groups, both Node devices must be online before the
upgrade will proceed. If one of the devices is no longer available, remove the Node device
from the Node group configuration before you issue the nonstop software upgrade command.

The key actions that occur during a server Node group upgrade for a Node group that contains one
member are:

1. The Node device downloads the software package and validates the software.

2. The Node device installs the software and reboots.

NOTE: Because there is no redundancy for Node groups containing a single Node device, traffic
loss occurs when the device reboots during the upgrade.

Nonstop Software Upgrade Checklist for QFabric Systems
Performing a Nonstop Software Upgrade on the QFabric System
Verifying Nonstop Software Upgrade for QFabric Systems
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Chassis Statements

The following chassis statements enable you to configure various options for your Interconnect devices,
Node groups (network and server), and Node devices:

e interconnect-device
e node-group

e node-device

Chassis Commands

The Junos OS CLI contains additions to the existing chassis commands. These additions reflect new
options as a result of adding the interconnect-device, node-group, and node-device chassis statements at the
[edit chassis] hierarchy level.

The following chassis commands enable you to monitor and configure the QFabric system hardware and
software options at various hierarchy levels:

e clear chassis display message

® request chassis beacon

e request chassis cb (QFX3000-G QFabric systems only)

e request chassis fabric (QFX3000-G QFabric systems only)

e request chassis fpc
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I Understanding NTP on the QFabric System

Network Time Protocol (NTP) enables you to synchronize the time across the network. This is especially
helpful for correlating log events and replicating databases and file systems. The QFabric system
synchronizes time with servers that are external to the system and operates in client mode only.

To configure NTP, include the server address and authentication-key statements at the [edit system ntp]
hierarchy level.
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Example: Configuring NTP as a Single Time Source for Router and Switch Clock Synchronization

Understanding Network Management Implementation on the QFabric
System

This topic describes network management features on the QFabric system that are implemented
differently than on other devices running Junos OS.

The following network management features are supported on the QFabric system:
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o System log messages—The QFabric system monitors events that occur on its component devices,
distributes system log messages about those events to all external system log message servers (hosts)
that are configured, and archives the messages. Component devices include Node devices,
Interconnect devices, Director devices, and the Virtual Chassis. You configure system log messages at
the [edit system syslog] hierarchy level. Use the show log 7ilename operational mode command to view
messages.

¢ Simple Network Management Protocol (SNMP) Version 1 (v1) and v2c—SNMP monitors network
devices from a central location. The SNMP implementation on the QFabric system supports the basic
SNMP architecture of Junos OS with some limitations, including a reduced set of MIB objects, read-
only access for SNMP communities, and limited support for SNMP requests. You configure SNMP at
the [edit snmp] hierarchy level. Only the show snmp statistics operational mode command is supported,
but you can issue SNMP requests using external SNMP client applications.

e Advanced Insight Solutions (AIS)—AIS provides tools and processes to automate the delivery of
support services for the QFabric system. AIS components include Advanced Insight Scripts (Al-
Scripts) and Advanced Insight Manager (AIM). You install Al-Scripts using the request system scripts add
operational mode command. However, the jais-activate-scripts.slax file used during installation is
preconfigured for the QFabric system and cannot be changed.

NOTE: Do not install Junos Space and AlS on the control plane network EX4200 switches or
EX4200 Virtual Chassis in a QFX3000 QFabric system

Advanced Insight Scripts (Al-Scripts) Release Notes

Understanding Device and Network Management Features
Overview of Junos OS System Log Messages

Understanding the Implementation of SNMP on the QFabric System
SNMP MIBs Support

Understanding the Implementation of SNMP on the QFabric System

SNMP monitors network devices from a central location. The QFabric system supports the basic SNMP
architecture of Junos OS, but its implementation of SNMP differs from that of other devices running
Junos OS. This topic provides an overview of the SNMP implementation on the QFabric system.
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As in other SNMP systems, the SNMP manager resides on the network management system (NMS) of
the network to which the QFabric system belongs. The SNMP agent resides in the QFabric Director
software and is responsible for receiving and distributing all traps as well as responding to all the queries
of the SNMP manager. For example, traps that are generated by a Node device are sent to the SNMP
agent in the Director software, which in turn processes and sends them to the target IP addresses that
are defined in the SNMP configuration.

NOTE: In its SNMP implementation, the QFabric system acts as an SNMP proxy server, and
requires more time to process SNMP requests than a typical Junos OS device does. The default
timeout setting on most SNMP client applications is 3 seconds, which is not enough time for the
QFabric system to respond to SNMP requests, so the results of your mibwalk command may be
incomplete. For this reason, we recommend that you change the SNMP timeout setting to 5
seconds or longer for the QFabric system to complete the responses to your requests.

Support for SNMP on the QFabric system includes:

e Support for the SNMP Version 1 (v1) and v2.

NOTE: Only SNMPvV2 traps are supported on the QFabric system.

e Support for the following standard MIBs:
e RFC 1155, Structure and Ildentification of Management Information for TCP/IP-based Internets
e RFC 1157, A Simple Network Management Protocol (SNMP)
e RFC 1212, Concise MIB Definitions

e RFC 1213, Management Information Base for Network Management of TCP/IP-Based Internets:
MIB-// (partial support, including the system group and interfaces group)

e RFC 1215, A Convention for Defining Traps for use with the SNMP
e RFC 1901, /ntroduction to Community-based SNMPv2

e RFC 1905, Protocol Operations for Version 2 of the Simple Network Management Protocol
(SNMPv2)

e RFC 1907, Management Information Base for Version 2 of the Simple Network Management
Protocol (SNMPv2)

e RFC 2011, SNMPv2 Management Information Base for the Internet Protocol Using SMiv2



RFC 2012, SNMPv2 Management Information Base for the Transmission Control Protocol Using
SMiv2

RFC 2013, SNMPv2 Management Information Base for the User Datagram Protocol Using SMIvZ2
RFC 2233, The Interfaces Group MIB Using SMivZ2

RFC 2571, An Architecture for Describing SNMP Management Frameworks (read-only access)
(excluding SNMPv3)

RFC 2572, Message Processing and Dispatching for the Simple Network Management Protocol
(SNMP) (read-only access) (excluding SNMPv3)

RFC 2576, Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard
Network Management Framework (excluding SNMPv3)

RFC 2578, Structure of Management Information Version 2 (SMivZ2)

RFC 2579, Textual Conventions for SMiv2

RFC 2580, Conformance Statements for SMiv2

RFC 2665, Definitions of Managed Objects for the Ethernet-like Interface Types
RFC 2863, The Interfaces Group MIB

RFC 3410, /Introduction and Applicability Statements for Internet Standard Management
Framework (excluding SNMPv3)

RFC 3411, An Architecture for Describing Simple Network Management Protocol (SNMP)
Management Framework (excluding SNMPv3)

RFC 3412, Message Processing and Dispatching for the Simple Network Management Protocol
(SNMP) (excluding SNMPv3)

RFC 3413, Simple Network Management Protocol (SNMP) Applications (excluding SNMPv3)

RFC 3416, Version 2 of the Protocol Operations for the Simple Network Management Protocol
(SNMP)

RFC 3417, Transport Mappings for the Simple Network Management Protocol (SNMP)

RFC 3418, Management Information Base (MIB) for the Simple Network Management Protocol
(SNMP)

RFC 3584, Coexistence between Version 1, Version 2, and Version 3 of the Internet-standard
Network Management Framework (excluding SNMPv3)

RFC 4188, Definitions of Managed Objects for Bridges



o RFC 4293, Management Information Base for the Internet Protocol (IP)
e RFC 4363b, Q-Bridge VLAN MIB
e Support for the following Juniper Networks enterprise-specific MIBs:
e Chassis MIB (mib-jnx-chassis.txt)
e Class-of-Service MIB (mib-jnx-cos.txt)
e Configuration Management MIB (mib-jnx-cfgmgmt.txt)
e Fabric Chassis MIB (mib-jnx-fabric-chassis.txt)
¢ Interface MIB Extensions (mib-jnx-if-extensions.txt)
e Power Supply Unit MIB (mib-jnx-power-supply-unit.txt)
e QFabric MIB (mib-jnx-qf-smi.txt)
o Utility MIB (mib-jnx-util.txt)

e Support for operational mode commands—Limited to the show snmp statistics command. You may
issue other SNMP requests, including get, get next, and walk requests, by using external SNMP client
applications.

SNMP MIBs Support
SNMP Traps Support

Understanding the Implementation of System Log Messages on the
QFabric System

This topic provides an overview of system log (syslog) messages as implemented on the QFabric system.

The QFabric system monitors events that occur on its component devices and distributes system log
messages about those events to all external system log message servers (hosts) that are configured.
Component devices may include Node devices, Interconnect devices, Director devices, and the Virtual
Chassis. Messages are stored for viewing only in the QFabric system database. To view the messages,
issue the show log command.
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You configure system log messages by using the host and file statements at the [edit system syslog]

hierarchy level. Use the show log 7ilename operational mode commandto view the messages.

NOTE: On the QFabric system, a syslog file named messages with a size of 100 MB is configured
by default. If you do not configure a filename, you can use the default filename messages with
the show log filename command.

All messages with a severity level of notice or higher are logged. Messages with a facility level of
interactive-commands on Node devices are not logged.

The QFabric system supports the following system log message features:

The file filename and host hostname statements at the [edit system syslog] hierarchy level are supported.
Other statements at that hierarchy level are not supported.

You can specify the maximum amount of data that is displayed when you issue the show log filename
command by configuring the file Filename archive maximum-file-size statement.

You can specify that one or more system log message servers receive messages, which are sent to
each server that is configured.

If you configured an alias for a device or interface, the alias is displayed in the message for the device
or interface.

The level of detail that is included in a message depends on the facility and severity levels that are
configured. Messages include the highest level of detail available for the configured facility and
severity levels.

The unit of time is is measured and displayed in seconds, and not milliseconds. If you attempt to
configure the time-format option in milliseconds, the log output displays 00e.

Starting in Junos OS Release 13.1, the QFabric system supports these additional syslog features:

You can filter the output of the show log #ilename operational mode command by device type and
device ID or device alias when you specify the device-type (device-id | device-alias) optional
parameters. Device types include director-device, infrastructure-device, interconnect-device, and node-

device.

You can specify the syslog structured data output format when you configure the structured-data
statement at the [edit system syslog file filename] and [edit system syslog host Aostname] hierarchy levels.

NOTE: Information displayed in the structured data output for system logs originating from
the Director software may not be complete.



e You can filter the types of logs that the Director group collects from a component device when you
configure the filter all facility severityor filter all match “regular-expression” statements at the [edit
system syslog] hierarchy level.

Unsupported syslog features include:
e File access to syslog messages

e Monitoring of syslog messages

Example: Configuring System Log Messages
syslog (QFabric System)

Understanding User and Access Management Features on the QFabric
System

The QFabric system supports the following user and access management features:

User authentication

¢ RADIUS

e Link Layer Discovery Protocol (LLDP)
e SSH

e TACACS+

e Access privilege management

The specific functionality, features, options, syntax, and hierarchy levels of some of the user and access
management commands and configuration statements implemented on the QFabric system may differ
somewhat from the same commands and configuration statements on standard Junos OS. See the
configuration statement or command topic in the documentation set for additional information, and use
the help (?) command-line function to display specific information as needed.

Some user and access management features are not yet fully supported in the full QFabric architecture,
although full support is planned for future releases. The user and access management features currently
unsupported on the QFabric system include:

e Full RADIUS server support, including RADIUS accounting
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e accounting-options configuration statement hierarchy

e tacplus-options configuration statement

Understanding QFabric System Login Classes

In some cases (such as device-level troubleshooting), it is useful to log in to individual QFabric system
components so you can view and manage issues on a per-device basis. This topic explains the login
classes that provide individual component access within a QFabric system.

NOTE: Under normal operating conditions, you should manage the QFabric system as a single
entity by using the QFabric system default partition command-line interface (CLI). The default
partition CLI provides you with the ability to configure and monitor your entire QFabric system
from a central location and should be used as the primary way to manage the system.

The QFabric system offers three special preset login classes that provide different levels of access to
individual components within a QFabric system:

e qfabric-admin—Provides the ability to log in to individual QFabric system components and manage
them. This class is equivalent to setting the following permissions: access, admin, clear, firewall,
interface, maintenance, network, reset, routing, secret, security, snmp, system, trace, and view. The gfabric-admin
class also enables you issue all operational mode commands except configure. To provide QFabric
system component-level login and management privileges, include the gfabric-admin statement at the

[edit system login user wsername authentication remote-debug-permission] hierarchy level.

e qfabric-operator—Provides the privilege to log in to individual QFabric system components and view
component operations and configurations. This class is equivalent to setting the following
permissions: trace and view. The gfabric-operator class also enables you issue the monitor and show log
messages operational mode commands. To provide limited QFabric system component-level access,
include the gfabric-operator statement at the [edit system login user wusername authentication remote-debug-
permission] hierarchy level.

e (fabric-user—Prevents access to individual QFabric system components. This class is the default
setting for all QFabric system users and is equivalent to the preset Junos OS class of unauthorized. To
prevent a user from accessing individual QFabric system components, include the gfabric-user
statement at the [edit system login user wusername authentication remote-debug-permission] hierarchy level.

When you perform the initial setup for the Director group, you must specify a username and password
for QFabric components. Once configured, this information is stored in the QFabric system and mapped
to the QFabric system login classes. Such mapping allows users with the proper login class (qfabric-admin



or gfabric-operator) to log in automatically to a component without being prompted for the username and
password.

After you assign the gfabric-admin or gfabric-operator class to a user, the user can log in to an individual
QFabric system component by issuing the request component login component-name command. You can access
Node devices, Interconnect devices, and virtual Junos Routing Engines (diagnostics, fabric control, and
fabric manager) one at a time when you issue this command. To leave the CLI prompt of a component
and return to the QFabric system default partition CLI, issue the exit command from the component’s
operational mode CLI prompt.

‘ Junos OS Login Classes Overview

Understanding Interfaces on the QFabric System
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Link Aggregation | 85

This topic describes:

Four-Level Interface Naming Convention

When you configure an interface on the QFabric system, the interface name needs to follow a four-level
naming convention that enables you to identify an interface as part of either a Node device or a Node
group. Include the name of the network or server Node group at the beginning of the interface name.

The four-level interface naming convention is:

device-name:.type-foc/pic/port

where device-nameis the name of the Node device or Node group. The remainder of the naming
convention elements are the same as those in the QFX3500 switch interface naming convention.

An example of a four-level interface name is:


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/junos-os-login-class.html

node2xe-0/0/2

QSFP+ Interfaces

The QFX3500 Node device provides four 40-Gbps QSFP+ (quad small form-factor pluggable plus)
interfaces (labeled QO through Q3) for uplink connections between your Node device and your
Interconnect devices.

The QFX3600 Node device provides 16 40-Gbps QSFP+ interfaces. By default, 4 interfaces (labeled QO
through Q3) are configured for 40-Gbps uplink connections between your Node device and your
Interconnect devices, and 12 interfaces (labeled Q4 through Q15) use QSFP+ direct-attach copper
(DAC) breakout cables or QSFP+ transceivers with fiber breakout cables to support 48 10-Gigabit
Ethernet interfaces for connections to either endpoint systems (such as servers and storage devices) or
external networks. Optionally, you can choose to configure the first eight interfaces (QO through Q7) for
uplink connections between your Node device and your Interconnect devices, and interfaces Q2
through Q15 for 10-Gigabit Ethernet or 40-Gigabit Ethernet connections to either endpoint systems or
external networks (see Configuring the Port Type on QFX3600 Node Devices). Table 11 on page 81
shows the port mappings for QFX3600 Node devices.

Table 11: QFX3600 Node Device Port Mappings

Port Number 10-Gigabit Ethernet 40-Gigabit Ethernet 40-Gigabit Data Plane

Interfaces (On PIC 0) Interfaces (On PIC 1) Uplink Interfaces (On PIC
1)

Qo Not supported on this port xle-0/1/0 fte-0/1/0

Q1 Not supported on this port xle-0/1/1 fte-0/1/1

Q2 xe-0/0/8 xle-0/1/2 fte-0/1/2
xe-0/0/9
xe-0/0/10

xe-0/0/11



Table 11: QFX3600 Node Device Port Mappings (Continued)

Port Number 10-Gigabit Ethernet 40-Gigabit Ethernet 40-Gigabit Data Plane
Interfaces (On PIC 0) Interfaces (On PIC 1) Uplink Interfaces (On PIC
1)

Q3 xe-0/0/12 xle-0/1/3 fte-0/1/3
xe-0/0/13
xe-0/0/14

xe-0/0/15

Q4 xe-0/0/16 xle-0/1/4 fte-0/1/4
xe-0/0/17
xe-0/0/18

xe-0/0/19

Q5 xe-0/0/20 xle-0/1/5 fte-0/1/5
xe-0/0/21
xe-0/0/22

xe-0/0/23

Q6 xe-0/0/24 xle-0/1/6 fte-0/1/6
xe-0/0/25
xe-0/0/26

xe-0/0/27

Q7 xe-0/0/28 xle-0/1/7 fte-0/1/7
xe-0/0/29
xe-0/0/30

xe-0/0/31



Table 11: QFX3600 Node Device Port Mappings (Continued)

Port Number 10-Gigabit Ethernet 40-Gigabit Ethernet 40-Gigabit Data Plane
Interfaces (On PIC 0) Interfaces (On PIC 1) Uplink Interfaces (On PIC
1)

Q8 xe-0/0/32 xle-0/1/8 Not supported on this port
xe-0/0/33
xe-0/0/34

xe-0/0/35

Q9 xe-0/0/36 xle-0/1/9 Not supported on this port
xe-0/0/37
xe-0/0/38

xe-0/0/39

Qi0 xe-0/0/40 xle-0/1/10 Not supported on this port
xe-0/0/41
xe-0/0/42

xe-0/0/43

Q11 xe-0/0/44 xle-0/1/11 Not supported on this port
xe-0/0/45
xe-0/0/46

xe-0/0/47

Q12 xe-0/0/48 xle-0/1/12 Not supported on this port
xe-0/0/49
xe-0/0/50

xe-0/0/51



Table 11: QFX3600 Node Device Port Mappings (Continued)

Port Number 10-Gigabit Ethernet 40-Gigabit Ethernet 40-Gigabit Data Plane
Interfaces (On PIC 0) Interfaces (On PIC 1) Uplink Interfaces (On PIC
1)

Q13 xe-0/0/52 xle-0/1/13 Not supported on this port
xe-0/0/53
xe-0/0/54

xe-0/0/55

Q14 xe-0/0/56 xle-0/1/14 Not supported on this port
xe-0/0/57
xe-0/0/58

xe-0/0/59

Q15 xe-0/0/60 xle-0/1/15 Not supported on this port
xe-0/0/61
xe-0/0/62

xe-0/0/63

The QFX5100-48S Node device provides 48 10-Gigabit Ethernet interfaces and 6 40-Gbps QSFP+
interfaces. By default, 4 interfaces (labeled 48 through 51) are configured for 40-Gbps uplink
connections between your Node device and your Interconnect devices, and 2 interfaces (labeled 52 and
53) support 40-Gigabit Ethernet connections to either endpoint systems (such as servers and storage
devices) or external networks. Optionally, you can choose to configure the middle two interfaces (50 and
51) for 40-Gigabit Ethernet connections to either endpoint systems or external networks, and you can
choose to configure the last two interfaces (52 and 53) for uplink connections between your Node
device and your Interconnect devices (see Configuring the QSFP+ Port Type on QFX5100 Devices).
Table 12 on page 85 shows the port mappings for QFX5100-48S Node devices.



Table 12: QFX5100-48S Node Device Port Mappings

Port Number

48

49

50

51

52

53

Link Aggregation

40-Gigabit Ethernet Interfaces (On
PIC 1)

Not supported on this PIC

Not supported on this PIC

xle-0/1/2

xle-0/1/3

xle-0/1/4

xle-0/1/5

40-Gigabit Data Plane Uplink
Interfaces (On PIC 1)

fte-0/1/0

fte-0/1/1

fte-0/1/2

fte-0/1/3

fte-0/1/4

fte-0/1/5

Link aggregation enables you to create link aggregation groups across Node devices within a network
Node group or redundant server Node group. You can include up to eight Ethernet interfaces in a LAG.
You can have up to 48 LAGs within a redundant server Node group, and 128 LAGs in a network Node
group. To configure a LAG, include the aggregated-devices statement at the [edit chassis node-group rnode-
group-name] hierarchy level and the device-count statement at the [edit chassis node-group rode-group-name
aggregated-devices ethernet] hierarchy level. Additionally, include any aggregated Ethernet options (minimum-
links and link-speed) at the [edit interfaces interface-name aggregated-ether-options] hierarchy level and the
802.3ad statement at the [edit interfaces interface-name ether-options] hierarchy level. To configure the Link
Aggregation Control Protocol (LACP), include the lacp statement at the [edit interfaces aggregated-ether-

options] hierarchy level.

Configuring the Port Type on QFX3600 Node Devices
Configuring the QSFP+ Port Type on QFX5100 Devices



Understanding Layer 3 Features on the QFabric System

The QFabric system supports the following Layer 3 features:
e Static routes, which enable you to manually configure and enter routes directly into the routing table.

e Routed VLAN Interfaces, which are a special type of Layer 3 virtual interface that enable you to
forward packets between VLANs without using a router to connect the VLANSs. Using this approach
to connect VLANSs reduces complexity and avoids the costs associated with purchasing, installing,
managing, powering, and cooling another device.

e Routing protocols for routing traffic. The following routing protocols are supported on QFabric
systems:

e Border Gateway Protocol (BGP), which is an exterior gateway protocol (EGP) for routing traffic
between autonomous systems (ASs).

e Open Shortest Path First (OSPF) protocol, which is an interior gateway protocol (IGP) for routing
traffic within an autonomous system (AS). QFabric systems support OSPFv1 and OSPFv2.

NOTE:

e When you configure routing protocols on the QFabric system, you must use interfaces
from the Node devices assigned to the network Node group. If you try to configure
routing protocols on interfaces from the Node devices assigned to server Node groups,
the configuration commit operation fails.

e You can configure routing protocols by including statements at the [edit protocols]
hierarchy level. If you want to isolate customer traffic on your network, you can configure
virtual router routing instances at the [edit routing-instances] hierarchy level, and configure
routing protocols for each virtual router routing instance by including statements at the

[edit routing-instances routing-instance-name protocols] hierarchy level.

‘ Understanding Virtual Router Routing Instances

Understanding Telnet on the QFabric System

This topic describes the support for the Telnet protocol on QFabric systems.
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Telnet service is available for devices running Junos OS, including QFX Series devices. However, on
QFabric systems, Telnet support is limited and the following conditions apply:

You can telnet from a QFabric system to external devices that are connected to the QFabric system
by way of the network Node group. To connect to these external devices, issue the telnet command
from the QFabric default partition CLI.

You cannot use the Telnet protocol to connect from the QFabric system default partition CLI to
individual components. To access system components, you must issue the request component login
command instead.

request component login

telnet

Understanding Security Features on the QFabric System

The QFabric system supports the following security features:

Firewall filters provide rules that define whether to accept or discard packets that are transiting an
interface. If a packet is accepted, you can configure additional actions to perform on the packet, such
as class-of-service (CoS) marking (grouping similar types of traffic together and treating each type of
traffic as a class with its own level of service priority) and traffic policing (controlling the maximum
rate of traffic sent or received).

Policing (rate-limiting) traffic allows you to control the maximum rate of traffic sent or received on an
interface and to provide multiple priority levels or classes of service. You use policers to apply limits
to traffic flow and set consequences for packets that exceed these limits—usually applying a higher
loss priority—so that if packets encounter downstream congestion, they can be discarded first.
Policers apply only to unicast packets.

MAC limiting protects against flooding of the Ethernet switching table (also known as the MAC
forwarding table or Layer 2 forwarding table). You enable this feature on Layer 2 interfaces (ports).
MAC limiting sets a limit on the number of MAC addresses that can be learned on a single Layer 2
access interface or on all the Layer 2 access interfaces on the switch. Junos OS provides two MAC
limiting methods:

e Maximum number of MAC addresses—You configure the maximum number of dynamic MAC
addresses allowed per interface. When the limit is exceeded, incoming packets with new MAC
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addresses can be ignored, dropped, or logged. You can also specify that the interface be shut
down or temporarily disabled.

e Allowed MAC—You configure specific “allowed” MAC addresses for the access interface. Any
MAC address that is not in the list of configured addresses is not learned, and the switch logs an
appropriate message. Allowed MAC binds MAC addresses to a VLAN so that the address does
not get registered outside the VLAN. If an allowed MAC setting conflicts with a dynamic MAC
setting, the allowed MAC setting takes precedence.

e Storm control causes a switch to monitor traffic levels and take a specified action when a specified
traffic level—called the storm control level—is exceeded, thus preventing packets from proliferating
and degrading service. You can configure switches to drop broadcast and unknown unicast packets,
shut down interfaces, or temporarily disable interfaces when the storm control level is exceeded.

To understand more about QFX Series devices Licensing, see Software Features That Require Licenses
for QFX Series. Please refer to the Juniper Licensing Guide for general information about License
Management. Please refer to the product Data Sheets for details, or contact your Juniper Account Team
or Juniper Partner.

Overview of Policers
Overview of Firewall Filters (QFX Series)

Understanding MAC Limiting and MAC Move Limiting for Port Security

Understanding Storm Control

Understanding Port Mirroring and Analyzers
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Port mirroring and analyzers send network traffic to devices running analyzer applications. A port mirror
copies Layer 3 IP traffic to an interface. An analyzer copies bridged (Layer 2) packets to an interface.
Mirrored traffic can be sourced from single or multiple interfaces. You can use a device attached to a
mirror output interface running an analyzer application to perform tasks such as monitoring compliance,
enforcing policies, detecting intrusions, monitoring network performance, correlating events, and other
problems on the network.

On routers containing an Internet Processor Il application-specific integrated circuit (ASIC) or T Series
Internet Processor, port mirroring copies Unicast packets entering or exiting a port or entering a VLAN
and sends those copies to a local interface for local monitoring or to a VLAN for remote monitoring. The
mirrored traffic is received by applications that help you analyze that traffic.

Port mirroring is different from traffic sampling. In traffic sampling, a sampling key based on the IPv4
header is sent to the Routing Engine, where a key is placed in a file or cflowd. Packets based on that key
are sent to a cflowd server. In port mirroring, the entire packet is copied and sent out through the
specified interface where it can be captured and analyzed in detail.

Use port mirroring to send traffic to devices that analyze traffic for purposes such as monitoring
compliance, enforcing policies, detecting intrusions, monitoring and predicting traffic patterns,
correlating events, and so on. Port mirroring is needed when you want to perform traffic analysis
because a switch normally sends packets only to the port to which the destination device is connected.
You probably do not want to send the original packets for analysis before they are forwarded because of
the delay that this would cause, so the common alternative is to configure port mirroring to send copies
of unicast traffic to another interface and run an analyzer application on a device connected to that
interface. .

To configure port mirroring, configure a port-mirroring instance. but don't specify an input for it. Instead,
create a firewall filter that specifies the required traffic, and directs it to the instance. Use the port-mirror
action in a then term of the filter for this. The firewall filter must be configured as family inet.

Keep performance in mind when configuring port mirroring. Configuring the firewall filter to mirror only
the necessary packets reduces the possibility of a performance impact.

You can configure an analyzer statement to define both the input traffic and output traffic in the same
analyzer configuration. The traffic to be analyzed can be traffic that enters or exits an interface, or traffic
that enters a VLAN. The analyzer configuration enables you to send this traffic to an output interface,
instance, or VLAN. You can configure an analyzer at the [edit forwarding-options analyzer] hierarchy.

NOTE: On the EX4400-24T platform, when you disable any interface in a remote port mirroring
VLAN, you will need to re-enable the disabled interface and reconfigure the analyzer session to
resume port mirroring.

You can use port mirroring to copy:



o All of the packets entering or exiting an interface in any combination. Copies of packets entering
some interfaces and packets exiting other interfaces can be sent to the same local interface or VLAN.
If you configure port mirroring to copy packets exiting an interface, traffic that originates on that
switch or Node device (in a QFabric system) is not copied when it egresses. Only switched traffic is
copied on egress. (See the limitation on egress mirroring below.)

e Any or all packets entering a VLAN. You cannot use port mirroring to copy packets exiting a VLAN.
o A firewall-filtered sample of packets entering a port or VLAN.

o Firewall filters are not supported on egress ports; that is, you cannot specify policy-based sampling of
packets exiting an interface

e In VXLAN environments, firewall-filter based port-mirroring is not supported on core- or spine-facing
interfaces.

You can configure both traffic sampling and port mirroring, setting an independent sampling rate and
run-length for port-mirrored packets. However, if a packet is selected for both traffic sampling and port
mirroring, only port mirroring is executed, as it takes precedence. In other words, if you configure an
interface to traffic sample every packet input to the interface and port mirroring also selects that packet
to be copied and sent to the destination port, only the port mirroring process is executed. Traffic
sampled packets that are not selected for port mirroring continue to be sampled and forwarded to the
cflowd server.

Port Mirroring and Analyzer Terms and Definitions

The following tables provide terms and definitions for the port mirroring and analyzer documentation.

Table 13: Terminology
Term Definition

Analyzer For EX2300, EX3400, or EX4300 switches, in a mirroring configuration (analyzer)
on an the analyzer includes:

e The name of the analyzer

e Source (input) ports or VLAN (optional)

Analyzer instance Port-mirroring configuration that includes a name, source interfaces or source
VLAN, and a destination for mirrored packets (either a local interface or a VLAN).



Analyzer output interface
(also known as monitor port)

Analyzer VLAN (also known
as monitor VLAN)

Bridge-domain-based

analyzer

Default analyzer

Global port mirror

Input interface (also known
as mirrored or monitored
interface)

LAG-based analyzer

Local port mirroring

Monitoring station

Interface to which mirrored traffic is sent and to which a protocol analyzer
application is connected.

For EX2300, EX3400, and EX4300 Switches, Interfaces used as output for an
analyzer must be configured as family ethernet-switching. In addition, the
following limitations for analyzer output interfaces apply:

e Cannot also be a source port.
e Cannot be used for switching.

e Do not participate in Layer 2 protocols, such as Spanning Tree Protocol (STP),
when part of a port mirroring configuration.

e [f the bandwidth of the analyzer output interface is not sufficient to handle
the traffic from the source ports, overflow packets are dropped.

VLAN to which mirrored traffic is sent. The mirrored traffic can be used by a
protocol analyzer application. The member interfaces in the monitor VLAN are
spread across the switches in your network.

An analyzer session configured to use bridge domains for input, output or both.

An analyzer with default mirroring parameters. By default, the mirroring rate is 1
and the maximum packet length is the length of the complete packet.

A port mirroring configuration that does not have an instance name. The firewall
filter action port-mirror will be the action for the firewall filter configuration.

An interface that copies traffic to the mirror interface. This traffic can be
entering or exiting (ingress or egress) the interface.

A mirrored input interface cannot be used as an output interface to the analyzer
device.

An analyzer that has a link aggregation group (LAG) specified as the input
(ingress) interface in the analyzer configuration.

A port-mirroring configuration where the mirrored packets are copied to an
interface on the same switch.

A computer running a protocol analyzer application.



Next-hop based analyzer An analyzer configuration that uses the next-hop group as the output to an

analyzer.

Native analyzer session An analyzer session that has both input and output definitions in its analyzer
configuration.

Policy-based mirroring Mirroring of packets that match a firewall filter term. The action analyzer
analyzer-name is used in the firewall filter to send specified packets to the
analyzer.

Port-based analyzer An analyzer session whose configuration defines interfaces for both input and
output.

Port mirroring instance A port-mirroring configuration that does not specify an input source; it specifies

only an output destination. A firewall filter configuration must be defined for the
input source. A firewall filter configuration must be defined to mirror packets
that match the match conditions defined in the firewall filter term. The action
item port-mirror-instance instance-name in the firewall filter configuration is
used to send packets to the analyzer and these packets form the input source.

Use the port-mirror-instance instance-name action in the firewall filter
configuration to send packets to the port mirror.

NOTE: Port mirroring instance is not supported on NFX150 devices.

Protocol analyzer application | An application used to examine packets transmitted across a network segment.
Also commonly called network analyzer, packet sniffer, or probe.



Output interface (also known
as the monitor interface)

Output IP address

The interface to where the copies of packets are sent and to which a device

running an analyzer is connected.

The following limitations apply to an output interface (the target mirror

interface):

Cannot also be a source port.
Cannot be used for switching.
Cannot be an aggregated Ethernet interface (LAG).

Cannot participate in Layer 2 protocols, such as Spanning Tree Protocol
(STP).

Existing VLAN associations are lost when port mirroring is applied to the
interface.

Packets are dropped if the capacity of the output interface is insufficient to
handle the traffic from the mirrored source ports.

IP address of the device running an analyzer application. The device can be on a
remote network.

When you use this feature:

Mirrored packets are GRE-encapsulated. The analyzer application must be
able to de-encapsulate GRE-encapsulated packets or the GRE-encapsulated
packets must be de-encapsulated before reaching the analyzer application.
(You can use a network sniffer to de-encapsulate the packets.)

The output IP address cannot be in the same subnetwork as any of the
switch management interfaces.

If you create virtual routing instances and an analyzer configuration that
includes an output IP address, the output IP address belongs to the default
virtual routing instance (inet.O routing table).



Output VLAN (also known as | VLAN to where copies of the packets are sent and to where a device running an
monitor or analyzer VLAN) analyzer is connected. The analyzer VLAN can span multiple switches.

The following limitations apply to an output VLAN:

Cannot be a private VLAN or VLAN range.

Cannot be shared by multiple analyzer statements.
e Cannot be a member of any other VLAN.
e Cannot be an aggregated Ethernet interface (LAG).

e On some switches, only one interface can be a member of the analyzer
VLAN. This limitation does not apply on the QFX10000 switch. When
ingress traffic is mirrored, multiple QFX10000 interfaces can belong to the
output VLAN and traffic is mirrored from all of those interfaces. If egress
traffic is mirrored on a QFX10000 switch, only one interface can be a
member of the analyzer VLAN.

Remote port mirroring Functions the same as local port mirroring, except that the mirrored traffic is not
copied to a local analyzer port but is flooded to an analyzer VLAN that you
create specifically for the purpose of receiving mirrored traffic.

You cannot send mirrored packets to a remote IP address on a QFabric system.

VLAN-based analyzer An analyzer session whose configuration uses VLANSs for both input and output
or for either input or output.

SEE ALSO

No Link Title

Instance Types
To configure port mirroring, configure an instance of one of the following types:

e Analyzer instance—Specify the input and output for the instance. This instance type is useful for
ensuring that all traffic transiting an interface or entering a VLAN is mirrored and sent to the
analyzer.



e Port-mirroring instance—You create a firewall filter that identifies the desired traffic and copies it to
the mirror port. You do not specify an input for this instance type. This instance type is useful for
controlling the types of traffic that are mirrored. You can direct traffic to it in the following ways:

e Specify the name of the port-mirroring instance in the firewall filter by using the port-mirror-
instance instance-name action when there are multiple port-mirroring instances defined.

e Send the mirrored packets to the output interface defined in the instance by using the port-mirror
action when there is only one port-mirroring instance defined.

For QFX5100, QFX5110, QFX5120, QFX5200, QFX5210, EX4600 and EX4650 switches, the following
port mirroring guidelines apply:

¢ A maximum of four port mirroring instances, or four analyzer sessions, can be configured at the same
time. In other words, you cannot configure four port mirroring instances and four analyzer sessions
together.

e [f there are no port mirroring instances, (that is, only analyzer sessions are configured), then you can
enable up to three analyzer sessions for ingress and egress mirroring. The remaining analyzer session
must be used for ingress mirroring only.

e If you have only one port mirroring instance configured, then of the remaining instances, you can
configure up to three analyzers for ingress mirroring, and two analyzers for egress mirroring.

¢ If you have two port mirroring instance configured, then of the remaining instances, you can
configure up to two analyzers for ingress mirroring, and one analyzer for egress mirroring.

¢ |f you have three port mirroring instance configured, then the remaining instance can only be
configured as an analyzer (for either ingress or egress mirroring),

Port Mirroring and STP
The behavior of STP in a port-mirroring configuration depends on the version of Junos OS you are using:

e Junos OS 13.2X50, Junos OS 13.2X51-D25 or earlier, Junos OS 13.2X52: When STP is enabled, port
mirroring might not succeed because STP might block the mirrored packets.

e Junos OS 13.2X51-D30, Junos OS 14.1X53: STP is disabled for mirrored traffic. You must ensure
that your topology prevents loops of this traffic.

Constraints and Limitations

IN THIS SECTION
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The following constraints and limitations apply to port mirroring:

Mirroring only the packets required for analysis reduces the possibility of reducing overall performance.
If you mirror traffic from multiple ports, the mirrored traffic might exceed the capacity of the output
interface. The overflow packets are dropped. We recommend that you limit the amount of mirrored
traffic by selecting specific interfaces and avoid using the all keyword. You can also limit the amount of
mirrored traffic by using a firewall filter to send specific traffic to the port mirroring instance.

e You can create a total of four port-mirroring configurations.
e On EX9200 switches, port mirroring is not supported on EX9200-15C line cards.
e Each Node group in a QFabric system is subject to the following constraints:
e Up to four of the configurations can be used for local port mirroring.
e Up to three of the configurations can be used for remote port mirroring.
e Regardless of whether you are configuring a standalone switch or a Node group:

e There can be no more than two configurations that mirror ingress traffic. If you configure a
firewall filter to send mirrored traffic to a port, this counts as an ingress mirroring configuration for
the switch or Node group to which the filter is applied.

e There can be no more than two configurations that mirror egress traffic.
e On QFabric systems, there is no system-wide limit on the total number of mirror sessions.

e You can configure only one type of output in one port-mirroring configuration to complete a set
analyzer name output statement:

e interface
e ip-address
e vlan

e Configure mirroring in an analyzer (with set forwarding-options analyzer) on only one logical interface
for the same physical interface. If you try to configure mirroring on multiple logical interfaces
configured on a physical interface, only the first logical interface is successfully configured; the
remaining logical interfaces return configuration errors.

e If you mirror egress packets, do not configure more than 2000 VLANSs on a standalone switch or
QFabric system. If you do, some VLAN packets might contain incorrect VLAN IDs. This applies to any
VLAN packets, not just the mirrored copies.

e The ratio and loss-priority options are not supported.

e Packets with physical layer errors are not sent to the output port or VLAN.



e If you use sFlow monitoring to sample traffic, it does not sample the mirror copies when they exit the
output interface.

e You cannot mirror packets exiting or entering the following ports:
e Dedicated Virtual Chassis interfaces
e Management interfaces (me0O or vmeO)
e Fibre Channel interfaces
¢ Integrated routing and bridging (IRB) interfaces (also known as routed VLAN interfaces or RVIs)

¢ In a port-mirroring instance, you cannot configure an inet or ineté interface as the output interface.
The following switches do not support the set forwarding-options port-mirroring instance <instance-name>

family inet output interface <interface-name> configuration:

Table 14: Switches Not Supporting family inet/inet6é as Output Interface

EX Switches QFX Switches
EX2300 QFX3500
EX3400 QFX5100
EX4100 QFX5110
EX4300 QFX5120
EX4400 QFX5130
EX4600 QFX5200
EX4650 QFX5210
QFX5220

QFX5700



e An aggregated Ethernet interface cannot be an output interface if the input is a VLAN or if traffic is
sent to the analyzer by using a firewall filter.

e When mirrored packets are sent out of an output interface, they are not modified for any changes
that might be applied to the original packets on egress, such as CoS rewriting.

¢ Aninterface can be the input interface for only one mirroring configuration. Do not use the same
interface as the input interface for multiple mirroring configurations.

o CPU-generated packets (such as ARP, ICMP, BPDU, and LACP packets) cannot be mirrored on egress.
e VLAN-based mirroring is not supported for STP traffic.

e (QFabric systems only) If you configure a QFabric analyzer to mirror egress traffic and the input and
output interfaces are on different Node devices, the mirrored copies will have incorrect VLAN IDs.

This limitation does not apply if you configure a QFabric analyzer to mirror egress traffic and the
input and output interfaces are on the same Node device. In this case the mirrored copies will have
the correct VLAN IDs (as long as you do not configure more than 2000 VLANs on the QFabric
system).

e True egress mirroring is defined as mirroring the exact number of copies and the exact packet
modifications that went out the egress port. Because the processors on QFX5xxx (including
QFX5100, QFX5110, QFX5120, QFX5200, and QFX5210) and EX4600 (including EX4600 and
EX4650) switches implement egress mirroring in the ingress pipeline, those switches do not provide
accurate egress packet modifications, so egress mirrored traffic can carry incorrect VLAN tags that
differ from the tags in the original traffic.

¢ If you configure a port-mirroring instance to mirror traffic exiting an interface that performs VLAN
encapsulation, the source and destination MAC addresses of the mirrored packets are not the same
as those of the original packets.

e Mirroring on member interfaces of a LAG is not supported.
e Egress VLAN mirroring is not supported.
The following constraints and limitations apply to remote port mirroring:

e If you configure an output IP address, that address cannot be in the same subnetwork as any of the
switch management interfaces.

o If you create virtual routing instances and you create an analyzer configuration that includes an
output IP address, the output IP address belongs to the default virtual routing instance (inet.O routing
table).

e An output VLAN cannot be a private VLAN or VLAN range.

e An output VLAN cannot be shared by multiple analyzer sessions or port-mirror instances.



An output VLAN interface cannot be a member of any other VLAN.
An output VLAN interface cannot be an aggregated Ethernet interface.

If the output VLAN has more than one member interface, then traffic is mirrored only to the first
member of the VLAN, and other members of the same VLAN do not carry any mirrored traffic.

For remote port mirroring to an IP address (GRE encapsulation), if you configure more than one
analyzer session or port-mirror instance, and the IP addresses of the analyzers or port-mirror
instance are reachable through the same interface, then only one analyzer session or port-mirror
instance will be configured.

The number of possible output interfaces in remote port mirroring varies among the switches in the
QFX5K line:

e QFX5110, QFX5120, QFX5210—Support a maximum of 4 output interfaces
e QFX5100 and QFX5200—Support a maximum of 3 output interfaces.

Whenever any member in a remote port mirroring VLAN is removed from that VLAN, reconfigure the
analyzer session for that VLAN.

Constraints and Limitations for QFX5100 and QFX5200 Switches

The following considerations apply to port mirroring on QFX5100 and QFX5200 Switches:

When configuring mirroring with output to IP address, the destination IP address should be
reachable, and ARP must be resolved.

ECMP (Equal Cost Multiple Path) load balancing is not supported for mirrored destinations.

The number of output interfaces in remote port mirroring (RSPAN) varies. For QFX5110, QFX5120,
and QFX5210, switches the maximum is four output interfaces. For QFX5100 and QFX5200
switches, the maximum is three.

When specifying a link aggregation group (LAG) as the mirroring output interface, a maximum of
eight interfaces are mirrored.

The mirroring input can be a LAG, a physical interface with any unit (such as ae0.101 or
xe-0/0/0.100), or a sub-interface. In any case, all the traffic on the LAG or physical interface is
mirrored.

You cannot set up an independent mirroring instance on a member interface of a LAG.

An output interface that is included in one mirroring instance cannot also be used in another
mirroring instance.



¢ In a port-mirroring instance, dropped packets in the egress pipeline of forwarding-path are never-the-
less mirrored to the destination. This is because the mirroring action occurs at the ingress pipeline,
before the drop action.

¢ In a port-mirroring instance, only one mirror output destination can be specified.

e Qutput mirror destinations that are configured across multiple port-mirroring or analyzer instances
must all be unique.

e For ERSPAN IPvé addresses, egress mirroring is not supported when the output to the analyzer/port-
mirroring is a remote IPv6 address. Egress mirror is not supported.

e For local mirroring, the output interface must be family ethernet-switching, with or without VLAN
(that is, not a Layer 3 interface).

¢ When configuring a port-mirroring or analyzer instance in a service provider environment, use the
VLAN name rather than the VLAN ID.

Port Mirroring on QFabric
The following constraints and limitations apply to local and remote port mirroring:
e You can create a total of four port-mirroring configurations.
e Each Node group in a QFabric system is subject to the following constraints:
e Up to four of the configurations can be used for local port mirroring.
e Up to three of the configurations can be used for remote port mirroring.
o Regardless of whether you are configuring a standalone switch or a Node group:

e There can be no more than two configurations that mirror ingress traffic. If you configure a
firewall filter to send mirrored traffic to a port—that is, you use the analyzer action modifier in a
filter term—this counts as an ingress mirroring configuration for the switch or Node group to
which the filter is applied.

e There can be no more than two configurations that mirror egress traffic.

[ ]
On QFabric systems, there is no system-wide limit on the total number of mirror sessions.

e You can configure only one type of output in one port-mirroring configuration to complete a set
analyzer name output statement:

e interface

e ip-address



e vlan

Configure mirroring in an analyzer (with set forwarding-options analyzer) on only one logical interface
for the same physical interface. If you try to configure mirroring on multiple logical interfaces
configured on a physical interface, only the first logical interface is successfully configured; the
remaining logical interfaces return configuration errors.

If you mirror egress packets, do not configure more than 2000 VLANs on a QFX series platform. If
you do, some VLAN packets might contain incorrect VLAN IDs. This applies to any VLAN packets,
not just the mirrored copies.

The ratio and loss-priority options are not supported.
Packets with physical layer errors are not sent to the output port or VLAN.

If you use sFlow monitoring to sample traffic, it does not sample the mirror copies when they exit the
output interface.

You cannot mirror packets exiting or entering the following ports:

e Dedicated Virtual Chassis interfaces

e Management interfaces (me0O or vmeO)

e Fibre Channel interfaces

¢ Integrated routing and bridging (IRB) interfaces (also known as routed VLAN interfaces or RVIs)

An aggregated Ethernet interface cannot be an output interface if the input is a VLAN or if traffic is
sent to the analyzer by using a firewall filter.

When mirrored packets are sent out of an output interface, they are not modified for any changes
that might be applied to the original packets on egress, such as CoS rewriting.

An interface can be the input interface for only one mirroring configuration. Do not use the same
interface as the input interface for multiple mirroring configurations.

CPU-generated packets (such as ARP, ICMP, BPDU, and LACP packets) cannot be mirrored on egress.
VLAN-based mirroring is not supported for STP traffic.

(QFabric systems only) If you configure a QFabric analyzer to mirror egress traffic and the input and
output interfaces are on different Node devices, the mirrored copies will have incorrect VLAN IDs.

This limitation does not apply if you configure a QFabric analyzer to mirror egress traffic and the
input and output interfaces are on the same Node device. In this case the mirrored copies will have
the correct VLAN IDs (as long as you do not configure more than 2000 VLANs on the QFabric
system).



e True egress mirroring is defined as mirroring the exact number of copies and the exact packet
modifications that went out the egress port. Because the processors on QFX5xxx (including
QFX5100, QFX5110, QFX5120, QFX5200, and QFX5210) and EX4600 (including EX4600 and
EX4650) switches implement egress mirroring in the ingress pipeline, those switches do not provide
accurate egress packet modifications, so egress mirrored traffic can carry incorrect VLAN tags that
differ from the tags in the original traffic.

e If you configure a port-mirroring instance to mirror traffic exiting an interface that performs VLAN
encapsulation, the source and destination MAC addresses of the mirrored packets are not the same
as those of the original packets.

e Mirroring on member interfaces of a LAG is not supported.

e Egress VLAN mirroring is not supported.

Port Mirroring on OCX Series Switches
The following constraints and limitations apply to port mirroring on OCX Series switches:

e You can create a total of four port-mirroring configurations. There can be no more than two
configurations that mirror ingress or egress traffic.

e If you use sFlow monitoring to sample traffic, it does not sample the mirror copies when they exit the
output interface.

e You can create only one port-mirroring session.
e You cannot mirror packets exiting or entering the following ports:
o Dedicated Virtual Chassis interfaces
e Management interfaces (me0O or vme0)
e Fibre Channel interfaces
e Routed VLAN interfaces or IRB interfaces
e An aggregated Ethernet interface cannot be an output interface.

¢ Do notinclude an 802.1Q subinterface that has a unit number other than O in a port mirroring
configuration. Port mirroring does not work with subinterfaces if their unit number is not O. (You
configure 802.1Q subinterfaces by using the vlan-tagging statement.)

¢ When packet copies are sent out the output interface, they are not modified for any changes that are
normally applied on egress, such as CoS rewriting.

e Aninterface can be the input interface for only one mirroring configuration. Do not use the same
interface as the input interface for multiple mirroring configurations.



o CPU-generated packets (such as ARP, ICMP, BPDU, and LACP packets) cannot be mirrored on egress.

e VLAN-based mirroring is not supported for STP traffic.

Understanding Fibre Channel Fabrics on the QFabric System

A Fibre Channel (FC) fabric on a QFabric system is a construct that you configure on a QFX3500 Node
device when the Node device is in FCoE-FC gateway mode. The FC fabric on a QFabric Node device is
not the same as an FC fabric on a storage area network (SAN). The FC fabric on a QFabric Node device
is local to that particular node device. We call the FC fabric on a QFabric Node device a /ocal FC fabric
to differentiate it from an FC fabric on the SAN.

NOTE: The QFX3600 Node device does not support FC or FCoE features.

A local FC fabric does not span Node devices and does not span the fabric Interconnect device. Local FC
fabrics are entirely contained on a single Node device. A local FC fabric creates associations that
connect FCoE devices that have converged network adapters (CNAs) on the Ethernet network to an FC
switch or FCoE forwarder (FCF) on the FC network. A local FC fabric consists of:

e A unique fabric name.
e A unique fabric ID.

e One or more FCoE VLAN interfaces that include one or more 10-Gigabit Ethernet interfaces
connected to FCoE devices. The FCoE VLANSs transport traffic between the FCoE servers and the
FCoE-FC gateway. Each FCoE VLAN must carry only FCoE traffic. You cannot mix FCoE traffic and
standard Ethernet traffic on the same VLAN.

The 10-Gigabit Ethernet interfaces that connect to FCoE devices must include a native VLAN to
transport FIP traffic because FIP VLAN discovery and notification frames are exchanged as untagged
packets.

Each FCoE VLAN interface can present multiple VF_Port interfaces to the FCoE network.

e One or more native FC interfaces. The native FC interfaces transport traffic between the gateway
and the FC switch or FCF.

TIP: If the network does not use a dual-rail architecture for redundancy, configure more than
one native FC interface for each local FC fabric to create redundant connections between the



FCoE devices and the FC network. If one physical link goes down, any sessions it carried can
log in again and connect to the FC network on a different interface.

All of the FC and FCoE traffic that belongs to a local FC fabric on a Node device must enter and exit that
Node device. This means that the FC switch or FCF and the FCoE devices in the Ethernet network must
be connected to the same Node device. The interfaces that connect to the FC switch and the interfaces
that connect to the FCoE devices must be included in the local FC fabric. You cannot configure a local
FC fabric that spans more than one Node device.

Traffic flows from FC and FCoE devices that are not in the same local FC fabric remain separate and
cannot communicate with each other through the FCoE-FC gateway.

NOTE: The QFabric system enforces commit checks to ensure that local FC fabrics and FCoE
VLANSs on FCoE-FC gateways do not span more than one Node device.

Overview of Fibre Channel
Understanding an FCoE-FC Gateway
Understanding FCoE-FC Gateway Functions

Understanding Interfaces on an FCoE-FC Gateway
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Fabric forwarding class sets (fabric fc-sets) are similar to the fc-sets (priority groups) you configure on
Node devices. The major differences are:

1. Fabric fc-sets group traffic for transport across the QFX3008-1 or QFX3600-1 Interconnect device
(the fabric). Node device fc-sets group traffic on a Node device for transport across that Node device.

2. Fabric fc-sets are global. They apply to the entire fabric. Node device fc-sets apply only to the Node
device on which they are configured.

3. Fabric fc-sets are mapped directly to Interconnect device output queues; in this way, they behave
similarly to forwarding classes on a Node device.

Fabric fc-sets map to Interconnect device fabric output queues statically—you cannot configure the
mapping of fabric fc-sets to fabric output queues. All traffic in a fabric fc-set maps to the same
output queue.

Node device fc-sets include forwarding classes that map to Node device output queues, and you can
configure the mapping of forwarding classes to output queues (or you can use the default mapping).
Because output queues are mapped to forwarding classes, different classes of traffic in a Node device
fc-set can be mapped to different output queues.

Node device fc-sets consist of forwarding classes containing traffic that requires similar CoS treatment.
(Forwarding classes are default forwarding classes or user-defined forwarding classes.) You can configure
CoS for each fc-set to determine how the traffic of its forwarding classes is scheduled on a Node device.

When traffic exits a Node device interface and enters an Interconnect device fabric interface, the
Interconnect device uses the same forwarding classes to group traffic. The forwarding classes are
mapped to global fabric fc-sets for transport across the fabric. Like fc-sets on a Node device, fabric fc-
sets also contain traffic that requires similar CoS treatment. Also like fc-sets on a Node device, you can
configure CoS on fabric fc-sets.

Fabric fc-sets reside on the Interconnect device and are global to the QFabric system. Fabric fc-sets
apply to all traffic that traverses the fabric. The mapping of forwarding classes to fabric fc-sets is global
and applies to all forwarding classes with traffic that traverses the fabric from all connected Node
devices. You can change the mapping of forwarding classes to fabric fc-sets. All mapping changes you
make are global. For example, if you change the fabric fc-set to forwarding class mapping of the default
best-effort forwarding class, then every Node device's best-effort forwarding class traffic that traverses
the fabric is mapped to that fabric fc-set. The CoS you configure on a fabric fc-set applies to all the
traffic that belongs to that fabric fc-set, from all connected Node devices.

This topic describes:

Default Fabric Forwarding Class Sets

Interconnect devices have 12 default fabric fc-sets, including five visible default fabric fc-sets, four for
unicast traffic and one for multidestination (multicast, broadcast, and destination lookup failure) traffic.



There are also seven hidden default fabric fc-sets. There are three hidden default fabric fc-sets for
multidestination traffic that you can use if you want to map different multidestination forwarding

classes to different multidestination fabric fc-sets. There are four hidden default fabric fc-sets for

lossless traffic that you can use to map different lossless forwarding classes (priorities) to different
lossless fabric fc-sets. Table 15 on page 106 shows the default fabric fc-sets:

Table 15: Default Fabric Forwarding Class Sets

Fabric Forwarding Class Set Name Characteristics
fabric_fcset_be Transports best-effort unicast traffic across the fabric.
fabric_fcset_strict_high Transports unicast traffic that has been configured with strict-

high priority and in the network-control forwarding class across
the fabric. This fabric fc-set receives as much bandwidth across
the fabric as it needs to service the traffic in the group up to the
entire fabric interface bandwidth. For this reason, exercise
caution when mapping traffic to this fabric fc-set to avoid
starving other traffic.

fabric_fcset_noloss1 Transports unicast traffic in the default fcoe forwarding class
across the fabric.

fabric_fcset_noloss2 Transports unicast traffic in the default no-loss forwarding class
across the fabric.

fabric_fcset_noloss3 (Hidden) No traffic is assigned by default to this fabric fc-set.
Unless traffic is mapped to this fabric fc-set, this fabric fc-set
remains hidden. This fabric fc-set is valid only for lossless
forwarding classes.

fabric_fcset_noloss4 (Hidden) No traffic is assigned by default to this fabric fc-set.
Unless traffic is mapped to this fabric fc-set, this fabric fc-set
remains hidden. This fabric fc-set is valid only for lossless
forwarding classes.

fabric_fcset_noloss5 (Hidden) No traffic is assigned by default to this fabric fc-set.
Unless traffic is mapped to this fabric fc-set, this fabric fc-set
remains hidden. This fabric fc-set is valid only for lossless
forwarding classes.



Table 15: Default Fabric Forwarding Class Sets (Continued)

Fabric Forwarding Class Set Name Characteristics

fabric_fcset_noloss6 (Hidden) No traffic is assigned by default to this fabric fc-set.
Unless traffic is mapped to this fabric fc-set, this fabric fc-set
remains hidden. This fabric fc-set is valid only for lossless
forwarding classes.

fabric_fcset_multicastl Transports multidestination traffic in the mcast forwarding class
across the fabric. This fabric fc-set is valid only for
multidestination forwarding classes.

fabric_fcset_multicast2 (Hidden) No traffic is assigned by default to this fabric fc-set.
Unless traffic is mapped to this fabric fc-set, this fabric fc-set
remains hidden. This fabric fc-set is valid only for
multidestination forwarding classes.

fabric_fcset_multicast3 (Hidden) No traffic is assigned by default to this fabric fc-set.
Unless traffic is mapped to this fabric fc-set, this fabric fc-set
remains hidden. This fabric fc-set is valid only for
multidestination forwarding classes.

fabric_fcset_multicast4 (Hidden) No traffic is assigned by default to this fabric fc-set.
Unless traffic is mapped to this fabric fc-set, this fabric fc-set
remains hidden. This fabric fc-set is valid only for
multidestination forwarding classes.

The five default forwarding classes (best-effort, fcoe, no-1loss, network-control, and mcast) are mapped to the
fabric fc-sets by default as shown in Table 16 on page 107.

Table 16: Default Forwarding Class to Fabric Forwarding Class Set Mapping

Forwarding Class Fabric Forwarding Class Set = Fabric Output = Maximum MTU
Queue Supported for
Lossless Operation

best-effort fabric_fcset_be 0 NA



Table 16: Default Forwarding Class to Fabric Forwarding Class Set Mapping (Continued)

Forwarding Class

network-control

fcoe

no-loss

mcast

No forwarding classes are mapped by
default to this hidden fabric fc-set.

No forwarding classes are mapped by
default to this hidden fabric fc-set.

No forwarding classes are mapped by
default to this hidden fabric fc-set.

No forwarding classes are mapped by
default to this hidden fabric fc-set.

No forwarding classes are mapped by
default to this hidden fabric fc-set.

No forwarding classes are mapped by
default to this hidden fabric fc-set.

No forwarding classes are mapped by
default to this hidden fabric fc-set.

Fabric Forwarding Class Set

fabric_fcset_strict_high

fabric_fcset_nolossi1

fabric_fcset_noloss2

fabric_fcset_multicast1

fabric_fcset_noloss3

fabric_fcset_noloss4

fabric_fcset_noloss5

fabric_fcset_nolossé

fabric_fcset_multicast2

fabric_fcset_multicast3

fabric_fcset_multicast4

Fabric Output
Queue

10

11

Maximum MTU
Supported for
Lossless Operation

NA

9K

9K

NA

9k

9k

9k

9k

NA

NA

NA

The maximum fiber cable length between the QFabric system Node device and the QFabric system

Interconnect device is 150 meters.



TIP: If you explicitly configure lossless forwarding classes, we recommend that you map each
user-configured lossless forwarding class to an unused fabric fc-set (fabric_fcset_noloss3 through
fabric_fcset_nolossé) on a one-to-one basis: one lossless forwarding class mapped to one lossless
fabric fc-set.

The reason for one-to-one mapping is to avoid fate sharing of lossless flows. Because each fabric
fc-set is mapped statically to an output queue, when you map more than one forwarding class to
a fabric fc-set, all of the traffic in all of the forwarding classes that belong to the fabric fc-set uses
the same output queue. If that output queue becomes congested due to congestion caused by
one of the flows, the other flows are also affected. (They share fate because the flow that
congests the output queue affects flows that are not experiencing congestion.)

If you want to map different multidestination forwarding classes to different multidestination fabric fc-
sets, use one or more of the hidden multidestination fabric fc-sets.

NOTE: The global mapping of forwarding classes to fabric fc-sets is independent of the mapping
of forwarding classes to Node device fc-sets. Global mapping of forwarding classes to fabric fc-
sets occurs only on the Interconnect device. The Node device mapping of forwarding classes to
fc-sets does not affect the global mapping of forwarding classes to fabric fc-sets on the
Interconnect device, and vice versa.

When you define new forwarding classes on a Node device, you explicitly map those forwarding classes
to Node device fc-sets. However, new (user-created) forwarding classes are mapped by default to fabric
fc-sets. (You can override the default mapping if you want to configure the forwarding class to fabric fc-
set mapping explicitly, as described in the next section.)

By default:

o All best-effort traffic forwarding classes that you create are mapped to the fabric_fcset_be fabric fc-
set.

o All lossless traffic forwarding classes that you create are mapped to the fabric_fcset_noloss1 or
fabric_fcset_noloss2 fabric fc-set.

NOTE: To avoid fate sharing, we recommend that you configure one-to-one mapping of user-
configured lossless forwarding classes to lossless fabric fc-sets instead of using the default
mapping. You can also use firewall filters to mitigate fate sharing by separating flows that
belong to the same forwarding class as the traffic traverses the Interconnect device (see



Understanding How to Mitigate Fate Sharing on a QFabric System Interconnect Device by
Remapping Traffic Flows (Forwarding Classes) for more information.)

o All multidestination traffic forwarding classes that you create are mapped to the
fabric_fcset_multicast1 fabric fc-set.

o All strict-high priority traffic and network-control forwarding classes that you create are mapped to the
fabric_fcset_strict_high fabric fc-set.

Fabric Forwarding Class Set Configuration and Implementation

You can map forwarding classes to fabric fc-sets and configure CoS scheduling for fabric fc-sets. This
section describes:

Mapping Forwarding Classes to Fabric Forwarding Class Sets

If you do not want to use the default mapping of forwarding classes to fabric fc-sets, you can map
forwarding classes to fabric fc-sets in the same way as you map forwarding classes to Node device fc-
sets. To do this, use exactly the same statement that you use to map forwarding classes to fc-sets, but
instead of specifying a Node device fc-set name, specify a fabric fc-set name.

NOTE: The global mapping of forwarding classes to fabric fc-sets does not affect the mapping of
forwarding classes to Node device fc-sets. The global forwarding class mapping to fabric fc-sets
pertains to the traffic only when it enters, traverses, and exits the fabric. The forwarding class
mapping to fc-sets on a Node device is valid within that Node device.

Mapping forwarding classes to fabric fc-sets does not affect the scheduling configuration of the
forwarding classes or fc-sets on Node devices. Fabric fc-set scheduling pertains to traffic only
when it enters, traverses, and exits the Interconnect device fabric.

If you change the mapping of a forwarding class to a fabric fc-set, the new mapping is global and
applies to all traffic in that forwarding class, regardless of which Node device forwards the traffic
to the Interconnect device.

e To assign one or more forwarding classes to a fabric fc-set:

[edit class-of-service]
user@switch# set forwarding-class-sets fabric-forwarding-class-set-name class forwarding-

class-name


https://www.juniper.net/documentation/en_US/junos/topics/concept/cos-qfx-series-avoid-fabric-fate-sharing-understanding.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/cos-qfx-series-avoid-fabric-fate-sharing-understanding.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/class-of-service-edit-qfx-series.html

For example, to map a user-defined forwarding class named best-effort-2 to the fabric fc-set

fabric_fcset_be:

[edit class-of-servicel]
user@switch# set forwarding-class-sets fabric_fcset_be class best-effort-2

NOTE: Because fabric fc-set configuration is global, in this example all forwarding classes with
the name best-effort-2 on all of the Node devices connected to the fabric use the fabric_fcset_be
fabric fc-set to transport traffic across the fabric.

Fabric Forwarding Class Set Implementation

The following rules apply to fabric fc-sets:
e You cannot create new fabric fc-sets. Only the twelve default fabric fc-sets are available.
e You cannot delete a default fabric fc-set.

e You cannot attach a fabric fc-set to a Node device interface. Fabric fc-sets are used only on the
Interconnect device fabric, not on Node devices.

¢ You can map only multidestination forwarding classes to multidestination fabric fc-sets.

e You cannot map multidestination forwarding classes to unicast fabric fc-sets.

You cannot map unicast forwarding classes to multidestination fabric fc-sets.

QFabric System CoS

When traffic enters and exits the same QFabric system Node device, CoS works the same as it works on
a standalone switch.

However, when traffic enters a QFabric system Node device, crosses the Interconnect device, and then
exits a different Node device, CoS is applied differently:

1. Traffic entering the ingress Node device receives the CoS configured at the Node ingress (packet
classification and congestion notification profile for PFC).

2. When traffic goes from the ingress Node device to the Interconnect device, the fabric fc-set CoS is
applied to the traffic.



3. When traffic goes from the Interconnect device to the egress Node device, the egress Node device
applies CoS at the egress port (egress queue scheduling, WRED, and IEEE 802.1p or DSCP code-
point rewrite).

Traffic that traverses the Interconnect device can use the default CoS fabric scheduling or you can
configure two-tier hierarchical CoS scheduling explicitly on fabric fc-sets as described in Understanding
CoS Scheduling Across the QFabric System.

Support for Flow Control and Lossless Transport Across the Fabric

The Interconnect device incorporates flow control mechanisms to support lossless transport during
periods of congestion on the fabric. To support the priority-based flow control (PFC) feature on the
Node devices, the fabric interfaces use LLFC to support lossless transport for up to six IEEE 802.1p
priorities when the following two configuration constraints are met:

1. The IEEE 802.1p priority used for the traffic that requires lossless transport is mapped to a lossless
forwarding class on the Node devices.

2. The lossless forwarding class must be mapped to a lossless fabric fc-set on the Interconnect device
(fabric_fcset_noloss1, fabric_fcset_noloss?, fabric_fcset_noloss3, fabric_fcset_nolossd4, fabric_fcset_nolosss, or

fabric_fcset_nolosse).

When traffic meets the two configuration constraints, the fabric propagates the back pressure from the
egress Node device across the fabric to the ingress Node device during periods of congestion. However,
to achieve end-to-end lossless transport across the switch, you must also configure a congestion
notification profile to enable PFC on the Node device ingress ports.

For all other combinations of IEEE 802.1p priority to forwarding class mapping and all other
combinations of forwarding class to fabric fc-set mapping, the congestion control mechanism is normal
packet drop. For example:

e Case 1—If the IEEE 802.1p priority 5 is mapped to the lossless fcoe forwarding class, and the fcoe
forwarding class is mapped to the fabric_fcset_noloss1 fabric fc-set, then the congestion control
mechanism is PFC.

e Case 2—If the IEEE 802.1p priority 5 is mapped to the lossless fcoe forwarding class, and the fcoe
forwarding class is mapped to the fabric_fcset_be fabric fc-set, then the congestion control mechanism
is packet drop.

e Case 3—If the IEEE 802.1p priority 5 is mapped to the lossless no-loss forwarding class, and the no-loss
forwarding class is mapped to the fabric_fcset_noloss2 fabric fc-set, then the congestion control
mechanism is PFC.
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e Case 4—If the IEEE 802.1p priority 5 is mapped to the lossless no-loss forwarding class, and the no-loss
forwarding class is mapped to the fabric_fcset_be fabric fc-set, then the congestion control mechanism
is packet drop.

e Case 5—If the IEEE 802.1p priority 5 is mapped to the best-effort forwarding class, and the best-effort

forwarding class is mapped to the fabric_fcset_be fabric fc-set, then the congestion control mechanism
is packet drop.

e Case 6—If the IEEE 802.1p priority 5 is mapped to the best-effort forwarding class, and the best-effort
forwarding class is mapped to the fabric_fcset_noloss1 fabric fc-set, then the congestion control
mechanism is packet drop.

NOTE: Lossless transport across the fabric also must meet the following two conditions:

1. The maximum cable length between the Node device and the Interconnect device is a 150
meters of fiber cable.

2. The maximum frame size is 9216 bytes.

If the MTU is 9216 KB, in some cases the QFabric system supports only five lossless forwarding
classes instead of six lossless forwarding classes because of headroom buffer limitations.

The number of IEEE 802.1p priorities (forwarding classes) the QFabric system can support for lossless
transport across the Interconnect device fabric depends on several factors:

e Approximate fiber cable length—The longer the fiber cable that connects Node device fabric (FTE)
ports to the Interconnect device fabric ports, the more data the connected ports need to buffer
when a pause is asserted. (The longer the fiber cable, the more frames are traversing the cable when
a pause is asserted. Each port must be able to store all of the “in transit” frames in the buffer to
preserve lossless behavior and avoid dropping frames.)

e MTU size—The larger the maximum frame sizes the buffer must hold, the fewer frames the buffer can
hold. The larger the MTU size, the more buffer space each frame consumes.

o Total number of Node device fabric ports connected to the Interconnect device—The higher the
number of connected fabric ports, the more headroom buffer space the Node device needs on those
fabric ports to support the lossless flows that traverse the Interconnect device. Because more buffer
space is used on the Node device fabric ports, less buffer space is available for the Node device
access ports, and a lower total number of lossless flows are supported.

The QFabric system supports six lossless priorities (forwarding classes) under most conditions. The
priority group headroom that remains after allocating headroom to lossless flows is sufficient to support
best-effort and multidestination traffic.



Table 17 on page 114 shows how many lossless priorities the QFabric system supports under different
conditions (fiber cable lengths and MTUs) in cases when the QFabric system supports fewer than six
lossless priorities. The number of lossless priorities is the same regardless of how many Node device FTE
ports are connected to the Interconnect device. However, the higher the number of FTE ports
connected to the Interconnect device, the lower the number of total lossless flows supported. In all
cases that are not shown in Table 17 on page 114, the QFabric system supports six lossless priorities.

NOTE: The system does not perform a configuration commit check that compares available
system resources with the number of lossless forwarding classes configured. If you commit a
configuration with more lossless forwarding classes than the system resources can support,
frames in lossless forwarding classes might be dropped.

Table 17: Lossless Priority (Forwarding Class) Support for Node Devices When Fewer than Six Lossless
Priorities Are Supported

MTU in Bytes = Fiber Cable Length in Meters Maximum Number of Lossless Priorities (Forwarding
(Approximate) Classes) on the Node Device

9216 (9K) 100 5

9216 (9K) 150 5

NOTE: The total number of lossless flows decreases as resource consumption increases. For a
Node device, the higher the number of FTE ports connected to the Interconnect device, the
larger the MTU, and the longer the fiber cable length, the fewer total lossless flows the QFabric
system can support.

Viewing Fabric Forwarding Class Set Information

You can display information about fabric fc-sets using the same CLI command you use to display
information about Node device fc-sets:

user@switch> show class-of-service forwarding-class-set

Forwarding class set: fabric_fcset_be, Type: fabric-type, Forwarding class set index: 1
Forwarding class Index
best-effort 0



Forwarding class set: fabric_fcset_mcast1, Type: fabric-type, Forwarding class set index: 5
Forwarding class Index
mcast 8
Forwarding class set: fabric_fcset_mcast2, Type: fabric-type, Forwarding class set index: 6
Forwarding class set: fabric_fcset_mcast3, Type: fabric-type, Forwarding class set index: 7
Forwarding class set: fabric_fcset_mcast4, Type: fabric-type, Forwarding class set index: 8
Forwarding class set: fabric_fcset_noloss1, Type: fabric-type, Forwarding class set index: 2
Forwarding class Index
fcoe 1
Forwarding class set: fabric_fcset_noloss2, Type: fabric-type, Forwarding class set index: 3
Forwarding class Index
no-loss 2
Forwarding class set: fabric_fcset_noloss3, Type: fabric-type, Forwarding class set index: 9
Forwarding class set: fabric_fcset_noloss4, Type: fabric-type, Forwarding class set index: 10
Forwarding class set: fabric_fcset_noloss5, Type: fabric-type, Forwarding class set index: 11
Forwarding class set: fabric_fcset_noloss6, Type: fabric-type, Forwarding class set index: 12
Forwarding class set: fabric_fcset_strict_high, Type: fabric-type, Forwarding class set index: 4
Forwarding class Index

network-control 3

Table 18 on page 115 describes the meaning of the show class-of-service forwarding-class-set output fields
when you display fabric fc-set information.

Table 18: show class-of-service forwarding-class-set Command Output Fields

Field Name Field Description

Forwarding class set Name of the fabric forwarding class set.



Table 18: show class-of-service forwarding-class-set Command Output Fields (Continued)

Field Name

Type

Forwarding class set index

Forwarding class

Index

Field Description

Type of forwarding class set:
e Fabric-type—Fabric fc-set

e Normal-type—Node device fc-set

Index of this forwarding class set.

Name of a forwarding class.

Index of the forwarding class.

Summary of Fabric Forwarding Class Set and Node Device Forwarding Class Set

Differences

Table 19 on page 116 summarizes the differences between fabric fc-sets and fc-sets:

Table 19: Summary of Differences Between Fabric fc-sets and Local fc-sets

Characteristic

Location

Global or local

Ability to create (define) a

new fc-set

Ability to configure CoS

Fabric fc-set Local fc-set

QFX3008-1 or QFX3600-I Interconnect QFabric Node device.
device (the fabric).

Global, valid for the entire fabric. Local to the Node device on which
the fc-set is configured.

No. Use the 12 default fabric fc-sets Yes.
provided.
User-configurable using fabric fc-set User-configurable using traffic

scheduler maps. control profiles.
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Table 19: Summary of Differences Between Fabric fc-sets and Local fc-sets (Continued)

Characteristic Fabric fc-set Local fc-set
Ability to map forwarding Yes. Mapping is global and applies to all Yes. Mapping is local to a Node
classes to an fc-set forwarding classes across the Interconnect = device and applies only to the
device fabric (traffic from all connected forwarding classes on the Node
Node devices). device.
RELATED DOCUMENTATION

Understanding CoS Forwarding Class Sets (Priority Groups)
Understanding CoS Scheduling Across the QFabric System
Understanding CoS Scheduling on QFabric System Node Device Fabric (fte) Ports

Understanding Default CoS Scheduling on QFabric System Interconnect Devices (Junos OS Release
13.1 and Later Releases)

Understanding How to Mitigate Fate Sharing on a QFabric System Interconnect Device by
Remapping Traffic Flows (Forwarding Classes)

Defining CoS Forwarding Class Sets
Example: Configuring Forwarding Class Sets
Example: Configuring CoS Scheduling Across the QFabric System

show class-of-service forwarding-class-set
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CHAPTER 5

Before You Begin

IN THIS CHAPTER

QFX3000-M QFabric System Installation Overview | 119

Understanding QFX3000-M QFabric System Hardware Configurations | 122

Planning a QFX3000-M QFabric System Deployment | 130

General Site Guidelines | 136

Site Electrical Wiring Guidelines | 137

Environmental Requirements and Specifications for a QFX3100 Director Device | 138
Environmental Requirements and Specifications for QFX3600 and QFX3600-1 Devices | 139
Environmental Requirements and Specifications for a QFX3500 Device | 141

Environmental Requirements and Specifications for a QFX5100 Device | 142

Environmental Requirements and Specifications for EX Series Switches | 144

I QFX3000-M QFabric System Installation Overview

Before you begin to install the QFX3000-M QFabric system:
o Read General Safety Guidelines and Warnings.

e Review "Planning a QFX3000-M QFabric System Deployment" on page 130 and the topics it
references. Do not start the installation until you have completed the site preparation checklists for
each device type:

e Site Preparation Checklist for a QFX3100 Director Device

e Site Preparation Checklist for a QFX5100 Device

e Site Preparation Checklist for a QFX3600 or QFX3600-I Device
e Site Preparation Checklist for a QFX3500 Device

e Sjte Preparation Checklist for EX4200 Switches or Site Preparation Checklist for EX4300
Switches.
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NOTE: Do not mix control plane EX4200 and EX4300 switches in the same QFabric
system.

A QFX3000-M QFabric system is formed by interconnecting QFX3500 or QFX3600 Node devices,
QFX3600-I Interconnect devices, and QFX3100 Director devices. Two EX4200 or EX4300 switches are
used to interconnect the control plane and management network. For more information about the role
of each device in the QFX3000-M QFabric system, see "Understanding QFX3000-M QFabric System
Hardware Configurations" on page 122.

To install a QFX3000-M QFabric system:

1.

Install all the devices in their permanent location, connect the devices to earth ground, and connect
power to the devices. See:

Installing and Connecting a QFX3100 Director Device

e QFX5100 Standalone Installation Overview

e nstalling and Connecting a QFX3600 or QFX3600-/ Device
e /nstalling and Connecting a QFX3500 Device

o Installing and Connecting an EX4200 Switch or Installing and Connecting an EX4300 Switch

Ensure that each Node device is set to Node device mode. By default, the devices work as
standalone switches. You perform this step using the console (CON) port on each Node device. Leave
the Node devices powered on. See Converting the Device Mode for a QFabric System Component.

Interconnect the two EX Series switches using the SFP+ uplink module ports. The EX4200 uses 1-
Gigabit Ethernet ports; the EX4300 uses 10-Gigabit Ethernet ports. These ports will later be
configured in a LAG. See "Interconnecting Two EX Series Switches for QFX3000-M QFabric System
Control Plane Redundancy" on page 251.

Interconnect the two QFX3100 Director devices for control plane redundancy. See Connecting
QFX3100 Director Devices in a Director Group.

Based on your QFX3000-M QFabric system control plane type, connect each QFX Series device to
each EX Series switch for control plane interconnection.

e For a copper-based QFabric system control plane, see:

e "Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System
Control Plane Network" on page 257

e "Connecting a QFX3600-I Interconnect Device to a Copper-Based QFX3000-M QFabric
System Control Plane Network" on page 263

e "Connecting a QFX3500 Node Device to a Copper-Based QFX3000-M QFabric System
Control Plane Network" on page 275


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/qfx5100-installation-overview.html

121

e "Connecting a QFX3600 Node Device to a Copper-Based QFX3000-M QFabric System
Control Plane Network" on page 270

e "Connecting a QFX5100 Node Device to a Copper-Based QFX3000-M QFabric System
Control Plane Network" on page 266

e For a fiber-based QFabric system control plane, see:

e "Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System
Control Plane Network" on page 286

e "Connecting a QFX3600-I Interconnect Device to a Fiber-Based QFX3000-M QFabric System
Control Plane Network" on page 294

e "Connecting a QFX3500 Node Device to a Fiber-Based QFX3000-M QFabric System Control
Plane Network" on page 303

e "Connecting a QFX3600 Node Device to a Fiber-Based QFX3000-M QFabric System Control
Plane Network" on page 308

e "Connecting a QFX5100 Node Device to a Fiber-Based QFX3000-M QFabric System Control
Plane Network" on page 298

6. Connect each Node device to each QFX3600-| Interconnect device for data plane interconnection.
See:

e "Connecting a QFX3500 Node Device to a QFX3600-I Interconnect Device" on page 323
e "Connecting a QFX3600 Node Device to a QFX3600-I Interconnect Device" on page 318
e "Connecting a QFX5100 Node Device to a QFX3600-I Interconnect Device" on page 313

Leave the Node and Interconnect devices powered on.

7. Configure each EX4200 or EX4300 switch using the recommended configuration as described in this
example: "Example: Configuring EX Series Switches for the QFX3000-M QFabric System Control
Plane" on page 340.

Leave the EX Series switches powered on.

8. Power on the QFX3100 Director devices and complete the initial configuration for the QFX3000-M
QFabric system described in Performing the QFabric System Initial Setup on a QFX3100 Director
Group.

NOTE: When you power on the QFX3100 Director devices in the Director group for the first
time the first device to be powered on assumes the Director Group O (dg0) role. The second
device to be powered on assumes the Director Group 1 (dg?) role.



Understanding QFX3000-M QFabric System Hardware Configurations

The QFX3000-M QFabric system is made up of multiple hardware components:

o EX Series switches—Two EX4200 switches or two EX4300 switches are required for a QFX3000-M
QFabric system control plane and management network interconnection. You may not mix EX4200
and EX4300 switches on the same QFabric system.

o EX4200-Use EX4200-24T switches with an SFP+ uplink module installed for copper-based
control planes and EX4200-24F for fiber-based control planes. Two small form-factor pluggable
(SFP) Gigabit Ethernet uplink ports on each EX4200 switch interconnect the two EX4200
switches.

o EX4300-Use EX4300-48T switches with an SFP+ uplink module installed for copper-based
control planes and EX4300-48P for fiber-based control planes. Four quad small form-factor
pluggable plus (QSFP+) 40-Gigabit Ethernet uplink ports on each EX4300 interconnect the two
EX Series switches.

e QFX3100 Director devices—Two QFX3100 Director devices are required for a QFX3000-M QFabric
system. Together, the two Director devices are called a Director group.

e Four Gigabit Ethernet ports on each QFX3100 Director device provide connection to the control
plane and management network through the EX4200 switches.

e Two Gigabit Ethernet ports on each QFX3100 Director device interconnect two Director devices
in a Director group.

e One Gigabit Ethernet RJ-45 management port on each QFX3100 Director device provides
connection to the management network through your out-of-band management network.

NOTE: For a copper-based QFX3000-M QFabric system control plane network, use QFX3100
Director devices with RJ-45 network modules installed. For a fiber-based control plane
network, use QFX3100 Director devices with SFP network modules installed.

o QFX5100-24Q or QFX3600-I Interconnect devices—Two interconnect devices are required for a
QFX3000-M QFabric system. Up to four interconnect devices can be used in a QFX3000-M QFabric
system.

e QFX5100-24Q Interconnect device

e Up to 24 40-Gbps QSFP+ ports on each Interconnect device connect the QFX5100,
QFX3600, or QFX3500 Node devices to the data plane network across fiber-optic cables and
a high-speed backplane.



e Two Gigabit Ethernet management ports connect each QFX5100-24Q Interconnect device to
the control plane and management network through the EX4200 switches.

NOTE: For a copper-based QFX3000-M QFabric system control plane network, use the
1000BASE-T management port labeled CO and the SFP management port labeled C1
on QFX5100-24Q Interconnect devices. For a fiber-based control plane network, use
the SFP management ports labeled CO and C1 on QFX5100-24Q Interconnect devices.

Figure 16: QFX5100-24Q Management Panel
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e QFX3600-I Interconnect device



e Up to 16 40-Gbps quad form-factor-pluggable plus (QSFP+) ports on each QFX3600-I
Interconnect device connect the QFX3500 or QFX3600 Node devices to the data plane
network across fiber-optic cables and a high-speed backplane.

¢ Two Gigabit Ethernet management ports connect each QFX3600-1 Interconnect device to the
control plane and management network through the EX Series switches.

NOTE: For a copper-based QFX3000-M QFabric system control plane network, use the
1000BASE-T management ports labeled CO and C1 on QFX3600-I Interconnect
devices. For a fiber-based control plane network, use the SFP management ports
labeled COS and C1S on QFX3600-I Interconnect devices.

Figure 17 on page 124 shows the front of a QFX3600-I Interconnect device.

Figure 17: QFX3600-I Interconnect Device Front Panel
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QFX3500, QFX3600. QFX5100-24Q, QFX5100-48S, or QFX5100-48T Node devices—Up to 16
Node devices can be connected to the QFX3000-M QFabric system.



Table 20: Connecting Node Devices to Servers, Storage, or External Networks

Node Device Description

QFX3500 Total of 48 10-Gbps SFP+ ports.

e 12 (ports 0 through 5 and 42 through 47) can be configured as 2-Gbps, 4-Gbps, or 8-
Gbps Fibre Channel ports.

e 36 (ports 6 through 41) can be configured as Gigabit Ethernet ports.
e No limitations on which ports can be configured as 10-Gigabit Ethernet ports.

e However, if a Fibre Channel transceiver is in ports O through 5 or 42 through 47, a// of
the ports in that group must be configured as Fibre Channel, even though only one
port in a group might have a Fibre Channel transceiver, and no port in the group can
use a 10-Gigabit Ethernet transceiver.

QFX3600 Up to 14 40-Gbps QSFP+ ports (Q2 through Q15) on each Node device use QSFP+ DAC
breakout cables or QSFP+ transceivers with fiber breakout cables to support 48 10-
Gigabit Ethernet interfaces.

e By default, 12 ports (Q4 through Q15) are configured for 10-Gigabit Ethernet
connections between the Node device and servers, storage, or external networks.

e Optionally, you can configure ports Q2 through Q15 for 10-Gigabit Ethernet
connections.

QFX5100-24Q The base model supports 24 40-Gbps Ethernet QSFP+ ports. With two QFX-EM-4Q
expansion modules inserted, eight additional QSFP+ ports provide a total of 32 40-Gbps
ports. The availability of these ports depends on the system mode you configure.

Optionally, you can configure these ports on each Node device use QSFP+ direct-attach
copper (DAC) breakout cables or QSFP+ transceivers with fiber breakout cables to
support 96 10-Gigabit Ethernet interfaces. With two QFX-EM-4Q expansion modules
inserted, eight additional QSFP+ ports provide a total of 104 10-Gbps ports.



Table 20: Connecting Node Devices to Servers, Storage, or External Networks (Continued)

Node Device

QFX5100-48S

QFX5100-48T

Description

Total of 48 10-Gbps SFP+ ports and 6 40-Gbps QSFP+ ports.

e 48 (ports 0 through 47) can be configured as either 1-Gigabit Ethernet, using a
breakout cable, or 10-Gigabit Ethernet interfaces.

e By default, 4 of the QSFP+ interfaces (labeled fte-0/1/0 through fte-0/1/3) are
configured for 40-Gbps uplink connections between your Node device and your
Interconnect devices, and 2 QSFP+ interfaces (labeled xle-0/1/4 and xle-0/1/5)
provide 40-Gigabit Ethernet connections to either endpoint systems (such as servers
and storage devices) or external networks. Optionally, you can choose to configure the
middle two interfaces (xle-0/1/8 and xle-0/1/15) for10-Gigabit Ethernet or 40-
Gigabit Ethernet connections to either endpoint systems or external networks, and
you can choose to configure the last two interfaces (fte-0/1/4 and fte-0/1/5) for
uplink connections between your Node device and your Interconnect devices.

The base supports 48 10GBASE-T ports and 6 QSFP+ ports.

e The forty-eight copper physical ports (O through 47) are tri-speed (10GbE/1GbE/100
Mbps) and can be configured as access ports.

e By default, 4 of the QSFP+ interfaces (labeled fte-0/1/0 through fte-0/1/3) are
configured for 40-Gbps uplink connections between your Node device and your
Interconnect devices, and 2 QSFP+ interfaces (labeled xle-0/1/4 and xle-0/1/5)
provide 40-Gigabit Ethernet connections to either endpoint systems (such as servers
and storage devices) or external networks. Optionally, you can choose to configure the
middle two interfaces (xle-0/1/8 and xle-0/1/15) for10-Gigabit Ethernet or 40-
Gigabit Ethernet connections to either endpoint systems or external networks, and
you can choose to configure the last two interfaces (fte-0/1/4 and fte-0/1/5) for
uplink connections between your Node device and your Interconnect devices.

Table 21: Connecting Node Devices to the Data Plane

Node Device

QFX3500

Interconnect Description
Device
QFX3600-I or Up to four 40-Gbps QSFP+ uplink ports (QO through Q3) connect to

QFX5100-24Q the data plane network.



Table 21: Connecting Node Devices to the Data Plane (Continued)

Node Device

QFX3600

QFX5100-24Q

QFX5100-48S

QFX5100-48T

Interconnect
Device

QFX3600-| or
QFX5100-24Q

QFX3600-I

QFX5100-24Q

QFX3600-| or
QFX5100-24Q

QFX3600-I1 or
QFX5100-24Q

Description

Up to eight 40-Gbps QSFP+ uplink ports (QO through Q7) connect to
the data plane network.

e By default, four ports (QO through Q3) are configured for
connection between the Node device and the data plane
network.

e Optionally, you can configure the first eight ports (QO through
Q7) for this connection.

When introducing a QFX5100-24Q into an existing QFX3000-M
QFabric System, install the QFX5100-24Q as the interconnect device
and convert the QFX3600-1 to a QFX3600 for use as a node device.
See Converting the Device Mode for a QFabric System Component.

Any of the 24 40-QSFP+ uplink ports (0 through 23) may be used to
connect to the data plane network.

Up to six 40-Gbps QSFP+ uplink ports (48 through 53) connect to the
data plane network.

Up to six 40-Gbps QSFP+ uplink ports (48 through 53) connect to the
data plane network.



Table 22: Connecting Node Devices to the Control Plane and Management Network through

EX4200 Switches

Node Device

QFX3500

QFX3600

QFX5100-24Q

Description

Two Gigabit Ethernet management ports on each Node device provide connection to the

control plane and management network.

For a copper-based QFX3000-M QFabric system control plane network, use the
management ports on Node devices with a 1000BASE-T management board installed.

For a fiber-based control plane network, use the management ports on Node devices
with an SFP management board installed.

Two Gigabit Ethernet management ports on each Node device provide connection to the

control plane and management network.

For a copper-based control plane network, use the 1000BASE-T management ports
(CO and C1) on Node devices.

For a fiber-based control plane network, use the SFP management ports (COS and C1S)
on Node devices.

Two Gigabit Ethernet management ports on each Node device provide connection to the

control plane and management network.

For a copper-based QFX3000-M QFabric system control plane network, use the RJ-45
management port (CO) and the SFP management port (C1) on Node devices with a 1
Gbps copper SFP.

For a fiber-based control plane network, use the SFP management port (CO) and (C1)
on Node devices with a 1 Gbps fiber SFP.

NOTE: Not all QFX5100-24Q product SKUs support an all-fiber connection.



Table 22: Connecting Node Devices to the Control Plane and Management Network through
EX4200 Switches (Continued)

Node Device

QFX5100-48S

QFX5100-48S

QFX5100-48T

Description

Two Gigabit Ethernet management ports on each Node device provide connection to the

control plane and management network.

For a copper-based QFX3000-M QFabric system control plane network, use the RJ-45
management port (CO) and the SFP management port (C1) on Node devices with a 1
Gbps copper SFP.

For a fiber-based control plane network, use the SFP management port (CO) and (C1)
on Node devices with a 1 Gbps fiber SFP.

NOTE: Not all QFX5100-48S product SKUs support an all-fiber connection.

Two Gigabit Ethernet management ports on each Node device provide connection to the

control plane and management network.

For a copper-based QFX3000-M QFabric system control plane network, use the RJ-45
management port (CO) and the SFP management port (C1) on Node devices with a 1
Gbps copper SFP.

For a fiber-based control plane network, use the SFP management port (CO) and (C1)
on Node devices with a 1 Gbps fiber SFP.

NOTE: Not all QFX5100-48S product SKUs support an all-fiber connection.

Two Gigabit Ethernet management ports on each Node device provide connection to the
control plane and management network.

For a copper-based QFX3000-M QFabric system control plane network, use the RJ-45
management port (CO) and the SFP management port (C1) on Node devices with a 1
Gbps copper SFP.

For a fiber-based control plane network, use the SFP management port (CO) and (C1)
on Node devices with a 1 Gbps fiber SFP.

QFX3000-M QFabric System Installation Overview | 119
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Planning a QFX3000-M QFabric System Deployment

A QFX3000-M QFabric system is formed by interconnecting QFX3500, QFX3600, or QFX5100 Node
devices, QFX3600-1 or QFX5100-24Q Interconnect devices, and QFX3100 Director devices. Two
Juniper Networks EX Series switches are used to interconnect the control plane and management
network.

Before installing a QFX3000-M QFabric system, you must consider the following factors:
e The number of devices in the QFabric system and their location.
e You must have two QFX3100 Director devices operating in a Director group.

e You can have up to four Interconnect devices, either QFX5100-24Q or QF3600-1, but not
intermixed in the same QFabric Node group.

e You can interconnect up to 16 QFX Series Switches as Node devices using either QFX5100-24Q
or QFX3600-I as the Interconnect Devices. You may not mix QFX5100-24Q Interconnect devices
with QFX3600-I Interconnect devices on the same QFX3000-M QFabric system. Supported
models are:

¢ QFX5100-24Q
e QFX5100-48S
e QFX5100-48T
e QFX3600
e QFX3500
e The number of Node devices you require depends on the following factors:

e The number of access ports you need for connections to either endpoint systems (such as
servers and storage devices) or external networks.

e The oversubscription ratio you need on the access ports.

e The number of access ports supported on each Node device based on that oversubscription
ratio.

Table 23 on page 131 shows the number of 10-Gigabit Ethernet access ports supported on Node
devices based on the oversubscription ratio you need on the access ports.



Table 23: Number of 10-Gigabit Ethernet Access Ports Supported on Node Devices Based on
Oversubscription Ratio

Oversubscription
Ratio on Access
Ports

1:1 (no

oversubscription)

3:1

3.5:1

6:1

Number of 10-
Gigabit Ethernet
Access Ports
Supported on a
QFX3500 Node
Device

1:1
oversubscription
not supported

48

3.5:1
oversubscription
not supported

48

Number of 10-
Gigabit Ethernet
Access Ports
Supported on a
QFX3600 Node
Device

32

48

3.5:1
oversubscription
not supported

48

Number of 10-
Gigabit Ethernet
Access Ports
Supported on a
QFX5100-24Q
Node Device

104

104 ports with 2
QFX-EM-4Q
expansion modules

3.5:1
oversubscription
not supported

96 ports with 2
QFX-EM-4Q
expansion modules

Number of 10-
Gigabit Ethernet
Access Ports
Supported on a
QFX5100-48S and
QFX5100-48T
Node Device

1:1
oversubscription
not supported

3:1
oversubscription
not supported

56

3:1
oversubscription
not supported

To calculate the required number of Node devices (N,,) for your QFabric system, divide the

number of access ports you need for connections to either endpoint systems or external
networks (N) by the number of access ports supported on each Node device (N,) based on the

required oversubscription ratio, and round up the resulting value. For example, if you need 300
10-Gigabit Ethernet access ports at 3:1 oversubscription, and your Node device supports 48 10-
Gigabit Ethernet access ports at 3:1 oversubscription, you require 7 Node devices as shown

below:
Nn = Np/N,
N, = 300/48

N, = 6.25 (rounded up to 7)

The number of Interconnect devices you require depends on the number of Node devices and the
oversubscription ratio required on the access ports of the Node devices. See Table 24 on page



132 to determine the number of Interconnect devices you require. For example, if you plan to
install 14 Node devices and require 3:1 oversubscription ratio on the Node devices, you must
install 4 Interconnect devices.

Table 24: Maximum Number of Node Devices Supported Based on Oversubscription Ratio and

Number of Interconnect Devices

Oversubscription
Ratio

1:1

2:1

3:1

3.5:11

QFX Series Switch
Models

QFX3600 or

QFX5100-24Q

QFX5100-24Q

e QFX3600

e QFX3500

QFX5100-48S or
QFX5100-48T

Number of
Interconnect
Devices

Maximum Number of Node
Devices

32 connecting to QFX5100-24Q
Interconnect devices and 16
connecting to QFX3600-I
Interconnect devices

32 connecting to QFX5100-24Q
Interconnect devices and 16
connecting to QFX3600-I
Interconnect devices

32 connecting to QFX5100-24Q
Interconnect devices and 16
connecting to QFX3600-I
Interconnect devices

32 connecting to QFX5100-24Q
Interconnect devices and 16
connecting to QFX3600-I
Interconnect devices

32 connecting to QFX5100-24Q
Interconnect devices and 16
connecting to QFX3600-I
Interconnect devices



Table 24: Maximum Number of Node Devices Supported Based on Oversubscription Ratio and
Number of Interconnect Devices (Continued)

Oversubscription QFX Series Switch Number of Maximum Number of Node
Ratio Models Interconnect Devices
Devices
4 32 connecting to QFX5100-24Q
Interconnect devices and 16
connecting to QFX3600-I

Interconnect devices

6:1 e QFX5100-24Q 2 32 connecting to QFX5100-24Q
Interconnect devices and 16
e QFX5100-48S connecting to QFX3600-I
Interconnect devices
e QFX5100-48T

e QFX3600

e QFX3500

For information about the size and strength of racks for the devices, see the following topics:

Rack Requirements for a QFX3100 Director Device

e Rack Requirements for a QFX5100 Device

e Rack Requirements for a QFX3600 or QFX3600-I Device

e Rack Requirements for a QFX3500 Device

e Rack Requirements for EX4200 Switches

For the dimensions and weights of the devices, see the following topics:
e Chassis Physical Specifications for a QFX3100 Director Device

e Chassis Physical Specifications for a QFX5100 Device

e Chassis Physical Specifications for QFX3600 and QFX3600-1 Devices
e Chassis Physical Specifications for a QFX3500 Chassis

o Chassis Physical Specifications for EX4200 Switches

The type of control plane and management network—copper-based or fiber-based.
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e For a copper-based control plane and management network, use:
e QFX3100 Director devices with RJ-45 network modules installed

e QFX5100 Node devices using the RJ-45 network port (CO and a 1 Gbps SFP installed in
network port (C1).

e QFX3500 Node devices with a 1000BASE-T management board installed
e EX4200-24T switches with an SFP+ uplink module installed

e For a fiber-based control plane and management network, use:

QFX3100 Director devices with SFP network modules installed

QFX5100 Node devices using 1 Gbps SFP installed in network ports (CO) and (C1).

QFX3500 Node devices with an SFP management board installed
o EX4200-24F switches with an SFP+ uplink module installed
Cabling requirements for the control plane and management network

e The copper-based control plane and management network are interconnected using standard
1000BASE-T Ethernet over copper wiring. Each network segment can be a maximum length of
100 m (328 ft). See Cable Specifications for Copper-Based Control Plane Connections for the
QFabric System.

e The fiber-based control plane and management network are interconnected using small form-
factor pluggable (SFP) transceivers over fiber-optic cabling. Each network segment can be a
maximum length of 10 km (6.2 miles). However, keep in mind that each network segment in the
data plane is limited to a maximum length of 150 m (492 ft). See The Hardware Compatibility
Tool.

Cabling requirements for the data plane—The data plane is interconnected using standard 40GBASE-
SR 40-Gigabit Ethernet QSFP+ optical transceivers over fiber-optic wiring. If you use OM3 optical
fiber, each network segment can be a maximum of 100 m (328 ft). If you use OM4 optical fiber, each
network segment can be a maximum of 150 m (492 ft). However, keep in mind that if you are using a
copper-based control plane and management network, each copper network segment is limited to a
maximum length of 100 m (328 ft). This limitation of the copper control plane network segment
effectively limits the network segments in your data plane to 100 m (328 ft).See The Hardware
Compatibility Tool.

The data plane cabling requirements depend on the number of connections required from each Node
device to Interconnect devices based on the oversubscription ratio you need on the access ports of
the Node device. Table 25 on page 135 shows the number of connections required from each Node
device to Interconnect devices based on the oversubscription ratio you need on the Node device.
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Table 25: Number of Connections Required Between Node and Interconnect Devices Based on
Oversubscription Ratio

Oversubscription Ratio QFX Series Switch Model Number of Connections from
Each Node Device to Interconnect
Devices
11 e QFX3600 8
e QFX5100-24Q
31 e QFX3600 4
e QFX3500
351 e QFX5100-48S 4
e QFX5100-48T
6:1 e QFX5100-24Q 2

e QFX5100-48S
e QFX5100-48T
e QFX3600

e QFX3500

Power supply—You must plan the installation site to meet the power requirements of all the devices
in the QFabric system. For information on power requirements and configuration options for each
device, see the following topics:

o AC Power Specifications for a QFX3100 Director Device

o AC Power Specifications for a QFX3600 or QFX3600- Device
e DC Power Specifications for a QFX3600 or QFX3600-/ Device
e AC Power Specifications for a QFX5100 Device

e DC Power Specifications for a QFX5100 Device
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o AC Power Specifications for a QFX3500 Device
e DC Power Specifications for a QFX3500 Device
e Power Specifications for EX4200 Switches

e For more information about the site preparation requirements for each device, see the following
topics:

e Site Preparation Checklist for a QFX3100 Director Device

e Site Preparation Checklist for a QFX3600 or QFX3600-| Device
e Site Preparation Checklist for a QFX5100 Device

e Site Preparation Checklist for a QFX3500 Device

o Sjte Preparation Checklist for EX4200 Switches

RELATED DOCUMENTATION

QFX3000-M QFabric System Installation Overview | 119

Understanding QFX3000-M QFabric System Hardware Configurations | 122

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3100 Director Device
Clearance Requirements for Airflow and Hardware Maintenance for a QFX5100 Device

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3600 or QFX3600-I
Device

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3500 Device

Clearance Requirements for Airflow and Hardware Maintenance for EX4200 Switches

I General Site Guidelines

Efficient device operation requires proper site planning and maintenance. It also requires proper layout
of the equipment, rack or cabinet, and wiring closet.

To plan and create an acceptable operating environment for your device and prevent environmentally
caused equipment failures:

o Keep the area around the chassis free from dust and conductive material, such as metal flakes.

e Follow prescribed airflow guidelines to ensure that the cooling system functions properly. Ensure
that exhaust from other equipment does not blow into the intake vents of the device.
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¢ Follow the prescribed electrostatic discharge (ESD) prevention procedures to prevent damaging the
equipment. Static discharge can cause components to fail completely or intermittently over time.

¢ Install the device in a secure area, so that only authorized personnel can access the device.

Site Electrical Wiring Guidelines

Table 26 on page 137 describes the factors you must consider while planning the electrical wiring at
your site.

f WARNING: You must provide a properly grounded and shielded environment and use
electrical surge-suppression devices.

Avertissement Vous devez établir un environnement protégé et convenablement mis a
la terre et utiliser des dispositifs de parasurtension.

Table 26: Site Electrical Wiring Guidelines

Site Wiring Guidelines

Factor
Signaling If your site experiences any of the following problems, consult experts in electrical surge
limitations suppression and shielding:
e Improperly installed wires cause radio frequency interference (RFI).
e Damage from lightning strikes occurs when wires exceed recommended distances or pass
between buildings.
e Electromagnetic pulses (EMPs) caused by lightning damage unshielded conductors and
electronic devices.
Radio To reduce or eliminate RFI from your site wiring, do the following:
frequency
interference e Use a twisted-pair cable with a good distribution of grounding conductors.

e |f you must exceed the recommended distances, use a high-quality twisted-pair cable with
one ground conductor for each data signal, when applicable.



Table 26: Site Electrical Wiring Guidelines (Continued)

Site Wiring Guidelines
Factor

Electromagnet ' If your site is susceptible to problems with electromagnetic compatibility (EMC), particularly
ic from lightning or radio transmitters, seek expert advice.
compatibility

Strong sources of electromagnetic interference (EMI) can cause:

e Destruction of the signal drivers and receivers in the device,

e Electrical hazards as a result of power surges conducted over the lines into the equipment.

Environmental Requirements and Specifications for a QFX3100 Director
Device

The device must be installed in a rack or cabinet housed in a dry, clean, well-ventilated, and
temperature-controlled environment.
Follow these environmental guidelines:

e The site must be as dust-free as possible, because dust can clog air intake vents and filters, reducing
the efficiency of the device cooling system.

e Maintain ambient airflow for normal device operation. If the airflow is blocked or restricted, or if the
intake air is too warm, the device might overheat, leading to the device temperature monitor shutting
down the device to protect the hardware components.

Table 27 on page 138 provides the required environmental conditions for normal device operation.

Table 27: QFX3100 Director Device Environmental Tolerances

Description Tolerance
Altitude No performance degradation to 10,000 feet (3048 meters)

Relative humidity = Normal operation ensured in relative humidity range of 5% through 85%, noncondensing



Table 27: QFX3100 Director Device Environmental Tolerances (Continued))

Description Tolerance
Temperature e Normal operation ensured in temperature range of 32° F through 104° F (0° C through
40° Q)

e Short-term operation ensured in temperature range of 23° F through 131° F (-5° C
through 55° C)

NOTE: As defined in NEBS GR-63-CORE, Issue 3, short-term events can be up to 96
hours in duration but not more than 15 days per year.

e Nonoperating storage temperature in shipping container: -40° F through 158° F (-40° C
through 70° C)

NOTE: Install QFX Series devices only in restricted areas, such as dedicated equipment rooms
and equipment closets, in accordance with Articles 110-16, 110-17, and 110-18 of the National
Electrical Code, ANSI/NFPA 70.

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3100 Director Device

Installing and Connecting a QFX3100 Director Device

Environmental Requirements and Specifications for QFX3600 and
QFX3600-I Devices

The QFX3600 and QFX3600-1 devices must be installed in a rack or cabinet housed in a dry, clean, well-
ventilated, and temperature-controlled environment.

Follow these environmental guidelines:

e The site must be as dust-free as possible, because dust can clog air intake vents and filters, reducing
the efficiency of the device cooling system.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/requirements/qfxctrl-clearance-airflow-maintenance.html

e Maintain ambient airflow for normal device operation. If the airflow is blocked or restricted, or if the
intake air is too warm, the device might overheat, leading to the device temperature monitor shutting
down the device to protect the hardware components.

Table 28 on page 140 provides the required environmental conditions for normal device operation.

Table 28: QFX3600 and QFX3600-I Device Environmental Tolerances

Description Tolerance

Altitude No performance degradation to 10,000 feet (3048 meters)

Relative humidity = Normal operation ensured in relative humidity range of 5% through 85%, noncondensing

Temperature e Normal operation ensured in temperature range of 32° F through 104° F (0° C through
40° C)

e Short-term operation ensured in temperature range of 23° F through 131° F (-5° C
through 55° C)

NOTE: As defined in NEBS GR-63-CORE, Issue 3, short-term events can be up to 96
hours in duration but not more than 15 days per year.

e Nonoperating storage temperature in shipping container: -40° F through 158° F (-40° C
through 70° C)

Seismic Designed to comply with Zone 4 earthquake requirements per NEBS GR-63-CORE, Issue 3.

NOTE: Install QFX Series devices only in restricted areas, such as dedicated equipment rooms
and equipment closets, in accordance with Articles 110-16, 110-17, and 110-18 of the National
Electrical Code, ANSI/NFPA 70.

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3600 or QFX3600-I
Device

Installing and Connecting a QFX3600 or QFX3600-I Device


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/requirements/qfx3600-clearance-airflow-maintenance.html
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Environmental Requirements and Specifications for a QFX3500 Device

The device must be installed in a rack or cabinet housed in a dry, clean, well-ventilated, and
temperature-controlled environment.

Follow these environmental guidelines:

e The site must be as dust-free as possible, because dust can clog air intake vents and filters, reducing
the efficiency of the device cooling system.

e Maintain ambient airflow for normal device operation. If the airflow is blocked or restricted, or if the
intake air is too warm, the device might overheat, leading to the device temperature monitor shutting
down the device to protect the hardware components.

Table 29 on page 141 provides the required environmental conditions for normal device operation.

Table 29: QFX3500 Device Environmental Tolerances

Description Tolerance
Altitude No performance degradation to 10,000 feet (3048 meters)
Relative humidity = Normal operation ensured in relative humidity range of 5% through 85%, noncondensing

Temperature e Normal operation ensured in temperature range of 32° F through 104° F (0° C through

40° C)

e Short-term operation ensured in temperature range of 23° F through 131° F (-5° C
through 55° C)

NOTE: As defined in NEBS GR-63-CORE, Issue 3, short-term events can be up to 96
hours in duration but not more than 15 days per year.

o Nonoperating storage temperature in shipping container: -40° F through 158° F (-40° C
through 70° C)

Seismic Designed to comply with Zone 4 earthquake requirements per NEBS GR-63-CORE, Issue 3.



NOTE: Install QFX Series devices only in restricted areas, such as dedicated equipment rooms
and equipment closets, in accordance with Articles 110-16, 110-17, and 110-18 of the National
Electrical Code, ANSI/NFPA 70.

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3500 Device

Installing and Connecting a QFX3500 Device

Environmental Requirements and Specifications for a QFX5100 Device

The switch must be installed in a rack or cabinet. It must be housed in a dry, clean, well-ventilated, and
temperature-controlled environment.

Follow these environmental guidelines:

e The site must be as dust-free as possible, because dust can clog air intake vents and filters, reducing
the efficiency of the switch cooling system.

e Maintain ambient airflow for normal switch operation. If the airflow is blocked or restricted, or if the
intake air is too warm, the switch might overheat, leading to the switch temperature monitor shutting
down the device to protect the hardware components.

Table 30 on page 142 provides the required environmental conditions for normal switch operation.

Table 30: QFX5100 Switch Environmental Tolerances

Description Tolerance

Altitude No performance degradation to 6,562 feet (2000 meters)


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/requirements/qfx3500-clearance-airflow-maintenance.html

Table 30: QFX5100 Switch Environmental Tolerances (Continued))

Description Tolerance

Relative humidity Normal operation ensured in relative humidity range of 5% through
90%, noncondensing

e Short-term operation ensured in relative humidity range of 5%
through 93%, noncondensing

NOTE: As defined in NEBS GR-63-CORE, Issue 3, short-term events
can be up to 96 hours in duration but not more than 15 days per
year.

Temperature e Normal operation ensured in temperature range of 32° F through

104° F (0° C through 40° C)

NOTE: Customers with QFX5100-48T switches should ensure the
room temperature does not exceed a 2° C increase or decrease per
minute.

o Nonoperating storage temperature in shipping container: -40° F
through 158° F (-40° C through 70° C)

Seismic Designed to comply with Zone 4 earthquake requirements per NEBS
GR-63-CORE, Issue 3.

NOTE: Install QFX Series devices only in restricted areas, such as dedicated equipment rooms
and equipment closets, in accordance with Articles 110-16, 110-17, and 110-18 of the National
Electrical Code, ANSI/NFPA 70.

Clearance Requirements for Airflow and Hardware Maintenance for a QFX5100 Device

QFX5100 Standalone Installation Overview


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/qfx5100-cooling-system.html
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Environmental Requirements and Specifications for EX Series Switches

The switch must be installed in a rack or cabinet housed in a dry, clean, well-ventilated, and
temperature-controlled environment.

Ensure that these environmental guidelines are followed:

e The site must be as dust-free as possible, because dust can clog air intake vents and filters, reducing
the efficiency of the switch cooling system.

e Maintain ambient airflow for normal switch operation. If the airflow is blocked or restricted, or if the
intake air is too warm, the switch might overheat, leading to the switch temperature monitor shutting
down the switch to protect the hardware components.

Table 31 on page 144 provides the required environmental conditions for normal switch operation.

Table 31: EX Series Switch Environmental Tolerances

Switch or Environment Tolerance
device
Altitude Relative Humidity Temperature Seismic
EX2200-C No performance Normal operation Normal operation ensured | Complies with
degradationup to | ensured in the relative in the temperature range Zone 4
5,000 feet (1524 humidity range 10% 32° F (0° C) through earthquake
meters) through 85% 104° F (40°C) at requirements as
(noncondensing) altitudes up to 5,000 ft per GR-63, Issue
(1,524 m). 4.
For information about
extended temperature
SFP transceivers
supported on EX2200
switches, see Pluggable
Transceivers Supported
on EX2200 Switches.
EX2200 No performance Normal operation Normal operation ensured | Complies with
(except degradation up to | ensured in the relative in the temperature range Zone 4
EX2200-C 10,000 feet humidity range 10% 32° F(0° C) through earthquake
switches) (3048 meters) through 85% 113° F(45°C) requirements as

(noncondensing)

per GR-63, Issue
4.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/ex2200-network-cable-transceiver-planning.html
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Table 31: EX Series Switch Environmental Tolerances (Continued)

Switch or
device

EX2300-C

EX2300
(except
EX2300-C
switches)

EX3200

EX3300

EX3400

Environment Tolerance

Altitude

No performance
degradation up to
5,000 feet

(1524 meters)

No performance
degradation up to
13,000 feet
(3962 meters) at
104° F (40°C) as
per GR-63

No performance
degradation up to
10,000 feet
(3048 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

Relative Humidity

Normal operation

ensured in the relative
humidity range 10%

through 85%
(noncondensing)

Normal operation

ensured in the relative
humidity range 10%

through 85%
(noncondensing)

Normal operation

ensured in the relative
humidity range 10%

through 85%
(noncondensing)

Normal operation

ensured in the relative
humidity range 10%

through 85%
(noncondensing)

Normal operation

ensured in the relative
humidity range 10%

through 85%
(noncondensing)

Temperature

Normal operation ensured
in the temperature range
32° F (0° C) through
104° F(40°C)

Normal operation ensured
in the temperature range
32° F (0° C) through
113° F(45°CQ)

Normal operation ensured
in the temperature range
32° F(0° C) through
113° F(45°C)

Normal operation ensured
in the temperature range
32° F (0° C) through
113° F(45°CQ)

Normal operation ensured
in the temperature range
32° F(0° C) through
113° F(45°CQ)

Seismic

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4.

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4.



Table 31: EX Series Switch Environmental Tolerances (Continued)

Switch or
device

EX4200

EX4300

The maximum
thermal
output for
EX4300-48T
is 423 BTU/
hour and for
EX4300-48P
is 5844 BTU/
hour.

EX4500

Environment Tolerance

Altitude

No performance
degradation up to
10,000 feet
(3048 meters)

EX4300 switches
except the
EX4300-48MP
model— No
performance
degradation up to
10,000 feet
(3048 meters)

EX4300-48MP
model— No
performance
degradation up to
6,000 feet

(1829 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

Relative Humidity

Normal operation
ensured in the relative
humidity range 10%
through 85%
(noncondensing)

EX4300 switches except
the EX4300-48MP
model— Normal
operation ensured in the
relative humidity range
10% through 85%
(noncondensing)

EX4300-48MP model—
Normal operation
ensured in the relative
humidity range 5%
through 90%
(noncondensing)

Normal operation
ensured in the relative
humidity range 10%
through 85%
(noncondensing)

Temperature

Normal operation ensured
in the temperature range
32° F (0° C) through
113° F(45°CQ)

Normal operation ensured
in the temperature range
32° F(0° C) through
113° F(45°CQ)

Normal operation ensured
in the temperature range
32° F (0° C) through
113° F(45°CQ)

Seismic

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4.

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4.



Table 31: EX Series Switch Environmental Tolerances (Continued)

Switch or

device

EX4550

EX4600

Environment Tolerance

Altitude

No performance
degradation up to
10,000 feet
(3048 meters)

No performance
degradation to
6,562 feet
(2000 meters)

Relative Humidity

Normal operation

ensured in the relative

humidity range 10%

through 85%

(noncondensing)

Normal operation
ensured in the relative
humidity range 5%
through 90%,
noncondensing

e Short-term
operation ensured in
the relative humidity
range 5% through
93%, noncondensing

NOTE: As defined in
NEBS GR-63-CORE,
Issue 4, short-term
events can be up to
96 hours in duration
but not more than
15 days per year.

Temperature

EX4550-32F switches

— Normal operation

ensured in the

temperature range 32°
F (0° C) through 113°
F (45° C)

EX4550-32T switches
— Normal operation is
ensured in the
temperature range 32°

F through 104° F
(40° C)

Normal operation

ensured in the

temperature range 32°
F (0° C) through 113°
F (45° C)

Nonoperating storage
temperature in
shipping container: -
40° F(-40°C)
through 158° F

(70° Q)

Seismic

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,

Complies with
Zone 4
earthquake
requirements per
NEBS GR-63-
CORE, Issue 4.



Table 31: EX Series Switch Environmental Tolerances (Continued)

Switch or

device

EX4650

EX6210

EX8208

EX8216

Environment Tolerance

Altitude

No performance
degradation to
6,000 feet
(1829 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

Relative Humidity

Normal operation
ensured in the relative
humidity range 10%
through 85%
(condensing)

Normal operation
ensured in the relative
humidity range 10%
through 85%
(noncondensing)

Normal operation
ensured in the relative
humidity range 10%
through 85%
(noncondensing)

Normal operation
ensured in the relative
humidity range 10%
through 85%
(noncondensing)

Temperature

Normal operation is
ensured in the
temperature range 32°
(0° C) through 104° F
(40° Q)

Normal operation is
ensured in the
temperature range 32°
(0° C) through 104° F
(40° C)

Normal operation is
ensured in the
temperature range 32°
(0° C) through 104° F
(40° C)

Normal operation is
ensured in the
temperature range 32°
(0° C) through 104° F
(40° Q)

Seismic

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4.

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,

Complies with
Zone 4
earthquake
requirements as
per GR-63, Issue
4,



Table 31: EX Series Switch Environmental Tolerances (Continued)

Switch or

device

EX9204

EX9208

EX9214

Environment Tolerance

Altitude

No performance
degradation up to
10,000 feet
(3048 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

No performance
degradation up to
10,000 feet
(3048 meters)

Relative Humidity

Normal operation
ensured in the relative
humidity range 5%
through 90%
(noncondensing)

Normal operation
ensured in the relative
humidity range 5%
through 90%
(noncondensing)

Normal operation
ensured in the relative
humidity range 5%
through 90%
(noncondensing)

Temperature

Normal operation is
ensured in the
temperature range 32° F
(0° C) through 104° F
(40° Q)

Nonoperating storage
temperature in shipping
container: - 40° F (-
40° C)to 158° F(70°C)

Normal operation is
ensured in the
temperature range 32° F
(0° C) through 104° F
(40° C)

Nonoperating storage
temperature in shipping
container: - 40° F (-
40° C)to 158° F(70°C)

Normal operation is
ensured in the
temperature range 32° F
(0° C) through 104° F
(40°C)

Nonoperating storage
temperature in shipping
container: - 40° F (-
40° C) through 158° F
(70° C)

Seismic

Complies with
Zone 4
earthquake
requirements as
per GR-63.

Complies with
Zone 4
earthquake
requirements as
per GR-63.

Complies with
Zone 4
earthquake
requirements as
per GR-63.



Table 31: EX Series Switch Environmental Tolerances (Continued)

Switch or
device

EX9251

The maximum
thermal
output is
1705 BTU/
hour (500 W).

XRE200

Environment Tolerance

Altitude

No performance
degradation up to
10,000 ft

(3048 m)

No performance
degradation up to
10,000 feet
(3048 meters)

Relative Humidity

Normal operation
ensured in relative
humidity range of 5% to
90%, noncondensing

Normal operation
ensured in the relative
humidity range 10%

through 85%

(noncondensing)

Temperature

Normal operation ensured
in temperature range of
32° F(0°C)to 104° F
(40° C)

Nonoperating storage
temperature in shipping
container: - 40° F (-
40° C)to 158° F(70°C)

Normal operation ensured
in the temperature range
41° F (5° C) through
104° F (40° Q)

Seismic

Complies with
Telcordia
Technologies
Zone 4
earthquake
requirements

Complies with
Zone 4
earthquake
requirements as

per GR-63, Issue

4.

NOTE: Install EX Series switches only in restricted areas, such as dedicated equipment rooms
and equipment closets, in accordance with Articles 110- 16, 110- 17, and 110- 18 of the
National Electrical Code, ANSI/NFPA 70.
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Determining Interface Support for the QFX3600 Device

The QFX3600 device provides 16 QSFP+ ports, which support QSFP+ transceivers and QSFP+ DAC or
DAC breakout cables.

On a QFX3600 Node device in a QFabric system, four ports (labeled QO through Q3) operate as 40-
Gbps data uplink (fte) ports for uplink connections between your QFX3600 Node device and your
Interconnect device. Twelve ports (labeled Q4 through Q15) operate in 10-Gigabit Ethernet (xe) mode to
support 48 10-Gigabit Ethernet interfaces for connections to either endpoint systems or external
networks. Optionally, you can choose to configure ports QO through Q7 to operate as 40-Gbps data
uplink (fte) ports, and ports Q2 through Q15 to operate in 10-Gigabit Ethernet (xe) or 40-Gigabit
Ethernet (xle) mode. See Configuring the Port Type on QFX3600 Node Devices for more information.

On a QFX3600 standalone switch, ports QO through Q15 operate as 40-Gigabit Ethernet (xle) ports.
Optionally, you can choose to configure ports QO through Q15 to operate as 10-Gigabit Ethernet (xe)
ports. See Configuring the Port Type on QFX3600 Standalone Switches for more information.

NOTE: On a QFX3600 standalone switch, you can either configure up to 63 or 64 10-Gigabit
Ethernet ports on ports QO through Q15, depending on the Junos OS release running on the
switch. See the Channelizing Interfaces topic for your specific Junos OS release for further
details.


https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/qfx3600-standalone-port-type-configuring.html

You can use SFP transceivers to connect the QFX3600 device to a management network, or the control
plane and management network of a QFabric system. The 1000BASE-SX Gigabit Ethernet SFP module
(QFX-SFP-1GE-SX) is supported in the SFP management ports labeled COS and C1S. The QFX3600
device also has two 1000BASE-T RJ-45 management ports (labeled CO and C1), which can be used to
connect the QFX3600 device to a management network, or the control plane and management network
of a QFabric system.

NOTE: The QSFP+ DAC cables consist of a cable assembly terminated with QSFP+ transceivers
on either end. If you use the QSFP+ DAC cable as the data plane connection between a
QFX3600-I Interconnect device and a QFX3600 or QFX3500 Node device, the interface is
automatically configured to operate at 40 Gbps. If you use the QSFP+ DAC cable to interconnect
a QFX3600 Node device with another device, the interface is automatically configured to
operate as four 10-Gigabit Ethernet interfaces over one cable.

You can find information about the optical transceivers supported on your Juniper device by using the
Hardware Compatibility Tool. In addition to transceiver and connection type, the optical and cable
characteristics-where applicable-are documented for each transceiver. The Hardware Compatibility
Tool enables you to search by product, displaying all the transceivers supported on that device, or
category, by interface speed or type. The list of supported transceivers for the QFX3600 and QFX3600-
| Interconnect device is located at https:/pathfinder.juniper.net/hct/product/#prd=QFX3600.

CAUTION: If you face a problem running a Juniper Networks device that uses a third-

A party optic or cable, the Juniper Networks Technical Assistance Center (JTAC) can help
you diagnose the source of the problem. Your JTAC engineer might recommend that
you check the third-party optic or cable and potentially replace it with an equivalent
Juniper Networks optic or cable that is qualified for the device.

Front Panel of a QFX3600 Device
Rear Panel of QFX3600 and QFX3600-I1 Devices

Determining Interface Support for the QFX3500 Device

The 48 small form-factor pluggable plus (SFP+) access ports in the QFX3500 device support SFP and
SFP+ transceivers, as well as SFP+ direct-attach copper (DAC) cables.


https://pathfinder.juniper.net/hct/product/#prd=QFX3600
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/front-panel-qfx3600.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/rear-panel-qfx3600.html

The four quad small form-factor pluggable plus (QSFP+) uplink ports in the QFX3500 device support
QSFP+ transceivers, as well as QSFP+ DAC and DAC breakout cables. When the QFX3500 device is
operating as a standalone switch, each QSFP+ port can be configured to operate as 10-Gigabit Ethernet
interfaces or a single 40-Gigabit Ethernet interface. By default, the uplink ports on a standalone switch
are configured as 10-Gigabit Ethernet interfaces.

NOTE: Ports Q1 through Q3 support four of the 10-Gigabit Ethernet interfaces. Together, the
three QSFP+ ports provide up to 12 10-Gigabit Ethernet interfaces. Port QO also supports 10-
Gigabit Ethernet interfaces, but the number of interfaces supported depends on the release of
Junos OS running on the switch. Some Junos OS releases support three 10-Gigabit Ethernet
interfaces, others support four. See the topic on Channelizing Interface for your specific release.

Figure 18 on page 153 shows the uplink ports and lists the interfaces created on each port when they
are configured as 10-Gigabit Ethernet interfaces.

Figure 18: QSFP+ Uplink Port Locations
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If your QFX3500 device has an SFP management board instead of the 1000BASE-T RJ-45 management
board, you can use the SFP transceivers to connect the QFX3500 device to a management network, or
the control plane and management network of a QFabric system. The 1000BASE-SX Gigabit Ethernet
SFP module (QFX-SFP-1GE-SX) is supported in the SFP management ports in the following software
releases:

e Junos OS 12.1X49-D1 or later for the QFX3500 device as a standalone switch
e Junos OS 12.2X50-D10 or later for the QFX3500 Node device in a QFabric system

You can find information about the optical transceivers supported on your Juniper device by using the
Hardware Compatibility Tool. In addition to transceiver and connection type, the optical and cable
characteristics-where applicable-are documented for each transceiver. The Hardware Compatibility
Tool enables you to search by product, displaying all the transceivers supported on that device, or



category, by interface speed or type. The list of supported transceivers for the QFX3500 is located at
https:/pathfinder.juniper.net/hct/product/#prd=QFX3500.

A CAUTION: If you face a problem running a Juniper Networks device that uses a third-
party optic or cable, the Juniper Networks Technical Assistance Center (JTAC) can help
you diagnose the source of the problem. Your JTAC engineer might recommend that
you check the third-party optic or cable and potentially replace it with an equivalent
Juniper Networks optic or cable that is qualified for the device.

‘ Front Panel of a QFX3500 Device

Determining Interface Support for the QFX5100 Device

All product SKUs of the QFX5100 supply quad small form-factor pluggable plus (QSFP+) ports for use as
uplinks, as access ports, or as Virtual Chassis ports (VCPs). These 40 GbE ports support QSFP+
transceivers, QSFP+ direct-attach copper (DAC) cables, and DAC breakout cables (DACBO). The
QFX5100-48S has 6 QSFP+ ports; the QFX5100-96S has 8 QSFP+ ports; the QFX5100-24Q has 24
built-in QSFP+ ports that can all be used as uplinks. The You can also add two QFX-EM-4Q expansion
modules to the QFX5100-24Q for additional QSFP+ uplink ports. Each QSFP+ port on a QFX5100-24Q
can be configured to operate as 10-Gigabit Ethernet interface by using a breakout cable or as a single
40-Gigabit Ethernet interface. See Configuring the QSFP+ Port Type on QFX5100 Devices for more
information.

On all QFX5100 product SKUs, the ports are enabled by default and the default config adds the ports to
the default VLAN.

Downlink ports are product SKU-specific:

o QFX5100-965-has 96 small form-factor pluggable plus (SFP+) ports that support SFP and SFP+
transceivers, as well as DAC cables.

o  QFX5100-485-has 48 SFP+ ports that support SFP and SFP+ transceivers, as well as DAC cables.
o QFX5100-48T-has 6 QSFP+ uplink ports.

o  QFX5100-24Q-has 24 QSFP+ access ports that can be configured to operate as 10-Gigabit Ethernet
interfaces or as a single 40-Gigabit Ethernet interface.


https://pathfinder.juniper.net/hct/product/#prd=QFX3500
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/front-panel-qfx3500.html

o QFX5100-24Q-AA-has 24 QSFP+ access ports that can be configured to operate as 10-Gigabit

Ethernet interfaces or as a single 40-Gigabit Ethernet interface.

Figure 19 on page 155 shows the location of SFP+ and QSFP+ ports for the QFX5100-96S, Figure 20
on page 155 shows these ports for the QFX5100-48S device, Figure 21 on page 156 shows the RJ45

and QSFP+ ports for the QFX5100-48T device, and Figure 22 on page 156 shows the location of QSFP

+ ports for the QFX5100-24Q device.

Figure 19: Port Panel QFX5100-96S Device

1- Electrostatic discharge (ESD) terminal
2— SFP+ access ports (96)

Figure 20: Port Panel QFX5100-48S Device
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Figure 21: Port Panel QFX5100-48T Device

1- Electrostatic discharge (ESD) terminal 3— QSFP+ uplink ports (6)
2— RJ45 access ports (48)

Figure 22: Port Panel QFX5100-24Q Device
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1- Electrostatic discharge (ESD) terminal 3— Expansion module bays with cover panels (2)

2— QSFP+ access or uplink ports (24)

Figure 23: Port Panel QFX5100-24Q-AA Device
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1- Electrostatic discharge (ESD) terminal 3- Expansion module bay (shows a QFX-
PFA-4Q installed)

2— QSFP+ access or uplink ports (24)

You can find information about the optical transceivers supported on your Juniper device by using the
Hardware Compatibility Tool. In addition to transceiver and connection type, the optical and cable
characteristics-where applicable-are documented for each transceiver. The Hardware Compatibility
Tool enables you to search by product, displaying all the transceivers supported on that device, or
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category, by interface speed or type. The list of supported transceivers for the QFX5100 is located at
https:/pathfinder.juniper.net/hct/product/#prd=QFX5100.

& CAUTION: If you face a problem running a Juniper Networks device that uses a third-
party optic or cable, the Juniper Networks Technical Assistance Center (JTAC) can help
you diagnose the source of the problem. Your JTAC engineer might recommend that
you check the third-party optic or cable and potentially replace it with an equivalent
Juniper Networks optic or cable that is qualified for the device.

Determining Transceiver Support for QFabric Systems

You can find information about the optical transceivers supported on your Juniper device by using the
Hardware Compatibility Tool. In addition to transceiver and connection type, the optical and cable
characteristics-where applicable-are documented for each transceiver. The Hardware Compatibility
Tool enables you to search by product, displaying all the transceivers supported on that device, or
category, by interface speed or type. The list of supported transceivers for QFabric Systems is located at
https:/pathfinder.juniper.net/hct/product/.

CAUTION: If you face a problem running a Juniper Networks device that uses a third-

A party optic or cable, the Juniper Networks Technical Assistance Center (JTAC) can help
you diagnose the source of the problem. Your JTAC engineer might recommend that
you check the third-party optic or cable and potentially replace it with an equivalent
Juniper Networks optic or cable that is qualified for the device.

Front Panel of a QFX3100 Director Device

Rear Cards in a QFX3008-I Interconnect Device

Port Panel of QFX5100-48S and QFX5100-48SH Devices
Port Panel of QFX5100-48T and QFX5100-48TH Devices
Port Panel of a QFX5100-24Q Device

Front Panel of a QFX3600 Device

Front Panel of a QFX3500 Device



https://pathfinder.juniper.net/hct/product/#prd=QFX5100
https://pathfinder.juniper.net/hct/product/
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/front-panel-qfxctrl.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/sf-module-rear-qfx3008.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/qfx5100-port-panels.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/qfx5100-port-panels.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/qfx5100-port-panels.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/front-panel-qfx3600.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/front-panel-qfx3500.html

Cable Specifications for Copper-Based Control Plane Connections for the
QFabric System

QFX Series devices support using RJ-45 patch cables to interconnect the copper-based QFabric system
control plane. The RJ-45 patch cables connect to 1000BASE-T ports on the network modules in the
QFX3100 Director device and the management ports in the QFX3500 Node device, QFX3600 Node
device, and QFX3600-I Interconnect device.

QFX5100 Node devices and the QFX5100-24Q Interconnect devices connect using a 1000BASE-T port
C1 and a 1000BASE-T SFP module (Juniper model number QFX-SFP-1GE-T) installed in the the SFP
management Ethernet cage CO. Some QFX5100 SKUs have an additional SFP management port (second
CO).

In the QFX3008-I Interconnect device Control Board, the RJ-45 patch cables are used with 1000BASE-T
SFP modules (Juniper model number QFX-SFP-1GE-T) installed in the SFP+ ports.

NOTE: For information about the QFX-SFP-1GE-T SFP module, see the Hardware Compatibility
Tool.

Table 32 on page 159 lists the specifications for the cables that connect the QFabric system control
plane.


https://pathfinder.juniper.net/hct/model/?component=QFX-SFP-1GE-T
https://pathfinder.juniper.net/hct/model/?component=QFX-SFP-1GE-T
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Table 32: Cable Specifications for Copper-Based Control Plane Connections for the QFabric System

Port on QFX Series Device Cable Specification Maximum Device
Length Receptacle

e QFX3100 Director device network module ports Category 5 cable or | 328 feet RJ-45
equivalent suitable (100 meters)
e QFX3008-I Interconnect device Control Board for 1000BASE-T

management ports (with 1000BASE-T SFP module) = operation with
RJ-45 connectors
e QFX3600-I Interconnect device management (CO

and C1) ports

e QFX5100 Interconnect device management CO and
C1 (with 1000BASE-T SFP module)

e QFX3600 Node device management (CO and C1)
ports

e QFX3500 Node device management (CO and C1)
ports

e QFX5100 Node device management CO and C1
(with 1000BASE-T SFP module)

RELATED DOCUMENTATION
Connecting QFX3100 Director Devices to a Copper-Based QFX3000-G QFabric System Control
Plane Network

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting a QFX3600-I Interconnect Device to a Copper-Based QFX3000-M QFabric System
Control Plane Network | 263

Connecting a QFX3500 Node Device to a Copper-Based QFX3000-G QFabric System Control Plane
Network

Connecting a QFX3600 Node Device to a Copper-Based QFX3000-G QFabric System Control Plane
Network

Connecting a QFX3500 Node Device to a Copper-Based QFX3000-M QFabric System Control Plane
Network | 275

Connecting a QFX3600 Node Device to a Copper-Based QFX3000-M QFabric System Control Plane
Network | 270
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Connecting a QFX5100 Node Device to a Copper-Based QFX3000-G QFabric System Control Plane
Network

Connecting a QFX5100 Node Device to a QFX3600-I Interconnect Device | 313



CHAPTER 7

Power
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AC Power Specifications for a QFX3100 Director Device

Table 33 on page 161 describes the AC power specifications for a QFX3100 Director device.

Table 33: AC Power Specifications for a QFX3100 Director Device

Iltem Specifications
AC input voltage Operating range: 100-240 VAC

AC input line frequency 50-60 Hz



Table 33: AC Power Specifications for a QFX3100 Director Device (Continued)

Iltem Specifications

AC input current rating e 5Aat100VAC

e 2Aat240VAC

Typical power consumption 476 W

Maximum power consumption 220 W

AC Power Supply in a QFX3100 Director Device
AC Power Cord Specifications for a QFX3100 Director Device

AC Power Cord Specifications for a QFX3100 Director Device

Detachable AC power cords are supplied with the QFX3100 Director device. The coupler is type C13 as
described by International Electrotechnical Commission (IEC) standard 60320. The plug end of the
power cord fits into the power source outlet that is standard for your geographical location.

A CAUTION: The supplied AC power cord for the switches is intended for use with the
QFX3100 Director device only and not for any other use.

NOTE: In North America, AC power cords must not exceed 4.5 meters (approximately 14.75 feet)
in length, to comply with National Electrical Code (NEC) Sections 400-8 (NFPA 75, 5-2.2) and
210-52 and Canadian Electrical Code (CEC) Section 4-010(3). The cords supplied with the
QFX3100 Director device are in compliance.

Table 34 on page 163 lists AC power cord specifications provided for each country or region.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/ac-power-qfxctrl-power-supply.html

Table 34: AC Power Cord Specifications for a QFX3100 Director Device

Country or Region

Australia

China

Europe (except Italy, Switzerland,
and United Kingdom)

Italy

Japan

Korea

North America

Switzerland

United Kingdom

Figure 24 on page 163 illustrates the plug on the power cord for some of the countries or regions listed

in Table 34 on page 163.

Figure 24: AC Plug Types

Electrical Specifications

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

125 VAC, 12 A, 50 Hz or 60 Hz

250 VAC, 10A, 50 Hz

125 VAC, 13 A, 60 Hz

250 VAC, 10A, 50 Hz

250 VAC, 10 A, 50 Hz

Plug Standards

AS/NZ 3112-1993

GB2099.1 1996 and GB1002 1996
(CH1-10P)

CEE(7) VIl

CEI 23-16/VII

JIS 8303

CEE7/4

NEMA 5-15

SEV 1011 SEV 6534/2

BS 1363A

North America

go40052



AC Power Supply in a QFX3100 Director Device
General Safety Guidelines and Warnings
General Electrical Safety Guidelines and Warnings

Prevention of Electrostatic Discharge Damage

AC Power Specifications for a QFX3600 or QFX3600-I Device

Table 35 on page 164 describes the AC power specifications for a QFX3600 or QFX3600-I device.

Table 35: AC Power Specifications for a QFX3600 or QFX3600-1 Device

Item Specification

AC input voltage Operating range:

e 100-240 VAC
AC input line frequency 50-60 Hz

AC input current rating e 4 A at 100VAC

e 2 Aat240VAC
Typical power consumption 255w

Maximum power consumption 345 W

AC Power Cord Specifications for a QFX Series Device
AC Power Supply for a QFX3500, QFX3600, or QFX3600-1 Device
General Safety Guidelines and Warnings

General Electrical Safety Guidelines and Warnings


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/ac-power-qfxctrl-power-supply.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/power-supply-qfx3500-ac.html

AC Power Specifications for a QFX3500 Device

Table 36 on page 165 describes the AC power specifications for a QFX3500 device.

Table 36: AC Power Specifications for a QFX3500 Device

Item Specification

AC input voltage Operating range:
e 100-127 VAC

e 200-240VAC
AC input line frequency 50-60 Hz

AC input current rating e 7.8Aat100-127 VAC

e 3.8 Aat 200-240 VAC

Typical power consumption 230 W

Maximum power consumption 365W

AC Power Cord Specifications for a QFX Series Device
AC Power Supply for a QFX3500, QFX3600, or QFX3600-1 Device

General Safety Guidelines and Warnings

General Electrical Safety Guidelines and Warnings

AC Power Specifications for a QFX5100 Device

Table 37 on page 166 describes the AC power specifications for a QFX5100 device.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/power-supply-qfx3500-ac.html

Table 37: AC Power Specifications for a QFX5100 Device

Item

AC input voltage

AC input line frequency

AC input current rating

Typical power consumption

QFX5100-24Q

QFX5100-48S and QFX5100-48SH

QFX5100-48T and QFX5100-48TH

QFX5100-96S

Maximum power consumption

QFX5100-24Q

QFX5100-48S and QFX5100-48SH

QFX5100-48T and QFX5100-48TH

QFX5100-96S

230 W

230 W

322 W

315W

365 W

365 W

395W

470 W



AC Power Cord Specifications for a QFX Series Device

Detachable AC power cords are shipped with the chassis, if you include them as part of your order. The
coupler is type C13 as described by International Electrotechnical Commission (IEC) standard 60320.
The plug end of the power cord fits into the power source outlet that is standard for your geographical

location.

NOTE: In North America, AC power cords must not exceed 14.75 feet (approximately 4.5 meters)
in length, to comply with National Electrical Code (NEC) Sections 400-8 (NFPA 75, 5-2.2) and
210-52, and Canadian Electrical Code (CEC) Section 4-010(3). The cords that can be ordered for
the QFX Series switches are in compliance.

Table 38 on page 167 lists AC power cord specifications provided for each country or region.

Table 38: AC Power Cord Specifications

Country/
Region

Australia

China

Europe (except
Italy,
Switzerland,
and United
Kingdom)

Italy

Electrical Specifications

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

Plug Standards

AS/NZ
3109-1996

GB 1002-1996

CEE(7) VII

CEl 23-16/VII

Shipped
Juniper
Model
Number

CG_CBL-
C13-06-AU

CG_CBL-
C13-09-AU

CG_CBL-
C13-06-CH

CG_CBL-
C13-06-EU

CG_CBL-
C13-06-IT

Spare Juniper
Model Number

CBL-EX-PWR-
C13-AU

CBL-EX-PWR-
C13-CH

CBL-EX-PWR-
C13-EU

CBL-EX-PWR-
C13-IT

Graphic



Table 38: AC Power Cord Specifications (Continued)

Country/ Electrical Specifications Plug Standards Shipped Spare Juniper Graphic
Region Juniper Model Number
Model
Number
Japan 125VAC, 12 A, 50 Hz or JIS C8303 CG_CBL- CBL-EX-PWR-
60 Hz C13-06-P  C13-JP =) P
North America = (QFX10002-36Q, CAN/CSA No. CG_CBL- CBL-EX-PWR-
QFX10002-72Q only) 125 | 49-92 C13-06-US C13-US
VAC, 13 A, 60 Hz
NEMA L6-15 CBL-PW-
(all models) 250 VAC, 13 A, C13-250-US
60 Hz NEMA 6-15
CBL-PWR-
(all models) 250 VAC, 13 A, C13-250-US
60 Hz
South Korea 250 VAC, 10 A, 60 Hz KSC 8305; CG_CBL- CBL-EX-PWR-
K60884-1 C13-06-KR C13-KR @
250 VAC, 13 A, 60 Hz
Switzerland 250 VAC, 10 A, 50 Hz SEV 1011 SEV CG_CBL- CBL-EX-PWR-
1991; EN C13-06-5Z C13-5Z
60320 C13
United 250 VAC, 10 A, 50 Hz BS 1363/A CG_CBL- CBL-EX-PWR- %
Kingdom C13-06-UK C13-UK Tl §

AC Power Supply Specifications for EX4300 Switches

EX4300 switches support 350 W, 715 W, and 1100 W AC power supplies.

The tables in this topic provides power supply specification of AC power supplies used in an EX4300
switch:

e Table 39 on page 169: 350 W AC power supply specifications

e Table 40 on page 169: 715 W AC power supply specifications



e Table 41 on page 170: 1100 W AC power supply specifications

Table 39: 350 W AC Power Supply Specifications for an EX4300 Switch

Item Specification

AC input voltage e Low-voltage line: 100-120 VAC

e High-voltage line: 200-240 VAC

AC input line frequency 50-60 Hz

AC input current rating e Low-voltage line: 4 A

e High-voltage line: 2 A

Output power 350 W

NOTE: The 32-port EX4300 switches support only 350 W AC power supplies with front-to-back
airflow direction.

Table 40: 715 W AC Power Supply Specifications for an EX4300 Switch

Iltem Specification

AC input voltage e Low-voltage line: 100-120 VAC

e High-voltage line: 200-240 VAC

AC input line frequency 50-60 Hz

AC input current rating e Low-voltage line: 11 A

e High-voltage line: 5 A



Table 40: 715 W AC Power Supply Specifications for an EX4300 Switch (Continued)

Iltem Specification

Output power 715 W

Table 41: 1100 W AC Power Supply Specifications for an EX4300 Switch
Item Specification

AC input voltage e Low-voltage line: 115-120 VAC

e High-voltage line: 200-240 VAC
AC input line frequency 50-60 Hz

AC input current rating e Low-voltage line: 12 A

e High-voltage line: 6 A

Output power 1100 W

AC Power Supply in EX4300 Switches
AC Power Supply LEDs in EX4300 Switches

AC Power Cord Specifications for an EX4300 Switch

Each AC power supply has a single AC appliance inlet that requires a dedicated AC power feed. A
detachable AC power cord is supplied with each AC power supply. The 350 W AC and the 715 W AC
power supplies are shipped with AC power cords with the C13 coupler type and the 1100 W AC power
supplies and 1400 W AC power supplies are shipped with AC power cord with the C15 coupler type as
described by International Electrotechnical Commission (IEC) standard 60320. The plug end of the
power cord fits into the power source outlet that is standard for your geographical location.



NOTE: In North America, AC power cords must not exceed 14.75 ft (4.5 m) in length, to comply
with National Electrical Code (NEC) Section 400-8 (NFPA 75, 5-2.2) and Canadian Electrical

Code (CEC) Section 4-010(3).

The tables in this topic list the AC power cords specifications provided for different power supplies for

each country or region.

e Table 42 on page 171—Power cords for 350 W AC for EX4300 switches except EX4300-48MP and

EX4300-48MP-S switches and 715 W AC power supplies for EX4300 switches

e Table 43 on page 173—Specifications of power cords used to connect EX4300 switches to C13

power

e Table 44 on page 174—Power cords for 1100 W AC power supplies for EX4300 switches and

1400 W AC power supplies for EX4300-48MP and EX4300-48MP-S Switches

Table 42: AC Power Cord Specifications for 350 W Power Supplies for EX4300 Switches Except
EX4300-48MP and EX4300-48MP-S Switches and 715 W AC Power Supplies for EX4300 Switches

Country/ Electrical

Region Specifications
Argentina 250 VAC, 10 A, 50 Hz
Australia 250 VAC, 10 A, 50 Hz
Brazil 250 VAC, 10 A, 50 Hz
China 250 VAC, 10 A, 50 Hz

Plug Standards

IRAM 2073 Type
RA/3

AS/NZS 3112 Type
SAA/3

NBR 14136 Type
BR/3

GB 1002-1996 Type
PRC/3

Juniper Model
Number

CBL-EX-PWR-C13-
AR

CBL-EX-PWR-C13-
AU

CBL-EX-PWR-C13-
BR

CBL-EX-PWR-C13-
CH

Graphic

No graphic available

No graphic available
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Table 42: AC Power Cord Specifications for 350 W Power Supplies for EX4300 Switches Except
EX4300-48MP and EX4300-48MP-S Switches and 715 W AC Power Supplies for EX4300 Switches

(Continued)

Country/
Region

Europe
(except Italy,
Switzerland,
and United
Kingdom)

India

Israel

Italy

Japan

Korea

North
America

Electrical
Specifications

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

125 VAC, 12 A, 50 Hz
or 60 Hz

250 VAC, 10 A, 50 Hz
or 60 Hz

125 VAC, 13 A, 60 Hz

Plug Standards

CEE (7) VIl Type VIIG

IS 1293 Type IND/3

S132/1971 Type
IL/3G

CEl 23-16 Type I/3G

$5-00259 Type VCTF

CEE (7) VIl Type
VIIGK

NEMA 5-15 Type
N5-15

Juniper Model
Number

CBL-EX-PWR-C13-
EU

CBL-EX-PWR-C13-IN

CBL-EX-PWR-C13-IL

CBL-EX-PWR-C13-IT

CBL-EX-PWR-C13-JP

CBL-EX-PWR-C13-

KR

CBL-EX-PWR-C13-
us

Graphic

e

7021264

No graphic available
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Table 42: AC Power Cord Specifications for 350 W Power Supplies for EX4300 Switches Except
EX4300-48MP and EX4300-48MP-S Switches and 715 W AC Power Supplies for EX4300 Switches
(Continued)

Country/ Electrical Plug Standards Juniper Model Graphic
Region Specifications Number
South Africa | 250 VAC, 10 A, 50 Hz = SABS 164/1:1992 CBL-EX-PWR-C13-
Type ZA/3 SA
(=1}
&
Switzerland 250 VAC, 10 A, 50 Hz = SEV 6534-2 Type CBL-EX-PWR-C13- No graphic available
12G SZ
Taiwan 125 VAC, 10 A, 50 Hz | NEMA 5-15P Type CBL-EX-PWR-C13-
N5-15P W -ﬁ?’
United 250 VAC, 10 A, 50 Hz = BS 1363/A Type CBL-EX-PWR-C13-
Kingdom BS89/13 UK

ﬂw

Table 43: Specifications of Power Cords Used to Connect EX4300 Switches to C13 Power Strips

Country/Region Electrical Specifications Juniper Model Number

Europe 250 VAC, 10 A, 50 Hz CBL-PWR-C15-C14-EU

North America 125 VAC, 15 A, 60 Hz CBL-PWR-C15-C14-US

goz1zn



Table 44: AC Power Cord Specifications for 1100 W AC Power Supplies for EX4300 Switches and
1400 W AC Power Supplies for EX4300-48MP and EX4300-48MP-S Switches

Country/Region

Argentina

Australia

Brazil

China

Europe (except
Italy,
Switzerland,
and United
Kingdom)

Israel

India

Italy

Japan

Korea

South Africa

Electrical Specifications

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

125 VAC, 15 A, 50 Hz or
60 Hz

250 VAC, 10 A, 50 Hz

250 VAC, 10 A, 50 Hz

Plug Standards

IRAM 2073 Type RA/3

AS/NZZS 3112-2000 Type

SAA/3

NBR 14136 Type BR/3

GB2099, GB1002 Type

PRC/3

CEE (7) VIl Type VIIG

SI 32 Type IL/3G

SABS 164/1:1992 Type ZA/3

CEI 23-16 Type I/3G

JIS 8303 Type 498G)J

CEE (7) VIl Type VIIG

SABS 164/1:1992 Type ZA/3

Juniper Model Number

CBL-PWR-C15M-HITEMP-
AR

CBL-PWR-C15M-HITEMP-
AU

CBL-PWR-C15M-HITEMP-
BR

CBL-PWR-C15M-HITEMP-
CH

CBL-PWR-C15M-HITEMP-
EU

CBL-PWR-C15M-HITEMP-IL

CBL-PWR-C15M-HITEMP-
IN

CBL-PWR-C15M-HITEMP-IT

CBL-PWR-C15M-HITEMP-JP

CBL-PWR-C15M-HITEMP-
KR

CBL-PWR-C15M-HITEMP-
SA



Table 44: AC Power Cord Specifications for 1100 W AC Power Supplies for EX4300 Switches and
1400 W AC Power Supplies for EX4300-48MP and EX4300-48MP-S Switches (Continued)

Country/Region = Electrical Specifications Plug Standards Juniper Model Number
North America 125 VAC, 15 A, 60 Hz NEMA 5-15 Type N5/15 CBL-PWR-C15M-HITEMP-
us
Switzerland 250 VAC, 10 A, 50 Hz SEV 1011 / 6534-2 Type CBL-PWR-C15M-HITEMP-
12G SZ
United 250 VAC, 10 A, 50 Hz BS 1363/A Type BS89/13 CBL-PWR-C15M-HITEMP-
Kingdom UK

A CAUTION: The AC power cord for the EX4300 switch is intended for use with this
switch only. Do not use the cord with any other product.

A CAUTION: Power cords must not block access to switch components.

‘ Connecting AC Power to an EX4300 Switch

AC Power Cord Specifications for EX4200 Switches

A detachable AC power cord is supplied with the AC power supplies. The coupler is type C13 as
described by International Electrotechnical Commission (IEC) standard 60320. The plug at the male end
of the power cord fits into the power source outlet that is standard for your geographical location.

A CAUTION: The AC power cord provided with each power supply is intended for use
with that power supply only and not for any other use.



NOTE: In North America, AC power cords must not exceed 4.5 meters in length, to comply with
National Electrical Code (NEC) Sections 400-8 (NFPA 75, 5-2.2) and 210-52 and Canadian
Electrical Code (CEC) Section 4-010(3). The cords supplied with the switch are in compliance.

Table 45 on page 176 gives the AC power cord specifications for the countries and regions listed in the
table.

Table 45: AC Power Cord Specifications

Country/Region Electrical Specifications Plug Standards Juniper Model Number

Argentina 250 VAC, 10 A, 50 Hz IRAM 2073 Type RA/3 CBL-EX-PWR-C13-AR

Australia 250 VAC, 10 A, 50 Hz AS/NZZS 3112 Type CBL-EX-PWR-C13-AU
SAA/3

Brazil 250 VAC, 10 A, 50 Hz NBR 14136 Type BR/3 CBL-EX-PWR-C13-BR

China 250 VAC, 10 A, 50 Hz GB 1002-1996 Type CBL-EX-PWR-C13-CH

Europe (except Italy,
Switzerland, and United

250 VAC, 10 A, 50 Hz

PRC/3

CEE (7) VIl Type VIIG

CBL-EX-PWR-C13-EU

Kingdom)

India 250 VAC, 10 A, 50 Hz IS 1293 Type IND/3 CBL-EX-PWR-C13-IN

Israel 250 VAC, 10 A, 50 Hz S132/1971 Type IL/3G CBL-EX-PWR-C13-IL

Italy 250 VAC, 10 A, 50 Hz CEI 23-16 Type 1/3G CBL-EX-PWR-C13-IT

Japan 125 VAC, 12 A, 50 Hz or S$S5-00259 Type VCTF CBL-EX-PWR-C13-JP
60 Hz

Korea 250 VAC, 10 A,50 Hzor | CEE (7) VIl Type VIIGK CBL-EX-PWR-C13-KR

60 Hz



Table 45: AC Power Cord Specifications (Continued)

Country/Region Electrical Specifications Plug Standards Juniper Model Number
North America 125 VAC, 13 A, 60 Hz NEMA 5-15 Type N5-15 CBL-EX-PWR-C13-US
South Africa 250 VAC, 10 A, 50 Hz SABS 164/1:1992 Type CBL-EX-PWR-C13-SA
ZA/13
Switzerland 250 VAC, 10 A, 50 Hz SEV 6534-2 Type 12G CBL-EX-PWR-C13-SZ
Taiwan 125VAC,11 Aand 15A, = NEMA 5-15P Type CBL-EX-PWR-C13-TW
50 Hz N5-15P
United Kingdom 250 VAC, 10 A, 50 Hz BS 1363/A Type BS89/13 = CBL-EX-PWR-C13-UK

Figure 25 on page 177 illustrates the plug on the power cord for some of the countries or regions listed
in Table 45 on page 176.

Figure 25: AC Plug Types

htaly Japan North America UK

DC Power Specifications for a QFX3600 or QFX3600-1 Device

Table 46 on page 178 describes the DC power specifications for a QFX3600 or QFX3600-I device.
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Table 46: DC Power Specifications for a QFX3600 or QFX3600-1 Device
Item Specifications
DC input voltage e Minimum operating voltage: -40 VDC

e Nominal operating voltage: -48 VDC

e Operating voltage range: -40 VDC through -72 VDC

DC input current rating 8 A maximum at nominal operating voltage (-48 VDC)
Typical power consumption 341 W
Maximum power consumption 252 W

DC Power Supply for a QFX3500, QFX3600, or QFX3600-1 Device
DC Power Supply LEDs on a QFX3500, QFX3600, or QFX3600-I1 Device

DC Power Specifications for a QFX3500 Device

Table 47 on page 178 describes the DC power specifications for a QFX3500 device.

Table 47: DC Power Specifications for a QFX3500 Device
Item Specifications
DC input voltage e Minimum operating voltage: -40 VDC

e Nominal operating voltage: -48 VDC

e Operating voltage range: -40 VDC through -72 VDC


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/dc-power-supply-qfx3500.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/power-supply-qfx3500-dc-leds.html

Table 47: DC Power Specifications for a QFX3500 Device (Continued)

Iltem Specifications

DC input current rating 7 A maximum at nominal operating voltage (-48 VDC)
Typical power consumption 250 W

Maximum power consumption 385W

DC Power Supply for a QFX3500, QFX3600, or QFX3600-1 Device
DC Power Supply LEDs on a QFX3500, QFX3600, or QFX3600-I Device

DC Power Specifications for a QFX5100 Device

Table 48 on page 179 describes the DC power specifications for DC product SKUs of the QFX5100

device.

Table 48: DC Power Specifications for a QFX5100 Device

Item Product SKUs Specifications

DC input voltage QFX5100-24Q | ¢ Rated operating voltage: -48 VDC to -60 VDC

QFX5100-485 Operating voltage range: -40 VDC through -72 VDC

QFX5100-48T

QFX5100-965 | o Rated operating voltage: VDC -48 VDC to -60 VDC

e Operating voltage range: -40 VDC through -72 VDC


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/dc-power-supply-qfx3500.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/power-supply-qfx3500-dc-leds.html

Table 48: DC Power Specifications for a QFX5100 Device (Continued)

Iltem Product SKUs Specifications

DC input current rating QFX5100-24Q @ 10 A maximum
QFX5100-48S
QFX5100-48T

QFX5100-96S

Typical power consumption QFX5100-48S 300 W
QFX5100-48T

QFX5100-24Q
QFX5100-96S 315W

Maximum power consumption QFX5100-24Q @ 385W
QFX5100-48S

QFX5100-48T

QFX5100-96S | 470 W

DC Power Supply Specifications for EX4300 Switches

Table 49 on page 181 lists the power supply specifications for a DC power supply used in an EX4300
switch.



Table 49: DC Power Supply Specifications for an EX4300 Switch

Item Specifications

DC input voltage e Nominal operating voltage: -48 VDC

e Operating voltage range: -40.8 VDC through -60 VDC

DC input current rating 4 A maximum at nominal operating voltage (-48 VDC)

Output power 550 W

DC Power Supply in EX4300 Switches
DC Power Supply LEDs in EX4300 Switches



CHAPTER 8

Installing a QFX3100 Director Device
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Installing and Connecting a QFX3100 Director Device

To install and connect a QFX3100 Director device:

1. Follow instructions in Unpacking a QFX3100 Director Device.

2. Mount the QFX3100 Director device by following instructions appropriate for your site:

Mounting a QFX3100 Director Device on Two Posts in a Rack or Cabinet (using the mounting
brackets provided)

Mounting a QFX3100 Director Device on Four Posts in a Rack or Cabinet (using the mounting
brackets provided)

3. Follow instructions in Connecting AC Power to a QFX3100 Director Device to connect power.

4. See QFX3000-G QFabric System Installation Overview for information about the steps to install and
configure your QFX3000-G QFabric system. See "QFX3000-M QFabric System Installation
Overview" on page 119 for information about the steps to install and configure your QFX3000-M
QFabric system.

Rack Requirements for a QFX3100 Director Device


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/qfxctrl-rack.html

Cabinet Requirements for a QFX3100 Director Device

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3100 Director Device

Unpacking a QFX3100 Director Device

The QFX3100 Director devices are shipped in a cardboard carton, secured with foam packing material.
The carton also contains an accessory box and quick start instructions.

A CAUTION: QFX3100 Director devices are maximally protected inside the shipping
carton. Do not unpack the Director devices until you are ready to begin installation.

To unpack a QFX3100 Director device (see Figure 26 on page 184):

1. Move the shipping carton to a staging area as close to the installation site as possible but where you
have enough room to remove the system components.

Position the carton so that the arrows are pointing up.

Open the top flaps on the shipping carton.

Remove the accessory box and verify the contents against the parts inventory.
Pull out the packing material holding the QFX3100 Director device in place.

Verify the components received against the inventory provided in Table 50 on page 184.

N o u ks~ owbd

Save the shipping carton and packing materials in case you need to move or ship the device later.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/requirements/qfxctrl-cabinet-requirements-specifications.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/requirements/qfxctrl-clearance-airflow-maintenance.html
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Figure 26: Unpacking a QFX3100 Director Device
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Table 50: Inventory of Components Provided with a QFX3100 Director Device
Component Quantity
QFX3100 Director device 1
Fan module (installed) 3

AC power supply module (installed) 2



Table 50: Inventory of Components Provided with a QFX3100 Director Device (Continued)

Component Quantity
4-port Ethernet network module (installed) 2
Hard disk drive (HDD) module (installed) 2
Mounting screws 8
Two-post rack-mount kit 1
Four-post rack-mount kit 1

Installing and Connecting a QFX3100 Director Device

Mounting a QFX3100 Director Device on Two Posts in a Rack or Cabinet

Before mounting the device on two posts in a rack:

E

Verify that the site meets the requirements described in Site Preparation Checklist for a QFX3100
Director Device.

Place the rack in its permanent location, allowing adequate clearance for airflow and maintenance,
and secure it to the building structure.

Read General Safety Guidelines and Warnings.

Remove the device from the shipping carton (see Unpacking a QFX3100 Director Device).
nsure that you have the following parts and tools available:

Electrostatic discharge (ESD) grounding strap (provided)

Phillips (+) screwdriver, number 2

Four mid-mount mounting brackets and mounting screws (provided)


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/qfxctrl-site-preparation-checklist.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/qfxctrl-site-preparation-checklist.html

e Screws to secure the chassis to the rack (not provided)

You can mount a QFX3100 Director device on two posts of a 19-in. rack or cabinet by using the
mounting brackets provided with the device. (The remainder of this topic uses “rack” to mean “rack or
cabinet.)

You can mount the QFX3100 Director device on four posts of a four-post rack by using the side rail
brackets provided with the device. See Mounting a QFX3100 Director Device on Four Posts in a Rack or
Cabinet.

NOTE: One person must be available to lift the QFX3100 Director device while another secures
it to the rack.

A CAUTION: If you are mounting multiple units on the rack, mount the heaviest unit at
the bottom and mount the others from bottom to top in order of decreasing weight.

To mount the QFX3100 Director device on two posts in a rack:

1. Place the QFX3100 Director device on a flat, stable surface.

2. Align one mid-mount bracket to the mid-mount bracket holes near the center of the side of the
QFX3100 Director device. Ensure that the bracket is aligned with the mounting holes and that the
bracket face is facing the rack post.

3. Attach the mounting bracket to the QFX3100 Director device.
4, Mount the attached mounting bracket to the rack post. Tighten all screws.

5. Attach the mounting bracket on the opposite end of the same side to the QFX3100 Director device
and mount it to the rack post. Tighten all screws.

6. Repeat this procedure for the mounting brackets on the opposite side of the QFX3100 Director
device. Tighten all screws.

7. Ensure that the QFX3100 Director device chassis is level by verifying that all screws on one side of
the rack are aligned with the screws on the other side. See Figure 27 on page 187.



Figure 27: Mounting the QFX3100 Director Device on Two Posts in a Rack

Attach the front bracket to the chassis, and secure

the chassis to the post. Attach the rear bracket to the
other side of the post, and secure the chassis to

the rear bracket, adjusting the bracket width as needed.

RELATED DOCUMENTATION

Rack-Mounting and Cabinet-Mounting Warnings
Installing and Connecting a QFX3100 Director Device
Connecting AC Power to a QFX3100 Director Device

I Mounting a QFX3100 Director Device on Four Posts in a Rack or Cabinet

Before mounting the QFX3100 Director device on four posts in a rack:

Verify that the site meets the requirements described in Site Preparation Checklist for a QFX3100
Director Device.

Place the rack in its permanent location, allowing adequate clearance for airflow and maintenance,
and secure it to the building structure.

Read General Safety Guidelines and Warnings.

Remove the QFX3100 Director device from the shipping carton (see Unpacking a QFX3100 Director
Device).
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https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/qfxctrl-site-preparation-checklist.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/qfxctrl-site-preparation-checklist.html

Ensure that you have the following parts and tools available:

Electrostatic discharge (ESD) grounding strap (provided).
e Phillips (+) screwdriver, number 2.
e Screws to secure the chassis and mounting brackets to the rack (not provided).

e One pair of adjustable rear mounting brackets (provided). These mounting brackets support the rear
of the chassis, and must be installed.

e Screws to attach the mounting brackets to the chassis (provided).

You can mount a QFX3100 Director device on four posts of a 19-in. rack or cabinet by using the
adjustable rear mounting brackets provided. (The remainder of this topic uses “rack” to mean “rack or
cabinet.”)

A CAUTION: If you are mounting multiple units on a rack, mount the heaviest unit at the
bottom of the rack and mount the other units from the bottom of the rack to the top in
decreasing order of the weight of the units.

To mount the QFX3100 Director device on four posts in a rack:

1. Place the QFX3100 Director device on a flat, stable surface.

2. Measure the distance between the front and rear rack rails. Using this measurement, attach the
adjustable rear mounting brackets on the chassis using the provided screws.

3. Flip the hinged rack-mounting plates at the end of the brackets outward.

NOTE: The device weighs approximately 41.2 Ib (18.73 kg). Installing the QFX3100 Director
device in a rack or cabinet requires one person to lift it and a second person to secure it to the
rack.

4. Have one person grasp both sides of the device, lift it, and position it in the rack, aligning the bracket
holes with the holes in the rack.
5. Have a second person install a mounting screw—and cage nut and washer if your rack requires them

—in each of the four bracket holes to secure the device to the front rack rails.

6. While still supporting the chassis, have the second person install a mounting screw—and cage nut
and washer if your rack requires them—in each of the four bracket holes on the adjustable rear
mounting brackets to secure the device to the rear rack rails.

7. Ensure that the chassis is level by verifying that all the screws on the front of the rack are aligned
with the screws at the back of the rack. See Figure 28 on page 189.
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Figure 28: Mounting a QFX3100 Director Device on Four Posts in a Rack or Cabinet
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RELATED DOCUMENTATION

Connect Earth Ground to an EX Series Switch
Connecting AC Power to a QFX3100 Director Device
Installing and Connecting a QFX3100 Director Device

Rack-Mounting and Cabinet-Mounting Warnings

I Connecting AC Power to a QFX3100 Director Device

Before you begin connecting AC power to a QFX3100 Director device:

o Install the power supply in the chassis. See Installing a Power Supply in a QFX3100 Director Device
(includes video).

The power supply in a QFX3100 Director device is a hot-removable and hot-insertable field-replaceable
unit (FRU) located on the far right side of the rear panel. You can remove and replace a single power
supply without powering off the QFX3100 Director device or disrupting QFX3100 Director device
functions.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/power-supply-qfx3100-installing.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/power-supply-qfx3100-installing.html

NOTE: Each power supply must be connected to a dedicated power source outlet to ensure
power supply redundancy.

Ensure that you have the following parts and tools available:

A power cord appropriate for your geographical location

To connect AC power to a QFX3100 Director device (see Figure 29 on page 190):

1. Ensure that the power supplies are fully inserted in the QFX3100 Director device.

© N o u &

. Locate the power cords shipped with the QFX3100 Director device; the cords have plugs appropriate

for your geographical location. See AC Power Cord Specifications for a QFX3100 Director Device.

A WARNING: Ensure that the power cord does not block access to QFX3100 Director
device components or drape where people can trip on it.

Insert the coupler end of the power cord into the AC power cord inlet on the AC power supply
faceplate (see Figure 29 on page 190).

Figure 29: Connecting an AC Power Cord to an AC Power Supply in a QFX3100 Director Device

If the AC power source outlet has a power switch, set it to the OFF (O) position.
Insert the power cord plug into an AC power source outlet.

If the AC power source outlet has a power switch, set it to the ON (|) position.
Repeat these steps for the second AC power supply.

Press the power switch on the rear panel of the QFX3100 Director device to power on the device.



NOTE: Momentarily pressing the power switch causes the system to power on or causes a
power event to the operating system, which causes a graceful shutdown. Pressing the power
switch for 4 seconds or longer causes an abrupt power shutdown.

9. Verify that the power LED on the power supply is lit and is on steadily.

Installing and Connecting a QFX3100 Director Device
AC Power Supply in a QFX3100 Director Device

Connecting a QFX Series Device to a Management Console

Ensure that you have an RJ-45 to DB-9 rollover cable available. An RJ-45 cable with an RJ-45 to DB-9
adapter is provided with the device.

NOTE: If your laptop or PC does not have a DB-9 plug connector pin and you want to connect
your laptop or PC directly to the QFX Series, use a combination of the RJ-45 cable and RJ-45 to
DB-9 adapter supplied with the device and a USB to DB-9 plug adapter. You must provide the
USB to DB-9 plug adapter.

The QFX Series has a console port with an RJ-45 connector. Use the console port to connect the device
to a management console or to a console server.

To connect the QFX Series to a management console (see Figure 30 on page 192 and Figure 31 on page
192):
1. Connect one end of the Ethernet cable to the console port (labeled CON).

2. Connect the other end of the Ethernet cable into the console server (see Figure 30 on page 192) or
management console (see Figure 31 on page 192).


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/ac-power-qfxctrl-power-supply.html
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Figure 30: Connecting the QFX Series to a Management Console Through a Console Server

L1

Laptop CPU

To Console Port

8050108

Figure 31: Connecting the QFX Series Directly to a Management Console
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Console Port Connector Pinout Information

Configuring Junos OS to Set Console and Auxiliary Port Properties

Powering On a QFX3100 Director Device

Before you power on the QFX3100 Director device, ensure that:
o All required QFX3100 Director device components are installed.

¢ You understand how to protect the QFX3100 Director device from electrostatic damage. See
Prevention of Electrostatic Discharge Damage.

Ensure that you have the following parts and tools available to power on the QFX3100 Director device:

e An external management device such as a PC to monitor the startup process—For connecting a
management device to the console port, see Connecting a QFX Series Device to a Management
Console. For connecting a management device to the management port, see Connecting a QFX3100
Director Device to a Network for Out-of-Band Management.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/qfx10002-mgt-cable-specs-pinout.html
https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/port-console-and-auxiliary-configuring.html

NOTE: You cannot use the management (MGMT) port to perform the initial configuration of
the QFX3100 Director device. You must configure the management ports before you can
successfully connect to the QFX3100 Director device using these ports. See Performing the
QFabric System Initial Setup on a QFX3100 Director Group.

When you power on the QFX3100 Director devices in the Director group for the first time the first

device to be powered on assumes the Director Group 0 (dg0) role. The second device to be powered on

assumes the Director Group 1 (dg1 ) role.

To power on the QFX3100 Director device:

1.

Ensure that the power supplies are fully inserted in the QFX3100 Director device and that each of
their handles is flush against the faceplate.

Ensure that the source power cord is inserted securely into the appliance inlet for each AC power
supply.
Switch on the site circuit breakers.

4. Press the power switch on the rear panel of the QFX3100 Director device to power on the device.

NOTE: Pressing the power switch momentarily either causes the system to power on or
causes a graceful shutdown. Pressing the power switch for 4 seconds or longer causes an
abrupt power shutdown.

Observe the power supply faceplate LEDs. If the power supply is installed correctly and functioning
normally, the AC power supply LED is green.

On the external management device, monitor the startup process to ensure that the system boots
properly.

NOTE: After you power on a power supply, wait for at least 60 seconds before you turn it off.
After you power off a power supply, wait for at least 60 seconds before you turn it back on.

Powering Off a QFX3100 Director Device
AC Power Supply in a QFX3100 Director Device
AC Power Cord Specifications for a QFX3100 Director Device


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/qfxctrl-powering-off.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/ac-power-qfxctrl-power-supply.html
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Installing and Connecting a QFX3600 or QFX3600-1 Device

To install and connect a QFX3600 or QFX3600-1 device:

1. Follow the instructions in Unpacking a QFX3600 or QFX3600-/ Device.

2. Mount the device by following the instructions appropriate for your site:

o Mounting a QFX3600 or QFX3600-I Device on Two Posts in a Rack or Cabinet

o  Mounting a QFX3600 or QFX3600-/ Device on Four Posts in a Rack or Cabinet
3. Follow the instructions in Connecting Earth Ground to QFX3600 or QFX3600-/ Devices.

4. Follow the instructions for connecting power as appropriate for your site:

e Connecting AC Power to a QFX3500, QFX3600, or QFX3600-I Device

e Connecting DC Power to a QFX3500, QFX3600, or QFX3600-/ Device

5. Depending on how you will be using the QFX3600 or QFX3600-I device, take one of the following
actions:



e If you are using the QFX3600 device as a standalone switch, follow the instructions in
Configuring a QFX3600 Device as a Standalone Switch.

e If you are using the QFX3600 device as a Node device in a QFX3000-G QFabric system, see
QFX3000-G QFabric System Installation Overview for information about the steps to install and
configure your QFX3000-G QFabric system.

e |f you are using the QFX3600 device as a Node device in a QFX3000-M QFabric system, see
"QFX3000-M QFabric System Installation Overview" on page 119 for information about the steps
to install and configure your QFX3000-M QFabric system.

e If you are using the QFX3600-I device as an Interconnect device in a QFX3000-M QFabric
system, see "QFX3000-M QFabric System Installation Overview" on page 119 for information
about the steps to install and configure your QFX3000-M QFabric system.

Rack Requirements for a QFX3600 or QFX3600-I Device
Cabinet Requirements for a QFX3600 or QFX3600-I Device

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3600 or QFX3600-I
Device

Unpacking a QFX3600 or QFX3600-1 Device

The QFX3600 or QFX3600-I device chassis is a rigid sheet-metal structure that houses the hardware
components. QFX3600 and QFX3600-I devices are shipped in a cardboard carton, secured with foam
packing material. The carton also contains an accessory box and quick start instructions.

A CAUTION: QFX3600 and QFX3600-1 devices are maximally protected inside the
shipping carton. Do not unpack the device until you are ready to begin installation.

To unpack a QFX3600 or QFX3600-1 device:

1. Move the shipping carton to a staging area as close to the installation site as possible, but where you
have enough room to remove the system components.

2. Position the carton so that the arrows are pointing up.
3. Open the top flaps on the shipping carton.

4. Remove the accessory box and verify the contents against the inventory included in the box. Table 51
on page 196 lists the inventory of components supplied with a QFX3600 or QFX3600-I device.
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5. Pull out the packing material holding the device in place.

6. Verify the chassis components received:

e Three fan trays

e Two power supplies

7. Save the shipping carton and packing materials in case you need to move or ship the device later.

Table 51: Accessory Kit Part Contents

Parts

Chassis grounding lug

M5 screws to attach the chassis grounding lug to the protective earth terminal on the chassis

Electrostatic discharge (ESD) grounding strap

NOTE: Use only clip-style ESD grounding straps with the chassis grounding lug.

SFP/SFP+ port dust covers

QSFP+ port dust covers

RJ-45 cable and RJ-45 to DB-9 adapter for console port connection

Mounting brackets for front-mounting in a four-post rack or cabinet

M4 flat-head screws to attach the brackets for front-mounting in a rack or cabinet

Rear installation blades for front-mounting in a four-post rack or cabinet

Mounting brackets for front-mounting in a two-post rack or cabinet

Mounting brackets for mid-mounting in a two-post rack or cabinet

M4 pan-head screws to attach the brackets for front-mounting or mid-mounting in a rack or cabinet

Quantity

16



Installing and Connecting a QFX3600 or QFX3600-/ Device

Mounting a QFX3600 or QFX3600-1 Device on Two Posts in a Rack or
Cabinet

Before mounting a QFX3600 or QFX3600-1 device on two posts in a rack:

Ensure you understand how to prevent electrostatic discharge (ESD) damage. See Prevention of
Electrostatic Discharge Damage.

Verify that the site meets the requirements described in Site Preparation Checklist for a QFX3600 or
QFX3600-I Device.

Place the rack in its permanent location, allowing adequate clearance for airflow and maintenance,
and secure it to the building structure.

Read General Safety Guidelines and Warnings, with particular attention to Chassis Lifting Guidelines
for a QFX3600 or QFX3600-I Device.

Remove the device from the shipping carton (see Unpacking a QFX3600 or QFX3600-I Device).

Ensure that you have the following parts and tools available:

ESD grounding strap (provided)
One pair of mounting brackets depending on how you want to mount the device (provided)

e Use the front/rear mounting brackets (part number 540-038579) to front-mount or rear-mount
the device.

e Use the mid-mounting brackets (part number 540-038665) to mid-mount the device.
6 Phillips 4x6-mm pan-head mounting screws (provided)
Four screws to secure the chassis to the rack (not provided)

Appropriate screwdriver for the mounting screws (not provided)

You can mid-mount a QFX3600 or QFX3600-I device on two posts of a 19-in. rack or cabinet by using
the mounting brackets provided with the device. (The remainder of this topic uses “rack” to mean “rack

or cabinet.”)
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You can also mount the device on four posts of a four-post rack by using the mounting brackets

provided with the device. See Mounting a QFX3600 or QFX3600-1 Device on Four Posts in a Rack or
Cabinet.

The holes in the mounting brackets are placed at 1 U (1.75 in., or 4.45 cm.) apart so that the device can
be mounted in any rack that provides holes spaced at that distance.

NOTE: One person must be available to lift the device while another secures the device to the
rack.

A CAUTION: If you are mounting multiple device on a rack, mount a device in the bottom
of the rack first and proceed to mount the rest of the devices from bottom to top.

To mount the device on two posts in a rack:

1. Attach the ESD grounding strap to your bare wrist and to a site ESD point.
2. Place the device on a flat, stable surface.
3. Align the mid-mounting brackets (part number 540-038665) with the holes on the side panels of the

device chassis, such that the mounting ears are in the center of the side panels. See Figure 32 on
page 199.

4. Insert mounting screws into the aligned holes. Tighten the screws.

5. Have one person grasp both sides of the device, lift the device, and position it in the rack, aligning
the mounting ear holes with the threaded holes in the rack or cabinet rail. Align the bottom mounting
ear hole in both the mounting brackets with a hole in each rack rail, making sure the chassis is level.
See Figure 32 on page 199.

6. Have a second person secure the device to the rack by using the appropriate screws. Tighten the
screws.

7. Ensure that the device chassis is level by verifying that all screws on one side of the rack are aligned
with the screws on the other side.
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Figure 32: Mounting the Device on Two Posts in a Rack
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Mounting a QFX3600 or QFX3600-I Device on Four Posts in a Rack or
Cabinet

Before you begin mounting a QFX3600 or QFX3600-I device on the rack or cabinet:

e Ensure you understand how to prevent electrostatic discharge (ESD) damage. See Prevention of
Electrostatic Discharge Damage.

e Verify that the site meets the requirements described in Site Preparation Checklist for a QFX3600 or
QFX3600-I Device.

e Place the rack in its permanent location, allowing adequate clearance for airflow and maintenance,
and secure it to the building structure.
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e Read General Site Guidelines, with particular attention to Chassis Lifting Guidelines for a QFX3600
or QFX3600-I Device.

e Remove the device from the shipping carton (see Unpacking a QFX3600 or QFX3600-/ Device).
Ensure that you have the following parts and tools available to mount the device on four posts in a rack:
e ESD grounding strap (provided).

¢ One pair of mounting brackets (part number 540-038596) (provided).

e One pair of rear installation blades (part number 540-038598). These installation blades support the
rear of the chassis, and must be installed (provided).

e 6 Phillips 4x5-mm flat-head mounting screws (provided).
e Eight screws to secure the chassis and rear installation blades to the rack (not provided).
e Appropriate screwdriver for the mounting screws (not provided).

You can front-mount or rear-mount a QFX3600 or QFX3600-I device on four posts in a 19-in. rack or
cabinet by using the mounting brackets and installation blades provided with the device. (The remainder
of this topic uses “rack” to mean “rack or cabinet.”) The front and rear rack rails must be spaced between
19.3in. (49 cm) and 36 in. (91.4 cm) front to back.

You can also mount the device on two posts of a 19-in. rack or cabinet by using the mounting brackets
provided with the device. See Mounting a QFX3600 or QFX3600-I Device on Two Posts in a Rack or
Cabinet.

The holes in the mounting brackets and installation blades are placed at 1 U (1.75 in., or 4.45 cm.) apart
so that the device can be mounted in any rack that provides holes spaced at that distance.

A WARNING: QFX3600 and QFX3600-I devices must be supported at all four corners.
Mounting the chassis using only the front brackets damages the chassis and can result
in serious bodily injury.

A CAUTION: If you are installing the QFX3600 or QFX3600-I device above 60 in. (152.4
cm) from the floor, you must remove the power supplies and fan trays before
attempting to install the device, or ask someone to assist you during the installation.

A CAUTION: If you are mounting multiple devices on a rack, mount the device in the
lowest position of the rack first, and proceed to mount the rest of the devices from
bottom to top.
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To mount the device on four posts in a rack:

1. Attach the ESD grounding strap to your bare wrist and to a site ESD point.
2. Decide where to position the device in the rack.

3. Install the rear installation blades. See Figure 33 on page 201.

a. With two mounting screws—and cage nuts and washers if your rack requires them—attach one of
the rear installation blades to the left rear of the rack at the point where you want to mount the
device. Tighten the screws.

b. Position the second rear installation blade at the desired position in the right rear of the rack, so
that it is on the same rack level as the left rear installation blade. If the right and left rear
installation blades are not on the same level, the chassis will rest at an angle in the rack instead of
resting flat and level.

¢. With two mounting screws—and cage nuts and washers if your rack requires them—attach the
second rear installation blade to the right rear of the rack at the point where you want to mount
the device. Tighten the screws.

Figure 33: Attaching the Installation Blades to the Rear of the Rack
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4. Prepare the device for mounting.
a. Place the device on a flat, stable surface.
b. Align the mounting brackets along the front or rear of the side panels of the device chassis
depending on how you want to mount the device. For example, if you want to front-mount the

device, align the brackets along the front of the side panel such that the mounting ears are in the
front of the device chassis. See Figure 34 on page 203.

c. Align the holes in the mounting brackets with holes on the side panels of the device chassis.



d. Insert mounting screws into the aligned holes. Tighten the screws.

5. Mount the device.

a. Grasp both sides of the device, lift it, and position it in the rack so that the rear of the chassis
slides onto the installation blade. See Figure 34 on page 203.

TIP: If someone is assisting you, have one person stand at the rear of the rack where the
installation blade is installed, to help guide the device onto the installation blade.

b. Align the holes in the front brackets on the chassis with the holes in the rack. Ensure that the
chassis is level.

c. With four mounting screws—and cage nuts and washers if your rack requires them—secure the
front of the device to the rack. Tighten the screws.

d. Ensure that the device chassis is level by verifying that all screws on one side of the rack are
aligned with the screws on the other side.
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Figure 34: Mounting the Device on Four Posts
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‘ Configuring a QFX3600 Device as a Standalone Switch

Connecting Earth Ground to QFX3600 or QFX3600-1 Devices

To meet safety and electromagnetic interference (EMI) requirements and to ensure proper operation,
you must connect the QFX3600 and QFX3600-I devices to earth ground before you connect it to
power.

For installations that require a separate grounding conductor to the chassis, use the protective earthing
terminal on the left rear of the chassis to connect to the earth ground (see Figure 35 on page 205).

Before you connect earth ground to the protective earthing terminal of a QFX3600 or QFX3600-I
device, ensure that a licensed electrician has attached an appropriate grounding lug to the grounding
cable.

A CAUTION: Using a grounding cable with an incorrectly attached lug can damage the
switch.

NOTE: Mount your device in the rack or cabinet before attaching the grounding lug to the
switch. See Mounting a QFX3600 or QFX3600-/ Device on Two Posts in a Rack or Cabinet and
Mounting a QFX3600 or QFX3600-1 Device on Four Posts in a Rack or Cabinet.

Ensure that you have the following parts and tools available:

e Grounding cable for your QFX3600 or QFX3600-I device—The grounding cable must be 14 AWG
(2 mm?), minimum 90° C wire, or as permitted by the local code.

e Grounding lug for your grounding cable—The grounding lug required is a Panduit LCD10-10A-L or
equivalent. This grounding lug is provided in the accessory kit.

o Two M5 screws with integrated washers—The screws are used to secure the grounding lug to the
protective earthing terminal. The screws are provided in the accessory kit.

e Phillips (+) screwdriver, number 2.

An AC-powered QFX3600 or QFX3600-1 device chassis gains additional grounding when you plug the
power supply in the switch into a grounded AC power outlet by using an AC power cord appropriate for
your geographical location. See AC Power Cord Specifications for a QFX Series Device.

To connect earth ground to a QFX3600 or QFX3600-I device:
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1. Connect one end of the grounding cable to a proper earth ground, such as the rack in which the
device is mounted.

2. Place the grounding lug attached to the grounding cable over the protective earthing terminal.
3. Secure the grounding lug to the protective earthing terminal with screws.

4. Dress the grounding cable and ensure that it does not touch or block access to other switch
components and that it does not drape where people could trip over it.

Figure 35: Connecting a Grounding Cable to a QFX3600 or QFX3600-I Device
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General Safety Guidelines and Warnings

Grounded Equipment Warning

Connecting AC Power to a QFX3500, QFX3600, or QFX3600-] Device
Connecting DC Power to a QFX3500, QFX3600, or QFX3600-1 Device

Connecting AC Power to a QFX3500, QFX3600, or QFX3600-I Device

Ensure that you have a power cord appropriate for your geographical location available to connect AC
power to the device.

Before you begin connecting AC power to the device:

e Ensure that you have taken the necessary precautions to prevent electrostatic discharge (ESD)
damage (see Prevention of Electrostatic Discharge Damage).

e Ensure that you have connected the device chassis to earth ground.



A CAUTION: Before you connect power to the device, a licensed electrician must attach
a cable lug to the grounding and power cables that you supply. A cable with an
incorrectly attached lug can damage the device (for example, by causing a short circuit).
To meet safety and electromagnetic interference (EMI) requirements and to ensure
proper operation, you must connect the chassis to earth ground before you connect it
to power. For installations that require a separate grounding conductor to the chassis,
use the protective earthing terminal on the device chassis to connect to the earth
ground. For instructions on connecting earth ground, see Connecting Earth Ground to
a QFX3500 Device or Connecting Earth Ground to QFX3600 or QFX3600- Devices.
The device gains additional grounding when you plug the power supply in the device
into a grounded AC power outlet by using the AC power cord appropriate for your
geographical location (see AC Power Cord Specifications for a QFX Series Device).

¢ Install the power supply in the chassis. For instructions on installing a power supply in a QFX3500
device, see Installing a Power Supply in a QFX3500 Device. For instructions on installing a power
supply in a QFX3600 or QFX3600-1 device, see Installing a Power Supply in a QFX3600 or
QFX3600-I Device.

The QFX3500, QFX3600, and QFX3600-I devices are shipped from the factory with two 650 W power
supplies pre-installed. Each power supply is a hot-removable and hot-insertable field-replaceable unit
(FRU) when the second power supply is installed and running. You can install replacement power
supplies without powering off the device or disrupting the switching function.

NOTE: Each power supply must be connected to a dedicated power source outlet.

To connect AC power to a QFX3500, QFX3600, or QFX3600-1 device:

1. Attach the grounding strap to your bare wrist and to a site ESD point.

2. Ensure that the power supplies are fully inserted in the chassis and the latches are secure. If only one
power supply is installed, ensure a that blank cover panel is installed over the second power supply
slot.

3. Locate the power cord or cords shipped with the device; the cords have plugs appropriate for your
geographical location. See AC Power Cord Specifications for a QFX Series Device.

A WARNING: Ensure that the power cord does not block access to device components
or drape where people can trip on it.
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4. Connect each power supply to the power sources. Insert the coupler end of the power cord into the

AC power cord inlet on the AC power supply faceplate.

5. Push the power cord retainer onto the power cord (see Figure 36 on page 207 or Figure 37 on page

o\

N 00 N

207).

Figure 36: Connecting an AC Power Cord to an AC Power Supply in a QFX3500 Device
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Figure 37: Connecting an AC Power Cord to an AC Power Supply in a QFX3600 or QFX3600-I
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. If the AC power source outlet has a power switch, set it to the OFF (O) position.

NOTE: The device powers on as soon as power is provided to the power supply. There is no

power switch on the device.

. Insert the power cord plug into an AC power source outlet.

. If the AC power source outlet has a power switch, set it to the ON (|) position.

. Verify that the AC and DC LEDs on each power supply are lit green.

If the amber fault LED is lit, remove power from the power supply, and replace the power supply (see
Removing a Power Supply from a QFX3500 Device or Removing a Power Supply from a QFX3600 or
QFX3600-| Device). Do not remove the power supply until you have a replacement power supply
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ready: the power supplies or a blank cover panel must be installed in the device to ensure proper
airflow.

A CAUTION: Replace a failed power supply with a blank panel or new power supply
within 1 minute of removal to prevent chassis overheating.

AC Power Supply for a QFX3500, QFX3600, or QFX3600-I Device
AC Power Supply LEDs on a QFX3500, QFX3600, or QFX3600-I Device

Connecting DC Power to a QFX3500, QFX3600, or QFX3600-I Device

Before you begin connecting DC power to the device:

e Ensure that you have taken the necessary precautions to prevent electrostatic discharge (ESD)
damage (see Prevention of Electrostatic Discharge Damage).

e Ensure that you have connected the device chassis to earth ground.

A CAUTION: Before you connect power to the device, a licensed electrician must attach
a cable lug to the grounding and power cables that you supply. A cable with an
incorrectly attached lug can damage the device (for example, by causing a short circuit).

To meet safety and electromagnetic interference (EMI) requirements and to ensure
proper operation, you must connect the chassis to earth ground before you connect it
to power. For installations that require a separate grounding conductor to the chassis,
use the protective earthing terminal on the device chassis to connect to the earth
ground. For instructions on connecting earth ground, see Connecting Earth Ground to
a QFX3500 Device or Connecting Earth Ground to QFX3600 or QFX3600-/ Devices.

¢ Install the power supply in the chassis. For instructions on installing a power supply in a QFX3500
device, see Installing a Power Supply in a QFX3500 Device. For instructions on installing a power
supply in a QFX3600 or QFX3600-1 device, see Installing a Power Supply in a QFX3600 or
QFX3600-1 Device

Ensure that you have the following parts and tools available:
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e DC power source cables (14-16 AWG) with ring lug (Molex 190700069 or equivalent) (not provided)
e Phillips (+) screwdriver, number 2 (not provided)
e Multimeter (not provided)

The QFX3500, QFX3600, and QFX3600-1 devices are shipped from the factory with two 650 W power
supplies pre-installed. Each power supply is a hot-removable and hot-insertable field-replaceable unit
(FRU) when the second power supply is installed and running. You can install replacement power
supplies without powering off the device or disrupting the switching function.

A WARNING: DC-powered QFX3500, QFX3600 and QFX3600-I devices are intended for
installation only in a restricted access location.

NOTE: The battery returns of the DC power supply should be connected as an isolated DC
return (DC-I).

To connect DC power to a QFX3500, QFX3600 or QFX3600-I device:

Attach the grounding strap to your bare wrist and to a site ESD point.

2. Verify that the DC power cables are correctly labeled before making connections to the power
supply. In a typical power distribution scheme where the return is connected to chassis ground at
the battery plant, you can use a multimeter to verify the resistance of the -48V and RTN DC cables
to chassis ground:

e The cable with very low resistance (indicating a closed circuit) to chassis ground is positive (+)
and will be installed on the V+ (return) DC power input terminal.

e The cable with very high resistance (indicating an open circuit) to chassis ground is negative (-)
and will be installed on the V- (input) DC power input terminal.

A CAUTION: You must ensure that power connections maintain the proper polarity.
The power source cables might be labeled (+) and (-) to indicate their polarity.
There is no standard color coding for DC power cables. The color coding used by
the external DC power source at your site determines the color coding for the leads
on the power cables that attach to the DC power input terminals on each power

supply.

3. Ensure that the input circuit breaker is open so that the voltage across the DC power source cable
leads is O V and that the cable leads do not become active while you are connecting DC power.



NOTE: The V+ terminals are referred to as +RTN, and V- terminals are referred to as -48 V
in DC Power Wiring Sequence Warning and DC Power Electrical Safety Guidelines.

Ensure that the power supplies are fully inserted in the chassis.

Remove the terminal block cover. The terminal block cover is a piece of clear plastic that snaps into
place over the terminal block (see Figure 38 on page 211).

Remove the screws on the terminals using the screwdriver. Save the screws.

A WARNING: Ensure that the power cables do not block access to device
components or drape where people can trip on them.

Connect each power supply to the power sources. Secure power source cables to the power
supplies by screwing the ring lugs attached to the cables to the appropriate terminals by using the
screw from the terminals (see Figure 39 on page 212 and Figure 38 on page 211).

A CAUTION: The DC power supply has four terminals labeled V+, V+, V-, and V- for
connecting DC power source cables labeled positive (+) and negative (-). The V+
terminals are shunted internally together, as are the V- terminals. The same polarity
terminal can be wired together from the same source to provide an additional
current path in a higher power chassis. Do not connect the terminals to different
sources. For example, connect -48 V from DC source feed A to the input terminals
of one power supply and connect -48 V from feed B to the input terminals of the
second power supply on the other side of the chassis. This configuration provides
the commonly deployed A/B feed redundancy for the system.

a. Secure the ring lug of the positive (+) DC power source cable to the V+ terminal on the DC
power supply.

b. Secure the ring lug of the negative (-) DC power source cable to the V- terminal on the DC
power supply.

c. Tighten the screws on the power supply terminals until snug using the screwdriver. Do not
overtighten—apply between 5 in-lb (0.56 Nm) and 6 in-lb (0.68 Nm) of torque to the screws.
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Figure 38: DC Power Supply Faceplate for a QFX3500, QFX3600 or QFX3600-1 Device
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1— Shunt positive input terminals 5— ESD grounding point
2— Shunt negative input terminals 6— Fault LED
3— Terminal block 7— Output LED
4— Ejector lever 8— Input LED

A CAUTION: The V+ terminals are shunted internally together, as are the V-
terminals. The same polarity terminal can be wired together from the same source
to provide an additional current path in a higher power chassis. Do not connect the
terminals to different sources.



Figure 39: Securing Ring Lugs to the Terminals on the QFX3500, QFX3600 or QFX3600-1 DC
Power Supply
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Replace the terminal block cover.

Close the input circuit breaker.

NOTE: The device powers on as soon as power is provided to the power supply. There is no

power switch on the device.

10. Verify that the IN and OUT LEDs on the power supply are lit green and are on steadily.

DC Power Supply for a QFX3500, QFX3600, or QFX3600-1 Device
DC Power Supply LEDs on a QFX3500, QFX3600, or QFX3600-1 Device

Connecting a QFX Series Device to a Management Console

Ensure that you have an RJ-45 to DB-9 rollover cable available. An RJ-45 cable with an RJ-45 to DB-9
adapter is provided with the device.

NOTE: If your laptop or PC does not have a DB-9 plug connector pin and you want to connect
your laptop or PC directly to the QFX Series, use a combination of the RJ-45 cable and RJ-45 to


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/dc-power-supply-qfx3500.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/power-supply-qfx3500-dc-leds.html

213

DB-9 adapter supplied with the device and a USB to DB-9 plug adapter. You must provide the
USB to DB-9 plug adapter.

The QFX Series has a console port with an RJ-45 connector. Use the console port to connect the device
to a management console or to a console server.

To connect the QFX Series to a management console (see Figure 40 on page 213 and Figure 41 on page
213):

1. Connect one end of the Ethernet cable to the console port (labeled CON).

2. Connect the other end of the Ethernet cable into the console server (see Figure 40 on page 213) or
management console (see Figure 41 on page 213).

Figure 40: Connecting the QFX Series to a Management Console Through a Console Server
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Figure 41: Connecting the QFX Series Directly to a Management Console
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Console Port Connector Pinout Information

Configuring Junos OS to Set Console and Auxiliary Port Properties
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CHAPTER 10

Installing a QFX3500 Node Device
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Installing and Connecting a QFX3500 Device

To install and connect a QFX3500 device:

CAREE ST A

Follow the instructions in Unpacking a QFX3500 Device.

Mount the device by following the instructions in Mounting a QFX3500 Device in a Rack or Cabinet.
Follow the instructions in Connecting Earth Ground to a QFX3500 Device.

Follow the instructions in Connecting AC Power to a QFX3500, QFX3600, or QFX3600-I Device.
Depending on how you will be using the QFX3500 device, do one of the following:

If you are using the QFX3500 device as a standalone switch, follow the instructions in
Configuring a QFX3500 Device as a Standalone Switch.

If you are using the QFX3500 device as a Node device in a QFX3000-G QFabric system, see
QFX3000-G QFabric System Installation Overview for information about the steps to install and
configure your QFX3000-G QFabric system.

If you are using the QFX3500 device as a Node device in a QFX3000-M QFabric system, see
"QFX3000-M QFabric System Installation Overview" on page 119 for information about the steps
to install and configure your QFX3000-M QFabric system.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/configuration/qfx3500-initial-configuration-cli.html

Rack Requirements for a QFX3500 Device
Cabinet Requirements for a QFX3500 Device

Clearance Requirements for Airflow and Hardware Maintenance for a QFX3500 Device

Unpacking a QFX3500 Device

The QFX3500 device chassis is a rigid sheet-metal structure that houses the hardware components. A
QFX3500 device is shipped in a cardboard carton, secured with foam packing material. The carton also
contains an accessory box and quick start instructions.

A CAUTION: QFX3500 devices are maximally protected inside the shipping carton. Do
not unpack the device until you are ready to begin installation.

To unpack a QFX3500 device:

1. Move the shipping carton to a staging area as close to the installation site as possible, but where you
have enough room to remove the system components.

2. Position the carton so that the arrows are pointing up.
3. Open the top flaps on the shipping carton.

4. Remove the accessory box and verify the contents against the inventory included in the box. Table 52
on page 215 lists the inventory of components supplied with a QFX3500 device.

5. Pull out the packing material holding the device in place.

6. Verify the chassis components received:

e Management board
e Two fan trays

e One or two power supplies, depending on your order. If only one power supply is installed, a
blank panel should be installed on the second power supply slot.

7. Save the shipping carton and packing materials in case you need to move or ship the device later.

Table 52: Inventory of Components Supplied with a QFX3500 Device

Component Quantity

Chassis with management board, two fan trays, and one or two power supplies 1
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Table 52: Inventory of Components Supplied with a QFX3500 Device (Continued)

Component Quantity
Rear installation blades 2

RJ-45 cable and RJ-45 to DB-9 adapter 1
SFP/SFP+ port dust covers 48
QSFP+ port dust covers 4
Electrostatic discharge (ESD) grounding strap 1

Mounting a QFX3500 Device in a Rack or Cabinet
Installing and Connecting a QFX3500 Device

Mounting a QFX3500 Device in a Rack or Cabinet

IN THIS SECTION

Before You Begin Rack Installation | 217
Two Mounting Rails Procedure | 218

Four Mounting Rails Procedure | 219

You can mount a QFX3500 device on four posts in a 19-in. rack or cabinet by using the mounting kits
provided with the device. Choose one of the following two mounting kits provided for the different
QFX3500 chassis configurations.



If your installation kit has two rails and your QFX3500 has mounting holes integrated as part of the
chassis, use "Two Mounting Rails Procedure" on page 218. This configuration aligns the management
end of the device flush with the rack. The adjustable rails allow for installation into racks having
different depths.

If your installation kit has four rails and the QFX3500 does not have mounting holes as part of the
chassis faceplate, use "Four Mounting Rails Procedure" on page 219. This configuration allows either
end of the device to be mounted flush with the rack and still be adjustable for racks with different
depths.

(The remainder of this topic uses “rack” to mean “rack or cabinet.”) The front and rear rack rails must be
spaced between 28 in. (71.1 cm) and 36 in. (91.4 cm) front to back.

Before You Begin Rack Installation

Before you begin mounting a QFX3500 device in the rack or cabinet:

If replacing an existing QFX3500, remove previous rack-mount hardware. The mounting bracket and
mounting blade in this procedure is not compatible with other Juniper mounting kits.

Ensure that you understand how to prevent electrostatic discharge (ESD) damage. See Prevention of
Electrostatic Discharge Damage.

Verify that the site meets the requirements described in Site Preparation Checklist for a QFX3500
Device.

Place the rack in its permanent location, allowing adequate clearance for airflow and maintenance,
and secure it to the building structure.

Read General Site Guidelines, with particular attention to Chassis Lifting Guidelines for a QFX3500
Device.

Remove the device from the shipping carton (see Unpacking a QFX3500 Device).

Ensure that you have the following parts and tools available to mount the device on four posts in a rack:

ESD grounding strap (provided).

One pair of rear installation blades. These installation blades support the rear of the chassis and must
be installed (provided).

Eight screws to secure the chassis and rear installation blades to the rack (not provided).

Appropriate screwdriver for the mounting screws (not provided).


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/qfx3500-site-preparation-checklist.html
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A WARNING: The QFX3500 device must be supported at all four corners. Mounting the
chassis using only the front brackets will damage the chassis and can result in serious
bodily injury.

A CAUTION: If you are installing the QFX3500 device above 60 in. (152.4 cm) from the
floor, you must remove the power supplies, fan trays, and management board before
attempting to install the device, or ask someone to assist you during the installation.

A CAUTION: If you are mounting multiple devices on a rack, mount the device in the
lowest position of the rack first and proceed to mount the rest of the devices from
bottom to top.

Two Mounting Rails Procedure
To mount the device on four posts in a rack using a two-rail kit:

1. Attach the ESD grounding strap to your bare wrist and to a site ESD point.

2. With two mounting screws—and cage nuts and washers if your rack requires them—attach one of the
rear installation blades to the rear of the rack at the point where you want to mount the device.
Tighten the screws. The blade helps support the rear of the chassis. You install the second rear
installation blade after securing both front mounting brackets. See Figure 42 on page 218.

Figure 42: Installing an Installation Blade in a Rack
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3. Grasp both sides of the device, lift it, and position it in the rack so that the blade receptacle at the
rear of the chassis catches and slides onto the installation blade. See Figure 43 on page 219.

TIP: If someone is assisting you, have one person stand at the rear of the rack where the
installation blade is installed, to help guide the device onto the installation blade.

Figure 43: Mounting the QFX3500 Device on Four Posts in a Rack Using a Two-Rail Kit
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4. Align the holes in the front brackets on the chassis with the holes in the rack. Ensure that the chassis
is level.

5. With four mounting screws—and cage nuts and washers if your rack requires them—secure the front
of the device to the rack. Insert the first screw on the opposite corner from the rear installation blade
you installed. Tighten the screws.

6. Ensure that the device chassis is level by verifying that all the screws on the front of the rack are
aligned with the screws at the back of the rack.

7. With two mounting screws—and cage nuts and washers if your rack requires them—slide the second
rear mounting blade into the blade receptacle on the chassis, and secure it to the rear of the rack by
tightening the screws. You might need to loosen and adjust the first mounting blade to install the
second blade.

Four Mounting Rails Procedure
To mount the device on four posts in a rack using a four -rail kit:

1. Attach the ESD grounding strap to your bare wrist and to a site ESD point.



8.

Decide whether the management end of the device or the ports are to be placed at the front of the
rack.

Align the holes in the mounting rail with the button fasteners on the side of the device and slide the
holes over the fasteners to click into place. See Figure 44 on page 220 to see the proper alignment.

Figure 44: Attaching a Mounting Rail to the QFX3500

With three mounting screws—and cage nuts and washers if your rack requires them—attach the
mounting rail to the device. Tighten the screws.

Repeats steps 3 and 4 on the opposite side of the device. One end of the device now has front
facing mounting holes, the other end none.

With two mounting screws—and cage nuts and washers if your rack requires them—attach one of
the rear installation blades to the rear of the rack at the point where you want to mount the device.
Tighten the screws. The blade helps support the rear of the chassis. You install the second rear
installation blade after securing both front mounting brackets. See Figure 42 on page 218 for detail
on installing the rear blade.

Grasp both sides of the device, lift it, and position it in the rack so that the blade receptacle at the
rear of the chassis catches and slides onto the installation blade. See Figure 45 on page 220.

Figure 45: Slide Mounting Rail onto the Rear Mounting Blade
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Align the holes in the mounting brackets with the holes in the rack. Ensure that the chassis is level.
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9.  With four front mounting screws-and cage nuts and washers if your rack requires them-attach the
mounting bracket to the rack. Insert the first screw on the opposite corner from the mounting
blade. Tighten the screws.

10. Ensure that the switch chassis is level by verifying that the screws on the front of the rack are
aligned with the screws at the back of the rack.

11. With two mounting screws—and cage nuts and washers if your rack requires them—slide the
second rear mounting blade into the blade receptacle on the mounting blade, and secure it to the
rear of the rack by tightening the screws. You might need to loosen and adjust the other mounting
blade to install the second blade.

Rack-Mounting and Cabinet-Mounting Warnings
Connecting AC Power to a QFX3500, QFX3600, or QFX3600-1 Device
Configuring a QFX3500 Device as a Standalone Switch

Connecting Earth Ground to a QFX3500 Device

To meet safety and electromagnetic interference (EMI) requirements and to ensure proper operation,
you must connect the QFX3500 device to earth ground before you connect it to power.

For installations that require a separate grounding conductor to the chassis, you must attach a protective
earthing terminal bracket on the QFX3500 device left front mounting bracket to connect to the earth
ground (see Figure 46 on page 222).

Before you connect earth ground to the protective earthing terminal of a QFX3500 device, ensure that a
licensed electrician has attached an appropriate grounding lug to the grounding cable.

A CAUTION: Using a grounding cable with an incorrectly attached lug can damage the
device.

NOTE: Mount your device in the rack or cabinet before attaching the grounding lug to the
device. See Mounting a QFX3500 Device in a Rack or Cabinet.

Ensure that you have the following parts and tools available:


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/configuration/qfx3500-initial-configuration-cli.html

e Protective earthing terminal bracket—This L-shaped bracket attaches to a post on the QFX3500
device left front mounting bracket, providing a protective earthing terminal for the device. This
bracket is provided in the accessory kit.

¢ Grounding cable for your QFX3500 device—The grounding cable must be 14 AWG (2 mm?),
minimum 90° C wire, or as permitted by the local code.

e Grounding lug for your grounding cable—The grounding lug required is a Panduit LCD10-10A-L or
equivalent. This grounding lug is provided in the accessory kit.

o Three M4 hex nuts with integrated washers—One nut and washer are required to secure the
grounding lug bracket to the left front mounting bracket, and two nuts and washers are used to
secure the grounding lug to the grounding lug bracket protective earthing terminal. Four nuts are
provided in the accessory kit.

e 7-mm wrench or socket with driver to attach all three nuts.

An AC-powered QFX3500 device chassis gains additional grounding when you plug the power supply in
the device into a grounded AC power outlet by using an AC power cord appropriate for your
geographical location. See AC Power Cord Specifications for a QFX Series Device.

To connect earth ground to a QFX3500 device:

1. Secure the provided protective earthing terminal bracket to the threaded post on the QFX3500
device left front mounting bracket with the nut provided. The posts on the protective earthing
terminal bracket should point to the left. See Figure 46 on page 222.

Figure 46: Connecting a Grounding Cable to a QFX3500 Device

2. Connect one end of the grounding cable to a proper earth ground, such as the rack in which the
device is mounted.



3. Place the grounding lug attached to the grounding cable over the protective earthing terminal on the
protective earthing terminal bracket.

4. Secure the grounding lug to the protective earthing terminal with two nuts.

5. Dress the grounding cable and ensure that it does not touch or block access to other device
components and that it does not drape where people could trip over it.

General Safety Guidelines and Warnings

Grounded Equipment Warning

Connecting AC Power to a QFX3500, QFX3600, or QFX3600-/ Device
Connecting DC Power to a QFX3500, QFX3600, or QFX3600-1 Device

Connecting AC Power to a QFX3500, QFX3600, or QFX3600-I Device

Ensure that you have a power cord appropriate for your geographical location available to connect AC
power to the device.

Before you begin connecting AC power to the device:

e Ensure that you have taken the necessary precautions to prevent electrostatic discharge (ESD)
damage (see Prevention of Electrostatic Discharge Damage).

e Ensure that you have connected the device chassis to earth ground.

A CAUTION: Before you connect power to the device, a licensed electrician must attach
a cable lug to the grounding and power cables that you supply. A cable with an
incorrectly attached lug can damage the device (for example, by causing a short circuit).

To meet safety and electromagnetic interference (EMI) requirements and to ensure
proper operation, you must connect the chassis to earth ground before you connect it
to power. For installations that require a separate grounding conductor to the chassis,
use the protective earthing terminal on the device chassis to connect to the earth
ground. For instructions on connecting earth ground, see Connecting Earth Ground to
a QFX3500 Device or Connecting Earth Ground to QFX3600 or QFX3600-/ Devices.
The device gains additional grounding when you plug the power supply in the device
into a grounded AC power outlet by using the AC power cord appropriate for your
geographical location (see AC Power Cord Specifications for a QFX Series Device).



Install the power supply in the chassis. For instructions on installing a power supply in a QFX3500
device, see Installing a Power Supply in a QFX3500 Device. For instructions on installing a power
supply in a QFX3600 or QFX3600-1 device, see Installing a Power Supply in a QFX3600 or
QFX3600-I Device.

The QFX3500, QFX3600, and QFX3600-1 devices are shipped from the factory with two 650 W power
supplies pre-installed. Each power supply is a hot-removable and hot-insertable field-replaceable unit

(FRU) when the second power supply is installed and running. You can install replacement power

supplies without powering off the device or disrupting the switching function.

NOTE: Each power supply must be connected to a dedicated power source outlet.

To connect AC power to a QFX3500, QFX3600, or QFX3600-1 device:

1. Attach the grounding strap to your bare wrist and to a site ESD point.

Ensure that the power supplies are fully inserted in the chassis and the latches are secure. If only one
power supply is installed, ensure a that blank cover panel is installed over the second power supply
slot.

Locate the power cord or cords shipped with the device; the cords have plugs appropriate for your
geographical location. See AC Power Cord Specifications for a QFX Series Device.

A WARNING: Ensure that the power cord does not block access to device components
or drape where people can trip on it.

Connect each power supply to the power sources. Insert the coupler end of the power cord into the
AC power cord inlet on the AC power supply faceplate.

Push the power cord retainer onto the power cord (see Figure 47 on page 224 or Figure 48 on page
225).

Figure 47: Connecting an AC Power Cord to an AC Power Supply in a QFX3500 Device
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Figure 48: Connecting an AC Power Cord to an AC Power Supply in a QFX3600 or QFX3600-I
Device

A A
I \,;‘_,::_‘.:_-\\
i \
Pk,
i \__. :E\J
i 1” ]
f e - = _
—m i\ ﬁr"’ = i

H = ] =

qos0218

6. If the AC power source outlet has a power switch, set it to the OFF (O) position.

NOTE: The device powers on as soon as power is provided to the power supply. There is no
power switch on the device.

7. Insert the power cord plug into an AC power source outlet.
8. If the AC power source outlet has a power switch, set it to the ON (|) position.
9. Verify that the AC and DC LEDs on each power supply are lit green.

If the amber fault LED is lit, remove power from the power supply, and replace the power supply (see
Removing a Power Supply from a QFX3500 Device or Removing a Power Supply from a QFX3600 or
QFX3600-1 Device). Do not remove the power supply until you have a replacement power supply
ready: the power supplies or a blank cover panel must be installed in the device to ensure proper
airflow.

A CAUTION: Replace a failed power supply with a blank panel or new power supply
within 1 minute of removal to prevent chassis overheating.

AC Power Supply for a QFX3500, QFX3600, or QFX3600-I Device
AC Power Supply LEDs on a QFX3500, QFX3600, or QFX3600-I Device
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Connecting DC Power to a QFX3500, QFX3600, or QFX3600-I Device

Before you begin connecting DC power to the device:

e Ensure that you have taken the necessary precautions to prevent electrostatic discharge (ESD)
damage (see Prevention of Electrostatic Discharge Damage).

o Ensure that you have connected the device chassis to earth ground.

A CAUTION: Before you connect power to the device, a licensed electrician must attach
a cable lug to the grounding and power cables that you supply. A cable with an
incorrectly attached lug can damage the device (for example, by causing a short circuit).
To meet safety and electromagnetic interference (EMI) requirements and to ensure
proper operation, you must connect the chassis to earth ground before you connect it
to power. For installations that require a separate grounding conductor to the chassis,
use the protective earthing terminal on the device chassis to connect to the earth
ground. For instructions on connecting earth ground, see Connecting Earth Ground to
a QFX3500 Device or Connecting Earth Ground to QFX3600 or QFX3600-/ Devices.

¢ Install the power supply in the chassis. For instructions on installing a power supply in a QFX3500
device, see Installing a Power Supply in a QFX3500 Device. For instructions on installing a power
supply in a QFX3600 or QFX3600-1 device, see Installing a Power Supply in a QFX3600 or
QFX3600-I Device

Ensure that you have the following parts and tools available:

e DC power source cables (14-16 AWG) with ring lug (Molex 190700069 or equivalent) (not provided)
e Phillips (+) screwdriver, number 2 (not provided)

e Multimeter (not provided)

The QFX3500, QFX3600, and QFX3600-1 devices are shipped from the factory with two 650 W power
supplies pre-installed. Each power supply is a hot-removable and hot-insertable field-replaceable unit
(FRU) when the second power supply is installed and running. You can install replacement power
supplies without powering off the device or disrupting the switching function.

A WARNING: DC-powered QFX3500, QFX3600 and QFX3600-I devices are intended for
installation only in a restricted access location.
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NOTE: The battery returns of the DC power supply should be connected as an isolated DC
return (DC-I).

To connect DC power to a QFX3500, QFX3600 or QFX3600-I device:

Attach the grounding strap to your bare wrist and to a site ESD point.

2. \Verify that the DC power cables are correctly labeled before making connections to the power
supply. In a typical power distribution scheme where the return is connected to chassis ground at
the battery plant, you can use a multimeter to verify the resistance of the -48V and RTN DC cables
to chassis ground:

e The cable with very low resistance (indicating a closed circuit) to chassis ground is positive (+)
and will be installed on the V+ (return) DC power input terminal.

e The cable with very high resistance (indicating an open circuit) to chassis ground is negative (-)
and will be installed on the V- (input) DC power input terminal.

A CAUTION: You must ensure that power connections maintain the proper polarity.
The power source cables might be labeled (+) and (-) to indicate their polarity.
There is no standard color coding for DC power cables. The color coding used by
the external DC power source at your site determines the color coding for the leads
on the power cables that attach to the DC power input terminals on each power
supply.

3. Ensure that the input circuit breaker is open so that the voltage across the DC power source cable
leads is O V and that the cable leads do not become active while you are connecting DC power.

NOTE: The V+ terminals are referred to as +RTN, and V- terminals are referred to as -48 V
in DC Power Wiring Sequence Warning and DC Power Electrical Safety Guidelines.

4. Ensure that the power supplies are fully inserted in the chassis.

5. Remove the terminal block cover. The terminal block cover is a piece of clear plastic that snaps into
place over the terminal block (see Figure 49 on page 229).

6. Remove the screws on the terminals using the screwdriver. Save the screws.

A WARNING: Ensure that the power cables do not block access to device
components or drape where people can trip on them.



7. Connect each power supply to the power sources. Secure power source cables to the power
supplies by screwing the ring lugs attached to the cables to the appropriate terminals by using the
screw from the terminals (see Figure 50 on page 230 and Figure 49 on page 229).

& CAUTION: The DC power supply has four terminals labeled V+, V+, V-, and V- for
connecting DC power source cables labeled positive (+) and negative (-). The V+
terminals are shunted internally together, as are the V- terminals. The same polarity
terminal can be wired together from the same source to provide an additional
current path in a higher power chassis. Do not connect the terminals to different
sources. For example, connect -48 V from DC source feed A to the input terminals
of one power supply and connect -48 V from feed B to the input terminals of the
second power supply on the other side of the chassis. This configuration provides
the commonly deployed A/B feed redundancy for the system.

a. Secure the ring lug of the positive (+) DC power source cable to the V+ terminal on the DC
power supply.

b. Secure the ring lug of the negative (-) DC power source cable to the V- terminal on the DC
power supply.

c. Tighten the screws on the power supply terminals until snug using the screwdriver. Do not
overtighten—apply between 5 in-lb (0.56 Nm) and 6 in-lb (0.68 Nm) of torque to the screws.
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Figure 49: DC Power Supply Faceplate for a QFX3500, QFX3600 or QFX3600-1 Device
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2— Shunt negative input terminals 6— Fault LED
3— Terminal block 7— Output LED
4— Ejector lever 8— Input LED

A CAUTION: The V+ terminals are shunted internally together, as are the V-
terminals. The same polarity terminal can be wired together from the same source
to provide an additional current path in a higher power chassis. Do not connect the
terminals to different sources.



Figure 50: Securing Ring Lugs to the Terminals on the QFX3500, QFX3600 or QFX3600-1 DC
Power Supply
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Replace the terminal block cover.

Close the input circuit breaker.

NOTE: The device powers on as soon as power is provided to the power supply. There is no

power switch on the device.

10. Verify that the IN and OUT LEDs on the power supply are lit green and are on steadily.

DC Power Supply for a QFX3500, QFX3600, or QFX3600-1 Device
DC Power Supply LEDs on a QFX3500, QFX3600, or QFX3600-1 Device

Connecting a QFX Series Device to a Management Console

Ensure that you have an RJ-45 to DB-9 rollover cable available. An RJ-45 cable with an RJ-45 to DB-9
adapter is provided with the device.

NOTE: If your laptop or PC does not have a DB-9 plug connector pin and you want to connect
your laptop or PC directly to the QFX Series, use a combination of the RJ-45 cable and RJ-45 to
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DB-9 adapter supplied with the device and a USB to DB-9 plug adapter. You must provide the
USB to DB-9 plug adapter.

The QFX Series has a console port with an RJ-45 connector. Use the console port to connect the device
to a management console or to a console server.

To connect the QFX Series to a management console (see Figure 51 on page 231 and Figure 52 on page
231):

1. Connect one end of the Ethernet cable to the console port (labeled CON).

2. Connect the other end of the Ethernet cable into the console server (see Figure 51 on page 231) or
management console (see Figure 52 on page 231).

Figure 51: Connecting the QFX Series to a Management Console Through a Console Server
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Figure 52: Connecting the QFX Series Directly to a Management Console
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Console Port Connector Pinout Information

Configuring Junos OS to Set Console and Auxiliary Port Properties
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Installing a QFX5100 Node Device
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QFX5100 Standalone Installation Overview

You can mount a QFX5100 device:

e Flush with the front of a 19-in. four-post rack. Use the standard mounting brackets provided with the
switch for this configuration.

e Recessed 2 in. (5 cm) from the front of a 19-in. four-post rack. Use the extension bracket provided in
the standard mounting kit for this configuration. Recessed mounting is primarily used in enclosed
cabinets.

To install and connect a QFX5100 device:

1. Follow the instructions in Unpack a QFX5100 Device.
2. Determine how the device is to be mounted.
Flush or recessed mounted in a rack or cabinet, see Mount a QFX5100 Device in a Rack or Cabinet.

3. Follow the instructions in:

a. Connecting Earth Ground to a QFX5100 Device
b. Connecting AC Power to a QFX5100 Device or Connecting DC Power to a QFX5100 Device

c. Register Products—Mandatory to Validate SLAs
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4. Depending on how you plan to use the QFX5100 device, do one of the following:

If you are using the QFX5100 device as a standalone switch, follow the instructions in Configure a
QFX5100 Device.

If you are using the QFX5100 device as a Node device in a QFX3000-G QFabric system, see
QFX3000-G QFabric System Installation Overview for information about the steps to install and
configure your QFX3000-G QFabric system.

If you are using the QFX5100 device as a Node device in a QFX3000-M QFabric system, see
"QFX3000-M QFabric System Installation Overview" on page 119 for information about the steps
to install and configure your QFX3000-M QFabric system.

If you are using a QFX5100-24Q as an Interconnect device in a QFX3000-M QFabric system, see
"Connecting a QFX5100 Node Device to a QFX5100-24Q Interconnect Device" on page 316.

If you are using the QFX5100 device in a Virtual Chassis Fabric, see Connecting a QFX5100
Device in a Virtual Chassis Fabric.

Unpack a QFX5100 Device

The QFX5100 switch chassis is a rigid sheet-metal structure that houses the hardware components. A
QFX5100 device is shipped in a cardboard carton, secured with foam packing material. The carton also
contains an accessory box and quick start instructions.

A CAUTION: QFX5100 devices are maximally protected inside the shipping carton. Do

not unpack the switch until you are ready to begin installation.

To unpack a QFX5100 device:

1. Move the shipping carton to a staging area as close to the installation site as possible, but where you
have enough room to remove the system components.

2. Position the carton so that the arrows are pointing up.

3. Open the top flaps on the shipping carton.

4. Remove the accessory box and verify the contents against the inventory included in the box. Table 53
on page 234 lists the inventory of components supplied with a QFX5100 device.

5. Pull out the packing material holding the switch in place.

6. Verify the chassis components received:

Two power supplies

Fan modules
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e Five fan modules for 1 U devices

e Three fan modules for 2 U devices

NOTE: Product SKU QFX5100-24Q: If you ordered the optional high-speed uplink modules,
they are packaged as components and must be installed in the switch

7. Save the shipping carton and packing materials in case you need to move or ship the switch later.

Table 53: Inventory of Components Supplied with a QFX5100 Device

Component Quantity
Chassis with five fan modules and two power supplies. The QFX5100-96S has three fan modules. 1
Rear mounting blades 2
Front mounting brackets 2
Extension brackets 2
RJ-45 cable and RJ-45 to DB-9 adapter 1
Power cords (AC systems only) 2

Mount a QFX5100 Device in a Rack or Cabinet
QFX5100 Standalone Installation Overview
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Mount a QFX5100 Device in a Rack or Cabinet

IN THIS SECTION

Before You Begin Rack Installation | 235

Four-Post Procedure | 236

You can mount all QFX5100 switches on a four post 19-in. rack or cabinet using the mounting kit
provided with the device.

For four post rack or cabinet installations, the mounting kit contains two front mounting rails with two
matching rear mounting blades. This configuration allows either end of the switch to be mounted flush
with the rack and still be adjustable for racks with different depths.

(The remainder of this topic uses “rack” to mean “rack or cabinet.”) The front and rear rack rails must be
spaced between 28.5 in. (72.4 cm) to 31.5 in. (80 cm) front to back.

Before You Begin Rack Installation
Before you begin mounting a QFX5100 switch in the rack or cabinet:

1. Ensure that you understand how to prevent electrostatic discharge (ESD) damage. See Prevention of
Electrostatic Discharge Damage.

2. Verify that the site meets the requirements described in Site Preparation Checklist for a QFX5100
Device.

3. Place the rack in its permanent location, allowing adequate clearance for airflow and maintenance,
and secure it to the building structure.

4. Read General Site Guidelines, with particular attention to QFX5100 Installation Safety Guidelines.
5. Remove the switch from the shipping carton (see Unpack a QFX5100 Device).

6. Ensure that you have the following parts and tools available to mount the switch in a rack:

e ESD grounding strap (not provided).
e Blades, rails, or brackets (provided).
e For four-post installations:

e One pair of rear mounting blades. These mounting blades support the rear of the chassis
and must be installed (provided).
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e One pair of front mounting rails. The mounting blades slide into the mounting rails to
support the switch (provided).

e Screws to secure the mounting rails to the chassis (provided).
e Twelve screws for 1 U chassis
e Twenty-four screws for QFX5100-96S
e Eight screws to secure the chassis and rear installation blades to the rack (not provided).
e Appropriate screwdriver for the mounting screws (not provided).
e Two power cords with plugs appropriate to your geographical location (provided).
e RJ-45 cable and RJ-45 to DB-9 serial port adapter (provided).
e Management host, such as a PC laptop, with a serial port (not provided).

Optional equipment: Grounding cable kit with bracket, lug, and three nuts with integrated washers.

A WARNING: The 1 U versions of QFX5100 switches must be supported at all four
corners. Mounting the chassis using only the front brackets will damage the chassis and
can result in serious bodily injury.

CAUTION: All QFX5100 switches require two people for installation, one person to lift

A the switch into place and another person to attach the switch to the rack. If you are
installing the QFX5100 switch above 60 in. (152.4 cm) from the floor, you can remove
the power supplies and fan modules to minimize the weight before attempting to install
the switch.

A CAUTION: If you are mounting multiple switches on a rack, mount the switch in the
lowest position of the rack first. Proceed to mount the rest of the switches from the
bottom to the top of the rack to minimize the risk of the rack toppling.

Four-Post Procedure
To mount the switch on four posts in a rack using the provided mounting kit:

1. Attach the ESD grounding strap to your bare wrist and to a site ESD point.

2. Decide whether the Field Replaceable Unit (FRU) end of the switch or the port end is to be placed at
the front of the rack. Position the switch in such a manner that the AIR IN labels on components are
next to the cold aisle and AIR OUT labels on components are next to the hot aisle.
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3. Align the holes in the mounting rail with the holes on the side of the chassis. See Figure 53 on page
237 through Figure 55 on page 237 for examples the proper alighment of 1 U and 2 U chassis
systems.

Figure 53: Attaching Mounting Rails to the QFX5100-24Q
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4. Attach the mounting rail to the switch using the mounting screws (and cage nuts and washers if your
rack requires them). Tighten the screws.

5. Repeats steps 4 and 5 on the opposite side of the switch.
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6. Have one person grasp both sides of the switch, lift it, and position it in the rack so that the front
bracket is aligned with the rack holes.

7. Have a second person secure the front of the switch to the rack using four mounting screws (and
cage nuts and washers if your rack requires them.) Tighten the screws. See Figure 56 on page 238
and Figure 57 on page 238 for examples of connecting the mounting rails and blades.

Figure 56: Attach 1 U Switch to Rack
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Figure 57: Slide Mounting Rail onto the QFX5100-96S Rear Mounting Blade
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8. Continue to support the switch while sliding the rear mounting-blades into the channel of the side
mounting-rails and securing the blades to the rack. Use the four mounting screws (and cage nuts and
washers if your rack requires them) to attach each blade to the rack. (Use eight front-mounting
screws for the QFX5100-96S.) Tighten the screws. See Figure 58 on page 239.



Figure 58: Slide Mounting Blade into 1 U Mounting Rail
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9. Ensure that the switch chassis is level by verifying that all the screws on the front of the rack are
aligned with the screws at the back of the rack.

Connecting Earth Ground to a QFX5100 Device

To meet safety and electromagnetic interference (EMI) requirements and to ensure proper operation,
you must connect the QFX5100 device to earth ground before you connect it to power.

You must install the QFX5100 in a restricted-access location and ensure that the chassis is always
properly grounded. The QFX5100 has a two-hole protective grounding terminal provided on the chassis.
See Figure 59 on page 240. We recommend that you use this protective grounding terminal as the
preferred method for grounding the chassis regardless of the power supply configuration. However, if
additional grounding methods are available, you can also use those methods. For example, you can use
the grounding wire in the AC power cord or use the grounding terminal or lug on a DC power supply.
This tested system meets or exceeds all applicable EMC regulatory requirements with the two-hole
protective grounding terminal.

Before you connect earth ground to the protective earthing terminal of a QFX5100 device, ensure that a
licensed electrician has attached an appropriate grounding lug to the grounding cable.

A CAUTION: Using a grounding cable with an incorrectly attached lug can damage the
switch.

NOTE: Mount your switch in the rack or cabinet before attaching the grounding lug to the
switch. See Mount a QFX5100 Device in a Rack or Cabinet.

Ensure that you have the following parts and tools available:
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e Protective earthing terminal bracket—This bracket attaches to the QFX5100 switch chassis through
the left front mounting bracket, providing a protective earthing terminal for the switch.

e Grounding cable for your QFX5100 device—The grounding cable must be 14 AWG (2 mm?),
minimum 90° C wire, or as permitted by the local code.

e Grounding lug for your grounding cable—The grounding lug required is a Panduit LCD10-10A-L or
equivalent.

o Two SAE 10-32 washers and screws—To attach the grounding lug to the protective earthing terminal.
e Screwdriver to attach the screws.

An AC-powered QFX5100 switch chassis gains additional grounding when you plug the power supply in
the switch into a grounded AC power outlet by using an AC power cord appropriate for your
geographical location. See AC Power Cord Specifications for a QFX Series Device.

To connect earth ground to a QFX5100 device:

1. Attach one end of the grounding cable to an appropriate earth ground site, such as the mounting
rack.

2. Position the grounding lug over the protective earthing terminal on the side of the chassis, which is
visible through the mounting bracket.

3. Secure the grounding lug to the protective earthing terminal with the washers and screws. See Figure
59 on page 240 and Figure 60 on page 241.

Figure 59: Connecting a Grounding Cable to a 1 U QFX5100 Device




Figure 60: Connecting a Grounding Cable to the 2 U QFX5100-96S Device
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4. Dress the grounding cable and ensure that it does not touch or block access to other device
components and that it does not drape where people could trip over it.

General Safety Guidelines and Warnings

Grounded Equipment Warning

Connecting AC Power to a QFX5100 Device

Ensure that you have a power cord appropriate for your geographical location available to connect AC
power to the switch.

Before you begin connecting AC power to the switch:

e Ensure that you have taken the necessary precautions to prevent electrostatic discharge (ESD)
damage (see Prevention of Electrostatic Discharge Damage).

o Ensure that you have connected the switch chassis to earth ground.

& CAUTION: Before you connect power to the switch, a licensed electrician must attach
a cable lug to the grounding and power cables that you supply. A cable with an
incorrectly attached lug can damage the switch (for example, by causing a short
circuit).



To meet safety and electromagnetic interference (EMI) requirements and to ensure
proper operation, you must connect the chassis to earth ground before you connect it
to power. For installations that require a separate grounding conductor to the chassis,
use the protective earthing terminal on the switch chassis to connect to the earth
ground. For instructions on connecting earth ground, see Connecting Earth Ground to
a QFX5100 Device. The switch gains additional grounding when you plug the power
supply in the switch into a grounded AC power outlet by using the AC power cord
appropriate for your geographical location (see AC Power Supply for a QFX5100
Device).

o Install the power supply in the chassis. For instructions on installing a power supply in a QFX5100
device, see Installing a Power Supply in a QFX5100 Device.

The QFX5100 is shipped from the factory with two power supplies. Each power supply is a hot-
removable and hot-insertable field-replaceable unit (FRU) when the second power supply is installed and
running. You can install replacement power supplies in the two slots next to the fan modules without
powering off the switch or disrupting the switching function.

NOTE: Each power supply must be connected to a dedicated power source outlet.

To connect AC power to a QFX5100 device:

1. Attach the grounding strap to your bare wrist and to a site ESD point.

2. Ensure that the power supplies are fully inserted in the chassis and the latches are secure. If only one
power supply is installed, ensure a that blank cover panel is installed over the second power supply
slot.

3. Locate the power cord or cords shipped with the switch; the cords have plugs appropriate for your
geographical location. See AC Power Cord Specifications for a QFX Series Device.

A WARNING: Ensure that the power cord does not block access to device components
or drape where people can trip on it.

4. Connect each power supply to the power sources. Insert the coupler end of the power cord into the
AC power cord inlet on the AC power supply faceplate.

5. Push the power cord retainer onto the power cord (see Figure 61 on page 243 and Figure 62 on page
243).
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Figure 61: Connecting an AC Power Cord to an AC Power Supply in a 1 U QFX5100 Device
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1— Power cord retainer

Figure 62: Connecting an AC Power Cord to an AC Power Supply in a 2 U QFX5100 Device

o

. If the AC power source outlet has a power switch, set it to the OFF (O) position.

NOTE: The switch powers on as soon as power is provided to the power supply. There is no
power switch on the device.

7. Insert the power cord plug into an AC power source outlet.
8. If the AC power source outlet has a power switch, set it to the ON (|) position.
9. Verify that the AC and DC LEDs on each power supply are lit green.

If the amber fault LED is lit, remove power from the power supply, and replace the power supply (see
Removing a Power Supply from a QFX5100 Device ). Do not remove the power supply until you have
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a replacement power supply ready: the power supplies or a blank cover panel must be installed in the
switch to ensure proper airflow.

A CAUTION: Replace a failed power supply with a blank panel or new power supply
within 1 minute of removal to prevent chassis overheating.

A CAUTION: A system reboot with Routing Engine FPGA version 7.1 might not
successfully boot the Junos OS software. In case of a system reboot failure, you need
to power cycle the switch. To check the current FPGA version, issue the show chassis
firmware command.

Connecting DC Power to a QFX5100 Device

Before you begin connecting DC power to the switch:

e Ensure that you have taken the necessary precautions to prevent electrostatic discharge (ESD)
damage (see Prevention of Electrostatic Discharge Damage).

e Ensure that you have connected the switch chassis to earth ground.

A CAUTION: Before you connect power to the switch, a licensed electrician must attach
a cable lug to the grounding and power cables that you supply. A cable with an
incorrectly attached lug can damage the switch (for example, by causing a short
circuit).

To meet safety and electromagnetic interference (EMI) requirements and to ensure
proper operation, you must connect the chassis to earth ground before you connect it
to power. For installations that require a separate grounding conductor to the chassis,
use the protective earthing terminal on the switch chassis to connect to the earth
ground. For instructions on connecting earth ground, see Connecting Earth Ground to
a QFX5100 Device.

¢ Install the power supply in the chassis. For instructions on installing a power supply in a QFX5100
device, see Installing a Power Supply in a QFX5100 Device.

Ensure that you have the following parts and tools available:
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e DC power source cables (14-16 AWG) with ring lug (Molex 190700069 or equivalent) (not provided)
e Phillips (+) screwdriver, number 2 (not provided)
e Multimeter (not provided)

The QFX5100 is shipped from the factory with two power supplies. Each power supply is a hot-
removable and hot-insertable field-replaceable unit (FRU) when the second power supply is installed and
running. You can install replacement power supplies in the two slots next to the fan modules without
powering off the switch or disrupting the switching function.

A WARNING: DC-powered QFX5100 devices are intended for installation only in a
restricted access location.

NOTE: The battery returns of the DC power supply must be connected as an isolated DC return
(DC-I).

To connect DC power to a QFX5100 device:

Attach the grounding strap to your bare wrist and to a site ESD point.

2. Verify that the DC power cables are correctly labeled before making connections to the power
supply. In a typical power distribution scheme where the return is connected to chassis ground at
the battery plant, you can use a multimeter to verify the resistance of the -48V and RTN DC cables
to chassis ground:

e The cable with very low resistance (indicating a closed circuit) to chassis ground is positive (+)
and will be installed on the V+ (return) DC power input terminal.

e The cable with very high resistance (indicating an open circuit) to chassis ground is negative (-)
and will be installed on the V- (input) DC power input terminal.

A CAUTION: You must ensure that power connections maintain the proper polarity.
The power source cables might be labeled (+) and (-) to indicate their polarity.
There is no standard color coding for DC power cables. The color coding used by
the external DC power source at your site determines the color coding for the leads
on the power cables that attach to the DC power input terminals on each power
supply.

3. Install heat-shrink tubing insulation around the power cables.

To install heat-shrink tubing:



a. Slide the tubing over the portion of the cable where it is attached to the lug barrel. Ensure that
tubing covers the end of the wire and the barrel of the lug attached to it.

b. Shrink the tubing with a heat gun. Ensure that you heat all sides of the tubing evenly so that it
shrinks around the cable tightly.

Figure 63 on page 246 shows the steps to install heat-shrink tubing.

NOTE: Do not overheat the tubing.

Figure 63: How to Install Heat-Shrink Tubing
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Ensure that the input circuit breaker is open so that the voltage across the DC power source cable
leads is O V and that the cable leads do not become active while you are connecting DC power.

NOTE: The V+ terminals are referred to as +RTN, and V- terminals are referred to as -48 V
in DC Power Wiring Sequence Warning and DC Power Electrical Safety Guidelines.

Ensure that the power supplies are fully inserted in the chassis.

Remove the terminal block cover. The terminal block cover is a piece of clear plastic that snaps into
place over the terminal block (see Figure 64 on page 248).

Remove the screws on the terminals using the screwdriver. Save the screws.



A WARNING: Ensure that the power cables do not block access to device
components or drape where people can trip on them.

Connect each power supply to the power sources. Secure power source cables to the power
supplies by screwing the ring lugs attached to the cables to the appropriate terminals by using the
screw from the terminals (see Figure 64 on page 248 and Figure 65 on page 249 ).

The QFX5100 is designed to operate with a DC power supply that has a single, non-redundant,
feed input. For source redundancy, two DC power supplies must be installed in QFX5100; connect
source (A) to one power supply and connect source (B) to the second power supply. This
configuration provides the commonly deployed A/B feed redundancy for the system.

The terminal block of the power supply has four terminals labeled V+, V+, V-, and V- for
connecting DC power source cables labeled positive (+) and negative (-). The V+ terminals are
shunted internally together, as are the V- terminals.

A CAUTION: The connection between each power source and power supply must
include a circuit breaker.

Do not connect two sources to a single power supply because doing so can
potentially cause circulating current in feed wires whenever there is any difference
in the voltage of the two sources.

NOTE: For QFX5100-96S installations using battery backup, a single 15 A circuit breaker is
recommended.

a. Secure the ring lug of the positive (+) DC power source cable to the V+ terminal on the DC
power supply.

b. Secure the ring lug of the negative (-) DC power source cable to the V- terminal on the DC
power supply.

c. Tighten the screws on the power supply terminals until snug using the screwdriver. Do not
overtighten—apply between 5 in-lb (0.56 Nm) and 6 in-lb (0.68 Nm) of torque to the screws.
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Figure 64: DC Power Supply Faceplate for a QFX5100 Device
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1- Shunt negative input terminals (-48V) 5— ESD grounding point
2— Shunt positive input terminals (+RTN) 6— Fault LED
3— Terminal block 7— Output LED
4— Ejector lever 8— Input LED

A CAUTION: The V+ terminals are shunted internally together, as are the V-
terminals. The same polarity terminal can be wired together from the same source
to provide an additional current path in a higher power chassis. Do not connect the
terminals to different sources.



Figure 65: Securing Ring Lugs to the Terminals on the QFX5100 DC Power Supply
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9. Replace the terminal block cover.

10. Close the input circuit breaker.

NOTE: The switch powers on as soon as power is provided to the power supply. There is no
power switch on the device.

11. Verify that the IN and OUT LEDs on the power supply are lit green and are on steadily.
A CAUTION: A system reboot with Routing Engine FPGA version 7.1 might not
successfully boot the Junos OS software. In case of a system reboot failure, you

need to power cycle the switch. To check the current FPGA version, issue the show

chassis firmware command.

Connecting a QFX Series Device to a Management Console

Ensure that you have an RJ-45 to DB-9 rollover cable available. An RJ-45 cable with an RJ-45 to DB-9
adapter is provided with the device.

NOTE: If your laptop or PC does not have a DB-9 plug connector pin and you want to connect
your laptop or PC directly to the QFX Series, use a combination of the RJ-45 cable and RJ-45 to
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DB-9 adapter supplied with the device and a USB to DB-9 plug adapter. You must provide the
USB to DB-9 plug adapter.

The QFX Series has a console port with an RJ-45 connector. Use the console port to connect the device
to a management console or to a console server.

To connect the QFX Series to a management console (see Figure 66 on page 250 and Figure 67 on page
250):

1. Connect one end of the Ethernet cable to the console port (labeled CON).

2. Connect the other end of the Ethernet cable into the console server (see Figure 66 on page 250) or
management console (see Figure 67 on page 250).

Figure 66: Connecting the QFX Series to a Management Console Through a Console Server
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Figure 67: Connecting the QFX Series Directly to a Management Console
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CHAPTER 12

Cabling a Copper-Based Control Plane for the
QFX3000-M QFabric System
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Interconnecting Two EX Series Switches for QFX3000-M QFabric System
Control Plane Redundancy

Before you begin to interconnect two EX Series switches for QFX3000-M QFabric system control plane
redundancy:

¢ Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). See
Installing and Connecting a QFX3100 Director Device, Installing and Connecting a QFX3600 or
QFX3600- Device, and Installing and Connecting a QFX3500 Device.



e Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

NOTE: For a copper-based control plane network, either use EX4200-24T switches with an
SFP+ uplink module installed or use an EX4300-48T with an SFP+ uplink module installed.
For a fiber-based control plane network, use EX4200-24F switches with an SFP+ uplink
module installed or an EX4300-48P with an SFP+ uplink module installed.

e Install transceivers in ports O and 1 of the uplink module (see /nstall a Transceiver).

e For an EX4200 Switch control plane, ensure that you have installed 1-Gigabit Ethernet SFP
transceivers in each EX4200 switch uplink module. For a list of supported transceivers, see
Pluggable Transceivers Supported on EX4200 Switches.

e For an EX4300 Switch control plane, ensure that you have installed 10-Gigabit Ethernet SFP+
transceivers in each EX4300 switch uplink module. For a list of supported transceivers, see
Pluggable Transceivers Supported on EX4300 Switches.

e Ensure that you have appropriate fiber-optic cables (see Pluggable Transceivers Supported on
EX4200 Switches and Pluggable Transceivers Supported on EX4300 Switches).

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings).

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or to two EX4300 switches. For redundancy and
communication, you must connect the two EX Series switches using the Ethernet SFP+ uplink module
ports configured as a link aggregation group (LAG) (see Figure 68 on page 252).

Figure 68: QFX3000-M QFabric System Control Plane—Inter-EX Series Switch LAG Connections
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For an EX4200 control plane, use the 1-Gigabit Ethernet SFP+ uplink module ports; for an EX4300
control plane, use the 10-Gigabit Ethernet SFP+ uplink module ports. Do not mix EX4200 and EX4300
switches in the same control plane.



Specific ports have been reserved on the EX Series switches to connect to each of the QFX Series
device types. Such design simplifies installation and facilitates timely deployment of a QFabric system.

To interconnect two EX Series switches for QFabric system control plane redundancy (see Figure 68 on
page 252):

g LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the SFP optical transceiver in port O of the first EX Series switch
uplink module. Save the cap.

3. Insert the cable connector into the optical transceiver (see Figure 69 on page 253).

Figure 69: Connecting a Fiber-Optic Cable to an Optical Transceiver Installed in an EX Series Switch
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4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove
the cap. Save the cap.

5. Remove the rubber safety cap from the SFP optical transceiver in port O of the second EX Series
switch uplink module. Save the cap.

6. Insert the cable connector into the optical transceiver.
7. Repeat Step 1 through Step 6 to interconnect uplink module port 1 on both the EX Series switches.

8. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.



A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Installing and Connecting a QFX3100 Director Device
Installing and Connecting a QFX3600 or QFX3600-I Device
Installing and Connecting a QFX3500 Device

Connecting QFX3100 Director Devices in a Director Group

Before you begin to connect QFX3100 Director devices in a Director group:

e Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3008-I Interconnect Device, Installing and Connecting a QFX3600 or QFX3600-/
Device, and Installing and Connecting a QFX3500 Device.

NOTE: For a copper-based QFX3000-M QFabric system control plane network, use QFX3100
Director devices with RJ-45 network modules installed. For a fiber-based control plane
network, use QFX3100 Director devices with SFP network modules installed.

e Ensure that you have appropriate transceivers and cables available. For cable specifications, see
Cable Specifications for Copper-Based Control Plane Connections for the QFabric System and
Determining Transceiver Support for QFabric Systems.

A CAUTION: The redundant patch cables interconnecting the Director devices are critical
links required for the operation of the Director group. The two inter-Director device
links must remain connected when the Director devices are online. Although a single
inter-Director device can lose a link and regain its connection, the loss of both inter-
Director device links causes one of the Director devices to become isolated from the
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Director group. In Figure 70 on page 255 through Figure 72 on page 256, these
redundant patch cables are shown in red and connect port 3 to port 3.

A QFabric system requires two QFX3100 Director devices interconnected as a QFX3100 Director group
(see Figure 70 on page 255 through Figure 72 on page 256).

Figure 70: QFX3100 Director Group Control Plane Connections for QFX3000-G QFabric System Using
Copper-Based Control Plane
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Figure 71: QFX3100 Director Group Control Plane Connections for QFX3000-G QFabric System Using
Fiber-Based Control Plane
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Figure 72: QFX3100 Director Group Control Plane Connections for QFX3000-M QFabric System
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The second QFX3100 Director device provides redundancy for the control plane and management
network.

To connect QFX3100 Director devices in a Director group (see Figure 70 on page 255):

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. Connect the port labeled 3 on the first network module on one of the Director devices to the
corresponding port (labeled 3) on the first network module on the second Director device.

2. Connect the port labeled 3 on the second network module on one of the Director devices to the
corresponding port (labeled 3) on the second network module on the second Director device.

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-G QFabric System Control
Plane Network

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-G QFabric System Control Plane
Network

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Troubleshooting QFX3100 Director Device Isolation




Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX3100 Director device to the copper-based QFX3000-M QFabric
system control plane network:

¢ Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). See
Installing and Connecting a QFX3100 Director Device, Installing and Connecting a QFX3600 or
QFX3600-I Device, and Installing and Connecting a QFX3500 Device.

e Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

NOTE: Use either EX4200-24T switches with an SFP+ uplink module installed or use an
EX4300-48T with an SFP+ uplink module installed.

e Install transceivers in ports O and 1 of the uplink module (see /nstall a Transceiver).

e For an EX4200 Switch control plane, ensure that you have installed 1-Gigabit Ethernet SFP
transceivers in each EX4200 switch uplink module. For a list of supported transceivers, see
Pluggable Transceivers Supported on EX4200 Switches.

e For an EX4300 Switch control plane, ensure that you have installed 10-Gigabit Ethernet SFP+
transceivers in each EX4300 switch uplink module. For a list of supported transceivers, see
Pluggable Transceivers Supported on EX4300 Switches.

¢ Interconnect the two EX Series switches. See "Interconnecting Two EX Series Switches for
QFX3000-M QFabric System Control Plane Redundancy" on page 251.

e Connect the two QFX3100 Director devices to create a Director group. See Connecting QFX3100
Director Devices in a Director Group.

e Ensure that you have four RJ-45 patch cables available for each Director device. For cable
specifications, see Cable Specifications for Copper-Based Control Plane Connections for the QFabric
System.

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX3100 Director
devices have two 4-port network modules. Use the network module ports to connect the QFX3100
Director group to the EX Series switches (see Figure 73 on page 258).



Figure 73: QFX3100 Director Group to EX Series Switch Connections for QFX3000-M QFabric System
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Use the following QFX3100 Director devices and EX Series switches for a copper-based QFX3000-M
QFabric system control plane network:

e QFX3100 Director devices with 1000BASE-T network modules installed. Each 1000BASE-T network
module provides four 1000BASE-T ports (labeled O through 3) with RJ-45 connectors.

e EX4200-24T or EX4300-48T switches with an SFP+ uplink module installed.

Specific ports have been reserved on the EX Series switches to connect to each of the QFX Series
device types. Such design simplifies installation and facilitates timely deployment of a QFabric system.

To connect a QFX3100 Director device to the copper-based QFX3000-M QFabric control plane
network (see Figure 73 on page 258):

1. Connect both network modules on the first Director device (labeled DGO in Figure 73 on page 258)
to the two EX4200 or EX4300 switches (labeled EX0 and EX1 in Figure 73 on page 258). You
connect the first two ports (labeled 0 and 1) on the first network module to the first EX Series switch
(EX0). You connect the first two ports on the second network module (also labeled 0 and 1) to the
second EX Series switch (EX1). The ports used are the same on each EX Series switch.

Table 54: QFX3100 Director Device-to-EX Series Switch Control Plane Port Assignments for DGO

Network Module Port O Network Module Port 1 Network Module Port 3

EX Series switch port EX Series switch port Connect this port to the identical port on the other
ge-0/0/20 ge-0/0/21 Director device. See Connecting QFX3100
Director Devices in a Director Group.

2. Connect both network modules on the second Director device (labeled DG1 in Figure 73 on page
258) to the two EX4200 or EX4300 switches (labeled EX0 and EX1 in Figure 73 on page 258). You
connect the first two ports on the first network module to the first EX Series switch (EX0). You



connect the first two ports on the second network module to the second EX Series switch (EX1). The
ports used are the same on each EX Series switch.

Table 55: Second QFX3100 Director Device-to-EX Series Switch Control Plane Port Assignments
for DG1

Network Module Port O Network Module Port 1 Network Module Port 3

EX Series switch port EX Series switch port Connect this port to the identical port on the other
ge-0/0/22 ge-0/0/23 Director device. See Connecting QFX3100
Director Devices in a Director Group.

‘ Installing and Connecting a QFX3100 Director Device

Connecting a QFX3100 Director Device to a Network for Out-of-Band
Management

Ensure that you have an RJ-45 patch cable available.

Use the management port on your QFX3100 Director device to connect each Director device in your

Director group to your out-of-band management network.

NOTE: You cannot use the management port to perform the initial configuration of the
QFX3100 Director device. You must configure the management port before you can successfully
connect to the QFX3100 Director device using this port. See Performing the QFabric System
Initial Setup on a QFX3100 Director Group.

To connect a QFX3100 Director device to a network for out-of-band management:

1. Connect one end of the Ethernet cable to the management port (labeled MGMT on the Director
device front panel).

2. Connect the other end of the Ethernet cable to your management device or management network.

3. Repeat these steps for the second Director device.



RELATED DOCUMENTATION

Management Port Connector Pinouts for the QFX Series
Cable Specifications for Console and Management Connections for the QFX Series

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-G QFabric System Control
Plane Network

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting a QFX Series Device to a Management Console

Connecting a QFX5100-24Q Interconnect Device to a Copper-Based
QFX3000-M QFabric System Control Plane Network

Before you begin to connect a QFX5100-24Q Interconnect device to the copper-based QFX3000-M
QFabric system control plane and management network:

Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-I Device, Installing and Connecting a QFX3500 Device, and
QFX5100 Standalone Installation Overview.

NOTE: There can be a maximum of four Interconnect devices in the QFX3000-M QFabric
system.

Install your EX4200 or EX4300 switches. See /Installing and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

Interconnect the two EX Series switches using the SFP+ uplink module ports. See "Interconnecting
Two EX Series Switches for QFX3000-M QFabric System Control Plane Redundancy" on page 251.

NOTE: Use either EX4200-24T switches with an SFP+ uplink module installed or use an
EX4300-48T with an SFP+ uplink module installed.

Ensure that you have two RJ-45 patch cables available for each Interconnect device. For cable
specifications, see Cable Specifications for Copper-Based Control Plane Connections for the QFabric
System.
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e Use Table 56 on page 261 to determine the QFX5100-24Q Interconnect device-to-EX Series switch
port mappings. Specific ports have been reserved on the EX Series switch to connect to each of the

QFX Series device types. Such design simplifies installation and facilitates timely deployment of a

QFabric system.

NOTE: The numerical identifiers for each Interconnect device below are not preassigned to

the Interconnect devices that are shipped to you. They represent the order in which you

connect the Node devices. For example, the first Interconnect device (ICO) is connected to
port 16 (ge-0/0/16) on the first EX Series switch EX0 and the second EX Series switch EX1.

Table 56: QFX5100-24Q Interconnect Device-to-EX Series Switch Port Mappings for Copper-Based

Control Plane

Interconnect Device

ICO

IC1

IC2

IC3

EX Series Switch EXO

ICO, management port CO on the
QFX5100-24Q to port 16
(ge-0/0/16) on the EX Series switch

IC1, management port CO on the
QFX5100-24 to port 17
(ge-0/0/17) on the EX Series switch

IC2, management port CO on the
QFX5100-24 to port 18
(ge-0/0/18) on the EX Series switch

IC3, management port CO on the
QFX5100-24 to port 19
(ge-0/0/19) on the EX Series switch

EX Series Switch EX1

ICO, management port C1 on the
QFX5100-24Q to port 16
(ge-0/0/16) on the EX Series switch

IC1, management port C1 on the
QFX5100-24 to port 17
(ge-0/0/17) on the EX Series switch

IC2, management port C1 on the
QFX5100-24 to port 18
(ge-0/0/18) on the EX Series switch

IC3, management port C1 on the
QFX5100-24 to port 19
(ge-0/0/19) on the EX Series switch

A QFX3000-M QFabric system control plane and management network is formed by connecting the

QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX5100-24Q
Interconnect devices have two management ports (labeled CO and C1), to connect the QFX5100-24Q
Interconnect device to each EX Series switch (see Figure 74 on page 262).

NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.



Figure 74: QFX5100-24Q Interconnect Device Copper-Based Control Plane Connections for
QFX3000-M QFabric System
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Specific ports have been reserved on the EX Series switch to connect to the Interconnect devices, Node
devices, and QFX3100 Director devices in your QFabric system. Such design simplifies installation and
facilitates timely deployment of a QFabric system.

To connect each QFX5100-24Q Interconnect device to the copper-based control plane network:

1. Connect the first QFX5100-24Q Interconnect device.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.

NOTE: Some product SKUs have two ports labeled CO. The second CO port is for fiber
connections.

b. Connect the other end of that cable to port ge-0/0/16 on the first EX Series switch.
c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.

d. Connect the other end of that cable to port ge-0/0/16 on the second EX Series switch.
2. Connect the second QFX5100-24Q Interconnect device.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.
b. Connect the other end of that cable to port ge-0/0/17 on the first EX Series switch.
c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.

d. Connect the other end of that cable to port ge-0/0/17 on the second EX Series switch.
3. Connect the third QFX5100-24Q Interconnect device if used.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.
b. Connect the other end of that cable to port ge-0/0/18 on the first EX Series switch.

c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.
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d. Connect the other end of that cable to port ge-0/0/18 on the second EX Series switch.

4. Connect the fourth QFX5100-24Q Interconnect device if used.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.
b. Connect the other end of that cable to port ge-0/0/19 on the first EX Series switch.
c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.

d. Connect the other end of that cable to port ge-0/0/19 on the second EX Series switch.

RELATED DOCUMENTATION

Connecting a QFX3500 Node Device to a Copper-Based QFX3000-M QFabric System Control Plane
Network | 275

Connecting a QFX3500 Node Device to an QFX5100-24Q Interconnect Device | 325

Connecting a QFX3600 Node Device to a Copper-Based QFX3000-M QFabric System Control Plane
Network | 270

Connecting a QFX3600 Node Device to a QFX5100-24Q Interconnect Device | 320

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices in a Director Group

Connecting a QFX3600-I Interconnect Device to a Copper-Based
QFX3000-M QFabric System Control Plane Network

Before you begin to connect a QFX3600-I Interconnect device to the copper-based QFX3000-M
QFabric system control plane and management network:

Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-1 Device, and Installing and Connecting a QFX3500 Device.

NOTE: There can be a maximum of four Interconnect devices in the QFX3000-M QFabric
system.

Install your EX4200 switches. See /nstalling and Connecting an EX4200 Switch.



NOTE: For a copper-based control plane network, use EX4200-24T switches with an SFP+

uplink module installed.

Interconnect the two EX4200 switches using the 1-Gigabit Ethernet SFP+ uplink module ports. See
"Interconnecting Two EX Series Switches for QFX3000-M QFabric System Control Plane

Redundancy" on page 251.

Ensure that you have two RJ-45 patch cables available for each Interconnect device. For cable

specifications, see Cable Specifications for Copper-Based Control Plane Connections for the QFabric

System.

Use Table 57 on page 264 to determine the QFX3600-I Interconnect device-to-EX4200 switch port
mappings. Specific ports have been reserved on the EX4200 switch to connect to each of the QFX
Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric

system.

NOTE: The numerical identifiers for each Interconnect device below are not preassigned to
the Interconnect devices that are shipped to you. They represent the order in which you
connect the Node devices. For example, the first Interconnect device (ICO) is connected to
port 16 (ge-0/0/16) on the first EX4200 switch EX0 and the second EX4200 switch EX1.

Table 57: QFX3600-I Interconnect Device-to-EX4200 Switch Port Mappings for Copper-Based

Control Plane

Interconnect Device

ICO

IC1

IC2

IC3

EX4200 Switch EXO

ICO, management port CO to port 16
(ge-0/0/16)

IC1, management port CO to port 17
(ge-0/0/17)

IC2, management port CO to port 18
(ge-0/0/18)

IC3, management port CO to port 19
(ge-0/0/19)

EX4200 Switch EX1

ICO, management port C1 to port 16
(ge-0/0/16)

IC1, management port C1 to port 17
(ge-0/0/17)

IC2, management port C1 to port 18
(ge-0/0/18)

IC3, management port C1 to port 19
(ge-0/0/19)



A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 switches. QFX3600-I Interconnect devices have
two 1000BASE-T management ports (labeled CO and C1) with RJ-45 connectors. For a copper-based
control plane network, use the 1000BASE-T management ports to connect the QFX3600-I Interconnect
device to each EX4200 switch (see Figure 75 on page 265).

Figure 75: QFX3600-I Interconnect Device Copper-Based Control Plane Connections for QFX3000-M
QFabric System
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Specific ports have been reserved on the EX4200 switch to connect to the Interconnect devices, Node
devices, and QFX3100 Director devices in your QFabric system. Such design simplifies installation and
facilitates timely deployment of a QFabric system.

To connect each QFX3600-I Interconnect device to the copper-based control plane network:

1. Connect the first QFX3600-I Interconnect device.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.
b. Connect the other end of that cable to port ge-0/0/16 on the first EX4200 switch.
c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.

d. Connect the other end of that cable to port ge-0/0/16 on the second EX4200 switch.
2. Connect the second QFX3600-1 Interconnect device.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.
b. Connect the other end of that cable to port ge-0/0/17 on the first EX4200 switch.
c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.

d. Connect the other end of that cable to port ge-0/0/17 on the second EX4200 switch.
3. Connect the third QFX3600-I Interconnect device if used.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.

b. Connect the other end of that cable to port ge-0/0/18 on the first EX4200 switch.



c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.

d. Connect the other end of that cable to port ge-0/0/18 on the second EX4200 switch.

4. Connect the fourth QFX3600-I Interconnect device if used.

a. Connect one end of the first RJ-45 patch cable to the management port labeled CO.
b. Connect the other end of that cable to port ge-0/0/19 on the first EX4200 switch.
c. Connect one end of the second RJ-45 patch cable to the management port labeled C1.

d. Connect the other end of that cable to port ge-0/0/19 on the second EX4200 switch.

RELATED DOCUMENTATION

Connecting a QFX3500 Node Device to a Copper-Based QFX3000-M QFabric System Control Plane
Network | 275

Connecting a QFX3500 Node Device to a QFX3600-I Interconnect Device | 323

Connecting a QFX3600 Node Device to a Copper-Based QFX3000-M QFabric System Control Plane
Network | 270

Connecting a QFX3600 Node Device to a QFX3600-I Interconnect Device | 318

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices in a Director Group

Connecting a QFX5100 Node Device to a Copper-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX3500 Node device to the copper-based QFX3000-M QFabric system
control plane network:

Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-I Device, and Installing and Connecting a QFX3500 Device and
QFX5100 Standalone Installation Overview.

Install your EX4200 switches. See /nstalling and Connecting an EX4200 Switch.

Interconnect the two EX4200 switches using the 1-Gigabit Ethernet SFP+ uplink module ports. See
"Interconnecting Two EX Series Switches for QFX3000-M QFabric System Control Plane
Redundancy" on page 251.
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Ensure that you have two RJ-45 patch cables available for each Node device. For cable
specifications, see Cable Specifications for Copper-Based Control Plane Connections for the QFabric
System.

Use Table 58 on page 267 to determine the QFX5100 Node device-to-EX4200 switch port
mappings. Specific ports have been reserved on the EX4200 switch to connect to each of the QFX
Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric
system.

NOTE: The numerical identifiers for each Node device below are not preassigned to the Node
devices that are shipped to you. They represent the order in which you connect the Node
devices. For example, the first Node device (NodeO) is connected to port O (ge-0/0/0) on the
first EX4200 switch EXO and the second EX4200 switch EX1.

Table 58: QFX5100 Node Device-to-EX4200 Switch Port Mappings for Copper-Based Control Plane

Node Device EX4200 Switch EXO EX4200 Switch EX1

Node O Node0O, management port CO to port Node0O, management port C1 to port
0 0
(ge-0/0/0) (ge-0/0/0)

Node 1 Nodel, management port CO to port Nodel, management port C1 to port
1 1
(ge-0/0/1) (ge-0/0/1)

Node 2 Node2, management port CO to port Node2, management port C1 to port
2 2
(ge-0/0/2) (ge-0/0/2)

Node 3 Node3, management port CO to port Node3, management port C1 to port
3 3
(ge-0/0/3) (ge-0/0/3)

Node 4 Node4, management port CO to port Node4, management port C1 to port

4
(ge-0/0/4)

4
(ge-0/0/4)



Table 58: QFX5100 Node Device-to-EX4200 Switch Port Mappings for Copper-Based Control Plane

(Continued)

Node Device

Node 5

Node 6

Node 7

Node 8

Node 9

Node 10

Node 11

Node 12

EX4200 Switch EXO

Node5, management port CO to port
5
(ge-0/0/5)

Nodeé, management port CO to port
6
(ge-0/0/6)

Node7, management port CO to port
7
(ge-0/0/7)

Node8, management port CO to port
8
(ge-0/0/8)

Node9, management port CO to port
9
(ge-0/0/9)

Node10, management port CO to
port 10
(ge-0/0/10)

Nodel1, management port CO to
port 11
(ge-0/0/11)

Nodel2, management port CO to
port 12
(ge-0/0/12)

EX4200 Switch EX1

Node5, management port C1 to port
5
(ge-0/0/5)

Nodeé, management port C1 to port
6
(ge-0/0/6)

Node7, management port C1 to port
7
(ge-0/0/7)

Node8, management port C1 to port
8
(ge-0/0/8)

Node9, management port C1 to port
9
(ge-0/0/9)

Node10, management port C1 to port
10
(ge-0/0/10)

Nodel1, management port C1 to port
11
(ge-0/0/11)

Nodel2, management port C1 to port
12
(ge-0/0/12)



Table 58: QFX5100 Node Device-to-EX4200 Switch Port Mappings for Copper-Based Control Plane

(Continued)

Node Device

Node 13

Node 14

Node 15

EX4200 Switch EXO

Node13, management port CO to
port 13
(ge-0/0/13)

Node14, management port CO to
port 14
(ge-0/0/14)

Nodel5, management port CO to
port 15
(ge-0/0/15)

EX4200 Switch EX1

Node13, management port C1 to port
13
(ge-0/0/13)

Node14, management port C1 to port
14
(ge-0/0/14)

Nodel5, management port C1 to port
15
(ge-0/0/15)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 switches. QFX5100 Node devices have an RJ-45 CO
located under the CON port, and an SFP cage C1 that can be used as a copper management port. Use
the RJ-45 management port (labeled CO and the SFP management port C1) to connect the QFX5100
Node device to each Virtual Chassis. See Figure 76 on page 269 for an example of control plane cabling.

Figure 76: QFX5100 Node Device Copper-Based Control Plane Connections for QFX3000-M QFabric

System
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A CAUTION: For redundancy, each QFX5100 Node device must be connected to two

EX4200 switches.

Use the following QFX5100 Node devices and EX4200 switches for a copper-based QFX3000-M
QFabric system control plane network:

e QFX5100 Node devices with:



e em0-RJ-45 (1000BASE-T) management Ethernet port (CO)
e em1-SFP management Ethernet port (C1) cage (socket for 1 GbE copper SFP)
e EX4200-24T switches with an SFP+ uplink module installed.

To connect a QFX5100 Node device to the copper-based QFX3000-M QFabric system control plane
network:

1. Connect one end of the first RJ-45 patch cable to the first management port (labeled CO) on the
Node device management panel.

2. Connect the other end of that cable to the appropriate port on the EX4200 switch. See Table 58 on
page 267.

3. Connect one end of the second RJ-45 patch cable to the second management port (labeled C1) on
the Node device management panel.

4. Connect the other end of that cable to the appropriate port on the second EX4200 switch. This
should be the same port number that you connected to in Step 2. For example, if you connected the
first cable to ge-0/0/0 on the first EX4200 switch, you connect the second cable to ge-0/0/0 on the
second EX4200 switch.

5. Repeat this procedure for each QFX5100 Node device.

Connecting a QFX3600-I Interconnect Device to a Copper-Based QFX3000-M QFabric System
Control Plane Network | 263

Connecting a QFX5100 Node Device to a QFX3600-I Interconnect Device | 313
Connecting a QFX3500 Node Device to a QFX3600-I Interconnect Device | 323

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices in a Director Group

Connecting a QFX3600 Node Device to a Copper-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX3600 Node device to the copper-based QFX3000-M QFabric system
control plane network:

e Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-I Device, and Installing and Connecting a QFX3500 Device.



Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

Interconnect the two EX Series switches. See "Interconnecting Two EX Series Switches for
QFX3000-M QFabric System Control Plane Redundancy" on page 251.

NOTE: Use either an EX4200-24T switch with an SFP+ uplink module installed or use an
EX4300-48T switch with an SFP+ uplink module installed.

Ensure that you have two RJ-45 patch cables available for each Node device. For cable
specifications, see Cable Specifications for Copper-Based Control Plane Connections for the QFabric

System.

Use Table 59 on page 271 to determine the QFX3600 Node device-to-EX Series switch port
mappings. Specific ports have been reserved on the EX Series switch to connect to each of the QFX
Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric

system.

NOTE: The numerical identifiers for each Node device below are not preassigned to the Node
devices that are shipped to you. They represent the order in which you connect the Node
devices. For example, the first Node device (NodeO) is connected to port O (ge-0/0/0) on the
first EX Series switch EXO0 and port O (ge-0/0/0) on the second EX Series switch EX1.

Table 59: QFX3600 Node Device-to-EX Series Switch Port Mappings for Copper-Based Control

Plane

Node Device

Node O

Node 1

EX Series Switch EXO

NodeO, management port CO to port
0
(ge-0/0/0)

Node1, management port CO to port
1
(ge-0/0/1)

EX Series Switch EX1

NodeO, management port C1 to port
0
(ge-0/0/0)

Node1, management port C1 to port
1
(ge-0/0/1)



Table 59: QFX3600 Node Device-to-EX Series Switch Port Mappings for Copper-Based Control

Plane (Continued)

Node Device

Node 2

Node 3

Node 4

Node 5

Node 6

Node 7

Node 8

Node 9

EX Series Switch EXO

Node2, management port CO to port
2
(ge-0/0/2)

Node3, management port CO to port
3
(ge-0/0/3)

Node4, management port CO to port
4
(ge-0/0/4)

Node5, management port CO to port
5
(ge-0/0/5)

Nodeé, management port CO to port
6
(ge-0/0/6)

Node7, management port CO to port
7
(ge-0/0/7)

Node8, management port CO to port
8
(ge-0/0/8)

Node9, management port CO to port
9
(ge-0/0/9)

EX Series Switch EX1

Node2, management port C1 to port
2
(ge-0/0/2)

Node3, management port C1 to port
3
(ge-0/0/3)

Node4, management port C1 to port
4
(ge-0/0/4)

Node5, management port C1 to port
5
(ge-0/0/5)

Nodeé, management port C1 to port
6
(ge-0/0/6)

Node7, management port C1 to port
7
(ge-0/0/7)

Node8, management port C1 to port
8
(ge-0/0/8)

Node9, management port C1 to port
9
(ge-0/0/9)



Table 59: QFX3600 Node Device-to-EX Series Switch Port Mappings for Copper-Based Control

Plane (Continued)

Node Device

Node 10

Node 11

Node 12

Node 13

Node 14

Node 15

EX Series Switch EXO

Node10, management port CO to
port 10
(ge-0/0/10)

Node11, management port CO to
port 11
(ge-0/0/11)

Nodel2, management port CO to
port 12
(ge-0/0/12)

Node13, management port CO to
port 13
(ge-0/0/13)

Node14, management port CO to
port 14
(ge-0/0/14)

Node15, management port CO to
port 15
(ge-0/0/15)

EX Series Switch EX1

Nodel10, management port C1 to port
10
(ge-0/0/10)

Node11, management port C1 to port
11
(ge-0/0/11)

Nodel2, management port C1 to port
12
(ge-0/0/12)

Node13, management port C1 to port
13
(ge-0/0/13)

Node14, management port C1 to port
14
(ge-0/0/14)

Node15, management port C1 to port
15
(ge-0/0/15)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX3600 Node devices
have two 1000BASE-T management ports (labeled CO and C1) with RJ-45 connectors. For a copper-
based control plane network, use the 1000BASE-T management ports to connect the QFX3600 Node
device to each EX Series switch (see Figure 77 on page 274).

NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.



Figure 77: QFX3600 Node Device Copper-Based Control Plane Connections for QFX3000-M QFabric
System
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A CAUTION: For redundancy, each QFX3600 Node device must be connected to two EX
Series switches.

To connect a QFX3600 Node device to the copper-based QFX3000-M QFabric system control plane
network (see Figure 77 on page 274):

1.

Connect one end of the first RJ-45 patch cable to the first 1000BASE-T management port (labeled
CO0) on the Node device front panel.

. Connect the other end of that cable to the appropriate port on the EX Series switch. See Table 59 on

page 271.

. Connect one end of the second RJ-45 patch cable to the second 1000BASE-T management port

(labeled C1) on the Node device front panel.

Connect the other end of that cable to the appropriate port on the second EX Series switch. This
should be the same port number that you connected to in Step 2. For example, if you connected the
first cable to ge-0/0/0 on the first EX Series switch, you connect the second cable to ge-0/0/0 on
the second EX Series switch.

Repeat this procedure for each QFX3600 Node device.

Connecting a QFX3600-I Interconnect Device to a Copper-Based QFX3000-M QFabric System
Control Plane Network | 263

Connecting a QFX3600 Node Device to a QFX3600-I Interconnect Device | 318

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices in a Director Group



Connecting a QFX3500 Node Device to a Copper-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX3500 Node device to the copper-based QFX3000-M QFabric system
control plane network:

Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-1 Device, and Installing and Connecting a QFX3500 Device.

Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

Interconnect the two EX Series switches using the SFP+ uplink module. See "Interconnecting Two EX
Series Switches for QFX3000-M QFabric System Control Plane Redundancy" on page 251.

Ensure that you have two RJ-45 patch cables available for each Node device. For cable
specifications, see Cable Specifications for Copper-Based Control Plane Connections for the QFabric
System.

Use Table 60 on page 275 to determine the QFX3500 Node device-to-EX Series switch port
mappings. Specific ports have been reserved on the EX Series switch to connect to each of the QFX
Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric
system.

NOTE: The numerical identifiers for each Node device below are not preassigned to the Node
devices that are shipped to you. They represent the order in which you connect the Node
devices. For example, the first Node device (NodeO) is connected to port O (ge-0/0/0) on the
first EX Series switch EXO and the second EX Series switch EX1.

Table 60: QFX3500 Node Device-to-EX Series Switch Port Mappings for Copper-Based Control
Plane

Node Device EX Series Switch EXO EX Series Switch EX1
Node O NodeO, management port CO to port NodeO, management port C1 to port
0 0

(ge-0/0/0) (ge-0/0/0)



Table 60: QFX3500 Node Device-to-EX Series Switch Port Mappings for Copper-Based Control

Plane (Continued)

Node Device

Node 1

Node 2

Node 3

Node 4

Node 5

Node 6

Node 7

Node 8

EX Series Switch EXO

Nodel, management port CO to port
1
(ge-0/0/1)

Node2, management port CO to port
2
(ge-0/0/2)

Node3, management port CO to port
3
(ge-0/0/3)

Node4, management port CO to port
4
(ge-0/0/4)

Node5, management port CO to port
5
(ge-0/0/5)

Nodeé6, management port CO to port
6
(ge-0/0/6)

Node7, management port CO to port
7
(ge-0/0/7)

Node8, management port CO to port
8
(ge-0/0/8)

EX Series Switch EX1

Nodel, management port C1 to port
1
(ge-0/0/1)

Node2, management port C1 to port
2
(ge-0/0/2)

Node3, management port C1 to port
3
(ge-0/0/3)

Node4, management port C1 to port
4
(ge-0/0/4)

Node5, management port C1 to port
5
(ge-0/0/5)

Nodeé6, management port C1 to port
6
(ge-0/0/6)

Node7, management port C1 to port
7
(ge-0/0/7)

Node8, management port C1 to port
8
(ge-0/0/8)



Table 60: QFX3500 Node Device-to-EX Series Switch Port Mappings for Copper-Based Control

Plane (Continued)

Node Device

Node 9

Node 10

Node 11

Node 12

Node 13

Node 14

Node 15

EX Series Switch EXO

Node9, management port CO to port
9
(ge-0/0/9)

Node10, management port CO to
port 10
(ge-0/0/10)

Nodel1, management port CO to
port 11
(ge-0/0/11)

Node12, management port CO to
port 12
(ge-0/0/12)

Node13, management port CO to
port 13
(ge-0/0/13)

Node14, management port CO to
port 14
(ge-0/0/14)

Node15, management port CO to
port 15
(ge-0/0/15)

EX Series Switch EX1

Node9, management port C1 to port
9
(ge-0/0/9)

Node10, management port C1 to port
10
(ge-0/0/10)

Nodel1, management port C1 to port
11
(ge-0/0/11)

Node12, management port C1 to port
12
(ge-0/0/12)

Node13, management port C1 to port
13
(ge-0/0/13)

Node14, management port C1 to port
14
(ge-0/0/14)

Node15, management port C1 to port
15
(ge-0/0/15)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX3500 Node devices
have two management ports labeled CO and C1. Use the management ports to connect the QFX3500

Node device to each EX Series switch (see Figure 78 on page 278).



NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.

Figure 78: QFX3500 Node Device Copper-Based Control Plane Connections for QFX3000-M QFabric
System
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A CAUTION: For redundancy, each QFX3500 Node device must be connected to two EX
Series switches.

Use the following QFX3500 Node devices and EX Series switches switches for a copper-based
QFX3000-M QFabric system control plane network:

e QFX3500 Node devices with a 1000BASE-T management board installed. The 1000BASE-T
management board provides two 1000BASE-T management ports (labeled CO and C1) with RJ-45
connectors.

e Either an EX4200-24T switche with an SFP+ uplink module installed or an EX4300-48T switch with
an SFP+ uplink module installed.

To connect a QFX3500 Node device to the copper-based QFX3000-M QFabric system control plane
network (see Figure 78 on page 278):

1. Connect one end of the first RJ-45 patch cable to the first management port (labeled CO) on the
Node device management board.

2. Connect the other end of that cable to the appropriate port on the EX Series switch. See Table 60 on
page 275.

3. Connect one end of the second RJ-45 patch cable to the second management port (labeled C1) on
the Node device management board.

4. Connect the other end of that cable to the appropriate port on the second EX Series switch. This
should be the same port number that you connected to in Step 2. For example, if you connected the
first cable to ge-0/0/0 on the first EX Series switch, you connect the second cable to ge-0/0/0 on
the second EX Series switch.

5. Repeat this procedure for each QFX3500 Node device.
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CHAPTER 13

Cabling a Fiber-Based Control Plane for the
QFX3000-M QFabric System

IN THIS CHAPTER

Interconnecting Two EX Series Switches for QFX3000-M QFabric System Control Plane Redundancy | 280
Connecting QFX3100 Director Devices in a Director Group | 283

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting a QFX3100 Director Device to a Network for Out-of-Band Management | 288
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Plane Network | 289
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Interconnecting Two EX Series Switches for QFX3000-M QFabric System
Control Plane Redundancy

Before you begin to interconnect two EX Series switches for QFX3000-M QFabric system control plane
redundancy:

¢ Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). See
Installing and Connecting a QFX3100 Director Device, Installing and Connecting a QFX3600 or
QFX3600- Device, and Installing and Connecting a QFX3500 Device.



e Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

NOTE: For a copper-based control plane network, either use EX4200-24T switches with an
SFP+ uplink module installed or use an EX4300-48T with an SFP+ uplink module installed.
For a fiber-based control plane network, use EX4200-24F switches with an SFP+ uplink
module installed or an EX4300-48P with an SFP+ uplink module installed.

e Install transceivers in ports O and 1 of the uplink module (see /nstall a Transceiver).

e For an EX4200 Switch control plane, ensure that you have installed 1-Gigabit Ethernet SFP
transceivers in each EX4200 switch uplink module. For a list of supported transceivers, see
Pluggable Transceivers Supported on EX4200 Switches.

e For an EX4300 Switch control plane, ensure that you have installed 10-Gigabit Ethernet SFP+
transceivers in each EX4300 switch uplink module. For a list of supported transceivers, see
Pluggable Transceivers Supported on EX4300 Switches.

e Ensure that you have appropriate fiber-optic cables (see Pluggable Transceivers Supported on
EX4200 Switches and Pluggable Transceivers Supported on EX4300 Switches).

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings).

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or to two EX4300 switches. For redundancy and
communication, you must connect the two EX Series switches using the Ethernet SFP+ uplink module
ports configured as a link aggregation group (LAG) (see Figure 79 on page 281).

Figure 79: QFX3000-M QFabric System Control Plane—Inter-EX Series Switch LAG Connections
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For an EX4200 control plane, use the 1-Gigabit Ethernet SFP+ uplink module ports; for an EX4300
control plane, use the 10-Gigabit Ethernet SFP+ uplink module ports. Do not mix EX4200 and EX4300
switches in the same control plane.



Specific ports have been reserved on the EX Series switches to connect to each of the QFX Series
device types. Such design simplifies installation and facilitates timely deployment of a QFabric system.

To interconnect two EX Series switches for QFabric system control plane redundancy (see Figure 79 on
page 281):

g LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the SFP optical transceiver in port O of the first EX Series switch
uplink module. Save the cap.

3. Insert the cable connector into the optical transceiver (see Figure 80 on page 282).

Figure 80: Connecting a Fiber-Optic Cable to an Optical Transceiver Installed in an EX Series Switch
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4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove
the cap. Save the cap.

5. Remove the rubber safety cap from the SFP optical transceiver in port O of the second EX Series
switch uplink module. Save the cap.

6. Insert the cable connector into the optical transceiver.
7. Repeat Step 1 through Step 6 to interconnect uplink module port 1 on both the EX Series switches.

8. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.



A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Installing and Connecting a QFX3100 Director Device
Installing and Connecting a QFX3600 or QFX3600-I Device
Installing and Connecting a QFX3500 Device

Connecting QFX3100 Director Devices in a Director Group

Before you begin to connect QFX3100 Director devices in a Director group:

e Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3008-I Interconnect Device, Installing and Connecting a QFX3600 or QFX3600-/
Device, and Installing and Connecting a QFX3500 Device.

NOTE: For a copper-based QFX3000-M QFabric system control plane network, use QFX3100
Director devices with RJ-45 network modules installed. For a fiber-based control plane
network, use QFX3100 Director devices with SFP network modules installed.

e Ensure that you have appropriate transceivers and cables available. For cable specifications, see
Cable Specifications for Copper-Based Control Plane Connections for the QFabric System and
Determining Transceiver Support for QFabric Systems.

A CAUTION: The redundant patch cables interconnecting the Director devices are critical
links required for the operation of the Director group. The two inter-Director device
links must remain connected when the Director devices are online. Although a single
inter-Director device can lose a link and regain its connection, the loss of both inter-
Director device links causes one of the Director devices to become isolated from the
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Director group. In Figure 81 on page 284 through Figure 83 on page 285, these
redundant patch cables are shown in red and connect port 3 to port 3.

A QFabric system requires two QFX3100 Director devices interconnected as a QFX3100 Director group
(see Figure 81 on page 284 through Figure 83 on page 285).

Figure 81: QFX3100 Director Group Control Plane Connections for QFX3000-G QFabric System Using
Copper-Based Control Plane
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Figure 82: QFX3100 Director Group Control Plane Connections for QFX3000-G QFabric System Using
Fiber-Based Control Plane
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Figure 83: QFX3100 Director Group Control Plane Connections for QFX3000-M QFabric System
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The second QFX3100 Director device provides redundancy for the control plane and management
network.

To connect QFX3100 Director devices in a Director group (see Figure 81 on page 284):

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. Connect the port labeled 3 on the first network module on one of the Director devices to the
corresponding port (labeled 3) on the first network module on the second Director device.

2. Connect the port labeled 3 on the second network module on one of the Director devices to the
corresponding port (labeled 3) on the second network module on the second Director device.

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-G QFabric System Control
Plane Network

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-G QFabric System Control Plane
Network

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Troubleshooting QFX3100 Director Device Isolation




Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX3100 Director device to the fiber-based QFX3000-M QFabric
system control plane network:

¢ Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). See
Installing and Connecting a QFX3100 Director Device, Installing and Connecting a QFX3600 or
QFX3600- Device, and Installing and Connecting a QFX3500 Device.

e Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

o Interconnect the two EX Series switches using the SFP+ uplink module ports. See "Interconnecting
Two EX Series Switches for QFX3000-M QFabric System Control Plane Redundancy" on page 251

e Connect the two QFX3100 Director devices to create a Director group. See Connecting QFX3100
Director Devices in a Director Group.

e Ensure that you have installed transceivers in the ports labeled O and 1 on both the network modules
on each QFX3100 Director device (see Installing a Transceiver in a QFX Series Device). For a list of
supported transceivers and required cables, see The Hardware Compatibility Tool.

e Install transceivers in ports O and 1 of the uplink module (see /nstall a Transceiver).

e For an EX4200 Switch control plane, ensure that you have installed 1-Gigabit Ethernet SFP
transceivers in each EX4200 switch uplink module. For a list of supported transceivers, see The
Hardware Compatibility Tool.

e For an EX4300 Switch control plane, ensure that you have installed 10-Gigabit Ethernet SFP+
transceivers in each EX4300 switch uplink module. For a list of supported transceivers, see The
Hardware Compatibility Tool.

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 switches or to two EX4300 switches. QFX3100
Director devices have two 4-port network modules. Use the network module ports to connect the
QFX3100 Director group to the EX Series switches (see Figure 84 on page 287).


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/transceiver-qfx-series-installing.html
https://pathfinder.juniper.net/hct/product/
https://pathfinder.juniper.net/hct/product/#prd=EX4200
https://pathfinder.juniper.net/hct/product/#prd=EX4200
https://pathfinder.juniper.net/hct/product/#prd=EX4300
https://pathfinder.juniper.net/hct/product/#prd=EX4300
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html

Figure 84: QFX3100 Director Group to EX Series Switch Connections for QFX3000-M QFabric System
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Use the following QFX3100 Director devices and EX Series switches for a fiber-based QFX3000-M
QFabric system control plane network:

e (QFX3100 Director devices with SFP network modules installed. Each SFP network module provides
four SFP ports labeled O through 3.

e Either an EX4200-24F switch with an SFP+ uplink module installed or an EX4300-48P with an SFP+
uplink module installed.

Specific ports have been reserved on the EX Series switches to connect to each of the QFX Series
device types. Such design simplifies installation and facilitates timely deployment of a QFabric system.

To connect a QFX3100 Director device to the fiber-based QFX3000-M QFabric control plane network
(see Figure 84 on page 287):

% LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. Connect both network modules on the first Director device (labeled DGO in Figure 84 on page 287)
to the two EX Series switches (labeled EX0 and EX1 in Figure 84 on page 287). You connect the first
two ports (labeled 0 and 1) on the first network module to the first EX Series switch (EXO0). You
connect the first two ports on the second network module (also labeled 0 and 1) to the second EX
Series switch (EX1). The ports used are the same on each switch.



Table 61: QFX3100 Director Device-to-EX Series Switch Control Plane Port Assignments for DGO

Network Module Port O Network Module Port 1 Network Module Port 3

EX Series switch port EX Series switch port Connect this port to the identical port on the other
ge-0/0/20 ge-0/0/21 Director device. See Connecting QFX3100
Director Devices in a Director Group.

2. Connect both network modules on the second Director device (labeled DG1 in Figure 84 on page
287) to the two EX Series switches (labeled EXO and EX1 in Figure 84 on page 287). You connect the
first two ports on the first network module to the first EX Series switch (EX0). You connect the first
two ports on the second network module to the second EX Series switch (EX1). The ports used are
the same on each switch.

Table 62: Second QFX3100 Director Device-to-EX SeriesSwitch Control Plane Port Assignments for
DG1

Network Module Port O Network Module Port 1 Network Module Port 3

EX Series switch port EX Series switch port Connect this port to the identical port on the other
ge-0/0/22 ge-0/0/23 Director device. See Connecting QFX3100
Director Devices in a Director Group.

‘ Installing and Connecting a QFX3100 Director Device

Connecting a QFX3100 Director Device to a Network for Out-of-Band
Management

Ensure that you have an RJ-45 patch cable available.

Use the management port on your QFX3100 Director device to connect each Director device in your
Director group to your out-of-band management network.



NOTE: You cannot use the management port to perform the initial configuration of the
QFX3100 Director device. You must configure the management port before you can successfully
connect to the QFX3100 Director device using this port. See Performing the QFabric System
Initial Setup on a QFX3100 Director Group.

To connect a QFX3100 Director device to a network for out-of-band management:

1. Connect one end of the Ethernet cable to the management port (labeled MGMT on the Director
device front panel).

2. Connect the other end of the Ethernet cable to your management device or management network.

3. Repeat these steps for the second Director device.

Management Port Connector Pinouts for the QFX Series
Cable Specifications for Console and Management Connections for the QFX Series

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-G QFabric System Control
Plane Network

Connecting QFX3100 Director Devices to a Copper-Based QFX3000-M QFabric System Control
Plane Network | 257

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting a QFX Series Device to a Management Console

Connecting a QFX5100-24Q Interconnect Device to a Fiber-Based
QFX3000-M QFabric System Control Plane Network

Before you begin to connect a QFX5100-24Q Interconnect device to the fiber-based QFX3000-M
QFabric system control plane and management network:

¢ Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-1 Device, and Installing and Connecting a QFX3500 Device, and
QFX5100 Standalone Installation Overview.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/port-qfx-series-RJ-45-connector-pinout.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/cable-qfx-series-management-devices.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/topic-map/qfx5100-installation-overview.html

NOTE: There can be a maximum of four Interconnect devices in the QFX3000-M QFabric
system.

Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

NOTE: For a fiber-based control plane network, use an EX4200-24F switch or an
EX4300-48P switch with an SFP+ uplink module installed.

Interconnect the two EX Series switches using the SFP+ uplink module ports. See "Interconnecting
Two EX Series Switches for QFX3000-M QFabric System Control Plane Redundancy" on page 251.

Ensure that you have installed 1-Gigabit Ethernet SFP transceivers in management ports CO and C1
on each QFX5100-24Q Interconnect device (see Installing a Transceiver in a QFX Series Device). For
a list of supported transceivers and required cables, see Determining Transceiver Support for QFabric
Systems.

Ensure that you have installed 1-Gigabit Ethernet SFP transceivers in the ports (labeled 16 through
19) you are using on each EX Series switch (see /nstall a Transceiver). For a list of supported
transceivers, see Determining Transceiver Support for QFabric Systems.

Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

Use Table 63 on page 291 to determine the QFX5100-24Q Interconnect device-to-EX Series switch
port mappings. Specific ports have been reserved on the EX Series switch to connect to each of the
QFX Series device types. Such design simplifies installation and facilitates timely deployment of a
QFabric system.

NOTE: The numerical identifiers for each Interconnect device below are not preassigned to
the Interconnect devices that are shipped to you. They represent the order in which you
connect the Node devices. For example, the first Interconnect device (ICO) is connected to
port 16 (ge-0/0/16) on the first EX Series switch EXO and the second EX Series switch EX1.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/transceiver-qfx-series-installing.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html

Table 63: QFX3600-I Interconnect Device-to-EX Series Switch Port Mappings for Fiber-Based

Control Plane

Interconnect Device

ICO

IC1

IC2

IC3

EX Series Switch EXO

ICO, management port CO to port 16
(ge-0/0/16)

IC1, management port CO to port 17
(ge-0/0/17)

IC2, management port CO to port 18
(ge-0/0/18)

IC3, management port CO to port 19
(ge-0/0/19)

EX Series Switch EX1

ICO, management port C1 to port 16
(ge-0/0/16)

IC1, management port C1 to port 17
(ge-0/0/17)

IC2, management port C1 to port 18
(ge-0/0/18)

IC3, management port C1 to port 19
(ge-0/0/19)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX5100-24Q
Interconnect devices have two management ports (labeled CO and C1), to connect the QFX5100-24Q

Interconnect device to each EX Series switch (see Figure 85 on page 291).

NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.

Figure 85: QFX5100-24Q Interconnect Device Fiber-Based Control Plane Connections for QFX3000-

M QFabric System
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Specific ports have been reserved on the EX Series switch to connect to the Interconnect devices, Node
devices, and QFX3100 Director devices in your QFabric system. Such design simplifies installation and
facilitates timely deployment of a QFabric system.

To connect each QFX5100-24Q Interconnect device to the fiber-based control plane network:

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of

fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. Connect the first QFX5100-24Q Interconnect device.

a.

b.

g.

If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
CO0. Save the cap.

Insert the cable connector into the optical transceiver.

. Connect the other end of that cable to port ge-0/0/16 on the first EX Series switch.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1. Save the cap.

Insert the cable connector into the optical transceiver.

Connect the other end of that cable to port ge-0/0/16 on the second EX Series switch.

2. Connect the second QFX5100-24Q Interconnect device.

a.

b.

g.

If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
CO. Save the cap.

Insert the cable connector into the optical transceiver.
Connect the other end of that cable to port ge-0/0/17 on the first EX Series switch.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1. Save the cap.

Insert the cable connector into the optical transceiver.

Connect the other end of that cable to port ge-0/0/17 on the second EX Series switch.

3. Connect the third QFX5100-24Q Interconnect device if used.

a.

If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.
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Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
CO0. Save the cap.

c. Insert the cable connector into the optical transceiver.
d. Connect the other end of that cable to port ge-0/0/18 on the first EX Series switch.
e. Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1. Save the cap.
f. Insert the cable connector into the optical transceiver.
g. Connect the other end of that cable to port ge-0/0/18 on the second EX Series switch.
4. Connect the fourth QFX5100-24Q Interconnect device if used.
a. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.
b. Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
CO. Save the cap.
c. Insert the cable connector into the optical transceiver.
d. Connect the other end of that cable to port ge-0/0/19 on the first EX Series switch.
e. Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1. Save the cap.
f. Insert the cable connector into the optical transceiver.
g. Connect the other end of that cable to port ge-0/0/19 on the second EX Series switch.
RELATED DOCUMENTATION

Connecting a QFX3500 Node Device to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 303

Connecting a QFX3500 Node Device to an QFX5100-24Q Interconnect Device | 325

Connecting a QFX3600 Node Device to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 308

Connecting a QFX3600 Node Device to a QFX5100-24Q Interconnect Device | 320

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting QFX3100 Director Devices in a Director Group



Connecting a QFX3600-I Interconnect Device to a Fiber-Based
QFX3000-M QFabric System Control Plane Network

Before you begin to connect a QFX3600-I Interconnect device to the fiber-based QFX3000-M QFabric
system control plane and management network:

Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-1 Device, and Installing and Connecting a QFX3500 Device.

NOTE: There can be a maximum of four Interconnect devices in the QFX3000-M QFabric
system.

Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

NOTE: For a fiber-based control plane network, use an EX4200-24F switch or an
EX4300-48P switch with an SFP+ uplink module installed.

Interconnect the two EX Series switches using the SFP+ uplink module ports. See "Interconnecting
Two EX Series Switches for QFX3000-M QFabric System Control Plane Redundancy" on page 251.

Ensure that you have installed 1-Gigabit Ethernet SFP transceivers in management ports COS and
C1S on each QFX3600-I Interconnect device (see Installing a Transceiver in a QFX Series Device). For
a list of supported transceivers and required cables, see The Hardware Compatibility Tool.

Ensure that you have installed 1-Gigabit Ethernet SFP transceivers in the ports (labeled 16 through
19) you are using on each EX Series switch (see /nstall a Transceiver). For a list of supported
transceivers, see The Hardware Compatibility Tool.

Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

Use Table 64 on page 295 to determine the QFX3600-I Interconnect device-to-EX Series switch port
mappings. Specific ports have been reserved on the EX Series switch to connect to each of the QFX
Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric
system.


https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/transceiver-qfx-series-installing.html
https://pathfinder.juniper.net/hct/product/#prd=QFX3600
https://pathfinder.juniper.net/hct/product/#prd=EX4300
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html

NOTE: The numerical identifiers for each Interconnect device below are not preassigned to

the Interconnect devices that are shipped to you. They represent the order in which you

connect the Node devices. For example, the first Interconnect device (ICO) is connected to
port 16 (ge-0/0/16) on the first EX Series switch EX0 and the second EX Series switch EX1.

Table 64: QFX3600-I Interconnect Device-to-EX Series Switch Port Mappings for Fiber-Based

Control Plane

Interconnect Device

ICO

IC1

IC2

IC3

EX Series Switch EXO

ICO, management port CQOS to port 16
(ge-0/0/16)

IC1, management port COS to port 17
(ge-0/0/17)

IC2, management port COS to port 18
(ge-0/0/18)

IC3, management port COS to port 19
(ge-0/0/19)

EX Series Switch EX1

ICO, management port C1S to port 16
(ge-0/0/16)

IC1, management port C1S to port 17
(ge-0/0/17)

IC2, management port C1S to port 18
(ge-0/0/18)

IC3, management port C1S to port 19
(ge-0/0/19)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX3600-1 Interconnect
devices have two SFP management ports labeled COS and C18S. For a fiber-based control plane network,
use the SFP management ports to connect the QFX3600-I Interconnect device to each EX Series switch

(see Figure 86 on page 296).

NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.



Figure 86: QFX3600-I Interconnect Device Fiber-Based Control Plane Connections for QFX3000-M
QFabric System
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Specific ports have been reserved on the EX Series switch to connect to the Interconnect devices, Node
devices, and QFX3100 Director devices in your QFabric system. Such design simplifies installation and
facilitates timely deployment of a QFabric system.

To connect each QFX3600-I Interconnect device to the fiber-based control plane network:

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. Connect the first QFX3600-I Interconnect device.

a. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

b. Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
COS. Save the cap.

c. Insert the cable connector into the optical transceiver.
d. Connect the other end of that cable to port ge-0/0/16 on the first EX Series switch.

e. Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1S. Save the cap.

f. Insert the cable connector into the optical transceiver.

g. Connect the other end of that cable to port ge-0/0/16 on the second EX Series switch.
2. Connect the second QFX3600-1 Interconnect device.

a. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

b. Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
COS. Save the cap.

c. Insert the cable connector into the optical transceiver.



g.

. Connect the other end of that cable to port ge-0/0/17 on the first EX Series switch.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1S. Save the cap.

Insert the cable connector into the optical transceiver.

Connect the other end of that cable to port ge-0/0/17 on the second EX Series switch.

3. Connect the third QFX3600-I Interconnect device if used.

a.

b.

g.

If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
COS. Save the cap.

Insert the cable connector into the optical transceiver.

. Connect the other end of that cable to port ge-0/0/18 on the first EX Series switch.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1S. Save the cap.

Insert the cable connector into the optical transceiver.

Connect the other end of that cable to port ge-0/0/18 on the second EX Series switch.

4. Connect the fourth QFX3600-I Interconnect device if used.

a.

b.

If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
COS. Save the cap.

Insert the cable connector into the optical transceiver.

. Connect the other end of that cable to port ge-0/0/19 on the first EX Series switch.

Remove the rubber safety cap from the SFP optical transceiver in the management port labeled
C1S. Save the cap.

Insert the cable connector into the optical transceiver.

Connect the other end of that cable to port ge-0/0/19 on the second EX Series switch.

Connecting a QFX3500 Node Device to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 303

Connecting a QFX3500 Node Device to a QFX3600-I Interconnect Device | 323



Connecting a QFX3600 Node Device to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 308

Connecting a QFX3600 Node Device to a QFX3600-I Interconnect Device | 318

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting QFX3100 Director Devices in a Director Group

Connecting a QFX5100 Node Device to a Fiber-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX5100 Node device to the fiber-based QFX3000-M QFabric system
control plane network:

Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and

Connecting a QFX3600 or QFX3600-I Device, and Installing and Connecting a QFX3500 Device, and

QFX5100 Standalone Installation Overview.

Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

Interconnect the two EX Series switches. See "Interconnecting Two EX Series Switches for
QFX3000-M QFabric System Control Plane Redundancy" on page 251.

NOTE: Use either EX4200-24F switches with an SFP+ uplink module installed or use an
EX4300-48P with an SFP+ uplink module installed.

Ensure that you have installed 1-Gigabit Ethernet SFP transceivers in management ports CO and C1
on each QFX5100 Node device (see Installing a Transceiver in a QFX Series Device). For a list of
supported transceivers and required cables, see The Hardware Compatibility Tool.

Follow the port assignments in Table 65 on page 299 and ensure that you have installed 1-Gigabit
Ethernet SFP transceivers in the ports (labeled O through 15) you are using on each EX4200 switch
(see Install a Transceiver). For a list of supported transceivers, see The Hardware Compatibility Tool.

Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

Use Table 65 on page 299 to determine the QFX5100 Node device-to-EX Series switch port
mappings. Specific ports have been reserved on the EX Series switch to connect to each of the QFX
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Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric

system.

NOTE: The numerical identifiers for each Node device below are not preassigned to the Node
devices that are shipped to you. They represent the order in which you connect the Node
devices. For example, the first Node device (NodeO) is connected to port O (ge-0/0/0) on the
first EX Series switch EX0 and port O (ge-0/0/0) on the second EX Series switch EX1.

Table 65: QFX5100 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane

Node Device

Node O

Node 1

Node 2

Node 3

Node 4

Node 5

EX Series Switch EXO

Node0O, management port CO to port
0
(ge-0/0/0)

Nodel, management port CO to port
1
(ge-0/0/1)

Node2, management port CO to port
2
(ge-0/0/2)

Node3, management port CO to port
3
(ge-0/0/3)

Node4, management port CO to port
4
(ge-0/0/4)

Node5, management port CO to port
5
(ge-0/0/5)

EX Series Switch EX1

Node0O, management port C1 to port
0
(ge-0/0/0)

Nodel, management port C1 to port
1
(ge-0/0/1)

Node2, management port C1 to port
2
(ge-0/0/2)

Node3, management port C1 to port
3
(ge-0/0/3)

Node4, management port C1 to port
4
(ge-0/0/4)

Node5, management port C1 to port
5
(ge-0/0/5)



Table 65: QFX5100 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane

(Continued)

Node Device

Node 6

Node 7

Node 8

Node 9

Node 10

Node 11

Node 12

Node 13

EX Series Switch EXO

Nodeé, management port CO to port
6
(ge-0/0/6)

Node?7, management port CO to port
7
(ge-0/0/7)

Node8, management port CO to port
8
(ge-0/0/8)

Node?, management port CO to port
9
(ge-0/0/9)

Node10, management port CO to
port 10
(ge-0/0/10)

Node11, management port CO to
port 11
(ge-0/0/11)

Node12, management port CO to
port 12
(ge-0/0/12)

Node13, management port CO to
port 13
(ge-0/0/13)

EX Series Switch EX1

Nodeé, management port C1 to port
6
(ge-0/0/6)

Node7, management port C1 to port
7
(ge-0/0/7)

Node8, management port C1 to port
8
(ge-0/0/8)

Node?, management port C1 to port
9
(ge-0/0/9)

Node10, management port C1 to port
10
(ge-0/0/10)

Node11, management port C1 to port
11
(ge-0/0/11)

Node12, management port C1 to port
12
(ge-0/0/12)

Node13, management port C1 to port
13
(ge-0/0/13)



Table 65: QFX5100 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane
(Continued)

Node Device EX Series Switch EXO EX Series Switch EX1

Node 14 Nodel4, management port CO to Nodel4, management port C1 to port
port 14 14
(ge-0/0/14) (ge-0/0/14)

Node 15 Node15, management port CO to Node15, management port C1 to port
port 15 15
(ge-0/0/15) (ge-0/0/15)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX5100 Node devices
have an RJ-45 CO located under the CON port, and an small form-factor pluggable (SFP) cage C1 that
can be used as a copper management port. Use the RJ-45 management port (labeled CO and the SFP
management port C1) to connect the QFX5100 Node device to each EX Series switch. See Figure 87 on
page 301 for an example of this cabling.

NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.

Figure 87: QFX5100 Node Device Fiber-Based Control Plane Connections for QFX3000-M QFabric
System
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A CAUTION: For redundancy, each QFX5100 Node device must be connected to two EX
Series switches.

Use the following QFX5100 Node devices and EX Series switches for a fiber-based QFX3000-M
QFabric system control plane network:



e QFX5100-48S Node devices with two 1 Gbps SFP modules installed in the management ports
labeled CO and C1.

e Either an EX4200-24F switches with an SFP+ uplink module installed or an EX4300-48P with an SFP
+ uplink module installed.

To connect a QFX5100 Node device to the fiber-based QFX3000-M QFabric system control plane
network (see Figure 87 on page 301):

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the SFP optical transceiver in the first management port (labeled
CO0) on the Node device management board. Save the cap.

3. Insert the cable connector into the optical transceiver.

4. Connect the other end of that cable to the appropriate port on the EX Series switch. See Table 65 on
page 299.

5. Remove the rubber safety cap from the SFP optical transceiver in the second management port
(labeled C1) on the Node device management board. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Connect the other end of that cable to the appropriate port on the second EX4200 switch. This
should be the same port number that you connected to in Step 4. For example, if you connected the
first cable to ge-0/0/0 on the first EX Series switch, you connect the second cable to ge-0/0/0 on
the second EX Series switch.

8. Repeat this procedure for each QFX5100 Node device.

9. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.
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Connecting a QFX3600-I Interconnect Device to a Fiber-Based QFX3000-M QFabric System Control
Plane Network | 294

Connecting a QFX5100 Node Device to a QFX3600-I Interconnect Device | 313

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting QFX3100 Director Devices in a Director Group

Connecting a QFX3500 Node Device to a Fiber-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX3500 Node device to the fiber-based QFX3000-M QFabric system
control plane network:

¢ Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-1 Device, and Installing and Connecting a QFX3500 Device.

e Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

¢ Interconnect the two EX Series switches. See "Interconnecting Two EX Series Switches for
QFX3000-M QFabric System Control Plane Redundancy" on page 251.

e Ensure that you have installed 1-Gigabit Ethernet SFP transceivers in management ports CO and C1
on each QFX3500 Node device (see Installing a Transceiver in a QFX Series Device). For a list of
supported transceivers and required cables, see The Hardware Compatibility Tool.

e Follow the port assignments in Table 66 on page 304 and ensure that you have installed 1-Gigabit
Ethernet SFP transceivers in the ports (labeled O through 15) you are using on each EX Series switch
(see Install a Transceiver. For a list of supported transceivers, see The Hardware Compatibility Tool.

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

e Use Table 66 on page 304 to determine the QFX3500 Node device-to-EX4200 switch port
mappings. Specific ports have been reserved on the EX Series switch to connect to each of the QFX
Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric
system.
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NOTE: The numerical identifiers for each Node device below are not preassigned to the Node
devices that are shipped to you. They represent the order in which you connect the Node
devices. For example, the first Node device (NodeO) is connected to port O (ge-0/0/0) on the
first EX Series switch EX0 and port O (ge-0/0/0) on the second EX Series switch EX1.

Table 66: QFX3500 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane

Node Device

NodeO

Nodel

Node2

Node3

Node4

Node5

Nodeé

EX Series Switch EXO

Node0, management port CO to port
(0]
(ge-0/0/0)

Node1, management port CO to port
1
(ge-0/0/1)

Node2, management port CO to port
2
(ge-0/0/2)

Node3, management port CO to port
3
(ge-0/0/3)

Node4, management port CO to port
4
(ge-0/0/4)

Node5, management port CO to port
5
(ge-0/0/5)

Nodeé, management port CO to port
6
(ge-0/0/6)

EX Series Switch EX1

Node0O, management port C1 to port
0
(ge-0/0/0)

Nodel, management port C1 to port
1
(ge-0/0/1)

Node2, management port C1 to port
2
(ge-0/0/2)

Node3, management port C1 to port
3
(ge-0/0/3)

Node4, management port C1 to port
4
(ge-0/0/4)

Node5, management port C1 to port
5
(ge-0/0/5)

Nodeé, management port C1 to port
6
(ge-0/0/6)



Table 66: QFX3500 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane

(Continued)

Node Device

Node7

Node8

Node9

Node10

Node11

Node12

Node13

Node14

EX Series Switch EXO

Node7, management port CO to port
7
(ge-0/0/7)

Node8, management port CO to port
8
(ge-0/0/8)

Node9, management port CO to port
9
(ge-0/0/9)

Node10, management port CO to
port 10
(ge-0/0/10)

Nodel1, management port CO to
port 11
(ge-0/0/11)

Node12, management port CO to
port 12
(ge-0/0/12)

Node13, management port CO to
port 13
(ge-0/0/13)

Node14, management port CO to
port 14
(ge-0/0/14)

EX Series Switch EX1

Node7, management port C1 to port
7
(ge-0/0/7)

Node8, management port C1 to port
8
(ge-0/0/8)

Node9, management port C1 to port
9
(ge-0/0/9)

Node10, management port C1 to port
10
(ge-0/0/10)

Nodel1, management port C1 to port
11
(ge-0/0/11)

Node12, management port C1 to port
12
(ge-0/0/12)

Node13, management port C1 to port
13
(ge-0/0/13)

Nodel4, management port C1 to port
14
(ge-0/0/14)



Table 66: QFX3500 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane
(Continued)

Node Device EX Series Switch EXO EX Series Switch EX1

Node15 Nodel5, management port CO to Nodel5, management port C1 to port
port 15 15
(ge-0/0/15) (ge-0/0/15)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX3500 Node devices
have two management ports labeled CO and C1. Use the management ports to connect the QFX3500
Node device to each EX Series switch (see Figure 88 on page 306).

NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.

Figure 88: QFX3500 Node Device Fiber-Based Control Plane Connections for QFX3000-M QFabric
System
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A CAUTION: For redundancy, each QFX3500 Node device must be connected to two EX
Series switches.

Use the following QFX3500 Node devices and EX Series switches for a fiber-based QFX3000-M
QFabric system control plane network:

e QFX3500 Node devices with an SFP management board installed. The SFP management board
provides two small form-factor pluggable (SFP) 1-Gbps management ports labeled CO and C1.

e Either an EX4200-24F switch with an SFP+ uplink module installed or an EX4300-48P switch with
an SFP+ uplink module installed.

To connect a QFX3500 Node device to the fiber-based QFX3000-M QFabric system control plane
network (see Figure 88 on page 306):



% LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

. Remove the rubber safety cap from the SFP optical transceiver in the first management port (labeled
CO0) on the Node device management board. Save the cap.

3. Insert the cable connector into the optical transceiver.

4. Connect the other end of that cable to the appropriate port on the EX Series switch. See Table 66 on

page 304.

. Remove the rubber safety cap from the SFP optical transceiver in the second management port
(labeled C1) on the Node device management board. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Connect the other end of that cable to the appropriate port on the second EX Series switch. This

should be the same port number that you connected to in Step 4. For example, if you connected the
first cable to ge-0/0/0 on the first EX Series switch, you connect the second cable to ge-0/0/0 on
the second EX Series switch.

8. Repeat this procedure for each QFX3500 Node device.

9. Secure the cables so that they are not supporting their own weight. Place excess cable out of the

way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Connecting a QFX3600-I Interconnect Device to a Fiber-Based QFX3000-M QFabric System Control
Plane Network | 294

Connecting a QFX3500 Node Device to a QFX3600-| Interconnect Device | 323

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting QFX3100 Director Devices in a Director Group



Connecting a QFX3600 Node Device to a Fiber-Based QFX3000-M
QFabric System Control Plane Network

Before you begin to connect a QFX3600 Node device to the fiber-based QFX3000-M QFabric system
control plane network:

Install your QFabric system hardware (Director group, Interconnect devices, and Node devices). For
more information, see /nstalling and Connecting a QFX3100 Director Device, Installing and
Connecting a QFX3600 or QFX3600-1 Device, and Installing and Connecting a QFX3500 Device.

Install your EX4200 or EX4300 switches. See /nstalling and Connecting an EX4200 Switch or
Installing and Connecting an EX4300 Switch.

Interconnect the two EX Series switches. See "Interconnecting Two EX Series Switches for
QFX3000-M QFabric System Control Plane Redundancy" on page 251.

NOTE: Use either an EX4200-24F switch with an SFP+ uplink module installed or use an
EX4300-48P switch with an SFP+ uplink module installed.

Ensure that you have installed 1-Gigabit Ethernet SFP transceivers in management ports COS and
C1S on each QFX3600 Node device (see Installing a Transceiver in a QFX Series Device). For a list of
supported transceivers and required cables, see The Hardware Compatibility Tool.

Follow the port assignments in Table 67 on page 309 and ensure that you have installed 1-Gigabit
Ethernet SFP transceivers in the ports (labeled O through 15) you are using on each EX Series switch
(see Install a Transceiver). For a list of supported transceivers, see The Hardware Compatibility Tool.

Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

Use Table 67 on page 309 to determine the QFX3600 Node device-to-EX4200 switch port
mappings. Specific ports have been reserved on the EX Series switch to connect to each of the QFX
Series device types. Such design simplifies installation and facilitates timely deployment of a QFabric
system.

NOTE: The numerical identifiers for each Node device below are not preassigned to the Node
devices that are shipped to you. They represent the order in which you connect the Node
devices. For example, the first Node device (Node0) is connected to port O (ge-0/0/0) on the
first EX Series switch EX0 and port O(ge-0/0/0) on the second EX Series switch EX1.
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Table 67: QFX3600 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane

Node Device

NodeO

Node1l

Node2

Node3

Node4

Node5

Nodeé

Node7

Node8

EX Series Switch EXO

NodeO, management port COS to port
0
(ge-0/0/0)

Node1, management port COS to port
1
(ge-0/0/1)

Node2, management port COS to port
2
(ge-0/0/2)

Node3, management port COS to port
3
(ge-0/0/3)

Node4, management port COS to port
4
(ge-0/0/4)

Node5, management port COS to port
5
(ge-0/0/5)

Nodeé6, management port COS to port
6
(ge-0/0/6)

Node7, management port COS to port
7
(ge-0/0/7)

Node8, management port COS to port
8
(ge-0/0/8)

EX Series Switch EX1

NodeO, management port C1S to port
0
(ge-0/0/0)

Node1, management port C1S to port
1
(ge-0/0/1)

Node2, management port C1S to port
2
(ge-0/0/2)

Node3, management port C1S to port
3
(ge-0/0/3)

Node4, management port C1S to port
4
(ge-0/0/4)

Node5, management port C1S to port
5
(ge-0/0/5)

Nodeé6, management port C1S to port
6
(ge-0/0/6)

Node7, management port C1S to port
7
(ge-0/0/7)

Node8, management port C1S to port
8
(ge-0/0/8)



Table 67: QFX3600 Node Device-to-EX Series Switch Port Mappings for Fiber-Based Control Plane

(Continued)

Node Device

Node?9

Node10

Node11

Node12

Node13

Node14

Node15

EX Series Switch EXO

Node9, management port COS to port

9
(ge-0/0/9)

Node10, management port COS to
port 10
(ge-0/0/10)

Nodel1, management port COS to
port 11
(ge-0/0/11)

Node12, management port COS to
port 12
(ge-0/0/12)

Node13, management port COS to
port 13
(ge-0/0/13)

Node14, management port COS to
port 14
(ge-0/0/14)

Node15, management port COS to
port 15
(ge-0/0/15)

EX Series Switch EX1

Node9, management port C1S to port
9
(ge-0/0/9)

Node10, management port C1S to
port 10
(ge-0/0/10)

Nodel1, management port C1S to
port 11
(ge-0/0/11)

Node12, management port C1S to
port 12
(ge-0/0/12)

Node13, management port C1S to
port 13
(ge-0/0/13)

Node14, management port C1S to
port 14
(ge-0/0/14)

Node15, management port C1S to
port 15
(ge-0/0/15)

A QFX3000-M QFabric system control plane and management network is formed by connecting the
QFX Series devices in your network to two EX4200 or two EX4300 switches. QFX3600 Node devices
have two SFP management ports labeled COS and C1S. For a fiber-based control plane network, use the
SFP management ports to connect the QFX3600 Node device to each EX Series switch (see Figure 89

on page 311).



NOTE: You may not mix EX4200 and EX4300 switches in the same QFabric system.

Figure 89: QFX3600 Node Device Fiber-Based Control Plane Connections for QFX3000-M QFabric
System
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A CAUTION: For redundancy, each QFX3600 Node device must be connected to two EX
Series switches.

To connect a QFX3600 Node device to the fiber-based QFX3000-M QFabric system control plane
network (see Figure 89 on page 311):

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the SFP optical transceiver in the first SFP management port
(labeled COS) on the Node device front panel. Save the cap.

3. Insert the cable connector into the optical transceiver.

4, Connect the other end of that cable to the appropriate port on the EX Series switch. See Table 67 on
page 309.

5. Remove the rubber safety cap from the SFP optical transceiver in the second SFP management port
(labeled C1S) on the Node device front panel. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Connect the other end of that cable to the appropriate port on the second EX Series switch. This
should be the same port number that you connected to in Step 4. For example, if you connected the
first cable to ge-0/0/0 on the first EX Series switch, you connect the second cable to ge-0/0/0 on
the second EX Series switch.

8. Repeat this procedure for each QFX3600 Node device.
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9. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc

smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

RELATED DOCUMENTATION

Connecting a QFX3600-I Interconnect Device to a Fiber-Based QFX3000-M QFabric System Control
Plane Network | 294

Connecting a QFX3600 Node Device to a QFX3600-I Interconnect Device | 318

Connecting QFX3100 Director Devices to a Fiber-Based QFX3000-M QFabric System Control Plane
Network | 286

Connecting QFX3100 Director Devices in a Director Group




CHAPTER 14

Cabling the Data Plane for the QFX3000-M QFabric
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Connecting a QFX5100 Node Device to a QFX3600-I Interconnect
Device

Before you begin to cable the QFX3000-M QFabric data plane:
e Review The Hardware Compatibility Tool for information about the optical interface characteristics.

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

e Ensure you have installed QSFP+ transceivers in each port you are using. See Installing a Transceiver
in a QFX Series Device.

e Ensure that you have appropriate fiber-optic cables (see Cable Specifications for QSFP+ and QSFP28
Transceivers).

To form the data plane in a QFX3000-M QFabric system using the QFX5100 line of switches, you
connect the QSFP+ uplink ports on the QFX5100 Node device to the QSFP+ ports on the QXF3600-I
Interconnect device. See Table 68 on page 314 for the available ports for connecting to the
QFX5100-24Q and Figure 90 on page 314 for a diagram of the cabling. For a description of the port
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ranges and interface numbering for data plane and control plane, see Understanding Port Ranges and
System Modes.

Table 68: Port Numbering for Data Plane Connections

QFX5100 Node Device Model Port Numbers
QFX5100-24Q 0 through 23

QFX5100-48S 48 through 53
QFX5100-48T 48 through 53

Figure 90: QFX5100 Node Device Data Plane Connects for QFX3000-M QFabric System
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A CAUTION: For redundancy, each QFX5100 Node device must be connected to each
QFX3600-I Interconnect device. For example, if you have two QFX3600-1 Interconnect


https://www.juniper.net/documentation/en_US/junos/topics/concept/interfaces-port-ranges-qfx-series.html
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devices, then at least one uplink port on each QFX5100 Node device must be
connected to each QFX3600-I Interconnect device. If you are connecting all four uplink
ports to two QFX3600-I Interconnect devices, we recommend connecting two uplink
ports to each Interconnect device.

To connect a QFX5100 Node device to a QFX3600-I Interconnect device (see Figure 90 on page 314):

% LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the QSFP+ optical transceiver on the uplink port of the
QFX5100 Node device. Save the cap.

3. Insert the cable connector into the optical transceiver.

4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove
the cap. Save the cap.

5. Remove the rubber safety cap from the QSFP+ optical transceiver on the QFX3600-1 Interconnect
device. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Determining Transceiver Support for QFabric Systems



Connecting a QFX5100 Node Device to a QFX5100-24Q Interconnect
Device

Before you begin to cable the QFX3000-M QFabric data plane:

e Review The Hardware Compatibility Tool for information about the optical interface characteristics
of the QFX5100.

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

e Ensure you have installed QSFP+ transceivers in each port you are using. See Installing a Transceiver
in a QFX Series Device.

e Ensure that you have appropriate fiber-optic cables (see Cable Specifications for QSFP+ and QSFP28
Transceivers).

To form the data plane in a QFX3000-M QFabric system using the QFX5100 line of switches, you
connect the QSFP+ uplink ports on the QFX5100 Node device to the QSFP+ ports on the
QFX5100-24Q Interconnect device. See Table 69 on page 316 for the available ports for connecting to
the QFX5100-24Q and Figure 91 on page 317 for a diagram of the cabling. For a description of the port
ranges and interface numbering for data plane and control plane, see Understanding Port Ranges and
System Modes.

Table 69: Port Numbering for Data Plane Connections

QFX5100 Node Device Model Port Numbers
QFX5100-24Q 0 through 23
QFX5100-48S 48 through 53

QFX5100-48T 48 through 53
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Figure 91: QFX5100 Node Device Data Plane Connections to an QFX5100-24Q Interconnect Device
for QFX3000-M QFabric System
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CAUTION: For redundancy, each QFX5100 Node device must be connected to each

A QFX5100-24Q Interconnect device. For example, if you have two QFX5100-24Q
Interconnect devices, then at least one uplink port on each QFX5100 Node device must
be connected to each QFX5100-24Q Interconnect device. If you are connecting four
uplink ports to two QFX5100-24Q Interconnect devices, we recommend connecting
two uplink ports to each Interconnect device.

To connect a QFX5100 Node device to a QFX5100-24Q Interconnect device (see Figure 91 on page
317):

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the QSFP+ optical transceiver on the uplink port of the
QFX5100 Node device. Save the cap.



Insert the cable connector into the optical transceiver.

4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove

the cap. Save the cap.

. Remove the rubber safety cap from the QSFP+ optical transceiver on the QFX5100-24Q

Interconnect device. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Secure the cables so that they are not supporting their own weight. Place excess cable out of the

way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Determining Transceiver Support for QFabric Systems

Connecting a QFX3600 Node Device to a QFX3600-I Interconnect
Device

Before you begin to cable the QFX3000-M QFabric system data plane:

Review The Hardware Compatibility Tool for information about the optical interface characteristics.

Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

Ensure you have installed QSFP+ transceivers in each port you are using. See Installing a Transceiver
in a QFX Series Device.

Ensure that you have appropriate fiber-optic cables (see Cable Specifications for QSFP+ and QSFP28
Transceivers).

To form the data plane in a QFX3000-M QFabric system, you connect the QSFP+ uplink ports (labeled
QO through Q7) on the QFX3600 Node device to the QSFP+ ports (labeled QO through Q15) on the
QFX3600-| Interconnect device (see Figure 92 on page 319).
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NOTE: By default, four ports (labeled QO through Q3) are configured for 40-Gbps uplink
connections between your QFX3600 Node device and your Interconnect device. Optionally, you
can choose to configure the first eight ports (labeled QO through Q7) for the uplink connections
(see Configuring the Port Type on QFX3600 Node Devices).

Figure 92: QFX3600 Node Device Data Plane Connections for QFX3000-M QFabric System
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A CAUTION: For redundancy, each QFX3600 Node device must be connected to each
QFX3600-I Interconnect device. For example, if you have two QFX3600-I Interconnect
devices, then at least one uplink port on each QFX3600 Node device must be
connected to each QFX3600-I Interconnect device. If you are connecting all four uplink
ports to two QFX3600-I Interconnect devices, we recommend connecting two uplink
ports to each Interconnect device.

To connect a QFX3600 Node device to a QFX3600-I Interconnect device (see Figure 92 on page 319):



% LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the QSFP+ optical transceiver on the uplink port of the
QFX3600 Node device. Save the cap.

3. Insert the cable connector into the optical transceiver.

4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove
the cap. Save the cap.

5. Remove the rubber safety cap from the QSFP+ optical transceiver on the QFX3600-1 Interconnect
device. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. Bending
the cables beyond their minimum bend radius can damage the cables and cause
problems that are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Determining Transceiver Support for QFabric Systems

Configuring the Port Type on QFX3600 Node Devices

Connecting a QFX3600 Node Device to a QFX5100-24Q Interconnect
Device

Before you begin to cable the QFX3000-M QFabric system data plane:

e Review The Hardware Compatibility Tool for information about the optical interface characteristics.


https://pathfinder.juniper.net/hct/product/#prd=QFX3600

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

e Ensure you have installed QSFP+ transceivers in each port you are using. See Installing a Transceiver
in a QFX Series Device.

e Ensure that you have appropriate fiber-optic cables (see Cable Specifications for QSFP+ and QSFP28
Transceivers).

To form the data plane in a QFX3000-M QFabric system, you connect the QSFP+ uplink ports (labeled
QO through Q7) on the QFX3600 Node device to the QSFP+ ports (labeled Q through 23) on the
QFX5100-24Q Interconnect device (see Figure 93 on page 321).

NOTE: By default, four ports (labeled QO through Q3) are configured for 40-Gbps uplink
connections between your QFX3600 Node device and your Interconnect device. Optionally, you
can choose to configure the first eight ports (labeled QO through Q7) for the uplink connections
(see Configuring the Port Type on QFX3600 Node Devices).

Figure 93: QFX3600 Node Device Data Plane Connections to QFX5100-24Q for QFX3000-M QFabric
System
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A CAUTION: For redundancy, each QFX3600 Node device must be connected to each
QFX5100-24Q Interconnect device. For example, if you have two QFX5100-24QI
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Interconnect devices, then at least one uplink port on each QFX3600 Node device must
be connected to each QFX5100-24Q Interconnect device. If you are connecting all four
uplink ports to two QFX5100-24Q Interconnect devices, we recommend connecting
two uplink ports to each Interconnect device.

To connect a QFX3600 Node device to a QFX5100-24Q Interconnect device :

% LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the QSFP+ optical transceiver on the uplink port of the
QFX3600 Node device. Save the cap.

3. Insert the cable connector into the optical transceiver.

4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove
the cap. Save the cap.

5. Remove the rubber safety cap from the QSFP+ optical transceiver on the QFX5100-24Q
Interconnect device. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. Bending
the cables beyond their minimum bend radius can damage the cables and cause
problems that are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Determining Transceiver Support for QFabric Systems

Configuring the Port Type on QFX3600 Node Devices



Connecting a QFX3500 Node Device to a QFX3600-I Interconnect
Device

Before you begin to cable the QFX3000-M QFabric data plane:

Review The Hardware Compatibility Tool for information about the optical interface characteristics.

Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

Ensure you have installed QSFP+ transceivers in each port you are using. See Installing a Transceiver
in a QFX Series Device.

Ensure that you have appropriate fiber-optic cables (see Cable Specifications for QSFP+ and QSFP28
Transceivers).

To form the data plane in a QFX3000-M QFabric system, you connect the QSFP+ uplink ports (labeled
QO through Q8) on the QFX3500 Node device to the QSFP+ ports (labeled QO through Q15) on the
QFX3600-1 Interconnect device (see Figure 94 on page 324).


https://pathfinder.juniper.net/hct/product/#prd=QFX3500
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/safety/qfx-series-laser-led-warnings.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/transceiver-qfx-series-installing.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/task/installation/transceiver-qfx-series-installing.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/mtp-cable-qfx-series-pinout.html
https://www.juniper.net/documentation/en_US/release-independent/junos/topics/reference/specifications/mtp-cable-qfx-series-pinout.html

324

Figure 94: QFX3500 Node Device Data Plane Connections for QFX3000-M QFabric System
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CAUTION: For redundancy, each QFX3500 Node device must be connected to each

A QFX3600-I Interconnect device. For example, if you have two QFX3600-I Interconnect
devices, then at least one uplink port on each QFX3500 Node device must be
connected to each QFX3600-I Interconnect device. If you are connecting all four uplink
ports to two QFX3600-I Interconnect devices, we recommend connecting two uplink
ports to each Interconnect device.

To connect a QFX3500 Node device to a QFX3600 Interconnect device (see Figure 94 on page 324):

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the QSFP+ optical transceiver on the uplink port of the
QFX3500 Node device. Save the cap.



3. Insert the cable connector into the optical transceiver.

4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove
the cap. Save the cap.

5. Remove the rubber safety cap from the QSFP+ optical transceiver on the QFX3600-I Interconnect
device. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Secure the cables so that they are not supporting their own weight. Place excess cable out of the
way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

‘ Determining Transceiver Support for QFabric Systems

Connecting a QFX3500 Node Device to an QFX5100-24Q Interconnect
Device

Before you begin to cable the QFX3000-M QFabric data plane:
e Review The Hardware Compatibility Tool for information about the optical interface characteristics.

e Ensure that you have taken the necessary precautions for safe handling of lasers (see Laser and LED
Safety Guidelines and Warnings for the QFX Series).

e Ensure you have installed QSFP+ transceivers in each port you are using. See Installing a Transceiver
in a QFX Series Device.

e Ensure that you have appropriate fiber-optic cables (see Cable Specifications for QSFP+ and QSFP28
Transceivers).

To form the data plane in a QFX3000-M QFabric system, you connect the QSFP+ uplink ports (labeled
QO through Q3) on the QFX3500 Node device to the QSFP+ ports (labeled Q through 23) on the
QFX5100-24Q Interconnect device (see Figure 95 on page 326).
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Figure 95: QFX3500 Node Device Data Plane Connections for QFX3000-M QFabric System
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CAUTION: For redundancy, each QFX3500 Node device must be connected to each

A QFX5100-24Q Interconnect device. For example, if you have two QFX5100-24Q
Interconnect devices, then at least one uplink port on each QFX3500 Node device must
be connected to each QFX5100-24Q Interconnect device. If you are connecting all four
uplink ports to two QFX5100-24Q Interconnect devices, we recommend connecting
two uplink ports to each Interconnect device.

To connect a QFX3500 Node device to a QFX5100-24Q Interconnect device (see Figure 95 on page
326):

& LASER WARNING: Do not look directly into a fiber-optic transceiver or into the ends of
fiber-optic cables. Fiber-optic transceivers and fiber-optic cables connected to
transceivers emit laser light that can damage your eyes.

1. If the fiber-optic cable connector is covered by a rubber safety cap, remove the cap. Save the cap.

2. Remove the rubber safety cap from the QSFP+ optical transceiver on the uplink port of the
QFX3500 Node device. Save the cap.

3. Insert the cable connector into the optical transceiver.

4. If the connector at the other end of the fiber-optic cable is covered by a rubber safety cap, remove
the cap. Save the cap.



. Remove the rubber safety cap from the QSFP+ optical transceiver on the QFX5100-24Q
Interconnect device. Save the cap.

6. Insert the cable connector into the optical transceiver.

7. Secure the cables so that they are not supporting their own weight. Place excess cable out of the

way in a neatly coiled loop. Placing fasteners on a loop helps cables maintain their shape.

A CAUTION: Do not bend fiber-optic cables beyond their minimum bend radius. An arc
smaller than a few inches in diameter can damage the cables and cause problems that
are difficult to diagnose.

Do not let fiber-optic cables hang free from the connector. Do not allow fastened
loops of cables to dangle, which stresses the cables at the fastening point.

Determining Transceiver Support for QFabric Systems
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Initial Setup
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QFabric System Initial and Default Configuration Information

Once you install the hardware for the QFabric system, you can configure the Junos operating system
(Junos OS) to begin using the system. This topic discusses which setup activities you need to perform
and which activities are handled automatically by the QFabric system.

The fabric manager Routing Engine in the Director group automatically handles some of the initial setup
activities, including:

e Assignment of IP addresses and unique identifiers to each QFabric system component by way of the
management control plane

e Inclusion of all QFabric system devices within the default partition

e Establishment of interdevice communication and connectivity through the use of a fabric
provisioning protocol and a fabric management protocol

The initial configuration tasks you need to perform to bring up the QFabric system and make it
operational include:

e Converting any standalone devices, such as QFX3500 and QFX3600 devices, to Node device mode
(see Converting the Device Mode for a QFabric System Component)

e Setting up the QFabric system control plane cabling, topology, and configuration



To set up the control plane cabling, topology, and configuration for the QFX3000-G QFabric
system, see Example: Configuring the Virtual Chassis for a Copper-Based QFX3000-G QFabric
System Control Plane.

To set up a copper or fiber-based control plane cabling, topology, and configuration for the
QFX3000-M QFabric system, see "Example: Configuring EX Series Switches for the QFX3000-M
QFabric System Control Plane" on page 340.

e Accessing the Director group through a console connection, turning on the devices, and running
through the initial setup script (see Performing the QFabric System Initial Setup on a QFX3100
Director Group), which prompts you to:

Set IP addresses for the Director devices in the Director group.
Set an IP address for the default partition.

Add the software serial number for your QFabric system. (Review the e-mail containing the
software serial number that you received from Juniper Networks when you purchased your
QFabric system.)

Set the starting MAC address and the range of MAC addresses for the QFabric system. (See
Generating the MAC Address Range for a QFabric System for this information.)

Set a root password for the Director devices.

Set a root password for the QFabric system components, such as Node devices, Interconnect
devices, and infrastructure.

e Logging into the default partition by using the IP address you configured when you ran the Director
group initial setup script (See Gaining Access to the QFabric System Through the Default Partition)

e Configuring basic system settings for the default partition, such as time, location, and default
gateways

NOTE: Unlike other Juniper Networks devices that run Junos OS, a QFabric system does not
have a default factory configuration (containing the basic configuration settings for system
logging, interfaces, protocols, and so on) that is loaded when you first install and power on the
Director devices. Therefore, you must configure all the settings required for your QFabric
system through the default partition CLI.

e Configuring aliases for Node devices (see Configuring Aliases for the QFabric System)

e Configuring VLANSs and interfaces for the QFabric system devices



Configuring redundant server Node groups to provide resiliency for server and storage connections
(see Configuring Node Groups for the QFabric System)

Configuring a network Node group to connect the QFabric system to external networks (see
Configuring Node Groups for the QFabric System)

Configuring the port type on QFX3600 Node devices (see Configuring the Port Type on QFX3600
Node Devices)

Configuring routing protocols to run on the network Node group interfaces and reach external
networks

NOTE: When you configure routing protocols on the QFabric system, you must use interfaces
from the Node devices assigned to the network Node group. If you try to configure routing
protocols on interfaces from the Node devices assigned to server Node groups, the
configuration commit operation fails.

Generating and adding the license keys for the QFabric system (see Generating the License Keys for
a QFabric System and Adding New Licenses (CLI Procedure))

QFX3000-G QFabric System Installation Overview
QFX3000-M QFabric System Installation Overview | 119
Converting the Device Mode for a QFabric System Component

Example: Configuring the Virtual Chassis for a Copper-Based QFX3000-G QFabric System Control
Plane

Example: Configuring EX Series Switches for the QFX3000-M QFabric System Control Plane | 340
Generating the MAC Address Range for a QFabric System

Performing the QFabric System Initial Setup on a QFX3100 Director Group

Understanding QFabric System Administration Tasks and Utilities

Gaining Access to the QFabric System Through the Default Partition

Configuring Aliases for the QFabric System

Configuring Node Groups for the QFabric System

Configuring the Port Type on QFX3600 Node Devices

Generating the License Keys for a QFabric System

Adding New Licenses (CLI Procedure)
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Converting the Device Mode for a QFabric System Component

IN THIS SECTION
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QFabric Component (Interconnect or Node Device) to Standalone Switch | 333

You can configure some devices to act as a standalone switch or participate in a QFabric system in a
particular role. To change the role of your device, you must set the device mode. Table 70 on page 332
shows the device modes available for various devices.

Table 70: Support for device mode options

Device mode QFX3500 QFX3600 QFX5100

Interconnect device N/A Supported Supported for QFX3000-M
Node device Supported Supported Supported

Standalone Supported Supported N/A

To convert a device to a different mode, issue the request chassis device-mode command and specify the

desired device mode. You verify the current and future device mode with the show chassis device-mode
command.

When you convert a device from standalone mode to either Node device or Interconnect device mode,
the software prepares the device to be configured automatically by the QFabric system. However,
changing the device mode erases all configuration data on the device.

NOTE: The QFX3600 switch requires Jloader Release 1.1.8 before you can convert the switch to
Interconnect device mode. For more information, see: Jloader 1.1.8 Release for QFX-Series
Platforms.
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f CAUTION: We recommend that you back up your device configuration to an external
location before converting a device to a different device mode.

The following procedures illustrate the conversion options available when you modify a device mode:

Convert from standalone switch mode to Node device mode

Convert from Node device mode to Interconnect device mode

Convert from Interconnect device mode to Node device mode

Convert from Node device mode or Interconnect device mode to standalone switch mode

To convert your device from standalone mode to Node device mode, follow these steps:

Standalone Switch to Node Device

Node Device to Interconnect Device

Interconnect Device to Node Device

QFabric Component (Interconnect or Node Device) to Standalone Switch

1.
2.

Connect to your standalone device through the console port and log in as the root user.

Back up your device configuration to an external location.

root@switch# save configuration-name external-path

Upgrade the software on your device to a QFabric system Node and Interconnect device software
package that matches the QFabric system complete software package used by your QFabric
system. If the complete software package for your QFabric system is named jinstall-
gfabric-13.2X52-D10.2.rpm, you need to install the jinstall-qfabric-5-13.2X52-D10.2-domestic-
signed.tgz package on your QFX5100 device and the jinstall-qfx-13.2X52-D10.2-domestic-



signed.tgz package on your QFX3500 or QFX3600 device. Matching the two software packages
ensures a smooth and successful addition of the device to the QFabric system inventory.

root@switch# request system software add software-package-name reboot

NOTE: After you install the correct software, the QFX5100 device is placed into Node
device mode by default and cannot be converted to any other mode in Junos OS Release
13.2X52-D10.

Check the current device mode by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Standalone

Future device-mode after reboot : Standalone
Issue the request chassis device-mode command and select the desired device mode.
root@switch> request chassis device-mode node-device

Device mode set to 'node-device' mode.

Please reboot the system to complete the process.
Verify the future device mode by issuing the show chassis device-mode command.
root@switch> show chassis device-mode

Current device-mode : Standalone

Future device-mode after reboot : Node-device

Reboot the device.

root@switch> request system reboot

Reboot the system ? [yes,no] (no) yes

Shutdown NOW!
[pid 34992]

root@switch>



10.

*%% FINAL System shutdown message from root@switch xx*
System going down IMMEDIATELY

Verify that the new device mode has been enabled by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Node-device

Future device-mode after reboot : Node-device

To enable a converted device to participate in the QFabric system, locate the applicable network
cables for your device and connect the device ports to the control plane and data plane.

(Optional) If you change the device back from Node device mode to standalone mode, restore the
saved backup configuration from your external location.

root@switch# load configuration-name external-path

Node Device to Interconnect Device

To convert your device from Node device mode to Interconnect device mode, follow these steps:

1.

2.

3.

4,

From the default partition CLI prompt, back up your QFabric system configuration to an external
location.

user@qfabric# save configuration-name external-path

Connect to your device through the console port and log in as the root user.

Check the current device mode by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Node-device

Future device-mode after reboot : Node-device

Issue the request chassis device-mode command and select the desired device mode.

root@witch> request chassis device-mode interconnect-device
Device mode set to 'interconnect-device' mode.

Please reboot the system to complete the process.



5. Verify the future device mode by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Node-device

Future device-mode after reboot : Interconnect-device

6. Reboot the device.

root@switch> request system reboot

Reboot the system ? [yes,no] (no) yes

Shutdown NOW!
[pid 34992]

root@switch>
*%% FINAL System shutdown message from root@switch xx*
System going down IMMEDIATELY

7. Verify that the new device mode has been enabled by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Interconnect-device

Future device-mode after reboot : Interconnect-device

8. To enable a converted device to participate in the QFabric system in its new role, move the device to
a different rack (as needed), locate the applicable network cables for your device, connect the device
ports to the control plane and data plane per the design for your specific QFabric system, and
reconfigure any aliases for the device at the QFabric default partition CLI prompt.

Interconnect Device to Node Device
To convert your device from Interconnect device mode to Node device mode, follow these steps:

1. From the default partition CLI prompt, back up your QFabric system configuration to an external
location.

user@qfabric# save configuration-name external-path

2. Connect to your device through the console port and log in as the root user.



3. Check the current device mode by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Interconnect-device
Future device-mode after reboot : Interconnect-device

4. Issue the request chassis device-mode command and select the desired device mode.

root@switch> request chassis device-mode node-device
Device mode set to 'node-device' mode.
Please reboot the system to complete the process.

5. Verify the future device mode by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Interconnect-device
Future device-mode after reboot : Node-device

6. Reboot the device.

root@switch> request system reboot
Reboot the system ? [yes,no] (no) yes

Shutdown NOW!
[pid 34992]

root@switch>
*%%x FINAL System shutdown message from root@switch x*x*
System going down IMMEDIATELY

7. Verify that the new device mode has been enabled by issuing the show chassis device-mode command.

root@switch> show chassis device-mode
Current device-mode : Node-device
Future device-mode after reboot : Node-device

8. To enable a converted device to participate in the QFabric system in its new role, move the device to
a different rack (as needed), locate the applicable network cables for your device, connect the device



ports to the control plane and data plane per the design for your specific QFabric system, and
reconfigure any aliases for the device at the QFabric default partition CLI prompt.

QFabric Component (Interconnect or Node Device) to Standalone Switch

To convert your QFabric component from either Interconnect device mode or Node device mode to
standalone switch mode, follow these steps:

1. From the default partition CLI prompt, back up your QFabric system configuration to an external
location.

user@qfabric# save configuration-name external-path

2. Connect to the desired QFabric component through the console port of the device and log in as the
root user.

3. Check the current device mode by issuing the show chassis device-mode command.

root@ode1> show chassis device-mode
Current device-mode : Node-device
Future device-mode after reboot : Node-device

4. Issue the request chassis device-mode standalone command to convert the component to standalone
switch mode, while the component is still connected to the QFabric system.

root@node1> request chassis device-mode standalone
Device mode set to 'standalone' mode.

Please reboot the system to complete the process.

NOTE: Always convert the device mode to standalone before you remove the component from
the QFabric system. If you remove the component from the QFabric system before converting
the device mode to standalone, the switch might not operate properly. For example, the output
of the show chassis hardware command might display no FPCs or interfaces for the switch.



5. Verify the future device mode by issuing the show chassis device-mode command.

root@node1> show chassis device-mode
Current device-mode : Node-device

Future device-mode after reboot : Standalone

6. Reboot the component to complete the conversion process.

root@node1> request system reboot

Reboot the system ? [yes,no] (no) yes

Shutdown NOW!
[pid 34992]

root@node1>
*%% FINAL System shutdown message from root@nodel *xx
System going down IMMEDIATELY

7. Disconnect and remove the component from the QFabric system. You may now operate the device
as a standalone switch.

request chassis device-mode
show chassis device-mode
Software Installation and Upgrade Overview

Connecting a QFX3500 Node Device to a Copper-Based QFX3000-G QFabric System Control Plane
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Connecting a QFX5100 Node Device to a Copper-Based QFX3000-G QFabric System Control Plane
Network

Connecting a QFX3500 Node Device to a Fiber-Based QFX3000-G QFabric System Control Plane
Network

Connecting a QFX3600 Node Device to a Fiber-Based QFX3000-G QFabric System Control Plane
Network

Connecting a QFX5100 Node Device to a Fiber-Based QFX3000-G QFabric System Control Plane
Network
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This example shows you how to connect QFabric system components and configure EX4200 switches
used for the QFX3000-M QFabric system control plane network. Proper wiring of Director devices,
Interconnect devices, and Node devices to the EX Series switches, combined with a standard
configuration, enables you to bring up the internal QFabric system management network and prepare
your QFabric system for full operation.



NOTE: EX4200 or EX4300 switch configuration is the same for both the copper-based and fiber-
based QFX3000-M QFabric system control plane networks. Hence, a separate example for
configuring EX4300 switches or the fiber-based control plane network is not provided.

However, because you cannot mix and match fiber and copper in the same control plane
network, you must select only one type of control plane for each QFX3000-M QFabric system
you install. The primary focus of this example is a copper-based control plane network with
EX4200-24T switches. Before you use this example to configure a fiber-based control plane
network with EX4200 switches, ensure that you have installed and wired the QFabric system
hardware and EX4200 switches as required for a fiber-based control plane network (see
"QFX3000-M QFabric System Installation Overview" on page 119). Before you use this example
to configure a copper or fiber-based control plane network with EX4300 switches, ensure that
you have installed and wired the QFabric system hardware and EX4300 switches as required in
Installing and Connecting an EX4300 Switch.

Requirements

This example uses the following hardware and software components:

One QFX3000-M QFabric system containing:

e Two QFX3100 Director devices with 1000BASE-T network modules installed
e Two QFX3600-I Interconnect devices

e Eight QFX3500 Node devices with a 1000BASE-T management board installed

e Two EX4200-24T switches with SFP+ uplink module installed

NOTE: Instead of two EX4200-24T switches, you can use two EX4300-48T switches for a
copper-based control plane network. For a fiber-based control plane network, you can use
two EX4200-24F switches or two EX4300-48P switches.

e Junos OS Release 13.2X52-D10 for the QFabric system components

Junos OS Release 12.3Ré6.6 for the EX Series switches

Before you begin:

Rack, mount, and install your QFabric system hardware (Director group, Interconnect devices, and
Node devices). For more information, see "Installing and Connecting a QFX3100 Director Device" on
page 182, "Installing and Connecting a QFX3600 or QFX3600-1 Device" on page 194, and "Installing
and Connecting a QFX3500 Device" on page 214.



e Rack, mount, and install your control plane EX Series switches. For more information, see /nstalling
and Connecting an EX4200 Switch or Installing and Connecting an EX4300 Switch.

Overview

IN THIS SECTION
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The QFX3000-M QFabric system control plane network connects the Director group, Interconnect
devices, and Node devices in a QFabric system across a pair of redundant EX Series switches. By
separating the management control plane from the data plane, the QFabric system can scale efficiently.
The copper-based control plane network uses Gigabit Ethernet cabling and connections between
components, and two 1-Gigabit Ethernet connections configured in a link aggregation group (LAG)
between the redundant EX Series switches.

Specific ports have been reserved on the EX Series switches to connect to each of the QFabric system
device types. Such design simplifies installation and facilitates timely deployment of a QFabric system. It
also permits the use of a standard EX Series switch configuration included as part of this example. The
standard configuration can scale from the 8 Node devices shown in this example to a maximum of 16
Node devices.

Topology

Figure 96 on page 342 shows the general port ranges where QFabric system devices must be connected
to the EX Series switches. For each EX Series switch, connect ports O through 15 to Node devices, ports
16 through 19 to Interconnect devices, ports 20 through 23 to Director devices, and uplink ports O and
1 to the other control plane switch as an inter-switch LAG. Table 71 on page 343 shows the details of
the QFabric system component-to-EX Series switch port mappings.

Figure 96: QFX3000-M QFabric System Control Plane—EX Series Switch Port Ranges

Node Interconnect Director
Devices Devices Group
Ports 0-15 Ports 16-19 Ports 20-23

EE_. ________ Inter-switch LAG

Uplink Ports 0 and 1
EX Series P

Control Plane
Switch

8042351



CAUTION:
A

e The control plane network within a QFabric system is a critical component of the
system that should not be shared with other network traffic. In order to scale
efficiently, the control plane network must be reserved for the QFabric system and

its components. As a result, the ports of the QFabric system control plane must

never be used for any purpose other than to transport QFabric system control plane

traffic, and we neither recommend nor support the connection of other devices to
the QFabric system control plane network.

e Do not install Junos Space and Al-Scripts (AlS) on the control plane network EX
Series switches in a QFX3000-M QFabric system.

Table 71 on page 343 shows the specific mappings of QFabric system control plane network ports from

the QFabric system components to the EX Series switches.

NOTE: The uplink ports 2 and 3 on the EX Series switches are reserved for future use.

Table 71: QFX3000-M QFabric System Copper-Based Control Plane—QFabric Component-to-EX Series

Switch Port Mappings

EX Series Switch 1 (EXO)

Node0, management port CO to port O
(ge-0/0/0)

Nodel, management port CO to port 1
(ge-0/0/1)

Node2, management port CO to port 2
(ge-0/0/2)

Node3, management port CO to port 3
(ge-0/0/3)

Node4, management port CO to port 4
(ge-0/0/4)

EX Series Switch 2 (EX1)

Node0O, management port C1 to port O
(ge-0/0/0)

Nodel, management port C1 to port 1
(ge-0/0/1)

Node2, management port C1 to port 2
(ge-0/0/2)

Node3, management port C1 to port 3
(ge-0/0/3)

Node4, management port C1 to port 4
(ge-0/0/4)

QFabric System

Component

Node device O

Node device 1

Node device 2

Node device 3

Node device 4



Table 71: QFX3000-M QFabric System Copper-Based Control Plane—QFabric Component-to-EX Series

Switch Port Mappings (Continued)

EX Series Switch 1 (EXO0)

Node5, management port CO to port 5
(ge-0/0/5)

Nodeé, management port CO to port 6
(ge-0/0/6)

Node7, management port CO to port 7
(ge-0/0/7)

Node8, management port CO to port 8
(ge-0/0/8)

Node?, management port CO to port 9
(ge-0/0/9)

Node10, management port CO to port 10
(ge-0/0/10)

Nodel1, management port CO to port 11
(ge-0/0/11)

Node12, management port CO to port 12
(ge-0/0/12)

Node13, management port CO to port 13
(ge-0/0/13)

Node14, management port CO to port 14
(ge-0/0/14)

Node15, management port CO to port 15
(ge-0/0/15)

EX Series Switch 2 (EX1)

Node5, management port C1 to port 5
(ge-0/0/5)

Nodeé, management port C1 to port 6
(ge-0/0/6)

Node7, management port C1 to port 7
(ge-0/0/7)

Node8, management port C1 to port 8
(ge-0/0/8)

Node?, management port C1 to port 9
(ge-0/0/9)

Node10, management port C1 to port 10
(ge-0/0/10)

Nodel1, management port C1 to port 11
(ge-0/0/11)

Node12, management port C1 to port 12
(ge-0/0/12)

Node13, management port C1 to port 13
(ge-0/0/13)

Nodel14, management port C1 to port 14
(ge-0/0/14)

Node15, management port C1 to port 15
(ge-0/0/15)

QFabric System
Component

Node device 5

Node device 6

Node device 7

Node device 8

Node device 9

Node device 10

Node device 11

Node device 12

Node device 13

Node device 14

Node device 15



Table 71: QFX3000-M QFabric System Copper-Based Control Plane—QFabric Component-to-EX Series

Switch Port Mappings (Continued)

EX Series Switch 1 (EXO0)

ICO, management port CO to port 16
(ge-0/0/16)

IC1, management port CO to port 17
(ge-0/0/17)

IC2, management port CO to port 18
(ge-0/0/18)

IC3, management port CO to port 19
(ge-0/0/19)

DGO module 0, port O to port 20
(ge-0/0/20)

DGO module 0, port 1 to port 21
(ge-0/0/21)

DG1 module O, port O to port 22
(ge-0/0/22)

DG1 module 0, port 1 to port 23
(ge-0/0/23)

EXO, uplink port O to EX1, uplink port O

(ge-0/1/0)

EXO, uplink port 1 to EX1, uplink port 1

(ge-0/1/1)

EX Series Switch 2 (EX1)

ICO, management port C1 to port 16
(ge-0/0/16)

IC1, management port C1 to port 17
(ge-0/0/17)

IC2, management port C1 to port 18
(ge-0/0/18)

IC3, management port C1 to port 19
(ge-0/0/19)

DGO module 1, port O to port 20
(ge-0/0/20)

DGO module 1, port 1 to port 21
(ge-0/0/21)

DG1 module 1, port O to port 22
(ge-0/0/22)

DG1 module 1, port 1 to port 23
(ge-0/0/23)

EX1, uplink port O to EXO, uplink port O

(ge-0/1/0)

EX1, uplink port 1 to EXO, uplink port 1

(ge-0/1/1)

QFabric System

Component

Interconnect device O

Interconnect device 1

Interconnect device 2

Interconnect device 3

Director device O

Director device O

Director device 1

Director device 1

Inter-EX Series switch

LAG

Inter-EX Series switch
LAG



Table 71: QFX3000-M QFabric System Copper-Based Control Plane—QFabric Component-to-EX Series

Switch Port Mappings (Continued)

EX Series Switch 1 (EXO0) EX Series Switch 2 (EX1)
Reserved Reserved
Uplink port 2 (ge-0/1/2) Uplink port 2 (ge-0/1/2)
Reserved Reserved
Uplink port 3 (ge-0/1/3) Uplink port 3 (ge-0/1/3)

QFabric System
Component

Future use

Future use

Next, connect the Director devices to the EX Series switches. In general, you want to accomplish the

following:

e Connect two ports from one network module in a Director device to the first EX Series switch, and

two ports from the second network module to the second EX Series switch.

e Connect the Director devices to each other and create a Director group. You can use either straight-
through RJ-45 patch cables or crossover cables, because the Director devices contain autosensing
modules. Connect one port from each network module on the first Director device to one port in

each network module on the second Director device.

Figure 97 on page 346 shows the specific ports on the Director group that you must connect to the EX

Series switches and interconnect between the Director devices.

Figure 97: QFX3000-M QFabric System Control Plane—Director Group to EX Series Switch
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In this specific example, connect ports O and 1 from module O on Director device DGO to ports 20 and
21 on EX Series switch EXO (ge-0/0/20 and ge-0/0/21), and connect ports 0 and 1 from module 1 to
ports 20 and 21 on the second EX Series switch EX1 (ge-0/0/20 and ge-0/0/21).

For Director device DG1, connect ports O and 1 from module O to ports 22 and 23 on EX Series switch
EXO (ge-0/0/22 and ge-0/0/23), and connect ports 0 and 1 from module 1 to ports 22 and 23 on the

second EX Series switch EX1 (ge-0/0/22 and ge-0/0/23).

To form the Director group, connect port 3 on module 0 on Director device DGO to port 3 on module O
on Director device DG1. Similarly, connect port 3 on module 1 on Director device DGO to port 3 on
module 1 on Director device DG1. Table 72 on page 347 shows the port mappings for the Director

group in this example.

Table 72: Director Group Port Mappings

Director EX Series Switch EXO
Device

DGO e DGO module O, port O to port 20 on EXO
(ge-0/0/20)

e DGO module O, port 1 to port 21 on EXO
(ge-0/0/21)

e DGO module 0, port 3 to module 0, port 3
on DG1

DG1 e DG1 module O, port O to port 22 on EXO
(ge-0/0/22)

e DG1 module O, port 1 to port 23 on EXO
(ge-0/0/23)

e DG1 module O, port 3 to module O, port 3
on DGO

EX Series Switch EX1

DGO module 1, port O to port 20 on EX1
(ge-0/0/20)

DGO module 1, port 1 to port 21 on EX1
(ge-0/0/21)

DGO module 1, port 3 to module 1, port 3
on DG1

DG1 module 1, port O to port 22 on EX1
(ge-0/0/22)

DG1 module 1, port 1 to port 23 on EX1
(ge-0/0/23)

DG1 module 1, port 3 to module 1, port 3
on DGO

In the software, the ports of each network module on a Director device are reversed, numbered from
right to left, and incremented sequentially across modules. If you issue interface operational commands
directly on the Director device, note the following port mappings as shown in Table 73 on page 348:



Table 73: Hardware to Software Port Mappings for Director Device Network Modules

Network Module Port O Port 1 Port 2 Port 3
Module O eth5 eth4 eth3 eth2
Module 1 eth9 eth8 eth7 ethé

Figure 98 on page 348 shows the specific ports on the QFX3600-1 Interconnect devices that you must
connect to the EX Series switches. In general, connect the first management port in an Interconnect
device to the first EX Series switch, and the second management port to the second EX Series switch.

Figure 98: QFX3000-M QFabric System Control Plane—Interconnect Device to EX Series Switch
Connections
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In this specific example, for both Interconnect devices ICO and IC1, connect management port CO to EX
Series switches EXO and EX1 and management port C1 to EX Series switches EX0 and EX1. Connect the
management port CO cables to port 16 on EX Series switches EX0 and EX1 (ge-0/0/16), and connect
the management port C1 cables to port 17 on EX Series switches EX0 and EX1 (ge-0/0/17). Table 74 on
page 348 shows the port mappings for the Node devices in this example.

Table 74: Interconnect Device Port Mappings

Interconnect Device EX Series Switch EXO EX Series Switch EX1

ICO ICO, management port CO to port 16 ICO, management port C1 to port 16
(ge-0/0/16) (ge-0/0/16)

IC1 IC1, management port CO to port 17 IC1, management port C1 to port 17

(ge-0/0/17) (ge-0/0/17)



Figure 99 on page 349, Figure 100 on page 349, and Figure 101 on page 349 show the specific ports on
the Node devices that you must connect to the EX Series switches when using a copper-based control
plane. In general, connect the first management port from a Node device to the first EX Series switch,
and the second management port to the second EX Series switch.

Figure 99: QFX3000-M QFabric System Control Plane—QFX3500 Node Device to EX Series Switch
Connections

co ¢
QFX3500 mmismn
toCO to C1
ge-0/0/0 ge-0/0/0 a
| —— | — 3
o0

EX Series EX Series

Figure 100: QFX3000-M QFabric System Control Plane—QFX3600 Node Device to EX Series Switch
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Figure 101: QFX3000-M QFabric System Control Plane—QFX5100 Node Device to EX Series Switch
Connections
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When implementing a fiber-based control plane, refer to Figure 102 on page 350, Figure 103 on page
350, and Figure 104 on page 350 for the proper control plane connections.



Figure 102: QFX3000-M QFabric System Fiber-Based Control Plane—QFX3500 Node Device to EX
Series Switch Connections
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Figure 103: QFX3000-M QFabric System Fiber-Based Control Plane—QFX3600 Node Device to EX
Series Switch Connections
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Figure 104: QFX3000-M QFabric System Fiber-Based Control Plane—QFX5100 Node Device to EX
Series Switch Connections
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In this specific example, for Node device NodeO, connect management port CO (also known as me5) to
EX Series switch EXO port O (ge-0/0/0), and connect management port C1 (also known as meé) to the
second EX Series switch EX1 port 0 (ge-0/0/0).

For the remaining seven Node devices, connect management port CO to the ge-0/0/X port on EX Series
switch EXO that matches the Node device number. Similarly, connect management port C1 to the port
on the second EX Series switch EX1 that matches the Node device number. For example, you would
connect Node device Node5 to port 5 (ge-0/0/5). Table 75 on page 351 shows the full set of port
mappings for the Node devices in this example.



Table 75: Node Device to EX Series Switch Port Mappings

Node Device EX Series Switch EXO EX Series Switch EX1

NodeO Node0, management port CO to port O Node0O, management port C1 to port O
(ge-0/0/0) (ge-0/0/0)

Nodel Nodel, management port CO to port 1 Nodel, management port C1 to port 1
(ge-0/0/1) (ge-0/0/1)

Node2 Node2, management port CO to port 2 Node2, management port C1 to port 2
(ge-0/0/2) (ge-0/0/2)

Node3 Node3, management port CO to port 3 Node3, management port C1 to port 3
(ge-0/0/3) (ge-0/0/3)

Node4 Node4, management port CO to port 4 Node4, management port C1 to port 4
(ge-0/0/4) (ge-0/0/4)

Node5 Node5, management port CO to port 5 Node5, management port C1 to port 5
(ge-0/0/5) (ge-0/0/5)

Nodeé Nodeé, management port CO to port 6 Nodeé, management port C1 to port 6
(ge-0/0/6) (ge-0/0/6)

Node7 Node7, management port CO to port 7 Node7, management port C1 to port 7

(ge-0/0/7)

(ge-0/0/7)

Figure 105 on page 352 shows the specific uplink ports on the first EX Series switch that you must
connect to the second EX Series switch. These connections create a link aggregation group (LAG) that
provides redundancy and resiliency for the EX Series switch portion of the control plane. In general,
connect each 1-Gigabit Ethernet uplink port from the first EX Series switch to the corresponding 1-
Gigabit Ethernet uplink port on the second EX Series switch.



Figure 105: QFX3000-M QFabric System Control Plane—Inter-EX Series Switch LAG Connections
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In this specific example, for EX Series switch EXO0, connect uplink port O (ge-0/1/0) to EX Series switch
EX1 uplink port O (ge-0/1/0). Then connect uplink port 1 (ge-0/1/1) on EX Series switch EXO to uplink
port 1 (ge-0/1/1) on EX Series switch EX1.

Table 76 on page 352 shows the port mappings for the EX Series switch LAG connections in this
example.

Table 76: EX Series Switch LAG Port Mappings

EXO0 and EX1 EX0 EX1

Uplink port O ge-0/1/0 to ge-0/1/0 ge-0/1/0 to ge-0/1/0

Uplink port 1 ge-0/1/1 to ge-0/1/1 ge-0/1/1to ge-0/1/1
Configuration

IN THIS SECTION

Procedure | 352

Procedure

CLI Quick Configuration

To configure the QFX3000-M QFabric system control plane EX Series switches quickly, copy the
following commands, paste them in a text file, remove any line breaks, change any details necessary to



match your network, and then copy and paste the commands into the EX Series switch CLI at the [edit]

hierarchy level.

set groups

set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set groups
set
set
set interfaces
set interfaces
set interfaces
set interfaces
access

set interfaces

members qfabric

set interfaces
set interfaces
Device"

set interfaces
set interfaces

qfabric
qfabric
qfabric
qfabric
qfabric
qfabric
qfabric
qfabric
qfabric
qfabric
qfabric

protocols
protocols
protocols
protocols
protocols

apply-groups gfabric

interface-range
interface-range
interface-range
interface-range

interface-range

interface-range

interface-range

interface-range
interface-range

port-mode access

set interfaces

interface-range

vlan members gfabric

set interfaces
set interfaces
Device - DGO"

set interfaces
set interfaces
set interfaces

interface-range

interface-range

interface-range
interface-range

interface-range

chassis lcd-

chassis aggregated-devices ethernet device-count 3
chassis alarm management-ethernet link-down ignore

menu fpc © menu-item maintenance-menu disable

rstp interface ae2.0 mode point-to-point

rstp interface all edge

rstp interface all no-root-port

rstp bpdu-block-on-edge

11dp interface all

ethernet-switching-options storm-control interface all bandwidth 10000
vlans gfabric vlan-id 100

vlans gfabric dotl1q-tunneling

qfabric-int interfaces <*> mtu 9216

qfabric-int interfaces <*> unit @ family ethernet-switching port-mode access
gfabric-int interfaces <*> unit @ family ethernet-switching vlan members qfabric
qfabric-ae interfaces <*> aggregated-ether-options link-speed 1g

qfabric-ae interfaces <*> aggregated-ether-options lacp active

chassis fpc @ pic 1 sfpplus pic-mode 1g

Node_Device_Interfaces member "ge-0/0/[0-15]"
description "QFabric Node Device"
mtu 9216

unit @ family ethernet-switching port-mode

Node_Device_Interfaces
Node_Device_Interfaces
Node_Device_Interfaces
Node_Device_Interfaces unit @ family ethernet-switching vlan

Interconnect_Device_Interfaces member "ge-0/0/[16-17]"

Interconnect_Device_Interfaces description "QFabric Interconnect

Interconnect_Device_Interfaces mtu 9216

Interconnect_Device_Interfaces unit @ family ethernet-switching
Interconnect_Device_Interfaces unit @ family ethernet-switching
Director_Device_DGO_LAG_Interfaces member "ge-0/0/[20-21]"
Director_Device_DGO_LAG_Interfaces description "QFabric Director
Director_Device_DGO_LAG_Interfaces ether-options speed 1g
Director_Device_DGO_LAG_Interfaces ether-options 802.3ad ae0

Director_Device_DG1_LAG_Interfaces member "ge-0/0/[22-23]"



set interfaces
Device - DG1"

set interfaces
set interfaces
set interfaces
set interfaces
Plane (Inter -
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces
set interfaces

interface-range Director_Device_DG1_LAG_Interfaces description "QFabric Director

interface-range Director_Device_DG1_LAG_Interfaces ether-options speed 1g

interface-range Director_Device_DG1_LAG_Interfaces ether-options 802.3ad ael

interface-range Control_Plane_Inter_LAG_Interfaces member "ge-0/1/[0-1]1"

interface-range Control_Plane_Inter_LAG_Interfaces description "QFabric Control
Switch LAG)"

interface-range Control_Plane_Inter_LAG_Interfaces ether-options 802.3ad ae2

aed
aed
aed
ael
ael
ael
ae2
ae2
ae2
ae2
ae2

apply-groups gfabric-int

apply-groups gfabric-ae

description "QFabric Director Device - DGO"
apply-groups gfabric-int

apply-groups gfabric-ae

description "QFabric Director Device - DG1"
description "QFabric Control Plane (Inter-Switch LAG)"
mtu 9216

aggregated-ether-options link-speed 1g
aggregated-ether-options lacp active

unit @ family ethernet-switching vlan members qfabric

set class-of-service classifiers ieee-802.1 onep_gfabric_classifier forwarding-class class_3

loss-priority low code-points 110

set class-of-service classifiers ieee-802.1 onep_gfabric_classifier forwarding-class class_3

loss-priority low code-points 111

set class-of-service classifiers ieee-802.1 onep_gfabric_classifier forwarding-class class_2

loss-priority low code-points 100

set class-of-service classifiers ieee-802.1 onep_gfabric_classifier forwarding-class class_2

loss-priority high code-points 101

set class-of-service classifiers ieee-802.1 onep_gfabric_classifier forwarding-class class_0

loss-priority low code-points 010

set class-of-service classifiers ieee-802.1 onep_gfabric_classifier forwarding-class class_0

loss-priority high code-points 001

set class-of-service classifiers inet-precedence IP_qgfabric_classifier forwarding-class class_3

loss-priority low code-points 110

set class-of-service classifiers inet-precedence IP_qgfabric_classifier forwarding-class class_3

loss-priority low code-points 111

set class-of-service classifiers inet-precedence IP_qgfabric_classifier forwarding-class class_2

loss-priority low code-points 100

set class-of-service classifiers inet-precedence IP_qgfabric_classifier forwarding-class class_2

loss-priority high code-points 101

set class-of-service classifiers inet-precedence IP_qgfabric_classifier forwarding-class class_0

loss-priority low code-points 010

set class-of-service classifiers inet-precedence IP_qgfabric_classifier forwarding-class class_0

loss-priority high code-points 001



set
set
set
set
set
set
set
set
set
set

class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service

class-of-service

scheduler_3

set

class-of-service

scheduler_2

set

class-of-service

scheduler_0

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service
class-of-service

class-of-service

forwarding-
forwarding-
forwarding-

interfaces
interfaces
interfaces
interfaces
interfaces

interfaces

classes class class_3 queue-num 7

classes class class_2 queue-num 2

classes class class_0 queue-num 0

ge-*/0/* scheduler-map cpe_network_smap

ge-*/0/* unit 0 classifiers ieee-802.1 onep_qgfabric_classifier
ge-*/0/* unit 0 classifiers inet-precedence IP_qfabric_classifier
ae* scheduler-map cpe_network_smap

ae* unit 0 classifiers ieee-802.1 onep_qgfabric_classifier

ae* unit 0 classifiers inet-precedence IP_qgfabric_classifier

scheduler-maps cpe_network_smap forwarding-class class_3 scheduler

scheduler-maps cpe_network_smap forwarding-class class_2 scheduler

scheduler-maps cpe_network_smap forwarding-class class_0 scheduler

schedulers
schedulers
schedulers
schedulers
schedulers
schedulers
schedulers
schedulers

scheduler_3 buffer-size percent 30

scheduler_3 priority strict-high
scheduler_2 transmit-rate percent 75
scheduler_2 buffer-size percent 30
scheduler_2 priority low
scheduler_0 transmit-rate percent 25
scheduler_0 buffer-size percent 40

scheduler_0 priority low

system
system
system
system
system
system
system
system
system
system
system
system
system
system
system

host-name qfabric-control-plane
services ssh

services telnet

services web-management http
syslog user * any emergency
syslog file messages any notice
syslog file messages authorization info
syslog file messages archive world-readable
syslog file messages explicit-priority
syslog file interactive-commands interactive-commands any
syslog file secure authorization info
syslog file default-log-messages any any
syslog file default-log-messages structured-data
syslog file console any error

syslog time-format millisecond

interfaces me@ unit 0 family inet address 192.168.157.26/24
routing-options static route 0.0.0.0/0 next-hop 192.168.157.1



Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure an EX Series switch for the QFX3000-M QFabric system control plane network:

1. Create a configuration group called gfabric to define global QFabric system control plane properties.
Set up the number of aggregated Ethernet devices, configure alarm and LCD management, activate
loop prevention and storm control, specify a global VLAN (VLAN 100) and 802.1q tunneling, define
options for aggregated Ethernet interfaces, and apply the gfabric group settings to the configuration.

[edit]

user@switch# set groups gfabric chassis aggregated-devices ethernet device-count 3
user@switch# set groups gfabric chassis alarm management-ethernet link-down ignore
user@switch# set groups gfabric chassis lcd-menu fpc @ menu-item maintenance-menu disable
user@switch# set groups gfabric protocols rstp interface ae2.0 mode point-to-point
user@switch# set groups gfabric protocols rstp interface all edge

user@switch# set groups gfabric protocols rstp interface all no-root-port

user@switch# set groups gfabric protocols rstp bpdu-block-on-edge

user@switch# set groups gfabric protocols 1lldp interface all

user@switch# set groups gfabric ethernet-switching-options storm-control interface all
bandwidth 10000

user@switch# set groups gfabric vlans qfabric vlan-id 100

user@switch# set groups gfabric vlans gfabric dot1g-tunneling

user@switch# set groups gfabric-int interfaces <*> mtu 9216

user@switch# set groups gfabric-int interfaces <*> unit @ family ethernet-switching port-mode
access

user@switch# set groups gfabric-int interfaces <*> unit 0 family ethernet-switching vlan
members qfabric

user@switch# set groups gfabric-ae interfaces <*> aggregated-ether-options link-speed 1g
user@switch# set groups gfabric-ae interfaces <*> aggregated-ether-options lacp active
user@switch# set apply-groups qfabric

2. Configure interfaces for the QFabric system control plane network. Enable the EX Series switch SFP+
uplink module for 1-Gigabit Ethernet operation. Set the interface ranges where Node devices (0
through 15), Interconnect devices (16 and 17), and Director devices (20 through 23) connect to the
control plane network through the EX Series switches. Configure the inter-EX Series switch LAG


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

connections for the ae2 interface and apply the gfabric-int and gfabric-ae configuration groups to
the aggregated Ethernet interfaces (ae0 and ae1l) for the Director devices.

[edit]

user@switch# set chassis fpc 0 pic 1 sfpplus pic-mode 1g

user@switch# set interfaces interface-range
user@switch# set interfaces interface-range
Device"

user@switch# set interfaces interface-range
user@switch# set interfaces interface-range
switching port-mode access

user@switch# set interfaces interface-range
switching vlan members gfabric

user@switch# set interfaces interface-range
[16-17]"

user@switch# set interfaces interface-range
"QFabric Interconnect Device"

user@switch# set interfaces interface-range
user@switch# set interfaces interface-range
ethernet-switching port-mode access
user@switch# set interfaces interface-range
ethernet-switching vlan members gfabric
user@switch# set interfaces interface-range
[20-21]"

user@switch# set interfaces interface-range
"QFabric Director Device - DGO"
user@switch# set interfaces interface-range
speed 1g

user@switch# set interfaces interface-range
802.3ad ae0

user@switch# set interfaces interface-range
[22-23]"

user@switch# set interfaces interface-range
"QFabric Director Device - DG1"
user@switch# set interfaces interface-range
speed 1g

user@switch# set interfaces interface-range
802.3ad ael

user@switch# set interfaces interface-range
[0-11"

user@switch# set interfaces interface-range
"QFabric Control Plane (Inter - Switch LAG)"

Node_Device_Interfaces member "ge-0/0/[0-15]"

Node_Device_Interfaces description "QFabric Node

Node_Device_Interfaces mtu 9216
Node_Device_Interfaces unit @ family ethernet-

Node_Device_Interfaces unit @ family ethernet-

Interconnect_Device_Interfaces member "ge-0/0/

Interconnect_Device_Interfaces description

Interconnect_Device_Interfaces mtu 9216

Interconnect_Device_Interfaces unit 0 family

Interconnect_Device_Interfaces unit 0 family

Director_Device_DGO_LAG_Interfaces member "ge-0/0/

Director_Device_DGO_LAG_Interfaces description

Director_Device_DGO_LAG_Interfaces ether-options

Director_Device_DGO_LAG_Interfaces ether-options

Director_Device_DG1_LAG_Interfaces member "ge-0/0/

Director_Device_DG1_LAG_Interfaces description

Director_Device_DG1_LAG_Interfaces ether-options

Director_Device_DG1_LAG_Interfaces ether-options

Control_Plane_Inter_LAG_Interfaces member "ge-0/1/

Control_Plane_Inter_LAG_Interfaces description



user@switch# set interfaces

802.3ad ae2

user@switch# set interfaces ae0

user@switch# set interfaces ae0

user@switch# set interfaces ae0

user@switch# set interfaces ael

user@switch# set interfaces ael

user@switch# set interfaces ael

user@switch# set interfaces ae2

user@switch# set interfaces ae2 mtu 9216

user@switch# set interfaces ae2

user@switch# set interfaces ae2

user@switch# set interfaces ae2

apply-groups gfabric-int
apply-groups gfabric-ae

apply-groups gfabric-int
apply-groups gfabric-ae

description "QFabric Director Device - DGO"

description "QFabric Director Device - DG1"

description "QFabric Control Plane (Inter-Switch LAG)"

aggregated-ether-options link-speed 1g

aggregated-ether-options lacp active

interface-range Control_Plane_Inter_LAG_Interfaces ether-options

unit 0 family ethernet-switching vlan members qfabric

3. Enable class of service (CoS) for the QFabric system control plane network. Establish forwarding
classes, priorities, scheduler maps, classifiers, and queues for three types of traffic: control traffic,

interdevice traffic, and best-effort traffic.

[edit]

user@switch# set class-of-service classifiers ieee-802.

class class_3 loss-priority low code-points 110

user@switch# set class-of-service classifiers ieee-802.

class class_3 loss-priority low code-points 111

user@switch# set class-of-service classifiers ieee-802.

class class_2 loss-priority low code-points 100

user@switch# set class-of-service classifiers ieee-802.

class class_2 loss-priority high code-points 101

user@switch# set class-of-service classifiers ieee-802.

class class_0 loss-priority low code-points 010

user@switch# set class-of-service classifiers ieee-802.

class class_0 loss-priority high code-points 001
user@switch# set
forwarding-class
user@switch# set
forwarding-class
user@switch# set
forwarding-class
user@switch# set
forwarding-class
user@switch# set
forwarding-class

user@switch# set

class-of-service classifiers inet-precedence

class-of-service classifiers inet-precedence

class-of-service classifiers inet-precedence

class-of-service classifiers inet-precedence

class-of-service classifiers inet-precedence

onep_qgfabric_classifier

onep_qgfabric_classifier

onep_qgfabric_classifier

onep_qgfabric_classifier

onep_qgfabric_classifier

onep_qgfabric_classifier

class_3 loss-priority low code-points 110

class_3 loss-priority low code-points 111

class_2 loss-priority low code-points 100

class_2 loss-priority high code-points 101

class_0 loss-priority low code-points 010

forwarding-

forwarding-

forwarding-

forwarding-

forwarding-

forwarding-

class-of-service classifiers inet-precedence IP_gfabric_classifier

IP_qgfabric_classifier

IP_qgfabric_classifier

IP_qgfabric_classifier

IP_qgfabric_classifier

IP_qgfabric_classifier



forwarding-class class_0 loss-priority high code-points 001

user@switch# set class-of-service forwarding-classes class class_3 queue-num 7
user@switch# set class-of-service forwarding-classes class class_2 queue-num 2
user@switch# set class-of-service forwarding-classes class class_0 queue-num 0
user@switch# set class-of-service interfaces ge-*/0/* scheduler-map cpe_network_smap
user@switch# set class-of-service interfaces ge-*/0/* unit @ classifiers ieee-802.1
onep_qfabric_classifier

user@switch# set class-of-service interfaces ge-*/0/* unit @ classifiers inet-precedence
IP_qgfabric_classifier

user@switch# set class-of-service interfaces ae* scheduler-map cpe_network_smap
user@switch# set class-of-service interfaces ae* unit @ classifiers ieee-802.1
onep_gfabric_classifier

user@switch# set class-of-service interfaces ae* unit @ classifiers inet-precedence
IP_qgfabric_classifier

user@switch# set class-of-service scheduler-maps cpe_network_smap forwarding-class class_3
scheduler scheduler_3

user@switch# set class-of-service scheduler-maps cpe_network_smap forwarding-class class_2
scheduler scheduler_2

user@switch# set class-of-service scheduler-maps cpe_network_smap forwarding-class class_0
scheduler scheduler_0

user@switch# set class-of-service schedulers scheduler_3 buffer-size percent 30
user@switch# set class-of-service schedulers scheduler_3 priority strict-high

user@switch# set class-of-service schedulers scheduler_2 transmit-rate percent 75
user@switch# set class-of-service schedulers scheduler_2 buffer-size percent 30
user@switch# set class-of-service schedulers scheduler_2 priority low

user@switch# set class-of-service schedulers scheduler_0 transmit-rate percent 25
user@switch# set class-of-service schedulers scheduler_0 buffer-size percent 40

user@switch# set class-of-service schedulers scheduler_0 priority low

4. Configure settings to enable the EX Series switches to interoperate with your management network.
Set a hostname, system services (such as Telnet), system log thresholds, management interface
parameters, default routes, and any additional preferences you might have.

[edit]

user@switch# set system host-name gfabric-control-plane
user@switch# set system services ssh

user@switch# set system services telnet

user@switch# set system services web-management http

user@switch# set system syslog user * any emergency

user@switch# set system syslog file messages any notice
user@switch# set system syslog file messages authorization info
user@switch# set system syslog file messages archive world-readable



user@switch# set system syslog file messages explicit-priority

user@switch# set system syslog file interactive-commands interactive-commands any
user@switch# set system syslog file secure authorization info

user@switch# set system syslog file default-log-messages any any

user@switch# set system syslog file default-log-messages structured-data
user@switch# set system syslog file console any error

user@switch# set system syslog time-format millisecond

user@switch# set interfaces me@ unit 0 family inet address 192.168.157.26/24
user@switch# set routing-options static route 0.0.0.0/0 next-hop 192.168.157.1

Results

To view the configuration, issue the show command in configuration mode or the show configuration
command in operational mode. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

The following configuration is the standard configuration that applies universally to both EX Series
switches in your QFabric system control plane network.

[edit]
groups {
gfabric {
chassis {
aggregated-devices {
ethernet {
device-count 3;
}
}
alarm {
management-ethernet {
link-down ignore;
}
}
lcd-menu {
fpc 0 {
maintenance-menu disable;
}
}
}

protocols {
rstp {
interface ae2.0 {



mode point-to-point;

}
interface all {
edge;
no-root-port;
}
bpdu-block-on-edge;
}
11dp {
interface all;
}

}
ethernet-switching-options {
storm-control {
interface all {
bandwidth 10000;

}
}
}
vlans {
gfabric {
vlan-id 100;
dot1g-tunneling;
}
}

}
gfabric-int {

interfaces {

<x> {
mtu 9216;
unit @ {
family ethernet-switching {
port-mode access;
vlan {
members gfabric;
}
}
}
}

}
gfabric-ae {
interfaces {



<x> {
aggregated-ether-options {
link-speed 1g;

lacp {
active;
}
}
}
}
}
}
apply-groups [gfabric];
chassis {
fpc 0 {
pic 1 {
sfpplus {
pic-mode 10g;
}
}
}
}

interfaces {
interface-range Node_Device_Interfaces {
member "ge-0/0/[0-15]";
description "QFabric Node Device";
mtu 9216;
unit @ {
family ethernet-switching {
port-mode access;
vlan {

members gfabric;

}
interface-range Interconnect_Device_Interfaces {
member "ge-0/0/[16-17]1";
description "QFabric Interconnect Device";
mtu 9216;
unit 0 {
family ethernet-switching {
port-mode access;

vlan {



members gfabric;

}
interface-range Director_Device_DGO_LAG_Interfaces {
member "ge-0/0/[20-211";
description "QFabric Director Device - DGQ";
ether-options {
speed {
1g;
}
802.3ad ae0;

}
interface-range Director_Device_DG1_LAG_Interfaces {
member "ge-0/0/[22-231";
description "QFabric Director Device - DG1";
ether-options {
speed {
1g;
}
802.3ad ael;

}

interface-range Control_Plane_Inter_LAG_Interfaces {
member "ge-0/1/[0-1]";
description "QFabric Control Plane (Inter-Switch LAG)";
ether-options {

802.3ad ae2;
}
}
aed {
apply-groups [ gfabric-int gfabric-ae I,
description "QFabric Director Device - DGO";
}
ael {
apply-groups [ gfabric-int gfabric-ae I;
description "QFabric Director Device - DG1";
}
ae2 {

description "QFabric Control Plane (Inter-Switch LAG)";
mtu 9216;



aggregated-ether-options {
link-speed 1g;

lacp {
active;
}
}
unit @ {
family ethernet-switching {
vlan {
members gfabric;
}
}
}

}
class-of-service {
classifiers {
ieee-802.1 onep_qgfabric_classifier {
forwarding-class class_3 {
loss-priority low code-points [ 110 111 7;
}
forwarding-class class_2 {
loss-priority low code-points 100;
loss-priority high code-points 101;
}
forwarding-class class_0 {
loss-priority low code-points 010;
loss-priority high code-points 001;

}
inet-precedence IP_gfabric_classifier {
forwarding-class class_3 {
loss-priority low code-points [ 110 111 1;
}
forwarding-class class_2 {
loss-priority low code-points 100;
loss-priority high code-points 101;
}
forwarding-class class_0 {
loss-priority low code-points 010;

loss-priority high code-points 001;



}

forwarding-classes {
class class_3 queue-num 7;
class class_2 queue-num 2;

class class_0 queue-num 0;

}
interfaces {
ge-x/0/* {
scheduler-map cpe_network_smap;
unit 0 {
classifiers {
ieee-802.1 onep_qgfabric_classifier;
inet-precedence IP_gfabric_classifier;
}
}
}
aex {
scheduler-map cpe_network_smap;
unit @ {
classifiers {
ieee-802.1 onep_qgfabric_classifier;
inet-precedence IP_gfabric_classifier;
}
}
}
}

scheduler-maps {
cpe_network_smap {
forwarding-class class_3 scheduler scheduler_3;
forwarding-class class_2 scheduler scheduler_2;

forwarding-class class_0 scheduler scheduler_0;

}
schedulers {
scheduler_3 {
buffer-size percent 30;
priority strict-high;
}
scheduler_2 {
transmit-rate percent 75;
buffer-size percent 30;
priority low;



scheduler_0 {
transmit-rate percent 25;
buffer-size percent 40;

priority low;

The following portion of the configuration applies to the specific requirements of your management
network. Modify this section to meet the needs of your network.

[edit]
system {
host-name qgfabric-control-plane;
services {
ssh;
telnet;
web-management {

http;
}
}
syslog {
user * {
any emergency;
}

file messages {
any notice;
authorization info;
archive world-readable;
explicit-priority;

}

file interactive-commands {
interactive-commands any;

}

file secure {
authorization info;

}

file default-log-messages {
any any;
structured-data;

}

file console {



any error;

}
time-format millisecond;
}
}
interfaces {
med {
unit 0 {
family inet {
address 192.168.157.26/24;
}
}
}
}
routing-options {
static {
route 0.0.0.0/0 next-hop 192.168.157.1;
}
}

To verify the syntax of your configuration prior to committing it, enter commit check from configuration
mode. If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verifying the QFX3000-M QFabric System Control Plane—EX Series Switch EXO | 367
Verifying the QFX3000-M QFabric System Control Plane—EX Series Switch EX1 | 370

Confirm that the EX Series switch configuration is working properly.

Verifying the QFX3000-M QFabric System Control Plane—EX Series Switch EX0

Purpose

Verify that the control plane is properly connected on your first EX Series switch.



Action

Connect to the Junos OS CLI of EX Series switch EXO, either from your management network or from
the console port of the switch. In operational mode, enter the show interfaces terse command.

Sample Output

command-name

user@ex0> show interfaces terse

Interface Admin Link Proto Local Remote
ge-0/0/0 up up

ge-0/0/0.0 up up eth-switch
ge-0/0/1 up up

ge-0/0/1.0 up up eth-switch
ge-0/0/2 up up

ge-0/0/2.0 up up eth-switch
ge-0/0/3 up up

ge-0/0/3.0 up up eth-switch
ge-0/0/4 up up

ge-0/0/4.0 up up eth-switch
ge-0/0/5 up up

ge-0/0/5.0 up up eth-switch
ge-0/0/6 up up

ge-0/0/6.0 up up eth-switch
ge-0/0/7 up up

ge-0/0/7.0 up up eth-switch
ge-0/0/8 up down

ge-0/0/8.0 up down eth-switch
ge-0/0/9 up down

ge-0/0/9.0 up down eth-switch
ge-0/0/10 up down

ge-0/0/10.0 up down eth-switch
ge-0/0/11 up down

ge-0/0/11.0 up down  eth-switch
ge-0/0/12 up down

ge-0/0/12.0 up down  eth-switch
ge-0/0/13 up down

ge-0/0/13.0 up down  eth-switch
ge-0/0/14 up down

ge-0/0/14.0 up down  eth-switch

ge-0/0/15 up down



ge-0/0/15.0
ge-0/0/16
ge-0/0/16.0
ge-0/0/17
ge-0/0/17.0
ge-0/0/18
ge-0/0/18.0
ge-0/0/19
ge-0/0/19.0
ge-0/0/20
ge-0/0/20.0
ge-0/0/21
ge-0/0/21.0
ge-0/0/22
ge-0/0/22.0
ge-0/0/23
ge-0/0/23.0
ge-0/1/0
ge-0/1/0.0
ge-0/1/1
ge-0/1/1.0
vep-0
vcp-0.32768
vep-1
vcp-1.32768
aed

ae0.0

ael

ael.0

ae2

ae2.0

bme0
bmed.32768

dsc
gre
ipip
100
100.0
1si

me0

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

up
up
up
up
up
up
up

down
up
up
up
up
down
down
down
down
up
up
up
up
up
up
up
up
up
up
up
up
down
down
down
down
up
up
up
up
up
up
up
up

up
up
up
up
up
up
up

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

aenet --> ae0.0

aenet --> ae0.0

aenet --> ael.0

aenet --> ael.0

aenet --> ae2.0

aenet --> ae2.0

eth-switch

eth-switch

eth-switch

inet 128.0.0.1/2

128.0.0.16/2
128.0.0.32/2
tnp 0x10
inet 127.0.0.1 -->0/0



me0.0 up up inet 192.168.157.26/24

mtun up up

pimd up up

pime up up

tap up up

vlan up up

vme up down
Meaning

In the output of the show interfaces terse command, if all interfaces that connect to the QFabric system
devices are listed as up (such as ge-0/0/16 and ge-0/0/17 for the Interconnect devices; ge-0/0/20
through ge-0/0/23 for the Director devices; ge-0/0/0 through ge-0/0/7 for the Node devices; and
ge-0/1/0 and ge-0/1/1 for the inter-EX Series switch connections), the control plane is properly
connected.

Verifying the QFX3000-M QFabric System Control Plane—EX Series Switch EX1

Purpose

Verify that the control plane is properly connected on your second EX Series switch.

Action

Connect to the Junos OS CLI of EX Series switch EX1, either from your management network or from
the console port of the switch. In operational mode, enter the show interfaces terse command.

Sample Output

command-name

user@ex1> show interfaces terse

Interface Admin Link Proto Local Remote
ge-0/0/0 up up

ge-0/0/0.0 up up eth-switch

ge-0/0/1 up up

ge-0/0/1.0 up up eth-switch

ge-0/0/2 up up

ge-0/0/2.0 up up eth-switch

ge-0/0/3 up up



ge-0/0/3.0
ge-0/0/4
ge-0/0/4.0
ge-0/0/5
ge-0/0/5.0
ge-0/0/6
ge-0/0/6.0
ge-0/0/17
ge-0/0/7.0
ge-0/0/8
ge-0/0/8.0
ge-0/0/9
ge-0/0/9.0
ge-0/0/10
ge-0/0/10.
ge-0/0/11
ge-0/0/11.
ge-0/0/12
ge-0/0/12.
ge-0/0/13
ge-0/0/13.
ge-0/0/14
ge-0/0/14.
ge-0/0/15
ge-0/0/15.
ge-0/0/16
ge-0/0/16.
ge-0/0/17
ge-0/0/17.
ge-0/0/18
ge-0/0/18.
ge-0/0/19
ge-0/0/19.
ge-0/0/20
ge-0/0/20.
ge-0/0/21
ge-0/0/21.
ge-0/0/22
ge-0/0/22.
ge-0/0/23
ge-0/0/23.
ge-0/1/0
ge-0/1/0.0

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

up
up
up
up
up
up
up
up
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up
up
up
up
down
down
down
down
up
up
up
up
up
up
up
up
up
up

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

eth-switch

aenet -=>

aenet -=>

aenet -=>

aenet -=>

aenet -=>

2e0.0

2e0.0

ael.0

ael.0

ae2.0



ge-0/1/1
ge-0/1/1.0
vcp-0
vcp-0.32768
vep-1
vcp-1.32768
aed

ae0.0

ael

ael.0

ae2

ae2.0

bme?
bme0.32768

dsc
gre
ipip
100
100.0
1si
me@
me@.0
mtun
pimd
pime
tap
vlan

vme

Meaning

up
up
up
up
up
up
up
up
up
up
up
up
up
up

up
up
up
up
up
up
up
up
up
up
up
up
up
up

up
up
down
down
down
down
down
down
down
down
up
up
up
up

up
up
up
up
up
up
up
up
up
up
up
up
up
down

aenet --> ae2.0
eth-switch
eth-switch
eth-switch
inet 128.0.0.1/2
128.0.0.16/2
128.0.0.32/2
tnp 0x10
inet 127.0.0.1 --> 0/0
inet 192.168.157.26/24

In the output of the show interfaces terse command, if all interfaces that connect to the QFabric system

devices are listed as up (such as ge-0/0/16 and ge-0/0/17 for the Interconnect devices; ge-0/0/20
through ge-0/0/23 for the Director devices; ge-0/0/0 through ge-0/0/7 for the Node devices; and
ge-0/1/0 and ge-0/1/1 for the inter-EX Series switch connections), the control plane is properly

connected.
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Importing a QFX3000-M QFabric System Control Plane EX Series Switch
Configuration with a USB Flash Drive

There are two methods of importing the configuration file to the QFX3000-M QFabric system control
plane EX Series switches.

Download the configuration file onto a USB flash drive from the Juniper Networks software
download site before inserting the USB flash drive into the EX Series switch USB port

Copy and paste the configuration from "Example: Configuring EX Series Switches for the QFX3000-
M QFabric System Control Plane" on page 340.

NOTE: The EX Series switch configuration is the same for both the copper-based and fiber-based
QFX3000-M QFabric system control plane networks.

Before you begin:

Rack, mount, and install your QFabric system hardware (Director group, Interconnect devices, and
Node devices). For more information, see "Installing and Connecting a QFX3100 Director Device" on
page 182, "Installing and Connecting a QFX3600 or QFX3600-1 Device" on page 194, and "Installing
and Connecting a QFX3500 Device" on page 214.

Rack, mount, and install your EX Series switches for the QFabric system control plane. For more
information, see /nstalling and Connecting an EX4200 Switch or Installing and Connecting an
EX4300 Switch.

Select a USB flash drive that meets the EX Series switch USB port specifications. See USB Port
Specifications for an EX Series Switch.

Use a computer or other device to download the configuration file from the Internet and copy it to
the USB flash drive.



To import the control plane EX Series switch configuration file onto a USB flash drive:

1.

W ® N o0

In a browser, go to https:/www.juniper.net/support/downloads/junos.html .

The Junos Platforms - Download Software page appears.

NOTE: To access the download site, you must have a service contract with Juniper
Networks and an access account. If you need help obtaining an account, complete the
registration form at the Juniper Networks website
https:/www.juniper.net/registration/Register.jsp .

In the QFX Series box, select QFX3000-M QFabric System.
The QFX3000-M QFabric System - Download Software page appears.

Click the Software tab and select the software release number from the Release list that appears to
the right of the Software tab.

A login screen appears.

In the QFabric System Control Plane Network section, select QFX3000-M Control Plane Network
Configuration.

A login screen appears.

Enter your user ID and password and click Login.

Read the End User License Agreement, select the | agree option button, and then click Proceed.
Save the configuration file onto the USB flash drive using your computer or other device.

Insert the USB flash drive into the USB port on the EX Series switch.

Save the file to the /var/home/ username directory on the EX Series switch.

10. Load the configuration file into the switch.

user@switch# load override filename

11. Commit the configuration.

user@switch# commit
Load complete

12. Remove the USB flash drive from the switch.

Example: Configuring EX Series Switches for the QFX3000-M QFabric System Control Plane | 340


https://www.juniper.net/support/downloads/junos.html
https://www.juniper.net/registration/Register.jsp

Generating the MAC Address Range for a QFabric System

Each QFabric system requires a range of reserved MAC addresses that is assigned by Juniper Networks.
You must specify the MAC address range when you perform the initial setup of the QFX3100 Director
group (see Performing the QFabric System Initial Setup on a QFX3100 Director Group). Additionally,
refer to Activate Your QFabric System for more information.

When you purchase a QFabric system, you receive an e-mail containing a software serial number from
Juniper Networks. You can use the software serial number to generate the MAC address range for your
QFabric system.

To generate the MAC address range for a QFabric system:

1. In a browser, log in to the Juniper Networks License Management System at https:/
www.juniper.net/lcrs/license.do.

The Manage Product Licenses page appears.

NOTE: To access the licensing site, you must have a service contract with Juniper Networks
and an access account. If you need help obtaining an account, complete the registration form
at the Juniper Networks website

https:/www.juniper.net/registration/Register.jsp .

2. On the Generate Licenses tab, select QFX Series Product from the drop-down list, and click Go.
The Generate Licenses - QFX Series Product page appears.

3. Select the QFX Series Product Fabric option button, and click Continue.
The Generate Licenses - QFX Series Product Fabrics page appears.

4. In the Software Serial No field, enter the software serial number for your QFabric system, and press
the Tab key.

The starting MAC address and number of MAC addresses for your QFabric system are displayed.
5. (Optional) Click Download/Email MAC Address to download or e-mail the MAC address range.
The Download/Email MAC Address page appears.

To download the MAC address range:
e Select the Download to this computer option button, and click OK.
To e-mail the MAC address range:

e Select the Send e-mail to e-mail /D option button, and click OK.


https://www.juniper.net/us/en/local/pdf/lms/9060069-en.pdf
https://www.juniper.net/lcrs/license.do
https://www.juniper.net/lcrs/license.do
https://www.juniper.net/registration/Register.jsp

‘ Performing the QFabric System Initial Setup on a QFX3100 Director Group

Performing the QFabric System Initial Setup on a QFX3100 Director
Group

IN THIS SECTION

Performing an Initial Setup | 377

Restoring a Backup Configuration | 381

You must perform the initial setup of the QFX3100 Director group through the console port. (Before
configuring the QFX3100 Director group, see /nstalling and Connecting a QFX3100 Director Device.)

Before you begin connecting and configuring a QFX3100 Director group, set the following parameter
values on the console server or PC:

e Baud Rate—9600

Flow Control—None

e Data—8
e Parity—None
e Stop Bits—1

e DCD State—Disregard

NOTE: When you use the SecureCRT client to connect to a Director device for the initial setup
of a QFabric system, the backspace key does not work. As a workaround, use the Shift+Delete
key combination in SecureCRT as a backspace key equivalent or use a different UNIX client to
support the backspace key natively.

The initial setup requires that you specify certain values for your QFabric system. These include:

e Software serial number for your QFabric system (found in the e-mail containing the software serial
number that you received from Juniper Networks when you purchased your QFabric system)



IP addresses and a default gateway IP address for your QFabric system default partition
IP addresses for your Director group device management ports

Range of reserved MAC addresses for your QFabric system (see Generating the MAC Address Range
for a QFabric System or Activate Your QFabric System for this information)

Root password for your Director group

Root password for the QFabric system components such as the Node devices, Interconnect devices,
and infrastructure

Performing an Initial Setup

The initial setup can be performed either manually or by using a previously saved backup configuration.

To connect and configure the QFX3100 Director group manually from the console:

1.

3.

Connect the console port of one of the Director devices to a laptop or PC using an RJ-45 to DB-9
rollover cable. An RJ-45 to DB-9 rollover cable is supplied with each QFX3100 Director device. The
console (CONSOLE) port is located on the front panel of the device.

Log in as root. If the software booted before you connected to the console port, you might need to
press the Enter key for the prompt to appear.

dgd login: root

NOTE: The prompt is either dg@ login or dg1 login depending on the Director device to which
you connected your cable.

For manual configuration or for initial installation, enter no when prompted to specify the backup
file. The current Director device configuration is displayed.

Initial Configuration

Before you can access the QFabric system, you must complete the initial setup of the
Director group by using the steps that follow. If the initial setup procedure does not
complete successfully, log out of the Director device and then log back in to restart this
setup menu.

Continue? [y/nl: y

You may enter the configuration manually or restore from a backup.

Specify a backup file? [y/n]: n

Existing local configuration:


https://www.juniper.net/us/en/local/pdf/lms/9060069-en.pdf

4,

Enter the IP addresses and prefixes for both Director devices.

NOTE: The Director group devices and QFabric system default partition IP addresses must
be on the same subnet as your management network.

Please enter the Director Group @ IP address and prefix: ip address/prefix

Please enter the Director Group 1 IP address and prefix: ip address/prefix

Please enter the Director Group Subnet Mask: subnet mask

Enter the gateway IP address for the Director group.

Please enter the Director Group gateway IP address: gateway ip address
Enter the default partition IP address. (You will use this address to log in to the QFabric system on
subsequent connections.)

Please enter the QFabric default partition IP address: ip address
(Optional) Enter the IPv6 addresses for both Director devices and the gateway IPvé address for the

Director group.

Would you like to input IPv6 addresses for Director Group nodes? (y/n): y
Please enter the Director Group @ IPv6 address or 'y' to use /0: IPv6 address
Please enter the Director Group 1 IPv6 address or 'y' to use /0: IPv6 address

Please enter the Director Group gateway IPv6 address or 'y' to use /0 : IPv6 address

Enter the MAC address information.

Please enter the starting MAC address: mac address

Please enter the number of MAC addresses: number of mac addresses



NOTE: The minimum number of MAC addresses accepted is 4000.

9. Enter the QFabric system software serial number.

Please enter the QFabric serial ID: serial id

10. Create the Director device root password.

Please enter a Director device root password: director-device-password

Please re-enter password: director-device password

11. Create a password for the QFabric system components.

NOTE: If you need to change the component password after the QFabric system is
operational, issue the device-authentication statement at the [edit system] hierarchy level in the
QFabric default partition CLI.

Please enter a password for QFabric components (Node devices, Interconnect devices, and
infrastructure): component-password
Please re-enter password: component-password

Note: please record your passwords for recovery purposes.

A CAUTION: Carefully save your passwords for future reference, because some
cannot be recovered on a QFabric system.

12. Enter the QFabric system platform type.

Supported platform types:
1. QFX3000-G
2. QFX3000-M

Please select product type: number corresponding to platform type



13. Confirm the initial configuration. Ensure that the information is accurate before proceeding.

Does the following configuration appear correct?

Director Group @ IPv4/Prefix

Director Group 1 IPv4/Prefix

Director Group IPv4 Gateway

Director Group @ IPv6/Prefix

Director Group 1 IPv6/Prefix

Director Group IPv6 Gateway

QFabric Default Partition (IPv6 address)
QFabric Serial ID

Director Device Password

[10.94.200.9/24]

[10.94.200.10/24]

[10.94.200.250]

[2000:1:2:3::a5e:c809/64]
[2000:1:2:3::a5e:c80a/64]
[2000:0001:0002:0003:0226:88ff:fe7b:e880]
[2000:1:2:3::0a5e:c802/64]
[qfsn-0123456789]

[*xkxkkxk ]

NOTE: Only addresses of the IP version(s) you entered will appear in the configuration.

14. Confirm the initial setup.

[y/n]:y

A CAUTION: Resetting this initial configuration requires assistance from Juniper

Networks customer support or Performing a QFabric System Recovery Installation

on the Director Group. As a result, make sure you are certain the values you

entered are correct before you enter yes.

15. The director device displays the configuration.

Saving temporary configuration...
Configuring peer...

Configuring local interfaces...

Configuring interface eth® with [10.49.214.74/24:10.49.214.254]
Configured interface eth@ with [10.49.214.74/24:10.49.214.254]
Configuring QFabric software with an initial pool of 4000 MAC addresses [00:11:00:00:00:00

- 00:11:00:00:0f:3b]
Configuring QFabric address [10.49.214.150]

Reconfiguring QFabric software static configuration

Applying the new Director device password

Applying the QFabric component password



First install initial configuration, generating and sharing SSH keys.
First install initial configuration, generating SSH keys.

Configuration complete. Director Group services will auto start within 30 seconds.

Restoring a Backup Configuration
Before you restore a backup configuration for the Director group:

e You must have a backup configuration file. You create the backup file with the request system software
configuration-backup command and save it on an external USB flash drive.

e [f you need to reinstall the system software, perform that operation first (see Performing a QFabric
System Recovery Installation on the Director Group).

To connect and configure the Director group with a backup configuration:

1. Login as root. If the software booted before you connected to the console port, you might need to
press the Enter key for the prompt to appear.

dgd login: root

NOTE: The prompt is either dgd login or dg1 login depending on the Director device to which
you connected your cable.

2. To use a previously saved backup configuration, enter yes when prompted to specify the backup file
and then enter the path and filename of the backup configuration.

Specify a back up file? [y/n]: y

Please specify the full path of the configuration backup file: path/filename

3. Confirm the restoration of the configuration from the backup. Ensure that the information is accurate
before proceeding.

Does the following configuration appear correct?

Director Group @ IP/Prefix [10.49.214.74/24]
Director Group 1 IP/Prefix [10.49.214.75/24]
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Director Group Gateway [10.49.214.254]

Starting MAC address [00:11:00:00:00:00]
Number of MAC addresses [4000]

QFabric Default Partition IP [10.49.214.150]
QFabric serial ID [qfsn-123456789]
Director Device Password [Fxxxxxx®]

QFabric component Password [*xkkkkxx ]

Product Type: [QFX3000-G]

4. Confirm the backup restoration.

Ly/n]: y

The Director device displays the configuration.

Saving temporary configuration...

Configuring peer...

Configuring local interfaces...

Configuring interface eth@ with [10.49.214.74/24:10.49.214.254]

Configured interface eth® with [10.49.214.74/24:10.49.214.254]

Configuring QFabric software with an initial pool of 4000 MAC addresses [00:11:00:00:00:00 -
00:11:00:00:0f:3b]

Configuring QFabric address [10.49.214.150]

Reconfiguring QFabric software static configuration

Applying the new Director device password

Applying the QFabric component password

Configuration complete. Director Group services will auto start within 30 seconds.

Generating the MAC Address Range for a QFabric System

Gaining Access to the QFabric System Through the Default Partition
QFabric System Initial and Default Configuration Information

Installing and Connecting a QFX3100 Director Device

Performing a QFabric System Recovery Installation on the Director Group
request system software configuration-backup

device-authentication
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Understanding QFabric System Administration Tasks and Utilities

The following items describe QFabric system components, common administration tasks that you
perform on the QFabric system, or utilities that help you to manage the QFabric system and its
components.

e Converting the device mode (QFX3500 and QFX3600 devices)—Enables you to convert a QFX3500,
QFX3600, or QFX5100 device into a Node device so it can be deployed within a QFabric system. By
default, QFX3500, QFX3600, and QFX5100 devices operate in standalone mode. Before the devices
can participate within a QFabric system environment, you must change the device mode for the
switch to node-device mode. To convert a QFX3500, QFX3600, or QFX5100 device from standalone
mode to Node device mode, connect to the console port of the device, issue the request chassis



device-mode node-device command, verify the future device mode with the show chassis device-mode
command, connect the management port of the device to the QFabric system control plane, and
reboot the device.

NOTE:

e Before you convert the device mode, you must upgrade the software on your standalone
device to a QFabric system Node and Interconnect device software package that matches
the QFabric system complete software package used by your QFabric system. For
example, if the complete software package for your QFabric system is named jinstall-
gfabric-11.3X30.6.rpm, you need to install the jinstall-qfx-11.3X30.6-domestic-signed.tgz
package on your standalone device. Matching the two software packages ensures a
smooth and successful addition of the device to the QFabric system inventory.

e Converting the device mode erases the switch configuration. We recommend that you
save your configuration to an external server or USB flash drive before executing the
device mode conversion commands and rebooting the switch.

e QFabric system control plane Ethernet network (EX4200 or EX4300 switches to support the
QFabric system)—Provides a separate control plane network within the QFabric system to handle
management traffic. This design enables the data plane network to focus on efficient, low-latency
delivery of data, voice, and video traffic.

e The QFX3000-G QFabric system control plane uses two sets of four EX4200 or EX4300 switches
each, configured as a pair of Virtual Chassisto connect all components within the QFabric system.
The dual Virtual Chassis architecture provides redundancy and high availability to ensure reliable
QFabric system operation for the Director group, the Interconnect devices, and the Node devices.

o The QFX3000-M QFabric system control plane uses two EX4200 or EX4300 switches to connect
all components within the QFabric system. The two EX4200 or EX4300 switches provide
redundancy and high availability to ensure reliable QFabric system operation for the Director
group, the Interconnect devices, and the Node devices.

Because the level of detail necessary to fully understand the control plane connections, cabling,
topology, and configuration is beyond the scope of this topic, see:

o Example: Configuring the Virtual Chassis for a Copper-Based QFX3000-G QFabric System Control
Plane for information about a QFX3000-G QFabric system with a copper-based control plane

e "Example: Configuring EX Series Switches for the QFX3000-M QFabric System Control Plane" on
page 340 for information about a QFX3000-M QFabric system with a copper or fiber-based
control plane



QFabric system data plane network—Provides a separate network to handle rapid delivery of data
plane traffic. The data plane uses QSFP+ interfaces and fiber-optic cabling to connect QFabric
system components at speeds of 40 Gbps. By creating a redundant set of connections between the
Node devices and the backplane-like Interconnect devices, the data plane enables the Node devices
to appear as if they are directly connected to one another in a single tier. To view the connection
status of the QFabric system data plane, issue the show chassis fabric connectivity command.

Director group (QFX3100 Director devices within a QFabric system)—Provides a redundant, resilient
platform that manages the QFabric system components. Two QFX3100 Director devices work
together to ensure high availability of the system and load-balance system processes, such as the
command-line interface (CLI) and shared storage. To configure the Director group for operation,
install and cable two Director devices as a Director group, connect to the console port of one of the
Director devices, and perform the initial setup. The setup script starts automatically the first time you
power on the Director device. For more information, see Performing the QFabric System Initial Setup
on a QFX3100 Director Group. To monitor the status of the Director group, log in to the QFabric
system default partition and issue the show fabric administration inventory director-group status
command.

Automatic detection and configuration of QFabric system components—Enables QFabric system
components to join the QFabric system automatically. When you install the QFabric system, activate
the control plane and Director group, and power on the Node and Interconnect devices, the Director
group recognizes these devices, sends each device its own portion of the Junos OS configuration,
and adds them to the QFabric system inventory. By default, each individual Node device is placed
into a unique server Node group that contains only that single Node device. No configuration is
required for the default assignments. The default settings can be overridden when you add Node
devices into a redundant server Node group (containing a pair of Node devices) or a network Node
group (that can contain up to eight Node devices, run routing protocols, and connect to external
networks).

QFabric system Routing Engines—Support the QFabric system by providing virtual, redundant
instances of Junos OS that run on the Director group. The Routing Engines perform fabric
management tasks, maintain control of the fabric, and host the operation of routing protocols for
network Node groups. Because they are generated in pairs, the Routing Engines provide additional
high availability for the QFabric system. No configuration is required. To view the status of the
QFabric system Routing Engines, issue the show fabric administration inventory infrastructure command.

QFabric system command-line interface—Enables you to configure all components of the QFabric
system from a single location by using the Junos OS CLI. To access this central location, you need to
log in to the QFabric system default partition (an IP address you specify during the initial setup of the
Director group). For more information, see Performing the QFabric System Initial Setup on a
QFX3100 Director Group.

Most existing Junos OS configuration statements and operational mode commands are supported
(for example, interfaces, VLANSs, protocols, and firewall filters).



To view QFabric system components and check connectivity of the system, issue the show fabric
administration inventory commands.

Alias configuration for Director devices, Interconnect devices, and Node devices—Enables you to set
user-defined aliases for QFabric system Director devices, Interconnect devices, and Node devices to
facilitate usability of the QFabric system as it scales. Aliased names appear in the output of many
QFabric system operational commands, such as show fabric administration inventory. To map the
hardware serial number of a Director device, Interconnect device or Node device to a user-defined
name, see Configuring Aliases for the QFabric System.

Node group configuration—Enables you to cluster several Node devices together to provide
redundancy, resiliency, and high availability at the ingress and egress points of the QFabric system.
There are two types of Node groups you can configure:

e Redundant server Node group—Enables the grouped Node devices to connect the QFabric
system to local servers and storage devices. A redundant server Node group can contain a
maximum of two Node devices and supports LAG connections that can span both devices.

NOTE: The Node devices in a redundant server Node group must be of the same type,
such as a QFX3500 Node, a QFX3600 Node, or a QFX5100 Node. For example, you
cannot add a QFX3500 and a QFX3600 Node device to the same redundant server Node
group.

¢ Network Node group—Enables the grouped Node devices to connect the QFabric system to
external networks and run routing protocols such as BGP and OSPF. A network Node group can
contain up to eight Node devices and supports LAG connections.

NOTE:

e The name of the network Node group in the default partition, NW-NG-0, is preset. You
must use this name when adding Node devices to the network Node group. You cannot
specify a different name.

e When you configure routing protocols on the QFabric system, you must use interfaces
from the Node devices assigned to the network Node group. If you try to configure
routing protocols on interfaces from the Node devices assigned to server Node groups,
the configuration commit operation fails.

To configure a redundant server Node group, include two Node devices with the node-device node-
device-name statement at the [edit fabric resources node-group node-group-name] hierarchy level.



To configure a network Node group, include the network-domain statement at the [edit fabric resources
node-group NW-NG-@] hierarchy level. In addition, include between two and eight Node devices with the
node-device rnode-device-name statement at the [edit fabric resources node-group NW-NG-0] hierarchy level.

Converting the Device Mode for a QFabric System Component

Example: Configuring the Virtual Chassis for a Copper-Based QFX3000-G QFabric System Contro/
Plane

Example: Configuring EX Series Switches for the QFX3000-M QFabric System Control Plane | 340
show chassis fabric connectivity

Performing the QFabric System Initial Setup on a QFX3100 Director Group

show fabric administration inventory director-group status

show fabric administration inventory infrastructure

show fabric administration inventory

Configuring Aliases for the QFabric System

Configuring Node Groups for the QFabric System

Gaining Access to the QFabric System Through the Default Partition

This topic explains how to log in to the QFabric system default partition so you can access the Junos OS
command-line interface (CLI) and configure the system.

Before you access the QFabric system default partition:

o Install the QFabric system hardware components, including connecting the network and power
cables.

e Convert any QFX3500, QFX3600, or QFX5100 standalone devices to node-device mode.
e Connect all components to the control plane Ethernet network.

e Turn on the Director group and run the initial setup script. Remember to write down the IP address
of the default partition, which must be on the same subnetwork as your management network.

To access the default partition:



1. Open an SSH connection to the QFabric default partition. Use the IP address you set for the default
partition as part of the QFabric initial setup procedure. In your network, you can simplify access to
the QFabric system by mapping the default partition IP address to a name.

[root@customer ~1# ssh root@192.168.1.49
Last login: Fri Sep 2 21:34:54 2011 from customer
Juniper QFabric Director 11.3.5043 2011-08-26 18:05:21 UTC

RUNNING ON DIRECTOR DEVICE : dgl
root@qfabric>

NOTE: The QFabric system is load balanced, so the CLI session might be hosted on either
Director device DGo or DG1.

2. Enter configuration mode (the default mode in the QFabric system is configure private), configure a
root password and hostname for the default partition, and assign QFabric administrator privileges to
the root user.

root@qfabric> configure
warning: Using private edit on QF/Director
warning: uncommitted changes will be discarded on exit

Entering configuration mode
[edit]

root@qfabric# set system root-authentication plain-text-password
New password: My-Password

Retype new password: My-Password

root@qfabric# set system root-authentication remote-debug-permission gfabric-admin

root@qfabric# set system host-name my-qfabric

[edit]
root@qfabric# commit

commit complete

[edit]
root@my-qgfabric#



3. Configure your QFabric system as needed. You can configure routing protocols, interfaces, VLANS,
and other features as needed. Keep in mind that interfaces require the four-level interface naming
convention (device-name:fpc/ pic/ port).

Performing the QFabric System Initial Setup on a QFX3100 Director Group
QFabric System Initial and Default Configuration Information

Understanding Interfaces on the QFabric System

Example: Configuring QFabric System Login Classes

IN THIS SECTION

Requirements | 389
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Verification | 394

This example shows you how to assign the correct login class to users so they can access components
within a QFabric system.

Requirements
This example uses the following hardware and software components:
¢ One QFX3000-G QFabric system containing:

e Two QFX3100 Director devices

e Two QFX3008-I Interconnect devices

e Eight QFX3500 Node devices

e Junos OS Release 12.2 for these QFX Series components

o Eight EX4200 switches, used to make two redundant Virtual Chassis with four members apiece



e Junos OS Release 12.1R1.9 for the EX Series switches used in the Virtual Chassis

Before you begin:

e Perform the initial setup of the QFabric system on the Director group, which includes the creation of
a username and password for the QFabric system components. See Performing the QFabric System
Initial Setup on a QFX3100 Director Group.

Overview

IN THIS SECTION

Topology | 391

The QFabric system offers three special preset login classes that provide different levels of access to
individual components within a QFabric system (such as Node devices and Interconnect devices). The
gfabric-admin class provides the ability to log in to individual QFabric system components and manage
them. The gfabric-operator class enables the user to log in to individual components and view
component-level operations and configurations. The gfabric-user class prevents access to individual
QFabric system components.

You include these classes in your configuration at the [edit system login user username authentication remote-
debug-permission] hierarchy level. The key task is to decide which class you should apply to users based on
their need to access QFabric system components.

NOTE: To set QFabric system login classes for a root user, include the remote-debug-permission
statement at the [edit system root-authentication] hierarchy level and specify the gfabric-admin

class.

If you assign the gfabric-admin or the gfabric-operator class to a user, the QFabric system maps the user
to a list of authorized users who are permitted to access components. To facilitate ease of use, the
QFabric system uses the component password you specified during the initial setup of the Director
group. When users assigned the gfabric-admin or the gfabric-operator class log in to a component by
issuing the request component login operational mode command, the QFabric system verifies the class and
sends the username and password to the component. The component accepts these credentials and

permits access.



NOTE:

e The three QFabric system login classes give access to the components only. To provide access
to the QFabric system as a whole through the default partition command-line interface (CLI),
you must configure the usual Junos OS login classes or permissions (such as the super-user
class). For more information about login classes, see Junos OS Login Classes Overview.

¢ If you have completed the QFabric system initial setup and the system is operational, you can
change the component password by issuing the device-authentication statement at the [edit
system] hierarchy level in the QFabric default partition CLI.

Topology

This example defines three users: Adam, Oscar, and Ulf. Adam needs to manage QFabric system
components, Oscar needs limited access, and UIf should not have any access to the components. As a
result, assign the gfabric-admin class to Adam, the gfabric-operator class to Oscar, and the gfabric-user
class to UIf. However, all three users should have all permissions to access the QFabric system CLI.

Configuration

IN THIS SECTION

Procedure | 391

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

set system login class all-qfabric permissions all

set system login user Adam class all-qfabric

set system login user Adam authentication encrypted-password "$1$aoYSFkvE$G/dYqsTV5iSvVW2sND69U. "
set system login user Adam authentication remote-debug-permission gfabric-admin

set system login user Oscar class all-qfabric


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/junos-os-login-class.html

set system login user Oscar authentication encrypted-password
"$1$3e.3wJQ8$31SrzVe.efdRbk.ZIncKmo"

set system login user Oscar authentication remote-debug-permission gfabric-operator

set system login user Ulf class all-qfabric

set system login user Ulf authentication encrypted-password "$1$qt9INcm@o$okNYSN804fVITE/SHBAY;j0"

set system login user Ulf authentication remote-debug-permission gfabric-user

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To provide the same access to the QFabric system CLI for all users, but different QFabric system
component-level access to different users:

1. Define and provide all-gfabric access and passwords to all three users. This administrator-defined
class provides full permissions, enabling the users to log in to the QFabric system default partition
and use the CLI. Alternatively, you can assign the super-user class to these users to accomplish the
same goal.

[edit]

user@qfabric# set system login class all-qfabric permissions all

user@qfabric# set system login user Adam class all-gfabric

user@qfabric# set system login user Adam authentication encrypted-password "$1$aoYSFkvE$G/
dYqsTV5iSvVW2sND69U. "

user@qfabric# set system login user Oscar class all-gfabric

user@qfabric# set system login user Oscar authentication encrypted-password
"$1$3e.3wJQ8$31SrzVe. efdRbk.ZIncKmo"

user@qfabric# set system login user Ulf class all-gfabric

user@qfabric# set system login user ULf authentication encrypted-password "$1$qt9Ncm@o
$0kNYSN804fVITE/SHBdY;j0"

2. Provide gfabric-admin component access to Adam so he can manage QFabric system components.

[edit]
user@qfabric# set system login user Adam authentication remote-debug-permission gfabric-admin


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

3. Provide gfabric-operator component access to Oscar so he can view the CLI at the QFabric system
components.

[edit]
user@qfabric# set system login user Oscar authentication remote-debug-permission gfabric-
operator

4. Assign gfabric-user component restrictions to UIf to prevent him from accessing the QFabric system
components.

[edit]
user@qfabric# set system login user Ulf authentication remote-debug-permission qfabric-user

Results

From configuration mode, confirm your configuration by entering the show command. If the output does
not display the intended configuration, repeat the configuration instructions in this example to correct it.

For brevity, this show command output includes only the configuration that is relevant to this example.

[edit]
system {
login {
class all-qgfabric {

permissions all;

}
user Adam {
class all-gfabric;
authentication {
encrypted-password "$1$aoYSFkvE$G/dYqsTV5iSvVW2sND69U. "; ## SECRET-DATA
remote-debug-permission qgfabric-admin;
}
}

user Oscar {
class all-gfabric;
authentication {
encrypted-password "$1$3e.3wJQ8$31SrzVe.efdRbk.ZJIncKm@"; ## SECRET-DATA

remote-debug-permission gfabric-operator;



user Ulf {
class all-gfabric;
authentication {
encrypted-password "$1$qt9Ncm@o$okNYSN8OAfVITE/SHBAYj@"; ## SECRET-DATA

remote-debug-permission gfabric-user;

If you are done configuring the device, enter commit from configuration mode.

Verification
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Verifying gfabric-user Access | 399

Confirm that the QFabric system and component-level access configuration is working properly for all
three users. Adam, Oscar, and UlIf should have equivalent, full-permission access to the QFabric system
CLI. Adam should have management-level access to components. Oscar should have read-only access to
components. UIf should have no component-level access.

Verifying gfabric-admin Access

Purpose

Verify that Adam can access the QFabric system CLI at the default partition and manage QFabric system
components.



Action

From a management station on your network, issue the ssh wuser@gfabric command and enter the

password to open an SSH session for Adam to the QFabric system. Issue the ? command to view the CLI
operational mode commands that Adam has permission to use on the QFabric system default partition.

> ssh Adam@qfabric.network.net

Warning: Permanently added 'qfabric.network.net' (RSA) to the list of known hosts.

Adam@qfabric.network.net's password:

Last login: Sun Nov 20

14:12:29 2011 from 192.168.28.19

Juniper QFabric Director 11.3.5510 2011-10-21 16:31:44 UTC

RUNNING ON DIRECTOR DEVICE : dg@

Adam@qgfabric>

Adam@qgfabric> ?
Possible completions:
clear
configure
file
help
load
op
ping
quit
request
restart
save
set
show
telnet
test

traceroute

Clear information in the system

Manipulate software configuration information
Perform file operations

Provide help information

Load information from file

Invoke an operation script

Ping remote target

Exit the management session

Make system-level requests

Restart software process

Save information to file

Set CLI properties, date/time, craft interface message
Show system information

Telnet to another host

Perform diagnostic debugging

Trace route to remote host

Issue the request component login ? command to view the components that Adam can access. Next, issue

the request component login
a username or password.

component-name command to log in to a Node device without being prompted for

Adam@gfabric> request component login ?

Possible completions:



<[Enter]> Execute this command

<node-name> Inventory name for the remote node
BBAK@372 Node device

BBAK0394 Node device

DRE-0 Diagnostic routing engine

EE3093 Node device

FC-0 Fabric control

FC-1 Fabric control

FM-0 Fabric manager

NW-NG-0 Node group

WS001/REQ Interconnect device control board
WS001/RE1 Interconnect device control board

| Pipe through a command

Adam@qfabric> request component login EE3093

Warning: Permanently added 'gfnode-ee3093,169.254.128.14' (RSA) to the list of known hosts.
--- JUNOS 11.3I built 2011-11-04 12:46:16 UTC

{master}

Finally, issue the ? command to view the CLI operational mode commands that Adam has the permission
to use on the Node device. Notice that the CLI prompt now indicates Adam’s component access level
(gfabric-admin) as the username and the Node device identifier (EE3093) as the host.

gfabric-admin@EE3093> ?

Possible completions:

clear Clear information in the system

file Perform file operations

help Provide help information

load Load information from file

monitor Show real-time debugging information

mtrace Trace multicast path from source to receiver
op Invoke an operation script

ping Ping remote target

quit Exit the management session

request Make system-level requests

restart Restart software process

save Save information to file

set Set CLI properties, date/time, craft interface message
show Show system information

ssh Start secure shell on another host

start Start shell

telnet Telnet to another host



test Perform diagnostic debugging

traceroute Trace route to remote host

Meaning

The output shows that Adam has received the proper permissions to access the QFabric system CLI and
log in to individual components with management-level access.

Verifying qfabric-operator Access

Purpose

Verify that Oscar can access the QFabric system CLI at the default partition and view the CLI on the
QFabric system components.

Action

From a management station on your network, issue the ssh user@gfabric command and enter the
password to open an SSH session for Oscar to the QFabric system. Issue the ? command to view the CLI
operational mode commands that Oscar has permission to use on the QFabric system default partition.
Notice that these permissions are the same as those given to Adam.

> ssh Oscar@qfabric.network.net

Warning: Permanently added 'gfabric.network.net' (RSA) to the list of known hosts.
Oscar@qfabric.network.net's password:

Last login: Sun Nov 19 19:21:29 2011 from 192.168.28.14

Juniper QFabric Director 11.3.5510 2011-10-22 18:33:41 UTC

RUNNING ON DIRECTOR DEVICE : dgi
Oscar@qfabric>

Oscar@qfabric> ?

Possible completions:

clear Clear information in the system

configure Manipulate software configuration information
file Perform file operations

help Provide help information

load Load information from file

op Invoke an operation script

ping Ping remote target



quit
request
restart
save
set
show
telnet
test

traceroute

Exit the management session

Make system-level requests

Restart software process

Save information to file

Set CLI properties, date/time, craft interface message
Show system information

Telnet to another host

Perform diagnostic debugging

Trace route to remote host

Issue the request component login component-name command to log in to a Node device without being
prompted for a username or password.

Oscar@qfabric> request component login EE3093
Warning: Permanently added 'gfnode-ee3093,169.254.128.14' (RSA) to the list of known hosts.
--- JUNOS 11.3I built 2011-11-04 12:46:16 UTC

{master}

Finally, issue the ? command to view the CLI operational mode commands that Oscar has permission to
use on the Node device. Notice that the CLI prompt now indicates Oscar’'s component access level

(gfabric-operator) as the username and the Node device identifier (EE3093) as the host. Additionally, Oscar
has fewer CLI commands available than Adam because of Oscar’s read-only gfabric-operator login class.

gfabric-operator@EE3093> ?

Possible completions:
file
help
load
op
quit
request
save
set
show
start
test

Perform file operations
Provide help information
Load information from file
Invoke an operation script
Exit the management session
Make system-level requests
Save information to file

Set CLI properties, date/time, craft interface message
Show system information
Start shell

Perform diagnostic debugging



Meaning

The output shows that Oscar has full permissions to access the QFabric system CLI, but only read-only
access when he logs in to individual components. Oscar’s permissions on the QFabric system are the
same as Adam'’s, but Oscar has fewer permissions than Adam on the Node device.

Verifying qfabric-user Access

Purpose

Verify that Ulf has full access to the QFabric system CLI at the default partition but cannot access the
QFabric system components.

Action

From a management station on your network, issue the ssh user@qfabric command and enter the
password to open an SSH session for Ulf to the QFabric system. Issue the ? command to view the CLI
operational mode commands that Ulf has permission to use on the QFabric system default partition.
Notice that these permissions are the same as those given to Adam and Oscar.

> ssh Ulf@gfabric.network.net

Warning: Permanently added 'gfabric.network.net' (RSA) to the list of known hosts.
Ulf@qgfabric.network.net's password:

Last login: Sun Nov 17 17:12:24 2011 from 192.168.28.22

Juniper QFabric Director 11.3.5510 2011-10-23 19:23:31 UTC

RUNNING ON DIRECTOR DEVICE : dg0
Ulfeqgfabric>

Ulfeqgfabric> ?

Possible completions:

clear Clear information in the system

configure Manipulate software configuration information
file Perform file operations

help Provide help information

load Load information from file

op Invoke an operation script

ping Ping remote target

quit Exit the management session

request Make system-level requests



restart Restart software process

save Save information to file

set Set CLI properties, date/time, craft interface message
show Show system information

telnet Telnet to another host

test Perform diagnostic debugging

traceroute Trace route to remote host

When Ulf issues the request component login component-name command, the Node device denies his access
attempt.

Ulf@qgfabric> request component login EE3093
error: User ULf does not have sufficient permissions to login to device EE3093

Meaning

The output shows that UIf has full permissions to access the QFabric system CLI in the same way as
Adam and Oscar. However, unlike Adam and Oscar, UIf cannot access individual components because of
the gfabric-user login class assigned to him.

Understanding QFabric System Login Classes
Performing the QFabric System Initial Setup on a QFX3100 Director Group

Junos OS Login Classes Overview

Example: Configuring RADIUS Authentication on a QFabric System

RADIUS authentication is a method of authenticating users who are attempting to access a network
device. On a QFabric system, users are load balanced on each of the Director devices. Each Director
device needs to be able to communicate with the RADIUS server. Packets sent to the RADIUS server
originate from the Director device IP addresses.

The following example shows how to configure RADIUS authentication on the QFabric system:
Perform the following steps to configure RADIUS authentication on the QFabric system:

1. Configure the order in which the authentication methods are used.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/junos-os-login-class.html

For example:

user@switch # set system authentication-order [radius password]

In this example, RADIUS authentication is the first authentication method that Junos OS will use
when a user logs into the system.

2. Configure the IP address of the RADIUS server and the secret password. The secret password on the
switch must match the secret password on the RADIUS server.

For example:

user@switch # set system radius-server 172.28.36.108 secret testing123

3. Assign the login class and the template account for the user.

For example:

user@switch # set system login user remote class super-user

Here are the results of your configuration:

[edit]
system {
authentication-order [ radius password 1;
login {
user remote {

class super-ruser;

b

radius--server {
172.28.36.108 {

secret test123



‘ Configuring RADIUS Authentication (QFX Series or OCX Series)

Configuring Aliases for the QFabric System

This topic explains how to configure aliases for components of the QFabric system, such as Director
devices, Interconnect devices, and Node devices. Aliases replace the hardware serial numbers of
components, making it easier to identify system devices and simplify configuration tasks.

Before you create aliases in a QFabric system:

e |ssue one of the show fabric administration inventory commands to view the components that are
available for aliasing and their hardware serial numbers.

NOTE: The following rules apply to QFabric component alias naming:

e Alias names must use alphabetic (A through Z and a through z), numeric (O through 9), or dash
(-) characters.

e The maximum length of an alias name is 30 characters.

e Alias names are case sensitive. For example, MY-NG-1 and my-ng-1 refer to different
components.

e You cannot use the reserved names all, fabric, or director-group as an alias name.

To create an alias for a Node device:

1. Discover the serial number of the Node device you wish to rename by issuing the set fabric aliases
node-device ? context-sensitive help command.

root@qfabric# set fabric aliases node-device ?
Possible completions:

<aliasable-item-name> The name of the item to be aliased

BBAK8309 Node device
BBAK8283 Node device
BBAK8891 Node device
BBAK8868 Node device

BBAK8276 Node device
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BBAK8273 Node device
[edit]

As an alternate way to discover the serial number for a Node device, issue the show fabric
administration inventory node-devices command. In this case, the serial numbers for the Node devices are
BBAK8309BBAK8283BBAK8891BBAK8868BBAKS276 and BBAKS§273.

root@qfabric> show fabric administration inventory node-devices
Item Identifier Connection Configuration

Node device

BBAK8309 Connected
BBAK8283 Connected
BBAK8891 Connected
BBAK8868 Connected
BBAK8276 Connected
BBAK8273 Connected

2. Specify the serial number of the Node device and the desired alias name by including the node-device
statement at the [edit fabric aliases] hierarchy level.

[edit fabric aliases]

root@qfabric# set node-device BBAK8309 Node®
root@qfabric# set node-device BBAK8283 Nodel
root@qfabric# set node-device BBAK8891 Node2
root@qfabric# set node-device BBAK8868 Node3
root@qfabric# set node-device BBAK8276 Node4
root@qfabric# set node-device BBAK8273 Node5

3. Review your configuration and issue the commit command.

[edit]
root@qfabric# show fabric
aliases {
node-device BBAK8309 {
Node0;
}
node-device BBAK8283 {
Node1;
}
node-device BBAK8891 {
Node2;



}

node-device BBAK8868 {
Node3;

}

node-device BBAK8276 {
Node4;

}

node-device BBAK8273 {
Node5;

[edit]
root@qfabric# commit

commit complete

4. To view that your aliases are operational, issue the show fabric administration inventory node-devices

command.

root@qfabric> show fabric administration inventory node-devices

Item Identifier

Node device
node@ BBAK8309
nodel BBAK8283
node2 BBAK8891
node3 BBAK8868
node4 BBAK8276
node5 BBAK8273

Connection Configuration

Connected
Connected
Connected
Connected
Connected

Connected

NOTE: If you attempt to commit all configuration settings for a new Node group (such as the
Node group itself, aliasing, and other features) at the same time, the commit operation might
appear to succeed when it actually has failed. For this reason, we recommend configuring and
verifying Node groups and aliases first, followed by configuring and verifying other features.
Establishing the Node groups and aliases first enables the QFabric system to reject any
potentially unsupported configuration. The resulting commit errors indicate where the
configuration problem lies. To verify the establishment of Node groups and aliases before

configuring other features, issue the show fabric administration inventory command.

To create an alias for a Node group:



e Specify a name for the Node group when you include the node-group statement at the [edit fabric
resources] hierarchy level.

NOTE: You cannot use the aliases statement at the [edit fabric] hierarchy level to create an
aliased name for a Node group.

To create an alias for a Director device:

1. Discover the serial number of the Director device you wish to rename by issuing the set fabric aliases
director-device ? context-sensitive help command.

root@qfabric# set fabric aliases director-device ?

Possible completions:
<aliasable-item-name> The name of the item to be aliased
0281052011000001 Director device
0281052011000032 Director device

[edit]

As an alternate way to discover the serial number for a Director device, issue the show fabric
administration inventory director-group status command. In this case, the serial number for Director
device DGO is 0281052011000001 and the serial number for Director device DG1 is 0281052011000032.

root@fabric> show fabric administration inventory director-group status
Director Group Status Tue Jun 5 15:11:26 UTC 2012

Member Status Role Mgmt Address CPU Free Memory VMs Up Time

dgo online master 10.49.215.38 8% 17363152k 4 3 days, 20:55 hrs
dg1 online backup 10.49.215.39 6% 20157440k 3 3 days, 20:55 hrs

Member Device Id/Alias Status Role

dgo 0281052011000001 online master

Master Services
Database Server online
Load Balancer Director online

QFabric Partition Address online



Director Group Managed Services

Shared File System
Network File System
Virtual Machine Server
Load Balancer/DHCP

Hard Drive Status
Volume ID:4
Physical ID:1
Physical ID:0
SCSI ID:1

SCSI ID:@

Size Used Avail Used% Mounted

423G 5.4G 395G 2% /
99M 16M 79M 17% /boot

936 7.3G 86G 8% /pbdata

Director Group Processes
Director Group Manager
Partition Manager
Software Mirroring
Shared File System master
Secure Shell Process
Network File System

DHCP Server master

FTP Server

Syslog

Distributed Management
SNMP Trap Forwarder

SNMP Process

Platform Management

Interface Link Status
Management Interface
Control Plane Bridge
Control Plane LAG

online
online
online

online

optimal
online
online
100%
100%

online
online
online
online
online
online
online
online
online
online
online
online

online

up
up
up

master



CP Link [0/2] up

CP Link [@/1] up
CP Link [@/0] up
CP Link [1/2] down
CP Link [1/1] down
CP Link [1/0] down
Crossover LAG up
CP Link [0/3] up
CP Link [1/3] up

Member Device Id/Alias Status Role

dg1 0281052011000032 online backup

Director Group Managed Services

Shared File System online
Network File System online
Virtual Machine Server online
Load Balancer/DHCP online

Hard Drive Status

Volume ID:8 optimal
Physical ID:1 online
Physical ID:0 online
SCSI ID:1 100%
SCSI ID:@ 100%

Size Used Avail Used% Mounted on

423G 5.5G 3956 2% /
99M 16M 79M 17% /boot
936 7.3G 86G 8% /pbdata

Director Group Processes

Director Group Manager online
Partition Manager online
Software Mirroring online
Shared File System master online

Secure Shell Process online



Network File System online

DHCP Server master online backup
FTP Server online
Syslog online
Distributed Management online
SNMP Trap Forwarder online
SNMP Process online
Platform Management online

Interface Link Status

Management Interface up
Control Plane Bridge up
Control Plane LAG up
CP Link [0/2] up
CP Link [@/1] up
CP Link [0/0] up
CP Link [1/2] down
CP Link [1/1] down
CP Link [1/0] down
Crossover LAG up
CP Link [0/3] up
CP Link [1/3] up

2. Specify the serial number of the Director device and the desired alias name by including the director-
device statement at the [edit fabric aliases] hierarchy level.

[edit fabric aliases]
root@qfabric# set director-device 0281052011000001 Directoro
root@qfabrict set director-device 0281052011000032 Director1

3. Review your configuration and issue the commit command.

[edit]
root@qfabric# show fabric
aliases {
director-device 0281052011000001 {
Director0;
}
director-device 0281052011000032 {
Directort;



[edit]
root@qfabric# commit

commit complete

4. To view that your aliases are operational, issue the show fabric administration inventory director-group
status command. In this case, the serial numbers in the Device Id/Alias field have been replaced with
the Director@ and Director1 aliased names.

root@qfabric> show fabric administration inventory director-group status
Director Group Status Tue Jun 5 15:11:26 UTC 2012

Member Status Role Mgmt Address CPU Free Memory VMs Up Time

dgo online master 10.49.215.38 8% 17363152k 4 3 days, 20:55 hrs
dg1 online backup 10.49.215.39 6% 20157440k 3 3 days, 20:55 hrs

Member Device Id/Alias Status Role

dgo Director@ online master

Master Services

Database Server online
Load Balancer Director online
QFabric Partition Address online

Director Group Managed Services

Shared File System online
Network File System online
Virtual Machine Server online
Load Balancer/DHCP online

Hard Drive Status

Volume ID:4 optimal
Physical ID:1 online
Physical ID:@ online

SCSI ID:1 100%



SCSI ID:0

100%

Size Used Avail Used% Mounted on

423G 5.4G 395G 2% /
99M 16M 79M  17% /boot
93G 7.3G 86G 8% /pbdata

Director Group Processes
Director Group Manager
Partition Manager
Software Mirroring
Shared File System master
Secure Shell Process
Network File System

DHCP Server master

FTP Server

Syslog

Distributed Management
SNMP Trap Forwarder

SNMP Process

Platform Management

Interface Link Status
Management Interface
Control Plane Bridge
Control Plane LAG

CP Link [0/2]

CP Link [0/1]

CP Link [0/0]

CP Link [1/2]

CP Link [1/1]

CP Link [1/0]
Crossover LAG

CP Link [0/3]

CP Link [1/3]

Member Device Id/Alias Status

dg1 Director1 online

online
online
online
online
online
online
online
online
online
online
online
online

online

up
up
up
up
up
up
down
down

down

master



Director Group Managed Services

Shared File System
Network File System
Virtual Machine Server
Load Balancer/DHCP

Hard Drive Status
Volume ID:8
Physical ID:1
Physical ID:0
SCSI ID:1

SCSI ID:@

Size Used Avail Used% Mounted

423G 5.5G 3956 2% /
99M 16M 79M 17% /boot

93G 7.3G 86G 8% /pbdata

Director Group Processes
Director Group Manager
Partition Manager
Software Mirroring
Shared File System master
Secure Shell Process
Network File System

DHCP Server master

FTP Server

Syslog

Distributed Management
SNMP Trap Forwarder

SNMP Process

Platform Management

Interface Link Status
Management Interface
Control Plane Bridge

online
online
online

online

optimal
online
online
100%
100%

online
online
online
online
online
online
online
online
online
online
online
online

online

up
up

backup



Control Plane LAG up

CP Link [0/2] up
CP Link [0/1] up
CP Link [@/0] up
CP Link [1/2] down
CP Link [1/1] down
CP Link [1/0] down
Crossover LAG up
CP Link [0/3] up
CP Link [1/3] up

To create an alias for an Interconnect device:

1. Discover the serial number of the Interconnect device you wish to rename by issuing the set fabric
aliases interconnect-device ? context-sensitive help command.

root@qfabric# set fabric aliases interconnect-device ?
Possible completions:

<aliasable-item-name> The name of the item to be aliased

IC-F1249 Interconnect device
IC-F4912 Interconnect device
[edit]

As an alternate way to discover the serial number for an Interconnect device, issue the show fabric
administration inventory interconnect-devices command. In this case, the serial numbers for the
Interconnect devices are IC-F1249 and IC-F4912.

root@qfabric> show fabric administration inventory interconnect-devices
Item Identifier Connection Configuration

Interconnect device

IC-F1249 Connected Configured
F1249/REQ Connected
IC-F4912 Connected Configured

F4912/REQ Connected



2. Specify the serial number of the Interconnect device and the desired alias name by including the
interconnect-device statement at the [edit fabric aliases] hierarchy level.

[edit fabric aliases]
root@qfabric# set interconnect-device IC-F1249 Interconnect@
root@qfabric# set interconnect-device IC-F4912 Interconnectl

3. Review your configuration and issue the commit command.

[edit]
root@qfabric# show fabric
aliases {

interconnect-device IC-F1249 {

Interconnect®;
}
interconnect-device IC-F4912 {
Interconnectl;
}
}
[edit]

root@qfabric# commit

commit complete

4. To view that your aliases are operational, issue the show fabric administration inventory interconnect-
devices command.

root@qfabric> show fabric administration inventory interconnect-devices
Item Identifier Connection Configuration

Interconnect device

Interconnect IC-F1249 Connected Configured
F1249/REQ Connected

Interconnectl IC-F4912 Connected Configured
F4912/REQ Connected

aliases



show fabric administration inventory

show fabric administration inventory director-group status
show fabric administration inventory interconnect-devices
show fabric administration inventory node-devices
Understanding the Director Group

Understanding Interconnect Devices

Understanding Node Devices

Configuring Node Groups for the QFabric System

This topic explains how to configure Node groups for Node devices within the QFabric system. Node
groups provide redundancy for Node devices and make your QFabric system more resilient.

Before you create Node groups in a QFabric system:

e Make sure your QFabric system is operational.

o |Issue the show fabric administration inventory node-devices command to display the Node devices that
are available to add to a Node group.

e Issue the show fabric administration inventory node-groups command to display the existing Node groups.

NOTE: The following rules apply to QFabric Node group naming:
¢ Node group names must use alphabetic (A through Z and a through z), numeric (O through
9), or dash (-) characters.

e The maximum length of a Node group name is 30 characters.

¢ Node group names are case sensitive. For example, MY-NG-1 and my-ng-1 refer to
different components.

e You cannot use the reserved names all, fabric, or director-group as a Node group name.

NOTE: If you attempt to commit all configuration settings for a new Node group (such as the
Node group itself, aliasing, and other features) at the same time, the commit operation might
appear to succeed when it actually has failed. For this reason, we recommend configuring and
verifying Node groups and aliases first, followed by configuring and verifying other features.



Establishing the Node groups and aliases first enables the QFabric system to reject any
potentially unsupported configuration. The resulting commit errors indicate where the
configuration problem lies. To verify the establishment of Node groups and aliases before
configuring other features, issue the show fabric administration inventory command.

There are three types of Node groups in a QFabric system:

e Automatically generated server Node groups—By default, every Node device that joins the QFabric
system is placed within an automatically generated server Node group that contains one Node device
(the device itself). Server Node groups connect to servers and storage devices.

o Network Node groups—You can assign up to eight Node devices to a network Node group. When
grouped together, the Node devices within a network Node group connect to other routers running
routing protocols such as OSPF and BGP.

e Redundant server Node groups—You can assign two Node devices to a redundant server Node
group. When grouped together, you can create link aggregation groups (LAGs) that span the
interfaces on both Node devices to provide resiliency and redundancy.

To display an automatically generated server Node group:

o Issue the show fabric administration inventory node-groups command and look for Node groups containing
a single Node device that has the same name or serial number as the server Node group.

root@qfabric> show fabric administration inventory node-groups

Item Identifier Connection Configuration
Node group
BBAK8281 Connected Configured
BBAK8281 Connected
BBAK8835 Connected Configured
BBAK8835 Connected
NW-NG-0 Connected Configured
Node® BBAK8309 Connected
Node1 BBAK8283 Connected
S1 Connected Configured
Node?2 BBAK8891 Connected
Node3 BBAK8868 Connected

To create a network Node group:

1. Specify the Node devices you wish to add to the network Node group by including the node-device
statement at the [edit fabric resources node-group NW-NG-0] hierarchy level.



NOTE:

e The network Node group must use the predefined name NW-NG-0. You must use this
name when adding Node devices to the network Node group. You cannot specify a
different name. Also, you can configure only one network Node group per partition.

¢ When you configure routing protocols on the QFabric system, you must use interfaces
from the Node devices assigned to the network Node group. If you try to configure
routing protocols on interfaces from the Node devices assigned to server Node groups, the
configuration commit operation fails.

[edit]
root@qfabric# set fabric resources node-group NW-NG-0 node-device Node0
root@qfabric# set fabric resources node-group NW-NG-0 node-device Nodel

2. To designate the Node group as a network Node group, include the network-domain statement at the
[edit fabric resources node-group NW-NG-0] hierarchy level.

[edit]
root@qfabric# set fabric resources node-group NW-NG-0 network-domain

3. Review your configuration and issue the commit command.

[edit]
root@qfabric# show fabric
resources {
node-group NW-NG-0 {
network-domain;
node-device Node0;

node-device Nodel;

[edit]
root@qfabric# commit

commit complete



NOTE: When you add or delete Node devices from a Node group configuration, the
corresponding Node devices reboot when you commit the configuration change.

4. To determine if your network Node group is operational, issue the show fabric administration inventory
node-groups command in operational mode.

root@qfabric>show fabric administration inventory node-groups NW-NG-0

Item Identifier Connection Configuration
Node group
NW-NG-0 Connected Configured
Node® BBAK8309 Connected
Node1 BBAK8283 Connected

To create a redundant server Node group:

1. Specify the two Node devices you wish to add to the redundant server Node group by including the
node-device statement at the [edit fabric resources node-group node-group-name] hierarchy level.

NOTE: Ensure that the two Node devices are of the same type, either two QFX3500 Node
devices, two QFX3600 Node devices, or two QFX5100 Node devices. You cannot add
different Node device types to the same redundant server Node group.

[edit]
root@qfabric# set fabric resources node-group S1 node-device Node2
root@qfabric# set fabric resources node-group S1 node-device Node3

2. Review your configuration and issue the commit command.

[edit]
root@qfabric# show fabric
resources {
node-group S1 {
node-device Node2;
node-device Node3;



[edit]
root@qfabric# commit

commit complete

NOTE: When you add or delete Node devices from a Node group configuration, the
corresponding Node devices reboot when you commit the configuration change.

3. To determine if your redundant server Node groups are operational, issue the show fabric

administration inventory node-groups redundant-server-node-group-name command in operational mode.

root@gfabric> show fabric administration inventory node-groups S1

Item Identifier Connection Configuration
Node group
S1 Connected Configured
Node2 BBAK8891 Connected
Node3 BBAK8868 Connected

show fabric administration inventory node-groups
show fabric administration inventory node-devices

Understanding Node Groups

node-group (Resources)

Configuring the Port Type on QFX3600 Node Devices

The QFX3600 Node device provides 16 40-Gbps QSFP+ ports. By default, four ports (labeled QO
through Q3) operate as 40-gigabit data plane (7€) uplink ports for uplink connections between your
Node device and your Interconnect devices. Twelve ports (labeled Q4 through Q15) operate as 10-
Gigabit Ethernet (xe) ports to support 48 10-Gigabit Ethernet interfaces for connections to either
endpoint systems or external networks. Optionally, you can choose to configure ports QO through Q7 to
operate as 40-gigabit data plane uplink ports, and ports Q2 through Q15 to operate as 10-Gigabit
Ethernet or 40-Gigabit Ethernet (x/e) ports.



NOTE: You can use QSFP+ to four SFP+ breakout cables or QSFP+ transceivers with fiber
breakout cables to connect the 10-Gigabit Ethernet ports to other devices.

NOTE: When you delete the port type configuration for an individual port or a block of ports, the
ports return to operating in their default port type. For example, when you delete the 40-Gigabit
Ethernet (xle) port configuration for port Q4, the port returns to operating as a 10-Gigabit
Ethernet (xe) port.

NOTE: When the 40-Gigabit Ethernet (xle) ports of a QFX3600 Node device carry traffic at the
full line rate, loss of untagged Layer 2 or Layer 3 traffic going across the fabric might occur, as
well as increased latency on the Node device. Such effects result from the addition of a 4-byte
header to packets traversing the uplink ports on the Node device. The percentage of traffic loss
depends on the size of the packets: the greater the packet size, the lower the traffic loss and vice
versa. This problem does not affect tagged traffic.

This topic explains how to configure the port type on QFX3600 Node devices.

Before you configure the port type on QFX3600 Node devices:

Make sure your QFabric system is operational.

Issue the show fabric administration inventory node-groups command to display the existing Node
groups and the Node devices in each Node group.

NOTE:

e Only ports QO through Q7 can be configured to operate as 40-gigabit data plane (fte) uplink
ports.

e Only ports Q2 through Q15 can be configured to operate as 10-Gigabit Ethernet (xe) or 40-
Gigabit Ethernet (xle) ports.

A CAUTION: The Packet Forwarding Engine on the QFX3600 Node device is restarted
when you commit the port type configuration changes. As a result, you might
experience packet loss on the Node device.



The following message may be displayed in the system log file when the Packet
Forwarding Engine is restarted. You can ignore this message.

Pipe write error: Broken pipe

flush operation failed

The following steps describe how to configure either a block of ports or an individual port to operate as
40-gigabit data plane uplink (fte) ports, as well as how to delete a 40-gigabit data plane uplink (fte) port
configuration.

1. To configure a block of ports to operate as 40-gigabit data plane uplink (fte) ports, specify a port
range:

[edit chassis node-group name node-device name pic 1]

root@qfabric# set fte port-range port-range-low port-range-high

For example, to configure ports Q4 through Q7 to operate as 40-gigabit data plane uplink ports:
[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@qfabrict# set fte port-range 4 7
2. To configure an individual port to operate as a 40-gigabit data plane uplink (fte) port, specify a port

number:

[edit chassis node-group name node-device name pic 1]
root@qfabric# set fte port port-number

For example, to configure port Q4 to operate as a 40-gigabit data plane uplink port:
[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@qfabric# set fte port 4
3. Review your configuration and issue the comnit command.
[edit]

root@qfabric# commit
commit complete



4. To delete the 40-gigabit data plane uplink (fte) port configuration for a block of ports, specify a port
range:

[edit chassis node-group name node-device name pic 1]
root@qfabric# delete fte port-range port-range-low port-range-high

For example, to delete the 40-gigabit data plane uplink port configuration for ports Q4 through Q7:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@gfabric# delete fte port-range 4 7
5. To delete the 40-gigabit data plane uplink (fte) port configuration for an individual port, specify a port

number:

[edit chassis node-group name node-device name pic 1]
root@qfabric# delete fte port port-number

For example, to delete the 40-gigabit data plane uplink port configuration for port Q4:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@qfabric# delete fte port 4

The following steps describe how to configure either a block of ports or an individual port to operate as
10-Gigabit Ethernet (xe) ports, as well as how to delete a 10-Gigabit Ethernet (xe) port configuration.

1. To configure a block of ports to operate as 10-Gigabit Ethernet (xe) ports, specify a port range:

[edit chassis node-group name node-device name pic 0]

root@gfabric# set xe port-range port-range-low port-range-high

For example, to configure ports Q4 through Q7 to operate as 10-Gigabit Ethernet ports:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 0]
root@qfabric# set xe port-range 4 7



2. To configure an individual port to operate as a 10-Gigabit Ethernet port, specify a port number:

[edit chassis node-group name node-device name pic 0]
root@qfabric# set xe port port-number

For example, to configure port Q4 to operate as a 10-Gigabit Ethernet port:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 0]
root@qfabric# set xe port 4

3. Review your configuration and issue the commit command.

[edit]
root@qfabric# commit

commit complete

4. To delete the 10-Gigabit Ethernet (xe) port configuration for a block of ports, specify a port range:

[edit chassis node-group name node-device name pic 0]

root@qfabric# delete xe port-range port-range-low port-range-high

For example, to delete the 10-Gigabit Ethernet port configuration for ports Q4 through Q7:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 0]
root@qfabric# delete xe port-range 4 7

5. To delete the 10-Gigabit Ethernet (xe) port configuration for an individual port, specify a port
number:

[edit chassis node-group name node-device name pic 0]
root@qfabric# delete xe port port-number

For example, to delete the 10-Gigabit Ethernet port configuration for port Q4:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 0]
root@qfabric# delete xe port 4



The following steps describe how to configure either a block of ports or an individual port to operate as
40-Gigabit Ethernet (xle) ports, as well as how to delete a 40-Gigabit Ethernet (xle) port configuration.

1. To configure a block of ports to operate as 40-Gigabit Ethernet (xle) ports, specify a port range:

[edit chassis node-group name node-device name pic 1]

root@qfabric# set xle port-range port-range-low port-range-high

For example, to configure ports Q4 through Q7 to operate as 40-Gigabit Ethernet ports:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@gfabric# set xle port-range 4 7

2. To configure an individual port to operate as a 40-Gigabit Ethernet (xle) port, specify a port number:

[edit chassis node-group name node-device name pic 1]
root@qfabric# set xle port port-number

For example, to configure port Q4 to operate as a 40-Gigabit Ethernet port:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@qfabric# set xle port 4

3. Review your configuration and issue the commit command.

[edit]
root@qfabric# commit

commit complete

4, To delete the 40-Gigabit Ethernet (xle) port configuration for block of ports, specify a port range:

[edit chassis node-group name node-device name pic 1]
root@gfabric# delete xle port-range port-range-low port-range-high



For example, to delete the 40-Gigabit Ethernet port configuration for ports Q4 through Q7:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@gfabric# delete xle port-range 4 7

5. To delete the 40-Gigabit Ethernet (xle) port configuration for an individual port, specify a port
number:

[edit chassis node-group name node-device name pic 1]

root@qfabric# delete xle port port-number

For example, to delete the 40-Gigabit Ethernet port configuration for port Q4:

[edit chassis node-group BBAK8281 node-device BBAK8309 pic 1]
root@qfabric# delete xle port 4

Understanding Node Devices

Understanding Interfaces on the QFabric System

pic

Configuring the QSFP+ Port Type on QFX5100 Devices

You can convert default 40-Gigabit Ethernet data plane uplink interfaces (fte) to 40-Gigabit Ethernet
access interfaces (xle) ports, and default 40-Gigabit Ethernet interfaces (xle) to 40-Gigabit Ethernet data
plane uplink interfaces (fte). Ports QO and Q1 are fixed fte ports and cannot be changed. Ports Q2 and
Q3 are fte ports by default but can be changed to xle ports. Ports Q4 and Q5 are xle ports by default
but can be changed to fte ports.

NOTE: On QFX5100-24Q switches, ports Q1 through Q7 are fixed FTE ports and cannot be
changed.



NOTE: You must configure xle ports in pairs, not individually, otherwise functionality is not
guaranteed.

A CAUTION: The Packet Forwarding Engine on a QFX5100 switch is restarted when you
commit port type configuration changes (for example, configuring or deleting an fte or
xle port). As a result, you might experience packet loss on the device.

The following steps describe how to configure either a block of ports or an individual port, as well as
how to delete these configurations.

1. To configure a block of ports to operate as 40-Gigabit Ethernet interfaces (xle) , specify a port range:

[edit chassis node-group name node-device name pic 1]

user@switch# set xle port-range port-range-low port-range-high

For example, to configure ports Q4 through Q5 to operate as 40-Gigabit Ethernet interfaces (xle):
[edit chassis node-group name node-device name pic 1]
user@switch# set xle port-range 4 5
2. To configure a block of ports to operate as 40-Gigabit Ethernet data plane uplink interfaces (fte),

specify a port range:

[edit chassis node-group name node-device name pic 1]

user@switch# set fte port-range port-range-low port-range-high

For example, to configure ports Q4 through Q5 to operate as 40-Gigabit Ethernet data plane uplink
interfaces (fte):

[edit chassis node-group name node-device name pic 1]

user@switch# set fte port-range 4 5
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3. To configure an individual port to operate as a 40-Gigabit Ethernet data plane uplink interfaces (fte),
specify a port number:

[edit chassis node-group name node-device name pic 1]
user@switch# set fte port port-number

For example, to configure port Q4 to operate as a 40-Gigabit Ethernet data plane uplink interfaces
(fte):

[edit chassis node-group name node-device name pic 1]
user@switch# set fte port 4

4. Review your configuration and issue the comnit command.
[edit]

user@switch# commit

commit complete

5. To delete a block of ports configured as 40-Gigabit Ethernet (xle) ports, specify a port range:

[edit chassis node-group name node-device name pic 1]

user@switch# delete xle port-range port-range-low port-range-high

For example, to delete the 40-Gigabit Ethernet access interface (xle) port configuration for ports Q2
through Q3:

[edit chassis node-group name node-device name pic 1]
user@switch# delete xle port-range 2 3

6. To delete an individual port configured as a 40-Gigabit Ethernet (xle) interface:

[edit chassis node-group name node-device name pic 1]
user@switch# delete xle port port-number

For example, to delete the 40-Gigabit Ethernet interface (xle) for port Q2:

[edit chassis node-group name node-device name pic 1]
user@switch# delete xle port 2



7. To delete a block of ports configured as 40-Gigabit Ethernet data plane uplink interfaces (fte), specify
a port range:

[edit chassis node-group name node-device name pic 1]

user@switch# delete fte port-range port-range-low port-range-high

For example, to delete the block of ports configured as 40-Gigabit Ethernet data plane uplink
interfaces (fte) for ports Q4 through Q5:

[edit chassis node-group name node-device name pic 1]
user@switch# delete fte port-range 4 5
8. To delete an individual port configured as a 40-Gigabit Ethernet data plane uplink interfaces (fte):

[edit chassis node-group name node-device name pic 1]

user@switch# delete fte port port-number

For example, to delete the 40-Gigabit Ethernet data plane uplink interfaces (fte) for port Q4:

[edit chassis node-group name node-device name pic 1]
user@switch# delete fte port 4

9. Review your configuration and issue the commit command.
[edit]

user@switch# commit

commit complete

pic
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Example: Configuring SNMP
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By default, SNMP is disabled on devices running Junos OS. This example describes the steps for
configuring SNMP on the QFabric system.

Requirements

This example uses the following hardware and software components:
e Junos OS Release 12.2

e Network management system (NMS) (running the SNMP manager)

e QFabric system (running the SNMP agent) with multiple Node devices

Overview

IN THIS SECTION
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Because SNMP is disabled by default on devices running Junos OS, you must enable SNMP on your
device by including configuration statements at the [edit snmp] hierarchy level. At a minimum, you must
configure the community public statement. The community defined as public grants read-only access to
MIB data to any client.

If no clients statement is configured, all clients are allowed. We recommend that you always include the
restrict option to limit SNMP client access to the switch.



Topology

The network topology in this example includes an NMS, a QFabric system with four Node devices, and
external SNMP servers that are configured for receiving traps.

Configuration
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Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

set snmp name “snmp qfabric” description “qfabric@ switch”

set snmp location “Lab 4 Row 11” contact “qfabric-admin@qfabrice”

set snmp community public authorization read-only

set snmp client-list list@ 192.168.0.0/24

set snmp community public client-list-name list0

set snmp community public clients 192.170.0.0/24 restrict

set snmp trap-group “qf-traps” destination-port 155 targets 192.168.0.100

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CL/I Editor in Configuration Mode in the Junos OS CLI User
Guide.

To configure SNMP on the QFabric system:



NOTE: If the name, description, location, contact, or community name contains spaces, enclose
the text in quotation marks (" ").

1. Configure the SNMP system name:

[edit snmp]
user@switch# set name “snmp qfabric”

NOTE: The above configured SNMP system name can be accessed:

¢ By doing a query with the SNMPGet on policy object identifier (OID) sysName.O.

e From the generic jnxSyslogTrap. To send the jnxSyslogTrap, configure the trap events at
[edit event-options policy] hierarchy.

2. Specify a description.

[edit snmp]
user@switch# set description “qfabric@ system”

This string is placed into the MIB Il sysDescription object.

3. Specify the physical location of the QFabric system.

[edit snmp]
user@switch# set location “Lab 4 Row 11”

This string is placed into the MIB Il sysLocation object.

4. Specify an administrative contact for the SNMP system.

[edit snmp]
user@switch# set contact “qfabric-admin@qfabrice”

This name is placed into the MIB Il sysContact object.

5. Specify a unique SNMP community name and the read-only authorization level.



NOTE: The read-write option is not supported on the QFabric system.

[edit snmp]
user@switch# set community public authorization read-only

6. Create a client list with a set of IP addresses that can use the SNMP community.

[edit snmp]
user@switch# set client-list 1list@ 192.168.0.0/24
user@switch# set community public client-list-name list@

7. Specify IP addresses of clients that are restricted from using the community.

[edit snmp]
user@switch# set community public clients 198.51.100.0/24 restrict

8. Configure a trap group, destination port, and a target to receive the SNMP traps in the trap group.

[edit snmp]
user@switch# set trap-group “qf-traps” destination-port 155 targets 192.168.0.100

NOTE: You do not need to include the destination-port statement if you use the default port
162.

The trap group gf-traps is configured to send traps to 192.168.0.100.

Results

From configuration mode, confirm your configuration by entering the show command. If the output does
not display the intended configuration, repeat the instructions in this example to correct the

configuration.

[edit]
user@switch# show



snmp {
name "snmp gfabric";
description "gfabric@ system";
location "Lab 4 Row 11";
contact "gfabric-admin@qfabrice";
client-list 1ist0 {
192.168.0.0/24;
}
community public {
authorization read-only;
clients {
198.51.100.0/24 restrict;

}
trap-group gf-traps {
destination-port 155;
targets {
192.168.0.100;

If you are done configuring the device, enter commit from configuration mode.

Understanding the Implementation of SNMP on the QFabric System

snmp

Example: Configuring System Log Messages
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The QFabric system monitors events that occur on its component devices and distributes system log
messages about those events to all external system log message servers (hosts) that are configured.
Component devices may include Node devices, Interconnect devices, Director devices, and the Virtual
Chassis. Messages are stored for viewing only in the QFabric system database. To view the messages,
issue the show log command.

This example describes how to configure system log messages on the QFabric system.

Requirements

This example uses the following hardware and software components:
e Junos OS Release 12.2

e QFabric system

e External servers that can be configured as system log message hosts

Overview

Component devices that generate system log message events may include Node devices, Interconnect
devices, Director devices, and the control plane switches. The following configuration example includes
these components in the QFabric system:

e Director software running on the Director group
e Control plane switches
e Interconnect device

e Multiple Node devices

Configuration

IN THIS SECTION

Procedure | 434



Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

set system syslog host 10.1.1.12 any error

set system syslog file gflogs

set system syslog file gflogs structured-data brief
set system syslog file qflogs archive size 1g

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CL/I Editor in Configuration Mode in the Junos OS CLI User
Guide.

To configure system messages from the QFabric Director device:

1. Specify a host, any facility, and the error severity level.

[edit system syslog]

user@switch# set host 10.1.1.12 any error

NOTE: You can configure more than one system log message server (host). The QFabric
system sends the messages to each server configured.

2. (Optional) Specify a filename to capture log messages.

NOTE: On the QFabric system, a syslog file named messages is configured implicitly with
facility and severity levels of any any and a file size of 100 MBs. Therefore, you cannot specify



the filename messages in your configuration, and automatic command completion does not
work for that filename.

[edit system syslog]
user@switch# set file gflogs structured-data brief
user@switch# set file gflogs

3. (Optional) Configure the maximum size of your system log message archive file. This example
specifies an archive size of 1 GB.

[edit system syslog]

user@switch# set file gqflogs archive size 1g

Results

From configuration mode, confirm your configuration by entering the show system command. If the output
does not display the intended configuration, repeat the instructions in this example to correct the
configuration.

[edit]
user@switch# show system
syslog {

file gflogs {

}

host 10.1.1.12 {

any error;

}

}

If you are done configuring the device, enter commit from configuration mode.

syslog (QFabric System)

show log



Configuring Graceful Restart for QFabric Systems
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When you configure graceful restart in the QFabric CLI, the QFabric system applies the configuration to
the network Node group to participate in graceful restart operations with devices external to the
QFabric system. Such configuration preserves routing table state and helps neighboring routing devices
to resume routing operations more quickly after a system restart. This also enables the network Node
group to resume routing operations rapidly if there is a restart in the QFabric system (such as a software
upgrade). As a result, we recommend enabling graceful restart for routing protocols in the QFabric CLI.

NOTE: The QFabric system also uses graceful restart internally within the fabric to facilitate
interfabric resiliency and recovery. This internal feature is enabled by default with no
configuration required.

Enabling Graceful Restart

By default, graceful restart is disabled. To enable graceful restart, include the graceful-restart statement
at the [edit routing-instance instance-name routing-options] or [edit routing-options] hierarchy level.

For example:

routing-options {
graceful-restart;

To configure the duration of the graceful restart period, include the restart-duration at the [edit routing-
options graceful-restart] hierarchy level.



NOTE: Helper mode (the ability to assist a neighboring router attempting a graceful restart) is
enabled by default when you start the routing platform, even if graceful restart is not enabled.
You can disable helper mode on a per-protocol basis.

[edit]
routing-options {
graceful-restart {
disable;

restart-duration seconds;

To disable graceful restart globally, include the disable statement at the [edit routing-options graceful-
restart] hierarchy level.

When graceful restart is enabled for all routing protocols at the [edit routing-options graceful-restart]
hierarchy level, you can disable graceful restart on a per-protocol basis.

NOTE: If you configure graceful restart after a BGP or LDP session has been established, the
BGP or LDP session restarts and the peers negotiate graceful restart capabilities. Also, the BGP
peer routing statistics are reset to zero.

Configuring Graceful Restart Options for BGP

To configure the duration of the BGP graceful restart period, include the restart-time statement at the
[edit protocols bgp graceful-restart] hierarchy level. To set the length of time the router waits to receive
messages from restarting neighbors before declaring them down, include the stale-routes-time
statement at the [edit protocols bgp graceful-restart] hierarchy level.

[edit]
protocols {
bgp {
graceful-restart {
disable;
restart-time seconds;

stale-routes-time seconds;



}
routing-options {

graceful-restart;

To disable BGP graceful restart capability for all BGP sessions, include the disable statement at the [edit
protocols bgp graceful-restart] hierarchy level.

NOTE: To set BGP graceful restart properties or disable them for a group, include the desired
statements at the [edit protocols bgp group group-name graceful-restart] hierarchy level.

To set BGP graceful restart properties or disable them for a specific neighbor in a group, include
the desired statements at the [edit protocols bgp group group-name neighbor jp-address
graceful-restart] hierarchy level.

NOTE: Configuring graceful restart for BGP resets the BGP peer routing statistics to zero. Also,
existing BGP sessions restart, and the peers negotiate graceful restart capabilities.

Configuring Graceful Restart Options for OSPF and OSPFv3

To configure the duration of the OSPF/OSPFv3 graceful restart period, include the restart-duration
statement at the [edit protocols (ospf | ospf3) graceful-restart] hierarchy level. To specify the length of
time for which the router notifies helper routers that it has completed graceful restart, include the
notify-duration at the [edit protocols (ospf | ospf3) graceful-restart] hierarchy level. Strict OSPF link-
state advertisement (LSA) checking results in the termination of graceful restart by a helping router. To
disable strict LSA checking, include the no-strict-Isa-checking statement at the [edit protocols (ospf |
ospf3) graceful-restart] hierarchy level.

[edit]
protocols {
ospf | ospfv3{
graceful-restart {

disable;
helper-disable
no-strict-1sa-checking;
notify-duration seconds;
restart-duration seconds;



routing-options {

graceful-restart;

To disable OSPF/OSPFv3 graceful restart, include the disable statement at the [edit protocols (ospf |
ospf3) graceful-restart] hierarchy level.

Starting with Release 11.3, the Junos OS supports both the standard (based on RFC 3623, Gracefu/
OSPF Restart) and the restart signaling-based (as specified in RFC 4811, RFC 4812, and RFC 4813)
helper modes for OSPF version 2 graceful restart configurations. Both the standard and restart
signaling-based helper modes are enabled by default. To disable the helper mode for OSPF version 2
graceful restart configurations, include the helper-disable <both | restart-signaling | standard> statement
at the [edit protocols ospf graceful-restart] hierarchy level. Note that the last committed statement
always takes precedence over the previous one.

[edit protocols ospf]
graceful-restart {

helper-disable <both | restart-signaling | standard>

To reenable the helper mode, delete the helper-disable statement from the configuration by using the
delete protocols ospf graceful-restarthelper-disable <restart-signaling | standard | both> command. In
this case also, the last executed command takes precedence over the previous ones.

NOTE:

Restart signaling-based helper mode is not supported for OSPFv3 configurations. To disable
helper mode for OSPFv3 configurations, include the helper-disable statement at the [edit
protocols ospfv3 graceful-restart] hierarchy level.

TIP: You can also track graceful restart events with the traceoptions statement at the [edit
protocols (ospf | ospf3)] hierarchy level. For more information, see "Tracking Graceful Restart
Events" on page 440.

NOTE: If you configure BFD and graceful restart for OSPF, graceful restart might not work as
expected.
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Tracking Graceful Restart Events

To track the progress of a graceful restart event, you can configure graceful restart trace options flags for
IS-1S and OSPF/OSPFv3. To configure graceful restart trace options, include the graceful-restart
statement at the [edit protocols protoco/traceoptions flag] hierarchy level:

[edit protocols]
isis {
traceoptions {
flag graceful-restart;

}
(ospf | ospf3) {
traceoptions {
flag graceful-restart;

Graceful Restart Concepts

Verifying Graceful Restart Operation

Optimizing the Number of Multicast Flows on QFabric Systems

Because of the distributed nature of QFabric systems, the default configuration does not allow the
maximum number of supported Layer 3 multicast flows to be created. To allow a QFabric system to
create the maximum number of supported flows, configure the following statement:

set fabric routing-options multicast fabric-optimized-distribution

After configuring this statement, you must reboot the QFabric Director group to make the change take
effect.
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Segregating QFabric Traffic Flows With Flow Groups

In a QFabric system, a hash function is used to select an Interconnect device to forward traffic between
two ingress switches, which are called Node devices. Since this hash function is performed on all
Interconnect devices, it is possible for redundant multicast streams to flow through one Interconnect
device, making that Interconnect device a potential single point of failure for the redundant flows. Some
operations, such as financial transactions, require redundant data flows to use different Interconnect
devices to avoid point-of-failure data loss. To enforce this in a fabric, you can create a flow group for
multicast or unicast traffic from a particular ingress switch. In a flow group, switches are forced to use
different, specified Interconnect devices to forward redundant traffic.

NOTE: An Interconnect device can belong to only one flow group but can serve as a backup to
other flow groups.

To direct redundant QFabric system traffic flows to different Interconnect devices:

1. Create a flow group and indicate the Node device where the redundant data originates:

[edit fabric flow-groups]
set flow-group-name node-device node-device-name

2. Indicate at least one Interconnect device connected to the switch to be used for redundancy:

[edit fabric flow-groups flow-group-name]

set interconnect-device interconnect-device-name

If all redundant data from the named switch will use the flow group, you are finished with the
configuration.

3. You can alter a flow group’s configuration by overriding the software’s Node device preferences for
Interconnect devices. Interconnect devices that reside in the default group (those that are not
assigned to a user-configured flow group) have a link preference value set to normal in the software.
When you create a flow group, the flow-groups configuration statement resets some Interconnect
devices' preference to high (for those assigned to a flow group) and others to never (for those assigned
to a different flow group) to create the flow.



e To add a Node device to multiple flow groups, set the link between the Node device in the
original flow group and a different Interconnect device to high:

[edit fabric flow-groups flow-group-name]

set node-device node-device-name interconnect-device new-IC-name preference high

e To configure a Node device to use an Interconnect device from a different flow group if none in
the same flow group are available, set the link between the Node device and the other group’s
Interconnect device to normal:

[edit fabric flow-groups flow-group-name]
set node-device node-device-name interconnect-device IC-name-from-other-flow-group
preference normal

e To increase the priority of a switch for Interconnect devices, set the switch’s Interconnect device
link preference to high.

[edit fabric flow-groups flow-group-name]
set node-device node-device-name interconnect-device interconnect-device-name preference
high

e To prevent a flow group’s switches from using an Interconnect device, set the Interconnect device
link preference to never.

[edit fabric flow-groups flow-group-name]
set node-device node-device-name interconnect-device interconnect-device-name preference
never

For an example of flow group configuration, see Example: Creating a QFabric Flow Group.

TIP: To add a TOR to multiple flow groups:

set fabric resources node-device TOR-B interconnect-device IC-A preference HIGH

To configure a TOR to use an Interconnect device from a different flow group if none in the same
flow group are available:

set fabric resources node-device TOR-B interconnect-device IC-A preference NORMAL

To increase the priority of default-flowgroup Interconnect devices for a specific TOR:

set fabric resources node-device TOR-A interconnect-device ALL_ICS preference HIGH



To configure default-flowgroup TORs to never use a particular Interconnect device:
set fabric resources node-device ALL_TORS interconnect-device IC-A preference NEVER
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In a QFabric system, a hash function is used to select an Interconnect device to forward traffic between
two Node devices. Since this hash function is performed on all Interconnect devices, it is possible for
redundant multicast streams to flow through one Interconnect device, making that Interconnect device a
potential single point of failure for the redundant flows. Some applications require that the redundant
multicast streams flow through different Interconnect devices to prevent a single Interconnect device
from potentially dropping both streams of multicast traffic during a failure. You can enforce this use of
separate Interconnect devices by using the QFabric system flow groups feature. This example creates
two flow groups.

TIP: A single point of failure can occur because the hash function can pick the same Interconnect
device for two different sets of Node devices. For example, a set of Node devices (N1, N2) can
be hashed to Interconnect device IC1 and another set of Node devices (N3, N4) are also hashed
to IC1, so IC1 can then be a potential single point of failure.



Requirements

This example uses the following hardware and software components:
e QFX5100-F switches

o QFabric system

e Junos 14.1X53-D15

Before you create a flow group on your QFX Series switches, be sure you have installed and set up a
QFabric system. See QFX3000-G QFabric System Installation Overview.

Overview
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In this example, you configure two flow-groups flows on QFX5100-F switches in a QFabric system. Each
flow will use its configured Interconnect device. You can optionally configure a backup option for one of
the flows to use the Interconnect device in the other flow in case of failure.

Topology

This example creates two flow groups, flowA and flowB, in a QFabric system.

You always have a default flow group that contains any unassigned Interconnect devices and unassigned
Node devices—in this case, the only member of the default flow group will be the Interconnect device
IC3 after your configurations. The flow groups, Node devices (TORs—Top-of-Rack devices), and
Interconnect devices that you configure are listed in Table 77 on page 444.

Table 77: Flow-group Example Devices

Flow Group Name Node Devices Interconnect Device Names

flowA P2025-C 1C-4892

P1360-C IC-4



Table 77: Flow-group Example Devices (Continued))

Flow Group Name Node Devices Interconnect Device Names
flowB BBAK8822 IC-F4908

P1523-C
default flow-group IC3

The software enforces flows by setting each Node device to one of three preferences for Interconnect
devices:

e high—Use this Interconnect device in the hashing algorithm for the specified flow.

o normal—Use this Interconnect device for backup when no Interconnect devices with high settings are
available.

o never—Do not use this Interconnect device in the hashing algorithm for the specified flow.

NOTE: Unassigned Interconnect devices in the default group are set to normal, meaning when no
Interconnect device set to high is available in a flow group, the flow will look for unused
Interconnect devices set to normal and use one that is available. This helps prevent loss of data in
the event of an Interconnect device failure. The high and never settings for Interconnect devices
are set by the software when you configure flow groups.

Configuration
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In this example, you configure two flow groups: flowA and flowB. FlowA has two Interconnect devices

set to high. If both Interconnect devices in flowA fail, there is one automatic backup because the default

group contains an Interconnect device. You can also, optionally, provide a specific backup Interconnect

device for flowA—in this example, we specifically configure the Interconnect device for flowB as backup
for flowA. Therefore, if both Interconnect devices in flowA (IC-4892 and IC-4) fail, an Interconnect

device with preference normal will take over. IC3 is available at this point.

CLI Quick Configuration

To quickly configure flow groups flowA and flowB with backup for the Interconnect device in flowA,

copy and paste these commands into your CLI:

set
set
set
set

set

set

set

set

fabric
fabric
fabric
fabric

fabric
fabric

fabric

fabric

flow-groups
flow-groups
flow-groups
flow-groups

flow-groups
flow-groups

flow-groups

flow-groups

flowA
flowA
flowA
flowA

flowB
flowB
flowB

node-device P2025-C
node-device P1360-C
interconnect-device IC-4892
interconnect-device IC4

node-device BBAK8822
node-device P1523-C
interconnect-device IC-F4908

node-device P2025-C interconnect-device IC-4908 preference normal

Configure Flow Group flowA

Step-by-Step Procedure

1. Set up two Node devices for flowA:

set fabric flow-groups flowA node-device P2025-C

set fabric flow-groups flowA node-device P1360-C

2. Set up two Interconnect devices for flowA:

set fabric flow-groups flowA interconnect-device IC-4892

set fabric flow-groups flowA interconnect-device IC4


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/flow-group.html

Results

At this point, the software’s Node devices preference settings for flow A are P2025-C and P1360-C,
with the following Inteconnect device preferences for flowA:

e |C-4892: high (assigned to flowA)
e |C4: high (assigned to flowA)
e [C-F4908: normal (not assigned to any specific flow group and is available for backup)

e |C3: normal (not assigned to any specific flow group and available for backup)

NOTE: Neither IC-F4908 or IC3 have been assigned yet, so they are both set to normal in flowA
and are available for automatic backup. That will change with the next configuration—when
flowB is configured, the IC-F4908 preference for flowA will automatically change.

Configure Flow Group flowB

Step-by-Step Procedure

1. Set up two Node devices for flowB:

set fabric flow-groups flowB node-device BBAK8822
set fabric flow-groups flowB node-device P1523-C

2. Set up one Interconnect device for flowB:

set fabric flow-groups flowB interconnect-device IC-F4908

Results

At this point, the software’s Node device preference settings for flowB are BBAK8822 and P1523-C,
with the following Interconnect device preferences for flowB:

e [C-F4908: high (assigned to flowB)
e |C4: never (assigned to another flow group, flowA)

e [C-4892: never (assigned to another flow group, flowA)



e |C3: normal (not assigned to any specific flow group and available for backup)

Also, now the software’s Interconnect device preference settings for flowA have changed automatically
as a result of assigning Internconnect device IC-F4908 to another flow group, flowB. At this point, the
Interconnect device preference settings for flowA are as follows:

e |C-4892: high (assigned to flowA)
e |C4: high (assigned to flowA)
e [C-F4908: never (assigned to another flow group, flowB)

e |C3: normal (not assigned to any specific flow group and is available for backup)

TIP: After an Interconnect device is explicitly assigned to a flow group, all other flow groups mark
its preference for their flow as never.

Configure a Backup Interconnect-Device For FlowA (Optional)

Step-by-Step Procedure

The software sets Interconnect device preferences automatically—however, you can override this setting
using the preference option of the flow-groups CLI statement. You might want to do this for backup
reasons.

In this example, the TOR switch P2025-C will always use either Interconnect device IC-F4908 or IC4
because these Interconnect devices are configured for flow group flowA. After adding the optional
preference override setting described here, if both Interconnect devices IC4 and IC-F4908 subsequently
fail, the TOR switches in flowA will start using an available Interconnect device that is set to preference
normal, instead of dropping traffic. This step overrides the TOR switch P1523-C preference for the
Interconnect device IC-4892, changing it from never to normal, resulting in two Interconnect devices with
preference setting normal—IC-4892 in flowB and IC3 in the default group.

1. Override the TOR switch P2025-C preference for the Interconnect device IC-4908, changing it from

never to normal:

set fabric flow-groups node-device P2025-C interconnect-device IC-4908 preference normal

Results

At this point, the Interconnect device preference settings for the Node device P2025-C are as follows:



e [C-4892: high (assigned to flowA)

e |C4: high (assigned to flowA)

e |C-F4908: normal (by explicit preference configuration for Node device P2025-C)
e |C3: normal (not assigned to any specific flow group and available for backup)

The preference settings for the Node devices in flowB are the same as they were before you configured
the Interconnect device preference override for the Node device P2025-C in flowA:

e [C-F4908: high (assigned to flowB)
e |C4: never ( assigned to flowA)
o [C-4892: never (assigned to flowA)

e |C3: nor