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About This Guide

Use this guide to configure, monitor, and troubleshoot the IS-IS routing protocol on your Juniper
Network devices.
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CHAPTER 1

Introduction to IS-IS
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IS-IS Overview

IN THIS SECTION

IS-1S Terminology | 3
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IS-1S Packets | 5

Persistent Route Reachability | 6

Installing a Default Route to the Nearest Routing Device That Operates at Both IS-IS Levels | 6

The IS-1S protocol is an interior gateway protocol (IGP) that uses link-state information to make routing
decisions.

IS-1S is a link-state IGP that uses the shortest-path-first (SPF) algorithm to determine routes. I1S-1S
evaluates the topology changes and determines whether to perform a full SPF recalculation or a partial
route calculation (PRC). This protocol originally was developed for routing International Organization for
Standardization (ISO) Connectionless Network Protocol (CLNP) packets.

Like OSPF routing, I1S-1S uses hello packets that allow network convergence to occur quickly when
network changes are detected. IS-IS uses the SPF algorithm to determine routes. Using SPF, IS-IS
evaluates network topology changes and determines if a full or partial route calculation is required.



@ NOTE: Because IS-IS uses ISO addresses, the configuration of IP version 6 (IPvé) and IP
version 4 (IPv4) implementations of IS-1S is identical.

@ NOTE: See Platforms/FPCs That Cannot Forward TCC Encapsulated ISO Traffic to find a
list of those devices and FPC configurations that cannot pass ISO traffic when
encapsulated in TCC format.

This section discusses the following topics:

IS-IS Terminology

An 1S-IS network is a single autonomous system (AS), also called a routing domain, that consists of end
systems and intermediate systems. End systems are network entities that send and receive packets.
Intermediate systems send and receive packets and relay (forward) packets. (Intermediate system is the
Open System Interconnection [OSI] term for a router.) ISO packets are called network PDUs.

In IS-1S, a single AS can be divided into smaller groups called areas. Routing between areas is organized
hierarchically, allowing a domain to be administratively divided into smaller areas. This organization is
accomplished by configuring Leve/ 1 and Leve/ 2intermediate systems. Level 1 systems route within an
area; when the destination is outside an area, they route toward a Level 2 system. Level 2 intermediate
systems route between areas and toward other ASs. No IS-IS area functions strictly as a backbone.

Level 1 routers share intra-area routing information, and Level 2 routers share interarea information
about IP addresses available within each area. Uniquely, IS-IS routers can act as both Level 1 and Level 2
routers, sharing intra-area routes with other Level 1 routers and interarea routes with other Level 2
routers.

The propagation of link-state updates is determined by the level boundaries. All routers within a level
maintain a complete link-state database of all other routers in the same level. Each router then uses the
Dijkstra algorithm to determine the shortest path from the local router to other routers in the link-state
database.

ISO Network Addresses

IS-IS uses ISO network addresses. Each address identifies a point of connection to the network, such as
a router interface, and is called a network service access point (NSAP.

IS-IS supports multiple NSAP addresses on the loopback 100 interface.

An end system can have multiple NSAP addresses, in which case the addresses differ only by the
last byte (called the n-selector). Each NSAP represents a service that is available at that node. In addition
to having multiple services, a single node can belong to multiple areas.


https://www.juniper.net/documentation/en_US/junos/topics/reference/general/platform-fpc-combos-that-cannot-forward-tcc-iso.html

Each network entity also has a special network address called a network entity title (NET). Structurally,
an NET is identical to an NSAP address but has an n-selector of 00. Most end systems and intermediate
systems have one NET. Intermediate systems that participate in multiple areas can have multiple NETs.

The following ISO addresses illustrate the IS-IS address format:

49.0001.00a0.c96b.c490.00
49.0001.2081.9716.9018.00

NETs take several forms, depending on your network requirements. NET addresses are hexadecimal and
range from 8 octets to 20 octets in length. Generally, the format consists of an authority and format
Identifier (AFI), a domain ID, an area ID, a system identifier, and a selector. The simplest format omits the
domain ID and is 10 octets long. For example, the NET address 49.0001.1921.6800.1001.00 consists of
the following parts:

o 49—AFI

e 0001—Area ID

e 1921.6800.1001—System identifier
e 00—Selector

The system identifier must be unique within the network. For an IP-only network, we recommend using
the IP address of an interface on the router. Configuring a loopback NET address with the IP address is
helpful when troubleshooting is required on the network.

The first portion of the address is the area number, which is a variable number from 1 through 13 bytes.

The first byte of the area number (49) is the authority and format indicator (AFI). The next bytes are the

assigned domain (area) identifier, which can be from O through 12 bytes. In the examples above, the area
identifier is 0001.

The next six bytes form the system identifier. The system identifier can be any six bytes that are unique
throughout the entire domain. The system identifier commonly is the media access control (MAC)
address (as in the first example, 00a0.c96b.c490) or the IP address expressed in binary-coded decimal
(BCD) (as in the second example, 2081.9716.9018, which corresponds to IP address 208.197.169.18).
The last byte (00) is the n-selector.

@ NOTE: The system identifier cannot be 0000.0000.0000. All Os is an illegal setting, and
the adjacency is not formed with this setting.

To provide help with 1S-IS debugging, the Junos® operating system (Junos OS) supports dynamic
mapping of ISO system identifiers to the hostname. Each system can be configured with a hostname,
which allows the system identifier-to-hostname mapping to be carried in a dynamic hostname type,



length, and value (TLV) tuple in IS-IS link-state PDUs. This enables intermediate systems in the routing
domain to learn about the ISO system identifier of a particular intermediate system.

IS-IS Packets

Each IS-IS PDU shares a common header. IS-IS uses the following PDUs to exchange protocol
information:

e |S-IS hello (IIH) PDUs—Broadcast to discover the identity of neighboring I1S-1S systems and to
determine whether the neighbors are Level 1 or Level 2 intermediate systems.

IS-1S hello PDUs establish adjacencies with other routers and have three different formats: one for
point-to-point hello packets, one for Level 1 broadcast links, and one for Level 2 broadcast links.
Level 1 routers must share the same area address to form an adjacency, while Level 2 routers do not
have this limitation. The request for adjacency is encoded in the Circuit type field of the PDU.

Hello PDUs have a preset length assigned to them. The IS-IS router does not resize any PDU to
match the maximum transmission unit (MTU) on a router interface. Each interface supports the
maximum IS-1S PDU of 1492 bytes, and hello PDUs are padded to meet the maximum value. When
the hello is sent to a neighboring router, the connecting interface supports the maximum PDU size.

e Link-state PDUs—Contain information about the state of adjacencies to neighboring IS-IS systems.
Link-state PDUs are flooded periodically throughout an area.

Also included is metric and IS-1S neighbor information. Each link-state PDU must be refreshed
periodically on the network and is acknowledged by information within a sequence number PDU.

On point-to-point links, each link-state PDU is acknowledged by a partial sequence number PDU
(PSNP), but on broadcast links, a complete sequence number PDU (CSNP) is sent out over the
network. Any router that finds newer link-state PDU information in the CSNP then purges the out-
of-date entry and updates the link-state database.

Link-state PDUs support variable-length subnet mask addressing.

e Complete sequence number PDUs (CSNPs)—Contain a complete list of all link-state PDUs in the 1S-IS
database. CSNPs are sent periodically on all links, and the receiving systems use the information in
the CSNP to update and synchronize their link-state PDU databases. The designated router
multicasts CSNPs on broadcast links in place of sending explicit acknowledgments for each link-state
PDU.

Contained within the CSNP is a link-state PDU identifier, a lifetime, a sequence number, and a
checksum for each entry in the database. Periodically, a CSNP is sent on both broadcast and point-
to-point links to maintain a correct database. Also, the advertisement of CSNPs occurs when an
adjacency is formed with another router. Like 1S-1S hello PDUs, CSNPs come in two types: Level 1
and Level 2.



When a device receives a CSNP, it checks the database entries against its own local link-state
database. If it detects missing information, the device requests specific link-state PDU details using a
partial sequence number PDU (PSNP).

e Partial sequence number PDUs (PSNPs)—Sent multicast by a receiver when it detects that it is
missing a link-state PDU (when its link-state PDU database is out of date). The receiver sends a PSNP
to the system that transmitted the CSNP, effectively requesting that the missing link-state PDU be
transmitted. That routing device, in turn, forwards the missing link-state PDU to the requesting
routing device.

A PSNP is used by an IS-IS router to request link-state PDU information from a neighboring router. A
PSNP can also explicitly acknowledge the receipt of a link-state PDU on a point-to-point link. On a
broadcast link, a CSNP is used as implicit knowledge. Like hello PDUs and CSNPs, the PSNP also has
two types: Level 1 and Level 2.

When a device compares a CSNP to its local database and determines that a link-state PDU is
missing, the router issues a PSNP for the missing link-state PDU, which is returned in a link-state
PDU from the router sending the CSNP. The received link-state PDU is then stored in the local
database, and an acknowledgment is sent back to the originating router.

Persistent Route Reachability

IPv4 and IPvé route reachability information in IS-IS link-state PDUs is preserved when you commit a
configuration. IP prefixes are preserved with their original packet fragment upon link-state PDU
regeneration.

Installing a Default Route to the Nearest Routing Device That Operates at Both IS-IS
Levels

When a routing device that operates as both a Level 1 and Level 2 router (Router B) determines that it
can reach at least one area other than its own (for example, in Area Y), it sets the ATTACHED bit in its
Level 1 link-state PDU. Thereafter, the Level 1 router (Router A) introduces a default route pointing to
the nearest attached routing device that operates as both a Level 1 and Level 2 router (Router B). See

Figure 1 on page 7.



Figure 1: Install Default Route to Nearest Routing Device That Operates at Both Level 1 and Level 2
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Supported Standards for IS-IS

Junos OS substantially supports the following standards for IS-IS.

e International Organization for Standardization/International Electrotechnical Commission (ISO/IEC)
8473, Information technology — Protocol for providing the connectionless-mode network service

e ISO 9542, End System to Intermediate System Routing Exchange Protocol for Use in Conjunction
with the Protocol for the Provision of the Connectionless-mode Network Service

o |SO/IEC 10589, Information technology — Telecommunications and information exchange between
systems — Intermediate System to Intermediate System intra-domain routeing information exchange
protocol for use in conjunction with the protocol for providing the connectionless-mode network
service (1ISO 8473)



RFC 1195, Use of OS/ IS-1S for Routing in TCP/IP and Dual Environments

RFC 5120, M-/SIS: Multi Topology (MT) Routing in Intermediate System to Intermediate Systems (IS-
/Ss)

RFC 5130, A Policy Control Mechanism in IS-1S Using Administrative Tags
RFC 5286, Basic Specification for IP Fast Reroute: Loop-Free Alternates
RFC 5301, Dynamic Hostname Exchange Mechanism for IS-IS

RFC 5302, Domain-Wide Prefix Distribution with Two-Level IS-IS

RFC 5308, Three-Way Handshake for IS-IS Point-to-Point Adjacencies
RFC 5304, /S-IS Cryptographic Authentication

RFC 5305, /S-IS Extensions for Traffic Engineering

RFC 5306, Restart Signaling for IS-1S

RFC 5307, /S-IS Extensions in Support of Generalized Multi-Protocol Label Switching (GMPLS)
RFC 5308, Routing IPvé with I5-1S

RFC 5310, /S-/S Generic Cryptographic Authentication

RFC 5880, Bidirectional Forwarding Detection (BFD)

RFC 6119, /Pvé Traffic Engineering in IS-1S

RFC 6232, Purge Originator Identification TLV for IS-IS

RFC 62383, /S-IS Registry Extension for Purges

RFC 7775, IS-1S Route Preference for Extended IP and IPvé Reachability
RFC 7794, IS-IS Prefix Attributes for Extended IPv4 and IPvé Reachability
RFC 7981, /S-IS Extensions for Advertising Router Information

RFC 8202, /5-1S Multi-Instance

RFC 8518, Selection of Loop-Free Alternates for Multi-Homed Prefixes
RFC 8570, /S-1S Traffic Engineering (TE) Metric Extensions

RFC 8667, 1S-1S Extensions for Segment Routing

RFC 8706, Restart Signaling for I1S-1S



RFC 8919, /S-IS Application-Specific Link Attributes
RFC 9350 /GP Flexible Algorithm (Partial support)

RFC 9352, /S-IS Extensions to Support Segment Routing over the IPvé Data Plane

The following RFCs do not define standards, but provide information about 1S-IS and related
technologies. The IETF classifies them as “Informational.”

RFC 2104, HMAC: Keyed-Hashing for Message Authentication

RFC 2973, /S5-1S Mesh Groups

RFC 3277, Intermediate System to Intermediate System (1S-1S) Transient Blackhole Avoidance
RFC 3358, Optional Checksums in Intermediate System to Intermediate System (15/S)

RFC 3359, Reserved Type, Length and Value (TLV) Codepoints in Intermediate System to
Intermediate System

RFC 3373, Three-Way Handshake for Intermediate System to Intermediate System (IS-1S) Point-to-
Point Adjacencies

RFC 3567, Intermediate System to Intermediate System (IS-1S) Cryptographic Authentication

RFC 3719, Recommendations for Interoperable Networks using Intermediate System to Intermediate
System (15-1S)

RFC 3787, Recommendations for Interoperable IP Networks using Intermediate System to
Intermediate System (15-1S)

RFC 3847, Restart Signaling for Intermediate System to Intermediate System (IS-1S)
RFC 5309, Point-to-Point Operation over LAN in Link State Routing Protocols

RFC 6151, updated Security Considerations for the MD5 Message-Digest and the HMAC-MD5
Algorithms

Internet draft draft-ietf-isis-wg-255adj-02.txt, Maintaining more than 255 circuits in 1S-1S
Internet draft draft-przygienda-flood-reflector-00, Flood Reflectors

Internet draft draft-przygienda-Isr-flood-reflection-01, /5-/5 Flood Reflection

IS-IS Overview | 2



Supported ES-IS Standards

Accessing Standards Documents on the Internet

IS-IS Fast Reroute Convergence

Subsecond service restoration is a key requirement for MPLS and native IP-based network service
providers. There are many ways to achieve fast reroute with a sub-optimal next-hop to reach the
destination, such as loop-free alternate and remote loop-free alternate. In these cases, IGP downloads
the primary and backup next-hop beforehand in the forwarding information base (FIB). A packet
forwarding engine (PFE) performs a local repair when the primary next-hop loses its reachability to a
given destination. Since the PFE already has an alternative path to reach its destination, subsecond
restoration is possible. If the destination is reachable through equal-cost multi-path (ECMP), only the
primary path is downloaded to the FIB. If a few ECMP links go down below the required bandwidth for a
destination, fast reroute convergence is not possible.

To resolve this, the best ECMP links are grouped as a unilist of primary next-hops to reach the
destination, and the sub-optimal ECMP links are grouped as a unilist of backup next-hops to reach the
destination. If the bandwidth of the primary next-hops falls below the desired bandwidth, the PFE does
a local repair and switches traffic to backup unilist next-hops. This is yet another backup, where the
backup path is computed and installed in FIB for ECMP paths. Here, a set of best ECMP links is grouped
as primary next-hops to reach the destination, and a set of sub-optimal ECMP links is grouped as backup
next-hops to reach the destination. If the bandwidth of the primary next-hops falls below the desired
bandwidth due to link failure on the primary group, the PFE should perform a local repair and switch the
traffic to backup next-hops.

In the following topology, R1 has three ECMP links to D1 via R2. R1 also has three sub-optimal ECMP
links to D1 via R3 and R2. All ECMP links L1, L2, and L3 can be placed under one group; a primary
group, and also group sub-optimal ECMP links L3, L4, and L5 under another group, a backup group.

Figure 2: Topology

10
| | u L4 ‘

2 5 -

SN prLe 8

R 1



IS-1S calculates the shortest path using the shortest-path-first (SPF) algorithm and downloads primary
next-hops with appropriate weight in FIB. IS-IS also calculates backup next-hops and downloads them
to FIB with appropriate weight.

Backup next-hop weight will always be greater than the primary next-hop weight. If a link from the
primary group goes down, the PFE performs a local repair and modifies the weight of the next-hops. The
PFE forwards traffic to the destination with the least weight next-hops to achieve sub-millisecond
convergence. IS-1S runs SPF and comes up with a set of primary and backup next-hops. IS-IS then
updates the FIB with the updated next hops. PFE resumes traffic forwarding on new next-hops without
any traffic loss.

link-group-protection (Protocols 15-1S)
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Configuring a Basic IS-IS Network
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Understanding IS-IS Configuration

To configure IS-IS, you must enable IS-IS on the interfaces and configure a NET address on one of the
device interfaces (preferably, the 100 interface) by setting family iso address net-address on the interface.
To create the NET address (also known as the system ID or the NSAP address), you can use the
convention that is dictated by your network design, or you can follow this convention:

1. Take the router ID, remove the dots (.), and insert leading zeroes where necessary so that the string is
12 characters long.

For example, if the router ID is 192.168.0.4, the 12-character string would be 192168000004. If the
router ID is 10.12.23.1, the 12-character string would be 010012023001.

2. Add a dot after every 4th character.
The strings would become 1921.6800.0004 and 0100.1202.3001.
3. Prepend the area number.

If the routing devices are in area 47, the strings would become 47.1921.6800.0004 and
47.0100.1202.3001.



4. Append the selector (00).
The strings would become 47.1921.6800.0004.00 and 47.0100.1202.3001.00.

You must configure the ISO family on all interfaces that are supporting the IS-IS protocol by setting
family iso on the interface. This means that IS-IS related frames are not discarded by the routing devices.

You must enable IS-1S to run on the interfaces by setting interface interface-name in the protocol
configuration. This means that the interfaces are advertised into I1S-IS.

Unlike OSPF, when you enable IS-1IS on the 100 interface, you do not need to explicitly set passive mode.
Passive mode means that the interface is advertised into the link-state protocol, but the interface does
not send or receive protocol control packets, such as IS-IS hello and link-state PDUs. In IS-IS, the o0
interface is always passive.

When you enable IS-1S on an interface, both levels (Level 1 and Level 2) are enabled by default. To
specify that an interface is on a Level 1 link, disable Level 2. To specify that an interface is on a Level 2
link, disable Level 1. You can disable a level on the entire device or per-interface. If two routing devices,
R1 and R2, are both in the same IS-IS area, they communicate at Level 1 if one or both devices have
Level 2 disabled.

For security devices only, you must enable IS-IS by setting mode packet-based at the [edit security
forwarding-options family iso] hierarchy level.

@ NOTE: Junos releases prior to and including 19.2R1-S2 supported ISIS PDU exchange
without explicitly setting packet mode for ISIS under [edit security forwarding-options
family isol. In newer releases this setting is required in order for ISIS to operate properly.
When upgrading an SRX device to a Junos version newer than 19.2R1-S2 you must
configure packet mode for ISIS or adjacencies will not form.
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Example: Configuring IS-IS
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This example shows how to configure I1S-1IS in a simple two-device network topology.
@ NOTE: Our content testing team has validated and updated this example.

Requirements

No special configuration beyond device initialization is required before configuring this example.

@ NOTE: Are you interested in getting hands-on experience on this feature?

Visit Juniper vLabs to reserve your pre-configured vLab Sandbox: I1S-1S - Single-area and
try it for free!

Overview
In this example, you configure two devices, Device R1 and Device R2, within a single IS-IS area.
To enable IS-IS routing, you must:

e Configure a NET address (also known as the system ID or the NSAP address) on one of the device
interfaces (preferably, the lo0 interface) by including the family iso address net-address statement on
the interface.

e Configure the ISO family on all interfaces that are supporting the IS-IS protocol by including the
family iso statement on the interface.

e Advertise the device interfaces into IS-IS by inlcuding the interface interface-name statement in the
protocol configuration.


https://jlabs.juniper.net/vlabs/portal/is-is-single-area/?icid=junos:note:1:is-is-single-area

e (On security devices only) Enable the forwarding of IS-1S traffic by including the family mode packet-
based statement in the security forwarding options configuration.

@ NOTE: Junos releases prior to and including 19.2R1-S2 supported ISIS PDU exchange
without explicitly setting packet mode for ISIS under [edit security forwarding-options
family isol. In newer releases this setting is required in order for ISIS to operate
properly. When upgrading an SRX device to a Junos version newer than 19.2R1-S2 you
must configure packet mode for ISIS or adjacencies will not form.

Figure 3 on page 16 shows the topology used in this example.

@ NOTE: In this example, we use NET addresses that incorporate the router's loopback IP
addresses (49.0002.0192.0168.0001.00 and 49.0002.0192.0168.0002.00) for
readability and learning purposes. In production environments, we recommend that you
derive the system identifier portion of the NET address from the router's MAC address
or another unique hardware identifier. For more information about configuring proper
NET addresses, see "Configuring an ISO System Identifier for the Router" on page 37.

Figure 3: Simple IS-1S Topology
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"CLI Quick Configuration" on page 17 shows the configuration for both of the devices in Figure 3 on
page 16.

Configuration

IN THIS SECTION

Procedure | 17



Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set
set
set
set
set
set
set

set

security forwarding-options family iso mode packet-based
interfaces ge-0/0/0 unit @ description "To R2"

interfaces ge-0/0/0 unit @ family inet address 10.100.12.1/30
interfaces ge-0/0/0 unit @ family iso

interfaces 1o@ unit @ family inet address 192.168.0.1/32
interfaces 1o@ unit @ family iso address 49.0002.0192.0168.0001.00
protocols isis interface ge-0/0/0.0

protocols isis interface 100.0

Device R2

set
set
set
set
set
set
set

set

security forwarding-options family iso mode packet-based
interfaces ge-0/0/0 unit @ description "To R1"

interfaces ge-0/0/0 unit @ family inet address 10.100.12.2/30
interfaces ge-0/0/0 unit @ family iso

interfaces 1o@ unit @ family inet address 192.168.0.2/32
interfaces 1o@ unit @ family iso address 49.0002.0192.0168.0002.00
protocols isis interface ge-0/0/0.0

protocols i