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About This Guide

Use this guide to configure, monitor, and manage the public key infrastructure (PKI) on Juniper
Networks devices using Junos OS. Use the PKI for secure data exchange, identity verification, and
mutual authentication by using digital certificates.

Table 1: Configure PKl in Junos OS
Task Description

Create CA profile Define CA profile attributes: Create a CA profile to
specify the CA settings, including the CA identity and
any additional attributes required.

Specify enrollment parameters: Configure the
enrollment retry value and the time interval between
attempts to automatically enroll the CA certificates
online.

Set revocation check: Specify the certificate revocation
list (CRL) refresh interval and URL for revocation
checks.

See Certificate Authority.

Generate certificate Generate certificate request: Generate a public or
private keypair and then create the certificate request
using the keypair.

Send certificate request: Send the certificate request
to the CA administrator through an email or an out-of-
band method. Specify an email address for the CA
administrator if needed.

See Self-Signed Digital Certificates.



Table 1: Configure PKI in Junos OS (Continued))

Task

Load CA and local certificates

Configure IPsec VPN with certificates

What is PKI

IN THIS SECTION

PKI Overview | 3
PKlin Junos OS | 7

PKI Components in Junos OS | 10

Description

Load CA certificate: Load the CA certificate from an
external file and associate it with the configured CA
profile.

Load local certificate: Load the local certificate into
local storage from the specified external file, ensuring
proper linkage with the private or public keypair.

See Enroll a Certificate.

Define IKE policy and gateway: Configure the IKE
policy and gateway to use RSA-signature
authentication method and the local and CA
certificates.

See Configure Multiple Certificate Types to Establish
IKE and IPsec SA.


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsecvpns-for-ikev2.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsecvpns-for-ikev2.html

PKI Overview

SUMMARY IN THIS SECTION
Learn about PKI and PKI elements in Junos OS and Introduction to PKI | 3
understand the benefits of PKI. How PKI Works | 3

Benefits of PKI | 5

PKI Terminology | 6

Introduction to PKI

Public key infrastructure (PKI) provides a way of verifying the identity of a remote site by using a digital
certificate. PKI uses a certificate authority (CA) to validate and digitally sign your information. This
process ensures that neither your information nor the signature can be modified. Once you sign your
information, the information becomes a digital certificate. Devices that receive a digital certificate verify
the certificate’s information by validating the signature with public key cryptography.

The PKI consists of the following components for managing digital certificates and they include:

e Registration authority (RA): Verifies the identities of entities, authorizes their certificate requests,and
generates unique asymmetric key pairs (unless the users’ certificate requests already contain public
keys).

e Certificate authority (CA): Issues corresponding digital certificates for the requesting entities.

e Certificate revocation list (CRL): Identifies the certificates that are no longer valid. Each entity
possessing the authentic public key of a CA can verify the issued certificates.

How PKI Works

PKI supports the distribution and identification of public encryption keys, enabling users to both
securely exchange data over networks such as the Internet and verify the identity of the other party.

Figure 1 on page 3 shows how the authentication happens between two users using the public and
private key.

Figure 1: Public Key Infrastructure
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Table 2: PKI Components

PKI Key Components

Certificate authority (CA)

Registration authority (RA)

Digital certificates

Public and private keys

@ Recipient

Signed Data

)

jn-001186

Description

A trusted third-party organization that creates, enrolls,
validates, and revokes digital certificates. The CA
guarantees a user’s identity, issues public and private
keys for message encryption and decryption.

Verifies the identities of entities, authorizes their
certificate requests, and generates unique asymmetric
keypair unless the users’ certificate requests already
contain public keys.

Electronic documents that contain information about
the entity, such as a VPN gateway. The CA signs the
digital certificates to ensure their authenticity and
integrity.

A pair of keys used in public key cryptography,
generated simultaneously, and linked mathematically.
The public key is used for encryption, while the private
key is used for decryption. These keys are



Table 2: PKI Components (Continued)

PKI Key Components Description

IKE and PKI During IKE Phase 1 setup, a certificate can identify the
peer by IP address, fully qualified domain name
(FQDN), user fully qualified domain name (U-FQDN),
or distinguished name (DN). The CA adds the IKE ID to
the SubjectAlternativeName field of the certificate.

Certificate lifecycle management Includes phases such as public and private keys
generation, identity information, enrollment (request
and retrieval), usage within Internet Key Exchange
(IKE), certificate validation and revocation checks, and
certificate renewal.

Benefits of PKI

¢ Enhanced security: PKI provides robust security by using asymmetric cryptography, which is more
secure than symmetric cryptography. The use of public and private keys ensures that data encrypted
with a public key can only be decrypted with the corresponding private key.

e Trust hierarchy: PKI establishes a trust hierarchy through the use of CAs, RAs, and Certificate
Repositories. This hierarchy ensures that all entities within the network trust each other based on
their certificates and the CA that issued them.

o Data integrity: Digital certificates issued by PKI ensure the integrity of data by providing a way to
verify the authenticity of the sender and the data itself. This authenticity verification prevents
tampering or alteration of data during transmission.

e Scalability: PKIl is scalable and can be used in large networks with multiple entities. It supports
various standards like X.509 and Public Key Cryptography Standards (PKCS), making it versatile and
adaptable to different network configurations.

¢ Ease of management: While setting up a PKI requires some initial configuration, it simplifies the
management of digital certificates and keys. This makes it easier to manage and maintain secure
connections across the network.



PKI Terminology

Table 3: Terminology
Term

Public Key Infrastructure (PKI)

Certificate authority (CA)

Digital certificate

Certificate revocation list (CRL)

Enrollment

Key pair

Root certificate

Self-signed certificate

Private key

Public key

Digital signature

Certificate chain

Description

A framework that enables secure, encrypted
communications and digital signature services.

An entity that issues digital certificates.

A digital form of identification issued by a CA that
verifies authenticity.

A list of certificates that have been revoked by a CA
before their expiration date.

The process of requesting and receiving a digital
certificate from a CA.

A pair of cryptographic keys (public and private) used
for encryption and decryption.

The top-most certificate in the certificate chain, issued
by a root CA.

A certificate that is signed by the system creating it,
rather than a trusted CA creating it.

The secret part of the key pair used in asymmetric
encryption.

The non-secret part of the key pair used in asymmetric
encryption.

A mathematical scheme for verifying the authenticity
of digital messages or documents.

A sequence of certificates, where each certificate is
signed by the subsequent CA.



PKI in Junos OS

SUMMARY IN THIS SECTION
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PKI Applications Overview

Junos OS uses public and private keys in the following areas:

e SSH and SCP for secure CLI-based administration

e SSL for secure Web-based administration and for https-based webauth for user authentication
o IKE for IPsec VPN tunnels.

Note the following points:

e Currently, Junos OS supports only IKE using PKI certificates for public key validation.

e The SSH and SCP are used exclusively for system administration. Junos OS uses the OOB
fingerprints for public key identity binding and validation.

Basic Elements of PKI in Junos OS

Junos OS supports three specific types of PKI objects.



Table 4: Elements of PKI in Junos OS

Elements of PKI

Private and public keypair

Certificates

Description

A private and public key pair is a fundamental
component used for secure communication.

e Public Key: The public key is used to encrypt data.
It is published and can be shared with others
without compromising security. Data encrypted
with the public key can only be decrypted using the
corresponding private key.

e Private Key: The private key is used to decrypt data
that was encrypted with the public key. It is kept
secret and should not be shared with anyone.

By using the private and public key pairs, Juniper
Networks devices can establish secure connections
and protect data transferred over public networks.

e Local certificate—The local certificate contains the
public key and identity information for the Juniper
Networks device. The Juniper Networks device
owns the associated private key. This certificate is
generated based on a certificate request from the
device.

e Pending certificate—A pending certificate contains
a keypair and identity information that is generated
into a PKCS10 certificate request and manually
sent to a CA. While the Juniper Networks device
waits for the certificate from the CA, the existing
object (keypair and the certificate request) is
tagged as a certificate request or pending
certificate.

o CA certificate—When the certificate is issued by
the CA and loaded into the Junos OS device, the
pending certificate is replaced by the newly
generated local certificate. All other certificates
loaded into the device are considered CA
certificates.



Table 4: Elements of PKI in Junos OS (Continued))

Elements of PKI Description

Certificate Revocation List (CRL) A CRL in PKl is a time-stamped list of digital

certificates that have been revoked by a CA. This list is
signed by the CA and made available to participating
peers on a regular periodic basis. In Junos OS, you can
configure CRLs to ensure that certificates are not used
if they have been revoked.

Certificates

Note the following points about certificates:

Local certificates are generally used when a Junos OS device has VPNs in more than one
administrative domain.

All PKI objects are stored in a separate partition of persistent memory, apart from the Junos OS
image and the system’s general configuration.

Each PKI object has a unique name or certificate ID given to it when it is created and maintains this
ID until its deletion. You can view the certificate ID by using the show security pki local-certificate
command.

A certificate cannot be copied from a device under most circumstances. The private key on a device
must be generated on that device only, and it should never be viewed or saved from that device. So
PKCS12 files (which contain a certificate with the public key and the associated private key) are not
supported on Junos OS devices.

CA certificates validate the certificates received by the IKE peer. If the certificate is valid, then it is
verified in the CRL to see whether the certificate has been revoked.

Each CA certificate includes a CA profile configuration that stores the following information:
e CA identity, which is typically the domain name of the CA
e E-mail address for sending the certificate requests directly to the CA
e Revocation settings:
e Revocation checks enable and disable option
e Disabling of revocation check in case of CRL download failure

e Location of CRL distribution point (CDP) (for manual URL setting)



e CRL refresh interval

PKI Components in Junos OS

SUMMARY IN THIS SECTION

Learn about PKI components and understand how to PKI Management and Implementation | 10

manage PKIl in Junos OS. Internet Key Exchange | 10

PKl over HTTPS | 11
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Cryptographic Key Handling | 11
Certificate Signatures and Verification | 12

Certificate Validation | 13

PKI Management and Implementation

The basic PKI elements required for certificate-based authentication in Junos OS are:
e CA certificates and authority configuration

e Local certificates including the device’s identity (for example: IKE ID type and value)
e Private and public keys

e CRL for certification validation

Junos OS supports three different types of PKI objects:

Internet Key Exchange

The procedure for digitally signing messages sent between two participants in an IKE session is similar
to digital certificate verification, with the following differences:

¢ Instead of making a digest from the CA certificate, the sender makes it from the data in the IP packet
payload.



¢ Instead of using the CA's public-private keypair, the participants use the sender's public-private
keypair.

PKIl over HTTPS

HTTPS support for PKI enhances the security of certificate management operations. The HTTPS on the
PKI establishes secure communication channels for SCEP enrollment and CRL revocation, protecting
sensitive information.

The PKI process dynamically selects HTTP or HTTPS based on configured URLs, providing flexibility and
secure transmissions.

e If youuse a HTTP URL in CA profile, PKID process uses the HTTP communication channel.

e If you use a HTTPS URL in CA profile, PKID process uses the HTTPS communication channel.

Trusted CA Group

A Certificate Authority (CA) is a trusted third party responsible for issuing and revoking certificates. A
trusted CA group is is a group of multiple CAs (CA profiles) in one group for a given topology. These
certificates are used to establish connection between two endpoints. To establish IKE or IPsec, both the
endpoints must trust the same CA. If either of the endpoints are unable to validate the certificate using
their respective trusted CA (CA profile) or trusted CA group, the connection is not established.

For example, let's assume there are two endpoints, endpoint A and endpoint B, trying to establish a
secure connection. When endpoint B presents it's certificate to endpoint A, the endpoint A will check if
the certificate is valid. The CA of the endpoint A verifies the signed certificate that the endpoint B is
using to get authorized. When trusted-ca or trusted-ca-group is configured, the device will only use the CA
profiles added in this trusted-ca-group or the CA profile configured under trusted-ca to validate the
certificate coming from endpoint B. If the certificate is verified as valid, the connection is allowed, else
the connection is rejected.

Benefits:

e For any incoming connection request, only the certificate issued by that particular trusted CA of that
respective endpoint gets validated. If not, the authorization rejects the connection.

Cryptographic Key Handling

Cryptographic key handling stores persistent keys in device memory without altering the keys. The
internal memory is not accessible to adversaries. You can enable key handling mechanism for
cryptographic keys to provide security.

When you enable cryptographic key handling:



e The cryptographic key handling encrypts keys when not immediately in use.
e Performs error detection when copying a key from one memory location to another.
o Overwrites the memory location of a key with a random bit pattern when the key is no longer in use.

A cryptographic administrator can enable and disable the cryptographic self-test functions. However,
the security administrator can modify the behavior of the cryptographic self-test functions such as
configuring periodic self-tests or selecting a subset of cryptographic self-tests.

The following persistent keys are currently under the management of IKE and PKI:
e |KE preshared keys (IKE PSKs)
e PKI private keys

e Manual VPN keys

Certificate Signatures and Verification

A digital certificate is an electronic means for verifying your identity through a trusted third party,
known as a CA. Alternatively, you can use a self-signed certificate to attest to your identity.

The CA server you use can be owned and operated by an independent CA or by your own organization,
in which case you become your own CA. If you use an independent CA, you must contact that CA for
the addresses of their CA and CRL servers (for obtaining certificates and CRLs) and for the information
they require when submitting personal certificate requests. When you're your own CA, you determine
this information yourself.

The CA that issues a certificate uses a hash algorithm to generate a digest and then “signs” the
certificate by encrypting the digest with its private key. The result is a digital signature. The CA then
makes the digitally signed certificate available for download to the person who requested it.

The recipient of the certificate generates another digest by applying the same hash algorithm to the
certificate file, then uses the CA's public key to decrypt the digital signature. By comparing the
decrypted digest with the newly generated digest, the recipient can confirm the integrity of the CA's
signature and, by extension, the integrity of the accompanying certificate. Figure 2 on page 13
illustrates this entire process.

A certificate is considered valid if the digital signature can be verified and the serial number of the
certificate is not listed in a certificate revocation list.



Figure 2: Digital Signature Verification

Sender (CA) @
1. Using a hash algorithm, the CA

generates digest A from the certificate. DigestA n

2. Using the private key, the CA Hash algorithm Cert
encrypts digest A. The result is digest B,
the digital signature.

3. The CA sends the digitally signed certificate E Digest B

to the person who requested it. CA's private key

Recipient @

1. Using a hash algorithm, the recipient n
generates digest A from the certificate. DigestA -

2. Using the CA's public key, the recipient Compare
decrypts digest B. Hash algorlthm Cert

3. The recipient compares digest A with digest B.
If they match, the recipient knows that the n
certificate has not been tampered with.

When Digital Signature Algorithm (DSA) signatures are used, the SHA-1 hash algorithm is used to
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algorithm used to generate the digest; you can specify the SHA-256 hash algorithm with the digest
option of the request security pki generate-certificate-request or request security pki local-certificate
generate-self-signed commands. When Elliptic Curve Digital Signature Algorithm (ECDSA) signatures are
used, SHA-256is used for ECDSA-256 signatures and SHA-384 is used for ECDSA-384 signatures.

Starting in Junos OS Release 18.1R3, the default hash algorithm that is used for validating automatically
and manually generated self-signed PKI certificates is SHA-256. Before Junos OS Release 18.1R3,
SHA-1 is used as default hash algorithm.

Certificate Validation

To verify the trustworthiness of a certificate, you must be able to track the path of certified CAs from
the one issuing your local certificate to the root authority of a CA domain. PKI refers to the hierarchical
structure of trust required for the successful implementation of public key cryptography.

Figure 3 on page 14 shows the structure of a single-domain certificate authority with multiple
hierarchy levels.



Figure 3: PKI Hierarchy of Trust—CA Domain
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If certificates are used solely within an organization, that organization can have its own CA domain
within which a company CA issues and validates certificates for its employees. If that organization later
wants its employees to exchange their certificates with certificates from another CA domain (for
example, with employees at another organization that has its own CA domain), the two CAs can develop
cross-certification by agreeing to trust the authority of each other. In this case, the PKI structure does
not extend vertically but does extend horizontally. See Figure 4 on page 15.




Figure 4: Cross-Certification
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A digital certificate is an electronic means for verifying your identity through a trusted third party,
known as a CA. Alternatively, you can use a self-signed certificate to attest to your identity.

Manual certificate processing includes generation of a PKCS10 request, submission to the CA, retrieval
of the signed certificate, and manually loading the certificate into the Juniper Networks device. Based
on your deployment environment, you can use either SCEP or CMPv2 for online certificate enrollment.

To use a digital certificate to authenticate your identity when establishing a secure VPN connection, do
the following:

e Obtain a CA certificate from which you intend to obtain a local certificate, and then load the CA
certificate onto the device. The CA certificate can contain a CRL to identify invalid certificates.

e Obtain a local certificate from the CA whose CA certificate you have previously loaded, and then
load the local certificate in the device. The local certificate establishes the identity of the Juniper
Networks device with each tunnel connection.

Generate Digital Certificates Manually: Configuration Overview

To obtain digital certificates manually:
1. Generate a keypair on the device. See "Self-Signed Digital Certificates" on page 51.

2. Create a CA profile or profiles containing information specific to a CA. See "Example: Configure a CA
Profile" on page 48.

3. Generate the CSR for the local certificate and send it to the CA server. See "Example: Manually
Generate a CSR for the Local Certificate and Send it to the CA Server" on page 61.



4. Load the certificate onto the device. See "Example: Load CA and Local Certificates Manually" on page
63.

5. Configure automatic reenroliment. See "Example: Using SCEP to Automatically Renew a Local
Certificate" on page 80.

6. If necessary, load the certificate's CRL on the device. See "Example: Manually Load a CRL onto the
Device" on page 94.

7. If necessary, configure the CA profile with CRL locations. See "Example: Configure a Certificate
Authority Profile with CRL Locations" on page 99.

Digital Certificates in Junos OS

For small networks, the use of preshared keys in an IPsec configuration is often sufficient. However, as a
network grows, you might find it challenging to add new preshared keys on the local router and all new
and existing IPsec peers. The digital certificate implementation helps you scale the IPsec network.

A digital certificate implementation uses the PKI, which requires you to generate a key pair consisting of
a public key and a private key. The keys are created with a random number generator and are used to
encrypt and decrypt data. In networks that do not use digital certificates, an IPsec-enabled device
encrypts data with the private key and IPsec peers decrypt the data with the public key.

With digital certificates you and your IPsec peers request a CA to send you a CA certificate that
contains the public key of the CA. Then, you request the CA to enroll a local digital certificate that
contains your public key and some additional information. When the CA processes your request, it signs
your local certificate with the private key of the CA. You then install the CA certificate and the local
certificate in your local router and load the CA certificate in the remote devices before you can establish
IPsec tunnels with your peers.

When you request a peering relationship with an IPSec peer, the peer receives a copy of your local
certificate. Because the peer already has the CA certificate loaded, it can use the CA’s public key
contained in the CA certificate to decrypt your local certificate that has been signed by the CA’s private
key. As a result, the peer now has a copy of your public key. The peer encrypts data with your public key
before sending it to you. When your local router receives the data, it decrypts the data with your private
key.

In the Junos OS, you must implement the following steps to be able to initially use digital certificates:

e Configure a CA profile to request CA and local digital certificates—The profile contains the name and
URL of the CA or registration authority (RA), as well as some retry timer settings.

e Configure certificate revocation list support—A certificate revocation list (CRL) contains a list of
certificates canceled before their expiration date. When a participating peer uses a CRL, the CA



acquires the most recently issued CRL and checks the signature and validity of a peer’s digital
certificate. You can request and load CRLs manually, configure an LDAP server to handle CRL
processing automatically, or disable CRL processing that is enabled by default.

Request a digital certificate from the CA—The request can be made either online or manually. Online
CA digital certificate requests use the Simple Certificate Enrollment Protocol (SCEP) format. If you
request the CA certificate manually, you must also load the certificate manually.

Generate a private/public key pair—The public key is included in the local digital certificate and the
private key is used to decrypt data received from peers.

Generate and enroll a local digital certificate—The local certificate can be processed online using
SCEP or generated manually in the Public-Key Cryptography Standards #10 (PKCS-10) format. If you
create the local certificate request manually, you must also load the certificate manually.

Apply the digital certificate to an IPSec configuration—To activate a local digital certificate, you
configure the IKE proposal to use digital certificates instead of preshared keys, reference the local
certificate in the IKE policy, and identify the CA in the service set.

Optionally, you can do the following:

Configure the digital certificate to automatically reenroll—Starting in Junos OS Release 8.5, you can
configure automatic reenrollment for digital certificates.

Monitor digital certificate events and delete certificates and requests—You can issue operational
mode commands to monitor IPSec tunnels established using digital certificates and delete certificates
or requests.

Generate a Root CA Certificate

To define a self-signed certificate in CLI, you must provide the following details :

Certificate identifier (generated in the previous step)
Fully qualified domain name (FQDN) for the certificate
E-mail address of the entity owning the certificate

Common name and the organization involved

Generate a root CA certificate using the Junos OS CLI:



1. From the operational mode, generate a PKI public