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About This Guide

Use this guide to configure, monitor, and manage the IPsec VPN feature on Junos OS devices to enable
secure communications across a public WAN such as the Internet.

RELATED DOCUMENTATION

Learn About Secure VPNs
Configuring a Small Office for High-Definition Videoconferencing
Configuring Branch SRX Series for MPLS over GRE with IPsec Segmentation
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https://www.juniper.net/documentation/en_US/release-independent/nce/information-products/pathway-pages/nce/nce-140-srx-for-mpls-over-IPSec-1500byte-mtu-configuring.html
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Introduction to IKE

Internet Key Exchange (IKE) is a secure key management protocol that is used to set up a secure,
authenticated communications channel between two devices.

IKE does the following:

¢ Negotiates and manages IKE and IPsec parameters

e Authenticates secure key exchange

e Provides mutual peer authentication by means of shared secrets (not passwords) and public keys

e Provides identity protection (in main mode)



¢ Employs Diffie-Hellman methods and is optional in IPsec (the shared keys can be entered manually at
the endpoints).

IKE Versions

Two versions of the IKE standards are available:
e |KE version 1 - IKE protocol defined in RFC 2409.
e |KE version 2 - IKE version 2 (IKEv2) is the latest version of the IKE protocol defined in RFC 7296.

Internet Key Exchange version 2 (IKEv2) is the latest version of the Internet Key Exchange (IKE) protocol
defined in RFC 7296. A VPN peer is configured as either IKEv1 or IKEv2. When a peer is configured as
IKEv2, it cannot fall back to IKEv1 if its remote peer initiates IKEv1 negotiation.

The advantages of using IKEv2 over IKEv1 are as follows:

o Replaces eight initial exchanges with a single four-message exchange.

Reduces the latency for the IPsec SA setup and increases connection establishment speed.
e Increases robustness against DOS attacks.
e Improves reliability through the use of sequence numbers, acknowledgments, and error correction.

e Improves reliability, as all messages are requests or responses. The initiator is responsible for
retransmitting if it does not receive a response.

Interaction Between IKE and IPSec

IPsec can establish a VPN in either of the following way:

e Internet Key Exchange (IKE) protocol— IPsec supports automated generation and negotiation of keys
and security associations using the IKE protocol. Using IKE to negotiate VPNs between two
endpoints provides more security than the manual key exchange.

e Manual key exchange—IPsec supports using and exchanging of keys manually (example: phone or
email) on both sides to establish VPN.



IKEv1l Message Exchange

IKE negotiation includes two phases:

e Phase 1—Negotiate exchange of proposals for how to authenticate and secure the channel.

e Phase 2—Negotiate security associations (SAs) to secure the data that traverses through the IPsec

tunnel.

Phase 1 of IKE Tunnel Negotiation

IN THIS SECTION

Main Mode | 5

Aggressive Mode | 5

Phase 1 of an AutoKey Internet Key Exchange (IKE) tunnel negotiation consists of the exchange of
proposals for how to authenticate and secure the channel. The participants exchange proposals for
acceptable security services such as:

e Encryption algorithms—Data Encryption Standard (DES), triple Data Encryption Standard (3DES), and
Advanced Encryption Standard (AES). (See "IPsec Overview" on page 12.)

e Authentication algorithms—Message Digest 5 (MD5 ) and Secure Hash Algorithm (SHA). (See "IPsec
Overview" on page 12.)

e Diffie-Hellman (DH) group. (See "IPsec Overview" on page 12.)
e Preshared key or RSA/DSA certificates. (See "IPsec Overview" on page 12.)

A successful Phase 1 negotiation concludes when both ends of the tunnel agree to accept at least one
set of the Phase 1 security parameters proposed and then process them. Juniper Networks devices
support up to four proposals for Phase 1 negotiations, allowing you to define how restrictive a range of
security parameters for key negotiation you will accept. Junos OS provides predefined standard,
compatible, and basic Phase 1 proposal sets. You can also define custom Phase 1 proposals.

Phase 1 exchanges can take place in either main mode or aggressive mode. You can choose your mode
during IKE policy configuration.

This topic includes the following sections:



Main Mode

In main mode, the initiator and recipient send three two-way exchanges (six messages total) to
accomplish the following services:

e First exchange (messages 1 and 2)—Proposes and accepts the encryption and authentication
algorithms.

e Second exchange (messages 3 and 4)—Executes a DH exchange, and the initiator and recipient each
provide a pseudorandom number.

e Third exchange (messages 5 and 6)—Sends and verifies the identities of the initiator and recipient.

The information transmitted in the third exchange of messages is protected by the encryption algorithm
established in the first two exchanges. Thus, the participants’ identities are encrypted and therefore not
transmitted “in the clear.”

Aggressive Mode

In aggressive mode, the initiator and recipient accomplish the same objectives as with main mode, but in
only two exchanges, with a total of three messages:

e First message—The initiator proposes the security association (SA), initiates a DH exchange, and
sends a pseudorandom number and its IKE identity.

When configuring aggressive mode with multiple proposals for Phase 1 negotiations, use the same
DH group in all proposals because the DH group cannot be negotiated. Up to four proposals can be
configured.

e Second message—The recipient accepts the SA; authenticates the initiator; and sends a
pseudorandom number, its IKE identity, and, if using certificates, the recipient's certificate.

e Third message—The initiator authenticates the recipient, confirms the exchange, and, if using
certificates, sends the initiator's certificate.

Because the participants’ identities are exchanged in the clear (in the first two messages), aggressive
mode does not provide identity protection.

Main and aggressive modes applies only to IKEv1 protocol. IKEv2 protocol does not negotiate using
main and aggressive modes.

SEE ALSO

Understanding IKE Phase 1 Configuration for Group VPNv1 | 809



Phase 2 of IKE Tunnel Negotiation

IN THIS SECTION

Proxy IDs | 6
Perfect Forward Secrecy | 6

Replay Protection | 7

After the participants have established a secure and authenticated channel, they proceed through
Phase 2, in which they negotiate security associations (SAs) to secure the data to be transmitted through
the IPsec tunnel.

Similar to the process for Phase 1, the participants exchange proposals to determine which security
parameters to employ in the SA. A Phase 2 proposal also includes a security protocol—either
Encapsulating Security Payload (ESP) or Authentication Header (AH)—and selected encryption and
authentication algorithms. The proposal can also specify a Diffie-Hellman (DH) group, if Perfect Forward
Secrecy (PFS) is desired.

Regardless of the mode used in Phase 1, Phase 2 always operates in quick mode and involves the
exchange of three messages.

This topic includes the following sections:

Proxy IDs

In Phase 2, the peers exchange proxy IDs. A proxy ID consists of a local and remote IP address prefix.
The proxy ID for both peers must match, which means that the local IP address specified for one peer
must be the same as the remote IP address specified for the other peer.

Perfect Forward Secrecy

PFS is a method for deriving Phase 2 keys independent from and unrelated to the preceding keys.
Alternatively, the Phase 1 proposal creates the key (the SKEYID_d key) from which all Phase 2 keys are
derived. The SKEYID_d key can generate Phase 2 keys with a minimum of CPU processing.
Unfortunately, if an unauthorized party gains access to the SKEYID_d key, all your encryption keys are
compromised.



PFS addresses this security risk by forcing a new DH key exchange to occur for each Phase 2 tunnel.
Using PFS is thus more secure, although the rekeying procedure in Phase 2 might take slightly longer
with PFS enabled.

Replay Protection

A replay attack occurs when an unauthorized person intercepts a series of packets and uses them later
either to flood the system, causing a denial of service (DoS), or to gain entry to the trusted network.
Junos OS provides a replay protection feature that enables devices to check every IPsec packet to see if
it has been received previously. If packets arrive outside a specified sequence range, Junos OS rejects
them. Use of this feature does not require negotiation, because packets are always sent with sequence
numbers. You simply have the option of checking or not checking the sequence numbers.

SEE ALSO

Understanding IPsec SA Configuration for Group VPNv2 | 860
policy (Security IPsec)

IKEv2 Message Exchange

IN THIS SECTION

IKEv2 Configuration Payload | 8
IKEv2 Rekeying and Reauthentication | 8
IKEv2 Fragmentation | 8

Traffic Selectors for IKEv2 | 9

IKE version 2 is the successor to the IKEv1l method. It provides a secure VPN communication channel
between peer VPN devices and defines negotiation and authentication for IPsec security associations
(SAs) in a protected manner.

IKEv2 does not include phase 1 and phase 2 similar to IKEv1, but there are four message exchanges
occur to negotiate an IPsec tunnel with IKEv2. The message exchange in IKEv2 are:

e Negotiates the security attributes to establish the IPsec tunnel. This includes exchanging the
protocols/parameters used, and Diffie-Hellman groups.



e Each peer establishes or authenticates their identities while the IPsec tunnel is established.
e Peers to create additional security associations between each other.

o Peers perform liveliness detection, removing SA relationships, and reporting error messages.

IKEv2 Configuration Payload

Configuration payload is an IKEv2 option offered to propagate provisioning information from a
responder to an initiator. IKEv2 configuration payload is supported with route-based VPNs only.

RFC 5996, Internet Key Exchange Protocol Version 2 (IKEvZ2), defines 15 different configuration
attributes that can be returned to the initiator by the responder.

IKEv2 Rekeying and Reauthentication

With IKEv2, rekeying and reauthentication are separate processes.

Rekeying establishes new keys for the IKE security association (SA) and resets message |ID counters, but
it does not reauthenticate the peers.

Reauthentication verifies that VPN peers retain their access to authentication credentials.
Reauthentication establishes new keys for the IKE SA and child SAs; rekeys of any pending IKE SA or
child SA are no longer needed. After the new IKE and child SAs are created, the old IKE and child SAs
are deleted.

IKEv2 reauthentication is disabled by default. You enable reauthentication by configuring a
reauthentication frequency value between 1 and 100. The reauthentication frequency is the number of
IKE rekeys that occurs before reauthentication occurs. For example, if the configured reauthentication
frequency is 1, reauthentication occurs every time there is an IKE rekey. If the configured
reauthentication frequency is 2, reauthentication occurs at every other IKE rekey. If the configured
reauthentication frequency is 3, reauthentication occurs at every third IKE rekey, and so on.

IKEv2 Fragmentation

When certificate-based authentication is used, IKEv2 packets can exceed the path MTU if multiple
certificates are transmitted. If the IKE message size exceeds the path MTU, the messages are
fragmented at the IP level. Some network equipment, such as NAT devices, does not allow IP fragments
to pass through, which prevents the establishment of IPsec tunnels.

IKEv2 message fragmentation, as described in RFC 7383, Internet Key Exchange Protocol Version 2
(IKEv2) Message Fragmentation, allows IKEv2 to operate in environments where IP fragments might be
blocked and peers would not be able to establish an IPsec security association (SA). IKEv2 fragmentation
splits a large IKEv2 message into a set of smaller ones so that there is no fragmentation at the IP level.
Fragmentation takes place before the original message is encrypted and authenticated, so that each



fragment is separately encrypted and authenticated. On the receiver, the fragments are collected,
verified, decrypted, and merged into the original message.

Traffic Selectors for IKEv2

You can configure traffic Selectors in IKEv2 used during IKE negotiation. A traffic selector is an
agreement between IKE peers to permit traffic through a VPN tunnel if the traffic matches a specified
pair of local and remote addresses. Only the traffic that conforms to a traffic selector is permitted
through the associated security association (SA). Traffic selectors are used during the tunnel creation to
set up the tunnel and to determine what traffic is allowed through the tunnel.

Proxy ID

A proxy-ID is used during phase 2 of Internet Key Exchange (IKE) Virtual Private Network (VPN)
negotiations. Both ends of a VPN tunnel either have a proxy-ID manually configured (route-based VPN)
or just use a combination of source IP, destination IP, and service in a tunnel policy. When phase 2 of
IKE is negotiated, each end compares the configured local and remote proxy-I1D with what is actually
received.

Traffic Selectors

Proxy ID is supported for both route-based and policy-based VPNs. However, the multi-proxy ID is
supported for only route-based VPNs. The multi-proxy ID is also known as traffic selector. A traffic
selector is an agreement between IKE peers to permit traffic through a tunnel, if the traffic matches a
specified pair of local and remote addresses. You define a traffic selector within a specific route-based
VPN, which can result in multiple Phase 2 IPsec SAs. Only traffic that conforms to a traffic selector is
permitted through an SA. The traffic selector is commonly required when remote gateway devices are
non-Juniper Networks devices.

IKE Authentication (Preshared Key and Certificate-Based Authentication)

The IKE negotiations provides the ability to establish a secure channel over which two parties can
communicate. You can define how the two parties authenticate each other using a preshared key
authentication or certificate based authentication.



Preshared Key Authentication Certificate-Based Authentication

Common way to establish a VPN connection. Secure way to establish VPN connection.

e Preshared key is a password that is the same for both the parties. = Certificates are composed of a public and

This password is exchanged in advance using a phone, through a = Private key, and can be signed by a

primary certificate known as a certificate
authority (CA)

verbal exchange, or through less secure mechanisms, even e-mail.

e Preshared key must consist of at least 8 characters (12 or more is
recommended) using a combination of letters, numbers, and
nonalphanumeric characters, along with different cases for the
letters.

e Preshared key must not use a dictionary word.

The parties authenticate each other by encrypting the preshared key | The parties check certificates to confirm

with the peer’s public key, which is obtained in the Diffie-Hellman if they are signed by a trusted CA.
exchange.

Preshared keys are commonly deployed for site-to-site IPsec VPNSs, Certificates are also far more ideal in
either within a single organization or between different larger scale environments with numerous
organizations. peer sites that should not all share a

preshared key.

Network Address Translation-Traversal (NAT-T)

Network Address Translation-Traversal (NAT-T) is a method for getting around IP address translation
issues encountered when data protected by IPsec passes through a NAT device for address translation.

Any changes to the IP addressing, which is the function of NAT, causes IKE to discard packets. After
detecting one or more NAT devices along the data path during Phase 1 exchanges, NAT-T adds a layer
of User Datagram Protocol (UDP) encapsulation to IPsec packets so they are not discarded after address
translation. NAT-T encapsulates both IKE and ESP traffic within UDP with port 4500 used as both the
source and destination port. Because NAT devices age out stale UDP translations, keepalive messages
are required between the peers.

The location of a NAT device can be such that:



Only the IKEv1 or IKEv2 initiator is behind a NAT device. Multiple initiators can be behind separate
NAT devices. Initiators can also connect to the responder through multiple NAT devices.

Only the IKEv1 or IKEv2 responder is behind a NAT device.

Both the IKEv1 or IKEV2 initiator and the responder are behind a NAT device.

Suite B and PRIME Cryptographic Suites

Suite B is a set of cryptographic algorithms designated by the U.S. National Security Agency to allow

commercial products to protect traffic that is classified at secret or top secret levels. Suite B protocols

are defined in RFC 6379, Suite B Cryptographic Suites for IPsec. The Suite B cryptographic suites
provide Encapsulating Security Payload (ESP) integrity and confidentiality and should be used when ESP

integrity protection and encryption are both required. Protocol Requirements for IP Modular Encryption
(PRIME), an IPsec profile defined for public sector networks in the United Kingdom, is based on the Suite
B cryptographic suite, but uses AES-GCM rather than AES-CBC for IKEv2 negotiations.

The following cryptographic suites are supported:

Suite-B-GCM-128

e ESP: Advanced Encryption Standard (AES) encryption with 128-bit keys and 16-octet integrity
check value (ICV) in Galois Counter Mode (GCM).

e |KE: AES encryption with 128-bit keys in cipher block chaining (CBC) mode, integrity using
SHA-256 authentication, key establishment using Diffie-Hellman (DH) group 19, and
authentication using Elliptic Curve Digital Signature Algorithm (ECDSA) 256-bit elliptic curve
signatures.

Suite-B-GCM-256
e ESP: AES encryption with 256-bit keys and 16-octet ICV in GCM for ESP.

e |KE: AES encryption with 256-bit keys in CBC mode, integrity using SHA-384 authentication, key
establishment using DH group 20, and authentication using ECDSA 384-bit elliptic curve
signatures.

PRIME-128
e ESP: AES encryption with 128-bit keys and 16-octet ICV in GCM.

o |KE: AES encryption with 128-bit keys in GCM, key establishment using DH group 19, and
authentication using ECDSA 256-bit elliptic curve signatures.

PRIME-256



e ESP: AES encryption with 256-bit keys and 16-octet ICV in GCM for ESP.

o |KE: AES encryption with 256-bit keys in GCM, key establishment using DH group 20, and
authentication using ECDSA 384-bit elliptic curve signatures.

Suite-B cryptographic suites support IKEv1 and IKEv2. PRIME cryptographic suites only support IKEv2.

IPsec Basics
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Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific IPsec Tunnel Behavior" on page 21 section for notes related to your
platform.

See the "Additional Platform Information" on page 21 section for more information.

IPsec Overview
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https://apps.juniper.net/feature-explorer/feature/169?fn=Redundant%20Ethernet%20Interface

IPsec is a suite of related protocols for cryptographically securing communications at the IP Packet
Layer. IPsec provides methods for manual and automatic negotiation of security associations (SAs) and
key distribution. The domain of interpretation (DOI) gathers every relevant attribute. The IPsec DOl is a
document that defines all security parameters needed for successful VPN tunnel negotiation—
essentially, every attribute required for SA and IKE negotiations. See RFC 2407 and RFC 2408 for more
information.

To use IPsec security services, you create SAs between hosts. A SA is a simplex connection that allows
two hosts to communicate with each other securely by means of IPsec. IPsec supports two types of SAs:
manual and dynamic.

IPsec supports two modes of security (transport mode and tunnel mode).

Security Associations

A security association (SA) is a unidirectional agreement between the VPN participants regarding the
methods and parameters to use in securing a communication channel. Full bidirectional communication
requires at least two SAs, one for each direction. Through the SA, an IPsec tunnel can provide the
following security functions:

e Privacy (through encryption)
e Content integrity (through data authentication)
e Sender authentication and—if using certificates—nonrepudiation (through data origin authentication)

The security functions you employ depend on your needs. If you need only to authenticate the IP packet
source and content integrity, you can authenticate the packet without applying any encryption. On the
other hand, if you are concerned only with preserving privacy, you can encrypt the packet without
applying any authentication mechanisms. Optionally, you can both encrypt and authenticate the packet.
Most network security designers choose to encrypt, authenticate, and replay-protect their VPN traffic.

An IPsec tunnel consists of a pair of unidirectional SAs—one SA for each direction of the tunnel. A SA
specifies the security parameter index (SPI), destination IP address, and security protocol such as
Authentication Header (AH) or Encapsulating Security Payload (ESP). A SA groups the following
components for securing communications:

Security algorithms and keys.

e Protocol mode, either transport or tunnel. Junos OS devices always use tunnel mode. See "Packet
Processing in Tunnel Mode" on page 104.

e Key-management method, either manual key or AutoKey IKE.
o SA lifetime.

For inbound traffic, Junos OS looks up the SA by using the following triplet:



e Destination IP address.
e Security protocol, either AH or ESP.
e SPl value.

For outbound VPN traffic, the policy invokes the SA associated with the VPN tunnel.

IPsec Key Management

IN THIS SECTION
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The distribution and management of keys are critical to using VPNs successfully. Junos OS supports
IPsec technology for creating VPN tunnels with three kinds of key creation mechanisms:

e Manual key
e AutoKey IKE with a preshared key (PSK) or a certificate

You can choose your key creation mechanism—also called authentication method—during Phase 1 and
Phase 2 proposal configuration. See "Internet Key Exchange" on page 2.

This topic includes the following sections:

Manual Key

With manual keys, administrators at both ends of a tunnel configure all the security parameters. Manual
key is a viable technique for small, static networks where the distribution, maintenance, and tracking of
keys are not difficult. However, safely distributing manual-key configurations across great distances
poses security issues. Aside from passing the keys face-to-face, you cannot be completely certain that
unauthorized parties have not compromised the keys in transit. Also, whenever you want to change the
key, you are faced with the same security issues as when you initially distributed it.



AutoKey IKE

When you need to create and manage numerous tunnels, you need a method that does not require you
to configure every element manually. IPsec supports the automated generation and negotiation of keys
and SA using the Internet Key Exchange (IKE) protocol. Junos OS refers to such automated tunnel
negotiation as AutoKey IKE and supports AutoKey IKE with preshared keys and AutoKey IKE with
certificates.

o AutoKey IKE with preshared keys—Using AutoKey IKE with preshared keys to authenticate the
participants in an IKE session, each side must configure and securely exchange the PSK in advance. In
this regard, the issue of secure key distribution is the same as that with manual keys. However, once
distributed, an autokey, unlike a manual key, can automatically change its keys at predetermined
intervals using the IKE protocol. Frequently changing keys greatly improves security, and
automatically doing so greatly reduces key-management responsibilities. However, changing keys
increases traffic overhead; therefore, changing keys too often can reduce data transmission
efficiency.

A PSK is a key for both encryption and decryption, which both participants must have before
initiating communication.

e AutoKey IKE with certificates—When using certificates to authenticate the participants during an
AutoKey IKE negotiation, each side generates a public-private keypair and acquires a certificate. As
long as both the sides trust the issuing certificate authority (CA), the participants can retrieve the
peer’s public key and verify the peer's signature. You need not keep track of the keys and SAs; IKE
does it automatically.

Diffie-Hellman Exchange

A Diffie-Hellman (DH) exchange allows participants to produce a shared secret value. The strength of
the technique is that it allows participants to create the secret value over an unsecured medium without
passing the secret value through the wire. The size of the prime modulus used in each group's
calculation differs as shown in the below table. The device performs DH exchange operations either in
software or in hardware. The following Table 1 on page 15 lists different Diffie Hellman (DH) groups

and specifies whether the operation performed for that group is in the hardware or in software.

Table 1: Diffie Hellman (DH) groups and their exchange operations performed

Diffie-Hellman (DH) Group Prime Module Size

DH Group 1 768-bit

DH Group 2 102-bit



Table 1: Diffie Hellman (DH) groups and their exchange operations performed (Continued)

Diffie-Hellman (DH) Group Prime Module Size

DH Group 5 1536-bit

DH Group 14 2048-bit

DH Group 15 3072-bit

DH Group 16 4096-bit

DH Group 19 256-bit elliptic curve

DH Group 20 384-bit elliptic curve

DH Group 21 521-bit elliptic curve

DH Group 24 2048-bit with 256-bit prime order subgroup

We do not recommend the use of DH groups 1, 2, and 5.

Because the modulus for each DH group is a different size, the participants must agree to use the same
group.

IPsec Security Protocols
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IPsec uses two protocols to secure communications at the IP layer:



e Authentication Header (AH)—A security protocol for authenticating the source of an IP packet and
verifying the integrity of its content

e Encapsulating Security Payload (ESP)—A security protocol for encrypting the entire IP packet and
authenticating its content

You can choose your security protocols—also called authentication and encryption algorithms—during
Phase 2 proposal configuration. See "Internet Key Exchange" on page 2.

For each VPN tunnel, both AH and ESP tunnel sessions are installed on Services Processing Units (SPUs)
and the control plane. The device updates the tunnel sessions with the negotiated protocol once the
negotiation is completed. The show security flow session and show security flow cp-session operational mode
commands display the details of ESP and AH tunnel sessions.

This topic includes the following sections:

IPsec Authentication Algorithms (AH Protocol)

The Authentication Header (AH) protocol provides a means to verify the authenticity and integrity of
the content and origin of a packet. You can authenticate the packet by the checksum calculated through
a Hash Message Authentication Code (HMAC) using a secret key and either MD5 or SHA hash
functions.

e Message Digest 5 (MD5)—An algorithm that produces a 128-bit hash (also called a digital signature
or message digest) from a message of arbitrary length and a 16-byte key. The resulting hash is used,
like a fingerprint of the input, to verify content and source authenticity and integrity.

e Secure Hash Algorithm (SHA)—An algorithm that produces a 160-bit hash from a message of
arbitrary length and a 20-byte key. SHA is more secure than MD5 because of the larger hashes it
produces. Because the ASIC performs the computational processing, the performance cost is
negligible.

For more information about MD5 hashing algorithms, see RFC 1321 and RFC 2403. For more
information about SHA hashing algorithms, see RFC 2404. For more information about HMAC, see RFC
2104.

IPsec Encryption Algorithms (ESP Protocol)

The ESP protocol provides a means to ensure privacy (encryption) and source authentication and
content integrity (authentication). ESP in tunnel mode encapsulates the entire IP packet (header and
payload) and then appends a new IP header to the now-encrypted packet. This new IP header contains
the destination address needed to route the protected data through the network. See "Packet
Processing in Tunnel Mode" on page 104.



With ESP, you can both encrypt and authenticate, encrypt only, or authenticate only. For encryption,
you can choose one of the following encryption algorithms:

Data Encryption Standard (DES)—A cryptographic block algorithm with a 56-bit key.

Triple DES (3DES)—A more powerful version of DES in which the original DES algorithm is applied in
three rounds, using a 168-bit key. DES provides significant performance savings but is considered
unacceptable for many classified or sensitive material transfers.

Advanced Encryption Standard (AES)—An encryption standard which offers greater interoperability
with other devices. Junos OS supports AES with 128-bit, 192-bit, and 256-bit keys.

ChaCha20-Poly1305 Authenticated Encryption with Associated Data—ChaCha20 stream cipher
which supports Authenticated Encryption with Associated Data (AEAD) using Poly1305
authenticator.

For authentication, you can use either MD5 or SHA algorithms.

Even though it is possible to select NULL for encryption, studies demonstrate that IPsec might be
vulnerable to attack under such circumstances. Therefore, we suggest that you choose an encryption
algorithm for maximum security.

IPsec Tunnel Negotiation

The following two different modes determine how the VPN exchanges traffic.

Tunnel mode—Protect traffic by encapsulating the original IP packet within another packet in the
VPN tunnel. This mode uses preshared keys with IKE to authenticate peers or digital certificates with
IKE to authenticate peers. Tunnel mode is most commonly used when hosts within separate private
networks want to communicate over a public network. Both VPN clients and VPN gateways use
tunnel mode to protect communications that come from or go to non-IPsec systems.

Transport mode—Protect traffic by sending the packet directly between the two hosts that have
established the IPsec tunnel. That is, when the communication endpoint and cryptographic endpoint
are the same. In this mode, the encryption mechanism secures the data portion of the IP packet, but
the IP header remains unencrypted. VPN gateways that provide encryption and decryption services
for protected hosts cannot use transport mode for protected VPN communications. The IP addresses
of the source or destination can be modified if the packet is intercepted. Because of its construction,
transport mode can be used only when the communication endpoint and cryptographic endpoint are
the same.



Supported IPsec and IKE Standards

On routers equipped with one or more MS-MPCs, MS-MICs, or DPCs, the Canada and U.S. version of
Junos OS substantially supports the following RFCs, which define standards for IP Security (IPsec) and
Internet Key Exchange (IKE).

e RFC 2085, HMAC-MD5 IP Authentication with Replay Prevention

e RFC 2401, Security Architecture for the Internet Protocol (obsoleted by RFC 4301)

e RFC 2402, /P Authentication Header (obsoleted by RFC 4302)

e RFC 2403, The Use of HMAC-MD5-96 within ESP and AH

e RFC 2404, The Use of HMAC-SHA-1-96 within ESP and AH (obsoleted by RFC 4305)

o RFC 2405, The ESP DES-CBC Cipher Algorithm With Explicit IV

e RFC 2406, /P Encapsulating Security Payload (ESP)(obsoleted by RFC 4303 and RFC 4305)

e RFC 2407, The Internet IP Security Domain of Interpretation for ISAKMP (obsoleted by RFC 4306)

e RFC 2408, Internet Security Association and Key Management Protocol (ISAKMP)(obsoleted by RFC
4306)

e RFC 2409, The Internet Key Exchange (IKE) (obsoleted by RFC 4306)

e RFC 2410, The NULL Encryption Algorithm and Its Use With IPsec

e RFC 2451, The ESP CBC-Mode Cipher Algorithms

e RFC 2560, X.50¢ Internet Public Key Infrastructure Online Certificate Status Protocol - OCSP
e RFC 3193, Securing L2TP using IPsec

e RFC 3280, /nternet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL)
Profile

e RFC 3602, The AES-CBC Cipher Algorithm and Its Use with IPsec

e RFC 3948, UDP Encapsulation of IPsec ESP Packets

e RFC 4106, The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload (ESP)
e RFC 4210, Internet X.509 Public Key Infrastructure Certificate Management Protocol (CMP)

e RFC 4211, Internet X.502 Public Key Infrastructure Certificate Request Message Format (CRMF)

e RFC 4301, Security Architecture for the Internet Protocol



e RFC 4302, /P Authentication Header
e RFC 4303, /P Encapsulating Security Payload (ESP)

o RFC 4305, Cryptographic Algorithm Implementation Requirements for Encapsulating Security
Payload (ESP) and Authentication Header (AH)

e RFC 4306, Internet Key Exchange (IKEvZ2) Protocol
e RFC 4307, Cryptographic Algorithms for Use in the Internet Key Exchange Version 2 (IKEvZ2)
o RFC 4308, Cryptographic Suites for IPsec

Only Suite VPN-A is supported in Junos OS.

o RFC 4754, IKE and IKEvZ2 Authentication Using the Elliptic Curve Digital Signature Algorithm
(ECDSA)

o RFC 4835, Cryptographic Algorithm Implementation Requirements for Encapsulating Security
Payload (ESP) and Authentication Header (AH)

e RFC 5996, Internet Key Exchange Protocol Version 2 (IKEvZ2)(obsoleted by RFC 7296)
e RFC 7296, Internet Key Exchange Protocol Version 2 (IKEv2)
o RFC 7427, Signature Authentication in the Internet Key Exchange Version 2 (IKEvZ2)

e RFC 7634, ChaChaZ20, Poly1305, and Their Use in the Internet Key Exchange Protocol (IKE) and
IPsec

e RFC 8200, /nternet Protocol, Version 6 (IPvé) Specification

Junos OS partially supports the following RFCs for IPsec and IKE:

e RFC 3526, More Modular Exponential (MODP) Diffie-Hellman groups for Internet Key Exchange
(IKE)

e RFC 5114, Additional Diffie-Hellman Groups for Use with IETF Standards
e RFC 59083, Elliptic Curve Groups modulo a Prime (ECP Groups) for IKE and IKEv2

The following RFCs and Internet draft do not define standards, but provide information about IPsec, IKE,
and related technologies. The IETF classifies them as “Informational.”

e RFC 2104, HMAC: Keyed-Hashing for Message Authentication
e RFC 2412, The OAKLEY Key Determination Protocol

e RFC 3706, A Traffic-Based Method of Detecting Dead Internet Key Exchange (IKE) Peers



¢ Internet draft draft-eastlake-sha2-02.txt, US Secure Hash Algorithms (SHA and HMAC-SHA) (expires
July 2006)

SEE ALSO

Services Interfaces Overview for Routing Devices
MX Series 5G Universal Routing Platform Interface Module Reference

Accessing Standards Documents on the Internet

Platform-Specific IPsec Tunnel Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platform.

Table 2: Platform-Specific Behavior

Platform Difference
SRX Series e On SRX5400, SRX5600, and SRX5800 devices that support
IPsec VPNs:

e Junos OS updates the negotiated protocol for the tunnel
sessions on anchor SPUs.

e Non-anchor SPUs retain ESP and AH tunnel sessions.

Additional Platform Information

Use Feature Explorer to confirm platform and release support for specific features. Additional Platforms
may be supported.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/services-interfaces/introduction-service-pics.html
https://www.juniper.net/documentation/en_US/release-independent/junos/information-products/pathway-pages/mx-series/mx-module-index.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/general/standards-documents-accessing.html
https://apps.juniper.net/feature-explorer/feature/105?fn=IPsec%20VPN
https://apps.juniper.net/feature-explorer/feature/105?fn=IPsec%20VPN

Table 3: Additional Platform Information

Feature SRX300 SRX1500
SRX320 SRX1600
SRX340
SRX345
SRX380
SRX550HM

Support for No Yes

DH groups

15, 16, and

21

Change History Table

SRX2300
SRX4100
SRX4200
SRX4300
SRX4600
SRX4700

Yes

SRX5400
SRX5600
SRX5800

Yes

VSRX Virtual
Firewalls

Yes for vSRX
3.0 with junos-
ike package

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release

24.2R1

20.3R1

19.1R1

Description

Support for ChaCha20-Poly1305 algorithm added to SRX1600, SRX2300, SRX4300, SRX4600,
SRX5400, SRX5600, SRX5800, and vSRX 3.0 in Junos OS Release 24.2R1.

Starting in Junos OS Release 20.3R1, vSRX Virtual Firewalls support DH groups 15, 16, and 21.

Starting in Junos OS Release 19.1R1, SRX Series Firewalls support DH groups 15, 16, and 21.


https://apps.juniper.net/feature-explorer/
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IKE for IPsec VPN

SUMMARY IN THIS SECTION
Learn about IKEv2 for IPsec VPN and its IKE and IPsec Packet Processing | 25
configuration in Junos OS. Introduction to IKE in Junos OS | 31

IKE Proposal | 36
IKE Policy | 37
Rekeying and Reauthentication | 37

IKE Authentication (Certificate-Based
Authentication) | 39

Configure Multiple Certificate Types to
Establish IKE and IPsec SA | 42

Signature Authentication in IKEv2 | 64
IKE Protection from DDoS Attacks | 66

Configure Protection Against IKE DDoS
Attacks | 69

Example: Configuring a Device for Peer
Certificate Chain Validation | 76

IKEv2 Fragmentation | 90
IKE Policy with a Trusted CA | 91

Configuring Establish-Tunnel Responder-only
inIKE | 93

Platform-Specific IKEv2 Responder Only
Behavior | 94

Internet Key Exchange version 2 (IKEv2) is an IPsec based tunneling protocol. IKEv2 provides a secure
VPN communication channel between peer VPN devices and defines negotiation and authentication for
IPsec security associations (SAs) in a protected manner.

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific IKEv2 Responder Only Behavior" on page 94 section for notes related to
your platform.


https://apps.juniper.net/feature-explorer/feature/13?fn=Security%20Services

IKE and IPsec Packet Processing

IN THIS SECTION

IKE Packet Processing | 25

IPsec Packet Processing | 28

IKE provides tunnel management for IPsec and authenticates end entities. IKE performs a Diffie-
Hellman (DH) key exchange to generate an IPsec tunnel between network devices. The IPsec tunnels
generated by IKE are used to encrypt, decrypt, and authenticate user traffic between the network
devices at the IP layer.

IKE Packet Processing

When a cleartext packet arrives on a Juniper Networks device that requires tunneling, and no active
Phase 2 SA exists for that tunnel, Junos OS begins IKE negotiations and drops the packet. The source
and destination addresses in the IP packet header are those of the local and remote IKE gateways,
respectively. In the IP packet payload, there is a UDP segment encapsulating an ISAKMP (IKE) packet.
The format for IKE packets is the same for Phase 1 and Phase 2. See Figure 1 on page 26.

Meanwhile, the source host has sent the dropped packet again. Typically, by the time the second packet
arrives, IKE negotiations are complete, and Junos OS protects the packet and all subsequent packets in
the session—with IPsec before forwarding it.



Figure 1: IKE Packet for Phases 1 and 2
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The Next Payload field contains a number indicating one of the following payload types:

oI5 15



e (0002—SA Negotiation Payload contains a definition for a Phase 1 or Phase 2 SA.
e 0004—Proposal Payload can be a Phase 1 or Phase 2 proposal.

¢ (0008—Transform Payload gets encapsulated in a proposal payload that gets encapsulated in a SA
payload.

e (0010—Key Exchange (KE) Payload contains information necessary for performing a key exchange,
such as a DH public value.

e 0020—Identification (IDx) Payload.
e In Phase 1, IDii indicates the initiator ID, and IDir indicates the responder ID.
e In Phase 2, IDui indicates the user initiator, and IDur indicates the user responder.
The IDs are IKE ID types such as FQDN, U-FQDN, IP address, and ASN.1_DN.
e 0040—Certificate (CERT) Payload.
¢ 0080—Certificate Request (CERT_REQ) Payload.
e 0100—Hash (HASH) Payload contains the digest output of a particular hash function.
e 0200—Signature (SIG) Payload contains a digital signature.
e 0400—Nonce (Nx) Payload contains some pseudorandom information necessary for the exchange).
e (0800—Notify Payload.
e 1000—ISAKMP Delete Payload.

e 2000—Vendor ID (VID) Payload can be included anywhere in Phase 1 negotiations. Junos OS uses it
to mark support for NAT-T.

Each ISAKMP payload begins with the same generic header, as shown in Figure 2 on page 27.

Figure 2: Generic ISAKMP Payload Header
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There can be multiple ISAKMP payloads chained together, with each subsequent payload type indicated
by the value in the Next Header field. A value of 0000 indicates the last ISAKMP payload. See Figure 3
on page 28 for an example.



Figure 3: ISAKMP Header with Generic ISAKMP Payloads
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IPsec Packet Processing

After IKE negotiations complete and the two IKE gateways have established Phase 1 and Phase 2 SAs,
all subsequent packets are forwarded using the tunnel. If the Phase 2 SA specifies the Encapsulating
Security Protocol (ESP) in tunnel mode, the packet looks like the one shown in Figure 4 on page 29.
The device adds two additional headers to the original packet that the initiating host sends.

As shown in Figure 4 on page 29, the packet that the initiating host constructs includes the payload,
the TCP header, and the inner IP header (IP1).

Q030617



Figure 4: IPsec Packet—ESP in Tunnel Mode
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The router IP header (IP2), which Junos OS adds, contains the IP address of the remote gateway as the
destination IP address and the IP address of the local router as the source IP address. Junos OS also
adds an ESP header between the outer and inner IP headers. The ESP header contains information that

allows the remote peer to properly process the packet when it receives it. See Figure 5 on page 29.

Figure 5: Outer IP Header (IP2) and ESP Header
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The Next Header field indicates the type of data in the payload field. In tunnel mode, this value is 4,
indicating an IP packet is contained within the payload. See Figure 6 on page 30.

Figure 6: Inner IP Header (IP1) and TCP Header
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Introduction to IKE in Junos OS
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IKE provides ways to exchange keys for encryption and authentication securely over an unsecured
medium such as the Internet. IKE enables a pair of security gateways to: Dynamically establish a secure
tunnel over which security gateways can exchange tunnel and key information. Set up user-level tunnels
or SAs, including tunnel attribute negotiations and key management. These tunnels can also be
refreshed and terminated on top of the same secure channel. IKE employs Diffie-Hellman methods and
is optional in IPsec (the shared keys can be entered manually at the endpoints).

IKEv2 includes support for:

e Route-based VPNs.

e Site-to-site VPNs.

e Dead peer detection.

e Chassis cluster.

e Pre-shared key authentication.

o Certificate-based authentication.

e Child SAs. An IKEv2 child SA is known as a Phase 2 SA in IKEv1. In IKEv2, a child SA cannot exist
without the underlying IKE SA.

e AutoVPN.
e Dynamic endpoint VPN.
e EAP is supported for Remote Access using IKEv2.

Traffic selectors.

IKEv2 does not support the following features:

e Policy-based VPN.



¢ VPN monitoring.

e |P Payload Compression Protocol (IPComp).

Configuring IKEv2 in Junos OS

A VPN peer is configured as either IKEv1 or IKEv2. When a peer is configured as IKEv2, it cannot fall
back to IKEv1 if its remote peer initiates IKEv1 negotiation. By default, Juniper Networks security
devices are IKEv1 peers.

Use the version v2-only configuration statement at the [edit security ike gateway gw-name] hierarchy level to
configure IKEv2.

The IKE version is displayed in the output of the show security ike security-associations and show security
ipsec security-associations CLI operational commands.

Juniper Networks devices support up to four proposals for Phase 2 negotiations, allowing you to define
how restrictive a range of tunnel parameters you will accept. Junos OS provides predefined standard,
compatible, and basic Phase 2 proposal sets. You can also define custom Phase 2 proposals.

Understanding IKEv2 Configuration Payload

Configuration payload is an Internet Key Exchange version 2 (IKEv2) option offered to propagate
provisioning information from a responder to an initiator. IKEv2 configuration payload is supported with
route-based VPNs only.

RFC 5996, Internet Key Exchange Protocol Version 2 (IKEvZ2), defines 15 different configuration
attributes that can be returned to the initiator by the responder. Table 4 on page 32 describes the
IKEv2 configuration attributes supported on SRX Series Firewalls.

Table 4: IKEv2 Configuration Attributes

Attribute Type Value = Description Length

INTERNAL_IP4_ADDRESS 1 Specifies an address on the internal network. Multiple 0 or 4 octets
internal addresses can be requested. The responder can
send up to the number of addresses requested.

INTERNAL_IP4_NETMASK | 2 Specifies the internal network's netmask value. Only one 0 or 4 octets
netmask value is allowed in the request and response
messages (for example, 255.255.255.0), and it must be
used only with an INTERNAL_IP4_ADDRESS attribute.



Table 4: IKEv2 Configuration Attributes (Continued)

Attribute Type Value = Description Length

INTERNAL_IP4_DNS 3 Specifies an address of a DNS server within the network. 0 or 4 octets
Multiple DNS servers can be requested. The responder can
respond with zero or more DNS server attributes.

INTERNAL_IP4_NBNS 4 Specifies an address of a NetBIOS name server (NBNS), for | 0 or 4 octets
example, a WINS server, within the network. Multiple
NBNS servers can be requested. The responder can
respond with zero or more NBNS server attributes.

INTERNAL_IP6_ADDRESS @ 8 Specifies an address on the internal network. Multiple Oor17
internal addresses can be requested. The responder can octets
send up to the number of addresses requested.

INTERNAL_IP6_DNS 10 Specifies an address of a DNS server within the network. Oori1é6
Multiple DNS servers can be requested. The responder can | octets
respond with zero or more DNS server attributes.

For the IKE responder to provide the initiator with provisioning information, it must acquire the
information from a specified source such as a RADIUS server. Provisioning information can also be
returned from a DHCP server through a RADIUS server. On the RADIUS server, the user information
should not include an authentication password. The RADIUS server profile is bound to the IKE gateway
using the aaa access-profile profile-name configuration at the [edit security ike gateway gateway-name]
hierarchy level.

Junos OS improved the IKEv2 configuration payload to support the following features:
e Support for IPv4 and IPvé local address pool. You can also assign a fixed IP address to a peer.

During IKE establishment, the initiator requests for an IPv4 address, IPv6 address, DNS address, or
WINS address from the responder. After the responder has authenticated the initiator successfully, it
assigns an IP address either from a local address pool or through RADIUS server. Depending on the
configuration, this IP address is either assigned dynamically each time when a peer connects or
assigned as a fixed IP address. If the RADIUS server responds with a framed pool, Junos OS assigns
an IP address or information based on configuration from it's corresponding local pool. If you
configure both local address pool and RADIUS server, the IP address allocated from RADIUS server
takes precedence over the local pool. If you configure local IP address pool and the RADIUS server
did not return any IP address, then local pool assigns the IP address to the request.

e Additional option, none introduced for authentication-order. See authentication-order (Access Profile).



e RADIUS accounting start and stop messages inform the state of the tunnel or peer to the RADIUS
server. These messages can be used for tracking purposes or notifications to subsystems such as a
DHCP server.

Ensure that the RADIUS server support accounting start or stop messages. Also ensure that both the
SRX Series Firewalls and the RADIUS server have appropriate settings to track these messages.

e Introduction of IPvé6 support allows dual stack tunnels using configuration payload. During login
process, IKE requests for both IPv4 and IPvé6 addresses. AAA allow login only if all requested
addresses have been allocated successfully. IKE terminates the negotiation if the requested IP is not
allocated.

In a route-based VPN, secure tunnel (stO) interfaces operate in either point-to-multipoint or point-to-
point mode. Address assignment through the IKEv2 configuration payload is now supported for point-
to-multipoint or point-to-point mode. For point-to-multipoint interfaces, the interfaces must be
numbered and the addresses in the configuration payload INTERNAL_IP4_ADDRESS attribute type
must be within the subnetwork range of the associated point-to-multipoint interface.

You can configure a common password for IKEv2 configuration payload requests for an IKE gateway
configuration. The common password in the range of 1 to 128 characters allows the administrator to
define a common password. This password is used between the SRX Series Firewall and the RADIUS
server when the SRX Series Firewall requesting an IP address on behalf of a remote IPsec peer using
IKEv2 configuration payload. RADIUS server matches the credentials before it provides any IP
information to the SRX Series Firewall for the configuration payload request. You can configure the
common password using config-payload-password configured-password configuration statement at [edit

security ike gateway gateway-name aaa access-profile access-profile-name] hierarchy level.

Both the SRX Series Firewall and the RADIUS server must have the same password configured and the
radius server should be configured to use Password Authentication Protocol (PAP) as the authentication
protocol. Without this, tunnel establishment will not be successful.

Figure 7 on page 35 shows a typical workflow for a IKEv2 Configuration Payload.



Figure 7: Typical IKEv2 Configuration Payload Workflow
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The IKEv2 configuration payload feature is supported for both point-to-multipoint secure tunnel (stO)
interfaces and point-to-point interfaces. Point-to-multipoint interfaces must be numbered, and the
addresses provided in the configuration payload must be within the subnetwork range of the associated
point-to-multipoint interface.

Understanding Pico Cell Provisioning

IKEv2 configuration payload can be used to propagate provisioning information from an IKE responder,
such as an SRX Series Firewall, to multiple initiators, such as LTE pico cell base stations in a cellular
network. The pico cells ship from the factory with a standard configuration that allows them to connect
to the SRX Series Firewall, but the pico cell provisioning information is stored on one or more
provisioning servers within a protected network. The pico cells receive full provisioning information after
establishing secure connections with the provisioning servers.

35



The workflow required to bootstrap and provision a pico cell and introduce it to service includes four
distinct stages:

1. Initial addresses acquisition—The pico cell ships from the factory with the following information:
e Configuration for the secure gateway tunnel to the SRX Series Firewall
e Digital certificate issued by the manufacturer

e Fully qualified domain name (FQDN) of the provisioning servers that lie within the protected
network

The pico cell boots up and acquires an address to be used for IKE negotiation from a DHCP server. A
tunnel is then built to the secure gateway on the SRX Series Firewall using this address. An address
for Operation, Administration, and Management (OAM) traffic is also assigned by the DHCP server
for use on the protected network.

2. Pico cell provisioning—Using its assigned OAM traffic address, the pico cell requests its provisioning
information—typically operator certificate, license, software, and configuration information—from
servers within the protected network.

3. Reboot—The pico cell reboots and uses the acquired provisioning information to make it specific to
the service provider's network and operation model.

4. Service provision—When the pico cell enters service, it uses a single certificate that contains
distinguished name (DN) and subject alternative name values with a FQDN to build two tunnels to
the secure gateway on the SRX Series Firewall: one for OAM traffic and the other for Third-
Generation Partnership Project (3GPP) data traffic.

SEE ALSO

‘ Example: Configuring NAT-T with Dynamic Endpoint VPN | 772

IKE Proposal

The IKE configuration defines the algorithms and keys used to establish the secure IKE connection with
the peer security gateway. You can configure one or more IKE proposals. Each proposal is a list of IKE
attributes to protect the IKE connection between the IKE host and its peer.

To configure an IKE proposal, include the proposal statement and specify a name at the [edit security ike ]
hierarchy level:



IKE Policy

An IKE policy defines a combination of security parameters (IKE proposals) to be used during IKE
negotiation. It defines a peer address and the proposals needed for that connection. Depending on
which authentication method is used, it defines the preshared key (PSK) for the given peer or the local
certificate. During the IKE negotiation, IKE looks for an IKE policy that is the same on both peers. The
peer that initiates the negotiation sends all its policies to the remote peer, and the remote peer tries to
find a match. A match is made when both policies from the two peers have a proposal that contains the
same configured attributes. If the lifetimes are not identical, the shorter lifetime between the two
policies (from the host and peer) is used. The configured PSK must also match its peer.

First, you configure one or more IKE proposals; then you associate these proposals with an IKE policy.

To configure an IKE policy, include the policy statement and specify a policy name at the [edit security
ike] hierarchy level:

Rekeying and Reauthentication

IN THIS SECTION
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Supported Features | 38

Limitations | 38

Overview

With IKEv2, rekeying and reauthentication are separate processes. Rekeying establishes new keys for
the IKE security association (SA) and resets message ID counters, but it does not reauthenticate the
peers. Reauthentication verifies that VPN peers retain their access to authentication credentials.
Reauthentication establishes new keys for the IKE SA and child SAs; rekeys of any pending IKE SA or
child SA are no longer needed. After the new IKE and child SAs are created, the old IKE and child SAs
are deleted.

IKEv2 reauthentication is disabled by default. You enable reauthentication by configuring a
reauthentication frequency value between 1 and 100. The reauthentication frequency is the number of
IKE rekeys that occurs before reauthentication occurs. For example, if the configured reauthentication
frequency is 1, reauthentication occurs every time there is an IKE rekey. If the configured



reauthentication frequency is 2, reauthentication occurs at every other IKE rekey. If the configured
reauthentication frequency is 3, reauthentication occurs at every third IKE rekey, and so on.

You configure the reauthentication frequency with the reauth-frequency statement at the [edit security ike

policy policy-name] hierarchy level. Reauthentication is disabled by setting the reauthentication frequency
to O (the default). Reauthentication frequency is not negotiated by peers, and each peer can have its
own reauthentication frequency value.

Supported Features

IKEv2 reauthentication is supported with the following features:

IKEv2 initiators or responders

Dead peer detection (DPD)

Virtual routers and secure tunnel (stQ) interfaces in virtual routers
Network Address Translation traversal (NAT-T)

Chassis clusters in active-active and active-passive mode for SRX5400, SRX5600, and SRX5800
devices

In-service software upgrade (ISSU) on SRX5400, SRX5600, and SRX5800 devices

Upgrade or insertion of a new Services Processing Unit (SPU) using the in-service hardware upgrade
(ISHU) procedure

Limitations

Note the following caveats when using IKEv2 reauthentication:

With NAT-T, a new IKE SA can be created with different ports from the previous IKE SA. In this
scenario, the old IKE SA might not be deleted.

In a NAT-T scenario, the initiator behind the NAT device can become the responder after
reauthentication. If the NAT session expires, the NAT device might discard new IKE packets that
might arrive on a different port. NAT-T keepalive or DPD must be enabled to keep the NAT session
alive. For AutoVPN, we recommend that the reauthentication frequency configured on the spokes be
smaller than the reauthentication frequency configured on the hub.

Based on the reauthentication frequency, a new IKE SA can be initiated by either the initiator or the
responder of the original IKE SA. Because Extensible Authentication Protocol (EAP) authentication
and configuration payload require the IKE SA to be initiated by the same party as the original IKE SA,
reauthentication is not supported with EAP authentication or configuration payload.



IKE Authentication (Certificate-Based Authentication)

IN THIS SECTION

Multilevel Hierarchy for Certificate Authentication | 39

Multilevel Hierarchy for Certificate Authentication

Certificate-based authentication is an authentication method supported on SRX Series Firewalls during
IKE negotiation. In large networks, multiple certificate authorities (CAs) can issue end entity (EE)
certificates to their respective end devices. It is common to have separate CAs for individual locations,
departments, or organizations.

When a single-level hierarchy for certificate-based authentication is employed, all EE certificates in the
network must be signed by the same CA. All firewall devices must have the same CA certificate enrolled
for peer certificate validation. The certificate payload sent during IKE negotiation only contains EE
certificates.

Alternatively, the certificate payload sent during IKE negotiation can contain a chain of EE and CA
certificates. A certificate chainis the list of certificates required to validate a peer’s EE certificate. The
certificate chain includes the EE certificate and any CA certificates that are not present in the local peer.

The network administrator needs to ensure that all peers participating in an IKE negotiation have at
least one common trusted CA in their respective certificate chains. The common trusted CA does not
have to be the root CA. The number of certificates in the chain, including certificates for EEs and the
topmost CA in the chain, cannot exceed 10.

Validation of a configured IKE peer can be done with a specified CA server or group of CA servers. With
certificate chains, the root CA must match the trusted CA group or CA server configured in the IKE

policy.

In the example CA hierarchy shown in Figure 8 on page 40, Root-CA is the common trusted CA for all
devices in the network. Root-CA issues CA certificates to the engineering and sales CAs, which are
identified as Eng-CA and Sales-CA, respectively. Eng-CA issues CA certificates to the development and
quality assurance CAs, which are identified as Dev-CA and Qa-CA, respectively. Host-A receives its EE
certificate from Dev-CA while Host-B receives its EE certificate from Sales-CA.
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Figure 8: Multilevel Hierarchy for Certificate-Based Authentication
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Each end device needs to be loaded with the CA certificates in its hierarchy. Host-A must have Root-CA,
Eng-CA, and Dev-CA certificates; Sales-CA and Qa-CA certificates are not necessary. Host-B must have

Root-CA and Sales-CA certificates. Certificates can be loaded manually in a device or enrolled using the

Simple Certificate Enrollment Process (SCEP).

Each end device must be configured with a CA profile for each CA in the certificate chain. The following
output shows the CA profiles configured on Host-A:

admin@host-A# show security
pki {
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {

url “www.example.net/scep/Root/”;

}

ca-profile Eng-CA {
ca-identity Eng-CA;
enrollment {

url “www.example.net/scep/Eng/”;



}

ca-profile Dev-CA {
ca-identity Dev-CA;
enrollment {

url “www.example.net/scep/Dev/”;

The following output shows the CA profiles configured on Host-B:

admin@host-B# show security
pki {
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {

url “www.example.net/scep/Root/”;

}

ca-profile Sales-CA {
ca-identity Sales-CA;
enrollment {

url “www.example.net/scep/Sales/”;

SEE ALSO

Basic Elements of PKI in Junos OS

Understanding Certificate Authority Profiles
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Configure Multiple Certificate Types to Establish IKE and IPsec SA
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This example shows how to configure multiple certificate types to establish IKE and IPsec SA.

Starting in Junos OS Release 22.4R1, you can establish tunnels irrespective of the certificate type used
on the initiator and responder if authentication-method is configured as certificates in IKE proposal

using the set security ike proposal ike_proposal name authentication-method certificates command.

You can view the certificate enrolled using show security pki local-certificate certificate-id certificate-name
detail command.

You can verify the enrolled certificate using the request security pki local-certificate verify certificate-id
certificate-name command.

Requirements
Before you begin:
e Ensure that you have certificates enrolled on your devices, see Certificate Enrollment.

You can verify the certificates enrolled on your devices using the request security pki local-certificate
certificate-id certificate-name detail command.

e Ensure that you have IKE package installed, to verify the installed IKE package use the show version |
match ike operational command.

If you don't have the IKE package installed on the device, you can install the IKE package using the
operational command request system software add optional://junos-ike.tgz, for more information, see
Enabling IPsec VPN Feature Set.


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html#id-enabling-ipsec-vpn-feature-set-on-srx5k-spc3-services-processing-card

Overview

This example configures multiple certificate types to establish IKE and IPsec SA between on SRX_A and
on SRX_B.

In this example, we have enrolled the RSA certificate on SRX_A and the ECDSA certificate on SRX_B
devices. For more information about how to install the certificates, see Certificate Enrollment.

Table 5: Topology Setup for SRX_A and SRX_B Devices

Device Name Interface Used IKE Gateway Address IKE Gateway Local IP
Address
SRX_A ge-0/0/0 192.168.1.2 192.168.1.1
SRX_B ge-0/0/0 192.168.1.1 192.168.1.2
Topology

The Figure 9 on page 43 describes topology for multiple certificate types support configuration.

Figure 9: Multiple Certificate Types Support Configuration Example
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Configuring SRX_A

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit @ family inet address 192.168.1.1/24

set interfaces ge-0/0/1 unit @ family inet address 172.16.1.1/24

set interfaces st@ unit 1 family inet

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/1

set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone untrust interfaces ge-0/0/0

set security zones security-zone VPN interfaces st0.1

set security policies from-zone VPN to-zone trust policy 1 match source-address any

set security policies from-zone VPN to-zone trust policy 1 match destination-address any
set security policies from-zone VPN to-zone trust policy 1 match application any
set security policies from-zone VPN to-zone trust policy 1 then permit
set security policies from-zone trust to-zone VPN policy 1 match source-address any

set security policies from-zone trust to-zone VPN policy

1
1
1
set security policies from-zone trust to-zone VPN policy 1 match destination-address any
1 match application any
1

set security policies from-zone trust to-zone VPN policy 1 then permit
set security policies default-policy deny-all

set security ike proposal IKE_PROP authentication-method certificates
set security ike proposal IKE_PROP dh-group group5

set security ike proposal IKE_PROP authentication-algorithm sha-256

set security ike proposal IKE_PROP encryption-algorithm aes-128-cbhc

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate r@_rsa_crt
set security ike gateway IKE_GW ike-policy IKE_POL

set security ike gateway IKE_GW address 192.168.1.2

set security ike gateway IKE_GW external-interface ge-0/0/0

set security ike gateway IKE_GW local-address 192.168.1.1

set security ike gateway IKE_GW version v2-only

set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128
set security ipsec proposal IPSEC_PROP encryption-algorithm aes-192-chc
set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPN bind-interface st0.1



set security ipsec vpn IPSEC_VPN ike gateway IKE_GW
set security ipsec vpn IPSEC_VPN ike ipsec-policy IPSEC_POL
set security ipsec vpn IPSEC_VPN establish-tunnels on-traffic

Step-by-step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see CLI Configuration Mode Overview in the CLI User Guide.

To configure multiple certificate types to establish IKE and IPsec SA:

1. View the certificates enrolled on your devices using the show security pki local-certificate certificate-
id certificate-name detail command.

Install the certificate on your device if your device does not have the certificates enrolled. For more
information, see Certificate Enrollment.

2. Configure interfaces.

user@srxa# set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.1/24
user@srxa#t set interfaces ge-0/0/1 unit 0 family inet address 172.16.1.1/24
user@srxa# set interfaces st@ unit 1 family inet

3. Configure security zones and the security policy.

user@srxa# set security zones security-zone trust host-inbound-traffic system-services all
user@srxa#t set security zones security-zone trust host-inbound-traffic protocols all
user@srxa# set security zones security-zone trust interfaces ge-0/0/1

user@srxa#t set security zones security-zone untrust host-inbound-traffic system-services ike
user@srxa# set security zones security-zone untrust interfaces ge-0/0/0

user@srxa#t set security zones security-zone VPN interfaces st0.1

user@srxa# set security policies from-zone VPN to-zone trust policy 1 match source-address
any

user@srxa# set security policies from-zone VPN to-zone trust policy 1 match destination-
address any

user@srxa# set security policies from-zone VPN to-zone trust policy 1 match application any
user@srxa#t set security policies from-zone VPN to-zone trust policy 1 then permit
user@srxa# set security policies from-zone trust to-zone VPN policy 1 match source-address
any

user@srxa# set security policies from-zone trust to-zone VPN policy 1 match destination-

address any


https://www.juniper.net/documentation/us/en/software/junos/cli/topics/topic-map/cli-configuration.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html

user@srxa# set security policies from-zone trust to-zone VPN policy 1 match application any
user@srxaft set security policies from-zone trust to-zone VPN policy 1 then permit

user@srxa# set security policies default-policy deny-all

4. Configure the IKE proposal.

[edit]

user@srxa# set security ike proposal IKE_PROP authentication-method certificates
user@srxa# set security ike proposal IKE_PROP dh-group group5

user@srxa# set security ike proposal IKE_PROP authentication-algorithm sha-256

user@srxa# set security ike proposal IKE_PROP encryption-algorithm aes-128-chc

5. Configure the IKE policy.

[edit]
user@srxa# set security ike policy IKE_POL proposals IKE_PROP
user@srxa# set security ike policy IKE_POL certificate local-certificate re_rsa_crt

6. Configure the IKE gateway.

[edit]

user@srxa# set security ike gateway IKE_GW ike-policy IKE_POL
user@srxa# set security ike gateway IKE_GW address 192.168.1.2
user@srxa# set security ike gateway IKE_GW external-interface ge-0/0/0
user@srxa# set security ike gateway IKE_GW local-address 192.168.1.1
user@srxa# set security ike gateway IKE_GW version v2-only

7. Configure the IPsec proposal.

[edit]

user@srxa# set security ipsec proposal IPSEC_PROP protocol esp

user@srxa# set security ipsec proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128
user@srxa# set security ipsec proposal IPSEC_PROP encryption-algorithm aes-192-cbc



8. Configure the IPsec policy.

[edit]
user@srxa# set security ipsec policy IPSEC_POL proposals IPSEC_PROP

9. Configure the IPsec VPN.

[edit]

user@srxa# set security ipsec vpn IPSEC_VPN bind-interface st@.1
user@srxa# set security ipsec vpn IPSEC_VPN ike gateway IKE_GW
user@srxa# set security ipsec vpn IPSEC_VPN ike ipsec-policy IPSEC_POL
user@srxa# set security ipsec vpn IPSEC_VPN establish-tunnels on-traffic

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security ike
and, show security ipsec commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@srxa# show interfaces
ge-0/0/0 {
description untrust;
unit @ {
family inet {
address 192.168.1.1/24;
}

}
ge-0/0/1 {
description trust;
unit @ {
family inet {
address 172.16.1.1/24;
}

sto {
unit 1 {



family inet;

[edit]
user@srxa# show security ike
proposal IKE_PROP {
authentication-method certificates;
dh-group group5;
authentication-algorithm sha-256;
encryption-algorithm aes-128-cbc;
}
policy IKE_POL {
proposals IKE_PROP;
certificate {
local-certificate r@_crt_rsa;

}

gateway IKE_GW {
ike-policy IKE_POL;
address 192.168.1.2;
external-interface ge-0/0/0;
local-address 192.168.1.1;
version v2-only;

[edit]
user@srxa# show security ipsec
proposal IPSEC_PROP {
protocol esp;
authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-192-cbc;
}
policy IPSEC_POL {
proposals IPSEC_PROP;
}
vpn IPSEC_VPN {
bind-interface st0.1;
ike {
gateway IKE_GW;
ipsec-policy IPSEC_POL;



establish-tunnels on-traffic;

If you are done configuring the device, enter conmit from configuration mode.

Configuring SRX_B

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit @ family inet address 192.168.1.2/24

set interfaces ge-0/0/1 unit 0@ family inet address 172.18.1.2/24

set interfaces st@ unit 1 family inet

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust host-inbound-traffic protocols all

set security zones security-zone trust interfaces ge-0/0/1

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone untrust interfaces ge-0/0/0

set security zones security-zone VPN interfaces st0.1
set security policies from-zone VPN to-zone trust policy 1 match source-address any
set security policies from-zone VPN to-zone trust policy 1 match destination-address any
set security policies from-zone VPN to-zone trust policy 1 match application any
set security policies from-zone VPN to-zone trust policy 1 then permit
set security policies from-zone trust to-zone VPN policy 1 match source-address any
set security policies from-zone trust to-zone VPN policy 1 match destination-address any
set security policies from-zone trust to-zone VPN policy 1 match application any
set security policies from-zone trust to-zone VPN policy 1 then permit

set security policies default-policy deny-all

set security ike proposal IKE_PROP authentication-method certificates

set security ike proposal IKE_PROP dh-group group5

set security ike proposal IKE_PROP authentication-algorithm sha-256

set security ike proposal IKE_PROP encryption-algorithm aes-128-cbhc

set security ike policy IKE_POL proposals IKE_PROP

set security ike policy IKE_POL certificate local-certificate ri1_crt_ecdsa384
set security ike gateway IKE_GW ike-policy IKE_POL

set security ike gateway IKE_GW address 192.168.1.1

set security ike gateway IKE_GW external-interface ge-0/0/0

set security ike gateway IKE_GW local-address 192.168.1.2

set security ike gateway IKE_GW version v2-only



set security ipsec proposal IPSEC_PROP protocol esp

set security ipsec proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128
set security ipsec proposal IPSEC_PROP encryption-algorithm aes-192-chc

set security ipsec policy IPSEC_POL proposals IPSEC_PROP

set security ipsec vpn IPSEC_VPN bind-interface st0.1

set security ipsec vpn IPSEC_VPN ike gateway IKE_GW

set security ipsec vpn IPSEC_VPN ike ipsec-policy IPSEC_POL

set security ipsec vpn IPSEC_VPN establish-tunnels on-traffic

Step-by-step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see CLI Configuration Mode Overview in the CLI User Guide.

To configure multiple certificate types to establish IKE and IPsec SA:

1. View the certificates enrolled on your devices using the request security pki local-certificate

certificate-id certificate-name detail command.

Install the certificate on your device if your device does not have the certificates enrolled. For more
information, see Certificate Enrollment.

2. Configure interfaces.

user@srxb# set interfaces ge-0/0/0 unit 0 family inet address 192.168.1.2/24
user@srxb# set interfaces ge-0/0/1 unit @ family inet address 172.18.1.2/24
user@srxb# set interfaces st@ unit 1 family inet

3. Configure security zones and the security policy.

user@srxb# set security zones security-zone trust host-inbound-traffic system-services all
user@srxb# set security zones security-zone trust host-inbound-traffic protocols all
user@srxb# set security zones security-zone trust interfaces ge-0/0/1

user@srxb# set security zones security-zone untrust host-inbound-traffic system-services ike
user@srxb# set security zones security-zone untrust interfaces ge-0/0/0

user@srxb# set security zones security-zone VPN interfaces st0.1

user@srxb# set security policies from-zone VPN to-zone trust policy 1 match source-address
any

user@srxb# set security policies from-zone VPN to-zone trust policy 1 match destination-
address any

user@srxb# set security policies from-zone VPN to-zone trust policy 1 match application any


https://www.juniper.net/documentation/us/en/software/junos/cli/topics/topic-map/cli-configuration.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html

user@srxb# set security policies from-zone VPN to-zone trust policy 1 then permit

user@srxb# set security policies from-zone trust to-zone VPN policy 1 match source-address

any

user@srxb# set security policies from-zone trust to-zone VPN policy 1 match destination-

address any

user@srxb# set security policies from-zone trust to-zone VPN policy 1 match application any

user@srxb# set security policies from-zone trust to-zone VPN policy 1 then permit

user@srxb# set security policies default-policy deny-all

4. Configure the IKE proposal.

[edit]

user@srxb# set security
user@srxb# set security
user@srxb# set security

user@srxb# set security

5. Configure the IKE policy.

[edit]
user@srxb# set security
user@srxb# set security

ike
ike
ike
ike

ike
ike

6. Configure the IKE gateway.

[edit]

user@srxb# set security
user@srxb# set security
user@srxb# set security
user@srxb# set security
user@srxb# set security

ike
ike
ike
ike
ike

7. Configure the IPsec proposal.

[edit]

proposal IKE_PROP authentication-method certificates
proposal IKE_PROP dh-group group5

proposal IKE_PROP authentication-algorithm sha-256
proposal IKE_PROP encryption-algorithm aes-128-chc

policy IKE_POL proposals IKE_PROP
policy IKE_POL certificate local-certificate ri_crt_ecdsa384

gateway IKE_GW ike-policy IKE_POL

gateway IKE_GW address 192.168.1.1

gateway IKE_GW external-interface ge-0/0/0
gateway IKE_GW local-address 192.168.1.2
gateway IKE_GW version v2-only

user@srxb# set security ipsec proposal IPSEC_PROP protocol esp

user@srxb# set security ipsec proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128

user@srxb# set security ipsec proposal IPSEC_PROP encryption-algorithm aes-192-chc



8. Configure the IPsec policy.

[edit]
user@srxb# set security ipsec policy IPSEC_POL proposals IPSEC_PROP

9. Configure the IPsec VPN.

[edit]

user@srxb# set security ipsec vpn IPSEC_VPN bind-interface st@.1
user@srxb# set security ipsec vpn IPSEC_VPN ike gateway IKE_GW

user@srxb# set security ipsec vpn IPSEC_VPN ike ipsec-policy IPSEC_POL
user@srxb# set security ipsec vpn IPSEC_VPN establish-tunnels immediately

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security ike
and, show security ipsec commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@srxb# show interfaces
ge-0/0/0 {
description untrust;
unit @ {
family inet {
address 192.168.1.2/24;
}

}
ge-0/0/1 {
description trust;
unit @ {
family inet {
address 172.18.1.2/24;
}

sto {
unit 1 {



family inet;

[edit]

user@srxb# show security ike

proposal IKE_PROP {
authentication-method certificates;
dh-group group5;
authentication-algorithm sha-256;
encryption-algorithm aes-128-cbc;

}

policy IKE_POL {
proposals IKE_PROP;
certificate {

local-certificate ri1_crt_ecdsa384;

}

gateway IKE_GW {
ike-policy IKE_POL;
address 192.168.1.1;
external-interface ge-0/0/0;
local-address 192.168.1.2;
version v2-only;

[edit]
user@srxb# show security ipsec
proposal IPSEC_PROP {
protocol esp;
authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-192-cbc;
}
policy IPSEC_POL {
proposals IPSEC_PROP;
}
vpn IPSEC_VPN {
bind-interface st0.1;
ike {
gateway IKE_GW;
ipsec-policy IPSEC_POL;



establish-tunnels immediately;

If you are done configuring the device, enter conmit from configuration mode.

Verification

IN THIS SECTION

Verify SRX_A | 54
Verify SRX_B | 59

Confirm that the configuration is working properly.

Verify SRX_A

The sample outputs shown are on SRX-A.

Purpose

Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ike security-associations command.

user@srxa> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
32 upP 6723643250f0f357 f6295f11b0d7c8ab IKEv2 192.168.1.2

From operational mode, enter the show security ipsec security-associations command.

user@srxa> show security ipsec security-associations
Total active tunnels: 1 Total IPsec sas: 1
1D Algorithm SPI Life:sec/kb Mon lsys Port Gateway
<500033 ESP:aes-cbc-192/sha256 0x5f156c1b 2750/ unlim - root 500 192.168.1.2
>500033 ESP:aes-cbc-192/sha256 0x7ea@65e7 2750/ unlim - root 500 192.168.1.2



From operational mode, enter the show security ike security-associations detail command.

user@srxa> show security ike security-associations detail
IKE peer 192.168.1.2, Index 32, Gateway Name: IKE_GW
Role: Responder, State: UP
Initiator cookie: 6723643250f0f357, Responder cookie: f6295f11b@d7c8ab
Exchange type: IKEv2, Authentication method: RSA-signatures
Local gateway interface: ge-0/0/0.0
Routing instance: default
Local: 192.168.1.1:500, Remote: 192.168.1.2:500
Lifetime: Expires in 28165 seconds
Reauth Lifetime: Disabled
IKE Fragmentation: Enabled, Size: 576
Remote Access Client Info: Unknown Client
Peer ike-id: 192.168.1.2
AAA assigned IP: 0.0.0.0

Algorithms:
Authentication : hmac-sha256-128
Encryption : aes128-cbc

Pseudo random function: hmac-sha256
Diffie-Hellman group : DH-group-5
Traffic statistics:

Input bytes : 1346
Output bytes : 1887
Input packets: 3
Output packets: 4
Input fragmented packets: 2
Output fragmented packets: 3

IPSec security associations: 2 created, 0 deleted
Phase 2 negotiations in progress: 1
IPSec Tunnel IDs: 500033

Negotiation type: Quick mode, Role: Responder, Message ID: @
Local: 192.168.1.1:500, Remote: 192.168.1.2:500

Local identity: 192.168.1.1

Remote identity: 192.168.1.2

Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:
Initiator stats: Responder stats:

Request Out : 0 Request In



Response In : 0 Response Out

0

No Proposal Chosen In : @ No Proposal Chosen Out :
0

Invalid KE In 1 0 Invalid KE Out
0

TS Unacceptable In : 0 TS Unacceptable Out
0

Res DH Compute Key Fail : @ Res DH Compute Key Fail:
0

Res Verify SA Fail : 0

Res Verify DH Group Fail: 0

Res Verify TS Fail : 0

From operational mode, enter the show security ipsec security-associations detail command.

user@srxa> show security ipsec security-associations detail
ID: 500033 Virtual-system: root, VPN Name: IPSEC_VPN
Local Gateway: 192.168.1.1, Remote Gateway: 192.168.1.2
Local Identity: ipv4(0.0.0.0-255.255.255.255)
Remote Identity: ipv4(0.0.0.0-255.255.255.255)
TS Type: proxy-id
Version: IKEv2
PFS group: N/A
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@.1, Tunnel MTU: @, Policy-name:
IPSEC_POL
Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0
Multi-sa, Configured SAs# 0, Negotiated SAs#: 0
Tunnel events:
Thu Mar 09 2023 22:41:36: IPsec SA negotiation succeeds (1 times)
Location: FPC @, PIC @, KMD-Instance 0
Anchorship: Thread 1
Distribution-Profile: default-profile
Direction: inbound, SPI: 0x5f156c1b, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 2895 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2286 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

Extended-Sequence-Number: Disabled



tunnel-establishment: establish-tunnels-on-traffic
IKE SA Index: 32
Direction: outbound, SPI: 0x7ea065e7, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 2895 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2286 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-on-traffic
IKE SA Index: 32

From operational mode, enter the show security pki local-certificate certificate-id r@_rsa_cr detail
command.

user@srxa> show security pki local-certificate certificate-id ro_rsa_crt detail
LSYS: root-logical-system
Certificate identifier: r@_rsa_crt

Certificate version: 3

Serial number:
hexadecimal: 0x0186a62478ae8f0cdd766eb38dbd53
decimal: 7923302907757301847007106226306387
Issuer:
Organization: juniper, Country: India, Common name: Root-CA
Subject:
Organization: juniper, Organizational unit: marketing, State: california, Locality:
sunnyvale, Common name: r@, Domain component: juniper
Subject string:
DC=juniper, CN=r@, OU=marketing, O=juniper, L=sunnyvale, ST=california, C=us
Alternate subject: "r@@juniper.net", r@.juniper.net, 192.168.1.1
Cert-Chain: Root-CA
Validity:
Not before: 03- 3-2023 05:54 UTC
Not after: @6- 6-2027 12:36 UTC
Public key algorithm: rsaEncryption(2048 bits)
30:82:01:0a2:02:82:01:01:00:b0:e5:53:8d:7e:20:fa:6b:21:c2:d1
2b:48:8f:af:c3:eb:8b:23:4a:f7:c5:1f:cf:2c:6a:b3:2e:8a:ef : 1b
f7:97:aa:fd:1d:ab:1c:76:9b:40:a3:ac:bb:49:16:93:f9:e1:4e:62
df:3d:ca:e5:d2:95:9c:a0:f4:2b:d7:7e:1d:20:94:69:a8:e4:cf:dc



15:90:4c:be:1d:d8:1c:52:08:3a:d1:05:a3:bb:2f:8f:31:0c:6b:21
ef:76:c3:c7:fb:be:4a:cb:da:cc:8d:04:3a:75:0c:eb:5d:e2:f6:13
50:fe:39:67:¢0:77:2f:32:b0:5e:38:6f:9¢c:79:b3:5d:f3:57:f4:f8
42:f5:22:5b:6c:58:67:90:4e:1e:ec:6a:03:e2:¢c0:87:65:02:ca:da
6f:95:0a:8c:2a:fd:45:4f:3a:b5:ef:18:05:1c:54:e6:fe:45:bb:73
53:81:b2:¢c6:b7:36:36:57:6d:9c:d3:d9:80:e7:d6:85:92:74:32:88
16:01:03:27:57:76:8e:5e:d6:73:ac:bf:68:fd:6d:a1:2a:8f:f5:3a
29:b0:c9:44:9b:c8:46:c1:bf:c0:52:2a:f0:51:be:b5:f6:e1:f5:3e
96:1d:3a2:42:29:28:d3:cf:60:b9:eb:24:04:47:d3:f1:3f:5e:38:fc
7f:33:f6:94:9d:02:03:01:00:01

Signature algorithm: sha256WithRSAEncryption

Fingerprint:
4d:f6:89:¢5:d6:3c:74:73:db:3e:f6:4b:1e:26:6c:c1:1c:1d:a7:4d (shal)
6b:1c:a8:1f:de:5a:9b:3e:d5:c4:85:29:af:3f:82: 2 (md5)

6b:7a:b5:d1:57:cf:75:9d:1f:63:b9:16:49:e4:4e:b3:13:2c:83:f1:17:25:44:6f:45:2f:0d:2f:ae:a8:80:85
(sha256)
Auto-re-enrollment:
Status: Disabled

Next trigger time: Timer not started

From operational mode, enter the show security pki ca-certificate ca-profile Root-CA detail command.

user@srxa> show security pki ca-certificate ca-profile Root-CA detail
LSYS: root-logical-system
CA profile: Root-CA

Certificate identifier: Root-CA

Certificate version: 3

Serial number:

hexadecimal: 0x00000440

decimal: 1088
Issuer:

Organization: juniper, Country: India, Common name: Root-CA
Subject:

Organization: juniper, Country: India, Common name: Root-CA
Subject string:

C=India, O=juniper, CN=Root-CA
Validity:

Not before: 06- 7-2022 12:36 UTC

Not after: 06- 6-2027 12:36 UTC
Public key algorithm: rsaEncryption(2048 bits)



30:82:01:02:02:82:01:01:00:cd:9c:e6:9f:62:6c:49:15:c2:da:eb
8e:e6:e5:21:88:40:d8:b5:2e:5b:1a:0e:de:96:d7:0b:19:19:03:44
98:49:d5:cc:a8:90:2b:7f:1b:58:7b:1f:26:92:18:4c:2d:37:65:5¢C
9f:0f:6e:10:b5:34:6f:2d:b5:9c:27:3b:a6:b1:b5:a0:e2:a6:92:3d
€4:68:fe:5d:71:06:6f:ce:e6:0f:0f:e3:94:2a:23:57:98:a0:6a:9c¢
€0:52:a2:47:ff:ce:b0:47:bd:36:95:80:a7:af:d2:49:b1:5d:2a:3d
28:€4:95:06:b8:b3:d9:07:11:3c:13:af:c6:€2:51:08:22:82:2d:ec
4f:26:40:b0:b0:55:2d:6e:c0:c8:19:34:a7:99:5a:bc:58:98:69:ae
04:d6:6d:ec:4a:c9:55:a5:ff:00:cb:3b:02:85:fa:02:a1:5¢:c1:9d
6d:44:b8:95:8f:77:c0:53:fc:7f:a4:09:a3:25:1c:4a:e2:9d:0c: 81
08:b4:c8:b8:0d:bc:94:75:54:75:57:4f:d3:a4:17:0d:5d:1a:f3:c1
1d:5d:73:2f:fe:8b:cb:fc:1f:93:87:72:d6:be:df:86:d7:e6:d1:c7
0d:00:1a:6e:58:db:6a:1c:2f:1d:17:46:9a:f2:69:b4:21:db:08:5d
8d:ab:30:7d:7f:02:03:01:00:01

Signature algorithm: sha256WithRSAEncryption

Distribution CRL:
http://10.102.40.55:8080/crl-as-der/currentcrl-11.crl?id=11

Use for key: CRL signing, Certificate signing, Key encipherment, Digital signature

Fingerprint:
8b:84:60:2a:58:5b:80:10:b9:ae:25:9f:67:3d:d6:81:ee:43:6c:d4 (shal)
ab:ec:4d:fe:d4:04:9c:c9:79:1d:9a:33:4e:6d:78:f6 (md5)

9d:f0:c0:20:93:74:11:53:d3:4d:2d:75:d3:60:37:5f:fb:b7:29:67:42:cd:7c:3c:0e:0f:9b:58:36:3c:14:f5
(sha256)

Verify SRX_B

The sample outputs shown are on SRX-B.

Purpose

Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ike security-associations command.

user@srxb> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
56042 UP 6723643250f0f357 f6295f11b0d7c8ab IKEv2 192.168.1.1



From operational mode, enter the show security ipsec security-associations command.

user@srxb> show security ipsec security-associations

Total active tunnels: 1 Total IPsec sas: 1
1D Algorithm SPI Life:sec/kb Mon lsys Port Gateway
<500230 ESP:aes-cbc-192/sha256 0x7ea@65e7 2638/ unlim - root 500 192.168.1.1
>500230 ESP:aes-cbc-192/sha256 0x5f156c1b 2638/ unlim - root 500 192.168.1.1

From operational mode, enter the show security ike security-associations detail command.

user@srxb> show security ike security-associations detail
IKE peer 192.168.1.1, Index 56042, Gateway Name: IKE_GW
Role: Responder, State: UP
Initiator cookie: 6723643250f0f357, Responder cookie: f6295f11b@d7c8ab
Exchange type: IKEv2, Authentication method: ECDSA-384-signatures
Local gateway interface: ge-0/0/0.0
Routing instance: default
Local: 192.168.1.2:500, Remote: 192.168.1.1:500
Lifetime: Expires in 18995 seconds
Reauth Lifetime: Disabled
IKE Fragmentation: Enabled, Size: 576
Remote Access Client Info: Unknown Client
Peer ike-id: 192.168.1.1
AAA assigned IP: 0.0.0.0

Algorithms:
Authentication : hmac-sha256-128
Encryption : aes128-cbc

Pseudo random function: hmac-sha256
Diffie-Hellman group : DH-group-5
Traffic statistics:

Input bytes : 2934
Output bytes : 2379
Input packets: 10
Output packets: 9
Input fragmented packets: 3
Output fragmented packets: 2

IPSec security associations: 8 created, 3 deleted
Phase 2 negotiations in progress: 1
IPSec Tunnel IDs: 500230

Negotiation type: Quick mode, Role: Responder, Message ID: 0



Local: 192.168.1.2:500, Remote: 192.168.1.1:500
Local identity: 192.168.1.2

Remote identity: 192.168.1.1

Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:

Initiator stats: Responder stats:

Request Out : 1 Request In
2

Response In : 1 Response Out
2

No Proposal Chosen In : @ No Proposal Chosen Out :
0

Invalid KE In 10 Invalid KE Out
0

TS Unacceptable In 1 0 TS Unacceptable Out
0

Res DH Compute Key Fail : 0 Res DH Compute Key Fail:
0

Res Verify SA Fail 1 0

Res Verify DH Group Fail: @

Res Verify TS Fail 1 0

From operational mode, enter the show security ipsec security-associations detail command.

user@srxb> show security ipsec security-associations detail

ID: 500230 Virtual-system: root, VPN Name: IPSEC_VPN

Local Gateway: 192.168.1.2, Remote Gateway: 192.168.1.1

Local Identity: ipv4(0.0.0.0-255.255.255.255)

Remote Identity: ipv4(0.0.0.0-255.255.255.255)

TS Type: proxy-id

Version: IKEv2

PFS group: N/A

DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@.1, Tunnel MTU: @, Policy-name:
IPSEC_POL

Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0

Multi-sa, Configured SAs# 0, Negotiated SAs#: 0

Tunnel events:

Thu Mar 02 2023 22:26:16: IPsec SA negotiation succeeds (1 times)

Location: FPC @, PIC @, KMD-Instance 0

Anchorship: Thread 1

Distribution-Profile: default-profile



Direction: inbound, SPI: 0x7ea@65e7, AUX-SPI: 0
, VPN Monitoring: -

Hard lifetime: Expires in 2633 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2002 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-on-traffic
IKE SA Index: 56042

Direction: outbound, SPI: 0x5f156c1b, AUX-SPI: @

, VPN Monitoring: -

Hard lifetime: Expires in 2633 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2002 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (192 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-on-traffic
IKE SA Index: 56042

From operational mode, enter the show security pki local-certificate certificate-id r1_crt_ecdsa384 detail
command.

user@srxb> show security pki local-certificate certificate-id ri1_crt_ecdsa384 detail
LSYS: root-logical-system

Certificate identifier: ri1_crt_ecdsa384
Certificate version: 3

Serial number:
hexadecimal: 0x0186a6254347a38063946d08595a55
decimal: 7923303152683216740296668848151125
Issuer:
Organization: juniper, Country: India, Common name: root-ecdsa-384
Subject:
Organization: juniper, Organizational unit: marketing, State: california, Locality:
sunnyvale, Common name: r1_spkl, Domain component: juniper
Subject string:
DC=juniper, CN=r1_spkl, OU=marketing, O=juniper, L=sunnyvale, ST=california, C=us
Alternate subject: "r1_spkl@juniper.net", ri1_spkl.juniper.net, 192.168.2



Cert-Chain: root-ecdsa-384

Validity:
Not before: 03- 3-2023 05:55 UTC
Not after: 06- 6-2027 13:21 UTC

Public key algorithm: ecdsaEncryption(384 bits)
04:c2:ba:19:dc:0d:62:a7:94:7b:9b:1d:4d: ff:al1:e1:44:b5:57:a7
cb:7d:33:6b:35:87:b8:e4:ca:44:b1:6c:6d:63:ae:6f:3c:31:7c:7e
65:99:b3:2d:23:76:30:23:e5:0e:34:e1:28:54:d6:3e:d3:8b:de: b6
09:45:05:82:6f:1d:20:b7:6f:3c:ce:a2:13:a2:b4:37:0b:db:35:7e
20:54:b5:06:9d:18:7f:19:7b:c5:d7:7b:57:8b:28:31:d3

Signature algorithm: ecdsa-with-SHA384

Fingerprint:
9b:ch:5a:57:a8:60:a0:ee:5c:be:59:4c:db:35:39:d3:b7:29:ef:b1 (shal)
ef:b5:e3:be:35:1b:6€:02:0b:61:11:a5:53:07:b4:89 (md5)

8f:86:d0:12:ea:bc:a8:81:a8:17:3a:1f9:03:e4:91:57:20:9c:11:bc:a4:dd:d1:7f:d1:48:3f:5b:d9:fb:93:32
(sha256)
Auto-re-enrollment:
Status: Disabled

Next trigger time: Timer not started

From operational mode, enter the show security pki ca-certificate ca-profile Root-CA detail command.

user@srxb> show security pki ca-certificate ca-profile Root-CA detail
LSYS: root-logical-system
CA profile: Root-CA

Certificate identifier: Root-CA
Certificate version: 3

Serial number:

hexadecimal: 0x00000440

decimal: 1088
Issuer:

Organization: juniper, Country: India, Common name: Root-CA
Subject:

Organization: juniper, Country: India, Common name: Root-CA
Subject string:

C=India, O=juniper, CN=Root-CA
Validity:

Not before: 06- 7-2022 12:36 UTC



Not after: 06- 6-2027 12:36 UTC

Public key algorithm: rsaEncryption(2048 bits)
30:82:01:02:02:82:01:01:00:cd:9c:e6:9f:62:6c:49:15:c2:da:eb
8e:e6:e5:21:88:40:d8:b5:2e:5b:1a:0e:de:96:d7:0b:19:19:03:44
98:49:d5:cc:a8:90:2b:7f:1b:58:7b:1f:26:92:18:4c:2d:37:65:5¢C
9f:0f:6e:10:b5:34:6f:2d:b5:9c:27:3b:a6:b1:b5:a0:e2:a6:92:3d
€4:68:fe:5d:71:06:6f:ce:e6:0f:0f:e3:94:2a:23:57:98:a0:6a:9c¢
€0:52:a2:47:ff:ce:b0:47:bd:36:95:80:a7:af:d2:49:b1:5d:2a:3d
28:€4:95:06:b8:b3:d9:07:11:3c:13:af:c6:€2:51:08:22:82:2d:ec
4f:26:40:b0:b0:55:2d:6e:c0:c8:19:34:a7:99:5a:bc:58:98:69:ae
04:d6:6d:ec:4a:c9:55:a5:ff:00:cb:3b:02:85:fa:02:a1:5¢:c1:9d
6d:44:b8:95:8f:77:c0:53:fc:7f:a4:09:a3:25:1c:4a:e2:9d:0c: 81
08:b4:c8:b8:0d:bc:94:75:54:75:57:4f:d3:a4:17:0d:5d:1a:f3:c1
1d:5d:73:2f:fe:8b:cb:fc:1f:93:87:72:d6:be:df:86:d7:e6:d1:c7
0d:00:1a:6e:58:db:6a:1c:2f:1d:17:46:9a:f2:69:b4:21:db:08:5d
8d:ab:30:7d:7f:02:03:01:00:01

Signature algorithm: sha256WithRSAEncryption

Distribution CRL:
http://10.102.40.55:8080/crl-as-der/currentcrl-11.crl?id=11

Use for key: CRL signing, Certificate signing, Key encipherment, Digital signature

Fingerprint:
8b:84:60:2a:58:5b:80:10:b9:ae:25:9f:67:3d:d6:81:ee:43:6c:d4 (shal)
ab:ec:4d:fe:d4:04:9c:c9:79:1d:9a:33:4e:6d:78:f6 (md5)

9d:f0:c0:20:93:74:11:53:d3:4d:2d:75:d3:60:37:5f:fb:b7:29:67:42:cd:7c:3c:0e:0f:9b:58:36:3c:14:f5
(sha256)

Signature Authentication in IKEv2

SUMMARY IN THIS SECTION
Read this topic to learn about the signature Implementation of Signature Authentication
authentication method in IKEv2 and how it works in IKEv2 | 65
in Junos OS. Benefits | 66

The Internet Key Exchange version 2 (IKEv2) protocol supports signature-based authentication that uses
public key cryptography. In IKEv2, signature-based authentication supports one authentication method



per signature algorithm. For example, the IKE peers use a separate authentication method for each of
these digital signatures—RSA, Digital Signature Algorithm (DSA), and Elliptic Curve DSA (ECDSA). Each
hash algorithm is tied to one signature for authentication. In IKEv2 proposal configuration, when you
specify the authentication method, the device uses that method to authenticate the source of IKEv2
messages. It is difficult for the IKE peer to know which hash algorithm is associated with the signature.
This process becomes even more cumbersome with the introduction of every new algorithm. See
"Internet Key Exchange" on page 2 for more information about IKEv2.

You can address these challenges with the digital signature authentication method that is based on RFC
7427. This method is more generic compared to the signature-based authentication method, as the IKE
peers can use any of the supported signature algorithms and also negotiate the signature hash
algorithm. Read further to understand about the signature authentication in IKEv2.

Implementation of Signature Authentication in IKEv2

In addition to supporting signature-based authentication on a per algorithm basis, Junos OS also
supports the digital signature authentication method described in RFC 7427. In this method, the IKEv2
authentication payload indicates not only the type of public key, but also the hash algorithm that the
device uses to generate the signature. The device uses the SIGNATURE_HASH_ALGORITHM
notification to notify its peer about the RFC 7427 support and provide the list of supported hash
algorithms.

To use the feature, you must configure the digital signature authentication method on your device. For
more information about the digital signature authentication method, see proposal (Security IKE). You can
use the configuration option signature-hash-algorithm to define the specific signature hash algorithms that
must match in the hierarchical order with each of the received signature hash algorithms. If you do not
specify the signature hash algorithm, the device matches the received signature hash algorithm from the
default list of all the supported hash algorithms. See Signature Hash Algorithm (Security IKE).

In Junos OS, the authentication method involves the following steps that are defined in the IKEv2
message flow. See RFC 7296, Internet Key Exchange Protocol Version 2 (IKEvZ)for more details.

e Both the IKE peers initially notify the list of supported hash algorithms to each other. Your device
sends the SIGNATURE_HASH_ALGORITHM payload in the IKE_SA_INIT message to the peer device
and receives a response. The peers then negotiate a signature hash algorithm.

¢ Inthe IKE_AUTH message, the peers exchange the digital signature authentication method.
The device uses the default certificate authentication method in either of these scenarios:
e Responder doesn't support RFC 7427.

e Initiator doesn't support the received hash algorithm.



Benefits

o Flexible—Includes traditional and new digital signatures.
e Ease of use—Integrates into the existing public key infrastructure (PKI).

e Robust solution—Performs better identity verification compared to the signature-based
authentication method, improving overall security and reliability of the IKE peers.

SEE ALSO

‘ proposal (Security IKE)

IKE Protection from DDoS Attacks
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Read this topic to understand how Juniper protects IPsec VPN IKE implementations from distributed
denial-of-service (DDoS) attacks and monitors the implementations.

Denial of service (DoS) is one of the most common yet serious attacks in an insecure IPsec VPN
network. A DoS attack provides a quick and easy way to grab the network as it doesn't require much
toehold in the network infrastructure. Cyberattackers choose this method to take control of the

network.
What happens in a DoS attack?

The attacker tries to flood and gradually crash the network with too much traffic, depleting the network
resources, and further taking control of the device resources such as memory and CPU. If the attacker
tries to control using multiple orchestrated systems, synchronously attacking a single target, it is called
Distributed DoS (DDoS) attacks.



DDoS Vulnerabilities on IKE Implementations

When the remote peer (initiator) sends an SA_INIT message, the local peer (responder) replies and
allocates memory for the message structure. We call the session a half-open IKE session until
authentication happens with the help of the IKE_AUTH message. After the peers establish an IKE
security association (SA), the session becomes a full-open IKE session.

To understand the IKEv2 DDoS vulnerabilities, let's look at some of the ways an attacker can create an
easy attack vector against the IKE SAs:

e Send a large number of SA_INIT messages (without IKE_AUTH messages) for which the attacker can
create half-open IKE security association structures. The attack causes the device to utilize the
resources and run out of memory.

e Send a large number of junk IKE_AUTH packets with the correct SPI_i and SPI_r on the initiator and
the responder, respectively. The device runs out of memory while trying to decrypt the packets.

e Send SA_INIT packets continuously. The device runs out of memory while trying to generate keys for
the encrypted packets.

e Send a large number of rekey requests per second during full open IKE sessions.

Send a large number of messages with distinct message identifiers (IDs). The device queues all
incoming IKE messages and runs out of memory.

How to safeguard the IKE implementations

We provide a robust infrastructure to mitigate and to monitor DDoS attacks for both IKEv1 and IKEv2
protocols. You can protect against the attacks on IKE implementations when your firewall runs the iked
process (in the junos-ike package) for the IPsec VPN service.

@ NOTE: For details about DDoS protection for IKEv2, see RFC 8019, Protecting Internet
Key Exchange Protocol Version 2 (IKEv2) Implementations from Distributed Denial-of-
Service Attacks. We provide similar protection for IKEv1 when your firewall runs the
IPsec VPN service using the iked process. We do not support the client puzzle
mechanism that the RFC presents.

Protection Against DDoS Attacks

You can enable multiple defense mechanisms against the DDoS attacks during the IKE security
association creation process. These mechanisms include configuration of rate limiting and a retention
period for the half-open IKE SAs, and further managing the incoming exchange rates for the rekey
requests. We provide the following measures to ensure protection against DDoS attacks on IKE SAs:

e Protection measures for half-open IKE SAs:



The responder does not allow configuration of half-open IKE SAs for a certain duration. You can
set this limit so that the responder does not configure the SAs until it reaches the timeout
duration. For more details, see session (Security IKE)for the option timeout.

You can set a limit on the maximum allowed half-open IKE SAs on the responder. When the total
number of half-open IKE SAs reaches the maximum count, the responder rejects new connections
for both IKEv1 and IKEv2 SAs. For more details, see the max-count option insession (Security IKE).

The responder enforces threshold values on the session count for half-open IKE SAs. When the
total number of half-open IKE SAs reaches the threshold values:

e |n case of IKEv2 SAs, the responder invokes cookie mechanism for any new connections.
e In case of IKEv1 SAs, the responder rejects new connections.
For more details, see the thresholds, send-cookie and reduce-timeout options in session (Security IKE).

The responder can discard duplicate sessions. For more details, see the discard-duplicate option in
session (Security IKE).

You can set backoff timeouts for authentication failure and initiation failure phases. For more
details, see session (Security IKE)for the options backoff-timeouts, init-phase-failure and auth-phase-

failure.

For full open IKE SAs:

e You can configure maximum incoming rekey request rates to throttle the requests in a scaled

scenario. For more details, see the incoming-exchange-max-rates option in session (Security IKE).

The responder can block an incoming IKE session from peers based on the peer IKE ID. For more
details, see blocklists (Security IKE).

For dynamic gateways, you can set a limit for the number of connections at the IKE gateway
configuration level using the option connections-limit. For more details, see gateway (Security IKE).

For further details on how to configure these options, see "Configure Protection Against IKE DDoS

Attacks" on page 69.

We do not support:

DDoS protection with IPsec VPN service based on the kmd process.

Protection against Hash and URL certificate encoding attacks as we do not support these encoding
types.

Ways to Monitor DDoS Attacks

We provide the following mechanisms to monitor the DDoS attacks:



e Use the show security ike security-associations command to list down all the matured and non-matured
IKE security associations. For more details, see show security ike security-associations.

e Use the show security ike stats command to display global IKE statistics of the IPsec VPN tunnel, such
as in-progress, established, expired statistics. For more details, see show security ike stats.

e Use the show security ike active-peer command to display details of the successful IKE negotiations
with the remote peers. For more details, see show security ike active-peer.

e Use the show security ike peers in-progress command to display the details of in progress IKE SAs,
including the half open IKE SAs. For more details, see show security ike peers. You can also see the
details of the blocked, failed, and backoff peers using this command.

o Use the clear security ike peers command to clear the IKE peers that are backed off, blocked, failed or
in progress. For more details, see clear security ike peers.

¢ To delete an existing IKE security association with peers that needs to be blocked from further
communications, use the clear security ike security-associations command. For more details, see clear
security ike security-associations.

e The iked system log (syslog) messages /KE. GATEWAY PEER_BLOCKED,
IKE_GATEWAY _PEER_BACKOFF and IKE_GATEWAY PEER_FAILED provide details about the
blocked, backed-off, and failed IKE negotiations with the remote peers, respectively.

e For additional security, Junos OS provides services to users for protection against packet-based
system attacks such as filtering, session count, and rate limiting. For more details, see the show
firewall command and the ids-option statement at the [edit security screen ids-option screen-name)
hierarchy level.

Configure Protection Against IKE DDoS Attacks

SUMMARY IN THIS SECTION
See this section to understand how to configure Configure the IKE Session for Half Open IKE
protection against DDoS attacks on IKE protocol. SAs | 70

Configure the IKE Session for Full Open IKE
SAs | 73

Configure the IKE Session Blocklists | 74



Preprequisites

Before configuring protection against the IKE DDoS attacks, ensure that you meet the following
prerequisites:

e SRX Series Firewall that supports junos-ike package to run the IPsec VPN service using the iked
process.

e SRX Series Firewall that serves as the local endpoint (the responder) is reachable to the remote IKE
peer (the initiator).

e An IKE policy that can associate an IKE blocklist.

Following actions are involved in configuring protection against the IKE DDoS attacks:
e Manage the incoming half open IKE SAs.

e Manage the incoming full open IKE SAs.

e Configure multiple blocking methods in order to block the incoming IKE sessions from various peers
and associate one of the blocklists with an IKE peer.

See the following tasks to configure these actions.

Configure the IKE Session for Half Open IKE SAs

IN THIS SECTION

Overview | 70

Configuration | 71

Overview

Ensure you meet all the prerequisites discussed above.

In this section, you'll see how to configure the timeouts, maximum count and thresholds for the half
open IKE SAs. The configuration changes are applicable to the new sessions, while the existing sessions
continue to use the default values when not configured explicitly earlier. The scope of these
configurations at the [edit security ike session half-open] hierarchy level is applicable at global level and
not per peer level.



Configuration

o To set the responder lifetime parameter using the option timeout seconds:

[edit]

user@host# set security ike session half-open timeout 150

During this period, the responder does not allow the configuration of half open IKE SAs till it reaches
the timeout duration. The initiator can continue to have 60 seconds timeout duration irrespective of
the responder's configuration.

e To set the responder maximum count parameter using the option max-count value:

[edit]
user@host# set security ike session half-open max-count 1000

The option sets the maximum numbers of half open IKE sessions on the responder. The default value
is 300, if you do not specify. The max-countconfiguration disables all thresholds. In such cases, you
need to expliclty configure thresholds to enforce them.

e Specify the different types of actions using the option threshold when the responder's session count
reaches the limit.

e To set the minimum number of half open IKE sessions to enforce cookie action using the option
send-cookie count.

[edit]
user@host# set security ike session half-open threshold send-cookie 500

This specifies the threshold limit from which the responder requests the remote peers to retry the
session initiation with a cookie sent back to the peer in the initial response. Here, when the half
open IKE session count limit reaches 500, the iked process employs a cookie mechanism for the
new IKE sessions.

e To set the minimum number of half open IKE sessions to enforce reduced timeout action using

the option reduced-timeout count timeout seconds:

[edit]
user@host# set security ike session half-open threshold reduce-timeout 600 timeout 100



This specifies the limit from which the iked process reduces the lifetime of the new half open IKE
SAs. Once the half open responder IKE session count reduces below the threshold, the half open
responder IKE sessions use the default timeout value again.

o To set the option discard-duplicate in order to discard the duplicate half open IKE sessions without
sending response back to the initiator:

[edit]
user@host# set security ike session half-open discard-duplicate

For a duplicate session initiation request (SA_INIT) that comes from the same peer, with a different
initiator cookie for which there is no IKE SA while the negotiation is in progress, the responder
discards the packet.

e You can set the backoff timeouts using the option backoff-timeouts.

This gives some time for the remote peer to back off in the event of a session initiation failure,
ensuring that the same peer cannot initiate a new session during that period. After the backoff
timeout, the peer can initiate a new session. The session initiation can fail at two phases—the
initialization phase and the authentication phase.

¢ To set the backoff timeout when there's a failure during the IKE_AUTH phase using the option

backoff-timeouts auth-phase-failure value:

[edit]
user@host# set security ike session half-open backoff-timeouts auth-phase-failure 150

When you configure auth-phase-failure, any remote peer that is blocklisted, backsoff even when
you do not configure backoff as an action for the target blocklist rule. The timeout for the backoff
is the one configured for auth-phase-failure. In this example, the device initiates a new session after
150 seconds. To overwrite this backoff timeout for a particular rule, you can explicitly configure
the backoff action for the blocklist rule mentioning the timeout at the [edit security ike blocklists

blocklist1 rule rule-name then backoff timeout-value]l hierarchy level.

e To set the backoff timeout when there's a failure during the SA_INIT phase using the option

backoff-timeouts init-phase-failure valve:

[edit]
user@host# set security ike session half-open backoff-timeouts init-phase-failure 160

In this example, the device initiates a new session after 160 seconds.



Configure the IKE Session for Full Open IKE SAs
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Overview

Ensure you meet all the prerequisites discussed above.

In this section, you'll see how to configure various incoming request rates for the full open IKE SAs using
the option incoming-exchange-max-rates at the [edit security ike session full-open] hierarchy level.

Configuration

Configure the incoming-exchange-max-rates option to set the maximum rates for various exchanges initiated
by the remote peer after establishing an IKE SA. You can configure three types of exchange rates—IKE
rekey, IPsec rekey and keepalive (also known as Dead Peer Detection).

e To set the incoming peer initiated IKE rekey maximum rate using the option incoming-exchange-max-rates

ike-rekey value:

[edit]
user@host# set security ike session full-open incoming-exchange-max-rates ike-rekey 200/60

The option is applicable to IKEv2 rekey on a per peer basis with an existing peer where an IKE SA is
already present.

e To set the incoming peer initiated IPsec SA rekey maximum rate using the option incoming-exchange-max-

rates ipsec-rekey value:

[edit]
user@host# set security ike session full-open incoming-exchange-max-rates ipsec-rekey 100/60

The limit is applicable on a per tunnel basis.



e To set the incoming peer initiated keepalive maximum rate using the option incoming-exchange-max-rates
keepalive value:

[edit]
user@host# set security ike session full-open incoming-exchange-max-rates keepalive 60/60

The limit is applicable on a per peer basis.

Configure the IKE Session Blocklists
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Overview

Ensure you meet all the prerequisites discussed above.

To block an incoming IKE session from peers based on the peer IKE ID, you need to configure one or
more blocklists. Each blocklist contains one or more rules. Each rule has a match criteria and an action.

Consider the following criteria when configuring the blocklists:

o Blocklist rules are applicable on the new IKE SAs that are being negotiated and doesn't affect the
existing IKE SAs. At the peer authentication stage, the device applies the blocklist rules.

e The order of application of the rules is dependent on the sequence in which these rules are listed.

e Configure the match criteria based on the role (initiator or responder), an ID type (IPv4 or IPvé
address, hostname, distinguished name, email ID, or a key ID) and an ID pattern which is a regular
expression to match the IKE ID.

e You can configure each rule with an ID type. This allows you to configure different IKE IDs for
different rules within the same blocklist.

e Configure an action to either discard or reject the peer connection. Based on the match, the device
applies an action. Optionally, you can set the backoff timer with these actions.

o Refer the blocklist in the IKE policy which is associated to the IKE gateway.



e Each IKE gateway supports only one type of remote IKE ID type. If you attach a blocklist to a
gateway and configure it with rules containing different IKE IDs, the gateway will apply and match
only the rules whose IKE ID type is the same as the one configured for the IKE gateway.

e The tunnel setup rate metrices with blocklists that are attached to the IKE gateways is based on the
number of rules configured in the blocklists.

In this section, you'll see how to configure blocklists and associate the blocklist to an IKE policy.

Configuration

e To create a blocklist with multiple rules:

e Create a blocklist.

[edit]
user@host# set security ike blocklists blocklist1 description block_from_remote

e Create one or more rules.

[edit]
user@host# set security ike blocklists blocklist1 rule rulel description rule_1
user@host# set security ike blocklists blocklist1 rule rule2 description rule_2

You can create multiple such blocklists and its rules.
e To configure the match criteria and specify the action:

e Configure the match criteria for the ru/el in the blocklist block/ist1.

[edit]

user@host# set security ike blocklists blocklist1 rule rulel match role initiator
user@host# set security ike blocklists blocklist1 rule rulel match id-type hostname
user@host# set security ike blocklists blocklist1 rule rulel match id-pattern "peer.*
\.example\.net"

user@host# set security ike blocklists blocklist1 rule rule2 match role initiator
user@host# set security ike blocklists blocklist1 rule rule2 match id-type user-at-hostname
user@host# set security ike blocklists blocklist1 rule rule2 match id-pattern

"hr.example.com"

To configure blocklists using a group of IKE IDs or partial IKE IDs, use the id-pattern valve with a
suffix or prefix. For example, you can use the value *.example.com, when you need to match



hr.example.com, finance.example.com, admin.example.com. In the rule rulel, the device looks for
the hostname that matches the pattern peer. *\.example\.net. Here peer.example.net,
peer.1l.example.net, and peer.uplink.example.net are a few potential matches. In the rule ru/e2,
the device looks for the email address that matches the pattern Ar.example.com. Similarly, you can
configure another match criteria for the other rules based on different id-type or id-pattern. These
patterns use the standard regular expression.

e Specify the action for a match:

[edit]

user@host# set security ike blocklists blocklist1 rule rulel then reject
user@host# set security ike blocklists blocklist1 rule rulel then backoff 60
user@host# set security ike blocklists blocklist1 rule rule2 then discard
user@host# set security ike blocklists blocklist1 rule rule2 then backoff 100

e To associate a blocklist with an IKE peer:

e Configure the blocklist block/ist1 in the IKE policy ike_policy1.

[edit]
user@host# set security ike policy ike_policyl blocklist blocklist1

IKE Protection from DDoS Attacks
session (Security IKE)
blocklists (Security IKE)

Example: Configuring a Device for Peer Certificate Chain Validation
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This example shows how to configure a device for certificate chains used to validate peer devices during
IKE negotiation.

Requirements

Before you begin, obtain the address of the certificate authority (CA) and the information they require
(such as the challenge password) when you submit requests for local certificates.

Overview

IN THIS SECTION

Topology | 77

This example shows how to configure a local device for certificate chains, enroll CA and local

certificates, check the validity of enrolled certificates, and check the revocation status of the peer
device.

Topology

This example shows the configuration and operational commands on Host-A, as shown in Figure 10 on
page 78. A dynamic CA profile is automatically created on Host-A to allow Host-A to download the
CRL from Sales-CA and check the revocation status of Host-B's certificate.



Figure 10: Certificate Chain Example
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The IPsec VPN configuration for Phase 1 and Phase 2 negotiation is shown for Host-A in this example.
The peer device (Host-B) must be properly configured so that Phase 1 and Phase 2 options are
successfully negotiated and security associations (SAs) are established. See "Configuring Remote IKE IDs
for Site-to-Site VPNs" on page 140 for examples of configuring peer devices for VPNs.

Configuration
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To configure a device for certificate chains:

78



Configure CA Profiles

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security pki ca-profile Root-CA ca-identity CA-Root

set security pki ca-profile Root-CA enrollment url http://198.51.100.230:8080/scep/Root/
set security pki ca-profile Root-CA revocation-check crl

set security pki ca-profile Eng-CA ca-identity Eng-CA

set security pki ca-profile Eng-CA enrollment url http://198.51.100.230:8080/scep/Eng/
set security pki ca-profile Eng-CA revocation-check crl

set security pki ca-profile Dev-CA ca-identity Dev-CA

set security pki ca-profile Dev-CA enrollment url http://198.51.100.230:8080/scep/Dev/

set security pki ca-profile Dev-CA revocation-check crl

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure CA profiles:

1. Create the CA profile for Root-CA.

[edit security pki]

user@host# set ca-profile Root-CA ca-identity CA-Root

user@host# set ca-profile Root-CA enrollment url http://198.51.100.230:8080/scep/Root/
user@host# set ca-profile Root-CA revocation-check crl

2. Create the CA profile for Eng-CA.

[edit security pkil

user@host# set ca-profile Eng-CA ca-identity Eng-CA

user@host# set ca-profile Eng-CA enrollment url http://198.51.100.230:8080/scep/Eng/
user@host# set ca-profile Eng-CA revocation-check crl
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3. Create the CA profile for Dev-CA.

[edit security pkil

user@host# set ca-profile Dev-CA ca-identity Dev-CA

user@host# set ca-profile Dev-CA enrollment url http://198.51.100.230:8080/scep/Dev/
user@host# set ca-profile Dev-CA revocation-check crl

Results

From configuration mode, confirm your configuration by entering the show security pki command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

[edit]
user@host# show security pki
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {
url "http:/;/198.51.100.230:8080/scep/Root/";
}
revocation-check {

crl ;

}
ca-profile Eng-CA {
ca-identity Eng-CA;
enrollment {
url "http:/;/198.51.100.230:8080/scep/Eng/";
}
revocation-check {

crl

}
ca-profile Dev-CA {
ca-identity Dev-CA;
enrollment {
url "http:/;/198.51.100.230:8080/scep/Dev/";
}
revocation-check {

crl ;



If you are done configuring the device, enter conmit from configuration mode.
Enroll Certificates

Step-by-Step Procedure

To enroll certificates:

1. Enroll the CA certificates.

user@host> request security pki ca-certificate enroll ca-profile Root-CA

user@host> request security pki ca-certificate enroll ca-profile Eng-CA

user@host> request security pki ca-certificate enroll ca-profile Dev-CA

Type yes at the prompts to load the CA certificate.

2. Verify that the CA certificates are enrolled in the device.

user@host> show security pki ca-certificate ca-profile Root-CA
Certificate identifier: Root-CA
Issued to: Root-CA, Issued by: C = us, O = example, CN = Root-CA
Validity:
Not before: 08-14-2012 22:19
Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(2048 bits)

user@host> show security pki ca-certificate ca-profile Eng-CA
Certificate identifier: Eng-CA
Issued to: Eng-CA, Issued by: C = us, 0 = example, CN = Root-CA
Validity:
Not before: 08-15-2012 01:02



Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(2048 bits)

user@host> show security pki ca-certificate ca-profile Dev-CA
Certificate identifier: Dev-CA
Issued to: Dev-CA, Issued by: C = us, O = example, CN = Eng-CA
Validity:
Not before: 08-15-2012 17:41
Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(2048 bits)

3. Verify the validity of the enrolled CA certificates.

user@host> request security pki ca-certificate verify ca-profile Root-CA

CA certificate Root-CA verified successfully

user@host> request security pki ca-certificate verify ca-profile Eng-CA

CA certificate Eng-CA verified successfully

user@host> request security pki ca-certificate verify ca-profile Dev-CA

CA certificate Dev-CA verified successfully

4. Generate a key pair.

user@host> request security pki generate-key-pair certificate-id Host-A type rsa size 1024

5. Enroll the local certificate.

user@host> request security pki local-certificate enroll certificate-id Host-A ca-
profile Dev-CA challenge-password example domain-name host-a.example.net email host-
a@example.net subject DC=example,CN=Host-A, OU=DEV,0=PKI,L=Sunnyvale, ST=CA,C=US



6. Verify that the local certificate is enrolled in the device.

user@host> show security pki local-certificate
Issued to: Host-A, Issued by: C = us, 0 = example, CN = Dev-CA
Validity:
Not before: 09-17-2012 22:22
Not after: 08-13-2017 22:19
Public key algorithm: rsaEncryption(1024 bits)

7. Verify the validity of the enrolled local certificate.

user@host> request security pki local-certificate verify certificate-id Host-A

Local certificate Host-A verification success

8. Check the CRL download for configured CA profiles.

user@host> show security pki crl
CA profile: Root-CA
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN
Effective date: 09- 9-2012 13:08
Next update: 09-21-2012 02:55

Root-CA

CA profile: Eng-CA
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN = Eng-CA
Effective date: 08-22-2012 17:46
Next update: 10-24-2015 03:33

CA profile: Dev-CA
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN = Dev-CA
Effective date: 09-14-2012 21:15
Next update: 09-26-2012 11:02



Configure IPsec VPN Options

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ike_cert_prop_01 authentication-method rsa-signatures
set security ike proposal ike_cert_prop_01 dh-group group5

set security ike proposal ike_cert_prop_01 authentication-algorithm shail

set security ike proposal ike_cert_prop_01 encryption-algorithm aes-256-cbc

set security ike policy ike_cert_pol_01 mode main

set security ike policy ike_cert_pol_01 proposals ike_cert_prop_01

set security ike policy ike_cert_pol_01 certificate local-certificate Host-A
set security ike gateway ike_cert_gw_01 ike-policy ike_cert_pol_01

set security ike gateway ike_cert_gw_01 address 192.0.2.51

set security ike gateway ike_cert_gw_01 external-interface ge-0/0/1.0

set security ike gateway ike_cert_gw_01 local-identity 192.0.2.31

set security ipsec proposal ipsec_prop_01 protocol esp

set security ipsec proposal ipsec_prop_01 authentication-algorithm hmac-sha1-96
set security ipsec proposal ipsec_prop_01 encryption-algorithm 3des-chc

set security ipsec proposal ipsec_prop_01 lifetime-seconds 300

set security ipsec policy ipsec_pol_01 proposals ipsec_prop_01

set security ipsec vpn ipsec_cert_vpn_01 bind-interface st0.1

set security ipsec vpn ipsec_cert_vpn_01 ike gateway ike_cert_gw_01

set security ipsec vpn ipsec_cert_vpn_01 ike ipsec-policy ipsec_pol_01

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec VPN options:

1. Configure Phase 1 options.

[edit security ike proposal ike_cert_prop_01]
user@host# set authentication-method rsa-signatures
user@host# set dh-group group5

user@host# set authentication-algorithm shati
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user@host# set encryption-algorithm aes-256-chc
[edit security ike policy ike_cert_pol_01]
user@host# set mode main

user@host# set proposals ike_cert_prop_o1
user@host# set certificate local-certificate Host-A
[edit security ike gateway ike_cert_gw_01]
user@host# set ike-policy ike_cert_pol_01
user@host# set address 192.0.2.51

user@host# set external-interface ge-0/0/1.0
user@host# set local-identity 192.0.2.31

2. Configure Phase 2 options.

[edit security ipsec proposal ipsec_prop_01]
user@host# set protocol esp

user@host# set authentication-algorithm hmac-shal-96
user@host# set encryption-algorithm 3des-chc
user@host# set lifetime-seconds 300

[edit security ipsec policy ipsec_pol_01]
user@host# set proposals ipsec_prop_01

[edit security ipsec vpn ipsec_cert_vpn_01]
user@host# set bind-interface st0.1
user@host# set ike gateway ike_cert_gw_0o1
user@host# set ike ipsec-policy ipsec_pol_01

Results

From configuration mode, confirm your configuration by entering the show security ike and show security
ipsec commands. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

[edit]

user@host# show security ike

proposal ike_cert_prop_01 {
authentication-method rsa-signatures;
dh-group group5;
authentication-algorithm shat;

encryption-algorithm aes-256-cbc;

policy ike_cert_pol_01 {



mode main;

proposals ike_cert_prop_01;

certificate {
local-certificate Host-A;

}
gateway ike_cert_gw_01 {
ike-policy ike_cert_pol_01;
address 192.0.2.51;
external-interface ge-0/0/1.0;
}
[edit]
user@host# show security ipsec
proposal ipsec_prop_01 {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm 3des-cbc;

lifetime-seconds 300;

policy ipsec_pol_01 {
proposals ipsec_prop_01;
}
vpn ipsec_cert_vpn_01 {
bind-interface st0.1;
ike {
gateway ike_cert_gw_01;

ipsec-policy ipsec_pol_01;

If you are done configuring the device, enter commit from configuration mode.

Verification
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If certificate validation is successful during IKE negotiation between peer devices, both IKE and IPsec
security associations (SAs) are established.

The IKE SA is UP if the certificate is valid. The IKE SA is DOWN and IPSEC SA is formed if the certificate
is revoked, only if revocation check is configured on the peer device

Verifying IKE Phase 1 Status

Purpose

Verify the IKE Phase 1 status.

Action

Enter the show security ike security-associations command from operational mode.

user@host> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
2090205 DOWN 285feach50824495 59fca3f72b64dal@ Main 192.0.2.51

Verifying IPsec Phase 2 Status

Purpose

Verify the IPsec Phase 2 status.

Action

Enter the show security ipsec security-associations command from operational mode.

user@host> show security ipsec security-associations
Total active tunnels: 1
1D Algorithm SPI Life:sec/kb Mon vsys Port Gateway
<131073 ESP:3des/shal a4756de9 207/ unlim - root 500 192.0.2.51
>131073 ESP:3des/shal 353bacd3 207/ unlim - root 500 192.0.2.51



IKE and IPsec SA Failure for a Revoked Certificate

IN THIS SECTION
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Checking for Revoked Certificates

Problem

If certificate validation fails during IKE negotiation between peer devices, check to make sure that the
peer’s certificate has not been revoked. A dynamic CA profile allows the local device to download the
CRL from the peer's CA and check the revocation status of the peer’s certificate. To enable dynamic CA
profiles, the revocation-check crl option must be configured on a parent CA profile.

Solution

To check the revocation status of a peer’s certificate:

1. Identify the dynamic CA profile that will show the CRL for the peer device by entering the show
security pki crl command from operational mode.

user@host> show security pki crl
CA profile: Root-CA
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN
Effective date: 09- 9-2012 13:08
Next update: ©09-21-2012 02:55

Root-CA

CA profile: Eng-CA
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN = Eng-CA
Effective date: 08-22-2012 17:46
Next update: 10-24-2015 03:33

CA profile: Dev-CA
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN = Dev-CA
Effective date: 09-14-2012 21:15



Next update: 09-26-2012 11:02

CA profile: dynamic-001
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN = Sales-CA
Effective date: 09-14-2012 21:15
Next update: 09-26-2012 11:02

The CA profile dynamic-001 is automatically created on Host-A so that Host-A can download the CRL
from Host-B’s CA (Sales-CA) and check the revocation status of the peer’s certificate.

2. Display CRL information for the dynamic CA profile by entering the show security pki crl ca-profile
dynamic-001 detail command from operational mode.

Enter

user@host> show security pki crl ca-profile dynamic-001 detail
CA profile: dynamic-001
CRL version: V00000001
CRL issuer: C = us, 0 = example, CN = Sub11
Effective date: 09-19-2012 17:29
Next update: 09-20-2012 01:49
Revocation List:
Serial number Revocation date
10647C84 09-19-2012 17:29 UTC

Host-B'’s certificate (serial number 10647084) has been revoked.

SEE ALSO

Basic Elements of PKI in Junos OS

Understanding Certificate Authority Profiles
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IKEv2 Fragmentation
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Message Fragmentation

IKEv2 message fragmentation, as described in RFC 7383, Internet Key Exchange Protocol Version 2
(IKEv2) Message Fragmentation, allows IKEv2 to operate in environments where IP fragments might be
blocked and peers would not be able to establish an IPsec security association (SA). IKEv2 fragmentation
splits a large IKEv2 message into a set of smaller ones so that there is no fragmentation at the IP level.
Fragmentation takes place before the original message is encrypted and authenticated, so that each
fragment is separately encrypted and authenticated. On the receiver, the fragments are collected,
verified, decrypted, and merged into the original message.

For IKEv2 fragmentation to occur, both VPN peers mustindicate fragmentation support by including the
IKEV2_FRAGMENTATION_SUPPORTED notification payload in the IKE_SA_INIT exchange. If both
peers indicate fragmentation support, it is up to the initiator of the message exchange to determine
whether or not IKEv2 fragmentation is used.

On SRX Series Firewalls, a maximum of 32 fragments are allowed per IKEv2 message. If the number of
IKEv2 message fragments to be sent or received exceeds 32, the fragments are dropped and the tunnel
is not established. Retransmission of individual message fragments is not supported

Configuration

On SRX Series Firewalls, IKEv2 fragmentation is enabled by default for IPv4 and IPv6 messages. To
disable IKEv2 fragmentation, use the disable statement at the [edit security ike gateway gateway-name
fragmentation] hierarchy level. You can also use the size statement to configure the size of the packet at
which messages are fragmented; the packet size ranges from 500 to 1300 bytes. If size is not configured,
the default packet size is 576 bytes for IPv4 traffic and 1280 bytes for IPvé traffic. An IKEv2 packet that
is larger than the configured packet size is fragmented.

After IKEv2 fragmentation is disabled or enabled or the packet fragment size is changed, the VPN
tunnels that are hosted on the IKE gateway are brought down and IKE and IPsec SAs are renegotiated.



Caveats

The following features are not supported with IKEv2 fragmentation:
e Path MTU Discovery.

e SNMP.

SEE ALSO

‘ Certificate Authority Profiles

IKE Policy with a Trusted CA

This example shows how to bind a trusted CA server to an IKE policy of the peer.

Before you begin, you must have a list of all the trusted CAs you want to associate with the IKE policy of
the peer.

You can associate an IKE policy to a single trusted CA profile or a trusted CA group. For establishing a
secure connection, the IKE gateway uses the IKE policy to limit itself to the configured group of CAs (ca-
profiles) while validating the certificate. A certificate issued by any source other than the trusted CA or
trusted CA group is not validated. If there is a certificate validation request coming from an IKE policy
then the associated CA profile of the IKE policy will validate the certificate. If an IKE policy is not
associated with any CA then by default the certificate is validated by any one of the configured CA
profiles.

In this example, a CA profile named root-ca is created and a root-ca-identity is associated to the profile.

You can configure a maximum of 20 CA profiles that you want to add to a trusted CA group. You cannot
commit your configuration if you configure more than 20 CA profiles in a trusted CA group.

1. Create a CA profile and associate a CA identifier to the profile.

[edit]
user@host# set security pki ca-profile root-ca ca-identity root-ca
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2. Define an IKE proposal and the IKE proposal authentication method.

[edit]
user@host# set security ike proposal ike_prop authentication-method rsa-signatures

3. Define the Diffie-Hellman group, authentication algorithm, an encryption algorithm for the IKE
proposal.

[edit]

user@host# set security ike proposal ike_prop dh-group group2

user@host# set security ike proposal ike_prop authentication-algorithm sha-256
user@host# set security ike proposal ike_prop encryption-algorithm aes-256-chc

4. Configure an IKE policy and associate the policy with the IKE proposal.

[edit]

user@host# set security ike policy ike_policy proposals ike_prop

5. Configure a local certificate identifier for the IKE policy.

[edit]
user@host# set security ike policy ike_policy certificate local-certificate SPOKE

6. Define the CA to be used for the IKE policy.

[edit]
user@host# set security ike policy ike_policy certificate trusted-ca ca-profile root-ca

To view the CA profiles and the trusted CA groups configured on your device, run show security pki
command.

user@host# show security ike
proposal ike_prop {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;

}

policy ike_policy {



proposals ike_prop;
certificate {
local-certificate SPOKE;

trusted-ca ca-profile root-ca;

The show security ike command displays the CA profile group under the IKE policy named ike_policy and
the certificate associated with the IKE policy.

SEE ALSO

‘ Basic Elements of PKI in Junos OS

Configuring Establish-Tunnel Responder-only in IKE

This topic shows how to configure establish-tunnels responder-only in Internet Key Exchange (IKE).
Initiate the tunnels from the remote peer and send the traffic through all the tunnels. Specifies when IKE
is activated.

On SRX Series Firewalls the establish-tunnels option supports the responder-only and responder-only-no-rekey
values under the [edit security ipsec vpn von-name] hierarchy-level.

These options are supported only on a site-to-site VPN. These option are not supported on Auto VPN.

The responder-only and responder-only-no-rekey options does not establish any VPN tunnel from the device,
so the VPN tunnel is initiated from the remote peer. When you configure responder-only, an established
tunnel rekeys both IKE and IPsec based on the configured IKE and IPsec lifetime values. When you
configure responder-only-no-rekey, an established tunnel does not rekey from the device and relies on the
remote peer to initiate rekey. If the remote peer does not initiate rekey, then the tunnel teardown occurs
after hard-lifetime expires.

Before you begin:
e Understand how to establish an AutoKey IKE IPsec tunnel. Read "IPsec Overview" on page 12.
To configure establish-tunnel responder-only in IKE:

1. Configure establish-tunnel responder-only

user@host# set security ipsec vpn S2S_VPN establish-tunnel responder-only
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2. Confirm your configuration by entering the show security ipsec vpn IPSEC_VPN command.

user@host# show security ipsec vpn IPSEC_VPN
bind-interface st0.1;
ike {
gateway IKE_GW;
ipsec-policy IPSEC_POL;
}

establish-tunnels responder-only;

3. Configure establish-tunnel responder-only-no-rekey

user@host# set security ipsec vpn S2S_VPN establish-tunnel responder-only-no-rekey

4. Confirm your configuration by entering the show security ipsec vpn IPSEC_VPN command.

user@host# show security ipsec vpn IPSEC_VPN
bind-interface st0.1;
ike {
gateway IKE_GW;
ipsec-policy IPSEC_POL;
}

establish-tunnels responder-only-no-rekey;
In case of multiple VPN objects, the Responder-only mode will take precedence. If any of the VPN in

a gateway is configured with responder-only mode, all VPN's in the gateway must be configured with
the responder-only mode.

Platform-Specific IKEv2 Responder Only Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behaviors for your platforms.
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Table 6: Platform-Specific Behavior

Platform

SRX Series °

Difference
On SRX5000 line that support IKEv2 responder-only and responder-only-no-rekey
values in establish-tunnels option:

e The firewall supports the options with an SPC3 card only.

e The firewall supports the options if the junos-ike package is installed for IPsec
VPN service with the iked process.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release

24.4R1

23.4R1

20.3R1

20.1R1

20.1R1

19.1R1

18.1R1

Description

Support for signature authentication in IKEv2 protocol is introduced in Junos OS Release 24.4R1.

Support for IKE protection from DDoS attacks is introduced in Junos OS Release 23.4R1.

Support for IKEv2 configuration payload improvements on SRX5000 line and vSRX Virtual Firewall
running the iked process is added in Junos OS Release 20.3R1.

Support for IKEv2 configuration payload feature with point-to-point interfaces on SRX5000 line and
VSRX Virtual Firewall running the iked process is introduced in Junos OS Release 20.1R1.

Support for a common password configuration in IKEv2 configuration payload requests for an IKE
gateway is introduced in Junos OS Release 20.1R1.

Support for responder-only and responder-only-no-rekey values in the establish-tunnels option at the

[edit security ipsec vpn vpn-name] hierarchy-level is introduced on SRX5000 line in Junos OS Release
19.1R1.

Starting with Junos OS Release 18.1R1, validation of a configured IKE peer can be done with a specified
CA server or group of CA servers.

Certificate Authority
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IPsec VPN Overview

SUMMARY

Read this topic to know about the IKE and IPsec
packet processing, and IPsec VPN topologies on SRX
Series Firewalls. Learn about the services processing
cards, cryptographic acceleration, routing protocols
support, and the iked process support.
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A VPN is a private network that uses a public network to connect two or more remote sites. Instead of
using dedicated connections between networks, VPNs use virtual connections routed (tunneled)
through public networks. IPsec VPN is a protocol, consists of set of standards used to establish a VPN

connection.

A VPN provides a means by which remote computers communicate securely across a public WAN such

as the Internet.

A VPN connection can link two LANSs (site-to-site VPN) or a remote dial-up user and a LAN. The traffic
that flows between these two points passes through shared resources such as routers, switches, and



other network equipment that make up the public WAN. To secure VPN communication while passing
through the WAN, the two participants create an IPsec tunnel.

The term tunne/does not denote tunnel mode (see "Packet Processing in Tunnel Mode" on page 104).
Instead, it refers to the IPsec connection.

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific IPsec VPN Behavior" on page 114 section for notes related to your
platform.

See the "Additional Platform Information" on page 116 section for more information.

IPsec VPN Topologies on SRX Series Firewalls

The following are some of the IPsec VPN topologies that Junos operating system (OS) supports:

e Site-to-site VPNs—Connects two sites in an organization together and allows secure communications
between the sites.

e Hub-and-spoke VPNs—Connects branch offices to the corporate office in an enterprise network. You
can also use this topology to connect spokes together by sending traffic through the hub.

o Remote access VPNs—Allows users working at home or traveling to connect to the corporate office
and its resources. This topology is sometimes referred to as an end-to-site tunnel.

SEE ALSO

‘ Example: Configuring a Hub-and-Spoke VPN | 150

Comparing Policy-Based and Route-Based VPNs

SUMMARY

Read this topic to understand the differences between policy-based and route-based VPNs.


https://apps.juniper.net/feature-explorer/feature/105?fn=IPsec%20VPN

It is important to understand the differences between policy-based and route-based VPNs and why one

might be preferable to the other.

Table 7 on page 98 lists the differences between route-based VPNs and policy-based VPNs.

Table 7: Differences Between Route-Based VPNs and Policy-Based VPNs

Route-Based VPNs

With route-based VPNs, a policy does not
specifically reference a VPN tunnel.

The policy references a destination address.

The number of route-based VPN tunnels that
you create is limited by the number of route
entries or the number of stO interfaces that the
device supports, whichever number is lower.

Route-based VPN tunnel configuration is a good
choice when you want to conserve tunnel
resources while setting granular restrictions on
VPN traffic.

With a route-based approach to VPNs, the
regulation of traffic is not coupled to the means
of its delivery. You can configure dozens of
policies to regulate traffic flowing through a
single VPN tunnel between two sites, and only
one IPsec SA is at work. Also, a route-based VPN
configuration allows you to create policies
referencing a destination reached through a VPN
tunnel in which the action is deny.

Policy-Based VPNs

With policy-based VPN tunnels, a tunnel is treated as an
object that, together with source, destination, application,
and action, constitutes a tunnel policy that permits VPN
traffic.

In a policy-based VPN configuration, a tunnel policy
specifically references a VPN tunnel by name.

The number of policy-based VPN tunnels that you can create
is limited by the number of policies that the device supports.

With a policy-based VPN, although you can create numerous
tunnel policies referencing the same VPN tunnel, each tunnel
policy pair creates an individual IPsec security association
(SA) with the remote peer. Each SA counts as an individual
VPN tunnel.

In a policy-based VPN configuration, the action must be
permit and must include a tunnel.



Table 7: Differences Between Route-Based VPNs and Policy-Based VPNs (Continued))

Route-Based VPNs

Route-based VPNs support the exchange of
dynamic routing information through VPN
tunnels. You can enable an instance of a dynamic
routing protocol, such as OSPF, on an stO
interface that is bound to a VPN tunnel.

Route-based configurations are used for hub-
and-spoke topologies.

With route-based VPNs, a policy does not
specifically reference a VPN tunnel.

Route-based VPNs do not support remote-access
(dial-up) VPN configurations.

Route-based VPNs might not work correctly with
some third-party vendors.

When the security device does a route lookup to
find the interface through which it must send
traffic to reach an address, it finds a route via a
secure tunnel interface (st@) , which is bound to a
specific VPN tunnel.

With a route-based VPN tunnel, you can
consider a tunnel as a means for delivering traffic,
and can consider the policy as a method for
either permitting or denying the delivery of that
traffic.

Route-based VPNs support NAT for stO
interfaces.

Policy-Based VPNs

The exchange of dynamic routing information is not
supported in policy-based VPNs.

Policy-based VPNs cannot be used for hub-and-spoke
topologies.

When a tunnel does not connect large networks running
dynamic routing protocols and you do not need to conserve
tunnels or define various policies to filter traffic through the
tunnel, a policy-based tunnel is the best choice.

Policy-based VPN tunnels are required for remote-access
(dial-up) VPN configurations.

Policy-based VPNs might be required if the third party
requires separate SAs for each remote subnet.

With a policy-based VPN tunnel, you can consider a tunnel
as an element in the construction of a policy.

Policy-based VPNs cannot be used if NAT is required for
tunneled traffic.

Proxy ID is supported for both route-based and policy-based VPNs. Route-based tunnels also offer the

usage of multiple traffic selectors also known as multi-proxy ID. A traffic selector is an agreement
between IKE peers to permit traffic through a tunnel, if the traffic matches a specified pair of local and



remote IP address prefix, source port range, destination port range, and protocol. You define a traffic
selector within a specific route-based VPN, which can result in multiple Phase 2 IPsec SAs. Only traffic
that conforms to a traffic selector is permitted through an SA. The traffic selector is commonly required

when remote gateway devices are non-Juniper Networks devices.

SEE ALSO

Example: Configuring a Route-Based VPN | 487
Example: Configuring a Policy-Based VPN | 354

Comparison of Policy-Based VPNs and Route-Based VPNs

Table 8 on page 100 summarizes the differences between policy-based VPNs and route-based VPNs.

Table 8: Comparison Between Policy-Based VPNs and Route-Based VPNs

Policy-Based VPNs

In policy-based VPN, a tunnel is treated as an
object that, together with source, destination,
application, and action, constitutes a tunnel
policy that permits VPN traffic.

A tunnel policy specifically references a VPN
tunnel by name.

The number of policy-based VPN tunnels that
you can create is limited by the number of tunnels
that the device supports.

With a policy-based VPN, although you can
create numerous tunnel policies referencing the
same VPN tunnel, each tunnel policy pair creates
an individual IPsec SA with the remote peer. Each
SA counts as an individual VPN tunnel.

Route-Based VPNs

In route-based VPNSs, a policy does not specifically reference
a VPN tunnel.

A route determines which traffic is sent through the tunnel
based on a destination IP address.

The number of route-based VPN tunnels that you create is
limited by the number of stO interfaces (for point-to-point
VPNs) or the number of tunnels that the device supports,
whichever is lower.

Because the route, not the policy, determines which traffic
goes through the tunnel, multiple policies can be supported
with a single SA or VPN.



Table 8: Comparison Between Policy-Based VPNs and Route-Based VPNs (Continued)

Policy-Based VPNs

In a policy-based VPN, the action must be permit
and must include a tunnel.

The exchange of dynamic routing information is
not supported in policy-based VPNs.

If you need more granularity than a route can
provide to specify the traffic sent to a tunnel,
using a policy-based VPN with security policies is
the best choice.

With a policy-based VPN tunnel, you can
consider a tunnel as an element in the
construction of a policy.

Route-Based VPNs

In a route-based VPN, the regulation of traffic is not coupled
to the means of its delivery.

Route-based VPNs support the exchange of dynamic routing
information through VPN tunnels. You can enable an
instance of a dynamic routing protocol, such as OSPF, on an
stO interface that is bound to a VPN tunnel.

Route-based VPNs uses routes to specify the traffic sent to
a tunnel; a policy does not specifically reference a VPN
tunnel.

When the security device does a route lookup to find the
interface through which it must send traffic to reach an
address, it finds a route through a secure tunnel (stO)
interface.

With a route-based VPN tunnel, you can consider a tunnel
as a means for delivering traffic, and can consider the policy
as a method for either permitting or denying the delivery of
that traffic.

Shared Point-to-Point stO Interface

SUMMARY

In this topic, you'll learn about sharing the point-to-
point stO logical interface between multiple VPN

objects.

IN THIS SECTION

Benefits | 102
Limitations | 102

Sample Configuration | 103



Junos OS supports sharing of point-to-point stO logical interface when you run IPsec VPN service using
the iked process to provide a migration path from the kmd process. You can configure multiple VPNs
objects to share a point-to-point stO interface if you meet the following prerequisites:

¢ You've configured explicit traffic selectors.
¢ You've not used wildcard network mask in your configuration.

Read further to understand the benefits and limitations of shared point-to-point stO interface.

Benefits

¢ Eliminates the logical interface (IFL) limit on stO interface.

e Negotiates multiple security associations (SAs) for a single IKE gateway when you have multiple
subnets.

e Helps migrating policy-based VPNs to route-based VPNs. See Migrate Policy-Based VPNs to Route-
Based VPNSs.

¢ Eliminates the manual management of static routes to the tunnel using auto route insertion (ARI)
with traffic selectors.

e Eliminates the need for next hop tunnel binding (NHTB) as shared stO interface is not just limited to
point-to-multipoint mode.

Limitations

IPsec VPNs cannot share point-to-point stO interface if:

e Proxy ID is configured.

e Explicit traffic selectors are not configured.

e One VPN object has proxy ID configured and the other VPN object has default traffic selector
configured.

o One VPN object has explicit traffic selector configured and the other VPN object has default traffic
selector configured.

e One VPN object has proxy ID configured and the other VPN object has explicit traffic selector
configured.


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-policy-based-ipsec-vpns.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-policy-based-ipsec-vpns.html

Sample Configuration

You can bind the same stO interface in multiple IPsec VPN objects. You can configure two different IKE
gateways with two different IPsec VPN objects binding to the same stO interface.

[edit security ipsec]
user@host# show
vpn vpnl {
bind-interface st0.0;
ike {
gateway gwl;
ipsec-policy ipsec_pol;
}
traffic-selector ts1 {
local-ip 192.168.2.0/24;
remote-ip 10.0.2.0/24;

}
}
vpn vpn2 {
bind-interface st0.0;
ike {
gateway gw2;
ipsec-policy ipsec_pol;
}
traffic-selector ts1 {
local-ip 192.168.3.0/24;
remote-ip 10.0.3.0/24;
}
}
SEE ALSO

Migrate Policy-Based VPNs to Route-Based VPNs


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-policy-based-ipsec-vpns.html

Understanding IKE and IPsec Packet Processing

IN THIS SECTION

Packet Processing in Tunnel Mode | 104

An IPsec VPN tunnel consists of tunnel setup and applied security. During tunnel setup, the peers
establish security associations (SAs), which define the parameters for securing traffic between
themselves. See IPsec Overview. After the tunnel is established, IPsec protects the traffic sent between
the two tunnel endpoints by applying the security parameters defined by the SAs during tunnel setup.
Within the Junos OS implementation, IPsec is applied in tunnel mode, which supports the Encapsulating
Security Payload (ESP) and Authentication Header (AH) protocols.

This topic includes the following sections:

Packet Processing in Tunnel Mode

IPsec operates in one of two modes—transport or tunnel. When both ends of the tunnel are hosts, you
can use either mode. When at least one of the endpoints of a tunnel is a security gateway, such as a
Junos OS router or firewall, you must use tunnel mode. Juniper Networks devices always operate in
tunnel mode for IPsec tunnels.

In tunnel mode, the entire original IP packet—payload and header—is encapsulated within another IP
payload, and a new header is appended to it, as shown in Figure 11 on page 104. The entire original
packet can be encrypted, authenticated, or both. With the Authentication Header (AH) protocol, the AH
and new headers are also authenticated. With the Encapsulating Security Payload (ESP) protocol, the
ESP header can also be authenticated.

Figure 11: Tunnel Mode
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https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-basics.html#id-ipsec-overview

In a site-to-site VPN, the source and destination addresses used in the new header are the IP addresses
of the outgoing interface. See Figure 12 on page 105.

Figure 12: Site-to-Site VPN in Tunnel Mode
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In a dial-up VPN, there is no tunnel gateway on the VPN dial-up client end of the tunnel; the tunnel
extends directly to the client itself (see Figure 13 on page 106). In this case, on packets sent from the
dial-up client, both the new header and the encapsulated original header have the same IP address: that
of the client’s computer.

Some VPN clients, such as the Netscreen-Remote, use a virtual inner IP address (also called a “sticky
address”). Netscreen-Remote enables you to define the virtual IP address. In such cases, the virtual inner
IP address is the source IP address in the original packet header of traffic originating from the client, and
the IP address that the ISP dynamically assigns the dial-up client is the source IP address in the outer
header.
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Figure 13: Dial-Up VPN in Tunnel Mode
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SEE ALSO

Example: Configuring a Policy-Based VPN | 354
Route-Based IPsec VPNs | 486

I Distribution of IKE and IPsec Sessions Across SPUs

Review the "Platform-Specific SPUs VPN Processing Behavior" on page 115 section for notes related to

your platform.

In SRX Series Firewalls, IKE provides tunnel management for IPsec and authenticates end entities. IKE
performs a Diffie-Hellman (DH) key exchange to generate an IPsec tunnel between network devices.
The IPsec tunnels generated by IKE are used to encrypt, decrypt, and authenticate user traffic between
the network devices at the IP layer.



The VPN is created by distributing the IKE and IPsec workload among the multiple Services Processing
Units (SPUs) of the platform. For site-to-site tunnels, the least-loaded SPU is chosen as the anchor SPU.
If multiple SPUs have the same smallest load, any of them can be chosen as an anchor SPU. Here, load
corresponds to the number of site-to-site gateways or manual VPN tunnels anchored on an SPU. For
dynamic tunnels, the newly established dynamic tunnels employ a round-robin algorithm to select the
SPU.

In IPsec, the workload is distributed by the same algorithm that distributes the IKE. The Phase 2 SA for a
given VPN tunnel termination points pair is exclusively owned by a particular SPU, and all IPsec packets
belonging to this Phase 2 SA are forwarded to the anchoring SPU of that SA for IPsec processing.

Multiple IPsec sessions (Phase 2 SA) can operate over one or more IKE sessions. The SPU that is
selected for anchoring the IPsec session is based on the SPU that is anchoring the underlying IKE
session. Therefore, all IPsec sessions that run over a single IKE gateway are serviced by the same SPU
and are not load-balanced across several SPUs.

Table 9 on page 107 shows an example of the firewall with three SPUs running seven IPsec tunnels over
three IKE gateways.

Table 9: Distribution of IKE and IPsec Sessions Across SPUs

SPU IKE Gateway IPsec Tunnel
SPUO IKE-1 IPsec-1
IPsec-2
IPsec-3
SPU1 IKE-2 IPsec-4
IPsec-5
IPsec-6
SPU2 IKE-3 IPsec-7

The three SPUs have an equal load of one IKE gateway each. If a new IKE gateway is created, SPUO,
SPU1, or SPU2 could be selected to anchor the IKE gateway and its IPsec sessions.



Setting up and tearing down existing IPsec tunnels does not affect the underlying IKE session or existing
IPsec tunnels.

Use the following show command to view the current tunnel count per SPU: show security ike tunnel-map.

Use the summary option of the command to view the anchor points of each gateway: show security ike

tunnel-map summary.

VPN Support for Inserting Services Processing Cards

High-end SRX Series Firewalls have a chassis-based distributed processor architecture. The flow
processing power is shared and is based on the number of Services Processing Cards (SPCs). You can
scale the processing power of the device by installing new SPCs.

Review the "Platform-Specific SRX5000 Line SPC Behavior" on page 115 section for notes related to
your platform.

See the "Additional Platform Information for kmd and iked Process in SRX5000 Line" on page 116
section for more information.

In high-end SRX Series chassis cluster, you can insert SPCs on the devices without affecting or
disrupting the traffic on the existing IKE or IPsec VPN tunnels.

You can insert SPC3 or SPC2 card to an existing chassis containing SPC3 card. You can only insert the
cards in a higher slot than the existing SPC3 card on the chassis.

However, existing tunnels cannot use the processing power of the Service Processing Units (SPUs) in the
new SPCs. A new SPU can anchor newly established site-to-site and dynamic tunnels. Newly configured
tunnels are not, however, guaranteed to be anchored on a new SPU.

Site-to-site tunnels are anchored on different SPUs based on a load-balancing algorithm. The load-
balancing algorithm is dependent on number flow threads each SPU is using. Tunnels belonging to the
same local and remote gateway IP addresses are anchored on the same SPU on different flow RT
threads used by the SPU. The SPU with the smallest load is chosen as the anchor SPU. Each SPU
maintains number of flow RT threads that are hosted in that particular SPU. The number of flow RT
threads hosted on each SPU vary based on the type of SPU.

Tunnel load factor = Number of tunnels anchored on the SPU / Total number of flow RT threads used by
the SPU.

Dynamic tunnels are anchored on different SPUs based on a round-robin algorithm. Newly configured
dynamic tunnels are not guaranteed to be anchored on the new SPC.

When both SPC2 and SPC3 cards are installed, you can verify the tunnel mapping on different SPUs
using the show security ipsec tunnel-distribution command.



Use the command show security ike tunnel-map to view the tunnel mapping on different SPUs with only
SPC2 card inserted. The command show security ike tunnel-map is not valid in an environment where SPC2
and SPC3 cards are installed.

Inserting SPC3 Card: Guidelines and Limitations:

e |n a chassis cluster, if one of the nodes has 1 SPC3 card and the other node has 2 SPC3 cards, the
failover to the node that has 1 SPC3 card is not supported.

e You must insert the SPC3 or SPC2 in an existing chassis in a higher slot than a current SPC3 present
in a lower slot.

e For SPC3 ISHU to work, you must insert the new SPC3 card into the higher slot number.

e We do not support SPC3 hot removal.

SEE ALSO

‘ show security ike tunnel-map

IPsec VPN with iked Process

IN THIS SECTION

IPsec VPN Features Not Supported with iked Process | 110

The two processes, iked and ikemd support IPsec VPN features on SRX Series Firewalls. A single
instance of iked and ikemd run on the Routing Engine at a time.

With junos-ike package, the firewall runs IPsec VPN service using the iked process. SRX Series Firewalls
support junos-ike package is multiple releases.

See the "Additional Platform Information for junos-ike Package Support" on page 116 section for more
information.

Both the iked and ikemd processes running on the Routing Engine are available with the junos-ike
package.



To install the junos-ike package on SRX Series Firewall, use the following command:

user@host> request system software add optional://junos-ike.tgz

Verified junos-ike signed by PackageProductionECP256_2022 method ECDSA256+SHA256
Rebuilding schema and Activating configuration...

mgd: commit complete

Restarting MGD ...

WARNING: cli has been replaced by an updated version:
CLI release 20220208.163814_builder.r1239105 built by builder on 2022-02-08 17:07:55 UTC

Restart cli using the new version ? [yes,no] (yes)

To restart the ikemd process in the Routine Engine use the restart ike-config-management command.

To restart the iked process in the Routing Engine use the restart ike-key-management command.

@ NOTE: Disregarding the specified Junos OS release versions when installing the junos-ike
package may result in unsupported features not functioning as expected.

To operate IPsec VPN features using the legacy kmd process on SRX Series Firewalls, run the request
system software delete junos-ike command and reboot the device.

To check the installed junos-ike package, use the following command:

user@host> show version | grep ike

JUNOS ike [20190617.180318_builder_junos_182_x41]
JUNOS ike [20190617.180318_builder_junos_182_x41]

{primary:node@}

IPsec VPN Features Not Supported with iked Process

This section provides a summary of IPsec VPN features that are not supported on the SRX Series
Firewalls.

Table 10 on page 111 summarizes the non-supported IPsec VPN features on SRX Series Firewalls and
vSRX Virtual Firewall running iked process.



Table 10: IPsec VPN Features Not Supported on SRX Series Firewalls

Features Support Availability

AutoVPN Protocol Independent Multicast (PIM) point-to-multipoint No. But support is available on vSRX 3.0
mode.

Configuring forwarding class on IPsec VPNs. No
Group VPN. No
Packet size configuration for IPsec datapath verification. No
Policy-based IPsec VPN. No

Cryptographic Acceleration Support

Review the "Platform-Specific Cryptographic Acceleration Behavior" on page 114 section for notes
related to your platform.

See the "Additional Platform Information for Cryptographic Acceleration Support" on page 116 section
for more information.

Junos OS supports acceleration of cryptographic operations to the hardware cryptographic engine. SRX
Series Firewall can offload DH, RSA, and ECDSA cryptographic operations to the hardware
cryptographic engine.

With junos-ike package, the firewall runs IPsec VPN service using the iked process. The firewall requires
the iked process as the control plane software to install and enable advanced IPsec VPN features. As a
result of junos-ike package the firewall runs the iked and ikemd process on the routing engine by default
instead of IPsec key management daemon (kmd).

The firewalls support hardware acceleration for various ciphers.



SEE ALSO

show security ipsec security-associations

show security ipsec tunnel-distribution

Routing Protocols Support on IPsec VPN Tunnels

See the Table 18 on page 118, Table 19 on page 119, Table 20 on page 120, Table 21 on page 121, Table
22 on page 122, and Table 23 on page 123 in "Additional Platform Information" on page 116 section for
more information.

Junos OS supports routing protocols on IPsec VPN tunnels with SRX Series Firewalls and MX Series
routers with SPC3. Supported protocols include OSPF, BGP, PIM, RIP, and BFD when running the kmd
or iked process. The protocol support varies based on the following:

o |P addressing scheme: IPv4 or IPv6 addresses

e Type of stO interface: point-to-point (P2P) or point-to-multipoint (P2MP)

Anti-Replay Window

Review the "Platform-Specific Antireplay Window Behavior" on page 116 section for notes related to
your platform.

On SRX Series Firewalls, anti-replay-window is enabled by default with a window size value of 64.

To configure the window size, use the new anti-replay-window-size option. An incoming packet is validated
for replay attack based on the anti-replay-window-size that is configured.

You can configure replay-window-size at two different levels:
e Global level—Configured at the [edit security ipsec] hierarchy level.

For example:

[edit security ipsec]
user@host# set anti-replay-window-size <64..8192>;

¢ VPN object—Configured at the [edit security ipsec vpn vpn-name ike] hierarchy level.



For example:

[edit security ipsec vpn vpn-name ike]
user@host# set anti-replay-window-size <64..8192>;

If anti-replay is configured at both levels, the window size configured for a VPN object level takes
precedence over the window size configured at the global level. If anti-replay is not configured, the
window size is 64 by default.

To disable the anti-replay window option on a VPN object, use the set no-anti-replay command at the
[edit security ipsec vpn vpn-name ike] hierarchy level. You cannot disable anti-replay at the global level.

You cannot configure both anti-replay-window-size and no-anti-replay on a VPN object.

SEE ALSO

‘ anti-replay-window-size

Understanding Hub-and-Spoke VPNs

If you create two VPN tunnels that terminate at a device, you can set up a pair of routes so that the
device directs traffic exiting one tunnel to the other tunnel. You also need to create a policy to permit
the traffic to pass from one tunnel to the other. Such an arrangement is known as Aub-and-spoke VPN.
(See Figure 14 on page 114.)

You can also configure multiple VPNs and route traffic between any two tunnels.

SRX Series Firewalls support only the route-based hub-and-spoke feature.
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Figure 14: Multiple Tunnels in a Hub-and-Spoke VPN Configuration
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SEE ALSO

| Example: Configuring a Hub-and-Spoke VPN | 150

I Platform-Specific IPsec VPN Behavior

IN THIS SECTION
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Platform-Specific Antireplay Window Behavior | 116

Use Feature Explorer to confirm platform and release support for specific features.
See the "Additional Platform Information" on page 116 section for more information.

Use the following tables to review platform-specific behaviors for your platforms.


https://apps.juniper.net/feature-explorer/feature/105?fn=IPsec%20VPN

Platform-Specific SPUs VPN Processing Behavior

Table 11: Platform-Specific Behavior

Platform Difference

SRX Series e On SRX5000 line of devices that support SPUs, the firewall distributes the IKE and
IPsec sessions across the multiple SPUs of the platform. See "Distribution of IKE
and IPsec Sessions Across SPUs" on page 106.

Platform-Specific SRX5000 Line SPC Behavior

Table 12: Platform-Specific Behavior

Platform Difference

SRX Series e On SRX5000 line of devices that support SPCs:

e When you insert a new SPC in each chassis of the cluster, the firewall ensures
uninterrupted traffic flow without affecting the existing tunnels.

e Reboot the node after the inserting SPC3 to activate the card. Once the node
finishes rebooting, the firewall distributes IPsec tunnels to the cards.

o The existing IPsec VPN features supported on SRX5K-SPC3 are also supported
when SRX5K-SPC-4-15-320 (SPC2) and SPC3 cards are used in chassis cluster
mode or standalone mode. See "VPN Support for Inserting Services Processing
Cards" on page 108 for more details.

e On SRX5800 chassis cluster, do not insert the SPC3 card in the highest slot
(slot 11) due to the power and heat distribution limit.



Platform-Specific Cryptographic Acceleration Behavior

Table 13: Platform-Specific Behavior

Platform Difference

SRX Series e On SRX Series Firewalls that support cryptographic acceleration:

The firewall supports most of the ciphers when running IPsec VPN service
using the iked process, as listed in Table 17 on page 117.

e SRX Series midrange platforms covering SRX1500, SRX4100, SRX4200 and
SRX4600 Series Firewalls, offloads the DH, RSA, and ECDSA cryptographic
operations to the hardware cryptographic engine on devices that run junos-ike
package.

e On SRX5000 line with SPC3, you must install the junos-ike package for the
iked process.

e On vSRX Virtual Firewall, the data plane CPU thread offloads DH, RSA, and
ECDSA operations. vSRX Virtual Firewalls do not provide hardware
acceleration. See "Cryptographic Acceleration Support" on page 111.

Platform-Specific Antireplay Window Behavior

Table 14: Platform-Specific Behavior

Platform Difference

SRX Series e On SRX Series Firewalls that support antireplay window configuration, you can set

the anti-replay-window size between 64 and 8192 (power of 2) for IPsec VPN
services with the iked process.

Additional Platform Information

Use Feature Explorer to confirm platform and release support for specific features. Additional Platforms
may be supported.


https://apps.juniper.net/feature-explorer/feature/105?fn=IPsec%20VPN

Table 15: Additional Platform Information for kmd or iked Process in SRX5000 Line

Supported Process

iked process

kmd process

SRX5000 Line

Supports two options:

With only SPC3 card installed

With both SPC2 and SPC3 cards installed

With only SPC2 card installed

Table 16: Additional Platform Information for junos-ike Package Support

junos-ike SRX1500
Package
Default 25.2R1
and later
Optional 22.3R1
and later

SRX1600
SRX2300

23.4R1 and
later

SRX4100
SRX4200
SRX4600

25.2R1
and later

22.3R1
and later

SRX4300 SRX4700

24.2R1 24.4R1
and later and later
NA NA

SRX5000
Line with
SPC3

19.4R1
and later
(for RE3)

18.2R1
and later
(for RE2)

Table 17: Additional Platform Information for Cryptographic Acceleration Support

Ciphers = SRX150
0 0

(kmd) (iked)
DH Yes Yes
(Groups
1,2,5,
14)
DH No Yes
(Groups

19, 20)

SRX150 = SRX410

0
SRX420
0
(kmd)

Yes

No

SRX410 SRX460 SRX460 SRX500 VSRX
0 0 0 O Line 3.0
SRX420 (kmd) (iked) with (kmd)
0 SPC3
(iked) (iked)
Yes Yes Yes Yes Yes
Yes No Yes Yes Yes

VSRX 3.0

25.2R1
and later

20.3R1
and later

VSRX
3.0
(iked)

Yes

Yes



Table 17: Additional Platform Information for Cryptographic Acceleration Support (Continued)

Ciphers = SRX150 @SRX150 SRX410 SRX410 SRX460 SRX460 & SRX500 VSRX VSRX

0 0 0 0 0 0 O Line 3.0 3.0
(kmd) (iked) SRX420 @ SRX420 (kmd) (iked) with (kmd) (iked)
0 0 SPC3
(kmd) (iked) (iked)
DH No Yes No Yes No Yes Yes Yes Yes
(Groups
15, 16)
DH No Yes No Yes No Yes Yes Yes Yes
Group
21
DH Yes Yes Yes Yes Yes Yes No No No
Group
24
RSA Yes Yes Yes Yes Yes Yes Yes Yes Yes
ECDSA No Yes No Yes No Yes Yes Yes Yes
(256,
384,
521)

Table 18: Additional Platform Information for OSPF Support on IPsec VPN

OSPF on IPsec SRX300  SRX550 SRX150 SRX410 SRX500 SRX500 = VSRX MX-
VPN SRX320  HM 0 0 Oline  OlLine 30 SPC3
SRX420  with with
SRX340 0 SPC3  Mixed-
SRX345 SRX460  SRX500 Mode
SRX380 0 Oline  (SPC3+S
with PC2)
SPC2
stO in With Yes Yes Yes Yes Yes Yes Yes Yes
P2P IPv4

address



Table 18: Additional Platform Information for OSPF Support on IPsec VPN (Continued))

OSPF on IPsec
VPN

With
IPvé6
address

With
IPv4
address

stOin
P2MP

With
IPvé
address

SRX300
SRX320

SRX340
SRX345
SRX380

No

Yes

No

SRX550
HM

No

Yes

No

SRX150
0

No

Yes

No

SRX410
0]
SRX420
0
SRX460
0]

No

Yes

No

SRX500
O Line
with
SPC3
SRX500
O Line
with
SPC2

No

Yes

No

SRX500
O Line
with
Mixed-
Mode
(SPC3+S
PC2)

No

Yes

No

Table 19: Additional Platform Information for OSPv3 Support on IPsec VPN

OSPFv3 on IPsec
VPN

stOin With

P2p IPv4
address
With
IPvé

address

SRX300
SRX320

SRX340
SRX345
SRX380

No

Yes

SRX550
HM

No

Yes

SRX150
0

No

Yes

SRX410
0
SRX420
0]
SRX460
0

No

Yes

SRX500
O Line
with
SPC3
SRX500
O Line
with
SPC2

No

Yes

SRX500
O Line
with
Mixed-
Mode
(SPC3+
SPC2)

No

Yes

VSRX
3.0

No

Yes

No

VSRX
3.0

No

Yes

MX-
SPC3

No

Yes

No

SPC3

No

Yes



Table 19: Additional Platform Information for OSPv3 Support on IPsec VPN (Continued)

OSPFv3 on IPsec

VPN

stOin
P2MP

Table 20: Additional Platform Information for BGP Support on IPsec VPN

BGP on IPsec VPN

stOin
P2p

stOin
P2MP

With
IPv4
address

With
IPvé
address

With
IPv4
address

With
IPvé
address

With
IPv4
address

SRX300
SRX320

SRX340
SRX345
SRX380

No

Yes

SRX300
SRX320

SRX340
SRX345
SRX380

Yes

Yes

Yes

SRX550
HM

No

Yes

SRX550
HM

Yes

Yes

Yes

SRX150
0

No

Yes

SRX150
0

Yes

Yes

Yes

SRX410
0
SRX420
0
SRX460
0

No

Yes

SRX410
0
SRX420
0
SRX460
0

Yes

Yes

Yes

SRX500
0 Line
with
SPC3
SRX500
O Line
with
SPC2

No

Yes

SRX500
O Line
with
SPC3
SRX500
O Line
with
SPC2

Yes

Yes

Yes

SRX500
O Line
with
Mixed-
Mode
(SPC3+
SPC2)

No

Yes

SRX500
O Line
with
Mixed-
Mode
(SPC3+
SPC2)

Yes

Yes

Yes

VSRX
3.0

No

Yes

VSRX
3.0

Yes

Yes

Yes

MX-
SPC3

No

Yes

SPC3

Yes

Yes

No



Table 20: Additional Platform Information for BGP Support on IPsec VPN (Continued)

BGP on IPsec VPN

Table 21: Additional Platform Information for PIM Support on IPsec VPN

With
IPvé
address

PIM on IPsec VPN

stOin
P2P

stOin
P2MP

With
IPv4
address

With
IPvé
address

With
IPv4
address

SRX300
SRX320 HM

SRX340
SRX345
SRX380

Yes Yes

SRX300
SRX320 HM
SRX340
SRX345
SRX380
Yes Yes
No No
Yes No

SRX550

SRX550

SRX150
0

Yes

SRX150
0

Yes

No

Yes

SRX410
0
SRX420
0
SRX460
0

Yes

SRX410
0
SRX420
0]
SRX460
0

Yes

No

No

SRX500
0 Line
with
SPC3
SRX500
0 Line
with
SPC2

Yes

SRX500
O Line
with
SPC3
SRX500
O Line
with
SPC2

Yes

No

No

SRX500

O Line
with
Mixed-
Mode
(SPC3+
SPC2)

Yes

SRX500

O Line
with
Mixed-
Mode
(SPC3+
SPC2)

Yes

No

No

VSRX
3.0

Yes

VSRX
3.0

Yes

No

Yes.
Multithr
ead is
not
supporte
d.

MX-
SPC3

No

MX-
SPC3

Yes

No

No



Table 21: Additional Platform Information for PIM Support on IPsec VPN (Continued)

PIM on IPsec VPN

With
IPvé
address

SRX300
SRX320

SRX340
SRX345
SRX380

No

SRX550
HM

No

SRX150
0

No

SRX410
0
SRX420
0
SRX460
0

No

SRX500
O Line
with
SPC3
SRX500
O Line
with
SPC2

No

Table 22: Additional Platform Information for RIP Protocol Support on IPsec VPN

RIP Protocol on

IPsec VPN

stOin
P2P

stOin
P2MP

With
IPv4
address

With
IPvé
address

With
IPv4
address

With
IPvé
address

SRX300
SRX320

SRX340
SRX345
SRX380

Yes

Yes

No

No

SRX550
HM

Yes

Yes

No

No

SRX150
0

Yes

Yes

No

No

SRX410
0
SRX420
0]
SRX460
0

Yes

Yes

No

No

SRX500
O Line
with
SPC3
SRX500
O Line
with
SPC2

Yes

Yes

No

No

SRX500 @ vSRX
O Line 3.0
with

Mixed-

Mode

(SPC3+

SPC2)

No No
SRX500 @ vSRX
O Line 3.0
with

Mixed-

Mode

(SPC3+

SPC2)

Yes Yes
Yes Yes
No No
No No

MX-
SPC3

No

MX-
SPC3

Yes

Yes

No

No



Table 23: Additional Platform Information for BFD Support on IPsec VPN

BFD on IPsec VPN = SRX300 @ SRX550 @ SRX150 @ SRX410 @ SRX500 @ SRX500 @ vSRX MX-
SRX320 @ HM 0 0 0 Line 0 Line 3.0 SPC3
SRX420 with with
SGA 0 SPC3  Mixed-
SREAs SRX460 SRX500 = Mode
SRX380 0 Oline  (SPC3+
with SPC2)
SPC2
stOin With Yes Yes Yes Yes Yes Yes Yes Yes
P2P IPv4
address
With Yes Yes Yes Yes Yes Yes Yes Yes
IPv6
address
stOin With Yes Yes Yes Yes Yes Yes Yes No
P2MP IPv4
address
With Yes Yes Yes Yes Yes Yes Yes No
IPv6
address

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

24.4R1 Support for the shared point-to-point stO interface with the iked process added in Junos OS Release
24.4R1.

24.2R1 Support for SRX4300 firewalls is added in Junos OS Release 24.2R1. The SRX4300 firewalls offer all the
IPsec VPN features with the iked process that SRX4200 offers. Support for Policy-based VPN and Group
VPN is not available with these platforms.


https://apps.juniper.net/feature-explorer/

23.4R1 Support for Dead Peer Detection (DPD) and Auto Discovery VPN (ADVPN) with iked process is added in
Junos OS Release 23.4R1.

23.4R1 Support for SRX1600 and SRX2300 firewalls is added in Junos OS Release 23.4R1. The SRX1600 and
SRX2300 firewalls offer all the IPsec VPN features with the iked process that SRX1500 and SRX4100
respectively offer. Support for Policy-based VPN and Group VPN is not available with these platforms.

23.2R1 Cryptographic acceleration support for SRX mid-range platforms (SRX1500, SRX4100, SRX4200,
SRX4600 Series Firewalls) and vSRX Virtual Firewall is added.

20.1R2 By default, junos-ike package is installed in Junos OS Releases 20.1R2, 20.2R2, 20.3R2, 20.4R1, and
later for SRX5000 line with RE3. As a result iked and ikemd process runs on the routing engine by
default instead of IPsec key management daemon (kmd).

Route-Based IPsec VPNs | 486
Policy-Based IPsec VPNs | 353

Inline IPsec

SUMMARY IN THIS SECTION
Read this topic to learn about the inline IPsec in SRX Overview | 124
Series Firewalls. Benefits | 125

How Inline IPsec Works | 125

Feature Support for Inline IPsec | 128

Overview

Inline IPsec is a Junos OS feature that offloads IPsec traffic processing from the CPU to the Packet
Forwarding Engine of a Juniper Networks device. The feature securely encrypts and decrypts IPsec



traffic inside the Packet Forwarding Engine ASIC. With this feature, the CPU manages only PowerMode
IPsec (PMI) or IPsec VPN that uses Quick Assist Technology (QAT).

Before the introduction of inline IPsec, firewalls performed IPsec operations in the CPU, benefiting from
hardware acceleration such as Intel QAT or software optimization like PMI. With inline IPsec, SRX Series
Firewalls can use the Packet Forwarding Engine ASIC to improve IPsec performance. Offloading IPsec
encryption and decryption to the ASIC contributes to higher throughput. Inline IPsec frees up the
firewall CPU for other tasks such as:

e Internet Key Exchange version 2 (IKEv2) negotiations for preshared keys (PSKs)
e Post-quantum preshared key (PPK)

e Public Key Infrastructure (PKI) certificate key negotiations

e Various encryption and hash functions used in the inline IPsec

You need a valid license to use the inline IPsec feature on your firewall. With this license, the feature is
enabled by default on the firewall.

Benefits

e VPN performance: Improves tunnel performance by offloading encryption and decryption to the
ASIC, achieving higher throughputs.

e CPU optimization: Frees up CPU resources by managing tunnels within the ASIC, allowing the CPU
to manage other critical tasks and improving overall firewall performance.

e VPN security: Enhances security by using Advanced Encryption Standard-Galois/Counter Mode
(AES-GCM) encryption algorithms for hardware offloaded tunnels, ensuring strong encryption
standards without compromising performance.

e Deployment: Supports a large number of IPsec tunnels per chassis, making it suitable for large-scale
deployments.

o Agility: Supports the ability to manage few tunnels outside the Packet Forwarding Engine.

How Inline IPsec Works

Figure 15 on page 127 illustrates the architecture of inline IPsec data plane and its interface with the
control and management planes. The inline IPsec architecture includes an IPsec engine that handles



IPsec operations. As the Packet Forwarding Engine encrypts or decrypts IPsec traffic without relying on
CPU cycles, inline IPsec significantly enhances throughput and optimizes firewall performance.

Understand the following behavior of inline IPsec in SRX Series Firewall:

e Either the IPsec initiator, the responder, or both can use the feature.

e The firewall performs IPsec Encapsulating Security Payload (ESP) packet encryption and decryption
on the built-in ASIC.

e The Internet Key Exchange (IKE) protocol used for authentication and key exchanges runs in the
CPU.

o After the IKE negotiations, the iked process manages the tunnel distribution to the Packet
Forwarding Engine.

e The firewall supports:
¢ Inline IPsec protocols based on both IPv4 and IPvé6 addresses.

¢ Inline IPsec for both the IKEv1 and IKEv2 protocols.



Figure 15: Inline IPsec Architecture
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You'll notice the following actions in your firewall with inline IPsec:

e The iked process marks the inline IPsec tunnel for hardware offloading in the session flow. This
action prevents the tunnel from using the CPU for IPsec encryption and decryption tasks.

e The output of the command show security ipsec security association displays:
o Hardware Offloaded: Yes for an inline IPsec VPN tunnel.
e Hardware Offloaded: No when the CPU processes the tunnel.
e The flowd process shows the incoming and outgoing packets for IPsec VPN traffic flows.

To globally disable the inline IPsec hardware offloading of IPsec tunnel processing in the Packet
Forwarding Engine ASIC:

e Use the command set security ipsec hw-offload-disable.

jn-001165



When you configure this statement, the firewall processes all the IPsec tunnels in CPU instead of the
Packet Forwarding Engine ASIC. See ipsec (Security).

Feature Support for Inline IPsec

Firewalls must meet certain criteria to establish IPsec tunnels using inline IPsec feature. Table 24 on
page 128 provides the feature support information for inline IPsec, outlining the criteria that determine
the tunnel eligibility for the feature. The CPU manages the features not supported by inline IPsec,

optimizing the firewall performance.

Table 24: Feature Support for Inline IPsec

Features Supported

Packet Forwarding Engine on YT ASIC processes IPsec
VPN

Tunnel mode using Encapsulating Security Payload
(ESP)

Encryption algorithms AES-GCM with 128-bit key or
256-bit key

Deployment mode supporting site-to-site IPsec VPN

Antireplay window size up to 4096

Up to 4000 security association (SAs) or 2000 tunnels

Network Address Translation-Traversal (NAT-T) Tunnel

Note the following limitations with inline IPsec:

Features Not Supported

CPU processes IPsec VPN that uses PowerMode IPsec
(PMI) and Quick Assist Technology (QAT)

Tunnel mode using Authentication Header (AH)

All encryption algorithms other than AES-GCM with
128-bit key or 256-bit key

Deployment mode supporting point-to-multipoint
(P2MP) VPNs, group VPN, high availability (HA) link
encryption, Auto Discovery VPN (ADVPN)

Antireplay window size greater than 4096

More than 4000 or multiple SAs, also known as child
SAs

Tunnel with lifesize option configuration

e When you set the Don’t Fragment (DF) bit for active offloaded tunnels, the configuration takes effect

after a rekey.


https://www.juniper.net/documentation/us/en/software/junos/cli-reference/topics/ref/statement/security-edit-ipsec.html

¢ When you configure the Differentiated Services Code Point (DSCP) copy for active offloaded tunnels,
the configuration takes effect after a rekey.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release Description

25.2R1 Support for inline IPsec added in Junos OS Release 25.2R1.

show security ipsec security-associations


https://apps.juniper.net/feature-explorer/
https://www.juniper.net/documentation/us/en/software/junos/cli-reference/topics/ref/command/show-security-ipsec-security-associations.html
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IPsec VPN Configuration Overview

SUMMARY

Read this topic to learn about VPN configuration in
Junos OS.

IN THIS SECTION
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A VPN connection can link two LANSs (site-to-site VPN) or a remote dial-up user and a LAN. The traffic
that flows between these two points passes through shared resources such as routers, switches, and

other network equipment that make up the public WAN. An IPsec tunnel is created between two

participant devices to secure VPN communication.



IPsec VPN with Autokey IKE Configuration Overview

IPsec VPN negotiation occurs in two phases. In Phase 1, participants establish a secure channel in which
to negotiate the IPsec security association (SA). In Phase 2, participants negotiate the IPsec SA for
authenticating traffic that will flow through the tunnel.

This overview describes the basic steps to configure a route-based or policy-based IPsec VPN using
autokey IKE (preshared keys or certificates).

To configure a route-based or policy-based IPsec VPN using autokey IKE:

1.

Configure interfaces, security zones, and address book information.

(For route-based VPNs) Configure a secure tunnel st0.x interface. Configure routing on the device.

a.

. Configure Phase 1 of the IPsec VPN tunnel.

(Optional) Configure a custom IKE Phase 1 proposal. This step is optional, as you can use a
predefined IKE Phase 1 proposal set (Standard, Compatible, or Basic).

. Configure an IKE policy that references either your custom IKE Phase 1 proposal or a predefined

IKE Phase 1 proposal set. Specify autokey IKE preshared key or certificate information. Specify
the mode (main or aggressive) for the Phase 1 exchanges.

Configure an IKE gateway that references the IKE policy. Specify the IKE IDs for the local and
remote devices. If the IP address of the remote gateway is not known, specify how the remote
gateway is to be identified.

Configure Phase 2 of the IPsec VPN tunnel.

a.

(Optional) Configure a custom IPsec Phase 2 proposal. This step is optional, as you can use a
predefined IPsec Phase 2 proposal set (Standard, Compatible, or Basic).

Configure an IPsec policy that references either your custom IPsec Phase 2 proposal or a
predefined IPsec Phase 2 proposal set. Specify perfect forward secrecy (PFS) keys.

Configure an IPsec VPN tunnel that references both the IKE gateway and the IPsec policy. Specify
the proxy IDs to be used in Phase 2 negotiations.

(For route-based VPNSs) Bind the secure tunnel interface stO.x to the IPsec VPN tunnel.

Configure a security policy to permit traffic from the source zone to the destination zone.

(For policy-based VPNs) Specify the security policy action tunnel ipsec-vpn with the name of the IPsec
VPN tunnel that you configured.

Update your global VPN settings.



SEE ALSO

Understanding Route-Based IPsec VPNs | 486
Understanding Policy-Based IPsec VPNs | 353

Recommended Configuration Options for Site-to-Site VPN with Static IP

Addresses

Table 25 on page 133 lists the configuration options for a generic site-to-site VPN between two security

devices with static IP addresses. The VPN can be either route-based or policy-based.

Table 25: Recommended Configuration for Site-to-Site VPN with Static IP Addresses

Configuration Option

IKE configuration options:

Main mode

RSA or DSA certificates

Diffie-Hellman (DH) group 14

Advanced Encryption Standard
(AES) encryption

Secure Hash Algorithm 256
(SHA-256) authentication

IPsec configuration options:

Perfect Forward Secrecy (PFS)
DH group 14

Comment

Used when peers have static IP addresses.

RSA or DSA certificates can be used on the local device. Specify the type of
certificate (PKCS7 or X.509) on the peer.

DH group 14 provides more security than DH groups 1, 2, or 5.

AES is cryptographically stronger than Data Encryption Standard (DES) and
Triple DES (3DES) when key lengths are equal. Approved encryption
algorithm for Federal Information Processing Standards (FIPS) and Common
Criteria EAL4 standards.

SHA-256 provides more cryptographic security than SHA-1 or Message
Digest 5 (MD5) .

PFS DH group 14 provides increased security because the peers perform a
second DH exchange to produce the key used for IPsec encryption and
decryption.



Table 25: Recommended Configuration for Site-to-Site VPN with Static IP Addresses (Continued))

Configuration Option Comment

Encapsulating Security Payload ESP provides both confidentiality through encryption and encapsulation of

(ESP) protocol the original IP packet and integrity through authentication.

AES encryption AES is cryptographically stronger than DES and 3DES when key lengths are
equal. Approved encryption algorithm for FIPS and Common Criteria EAL4
standards.

SHA-256 authentication SHA-256 provides more cryptographic security than SHA-1 or MD5.

Anti-replay protection Enabled by default. Disabling this feature might resolve compatibility issues

with third-party peers.

SEE ALSO

‘ IPsec Overview | 12

Recommended Configuration Options for Site-to-Site or Dialup VPNs
with Dynamic IP Addresses

Table 26 on page 134 lists the configuration options for a generic site-to-site or dialup VPN, where the
peer devices have dynamic IP addresses.

Table 26: Recommended Configuration for Site-to-Site or Dialup VPNs with Dynamic IP Addresses

Configuration Option Comment
IKE configuration options:

Main mode Used with certificates.



Table 26: Recommended Configuration for Site-to-Site or Dialup VPNs with Dynamic IP Addresses

(Continued)

Configuration Option

2048-bit certificates

Diffie-Hellman (DH) group 14

Advanced Encryption Standard
(AES) encryption

Secure Hash Algorithm 256
(SHA-256) authentication

IPsec configuration options:

Perfect Forward Secrecy (PFS)
DH group 14

Encapsulating Security Payload
(ESP) protocol

AES encryption

SHA-256 authentication

Anti-replay protection

Comment

RSA or DSA certificates can be used. Specify the certificate to be used on the
local device. Specify the type of certificate (PKCS7 or X.509) on the peer.

DH group 14 provides more security than DH groups 1, 2, or 5.

AES is cryptographically stronger than Data Encryption Standard (DES) and
Triple DES (3DES) when key lengths are equal. Approved encryption
algorithm for Federal Information Processing Standards (FIPS) and Common
Criteria EAL4 standards.

SHA-256 provides more cryptographic security than SHA-1 or Message
Digest 5 (MD5).

PFS DH group 14 provides increased security because the peers perform a
second DH exchange to produce the key used for IPsec encryption and
decryption.

ESP provides both confidentiality through encryption and encapsulation of
the original IP packet and integrity through authentication.

AES is cryptographically stronger than DES and 3DES when key lengths are
equal. Approved encryption algorithm for FIPS and Common Criteria EAL4
standards.

SHA-256 provides more cryptographic security than SHA-1 or MD5.

Enabled by default. Disabling this might resolve compatibility issues with
third-party peers.



SEE ALSO

| IPsec Overview | 12

Understanding IPsec VPNs with Dynamic Endpoints
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Overview

An IPsec VPN peer can have an IP address that is not known to the peer with which it is establishing the
VPN connection. For example, a peer can have an IP address dynamically assigned by means of Dynamic
Host Configuration Protocol (DHCP). This could be the case with a remote access client in a branch or
home office or a mobile device that moves between different physical locations. Or, the peer can be
located behind a NAT device that translates the peer’s original source IP address into a different address.
A VPN peer with an unknown IP address is referred to as a dynamic endpoint and a VPN established
with a dynamic endpoint is referred to as a dynamic endpoint VPN.

On SRX Series Firewalls, IKEv1 or IKEV2 is supported with dynamic endpoint VPNs. Dynamic endpoint
VPNs on SRX Series Firewalls support IPv4 traffic on secure tunnels. Dynamic endpoint VPNs on SRX
Series Firewalls support IPvé traffic on secure tunnels.

IPvé6 traffic is not supported for AutoVPN networks.

The following sections describe items to note when configuring a VPN with a dynamic endpoint.



IKE Identity

On the dynamic endpoint, an IKE identity must be configured for the device to identify itself to its peer.
The local identity of the dynamic endpoint is verified on the peer. By default, the SRX Series Firewall
expects the IKE identity to be one of the following:

e When certificates are used, a distinguished name (DN) can be used to identify users or an
organization.

e A hostname or fully qualified domain name (FQDN) that identifies the endpoint.
e A user fully qualified domain name (UFQDN), also known as user-at-hostname. This is a string that

follows the e-mail address format.

Aggressive Mode for IKEv1 Policy

When IKEv1 is used with dynamic endpoint VPNs, the IKE policy must be configured for aggressive
mode.

IKE Policies and External Interfaces

All dynamic endpoint gateways configured on SRX Series Firewalls that use the same external interface
can use different IKE policies, but the IKE policies must use the same IKE proposal. This applies to IKEv1
and IKEv2.

NAT

If the dynamic endpoint is behind a NAT device, NAT-T must be configured on the SRX Series Firewall.
NAT keepalives might be required to maintain the NAT translation during the connection between the
VPN peers. By default, NAT-T is enabled on SRX Series Firewalls and NAT keepalives are sent at 20-
second intervals.

Group and Shared IKE IDs

You can configure an individual VPN tunnel for each dynamic endpoint. For IPv4 dynamic endpoint
VPNSs, you can use the group IKE ID or shared IKE ID features to allow a number of dynamic endpoints
to share an IKE gateway configuration.

The group IKE ID allows you to define a common part of a full IKE ID for all dynamic endpoints, such as
“example.net.” A user-specific part, such as the username “Bob,” concatenated with the common part
forms a full IKE ID (Bob.example.net) that uniquely identifies each user connection.

The shared IKE ID allows dynamic endpoints to share a single IKE ID and preshared key.



SEE ALSO
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Understanding IKE Identity Configuration
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The IKE identification (IKE ID) is used for validation of VPN peer devices during IKE negotiation. The IKE
ID received by the SRX Series Firewall from a remote peer can be an IPv4 or IPvé6 address, a hostname, a
fully qualified domain name (FQDN), a user FQDN (UFQDN), or a distinguished name (DN). The IKE ID
sent by the remote peer needs to match what is expected by the SRX Series Firewall. Otherwise, IKE ID
validation fails and the VPN is not established.

IKE ID Types

The SRX Series Firewalls support the following types of IKE identities for remote peers:

e An IPv4 or IPv6 address is commonly used with site-to-site VPNs, where the remote peer has a static
IP address.

e A hostname is a string that identifies the remote peer system. This can be an FQDN that resolves to
an IP address. It can also be a partial FQDN that is used in conjunction with an IKE user type to
identify a specific remote user.

When a hostname is configured instead of an IP address, the committed configuration and
subsequent tunnel establishment is based on the currently-resolved IP address. If the remote peer’s
IP address changes, the configuration is no longer valid.

e A UFQDN is a string that follows the same format as an e-mail address, such as user@example.com.

e A DN is a name used with digital certificates to uniquely identify a user. For example, a DN can be
“CN=user, DC=example, DC=com.” Optionally, you can use the container keyword to specify that the



order of the fields in a DN and their values exactly match the configured DN, or use the wildcard
keyword to specify that the values of fields in a DN must match but the order of the fields does not
matter.

You can now configure only one dynamic DN attribute among container-string and wildcard-string at
[edit security ike gateway gateway_name dynamic distinguished-name] hierarchy. If you try configuring the
second attribute after you configure the first attribute, the first attribute is replaced with the second
attribute. Before your upgrade your device, you must remove one of the attributes if you have
configured both the attributes.

e An IKE user type can be used with AutoVPN and remote access VPNs when there are multiple
remote peers connecting to the same VPN gateway on the SRX Series Firewall. Configure ike-user-
type group-ike-id to specify a group IKE ID or ike-user-type shared-ike-id to specify a shared IKE ID.

Remote IKE IDs and Site-to-Site VPNs

For site-to-site VPNs, the remote peer’s IKE ID can be the IP address of the egress network interface
card, a loopback address, a hostname, or a manually configured IKE ID, depending on the configuration
of the peer device.

By default, SRX Series Firewalls expect the remote peer’s IKE ID to be the IP address configured with
the set security ike gateway gateway-name address configuration. If the remote peer’s IKE ID is a different

value, you need to configure the remote-identity statement at the [edit security ike gateway gateway-namel
hierarchy level.

For example, an IKE gateway on the SRX Series Firewalls is configured with the set security ike gateway
remote-gateway address 203.0.113.1 command. However, the IKE ID sent by the remote peer is
host.example.net. There is a mismatch between what the SRX Series Firewall expects for the remote peer’s
IKE ID (203.0.113.1) and the actual IKE ID (host.example.net) sent by the peer. In this case, IKE ID
validation fails. Use the set security ike gateway remote-gateway remote-identity hostname host.example.net to
match the IKE ID received from the remote peer.

Remote IKE IDs and Dynamic Endpoint VPNs

For dynamic endpoint VPNs, the remote peer’s expected IKE ID is configured with the options at the
[edit security ike gateway gateway-name dynamic] hierarchy level. For AutoVPN, hostname combined with ike-
user-type group-ike-id can be used where there are multiple peers that have a common domain name. If
certificates are used for verifying the peer, a DN can be configured.

Local IKE ID of the SRX Series Firewall

By default, the SRX Series Firewall uses the IP address of its external interface to the remote peer as its
IKE ID. This IKE ID can be overridden by configuring the local-identity statement at the [edit security ike



gateway gateway-name] hierarchy level. If you need to configure the local-identity statement on an SRX
Series Firewall, make sure that the configured IKE ID matches the IKE ID expected by the remote peer.

SEE ALSO

‘ Understanding Spoke Authentication in AutoVPN Deployments | 1124

Configuring Remote IKE IDs for Site-to-Site VPNs

By default, SRX Series Firewalls validate the IKE ID received from the peer with the IP address
configured for the IKE gateway. In certain network setups, the IKE ID received from the peer (which can
be an IPv4 or IPvé address, fully qualified domain name [FQDN], distinguished name, or e-mail address)
does not match the IKE gateway configured on the SRX Series Firewall. This can lead to a Phase 1
validation failure.

To modify the configuration of the SRX Series Firewall or the peer device for the IKE ID that is used:

e On the SRX Series Firewall, configure the remote-identity statement at the [edit security ike gateway
gateway-name] hierarchy level to match the IKE ID that is received from the peer. Values can be an IPv4
or IPvé6 address, FQDN, distinguished name, or e-mail address.

If you do not configure remote-identity, the device uses the IPv4 or IPvé address that corresponds to
the remote peer by default.

e On the peer device, ensure that the IKE ID is the same as the remote-identity configured on the SRX
Series Firewall. If the peer device is an SRX Series Firewall, configure the local-identity statement at
the [edit security ike gateway gateway-name] hierarchy level. Values can be an IPv4 or IPvé address,
FQDN, distinguished name, or e-mail address.

SEE ALSO
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Understanding OSPF and OSPFv3 Authentication on SRX Series
Firewalls

OSPFv3 does not have a built-in authentication method and relies on the IP Security (IPsec) suite to
provide this functionality. IPsec provides authentication of origin, data integrity, confidentiality, replay
protection, and nonrepudiation of source. You can use IPsec to secure specific OSPFv3 interfaces and
virtual links and to provide encryption for OSPF packets.

OSPFv3 uses the IP authentication header (AH) and the IP Encapsulating Security Payload (ESP)
portions of the IPsec protocol to authenticate routing information between peers. AH can provide
connectionless integrity and data origin authentication. It also provides protection against replays. AH
authenticates as much of the IP header as possible, as well as the upper-level protocol data. However,
some |P header fields might change in transit. Because the value of these fields might not be predictable
by the sender, they cannot be protected by AH. ESP can provide encryption and limited traffic flow
confidentiality or connectionless integrity, data origin authentication, and an anti-replay service.

IPsec is based on security associations (SAs). An SA is a set of IPsec specifications that are negotiated
between devices that are establishing an IPsec relationship. This simplex connection provides security
services to the packets carried by the SA. These specifications include preferences for the type of
authentication, encryption, and IPsec protocol to be used when establishing the IPsec connection. An
SA is used to encrypt and authenticate a particular flow in one direction. Therefore, in normal
bidirectional traffic, the flows are secured by a pair of SAs. An SA to be used with OSPFv3 must be
configured manually and use transport mode. Static values must be configured on both ends of the SA.

To configure IPsec for OSPF or OSPFv3, first define a manual SA with the security-association sa-name
option at the [edit security ipsec] hierarchy level. This feature only supports bidirectional manual key SAs
in transport mode. Manual SAs require no negotiation between the peers. All values, including the keys,
are static and specified in the configuration. Manual SAs statically define the security parameter index
(SPI) values, algorithms, and keys to be used and require matching configurations on both endpoints
(OSPF or OSPFv3 peers). As a result, each peer must have the same configured options for
communication to take place.

The actual choice of encryption and authentication algorithms is left to your IPsec administrator;
however, we have the following recommendations:

e Use ESP with null encryption to provide authentication to protocol headers but not to the IPvé
header, extension headers, and options. With null encryption, you are choosing not to provide
encryption on protocol headers. This can be useful for troubleshooting and debugging purposes. For
more information about null encryption, see RFC 2410, 7The NULL Encryption Algorithm and Its Use
with IPsec.

e Use ESP with DES or 3DES for full confidentiality.



e Use AH to provide authentication to protocol headers, immutable fields in IPvé headers, and
extension headers and options.

The configured SA is applied to the OSPF or OSPFv3 configurations as follows:

e For an OSPF or OSPFv3 interface, include the ipsec-sa name statement at the [edit protocols ospf area
area-id interface interface-name] or [edit protocols ospf3 area area-id interface interface-name] hierarchy
level. Only one IPsec SA name can be specified for an OSPF or OSPFv3 interface; however, different
OSPF/OSPFv3 interfaces can specify the same IPsec SA.

e For an OSPF or OSPFv3 virtual link, include the ipsec-sa name statement at the [edit protocols ospf area
area-id virtual-link neighbor-id router-id transit-area area-id] or [edit protocols ospf3 area area-id virtual-
link neighbor-id rowter-id transit-area area-id] hierarchy level. You must configure the same IPsec SA
for all virtual links with the same remote endpoint address.

The following restrictions apply to IPsec authentication for OSPF or OSPFv3 on SRX Series Firewalls:

e Manual VPN configurations that are configured at the [edit security ipsec vpn von-name manual] hierarchy
level cannot be applied to OSPF or OSPFv3 interfaces or virtual links to provide IPsec authentication
and confidentiality.

e You cannot configure IPsec for OSPF or OSPFv3 authentication if there is an existing IPsec VPN
configured on the device with the same local and remote addresses.

e |Psec for OSPF or OSPFv3 authentication is not supported over secure tunnel stO interfaces.
e Rekeying of manual keys is not supported.
e Dynamic Internet Key Exchange (IKE) SAs are not supported.

e Only IPsec transport mode is supported. In transport mode, only the payload (the data you transfer)
of the IP packet is encrypted, authenticated, or both. Tunnel mode is not supported.

e Because only bidirectional manual SAs are supported, all OSPFv3 peers must be configured with the
same IPsec SA. You configure a manual bidirectional SA at the [edit security ipsec] hierarchy level.

¢ You must configure the same IPsec SA for all virtual links with the same remote endpoint address.

SEE ALSO
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Example: Configuring IPsec Authentication for an OSPF Interface on an
SRX Series Firewall
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This example shows how to configure and apply a manual security association (SA) to an OSPF interface.

Requirements
Before you begin:
e Configure the device interfaces.

Configure the router identifiers for the devices in your OSPF network.

Control OSPF designated router election.

Configure a single-area OSPF network.

Configure a multiarea OSPF network.

Overview

You can use IPsec authentication for both OSPF and OSPFv3. You configure the manual SA separately
and apply it to the applicable OSPF configuration. Table 27 on page 143 lists the parameters and values
configured for the manual SA in this example.

Table 27: Manual SA for IPsec OSPF Interface Authentication

Parameter Value

SA name sal



Table 27: Manual SA for IPsec OSPF Interface Authentication (Continued)

Parameter Value

Mode transport
Direction bidirectional
Protocol AH

SPI 256
Authentication algorithm hmac-md5-96

Key

Encryption algorithm

Key

Configuration

IN THIS SECTION

(ASCII) 123456789012abc

des

(ASCII) cba210987654321

Configuring a Manual SA | 144

Enabling IPsec Authentication for an OSPF Interface | 147

Configuring a Manual SA

CLI Quick Configuration

To quickly configure a manual SA to be used for IPsec authentication on an OSPF interface, copy the
following commands, paste them into a text file, remove any line breaks, change any details necessary to



match your network configuration, copy and paste the commands into the CLI at the [edit] hierarchy
level, and then enter commit from configuration mode.

[edit]

set security ipsec security-association sal

set security ipsec security-association sal mode transport

set security ipsec security-association sal manual direction bidirectional

set security ipsec security-association sal manual direction bidirectional protocol ah

set security ipsec security-association sal manual direction bidirectional spi 256

set security ipsec security-association sal manual direction bidirectional authentication
algorithm hmac-md5-96 key ascii-text 123456789012abc

set security ipsec security-association sal manual direction bidirectional encryption algorithm
des key ascii-text cbha210987654321

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure a manual SA:

1. Specify a name for the SA.

[edit]
user@host# edit security ipsec security-association sal

2. Specify the mode of the manual SA.

[edit security ipsec security-association sall

user@host# set mode transport

3. Configure the direction of the manual SA.

[edit security ipsec security-association sall
user@host# set manual direction bidirectional


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

4. Configure the IPsec protocol to use.

[edit security ipsec security-association sal]
user@host# set manual direction bidirectional protocol ah

5. Configure the value of the SPI.

[edit security ipsec security-association sal]
user@host# set manual direction bidirectional spi 256

6. Configure the authentication algorithm and key.

[edit security ipsec security-association sal]
user@host# set manual direction bidirectional authentication algorithm hmac-md5-96 key ascii-

text 123456789012abc

7. Configure the encryption algorithm and key.

[edit security ipsec security-association sall
user@host# set manual direction bidirectional encryption algorithm des key ascii-text

cba210987654321

Results

Confirm your configuration by entering the show security ipsec command. If the output does not display
the intended configuration, repeat the instructions in this example to correct the configuration.

After you configure the password, you do not see the password itself. The output displays the encrypted

form of the password you configured.

[edit]
user@host# show security ipsec
security-association sal {
mode transport;
manual {
direction bidirectional {
protocol ah;
spi 256;



authentication {
algorithm hmac-md5-96;
key ascii-text "$9$AP5Hp1RcyIMLxSygoZUHkT1REhKMYWY20Jx7jHq.zF69AQ0R"; ## SECRET-

DATA
}
encryption {
algorithm des;
key ascii-text "$9$AP5HpTRcyIMLxSygoZUHK1REhKMVWY20Jx7jHg.zF69AQOR" ; ## SECRET-
DATA
}
}
}
}

If you are done configuring the device, enter commit from configuration mode.

Enabling IPsec Authentication for an OSPF Interface

CLI Quick Configuration

To quickly apply a manual SA used for IPsec authentication to an OSPF interface, copy the following
command, paste it into a text file, change any details necessary to match your network configuration,
copy and paste the command into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

[edit]
set protocols ospf area 0.0.0.0 interface so-0/2/0 ipsec-sa sal

Step-by-Step Procedure

To enable IPsec authentication for an OSPF interface:
1. Create an OSPF area.

To specify OSPFv3, include the ospf3 statement at the [edit protocols] hierarchy level.

[edit]
user@host# edit protocols ospf area 0.0.0.0



2. Specify the interface.

[edit protocols ospf area 0.0.0.0]
user@host# edit interface so0-0/2/0

3. Apply the IPsec manual SA.

[edit protocols ospf area 0.0.0.0 interface s0-0/2/0.0]
user@host# set ipsec-sa sal

Results

Confirm your configuration by entering the show ospf interface detail command. If the output does not
display the intended configuration, repeat the instructions in this example to correct the configuration.

To confirm your OSPFv3 configuration, enter the show protocols ospf3 command.

[edit]
user@host# show protocols ospf
area 0.0.0.0 {
interface s0-0/2/0.0 {
ipsec-sa sal;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.



Verifying the IPsec Security Association Settings

Purpose

Verify the configured IPsec security association settings. Verify the following information:
e The Security association field displays the name of the configured security association.
e The SPI field displays the value you configured.

e The Mode field displays transport mode.

e The Type field displays manual as the type of security association.

Action

From operational mode, enter the show ospf interface detail command.
Verifying the IPsec Security Association on the OSPF Interface

Purpose

Verify that the IPsec security association that you configured has been applied to the OSPF interface.
Confirm that the IPsec SA name field displays the name of the configured IPsec security association.

Action

From operational mode, enter the show ospf interface detail command for OSPF, and enter the show
ospf3 interface detail command for OSPFv3.

SEE ALSO
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Configuring IPsec VPN Using the VPN Wizard

The VPN Wizard enables you to perform basic IPsec VPN configuration, including both Phase 1 and
Phase 2. For more advanced configuration, use the J-Web interface or the CLI. This feature is supported
on SRX300, SRX320, SRX340, SRX345, and SRX550HM devices.

To configure IPsec VPN using the VPN Wizard:



1. Select Configure>Device Setup>VPN in the J-Web interface.
2. Click the Launch VPN Wizard button.

3. Follow the wizard prompts.

The upper left area of the wizard page shows where you are in the configuration process. The lower left
area of the page shows field-sensitive help. When you click a link under the Resources heading, the
document opens in your browser. If the document opens in a new tab, be sure to close only the tab (not
the browser window) when you close the document.

SEE ALSO
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Example: Configuring a Hub-and-Spoke VPN
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This example shows how to configure a hub-and-spoke IPsec VPN for an enterprise-class deployment.
For site-to-site IPSec VPN with IKEv1 and IKEv2, see Route-Based IPsec VPN with IKEv1 and Route-
Based IPsec VPN with IKEv1 respectively.

Requirements

This example uses the following hardware:
e SRX240 device

e SRX5800 device

e SS5G140 device


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-route-based-ipsec-vpns.html#id-example-configuring-a-route-based-vpn
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-vpns-for-ikev2.html#id-example-configuring-a-route-based-vpn-for-ikev2
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-vpns-for-ikev2.html#id-example-configuring-a-route-based-vpn-for-ikev2

Before you begin, read "IPsec Overview" on page 12.

Overview

This example describes how to configure a hub-and-spoke VPN typically found in branch deployments.
The hub is the corporate office, and there are two spokes—a branch office in Sunnyvale, California, and a
branch office in Westford, Massachusetts. Users in the branch offices will use the VPN to securely
transfer data with the corporate office.

Figure 16 on page 152 shows an example of a hub-and-spoke VPN topology. In this topology, an
SRX5800 device is located at the corporate office. An SRX Series Firewall is located at the Westford
branch, and an SSG140 device is located at the Sunnyvale branch.
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Figure 16: Hub-and-Spoke VPN Topology
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In this example, you configure the corporate office hub, the Westford spoke, and the Sunnyvale spoke.
First you configure interfaces, IPv4 static and default routes, security zones, and address books. Then
you configure IKE Phase 1 and IPsec Phase 2 parameters, and bind the st0.0 interface to the IPsec VPN.
On the hub, you configure st0.0 for multipoint and add a static NHTB table entry for the Sunnyvale
spoke. Finally, you configure security policy and TCP-MSS parameters. See Table 28 on page 153
through Table 32 on page 161 for specific configuration parameters used in this example.

Table 28: Interface, Security Zone, and Address Book Information

Hub or Spoke Feature Name Configuration Parameters
Hub Interfaces ge-0/0/0.0 192.168.10.1/24
ge-0/0/3.0 10.1.1.2/30
st0 10.11.11.10/24
Spoke Interfaces ge-0/0/0.0 10.3.3.2/30
ge-0/0/3.0 192.168.178.1/24
st0 10.11.11.12/24
Hub Security zones trust e All system services are
allowed.

e The ge-0/0/0.0
interface is bound to
this zone.

untrust e |KE is the only allowed

system service.

e The ge-0/0/3.0
interface is bound to
this zone.

vpn The st0.0 interface is
bound to this zone.



Table 28: Interface, Security Zone, and Address Book Information (Continued)

Hub or Spoke

Spoke

Hub

Feature Name

Security zones trust
untrust
vpn

Address book entries local-net

sunnyvale-net

Configuration Parameters

All system services are
allowed.

The ge-0/0/3.0
interface is bound to
this zone.

IKE is the only allowed
system service.

The ge-0/0/0.0
interface is bound to
this zone.

The st0.0 interface is
bound to this zone.

This address is for the
trust zone's address
book.

The address for this
address book entry is
192.168.10.0/24.

This address book is for
the vpn zone’s address
book.

The address for this
address book entry is
192.168.168.0/24.



Table 28: Interface, Security Zone, and Address Book Information (Continued)

Hub or Spoke Feature Name Configuration Parameters
westford-net e This address is for the
vpn zone’s address
book.

e The address for this
address book entry is
192.168.178.0/24.

Spoke Address book entries local-net e This address is for the

trust zone's address
book.

e The address for this
address book entry is
192.168.168.178.0/24.

corp-net e This address is for the
vpn zone’s address
book.

e The address for this
address book entry is
192.168.10.0/24.

sunnyvale-net e This address is for the
vpn zone’s address
book.

e The address for this
address book entry is
192.168.168.0/24.



Table 29: IKE Phase 1 Configuration Parameters

Hub or Spoke Feature

Hub Proposal
Policy
Gateway

Name

ike-phasel-proposal

ike-phasel-policy

gw-westford

Configuration Parameters

Authentication
method: pre-shared-
keys

Diffie-Hellman group:
group2

Authentication
algorithm: shal

Encryption algorithm:
aes-128-cbc

Mode: main

Proposal reference: ike-
phasel-proposal

IKE Phase 1 policy
authentication method:
pre-shared-key ascii-
text

IKE policy reference:
ike-phasel-policy

External interface:
ge-0/0/3.0

Gateway address:
10.3.3.2



Table 29: IKE Phase 1 Configuration Parameters (Continued))

Hub or Spoke

Spoke

Feature

Proposal

Policy

Name

gw-sunnyvale

ike-phasel-proposal

ike-phasel-policy

Configuration Parameters

e |KE policy reference:
ike-phasel-policy

e External interface:
ge-0/0/3.0

e Gateway address:
10.2.2.2

e Authentication
method: pre-shared-
keys

e Diffie-Hellman group:
group2

e Authentication
algorithm: shal

e Encryption algorithm:
aes-128-cbc

e Mode: main

e Proposal reference: ike-
phasel-proposal

e |KE Phase 1 policy
authentication method:
pre-shared-key ascii-
text



Table 29: IKE Phase 1 Configuration Parameters (Continued))
Hub or Spoke Feature Name Configuration Parameters
Gateway gw-corporate e [KE policy reference:
ike-phasel-policy

e External interface:
ge-0/0/0.0

e Gateway address:
10.1.1.2

Table 30: IPsec Phase 2 Configuration Parameters

Hub or Spoke Feature Name Configuration Parameters

Hub Proposal ipsec-phase2-proposal e Protocol: esp

e Authentication algorithm: hmac-sha1-96

e Encryption algorithm: aes-128-cbc

Policy ipsec-phase2-policy e Proposal reference: ipsec-phase2-proposal

e PFS: Diffie-Hellman group2

VPN vpn-sunnyvale e |KE gateway reference: gw-sunnyvale
e |Psec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0

vpn-westford e |KE gateway reference: gw-westford
e |Psec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0



Table 30: IPsec Phase 2 Configuration Parameters (Continued)

Hub or Spoke Feature Name Configuration Parameters

Spoke Proposal ipsec-phase2-proposal e Protocol: esp

e Authentication algorithm: hmac-shal-96

e Encryption algorithm: aes-128-cbc

Policy ipsec-phase2-policy e Proposal reference: ipsec-phase2-proposal

e PFS: Diffie-Hellman group2

VPN vpn-corporate e |KE gateway reference: gw-corporate

e |Psec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0

Table 31: Security Policy Configuration Parameters

Hub or Purpose Name Configuration Parameters
Spoke
Hub The security policy permits | local-to- e Match criteria:

traffic from the trust zone spokes
to the vpn zone. e source-address local-net

e destination-address sunnyvale-net
e destination-address westford-net

e application any



Table 31: Security Policy Configuration Parameters (Continued)

Hub or
Spoke

Purpose

The security policy permits
traffic from the vpn zone to
the trust zone.

The security policy permits
intrazone traffic.

Spoke The security policy permits
traffic from the trust zone

to the vpn zone.

The security policy permits
traffic from the vpn zone to
the trust zone.

Name

spokes-to-
local

spoke-to-
spoke

to-corp

from-corp

Configuration Parameters

Match criteria:

source-address sunnyvale-net
source-address westford-net
destination-address local-net

application any

Match criteria:

source-address any
destination-address any

application any

Match criteria:

e source-address local-net

e destination-address corp-net

e destination-address sunnyvale-net

e application any

Match criteria:

source-address corp-net

source-address sunnyvale-net

destination-address local-net

application any



Table 31: Security Policy Configuration Parameters (Continued)

Hub or Purpose Name Configuration Parameters
Spoke

The security policy permits | permit-any Match criteria:
traffic from the untrust
zone to the trust zone. ® source-address any

e source-destination any
e application any
o Permit action: source-nat interface

By specifying source-nat interface, the SRX Series
Firewall translates the source IP address and port for
outgoing traffic, using the IP address of the egress
interface as the source IP address and a random
high-number port for the source port.

Table 32: TCP-MSS Configuration Parameters

Purpose Configuration
Parameters

TCC-MSS is negotiated as part of the TCP three-way handshake and limits the maximum size = MSS value: 1350
of a TCP segment to better fit the MTU limits on a network. For VPN traffic, the IPsec

encapsulation overhead, along with the IP and frame overhead, can cause the resulting ESP

packet to exceed the MTU of the physical interface, which causes fragmentation.

Fragmentation results in increased use of bandwidth and device resources.

The value of 1350 is a recommended starting point for most Ethernet-based networks with
an MTU of 1500 or greater. You might need to experiment with different TCP-MSS values to
obtain optimal performance. For example, you might need to change the value if any device
in the path has a lower MTU, or if there is any additional overhead such as PPP or Frame
Relay.
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Configuring Basic Network, Security Zone, and Address Book Information for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit 0 family inet address 192.168.10.1/24

set interfaces ge-0/0/3 unit 0 family inet address 10.1.1.2/30

set interfaces st@ unit @ family inet address 10.11.11.10/24

set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

set routing-options static route 192.168.168.0/24 next-hop 10.11.11.11

set routing-options static route 192.168.178.0/24 next-hop 10.11.11.12

set security zones security-zone untrust interfaces ge-0/0/3.0

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone vpn interfaces st0.0



set security address-book book1 address local-net 192.168.10.0/24

set security address-book bookl attach zone trust

set security address-book book2 address sunnyvale-net 192.168.168.0/24
set security address-book book2 address westford-net 192.168.178.0/24
set security address-book book2 attach zone vpn

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure basic network, security zone, and address book information for the hub:

1. Configure Ethernet interface information.

[edit]

user@hub# set interfaces ge-0/0/0 unit 0 family inet address 192.168.10.1/24
user@hub# set interfaces ge-0/0/3 unit 0 family inet address 10.1.1.2/30
user@hub# set interfaces st@ unit @ family inet address 10.11.11.10/24

2. Configure static route information.

[edit]

user@hub# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

user@hub# set routing-options static route 192.168.168.0/24 next-hop 10.11.11.11
user@hub# set routing-options static route 192.168.178.0/24 next-hop 10.11.11.12

3. Configure the untrust security zone.

[edit ]
user@hub# set security zones security-zone untrust

4. Assign an interface to the untrust security zone.

[edit security zones security-zone untrust]
user@hub# set interfaces ge-0/0/3.0
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5. Specify allowed system services for the untrust security zone.

[edit security zones security-zone untrust]
user@hub# set host-inbound-traffic system-services ike

6. Configure the trust security zone.

[edit]
user@hub# edit security zones security-zone trust

7. Assign an interface to the trust security zone.

[edit security zones security-zone trust]
user@hub# set interfaces ge-0/0/0.0

8. Specify allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@hub# set host-inbound-traffic system-services all

9. Create an address book and attach a zone to it.

[edit security address-book book1]
user@hub# set address local-net 10.10.10.0/24
user@hub# set attach zone trust

10. Configure the vpn security zone.

[edit]
user@hub# edit security zones security-zone vpn

11. Assign an interface to the vpn security zone.

[edit security zones security-zone vpn]
user@hub# set interfaces st0.0



12. Create another address book and attach a zone to it.

[edit security address-book book2]

user@hub# set address sunnyvale-net 192.168.168.0/24
user@hub# set address westford-net 192.168.178.0/24
user@hub# set attach zone vpn

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
show security zones, and show security address-book commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@hub# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 192.168.10.1/24;

}
}
}
ge-0/0/3 {
unit 0 {
family inet {
address 10.1.1.2/30
}
}
}
sto{
unit @ {
family inet {
address 10.11.11.10/24
}
}
}
[edit]

user@hub# show routing-options



static {
route 0.0.0.0/0 next-hop 10.1.1.1;
route 192.168.168.0/24 next-hop 10.11.11.11;
route 192.168.178.0/24 next-hop 10.11.11.12;

[edit]

user@hub# show security zones

security-zone untrust {
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/3.0;
}

}
security-zone trust {
host-inbound-traffic {

system-services {

all;
}
}
interfaces {
ge-0/0/0.0;
}
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security-zone vpn {
host-inbound-traffic {

}
interfaces {
st0.0;
}
}
[edit]

user@hub# show security address-book
book1 {
address local-net 10.10.10.0/24;
attach {

zone trust;



book2 {

address sunnyvale-net 192.168.168.0/24;
address westford-net 192.168.178.0/24;
attach {

zone vpn;

If you are done configuring the device, enter commit from configuration mode.

Configuring IKE for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the

commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set
set
set
set
set
set
set
set
set
set
set
set
set

security
security
security
security
security
security
security
security
security
security
security
security

security

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

proposal ike-phasel-proposal authentication-method pre-shared-keys
proposal ike-phasel-proposal dh-group group2

proposal ike-phasel-proposal authentication-algorithm shal
proposal ike-phasel-proposal encryption-algorithm aes-128-chc
policy ike-phasel-policy mode main

policy ike-phasel-policy proposals ike-phasel-proposal

policy ike-phasel-policy pre-shared-key ascii-text “$ABC123”
gateway gw-westford external-interface ge-0/0/3.0

gateway gw-westford ike-policy ike-phasel-policy

gateway gw-westford address 10.3.3.2

gateway gw-sunnyvale external-interface ge-0/0/3.0

gateway gw-sunnyvale ike-policy ike-phasel-policy

gateway gw-sunnyvale address 10.2.2.2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE for the hub:
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Create the IKE Phase 1 proposal.

[edit security ikel]
user@hub# set proposal ike-phasel-proposal

Define the IKE proposal authentication method.

[edit security ike proposal ike-phasel-proposal]
user@hub# set authentication-method pre-shared-keys

Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ike-phasel-proposal]
user@hub# set dh-group group2

Define the IKE proposal authentication algorithm.

[edit security ike proposal ike-phasel-proposal]
user@hub# set authentication-algorithm shat

Define the IKE proposal encryption algorithm.

[edit security ike proposal ike-phasel-proposal]
user@hub# set encryption-algorithm aes-128-chc

Create an IKE Phase 1 policy.

[edit security ikel]
user@hub# set policy ike-phasel-policy

Set the IKE Phase 1 policy mode.

[edit security ike policy ike-phasel-policy]
user@hub# set mode main



10.

11.

12.

13.

14.

Specify a reference to the IKE proposal.

[edit security ike policy ike-phasel-policy]
user@hub# set proposals ike-phasel-proposal

Define the IKE Phase 1 policy authentication method.

[edit security ike policy ike-phasel-policy]
user@hub# set pre-shared-key ascii-text “$ABC123”

Create an IKE Phase 1 gateway and define its external interface.

[edit security ikel]

user@hub# set gateway gw-westford external-interface ge-0/0/3.0

Define the IKE Phase 1 policy reference.

[edit security ikel]

user@hub# set gateway gw-westford ike-policy ike-phasel-policy

Define the IKE Phase 1 gateway address.

[edit security ikel]

user@hub# set gateway gw-westford address 10.3.3.2

Create an IKE Phase 1 gateway and define its external interface.

[edit security ikel]

user@hub# set gateway gw-sunnyvale external-interface ge-0/0/3.0

Define the IKE Phase 1 policy reference.

[edit security ike gateway]
user@hub# set gateway gw-sunnyvale ike-policy ike-phasel-policy



15. Define the IKE Phase 1 gateway address.

[edit security ike gateway]
user@hub# set gateway gw-sunnyvale address 10.2.2.2

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]

user@hub# show security ike

proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shat;
encryption-algorithm aes-128-chc;

}

policy ike-phasel-policy {
mode main;
proposals ike-phasel-proposal;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA

}

gateway gw-sunnyvale {
ike-policy ike-phasel-policy;
address 10.2.2.2;
external-interface ge-0/0/3.0;

}

gateway gw-westford {
ike-policy ike-phasel-policy;
address 10.3.3.2;
external-interface ge-0/0/3.0;

If you are done configuring the device, enter commit from configuration mode.



Configuring IPsec for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec proposal ipsec-phase2-proposal protocol esp

set security ipsec proposal ipsec-phase2-proposal authentication-algorithm hmac-sha1-96
set security ipsec proposal ipsec-phase2-proposal encryption-algorithm aes-128-cbc

set security ipsec policy ipsec-phase2-policy proposals ipsec-phase2-proposal

set security ipsec policy ipsec-phase2-policy perfect-forward-secrecy keys group2

set security ipsec vpn vpn-westford ike gateway gw-westford

set security ipsec vpn vpn-westford ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn vpn-westford bind-interface st0.0

set security ipsec vpn vpn-sunnyvale ike gateway gw-sunnyvale

set security ipsec vpn vpn-sunnyvale ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn vpn-sunnyvale bind-interface st0.0

set interfaces st@ unit @ multipoint

set interfaces st@ unit @ family inet next-hop-tunnel 10.11.11.11 ipsec-vpn vpn-sunnyvale
set interfaces st@ unit @ family inet next-hop-tunnel 10.11.11.12 ipsec-vpn vpn-westford

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec for the hub:

1. Create an IPsec Phase 2 proposal.

[edit]
user@hub# set security ipsec proposal ipsec-phase2-proposal

2. Specify the IPsec Phase 2 proposal protocol.

[edit security ipsec proposal ipsec-phase2-proposal]
user@hub# set protocol esp
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Specify the IPsec Phase 2 proposal authentication algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@hub# set authentication-algorithm hmac-shal-96

Specify the IPsec Phase 2 proposal encryption algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@hub# set encryption-algorithm aes-128-chc

Create the IPsec Phase 2 policy.

[edit security ipsec]
user@hub# set policy ipsec-phase2-policy

Specify the IPsec Phase 2 proposal reference.

[edit security ipsec policy ipsec-phase2-policy]
user@hub# set proposals ipsec-phase2-proposal

Specify IPsec Phase 2 PFS to use Diffie-Hellman group 2.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set perfect-forward-secrecy keys group2

Specify the IKE gateways.

[edit security ipsec]
user@hub# set vpn vpn-westford ike gateway gw-westford

user@hub# set vpn vpn-sunnyvale ike gateway gw-sunnyvale



9. Specify the IPsec Phase 2 policies.

[edit security ipsec]
user@hub# set vpn vpn-westford ike ipsec-policy ipsec-phase2-policy
user@hub# set vpn vpn-sunnyvale ike ipsec-policy ipsec-phase2-policy

10. Specify the interface to bind.

[edit security ipsec]
user@hub# set vpn vpn-westford bind-interface st0.0
user@hub# set vpn vpn-sunnyvale bind-interface st0.0

11. Configure the stO interface as multipoint.

[edit]
user@hub# set interfaces st@ unit @ multipoint

12. Add static NHTB table entries for the Sunnyvale and Westford offices.

[edit]
user@hub# set interfaces st@ unit @ family inet next-hop-tunnel 10.11.11.11 ipsec-vpn vpn-

sunnyvale
user@hub# set interfaces st@ unit @ family inet next-hop-tunnel 10.11.11.12 ipsec-vpn vpn-

westford

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If the
output does not display the intended configuration, repeat the configuration instructions in this example

to correct it.

[edit]
user@hub# show security ipsec
proposal ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-shal-96;

encryption-algorithm aes-128-cbhc;



policy ipsec-phase2-policy {
perfect-forward-secrecy {
keys group2;
}

proposals ipsec-phase2-proposal;

}

vpn vpn-sunnyvale {
bind-interface st0.0;
ike {

gateway gw-sunnyvale;

ipsec-policy ipsec-phase2-policy;

}
vpn vpn-westford {
bind-interface st0.0;
ike {
gateway gw-westford;

ipsec-policy ipsec-phase2-policy;

If you are done configuring the device, enter conmit from configuration mode.

Configuring Security Policies for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the

commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone
local-net

set security policies from-zone
address sunnyvale-net

set security policies from-zone
address westford-net

set security policies from-zone
set security policies from-zone
set security policies from-zone
sunnyvale-net

set security policies from-zone

trust to-zone vpn policy local-to-spokes match source-address

trust to-zone vpn
trust to-zone vpn
trust to-zone vpn
trust to-zone vpn

vpn to-zone trust

vpn to-zone trust

policy local-to-spokes
policy local-to-spokes
policy local-to-spokes
policy local-to-spokes

policy spokes-to-local

policy spokes-to-local

match destination-
match destination-
match application any
then permit

match source-address

match source-address



westford-net

set security policies from-zone vpn to-zone trust policy spokes-to-local match destination-
address local-net

set security policies from-zone vpn to-zone trust policy spokes-to-local match application any
set security policies from-zone vpn to-zone trust policy spokes-to-local then permit

set security policies from-zone vpn to-zone vpn policy spoke-to-spoke match source-address any
set security policies from-zone vpn to-zone vpn policy spoke-to-spoke match destination-address
any

set security policies from-zone vpn to-zone vpn policy spoke-to-spoke match application any

set security policies from-zone vpn to-zone vpn policy spoke-to-spoke then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies for the hub:

1. Create the security policy to permit traffic from the trust zone to the vpn zone.

[edit security policies from-zone trust to-zone vpn]

user@hub# set policy local-to-spokes match source-address local-net
user@hub# set policy local-to-spokes match destination-address sunnyvale-net
user@hub# set policy local-to-spokes match destination-address westford-net
user@hub# set policy local-to-spokes match application any

user@hub# set policy local-to-spokes then permit

2. Create the security policy to permit traffic from the vpn zone to the trust zone.

[edit security policies from-zone vpn to-zone trust]

user@hub# set policy spokes-to-local match source-address sunnyvale-net
user@hub# set policy spokes-to-local match source-address westford-net
user@hub# set policy spokes-to-local match destination-address local-net
user@hub# set policy spokes-to-local match application any

user@hub# set policy spokes-to-local then permit

3. Create the security policy to permit intrazone traffic.

[edit security policies from-zone vpn to-zone vpn]

user@hub# set policy spoke-to-spoke match source-address any
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user@hub# set policy spoke-to-spoke match destination-address any
user@hub# set policy spoke-to-spoke match application any
user@hub# set policy spoke-to-spoke then permit

Results

From configuration mode, confirm your configuration by entering the show security policies command. If
the output does not display the intended configuration, repeat the configuration instructions in this

example to correct it.

[edit]
user@hub# show security policies
from-zone trust to-zone vpn {
policy local-to-spokes {
match {
source-address local-net;
destination-address [ sunnyvale-net westford-net 1;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone trust {
policy spokes-to-local {
match {
source-address [ sunnyvale-net westford-net 1;
destination-address local-net;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone vpn {
policy spoke-to-spoke {
match {
source-address any;

destination-address any;



application any;

}

then {
permit;

}

If you are done configuring the device, enter commit from configuration mode.

Configuring TCP-MSS for the Hub

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

To configure TCP-MSS information for the hub:

1. Configure TCP-MSS information.

[edit]
user@hub# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@hub# show security flow
tep-mss {

ipsec-vpn {



mss 1350;

If you are done configuring the device, enter commit from configuration mode.

Configuring Basic Network, Security Zone, and Address Book Information for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit 0 family inet address 10.3.3.2/30

set interfaces ge-0/0/3 unit 0 family inet address 192.168.178.1/24

set interfaces st@ unit @ family inet address 10.11.11.12/24

set routing-options static route 0.0.0.0/0 next-hop 10.3.3.1

set routing-options static route 10.10.10.0/24 next-hop 10.11.11.10

set routing-options static route 192.168.168.0/24 next-hop 10.11.11.10

set security zones security-zone untrust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone trust interfaces ge-0/0/3.0

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone vpn interfaces st0.0

set security address-book book1 address local-net 192.168.178.0/24

set security address-book book1 attach zone trust

set security address-book book2 address corp-net 10.10.10.0/24

set security address-book book2 address sunnyvale-net 192.168.168.0/24

set security address-book book2 attach zone vpn

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure basic network, security zone, and address book information for the Westford spoke:
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1. Configure Ethernet interface information.

[edit]

user@spoke# set interfaces ge-0/0/0 unit @ family inet address 10.3.3.2/30
user@spoke# set interfaces ge-0/0/3 unit @ family inet address 192.168.178.1/24
user@spoke# set interfaces st@ unit @ family inet address 10.11.11.12/24

2. Configure static route information.

[edit]

user@spoke# set routing-options static route 0.0.0.0/0 next-hop 10.3.3.1
user@spoke# set routing-options static route 10.10.10.0/24 next-hop 10.11.11.10
user@spoke# set routing-options static route 192.168.168.0/24 next-hop 10.11.11.10

3. Configure the untrust security zone.

[edit]
user@spoke# set security zones security-zone untrust

4. Assign an interface to the security zone.

[edit security zones security-zone untrust]
user@spoke# set interfaces ge-0/0/0.0

5. Specify allowed system services for the untrust security zone.

[edit security zones security-zone untrust]
user@spoke# set host-inbound-traffic system-services ike

6. Configure the trust security zone.

[edit]
user@spoke# edit security zones security-zone trust



7. Assign an interface to the trust security zone.

[edit security zones security-zone trust]
user@spoke# set interfaces ge-0/0/3.0

8. Specify allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@spoke# set host-inbound-traffic system-services all

9. Configure the vpn security zone.

[edit]
user@spoke# edit security zones security-zone vpn

10. Assign an interface to the vpn security zone.

[edit security zones security-zone vpn]
user@spoke# set interfaces st0.0

11. Create an address book and attach a zone to it.

[edit security address-book book1]
user@spoke# set address local-net 192.168.178.0/24

user@spoke# set attach zone trust

12. Create another address book and attach a zone to it.

[edit security address-book book2]
user@spoke# set address corp-net 10.10.10.0/24
user@spoke# set address sunnyvale-net 192.168.168.0/24

user@spoke# set attach zone vpn



Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-
options, show security zones, and show security address-book commands. If the output does not
display the intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@spoke# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 10.3.3.2/30;

}
ge-0/0/3 {
unit @ {
family inet {
address 192.168.178.1/24;

}
sto {
unit 0 {
family inet {
address 10.11.11.10/24;

[edit]
user@spoke# show routing-options
static {
route 0.0.0.0/0 next-hop 10.3.3.1;
route 192.168.168.0/24 next-hop 10.11.11.10;



route 10.10.10.0/24 next-hop 10.11.11.10;

[edit]

user@spoke# show security zones

security-zone untrust {
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/0.0;
}
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security-zone trust {
host-inbound-traffic {

system-services {

all;
}
}
interfaces {
ge-0/0/3.0;
}

}
security-zone vpn {
interfaces {
st0.09;

}
[edit]
user@spoke# show security address-book
book1 {
address corp-net 10.10.10.0/24;
attach {

zone trust;

book2 {
address local-net 192.168.178.0/24;
address sunnyvale-net 192.168.168.0/24;



attach {

zone vpn;

If you are done configuring the device, enter commit from configuration mode.

Configuring IKE for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ike-phasel-proposal authentication-method pre-shared-keys
set security ike proposal ike-phasel-proposal dh-group group2

set security ike proposal ike-phasel-proposal authentication-algorithm shal

set security ike proposal ike-phasel-proposal encryption-algorithm aes-128-chc

set security ike policy ike-phasel-policy mode main

set security ike policy ike-phasel-policy proposals ike-phasel-proposal

set security ike policy ike-phasel-policy pre-shared-key ascii-text “$ABC123”

set security ike gateway gw-corporate external-interface ge-0/0/0.0

set security ike gateway gw-corporate ike-policy ike-phasel-policy

set security ike gateway gw-corporate address 10.1.1.2

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE for the Westford spoke:

1. Create the IKE Phase 1 proposal.

[edit security ike]

user@spoke# set proposal ike-phasel-proposal
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Define the IKE proposal authentication method.

[edit security ike proposal ike-phasel-proposal]
user@spoke# set authentication-method pre-shared-keys

Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ike-phasel-proposal]

user@spoke# set dh-group group2

Define the IKE proposal authentication algorithm.

[edit security ike proposal ike-phasel-proposal]
user@spoke# set authentication-algorithm shai

Define the IKE proposal encryption algorithm.

[edit security ike proposal ike-phasel-proposal]
user@spoke# set encryption-algorithm aes-128-cbc

Create an IKE Phase 1 policy.

[edit security ikel]

user@spoke# set policy ike-phasel-policy

Set the IKE Phase 1 policy mode.

[edit security ike policy ike-phasel-policy]
user@spoke# set mode main

Specify a reference to the IKE proposal.

[edit security ike policy ike-phasel-policy]
user@spoke# set proposals ike-phasel-proposal



9. Define the IKE Phase 1 policy authentication method.

[edit security ike policy ike-phasel-policy]
user@spoke# set pre-shared-key ascii-text “$ABC123”

10. Create an IKE Phase 1 gateway and define its external interface.

[edit security ikel]
user@spoke# set gateway gw-corporate external-interface ge-0/0/0.0

11. Define the IKE Phase 1 policy reference.

[edit security ikel]

user@spoke# set gateway gw-corporate ike-policy ike-phasel-policy

12. Define the IKE Phase 1 gateway address.

[edit security ikel]
user@spoke# set gateway gw-corporate address 10.1.1.2

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]

user@spoke# show security ike

proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shat;
encryption-algorithm aes-128-cbhc;

}

policy ike-phasel-policy {
mode main;
proposals ike-phasel-proposal;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA



}

gateway gw-corporate {
ike-policy ike-phasel-policy;
address 10.1.1.2;
external-interface ge-0/0/0.0;

If you are done configuring the device, enter conmit from configuration mode.

Configuring IPsec for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec proposal ipsec-phase2-proposal protocol esp

set security ipsec proposal ipsec-phase2-proposal authentication-algorithm hmac-sha1-96
set security ipsec proposal ipsec-phase2-proposal encryption-algorithm aes-128-chc

set security ipsec policy ipsec-phase2-policy proposals ipsec-phase2-proposal

set security ipsec policy ipsec-phase2-policy perfect-forward-secrecy keys group2

set security ipsec vpn vpn-corporate ike gateway gw-corporate

set security ipsec vpn vpn-corporate ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn vpn-corporate bind-interface st0.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec for the Westford spoke:

1. Create an IPsec Phase 2 proposal.

[edit]
user@spoke# set security ipsec proposal ipsec-phase2-proposal
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Specify the IPsec Phase 2 proposal protocol.

[edit security ipsec proposal ipsec-phase2-proposal]
user@spoke# set protocol esp

Specify the IPsec Phase 2 proposal authentication algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@spoke# set authentication-algorithm hmac-sha1-96

Specify the IPsec Phase 2 proposal encryption algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@spoke# set encryption-algorithm aes-128-cbc

Create the IPsec Phase 2 policy.

[edit security ipsec]

user@spoke# set policy ipsec-phase2-policy

Specify the IPsec Phase 2 proposal reference.

[edit security ipsec policy ipsec-phase2-policy]
user@spoke# set proposals ipsec-phase2-proposal

Specify IPsec Phase 2 PFS to use Diffie-Hellman group 2.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set perfect-forward-secrecy keys group2

Specify the IKE gateway.

[edit security ipsec]

user@spoke# set vpn vpn-corporate ike gateway gw-corporate



9. Specify the IPsec Phase 2 policy.

[edit security ipsec]

user@spoke# set vpn vpn-corporate ike ipsec-policy ipsec-phase2-policy

10. Specify the interface to bind.

[edit security ipsec]
user@spoke# set vpn vpn-corporate bind-interface st0.0

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@spoke# show security ipsec
proposal ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;
}
policy ipsec-phase2-policy {
perfect-forward-secrecy {
keys group2;
}
proposals ipsec-phase2-proposal;
}
vpn vpn-corporate {
bind-interface st0.0;
ike {
gateway gw-corporate;

ipsec-policy ipsec-phase2-policy;

If you are done configuring the device, enter commit from configuration mode.



Configuring Security Policies for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone trust to-zone vpn policy to-corporate match source-address local-
net

set security policies from-zone trust to-zone vpn policy to-corporate match destination-address
corp-net

set security policies from-zone trust to-zone vpn policy to-corporate match destination-address
sunnyvale-net

set security policies from-zone trust to-zone vpn policy to-corporate application any

set security policies from-zone trust to-zone vpn policy to-corporate then permit

set security policies from-zone vpn to-zone trust policy from-corporate match source-address
corp-net

set security policies from-zone vpn to-zone trust policy from-corporate match source-address
sunnyvale-net

set security policies from-zone vpn to-zone trust policy from-corporate match destination-
address local-net

set security policies from-zone vpn to-zone trust policy from-corporate application any

set security policies from-zone vpn to-zone trust policy from-corporate then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies for the Westford spoke:

1. Create the security policy to permit traffic from the trust zone to the vpn zone.

[edit security policies from-zone trust to-zone vpn]

user@spoke# set policy to-corp match source-address local-net
user@spoke# set policy to-corp match destination-address corp-net
user@spoke# set policy to-corp match destination-address sunnyvale-net
user@spoke# set policy to-corp match application any

user@spoke# set policy to-corp then permit
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2. Create the security policy to permit traffic from the vpn zone to the trust zone.

[edit security policies from-zone vpn to-zone trust]

user@spoke# set policy spokes-to-local match source-address corp-net
user@spoke# set policy spokes-to-local match source-address sunnyvale-net
user@spoke# set policy spokes-to-local match destination-address local-net
user@spoke# set policy spokes-to-local match application any

user@spoke# set policy spokes-to-local then permit

Results

From configuration mode, confirm your configuration by entering the show security policies command. If
the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@spoke# show security policies
from-zone trust to-zone vpn {
policy to-corp {
match {
source-address local-net;
destination-address [ sunnyvale-net westford-net 1;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone trust {
policy spokes-to-local {
match {
source-address [ sunnyvale-net westford-net J;
destination-address local-net;
application any;
}
then {

permit;



If you are done configuring the device, enter conmit from configuration mode.

Configuring TCP-MSS for the Westford Spoke

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

To configure TCP-MSS for the Westford spoke:

1. Configure TCP-MSS information.

[edit]
user@spoke# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@spoke# show security flow
tep-mss {
ipsec-vpn {
mss 1350;

If you are done configuring the device, enter comnit from configuration mode.



Configuring the Sunnyvale Spoke

CLI Quick Configuration

This example uses an SSG Series device for the Sunnyvale spoke. For reference, the configuration for the

SSG Series device is provided. For information about configuring SSG Series devices, see the Concepts

and Examples ScreenOS Reference Guide, which is located at https:/www.juniper.net/documentation.

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy

and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from

configuration mode.

set
set
set
set
set
set
set
set
set
set
set
set
set

zone name "VPN"

interface ethernetd/6 zone "Trust"

interface "tunnel.1" zone "VPN"

interface ethernet0/6 ip 192.168.168.1/24

interface ethernet0/6 route

interface ethernet0/0 ip 10.2.2.2/30

interface ethernet0/0 route

interface tunnel.1 ip 10.11.11.11/24

flow tcp-mss 1350

address "Trust" "sunnyvale-net" 192.168.168.0 255.255.255.0
address "VPN" "corp-net" 10.10.10.0 255.255.255.0

address "VPN" "westford-net" 192.168.178.0 255.255.255.0
ike gateway "corp-ike" address 10.1.1.2 Main outgoing-interface ethernet0/0 preshare

"395psksecr3t" sec-level standard

set
set
set
set
set
set

exit

set

exit

set
set
set

exit

set

vpn corp-vpn monitor optimized rekey

vpn "corp-vpn" bind interface tunnel.1

vpn "corp-vpn" gateway "corp-ike" replay tunnel idletime @ sec-level standard
policy id 1 from "Trust" to "Untrust" "ANY" "ANY" "ANY" nat src permit

policy id 2 from "Trust" to "VPN" "sunnyvale-net" "corp-net" "ANY" permit
policy id 2

dst-address "westford-net"
policy id 3 from "VPN" to "Trust" "corp-net" "sunnyvale-net" "ANY" permit
policy id 3

src-address "westford-net"

route 10.10.10.0/24 interface tunnel.1
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set route 192.168.178.0/24 interface tunnel.1
set route 0.0.0.0/0 interface ethernet0/0 gateway 10.2.2.1

Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying the IKE Phase 1 Status

Purpose

Verify the IKE Phase 1 status.

Action

Before starting the verification process, you need to send traffic from a host in the 192.168.10/24
network to a host in the 192.168.168/24 and 192.168.178/24 networks to bring the tunnels up. For
route-based VPNs, you can send traffic initiated from the SRX Series Firewall through the tunnel. We
recommend that when testing IPsec tunnels, you send test traffic from a separate device on one side of
the VPN to a second device on the other side of the VPN. For example, initiate a ping from
192.168.10.10 to 192.168.168.10.

From operational mode, enter the show security ike security-associations command. After obtaining an
index number from the command, use the show security ike security-associations index index_number detail
command.

user@hub> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode



6 10.3.3.2 UP 94906ae2263bbd8e 1c35e4c3fc54d6d3  Main
7 10.2.2.2 UP 7Te7al1c0367dfe73c 284221c656a5fbc Main

user@hub> show security ike security-associations index 6 detail
IKE peer 10.3.3.2, Index 6,
Role: Responder, State: UP
Initiator cookie: 94906ae2263bbd8e,, Responder cookie: 1c35e4c3fc54d6d3
Exchange type: Main, Authentication method: Pre-shared-keys
Local: 10.1.1.2:500, Remote: 10.3.3.2:500

Lifetime: Expires in 3571 seconds

Algorithms:
Authentication : shal
Encryption : aes-cbc (128 bits)

Pseudo random function: hmac-shail
Traffic statistics:

Input bytes : 1128
Output bytes : 988
Input packets : 6
Output packets : 5

Flags: Caller notification sent
IPSec security associations: 1 created, @ deleted
Phase 2 negotiations in progress: 1
Negotiation type: Quick mode, Role: Responder, Message ID: 1350777248
Local: 10.1.1.2:500, Remote: 10.3.3.2:500
Local identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Flags: Caller notification sent, Waiting for done

Meaning

The show security ike security-associations command lists all active IKE Phase 1 SAs. If no SAs are listed,
there was a problem with Phase 1 establishment. Check the IKE policy parameters and external
interface settings in your configuration.

If SAs are listed, review the following information:

e Index—This value is unique for each IKE SA, which you can use in the show security ike security-
associations index detail command to get more information about the SA.

e Remote Address—Verify that the remote IP address is correct.

e State



e UP—The Phase 1 SA has been established.
o DOWN-—There was a problem establishing the Phase 1 SA.
o Mode—Verify that the correct mode is being used.

Verify that the following information is correct in your configuration:

External interfaces (the interface must be the one that receives IKE packets)

IKE policy parameters

Preshared key information

Phase 1 proposal parameters (must match on both peers)

The show security ike security-associations index 1 detail command lists additional information about the
security association with an index number of 1:

Authentication and encryption algorithms used

Phase 1 lifetime

o Traffic statistics (can be used to verify that traffic is flowing properly in both directions)
¢ Initiator and responder role information

Troubleshooting is best performed on the peer using the responder role.
e Number of IPsec SAs created

e Number of Phase 2 negotiations in progress

Verifying the IPsec Phase 2 Status

Purpose

Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ipsec security-associations command. After obtaining an
index number from the command, use the show security ipsec security-associations index Index_number detail
command.

user@hub> show security ipsec security-associations

total configured sa: 4



1D Gateway Port Algorithm SPI Life:sec/kb Mon vsys

<16384 10.2.2.2 500 ESP:aes-128/shal b2fc36f8 3364/ unlim - 0
>16384 10.2.2.2 500 ESP:aes-128/shal  5d73929e 3364/ unlim - @
1D Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<16385 10.3.3.2 500  ESP:3des/shal 70f789c6 28756/unlim - @
>16385 10.3.3.2 500 ESP:3des/shal 80f4126d 28756/unlim - 0

user@hub> show security ipsec security-associations index 16385 detail
Virtual-system: Root
Local Gateway: 10.1.1.2, Remote Gateway: 10.3.3.2
Local Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/24)
Remote Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
DF-bit: clear
Direction: inbound, SPI: 1895270854, AUX-SPI: @
Hard lifetime: Expires in 28729 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 28136 seconds
Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)
Anti-replay service: enabled, Replay window size: 32

Direction: outbound, SPI: 2163479149, AUX-SPI: 0

Hard lifetime: Expires in 28729 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 28136 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -

Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)
Anti-replay service: enabled, Replay window size: 32

Meaning

The output from the show security ipsec security-associations command lists the following information:

o The ID number is 16385. Use this value with the show security ipsec security-associations index
command to get more information about this particular SA.

e There is one IPsec SA pair using port 500, which indicates that no NAT-traversal is implemented.
(NAT-traversal uses port 4500 or another random high-number port.)

e The SPIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
28756/ unlim value indicates that the Phase 2 lifetime expires in 28756 seconds, and that no lifesize



has been specified, which indicates that it is unlimited. Phase 2 lifetime can differ from Phase 1
lifetime, as Phase 2 is not dependent on Phase 1 after the VPN is up.

¢ VPN monitoring is not enabled for this SA, as indicated by a hyphen in the Mon column. If VPN
monitoring is enabled, U indicates that monitoring is up, and D indicates that monitoring is down.

e The virtual system (vsys) is the root system, and it always lists O.

The output from the show security ipsec security-associations index 16385 detail command lists the following
information:

e The local identity and remote identity make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common causes for a Phase 2 failure. If no IPsec SA is listed,
confirm that Phase 2 proposals, including the proxy ID settings, are correct for both peers. For route-
based VPNSs, the default proxy ID is local=0.0.0.0/0, remote=0.0.0.0/0, and service=any. Issues can
occur with multiple route-based VPNs from the same peer IP. In this case, a unique proxy ID for each
IPsec SA must be specified. For some third-party vendors, the proxy ID must be manually entered to
match.

e Another common reason for Phase 2 failure is not specifying the ST interface binding. If IPsec cannot
complete, check the kmd log or set trace options.

Verifying Next-Hop Tunnel Bindings

Purpose

After Phase 2 is complete for all peers, verify the next-hop tunnel bindings.

Action

From operational mode, enter the show security ipsec next-hop-tunnels command.

user@hub> show security ipsec next-hop-tunnels

Next-hop gateway interface IPSec VPN name Flag

10.11.11.11 st0.0 sunnyvale-vpn Static

10.11.11.12 st0.0 westford-vpn Auto
Meaning

The next-hop gateways are the IP addresses for the stO interfaces of all remote spoke peers. The next
hop should be associated with the correct IPsec VPN name. If no NHTB entry exists, there is no way for
the hub device to differentiate which IPsec VPN is associated with which next hop.



The Flag field has one of the following values:

e Static— NHTB was manually configured in the st0.0 interface configurations, which is required if the
peer is not an SRX Series Firewall.

e Auto— NHTB was not configured, but the entry was automatically populated into the NHTB table
during Phase 2 negotiations between two SRX Series Firewalls

There is no NHTB table for any of the spoke sites in this example. From the spoke perspective, the stO
interface is still a point-to-point link with only one IPsec VPN binding.

Verifying Static Routes for Remote Peer Local LANs

Purpose

Verify that the static route references the spoke peer’s stO IP address.

Action

From operational mode, enter the show route command.

user@hub> show route 192.168.168.10
inet.0: 9 destinations, 9 routes (9 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.168.0/24  *[Static/5] 00:08:33
> to 10.11.11.11 via st0.0

user@hub> show route 192.168.178.10
inet.0: 9 destinations, 9 routes (9 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.178.0/24  *[Static/5] 00:04:04
> to 10.11.11.12 via st0.0

The next hop is the remote peer’s stO IP address, and both routes point to st0.0 as the outgoing
interface.



Reviewing Statistics and Errors for an IPsec Security Association

Purpose

Review ESP and authentication header counters and errors for an IPsec security association.

Action

From operational mode, enter the show security ipsec statistics index command.

user@hub> show security ipsec statistics index 16385
ESP Statistics:

Encrypted bytes: 920
Decrypted bytes: 6208
Encrypted packets: 5
Decrypted packets: 87

AH Statistics:
Input bytes:
Output bytes:
Input packets:

S © © o

Output packets:
Errors:

AH authentication failures: 0, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: 0

Bad headers: 0, Bad trailers: 0

You can also use the show security ipsec statistics command to review statistics and errors for all SAs.

To clear all IPsec statistics, use the clear security ipsec statistics command.

Meaning
If you see packet loss issues across a VPN, you can run the show security ipsec statistics or show security

ipsec statistics detail command several times to confirm that the encrypted and decrypted packet
counters are incrementing. You should also check whether the other error counters are incrementing.

Testing Traffic Flow Across the VPN

Purpose

Verify the traffic flow across the VPN.



Action

You can use the ping command from the SRX Series Firewall to test traffic flow to a remote host PC.
Make sure that you specify the source interface so that the route lookup is correct and the appropriate
security zones are referenced during policy lookup.

From operational mode, enter the ping command.

user@hub> ping 192.168.168.10 interface ge-0/0/0 count 5

PING 192.168.168.10 (192.168.168.10): 56 data bytes

64 bytes from 192.168.168.10: icmp_seq=0 tt1=127 time=8.287 ms
64 bytes from 192.168.168.10: icmp_seg=1 ttl=127 time=4.119 ms
64 bytes from 192.168.168.10: icmp_seq=2 tt1=127 time=5.399 ms
64 bytes from 192.168.168.10: icmp_segq=3 ttl=127 time=4.361 ms
64 bytes from 192.168.168.10: icmp_seq=4 tt1=127 time=5.137 ms

--- 192.168.168.10 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 4.119/5.461/8.287/1.490 ms

You can also use the ping command from the SSG Series device.

user@hub> ping 192.168.10.10 from ethernet0/6
Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 1 seconds from ethernet0/6

Success Rate is 100 percent (5/5), round-trip time min/avg/max=4/4/5 ms

ssg-> ping 192.168.178.10 from ethernet0/6

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 192.168.178.10, timeout is 1 seconds from
ethernet@/6

Success Rate is 100 percent (5/5), round-trip time min/avg/max=8/8/10 ms



Meaning

If the ping command fails from the SRX Series or SSG Series device, there might be a problem with the
routing, security policies, end host, or encryption and decryption of ESP packets.
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Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release

19.4R1

15.1X49-D80

12.3X48-D40

Description

Starting in Junos OS Release 19.4R1, you can now configure only one dynamic DN attribute among
container-string and wildcard-string at [edit security ike gateway gateway_name dynamic
distinguished-name] hierarchy. If you try configuring the second attribute after you configure the
first attribute, the first attribute is replaced with the second attribute. Before your upgrade your
device, you must remove one of the attributes if you have configured both the attributes.

Starting with Junos OS Release 15.1X49-D80, dynamic endpoint VPNs on SRX Series Firewalls
support IPvé traffic on secure tunnels.

Starting with Junos OS Release 12.3X48-D40, Junos OS Release 15.1X49-D70, and Junos OS
Release 17.3R1, all dynamic endpoint gateways configured on SRX Series Firewalls that use the
same external interface can use different IKE policies, but the IKE policies must use the same IKE
proposal.

Route-Based VPN with IKEv2 | 513


https://apps.juniper.net/feature-explorer/

Comparing Policy-Based and Route-Based VPNs

SUMMARY

Read this topic to understand the differences between policy-based and route-based VPNs.

It is important to understand the differences between policy-based and route-based VPNs and why one

might be preferable to the other.

Table 33 on page 202 lists the differences between route-based VPNs and policy-based VPNs.

Table 33: Differences Between Route-Based VPNs and Policy-Based VPNs

Route-Based VPNs

With route-based VPNs, a policy does not
specifically reference a VPN tunnel.

The policy references a destination address.

The number of route-based VPN tunnels that
you create is limited by the number of route
entries or the number of stO interfaces that the
device supports, whichever number is lower.

Route-based VPN tunnel configuration is a good
choice when you want to conserve tunnel
resources while setting granular restrictions on
VPN traffic.

Policy-Based VPNs

With policy-based VPN tunnels, a tunnel is treated as an
object that, together with source, destination, application,
and action, constitutes a tunnel policy that permits VPN
traffic.

In a policy-based VPN configuration, a tunnel policy
specifically references a VPN tunnel by name.

The number of policy-based VPN tunnels that you can create
is limited by the number of policies that the device supports.

With a policy-based VPN, although you can create numerous
tunnel policies referencing the same VPN tunnel, each tunnel
policy pair creates an individual IPsec security association
(SA) with the remote peer. Each SA counts as an individual
VPN tunnel.



Table 33: Differences Between Route-Based VPNs and Policy-Based VPNs (Continued)

Route-Based VPNs

With a route-based approach to VPNs, the
regulation of traffic is not coupled to the means
of its delivery. You can configure dozens of
policies to regulate traffic flowing through a
single VPN tunnel between two sites, and only
one IPsec SA is at work. Also, a route-based VPN
configuration allows you to create policies
referencing a destination reached through a VPN
tunnel in which the action is deny.

Route-based VPNs support the exchange of
dynamic routing information through VPN
tunnels. You can enable an instance of a dynamic
routing protocol, such as OSPF, on an stO
interface that is bound to a VPN tunnel.

Route-based configurations are used for hub-
and-spoke topologies.

With route-based VPNs, a policy does not
specifically reference a VPN tunnel.

Route-based VPNs do not support remote-access
(dial-up) VPN configurations.

Route-based VPNs might not work correctly with
some third-party vendors.

Policy-Based VPNs

In a policy-based VPN configuration, the action must be
permit and must include a tunnel.

The exchange of dynamic routing information is not
supported in policy-based VPNs.

Policy-based VPNs cannot be used for hub-and-spoke
topologies.

When a tunnel does not connect large networks running
dynamic routing protocols and you do not need to conserve
tunnels or define various policies to filter traffic through the
tunnel, a policy-based tunnel is the best choice.

Policy-based VPN tunnels are required for remote-access
(dial-up) VPN configurations.

Policy-based VPNs might be required if the third party
requires separate SAs for each remote subnet.



Table 33: Differences Between Route-Based VPNs and Policy-Based VPNs (Continued)

Route-Based VPNs Policy-Based VPNs

When the security device does a route lookup to = With a policy-based VPN tunnel, you can consider a tunnel
find the interface through which it must send as an element in the construction of a policy.

traffic to reach an address, it finds a route via a

secure tunnel interface (st@) , which is bound to a

specific VPN tunnel.

With a route-based VPN tunnel, you can
consider a tunnel as a means for delivering traffic,
and can consider the policy as a method for
either permitting or denying the delivery of that

traffic.
Route-based VPNs support NAT for stO Policy-based VPNs cannot be used if NAT is required for
interfaces. tunneled traffic.

Proxy ID is supported for both route-based and policy-based VPNs. Route-based tunnels also offer the
usage of multiple traffic selectors also known as multi-proxy ID. A traffic selector is an agreement
between IKE peers to permit traffic through a tunnel, if the traffic matches a specified pair of local and
remote IP address prefix, source port range, destination port range, and protocol. You define a traffic
selector within a specific route-based VPN, which can result in multiple Phase 2 IPsec SAs. Only traffic
that conforms to a traffic selector is permitted through an SA. The traffic selector is commonly required
when remote gateway devices are non-Juniper Networks devices.

Example: Configuring a Route-Based VPN | 487
Example: Configuring a Policy-Based VPN | 354

Chassis Cluster HA Control Link Encryption

Connect the dedicated control ports on node O and node 1. Connect the user defined fabricated ports
on node 0 and node 1. To configure two chassis in cluster mode, follow the below steps:

Enable chassis cluster mode on both the nodes, see SRX Series Chassis Cluster Configuration Overview.


https://www.juniper.net/documentation/us/en/software/junos/chassis-cluster-security-devices/topics/task/chassis-cluster-srx-series-creating.html

1. After enabling the chassis cluster, in the device 1, configure HA link encryption as shown in sample
configuration below, commit and reboot. Device 1 needs to be configured with both nodeO and
nodel HA link encryption configuration before commit and reboot.

[edit]

user@host# set groups node@ security ike proposal HA authentication-method pre-shared-keys
user@host# set groups node@ security ike proposal HA dh-group group20

user@host# set groups node@ security ike proposal HA authentication-algorithm sha-256
user@host# set groups node@ security ike proposal HA encryption-algorithm aes-256-cbc
user@host# set groups node@ security ike policy HA proposals HA

user@host# prompt groups node® security ike policy HA pre-shared-key ascii-text

This Should Be A Strong And Secure Key

Retype This Should Be A Strong And Secure Key

user@host# set groups node@ security ike gateway HA ike-policy HA

user@host# set groups node@ security ike gateway HA version v2-only

user@host# set groups node@ security ipsec proposal HA protocol esp

user@host# set groups node@ security ipsec proposal HA authentication-algorithm hmac-shal-96
user@host# set groups node@ security ipsec proposal HA encryption-algorithm aes-256-chc
user@host# set groups node@ security ipsec policy HA perfect-forward-secrecy keys group20
user@host# set groups node@ security ipsec policy HA proposal HA

user@host# set groups node@ security ipsec vpn HA ha-link-encryption

user@host# set groups node@ security ipsec vpn HA ike gateway HA

user@host# set groups node@ security ipsec vpn HA ike ipsec-policy HA

user@host# set groups nodel security ike proposal HA authentication-method pre-shared-keys
user@host# set groups nodel security ike proposal HA dh-group group20

user@host# set groups nodel security ike proposal HA authentication-algorithm sha-256
user@host# set groups nodel security ike proposal HA encryption-algorithm aes-256-cbc
user@host# set groups nodel security ike policy HA proposals HA

user@host# prompt groups nodel security ike policy HA pre-shared-key ascii-text

New ascii-text(secret): juniper

Retype This Should Be A Strong And Secure Key

user@host# set groups nodel security ike gateway HA ike-policy HA

user@host# set groups nodel security ike gateway HA version v2-only

user@host# set groups nodel security ipsec proposal HA protocol esp

user@host# set groups nodel security ipsec proposal HA authentication-algorithm hmac-shal-96
user@host# set groups nodel security ipsec proposal HA encryption-algorithm aes-256-chc
user@host# set groups nodel security ipsec policy HA perfect-forward-secrecy keys group20
user@host# set groups nodel security ipsec policy HA proposals HA

user@host# set groups nodel security ipsec vpn HA ha-link-encryption

user@host# set groups nodel security ipsec vpn HA ike gateway HA

user@host# set groups nodel security ipsec vpn HA ike ipsec-policy HA



user@host# commit

user@host> request system reboot

2. To proceed further with device 2 configuration and commit, you need to ensure device 1 and device
2 are not reachable to each other. One way to achieve this is to power off device 1 at this point.

3. After the device 2 is up, configure HA link encryption as shown in sample configuration below on
device 2. Device 2 needs to be configured with both nodeO and node1 HA link encryption
configuration. Commit on node1l (device 2), and finally reboot node1 (device 2).

[edit]

user@host# set groups node@ security ike proposal HA authentication-method pre-shared-keys
user@host# set groups node@ security ike proposal HA dh-group group20

user@host# set groups node@ security ike proposal HA authentication-algorithm sha-256
user@host# set groups node@ security ike proposal HA encryption-algorithm aes-256-cbhc
user@host# set groups node@ security ike policy HA proposals HA

user@host# prompt groups node® security ike policy HA pre-shared-key ascii-text

This Should Be A Strong And Secure Key

Retype This Should Be A Strong And Secure Key

user@host# set groups node@d security ike gateway HA ike-policy HA

user@host# set groups node@ security ike gateway HA version v2-only

user@host# set groups node@ security ipsec proposal HA protocol esp

user@host# set groups node@ security ipsec proposal HA authentication-algorithm hmac-shal-96
user@host# set groups node@ security ipsec proposal HA encryption-algorithm aes-256-cbc
user@host# set groups node@ security ipsec policy HA perfect-forward-secrecy keys group20
user@host# set groups node@ security ipsec policy HA proposal HA

user@host# set groups node@ security ipsec vpn HA ha-link-encryption

user@host# set groups node@ security ipsec vpn HA ike gateway HA

user@host# set groups node@ security ipsec vpn HA ike ipsec-policy HA

user@host# set groups nodel security ike proposal HA authentication-method pre-shared-keys
user@host# set groups nodel security ike proposal HA dh-group group20

user@host# set groups nodel security ike proposal HA authentication-algorithm sha-256
user@host# set groups nodel security ike proposal HA encryption-algorithm aes-256-cbhc
user@host# set groups nodel security ike policy HA proposals HA

user@host# prompt groups nodel security ike policy HA pre-shared-key ascii-text

New ascii-text(secret): juniper

Retype This Should Be A Strong And Secure Key

user@host# set groups nodel security ike gateway HA ike-policy HA

user@host# set groups nodel security ike gateway HA version v2-only

user@host# set groups nodel security ipsec proposal HA protocol esp

user@host# set groups nodel security ipsec proposal HA authentication-algorithm hmac-sha1-96
user@host# set groups nodel security ipsec proposal HA encryption-algorithm aes-256-cbc

user@host# set groups nodel security ipsec policy HA perfect-forward-secrecy keys group20



user@host# set groups nodel security ipsec policy HA proposals HA
user@host# set groups nodel security ipsec vpn HA ha-link-encryption
user@host# set groups nodel security ipsec vpn HA ike gateway HA
user@host# set groups nodel security ipsec vpn HA ike ipsec-policy HA
user@host# commit

user@host> request system reboot

@ NOTE: To enable HA link encryption on nodel in step 3, the other node needs to be in
lost state for the commit to go through. So this timing needs to be taken care by you,
else step 3 needs to be redone until enabling HA link encryption on nodel commit goes
through.

Quantum Safe IPsec VPN
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Quantum Security Overview

The IPsec communication channel relies on the Internet Key Exchange (IKE) protocol. The IKE maintains
security parameters to protect the data traffic. The security parameters include encryption and
authentication algorithms, and associated keys.

The security protocols rely on asymmetric cryptographic algorithms such as Diffie Hellman (DH) or
Elliptic Curve Diffie Hellman (ECDH) to establish keys are vulnerable to attacks.

To avoid security attacks, the RFC8784 introduces a method out-of-band method. The out-of-band
method adds a secret key at the initiator and the responder. The secret key is Post-quantum Pre-shared
Key (PPK).

e You can use the PPK in addition to the authentication method in IKEv2.

e PPK provides quantum resistance to any child SAs in initial negotiated IPsec SAs and any subsequent
re-iked IPsec SAs.

o With PPK and peer authentication key, initiator and responder can detect key mismatch.

Junos Key Manager Overview

You can use Junos Key Manager (JKM) to configure the static keys or dynamics keys to protect the data
plane and control plane.

The JKM process acts as a key store and a proxy between the client or crypto application. The client or
crypto application requires a key to establish an encrypted and authenticated quantum safe session with
peer or application. The quantum safe uses the out-of-band key retrieval mechanism that lets two peers
have the key. Different out-of-band mechanisms will have different protocols or methods to
communicate. The JKM provides a common uniform interface for client or crypto applications to
communicate.

Key Retrieval Mechanism

Two out-of-band key retrieval mechanisms in the IKED process to negotiate with quantum secured IKE
and IPsec SAs.


https://datatracker.ietf.org/doc/html/rfc8784

o Static Key—With static key profiles, you can configure a static key ID and a corresponding key. The
same static key ID and key gets generated every time a request to JKM over a static key profile.

¢ Quantum Key Manager—With quantum key manager key profiles, you can access the Quantum Key
Distribution (QKD) devices and Quantum Network. The Quantum Network generates and exchange
guantum keys between peers. Generates a different key ID and key every time on request to JKM
over a quantum key manager key profile.

Use Key Profile for Quantum Safe IPsec VPN

With static key profiles, you can configure a static key ID and a corresponding key. To establish the
guantum safe IPsec SAs, use the static key profile as Post-Quantum Pre-Shared Key (PPK) profile in the
IPsec-VPN configuration. Uses the same key and key ID to re-authenticate existing IKE SA.

With quantum key manager key profile profiles, to access the Quantum Networks you need access to
the QKD devices. The Quantum Network generates and exchanges quantum keys between peers. You
can configure all the necessary parameters such as local SAE ID, URL to the QKD device, and so on. To
establish IPsec SAs, use the quantum key manager key profile as Post-Quantum Pre-Shared Key (PPK)
profile in the IPsec VPN configuration. Uses a different key and key ID to re-authenticate existing IKE
SA.

Quantum Key Distribution

Quantum key distribution (QKD) is a secure key distribution method that uses quantum. Networks use
guantum channels for generating the same key at both ends and monitor the quantum channel between
the peers. These keys are dynamic, protects the data plane, and control plane.

Key Management Entity (KME) is the term we use to refer to the QKD devices on the management or
control layer. QKD devices connect to each other through their quantum or QKD network. The KMEs
connects over the public network through the secure channels for exchanging any control messages.
The applications, Secure Application Entity (SAEs), and devices interact with KMEs through the secure
channels as per ETSI specification. HTTPS combines with mutual TLS authentication and enables secure
operations over the QKD network.



Figure 17: Two Devices Interacting with Their Corresponding QKD Devices to Establish a Quantum
Secured Session
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In the Figure 17 on page 210 describes how the two devices interacting with their corresponding QKD
devices to establish a quantum secured session

e SAE Arole is primary. SAE A acts as the initiator to establish a quantum secured session with SAE B.
e The SAE B role is secondary. SAE B acts as the responder.

e The SAE A request the KME A through the Get key API to generate and share a new quantum key
with SAE B with target SAE ID.

e The KME A performs the operation and responds to SAE A with the generated key ID and key
material.

o KME B receives the key material and the generated ID key over the QKD network.
e The SAE A initiates secured session with SAE B directly using the same key and key ID.
e An exchange of messages establishes a secure session with SAE B.

e SAE A sends the key ID in plaintext or encrypted for the corresponding quantum key that is used to
secure the session with SAE B.

e Once SAE B receives the key ID, the SAE B contacts KME B through the Get key with IDs API to get
the corresponding quantum-key for the given key ID and target SAE ID or SAE A.

o After SAE B gets the key, a fully quantum secured session establishes between SAE A and SAE B.



Configure Static Key Profile for Junos Key Manager
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Configuration | 211
Verification | 212

This example shows how to configure static key profile for Junos key manager. Configure the static keys
on concerned gateways and do not need share static keys over the Internet to establish the IPsec
tunnel.

Requirements

1. Hardware requirements —Juniper Networks® SRX1500 Firewall and higher-numbered device models
or Juniper Networks® vSRX Virtual Firewall (vSRX3.0).

2. Software requirements—Junos OS Release 22.4R1 or later with JUNOS ike and JUNOS Key Manager
packages.

Overview
With static key based profiles you need to configure a static key ID and a corresponding key. If you use

the static key profile in the IPsec VPN object, when the re-authentication for existing IKE SA the same
key and key ID are used.

Configuration

Configure the static key profile for Junos key manager.

user@host# set security key-manager profiles km_profile_1 static key-id ascii-text test-ppk-id
user@host# set security key-manager profiles km_profile_1 static key ascii-text

gjwbdip139ubmcy89m28pcgowerefnkjsdg



Verification

Purpose

Verify the static key profile and keys.

Action

From operational mode, enter the request security key-manager profiles get profile-keys name km_profile_1 to
view the static key profile and keys.

user@host> request security key-manager profiles get profile-keys name km_profile_1

- Response:
- Status: SUCCESS
- Name: km_profile_1
- Type: Static
- Key-size: 280 bits
- Key-count: 1
- Key-ids:
- test-ppk-id
- Keys:
- 716a776264697031333975356d637938396d32387063676f77657265666e6b6a736467

From operational mode, enter the show security key-manager profiles name km_profile_1 detail to view the
static key profile details.

user@host> show security key-manager profiles name km_profile_1 detail

Name: km_profile_1, Index: 1, Type: Static
Configured-at: 10.09.23 (20:16:34)
Time-elapsed: @ hrs 2 mins 21 secs
Request stats:

Received: 1
In-progress: 0
Success: 1
Failed: @



Meaning

The request security key-manager profiles get profile-keys name km_profile_1 displays the status, static key
profile name, type, key size, key ID, and keys.

The show security key-manager profiles name km_profile_1 detail displays the static key profile name, type, and
request status.

Example: Configure Static Keys Profile for Site-to-Site VPN
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You can secure an IPsec Site-to-Site VPN infrastructure by configuring the static key profile.

In this configuration example, the SRX1 and SRX2 devices use the static key profile to fetch the QKD
keys on IPsec VPN. The QKD keys help to send traffic securely over the Internet.

TIP:

Table 34: Estimated Timers

Reading Time Less than an hour



Configuration Time

Example Prerequisites

Table 35: Requirements

Hardware requirements

Software requirements

Before You Begin

Table 36: Benefits, Resources,

Benefits °

Useful Resources

Less than an hour

Juniper Networks® SRX1500 Firewall or higher-numbered device
models or Juniper Networks® vSRX Virtual Firewall (vSRX3.0)

Junos OS Release 22.4R1 or later.

and Additional Information

Threat identification

By configuring quantum keys, you can establish a secure quantum channel
between the QKD devices. This improves threat identification and secures the
network.

Extend security

You can merge the existing keys with quantum keys and encrypt and decrypt
them over existing VPN tunnels. This improves the security of the IPsec VPN
infrastructure.

Enhanced cryptographic strength

RFC 8784 compliance provides you with an easy way to prevent attackers from
eavesdropping on the connection and intercepting the keys. This also ensures
interoperability with other devices that adhere to the standard.

Interoperability support

Use any QKD device supporting ETSI QKD Rest API.


https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf

Know more

Hands-on experience

Learn more

Functional Overview

e |Psec VPN

e Route based IPsec VPN

VLABs Sandbox

RFC 8784 - Mixing Preshared Keys in the Internet Key Exchange Protocol Version 2
(IKEv2) for Post-quantum Security

Table 37: Static Key Manager Functional Overview

IPsec VPN

IKE gateway

Proposals

IKE proposal

IPsec proposal

Policies

IKE policy

Deploy a IPsec VPN topology where SRX Series Firewall devices
are connected by VPN tunnels that send traffic through the
IPsec VPN tunnel. The VPN tunnels are later configured to use
quantum keys making them quantum-safe VPN tunnels.

Establish a secure connection, the IKE gateway uses the IKE
policy to limit itself to the configured group of CAs (ca-profiles)
while validating the certificate.

Define the algorithms and keys used to establish the secure IKE
connection with the peer security gateway.

IKE creates the dynamic SAs and negotiates them for IPsec.

List protocols, algorithms, and security services to be negotiated
with the remote IPsec peer.

Define a combination of security parameters (IKE proposals) to
be used during IKE negotiation.


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-route-based-ipsec-vpns.html
https://jlabs.juniper.net/vlabs/portal/ipsec-vpn-route-based
https://datatracker.ietf.org/doc/html/rfc8784
https://datatracker.ietf.org/doc/html/rfc8784

IPsec policy

Security policy

Profiles

Contain rules and security policies to allow group VPN traffic
between the zones specified.

Allows you to select the type of data traffic to secure through
the IPsec SAs.

e VPN-OUT - Permits traffic from the trust zone to the vpn
zone, where the match criteria is:

e source-address: HOST-1-Net
e destination-address: HOST-2-Net
e application: any

e VPN-IN - Permits traffic from the vpn zone to the trust
zone, where the match criteria is:

e source-address: HOST-2-Net
e destination-address: HOST-1-Net

e application: any



Key profile

PPK Profile

Certificates

CA certificate

Define how the SRX Series Firewall devices use the static key
profile to fetch the QKD keys on IPsec VPN to send traffic
securely over the Internet.

Key profile—A static key-profile km_profile_1is configured
for applications and services to retrieve the configured key-
id and corresponding key.

e |KE proposal—An IKE proposal /KE_PROPis configured with
the required algorithms to establish an IKE SA.

e |KE policy—An IKE policy /KE_POL is configured to set the
runtime negotiation and authentication attributes.

o |KE gateway—An IKE gateway /KE_ GW s configured to
manage the IPsec tunnels between endpoints. A ppk-profile
indicates which key-profile to use to establish Quantum safe
IKE or IPsec SA.

e |Psec proposal—An IPsec proposal /PSEC_PROPis
configured with the required algorithms to establish an IPsec
SA.

e |Psec policy—An IPsec policy /PSEC_POL is configured to set
the runtime IPsec negotiation attributes.

e |Psec VPN—AnN IPsec VPN policy /PSEC_VPNis configured
to set the range of subnets that needs to be secured.

e Security zone—Three different security zones trust, untrust
and vpn are configured for better segregation of expected
traffic within each of these zones.

e Security policy—Security policies trust to vpn and vpn to
trust are configured between the security zones to filter out
which type of data traffic gets secured through the IPsec
SAs.

Indicate which key profile to use to establish quantum-safe IKE
or IPsec SAs by referencing the key profile under the IKE
gateway.

Verify identity of devices and authenticate communication link
between them.



Local certificate Generate PKI and enroll it with the CA certificate for

verification.

KME certificate Third-party certificate generated by vendor

Security Zones

trust Network segment at the host zone

untrust Network segment at the destination server zone

vpn Network segment through which the SRX1 and SRX2 devices
interact.

Primary verification tasks Verify the established IKE and IPsec SAs are Quantum safe.

Topology Overview

In this example, SRX1 initiates the negotiation of quantum safe IPsec tunnels with SRX2 using CLI
configured static key. SRX2 responds to this request by verifying SRX1's identity along with the key and
establishes a quantum safe IPsec VPN. Once the tunnel is established, data traffic between Host1 and
Host2 are secured using the established IPsec tunnel.

Table 38: Devices, Role, and Functionality used in this Configuration

Hostname Role Function
SRX1 SRX Series Firewall capable of Initiates IKE or IPsec SA
establishing IPsec tunnels negotiation and establishes

Quantum-safe IPsec tunnels with
SRX2 using static key configured on

the SRX1.
SRX2 SRX Series Firewall capable of Responds to the IKE or IPsec SA
establishing IPsec tunnels negotiation initiated by SRX1 and

establishes Quantum-safe IPsec
tunnels using static key configured
on the SRX2.
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Table 38: Devices, Role, and Functionality used in this Configuration (Continued|)

Hostname Role Function

Host1 A Host inside the trusted zone or Initiates client-side traffic toward
LAN side of SRX1 Host2

Host2 A Host inside the trusted zone or Responds to client-side traffic from
LAN side of SRX2 Host1

Topology lllustration

Figure 18: Site-to-Site VPN
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Step-By-Step Configuration on SRX Series Firewall Devices

@ NOTE: For complete sample configurations on the DUT, see:
e "Set Commands on SRX1" on page 227

e "Set Commands on SRX2" on page 228

This configuration is applicable for only SRX1 and SRX2 devices. You must make the
appropriate device-specific configuration changes.



1. Configure the interfaces.

[edit interfaces]

user@srx# set ge-0/0/0 unit @ family inet address 172.18.10.1/24
user@srx# set st@ unit 1 family inet

user@srx# set ge-0/0/1 unit @ family inet address 192.168.90.1/24

2. Configure a key profile of type static with a key-id and a corresponding key.

[edit security key-manager profiles]
user@srx# set km_profile_1 static key-id ascii-text test-key-id
user@srx# set km_profile_1 static key ascii-text gjwbdip139u5mcy89m28pcgowerefnkjsdg

3. Configure the security zones.

[edit security zones]

user@srx# set security-zone untrust host-inbound-traffic system-services ike
user@srx# set security-zone untrust interfaces ge-0/0/0.0

user@srx# set security-zone vpn interfaces st0.1

user@srx# set security-zone trust host-inbound-traffic system-services ping

user@srx# set security-zone trust interfaces ge-0/0/1.0

[edit security policies]

user@srx# set from-zone trust to-zone vpn policy vpn_out match source-address any
user@srx# set from-zone trust to-zone vpn policy vpn_out match destination-address any
user@srx# set from-zone trust to-zone vpn policy vpn_out match application any
user@srx# set from-zone trust to-zone vpn policy vpn_out then permit

user@srx# set from-zone vpn to-zone trust policy vpn_in match source-address any
user@srx# set from-zone vpn to-zone trust policy vpn_in match destination-address any
user@srx# set from-zone vpn to-zone trust policy vpn_in match application any

user@srx# set from-zone vpn to-zone trust policy vpn_in then permit

[edit security ike proposal]

user@srx# set IKE_PROP authentication-method pre-shared-keys
user@srx# set IKE_PROP dh-group groupl4

user@srx# set IKE_PROP authentication-algorithm sha-256



user@srx# set IKE_PROP encryption-algorithm aes-256-cbc
user@srx# set IKE_PROP lifetime-seconds 3600

[edit security ike policy]
user@srx# set IKE_POL proposals IKE_PROP
user@srx# set IKE_POL pre-shared-key ascii-text ipsec-test

[edit security ike gateway]

user@srx# set IKE_GW ike-policy IKE_POL

user@srx# set IKE_GW address 172.18.10.2

user@srx# set IKE_GW external-interface ge-0/0/0.0
user@srx# set IKE_GW local-address 172.18.10.1
user@srx# set IKE_GW version v2-only

user@srx# set IKE_GW ppk-profile km_profile_1

[edit security ipsec proposal]

user@srx# set IPSEC_PROP protocol esp

user@srx# set IPSEC_PROP authentication-algorithm hmac-sha-256-128
user@srx# set IPSEC_PROP encryption-algorithm aes-256-cbhc
user@srx# set IPSEC_PROP lifetime-seconds 2400

[edit security ipsec policy]
user@srx# set IPSEC_POL proposals IPSEC_PROP

[edit security ipsec vpn]

user@srx# set IPSEC_VPN bind-interface st0.1

user@srx# set IPSEC_VPN ike gateway IKE_GW

user@srx# set IPSEC_VPN ike ipsec-policy IPSEC_POL

user@srx# set IPSEC_VPN traffic-selector ts1 local-ip 192.168.90.0/24
user@srx# set IPSEC_VPN traffic-selector ts1 remote-ip 192.168.80.0/24
user@srx# set IPSEC_VPN establish-tunnels immediately



Verification

IN THIS SECTION

Verify IKE SAs | 222
Verify IPsec SAs | 224
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®  Verify IPsec Statistics | 225

©®  Verify Key Manager Profile | 226
([ J

Ping from HOST 1 to HOST 2 | 226

This section provides a list of show commands that you can use to verify the feature in this example.

Table 39: Show Commands to Verify

Command

show security ike security-associations detail

show security ipsec security-associations detail

show security ipsec statistics

show security key-manager profiles detail

ping 192.168.80.20 source 192.168.90.20 count 4

Verify IKE SAs

Purpose

Verify the IKE SAs

Verification Task

"Verify that the IKE SAs are established." on page 222

"Verify that the IPsec SAs are established." on page
224

"Verify IPsec encryption and decryption statistics." on
page 225

"Verify key profile statistics." on page 226

"Ping from HOST1 to HOST2 or vice versa." on page
226

222



Action

From operational mode, enter the show security ike security-associations detail command to view the IKE
SAs.

user@srx> show security ike security-associations detail IKE peer 172.18.10.2, Index 1, Gateway
Name: IKE_GW

Role: Initiator, State: UP

Initiator cookie: dee592254e808a2b, Responder cookie: 51f6b1d4a8618332 Exchange type: IKEv2,
Authentication method: Pre-shared-keys

Local gateway interface: ge-0/0/2.0 Routing instance: default

Local: 172.18.10.1:500, Remote: 172.18.10.2:500

Lifetime: Expires in 1286 seconds Reauth Lifetime: Disabled

IKE Fragmentation: Enabled, Size: 576 SRG ID: @

Remote Access Client Info: Unknown Client Peer ike-id: 172.18.10.2

AAA assigned IP: 0.0.0.0

PPK-profile: km_profile_1 Optional: No

State : Used

Algorithms:

Authentication : hmac-sha256-128

Encryption : aes256-cbc Pseudo random function: hmac-sha256 Diffie-Hellman group : DH-group-14
Traffic statistics:

Input bytes : 1058

Output bytes : 1074

Input packets: 4

Output packets: 4

Input fragmented packets: 0

Output fragmented packets: 0

IPSec security associations: 4 created, 1 deleted Phase 2 negotiations in progress: 1
IPSec Tunnel IDs: 500002

Negotiation type: Quick mode, Role: Initiator, Message ID: @ Local: 172.18.10.1:500, Remote:
172.18.10.2:500

Local identity: 172.18.10.1

Remote identity: 172.18.10.2 Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:

Initiator stats: Responder stats:
Request Out : 0 Request In : 1
Response In : 0 Response Out 21

No Proposal Chosen In : 0 No Proposal Chosen Out : @



Invalid KE In : 0 Invalid KE Out : 0

TS Unacceptable In 10 TS Unacceptable Out 1 0
Res DH Compute Key Fail : 0 Res DH Compute Key Fail: @ Res Verify SA Fail : 0
Res Verify DH Group Fail: @ Res Verify TS Fail 10

Meaning

The Role: Initiator, State: UP, PPK-profile: km_profile_1 Optional: No, IPSec security associations: 4 created,
and Flags: IKE SA is created fields shows the IKE SAs are created successfully.

Verify IPsec SAs

Purpose

Verify the IPsec SAs

Action

From operational mode, enter the show security ipsec security-associations detail command to view the
IPsec SAs.

user@srx> show security ipsec security-associations detail

ID: 500002 Virtual-system: root, VPN Name: IPSEC_VPN Local Gateway: 172.18.10.1, Remote Gateway:
172.18.10.2 Traffic Selector Name: tsi

Local Identity: ipv4(192.168.90.0-192.168.90.255)

Remote Identity: ipv4(192.168.80.0-192.168.80.255) TS Type: traffic-selector

Version: IKEv2 Quantum Secured: Yes PFS group: N/A

SRG ID: @

DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@0.1, Policy-name: IPSEC_POL Port:
500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0

Multi-sa, Configured SAs# 0, Negotiated SAs#: @ Tunnel events:

Thu Mar 30 2023 23:43:42: IPsec SA negotiation succeeds (1 times)

Location: FPC @, PIC @, KMD-Instance 0

Anchorship: Thread 1

Distribution-Profile: default-profile Direction: inbound, SPI: 0x983a0221, AUX-SPI: @

, VPN Monitoring: - Hard lifetime: Expires in 1330 seconds Lifesize Remaining: Unlimited
Soft lifetime: Expires in 662 seconds

Mode: Tunnel(@ 0), Type: dynamic, State: installed

Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits) Anti-replay



service: counter-based enabled, Replay window size: 64

Extended-Sequence-Number: Disabled

tunnel-establishment: establish-tunnels-immediately IKE SA Index: 1

Direction: outbound, SPI: 0x4112746b, AUX-SPI: 0

, VPN Monitoring: - Hard lifetime: Expires in 1330 seconds Lifesize Remaining: Unlimited
Soft lifetime: Expires in 662 seconds

Mode: Tunnel(@ @), Type: dynamic, State: installed

Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits) Anti-replay
service: counter-based enabled, Replay window size: 64

Extended-Sequence-Number: Disabled

tunnel-establishment: establish-tunnels-immediately IKE SA Index: 1

Meaning

The Version: IKEv2 Quantum Secured: Yes and tunnel-establishment: establish-tunnels-immediately IKE SA Index: 1
fields shows the IPsec SAs are created successfully.

The sample output confirms the IPsec SAs.

Verify IPsec Statistics

Purpose

Verify the IPsec statistics.

Action

From operational mode, enter the show security ipsec statistics command to view the IPsec statistics.

user@srx> show security ipsec statistics
ESP Statistics:

Encrypted bytes: 624

Decrypted bytes: 624

Encrypted packets: 4

Decrypted packets: 4

AH Statistics:

Input bytes: 0

Output bytes: 0



Input packets: 0

Output packets: 0

Errors:

AH authentication failures: @, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: @ Bad headers: 0, Bad trailers: @
Invalid SPI: @, TS check fail: @ Exceeds tunnel MTU: @

Discarded: @

Meaning

The ESP Statistics and AH Statistics fields shows the IPsec statistics.
Verify Key Manager Profile

Purpose

Verify the key manager profile.

Action

From operational mode, enter the show security key-manager profiles detail to view the key manager profile.

user@srx> show security key-manager profiles detail
Name: km_profile_1, Index: 1, Type: Static
Configured-at: 30.03.23 (23:22:43)

Time-elapsed: 1 hrs 16 mins 3 secs Request stats:
Received: 1

In-progress: @

Success: 1

Failed: @

Meaning

The Name: km_profile_1 and Type: Static fields shows the key manager profile.
Ping from HOST 1 to HOST 2

Purpose

Verify the connectivity from HOST 1 to HOST 2.



Action

From operational mode, enter the ping 192.168.80.20 source 192.168.90.20 count 4 to view the
connectivity from HOST 1 to HOST 2.

user@HOST1# ping 192.168.80.20 source 192.168.90.20 count 4

PING 192.168.80.20 (192.168.80.20): 56 data bytes

64 bytes from 192.168.80.1: icmp_seq=0 ttl=64 time=2.151 ms

64 bytes from 192.168.80.1: icmp_seq=1 ttl=64 time=1.710 ms

64 bytes from 192.168.80.1: icmp_seq=2 ttl=64 time=1.349 ms

64 bytes from 192.168.80.1: icmp_seq=3 ttl=64 time=1.597 ms

--- 192.168.80.1 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss round-trip min/avg/max/stddev =
1.349/1.702/2.151/0.290 ms

Data traffic is successfully flowing between the HOSTs

Meaning
The PING 192.168.80.20 (192.168.80.20): 56 data bytes confirms the connectivity from HOST 1 to HOST 2.

Appendix 1: Set Commands on all Devices

Set command output on all devices.

Set Commands on SRX1

set security key-manager profiles km_profile_1 static key-id ascii-text test-key-id

set security key-manager profiles km_profile_1 static key ascii-text
qjwbdip139u5mcy89m28pcgowerefnkjsdg

set interfaces ge-0/0/0 unit @ family inet address 172.18.10.1/24

set interfaces st@ unit 1 family inet

set interfaces ge-0/0/1 unit @ family inet address 192.168.90.1/24

set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone untrust interfaces ge-0/0/0.0

set security zones security-zone vpn interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services ping

set security zones security-zone trust interfaces ge-0/0/1.0

set security policies from-zone trust to-zone vpn policy vpn_out match source-address any
set security policies from-zone trust to-zone vpn policy vpn_out match destination-address any
set security policies from-zone trust to-zone vpn policy vpn_out match application any

set security policies from-zone trust to-zone vpn policy vpn_out then permit



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

policies from-zone vpn to-zone trust policy vpn_in match source-address any

policies from-zone vpn to-zone trust policy vpn_in match destination-address any

policies from-zone vpn to-zone trust policy vpn_in match application any

policies from-zone vpn to-zone trust policy vpn_in then permit

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

ike

proposal IKE_PROP authentication-method pre-shared-keys
proposal IKE_PROP dh-group groupl4

proposal IKE_PROP authentication-algorithm sha-256
proposal IKE_PROP encryption-algorithm aes-256-cbc
proposal IKE_PROP lifetime-seconds 3600

policy IKE_POL proposals IKE_PROP

policy IKE_POL pre-shared-key ascii-text ipsec-test
gateway IKE_GW ike-policy IKE_POL

gateway IKE_GW address 172.18.10.2

gateway IKE_GW external-interface ge-0/0/0.0
gateway IKE_GW local-address 172.18.10.1

gateway IKE_GW version v2-only

gateway IKE_GW ppk-profile km_profile_1

ipsec proposal IPSEC_PROP protocol esp

ipsec proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128

ipsec proposal IPSEC_PROP encryption-algorithm aes-256-cbc

ipsec proposal IPSEC_PROP lifetime-seconds 2400

ipsec policy IPSEC_POL proposals IPSEC_PROP

ipsec vpn IPSEC_VPN bind-interface st0.1

ipsec vpn IPSEC_VPN ike gateway IKE_GW

ipsec vpn IPSEC_VPN ike ipsec-policy IPSEC_POL

ipsec vpn IPSEC_VPN traffic-selector tsl1 local-ip 192.168.90.0/24
ipsec vpn IPSEC_VPN traffic-selector ts1 remote-ip 192.168.80.0/24
ipsec vpn IPSEC_VPN establish-tunnels immediately

Set Commands on SRX2

set security key-manager profiles km_profile_1 static key-id ascii-text test-key-id

set security key-manager profiles km_profile_1 static key ascii-text

gjwbdip139ubmcy89m28pcgowerefnkjsdg

interfaces ge-0/0/0 unit 0 family inet address 172.18.10.2/24
interfaces st@ unit 1 family inet

interfaces ge-0/0/1 unit @ family inet address 192.168.80.1/24

security zones security-zone untrust host-inbound-traffic system-services ike

set
set
set
set
set
set

set

security zones security-zone untrust interfaces ge-0/0/0.0

security zones security-zone vpn interfaces st0.1

security zones security-zone trust host-inbound-traffic system-services ping



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

zones security-zone trust interfaces ge-0/0/1.0

policies

policies

policies

policies

policies

policies

policies

policies

from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

from-zone

trust to-zone vpn policy vpn_out match source-address any
trust to-zone vpn policy vpn_out match destination-address any
trust to-zone vpn policy vpn_out match application any

trust to-zone vpn policy vpn_out then permit

vpn to-zone trust policy vpn_in match source-address any

vpn to-zone trust policy vpn_in match destination-address any
vpn to-zone trust policy vpn_in match application any

vpn to-zone trust policy vpn_in then permit

ike proposal IKE_PROP authentication-method pre-shared-keys

ike proposal IKE_PROP dh-group groupl4

ike proposal IKE_PROP authentication-algorithm sha-256

ike proposal IKE_PROP encryption-algorithm aes-256-chc
ike proposal IKE_PROP lifetime-seconds 3600

ike policy IKE_POL
ike policy IKE_POL
ike gateway IKE_GW
ike gateway IKE_GW
ike gateway IKE_GW
ike gateway IKE_GW
ike gateway IKE_GW
ike gateway IKE_GW
ipsec proposal IPSEC_PROP protocol esp

proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128
proposal IPSEC_PROP encryption-algorithm aes-256-cbhc

proposal IPSEC_PROP lifetime-seconds 2400

policy IPSEC_POL proposals IPSEC_PROP

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec

vpn
vpn
vpn
vpn
vpn

vpn

IPSEC_VPN
IPSEC_VPN
IPSEC_VPN
IPSEC_VPN
IPSEC_VPN
IPSEC_VPN

proposals IKE_PROP

pre-shared-key ascii-text “ipsec-test”
ike-policy IKE_POL

address 172.18.10.1

external-interface ge-0/0/0.0
local-address 172.18.10.2

version v2-only

ppk-profile km_profile_1

bind-interface st@.1

ike gateway IKE_GW

ike ipsec-policy IPSEC_POL

traffic-selector ts1 local-ip 192.168.80.0/24
traffic-selector ts1 remote-ip 192.168.90.0/24
establish-tunnels immediately

Appendix 2: Show Configuration Output on DUT

IN THIS SECTION

SRX1 | 230

SRX2 | 234



SRX1

From configuration mode, confirm your configuration by entering the show security key-manager profiles,
show security key-manager, show interfaces, show security zones, show security policies, show security ike proposal
IKE_PROP, show security ike policy IKE_POL, show security ike gateway IKE_GW, show security ipsec proposal
IPSEC_PROP, show security ipsec policy IPSEC_POL, and show security ipsec vpn IPSEC_VPN commands. If the output
does not display the intended configuration, repeat the configuration instructions in this example to
correct it.

user@srx1# show security key-manager profiles
km_profile_1 {
static {
key-id ascii-text "$9%.mz6pulhyKBI8X-boajHamF/hcylK836"; ## SECRET-DATA
key ascii-text "$9$5Q6Ahc1XNbtulcyeXxGDikfT369A0Bn/
VWLNY2aZUjPQAp@BECcFnyleMXxGDi.mT9CuhSeIEIMLXwsaZUikPpuTlhSen/eW8XbwJGD" ; ## SECRET-DATA
}

user@srx14# show security key-manager
profiles {
km_profile_1 {
static {
key-id ascii-text "$9%.mz6pulhykKBI8X-boajHgmF/hcylK836"; ## SECRET-DATA
key ascii-text "$9$5Q6Ahc1XNbtulcyeXxGDikfT369A0Bn/
VWLNY2aZUjPQAp@BEcFnyleMXxGDi.mT9CuhSeIEIMLXwsaZUikPpulhSen/eW8XbwJGD"; ## SECRET-DATA
}

user@srx1# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 172.18.10.2/24;
address 172.18.10.1/24;

)
ge-0/0/1 {



unit 0 {
family inet {
address 192.168.80.1/24;
address 192.168.90.1/24;

}
family mpls;
}
}
ge-1/0/0 {
unit 0 {
family mpls;
}
}
sto {
unit 1 {
family inet;
}
}

user@srx1# show security zones
security-zone untrust {
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/0.0;
}

}
security-zone vpn {
interfaces {
st0.1;

3
security-zone trust {
host-inbound-traffic {

system-services {

ping;



interfaces {
ge-0/0/1.0;

user@srx1# show security policies
from-zone trust to-zone vpn {
policy vpn_out {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone trust {
policy vpn_in {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

user@srx1# show security ike proposal IKE_PROP
authentication-method pre-shared-keys;
dh-group groupl4;

authentication-algorithm sha-256;



encryption-algorithm aes-256-cbc;
lifetime-seconds 3600;

user@srx1# show security ike policy IKE_POL
proposals IKE_PROP;
pre-shared-key ascii-text "$9$z0C63/tp@Icrvz39p0Ihcs24aZjgmTn9p"; ## SECRET-DATA

user@srx1# show security ike gateway IKE_GW
ike-policy IKE_POL;

address [ 172.18.10.1 172.18.10.2 1;
external-interface ge-0/0/0.0;
local-address 172.18.10.1;

version v2-only;

ppk-profile km_profile_1;

user@srx1# show security ipsec proposal IPSEC_PROP
protocol esp;

authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-256-cbc;

lifetime-seconds 2400;

user@srx1# show security ipsec policy IPSEC_POL
proposals IPSEC_PROP;

user@srx1# show security ipsec vpn IPSEC_VPN
bind-interface st0.1;
ike {
gateway IKE_GW;
ipsec-policy IPSEC_POL;
}
traffic-selector ts1 {
local-ip 192.168.90.0/24;
remote-ip 192.168.80.0/24;



}

establish-tunnels immediately;

SRX2

From configuration mode, confirm your configuration by entering the show security key-manager profiles,
show security key-manager, show interfaces, show security zones, show security policies, show security ike proposal
IKE_PROP, show security ike policy IKE_POL, show security ike gateway IKE_GW, show security ipsec proposal
IPSEC_PROP, show security ipsec policy IPSEC_POL, and show security ipsec vpn IPSEC_VPN commands. If the output
does not display the intended configuration, repeat the configuration instructions in this example to
correct it.

user@srx2# show security key-manager profiles
km_profile_1 {
static {
key-id ascii-text "$9$Hk5FCAOIhruOvWx-2gGDikT3IRhSrvQF"; ## SECRET-DATA
key ascii-text "$9$zDD33CuyrvNVY@BhreMN-jHgmQF/CtulR9A8X7V40GDikT3uO1RSr69evMLN-
jHqgf5F tpBy1MhSVL7N2gGDiqmTOBEYIMIAMXXNY2UH" ; ## SECRET-DATA
}

user@srx2# show security key-manager
profiles {
km_profile_1 {
static {
key-id ascii-text "$9$Hk5FCA@IhruOvWx-2gGDikT3IRhSrvQF"; ## SECRET-DATA
key ascii-text "$9%$zDD33CuyrvNVY@BhreMN-jHamQF /CtulR9A8X7V40GDikT3uO1RSr69evMLN-
jHgf5F tpBy1MhSVL7N2gGDigmTOBEYIMIAMXXNY2UJH" ; ## SECRET-DATA
}

user@srx2# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 172.18.10.1/24;
address 172.18.10.2/24;



}
ge-0/0/1 {
unit 0 {
family inet {
address 192.168.90.1/24;
address 192.168.80.1/24;
}
family mpls;
}
}
ge-1/0/0 {
unit 0 {
family mpls;
}
}
sto {
unit 1 {
family inet;
}
}

user@srx2# show security zones
security-zone untrust {
host-inbound-traffic {
system-services {

ike;
}
}
interfaces {
ge-0/0/0.0;
}

}
security-zone vpn {
interfaces {
st0.1;

}
security-zone trust {
host-inbound-traffic {

system-services {



ping;

}
}
interfaces {
ge-0/0/1.0;
}

user@srx2# show security policies
from-zone trust to-zone vpn {
policy vpn_out {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone trust {
policy vpn_in {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

user@srx2# show security ike proposal IKE_PROP
authentication-method pre-shared-keys;
dh-group groupl4;

authentication-algorithm sha-256;



encryption-algorithm aes-256-cbc;
lifetime-seconds 3600;

user@srx2# show security ike policy IKE_POL
proposals IKE_PROP;
pre-shared-key ascii-text "$9$zTi03/tp@Icrvz39p0Ihcs24aZjgmTn9p"; ## SECRET-DATA

user@srx2# show security ike gateway IKE_GW
ike-policy IKE_POL;

address 172.18.10.1;

external-interface ge-0/0/0.0;
local-address 172.18.10.2;

version v2-only;

ppk-profile km_profile_1;

user@srx2# show security ipsec proposal IPSEC_PROP
protocol esp;

authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-256-cbc;

lifetime-seconds 2400;

user@srx2# show security ipsec policy IPSEC_POL
proposals IPSEC_PROP;

[edit]

user@srx2# show security ipsec vpn IPSEC_VPN

bind-interface st0.1;

ike {
gateway IKE_GW;
ipsec-policy IPSEC_POL;

}

traffic-selector ts1 {
local-ip 192.168.80.0/24;
remote-ip 192.168.90.0/24;

}

establish-tunnels immediately;



Example: Configure Static Keys Profile for AutoVPN

SUMMARY

Use this configuration example to secure an IPsec
AutoVPN infrastructure by configuring the static
key profile.
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You can secure an IPsec AutoVPN infrastructure by configuring the static key profile.

In this configuration example, the Hub, Spoke 1, and Spoke 2 use static key profiles to fetch the QKD
keys on IPsec VPN. The QKD keys help send traffic securely over the Internet.

TIP:

Table 40: Estimated Timers

Reading Time Less than an hour

Configuration Time Less than an hour

Example Prerequisites

Table 41: Requirements



Hardware requirements

Software requirements

Before You Begin

e Juniper Networks® SRX1500 Firewall or higher-numbered
device models or Juniper Networks® vSRX Virtual Firewall
(VSRX3.0)

e Third-party Key Management Entity (KME) or Quantum Key

Distribution (QKD) devices. The KME parameters are as per
ETSI GS QKD 014 specification.

Junos OS Release 22.4R1 or later.

Table 42: Benefits, Resources, and Additional Information

Benefits

Useful Resources

Know more

Threat identification

By configuring quantum keys, you can establish a secure quantum channel
between the QKD devices. This improves threat identification and secures the
network.

Extend security

You can merge the existing keys with quantum keys and encrypt and decrypt
them over existing VPN tunnels. This improves the security of the IPsec VPN
infrastructure.

Enhanced cryptographic strength

RFC 8784 compliance provides you with an easy way to prevent attackers from
eavesdropping on the connection and intercepting the keys. This also ensures
interoperability with other devices that adhere to the standard.

Interoperability support

Use any QKD device supporting ETSI QKD Rest API.

IPsec VPN

AutoVPN on Hub-and-Spoke Devices


https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-autovpn-on-hub-and-spoke-devices.html

Hands-on experience

Learn more

Functional Overview

VLABs Sandbox

RFC 8784 - Mixing Preshared Keys in the Internet Key Exchange Protocol Version 2
(IKEv2) for Post-quantum Security

Obtain the address of the certificate authority (CA) and the information they require
(such as the challenge password) then you submits requests for local certificates.
See Understanding Local Certificate Requests.

Enroll the digital certificates in each device. See Example: Loading CA and Local
Certificates Manually.

Table 43: Static Key Manager Functional Overview

IPsec VPN

IKE gateway

Proposals

IKE proposal

IPsec proposal

Policies

IKE policy

Deploys a hub-and-spoke IPsec VPN topology where spokes are
connected by VPN tunnels that send traffic through the hub.
These VPN tunnels are later configured to use quantum keys
making them quantum-safe VPN tunnels.

Establishes a secure connection, the IKE gateway uses the IKE
policy to limit itself to the configured group of CAs (ca-profiles)
while validating the certificate.

Defines the algorithms and keys used to establish the secure
IKE connection with the peer security gateway.

IKE creates the dynamic SAs and negotiates them for IPsec.

Lists protocols, algorithms, and security services to be
negotiated with the remote IPsec peer.

Defines a combination of security parameters (IKE proposals) to
be used during IKE negotiation.


https://jlabs.juniper.net/vlabs/portal/ipsec-vpn-route-based
https://datatracker.ietf.org/doc/html/rfc8784
https://datatracker.ietf.org/doc/html/rfc8784
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html#id-understanding-local-certificate-requests
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html#id-example-loading-ca-and-local-certificates-manually
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html#id-example-loading-ca-and-local-certificates-manually

IPsec policy Contains rules and security policies to allow group VPN traffic
between the zones specified.

Security policy Allows you to select the type of data traffic to secure through
the IPsec SAs.

o VPN-OUT—Permits traffic from the trust zone to the vpn
zone, where the match criteria is:

e source-address: HOST-1-Net
e destination-address: HOST-2-Net
e application: any

e VPN-IN—Permits traffic from the vpn zone to the trust zone,
where the match criteria is:

e source-address: HOST-2-Net
e destination-address: HOST-1-Net

e application: any

Profiles



Key profile

Define how the SRX Series Firewall devices communicate with
the KME devices to retrieve QKD keys from the external KME
server. Key profiles are configured on the hub
(HUB_KM_PROFILE_1) and spokes (SPOKE_1_KM_PROFILE_1
and SPOKE_2_KM_PROFILE_1) separately.

e Key profile—Static key-profiles HUB_KM_PROFILE. 1,
SPOKE_1_KM_PROFILE_1and SPOKE_2_KM_PROFILE_ 1
are configured on the HUB, SPOKE-1 and SPOKE-2
respectively for applications/services to retrieve a CLI
configured key-id and corresponding key.

e |KE proposal—IKE proposals HUB_IKE_PROP,
SPOKE_1_IKE_PROPand SPOKE_2_IKE_PROPare
configured on the HUB, SPOKE-1 and SPOKE-2 respectively
with the required algorithms for establishing an IKE security
association.

e |KE policy—IKE policies HUB_IKE_POL, SPOKE_1_IKE_POL
and SPOKE_3 IKE_POL are configured on the HUB,
SPOKE-1 and SPOKE-2 respectively to set the runtime
negotiation/authentication attributes.

e |KE gateway—IKE gateways HUB_IKE_GW,
SPOKE_ 1 IKE_.GW and SPOKE_2_IKE_GW are configured
on the HUB, SPOKE-1 and SPOKE-2 respectively to set the
endpoints between whom the IPsec tunnels need to be
established, reference the configured IKE policy, the version
of IKE that needs to be used and a ppk-profile to signify
which key-profile needs to be used to establish Quantum
safe IKE/IPsec security associations.

e |Psec proposal—IPSEC proposals HUB_IPSEC_PROP,
SPOKE_1_IPSEC_PROPand SPOKE_2_IPSEC_PROPare
configured on the HUB, SPOKE-1 and SPOKE-2 respectively
with the required algorithms for establishing an IPSEC
security association.

e |Psec policy—IPSEC policies HUB_IPSEC_POL,
SPOKE_1_IPSEC POL and SPOKE_2_IPSEC_POL are
configured on the HUB, SPOKE-1 and SPOKE-2 respectively
to set the runtime IPsec negotiation attributes.

e |Psec VPN—IPSEC VPNs HUB_IPSEC_VPN,
SPOKE_1_IPSEC_VPN and SPOKE_2_IPSEC_VPN are



PPK Profile

Certificates

CA certificate

Local certificate

KME certificate
Security Zones

trust

untrust

vpn

Primary verification tasks

Topology Overview

configured on the HUB, SPOKE-1 and SPOKE-2 respectively
to set the range of subnets that needs to be secured,
reference the configured ipsec policy and ike gateway.

e Security zone—3 different security zones trust, untrust and
vpn are configured for better segregation of expected traffic
within each of these zones.

e Security policy—Security policies trust to vpnand vpn to
trust are configured between the security zones to filter out
which type of data traffic get secured through the IPsec
security associations.

Indicates which key profile to use to establish quantum-safe IKE
or IPsec SAs by referencing the key profile under the IKE
gateway.

Verifies identity of devices and authenticate communication link
between them.

Generates PKI and enroll it with the CA certificate for
verification.

Third-party certificate generated by vendor.

Network segment at the host zone.

Network segment at the destination server zone.

Network segment through which the hub-and-spoke interacts.

Verify the established IKE and IPsec SAs are Quantum safe.

In this example, SPOKE 1 and SPOKE 2 initiate the negotiation of quantum-safe IPsec tunnels with the
Hub using CLI-configured static key. The Hub responds to the requests by verifying the identity of



Spoke 1 and Spoke 2 along with their respective keys and establishes a quantum-safe IPsec VPN with
both the spokes. Once the tunnels are established, data traffic between Host 1 and Host 3, and between
Host 2 and Host 3 are secured using the established IPsec tunnels.

Table 44: Devices, Role, and Functionality used in this Configuration

Hostname Role Function
Hub SRX Series Firewall capable of Responds to IKE or IPsec SA
establishing IPsec tunnels negotiation initiated by SPOKE 1
and SPOKE 2 and establishes
quantum-safe IPsec tunnels using
static key configured on the Hub
device.
Spoke 1 SRX Series Firewall capable of Initiates IKE/IPsec SA negotiation
establishing IPsec tunnels and establishes quantum-safe IPsec
tunnels with the Hub using static
key configured on the Spoke 1.
Spoke 2 SRX Series Firewall capable of Initiates IKE or IPsec SA
establishing IPsec tunnels negotiation and establishes
quantum-safe IPsec tunnels with
the Hub using static key configured
on the Spoke 2.
Host 1 Host inside the trusted zone or Initiates client-side traffic toward
LAN side of Spoke 1 Host 3.
Host 2 Host inside the trusted zone or Initiates client-side traffic toward
LAN side of Spoke 2 Host 3.
Host 3 Host inside the trusted zone or Responds to client-side traffic from

LAN side of HUB

Host 1 and Host 2.



Topology lllustration

Figure 19: Static Key with Auto VPN
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Step-By-Step Configuration on Hub

@ NOTE: For complete sample configurations on the DUT, see:

e "Set Commands on Hub" on page 260

This configuration is applicable for only the Hub devices. You must make the appropriate

device-specific configuration changes.

jn-000642
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1. Configure the hub interfaces.

[edit interfaces]

user@hub# set ge-0/0/2 unit @ family inet address 172.18.10.1/24
user@hub# set ge-0/0/1 unit @ family inet address 192.168.90.1/24
user@hub# set st@ unit 1 family inet

2. Configure the CA profile and CA certificate.

[edit security pkil

user@hub# set ca-profile Root-CA ca-identity Root-CA

user@hub# set ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/
mscep.dll

user@hub# set ca-profile Root-CA revocation-check disable

3. From the operational mode, bind the CA certificate to CA profile.

user@hub> request security pki ca-certificate enroll ca-profile Root-CA

user@hub> request security pki generate-key-pair certificate-id HUB_CRT size 2048 type rsa
user@hub> request security pki local-certificate enroll certificate-id HUB_CRT challenge-
password <different> domain-name hub.juniper.net email hub@juniper.net subject
DC=juniper,CN=hub. juniper.net,0U=security,0=juniper,L=sunnyvale,ST=california,C=us ca-profile
Root-CA

4. Configure the static key manager profile.

[edit security key-manager profiles]
user@hub# set HUB_KM_PROFILE_1 static key-id ascii-text test-key-id
user@hub# set HUB_KM_PROFILE_1 static key ascii-text gjwbdip139u5mcy89m28pcgowerefnkjsdg

5. Configure the hub-spoke on the IPsec VPN. This includes configuring the security zones, security
policies, and relevant certificates for authenticating device identities and their communication links.

[edit security ike proposal]

user@hub# set HUB_IKE_PROP authentication-method rsa-signatures
user@hub# set HUB_IKE_PROP dh-group groupl4

user@hub# set HUB_IKE_PROP authentication-algorithm sha-256



user@hub# set HUB_IKE_PROP encryption-algorithm aes-256-cbc
user@hub# set HUB_IKE_PROP lifetime-seconds 3600

[edit security ike policy]
user@hub# set HUB_IKE_POL proposals HUB_IKE_PROP
user@hub# set HUB_IKE_POL certificate local-certificate HUB_CRT

[edit security ike gateway]

user@hub#
user@hub#
user@hub#
user@hub#
user@hub#
user@hub#
user@hub#
user@hub#

set
set
set
set
set
set
set

set

HUB_IKE_GW
HUB_IKE_GW
HUB_IKE_GW
HUB_IKE_GW
HUB_IKE_GW
HUB_IKE_GW
HUB_IKE_GW
HUB_IKE_GW

local-address 172.18.10.1

ike-policy HUB_IKE_POL

external-interface ge-0/0/2.0

local-identity distinguished-name

dynamic ike-user-type group-ike-id

dynamic distinguished-name wildcard C=us,DC=juniper
ppk-profile HUB_KM_PROFILE_1

version v2-only

[edit security ipsec proposal]

user@hub# set HUB_IPSEC_PROP protocol esp

user@hub# set HUB_IPSEC_PROP authentication-algorithm hmac-sha-256-128
user@hub# set HUB_IPSEC_PROP encryption-algorithm aes-256-cbc

[edit security ipsec policy]
user@hub# set HUB_IPSEC_POL proposals HUB_IPSEC_PROP

[edit security ipsec vpn]

user@hub# set HUB_IPSEC_VPN bind-interface st@.1

user@hub# set HUB_IPSEC_VPN ike gateway HUB_IKE_GW

user@hub# set HUB_IPSEC_VPN ike ipsec-policy HUB_IPSEC_POL

user@hub# set HUB_IPSEC_VPN traffic-selector ts1 local-ip 192.168.90.0/24
user@hub# set HUB_IPSEC_VPN traffic-selector tsl remote-ip 0.0.0.0/0

[edit security zones]

user@hub# set security-zone untrust host-inbound-traffic system-services ike

user@hub# set security-zone untrust interfaces ge-0/0/2.0



user@hub# set security-zone vpn interfaces st0.1
user@hub# set security-zone trust host-inbound-traffic system-services ping

user@hub# set security-zone trust interfaces ge-0/0/1.0

[edit security policies]

user@hub# set from-zone trust to-zone vpn policy vpn_out match source-address any
user@hub# set from-zone trust to-zone vpn policy vpn_out match destination-address any
user@hub# set from-zone trust to-zone vpn policy vpn_out match application any
user@hub# set from-zone trust to-zone vpn policy vpn_out then permit

user@hub# set from-zone vpn to-zone trust policy vpn_in match source-address any
user@hub# set from-zone vpn to-zone trust policy vpn_in match destination-address any
user@hub# set from-zone vpn to-zone trust policy vpn_in match application any

user@hub# set from-zone vpn to-zone trust policy vpn_in then permit
Step-By-Step Configuration on Spoke Devices

@ NOTE: For complete sample configurations on the DUT, see:

e "Set Commands on Spoke 1" on page 261
e "Set Commands on Spoke 2" on page 263

This configuration is applicable for Spoke 1 and Spoke 2 devices. For other devices, you
must make appropriate device-specific configuration changes.

1. Configure the spoke interfaces.

[edit interfaces]

user@spoke# set ge-0/0/2 unit @ family inet address 172.18.10.2/24
user@spoke# set ge-0/0/1 unit @ family inet address 192.168.80.1/24
user@spoke# set st@ unit 1 family inet

2. Configure hub-spoke on the IPsec VPN. This includes configuring the security zones, security
policies, and relevant certificates for authenticating device identities and their communication links.

[edit security ike proposall]

user@spoke# set SPOKE_1_IKE_PROP authentication-method rsa-signatures
user@spoke# set SPOKE_1_IKE_PROP dh-group groupl4

user@spoke# set SPOKE_1_IKE_PROP authentication-algorithm sha-256



user@spoke# set SPOKE_1_IKE_PROP encryption-algorithm aes-256-chc
user@spoke# set SPOKE_1_IKE_PROP lifetime-seconds 3600

[edit security ike policy]
user@spoke# set SPOKE_1_IKE_POL proposals SPOKE_1_IKE_PROP
user@spoke# set SPOKE_1_IKE_POL certificate local-certificate SPOKE_1_CRT

[edit security ike gateway]

user@spoke# set SPOKE_1_IKE_GW address 172.18.10.1

user@spoke# set SPOKE_1_IKE_GW local-address 172.18.10.2
user@spoke# set SPOKE_1_IKE_GW ike-policy SPOKE_1_IKE_POL
user@spoke# set SPOKE_1_IKE_GW external-interface ge-0/0/2.0
user@spoke# set SPOKE_1_IKE_GW local-identity distinguished-name
user@spoke# set SPOKE_1_IKE_GW remote-identity distinguished-name
user@spoke# set SPOKE_1_IKE_GW ppk-profile SPOKE_1_KM_PROFILE_1
user@spoke# set SPOKE_1_IKE_GW version v2-only

[edit security ipsec proposal]

user@spoke# set SPOKE_1_IPSEC_PROP protocol esp

user@spoke# set SPOKE_1_IPSEC_PROP authentication-algorithm hmac-sha-256-128
user@spoke# set SPOKE_1_IPSEC_PROP encryption-algorithm aes-256-cbc

[edit security ipsec policy]
user@spoke# set SPOKE_1_IPSEC_POL proposals SPOKE_1_IPSEC_PROP

[edit security ipsec vpn]

user@spoke# set SPOKE_1_IPSEC_VPN bind-interface st0.1

user@spoke# set SPOKE_1_IPSEC_VPN ike gateway SPOKE_1_IKE_GW

user@spoke# set SPOKE_1_IPSEC_VPN ike ipsec-policy SPOKE_1_IPSEC_POL

user@spoke# set SPOKE_1_IPSEC_VPN traffic-selector tsl1 local-ip 192.168.80.0/24
user@spoke# set SPOKE_1_IPSEC_VPN traffic-selector ts1 remote-ip 192.168.90.0/24

[edit security zones]
user@spoke# set security-zone untrust host-inbound-traffic system-services ike

user@spoke# set security-zone untrust interfaces ge-0/0/2.0



user@spoke# set security-zone vpn interfaces st@.1
user@spoke# set security-zone trust host-inbound-traffic system-services ping

user@spoke# set security-zone trust interfaces ge-0/0/1.0

[edit security policies]

user@spoke# set from-zone trust to-zone vpn policy vpn_out match source-address any
user@spoke# set from-zone trust to-zone vpn policy vpn_out match destination-address any
user@spoke# set from-zone trust to-zone vpn policy vpn_out match application any
user@spoke# set from-zone trust to-zone vpn policy vpn_out then permit

user@spoke# set from-zone vpn to-zone trust policy vpn_in match source-address any
user@spoke# set from-zone vpn to-zone trust policy vpn_in match destination-address any
user@spoke# set from-zone vpn to-zone trust policy vpn_in match application any

user@spoke# set from-zone vpn to-zone trust policy vpn_in then permit

[edit security pki ]

user@spoke# set ca-profile Root-CA ca-identity Root-CA

user@spoke# set ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/
mscep.dll

user@spoke# set ca-profile Root-CA revocation-check disable

user@spoke> request security pki ca-certificate enroll ca-profile Root-CA

user@spoke> request security pki generate-key-pair certificate-id SPOKE_1_CRT size 2048 type
rsa

user@spoke> request security pki local-certificate enroll certificate-id SPOKE_1_CRT
challenge-password <different> domain-name spoke_1.juniper.net email spoke_1@juniper.net
subject

DC=juniper,CN=spoke_1. juniper.net,0U=security,O=juniper,L=sunnyvale,ST=california,C=us ca-
profile Root-CA

3. Configure the static key manager profile.

[edit security key-manager profiles]
user@spoke# set SPOKE_1_KM_PROFILE_1 static key-id ascii-text test-key-id
user@spoke# set SPOKE_1_KM_PROFILE_1 static key ascii-text qjwbdip139u5mcy89m28pcgowerefnkjsdg



Verification

IN THIS SECTION

®  \Verify IKE SAs | 252

©®  \Verify IPsec SAs | 255

®  Verify IPsec Statistics | 257

©®  Verify Key Manager Profile | 258

®  Ping from Host 1 to Host 3 or vice versa | 259
([ J

Ping from Host 2 to Host 3 or vice versa | 259

This section provides a list of show commands that you can use to verify the feature in this example.

Command Verification Task

show security ike "Verify that the IKE SAs are established." on page 255
security-
associations detail

show security "Verify that the IPsec SAs are established." on page 252
ipsec security-
associations detail

show security "Verify IPsec encryption and decryption statistics." on page 257
ipsec statistics

show security "Verify key profile statistics." on page 258
key-manager
profiles detail

ping "Ping from Host 1 to Host 3 or vice versa." on page 259
192.168.90.20

source

192.168.80.20

count 4

251



Verify IKE SAs

Purpose

Verify the IKE SAs.

Action

From operational mode, enter the show security ike security-associations detail command to view the IKE
SAs.

user@hub> show security ike security-associations detail

IKE peer 172.18.10.2, Index 2123, Gateway Name: HUB_IKE_GW

Role: Responder, State: UP

Initiator cookie: @e40ccdceelb54bd, Responder cookie: 43964f5cc4d4491c

Exchange type: IKEv2, Authentication method: RSA-signatures

Local gateway interface: ge-0/0/2.0

Routing instance: default

Local: 172.18.10.1:500, Remote: 172.18.10.2:500

Lifetime: Expires in 2840 seconds

Reauth Lifetime: Disabled

IKE Fragmentation: Enabled, Size: 576

Remote Access Client Info: Unknown Client

Peer ike-id: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=spoke. juniper.net

AAA assigned IP: 0.0.0.0

PPK-profile: HUB_KM_PROFILE_1

Optional: No

State : Used
Algorithms:
Authentication : hmac-sha256-128
Encryption : aes256-chc

Pseudo random function: hmac-sha256
Diffie-Hellman group : DH-group-14
Traffic statistics:

Input bytes : 2610
Output bytes : 2571
Input packets: 5
Output packets: 5
Input fragmented packets: 4

Output fragmented packets:



IPSec security associations: 2 created, 0 deleted
Phase 2 negotiations in progress: 1
IPSec Tunnel IDs: 500440

Negotiation type: Quick mode, Role: Responder, Message ID: 0

Local: 172.18.10.1:500, Remote: 172.18.10.2:500

Local identity: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=hub. juniper.net

Remote identity: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=spoke. juniper.net

Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:

Initiator stats: Responder stats:

Request Out 1 0 Request In
0

Response In : 0 Response Out
0

No Proposal Chosen In : @ No Proposal Chosen Out :
0

Invalid KE In 1 0 Invalid KE Out
0

TS Unacceptable In 1 0 TS Unacceptable Out
0

Res DH Compute Key Fail : @ Res DH Compute Key Fail:
0

Res Verify SA Fail : 0

Res Verify DH Group Fail: 0

Res Verify TS Fail : 0

IKE peer 172.18.10.3, Index 2124, Gateway Name: HUB_IKE_GW
Role: Responder, State: UP
Initiator cookie: 651bf4a52a9375ec, Responder cookie: d9a9c95c27e3f929
Exchange type: IKEv2, Authentication method: RSA-signatures
Local gateway interface: ge-0/0/2.0
Routing instance: default
Local: 172.18.10.1:500, Remote: 172.18.10.3:500
Lifetime: Expires in 2901 seconds
Reauth Lifetime: Disabled
IKE Fragmentation: Enabled, Size: 576
Remote Access Client Info: Unknown Client
Peer ike-id: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,

CN=spoke_2. juniper.net



AAA assigned IP: 0.0.0.0
PPK-profile: HUB_KM_PROFILE_1
Optional: No

State : Used
Algorithms:
Authentication : hmac-sha256-128
Encryption : aes256-cbc

Pseudo random function: hmac-sha256
Diffie-Hellman group : DH-group-14
Traffic statistics:

Input bytes 2610
Output bytes : 2571
Input packets: 5
Output packets: 5
Input fragmented packets: 4
Output fragmented packets: 4

IPSec security associations: 2 created, 0 deleted
Phase 2 negotiations in progress: 1
IPSec Tunnel IDs: 500441

Negotiation type: Quick mode, Role: Responder, Message ID: 0

Local: 172.18.10.1:500, Remote: 172.18.10.3:500

Local identity: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=hub. juniper.net

Remote identity: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=spoke_2. juniper.net

Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:

Initiator stats: Responder stats:

Request Out 1 0 Request In
0

Response In : 0 Response Out
0

No Proposal Chosen In : @ No Proposal Chosen Out :
0

Invalid KE In 1 0 Invalid KE Out
0

TS Unacceptable In : 0 TS Unacceptable Out
0

Res DH Compute Key Fail : @ Res DH Compute Key Fail:
0

Res Verify SA Fail 10



Res Verify DH Group Fail: @
Res Verify TS Fail 1 0

Meaning

The Role: Responder, State: UP, PPK-profile: HUB_KM_PROFILE_1, IPSec security associations: 2 created, 0 deleted,
and Flags: IKE SA is created fields shows the IKE SAs are created successfully.

Verify IPsec SAs

Purpose

Verify the IPsec SAs.

Action

From operational mode, enter the show security ipsec security-associations detail command to view the
IPsec SAs.

user@hub> show security ipsec security-associations detail

ID: 500440 Virtual-system: root, VPN Name: HUB_IPSEC_VPN
Local Gateway: 172.18.10.1, Remote Gateway: 172.18.10.2
Traffic Selector Name: tsi
Local Identity: ipv4(192.168.90.0-192.168.90.255)
Remote Identity: ipv4(192.168.80.0-192.168.80.255)
TS Type: traffic-selector
Version: IKEv2
Quantum Secured: Yes
PFS group: N/A
Passive mode tunneling: Disabled
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@.1, Policy-name: HUB_IPSEC_POL
Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0
Multi-sa, Configured SAs# 0, Negotiated SAs#: 0
Tunnel events:
Thu Jul 20 2023 10:44:19: IPsec SA negotiation succeeds (1 times)
Location: FPC @, PIC @
Anchorship: Thread 1
Distribution-Profile: default-profile
Direction: inbound, SPI: 0x649d371f, AUX-SPI: 0
, VPN Monitoring: -



Hard lifetime: Expires in 2840 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2183 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2123
Direction: outbound, SPI: 0xd5ef611e, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 2840 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2183 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2123

ID: 500441 Virtual-system: root, VPN Name: HUB_IPSEC_VPN
Local Gateway: 172.18.10.1, Remote Gateway: 172.18.10.3
Traffic Selector Name: tsi
Local Identity: ipv4(192.168.90.0-192.168.90.255)
Remote Identity: ipv4(192.168.70.0-192.168.70.255)

TS Type: traffic-selector
Version: IKEv2
Quantum Secured: Yes
PFS group: N/A
Passive mode tunneling: Disabled
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@.1, Policy-name: HUB_IPSEC_POL
Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0
Multi-sa, Configured SAs# 0, Negotiated SAs#: 0
Tunnel events:

Thu Jul 20 2023 10:45:19: IPsec SA negotiation succeeds (1 times)
Location: FPC @, PIC @
Anchorship: Thread 1
Distribution-Profile: default-profile
Direction: inbound, SPI: 0xa@d3ba32, AUX-SPI: @

, VPN Monitoring: -
Hard lifetime: Expires in 2901 seconds

Lifesize Remaining: Unlimited



Soft lifetime: Expires in 2258 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2124
Direction: outbound, SPI: 0xe54414e3, AUX-SPI: 0
, VPN Monitoring: -
Hard lifetime: Expires in 2901 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2258 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2124

Meaning

The Quantum Secured: Yes, Passive mode tunneling: Disabled, Policy-name: HUB_IPSEC_POL, and IPsec SA negotiation
succeeds (1 times) fields shows the IPsec SAs are created successfully.

Verify IPsec Statistics

Purpose

Verify the IPsec statistics.

Action

From operational mode, enter the show security ipsec statistics command to view the IPsec statistics.

user@hub> show security ipsec statistics

ESP Statistics:

Encrypted bytes: 1248
Decrypted bytes: 1248
Encrypted packets: 8

Decrypted packets: 8



AH Statistics:
Input bytes:
Output bytes:
Input packets:

S © ©

Output packets:
Errors:

AH authentication failures: @, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: 0

Bad headers: 0, Bad trailers: 0

Invalid SPI: @, TS check fail: @

Exceeds tunnel MTU: 0

Discarded: 0

Meaning

The ESP Statistics and AH Statistics fields shows the IPsec statistics.

Verify Key Manager Profile

Purpose

Verify the key manager profile.

Action

From operational mode, enter the show security key-manager profiles detail command to view the key
manager profile.

user@hub> show security key-manager profiles detail

Name: HUB_KM_PROFILE_1, Index: 4, Type: Static
Configured-at: 20.07.23 (09:59:06)
Time-elapsed: 1 hrs 2 mins 7 secs
Request stats:

Received: 2
In-progress: 0
Success: 2
Failed: @



Meaning

The Name: HUB_KM_PROFILE_1 and Type: Static fields shows the key manager profile

Ping from Host 1 to Host 3 or vice versa

Purpose

Verify the connectivity from Host 1 to Host 3.

Action

From operational mode, enter the ping 192.168.90.20 source 192.168.80.20 count 4 command to view the
connectivity from Host 1 to Host 3.

user@HOST1# ping 192.168.90.20 source 192.168.80.20 count 4
PING 192.168.90.20 (192.168.90.20): 56 data bytes

64 bytes from 192.168.90.20: icmp_seq=0 tt1=64 time=2.151 ms
64 bytes from 192.168.90.20: icmp_seq=1 ttl=64 time=1.710 ms
64 bytes from 192.168.90.20: icmp_seq=2 ttl=64 time=1.349 ms
64 bytes from 192.168.90.20: icmp_seq=3 ttl=64 time=1.597 ms
--- 192.168.90.20 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.349/1.702/2.151/0.290 ms

Data traffic is successfully flowing between the HOSTs

Meaning

The PING 192.168.80.20 (192.168.80.20): 56 data bytes confirms the connectivity from HOST 1 to HOST 3.

Ping from Host 2 to Host 3 or vice versa

Purpose

Verify the connectivity from Host 2 to Host 3.



Action

From operational mode, enter the ping 192.168.90.20 source 192.168.80.20 count 4 to view the connectivity
from Host 2 to Host 3.

user@HOST1# ping 192.168.90.20 source 192.168.70.20 count 4
PING 192.168.90.20 (192.168.90.20): 56 data bytes

64 bytes from 192.168.90.20: icmp_seq=0 ttl=64 time=2.151 ms
64 bytes from 192.168.90.20: icmp_seq=1 ttl=64 time=1.710 ms
64 bytes from 192.168.90.20: icmp_seq=2 ttl=64 time=1.349 ms
64 bytes from 192.168.90.20: icmp_seq=3 ttl=64 time=1.597 ms
--- 192.168.90.20 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.349/1.702/2.151/0.290 ms

Data traffic is successfully flowing between the HOSTs

Meaning
The PING 192.168.80.20 (192.168.80.20): 56 data bytes confirms the connectivity from HOST 2 to HOST 3.

Appendix 1: Set Commands on all Devices

Set command output on all devices.

Set Commands on Hub

set security ike proposal HUB_IKE_PROP dh-group groupl4

set security ike proposal HUB_IKE_PROP authentication-algorithm sha-256
set security ike proposal HUB_IKE_PROP encryption-algorithm aes-256-cbc
set security ike proposal HUB_IKE_PROP lifetime-seconds 3600

set security ike policy HUB_IKE_POL proposals HUB_IKE_PROP

set security ike policy HUB_IKE_POL certificate local-certificate HUB_CRT
set security ike gateway HUB_IKE_GW local-address 172.18.10.1

set security ike gateway HUB_IKE_GW ike-policy HUB_IKE_POL

set security ike gateway HUB_IKE_GW external-interface ge-0/0/2.0

set security ike gateway HUB_IKE_GW local-identity distinguished-name

set security ike gateway HUB_IKE_GW dynamic ike-user-type group-ike-id
set security ike gateway HUB_IKE_GW dynamic distinguished-name wildcard C=us,DC=juniper
set security ike gateway HUB_IKE_GW ppk-profile HUB_KM_PROFILE_1

set security ike gateway HUB_IKE_GW version v2-only



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

security
security
security
security
security
security
security
security
security

interfaces st@ unit 1 family

security zones security-zone

security
security
security
security
security
security
security
security
security
security
security
security

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec

zones security-zone
zones security-zone
zones security-zone

zones security-zone

proposal HUB_

IPSEC_PROP protocol esp

proposal HUB_IPSEC_PROP authentication-algorithm hmac-sha-256-128
proposal HUB_IPSEC_PROP encryption-algorithm aes-256-cbc
policy HUB_IPSEC_POL proposals HUB_IPSEC_PROP

vpn HUB_IPSEC_VPN bind-interface st0.1

vpn HUB_IPSEC_VPN ike gateway HUB_IKE_GW

vpn HUB_IPSEC_VPN ike ipsec-policy HUB_IPSEC_POL

vpn HUB_IPSEC_VPN traffic-selector ts1 local-ip 192.168.90.0/24
vpn HUB_IPSEC_VPN traffic-selector ts1 remote-ip 0.0.0.0/0
interfaces ge-0/0/2 unit @ family inet address 172.18.10.1/24

interfaces ge-0/0/1 unit 0 family inet address 192.168.90.1/24

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

Set Commands on Spoke 1

set security pki

set security pki

mscep.dll

set security pki
request security
request security

request security

inet

untrust host-inbound-traffic system-services ike

untrust interfaces ge-0/0/2.0

vpn interfaces st@.1

trust host-inbound-traffic system-services ping

trust interfaces ge-0/0/1.0

trust to-zone vpn policy
trust to-zone vpn policy
trust to-zone vpn policy
trust to-zone vpn policy
vpn to-zone trust policy
vpn to-zone trust policy
vpn to-zone trust policy
vpn to-zone trust policy

ca-profile Root-CA ca-identity Root-CA

vpn_out match source-address any
vpn_out match destination-address any
vpn_out match application any

vpn_out then permit

vpn_in match source-address any
vpn_in match destination-address any
vpn_in match application any

vpn_in then permit

ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/

ca-profile Root-CA revocation-check disable

pki ca-certificate enroll ca-profile Root-CA

pki generate-key-pair certificate-id SPOKE_1_CRT size 2048 type rsa

pki local-certificate enroll certificate-id SPOKE_1_CRT challenge-password

<different> domain-name spoke_1.juniper.net email spoke_1@juniper.net subject

DC=juniper,CN=spoke_1. juniper.net,OU=security,0=juniper,L=sunnyvale,ST=california,C=us ca-
profile Root-CA
set security key-manager profiles SPOKE_1_KM_PROFILE_1 static key-id ascii-text test-key-id

set security key-manager profiles SPOKE_1_KM_PROFILE_1 static key ascii-text

gjwbdip139u5mcy89m28pcgowerefnkjsdg



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

interfaces st

security zones

security
security
security
security
security
security
security
security
security
security
security

security

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

ike

ipsec
ipsec
ipsec

ipsec

proposal SPOKE_1_IKE_PROP authentication-method rsa-signatures
proposal SPOKE_1_IKE_PROP dh-group groupl4

proposal SPOKE_1_IKE_PROP authentication-algorithm sha-256
proposal SPOKE_1_IKE_PROP encryption-algorithm aes-256-cbc
proposal SPOKE_1_IKE_PROP lifetime-seconds 3600

policy SPOKE_1_IKE_POL
policy SPOKE_1_IKE_POL

gateway
gateway
gateway
gateway
gateway
gateway
gateway

gateway

SPOKE_1_IKE_GW
SPOKE_1_IKE_GW
SPOKE_1_IKE_GW
SPOKE_1_IKE_GW
SPOKE_1_IKE_GW
SPOKE_1_IKE_GW
SPOKE_1_IKE_GW
SPOKE_1_IKE_GW

proposals SPOKE_1_IKE_PROP

certificate local-certificate SPOKE_1_CRT
address 172.18.10.1

local-address 172.18.10.2

ike-policy SPOKE_1_IKE_POL
external-interface ge-0/0/2.0
local-identity distinguished-name
remote-identity distinguished-name
ppk-profile SPOKE_1_KM_PROFILE_1

version v2-only

proposal SPOKE_1_IPSEC_PROP protocol esp

proposal SPOKE_1_IPSEC_PROP authentication-algorithm hmac-sha-256-128
proposal SPOKE_1_IPSEC_PROP encryption-algorithm aes-256-cbc

policy SPOKE_1_IPSEC_POL proposals SPOKE_1_IPSEC_PROP

ipsec vpn SPOKE_1_IPSEC_VPN bind-interface st@.1

ipsec vpn SPOKE_1_IPSEC_VPN ike gateway SPOKE_1_IKE_GW

ipsec vpn SPOKE_1_IPSEC_VPN ike ipsec-policy SPOKE_1_IPSEC_POL

ipsec vpn SPOKE_1_IPSEC_VPN traffic-selector ts1 local-ip 192.168.80.0/24
ipsec vpn SPOKE_1_IPSEC_VPN traffic-selector ts1 remote-ip 192.168.90.0/24
interfaces ge-0/0/2 unit 0 family inet address 172.18.10.2/24

interfaces ge-0/0/1 unit @ family inet address 192.168.80.1/24

zones
zones
zones
zones
policies
policies
policies
policies
policies
policies
policies

policies

security-zone
security-zone
security-zone
security-zone
security-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

from-zone

unit 1 family inet

untrust host-inbound-traffic system-services ike

untrust interfaces ge-0/0/2.0

vpn interfaces st@.1

trust host-inbound-traffic system-services ping

trust interfaces ge-0/0/1.0

trust to-zone vpn policy vpn_out match source-address any
trust to-zone vpn policy vpn_out match destination-address any
trust to-zone vpn policy vpn_out match application any

trust to-zone vpn policy vpn_out then permit
vpn to-zone trust policy vpn_in match source-address any
vpn to-zone trust policy vpn_in match destination-address any
vpn to-zone trust policy vpn_in match application any

vpn to-zone trust policy vpn_in then permit



Set Commands on Spoke 2

set security pki ca-profile Root-CA ca-identity Root-CA

set security pki ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/
mscep.dll

set security pki ca-profile Root-CA revocation-check disable

request security pki ca-certificate enroll ca-profile Root-CA

request security pki generate-key-pair certificate-id SPOKE_2_CRT size 2048 type rsa
request security pki local-certificate enroll certificate-id SPOKE_2_CRT challenge-password
<different> domain-name spoke_2.juniper.net email spoke_2@juniper.net subject
DC=juniper,CN=spoke_2. juniper.net,OU=security,0=juniper,L=sunnyvale,ST=california,C=us ca-
profile Root-CA

set security key-manager profiles SPOKE_2_KM_PROFILE_1 static key-id ascii-text test-key-id
set security key-manager profiles SPOKE_2_KM_PROFILE_1 static key ascii-text
gjwbdip139u5mcy89m28pcgowerefnkjsdg

set security ike proposal SPOKE_2_IKE_PROP authentication-method rsa-signatures

set security ike proposal SPOKE_2_IKE_PROP dh-group groupl4

set security ike proposal SPOKE_2_IKE_PROP authentication-algorithm sha-256

set security ike proposal SPOKE_2_IKE_PROP encryption-algorithm aes-256-cbc

set security ike proposal SPOKE_2_IKE_PROP lifetime-seconds 3600

set security ike policy SPOKE_2_IKE_POL proposals SPOKE_IKE_PROP

set security ike policy SPOKE_2_IKE_POL certificate local-certificate SPOKE_2_CRT

set security ike gateway SPOKE_2_IKE_GW address 172.18.10.1

set security ike gateway SPOKE_2_IKE_GW local-address 172.18.10.3

set security ike gateway SPOKE_2_IKE_GW ike-policy SPOKE_2_IKE_POL

set security ike gateway SPOKE_2_IKE_GW external-interface ge-0/0/2.0

set security ike gateway SPOKE_2_IKE_GW local-identity distinguished-name

set security ike gateway SPOKE_2_IKE_GW remote-identity distinguished-name

set security ike gateway SPOKE_2_IKE_GW ppk-profile SPOKE_2_KM_PROFILE_1

set security ike gateway SPOKE_2_IKE_GW version v2-only

set security ipsec proposal SPOKE_2_IPSEC_PROP protocol esp

set security ipsec proposal SPOKE_2_IPSEC_PROP authentication-algorithm hmac-sha-256-128
set security ipsec proposal SPOKE_2_IPSEC_PROP encryption-algorithm aes-256-chc

set security ipsec policy SPOKE_2_IPSEC_POL proposals SPOKE_2_IPSEC_PROP

set security ipsec vpn SPOKE_2_IPSEC_VPN bind-interface st0.2

set security ipsec vpn SPOKE_2_IPSEC_VPN ike gateway SPOKE_2_IKE_GW

set security ipsec vpn SPOKE_2_IPSEC_VPN ike ipsec-policy SPOKE_2_IPSEC_POL

set security ipsec vpn SPOKE_2_IPSEC_VPN traffic-selector ts1 local-ip 192.168.70.0/24

set security ipsec vpn SPOKE_2_IPSEC_VPN traffic-selector tsl remote-ip 192.168.90.0/24
set interfaces ge-0/0/2 unit @ family inet address 172.18.10.3/24

set interfaces ge-0/0/1 unit @ family inet address 192.168.70.1/24

set interfaces st@ unit 2 family inet



set
set
set
set
set
set
set
set
set
set
set
set

set

security
security
security
security
security
security
security
security
security
security
security
security
security

Zones

zones

Zones

zones

Zones

security-zone
security-zone
security-zone
security-zone

security-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

untrust host-inbound-traffic system-services ike

untrust interfaces ge-0/0/2.0

vpn interfaces st0.2

trust host-inbound-traffic system-services ping
ge-0/0/1.0

trust interfaces
trust to-zone vpn
trust to-zone vpn
trust to-zone vpn
trust to-zone vpn
vpn to-zone trust
vpn to-zone trust
vpn to-zone trust

vpn to-zone trust

policy
policy
policy
policy
policy
policy
policy
policy

Appendix 2: Show Configuration Output on DUT

Hub

IN THIS SECTION

Hub | 264
Spoke 1 | 268
Spoke 2 | 273

vpn_out match source-address any
vpn_out match destination-address any
vpn_out match application any

vpn_out then permit

vpn_in match source-address any
vpn_in match destination-address any
vpn_in match application any

vpn_in then permit

From configuration mode, confirm your configuration by entering the show security ike proposal

HUB_IKE_PROP, show security ike policy HUB_IKE_POL, show security ike gateway HUB_IKE_GW, show security ipsec
proposal HUB_IPSEC_PROP, show security ipsec policy HUB_IPSEC_POL, show security ipsec vpn HUB_IPSEC_VPN, show
interfaces, show security zones, and show security policies commands. If the output does not display the

intended configuration, repeat the configuration instructions in this example to correct it.

user@hub# show security ike proposal HUB_IKE_PROP

dh-group groupl4;

authentication-algorithm sha-256;



encryption-algorithm aes-256-cbc;
lifetime-seconds 3600;

user@hub# show security ike policy HUB_IKE_POL
proposals HUB_IKE_PROP;
certificate {

local-certificate HUB_CRT;

user@hub# show security ike gateway HUB_IKE_GW
ike-policy HUB_IKE_POL;
dynamic {

distinguished-name {

wildcard C=us,DC=juniper;

}

ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/2.0;
local-address 172.18.10.1;
version v2-only;
ppk-profile HUB_KM_PROFILE_1;

user@hub# show security ipsec proposal HUB_IPSEC_PROP
protocol esp;
authentication-algorithm hmac-sha-256-128;

encryption-algorithm aes-256-cbc;

user@hub# show security ipsec policy HUB_IPSEC_POL
proposals HUB_IPSEC_PROP;

user@hub# show security ipsec vpn HUB_IPSEC_VPN
bind-interface st0.1;
ike {

gateway HUB_IKE_GW;

ipsec-policy HUB_IPSEC_POL;



traffic-selector ts1 {
local-ip 192.168.90.0/24;
remote-ip 0.0.0.0/0;

user@hub# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 172.18.10.1/24;
address 172.18.10.2/24;

}
}
}
ge-0/0/1 {
unit @ {
family inet {
address 192.168.90.1/24;
address 192.168.80.1/24;
}
family mpls;
}
}
ge-0/0/2 {
unit 0 {
family inet {
address 172.18.10.1/24;
}
}
}
ge-1/0/0 {
unit @ {
family mpls;
}
}
sto {
unit 1 {

family inet;



user@hub# show security zones
security-zone untrust {
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/0.0;
ge-0/0/2.0;
}

}
security-zone vpn {
interfaces {
sto.1;

}
security-zone trust {
host-inbound-traffic {

system-services {

ping;
}
}
interfaces {
ge-0/0/1.0;
}

user@hub# show security policies
from-zone trust to-zone vpn {
policy vpn_out {
match {
source-address any;
destination-address any;
application any;
}
then {



permit;

}
from-zone vpn to-zone trust {
policy vpn_in {
match {
source-address any;
destination-address any;

application any;

}
then {
permit;
}
}
}
Spoke 1

From configuration mode, confirm your configuration by entering the show security pki ca-profile Root-CA,
show security key-manager profiles SPOKE_1_KM_PROFILE_T, show security ike proposal SPOKE_1_IKE_PROP, show security
ike policy SPOKE_1_IKE_POL, show security ike gateway SPOKE_1_IKE_GW, show security ipsec proposal
SPOKE_1_IPSEC_PROP, show security ipsec policy SPOKE_1_IPSEC_POL, show security ipsec vpn SPOKE_1_IPSEC_VPN, show
interfaces, show security zones, show security policies, and show security pki commands. If the output does not
display the intended configuration, repeat the configuration instructions in this example to correct it.

user@spokel# show security pki ca-profile Root-CA
ca-identity Root-CA;
enrollment {

url https://ca-server.juniper.net/certsrv/mscep/mscep.dll;

}

revocation-check {
disable;

}

user@spokel# show security key-manager profiles SPOKE_1_KM_PROFILE_1

static {
key-id ascii-text "$9$cJ5SvLdVYoZjs2gmTFAt1RhSMXoaZUjqWL"; ## SECRET-DATA
key ascii-text "$9$mfF/IRSWX-9A0ORhyW8aZUj.PQFn/tuz31KMXbwgoJGqf/



CtulRTzhSyeW8aZUHkPn6AIEY01SeMWdVgoJUjqCA@IEYz3yKvW-d4az" ; ## SECRET-DATA
b

user@spokel# show security ike proposal SPOKE_1_IKE_PROP
authentication-method rsa-signatures;

dh-group group14;

authentication-algorithm sha-256;

encryption-algorithm aes-256-cbc;

lifetime-seconds 3600;

user@spokel# show security ike policy SPOKE_1_IKE_POL
proposals SPOKE_1_IKE_PROP;
certificate {

local-certificate SPOKE_1_CRT;

user@spokel# show security ike gateway SPOKE_1_IKE_GW
ike-policy SPOKE_1_IKE_POL;

address 172.18.10.1;

local-identity distinguished-name;

remote-identity distinguished-name;
external-interface ge-0/0/2.0;

local-address 172.18.10.2;

version v2-only;

ppk-profile SPOKE_1_KM_PROFILE_T;

user@spokel# show security ipsec proposal SPOKE_1_IPSEC_PROP
protocol esp;



authentication-algorithm hmac-sha-256-128;

encryption-algorithm aes-256-cbc;

user@spokel# show security ipsec policy SPOKE_1_IPSEC_POL
proposals SPOKE_1_IPSEC_PROP;

user@spokel# show security ipsec vpn SPOKE_1_IPSEC_VPN
bind-interface st0.1;
ike {
gateway SPOKE_1_IKE_GW;
ipsec-policy SPOKE_1_IPSEC_POL;
}
traffic-selector ts1 {
local-ip 192.168.80.0/24;
remote-ip 192.168.90.0/24;

user@spokel# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 172.18.10.1/24;
address 172.18.10.2/24;

}
}
}
ge-0/0/1 {
unit 0 {
family inet {
address 192.168.90.1/24;
address 192.168.80.1/24;
}
family mpls;
}
}
ge-0/0/2 {
unit @ {

family inet {
address 172.18.10.1/24;



address 172.18.10.2/24;

}
}
}
ge-1/0/0 {
unit 0 {
family mpls;
}
}
sto {
unit 1 {
family inet;
}
}

user@spokel# show security zones
security-zone untrust {
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/2.0;
}

}
security-zone vpn {
interfaces {
st0.1;

3
security-zone trust {
host-inbound-traffic {

system-services {

ping;

3

interfaces {
ge-0/0/1.0;



user@spokel# show security policies
from-zone trust to-zone vpn {
policy vpn_out {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone trust {
policy vpn_in {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

user@spokel# show security pki

ca-profile Root-CA {
ca-identity Root-CA;
enrollment {

url https://ca-server.juniper.net/certsrv/mscep/mscep.dll;

}

revocation-check {
disable;

}



Spoke 2

From configuration mode, confirm your configuration by entering the show security pki, show security key-
manager, show security ike proposal SPOKE_2_IKE_PROP, show security ike policy SPOKE_2_IKE_POL, show security ike
gateway SPOKE_2_IKE_GW, show security ipsec proposal SPOKE_2_IPSEC_PROP, show security ipsec vpn SPOKE_2_IPSEC_VPN,
show interfaces, show security zones, and show security policies commands. If the output does not display the
intended configuration, repeat the configuration instructions in this example to correct it.

user@spoke2# show security pki
ca-profile Root-CA {
ca-identity Root-CA;
enrollment {
url https://ca-server.juniper.net/certsrv/mscep/mscep.dll;

}

revocation-check {
disable;

3

user@spoke2# show security key-manager
profiles {
SPOKE_2_KM_PROFILE_1 {
static {
key-id ascii-text "$9$C4YBABEleWx-wM8goGjPf369AThx7-VwgIE"; ## SECRET-DATA
key ascii-text "$9$15SRyKdVYGjqvW7Vw2GUn/CtBIcylK8XSr4aZjPfz3690RKM8X-VhSwY20GUn/
CuIleWdb27-YoZG.mz36CtOMWxdb2Sr2aJGg.Fn/"; ## SECRET-DATA
}

user@spoke2# show security ike proposal SPOKE_2_IKE_PROP
authentication-method rsa-signatures;

dh-group groupl14;

authentication-algorithm sha-256;



encryption-algorithm aes-256-cbc;
lifetime-seconds 3600;

user@spoke2# show security ike policy SPOKE_2_IKE_POL
proposals SPOKE_IKE_PROP;
certificate {

local-certificate SPOKE_2_CRT;

user@spoke2# show security ike gateway SPOKE_2_IKE_GW
ike-policy SPOKE_2_IKE_POL;

address 172.18.10.1;

local-identity distinguished-name;

remote-identity distinguished-name;
external-interface ge-0/0/2.0;

local-address 172.18.10.3;

version v2-only;

ppk-profile SPOKE_2_KM_PROFILE_1;

user@spoke2# show security ipsec proposal SPOKE_2_IPSEC_PROP
protocol esp;
authentication-algorithm hmac-sha-256-128;

encryption-algorithm aes-256-cbc;

user@spoke2# show security ipsec vpn SPOKE_2_IPSEC_VPN
bind-interface st0.2;
ike {
gateway SPOKE_2_IKE_GW;
ipsec-policy SPOKE_2_IPSEC_POL;
}
traffic-selector ts1 {
local-ip 192.168.70.0/24;



remote-ip 192.168.90.0/24;

user@spoke2# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 172.18.10.1/24;
address 172.18.10.2/24;

}
}
}
ge-0/0/1 {
unit @ {
family inet {
address 192.168.90.1/24;
address 192.168.80.1/24;
address 192.168.70.1/24;
}
family mpls;
}
}
ge-0/0/2 {
unit @ {
family inet {
address 172.18.10.1/24;
address 172.18.10.2/24;
address 172.18.10.3/24;
}
}
}
ge-1/0/0 {
unit 0 {
family mpls;
}
}
sto {
unit 1 {
family inet;
}

unit 2 {



family inet;

user@spoke2# show security zones
security-zone untrust {
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/2.0;
}

}
security-zone vpn {
interfaces {
st0.2;

}
security-zone trust {
host-inbound-traffic {

system-services {

ping;
}
}
interfaces {
ge-0/0/1.0;
}

user@spoke2# show security policies
from-zone trust to-zone vpn {
policy vpn_out {
match {
source-address any;
destination-address any;
application any;
}
then {



permit;

}
from-zone vpn to-zone trust {
policy vpn_in {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

Configure Quantum Key Manager Key Profile for Junos Key Manager
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This example shows how to configure quantum key profile for Junos key manager. Configure the
guantum key manager key profile to generate and send the generated keys to establish quantum safe
IPsec VPN tunnel.

Requirements

1. Hardware requirements —Juniper Networks® SRX1500 Firewall and higher-numbered device models
or Juniper Networks® vSRX Virtual Firewall (vSRX3.0).



2. Software requirements—Junos OS Release 22.4R1 or later with JUNOS ike and JUNOS Key Manager
packages.

3. Use any QKD device supporting ETSI Quantum Key Distribution (QKD) Rest API standard for
communication.

4. Load the local certificates on the device. We recommended you to provide full path to the certificate.
Overview
The SRX Series Firewall devices use the IPsec VPN to send traffic securely over the Internet. Configure

the quantum key manager key profile in the IPsec VPN, to re-authenticate the existing IKE SA and a new
key and key.

The quantum key manager key profile uses secure key distribution method based on QKD to generate
and distribute keys that are quantum safe. These keys are dynamic.

Configuration

1. Configure the CA certificate.

user@host# set security pki ca-profile Root-CA ca-identity Root-CA
user@host# set security pki ca-profile Root-CA enrollment url https://ca-server.juniper.net/
certsrv/mscep/mscep.dll

user@host# set security pki ca-profile Root-CA revocation-check disable

2. Load the CA certificate.

user@host> request security pki local-certificate load certificate-id SAE_A filename
SAE_A.cert key SAE_A.key

3. Enroll the CA certificate.

user@host> request security pki ca-certificate enroll ca-profile Root-CA

4. Configure the quantum key manager profile.

user@host# set security key-manager profiles KM_PROFILE_1 quantum-key-manager url https://
kme. juniper.net

user@host# set security key-manager profiles KM_PROFILE_1 quantum-key-manager local-sae-id



SAE_A

user@host# set security key-manager profiles KM_PROFILE_1 quantum-key-manager local-
certificate-id SAE_A_CERT

user@host# set security key-manager profiles KM_PROFILE_1 quantum-key-manager trusted-cas
Root-CA

Verification

Purpose
Verify the quantum key manager key profile and keys.
Action

From operational mode, enter the show security pki ca-certificate ca-profile Root-CA to view the CA profile
and CA certificates.

user@host> show security pki ca-certificate ca-profile Root-CA
LSYS: root-logical-system
CA profile: Root-CA
Certificate identifier: Root-CA
Issued to: Root-CA, Issued by: C = IN, ST = WestBengal, O = JuniperNetworks, CN = Root-CA
Validity:
Not before: 09-11-2023 09:03 UTC
Not after: 03-24-2044 09:03 UTC
Public key algorithm: rsaEncryption(4096 bits)

Keypair Location: Keypair generated locally

From operational mode, enter the show security pki local-certificate certificate-id SAE_A_CERT to view the
PKI local certificates.

user@host> show security pki local-certificate certificate-id SAE_A_CERT
LSYS: root-logical-system
Certificate identifier: SAE_A_CERT
Issued to: SAE_A, Issued by: C = IN, ST = WestBengal, O = JuniperNetworks, CN = ROOT_CA
Validity:
Not before: 08-28-2023 04:54 UTC
Not after: 03-10-2044 04:54 UTC



Public key algorithm: rsaEncryption(2048 bits)

Keypair Location: Keypair generated locally

From operational mode, enter the request security key-manager profiles get profile-keys name km_profile_1

peer-sae-id SAE_B to view peer device key manager profile and keys.

user@host> request security key-manager profiles get profile-keys name km_profile_1 peer-sae-id

SAE_B

- Response:

Status: SUCCESS

Name: km_profile_1

Type: quantum-key-manager

Key-size: 256 bits

Key-count: 1

Key-ids:

- 002420bd-7a03-4725-9c41-6969d8e1815a

Keys:

- 728d21c4a05fe2f73c7b2f58d1e3631dc68fcfacalbbel2ca3fc7715079dbof9

From operational mode, enter the show security key-manager profiles name KM_PROFILE_1 detail to view key
manager profile details.

user@host> show security key-manager profiles name KM_PROFILE_1 detail

Name :

KM_PROFILE_1, Index: 2, Type: quantum-key-manager

Configured-at: 11.09.23 (02:04:32)
Time-elapsed: @ hrs 20 mins 23 secs

Url:

https://kme. juniper.net

Local-sae-id: SAE_A
Local-certificate-id: SAE_A_CERT
Trusted-cas: [ Root-CA ]
Peer-sae-ids: N/A
Default-key-size: N/A

Request stats:

Received: 0

In-progress: 0

Success: 0
Failed: 0



Meaning

The show security pki ca-certificate ca-profile Root-CA displays PKI CA profile name, certificate identifier,
validity, public key algorithm, and so on.

The show security pki local-certificate certificate-id SAE_A_CERT displays the local CA profile name,
certificate identifier, validity, public key algorithm, and so on.

The request security key-manager profiles get profile-keys name km_profile_1 peer-sae-id SAE_B displays peer
device key manager profile and keys.

The show security key-manager profiles name KM_PROFILE_1 detail displays the security key manager profile
name, URL, requests, and so on.

Example: Configure Quantum Key Manager Key Profile for Site-to-Site
IPsec VPN
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You can secure an IPsec Site-to-Site VPN infrastructure by configuring the quantum key manager key
profile.

In this configuration example, The SRX1 and SRX2 devices use the quantum key manager profile to
fetch the QKD keys on IPsec VPN. The QKD keys help send traffic securely over the Internet.



TIP:

Table 45: Estimated Timers

Reading Time Less than an hour

Configuration Time Less than an hour

Example Prerequisites

Table 46: Hardware and Software Requirements

Hardware requirements Juniper Networks® SRX1500 Firewall or higher-numbered device
models or Juniper Networks® vSRX Virtual Firewall (vSRX3.0)

Software requirements Junos OS Release 22.4R1 or later.

Before You Begin

Table 47: Benefits, Resources, and Additional Information



Benefits e Threat identification

By configuring quantum keys, you can establish a secure quantum channel
between the QKD devices. This improves threat identification and secures the
network.

e Extended security

You can merge the existing keys with quantum keys and encrypt and decrypt
them over existing VPN tunnels. This improves the security of the IPsec VPN
infrastructure.

e Enhanced cryptographic strength

RFC 8784 compliance provides you with an easy way to prevent attackers from
eavesdropping on the connection and intercepting the keys. This also ensures
interoperability with other devices that adhere to the standard.

e Interoperability support

You can use any QKD device that supports ETSI QKD Rest API.

Useful Resources

Know more e IPsec VPN

e Route based IPsec VPN
e Understanding Local Certificate Requests

e Example: Loading CA and Local Certificates Manually
Hands-on experience VvLABs Sandbox
Learn more RFC 8784 - Mixing Preshared Keys in the Internet Key Exchange Protocol Version 2

(IKEv2) for Post-quantum Security

ETSI QKD Rest API

Functional Overview

Table 48: Quantum Key Manager Key Profile Functional Overview


https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-route-based-ipsec-vpns.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html#id-understanding-local-certificate-requests
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-configuring-ca-and-local-certificates.html#id-example-loading-ca-and-local-certificates-manually
https://jlabs.juniper.net/vlabs/portal/ipsec-vpn-route-based
https://datatracker.ietf.org/doc/html/rfc8784
https://datatracker.ietf.org/doc/html/rfc8784
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf

IPsec VPN

IKE gateway

Proposals

IKE proposal

IPsec proposal

Policies

IKE policy

IPsec policy

Deploys a hub-and-spoke IPsec VPN topology where spokes are
connected by VPN tunnels that send traffic through the hub.
These VPN tunnels are later configured to use quantum keys
making them quantum-safe VPN tunnels.

Establishes a secure connection. The IKE gateway uses the IKE
policy to limit itself to the configured group of certificate
authority (CA) profiles while validating the certificate.

Defines the algorithms and keys used to establish the secure
IKE connection with the peer security gateway.

IKE creates the dynamic security associations (SAs) and
negotiates them for IPsec.

Lists protocols, algorithms, and security services to be
negotiated with the remote IPsec peer.

Defines a combination of security parameters (IKE proposals) to
be used during IKE negotiation.

Contains rules and security policies to allow group VPN traffic
between the zones specified.



Security policy Allows you to select the type of data traffic to secure through
the IPsec SAs.

o VPN-OUT—Permits traffic from the trust zone to the vpn
zone, where the match criteria is:

e source-address: HOST-1-Net
e destination-address: HOST-2-Net
e application: any

e VPN-IN—Permits traffic from the vpn zone to the trust zone,
where the match criteria is:

e source-address: HOST-2-Net
e destination-address: HOST-1-Net

e application: any

Profiles



Key profile

PPK Profile

Certificates

Defines how the SRX Series Firewall devices communicate with
the KME devices to retrieve QKD keys from the external KME
server. Key profiles are configured on the hub
(HUB_KM_PROFILE_1) and spokes (SPOKE_1_KM_PROFILE_1
and SPOKE_2_KM_PROFILE_1) separately.

e Key profile—A quantum key manager profile km_profile_1is
configured for applications and services to retrieve QKD
keys from an external server.

e |KE proposal—An IKE proposal /KE_ PROPis configured with
the required algorithms to establish an IKE SA.

e |KE policy—An IKE policy /KE_POL is configured to set the
runtime negotiation and authentication attributes.

o |KE gateway—An IKE gateway /KE_ GWiis configured to
manage the IPsec tunnels between endpoints. A ppk-profile
indicates which key-profile to use to establish Quantum safe
IKE or IPsec SA.

e |Psec proposal—An IPsec proposal /PSEC_PROPis
configured with the required algorithms to establish an IPsec
SA.

e |Psec policy—An IPsec policy /PSEC POL is configured to set
the runtime IPsec negotiation attributes.

e |Psec VPN—An IPsec VPN policy /PSEC_VPNis configured
to set the range of subnets that needs to be secured.

e Security zone—Three different security zones trust, untrust
and vpn are configured for better segregation of expected
traffic within each of these zones.

e Security policy—Security policies trust to vpn and vpn to
trust are configured between the security zones to filter out
which type of data traffic gets secured through the IPsec
SAs.

Indicates which key profile to use to establish quantum-safe IKE
or IPsec SAs by referencing the key profile under the IKE
gateway.



CA certificate Verifies identity of devices and authenticate communication

link.

Local certificate Generates PKI and enroll it with the CA certificate for
verification.

KME certificate Third-party certificate generated by vendor.

Security Zones

trust Network segment at the host zone.

untrust Network segment at the destination server zone.

vpn Network segment through which the hub and spokes interact.

Primary verification tasks Verify the established IKE and IPsec SAs are Quantum safe.

Topology Overview

In this example, we secure the SRX1 and SRX2 IPsec VPN tunnels by using quantum keys generated by
third-party KME devices. The KME devices (KME-A and KME-B) are connected to each other through a
guantum channel that is highly secure and capable of threat identification. Using this channel, the SRX1
and SRX2 devices retrieve quantum keys from their corresponding KME device and merge it with the
existing keys to make the VPN tunnels quantum secure.

Table 49: Devices, Role, and Functionality used in this Configuration

Hostname Role Function
SRX1 SRX Series Firewall device capable Initiates IKE or IPsec SA
of establishing IPsec tunnels negotiation and establishes

quantum-safe IPsec tunnels with
SRX2 using QKD key fetched from
KME-A QKD device.



Table 49: Devices, Role, and Functionality used in this Configuration (Continued)

Hostname

SRX2

HOST1

HOST2

KME-A

KME-B

Role

SRX Series Firewall device capable
of establishing IPsec tunnels

Host inside the trusted zone or
LAN side of SRX1

Host inside the trusted zone or
LAN side of SRX2

Third-party vendor QKD device

Third-party vendor QKD device

Function

Responds to IKE or IPsec SA
negotiation and establishes
quantum-safe IPsec tunnels using
QKD key from KME-B QKD device.

Initiates client-side traffic toward
HOST 2

Responds to client-side traffic from
HOST 1.

Provides QKD keys in response to
key requests from SRX1.

Provides QKD keys in response to
key requests from SRX2.
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Topology lllustration

Figure 20: Site-to-Site VPN
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Step-By-Step Configuration on SRX Series Firewall Devices

@ NOTE: For complete sample configurations on the DUT, see:
e "Set Commands on SRX1" on page 297

e "Set Commands on SRX2" on page 298
This configuration is applicable to SRX1 and SRX2 devices. For other devices, you must

make the appropriate device-specific configuration changes.

1. Configure the interfaces.

[edit interfaces]

user@srx# set ge-0/0/0 unit @ family inet address 172.18.10.1/24
user@srx# set st@ unit 1 family inet

user@srx# set ge-0/0/1 unit @ family inet address 192.168.90.1/24



2. Configure a key profile of type quantum-key-manager with the must or recommended parameters.

Define the CA certificate, configure the URL of the KME server, configure the SAE-ID to be used by
the local end, configure the corresponding certificate for the local SAE-ID, and configure the
previously defined CA certificate.

[edit security pkil
user@srx# set ca-profile ROOT_CA_CERT ca-identity RootCA

[edit security key-manager profiles]
user@srx# set km_profile_1 quantum-key-manager url https://www.kme_a-gkd-server.net

[edit security key-manager profiles]

user@srx# set km_profile_1 quantum-key-manager local-sae-id SAE_A

user@srx# set km_profile_1 quantum-key-manager local-certificate-id SAE_A_CERT
user@srx# set km_profile_1 quantum-key-manager trusted-cas ROOT_CA_CERT

3. Configure Site-to-Site IPsec VPN. This includes configuring the security zones, security policies, and
relevant certificates for authenticating device identities and their communication links.

[edit security zones]

user@srx# set security-zone untrust host-inbound-traffic system-services ike
user@srx# set security-zone untrust interfaces ge-0/0/0.0

user@srx# set security-zone vpn interfaces st0.1

user@srx# set security-zone trust host-inbound-traffic system-services ping

user@srx# set security-zone trust interfaces ge-0/0/1.0

[edit security policies]

user@srx# set from-zone trust to-zone vpn policy vpn_out match source-address any
user@srx# set from-zone trust to-zone vpn policy vpn_out match destination-address any
user@srx# set from-zone trust to-zone vpn policy vpn_out match application any
user@srx# set from-zone trust to-zone vpn policy vpn_out then permit

user@srx# set from-zone vpn to-zone trust policy vpn_in match source-address any
user@srx# set from-zone vpn to-zone trust policy vpn_in match destination-address any



user@srx# set from-zone vpn to-zone trust policy vpn_in match application any
user@srx# set from-zone vpn to-zone trust policy vpn_in then permit

[edit security ike proposal]

user@srx# set IKE_PROP authentication-method pre-shared-keys
user@srx# set IKE_PROP dh-group groupl4

user@srx# set IKE_PROP authentication-algorithm sha-256
user@srx# set IKE_PROP encryption-algorithm aes-256-chc
user@srx# set IKE_PROP lifetime-seconds 3600

[edit security ike policy]
user@srx# set IKE_POL proposals IKE_PROP
user@srx# set IKE_POL pre-shared-key ascii-text ipsec-test

[edit security ike gateway]

user@srx# set IKE_GW ike-policy IKE_POL

user@srx# set IKE_GW address 172.18.10.2

user@srx# set IKE_GW external-interface ge-0/0/0.0
user@srx# set IKE_GW local-address 172.18.10.1
user@srx# set IKE_GW version v2-only

user@srx# set IKE_GW ppk-profile km_profile_1

[edit security ipsec proposal]

user@srx# set IPSEC_PROP protocol esp

user@srx# set IPSEC_PROP authentication-algorithm hmac-sha-256-128
user@srx# set IPSEC_PROP encryption-algorithm aes-256-cbc
user@srx# set IPSEC_PROP lifetime-seconds 2400

[edit security ipsec policy]
user@srx# set IPSEC_POL proposals IPSEC_PROP

[edit security ipsec vpn]

user@srx# set IPSEC_VPN bind-interface st0.1
user@srx# set IPSEC_VPN ike gateway IKE_GW
user@srx# set IPSEC_VPN ike ipsec-policy IPSEC_POL



user@srx# set IPSEC_VPN traffic-selector ts1 local-ip 192.168.90.0/24
user@srx# set IPSEC_VPN traffic-selector tsl1 remote-ip 192.168.80.0/24
user@srx# set IPSEC_VPN establish-tunnels immediately

Verification

IN THIS SECTION

Verify IKE SAs | 293

Verify IPsec SAs | 294

Verify IPsec Statistics | 295
Verify Key Manager Profile | 296

Ping from HOST 1 to HOST 2 or vice versa | 296

This section provides a list of show commands that you can use to verify the feature in this example.

Command Verification Task

show security ike "Verify that the IKE SAs are established." on page 293
security-
associations detail

show security "Verify that the IPsec SAs are established." on page 294
ipsec security-
associations detail

show security "Verify IPsec encryption and decryption statistics." on page 295
ipsec statistics

show security "Verify key profile statistics." on page 296
key-manager
profiles detail

ping "Ping from HOST 1 to HOST 2 or vice versa." on page 296
192.168.80.20

source

192.168.90.20

count 5

292



Verify IKE SAs

Purpose

Verify the IKE SAs.

Action

From operational mode, enter the show security ike security-associations detail command to view the IKE
SAs.

user@srx> show security ike security-associations detail

IKE peer 172.18.10.2, Index 21, Gateway Name: IKE_GW

Role: Initiator, State: UP

Initiator cookie: 5a417d46cef3207d, Responder cookie: 57b9a17516bee31b Exchange type: IKEv2,
Authentication method: Pre-shared-keys

Local gateway interface: ge-0/0/2.0 Routing instance: default

Local: 172.18.10.1:500, Remote: 172.18.10.2:500

Lifetime: Expires in 3445 seconds Reauth Lifetime: Disabled

IKE Fragmentation: Enabled, Size: 576 SRG ID: @

Remote Access Client Info: Unknown Client Peer ike-id: 172.18.10.2

AAA assigned IP: 0.0.0.0 PPK-profile: km_profile_1

Optional: No State : Used

Algorithms:

Authentication : hmac-sha256-128

Encryption : aes256-cbc Pseudo random function: hmac-sha256 Diffie-Hellman group : DH-group-14
Traffic statistics:

Input bytes : 783

Output bytes : 831

Input packets: 2

Output packets: 2

Input fragmented packets: 0

Output fragmented packets: 0

IPSec security associations: 2 created, 0 deleted Phase 2 negotiations in progress: 1

IPSec Tunnel IDs: 500003

Negotiation type: Quick mode, Role: Initiator, Message ID: @ Local: 172.18.10.1:500, Remote:
172.18.10.2:500

Local identity: 172.18.10.1

Remote identity: 172.18.10.2 Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:

Initiator stats: Responder stats:

Request Out : 0 Request In : 0



Response In : 0 Response Out 1 0

No Proposal Chosen In 10 No Proposal Chosen Out 10
Invalid KE In : 0 Invalid KE Out : 0
TS Unacceptable In 10 TS Unacceptable Out 1 0
Res DH Compute Key Fail : 0 Res DH Compute Key Fail: @ Res Verify SA Fail : 0
Res Verify DH Group Fail: @ Res Verify TS Fail 10
Meaning

The Role: Initiator, State: UP, PPK-profile: km_profile_1, IPSec security associations: 2 created, @ deleted Phase
2 negotiations in progress: 1, and Flags: IKE SA is created fields shows the IKE SAs are created successfully.

Verify IPsec SAs

Purpose

Verify the IPsec SAs.

Action

From operational mode, enter the show security ipsec security-associations detail command to view the
IPsec SAs.

user@srx> show security ipsec security-associations detail

ID: 500003 Virtual-system: root, VPN Name: IPSEC_VPN Local Gateway: 172.18.10.1, Remote Gateway:
172.18.10.2 Traffic Selector Name: tsi

Local Identity: ipv4(192.168.90.0-192.168.90.255)

Remote Identity: ipv4(192.168.80.0-192.168.80.255) TS Type: traffic-selector

Version: IKEv2 Quantum Secured: Yes PFS group: N/A

SRG ID: @

DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@.1, Policy-name: IPSEC_POL Port:
500, Nego#t: 0, Fail#: 0@, Def-Del#: @ Flag: 0

Multi-sa, Configured SAs# @, Negotiated SAs#: @ Tunnel events:

Fri Mar 31 2023 01:41:52: IPsec SA negotiation succeeds (1 times)

Location: FPC @, PIC @, KMD-Instance 0

Anchorship: Thread 1

Distribution-Profile: default-profile Direction: inbound, SPI: @xd1e1549c, AUX-SPI: @

, VPN Monitoring: - Hard lifetime: Expires in 1916 seconds Lifesize Remaining: Unlimited
Soft lifetime: Expires in 1349 seconds

Mode: Tunnel(@ 0), Type: dynamic, State: installed



Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits) Anti-replay
service: counter-based enabled, Replay window size: 64

Extended-Sequence-Number: Disabled

tunnel-establishment: establish-tunnels-immediately IKE SA Index: 21

Direction: outbound, SPI: 0xb5883167, AUX-SPI: 0

, VPN Monitoring: - Hard lifetime: Expires in 1916 seconds Lifesize Remaining: Unlimited
Soft lifetime: Expires in 1349 seconds

Mode: Tunnel(@ 0), Type: dynamic, State: installed

Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits) Anti-replay
service: counter-based enabled, Replay window size: 64

Extended-Sequence-Number: Disabled

tunnel-establishment: establish-tunnels-immediately IKE SA Index: 21

Meaning

The Quantum Secured: Yes, Policy-name: IPSEC_POL, IPsec SA negotiation succeeds (1 times), and tunnel-
establishment: establish-tunnels-immediately IKE SA Index: 21 fields shows the IPsec SAs are created
successfully.

Verify IPsec Statistics

Purpose

Verify the IPsec statistics.

Action

From operational mode, enter the show security ipsec statistics command to view the IPsec statistics.

user@srx> show security ipsec statistics
ESP Statistics:
Encrypted bytes: 780
Decrypted bytes: 780
Encrypted packets: 5
Decrypted packets: 5
AH Statistics:

Input bytes: 0
Output bytes: 0
Input packets: 0
Output packets: 0
Errors:



AH authentication failures: @, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: @ Bad headers: 0, Bad trailers: @
Invalid SPI: @, TS check fail: @ Exceeds tunnel MTU: @

Discarded: 0

Meaning

The ESP Statistics and AH Statistics fields shows the IPsec statistics.

Verify Key Manager Profile

Purpose

Verify the key manager profile.

Action

From operational mode, enter the show security key-manager profiles detail command to view the key
manager profile.

user@srx> show security key-manager profiles detail

Name: km_profile_1, Index: 3, Type: Quantum-key-manager

Configured-at: 31.03.23 (01:40:50)

Time-elapsed: @ hrs 11 mins 30 secs Url: https://www.kme_a-gkd-server.net Local-sae-id: SAE_A
Local-certificate-id: SAE_A_CERT Trusted-cas: [ ROOT_CA_CERT ] Peer-sae-ids: N/A
Default-key-size: N/A Request stats:

Received: 1

In-progress: 0

Success: 1

Failed: @

Meaning

The Name: km_profile_1 and Quantum-key-manager fields shows the key manager profile.

Ping from HOST 1 to HOST 2 or vice versa

Purpose

Verify the connectivity from HOST 1 to HOST 2.



Action

From operational mode, enter the ping 192.168.80.20 source 192.168.90.20 count 5 to view the connectivity
from HOST 1 to HOST 2.

user@HOST1# ping 192.168.80.20 source 192.168.90.20 count 5
PING 192.168.80.20 (192.168.80.20): 56 data bytes count 5

64 bytes from 192.168.80.1: icmp_seq=0 ttl=64 time=0.998 ms
64 bytes from 192.168.80.1: icmp_seq=1 ttl=64 time=1.594 ms
64 bytes from 192.168.80.1: icmp_seq=2 ttl=64 time=1.395 ms
64 bytes from 192.168.80.1: icmp_seq=3 ttl=64 time=1.536 ms
64 bytes from 192.168.80.1: icmp_seq=4 ttl=64 time=1.838 ms

--- 192.168.80.1 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss round-trip min/avg/max/stddev =
0.998/1.472/1.838/0.277 ms

Data traffic is successfully flowing between the HOSTs

Meaning

The PING 192.168.80.20 (192.168.80.20): 56 data bytes count 5 confirms the connectivity from HOST 1 to
HOST 2.

Appendix 1: Set Commands on all Devices

Set command output on all devices.

Set Commands on SRX1

set security pki ca-profile ROOT_CA_CERT ca-identity RootCA

set security key-manager profiles km_profile_1 quantum-key-manager url https://www.kme_a-qgkd-
server.net

set security key-manager profiles km_profile_1 quantum-key-manager local-sae-id SAE_A

set security key-manager profiles km_profile_1 quantum-key-manager local-certificate-id
SAE_A_CERT

set security key-manager profiles km_profile_1 quantum-key-manager trusted-cas ROOT_CA_CERT
set interfaces ge-0/0/0 unit @ family inet address 172.18.10.1/24

set interfaces st@ unit 1 family inet

set interfaces ge-0/0/1 unit @ family inet address 192.168.90.1/24

set security zones security-zone untrust host-inbound-traffic system-services ike



set security
set security
set security
set security
set security policies from-zone
set security policies from-zone
set security policies from-zone
set security policies from-zone
set security policies from-zone
set security policies from-zone
set security policies from-zone
set security policies from-zone
set security ike
set security ike
set security ike
set security ike
set security ike
set security ike policy IKE_POL
set security ike policy IKE_POL
set security ike gateway IKE_GW
set security ike gateway IKE_GW
set security ike gateway IKE_GW
set security ike gateway IKE_GW
set security ike gateway IKE_GW
set security ike gateway IKE_GW
set security ipsec
set security ipsec
set security ipsec
set security ipsec
set security ipsec policy IPSEC_
set security
set security
set security
set security
set security
set security

Set Commands on SRX2

zones security-zone untrust interfaces ge-0/0/0.0

zones security-zone vpn interfaces st0.1

zones security-zone trust host-inbound-traffic system-services ping

zones security-zone trust interfaces

trust to-zone vpn policy
trust to-zone vpn policy
trust to-zone vpn policy
trust to-zone vpn policy
vpn to-zone trust policy
vpn to-zone trust policy
vpn to-zone trust policy

vpn to-zone trust policy

proposal IKE_PROP authentication-method

proposal IKE_PROP dh-group groupl4

ge-0/0/1.0

vpn_out match source-address any
vpn_out match destination-address any
vpn_out match application any

vpn_out then permit

vpn_in match source-address any
vpn_in match destination-address any
vpn_in match application any

vpn_in then permit

pre-shared-keys

proposal IKE_PROP authentication-algorithm sha-256

proposal IKE_PROP encryption-algorithm aes-256-cbc
proposal IKE_PROP lifetime-seconds 3600

proposals IKE_PROP

pre-shared-key ascii-text ipsec-test

ike-policy IKE_POL
address 172.18.10.2

external-interface ge-0/0/0.0

local-address 172.18.10.1

version v2-only
ppk-profile km_profile_1

proposal IPSEC_PROP protocol esp

POL proposals IPSEC_PROP

ipsec vpn IPSEC_VPN bind-interface st0.1
ipsec vpn IPSEC_VPN ike gateway IKE_GW
ipsec vpn IPSEC_VPN ike ipsec-policy IPSEC_POL

ipsec vpn IPSEC_VPN traffic-selector tsl1 local-ip 192.168.90.0/24
ipsec vpn IPSEC_VPN traffic-selector ts1 remote-ip 192.168.80.0/24
ipsec vpn IPSEC_VPN establish-tunnels immediately

proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128
proposal IPSEC_PROP encryption-algorithm aes-256-cbc
proposal IPSEC_PROP lifetime-seconds 2400

set security pki ca-profile ROOT_CA_CERT ca-identity RootCA
set security key-manager profiles km_profile_1 quantum-key-manager url https://www.kme_a-qgkd-



server.net

set security key-manager profiles km_profile_1 quantum-key-manager local-sae-id SAE_B

set security key-manager profiles km_profile_1 quantum-key-manager local-certificate-id

SAE_

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

B_CERT

security key-manager profiles km_profile_1 quantum-key-manager trusted-cas ROOT_CA_CERT
interfaces ge-0/0/0 unit @ family inet address 172.18.10.2/24

interfaces st@ unit 1 family inet

interfaces ge-0/0/1 unit @ family inet address 192.168.80.1/24

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

zones security-zone untrust host-inbound-traffic system-services ike

zones security-zone untrust interfaces ge-0/0/0.0

zones security-zone vpn interfaces st@.1

zones security-zone trust host-inbound-traffic system-services ping

zones security-zone trust interfaces ge-0/0/1.0

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

trust to-zone vpn policy vpn_out match source-address any
trust to-zone vpn policy vpn_out match destination-address any
trust to-zone vpn policy vpn_out match application any

trust to-zone vpn policy vpn_out then permit

vpn to-zone trust policy vpn_in match source-address any

vpn to-zone trust policy vpn_in match destination-address any
vpn to-zone trust policy vpn_in match application any

vpn to-zone trust policy vpn_in then permit

ike proposal IKE_PROP authentication-method pre-shared-keys

ike proposal IKE_PROP dh-group groupl4

ike proposal IKE_PROP authentication-algorithm sha-256

ike proposal IKE_PROP encryption-algorithm aes-256-chc
ike proposal IKE_PROP lifetime-seconds 3600

ike policy IKE_POL
ike policy IKE_POL

ike gateway
ike gateway
ike gateway
ike gateway
ike gateway

ike gateway

IKE_GW
IKE_GW
IKE_GW
IKE_GW
IKE_GW
IKE_GW

proposals IKE_PROP

pre-shared-key ascii-text ipsec-test
ike-policy IKE_POL

address 172.18.10.1
external-interface ge-0/0/0.0
local-address 172.18.10.2

version v2-only

ppk-profile km_profile_1

ipsec proposal IPSEC_PROP protocol esp

ipsec proposal IPSEC_PROP authentication-algorithm hmac-sha-256-128

ipsec proposal IPSEC_PROP encryption-algorithm aes-256-cbc

ipsec proposal IPSEC_PROP lifetime-seconds 2400

ipsec policy IPSEC_POL proposals IPSEC_PROP

ipsec vpn IPSEC_VPN bind-interface st@.1

ipsec vpn IPSEC_VPN ike gateway IKE_GW

ipsec vpn IPSEC_VPN ike ipsec-policy IPSEC_POL

ipsec vpn IPSEC_VPN traffic-selector ts1 local-ip 192.168.80.0/24



set security ipsec vpn IPSEC_VPN traffic-selector tsl1 remote-ip 192.168.90.0/24
set security ipsec vpn IPSEC_VPN establish-tunnels immediately

Appendix 2: Show Configuration Output on DUT

IN THIS SECTION

SRX1 | 300
SRX 2 | 304

Show command output on the DUT.

SRX1

user@srk1# show security pki
ca-profile ROOT_CA_CERT {
ca-identity RootCA;

user@srk1# show security key-manager
profiles {
km_profile_1 {
quantum-key-manager {

url https://www.kme_a-gkd-server.net;
local-sae-id SAE_A;
local-certificate-id SAE_A_CERT;
trusted-cas ROOT_CA_CERT;

user@srk1# show interfaces
ge-0/0/0 {
unit @ {
family inet {



address 172.18.10.1/24;
address 172.18.10.2/24;

}
}
}
ge-0/0/1 {
unit 0 {
family inet {
address 192.168.90.1/24;
address 192.168.80.1/24;
address 192.168.70.1/24;
}
family mpls;
}
}
ge-0/0/2 {
unit @ {
family inet {
address 172.18.10.1/24;
address 172.18.10.2/24;
address 172.18.10.3/24;
}
}
}
ge-1/0/0 {
unit 0 {
family mpls;
}
}
sto {
unit 1 {
family inet;
}
unit 2 {
family inet;
}
}

user@srk1# show security zones
security-zone untrust {
host-inbound-traffic {



system-services {

ike;
}
}
interfaces {
ge-0/0/0.0;
}

}
security-zone vpn {
interfaces {
sto.1;

}

security-zone trust {
host-inbound-traffic {
system-services {

ping;
}
}
interfaces {
ge-0/0/1.0;
}

user@srk1# show security policies
from-zone trust to-zone vpn {
policy vpn_out {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone trust {
policy vpn_in {
match {

source-address any;



destination-address any;
application any;

}

then {
permit;

}

user@srk1# show security ike proposal IKE_PROP
authentication-method pre-shared-keys;
dh-group group14;

authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;

lifetime-seconds 3600;

user@srk1# show security ike policy IKE_POL
proposals IKE_PROP;
pre-shared-key ascii-text "$9$Nadwg4aUH.5Nds4aUiHuOTRhrvWxVs4"; ## SECRET-DATA

user@srk1# show security ike gateway IKE_GW
ike-policy IKE_POL;

address 172.18.10.2;

external-interface ge-0/0/0.0;
local-address 172.18.10.1;

version v2-only;

ppk-profile km_profile_1;

user@srk1# show security ipsec proposal IPSEC_PROP
protocol esp;

authentication-algorithm hmac-sha-256-128;



encryption-algorithm aes-256-cbc;
lifetime-seconds 2400;

user@srk1# show security ipsec policy IPSEC_POL
proposals IPSEC_PROP;

user@srk1# show security ipsec vpn IPSEC_VPN
bind-interface st0.1;
ike {
gateway IKE_GW;
ipsec-policy IPSEC_POL;
}
traffic-selector ts1 {
local-ip 192.168.90.0/24;
remote-ip 192.168.80.0/24;
}

establish-tunnels immediately;

SRX 2

user@srx2# show security key-manager
profiles {
km_profile_1 {
quantum-key-manager {

url https://www.kme_a-gkd-server.net;
local-sae-id SAE_B;
local-certificate-id SAE_B_CERT;
trusted-cas ROOT_CA_CERT;

user@srx2# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 172.18.10.1/24;



address 172.18.10.2/24;

}
}
}
ge-0/0/1 {
unit 0 {
family inet {
address 192.168.90.1/24;
address 192.168.80.1/24;
address 192.168.70.1/24;
}
family mpls;
}
}
ge-0/0/2 {
unit 0 {
family inet {
address 172.18.10.1/24;
address 172.18.10.2/24;
address 172.18.10.3/24;
}
}
}
ge-1/0/0 {
unit @ {
family mpls;
}
}
sto {
unit 1 {
family inet;
}
unit 2 {
family inet;
}
}

user@srx2# show security zones
security-zone untrust {
host-inbound-traffic {

system-services {



ike;

}
}
interfaces {
ge-0/0/0.0;
}

}
security-zone vpn {
interfaces {
st0.1;

3

security-zone trust {
host-inbound-traffic {

system-services {

ping;
}
}
interfaces {
ge-0/0/1.0;
}

user@srx2# show security policies
from-zone trust to-zone vpn {
policy vpn_out {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

}
from-zone vpn to-zone trust {
policy vpn_in {
match {
source-address any;

destination-address any;



application any;

}

then {
permit;

}

user@srx2# show security ike proposal IKE_PROP
authentication-method pre-shared-keys;
dh-group groupl4;

authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;
lifetime-seconds 3600;

user@srx2# show security ike gateway IKE_GW
ike-policy IKE_POL;

address 172.18.10.1;

external-interface ge-0/0/0.0;
local-address 172.18.10.2;

version v2-only;

ppk-profile km_profile_1;

user@srx2# show security ike policy IKE_POL
proposals IKE_PROP;
pre-shared-key ascii-text "$9$P5z6/CulEyP5F/CuB1-VwYgJDi.TF/"; ## SECRET-DATA

user@srx2# show security ipsec policy IPSEC_POL
proposals IPSEC_PROP;

user@srx2# show security ipsec vpn IPSEC_VPN
bind-interface st0.1;
ike {

gateway IKE_GW;

ipsec-policy IPSEC_POL;



traffic-selector ts1 {
local-ip 192.168.80.0/24;
remote-ip 192.168.90.0/24;
3

establish-tunnels immediately;

Example: Configure Quantum-Secured IPsec AutoVPN Topology Using

Quantum Key Manager Key Profile

SUMMARY

Use this configuration example to secure an IPsec
AutoVPN infrastructure by configuring the quantum
key manager key profile.
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The Hub, Spoke 1, and Spoke 2 use quantum key manager key profiles to communicate with KME Hub,
KME Spoke 1, and KME Spoke 2 to fetch the QKD keys and establish then IPsec VPN tunnels.

TIP:

Table 50: Estimated Timers

Reading Time Less than an hour.



Configuration Time Less than an hour.

Example Prerequisites

Table 51: Hardware and Software Requirements

Hardware requirements e Juniper Networks® SRX1500 Firewall or higher-numbered
device models or Juniper Networks® vSRX Virtual Firewall
(VSRX3.0)

e Third-party Key Management Entity (KME) or Quantum Key
Distribution (QKD) devices. The KME parameters are as per
ETSI GS QKD 014 specification.

Software requirements Junos OS Release 22.4R1 or later.

Before You Begin

Table 52: Benefits, Resources, and Additional Information

Benefits o Threat identification

Establish a secure quantum channel between the QKD devices that
guarantees threat identification with the help of quantum keys.

o Extend security

Merge existing keys with quantum keys and encrypt and decrypt them over
existing VPN tunnels thereby extending security of the IPsec VPN
infrastructure.

o RFC 8784 compliant

Extend the already standardized RFC 8784 procedure.

e Interoperability support

Use any QKD device supporting ETSI QKD Rest API.

Useful Resources


https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf

Know more e IPsec VPN

e AutoVPN on Hub-and-Spoke Devices

Hands-on Experience vLab Sandbox: IPsec VPN - Policy-based

Learn more e RFC 8784 - Mixing Preshared Keys in the Internet Key Exchange Protocol
Version 2 (IKEv2) for Post-quantum Security

e ETSI QKD Rest API

Functional Overview

Table 53 on page 310 provides a quick summary of the configuration components deployed in this
example.

Table 53: Quantum Key Manager Functional Overview

IPsec VPN Deploy a hub-and-spoke IPsec VPN topology where spokes are
connected by VPN tunnels that send traffic through the hub.
These VPN tunnels are later configured to use quantum keys
making them quantum-safe VPN tunnels.

IKE gateway Establish a secure connection, the IKE gateway uses the IKE
policy to limit itself to the configured group of CAs (ca-profiles)
while validating the certificate.

Proposals
IKE proposal Define the algorithms and keys used to establish the secure IKE
connection with the peer security gateway.
IKE creates the dynamic SAs and negotiates them for IPsec.
IPsec proposal List protocols, algorithms, and security services to be negotiated

with the remote IPsec peer.

Policies


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-autovpn-on-hub-and-spoke-devices.html
https://jlabs.juniper.net/vlabs/portal/ipsec-vpn-policy-based/
https://datatracker.ietf.org/doc/html/rfc8784
https://datatracker.ietf.org/doc/html/rfc8784
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_qkd014v010101p.pdf

IKE policy Define a combination of security parameters (IKE proposals) to
be used during IKE negotiation.

IPsec policy Contain rules and security policies to allow group VPN traffic
between the zones specified.

Security policy Allows you to select the type of data traffic to secure through
the IPsec SAs.

e VPN-OUT - Permits traffic from the trust zone to the vpn
zone, where the match criteria is:

e source-address: HOST-1-Net
e destination-address: HOST-2-Net
e application: any

o VPN-IN - Permits traffic from the vpn zone to the trust
zone, where the match criteria is:

e source-address: HOST-2-Net
e destination-address: HOST-1-Net

e application: any

Profiles



Key profile

Define how the SRX devices communicate with the KME
devices to retrieve QKD keys from the external KME server. Key
profiles are configured on the hub (HUB_KM_PROFILE_1) and
spokes (SPOKE_1_KM_PROFILE_1 and
SPOKE_2_KM_PROFILE_1) separately.

Configure SPOKE-1 and SPOKE-2 for applications and services
to retrieve QKD keys from external server.

e Key profile—Configure the following quantum key manager
key profiles on the Hub.

e HUB KM_PROFILE_1
e SPOKE_1 KM_PROFILE_1
e SPOKE_2 KM_PROFILE_1

e Configure SPOKE-1 and SPOKE-2 with the required
algorithms to establish an IKE SAs.

IKE proposal—Configure the following IKE proposals on the
Hub.

e HUB_IKE_PROP
e SPOKE_1_IKE_PROP
e SPOKE_2 IKE_PROP

e Configure SPOKE-1 and SPOKE-2to set the runtime
negotiation and authentication attributes.

IKE policy—Configure the following IKE policies on the Hub.

e HUB IKE_POL
e SPOKE_1_IKE_POL
e SPOKE_3 IKE_POL

e Configure SPOKE-1 and SPOKE-2to set the endpoints
between the IPsec tunnels.

IKE gateway—Configure the following IKE gateways on the
Hub.



A ppk-profile indicates which key-profile to use to establish
quantum-safe IKE or IPsec SA.

e HUB IKE.GW
e SPOKE_1_IKEEGW
e SPOKE_ 2 IKE_GW

Configure SPOKE-1 and SPOKE-2 with the required
algorithms to establish an IPsec SA.

IPsec proposal—Configure the following IPsec proposals on
the Hub.

e HUB_IPSEC_PROP
e SPOKE_1_IPSEC_PROP
e SPOKE_Z IPSEC_PROP

Configure SPOKE-1 and SPOKE-2to set the runtime IPsec
negotiation attributes.

IPsec policy—Configure the following IPsec policies on the
Hub.

e HUB_IPSEC_POL
e SPOKE_1_IPSEC_POL
e SPOKE_Z2 IPSEC_POL

Configure SPOKE-1 and SPOKE-2to set the range of
subnets that need to be secured.

IPsec VPN—Configure the following IPsec VPNs on the Hub.
e HUB_IPSEC_ VPN

e SPOKE_1_IPSEC_VPN

e SPOKE_Z_IPSEC_VPN

Security zone—Configure three different security zones to
segregate the traffic.



e frust
® untrust
* vpn

e Security policy—Configure the security policies trust to vpn
and vpn to trustto select the type of data traffic that is
secured through the IPsec SAs.

PPK Profile Indicate which key profile to use to establish quantum-safe IKE
or IPsec SAs by referencing the key profile under the IKE
gateway.

Certificates

CA certificate Verify identity of devices and authenticate communication link
between them.

Local certificate Generate PKI and enroll it with the CA certificate for
verification.

KME certificate Third-party certificate generated by vendor.

Security Zones

trust Network segment at the host zone.

untrust Network segment at the destination server zone.

vpn Network segment through which the hub and spokes interact.

Primary verification tasks Verify the established IKE and IPsec SAs are Quantum safe.

Topology Overview

In this example, we secure the hub-and-spoke IPsec VPN tunnels using quantum keys generated by
third-party KME devices. The KME devices (KME-Hub, KME-Spoke 1, and KME-Spoke 2) are connected
to each other through a quantum channel that is highly secure and capable of threat identification. Using



this channel, the Hub and Spoke devices retrieve quantum keys from their corresponding KME device

and merge it with the existing keys to make the VPN tunnels quantum secure.

Table 54: Quantum Key Manager Topology Components

Topology Components

Hub

SPOKE-1

SPOKE-2

HOST-1

HOST-2

HOST- 3

KME-HUB

Role

SRX Series Firewall
capable of establishing
IPsec tunnels

SRX Series Firewall
capable of establishing
IPsec tunnels

SRX Series Firewall
capable of establishing
IPsec tunnels

Host inside the trusted
zone or LAN side of
SPOKE 1. Host 1is
secured by SPOKE 1.

Host inside the trusted
zone or LAN side of
SPOKE 2. Host 2 is
secured by SPOKE 2.

Host inside the trusted
zone or LAN side of
hub. Host 3 is secured
by Hub.

Third-party QKD
device

Function

Responds to IKE or IPsec SA
negotiation and establishes
Quantum-safe IPsec tunnels using
QKD key from KME-HUB QKD
device on SPOKE-1 and SPOKE-2.

Initiates IKE or IPsec SA
negotiation and establishes
Quantum-safe IPsec tunnels with
hub using QKD key from KME-
SPOKE-1 QKD device.

Initiates IKE or IPsec SA
negotiation and establishes
Quantum-safe IPsec tunnels with
hub using QKD key from KME-
SPOKE-2 QKD device.

Initiates client-side traffic toward
HOST-3

Initiates client-side traffic toward
HOST-3

Responds to client-side traffic from
HOST-1 and HOST-2

Provides QKD keys in response to
key requests from HUB



Table 54: Quantum Key Manager Topology Components (Continued))

Topology Components Role Function

KME-SPOKE-1 Third-party QKD Provides QKD keys in response to
device key requests from SPOKE-1

KME - SPOKE -2 Third-party QKD Provides QKD keys in response to

device key requests from SPOKE-2
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Topology lllustration

Figure 21: Quantum Key Manager with AutoVPN
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Step-By-Step Configuration on Hub

jn-000641

@ NOTE: For complete sample configurations on the hub and spoke devices, see:

e "Appendix 1: Set Commands on all Devices" on page 334

e "Appendix 2: Show Configuration Output on DUT" on page 338



1. Configure the hub interfaces.

[edit interfaces]

user@hub# set ge-0/0/2 unit @ family inet address 172.18.10.1/24
user@hub# set ge-0/0/1 unit @ family inet address 192.168.90.1/24
user@hub# set st@ unit 1 family inet

2. Configure hub-spoke the IPsec VPN. This includes configuring the security zones, security policies,
and relevant certificates for authenticating device identities and their communication links.

Configure the hub to fetch the CA certificate from the CA server, or load a locally available CA
certificate from the device.

@ NOTE: The KME certificates need to configured as per third-party vendor instructions.

Configure the IPsec proposal and policy. Configure the IKE policy, proposal and gateway for the IPsec
VPN.

[edit security zones]

user@hub# set security-zone untrust host-inbound-traffic system-services ike
user@hub# set security-zone untrust interfaces ge-0/0/2.0

user@hub# set security-zone vpn interfaces st0.1

user@hub# set security-zone trust host-inbound-traffic system-services ping
user@hub# set security-zone trust interfaces ge-0/0/1.0

[edit security policies]

user@hub# set from-zone trust to-zone vpn policy vpn_out match source-address any
user@hub# set from-zone trust to-zone vpn policy vpn_out match destination-address any
user@hub# set from-zone trust to-zone vpn policy vpn_out match application any
user@hub# set from-zone trust to-zone vpn policy vpn_out then permit

user@hub# set from-zone vpn to-zone trust policy vpn_in match source-address any
user@hub# set from-zone vpn to-zone trust policy vpn_in match destination-address any
user@hub# set from-zone vpn to-zone trust policy vpn_in match application any

user@hub# set from-zone vpn to-zone trust policy vpn_in then permit

[edit security pkil
user@hub# set ca-profile Root-CA ca-identity Root-CA



user@hub# set ca-profile Root-CA enrollment url uri-to-CA-server
user@hub# set ca-profile Root-CA revocation-check disable

user@hub> request security pki ca-certificate enroll ca-profile Root-CA

user@hub> request security pki generate-key-pair certificate-id HUB_CRT size 2048 type rsa
user@hub> request security pki local-certificate enroll certificate-id HUB_CRT challenge-
password password domain-name hub.juniper.net email hub@juniper.net subject
DC=juniper,CN=hub. juniper.net,0U=security,0=juniper,L=sunnyvale,ST=california,C=us ca-profile
Root-CA

user@hub> request security pki local-certificate load certificate-id SAE_HUB filename
SAE_HUB.cert key SAE_HUB.key

[edit security ike proposal]

user@hub# set HUB_IKE_PROP authentication-method rsa-signatures
user@hub# set HUB_IKE_PROP dh-group groupl4

user@hub# set HUB_IKE_PROP authentication-algorithm sha-256
user@hub# set HUB_IKE_PROP encryption-algorithm aes-256-cbc
user@hub# set HUB_IKE_PROP lifetime-seconds 3600

[edit security ike policy]
user@hub# set HUB_IKE_POL proposals HUB_IKE_PROP
user@hub# set HUB_IKE_POL certificate local-certificate HUB_CRT

[edit security ike gateway]

user@hub# set HUB_IKE_GW local-address 172.18.10.1
user@hub# set HUB_IKE_GW ike-policy HUB_IKE_POL

user@hub# set HUB_IKE_GW external-interface ge-0/0/2.0
user@hub# set HUB_IKE_GW local-identity distinguished-name
user@hub# set HUB_IKE_GW dynamic ike-user-type group-ike-id



user@hub# set HUB_IKE_GW dynamic distinguished-name wildcard C=us,DC=juniper
user@hub# set HUB_IKE_GW version v2-only

[edit security ipsec proposal]

user@hub# set HUB_IPSEC_PROP protocol esp

user@hub# set HUB_IPSEC_PROP authentication-algorithm hmac-sha-256-128
user@hub# set HUB_IPSEC_PROP encryption-algorithm aes-256-cbc

[edit security ipsec vpn]

user@hub# set HUB_IPSEC_VPN bind-interface st0.1

user@hub# set HUB_IPSEC_VPN ike gateway HUB_IKE_GW

user@hub# set HUB_IPSEC_VPN ike ipsec-policy HUB_IPSEC_POL

user@hub# set HUB_IPSEC_VPN traffic-selector ts1 local-ip 192.168.90.0/24

user@hub# set security ipsec vpn HUB_IPSEC_VPN traffic-selector ts1 remote-ip 0.0.0.0/0

[edit security ipsec policy]
user@hub# set HUB_IPSEC_POL proposals HUB_IPSEC_PROP

3. Configure the quantum key manager key profile to retrieve quantum keys from the corresponding
KME-Hub device.

[edit security key-manager profiles]

user@hub# set HUB_KM_PROFILE_1 quantum-key-manager url kme-server-urlset security key-manager
profiles HUB_KM_PROFILE_1 quantum-key-manager local-sae-id SAE_HUB

user@hub# set HUB_KM_PROFILE_1 quantum-key-manager local-certificate-id SAE_HUB_CERT
user@hub# set HUB_KM_PROFILE_1 quantum-key-manager trusted-cas Root-CA

4. Bind the quantum key manager key profile as the IKE gateway ppk-profile to make the VPN tunnels
quantum-safe.

[edit security ike gateway]
user@hub# set HUB_IKE_GW ppk-profile HUB_KM_PROFILE_1

If you are done configuring the device, enter conmit from configuration mode.



Step-By-Step Configuration on Spoke Devices

@ NOTE: For complete sample configurations on the devices, see:

e "Appendix 1: Set Commands on all Devices" on page 334
e "Appendix 2: Show Configuration Output on DUT" on page 338

This configuration is applicable for Spoke 1 and Spoke 2 devices, you must make the
appropriate device-specific configuration changes.

1. Configure the spoke interfaces.

[edit interfaces]
user@spoke# set ge-0/0/2 unit @ family inet address 172.18.10.2/24
user@spoke# set ge-0/0/1 unit @ family inet address 192.168.80.1/24

user@spoke# set st@ unit 1 family inet

2. Configure hub-spoke the IPsec VPN. This includes configuring the security zones, security policies,
and relevant certificates for authenticating device identities and their communication links.

Configure the hub to fetch the CA certificate from the CA server, or load a locally available CA
certificate from the device.

@ NOTE: The KME certificates need to configured as per third-party vendor instructions.

Configure the IPsec proposal and policy. Configure the IKE policy, proposal and gateway for the IPsec
VPN.

[edit security zones]

user@spoke# set security-zone untrust host-inbound-traffic system-services ike
user@spoke# set security-zone untrust interfaces ge-0/0/2.0

user@spoke# set security-zone vpn interfaces st@.1

user@spoke# set security-zone trust host-inbound-traffic system-services ping

user@spoke# set security-zone trust interfaces ge-0/0/1.0

[edit security policies]
user@spoke# set from-zone trust to-zone vpn policy vpn_out match source-address any
user@spoke# set from-zone trust to-zone vpn policy vpn_out match destination-address any

user@spoke# set from-zone trust to-zone vpn policy vpn_out match application any



user@spoke# set from-zone trust to-zone vpn policy vpn_out then permit

user@spoke# set from-zone vpn to-zone trust policy vpn_in match source-address any
user@spoke# set from-zone vpn to-zone trust policy vpn_in match destination-address any
user@spoke# set from-zone vpn to-zone trust policy vpn_in match application any

user@spoke# set from-zone vpn to-zone trust policy vpn_in then permit

[edit security pkil

user@spoke# set ca-profile Root-CA ca-identity Root-CA

user@spoke# set ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/
mscep.dll

user@spoke# set ca-profile Root-CA revocation-check disable

user@spoke> request security pki ca-certificate enroll ca-profile Root-CA

user@spoke> request security pki generate-key-pair certificate-id SPOKE_1_CRT size 2048 type
rsa

user@spoke> request security pki local-certificate enroll certificate-id SPOKE_1_CRT
challenge-password <password> domain-name spoke_1.juniper.net email spoke_1@juniper.net
subject

DC=juniper,CN=spoke_1. juniper.net,0U=security,O=juniper,L=sunnyvale,ST=california,C=us ca-
profile Root-CA

user@spoke> request security pki local-certificate load certificate-id SAE_SPOKE_1 filename
SAE_SPOKE_1.cert key SAE_SPOKE_1.key

[edit security ike proposal]

user@spoke# set SPOKE_1_IKE_PROP authentication-method rsa-signatures
user@spoke# set SPOKE_1_IKE_PROP dh-group groupl4

user@spoke# set SPOKE_1_IKE_PROP authentication-algorithm sha-256



user@spoke# set SPOKE_1_IKE_PROP encryption-algorithm aes-256-chc
user@spoke# set SPOKE_1_IKE_PROP lifetime-seconds 3600

[edit security ike policy]
user@spoke# set SPOKE_1_IKE_POL proposals SPOKE_1_IKE_PROP
user@spoke# set SPOKE_1_IKE_POL certificate local-certificate SPOKE_1_CRT

[edit security ike gateway]

user@spoke# set SPOKE_1_IKE_GW address 172.18.10.1

user@spoke# set SPOKE_1_IKE_GW local-address 172.18.10.2
user@spoke# set SPOKE_1_IKE_GW ike-policy SPOKE_1_IKE_POL
user@spoke# set SPOKE_1_IKE_GW external-interface ge-0/0/2.0
user@spoke# set SPOKE_1_IKE_GW local-identity distinguished-name
user@spoke# set SPOKE_1_IKE_GW remote-identity distinguished-name
user@spoke# set SPOKE_1_IKE_GW version v2-only

[edit security ipsec proposal]

user@spoke# set SPOKE_1_IPSEC_PROP protocol esp

user@spoke# set SPOKE_1_IPSEC_PROP authentication-algorithm hmac-sha-256-128
user@spoke# set SPOKE_1_IPSEC_PROP encryption-algorithm aes-256-cbc

[edit security ipsec vpn]

user@spoke# set SPOKE_1_IPSEC_VPN bind-interface st@.1

user@spoke# set SPOKE_1_IPSEC_VPN ike gateway SPOKE_1_IKE_GW

user@spoke# set SPOKE_1_IPSEC_VPN ike ipsec-policy SPOKE_1_IPSEC_POL

user@spoke# set SPOKE_1_IPSEC_VPN traffic-selector tsl1 local-ip 192.168.80.0/24
user@spoke# set SPOKE_1_IPSEC_VPN traffic-selector ts1 remote-ip 192.168.90.0/24

[edit security ipsec policy]
user@spoke# set SPOKE_1_IPSEC_POL proposals SPOKE_1_IPSEC_PROP



3. Configure the quantum key manager key profile to retrieve quantum keys from the corresponding
spoke device.

[edit security key-manager profiles]

user@spoke# set SPOKE_1_KM_PROFILE_1 quantum-key-manager url https://www.kme_spoke_1-qgkd-
server.net

user@spoke# set SPOKE_1_KM_PROFILE_1 quantum-key-manager local-sae-id SAE_SPOKE_1

user@spoke# set SPOKE_1_KM_PROFILE_1 quantum-key-manager local-certificate-id SAE_SPOKE_1_CERT
user@spoke# set profiles SPOKE_1_KM_PROFILE_1 quantum-key-manager trusted-cas Root-CA

4. Bind the quantum key manager key profile as the IKE gateway ppk-profile to make the VPN tunnels
quantum-safe.

[edit security ike gateway]
user@spoke# set SPOKE_1_IKE_GW ppk-profile SPOKE_1_KM_PROFILE_1

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION

Verify IKE SAs | 325

Verify IPsec SAs | 328

Verify IPsec Statistics | 331
Verify Key Manager Profile | 332
Ping from Host 1 to Host 3 | 332
Ping from Host 2 to Host 3 | 333

This section provides a list of show commands that you can use to verify the feature in this example.



Table 55: Verification Tasks

Command Verification Task

show security ike security-associations detail "Verify the IKE SAs." on page 325

show security ipsec security-associations detail "Verify the IPsec SAs." on page 328

show security ipsec statistics "Verify IPsec encryption and decryption statistics." on
page 331

show security key-manager profiles detail "Verify key profile statistics." on page 332

ping 192.168.90.20 source 192.168.80.20 count 4 "Ping from Host 1 to Host 3." on page 332

ping 192.168.90.20 source 192.168.70.20 count 4 "Ping from Host 2 to Host 3." on page 333

Verify IKE SAs

Purpose

Verify the IKE SAs.

Action

From operational mode, enter the show security ike security-associations detail command to view the IKE
SAs.

user@hub> show security ike security-associations detail

IKE peer 172.18.10.3, Index 2161, Gateway Name: HUB_IKE_GW
Role: Responder, State: UP
Initiator cookie: bccc74c70f0b81b9, Responder cookie: 872d364f15b29c28
Exchange type: IKEv2, Authentication method: RSA-signatures
Local gateway interface: ge-0/0/2.0
Routing instance: default
Local: 172.18.10.1:500, Remote: 172.18.10.3:500
Lifetime: Expires in 3464 seconds



Reauth Lifetime: Disabled

IKE Fragmentation: Enabled, Size: 576

Remote Access Client Info: Unknown Client

Peer ike-id: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=spoke_2. juniper.net

AAA assigned IP: 0.0.0.0

PPK-profile: HUB_KM_PROFILE_1

Optional: No

State : Used
Algorithms:
Authentication : hmac-sha256-128
Encryption : aes256-chc

Pseudo random function: hmac-sha256
Diffie-Hellman group : DH-group-14
Traffic statistics:

Input bytes 2661
Output bytes : 2586
Input packets: 5
Output packets: 5
Input fragmented packets: 4
Output fragmented packets: 4

IPSec security associations: 2 created, @ deleted
Phase 2 negotiations in progress: 1
IPSec Tunnel IDs: 500446

Negotiation type: Quick mode, Role: Responder, Message ID: 0

Local: 172.18.10.1:500, Remote: 172.18.10.3:500

Local identity: C=us, DC=juniper, ST=california, L=sunnyvale, 0=juniper, OU=security,
CN=hub. juniper.net

Remote identity: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=spoke_2. juniper.net

Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:

Initiator stats: Responder stats:

Request Out . 0 Request In
0

Response In . 0 Response Out
0

No Proposal Chosen In : @ No Proposal Chosen OQut :
0

Invalid KE In 10 Invalid KE Out



TS Unacceptable In : 0 TS Unacceptable Out

0

Res DH Compute Key Fail : @ Res DH Compute Key Fail:
0

Res Verify SA Fail : 0

Res Verify DH Group Fail: 0

Res Verify TS Fail : 0

IKE peer 172.18.10.2, Index 2162, Gateway Name: HUB_IKE_GW

Role: Responder, State: UP

Initiator cookie: 5e17d5924c619788, Responder cookie: 15f1e3c4252ba6f8

Exchange type: IKEv2, Authentication method: RSA-signatures

Local gateway interface: ge-0/0/2.0

Routing instance: default

Local: 172.18.10.1:500, Remote: 172.18.10.2:500

Lifetime: Expires in 3464 seconds

Reauth Lifetime: Disabled

IKE Fragmentation: Enabled, Size: 576

Remote Access Client Info: Unknown Client

Peer ike-id: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=spoke. juniper.net

AAA assigned IP: 0.0.0.0

PPK-profile: HUB_KM_PROFILE_1

Optional: No

State : Used
Algorithms:
Authentication : hmac-sha256-128
Encryption : aes256-chc

Pseudo random function: hmac-sha256
Diffie-Hellman group : DH-group-14
Traffic statistics:

Input bytes 2645
Output bytes : 2586
Input packets: 5
Output packets: 5
Input fragmented packets: 4
Output fragmented packets: 4

IPSec security associations: 2 created, @ deleted
Phase 2 negotiations in progress: 1
IPSec Tunnel IDs: 500447

Negotiation type: Quick mode, Role: Responder, Message ID: 0
Local: 172.18.10.1:500, Remote: 172.18.10.2:500



Local identity: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=hub. juniper.net

Remote identity: C=us, DC=juniper, ST=california, L=sunnyvale, O=juniper, OU=security,
CN=spoke. juniper.net

Flags: IKE SA is created

IPsec SA Rekey CREATE_CHILD_SA exchange stats:

Initiator stats: Responder stats:
Request Out 1 0 Request In
0
Response In : 0 Response Out
0
No Proposal Chosen In : @ No Proposal Chosen Out :
0
Invalid KE In 1 0 Invalid KE Out
0
TS Unacceptable In 1 0 TS Unacceptable Out
0
Res DH Compute Key Fail : @ Res DH Compute Key Fail:
0
Res Verify SA Fail : 0
Res Verify DH Group Fail: 0
Res Verify TS Fail : 0
Meaning

The sample output confirms the IKE SAs.

Verify IPsec SAs

Purpose

Verify the IPsec SAs.

Action

From operational mode, enter the show security ipsec security-associations detail command to view the
IPsec SAs.

user@hub> show security ipsec security-associations detail



ID: 500446 Virtual-system: root, VPN Name: HUB_IPSEC_VPN
Local Gateway: 172.18.10.1, Remote Gateway: 172.18.10.3
Traffic Selector Name: tsi
Local Identity: ipv4(192.168.90.0-192.168.90.255)
Remote Identity: ipv4(192.168.70.0-192.168.70.255)
TS Type: traffic-selector
Version: IKEv2
Quantum Secured: Yes
PFS group: N/A
Passive mode tunneling: Disabled
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@.1, Policy-name: HUB_IPSEC_POL
Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0
Multi-sa, Configured SAs# 0, Negotiated SAs#: 0
Tunnel events:
Fri Jul 21 2023 00:31:08: IPsec SA negotiation succeeds (1 times)
Location: FPC @, PIC @
Anchorship: Thread 1
Distribution-Profile: default-profile
Direction: inbound, SPI: 0xcf48c@c9, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 3464 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2778 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2161
Direction: outbound, SPI: 0x86c9ba76, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 3464 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2778 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2161

ID: 500447 Virtual-system: root, VPN Name: HUB_IPSEC_VPN



Local Gateway: 172.18.10.1, Remote Gateway: 172.18.10.2
Traffic Selector Name: tsi
Local Identity: ipv4(192.168.90.0-192.168.90.255)
Remote Identity: ipv4(192.168.80.0-192.168.80.255)
TS Type: traffic-selector
Version: IKEv2
Quantum Secured: Yes
PFS group: N/A
Passive mode tunneling: Disabled
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st@.1, Policy-name: HUB_IPSEC_POL
Port: 500, Nego#: 0, Fail#: 0, Def-Del#: 0 Flag: 0
Multi-sa, Configured SAs# 0, Negotiated SAs#: 0
Tunnel events:
Fri Jul 21 2023 00:31:08: IPsec SA negotiation succeeds (1 times)
Location: FPC @, PIC @
Anchorship: Thread 1
Distribution-Profile: default-profile
Direction: inbound, SPI: 0x4275d756, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 3464 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2772 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2162
Direction: outbound, SPI: 0xe37b5568, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 3464 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2772 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-sha256-128, Encryption: aes-cbc (256 bits)
Anti-replay service: counter-based enabled, Replay window size: 64
Extended-Sequence-Number: Disabled
tunnel-establishment: establish-tunnels-responder-only
IKE SA Index: 2162



Meaning

The sample output confirms the IPsec SAs.

Verify IPsec Statistics

Purpose

Verify the IPsec statistics.

Action

From operational mode, enter the show security ipsec statistics command to view the IPsec statistics.

user@hub> show security ipsec statistics

ESP Statistics:

Encrypted bytes: 1560
Decrypted bytes: 1560
Encrypted packets: 10
Decrypted packets: 10

AH Statistics:
Input bytes:
Output bytes:
Input packets:

S © © o

Output packets:
Errors:

AH authentication failures: 0, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: 0

Bad headers: 0, Bad trailers: 0

Invalid SPI: @, TS check fail: @

Exceeds tunnel MTU: @

Discarded: @

Meaning

The sample output confirms the IPsec statistics.



Verify Key Manager Profile

Purpose

Verify the key manager profile.

Action

From operational mode, enter the show security key-manager profiles detail command and verify the Success
field in the Request stats option.

user@hub> show security key-manager profiles detail

Name: HUB_KM_PROFILE_1, Index: 6, Type: Quantum-key-manager
Configured-at: 21.07.23 (00:14:00)
Time-elapsed: @ hrs 19 mins 24 secs
Url: https://kme.juniper.net:8080
Local-sae-id: SAE_HUB
Local-certificate-id: SAE_HUB_CERT
Trusted-cas: [ ROOT_CA_CERT ]
Peer-sae-ids: N/A
Default-key-size: N/A
Request stats:

Received: 2
In-progress: @
Success: 2
Failed: @

Meaning

The sample output confirms the quantum key manager profile.

Ping from Host 1 to Host 3

Purpose

Verify the connectivity from Host 1 to Host 3.



Action

From operational mode, enter the ping 192.168.90.20 source 192.

connectivity from Host 1 to Host 3.

user@host1# ping 192.168.90
PING 192.168.90.20 (192.168

64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:

.20 source 192.168.80.20 count

.90.20): 56 data bytes

icmp_seq=0 ttl=64 time=2.
icmp_seqg=1 ttl=64 time=1.
icmp_seq=2 ttl=64 time=1.
icmp_seg=3 ttl=64 time=1.
icmp_seq=4 ttl=64 time=1.

---192.168.90.20 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max/stddev = 1.349/1.702/2.151/0.290 ms

Data traffic is successfully flowing between the HOSTs

Meaning

151
710
349
597
513

168.80.20 count 5 command to view the

ms
ms
ms
ms

ms

The sample output confirms the connectivity from Host 1 to Host 3.

Ping from Host 2 to Host 3

Purpose

Verify the connectivity from Host 2 to Host 3.

Action

From operational mode, enter the ping 192.168.90.20 source 192.

connectivity from Host 2 to Host 3.

user@host2# ping 192.168.90
PING 192.168.90.20 (192.168

64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:
64 bytes from 192.168.90.20:

.20 source 192.168.70.20 count

.90.20): 56 data bytes

icmp_seq=0 ttl=64 time=2.
icmp_seq=1 ttl1=64 time=1.
icmp_seq=2 ttl=64 time=1.
icmp_seq=3 ttl=64 time=1.
icmp_seq=4 ttl=64 time=1.

151
710
349
597
759

168.80.20 count 5 command to view the

ms
ms
ms
ms

ms



---192.168.90.20 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 1.349/1.702/2.151/0.290 ms

Data traffic is successfully flowing between the HOSTs

Meaning
The sample output confirms the connectivity from Host 2 to Host 3.

Appendix 1: Set Commands on all Devices

Set command output on all devices.

Set Commands on Hub

set security pki ca-profile Root-CA ca-identity Root-CA

set security pki ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/
mscep.dll

set security pki ca-profile Root-CA revocation-check disable

request security pki ca-certificate enroll ca-profile Root-CA

request security pki generate-key-pair certificate-id HUB_CRT size 2048 type rsa

request security pki local-certificate enroll certificate-id HUB_CRT challenge-password
<password> domain-name hub. juniper.net email hub@juniper.net subject

DC=juniper,CN=hub. juniper.net,0U=security,0=juniper,L=sunnyvale,ST=california,C=us ca-profile
Root-CA

request security pki local-certificate load certificate-id SAE_HUB filename SAE_HUB.cert key
SAE_HUB. key

set security key-manager profiles HUB_KM_PROFILE_1 quantum-key-manager url https://www.kme_hub-
gkd-server.net

set security key-manager profiles HUB_KM_PROFILE_1 quantum-key-manager local-sae-id SAE_HUB
set security key-manager profiles HUB_KM_PROFILE_1 quantum-key-manager local-certificate-id
SAE_HUB_CERT

set security key-manager profiles HUB_KM_PROFILE_1 quantum-key-manager trusted-cas Root-CA
set security ike proposal HUB_IKE_PROP authentication-method rsa-signatures

set security ike proposal HUB_IKE_PROP dh-group groupl4

set security ike proposal HUB_IKE_PROP authentication-algorithm sha-256

set security ike proposal HUB_IKE_PROP encryption-algorithm aes-256-chc

set security ike proposal HUB_IKE_PROP lifetime-seconds 3600

set security ike policy HUB_IKE_POL proposals HUB_IKE_PROP



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

security
security
security
security
security
security
security
security
security
security
security
security

security

ike policy HUB_IKE_POL certificate local-certificate HUB_CRT
_GW local-address 172.18.10.1

ike gateway HUB_IKE
ike gateway HUB_IKE
ike gateway HUB_IKE
ike gateway HUB_IKE
ike gateway HUB_IKE
ike gateway HUB_IKE
ike gateway HUB_IKE
ike gateway HUB_IKE
proposal HUB_IPSEC_PROP protocol esp
proposal HUB_IPSEC_PROP authentication-algorithm hmac-sha-256-128
proposal HUB_IPSEC_PROP encryption-algorithm aes-256-cbc

policy HUB_IPSEC_POL proposals HUB_IPSEC_PROP

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec

zones
Zones
zones
Zones

zones

vpn HUB_IPSEC_VPN bind-interface st0.1

_GW ike-policy HUB_IKE_POL
_GW external-interface ge-0/0/2.0
_GW local-identity distinguished-name

_GW dynamic ike-user-type group-ike-id

_GW dynamic distinguished-name wildcard C=us,DC=juniper
_GW ppk-profile HUB_KM_PROFILE_1
_GW version v2-only

vpn HUB_IPSEC_VPN ike gateway HUB_IKE_GW

vpn HUB_IPSEC_VPN ike ipsec-policy HUB_IPSEC_POL

vpn HUB_IPSEC_VPN traffic-selector ts1 local-ip 192.168.90.0/24
vpn HUB_IPSEC_VPN traffic-selector ts1 remote-ip 0.0.0.0/0
interfaces ge-0/0/2 unit 0 family inet address 172.18.10.1/24

interfaces ge-0/0/1 unit @ family inet address 192.168.90.1/24

interfaces st@

unit 1 family
security-zone
security-zone
security-zone
security-zone

security-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

Set Commands on Spoke 1

inet

untrust host-inbound-traffic system-services ike

untrust interfaces ge-0/0/2.0

vpn interfaces st@.1

trust host-inbound-traffic system-services ping
ge-0/0/1.0

trust interfaces
trust to-zone vpn
trust to-zone vpn
trust to-zone vpn
trust to-zone vpn
vpn to-zone trust
vpn to-zone trust
vpn to-zone trust

vpn to-zone trust

policy
policy
policy
policy
policy
policy
policy
policy

set security pki ca-profile Root-CA ca-identity Root-CA

vpn_out match source-address any
vpn_out match destination-address any
vpn_out match application any

vpn_out then permit

vpn_in match source-address any
vpn_in match destination-address any
vpn_in match application any

vpn_in then permit

set security pki ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/

mscep.dll



set security pki ca-profile Root-CA revocation-check disable

request security pki ca-certificate enroll ca-profile Root-CA

request security pki generate-key-pair certificate-id SPOKE_1_CRT size 2048 type rsa
request security pki local-certificate enroll certificate-id SPOKE_1_CRT challenge-password
<password> domain-name spoke_1.juniper.net email spoke_1@juniper.net subject
DC=juniper,CN=spoke_1. juniper.net,0U=security,0=juniper,L=sunnyvale,ST=california,C=us ca-
profile Root-CA

request security pki local-certificate load certificate-id SAE_SPOKE_1 filename SAE_SPOKE_1.cert
key SAE_SPOKE_1.key

set security key-manager profiles SPOKE_1_KM_PROFILE_1 quantum-key-manager url https://
www. kme_spoke_1-gkd-server.net

set security key-manager profiles SPOKE_1_KM_PROFILE_1 quantum-key-manager local-sae-id
SAE_SPOKE_1

set security key-manager profiles SPOKE_1_KM_PROFILE_1 quantum-key-manager local-certificate-id
SAE_SPOKE_1_CERT

set security key-manager profiles SPOKE_1_KM_PROFILE_1 quantum-key-manager trusted-cas Root-CA
set security ike proposal SPOKE_1_IKE_PROP authentication-method rsa-signatures

set security ike proposal SPOKE_1_IKE_PROP dh-group groupl4

set security ike proposal SPOKE_1_IKE_PROP authentication-algorithm sha-256

set security ike proposal SPOKE_1_IKE_PROP encryption-algorithm aes-256-cbhc

set security ike proposal SPOKE_1_IKE_PROP lifetime-seconds 3600

set security ike policy SPOKE_1_IKE_POL proposals SPOKE_1_IKE_PROP

set security ike policy SPOKE_1_IKE_POL certificate local-certificate SPOKE_1_CRT

set security ike gateway SPOKE_1_IKE_GW address 172.18.10.1

set security ike gateway SPOKE_1_IKE_GW local-address 172.18.10.2

set security ike gateway SPOKE_1_IKE_GW ike-policy SPOKE_1_IKE_POL

set security ike gateway SPOKE_1_IKE_GW external-interface ge-0/0/2.0

set security ike gateway SPOKE_1_IKE_GW local-identity distinguished-name

set security ike gateway SPOKE_1_IKE_GW remote-identity distinguished-name

set security ike gateway SPOKE_1_IKE_GW ppk-profile SPOKE_1_KM_PROFILE_1

set security ike gateway SPOKE_1_IKE_GW version v2-only

set security ipsec proposal SPOKE_1_IPSEC_PROP protocol esp

set security ipsec proposal SPOKE_1_IPSEC_PROP authentication-algorithm hmac-sha-256-128
set security ipsec proposal SPOKE_1_IPSEC_PROP encryption-algorithm aes-256-cbhc

set security ipsec policy SPOKE_1_IPSEC_POL proposals SPOKE_1_IPSEC_PROP

set security ipsec vpn SPOKE_1_IPSEC_VPN bind-interface st0.1

set security ipsec vpn SPOKE_1_IPSEC_VPN ike gateway SPOKE_1_IKE_GW

set security ipsec vpn SPOKE_1_IPSEC_VPN ike ipsec-policy SPOKE_1_IPSEC_POL

set security ipsec vpn SPOKE_1_IPSEC_VPN traffic-selector tsl1 local-ip 192.168.80.0/24

set security ipsec vpn SPOKE_1_IPSEC_VPN traffic-selector ts1 remote-ip 192.168.90.0/24
set interfaces ge-0/0/2 unit @ family inet address 172.18.10.2/24

set interfaces ge-0/0/1 unit @ family inet address 192.168.80.1/24

set interfaces st@ unit 1 family inet



set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone untrust interfaces ge-0/0/2.0

set security zones security-zone vpn interfaces st0.1

set security zones security-zone trust host-inbound-traffic system-services ping

set security zones security-zone trust interfaces ge-0/0/1.0

set security policies from-zone trust to-zone vpn policy vpn_out match source-address any

set security policies from-zone trust to-zone vpn policy vpn_out match destination-address any
set security policies from-zone trust to-zone vpn policy vpn_out match application any

set security policies from-zone trust to-zone vpn policy vpn_out then permit

set security policies from-zone vpn to-zone trust policy vpn_in match source-address any

set security policies from-zone vpn to-zone trust policy vpn_in match destination-address any
set security policies from-zone vpn to-zone trust policy vpn_in match application any

set security policies from-zone vpn to-zone trust policy vpn_in then permit

Set Commands on Spoke 2

set security pki ca-profile Root-CA ca-identity Root-CA

set security pki ca-profile Root-CA enrollment url https://ca-server.juniper.net/certsrv/mscep/
mscep.dll

set security pki ca-profile Root-CA revocation-check disable

request security pki ca-certificate enroll ca-profile Root-CA

request security pki generate-key-pair certificate-id SPOKE_2_CRT size 2048 type rsa

request security pki local-certificate enroll certificate-id SPOKE_2_CRT challenge-password
<password> domain-name spoke_2.juniper.net email spoke_2@juniper.net subject
DC=juniper,CN=spoke_2. juniper.net,0U=security,0=juniper,L=sunnyvale,ST=california,C=us ca-
profile Root-CA

request security pki local-certificate load certificate-id SAE_SPOKE_2 filename SAE_SPOKE_2.cert
key SAE_SPOKE_2.key

set security key-manager profiles SPOKE_2_KM_PROFILE_1 quantum-key-manager url https://

www. kme_spoke_2-gkd-server.net

set security key-manager profiles SPOKE_2_KM_PROFILE_1 quantum-key-manager local-sae-id
SAE_SPOKE_2

set security key-manager profiles SPOKE_2_KM_PROFILE_1 quantum-key-manager local-certificate-id
SAE_SPOKE_2_CERT

set security key-manager profiles SPOKE_2_KM_PROFILE_1 quantum-key-manager trusted-cas Root-CA
set security ike proposal SPOKE_2_IKE_PROP authentication-method rsa-signatures

set security ike proposal SPOKE_2_IKE_PROP dh-group groupl4

set security ike proposal SPOKE_2_IKE_PROP authentication-algorithm sha-256

set security ike proposal SPOKE_2_IKE_PROP encryption-algorithm aes-256-cbc

set security ike proposal SPOKE_2_IKE_PROP lifetime-seconds 3600



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

set

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

security ipsec

ike
ike
ike
ike
ike
ike
ike
ike
ike
ike

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

ipsec

policy SPOKE_2_IKE_POL
policy SPOKE_2_IKE_POL

gateway
gateway
gateway
gateway
gateway
gateway
gateway

gateway

vpn
vpn
vpn
vpn

vpn

SPOKE_2_IKE_GW
SPOKE_2_IKE_GW
SPOKE_2_IKE_GW
SPOKE_2_IKE_GW
SPOKE_2_IKE_GW
SPOKE_2_IKE_GW
SPOKE_2_IKE_GW
SPOKE_2_IKE_GW

proposals SPOKE_IKE_PROP

certificate local-certificate SPOKE_2_CRT
address 172.18.10.1

local-address 172.18.10.3

ike-policy SPOKE_

2_IKE_POL

external-interface ge-0/0/2.0

local-identity distinguished-name

remote-identity distinguished-name
ppk-profile SPOKE_2_KM_PROFILE_1

version v2-only

proposal SPOKE_2_IPSEC_PROP protocol esp

proposal SPOKE_2_IPSEC_PROP authentication-algorithm hmac-sha-256-128
proposal SPOKE_2_IPSEC_PROP encryption-algorithm aes-256-cbc

policy SPOKE_2_IPSEC_POL proposals SPOKE_2_IPSEC_PROP
SPOKE_2_IPSEC_VPN bind-interface st@.2

SPOKE_2_IPSEC_VPN ike gateway SPOKE_2_IKE_GW

SPOKE_2_IPSEC_VPN ike ipsec-policy SPOKE_2_IPSEC_POL
SPOKE_2_IPSEC_VPN traffic-selector tsl1 local-ip 192.168.70.0/24
SPOKE_2_IPSEC_VPN traffic-selector ts1 remote-ip 192.168.90.0/24

interfaces ge-0/0/2 unit @ family inet address 172.18.10.3/24
interfaces ge-0/0/1 unit @ family inet address 192.168.70.1/24

interfaces st@ unit 2 family

security zones

security
security
security
security
security
security
security
security
security
security
security
security

zones
zones
zones
zones
policies
policies
policies
policies
policies
policies
policies
policies

security-zone
security-zone
security-zone
security-zone
security-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone
from-zone

from-zone

inet

trust interfaces
trust to-zone vpn
trust to-zone vpn
trust to-zone vpn
trust to-zone vpn
vpn to-zone trust
vpn to-zone trust
vpn to-zone trust

vpn to-zone trust

vpn interfaces st0.2

policy
policy
policy
policy
policy
policy
policy
policy

Appendix 2: Show Configuration Output on DUT

Show command output on the DUT.

untrust host-inbound-traffic system-services ike
untrust interfaces ge-0/0/2.0

trust host-inbound-traffic system-services ping
ge-0/0/1.0

vpn_out match source-address any
vpn_out match destination-address any
vpn_out match application any

vpn_out then permit

vpn_in match source-address any
vpn_in match destination-address any
vpn_in match application any

vpn_in then permit



Hub

From configuration mode, confirm your configuration by entering the show security pki ca-profile Root-CA,
show security key-manager, show security ike proposal HUB_IKE_PROP, show security ike policy HUB_IKE_POL, show
security ike gateway HUB_IKE_GW, show security ipsec proposal HUB_IPSEC_PROP, show security ipsec policy
HUB_IPSEC_POL, show security ipsec vpn HUB_IPSEC_VPN, show security zones security-zone untrust, show security zones
security-zone trust, show security policies from-zone trust to-zone vpn, show security policies from-zone vpn to-
zone trust, and show interfaces commands. If the output does not display the intended configuration,
repeat the configuration instructions in this example to correct it.

user@hub# show security pki ca-profile Root-CA
ca-identity Root-CA;
enrollment {
url https://ca-server.juniper.net/certsrv/mscep/mscep.dll;

3

revocation-check {
disable;

3

user@hub# show security key-manager
profiles {
km_profile_1 {
static {
key-id ascii-text "$9$7VNs4UDKPT3Hq9A01yrWLxNYoPfTz3924"; ## SECRET-DATA
key ascii-text "$9$RraE1M7NbwgJ-
VKPTFAtxNdws4GUHgmTazZ36At0BwY24UHfTz9A0JGu1Ihr1GDjHMTFn/9p@fT39p0hc-
VwgGiPfzn9pJGgfQnpurev8xds2aDjgX7"; #i# SECRET-DATA
}
}
HUB_KM_PROFILE_1 {
quantum-key-manager {
url https://www.kme_hub-gkd-server.net;
local-sae-id SAE_HUB;
local-certificate-id SAE_HUB_CERT;
trusted-cas Root-CA;



user@hub# show security ike proposal HUB_IKE_PROP
authentication-method rsa-signatures;

dh-group group14;

authentication-algorithm sha-256;
encryption-algorithm aes-256-cbc;
lifetime-seconds 3600;

user@hub# show security ike policy HUB_IKE_POL
proposals HUB_IKE_PROP;
certificate {

local-certificate HUB_CRT;

user@hub# show security ike gateway HUB_IKE_GW
ike-policy HUB_IKE_POL;
dynamic {

distinguished-name {

wildcard C=us,DC=juniper;

}

ike-user-type group-ike-id;
}
local-identity distinguished-name;
external-interface ge-0/0/2.0;
local-address 172.18.10.1;
version v2-only;
ppk-profile HUB_KM_PROFILE_1;

user@hub# show security ipsec proposal HUB_IPSEC_PROP
protocol esp;



authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-256-cbc;

user@hub# show security ipsec policy HUB_IPSEC_POL
proposals HUB_IPSEC_PROP;

user@hub# show security ipsec vpn HUB_IPSEC_VPN
bind-interface st0.1;
ike {
gateway HUB_IKE_GW;
ipsec-policy HUB_IPSEC_POL;
}
traffic-selector ts1 {
local-ip 192.168.90.0/24;
remote-ip 0.0.0.0/0;

user@hub# show security zones security-zone untrust
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/0.0;
ge-0/0/2.0;
}

user@hub# show security zones security-zone trust
host-inbound-traffic {
system-services {

ping;

3

interfaces {



ge-0/0/1.0;

user@hub# show security policies from-zone trust to-zone vpn
policy vpn_out {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

user@hub# show security policies from-zone vpn to-zone trust
policy vpn_in {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

user@hub# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 172.18.10.1/24;

}
}
}
ge-0/0/1 {
unit @ {

family inet {
address 192.168.90.1/24;



}
}
ge-0/0/2 {
unit 0 {
family inet {
address 172.18.10.1/24;
}
}
}
sto {
unit 1 {
family inet;
}
}
Spoke 1

From configuration mode, confirm your configuration by entering the show security pki ca-profile Root-CA,
show security key-manager profiles SPOKE_1_KM_PROFILE_1, show security ike proposal SPOKE_1_IKE_PROP, show security
ike policy SPOKE_1_IKE_POL, show security ike gateway SPOKE_1_IKE_GW, show security ipsec proposal
SPOKE_1_IPSEC_PROP, show security ipsec policy SPOKE_1_IPSEC_POL, show security ipsec vpn SPOKE_1_IPSEC_VPN, show
interfaces, show security zones security-zone untrust, show security zones security-zone trust, show security
policies from-zone trust to-zone vpn, and show security policies from-zone vpn to-zone trust commands. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

user@spokel# show security pki ca-profile Root-CA
ca-identity Root-CA;
enrollment {

url https://ca-server.juniper.net/certsrv/mscep/mscep.dll;

}

revocation-check {
disable;

}

user@spokel# show security key-manager profiles SPOKE_1_KM_PROFILE_1
quantum-key-manager {

url https://www.kme_spoke_1-gkd-server.net;

local-sae-id SAE_SPOKE_1;



local-certificate-id SAE_SPOKE_1_CERT;
trusted-cas Root-CA;

user@spokel# show security ike proposal SPOKE_1_IKE_PROP
authentication-method rsa-signatures;

dh-group groupl4;

authentication-algorithm sha-256;

encryption-algorithm aes-256-cbc;

lifetime-seconds 3600;

user@spokel# show security ike policy SPOKE_1_IKE_POL
proposals SPOKE_1_IKE_PROP;
certificate {

local-certificate SPOKE_1_CRT;

user@spokel# show security ike gateway SPOKE_1_IKE_GW
ike-policy SPOKE_1_IKE_POL;

address 172.18.10.1;

local-identity distinguished-name;

remote-identity distinguished-name;
external-interface ge-0/0/2.0;

local-address 172.18.10.2;

version v2-only;

ppk-profile SPOKE_1_KM_PROFILE_T1;

user@spokel# show security ipsec proposal SPOKE_1_IPSEC_PROP
protocol esp;
authentication-algorithm hmac-sha-256-128;

encryption-algorithm aes-256-cbc;

user@spokel# show security ipsec vpn SPOKE_1_IPSEC_VPN
bind-interface st0.1;
ike {

gateway SPOKE_1_IKE_GW,;



ipsec-policy SPOKE_1_IPSEC_POL;

3

traffic-selector ts1 {
local-ip 192.168.80.0/24;
remote-ip 192.168.90.0/24;

user@spokel# show interfaces

ge-0/0/0 {
unit @ {

family inet
address
}
}
}
ge-0/0/1 {
unit 0 {
family inet
address
address
}
}
}
ge-0/0/2 {
unit 0 {
family inet
address
address
}
}
}
sto {
unit 1 {
family inet;
}
}

user@spokel# show security zones security-zone untrust

{
172.18.10.1/24;

{
192.168.90.1/24;
192.168.80.1/24;

{
172.18.10.1/24;
172.18.10.2/24;

host-inbound-traffic {

system-services

{



ike;

}

}

interfaces {
ge-0/0/0.0;
ge-0/0/2.0;

}

user@spokel# show security zones security-zone trust
host-inbound-traffic {

system-services {

ping;
}
}
interfaces {
ge-0/0/1.0;
}

user@spokel# show security policies from-zone trust to-zone vpn
policy vpn_out {
match {
source-address any;
destination-address any;
application any;

}

then {
permit;

}

user@spokel# security policies from-zone vpn to-zone trust
policy vpn_in {
match {
source-address any;
destination-address any;
application any;
}
then {

permit;



Spoke 2

From configuration mode, confirm your configuration by entering the show security pki ca-profile Root-CA,
show security key-manager profiles SPOKE_1_KM_PROFILE_1, show security ike proposal SPOKE_1_IKE_PROP, show security
ike policy SPOKE_1_IKE_POL, show security ike gateway SPOKE_1_IKE_GW, show security ipsec proposal
SPOKE_1_IPSEC_PROP, show security ipsec policy SPOKE_1_IPSEC_POL, show security ipsec vpn SPOKE_1_IPSEC_VPN, show
interfaces, show security zones security-zone untrust, show security zones security-zone trust, show security
policies from-zone trust to-zone vpn, and show security policies from-zone vpn to-zone trust commands. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

user@spoke2# show security pki ca-profile Root-CA
ca-identity Root-CA;
enrollment {
url https://ca-server.juniper.net/certsrv/mscep/mscep.dll;

3

revocation-check {
disable;

3

user@spoke2# show security key-manager profiles SPOKE_2_KM_PROFILE_1
quantum-key-manager {

url https://www.kme_spoke_2-gkd-server.net;

local-sae-id SAE_SPOKE_2;

local-certificate-id SAE_SPOKE_2_CERT;

trusted-cas Root-CA;

user@spoke2# show security ike proposal SPOKE_2_IKE_PROP
authentication-method rsa-signatures;

dh-group groupl4;

authentication-algorithm sha-256;



encryption-algorithm aes-256-cbc;
lifetime-seconds 3600;

user@spoke2# show security ike policy SPOKE_2_IKE_POL
##
## Warning: Referenced proposal is not defined
##
proposals SPOKE_IKE_PROP;
certificate {
local-certificate SPOKE_2_CRT;

user@spoke2# show security ike gateway SPOKE_2_IKE_GW
ike-policy SPOKE_2_IKE_POL;

address 172.18.10.1;

local-identity distinguished-name;

remote-identity distinguished-name;
external-interface ge-0/0/2.0;

local-address 172.18.10.3;

version v2-only;

ppk-profile SPOKE_2_KM_PROFILE_1;

user@spoke2# show security ipsec proposal SPOKE_2_IPSEC_PROP
protocol esp;
authentication-algorithm hmac-sha-256-128;

encryption-algorithm aes-256-cbc;

user@spoke2# show security ipsec policy SPOKE_2_IPSEC_POL
proposals SPOKE_2_IPSEC_PROP;

[edit]
user@spoke2# show security ipsec vpn SPOKE_2_IPSEC_VPN
bind-interface st0.2;
ike {
gateway SPOKE_2_IKE_GW;
ipsec-policy SPOKE_2_IPSEC_POL;



traffic-selector tsi1

{

local-ip 192.168.70.0/24;
remote-ip 192.168.90.0/24;

user@spoke2# show interfaces

ge-0/0/0 {
unit @ {

family inet

address
}
}
}
ge-0/0/1 {
unit 0 {
family inet
address
address
address
}
}
}
ge-0/0/2 {
unit @ {
family inet
address
address
address
}
}
}
sto {
unit 1 {
family inet;
}
unit 2 {

family inet;

{
172.18.10.1/24;

{

192.168.90.1/24;
192.168.80.1/24;
192.168.70.1/24;

{

172.18.10.1/24;
172.18.10.2/24;
172.18.10.3/24;



user@spoke2# show security zones security-zone untrust
host-inbound-traffic {
system-services {

ike;
}
}
interfaces {
ge-0/0/0.0;
ge-0/0/2.0;
}

user@spoke2# show security zones security-zone vpn
interfaces {

sto.1;

st0.2;

user@spoke2# show security zones security-zone trust
host-inbound-traffic {
system-services {

ping;
}
}
interfaces {
ge-0/0/1.0;
}

user@spoke2# show security policies from-zone trust to-zone vpn
policy vpn_out {
match {
source-address any;
destination-address any;

application any;



then {

permit;

user@spoke2# show security policies from-zone vpn to-zone trust
policy vpn_in {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}
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A policy-based VPN is a configuration in which an IPsec VPN tunnel created between two end points is
specified within the policy itself with a policy action for the transit traffic that meets the policy’s match
criteria.

Understanding Policy-Based IPsec VPNs

For policy-based IPsec VPN, a security policy specifies as its action the VPN tunnel to be used for
transit traffic that meets the policy’s match criteria. A VPN is configured independent of a policy
statement. The policy statement refers to the VPN by name to specify the traffic that is allowed access
to the tunnel. For policy-based VPNs, each policy creates an individual IPsec security association (SA)
with the remote peer, each of which counts as an individual VPN tunnel. For example, if a policy
contains a group source address and a group destination address, whenever one of the users belonging
to the address set attempts to communicate with any one of the hosts specified as the destination
address, a new tunnel is negotiated and established. Because each tunnel requires its own negotiation
process and separate pair of SAs, the use of policy-based IPsec VPNs can be more resource-intensive
than route-based VPNs.

Examples of where policy-based VPNs can be used:
e You are implementing a dial-up VPN.
e Policy-based VPNs allow you to direct traffic based on firewall policies.

We recommend that you use route-based VPN when you want to configure a VPN between multiple
remote sites. Route-based VPNs can provide the same capabilities as policy-based VPNs.

Limitations:

e Policy-based IPSec VPNs are not supported with IKEv2.



e Support for policy-based IPsec VPN is not available when using junos-ike package with your firewall
running iked process for IPsec VPN service. With junos-ike package, remove any policy-based IPsec
VPN configurations as they are ineffective. Note that in SRX5K-SPC3 with RE3, the junos-ike package
is available by default. In platforms SRX1500 and higher, it's an optional package. See IPsec VPN
Feature Support with New Package for more details.

SEE ALSO

IPsec Overview | 12
Example: Configuring a Route-Based VPN | 487
Example: Configuring a Hub-and-Spoke VPN | 150

Example: Configuring a Policy-Based VPN

IN THIS SECTION

Requirements | 354
Overview | 355
Configuration | 358
Verification | 372

This example shows how to configure a policy-based IPsec VPN to allow data to be securely transferred
between two sites.

Requirements
This example uses the following hardware:
e Any SRX Series Firewall

o Updated and revalidated using vSRX Virtual Firewall on Junos OS Release 20.4R1.

@ NOTE: Are you interested in getting hands-on experience with the topics and operations
covered in this guide? Visit the IPsec Policy-Based demonstration in Juniper Networks


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html#id-ipsec-vpn-feature-support-on-srx5000-line-of-devices-with-srx5kspc3-and-vsrx-instances-with-ne
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html#id-ipsec-vpn-feature-support-on-srx5000-line-of-devices-with-srx5kspc3-and-vsrx-instances-with-ne
https://jlabs.juniper.net/vlabs/portal/ipsec-vpn-policy-based/?icid=junos:note:1:policy-based-ipsec-vpns

Virtual Labs and reserve your free sandbox today! You'll find the IPsec VPN Policy-Based
sandbox in the Security category.

Before you begin, read "IPsec Overview" on page 12.

Overview

In this example, you configure a policy-based VPN on SRX1 and SRX2. Host1 and Host2 use the VPN to
send traffic securely over the Internet between both hosts.

Figure 22 on page 355 shows an example of a policy-based VPN topology.

Figure 22: Policy-Based VPN Topology
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IKE IPsec tunnel negotiation occurs in two phases. In Phase 1, participants establish a secure channel in
which to negotiate the IPsec security association (SA). In Phase 2, participants negotiate the IPsec SA for
authenticating traffic that will flow through the tunnel. Just as there are two phases to tunnel
negotiation, there are two phases to tunnel configuration.

In this example, you configure interfaces, an IPv4 default route, and security zones. Then you configure
IKE Phase 1, IPsec Phase 2, security policy, and TCP-MSS parameters. See Table 56 on page 356
through Table 60 on page 358.


https://jlabs.juniper.net/vlabs/portal/ipsec-vpn-policy-based/?icid=junos:note:1:policy-based-ipsec-vpns

Table 56: Interface, Static Route, and Security Zone Information for SRX1

Feature

Interfaces

Security zones

Static routes

Table 57: IKE Phase 1 Configuration Parameters

Feature Name
Proposal standard
Policy IKE-POL

Gateway IKE-GW

Configuration Parameters

Name

ge-0/0/0.0

ge-0/0/1.0

trust

untrust

0.0.0.0/0

Authentication method: pre-shared-keys

Mode: main

Proposal reference: standard

Configuration Parameters

10.100.11.1/24

172.16.13.1/24

e The ge-0/0/0.0 interface is
bound to this zone.

e The ge-0/0/1.0 interface is
bound to this zone.

e The next hopis 172.16.13.2.

IKE Phase 1 policy authentication method: pre-shared-key ascii-text

IKE policy reference: IKE-POL
External interface: ge-0/0/1

Gateway address: 172.16.23.1



Table 58: IPsec Phase 2 Configuration Parameters

Feature Name Configuration Parameters

Proposal standard

Using default configuration

Policy IPSEC-POL e Proposal reference: standard

VPN VPN-to-Host2 e |KE gateway reference: IKE-GW

e |Psec policy reference: IPSEC-POL

e establish-tunnels immediately

Table 59: Security Policy Configuration Parameters

Purpose Name

This security policy permits traffic from the trust VPN-OUT
zone to the untrust zone.

This security policy permits traffic from the untrust | VPN-IN
zone to the trust zone.

Configuration Parameters

Match criteria:

e source-address Host1-Net

e destination-address Host2-Net

e application any

Permit action: tunnel ipsec-vpn VPN-to-
Host2

Match criteria:

e source-address Host2-Net

e destination-address Host1-Net

e application any

Permit action: tunnel ipsec-vpn VPN-to-
Host2



Table 59: Security Policy Configuration Parameters (Continued)

Purpose Name Configuration Parameters

This security policy permits all traffic from the default-
trust zone to the untrust zone. permit

e Match criteria:

e source-address any
You must put the VPN-OUT policy before the

default-permit security policy. Junos OS performs
a security policy lookup starting at the top of the
list. If the default-permit policy comes before the
VPN-OUT policy, all traffic from the trust zone
matches the default-permit policy and is e Action: permit
permitted. Thus, no traffic will ever match the

VPN-OUT policy.

source-destination any

application any

Table 60: TCP-MSS Configuration Parameters

Purpose Configuration
Parameters

TCP-MSS is negotiated as part of the TCP three-way handshake and limits the maximum size = MSS value: 1350
of a TCP segment to better fit the maximum transmission unit (MTU) limits on a network.

This is especially important for VPN traffic, as the IPsec encapsulation overhead, along with

the IP and frame overhead, can cause the resulting Encapsulating Security Payload (ESP)

packet to exceed the MTU of the physical interface, thus causing fragmentation.

Fragmentation results in increased use of bandwidth and device resources.

We recommend a value of 1350 as the starting point for most Ethernet-based networks with
an MTU of 1500 or greater. You might need to experiment with different TCP-MSS values to
obtain optimal performance. For example, you might need to change the value if any device
in the path has a lower MTU, or if there is any additional overhead such as PPP or Frame
Relay.

Configuration
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Configuring Basic Network and Security Zone Information

CLI Quick Configuration

To quickly configure this example for SRX1, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set interfaces ge-0/0/0 unit @ family inet address 10.100.11.1/24

set interfaces ge-0/0/1 unit @ family inet address 172.16.13.1/24

set interfaces 1o@ unit @ family inet address 10.100.100.1/32

set routing-options static route 0.0.0.0/0 next-hop 172.16.13.2

set security zones security-zone trust host-inbound-traffic system-services all
set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone untrust host-inbound-traffic system-services ike
set security zones security-zone untrust host-inbound-traffic system-services ping
set security zones security-zone untrust interfaces ge-0/0/1.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do this, see the CLI User Guide.

To configure interface, static route, and security zone information:

1. Configure the interfaces.

[edit]

user@SRX14# set interfaces ge-0/0/0 unit @ family inet address 10.100.11.1/24
user@SRX14# set interfaces ge-0/0/1 unit @ family inet address 172.16.13.1/24
user@SRX14# set interfaces 100 unit @ family inet address 10.100.100.1/32


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

2. Configure the static routes.

[edit]
user@SRX14# set routing-options static route 0.0.0.0/0 next-hop 172.16.13.2

3. Assign the Internet facing interface to the untrust security zone.

[edit security zones security-zone untrust]
user@SRX14# set interfaces ge-0/0/1.0

4. Specify the allowed system services for the untrust security zone.

[edit security zones security-zone untrust]
user@SRX14# set host-inbound-traffic system-services ike
user@SRX1# set host-inbound-traffic system-services ping

5. Assign the Host1 facing interface to the trust security zone.

[edit security zones security-zone trust]
user@SRX1# set interfaces ge-0/0/0.0

6. Specify the allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@SRX1# set host-inbound-traffic system-services all

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
and show security zones commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@SRX1# show interfaces
ge-0/0/0 {

unit 0 {



family inet {
address 10.100.11.1/24;

}
}
}
ge-0/0/1 {
unit 0 {
family inet {
address 172.16.13.1/24;
}
}
}
loo {
unit 0 {
family inet {
address 10.100.100.1/32;
}
}
}
[edit]

user@SRX1# show routing-options
static {
route 0.0.0.0/0 next-hop 172.16.13.2;

[edit]
user@SRX1# show security zones
security-zone trust {
host-inbound-traffic {
system-services {

all;
}
}
interfaces {
ge-0/0/0.0;
}

}

security-zone untrust {
host-inbound-traffic {



system-services {

}

ike;

ping;

interfaces {
ge-0/0/1.0;

Configuring IKE

CLI Quick Configuration

To quickly configure this example for SRX1, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and

paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration

mode.

set
set
set
set
set
set

set

security
security
security
security
security
security

security

ike
ike
ike
ike
ike
ike

ike

proposal standard authentication-method pre-shared-keys
policy IKE-POL mode main

policy IKE-POL proposals standard

policy IKE-POL pre-shared-key ascii-text $ABC123
gateway IKE-GW ike-policy IKE-POL

gateway IKE-GW address 172.16.23.1

gateway IKE-GW external-interface ge-0/0/1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see the CLI User Guide.

To configure IKE:

1. Create the IKE proposal.

[edit security ike]

user@SRX1# set proposal standard


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

. Define the IKE proposal authentication method.

[edit security ike proposal standard]
user@SRX14# set authentication-method pre-shared-keys

. Create the IKE policy.

[edit security ike]
user@SRX1# set policy IKE-POL

. Set the IKE policy mode.

[edit security ike policy IKE-POL]
user@SRX1# set mode main

. Specify a reference to the IKE proposal.

[edit security ike policy IKE-POL]
user@SRX1# set proposals standard

. Define the IKE policy authentication method.

[edit security ike policy IKE-POL]
user@SRX14# set pre-shared-key ascii-text $ABC123

. Create the IKE gateway and define its external interface.

[edit security ike gateway IKE-GW]
user@SRX14# set external-interface ge-0/0/1.0

. Define the IKE gateway address.

[edit security ike gateway IKE-GW]
user@SRX14# address 172.16.23.1



9. Define the IKE policy reference.

[edit security ike gateway IKE-GW]
user@SRX1# set ike-policy IKE-POL

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security ike
proposal standard {
authentication-method pre-shared-keys;

}
policy IKE-POL {

mode main;

proposals standard;

pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA
}

gateway IKE-GW {
ike-policy IKE-POL;
address 172.16.23.1;
external-interface ge-0/0/1;

Configuring IPsec

CLI Quick Configuration

To quickly configure this example for SRX1, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set security ipsec proposal standard
set security ipsec policy IPSEC-POL proposals standard



set security ipsec vpn VPN-to-Host2 ike gateway IKE-GW
set security ipsec vpn VPN-to-Host2 ike ipsec-policy IPSEC-POL

set security ipsec vpn VPN-to-Host2 establish-tunnels immediately

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see the CLI User Guide.

To configure IPsec:

1. Create the IPsec proposal.

[edit]
user@SRX1# set security ipsec proposal standard

2. Create the IPsec policy.

[edit security ipsec]
user@SRX1# set policy IPSEC-POL

3. Specify the IPsec proposal reference.

[edit security ipsec policy IPSEC-POL]
user@SRX1# set proposals standard

4. Specify the IKE gateway.

[edit security ipsec]
user@SRX1# set vpn VPN-to-Host2 ike gateway IKE-GW

5. Specify the IPsec policy.

[edit security ipsec]
user@SRX1# set vpn VPN-to-Host2 ike ipsec-policy IPSEC-POL


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

6. Configure the tunnel to establish immediately.

[edit security ipsec]
user@SRX14# set vpn VPN-to-Host2 establish-tunnels immediately

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@SRX1# show security ipsec
proposal standard;
policy IPSEC-POL {
proposals standard;

}
vpn VPN-to-Host2 {
ike {
gateway IKE-GW;
ipsec-policy IPSEC-POL;
}
establish-tunnels immediately;
}

Configuring Security Policies

CLI Quick Configuration

To quickly configure this example for SRX1, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set security address-book Hostl address Host1-Net 10.100.11.0/24
set security address-book Host1l attach zone trust
set security address-book Host2 address Host2-Net 10.100.22.0/24

set security address-book Host2 attach zone untrust



set security
Net

set security
Host2-Net
set security
set security
vpn
set security
any
set security
address any
set security
set security
set security
Net

set security
Host1-Net
set security
set security

VPN-to-Host2

policies

policies

policies

policies

VPN-to-Host2

policies
policies
policies
policies
policies

policies

policies
policies

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

Step-by-Step Procedure

trust to-zone

trust to-zone

trust to-zone
trust to-zone

trust to-zone

trust to-zone

trust to-zone

trust to-zone

untrust

untrust

untrust
untrust

untrust

untrust

untrust

untrust

untrust to-zone trust

untrust to-zone trust

untrust to-zone trust

untrust to-zone trust

policy

policy

policy
policy

policy
policy
policy
policy
policy

policy

policy
policy

VPN-OUT match source-address Host1-

VPN-OUT match destination-address

VPN-OUT match application any
VPN-OUT then permit tunnel ipsec-

default-permit match source-address
default-permit match destination-
default-permit match application any
default-permit then permit

VPN-IN match source-address Host2-

VPN-IN match destination-address

VPN-IN match application any
VPN-IN then permit tunnel ipsec-vpn

The following example requires you to navigate various levels in the configuration hierarchy. For

instructions on how to do that, see the CLI User Guide.

To configure security policies:

1. Create address book entries for the networks that will be used in the security policies.

[edit]

user@SRX14# set security address-book Host1 address Host1-Net 10.100.11.0/24
user@SRX1# set security address-book Host1 attach zone trust

user@SRX14# set security address-book Host2 address Host2-Net 10.100.22.0/24
user@SRX1# set security address-book Host2 attach zone untrust

2. Create the security policy to match on traffic from Host1 in the trust zone to Host2 in the untrust

zone.

[edit security policies from-zone trust to-zone untrust]
user@SRX14# set policy VPN-OUT match source-address Host1-Net


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

user@SRX1# set policy VPN-OUT match destination-address Host2-Net
user@SRX1# set policy VPN-OUT match application any
user@SRX14# set policy VPN-OUT then permit tunnel ipsec-vpn VPN-to-Host2

3. Create the security policy to permit all other traffic to the Internet from the trust zone to the untrust
Zone.

[edit security policies from-zone trust to-zone untrust]
user@SRX14# set policy default-permit match source-address any
user@SRX14# set policy default-permit match destination-address any
user@SRX14# set policy default-permit match application any
user@SRX14# set policy default-permit then permit

4. Create a security policy to permit traffic from Host2 in the untrust zone to Host1 in the trust zone.

[edit security policies from-zone untrust to-zone trust]

user@SRX14# set policy VPN-IN match source-address Host2-Net

user@SRX1# set policy VPN-IN match destination-address Host1-Net
user@SRX14# set policy VPN-IN match application any

user@SRX1# set policy VPN-IN then permit tunnel ipsec-vpn VPN-to-Host2

Results

From configuration mode, confirm your configuration by entering the show security policies command. If
the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@SRX1# show security policies
from-zone trust to-zone untrust {
policy VPN-OUT {
match {
source-address Host1-Net;
destination-address Host2-Net;
application any;
}
then {
permit {
tunnel {



ipsec-vpn VPN-to-Host2;

}
}
}
}
policy default-permit {
match {
source-address any;
destination-address any;
application any;
}
then {
permit;
}
}

}
from-zone untrust to-zone trust {
policy VPN-IN {
match {
source-address Host2-Net;
destination-address Host1-Net;

application any;

}
then {
permit {
tunnel {
ipsec-vpn VPN-to-Host2;
}
}
}

Configuring TCP-MSS

CLI Quick Configuration

To quickly configure this example for SRX1, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and



paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

To configure TCP-MSS information:

1. Configure the TCP-MSS information.

[edit]
user@SRX1# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@SRX1# show security flow
tcp-mss {
ipsec-vpn {
mss 1350;

If you are done configuring the device, enter commit from configuration mode.

Configuring SRX2

CLI Quick Configuration

For reference, the configuration for SRX2 is provided.

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy



and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set security

set security
set security
set security
set security
set security
set security
set security
set security
set security
set security
set security
set security
set security
set security
set security
set security
set
Net

set

security

security
Host1-Net
set security
set security
vpn
set security
any
set security
address any
set security
set security
set security
Net

set security
Host2-Net
set security
set security
VPN-to-Host1

set security

ike
ike
ike
ike
ike
ike

ike

proposal standard authentication-method pre-shared-keys

policy IKE-POL
policy IKE-POL
policy IKE-POL

gateway IKE-GW
gateway IKE-GW
gateway IKE-GW

mode main

proposals standard

pre-shared-key ascii-text $ABC123
ike-policy IKE-POL

address 172.16.13.1

external-interface ge-0/0/1

ipsec proposal standard

ipsec policy IPSEC-POL
ipsec vpn VPN-to-Host1
ipsec vpn VPN-to-Host1
ipsec vpn VPN-to-Host1

proposals standard
ike gateway IKE-GW
ike ipsec-policy IPSEC-POL

establish-tunnels immediately

address-book Host1 address Host1-Net 10.100.11.0/24
address-book Host1 attach zone untrust

address-book Host2 address Host2-Net 10.100.22.0/24
address-book Host2 attach zone trust

flow tcp-mss ipsec-vpn mss 1350

policies from-zone trust to-zone untrust
policies
policies
policies
VPN-to-Host1
policies
policies
policies
policies
policies

policies

policies

policies

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

from-zone

policy VPN-OUT match source-address Host2-

trust to-zone untrust policy VPN-OUT match destination-address

trust to-zone untrust policy VPN-OUT match application any

trust to-zone untrust policy VPN-OUT then permit tunnel ipsec-

trust to-zone untrust policy default-permit match source-address

trust to-zone untrust policy default-permit match destination-

trust to-zone untrust policy default-permit match application any

trust to-zone untrust policy default-permit then permit

untrust to-zone trust policy VPN-IN match source-address Host1-

untrust to-zone trust policy VPN-IN match destination-address

untrust to-zone trust policy VPN-IN match application any

untrust to-zone trust policy VPN-IN then permit tunnel ipsec-vpn

zones security-zone trust host-inbound-traffic system-services all



set
set
set
set
set
set
set
set

security zones security-zone trust interfaces ge-0/0/0.0

security zones security-zone untrust host-inbound-traffic system-services ike
security zones security-zone untrust host-inbound-traffic system-services ping
security zones security-zone untrust interfaces ge-0/0/1.0

interfaces ge-0/0/0 unit 0 family inet address 10.100.22.1/24

interfaces ge-0/0/1 unit @ family inet address 172.16.23.1/24

interfaces 100 unit 0 family inet address 10.100.100.2/32

routing-options static route 0.0.0.0/0 next-hop 172.16.23.2

Verification

IN THIS SECTION
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To confirm that the configuration is working properly, perform these tasks:

Verifying the IKE Status

Purpose

Verify the IKE status.



Action

From operational mode, enter the show security ike security-associations command. After obtaining an
index number from the command, use the show security ike security-associations index Index_number detail
command.

user@SRX1> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
1859361 UP 9788fab9c3ee2e2a 0b17e52f34b83aba Main 172.16.23.1

user@SRX1> show security ike security-associations index 1859361 detail
IKE peer 172.16.23.1, Index 1859361, Gateway Name: IKE-GW

Role: Responder, State: UP

Initiator cookie: 9788fa59c3ee2e2a, Responder cookie: 0b17e52f34b83aba

Exchange type: Main, Authentication method: Pre-shared-keys

Local: 172.16.13.1:500, Remote: 172.16.23.1:500

Lifetime: Expires in 17567 seconds

Reauth Lifetime: Disabled

IKE Fragmentation: Disabled, Size: @

Remote Access Client Info: Unknown Client

Peer ike-id: 172.16.23.1

AAA assigned IP: 0.0.0.0

Algorithms:
Authentication : hmac-shal-96
Encryption : 3des-cbc

Pseudo random function: hmac-shal
Diffie-Hellman group : DH-group-2
Traffic statistics:

Input bytes : 1740
Output bytes : 1132
Input packets: 15
Output packets: 7
Input fragmentated packets: 0
Output fragmentated packets: 0

IPSec security associations: 4 created, 4 deleted

Phase 2 negotiations in progress: 1

Negotiation type: Quick mode, Role: Responder, Message ID: @
Local: 172.16.13.1:500, Remote: 172.16.23.1:500
Local identity: 172.16.13.1



Remote identity: 172.16.23.1
Flags: IKE SA is created

Meaning

The show security ike security-associations command lists all active IKE Phase 1 security associations (SAs).
If no SAs are listed, there was a problem with Phase 1 establishment. Check the IKE policy parameters
and external interface settings in your configuration.

If SAs are listed, review the following information:

e Index—This value is unique for each IKE SA, which you can use in the show security ike security-
associations index detail command to get more information about the SA.

e Remote Address—Verify that the remote IP address is correct.
e State
o UP—The Phase 1 SA has been established.
e DOWN-—There was a problem establishing the Phase 1 SA.
e Mode—Verify that the correct mode is being used.
Verify that the following are correct in your configuration:
e External interfaces (the interface must be the one that receives IKE packets)
e |KE policy parameters
e Preshared key information
e Phase 1 proposal parameters (must match on both peers)

The show security ike security-associations index 1859361 detail command lists additional information about
the security association with an index number of 1859361.:

e Authentication and encryption algorithms used

Phase 1 lifetime

e Traffic statistics (can be used to verify that traffic is flowing properly in both directions)
¢ Initiator and responder role information
Troubleshooting is best performed on the peer using the responder role.

e Number of IPsec SAs created



e Number of Phase 2 negotiations in progress

Verifying the IPsec Phase 2 Status

Purpose

Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ipsec security-associations command. After obtaining an

index number from the command, use the show security ipsec security-associations index index_number detail
command.

user@SRX1 show security ipsec security-associations

Total active tunnels: 1 Total Ipsec sas: 1

1D Algorithm SPI Life:sec/kb Mon lsys Port Gateway

<2 ESP:3des/shal  aebafcha 921/ unlim - root 500 172.16.23.1
>2 ESP:3des/shal  6388a743 921/ unlim - root 500 172.16.23.1

user@SRX1> show security ipsec security-associations index 2 detail
ID: 2 Virtual-system: root, VPN Name: VPN-to-Host2
Local Gateway: 172.16.13.1, Remote Gateway: 172.16.23.1
Local Identity: ipv4_subnet(any:0,[0..7]1=10.100.11.0/24)
Remote Identity: ipv4_subnet(any:0,[0..7]=10.100.22.0/24)
Version: IKEv1
DF-bit: clear, Copy-Outer-DSCP Disabled , Policy-name: VPN-OUT
Port: 500, Nego#: 30, Fail#: 0, Def-Del#: @ Flag: 0x600829
Multi-sa, Configured SAs# 1, Negotiated SAs#: 1
Tunnel events:
Thu Jul 29 2021 14:29:22 -0700: IPSec SA negotiation successfully completed (29 times)
Thu Jul 29 2021 12:00:30 -0700: IKE SA negotiation successfully completed (4 times)
Wed Jul 28 2021 15:20:58
: IPSec SA delete payload received from peer, corresponding IPSec SAs cleared (1 times)
Wed Jul 28 2021 15:05:13 -0700: IPSec SA negotiation successfully completed (1 times)
Wed Jul 28 2021 15:05:13
: Tunnel is ready. Waiting for trigger event or peer to trigger negotiation (1 times)
Wed Jul 28 2021 15:05:13 -0700: External interface's address received. Information updated
(1 times)
Wed Jul 28 2021 15:05:13 -0700: External interface's zone received. Information updated (1



times)
Wed Jul 28 2021 11:17:38
: Negotiation failed with error code NO_PROPOSAL_CHOSEN received from peer (1 times)
Wed Jul 28 2021 09:27:11 -0700: IKE SA negotiation successfully completed (19 times)
Thu Jul 22 2021 16:34:17 -0700: Negotiation failed with INVALID_SYNTAX error (3 times)
Thu Jul 22 2021 10:34:55 -0700: IKE SA negotiation successfully completed (1 times)
Thu Jul 22 2021 10:34:46 -0700: No response from peer. Negotiation failed (16 times)
Direction: inbound, SPI: aebafcb5a, AUX-SPI: 0
, VPN Monitoring: -
Hard lifetime: Expires in 828 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 234 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc
Anti-replay service: counter-based enabled, Replay window size: 64
Direction: outbound, SPI: 6388a743, AUX-SPI: 0
, VPN Monitoring: -
Hard lifetime: Expires in 828 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 234 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc

Anti-replay service: counter-based enabled, Replay window size: 64

Meaning

The output from the show security ipsec security-associations command lists the following information:

e The ID number is 2. Use this value with the show security ipsec security-associations index command to
get more information about this particular SA.

e There is one IPsec SA pair using port 500, which indicates that no NAT-traversal is implemented.
(NAT-traversal uses port 4500 or another random high-number port.)

e The SPIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
921/ unlim value indicates that the Phase 2 lifetime expires in 921 seconds, and that no lifesize has
been specified, which indicates that it is unlimited. Phase 2 lifetime can differ from Phase 1 lifetime,
as Phase 2 is not dependent on Phase 1 after the VPN is up.

¢ VPN monitoring is not enabled for this SA, as indicated by a hyphen in the Mon column. If VPN
monitoring is enabled, U (up) or D (down) is listed.

e The virtual system (vsys) is the root system, and it always lists O.



The output from the show security ipsec security-associations index 2 detail command lists the following
information:

e The local identity and remote identity make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common reasons for a Phase 2 failure. For policy-based
VPNSs, the proxy ID is derived from the security policy. The local address and remote address are
derived from the address book entries, and the service is derived from the application configured for
the policy. If Phase 2 fails because of a proxy ID mismatch, you can use the policy to confirm which
address book entries are configured. Verify that the addresses match the information being sent.
Check the service to ensure that the ports match the information being sent.

Test Traffic Flow Across the VPN

Purpose

Verify the traffic flow across the VPN.

Action

Use the ping command from the Host1 device to test traffic flow to Host2.

user@Host1> ping 10.100.22.1 rapid count 100

PING 10.100.22.1 (10.100.22.1): 56 data bytes
RN RN RN RN RN RN RN RN RN RN

--- 10.100.22.1 ping statistics ---
100 packets transmitted, 100 packets received, 0% packet loss
round-trip min/avg/max/stddev = 3.300/3.936/8.562/0.720 ms

Meaning

If the ping command fails from Host1, there might be a problem with the routing, security policies, end
host, or encryption and decryption of ESP packets.

Reviewing Statistics and Errors for an IPsec Security Association

Purpose

Review ESP and authentication header counters and errors for an IPsec security association.



Action

From operational mode, enter the show security ipsec statistics index index_number command, using the
index number of the VPN for which you want to see statistics.

user@SRX1> show security ipsec statistics index 2
ESP Statistics:

Encrypted bytes: 13600
Decrypted bytes: 8400
Encrypted packets: 100
Decrypted packets: 100

AH Statistics:
Input bytes:
Output bytes:
Input packets:

S © © o

Output packets:
Errors:

AH authentication failures: 0, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: 0

Bad headers: 0, Bad trailers: 0

You can also use the show security ipsec statistics command to review statistics and errors for all SAs.

To clear all IPsec statistics, use the clear security ipsec statistics command.

Meaning

If you see packet loss issues across a VPN, you can run the show security ipsec statistics command
several times to confirm that the encrypted and decrypted packet counters are incrementing. You should
also check if the other error counters are incrementing.

SEE ALSO

Example: Configuring a Route-Based VPN | 487
IPsec Policy-Based VPN in Juniper Networks Virtual Labs


https://jlabs.juniper.net/vlabs/portal/ipsec-vpn-policy-based/?icid=junos:note:1:policy-based-ipsec-vpns

Migrate Policy-Based VPNs to Route-Based VPNs

SUMMARY IN THIS SECTION

Read this topic if you plan to migrate your Limitations | 379
configuration from policy-based VPNs to route-
based VPNs using the shared point-to-point stO
interface.

Sample Configuration | 380

Although the SRX Series Firewalls support policy-based VPNs on firewalls that run the IPsec VPN using
the kmd process, there are associated limitations. While the policy can control the traffic entering the
VPN tunnel in terms of the protocol and the port number of an application, IKEv1 doesn't support
protocol or port negotiation in security association (SA) negotiation. So the firewall cannot perform
granular control of traffic with policy-based VPNs. We recommend that you migrate your policy-based
VPNs to route-based VPNSs.

To migrate from policy-based VPNs to route-based VPNs, perform the following steps:
e Deactivate the IPsec VPN objects that are running in your Junos OS device using the kmd process.

o Install the junos-ike package to run IPsec VPN service using the iked process. See install junos-ike
package.

e Configure the prerequisites related to the shared point-to-point stO interface. See Shared Point-to-
Point stO Interface.

e Activate the previously deactivated IPsec VPN objects with the shared point-to-point stO interface.

We recommend that you carry out migration using your migration best practices to minimise the
downtime.

Limitations

e You cannot switch back to the kmd-based IPsec VPN service once you migrate to the iked process
with shared point-to-point stO interface.

e The policy-based VPNs implicitly enforce the sequence order in which the policies are configured
when a policy lookup if performed on the data traffic. But the route-based VPNs do not enforce the
sequence order in which VPNs are configured, even with traffic selectors, because the sequence is
governed by the metric per traffic selector per VPN configuration.


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html#id-enabling-ipsec-vpn-feature-set-on-srx5k-spc3-services-processing-card
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html#id-enabling-ipsec-vpn-feature-set-on-srx5k-spc3-services-processing-card
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html
https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html

Sample Configuration

Before the migration, let's consider you've the following configuration for the policy-based IPsec VPN
that uses the kmd process. Note that the support for policy-based VPNs is available with IKEv1 only. In
this configuration, if the security policy matches the criteria, the device directs the traffic to the VPN
tunnel. See Policy-Based IPsec VPNs.

[edit security policies]
user@host# show
from-zone zonel to-zone zone2 {
policy policyl {
match {
source-address 192.168.2.0/24;
destination-address 10.0.2.0/24;

}
then {
permit {
tunnel {
ipsec-vpn vpnl;
}
}
}

}
from-zone zone3 to-zone zone4 {
policy policy2 {
match {
source-address 192.168.3.0/24;
destination-address 10.0.3.0/24;
}
then {
permit {
tunnel {
ipsec-vpn vpn2;


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-policy-based-ipsec-vpns.html

[edit security ipsec]

user@host# show

proposal ipsec_prop {
protocol esp;
authentication-algorithm hmac-sha-256-128;
encryption-algorithm aes-256-cbc;
lifetime-seconds 2400;

}

policy ipsec_pol {

proposals ipsec_prop;

}
vpn vpnl {
ike {
gateway gwl;
ipsec-policy ipsec_pol;
}
establish-tunnels immediately;
}
vpn vpn2 {
ike {
gateway gw2;
ipsec-policy ipsec_pol;
}
establish-tunnels immediately;
}

After the migration, you'll notice the following configuration. Note that the support for multiple traffic
selectors, port, and protocol is not available with IKEv1. You must bind the VPN objects to the same stO
interface for the IPsec VPN service that uses the iked process. You can configure two different IKE
gateways with two different IPsec VPN objects binding to the same stO interface with explicit traffic
selectors configuration.

[edit security ipsec]
user@host# show
proposal ipsec_prop {
protocol esp;
authentication-algorithm hmac-sha-256-128;

encryption-algorithm aes-256-cbc;



lifetime-seconds 2400;
}
policy ipsec_pol {
proposals ipsec_prop;
}
vpn vpnl {
bind-interface st0.0;
ike {
gateway gwl;
ipsec-policy ipsec_pol;
}
traffic-selector ts1 {
local-ip 192.168.2.0/24;
remote-ip 10.0.2.0/24;
}

establish-tunnels immediately;

vpn vpn2 {
bind-interface st0.0;
ike {
gateway gw2;
ipsec-policy ipsec_pol;
}
traffic-selector ts1 {
local-ip 192.168.3.0/24;
remote-ip 10.0.3.0/24;
}

establish-tunnels immediately;

SEE ALSO

Shared Point-to-Point stO Interface

Change History Table


https://www.juniper.net/documentation/us/en/software/junos/vpn-ipsec/topics/topic-map/security-ipsec-vpn-overview.html

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

24.4R1 We've introduced support for migrating policy-based VPNs to route-based VPNs using the shared point-
to-point stO interface with the iked process in Junos OS Release 24.4R1.

‘ AutoVPN on Hub-And-Spoke Devices | 1117

Configure Policy-Based IPsec VPN with Certificates

IN THIS SECTION

Requirements | 383
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Configuration | 387

Verification | 399

Troubleshooting IKE, PKI, and IPsec Issues | 407

This example shows how to configure, verify, and troubleshoot PKI. This topic includes the following
sections:

Requirements

This example uses the following hardware and software components:
e Junos OS Release 9.4 or later

e Juniper Networks security devices


https://apps.juniper.net/feature-explorer/

Before you begin:

e Ensure that the internal LAN interface of the SRX Series Firewall is ge-0/0/0 in zone trust and has a

private IP subnet.

e Ensure that the Internet interface of the device is ge-0/0/3 in zone untrust and has a public IP.

e Ensure that all traffic between the local and remote LANSs is permitted, and traffic can be initiated

from either side.

e Ensure that the SSG5 has been preconfigured correctly and loaded with a ready-to-use local

certificate, CA certificate, and CRL.

e Ensure that the SSG5 device is configured to use the FQDN of ssg5.example.net (IKE ID).

e Ensure that PKI certificates with 1024-bit keys are used for the IKE negotiations on both sides.

e Ensure that the CA is a standalone CA at the domain example.com for both VPN peers.

Overview

Figure 23 on page 384 shows the network topology used for this example to configure a policy-based

IPsec VPN to allow data to be securely transferred between a corporate office and a remote office.

Figure 23: Network Topology Diagram
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The PKI administration is the same for both policy-based VPNs and route-based VPNs.
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In this example, the VPN traffic is incoming on interface ge-0/0/0.0 with the next hop of 10.1.1.1. Thus

the traffic is outgoing on interface ge-0/0/3.0. Any tunnel policy must consider incoming and outgoing

interfaces.



Optionally, you can use a dynamic routing protocol such as OSPF (not described in this document).
When processing the first packet of a new session, the device running Junos OS first performs a route
lookup. The static route, which is also the default route, dictates the zone for the outgoing VPN traffic.

Many CAs use hostnames (for example, FQDN) to specify various elements of the PKI. Because the CDP
is usually specified using a URL containing an FQDN, you must configure a DNS resolver on the device
running Junos OS.

The certificate request can be generated by the following methods:
e Creating a CA profile to specify the CA settings
o Generating the PKCS10 certificate request

The PKCS10 certificate request process involves generating a public or private key pair and then
generating the certificate request itself, using the key pair.

Take note of the following information about the CA profile:
e The CA profile defines the attributes of a certificate authority.

e Each CA profile is associated with a CA certificate. If a new or renewed CA certificate needs to be
loaded without removing the older CA certificate, a new profile must be created. This profile can also
be used for online fetching of the CRL.

e There can be multiple such profiles present in the system created for different users.

If you specify a CA administrator e-mail address to send the certificate request to, then the system
composes an e-mail from the certificate request file and forwards it to the specified e-mail address. The
e-mail status notification is sent to the administrator.

The certificate request can be sent to the CA through an out-of-band method.
The following options are available to generate the PKCS10 certificate request:

e certificate-id — Name of the local digital certificate and the public/private key pair. This ensures that
the proper key pair is used for the certificate request and ultimately for the local certificate.

Starting in Junos OS Release 19.1R1, a commit check is added to prevent user from adding ., /, %, and
space in a certificate identifier while generating a local or remote certificates or a key pair.

e subject — Distinguished name format that contains the common name, department, company name,
state, and country:

¢ CN — Common name
e OU — Department

¢ O — Company name



e L — Locality

e ST — State
e C — Country
e CN — Phone

e DC — Domain component

You are not required to enter all subject name components. Note also that you can enter multiple
values of each type.

e domain-name — FQDN. The FQDN provides the identity of the certificate owner for IKE negotiations
and provides an alternative to the subject name.

e filename (path | terminal) — (Optional) Location where the certificate request should be placed, or the
login terminal.

e ip-address — (Optional) IP address of the device.
e email — (Optional) E-mail address of the CA administrator.
You must use a domain-name, an ip-address, or an e-mail address.

The generated certificate request is stored in a specified file location. A local copy of the certificate
request is saved in the local certificate storage. If the administrator reissues this command, the
certificate request is generated again.

The PKCS10 certificate request is stored in a specified file and location, from which you can download it
and send it to the CA for enrollment. If you have not specified the filename or location, you can get
PKCS10 certificate request details by using the show security pki certificate-request certificate-id <id-name>
command in the CLI. You can copy the command output and paste it into a Web front end for the CA
server or into an e-mail.

The PKCS10 certificate request is generated and stored on the system as a pending certificate or
certificate request. An e-mail notification is sent to the administrator of the CA (in this example,
certadmin@example.com).

A unique identity called certificate-ID is used to name the generated key pair. This ID is also used in
certificate enrollment and request commands to get the right key pair. The generated key pair is saved in
the certificate store in a file with the same name as the certificate-ID. The file size can be 1024 or 2048
bits.

A default (fallback) profile can be created if intermediate CAs are not preinstalled in the device. The
default profile values are used in the absence of a specifically configured CA profile.

In the case of a CDP, the following order is followed:



e Per CA profile

o CDP embedded in CA certificate

e Default CA profile

We recommend using a specific CA profile instead of a default profile.

The administrator submits the certificate request to the CA. The CA administrator verifies the certificate
request and generates a new certificate for the device. The administrator for the Juniper Networks
device retrieves it, along with the CA certificate and CRL.

The process of retrieving the CA certificate, the device’s new local certificate, and the CRL from the CA
depends on the CA configuration and software vendor in use.

Junos OS supports the following CA vendors:
e Entrust

e \Verisign

e Microsoft

Although other CA software services such as OpenSSL can be used to generate certificates, these
certificates are not verified by Junos OS.

Configuration

IN THIS SECTION
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Configuring the IPsec VPN with the Certificates | 395



PKI Basic Configuration

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the Junos OS CLI User
Guide.

To configure PKI:

1. Configure an IP address and protocol family on the Gigabit Ethernet interfaces.

[edit interfaces]
user@host# set ge-0/0/0 unit 0 family inet address 192.168.10.1/24
user@host# set ge-0/0/3 unit 0 family inet address 10.1.1.2/30

2. Configure a default route to the Internet next hop.

[edit]
user@host# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

3. Set the system time and date.

[edit]
user@host# set system time-zone PST8PDT

After the configuration is committed, verify the clock settings using the show system uptime command.

user@host> show system uptime

Current time: 2007-11-01 17:57:09 PDT

System booted: 2007-11-01 14:36:38 PDT (03:20:31 ago)

Protocols started: 2007-11-01 14:37:30 PDT (03:19:39 ago)

Last configured: 2007-11-01 17:52:32 PDT (00:04:37 ago) by root
5:57PM up 3:21, 4 users, load averages: 0.00, 0.00, 0.00


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

4. Set the NTP server address.

user@host> set date ntp 130.126.24.24
1 Nov 17:52:52 ntpdate[5204]: step time server 172.16.24.24 offset -0.220645 sec

5. Set the DNS configuration.

[edit]
user@host# set system name-server 172.31.2.1
user@host# set system name-server 172.31.2.2

Configuring a CA Profile

Step-by-Step Procedure

1. Create a trusted CA profile.

[edit]
user@host# set security pki ca-profile ms-ca ca-identity example.com

2. Create a revocation check to specify a method for checking certificate revocation.

Set the refresh interval, in hours, to specify the frequency in which to update the CRL. The default
values are next-update time in CRL, or 1 week, if no next-update time is specified.

[edit]
user@host# set security pki ca-profile ms-ca revocation-check crl refresh-interval 48

In the revocation-check configuration statement, you can use the disable option to disable the
revocation check or select the cr1 option to configure the CRL attributes. You can select the disable
on-download-failure option to allow the sessions matching the CA profile, when CRL download failed
for a CA profile. The sessions will be allowed only if no old CRL is present in the same CA profile.



3. Specify the location (URL) to retrieve the CRL (HTTP or LDAP). By default, the URL is empty and
uses CDP information embedded in the CA certificate.

[edit]
user@host# set security pki ca-profile ms-ca revocation-check crl url http://srv1.example.com/

CertEnroll/EXAMPLE.crl

Currently you can configure only one URL. Support for backup URL configuration is not available.

4. Specify an e-mail address to send the certificate request directly to a CA administrator.

user@host# set security pki ca-profile ms-ca administrator email-address certadmin@example.com

5. Commit the configuration:

user@host# commit and-quit
commit complete

Exiting configuration mode

Generating a Public-Private Key Pair

Step-by-Step Procedure

When the CA profile is configured, the next step is to generate a key pair on the Juniper Networks
device. To generate the private and public key pair:

1. Create a certificate key pair.

user@host> request security pki generate-key-pair certificate-id ms-cert size 1024

Results

After the public-private key pair is generated, the Juniper Networks device displays the following:

Generated key pair ms-cert, key size 1024 bits



Enrolling a Local Certificate

Step-by-Step Procedure

1. Generate a local digital certificate request in the PKCS-10 format. See request security pki generate-
certificate-request.

user@host> request security pki generate-certificate-request certificate-id ms-cert subject
"CN=john doe,CN=10.1.1.2,0U=sales,0=example, L=Sunnyvale,ST=CA,C=US" email user@example.net
filename ms-cert-req

Generated certificate request

MIIB3DCCAUUCAQAWbDERMA8GATUEAXxMIam9obiBkb2UxDjAMBgNVBASTBXNhbGYZ
MRkwFwYDVQQKEXBKdW5pcGVyIE51dHdvemtzMRIWEAYDVQQHEW1 TdW5ueXZhbGUx
CzAJBgNVBAgTAKNBMQswCQYDVQQGEwJVUzCBnzANBgkghkiGIw@BAQEFAAOB jQAW
gYKCgYEASEG6sgG/CTFzX6KC/hz6Czal@BxakUxfGxF7UNYWHaWFFYLgo6vXNO8r
0S5Yak7rWANAsMob3E2X/1ad1QIRi4QFTjkBqGI+MTEDGngFsJBqrB6oyqGtdcSU
udquivMvgKQVCx8hpx99J3EBTur fWL1pCN1BmZggNogh6MowESOCAWEAAQAWMCAG
CSqGSIb3DQEJDjEhMB8WHQYDVRORBBYWFIESINVzZXJAanVuaXBlci5uZXQiMAQG
CSqGSIb3DQEBBQUAA4GBAI6GhBaCsXk6/11E2e5AakFFDhY70qzHhgd1yMjiSUMV
djmf9JbDz2gM2UKpI+yKgtUjyCK/1V2ui57hpZMvnhAW4Amgwk0Ig6mpR5rsxdLr
4/HHSHUEGOF 17RHO6x0YwJ+KE1rYDRWj3Dtz447ynalxcDF 7buwd4IrMcRIJI9ws

Fingerprint:
47:b0:e1:4c:be:52:f7:90:¢1:56:13:4e:35:52:d8:8a:50:06:e6:c8 (shal)
a9:al:cd:f3:0d:06:21:f5:31:b0:6b:a8:65:1b:a9:87 (md5)

In the sample of the PKCS10 certificate, the request starts with and includes the BEGIN
CERTIFICATE REQUEST line and ends with and includes the END CERTIFICATE REQUEST line. This
portion can be copied and pasted to your CA for enrollment. Optionally, you can also offload the ms-
cert-req file and send that to your CA.

2. Submit the certificate request to the CA, and retrieve the certificate.

Loading CA and Local Certificates

Step-by-Step Procedure



1. Load the local certificate, CA certificate, and CRL.

user@host> file copy ftp://192.168.10.10/certnew.cer certnew.cer /var/
tmp//...transferring.file......... crYdEC/100% of 1459 B 5864 kBps

user@host> file copy ftp:// 192.168.10.10/CA-certnew.cer CA-certnew.cer /var/
tmp//...transferring.file......... UKXUWu/100% of 1049 B 3607 kBps

user@host> file copy ftp:// 192.168.10.10/certcrl.crl certcrl.crl /var/
tmp//...transferring.file......... wpgnpA/100% of 401 B 1611 kBps

You can verify that all files have been uploaded by using the command file 1ist.
2. Load the certificate into local storage from the specified external file.

You must also specify the certificate ID to keep the proper linkage with the private or public key pair.
This step loads the certificate into the RAM cache storage of the PKI module, checks the associated
private key, and verifies the signing operation.

user@host> request security pki local-certificate load certificate-id ms-cert filename
certnew.cer

Local certificate loaded successfully

3. Load the CA certificate from the specified external file.

You must specify the CA profile to associate the CA certificate to the configured profile.

user@host> request security pki ca-certificate load ca-profile ms-ca filename CA-certnew.cer
Fingerprint:

1b:02:cc:cb:0f:d3:14:39:51:aa:0f: ff:52:d3:38:94:b7:11:86:30 (shal)
90:60:53:¢0:74:99:f5:da:53:d0:a0:f3:b0:23:ca:a3 (md5)

Do you want to load this CA certificate ? [yes,no] (no) yes

CA certificate for profile ms-ca loaded successfully

4. Load the CRL into the local storage.

The maximum size of the CRL is 5 MB. You must specify the associated CA profile in the command.

user@host> request security pki crl load ca-profile ms-ca filename certcrl.crl
CRL for CA profile ms-ca loaded successfully



Results

Verify that all local certificates are loaded.

user@host> show security pki local-certificate certificate-id ms-cert detail Certificate
identifier: ms-cert

Certificate version: 3

Serial number: 3a01c5a0000000000011

Issuer:

Organization: Example, Organizational unit: example, Country: US, State:
CA, Locality: Sunnyvale,

Common name: LAB

Subject:

Organization: Example, Organizational unit: example, Country: US,
State: CA, Locality: Sunnyvale,

Common name: john doe

Alternate subject: "user@example.net", fqdn empty, ip empty
Validity:

Not before: 11- 2-2007 22:54

Not after: 11- 2-2008 23:04

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:e4:41:ba:b2:01:bf:09:31:73:5f:22:82:fe
1c:fa:0b:36:a5:d0:1c:5a:91:4¢:5f:1b:11:7b:51:66:16:1d:a5:85
15:82:ea:a3:ab:d7:34:ef:2b:39:2e:58:6a:4e:eb:58:03:40:b0:ca
1b:dc:4d:97:ff:56:9d:95:02:11:8b:84:05:4e:39:01:a8:62:3e:31
31:03:1a:7a:85:b0:90:6a:ac:1e:a8:ca:al:ad:75:c4:94:bb:4a:94
8a:13:2f:80:a24:15:0b:1f:21:a7:1f:7d:27:71:01:4e:ea:df:58:bd
69:08:d9:41:99:98:20:36:88:1b:€8:c6:f0:11:2d:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption

Distribution CRL:
ldap:///CN=LAB,CN=LABSRV1,CN=CDP,CN=Public%20Key%20Services,CN=Services,
CN=Configuration,DC=domain,DC=com?certificateRevocationList?base?
objectclass=cRLDistributionPoint
http://labsrvi.domain.com/CertEnroll/LAB.crl

Fingerprint:
€9:6d:3d:3e:¢c9:3f:57:3¢c:92:e0:c4:31:fc:1¢c:93:61:b4:b1:2d:58 (shal)
50:5d:16:89:¢9:d3:ab:5a:f2:04:8b:94:5d:5f:65:bd (md5)

You can display the individual certificate details by specifying certificate-ID in the command line.



Verify all CA certificates or the CA certificates of an individual CA profile (specified).

user@host> show security pki ca-certificate ca-profile ms-ca detail
Certificate identifier: ms-ca

Certificate version: 3

Serial number: 44b033d1e5e158b44597d143bbfa8al3

Issuer:

Organization: Example, Organizational unit: example, Country: US, State:
CA, Locality: Sunnyvale,

Common name: example

Subject:

Organization: Example, Organizational unit: example, Country: US, State:
CA, Locality: Sunnyvale,

Common name: example

Validity:

Not before: ©9-25-2007 20:32

Not after: 09-25-2012 20:41

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:d1:9e:6f:f4:49:¢8:13:74:¢3:0b:49:20:56
11:90:df:3c:af:56:29:58:94:40:74:2b:18:3c:61:09:4e:1a:33:d0
8d:53:34:a4:ec:5b:e6:81:f5:a5:1d:69:cd:ea:32:1e:b3:7:41:8e
Tb:ab:9c:ee:19:9f:d2:46:42:b4:87:27:49:85:45:d9:72:f4:ae:72
27:b7:b3:be:f2:a7:4c:af:7a:8d:3e:f7:5b:35:cf:72:a5:e7:96:8e
30:e1:ba:03:4e:a2:1a:f2:1f:8c:ec:e0:14:77:4e:6a:e1:3b:d9:03
ad:de:db:55:6f:b8:6a:0e:36:81:€3:€9:3b:e5:¢9:02:03:01:00:01
Signature algorithm: shalWithRSAEncryption

Distribution CRL:
ldap:///CN=LAB,CN=LABSRV1,CN=CDP,CN=Public%20Key%20Services,CN=Services,
CN=Configuration,DC=domain,DC=com?certificateRevocationList?base?
objectclass=cRLDistributionPoint
http://srv1.domain.com/CertEnroll/LAB.crl

Use for key: CRL signing, Certificate signing, Non repudiation
Fingerprint:
1b:02:cc:cb:0f:d3:14:39:51:aa:0f:ff:52:d3:38:94:b7:11:86:30 (shal)
90:60:53:¢0:74:99:5:da:53:d0:a0:f3:b0:23:ca:a3 (md5)

Verify all loaded CRLs or the CRLs of the specified individual CA profile.

user@host> show security pki crl ca-profile ms-ca detail
CA profile: ms-ca
CRL version: V00000001



CRL issuer: emailAddress = certadmin@example.net, C = US, ST = CA,
L = Sunnyvale, 0 = Example, OU = example, CN = example

Effective date: 10-30-2007 20:32

Next update: 11- 7-2007 08:52

Verify the certificate path for the local certificate and the CA certificate.

user@host> request security pki local-certificate verify certificate-id ms-cert
Local certificate ms-cert verification success

user@host> request security pki ca-certificate verify ca-profile ms-ca

CA certificate ms-ca verified successfully

Configuring the IPsec VPN with the Certificates

Step-by-Step Procedure

To configure the IPsec VPN with the certificate, refer to the network diagram shown in Figure 23 on
page 384

1. Configure security zones and assign interfaces to the zones.

In this example packets are incoming on ge-0/6/0, and the ingress zone is the trust zone.

[edit security zones security-zone]
user@host# set trust interfaces ge-0/0/0.0
user@host# set untrust interfaces ge-0/0/3.0

2. Configure host-inbound services for each zone.

Host-inbound services are for traffic destined for the Juniper Networks device. These settings
include but are not limited to the FTP, HTTP, HTTPS, IKE, ping, rlogin, RSH, SNMP, SSH, Telnet,
TFTP, and traceroute.

[edit security zones security-zone]
user@host# set trust host-inbound-traffic system-services all
user@host# set untrust host-inbound-traffic system-services ike



3. Configure the address book entries for each zone.

[edit security zones security-zone]
user@host# set trust address-book address local-net 192.168.10.0/24
user@host# set untrust address-book address remote-net 192.168.168.0/24

4. Configure the IKE (Phase 1) proposal to use RSA encryption.

[edit security ike proposal rsa-propl]

user@host# set authentication-method rsa-signatures
user@host# set encryption-algorithm 3des-chc
user@host# set authentication-algorithm shat

user@host# set dh-group group2

5. Configure an IKE policy.

The phase 1 exchange can take place in either main mode or aggressive mode.

[edit security ike policy ike-policy1]

user@host# set mode main

user@host# set proposals rsa-propl

user@host# set certificate local-certificate ms-cert

user@host# set certificate peer-certificate-type x509- signature

user@host# set certificate trusted-ca use-all

6. Configure an IKE gateway.

In this example, the peer is identified by an FQDN (hostname). Therefore the gateway IKE ID
should be the remote peer domain name. You must specify the correct external interface or peer ID
to properly identify the IKE gateway during Phase 1 setup.

[edit security ike gateway ike-gatel]

user@host# set external-interface ge-0/0/3.0
user@host# set ike-policy ike-policy1

user@host# set dynamic hostname ssg5.example.net

7. Configure the IPsec policy.



This example uses the Standard proposal set, which includes esp-group2-3des-shal and esp-group2-
aes128-shal proposals. However, a unique proposal can be created and then specified in the IPsec
policy if needed.

[edit security ipsec policy vpn-policyl]
user@host# set proposal-set standard

user@host# set perfect-forward-secrecy keys group2

Configure the IPsec VPN with an IKE gateway and IPsec policy.

In this example, the ike-vpn VPN name must be referenced in the tunnel policy to create a security
association. Additionally, if required, an idle time and a proxy ID can be specified if they are
different from the tunnel policy addresses.

[edit security ipsec vpn ike-vpn ike]
user@host# set gateway ike-gate
user@host# set ipsec-policy vpn-policy1

Configure bidirectional tunnel policies for VPN traffic.

In this example, traffic from the host LAN to the remote office LAN requires a from-zone trust to-
zone untrust tunnel policy. However, if a session needs to originate from the remote LAN to the
host LAN, then a tunnel policy in the opposite direction from from-zone untrust to-zone trust is
also required. When you specify the policy in the opposite direction as the pair-policy, the VPN
becomes bidirectional. Note that in addition to the permit action, you also need to specify the IPsec
profile to be used. Note that for tunnel policies, the action is always permit. In fact, if you are
configuring a policy with the deny action, you will not see an option for specifying the tunnel.

[edit security policies from-zone trust to-zone untrust]

user@host# set policy tunnel-policy-out match source-address local-net

user@host# set policy tunnel-policy-out match destination-address remote-net

user@host# set policy tunnel-policy-out match application any

user@host# set policy tunnel-policy-out then permit tunnel ipsec-vpn ike-vpn pair-policy
tunnel-policy-in

user@host# top edit security policies from-zone untrust to-zone trust

user@host# set policy tunnel-policy-in match source-address remote-net

user@host# set policy tunnel-policy-in match destination-address local-net

user@host# set policy tunnel-policy-in match application any

user@host# set policy tunnel-policy-in then permit tunnel ipsec-vpn ike-vpn pair-policy
tunnel-policy-out



10.

11.

12.

Configure a source NAT rule and a security policy for Internet traffic.

The device uses the specified source-nat interface, and translates the source IP address and port for
outgoing traffic, using the IP address of the egress interface as the source IP address and a random
higher port for the source port. If required, more granular policies can be created to permit or deny
certain traffic.

[edit security nat source rule-set nat-out]

user@hostitset from zone trust

user@hostiiset to zone untrust

user@hostiset rule interface-nat match source-address 192.168.10.0/24
user@hostiset rule interface-nat match destination-address 0.0.0.0/0
user@hostiset rule interface-nat then source-nat interface

[edit security policies from-zone trust to-zone untrust]
user@host# set policy any-permit match source-address any
user@host# set policy any-permit match destination-address any
user@host# set policy any-permit match application any
user@host# set policy any-permit then permit

Move the tunnel policy above the any-permit policy.

[edit security policies from-zone trust to-zone untrust]
user@host# insert policy tunnel-policy-out before policy any-permit

The security policy should be below the tunnel policy in the hierarchy because the policy list is read
from top to bottom. If this policy were above the tunnel policy, then the traffic would always match
this policy and would not continue to the next policy. Thus no user traffic would be encrypted.

Configure the tcp-mss setting for TCP traffic across the tunnel.

TCP-MSS is negotiated as part of the TCP 3-way handshake. It limits the maximum size of a TCP
segment to accommodate the MTU limits on a network. This is very important for VPN traffic
because the IPsec encapsulation overhead along with the IP and frame overhead can cause the
resulting ESP packet to exceed the MTU of the physical interface, causing fragmentation. Because
fragmentation increases the bandwidth and device resources usage, and in general it should be
avoided.

The recommended value to use for tcp-mss is 1350 for most Ethernet-based networks with an
MTU of 1500 or higher. This value might need to be altered if any device in the path has a lower



value of MTU or if there is any added overhead such as PPP, Frame Relay, and so on. As a general
rule, you might need to experiment with different tcp-mss values to obtain optimal performance.

user@host# set security flow tcp-mss ipsec-vpn mss mss-value
Example:

[edit]

user@host# set security flow tcp-mss ipsec-vpn mss 1350
user@host# commit and-quit

commit complete

Exiting configuration mode

Verification

IN THIS SECTION

Confirming IKE Phase 1 Status | 399

Getting Details on Individual Security Associations | 400
Confirming IPsec Phase 2 Status | 402

Displaying IPsec Security Association Details | 403
Checking IPsec SA Statistics | 404

Testing Traffic Flow Across the VPN | 405

Confirming the Connectivity | 406

Confirm that the configuration is working properly.

Confirming IKE Phase 1 Status

Purpose

Confirm the VPN status by checking any IKE Phase 1 security associations status.

PKI related to IPsec tunnels is formed during Phase 1 setup. Completion of Phase 1 indicates that PKI
was successful.



Action

From operational mode, enter the show security ike security-associations command.

user@host> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
2010.2.2.2 UP af4f78bc135e4365 48a35f853ee95d21 Main

Meaning

The output indicates that:

e The remote peer is 10.2.2.2 and the status is UP, which means the successful association of Phase 1
establishment.

e The remote peer IKE ID, IKE policy, and external interfaces are all correct.

¢ Index 20 is a unique value for each IKE security association. You can use this output details to get
further details on each security association. See "Getting Details on Individual Security Associations"
on page 400.

Incorrect output would indicate that:
e The remote peer status is Down.
e There are no IKE security associations .

e There are IKE policy parameters, such as the wrong mode type (Aggr or Main), PKl issues, or Phase 1
proposals (all must match on both peers). For more information, see "Troubleshooting IKE, PKI, and
IPsec Issues" on page 407.

e External interface is invalid for receiving the IKE packets. Check the configurations for PKl-related
issues, check the key management daemon (kmd) log for any other errors, or run trace options to find
the mismatch. For more information, see "Troubleshooting IKE, PKI, and IPsec Issues" on page 407.

Getting Details on Individual Security Associations

Purpose

Get details on individual IKE.



Action

From operational mode, enter the show security ike security-associations index 20 detail command.

user@host> show security ike security-associations index 20 detail
IKE peer 10.2.2.2, Index 20,

Role: Responder, State: UP

Initiator cookie: af4f78bc135e4365, Responder cookie: 48a35f853ee95d21
Exchange type: Main, Authentication method: RSA-signatures

Local: 10.1.1.2:500, Remote: 10.2.2.2:500

Lifetime: Expires in 23282 seconds

Algorithms:

Authentication : shal

Encryption : 3des-cbc

Pseudo random function: hmac-shatl

Traffic statistics:

Input bytes : 10249

Output bytes : 4249

Input packets: 10

Output packets: 9

Flags: Caller notification sent

IPsec security associations: 2 created, 1 deleted

Phase 2 negotiations in progress: @

Meaning

The output displays the details of the individual IKE SAs such as role (initiator or responder), status,
exchange type, authentication method, encryption algorithms, traffic statistics, Phase 2 negotiation
status, and so on.

You can use the output data to:

e Know the role of the IKE SA. Troubleshooting is easier when the peer has the responder role.
e Get the traffic statistics to verify the traffic flow in both directions.

e Get the number of IPsec security associations created or in progress.

o Get the status of any completed Phase 2 negotiations.



Confirming IPsec Phase 2 Status

Purpose

View IPsec (Phase 2) security associations.

When IKE Phase 1 is confirmed, view the IPsec (Phase 2) security associations.

Action

From operational mode, enter the show security ipsec security-associations command.

user@host> show security ipsec security-associations

total configured sa: 2

ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys

<2 10.2.2.2 500 ESP:3des/shal bcelc6e@ 1676/ unlim - 0
>2 10.2.2.2 500 ESP:3des/shal 1a24eab9 1676/ unlim - @

Meaning

The output indicates that:

There is a configured IPsec SA pair available . The port number 500 indicates that a standard IKE port
is used. Otherwise, it is Network Address Translation-Traversal (NAT-T), 4500, or random high port.

The security parameter index (SPI) is used for both directions. The lifetime or usage limits of the SA is
expressed either in seconds or in kilobytes. In the output, 1676/ unlim indicates Phase 2 lifetime is
set to expire in 1676 seconds and there is no specified lifetime size.

The ID number shows the unique index value for each IPsec SA.
A hyphen (-) in the Mon column indicates that VPN monitoring is not enabled for this SA.

The virtual system (vsys) is zero, which is the default value.

Phase 2 lifetime can be different from the Phase 1 lifetime because Phase 2 is not dependent on Phase
1 after the VPN is up.



Displaying IPsec Security Association Details

Purpose

Display the individual IPsec SA details identified by the index number.

Action

From operational mode, enter the show security ipsec security-associations index 2 detail command.

user@host> show security ipsec security-associations index 2 detail
Virtual-system: Root

Local Gateway: 10.1.1.2, Remote Gateway: 10.2.2.2

Local Identity: ipv4_subnet(any:0,[0..7]=192.168.10.0/24)

Remote Identity: ipv4_subnet(any:0,[0..7]=192.168.168.0/24)
DF-bit: clear

Policy-name: tunnel-policy-out

Direction: inbound, SPI: bcelc6e®, AUX-SPI: 0

Hard lifetime: Expires in 1667 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 1093 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc
Anti-replay service: enabled, Replay window size: 32

Direction: outbound, SPI: 1a24eab9, AUX-SPI: @

Hard lifetime: Expires in 1667 seconds

Lifesize Remaining: Unlimited

Soft lifetime: Expires in 1093 seconds

Mode: tunnel, Type: dynamic, State: installed, VPN Monitoring: -
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc

Anti-replay service: enabled, Replay window size: 32

Meaning

The output displays the local Identity and the remote Identity.

Note that a proxy ID mismatch can cause Phase 2 completion to fail. The proxy ID is derived from the
tunnel policy (for policy-based VPNs). The local address and remote address are derived from the
address book entries, and the service is derived from the application configured for the policy.



If Phase 2 fails due to a proxy ID mismatch, verify which address book entries are configured in the
policy and ensure that the correct addresses are sent. Also ensure that the ports are matching. Double-
check the service to ensure that the ports match for the remote and local servers.

If multiple objects are configured in a tunnel policy for source address, destination address, or
application, then the resulting proxy ID for that parameter is changed to zeroes.

For example, assume the following scenario for a tunnel policy:

e Local addresses of 192.168.10.0/24 and 10.10.20.0/24

e Remote address of 192.168.168.0/24

e Application as junos-http

The resulting proxy ID is local 0.0.0.0/0, remote 192.168.168.0/24, service 80.

The resulting proxy IDs can affect the interoperability if the remote peer is not configured for the
second subnet. Also, if you are employing a third-party vendor’s application, you might have to manually
enter the proxy ID to match.

If IPsec fails to complete, then check the kmd log or use the set traceoptions command. For more
information, see "Troubleshooting IKE, PKI, and IPsec Issues" on page 407.

Checking IPsec SA Statistics

Purpose

Check statistics and errors for an IPsec SA.

For troubleshooting purpose, check the Encapsulating Security Payload/Authentication Header
(ESP/AH) counters for any errors with a particular IPsec SA.

Action

From operational mode, enter the show security ipsec statistics index 2 command.

user@host> show security ipsec statistics index 2
ESP Statistics:

Encrypted bytes: 674784

Decrypted bytes: 309276

Encrypted packets: 7029

Decrypted packets: 7029

AH Statistics:

Input bytes: 0



Output bytes: @

Input packets: 0

Output packets: 0

Errors:

AH authentication failures: @, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: 0
Bad headers: 0, Bad trailers: 0

Meaning

An error value of zero in the output indicates a normal condition.

We recommend running this command multiple times to observe any packet loss issues across a VPN.
Output from this command also displays the statistics for encrypted and decrypted packet counters,
error counters, and so on.

You must enable security flow trace options to investigate which ESP packets are experiencing errors
and why. For more information, see "Troubleshooting IKE, PKI, and IPsec Issues" on page 407.

Testing Traffic Flow Across the VPN

Purpose

Test traffic flow across the VPN after Phase 1 and Phase 2 have completed successfully. You can test
traffic flow by using the ping command. You can ping from local host to remote host. You can also initiate
pings from the Juniper Networks device itself.

This example shows how to initiate a ping request from the Juniper Networks device to the remote host.
Note that when pings are initiated from the Juniper Networks device, the source interface must be
specified to ensure that the correct route lookup takes place and the appropriate zones are referenced in
the policy lookup.

In this example, the ge-0/0/0.0 interface resides in the same security zone as the local host and must be
specified in the ping request so that the policy lookup can be from zone trust to zone untrust.

Action

From operational mode, enter the ping 192.168.168.10 interface ge-0/0/0 count 5 command.

user@host> ping 192.168.168.10 interface ge-0/0/0 count 5
PING 192.168.168.10 (192.168.168.10): 56 data bytes
64 bytes from 192.168.168.10: icmp_seq=0 tt1=127 time=8.287 ms



64 bytes from 192.168.168.10: icmp_seq=1 tt1=127 time=4.119 ms
64 bytes from 192.168.168.10: icmp_seq=2 tt1=127 time=5.399 ms
64 bytes from 192.168.168.10: icmp_seq=3 tt1=127 time=4.361 ms
64 bytes from 192.168.168.10: icmp_seq=4 tt1=127 time=5.137 ms
---192.168.168.10 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 4.119/5.461/8.287/1.490 ms

Confirming the Connectivity

Purpose

Confirm the connectivity between a remote host and a local host.

Action

From operational mode, enter the ping 192.168.10.10 from ethernet0/6 command.

ssg5-> ping 192.168.10.10 from ethernet0/6

Type escape sequence to abort
Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 1 seconds from ethernet@/6

Success Rate is 100 percent (5/5), round-trip time min/avg/max=4/4/5 ms

Meaning

You can confirm end-to-end connectivity by using the ping command from the remote host to the local
host. In this example, the command is initiated from the SSG5 device.

Failed end-to-end connectivity can indicate an issue with routing, policy, end host, or encryption/
decryption of the ESP packets. To verify the exact causes of the failure:

e Check IPsec statistics for details on errors as described in "Checking IPsec SA Statistics" on page 404.

e Confirm end host connectivity by using the ping command from a host on the same subnet as the end
host. If the end host is reachable by other hosts, then you can assume that the issue is not with the
end host.

e Enable security flow trace options for troubleshooting the routing-related and policy-related issues.
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Troubleshoot IKE, PKI, and IPsec issues.
Basic Troubleshooting Steps

Problem

The basic troubleshooting steps are as follows:
1. Identifying and isolating the problem.
2. Debugging the problem.

The common approach of starting troubleshooting is with the lowest layer of the OSI layers and working
your way up the OSI stack to confirm the layer in which the failure occurs.

Solution

Basic steps for troubleshooting IKE, PKI, and IPsec are as follows:



e Confirm the physical connectivity of the Internet link at the physical and data link levels.

e Confirm that the Juniper Networks device has connectivity to the Internet next hop and connectivity
to the remote IKE peer.

e Confirm IKE Phase 1 completion.
e Confirm IKE Phase 2 completion if IKE Phase 1 completion is successful.
e Confirm the traffic flow across the VPN (if the VPN is up and active).

Junos OS includes the trace options feature. Using this feature, you can enable a trace option flag to
write the data from the trace option to a log file, which can be predetermined or manually configured
and stored in flash memory. These trace logs can be retained even after a system reboot. Check the
available flash storage before implementing trace options.

You can enable the trace options feature in configuration mode and commit the configuration to use the
trace options feature. Similarly to disable trace options, you must deactivate trace options in
configuration mode and commit the configuration.

Checking the Free Disk Space on Your Device

Problem

Check the statistics on the free disk space in your device file systems.

Solution

From operational mode, enter the show system storage command.

user@host> show system storage
Filesystem Size Used Avail Capacity Mounted on
/dev/ad@sla 213M 74M 137M 35% /

devfs 1.0K 1.0K 0B 100% /dev

devfs 1.0K 1.0K 0B 100% /dev/

/dev/mdo 180M 180M 0B 100% /junos

/cf 213M 74M 137M 35% /junos/cf

devfs 1.0K 1.0K @B 100% /junos/dev/
procfs 4.0K 4.0K 0B 100% /proc
/dev/bo@sle 24M 13K 24M 0% /config
/dev/md1 168M 7.6M 147M 5% /mfs
/cf/var/jail 213M 74M 137M 35% /jail/var



The /dev/adés1a represents the onboard flash memory and is currently at 35 percent capacity.

Checking the Log Files to Verify Different Scenarios and Uploading Log Files to an
FTP

Problem

View the log files to check security IKE debug messages, security flow debugs, and the state of logging
to the syslog.

Solution

From operational mode, enter the show log kmd, show log pkid, show log security-trace, and show log
messages commands.

user@host> show log kmd
user@host> show log pkid
user@host> show log security-trace

user@host> show log messages

You can view a list of all logs in the /var/log directory by using the show log command.

Log files can also be uploaded to an FTP server by using the file copy command.

(operational mode):
user@host> file copy path/filename dest-path/filename

Example:

user@host> file copy /var/log/kmd ftp://192.168.10.10/kmd.1log

ftp://192.168.10.10/kmd.log 100% of 35 kB 12 MBps



Enabling IKE Trace Options to View Messages on IKE

Problem

To view success or failure messages for IKE or IPsec, you can view the kmd log by using the show log kmd
command. Because the kmd log displays some general messages, it can be useful to obtain additional
details by enabling IKE and PKI trace options.

Generally, it is best practice to troubleshoot the peer that has the responder role. You must obtain the
trace output from the initiator and responder to understand the cause of a failure.

Configure IKE tracing options.

Solution

user@host> configure

Entering configuration mode

[edit]
user@host# edit security ike traceoptions

[edit security ike traceoptions]

user@host# set file ?

Possible completions:

<filename> Name of file in which to write trace information
files Maximum number of trace files (2..1000)

match Regular expression for lines to be logged
no-world-readable Don't allow any user to read the log file
size Maximum trace file size (10240..1073741824)
world-readable Allow any user to read the log file

[edit security ike traceoptions]

user@host# set flag ?
Possible completions:
all Trace everything
certificates Trace certificate events

database Trace security associations database events



general Trace general events

ike Trace IKE module processing

parse Trace configuration processing
policy-manager Trace policy manager processing
routing-socket Trace routing socket messages

timer Trace internal timer events

If you do not specify file names for the <filename> field, then all IKE trace options are written to the
kmd log.

You must specify at least one flag option to write trace data to the log. For example:

e file size — Maximum size of each trace file, in bytes. For example, 1 million (1,000,000 ) can generate
a maximum file size of 1 MB.

o files — Maximum number of trace files to be generated and stored in a flash memory device.

You must commit your configuration to start the trace.
Enabling PKI Trace Options to View Messages on IPsec

Problem

Enable PKI trace options to identify whether an IKE failure is related to the certificate or to a non-PKI
issue.

Solution

[edit security pki traceoptions]

user@host# set file ?

Possible completions:

<filename> Name of file in which to write trace information
files Maximum number of trace files (2..1000)

match Regular expression for lines to be logged

no-world-readable Don't allow any user to read the log file



size Maximum trace file size (10240..1073741824)

world-readable Allow any user to read the log file

[edit security pki traceoptions]

user@host# set flag ?

Possible completions:

all Trace with all flags enabled

certificate-verification PKI certificate verification tracing

online-crl-check PKI online crl tracing

Setting up IKE and PKI Trace Options to Troubleshoot IKE Setup Issues with
Certificates

Problem

Configure the recommended settings for IKE and PKI trace options.

The IKE and PKI trace options use the same parameters, but the default filename for all PKI-related
traces is found in the pkid log.

Solution

user@host> configure

Entering configuration mode

[edit security ike traceoptions]
user@host# set file size 1m
user@host# set flag ike

user@host# set flag policy-manager
user@host# set flag routing-socket
user@host# set flag certificates

[edit security pki traceoptions]
user@host# set file size 1m
user@host# set flag all
user@host# commit and-quit



commit complete

Exiting configuration mode

Analyzing the Phase 1 Success Message

Problem

Understand the output of the show log knd command when the IKE Phase 1 and Phase 2 conditions are
successful.

Solution

Nov 7 11:52:14 Phase-1 [responder] done for local=ipv4(udp:500,[0..3]1=

10.1.1.2) remote=fqdn(udp:500,[0..15]=ssg5.example.net)

Nov 7 11:52:14 Phase-2 [responder] done for

p1_local=ipv4(udp:500,[0..3]1=10.1.1.2) p1_remote=fqdn(udp:500,[0..15]=ssg5.example.net)
p2_local=ipv4_subnet(any:0,[0..7]1=192.168.10.0/24)
p2_remote=ipv4_subnet(any:0,[0..7]=192.168.168.0/24)

The sample output indicates:

e 10.1.1.2—Local address.

e ssg5.example.net —Remote peer (hostname with FQDN).

o udp: 500—NAT-T was not negotiated.

e Phase 1 [responder] done—Phase 1 status, along with the role (initiator or responder).
e Phase 2 [responder] done—Phase 1 status, along with the proxy ID information.

You can also confirm the IPsec SA status by using the verification commands mentioned in
"Confirming IKE Phase 1 Status" on page 399.

Analyzing the Phase 1 Failure Message (Proposal Mismatch)

Problem

Understanding the output of the show log kmd command, where the IKE Phase 1 condition is a failure,
helps in determining the reason for the VPN not establishing Phase 1.



Solution

Nov 7 11:52:14 Phase-1 [responder] failed with error(No proposal chosen) for
local=unknown(any:0,[0..0]1=) remote=fqdn(udp:500,[0..15]=ssg5.example.net)
Nov 7 11:52:14 10.1.1.2:500 (Responder) <-> 10.2.2.2:500 { 011359¢9 ddef501d - 2216ed2a bfc50f5f
[_
1] / 0x00000000 } IP; Error = No proposal chosen (14)
The sample output indicates:
e 10.1.1.2—Local address.
e ssg5.example.net —Remote peer (hostname with FQDN).
o udp: 500—NAT-T was not negotiated.
e Phase-1 [responder] failed with error (No proposal chosen)—Phase 1 failure because of proposal mismatch.
To resolve this issue, ensure that the parameters for the IKE gateway Phase 1 proposals on both the
responder and the initiator match. Also confirm that a tunnel policy exists for the VPN.

Analyzing the Phase 1 Failure Message (Authentication Failure)

Problem

Understand the output of the show log knd command when the IKE Phase 1 condition is a failure. This
helps in determining the reason for the VPN not establishing Phase 1.

Solution

Nov 7 12:06:36 Unable to find phase-1 policy as remote peer:10.2.2.2 is not recognized.

Nov 7 12:06:36 Phase-1 [responder] failed with error(Authentication failed) for
local=ipv4(udp:500,[0..31=10.1.1.2) remote=ipv4(any:0,[0..3]1=10.2.2.2)

Nov 7 12:06:36 10.1.1.2:500 (Responder) <-> 10.2.2.2:500 { f725ca38 dad47583 - dablbadc ae26674b
[_

1] / 0x00000000 } IP; Error = Authentication failed (24)

The sample output indicates:
e 10.1.1.2—Local address.

e 10.2.2.2—Remote peer



e Phase 1 [responder] failed with error (Authentication failed)—Phase 1 failure due to the responder not
recognizing the incoming request originating from a valid gateway peer. In the case of IKE with PKI
certificates, this failure typically indicates that an incorrect IKE ID type was specified or entered.

To resolve this issue, confirm that the correct peer IKE ID type is specified on the local peer based on
the following:

e How the remote peer certificate was generated

e Subject Alternative Name or DN information in the received remote peer certificate
Analyzing the Phase 1 Failure Message (Timeout Error)

Problem

Understand the output of the show log knd command when the IKE Phase 1 condition is a failure.

Solution

Nov 7 13:52:39 Phase-1 [responder] failed with error(Timeout) for local=unknown(any:0,[0..0]=)
remote=ipv4(any:0,[0..3]1=10.2.2.2)

The sample output indicates:

e 10.1.1.2—Llocal address.

e 10.2.2.2—Remote peer.

e Phase 1 [responder] failed with error(Timeout)—Phase 1 failure.

This error indicates that either the IKE packet is lost enroute to the remote peer or there is a delay or
no response from the remote peer.

Because this timeout error is the result of waiting on a response from the PKI daemon, you must review
the PKI trace options output to see whether there is a problem with PKI.

Analyzing the Phase 2 Failure Message

Problem

Understand the output of the show log knd command when the IKE Phase 2 condition is a failure.



Solution

Nov 7 11:52:14 Phase-1 [responder] done for local=ipv4(udp:500,[0..3]=

10.1.1.2) remote=fqdn(udp:500,[0..15]=ssg5.example.net)

Nov 7 11:52:14 Failed to match the peer proxy ids
p2_remote=ipv4_subnet(any:0,[0..71=192.168.168.0/24)
p2_local=ipv4_subnet(any:0,[0..7]1=10.10.20.0/24) for the remote peer:ipv4(udp:500,
[0..3]=10.2.2.2)

Nov 7 11:52:14 KMD_PM_P2_POLICY_LOOKUP_FAILURE: Policy lookup for Phase-2 [responder] failed for
p1_local=ipv4(udp:500,[0..3]1=10.1.1.2) pl1_remote=ipv4(udp:500,[0..31=10.2.2.2)
p2_local=ipv4_subnet(any:0,[0..7]=10.10.20.0/24)
p2_remote=ipv4_subnet(any:0,[0..71=192.168.168.0/24)

Nov 7 11:52:14 10.1.1.2:500 (Responder) <-> 10.2.2.2:500 { 41f638eb cc22bbfe - 43fd0e85 b4f619d5
[e]

/ 0xc77fafcf } QM; Error = No proposal chosen (14)

The sample output indicates:

e 10.1.1.2—Local address.

e ssg5.example.net —Remote peer (IKE ID type hostname with FQDN).
e Phase 1 [responder] done—Phase 1 success.

e Failed to match the peer proxy ids—The Incorrect proxy IDs are received. In the previous sample, the
two proxy IDs received are 192.168.168.0/24 (remote) and 10.10.20.0/24 (local) (for service=any).
Based on the configuration given in this example, the expected local address is 192.168.10.0/24.
This shows that there is a mismatch of configurations on the local peer, resulting in the failure of
proxy ID match.

To resolve this issue, correct the address book entry or configure the proxy ID on either peer so that
it matches the other peer.

The output also indicates the reason for failure is No proposal chosen. However in this case you also see
the message Failed to match the peer proxy ids.

Analyzing the Phase 2 Failure Message

Problem

Understand the output of the show log knd command when the IKE Phase 2 condition is a failure.



Solution

Nov 7 11:52:14 Phase-1 [responder] done for local=ipv4(udp:500,[0..3]=

10.1.1.2) remote=fqdn(udp:500,[0..15]=ssg5.example.net)

Nov 7 11:52:14 10.1.1.2:500 (Responder) <-> 10.2.2.2:500 { cd9dff36 4888d398 - 6b@d3933 f0Obc8e26
[e]

/ 0x1747248b } QM; Error = No proposal chosen (14)

The sample output indicates:

e 10.1.1.2 —Local address.

e fgdn(udp:500,[0..15]=ssg5.example.net—Remote peer.
e Phase 1 [responder] done—Phase 1 success.

e Error = No proposal chosen—No proposal was chosen during Phase 2. This issue is due to proposal
mismatch between the two peers.

To resolve this issue, confirm that the Phase 2 proposals match on both peers.

Troubleshooting Common Problems Related to IKE and PKI

Problem

Troubleshoot common problems related to IKE and PKI.

Enabling the trace options feature helps you to gather more information on the debugging issues than is
obtainable from the normal log entries. You can use the trace options log to understand the reasons for
IKE or PKI failures.

Solution

Methods for troubleshooting the IKE -and-PKI-related issues:

e Ensure that the clock, date, time zone, and daylight savings settings are correct. Use NTP to keep the
clock accurate.

e Ensure that you use a two-letter country code in the "C=" (country) field of the DN.

For example: use “US” and not “USA” or “United States.” Some CAs require that the country field of
the DN be populated, allowing you to enter the country code value only with a two-letter value.

e Ensure that if a peer certificate is using multiple OU=or CN= fields, you are using the distinguished
name with container method (the sequence must be maintained and is case- sensitive).



o [f the certificate is not valid yet, check the system clock and, if required, adjust the system time zone
or just add a day in the clock for a quick test.

e Ensure that a matching IKE ID type and value are configured.

e PKiI can fail due to a revocation check failure. To confirm this, temporarily disable revocation
checking and see whether IKE Phase 1 is able to complete.

To disable revocation checking, use the following command in configure mode:

set security pki ca-profile <ca-profile> revocation-check disable

IPsec Overview | 12
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This example shows how to improve security by configuring two peers using the Online Certificate
Status Protocol (OCSP) to check the revocation status of the certificates used in Phase 1 negotiations
for the IPsec VPN tunnel.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-digital-certificates-with-pki-overview.html

Requirements

On each device:

e Obtain and enroll a local certificate. This can be done either manually or by using the Simple
Certificate Enrollment Protocol (SCEP).

e Optionally, enable automatic renewal of the local certificate.

o Configure security policies to permit traffic to and from the peer device.

Overview

IN THIS SECTION

Topology | 422

On both peers, a certificate authority (CA) profile OCSP-ROQT is configured with the following options:

e CA name is OCSP-ROQT.

e Enrollment URL is http:/10.1.1.1:8080/scep/OCSP-ROOT/. This is the URL where SCEP requests to
the CA are sent.

e The URL for the OCSP server is http:/10.157.88.56:8210/OCSP-ROQT/.

e OCSP is used first to check the certificate revocation status. If there is no response from the OCSP
server, then the certificate revocation list (CRL) is used to check the status. The CRL URL is http:/
10.1.1.1:8080/crl-as-der/currentcrl-45.crlid=45.

e The CA certificate received in an OCSP response is not checked for certificate revocation.
Certificates received in an OCSP response generally have shorter lifetimes and a revocation check is
not required.

Table 61 on page 420 shows the Phase 1 options used in this example.



Table 61: Phase 1 Options for OCSP Configuration Example

Option

IKE proposal

Authentication method

DH group

Authentication algorithm

Encryption algorithm

IKE policy

Mode

Proposal

Certificate

IKE gateway

Policy

Gateway address

Remote identity

Local identity

External interface

Peer A

ike_prop

RSA signatures

group2

SHA1

3DES CBC

ike_policy

aggressive

ike_prop

local-certificate localcert1

jsr_gateway

ike_policy

198.51.100.50

localcert11.example.net

rethl

Peer B

ike_prop

RSA signatures

group2

SHA 1

3DES CBC

ike_policy

aggressive

ike_prop

local-certificate localcert1

jsr_gateway

ike_policy

192.0.2.50

localcert11.example.net

ge-0/0/2.0



Table 61: Phase 1 Options for OCSP Configuration Example (Continued)

Option

Version

Table 62 on page 421 shows the Phase 2 options used in this example.

Table 62: Phase 2 Options for OCSP Configuration Example

Option

IPsec proposal

Protocol

Authentication algorithm

Encryption algorithm

Lifetime seconds

Lifetime kilobytes

IPsec policy

PFC keys

Proposal

VPN

Bind interface

IKE gateway

Peer A

v2

Peer A

ipsec_prop

ESP

HMAC SHA1-96

3DES CBC

1200

150,000

ipsec_policy

group2

ipsec_prop

test_vpn

st0.1

jsr_gateway

Peer B

v2

Peer B

ipsec_prop

ESP

HMAC SHA1-96

3DES CBC

1200

150,000

ipsec_policy

group2

ipsec_prop

test_vpn

st0.1

jsr_gateway



422

Table 62: Phase 2 Options for OCSP Configuration Example (Continued)

Option Peer A Peer B

Policy ipsec_policy ipsec_policy

Establish tunnels - immediately
Topology

Figure 24 on page 422 shows the peer devices that are configured in this example.

Figure 24: OCSP Configuration Example
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Configuring Peer A

CLI Quick Configuration

To quickly configure VPN peer A to use OCSP, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set interfaces ge-0/0/3 gigether-options redundant-parent rethi

set interfaces ge-9/0/3 gigether-options redundant-parent rethi

set interfaces 1o@ unit @ family inet address 172.16.1.100/24

set interfaces 100 redundant-pseudo-interface-options redundancy-group 1

set interfaces rethl redundant-ether-options redundancy-group 1

set interfaces rethl unit 0 family inet address 192.0.2.50/24

set interfaces st@ unit 1 family inet address 172.18.1.100/24

set security pki ca-profile OCSP-ROOT ca-identity OCSP-ROOT

set security pki ca-profile OCSP-ROOT enrollment url http://10.1.1.1:8080/scep/0CSP-ROOT/
set security pki ca-profile OCSP-ROOT revocation-check ocsp url http://10.157.88.56:8210/0CSP-
ROOT/

set security pki ca-profile OCSP-ROOT revocation-check use-ocsp

set security pki ca-profile OCSP-ROOT revocation-check ocsp disable-responder-revocation-check
set security pki ca-profile OCSP-ROOT revocation-check ocsp connection-failure fallback-crl
set security pki ca-profile OCSP-ROOT revocation-check crl url http://10.1.1.1:8080/crl-as-der/
currentcrl-45.crlid=45

set security ike proposal ike_prop authentication-method rsa-signatures

set security ike proposal ike_prop dh-group group2

set security ike proposal ike_prop authentication-algorithm shail

set security ike proposal ike_prop encryption-algorithm 3des-cbc

set security ike policy ike_policy mode aggressive

set security ike policy ike_policy proposals ike_prop

set security ike policy ike_policy certificate local-certificate localcert1l

set security ike gateway jsr_gateway ike-policy ike_policy

set security ike gateway jsr_gateway address 198.51.100.50

set security ike gateway jsr_gateway remote-identity hostname localcert11.example.net

set security ike gateway jsr_gateway external-interface rethi

set security ike gateway jsr_gateway version v2-only

set security ipsec proposal ipsec_prop protocol esp

set security ipsec proposal ipsec_prop authentication-algorithm hmac-shal-96

set security ipsec proposal ipsec_prop encryption-algorithm 3des-cbc

set security ipsec proposal ipsec_prop lifetime-seconds 1200

set security ipsec proposal ipsec_prop lifetime-kilobytes 150000



set security ipsec policy ipsec_policy perfect-forward-secrecy keys group2
set security ipsec policy ipsec_policy proposals ipsec_prop

set security ipsec vpn test_vpn bind-interface st0.1

set security ipsec vpn test_vpn ike gateway jsr_gateway

set security ipsec vpn test_vpn ike ipsec-policy ipsec_policy

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the Junos OS CLI User
Guide.

To configure VPN peer A to use OCSP:

1. Configure interfaces.

[edit interfaces]

set ge-0/0/3 gigether-options redundant-parent reth

set ge-9/0/3 gigether-options redundant-parent rethi

set 100 unit @ family inet address 172.16.1.100/24

set 100 redundant-pseudo-interface-options redundancy-group 1
set rethl redundant-ether-options redundancy-group 1

set rethl unit @ family inet address 192.0.2.0/24

set st@ unit 1 family inet address 172.18.1.100/24

2. Configure the CA profile.

[edit security pki ca-profile OCSP-ROOT]

set ca-identity OCSP-ROOT

set enrollment url http://10.1.1.1:8080/scep/0CSP-RO0T/

set revocation-check ocsp url http://10.157.88.56:8210/0CSP-ROOT/

set revocation-check use-ocsp

set revocation-check ocsp disable-responder-revocation-check

set revocation-check ocsp connection-failure fallback-crl

set revocation-check crl url http://10.1.1.1:8080/crl-as-der/currentcrl-45.crlid=45

3. Configure Phase 1 options.

[edit security ike proposal ike_prop]

set authentication-method rsa-signatures
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set dh-group group2
set authentication-algorithm shail

set encryption-algorithm 3des-cbc

[edit security ike policy ike_policy]

set mode aggressive

set proposals ike_prop

set certificate local-certificate localcerti

[edit security ike gateway jsr_gateway]

set ike-policy ike_policy

set address 198.51.100.50

set remote-identity hostname localcert11.example.net
set external-interface reth

set version v2-only

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec_prop]
set protocol esp

set authentication-algorithm hmac-shal-96
set encryption-algorithm 3des-cbc

set lifetime-seconds 1200

set lifetime-kilobytes 150000

[edit security ipsec policy ipsec_policy]
set perfect-forward-secrecy keys group2

set proposals ipsec_prop

[edit security ipsec vpn test_vpn]
set bind-interface st0.1

set ike gateway jsr_gateway

set ike ipsec-policy ipsec_policy



Results

From configuration mode, confirm your configuration by entering the show interfaces, show security pki ca-
profile OCSP-ROOT, show security ike, and show security ipsec commands. If the output does not display the
intended configuration, repeat the configuration instructions in this example to correct it.

[edit]

user@host# show interfaces

ge-0/0/3 {
gigether-options {

redundant-parent rethi;

}
}
ge-9/0/3 {
gigether-options {
redundant-parent retht;
}
}
100 {
unit 0 {
family inet {
address 172.16.1.100/24;
}
}
redundant-pseudo-interface-options {
redundancy-group 1;
}
}
reth1 {
redundant-ether-options {
redundancy-group 1;
}
unit @ {
family inet {
address 192.0.2.0/24;
}
}
}
sto {
unit 1 {

family inet {
address 172.18.1.100/24;



}
[edit]
user@host# show security pki ca-profile OCSP-ROOT
ca-identity OCSP-ROOT;
enrollment {
url http://10.1.1.1:8080/scep/0CSP-RO0T/;

}
revocation-check {
crl {
url http://10.1.1.1:8080/crl-as-der/currentcrl-45.crlid=45;
}
ocsp {
disable-responder-revocation-check;
url http://10.157.88.56:8210/0CSP-R0O0T/;
}
use-ocsp;
}
[edit]

user@host# show security ike
proposal ike_prop {
authentication-method rsa-signatures;
dh-group group2;
authentication-algorithm shal;
encryption-algorithm 3des-cbc;
}
policy ike_policy {
mode aggressive;
proposals ike_prop;
certificate {

local-certificate localcertl;

}
gateway jsr_gateway {
ike-policy ike_policy;
address 10.10.2.50;
remote-identity hostname localcertl11.example.net;
external-interface rethi;
version v2-only;
}
[edit]
user@host# show security ipsec



proposal ipsec_prop {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm 3des-cbc;
lifetime-seconds 1200;
lifetime-kilobytes 150000;
}
policy ipsec_policy {
perfect-forward-secrecy {
keys group2;
}
proposals ipsec_prop;
}
vpn test_vpn {
bind-interface st0.1;
ike {
gateway jsr_gateway;
ipsec-policy ipsec_policy;

If you are done configuring the device, enter conmit from configuration mode.

Configuring Peer B

CLI Quick Configuration

To quickly configure VPN peer B to use OCSP, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set interfaces ge-0/0/2 unit @ family inet address 198.51.100.0/24

set interfaces 100 unit @ family inet address 172.17.1.100/24

set interfaces st@ unit 1 family inet address 172.18.1.1/24

set security pki ca-profile OCSP-ROOT ca-identity OCSP-ROOT

set security pki ca-profile OCSP-ROOT enrollment url http://10.1.1.1:8080/scep/0CSP-ROOT/

set security pki ca-profile OCSP-ROOT revocation-check ocsp url http://10.157.88.56:8210/0CSP-
ROOT/

set security pki ca-profile OCSP-ROOT revocation-check use-ocsp

set security pki ca-profile OCSP-ROOT revocation-check ocsp disable-responder-revocation-check



set security pki ca-profile OCSP-ROOT revocation-check ocsp connection-failure fallback-crl
set security pki ca-profile OCSP-ROOT revocation-check crl url http://10.1.1.1:8080/crl-as-der/
currentcrl-45.crlid=45

set security ike proposal ike_prop authentication-method rsa-signatures

set security ike proposal ike_prop dh-group group2

set security ike proposal ike_prop authentication-algorithm shat

set security ike proposal ike_prop encryption-algorithm 3des-cbc

set security ike policy ike_policy mode aggressive

set security ike policy ike_policy proposals ike_prop

set security ike policy ike_policy certificate local-certificate localcert11

set security ike gateway jsr_gateway ike-policy ike_policy

set security ike gateway jsr_gateway address 192.0.2.50

set security ike gateway jsr_gateway local-identity hostname localcert11.example.net
set security ike gateway jsr_gateway external-interface ge-0/0/2.0

set security ike gateway jsr_gateway version v2-only

set security ipsec proposal ipsec_prop protocol esp

set security ipsec proposal ipsec_prop authentication-algorithm hmac-shal-96

set security ipsec proposal ipsec_prop encryption-algorithm 3des-chc

set security ipsec proposal ipsec_prop lifetime-seconds 1200

set security ipsec proposal ipsec_prop lifetime-kilobytes 150000

set security ipsec policy ipsec_policy perfect-forward-secrecy keys group2

set security ipsec policy ipsec_policy proposals ipsec_prop

set security ipsec vpn test_vpn bind-interface st0.1

set security ipsec vpn test_vpn ike gateway jsr_gateway

set security ipsec vpn test_vpn ike ipsec-policy ipsec_policy

set security ipsec vpn test_vpn establish-tunnels immediately

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the Junos OS CLI User
Guide.

To configure VPN peer B to use OCSP:

1. Configure interfaces.

[edit interfaces]

set ge-0/0/2 unit @ family inet address 198.51.100.0/24
set 100 unit @ family inet address 172.17.1.100/24

set st@ unit 1 family inet address 172.18.1.1/24
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2. Configure the CA profile.

[edit security pki ca-profile OCSP-ROOT]

set ca-identity OCSP-ROOT

set enrollment url http://10.1.1.1:8080/scep/0CSP-RO0T/

set revocation-check ocsp url http://10.157.88.56:8210/0CSP-RO0T/

set revocation-check use-ocsp

set revocation-check ocsp disable-responder-revocation-check

set revocation-check ocsp connection-failure fallback-crl

set revocation-check crl url http://10.1.1.1:8080/crl-as-der/currentcrl-45.crlid=45

3. Configure Phase 1 options.

[edit security ike proposal ike_prop]
set authentication-method rsa-signatures
set dh-group group2

set authentication-algorithm shal

set encryption-algorithm 3des-cbc

[edit security ike policy ike_policy]
set mode aggressive
set proposals ike_prop

set certificate local-certificate localcertl

[edit security ike gateway jsr_gateway]

set ike-policy ike_policy

set address 192.0.2.50

set local-identity hostname localcert11.example.net
set external-interface ge-0/0/2.0

set version v2-only

4. Configure Phase 2 options.

[edit security ipsec proposal ipsec_prop]
set protocol esp

set authentication-algorithm hmac-shal-96
set encryption-algorithm 3des-cbc

set lifetime-seconds 1200

set lifetime-kilobytes 150000



[edit security ipsec policy ipsec_policy]
set perfect-forward-secrecy keys group2

set proposals ipsec_prop

[edit security ipsec vpn test_vpn]
set bind-interface st0.1

set ike gateway jsr_gateway

set ike ipsec-policy ipsec_policy

set establish-tunnels immediately

Results

From configuration mode, confirm your configuration by entering the show interfaces, show security pki ca-
profile OCSP-ROOT, show security ike, and show security ipsec commands. If the output does not display the
intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/2 {
unit 0 {
family inet {
address 198.51.100.0/24;

}
100 {
unit 0 {
family inet {
address 172.17.1.100/24;

}
sto {
unit 1 {
family inet {
address 172.18.1.1/24;

}
[edit]
user@host# show security pki ca-profile OCSP-ROOT



ca-identity OCSP-ROOT;
enrollment {
url http://10.1.1.1:8080/scep/0CSP-RO0T/;

}
revocation-check {
crl {
url http://10.1.1.1:8080/crl-as-der/currentcrl-45.crlid=45;
}
ocsp {
disable-responder-revocation-check;
url http://10.157.88.56:8210/0CSP-RO0T/;
}
use-ocsp;
}
[edit]

user@host# show security ike
proposal ike_prop {
authentication-method rsa-signatures;
dh-group group?;
authentication-algorithm shal;
encryption-algorithm 3des-cbc;
}
policy ike_policy {
mode aggressive;
proposals ike_prop;
certificate {

local-certificate localcertll;

}
gateway jsr_gateway {
ike-policy ike_policy;
address 192.0.2.50;
local-identity hostname localcert11.example.net;
external-interface ge-0/0/2.0;
version v2-only;
}
[edit]
user@host# show security ipsec
proposal ipsec_prop {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm 3des-cbc;

lifetime-seconds 1200;



lifetime-kilobytes 150000;
}
policy ipsec_policy {
perfect-forward-secrecy {
keys group2;
}
proposals ipsec_prop;
}
vpn test_vpn {
bind-interface st0.1;
ike {
gateway jsr_gateway;
ipsec-policy ipsec_policy;
}

establish-tunnels immediately;

If you are done configuring the device, enter conmit from configuration mode.

Verification

IN THIS SECTION

Verifying CA Certificates | 433
Verifying Local Certificates | 435
Verifying IKE Phase 1 Status | 437
Verifying IPsec Phase 2 Status | 438

Confirm that the configuration is working properly.

Verifying CA Certificates

Purpose

Verify the validity of a CA certificate on each peer device.



Action

From operational mode, enter the show security pki ca-certificate ca-profile OCSP-ROOT or show security pki
ca-certificate ca-profile 0CSP-ROOT detail command.

user@host> show security pki ca-certificate ca-profile OCSP-ROOT
Certificate identifier: OCSP-ROOT
Issued to: OCSP-ROOT, Issued by: C = US, O = example, CN = OCSP-ROOT
Validity:
Not before: 11-15-2013 22:26 UTC
Not after: 11-14-2016 22:26 UTC
Public key algorithm: rsaEncryption(2048 bits)

user@host> show security pki ca-certificate ca-profile OCSP-ROOT detail
Certificate identifier: OCSP-ROOT

Certificate version: 3

Serial number: 0000al17f

Issuer:
Organization: example, Country: US, Common name: OCSP-ROOT

Subject:
Organization: example, Country: US, Common name: OCSP-ROOT

Subject string:
C=US, O=example, CN=0CSP-ROOT

Validity:
Not before: 11-15-2013 22:26 UTC
Not after: 11-14-2016 22:26 UTC

Public key algorithm: rsaEncryption(2048 bits)
30:82:01:02:02:82:01:01:00:¢c6:38:e9:03:69:5e:45:d8:a3:ea:3d
2e:e3:b8:3f:f0:5b:39:f0:b7:35:64:ed:60:a0:ba:89:28:63:29:e7
27:82:47:c4:f6:41:53:¢8:97:d7:7e:3c:ca:f0:a0:b9:09:0e:3d:f8
76:5b:10:6f:b5:f8:ef:c5:e8:48:b9:fe:46:a3:c6:ba:b5:05:de:2d
91:ce:20:12:8f:55:3c:a6:a4:99:bb:91:cf:05:5c:89:d3:a7:dc: a4
d1:46:f2:dc:36:f3:f0:b5:fd:1d:18:f2:€6:33:d3:38:bb:44:8a:19
ad:e@:b1:1a:15:¢3:56:07:19:2d:16:19:f7:cd:80:cf:61:de:58:b8
a3:f5:e0:d1:23:3a:19:99:80:0b0:63:03:1f:25:05:cc:b2:0c:cd: 18
ef:37:37:46:91:20:04:bc:a3:4a:44:29:85:3b:50:33:76:45:d9:ba
26:3a:3b:0d: ff:82:40:36:64:4e:ea:6a:d8:9b:06:ff:3f:e2:c4:a6
76:e€:8b:58:56:26:09:d3:4e:08:b0:64:60:75:13:€2:06:91:64:73
d2:78:e9:7a:cb:8c:57:0e:d1:9a:6d:3a:4a:9e:5b:d9:e4:a2:ef: 31
5d:2b:2b:53:ab:al1:ad:45:49:fd:a5:e0:8b:4e:0b:71:52:ca:6b:fa
8b:0e:2c:7¢c:7b:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption



Distribution CRL:
http://10.1.1.1:8080/crl-as-der/currentcrl-45.crl?id=45
Authority Information Access OCSP:
http://10.1.1.1:8090/0CSP-RO0T/
Use for key: CRL signing, Certificate signing, Key encipherment, Digital signature
Fingerprint:
ed:ce:ec:13:1a:d2:ab:0a:76:€5:26:6d:2c:29:5d:49:90:57:19:41 (shal)
af:87:07:69:T0:3e:f7:¢c6:b8:2c:f8:df:0b:ae:b0:28 (md5)

In this example, IP addresses are used in the URLs in the CA profile configuration. If IP addresses are not
used with CA-issued certificates or CA certificates, DNS must be configured in the device’s
configuration. DNS must be able to resolve the host in the distribution CRL and in the CA URL in the CA
profile configuration. Additionally, you must have network reachability to the same host to receive
revocation checks.

Meaning

The output shows the details and validity of CA certificate on each peer as follows:
e (—Country.

e (0—Organization.

e (N—Common name.

e Not before—Begin date of validity.

e Not after—End date of validity.

Verifying Local Certificates

Purpose

Verify the validity of a local certificate on each peer device.

Action

From operational mode, enter the show security pki local-certificate certificate-id localcertl detail
command.

user@host> show security pki local-certificate certificate-id localcertl detail
Certificate identifier: localcertl

Certificate version: 3



Serial number: 013e3f1d

Issuer:

Organization: example, Country: US, Common name: OCSP-ROOT

Subject:

Organization: example, Organizational unit: example, State: californial, Locality:
sunnyvalel, Common name: localcertl, Domain component: domain_component1

Subject string:

DC=domain_component1, CN=localcertl, OU=example, O=example, L=sunnyvalel, ST=californial,
C=us1
Alternate subject: "localcertl@example.net", localcertl.example.net, 10.10.1.50
Validity:
Not before: 01-28-2014 22:23 UTC
Not after: ©3-29-2014 22:53 UTC

Public key algorithm: rsaEncryption(1024 bits)
30:81:89:02:81:81:00:a6:df:c1:57:59:f8:4d:0f:c4:28:96:25:97
03:c4:a0:fb:df:d5:f3:d5:56:b6:5a:26:65:b8:1a:ec:be: f6:c6:5f
b3:d7:d3:59:39:48:52:4a:e3:1b:e4:e0:6d:24:c3:¢1:50:8c:55:3b
€0:¢1:29:20:45:29:8e:ec:3e:52:2f:84:b3:€8:89:9a:0f:8b:7d:e8
90:4b:c1:28:48:95:b3:a3a:11:ab:b4:8c:a8:80:ce:90:07:2a:13:a2
2f:84:44:92:3b:be:7d:39:5b:2f:9a:4c:7a:2f:2d:31:8b:12:6d:52
34:7d:6b:e4:69:7e:f3:86:55:€2:89:31:98:¢9:15:02:03:01:00:01

Signature algorithm: shalWithRSAEncryption

Distribution CRL:
http://10.1.1.1:8080/crl-as-der/currentcrl-45.crl?id=45

Authority Information Access OCSP:
http://10.1.1.1/:8090/0CSP-RO0T/

Fingerprint:
00:c6:56:64:ad:e3:ce:8e:26:6b:df:17:1e:de:fc:14:a4:bb:8c:e4 (shal)
7f:43:c6:ed:e4:b3:7a:4f:9a:8¢:0b:61:95:01:c9:52 (md5)

Auto-re-enrollment:

Status: Disabled

Next trigger time: Timer not started

Meaning

The output shows the details and validity of a local certificate on each peer as follows:

e DC—Domain component.
¢ (N—Common name.

e (0U—Organizational unit.



e (0—Organization.

o | —Locality

e ST—State.

e C—Country.

e Not before—Begin date of validity.

e Not after—End date of validity.

Verifying IKE Phase 1 Status

Purpose

Verify the IKE Phase 1 status on each peer device.

Action

From operational mode, enter the show security ike security-associations command.

user@host> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
6534660 UP 3e62e05abd6a703f ¢552b238e8a26668 IKEv2 198.51.100.50

From operational mode, enter the show security ike security-associations detail command.

user@host> show security ike security-associations detail
IKE peer 198.51.100.50, Index 6534660, Gateway Name: jsr_gateway
Role: Responder, State: UP
Initiator cookie: 3e62e05abd6a703f, Responder cookie: ¢c552b238e8a26668
Exchange type: IKEv2, Authentication method: RSA-signatures
Local: 192.0.2.50:500, Remote: 198.51.100.50:500
Lifetime: Expires in 26906 seconds
Peer ike-id: localcertl11.example.net
Xauth assigned IP: 0.0.0.0

Algorithms:
Authentication : hmac-shal-96
Encryption : 3des-cbc

Pseudo random function: hmac-shal
Diffie-Hellman group : DH-group-2



Traffic statistics:

Input bytes 2152
Output bytes : 2097
Input packets: 4
Output packets: 4

Flags: IKE SA is created
IPSec security associations: 4 created, 0 deleted

Phase 2 negotiations in progress: 0
Negotiation type: Quick mode, Role: Responder, Message ID: 0
Local: 192.0.2.50:500, Remote: 198.51.100.50:500
Local identity: 192.0.2.50

Remote identity: localcertl1.example.net
Flags: IKE SA is created

Meaning

The flags field in the output shows that, IKE security association is created.

Verifying IPsec Phase 2 Status

Purpose

Verify the IPsec Phase 2 status on each peer device.

Action

From operational mode, enter the show security ipsec security-associations command.

user@host> show security ipsec security-associations
Total active tunnels: 1
1D Algorithm SPI Life:sec/kb Mon lsys Port Gateway
<131073 ESP:3des/shal 9d1066e2 252/ 150000 - root 500 198.51.100.50
>131073 ESP:3des/shal 82079c2c 252/ 150000 - root 500 198.51.100.50

From operational mode, enter the show security ipsec security-associations detail command.

user@host> show security ipsec security-associations detail
ID: 131073 Virtual-system: root, VPN Name: test_vpn
Local Gateway: 192.0.2.50, Remote Gateway: 198.51.100.50



Local Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Version: IKEv2

DF-bit: clear

Bind-interface: st0.1

Port: 500, Nego#: 2, Fail#: 0, Def-Del#: 0 Flag: 0x600a29
Last Tunnel Down Reason: Delete payload received
Direction: inbound, SPI: 9d1066e2, AUX-SPI: 0
, VPN Monitoring: -
Hard lifetime: Expires in 249 seconds
Lifesize Remaining: 150000 kilobytes
Soft lifetime: Expires in 10 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc

Anti-replay service: counter-based enabled, Replay window size: 64

Direction: outbound, SPI: 82079c2c, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 249 seconds
Lifesize Remaining: 150000 kilobytes
Soft lifetime: Expires in 10 seconds
Mode: Tunnel(@ @), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc
Anti-replay service: counter-based enabled, Replay window size: 64

Meaning

The output shows the ipsec security associations details.

Basic Elements of PKI in Junos OS
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IPvé6 IPsec VPNs

SUMMARY IN THIS SECTION

Read this topic to learn about IPvé6 IPsec VPNSs. VPN Feature Support for IPvé
Addresses | 440

Understanding IPvé6 IKE and IPsec Packet
Processing | 446

IPv6 IPsec Configuration Overview | 453

Example: Configuring an IPvé IPsec Manual
VPN | 454

Example: Configuring an IPvé AutoKey IKE
Policy-Based VPN | 458

Platform-Specific IPvé Tunnels
Behavior | 483

Juniper Networks supports manual and autokey IKE with preshared keys configurations for IPvé IPsec
VPN.

Use Feature Explorer to confirm platform and release support for specific features.

Review the "Platform-Specific IPvé Tunnels Behavior" on page 483 section for notes related to your
platform.

VPN Feature Support for IPv6 Addresses

A route-based site-to-site VPN tunnel with a point-to-point secure tunnel interface can operate in IPv4-
in-IPv4, IPv6-in-IPvé6, IPv6-in-IPv4, or IPv4-in-1Pv6 tunnel modes. IPvé addresses can be in the outer IP
header, which represents the tunnel endpoint, or in the inner IP header, which represents the final
source and destination addresses for a packet.

Table 63 on page 441 defines the support for IPvé addresses in VPN features.
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Table 63: IPv6 Address Support in VPN Features

Feature Supported

IKE and IPsec Support:

IKEv1 and IKEv2 Yes
Route-based VPN Yes
Policy-based VPN Yes
Site-to-site VPN Yes
Dynamic endpoint VPN Yes
Dialup VPN Yes
AutoVPN Yes
Group VPN No
Point-to-point tunnel interfaces Yes
Point-to-multipoint tunnel interfaces No
Hub-and-spoke scenario for site-to-site Yes

VPNs

Exceptions

Unless specified, all supported features are
applicable for IKEv1 and IKEv2.

IPvé6 policy-based VPNs are not supported on SRX
Series Firewalls in chassis cluster configurations.

Only one-to-one, site-to-site VPN is supported.
Many-to-one, site-to-site VPN (NHTB) is not
supported. NHTB configuration cannot be
committed for tunnel modes other than IPv4-in-IPv4
tunnels.

AutoVPN networks that use secure tunnel interfaces
in point-to-point mode support IPvé addresses for
traffic selectors and for IKE peers. AutoVPN in point-
to-multipoint mode does not support IPvé traffic.



Table 63: IPv6 Address Support in VPN Features (Continued)

Feature

Numbered and unnumbered tunnel
interfaces

Unicast static and dynamic (RIP, OSPF, BGP)

routing

Multicast dynamic routing (PIM)

Virtual router

Logical system

Automatic and manual SA and key
management

Multiple SPUs

Chassis cluster

Statistics, logs, per-tunnel debugging

SNMP MIB

Local address selection

Loopback address termination

Xauth or modecfg over IPvé

Supported = Exceptions

Yes

Yes

No

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

When multiple addresses in the same address family
are configured on a physical external interface to a
VPN peer, we recommend that you also configure
local-address at the [edit security ike gateway
gateway-name] hierarchy level.



Table 63: IPv6 Address Support in VPN Features (Continued)

Feature

SPC insert

ISSU

DNS name as IKE gateway address

Preshared key or certificate authentication

NAT-Traversal (NAT-T) for IPv4 IKE peers

Dead peer detection (DPD) and DPD
gateway failover

Encryption sets, authentication algorithms,
and DH groups supported in Junos OS
Release 12.1X45-D10 release for SRX
Series Firewalls.

Generic proposals and policies for IPv6 and
IPv4

General IKE ID

ESP and AH transport modes

Supported = Exceptions

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

As with IPv4 tunnels, peer gateway address changes
in the DNS name are not supported with IPvé
tunnels.

NAT-T is supported only for IPvé-in-IPv4 and IPv4-
in-IPv4 tunnel modes with IKEv1. IPv6-in-IPv6 and
IPv4-in-IPvé6 tunnel modes are not supported. IKEv2
is not supported for NAT-T. NAT-T from IPvé6 to IPv4
or from IPv4 to IPvé6 is not supported.

DPD gateway failover is only supported for different
gateway addresses within the same family. Failover
from an IPvé gateway address to an IPv4 gateway
address, or vice versa, is not supported.

These modes are not supported for IPv4.



Table 63: IPv6 Address Support in VPN Features (Continued)

Feature

ESP and AH tunnel modes

Extended sequence number

Single proxy ID pairs

Multiple traffic selector pairs

Lifetime of IKE or IPsec SA, in seconds

Lifetime of IKE SA, in kilobytes

VPN monitoring

DF bit

Dual-stack (parallel IPv4 and IPvé tunnels)
over a single physical interface

IPv6 extension headers

Fragmentation and reassembly

VPN session affinity

Supported = Exceptions

Yes

No

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

AH tunnel mode with mutable extension headers
and options is not supported.

Supported with IKEv1 only.

Configuration with IPvé tunnels cannot be
committed.

For IPv6-in-IPvé6 tunnels, the DF bit is set only if
configured at the [edit security ipsec vpn vpn-name]
hierarchy level. df-bit clear is the default.

For route-based site-to-site VPNs. A single IPv4
tunnel can operate in both IPv4-in-IPv4 and IPv6-in-
IPv4 tunnel modes and a single IPvé6 tunnel can
operate in both IPv4-in-IPv6 and IPv6-in-IPvé tunnel
modes.

IPvé6 extension headers and IPv4 options for IKE and
IPsec packets are accepted but are not processed.
AH with mutable EHs and options is not supported.



Table 63: IPv6 Address Support in VPN Features (Continued)

Feature Supported = Exceptions

Multicast traffic No -

Tunnel IP services (Screen, NAT, ALG, IPS, Yes -
AppSecure)

Packet reordering for IPv6 fragments over No -
tunnel

Bidirectional Forwarding Detection (BFD) No -
over OSPFv3 routes on stO interface

Neighbor Discovery Protocol (NDP) over stO | No -
interfaces

PKI Support:

PKI in virtual router Yes -

RSA signature authentication (512-, 1024-, Yes -
2048-, or 4096-bit key size)

DSA signature authentication (1024-, Yes -
2048-, or 4096-bit key size)

ECDSA signatures Yes -

Certificate chain authentication No -

Automatic or manual enrollment over IPv4 Yes -

Automatic or manual revocation over IPv4 Yes -



Table 63: IPv6 Address Support in VPN Features (Continued)

Feature Supported = Exceptions
Automatic or manual enrollment over IPvé No -
Automatic or manual revocation over IPvé No -

IPvé6 addresses within PKI certificate fields No -

SEE ALSO

Understanding VPN Tunnel Modes | 588

IPsec Overview | 12

Understanding IPvé6 IKE and IPsec Packet Processing

IN THIS SECTION

IPv6 IKE Packet Processing | 446

IPvé IPsec Packet Processing | 448

This topic includes the following sections:

IPv6 IKE Packet Processing

Internet Key Exchange (IKE) is part of the IPsec suite of protocols. It automatically enables two tunnel
endpoints to set up security associations (SAs) and negotiate secret keys with each other. There is no
need to manually configure the security parameters. IKE also provides authentication for communicating
peers.

IKE packet processing in IPvé networks involves the following elements:

e Internet Security Association and Key Management Protocol (ISAKMP) Identification Payload



ISAKMP identification payload is used to identify and authenticate the communicating IPvé peers.
Two ID types (ID_IPV6_ADDR and ID_IPV6_ADDR_SUBNET) are enabled for IPvé. The ID type
indicates the type of identification to be used. The ID_IPV6_ADDR type specifies a single 16-octet
IPv6 address. This ID type represents an IPvé6 address. The ID_IPV6_ADDR_SUBNET type specifies a
range of IPv6 addresses represented by two 16-octet values. This ID type represents an IPvé
network mask. Table 64 on page 447 lists the ID types and their assigned values in the identification
payload.

Table 64: ISAKMP ID Types and Their Values

ID Type Value
RESERVED 0
ID_IPV4_ADDR 1
ID_FQDN 2
ID_USER_FQDN 3
ID_IPV4_ADDR_SUBNET 4
ID_IPV6_ADDR 5
ID_IPV6_ADDR_SUBNET 6
ID_IPV4_ADDR_RANGE 7
ID_IPV6_ADDR_RANGE 8
ID_DER_ASN1_DN 9
ID_DER_ASN1_GN 10

ID_KEY_ID 11



Table 64: ISAKMP ID Types and Their Values (Continued)

ID Type Value

ID_LIST 12

The ID_IPV6_ADDR_RANGE type specifies a range of IPvé addresses represented by two 16-octet
values. The first octet value represents the starting IPv6 address and the second octet value
represents the ending IPv6 address in the range. All IPv6 addresses falling between the first and last
IPv6 addresses are considered to be part of the list.

Two ID types in ISAKMP identification payload (ID_IPV6_ADDR_RANGE and
ID_IPV4_ADDR_RANGE) are not supported in this release.

e ProxyID

A proxy ID is used during Phase 2 of IKE negotiation. It is generated before an IPsec tunnel is
established. A proxy ID identifies the SA to be used for the VPN. Two proxy IDs are generated—local
and remote. The local proxy ID refers to the local IPv4 or IPvé6 address/network and subnet mask.
The remote proxy ID refers to the remote IPv4 or IPv6 address/network and subnet mask.

e Security Association

An SA is an agreement between VPN participants to support secure communication. SAs are
differentiated based on three parameters—security parameter index (SPI), destination IPvé address,
and security protocol (either AH or ESP). The SPl is a unique value assigned to an SA to help identify
an SA among multiple SAs. In an IPvé packet, the SA is identified from the destination address in the
outer IPv6 header and the security protocol is identified from either the AH or the ESP header.

IPvé6 IPsec Packet Processing

After IKE negotiations are completed and the two IKE gateways have established Phase 1 and Phase 2
SAs, IPv6 IPsec employs authentication and encryption technologies to secure the IPv6 packets.
Because IPv6 addresses are 128 bits long compared to IPv4 addresses, which are 32-bits long, IPvé
IPsec packet processing requires more resources.

Packet reordering for IPvé6 fragments over a tunnel is not supported.

Devices with IPvé addressing do not perform fragmentation. IPvé hosts should either perform path
MTU discovery or send packets smaller than the IPvé6 minimum MTU size of 1280 bytes.

This topic includes the following sections:



AH Protocol in IPvé

The AH protocol provides data integrity and data authentication for IPv6 packets. IPvé IPsec uses
extension headers (for example, hop-by-hop and routing options) that must be arranged in a particular
way in the IPvé datagram. In AH tunnel mode, the AH header immediately follows the new outer IPvé
header similar to that in IPv4 AH tunnel mode. The extension headers are placed after the original inner
header. Therefore, in AH tunnel mode, the entire packet is encapsulated by adding a new outer IPvé
header, followed by an authentication header, an inner header, extension headers, and the rest of the
original datagram as shown in Figure 25 on page 449.

Figure 25: IPv6 AH Tunnel Mode

New IP Header New Extension AH Header | Original IP Header | Original Extension Payload
Headers or Options Headers or Options

Authenticated

Unlike ESP, the AH authentication algorithm covers the outer header as well as any new extension
headers and options.

AH tunnel mode on SRX Series Firewalls does not support IPv4 mutable options or IPvé6 mutable
extension headers. See Table 65 on page 450.

ESP Protocol in IPv6é

ESP protocol provides both encryption and authentication for IPvé packets. Because IPvé IPsec uses
extension headers (for example, hop-by-hop and routing options) in the IPvé datagram, the most
important difference between IPvé ESP tunnel mode and IPv4 ESP tunnel mode is the placement of
extension headers in the packet layout. In ESP tunnel mode, the ESP header immediately follows the
new outer IPv6 header similar to that in IPv4 ESP tunnel mode. Therefore, in ESP tunnel mode, the
entire packet is encapsulated by adding a new outer IPvé6 header, followed by an ESP header, an inner
header, extension headers, and the rest of the original datagram as shown in Figure 26 on page 450.



Figure 26: IPv6 ESP Tunnel Mode

New IP Header New Extension ESP Header | Original IP Header | Original Extension Payload
Headers or Options Headers or Options
Encrypted
Authenticated

IPv4 Options and IPvé6 Extension Headers with AH and ESP

IPsec packets with IPv4 options or IPvé extension headers can be received for decapsulation on SRX
Series Firewalls. Table 65 on page 450 shows the IPv4 options or IPv6 extension headers that are
supported with the ESP or AH protocol on SRX Series Firewalls. If an unsupported IPsec packet is
received, ICV calculation fails and the packet is dropped.

Table 65: Support for IPv4 Options or IPv6 Extension Headers

Options or Extension Headers SRX300, SRX320, SRX340, SRX5400, SRX5600, and
SRX345, and SRX550HM Devices = SRX5800 Devices

ESP with IPv4 options Supported Supported
ESP with IPvé6 extension headers Supported Supported
AH with IPv4 immutable options Supported Supported
AH with IPvé immutable extension headers = Supported Supported
AH with IPv4 mutable options Not supported Not supported

AH with IPv6 mutable extension headers Not supported Not supported

031049



Integrity Check Value Calculation in IPv6

The AH protocol verifies the integrity of the IPvé packet by computing an Integrity Check Value (ICV) on
the packet contents. ICV is usually built over an authentication algorithm such as MD5 or SHA-1. The
IPv6 ICV calculations differ from that in IPv4 in terms of two header fields—mutable header and
optional extension header.

You can calculate the AH ICV over the IPvé6 header fields that are either immutable in transit or
predictable in value upon arrival at the tunnel endpoints. You can also calculate the AH ICV over the AH
header and the upper level protocol data (considered to be immutable in transit). You can calculate the
ESP ICV over the entire IPv6 packet, excluding the new outer IPv6 header and the optional extension
headers.

Unlike IPv4, IPv6 has a method for tagging options as mutable in transit. IPvé optional extension
headers contain a flag that indicates mutability. This flag determines the appropriate processing.

IPv4 mutable options and IPvé extension headers are not supported with the AH protocol.

Header Construction in Tunnel Modes

In tunnel mode, the source and destination addresses of the outer IPv4 or IPv6 header represent the
tunnel endpoints, while the source and destination addresses of the inner IPv4 or IPv6 header represent
the final source and destination addresses. Table 66 on page 451 summarizes how the outer IPv6 header
relates to the inner IPv6 or IPv4 header for IPv6-in-IPvé6 or IPv4-in-IPvé tunnel modes. In outer header
fields, “Constructed” means that the value of the outer header field is constructed independently of the
value in the inner header field.

Table 66: IPv6 Header Construction for IPvé6-in-IPvé6 and IPv4-in-IPv6 Tunnel Modes

Header Fields Outer Header at Encapsulator Inner Header at Decapsulator
version 6. No change.

DS field Copied from the inner header. No change.

ECN field Copied from the inner header. Constructed.

flow label 0. No change.

payload length Constructed. No change.



Table 66: IPv6 Header Construction for IPv6-in-1Pv6 and IPv4-in-IPv6 Tunnel Modes (Continued)

Header Fields Outer Header at Encapsulator Inner Header at Decapsulator
next header AH, ESP, and routing header. No change.
hop limit 64. Decrement.
src address Constructed. No change.
dest address Constructed. No change.
Extension headers Never copied. No change.

Table 67 on page 452 summarizes how the outer IPv4 header relates to the inner IPvé or IPv4 header
for IPv6-in-1Pv4 or IPv4-in-IPv4 tunnel modes. In outer header fields, “Constructed” means that the
value of the outer header field is constructed independently of the value in the inner header field.

Table 67: IPv4 Header Construction for IPvé6-in-IPv4 and IPv4-in-1Pv4 Tunnel Modes

Header Fields Outer Header Inner Header
version 4, No change.
header length Constructed. No change.
DS field Copied from the inner header. No change.
ECN field Copied from the inner header. Constructed.
total length Constructed. No change.
ID Constructed. No change.

flags (DF, MF) Constructed. No change.



Table 67: IPv4 Header Construction for IPv6-in-IPv4 and IPv4-in-IPv4 Tunnel Modes (Continued))

Header Fields Outer Header Inner Header
fragment offset Constructed. No change.
TTL 64. Decrement.
protocol AH, ESP No change.
checksum Constructed. Constructed.
src address Constructed. No change.
dest address Constructed. No change.
options Never copied. No change.

For IPv6-in-1Pv4 tunnel mode, the Don't Fragment (DF) bit is cleared by default. If the df-bit set or df-bit
copy options are configured at the [edit security ipsec vpn von-name] hierarchy level for the corresponding
IPv4 VPN, the DF bit is set in the outer IPv4 header.

For IPv4-in-IPv4 tunnel mode, the DF bit in the outer IPv4 header is based on the df-bit option
configured for the inner IPv4 header. If df-bit is not configured for the inner IPv4 header, the DF bit is
cleared in the outer IPv4 header.

SEE ALSO

IPsec Overview | 12

IPvé6 IPsec Configuration Overview | 453

IPvé6 IPsec Configuration Overview

Juniper Networks supports manual and autokey IKE with preshared keys configurations for IPvé IPsec
VPN.



o AutoKey IKE VPN—In an autoKey IKE VPN configuration, the secret keys and SAs are automatically
created using the autoKey IKE mechanism. To set up an IPvé autoKey IKE VPN, two phases of
negotiations are required—Phase 1 and Phase 2.

e Phase 1—In this phase, the participants establish a secure channel for negotiating the IPsec SAs.

e Phase 2—In this phase, the participants negotiate the IPsec SAs for authenticating and encrypting
the IPv6 data packets.

For more information on Phase 1 and Phase 2 negotiations, see "Internet Key Exchange" on page 2

SEE ALSO

IPsec VPN with Autokey IKE Configuration Overview | 132

Example: Configure an IPvé6 address as the Source Address for a CA Profile

Example: Configuring an IPvé6 IPsec Manual VPN

IN THIS SECTION

Requirements | 454
Overview | 455
Configuration | 455

Verification | 457

This example shows how to configure an IPvé IPsec manual VPN.

Requirements
Before you begin:
e Understand how VPNs work. See "IPsec Overview" on page 12.

e Understand IPvé IPsec packet processing. See "Understanding IPvé IKE and IPsec Packet Processing"
on page 446.


https://www.juniper.net/documentation/us/en/software/junos/pki/topics/topic-map/certificate-authority.html#id-example-configuring-an-ipv6-address-as-the-source-address-for-a-ca-profile

Overview

In a Manual VPN configuration, the secret keys are manually configured on the two IPsec endpoints.

In this example, you:

e Configure the authentication parameters for a VPN named vpn-sunnyvale.
o Configure the encryption parameters for vpn-sunnyvale.

o Specify the outgoing interface for the SA.

e Specify the IPvé6 address of the peer.

e Define the IPsec protocol. Select the ESP protocol because the configuration includes both
authentication and encryption.

e Configure a security parameter index (SPI).

Configuration

IN THIS SECTION

Procedure | 455

Procedure

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec vpn vpn-sunnyvale manual authentication algorithm hmac-md5-96 key ascii-text
“$ABC123”

set security ipsec vpn vpn-sunnyvale manual encryption algorithm 3des-cbc key ascii-text
“$ABC123”

set security ipsec vpn vpn-sunnyvale manual external-interface ge-0/0/14.0

set security ipsec vpn vpn-sunnyvale manual gateway 2001:db8:1212::1112



set security ipsec vpn vpn-sunnyvale manual protocol esp
set security ipsec vpn vpn-sunnyvale manual spi 12435

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security algorithms:

1. Configure the authentication parameters.

[edit security ipsec vpn vpn-sunnyvale manual]
user@host# set authentication algorithm hmac-md5-96 key ascii-text “$ABC123”

2. Configure the encryption parameters.

[edit security ipsec vpn vpn-sunnyvale manual]
user@host# set encryption algorithm 3des-chc key ascii-text “$ABC123”

3. Specify the outgoing interface for the SA.

[edit security ipsec vpn vpn-sunnyvale manual]
user@host# set external-interface ge-0/0/14.0

4. Specify the IPvé6 address of the peer.

[edit security ipsec vpn vpn-sunnyvale manual]
user@host# set gateway 2001:db8:1212::1112

5. Define the IPsec protocol.

[edit security ipsec vpn vpn-sunnyvale manual]

user@host# set protocol esp


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

6. Configure an SPI.

[edit security ipsec vpn vpn-sunnyvale manual]
user@host# set spi 12435

Results

From configuration mode, confirm your configuration by entering the show security ipsec vpn vpn-sunnyvale
command. If the output does not display the intended configuration, repeat the configuration
instructions in this example to correct it.

[edit]
[user@host]show security ipsec vpn vpn-sunnyvale
manual {
gateway 2001:db8:1212::1112 ;
external-interface ge-0/0/14.0 ;
protocol esp ;
spi 12435 ;
authentication {
algorithm hmac-md5-96 ;
key ascii-text $ABC123” ;#i# SECRET DATA

}
encryption {
algorithm 3des-cbc ;
key ascii-text $ABC123”; #i# SECRET DATA
}
}
Verification

IN THIS SECTION

Verifying Security Algorithms | 458

To confirm that the configuration is working properly, perform this task:



Verifying Security Algorithms

Purpose

Determine if security algorithms are applied or not.

Action

From operational mode, enter the show security ipsec security-associations command.

SEE ALSO
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Example: Configuring an IPvé AutoKey IKE Policy-Based VPN
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This example shows how to configure a policy-based IPv6 AutoKey IKE VPN to allow IPvé data to be
securely transferred between the branch office and the corporate office.

IPvé6 policy-based VPNs are supported only on standalone SRX300, SRX320, SRX340, SRX345, and
SRX550HM devices.

Requirements
This example uses the following hardware:

e SRX300 device

Before you begin:



e Understand how VPNs work. See "IPsec Overview" on page 12.

o Understand IPvé6 IKE and IPsec packet processing. See "Understanding IPvé IKE and IPsec Packet
Processing" on page 446.

Overview

In this example, you configure an IPvé IKE policy-based VPN for a branch office in Chicago, lllinois,
because you do not need to conserve tunnel resources or configure many security policies to filter traffic
through the tunnel. Users in the Chicago office will use the VPN to connect to their corporate
headquarters in Sunnyvale, California.

Figure 27 on page 460 shows an example of an IPvé IKE policy-based VPN topology. In this topology,
one SRX Series Firewall is located in Sunnyvale, and another SRX Series Firewall (this can be a second
SRX Series Firewall or a third-party device) is located in Chicago.



Figure 27: IPvé6 IKE Policy-Based VPN Topology
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In this example, you configure interfaces, an IPvé default route, security zones, and address books. Then
you configure IKE Phase 1, IPsec Phase 2, a security policy, and TCP-MSS parameters. See Table 68 on

page 461 through Table 72 on page 464.
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Table 68: Interface, Security Zone, and Address Book Information

Feature Name
Interfaces ge-0/0/14.0
ge-0/0/15.0
Security zones Trust
Untrust
Address book entries Sunnyvale
Chicago

Configuration Parameters

2001:db8:3::1/96

2001:db8:0:2::11/96

All system services are allowed.

The ge-0/0/14.0 interface is
bound to this zone.

IKE is the only allowed system
service.

The ge-0/0/15.0 interface is
bound to this zone.

This address is for the Trust
zone's address book.

The address for this address
book entry is 2001:db8:3::2/96.

This address is for the Untrust
zone's address book.

The address for this address
book entry is 2001:db8:0::2/96.



Table 69: IPv6 IKE Phase 1 Configuration Parameters

Feature Name Configuration Parameters

Proposal ' ipvé-ike-phasel-proposal ' ¢ Aythentication method: pre-shared-keys
e Diffie-Hellman group: group2
e Authentication algorithm: shal

e Encryption algorithm: aes-128-chc

Policy ipv6-ike-phasel-policy e Mode: Aggressive
e Proposal reference: ipv6é-ike-phasel-proposal

o |KE Phase 1 policy authentication method: pre-shared-key ascii-text

Gateway = gw-Chicago e IKE policy reference: ipvé-ike-phasel-policy
e External interface: ge-0/0/15.0

o Gateway address: 2001:db8:1::1/96

Table 70: IPvé6 IPsec Phase 2 Configuration Parameters

Feature Name Configuration Parameters

Proposal ipv6-ipsec-phase2-proposal

Protocol: esp
e Authentication algorithm: hmac-sha1l-96
e Encryption algorithm: aes-128-cbc
Policy ipvé6-ipsec-phase2-policy e Proposal reference: ipv6-ipsec-phase2-proposal

e PFS: Diffie-Hellman group2



Table 70: IPvé6 IPsec Phase 2 Configuration Parameters (Continued)

Feature Name Configuration Parameters

VPN ipv6-ike-vpn-chicago e |KE gateway reference: gw-chicago

e |Psec policy reference: ipv6-ipsec-phase2-policy

Table 71: Security Policy Configuration Parameters

Purpose Name Configuration Parameters
This security policy permits traffic from the ipvé-vpn-tr- | o  Match criteria:
Trust zone to the Untrust zone. untr

e source-address Sunnyvale
e destination-address Chicago
e application any

e Permit action: tunnel ipsec-vpn ipvé-ike-
vpn-chicago

e Permit action: tunnel pair-policy ipvé-vpn-

untr-tr

This security policy permits traffic from the ipv6-vpn- e Match criteria:
Untrust zone to the Trust zone. untr-tr
e source-address Chicago
e destination-address Sunnyvale

e application any

e Permit action: tunnel ipsec-vpn ipvé-ike-
vpn-chicago

e Permit action: tunnel pair-policy ipvé6-vpn-
tr-untr



Table 71: Security Policy Configuration Parameters (Continued)

Purpose Name Configuration Parameters

This security policy permits all traffic from the permit-any e Match criteria:
Trust zone to the Untrust zone.

e source-address any
You must put the ipvé-vpn-tr-untr policy before

the permit-any security policy. Junos OS e source-destination any
performs a security policy lookup starting at the

top of the list. If the permit-any policy comes e application any

before the ipvé-vpn-tr-untr policy, all traffic

from the Trust zone will match the permit-any e Action: permit

policy and be permitted. Thus, no traffic will

ever match the ipvé-vpn-tr-untr policy.

Table 72: TCP-MSS Configuration Parameters

Purpose Configuration
Parameters

TCP-MSS is negotiated as part of the TCP three-way handshake and limits the maximum size = MSS value: 1350
of a TCP segment to better fit the MTU limits on a network. This is especially important for

VPN traffic, as the IPsec encapsulation overhead, along with the IP and frame overhead, can

cause the resulting ESP packet to exceed the MTU of the physical interface, thus causing

fragmentation. Fragmentation results in increased use of bandwidth and device resources.

We recommend a value of 1350 as the starting point for most Ethernet-based networks with
an MTU of 1500 or greater. You might need to experiment with different TCP-MSS values to
obtain optimal performance. For example, you might need to change the value if any device
in the path has a lower MTU, or if there is any additional overhead such as PPP or Frame
Relay.

Configuration
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Configuring Security Policies | 474
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Configuring Basic Network, Security Zone, and Address Book Information

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/14 unit 0 family inet6 address 2001:db8:3::1/96

set interfaces ge-0/0/15 unit @ family inet6 address 2001:db8:2::1/96

set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

set security zones security-zone Untrust interfaces ge-0/0/15.0

set security zones security-zone Untrust host-inbound-traffic system-services ike
set security zones security-zone Trust interfaces ge-0/0/14.0

set security zones security-zone Trust host-inbound-traffic system-services all
set security address-book book1 address Sunnyvale 2001:db8:3::2/96

set security address-book bookl attach zone Trust

set security address-book book2 address Chicago 2001:db8:0::2/96

set security address-book book2 attach zone Untrust

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure basic network, security zone, and address book information:

1. Configure Ethernet interface information.

[edit]
user@host# set interfaces ge-0/0/14 unit @ family inet6 address 2001:db8:3::1/96
user@host# set interfaces ge-0/0/15 unit @ family inet6 address 2001:db8:2::1/96


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

Configure static route information.

[edit]
user@host# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

Configure the Untrust security zone.

[edit]
user@host# edit security zones security-zone Untrust

Assign an interface to the Untrust security zone.

[edit security zones security-zone Untrust]
user@host# set interfaces ge-0/0/15.0

Specify allowed system services for the Untrust security zone.

[edit security zones security-zone Untrust]
user@host# set host-inbound-traffic system-services ike

Configure the Trust security zone.

[edit]
user@host# edit security zones security-zone Trust

Assign an interface to the Trust security zone.

[edit security zones security-zone Trust]
user@host# set interfaces ge-0/0/14.0

Specify allowed system services for the Trust security zone.

[edit security zones security-zone Trust]
user@host# set host-inbound-traffic system-services all



9. Create an address book and attach a zone to it.

[edit security address-book book1]
user@host# set address Sunnyvale 2001:db8:3::2/96
user@host# set attach zone Trust

10. Create another address book and attach a zone to it.

[edit security address-book book2]
user@host# set address Chicago 2001:db8:0::2/96
user@host# set attach zone Untrust

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
show security zones, and show security address-book commands. If the output does not display the intended
configuration, repeat the configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/14 {
unit @ {
family inet6 {
address 2001:db8:3::1/96;

}
ge-0/0/15 {
unit 0 {
family inet6 {
address 2001:db8:2::1/96;

[edit]
user@host# show routing-options
static {



route 0.0.0.0/0 next-hop 10.1.1.1;

[edit]
user@host# show security zones
security-zone Untrust {
host-inbound-traffic {
system-services {

ike;
}
}
interfaces {
ge-0/0/15.0;
}

3

security-zone Trust {
host-inbound-traffic {
system-services {

all;
}
}
interfaces {
ge-0/0/14.0;
}
}
[edit]
user@host# show security address-book
book1 {
address Sunnyvale 2001:db8:3::2/96;
attach {
zone Trust;
}
}
book2 {
address Chicago 2001:db8:0::2/96;
attach {
zone Untrust;
}
}

If you are done configuring the device, enter commit from configuration mode.



Configuring IKE

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ipv6-ike-phasel-proposal authentication-method pre-shared-keys
set security ike proposal ipv6-ike-phasel-proposal dh-group group2

set security ike proposal ipv6-ike-phasel-proposal authentication-algorithm shat

set security ike proposal ipv6-ike-phasel-proposal encryption-algorithm aes-128-cbc

set security ike policy ipv6-ike-phasel-policy mode aggressive

set security ike policy ipv6-ike-phasel-policy proposals ipv6-ike-phasel-proposal

set security ike policy ipv6-ike-phasel-policy pre-shared-key ascii-text 1111111111111111
set security ike gateway gw-chicago external-interface ge-0/0/15.0

set security ike gateway gw-chicago ike-policy ipv6-ike-phasel-policy

set security ike gateway gw-chicago address 2001:db8:0:1::1/96

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE:

1. Create the IKE Phase 1 proposal.

[edit security ike]

user@host# set proposal ipv6-ike-phasel-proposal

2. Define the IKE proposal authentication method.

[edit security ike proposal ipv6-ike-phasel-proposal]

user@host# set authentication-method pre-shared-keys
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Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ipv6-ike-phasel-proposal]

user@host# set dh-group group2

Define the IKE proposal authentication algorithm.

[edit security ike proposal ipv6-ike-phasel-proposal]
user@host# set authentication-algorithm shat

Define the IKE proposal encryption algorithm.

[edit security ike proposal ipv6-ike-phasel-proposal]
user@host# set encryption-algorithm aes-128-cbc

Create an IKE Phase 1 policy.

[edit security ikel]
user@host# set policy ipv6-ike-phasel-policy

Set the IKE Phase 1 policy mode.

[edit security ike policy ipv6-ike-phasel-policy]
user@host# set mode aggressive

Specify a reference to the IKE proposal.

[edit security ike policy ipv6-ike-phasel-policy]
user@host# set proposals ipv6-ike-phasel-proposal

Define the IKE Phase 1 policy authentication method.

[edit security ike policy ipv6-ike-phasel-policy]
user@host# set pre-shared-key ascii-text 1111111111111111



10. Create an IKE Phase 1 gateway and define its external interface.

[edit security ikel]
user@host# set gateway gw-chicago external-interface ge-0/0/15.0

11. Define the IKE Phase 1 policy reference.

[edit security ike gateway gw-chicago]
user@host# set ike-policy ipv6-ike-phasel-policy

12. Assign an IP address to the IKE Phase 1 gateway.

[edit security ike gateway gw-chicago]
user@host# set address 2001:db8:1::1

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]

user@host# show security ike

proposal ipv6-ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shat;
encryption-algorithm aes-128-chc;

}

policy ipv6-ike-phasel-policy {
mode ;
proposals ipv6-ike-phasel-proposal;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA

}

gateway gw-chicago {
ike-policy ipv6-ike-phasel-policy;
address 2001:db8:1::1;



external-interface ge-0/0/15.0;

If you are done configuring the device, enter conmit from configuration mode.

Configuring IPsec

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec proposal ipv6-ipsec-phase2-proposal protocol esp

set security ipsec proposal ipv6-ipsec-phase2-proposal authentication-algorithm hmac-sha1l-96
set security ipsec proposal ipv6-ipsec-phase2-proposal encryption-algorithm aes-128-chc

set security ipsec policy ipv6-ipsec-phase2-policy proposals ipv6-ipsec-phase2-proposal

set security ipsec policy ipv6-ipsec-phase2-policy perfect-forward-secrecy keys group2

set security ipsec vpn ipv6-ike-vpn-chicago ike gateway gw-chicago

set security ipsec vpn ipv6-ike-vpn-chicago ike ipv6-ipsec-policy ipsec-phase2-policy

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec:

1. Create an IPsec Phase 2 proposal.

[edit]

user@host# set security ipsec proposal ipv6-ipsec-phase2-proposal

2. Specify the IPsec Phase 2 proposal protocol.

[edit security ipsec proposal ipv6- ipsec-phase2-proposal]

user@host# set protocol esp
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. Specify the IPsec Phase 2 proposal authentication algorithm.

[edit security ipsec proposal ipv6-ipsec-phase2-proposall
user@host# set authentication-algorithm hmac-shal-96

. Specify the IPsec Phase 2 proposal encryption algorithm.

[edit security ipsec proposal ipv6-ipsec-phase2-proposall
user@host# set encryption-algorithm aes-128-chc

. Create the IPsec Phase 2 policy.

[edit security ipsec]
user@host# set policy ipv6-ipsec-phase2-policy

. Specify the IPsec Phase 2 proposal reference.

[edit security ipsec policy ipv6-ipsec-phase2-policy]
user@host# set proposals ipv6-ipsec-phase2-proposal

. Specify IPsec Phase 2 PFS to use Diffie-Hellman group 2.

[edit security ipsec policy ipv6-ipsec-phase2-policy]
user@host# set perfect-forward-secrecy keys group2

. Specify the IKE gateway.

[edit security ipsec]

user@host# set vpn ipv6-ike-vpn-chicago ike gateway gw-chicago

. Specify the IPsec Phase 2 policy.

[edit security ipsec]

user@host# set vpn ipv6-ike-vpn-chicago ike ipsec-policy ipv6-ipsec-phase2-policy



Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]

user@host# show security ipsec

proposal ipv6-ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbc;

}

policy ipv6-ipsec-phase2-policy {
perfect-forward-secrecy {

keys group2;

}
proposals ipv6-ipsec-phase2-proposal;
}
vpn ipv6-ike-vpn-chicago {
ike {
gateway gw-chicago;
ipsec-policy ipv6-ipsec-phase2-policy;
}
}

If you are done configuring the device, enter commit from configuration mode.

Configuring Security Policies

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone Trust to-zone Untrust policy ipv6-vpn-tr-untr match source-
address Sunnyvale

set security policies from-zone Trust to-zone Untrust policy ipv6-vpn-tr-untr match destination-
address Chicago

set security policies from-zone Trust to-zone Untrust policy ipv6-vpn-tr-untr match application



any
set security policies from-zone Trust to-zone Untrust policy ipv6-vpn-tr-untr then permit tunnel
ipsec-vpn ipv6-ike-vpn-chicago

set security policies from-zone Trust to-zone Untrust policy ipv6-vpn-tr-untr then permit tunnel
pair-policy ipv6-vpn-untr-tr

set security policies from-zone Untrust to-zone Trust policy ipv6-vpn-untr-tr match source-
address Chicago

set security policies from-zone Untrust to-zone Trust policy ipv6-vpn-untr-tr match destination-
address Sunnyvale

set security policies from-zone Untrust to-zone Trust policy ipv6-vpn-untr-tr match application
any

set security policies from-zone Untrust to-zone Trust policy ipv6-vpn-untr-tr then permit tunnel
ipsec-vpn ipv6-ike-vpn-chicago

set security policies from-zone Untrust to-zone Trust policy ipv6-vpn-untr-tr then permit tunnel
pair-policy ipv6-vpn-tr-untr

set security policies from-zone Trust to-zone Untrust policy permit-any match source-address any
set security policies from-zone Trust to-zone Untrust policy permit-any match destination-
address any

set security policies from-zone Trust to-zone Untrust policy permit-any match application any
set security policies from-zone Trust to-zone Untrust policy permit-any then permit

insert security policies from-zone Trust to-zone Untrust policy ipv6-vpn-tr-untr before policy

permit-any

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies:

1. Create the security policy to permit traffic from the Trust zone to the Untrust zone.

[edit security policies from-zone Trust to-zone Untrust]

user@host# set policy ipv6-vpn-tr-untr match source-address Sunnyvale

user@host# set policy ipv6-vpn-tr-untr match destination-address Chicago

user@host# set policy ipv6-vpn-tr-untr match application any

user@host# set policy ipv6-vpn-tr-untr then permit tunnel ipsec-vpn ipv6-ike-vpn-chicago

user@host# set policy ipv6-vpn-tr-untr then permit tunnel pair-policy ipv6-vpn-untr-tr
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2. Create the security policy to permit traffic from the Untrust zone to the Trust zone.

[edit security policies from-zone Untrust to-zone Trust]

user@host# set policy ipv6-vpn-untr-tr match source-address Sunnyvale

user@host# set policy ipv6-vpn-untr-tr match destination-address Chicago

user@host# set policy ipv6-vpn-untr-tr match application any

user@host# set policy ipv6-vpn-untr-tr then permit tunnel ipsec-vpn ipv6-ike-vpn-chicago
user@host# set policy ipv6-vpn-untr-tr then permit tunnel pair-policy ipv6-vpn-tr-untr

3. Create the security policy to permit traffic from the Trust zone to the Untrust zone.

[edit security policies from-zone Trust to-zone Untrust]
user@host# set policy permit-any match source-address any
user@host# set policy permit-any match destination-address any
user@host# set policy permit-any match application any

user@host# set policy permit-any then permit

4. Reorder the security policies so that the vpn-tr-untr security policy is placed above the permit-any
security policy.

[edit security policies from-zone Trust to-zone Untrust]
user@host# insert policy ipv6-vpn-tr-untr before policy permit-any

Results

From configuration mode, confirm your configuration by entering the show security policies command. If
the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security policies
from-zone Trust to-zone Untrust {
policy ipv6-vpn-tr-untr {
match {
source-address Sunnyvale;
destination-address Chicago;
application any;
}
then {



permit {
tunnel {
ipsec-vpn ipv6-ike-vpn-chicago;

pair-policy ipv6-vpn-untr-tr;

}
}
}
}
policy permit-any {
match {
source-address any;
destination-address any;
application any;
}
then {
permit
}
}

}
from-zone Untrust to-zone Trust {
policy ipv6-vpn-untr-tr {
match {
source-address Chicago;
destination-address Sunnyvale;

application any;

}
then {
permit {
tunnel {
ipsec-vpn ipv6-ike-vpn-chicago;
pair-policy ipv6-vpn-tr-untr;
}
}
}

If you are done configuring the device, enter commit from configuration mode.



Configuring TCP-MSS

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

To configure TCP-MSS information:

1. Configure TCP-MSS information.

[edit]

user@host# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security flow
tcp-mss {
ipsec-vpn {
mss 1350;

If you are done configuring the device, enter commit from configuration mode.



Verification

IN THIS SECTION

Verifying the IKE Phase 1 Status | 479

Verifying the IPsec Phase 2 Status | 481

To confirm that the configuration is working properly, perform these tasks:

Verifying the IKE Phase 1 Status

Purpose

Verify the IKE Phase 1 status.

Action

Before starting the verification process, you need to send traffic from a host in Sunnyvale to a host in
Chicago. For policy-based VPNs, a separate host must generate the traffic; traffic initiated from the SRX
Series Firewall will not match the VPN policy. We recommend that the test traffic be from a separate
device on one side of the VPN to a second device on the other side of the VPN. For example, initiate
ping from 2001:db8:3::2/96 to 2001:db8:0::2/96.

From operational mode, enter the show security ike security-associations command. After obtaining an
index number from the command, use the show security ike security-associations index index_number detail
command.

user@host> show security ike security-associations
Index Remote Address State Initiator cookie Responder cookie Mode
5 2001:db8:1::1 upP e48efdb6ad44853cf 0de9c59aafb720be Aggressive

user@host> show security ike security-associations index 5 detail

IKE peer 2001:db8:1::1, Index 5,
Role: Initiator, State: UP
Initiator cookie: e48efd6a444853cf, Responder cookie: 0d@9c59aafb720be
Exchange type: Aggressive, Authentication method: Pre-shared-keys
Local: 2001:db8:2::1:500, Remote: 2001:db8:1::1:500



Lifetime: Expires in 19518 seconds
Peer ike-id: not valid
Xauth assigned IP: 0.0.0.0

Algorithms:
Authentication : shal
Encryption : aes-128-chc

Pseudo random function: hmac-shail
Traffic statistics:

Input bytes 1568
Output bytes : 2748
Input packets: 6
Output packets: 23

Flags: Caller notification sent
IPSec security associations: 5 created, @ deleted

Phase 2 negotiations in progress: 1

Negotiation type: Quick mode, Role: Initiator, Message ID: 2900338624
Local: 2001:db8:2::1:500, Remote: 2001:db8:1::1:500

Local identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Remote identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)

Flags: Caller notification sent, Waiting for done

Meaning

The show security ike security-associations command lists all active IKE Phase 1 security associations (SAs).
If no SAs are listed, there was a problem with Phase 1 establishment. Check the IKE policy parameters
and external interface settings in your configuration.

If SAs are listed, review the following information:

¢ Index—This value is unique for each IKE SA, which you can use in the show security ike security-
associations index index_number detail command to get more information about the SA.

o Remote Address—Verify that the remote IP address is correct.
e State

e UP—The Phase 1 SA has been established.

e DOWN-=—There was a problem establishing the Phase 1 SA.
e Mode—Verify that the correct mode is being used.

Verify that the following are correct in your configuration:



e External interfaces (the interface must be the one that receives IKE packets)
e |KE policy parameters

e Preshared key information

e Phase 1 proposal parameters (must match on both peers)

The show security ike security-associations index 5 detail command lists additional information about the
security association with an index number of 5:

e Authentication and encryption algorithms used
e Phase 1 lifetime
e Traffic statistics (can be used to verify that traffic is flowing properly in both directions)
e Initiator and responder role information
Troubleshooting is best performed on the peer using the responder role.
e Number of IPsec SAs created

e Number of Phase 2 negotiations in progress

Verifying the IPsec Phase 2 Status

Purpose

Verify the IPsec Phase 2 status.

Action

From operational mode, enter the show security ipsec security-associations command. After obtaining an

index number from the command, use the show security ipsec security-associations index Index_number detail
command.

user@host> show security ipsec security-associations
total configured sa: 2
1D Algorithm SPI Life:sec/kb Mon vsys Port Gateway



2 ESP:aes-128/shal 14caf1d9 3597/ unlim - root 500 2001:db8:1::1
2 ESP:aes-128/shal 9a4db486 3597/ unlim - root 500 2001:db8:1::1

user@host> show security ipsec security-associations index 2 detail
Virtual-system: Root
Local Gateway: 2001:db8:2::1, Remote Gateway: 2001:db8:1::1
Local Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
DF-bit: clear
Direction: inbound, SPI: 14caf1d9, AUX-SPI: 0
, VPN Monitoring: -
Hard lifetime: Expires in 3440 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2813 seconds
Mode: tunnel, Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)

Anti-replay service: counter-based enabled, Replay window size: 64

Direction: outbound, SPI: 9a4db486, AUX-SPI: 0
, VPN Monitoring: -
Hard lifetime: Expires in 3440 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2813 seconds
Mode: tunnel, Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: aes-cbc (128 bits)
Anti-replay service: counter-based enabled, Replay window size: 64

Meaning

The output from the show security ipsec security-associations command lists the following information:

o The ID number is 2. Use this value with the show security ipsec security-associations index command to
get more information about this particular SA.

e There is one IPsec SA pair using port 500, which indicates that no NAT-traversal is implemented.
(NAT-traversal uses port 4500 or another random high-number port.)

e The SPIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
3597/unlim value indicates that the Phase 2 lifetime expires in 3597 seconds, and that no lifesize has
been specified, which indicates that the lifetime is unlimited. Phase 2 lifetime can differ from Phase 1
lifetime, as Phase 2 is not dependent on Phase 1 after the VPN is up.



¢ VPN monitoring is not enabled for this SA, as indicated by a hyphen in the Mon column. If VPN
monitoring is enabled, U (up) or D (down) is listed.

e The virtual system (vsys) is the root system, and it always lists O.

The output from the show security ipsec security-associations index 2 detail command lists the following
information:

e The local and remote identities make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common reasons for a Phase 2 failure. For policy-based
VPNSs, the proxy ID is derived from the security policy. The local and remote addresses are derived
from the address book entries, and the service is derived from the application configured for the
policy. If Phase 2 fails because of a proxy ID mismatch, you can use the policy to confirm which
address book entries are configured. Verify that the addresses match the information being sent.
Check the service to ensure that the ports match the information being sent.

For some third-party vendors, the proxy ID must be manually entered to match.

SEE ALSO

Internet Key Exchange | 2

Platform-Specific IPvé Tunnels Behavior

Use Feature Explorer to confirm platform and release support for specific features.

Use the following table to review platform-specific behavior for your platform.


https://apps.juniper.net/feature-explorer/

Table 73: Platform-Specific Behavior
Platform Difference
SRX Series e On SRX300, SRX320, SRX340, SRX345, and SRX550HM devices that support

IPvé IPsec VPNSs, you can configure:

e Policy-based IPvé IPsec VPN tunnels only when using IPvé-in-IPvé tunnels on

standalone deployments.

e Route-based IPv6 IPsec VPN tunnels in active/active mode in Chassis Cluster
configuration.

e On SRX5400, SRX5600, and SRX5800 devices that support IPvé6 IPsec VPNs, you
cannot configure route-based IPvé6 IPsec VPN tunnels in active/active mode in
Chassis Cluster configuration.

IPsec VPN Configuration Overview | 131
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Route-Based IPsec VPNs
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A route-based VPN is a configuration in which an IPsec VPN tunnel created between two end points is
referenced by a route that determines which traffic is sent through the tunnel based on a destination IP

address.

Understanding Route-Based IPsec VPNs

With route-based VPNs, you can configure dozens of security policies to regulate traffic flowing through
a single VPN tunnel between two sites, and there is just one set of IKE and IPsec SAs at work. Unlike
policy-based VPNs, for route-based VPNs, a policy refers to a destination address, not a VPN tunnel.
When Junos OS looks up a route to find the interface to use to send traffic to the packet’s destination
address, it finds a route through a secure tunnel interface (st0.x). The tunnel interface is bound to a
specific VPN tunnel, and the traffic is routed to the tunnel if the policy action is permit.

A secure tunnel (stO) interface supports only one IPv4 address and one IPv6 address at the same time.
This applies to all route-based VPNSs. The disable option is not supported on stO interfaces.

@ NOTE: A secure tunnel interface (stO) from st0.16000 to st0.16385 is reserved for
Multinode High Availability and for HA control link encryption in Chassis Cluster. These
interfaces are not user configurable interfaces. You can only use interfaces from st0.0 to
st0.15999.

Examples of where route-based VPNs can be used:
e There are overlapping subnets or IP addresses between the two LANSs.

e A hub-and-spoke VPN topology is used in the network, and spoke-to-spoke traffic is required.

e Primary and backup VPNs are required.



¢ A dynamic routing protocol (for example, OSPF, RIP, or BGP) is running across the VPN.
Configuring RIP demand circuits over point-to-multipoint VPN interfaces is not supported.

We recommend that you use route-based VPN when you want to configure VPN between multiple
remote sites. Route-based VPN allows for routing between the spokes between multiple remote sites; it
is easier to configure, monitor, and troubleshoot.

SEE ALSO

Class of Service User Guide (Security Devices)
IPsec Overview | 12

Example: Configuring a Hub-and-Spoke VPN | 150
Example: Configuring a Policy-Based VPN | 354

Example: Configuring a Route-Based VPN
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This example shows how to configure a route-based IPsec VPN to allow data to be securely transferred
between two sites.

Requirements
This example uses the following hardware:
e Any SRX Series Firewall

e Updated and revalidated using vSRX Virtual Firewall on Junos OS Release 20.4R1.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/security/cos-overview.html

488

@ NOTE: Are you interested in getting hands-on experience with the topics and operations
covered in this guide? Visit the IPsec Route-Based VPN demonstration in Juniper
Networks Virtual Labs and reserve your free sandbox today! You'll find the IPsec VPN
Route-Based sandbox in the Security category.

Before you begin, read "IPsec Overview" on page 12.

Overview

In this example, you configure a route-based VPN on SRX1 and SRX2. Host1 and Host2 use the VPN to
send traffic securely over the Internet between both hosts.

Figure 28 on page 488 shows an example of a route-based VPN topology.

Figure 28: Route-Based VPN Topology
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In this example, you configure interfaces, an IPv4 default route, and security zones. Then you configure
IKE, IPsec, security policy, and TCP-MSS parameters. See Table 74 on page 489 through Table 78 on
page 491 for specific configuration parameters used in this example.
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Table 74: Interface, Static Route, Security Zone, and Security Policy Information for SRX1

Feature Name Configuration Parameters
Interfaces ge-0/0/0.0 10.100.11.1/24
ge-0/0/1.0 172.16.13.1/24
st0.0 (tunnel interface) 10.100.200.1/24
Static routes 10.100.22.0/24 The next hop is st0.0.
0.0.0.0/0 The next hop is 172.16.13.2.
Security zones trust e The ge-0/0/0.0 interface is

bound to this zone.

untrust e The ge-0/0/1.0 interface is
bound to this zone.

vpn e The st0.0 interface is bound to
this zone.

Table 75: IKE Configuration Parameters

Feature Name Configuration Parameters
Proposal standard e Authentication method: pre-shared-keys
Policy IKE-POL e Mode: main

e Proposal reference: standard

IKE policy authentication method: pre-shared-keys



Table 75: IKE Configuration Parameters (Continued))

Feature Name Configuration Parameters

Gateway IKE-GW e |KE policy reference: IKE-POL
e External interface: ge-0/0/1

e Gateway address: 172.16.23.1

Table 76: IPsec Configuration Parameters

Feature Name Configuration Parameters

Proposal standard °

Policy IPSEC-POL °

VPN VPN-to-Host2 °

Using default configuration

Proposal reference: standard

IKE gateway reference: IKE-GW

e |Psec policy reference: IPSEC-POL

e Bind to interface: st0.0

e establish-tunnels immediately

Table 77: Security Policy Configuration Parameters

Purpose Name

Configuration Parameters

The security policy permits traffic from the trust zone to VPN-OUT

the VPN zone.

Match criteria:

e source-address Host1-Net
destination-address Host2-Net
application any

Action: permit



Table 77: Security Policy Configuration Parameters (Continued)

Purpose

The security policy permits traffic from the VPN zone to

the trust zone.

Table 78: TCP-MSS Configuration Parameters

Purpose

TCP-MSS is negotiated as part of the TCP three-way
handshake and limits the maximum size of a TCP segment
to better fit the MTU limits on a network. For VPN traffic,
the IPsec encapsulation overhead, along with the IP and
the frame overhead, can cause the resulting ESP packet to
exceed the MTU of the physical interface, which causes
fragmentation. Fragmentation increases bandwidth and

the device resources.

We recommend a value of 1350 as the starting point for
most Ethernet-based networks with an MTU of 1500 or
greater. You might need to experiment with different TCP-
MSS values to obtain optimal performance. For example,
you might need to change the value if any device in the

path has a lower MTU, or if there is any additional
overhead such as PPP or Frame Relay.

Configuration

IN THIS SECTION

Name Configuration Parameters

VPN-IN e Match criteria:
e source-address Host2-Net
e destination-address Host1-Net

e application any

e Action: permit

Configuration Parameters

MSS value: 1350

Configure Basic Network and Security Zone Information | 492

Configuring IKE | 496



Configuring IPsec | 498

Configuring Security Policies | 500

Configuring TCP-MSS | 504

Configuring SRX2 | 505

Configure Basic Network and Security Zone Information

CLI Quick Configuration

To quickly configure this section of the example for SRX1, copy the following commands, paste them
into a text file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level, and then enter

commit from configuration mode.

set
set
set
set
set
set
set
set
set
set
set
set

set

interfaces ge-0/0/0 unit 0 family inet address 10.100.11.1/24
interfaces ge-0/0/1 unit @ family inet address 172.16.13.1/24

interfaces 100
interfaces st0

unit @ family
unit 0 family

routing-options static route

routing-options static route

security zones
security zones
security zones
security zones
security zones
security zones
security zones

security-zone
security-zone
security-zone
security-zone
security-zone
security-zone

security-zone

Step-by-Step Procedure

inet address 10.100.100.1/32

inet address 10.100.200.1/24

10.100.22.0/24 next-hop st0.0

0.0.0.0/0 next-hop 172.16.13.2

trust host-inbound-traffic system-services all
trust interfaces ge-0/0/0.0

untrust host-inbound-traffic system-services ike
untrust host-inbound-traffic system-services ping
untrust interfaces ge-0/0/1.0

VPN host-inbound-traffic system-services ping
VPN interfaces st0.0

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see the CLI User Guide.

To configure interface, static route, and security zone information:
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1. Configure the interfaces.

[edit]

user@SRX14# set interfaces ge-0/0/0 unit 0 family inet address 10.100.11.1/24
user@SRX14# set interfaces ge-0/0/1 unit @ family inet address 172.16.13.1/24
user@SRX14# set interfaces 100 unit @ family inet address 10.100.100.1/32
user@SRX1# set interfaces st@ unit 0 family inet address 10.100.200.1/24

2. Configure the static routes.

[edit]
user@SRX14# set routing-options static route 10.100.22.0/24 next-hop st0.0
user@SRX14# set routing-options static route 0.0.0.0/0 next-hop 172.16.13.2

3. Assign the Internet facing interface to the untrust security zone.

[edit security zones security-zone untrust]
user@SRX14# set interfaces ge-0/0/1.0

4. Specify the allowed system services for the untrust security zone.

[edit security zones security-zone untrust]
user@SRX14# set host-inbound-traffic system-services ike
user@SRX1# set host-inbound-traffic system-services ping

5. Assign the Host1 facing interface to the trust security zone.

[edit security zones security-zone trust]
user@SRX1# set interfaces ge-0/0/0.0

6. Specify the allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@SRX1# set host-inbound-traffic system-services all



7. Assign the secure tunnel interface to the VPN security zone.

[edit security zones security-zone VPN]
user@SRX14# set interfaces st0.0

8. Specify the allowed system services for the VPN security zone.

[edit security zones security-zone VPN]
user@SRX14# set host-inbound-traffic system-services ping

Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
and show security zones commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@SRX1# show interfaces
ge-0/0/0 {
unit @ {
family inet {
address 10.100.11.1/24;

}
}
}
ge-0/0/1 {
unit 0 {
family inet {
address 172.16.13.1/24;
}
}
}
loo {
unit @ {
family inet {
address 10.100.100.1/32;
}
}



sto {
unit 0 {
family inet {
address 10.100.200.1/24;

[edit]

user@SRX1# show routing-options

static {
route 10.100.22.0/24 next-hop st0.0;
route 0.0.0.0/0 next-hop 172.16.13.2;

[edit]
user@SRX14# show security zones
security-zone trust {
host-inbound-traffic {
system-services {

all;
}
}
interfaces {
ge-0/0/0.0;
}

}
security-zone untrust {
host-inbound-traffic {
system-services {

ike;
ping;
}
}
interfaces {
ge-0/0/1.0;
}

}
security-zone VPN {
host-inbound-traffic {



system-services {

3

ping;

interfaces {
st0.0;

Configuring IKE

CLI Quick Configuration

To quickly configure this section of the example for SRX1, copy the following commands, paste them

into a text file, remove any line breaks, change any details necessary to match your network

configuration, copy and paste the commands into the CLI at the [edit] hierarchy level, and then enter

commit from configuration mode.

set
set
set
set
set
set
set

security
security
security
security
security
security

security

ike
ike
ike
ike
ike
ike
ike

proposal standard authentication-method pre-shared-keys
policy IKE-POL mode main

policy IKE-POL proposals standard

policy IKE-POL pre-shared-key ascii-text $ABC123
gateway IKE-GW ike-policy IKE-POL

gateway IKE-GW address 172.16.23.1

gateway IKE-GW external-interface ge-0/0/1

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For

instructions on how to do that, see CL| User Guide.

To configure IKE:

1. Create the IKE proposal.

[edit security ikel]

user@SRX1# set proposal standard
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. Define the IKE proposal authentication method.

[edit security ike proposal standard]
user@SRX14# set authentication-method pre-shared-keys

. Create an IKE policy.

[edit security ike]
user@SRX1# set policy IKE-POL

. Set the IKE policy mode.

[edit security ike policy IKE-POL]
user@SRX1# set mode main

. Specify a reference to the IKE proposal.

[edit security ike policy IKE-POL]
user@SRX1# set proposals standard

. Define the IKE policy authentication method.

[edit security ike policy IKE-POL]
user@SRX14# set pre-shared-key ascii-text $ABC123

. Create an IKE gateway and define its external interface.

[edit security ike]
user@SRX14# set gateway IKE-GW external-interface ge-0/0/1

. Define the IKE policy reference.

[edit security ike gateway IKE-GW]
user@SRX14# set ike-policy IKE-POL



9. Define the IKE gateway address.

[edit security ike gateway IKE-GW]
user@SRX14# set address 172.16.23.1

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@SRX14# show security ike
proposal standard {
authentication-method pre-shared-keys;

}
policy IKE-POL {

mode main;

proposals standard;

pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA
}

gateway IKE-GW {
ike-policy IKE-POL;
address 172.16.23.1;
external-interface ge-0/0/1;

Configuring IPsec

CLI Quick Configuration

To quickly configure this section of the example for SRX1, copy the following commands, paste them
into a text file, remove any line breaks, change any details necessary to match your network
configuration, copy and paste the commands into the CLI at the [edit] hierarchy level, and then enter
commit from configuration mode.

set security ipsec proposal standard
set security ipsec policy IPSEC-POL proposals standard



set security ipsec vpn VPN-to-Host2 bind-interface st0.0

set security ipsec vpn VPN-to-Host2 ike gateway IKE-GW

set security ipsec vpn VPN-to-Host2 ike ipsec-policy IPSEC-POL
set security ipsec vpn VPN-to-Host2 establish-tunnels immediately

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see the CLI User Guide.

To configure IPsec:

1. Create an IPsec proposal.

[edit]

user@SRX14# set security ipsec proposal standard

2. Create the IPsec policy.

[edit security ipsec]
user@SRX14# set policy IPSEC-POL

3. Specify the IPsec proposal reference.

[edit security ipsec policy IPSEC-POL]
user@SRX1# set proposals standard

4. Specify the IKE gateway.

[edit security ipsec]
user@SRX14# set vpn VPN-to-Host2 ike gateway IKE-GW

5. Specify the IPsec policy.

[edit security ipsec]
user@host# set vpn VPN-to-Host2 ike ipsec-policy IPSEC-POL
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6. Specify the interface to bind.

[edit security ipsec]
user@host# set vpn VPN-to-Host2 bind-interface st0.0

7. Configure the tunnel to establish immediately.

[edit security ipsec]
user@host# set vpn VPN-to-Host2 establish-tunnels immediately

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security ipsec
proposal standard;
policy IPSEC-POL {
proposals standard;
}
vpn VPN-to-Host2 {
bind-interface st0.0;
ike {
gateway IKE-GW;
ipsec-policy IPSEC-POL;
}

establish-tunnels immediately;

Configuring Security Policies

CLI Quick Configuration

To quickly configure security policies for SRX1, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and



paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set security address-book Host1 address Host1-Net 10.100.11.0/24

set security address-book Host1l attach zone trust

set security address-book Host2 address Host2-Net 10.100.22.0/24

set security address-book Host2 attach zone VPN

set security policies from-zone trust to-zone untrust policy default-permit match source-address
any

set security policies from-zone trust to-zone untrust policy default-permit match destination-
address any

set security policies from-zone trust to-zone untrust policy default-permit match application any
set security policies from-zone trust to-zone untrust policy default-permit then permit

set security policies from-zone trust to-zone VPN policy VPN-OUT match source-address Host1-Net
set security policies from-zone trust to-zone VPN policy VPN-OUT match destination-address Host2-
Net

set security policies from-zone trust to-zone VPN policy VPN-OUT match application any

set security policies from-zone trust to-zone VPN policy VPN-OUT then permit

set security policies from-zone VPN to-zone trust policy VPN-IN match source-address Host2-Net
set security policies from-zone VPN to-zone trust policy VPN-IN match destination-address Host1-
Net

set security policies from-zone VPN to-zone trust policy VPN-IN match application any

set security policies from-zone VPN to-zone trust policy VPN-IN then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see the CLI User Guide.

To configure security policies:

1. Create address book entries for the networks that will be used in the security policies.

[edit]

user@SRX14# set security address-book Host1 address Host1-Net 10.100.11.0/24
user@SRX1# set security address-book Host1 attach zone trust

user@SRX14# set security address-book Host2 address Host2-Net 10.100.22.0/24
user@SRX1# set security address-book Host2 attach zone VPN
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2. Create a security policy to permit traffic from the trust zone to the untrust zone for traffic to the
Internet.

[edit security policies from-zone trust to-zone untrust]
user@SRX1# set policy default-permit match source-address any
user@SRX14# set policy default-permit match destination-address any
user@SRX1# set policy default-permit match application any
user@SRX14# set policy default-permit then permit

3. Create a security policy to permit traffic from Host1 in the trust zone destined to Host2 in the VPN
Zone.

[edit security policies from-zone trust to-zone VPN]

user@SRX1# set policy VPN-OUT match source-address Host1-Net
user@SRX14# set policy VPN-OUT match destination-address Host2-Net
user@SRX1# set policy VPN-OUT match application any

user@SRX14# set policy VPN-OUT then permit

4. Create a security policy to permit traffic from Host2 in the VPN zone to Host1 in the trust zone.

[edit security policies from-zone VPN to-zone trust]

user@host# set policy VPN-IN match source-address Host2-Net
user@host# set policy VPN-IN match destination-address Host1-Net
user@host# set policy VPN-IN match application any

user@host# set policy VPN-IN then permit

Results

From configuration mode, confirm your configuration by entering the show security address-book and show
security policies commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show security address-book
Host1 {
address Host1-Net 10.100.11.0/24;
attach {

zone trust;



}
Host2 {
address Host2-Net 10.100.22.0/24;
attach {
zone VPN;
}
}

user@host# show security policies
from-zone trust to-zone untrust {
policy default-permit {
match {
source-address any;
destination-address any;

application any;

}

then {
permit;

}

}
from-zone trust to-zone VPN {
policy VPN-OUT {
match {
source-address Host1-Net;
destination-address Host2-Net;

application any;

}

then {
permit;

}

}
from-zone VPN to-zone trust {
policy VPN-IN {
match {
source-address Host2-Net;
destination-address Host1-Net;
application any;
}
then {

permit;



Configuring TCP-MSS

CLI Quick Configuration

To quickly configure the TCP MSS for SRX1, copy the following commands, paste them into a text file,
remove any line breaks, change any details necessary to match your network configuration, copy and
paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration
mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see the CLI User Guide.

To configure TCP-MSS information:

1. Configure the TCP-MSS information.

[edit]
user@SRX14# set security flow tcp-mss ipsec-vpn mss 1350

Results

From configuration mode, confirm your configuration by entering the show security flow command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@SRX14# show security flow
tep-mss {
ipsec-vpn {
mss 1350;
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If you are done configuring the device, enter conmit from configuration mode.

Configuring SRX2

CLI Quick Configuration

For reference, the configuration for the SRX2 is provided.

To quickly configure this section of the example, copy the following commands, paste them into a text
file, remove any line breaks, change any details necessary to match your network configuration, copy

and paste the commands into the CLI at the [edit] hierarchy level, and then enter commit from
configuration mode.

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
any
set

security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security
security

security

security

address any

set
set
set

security
security

security

ike proposal standard authentication-method pre-shared-keys
ike policy IKE-POL mode main

ike policy IKE-POL proposals standard

ike policy IKE-POL pre-shared-key ascii-text $ABC123
ike gateway IKE-GW ike-policy IKE-POL

ike gateway IKE-GW address 172.16.13.1

ike gateway IKE-GW external-interface ge-0/0/1

ipsec proposal standard

ipsec policy IPSEC-POL proposals standard

ipsec vpn VPN-to-Host1 bind-interface st0.0

ipsec vpn VPN-to-Host1 ike gateway IKE-GW

ipsec vpn VPN-to-Host1 ike ipsec-policy IPSEC-POL
ipsec vpn VPN-to-Host1 establish-tunnels immediately
address-book Host1 address Host1-Net 10.100.11.0/24
address-book Host1 attach zone VPN

address-book Host2 address Host2-Net 10.100.22.0/24
address-book Host2 attach zone trust

flow tcp-mss ipsec-vpn mss 1350

policies from-zone trust to-zone untrust policy default-permit match source-address
policies from-zone trust to-zone untrust policy default-permit match destination-
policies from-zone trust to-zone untrust policy default-permit match application any

policies from-zone trust to-zone untrust policy default-permit then permit

policies from-zone trust to-zone VPN policy VPN-OUT match source-address Host2-Net



set
Net
set
set
set
set
Net
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

security

security
security
security

security

security
security
security
security
security
security
security
security

security

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

policies from-zone

trust to-zone VPN policy

trust to-zone VPN policy
trust to-zone VPN policy
VPN to-zone trust policy
VPN to-zone trust policy

VPN to-zone trust policy
VPN to-zone trust policy

VPN-OUT match destination-address Host1-

VPN-OUT match application any

VPN-OUT then permit

VPN-IN match source-address Host1-Net
VPN-IN match destination-address Host2-

VPN-IN match application any
VPN-IN then permit

zones security-zone trust host-inbound-traffic system-services all

zones security-zone trust interfaces ge-0/0/0.0

zones

Zones

zones

Zones

zones

security-zone
security-zone
security-zone
security-zone

security-zone

untrust host-inbound-traffic system-services ike

untrust host-inbound-traffic system-services ping

untrust interfaces ge-0/0/1.0

VPN host-inbound-traffic system-services ping

VPN interfaces st0.0

interfaces ge-0/0/0 unit 0 family inet address 10.100.22.1/24
interfaces ge-0/0/1 unit @ family inet address 172.16.23.1/24
interfaces 100 unit 0 family inet address 10.100.100.2/32
interfaces st@ unit @ family inet address 10.100.200.2/24
routing-options static route 10.100.11.0/24 next-hop st0.0

routing-options static route 0.0.0.0/0 next-hop 172.16.23.2

Verification

IN THIS SECTION

Verify the IKE Status | 507

Verify the IPsec Status | 509

Test Traffic Flow Across the VPN | 511

Review Statistics and Errors for an IPsec Security Association | 512

Perform these tasks to confirm that the configuration is working properly:



Verify the IKE Status

Purpose

Verify the IKE status.

Action

From operational mode, enter the show security ike security-associations command. After obtaining an
index number from the command, use the show security ike security-associations index index_number detail
command.

user@SRX1> show security ike security-associations
Index State Initiator cookie Responder cookie Mode Remote Address
1859340 UP b153dc24ec214da9 5af2eedc2043041a Main 172.16.23.1

user@SRX1> show security ike security-associations index 1859340 detail
IKE peer 172.16.23.1, Index 1859340, Gateway Name: IKE-GW

Role: Responder, State: UP

Initiator cookie: b153dc24ec214da9, Responder cookie: 5af2ee0c2043041a

Exchange type: Main, Authentication method: Pre-shared-keys

Local: 172.16.13.1:500, Remote: 172.16.23.1:500

Lifetime: Expires in 23038 seconds

Reauth Lifetime: Disabled

IKE Fragmentation: Disabled, Size: @

Remote Access Client Info: Unknown Client

Peer ike-id: 172.16.23.1

AAA assigned IP: 0.0.0.0

Algorithms:
Authentication : hmac-shal-96
Encryption : 3des-cbc

Pseudo random function: hmac-shal
Diffie-Hellman group : DH-group-2
Traffic statistics:

Input bytes 1236
Output bytes : 868
Input packets: 9
Output packets: 5
Input fragmentated packets: 0
Output fragmentated packets: 0



IPSec security associations: 2 created, 2 deleted
Phase 2 negotiations in progress: 1

Negotiation type: Quick mode, Role: Responder, Message ID: 0
Local: 172.16.13.1:500, Remote: 172.16.23.1:500

Local identity: 172.16.13.1

Remote identity: 172.16.23.1

Flags: IKE SA is created

Meaning

The show security ike security-associations command lists all active IKE SAs. If no SAs are listed, there was
a problem with IKE establishment. Check the IKE policy parameters and external interface settings in
your configuration.

If SAs are listed, review the following information:

e Index—This value is unique for each IKE SA, which you can use in the show security ike security-
associations index detail command to get more information about the SA.

e Remote Address—Verify that the remote IP address is correct.
e State
o UP—The IKE SA has been established.
o DOWN-—There was a problem establishing the IKE SA.
e Mode—Verify that the correct mode is being used.
Verify that the following are correct in your configuration:
e External interfaces (the interface must be the one that receives IKE packets)
e |KE policy parameters
e Preshared key information
e Proposal parameters (must match on both peers)

The show security ike security-associations index 1859340 detail command lists additional information about
the security association with an index number of 1859340:

e Authentication and encryption algorithms used

e lifetime



o Traffic statistics (can be used to verify that traffic is flowing properly in both directions)
¢ Role information
Troubleshooting is best performed on the peer using the responder role.
e [nitiator and responder information
e Number of IPsec SAs created

o Number of negotiations in progress

Verify the IPsec Status

Purpose

Verify the IPsec status.

Action

From operational mode, enter the show security ipsec security-associations command. After obtaining an

index number from the command, use the show security ipsec security-associations index Index_number detail

command.

user@SRX1> show security ipsec security-associations

Total active tunnels: 1 Total Ipsec sas: 1

1D Algorithm SPI Life:sec/kb Mon 1lsys Port Gateway
<131074 ESP:3des/shal  912f9063 3403/ unlim - root 500 172.16.23.1
>131074 ESP:3des/shal  71dbaa56 3403/ unlim - root 500 172.16.23.1

user@SRX1> show security ipsec security-associations index 131074 detail
ID: 131074 Virtual-system: root, VPN Name: VPN-to-Host2
Local Gateway: 172.16.13.1, Remote Gateway: 172.16.23.1
Local Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Remote Identity: ipv4_subnet(any:0,[0..7]=0.0.0.0/0)
Version: IKEv1
DF-bit: clear, Copy-Outer-DSCP Disabled, Bind-interface: st0.0
Port: 500, Nego#: 26, Fail#: 0, Def-Del#: 0 Flag: 0x600a29
Multi-sa, Configured SAs# 1, Negotiated SAs#: 1
Tunnel events:
Fri Jul 23 2021 10:46:34 -0700: IPSec SA negotiation successfully completed (23 times)
Fri Jul 23 2021 09:07:24 -0700: IKE SA negotiation successfully completed (3 times)



Thu Jul 22 2021 16:34:17 -0700: Negotiation failed with INVALID_SYNTAX error (3 times)
Thu Jul 22 2021 16:33:50 -0700: Tunnel configuration changed. Corresponding IKE/IPSec SAs
are deleted (1 times)
Thu Jul 22 2021 16:23:49 -0700: IPSec SA negotiation successfully completed (2 times)
Thu Jul 22 2021 15:34:12
: IPSec SA delete payload received from peer, corresponding IPSec SAs cleared (1 times)
Thu Jul 22 2021 15:33:25 -0700: IPSec SA negotiation successfully completed (1 times)
Thu Jul 22 2021 15:33:25
: Tunnel is ready. Waiting for trigger event or peer to trigger negotiation (1 times)
Thu Jul 22 2021 15:33:25 -0700: External interface's address received. Information updated
(1 times)
Thu Jul 22 2021 15:33:25 -0700: Bind-interface's zone received. Information updated (1 times)
Thu Jul 22 2021 10:34:55 -0700: IKE SA negotiation successfully completed (1 times)
Thu Jul 22 2021 10:34:46 -0700: No response from peer. Negotiation failed (16 times)
Direction: inbound, SPI: 912f9063, AUX-SPI: @
, VPN Monitoring: -
Hard lifetime: Expires in 3302 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2729 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc
Anti-replay service: counter-based enabled, Replay window size: 64
Direction: outbound, SPI: 71dbaa56, AUX-SPI: 0
, VPN Monitoring: -
Hard lifetime: Expires in 3302 seconds
Lifesize Remaining: Unlimited
Soft lifetime: Expires in 2729 seconds
Mode: Tunnel(@ 0), Type: dynamic, State: installed
Protocol: ESP, Authentication: hmac-shal-96, Encryption: 3des-chc
Anti-replay service: counter-based enabled, Replay window size: 64

Meaning

The output from the show security ipsec security-associations command lists the following information:

e The ID number is 131074. Use this value with the show security ipsec security-associations index
command to get more information about this particular SA.

e There is one IPsec SA pair using port 500, which indicates that no NAT-traversal is implemented.
(NAT-traversal uses port 4500 or another random high-number port.)

e The SPlIs, lifetime (in seconds), and usage limits (or lifesize in KB) are shown for both directions. The
3403/ unlim value indicates that the lifetime expires in 3403 seconds, and that no lifesize has been



specified, which indicates that it is unlimited. Lifetime can differ from lifetime, as IPsec is not
dependent on IKE after the VPN is up.

VPN monitoring is not enabled for this SA, as indicated by a hyphen in the Mon column. If VPN
monitoring is enabled, U indicates that monitoring is up, and D indicates that monitoring is down.

The virtual system (vsys) is the root system, and it always lists O.

The output from the show security ipsec security-associations index 131074 detail command lists the

following information:

The local identity and remote identity make up the proxy ID for the SA.

A proxy ID mismatch is one of the most common causes for a IPsec failure. If no IPsec SA is listed,
confirm that IPsec proposals, including the proxy ID settings, are correct for both peers. For route-
based VPNSs, the default proxy ID is local=0.0.0.0/0, remote=0.0.0.0/0, and service=any. Issues can
occur with multiple route-based VPNs from the same peer IP. In this case, a unique proxy ID for each
IPsec SA must be specified. For some third-party vendors, the proxy ID must be manually entered to
match.

Another common reason for IPsec failure is not specifying the ST interface binding. If IPsec cannot
complete, check the kmd log or set trace options.

Test Traffic Flow Across the VPN

Purpose

Verify the traffic flow across the VPN.

Action

Use the ping command from the Host1 device to test traffic flow to Host2.

user@Host1> ping 10.100.22.1 rapid count 100

PING 10.100.22.1 (10.100.22.1): 56 data bytes
RN RRaE

--- 10.100.22.1 ping statistics ---
100 packets transmitted, 100 packets received, 0% packet loss
round-trip min/avg/max/stddev = 3.146/3.824/6.193/0.402 ms



Meaning

If the ping command fails from Host1, there might be a problem with the routing, security policies, end
host, or encryption and decryption of ESP packets.

Review Statistics and Errors for an IPsec Security Association

Purpose

Review ESP and authentication header counters and errors for an IPsec security association.

Action

From operational mode, enter the show security ipsec statistics index index_number command, using the
index number of the VPN for which you want to see statistics.

user@SRX1> show security ipsec statistics index 131074
ESP Statistics:

Encrypted bytes: 13600
Decrypted bytes: 8400
Encrypted packets: 100
Decrypted packets: 100

AH Statistics:
Input bytes:
Output bytes:
Input packets:

S © © o

Output packets:
Errors:

AH authentication failures: 0, Replay errors: 0

ESP authentication failures: @, ESP decryption failures: 0

Bad headers: 0, Bad trailers: 0

You can also use the show security ipsec statistics command to review statistics and errors for all SAs.

To clear all IPsec statistics, use the clear security ipsec statistics command.

Meaning

If you see packet loss issues across a VPN, run the show security ipsec statistics or show security ipsec
statistics detail command several times to confirm if the encrypted and decrypted packet counters are
incrementing. Look in the command output for any incrementing error counters.
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Internet Key Exchange version 2 (IKEv2) is an IPsec based tunneling protocol that provides a secure VPN
communication channel between peer VPN devices and defines negotiation and authentication for
IPsec security associations (SAs) in a protected manner.

Table 79 on page 513 describes the IPsec Radius xAuth or CP values.

Table 79: IPsec Radius xAuth or CP values

Radius Attribute ID Attribute Vendor ID Vendor Attribute Type

Attribute Name (Dictionary) Attribute ID Value

Standard 8 Framed IP NA NA IP address IPv4 address
address

Standard 9 Framed IP NA NA IP address IPv4 address
netmask

Standard 88 Framed pool NA NA Name Text

Standard 100 Framed IPv6 NA NA Name Text

pool
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Table 79: IPsec Radius xAuth or CP values (Continued)

Radius

Attribute

Vendor

Vendor

Vendor

Vendor

Vendor

Vendor
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26

26

26
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Attribute
Name

Primary DNS

Secondary
DNS

Primary
WINS
(NBNS)

Secondary
WINS
(NBNS)

IPvé6 primary
DNS

IPv6
secondary
DNS

Vendor ID
(Dictionary)

4874
(Juniper ERX)

4874
(Juniper ERX)

4874
(Juniper ERX)

4874
(Juniper ERX)

4874
(Juniper ERX)

4874
(Juniper ERX)

Vendor
Attribute ID

47

48

Attribute

Value

IP address

IP address

IP address

IP address

IP address

IP address

Type

IPv4 address

IPv4 address

IPv4 address

IPv4 address

hex-string or
octets

hex-string or
octets



This example shows how to configure a route-based IPsec VPN to allow data to be securely transferred
between a branch office and a corporate office.

Requirements

This example uses the following hardware:
e SRX240 device

e S55G140 device

Before you begin, read "IPsec Overview" on page 12.

Overview

In this example, you configure a route-based VPN for a branch office in Chicago, lllinois, because you
want to conserve tunnel resources but still get granular restrictions on VPN traffic. Users in the Chicago
office will use the VPN to connect to their corporate headquarters in Sunnyvale, California.

In this example, you configure interfaces, an IPv4 default route, security zones, and address books. Then
you configure IKE Phase 1, IPsec Phase 2, a security policy, and TCP-MSS parameters. See Table 80 on
page 515 through Table 84 on page 518 for specific configuration parameters used in this example.

Table 80: Interface, Static Route, Security Zone, and Address Book Information

Feature Name Configuration Parameters
Interfaces ge-0/0/0.0 192.168.10.1/24
ge-0/0/3.0 10.1.1.2/30
st0.0 (tunnel interface) 10.11.11.10/24
Static routes 0.0.0.0/0 (default route) The next hop is 10.1.1.1.
192.168.168.0/24 The next hop is st0.0.
Security zones trust e All system services are allowed.

e The ge-0/0/0.0 interface is
bound to this zone.



Table 80: Interface, Static Route, Security Zone, and Address Book Information (Continued)

Feature

Address book entries

Name Configuration Parameters
untrust e |KE is the only allowed system
service.

e The ge-0/0/3.0 interface is
bound to this zone.

vpn-chicago The st0.0 interface is bound to this
zone.
sunnyvale e This address is for the trust

zone's address book.

e The address for this address
book entry is 192.168.10.0/24.

chicago e This address is for the untrust
zone's address book.

e The address for this address
book entry is 192.168.168.0/24.

Table 81: IKE Phase 1 Configuration Parameters

Feature

Proposal

Name

ike-phasel-proposal

Configuration Parameters

e Authentication method: pre-shared-keys

Diffie-Hellman group: group2

Authentication algorithm: shal

Encryption algorithm: aes-128-cbc



Table 81: IKE Phase 1 Configuration Parameters (Continued))

Feature Name Configuration Parameters

Policy ike-phasel-policy e Mode: main
e Proposal reference: ike-phasel-proposal

e |KE Phase 1 policy authentication method: pre-shared-key ascii-text

Gateway = gw-chicago e |KE policy reference: ike-phase1-policy
e External interface: ge-0/0/3.0

e Gateway address: 10.2.2.2

Table 82: IPsec Phase 2 Configuration Parameters

Feature Name Configuration Parameters

Proposal ipsec-phase2-proposal e Protocol: esp

e Authentication algorithm: hmac-sha1-96

e Encryption algorithm: aes-128-cbc

Policy ipsec-phase2-policy e Proposal reference: ipsec-phase2-proposal

e PFS: Diffie-Hellman group2

VPN ipsec-vpn-chicago e |KE gateway reference: gw-chicago
e |Psec policy reference: ipsec-phase2-policy

e Bind to interface: st0.0



Table 83: Security Policy Configuration Parameters

Purpose Name Configuration Parameters

The security policy permits traffic from the trust zone to the | vpn-tr-chi | ¢ Match criteria:
vpn-chicago zone.

e source-address sunnyvale
e destination-address chicago
e application any

e Action: permit

The security policy permits traffic from the vpn-chicago vpn-chi-tr | o Match criteria:
zone to the trust zone.

e source-address chicago
e destination-address sunnyvale
e application any

e Action: permit

Table 84: TCP-MSS Configuration Parameters

Purpose Configuration Parameters

TCP-MSS is negotiated as part of the TCP three-way MSS value: 1350
handshake and limits the maximum size of a TCP segment

to better fit the MTU limits on a network. For VPN traffic,

the IPsec encapsulation overhead, along with the IP and

frame overhead, can cause the resulting ESP packet to

exceed the MTU of the physical interface, which causes

fragmentation. Fragmentation increases bandwidth and

device resources.

We recommend a value of 1350 as the starting point for
most Ethernet-based networks with an MTU of 1500 or
greater. You might need to experiment with different TCP-
MSS values to obtain optimal performance. For example,
you might need to change the value if any device in the
path has a lower MTU, or if there is any additional
overhead such as PPP or Frame Relay.



Configuration
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Configuring Interface, Static Route, Security Zone, and Address Book Information

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set interfaces ge-0/0/0 unit 0 family inet address 192.168.10.1/24

set interfaces ge-0/0/3 unit 0 family inet address 10.1.1.2/30

set interfaces st@ unit @ family inet address 10.11.11.10/24

set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1

set routing-options static route 192.168.168.0/24 next-hop st0.0

set security zones security-zone untrust interfaces ge-0/0/3.0

set security zones security-zone untrust host-inbound-traffic system-services ike

set security zones security-zone trust interfaces ge-0/0/0.0

set security zones security-zone trust host-inbound-traffic system-services all

set security zones security-zone trust address-book address sunnyvale 192.168.10.0/24
set security zones security-zone vpn-chicago interfaces st0.0

set security zones security-zone vpn-chicago address-book address chicago 192.168.168.0/24

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.
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To configure interface, static route, security zone, and address book information:

1. Configure Ethernet interface information.

[edit]

user@host# set interfaces ge-0/0/0 unit @ family inet address 192.168.10.1/24
user@host# set interfaces ge-0/0/3 unit 0 family inet address 10.1.1.2/30
user@host# set interfaces st@ unit @ family inet address 10.11.11.10/24

2. Configure static route information.

[edit]
user@host# set routing-options static route 0.0.0.0/0 next-hop 10.1.1.1
user@host# set routing-options static route 192.168.168.0/24 next-hop st0.0

3. Configure the untrust security zone.

[edit ]
user@host# edit security zones security-zone untrust

4. Assign an interface to the security zone.

[edit security zones security-zone untrust]
user@host# set interfaces ge-0/0/3.0

5. Specify allowed system services for the security zone.

[edit security zones security-zone untrust]
user@host# set host-inbound-traffic system-services ike

6. Configure the trust security zone.

[edit]
user@host# edit security zones security-zone trust



10.

11.

12.

Assign an interface to the trust security zone.

[edit security zones security-zone trust]
user@host# set interfaces ge-0/0/0.0

Specify allowed system services for the trust security zone.

[edit security zones security-zone trust]
user@host# set host-inbound-traffic system-services all

Configure the address book entry for the trust security zone.

[edit security zones security-zone trust]
user@host# set address-book address sunnyvale 192.168.10.0/24

Configure the vpn-chicago security zone.

[edit]

user@host# edit security zones security-zone vpn-chicago

Assign an interface to the security zone.

[edit security zones security-zone vpn-chicago]
user@host# set interfaces st0.0

Configure the address book entry for the vpn-chicago zone.

[edit security zones security-zone vpn-chicago]
user@host# set address-book address chicago 192.168.168.0/24



Results

From configuration mode, confirm your configuration by entering the show interfaces, show routing-options,
and show security zones commands. If the output does not display the intended configuration, repeat the
configuration instructions in this example to correct it.

[edit]
user@host# show interfaces
ge-0/0/0 {
unit 0 {
family inet {
address 192.168.10.1/24;

}
}
}
ge-0/0/3 {
unit @ {
family inet {
address 10.1.1.2/30
}
}
}
sto{
unit 0 {
family inet {
address 10.11.11.10/24
}
}
}
[edit]
user@host# show routing-options
static {
route 0.0.0.0/0 next-hop 10.1.1.1;
route 192.168.168.0/24 next-hop st0.0;
}
[edit]

user@host# show security zones



security-zone untrust {
host-inbound-traffic {

system-services {

ike;
}
}
interfaces {
ge-0/0/3.0;
}

}
security-zone trust {
address-book {
address sunnyvale 192.168.10.0/24;
}
host-inbound-traffic {
system-services {

all;
}
}
interfaces {
ge-0/0/0.0;
}

}
security-zone vpn-chicago {
address-book {
address chicago 192.168.168.0/24;

}

interfaces {
st0.09;

}

If you are done configuring the device, enter commit from configuration mode.



Configuring IKE

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ike proposal ike-phasel-proposal authentication-method pre-shared-keys
set security ike proposal ike-phasel-proposal dh-group group2

set security ike proposal ike-phasel-proposal authentication-algorithm shal

set security ike proposal ike-phasel-proposal encryption-algorithm aes-128-chc

set security ike policy ike-phasel-policy proposals ike-phasel-proposal

set security ike policy ike-phasel-policy pre-shared-key ascii-text “$ABC123”

set security ike gateway gw-chicago external-interface ge-0/0/3.0

set security ike gateway gw-chicago ike-policy ike-phasel-policy

set security ike gateway gw-chicago address 10.2.2.2

set security ike gateway gw-chicago version v2-only

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IKE:

1. Create the IKE Phase 1 proposal.

[edit security ike]

user@host# set proposal ike-phasel-proposal

2. Define the IKE proposal authentication method.

[edit security ike proposal ike-phasel-proposal]

user@host# set authentication-method pre-shared-keys
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Define the IKE proposal Diffie-Hellman group.

[edit security ike proposal ike-phasel-proposal]
user@host# set dh-group group2

Define the IKE proposal authentication algorithm.

[edit security ike proposal ike-phasel-proposal]
user@host# set authentication-algorithm shat

Define the IKE proposal encryption algorithm.

[edit security ike proposal ike-phasel-proposal]
user@host# set encryption-algorithm aes-128-cbc

Create an IKE Phase 1 policy.

[edit security ikel]
user@host# set policy ike-phasel-policy

Specify a reference to the IKE proposal.

[edit security ike policy ike-phasel-policy]
user@host# set proposals ike-phasel-proposal

Define the IKE Phase 1 policy authentication method.

[edit security ike policy ike-phasel-policy]
user@host# set pre-shared-key ascii-text “$ABC123”

Create an IKE Phase 1 gateway and define its external interface.

[edit security ikel]
user@host# set gateway gw-chicago external-interface ge-0/0/3.0



10. Define the IKE Phase 1 policy reference.

[edit security ike gateway gw-chicago]
user@host# set ike-policy ike-phasel-policy

11. Define the IKE Phase 1 gateway address.

[edit security ike gateway gw-chicago]
user@host# set address 10.2.2.2

12. Define the IKE Phase 1 gateway version.

[edit security ike gateway gw-chicago]
user@host# set version v2-only

Results

From configuration mode, confirm your configuration by entering the show security ike command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]

user@host# show security ike

proposal ike-phasel-proposal {
authentication-method pre-shared-keys;
dh-group group2;
authentication-algorithm shat;
encryption-algorithm aes-128-cbhc;

}

policy ike-phasel-policy {
proposals ike-phasel-proposal;
pre-shared-key ascii-text "$ABC123"; ## SECRET-DATA

}

gateway gw-chicago {
ike-policy ike-phasel-policy;
address 10.2.2.2;
external-interface ge-0/0/3.0;



version v2-only;

If you are done configuring the device, enter conmit from configuration mode.

Configuring IPsec

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security ipsec proposal ipsec-phase2-proposal protocol esp

set security ipsec proposal ipsec-phase2-proposal authentication-algorithm hmac-sha1-96
set security ipsec proposal ipsec-phase2-proposal encryption-algorithm aes-128-chc

set security ipsec policy ipsec-phase2-policy proposals ipsec-phase2-proposal

set security ipsec policy ipsec-phase2-policy perfect-forward-secrecy keys group2

set security ipsec vpn ipsec-vpn-chicago ike gateway gw-chicago

set security ipsec vpn ipsec-vpn-chicago ike ipsec-policy ipsec-phase2-policy

set security ipsec vpn ipsec-vpn-chicago bind-interface st0.0

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure IPsec:

1. Create an IPsec Phase 2 proposal.

[edit]
user@host# set security ipsec proposal ipsec-phase2-proposal

2. Specify the IPsec Phase 2 proposal protocol.

[edit security ipsec proposal ipsec-phase2-proposal]
user@host# set protocol esp
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Specify the IPsec Phase 2 proposal authentication algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@host# set authentication-algorithm hmac-sha1-96

Specify the IPsec Phase 2 proposal encryption algorithm.

[edit security ipsec proposal ipsec-phase2-proposal]
user@host# set encryption-algorithm aes-128-cbc

Create the IPsec Phase 2 policy.

[edit security ipsec]
user@host# set policy ipsec-phase2-policy

Specify the IPsec Phase 2 proposal reference.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set proposals ipsec-phase2-proposal

Specify IPsec Phase 2 PFS to use Diffie-Hellman group 2.

[edit security ipsec policy ipsec-phase2-policy]
user@host# set perfect-forward-secrecy keys group2

Specify the IKE gateway.

[edit security ipsec]

user@host# set vpn ipsec-vpn-chicago ike gateway gw-chicago

Specify the IPsec Phase 2 policy.

[edit security ipsec]

user@host# set vpn ipsec-vpn-chicago ike ipsec-policy ipsec-phase2-policy



10. Specify the interface to bind.

[edit security ipsec]

user@host# set vpn ipsec-vpn-chicago bind-interface st0.0

Results

From configuration mode, confirm your configuration by entering the show security ipsec command. If the
output does not display the intended configuration, repeat the configuration instructions in this example
to correct it.

[edit]
user@host# show security ipsec
proposal ipsec-phase2-proposal {
protocol esp;
authentication-algorithm hmac-shal-96;
encryption-algorithm aes-128-cbhc;
}
policy ipsec-phase2-policy {
perfect-forward-secrecy {
keys group2;
}
proposals ipsec-phase2-proposal;
}
vpn ipsec-vpn-chicago {
bind-interface st0.0;
ike {
gateway gw-chicago;

ipsec-policy ipsec-phase2-policy;

If you are done configuring the device, enter commit from configuration mode.



Configuring Security Policies

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi match source-address
sunnyvale

set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi match destination-
address chicago

set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi match application
any

set security policies from-zone trust to-zone vpn-chicago policy vpn-tr-chi then permit

set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr match source-address
chicago

set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr match destination-
address sunnyvale

set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr match application
any

set security policies from-zone vpn-chicago to-zone trust policy vpn-chi-tr then permit

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure security policies:

1. Create the security policy to permit traffic from the trust zone to the vpn-chicago zone.

[edit security policies from-zone trust to-zone vpn-chicago]
user@host# set policy vpn-tr-chi match source-address sunnyvale
user@host# set policy vpn-tr-chi match destination-address chicago
user@host# set policy vpn-tr-chi match application any

user@host# set policy vpn-tr-chi then permit
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2. Create the security policy to permit traffic from the vpn-chicago zone to the trust zone.

[edit security policies from-zone vpn-chicago to-zone trust]
user@host# set policy vpn-chi-tr match source-address sunnyvale
user@host# set policy vpn-chi-tr match destination-address chicago
user@host# set policy vpn-chi-tr match application any

user@host# set policy vpn-chi-tr then permit

Results

From configuration mode, confirm your configuration by entering the show security policies command. If
the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

[edit]
user@host# show security policies
from-zone trust to-zone vpn-chicago {
policy vpn-tr-vpn {
match {
source-address sunnyvale;
destination-address chicago;

application any;

}

then {
permit;

}

}
from-zone vpn-chicago to-zone trust {
policy vpn-tr-vpn {
match {
source-address chicago;
destination-address sunnyvale;

application any;

}

then {
permit;

}



If you are done configuring the device, enter commit from configuration mode.

Configuring TCP-MSS

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

set security flow tcp-mss ipsec-vpn mss 1350

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
instructions on how to do that, see Using the CLI Editor in Configuration Mode in the CLI User Guide.

To configure TCP-MSS information:

1. Configure TC