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About This Guide

Use this guide to learn many aspects of configuring and connecting subscriber sessions, including the
Junos OS AAA framework; using RADIUS or Diameter for authentication, service authorization, and
accounting; CLI-based service activation/deactivation; DHCP and DHCPvé6 for address assignment and
client configuration; dual-stack access models; and managing subscriber access lines with ANCP.
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CHAPTER 1

AAA for Subscriber Management
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AAA Service Framework Overview

The authentication, authorization, and accounting (AAA) Service Framework provides a single point of
contact for all the authentication, authorization, accounting, address assignment, and dynamic request
services that the router supports for network access. The framework supports authentication and
authorization through external servers, such as RADIUS. The framework also supports accounting and
dynamic-request change of authorization (CoA) and disconnect operations through external servers, and
address assignment through a combination of local address-assignment pools and RADIUS.

When interacting with external back-end RADIUS servers, the AAA Service Framework supports
standard RADIUS attributes and Juniper Networks vendor specific attributes (VSAs). The AAA Service
Framework also includes an integrated RADIUS client that is compatible with RADIUS servers that
conform to RFC-2865, Remote Authentication Dial In User Service (RADIUS), RFC-2866, RADIUS
Accounting, and RFC-3576, Dynamic Authorization Extensions to Remote Authentication Dial In User
Service (RADIUS), and which can initiate requests.

You create the following types of configurations to manage subscriber access.

e Authentication—Authentication parameters defined in the access profile determine the
authentication component of the AAA processing. For example, subscribers can be authenticated
using an external authentication service such as RADIUS.

e Accounting—Accounting parameters in the access profile specify the accounting part of the AAA
processing. For example, the parameters determine how the router collects and uses subscriber
statistics. You can also configure AAA to enable the router to collect statistics on a per-service
session basis for subscribers.



e RADIUS-initiated dynamic requests—A list of authentication server IP addresses in the access profile
specify the RADIUS servers that can initiate dynamic requests to the router. Dynamic requests
include CoA requests, which specify VSA modifications and service changes, and disconnect
requests, which terminate subscriber sessions. The list of authentication servers also provide
RADIUS-based dynamic service activation and deactivation during subscriber login.

o Address assighment—The AAA Service Framework assigns addresses to subscribers based on the
configuration of local address-assignment pools. For example, the AAA framework collaborates with
RADIUS servers to assign addresses from the specified pools.

e Subscriber secure policy—RADIUS VSAs and attributes provide RADIUS-initiated traffic mirroring on
a per-subscriber basis.

Configuring Access Profile Options for Interactions with RADIUS Servers | 488
Standard and Vendor-Specific RADIUS Attributes | 3

RADIUS Authentication and Accounting Basic Configuration | 556

RADIUS Accounting for Subscriber Access | 576

Subscriber Secure Policy Overview

Standard and Vendor-Specific RADIUS Attributes
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RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service Framework | 4

RADIUS IETF Attributes Supported by the AAA Service Framework | 4

Juniper Networks VSAs Supported by the AAA Service Framework | 19

AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs for Junos OS | 438

AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks VSAs for Junos
OS | 453

DSL Forum Vendor-Specific Attributes | 461

DSL Forum VSAs Support in AAA Access and Accounting Messages for Junos OS | 472
RADIUS Support for Microsoft Corporation VSAs for DNS Server Addresses | 477
Support for Cisco Systems VSAs | 478



Subscriber Management RADIUS Dictionary Files | 478

Interface Text Descriptions for Inclusion in RADIUS Attributes | 478

RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service
Framework

IN THIS SECTION

Benefits of Using RADIUS Standard Attributes and VSAs | 4

The AAA Service Framework supports RADIUS attributes and vendor-specific attributes (VSAs). This
support provides tunable parameters that the subscriber access management feature uses when
creating subscribers and services.

RADIUS attributes are carried as part of standard RADIUS request and reply messages. The subscriber
management access feature uses the RADIUS attributes to exchange specific authentication,
authorization, and accounting information. VSAs allow the subscriber access management feature to
pass implementation-specific information that provide extended capabilities, such as service activation
or deactivation, and enabling and disabling filters.

When you use dynamic profiles, the AAA Service Framework supports the use of Junos OS predefined
variables to specify the RADIUS attribute or VSA for the information obtained from the RADIUS server.

Benefits of Using RADIUS Standard Attributes and VSAs

e RADIUS standard attributes are necessary to communicate with an external RADIUS server for
subscriber authentication, authorization, and accounting.

e Vendor-specific attributes extend the functionality of the RADIUS server beyond that provided by
the public standard attributes, enabling the implementation of many useful features necessary for
subscriber management and service support.

RADIUS IETF Attributes Supported by the AAA Service Framework

Table 1 on page 5 describes the RADIUS IETF attributes that the Junos OS AAA Service Framework
supports. Some attributes correspond to Juniper Networks predefined variables; see predefined-
variable-defaults (Dynamic Client Profiles)



@ NOTE: A “Yes” entry in the Dynamic CoA Support column indicates that the attribute can
be dynamically configured by Access-Accept messages and dynamically modified by
CoA-Request messages. VSA's support Egress and Ingress policies for CoA.

Table 1: Supported RADIUS IETF Attributes

Attribute Number Attribute Name Description Dynamic CoA
Support
1 User-Name e Name of user to be No
authenticated.

e Configurable username
override.

e Non-standard use for LLID
preauthentication feature.

2 User-Password e Password of user to be No
authenticated by Password
Authentication Protocol (PAP).

e Configurable password
override.

e Non-standard use for LLID
preauthentication feature.

3 CHAP-Password Value provided by a PPP (CHAP) No
user in response to the challenge.

You can configure an override of
the CHAP challenge response.
When you configure an override
CHAP password, the User-
Password attribute contains the
override, and the CHAP-Password
attribute is not included in the
Access-Request.



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name

4 NAS-IP-Address

5 NAS-Port

6 Service-Type

7 Framed-Protocol

8 Framed-IP-Address
9 Framed-IP-Netmask

Description

IP address of the network access
server (NAS) that is requesting
authentication of the user.

Physical port number of the NAS
that is authenticating the user.

For a tunneled PPP user in an L2TP
LNS session, there is no physical
port. In this case, the port value is
reported as 4194303.

Type of service the user has
requested or the type of service to
be provided.

Framing type used for framed
access.

IP address to be configured for
the user.

e 0.0.0.0 or absence is
interpreted as
255.255.255.254.

e |P network to be configured for
the user when the user is a
router or switch to a network.

e Absence implies
255.255.255.255.

Dynamic CoA
Support

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

11

12

18

Attribute Name

Filter-1d

Framed-MTU

Reply-Message

Description

Name of a subscriber firewall filter,
formatted as follows:

e For an IPv4 input filter—IPv4-
ingress:ingress-filter-name

e For an IPv4 output filter—IPv4-
egress:egress-filter-name

e For an IPvé6 input filter—IPvé-
ingress:ingress-filter-name

e For an IPvé6 output filter—IPvé6-
egress:egress-filter-name

RADIUS accounting request
messages, Acct-Start and Acct-
Stop, can include more than one
Filter-Id attribute, one of each of
the listed types.

However, RADIUS Access-Accept
messages can include only one
attribute instance. The value is
always treated as an IPv4 input
filter name.

Maximum Transmission Unit
configured for the user, when it is
not negotiated by some other
means (such as PPP).

e Text that may be displayed to
the user.

e Only the first instance of this
attribute is used.

Dynamic CoA
Support

Yes

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

22

24

25

Attribute Name

Framed-Route

State

Class

Description

String that provides routing
information to be configured for
the user on the NAS in the format:

<addr>[/<maskLen>] [<nexthop>
[<cost>]] [tag <tagValue>]
[distance <distValue>]

If authd detects the IP address in
the Framed-Route to be bad—for
example, if the format is incorrect—
the subscriber is not allowed to log
in. Starting in Junos OS Release
19.1, the subscriber is allowed to
log in, but without that route or the
default route. For customers that
use multiple framed routes, this
behavior enables the subscriber to
have partial access to the network
using the routes that are accepted
rather than not being allowed any
access.

Starting in Junos OS Release
18.2R1, if this attribute does not
include the subnet mask, the MX
Series router ignores the attribute
but connects the session.

String enabling state information to
be maintained between the device
and the RADIUS server.

Arbitrary value that the NAS
includes in all accounting packets
for the user if supplied by the
RADIUS server.

Dynamic CoA
Support

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

27

28

31

32

40

41

42

43

Attribute Name

Session-Timeout

Idle-Timeout

Calling-Station-ID

NAS-Identifier

Acct-Status-Type

Acct-Delay-Time

Acct-Input-Octets

Acct-Output-Octets

Description

Maximum number of consecutive
seconds of service to be provided
to the user before termination of
the session.

Maximum number of consecutive
seconds of idle connection allowed
to the user before termination of
the session or prompt.

Phone number from which the call
originated.

NAS originating the request.

Whether this Accounting-Request
marks the beginning of the user
service (Start), the end (Stop), or the
interim (Interim-Update).

Number of seconds the client has
been trying to send a particular
record.

Number of octets that have been
received from the port during the
time this service has been provided.

Number of octets that have been
sent to the port during the time this
service has been provided.

Dynamic CoA
Support

Yes

Not supported for
DHCP sessions.

No

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

44

45

46

47

48

Attribute Name

Acct-Session-1D

Acct-Authentic

Acct-Session-Time

Acct-Input-Packets

Acct-Output-Packets

Description

Unique accounting identifier that
makes it easy to match start and
stop records in a log file. The
identifier can be in one of the
following formats:

o decimal—For example, 435264

e description—In the generic
format, jnpr interface-
specifier: subscriber-session-id.
For example, jnpr fastEthernet
3/2.6:1010101010101

Method by which user was
authentication: whether by
RADIUS, the NAS itself, or another
remote authentication protocol.

Number of seconds that the user
has received service

Number of packets that have been
received from the port during the
time this service has been provided
to a framed user.

Number of packets that have been
sent to the port in the course of
delivering this service to a framed
user.

Dynamic CoA
Support

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

49

Attribute Name

Acct-Terminate-Cause

Description

Reason the service (a PPP session)
was terminated. The service can be
terminated for the following
reasons:

e User Request (1)—User initiated
the disconnect (log out).

e |dle Timeout (4)—Idle timer has
expired.

e Session Timeout (5)—Client
reached the maximum
continuous time allowed on the
service or session.

e Admin Reset (6)—System
administrator terminated the
session.

e Port Error (8)—PVC failed; no
hardware or no interface.

e NAS Error (9)—Negotiation
failures, connection failures, or
address lease expiration.

o NAS Request (10)—PPP
challenge timeout, PPP request
timeout, tunnel establishment
failure, PPP bundle failure, IP
address lease expiration, PPP
keep-alive failure, tunnel
disconnect, or an unaccounted-
for error.

Dynamic CoA
Support

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name

52 Acct-Input-Gigawords
53 Acct-Output-Gigawords
55 Event-Timestamp

61 NAS-Port-Type

Description

Number of times the Acct-Input-
Octets counter has wrapped
around 232 during the time this
service has been provided. Can be
present in Accounting-Request
records only where the Acct-
Status-Type is set to Stop or
Interim-Update.

Number of times the Acct-Output-
Octets counter has wrapped
around 232 in the course of
delivering this service. Can be
present in Accounting-Request
records only where the Acct-
Status-Type is set to Stop or
Interim-Update.

Time that this event occurred on
the NAS, in seconds, since January
1, 1970 00:00 UTC.

Type of physical port the NAS is
using to authenticate the user.

For a tunneled PPP user in an L2TP
LNS session, there is no physical
port. In this case, the port type is
Virtual.

Dynamic CoA
Support

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

64

65

66

67

68

69

Attribute Name

Tunnel-Type

Tunnel-Medium-Type

Tunnel-Client-Endpoint

Tunnel-Server-Endpoint

Acct-Tunnel-Connection

Tunnel-Password

Description

e Tunneling protocol to use (in the
case of a tunnel initiator) or the
tunneling protocol already in
use (in the case of a tunnel
terminator).

e Only L2TP tunnels are currently
supported.

e Transport medium to use when
creating a tunnel for protocols
that can operate over multiple
transports.

e Only IPv4 is currently
supported.

Address of the initiator end of the
tunnel (LAC).

Address of the server end of the
tunnel (LNS).

Identifier assigned to the tunnel
session. Value is the same as the
Call Serial Number AVP received
from the LAC in the ICRQ message.

Encrypted password used to
authenticate to a remote server.
Recommended over using VSA
Tunnel-Password [26-9] because of
the encryption. Do not use both
this attribute and the VSA.

Dynamic CoA
Support

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name Description Dynamic CoA
Support
77 Connect-Info e Information sent from the NAS = No

that describes the subscriber’s
connection, such as transmit
speed.

e Non-standard use for LLID
preauthentication feature.

82 Tunnel-Assignment -Id Tunnel to which a session is No
assigned. When user profiles share
the same values for Tunnel-
Assignment-Id, Tunnel-Server-
Endpoint, and Tunnel-Type, the LAC
can group these users into the
same tunnel. This grouping enables
fewer tunnels to be created. (LAC)

83 Tunnel-Preference o Included in each set of No

tunneling attributes to indicate
the relative preference assigned
to each tunnel when more than
one set of tunneling attributes
is returned by the RADIUS
server to the tunnel initiator.

® Included in the Tunnel-Link-
Start, the Tunnel-Link-Reject,
and the Tunnel-Link-Stop
packets (LAC only).



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

85

Attribute Name

Acct-Interim-Interval

Description

Number of seconds between each
interim accounting update for this
session.

The router uses the following
guidelines for interim accounting:

e Attribute value is within the
acceptable range (from 600
through 86,400 seconds)—
Accounting is updated at the
specified interval.

e Attribute value of 0—No
RADIUS accounting is
performed.

e Attribute value is less than the
minimum acceptable value—
Accounting is updated at the
minimum interval (600
seconds).

e Attribute value is greater than
the maximum acceptable value
—Accounting is updated at the
maximum interval (86,400
seconds).

NOTE: Values are rounded up to
the next higher multiple of 10
minutes. For example, a setting
of 900 seconds (15 minutes) is
rounded up to 20 minutes (1200
seconds).

Dynamic CoA
Support

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

87

88

90

91

95

96

Attribute Name

NAS-Port-Id

Framed-Pool

Tunnel-Client-Auth-Id

Tunnel-Server-Auth-Id

NAS-IPv6-Address

Framed-Interface-1D

Description

Text string that identifies the
physical interface of the NAS that is
authenticating the user.

For a tunneled PPP user in an L2TP
LNS session, there is no physical
port, and the NAS-Port-Id value has
the following format:

medlia:local address.peer
address:local tunnel id:peer tunnel
id:local session id:peer session
id:call serial number. For example,
[p:198.51.100.1:192.168.0.2:
3341:21031:16138:11846:2431.
The local information refers to the
LNS and the peer information
refers to the LAC.

Name of an assigned address pool
to use to assign an address for the
user.

Name of the tunnel initiator (LAC)
used during the authentication
phase of tunnel establishment.

Name of the tunnel terminator
(LNS) used during the
authentication phase of tunnel
establishment.

Address of the NAS that is
requesting authentication of the
user.

Interface identifier that is
configured for the user.

Dynamic CoA
Support

No

No

No

No

No

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name Description

97 Framed-IPv6-Prefix IPv6 prefix and address that are
configured for the user. Prefix
lengths of 128 are associated with
host addresses. Prefix lengths less
than 128 are associated with

NDRA prefixes.

98 Login-IPv6-Host System the user connects to when
the Login-Service attribute is
included.

99 Framed-IPv6-Route IPv6 routing information that is

configured for the user.

100 Framed-IPvé6-Pool Name of the assigned pool used to
assign the address and IPvé6 prefix
for the user.

Dynamic CoA
Support

No

No

Yes

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number

101

Attribute Name

Error-Cause

Description

Reason that the RADIUS server
does not honor Disconnect-
Request or CoA-Request messages.
Depending on the value, can be
included in CoA NAK or Disconnect
NAK messages.

o 201—Residual Session Context
Removed (Disconnect ACK
only)

e 202—Invalid EAP Packet
(Ignored)

e 401—Unsupported Attribute;
request contains unsupported
attribute.

e 402—Missing Attribute; critical
attribute missing from request

o 403—NAS Identification
Mismatch

o 404—Invalid Request

o 405—Unsupported Service

e 406—Unsupported Extension
e 407—Invalid Attribute Value

o 501—Administratively
Prohibited

e 502—Request Not Routable
(Proxy)

o 503—Session Context Not
Found

Dynamic CoA
Support

No



Table 1: Supported RADIUS IETF Attributes (Continued)

Attribute Number Attribute Name Description Dynamic CoA
Support

e 504—Session Context Not
Removable

o 505—O0ther Proxy Processing
Error

o 506—Resources Unavailable
o 507—Request Initiated

e 508—Multiple Session Selection

Unsupported
123 Delegated-IPv6-Prefix IPv6 prefix that is delegated to the No
user.
168 Framed-IPv6-Address IPv6 address of the authenticated No

user. The Framed-IPv6-Address
attribute is sent if the IPv6 address
is assigned to the subscriber.

242 Ascend-Data-Filter Binary data that specifies RADIUS Yes
policy definitions.

Juniper Networks VSAs Supported by the AAA Service Framework

Table 2 on page 20 describes Juniper Networks VSAs supported by the Junos OS AAA Service
Framework. The AAA Service Framework uses vendor ID 2636, which is assigned to Juniper Networks
by the Internet Assigned Numbers Authority (IANA). Some VSAs correspond to Juniper Networks
predefined variables; see Junos OS Predefined Variables That Correspond to RADIUS Attributes and
VSAs.

@ NOTE: A “Yes” entry in the Dynamic CoA Support column indicates that the attribute can
be dynamically configured by Access-Accept messages and dynamically modified by
CoA-Request messages.
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number

26-232

Attribute Name

Attainable-Gamma-Data-Rate-Upstream
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number

26-233

Attribute Name
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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Table 2: Supported Juniper Networks VSAs (Continued)

Attribute Number Attribute Name D V  Dynamic CoA
e al Support
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AAA Access Messages and Supported RADIUS Attributes and Juniper Networks VSAs
for Junos OS

Table 3 on page 438 shows the RADIUS attributes and Juniper Networks VSAs (vendor ID 4874)
support in AAA access messages. A checkmark in a column indicates that the message type supports
that attribute.

Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs

Attrib = Attribute Name Access  Access = Access @ Access CoA Discon
ute Request Accept = Reject Challen = Reques  nect
Numb ge t Reques
er t

1 User-Name v v - - - v/

2 User-Password v - - - - -

3 CHAP-Password v - - - - _

4 NAS-IP-Address v/ - - - - -

5 NAS-Port v/ - - - - -

6 Service-Type v v - - - _

7 Framed-Protocol v/ v - - - -

8 Framed-IP-Address v/ v - - v -

9 Framed-IP-Netmask - v - - - -

11 Filter-1d - v - - - -

12 Framed-MTU v - - - - _

18 Reply-Message - v v v - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

22 Framed-Route - v/ - — - _

24 State v v - v - _

25 Class - v/ - - 4 _

26-1 Virtual-Router v v - - v -

26-4 Primary-DNS - v - - - -
26-5 Secondary-DNS - v - - - -

26-6 Primary-WINS - v - - - -

26-7 Secondary-WINS - V4 - - - _

26-8 Tunnel-Virtual-Router - v - - - -

26-9 Tunnel-Password - v - - - _
26-10 | Ingress-Policy-Name - v - - - _
26-11  Egress-Policy-Name - v - - - _
26-23 | IGMP-Enable - v - - - -

26-24  PPPoE-Description v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-25 @ Redirect-VR-Name - v - - - -
26-31 @ Service-Bundle - v - - - -
26-33  Tunnel-Maximum-Sessions - v - - - -

26-34 | Framed-IP-Route-Tag. Supported only - v - - - -
on JunosE for ERX and E320 platforms.
26-47 | lpv6-Primary-DNS - v - - - -
26-48  Ipv6-Secondary-DNS - v - - - _
26-55  DHCP-Options v - - - - -
26-56 = DHCP-MAC-Address v v - - - -
26-57 | DHCP-GI-Address v - - - - -
26-58 | Ll-Action - v - - v -
26-59 | Med-Dev-Handle - v - - v -
26-60 @ Med-Ip-Address - v - - v -
26-61 | Med-Port-Number - v - - v -

26-63 | Interface-Desc v - - - - _



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-64 | Tunnel-Group - v - - - _
26-65 | Activate-Service - v - - v -
26-66 = Deactivate-Service - v - - v -
26-67 | Service-Volume - v - - v -
26-68 | Service-Timeout - v - - v -
26-69 | Service-Statistics - v - - v -
26-71  IGMP-Access-Name - v - - - _
26-72  IGMP-Access-Src-Name - v - - - _
26-74  MLD-Access-Name - V4 - - - _
26-75 ' MLD-Access-Src-Name - V4 - - - _
26-77 = MLD-Version - v/ - - - _
26-78 | IGMP-Version - v/ - - - _
26-91 | Tunnel-Switch-Profile - V4 - - - _

26-92  L2C-Up-Stream-Data v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-93 ' L2C-Down-Stream-Data v - - - - -
26-94 = Tunnel-Tx-Speed-Method - v - - - -
26-97  IGMP-Immediate-Leave - v - - -

26-10 = MLD-Immediate-Leave - v - - - -

0

26-10 | IPvé6-Ingress-Policy-Name - v - - - -

6

26-10  IPvé-Egress-Policy-Name - v - - - -

7

26-10 = CoS-Parameter-Type - v - - v -

8

26-10 = DHCP-Guided-Relay-Server - v - - - -

9

26-11 = Acc-Loop-Cir-Id v - - - - -

0

26-11 = Acc-Aggr-Cir-Id-Bin v - - - - -

1

26-11 = Acc-Aggr-Cir-ld-Asc v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-11 = Act-Data-Rate-Up v - - - - -

3

26-11 | Act-Data-Rate-Dn v - - - - -

4

26-11 = Min-Data-Rate-Up v - - - - -

5

26-11  Min-Data-Rate-Dn v - - - - -

6

26-11 = Att-Data-Rate-Up v - - - - -

7

26-11  Att-Data-Rate-Dn v - - - - -

8

26-11  Max-Data-Rate-Up v - - - - -

9

26-12 = Max-Data-Rate-Dn v - - - - -

0

26-12 = Min-LP-Data-Rate-Up v - - - - -

1

26-12 = Min-LP-Data-Rate-Dn v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-12 = Max-Interlv-Delay-Up v - - - - -

3

26-12  Act-Interlv-Delay-Up v - - - - -

4

26-12 = Max-Interlv-Delay-Dn v - - - - -

5

26-12  Act-Interlv-Delay-Dn v - - - - -

6

26-12 = DSL-Line-State v - - - - -

7

26-12  DSL-Type v - - - - -

8

26-13 ' QoS-Set-Name - v - - - -

0

26-14 = Service-Interim-Account-Interval - v - - v -

0

26-14 = Downstream-Calculated-QoS-Rate v - - - - -

1

26-14  Upstream-Calculated-QoS-Rate v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-14 = Max-Clients-Per-Interface - v - - - -

3

26-14 = Cos-Scheduler-Pmt-Type - v - - v -

6

26-15  PPPoE-Padn - v - - - -

8

26-16 @ Vlan-Map-Id - v - - - -

0

26- IPv6-Delegated-Pool-Name - v - - - -
161

26-16 = Tx-Connect-Speed v - - - - -

2

26-16 = Rx-Connect-Speed v - - - - -

3

26-16  |IPv4-Release-Control v - - - - -

4

26-17 @ Service-Activate-Type - v - - v -

3

26-17  Client-Profile-Name. v v - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-17  Service-Volume-Gigawords - v - - v -

9

26-18 @ Update-Service - - - - v -

0

26-18 = DHCPv6-Guided-Relay-Server - v - - - -

1

26-18 = Acc-Loop-Remote-Id v - - - - -

2

26-18 = Acc-Loop-Encap v - - - - -

3

26-18 | Inner-Vlan-Map-Id - v - - - -

4

26-18 @ DHCP-First-Relay-IPv4-Address v - - - - -

9

26-19 = DHCP-First-Relay-IPv6-Address v - - - - -

0

26-19  Input-Interface-Filter v - - - v -

1

26-19 = Output-Interface-Filter v - - - v -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-19 = Pim-Enable - v - - - -

3

26-19  Bulk-CoA-Transaction-Id - - - - v -

4

26-19  Bulk-CoA-Identifier - - - - v -

5

26-19 | IPv4-Input-Service-Set v - - - - -

6

26-19 | IPv4-Output-Service-Set v - - - - -

7

26-19 | IPv4-Input-Service-Filter v - - - - -

8

26-19  IPv4-Output-Service-Filter v - - - - -

9

26- IPv6-Input-Service-Set v - - - - -
200

26-20 | IPv6-Output-Service-Set v - - - - -

1

26-20 | IPv6-Input-Service-Filter v - - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-20 | IPv6-Output-Service-Filter v - - - - -

3

26-20 = Adv-Pcef-Profile-Name v - - - - -

4

26-20 = Adv-Pcef-Rule-Name v - - - - -

5

26-20 = Re-Authentication-On-Renew - v - - - -

6

26-20 @ DHCPv6-Options v v - - - -

7

26-20 @ DHCP-Header v - - - - -

8

26-20 @ DHCPvé6-Header v - - - - -

9

26-21  Inner-Tag-Protocol-Id - v - - - -

1

26-21 | Routing-Services - v - - - -

2

26-21 | Interface-Set-Targeting-Weight - v - - - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t
26-21  Interface-Targeting-Weight - v - - - -

4

26- Hybrid-Access-DSL-Downstream- - v - - - -

216 Speed

26-21  Hybrid-Access-LTE-Downstream- - v - - - -

7 Speed

26- Connection-Status-Message - v - - v -

218

26- PON-Access-Type v - - - - -

219

26- ONT/ONU-Average-Data-Rate- v - - - - -

220 Downstream

26- ONT/ONU-Peak-Data-Rate- v - - - - -

221 Downstream

26- ONT/ONU-Maximum-Data-Rate- v - - - - -

222 Upstream

26- ONT/ONU-Assured-Data-Rate- v - - - - -
223 Upstream

26- PON-Tree-Maximum-Data-Rate- v - - - - -
224 Upstream



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib  Attribute Name Access Access = Access Access = CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

26- PON-Tree-Maximum-Data-Rate- v - - - - -

225 Downstream

26- Expected-Throughput-Upstream v - - - - -

226

26- Expected-Throughput-Downstream v - - - - -

227

26- Attainable-Expected-Throughput- v - - - - -

228 Upstream

26- Attainable-Expected-Throughput- v - - - - -
229 Downstream

26- Gamma-Data-Rate-Upstream v - - - - -
230

26- Gamma-Data-Rate-Downstream v - - - - -
231

26- Attainable-Gamma-Data-Rate- v - - - - -

232 Upstream

26- Attainable-Gamma-Data-Rate- v - - - - -
233 Downstream
27 Session-Timeout - v - v v -

28 Idle-Timeout - v - v - -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

31 Calling-Station-ID v - - - v -

32 NAS-Identifier v - - - - _

44 Acct-Session-ID v - - - v v

61 NAS-Port-Type v - - - - _

64 Tunnel-Type v v - - - _

65 Tunnel-Medium-Type v v - - - -

66 Tunnel-Client-Endpoint v v - - - _

67 Tunnel-Server-Endpoint v v - - - _

68 Acct-Tunnel-Connection v v - - - -

69 Tunnel-Password - V4 - - - _

82 Tunnel-Assignment-Id v v - - - -

83 Tunnel-Preference - v - - - -

85 Acct-Interim-Interval - V4 - - - _

87 NAS-Port-Id v/ - - - v/ -



Table 3: AAA Access Messages: Supported RADIUS Attributes and Juniper Networks VSAs (Continued)

Attrib = Attribute Name Access  Access = Access | Access @ CoA Discon
ute Request = Accept = Reject Challen = Reques nect
Numb ge t Reques
er t

88 Framed-Pool - v/ - — - _

90 Tunnel-Client-Auth-Id v v - - - -

91 Tunnel-Server-Auth-Id v v - - - -

95 NAS-IPv6-Address v - - - - -

96 Framed-Interface-1D - v - - - _

97 Framed-IPvé6-Prefix - v - - - -

98 Login-IPv6-Host v v - - - _

99 Framed-IPvé6-Route - v - - - -

100 Framed-IPvé6-Pool - v - - - _

123 Delegated-IPvé6-Prefix - V4 - - - _

168 Framed-IP-Address - v/ - - - _

242 Ascend-Data-Filter - v - - v -

@ NOTE: The RADIUS VSA ID 26-174 denotes
Client-Profile-Name
. You can use RADIUS VSA 26-174 to override an assigned client dynamic profile with a
specified client profile name. This VSA allows RADIUS to differentiate between dynamic



profiles on the router when a version alias string is included. It supports both Access-
Accept and Access-Request. This feature enhances profile management and
customization capabilities within your network infrastructure.

AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks
VSAs for Junos OS

Table 4 on page 453 shows the RADIUS attributes and Juniper Networks VSAs support in AAA
accounting messages. A checkmark in a column indicates that the message type supports that attribute.

Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

Attribute Attribute Name Acct Start = Acct Stop = Interim Acct On Acct Off
Number Acct

1 User-Name v v v - -
3 CHAP-Password v - - - _
4 NAS-IP-Address v v v v v
5 NAS-Port v v v - _
6 Service-Type v v v - -
7 Framed-Protocol 4 v 4 - -
8 Framed-IP-Address 4 v v - -
9 Framed-IP-Netmask v v v - -
11 Filter-1d - v v - -
22 Framed-Route 4 v v - -

25 Class v v v - -



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs
(Continued)

Attribute Attribute Name Acct Start = Acct Stop = Interim Acct On Acct Off
Number Acct

26-1 Virtual-Router v v v - -
26-10 Ingress-Policy-Name v v v - -
26-11 Egress-Policy-Name v v v - -
26-24 PPPoE-Description v v v - -
26-42 Input-Gigapackets - v v - -
26-43 Output-Gigapackets - v v - -
26-47 Ipv6-Primary-DNS v v v - -
26-48 Ipv6-Secondary-DNS v v v - -
26-51 Disconnect-Cause - v - - -
26-55 DHCP-Options v v v - -
26-56 DHCP-MAC-Address v v v - -
26-57 DHCP-GI-Address v v v - -
26-63 Interface-Desc v 4 v - -
26-83 Service-Session - 4 v - -

26-92 L2C-Up-Stream-Data v v v - -



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs
(Continued)

Attribute Attribute Name Acct Start = Acct Stop = Interim Acct On Acct Off
Number Acct

26-93 L2C-Down-Stream-Data v 4 v - -
26-110 Acc-Loop-Cir-Id v v v - -
26-111 Acc-Aggr-Cir-Id-Bin v v v - -
26-112 Acc-Aggr-Cir-Id-Asc v v v - -
26-113 Act-Data-Rate-Up v v v - -
26-114 Act-Data-Rate-Dn 4 v 4 - -
26-115 Min-Data-Rate-Up v v v - -
26-116 Min-Data-Rate-Dn v v v - -
26-117 Att-Data-Rate-Up v v v - -
26-118 Att-Data-Rate-Dn v v 4 - -
26-119 Max-Data-Rate-Up v v v - -
26-120 Max-Data-Rate-Dn v 4 v - -
26-121 Min-LP-Data-Rate-Up v v v - -
26-122 Min-LP-Data-Rate-Dn v 4 v - -

26-123 Max-Interlv-Delay-Up v v v - -



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs
(Continued)

Attribute Attribute Name Acct Start = Acct Stop = Interim Acct On Acct Off
Number Acct

26-124 Act-Interlv-Delay-Up v v v - -
26-125 Max-Interlv-Delay-Dn v v v - -
26-126 Act-Interlv-Delay-Dn v v v - -
26-127 DSL-Line-State v v v - -
26-128 DSL-Type v v v - -
26-141 Downstream-Calculated-QoS- v v v - -

Rate

26-142 Upstream-Calculated-QoS-Rate v v v - -
26-151 IPv6-Acct-Input-Octets - v v - -
26-152 IPv6-Acct-Output-Octets - v v - -
26-153 IPv6-Acct-Input-Packets - v v - -
26-154 IPv6-Acct-Output-Packets - v v - -
26-155 IPv6-Acct-Input-Gigawords - v v - -
26-156 IPv6-Acct-Output-Gigawords - v v - -

26-160 Vlan-Map-Id v v v - -



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

26-162

26-163

26-164

26-177

26-182

26-183

26-184

26-185

26-188

26-190

26-191

26-192

26-207

26-210

26-219

Attribute Name

Tx-Connect-Speed

Rx-Connect-Speed

IPv4-Release-Control

Cos-Shaping-Rate

Acc-Loop-Remote-Id

Acc-Loop-Encap

Inner-Vlan-Map-Id

Core-Facing-Interface

DHCP-First-Relay-IPv4-Address

DHCP-First-Relay-IPvé6-Address

Input-Interface-Filter

Output-Interface-Filter

DHCPv6-Options

Acct-Request-Reason

PON-Access-Type

Acct Start

Acct Stop

Interim Acct On Acct Off
Acct



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute

Number

26-220

26-221

26-222

26-223

26-224

26-225

26-226

26-227

26-228

26-229

26-230

Attribute Name

ONT/ONU-Average-Data-Rate-
Downstream

ONT/ONU-Peak-Data-Rate-
Downstream

ONT/ONU-Maximum-Data-
Rate-Upstream

ONT/ONU-Assured-Data-Rate-
Upstream

PON-Tree-Maximum-Data-Rate-
Upstream

PON-Tree-Maximum-Data-Rate-
Downstream

Expected-Throughput-Upstream

Expected-Throughput-
Downstream

Attainable-Expected-
Throughput-Upstream

Attainable-Expected-
Throughput-Downstream

Gamma-Data-Rate-Upstream

Acct Start

Acct Stop

Interim Acct On Acct Off
Acct



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

26-231

26-232

26-233

31

32

40

41

42

43

44

45

46

47

48

Attribute Name

Gamma-Data-Rate-Downstream

Attainable-Gamma-Data-Rate-
Upstream

Attainable-Gamma-Data-Rate-
Downstream

Calling-Station-ID

NAS-Identifier

Acct-Status-Type

Acct-Delay-Time

Acct-Input-Octets

Acct-Output-Octets

Acct-Session-ID

Acct-Authentic

Acct-Session-Time

Acct-Input-Packets

Acct-Output-Packets

Acct Start

Acct Stop

Interim Acct On
Acct

Acct Off



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs

(Continued)

Attribute
Number

49

52

53

55

61

64

65

66

67

68

77

82

87

90

91

Attribute Name

Acct-Terminate-Cause

Acct-Input-Gigawords

Acct-Output-Gigawords

Event-Timestamp

NAS-Port-Type

Tunnel-Type

Tunnel-Medium-Type

Tunnel-Client-Endpoint

Tunnel-Server-Endpoint

Acct-Tunnel-Connection

Connect-Info

Tunnel-Assignment-Id

NAS-Port-Id

Tunnel-Client-Auth-Id

Tunnel-Server-Auth-Id

Acct Start

Acct Stop

Interim Acct On Acct Off
Acct



Table 4: AAA Accounting Messages—Supported RADIUS Attributes and Juniper Networks VSAs
(Continued)

Attribute Attribute Name Acct Start = Acct Stop = Interim Acct On Acct Off
Number Acct

99 Framed-IPv6-Route v v v - -

100 Framed-IPv6-Pool v v v - -

123 Delegated-IPv6-Prefix v v v - -

DSL Forum Vendor-Specific Attributes

IN THIS SECTION

DSL Forum VSAs and PPPoE-IA Tags | 469

Broadband access lines have many characteristics that are not supported by standard RADIUS
attributes. A telecommunications and networking industry consortium, formerly called the DSL Forum
and since 2008 called the Broadband Forum, develops standards and specifications for broadband
technologies and products. The DSL Forum concentrated only on digital subscriber lines. The forum
changed its name as it expanded the scope of its work to other broadband access technologies, such as
passive optical networking (PON).

The DSL Forum defined RADIUS vendor-specific attributes (VSAs) to convey that information to the
RADIUS server for processing. These VSAs include information about the access lines, the subscribers
using the lines, and data rates on the lines. Subscriber management does not process the VSA values—
the router simply passes the values received from the subscriber to the RADIUS server, without
performing any parsing or manipulation. However, you can manage the content of the VSAs either by
using the client configuration to restrict the DSL Forum VSAs that the client sends, or by configuring the
RADIUS server to ignore unwanted DSL Forum VSAs.

The terminology used with the DSL Forum VSAs can be confusing. Each of these VSAs is actually a
subattribute of the DSL Forum RADIUS VSA. The DSL Forum RADIUS VSA is simply a container for the
subattributes that transports them to the RADIUS server. The DSL Forum RADIUS VSA provides the
following information that applies to each subattribute:



e Type = 26. This value indicates that the subattribute is a vendor-specific attribute.

e Vendor-ID = 3561. This value is the vendor ID (enterprise number) assigned to the Broadband Forum
by the Internet Assigned Numbers Authority (IANA).

Each subattribute is a TLV; that is, it specifies type, length, and value information:

e The vendor type is a number assigned by the Broadband Forum that identifies the subattribute. This
number is sometimes referred to as the attribute number.

e The vendor length is a number that specifies the length of the entire subattribute.

e The value field contains information specific to the subattribute, such as data rates or access line
identifiers.

After the name changed to the Broadband Forum, the forum added PON VSAs. We still refer to them as
DSL Forum VSAs because they are subattributes of the DSL Forum VSA. Some of the VSAs previously
used only for DSL networks are also used for PON networks.

@ NOTE: The full designation for a DSL Forum VSA is 26-3561-type. The vendor ID is
critical to distinguishing between VSAs. For example, 26-3561-1 is a different attribute
than 26-4874-1; 4874 is a Juniper Networks enterprise number. When the enterprise is
clear from the context, our documentation may omit the enterprise number. For
example, when a table refers to attributes for only one enterprise, we may omit the
number to make the table easier to read.

The following documents provide information about the attributes:

e RFC 4679, DSL Forum Vendor-Specific RADIUS Attributes

e RFC 5515, Layer 2 Tunneling Protocol (L2TP) Access Line Information Attribute Value Pair (AVP)
Extensions

e RFC 6320, Protocol for Access Node Control Mechanism in Broadband Networks
e RFC 6320 Draft Extension, Access Extensions for the Access Node Control Protocol
e Broadband Forum technical report TR-101, Migration to Ethernet-Based Broadband Aggregation

Table 5 on page 463 describes the DSL Forum VSAs. Starting in Junos OS Release 19.3R1, we support
the PON and DSL G.fast VSAs.



Table 5: DSL Forum VSAs (Vendor ID 3561)

Type

Name

Agent-Circuit-Id

Agent-Remote-Id

Access-Aggregation-
Circuit-ID-ASCII

Description Access Type

Identifier for the subscriber agent DSL, PON
circuit ID (ACI) that corresponds to

the access node interface from which

subscriber requests are initiated.

For auto-sensed VLANSs, the ACl is
extracted from DHCP discover,
DHCPvé6 solicit, or PPPoE PADI
messages, stored in the VLAN shared
database entry, and then presented
in the RADIUS Access-Request
message in this VSA.

Unique identifier for the subscriber DSL, PON
associated with the access node

interface from which requests are

initiated.

For auto-sensed VLANSs, the ARl is
extracted from DHCP discover,
DHCPvé6 solicit, or PPPoE PADI
messages, stored in the VLAN shared
database entry, and then presented
in the RADIUS Access-Request
message in this VSA.

ASCII identifier for the subscriber DSL, PON
access line, based on its network-
facing logical appearance

If the string begins with a # sign,
then the remainder of the string
represents a logical intermediate
node (DPU-C or PON tree) in the
access network to which the
subscriber is attached. The string is
used as the name of a CoS Level 2
interface set that groups subscribers.

Value

string

string

string



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

129

130

131

132

133

134

135

136

137

Name

Access-Aggregation-
Circuit-1D-Binary

Actual-Data-Rate-
Upstream

Actual-Data-Rate-
Downstream

Minimum-Data-Rate-
Upstream

Minimum-Data-Rate-
Downstream

Attainable-Data-Rate-
Upstream

Attainable-Data-Rate-
Downstream

Maximum-Data-Rate-
Upstream

Maximum-Data-Rate-
Downstream

Minimum-Data-Rate-
Upstream-Low-Power

Description

Binary identifier for the subscriber
access line

Actual upstream data rate of the
subscriber’s synchronized DSL link, in
bps

Actual downstream data rate of the
subscriber’s synchronized DSL link, in
bps

Minimum upstream data rate
configured for the subscriber, in bps

Minimum downstream data rate
configured for the subscriber, in bps

Upstream data rate that the
subscriber can attain, in bps

Downstream data rate that the
subscriber can attain, in bps

Maximum upstream data rate
configured for the subscriber, in bps

Maximum downstream data rate
configured for the subscriber, in bps

Minimum upstream data rate in low
power state configured for the
subscriber, in bps

Access Type

DSL, PON

DSL

DSL

DSL

DSL

DSL

DSL

DSL

DSL

DSL

Value

string

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

138

139

140

141

142

144

Name

Minimum-Data-Rate-
Downstream-Low-
Power

Maximum-
Interleaving-Delay-
Upstream

Actual-Interleaving-
Delay-Upstream

Maximum-
Interleaving-Delay-
Downstream

Actual-Interleaving-
Delay-Downstream

Access-Loop-
Encapsulation

Description

Minimum downstream data rate in
low power state configured for the
subscriber, in bps

Maximum one-way upstream
interleaving delay configured for the
subscriber, in milliseconds

Subscriber’s actual one-way
upstream interleaving delay, in
milliseconds

Maximum one-way downstream
interleaving delay configured for the
subscriber, in milliseconds

Subscriber’s actual one-way
downstream interleaving delay, in
milliseconds

Encapsulation used by the subscriber
associated with the DSLAM interface
from which requests are initiated

Access Type

DSL

DSL

DSL

DSL

DSL

DSL, PON

Value

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

string: 3-byte



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

145

Name

DSL-Type

Description Access Type

Type of DSL transmission system in DSL
use:

e (0—OTHER

e 1-ADSL1

e 2—-ADSL2

e 3—ADSL2+

e 4-VDSL1

e 5-VDSL2

e 6—-SDSL

e 38—G.fast

e 9—VDSL2 Annex Q
e 190—SDSL bonded
e 11-VDSL2 bonded
e 12—G.fast bonded

e 13—VDSL2 Annex Q bonded

Value

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

146

147

148

149

150

151

152

Name

PON-Access-Type

ONT/ONU-Average-
Data-Rate-
Downstream

ONT/ONU-Peak-
Data-Rate-
Downstream

ONT/ONU-
Maximum-Data-Rate-
Upstream

ONT/ONU-Assured-
Data-Rate-Upstream

PON-Tree-Maximum-
Data-Rate-Upstream

PON-Tree-Maximum-
Data-Rate-
Downstream

Description

Type of PON transmission system in

use:

e (0—OTHER

e 1-GPON

e 2—XG-PON1

e 3—TWDM-PON

e 4-—XGS-PON

e 5-WDM-PON

e 7—UNKNOWN

Average downstream data rate for

ONT/ONU, in Kbps

Peak downstream data rate for ONT/

ONU, in Kbps

Maximum upstream data rate for

ONT/ONU, in Kbps

Assured upstream data rate for ONT/

ONU, in Kbps

Maximum upstream data rate for the

PON tree, in Kbps

Maximum downstream data rate for

the PON tree, in Kbps

Access Type

PON

PON

PON

PON

PON

PON

PON

Value

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type

155

156

157

158

159

160

161

162

Name

Expected-
Throughput-
Upstream

Expected-
Throughput-
Downstream

Attainable-Expected-
Throughput-
Upstream

Attainable-Expected-
Throughput-
Downstream

Gamma-Data-Rate-
Upstream

Gamma-Data-Rate-
Downstream

Attainable-Gamma-
Data-Rate-Upstream

Attainable-Gamma-
Data-Rate-
Downstream

Description

Expected upstream throughput,
which is the net data rate reduced by
expected rate loss, in Kbps

Expected upstream throughput,
which is the net data rate reduced by
expected rate loss, in Kbps

Maximum attainable expected
upstream throughput, in Kbps

Maximum attainable expected
downstream throughput, in Kbps

Actual upstream data rate (net data
rate) for the local loop, adjusted
down by any throughput capability
limitations, in Kbps

Actual downstream data rate (net
data rate) for the local loop, adjusted
down by any throughput capability
limitations, in Kbps

Maximum attainable upstream data
rate (net data rate) for the local loop,
adjusted down by any throughput
capability limitations, in Kbps

Maximum attainable downstream
data rate (net data rate) for the local
loop, adjusted down by any
throughput capability limitations, in
Kbps

Access Type

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

G.fast (DSL)

Value

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer



Table 5: DSL Forum VSAs (Vendor ID 3561) (Continued)

Type Name Description Access Type Value
254 IWF-Session Indication that the interworking DSL No data field
function (IWF) has been performed required

for the subscriber’s PPPoA over
PPPoE session

DSL Forum VSAs and PPPoE-IA Tags

In addition to using information received in ANCP messages, the ANCP agent on the router can use
access line information conveyed in PPPoE packets, such as the PADI and PADR discovery packets. For
PPPoE subscribers that connect through an access node that is running ANCP, the access node adds
access-line information to PPPoE intermediate agent (PPPoE-IA) tags. These tags are located in the
discovery packets that it passes to the router during the establishment of dynamic PPPoE sessions.
Similarly to the way access line information is carried in sub-attributes of the DSL Forum VSA, this
information is contained in sub-tags in the PPPoE Vendor-Specific-Tag (0x105). The sub-tags are also
called tags. The data represents a current, accurate snapshot of the values at the moment that the
subscriber connection is initiated.

Table 6 on page 469 shows the PPPoE-IA tags that correspond to the DSL Forum VSAs. The tag value is
simply the hexadecimal equivalent of the VSA type number. The vendor ID is the same for both the DSL
Forum VSAs and the PPPoE tags: 3561 (OxDE9).

Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags

VSA Type VSA Name PPPoE Tag
1 Agent-Circuit-1d 0x01
2 Agent-Remote-Id 0x02
3 Access-Aggregation-Circuit-1D-ASCII 0x03
6 Access-Aggregation-Circuit-ID-Binary 0x06

129 Actual-Data-Rate-Upstream 0x81



Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags (Continued))

VSA Type VSA Name PPPoE Tag
130 Actual-Data-Rate-Downstream 0x82
131 Minimum-Data-Rate-Upstream 0x83
132 Minimum-Data-Rate-Downstream 0x84
133 Attainable-Data-Rate-Upstream 0x85
134 Attainable-Data-Rate-Downstream 0x86
135 Maximum-Data-Rate-Upstream 0x87
136 Maximum-Data-Rate-Downstream 0x88
137 Minimum-Data-Rate-Upstream-Low-Power 0x89
138 Minimum-Data-Rate-Downstream-Low- Ox8A
Power
139 Maximum-Interleaving-Delay-Upstream Ox8B
140 Actual-Interleaving-Delay-Upstream 0x8C
141 Maximum-Interleaving-Delay-Downstream 0x8D
142 Actual-Interleaving-Delay-Downstream 0x8D
144 Access-Loop-Encapsulation 0x90

145 DSL-Type 0x91



Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags (Continued))

VSA Type VSA Name PPPoE Tag
146 PON-Access-Type 0x92
147 ONT/ONU-Average-Data-Rate-Downstream 0x93
148 ONT/ONU-Peak-Data-Rate-Downstream 0x%94
149 ONT/ONU-Maximum-Data-Rate-Upstream 0x95
150 ONT/ONU-Assured-Data-Rate-Upstream 0x96
151 PON-Tree-Maximum-Data-Rate-Upstream 0x97
152 PON-Tree-Maximum-Data-Rate-Downstream = O0x98
155 Expected-Throughput-Upstream 0x9B
156 Expected-Throughput-Downstream 0x9C
157 Attainable-Expected-Throughput-Upstream 0x9D
158 Attainable-Expected-Throughput- Ox9E
Downstream
159 Gamma-Data-Rate-Upstream Ox9F
160 Gamma-Data-Rate-Downstream OxAO
161 Attainable-Gamma-Data-Rate-Upstream OxA1

162 Attainable-Gamma-Data-Rate-Downstream OxA2



Table 6: Correlation Between DSL Forum VSAs and PPPoE-IA Tags (Continued))

VSA Type VSA Name PPPoE Tag

254 IWF-Session OxFE

DSL Forum VSAs Support in AAA Access and Accounting Messages for Junos OS

Table 7 on page 472 lists the DSL Forum VSAs supported by Junos OS in RADIUS Access-Request, Acct-
Start, Acct-Stop, Interim-Acct, and CoA-Request messages. A checkmark in a column indicates that the
message type supports that attribute.

@ NOTE: The DSL Forum vendor ID is 3561 is omitted from the attribute number to
simplify the table. For example, the full designation for DSL Forum VSA Agent-Circuit-Id
is 26-3561-1.

Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561)

Attribute Attribute Access Acct Start Acct Stop Interim Acct CoA Request

Number Name Request

26-1 Agent- v v v v v
Circuit-Id

26-2 Agent- v v v v v
Remote-Id

26-3 Access- v v v v -
Aggregation-
Circuit-1D-
ASCII

26-6 Access- v v v v -
Aggregation-
Circuit-1D-

Binary



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-129

26-130

26-131

26-132

26-133

26-134

26-135

26-136

Attribute
Name

Actual-Data-
Rate-
Upstream

Actual-Data-
Rate-
Downstream

Minimum-
Data-Rate-
Upstream

Minimum-
Data-Rate-
Downstream

Attainable-
Data-Rate-
Upstream

Attainable-
Data-Rate-
Downstream

Maximum-
Data-Rate-
Upstream

Maximum-
Data-Rate-
Downstream

Access
Request

Acct Start

Acct Stop

Interim Acct

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-137

26-138

26-139

26-140

26-141

26-142

26-144

26-145

Attribute
Name

Minimum-
Data-Rate-
Upstream-
Low-Power

Minimum-
Data-Rate-
Downstream-
Low-Power

Maximum-
Interleaving-
Delay-
Upstream

Actual-
Interleaving-
Delay-
Upstream

Maximum-
Interleaving-
Delay-
Downstream

Actual-
Interleaving-
Delay-
Downstream

Access-Loop-
Encapsulatio
n

DSL-Type

Access
Request

Acct Start

Acct Stop

Interim Acct

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-146

26-147

26-148

26-149

26-150

26-151

26-152

Attribute
Name

PON-Access-
Type

ONT/ONU-
Average-
Data-Rate-
Downstream

ONT/ONU-
Peak-Data-
Rate-
Downstream

ONT/ONU-
Maximum-
Data-Rate-
Upstream

ONT/ONU-
Assured-
Data-Rate-
Upstream

PON-Tree-
Maximum-
Data-Rate-
Upstream

PON-Tree-
Maximum-
Data-Rate-
Downstream

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute
Number

26-155

26-156

26-157

26-158

26-159

26-160

26-161

26-162

Attribute
Name

Expected-
Throughput-
Upstream

Expected-
Throughput-
Downstream

Attainable-
Expected-
Throughput-
Downstream

Attainable-
Expected-
Throughput-
Downstream

Gamma-
Data-Rate-
Upstream

Gamma-
Data-Rate-
Downstream

Attainable-
Gamma-
Data-Rate-
Upstream

Attainable-
Gamma-
Data-Rate-
Downstream

Access
Request

Acct Start

Acct Stop

Interim Acct

CoA Request



Table 7: RADIUS Message Support for DSL Forum VSAs (Vendor ID 3561) (Continued)

Attribute Attribute Access Acct Start Acct Stop Interim Acct CoA Request
Number Name Request
26-254 IWF-Session v v v v -

RADIUS Support for Microsoft Corporation VSAs for DNS Server Addresses

Starting in Junos OS Release 15.1, the Junos OS AAA implementation supports RADIUS VSAs that
identify the primary and secondary DNS servers for IANA private enterprise number 311 (Microsoft
Corporation). For example, during PPP authentication, the router receives the VSAs from a RADIUS
server and uses the attributes to provision customer premise equipment.

The two VSAs are shown in the following table, and are described in RFC 2548 (Microsoft Vendor-
specific RADIUS Attributes)

Table 8: Microsoft Vendor-Specific RADIUS Attributes for DNS Server Addresses

Attribute Attribute Name Description Value

Number

26-28 MS-Primary-DNS- IP address of the primary Domain Name integer: 4-octet
Server Server. primary-dns-address

This VSA can be included in Access-Accept
and Accounting-Request packets.

26-29 MS-Secondary- IP address of the secondary Domain Name integer: 4-octet
DNS-Server Server. secondary-dns-
address

This VSA can be included in Access-Accept
and Accounting-Request packets.

SEE ALSO

DNS Address Assignment Precedence | 941



Support for Cisco Systems VSAs

Cisco Systems, IANA private enterprise number 9, uses a single VSA, Cisco-AVPair (26-1). This VSA
conveys different information based on the values it contains. In some subscriber access networks,
which have a Junos based BNG connected to both a RADIUS server and a Cisco BroadHop application
that is used as the Policy Control and Charging Rules Function (PCRF) server for provisioning services
using RADIUS change of authorization (CoA) messages, you can use this VSA in RADIUS messages to
activate and deactivate services. You cannot modify any attributes in authentication, accounting, or CoA
responses in the RADIUS messages that the BNG sends. See "Processing Cisco VSAs in RADIUS
Messages for Service Provisioning" on page 589 for more information.

Any Cisco VSAs other than the ones used to provision the services are considered as unsupported
attributes.

Subscriber Management RADIUS Dictionary Files

The Juniper Networks RADIUS dictionary that is used by default for subscriber management is updated
when software features that affect the file are added or changed. The dictionary is not updated for
every Junos OS release. The dictionary includes Juniper Networks vendor-specific attributes that are
used by Junos OS, JunosE OS, or both.

@ NOTE: The VSA names in the dictionary begin with the prefix “Jnpr-" or “Unisphere". By
convention, both prefixes are omitted from the Tech Library documentation to reduce
confusion in feature discussions.

e "Junos OS Release 18.4 Subscriber Management RADIUS Dictionary [DCT]" on page 825
e "Junos OS Release 18.2 Subscriber Management RADIUS Dictionary [DCT]" on page 803
e "Junos OS Release 17.4 Subscriber Management RADIUS Dictionary [DCT]" on page 781
e "Junos OS Release 17.1 Subscriber Management RADIUS Dictionary [DCT]" on page 759
e "Junos OS Release 16.2 Subscriber Management RADIUS Dictionary [DCT]" on page 737
e "Junos OS Release 16.1 Subscriber Management RADIUS Dictionary [DCT]" on page 716

e "Junos OS Release 15.1 Subscriber Management RADIUS Dictionary [DCT]" on page 694

Interface Text Descriptions for Inclusion in RADIUS Attributes

RADIUS attributes such as NAS-Port-ID (87) and Calling-Station-1D (31) include a description that
identifies the physical interface that is used to authenticate subscribers. The default format for
nonchannelized interfaces is as follows:

interface-type- slot/ adapter/ port. subinterfacel : svian-vian]



For example, consider physical interface ge-1/2/0, with a subinterface of 100 and SVLAN identifier of
100. The interface description used in the NAS-Port-ID is ge-1/2/0.100:100.

Starting in Junos OS Release 17.3R1, a different format is used for channelized interfaces. For
channelized interfaces, the default interface description is as follows:

Interface-type- slot/ adapter/ logical-port-number. subinterfacel : svian-vian]

The channel information (logical port number) is determined by this formula:
Logical port number = 100 + (actual-port-number x 20) + channel-number
For example, consider a channelized interface 3 on port 2 where the:

e Physical interface is xe-0/1/2:3.

e Subinterface is 4.

e SVLANs 5.

e VLAN s 6.

Using the formula, the logical port number = 100 + (2 x 20) + 3 = 143. Consequently, the default
interface description is xe-0/1/143.4-5.6.

You can optionally configure the interface description format in an access profile to exclude the adapter,
channel, or subinterface information.

For example, if you exclude the subinterface from the nonchannelized interface description format, the
description becomes ge-1/2/0:100. If you exclude the channel information from the channelized
interface description format, the description becomes xe-0/1/2.4-5.6.

SEE ALSO

RADIUS Servers and Parameters for Subscriber Access | 481
Configuring a Calling-Station-1D with Additional Options | 495

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.3R1 Starting in Junos OS Release 17.3R1, a different format is used for channelized interfaces.


https://apps.juniper.net/feature-explorer/

480

15.1 Starting in Junos OS Release 15.1, the Junos OS AAA implementation supports RADIUS VSAs that
identify the primary and secondary DNS servers for IANA private enterprise number 311 (Microsoft
Corporation).

RELATED DOCUMENTATION

RADIUS Authentication and Accounting Basic Configuration | 556
RADIUS NAS Port Attributes and Options | 524

I Subscriber Management RADIUS Dictionary Files

The Juniper Networks RADIUS dictionary that is used by default for subscriber management is updated
when software features that affect the file are added or changed. The dictionary is not updated for
every Junos OS release. The dictionary includes Juniper Networks vendor-specific attributes that are
used by Junos OS, JunosE OS, or both.

@ NOTE: The VSA names in the dictionary begin with the prefix “Jnpr-" or “Unisphere". By
convention, both prefixes are omitted from the Tech Library documentation to reduce
confusion in feature discussions.

e "Junos OS Release 18.4 Subscriber Management RADIUS Dictionary [DCT]" on page 825
e "Junos OS Release 18.2 Subscriber Management RADIUS Dictionary [DCT]" on page 803
e "Junos OS Release 17.4 Subscriber Management RADIUS Dictionary [DCT]" on page 781
e "Junos OS Release 17.1 Subscriber Management RADIUS Dictionary [DCT]" on page 759
e "Junos OS Release 16.2 Subscriber Management RADIUS Dictionary [DCT]" on page 737
e "Junos OS Release 16.1 Subscriber Management RADIUS Dictionary [DCT]" on page 716

e "Junos OS Release 15.1 Subscriber Management RADIUS Dictionary [DCT]" on page 694
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RADIUS for Subscriber Management
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RADIUS Servers and Parameters for Subscriber Access

IN THIS SECTION

RADIUS Authentication and Accounting Server Definition | 482

Configuring Options that Apply to All RADIUS Servers | 485



Configuring a Timeout Grace Period to Specify When RADIUS Servers Are Considered Down or
Unreachable | 487

Configuring Access Profile Options for Interactions with RADIUS Servers | 488
Configuring a Calling-Station-ID with Additional Options | 495
Filtering RADIUS Attributes and VSAs from RADIUS Messages | 500

Configuring parameters and options for RADIUS servers is a major part of your subscriber management
configuration. After defining the authentication and accounting servers, you configure options for all
RADIUS servers. You also configure access profiles that enable you to specify subscriber access
authentication, authorization and accounting configuration parameters for subscribers or groups of
subscribers. The profile settings override global settings. Although some options are available at both the
global level and the access profile level, many options are available only in access profiles.

After you have created an access profile, you must specify where the profile is used with an access-
profile statement; this is known as attaching the profile. Access profiles can be assigned at various levels.
For example, some of places you can attach access profiles

e Globally for a routing instance.

e In dynamic profiles.

¢ In a domain map, which maps access options and session parameters for subscriber sessions.
e On the interfaces for dynamic VLANs and dynamic stacked VLANs.

e On the interface or in a subscriber group for subscribers with statically configured interfaces for
dynamic service provisioning.

e On DHCP relay agents and DHCP local servers for DHCP clients or subscribers.

Because you can attach access profiles at many levels, the most specific access profile takes precedence
over any other profile assignments to avoid conflict. Authentication and accounting do not run unless
you attach the profile.

RADIUS Authentication and Accounting Server Definition

When you use RADIUS for subscriber management, you must define one or more external RADIUS
servers that the router communicates with for subscriber authentication and accounting. Besides
specifying the IPv4 or IPvé6 address of the server, you can configure options and attributes that
determine how the router interacts with the specified servers.



You can define RADIUS servers and connectivity options at the [edit access radius-server] hierarchy level,
at the [edit access profile name radius-server] hierarchy level, or at both levels.

@ NOTE: The AAA process (authd) determines which server definitions to use as follows:

e When RADIUS server definitions are present only in [edit access radius-server], authd
uses those definitions.

¢ When RADIUS server definitions are present only in the access profile, authd uses
those definitions.

e When RADIUS server definitions are present in both [edit access radius-server] and in
the access profile, authd uses only the access profile definitions.

To use a RADIUS server, you must designate it as an authentication server, an accounting server, or
both, in an access profile. You must do so for servers regardless of whether they are defined in an access
profile or at the [edit access radius-server] hierarchy level.

To define RADIUS servers and to specify how the router interacts with the server:

@ NOTE: This procedure shows only the [edit access radius-server] hierarchy level. You can
optionally configure any of these parameters at the [edit access profile profile-namel
radius-server] hierarchy level. You can do so either in addition to the global setting or
instead of the global setting. When you apply a profile, the profile settings override the
global configuration.

1. Specify the IPv4 or IPvé6 address of the RADIUS server.
[edit access]
user@host# edit radius-server server-address
2. (Optional) Configure the RADIUS server accounting port number.
[edit access radius-server server-address]
user@host# set accounting-port port-number
3. (Optional) Configure the port number the router uses to contact the RADIUS server.

[edit access radius-server server-address]

user@host# set port port-number



Configure the required secret (password) that the local router passes to the RADIUS client. Secrets
enclosed in quotation marks can contain spaces.

[edit access radius-server server-address]

user@host# set secret password

(Optional) Configure the maximum number of outstanding requests that a RADIUS server can
maintain. An outstanding request is a request to which the RADIUS server has not yet responded.

[edit access radius-server server-address]
user@host# set max-outstanding-requests value

Configure the source address for the RADIUS server. Each RADIUS request sent to a RADIUS
server uses the specified source address. The source address is a valid IPv4 or IPvé address
configured on one of the router interfaces.

[edit access radius-server server-address]
user@host# set source-address source-address

(Optional) Configure retry and timeout values for authentication and accounting messages.

a. Configure how many times the router attempts to contact a RADIUS server when it has received
no response.

[edit access radius-server server-address]

user@host# set retry number

b. Configure how long the router waits to receive a response from a RADIUS server before retrying
the contact.

[edit access radius-server server-address]
user@host# set timeout seconds

@ NOTE: The maximum retry duration (the number of retries times the length of the
timeout) cannot exceed 2700 seconds. An error message is displayed if you
configure a longer duration.



10.

@ NOTE: The retry and timeout settings apply to both authentication and accounting
messages unless you configure both the accounting-retry statement and the accounting-
timeout statement. In that case, the retry and timeout settings apply only to
authentication messages.

(Optional) Configure retry and timeout values for accounting messages separate from the settings
for authentication messages.

@ NOTE: You must configure both the accounting-retry and the accounting-timeout
statements. If you do not, then the value you configure is ignored in favor of the
values configured with the retry and timeout statements.

a. Configure how many times the router attempts to send accounting messages to the RADIUS
accounting server when it has received no response.

[edit access radius-server server-address]

user@host# set accounting-retry number

b. Configure how long the router waits to receive a response from a RADIUS accounting server
before retrying the request.

[edit access radius-server server-address]
user@host# set accounting-timeout seconds

(Optional) Configure the router to contact the RADIUS server for logical line identification (LLID)
preauthentication requests. See "RADIUS Logical Line Identification" on page 549.

(Optional) Configure the port that the router monitors for dynamic (CoA) requests from the
specified server. See Dynamic Service Management with RADIUS.

Configuring Options that Apply to All RADIUS Servers

You can configure RADIUS options that apply to all RADIUS servers globally.

To configure RADIUS options globally:

1. Specify that you want to configure RADIUS options.

[edit access ]
user@host# edit radius-options



2. (Optional) Configure the rate at which RADIUS interim update requests are sent to the server.

[edit access radius-options]
user@host# set interim-rate interim-rate

3. (Optional) Configure the maximum allowed deviation from the configured update interval that the
router sends interim accounting updates to the RADIUS server. The tolerance is relative to the
configured update interval.

For example, if the tolerance is set to 60 seconds, then the router sends interim accounting updates
no sooner than 30 seconds earlier than the configured update interval. When a subscriber logs in, the
first interim accounting update may be sent up to 30 seconds early (on average 15 seconds early).

You configure the update interval with the update-interval statement at the [edit access profile
profile-name accounting] hierarchy level.

[edit access radius-options]
user@host# set interim-update-tolerance seconds

4. (Optional) Configure the number of requests per second that the router can send to all configured
RADIUS servers collectively. Limiting the flow of requests from the router to the RADIUS servers
enables you to prevent the RADIUS servers from being flooded with requests.

[edit access radius-options]
user@host# set request-rate rate

5. (Optional) Configure the number of seconds that the router waits after a server has become
unreachable before rechecking the connection. If the router reaches the server when the revert
interval expires, the server is then used according to the order of the server list.

[edit access radius-options]
user@host# set revert-interval interval

@ NOTE: You can also configure the revert-interval in an access profile to override this
global value. See "Configuring Access Profile Options for Interactions with RADIUS
Servers" on page 488.

6. (Optional) Configure the duration of a period during which unresponsive RADIUS authentication
servers are not yet considered to be unreachable or down. You can vary the period depending on



whether you want to redirect authentication requests more quickly to another server or provide the
unresponsive server more time to recover and respond.

See "Configuring a Timeout Grace Period to Specify When RADIUS Servers Are Considered Down or
Unreachable" on page 487 for more information.

[edit access radius-options]
user@host# set timeout-grace seconds

7. (Optional) Configure a NAS-Port value that is unique across all MX series routers in the network. You
can configure a NAS-Port value that is unique within the router only, or unique across the different
MX routers in the network.

See "Enabling Unique NAS-Port Attributes (RADIUS Attribute 5) for Subscribers" on page 529 for
more information.

[edit access radius-options]
user@host# set unique-nas-port chassis-id chassis-id
user@host# set unique-nas-port chassis-id-width chassis-id-width

Configuring a Timeout Grace Period to Specify When RADIUS Servers Are
Considered Down or Unreachable

When a RADIUS authentication server fails to respond to any of the attempts for a given authentication
request and times out, authd notes the time for reference, but it does not immediately mark the server
as down (if other servers are available) or unreachable (if it is the only configured server). Instead, a
configurable grace period timer starts at the reference time. The grace period is cleared if the server
responds to a subsequent request before the period expires.

During the grace period, the server is not marked as down or unreachable. Each time the server times
out for subsequent requests to that server, authd checks whether the grace period has expired. When
the check determines that the grace period has expired and the server has still not responded to a
request, the server is marked as unreachable or down.

Using a short grace period enables you to more quickly abandon an unresponsive server and direct
authentication requests to other available servers. A long grace period gives a server more opportunities
to respond and may avoid needlessly abandoning a resource. You might specify a longer grace period
when you have only one or a small number of configured servers.

To configure the grace period during which an unresponsive RADIUS server is not marked as
unreachable or down:



e Specify the duration of the grace period.

[edit access radius-options]
user@host# set timeout-grace seconds

Configuring Access Profile Options for Interactions with RADIUS Servers

You can use an access profile to specify options that the router uses when communicating with RADIUS
authentication and accounting servers for subscriber access. This procedure describes options that are
available only in access profiles. For options that are available at both the access profile and global level,
see RADIUS Servers and Parameters for Subscriber Access.

To configure RADIUS authentication and accounting server options:

1. Specify that you want to configure RADIUS options.

[edit access profile profile-name]

user@host# edit radius options

2. (Optional) Configure the format the router uses to identify the accounting session. The identifier
can be in one of the following formats:

o decimal—The default format. For example, 435264

e description—In the format, jnpr interface-specifier: subscriber-session-id. For example, jnpr
fastEthernet 3/2.6:1010101010101

[edit access profile profile-name radius options]
user@host# set accounting-session-id-format (decimal | description)

3. (Optional) Configure the delimiter character that the router inserts between values in RADIUS
attribute 31 (Calling-Station-Id).

[edit access profile profile-name radius options]
user@host# set calling-station-id-delimiter “delimiter-character”

4. (Optional) Configure the information that the router includes in RADIUS attribute 31 (Calling-
Station-Id).
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See "Configuring a Calling-Station-1D with Additional Options" on page 495 for detailed
information.

[edit access profile profile-name radius options]

user@host# set calling-station-id-format parameter

(Optional) Configure the router to use the optional behavior that inserts the random challenge
generated by the NAS into the Request Authenticator field of Access-Request packets, rather than
sending the random challenge as the CHAP-Challenge attribute (RADIUS attribute 60) in Access-
Request packets. This optional behavior requires that the value of the challenge must be 16 bytes;
otherwise the statement is ignored and the challenge is sent as the CHAP-Challenge attribute.

[edit access profile profile-name radius options]

user@host# set chap-challenge-in-request-authenticator

(Optional) Configure the method the router uses to access RADIUS authentication and accounting
servers when multiple servers are configured:

e direct—The default method, in which there is no load balancing. The first server configured is the
primary server; servers are accessed in order of configuration. If the primary server is
unreachable, the router attempts to reach the second configured server, and so on.

¢ round-robin—The method that provides load balancing by rotating router requests among the list
of configured RADIUS servers. The server chosen for access is rotated based on which server
was used last. The first server in the list is treated as a primary for the first authentication
request, but for the second request, the second server configured is treated as primary, and so
on. With this method, all of the configured servers receive roughly the same number of requests
on average so that no single server has to handle all of the requests.

@ NOTE: When a RADIUS server in the round-robin list becomes unreachable, the
next reachable server in the round-robin list is used for the current request. That
same server is also used for the next request because it is at the top of the list of
available servers. As a result, after a server failure, the server that is used takes up
the load of two servers.

¢ To configure the method the router uses to access RADIUS accounting servers:

[edit access profile profile-name radius options]

user@host# set client-accounting-algorithm (direct | round-robin)
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¢ To configure the method the router uses to access RADIUS authentication servers:

[edit access profile profile-name radius options]
user@host# set client-authentication-algorithm (direct | round-robin)

(Optional) Configure the router to use the optional behavior when a CoA operation is unable to
apply a requested change to a client profile dynamic variable.

The optional behavior is that subscriber management does not apply any changes to client profile
dynamic variables in the CoA request and then responds with a NACK. The default behavior is that
subscriber management does not apply the incorrect update but does apply the other changes to
the client profile dynamic variables, and then responds with an ACK message.

[edit access profile profile-name radius options]
user@host# set coa-dynamic-variable-validation

(Optional) Configure the router to use a physical port type of virtual to authenticate clients. The
port type is passed in RADIUS attribute 61 (NAS-Port-Type). By default the router passes a port
type of ethernet in RADIUS attribute 61.

[edit access profile profile-name radius options]

user@host# set ethernet-port-type-virtual

@ NOTE: This statement takes precedence over the nas-port-type statement if you
include both in the same access profile.

(Optional) Specify the information that is excluded from the interface description that the router
passes to RADIUS for inclusion in RADIUS attribute 87 (NAS-Port-ID). By default, the interface
description includes adapter, channel, and subinterface information.

[edit access profile profile-name radius options]
user@host# set interface-description-format (exclude-adapter | exclude-channel | exclude-
subinterface)

. (Optional) For dual-stack PPP subscribers, include the IPv4-Release-Control VSA (26-164) in the
Access-Request that is sent during on-demand IP address allocation and in the Interim-Accounting
messages that are sent to report an address change.

Optionally, configure a message that is included in the IPv4-Release-Control VSA (26-164) when it
is sent to the RADIUS server
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11.

The configuration of this statement has no effect when on-demand IP address allocation or
deallocation is not configured.

[edit access profile profile-name radius options]

user@host# set ip-address-change-notify message message

(Optional) Add Juniper Networks access line VSAs to the RADIUS authentication and accounting
request messages for subscribers. If the router has not received and processed the corresponding
ANCP attributes from the access node, then AAA provides only the following in these RADIUS
messages:

e Downstream-Calculated-QoS-Rate (IANA 4874, 26-141)—Default configured advisory transmit
speed.

e Upstream-Calculated-QoS-Rate (IANA 4874, 26-142)—Default configured advisory receive
speed.

[edit access profile profile-name radius options]

user@host# set juniper-access-line-attributes

Starting in Junos OS Release 19.2R1, the juniper-access-line-attributes option replaces the juniper-
dsl-attributes option. For backward compatibility with existing scripts, the juniper-dsl-attributes
option redirects to the new juniper-access-line-attributes option. We recommend that you use

juniper-access-line-attributes.

@ NOTE: The juniper-access-line-attributes option is not backward compatible with
Junos OS Release 19.1 or earlier releases. This means that if you have configured
juniper-access-line-attributes option in Junos OS Release 19.2 or higher releases, you
must perform the following steps to downgrade to Junos OS Release 19.1 or earlier
releases:

a. Delete the juniper-access-line-attributes option from all access profiles that include
it.

b. Perform the software downgrade.

¢. Add the juniper-dsl-attributes option to the affected access profiles.
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12.

13.

14.

15.

(Optional) Configure the value for the client RADIUS attribute 32 (NAS-Identifier), which is used for
authentication and accounting requests.

[edit access profile profile-name radius options]
user@host# set nas-identifier identifier-value

(Optional) Configure the RADIUS client to use the extended format for RADIUS attribute 5 (NAS-
Port) and specify the width of fields in the NAS-Port attribute, which specifies the physical port
number of the NAS that is authenticating the user.

e For Ethernet subscribers:

[edit access profile profile-name radius options]
user@host# set nas-port-extended-format field width

e For ATM subscribers:

[edit access profile profile-name radius options]
user@host# set nas-port-extended-format atm field width

(Optional) Configure the delimiter character that the router inserts between values in RADIUS
attribute 87 (NAS-Port-Id).

[edit access profile profile-name radius options]
user@host# set nas-port-id-delimiter delimiter-character

(Optional) Configure the optional information that the router includes in RADIUS attribute 87
(NAS-Port-1d). You can specify one or more options to appear in the default order. Alternatively,
you can specify both the options and the order in which they appear. The orders are mutually
exclusive and the configuration fails if you configure a NAS-Port-ID that includes values in both
types of order.

See "Configuring a NAS-Port-1D with Additional Options" on page 526 and "Configuring the Order
in Which Optional Values Appear in the NAS-Port-ID" on page 527 for detailed information.

[edit access profile profile-name radius options]

user@host# set nas-port-id-format optional-parameters
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16. (Optional) Configure the port type that is included in RADIUS attribute 61 (NAS-Port-Type). This
specifies the port type the router uses to authenticate subscribers.

[edit access profile profile-name radius options]
user@host# set nas-port-type port-type

@ NOTE: This statement is ignored if you configure the ethernet-port-type-virtual in the
same access profile.

17. (Optional) Configure the LAC to override the configured Calling-Station-ID format for the value
sent in the L2TP Calling Number AVP 22. You can override the Calling-Station-ID format and

configure the LAC to use the ACI, the ARI, or both the ACI and ARI that are received from the L2TP
client in the PADR packet. You can also specify a delimiter to use between components of the AVP
string and a fallback value to use when the configured override components are not received in the

PADR packet.

@ NOTE: See Override the Calling-Station-ID Format for the Calling Number AVP for
more information.

[edit access profile profile-name radius options]
user@host# set override calling-station-id remote-circuit-id

18. (Optional) Override the value of the RADIUS NAS-IP-Address attribute (4) at the LNS with the
value of the session’s LAC endpoint IP address if it is present in the session database. If it is not
present, the original attribute value is used.

[edit access profile profile-name radius options]
user@host# set override nas-ip-address tunnel-client-gateway-address

19. (Optional) Override the value of the RADIUS NAS-Port attribute (5) at the LNS with the value from

the session database if the LAC NAS port information was conveyed to the LNS in the Cisco
Systems NAS Port Info AVP (100). If it is not present, the original attribute value is used.

[edit access profile profile-name radius options]

user@host# set override nas-port tunnel-client-nas-port
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20. (Optional) Override the value of the RADIUS NAS-Port-Type attribute (61) at the LNS with the
value from the session database if the LAC NAS port information was conveyed to the LNS in the
Cisco Systems NAS Port Info AVP (100). If it is not present, the original attribute value is used.

[edit access profile profile-name radius options]
user@host# set override nas-port-type tunnel-client-nas-port-type

21. (Optional) Configure a delimiter character for the remote circuit ID string when you use the remote-
circuit-id-format statement to configure the string to use instead of the Calling-Station ID in L2TP
Calling Number AVP 22. If more than one value is configured for the remote circuit ID format, the
delimiter character is used as a separator between the concatenated values in the resulting remote
circuit ID string.

@ NOTE: You must configure the override calling-circuit-id remote-circuit-id statement
for the remote circuit ID format to be used in the calling number AVP.

[edit access profile profile-name radius options]
user@host# set remote-circuit-id-delimiter “delimiter”

22. (Optional) Configure the fallback value for the LAC to send in L2TP Calling Number AVP 22, either
the configured Calling-Station-ID or the default underlying interface. Use of the fallback value is
triggered when the components of the override string you configured with the remote-circuit-id-
format statement—the ACI, the ARI, or both ACI and ARI—are not received by the LAC in the PPPoE
Active Discovery Request (PADR) packet.

[edit access profile profile-name radius options]
user@host# set remote-circuit-id-fallback {configured-calling-station-id | default}

23. (Optional) Configure the format of the string that overrides the Calling-Station-ID format in the
L2TP Calling Number AVP. You can specify the ACI, the ARI, or both the ACI and ARI.

@ NOTE: You must configure the override calling-circuit-id remote-circuit-id statement
for the remote circuit ID format to be used in the calling number AVP.

[edit access profile profile-name radius options]
user@host# set remote-circuit-id-format format
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24, (Optional) Configure the number of seconds that the router waits after a server has become
unreachable before making another attempt to reach the server. If the server is then reachable, it is
used in accordance with the order of the server list.

[edit access profile profile-name radius options]
user@host# set revert-interval interval

@ NOTE: You can also configure this option for all RADIUS servers. See Configuring
Options for RADIUS Servers.

25. (Optional) Configure whether newly authenticated subscriber can successfully log in when service
activation failures related to configuration errors occur during authd processing of the activation
request for the subscriber’s address family. You can specify this behavior for services configured in
dynamic profiles or in Extensible Subscriber Services Manager (ESSM) operation scripts:

e optional-at-login—Service activation is optional. Activation failure due to configuration errors
does not prevent activation of the address family; it allows subscriber access. Service activation
failures due to causes other than configuration errors cause network family activation to fail.
The login attempt is terminated unless another address family is already active for the
subscriber.

e required-at-login—Service activation is required. Activation failure for any reason causes network
family activation to fail. The login attempt is terminated unless another address family is already
active for the subscriber.

[edit access profile profile-name radius options]
user@host# set service-activation (dynamic-profile | extensible-service) (optional-at-login
| required-at-login)

26. (Optional) Specify that RADIUS attribute 5 (NAS-Port) includes the S-VLAN ID, in addition to the
VLAN ID, for subscribers on Ethernet interfaces.

[edit access profile profile-name radius options]
user@host# set vlan-nas-port-stacked-format

Configuring a Calling-Station-ID with Additional Options

Use this section to configure an alternative value for the Calling-Station-ID (RADIUS IETF attribute 31)
in an access profile on the MX Series router.
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You can configure the Calling-Station-ID to include one or more of the following options, in any
combination, at the [edit access profile profile-name radius options calling-station-id-format] hierarchy:

e Agent circuit identifier (agent-circuit-id)—Identifier of the subscriber’s access node and the digital
subscriber line (DSL) on the access node. The agent circuit identifier (ACI) string is stored in either
the DHCP option 82 field of DHCP messages for DHCP traffic, or in the DSL Forum Agent-Circuit-1D
VSA [26-1] of PPPoE Active Discovery Initiation (PADI) and PPPoE Active Discovery Request (PADR)
control packets for PPPoE traffic.

e Agent remote identifier (agent-remote-id)—Identifier of the subscriber on the digital subscriber line
access multiplexer (DSLAM) interface that initiated the service request. The agent remote identifier
(ARI) string is stored in either the DHCP option 82 field for DHCP traffic, or in the DSL Forum Agent-
Remote-ID VSA [26-2] for PPPoE traffic.

e Interface description (interface-description)—Value of the interface.

e Interface text description (interface-text-description)—Text description of the interface. The interface
text description is configured separately, using either the set interfaces interface-name description
description statement or the set interfaces interface-name unit unit-number description description
statement

e MAC address (mac-address)—MAC address of the source device for the subscriber.

e NAS identifier (nas-identifier)—Name of the NAS that originated the authentication or accounting
request. NAS-Identifier is RADIUS IETF attribute 32.

e Stacked VLAN (stacked-vlan)—Stacked VLAN ID.
e VLAN (vlan)—VLAN ID.

If you configure the format of the Calling-Station-ID with more than one optional value, a hash character
(#) is the default delimiter that the router uses as a separator between the concatenated values in the
resulting Calling-Station-1D string. Optionally, you can configure an alternative delimiter character for
the Calling-Station-ID to use. The following example shows the order of output when you configure
multiple optional values:

nas-identifiertinterface descriptiomtinterface text descriptiortagent-circuit-idtagent-remote-
idtmac addresststacked viamtvian

To configure an access profile to provide optional information in the Calling-Station-ID:
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Specify the access profile you want to configure.
[edit]
user@host# edit access profile profile-name
Specify that you want to configure RADIUS options.
[edit access profile profile-name]
user@host# edit radius options

Specify the nondefault character to use as the delimiter between the concatenated values in the
Calling-Station-ID.

By default, subscriber management uses the hash character (#) as the delimiter in Calling-Station-ID
strings that contain more than one optional value.

[edit access profile profile-name radius options]
user@host# set calling-station-id-delimiter delimiter-character
Configure the value for the NAS-Identifier (RADIUS attribute 32), which is used for authentication
and accounting requests.
[edit access profile profile-name radius options]
user@host# set nas-identifier identifier-value
Specify that you want to configure the format of the Calling-Station-ID.
[edit access profile profile-name radius options]
user@host# edit calling-station-id-format
(Optional) Include the interface text description in the Calling-Station-ID.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set interface-text-description
(Optional) Include the interface description value in the Calling-Station-1D.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set interface-description



10.

11.

12.

13.

(Optional) Include the agent circuit identifier in the Calling-Station-1D.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set agent-circuit-id

(Optional) Include the agent remote identifier in the Calling-Station-ID.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set agent-remote-id

(Optional) Include the configured NAS identifier value in the Calling-Station-ID.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set nas-identifier

(Optional) Include the stacked VLAN ID in the Calling-Station-ID.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set stacked-vlan

(Optional) Include the VLAN ID in the Calling-Station-ID.
[edit access profile profile-name radius options calling-station-id-format]
user@host# set vlan

(Optional) Include the MAC address in the Calling-Station-ID.

[edit access profile profile-name radius options calling-station-id-format]
user@host# set mac-address

Example: Calling-Station-ID with Additional Options in an Access Profile



The following example creates an access profile named retailerO1 that configures a Calling-Station-ID
string that includes the NAS-Identifier (fox), interface description, agent circuit identifier, and agent
remote identifier options.

[edit access profile retailer@1 radius options]
nas-identifier "fox";
calling-station-id-delimiter "x";
calling-station-id format {

nas-identifier;

interface-description;

agent-circuit-id;

agent-remote-id;

The resulting Calling-Station-ID string is formatted as follows:
fox*ge-1/2/0.100:100*as007*ar921
where:

e The NAS-Identifier value is fox.

The Calling-Station-ID delimiter character is x (asterisk).

The interface description value is ge-1/2/0.100:100.

The agent circuit identifier value is as@07.

The agent remote identifier value is ar921.

Consider an example where all options are configured, but no values are available for the Agent-Circuit-
ID, the Agent-Remote-Id, or the stacked VLAN identifier. The other values are as follows:

¢ NAS identifier—solarium

e interface description—ge-1/0/0.1073741824:101
e interface text description—example-interface

e MAC address—00:00:5E:00:53:00

e VLAN identifier—101



These values result in the following Calling-Station-ID:

solarium#ge-1/0/0.1073741824:101#example-interface###00-00-5E-00-53-00##101

Filtering RADIUS Attributes and VSAs from RADIUS Messages

Standard attributes and vendor-specific attributes (VSAs) received in RADIUS messages take precedence
over internally provisioned attribute values. Filtering attributes consists of choosing to /jgnore certain
attributes when they are received in Access Accept packets and to exclude certain attributes from being
sent to the RADIUS server. Ignoring attributes received from the RADIUS server enables your locally
provisioned values to be used instead. Excluding attributes from being sent is useful, for example, for
attributes that do not change for the lifetime of a subscriber. It enables you to reduce the packet size
without loss of information.

You can specify standard RADIUS attributes and VSAs that the router or switch subsequently jgnores
when they are received in RADIUS Access-Accept messages. You can also specify attributes and VSAs
that the router or switch exc/udes from specified RADIUS message types. Exclusion means that the
router or switch does not include the attribute in specified messages that it sends to the RADIUS server.

Starting in Junos OS Release 18.1R1, you can configure the router or switch to ignore or exclude
RADIUS standard attributes and VSAs by specifying the standard attribute number or the IANA-
assigned vendor ID and the VSA number, respectively. With this flexible configuration method, you can
configure any standard attribute and VSA supported by your platform to be ignored or excluded. The
configuration has no effect if you configure unsupported attributes, vendors, and VSAs.

The legacy method allows you to configure only those attributes and VSAs for which the statement
syntax includes a specific option. Consequently, you can use the legacy method to ignore only a subset
of all attributes that can be received in Access-Accept messages.

To configure the attributes ignored or excluded by your router or switch:

1. Specify that you want to configure RADIUS in the access profile.
[edit access profile profile-name]
user@host# edit radius
2. Specify that you want to configure how RADIUS attributes are filtered.
[edit access profile profile-name radius]
user@host# edit attributes

3. (Optional) Specify one or more attributes you want your router or switch to ignore when the
attributes are in Access-Accept messages.



e Legacy method: Specify dedicated option for attribute:

[edit access profile profile-name radius attributes]
user@host# set ignore attribute-name

o Flexible method: Specify standard attribute number or the IANA-assigned vendor ID and the VSA
number:

[edit access profile profile-name radius attributes]
user@host# set ignore standard-attribute number

user@host# set ignore vendor-id id-number vendor-attribute vsa-number

4, (Optional) Configure an attribute that you want your router or switch to exclude from one or more
specified RADIUS message types. You cannot configure a list of attributes, but you can specify a list
of message types for each attribute.

e Legacy method: Specify dedicated option for attribute and message type:

[edit access profile profile-name radius attributes]

user@host# set exclude attribute-name [packet-typel

e Flexible method: Specify standard attribute number or the IANA-assigned vendor ID, the VSA
number, and the message type:

[edit access profile profile-name radius attributes]

user@host# set exclude standard-attribute number packet-type [packet-typel

user@host# set exclude vendor-id id-number vendor-attribute vsa-number packet-type [packet-
typel

The following example compares the legacy and flexible configuration methods to ignore the standard
RADIUS attribute, Framed-IP-Netmask (9), and the Juniper Networks VSAs, Ingress-Policy-Name (26-10)
and Egress-Policy-Name (26-11).

e Legacy method:

[edit access profile prof-ign radius attributes]

user@host# set ignore framed-ip-netmask input-filter output-filter



e Flexible method:

[edit access profile prof-ign radius attributes]
user@host# set ignore standard-attribute 9
user@host# set ignore vendor-id 4874 vendor-attribute [ 10 11 ]

The following example compares the legacy and flexible configuration methods to exclude the standard
RADIUS attribute, Framed-IP-Netmask (9), and the Juniper Networks VSAs, Ingress-Policy-Name (26-10)
and Egress-Policy-Name (26-11).

e Legacy method:

[edit access profile prof-exc radius attributes]
user@host# set exclude framed-ip-netmask accounting-stop
user@host# set exclude input-filter [ accounting-start accounting-stop 1]

user@host# set exclude output-filter [ accounting-start accounting-stop ]

o Flexible method: Specify standard attribute number or the IANA-assigned vendor ID, the VSA
number, and the message type:

[edit access profile prof-exc radius attributes]
user@host# set exclude standard-attribute 9 packet-type accounting-stop
user@host# set exclude vendor-id 4874 vendor-attribute 10 packet-type [ accounting-start

accounting-stop 1]
user@host# set exclude vendor-id 4874 vendor-attribute 11 packet-type [ accounting-start

accounting-stop 1]

What happens if you specify an attribute with both methods in the same profile? The effective
configuration is the logical OR of the two methods. Consider the following example for the standard
attribute, accounting-delay-time (41):

[edit access profile prof-3 radius attributes]
user@host# set exclude accounting-delay-time [ accounting-off accounting-on ]
user@host# set exclude standard-attribute 41 packet-type [ accounting-start accounting-stop ]

The result is that the attribute is excluded from all four message types: Accounting-Off, Accounting-On,
Accounting-Start, and Accounting-Stop. The effect is the same as if either of the following
configurations is used:



° [edit access profile prof-3 radius attributes]
user@host# set exclude accounting-delay-time [ accounting-off accounting-on accounting-start

accounting-stop 1

° [edit access profile prof-3 radius attributes]
user@host# set exclude standard-attribute 41 packet-type [ accounting-off accounting-on

accounting-start accounting-stop ]

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

18.1R1 Starting in Junos OS Release 18.1R1, you can configure the router or switch to ignore or exclude
RADIUS standard attributes and VSAs by specifying the standard attribute number or the IANA-assigned
vendor ID and the VSA number, respectively.
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You can configure Junos OS to store subscriber access interface descriptions and report the interface
description through RADIUS. This capability enables you to uniquely identify subscribers on a particular
logical or physical interface. When you enable storing of the interface descriptions, RADIUS requests
include the interface description in VSA 26-63, if the subscriber’s access interface has been configured
with an interface description. All interface descriptions must be statically configured using the Junos OS
CLI. Storing and reporting of interface descriptions is supported for DHCP, PPP, and authenticated
dynamic VLANS, and applies to any client session that either authenticates or uses the RADIUS
accounting service. The description can contain letters, numbers, and hyphens (-), and can be up to 64
characters long.

Interface Description Precedence

The interface description sent in the VSA depends on the configured interface. Two configuration
models apply across topologies and protocols for subscriber management.

e Subscriber logical interface directly over a physical interface (non-underlying logical interfaces).
o Subscriber logical interface over an underlying logical interface and physical interface.

In both models, Junos OS selects the interface description to report based on order of precedence.
Interfaces not configured with interface descriptions are excluded when selecting an interface by
precedence. If no interface description is configured on any of the static interfaces in the subscriber
interface hierarchy, VSA 26-63 is not sent in any of the RADIUS messages.

@ NoTE:

e For aggregated Ethernet physical interfaces, the interface description on the
aggregated Ethernet interface, for example AEO or AE1, serves as the physical
interface description.

e |f the subscriber’s access is a combination of dynamic and static interfaces, Junos OS
uses the description on the static interface.



Example: Reporting Interface Descriptions on Non-Underlying Logical Interfaces

This topic shows an example of subscriber access with non-underlying logical interfaces. In this case, the
logical interface can be a VLAN or a VLAN demux interface. This example shows a DHCP subscriber
logical interface over a VLAN without a demux interface. For non-underlying interfaces, Junos OS
selects which interface description to report based on the following order of precedence:

1. Logical interface description
2. Physical interface description

Based on the order of precedence that Junos OS uses to select the interface description for non-
underlying interfaces, Junos OS reports subscriber_ifl_descr as the interface description.

system {
services {
dhcp-local-server {
group LSG1 {
authentication {
password $ABC123;
username-include {

user-prefix rich;

}
}
}
interface ge-1/0/0.100;
}
}
}
}
interfaces {
ge-1/0/0 {
description subscriber_ifd_descr;
vlan-tagging;
unit 100 {
description subscriber_ifl_descr;
vlan-id 100;
family inet {
unnumbered-address 100.0 preferred-source-address 198.51.100.20;
}
}
}



Reporting Interface Descriptions on Underlying Logical Interfaces

Underlying logical interfaces can apply to both DHCP and PPP.

For DHCP, Junos OS selects which interface description to report based on the following order of
precedence:

1. Underlying logical interface description

2. Underlying physical interface description

@ NOTE: For DHCP, Junos OS does not report the IP demux logical interface description.

For PPP over an underlying VLAN or VLAN demux interface, Junos OS selects which interface
description to report based on the following order of precedence:

1. PPP interface description
2. Underlying VLAN without a demux interface or VLAN demux logical interface description

3. Underlying physical interface description

Example: PPP over an Underlying VLAN Demux Interface

The following example shows a PPP subscriber over an underlying VLAN demux interface. This
configuration includes three possible interface descriptions. Based on the order of precedence that
Junos OS uses to select the interface description for PPP, the interface description is reported as
subscriber_ppp_ifl_descr_0.

interfaces {
ge-1/0/0 {
description subscriber_ifd_descr;
hierarchical-scheduler maximum-hierarchy-levels 2;
flexible-vlan-tagging;
}
demux@ {
unit 0 {
vlan-tags outer 1 inner 1;
description subscriber_under_ifl_descr_1_1;
demux-options {
underlying-interface ge-1/0/0;
}
family pppoe {



duplicate-protection;

}
unit 1 {
vlan-tags outer 1 inner 2;
description subscriber_under_ifl_descr_1_2;
demux-options {
underlying-interface ge-1/0/0;
}
family pppoe {
duplicate-protection;

}
ppo {
unit 0 {
description subscriber_ppp_ifl_descr_0;
ppp-options {
chap;
pap;
}
pppoe-options {
underlying-interface demux0.0;

server;

}
unit 1 {
description subscriber_ppp_ifl_descr_1;
ppp-options {
chap;
pap;
}
pppoe-options {
underlying-interface demux@.1;

server;



Example: Reporting Interface Descriptions on Dynamic VLANs

If you create dynamic VLANs with authentication, Junos OS reports the interface description on the
physical interface. In the following example, dynamic VLANSs created over the ge-1/2/0 interface are
authenticated with an interface description of ge-1/2/0-bos-mktg-group.

ge-1/2/0 {
description ge-1/2/0-bos-mktg-group;
flexible-vlan-tagging;
auto-configure {
vlan-ranges {
dynamic-profile vlan-prof {
accept inet;
ranges {

any,;

}

authentication {
password $ABC123;
username-include {

user-prefix rich;

Interface Description Storage and Reporting Configuration
To enable or disable storage and reporting of interface descriptions:

e Enable storing and reporting of interface descriptions.

[edit access]
user@host# set report-interface-descriptions



e Disable storing and reporting of interface descriptions per RADIUS message type.

[edit access profile profile-name radius attributes]
user@host# set exclude interface-description [ access-request | accounting-start | accounting-
stop 1]
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Session options enable you to specify several characteristics for DHCP, L2TP, and terminated PPP
subscriber sessions. Session options are configured in access profiles that determine the parameters for
subscriber access, authentication, authorization, and accounting.

Understanding Session Options for Subscriber Access
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You can use access profiles to configure several characteristics of the sessions that are created for
DHCP, L2TP, and terminated PPP subscribers. You can place limits on subscriber access based on how
long the session has been up, how long the user has been inactive, or both. You can limit subscriber
sessions by username per access profile. You can also set parameters that modify a subscriber’s
username at login based on the subscriber’s access profile.

Subscriber Session Timeouts

You can limit subscriber access by configuring a session timeout or an idle timeout. Use a session
timeout to specify a fixed period of time that the subscriber is permitted to have access. Use an idle
timeout to specify a maximum period of time that the subscriber can be idle. You can use these timeouts
separately or together. By default, neither timeout is present.

@ NOTE: For all subscriber types other than DHCP (such as L2TP-tunneled and PPP-
terminated subscribers), the session timeout value limits the subscriber session. For
DHCP subscribers, the session timeout value is used to limit the lease when no other
lease time configuration is present. The lease expires when the timeout value expires. If
this value is not supplied by either the CLI or RADIUS, the DHCP lease does not expire.

The idle timeout is based on accounting statistics for the subscriber. The router determines subscriber
inactivity by monitoring data traffic, both upstream from the user (ingress) and downstream to the user
(egress). Control traffic is ignored. The subscriber is not considered idle as long as data traffic is detected
in either direction.

Optionally, you can specify that only subscriber ingress traffic is monitored; egress traffic is ignored. This
configuration is useful in cases where the LNS sends traffic to the remote peer even when the peer is
not up, such as when the LNS does not have PPP keepalives enabled and therefore cannot detect that
the peer is not up. In this situation, because by default the LAC monitors both ingress and egress traffic,
it detects the egress traffic from the LNS and either does not log out the subscriber or delays detection
of inactivity until the egress traffic ceases. When you specify that only ingress traffic is monitored, the
LAC can detect that the peer is inactive and then initiate logout.

When either timeout period expires, the non-DHCP subscribers are gracefully logged out, similarly to a
RADIUS-initiated disconnect or a CLI-initiated logout. DHCP subscribers are disconnected. The Acct-
Terminate-Cause [RADIUS attribute 49] value includes a reason code of 5 for a session timeout and a
code of 4 for an idle timeout.



You can configure these limitations to subscriber access on a per-subscriber basis by using the RADIUS
attributes Session-Timeout [27] and Idle-Timeout [28]. RADIUS returns these attributes in Access-
Accept messages in response to Access-Request messages from the access server. Starting in Junos OS
Release 19.4R1, the Session-Timeout attribute [27] is supported in RADIUS CoA messages. This
capability is useful, for example, when subscribers purchase Internet access for a specific period of time
and must log out when the session expires.

When a CoA arrives with Session-Timeout, the timeout is counted from the time that the session
activated. This has the following consequences:

o If the attribute value is greater than the current session uptime and between the minimum and
maximum timeout values, the subscriber is logged out when that number of seconds has passed
since session activation. For example, suppose the session activated at 12:00:00 and the CoA is
received at 12:00:30 with a value of 120 seconds. The subscriber is logged out at 12:02:00.

Another way to look at this with the same values is that the current session uptime is 30 seconds and
the attribute value is 120 seconds. The subscriber is logged out when 90 more seconds have passed.

o |If the attribute value is greater than the current session uptime but less than the minimum timeout
value of 60 seconds, then the subscriber is logged out when the uptime reaches 60 seconds.

e If the attribute value is greater than the current session uptime but more than the maximum timeout
value of 31,622,400 seconds, then the subscriber is logged out when the uptime reaches 31,622,400
seconds.

e |If the attribute value is less than the current session uptime, the session timeout is not applied. AAA
replies to the CoA message with a NAK. For example, the session is unaffected if the Session-
Timeout is 60 seconds, but the uptime is 100 seconds.

Applying a session timeout according to the rules above also depends on whether all other aspects of
the CoA are successful. For example, if the CoA includes a service activation and that service activation
fails, then the session timeout is not applied. AAA replies to the CoA message with a NAK.

@ NOTE: If the Session-Timeout value is O, then any existing session timeout for that
session is cancelled.

Service providers often choose to apply the same limitations to large numbers of subscribers. You can
reduce the RADIUS provisioning effort for this scenario by defining the limitations for subscribers in an
access profile on a per-routing-instance basis. If you do so, RADIUS attributes subsequently returned for
a particular subscriber logged in with the profile override the per-routing-instance values.

BEST PRACTICE: We recommend that you do not configure a session timeout for
subscribers receiving voice services. Because the session timeout is based only on time



and not user activity, it is likely to interrupt subscribers actively using a voice service and
terminate their calls unexpectedly (from the subscriber viewpoint). This result is a
particular concern for emergency services calls.

BEST PRACTICE: We recommend that you do not configure an idle timeout for DHCP
subscribers. When the timeout expires with no activity and the connection is
terminated, the protocol has no means to inform the client. Consequently, these
subscribers are forced to reboot their CPE device the next time they attempt to access
the Internet.

Contrast the behavior when an idle timeout is configured for PPP subscribers. In this
case, timeout expiration causes PPP to terminate the link with the peer. Depending on
the CPE device, this termination enables the peer to automatically retry the connection
either on demand or immediately. In either case, no subscriber intervention is required.

The available range for setting a timeout is the same whether you configure it in the CLI or through the
RADIUS attributes:

e Session timeouts can be set for 1 minute through 527,040 minutes in the CLI and the corresponding
number of seconds (60 through 31,622,400) in the Session-Timeout attribute [27].

e Idle timeouts can be set for 10 minutes through 1440 minutes in the CLI and the corresponding
number of seconds (600 through 86,400) in the Idle-Timeout attribute [28].

The router interprets the values in the attributes to conform to the supported ranges. For example, for
Session-Timeout [27]:

e A value of zero is treated as no timeout.

e Avalue in the range 1 through 59 is raised to 60 seconds.

¢ A value that exceeds 31,622,400 is reduced to 31,622,400 seconds.
For Idle-Timeout [28]:

¢ A value of zero is treated as no timeout.

e Avalue in the range 1 through 599 is raised to 600 seconds.

e A value that exceeds 86,400 is reduced to 86,400 seconds.

In configurations using dynamically created subscriber VLANS, the idle timeout also deletes the inactive
subscriber VLANs when the inactivity threshold has been reached. In addition to deleting inactive

dynamic subscriber VLANSs, the idle timeout also removes dynamic VLANs when no client sessions were
ever created (for example, in the event no client sessions are created on the dynamic VLAN or following



the occurrence of an error during session creation or client authentication where no client sessions are
created on the dynamic VLAN).

Session and idle timeouts for deleting dynamic subscriber VLANSs are useful only in very limited use
cases; typically neither timeout is configured for this purpose.

A possible circumstance when they might be useful is when the dynamic VLANs have no upper layer
protocol that helps determine when the VLAN is removed with the remove-when-no-subscribers statement;
for example, when the VLAN is supporting IP over Ethernet without DHCP in a business access model
with fixed addresses. However, business access is generally a higher-tier service than residential access
and as such typically is not subject to timeouts due to inactivity as might be desired for residential
subscribers.

An idle timeout might be appropriate in certain Layer 2 wholesale situations, where the connection can
be regenerated when any packet is received from the CPE.

When using the idle timeout for dynamic VLAN removal, keep the following in mind:

e The idle timeout period begins after a dynamic subscriber VLAN interface is created or traffic activity
stops on a dynamic subscriber VLAN interface.

e If a new client session is created or a client session is reactivated successfully, the client idle timeout
resets.

e The removal of inactive subscriber VLANs functions only with VLANSs that have been authenticated.

Limits on Subscriber Sessions per Username and Access Profile

Legitimate subscribers might share their login credentials with unauthorized persons, expending service
provider resources without benefit to the provider. Starting in Junos OS Release 18.4R1, you can control
or prevent the sharing of login credentials by limiting the number of active subscriber sessions that are
allowed for a specific username associated with an access profile. You can also achieve this control with
RADIUS, but configuring the limit locally on the BNG eliminates dependency on an external server.

When you configure a limit, active sessions for the username/access profile combination are tracked.
The number of tracked sessions is checked when authd receives a new session login request. If the
number of tracked session matches the limit, the new login attempt is rejected and counted as a blocked
request.

When authd receives a logout or client termination request for a session, the tracked-sessions count is

decremented for that username/access profile entry. If this continues until there are no active sessions
for the combination, the entry is removed from the session limit table. All associated username/access

profile entries are removed from the table if you delete the access profile or the session-limit from your
configuration.



The total number of sessions for a username can exceed the configured limit for a particular access
profile, because the same username can be used with multiple access profiles.

@ NOTE: For stacked subscriber sessions such as PPP with autoconfigured VLANS, both
usernames in the stack are used for authentication and consequently both are counted
against the session limit.

The configured limit applies to existing active subscribers, but existing sessions are not torn down if
number of active sessions exceeds the limit for a subscriber with that username and access profile
combination.

Consider a situation where five sessions are currently active for a given username/access profile
combination when you configure a limit of two.

1. The active sessions count is recorded as five in the session limit table entry for the combination.

2. A new subscriber with the same username and access profile tries to log in. The attempt is blocked
because the limit of two sessions is already exceeded (five > two).

3. An existing subscriber logs out, decrementing the active sessions count to four.

4. A new subscriber with the same username and access profile tries to log in. The attempt is blocked
because the limit of two sessions is still exceeded (four > two).

5. Three existing subscribers log out, reducing the active sessions count to one.

6. A new subscriber with the same username and access profile tries to log in. The attempt is allowed
because the limit of two sessions has not yet been reached (one < two).

The session limit design prevents a denial-of-service event where a malicious user makes multiple login
attempts with the correct username and access profile, but the wrong password. The numerous login
attempts might exceed the configured session limit, but this does not occur because the tracked-
sessions count is incremented only when the subscriber session state transitions to the active state,
which the malicious logins do not achieve.

Benefits of Limiting Sessions for Usernames with the CLI

e Enables you to limit the number of sessions locally on the router, rather than being dependent on an
external RADIUS server to provide the limit.

e Prevents some denial-of-service attacks based on multiple logins.
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Subscriber Username Modification

For Layer 2 wholesale applications, some network service providers employ username modification to
direct subscribers to the appropriate retail enterprise network. This modification is also called username
stripping, because some of the characters in the username are stripped away and discarded. The
remainder of the string becomes the new, modified username. The modified username is used by an
external AAA server for session authentication and accounting. The modification parameters are applied
according to a subscriber access profile that also determines the subscriber and session context; that is,
the logical system:routing instance (LS:RI) used by the subscriber. Only the default (primary) logical
system is supported. Because the wholesaler differentiates between multiple retailers by placing each in
a different LS:RI, the usernames are appropriately modified for each retailer.

You can select up to eight characters as delimiters to mark the boundary between the discarded and
retained portions of the original username; there is no default delimiter. The portion of the name to the
right of the selected delimiter is discarded along with the delimiter. By configuring multiple delimiters, a
given username structure can result in different modified usernames. You can configure the direction in
which the original name is parsed to determine which delimiter marks the boundary. By default, the
parse direction is from left to right.

Consider the following examples:

e You specify one delimiter, @. The username is userl@example.com. In this case, the parse direction
does not matter. In either case, the single delimiter is found and example.com is discarded. The
modified username is userl.

left-to-right userl@example.com userl

right-to-left userl@example.com userl

8043376

e You specify one delimiter, @. The username is userl@test@example.com. In this case, the parse
direction results in different usernames.

e Parse direction is left-to-right—The left-most @ is identified as the delimiter and
test@example.com is discarded. The modified username is user1.

e Parse direction is right-to-left—The right-most @ is identified as the delimiter and example.com is
discarded. The modified username is userl@test.
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left-to-right userl@test@example.com | userl

right-to-left userl@test@example.com | userl@test

8043377

¢ You specify two delimiters, @ and /. The username is userl@bldg1/example.com. The parse direction
results in different usernames.

e Parse direction is left-to-right—The @ is identified as the delimiter and bldgl/example.com is
discarded. The modified username is user1.

e Parse direction is right-to-left—The / is identified as the delimiter and example.com is discarded.
The modified username is userl@bldg1.

left-to-right userl@bldgl/example.com | userl

right-to-left userl@bldgl/example.com | userl@bldgl

8043378

You can configure a subscriber access profile so that a portion of each subscriber login string is stripped
and subsequently used as a modified username by an external AAA server for session authentication
and accounting. The modified username appears, for example, in RADIUS Access-Request, Acct-Start,
and Acct-Stop messages, as well as RADIUS-initiated disconnect requests and change of authorization
(CoA) requests.

Benefits of Subscriber Username Modification

e Enables Layer 2 wholesale network service providers to easily direct subscribers to the appropriate
retail enterprise network.

SEE ALSO
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Subscriber Session Timeout Options

Subscriber session timeout options enable you to place limits on subscriber access based on how long
the session has been up, how long the user has been inactive, or both. The subscriber session options



apply to both L2TP-tunneled and PPP-terminated subscriber sessions. For DHCP subscribers, the
session timeout limits the DHCP lease time.

@ NOTE: To configure the timeout attributes in RADIUS, refer to the documentation for
your RADIUS server.

To configure limitations on subscriber sessions, configure the session options in the client profile that
applies to the subscriber:

e Terminate the subscriber when the configured session timeout expires, regardless of activity.

[edit access profile profile-name session-options]

user@host# set client-session-timeout minutes

e Terminate the subscriber when there is no ingress or egress data traffic for the duration of the
configured idle timeout.

[edit access profile profile-name session-options]

user@host# set client-idle-timeout minutes

e Terminate the subscriber when there is no ingress data traffic for the duration of the configured idle
timeout; ignore egress traffic.

[edit access profile profile-name session-options]
user@host# set client-idle-timeout minutes

user@host# set client-idle-timeout-ingress-only

For example, to configure session timeout options in the acc-prof client profile, specifying an idle timeout
of 15 minutes, that only ingress traffic is monitored, and that the session times out after 120 minutes:

[edit]
access {
profile {
acc-prof {
session-options {

client-idle-timeout 15;
client-idle-timeout-ingress-only;
client-session-timeout 120;



Limiting the Number of Active Sessions per Username and Access Profile

You can control the degree to which legitimate subscribers can share their login credentials by limiting
the number of active subscriber sessions that are allowed for a specific username associated with an
access profile.

To limit the number of active sessions per username and access profile:

[edit access profile profile-namel
user@host# set session-limit-per-username number

For example, to set the maximum number of active sessions per username to five for the access profile
isp-weg-4:

[edit access profile isp-weg-4]
user@host# set session-limit-per-username 5

You can use the show network-access aaa statistics session-limit-per-username command to view statistics for
active sessions and blocked requests.

You can use the clear network-access aaa statistics session-limit-per-username username command as an aid to
debugging by clearing the blocked request statistics for any of the following cases:

e For all usernames across all access profiles.
e For a specific username across all access profiles.
e For a specific username in a specific access profile.

e For all usernames in a specific access profile.

Configuring Username Modification for Subscriber Sessions

You can use subscriber session options to set parameters that modify a subscriber’s username at login
based on the subscriber’s access profile. This modification is also called username stripping, because
some of the characters in the username are stripped away and discarded. The remainder of the string
becomes the new, modified username. The modified username is used by an external AAA server for
session authentication and accounting. This capability can be useful, for example, in Layer 2 wholesale



implementations, where the network service providers employ username modification to direct
subscribers to the appropriate retail enterprise network.

The modification parameters are applied according to a subscriber access profile that also determines
the subscriber and session context; that is, the logical system:routing instance (LS:RI) used by the
subscriber. Only the default (primary) logical system is supported. Because the wholesaler differentiates
between multiple retailers by placing each in a different LS:RI, the usernames are appropriately modified
for each retailer.

You can select up to eight characters as delimiters to mark the boundary between the discarded and
retained portions of the original username; there is no default delimiter. The portion of the name to the
right of the selected delimiter is discarded along with the delimiter. By configuring multiple delimiters, a
given username structure can result in different modified usernames. You can configure the direction in
which the original name is parsed to determine which delimiter marks the boundary. By default, the
parse direction is from left to right.

To configure username modification:
1. Define a profile consisting of a set of AAA options for authorizing and configuring a subscriber or set
of subscribers with a subscriber access profile.

a. Specify the name of the subscriber access profile that includes the username stripping
configuration.

[edit access aaa-options aaa-options-name]

user@host# access-profile profile-name

b. (Optional) Specify the logical-system:routing-instance (LS:RI) that the subscriber session uses for
AAA (RADIUS) interactions like authenticating and accounting. For example, this may correspond
to the LS:RI for a retail ISP that provides services to the subscriber.

[edit access aaa-options aaa-options-name]

user@host# aaa-context aaa-context-name

c. (Optional) Specify the logical-system:routing-instance (LS:RI) in which the subscriber interface is
placed. For example, this may correspond to the LAC-facing interface on the LNS that is accessed
by all requests from a subscriber residence.

[edit access aaa-options aaa-options-name]

user@host# subscriber-context subscriber-context-name

2. Configure the session options in the access profile that specify how usernames are stripped.



a. Specify one or more delimiters to mark the boundary between the discarded and retained
portions of the original username.

[edit access profile profile-name session-options strip-user-name]

user@host# set delimiter [ delimiter ]

b. (Optional) Specify the direction in which the original username is examined to find a delimiter. The
default direction is left-to-right.

[edit access profile profile-name session-options strip-user-name]
user@hostt# set parse-direction (left-to-right | right-to-left)

3. (Optional) Specify that the AAA options are on a per-interface basis when dynamic subscribers are
authenticated.

[edit dynamic-profiles profile-name interfaces "$junos-interface-ifd-name" unit “$junos-
interface-unit” ppp-options]
user@host# set aaa-options aaa-options-name

4. (Optional) Specify that the AAA options are part of the PPP options in a group profile that applies to
tunneled PPP subscribers at the LNS.

[edit access group-profile profile-name ppp]

user@host# set ppp-options aaa-options aaa-options-name

In the following example, the AAA options profile, aaal, specifies a subscriber access profile, entA, for
subscribers in the default logical system and routing instance 1. The access profile, entA, specifies that
usernames are examined from left to right until the delimiter, @, is found. The AAA options profile is
applied to tunneled PPP subscribers that belong to the group profile, FD1.

[edit access aaa-options aaall
user@host# access-profile entA
user@host# aaa-context default:1

[edit access profile entA session-options strip-user-name]
user@host# set delimiter @
user@host# set parse-direction left-to-right



[edit access group-profile FD1 ppp]

user@host# set ppp-options aaa-options aaal

Given that configuration, suppose a subscriber attempts to log in with the username,
userl@example.com. When this name is examined, the delimiter and the string example.com are
discarded, leaving a modified username of userl. Note that the result is the same if the parse direction is
set to examine the name from right to left, because only one delimiter is defined and only one is present

in the original username.

left-to-right

userl@example.com

userl

right-to-left

userl@example.com

userl

Now suppose the subscriber logs in with the username, userl@test@example.com. For a username like
this, the parsing direction makes a difference in the modified username. The configuration determines
that the first instance of the delimiter @ is found first, because the name is parsed from left to right. This
delimiter and the string test@example.com are discarded, leaving userl as the modified username.

What happens when the configuration sets a different parsing direction?

[edit access profile entA session-options strip-user-name]

user@host# set delimiter @

user@host# set parse-direction right-to-left

In this case, for the username userl@test@example.com, the second instance of the delimiter is
identified and it is discarded with the string @example.com. The modified username is userl@test.

left-to-right

userl@test@example.com

userl

right-to-left

userl@test@example.com

userl@test

8043376

8043377
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You can achieve the same results of different modified usernames based on parse direction by
configuring more than one delimiter as in the following configuration, where you specify two delimiters,
@ and /.

[edit access profile entA session-options strip-user-name]
user@host# set delimiter [@ /]
user@host# set parse-direction left-to-right

For the username userl@bldgl/example.com, parsing left to right identifies the @ delimiter first and the
modified username is userl. Parsing right to left instead, identifies the / delimiter first and strips it away
with the string example.com, leaving a modified username of userl@bldg1.

left-to-right userl@bldgl/example.com | userl

right-to-left userl@bldgl/example.com | userl@bldgl

8043378

SEE ALSO

Applying PPP Attributes to L2TP LNS Subscribers with a User Group Profile
Applying PPP Attributes to L2TP LNS Subscribers per Inline Service Interface

Removing Inactive Dynamic Subscriber VLANs

Subscriber session timeouts enable you to place limits on subscriber access based on how long the
session has been up, how long the user has been inactive, or both. In configurations using dynamically
created subscriber VLANS, the idle timeout also:

e Deletes the inactive subscriber VLANs when the inactivity threshold has been reached.

e Removes dynamic VLANs when no client sessions were ever created (for example, in the event no
client sessions are created on the dynamic VLAN or following the occurrence of an error during
session creation or client authentication where no client sessions are created on the dynamic VLAN).

@ NOTE: Session timeouts are typically not used for deleting dynamic subscriber VLANSs.
The timeout might be useful only in very limited use cases. One case might be when the
dynamic VLANs have no upper layer protocol that helps determine when the VLAN is
removed with the remove-when-no-subscribers statement; for example, when the VLAN is



supporting IP over Ethernet without DHCP in a business access model with fixed
addresses.

@ NOTE: To configure the idle timeout attribute in RADIUS, refer to the documentation for
your RADIUS server.

To remove inactive dynamic subscriber VLANS:

1. Edit session options for the router access profile.

[edit]

user@host# edit access profile profile-name session-options

2. Configure the maximum period a subscriber session can remain idle.

[edit access profile profile-name session-options]

user@host# set client-idle-timeout minutes

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

19.4R1 Starting in Junos OS Release 19.4R1, the Session-Timeout attribute [27] is supported in RADIUS CoA
messages.

18.4R1 Starting in Junos OS Release 18.4R1, you can control or prevent the sharing of login credentials by
limiting the number of active subscriber sessions that are allowed for a specific username associated
with an access profile.

RADIUS Servers and Parameters for Subscriber Access | 481
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Manual Configuration of the NAS-Port-ID RADIUS Attribute

Subscriber management uses the NAS-Port-ID (RADIUS attribute 87) to provide an interface description
that identifies the physical interface that is used to authenticate subscribers. The NAS-Port-ID is
included in RADIUS Access-Request, Acct-Start, Acct-Stop, Acct-On, and Acct-Off messages.

You can configure access profiles to specify additional information in the NAS-Port-ID. The additional
information can be any combination of the interface description (the default value), the Agent Circuit ID,
the Agent Remote ID, and the NAS identifier. You can also specify an optional delimiter character, which
separates the values in a NAS-Port-ID. The default delimiter character is the hash character (#).

The NAS-Port-ID for nonchannelized interfaces consists of an interface-description string with one of the
following formats:



e Default format:
interface-type- slot/ adapter/ port. subinterfacel : svian-vian]
For example, ge-1/2/0.100:100.
o Format when you use a demux VLAN as the underlying logical interface:
interface-type- slot/ adapter/ port.demux0. subinterfacel : svian-vian]
For example, ge-1/2/0.demux0.100:100-100

e Format when you use a demux VLAN as the underlying logical interface for an aggregated Ethernet
interface:

aeinterface-number.demux0. subinterfacel : svian-vian]

For example, ae1.demux0.101:100-101

Starting in Junos OS Release 17.3R1, a logical port number is added to the default format for only
channelized interfaces. For channelized interfaces, the default format for a NAS-Port-ID consists of the
following interface-description string:

interface-type- slot/ adapter/ logical-port-number. subinterfacel : svian-vian]
For example, xe-0/1/143.4-5.6.

You can optionally configure the interface description format in an access profile to exclude the adapter,
channel, or subinterface information.

You might optionally configure an access profile that specifies that the NAS-Port-1D includes the NAS
identifier, the Agent Circuit ID, and the Agent Remote ID, in addition to the default interface description.
For this configuration, the NAS-Port-ID consists of the following string:

nas-identifier#interface-descriptionfagent-circuit-id#agent-remote-id
For example:

retailer25#ge-1/2/0.100:100#ACI 12/1/22/1230:1.1.23#ARI 55/2/23.9999:10.11.1923

@ NOTE: The NAS-Port-ID displays the configured values in the following order (where # is
the delimiter):

nas-identifier#interface-descriptiontagent-circuit-id#agent-remote-id



Configuring a NAS-Port-ID with Additional Options

The NAS-Port-ID (RADIUS attribute 87) identifies the physical interface that subscriber management
uses to authenticate subscribers. By default, the NAS-Port-ID includes the interface-description value
that describes the physical interface. You can include the following optional values in the NAS-Port-ID:

e agent-circuit-id

e agent-remote-id

e interface-description

e interface-text-description
® nas-identifier

e postpend-vlan-tags

@ NOTE: If you specify any optional values, the default interface-description value is no
longer automatically included. You must explicitly specify the interface-description value if
you want it to appear in the NAS-Port-ID.

When you specify optional values, the router arranges the values in the following default order, where
the # character is the default delimiter:

nas-identifier # interface-description # interface-text-description # agent-circuit-id # agent-remote-id #
postpend-vlan-tags

You can use the order option to configure the explicit order in which the specified optional values appear
in the NAS-Port-ID string.

To configure optional values in the NAS-Port-ID string:

1. Specify the access profile you want to configure.

[edit]
user@host# edit access profile retailer25
2. Specify that you want to configure RADIUS options.

[edit access profile retailer25]
user@host# edit radius options



3. Specify the character to use as the delimiter between the different attribute values in the NAS-Port-
ID. By default, subscriber management uses the hash character (#).

[edit access profile retailer25 radius options]

user@host# set nas-port-delimiter %

4. Specify that you want to configure the format of the NAS-Port-ID.

[edit access profile retailer25 radius options]
user@host# edit nas-port-id-format

5. (Optional) Specify the optional values you want to include in the NAS-Port-ID string. The optional
values appear in the default order.

[edit access profile retailer25 radius options nas-port-id-format]

user@host# set interface-description nas-identifier agent-remote-id agent-circuit id

6. (Optional) To specify an explicit non-default order in which the optional values appear in the NAS-
Port-1D string, include the order option before each optional value. Specify the values in the order you
want them to appear.

See "Configuring the Order in Which Optional Values Appear in the NAS-Port-ID" on page 527.

Configuring the Order in Which Optional Values Appear in the NAS-Port-I1D

In addition to specifying the values that you want to include in the NAS-Port-ID, you can use the order
option to specify the explicit order in which you want the values to appear.

By default, the router arranges the specified values in the following order, where the # character is the
delimiter:

nas-identifier # interface-description # interface-text-description # agent-circuit-id # agent-
remote-id # postpend-vlan-tags

@ NOTE: The default order and the customized order are mutually exclusive. The
configuration fails if you try to specify both.

To configure the specific order in which you want the optional values to appear in the NAS-Port-ID:



1. Specify that you want to configure the format of the NAS-Port-ID.

[edit access profile retailer25 radius options]

user@host# edit nas-port-id-format

2. Include the order option before each optional value that you want to include in the NAS-Port-ID.
Specify the optional values in the order in which you want them to appear.

[edit access profile retailer25 radius options nas-port-id-format]
user@host# set order interface-description order nas-identifier order agent-remote-id order interface-
text-description

This configuration configures the following NAS-Port-ID string, where the % character is the delimiter:

interface-description % nas-identifier % agent-remote-id % interface-text-description

3. (Optional) To add an optional value to an existing NAS-Port-1D string:

Use the order option and the name of the optional value to add the new value to the existing NAS-
Port-ID. The new value is added at the end of the string. For example:

[edit access profile retailer25 radius options nas-port-id-format]

user@host# set order agent-circuit-id

This configuration modifies the example in the previous step by adding the agent-circuit-id to the end
of the NAS-Port-ID string:

interface-description % nas-identifier % agent-remote-id % interface-text-description % agent-circuit-id

@ NOTE: If you attempt to add an optional value that already exists in the NAS-Port-ID
string, the new specification is ignored and the existing value remains in the order in
which it was originally configured.

If you want to modify the existing order, delete the existing specification and define the
new order.



Enabling Unique NAS-Port Attributes (RADIUS Attribute 5) for Subscribers

Typically, the router derives the RADIUS NAS-Port attribute (attribute 5) value from a subscriber’s
physical port, as shown in the following list.

e Subscribers over Ethernet interfaces—combination of slot/adapter/port/SVLAN ID/VLAN ID
e Subscribers over ATM interfaces—combination of slot/adapter/port/VPI/VCI

However, in some customer environments, a NAS-Port attribute that is based on the physical port might
not be unique, and multiple subscribers might have the same NAS-Port value. To avoid the duplicate use
of a NAS-Port attribute, you can configure the router to provide unique NAS-Port attributes. The unique
NAS-Port attribute consists of 32 bits (the most significant bit [MSB] is always 0), which make up two
parts— a unique number that the router internally generates, and an optional unique chassis ID that you
specify.

If you create the NAS-Port value based on the internally generated number only, the resulting NAS-Port
value is unique within the router only. If your implementation requires NAS-Port values to be unique
across all MX series routers in the network, you must also configure the unique chassis ID.

Uniqueness across all routers—To configure a NAS-Port attribute that is unique across all routers in the
network, you use the following procedure:

e Configure the chassis ID width (1-7 bits)—You must use the same width for all routers in the
network.

e Configure the chassis ID—You must ensure that you configure a unique ID for each router.

e The router uses the remainder of the 31 bits (minus the MSB and the number of bits used for the
chassis ID width) for the internally generated number.

Uniqueness within the local router—To configure a NAS-Port attribute that is unique within the local
router only, you use the following procedure:

e Do not configure the chassis ID width or chassis ID.

e The router uses all 31 bits for the internally generated number. The resulting NAS-Port attribute is
unique only within the router and cannot be guaranteed to be unique for any other routers in the
network.

To configure unique NAS-Port attribute values for subscribers:

@ NOTE: Before configuring the unique NAS-Port attribute, ensure that neither the nas-
port-extended-format statement or the vlan-nas-port-stacked-format statement is configured at
the [edit access profile profile-name radius options] hierarchy level. Otherwise, the commit
operation will fail.



1. Specify that you want to configure RADIUS options at the [edit access] hierarchy level.

[edit access]

user@host# edit radius-options

2. Specify that you want to enable unique NAS-Port attribute support.

[edit access radius-options]

user@host# edit unique-nas-port

@ NOTE: This step configures the router to generate a unique number, which creates a
NAS-Port value that is unique within the router.

3. (Optional) If you want to provide NAS-Port values that are unique across all MX series routers in the
network, complete the following additional steps.

e Specify the number of bits used in the chassis ID portion of the NAS-Port attribute. You can
specify 1-7 bits. You must use the same chassis ID width for all routers across the network.

[edit access radius-options unique-nas-port]
user@host# set chassis-id-width chassis-id-width

e Specify the value you want to use for chassis ID portion of the NAS-Port attribute. The chassis ID
can be in the range from 0-127 bits. You must configure a unique chassis ID for each MX router in
the network.

[edit access radius-options unique-nas-port]
user@host# set chassis-id chassid-id

RADIUS NAS-Port Options for Subscriber Access per Physical Interface, VLAN, or
Stacked VLAN Overview
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On MX Series routers with Modular Port Concentrator/Modular Interface Card (MPC/MIC) interfaces,
you can configure the NAS-Port-Type (61) RADIUS IETF attribute, and an extended format for the NAS-
Port (5) RADIUS IETF attribute, on a per-interface, per-VLAN, or per-stacked VLAN basis. The router
passes the NAS-Port and NAS-Port-Type attributes to the RADIUS server during the authentication,
authorization, and accounting (AAA) process.

This overview covers the following topics:

NAS-Port-Type RADIUS Attribute

The NAS-Port-Type attribute specifies the type of physical port that the network access server (NAS)
uses to authenticate the subscriber. When you use the nas-port-type statement to configure the NAS-
Port-Type, you can specify one of several predefined port types, or a user-defined port type value in the
range O through 65535.

NAS-Port RADIUS Attribute

The NAS-Port attribute specifies the physical port number of the NAS that is authenticating the user,
and is formed by a combination of the physical port’s slot number, port number, adapter number, VLAN
ID, and S-VLAN ID. The NAS-Port extended format, which you configure with the nas-port-extended-format
statement, specifies the number of bits (bit width) for each field in the NAS-Port attribute: slot, adapter,
port, VLAN, and S-VLAN.

To include stacked VLAN IDs, in addition to VLAN IDs, in the NAS-Port extended format, use the stacked
option as part of the nas-port-extended-format statement. If you do not configure the stacked option, stacked
VLAN IDs are not included in the extended format.

NAS-Port Options Configuration and Subscriber Network Access Models

Configuring the NAS-Port-Type and the extended format for NAS-Port on a per-VLAN, per-stacked
VLAN, or per-physical interface basis is useful in network configurations that use the following
subscriber access models:

e 1:1 access model (per-VLAN basis)—In a 1:1 access model, dedicated customer VLANs (C-VLANSs)
provide a one-to-one correspondence between an individual subscriber and the VLAN encapsulation.



e N:1 access model (per-S-VLAN basis)—In an N:1 access model, service VLANs are dedicated to a
particular service, such as video, voice, or data, instead of to a particular subscriber. Because a
service VLAN is typically shared by many subscribers within the same household or in different
households, the N:1 access model provides a many-to-one correspondence between individual
subscribers and the VLAN encapsulation.

e 1:1 or N:1 access model (per-physical interface basis)—You can configure the NAS-Port-Type and
NAS-Port format on a per-physical interface basis for both the 1:1 access model and the N:1 access
model.

NAS-Port Options Definition

As an alternative to globally configuring the NAS-Port-Type and NAS-Port extended format in an access
profile, you can configure these attributes on a per-interface, per-VLAN, or per-stacked VLAN basis. To
do so, you must create a NAS-Port options definition, which includes some or all of the following
components:

e NAS-Port-Type value—Specifies the type of physical port that the network access server (NAS) uses
to authenticate the subscriber.

e NAS-Port extended format—Configures the number of bits (bit width) for each field in the NAS-Port
attribute, including: slot, adapter, port, VLAN, and S-VLAN. Optionally, you can also use the stacked
option as part of the nas-port-extended-format statement to include S-VLAN IDs, in addition to VLAN
IDs, in the extended format. If you do not configure the stacked option, stacked VLAN IDs are not
included in the extended format.

e VLAN ranges or S-VLAN ranges—Defines the VLAN range of subscribers or stacked VLAN range of
subscribers to which each NAS-Port options definition applies.

Guidelines for Configuring RADIUS NAS-Port Options for Subscriber Access per
Physical Interface, VLAN, or Stacked VLAN

The following guidelines apply when you configure the NAS-Port-Type attribute and the extended
format for the NAS-Port attribute on a per-VLAN, per-stacked VLAN, or per-physical interface basis:

e You can create a maximum of 16 NAS-Port options definitions per physical interface. Each definition
can include either a maximum of 32 VLAN ranges or a maximum of 32 stacked VLAN ranges, but
cannot include a combination of VLAN ranges and stacked VLAN ranges.

o Configuring the NAS-Port-Type attribute and NAS-Port extended format on a per-VLAN, per-stacked
VLAN, or per-physical interface basis overrides the global settings for these attributes configured in
an access profile.

o If the NAS-Port-Type attribute and the NAS-Port extended format are not configured on a per-VLAN
basis (in a 1:1 access model) or on a per-stacked VLAN basis (in an N:1 access model), the router uses



the global settings configured for these attributes in an access profile for all RADIUS request
messages.

Configuring RADIUS NAS-Port Options for Subscriber Access per Physical Interface,
VLAN, or Stacked VLAN

On MX Series routers with MPC/MIC interfaces, you can configure the NAS-Port-Type (61) RADIUS
IETF attribute, and an extended format for the NAS-Port (5) RADIUS IETF attribute, on a per-physical
interface, per-VLAN, or per-stacked VLAN (S-VLAN) basis. The router passes the NAS-Port-Type and
NAS-Port attributes to the RADIUS server during the authentication, authorization, and accounting
(AAA) process.

To configure the NAS-Port-Type and NAS-Port extended format on a per-physical interface, per-VLAN,
or per-stacked VLAN basis, you must create a NAS-Port options definition, which includes the following
components:

e NAS-Port-Type value—Specifies the type of physical port that the network access server (NAS) uses
to authenticate the subscriber.

e NAS-Port extended format—Configures the number of bits (bit width) for each field in the NAS-Port
attribute, which specifies the physical port number of the NAS that is authenticating the subscriber.
Fields in the NAS-Port attribute include: slot, adapter, port, VLAN, and S-VLAN. Optionally, you can
also use the stacked option as part of the nas-port-extended-format statement to include S-VLAN IDs, in
addition to VLAN IDs, in the extended format. If you do not configure the stacked option, stacked
VLAN IDs are not included in the extended format.

e VLAN ranges or S-VLAN ranges—Defines the VLAN range of subscribers or stacked VLAN range of
subscribers to which each NAS-Port options definition applies.

@ NOTE: You can create a maximum of 16 NAS-Port options definitions per physical
interface. Each definition can include a maximum of 32 VLAN ranges or
32 stacked VLAN ranges, but cannotinclude a combination of VLAN ranges and stacked
VLAN ranges.

To configure the NAS-Port-Type and NAS-Port extended format on a per-physical interface, per-VLAN,
or per-stacked VLAN basis:

1. Specify the physical interface you want to configure.

2. Enable VLAN tagging, stacked VLAN tagging, or flexible VLAN tagging on the interface.
e For VLAN tagging, see Enabling VLAN Tagging.

e For stacked VLAN tagging, see Configuring Stacked VLAN Tagging

e For flexible VLAN tagging, also referred to as mixed tagging, see Enabling VLAN Tagging.
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3. Specify that you want to configure RADIUS options for a physical interface, VLAN, or S-VLAN.

[edit interfaces interface-namel

user@host> edit radius-options

4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port-Type, and the VLAN ranges or stacked VLAN ranges to which the named
NAS-Port options definition applies.

e For per-physical interface configurations, see "Configuring the RADIUS NAS-Port-Type per
Physical Interface" on page 537.

e For per-VLAN configurations, see "Configuring the RADIUS NAS-Port-Type per VLAN" on page
538.

e For per-stacked VLAN configurations, see "Configuring the RADIUS NAS-Port-Type per Stacked
VLAN" on page 540.

6. Configure the NAS-Port extended format, and the VLAN ranges or stacked VLAN ranges to which
the named NAS-Port options definition applies.

o For per-physical interface configurations, see "Configuring the RADIUS NAS-Port Extended
Format per Physical Interface" on page 542.

e For per-VLAN configurations, see "Configuring the RADIUS NAS-Port Extended Format per
VLAN" on page 543.

e For per-stacked VLAN configurations, see "Configuring the RADIUS NAS-Port Extended Format
per Stacked VLAN" on page 545.

Manual Configuration of the NAS-Port-Type RADIUS Attribute

Subscriber management uses the NAS-Port-Type (RADIUS attribute 61) to identify the type of physical
port that is used to authenticate subscribers. By default, subscriber management uses a NAS-Port-Type
of ethernet.

You can optionally configure access profiles to provide the value for the NAS-Port-Type attribute, which
enables you to explicitly specify the NAS port type that is used for a given connection. For example, you
might configure an access profile that specifies that a NAS port type of wireless is used for all Ethernet
connections that are managed by that access profile.



@ NOTE: The ethernet-port-type-virtual configuration statementtakes precedence over
the nas-port-type statement when you include both statements in the same access
profile. When you include the ethernet-port-type-virtual statement, subscriber
management uses the RADIUS attribute value of 5, which specifies a NAS port type of
virtual.

Table 9 on page 535 shows the supported port type values for RADIUS attribute 61 (NAS-Port-Type)
that you can include in an access profile.

Table 9: RADIUS NAS-Port-Type Values

Statement Option NAS-Port-Type Value = Description

value 0-65535 Number that indicates either the IANA-assigned value for the
RADIUS port type or a custom number-to-port type defined by
the user

adsl-cap 12 Asymmetric DSL, carrierless amplitude phase (CAP) modulation

adsl-dmt 13 Asymmetric DSL, discrete multitone (DMT)

async 0 Asynchronous

cable 17 Cable

ethernet 15 Ethernet

fddi 21 Fiber Distributed Data Interface

g3-fax 10 G.3 Fax

hdlc-clear-channel = 7 HDLC Clear Channel

iapp 25 Inter-Access Point Protocol (IAPP)



Table 9: RADIUS NAS-Port-Type Values (Continued)

Statement Option

idsl

isdn-sync

isdn-v110

isdn-v120

piafs

sdsl

sync

token-ring

virtual

wireless

wireless-1x-ev

wireless-cdma2000

wireless-ieee80211

wireless-umts

x25

NAS-Port-Type Value

14

11

20

18

19

Description

ISDN DSL

ISDN Synchronous

ISDN Async V.110

ISDN Async V.120

Personal Handyphone System (PHS) Internet Access Forum
Standard

Symmetric DSL

Synchronous

Token Ring

Virtual

Other wireless

Wireless 1xEV

Wireless code division multiple access (CDMA) 2000

Wireless 802.11

Wireless universal mobile telecommunications system (UMTS)

X.25



Table 9: RADIUS NAS-Port-Type Values (Continued)

Statement Option NAS-Port-Type Value = Description

x75 9 X.75

xdsl 16 DSL of unknown type

Configuring the RADIUS NAS-Port-Type per Physical Interface

As an alternative to globally configuring the NAS-Port-Type (61) RADIUS attribute in an access profile,
you can configure the NAS-Port-Type on a per-physical interface basis as part of a NAS-Port options
definition. The NAS-Port-Type specifies the type of physical port that the network access server (NAS)
uses to authenticate the subscriber.

Configuring NAS-Port options definitions on a per-physical interface basis is useful in network
configurations that use a 1:1 access model or an N:1 access model.

To configure the NAS-Port-Type RADIUS attribute per physical interface:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Enable VLAN tagging on the interface.

[edit interfaces interface-name]

user@host# set vlan-tagging

Setting VLAN tagging enables the reception and transmission of 802.1Q VLAN-tagged frames on the
interface. You must enable VLAN tagging before you can configure the VLAN ranges to which the
NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a physical interface.

[edit interfaces interface-namel]
user@host# edit radius-options



4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port-Type.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

user@host# set nas-port-type port-type

6. Configure the VLAN range or ranges to which the NAS-Port options definition applies.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

user@host# set vlan-ranges (any | low-tag-high-tag)

Per-physical interface configurations typically require you to create a VLAN range that consists of all
VLAN IDs on the physical interface. To do so, use the any option with the vlan-ranges statement.

The following example shows a per-interface NAS-Port options definition named subscribers-east that
configures the wireless-umts NAS-Port-Type for a VLAN range consisting of all VLAN IDs on Gigabit
Ethernet physical interface ge-1/0/0.

[edit interfaces ge-1/0/0 radius-options]

nas-port-options subscribers-east {
nas-port-type wireless-umts;
vlan-ranges {

any,

Configuring the RADIUS NAS-Port-Type per VLAN

As an alternative to globally configuring the NAS-Port-Type (61) RADIUS attribute in an access profile,
you can configure the NAS-Port-Type on a per-VLAN basis as part of a NAS-Port options definition. The
NAS-Port-Type specifies the type of physical port that the network access server (NAS) uses to
authenticate the subscriber.

Configuring NAS-Port options definitions on a per-VLAN basis is useful in network configurations that
use a 1:1 access model.

To configure the NAS-Port-Type RADIUS attribute per VLAN:



. Specify the interface you want to configure.

[edit]

user@host# edit interfaces interface-name

. Enable VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set vlan-tagging

Setting VLAN tagging enables the reception and transmission of 802.1Q VLAN-tagged frames on the
interface. You must enable VLAN tagging before you can configure the VLAN ranges to which the
NAS-Port options definition applies.

. Specify that you want to configure RADIUS options for a VLAN interface.

[edit interfaces interface-name]

user@host# edit radius-options

. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]

user@host# edit nas-port-options nas-port-options-name

. Configure the NAS-Port-Type.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]
user@host# set nas-port-type port-type

. Configure the VLAN range or ranges to which the NAS-Port options definition applies.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]
user@host# set vlan-ranges (any | low-tag-high-tag)

Per-VLAN configurations typically require you to create a VLAN range that consists of a single VLAN
ID on the physical interface. To do so, set the Jow-tagand high-tag options in the vlan-ranges statement
to the same value, as shown in the following example.



The following example shows a per-VLAN NAS-Port options definition named subscribers-west that
configures the ethernet NAS-Port-Type for VLAN ID 3 on Gigabit Ethernet physical interface ge-1/1/0.

[edit interfaces ge-1/1/0@ radius-options]
nas-port-options subscribers-west {
nas-port-type ethernet;
vlan-ranges {
3-3;

Configuring the RADIUS NAS-Port-Type per Stacked VLAN

As an alternative to globally configuring the NAS-Port-Type (61) RADIUS attribute in an access profile,
you can configure the NAS-Port-Type on a per-stacked VLAN basis as part of a NAS-Port options
definition. The NAS-Port-Type specifies the type of physical port that the network access server (NAS)
uses to authenticate the subscriber.

Configuring NAS-Port options definitions on a per-stacked VLAN basis is useful in network
configurations that use an N:1 access model.

To configure the NAS-Port-Type RADIUS attribute per stacked VLAN:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name

2. Enable stacked VLAN tagging on the interface.

[edit interfaces interface-namel
user@host# set stacked-vlan-tagging

Setting stacked VLAN tagging enables you to configure dual VLAN tags for all logical interfaces on
the physical interface. You must enable stacked VLAN tagging before you can configure the stacked
VLAN ranges to which the NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a stacked VLAN interface.

[edit interfaces interface-name]

user@host# edit radius-options



4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]

user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port-Type.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]
user@host# set nas-port-type port-type

6. Configure the stacked VLAN range or ranges to which the NAS-Port options definition applies.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]
user@host# set stacked-vlan-ranges (any | low-outer-tag-high-outer-tag),any

Per-stacked VLAN configurations require you to create a stacked VLAN range of subscribers to
which the NAS-Port options definition applies. You must configure the low and high outer tags
(VLAN IDs) in the range 1 through 4094, and the inner tag (S-VLAN ID) as any to represent all S-VLAN
ID tags.

7. Repeat Steps 3 through 6 to configure additional NAS-Port options definitions on this interface.

The following example creates two NAS-Port options definitions, subscribers-north and subscribers-
south, configured on a per-stacked VLAN basis on Gigabit Ethernet physical interface ge-1/1/0.

The subscribers-north definition configures a NAS-Port-Type user-defined value (4711) for a stacked
VLAN range with outer VLAN ID 1 and all inner S-VLAN IDs. The subscribers-south definition
configures a NAS-Port-Type user-defined value (4722) for a stacked VLAN range with outer VLAN IDs in
the range 2 through 10, and all inner S-VLAN IDs.

[edit interfaces ge-2/0/1 radius-options]
nas-port-options subscribers-north {
nas-port-type 4711;
stacked-vlan-ranges {
1-1,any;

nas-port-options subscribers-south {
nas-port-type 4722;
stacked-vlan-ranges {
2-10,any;



Configuring the RADIUS NAS-Port Extended Format per Physical Interface

As an alternative to globally configuring the extended format for the NAS-Port (5) RADIUS attribute in
an access profile, you can configure the NAS-Port extended format on a per-physical interface basis as
part of a NAS-Port options definition. The NAS-Port extended format configures the number of bits (bit
width) in each field in the NAS-Port attribute, including: slot, adapter, port, VLAN, and S-VLAN.

Configuring NAS-Port options definitions on a per-physical interface basis is useful in network
configurations that use a 1:1 access model or an N:1 access model.

To configure an extended format for the NAS-Port RADIUS attribute per physical interface:

1. Specify the interface you want to configure.
[edit]
user@host# edit interfaces interface-name
2. Enable VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set vlan-tagging

Setting VLAN tagging enables the reception and transmission of 802.1Q VLAN-tagged frames on the
interface. You must enable VLAN tagging before you can configure the VLAN ranges to which the
NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a physical interface.

[edit interfaces interface-name]
user@host# edit radius-options
4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name



5. Configure the NAS-Port extended format.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]
user@host# set nas-port-extended-format slot-width width adapter-width width port-width width
vlan-width width

6. Configure the VLAN range or ranges to which the NAS-Port options definition applies.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]
user@host# set vlan-ranges (any | low-tag-high-tag)

Per-physical interface configurations typically require you to create a VLAN range that consists of all
VLAN IDs on the physical interface. To do so, use the any option with the vlan-ranges statement.

The following example shows a per-interface NAS-Port options definition named boston-subscribers
that configures a NAS-Port extended format consisting of an 8-bit slot field, 8-bit adapter field, 8-bit
port field, and 4-bit VLAN field. The boston-subscribers definition applies to a VLAN range consisting of
all VLAN IDs on Gigabit Ethernet physical interface ge-2/0/1.

[edit interfaces ge-2/0/1 radius-options]
nas-port-options boston-subscribers {
nas-port-extended-format {
slot-width 8;
adapter-width 8;
port-width 8;
vlan-width 4;
}
vlan-ranges {

any;

Configuring the RADIUS NAS-Port Extended Format per VLAN

As an alternative to globally configuring the extended format for the NAS-Port (5) RADIUS attribute in
an access profile, you can configure the NAS-Port extended format on a per-VLAN basis as part of a
NAS-Port options definition. The NAS-Port extended format configures the number of bits (bit width) in
each field in the NAS-Port attribute, including: slot, adapter, port, VLAN, and S-VLAN.

Configuring NAS-Port options definitions on a per-VLAN basis is useful in network configurations that
use a 1:1 access model.



To configure an extended format for the NAS-Port RADIUS attribute per VLAN:

1. Specify the interface you want to configure.
[edit]
user@host# edit interfaces interface-name

2. Enable VLAN tagging on the interface.

[edit interfaces interface-name]
user@host# set vlan-tagging

Setting VLAN tagging enables the reception and transmission of 802.1Q VLAN-tagged frames on the
interface. You must enable VLAN tagging before you can configure the VLAN ranges to which the
NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a VLAN interface.
[edit interfaces interface-name]
user@host# edit radius-options
4. Create a named NAS-Port options definition.
[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name
5. Configure the NAS-Port extended format.
[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

user@host# set nas-port-extended-format slot-width width adapter-width width port-width width
vlan-width width

6. Configure the VLAN range or ranges to which the NAS-Port options definition applies.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

user@host# set vlan-ranges (any | low-tag-high-tag)

Per-VLAN configurations typically require you to create a VLAN range that consists of a single VLAN
ID on the physical interface. To do so, set the Jow-tag and high-tag options in the vlan-ranges statement
to the same value, as shown in the following example.



The following example shows a per-VLAN NAS-Port options definition named paris-subscribers that
configures a NAS-Port extended format consisting of a 4-bit slot field, 2-bit adapter field, 4-bit port field,
and 2-bit VLAN field. The paris-subscribers definition applies to VLAN ID 1 on Gigabit Ethernet physical
interface ge-1/0/1.

[edit interfaces ge-1/0/1 radius-options]
nas-port-options paris-subscribers {
nas-port-extended-format {
slot-width 4;
adapter-width 2;
port-width 4;
vlan-width 2;
}
vlan-ranges {
1-1;

Configuring the RADIUS NAS-Port Extended Format per Stacked VLAN

As an alternative to globally configuring the extended format for the NAS-Port (5) RADIUS attribute in
an access profile, you can configure the NAS-Port extended format on a per- stacked VLAN basis as part
of a NAS-Port options definition. The NAS-Port extended format configures the number of bits (bit
width) in each field in the NAS-Port attribute, including: slot, adapter, port, VLAN, and S-VLAN.

Configuring NAS-Port options definitions on a per-stacked VLAN basis is useful in network
configurations that use an N:1 access model.

To configure an extended format for the NAS-Port RADIUS attribute per stacked VLAN:

1. Specify the interface you want to configure.

[edit]
user@host# edit interfaces interface-name
2. Enable stacked VLAN tagging on the interface.

[edit interfaces interface-namel
user@host# set stacked-vlan-tagging



Setting stacked VLAN tagging enables you to configure dual VLAN tags for all logical interfaces on
the physical interface. You must enable stacked VLAN tagging before you can configure the stacked
VLAN ranges to which the NAS-Port options definition applies.

3. Specify that you want to configure RADIUS options for a stacked VLAN interface.

[edit interfaces interface-namel
user@host# edit radius-options

4. Create a named NAS-Port options definition.

[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name

5. Configure the NAS-Port extended format.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]
user@host# set nas-port-extended-format slot-width width adapter-width width port-width width
vlan-width width stacked

To include S-VLAN IDs, in addition to VLAN IDs, in the NAS-Port extended format, include the stacked
option in the nas-port-extended-format statement.

6. Configure the stacked VLAN range or ranges to which the NAS-Port options definition applies.

[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

user@host# set stacked-vlan-ranges (any | low-outer-tag-high-outer-tag),any

Per-stacked VLAN configurations require you to create a stacked VLAN range of subscribers to
which the NAS-Port options definition applies. You must configure the low and high outer tags
(VLAN IDs) in the range 1 through 4094, and the inner tag (S-VLAN ID) as any to represent all S-VLAN
ID tags.

7. Repeat Steps 3 through 6 to configure additional NAS-Port options definitions on this interface.

The following example creates two NAS-Port options definitions, chicago-subscribers and barcelona-
subscribers, configured on a per-stacked VLAN basis on Gigabit Ethernet physical interface ge-3/2/1.

The chicago-subscribers definition configures a NAS-Port extended format consisting of a 8-bit slot
field, 8-bit adapter field, 8-bit port field, 4-bit stacked VLAN field, and 4-bit VLAN field. Because the
stacked option is configured in this definition, S-VLAN IDs, in addition to VLAN IDs, are included in the
extended format. The chicago-subscribers definition applies to a stacked VLAN range with outer
VLAN ID 1, and all inner S-VLAN IDs.



The barcelona-subscribers definition configures a NAS-Port extended format consisting of a 8-bit slot
field, 8-bit adapter field, 8-bit port field, 4-bit stacked VLAN field, and 4-bit VLAN field. Because the
stacked option is not configured in this definition, S-VLAN IDs are not included in the extended format.
The barcelona-subscribers definition applies to a stacked VLAN range with outer VLAN IDs in the range
2 through 10, and all inner S-VLAN IDs.

[edit interfaces ge-3/2/1 radius-options]
nas-port-options chicago-subscribers {
nas-port-extended-format {
slot-width 8;
adapter-width 8;
port-width 8;
stacked-vlan-width 4;
vlan-width 4;
stacked;
}
stacked-vlan-ranges {
1-1,any;

nas-port-options barcelona-subscribers {
nas-port-extended-format {
slot-width 8;
adapter-width 8;
port-width 8;
stacked-vlan-width 4;
vlan-width 4;
}
stacked-vlan-ranges {
2-10,any;

Configuring the RADIUS NAS-Port Extended Format for ATM Interfaces

As an alternative to globally configuring an extended format for the NAS-Port (5) RADIUS attribute in an
access profile, you can configure the NAS-Port extended format on a per-physical interface basis for
both Ethernet subscribers and ATM subscribers as part of a NAS-Port options definition. The NAS-Port
extended format configures the number of bits (bit width) in each field of the NAS-Port attribute,
including: slot, adapter, port, ATM virtual path identifier (VPI), and ATM virtual circuit identifier (VCI).



To configure the NAS-Port extended format for an ATM interface, include one or both of the following

options in the nas-port-extended-format statement along with the other options as appropriate for your
needs:

o ypi-width—Number of bits in the ATM VPI field, in the range 1 through 32

e yci-width—Number of bits in the ATM VCI field, in the range 1 through 32

@ NOTE: For ATM subscribers, the combined total of the widths of all fields must not
exceed 32 bits, or the configuration fails. The router may truncate the values of
individual fields depending on the bit width you specify.

To configure an extended format for the NAS-Port RADIUS attribute for an ATM interface:

1. Specify the ATM interface you want to configure.
[edit]
user@host# edit interfaces interface-name
2. Specify that you want to configure RADIUS options for a physical interface.
[edit interfaces interface-name]
user@host# edit radius-options
3. Create a named NAS-Port options definition.
[edit interfaces interface-name radius-options]
user@host# edit nas-port-options nas-port-options-name
4. Configure the NAS-Port extended format.
[edit interfaces interface-name radius-options nas-port-options nas-port-options-name]

user@host# set nas-port-extended-format slot-width width adapter-width width port-width width
vpi-width width vci-width width

The following example shows a NAS-Port options definition named boston-subscribers for ATM
interface at-1/0/4 that configures a NAS-Port extended format with an ATM slot width of 6 bits, ATM



adapter width of 3 bits, ATM port width of 4 bits, ATM VPI width of 12 bits, and ATM VCI width of
24 bits.

[edit interfaces at-1/0/4 radius-options]
nas-port-options boston-subscribers {
nas-port-extended-format {

slot-width 6;

adapter-width 3;

port-width 4;

vpi-width 12;

vci-width 24;

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.3R1 Starting in Junos OS Release 17.3R1, a logical port number is added to the default format for only
channelized interfaces.
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RADIUS Logical Line Identifier (LLID) Overview

The logical line identification (LLID) feature helps service providers maintain a reliable and up-to-date
customer database for those subscribers who frequently move from one physical line to another. The
LLID is designed to provide the service provider with a configurable calling station ID for the subscriber
access line. A calling station ID is derived from the physical line location and the subscriber client’s
information. The line information derived from the facility of the service provider is not friendly for the
access line wholesaler to manage access line ownership when subscribers frequently move physical
locations. The LLID feature is based on a virtual port — the LLID — rather than the physical line used by
the subscriber. The LLID provides AAA driven line information management with a service provider
(usually a wholesaler).

The LLID is an alphanumeric string that is based on the subscriber user name and circuit ID. The LLID
logically identifies the subscriber line, and is mapped to the subscriber’s physical line in the service
provider customer database. When the subscriber moves to a different location and different physical
line, the database is updated to map the LLID to the new physical line. Because the subscriber’s LLID
remains constant, it provides service providers with a secure and reliable means for tracking subscribers
and maintaining an accurate customer database. Subscriber management supports the LLID feature for
PPP subscribers over PPPoE, PPPoA, and LAC.

To assign an LLID to a subscriber, the router issues two RADIUS access requests. The first request is a
preauthentication request, which obtains the LLID from a RADIUS preauthentication server. The second
request is the standard authentication request sent to the RADIUS authentication server.

The following sequence of steps describes how subscriber management obtains and uses the LLID. The
procedure assumes that preauthentication is enabled on the router and that the RADIUS
preauthentication and authentication servers are configured.

1. The PPP subscriber sends an Authentication-Request message to the router.

2. The router sends an Access-Request message to the RADIUS preauthentication server to obtain an
LLID for the subscriber.

3. The preauthentication server returns the LLID to the router in the Calling-Station-Id attribute
(RADIUS attribute 31) in the Access-Accept message.



@ NOTE: This step includes a non-standard use of the Calling-Station-Id attribute. This

attribute is typically present in RADIUS request messages, such as an Access-Request,
not in response messages. Also, the router ignores all RADIUS attributes, other than the
Calling-Station-Id, that are returned in the preauthentication Access-Accept message. In
addition, any radius options that are configured on the router, such as calling-station-
id-format, have no effect on the Calling-Station-Id attribute in the preauthentication
request.

4. The router encodes the Calling-Station-Id (the LLID) in a second Access-Request message and sends
the message to the RADIUS authentication server. This authentication request is the standard use of
the Calling-Station-Id attribute.

5. The RADIUS authentication server returns an Access-Accept message to the router. The Access-
Accept message includes attributes for the subscriber session.

@ NOTE: Once the preauthenticated subscriber has been successfully authenticated by

@

the RADIUS authentication server, all subsequent RADIUS request messages, such as
Accounting-Request messages, will include the LLID in the Calling-Station-Id attribute.

NOTE: For tunneled PPP subscribers, the router, acting as an L2TP access concentrator
(LAC), encodes the LLID into Calling Number AVP (L2TP attribute 22) and sends the
attribute to the L2TP network server (LNS) in an Incoming-Call-Request (ICRQ) packet.
After a successful preauthentication request, the router always encodes the LLID in the
L2TP Calling Number AVP.

RADIUS Attributes for LLID Preauthentication Requests

Table 10 on page 552 lists the RADIUS IETF attributes used in a preauthentication request to obtain a
subscriber’s LLID, and describes the information that is included in the attributes. In some cases,
preauthentication uses an attribute for information that is different than the IETF description—the table
indicates any non-standard use of RADIUS attributes.



Table 10: RADIUS Attributes for LLID Preauthentication Requests

Attribute
Number

61

77

Attribute Name

User-Name

User-Password

NAS-IP-Address

NAS-Port

Service-Type

NAS-Port-Type

Connect-Info

Description

(Non-standard use of attribute.) Identifying information for the user
associated with the LLID, in the following format.

nas-port: nas-ip-address: nas-port-id
Example: nas-port:198.51.100.117:ge-1/0/5:100

NOTE: The router strips any dynamically generated information from
the User-Name attribute during preauthentication.

(Non-standard use of attribute.) Password of the user to be
authenticated.

Example: Always set to juniper

IP address of the network access server (NAS) that is requesting
authentication of the user

Example: 198.51.100.117

Physical port number of the NAS that is authenticating the user. Always
interpreted as a bit field

Type of service the user requested or the type of service to be provided.

Example: gold-service

Type of physical port the NAS is using to authenticate the user. You can
use the ethernet-port-type-virtual statement to configure this to virtual
(type 5).

(Non-standard use of attribute.) The user name.

Example: jdoe@xyzcorp.example.com



Table 10: RADIUS Attributes for LLID Preauthentication Requests (Continued)

Attribute Attribute Name Description
Number
87 NAS-Port-Id Text string that identifies the physical interface of the NAS that is

authenticating the user. Includes any dynamically generated information.

Example: ge 1/0/5:100

Configuring Logical Line Identification (LLID) Preauthentication

The logical line identification (LLID) feature enables service providers to track subscribers on the basis of
a virtual port — the LLID — rather than by the physical port used by the subscriber. The LLID is assigned
by a RADIUS preauthentication server, which you configure in an access profile.

To configure the router to support preauthentication for the LLID feature:

@ NOTE: You cannot configure the preauthentication statements in this procedure if you
have configured the radius attributes exclude statement to exclude the Calling-Station-ID
attribute from RADIUS Access-Request messages.

1. Specify the access profile you want to use for the subscriber preauthentication support.

[edit]
user@host# edit access profile profile-name

2. Specify the order in which the router uses the supported preauthentication methods. radius is the
only supported authentication method.

[edit access profile profile-name]

user@host# set preauthentication-order radius

3. Specify that you want to configure RADIUS support.

[edit access profile profile-name]
user@host# edit radius



4. Specify the IP address of the RADIUS server used for preauthentication.

[edit access profile profile-name radius]

user@host# set preauthentication-server 192.168.100.10

@ NOTE: The preauthentication feature uses the retry and timeout parameters that are
configured for the RADIUS authentication server.

5. (Optional) Display AAA preauthentication statistics.

user@host> show network-access aaa statistics preauthentication
Preauthentication module statistics

Requests received: 2118

Multistack requests: @

Accepts: 261

Rejects: 975

Challenges: @

Requests timed out: 882

6. (Optional) Verify configuration of the RADIUS preauthentication server.

user@host1> show radius pre-authentication servers

RADIUS Pre-Authentication Configuration

Udp Retry Maximum Dead
IP Address Port Count Timeout Sessions Time Secret
203.0.113.168 1812 3 3 255 0 radius

Configuring a Port and Password for LLID Preauthentication Requests

You can configure a router that operates as the RADIUS client to contact a RADIUS server for
authentication and preauthentication requests on two different UDP ports and using different secret
passwords. Similar to configuring the port numbers for authentication and accounting requests, you can
define a unique port number that the router uses to contact the RADIUS server for logical line



identification (LLID) preauthentication requests. You can also define a unique password for
preauthentication requests. If you do not configure a separate UDP port or secret for preauthentication
purposes, the same UDP port and secret that you configure for authentication messages is used.

To configure a unique UDP port number to be used to contact the RADIUS server for preauthentication
requests, include the preauthentication-port port-number statement at the [edit access radius-server server-

address] or [edit access profile profile-name radius-server server-address] hierarchy level.

o To specify the UDP port for all of the access profiles:

[edit access]
radius-server server-address {

preauthentication-port port-number;

o To specify the UDP port for a specific access profile:

[edit access]
profile profile-name {
radius-server server-address {

preauthentication-port port-number;

To configure the password to be used to contact the RADIUS preauthentication server, include the
preauthentication-secret password statement at the [edit access radius-server server-address] or [edit access

profile profile-name radius-server server-address] hierarchy level.

e To specify the password for all of the access profiles:

[edit access]
radius-server server-address {

preauthentication-secret password,;

e To specify the password for a specific access profile:

[edit access]
profile profile-name {

radius-server server-address {



preauthentication-secret password,;

Verifying and Managing LLID Preauthentication Configuration
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Purpose

Display statistics and configuration information related to logical line identification (LLID)
preauthenticaion.

Action

e To display LLID preauthentication statistics:

user@host> show network-access aaa statistics preauthentication

e To display information about preauthentication servers:

user@host> show network-access aaa radius-servers

RADIUS Authentication and Accounting Basic Configuration
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Configuring Authentication and Accounting Parameters for Subscriber Access

You use an access profile to configure authentication and accounting support for the subscriber access
management feature. The access profile enables you to specify the type of methods used for
authentication and accounting. You can also configure how subscriber access management collects and
uses accounting statistics.

To configure authentication and accounting for subscriber access:

1. Specify the authentication and accounting methods to use.
See "Specifying the Authentication and Accounting Methods for Subscriber Access" on page 557.
2. Specify how accounting statistics are collected.

See "Configuring Per-Subscriber Session Accounting" on page 579.

Specifying the Authentication and Accounting Methods for Subscriber Access
You can specify the authentication and accounting methods that subscriber access management uses.

You can configure multiple authentication and accounting methods—the authentication-order and
accounting order statements specify the order in which the subscriber access management feature uses
the methods. For example, an authentication entry of radius password specifies that RADIUS
authentication is performed first; if it times out (for example, if the RADIUS server is unreachable), then
local authentication (password) is attempted. However, if a method rejects the authentication attempt, no
subsequent method is attempted. If password is configured as the first method to be attempted,
authentication is always either accepted or rejected; in either case, no other method is attempted.

You can specify the following authentication methods with the authentication-order statement:
e radius—RADIUS-based authentication using an external RADIUS server.
e password—Local authentication using locally configured and stored usernames and passwords.

Subscriber access management does not support the password option until Junos OS Release 18.2R1.
Starting in Junos OS Release 18.2R1, you can use the password option to provide local authentication
for individual subscribers, typically when you do not have external authentication and authorization
servers, or when you want to use local authentication as a backup to external authentication. In this
case, you configure the actual subscriber password with the password option of the subscriber wusername
statement in the access profile. In earlier releases you must always specify the radius authentication
method.



You can specify the following accounting methods:
o radius—RADIUS-based accounting using an external RADIUS server.
To configure the authentication and accounting methods for subscriber access management:

1. Specify the authentication methods and the order in which they are used.
[edit access profile profile-name]
user@host# set authentication-order method

2. Specify the accounting method.

[edit access profile profile-name]
user@host# set accounting order radius

Specifying RADIUS Authentication and Accounting Servers for Subscriber Access

You can specify one or more RADIUS authentication or accounting servers to use for subscriber access
management.

To configure RADIUS authentication and accounting support:

1. Specify that you want to configure RADIUS support.

[edit access profile isp-bos-metro-fiber-basic]
user@host# edit radius

2. Specify the IP address of the RADIUS server used for authentication.
[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.251

3. Specify the IP address of the RADIUS server used for accounting.

[edit access profile isp-bos-metro-fiber-basic radius]

user@host# set accounting-server 192.168.1.250

To configure multiple RADIUS authentication or accounting servers:



e Specify the IP addresses of all RADIUS servers used for authentication or accounting.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.251 192.168.1.252
user@host# set accounting-server 192.168.1.250 192.168.1.251

Configuring Local Authentication and Authorization for Subscribers

Starting in Junos OS Release 18.2R1, you can configure local authentication and limited local
authorization for subscribers. Local authentication supports all subscriber types that are currently
supported by subscriber management and services on MX Series routers. Local authentication and
authorization is useful in the following circumstances:

¢ When you do not want to use external authentication and authorization servers.

e When you want local authentication and authorization to provide a backup method in the event
RADIUS authentication fails.

¢ When you are migrating a network from E Series routers running JunosE software to MX Series
routers running Junos OS.

Enable local authentication and authorization for subscribers by configuring the password option to be
configured as an authentication-order method for the access profile. Then configure a password for each
subscriber you want to authenticate locally. When a subscriber associated with the access profile logs in,
the login username is compared to the configured username. If that matches, then the login password is
compared to the configured password. Local authentication failures result from credential mismatches;
that is, either the subscriber username or password do not match.

Local authentication can take the form of either of the following:

e User password authentication—The configured password is used to verify the subscriber’s login
password.

e Challenge handshake authentication (CHAP)—The configured password acts as the challenge secret
to verify the subscriber’s challenge password and challenge response credential.

You can also optionally configure several attributes, such as address pool, logical system, or routing
instance, to be authorized locally for the subscriber when authentication is successful. If you do not
configure an address or address pool for local authorization, address assignment is based on network
matching or the first address pool assigned to the routing instance.



@ NOTE: Local authentication and authorization support a chassis-wide maximum of 100
subscribers. If subscribers are configured in access profiles where authentication-order
password is not configured, local authentication does not occur, but these subscribers
count against the system limit of 100 subscribers for local authentication.

To configure local authentication and authorization:

1. Enable local authentication.

[edit access profile profile-name]
user@host# set authentication-order password

If you want only local authentication to be used, then configure password as the only authentication
method. If you want local authentication to back up RADIUS authentication in the event the method
times out, then you must configure radius as the first method and password as the second method, like
so:

[edit access profile profile-name]
user@host# set authentication-order [radius password]

If you configure password as the first method, authentication is always either accepted or rejected. In
either case, a second method is never attempted.

2. Configure the local password for the subscriber.
[edit access profile profile-name]
user@host# set subscriber wusername password password
3. (Optional) Configure an IPv4 address for the subscriber.
[edit access profile profile-name]
user@host# set subscriber username framed-ip-address ipv4-address
4, (Optional) Configure an address pool to assign an IPv4 address for the subscriber.

[edit access profile profile-name]
user@host# set subscriber wusername framed-pool ipv4-pool-name



5. (Optional) Configure an address pool to assign a router advertisement IPvé prefix or a DHCPvé
IA_NA/128 address for the subscriber.

[edit access profile profile-name]
user@host# set subscriber username framed-ipv6-pool ipvé6-pool-name

6. (Optional) Configure an address pool to locally allocate a delegated IPvé prefix.

[edit access profile profile-name]
user@host# set subscriber username delegated-pool delegated-pool-name

7. (Optional) Configure a logical system and if desired a routing instance assigned to the subscriber.

[edit access profile profile-name]
user@host# set subscriber username target-logical-system logical-system-name <target-routing-
instance (default | routing-instance-name)>

8. (Optional) Configure a routing instance for the subscriber.

[edit access profile profile-name]

user@host# set subscriber username target-routing-instance (default | routing-instance-name)

You can use the following show commands to display information about local authentication:

e show network-access aaa statistics authentication detail—Displays failure statistics for local
authentication.

e show network-access requests statistics—Displays both local authentication and local reauthentication
statistics such as requests received and the number of success and failure responses.

e show network-access aaa statistics re-authentication—Displays reauthentication statistics, but they are
aggregated from both local authentication and RADIUS.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

18.2R1 Starting in Junos OS Release 18.2R1, you can configure local authentication and limited local
authorization for subscribers.


https://apps.juniper.net/feature-explorer/
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RADIUS Change of Authorization (CoA) messages, specified in RFC 5176, Dynamic Authorization
Extensions to Remote Authentication Dial In User Service (RADIUS), are used to activate or deactivate
client services and to change certain client session characteristics without logging out the client, thus
avoiding interruption to the subscriber. In some circumstances, it may be preferable to use
reauthentication of the subscriber as the method to alter client session services and characteristics
without interruption.

For example, the following customer deployment modes both require changes in attributes during the
life of a session.

¢ Residential subscribers—Residential subscribers may change service plans throughout the life of a
session by online service selection or direct calling to the provider. The change in service plan is
propagated to the DHCP local server by changing the value of the DHCP client Agent Remote ID.
The Agent Remote ID is conveyed in option 82, suboption 2, for DHCPv4 clients and in option 37 for
DHCPv6 clients.



When reauthentication is configured, the change in service plan is detected, triggering
reauthentication; the new service plan and any changed attributes are returned by the RADIUS
server and implemented for the subscriber.

e Business subscribers—Business subscribers often need changes in attributes (particularly framed
routes) during any given session. The desired change in attributes is not initiated by a change in
service plans.

When reauthentication is configured, negotiation of the lease renewal triggers reauthentication. Any
changes in attributes or services are provided in the Access-Accept message from the RADIUS server
and implemented for the subscriber.

Two alternatives to using reauthentication can both change many more session characteristics than are
possible with reauthentication. CoA requests change characteristics without disrupting the subscriber.
Logging the subscriber out and then back in can change many more session characteristics but is
obviously disruptive.

Benefits of Reauthentication

Update or modify subscriber session attributes and service plans without using a CoA request.

Simplify activation of services resulting from frequent subscriber-initiated changes.

Enable reauthentication per family in dual-stack, single-session configurations.

Control reauthentication through CLI configuration or a RADIUS VSA.

Functionality

Reauthentication is supported for both DHCPv4 and DHCPVé. It can be triggered when the DHCP local
server receives a renew, rebind, discover, or solicit message from a DHCP client. The discover and solicit
messages support reauthentication starting in Junos OS Release 18.1R1. Support for the discover and
solicit messages means that if a CPE with a bound client reboots and the client sends one of those
messages to bring the session back up, reauthentication enables authd to obtain any updates that have
been made for the subscriber.

Reauthentication behavior is determined as follows:

e The reauthenticate lease-renewal statement specifies reauthentication is triggered when any of the four
supported messages is received.

e The reauthenticate remote-id-mismatch statement specifies reauthentication is triggered only when the
received message includes a change in the value of the DHCP client’s Agent Remote ID. The attribute
value includes the name of the subscriber service plan, so a change in value signifies a change in
service for the subscriber.



e The Juniper Networks reauthentication-on-renew VSA (26-206), when returned with a value of 1 in the
Access-Accept message from the RADIUS server for the subscriber at login, triggers reauthentication
on receipt of any of the four messages. A value of O disables reauthentication. The VSA value is
stored in the session database whenever it is received. After this VSA has enabled reauthentication,
it is checked at each reauthentication attempt. If the value has changed to O—that is, if a subsequent
Access-Accept returned the VSA with a value of O—the reauthentication process stops for that
subscriber.

The CLI configuration (reauthenticate statement) and Reauthenticate-On-Renew behavior is additive.
Disabling reauthentication with the VSA has an effect only when the reauthenticate statement is not
configured. When the reauthenticate statement is configured with either option, it overrides a VSA
value of O. In the absence of the CLI configuration, the VSA can enable reauthentication by itself.

The reauthentication process is almost identical to the original authentication process. When
reauthentication is triggered, the jdhcpd process on the local server submits an authentication request
to authd, which in turn submits an Access-Request message to the RADIUS server to request a second
authentication.

@ NOTE: The reauthentication request fails for any authentication order other than radius
or none. The authd process returns a negative acknowledgment (NAK) for any such
request.

This Access-Request includes RADIUS state and class attributes that were returned in the original
Access-Accept message. These attributes enable the RADIUS server to distinguish the reauthentication
request from login (authentication) requests.

The RADIUS server returns an Access-Accept message to authd with new attributes for the subscriber.
The authd process sends an acknowledgment (ACK) with the changes to jdhcpd, which sends a DHCP
offer to the DHCP client with changed attributes. The DHCP negotiation continues as usual, as shown in
Figure 1 on page 569, and the subscriber session continues with the new attribute values. When the
reauthentication includes a change in service plan, the RADIUS server returns the new plan with any
other changed attributes, if it accepts the request, as shown in Figure 2 on page 570. If the CPE

hosting the DHCP client reboots during the process of changing a service plan, reauthentication with
the new plan is supported with no disruption in service.

If the RADIUS server rejects a reauthentication request or times out, authd sends a NAK to jdhcpd,
which reviews the included error code. If the error code indicates a timeout, jdhcpd sends an ACK to the
DHCP client and the subscriber session is maintained with the original attributes and service. For any
other error code, jdhcpd sends a DHCPv4 NAK or DHCPvé REPLY (with the lifetime value set to 0) as a
logical NAK, initiates subscriber logout, and deletes the subscriber from the session database.

Table 11 on page 565 describes how authd processes requests when a different request type is already
in progress for the same subscriber.



Table 11: Processing Multiple Request Types

Request in Progress = Additional Request Received = Action
for Same Subscriber

Reauthentication CoA authd responds to the CoA with a NAK.

CoA Reauthentication authd queues the reauthentication request until the CoA is
processed, then processes the reauthentication request.

Reauthentication Disconnect authd responds to the disconnect with a NAK.

Disconnect Reauthentication authd responds to the reauthentication request with a
NAK and continues logging out the subscriber.

BEST PRACTICE: Because the network family does not terminate or reinitiate as part of
reauthentication, the subscriber content is not reevaluated with regards to subscriber
secure policy mirroring. Do not use as a trigger for subscriber secure policy mirroring any
attribute that can change during reauthentication processing.

When reauthentication results in a change in a DHCPvé subscriber’s IP or IPvé address after a client is
bound, the DHCPvV6 server evaluates the address change request. The server returns a status code to
the client in the identity association (IA) of the reply PDU. Starting in Junos OS Release 18.4R1, when
the DHCPv6 server discovers an issue with the address, a status code for NotOnLink is supported in
addition to the previously supported codes for NoAddrsAvail and NoPrefixAvail. These status codes are
defined as follows:

e NoAddrsAvail (2)—The server cannot assign any addresses for the IA in the client request. It returns
the IA with no addresses and NoAddrsAvail.

e NotOnLink (4)—The server determines that the prefix for one or more addresses in any IA in the
client request is not appropriate for the link connecting to the client. This code is also used in the
event of a reauthentication failure (RADIUS Access-Reject).

¢ NoPrefixAvail (6)—The server has no prefixes available for the IA in the client request.

If the client receives the NotOnLink status code, it can send another request without any addresses or it
can restart the negotiation process. If it sends a request, the DHCPvé6 local serer ignores the request,
expecting a new renegotiation to begin.



Dual-Stack Subscribers

In releases earlier than Junos OS Release 18.1R1, dual-stack DHCP subscribers are treated as
independent client sessions. Each stack renews and obtains new services independently.

Starting in Junos OS Release 18.1R1, per-family authentication and reauthentication are supported for
dual-stack, single-session subscribers. A dual-stack, single-session subscriber is typically a household
with its own VLAN in a 1:1 access model. The household is represented as a single subscriber with a
single session in the session database, but it has two separate DHCP bindings, one for each family,
DHCPv4 and DHCPvé. Consequently, authd sends separate Access-Requests as each family in the
session logs in or attempts to reauthenticate:

o Per-family authentication occurs when a discover or solicit message is received while a subscriber
session is in the DHCP init state.

e Per-family reauthentication occurs when reauthentication and on-demand address allocation are
both configured and a renew, rebind, discover, or solicit message is received for the family session
while it is in the DHCP bound state.

@ NOTE: On-demand address allocation causes an address to be allocated separately for
each family as it logs in. On-demand address allocation must be configured for dual-
stack, single-session subscribers or per-family authentication and reauthentication
cannot be enabled. For reauthentication, this is true whether it is configured in the CLI or
with the Reauthenticate-On-Renew VSA (26-206).

Authentication and reauthentication are both processed per family. The first family to trigger the
process is attended to before the other (second) family triggers authentication or reauthentication.
Messages from the second family are ignored until the first family is bound. Then the second family
request is processed.

If only one family of the dual-stack single session logs in, then only one authentication is processed.
Reauthentications are processed for only the one client family.

The authd process classifies attributes as belonging to the DHCPv4 or DHCPvé6 family and tags them
accordingly. For both authentication and reauthentication, depending on which family initiates the
request, authd includes either the DHCP-Options VSA (26-55) or the DHCPvé6-Options VSA (26-65).
Depending on its configuration, the RADIUS server might return information for only the family that
initiated the request (the requesting family) or for both families.

When authd receives attributes in the Access-Accept message, the family tags enable authd to
determine which attributes correspond to the requesting family or the other (nonrequesting) family.
Only attributes for the requesting family are written to the session database.



For reauthentication requests, authd compares the returned attributes to the session database to
determine whether any changes were made on the RADIUS server. Again, only changes that correspond
to the requesting family are written to the session database, overwriting the old values.

Changes during reauthentication are processed as follows:

e Attribute (other than address)—When authd determines that one or more of these attributes has
changed for the requesting family, it stores the new values in the session database. After authd
notifies jdhcpd, it sends an ACK to the DHCP client with the new attribute values.

e Address or address pool—When authd detects a change for the requesting family, it notifies the
DHCP local server, which in turn sends a NAK (DHCPv4) or logical NAK (DHCPvé6) to the DHCP
client.

If the requesting family is the only family that is bound, jdhcpd gracefully logs out the subscriber. If
the nonrequesting family is also bound, jdhcpd deactivates the requesting family, but leaves the
nonrequesting family binding intact, with no disruption in service to the nonrequesting family. The
deactivation of the requesting family has no effect on a subsequent triggering of reauthentication by
the nonrequesting family.

When the deactivated family subsequently sends a discover or solicit message to log back in, an
Access-Request is sent for reauthentication as usual, and the new address received in the Access-
Accept is applied to the subscriber.

If the RADIUS server responds to an authentication or reauthentication request with an Access-Reject
message, authd notifies the DHCP local server, which in turns sends a NAK (DHCPv4) or logical NAK
(DHCPv6) to the DHCP client. The requesting family is terminated gracefully; the family is deactivated
and the subscriber is logged out. Then the nonrequesting family is deactivated and logged out, but the
client is not notified about the termination.

If liveness detection is running on the nonrequesting family, the client detects loss of connection when
the family is terminated, and subsequently sends a discover or solicit message to the DHCP local server.
However, if liveness detection is not running, the client does not detect loss of connection until the
rebinding time (T2, option 59) expires and service is lost. Depending on the duration of the lease, this
could take a long time.

BEST PRACTICE: Configure liveness detection for both address families to reduce the
time to detect loss of connection. See DHCP Liveness Detection Overview for
information about configuring liveness detection.


https://www.juniper.net/documentation/en_US/junos/topics/concept/subscriber-management-dhcp-liveness-detection.html

Packet Flow

The following figure describes the sequence for initial negotiation of a subscriber session between a
DHCP client, a DHCP server, and the RADIUS server. The client’s service plan is specified in the second
substring in the remote ID contained in DHCPv4 option 82, suboption 2, or DHCPvé6 option 37.

Initial Negotiation

Figure 1 on page 569 illustrates the sequence of steps in the initial negotiation between a DHCP client,
a DHCP server, and the RADIUS server. The following terms are used in the figure:

CPE—Customer premises equipment (functions as the DHCP client or subscriber).

OLT—Optical line terminator—for example, a DSL access multiplexer (DSLAM) or other aggregation
device.

MX Series device—Functions as the DHCP server.
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Figure 1: Initial Negotiation
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Service Plan Change

Figure 2 on page 570 illustrates the sequence of steps in a change of service plans, from a 100 Mbps

plan to a 1 Gbps plan.:

Figure 2: Service Plan
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RADIUS Attributes Supported for Reauthentication

Table 12 on page 571 lists the RADIUS standard attributes and VSAs that can be processed during
reauthentication when received in the RADIUS Access-Accept message, and describes how authd
handle changes in attributes. Attribute processing is consistent with CoA request processing. The
characteristics of the reauthenticating subscriber session change only if new values or new attributes
are received in the Access-Accept message.

Table 12: RADIUS attributes supported by reauthentication

Attribute Attribute Name Result of Processing

Number

8 Framed-IP-Address A new value is stored in the subscriber session database; old data is
overwritten.

22 Framed-Route A new value is stored in the subscriber session database; old data is
appended.

24 State A new value is stored in the subscriber session database; old data is
overwritten.

25 Class A new value is stored in the subscriber session database; old data is
overwritten.

26-4 Primary-DNS A new value is stored in the subscriber session database; old data is
overwritten.

26-5 Secondary-DNS A new value is stored in the subscriber session database; old data is
overwritten.

26-6 Primary-WINS A new value is stored in the subscriber session database; old data is
overwritten.

26-7 Secondary-WINS A new value is stored in the subscriber session database; old data is
overwritten.

26-55 DHCP-Options Value is sent to the DHCP local server for processing the changes to

the subscriber's DHCP configuration.



Table 12: RADIUS attributes supported by reauthentication (Continued)

Attribute Attribute Name

Number

26-65 Activate-Service

26-161 IPv6-Delegated-Pool-
Name

26-206 Reauthenticate-On-
Renew

26-207 DHCPv6-Options

88 Framed-Pool

97 Framed-IPv6-Prefix

Result of Processing

The authd process compares the list of services in the VSA to the
services that are already active for that subscriber session.

e |[f the list on the VSA contains services not yet active, authd
activates those services for the subscriber.

e If any service already active for the subscriber session is not listed
in the VSA, then authd deactivates that service.

For example, suppose services A and B are active on the session, but
the VSA includes only services B and C. Service A is not on the VSA
list and is deactivated. Service C is on the list but not currently active,
so authd activates C. Service B is both already active and on the list,
so it remains active.

A new value is stored in the subscriber session database; old data is
overwritten.

If the value is 1 (enable), authd adds the value to the subscriber
session database if it is not already present.

If the value is O (disable) and a value of 1 is already present in the
database, authd sets the database value to O.

If the value in the message is missing or invalid, and a value is already
present in the database, authd deletes the value from the database.

Value is sent to the DHCPvé local server for processing the changes to
the subscriber’'s DHCP configuration.

A new value is stored in the subscriber session database; old data is
overwritten.

A new value is stored in the subscriber session database; old data is
overwritten.



Table 12: RADIUS attributes supported by reauthentication (Continued)

Attribute Attribute Name
Number

100 Framed-1Pvé-Pool
123 Delegated-IPvé6-Prefix
168 Framed-IPv6-Address

Change History Table

Result of Processing

A new value is stored in the subscriber session database; old data is
overwritten.

A new value is stored in the subscriber session database; old data is
overwritten.

A new value is stored in the subscriber session database; old data is
overwritten.

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

18.4R1 Starting in Junos OS Release 18.4R1, when the DHCPv6 server discovers an issue with the address, a
status code for NotOnLink is supported in addition to the previously supported codes for NoAddrsAvail

and NoPrefixAvail.

18.1R1 The discover and solicit messages support reauthentication starting in Junos OS Release 18.1R1.

Configuring RADIUS Reauthentication for DHCP Subscribers | 573
Single-Session DHCP Dual-Stack Overview | 1151
Understanding Differences Between Legacy DHCP and Extended DHCP | 850

Configuring RADIUS Reauthentication for DHCP Subscribers

You can configure reauthentication as an alternative to RADIUS CoA messages as a means to change

characteristics of the subscriber session, such as activating or changing service plans or changing DHCP

subscriber attributes. When configured, reauthentication is triggered when the DHCP local server


https://apps.juniper.net/feature-explorer/

receives a renew, rebind, discover, or solicit message from a DHCP client. The message triggers jdhcpd
to request reauthentication from authd, which in turn reissues the RADIUS Access-Request for a second
subscriber authentication. Reauthentication is available for DHCPv4, DHCPvé, and dual-stack
subscribers.

Starting in Junos OS Release 18.1R1, reauthentication can be triggered by discover and solicit messages
in addition to the previously supported renew and rebind messages. The release also introduces
reauthentication support for dual-stack, single-session subscribers.

You can use the reauthenticate statement to configure reauthentication to occur in response to all DHCP
renew, rebind, discover, or solicit messages or only in response to those messages when they include a
different Agent Remote ID for the DHCP client. The Agent Remote ID carries information about the
subscriber’s service plan, so a change in ID value corresponds to a change in the subscriber service plan.
The Agent Remote ID is conveyed in option 82, suboption 2 for DHCPv4 clients and in option 37 for
DHCPv6 clients.

You can also use the Juniper Networks VSA, Reauthentication-On-Renew (26-206) as an alternative to
the CLI configuration to enable reauthentication. The VSA is conveyed in the RADIUS Access-Accept
message at subscriber login, and must be configured on your RADIUS server. The reauthenticate
statement overrides the VSA when the VSA is present with a value of disable.

Configure reauthentication for non-dual-stack, single session DHCP subscribers:

o (Optional) Specify reauthentication is triggered by receipt of every renew, rebind, discover, and solicit
message.

For DHCPv4 subscribers:

[edit system services dhcp-local-server]
user@host# set reauthenticate lease-renewal

For DHCPv6 subscribers:

[edit system services dhcp-local-server dhcpvé]
user@host# set reauthenticate lease-renewal

e (Optional) Specify reauthentication is triggered only when the Agent Remote ID has changed in the
received discover or solicit message.



For DHCPv4 subscribers:

[edit system services dhcp-local-server]
user@host# set reauthenticate remote-id-mismatch

For DHCPvé6 subscribers:

[edit system services dhcp-local-server dhcpv6]

user@host# set reauthenticate remote-id-mismatch

Configure reauthentication for dual-stack, single session DHCP subscribers:

1. Configure addresses to be allocated on demand for subscribers in the dual-stack group.

[edit system services dhcp-local-server dual-stack-group namel

user@host# set on-demand-address-allocation

2. (Optional) Specify reauthentication is triggered for every subscriber in the dual-stack group by
receipt of every renew, rebind, discover, and solicit message.

[edit system services dhcp-local-server dual-stack-group namel
user@host# set reauthenticate lease-renewal

3. (Optional) Specify reauthentication is triggered for every subscriber in the dual-stack group only
when the Agent Remote ID has changed in the received discover or solicit message.

[edit system services dhcp-local-server dual-stack-group namel
user@host# set reauthenticate remote-id-mismatch

A change in the Agent Remote ID can also initiate a service change during renew and rebind operations
when the remote-id-mismatch statement is configured. You cannot configure both the remote-id-mismatch
statement and the reauthenticate statement at the global level, [edit system services dhcp-local-server].
However, DHCP precedence rules do permit you to configure both statements when they are at
different levels. For example, you can configure reauthenticate at the global level and remote-id-mismatch for
DHCPv6 at the [edit system services dhcp-local-server dhcpv6] hierarchy level or for a specific group at the
[edit system services dhcp-local-server group name] hierarchy level, and so on.

Change History Table
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Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

18.1R1 Starting in Junos OS Release 18.1R1, reauthentication can be triggered by discover and solicit messages
in addition to the previously supported renew and rebind messages. The release also introduces
reauthentication support for dual-stack, single-session subscribers.
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This topic provides detailed information about RADIUS accounting statistics, subscriber session
accounting, duplicate reporting, and service accounting. For information about configuring servers for
RADIUS accounting, see "RADIUS Authentication and Accounting Basic Configuration" on page 556.

RADIUS Accounting Statistics for Subscriber Access Overview

The AAA Service Framework enables you to configure how the router collects and uses accounting
statistics for subscriber management.

For example, you can specify when statistics collection is terminated, the order in which different
accounting methods are used, the types of statistics collected, and how often statistics are collected.
You can also configure the router to request that the RADIUS server immediately update the accounting
statistics when certain events occur, such as when a subscriber logs in or when a change of
authorization (CoA) occurs.

Subscriber management provides two levels of subscriber accounting—subscriber session and service
session. In subscriber session accounting, the router collects statistics for the entire subscriber session.
In service session accounting, the router collects statistics for specific service sessions for the
subscriber.

@ NOTE: Subscriber management counts forwarded packets only. Dropped traffic (for
example, as a result of a filter action) and control traffic are not included in the
accounting statistics.

The router uses the RADIUS attributes and Juniper Networks VSAs listed in Table 13 on page 578 to
provide the accounting statistics for subscriber and service sessions. If the session has both IPv4 and
IPv6 families enabled, the router reports statistics for both families.

@ NOTE: RADIUS reports subscriber statistics as an aggregate of both IPv4 statistics and
IPvé statistics.

e For an IPv4-only configuration, the standard RADIUS attributes report the IPv4
statistics and the IPvé VSA results are all reported as O.



e For an IPv6-only configuration, the standard RADIUS attributes and the IPv6 VSA
statistics are identical, both reporting the IPvé6 statistics.

e When both IPv4 and IPvé are configured, the standard RADIUS attributes report the
combined IPv4 and IPvé6 statistics. The IPv6 VSAs report IPvé statistics.

Table 13: RADIUS Attributes and VSAs Used for Per-Subscriber Session Accounting

Attribute Number Attribute Name Type of Statistics

26-151 IPv6-Acct-Input-Octets IPv6

26-152 IPv6-Acct-Output-Octets IPvé

26-153 IPv6-Acct-Input-Packets IPvé

26-154 IPv6-Acct-Output-Packets IPvé

26-155 IPv6-Acct-Input-Gigawords IPvé

26-156 IPv6-Acct-Output-Gigawords IPvé

47 Acct-Input-Packets IPv4 and IPvé6 aggregation
48 Acct-Output-Packets IPv4 and IPvé6 aggregation
52 Acct-Input-Gigawords IPv4 and IPvé6 aggregation
53 Acct-Output-Gigawords IPv4 and IPvé6 aggregation

SEE ALSO

RADIUS Authentication and Accounting Basic Configuration | 556



RADIUS Acct-On and Acct-Off Messages

Subscriber management supports RADIUS Acct-On and Acct-Off messages to indicate the current state
of RADIUS accounting support.

RADIUS Acct-On messages indicate that accounting is being supported. Subscriber management issues
Acct-On messages in the following situations:

e Accounting is enabled through configuration (for example, an accounting server is configured).

e A new access profile is configured and committed for a logical system/routing instance context.
However, no Acct-On message is sent if the accounting server exists prior to the access profile and if
it is simply modified.

e The router performs a cold reboot.
e The router performs a warm reboot and there are no subscribers currently logged in.
e The Authd process restarts and there are no active subscribers.

RADIUS Acct-Off messages indicate that accounting in not supported. Subscriber management issues
Acct-Off messages in the following situations:

e The Authd process is terminated and there are no active subscribers.

e The router is shut down and accounting servers are currently configured (this action also logs out all
current subscribers).

e The router is rebooted and redundancy is disabled.

SEE ALSO

AAA Accounting Messages and Supported RADIUS Attributes and Juniper Networks VSAs for Junos
OS | 453

Configuring Per-Subscriber Session Accounting

To configure accounting for a subscriber session, you use an access profile, and specify how the
subscriber access management feature collects and uses the accounting statistics. The router uses the
RADIUS attributes and Juniper Networks VSAs discussed in "RADIUS Accounting Statistics for
Subscriber Access Overview" on page 577 to provide the accounting statistics for the subscriber
session.

To configure accounting for a subscriber session:



At the [edit access profile profile-name]l hierarchy level, specify that you want to configure
accounting.

[edit access profile profile-name]

user@host# edit accounting
(Optional) Configure AAA to issue an Acct-Stop message if the AAA server denies access to the
subscriber.

[edit access profile profile-name accounting]

user@host# set accounting-stop-on-access-deny
(Optional) Configure AAA to send an Acct-Stop message if the subscriber fails AAA but is granted
access by the AAA server.

[edit access profile profile-name accounting]

user@host# set accounting-stop-on-failure
(Optional) Configure the router or switch to send an Acct-Update message to the RADIUS
accounting server when a CoA occurs.

[edit access profile profile-name accounting]

user@host# set coa-immediate-update
(Optional) Configure subscriber management to send the RADIUS accounting report to both the
wholesaler and the retailer accounting servers.

[edit access profile profile-name accounting]

user@host# set duplication
(Optional) Configure the duplication filtering action you want the router to perform when the

RADIUS duplication accounting operation is enabled.

[edit access profile profile-name accounting]

user@host# set duplication-filter interim-duplicated exclude-attributes



10.

11.

(Optional) Configure the router to send the RADIUS accounting report to multiple accounting
servers listed in access profiles in a nondefault VRF (LS:RI).

[edit access profile profile-name accounting duplication-vrf]
user@host# set vrf-name vrf-name
user@host# set access-profile-name profile-name

(Optional) Configure the router or switch to send an Acct-Update message to the RADIUS
accounting server when the router or switch receives a response (for example, an ACK or timeout)
to the Acct-Start message.

[edit access profile profile-name accounting]
user@host# set immediate-update

(Optional) Configure the order in which multiple accounting methods are used.

[edit access profile profile-name accounting]

user@host# set order [ accounting-order ]

(Optional) Configure the types of statistics to gather. You can specify that the router or switch
collect both volume and time statistics or only time statistics for subscriber sessions. When you
change the type of statistics being collected, current subscribers continue to use the previous
collection specification. Subscribers who log in after the change use the new specification.

[edit access profile profile-name accounting]

user@host# set statistics (time | volume-time)

(Optional) Override the default behavior and specify that, after a CoA action that changes the
RADIUS Class attribute, accounting reports for the subscriber’s service sessions continue to use the
original Class attribute that was assigned when the service sessions were created. The new Class
attribute value is used in accounting reports for the subscriber session only. By default, the
accounting reports for both the subscriber session and the subscriber’s service sessions use the
new Class attribute value.

[edit access profile profile-name accounting]
user@host# set coa-no-override service-class-attribute



12. (Optional) Configure the number of minutes between accounting updates. You can configure an
interval from 10 through 1440 minutes. All values are rounded up to the next higher multiple of 10.
For example, the values 811 through 819 are all accepted by the CLI, but are all rounded up to 820.

[edit access profile profile-name accounting]
user@host# set update-interval minutes

13. (Optional) Configure AAA to send an immediate interim accounting update to the RADIUS server
when AAA receives a rate change notification from the ANCP agent on the router.

[edit access profile profile-name accounting]

user@host# set ancp-speed-change-immediate-update

14. (Optional) Configure the authd process to wait for an Acct-On-Ack response message from RADIUS
before sending any new authentication and accounting updates to the RADIUS server. This
configuration ensures that when a new subscriber session starts, the authentication and accounting
information for the new session does not get deleted when RADIUS clears previously existing
session state information.

[edit access profile profile-name accounting]
user@host# set wait-for-acct-on-ack

15. (Optional) Configure the authd process to send accounting messages when the RADIUS server
status changes for an access profile. It sends an Acct-On message when the first RADIUS server is
added to the access profile and sends an Acct-Off message when the last RADIUS server is
removed from the access profile. This configuration enables you to monitor whether the access
profile has an active RADIUS server.

[edit access profile profile-name accounting]
user@host# set send-acct-status-on-config-change

SEE ALSO

Configuring Immediate Interim Accounting Updates to RADIUS in Response to ANCP Notifications |
1549

RADIUS Authentication and Accounting Basic Configuration | 556



Enabling the Reporting of Accurate Subscriber Accounting Statistics to the CLI

You can configure the router to display accurate statistics for subscriber sessions on dynamic interfaces.
By default, aggregate statistics (byte and packet counts) for interfaces displayed by the show interfaces
extensive command do not accurately reflect customer traffic. These counters include overhead bytes
that represent the encapsulation overhead added to the actual subscriber data bytes. The aggregate
counters also include dropped packets in the total, so the values represent transit statistics rather than
the actual subscriber traffic on the interface.

Inclusion of the overhead bytes and dropped packets can have a significant effect on the final reported
values. You can exclude dropped packets from the count by including the interface-transmit-statistics
statement for an interface, but this has no effect on the overhead bytes.

To display accurate subscriber statistics, include the actual-transmit-statistics statement for the logical
interface in the dynamic profile. This statement enables the show subscribers command to display
aggregate byte and packet counts for a specified subscriber session or for all subscriber sessions on a
specified interface. The displayed statistics match the values that are reported to RADIUS for the
subscribers. The statistics are collected after traffic shaping is applied and they do not include overhead
bytes, control packets, or dropped packets.

@ NOTE: Starting in Junos OS Release 18.4R1, you must enable actual-transit-statistics to
collect subscriber statistics. If you do not configure this statement, subscriber statistics
are not collected; the show subscribers accounting-statistics command displays a value of O
for subscriber statistics; and the subscriber statistics are reported to RADIUS with values
of zero.

@ NOTE: Service accounting statistics are not included.

To configure the reporting of accurate subscriber session statistics:

e Enable actual transit statistics.

[edit dynamic-profiles profile-name interfaces $junos-interface-ifd-name unit $junos-
interface-unit]
user@host# set actual-transit-statistics

You can display the subscriber accounting statistics in two ways:

e Display subscriber statistics by session ID with the show subscribers id session-id accounting-statistics
command.



e Display subscriber statistics by dynamic interface for all session IDs with the show subscribers

interfaces iInterface-name accounting-statistics command.

Understanding RADIUS Accounting Duplicate Reporting

IN THIS SECTION
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Filters for Duplicate Accounting Reports | 586

When you configure RADIUS accounting, by default the router sends the accounting reports to the
accounting servers in the context in which the subscriber was last authenticated. You can configure
RADIUS accounting to send duplicate accounting reports to other servers in the same context or in
other contexts.

Layer 3 Wholesale Scenarios

In a Layer 3 wholesale network environment, the wholesaler and retailer might use different RADIUS
accounting servers, and both might want to receive accounting reports. In this situation, you can
configure RADIUS accounting duplicate reporting, which sends reports to both the wholesaler and the
retailer accounting servers. The target to which the duplicate accounting records are sent must be in the
default:default logical system:routing instance combination (LS:RI), also called the default VRF.

Table 14 on page 585 shows where subscriber management sends the accounting reports when you
enable duplicate reporting. Subscriber management sends duplicate reports based on the access profile
in which you configure the duplication statement at the [edit access profile profile-name accounting]
hierarchy level, where the subscriber resides, and how the subscriber is authenticated.

@ NOTE: You can also enable accounting duplicate reporting based on the domain map
configuration—you configure subscribers to authenticate with a nondefault routing
instance and a target logical system:routing instance of default:default. The accounting
reports are then sent to both the authentication context and the default:default context.



Table 14: Duplicate RADIUS Accounting Reporting

Access Profile in Which
Duplication Is Configured

retailer A

retailer A

wholesaler

wholesaler and retailer B

not configured (default)

Other Scenarios

Where Subscriber Is
Authenticated

wholesaler

retailer A

wholesaler and retailer A

wholesaler and retailer A

any

Subscriber’s Target Logical
System/Routing Instance

retailer A

retailer A

retailer A

retailer B

any

Accounting Servers
Where Accounting
Reports Are Sent

wholesaler and retailer A

wholesaler (default/
default context)

NOTE: This is the
domain map
configuration described
in the Note preceding
this table.

wholesaler and retailer A

wholesaler, retailer A, and
retailer B

single report sent to
accounting servers in the
context in which
subscriber was last
authenticated

For scenarios that are not in a Layer 3 wholesale network environment, you might want to send
duplicate accounting records to a different set of RADIUS servers that reside in either the same or a
different routing context. Unlike the Layer 3 wholesale scenario, the target for the duplicate RADIUS
accounting records does not have to be the default VRF. You can specify a single nondefault VRF—that
is, other than the default:default LS:RI combination—as the target. Additionally, you can specify up to
five access profiles in the target VRF that list the RADIUS accounting servers that receive the duplicate

reports.

For example, you might have a lawful intercept scenario where the subscriber is authenticated in the

default domain. An authorized law enforcement organization needs duplicate accounting records for the



subscriber to be sent to a mediation device that resides in the organization's networking domain, which
lies in a nondefault VRF.

Subscriber management sends duplicate reports to the VRF that you specify with the vrf-name statement
at the [edit access profile profile-name accounting duplication-vrf] hierarchy level. Include the access-profile-
name statement at the same level to designate the access profiles that in turn specify the RADIUS servers
that receive the duplicate reports.

Filters for Duplicate Accounting Reports

Subscriber management provides a duplication filter feature that enables you to specify which
accounting servers receive the RADIUS accounting interim reports when RADIUS accounting duplicate
reporting is active. You configure the filters in the AAA access profile, and the router then applies the
filters to subscribers associated with that profile.

Subscriber management supports the following filtering for RADIUS accounting duplicate reporting:

e Duplicated accounting interim messages— The router filters duplicate accounting messages. The
accounting messages are sent only to RADIUS accounting servers in the subscriber’s access profile.

e Original accounting interim messages—The router filters accounting messages destined for original
RADIUS accounting servers, which are accounting servers in the subscriber’s access profile. The
accounting messages are sent only to duplication accounting servers (servers in a duplication access
profile other than the subscriber’s access profile).

e Excluded RADIUS attributes—The router filters the RADIUS attributes in the accounting messages
based on the exclude statement configuration in the access profile under the duplication context. You
can use the exclude filter alone, or with the duplicated or original accounting message filters.

Configuring Duplication Filters for RADIUS Accounting Duplicate Reporting

You can use duplication filters to specify the RADIUS accounting servers that receive RADIUS
accounting interim reports when accounting duplicate reporting is enabled. You configure the filters in a
AAA access profile, and the router applies the filters to subscribers associated with that profile.

To configure duplication filters for accounting duplicate reporting:

1. At the [edit access profile profile-name] hierarchy level, specify that you want to configure accounting.
[edit access profile profile-name]
user@host# edit accounting

2. Configure the duplication filter you want the router to use.

The following examples show the three types of filters and describe the results for each filter:



e Specify that the router does not send the accounting interim messages to duplicate RADIUS
accounting servers.

Duplicate RADIUS accounting servers are those that are not in the subscriber’s access profile. The
router still sends the accounting interim messages to accounting servers that reside in the
subscriber’s access profile.

[edit access profile profile-name accounting]

user@host# set duplication-filter interim-duplicated

e Specify that the router does not send the accounting interim messages to original RADIUS
accounting servers.

Original accounting servers are those that reside in the subscriber's AAA routing context. The
router still sends the accounting interim messages to duplicate accounting servers, which are
those servers that do not reside in a duplication context other than the subscriber’s access profile.

[edit access profile profile-name accounting]
user@host# set duplication-filter interim-original

e Specify how the router uses the exclude statement configuration to filter RADIUS attributes from
accounting interim messages.

The router uses the configuration for the exc/ude statement in the duplication access profile to
determine which RADIUS attributes are not included in the accounting interim messages.

[edit access profile profile-name accounting]
user@host# set duplication-filter exclude-attributes

Configuring Per-Service Session Accounting

Subscriber management enables you to configure the router to collect statistics on a per-service session
basis for subscribers. Per-service session accounting requires two operations. First, RADIUS must be
configured to provide the name of the service, the accounting interval to use, and the type of statistics
to collect (either time statistics or a combination of time and volume statistics). Second, if RADIUS VSA
26-69 is configured for time and volume statistics, you must also configure a firewall or fast update
firewall filter that counts service packets—the service packet information provides the volume statistics.

The router uses the RADIUS attributes and Juniper Networks VSAs discussed in "RADIUS Accounting
Statistics for Subscriber Access Overview" on page 577 to provide the accounting statistics for the
subscriber session.



@ NOTE: The collection of time-only service statistics is supported for all service sessions.
However, time and volume statistics are provided for only firewall and fast update
firewall service sessions.

To configure the router to provide per-service accounting statistics:

1. Ensure that the required RADIUS VSAs are configured.
See Table 15 on page 588 for the VSAs that the router uses for per-service accounting.
2. Configure the classic firewall filter or fast update filter to count the service packets.

See "Configuring Service Packet Counting for Volume Statistics" on page 591.

Table 15: Juniper Networks VSAs Used for Per-Service Session Accounting

Attribute Attribute Description Value

Number Name

26-69 Service- Enable or disable statistics e 0 =disable
Statistics for the service

1 = enable time statistics

2 = enable time and volume statistics

26-83 Service- Service string sent in string: service-name, with parameter values
Session accounting stop and start that are sent from RADIUS server in attribute
messages from the router to = 26-65.
the RADIUS server

26-140 Service- Amount of time between e range = 600-86400 seconds
Interim-Acct- interim accounting updates
Interval for this service e (O =disabled

NOTE: Values are rounded up to the next
higher multiple of 10 minutes. For example, a
setting of 900 seconds (15 minutes) is
rounded up to 20 minutes (1200 seconds).



SEE ALSO
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Processing Cisco VSAs in RADIUS Messages for Service Provisioning

You can use Cisco VSAs in RADIUS messages to provision and manage services in a subscriber access
network. In the topology for this deployment, the broadband network gateway (BNG) is connected to:

e A RADIUS server, such as the Steel-Belted Radius Carrier (SBRC), that is used to authentication and
accounting.

e A Cisco BroadHop application that is used as the Policy Control and Charging Rules Function (PCRF)
server for provisioning services using RADIUS change of authorization (CoA) messages.

Cisco BroadHop does not support Juniper VSAs. It uses the Cisco VSA, Cisco-AVPair (26-1, IANA
private enterprise number 9) with different values to activate and deactivate the services.

To activate a service, use the Cisco-AVPair VSA (26-1) with each of the following values:

e Value of the .subscriber:command=activate-service parameter.

e Value of the subscriber:service-name=service-name parameter.

To deactivate a service, use the Cisco-AVPair VSA (26-1) with each of the following values:
e \Value of the subscriber:command=deactivate-service parameter.

o Value of the subscriber:service-name=service-name parameter.

You cannot modify any attributes in authentication, accounting, or CoA responses in the RADIUS
messages that the BNG sends. Any Cisco VSAs other than the ones used to provision the services are
considered as unsupported attributes.

To configure service accounting for an access profile for a subscriber:

1. Specify that you want to configure service accounting.
[edit access profile profile-name servicel
user@host# edit accounting

2. (Optional) Enable interim service accounting updates and configure the amount of time that the
router or switch waits before sending a new service accounting update. You can configure an interval



from 10 through 1440 minutes. All values are rounded up to the next higher multiple of 10. For
example, the values 811 through 819 are all accepted by the CLI, but are all rounded up to 820.

[edit access profile profile-name service accounting]

user@host# set update-interval minutes

3. (Optional) Configure the types of statistics to gather. You can specify that the router or switch collect
both volume and time statistics or only time statistics for subscriber sessions. When you change the
type of statistics being collected, current subscribers continue to use the previous collection
specification. Subscribers who log in after the change use the new specification.

[edit access profile profile-name service accounting]
user@host# set statistics (time | volume-time)

You can also define the UDP port number to configure the port on which the router that functions as
the RADIUS dynamic-request server must receive requests from RADIUS servers. By default, the router
listens on UDP port 3799 for dynamic requests from remote RADIUS servers. You can configure the
UDP port number to be used for dynamic requests for a specific access profile or for all of the access
profiles on the router. To define the UDP port number, include the dynamic-request-port port-number
statement at the [edit access profile profile-name radius-server server-address] or the [edit access radius-

server server-address] hierarchy level.

To specify the UDP port globally for all access profiles:

[edit access radius-server server-address]

user@host# set dynamic-request-port port-number

To specify the UDP port for a specific access profile:

[edit access profile profile-name radius-server server-address]
user@host# set dynamic-request-port port-number

SEE ALSO

Standard and Vendor-Specific RADIUS Attributes | 3



Configuring Service Packet Counting for Volume Statistics

Subscriber management uses service packet counting to report volume statistics for subscribers on a
per-service session basis. To configure service packet counting, you specify the accounting action, and
subscriber management then applies the results to a specific named counter (__junos-dyn-service-
counter) for use by RADIUS.

The accounting action you configure specifies the counting mechanism that subscriber management
uses when capturing statistics—either inline counters or deferred counters. Inline counters are captured
when the event occurs, and do not include any additional packet processing that might occur after the
event. Deferred counters (also called accurate accounting) are not incremented until the packet is
gueued for transmission, and therefore include the entire packet processing. Deferred counters provide
a more accurate count of the packets than inline counters, and are more useful for subscriber accounting
and billing.

You configure the accounting mechanism by specifying either the service-accounting-deferred action (for
deferred counters) or the service-accounting action (for inline counters) at the [edit firewall family family-
name filter filter-name term term-name then] hierarchy level.

The two accounting mechanisms are mutually exclusive, both on a per-term basis and a per-filter basis.
Also, both accounting actions are mutually exclusive with the count action on a per-term basis.

@ NOTE: You can define deferred counters for the inet and ineté families for classic filters
only. Fast update filters do not support deferred counters.

To enable service packet counting:

1. Configure any match conditions that you want to count using the service accounting action. For
example:

[edit firewall family inet filter fFiltername term term-name]
user@host# set from source-address address

2. Specify the accounting action for the filter.

To use deferred counters:

[edit firewall family inet filter filtername term term-name]
user@host# set then service-accounting-deferred


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/firewall-edit.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/family-edit-firewall.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/term-edit-firewall.html

To use inline counters:

[edit firewall family inet filter filtername term term-name]
user@host# set then service-accounting

When the match conditions for the filter are met, the packet is counted and applied to the well-known
service counter (__junos-dyn-service-counter) for use by the RADIUS server. This counter provides the
volume statistics for per-service accounting.

TIP: You cannot use the service-accounting action or the service-accounting-deferred action in
the same term as a count action.

SEE ALSO

Classic Filters Overview

Defining Dynamic Filter Processing Order
Guidelines for Configuring Firewall Filters
Guidelines for Applying Standard Firewall Filters

Firewall Filter Terminating Actions

Firewall Filter Nonterminating Actions

Configuring Service Accounting

Service accounting is disabled by default. You can configure service accounting by using RADIUS
attributes received from the external RADIUS server or by using the CLI top configure accounting locally
on the router. If you configure both, the RADIUS setting takes precedence over the CLI setting.

In some networks, you must use the CLI to enable and disable service accounting and to specify the
interim accounting interval. For example, the BNG might be connected to both a RADIUS server and a
third-party device using an application uses RADIUS CoAs for service provisioning but does not support
Juniper Networks VSAs. For more information about an this use case, see "Processing Cisco VSAs in
RADIUS Messages for Service Provisioning" on page 589.

Table 16 on page 593 indicates the type of service accounting statistics that are collected when
various combinations of local CLI and RADIUS service accounting configuration are present:


https://www.juniper.net/documentation/en_US/junos/topics/concept/firewall-filter-stateless-guidelines-for-configuring.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/firewall-filter-stateless-guidelines-for-applying.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/general/firewall-filter-actions-terminating.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/general/firewall-filter-actions-nonterminating.html

Table 16: Type of Service Accounting Statistics Collected Based On CLI and RADIUS Configurations

CLI Configuration Present for RADIUS Configuration Present for Service Service Statistics Collected
Service Statistics Statistics

- - None

- v RADIUS configuration

v - CLI configuration

v v RADIUS configuration

v Explicitly disabled with a value of O None

Table 17 on page 593 indicates the service interim accounting interval value that is used when various
combinations of local CLI and RADIUS service accounting configuration are present:

Table 17: Service Interim Accounting Interval Value Based on CLI and RADIUS Configurations

CLI Configuration Present for RADIUS Configuration Present for Service Interim Accounting Interval
Service Interim Accounting Service Interim Accounting Interval Value Used
Interval

- No service interim accounting

- v RADIUS value

v - CLl value

v v RADIUS value

v Explicitly disabled with a value of O No service interim accounting

Table 18 on page 594 shows the results for two example combinations of CLI and RADIUS
configurations.



Table 18: Example of Values Used for Different Configurations

CLI RADIUS Value Used
update-interval = 400 Acct-Interim-Interval (85) = 600 600

statistics = time Service-Statistics (26-69) not set time
update-interval = 400 Acct-Interim-Interval (85) not set 400

statistics = time Service-Statistics (26-69) = 2, time and volume time and volume

To configure service accounting for an access profile for a subscriber:

1. Specify that you want to configure service accounting.

[edit access profile profile-name servicel

user@host# edit accounting

2. (Optional) Enable interim service accounting updates and configure the amount of time that the
router or switch waits before sending a new service accounting update. You can configure an interval
from 10 through 1440 minutes. All values are rounded up to the next higher multiple of 10. For
example, the values 811 through 819 are all accepted by the CLI, but are all rounded up to 820.

[edit access profile profile-name service accounting]

user@host# set update-interval minutes

3. (Optional) Configure the types of statistics to gather. You can specify that the router or switch collect
both volume and time statistics or only time statistics for subscriber sessions. When you change the
type of statistics being collected, current subscribers continue to use the previous collection
specification. Subscribers who log in after the change use the new specification.

[edit access profile profile-name service accounting]
user@host# set statistics (time | volume-time)

Preservation of RADIUS Accounting Information During an Accounting Server
Outage

If the router loses contact with the RADIUS accounting server, as represented in Figure 3 on page 595,
whether due to a server outage or a problem in the network connecting to the server, you can lose all
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the billing information that would have been received by the server. RADIUS accounting backup
preserves the accounting data that accumulates during the outage. If you have not configured RADIUS
accounting backup, the accounting data is lost for the duration of the outage from the time when the
router has exhausted its attempts to resume contact with the RADIUS server. The configurable retry
value determines the number of times the router attempts to contact the server.

Figure 3: Topology with Loss of Access to Accounting Server
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By default, the router must wait until the revert timer expires before it can attempt to contact the non-
responsive server again. However, when you configure accounting backup, the revert timer is disabled
and the router immediately retries its accounting requests as soon as the router fails to receive
accounting acknowledgments. Accounting backup follows this sequence:

1. The router fails to receive accounting acknowledgments from the server.

2. The router immediately attempts to contact the accounting server and marks the server as offline if
the router does not receive an acknowledgment before exhausting the number of retries.

3. The router next attempts to contact in turn each additional accounting server configured in the
RADIUS profile.



If a server is reached, then the router resumes sending accounting requests to this server.

4. If none of the servers responds or if no other servers are in the profile, the router declares a timeout
and begins backing up the accounting data. It withholds all accounting stop messages and does not
forward new accounting requests to the server.

5. During the outage, the router sends a single pending accounting stop message to the servers at
periodic intervals.

6. If one of the servers acknowledges receipt, then the router sends all the pending stop messages to
that server in batches at the same interval until all the stored stop messages have been sent.
However, any new accounting requests are sent immediately rather being held and sent periodically.

The router replays accounting stop messages to the server in the correct order because it preserves
both the temporal order among subscribers and the causal order between service and session stop
requests for each subscriber. Only accounting stop messages are backed up, because they include the
start time and duration of sessions and all the accounting statistics. This makes it unnecessary to
withhold the accounting start messages, which eventually time out. Interim updates are not backed up
and time out as well; if the session remains active, then the next interim update after the server
connection is restored provides the interim accounting information.

You can configure the number of accounting stop messages that the router can queue pending
restoration of contact with the accounting server. To preserve current accounting data in preference to
collecting new accounting data, subscriber logins fail as soon as the maximum number of messages has
been withheld. Subscriber logins resume immediately when the pending queue drops below the queue
limit.

@ NOTE: Service accounting stop messages are withheld for a maximum of ten services
per subscriber. If a subscriber attempts to activate an eleventh service while that
accounting server is offline, the activation fails.

The router can hold the pending accounting messages for up to 24 hours. When the configurable
maximum holding period passes, all accounting stop messages still in the pending queue are flushed,
even if the accounting server has come back online. A consequence of this is that subscriber logins
resume immediately if they were failing because the maximum pending limit had been reached.

All pending messages are also flushed in either of the following circumstances:

¢ If you remove the last accounting server from the access profile, because then there is no place to
send the messages.

e If you remove the accounting backup configuration.

While the router is withholding accounting stop messages, you can force the router to attempt contact
with the accounting server immediately, rather than allowing it to wait until the periodic interval has



expired. When you do so, the router first replays a batch of stop messages to the server, with one of the
following outcomes:

o If the router receives an acknowledgment of receipt, then it marks the server as online and begins
replaying all remaining pending stop messages in batches.

o |f the router does not receive the acknowledgment, then it resumes sending a single pending
accounting stop message at the periodic interval.

When a subscriber logs out while the accounting server is offline, the accounting stop requests for the
subscriber and the session are queued and replayed to the server when it comes online. In this case, the
subscriber session and service session information is retained, so that the router can send a correct
accounting request when the server comes back online.

In the event of a graceful Routing Engine switchover while the accounting server is offline, the pending
stop messages can be replayed from the active Routing Engine when the server is online again.

@ NOTE: When RADIUS accounting backup is configured, you must use different servers
for RADIUS authentication and accounting. Subscriber authentication fails when the
same server is configured for both authentication and accounting.

If the RADIUS server acts on behalf of other back-end RADIUS accounting or
authentication servers and forwards requests to them, subscribers can be authenticated
but accounting requests are not sent out.

Use the show network-access aaa statistics command to view backup accounting
statistics.

Configuring Back-up Options for RADIUS Accounting

You can configure RADIUS accounting backup to preserve accounting data when the accounting server
is unavailable because of a server or network outage. When backup is configured, RADIUS accounting
stop messages are withheld and queued to be sent when connectivity is restored. You can specify the
maximum number of stop messages that can be queued. When this maximum is reached, subsequent
new subscriber logins fail because there is no remaining capacity to preserve accounting data for new
sessions.

You can also configure how long the queued messages can be held. When this period expires, all
pending accounting stops are flushed from the queue, even if the accounting server has come back
online.

A CAUTION: Before you configure RADIUS accounting backup, ensure that RADIUS
accounting and RADIUS authentication are configured on different servers. Subscriber



authentication fails when the same server is configured for both authentication and
accounting.

1. Enable accounting backup to use the default values.

[edit access 1]
user@host# set accounting-backup-options

2. (Optional) Configure the number of accounting stops that the router can preserve while the
accounting server is offline.

[edit access accounting-backup-options]

user@host# set max-pending-accounting-stops number

3. (Optional) Configure how long the router holds pending accounting stops before flushing them.

[edit access accounting-backup-options]

user@host# set max-withhold-time hold-time

For example, the following statements configure the backup options for all subscriber accounting; these
statements specify that the router holds no more than 32,000 pending accounting stops—at which point
all subsequent subscriber logins fail—and holds them no longer than 6 hours—at which point all pending
messages are flushed and subscriber logins resume if they were failing:

[edit access accounting-backup-options]
user@host# set max-pending-accounting-stops 32000
user@host# set max-withhold-time 360

Use the show network-access aaa statistics command to view backup accounting statistics.

Forcing the Router to Contact the Accounting Server Immediately

In the event of an accounting server outage while RADIUS accounting backup is enabled, by default the
router waits for a time interval to expire before contacting the offline server. Rather than waiting for
that interval to pass, you can force the router to immediately contact the server by issuing the request
network-access aaa replay pending-accounting-stops command. The router sends a batch of pending
accounting stop requests to the server. If the router receives an acknowledgment from the server, then
the router continues to replay the pending messages to the server in batches at the periodic interval. If



the router does not get that acknowledgment, then it resumes sending a single pending accounting stop
message at the periodic interval.

To force the router to immediately contact the offline accounting server:

e Request the messages to be replayed.

user@host> request network-access aaa replay pending-accounting-stops

Monitoring Pending RADIUS Accounting Stop Messages

IN THIS SECTION

Purpose | 599
Action | 599

Purpose

Display information about RADIUS accounting stop messages that are being withheld due to an inability
to contact the RADIUS accounting server.

Action

When you want to know whether the number of pending accounting-stop messages is nearing the
maximum, you can display a simple count of pending requests:

user@host> show network-access aaa statistics pending-accounting-stops
Pending accounting stops: 10,000

You can use other commands to display more information about the accounting messages. The next
example displays information for all services in the accounting session for the user,
vjshah29@example.com. Although this example shows only one user, this command actually displays the
information for all subscribers for whom accounting is being backed up.

user@host> show accounting pending-accounting-stops detail
Type: pppoe

Username: vjshah29@example.com

AAA Logical system/Routing instance: default:default



Access-profile: ce-ppp-profile
Session ID: 84
Accounting Session ID: 84
IP Address: 192.168.0.25
IPv6 Prefix: 2001:db8:2010:9999:18::/48
Authentication State: AuthAcctStopAckWait
Accounting State: Acc-Stop-Stats-Pending
Service name: cos-service
Service State: SvclInactive
Session ID: 94
Session uptime: 00:08:02
Accounting status: on/time
Service accounting session ID: 84:94-1352294677
Service accounting state: Acc-Stop-Stats-Pending
Accounting interim interval: 600
Service name: filter-service
Service State: SvclInactive
Session ID: 93
Session uptime: 00:08:02
Accounting status: on/volume+time
Service accounting session ID: 84:93-1352294677
Service accounting state: Acc-Stop-Stats-Pending
Accounting interim interval: 600
Service name: filter-service6
Service State: SvclInactive
Session ID: 95
Session uptime: 00:08:02
Accounting status: on/volume+time
Service accounting session ID: 84:95-1352294677
Service accounting state: Acc-Stop-Stats-Pending

Accounting interim interval: 600

You can display summary information for all users with a particular access profile. In the following
example, only a single user, vishah29@example.com, has the specified access profile, ce-ppp-profile:

user@host> show accounting pending-accounting-stops ce-ppp-profile

Type: Username: Session ID: Service ID: Service
pppoe vjshah29@example. com 84
pppoe vjshah29@example. com 84 94 cos-service
pppoe vjshah29@example. com 84 93 filter-service

pppoe vjshah29@example. com 84 95 filter-service6



You can also display summary information for all subscribers that have accounting-stop messages
pending, regardless of access profile. The next example displays information for two users. Because the
subscriber larry@example.com is not shown in the previous example, he must have a different access
profile than vjshah29@example.com, even though he has received the same services.

user@host> show accounting pending-accounting-stops terse

Type: Username: Session ID: Service ID: Service

pppoe vjshah29@example. com 84

pppoe vjshah29@example. com 84 94 cos-service
pppoe vjshah29@example. com 84 93 filter-service
pppoe vjshah29@example. com 84 95 filter-service6
pppoe larry@example.com 85

pppoe larry@example.com 85 94 cos-service
pppoe larry@example.com 85 93 filter-service
pppoe larry@example.com 85 95 filter-service6

Suspending RADIUS Accounting and Baselining Accounting Statistics Overview
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In certain enterprise provider deployments, maintaining and preserving accounting records might be
necessary during a control plane upgrade of a RADIUS accounting server, during an upgrade of the
billing system for subscribers, or when RADIUS servers are brought down for maintenance. RADIUS
accounting subscriber and service accounting are typically used in such customer topologies for volume-
based usage of subscriber traffic and computation of costs. Subscribers might also be billed based on the
service level and usage, rather than being charged a set rate regardless of usage.

Starting in Junos OS Release 15.1R4, you can temporarily suspend system-wide accounting until you
manually resume accounting. During the suspension period, current subscribers remain logged in, but
the subscribers can log out and new subscriber sessions can be initiated. RADIUS Acct-Start, Interim-
Update, and Acct-Stop accounting request messages are not generated while accounting is suspended;
the router does not send any accounting messages to the RADIUS server. For example, if a subscriber
logs out during the suspension, no Acct-Stop request is sent to the server.



After accounting is suspended, all accounting requests are dropped, even if the router is configured to
hold the pending accounting messages for up to 24 hours. When accounting resumes, new accounting
requests might go into the pending queue, but the requests pending when accounting stopped are no

longer available.

@ NOTE: We do not recommend that operators suspend accounting as a standard practice
for system upgrades. However, some operators might find it useful in service provider
environments when an upgrade of the server infrastructure is critical and needed
immediately.

While accounting is suspended, statistics counters continue to update. You can optionally request a
baseline operation to be performed for subscriber and service session time and volume counters. In this
case, when accounting is resumed, statistics are reported relative to the baseline values. You can begin
the baselining operation only after the suspension starts and before the upgrade begins. You can
successfully issue the baseline request only once per suspension. The CLI reports an error if you issue
the command again.

@ NOTE: Statistics are baselined only for subscribers that have interim accounting enabled.

The following RADIUS attributes might be affected for subscribers who are logged in when the baseline
is requested and are still logged in when accounting resumes:
e Acct-Session-Time

e Acct-Input-Octets

e Acct-Output-Octets

e Acct-Input-Packets

e Acct-Output-Packets

e Acct-Input-Gigawords

e Acct-Output-Gigawords

e |Pv6-Acct-Input-Octets

o |Pv6-Acct-Output-Octets

e |Pv6-Acct-Input-Packets

e |Pvé6-Acct-Output-Packets

e [Pv6-Acct-Input-Gigawords



o |Pv6-Acct-Output-Gigawords

Sequence of Events During the Suspension, Baselining, and Resumption of Accounting

The following sequence of events occur when you suspend accounting, generate a baseline, and restart
accounting processes:

1. Issue the request network-access aaa accounting suspend command to suspend accounting.
a. A system logging message is generated to indicate that accounting has been suspended.

b. All accounting, including accounting-backup-options, is suspended for all accounting servers in all
routing contexts.

2. Issue the request network-access aaa accounting baseline command to generate a baseline.

a. A system logging message is generated to indicate that baselining has started for accounting
statistics.

b. Time and volume statistics for each subscriber are set to the baseline value. The amount of time
that is taken to complete the baseline process is indeterminate, depending on the number of
statistical details.

c. A system logging message is generated to indicate that baselining has completed.

3. lIssue the request network-access aaa accounting resume command when baselining is complete to restart
accounting processes.

a. A system logging message is generated to indicate that accounting has resumed.
b. All previously configured accounting options are reenabled.

The baseline operation attempts to baseline the time and volume counters for each subscriber.
Subscriber counters are set to baseline values only if interim accounting is enabled for the subscriber by
using the set update-interval minutes statement at the [edit access profile profile-name accounting] hierarchy
level. If interim accounting is not enabled for a subscriber, the counters of that corresponding subscriber
are not mapped to baseline values.

After the baseline request is executed, an unspecified period of time elapses to baseline all subscriber
records. During this interval, statistics for one subscriber can accumulate when the statistical
information of another subscriber is being baselined. Sometimes, after baselining starts, counters for
some services might be inaccurate and inconsistent due to traffic delivered to a subscriber while the
counters of that subscriber are baselined. When the baseline command has been executed, accounting
cannot be resumed until the baseline is complete. If you issue the command while accounting is not
suspended or while baselining is in progress, the command fails. The command reports an error if the
Accounting License is not installed.



Guidelines for Accounting Suspension and Baselining of Statistics

Keep the following points in mind when you suspend accounting and specify a baseline for statistics:

Accounting suspension in an environment where thresholds (or quotas) are applicable is not
supported. This includes environments where Gx-Plus and Juniper Networks Session and Resource
Control (SRC) thresholds or RADIUS session volume quotas are effective for any subscriber. The
accounting suspend request fails if any subscriber has thresholds or quotas.

Activation for threshold (or quota) services is not allowed while accounting is suspended.
Accounting baselining is not supported when accounting is not suspended.

You cannot specify more than one baseline request during an accounting suspension.
Baselining for subscribers that are not configured with interim accounting is not supported.

The time it takes for the baseline operation to complete is indeterminate. It depends on the amount
and depth of statistics being collected and is proportional to the number of subscriber and service
sessions that are active at the time the baseline is started. The command fails if you attempt to
resume accounting while baselining is still in progress.

You cannot use the commands to suspend, baseline, or resume accounting during a unified ISSU
process. If you attempt to perform a unified ISSU while the baseline is in process, when the chassis
daemon state changes to the DAEMON_ISSU_PREPARE state, the authentication and Packet
Forwarding Engine processes suspend baselining on a session boundary and resume after the
Routing Engine switchover to the release to which the device is upgraded.

If a graceful Routing Engine switchover (GRES) occurs while accounting is suspended or baselining is
in progress, the state of suspension or baselining is preserved after the restart of the router. In such a
scenario, accounting is suspended after the reboot of the router and the subscribers for which
counters are remaining to be baselined are baselined after the router is online.

Sample Scenarios of Subscriber Accounting Suspension and Baselining

Consider the following scenario:

1.

2.

Interim accounting is configured for subscriber X. It is not configured for subscribers Y and Z.

The last interim accounting request sent before accounting is suspended includes statistics for
subscriber X; 50,000 octets of traffic have so far been sent for this subscriber. Although 20,000
octets have been sent for subscriber Y and 10,000 octets for subscriber Z, that information has not
yet been reported because they do not have interim accounting configured.

Accounting is suspended.



4. Baselining begins. The current count for subscriber X is 50,000 octets; this becomes the baseline
value for the subscriber. No baseline value is established for subscribers X and Y, because they do
not have interim accounting configured.

5. While baselining is in progress, traffic continues to be sent for the three subscribers: 150,000
octets for subscriber X, 80,000 octets for subscriber Y, and 20,000 octets for subscriber Z.

6. Subscriber Z logs out. No Acct-Stop request is sent because accounting is suspended.
Consequently, the final accounting statistics are lost for this subscriber.

7. Baselining completes.
8. Accounting resumes.

9. Subscriber X logs out. Although 200,000 total octets were sent for subscriber X, the Acct-Stop
record reports only 150,000 octets: 200,000 total octets minus the 50,000 octet baseline.

10. Subscriber Y logs out. Because 100,000 total octets were sent for subscriber Y and there is no
baseline value, the Acct-Stop record reports the total of 100,000 octets.

Table 19 on page 605 summarizes this scenario.

Table 19: Summary of Accounting Suspension and Baselining Scenario

Subscriber = Interim Octets Before Octets After Total Octets = Octets in Acct-Stop
Accounting Suspension Baselining Starts When Accounting
configured Resumes

X Yes 50,000 150,000 200,000 150,000

Y No 20,000 80,000 100,000 100,000

Z No 10,000 20,000 30,000 n/a

Configuring RADIUS Accounting Suspension and Baselining Accounting Statistics

You can temporarily suspend system-wide accounting for the duration of a system upgrade or
maintenance action, until you manually resume accounting. During the suspension period, current
subscribers remain logged in, but the subscribers can log out and new subscriber sessions can be
initiated. RADIUS Acct-Start, Interim-Update, and Acct-Stop messages are not generated while
accounting is suspended; the router does not send any accounting messages to the RADIUS server. For
example, if a subscriber logs out during the suspension, no Acct-Stop is sent to the server.



@ NOTE: We do not recommend that operators suspend accounting as a standard practice
for system upgrades. However, some operators might find it useful in service provider
environments when an upgrade of the server infrastructure is critical and needed
immediately.

To configure the suspension of accounting processes, create a baseline of the statistics after accounting
is halted, and resume accounting after the baselining process is completed:

1. Suspend subscriber accounting.

user@host> request network-access aaa accounting suspend

A syslog message is generated to indicate that accounting is suspended. All accounting (including
accounting-backup-options) is suspended for all accounting servers and all routing contexts.

2. (Optional) Begin baselining accounting statistics for subscribers that have interim accounting
configured.

user@host> request network-access aaa accounting baseline

The router implements the baseline by reading and storing the statistics when the baseline is set. The
baseline values are subtracted when you retrieve baseline-relative statistics after accounting
resumes. A syslog message is generated to indicate the start of baselining. Time and volume statistics
for each subscriber are set to the baseline value. The amount of time that is taken to complete the
baseline process might vary, depending on the number of statistical details. A syslog message is
generated when the baselining of statistics completes.

3. Resume accounting after baselining completes.

user@host> request network-access aaa accounting resume

A syslog message is generated to indicate that accounting has resumed. All the previously configured
accounting options are reenabled.

Change History Table



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

15.1R4 Starting in Junos OS Release 15.1R4, you can temporarily suspend system-wide accounting until you

manually resume accounting.
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RADIUS Authentication and Accounting Basic Configuration | 556
Standard and Vendor-Specific RADIUS Attributes | 3

Verifying and Managing Subscriber AAA Information

IN THIS SECTION

Purpose | 607
Action | 607

Purpose

View or clear subscriber access statistics and information.

Action

e To display subscriber AAA statistics:

user@host> show network-access aaa statistics

user@host> show network-access aaa statistics authentication


https://apps.juniper.net/feature-explorer/

To display RADIUS server status and information:

user@host> show network-access aaa radius-servers

To display subscriber access AAA information:

user@host> show network-access aaa subscribers

To display subscriber session information:

user@host> show network-access aaa subscribers session-id session-id

To clear subscriber access statistics and to log out specific subscribers:

user@host> clear network-access aaa subscriber
You can specify the subscriber with the username wusername option or the session-id identifier option. In

either case, specify reconnect to attempt to reconnect the subscriber session after it is completely
logged out.

To clear blocked request statistics to debug session limits for all usernames across all access profiles:

user@host> clear network-access aaa subscriber session-limit-per-username

To clear blocked request statistics to debug session limits for a specific username across all access
profiles:

user@host> clear network-access aaa subscriber session-limit-per-username username username

To clear blocked request statistics to debug session limits for all usernames in a specific access
profile:

user@host> clear network-access aaa subscriber session-limit-per-username access-profile
profile-name



¢ To clear blocked request statistics to debug session limits for a specific username in a specific access
profile:

user@host> clear network-access aaa subscriber session-limit-per-username username username
access-profile profile-name

e To clear AAA accounting statistics:

user@host> clear network-access aaa statistics accounting

e To clear AAA address-assignment statistics for a client:

user@host> clear network-access aaa statistics address-assignment client

e To clear AAA address-assignment pool statistics:

user@host> clear network-access aaa statistics address-assignment pool pool-name

e To clear AAA authentication statistics:

user@host> clear network-access aaa statistics authentication

‘ RADIUS Servers and Parameters for Subscriber Access | 481
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IN THIS SECTION

Understanding Session Termination Causes and RADIUS Termination Cause Codes | 610

Mapping Session Termination Causes to Custom Termination Cause Codes | 612



Understanding Session Termination Causes and RADIUS Termination Cause Codes

IN THIS SECTION

Benefits of Session and Service Termination Cause Codes | 612

When a RADIUS Acct-Stop message is issued as a result of the termination of a subscriber session or
service session, the RADIUS Acct-Terminate-Cause attribute (49) reports the cause or reason for the
termination. This attribute is included only in RADIUS Acct-Stop messages. The termination cause is
conveyed as a code value in the attribute. RFC 2866, RADIUS Accounting, defines the standard mapping
between 18 code values and termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the RFC-defined code
values. Default mappings exist for AAA, DHCP, L2TP, PPP, and VLAN subscriber and service sessions.
When a subscriber or service session is terminated, the router logs a message for the internal
termination cause and logs another message for the RADIUS Acct-Terminate-Cause attribute.

You can use the logged information to help monitor and troubleshoot the events. For example, the AAA
termination causes include session and service terminations as well as access denials. You might want to
route the access failures to a team that monitors attempts to hack the network, the timeout failures to a
AAA server team, and resource failures to a team that manages the routers.

Because there are many different Junos OS internal identifiers for termination causes and only 18
standard code values defined in the RFC, by default a given code value can map to multiple identifiers.
Instead of using the default code values, you can optionally map any of the internally defined
termination causes to any 32-bit number (1 through 4,294,967,295). The flexibility of customized
mapping greatly increases the possibilities for fine-grained analytics and failure tracking.

@ NOTE: A single mapping for RADIUS account termination is shared by all clients.

Table 20 on page 610 lists the RFC-defined standard RADIUS Acct-Terminate-Cause codes and the
corresponding causes.

Table 20: RFC-Defined Code Values and Termination Causes

Code Value = Termination Cause = Description

1 User Request User initiated the disconnect (logout).



Table 20: RFC-Defined Code Values and Termination Causes (Continued)

Code Value = Termination Cause = Description

2 Lost Carrier DCD was dropped on the port.

3 Lost Service Service can no longer be provided; for example, the user’s connection to a
host was interrupted.

4 Idle Timeout Idle timer expired.

5 Session Timeout Subscriber reached the maximum continuous time allowed for the service or
session.

6 Admin Reset System administrator reset the port or session.

7 Admin Reboot System administrator terminated the session on the NAS; for example, prior

to rebooting the NAS.

8 Port Error NAS detected an error on the port that required ending the session.

9 NAS Error NAS detected an error (other than on the port) that required ending the
session.

10 NAS Request NAS ended the session for a non-error reason.

11 NAS Reboot NAS ended the session due to a non-administrative reboot.

12 Port Unneeded NAS ended the session because the resource usage fell below the low

threshold; for example, the bandwidth-on-demand algorithm determined
that the port was no longer needed.

13 Port Preempted NAS ended the session to allocate the port to a higher-priority use.

14 Port Suspended NAS ended the session to suspend a virtual session.



Table 20: RFC-Defined Code Values and Termination Causes (Continued)

Code Value = Termination Cause = Description

15 Service Unavailable = NAS was unable to provide the requested service.

16 Callback NAS is terminating the current session in order to perform callback for a new
session.

17 User Error Error in the user input caused the session to be terminated.

18 Host Request Login host terminated the session normally.

Benefits of Session and Service Termination Cause Codes

e Termination cause codes mapped to Junos OS internal identifiers can help you monitor, analyze, and
troubleshoot the events that resulted in termination of subscriber sessions or service sessions.

e Customized mappings enable you to map internal termination cause identifiers for termination cause
codes to a code value of your choosing for more fine-grained tracking and analysis of termination
events.

Mapping Session Termination Causes to Custom Termination Cause Codes

By default, Junos OS uses the RFC-defined termination cause codes for the internal identifiers that
identify the causes of session termination and that are reported in the RADIUS Acct-Terminate-Cause
attribute (49). Internal identifiers are available for AAA, DHCP, L2TP, PPP, and VLAN subscriber and
service session failures. When a subscriber or service session is terminated or denied, the router logs a
message for the internal termination cause and logs another message for the RADIUS Acct-Terminate-
Cause attribute. The Acct-Terminate-Cause attribute is included in RADIUS Acct-Stop messages. You can
use the logged information to help monitor and troubleshoot terminated sessions.

You can optionally create customized mappings between any of the internal termination cause
identifiers for the protocol and termination cause codes. You can specify any 32-bit value for the code,
enabling you to track and analyze particular termination events at a more fine-grained level.

To configure customized mappings between a termination cause and a RADIUS cause code:



1. Edit the access hierarchy.
[edit]
user@host# edit access

2. Edit the terminate-code statement.

@ NOTE: Termination cause codes do not appear as options on platforms where they are
not supported.

[edit access]
user@host# edit terminate-code

3. Specify the protocol option (aaa (deny | service-shutdown | shutdown) | dhcp | 12tp | ppp | vlan) that you
want to modify.

[edit access terminate-code]

user@host# edit protocol-option

4. Specify an existing termination cause that you want to remap.

[edit access terminate-code protocol-option]
user@host# edit term-reason

@ NOTE: Attempts to remap a termination cause to its default code value are rejected by
the CLI. You must delete a custom mapping to restore the default mapping.

5. Specify the RADIUS termination cause code value (from 1 through 4,294,967,295) that you want to
map to the termination cause.

[edit access terminate-code protocol-option term-reason]

user@host# set radius term-cause

Use the show network-access aaa terminate-code command to display the mapping between AAA termination
causes and cause code values.



AAA Termination Causes and Code Values | 614
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L2TP Termination Causes and Code Values | 618
PPP Termination Causes and Code Values | 644
VLAN Termination Causes and Code Values | 657

AAA Termination Causes and Code Values

When a AAA event terminates a subscriber or service session, causing a RADIUS Acct-Stop message to
be issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the cause or reason for the
termination. This attribute is included only in RADIUS Acct-Stop messages. The termination cause is
conveyed as a code value in the attribute. RFC 2866, RADIUS Accounting, defines the standard mapping
between 18 code values and termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the RFC-defined code
values. When a subscriber or service session is terminated, the router logs a message for the internal
termination cause and logs another message for the RADIUS Acct-Terminate-Cause attribute. You can
use the logged information to help monitor and troubleshoot terminated sessions.

Table 21 on page 614 lists the default mapping between the internal identifier for AAA termination
causes and the code values that represent them in the RADIUS Acct-Terminate-Cause attribute (49).

@ NOTE: You can remap the internal identifiers to a custom code value in the range 1
through 4,294,967,295 by using the terminate-code statement at the [edit access]
hierarchy level. You can view the current mapping by issuing the show network-access
terminate-code aaa detail command.

Table 21: Default Mapping Between AAA Termination Causes and Code Values

Internal AAA RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value Description

deny-authentication- 17 Subscriber access denied due to authentication failure.
denied



Table 21: Default Mapping Between AAA Termination Causes and Code Values (Continued)

Internal AAA
Termination Cause

deny-no-resources

deny-server-request-
timeout

service-shutdown-
network-logout

service-shutdown-
remote-reset

service-shutdown-
subscriber-logout

service-shutdown-time-

limit

service-shutdown-
volume-limit

shutdown-
administrative-reset

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

17

10

Inherited from
the parent
subscriber
session.

10

Description

Subscriber access denied for reasons such as no RADIUS server
exists.

Subscriber access denied because the BNG retried the Access-
Request to the authentication server for the configured number
of retries without receiving a response.

Service session termination initiated by deactivation of a family
(network), typically triggered by termination of the corresponding
Layer 3 access protocol.

Service session termination initiated by an external authority,
such as a CoA service deactivation.

Overrides the default value.

This code is displayed only when you map it to a custom value.

Service session termination initiated because the service time
limit was reached.

Service session termination initiated because the service traffic
volume limit was reached.

Session has been terminated by a local CLI command (such as the
clear dhcp server binding commandor to clean up dynamic VLAN

configured with "remove-when-no-subscribers" when there is no
successful subscriber connections over that VLAN within 30
seconds after its creation.)



Table 21: Default Mapping Between AAA Termination Causes and Code Values (Continued)

Internal AAA
Termination Cause

shutdown-idle-timeout

shutdown-reassign-on-
match

shutdown-remote-reset

shutdown-session-
timeout

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

10

Description

Session has been idle for a period equal to or longer than the
configured timeout value. This value is set with the CLI or by
RADIUS attribute.

Session is terminated to allow a second session to replace the
terminated session. This occurs only when both sessions are
allocated the same static IP address by means of the RADIUS
Framed-IP-Address attribute (8). This behavior enables a
customer to reconnect with a new session after dropping off the
original session, even though the original session is still up.

Session has been terminated by a remote service, such as a
RADIUS Disconnect-Request or Diameter Abort-Session-Request
messages.

Session has been active for a period equal to or longer than the
configured timeout value. This value is set with the CLI or by
RADIUS attribute.

‘ Session Termination Causes and RADIUS Termination Cause Codes | 609

DHCP Termination Causes and Code Values

When a DHCP event terminates a subscriber session, causing a RADIUS Acct-Stop message to be
issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the cause or reason for the termination.
This attribute is included only in RADIUS Acct-Stop messages. The termination cause is conveyed as a
code value in the attribute. RFC 2866, RADIUS Accounting, defines the standard mapping between 18
code values and termination causes.



Junos OS defines a set of internal termination cause codes that are mapped to the RFC-defined code
values. When a subscriber session is terminated, the router logs a message for the internal termination
cause and logs another message for the RADIUS Acct-Terminate-Cause attribute. You can use the
logged information to help monitor and troubleshoot terminated sessions.

Table 22 on page 617 lists the default mapping between the internal identifier for DHCP termination
causes and the code values that represent them in the RADIUS Acct-Terminate-Cause attribute (49).

@ NOTE: You can remap the internal identifiers to a custom code value in the range 1
through 4,294,967,295 by using the terminate-code statement at the [edit access]
hierarchy level. You can view the current mapping by issuing the show network-access
terminate-code dhcp detail command.

Table 22: Default Mapping Between DHCP Termination Causes and Code Values

Internal DHCP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
client request 1 User Request
lost-carrier 2 Lost Carrier
nak 15 Service Unavailable
nas logout 10 NAS Request
no offers 4 Idle Timeout

Session Termination Causes and RADIUS Termination Cause Codes | 609



L2TP Termination Causes and Code Values

When an L2TP event terminates a subscriber session, causing a RADIUS Acct-Stop message to be
issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the cause or reason for the termination.
This attribute is included only in RADIUS Acct-Stop messages. The termination cause is conveyed as a
code value in the attribute. RFC 2866, RADIUS Accounting, defines the standard mapping between 18
code values and termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the RFC-defined code
values. When a subscriber session is terminated, the router logs a message for the internal termination
cause and logs another message for the RADIUS Acct-Terminate-Cause attribute. You can use the
logged information to help monitor and troubleshoot terminated sessions.

Table 23 on page 618 lists the default mapping between the internal identifier for L2TP termination
causes and the code values that represent them in the RADIUS Acct-Terminate-Cause attribute (49).

@ NOTE: You can remap the internal identifiers to a custom code value in the range 1
through 4,294,967,295 by using the terminate-code statement at the [edit access]
hierarchy level. You can view the current mapping by issuing the show network-access
terminate-code 12tp detail command.

Table 23: Default Mapping Between L2TP Termination Causes and Code Values

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

issu in progress 9 NAS Error
session access interface down 8 Port Error
session admin close 6 Admin Reset
session admin drain 6 Admin Reset

session call down 10 NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP
Termination Cause

session call failed

session create failed limit reached

session create failed no resources

session create failed single shot tunnel already fired

session create failed too busy

session failover protocol resync disconnect

session hardware unavailable

session no resources server port

session not ready

session rx cdn

session rx cdn avp bad hidden

session rx cdn avp bad value assigned session id

session rx cdn avp duplicate value assigned session id

session rx cdn avp malformed bad length

RADIUS Acct-Terminate-Cause Attribute

Code Value

15

10

10

10

10

10

RADIUS Termination Cause

Service Unavailable

NAS Error

NAS Error

NAS Error

NAS Error

Admin Reset

Port Error

NAS Error

NAS Error

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP
Termination Cause

session rx cdn avp malformed truncated

session rx cdn avp missing mandatory assigned session id

session rx cdn avp missing mandatory result code

session rx cdn avp missing random vector

session rx cdn avp missing secret

session rx cdn avp unknown

session rx cdn no resources

session rx iccn avp bad hidden

session rx iccn avp bad value framing type

session rx iccn avp bad value proxy authen type

session rx iccn avp bad value unsupported proxy authen type

session rx iccn avp malformed bad length

session rx iccn avp malformed truncated

session rx iccn avp missing mandatory connect speed

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

10

10

10

10

10

10

10

10

10

10

10

10

10

RADIUS Termination Cause

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

session rx iccn avp missing mandatory framing type 10 NAS Request
session rx iccn avp missing mandatory proxy authen challenge 10 NAS Request
session rx iccn avp missing mandatory proxy authen id 10 NAS Request
session rx iccn avp missing mandatory proxy authen name 10 NAS Request
session rx iccn avp missing mandatory proxy authen response 10 NAS Request
session rx iccn avp missing random vector 10 NAS Request
session rx iccn avp missing secret 10 NAS Request
session rx iccn avp unknown 10 NAS Request
session rx iccn no resources 10 NAS Request
session rx iccn unexpected 10 NAS Request
session rx icrp avp bad hidden 10 NAS Request
session rx icrp avp bad value assigned session id 10 NAS Request
session rx icrp avp duplicate value assigned session id 10 NAS Request

session rx icrp avp malformed bad length 10 NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

session rx icrp avp malformed truncated 10 NAS Request
session rx icrp avp missing mandatory assigned session id 10 NAS Request
session rx icrp avp missing random vector 10 NAS Request
session rx icrp avp missing secret 10 NAS Request
session rx icrp avp unknown 10 NAS Request
session rx icrp no resources 10 NAS Request
session rx icrp unexpected 10 NAS Request
session rx icrq admin close 6 Admin Reset
session rx icrq authenticate failed host 10 NAS Request
session rx icrq avp bad hidden 10 NAS Request
session rx icrq avp bad value assigned session id 10 NAS Request
session rx icrq avp bad value bearer type 10 NAS Request
session rx icrq avp bad value cisco nas port 10 NAS Request

session rx icrq avp duplicate value assigned session id 10 NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

session rx icrq avp malformed bad length 10 NAS Request
session rx icrq avp malformed truncated 10 NAS Request
session rx icrg avp missing mandatory assigned session id 10 NAS Request
session rx icrq avp missing mandatory call serial number 10 NAS Request
session rx icrg avp missing random vector 10 NAS Request
session rx icrg avp missing secret 10 NAS Request
session rx icrq avp unknown 10 NAS Request
session rx icrq no resources 10 NAS Request
session rx icrq unexpected 10 NAS Request
session rx occn avp bad hidden 10 NAS Request
session rx occn avp bad value framing type 10 NAS Request
session rx occn avp malformed bad length 10 NAS Request
session rx occn avp malformed truncated 10 NAS Request

session rx occn avp missing mandatory connect speed 10 NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP
Termination Cause

session rx occn avp missing mandatory framing type

session rx occn avp missing random vector

session rx occn avp missing secret

session rx occn avp unknown

session rx occn no resources

session rx occn unexpected

session rx ocrp avp bad hidden

session rx ocrp avp bad value assigned session id

session rx ocrp avp duplicate value assigned session id

session rx ocrp avp malformed bad length

session rx ocrp avp malformed truncated

session rx ocrp avp missing mandatory assigned session id

session rx ocrp avp missing random vector

session rx ocrp avp missing secret

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

10

10

10

10

10

10

10

10

10

10

10

10

10

RADIUS Termination Cause

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP
Termination Cause

session rx ocrp avp unknown

session rx ocrp no resources

session rx ocrp unexpected

session rx ocrg admin close

session rx ocrg authenticate failed host

session rx ocrg avp bad hidden

session rx ocrq avp bad value assigned session id

session rx ocrq avp bad value bearer type

session rx ocrq avp bad value framing type

session rx ocrg avp duplicate value assigned session id

session rx ocrg avp malformed bad length

session rx ocrg avp malformed truncated

session rx ocrg avp missing mandatory assigned session id

session rx ocrg avp missing mandatory bearer type

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

10

10

10

10

10

10

10

10

10

10

10

10

10

RADIUS Termination Cause

NAS Request

NAS Request

NAS Request

Admin Reset

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

session rx ocrg avp missing mandatory call serial number 10 NAS Request
session rx ocrg avp missing mandatory called number 10 NAS Request
session rx ocrq avp missing mandatory framing type 10 NAS Request
session rx ocrq avp missing mandatory maximum bps 10 NAS Request
session rx ocrq avp missing mandatory minimum bps 10 NAS Request
session rx ocrq avp missing random vector 10 NAS Request
session rx ocrg avp missing secret 10 NAS Request
session rx ocrqg avp unknown 10 NAS Request
session rx ocrg no resources 10 NAS Request
session rx ocrg unexpected 10 NAS Request
session rx ocrg unsupported 9 NAS Error

session rx sli avp bad hidden 10 NAS Request
session rx sli avp bad value accm 10 NAS Request

session rx sli avp malformed bad length 10 NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

session rx sli avp malformed truncated 10 NAS Request
session rx sli avp missing mandatory accm 10 NAS Request
session rx sli avp missing random vector 10 NAS Request
session rx sli avp missing secret 10 NAS Request
session rx sli avp unknown 10 NAS Request
session rx sli no resources 10 NAS Request
session rx unexpected packet lac incoming 10 NAS Request
session rx unexpected packet lac outgoing 10 NAS Request
session rx unexpected packet Ins incoming 10 NAS Request
session rx unexpected packet Ins outgoing 10 NAS Request
session rx unknown session id 10 NAS Request
session rx wen avp bad hidden 10 NAS Request
session rx wen avp malformed bad length 10 NAS Request

session rx wen avp malformed truncated 10 NAS Request



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP
Termination Cause

session rx wen avp missing mandatory call errors

session rx wen avp missing random vector

session rx wen avp missing secret

session rx wen avp unknown

session rx wen no resources

session timeout connection

session timeout inactivity

session timeout session

session timeout upper create

session transmit speed unavailable

session tunnel down

session tunnel failed

session tunnel switch profile deleted

session tunneled interface down

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

10

10

10

10

10

15

15

RADIUS Termination Cause

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

idle timeout

session timeout

NAS Error

NAS error

Service Unavailable

Service Unavailable

Admin Reset

Port Error



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP
Termination Cause

session unknown cause

session upper create failed

session upper removed

session warmstart not operational

session warmstart recovery error

session warmstart upper not restacked

tunnel admin close

tunnel admin drain

tunnel control channel failed

tunnel created no sessions

tunnel destination address changed

tunnel destination down

tunnel failover protocol no resources for recovery tunnel

tunnel failover protocol no resources for session resync

RADIUS Acct-Terminate-Cause Attribute

Code Value

15

15

15

10

15

10

15

15

RADIUS Termination Cause

NAS Error

NAS Error

Service Unavailable

Service Unavailable

Service Unavailable

NAS request

Admin Reset

Admin Reset

Service Unavailable

User Request

Admin Reset

NAS Request

Service Unavailable

Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP
Termination Cause

tunnel failover protocol not supported

tunnel failover protocol not supported by peer

tunnel failover protocol recovery control channel failed

tunnel failover protocol recovery tunnel failed

tunnel failover protocol recovery tunnel finished

tunnel failover protocol recovery tunnel primary down

tunnel failover protocol session resync failed

tunnel host profile changed

tunnel host profile deleted

tunnel rx sccen authenticate failed challenge

tunnel rx sccen avp bad hidden

tunnel rx sccen avp bad value challenge response

tunnel rx scccn avp malformed bad length

tunnel rx scccn avp malformed truncated

RADIUS Acct-Terminate-Cause Attribute

Code Value

15

15

15

15

15

17

15

15

15

15

RADIUS Termination Cause

Service Unavailable

Service Unavailable

Service Unavailable

Service Unavailable

User Request

User Request

Service Unavailable

Admin Reset

Admin Reset

User Error

Service Unavailable

Service Unavailable

Service Unavailable

Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx sccen avp missing challenge response 17 User Error

tunnel rx scccn avp missing random vector 15 Service Unavailable
tunnel rx sccen avp missing secret 15 Service Unavailable
tunnel rx sccen avp unexpected challenge response 15 Service Unavailable
tunnel rx sccen avp unknown 15 Service Unavailable
tunnel rx sccen no resources 15 Service Unavailable
tunnel rx sccen session id not null 15 Service Unavailable
tunnel rx scccn unexpected 15 Service Unavailable
tunnel rx sccrp authenticate failed challenge 17 User Error

tunnel rx sccrp authenticate failed host 17 User Error

tunnel rx sccrp avp bad hidden 15 Service Unavailable
tunnel rx sccrp avp bad value assigned tunnel id 15 Service Unavailable
tunnel rx sccrp avp bad value bearer capabilities 15 Service Unavailable

tunnel rx sccrp avp bad value challenge 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx sccrp avp bad value challenge response 15 Service Unavailable
tunnel rx sccrp avp bad value failover capability 15 Service Unavailable
tunnel rx sccrp avp bad value framing capabilities 15 Service Unavailable
tunnel rx sccrp avp bad value protocol version 15 Service Unavailable
tunnel rx sccrp avp bad value receive window size 15 Service Unavailable
tunnel rx sccrp avp duplicate value assigned tunnel id 15 Service Unavailable
tunnel rx sccrp avp malformed bad length 15 Service Unavailable
tunnel rx sccrp avp malformed truncated 15 Service Unavailable
tunnel rx sccrp avp missing challenge response 17 User Error

tunnel rx sccrp avp missing mandatory assigned tunnel id 15 Service Unavailable
tunnel rx sccrp avp missing mandatory framing capabilities 15 Service Unavailable
tunnel rx sccrp avp missing mandatory host name 15 Service Unavailable
tunnel rx sccrp avp missing mandatory protocol version 15 Service Unavailable

tunnel rx sccrp avp missing random vector 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx sccrp avp missing secret 15 Service Unavailable
tunnel rx sccrp avp unexpected challenge response 15 Service Unavailable
tunnel rx sccrp avp unexpected challenge without secret 15 Service Unavailable
tunnel rx sccrp avp unknown 15 Service Unavailable
tunnel rx sccrp no resources 15 Service Unavailable
tunnel rx sccrp session id not null 15 Service Unavailable
tunnel rx sccrp unexpected 15 Service Unavailable
tunnel rx sccrg admin close 6 Admin Reset
tunnel rx sccrq authenticate failed host 17 User Error

tunnel rx sccrg avp bad hidden 15 Service Unavailable
tunnel rx sccrq avp bad value assigned tunnel id 15 Service Unavailable
tunnel rx sccrq avp bad value bearer capabilities 15 Service Unavailable
tunnel rx sccrq avp bad value challenge 15 Service Unavailable

tunnel rx sccrq avp bad value failover capability 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx sccrg avp bad value framing capabilities 15 Service Unavailable
tunnel rx sccrqg avp bad value protocol version 15 Service Unavailable
tunnel rx sccrq avp bad value receive window size 15 Service Unavailable
tunnel rx sccrq avp duplicate value assigned tunnel id 15 Service Unavailable
tunnel rx sccrqg avp malformed bad length 15 Service Unavailable
tunnel rx sccrg avp malformed truncated 15 Service Unavailable
tunnel rx sccrqg avp missing mandatory assigned tunnel id 15 Service Unavailable
tunnel rx sccrqg avp missing mandatory framing capabilities 15 Service Unavailable
tunnel rx sccrqg avp missing mandatory host name 15 Service Unavailable
tunnel rx sccrg avp missing mandatory protocol version 15 Service Unavailable
tunnel rx sccrq avp missing random vector 15 Service Unavailable
tunnel rx sccrq avp missing secret 15 Service Unavailable
tunnel rx sccrg avp unexpected challenge without secret 15 Service Unavailable

tunnel rx sccrg avp unknown 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx sccrq bad address 15 Service Unavailable
tunnel rx sccrq no resources 15 Service Unavailable
tunnel rx sccrg no resources max tunnels 15 Service Unavailable
tunnel rx sccrq session id not null 15 Service Unavailable
tunnel rx sccrg unexpected 15 Service Unavailable
tunnel rx stopccn 1 User Request

tunnel rx stopccn avp bad hidden 15 Service Unavailable
tunnel rx stopccn avp bad value assigned tunnel id 15 Service Unavailable
tunnel rx stopccn avp duplicate value assigned tunnel id 15 Service Unavailable
tunnel rx stopccn avp malformed bad length 15 Service Unavailable
tunnel rx stopccn avp malformed truncated 15 Service Unavailable
tunnel rx stopccn avp missing mandatory assigned tunnel id 15 Service Unavailable
tunnel rx stopccn avp missing mandatory result code 15 Service Unavailable

tunnel rx stopccn avp missing random vector 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx stopccn avp missing secret 15 Service Unavailable
tunnel rx stopccn avp unknown 15 Service Unavailable
tunnel rx stopccn no resources 15 Service Unavailable
tunnel rx stopccn session id not null 15 Service Unavailable
tunnel rx frs avp malformed truncated 15 Service Unavailable
tunnel rx frs avp missing mandatory failover session state 15 Service Unavailable
tunnel rx frs avp missing random vector 15 Service Unavailable
tunnel rx frs avp missing secret 15 Service Unavailable
tunnel rx frs avp unknown 15 Service Unavailable
tunnel rx frs no resources 15 Service Unavailable
tunnel rx frs session id not null 15 Service Unavailable
tunnel rx fsq avp bad hidden 15 Service Unavailable
tunnel rx fsq avp malformed bad length 15 Service Unavailable

tunnel rx fsq avp malformed truncated 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx fsq avp missing mandatory failover session state 15 Service Unavailable
tunnel rx fsq avp missing random vector 15 Service Unavailable
tunnel rx fsq avp missing secret 15 Service Unavailable
tunnel rx fsq avp unknown 15 Service Unavailable
tunnel rx fsq no resources 15 Service Unavailable
tunnel rx fsq session id not null 15 Service Unavailable
tunnel rx fsr avp bad hidden 15 Service Unavailable
tunnel rx fsr avp malformed bad length 15 Service Unavailable
tunnel rx unexpected packet 15 Service Unavailable
tunnel rx unexpected packet for session 15 Service Unavailable
tunnel rx unknown packet message type indecipherable 15 Service Unavailable
tunnel rx unknown packet message type unrecognized 15 Service Unavailable
tunnel rx recovery scccn authenticate failed challenge 17 User Error

tunnel rx recovery scccn avp bad hidden 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx recovery scccn avp bad value challenge response 15 Service Unavailable
tunnel rx recovery scccn avp malformed bad length 15 Service Unavailable
tunnel rx recovery scccn avp malformed truncated 15 Service Unavailable
tunnel rx recovery scccn avp missing challenge response 17 User Error

tunnel rx recovery scccn avp missing random vector 15 Service Unavailable
tunnel rx recovery scccn avp missing secret 15 Service Unavailable
tunnel rx recovery scccn avp unexpected challenge response 15 Service Unavailable
tunnel rx recovery scccn avp unknown 15 Service Unavailable
tunnel rx recovery scccn no resources 15 Service Unavailable
tunnel rx recovery sccen session id not null 15 Service Unavailable
tunnel rx recovery sccrp authenticate failed challenge 17 User Error

tunnel rx recovery sccrp avp bad hidden 15 Service Unavailable
tunnel rx recovery sccrp avp bad value assigned tunnel id 15 Service Unavailable

tunnel rx recovery sccrp avp bad value bearer capabilities 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx recovery sccrp avp bad value challenge 15 Service Unavailable
tunnel rx recovery sccrp avp bad value challenge response 15 Service Unavailable
tunnel rx recovery sccrp avp bad value framing capabilities 15 Service Unavailable
tunnel rx recovery sccrp avp bad value protocol version 15 Service Unavailable
tunnel rx recovery sccrp avp bad value receive window size 15 Service Unavailable
tunnel rx recovery sccrp avp bad value suggested control 15 Service Unavailable
sequence

tunnel rx recovery sccrp avp duplicate value assigned 15 Service Unavailable
tunnel id

tunnel rx recovery sccrp avp malformed bad length 15 Service Unavailable
tunnel rx recovery sccrp avp malformed truncated 15 Service Unavailable
tunnel rx recovery sccrp avp mismatched host name 15 Service Unavailable
tunnel rx recovery sccrp avp mismatched vendor name 15 Service Unavailable
tunnel rx recovery sccrp avp missing challenge response 17 User Error

tunnel rx recovery sccrp avp missing mandatory assigned tunnel 15 Service Unavailable

id



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx recovery sccrp avp missing mandatory framing 15 Service Unavailable
capabilities

tunnel rx recovery sccrp avp missing mandatory host name 15 Service Unavailable
tunnel rx recovery sccrp avp missing mandatory protocol version 15 Service Unavailable
tunnel rx recovery sccrp avp missing random vector 15 Service Unavailable
tunnel rx recovery sccrp avp missing secret 15 Service Unavailable
tunnel rx recovery sccrp avp unexpected challenge response 15 Service Unavailable
tunnel rx recovery sccrp avp unexpected challenge without secret | 15 Service Unavailable
tunnel rx recovery sccrp avp unknown 15 Service Unavailable
tunnel rx recovery sccrp no resources 15 Service Unavailable
tunnel rx recovery sccrp session id not null 15 Service Unavailable
tunnel rx recovery sccrq admin close 6 Admin Reset
tunnel rx recovery sccrq avp bad hidden 15 Service Unavailable
tunnel rx recovery sccrq avp bad value assigned tunnel id 15 Service Unavailable

tunnel rx recovery sccrq avp bad value bearer capabilities 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx recovery sccrq avp bad value challenge 15 Service Unavailable
tunnel rx recovery sccrq avp bad value framing capabilities 15 Service Unavailable
tunnel rx recovery sccrq avp bad value protocol version 15 Service Unavailable
tunnel rx recovery sccrq avp bad value receive window size 15 Service Unavailable
tunnel rx recovery sccrq avp bad value tunnel recovery 15 Service Unavailable
tunnel rx recovery sccrq avp duplicate value assigned tunnel id 15 Service Unavailable
tunnel rx recovery sccrq avp duplicate value tie breaker 15 Service Unavailable
tunnel rx recovery sccrq avp malformed bad length 15 Service Unavailable
tunnel rx recovery sccrq avp malformed truncated 15 Service Unavailable
tunnel rx recovery sccrqg avp mismatched host name 15 Service Unavailable
tunnel rx recovery sccrq avp mismatched vendor name 15 Service Unavailable
tunnel rx recovery sccrq avp missing mandatory assigned tunnel 15 Service Unavailable
id

tunnel rx recovery sccrq avp missing mandatory framing 15 Service Unavailable

capabilities



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx recovery sccrq avp missing mandatory host name 15 Service Unavailable
tunnel rx recovery sccrg avp missing mandatory protocol version 15 Service Unavailable
tunnel rx recovery sccrq avp missing mandatory tunnel recovery 15 Service Unavailable
tunnel rx recovery sccrq avp missing random vector 15 Service Unavailable
tunnel rx recovery sccrq avp missing secret 15 Service Unavailable
tunnel rx recovery sccrq avp missing tie breaker 15 Service Unavailable
tunnel rx recovery sccrq avp unexpected challenge without secret = 15 Service Unavailable
tunnel rx recovery sccrq avp unknown 15 Service Unavailable
tunnel rx recovery sccrq no resources 15 Service Unavailable
tunnel rx recovery sccrq session id not null 15 Service Unavailable
tunnel rx recovery sccrq tunnel id not null 15 Service Unavailable
tunnel rx recovery stopccn avp bad hidden 15 Service Unavailable
tunnel rx recovery stopccn avp bad value assigned tunnel id 15 Service Unavailable

tunnel rx recovery stopccn avp duplicate value assigned tunnelid | 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel rx recovery stopccn avp malformed bad length 15 Service Unavailable
tunnel rx recovery stopccn avp malformed truncated 15 Service Unavailable
tunnel rx recovery stopccn avp missing mandatory assigned 15 Service Unavailable
tunnel id

tunnel rx recovery stopccn avp missing mandatory result code 15 Service Unavailable
tunnel rx recovery stopccn avp missing random vector 15 Service Unavailable
tunnel rx recovery stopccn avp missing secret 15 Service Unavailable
tunnel rx recovery stopccn avp unknown 15 Service Unavailable
tunnel rx recovery stopccn no resources 15 Service Unavailable
tunnel rx recovery stopccn session id not null 15 Service Unavailable
tunnel rx recovery unexpected packet 15 Service Unavailable
tunnel rx recovery unknown packet message type indecipherable 15 Service Unavailable
tunnel rx recovery unknown packet message type unrecognized 15 Service Unavailable
tunnel rx session packet null sid invalid 15 Service Unavailable

tunnel rx session packet null sid without assigned session id 15 Service Unavailable



Table 23: Default Mapping Between L2TP Termination Causes and Code Values (Continued))

Internal L2TP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

tunnel timeout connection 15 Service Unavailable
tunnel timeout connection recovery tunnel 15 Service Unavailable
tunnel timeout idle 1 User Request
tunnel unknown cause 9 NAS Error

tunnel warmstart not operational 15 Service Unavailable
tunnel warmstart recovery error 15 Service Unavailable
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PPP Termination Causes and Code Values

When a PPP event terminates a subscriber session, causing a RADIUS Acct-Stop message to be issued,
the RADIUS Acct-Terminate-Cause attribute (49) reports the cause or reason for the termination. This
attribute is included only in RADIUS Acct-Stop messages. The termination cause is conveyed as a code
value in the attribute. RFC 2866, RADIUS Accounting, defines the standard mapping between 18
termination causes and code values.

Junos OS defines a set of internal termination cause codes that are mapped to the RFC-defined code
values. When a subscriber session is terminated, the router logs a message for the internal termination
cause and logs another message for the RADIUS Acct-Terminate-Cause attribute. You can use the
logged information to help monitor and troubleshoot terminated sessions.



Table 24 on page 645 lists the default mapping between the internal identifier for PPP termination
causes and the code values that represent them in the RADIUS Acct-Terminate-Cause attribute (49).

@ NOTE: You can remap the internal identifiers to a custom code value in the range 1
through 4,294,967,295 by using the terminate-code statement at the [edit access]
hierarchy level. You can view the current mapping by issuing the show network-access
terminate-code ppp detail command.

Table 24 on page 645 lists the default PPP terminate mappings. The table indicates the supported PPP
terminate reasons and the RADIUS Acct-Terminate-Cause attributes they are mapped to by default.

Table 24: Default Mapping Between PPP Termination Causes and Code Values

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
admin logout 10 NAS Request
authenticate authenticator timeout 17 User Error
authenticate challenge timeout 10 NAS Request
authenticate chap no resources 10 NAS Request
authenticate chap peer authenticator timeout 17 User Error
authenticate deny by peer 17 User Error
authenticate inactivity timeout 4 Idle Timeout
authenticate max requests 10 NAS Request

authenticate no authenticator 10 NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
authenticate pap peer authenticator timeout 17 User Error
authenticate pap request timeout 10 NAS Request
authenticate Session Timeout 5 Session Timeout
authenticate too many requests 10 NAS Request
authenticate tunnel fail immediate 10 NAS Request
authenticate tunnel unsupported tunnel type 10 NAS Request
bundle fail create 10 NAS Request
bundle fail engine add 10 NAS Request
bundle fail fragment size mismatch 10 NAS Request
bundle fail fragmentation location 10 NAS Request
bundle fail fragmentation mismatch 10 NAS Request
bundle fail join 10 NAS Request
bundle fail link selection mismatch 10 NAS Request

bundle fail local mped not set yet 10 NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP
Termination Cause

bundle fail local mrru mismatch

bundle fail local mru mismatch

bundle fail peer mrru mismatch

bundle fail reassembly location

bundle fail reassembly mismatch

bundle fail record network

bundle fail server location mismatch

bundle fail static link

failover during authentication

interface admin disable

interface down

interface no hardware

ip admin disable

ip inhibited by authentication

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

10

10

10

10

10

10

10

10

10

RADIUS Termination Cause

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

Admin Reset

Admin Reset

Lost Carrier

Port Error

NAS Request

NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
ip link down 10 NAS Request
ip max configure exceeded 10 NAS Request
ip no local ip address 10 NAS Request
ip no local ip address mask 10 NAS Request
ip no local primary dns address 10 NAS Request
ip no local primary nbns address 10 NAS Request
ip no local secondary dns address 10 NAS Request
ip no local secondary nbns address 10 NAS Request
ip no peer ip address 10 NAS Request
ip no peer ip address mask 10 NAS Request
ip no peer primary dns address 10 NAS Request
ip no peer primary nbns address 10 NAS Request
ip no peer secondary dns address 10 NAS Request

ip no peer secondary nbns address 10 NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
ip no service 10 NAS Request
ip peer renegotiate rx conf ack 10 NAS Request
ip peer renegotiate rx conf nak 10 NAS Request
ip peer renegotiate rx conf rej 10 NAS Request
ip peer renegotiate rx conf req 10 NAS Request
ip peer terminate term ack 10 NAS Request
ip peer terminate code rej 10 NAS Request
ip peer terminate term req 10 NAS Request
ip service disable 10 NAS Request
ip stale stacking 10 NAS Request
ipv6 admin disable 10 NAS Request
ipvé inhibited by authentication 10 NAS Request
ipvé6 link down 10 NAS Request

ipvé local and peer interface ids identical 10 NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
ipv6 max configure exceeded 10 NAS Request
ipvé no local ipvé interface id 10 NAS Request
ipvé no peer ipvé6 interface id 10 NAS Request
ipvé6 no service 10 NAS Request
ipvé peer renegotiate rx conf ack 10 NAS Request
ipvé peer renegotiate rx conf nak 10 NAS Request
ipvé peer renegotiate rx conf rej 10 NAS Request
ipvé peer renegotiate rx conf req 10 NAS Request
ipvé peer terminate code rej 10 NAS Request
ipvé peer terminate term ack 10 NAS Request
ipv6 peer terminate term req 10 NAS Request
ipvé6 service disable 10 NAS Request
ipvé6 stale stacking 10 NAS Request

Icp authenticate terminate hold 10 NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP
Termination Cause

Icp configured mrru too small

Icp configured mru invalid

Icp configured mru too small

Icp dynamic interface hold

Icp keepalive failure

Icp loopback rx conf req

Icp loopback rx echo reply

Icp loopback rx echo req

Icp max configure exceeded

Icp mru changed

Icp negotiation timeout

Icp no localaccm

Icp no localacfc

Icp no local authentication

RADIUS Acct-Terminate-Cause Attribute

Code Value

10

10

10

10

10

10

10

10

10

10

10

10

10

10

RADIUS Termination Cause

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request

NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
Icp no local endpoint discriminator 10 NAS Request
Icp no local magic number 10 NAS Request
Icp no local mrru 10 NAS Request
Icp no local mru 10 NAS Request
Icp no localpfc 10 NAS Request
Icp no peer accm 10 NAS Request
Icp no peer authentication 10 NAS Request
Icp no peer endpoint discriminator 10 NAS Request
Icp no peer magicnumber 10 NAS Request
Icp no peer mrru 10 NAS Request
Icp no peer mru 10 NAS Request
Icp no peer pfc 10 NAS Request
Icp peer terminate code rej 1 User Request

Icp peer terminate term ack 1 User Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause

Icp peer terminate term req 1 User Request
Icp peer terminate protocol reject 1 User Request
Icp peer renegotiate rx conf ack 1 User Request
Icp peer renegotiate rx conf nak 1 User Request
Icp peer renegotiate rx conf rej 1 User Request
Icp peer renegotiate rx conf req 1 User Request
Icp tunnel disconnected 10 NAS Request
Icp tunnel failed 10 NAS Request
link interface no hardware 8 Port Error
lower interface attach failed 2 Lost Carrier
lower interface teardown 2 Lost Carrier
mpls admin disable 10 NAS Request
mpls link down 10 NAS Request

mpls max configure exceeded 10 NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
mpls no service 10 NAS Request
mpls peer renegotiate rx conf ack 10 NAS Request
mpls peer renegotiate rx conf nak 10 NAS Request
mpls peer renegotiate rx conf rej 10 NAS Request
mpls peer renegotiate rx conf req 10 NAS Request
mpls peer terminate code rej 10 NAS Request
mpls peer terminate term ack 10 NAS Request
mpls peer terminate term req 10 NAS Request
mpls service disable 10 NAS Request
mpls stale stacking 10 NAS Request
network interface admin disable 6 Admin Reset
no bundle 10 NAS Request
no interface 8 Port Error

no link interface 8 Port Error



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
no ncps available 10 NAS Request
no network interface 10 NAS Request
no upper interface 9 NAS Error
osi admin disable 10 NAS Request
osi link down 10 NAS Request
osi max configure exceeded 10 NAS Request
osi no local align npdu 10 NAS Request
osi no peer align npdu 10 NAS Request
osi no service 10 NAS Request
osi peer renegotiate rx conf ack 10 NAS Request
osi peer renegotiate rx conf nak 10 NAS Request
osi peer renegotiate rx conf rej 10 NAS Request
osi peer renegotiate rx conf req 10 NAS Request

osi peer terminate code rej 10 NAS Request



Table 24: Default Mapping Between PPP Termination Causes and Code Values (Continued))

Internal PPP RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value RADIUS Termination Cause
osi peer terminate term ack 10 NAS Request
osi peer terminate term req 10 NAS Request
osi service disable 10 NAS Request
osi stale stacking 10 NAS Request
recovery active state cleanup 9 NAS Error
recovery configured state cleanup 9 NAS Error
recovery init state cleanup 9 NAS Error
recovery terminated state cleanup 9 NAS Error
recovery terminating state cleanup 9 NAS Error
session init failed 9 NAS Error
subscriber mgr activation failed 9 NAS Error
subscriber mgr get credentials failed 9 NAS Error
subscriber mgr link interface not found 9 NAS Error

subscriber mgr set state active failed 9 NAS Error
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VLAN Termination Causes and Code Values

When a VLAN event terminates a subscriber session, causing a RADIUS Acct-Stop message to be
issued, the RADIUS Acct-Terminate-Cause attribute (49) reports the cause or reason for the termination.
This attribute is included only in RADIUS Acct-Stop messages. The termination cause is conveyed as a
code value in the attribute. RFC 2866, RADIUS Accounting, define the standard mapping between 18
code values and termination causes.

Junos OS defines a set of internal termination cause codes that are mapped to the RFC-defined code
values. When a subscriber session is terminated, the router logs a message for the internal termination
cause and logs another message for the RADIUS Acct-Terminate-Cause attribute. You can use the
logged information to help monitor and troubleshoot terminated sessions.

Table 25 on page 657 lists the default mapping between the internal identifier for VLAN termination
causes and the code values that represent them in the RADIUS Acct-Terminate-Cause attribute (49).

@ NOTE: You can remap the internal identifiers to a custom code value in the range 1
through 4,294,967,295 by using the terminate-code statement at the [edit access]
hierarchy level. You can view the current mapping by issuing the show network-access

terminate-code vlan detail command.
Table 25: Default Mapping Between VLAN Termination Causes and Code Values

Internal VLAN RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

vlan admin-logout 6 VLAN session termination initiated by the subscriber being
administratively logged out.

vlan admin-reconnect 16 VLAN session termination initiated by the subscriber being
administratively reconnected.



Table 25: Default Mapping Between VLAN Termination Causes and Code Values (Continued)

Internal VLAN
Termination Cause

vlan other

vlan out-of-band-access-
interface-down

vlan out-of-band-admin-access-
interface-down

vlan out-of-band-admin-core-
interface-down

vlan out-of-band-ancp-port-
down

vlan out-of-band-ancp-port-
vlan-id-change

vlan out-of-band-core-interface-
down

vlan out-of-band-I2-wholesale-
no-free-vlans

vlan profile-request-error

vlan sdb-error

RADIUS Acct-Terminate-Cause Attribute

Code Value

15

RADIUS Termination Cause

VLAN session termination initiated by an otherwise undefined
cause.

VLAN out-of-band session termination initiated by the access-
facing interface going down.

VLAN out-of-band session termination initiated by the access-
facing interface being brought down administratively.

VLAN out-of-band session termination initiated by the core-
facing interface being brought down administratively.

VLAN out-of-band session termination initiated by the receipt
of an ANCP Port Down message.

VLAN out-of-band session termination initiated by a change in
the port VLAN ID, which is treated as a logical Port Down
message.

VLAN out-of-band session termination initiated by the core-
facing interface going down.

VLAN out-of-band session termination initiated by the lack of
any remaining available VLAN IDs.

VLAN session termination initiated by an error when requesting
the dynamic profile associated with the VLAN range.

VLAN session termination initiated by an error in the session
database.



Table 25: Default Mapping Between VLAN Termination Causes and Code Values (Continued)

Internal VLAN RADIUS Acct-Terminate-Cause Attribute
Termination Cause

Code Value = RADIUS Termination Cause

vlan subscriber-activate-error 9 VLAN session termination initiated by an error while
attempting to activate the subscriber services for the session.
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Domain mapping enables you to configure a map that specifies access options and session-specific
parameters. The map is based on the domain name of subscriber sessions — the router applies the
mapped options and parameters to sessions for subscribers that have the specified domains. For
example, you might configure a domain map that is based on the domain name example.com. The options
and parameters in that domain map are then applied when subscribers with the specified domain name
(for example, bob@example.com, raj@example.com, and juan@example.com) request a AAA service.

@ NOTE: A subscriber’s username is typically made up of two parts — the user’s name
followed by the user’'s domain name, which are separated by a delimiter character. The
domain name is always to the right of the domain delimiter. For example, in the
username, juan@example.com, the user’s name, juan is followed by the domain name
example.com, and the two are separated by the @ delimiter character.

However, some systems use a username format in which the domain name precedes the
user's name. To avoid confusion with the typical domain name usage, this type of
preceding domain name is referred to as a realm name, and the realm name is to the left
of the realm delimiter. For example, in the username, top321-example.com/mary, the top321-
example.com part is the realm name, mary is the user’'s name, and the / character is the
delimiter character.

The domain map provides efficiency, and enables you to make changes for a large number of subscribers
in one operation. For example, if an address assignment pool becomes exhausted due to the number of
subscribers obtaining addresses from the pool, you can create a domain map that specifies that
subscribers in a particular domain obtain addresses from a different pool. In another use of the domain
map, you might create a new dynamic profile and then configure the domain map to specify which
subscribers (by their domain) use that dynamic profile.



Starting in Junos OS Release 21.3R1, you can configure subdomains under a domain map. In a
subdomain, you can configure access profiles per VLAN or for a VLAN range. This enhancement gives
you the flexibility to differentiate the users in a domain and to provide different services based on the

users' profiles.

@ NOTE: Subscriber management is supported in the default logical system only. The

documentation for the subscriber management domain mapping feature describes using

the aaa-logical-system and target-logical-system statements to configure mapping to a non-
default logical system. These statements are for future extensions of subscriber

management.

Table 26 on page 662 describes the access options and parameters you can configure in the domain

map.

Table 26: Domain Map Options and Parameters

Option

AAA logical system/routing

instance

Access profile

Address pool

Domain and realm name rules

Dynamic profile

PADN parameters

Target logical system/routing
instance

Description

Logical system/routing instance in which AAA sends authentication and

accounting requests for the subscriber sessions.

Subscriber management is supported in the default logical system only.

Access profile applied to subscriber sessions.

Address pool used to allocate addresses to subscribers.

Rules for domain and realm name usage, including domain name stripping,
supported delimiters, and parse direction (delimiters and the parse direction are
configured globally).

Dynamic profile applied to subscriber sessions.

PPPoE route information for subscriber sessions.

Logical system/routing instance to which the subscriber interface is attached.

Subscriber management is supported in the default logical system only.



Table 26: Domain Map Options and Parameters (Continued)

Option Description

Tunnel profile Tunnel profile applied to subscriber sessions.

Types of Domain Maps and Their Order of Precedence

Starting in Junos OS Release 16.1, subscriber management uses a specific order when searching for a
domain map that matches the subscriber domain name. The following list shows that order:

e Exact match domain map—The subscriber domain name is an exact match to a configured domain
map.

e Wildcard domain map—The subscriber domain name is a partial match to a wildcard domain map.

e default domain map—The subscriber domain name is neither an exact match nor a partial wildcard
match to a domain map.

@ NOTE: If the subscriber username does not have a domain name, then no search is
performed and the subscriber is associated with the none domain map, if configured.

Wildcard Domain Map

Starting in Junos OS Release 16.1, the wildcard domain map feature enables you to specify a domain
name that is used by subscribers when there is no exact match to the subscriber’s domain name. For
example, if you create a wildcard domain map with the name xyzx.example.com, subscribers with the
domain names xyz.example.com, xyz-1234.example.com, xyz-eastern.example.com, and xyz-northern.example.com are all
mapped to that wildcard domain if there was no exact match for the subscribers’ domain names. You can
insert the asterisk wildcard character anywhere within the domain map to create the desired matching
specification. Wildcard domain mapping is also used in cases where subscriber names are derived from
the DHCPv4 Agent Remote ID (option 82 suboption 2) or the DHCPv6 Remote-ID (option 37).

Default Domain Map

You can configure a default domain map that the router uses for subscribers whose domain or realm
name does not explicitly match any existing domain map, and also is not a partial match to a wildcard
domain map. Specify the name default as the domain map domain-map-name.

For example, you might configure the default domain map to provide limited feature support for guest
subscribers, such as a specific address pool used for guests or the routing instance that provides AAA



services. When the router is unable to provide an exact or wildcard match for the guest subscriber, the
router then uses the rules specified in the default domain map configuration to handle the guest
subscriber’s request.

Domain Map for Subscriber Usernames With No Domain or Realm Name

In some cases a subscriber username might not include a domain name or realm name—you can
configure a specific domain map that the router uses for these subscribers. Specify the name none as the

domain map domain-map-name.

Understanding Domain Maps and Logical System/Routing Instance Contexts

You can use a domain map to manage the logical system/routing instance that subscriber management
uses for AAA and subscriber contexts. Subscriber management is supported in the default logical system
only, so you manage the contexts by configuring the routing instance. The following list describes the
two types of contexts:

e Subscriber context—The logical system/routing instance in which the subscriber interface is placed.
For most dynamic subscriber sessions, the initial subscriber session context is the default logical
system and default routing instance. One exception is LNS, in which the initial context for a dynamic
LNS session (PPP over L2TP) is the same as the peer interface (the LAC facing interface). Therefore,
for LNS sessions, if the peer interface uses a non-default routing instance, then the initial context of
the subscriber session also uses that non-default routing instance.

o AAA context—The logical system/routing instance that the subscriber session uses for RADIUS
interactions, such as authentication and accounting requests. By default, the AAA context is the
same as the initial subscriber context. Therefore, for all subscriber sessions other than dynamic LNS
sessions, authentication and authorization is performed in the default logical system/routing instance
context, unless the default routing instance is explicitly changed.

You can optionally configure a domain map to use a specific subscriber or AAA context. For example, if a
dynamic LNS session is initially created in a non-default routing instance (because the initial subscriber
context uses the non-default routing instance), you might use the target-routing-instance statement to
configure the domain map to place the subscriber in the default routing instance. Or, for security
reasons, you might want to have all RADIUS interactions in a particular context. In this case, you would
use the aaa-routing-instance statement to configure the domain map to change the initial AAA context to
the new routing instance.

Using domain maps to manage AAA and subscriber contexts is also useful in layer 3 wholesale
environments. For example, you might want to place dynamic VLAN interfaces in different non-default
routing instances, while maintaining all RADIUS interactions in the default routing-instance. In this
example, the initial AAA context is in the default routing instance, but RADIUS authorization places the
subscriber VLAN session in a non-default routing instance. You can then include the aaa-routing-instance
statement in the domain map, to specify that the AAA context uses the default routing instance for the



dynamic VLAN session. The subscriber session is unchanged and remains in the non-default routing
instance.

Benefits of Using Domain Maps

e Domains maps simplify managing subscribers at scale by enabling you to make changes for a large
number of subscribers in one operation.

e Domain maps provide granularity in applying changes to specific groups of subscribers based on your
map definitions.

Configuring a Domain Map
To configure a domain map for subscriber management:

1. Create the domain map. For the map name, specify the domain name that you want the domain
map to use. (Use default for the name of the default domain map.)

[edit access]
user@host# edit domain map domain-map-name

e For example, to create a domain map to be mapped to subscribers with the domain name

example. com:

[edit access]
user@host# edit domain map example.com

e To create a wildcard domain map to be mapped to subscribers whose domain name is not an
exact match, but is a partial match:

[edit access]
user@host# edit domain map premiumTier*

See "Configuring a Wildcard Domain Map" on page 667.

e To create a default domain map to be mapped to subscribers with non-matching domain names:

[edit access]
user@host# edit domain map default
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e To create a domain map to be mapped to subscribers without a domain or realm name:

[edit access]
user@host# edit domain map none

(Optional) Specify the access profile used to apply access rules for the domain map.
See "Specifying an Access Profile in a Domain Map" on page 668.

(Optional) For dynamic profiles, clarify the provided dynamic configuration for the subscriber
session.

See "Specifying a Dynamic Profile in a Domain Map" on page 669.

(Optional) Specify the address pool used to allocate address for the domain map.

See "Specifying an Address Pool in a Domain Map" on page 669.

(Optional) Configure the target logical system/routing instance for the subscriber context.
See "Specifying an AAA Logical System/Routing Instance in a Domain Map" on page 670.

(Optional) Configure the target logical system/routing instance in which AAA requests are sent for
the domain map.

See "Specifying a Target Logical System/Routing Instance in a Domain Map" on page 671.

(Optional) Configure rules for domain names; for example; delimiters, parsing direction, and domain
stripping. Delimiters and parsing direction are configured globally for all domain maps. Domain
stripping is enabled in the domain map.

See "Configuring Domain and Realm Name Usage for Domain Maps" on page 673.

(Optional) Configure rules to remove the domain portion from the username for authentication,
accounting, and display purposes.

See "Enabling Domain Name Stripping" on page 677.

(Optional) Configure parsing the user portion of the username and strip off the user portion for
authentication only.

See "Changing the Username and Password to Simplify Off-Chassis Provisioning" on page 677.

(Optional) Specify a password to use for all subscriber authentications for a domain map. This
option affects only the username/password sent in the access-request to external policy/RADIUS
servers.

See "Changing the Username and Password to Simplify Off-Chassis Provisioning" on page 677.
(Optional) Assign a tunnel profile that provides tunnel definitions for the domain map.

See "Specifying a Tunnel Profile in a Domain Map" on page 672.

(Optional) Assign a tunnel switch profile to be applied by the domain map.

See "Specifying a Tunnel Switch Profile in a Domain Map" on page 672.



Configuring a Wildcard Domain Map

Subscriber management supports a wildcard domain map feature that enables you to configure a domain
mapping that is based on a partial wildcard match. When there is no exact match between the
subscriber domain name and a configured domain map, subscriber management next looks for a partial
match between the subscriber domain name and a wildcard domain map.

To create the wildcard domain map, you include the asterisk wildcard character when you configure the
domain map name, such as, domain map example*. You can insert the wildcard character anyplace within the
domain map, and the wildcard can represent zero or any number of characters. The asterisk is the only
supported wildcard character.

For example, the configuration statement domain map example*northern.com creates a wildcard domain map
that is a partial match for all domain names beginning with example and ending with northern.com, such as
examplenorthern.com, example-northern.com, and example1234northern.com. However if you move the wildcard
character in the domain map name to domain map example-northernx.com, this creates a more restrictive
match that requires the partial matching domain names to start with example-northern, such as example-

northern555.com or example-northern-alpha.com.

Wildcard domain mapping is also useful when subscriber management derives subscriber usernames
from the DHCPv4 Agent Remote ID (option 82 suboption 2) or the DHCPv6 Remote-ID (option 37). In
these cases, the resultant username is in the format subscriberID|service-plan|accountID|unused; for example,
EricSmith|premiumTier1|314159265]0000 (where the | character is the delimiter). In this example, subscriber
management parses the username left-to-right, and identifies the subscriber’'s domain as premiumTier1|
314159265|0000. To create a wildcard domain map that is used for this subscriber, you might configure

domain map premiumTier1x,
The following example describes how four subscribers are mapped to different domains.

For this example, there are three domain maps configured; the default domain map, a domain map named
example3000.com, and a wildcard domain map named example*. The subscribers are mapped as shown in the
following list:

e eric@example3000.com—There is an exact domain map match, so the subscriber is mapped to
domain example3000.com.

e jack@example1001.com—There is no exact match, but there is a partial match to the wildcard
domain, so the subscriber is mapped to the wildcard domain examplex.

e ginger@example-western.com—There is no exact match, but there is a partial match to the wildcard
domain, so the subscriber is also mapped to the wildcard domain examplex.

e sunshine@test.com—There is no exact match, nor is there a partial match to the wildcard domain, so
the subscriber is mapped to the default domain.

To configure a wildcard domain map:



1. Specify the domain map name, including the wildcard character.

[edit access]
user@host# edit domain map premiumTierx

2. Specify the optional characteristics for the wildcard domain map.
See "Configuring a Domain Map" on page 665.
Specifying an Access Profile in a Domain Map

You use access profiles to specify the access rules and options (for example, the RADIUS authentication
server and attributes) that the router applies to subscriber sessions. The domain map feature enables
you to apply a specific access profile for subscribers in a particular domain.

Access profiles can be specified or modified in several different ways. If conflicts occur, the router
applies the access profiles based on the precedence rules shown in Table 27 on page 668.

Table 27: Precedence Rules for Applying Access Profiles

Precedence (High to Low) How the Access Profile Is Applied

1 Specified by the RADIUS Redirect-VRouter-Name attribute (VSA 26-25)
2 Specified in the domain map configuration stanza
3 Indirectly specified in the domain map configuration stanza by the AAA logical

system/routing instance mapping

4 Specified in the client configuration stanza

5 Specified in the logical system/routing instance configuration stanza

To include an access profile in a domain map:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domain map domain-map-name



2. Specify the access profile you want to include in the domain map.

[edit access domain map domain-map-namel
user@host# set access-profile profile-name

Specifying an Address Pool in a Domain Map

You can use the domain map feature to specify the address pool that the router uses to allocate address
for subscriber sessions. The address pool can include both IPv4 and IPvé address ranges.

Address pools can be specified or modified in several different ways. If conflicts occur, the router applies
the address pool based on the precedence rules shown in Table 28 on page 669.

Table 28: Precedence Rules for Determining the Address Pool to Use

Precedence (High to Low) How the Address Pool Reference Is Provided

1 Specified by the RADIUS Framed-Pool attribute (RADIUS attribute 88)
2 Configured in the domain map configuration stanza

3 Specified in the client configuration stanza (by address match rules)

To specify the address pool used for a domain map:

1. Specify the domain map you want to configure.

[edit access]
user@host# edit domain map domain-map-name

2. Specify the address pool you want to use for the domain map.

[edit access domain map domain-map-name]

user@host# set address-pool pool-name

Specifying a Dynamic Profile in a Domain Map

A dynamic profile defines the set of characteristics that provide dynamic access and services for
subscriber sessions (such as class-of-service, protocols, and interface support). The domain map feature
enables you to apply a specific dynamic profile based on subscriber domains.



Dynamic profiles are configured at the [edit dynamic-profiles] hierarchy, and can be specified or modified
in several different ways. If conflicts occur, the router applies the dynamic profiles based on the
precedence rules shown in Table 29 on page 670.

Table 29: Precedence Rules for Applying Dynamic Profiles

Precedence (High to Low) How the Dynamic Profile Is Applied

1 Specified by the RADIUS Virtual-Router attribute (VSA 26-1) or the
Redirect-VRouter-Name attribute (VSA 26-25)

2 Specified in the domain map configuration stanza

3 Specified in the client configuration stanza

To include a dynamic profile in a domain map:

1. Specify the domain map you want to configure.

[edit access]

user@host# edit domain map domain-map-name

2. Specify the dynamic profile you want to include in the domain map.

[edit access domai