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About This Guide

Use this guide to understand conceptual and configuration information about dynamic class of service,
policy filters, and traffic policing; dynamic IGMP and MLD for access to multicast networks; application-
aware policy control; HTTP redirect services to capture subscriber network requests and send them to a
captive portal for authentication and access to authorized Web resources; and subscriber secure policy
traffic mirroring to mirror subscriber traffic and monitor events related to the mirrored session.
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Subscriber Service Activation and Management
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Using RADIUS Dynamic Requests for Subscriber Access Management

IN THIS SECTION

Benefits of Radius Dynamic Requests | 4

RADIUS dynamic requests provide an efficient way to centrally manage subscriber sessions. The AAA
Service Framework’s RADIUS dynamic request support allows RADIUS servers to initiate user-related
operations, such as a termination operation, by sending unsolicited request messages to the router.
Without the RADIUS dynamic request feature, the only way to disconnect a RADIUS user is from the
router, which can be cumbersome and time-consuming in large networks.

In a typical client-server RADIUS environment, the router functions as the client and initiates requests
sent to the remote RADIUS server. However, when using RADIUS dynamic requests, the roles are
reversed. For example, during a disconnect operation, the remote RADIUS server performs as the client
and initiates the request (the disconnect action) — the router functions as the server in the relationship.

You create an access profile to configure the router to support RADIUS dynamic requests. This
configuration enables the router to receive and act on the following types of messages from remote
RADIUS servers:

o Access-Accept messages—Dynamically activate services based on attributes in RADIUS Access-
Accept messages received when a subscriber logs in.

e Change-of-Authorization (CoA) messages—Dynamically modify active sessions based on attributes in
CoA messages. CoA messages can include service creation requests, deletion requests, RADIUS
attributes, and Juniper Networks VSAs.

e Disconnect messages—Immediately terminate specific subscriber sessions.

By default, the router monitors UDP port 3799 for CoA requests from RADIUS servers. You can also
configure a nondefault port for RADIUS servers. You must either use the default port for all RADIUS
servers or configure the same nondefault port for all RADIUS servers. This rule applies at both the global
access and access profile levels.

@ NOTE: Any other configuration results in a commit check failure. Multiple port numbers
—that is, different port numbers for different servers—are not supported.



Benefits of Radius Dynamic Requests

Enables simplified central management of subscriber sessions by sending unsolicited changes to
subscriber sessions, including changes in attributes, service activation, service deactivation, and session
termination.

SEE ALSO

RADIUS-Initiated Change of Authorization (CoA) Overview | 6

RADIUS-Initiated Disconnect Overview | 10

Configuring RADIUS-Initiated Dynamic Request Support | 4

RADIUS Attributes and Juniper Networks VSAs Supported by the AAA Service Framework
Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests | 19

Configuring RADIUS-Initiated Dynamic Request Support

The router uses the list of specified RADIUS authentication servers for both authentication and dynamic
request operations. By default, the router monitors UDP port 3799 for dynamic requests, also known as
Change of Authorization (CoA) requests.

To configure RADIUS dynamic request support:

e Specify the IP address of the RADIUS server.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.3
To configure the router to support dynamic requests from more than one RADIUS server:

e Specify the IP addresses of multiple RADIUS servers.

[edit access profile isp-bos-metro-fiber-basic radius]
user@host# set authentication-server 192.168.1.3 192.168.10.15
When you configure dynamic request ports, you must do one of the following:
e Use the default port for all RADIUS servers at both the global access level and in all access profiles.

e Configure the same nondefault port for all servers at both the global access level and in all access
profiles.



@ NOTE: Any other configuration results in a commit check failure. Multiple port numbers
—that is, different port numbers for different servers—are not supported.

To specify a global dynamic request port:

[edit access]

user@host# set radius-server server-address dynamic-request-port port-number

To specify the dynamic request port for a specific access profile:

[edit access]

user@host# set profile profile-name radius-server server-address dynamic-request-port port-number

Consider the following scenarios:

¢ The following configuration uses the default port for both a server globally and a different server in
the access profile. This is a valid configuration.

[edit access]
user@host# set radius-server 192.0.2.1

user@host# set profile ap1 radius-server 192.0.2.3

e The following configuration specifies nondefault port 50201 for both a server globally and a different
server in the access profile. This is a valid configuration.

[edit access]
user@host# set radius-server 192.0.2.1 dynamic-request-port 50201

user@host# set profile ap1 radius-server 192.0.2.3 dynamic-request-port 50201

e The following configuration specifies port 50201 globally for a server and port 51133 for the same
server in the ap1 access profile. This is an invalid configuration and commit check fails, because
multiple nondefault ports are not supported.

[edit access]
user@host# set radius-server 192.0.2.1 dynamic-request-port 50201

user@host# set profile ap1 radius-server 192.0.2.1 dynamic-request-port 51133



¢ The following configuration uses the default port 3799 for one server globally and port 51133 for
another server globally. This is an invalid configuration and the commit check fails, because for all
servers you must configure either the default port or the same nondefault port.

[edit access]
user@host# set radius-server 192.0.2.1

user@host# set radius-server 192.0.2.3 dynamic-request-port 51133

SEE ALSO
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The AAA Service Framework uses CoA messages to dynamically modify active subscriber sessions. For
example, RADIUS attributes in CoA messages might instruct the framework to create, modify, or
terminate a subscriber service. You can also use CoA messages to set or modify usage thresholds for
current subscriber services.

CoA Messages

Dynamic request support enables the router to receive and process unsolicited CoA messages from
external RADIUS servers. RADIUS-initiated CoA messages use the following codes in request and
response messages:

e CoA-Request (43)

e CoA-ACK (44)



o CoA-NAK (45)

Qualifications for Change of Authorization

To complete the change of authorization for a user, you specify identification attributes and session
attributes. The identification attributes identify the subscriber. Session attributes specify the operation
(activation or deactivation) to perform on the subscriber’s session and also include any client attributes
for the session (for example, QoS attributes). The AAA Service Framework handles the actual request.

Table 1 on page 7 shows the identification attributes for CoA operations.

Table 1: Identification Attributes

Attribute Description
User-Name [RADIUS attribute 1] Subscriber username.
Acct-Session-ID [RADIUS attribute 44] Specific subscriber session.

@ NOTE: Using the Acct-Session-ID attribute to identify the subscriber session is more
explicit than using the User-Name attribute. When you use the User-Name as the
identifier, the CoA operation is applied to the first session that was logged in with the
specified username. However, because a subscriber might have multiple sessions
associated with the same username, the first session might not be the correct session for
the CoA operation.

When you use the Acct-Session-ID attribute, it identifies the specific subscriber session,
avoiding that potential error. Although the Acct-Session-ID attribute can include an
interface specifier in addition to the session ID—when the attribute is in the description
format—only the session ID is used for subscriber matching. For example, if the
subscriber has a subscriber session ID of 54785, then the subscriber is matched when the
Acct-Session-ID attribute is 54785 (decimal format), or jnpr demux®.1073759682:54785
(description format), or indeed any value:54785 (description format).

Table 2 on page 8 shows the session attributes for CoA operations. Any additional client attributes
that you include depend on your particular session requirements.



Table 2: Session Attributes

Attribute Description

Activate-Service [Juniper Networks VSA Service to activate for the subscriber.

26-65]

Deactivate-Service [Juniper Networks Service to deactivate for the subscriber.

VSA 26-66]

Service-Volume [Juniper Networks VSA Amount of traffic, in MB, that can use the service; service is
26-67] deactivated when the volume is exceeded.

Service-Timeout [Juniper Networks VSA Number of seconds that the service can be active; service is

26-68] deactivated when the timeout expires.
Service-Volume-Gigawords [Juniper Amount of traffic, in 4GB units, that can use the service; service is
Networks VSA 26-179] deactivated when the volume is exceeded.

Update-Service [Juniper Networks VSA New values of service and time quotas for existing service.
26-180]

Message Exchange

The RADIUS server and the AAA Service Framework on the router exchange messages using UDP. The
CoA-Request message sent by the RADIUS server has the same format as the Disconnect-Request
packet that is sent for a disconnect operation.

The response is either a CoA-ACK or a CoA-NAK message:

e |If the AAA Service Framework successfully changes the authorization, the response is a RADIUS-
formatted packet with a CoA-ACK message, and the data filter is applied to the session.

o If AAA Service Framework is unsuccessful, the request is malformed, or attributes are missing, the
response is a RADIUS-formatted packet with a CoA-NAK message.

@ NOTE: The AAA Service Framework processes one dynamic request at a time per
subscriber. If the framework receives a second dynamic request (either another CoA or a
Disconnect-Request) while processing a previous request for the same subscriber, the



framework responds with a CoA-NAK message. Starting in Junos OS Release 15.1R5,
CoA-Request retry messages are ignored and no CoA-NAK is sent in response to them.

Bulk CoA Transactions

Starting in Junos OS Release 17.2R1, bulk CoA requests are supported to improve the processing
efficiency of RADIUS-based subscriber services on the BNG. The bulk CoA functionality enables the
accumulation of a series of CoA requests and commits all of them together, in bulk, automatically.

All the services in a bulk CoA request must be for the same subscriber session.

Bulk CoA transactions are particularly valuable for business services. RADIUS-based subscriber services
use the Juniper Networks VSAs, Activate-Service (26-65) and Deactivate-Service (26-66). The VSAs are
provided in RADIUS-Accept messages during login or in CoA requests after login.

For conventional, dynamic service profile-based services, up to 12 service activations can easily fit
within either RADIUS message. However, the op-script based services used by businesses typically have
scaling requirements that exceed the capacity of either message. This means that specifying and
activating all the services needed in a given subscriber session may require using an Accept-Access
message and multiple CoA requests.

Each CoA request message is independent of previous and future CoA requests in the same subscriber
session. All service-activations and deactivations in a message are processed before a CoA response is
offered. The CoA request provides a way to incrementally modify a subscriber session without affecting
existing services that are already present.

For op-script based services, the service sessions are collaboratively created by the authd and essmd
processes such that the last operation initiates a commit to apply all resultant static business logical
interfaces from the CoA request. Because the commit time is generally the largest part of applying a
static business service, there is an advantage to packing as many service-activations or deactivations as
will fit within a RADIUS message to efficiently use the commit window. Until the commit operation
completes, the BNG cannot accept a subsequent CoA request to apply additional business services for
the same subscriber session.

Bulk CoA improves the efficiency of commit processing by using a single commit action for all services in
the bulk transaction. The bulk transaction has the effect of managing a series of requests as a single
meta-request. It defers the commit processing until the final CoA request in the bulk transaction is
received.

Bulk CoA requires each individual request to contain a single instance of the Juniper Networks Bulk-
CoA-Transaction-Id VSA (26-194). This VSA identifies requests as belonging to the same bulk
transaction; 26-194 must have the same value in all CoA requests in the bulk series. Each successive
bulk transaction in the session must have a different identifier; for example, three successive bulk
transactions can have IDs of 1, 2, and 1, but cannot have successive IDs of 1, 1, and 2. In practice, the



Bulk-CoA-Transaction-Id value typically is incremented for multiple bulk transactions, but this is not
required. An ID value used in a given subscriber session can also be used in different subscriber sessions.

Each CoA request within a bulk transaction has its own unique identifier, provided by a single instance
of the Bulk-CoA-ldentifier VSA (26-195) in each CoA. An increasing series of values for the ID is typical
but not enforced. Values can be reused within a given session and between sessions. The final CoA
request in the series is identified by having a value of OXFFFFFFFF for the Bulk-CoA-Identifier.

Benefits of Radius-Initiated Change of Authorization

Enables changes in attribute values to be dynamically pushed to subscriber sessions, as well as dynamic
activation and deactivation of subscriber services.
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This section describes the AAA Service Framework’s support for RADIUS-initiated disconnect dynamic
requests. The AAA Service Framework uses disconnect messages to dynamically terminate active
subscriber sessions.



Disconnect Messages

To centrally control the disconnection of remote access subscribers, the RADIUS dynamic request
feature on the router receives and processes unsolicited messages from RADIUS servers.

The dynamic request feature uses the existing format of RADIUS disconnect request and response
messages. RADIUS-initiated disconnect uses the following codes in its RADIUS request and response
messages:

¢ Disconnect-Request (40)
e Disconnect-ACK (41)

e Disconnect-NAK (42)

Qualifications for Disconnect

For the AAA Service Framework to disconnect a user, the Disconnect-Request message must contain an
attribute with an accounting session ID. The Disconnect-Request message can contain an Acct-Session-
Id (44) attribute or an Acct-Multi-Session-Id (50) attribute for the session ID or both. If both the Acct-
Session-ld and Acct-Multi-Session-Id attributes are present in the request, the router uses both
attributes. If the User-Name (1) attribute is also present in the request, the username and accounting
session ID are used to perform the disconnection. The AAA Service Framework handles the actual
request.

Message Exchange

The RADIUS server and the AAA Service Framework exchange messages using UDP. The Disconnect-
Request message sent by the RADIUS server has the same format as the CoA-Request packet that is
sent for a change of authorization operation.

The disconnect response is either a Disconnect-ACK or a Disconnect-NAK message:

e |If the AAA Service Framework successfully disconnects the user, the response is a RADIUS-
formatted packet with a Disconnect-ACK message.

e If the AAA Service Framework cannot disconnect the user, the request is malformed, or attributes are
missing from the request, the response is a RADIUS-formatted packet with a Disconnect-NAK
message.

@ NOTE: The AAA Service Framework processes one dynamic request at a time per
subscriber. If the framework receives a second dynamic request while processing a
previous request (either a CoA or another Disconnect-Request) for the same subscriber,
the framework responds with a Disconnect-NAK message.



Benefits of Radius-Initiated Disconnects

Enables a RADIUS server to dynamically terminate subscriber sessions. This centralized subscriber
management feature simplifies handling large numbers of subscribers because operator termination
would otherwise require action on the router.

SEE ALSO
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Usage Thresholds for Subscriber Services

Starting in Junos OS Release 14.1, subscriber management enables you to manage subscriber services
by establishing usage thresholds when a service is dynamically activated or when an existing service is
modified by a RADIUS CoA action. The service is deactivated when the specified threshold is reached.

Subscriber management supports two types of usage thresholds—traffic volume and time. You use
Juniper Networks VSAs to set the usage thresholds. The VSAs are transmitted in RADIUS Access-Accept
messages for dynamically activated services, or in RADIUS-initiated CoA-Request messages for existing
services. The volume threshold sets the maximum amount of the total input and output traffic that can
use the service before the service is deactivated. A time threshold sets the maximum length of time that
the service can be active. Table 3 on page 12 shows the VSAs used for volume and time thresholds.

Table 3: Juniper Network VSAs Used for Service Thresholds

Attribute Attribute Name Description Value

Number

26-67 Service-Volume Amount of input and output traffic, in e range = O through 16777215
MB, that can use the service; service is MB

deactivated when the volume is

exceeded. Tagged VSA, which supports e 0O =nolimit
8 tags (1-8). The router polls the traffic

in 10 minute intervals.

26-68 Service-Timeout Number of seconds that the service can e range = O through 16777215
be active; service is deactivated when seconds
the timeout expires. Tagged VSA, which

supports 8 tags (1-8). e 0 =no timeout



Table 3: Juniper Network VSAs Used for Service Thresholds (Continued)

Attribute Attribute Name Description Value

Number

26-179 Service-Volume- Amount of input and output traffic, in e range = O through 16777215
Gigawords 4GB units, that can use the service; 4GB units

service is deactivated when the volume

is exceeded. Tagged VSA, which e 0O=nolimit
supports 8 tags (1-8). The router polls

the traffic in 10 minute intervals.

26-180 Update-Service New values of service and time quotas string: service-name
for an existing service. Tagged VSA,
which supports 8 tags (1-8).

SEE ALSO
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When a subscriber attempts to log in and is authenticated by RADIUS, the Access-Accept message may
include services in the RADIUS Activate-Service VSA (26-65) to be activated for a particular network
family. Depending on the configuration and service type, failure to activate a service can result in denial
of the subscriber login.

You can use the service activation statement at the [edit access profile profile-name radius options]
hierarchy level to configure the behavior subsequent to an activation failure.

Use the following options to configure this behavior separately for two types of services:

e dynamic-profile—This service type is configured in the dynamic profile that is applied by the subscriber
access profile.



e extensible-service—This service type is configured in an Extensible Subscriber Services Manager
(ESSM) operation script. These services often configure new interfaces for business subscribers.

Use the following options to specify whether successful activation of these services is required or
optional for subscriber login access:

e required-at-login—Activation is required. Failure for any reason causes the Network-Family-Activate-
Request for that network family to fail. If no other network family is already active for the subscriber,
then the client application logs out the subscriber. This is the default behavior for the dynamic-profile
service type.

e optional-at-login—Activation is optional. Failure due to configuration errors does not prevent
activation of the address family; it allows subscriber access. Failure for any other reason causes
network family activation to fail. If no other network family is already active for the subscriber, then
the client application logs out the subscriber. This is the default behavior for the extensible-service
service type.

@ NOTE: Failures associated with the activation of subscriber secure policies (for mirroring
traffic to a mediation device) have no effect on access by subscribers subject to the

policy.
This configuration does not apply to services activated by means of RADIUS CoA
requests, JSRC Push-Profile-Request (PPR) messages, or subscriber secure policies.
For the dynamic-profile service type, configuration errors include the following:
e Parsing errors of the dynamic profile and its attributes.
e Missing mandatory user variables.
e References to dynamic profiles that do not exist.
e Semantic check failures in the dynamic profile.
For the extensible-service service type, configuration errors include the following:
e Parsing errors of the operation script.

e Commit failures.

To activate a service, authd sends an activation request for the appropriate services to the subscriber
management infrastructure (SMI). For example, if the request is for the IPv4 family, then it requests
activation of only the IPv4 services. In turn, the SMI sends requests to the server daemons associated
with the service, such as cosd or filterd. The results returned by the daemons determine whether the
service activation is a success or a failure.



e When all server daemons report success, then SMI reports success to authd and the service is
activated.

e If any server daemon reports a configuration error and no daemons report a nonconfiguration error,
then SMI reports a configuration error to authd. The service is not activated, but depending on the
configuration, the network family activation may succeed.

e If any server daemon reports a nonconfiguration error, then SMI reports failure to authd and the

service is not activated.

Service and Network Family Activation Process

When a subscriber logs in, authd has to activate the corresponding address family after the subscriber is
authenticated. The client application, such as DHCP or PPP, can request activation of a single network
family, IPv4 or IPvé, or it can sequentially request both families to be activated. Successful network
family activation is related to the activation of associated services. The following steps describe the
process when authd is configured to use RADIUS for authentication:

1. A subscriber attempts to log in.
a. The client application requests authentication from authd.
b. authd sends an Access-Request message to the RADIUS server.

c. The RADIUS server sends an Access-Accept message to authd that includes the RADIUS
Activate-Service VSA (26-65).

d. authd caches the service activation attributes and sends a grant to the client application.

2. The client application sends the first Network-Family-Activate request, for either the IPv4 or IPvé
address family. This request is sometimes referred to as the client-activate request.

3. authd reviews the cached service activation attributes and sends an activation request for the
appropriate services to the subscriber management infrastructure (SMI). For example, if the request
is for the IPv4 family, then it requests activation of only the IPv4 services. In turn, the SMI sends
requests to the server daemons associated with the service, such as cosd or filterd.

4. What authd does next depends on whether the service activation request fails and whether the
service is optional or required.

e When the service activation fails due to a configuration error and the service is optional:

a. authd deletes the cached service activation attributes for the service.



@ NOTE: This deletion enables you to re-issue the service request by using a
RADIUS change of authorization (CoA) request or a CLI command, without
interference from the failed service.

b. authd sends an ACK in response to the family activation request and the family is activated.
c. The subscriber login proceeds.
¢ When the service activation fails due to a configuration error and the service is required:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by using a
RADIUS change of authorization (CoA) request or a CLI command, without
interference from the failed service.

b. authd sends a NACK in response to the family activation, which causes the client application
to terminate the subscriber's login.

¢ When the service activation fails due to a nonconfiguration error and the service is either optional
or required:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by using a
RADIUS change of authorization (CoA) request or a CLI command, without
interference from the failed service.

b. authd sends a NACK in response to the family activation, which causes the client application
to terminate the subscriber's login.

¢ When the service activation succeeds:
a. authd activates the service.
b. authd sends an ACK in response to the family activation request and the family is activated.
¢. The subscriber login proceeds.

5. Unless service activation was required and failed, causing the family activation to fail in the first
request, the client application may send a second request, but only for the family not requested the
first time. If the first request was for IPv4, then the second request can only be for IPvé. If the first
request was for IPvé, then the second request can only be for IPv4.



. authd reviews the cached service activation attributes and requests activation for the services
associated with the requested address family.

. What authd does next depends on whether the service activation request fails and whether the
service is optional or required.

e When the service activation fails due to a configuration error and the service is optional:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by using a
RADIUS change of authorization (CoA) request or a CLI command, without
interference from the failed service.

b. authd sends an ACK in response to the family activation request and the family is activated.
c. The subscriber login proceeds.

e When the service activation fails due to a configuration error and the service is required:

a. authd deletes the cached service activation attributes for the service.

@ NOTE: This deletion enables you to re-issue the service request by using a
RADIUS change of authorization (CoA) request or a CLI command, without
interference from the failed service.

b. authd sends a NACK in response to the family activation. Because this is the second family
activation request, the result of the first family activation determines what happens next:

o If the first family activation was successful and that subscriber logged in, failure of the
second request does not halt the current subscriber login. This event also does not cause
authd to log out the previous (first request) subscriber.

o If the first family activation was unsuccessful, failure of the second request causes the
client application to terminate the current subscriber login.

¢ When the service activation fails due to a nonconfiguration error and the service is either optional
or required:

a. authd deletes the cached service activation attributes for the service.



@ NOTE: This deletion enables you to re-issue the service request by using a
RADIUS change of authorization (CoA) request or a CLI command, without
interference from the failed service.

b. authd sends a NACK in response to the family activation, which causes the client application
to terminate the subscriber's login.
e When the service activation succeeds:
a. authd activates the service.

b. authd sends an ACK in response to the family activation request and the family is activated.

c. The subscriber login proceeds.

Configuring How Service Activation Failures Affect Subscriber Login

You can configure how an activation failure of optional services during subscriber login affects the
outcome of the login. These optional services are those referenced by the RADIUS Activate-Service VSA
(26-65) that appears in the RADIUS Access-Accept message during the subscriber’s initial login.

You can configure these two service-activation types to be required or optional.

e dynamic-profile—These services are configured in the dynamic profile that is applied by the subscriber
access profile to provide subscriber access and services for broadband applications. By default,
service activation is required for successful login. A configuration error during service activation
prevents the network family from being activated and causes the subscriber login to fail.

e extensible-service—These services are applied by operation scripts handled by the Extensible
Subscriber Services Manager (ESSM) daemon (essmd) for business subscribers. By default, service
activation is optional for successful subscriber login.

@ NOTE: The service-activation statement configuration affects only activation failures due
to configuration errors in the dynamic profile or the ESSM operation script. Failures due
to nonconfiguration errors always result in denial of access for the subscriber and
termination of the login attempt.

To configure the behavior for dynamic profile services, do one of the following:

e Specify that service activation is optional.

[edit access profile profile-name radius options service-activation]

user@host# set dynamic-profile optional-at-login



e Specify that service activation is required (the default).

[edit access profile profile-name radius options service-activation]
user@host# set dynamic-profile required-at-login
To configure the behavior for ESSM services, do one of the following:

e Specify that service activation is required.

[edit access profile profile-name radius options service-activation]
user@host# set extensible-service required-at-login

e Specify that service activation is optional (the default).

[edit access profile profile-name radius options service-activation]
user@host# set extensible-service optional-at-login

SEE ALSO
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Error-Cause Codes (RADIUS Attribute 101) for Dynamic Requests

When a RADIUS-initiated CoA or disconnect operation is unsuccessful, the router includes an error-
cause attribute (RADIUS attribute 101) in the CoA-NAK or Disconnect-NAK message that it sends back
to the RADIUS server. If the detected error does not map to one of the supported error-cause attributes,
the router sends the message without an error-cause attribute. Table 4 on page 19 describes the error-
cause codes.

Table 4: Error-Cause Codes (RADIUS Attribute 101)

Code Value Description

401 Unsupported attribute The request contains an attribute that is not supported (for example, a
third-party attribute).

402 Missing attribute A critical attribute (for example, the session identification attribute) is
missing from a request.



Table 4: Error-Cause Codes (RADIUS Attribute 101) (Continued))

Code

404

503

504

506

SEE ALSO

Value

Invalid request

Session context not found

Session context not

removable

Resources unavailable

Description

Some other aspect of the request is invalid, such as if one or more
attributes are not formatted properly.

The session context identified in the request does not exist on the
router.

The subscriber identified by attributes in the request is owned by a
component that is not supported.

A request could not be honored due to lack of available NAS resources
(such as memory).
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Verifying RADIUS Dynamic-Request Statistics

Purpose
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Purpose | 20
Action | 21

Display RADIUS dynamic request statistics and information.



Action

e To display RADIUS dynamic request statistics:

user@host>show network-access aaa statistics dynamic-requests

SEE ALSO

CLI Explorer

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

17.2R1 Starting in Junos OS Release 17.2R1, bulk CoA requests are supported to improve the processing
efficiency of RADIUS-based subscriber services on the BNG.

15.1R5 Starting in Junos OS Release 15.1R5, CoA-Request retry messages are ignored and no CoA-NAK is sent
in response to them.

14.1 Starting in Junos OS Release 14.1, subscriber management enables you to manage subscriber services
by establishing usage thresholds when a service is dynamically activated or when an existing service is
modified by a RADIUS CoA action.

Service Activation and Deactivation Using the CLI Instead of RADIUS
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CLI-Activated Subscriber Services | 22

Local and Remote Service Activation and Deactivation Using the CLI | 23


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/
https://apps.juniper.net/feature-explorer/

CLI-Activated Subscriber Services

Subscriber management enables you to use the Junos OS CLI to locally activate and deactivate dynamic
subscriber services. CLI-based activation and deactivation provides local control for dynamic subscriber
services that is similar to subscriber management’s change of authorization (CoA) feature. CoA is
considered a remote activation method because the commands, or triggers, are received from a remote
server, such as a RADIUS or provisioning server. Both the CoA and CLI-based methods enable you to
manage services for subscribers who are currently logged in to the network—you can activate a new
service for the subscriber or deactivate a current service.

The CLI-based feature activates the specified service—you cannot use it to modify a subscriber’s
dynamic profile instantiation or to modify user-defined variables in a dynamic profile. You can, however,
include variables that are defined for the service in the dynamic profile.

Subscriber management does not support accounting for CLI-activated subscriber services. Accounting
for any service is disabled by default. Therefore when you use the CLI to activate a service, it is
activated with accounting disabled, and there is no way to explicitly enable accounting for the service.
CLI deactivation of a service previously activated (such as by RADIUS) has no effect on accounting for
that service.

CLI-based activation and deactivation is useful in service provider networks that do not use provisioning
servers or RADIUS servers to activate and deactivate subscriber services. The local control provided by
the CLI-based operations enables service providers to add and remove services for existing subscribers
without requiring that the subscriber log out and than log in again to complete the change. For example,
a service provider might allow subscribers to log in and initially use the default service, which provides
basic features. After the default service is established, the provider might then use CLI-activation to
upgrade qualified subscribers to an advanced service, in addition to retaining the initial service. Later,
the provider can use CLI-deactivation to terminate the subscriber’s advanced service session. The
subscriber retains the initial service until the service is deactivated.

CLI-based activation or deactivation of a subscriber service fails if any of the following conditions exist:

o A RADIUS CoA operation or a previous CLI-based activation or deactivation is currently in progress
for the subscriber. Only one dynamic request can be active for the subscriber.

¢ A unified in-service software upgrade (unified ISSU) operation is active.
e The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a PCRF has successfully
activated any services for the subscriber. You must override the PCRF provisioning to be able to activate
or deactivate services for such a subscriber. For more information, see Disabling PCRF Control of a
Subscriber Session.



SEE ALSO

Local and Remote Service Activation and Deactivation Using the CLI
Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to Subscribers

Default Subscriber Service Overview

Local and Remote Service Activation and Deactivation Using the CLI

Subscriber management enables you to use the Junos OS CLI to locally activate or deactivate dynamic
subscriber services for subscribers who are currently logged in to the network. You can activate an initial
service for the subscriber, provide an additional service, or deactivate the subscriber’s current service.
This method is an alternative to using external actions by your RADIUS server.

Starting in Junos OS Release 18.3R1, when the dynamic service profile is configured with the profile-type
remote-device-service statement, the CLI statements trigger the remote device services manager (RDSM)
to provision or deprovision the service on a remote device.

@ NOTE: A CLI-based activation or deactivation of a subscriber service fails if any of the
following conditions exist:

e A RADIUS CoA operation or a previous CLI-based activation or deactivation is active
for the subscriber.

¢ A unified in-service software upgrade (unified ISSU) operation is active.
e The specified service could not be activated or deactivated.

A CLI-based activation or deactivation of a subscriber service also fails if a PCRF has
successfully activated any services for the subscriber. You must override the PCRF
provisioning to be able to activate or deactivate services for such a subscriber. For more
information, see Disabling PCRF Control of a Subscriber Session.

However, this caveat does not apply if the service was provisioned on a remote device
by the RDSM at the request of PCRF as the external authority supplying the service
information. When you issue the command to activate or deactivate such a service,
RDSM handles the service action.

To use the CLI to activate a subscriber service:

1. (Optional) Verify the subscriber’s ID, and ensure that provisioning is not enabled. To display the
session IDs of all current subscribers, use the show subscribers detail or show network-access aaa
subscribers command.

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp



Username: user23@example.net
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
Service State: SvcActive
Session ID: 56
Session uptime: 00:01:45

2. Activate the service for the subscriber.

user@host> request network-access aaa subscriber add session-id 55 service-profile gold-

service

3. (Optional) Verify that the new service is activated for the subscriber. (The initial basic-service is also
listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp
Username: user23@example.net
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
Service State: SvcActive
Session ID: 56



Session uptime: 00:02:15
Service name: gold-service
Service State: SvcActive

Session ID: 57
Session uptime: 00:00:30

To use the CLI to deactivate a subscriber service:

1. Display the active services for the specified subscriber. The following example shows that the basic-
service and gold-service are active.

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp
Username: user23@example.net
Stripped username: user23
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc
Session ID: 55
Accounting Session ID: 55
Multi Accounting Session ID: 0
IP Address: 192.168.44.104
Authentication State: AuthStateActive
Accounting State: Acc-Start-Send
Provisioning-type: none
Service name: basic-service
Service State: SvcActive
Session ID: 56
Session uptime: 00:02:15
Service name: gold-service
Service State: SvcActive
Session ID: 57
Session uptime: 00:00:30

2. Deactivate the service for the subscriber. The following example deletes the subscriber’s basic-service
service.

user@host> request network-access aaa subscriber delete session-id 55 service-profile basic-

service



3. (Optional) Verify that the deleted service is no longer active for the subscriber. (The gold-service is still
listed because it has not been deactivated.)

user@host> show network-access aaa subscribers session-id 55 detail
Type: dhcp

Username: user23@example.net

Stripped username: user23

AAA Logical system/Routing instance: default:default

Target Logical system/Routing instance: default:retail-onlinecompany-ca
Access-profile:retailer-onlinecompany-sjc

Session ID: 55

Accounting Session ID: 55

Multi Accounting Session ID: 0

IP Address: 192.168.44.104
Authentication State: AuthStateActive

Accounting State: Acc-Start-Send

Provisioning-type: none

Service name: gold-service

Service State: SvcActive

Session ID: 57

Session uptime: 00:00:30

The following sample commands illustrate CLI activation and deactivation for remote services applied by
RDSM to remote devices.

. user@host> request network-access aaa subscriber add session-id 131 service-profile
“upstreamBandwidth(100,100,100)”
Successful completion

° user@host> request network-access aaa subscriber delete session-id 131 service-profile
“upstreamBandwidth(100,100,100)”

Successful completion

SEE ALSO
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Services are activated for subscribers either at login, or by using Change of Authorization (CoA) RADIUS
messages or command-line interface (CLI) requests. A subscriber can have multiple instances of the
same named service, provided that each instance of the subscriber service has a different set of
parameters. Support for multiple instances of a subscriber service enables you to use service parameters
to customize the same service to meet different needs for a particular subscriber.

Subscriber Service Instances and Service Parameters

In a subscriber access network, each subscriber has its own set of services. You can configure a specific
service instance for a particular subscriber by specifying a service name, also referred to as a service
profile, and unique service parameters for that service instance. Service parameters can include a
combination of policy lists, filters, rate-limit profiles, c/ass of service (CoS) profiles, and interface profiles.



For example, filter-service(up-filter,down-filter) and filter-service(upstream-filter,downstream-filter) are
considered two different instances of the same service (filter-service) because their parameters,
enclosed in parentheses after the service name, are different.

Each service instance is uniquely identified by the combination of its service name and service
parameters. In CoA messages, the router identifies a subscriber service by its complete activation string,
which consists of the service name and, if configured, one or more service parameters in the order
specified.

CLI Deactivation of Subscriber Services with Multiple Instances

You can use the Junos OS CLI to deactivate subscriber services with multiple instances in either of the
following ways:

e Deactivate a single instance of a subscriber service by specifying the name and parameters of the
service to be deactivated.

With this feature, you can deactivate a particular instance of a subscriber service while other
instances of that same service remain active. For example, assume that a subscriber identified by a
particular session ID has two instances of filter-service activated: filter-service(up-filter,down-filter)
and filter-service(upstream-filter,downstream-filter). If you specify “filter-service(up-filter,down-
filter)” in the request network-access aaa subscriber delete session-id command, the router deactivates
only filter-service(up-filter,down-filter); filter-service(upstream-filter,downstream-filter) remains
active.

The ability to use both service names and service parameters to identify the particular service
instance to be deactivated is analogous to the subscriber service deactivation feature in use on
Juniper Networks E Series Broadband Services Routers that run JunosE Software.

e Deactivate all instances of a subscriber service by specifying only the name of the service to be
deactivated, with no service parameters.

With this feature, you can deactivate all instances of the same subscriber service with a single
operational command. Using the same subscriber service example, if you specify “filter-service” in the
request network-access aaa subscriber delete session-id command, the router deactivates both filter-
service(up-filter,down-filter) and filter-service(upstream-filter,downstream-filter).

Subscriber Services with Multiple Instances in RADIUS Accounting Messages

RADIUS Acct-Start, Interim-Acct, and Acct-Stop accounting messages include the subscriber service
name and, if configured, service parameters. If RADIUS logging is enabled, the router logs all subscriber
service attributes, including service names and parameters, in messages sent to and received from the
RADIUS authentication server.



For example, assume that the router receives the following RADIUS Access-Accept message from the
RADIUS server:

Jul 13 12:37:02 radius-access-accept: Activate-Service (Juniper-ERX-VSA) received: Tag (1)

filter-service(up-filter,down-filter)

Table 5 on page 29 shows sample logged RADIUS Acct-Start, Interim-Acct, and Acct-Stop messages
that the router sends to the RADIUS server in response to the Access-Accept message. In each of these
accounting messages, the Activate-Service-Session-Name is the full activation string that includes both
the service name (filter-service) and service parameters (up-filter,down-filter) to identify the service
instance.

Table 5: Subscriber Services and Service Parameters in RADIUS Accounting Messages

RADIUS Accounting RADIUS Accounting Message Text
Message Type

Acct-Start
Jul 13 12:37:02 radius-acct-start: Activate-Service-Session-Name (Juniper-ERX-

VSA) added: filter-service(up-filter,down-filter)

Interim-Acct
Jul 13 12:47:00 radius-acct-interim: Activate-Service-Session-Name (Juniper-ERX-
VSA) added: filter-service(up-filter,down-filter)

Acct-Stop
Jul 13 12:53:59 radius-acct-stop: Activate-Service-Session-Name (Juniper-ERX-
VSA) added: filter-service(up-filter,down-filter)

SEE ALSO
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Deactivating a Single Instance of a Subscriber Service

For subscriber services that have multiple instances, you can use the Junos OS CLI to deactivate a
service in either of the following ways:



e Deactivate a single instance of a service by specifying the name and parameters of the service to be
deactivated.

e Deactivate all instances of a service by specifying only the name of the service to be deactivated.
This topic describes how to deactivate a single instance of a subscriber service.
To use the Junos OS CLI to deactivate a single instance of a subscriber service with multiple instances:

1. Display the active services for the subscriber identified by the specified session ID.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP subscriber identified
by session ID 6. In this example, two instances of economy-service are active: economy-service(up-
filter,down-filter) and economy-service(upstrm-filter,dwnstrm-filter). A single instance of premium-
service named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)

Service State: SvcActive



Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volumet+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

2. Deactivate the specified instance of a subscriber service by specifying its service name and

parameters.

user@host> request network-access aaa subscriber delete session-id subscriber-session-id
service-profile “profile-name(parameters)”

For example, the following command deactivates only the instance of economy-service named
economy-service(up-filter,down-filter).

user@host> request network-access aaa subscriber delete session-id 6 service-profile
“economy-service(up-filter,down-filter)”

3. (Optional) Verify that the deactivated service instance is no longer active for the subscriber.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the services still active for the DHCP subscriber
identified by session ID 6. In this example, economy-service(up-filter,down-filter) is no longer listed



because it was deactivated, but economy-service(upstrm-filter,dwnstrm-filter) and premium-service(up-
filter,down-filter) are still active.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.13.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent

Accounting interim interval: 600

SEE ALSO
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Deactivating All Instances of a Subscriber Service

For subscriber services that have multiple instances, you can use the Junos OS CLI to deactivate a
service in either of the following ways:

e Deactivate a single instance of a service by specifying the name and parameters of the service to be
deactivated.

e Deactivate all instances of a service by specifying only the name of the service to be deactivated.
This topic describes how to deactivate all instances of a subscriber service.
To use the Junos OS CLI to deactivate all instances of a subscriber service with multiple instances:

1. Display the active services for the subscriber identified by the specified session ID.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail

For example, the following command displays the active services for the DHCP subscriber identified
by session ID 6. In this example, two instances of economy-service are active: economy-service(up-
filter,down-filter) and economy-service(upstrm-filter,dwnstrm-filter). A single instance of premium-
service named premium-service(up-filter,down-filter) is also active.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet

Service Activation Source: Radius



Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volumet+time
Service accounting session ID: 6:7-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volumet+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volumet+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600

2. Deactivate all instances of the specified service by specifying the service name without parameters.

user@host> request network-access aaa subscriber delete session-id subscriber-session-id
service-profile “profile-name”

For example, the following command deactivates both instances of economy-service.

user@host> request network-access aaa subscriber delete session-id 6 service-profile
“economy-service”

3. (Optional) Verify that all instances of the deactivated service are no longer active for the subscriber.

user@host> show network-access aaa subscribers session-id subscriber-session-id detail



In the following example, only premium-service(up-filter,down-filter) is still active. Neither economy-
service(up-filter,down-filter) nor economy-service(upstrm-filter, dwnstrm-filter) is listed because all
instances of economy-service were deactivated.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fran2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: 0
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: premium-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent

Accounting interim interval: 600

SEE ALSO
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Purpose

Display information about the active services for a subscriber identified by the specified session ID.

Action

The following example displays information about the active services for the DHCP subscriber identified
by session ID 6.

user@host> show network-access aaa subscribers session-id 6 detail
Type: dhcp
Stripped username: fms2
AAA Logical system/Routing instance: default:default
Target Logical system/Routing instance: default:default
Access-profile: attr_test_profilel
Session ID: 6
Accounting Session ID: 6
Multi Accounting Session ID: @
IP Address: 198.51.100.10
Authentication State: AuthStateActive
Accounting State: Acc-Interim-Sent
Provisioning Type: None
Service name: economy-service(up-filter,down-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 7
Session uptime: 00:04:36
Accounting status: on/volume+time

Service accounting session ID: 6:7-1354811427



Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: economy-service(upstrm-filter,dwnstrm-filter)
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 8
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:8-1354811427
Service accounting state: Acc-Start-Sent
Accounting interim interval: 600
Service name: premium-service
Service State: SvcActive
Service Family: inet
Service Activation Source: Radius
Session ID: 9
Session uptime: 00:04:36
Accounting status: on/volume+time
Service accounting session ID: 6:9-1354811427
Service accounting state: Acc-Start-Sent

Accounting interim interval: 600

Meaning

If parameters are configured when a subscriber service with multiple instances is activated, the Service
name field in the show network-access aaa subscribers session-id command displays both the service name and,
in parentheses following the service name, the service parameters. If parameters are not configured for a
particular service, the show network-access aaa subscribers session-id command displays only the service
name. The value SvcActive in the Service State field indicates that the service is active.

In this example, two instances of economy-service are active: economy-service(up-filter,down-filter) and
economy-service(upstrm-filter,dwnstrm-filter). For premium-service, which is also active, the command output
displays only the service name, indicating that no parameters were configured for this service.

SEE ALSO
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Subscriber Management Redundancy for PFE During Graceful OIR

SUMMARY

Subscriber Management Support for PFE Graceful Online Insertion and Removal on Line card MICs
(MX304-LMIC).

Use subscriber management redundancy on the Packet Forwarding Engine (PFE) for seamless online

insertion and removal (OIR) on MX304 devices. Subscribers and flows are retained when an alternate

PFE provides redundancy. This feature support includes the following functionalities:

When a PFE is made offline, all subscribers hosted on it are terminated, and their flows are deleted,
except if there is redundancy provided by an alternate PFE. However, DHCP subscribers remain UP
even if PFE is made offline. If the line card MIC (MX304-LMIC) comes back online, the pre-existing
DHCP subscriber functionalities resume.

When a PFE goes offline, its subsidiary links are removed. If an aggregate interface has active
members on another PFE, the subscriber flows remain intact. Statistics for terminated subscribers are
reported as the PFE goes offline.

No new subscriber states are activated on the offline PFE. Other PFEs manage subscriber logins and
logouts. The newly online PFE integrates seamlessly with other online PFEs to maintain subscriber
management services.

There is a temporary delay in forwarding configuration for new subscribers during PFE transitions,
depending on the number of active subscribers.

CPU utilization spikes during the offline process due to subscriber state transitions and during the
online process if there are many subscribers.

All interfaces corresponding to LMIC being offline are transitioned DOWN. Subscriber management
is active only on online PFEs.

The accounting statistics for subscribers are cached when PFE goes offline. The accounting statistics
for the subscribers provide the accurate values across offline-online activity of the associated PFE.
When PFE goes offling, the interface statistics are cleared for the subscriber.

The set chassis fpc <> pfe <> power <on | off> command is not supported on MX304 devices.

The command request chassis mic fpc-slot <> mic-slot <> <offline | online> is supported is supported on
MX304 for graceful OIR.



e [ See request chassis mic .]

The following tables describe the OIR support and impact related to various features and functionalities
such as subscriber types, firewall behavior, BFS, Layer-2 and Layer-2 functionalities and telemetry.

Table 6: Subscriber Types during PFE OIR

Functionality PFE Handling

Subscribers on Gigabit Ethernet/10 e When PFE goes offline, all PPPOE subscribers on those interfaces are deleted.
Gigabit Ethernet physical interfaces:

e When the PFE is online, new subscribers can log in.

Aggregate Ethernet IFDs: e When PFE goes offline, associated members of the Aggregate Ethernet interface are |
Subscribers on active members hosted by other PFEs remain active.

o When the PFE comes back online, the subscriber states are restored.

L2TP Subscribers: e Subscribers over Service Interfaces (SI) on device such as Logistics Network Services |
Logistics Transport Services (LTS) are deleted when the PFE goes offline.

o If the PFE is part of the L2TP forwarding path, the sessions might deactivate due to k

issues.
Subscribers over PS (Pseudowire On Gigabit Ethernet/10 Gigabit Ethernet interfaces the subscribers over PS are deleted v
Subscriber Interfaces): PFE goes offline.

Table 7: Layer 2, Layer 3, and BFD during PFE OIR
Functionality PFE Handling

Bidirectional Forwarding Detection (BFD): e BFD sessions configured on the anchor PFE are disabled if the PFE goes offline ar
disabled until the PFE comes back online.

e Non-anchor PFEs clean up session states when going offline and reprogram the se
when brought back online.


https://www.juniper.net/documentation/us/en/software/junos/cli-reference/topics/ref/command/request-chassis-mic.html

Table 7: Layer 2, Layer 3, and BFD during PFE OIR (Continued))

Functionality PFE Handling
Layer 2: e Bridge domains and Layer 2 token management are unaffected, as their states are
per-PFE.

¢ CFM (Connectivity Fault Management) sessions are reassigned to another PFE if t
original PFE goes offline, that can result in a temporary interruption.

Layer 3: For routing protocols and related features (like OSPF or BFD), the PFE offline/online :
trigger necessary reprogramming.

Broadband Network Gateway (BNG) Subscriber Redundancy on
Aggregated Ethernet (AE) Interfaces with Disabled PFEs (MX304,
MX960, and MX10004)

SUMMARY IN THIS SECTION

The BNG subscriber redundancy feature on Benefits of BNG Subscriber Resilience on
Aggregated Ethernet (AE) interfaces enhances Aggregated Ethernet Interfaces with Disabled
network reliability by ensuring uninterrupted PFEs | 41

subscriber sessions during Packet Forwarding Engine

(PFE) disable.

Broadband Network Gateway subscriber resiliency on aggregated Ethernet interfaces with disabled
PFEs (MX304, MX960, MX10004)—You can enhance network reliability for Broadband Network
Gateway (BNG) subscribers by maintaining operational status over aggregated Ethernet (AE) interfaces
and ensuring uninterrupted subscriber sessions even when a Packet Forwarding Engine (PFE) is disabled.
This feature ensures uninterrupted subscriber sessions using Dynamic Host Configuration Protocol
(DHCP), Point-to-Point Protocol over Ethernet (PPPoE), or Layer 2 Tunneling Protocol (L2TP) as long as
one member link remains active. It supports both Active/Active and Active/Standby modes and is
compatible with dynamic and static VLAN configurations.

The BNG subscriber redundancy feature on AE interfaces enhances network reliability by ensuring
uninterrupted subscriber sessions even when a PFE is disabled. This feature maintains active sessions
using DHCP, Point-to-Point Protocol over Ethernet (PPPoE), or Layer 2 Tunneling Protocol (L2TP) as long
as at least one member link in the AE interface remains active. It supports both Active/Active and



Active/Standby modes and is compatible with dynamic and static VLAN configurations. PPPoE sessions
and inline Bidirectional Forwarding Detection (BFD) for DHCP also ensure session integrity.

Benefits of BNG Subscriber Resilience on Aggregated Ethernet Interfaces with
Disabled PFEs

¢ Enhanced Network Reliability: Ensures that BNG subscriber sessions remain active and traffic is
forwarded uninterrupted, even if a PFE encounters a hardware failure.

¢ Service Continuity: Maintains subscriber connectivity by keeping sessions operational as long as at
least one member link in the AE interface is on an active PFE.

¢ Minimized Service Disruptions: Allows for efficient traffic management by preventing complete
service outages, thus enhancing user experience and reducing downtime.

o Compatibility with Various Configurations: Supports both Active/Active and Active/Standby modes
for AE interfaces, and works with dynamic VLAN, static VLAN, and static demultiplexing VLAN
configurations, offering flexibility in network design.
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CoS for Subscriber Access Overview

This topic describes class-of-service (CoS) functionality for dynamic subscriber access.

Junos CoS enables you to divide traffic into classes and offer various levels of throughput and packet
loss when congestion occurs. This functionality allows packet loss to happen according to rules that you
configure. The Junos CoS features provide a set of mechanisms that you can use to provide
differentiated services when best-effort traffic delivery is insufficient.

In a subscriber access environment, service providers want to provide video, voice, and data services
over the same network for subscribers. Subscriber traffic is delivered from the access network, through
a router, through a switched Ethernet network, to an Ethernet digital subscriber line access multiplexer
(DSLAM). The DSLAM forwards the subscriber’s traffic to the residential gateway over a digital
subscriber line (DSL). An MX Series router that is installed in a subscriber access network as an edge
router can perform subscriber management functions that include subscriber identification and per-
subscriber CoS.

In a subscriber access network, a subscriber is an authenticated user—a user that has logged in to the
access network at a subscriber interface and then been verified by the configured authentication server
and subsequently granted initial CoS services. Subscribers can be identified statically or dynamically. In
this network, subscribers are mapped to VLANs, demux, or PPPoE interfaces.

You can configure the router to provide hierarchical scheduling or per-unit scheduling for subscribers:

e Hierarchical CoS enables you to apply traffic scheduling and queuing parameters (which can include a
delay-buffer bandwidth) and packet transmission scheduling parameters (which can include buffer
management parameters) to an individual subscriber interface rather than to all interfaces configured



on the port. Hierarchical CoS enables you to dynamically modify queues when subscribers require
services.

e Per-unit scheduling enables one set of output queues for each /ogical interface configured under the
physical interface. In per-unit scheduling configurations, each Layer 3 scheduler node is allocated a
dedicated set of queues.

Because the interface sets corresponding to VLANSs using agent-circuit-identifier information are
created dynamically, you can apply CoS attributes, such as shaping, at the household level. You must set
and define the CoS policy for the agent-circuit-identifier virtual VLAN interface set using the dynamic
profile for the agent-circuit-identifier interface set (not the subscriber profile). CoS on dynamic VLANs
includes support for level 4, level 3, or level 2 scheduler nodes for a dynamic interface set. You can also
configure a traffic-control profile and a remaining traffic-control profile for a dynamic interface set. CoS
on dynamic VLANSs enables you to configure a dynamic scheduler map for a traffic-control profile that is
used by a dynamic interface set. In this case, the dynamic scheduler map must use the unique ID format.

Understanding Hierarchical CoS for Subscriber Interfaces
Guidelines for Configuring Dynamic CoS for Subscriber Access | 44
Configuring Static Hierarchical Scheduling in a Dynamic Profile

Configuring Per-Unit Scheduling in a Dynamic Profile | 75

Guidelines for Configuring Dynamic CoS for Subscriber Access
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This topic describes the guidelines for configuring dynamic CoS in a subscriber access environment.
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Configuration Guidelines for Hierarchical CoS and Per-Unit Scheduling

You can configure dynamic CoS with one of the following scheduling configurations:

e For hierarchical scheduling configurations, you must enable hierarchical scheduling in the static CLI
for the interface referenced in the dynamic profile. If not, the dynamic profile fails.

e For per-unit scheduling configurations, you must enable per-unit scheduling in the static CLI for the
interface referenced in the dynamic profile. If not, the dynamic profile fails and schedulers are not
attached to the interface.

Junos software supports either per-unit scheduling or hierarchical scheduling on an interface. You
cannot run both types of scheduling at the same time. If CoS is active on an interface, and you change
the type of scheduling configured on the interface, all traffic is dropped upon egress from the interface.

Configuration Guidelines for Dynamic Scheduling and Queuing

When configuring scheduling and queuing for subscriber access, consider the following guidelines:

e To improve CoS performance in IPv4, IPv6, and dual-stack networks that use a DHCP access model,
we recommend that you use the aggregate-clients replace statement rather than the aggregate-clients
merge statement.

¢ You configure the traffic scheduling and shaping parameters in a traffic-control profile within the
dynamic profile. You can configure the scheduler map and schedulers in a dynamic profile or in the
[edit class-of-service] hierarchy. You must statically configure the remaining CoS parameters, such as
hierarchical scheduling, classifiers, drop profiles, and forwarding classes, in the [edit class-of-service]
hierarchy.

e You can configure only one traffic-control-profile under a dynamic profile.

e You must define the output-traffic-control-profile that binds the traffic-control profile to the interface
within the same dynamic profile as the interface.

¢ We recommend that you provide different names for the schedulers defined in dynamic profiles that
are used for access and services. For example, if there are two dynamic profiles, voice-profile and
video-profile, provide unique names for the schedulers defined under those profiles.

e You must use a service dynamic profile with a different profile name for each RADIUS CoA request
over the same /logical interface.

e When you configure scheduler and scheduler map sharing in client profiles, schedulers and scheduler
maps must use the unique ID format. If the client profile uses the unique ID format and you want to
have either scheduler or scheduler map sharing for service activation, you must configure the service
profile in unique ID format.



Configuration Guidelines for Dynamic Classifiers and Rewrite Rules

When you configure classifiers and rewrite rules for subscriber access, consider the following guidelines:

o To apply classifiers and rewrite rules to a subscriber interface in a dynamic profile, you must
configure the rewrite rule and classifier definitions in the static [edit class-of-service] hierarchy and
reference them in the dynamic profile.

o |If a static classifier or a rewrite rule definition that is referenced by a dynamic subscriber interface
does not exist, the configuration is invalid and the subscriber cannot log in.

e If a network administrator changes the static classifiers and rewrite rules definitions that are
referenced in a dynamic profile with an active subscriber interface logged in, the changes are
applied to the active subscriber interface immediately.

¢ If a network administrator deletes a classifier or a rewrite rule definition that is referenced by an
active dynamic subscriber interface, the system removes the classifier or rewrite rule binding from
the interface. The classifier is replaced by the default classifier. If the network administrator adds
the removed classifier or rewrite rule to the configuration while the dynamic interface is active,
the addition does not take effect until the subscriber logs out and then logs in again.

e |P demux interfaces can only instantiate Layer 3 rules (both rewrite rules and classifiers).

e An IP demux subscriber interface can implicitly inherit a classifier from the underlying interface. If
an IP demux interface is created without a classifier and a Layer 2 classifier is attached to the
underlying interface, the IP demux interface also inherits the Layer 2 classifier. The show class-of-
service interface interface-name command does not display this attachment.

Table 8 on page 46 lists the classification rule configuration for an IP demux subscriber interface
with a VLAN underlying interface.

Table 8: IP Demux Classification Rules

VLAN Underlying Interface IP Demux Interface Classifier Resulting Classifier Configuration
Classifier Configuration Configuration

Layer 2 - VLAN Layer 2

Layer 2 Layer 3 Demux Layer 3

Layer 3 — Default



Table 8: IP Demux Classification Rules (Continued)

VLAN Underlying Interface IP Demux Interface Classifier Resulting Classifier Configuration
Classifier Configuration Configuration
Layer 3 Layer 3 Demux Layer 3

e An IP demux subscriber interface explicitly inherits Layer 2 rewrite rules from the underlying
interface if a Layer 2 rewrite rule is present. The show class-of-service interface interface-name
command displays the attachment.

Table 9 on page 47 lists the rewrite rule configuration for an IP demux subscriber interface with
a VLAN underlying interface.

Table 9: IP Demux Rewrite Rules

VLAN Underlying Interface IP Demux Interface Rewrite Resulting Rewrite Rule Configuration
Rewrite Rule Configuration Rule Configuration

Layer 2 — VLAN Layer 2

Layer 2 Layer 3 VLAN Layer 2 and demux Layer 3
Layer 3 — Default

Layer 3 Layer 3 Demux Layer 3

e An L2TP subscriber interface can implicitly inherit a classifier from the underlying interface.

Table 10 on page 47 lists the classification rule configuration for an L2TP LAC subscriber
interface with a VLAN underlying interface.

Table 10: L2TP Classification Rules

VLAN Underlying Interface L2TP LAC Classifier Resulting Classifier Configuration
Classifier Configuration Configuration

Layer 2 or Fixed Layer 2 or Fixed VLAN Layer 2 or Fixed



Table 10: L2TP Classification Rules (Continued))

VLAN Underlying Interface L2TP LAC Classifier Resulting Classifier Configuration
Classifier Configuration Configuration

Layer 2 or Fixed Layer 3 Demux/PPPoE Layer 3

Layer 3 Layer 2 or Fixed VLAN Layer 2 or Fixed

Layer 3 Layer 3 Demux/PPPoE Layer 3

e An L2TP LAC subscriber interface explicitly inherits Layer 2 rewrite rules from the underlying
interface if a Layer 2 rewrite rule is present. Table 11 on page 48 lists the rewrite rule
configuration for an L2TP LAC subscriber interface with a VLAN underlying interface.

Table 11: L2TP LAC Rewrite Rules

VLAN Underlying Interface L2TP Interface Rewrite Rule = Resulting Rewrite Rule Configuration
Rewrite Rule Configuration Configuration

Layer 2 Layer 2 VLAN Layer 2

Layer 2 Layer 3 VLAN Layer 2 and demux/PPPoE Layer 3
Layer 3 Layer 2 VLAN Layer 2 and demux/PPPoE Layer 3
Layer 3 Layer 3 Demux/PPPoE Layer 3

CoS for Subscriber Access Overview | 43

Understanding Hierarchical CoS for Subscriber Interfaces
Configuring Static Hierarchical Scheduling in a Dynamic Profile
Configuring Per-Unit Scheduling in a Dynamic Profile | 75
Configuring Static CoS for an L2TP LNS Inline Service
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CoS for Aggregated Ethernet Subscriber Interfaces Overview

You can apply static or dynamic hierarchical CoS to a scheduler node at the aggregated Ethernet /ogica/
interface, its underlying physical interface, or an interface set.

When you configure CoS for aggregated Ethernet interfaces, consider the following guidelines:

Configure the aggregated Ethernet logical interface over two physical interfaces capable of
performing hierarchical scheduling.

For VLAN subscriber interfaces over aggregated Ethernet, you must enable link protection on the
aggregated Ethernet interface for hierarchical CoS to operate.

Link protection is not required for IP or demux subscriber interfaces over aggregated Ethernet. We
recommend that you enable targeted distribution on the demux interface to provide accurate
hierarchical scheduling for these links.

Keep the following guidelines in mind when configuring interface sets of aggregated Ethernet
interfaces:

Sets of aggregated Ethernet interfaces are supported on MPC/MIC interfaces on MX Series
routers only.

The supported logical interfaces for aggregated Ethernet in an interface set include VLAN demux
interfaces, IP demux interfaces, and PPPoE logical interfaces over VLAN demux interfaces.

The link membership list and scheduler mode of the interface set are inherited from the
underlying aggregated Ethernet interface over which the interface set is configured.

When an aggregated Ethernet interface operates in link protection mode, or if the scheduler
mode is configured to replicate member links, the scheduling parameters of the interface set are
copied to each of the member links.

If the scheduler mode of the aggregated Ethernet interface is set to scale member links, the
scheduling parameters are scaled based on the number of active member links and applied to
each of the aggregated interface member links.

BEST PRACTICE: While subscribers are active on aggregated Ethernet physical

interfaces with targeted distribution, we recommend that you do not change any
attribute of the physical interfaces, such as MTU. Instead, perform the following steps:

1. Log out all the subscribers.

2. Disable the interface.



3. Make the desired attribute changes.
4. Reenable the interface.

If you do not follow these steps, the attribute change brings down the physical interface
and all subscribers using that interface.

To avoid service interruptions, we recommend that you make the changes during a
maintenance window.

Understanding Hierarchical CoS for Subscriber Interfaces

Configuring Hierarchical CoS for a Subscriber Interface of Aggregated Ethernet Links
Configuring an Interface Set of Subscribers in a Dynamic Profile | 200

Static or Dynamic Demux Subscriber Interfaces over Aggregated Ethernet Overview

Static and Dynamic VLAN Subscriber Interfaces over Aggregated Ethernet Overview

Distribution of Demux Subscribers in an Aggregated Ethernet Interface

CoS for PPPoE Subscriber Interfaces Overview

For all supported hardware platforms, you can attach an output traffic-control profile that contains basic
shaping and scheduling properties directly to a static or dynamic PPPoE interface. In this type of
scenario, you can use each PPPoE interface to represent a household and shape all of the household
traffic to an aggregate rate. Each forwarding class is mapped to a queue, and represents one type of
services provided to a household customer.

For MPCs that support hierarchical scheduling, you can shape subscriber or access node traffic at
different levels of the PPPoE interface hierarchy by attaching traffic-control profiles to interface sets that
contain PPPoE members.

MPCs support subscriber interfaces with PPPoE encapsulation over aggregated Ethernet interfaces.
These PPPoE subscriber interfaces are configured over VLAN demux interfaces, which are also
configured over Aggregated Ethernet interfaces.

You can configure 802.3ad link aggregation group (LAG) stateful port and dense port concentrator (DPC)
redundancy. This provides targeted distribution of non-replicated (stacked) PPPoE or IP demux links
over VLAN demux links, which in turn are over an aggregated Ethernet (AE) /ogical interface. Service
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providers with PPPoE or IP demux interfaces for CoS configurations can provide DPC and port

redundancy to subscribers.

@ NOTE: For static PPPoE underlying logical interfaces, use PPPoE interface sets.

RELATED DOCUMENTATION
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CHAPTER 3

Configuring Scheduling and Shaping for Subscriber
Access
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Configuring Traffic Scheduling and Shaping for Subscriber Access
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Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to Subscribers | 55

You use traffic-control profiles to configure traffic shaping and scheduling properties.

You can choose to configure static values or dynamic variables for the shaping parameters. The values
for the dynamic variables are obtained from RADIUS when a subscriber logs in or when a subscriber
changes services.

You cannot configure a traffic-control profile that contains a combination of static and dynamic
parameters.



This topic includes the following tasks:

Configuring Static Traffic Shaping and Scheduling Parameters in a Dynamic Profile
To configure static traffic shaping and scheduling parameters in a traffic-control profile:

1. Create the traffic-control profile and assign a name.

[edit dynamic-profiles business-profile class-of-servicel
user@host# edit traffic-control-profiles profile-name

2. Apply a static scheduler map that has been configured in the [edit class-of-service] hierarchy.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-
name]

user@host# set scheduler-map map-name

3. Configure the shaping rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-
name]
user@host# set shaping-rate (rate <burst-size bytes>

4. Configure the guaranteed rate to be used in the dynamic profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-
name]

user@host# set guaranteed-rate (rate <burst-size bytes>

5. Configure the delay-buffer rate.

If you do not include this statement, the delay-buffer rate is based on the guaranteed rate if one is
configured, or on the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-
name]

user@host# set delay-buffer-rate (percent percentage | rate)
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Configuring Static Hierarchical Scheduling in a Dynamic Profile

Example: Maintaining a Constant Traffic Flow by Configuring a Static VLAN Interface with a Dynamic
Profile for Subscriber Access

Example: Configuring Dynamic Hierarchical Scheduling for Subscribers
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Configuring Dynamic Traffic Shaping and Scheduling Parameters in a Dynamic Profile

You can configure variables for the traffic shaping and scheduling parameters. The values for the
parameters are dynamically obtained by RADIUS when a subscriber logs in or changes a service.

To configure dynamic traffic-control profiles in a dynamic profile:

1. Create the traffic-control profile.

[edit dynamic-profiles business-profile class-of-service]

user@host# edit traffic-control-profiles profile-name

2. Reference a dynamic scheduler map.

The scheduler map is dynamically configured in the [edit dynamic-profiles profile-name class-of-service
scheduler-maps] hierarchy.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-
name]
user@host# set scheduler-map $junos-cos-scheduler-map

3. Configure the shaping rate variable.
[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-

name]

user@host# set shaping-rate $junos-cos-shaping-rate <burst-size bytes>

4. Configure the guaranteed rate variable.
[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-
name]

user@host# set guaranteed-rate $junos-cos-guaranteed-rate <burst-size [ bytes | $junos-cos-

guaranteed-rate-burst]>

5. Configure a variable for the delay-buffer rate.
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If you do not include this statement, the delay-buffer rate is based on the guaranteed rate if one is
configured, or the shaping rate if no guaranteed rate is configured.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles profile-
name]

user@host# set delay-buffer-rate $junos-cos-delay-buffer-rate
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Using the CLI to Modify Traffic-Control Profiles That Are Currently Applied to
Subscribers
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Using the CLI to Globally Modify a Traffic-Control Profile Currently Applied to Multiple
Subscribers | 56

Using the CLI to Modify a Traffic-Control Profile for a Specific Current Subscriber | 57

Subscriber management enables you to use the CLI to modify a traffic-control profile that is currently
applied to existing subscribers. This feature allows you to update subscribers who are initially assigned
the default traffic-control profile, which might have limited features.

TIP: You specify the default traffic-control profile with the predefined-variable-defaults
statement and the cos-traffic-control-profile variable at the [edit dynamic-profiles profile-
name class-of-service] hierarchy level. See Junos OS Predefined Variables and Configuring

Predefined Dynamic Variables in Dynamic Profiles for more information about
predefined variables.

There are two methods you can use to modify a traffic-control profile that is in use—global and per-
subscriber. The global method modifies the traffic-control profile for all subscribers currently using the
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traffic-control profile. The per-subscriber method modifies the traffic-control profile for a particular
subscriber—all other subscribers currently using the traffic-control profile remain unaffected.

The global and per-subscriber methods share the following characteristics:
e They modify traffic-control profiles that are currently applied to active subscribers.

e Neither method creates new traffic-control profiles; they modify existing traffic-control profiles that
have been previously created using the traffic-control-profiles statement at the [edit dynamic-profiles
profile-name class-of-service] hierarchy level.

e Modifications are transparent to the active subscribers who are using the modified profile. The
modified traffic-control profile is assigned without requiring any action by the subscriber.

e Both methods are useful when updating subscribers who are initially assigned the default traffic-
control profile, which might have limited features. You specify the default traffic-control profile with
the predefined-variable-defaults statement and the cos-traffic-control-profile variable at the [edit
dynamic-profiles profile-name class-of-service] hierarchy level.

@ NOTE: To support CLI modification of traffic-control profiles in an IPv4/IPvé dual-stack
environment, you must have the aggregate-clients replace statement enabled at the [edit

system services dhcp-local-server group group-name dynamic-profile profile-name] hierarchy

This topic includes the following tasks:

Using the CLI to Globally Modify a Traffic-Control Profile Currently Applied to Multiple Subscribers

To make a global modification for all current subscribers assigned a particular traffic-control profile, you
change one or more parameters for the traffic-control profile and comnit the changes.

In this example, the statement changes the shaping rate for the existing traffic-control profile named TCP-
silver. After the change, the new shaping rate applies to all subscribers currently using TCP-silver.

1. Access the traffic-control profile you want to modify.

[edit dynamic-profiles business-profile class-of-service]
user@host# edit traffic-control-profiles TCP-silver
2. Specify the parameters that you want to modify in the traffic-control profile.

[edit dynamic-profiles business-profile class-of-service traffic-control-profiles TCP-silver]
user@host# set shaping-rate 20m



57

3. Commit the configuration change to update the traffic-control profile. All current subscribers using
TCP-silver now have the new shaping-rate.

Using the CLI to Modify a Traffic-Control Profile for a Specific Current Subscriber

To make a per-subscriber modification for a specific subscriber that is currently assigned a traffic-control
profile, you specify the name of the new traffic-control profile to use.

In this example, the command replaces the existing traffic-control profile with the profile named TCP-gold.
The new traffic-control profile applies only to the subscriber identified by session ID 2551.

e Request that the traffic-control profile named TCP-gold be applied to session ID 2551.

user@host> request network-access aaa subscriber modify session-id 2551 junos-cos-traffic-
control-profile TCP-gold

The system then displays the status message, Successful completion, indicating that the modification is
successful. The subscriber identified by session ID 2551 now uses the TCP-gold traffic-control profile.
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Configuring Schedulers in a Dynamic Profile for Subscriber Access
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You use schedulers to define the parameters of output queues. These properties include the amount of
interface bandwidth assigned to the queue, the size of the memory buffer allocated for storing packets,
the priority of the queue, and the tail drop profiles associated with the queue.

You can configure up to four schedulers in a dynamic profile.

Within a dynamic profile, you can choose to define schedulers with static values, dynamic variables, or a
combination of static values and dynamic variables. The dynamic variables enable RADIUS to provide
the value for the scheduler parameter when the subscriber logs in.

Configuring Static Schedulers in a Dynamic Profile

This topic describes how to configure schedulers with static values in a dynamic profile for subscriber
access.

To configure static scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.

a. Specify the scheduler for which you want to configure parameters.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name

b. Configure the buffer size.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size remainder



c. Configure the drop-profile map and drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

d. Configure the priority.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

user@host# set priority low

e. Configure the transmit rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set transmit-rate percent 40

f. Configure the excess rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set excess-rate percent 90

g. (Optional) Configure the priority value for the excess-rate.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set excess-priority high

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]

user@host# set scheduler-maps data-smap

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps map-name]
user@host# set forwarding-class be



c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps map-name forwarding-
class forwarding-class-name]
user@host# set scheduler be_sch
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Configuring Dynamic Schedulers with Variables in a Dynamic Profile

You can configure variables for the dynamic scheduler parameters. These values are dynamically
obtained by RADIUS when a subscriber logs in or changes a service using a RADIUS change of
authorization (CoA) message.

To configure dynamic scheduling and queuing in a dynamic profile:

1. Configure the scheduler and queuing parameters.

a. Specify the scheduler name using a variable.

[edit dynamic-profiles profile-name class-of-service]

user@host# edit schedulers $junos-cos-scheduler

b. Configure the variable for the buffer size.

[edit dynamic-profiles profile-name class-of-service schedulers]
user@host# set buffer-size (percent $junos-cos-scheduler-bs | temporal $junos-cos-

scheduler-bs)

c. Configure the variables for the drop-profile maps and the drop profile.

[edit dynamic-profiles profile-name class-of-service schedulers]

user@host# set drop-profile-map loss-priority low protocol any drop-profile $junos-cos-
scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any drop-profile $junos-

cos-scheduler-medium-1low



user@host# set drop-profile-map loss-priority medium-high protocol any drop-profile $junos-
cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile $junos-cos-
scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile $junos-cos-

scheduler-any

d. Configure the variable for the priority.

[edit dynamic-profiles profile-name class-of-service schedulers]

user@host# set priority $junos-cos-scheduler-pri

e. Configure the variable for the transmit rate.

[edit dynamic-profiles profile-name class-of-service schedulers]

user@host# set transmit-rate $junos-cos-scheduler-tx

-

Configure the variable for the excess rate.

[edit dynamic-profiles profile-name class-of-service schedulers]

user@host# set excess-rate percent $junos-cos-scheduler-excess-rate

g. Configure the variable for the priority of the excess-rate.

[edit dynamic-profiles profile-name class-of-service schedulers]

user@host# set excess-priority $junos-cos-scheduler-excess-priority

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]

user@host# edit scheduler-maps scheduler-map-name



b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps scheduler-map-name]
user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps scheduler-map-name]
user@host# set scheduler $junos-cos-scheduler

SEE ALSO
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Configuring a Combination of Static and Dynamic Scheduler Parameters in a

Scheduler Definition

Within a dynamic profile, you can choose to configure one dynamic scheduler definition, or combine
static and dynamic scheduler parameters in many static scheduler definitions.

Combining static and dynamic scheduler parameters enables you to provide subscribers with unique
rate configurations that the RADIUS definitions for predefined variables do not allow.

To configure a scheduler definition that contains static and dynamic scheduling and queuing parameters:

1. Configure the scheduler definition.

a. Specify the scheduler name.

@ NOTE: To configure a static scheduler that contains both static and dynamic
parameters, you must specify a unique scheduler name, not the $junos-cos-scheduler
variable.

[edit dynamic-profiles profile-name class-of-service]
user@host# edit schedulers scheduler-name

b. Configure the buffer size.

Do either of the following:



e Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size (percent percentage | remainder | temporal (microseconds)

e Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]
user@host# set buffer-size (percent $junos-cos-scheduler-bs | temporal $junos-cos-

scheduler-bs)

c. Configure the drop-profile maps, the drop profile, and the priority.

Do either of the following:

e Configure static values.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-name]

user@host# set drop-profile-map loss-priority any protocol any drop-profile d3

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel

user@host# set priority low

e Configure variables.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set drop-profile-map loss-priority low protocol any drop-profile $junos-cos-
scheduler-low

user@host# set drop-profile-map loss-priority medium-low protocol any drop-profile
$junos-cos-scheduler-medium-low

user@host# set drop-profile-map loss-priority medium-high protocol any drop-profile
$junos-cos-scheduler-medium-high

user@host# set drop-profile-map loss-priority high protocol any drop-profile $junos-
cos-scheduler-high

user@host# set drop-profile-map loss-priority any protocol any drop-profile $junos-cos-
scheduler-any

d. Configure the priority.



Do either of the following:

e Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set excess-priority high

e Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set excess-priority $junos-cos-scheduler-excess-priority

e. Configure the transmit rate.

Do either of the following:

e Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set transmit-rate

e Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set transmit-rate $junos-cos-scheduler-tx

f. Configure the excess rate.

Do either of the following:

¢ Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set excess-rate percent 250

e Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set excess-rate percent $junos-cos-scheduler-excess-rate



g. Configure the priority for the excess-rate.

Do either of the following:

e Configure a static value.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel
user@host# set excess-priority high

e Configure a variable.

[edit dynamic-profiles profile-name class-of-service schedulers scheduler-namel

user@host# set excess-priority percent $junos-cos-scheduler-excess-priority

2. Associate the scheduler with a scheduler map.

a. Configure the scheduler map name.

[edit dynamic-profiles profile-name class-of-service]

user@host# edit scheduler-maps scheduler-map-name

b. Configure the forwarding class.

[edit dynamic-profiles profile-name class-of-service scheduler-maps scheduler-map-name]
user@host# set forwarding-class be

c. Configure the scheduler.

[edit dynamic-profiles profile-name class-of-service scheduler-maps scheduler-map-name]
user@host# set scheduler $junos-cos-scheduler

SEE ALSO
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Configuring Scheduler and Scheduler Map Sharing

The system generates unique identifiers (IDs) in dynamic profiles created for services. The generated
unique IDs enable you to identify and configure separate parameter values with the same variable name.
When applied to CoS, you can configure scheduler and scheduler map sharing. In client-access profiles,
schedulers and scheduler maps must use the unique ID format. If the client-access profile uses the
unique ID format and you want to have either scheduler or scheduler map sharing for service activation,
you must configure the service profile in unique ID format. Generating unique IDs based on schedulers
and scheduler maps eliminates duplication and improves router performance and scalability. You can
configure scheduler and scheduler map sharing by including the variables for CoS in the client access or
service dynamic profile. All scheduler maps and schedulers must be in the unique ID format.

Before you configure variables for the client access or service dynamic profile:
e Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.
To configure variables for the client access or service dynamic profile:

1. Configure the variables for the dynamic client access profile.

[edit dynamic-profiles client-profile variables]
user@host# set smap_data uid
user@host# set data_sched uid

2. Configure the CoS parameters for the variables in the scheduler profile.

[edit dynamic-profiles client-profile class-of-service]
user@host# edit schedulers “$data_sched”

user@host# set transmit-rate percent 10

user@host# set buffer-size remainder

user@host# set priority low



3. Configure the CoS parameters for the variables in the scheduler maps profile.

[edit dynamic-profiles client-profile class-of-service]
user@host# edit scheduler-maps “$smap_data”
user@host# edit forwarding-class be scheduler “$data_sched”

For example, you can configure scheduler maps and schedulers for a client access profile:

dynamic-profiles {
cos-para {
variables {

data_smap uid;
data_video_smap uid;
voice_smap uid;
data_sched uid;
video_sched uid;

voice_sched uid;

class-of-service {
traffic-control-profiles {
tept {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate 10m;

delay-buffer-rate "$junos-cos-delay-buffer-rate";

}
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcpl;

}
scheduler-maps {
"$data_smap" {
forwarding-class be scheduler "$data_sched";
}
"$data_video_smap" {

forwarding-class be scheduler "$data_sched";



forwarding-class af scheduler "$video_sched";
}
“$voice_smap” {

forwarding-class ef scheduler “$voice_sched”;

}
schedulers {
"$data_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
}
"$video_sched" {
transmit-rate "$junos-cos-scheduler-tx";
inactive: buffer-size percent "$junos-cos-scheduler-bs";
priority "$junos-cos-scheduler-pri";
}
“$voice_sched” {
transmit-rate percent 10;
buffer-size remainder;;

priority low;

Dynamic Profiles Overview
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Example: Providing Unique Rate Configurations for Schedulers in a
Dynamic Profile

Combining static and dynamic schedulers in a dynamic profile enables you to provide subscribers with
services that have unique scheduler definitions.



In this example, the network administrator configures the data service with a transmit-rate that is rate
controlled using the $junos-cos-scheduler-tx predefined variable. RADIUS dynamically supplies the
percentage value for the transmission rate that is specified in the RADIUS VSA to the data scheduler
when the subscriber logs in.

For the best-effort service, the network administrator assigns the remaining transmission rate that is
available.

schedulers {
data-scheduler {
transmit-rate percent rate-limit $junos-cos-scheduler-tx;
buffer-size percent $junos-cos-scheduler-bs;
priority $junos-cos-scheduler-pri;
drop-profile-map loss-priority low protocol any drop-profile do;
drop-profile-map loss-priority medium-low protocol any drop-profile di;
drop-profile-map loss-priority medium-high protocol any drop-profile d2;
drop-profile-map loss-priority high protocol any drop-profile d3;
drop-profile-map loss-priority any protocol any drop-profile all;
}
best-effort-scheduler {
transmit-rate remainder;
buffer-size percent $junos-cos-scheduler-bs;
priority medium-high;
drop-profile-map loss-priority low protocol any drop-profile $junos-cos-scheduler-
dropfile-low;
drop-profile-map loss-priority medium-low protocol any drop-profile di;
drop-profile-map loss-priority medium-high protocol any drop-profile $junos-cos-
scheduler-dropfile-medium-high;
drop-profile-map loss-priority high protocol any drop-profile d3;
drop-profile-map loss-priority any protocol any drop-profile $junos-cos-scheduler-
dropfile-any;
}
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Example: Configuring Aggregate Scheduling of Queues for Residential
Subscribers on Static IP Demux Interfaces

In this example, scheduling is configured for a residential subscriber. Each forwarding class represents a
multiplay service (voice, video, and data), and is equivalent to a queue.

An interface set of IP demux interfaces represents a DSLAM, and provides shaping of subscribers
services to a DSLAM aggregate rate.

[edit]
interfaces {
interface-set demux-set {
interface demux@ {

unit 9;
unit 1;
}
}
ge-2/0/1 {
vlan-tagging;
unit 1 {
per-session-scheduler;
vlan-id 1;
demux-source inet;
family inet {
address 192.0.2.4/24;
}
}
}
demux@ {
unit 0 {
demux-options {
underlying-interface ge-2/0/1.1;
}
family inet {
address 192.0.2.1/24;
demux-source {
192.0.2.0/24;
}
}
}

unit 1 {



demux-options {
underlying-interface ge-2/0/1.1;
}
family inet {
address 192.0.2.21/24;
demux-source {
192.0.2.20/24;

}
class-of-service {
traffic-control-profiles {
T1 {
scheduler-map mi;
shaping-rate 5m;
}
T2 {
shaping-rate 60m;

3
interfaces {
interface-set demux-set {

output-traffic-control-profile T2;

}
demux@ {
unit 0 {
output-traffic-control-profile T1;
}
unit 1 {
output-traffic-control-profile T1;
}
}
}
scheduler-maps {
ml {
forwarding-class best-effort scheduler so;
forwarding-class expedited-forwarding scheduler si;
forwarding-class assured-forwarding scheduler s2;
forwarding-class network-control scheduler s3;
}



schedulers {
s0 {
transmit-rate percent 10;
buffer-size percent 10;

}

s1 {
transmit-rate percent 20;
buffer-size percent 20;

}

s2 {
transmit-rate percent 30;
buffer-size percent 30;

}

s3 {
transmit-rate percent 40;
buffer-size percent 40;

}

Verifying the Scheduling and Shaping Configuration for Subscriber Access
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Purpose

View the class-of-service (CoS) configurations that are referenced in a dynamic profile for subscriber
access.



Action

To display the entire CoS configuration, including static and dynamic parameters:

user@host> show class-of-service

e To display the CoS configuration for a subscriber interface:

user@host> show class-of-service interface

o To display traffic shaping and scheduling profiles:

user@host> show class-of-service traffic-control-profile

e To display the mapping of schedulers to forwarding classes and a summary of scheduler parameters
for each entry:

user@host> show class-of-service scheduler-map



CHAPTER 4

Allocating Dedicated Queues for Each Logical
Interface Using Per-Unit Scheduling
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Hardware Requirements for Dynamic Per-Unit Scheduling

Table 12 on page 74 lists the hardware requirements based on subscriber interface type for per-unit
scheduling in dynamic CoS configurations.

Table 12: Hardware Required for Per-Unit Scheduling Dynamic CoS Configurations

Subscriber Interface Type EQ DPCs on MX Series Routers MPC/MIC Modules on MX Series
Routers

Static and dynamic VLANSs Yes Yes

Static and dynamic VLANSs over No No

aggregated Ethernet

Static or dynamic IP demux Yes No
interfaces
Static or dynamic IP demux No No

interfaces over aggregated Ethernet



Table 12: Hardware Required for Per-Unit Scheduling Dynamic CoS Configurations (Continued)

Subscriber Interface Type EQ DPCs on MX Series Routers MPC/MIC Modules on MX Series
Routers

Static or dynamic VLAN demux No No

interfaces

Static or dynamic VLAN demux No No

interfaces over aggregated Ethernet

Static PPPoE interfaces No Yes
Dynamic PPPoE interfaces No No
Static or dynamic PPPoE interfaces = No No

over aggregated Ethernet
L2TP LAC tunnel over PPP No No

L2TP LNS inline service over PPP No No
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Configuring Per-Unit Scheduling in a Dynamic Profile

Per-unit scheduling enables one set of output queues for each logical interface configured under the
physical interface. In per-unit scheduling configurations, each Layer 3 scheduler node is allocated a
dedicated set of queues.

If you do not explicitly configure CoS parameters, a default traffic profile with queues is attached to the
logical interface.



To configure per-unit scheduling and queuing for subscriber access:

1. Configure the static CoS parameters in the [edit class-of-service] hierarchy.

a. Enable the per-unit scheduler for the physical interface.

[edit interfaces interface-name]
user@host# set per-unit-scheduler

b. Configure the drop profiles.
See Defining Packet Drop Behavior by Configuring RED Drop Profiles.

c. Configure the forwarding classes.

See Configuring a Custom Forwarding Class for Each Queue.

d. Configure the rewrite-rules and classifier definitions.

See Configuring Rewrite Rules and Configuring Behavior Aggregate Classifiers.

See The Junos OS CoS Components Used to Manage Congestion and Control Service Levels for
information about configuring the remaining CoS parameters.

2. Configure a static or dynamic subscriber interface that can be referenced in the dynamic profile.

3. Configure CoS parameters in a dynamic profile.

a. Configure the dynamic profile.

See Configuring a Basic Dynamic Profile.

b. Configure traffic shaping and scheduling parameters in the dynamic profile using a traffic-control
profile.

See "Configuring Traffic Scheduling and Shaping for Subscriber Access" on page 52.

c. Configure the schedulers and scheduler map in the dynamic profile.

You can configure the schedulers using dynamic variables or a combination of both static values
and dynamic variables.

See "Configuring Schedulers in a Dynamic Profile for Subscriber Access" on page 58.

d. Apply CoS parameters to a subscriber interface by referencing an interface in the dynamic profile.
e For traffic shaping and scheduling, see "Applying Traffic Shaping and Scheduling to a

Subscriber Interface in a Dynamic Profile" on page 229.

e For rewrite rules, see "Applying a Rewrite Rule Definition to a Subscriber Interface in a
Dynamic Profile" on page 231.

e For classifiers, see "Applying a Classifier to a Subscriber Interface in a Dynamic Profile" on page
233.
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4. (Optional) Configure variables in access and service profiles to enable RADIUS to activate subscriber
and upgrade services through CoA.

@ NOTE: Do not instantiate a CoA request using a service dynamic profile that is already
in use on the same logical interface.

Because you have configured the scheduler map in the dynamic profile, queues are merged when
subscribers change services. Other CoS parameters are replaced.

When multiple subscribers are enabled on a DHCP subscriber interface, and the dynamic profile
referenced by DHCP does not have the replace keyword configured, the system does not replace the
parameters. Instead, it combines the values of the parameters to their maximum scalar value.

a. Configure CoS variables in a dynamic profile.

See "Configuring Static Default Values for Traffic Scheduling and Shaping" on page 174

b. (Optional) Enable multiple clients for the same subscriber (logical interface) to aggregate attributes
by configuring the aggregate-clients option for the dynamic profile attached to a DHCP subscriber
interface.

See Attaching Dynamic Profiles to DHCP Subscriber Interfaces or DHCP Client Interfaces.
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Example: Configuring Per-Unit Scheduling for Subscriber Access

In this example, a network administrator sets up a subscriber access configuration with per-unit
scheduling.

1. The administrator configures the static VLAN interfaces and enables per-unit scheduling for the
interfaces.

[edit]
interfaces {
ge-1/1/0 {



per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {

unnumbered-address 100.0 preferred-source-address 192.0.2.100;

}

unit 200 {
vlan-id 200;
family inet {

unnumbered-address 100.0 preferred-source-address 192.0.2.100;

}
ge-1/1/1 {
per-unit-scheduler;
vlan-tagging;
unit 100 {
vlan-id 100;
family inet {

unnumbered-address 100.0 preferred-source-address 192.0.2.100;

}

unit 200 {
vlan-id 200;
family inet {

unnumbered-address 100.0 preferred-source-address 192.0.2.100;

}
ge-1/0/1 {
unit @ {
family inet {
address 203.0.113.31/24;

}
ge-1/1/2 {
description "wfcel4 ethl soso ge-1/1/2";
vlan-tagging;
gigether-options {
no-auto-negotiation;



}
unit 100 {
vlan-id 100;
family inet {
address 203.0.113.121/24;

2. The administrator configures static CoS parameters, including forwarding classes and classifiers, to be
referenced in the dynamic profiles.

[edit]
class-of-service {
classifiers {
inet-precedence 8g-inet {
forwarding-class be {
loss-priority low code-points 000;
}
forwarding-class ef {
loss-priority low code-points 001;
}
forwarding-class af {
loss-priority low code-points 010;
}
forwarding-class nc {
loss-priority low code-points 011;
}
forwarding-class voice {
loss-priority low code-points 100;
}
forwarding-class video {
loss-priority low code-points 101;
}
forwarding-class game {
loss-priority low code-points 110;
}
forwarding-class data {

loss-priority low code-points 111;



inet-precedence 4qg-inet {
forwarding-class be {
loss-priority low code-points [ 000 001 1;
}
forwarding-class ef {
loss-priority low code-points [ 010 @11 1;
}
forwarding-class af {
loss-priority low code-points [ 100 101 1;
}
forwarding-class nc {
loss-priority low code-points [ 110 111 1;

}
inet-precedence 8g-drop-inet {
forwarding-class be {
loss-priority low code-points 000;
}
forwarding-class ef {
loss-priority medium-low code-points 001;
}
forwarding-class af {
loss-priority medium-high code-points 010;
}
forwarding-class nc {
loss-priority high code-points 011;
}
forwarding-class voice {
loss-priority low code-points 100;
}
forwarding-class video {
loss-priority medium-low code-points 101;
}
forwarding-class game {
loss-priority medium-high code-points 110;
}
forwarding-class data {

loss-priority high code-points 111;

}
inet-precedence 4q-drop-inet {
forwarding-class be {

loss-priority low code-points [ 000 001 1;



}
forwarding-class ef {

loss-priority medium-low code-points [ 010 011 1;
}
forwarding-class af {

loss-priority medium-high code-points [ 100 101 1;
}
forwarding-class nc {

loss-priority high code-points [ 110 111 J;

}
drop-profiles {

do {
fill-level 25 drop-probability 100;
fill-level @ drop-probability 0;

}

d1 {
fill-level 50 drop-probability 100;
fill-level @ drop-probability 0;

}

d2 {
fill-level 75 drop-probability 100;
fill-level @ drop-probability 0;

}

d3 {
fill-level 100 drop-probability 100;
fill-level @ drop-probability 0;

}

all {
fill-level @ drop-probability 0;
fill-level 100 drop-probability 100;

}

forwarding-classes {
queue 0 be;

ef;

af’;

queue
queue
queue 3 nc;

video;

1
2
3

queue 4 voice;
queue 5
6

queue 6 game;



queue 7 data;

interfaces {
ge-1/0/1 {
unit 0 {
classifiers {

inet-precedence 8g-drop-low-high-inet;

}
}

}
}
traceoptions {

flag all;

flag asynch;

flag route-socket;
}

3. The administrator configures the access and service dynamic profiles to receive CoS parameters for
the subscriber interfaces through RADIUS.

[edit]
dynamic-profiles {
subscriber {
interfaces {
"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {

family inet;

}
class-of-service {
traffic-control-profiles {
zero {
scheduler-map "$junos-cos-scheduler-map";
shaping-rate "$junos-cos-shaping-rate";
guaranteed-rate "$junos-cos-guaranteed-rate";

delay-buffer-rate "$junos-cos-delay-buffer-rate";

}

interfaces {



"$junos-interface-ifd-name" {
unit "$junos-underlying-interface-unit" {

output-traffic-control-profile zero;

}

}

}
scheduler-maps {

be_smap {
forwarding-class be scheduler be_sch;

}

all_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;
forwarding-class video scheduler video_sch;
forwarding-class data scheduler data_sch;

}

be_ef_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;

}

af_smap {
forwarding-class af scheduler af_sch;

}

be_ef_af_nc_smap {
forwarding-class be scheduler be_sch;
forwarding-class ef scheduler ef_sch;
forwarding-class af scheduler af_sch;
forwarding-class nc scheduler nc_sch;

}

voice_video_game_data_smap {
forwarding-class voice scheduler voice_sch;
forwarding-class video scheduler video_sch;
forwarding-class game scheduler game_sch;

forwarding-class data scheduler data_sch;

}
schedulers {
"$junos-cos-scheduler" {
transmit-rate percent "$junos-cos-scheduler-tx";
buffer-size percent "$junos-cos-scheduler-bs";

priority "$junos-cos-scheduler-pri";



drop-profile-map loss-priority low protocol any drop-profile "$junos-cos-
scheduler-dropfile-low";

drop-profile-map loss-priority medium-low protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-low";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$junos-cos-scheduler-dropfile-medium-high";

drop-profile-map loss-priority high protocol any drop-profile "$junos-cos-
scheduler-dropfile-high";

}

}
service {
variables {

fc_1 default-value be;
sch_1 default-value be_sch;
sch-tx_1 default-value 20000000;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;
sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value di;
sch-drop-high_1 default-value do;
sch-drop-any_1 default-value d3;
fc_2 default-value af;
sch_2 default-value af_sch;
sch-tx_2 default-value 10;
sch-bs_2 default-value 10;
sch-pri_2 default-value high;
sch-drop-low_2 default-value d3;
sch-drop-med-low_2 default-value d2;
sch-drop-med-high_2 default-value di;
sch-drop-high_2 default-value do;
sch-drop-any_2 default-value d3;
fc_3 default-value voice;
sch_3 default-value voice_sch;
sch-tx_3 default-value 20000000;
sch-bs_3 default-value 10;
sch-pri_3 default-value high;
sch-drop-low_3 default-value d3;
sch-drop-med-low_3 default-value d2;
sch-drop-med-high_3 default-value di;
sch-drop-high_3 default-value do;



sch-drop-any_3 default-value d3;

fc_4 default-value game;

sch_4 default-value game_sch;

sch-tx_4 default-value 10;

sch-bs_4 default-value 10;

sch-pri_4 default-value high;

sch-drop-low_4 default-value d3;

sch-drop-med-low_4 default-value d2;

sch-drop-med-high_4 default-value di;

sch-drop-high_4 default-value do;

sch-drop-any_4 default-value d3;

scheduler-map default-value all_smap;

}
class-of-service {
scheduler-maps {
"$scheduler-map" {

forwarding-class "$fc_1" scheduler "$sch_1";
forwarding-class "$fc_2" scheduler "$sch_2";
forwarding-class "$fc_3" scheduler "$sch_3";
forwarding-class "$fc_4" scheduler "$sch_4";

}
schedulers {
"$sch_1" {
transmit-rate "$sch-tx_1";
buffer-size percent "$sch-bs_1";
priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile "$sch-drop-
low_1";
drop-profile-map loss-priority medium-low protocol any drop-profile "$sch-
drop-med-low_1";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";
drop-profile-map loss-priority high protocol any drop-profile "$sch-drop-

high_1";
}
"$sch_2" {
transmit-rate percent "$sch-tx_2";
buffer-size percent "$sch-bs_2";
priority "$sch-pri_2";
drop-profile-map loss-priority low protocol any drop-profile "$sch-drop-
low_2";

drop-profile-map loss-priority medium-low protocol any drop-profile "$sch-



drop-med-low_2";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_2";

drop-profile-map loss-priority high protocol any drop-profile "$sch-drop-

high_2";
}
"$sch_3" {
transmit-rate "$sch-tx_3";
buffer-size percent "$sch-bs_3";
priority "$sch-pri_3";
drop-profile-map loss-priority low protocol any drop-profile "$sch-drop-
low_3";

drop-profile-map loss-priority medium-low protocol any drop-profile "$sch-
drop-med-low_3";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_3";

drop-profile-map loss-priority high protocol any drop-profile "$sch-drop-

high_3";
}
"$sch_4" {
transmit-rate percent "$sch-tx_4";
buffer-size percent "$sch-bs_4";
priority "$sch-pri_4";
drop-profile-map loss-priority low protocol any drop-profile "$sch-drop-
low_4";

drop-profile-map loss-priority medium-low protocol any drop-profile "$sch-
drop-med-low_4";

drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_4";

drop-profile-map loss-priority high protocol any drop-profile "$sch-drop-
high_4";

}
service_2 {
variables {

fc_1 default-value be;
sch_1 default-value be_sch;
sch-tx_1 default-value 10;
sch-bs_1 default-value 10;
sch-pri_1 default-value high;
sch-drop-low_1 default-value d3;



sch-drop-med-low_1 default-value d2;
sch-drop-med-high_1 default-value di;
sch-drop-high_1 default-value do;
sch-drop-any_1 default-value d3;
scheduler-map default-value all_smap;
}
class-of-service {
scheduler-maps {
"$scheduler-map" {
forwarding-class "$fc_1" scheduler "$sch_1";

}
schedulers {
"$sch_1" {
transmit-rate percent "$sch-tx_1";
buffer-size percent "$sch-bs_1";
priority "$sch-pri_1";
drop-profile-map loss-priority low protocol any drop-profile "$sch-drop-
low_1";
drop-profile-map loss-priority medium-low protocol any drop-profile "$sch-
drop-med-low_1";
drop-profile-map loss-priority medium-high protocol any drop-profile
"$sch-drop-med-high_1";
drop-profile-map loss-priority high protocol any drop-profile "$sch-drop-
high_1";

4. The network administrator configures DHCP and RADIUS to grant access and services to the
interfaces referenced by the subscriber dynamic profile.

[edit]
forwarding-options {
dhcp-relay {

traceoptions {
file size 1g;
flag all;

}

dynamic-profile subscriber aggregate-clients replace;



server-group {
subscriber-server {
203.0.113.2;

}
active-server-group subscriber-server;
group relay-0 {
authentication {
password $ABC123;
username-include {
user-prefix usero;

mac-address;

}
interface ge-1/1/0.100;
interface ge-1/1/0.200;

}

radius-server {
198.51.100.11 secret "$ABC123$ABC123$ABC123"; ## SECRET-DATA

profile subscriber-profile {
authentication-order radius;
radius {
authentication-server 198.51.100.11;
accounting-server 198.51.100.11;
}
radius-server {
198.51.100.11 secret "$ABC123$ABC123"; ## SECRET-DATA
}
accounting {
order radius;

statistics time;
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CHAPTER 5

Configuring Hierarchical CoS Scheduling on MPLS
Ethernet Pseudowire Subscriber Interfaces
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Enhanced Subscriber Management Subscriber Logical Interfaces or
Interface Sets Over Underlying Logical Interfaces for a CoS scheduler
Hierarchy

Starting in Junos OS Release 15.1, you can enable a CoS scheduling hierarchy for subscriber logical
interfaces or interface sets over underlying logical interfaces. Until Junos OS Release 14.2, an interface
set can be either at Layer 2 or Layer 3 levels of the CoS three-level hierarchical scheduler. When the
interface set is at the Layer 3 level, a mechanism to configure the Layer 2 node to which the Layer 3
node belonged was not available. As a result, the Layer 2 node was a dummy node in such a case for the
three-level hierarchical scheduler.

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an interface set to
denote a home network, it might be necessary to configure the home network and the access node
(such as a digital subscriber line access multiplexer, or DSLAM) in a scheduler hierarchy. This method of
hierarchical scheduler is necessary in agent circuit identifier (ACI) VLANs because a home or an ACl is
always an interface set in such topologies. You can now enable an enhanced subscriber management
logical interface, such as an MPLS pseudowire logical interface to function as a Layer 2 node in a CoS
hierarchical scheduler. A subscriber logical interface is considered to operate at Layer 2 only if you
configure three-level hierarchical scheduling on the logical tunnel anchor point on the physical interface



(the IFD). An MPLS pseudowire is a virtual device that is stacked above the logical tunnel anchor point.
Implicit hierarchy processes the interface stack properly in such a setup. To configure three-level
hierarchical scheduling, include the implicit- hierarchy option at the [edit interfaces “$junos-interface-ifd-
name” hierarchical-scheduler] or the [edit interfaces 1t-device hierarchical-scheduler] hierarchy level. If the
implicit-hierarchy option is not set on the logical tunnel anchor point, logical interfaces behave normally
with the hierarchical-scheduler mode configured with or without the hierarchical-scheduler maximum-

hierarchy-levels option under the [edit interfaces interface-name hierarchical-scheduler] statement.

In this case, when you apply a traffic-control profile to the pseudowire and service logical interfaces,
they both reside in level 3 scheduler nodes and do not form a scheduling hierarchy, which might not be
the desirable behavior. Subscriber logical interfaces at Layer 3 that are stacked over the underlying
logical interfaces at Layer 2 are supported if the Layer 2 logical interface is an underlying interface of the
Layer 3 interface.

For example, if a PPPoE logical interface contains an underlying logical interface, ge-1/0/0.100, the
ge-1/0/0.100 interface can be at Layer 2 and the PPPoE logical interface can be at Layer 3. You can also
configure PPP or IP demux interfaces in such a fashion at Layer 3. Similarly, you can configure logical
interfaces at Layer 2 that serve as underlying interfaces for logical interface sets, such as PPPoE ACI
interface sets or IP demux interface sets, where all the member logical interfaces of the interface set
contain the same underlying logical interface at Layer 2. You can configure the logical interfaces at Layer
2 in a dynamic profile or in a static CoS configuration.

Dynamic profile CoS configuration for underlying logical interfaces is supported because two interface
stanzas with TCPs in one dynamic profile are considered valid. For dynamic underlying logical interfaces,
you can configure in a profile different from the client logical interface profile or in the same profile as
the client profile. If the underlying logical interface is static and CoS is configured dynamically in a
dynamic profile, it must be specified in the same profile as the client logical interface. However, CoS for
the underlying logical interfaces must be configured either in a dynamic profile or in a static CoS
because both static CoS and dynamic CoS are not supported on the same logical interface.

Reparenting is a technique that denotes the movement of the CoS hierarchical scheduler from one node
to another node, such as moving all logical interfaces stacked over an underlying logical interface on top
of the base physical interface to be over the underlying logical interface directly and adding the
scheduling node. This movement might occur when when CoS for the underlying logical interface or the
underlying interface set is configured later than the client logical interface (IP demux or PPPoE).

Reparenting is not supported for enhanced subscriber management logical interfaces in a CoS
hierarchical scheduler that includes enhanced subscriber management logical interfaces over a purely
dynamic column and enhanced subscriber management logical interfaces over a partially static column.
The following describes real-world network environments where reparenting might be required and the
alternative approaches that can be adopted in such conditions:

Adding or removing static CoS configuration from an IFL set or an underlying IFL with enhanced
subscriber management logical interface on top of it—In such a scenario, adding or removing static CoS
is not supported after a subscriber has logged in to the interface column in an environment where



enhanced subscriber management is enabled. A commit error occurs when you attempt this CoS
configuration change. This commit failure is not a problem in customer networks because the networks
are previously designed, Layer 2 nodes specified, and CoS is configured much before clients are logged
in.

Two dynamic profiles for Client logical interfaces over a single CVLAN (or an ACI VLAN) with underlying
CoS configuration in one client profile and not in the other profile—In such a scenario, you can maintain
dynamic profiles with underlying configuration to be consistent - either all profiles contain underlying
CoS config or none of them contain CoS configuration. A negative acknowledgment is sent when a
subscriber attempts to log in if a differing way of CoS configuration is observed in the client profiles.

A client profile for an internal node (for example, C-VLAN or IFL set) that does not contain CoS initially
and CoS is applied later using a service profile—In such a scenario, it is required that you always specify
CoS scheduling in the client profile if you want to reapply some of the settings using a service profile. If
this method of configuration is not adopted, a negative acknowledgment is sent when a subscriber
attempts to log in. Static or dynamic demux, PPPoE, or PPP interfaces over aggregated Ethernet logical
interfaces are not supported.

Consider a scenario in which three subscriber queues, namely, PPPoE subscriber queue 1, PPPoE
subscriber queue 2, and DHCP subscriber queues, are established. A Gigabit Ethernet interface,
ge-1/0/0 is at Layer 1. Two Layer 2 interface nodes are stacked over the Layer 1 base interface. The
Layer 2 interfaces are ge-1/0/0.x or demux0.x and ge-1/0/0.y or demuxO.y. Logical interface sets,
pppoe-iflset (for access node) and demux-iflset (for home network), are configured at Layer 3 to handle
two sets of PPPoE subscriber queues respectively over the Layer 2 interface, ge-1/0/0.x or demux0.x. A
traffic control profile, subscriber-tcp, is attached to both these Layer 3 IFL sets. ppp-demux-iflset (demux
and pppoe) is the interface set over the Layer 2 interface of ge-1/0/0.y or demuxO.y. A traffic control
profile, subscriber-tcp, is attached to this interface set. ge-1/0/0.X or demux0.X is the UIFL for all logical
interfaces that belong to the pppoe-iflset and demux-iflset. In this topology, ge-1/0/0.Y or demuxQ.Y is
the UIFL for all logical interface that belong to ppp-demux-ifiset.

Consider another scenario in which three susbcriber queues, PPPoE subscriber queues, demux
subscriber queues, and DHCP subscriber queues, are established. A Gigabit Ethernet interface, ge-1/0/0
is at Layer 1. Two Layer 2 interface nodes are stacked over the Layer 1 base interface. The Layer 2
interfaces are ge-1/0/0.X or demux0.X, and ge-1/0/0.Y or demux0.Y. At Layer 3, pp0.XX is configured
over the underlying Layer 2 interface of ge-1/0/0.X or demux0.X, demux0.ZZ is configured over the
underlying Layer 2 interface of ge-1/0/0.X or demux0.X, and pp0.YY is configured over the underlying
Layer 2 interface of ge-1/0/0.Y or demux0.Yge- 1/0/0.Y or demuxQ.Y. Traffic control profiles, subcriber-
tcp, are applied to pp0.xx for PPPoE subscriber queues, to demuxO0.yy for demux subscriber queues, and
pp0.yy for DHCP subscriber queues. In this topology, ge-1/0/0.X or demux0.X is the underlying IFL for
pp0.XX and demux0.ZZ. ge-1/0/0.Y or demux0.Y is the underlying IFL for ppQ.YY.



Enhanced Subscriber Management Subscriber Logical Interfaces or
Interface Sets Over MPLS Pseudowires for a CoS scheduler Hierarchy

Starting in Junos OS Release 15.1, you can enable a CoS scheduling hierarchy for subscriber logical
interfaces or interface sets over underlying MPLS pseudowire logical interfaces. Until Junos OS Release
14.2, an interface set can be either at Layer 2 or Layer 3 levels of the CoS three-level hierarchical
scheduler. When the interface set is at the Layer 3 level, a mechanism to configure the Layer 2 node to
which the Layer 3 node belonged was not available. As a result, the Layer 2 node was a dummy node in
such a case for the three-level hierarchical scheduler.

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an interface set to
denote a home network, it might be necessary to configure the home network and the access node
(such as a digital subscriber line access multiplexer, or DSLAM) in a scheduler hierarchy. This method of
hierarchical scheduler is necessary in agent circuit identifier (ACI) VLANs because a home or an ACl is
always an interface set in such topologies.

Enhanced subscriber management enables you to take advantage of increased scaling and performance
for configuring and managing dynamic interfaces and services for subscriber management. You can now
enable an enhanced subscriber management logical interface, such as an MPLS pseudowire logical
interface to function as a Layer 2 node in a CoS hierarchical scheduler. A subscriber logical interface is
considered to operate at Layer 2 only if you configure three-level hierarchical scheduling on the logical
tunnel anchor point on the physical interface (the IFD). An MPLS pseudowire is a virtual device that is
stacked above the logical tunnel anchor point. Implicit hierarchy processes the interface stack properly
in such a setup. To configure three-level hierarchical scheduling, include the implicit- hierarchy option at
the [edit interfaces “$junos-interface-ifd-name” hierarchical-scheduler] or the [edit interfaces 1t-device
hierarchical-scheduler] hierarchy level. If the implicit-hierarchy option is not set on the logical tunnel
anchor point, logical interfaces behave normally with the hierarchical-scheduler mode configured with or
without the hierarchical-scheduler maximum-hierarchy-levels option under the [edit interfaces interface-name
hierarchical-scheduler] statement. Figure 1 on page 93 shows the protocol stack for a pseudowire
subscriber logical interface.



Figure 1: Pseudowire Subscriber Interface Protocol Stack
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In this case, when you apply a traffic-control profile to the pseudowire and service logical interfaces,
they both reside in level 3 scheduler nodes and do not form a scheduling hierarchy, which might not be
the desirable behavior. Subscriber logical interfaces at Layer 3 that are stacked over the underlying
MPLS pseudowire logical interfaces at Layer 2 are supported if the Layer 2 logical interface is an
underlying interface of the Layer 3 interface.

For example, if a PPPoE logical interface contains an MPLS pseudowire, psps-anchor-device-
name.logical-unit-number, as the underlying interface, the psps-anchor-device-name.logical-unit-
number interface can be at Layer 2 and the PPPoE logical interface can be at Layer 3. You can also
configure PPP or IP demux interfaces in such a fashion at Layer 3. Similarly, you can configure MPLS
pseudowire logical interfaces at Layer 2 that serve as underlying interfaces for logical interface sets,
such as PPPoE ACl interface sets or IP demux interface sets, where all the member logical interfaces of



the interface set contain the same underlying MPLS pseudowire at Layer 2. You can configure the MPLS
pseudowire logical interfaces at Layer 2 in a dynamic profile or in a static CoS configuration.

Dynamic profile CoS configuration for underlying logical interfaces is supported because two interface
stanzas with TCPs in one dynamic profile are considered valid. For dynamic pseudowire underlying
logical interfaces, you can configure in a profile different from the client logical interface profile or in the
same profile as the client profile. If the underlying logical interface is static and CoS is configured
dynamically in a dynamic profile, it must be specified in the same profile as the client logical interface.
However, CoS for the underlying logical interfaces must be configured either in a dynamic profile or in a
static CoS because both static CoS and dynamic CoS are not supported on the same logical interface.

Reparenting is a technique that denotes the movement of the CoS hierarchical scheduler from one node
to another node, such as moving all logical interfaces stacked over an underlying logical interface on top
of the base physical interface to be over the underlying logical interface directly and adding the
scheduling node. This movement might occur when when CoS for the underlying logical interface or the
underlying interface set is configured later than the client logical interface (IP demux or PPPoE).

Reparenting is not supported for enhanced subscriber management logical interfaces in a CoS
hierarchical scheduler that includes enhanced subscriber management logical interfaces over a purely
dynamic column and enhanced subscriber management logical interfaces over a partially static column.
The following describes real-world network environments where reparenting might be required and the
alternative approaches that can be adopted in such conditions:

Adding or removing static CoS configuration from a logical interface (IFL) set or an underlying IFL with
enhanced subscriber management logical interface on top of it is not supported. In such a scenario,
adding or removing static CoS is not supported after a subscriber has logged in to the interface column
in an environment where enhanced subscriber management is enabled. A commit error occurs when you
attempt this CoS configuration change. This commit failure is not a problem in customer networks
because the networks are previously designed, Layer 2 nodes specified, and CoS is configured much
before clients are logged in.

Two dynamic profiles for Client logical interfaces over a single CVLAN (or an ACI VLAN) with underlying
CoS configuration in one client profile and not in the other profile—In such a scenario, you can maintain
dynamic profiles with underlying configuration to be consistent - either all profiles contain underlying
CoS config or none of them contain CoS configuration. A negative acknowledgment is sent when a
subscriber attempts to log in if a differing way of CoS configuration is observed in the client profiles.

A client profile for an internal node (for example, C-VLAN or IFL set) that does not contain CoS initially
and CoS is applied later using a service profile—In such a scenario, it is required that you always specify
CoS scheduling in the client profile if you want to reapply some of the settings using a service profile. If
this method of configuration is not adopted, a negative acknowledgment is sent when a subscriber
attempts to log in. Static or dynamic demux, PPPoE, or PPP interfaces over aggregated Ethernet logical
interfaces are not supported.

Consider a scenario in which three subscriber queues, namely, PPPoE subscriber queue 1, PPPoE
subscriber queue 2, and DHCP subscriber queues, are established. A logical tunnel interface, It-1/0/0 is



at Layer 1. Two Layer 2 interface nodes are stacked over the Layer 1 base interface. The Layer 2
interfaces are psX.Y and psX.Z. Logical interface sets, ppp0.XX (for access node) and demux0.ZZ (for
home network), are configured at Layer 3 to handle PPPoE subscriber queues and DHCP subscriber
gueues respectively over the Layer 2 interface, psX.Y. A logical interface, pp0Q.YY, is configured at Layer 3
to handle PPPoE subscriber queues over the Layer 2 interface, psX.Z. A traffic control profile,
subscriber-tcp, is attached to these Layer 3 interfaces. psX.Y is the underlying logical interface for
pp0.XX and demux0.ZZ if Y is not 0. psX.Z is the underlying logical interface for ppO.YY if Z is not O.
psX.0 is called the pseudowire transport logical interface and psX.Y (where Y is not equal to 0) is called
the pseudowire service logical interface.

Consider another scenario in which two susbcriber queues, PPPoE subscriber queues and DHCP
subscriber queues, are established. A logical tunnel interface, It- 1/0/0 is at Layer 1. Two Layer 2
interface nodes are stacked over the Layer 1 base interface. The Layer 2 interfaces are psX.Y and psX.Z.
Logical interface sets, pppoe-ifiset (for access node) and demux-ifiset (for home network), are configured
at Layer 3 to handle PPPoE subscriber queues and DHCP subscriber queues respectively over the Layer
2 interface, psX.. A logical interface set, ppp-demux-iflset, is configured at Layer 3 to handle PPPoE and
DHCP subscriber queues over the Layer 2 interface, psX.Z. A traffic control profile, subscriber-tcp, is
attached to these Layer 3 interfaces. psX.Y is the underlying logical interface for all logical interfaces that
belong to the pppoe-iflset and demux-iflset if Y is not equal to 0. psX.Z is the underlying logical interface
for all logical interfaces that belong to the ppp-demux-iflset interface set if Z is not 0. psX.0 is called the
pseudowire transport logical interface and psX.Y (where Y is not equal to 0) is called the pseudowire
service logical interface.

Configuring Layer 2 Subscriber Logical Interfaces for CoS Hierarchical
Schedulers Using Dynamic Profiles for Differentiating Home and Access
Node Networks

In certain Broadband Remote Access Server (B-RAS) deployments, when you use an interface set to
denote a home network, it might be necessary to configure the home network and the access node
(such as a digital subscriber line access multiplexer, or DSLAM) in a scheduler hierarchy. This method of
hierarchical scheduler is necessary in agent circuit identifier (ACI) VLANs because a home or an ACl is
always an interface set in such topologies. You can configure a subscriber logical interface or an
interface set at Layer 3 over an underlying enhanced subscriber management logical interface that
functions as a Layer 2 node. You can configure a the Layer 2 logical interface in a CoS dynamic profile.

Before you apply CoS attributes to VLANSs:
e Create a basic dynamic profile.

See Configuring a Basic Dynamic Profile.



Consider a scenario in which a Layer 3 interface set, ACl-set aci-1006-ps0.3221225479, is stacked over
dynamic a MPLS pseudowire service logical interface, ps0.3221225479, at Layer 2. You can configure
only one traffic-control-profile under a dynamic profile. You must define the output-traffic-control-
profile that binds the traffic-control profile to the interface within the same dynamic profile as the
interface. Two traffic control profiles are defined to apply an output traffic scheduling and shaping
profile to the MPLS pseudowire logical interface. These control profiles are an-tcp to be applied for TCP
subscribers that are terminated at the access mode and an-tcp-remaining, which is a remaining traffic-
control profile to a logical interface to provide minimal CoS scheduling when you have not configured or
over-provisioned Layer 3 schedulers.

To apply CoS attributes, such as shaping, at the household level, you must set and define the CoS policy
for the agent-circuit-identifier VLAN interface set using the dynamic profile for the agent-circuit-
identifier interface set (not the subscriber profile). You can also configure a traffic-control profile and a
remaining traffic-control profile for a dynamic interface set.

The following example is a CoS profile for an ACI set using a unique-ID based dynamic scheduler map:

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to the dynamic
interface set that represents the ACI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]
user@host# edit interface "$junos-interface-name"

2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit interface "$junos-interface-ifd-name"

3. Configure the CoS traffic-control profile.

[edit class-of-service]

user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate

user@host# set guaranteed-rate rate



4. Specify the output traffic control profile and the remaining traffic control profile for the underlying
logical interfaces that are members of the interface set.

[edit class-of-service interfaces]

user@host# edit interface "$junos-interface-ifd-name" unit "$junos-underlying-interface-unit"
user@host# edit output-traffic-control-profile profile-name

user@host# edit output-traffic-control-profile-remaining profile-name

5. Specify the output traffic control profile for the interface set.

[edit class-of-service interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ACI set using a unique ID-based dynamic scheduler map:

aci-set-profile {

variables {
ds1q0g2DP uid;
ds191g2DP uid;
bel_dp uid;
ef1_dp uid;
af1_dp uid;
ncl_dp uid;

}

interfaces {
interface-set "$junos-interface-set-name" {

interface "$junos-interface-ifd-name";

}
class-of-service {
traffic-control-profiles {
tep2 {
inactive: scheduler-map ss1q@qiDP;
shaping-rate 50m;
guaranteed-rate 30m;
overhead-accounting bytes -20;
}
tep3 {
scheduler-map "$ds1q1qg2DP";

shaping-rate 30m;



3

guaranteed-rate 10m;

overhead-accounting bytes -20;

interfaces {

interface-set "$junos-interface-set-name" {

3

output-traffic-control-profile

output-traffic-control-profile

scheduler-maps {
"$ds1g0q2DP" {

3

be
af

nc

forwarding-class scheduler

forwarding-class scheduler

forwarding-class scheduler

"$ds1q1g2DP" {

3

ef
af
nc

forwarding-class scheduler

forwarding-class scheduler

forwarding-class scheduler

schedulers {
"$be1_dp" {

}

transmit-rate percent 25;
priority low;

drop-profile-map loss-priority
drop-profile-map loss-priority
drop-profile-map loss-priority

drop-profile-map loss-priority

"$ef1_dp" {

}

transmit-rate percent 25;
priority low;

drop-profile-map loss-priority
drop-profile-map loss-priority
drop-profile-map loss-priority

drop-profile-map loss-priority

"$af1_dp" {

transmit-rate percent 25;
priority low;
drop-profile-map loss-priority

tcp2;
-remaining tcp3;

"$bel_dp";
"$af1_dp";
"$ncl_dp";

"$ef1_dp";
"$af1_dp";
"$ncl_dp";

low protocol any drop-profile d3;
medium-low protocol any drop-profile d2;
medium-high protocol any drop-profile di;
high protocol any drop-profile do;

low protocol any drop-profile d3;
medium-low protocol any drop-profile d2;
medium-high protocol any drop-profile di;
high protocol any drop-profile do;

low protocol any drop-profile d3;



drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;

drop-profile-map loss-priority high protocol any drop-profile do;

}

"$ncl1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;

}

You can use the show class-of-service scheduler-hierarchy interface interface-name command to verify the
CoS hierarchical schedulers configured on the interfaces. For example, the following output illustrates
that ACl-set aci-1003-demux0.3221225482 is stacked over demux0.3221225482.

user@host> show class-of-service scheduler-hierarchy interface ge-0/2/0

Interface/ Shaping Guarnteed Guaranteed/ Queue Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
ge-0/2/0 1000000
ge-0/2/0 RTP 1000000 0 1 1
best-effort 1000000 0 Low Low 950
network-control 1000000 0 Low Low 50
demux@.3221225482 100000 80000 500 500
demux0.3221225482 RTP
30000 20000 125 125
best-effort 30000 19000 Low Low 950
network-control 30000 1000 Low Low 50

aci-1003-demux0.3221225482 out-of-scheduler-resources

From the following sample output, you can verify that ACl-iflset aci-1001-ps1.3221225472 is stacked
over a static pseudowire transport logical interface, ps1.0

user@host> show class-of-service scheduler-hierarchy interface ps1

Interface/ Shaping Guarnteed Guaranteed/ Queue Excess



Resource name rate rate Excess weight weight

kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps1.0 100000 0 1 1
ps1.0 RTP 500000 0 1 1
best-effort 400000 0 Low Low 1000
aci-1001-ps1.3221225472
200000 10000 500 500
best-effort 160000 2000 Low Low 1000

From the following sample output, you can verify that ACl-set aci-1006-ps0.3221225479 is stacked
over the dynamic pseudowire service logical interface, ps0.3221225479.

user@host> show class-of-service scheduler-hierarchy interface ps@

Interface/ Shaping Guarnteed Guaranteed/ Queue Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps0.32767 10000000 2000 50 50
best-effort 10000000 1900 Low Low 950
network-control 10000000 100 Low Low 50
ps@.3221225479 100000 0 1 1
ps0.3221225479 RTP 40000 20000 500 500
best-effort 5000 3000 Medium Low 1
expedited-forwarding 40000 2000 Medium High 1000
aci-1006-ps0.3221225479
100000 10000 250 250
best-effort 5000 1500 Medium Low 1
expedited-forwarding 100000 1000 Medium High 500
assured-forwarding 100000 1000 Medium High 500

network-control 100000 2000 High High 1
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Example: Configuring Layer 2 Subscriber Logical Interfaces for CoS
Hierarchical Schedulers Using Static CoS for Differentiating Home and
Access Node Networks

IN THIS SECTION
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Starting in Junos OS Release 15.1, in certain Broadband Remote Access Server (B-RAS) deployments,
when you use an interface set to denote a home network, it might be necessary to configure the home
network and the access node (such as a digital subscriber line access multiplexer, or DSLAM) in a
scheduler hierarchy. This method of hierarchical scheduler is necessary in agent circuit identifier (ACI)
VLANs because a home or an ACl is always an interface set in such topologies. You can enable an
enhanced subscriber management logical interface, such as an MPLS pseudowire logical interface to
function as a Layer 2 node in a CoS hierarchical scheduler. A subscriber logical interface is considered to
operate at Layer 2 only if you configure CoS three-level hierarchical scheduling on the logical tunnel
anchor point on the physical interface (the IFD). When you include the implicit-hierarchy option, a
hierarchical relationship is formed between the CoS scheduler nodes at level 1, level 2, and level 3. The
implicit-hierarchy option is supported only on MPC/MIC subscriber interfaces and interface sets running
over aggregated Ethernet on MX Series routers.

Requirements
This example uses the following hardware and software components:
e Junos OS Release 15.1

e MX Series Router with MPCs



Overview

You specify an anchor point, which identifies the logical tunnel interface that terminates the pseudowire
tunnel at the access node. Consider a scenario in which It-0/3/0 is the logical tunnel interface, and an
MPLS pseudowire transport logical interface, ps1.0, that is anchored on the logical tunnel. Three-level
hierarchical scheduling is enabled on the logical tunnel interface for static CoS configuration.

Configuration

IN THIS SECTION

CLI Quick Configuration | 102

Configuring an MPLS Pseudowire Transport Logical Interface Over a Logical Tunnel in a Static CoS
Setup | 103

Results | 104

To configure an enhanced subscriber management logical interface, such as an MPLS pseudowire logical
interface to function as a Layer 2 node in a CoS hierarchical scheduler. perform these tasks:

CLI Quick Configuration

To quickly configure the MPLS pseudowire logical interface to function as a Layer 2 node in a three-level
hierarchical scheduler, copy the following commands and paste them into the router terminal window:

[edit]

set interfaces 1t-0/3/0

set interfaces 1t-0/3/0 hierarchical-scheduler implicit-hierarchy

set interfaces psi

set interfaces psl1 description client-port-l2circuit

set interfaces psl1 flexible-vlan-tagging

set interfaces ps1 anchor-point 1t-0/3/0

set interfaces ps1 unit 0

set interfaces psl1 unit @ encapsulation ethernet-ccc

set interfaces ps1 unit @ output-traffic-control-profile profile-name



Configuring an MPLS Pseudowire Transport Logical Interface Over a Logical Tunnel in a Static CoS
Setup

Step-by-Step Procedure

Three-level scheduling on pseudowire logical interfaces over a transport logical interface requires you to
apply the traffic-control profiles at both the pseudowire logical interface and the pseudowire transport
logical interface. To configure three-level scheduling on pseudowire transport logical interfaces over a
logical tunnel physical interface (LT ifd):

1. Configure the hierarchical scheduler for the physical interface used for the logical tunnel (anchor
point). For three-level scheduling the hierarchical scheduler must be set to implicit-hierarchy.

[edit]
user@host#edit interfaces 1t-0/3/0

user@hostitset hierarchical-scheduler implicit-hierarchy

2. Specify that you want to configure the pseudowire subscriber logical interface device.

[edit]
user@host# edit interfaces psi

3. Configure a description for the pseudowire subscriber logical interface.

[edit interfaces ps1]

user@host# set description client-port-l2circuit

4. Specify the flexible-vlan-tagging statement to indicate that this interface is for use with both VLAN
and stacked VLAN ranges.

[edit interfaces psi]
user@host# set flexible-vlan-tagging

5. Specify the logical tunnel (It) interface that identifies the Packet Forwarding Engine that processes
the pseudowire termination.

[edit interfaces ps1]
user@host# set anchor-point 1t-0/3/0



6. Specify that you want to configure unit O, which represents the transport logical interface.

[edit interfaces ps1]
user@host# edit unit 0

7. Specify the ethernet-ccc encapsulation method for the transport logical interface.

[edit interfaces ps@ unit 0]

user@host# set encapsulation ethernet-ccc

8. Specify the traffic-control profile to use on the pseudowire transport logical interface.

[edit class-of-service]

user@host#edit interfaces ps 1

user@hosti#edit unit 0

user@hostiset output-traffic-control-profile profile-name

Results

In configuration mode, confirm your configuration by entering the show command. If the output does not
display the intended configuration, repeat the configuration instructions in this example to correct it.

[edit]
1t-0/3/0 {
hierarchical-scheduler implicit-hierarchy;

ps1 {
description client-port-12circuit;
anchor-point {
1t-0/3/0;
}
flexible-vlan-tagging;
unit @ {

encapsulation ethernet-ccc;



Verification

IN THIS SECTION

Verifying the Scheduler Hierarchy Configured on the Interfaces | 105

Confirm that the configuration is working properly.

Verifying the Scheduler Hierarchy Configured on the Interfaces

Purpose

Verify the CoS hierarchical scheduler configured on the Layer 2 and Layer 3 interface nodes.

Action

From operational mode, enter the show class-of-service scheduler-hierarchy interface psé command.

user@host> show class-of-service scheduler-hierarchy interface pso

Interface/ Shaping Guarnteed Guaranteed/ Queue Excess
Resource name rate rate Excess weight weight
kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps0.0 200000 0 1 1
ps0.0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps@.3221225474 100000 0 1 1
best-effort 5000 0 Medium Low 1000

user@host> show class-of-service scheduler-hierarchy interface pso



Interface/ Shaping Guarnteed Guaranteed/ Queue Excess

Resource name rate rate Excess weight weight
kbits kbits priority high/low
1t-0/3/0 10000000
1t-0/3/0 RTP 10000000 0 1 1
best-effort 10000000 0 Low Low 950
network-control 10000000 0 Low Low 50
ps@.32767 10000000 2000 33 33
best-effort 10000000 1900 Low Low 950
network-control 10000000 100 Low Low 50
ps0.3221225474 200000 0 1 1
ps@.3221225474 RTP 100000 30000 500 500
best-effort 30000 3000 Medium Low 250
expedited-forwarding 32000 9000 Low Low 750
pp0.3221225475 100000 10000 166 166
best-effort 5000 1500 Low Low 1
expedited-forwarding 100000 1000 Medium High 500
assured-forwarding 100000 1000 Medium High 500
network-control 100000 2000 High High 1
Meaning

Shows that dynamic pseudowire service logical interface, ps0.3221225474, is stacked over the static
pseudowire transport logical interface, ps0.0. Also, the sample output denotes that pp0.3221225475 is
stacked over dynamic pseudowire service logical interface, ps0.3221225474.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

15.1 Starting in Junos OS Release 15.1, in certain Broadband Remote Access Server (B-RAS) deployments,
when you use an interface set to denote a home network, it might be necessary to configure the home
network and the access node (such as a digital subscriber line access multiplexer, or DSLAM) in a
scheduler hierarchy.


https://apps.juniper.net/feature-explorer/

CHAPTER 6

Configuring Dedicated Queue Scaling with
Hierarchical CoS or Per-Unit Scheduling
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Dedicated Queue Scaling for CoS Configurations on MIC and MPC
Interfaces Overview
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Queuing Ethernet Modular Port Concentrators (MPCs) provide a set of dedicated queues for subscriber
interfaces configured with hierarchical scheduling or per-unit scheduling.

The dedicated queues offered on these MPCs enable service providers to reduce costs through different
scaling configurations. These queuing MPCs enable service providers to reduce the cost per subscriber
by allowing many subscriber interfaces to be created with four or eight queues.

This topic describes the overall queue, scheduler node, and /logical interface scaling for subscriber
interfaces created on these MIC and MPC combinations.



Queue Scaling for MPCs

Beginning with Junos OS Release 15.1, MPC2E-3D-NG-Q, MPC3E-3D-NG-Q, MPC5EQ-40G10G, and
MPC5EQ-100G10G MPCs support up to five levels of hierarchical queuing. Beginning with Junos OS
Release 16.1R1, MPC7 line cards also support five levels of hierarchical queuing. Table 13 on page 108
lists the number of dedicated queues and nodes supported per MPC.

Table 13: Dedicated Queues for MPCs

MPC Dedicated Level 4 Nodes Level 3 Nodes Level 2 Nodes Level 1 Nodes
Queues (Ports)

MPC2E-3D-NG- | 512,000 64,000 16,000 4000 384

Q

MPC3E-3D-NG-

Q

MPC5EQ-40G1 | 1 million 128,000 32,000 4000 384

0G

MPC5EQ-100G

10G

MPC7 512,000 64,000 16000 8000 252
MPC10E on 256,000 32,000 8,000 4,000 128
MX10K series

platforms

A CAUTION: The maximum scaling targets provided in Table 13 on page 108 are based on
system level design specifications. Actual realized subscriber or session scale is highly
dependent upon the configuration and can be influenced by configuration variables
including: the number of routes, the number of enabled services, the number of policy
and firewall filters, policers, counters, statistics and access model type. Once you define
a configuration, your Juniper account team can help characterize the expected system
level scale or scale range for your live deployment.

MPCs vary in the number of Packet Forwarding Engines on board. MPC2E-3D-NG-Q and MPC3E-3D-
NG-Q MPCs each have one Packet Forwarding Engine, allowing all 64,000 level 4 (subscriber) nodes to
be allocated to a single MIC. MPC5EQ MPCs have two Packet Forwarding Engines, one for each



possible MIC, each supporting 64,000 level 4 (subscriber) nodes. MPC7 MPCs also have two Packet
Forwarding Engines, one for each possible MIC, each supporting 256,000 dedicated queues and 32,000
level 4 (subscriber) nodes.

@ NOTE: The nonqueuing MPCs MPC2E-3D-NG, MPC3E-3D-NG, MPC5E-40G10G, and
MPC5E-100G10G provide up to eight queues per port in standard configuration.
However, each of these MPCs can be configured to provide limited-scale hierarchical
class of service (HCoS) and up to 32,000 queues.

Managing Remaining Queues

In Junos OS releases earlier than Release 15.1R4, SNMP traps generate system log messages to notify
you:

e When the number of available dedicated queues on the MPC drops below 10 percent. For example:

Mar 15 14:55:22.977 host cosd[1963]: COSD_OUT_OF _DEDICATED_QUEUES: Queue usage count for
interface xe-3/0/0 is at 90 percent

¢  When the maximum number of dedicated queues on the MPCs is reached. For example,

Mar 15 18:01:59.344 host cosd[3848]: COSD_OUT_OF _DEDICATED_QUEUES: Queue usage count for
interface xe-3/0/0 is at 100 percent.

When the maximum number of dedicated queues is allocated, the system does not provide
subsequent subscriber interfaces with a dedicated set of queues. For per-unit scheduling
configurations, there are no configurable queues remaining on the MPC.

For hierarchical scheduling configurations, remaining queues are available when the maximum number
of dedicated queues is reached on the MPC. Traffic from these logical interfaces is considered
unclassified and attached to a common set of queues that are shared by all subsequent logical interfaces.
These common queues are the default port queues that are created for every port. You can configure a
traffic-control profile and attach that to the interface to provide CoS parameters for the remaining
gueues. These subscriber interfaces remain with this traffic-control profile, even if dedicated queues
become available.

@ NOTE: Starting in Junos OS Release 15.1R4, the
COSD_OUT_OF_DEDICATED_QUEUES functionality is not available for QoS-enabled
dynamic subscribers. Starting in Junos OS Release 17.4R1, CoS resource monitoring



enables you to set a per-FPC queue threshold of up to 90 percent of resources bound to
a scheduling hierarchy; subscriber logins are not allowed when the threshold is reached.
However, this threshold applies to all queues, not dedicated queues alone. See Resource
Monitoring for Subscriber Management and Services Overview for more information.

Change History Table

Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

16.1R1 Beginning with Junos OS Release 16.1R1, MPCY7 line cards also support five levels of hierarchical
queuing.

15.1R1 Beginning with Junos OS Release 15.1, MPC2E-3D-NG-Q, MPC3E-3D-NG-Q, MPC5EQ-40G10G, and
MPC5EQ-100G10G MPCs support up to five levels of hierarchical queuing.

Hierarchical Class of Service User Guide
Understanding Hierarchical Scheduling

Managing Dedicated and Remaining Queues for Static CoS Configurations on MIC and MPC
Interfaces

Understanding Hierarchical Scheduling for MIC and MPC Interfaces

Managing Dedicated and Remaining Queues for Dynamic CoS
Configurations on MIC and MPC Interfaces
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Configuring the Maximum Number of Queues for MIC and MPC Interfaces | 111

Configuring Remaining Common Queues on MIC and MPC Interfaces | 111
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https://www.juniper.net/documentation/en_US/junos/topics/concept/hw-cos-trio-scheduling-hierarchical.html

This topic describes how to manage dedicated and remaining queues for static and dynamic subscriber
interfaces configured in dynamic profiles.

You manage queues at the chassis and physical port level in the static configuration hierarchies, then
configure dynamic scheduling and shaping parameters for the subscriber interfaces in the dynamic
profile.

Configuring the Maximum Number of Queues for MIC and MPC Interfaces

30-Gigabit Ethernet Queuing MPCs and 60-Gigabit Ethernet Queuing and Enhanced Queuing MPCs
support a dedicated number of queues when configured for hierarchical scheduling and per-unit
scheduling configurations.

To scale the number of subscriber interfaces per queue, you can modify the number of queues
supported on the MIC.

To configure the number of queues:

1. Specify that you want to configure the MIC.

user@host# edit chassis fpc slot-number pic pic-number

2. Configure the number of queues.

[edit chassis fpc slot-number pic pic-number]

user@host# set max-queues-per-interface (8 | 4)

SEE ALSO

Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview | 107

Configuring Remaining Common Queues on MIC and MPC Interfaces

30-Gigabit Ethernet Queuing MPCs and 60-Gigabit Ethernet Queuing and Enhanced Queuing MPCs
support a dedicated set of queues when configured with hierarchical scheduling.

When the number of dedicated queues is reached on the module, there can be queues remaining. Traffic
from these logical interfaces are considered unclassified and attached to a common set of queues that
are shared by all subsequent logical interfaces.

You can configure traffic shaping and scheduling resources for the remaining queues by attaching a
special traffic-control profile to the interface. This feature enables you to provide the same shaping and
scheduling to remaining queues as the dedicated queues.



To configure the remaining queues on a MIC or MPC interface:

1. Configure CoS parameters in a traffic-control profile.

[edit class-of-servicel]
user@host# edit traffic-control-profiles profile-name

2. Enable hierarchical scheduling for the interface.

[edit interfaces Interface-name]
user@host# set hierarchical-scheduler

3. Attach the traffic control profiles for the dedicated and remaining queues to the port on which you
enabled hierarchical scheduling.

To provide the same shaping and scheduling parameters to dedicated and remaining queues,
reference the same traffic-control profile.

a. Attach the traffic-control profile for the dedicated queues on the interface.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile profile-name

b. Attach the traffic-control profile for the remaining queues on the interface.

[edit class-of-service interfaces interface-name]
user@host# set output-traffic-control-profile-remaining profile-name

SEE ALSO

Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview | 107

Verifying the Number of Dedicated Queues Configured on MIC and MPC Interfaces | 113
Dedicated Queue Scaling for CoS Configurations on MIC and MPC Interfaces Overview | 107

Configuring Static Hierarchical Scheduling in a Dynamic Profile
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Verifying the Number of Dedicated Queues Configured on MIC and MPC
Interfaces
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Purpose

Display the number of dedicated queue resources that are configured for the logical interfaces on a port.

Action

user@host#show class-of-service interface ge-1/1/0
Physical interface: ge-1/1/0, Index: 166
Queues supported: 4, Queues in use: 4
Total non-default queues created: 4
Scheduler map: <default>, Index: 2
Chassis scheduler map: <default-chassis>, Index: 4

Logical interface: ge-1/1/0.100, Index: 72, Dedicated Queues: no
Shaping rate: 32000

Object Name Type Index
Scheduler-map <remaining> 0
Classifier ipprec-compatibility ip 13

Logical interface: ge-1/1/0.101, Index: 73, Dedicated Queues: no

Shaping rate: 32000

Object Name Type Index
Scheduler-map <remaining> 0
Classifier ipprec-compatibility ip 13

Logical interface: ge-1/1/0.102, Index: 74, Dedicated Queues: yes

Shaping rate: 32000
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Object Name Type Index
Traffic-control-profile <control_tc_prof> Output 45866
RELATED DOCUMENTATION

Managing Dedicated and Remaining Queues for Static CoS Configurations on MIC and MPC
Interfaces

Managing Dedicated and Remaining Queues for Dynamic CoS Configurations on MIC and MPC
Interfaces | 110
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In a subscriber access network, traffic with different encapsulations can be passed downstream to other
customer premise equipment (CPE) through the MX Series router. Managing the bandwidth of
downstream ATM traffic to Ethernet interfaces can be especially difficult because of the different Layer
2 encapsulations.

The downstream network is not necessarily the directly attached network. In typical broadband network
gateway (BNG) configurations, the directly attached network is an Ethernet access network, which
provides access to either another frame-based network, or a cell-based network.

The overhead accounting feature enables you to shape traffic based on whether the downstream
network is a frame-based network, like Ethernet, or a cell-based network, like ATM. It assigns a byte
adjustment value to account for different encapsulations.

This feature is available on MIC and MPC interfaces.

Effective Shaping Rate

The shaping-rate, also known as peak information rate (PIR), is the maximum rate for a scheduler node
or queue.

The true rate of a subscriber at the access-loop/CPE is a function of:
e The shaping-rate in effect for the subscriber’s household, in bits per second.
o Whether the subscriber is connected to a frame-based or cell-based network.

e Number of bytes in each frame that are accounted for by the shaper.

@ NOTE: Chassis egress-shaping-overhead is not included in the effective rate. Egress-
shaping-overhead accounts for the physical interface overhead (ISO OSI Layer 1). Effective
shaping-rate is a Layer 2 (ISO OSI) rate.

Shaping Modes

There are two modes used for adjusting downstream traffic:

e Frame shaping mode is useful for adjusting downstream traffic with different encapsulations. Shaping
is based on the number of bytes in the frame, without regard to cell encapsulation or padding
overhead. Frame is the default shaping mode on the router.

o Cell shaping modeis useful for adjusting downstream cell-based traffic. In cell shaping mode, shaping
is based on the number of bytes in cells, and accounts for the cell encapsulation and padding
overhead.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/egress-shaping-overhead-edit-chassis.html

When you specify cell mode, the resulting traffic stream conforms to the policing rates configured in
downstream ATM switches, reducing the number of packet drops in the Ethernet network.

To account for ATM segmentation, the router adjusts all of the rates by 48/53 to account for 5-byte
ATM AALS5 encapsulation. In addition, the router accounts for cell padding, and internally adjusts
each frame by 8 bytes to account for the ATM trailer.

Byte Adjustments

When the downstream traffic has different byte sizes per encapsulation, it is useful to configure a byte
adjustment value to adjust the number of bytes per packet to be included in or excluded from the
shaping mechanism. This value represents the number of bytes that are encapsulated and decapsulated
by the downstream equipment. For example, to properly account for a 4-byte header stripped by the
downstream network, set the overhead-accounting bytes to -4. To properly account for a 12-byte
header added by the downstream network, set the overhead-accounting bytes to 12.

We recommend that you specify a byte adjustment value that represents the difference between the
CPE protocol overhead and B-RAS protocol overhead.

The system rounds up the byte adjustment value to the nearest multiple of 4. For example, a value of 6
is rounded to 8, and a value of -10 is rounded to -8.

You do not need to configure a byte adjustment value to account for the downstream ATM network.
However, you can specify the byte value to account for additional encapsulations or decapsulations in
the downstream network.

Relationship with Other CoS Features

Enabling the overhead accounting feature affects the resulting shaping rates, guaranteed rate, and
excess rate parameters, if they are configured.

The overhead accounting feature also affects the egress shaping overhead feature that you can
configure at the chassis level. We recommend that you use the egress shaping-overhead feature to
account for the Layer 2 overhead of the outgoing interface, and use the overhead-accounting feature to
account for downstream traffic with different encapsulations and cell-based networks.

When both features are configured, the total byte adjustment value is equal to the adjusted value of the
overhead-accounting feature plus the value of the egress-shaping-overhead feature. For example, if the
configured byte adjustment value is 40, and the router internally adjusts the size of each frame by 8, the
adjusted overhead accounting value is 48. That value is added to the egress shaping overhead of 24 for
a total byte adjustment value of 72.



Configuring Static Shaping Parameters to Account for Overhead in Downstream Traffic Rates | 124

Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream Traffic Rates |
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Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific Tags | 128

Configuring Dynamic Shaping Parameters to Account for Overhead in
Downstream Traffic Rates

You can configure the overhead accounting feature to shape downstream traffic based on either frames
or cells.

You can also account for the different byte sizes per encapsulation by configuring a byte adjustment
value for the shaping mode.

This feature is supported on MPCs on MX Series routers.
To configure the overhead accounting feature in a dynamic profile:

1. Do one of the following to configure the shaping mode:

e Specify the shaping mode.

Frame shaping mode is enabled by default.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name

user@host#set overhead-accounting (frame-mode | cell-mode)

e Configure a variable for the shaping mode.
[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name
user@hosti#set overhead-accounting $junos-cos-shaping-mode

2. (Optional) Do one of the following to configure the byte adjustment value:

e Specify a byte adjustment value.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name

user@host#set overhead-accounting bytes byte-value



e Configure a variable for the byte adjustment.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-name

user@hostiset overhead-accounting bytes $junos-cos-byte-adjust

BEST PRACTICE: We recommend that you specify a byte adjustment value that
represents the difference between the customer premise equipment (CPE) protocol
overhead and B-RAS protocol overhead.

The available range is -120 through 124 bytes. The system rounds up the byte
adjustment value to the nearest multiple of 4. For example, a value of 6 is rounded
to 8, and a value of -10 is rounded to -8.

Bandwidth Management for Downstream Traffic in Edge Networks Overview | 115

Example: Configuring Dynamic Shaping Parameters to Account for Overhead in Downstream Traffic
Rates | 119

Verifying the Scheduling and Shaping Configuration for Subscriber Access | 72

Example: Configuring Dynamic Shaping Parameters to Account for
Overhead in Downstream Traffic Rates
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This topic describes two scenarios for which you can configure dynamic shaping parameters to account
for packet overhead in a downstream network.

The RADIUS administrator supplies the initial values on the RADIUS server, and the service activation is
performed at subscriber login.



Figure 2 on page 120 shows the sample network that the examples reference.

Figure 2: Sample Network Topology for Downstream Traffic
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Managing Traffic with Different Encapsulations

In this example, the MX Series router shown in Figure 2 on page 120 sends stacked VLAN frames to the
DSLAM, and the DSLAM sends single-tagged VLAN frames to the residential gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account for the
different frame sizes. The difference between the stacked VLAN (S-VLAN) frames sent by the router and
the single-tagged VLAN frames received at the residential gateway is a 4-byte VLAN tag. The residential
gateway receives frames that are 4 bytes less.

To account for the different frame sizes, you configure the frame shaping mode with -4 byte adjustment:
1. Configure the traffic shaping parameters in the dynamic profile and attach them to the interface.

Enabling the overhead accounting feature affects the resulting shaping rate, guaranteed rate, and
excess rate parameters, if they are configured.

[edit]
dynamic-profiles {
ethernet-downstream-network {
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {

family inet;

}
class-of-service {

traffic-control-profiles {



tcp-example-overhead-accounting-frame-mode {
excess-rate percent $junos-cos-excess-rate
guaranteed-rate $junos-cos-guaranteed-rate
overhead-accounting $junos-cos-shaping-mode bytes $junos-cos-byte-adjust
shaping-rate $junos-cos-shaping-rate;

}
interfaces {
$junos-interface-ifd-name {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcpl;
}

Table 14 on page 121 lists the initial values defined by the RADIUS administrator for the shaping
rates.

Table 14: Initial Shaping Values at Subscriber Login For Traffic With Different Encapsulations

Predefined Variable RADIUS Tag Value
$junos-cos-shaping-rate TO2 10m
$junos-cos-guaranteed-rate TO3 2m
$junos-cos-excess-rate TO5 50
$junos-cos-shaping-mode TO7 frame-mode
$junos-cos-byte-adjust TO8 -4

2. Verify the adjusted rates.

user@hosti#show class-of-service traffic-control-profile

Traffic control profile: tcp-example-overhead-accounting-frame-mode, Index: 61785



Excess rate 50

Shaping rate: 10000000

Guaranteed rate: 2000000

Overhead accounting mode: Frame Mode

Overhead bytes: —4

Managing Downstream Cell-Based Traffic

In this example, the DSLAM and residential gateway shown in Figure 2 on page 120 are connected
through an ATM cell-based network. The MX Series router sends Ethernet frames to the DSLAM, and
the DSLAM sends ATM cells to the residential gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account for the
different physical network characteristics.

The administrator does not need to configure a byte adjustment value to account for the downstream
ATM network, but has the option of configuring a byte adjustment value to account for different
encapsulations or decapsulations.

To account for the different frame sizes, configure cell shaping mode:
1. Configure the traffic shaping parameters in the dynamic profile and attach them to the interface.

Enabling the overhead accounting feature affects the resulting shaping rate, guaranteed rate, and
excess rate parameters, if they are configured.

[edit]
dynamic-profiles {
atm-downstream-network {
interfaces {
$junos-interface-ifd-name {
unit $junos-underlying-interface-unit {

family inet;

}
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-cell-mode {
excess-rate percent $junos-cos-excess-rate
guaranteed-rate $junos-cos-guaranteed-rate
overhead-accounting $junos-cos-shaping-mode

shaping-rate $junos-cos-shaping-rate



}
interfaces {
$junos-interface-ifd-name {
unit "$junos-underlying-interface-unit" {
output-traffic-control-profile tcpl;
}

Table 15 on page 123 lists the initial values defined by the RADIUS administrator for the shaping
rates.

Table 15: Initial Shaping Values at Subscriber Login For Downstream Cell-Based Traffic

Predefined Variable RADIUS Tag Value
$junos-cos-shaping-rate TO2 10m
$junos-cos-guaranteed-rate TO3 2m
$junos-cos-excess-rate TO5 50
$junos-cos-shaping-mode TO7 cell-mode

2. Verify the adjusted rates.

user@hostitshow class-of-service traffic-control-profile

Traffic control profile: tcp-example-overhead-accounting-cell-mode, Index: 61785
Shaping rate: 10000000

Excess rate 50

Guaranteed rate: 2000000

Overhead accounting Cell Mode

Overhead bytes: 0



To account for ATM segmentation, the MX Series router adjusts all of the rates by 48/53 to account
for ATM AALS5 encapsulation. In addition, the router accounts for cell padding, and internally adjusts
each frame by 8 bytes to account for the ATM trailer.
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Configuring Static Shaping Parameters to Account for Overhead in
Downstream Traffic Rates

The overhead accounting feature enables you to account for downstream traffic that has different
encapsulations or downstream traffic from cell-based equipment, such as ATM switches.

You can configure the overhead accounting feature to shape downstream traffic based on frames or cell
shaping mode.

You can also account for the different byte sizes per encapsulation by configuring a byte adjustment
value for the shaping mode.

To configure the shaping mode and byte adjustment value for static CoS configurations:

1. Specify the shaping mode.

Frame shaping mode is enabled by default.
[edit class-of-service traffic-control-profiles profile-namel
user@host# set overhead-accounting (frame-mode | cell-mode)
2. (Optional) Specify a byte adjustment value.

[edit class-of-service traffic-control-profiles profile-name

user@host# set overhead-accounting bytes byte-value]

BEST PRACTICE: We recommend that you specify a byte adjustment value that
represents the difference between the customer premise equipment (CPE) protocol
overhead and the B-RAS protocol overhead.



The available range is -120 through 124 bytes. The system rounds up the byte
adjustment value to the nearest multiple of 4. For example, a value of 6 is rounded to 8,
and a value of -10 is rounded to -8.
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Example: Configuring Static Shaping Parameters to Account for
Overhead in Downstream Traffic Rates
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This topic describes two scenarios for which you can configure static shaping parameters to account for
packet overhead in a downstream network.

Figure 3 on page 125 shows the sample network that the examples reference.

Figure 3: Sample Network Topology for Downstream Traffic
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Managing Traffic with Different Encapsulations

In this example, the MX Series router shown in Figure 3 on page 125 sends stacked VLAN frames to the
DSLAM, and the DSLAM sends single-tagged VLAN frames to the residential gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account for the
different frame sizes. The difference between the stacked VLAN (S-VLAN) frames sent by the router and
the single-tagged VLAN frames received at the residential gateway is a 4-byte VLAN tag. The residential
gateway receives frames that are 4 bytes less.

To account for the different frame sizes, the network administrator configures the frame shaping mode
with -4 byte adjustment:

1. The network administrator configure the traffic shaping parameters and attaches them to the
interface.

Enabling the overhead accounting feature affects the resulting shaping rate, guaranteed rate, and
excess rate parameters, if they are configured.

[edit]
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-frame-mode {

shaping-rate 10m;
shaping-rate-priority-high 4m;
guaranteed-rate 2m;
excess-rate percent 50;

overhead-accounting frame-mode bytes -4;

}
}
interfaces {
ge-1/0/0 {
output-traffic-control-profile tcp-example-overhead-accounting-frame-mode;
}
}

2. The network administrator verifies the adjusted rates.

user@hostitshow class-of-service traffic-control-profile
Traffic control profile: tcp-example-overhead-accounting-frame-mode, Index: 61785
Shaping rate: 10000000



Shaping rate priority high: 4000000
Excess rate 50

Guaranteed rate: 2000000

Overhead accounting mode: Frame Mode

Overhead bytes: —4

Managing Downstream Cell-Based Traffic

In this example, the DSLAM and residential gateway shown in Figure 3 on page 125 are connected
through an ATM cell-based network. The MX Series router sends Ethernet frames to the DSLAM, and
the DSLAM sends ATM cells to the residential gateway.

To accurately shape traffic at the residential gateway, the MX Series router must account for the
different physical network characteristics.

To account for the different frame sizes, the network administrator configures the cell shaping mode
with -4 byte adjustment:

1. Configure the traffic shaping parameters and attach them to the interface.

Enabling the overhead accounting feature affects the resulting shaping rate, guaranteed rate, and
excess rate parameters, if they are configured.

[edit]
class-of-service {
traffic-control-profiles {
tcp-example-overhead-accounting-cell-mode {

shaping-rate 10m;
shaping-rate-priority-high 4m;
guaranteed-rate 2m;
excess-rate percent 50;
overhead-accounting cell-mode;

}
}
interfaces {
ge-1/0/0 {
output-traffic-control-profile tcp-example-overhead-accounting-cell-mode;
}
}



2. Verify the adjusted rates.

user@host#show class-of-service traffic-control-profile

Traffic control profile: tcp-example-overhead-accounting-cell-mode, Index: 61785
Shaping rate: 10000000

Shaping rate priority high: 4000000

Excess rate 50

Guaranteed rate: 2000000

Overhead accounting mode: Cell Mode

Overhead bytes: @

To account for ATM segmentation, the MX Series router adjusts all of the rates by 48/53 to account
for ATM AALS encapsulation. In addition, the router accounts for cell padding, and internally adjusts
each frame by 8 bytes to account for the ATM trailer.
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Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-
Specific Tags
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You can use access line parameters received in PPPoE discovery packets to set the shaping-rate and
overhead-accounting class-of-service attributes on dynamic subscriber interfaces in a broadband access
network. This feature is supported on MPC/MIC interfaces on MX Series routers.



The shaping rate is based on the Actual-Data-Rate-Downstream attribute.

The overhead accounting value is based on the Access-Loop-Encapsulation attribute and specifies
whether the access loop uses Ethernet (frame mode) or ATM (cell mode).

You can configure class-of-service attributes, for example the shaping-rate, using the CLI, RADIUS
vendor-specific attributes, ANCP, multicast, or in this case, PPPoE vendor-specific tags.

CLI Interaction with PPPoE Vendor-Specific Tags

When you enable this feature, the values supplied by the PPPoE vendor-specific tags override the
parameters that you have configured in the CLI for the shaping-rate and overhead-accounting statements at
the [edit dynamic-profiles profile-name class-of-service traffic-control-profiles] hierarchy level. The shaping
rate is based on the actual-data-rate-downstream attribute, and is only overridden if the vs-tag value is
less than the configured value.

To enable this feature, include the dynamic-class-of-service-options statement at the [edit dynamic-profiles
profile-name class-of-service] hierarchy level. Specify the appropriate attribute as a value for the vendor-
specific-tags option.

RADIUS Interaction with PPPoE Vendor-Specific Tags

When you enable this feature, the PPPoE vendor-specific tags override the dynamic configuration of the
shaping-rate and overhead-accounting values in RADIUS vendor-specific attributes. The shaping-rate
value is only overridden if the vs-tag value is less than the RADIUS value.

RADIUS CoA can overwrite the existing values. Upon receipt of a RADIUS CoA, the RADIUS value
overrides the value set from the PPPoE vendor-specific tags.

PPPoE vendor-specific tags can override the RADIUS values, but a later RADIUS CoA request can then
override that value.

ANCP Interaction with PPPoE Vendor-Specific Tags
You can mix ANCP and PPPoE vendor-specific tags on dynamic PPPoE interfaces, dynamically

instantiated PPPoE interfaces, and ACl-sets. ANCP values override the PPPoE values. In this case, the
ANCP shaping rate value overrides the PPPoE value.

Multicast QoS Adjustment Interaction with PPPoE Vendor-Specific Tags

Multicast QoS adjustments are not affected by this feature. The multicast adjustments adjust the
shaping-rate set by PPPoE vendor-specific tags.



Shaping Rate Restrictions

Shaping rate has the following restrictions regarding the downstream-rate:

e |f the downstream-rate is less than the configured shaping-rate (as set in the CLI or using RADIUS
attributes) then it is applied, subject to other restrictions. If the downstream-rate is greater than or
equal to the configured shaping-rate, no changes are performed.

e The downstream-rate cannot be less than a configured guaranteed-rate. If it is, the downstream-rate
is set to the guaranteed-rate.

e The downstream-rate cannot be less than a configured adjust-minimum-rate. If it is, the downstream-
rate is set to the adjust-mimimum-rate.

e The downstream-rate cannot be less than 1000 bps. If it is, the downstream-rate is set to 1000 bps.

e The downstream-rate cannot be less than the sum of the transmit-rates of all queues.

Bandwidth Management for Downstream Traffic in Edge Networks Overview | 115

Configuring the Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific Tags on
Dynamic Subscriber Interfaces | 130

Configuring the Shaping Rate and Overhead Accounting Based on PPPoE
Vendor-Specific Tags on Dynamic Subscriber Interfaces

To configure the PPPoE vendor-specific tags feature in a dynamic profile:

@ NOTE: When you enable this feature, the values supplied by the PPPoE vendor-specific
tags override the parameters that you have configured for shaping-rate and overhead-
accounting statements at the [edit dynamic-profiles profile-name class-of-service traffic-
control-profile] hierarchy level.

1. (Optional) To configure the shaping rate based on access line information:

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags actual-data-rate-downstream



2. (Optional)To configure the overhead-accounting based on access-line information:

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]
user@host# set vendor-specific-tags access-loop-encapsulation

Setting Shaping Rate and Overhead Accounting Based on PPPoE Vendor-Specific Tags | 128
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Reporting the Effective Shaping Rate for Subscribers

The Effective-Shaping-Rate VSA [26-177] provides the best estimate for a subscriber’s downstream
traffic rate for accounting purposes. The VSA is included in RADIUS Acct-Start, Acct-Stop, and Interim-
Acct messages. The reported rate is the rate enforced on the L3, L2, or L1 node according to local policy.
The value of the VSA varies depending on your configuration:

o Actual rate—When effective shaping rate reporting is enabled.

e Advisory rate—When the advisory rate is configured and effective shaping rate reporting is not
enabled.

e Port speed—When the advisory rate is not configured and effective shaping rate reporting is not
enabled.

When you disable reporting, the VSA reports either the advisory rate or port speed for both existing
subscribers and new subscribers that log in after reporting is disabled.

To enable reporting of the actual downstream traffic rate:

e Enable reporting.

[edit chassis]

user@host1# set effective-shaping-rate



@ NOTE: When the traffic control profile for the subscriber specifies cell-mode, the effective
shaping rate does not account for cell padding according to the encapsulation type. The
rate includes the 48/53 cell tax.
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Verifying the Effective Shaping Rate Reporting Configuration
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Purpose

Verify whether reporting is enabled for the effective shaping rate. Display the effective shaping rate
when reporting is enabled.

Action

e To display configuration information for effective shaping rate reporting:

[edit]
user@host# show chassis


https://www.juniper.net/documentation/en_US/junos/topics/concept/cos-subscriber-access-adjustments.html

effective-shaping-rate;

o To display the effective shaping rate in kilobits per second when reporting is enabled:

show subscribers extensive

user@host> show subscribers extensive
Type: VLAN

Logical System: default

Routing Instance: default

Interface: demux@.1073741837
Interface type: Dynamic

Interface Set: ifset-1

Underlying Interface: ael

Dynamic Profile Name: svlan-dhcp-test
State: Active

Session ID: 1

Stacked VLAN Id: 0x8100.201

VLAN Id: 0x8100.201

Login Time: 2011-11-30 00:18:04 PST
Effective shaping-rate: 31000000

Reporting the Effective Shaping Rate for Subscribers | 131



CHAPTER 8

Applying CoS to Households or Individual
Subscribers Using ACI-Based Dynamic VLANSs
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Applying CoS Attributes to VLANs Using Agent-Circuit-ldentifiers

To apply CoS attributes, such as shaping, at the household level, you must set and define the CoS policy
for the ACI VLAN interface set using the dynamic profile for the ACI interface set (not the subscriber
profile). You can also configure a traffic-control profile and a remaining traffic-control profile for a
dynamic interface set.

The following example is a CoS profile for an ACI interface set using a unique-ID based dynamic
scheduler map:

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to the dynamic
interface set that represents the ACI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]

user@host# edit interface "$junos-interface-name"



2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]

user@host# edit interface-set "$junos-interface-set-name
user@host# edit interface "$junos-interface-ifd-name"

3. Configure the CoS traffic-control profile.

[edit class-of-service]

user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate

user@host# set guaranteed-rate rate

4. Specify the interfaces.

[edit class-of-service interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ACI set using a unique ID-based dynamic scheduler map:

dynamic-profiles {

aci-set-profile {

variables {
ds1q0g2DP uid;
ds1q192DP uid;
bel_dp uid;
ef1_dp uid;
af1_dp uid;
ncl_dp uid;

}

interfaces {
interface-set "$junos-interface-set-name" {

interface "$junos-interface-ifd-name";

}
class-of-service {
traffic-control-profiles {
tep2 {
scheduler-map ss1q@q1DP;



shaping-rate 50m;
guaranteed-rate 30m;

overhead-accounting bytes -20;

}

tep3 {
scheduler-map "$ds1q1g2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;

}

}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;

}
scheduler-maps {
"$ds1q0qg2DP" {
forwarding-class be scheduler "$bel_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";
}
"$ds1q1g2DP" {
forwarding-class ef scheduler "$ef1_dp";
forwarding-class af scheduler "$af1_dp";

forwarding-class nc scheduler "$nc1_dp";

}
schedulers {
"$bel_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;
}
"$ef1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;

drop-profile-map loss-priority medium-low protocol any drop-profile d2;



drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;

}

"$af1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;

}

"$nc1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;

}
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A router in a subscriber access network ensures c/ass of service (CoS) for dynamic subscriber interfaces.
An MX Series router with Modular Port Concentrator/Modular Interface Card (MPC/MIC) interfaces
ensures that subscribers receive an adequate minimum bandwidth, referred to as the guaranteed rate,
and maximum bandwidth, referred to as the shaping rate. For dynamic VLAN subscriber interfaces based
on agent circuit identifier (ACl) information, you can shape the bandwidth either at a per-household
level for a dynamic ACl interface set, or at a per-subscriber level for a dynamic VLAN subscriber
interface associated with an ACl interface set.

To help you manage bandwidth more efficiently and economically for ACl-based dynamic VLAN
subscriber interfaces for PPPoE subscribers, you can configure the router to use specific PPPoE vendor-
specific attributes (VSAs) found in PPPoE control packets to adjust the CoS shaping-rate and overhead-
accounting attributes for dynamic ACl interface sets and their associated ACl-based dynamic VLAN
subscriber interfaces.

This overview covers the following topics:

CoS Shaping Rate Adjustment

The CoS shaping rate adjustment is based on the value of the Actual-Data-Rate-Downstream DSL
Forum VSA [26-130] found in PPPoE Active Discovery Initiation (PADI) and PPPoE Active Discovery
Request (PADR) control packets for PPPoE traffic. The Actual-Data-Rate-Downstream VSA contains the
actual downstream data rate, in kilobits per second, of the subscriber’s synchronized digital subscriber
line (DSL) link.

To configure the router to use the Actual-Data-Rate-Downstream VSA to adjust the CoS shaping-rate
attribute, include the vendor-specific-tags statement with the actual-data-rate-downstream option at the [edit
dynamic-profiles profile-name class-of-service dynamic-class-of-service-options] hierarchy level in either the
dynamic profile that defines the ACl interface set or the dynamic profile that configures the associated
dynamic PPPoE (pp0) subscriber interface.

When you enable this feature, the value of the Actual-Data-Rate-Downstream VSA overrides the
shaping-rate value configured at the [edit dynamic-profiles profile-name class-of-service traffic-control-
profiles] hierarchy level only if the Actual-Data-Rate-Downstream VSA value is less than the shaping-rate
value configured with the CLI.



CoS Overhead Accounting Adjustment

The CoS overhead accounting adjustment is based on the value of the Access-Loop-Encapsulation DSL
Forum VSA [26-144] found in PADI and PADR control packets for PPPoE traffic. The Access-Loop-
Encapsulation VSA identifies the encapsulation used by the subscriber associated with the digital
subscriber line access multiplexer (DSLAM) access loop from which requests are initiated.

The value of the Data Link subfield in the Access-Loop-Encapsulation VSA determines the overhead
accounting mode in use on the access loop. If the Data Link subfield value is O (ATM Adaptation Layer 5,
or AALDS5), the access loop uses cell-mode encapsulation. If the Data Link subfield value is 1 (Ethernet),
the access loop uses frame-mode encapsulation.

In subscriber access networks where the router passes downstream ATM traffic to Ethernet interfaces,
the different Layer 2 encapsulations between the router and the PPPoE Intermediate Agent on the
DSLAM make managing the bandwidth of downstream ATM traffic difficult. Using the Access-Loop-
Encapsulation VSA to shape traffic based on frames or cells enables the router to adjust the overhead-
accounting attribute in order to apply the correct downstream rate for the subscriber.

To configure the router to use the Access-Loop-Encapsulation VSA to adjust the CoS overhead-
accounting attribute, include the vendor-specific-tags statement with the access-1loop-encapsulation option at
the [edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options] hierarchy level in
either the dynamic profile that defines the ACl interface set or the dynamic profile that configures the
associated dynamic PPPoE (pp@) subscriber interface.

When you enable this feature, the value of the Access-Loop-Encapsulation VSA always overrides the
overhead-accounting value configured at the [edit dynamic-profiles profile-name class-of-service traffic-
control-profiles] hierarchy level.

Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting

When you configure the router to use one or both of the Actual-Data-Rate-Downstream VSA value and
Access-Loop-Encapsulation VSA value to adjust the CoS shaping rate and overhead accounting
attributes, respectively, the router adjusts these attributes when the dynamic ACl interface set is created
and the router receives the PADI and PADR packets from the first subscriber interface belonging to the
ACl interface set.

You can configure CoS adjustment based on either or both VSAs in either or both of the following
dynamic profiles:

e To configure adjustment of the CoS shaping rate and overhead accounting on a per-household basis,
use the dynamic profile that defines the dynamic ACl interface set.

e To configure adjustment of the CoS shaping rate and overhead accounting on a per-subscriber basis,
use the dynamic profile that defines the ACl-based dynamic PPPoE (pp0) subscriber interface
associated with the ACl interface set.



Table 16 on page 140 summarizes how the dynamic profile in which you configure CoS adjustment for
ACl-based dynamic VLANSs using one or both VSAs affects the router behavior.

Table 16: CoS Adjustment in Dynamic Profiles for ACI Interface Sets and ACI-Based Subscriber
Interfaces

VSAs Specified in ACI Interface VSAs Specified in PPPoE Result
Set Dynamic Profile Subscriber Interface Dynamic
Profile
Yes No Router adjusts specified CoS attributes

only for dynamic ACl interface set

No Yes Router adjusts specified CoS attributes
only for ACl-based dynamic PPPoE
subscriber interface

Yes Yes Router adjusts specified CoS attributes
for both dynamic ACl interface set and
ACl-based dynamic PPPoE subscriber
interface

No No Router does not adjust CoS attributes
for either the dynamic ACl interface set
or the ACl-based dynamic PPPoE
subscriber interface

Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead
Accounting

You can also configure the router to use the Actual-Data-Rate-Downstream VSA and Access-Loop-
Encapsulation VSA values in PPPoE control packets to adjust the CoS shaping rate and overhead
accounting attributes, respectively, for dynamic subscriber interfaces not associated with dynamic ACI
interface sets.

With the exception of the constraints described in "Restrictions for Configuring Adjustment of CoS
Shaping Rate and Overhead Accounting for Dynamic ACI Interface Sets" on page 141, most of the
guidelines and restrictions that apply to this feature for use with non-ACI-based dynamic subscriber
interfaces also apply to its use for dynamic ACl interface sets and their associated ACI-based dynamic
VLAN subscriber interfaces.
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Restrictions for Configuring Adjustment of CoS Shaping Rate and
Overhead Accounting for Dynamic ACI Interface Sets

The following restrictions apply when you configure the router to use the Actual-Data-Rate-
Downstream VSA and Access-Loop-Encapsulation vendor-specific attribute (VSA) values in PPPoE
control packets to adjust the CoS shaping rate and overhead accounting attributes, respectively, for
dynamic ACl interface sets and their associated agent circuit identifier (ACl)-based dynamic VLAN
subscriber interfaces:

e You cannot configure adjustment of CoS shaping rate and overhead accounting attributes based on
Actual-Data-Rate-Downstream VSA and Access-Loop-Encapsulation VSA values that the router
receives from the following sources:

e RADIUS servers
e Access Node Control Protocol (ANCP) access loop information
e Dynamic Host Configuration Protocol (DHCP) discovery packets
e You cannot use this feature to report information about the PPPoE VSA values to RADIUS.

e You cannot use this feature to configure CoS adjustment of upstream data traffic on a dynamic ACI
interface set.
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Adjusting the CoS Shaping Rate and Overhead Accounting Parameters
for Agent Circuit Identifier-Based Dynamic VLANs

You can configure the router to use either or both of the Actual-Data-Rate-Downstream [26-130] or
Access-Loop-Encapsulation [26-144] DSL Forum vendor-specific attribute (VSA) values in PPPoE control
packets to adjust the CoS shaping-rate and overhead-accounting attributes, respectively, for dynamic
agent circuit identifier (ACI) interface sets and their associated ACl-based dynamic VLAN subscriber
interfaces.

Before you begin:

e To configure adjustment of the CoS shaping rate and overhead accounting attributes on a per-
household basis, create a dynamic profile that defines the dynamic ACl interface set.

See Defining ACI Interface Sets.

e To configure adjustment of the CoS shaping rate and overhead accounting attributes on a per-
subscriber basis, create a dynamic profile that defines the ACI-based dynamic PPPoE (pp0) subscriber
interface associated with the ACl interface set.

See Configuring Dynamic VLAN Subscriber Interfaces Based on Agent Circuit Identifier Information.

To configure the router to use the Actual-Data-Rate-Downstream or Access-Loop-Encapsulation VSA
values in PPPoE control packets to adjust the CoS shaping-rate and overhead-accounting attributes for
dynamic ACI interface sets and associated ACI-based dynamic VLAN subscriber interfaces, do either or
both of the following:

¢ In a dynamic profile for an ACl interface set or a dynamic profile for an ACl-based PPPoE subscriber
interface, configure adjustment of the CoS shaping-rate attribute based on the value of the Actual-
Data-Rate-Downstream VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]

user@host# set vendor-specific-tags actual-data-rate-downstream

¢ In a dynamic profile for an ACl interface set or a dynamic profile for an ACl-based PPPoE subscriber
interface, configure adjustment of the CoS overhead-accounting attribute based on the value of the
Access-Loop-Encapsulation VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]

user@host# set vendor-specific-tags access-loop-encapsulation
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Applying CoS Attributes to VLANs Using Access-Line Identifiers

To apply CoS attributes, such as shaping, at the household level, you must set and define the CoS policy
for the access-line-identifier (ALI) VLAN interface set using the dynamic profile for the ALl interface set
(not the subscriber profile). You can also configure a traffic-control profile and a remaining traffic-control
profile for a dynamic interface set.

The following example is a CoS profile for an ALl interface set using a unique-ID based dynamic
scheduler map:

Configure a CoS dynamic profile with a simple traffic-control profile that is applied to the dynamic
interface set that represents the ALI VLAN.

1. Configure CoS to support a dynamic interface set in the CoS profile:

[edit dynamic-profiles profile-name]
user@host# edit interface "$junos-interface-name"



2. Configure the interfaces.

[edit dynamic-profiles profile-name interfaces]

user@host# edit interface-set "$junos-interface-set-name
user@host# edit interface "$junos-interface-ifd-name"

3. Configure the CoS traffic-control profile.

[edit class-of-service]

user@host# edit traffic-control-profiles traffic-control-profile-name
user@host# set shaping-rate rate

user@host# set guaranteed-rate rate

4. Specify the interfaces.

[edit class-of-service interfaces]
user@host# edit interface-set "$junos-interface-set-name"
user@host# edit output-traffic-control-profile profile-name

The following example is a CoS profile for an ALI set using a unique ID-based dynamic scheduler map:

dynamic-profiles {

ali-set-profile {

variables {
ds1q0g2DP uid;
ds1q192DP uid;
bel_dp uid;
ef1_dp uid;
af1_dp uid;
ncl_dp uid;

}

interfaces {
interface-set "$junos-interface-set-name" {

interface "$junos-interface-ifd-name";

}
class-of-service {
traffic-control-profiles {
tep2 {
scheduler-map ss1q@q1DP;



shaping-rate 50m;
guaranteed-rate 30m;

overhead-accounting bytes -20;

}

tep3 {
scheduler-map "$ds1q1g2DP";
shaping-rate 30m;
guaranteed-rate 10m;
overhead-accounting bytes -20;

}

}
interfaces {
interface-set "$junos-interface-set-name" {
output-traffic-control-profile tcp2;
output-traffic-control-profile-remaining tcp3;

}
scheduler-maps {
"$ds1q0qg2DP" {
forwarding-class be scheduler "$bel_dp";
forwarding-class af scheduler "$af1_dp";
forwarding-class nc scheduler "$nc1_dp";
}
"$ds1q1g2DP" {
forwarding-class ef scheduler "$ef1_dp";
forwarding-class af scheduler "$af1_dp";

forwarding-class nc scheduler "$nc1_dp";

}
schedulers {
"$bel_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;
}
"$ef1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;

drop-profile-map loss-priority medium-low protocol any drop-profile d2;



drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;

}

"$af1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;

}

"$nc1_dp" {
transmit-rate percent 25;
priority low;
drop-profile-map loss-priority low protocol any drop-profile d3;
drop-profile-map loss-priority medium-low protocol any drop-profile d2;
drop-profile-map loss-priority medium-high protocol any drop-profile di;
drop-profile-map loss-priority high protocol any drop-profile do;

}
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A router in a subscriber access network ensures c/ass of service (CoS) for dynamic subscriber interfaces.
An MX Series router with Modular Port Concentrator/Modular Interface Card (MPC/MIC) interfaces
ensures that subscribers receive an adequate minimum bandwidth, referred to as the guaranteed rate,
and maximum bandwidth, referred to as the shaping rate. For dynamic VLAN subscriber interfaces based
on access-line identifiers (ALl), you can shape the bandwidth either at a per-household level for a
dynamic ALl interface set, or at a per-subscriber level for a dynamic VLAN subscriber interface
associated with an ALl interface set.

To help you manage bandwidth efficiently and economically for ALI-based dynamic VLAN subscriber
interfaces for PPPoE subscribers, you can configure the router to use specific PPPoE vendor-specific
attributes (VSAs) found in PPPoE control packets to adjust the CoS shaping-rate and overhead-
accounting attributes for dynamic ALI interface sets and their associated ALI-based dynamic VLAN
subscriber interfaces.

This overview covers the following topics:

CoS Shaping Rate Adjustment

The CoS shaping rate adjustment is based on the value of the Actual-Data-Rate-Downstream DSL
Forum VSA [26-130] found in PPPoE Active Discovery Initiation (PADI) and PPPoE Active Discovery
Request (PADR) control packets for PPPoE traffic. The Actual-Data-Rate-Downstream VSA contains the
actual downstream data rate, in bits per second, of the subscriber’s synchronized DSL link.

To configure the router to use the Actual-Data-Rate-Downstream VSA to adjust the CoS shaping-rate
attribute, include the vendor-specific-tags statement with the actual-data-rate-downstream option at the [edit
dynamic-profiles profile-name class-of-service dynamic-class-of-service-options] hierarchy level in either the
dynamic profile that defines the ALl interface set or the dynamic profile that configures the associated
dynamic PPPoE (ppo) subscriber interface.

When you enable this feature, the value of the Actual-Data-Rate-Downstream VSA overrides the
shaping-rate value configured at the [edit dynamic-profiles profile-name class-of-service traffic-control-
profiles] hierarchy level only if the Actual-Data-Rate-Downstream VSA value is less than the shaping-rate
value configured with the CLI.



CoS Overhead Accounting Adjustment

The CoS overhead accounting adjustment is based on the value of the Access-Loop-Encapsulation DSL
Forum VSA [26-144] found in PADI and PADR control packets for PPPoE traffic. The Access-Loop-
Encapsulation VSA identifies the encapsulation used by the subscriber associated with the DSL access
multiplexer (DSLAM) access loop from which requests are initiated.

The value of the Data Link subfield in the Access-Loop-Encapsulation VSA determines the overhead
accounting mode in use on the access loop. If the Data Link subfield value is O (ATM Adaptation Layer 5,
or AALDS5), the access loop uses cell-mode encapsulation. If the Data Link subfield value is 1 (Ethernet),
the access loop uses frame-mode encapsulation.

In subscriber access networks where the router passes downstream ATM traffic to Ethernet interfaces,
the different Layer 2 encapsulations between the router and the PPPoE Intermediate Agent on the
DSLAM make managing the bandwidth of downstream ATM traffic difficult. Using the Access-Loop-
Encapsulation VSA to shape traffic based on frames or cells enables the router to adjust the overhead-
accounting attribute to apply the correct downstream rate for the subscriber.

To configure the router to use the Access-Loop-Encapsulation VSA to adjust the CoS overhead-
accounting attribute, include the vendor-specific-tags statement with the access-1loop-encapsulation option at
the [edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options] hierarchy level in
either the dynamic profile that defines the ALl interface set or the dynamic profile that configures the
associated dynamic PPPoE (pp@) subscriber interface.

When you enable this feature, the value of the Access-Loop-Encapsulation VSA always overrides the
overhead-accounting value configured at the [edit dynamic-profiles profile-name class-of-service traffic-
control-profiles] hierarchy level.

Dynamic Profiles and Adjustment of CoS Shaping Rate and Overhead Accounting

When you configure the router to use either or both of the Actual-Data-Rate-Downstream VSA value
and Access-Loop-Encapsulation VSA value to adjust the CoS shaping rate and overhead accounting
attributes, respectively, the router adjusts these attributes when the dynamic ALl interface set is created
and the router receives the PADI and PADR packets from the first subscriber interface belonging to the
ALl interface set.

You can configure CoS adjustment based on either or both VSAs in either or both of the following
dynamic profiles:

e To configure adjustment of the CoS shaping rate and overhead accounting on a per-household basis,
use the dynamic profile that defines the dynamic ALl interface set.

e To configure adjustment of the CoS shaping rate and overhead accounting on a per-subscriber basis,
use the dynamic profile that defines the ALI-based dynamic PPPoE (pp0) subscriber interface
associated with the ALl interface set.



Table 17 on page 150 summarizes how the dynamic profile in which you configure CoS adjustment for
ALl-based dynamic VLANSs using one or both VSAs affects the router behavior.

Table 17: CoS Adjustment in Dynamic Profiles for ALI Interface Sets and ALI-Based Subscriber
Interfaces

VSAs Specified in ALl Interface Set = VSAs Specified in PPPoE Result
Dynamic Profile Subscriber Interface Dynamic
Profile
Yes No Router adjusts specified CoS attributes

only for dynamic ALl interface set

No Yes Router adjusts specified CoS attributes
only for ALI-based dynamic PPPoE
subscriber interface

Yes Yes Router adjusts specified CoS attributes
for both dynamic ALl interface set and
ALl-based dynamic PPPoE subscriber
interface

No No Router does not adjust CoS attributes
for either the dynamic ALl interface set
or the ALI-based dynamic PPPoE
subscriber interface

Guidelines for Configuring Adjustment of CoS Shaping Rate and Overhead
Accounting

You can also configure the router to use the Actual-Data-Rate-Downstream VSA and Access-Loop-
Encapsulation VSA values in PPPoE control packets to adjust the CoS shaping rate and overhead
accounting attributes, respectively, for dynamic subscriber interfaces not associated with dynamic ALI
interface sets.

With the exception of the constraints described in "Restrictions for Configuring Adjustment of CoS
Shaping Rate and Overhead Accounting for Dynamic ALI Interface Sets" on page 151, most of the
guidelines and restrictions that apply to this feature for use with dynamic subscriber interfaces that are
not based on ALls also apply to its use for dynamic ALl interface sets and their associated ALI-based
dynamic VLAN subscriber interfaces.
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Restrictions for Configuring Adjustment of CoS Shaping Rate and
Overhead Accounting for Dynamic ALI Interface Sets

The following restrictions apply when you configure the router to use the Actual-Data-Rate-
Downstream VSA and Access-Loop-Encapsulation vendor-specific attribute (VSA) values in PPPoE
control packets to adjust the CoS shaping rate and overhead accounting attributes, respectively, for
dynamic interface sets based on the access-line identifier (ALI) and their associated ALI-based dynamic
VLAN subscriber interfaces:

e You cannot configure adjustment of CoS shaping rate and overhead accounting attributes based on
Actual-Data-Rate-Downstream VSA and Access-Loop-Encapsulation VSA values that the router
receives from the following sources:

e RADIUS servers
e Access Node Control Protocol (ANCP) access loop information
e Dynamic Host Configuration Protocol (DHCP) discovery packets
e You cannot use this feature to report information about the PPPoE VSA values to RADIUS.

e You cannot use this feature to configure CoS adjustment of upstream data traffic on a dynamic ACI
interface set.
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Adjusting the CoS Shaping Rate and Overhead Accounting Parameters
for Dynamic VLANSs Based on Access-Line Identifiers

You can configure the router to use either or both of the Actual-Data-Rate-Downstream [26-130] or
Access-Loop-Encapsulation [26-144] DSL Forum vendor-specific attribute (VSA) values in PPPoE control
packets to adjust the CoS shaping-rate and overhead-accounting attributes, respectively, for dynamic
access-line-identifier (ALI) interface sets and their associated ALI-based dynamic VLAN subscriber
interfaces.

Before you begin:

¢ To configure adjustment of the CoS shaping rate and overhead accounting attributes on a per-
household basis, create a dynamic profile that defines the dynamic ALl interface set.

See Defining Access-Line-Identifier Interface Sets.

e To configure adjustment of the CoS shaping rate and overhead accounting attributes on a per-
subscriber basis, create a dynamic profile that defines the ALI-based dynamic PPPoE (pp@) subscriber
interface associated with the ALl interface set.

See Configuring Dynamic VLAN Subscriber Interfaces Based on Access-Line Identifiers.

To configure the router to use the Actual-Data-Rate-Downstream or Access-Loop-Encapsulation VSA
values in PPPoE control packets to adjust the CoS shaping-rate and overhead-accounting attributes for
dynamic ALl interface sets and associated ALI-based dynamic VLAN subscriber interfaces, do either or
both of the following:

¢ In a dynamic profile for an ALl interface set or a dynamic profile for an ALI-based PPPoE subscriber
interface, configure adjustment of the CoS shaping-rate attribute based on the value of the Actual-
Data-Rate-Downstream VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]

user@host# set vendor-specific-tags actual-data-rate-downstream

¢ In a dynamic profile for an ALl interface set or a dynamic profile for an ALI-based PPPoE subscriber
interface, configure adjustment of the CoS overhead-accounting attribute based on the value of the
Access-Loop-Encapsulation VSA.

[edit dynamic-profiles profile-name class-of-service dynamic-class-of-service-options]

user@host# set vendor-specific-tags access-loop-encapsulation
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Excess Bandwidth Distribution on MIC and MPC Interfaces Overview

Service providers often used tiered services to provide bandwidth for excess traffic as traffic patterns
vary. By default, excess bandwidth between a configured guaranteed rate and shaping rate is shared
equally among all queues on MIC and MPC interfaces, which might not be optimal for all subscribers to
a service.

You can adjust this distribution by configuring the rates and priorities for the excess bandwidth.

By default, when traffic exceeds the shaping or guaranteed rates, the system demotes traffic with
guaranteed high (GH) priority and guaranteed medium (GM) priority. You can disable this priority
demotion for the MIC and MPC interfaces in your router.
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Traffic Burst Management on MIC and MPC Interfaces Overview
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You can manage the impact of bursts of traffic on your network by configuring a burst-size value with
the shaping rate or the guaranteed rate. The value is the maximum bytes of rate credit that can accrue
for an idle queue or scheduler node. When a queue or node becomes active, the accrued rate credits
enable the queue or node to catch up to the configured rate.

Figure 4: Sample Burst Shaping Rates
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In Figure 4 on page 155, the network administrator configures a large burst-size value for the shaping
rate, then configures a small burst-size value. The larger burst size is subject to a maximum value. The
smaller burst size is subject to a minimum value that enables the system to achieve the configured rates.



In both configurations, the scheduler node can burst beyond its shaping rate for a brief interval. The
burst of traffic beyond the shaping rate is more noticeable with the larger burst size than the smaller
burst size.

Guidelines for Configuring the Burst Size

Typically, the default burst-size (100 ms) for both scheduler nodes and queues on MIC and MPC
interfaces is adequate for most networks. However, if you have intermediate equipment in your network
that has very limited buffering and is intolerant of bursts of traffic, you might want to configure a lower
value for the burst size.

Use caution when selecting a different burst size for your network. A burst size that is too high can
overwhelm downstream networking equipment, causing dropped packets and inefficient network
operation. Similarly, a burst size that is too low can prevent the network from achieving your configured
rate.

When configuring a burst size, keep the following considerations in mind:

e The system uses an algorithm to determine the actual burst size that is implemented for a node or
gueue. For example, to reach a shaping rate of 8 Mbps, you must allocate 1MB of rate credits every
second. A shaping rate of 8 Mbps with a burst size of 500,000 bytes of rate-credit per seconds
enables the system to transmit at most 500,000 bytes, or 4 Mbps. The system cannot implement a
burst size that prevents the rate from being achieved.

For more information, see "How the System Calculates the Burst Size" on page 157.

e There are minimum and maximum burst sizes for each platform, and different nodes and queue types
have different scaling factors. For example, the system ensures the burst cannot be set lower than 1
Mbps for a shaping rate of 8 Mbps. To smoothly shape traffic, rate credits are sent much faster than
once per second. The interval at which rate credits are sent varies depending on the platform, the
type of rate, and the scheduler level.

¢ When you have configured adjustments for the shaping rate (either by percentage or through an
application such as ANCP or Multicast OIF), the system bases the default and minimum burst-size
calculations on the adjusted shaping rate.

¢ When you have configured cell shaping mode to account for ATM cell tax, the system bases the
default and minimum burst-size calculations on the post-tax shaping rate.

e The guaranteed rate and shaping rate share the value specified for the burst size. If the guaranteed
rate has a burst size specified, that burst size is used for the shaping rate; if the shaping rate has a
burst size specified, that bursts size is used for the guaranteed rate. If you have specified a burst size
for both rates, the system uses the lesser of the two values.

e The burst size configured for the guaranteed rate cannot exceed the burst-size configured for the
shaping rate. Starting in Junos OS Release 15.1, the CLI no longer generates a commit error when the



guaranteed-rate burst size is statically configured to be more than the shaping-rate burst size. This
behavior changed with the advent of enhanced subscriber management. The system logs an error
when the guaranteed-burst rate is higher, whether it is configured statically, dynamically with
predefined variables, or by means of a change of authorization request.

e If you have not configured a guaranteed rate, logical interfaces and interface sets receive a default
guaranteed rate from the port speed. Queues receive a default guaranteed rate from the parent
logical interface or interface set.

e Burst-size is not supported with per-priority-shaping.

How the System Calculates the Burst Size

When calculating the burst size, the system uses an exponent of a power of two. For example:
Shaping-rate in bps * 100 ms / (8 bits/byte * 1000 ms/s) = 1,875,000 bytes

The system then rounds this value up. For example, the system uses the following calculation to
determine the burst size for a scheduler node with a shaping rate of 150 Mbps:

Max (Shaping rate, Guaranteed rate) bps * 100 ms / (8 bits/byte x 1000 ms/s) = 1,875,000 bytes
Rounded up to the next higher power of two = 2,097,150 (which is 2%*21, or 0x200000)
The system assigns a single burst size to each of the following rate pairs:

e Shaping rate and guaranteed rate

e Guaranteed high (GH) and guaranteed medium (GM)

e Excess high (EH) and excess low (EL)

e Guaranteed low (GL)

To calculate the burst size for each pair, the system:

e Uses the configured burst-size if only one of the pair is configured.

e Uses the lesser of the two burst sizes if both values are configured.

e Uses the next lower power of two.

e To calculate the minimum burst size, the system uses the greater of the two rates.

Change History Table



Feature support is determined by the platform and release you are using. Use Feature Explorer to
determine if a feature is supported on your platform.

Release = Description

15.1 Starting in Junos OS Release 15.1, the CLI no longer generates a commit error when the guaranteed-rate
burst size is statically configured to be more than the shaping-rate burst size.

Per-Priority Shaping on MIC and MPC Interfaces Overview
Managing Excess Bandwidth Distribution on Static Interfaces on MICs and MPCs

Managing Excess Bandwidth Distribution for Dynamic CoS on MIC and
MPC Interfaces

Service providers often used tiered services that must utilize excess bandwidth as traffic patterns vary.
By default, excess bandwidth between a configured guaranteed rate and shaping rate is shared equally
among all queues with the same excess priority value, which might not be optimal for all subscribers to a

service.

This feature is supported for MIC and MPC interfaces on MX Series routers.

To configure parameters to manage excess bandwidth for subscriber interfaces:
1. Configure the parameters for the interface.

a. Configure the guaranteed and shaping rates.

i.  Configure the guaranteed rate:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-

name]
user@host# set guaranteed-rate(rate | $junos-cos-guaranteed-rate) <burst-size (bytes

| $junos-cos-guaranteed-rate-burst)>

ii. Configure the shaping rate:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-

name]


https://apps.juniper.net/feature-explorer/
https://www.juniper.net/documentation/en_US/junos/topics/concept/trio-mpc-mic-per-prioirty-overview-cos-config-guide.html
https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/cos-excess-bandwidth-trio-static.html

user@host# set shaping-rate (rate | $junos-cos-shaping-rate) <burst-size (bytes |

$junos-cos-shaping-rate-burst)>

TIP: On MPC/MIC interfaces, the guaranteed rate and the shaping rate share the
value specified for the burst size. If the guaranteed rate has a burst size specified, it
is used for the shaping rate; if the shaping rate has a burst size specified, it is used
for the guaranteed rate. If you have specified a burst for both rates, the system uses
the lesser of the two values.

b. Configure a rate for excess bandwidth.

You can configure an excess rate for all priorities of traffic:

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-namel
user@host# set excess-rate (percent percentage | $junos-cos-excess-rate) | proportion

value )

Optionally, you can configure an excess rate specifically for high- and low-priority traffic. When
you configure the excess-rate statement for an interface, you cannot also configure the excess-rate-
low and excess-rate-high statements.

[edit dynamic-profiles profile-name class-of-service traffic-control-profiles profile-namel
user@host# set excess-rate-high(percent percentage | $junos-cos-excess-rate-high) |

proportion value )
user@host# set excess-rate-low (percent percentage | $junos-cos-excess-rate-low) |

proportion value )

BEST PRACTICE: We recommend that you configure either a percentage or a
proportion of the excess bandwidth for all schedulers with the same parent in the
hierarchy. For example, if you configure interface 1.1 with twenty percent of the
excess bandwidth, configure interface 1.2 with eighty percent of the excess
bandwidth.

2. (Optional) Configure parameters for the queue.



a. Configure the shaping rate.

[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#set shaping-rate (rate | $junos-cos-scheduler-shaping-rate) <burst-size bytes>

b. Configure the excess rate.

[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#set excess-rate (percent percentage | percent $junos-cos-scheduler-excess-rate)

c. (Optional) Configure the priority of excess bandwidth for the queue.

[edit dynamic-profiles profile-name class-of-service scheduler scheduler-name]
user@host#set excess-priority (low | high | $junos-cos-scheduler-excess-priority | none)

TIP: For queues, you cannot configure the excess rate or excess priority in these
cases:

e When the transmit-rate exact statement is configured. In this case, the shaping rate
is equal to the transmit rate and the queue does not operate in the excess region.

¢ When the scheduling priority is configured as strict-high. In this case, the queue
gets all available bandwidth and never operates in the excess region.

By default, when traffic exceeds the shaping or guaranteed rates, the system
demotes traffic configured with high or medium priority. To disable priority
demotion, specify the none option. You cannot configure this option for queues
configured with transmit-rate expressed as a percent and when the parent’s
guaranteed rate is set to zero.
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You can configure interface-specific CoS parameters that the router obtains when subscribers log in at
appropriately configured static or dynamic subscriber interfaces.



To configure a dynamic profile to provide initial CoS Services, make sure you understand the following
concepts:

Dynamic Configuration of Initial CoS in Access Profiles

When a router interface receives a join message from a DHCP subscriber, Junos applies the values you
configured in the dynamic profile associated with that router interface. A dynamic profile that activates
through its association with a subscriber interface is known as an access dynamic profile. You can
associate a dynamic profile with a subscriber interface on the router by including statements at the [edit
dynamic-profiles profile-name class-of-service interfaces] hierarchy level.

Junos supports predefined variables for obtaining CoS parameters from the RADIUS authentication
server. When a client authenticates over a router interface associated with the access dynamic profile,
the router replaces the predefined variables with interface-specific values obtained from the RADIUS
server.

@ NOTE: To associate dynamically configured initial CoS features with a subscriber
interface, reference Junos OS predefined variables—and not user-defined variables—in
an access dynamic profile for that interface.

Predefined Variables for Dynamic Configuration of Initial Traffic Shaping

You can configure an access dynamic profile that provides initial traffic-shaping parameters when a
subscriber logs in. The Junos OS obtains this information from the RADIUS server when a subscriber
authenticates over the static or dynamic subscriber interface to which the access dynamic profile is
attached.

If you define the Juniper Networks authentication and authorization VSA for CoS traffic-shaping
parameter values (attribute number 26-108) on the RADIUS authentication server, the RADIUS server
includes the values in RADIUS Access-Accept messages it sends to the router when a subscriber
successfully authenticates over the interface.

To provide an initial scheduler map name and traffic shaping parameters obtained from the RADIUS
authentication server when a subscriber logs in, reference the Junos predefined variables for CoS listed
in Table 18 on page 163 in an access dynamic profile associated with the subscriber interface.



Table 18: CoS Predefined Variables for Scheduler Map and Traffic Shaping

Variable Description
$junos-cos- Scheduler-map name to be dynamically configured in a traffic-control profile in the access
scheduler-map dynamic profile when a subscriber logs in.

NOTE: You can define the scheduler map referenced by the scheduler-map statement
dynamically (at the [edit dynamic-profiles profile-name class-of-service scheduler-maps]
hierarchy level) or statically (at the [edit class-of-service scheduler-maps] hierarchy level).

$junos-cos- Shaping rate to be dynamically configured in a traffic-control profile in the access dynamic

shaping-rate profile when a subscriber logs in. You can configure a RADIUS authentication server to
include this information in the Accept-Accept message when a subscriber successfully
authenticates over the static or dynamic subscriber interface to which the access dynamic
profile is attached.

$junos-cos- Guaranteed rate to be dynamically configured in a traffic-control profile in the access

guaranteed-rate dynamic profile when a subscriber logs in. You can configure a RADIUS authentication
server to include this information in the Accept-Accept message when a subscriber
successfully authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

$junos-cos-delay- Delay-buffer rate to be dynamically configured in a traffic-control profile in the access

buffer-rate dynamic profile when a subscriber logs in. You can configure a RADIUS authentication
server to include this information in the Accept-Accept message when a subscriber
successfully authenticates over the static or dynamic subscriber interface to which the
access dynamic profile is attached.

Predefined Variables for Dynamic Configuration of Initial Scheduling and Queuing

You can configure an access dynamic profile that provides initial traffic-shaping parameters when a
subscriber logs in. Junos obtains this information from the RADIUS server when a subscriber
authenticates over the static or dynamic subscriber interface to which the access dynamic profile is
attached.

If you define the Juniper Networks authentication and authorization VSA for CoS scheduling and
gueuing parameter values (attribute number 26-146) on the RADIUS authentication server, the RADIUS
server includes the values in RADIUS Access-Accept messages it sends to the router when a subscriber
successfully authenticates over the interface.



To provide an initial scheduler name and scheduler and queuing parameters obtained from the RADIUS
authenticatio