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About This Guide

Routing policies allow you to control the routing information between the routing protocols and the
routing tables and between the routing tables and the forwarding table. All routing protocols use the
Junos OS routing tables to store the routes that they learn and to determine which routes they should
advertise in their protocol packets. Routing policies also allow you to control which routes the routing
protocols store in and retrieve from the routing table.

Firewall filter policies allow you to control packets transiting the router to a network destination and
packets destined for and sent by the router. They provide a means of protecting your router from
excessive traffic transiting the router to a network destination or destined for the Routing Engine.
Firewall filters that control local packets can also protect your router from external incidents such as
denial-of-service attacks.

Day One: Configuring Junos Policies and Firewall Filters


https://www.juniper.net/us/en/community/junos/training-certification/day-one/fundamentals-series/configuring-junos-policies/

Understanding and Configuring Junos

Routing Policies

Overview | 2

Evaluating Routing Policies Using Match Conditions, Actions, Terms, and
Expressions | 58

Evaluating Complex Cases Using Policy Chains and Subroutines | 279
Configuring Route Filters and Prefix Lists as Match Conditions | 337
Configuring AS Paths as Match Conditions | 472

Configuring Communities as Match Conditions | 557

Increasing Network Stability with BGP Route Flapping Actions | 642

Tracking Traffic Usage with Source Class Usage and Destination Class
Usage Actions | 681

Avoiding Traffic Routing Threats with Conditional Routing Policies | 732

Protecting Against DoS Attacks by Forwarding Traffic to the Discard
Interface | 760

Improving Commit Times with Dynamic Routing Policies | 780

Testing Before Applying Routing Policies | 812




CHAPTER 1

Overview

IN THIS CHAPTER

Policy Framework Overview | 2

Comparison of Routing Policies and Firewall Filters | 9

Prefix Prioritization Overview | 15

FIB Prefix Prioritization | 16

Accounting of the Policer Overhead Attribute at the Interface Level | 17
Configuring the Accounting of Policer Overhead in Interface Statistics | 19
Understanding Routing Policies | 22

Protocol Support for Import and Export Policies | 26

Example: Applying Routing Policies at Different Levels of the BGP Hierarchy | 27
Default Routing Policies | 40

Example: Configuring a Conditional Default Route Policy | 44

I Policy Framework Overview

IN THIS SECTION

Routing Policy and Firewall Filters | 3
Reasons to Create a Routing Policy | 3
Router Flows Affected by Policies | 4
Control Points | 7

Policy Components | 8



The Junos® operating system (Junos OS) provides a policy framework, which is a collection of Junos OS
policies that allows you to control flows of routing information and packets.

The Junos OS policy architecture is simple and straightforward. However, the actual implementation of
each policy adds layers of complexity to the policy as well as adding power and flexibility to your
router’s capabilities. Configuring a policy has a major impact on the flow of routing information or
packets within and through the router. For example, you can configure a routing policy that does not
allow routes associated with a particular customer to be placed in the routing table. As a result of this
routing policy, the customer routes are not used to forward data packets to various destinations and the
routes are not advertised by the routing protocol to neighbors.

Before configuring a policy, determine what you want to accomplish with it and thoroughly understand
how to achieve your goal using the various match conditions and actions. Also, make certain that you
understand the default policies and actions for the policy you are configuring.

Routing Policy and Firewall Filters

The policy framework is composed of the following policies:

e Routing policy—Allows you to control the routing information between the routing protocols and the
routing tables and between the routing tables and the forwarding table. All routing protocols use the
Junos OS routing tables to store the routes that they learn and to determine which routes they
should advertise in their protocol packets. Routing policy allows you to control which routes the
routing protocols store in and retrieve from the routing table.

o Firewall filter policy—Allows you to control packets transiting the router to a network destination and
packets destined for and sent by the router.

@ NOTE: The term firewall filter policyis used here to emphasize that a firewall filter is a
policy and shares some fundamental similarities with a routing policy. However, when
referring to a firewall filter policy in the rest of this manual, the term firewall filteris
used.

Reasons to Create a Routing Policy

The following are typical circumstances under which you might want to preempt the default routing
policies in the routing policy framework by creating your own routing policies:

¢ You do not want a protocol to import all routes into the routing table. If the routing table does not
learn about certain routes, they can never be used to forward packets and they can never be
redistributed into other routing protocols.

e You do not want a routing protocol to export all the active routes it learns.



You want a routing protocol to announce active routes learned from another routing protocol, which
is sometimes called route redistribution.

You want to manipulate route characteristics, such as the preference value, AS path, or community.
You can manipulate the route characteristics to control which route is selected as the active route to
reach a destination. In general, the active route is also advertised to a router’s neighbors.

You want to change the default BGP route flap-damping parameters.
You want to perform per-packet load balancing.

You want to enable class of service (CoS).

Router Flows Affected by Policies

The Junos OS policies affect the following router flows:

Flow of routing information between the routing protocols and the routing tables and between the
routing tables and the forwarding table. The Routing Engine handles this flow. Routing information is
the information about routes learned by the routing protocols from a router’s neighbors. This
information is stored in routing tables and is subsequently advertised by the routing protocols to the
router’s neighbors. Routing policies allow you to control the flow of this information.

Flow of data packets in and out of the router’s physical interfaces. The Packet Forwarding Engine
handles this flow. Data packets are chunks of data that transit the router as they are being forwarded
from a source to a destination. When a router receives a data packet on an interface, it determines
where to forward the packet by looking in the forwarding table for the best route to a destination.
The router then forwards the data packet toward its destination through the appropriate interface.
Firewall filters allow you to control the flow of these data packets.

Flow of local packets from the router’s physical interfaces and to the Routing Engine. The Routing
Engine handles this flow. Local packets are chunks of data that are destined for or sent by the router.
Local packets usually contain routing protocol data, data for IP services such as Telnet or SSH, and
data for administrative protocols such as the Internet Control Message Protocol (ICMP). When the
Routing Engine receives a local packet, it forwards the packet to the appropriate process or to the
kernel, which are both part of the Routing Engine, or to the Packet Forwarding Engine. Firewall filters
allow you to control the flow of these local packets.

@ NOTE: In the rest of this chapter, the term packets refers to both data and local packets
unless explicitly stated otherwise.

Figure 1 on page 5 illustrates the flows through the router. Although the flows are very different from
each other, they are also interdependent. Routing policies determine which routes are placed in the



forwarding table. The forwarding table, in turn, has an integral role in determining the appropriate
physical interface through which to forward a packet.

Figure 1: Flows of Routing Information and Packets

Routing Routing
Routing information Routing information R Routing
protocols tables " protocols
Router - Ropter
e Packets  Forwarding Packets R phys[cal or
T table 4 logical
interfaces

8001630

You can configure routing policies to control which routes the routing protocols place in the routing
tables and to control which routes the routing protocols advertise from the routing tables (see Figure 2
on page 6). The routing protocols advertise active routes only from the routing tables. (An active
routeis a route that is chosen from all routes in the routing table to reach a destination.)

You can also use routing policies to do the following:

e Change specific route characteristics, which allow you to control which route is selected as the active
route to reach a destination. In general, the active route is also advertised to a router’s neighbors.

e Change to the default BGP route flap-damping values.
e Perform per-packet load balancing.

e Enable class of service (CoS).



Figure 2: Routing Policies to Control Routing Information Flow
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You can configure firewall filters to control the following aspects of packet flow (see Figure 3 on page

7):

Which data packets are accepted on and transmitted from the physical interfaces. To control the flow

of data packets, you apply firewall filters to the physical interfaces.

Which local packets are transmitted from the physical interfaces and to the Routing Engine. To

control local packets, you apply firewall filters on the loopback interface, which is the interface to the

Routing Engine.

Firewall filters provide a means of protecting your router from excessive traffic transiting the router to a

network destination or destined for the Routing Engine. Firewall filters that control local packets can

also protect your router from external incidents such as denial-of-service attacks.



Figure 3: Firewall Filters to Control Packet Flow
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Control Points

All policies provide two points at which you can control routing information or packets through the
router (see Figure 4 on page 8). These control points allow you to control the following:

e Routing information before and after it is placed in the routing table.
e Data packets before and after a forwarding table lookup.

o Local packets before and after they are received by the Routing Engine. (Figure 4 on page 8
appears to depict only one control point but because of the bidirectional flow of the local packets,
two control points actually exist.)

gomesz



Figure 4: Policy Control Points
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Because there are two control points, you can configure policies that control the routing information or
data packets before and after their interaction with their respective tables, and policies that control local
packets before and after their interaction with the Routing Engine. /Import routing policies control the
routing information that is placed in the routing tables, whereas export routing policies control the
routing information that is advertised from the routing tables. /nput firewall filters control packets that
are received on a router interface, whereas output firewall filters control packets that are transmitted
from a router interface.

Policy Components

All policies are composed of the following components that you configure:

e Match conditions—Criteria against which a route or packets are compared. You can configure one or
more criteria. If all criteria match, one or more actions are applied.

o Actions—What happens if all criteria match. You can configure one or more actions.

e Jerms—Named structures in which match conditions and actions are defined. You can define one or
more terms.

The policy framework software evaluates each incoming and outgoing route or packet against the match
conditions in a term. If the criteria in the match conditions are met, the defined action is taken.

In general, the policy framework software compares the route or packet against the match conditions in
the first term in the policy, then goes on to the next term, and so on. Therefore, the order in which you
arrange terms in a policy is relevant.



The order of match conditions within a term is not relevant because a route or packet must match all
match conditions in a term for an action to be taken.

Comparison of Routing Policies and Firewall Filters | 9

Routing Policies, Firewall Filters, and Traffic Policers User Guide

Comparison of Routing Policies and Firewall Filters

Although routing policies and firewall filters share an architecture, their purposes, implementation, and
configuration are different. Table 1 on page 9 describes their purposes. Table 2 on page 10 compares
the implementation details for routing policies and firewall filters, highlighting the similarities and
differences in their configuration.

Table 1: Purpose of Routing Policies and Firewall Filters

Policies

Routing policies

Firewall filters

Source

Routing information is generated by internal
networking peers.

Packets are generated by internal and external
devices through which hostile attacks can be
perpetrated.

Policy Purpose

To control the size and content of the routing
tables, which routes are advertised, and which
routes are considered the best to reach various
destinations.

To protect your router and network from
excessive incoming traffic or hostile attacks
that can disrupt network service, and to
control which packets are forwarded from
which router interfaces.
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Table 2: Implementation Differences Between Routing Policies and Firewall Filters

Policy
Architecture

Control points

Configuration
tasks:

e Define
policy

e Apply
policy

Terms

Routing Policy Implementation

Control routing information that is placed in
the routing table with an import routing policy
and advertised from the routing table with an
export routing policy.

Define a policy that contains terms, match
conditions, and actions.

Apply one or more export or import policies to
a routing protocol. You can also apply a policy
expression, which uses Boolean logical
operators with multiple import or export
policies.

You can also apply one or more export policies
to the forwarding table.

Configure as many terms as desired. Define a
name for each term.

Terms are evaluated in the order in which you
specify them.

Evaluation of a policy ends after a packet
matches the criteria in a term and the defined
or default policy action of accept or reject is
taken. The route is not evaluated against
subsequent terms in the same policy or
subsequent policies.

Firewall Filter Implementation

Control packets that are accepted on a router
interface with an input firewall filter and that
are forwarded from an interface with an output
firewall filter.

Define a policy that contains terms, match
conditions, and actions.

Apply one input or output firewall filter to a
physical interface or physical interface group to
filter data packets received by or forwarded to
a physical interface (on routing platforms with
an Internet Processor Il application-specific
integrated circuit [ASIC] only).

You can also apply one input or output firewall
filter to the routing platform’s loopback
interface, which is the interface to the Routing
Engine (on all routing platforms). This allows
you to filter local packets received by or
forwarded from the Routing Engine.

Configure as many terms as desired. Define a
name for each term.

Terms are evaluated in the order in which you
specify them.

Evaluation of a firewall filter ends after a
packet matches the criteria in a term and the
defined or default action is taken. The packet is
not evaluated against subsequent terms in the
firewall filter.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy
Architecture

Match
conditions

Routing Policy Implementation

Specify zero or more criteria that a route must
match. You can specify criteria based on
source, destination, or properties of a route.
You can also specify the following match
conditions, which require more configuration:

e Autonomous system (AS) path expression—
A combination of AS numbers and regular
expression operators.

e Community—A group of destinations that
share a common property.

e Prefix list—A named list of prefixes.
e Route list—A list of destination prefixes.

e Subroutine—A routing policy that is called
repeatedly from other routing policies.

Firewall Filter Implementation

Specify zero or more criteria that a packet must
match. You must match various fields in the
packet’s header. The fields are grouped into the
following categories:

e Numeric values, such as port and protocol
numbers.

e Prefix values, such as IP source and
destination prefixes.

e Bit-field values—Whether particular bits in
the fields are set, such as IP options,
Transmission Control Protocol (TCP) flags,
and IP fragmentation fields. You can specify
the fields using Boolean logical operators.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy
Architecture

Actions

Routing Policy Implementation

Specify zero or one action to take if a route
matches all criteria. You can specify the
following actions:

e Accept—Accept the route into the routing
table, and propagate it. After this action is
taken, the evaluation of subsequent terms
and policies ends.

e Reject—Do not accept the route into the
routing table, and do not propagate it. After
this action is taken, the evaluation of
subsequent terms and policies ends.

In addition to the preceding actions, you can
also specify zero or more of the following types
of actions:

e Next term—Evaluate the next term in the
routing policy.

e Next policy—Evaluate the next routing
policy.

e Actions that manipulate characteristics
associated with a route as the routing
protocol places it in the routing table or
advertises it from the routing table.

e Trace action, which logs route matches.

Firewall Filter Implementation

Specify zero or one action to take if a packet
matches all criteria. (We recommend that you
always explicitly configure an action.) You can
specify the following actions:

o Accept—Accept a packet.

e Discard—Discard a packet silently, without
sending an ICMP message.

e Reject—Discard a packet, and send an
ICMP destination unreachable message.

e Routing instance—Specify a routing table to
which packets are forwarded.

e Next term—Evaluate the next term in the
firewall filter.

NOTE: On Junos OS Evolved, next term
cannot appear as the last term of the
action. A filter term where next termis
specified as an action but without any
match conditions configured is not
supported.

In addition to zero or the preceding actions,
you can also specify zero or more action
modifiers. You can specify the following action
modifiers:

e Count—Add packet to a count total.

e Forwarding class—Set the packet
forwarding class to a specified value from 0
through 3.

e |Psec security association—Used with the
source and destination address match
conditions, specify an IP Security (IPsec)
security association (SA) for the packet.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy Routing Policy Implementation Firewall Filter Implementation
Architecture

e |log—Store the header information of a
packet on the Routing Engine.

e |oss priority—Set the packet loss priority
(PLP) bit to a specified value, O or 1.

e Policer—Apply rate-limiting procedures to
the traffic.

e Sample—Sample the packet traffic.

e Syslog—Log an alert for the packet.



Table 2: Implementation Differences Between Routing Policies and Firewall Filters (Continued)

Policy
Architecture

Default
policies and
actions

Routing Policy Implementation

If an incoming or outgoing route arrives and a
policy related to the route is not explicitly
configured, the action specified by the default
policy for the associated routing protocol is
taken.

The following default actions exist for routing
policies:

e |f a policy does not specify a match
condition, all routes evaluated against the
policy match.

e |f a match occurs but the policy does not
specify an accept, reject, next term, or next
policy action, one of the following occurs:

e The next term, if present, is evaluated.

e If no other terms are present, the next
policy is evaluated.

e |f no other policies are present, the
action specified by the default policy is
taken.

e If a match does not occur with a termin a
policy and subsequent terms in the same
policy exist, the next term is evaluated.

e |f a match does not occur with any terms in
a policy and subsequent policies exist, the
next policy is evaluated.

e [f a match does not occur by the end of a
policy and no other policies exist, the
accept or reject action specified by the
default policy is taken.

Firewall Filter Implementation

If an incoming or outgoing packet arrives on an
interface and a firewall filter is not configured
for the interface, the default policy is taken (the
packet is accepted).

The following default actions exist for firewall
filters:

o |[f a firewall filter does not specify a match
condition, all packets are considered to
match.

e |f a match occurs but the firewall filter does
not specify an action, the packet is
accepted.

e |f a match occurs, the defined or default
action is taken and the evaluation ends.
Subsequent terms in the firewall filter are
not evaluated, unless the next term action is
specified.

NOTE: On Junos OS Evolved, next term
cannot appear as the last term of the
action. A filter term where next termis
specified as an action but without any
match conditions configured is not
supported.

e |f a match does not occur with a termin a
firewall filter and subsequent terms in the
same filter exist, the next term is evaluated.

e |f a match does not occur by the end of a
firewall filter, the packet is discarded.
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Understanding the Algorithm Used to Load Balance Traffic on MX Series Routers

Prefix Prioritization Overview

Junos OS routes have a predetermined order for route installation. This is no longer sufficient as it is
sometimes required to prioritize certain routes or prefixes over others for better convergence or to
provide differentiated services. In a network with a large number of routes, it is sometimes important to
control the order in which routes get updated due to a change in the network topology. For example, it
would be useful to first update OSPF routes that correspond to an IBGP neighbor, and only then update
the rest of the OSPF routes. At a system level, Junos OS implements reasonable defaults based on
heuristics to determine the order in which routes get updated. However, the default behavior is not
always optimal. Prefix prioritization allows the user to control the order in which the routes get updated
from LDP or OSPF to rpd, and from rpd to kernel. In Junos OS Release 16.1 and later, you can control
the order in which the routes get updated from LDP or OSPF to rpd, and from rpd to kernel.

In Junos OS Release 16.1 and later, the Junos OS policy language is extended to let the user set the
relative priority high and low for prefixes via the existing protocol import policy. Based on the tagged
priority, the routes are placed in different priority queues. Routes that are not explicitly assigned a
priority are treated as medium priority. Within the same priority level, routes will continue to be updated
in lexicographic order. Prefix prioritization would need each supporting protocol to prioritize its routes
internally. Prefix prioritization ensures that high priority IGP and LDP routes get updated to the FIB
(forwarding table) before medium and low priority routes.

@ NOTE: There is an upper limit on how many high priority prefixes are allowed in the
kernel. Not more than 10,000 high priority prefixes can coexist in the kernel. If this
threshold is crossed in the kernel, then any new high priority prefix addition request will
be considered as normal priority. This is a “best effort” prioritization scheme and will not
be handled if the kernel is highly loaded.

Example: Configuring the Priority for Route Prefixes in the RPD Infrastructure | 446
Configuring Priority for Route Prefixes in RPD Infrastructure | 465


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html

FIB Prefix Prioritization
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FIB prefix prioritization

FIB prefix prioritization allows user-defined priorities to be assigned to routes when they are exported
to the forwarding plane from the routing plane. Route priorities can be assigned in the routing plane, by
way of IGP protocol import policies that assign priorities to routes. The user sets the relative priority
high and low for prefixes via the existing protocol import policy - see Prefix Prioritization Overview.
These route priorities are exported into the forwarding table.

However, there could be situations when there is a need to override the routing plane route
prioritization, with user-defined route prioritization at the forwarding plane. FIB (forwarding information
base) prefix prioritization allows this. In the forwarding table export policy, on matching routes, a route
priority can be assigned.

FIB prefix priorities

e High - Prefixes assigned this priority have the highest install priority. These routes are always given
importance over others.

e Medium - Prefixes assigned this priority have the second highest install priority.

@ NOTE: Prefixes that are not assigned high or medium priorities are unprioritized.

Supported route types for FIB prefix prioritization in order of install preference


https://www.juniper.net/documentation/us/en/software/junos/routing-policy/topics/concept/prefix-prioritization-overview.html

¢ Interface/local routes - Given highest priority unconditionally and will bypass forwarding table
export policy evaluation.

e Host routes
e [Pv4 and IPvé routes

e MPLS - routes protization will be PROTO-based and not prefix-based.

FIB prefix prioritization workflow

The forward table reserves memory buffers for high and medium priority routes, based on user
configuration - see fib-prioritization. Once this configuration is set, the number of lower priority routes
that can be installed in the forwarding table is limited to the remaining space for these routes.

After setting the percentages for high and medium priority routes, the next step is to configure the
forwarding table export policy. See fib-install-priority.

Once routes are installed in the forwarding table and have their route priorities assigned by the FIB
prefix prioritization process, the routes can transition to other priorities as well. Because iterations of a
forwarding table export policy might mark a previously unprioritized route as high priority for example,
such transitions are managed in the forwarding table by the packet forwarding engine.

Accounting of the Policer Overhead Attribute at the Interface Level
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Need for Policer Overhead adjustment | 18

Policer Overhead Adjustment Applicability for Policers | 18

A bandwidth profile (BWP) enforces limits on bandwidth utilization according to the service level
specification (SLS) that has been agreed upon by the subscriber and the service provider as part of the
service level agreement (SLA).There are two types of bandwidth profiles:

e Ingress Bandwidth Profile

e Egress Bandwidth Profile



Need for Policer Overhead adjustment

The Metro Ethernet Forum (MEF) Carrier Ethernet (CE) 2.0 set of standards has stringent requirements
for the bandwidth profile enforcement at the user network interface (UNI). MEF CE 2.0 certification
compliance allows only a 2 percent deviation from UNI commited or peak rate across all frame sizes.
This means that the policers should take into account the frame size at the UNI interface, including
frame checksum and excluding all additional overheads that might be added inside the service provider
network (such as S-VLANS). Therefore, this translates into two customer requirements:

e Junos OS egress policers use frame length before output VLAN manipulation. If VLANs are added on
output, those extra bytes will not be counted. In order to address MEF CE 2.0 requirements, adjust
the length of the packet that is used for policing purposes for Junos egress policers that use frame
length before output VLAN manipulation. Therefore, if VLANs are added on output, the extra bytes
will not be counted.

¢ In some network designs, bandwidth profile enforcement is implemented at the Layer 2 (L2) VPN
Provider Edge Router and not at the Ethernet access device (EAD) terminating the physical UNI
interface. The EAD typically adds an S-VLAN that identifies the port in the access network. The S-
VLAN that is added is considered internal to the service provider network and typically should not be
taken into account for bandwidth profile enforcement purposes at the Provider Edge device in both
ingress and egress directions. This also translates into a requirement to allow adjusting the packet
length used for policing purposes on ingress and egress.

In order to address these requirements, policer-overhead adjustment is defined on a per logical interface
(IFL)/direction granularity, which is the range of -64 bytes to +64 bytes. The policer-overhead adjustment
is applied for all the policers that take into account Layer 1 (L1) or L2 packet length that are exercised in
the specified IFL/direction, including corresponding logical interface family (IFF) feature policers, and is
applied only to interface or filter-based policers.

Policer Overhead Adjustment Applicability for Policers

The ingress or egress policer overhead adjustment configuration is applicable for the following types of
policers on ingress or egress IFL and IFF, respectively:

e L2 two-color and three-color policers.
e |FL-level policers (configured at the IFL or in a filter attached to IFL).

e Family-level policers that use L2 packet length, or policers in filters attached to L2 IFF (family bridge,
vpls, ccc).



@ NOTE: The list is applicable for all types of policers, including regular two-color policers,
three-color policers, and hierarchical policers, provided that the policer operates on an
L1 or L2 packet length.
Ingress policer overhead adjustment configuration is applied to any policers attached to
ingress L2 routing instances.

@ NOTE: Note that any IFF policer on the L3 family (inet inet6), which considers only L3
packet length, will not consider this adjustment. The policer overhead adjustment value
(+ve or -ve) is added to the actual L2 packet length to obtain the number of bytes to
charge the policer. Therefore, this is used only as an intermediate value, and does not
affect actual L2 packet length. This feature is applied before VLAN normalization, and is
independent of the egress-shaping-overhead or ingress-shaping-overhead configuration under
class of service.

policer-overhead-adjustment
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Configuring the Accounting of Policer Overhead in Interface Statistics

The Metro Ethernet Forum (MEF) Carrier Ethernet (CE) 2.0 set of standards has stringent requirements
to the bandwidth profile enforcement at the user-to-network interfaces (UNI). MEF CE 2.0 certification
compliance allows only a 2 percent deviation from UNI committed or peak rate across all frame sizes.
This means that the policers should take into account the frame size at the UNI interface, including
frame checksum and excluding all additional overheads that might be added inside the service provider
network (such as S-VLANSs).

In order to address the MEF CE 2.0 stringent requirements to the bandwidth profile, policer-overhead
adjustment is defined on a per IFL or direction granularity. The policer-overhead adjustment is in the range
of -16 bytes to +16 bytes and is applied for all the policers that take into account Layer 1/ Layer 2
(L1/L2) packet length in the specified IFL or direction, including corresponding logical interface family
(IFF) feature policers.

To configure the policer-overhead:



1. At the [edit interfaces] hierarchy level in configuration mode, create the interface on which to add
the policer-overhead to input or output traffic.

[edit interfaces]

user@host# edit interfaces interface name

For example:

[edit interfaces interface namel
user@host# edit xe-0/1/6

2. Create the unit on which to add the policer overhead.

[edit interfaces unit]

[edit interfaces interface name unit wunit-number]

For example:

[edit interfaces unit]
user@host# edit xe-0/1/6 unit 0

3. Configure the policer-overhead for the ingress policer.

[edit interfaces interface name unit unit-number ]

user@host# set policer-overhead ingress value in bytes (-16..+16 bytes)

For example:

[edit xe-0/1/6 unit 0]

user@host# set policer-overhead ingress 10;

4. Configure the policer-overhead for the egress policer.

user@host# set policer-overhead egress value in bytes (-16..+16 bytes)



[edit xe-0/1/6 unit 0]
user@host# set policer-overhead egress 10;

5. Verify the configuration.

[edit interfaces]
user@host# show interfaces xe-0/1/6

xe-0/1/6 {
unit 0 {
policer-overhead {
ingress 10;
egress 10;
}
}
}

user@host>show interfaces xe-0/1/6
Physical interface: xe-0/1/6, Enabled, Physical link is Up

Interface index: 161, SNMP ifIndex: 544

Link-level type: Ethernet, MTU: 1514, MRU: 1522, LAN-PHY mode, Speed: 10Gbps, BPDU Error:
None, MAC-REWRITE Error: None,

Loopback: None, Source filtering: Disabled, Flow control: Enabled

Pad to minimum frame size: Disabled

Device flags : Present Running

Interface flags: SNMP-Traps Internal: 0x4000

Link flags : None

CoS queues : 8 supported, 8 maximum usable queues
Schedulers 10

Current address: 00:23:9c:fc:a8:58, Hardware address: 00:23:9c:fc:a8:58
Last flapped : 2015-09-13 20:12:36 PDT (14:21:57 ago)

Input rate : 0 bps (@ pps)

Output rate : 0 bps (0 pps)

Active alarms : None

Active defects : None

PCS statistics Seconds
Bit errors 0
Errored blocks 0

Link Degrade :
Link Monitoring : Disable
Interface transmit statistics: Disabled

Logical interface xe-0/1/6.0 (Index 339) (SNMP ifIndex 571)



Flags: Up SNMP-Traps 0x4004000 Encapsulation: ENET2
Policer overhead :
Ingress policer overhead : 10 bytes
Egress policer overhead : 10 bytes
Input packets : 0
Output packets: @
Protocol multiservice, MTU: Unlimited

Flags: Is-Primary

user@host> show interfaces xe-0/1/6.0
Logical interface xe-0/1/6.0 (Index 339) (SNMP ifIndex 571)
Flags: Up SNMP-Traps 0x4004000 Encapsulation: ENET2
Policer overhead :
Ingress policer overhead : 10 bytes
Egress policer overhead : 10 bytes
Input packets : 0
Output packets: @
Protocol multiservice, MTU: Unlimited

Flags: Is-Primary

policer-overhead-adjustment
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Understanding Routing Policies
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For some routing platform vendors, the flow of routes occurs between various protocols. If, for example,
you want to configure redistribution from RIP to OSPF, the RIP process tells the OSPF process that it
has routes that might be included for redistribution. In Junos OS, there is not much direct interaction
between the routing protocols. Instead, there are central gathering points where all protocols install
their routing information. These are the main unicast routing tables inet.0 and inet6.0.

From these tables, the routing protocols calculate the best route to each destination and place these
routes in a forwarding table. These routes are then used to forward routing protocol traffic toward a
destination, and they can be advertised to neighbors.

Importing and Exporting Routes

Two terms—import and export—explain how routes move between the routing protocols and the routing
table.

¢ When the Routing Engine places the routes of a routing protocol into the routing table, it is importing
routes into the routing table.

¢ When the Routing Engine uses active routes from the routing table to send a protocol advertisement,
it is exporting routes from the routing table.

@ NOTE: The process of moving routes between a routing protocol and the routing table
is described always from the point of view of the routing table. That is, routes are
imported into a routing table from a routing protocol and they are exported from a
routing table to a routing protocol. Remember this distinction when working with
routing policies.

As shown in Figure 5 on page 24, you use import routing policies to control which routes are placed in
the routing table, and export routing policies to control which routes are advertised from the routing
table to neighbors.
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Figure 5: Importing and Exporting Routes
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In general, the routing protocols place all their routes in the routing table and advertise a limited set of
routes from the routing table. The general rules for handling the routing information between the
routing protocols and the routing table are known as the routing policy framework.

The routing policy framework is composed of default rules for each routing protocol that determine
which routes the protocol places in the routing table and advertises from the routing table. The default
rules for each routing protocol are known as default routing policies.

You can create routing policies to preempt the default policies, which are always present. A routing
policy allows you to modify the routing policy framework to suit your needs. You can create and
implement your own routing policies to do the following:

e Control which routes a routing protocol places in the routing table.

e Control which active routes a routing protocol advertises from the routing table. An active routeis a
route that is chosen from all routes in the routing table to reach a destination.

e Manipulate the route characteristics as a routing protocol places the route in the routing table or
advertises the route from the routing table.

You can manipulate the route characteristics to control which route is selected as the active route to
reach a destination. The active route is placed in the forwarding table and is used to forward traffic
toward the route’s destination. In general, the active route is also advertised to a router’s neighbors.



Active and Inactive Routes

When multiple routes for a destination exist in the routing table, the protocol selects an active route and
that route is placed in the appropriate routing table. For equal-cost routes, the Junos OS places multiple
next hops in the appropriate routing table.

When a protocol is exporting routes from the routing table, it exports active routes only. This applies to
actions specified by both default and user-defined export policies.

When evaluating routes for export, the Routing Engine uses only active routes from the routing table.
For example, if a routing table contains multiple routes to the same destination and one route has a
preferable metric, only that route is evaluated. In other words, an export policy does not evaluate all
routes; it evaluates only those routes that a routing protocol is allowed to advertise to a neighbor.

@ NOTE: By default, BGP advertises active routes. However, you can configure BGP to
advertise /nactive routes, which go to the same destination as other routes but have less
preferable metrics.

Explicitly Configured Routes

An explicitly configured routeis a route that you have configured. Direct routes are not explicitly
configured. They are created as a result of IP addresses being configured on an interface. Explicitly
configured routes include aggregate, generated, local, and static routes. (An aggregate routeis a route
that distills groups of routes with common addresses into one route. A generated routeis a route used
when the routing table has no information about how to reach a particular destination. A /ocal routeis
an IP address assigned to a router interface. A static route is an unchanging route to a destination.)

The policy framework software treats direct and explicitly configured routes as if they are learned
through routing protocols; therefore, they can be imported into the routing table. Routes cannot be
exported from the routing table to the pseudoprotocol, because this protocol is not a real routing
protocol. However, aggregate, direct, generated, and static routes can be exported from the routing
table to routing protocols, whereas local routes cannot.

Dynamic Database

In Junos OS Release 9.5 and later, you can configure routing policies and certain routing policy objects in
a dynamic database that is not subject to the same verification required by the standard configuration
database. As a result, you can quickly commit these routing policies and policy objects, which can be
referenced and applied in the standard configuration as needed. BGP is the only protocol to which you
can apply routing policies that reference policies configured in the dynamic database. After a routing
policy based on the dynamic database is configured and committed in the standard configuration, you
can quickly make changes to existing routing policies by modifying policy objects in the dynamic



database. Because Junos OS does not validate configuration changes to the dynamic database, when
you use this feature, you should test and verify all configuration changes before committing them.

‘ Example: Configuring Dynamic Routing Policies

Protocol Support for Import and Export Policies

Table 3: Protocol Support for Import and Export Policies

Protocol Import Policy Export Policy Supported Levels

BGP Yes Yes Import: global, group, peer
Export: global, group, peer

DVMRP Yes Yes Global

IS-IS Yes Yes Export: global
LDP Yes Yes Global

MPLS No No -

OSPF Yes Yes Export: global

Import: external routes
only

PIM dense mode Yes Yes Global

PIM sparse mode Yes Yes Global


https://www.juniper.net/documentation/en_US/junos/topics/example/policy-dynamic.html

Table 3: Protocol Support for Import and Export Policies (Continued)

Protocol Import Policy Export Policy Supported Levels

Pseudoprotocol—Explicitly configured Yes No Import: global
routes, which include the following:

e Aggregate routes

e Generated routes

RIP and RIPng Yes Yes Import: global, neighbor
Export: group

Example: Applying Routing Policies at Different Levels of the BGP
Hierarchy
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This example shows BGP configured in a simple network topology and explains how routing polices take
effect when they are applied at different levels of the BGP configuration.

Requirements

No special configuration beyond device initialization is required before configuring this example.



Overview

IN THIS SECTION

Topology | 29

For BGP, you can apply policies as follows:

o BGP global import and export statements—Include these statements at the [edit protocols bgp]
hierarchy level (for routing instances, include these statements at the [edit routing-instances routing-
Instance-name protocols bgpl hierarchy level).

e Group import and export statements—Include these statements at the [edit protocols bgp group group-
name] hierarchy level (for routing instances, include these statements at the [edit routing-instances

routing-instance-name protocols bgp group group-name] hierarchy level).

e Peer import and export statements—Include these statements at the [edit protocols bgp group group-name
neighbor address] hierarchy level (for routing instances, include these statements at the [edit routing-

instances routing-instance-name protocols bgp group group-name neighbor address] hierarchy level).

o family import and export statements—Include these statements at the [edit protocols bgp family n/ri]
hierarchy level (for routing instances, include these statements at the [edit routing-instances routing-

Instance-name protocols bgp family nlri] hierarchy level).

A peer-level import or export statement overrides a group import or export statement. A group-level import
or export statement overrides a global BGP import or export statement.

In this example, a policy named send-direct is applied at the global level, another policy named
send-192.168.0.1 is applied at the group level, and a third policy named send-192.168.20.1 is applied at the
neighbor level.

user@host# show protocols
bgp {
local-address 172.16.1.1;
export send-direct;
group internal-peers {
type internal;
export send-192.168.0.1;
neighbor 172.16.2.2 {
export send-192.168.20.1;



neighbor 172.16.3.3;
}
group other-group {
type internal;
neighbor 172.16.4.4;

A key point, and one that is often misunderstood and that can lead to problemes, is that in such a
configuration, only the most explicit policy is applied. A neighbor-level policy is more explicit than a
group-level policy, which in turn is more explicit than a global policy.

The neighbor 172.16.2.2 is subjected only to the send-192.168.20.1 policy. The neighbor 172.16.3.3,
lacking anything more specific, is subjected only to the send-192.168.0.1 policy. Meanwhile, neighbor
172.16.4.4 in group other-group has no group or neighbor-level policy, so it uses the send-direct policy.

If you need to have neighbor 172.16.2.2 perform the function of all three policies, you can write and
apply a new neighbor-level policy that encompasses the functions of the other three, or you can apply
all three existing policies, as a chain, to neighbor 172.16.2.2.

Topology

Figure 6 on page 29 shows the sample network.

Figure 6: Applying Routing Policies to BGP
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"CLI Quick Configuration" on page 30 shows the configuration for all of the devices in Figure 6 on page

29.



The section "No Link Title" on page 32 describes the steps on Device R1.

Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

Device R1

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

192.

set
set
set

interfaces fe-1/2/0 unit @ description to-R2
interfaces fe-1/2/0 unit 0 family inet address 10.10.10.1/30
interfaces 100 unit @ family inet address 172.16.1.1/32

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

bgp local-address 172.16.1.1

bgp export send-direct

bgp group internal-peers type internal

bgp group internal-peers export send-static-192.168.0

bgp group internal-peers neighbor 172.16.2.2 export send-static-192.168.20
bgp group internal-peers neighbor 172.16.3.3

bgp group other-group type internal

bgp group other-group neighbor 172.16.4.4

ospf area 0.0.0.0 interface 100.0 passive

ospf area 0.0.0.0 interface fe-1/2/0.0

policy-options policy-statement send-direct term 1 from protocol direct

policy-options policy-statement send-direct term 1 then accept

policy-options policy-statement send-static-192.168.0 term 1 from protocol static

policy-options policy-statement send-static-192.168.0 term 1 from route-filter
168.0.0/24 orlonger

policy-options policy-statement send-static-192.168.0 term 1 then accept

policy-options policy-statement send-static-192.168.20 term 1 from protocol static

policy-options policy-statement send-static-192.168.20 term 1 from route-filter



192.
set
set
set
set
set

168.20.0/24 orlonger
policy-options policy-statement send-static-192.168.20 term 1 then accept

routing-options static route 192.168.0.1/32 discard

routing-options static route 192.168.20.1/32 discard

routing-options router-id 172.16.1.1

routing-options autonomous-system 17

Device R2

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces

interfaces

protocols
protocols
protocols
protocols
protocols
protocols
protocols

protocols

fe-1/2/0
fe-1/2/0
fe-1/2/1
fe-1/2/1
100 unit
bgp group
bgp group
bgp group
bgp group
bgp group
ospf area
ospf area

ospf area

unit @ description to-R1

unit @ family inet address 10.10.10.2/30
unit @ description to-R3

unit @ family inet address 10.10.10.5/30
0 family inet address 172.16.2.2/32

internal-peers
internal-peers
internal-peers
internal-peers
internal-peers

type internal
local-address 172.16.2.2
neighbor 172.16.3.3
neighbor 172.16.1.1
neighbor 172.16.4.4

0.0.0.0 interface 100.0 passive
0.0.0.0 interface fe-1/2/0.0
0.0.0.0 interface fe-1/2/1.0
routing-options router-id 172.16.2.2

routing-options autonomous-system 17

Device R3

set
set
set
set
set
set
set
set
set
set
set
set
set

interfaces
interfaces
interfaces
interfaces

interfaces

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

fe-1/2/1
fe-1/2/1
fe-1/2/2
fe-1/2/2
100 unit
bgp group
bgp group
bgp group
bgp group

bgp group
ospf area

ospf area
ospf area

unit 0 description to-R2

unit 0 family inet address 10.10.10.6/30
unit 0 description to-R4

unit 0 family inet address 10.10.10.9/30
0 family inet address 172.16.3.3/32

internal-peers
internal-peers
internal-peers
internal-peers

internal-peers

type internal
local-address 172.16.3.3
neighbor 172.16.2.2
neighbor 172.16.1.1
neighbor 172.16.4.4

0.0.0.0 interface 100.0 passive
0.0.0.0 interface fe-1/2/1.0
0.0.0.0 interface fe-1/2/2.0



set routing-options router-id 172.16.3.3

set routing-options autonomous-system 17

Device R4

set interfaces fe-1/2/2 unit @ description to-R3

set interfaces fe-1/2/2 unit 0 family inet address 10.10.10.10/30
set interfaces 100 unit @ family inet address 172.16.4.4/32

set protocols bgp group internal-peers type internal

set protocols bgp group internal-peers local-address 172.16.4.4
set protocols bgp group internal-peers neighbor 172.16.2.2

set protocols bgp group internal-peers neighbor 172.16.1.1

set protocols bgp group internal-peers neighbor 172.16.3.3

set protocols ospf area 0.0.0.0 interface 100.0 passive

set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set routing-options router-id 172.16.4.4

set routing-options autonomous-system 17

Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the CLI User
Guide.

To configure an IS-IS default route policy:

1. Configure the device interfaces.

[edit interfaces]

user@R14# set fe-1/2/0 unit @ description to-R2

user@1# set fe-1/2/0 unit 0 family inet address 10.10.10.1/30
user@R1# set 1lo@ unit @ family inet address 172.16.1.1/32


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

2. Enable OSPF, or another interior gateway protocols (IGP), on the interfaces.

[edit protocols OSPF area 0.0.

0.0]

user@1# set interface 100.0 passive
user@r1# set interface fe-1/2/0.0

3. Configure static routes.

[edit routing-options]

user@R1# set static route 192.
user@1# set static route 192.

4. Enable the routing policies.

168.0.1/32 discard
168.20.1/32 discard

[edit protocols policy-options]

user@1# set policy-statement
user@R1# set policy-statement
user@1# set policy-statement
user@R1# set policy-statement
orlonger

user@R1# set policy-statement
user@1# set policy-statement
user@R1# set policy-statement
orlonger

user@R1# set policy-statement

send-direct term 1 from protocol direct

send-direct term 1 then accept

send-static-192.168.0 term 1 from protocol static
send-static-192.168.0 term 1 from route-filter 192.168.0.0/24

send-static-192.168.0 term 1 then accept
send-static-192.168.20 term 1 from protocol static

send-static-192.168.20 term 1 from route-filter 192.168.20.0/24

send-static-192.168.20 term 1 then accept

5. Configure BGP and apply the export policies.

[edit protocols bgp]

user@1# set local-address 172.16.1.1
user@1# set protocols bgp export send-direct

user@R1# set group internal-peers type internal

user@R1# set group internal-peers export send-static-192.168.0

user@R1# set group internal-peers neighbor 172.16.2.2 export send-static-192.168.20

user@R1# set group internal-peers neighbor 172.16.3.3

user@R1# set group other-group type internal

user@R1# set group other-group neighbor 172.16.4.4



6. Configure the router ID and autonomous system (AS) number.

[edit routing-options]
user@1# set router-id 172.16.1.1
user@R1# set autonomous-system 17

7. If you are done configuring the device, commit the configuration.

[edit]
user@1# commit

Results

From configuration mode, confirm your configuration by issuing the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R1# show interfaces
fe-1/2/0 {
unit 0 {
description to-R2;
family inet {
address 10.10.10.1/30;

}
}
}
100 {
unit @ {
family inet {
address 172.16.1.1/32;
}
}
}

user@R1# show protocols
bgp {
local-address 172.16.1.1;

export send-direct;



group internal-peers {
type internal;
export send-static-192.168.0;
neighbor 172.16.2.2 {
export send-static-192.168.20;
}
neighbor 172.16.3.3;
}
group other-group {
type internal;
neighbor 172.16.4.4;

}
}
ospf {
area 0.0.0.0 {
interface 100.0 {
passive;
}
interface fe-1/2/0.0;
}
}

user@1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

}
}
policy-statement send-static-192.168.0 {
term 1 {
from {
protocol static;
route-filter 192.168.0.0/24 orlonger;
}
then accept;
}
}
policy-statement send-static-192.168.20 {
term 1 {

from {



protocol static;
route-filter 192.168.20.0/24 orlonger;
}

then accept;

user@R1# show routing-options
static {
route 192.168.0.1/32 discard;
route 192.168.20.1/32 discard;

}
router-id 172.16.1.1;

autonomous-system 17;

Verification

IN THIS SECTION

Verifying BGP Route Learning | 36

Verifying BGP Route Receiving | 38

Confirm that the configuration is working properly.

Verifying BGP Route Learning

Purpose

Make sure that the BGP export policies are working as expected by checking the routing tables.

Action

user@1> show route protocol direct

inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both



172.16.1.1/32 *[Direct/0] 1d 22:19:47
> via 100.0

10.10.10.0/30 *[Direct/0] 1d 22:19:47
> via fe-1/2/0.0

user@1> show route protocol static

inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.1/32 *[Static/5] 02:20:03
Discard

192.168.20.1/32 *[Static/5] 02:20:03
Discard

user@2> show route protocol bgp
inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.20.1/32 *[BGP/170] 02:02:40, localpref 100, from 172.16.1.1
AS path: I, validation-state: unverified
> to 10.10.10.1 via fe-1/2/0.0

user@r3> show route protocol bgp
inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

192.168.0.1/32 *[BGP/170] 02:02:51, localpref 100, from 172.16.1.1
AS path: I, validation-state: unverified
> to 10.10.10.5 via fe-1/2/1.0

user@4> show route protocol bgp
inet.@: 9 destinations, 11 routes (9 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.1.1/32 [BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1



AS path: I, validation-state: unverified
> to 10.10.10.9 via fe-1/2/2.0
10.10.10.0/30 [BGP/170] 1d 20:38:54, localpref 100, from 172.16.1.1
AS path: I, validation-state: unverified
> to 10.10.10.9 via fe-1/2/2.0

Meaning

On Device R1, the show route protocol direct command displays two direct routes: 172.16.1.1/32 and
10.10.10.0/30. The show route protocol static command displays two static routes: 192.168.0.1/32 and
192.168.20.1/32.

On Device R2, the show route protocol bgp command shows that the only route that Device R2 has learned
through BGP is the 192.168.20.1/32 route.

On Device R3, the show route protocol bgp command shows that the only route that Device R3 has learned
through BGP is the 192.168.0.1/32 route.

On Device R4, the show route protocol bgp command shows that the only routes that Device R4 has
learned through BGP are the 172.16.1.1/32 and 10.10.10.0/30 routes.

Verifying BGP Route Receiving

Purpose

Make sure that the BGP export policies are working as expected by checking the BGP routes received
from Device R1.

Action

user@2> show route receive-protocol bgp 172.16.1.1
inet.0: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 192.168.20.1/32 172.16.1.1 100 I

user@R3> show route receive-protocol bgp 172.16.1.1

inet.@: 11 destinations, 11 routes (11 active, @ holddown, @ hidden)



Prefix Nexthop MED Lclpref AS path
* 192.168.0.1/32 172.16.1.1 100 I

user@4> show route receive-protocol bgp 172.16.1.1

inet.@: 9 destinations, 11 routes (9 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path

172.16.1.1/32 172.16.1.1 100 I

10.10.10.0/30 172.16.1.1 100 I
Meaning

On Device R2, the route receive-protocol bgp 172.16.1.1 command shows that Device R2 received only one
BGP route, 192.168.20.1/32, from Device R1.

On Device R3, the route receive-protocol bgp 172.16.1.1 command shows that Device R3 received only one
BGP route, 192.168.0.1/32, from Device R1.

On Device R4, the route receive-protocol bgp 172.16.1.1 command shows that Device R4 received two BGP
routes, 172.16.1.1/32 and 10.10.10.0/30, from Device R1.

In summary, when multiple policies are applied at different CLI hierarchies in BGP, only the most specific
application is evaluated, to the exclusion of other, less specific policy applications. Although this point
might seem to make sense, it is easily forgotten during router configuration, when you mistakenly
believe that a neighbor-level policy is combined with a global or group-level policy, only to find that your
policy behavior is not as anticipated.

Example: Configuring Policy Chains and Route Filters | 281
Example: Configuring a Policy Subroutine | 319
Example: Configuring Routing Policy Prefix Lists | 430
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Default Routing Policies

IN THIS SECTION

OSPF and IS-IS Import Policies | 42

Automatic Export | 43

If an incoming or outgoing route or packet arrives and there is no explicitly configured policy related to

the route or to the interface upon which the packet arrives, the action specified by the default policy is

taken. A default policyis a rule or a set of rules that determine whether the route is placed in or

advertised from the routing table, or whether the packet is accepted into or transmitted from the router

interface.

You must be familiar with the default routing policies to know when you need to modify them to suit

your needs. Table 4 on page 40 summarizes the default routing policies for each routing protocol that

imports and exports routes. The actions in the default routing policies are taken if you have not explicitly

configured a routing policy. This table also shows direct and explicitly configured routes, which for the

purposes of this table are considered a pseudoprotocol. Explicitly configured routes include aggregate,

generated, and static routes.

@

NOTE: On PTX Series Packet Transport Routers, the default BGP routing policy differs

from that of other Junos OS routing devices. See Understanding the Default BGP
Routing Policy on Packet Transport Routers (PTX Series).

Table 4: Default Import and Export Policies for Protocols

Importing or Exporting
Protocol

BGP

Default Import Policy

Accept all received BGP IPv4 routes
learned from configured neighbors and
import into the inet.O routing table.
Accept all received BGP IPvé6 routes
learned from configured neighbors and
import into the inet6.0 routing table.

Default Export Policy

Readvertise all active BGP routes to all
BGP speakers, while following protocol-
specific rules that prohibit one IBGP
speaker from readvertising routes
learned from another IBGP speaker,
unless it is functioning as a route
reflector.


https://www.juniper.net/documentation/us/en/software/junos/sampling-forwarding-monitoring/bgp/topics/concept/policy-default-packet-transport.html
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Table 4: Default Import and Export Policies for Protocols (Continued)

Importing or Exporting
Protocol

DVMRP

IGMP

IS-IS

LDP

MPLS

OSPF

PIM dense mode

PIM sparse mode

Default Import Policy

Accept all DVMRP routes and import
into the inet.1 routing table.

Import: accept all groups (regardless of
being attached to an interface). In
IGMP, there is no "export" from the
routing table into IGMP.

Accept all IS-IS routes and import into
the inet.0 and inet6.0 routing tables.
More information is available here:
import (Protocols IS-IS)

Accept all LDP routes and import into
the inet.3 routing table.

Accept all MPLS routes and import into
the inet.3 routing table.

Accept all OSPF routes and import into
the inet.0 routing table. (You cannot
override or change this default policy.)

Accept all PIM dense mode routes and
import into the inet.1 routing table.

Accept all PIM sparse mode routes and
import into the inet.1 routing table.

Default Export Policy

Accept and export active DVMRP
routes.

Reject everything. (The protocol uses
flooding to announce local routes and
any learned routes.)

Reject everything.

Accept and export active MPLS routes.

Reject everything. (The protocol uses
flooding to announce local routes and
any learned routes.)

Accept active PIM dense mode routes.

Accept and export active PIM sparse
mode routes.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/import-edit-protocols-isis.html

Table 4: Default Import and Export Policies for Protocols (Continued)

Importing or Exporting Default Import Policy Default Export Policy

Protocol

Pseudoprotocol: Accept all direct and explicitly The pseudoprotocol cannot export any
configured routes and import into the routes from the routing table because it

e Direct routes inet.O routing table. is not a routing protocol.

e Explicitly configured Routing protocols can export these or

routes: any routes from the routing table.
e Aggregate routes

e Generated routes

e Static routes

RIP Accept all RIP routes learned from Reject everything. To export RIP routes,
configured neighbors and import into you must configure an export policy for
the inet.O routing table. RIP.

RIPng Accept all RIPng routes learned from Reject everything. To export RIPng
configured neighbors and import into routes, you must configure an export
the inet6.0 routing table. policy for RIPng.

Test policy Accept all routes. For additional information about test policy, see "Example:

Testing a Routing Policy with Complex Regular Expressions" on page 814.

OSPF and IS-IS Import Policies

For OSPF, import policies apply to external routes only. An external route is a route that is outside the
OSPF autonomous system (AS). For internal routes (routes learned from OSPF), you cannot change the
default import policy for OSPF. As link-state protocols, I1S-IS and OSPF exchange routes between
systems within an autonomous system (AS). All routers and systems within an AS must share the same
link-state database, which includes routes to reachable prefixes and the metrics associated with the
prefixes. If an import policy is configured and applied to IS-IS or OSPF, some routes might not be learned
or advertised or the metrics for learned routes might be altered, which would make a consistent link-
state database impossible.

The default export policy for IS-IS and OSPF protocols is to reject everything. These protocols do not
actually export their internally learned routes (the directly connected routes on interfaces that are



running the protocol). Both IS-IS and OSPF protocols use a procedure called flooding to announce local
routes and any routes learned by the protocol. The flooding procedure is internal to the protocol, and is
unaffected by the policy framework. Exporting can be used only to announce information from other
protocols, and the default is not to do so.

Automatic Export

For Layer 3 VPNs, the automatic export feature can be configured to overcome the limitation of local
prefix leaking and automatically export routes between local VPN routing and forwarding (VRF) routing
instances.

In Layer 3 VPNs, multiple CE routers can belong to a single VRF routing instance on a PE router. A PE
router can have multiple VRF routing instances. In some cases, shared services might require routes to
be written to multiple VRF routing tables, both at the local and remote PE router. This requires the PE
router to share route information among each configured VRF routing instance. This exchange of route
information is accomplished with custom vrf-export and vrf-import policies that utilize BGP extended
community attributes to create hub-and-spoke topologies. This exchange of routing information, such as
route prefixes, is known as prefix leaking.

The automatic export feature leaks prefixes between VRF routing instances that are locally configured
on a given PE router. The automatic export feature is enabled by using the auto-export statement.

Automatic export is always applied on the local PE router, because it takes care of only local prefix
leaking by evaluating the export policy of each VRF and determining which route targets can be leaked
locally. The standard VRF import and export policies still affect only the remote PE prefix leaking.

If the vrf-export policy examined by the automatic export does not have an explicit then accept action, the
automatic export essentially ignores the policy and, therefore, does not leak the route targets specified
within it.

Protocol Support for Import and Export Policies | 26

Technology Overview: Understanding the Auto Export Feature
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Example: Configuring a Conditional Default Route Policy
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This example shows how to configure a conditional default route on one routing device and redistribute
the default route into OSPF.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION

Topology | 45

In this example, OSPF area O contains three routing devices. Device R3 has a BGP session with an
external peer, for example, an Internet Service Provider (ISP).

To propagate a static route into BGP, this example includes the discard statement when defining the
route. The ISP injects a default static route into BGP, which provides the customer network with a
default static route to reach external networks. The static route has a discard next hop. This means that
if a packet does not match a more specific route, the packet is rejected and a reject route for this
destination is installed in the routing table, but Internet Control Message Protocol (ICMP) unreachable
messages are not sent. The discard next hop allows you to originate a summary route, which can be
advertised through dynamic routing protocols.

Device R3 exports the default route into OSPF. The route policy on Device R3 is conditional such that if
the connection to the ISP goes down, the default route is no longer exported into OSPF because it is no



longer active in the routing table. This policy prevents packets from being silently dropped without
notification (also known as null-route filtering).

This example shows the configuration for all of the devices and the step-by-step configuration on
Device R3.

Topology

Figure 7 on page 45 shows the sample network.

Figure 7: OSPF with a Conditional Default Route to an ISP

AREA 0.0.0.0
% fe-1/2/0
R2 10.0.1.2
fe-1/2/1 fe-1/2/1
10.0.00 10.0.11
ge-0/0/2 ge-0/0/2
Rp3 10.0.452 10.0.45.1
fe-1/2/0 fe-1/2/0
10.0.0.2 10.0.2.1
% fe-1/2/1
R1 10.0.2.2

Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces fe-1/2/0 unit 0 description R1->R3

set interfaces fe-1/2/0 unit 0 family inet address 10.0.1.2/30

set interfaces fe-1/2/1 unit 2 description R1->R2

set interfaces fe-1/2/1 unit 2 family inet address 10.0.0.1/30

set protocols ospf area 0.0.0.0 interface fe-1/2/0.0

set protocols ospf area 0.0.0.0 interface fe-1/2/1.2

Device R2

set interfaces fe-1/2/0 unit 1 description R2->R1

set interfaces fe-1/2/0 unit 1 family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit 4 description R2->R3



set interfaces fe-1/2/1 unit 4 family inet address 10.0.2.2/30

set protocols ospf area 0.0.0.0 interface fe-1/2/0.1

set protocols ospf area 0.0.0.0 interface fe-1/2/1.4

Device R3

set interfaces fe-1/2/0 unit 3 description R3->R2

set interfaces fe-1/2/0 unit 3 family inet address 10.0.2.1/30

set interfaces fe-1/2/1 unit 5 description R3->R1

set interfaces fe-1/2/1 unit 5 family inet address 10.0.1.1/30

set interfaces ge-0/0/2 unit @ description R3->ISP

set interfaces ge-0/0/2 unit @ family inet address 10.0.45.2/30

set protocols bgp group ext type external

set protocols bgp group ext peer-as 64500

set protocols bgp group ext neighbor 10.0.45.1



set protocols ospf export gendefault

set protocols ospf area 0.0.0.0 interface fe-1/2/1.4

set protocols ospf area 0.0.0.0 interface fe-1/2/0.3

set policy-options policy-statement gendefault
bgp

set policy-options policy-statement gendefault

upstream

set policy-options policy-statement gendefault
filter 0.0.0.0/0 upto /16

set policy-options policy-statement gendefault
10.0.45.1

set policy-options policy-statement gendefault

set policy-options policy-statement gendefault

set policy-options as-path upstream "*64500 "

set routing-options autonomous-system 64501

term

term

term

term

term

term

upstreamroutes from protocol

upstreamroutes from as-path

upstreamroutes from route-

upstreamroutes then next-hop

upstreamroutes then accept

end then reject



Device ISP

set interfaces ge-0/0/2 unit 0 family inet address 10.0.45.1/30

set protocols bgp group ext type external

set protocols bgp group ext export advertise-default

set protocols bgp group ext peer-as 64501

set protocols bgp group ext neighbor 10.0.45.2

set policy-options policy-statement advertise-default term 1 from route-filter
0.0.0.0/0 exact

set policy-options policy-statement advertise-default term 1 then accept

set routing-options static route 0.0.0.0/0 discard

set routing-options autonomous-system 64500

Procedure

Step-by-Step Procedure

The following example requires you to navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.
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To configure Device R3:

1. Configure the interfaces.

[edit interfaces]

user@r3# set fe-1/2/0 unit 3 description R3->R2

user@r3# set fe-1/2/0 unit 3 family inet address 10.0.2.1/30

user@3# set fe-1/2/1 unit 5 description R3->R1

user@r3# set fe-1/2/1 unit 5 family inet address 10.0.1.1/30

user@r3# set ge-0/0/2 unit @ description R3->ISP

user@r3# set ge-0/0/2 unit @ family inet address 10.0.45.2/30

2. Configure the autonomous system (AS) number.

[edit routing-options]
user@R3# set autonomous-system 64501

3. Configure the BGP session with the ISP device.

[edit protocols bgp group ext]
user@R3# set type external
user@R3# set peer-as 64500
user@R3# set neighbor 10.0.45.1

4. Configure OSPF.

[edit protocols ospf area 0.0.0.0]
user@r3# set interface fe-1/2/1.4
user@R3# set interface fe-1/2/0.3



5. Configure the routing policy.

[edit policy-options policy-statement gendefault]

user@r3# set term upstreamroutes from protocol bgp

user@R3# set term upstreamroutes from as-path upstream

user@r3# set term upstreamroutes from route-filter 0.0.0.0/0 upto /16
user@R3# set term upstreamroutes then next-hop 10.0.45.1

user@r3# set term upstreamroutes then accept

user@R3# set term end then reject

[edit policy-options]

user@r3# set as-path upstream "*64500 "

6. Apply the export policy to OSPF.

[edit protocols ospf]
user@r3# set export gendefault

7. If you are done configuring the device, commit the configuration.

[edit]
user@R3# commit



Results

Confirm your configuration by issuing the show command. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R3# show
interfaces {
fe-1/2/0 {
unit 3 {
description R3->R2;
family inet {
address 10.0.2.1/30;

}
fe-1/2/1 {
unit 5 {
description R3->R1;
family inet {
address 10.0.1.1/30;

}
ge-1/2/0 {
unit @ {
description R3->ISP;
family inet {
address 10.0.45.2/30;

}
protocols {
bgp {
group ext {
type external;
peer-as 64500;
neighbor 10.0.45.1;

3
ospf {
export gendefault;



area 0.0.0.0 {
interface fe-1/2/1.4;
interface fe-1/2/0.3;

}
policy-options {
policy-statement gendefault {
term upstreamroutes {
from {
protocol bgp;
as-path upstreanm;
route-filter 0.0.0.0/0 upto /16;

}
then {
next-hop 10.0.45.1;
accept;
}
}
term end {
then reject;
}

}

as-path upstream "*64500 ";
}
routing-options {

autonomous-system 64501;

Verification

IN THIS SECTION

Verifying That the Route to the ISP Is Working | 54
Verifying That the Static Route Is Redistributed | 54

Testing the Policy Condition | 56

Confirm that the configuration is working properly.



Verifying That the Route to the ISP Is Working

Purpose

Make sure connectivity is established between Device R3 and the ISP’s router.

Action

user@R3> ping 10.0.45.1

PING 10.0.45.1 (10.0.45.1): 56 data bytes

64 bytes from 10.0.45.1: icmp_seq=0 ttl=64 time=1.185 ms
64 bytes from 10.0.45.1: icmp_seq=1 ttl=64 time=1.199 ms
64 bytes from 10.0.45.1: icmp_segq=2 ttl=64 time=1.186 ms

Meaning

The ping command confirms reachability.

Verifying That the Static Route Is Redistributed

Purpose
Make sure that the BGP policy is redistributing the static route into Device R3's routing table. Also make

sure that the OSPF policy is redistributing the static route into the routing tables of Device R1 and
Device R2.

Action

user@r3> show route protocol bgp

inet.0: 9 destinations, 10 routes (9 active, © holddown, 1 hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 00:00:25, localpref 100



AS path: 64500 I
> to 10.0.45.1 via ge-0/0/2.6

user@R1> show route protocol ospf

inet.@: 7 destinations, 7 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[OSPF/150] 00:03:58, metric @, tag ©
> to 10.0.1.1 via fe-1/2/0.0

10.0.2.0/30 *[OSPF/10] 03:37:45, metric 2

to 10.0.1.1 via fe-1/2/0.0
> to 10.0.0.2 via fe-1/2/1.2
172.16.233.5/32 *[OSPF/10] 03:38:41, metric 1
MultiRecv

user@R2> show route protocol ospf

inet.0: 7 destinations, 7 routes (7 active, © holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[OSPF/150] 00:04:04, metric 0, tag 0
> t0 10.0.2.1 via fe-1/2/1.4

10.0.1.0/30 *[OSPF/10] 03:37:46, metric 2

to 10.0.0.1 via fe-1/2/0.1
> to 10.0.2.1 via fe-1/2/1.4
172.16.233.5/32 *[OSPF/10] 03:38:47, metric 1
MultiRecv

Meaning

The routing tables contain the default 0.0.0.0/0 route. If Device R1 and Device R2 receive packets
destined for networks not specified in their routing tables, those packets will be sent to Device R3 for
further processing. If Device R3 receives packets destined for networks not specified in its routing table,
those packets will be sent to the ISP for further processing.



Testing the Policy Condition

Purpose

Deactivate the interface to make sure that the route is removed from the routing tables if the external
network becomes unreachable.

Action

user@r3> deactivate interfaces ge-0/0/2 unit @ family inet address 10.0.45.2/30
user@R3> commit

user@1> show route protocol ospf

inet.0: 6 destinations, 6 routes (6 active, © holddown, © hidden)
+ = Active Route, - = Last Active, * = Both

10.0.2.0/30 *[OSPF/10] 03:41:48, metric 2
to 10.0.1.1 via fe-1/2/0.0
> to 10.0.0.2 via fe-1/2/1.2
172.16.233.5/32 *[OSPF/10] 03:42:44, metric 1
MultiRecv

user@R2> show route protocol ospf
inet.0: 6 destinations, 6 routes (6 active, © holddown, © hidden)
+ = Active Route, - = Last Active, * = Both

10.0.1.0/30 *[OSPF/10] 03:42:10, metric 2
to 10.0.0.1 via fe-1/2/0.1
> to 10.0.2.1 via fe-1/2/1.4
172.16.233.5/32 *[OSPF/10] 03:43:11, metric 1
MultiRecv



Meaning

The routing tables on Device R1 and Device R2 do not contain the default 0.0.0.0/0 route. This verifies
that the default route is no longer present in the OSPF domain. To reactivate the ge-0/0/2.6 interface,
issue the activate interfaces ge-0/0/2 unit 0 family inet address 10.0.45.2/30 configuration mode command.



CHAPTER 2

Evaluating Routing Policies Using Match Conditions,
Actions, Terms, and Expressions

IN THIS CHAPTER

How a Routing Policy Is Evaluated | 58

Categories of Routing Policy Match Conditions | 60

Routing Policy Match Conditions | 62

Route Filter Match Conditions | 76

Actions in Routing Policy Terms | 79

Summary of Routing Policy Actions | 97

Example: Configuring a Routing Policy to Advertise the Best External Route to Internal Peers | 100
Example: Configuring BGP to Advertise Inactive Routes | 112

Example: Using Routing Policy to Set a Preference Value for BGP Routes | 123
Example: Enabling BGP Route Advertisements | 131

Example: Rejecting Known Invalid Routes | 142

Example: Using Routing Policy in an ISP Network | 146

Understanding Policy Expressions | 226

Understanding Backup Selection Policy for OSPF Protocol | 232

Configuring Backup Selection Policy for the OSPF Protocol | 234

Configuring Backup Selection Policy for 1S-1S Protocol | 241

Example: Configuring Backup Selection Policy for the OSPF or OSPF3 Protocol | 244

How a Routing Policy Is Evaluated

Figure 8 on page 59 shows how a single routing policy is evaluated. This routing policy consists of
multiple terms. Each term consists of match conditions and actions to apply to matching routes. Each
route is evaluated against the policy as follows:



1. The route is evaluated against the first term. If it matches, the specified action is taken. If the action
is to accept or reject the route, that action is taken and the evaluation of the route ends. If the next
term action is specified, if no action is specified, or if the route does not match, the evaluation
continues as described in Step 2. If the next policy action is specified, any accept or reject action
specified in this term is skipped, all remaining terms in this policy are skipped, all other actions are
taken, and the evaluation continues as described in Step 3.

2. The route is evaluated against the second term. If it matches, the specified action is taken. If the
action is to accept or reject the route, that action is taken and the evaluation of the route ends. If the
next term action is specified, if no action is specified, or if the route does not match, the evaluation
continues in a similar manner against the last term. If the next policy action is specified, any accept or
reject action specified in this term is skipped, all remaining terms in this policy are skipped, all other
actions are taken, and the evaluation continues as described in Step 3.

3. If the route matches no terms in the routing policy or the next policy action is specified, the accept or
reject action specified by the default policy is taken. For more information about the default routing
policies, see "Default Routing Policies" on page 40.

Figure 8: Routing Policy Evaluation
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Each term can consist of two statements, from and to, that define match conditions:

In the from statement, you define the criteria that an incoming route must match. You can specify one or
more match conditions. If you specify more than one, all conditions must match the route for a match to
occur.

In the to statement, you define the criteria that an outgoing route must match. You can specify one or
more match conditions. If you specify more than one, all conditions must match the route for a match to
occur.



The order of match conditions in a term is not important, because a route must match all match
conditions in a term for an action to be taken.

Categories of Routing Policy Match Conditions

A match condition defines the criteria that a route must match. You can define one or more match
conditions. If a route matches all match conditions, one or more actions are applied to the route.

Match conditions fall into two categories: standard and extended. In general, the extended match
conditions are more complex than standard match conditions. The extended match conditions provide
many powerful capabilities. The standard match conditions include criteria that are defined within a
routing policy and are less complex than the extended match conditions, also called named match
conditions.

Extended match conditions are defined separately from the routing policy and are given names. You
then reference the name of the match condition in the definition of the routing policy itself.

Named match conditions allow you to do the following:

e Reuse match conditions in other routing policies.

e Read configurations that include complex match conditions more easily.

Named match conditions include communities, prefix lists, and AS path regular expressions.

Table 5 on page 60 describes each match condition, including its category, when you typically use it,
and any relevant notes about it. For more information about match conditions, see "Routing Policy
Match Conditions" on page 62.

Table 5: Match Condition Concepts

Match Condition Category When to Use Notes

AS path regular expression— | Extended (BGP only) Match a route based on its AS You use regular

A combination of AS path. (An AS path consists of the AS expressions to match
numbers and regular numbers of all routers a packet must go the AS path.
expression operators. through to reach a destination.) You can

specify an exact match with a particular
AS path or a less precise match.



Table 5: Match Condition Concepts (Continued))

Match Condition Category

Community—A group of Extended
destinations that share a

property. (Community

information is included as a

path attribute in BGP update

messages.)

Prefix list—A named list of IP | Extended

addresses.

Route list—A list of Extended

destination prefixes.

Standard—A collection of Standard
criteria that can match a

route.

When to Use

Match a group of destinations that share a
property. Use a routing policy to define a
community that specifies a group of
destinations you want to match and one
or more actions that you want taken on
this community.

Match a route based on prefix
information. You can specify an exact
match of a particular route only.

Match a route based on prefix
information. You can specify an exact
match of a particular route or a less
precise match.

Match a route based on one of the
following criteria: area ID, color, external
route, family, instance (routing), interface
name, level number, local preference,
metric, neighbor address, next-hop
address, origin, preference, protocol,
routing table name, or tag.

You can specify a match condition for
policies based on protocols by naming a
protocol from which the route is learned
or to which the route is being advertised.

Notes

Actions can be
performed on the entire
group.

You can create multiple
communities associated
with a particular
destination.

You can create match
conditions using regular
expressions.

You can specify a
common action only for
all prefixes in the list.

You can specify an
action for each prefix in
the route list or a
common action for all
prefixes in the route list.

None.



Table 5: Match Condition Concepts (Continued))

Match Condition Category When to Use

Subroutine—A routing policy | Extended Use an effective routing policy in other
that is called repeatedly from routing policies. You can create a

another routing policy. subroutine that you can call over and over

from other routing policies.

Each term can consist of two statements, from and to, that define match conditions:

Notes

The subroutine action
influences but does not
necessarily determine
the final action. For
more information, see
"How a Routing Policy
Subroutine Is Evaluated"
on page 316.

¢ In the from statement, you define the criteria that an /ncoming route must match. You can specify one
or more match conditions. If you specify more than one, all conditions must match the route for a

match to occur.

¢ In the to statement, you define the criteria that an outgoing route must match. You can specify one or
more match conditions. If you specify more than one, all conditions must match the route for a match

to occur.

The order of match conditions in a term is not important, because a route must match all match

conditions in a term for an action to be taken.

‘ Routing Policy Match Conditions | 62

Routing Policy Match Conditions

Each term in a routing policy can include two statements, from and to, to define the conditions that a

route must match for the policy to apply:

from {
family family-name;
match-conditions;
policy subroutine-policy-name;

prefix-list name;



route-filter destination-prefix match-type <actions>;

source-address-filter source-prefix match-type <actions>;

}
to {

match-conditions;

policy subroutine-policy-name;
}

In the from statement, you define the criteria that an incoming route must match. You can specify one or
more match conditions. If you specify more than one, they all must match the route for a match to

OocCcur.

The from statement is optional. If you omit the from, all routes are considered to match. All routes then
take the configured actions of the policy term.

In the to statement, you define the criteria that an outgoing route must match. You can specify one or
more match conditions. If you specify more than one, they all must match the route for a match to
occur. You can specify most of the same match conditions in the to statement that you can in the from
statement. In most cases, specifying a match condition in the to statement produces the same result as
specifying the same match condition in the from statement.

The to statement is optional. If you omit both the to and the from statements, all routes are considered to
match.

Table 6 on page 63 summarizes key routing policy match conditions.

Table 6: Summary of Key Routing Policy Match Conditions

Match Condition Description

aggregate-contributor Matches routes that are contributing to a configured aggregate. This match
condition can be used to suppress a contributor in an aggregate route.

area area-id Matches a route learned from the specified OSPF area during the exporting of
OSPF routes into other protocols.

as-path name Matches the name of the path regular expression of an autonomous systems
(AS). BGP routes whose AS path matches the regular expression are processed.



Table 6: Summary of Key Routing Policy Match Conditions (Continued)

Match Condition Description

color preference Matches a color value. You can specify preference values that are finer-grained
than those specified in the preference match conditions. The color value can be
a number from O through 4,294,967,295 (232 - 1). A lower number indicates a
more preferred route.

community Matches the name of one or more communities. If you list more than one name,
only one name needs to match for a match to occur. (The matching is
effectively a logical OR operation.)

external [type metric-typel Matches external OSPF routes, including routes exported from one level to
another. In this match condition, type is an optional keyword. The metric-type
value can be either 1 or 2. When you do not specify type, this condition
matches all external routes.

interface interface-name Matches the name or IP address of one or more router interfaces. Use this
condition with protocols that are interface-specific. For example, do not use
this condition with internal BGP (IBGP).

Depending on where the policy is applied, this match condition matches routes
learned from or advertised through the specified interface.

internal Matches a routing policy against the internal flag for simplified next-hop self
policies.
level level Matches the IS-IS level. Routes that are from the specified level or are being

advertised to the specified level are processed.

local-preference value Matches a BGP local preference attribute. The preference value can be from O
through 4,294,967,295 (232 - 1).

metric metric Matches a metric value. The metric value corresponds to the multiple exit

discriminator (MED), and metric2 corresponds to the IGP metric if the BGP next

metric2 metric hop runs back through another route.



Table 6: Summary of Key Routing Policy Match Conditions (Continued)

Match Condition Description

neighbor address Matches the address of one or more neighbors (peers).

For BGP export policies, the address can be for a directly connected or
indirectly connected peer. For all other protocols, the address is for the
neighbor from which the advertisement is received.

next-hop address Matches the next-hop address or addresses specified in the routing information
for a particular route. For BGP routes, matches are performed against each
protocol next hop.

origin value Matches the BGP origin attribute, which is the origin of the AS path
information. The value can be one of the following:
e egp—Path information originated from another AS.
e igp—Path information originated from within the local AS.

e incomplete—Path information was learned by some other means.

preference preference Matches the preference value. You can specify a primary preference value
(preference) and a secondary preference value (preference?). The preference
value can be a number from O through 4,294,967,295 (232 - 1). A lower
number indicates a more preferred route.

preference2 preference

NOTE: Do not set preference2 for BGP route-policy.

protocol protocol Matches the name of the protocol from which the route was learned or to
which the route is being advertised. It can be one of the following: aggregate,

bgp, direct, dvmrp, isis, local, ospf, pim-dense, pim-sparse, rip, ripng, or static.

route-type value Matches the type of route. The value can be either external or internal.

All conditions in the from and to statements must match for the action to be taken. The match conditions
defined in Table 7 on page 66 are effectively a logical AND operation. Matching in prefix lists and route
lists is handled differently. They are effectively a logical OR operation. If you configure a policy that
includes some combination of route filters, prefix lists, and source address filters, they are evaluated
according to a logical OR operation or a longest-route match lookup.



Table 7 on page 66 describes the match conditions available for matching an incoming or outgoing
route. The table indicates whether you can use the match condition in both from and to statements and
whether the match condition functions the same or differently when used with both statements. If a
match condition functions differently in a from statement than in a to statement, or if the condition
cannot be used in one type of statement, there is a separate description for each type of statement.
Otherwise, the same description applies to both types of statements.

Table 7 on page 66 also indicates whether the match condition is standard or extended. In general, the
extended match conditions include criteria that are defined separately from the routing policy
(autonomous system [AS] path regular expressions, communities, and prefix lists) and are more complex
than standard match conditions. The extended match conditions provide many powerful capabilities.
The standard match conditions include criteria that are defined within a routing policy and are less
complex than the extended match conditions.

Table 7: Complete List of Routing Policy Match Conditions

Match Condition Match Statement Description

Condition

Category
aggregate- Standard Match routes that are contributing to a configured aggregate. This match
contributor condition can be used to suppress a contributor in an aggregate route.
area area-id Standard (Open Shortest Path First [OSPF] only) Area identifier.

In a from statement used with an export policy, match a route learned from the
specified OSPF area when exporting OSPF routes into other protocols.

as-path name Extended (Border Gateway Protocol [BGP] only) Name of an AS path regular expression.
For more information, see "Understanding AS Path Regular Expressions for
Use as Routing Policy Match Conditions" on page 472.

as-path-group Extended (BGP only) Name of an AS path group regular expression. For more
group-name information, see "Understanding AS Path Regular Expressions for Use as
Routing Policy Match Conditions" on page 472.

bridge-domain-id Extended Bridge domain ID, VLAN ID, or (with VXLAN encapsulation) a VXLAN virtual
bridge-domain- network identifier (VNI).

number



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match Statement Description

Condition

Category
color preference Standard Color value. You can specify preference values (color and color2) that are
color2 preference finer-grained than those specified in the preference and preference2 match

conditions. The color value can be a number in the range from O
through 4,294,967,295 (232 - 1). A lower number indicates a more preferred

route.
community-count Standard (BGP only) Number of community entries required for a route to match. The
value (equal | count value can be a number in the range of O through 1,024. Specify one of
orhigher | the following options:
orlower)

e equal—The number of communities must equal this value to be considered
a match.

e orhigher —The number of communities must be greater than or equal to
this value to be considered a match.

e orlower—The number of communities must be less than or equal to this
value to be considered a match.

NOTE: If you configure multiple community-count statements, the matching
is effectively a logical AND operation.

NOTE: The community-count attribute only works with standard
communities. It does not work with extended communities.

This match condition is not supported for use with the To statement.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

community

[ names 1

external [ type
metric-type]

evpn-esi

evpn-etag

Match
Condition
Category

Extended

Standard

Standard

Standard

Statement Description

Name of one or more communities. If you list more than one name, only one
name needs to match for a match to occur (the matching is effectively a
logical OR operation). For more information, see Understanding BGP
Communities, Extended Communities, and Large Communities as Routing
Policy Match Condiitions.

BGP EVPN routes have a set of extended communities carried in the BGP
update message path attribute, and as such, you can use extended
communities for filtering BGP EVPN routes. The information available
includes encapsulation type, mac-mobility information, EVPN split-horizon
label information, ESI mode, and etree leaf label.

Use the following syntax to specify BGP EVPN extended communities:
e community (type, in decimal format) vall:val?

vall and val2 can be specified as [2 + 4] octets, or as [4 + 2] octets.

(OSPF and IS-IS only) Match IGP external routes. For 1S-IS routes, the external
condition also matches routes that are exported from one IS-IS level to
another. The type keyword is optional and is applicable only to OSPF external
routes. When you do not specify type, the external condition matches all IGP
external (OSPF and IS-1S) routes. When you specify type, the external
condition matches only OSPF external routes with the specified OSPF metric
type. The metric type can either be 1 or 2.

To match BGP external routes, use the route-type match condition.

You can filter BGP EVPN routes on the basis of Ethernet Segment Identifiers
(ESIs) information for routes types 1, 2, 4, 7, and 8, which are the only types
to include the ESI attribute in their prefix. (ES| values are encoded as 10-byte
integers and are used to identify a multihomed segment.)

You can filter BGP EVPN routes on the basis of EVPN tag information, which
is available from the prefix of the EVPN route. Requires EVPN be set in the
following CLI hierarchy:

e filter policy-options policy-statement name term name family



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

evpn-mac-route

interface
interface-name

level Jevel

local-preference

value

mac-filter-list

Match Statement Description

Condition

Category

Standard Filtering BGP EVPN type-2 routes based on if it has any IP address.

EVPN type-2 MAC routes can have IP address in the prefix along with MAC
address. The IP address carried in the MAC-IP route can be either IPv4 or
IPvé6 address. It is possible to filter out type-2 routes based on only if it has
only mac address or mac+ipv4 address or mac+ipvé address.

Standard Name or IP address of one or more routing device interfaces. Do not use this
qualifier with protocols that are not interface-specific, such as IBGP.

Match a route learned from, or to be advertised to, one of the specified
interfaces. Direct routes match routes configured on the specified interface.

Standard (Intermediate System-to-Intermediate System [IS-IS] only) IS-IS level.

Match a route learned from, or to be advertised to, a specified level.

Standard (BGP only) BGP local preference (LOCAL_PREFlocal-preference (add |
subtract) number) attribute. The preference value can be a number in the
range O through 4,294,967,295 (232 - 1).

Standard (BGP only) Named mac filter list. EVPN type-2 routes have mac address as
part of the prefix, which you can use to create a list of MAC addresses.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

multicast-scoping
(scoping-name |
number) <
(orhigher |
orlower) >

neighbor address

Match

Condition

Category

Standard

Standard

Statement Description

Multicast scope value of IPv4 or IPvé multicast group address. The multicast-
scoping name corresponds to an IPv4 prefix. You can match on a specific
multicast-scoping prefix or on a range of prefixes. Specify orhigher to match
on a scope and numerically higher scopes, or orlower to match on a scope and
numerically lower scopes. For more information, see the Junos OS Multicast
Protocols User Guide.

You can apply this scoping policy to the routing table by including the scope-
policy statement at the [edit routing-options] hierarchy level.

The number value can be any hexadecimal number from O through F. The
multicast-scope value is a number from O through 15, or one of the following
keywords with the associated meanings:

e node-local (value=1)—No corresponding prefix
e link-local (value=2)—Corresponding prefix 224.0.0.0/24
e site-local (value=5)—No corresponding prefix

e ¢global (value=14)—Corresponding prefix 224.0.1.0 through
238.255.255.255

e organization-local (value=8)—Corresponding prefix 239.192.0.0/14

Address of one or more neighbors (peers).
For BGP, the address can be a directly connected or indirectly connected peer.

For BGP import policies, specifying to neighbor produces the same result as
specifying from neighbor.

For BGP export policies, specifying the neighbor match condition has no effect
and is ignored.

For all other protocols, the address is the neighbor from which the
advertisement is received, or for to statements, it matches the neighbor to
which the advertisement is sent.

NOTE: The neighbor address match condition is not valid for the Routing
Information Protocol (RIP).


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-multicast/config-guide-multicast.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-multicast/config-guide-multicast.html

Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match Statement Description

Condition

Category
next-hop Standard One or more next-hop addresses specified in the routing information for a
[ addresses ] particular route. A next-hop address cannot include a netmask. For BGP

routes, matches are performed against each protocol next hop.

next-hop-type Standard LDP generates a next hop based on RSVP and IP next hops available to use,
merged combined with forwarding-class mapping.

This match condition is not supported for use with the To statement.

nlri-route-type Standard Route type from NLRI 1 through NLRI 10. Multiple route types can be
specified in a single policy.

For EVPN, NLRI route types range from 1 to 8 (the first octet of the route
prefix in the BGP update message is the EVPN route type).

In addition to filtering on EVPN NLRI route types, you can also filter on IP
address or MAC address (mac-ip) that is embedded in the EVPN route prefix

for route types 2 and 5. To do so, use a prefix-list or route-filter for the
address.

When a type-5 route is created from a type 2 mac-ip advertisement that was
learned remotely, then the community that was learned from the type-2 route
advertisement is included in the new type-5 route. You can prevent this by
enabling the donot-advertise-community statement at the protocols evpn ip-
prefix-routes hierarchy.

origin value Standard (BGP only) BGP origin attribute, which is the origin of the AS path
information. The value can be one of the following:

e egp—Path information originated in another AS.
e igp—Path information originated within the local AS.

e incomplete—Path information was learned by some other means.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition Match Statement Description

Condition

Category
policy [ policy- Extended Name of a policy to evaluate as a subroutine.
name ]

For information about this extended match condition, see "Understanding
Policy Subroutines in Routing Policy Match Conditions" on page 312.

preference Standard Preference value. You can specify a primary preference value (preference) and
preference a secondary preference value (preference?). The preference value can be a
preference? number from O through 4,294,967,295 (232 - 1). A lower number indicates a
preference more preferred route.

To specify even finer-grained preference values, see the color and color?
match conditions in this table.

prefix-list Extended Named list of IP addresses. You can specify an exact match with incoming
prefix-1ist-name routes.

Ip-addresses For information about this extended match condition, see "Understanding

Prefix Lists for Use in Routing Policy Match Conditions" on page 426.
This match condition is not supported for use with the To statement.

This match condition is not supported for use with the To statement.

prefix-list-filter = Extended Named prefix list. You can specify prefix length qualifiers for the list of
prefix-1ist-name prefixes in the prefix list.
match-type

When used with EVPN NRLI route types 2 and 5, the following are supported:
e from prefix-list-filter [ exact | longer | orlonger 1]

For information about this extended match condition, see "Understanding
Prefix Lists for Use in Routing Policy Match Conditions" on page 426.

This match condition is not supported for use with the To statement.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

protocol protocol

rib routing-table

route-
distinguisher

Match Statement Description

Condition

Category

Standard Name of the protocol from which the route was learned or to which the route

is being advertised. It can be one of the following: access, access-internal,
aggregate, anchor, arp, bgp, bgp-1s-epe,bgp-static, direct, dvmrp, esis, evpn, frr,
isis, 1-isis, isis, 12-1earned-host-routing, 12circuit, 12vpn, 1dp, local, mpls,
msdp, ospf (matches both OSPFv2 and OSPFv3 routes), ospf2 (matches OSPFv2
routes only), ospf3 (matches OSPFv3 routes only), pim, rift, rip, ripng, route-
target, rsvp, spring-te, static, or vpls.

Standard Name of a routing table. The value of routing-table can be one of the
following:

e inet.0—Unicast IPv4 routes
® jnstance-name inet.0—Unicast IPv4 routes for a particular routing instance
e inet.1—Multicast IPv4 routes

e inet.2—Unicast IPv4 routes for multicast reverse-path forwarding (RPF)
lookup

e inet.3—MPLS routes
e mpls.0—MPLS routes for label-switched path (LSP) next hops

e inet6.0—Unicast IPvé6 routes

Standard Name of the route-distinguisher (RD).

RD supports filtering BGP EVPN routes. The RD information is carried in the
prefix of the EVPN route.



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

route-filter
route-filter-list

rtf-prefix-list
name route-targets

source-address-
filter
destination-prefix
match-type
<actions>

state (active |

inactive)

Match
Condition
Category

Standard

Extended

Extended

Standard

Statement Description

Named route filter or route filter list. You can specify prefix length qualifiers
for the list of routes in the route filter list.

When used with EVPN NRLI route types 2 and 5, the following are supported:

o from route-filter [ address-mask | exact | longer | orlonger | prefix-
length-range | through | upto ]

This match condition is not supported for use with the To statement.

(BGP only) Named list of route target prefixes for BGP route target filtering
and proxy BGP route target filtering.

For information about this extended match condition, see Example:
Configuring an Export Policy for BGP Route Target Filtering for VPNES.

This match condition is not supported for use with the To statement.

List of multicast source addresses. When specifying a source address, you can
specify an exact match with a specific route or a less precise match using
match types. You can configure either a common action that applies to the
entire list or an action associated with each prefix. For more information, see
"Understanding Route Filters for Use in Routing Policy Match Conditions" on
page 337.

This match condition is not supported for use with the To statement.

(BGP export only) Match on the following types of advertised routes:

e active—An active BGP route

e inactive—A route advertised to internal BGP peers as the best external
path even if the best path is an internal route

e inactive—A route advertised by BGP as the best route even if the routing
table did not select it to be an active route



Table 7: Complete List of Routing Policy Match Conditions (Continued))

Match Condition

tag string tag2

string

validation-
database

Match
Condition
Category

Standard

Standard

Statement Description

Tag value. You can specify two tag strings: tag (for the first string) and tag2.
These values are local to the router and can be set on configured routes or by
using an import routing policy.

You can specify multiple tags under one match condition by including the tags
within a bracketed list. For example: from tag [ tagl tag2 tag3 1;

For OSPF routes, thetag action sets the 32-bit tag field in OSPF external link-
state advertisement (LSA) packets.

For IS-IS routes, the tag action sets the 32-bit flag in the IS-IS IP prefix type
length values. (TLV).

OSPF stores the INTERNAL route's OSPF area ID in thetag? attribute.
However, for EXTERNAL routes, OSPF does not store anything in the
tag2attribute.

You can configure a policy term to set the tag2 value for a route. If the route,
already has a tag?2 value (for example, an OSPF route that stores area id in

tag2), then the original tag2 value is overwritten by the new value.

When the policy contains the "from area" match condition, for internal OSPF
routes, where tag? is set, based on the OSPF area- ID, the evaluation is
conducted to compare the tag? attribute with the area ID. For external OSPF

routes that do not have the tag2 attribute set, the match condition fails.

When BGP origin validation is configured, triggers a lookup in the route
validation database to determine if the route prefix is valid, invalid, or
unknown. The route validation database contains route origin authorization
(ROA) records that map route prefixes to expected originating autonomous
systems (ASs). This prevents the accidental advertisement of invalid routes.

See Configuring Origin Validation for BGP.

Understanding Prefix Lists for Use in Routing Policy Match Conditions | 426

Understanding Route Filters for Use in Routing Policy Match Conditions | 337


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp-origin-as-validation.html

Route Filter Match Conditions

When specifying a destination prefix, you can specify an exact match with a specific route, or a less
precise match by using match types. You can configure either a common reject action that applies to the
entire list, or an action associated with each prefix.

You can specify known invalid (“bad”) routes to ignore by specifying matches on destination prefixes.
Additionally, you can specify that “good” routes be processed in a particular way. For instance, you can
group traffic from specific source or destination addresses into forwarding classes to be processed using
the class of service (CoS) feature.

Table 8 on page 77 lists route list match types.



Table 8: Route List Match Types

Match Type

address-mask netmask-value

exact

longer

Match Conditions

All of the following are true:

e The bit-wise logical AND of the netmask-value pattern and
the incoming IPv4 or IPvé route address and the bit-wise
logical AND of the netmask-value pattern and the
destination-prefix address are the same. The bits set in the
netmask-value pattern do not need to be contiguous.

e The prefix-Ilengthcomponent of the incoming IPv4 or IPvé
route address and the prefix-length component of the

destination-prefix address are the same.

NOTE: The address-mask routing policy match type is valid
only for matching an incoming IPv4 (family inet) or IPvé
(family inet6) route address to a list of destination match

prefixes specified in a route-filter statement.

The address-mask routing policy match type enables you to
match an incoming IPv4 or IPvé route address on a configured
netmask address in addition to the length of a configured
destination match prefix. The length of the route address must
match exactly with the length of the configured destination
match prefix, as the address-mask match type does not support
prefix length variations for a range of prefix lengths.

When the longest-match lookup is performed on a route filter,
the lookup evaluates an address-mask match type differently
from other routing policy match types. The lookup does not
consider the length of the destination match prefix. Instead, the
lookup considers the number of contiguous high-order bits set
in the netmask value.

The route shares the same most-significant bits (described by
prefix-length), and prefix-lengthis equal to the route's prefix
length.

The route shares the same most-significant bits (described by
prefix-length), and prefix-lengthis greater than the route's
prefix length.



Table 8: Route List Match Types (Continued)

Match Type

orlonger

prefix-length-range prefix-Ilength2-prefix-

length3

through destination-prefix

upto prefix-Iength?

Summary of Routing Policy Actions | 97

Match Conditions

The route shares the same most-significant bits (described by
prefix-length), and prefix-lengthis equal to or greater than the
route's prefix length.

The route shares the same most-significant bits (described by
prefix-length), and the route's prefix length falls between prefix-
length2? and prefix-length3, inclusive.

All the following are true:

e The route shares the same most-significant bits (described by
prefix-length) of the first destination prefix.

e The route shares the same most-significant bits (described by
prefix-length) of the second destination prefix for the
number of bits in the prefix length.

e The number of bits in the route's prefix length is less than or
equal to the number of bits in the second prefix.

You do not use the through match type in most routing policy
configurations.

The route shares the same most-significant bits (described by
prefix-Iength) and the route's prefix length falls between prefix-
lengthand prefix-Ilength2.

Categories of Routing Policy Match Conditions | 60

Example: Rejecting Known Invalid Routes | 142

Example: Grouping Source and Destination Prefixes into a Forwarding Class | 718
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Each term in a routing policy can include a then statement, which defines the actions to take if a route
matches all the conditions in the from and to statements in the term:

then {

actions;

You can include this statement at the following hierarchy levels:
o [edit policy-options policy-statement policy-name term term-name]
o [edit logical-systems logical-system-name policy-options policy-statement policy-name term term-name]

If a term does not have from and to statements, all routes are considered to match, and the actions apply
to them all. For information about the from and to statements, see "Routing Policy Match Conditions" on
page 62.

You can specify one or more actions in the then statement. There are three types of actions:

¢ Flow control actions, which affect whether to accept or reject the route and whether to evaluate the
next term or routing policy.

e Actions that manipulate route characteristics.

e Trace action, which logs route matches.



@ NOTE: When you specify an action that manipulates the route characteristics, the
changes occur in a copy of the source route. The source route itself does not change.
The effect of the action is visible only after the route is imported into or exported from
the routing table. To view the source route before the routing policy has been applied,
use the show route receive-protocol command. To view a route after an export policy has
been applied, use the show route advertised-protocol command.
During policy evaluation, the characteristics in the copy of the source route always
change immediately after the action is evaluated. However, the route is not copied to
the routing table or a routing protocol until the policy evaluation is complete.

The then statement is optional. If you omit it, one of the following occurs:
e The next term in the routing policy, if one is present, is evaluated.
o If there are no more terms in the routing policy, the next routing policy, if one is present, is evaluated.

o If there are no more terms or routing policies, the accept or reject action specified by the default
policy is taken. For more information, see "Default Routing Policies" on page 40.

The following sections discuss these actions:

Configuring Flow Control Actions

Table 9 on page 80 lists the flow control actions. You can specify one of these actions along with the
trace action or one or more of the actions that manipulate route characteristics (see "Configuring
Actions That Manipulate Route Characteristics" on page 81).

Table 9: Flow Control Actions

Flow Control Description
Action
accept Accept the route and propagate it. After a route is accepted, no other terms in the routing

policy and no other routing policies are evaluated.

default-action Accept and override any action intrinsic to the protocol. This is a nonterminating policy action.
accept
reject Reject the route and do not propagate it. After a route is rejected, no other terms in the routing

policy and no other routing policies are evaluated.



Table 9: Flow Control Actions (Continued))

Flow Control
Action

default-action
reject

next term

next policy

sr-te-template

Description

Reject and override any action intrinsic to the protocol. This is a nonterminating policy action.

Skip to and evaluate the next term in the same routing policy. Any accept or reject action
specified in the then statement is skipped. Any actions in the then statement that manipulate
route characteristics are applied to the route.

next termis the default control action if a match occurs and you do not specify a flow control
action.

NOTE: On Junos OS Evolved, next term cannot appear as the last term of the action. A filter
term where next termis specified as an action but without any match conditions configured is
not supported.

Skip to and evaluate the next routing policy. Any accept or reject action specified in the then
statement is skipped. Any actions in the then statement that manipulate route characteristics
are applied to the route.

next policy is the default control action if a match occurs, you do not specify a flow control
action, and there are no further terms in the current routing policy.

Segment routing-traffic engineered (SR-TE) template to apply for PCE-initiated LSPs.

Configuring Actions That Manipulate Route Characteristics

You can specify one or more of the actions listed in Table 10 on page 81 to manipulate route

characteristics.

Table 10: Actions That Manipulate Route Characteristics

Action Description
add-path send-count path- (BGP only) Enable sending up to 20 BGP paths to a destination for a subset of add-
count path advertised prefixes.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

as-path-prepend as-path

as-path-expand last-as count
n

assisted-replication
replicator-ip replicator-ip
(strict | fallback-
replicator-ip fallback-
replicator-ip)

Description

(BGP only) Affix one or more AS numbers at the beginning of the AS path. If
specifying more than one AS number, enclose the numbers in quotation marks
(“"). The AS numbers are added after the local AS number has been added to the
path. This action adds AS numbers to AS sequences only, not to AS sets. If the
existing AS path begins with a confederation sequence or set, the affixed AS
numbers are placed within a confederation sequence. Otherwise, the affixed AS
numbers are placed within a nonconfederation sequence. For more information,
see "Understanding Prepending AS Numbers to BGP AS Paths" on page 502.

In Junos OS Release 9.1 and later, you can specify 4-byte AS numbers as defined
in RFC 4893, BGP Support for Four-octet AS Number Space, as well as the 2-byte
AS numbers that are supported in earlier releases of the Junos OS.

(BGP only) Extract the last AS number in the existing AS path and affix that AS

number to the beginning of the AS path 7 times, where nis a number from
1 through 32.

The AS number is added before the local AS number has been added to the path.
This action adds AS numbers to AS sequences only, not to AS sets. If the existing
AS path begins with a confederation sequence or set, the affixed AS numbers are
placed within a confederation sequence. Otherwise, the affixed AS numbers are
placed within a non-confederation sequence. This option is typically used in non-
IBGP export policies.

NOTE: Starting in Junos OS Release 17.3, it is possible to commit a null
configuration for the count value, and if so, Junos will convert the null to a 1
count rather than a O count, or disallowing the commit. The effect of having
your as-path-expand count equal one is that such an as-path is longer, and
therefore less preferable. We recommend that you either explicitly set the as-
path-expand count, or delete the unused setting to avoid any unexpected
behavior.

(Assisted replication [AR] with optimized intersubnet multicast [OISM] only)
Enable an AR leaf device in an EVPN network running OISM to deterministically
steer multicast flows to specific AR replicator devices. Optionally include the
strict option to strictly forward matching flows only to the preferred specified AR
replicator. Or, you can include a fallback AR replicator address to use in case the
preferred AR replicator goes down. See assisted-replication (Deterministic AR
Replicator Policy Actions) for details.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

bgp-output-queue-priority

class class-name

color preference color2
preference

color (add | subtract) number
color2 (add | subtract)
number

community (+ | add) [ names ]

community (- | delete)

[ names 1

community (= | set) [ names ]

Description

(BGP only) Set the output priority queue used for this route. There are 17
prioritized output queues: an expedited queue that is the highest priority, and 16
numbered queues where 1 is the lowest priority and 16 is the highest.

(Class of service [CoS] only) Apply the specified class-of-service parameters to
routes installed into the routing table. For more information, see the Junos OS
Class of Service User Guide for Routing Devices.

Set the preference value to the specified value. The color and color2 preference
values are even more fine-grained than those specified in the preference and
preference2 actions. The color value can be a number in the range from O

through 4,294,967,295 (232 - 1). A lower number indicates a more preferred
route.

If you set the preference with the color action, the value is internal to Junos OS
and is not transitive.

Change the color preference value by the specified amount. If an addition
operation results in a value that is greater than 4,294,967,295 (232 - 1), the value
is set to 232 - 1. If a subtraction operation results in a value less than 0, the value
is set to 0. If an attribute value is not already set at the time of the addition or
subtraction operation, the attribute value defaults to a value of O regardless of the
amount specified. If you perform an addition to an attribute with a value of 0, the
number you add becomes the resulting attribute value.

(BGP only) Add the specified communities to the set of communities in the route.
For more information, see Understanding BGP Communities, Extended
Communities, and Large Communities as Routing Policy Match Condlitions.

(BGP only) Delete the specified communities from the set of communities in the
route. For more information, see Understanding BGP Communities, Extended
Communities, and Large Communities as Routing Policy Match Conditions.

(BGP only) Replace any communities that were in the route in with the specified
communities. For more information, see Understanding BGP Communities,
Extended Communities, and Large Communities as Routing Policy Match
Conditions.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

cos-next-hop-map map-name

damping name

destination-class
destination-class-name

external type metric

Description

Set CoS-based next-hop map in forwarding table.

(BGP only) Apply the specified route-damping parameters to the route. These
parameters override the default damping parameters. This action is useful only in

an import policy, because the damping parameters affect the state of routes in the

routing table.

To apply damping parameters, you must enable BGP flap damping as described in
the Junos OS Routing Protocols Library for Routing Devices, and you must create
a named list of parameters as described in "Using Routing Policies to Damp BGP
Route Flapping" on page 644.

Maintain packet counts for a route passing through your network, based on the
destination address in the packet. You can do the following:

e Configure group destination prefixes by configuring a routing policy.

e Apply that routing policy to the forwarding table with the corresponding
destination class.

e Enable packet counting on one or more interfaces by including the
destination-class-usage statement at the [edit interfaces interface-name unit
logical-unit-number family inet accounting] hierarchy level (see the Junos OS
Class of Service User Guide for Routing Devices).

e View the output by using one of the following commands: show interfaces
destination-class (all | destination-class-name logical-interface-name), show
interfaces interface-name extensive, or show interfaces interface-name

statistics (see the CLI Explorer).
e To configure a packet count based on the source address, use the source-class

statement described in this table.

Set the external metric type for routes exported by OSPF. You must specify the
keyword type.


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-routing/index.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/cos/config-guide-cos.html
https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

forwarding-class forwarding-
class-name

install-nexthop <strict> 1sp
Isp-name

install-to-fib

load-balance consistent-hash

Description

Create the forwarding class that includes packets based on both the destination
address and the source address in the packet. You can do the following:

e Configure group prefixes by configuring a routing policy.

e Apply that routing policy to the forwarding table with the corresponding
forwarding class.

e Enable packet counting on one or more interfaces by using the procedure

described in either the destination-class or source-class actions defined in this
table.

Choose which next hops, among a set of equal LSP next hops, are installed in the
forwarding table. Use the export policy for the forwarding table to specify the LSP
next hop to be used for the desired routes. Specify the strict option to enable
strict mode, which checks to see if any of the LSP next hops specified in the policy
are up. If none of the specified LSP next hops are up, the policy installs the discard
next hop.

For PTX Series routers only, override the default BGP routing policy. For more
information, see Example: Overriding the Default BGP Routing Policy on PTX
Series Packet Transport Routers.

(BGP only) For MX Series routers with modular port concentrators (MPCs) and for
QFX10000 switches only, specify consistent load balancing for one or more IP
addresses. This feature preserves the affinity of a flow to a path in an equal-cost
multipath (ECMP) group when one or more next-hop paths fail. Only flows for
paths that are inactive are redirected. Flows mapped to servers that remain active
are maintained.

You can enable consistent load balancing in a kernel routing table (KRT) export
policy for routes resolving over a flex route profile with multiple gateways. The
policy applies to direct flows to the flex route IP address to maintain flow affinity.
Use the KRT policy with caution to allow specific prefixes only and to avoid
undesirable outcomes in the Packet Forwarding Engine.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/policy-default-packet-transport.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/policy-default-packet-transport.html

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

load-balance symmetric-
consistent-hash

load-balance destination-ip-
only

load-balance per-packet

load-balance per-prefix

load-balance source-ip-only

local-preference value

Description

(MX Series Routers - AFT-based) Enable symmetric consistent hashing to support
consistent hashing with static routes and achieve symmetric load-balancing with
correlated source IP and destination IP load-balancing hash-key in forward and
reverse direction.

This action is used in a scenario where consistent hash is to be applied on anycast
IPs used for load-balancing the traffic learnt via static route towards ECMP server
group in upstream and downstream direction. Because the expectation is that all
flows from a customer should reach the same ECMP server, only the source-IP is
used for creating the load-balancing hash in one direction and destination-IP is
used for creating the load-balancing hash in the reverse direction.

Calculate load balancing hash based solely on destination IP address. This allows a
service provider to direct traffic toward a specific content server in per-subscriber
aware environments.

(For export to the forwarding table only) Install all next-hop addresses in the
forwarding table and have the forwarding table perform per-packet load
balancing. This policy action allows you to optimize VPLS traffic flows across
multiple paths. For more information, see Configuring Per-Packet Load Balancing.

For PTX Series routers only, override the default per-packet load balancing routing
policy for BGP. For more information, see Example: Overriding the Default BGP
Routing Policy on PTX Series Packet Transport Routers.

Calculate load balancing hash based solely on source IP address. This allows a
service provider to direct traffic toward a specific content server in per-subscriber
aware environments.

(BGP only) Set the BGP local preference (LOCAL_PREF) attribute. The preference
value can be a number in the range from O through 4,294,967,295 (232 - 1).


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/policy-default-packet-transport.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/policy-default-packet-transport.html

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

local-preference (add |
subtract) number

map-to-interface (interface-
name | self)

metric metric metric2 metric
metric3 metric metric4 metric

metric (add | subtract)
number metric2 (add |
subtract) number metric3 (add
| subtract) number metric4
(add | subtract) number

Description

Change the local preference value by the specified amount. If an addition
operation results in a value that is greater than 4,294,967,295 (232 - 1), the value
is set to 232 - 1. If a subtraction operation results in a value less than 0, the value
is set to 0. If an attribute value is not already set at the time of the addition or
subtraction operation, the attribute value defaults to a value of O regardless of the
amount specified. If you perform an addition to an attribute with a value of O, the
number you add becomes the resulting attribute value.

For BGP, if the attribute value is not known, it is initialized to 100 before the
routing policy is applied.

Sets the map-to-interface value which is similar to existing metric or tag actions.

The map-to-interface action requires you to specify one of the following:

e Alogical interface (for example, ge-0/0/0.0). The logical interface can be any
interface that multicast currently supports, including VLAN and aggregated
Ethernet interfaces.

NOTE: If you specify a physical interface as the map-to-interface (for
example, ge-0/0/0), a value of .0 is appended to physical interface to create
a logical interface.

e The keyword self. The self keyword specifies that multicast data packets are
sent on the same interface as the control packets and no mapping occurs.

If no term matches, then no multicast data packets are sent.

Set the metric. You can specify up to four metric values, starting with metric (for

the first metric value) and continuing with metric2, metric3, and metric4.

(BGP only) metric corresponds to the MED, and metric2 corresponds to the IGP
metric if the BGP next hop loops through another router.

Change the metric value by the specified amount. If an addition operation results
in a value that is greater than 4,294,967,295 (232 - 1), the value is set to 232 - 1. If
a subtraction operation results in a value less than O, the value is set to O. If an
attribute value is not already set at the time of the addition or subtraction
operation, the attribute value defaults to a value of O regardless of the amount
specified. If you perform an addition to an attribute with a value of 0, the number
you add becomes the resulting attribute value.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action Description

metric expression (metric Calculate a metric based on the current values of metric and metric2.

multiplier x offset a | . . ) . . . )
This policy action overrides the current value of the metric attribute with the

metric2 multiplier y offset 0) .
result of the expression
((x * metric) + a) + ((y * metric2) + b)
where metric and metric2 are the current input values. Metric multipliers are
limited in range to eight significant digits.

metric (igp | minimum-igp) (BGP only) Change the metric (MED) value by the specified negative or positive
site-offset offset. This action is useful only in an external BGP (EBGP) export policy.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

next-hop (address | discard |
next-table table-name | peer-
address | reject | self)

Description

Set the next-hop address. When the advertising protocol is BGP, you can set the
next hop only when any third-party next hop can be advertised; that is, when you
are using IBGP or EBGP confederations.

If you specify self, the next-hop address is replaced by one of the local routing
device's addresses. The advertising protocol determines which address to use.
When the advertising protocol is BGP, this address is set to the local IP address
used for the BGP adjacency. A routing device cannot install routes with itself as
the next hop.

If you specify peer-address, the next-hop address is replaced by the peer’s IP
address. This option is valid only in import policies. Primarily used by BGP to
enforce using the peer’s IP address for advertised routes, this option is meaningful
only when the next hop is the advertising routing device or another directly
connected routing device.

If you specify discard, the next-hop address is replaced by a discard next hop.

If you specify next-table, the routing device performs a forwarding lookup in the
specified table.

If you use the next-table action, the configuration must include a term qualifier
that specifies a different table than the one specified in the next-table action. In
other words, the term qualifier in the from statement must exclude the table in the
next-table action. In the following example, the first term contains rib vrf-
customer2.inet.0 as a matching condition. The action specifies a next-hop in a
different routing table, vrf-customer1.inet.0. The second term does the opposite
by using rib vrf-customer1.inet.0 in the match condition and vrf-customer2.inet.0
In the next-table action.

term 1 {
from {
protocol bgp;
rib vrf-customer2.inet.o;

community customer;

}
then {
next-hop next-table vrf-customerl.inet.0;
3
}
term 2 {

from {



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action Description

protocol bgp;
rib vrf-customeri.inet.o;

community customer;

}
then {

next-hop next-table vrf-customer2.inet.0;
}

If you specify reject, the next-hop address is replaced by a reject next hop.

origin value (BGP only) Set the BGP origin attribute to one of the following values:

e igp—Path information originated within the local AS.
e egp—Path information originated in another AS.

e incomplete—Path information learned by some other means.

p2mp-1sp-root Set the ingress root node for a multipoint LDP (M-LDP)-based point-to-multipoint
label-switched path (LSP). For more information, see Example: Configuring
Multipoint LDP In-Band Signaling for Point-to-Multipoint LSPs.

preference preference Set the preference value. You can specify a primary preference value (preference)

preference? preference and a secondary preference value (preference2). The preference value can be a
number in the range from O through 4,294,967,295 (232 - 1). A lower number
indicates a more preferred route. When you use an import policy to set the value
of preference? to the highest allowed value of 4,294,967,295, Junos OS resets this
value to -1. If you set preference2 to a number greater than (231 - 1), it is reset to a
negative value.

To specify even finer-grained preference values, see the color and color2 actions in
this table.

If you set the preference with the preference action, the new preference remains
associated with the route. The new preference is internal to the Junos OS and is
not transitive.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/ldp-configuration.html
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Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

preference (add | subtract)
number preference? (add |
subtract) number

priority (low | medium |
high)

Description

Change the preference value by the specified amount. If an addition operation
results in a value that is greater than 4,294,967,295 (232 - 1), the value is set

to 232 - 1. If a subtraction operation results in a value less than O, the value is set
to O. If an attribute value is not already set at the time of the addition or
subtraction operation, the attribute value defaults to a value of O regardless of the
amount specified. If you perform an addition to an attribute with a value of 0, the
number you add becomes the resulting attribute value.

(OSPF import only) Specify a priority for prefixes included in an OSPF import
policy. Prefixes learned through OSPF are installed in the routing table based on
the priority assigned to the prefixes. Prefixes assigned a priority of high are
installed first, while prefixes assigned a priority of low are installed last.

NOTE: An OSPF import policy can only be used to set priority or to filter OSPF
external routes. If an OSPF import policy is applied that results in a reject
terminating action for a nonexternal route, then the reject action is ignored and
the route is accepted anyway.



Table 10: Actions That Manipulate Route Characteristics (Continued))

Action Description
source-class source-class- Maintain packet counts for a route passing through your network, based on the
name source address. You can do the following:

e Configure group source prefixes by configuring a routing policy.

e Apply that routing policy to the forwarding table with the corresponding
source class.

e Enable packet counting on one or more interfaces by including the source-
class-usage interface-name statement at the [edit interfaces logical-unit-
number unit family inet accounting] hierarchy level. Also, follow the source-
class-usage statement with the input or output statement to define the
inbound and outbound interfaces on which traffic monitored for source-class
usage (SCU) is arriving and departing (or define one interface for both). The
complete syntax is [edit interfaces interface-name unit family inet
accounting source-class-usage (input | output | input output) wnit-number].

e View the output by using one of the following commands: show interfaces
interface-name source-class source-class-name, show interfaces interface-name
extensive, or show interfaces interface-name statistics (see the CLI Explorer).

e To configure a packet count based on the destination address, use the
destination-class statement described in this table.

e For a detailed source-class usage example configuration, see the "Example:
Grouping Source and Destination Prefixes into a Forwarding Class" on page
718.

NOTE: When configuring policy action statements, you can configure only one
source class for each matching route. In other words, more than one source
class cannot be applied to the same route.

ssm-source [ addresses 1; Specify one or more IPv4 or IPvé source addresses for the source-specific
multicast (SSM) policy

ssm-source [ addresses 1; Specify one or more IPv4 or IPvé6 source addresses for the source-specific
multicast (SSM) policy.


https://www.juniper.net/documentation/content-applications/cli-explorer/junos/

Table 10: Actions That Manipulate Route Characteristics (Continued))

Action

tag tag tag2 tag

tag (add | subtract) number
tag2 (add | subtract) number

validation-state

Description

Set the tag value. You can specify two tag strings: tag (for the first string) and tag2
(a second string). These values are local to the router.

e For OSPF routes the tag action sets the 32-bit tag field in OSPF external link-
state advertisement (LSA) packets.

e For IS-IS routes, the tag action sets the 32-bit flag in the IS-IS IP prefix type
length values (TLV).

e For RIPv2 routes, the tag action sets the route-tag community. The tag2 option
is not supported.

Change the tag value by the specified amount. If an addition operation results in a
value that is greater than 4,294,967,295 (232 - 1), the value is set to 232 - 1. If a
subtraction operation results in a value less than O, the value is set to O. If an
attribute value is not already set at the time of the addition or subtraction
operation, the attribute value defaults to a value of O regardless of the amount
specified. If you perform an addition to an attribute with a value of 0, the number
you add becomes the resulting attribute value.

When BGP origin validation is configured, set the validation state of a route prefix
to valid, invalid, or unknown.

The route validation database contains route origin authorization (ROA) records
that map route prefixes to expected originating autonomous systems (ASs). This
prevents the accidental advertisement of invalid routes.

See Understanding Origin Validation for BGP.

Configuring the Default Action in Routing Policies

The default-action statement overrides any action intrinsic to the protocol. This action is also
nonterminating, so that various policy terms can be evaluated before the policy is terminated. You can

specify a default action, either accept or reject, as follows:

[edit]
policy-options {

policy-statement policy-name {


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp_origin_validation.html

term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list name;
route-filter destination-prefix match-type <actions>;

source-address-filter source-prefix match-type <actions>;

}
to {
match-conditions;
policy subroutine-policy-name;
}
then {
actions;
default-action (accept | reject);
}

The resulting action is set either by the protocol or by the last policy term that is matched.

Example: Configuring the Default Action in a Routing Policy

Configure a routing policy that matches routes based on three policy terms. If the route matches the
first term, a certain community tag is attached. If the route matches two separate terms, then both
community tags are attached. If the route does not match any terms, it is rejected (protocol’s default
action). Note that the terms hub and spoke are mutually exclusive.

[edit]
policy-options {
policy-statement test {
term set-default {
then default-action reject;

}

term hub {
from interface ge-2/1/0.5;
then {

community add test-01-hub;
default-action accept;



}
term spoke {
from interface [ ge-2/1/0.1 ge-2/1/0.2 1;
then {
community add test-01-spoke;
default-action accept;

}
term management {
from protocol direct;
then {
community add management;
default-action accept;

Configuring a Final Action in Routing Policies

In addition to specifying an action using the then statement in a named term, you can also specify an
action using the then statement in an unnamed term, as follows:

[edit]
policy-options {
policy-statement policy-name {
term term-name {
from {
family family-name;
match-conditions;
policy subroutine-policy-name;
prefix-list name;
route-filter destination-prefix match-type <actions>;
source-address-filter source-prefix match-type <actions>;
}
to {
match-conditions;
policy subroutine-policy-name;
}
then {

actions;
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then action;

Logging Matches to a Routing Policy Term

If you specify the trace action, the match is logged to a trace file. To set up a trace file, you must specify
the following elements in the global traceoptions statement:

e Trace filename
e policy option in the flag statement

The following example uses the trace filename of policy-log:

[edit]
routing-options {
traceoptions {
file “policy-log";
flag policy;

This action does not affect the flow control during routing policy evaluation.

If a term that specifies a trace action also specifies a flow control action, the name of the term is logged
in the trace file. If a term specifies a trace action only, the word <default> is logged.

Configuring Separate Actions for Routes in Route Lists

If you specify route lists in the from statement, for each route in the list, you can specify an action to take
on that individual route directly, without including a then statement. For more information, see
"Understanding Route Filters for Use in Routing Policy Match Conditions" on page 337.

Route Filter Match Conditions | 76
Routing Policy Match Conditions | 62



Summary of Routing Policy Actions

An actionis what the policy framework software does if a route matches all criteria defined in a match
condition. You can configure one or more actions in a term.

The policy framework software supports the following types of actions:

e Flow control actions, which affect whether to accept or reject the route or whether to evaluate the
next term or routing policy

e Actions that manipulate route characteristics
e Trace action, which logs route matches

Manipulating the route characteristics allows you to control which route is selected as the active route
to reach a destination. In general, the active route is also advertised to a routing platform’s neighbors.
You can manipulate the following route characteristics: AS path, class, color, community, damping
parameters, destination class, external type, next hop, load balance, local preference, metric, origin,
preference, and tag.

For the numeric information (color, local preference, metric, preference, and tag), you can set a specific
value or change the value by adding or subtracting a specified amount. The addition and subtraction
operations do not allow the value to exceed a maximum value and drop below a minimum value.

All policies have default actions in case one of the following situations arises during policy evaluation:
e A policy does not specify a match condition.

e A match occurs, but a policy does not specify an action.

e A match does not occur with a term in a policy and subsequent terms in the same policy exist.

e A match does not occur by the end of a policy.

An action defines what the router does with the route when the route matches all the match conditions
in the from and to statements for a particular term. If a term does not have from and to statements, all
routes are considered to match and the actions apply to all routes.

Each term can have one or more of the following types of actions. The actions are configured under the
then statement.

e Flow control actions, which affect whether to accept or reject the route and whether to evaluate the
next term or routing policy

e Actions that manipulate route characteristics

e Trace action, which logs route matches



If you do not specify an action, one of the following results occurs:

e The next term in the routing policy, if one exists, is evaluated.

¢ If the routing policy has no more terms, the next routing policy, if one exists, is evaluated.

o If there are no more terms or routing policies, the accept or reject action specified by the default

policy is executed.

Table 11 on page 98 summarizes the routing policy actions.

Table 11: Summary of Key Routing Policy Actions

Action

Flow Control Actions

accept

reject

next term

next policy

Route Manipulation Actions

Description

These actions control the flow of routing information into and out of the
routing table.

Accepts the route and propagates it. After a route is accepted, no other terms
in the routing policy and no other routing policies are evaluated.

Rejects the route and does not propagate it. After a route is rejected, no other
terms in the routing policy and no other routing policies are evaluated.

Skips to and evaluates the next term in the same routing policy. Any accept or
reject action specified in the then statement is ignored. Any actions specified in
the then statement that manipulate route characteristics are applied to the
route.

Skips to and evaluates the next routing policy. Any accept or reject action
specified in the then statement is ignored. Any actions specified in the then
statement that manipulate route characteristics are applied to the route.

These actions manipulate the route characteristics.



Table 11: Summary of Key Routing Policy Actions (Continued)

Action

as-path-prepend as-path

as-path-expand last-as count »

class class-name

color preference

color2 preference

damping name

local-preference value

Description

Appends one or more AS numbers at the beginning of the AS path. If you are
specifying more than one AS number, include the numbers in quotation marks.

The AS numbers are added after the local AS number has been added to the
path. This action adds AS numbers to AS sequences only, not to AS sets. If the
existing AS path begins with a confederation sequence or set, the appended AS
numbers are placed within a confederation sequence. Otherwise, the appended
AS numbers are placed with a nonconfederation sequence.

Extracts the last AS number in the existing AS path and appends that AS
number to the beginning of the AS path n times. Replace n with a number from
1 through 32.

The AS numbers are added after the local AS number has been added to the
path. This action adds AS numbers to AS sequences only, not to AS sets. If the
existing AS path begins with a confederation sequence or set, the appended AS
numbers are placed within a confederation sequence. Otherwise, the appended
AS numbers are placed with a nonconfederation sequence.

Applies the specified class-of-service (CoS) parameters to routes installed into
the routing table.

Sets the preference value to the specified value. The color and color?

preference values can be a number from 0 through 4,294,967,295 (232 - 1). A
lower number indicates a more preferred route.

Applies the specified route-damping parameters to the route. These parameters
override BGP's default damping parameters.

This action is useful only in import policies.

Sets the BGP local preference attribute. The preference can be a number from 0

through 4,294,967,295 (232 - 1).



Table 11: Summary of Key Routing Policy Actions (Continued)

Action Description

metric metric Sets the metric. You can specify up to four metric values, starting with metric

(for the first metric value) and continuing with metric2, metric3, and metric4.
metric2 metric

For BGP routes, metric corresponds to the MED, and metric2 corresponds to the

metric3 metric IGP metric if the BGP next hop loops through another router.

metric4 metric

next-hop address Sets the next hop.

If you specify address as self, the next-hop address is replaced by one of the
local router's addresses. The advertising protocol determines which address to
use.

‘ Routing Policies, Firewall Filters, and Traffic Policers User Guide

Example: Configuring a Routing Policy to Advertise the Best External
Route to Internal Peers

IN THIS SECTION

Requirements | 102
Overview | 102
Configuration | 104
Verification | 108

The BGP protocol specification, as defined in RFC 1771, specifies that a BGP peer shall advertise to its
internal peers the higher preference external path, even if this path is not the overall best (in other


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/config-guide-policy/config-guide-policy.html

words, even if the best path is an internal path). In practice, deployed BGP implementations do not
follow this rule. The reasons for deviating from the specification are as follows:

e Minimizing the amount of advertised information. BGP scales according to the number of available
paths.

¢ Avoiding routing and forwarding loops.

There are, however, several scenarios in which the behavior, specified in RFC 1771, of advertising the
best external route might be beneficial. Limiting path information is not always desirable as path
diversity might help reduce restoration times. Advertising the best external path can also address
internal BGP (IBGP) route oscillation issues as described in RFC 3345, Border Gateway Protocol (BGP)
Persistent Route Oscillation Condiition.

The advertise-external statement modifies the behavior of a BGP speaker to advertise the best external
path to IBGP peers, even when the best overall path is an internal path.

@ NOTE: The advertise-external statement is supported at both the group and neighbor
level. If you configure the statement at the neighbor level, you must configure it for all
neighbors in a group. Otherwise, the group is automatically split into different groups.

The conditional option limits the behavior of the advertise-external setting, such that the external route is
advertised only if the route selection process reaches the point where the multiple exit discriminator
(MED) metric is evaluated. Thus, an external route is not advertised if it has, for instance, an AS path
that is worse (longer) than that of the active path. The conditional option restricts external path
advertisement to when the best external path and the active path are equal until the MED step of the
route selection process. Note that the criteria used for selecting the best external path is the same
whether or not the conditional option is configured.

Junos OS also provides support for configuring a BGP export policy that matches the state of an
advertised route. You can match either active or inactive routes, as follows:

policy-options {
policy-statement name{

from state (active|inactive);

This qualifier only matches when used in the context of an export policy. When a route is being
advertised by a protocol that can advertise inactive routes (such as BGP), state inactive matches routes
advertised as a result of the advertise-inactive and advertise-external statements.
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For example, the following configuration can be used as a BGP export policy toward internal peers to
mark routes advertised due to the advertise-external setting with a user-defined community. That
community can be later used by the receiving routers to filter out such routes from the forwarding table.
Such a mechanism can be used to address concerns that advertising paths not used for forwarding by
the sender might lead to forwarding loops.

user@host# show policy-options
policy-statement mark-inactive {
term inactive {
from state inactive;
then {

community set comm-inactive;

}

term default {
from protocol bgp;
then accept;

}

then reject;
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community comm-inactive members 65536:65284;

Requirements

Junos OS 9.3 or later is required.

Overview

IN THIS SECTION

Topology | 103

This example shows three routing devices. Device R2 has an external BGP (EBGP) connection to Device
R1. Device R2 has an IBGP connection to Device R3.

Device R1 advertises 172.16.6.0/24. Device R2 does not set the local preference in an import policy for
Device R1's routes, and thus 172.16.6.0/24 has the default local preference of 100.

Device R3 advertises 172.16.6.0/24 with a local preference of 200.



When the advertise-external statement is not configured on Device R2, 172.16.6.0/24 is not advertised
by Device R2 toward Device R3.

When the advertise-external statement is configured on Device R2 on the session toward Device R3,
172.16.6.0/24 is advertised by Device R2 toward Device R3.

When advertise-external conditional is configured on Device R2 on the session toward Device R3,
172.16.6.0/24 is not advertised by Device R2 toward Device R3. If you remove the then local-preference
200 setting on Device R3 and add the path-selection as-path-ignore setting on Device R2 (thus making the
path selection criteria equal until the MED step of the route selection process), 172.16.6.0/24 is
advertised by Device R2 toward Device R3.

@ NOTE: To configure the advertise-external statement on a route reflector, you must
disable intracluster reflection with the no-client-reflect statement, and the client cluster
must be fully meshed to prevent the sending of redundant route advertisements.

When a routing device is configured as a route reflector for a cluster, a route advertised
by the route reflector is considered internal if it is received from an internal peer with the
same cluster identifier or if both peers have no cluster identifier configured. A route
received from an internal peer that belongs to another cluster, that is, with a different
cluster identifier, is considered external.

Topology

Figure 9 on page 103 shows the sample network.

Figure 9: BGP Topology for advertise-external
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"CLI Quick Configuration" on page 104 shows the configuration for all of the devices in Figure 9 on page
103.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-client-reflect-edit-protocols-bgp.html

The section "No Link Title" on page 106 describes the steps on Device R2.

Configuration

IN THIS SECTION

CLI Quick Configuration | 104
Procedure | 105

CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces fe-1/2/0 unit 0 description to-R2

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit @ family inet address 192.168.0.1/32

set protocols bgp group ext type external

set protocols bgp group ext export send-static

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 from route-filter 172.16.6.0/24 exact
set policy-options policy-statement send-static term 1 then accept

set policy-options policy-statement send-static term 2 then reject

set routing-options static route 172.16.6.0/24 reject

set routing-options router-id 192.168.0.1

set routing-options autonomous-system 100

Device R2

set interfaces fe-1/2/0 unit 0 description to-R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit @ description to-R3

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.5/30
set interfaces 1o@ unit @ family inet address 192.168.0.2/32



set protocols bgp group ext type external

set protocols bgp group ext peer-as 100

set protocols bgp group ext neighbor 10.0.0.1

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.2
set protocols bgp group int advertise-external

set protocols bgp group int neighbor 192.168.0.3

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0
set protocols ospf area 0.0.0.0 interface 100.0 passive
set routing-options router-id 192.168.0.2

set routing-options autonomous-system 200

Device R3

set interfaces fe-1/2/0 unit 6 family inet address 10.0.0.6/30

set interfaces 1o@ unit @ family inet address 192.168.0.3/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.3

set protocols bgp group int export send-static

set protocols bgp group int neighbor 192.168.0.2

set protocols ospf area 0.0.0.0 interface fe-1/2/0.6

set protocols ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then local-preference 200
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 172.16.6.0/24 reject

set routing-options static route 0.0.0.0/0 next-hop 10.0.0.5

set routing-options autonomous-system 200

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R2:
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1. Configure the device interfaces.

[edit interfaces]

user@R2# set fe-1/2/0 unit @ description to-R1

user@r2# set fe-1/2/0 unit 0 family inet address 10.0.0.2/30
user@R2# set fe-1/2/1 unit 0 description to-R3

user@r2# set fe-1/2/1 unit 0 family inet address 10.0.0.5/30
user@R2# set 1lo@ unit @ family inet address 192.168.0.2/32

2. Configure OSPF or another interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@R2# set interface fe-1/2/1.0

user@r2# set interface 100.0 passive

3. Configure the EBGP connection to Device R1.

[edit protocols bgp group ext]
user@r2# set type external
user@R2# set peer-as 100
user@r2# set neighbor 10.0.0.1

4. Configure the IBGP connection to Device R3.

[edit protocols bgp group int]
user@r2# set type internal

user@2# set local-address 192.168.0.2
user@r2# set neighbor 192.168.0.3

5. Add the advertise-external statement to the IBGP group peering session.

[edit protocols bgp group int]
user@2# set advertise-external



6. Configure the autonomous system (AS) number and the router ID.

[edit routing-options ]
user@2# set router-id 192.168.0.2
user@R2# set autonomous-system 200

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit of
description to-R1;
family inet {
address 10.0.0.2/30;

}
}
}
fe-1/2/1 {
unit @ {
description to-R3;
family inet {
address 10.0.0.5/30;
}
}
}
lo0 {
unit @ {
family inet {
address 192.168.0.2/32;
}
}
}

user@R2# show protocols
bgp {



group ext {
type external;

peer-as 100;
neighbor 10.0.0.1;
}
group int {
type internal;
local-address 192.168.0.2;
advertise-external;
neighbor 192.168.0.3;
}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/1.0;
interface 100.0 {
passive;
}
}
}

user@R2# show routing-options
router-id 192.168.0.2;
autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Confirm that the configuration is working properly.



Verifying the BGP Active Path

Purpose

On Device R2, make sure that the 172.16.6.0/24 prefix is in the routing table and has the expected
active path.

Action

user@2> show route 172.16.6

inet.0: 8 destinations, 9 routes (8 active, 1 holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.6.0/24 *[BGP/170] 00:00:07, localpref 200, from 192.168.0.3
AS path: I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/1.0
[BGP/170] 03:23:03, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
Meaning
Device R2 receives the 172.16.6.0/24 route from both Device R1 and Device R3. The route from Device
R3 is the active path, as designated by the asterisk (*). The active path has the highest local preference.

Even if the local preferences of the two routes were equal, the route from Device R3 would remain
active because it has the shortest AS path.

Verifying the External Route Advertisement

Purpose

On Device R2, make sure that the 172.16.6.0/24 route is advertised toward Device R3.

Action

user@R2> show route advertising-protocol bgp 192.168.0.3

inet.0: 8 destinations, 9 routes (8 active, 1 holddown, @ hidden)



Prefix Nexthop MED Lclpref AS path
172.16.6.0/24 10.0.0.1 100 100 I

Meaning

Device R2 is advertising the 172.16.6.0/24 route toward Device R3.

Verifying the Route on Device R3

Purpose

Make sure that the 172.16.6.0/24 prefix is in Device R3's routing table.

Action

user@3> show route 172.16.6.0/24

inet.@: 7 destinations, 8 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
172.16.6.0/24 *[Static/5] 03:34:14
Reject

[BGP/170] 06:34:43, localpref 100, from 192.168.0.2
AS path: 100 I, validation-state: unverified
> to 10.0.0.5 via fe-1/2/0.6

Meaning

Device R3 has the static route and the BGP route for 172.16.6.0/24.

Note that the BGP route is hidden on Device R3 if the route is not reachable or if the next hop cannot
be resolved. To fulfill this requirement, this example includes a static default route on Device R3 (static
route 0.0.0.0/0 next-hop 10.0.0.5).

Experimenting with the conditional Option

Purpose

See how the conditional option works in the context of the BGP path selection algorithm.



Action

1. On Device R2, add the conditional option.

[edit protocols bgp group int]
user@r2# set advertise-external conditional
user@r2# commit

2. On Device R2, check to see if the 172.16.6.0/24 route is advertised toward Device R3.

user@?2> show route advertising-protocol bgp 192.168.0.3

As expected, the route is no longer advertised. You might need to wait a few seconds to see this
result.

3. On Device R3, deactivate the then local-preference policy action.

[edit policy-options policy-statement send-static term 1]
user@R3# deactivate logical-systems R3 then local-preference
user@R3# commit

4. On Device R2, ensure that the local preferences of the two paths are equal.

user@2> show route 172.16.6.0/24

inet.0: 8 destinations, 9 routes (8 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

172.16.6.0/24 *[BGP/170] 08:02:59, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
[BGP/170] 00:07:51, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/1.0



5. On Device R2, add the as-path-ignore statement.

[edit protocols bgp]
user@R2# set path-selection as-path-ignore
user@R2# commit

6. On Device R2, check to see if the 172.16.6.0/24 route is advertised toward Device R3.

user@?2> show route advertising-protocol bgp 192.168.0.3

inet.0: 8 destinations, 9 routes (8 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 172.16.6.0/24 10.0.0.1 100 100 I

As expected, the route is now advertised because the AS path length is ignored and because the local
preferences are equal.

Example: Configuring BGP to Advertise Inactive Routes
Understanding BGP Path Selection

Example: Configuring BGP to Advertise Inactive Routes
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By default, BGP readvertises only active routes. To have the routing table export to BGP the best route
learned by BGP even if Junos OS did not select it to be an active route, include the advertise-inactive
statement:

advertise-inactive;

In Junos OS, BGP advertises BGP routes that are installed or active, which are routes selected as the
best based on the BGP path selection rules. The advertise-inactive statement allows nonactive BGP
routes to be advertised to other peers.

@ NOTE: If the routing table has two BGP routes where one is active and the other is
inactive, the advertise-inactive statement does not advertise the inactive BGP prefix. This
statement does not advertise an inactive BGP route in the presence of another active
BGP route. However, if the active route is a static route, the advertise-inactive statement
advertises the inactive BGP route.

@ NOTE: The advertise-inactive statement does not help to advertise the inactive route
from the VRF when the router is configured as a route reflector.

Junos OS also provides support for configuring a BGP export policy that matches the state of an
advertised route. You can match either active or inactive routes, as follows:

policy-options {
policy-statement name{
from state (active|inactive);

This qualifier only matches when used in the context of an export policy. When a route is being
advertised by a protocol that can advertise inactive routes (such as BGP), state inactive matches routes
advertised as a result of the advertise-inactive (or advertise-external) statement.

For example, the following configuration can be used as a BGP export policy to mark routes advertised
due to the advertise-inactive setting with a user-defined community. That community can be later used
by the receiving routers to filter out such routes from the forwarding table. Such a mechanism can be


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/advertise-inactive-edit-protocols-bgp.html

used to address concerns that advertising paths not used for forwarding by the sender might lead to

forwarding loops.

user@host# show policy-options
policy-statement mark-inactive {
term inactive {
from state inactive;
then {
community set comm-inactive;

}

term default {
from protocol bgp;
then accept;

}

then reject;

b

community comm-inactive members 65536:65284;

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION

Topology | 115

In this example, Device R2 has two external BGP (EBGP) peers, Device R1 and Device R3.

Device R1 has a static route to 172.16.5/24. Likewise, Device R2 also has a static route to 172.16.5/24.
Through BGP, Device R1 sends information about its static route to Device R2. Device R2 now has
information about 172.16.5/24 from two sources—its own static route and the BGP-learned route
received from Device R1. Static routes are preferred over BGP-learned routes, so the BGP route is
inactive on Device R2. Normally Device R2 would send the BGP-learned information to Device R3, but
Device R2 does not do this because the BGP route is inactive. Device R3, therefore, has no information
about 172.16.5/24 unless you enable the advertise-inactive command on Device R2, which causes
Device R2 to send the BGP-learned to Device R3.



Topology

Figure 10 on page 115 shows the sample network.

Figure 10: BGP Topology for advertise-inactive
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"CLI Quick Configuration" on page 115 shows the configuration for all of the devices in Figure 10 on
page 115.

The section "No Link Title" on page 117 describes the steps on Device R2.

Configuration

IN THIS SECTION
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste

the commands into the CLI at the [edit] hierarchy level.

115



Device R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit @ family inet address 192.168.0.1/32

set protocols bgp group to_R2 type external

set protocols bgp group to_R2 export send-static

set protocols bgp group to_R2 neighbor 10.0.0.2 peer-as 200

set policy-options policy-statement send-static term 1 from protocol static
set policy-options policy-statement send-static term 1 then accept

set routing-options static route 172.16.5.0/24 discard

set routing-options static route 172.16.5.0/24 install

set routing-options autonomous-system 100

Device R2

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.5/30
set interfaces 100 unit @ family inet address 192.168.0.2/32
set protocols bgp group to_R1 type external

set protocols bgp group to_R1 neighbor 10.0.0.1 peer-as 100
set protocols bgp group to_R3 type external

set protocols bgp group to_R3 advertise-inactive

set protocols bgp group to_R3 neighbor 10.0.0.6 peer-as 300
set routing-options static route 172.16.5.0/24 discard

set routing-options static route 172.16.5.0/24 install

set routing-options autonomous-system 200

Device R3

set interfaces fe-1/2/1 unit 0 family inet address 10.0.0.6/30
set interfaces fe-1/2/0 unit 9 family inet address 10.0.0.9/30
set interfaces 100 unit 0 family inet address 192.168.0.3/32
set protocols bgp group ext type external

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.5

set routing-options autonomous-system 300



Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]

user@r2# set fe-1/2/0 unit 0 family inet address 10.0.0.2/30
user@2# set fe-1/2/1 unit 0 family inet address 10.0.0.5/30
user@r2# set 1lo@ unit 0 family inet address 192.168.0.2/32

2. Configure the EBGP connection to Device R1.

[edit protocols bgp group to_R1]
user@r2# set type external
user@R2# set neighbor 10.0.0.1 peer-as 100

3. Configure the EBGP connection to Device R3.

[edit protocols bgp group to_R3]
user@R2# set type external
user@r2# set neighbor 10.0.0.6 peer-as 300

4. Add the advertise-inactive statement to the EBGP group peering session with Device R3.

[edit protocols bgp group to_R3]
user@R2# set advertise-inactive
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5. Configure the static route to the 172.16.5.0/24 network.

[edit routing-options static]
user@r2# set route 172.16.5.0/24 discard
user@R2# set route 172.16.5.0/24 install

6. Configure the autonomous system (AS) number.

[edit routing-options]
user@R2# set autonomous-system 200

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@R2# show interfaces
fe-1/2/0 {
unit @ {
family inet {
address 10.0.0.2/30;

}
}
}
fe-1/2/1 {
unit 0 {
family inet {
address 10.0.0.5/30;
}
}
}
lo0 {
unit @ {

family inet {
address 192.168.0.2/32;



user@r2# show protocols
bgp {
group to_R1 {
type external;
neighbor 10.0.0.1 {

peer-as 100;

}
group to_R3 {
type external;
advertise-inactive;
neighbor 10.0.0.6 {
peer-as 300;

user@R2# show routing-options

static {
route 172.16.5.0/24 {
discard;
install;
}
}

autonomous-system 200;

If you are done configuring the device, enter commit from configuration mode.

Verification

IN THIS SECTION
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Experimenting with the advertise-inactive Statement | 122

Confirm that the configuration is working properly.

Verifying the BGP Active Path

Purpose

On Device R2, make sure that the 172.16.5.0/24 prefix is in the routing table and has the expected
active path.

Action

user@2> show route 172.16.5

inet.@: 7 destinations, 8 routes (7 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
172.16.5.0/24 *[Static/5] 21:24:38
Discard

[BGP/170] 21:21:41, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
Meaning
Device R2 receives the 172.16.5.0/24 route from both Device R1 and from its own statically configured
route. The static route is the active path, as designated by the asterisk (*). The static route path has the

lowest route preference (5) as compared to the BGP preference (170). Therefore, the static route
becomes active.

Verifying the External Route Advertisement

Purpose

On Device R2, make sure that the 172.16.5.0/24 route is advertised toward Device R3.



Action

user@R2> show route advertising-protocol bgp 10.0.0.6

inet.0: 6 destinations, 7 routes (6 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
172.16.5.0/24 Self 100 I
Meaning

Device R2 is advertising the 172.16.5.0/24 route toward Device R3

Verifying the Route on Device R3

Purpose

Make sure that the 172.16.6.0/24 prefix is in Device R3's routing table.

Action

user@3> show route 172.16.5.0/24

inet.0: 5 destinations, 5 routes (5 active, © holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
172.16.5.0/24 *[BGP/170] 00:01:19, localpref 100
AS path: 200 100 I, validation-state: unverified
> to 10.0.0.5 via fe-1/2/1.0

Meaning

Device R3 has the BGP-learned route for 172.16.5.0/24.



Experimenting with the advertise-inactive Statement

Purpose

See what happens when the advertise-inactive statement is removed from the BGP configuration on
Device R2.

Action

1. On Device R2, deactivate the advertise-inactive statement.

[edit protocols bgp group to_R3]
user@r2# deactivate advertise-inactive
user@R2# commit

2. On Device R2, check to see if the 172.16.5.0/24 route is advertised toward Device R3.

user@?2> show route advertising-protocol bgp 10.0.0.6

As expected, the route is no longer advertised.

3. On Device R3, ensure that the 172.16.5/24 route is absent from the routing table.

user@3> show route 172.16.5/24

Meaning

Device R1 advertises route 172.16.5/24 to Device R2, but Device R2 has a manually configured static
route for this prefix. Static routes are preferred over BGP routes, so Device R2 installs the BGP route as
an inactive route. Because the BGP route is not active, Device R2 does not readvertise the BGP route to
Device R3. This is the default behavior in Junos OS. If you add the advertise-inactive statement to the
BGP configuration on Device R2, Device R2 readvertises nonactive routes.

Example: Configuring a Routing Policy to Advertise the Best External Route to Internal Peers



‘ Understanding BGP Path Selection

Example: Using Routing Policy to Set a Preference Value for BGP Routes
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This example shows how to use routing policy to set the preference for routes learned from BGP.
Routing information can be learned from multiple sources. To break ties among equally specific routes
learned from multiple sources, each source has a preference value. Routes that are learned through
explicit administrative action, such as static routes, are preferred over routes learned from a routing
protocol, such as BGP or OSPF. This concept is called administrative distance by some vendors.

Requirements

No special configuration beyond device initialization is required before you configure this example.

Overview

IN THIS SECTION

Topology | 124

Routing information can be learned from multiple sources, such as through static configuration, BGP, or
an interior gateway protocol (IGP). When Junos OS determines a route’s preference to become the
active route, it selects the route with the lowest preference as the active route and installs this route
into the forwarding table. By default, the routing software assigns a preference of 170 to routes that
originated from BGP. Of all the routing protocols, BGP has the highest default preference value, which
means that routes learned by BGP are the least likely to become the active route.



Some vendors have a preference (distance) of 20 for external BGP (EBGP) and a distance of 200 for
internal BGP (IGBP). Junos OS uses the same value (170) for both EBGP and IBGP. However, this
difference between vendors has no operational impact because Junos OS always prefers EBGP routes
over IBGP routes.

Another area in which vendors differ is in regard to IGP distance compared to BGP distance. For
example, some vendors assign a distance of 110 to OSPF routes. This is higher than the EBGP distance
of 20, and results in the selection of an EBGP route over an equivalent OSPF route. In the same
scenario, Junos OS chooses the OSPF route, because of the default preference 10 for an internal OSPF
route and 150 for an external OSPF route, which are both lower than the 170 preference assigned to all
BGP routes.

This example shows a routing policy that matches routes from specific next hops and sets a preference.
If a route does not match the first term, it is evaluated by the second term.

Topology

In the sample network, Device R1 and Device R3 have EBGP sessions with Device R2.

On Device R2, an import policy takes the following actions:

e For routes received through BGP from next-hop 10.0.0.1 (Device R1), set the route preference to 10.
e For routes received through BGP from next-hop 10.1.0.2 (Device R3), set the route preference to 15.

Figure 11 on page 124 shows the sample network.

Figure 11: BGP Preference Value Topology
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"CLI Quick Configuration" on page 125 shows the configuration for all of the devices in Figure 11 on
page 124.

The section "No Link Title" on page 126 describes the steps on Device R2.



Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit @ family inet address 192.168.0.1/32

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as 200

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 100

Device R2

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.1/30

set interfaces 1o@ unit @ family inet address 192.168.0.2/32

set protocols bgp group ext type external

set protocols bgp group ext import set-preference

set protocols bgp group ext export send-direct

set protocols bgp group ext neighbor 10.0.0.1 peer-as 100

set protocols bgp group ext neighbor 10.1.0.2 peer-as 300

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set policy-options policy-statement set-preference term terml from protocol bgp



set policy-options policy-statement
set policy-options policy-statement
set policy-options policy-statement
set policy-options policy-statement
set policy-options policy-statement

set-preference
set-preference
set-preference
set-preference
set-preference

set routing-options autonomous-system 200

Device R3

set interfaces fe-1/2/1 unit @ family inet address 10.1.
set interfaces 100 unit @ family inet address 192.168.0.

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as

200

set protocols bgp group ext neighbor 10.1.0.1

term
term
term
term

term

terml from next-hop 10.0.0.1
term1 then preference 10
term2 from protocol bgp
term2 from next-hop 10.1.0.2
term2 then preference 15

0.2/30
3/32

set policy-options policy-statement send-direct term 1 from protocol direct

set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 300

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For

information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS

CLI User Guide.
To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]

user@r2# set fe-1/2/0 unit 0 family inet address 10.0.0.2/30
user@2# set fe-1/2/1 unit 0 family inet address 10.1.0.1/30
user@r2# set 1lo@ unit 0 family inet address 192.168.0.2/32
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2. Configure the local autonomous system.

[edit routing-options]
user@R2# set autonomous-system 200

3. Configure the routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@r2# set from protocol direct
user@r2# set then accept

4. Configure the routing policy that changes the preference of received routes.

[edit policy-options policy-statement set-preference]
user@r2# set term terml from protocol bgp

user@R2# set term term1 from next-hop 10.0.0.1
user@r2# set term terml then preference 10

user@R2# set term term2 from protocol bgp

user@r2# set term term2 from next-hop 10.1.0.2
user@R2# set term term2 then preference 15

5. Configure the external peering with Device R2.

[edit protocols bgp group ext]

user@R2# set type external

user@r2# set export send-direct

user@R2# set neighbor 10.0.0.1 peer-as 100
user@r2# set neighbor 10.1.0.2 peer-as 300

6. Apply the set-preference policy as an import policy.

This affects Device R2’s routing table and has no impact on Device R1 and Device R3.

[edit protocols bgp group ext]
user@R2# set import set-preference



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@r2# show interfaces
fe-1/2/0 {
unit @ {
family inet {
address 10.0.0.2/30;

}
}
}
fe-1/2/1 {
unit 0 {
family inet {
address 10.1.0.1/30;
}
}
}
100 {
unit of
family inet {
address 192.168.0.2/32;
}
}
}

user@R2# show protocols
bgp {
group ext {
type external;
import set-preference;
export send-direct;
neighbor 10.0.0.1 {

peer-as 100;

}

neighbor 10.1.0.2 {
peer-as 300;



user@r2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

}
policy-statement set-preference {
term terml {
from {
protocol bgp;
next-hop 10.0.0.1;

}
then {

preference 10;
}

}
term term2 {
from {
protocol bgp;
next-hop 10.1.0.2;

}
then {

preference 15;
}

user@R2# show routing-options

autonomous-system 200;

If you are done configuring the device, enter comnit from configuration mode.



Verification
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Confirm that the configuration is working properly.

Verifying the Preference

Purpose

Make sure that the routing tables on Device R1 and Device R2 reflect the fact that Device R1 is using
the configured EBGP preference of 8, and Device R2 is using the default EBGP preference of 170.

Action

From operational mode, enter the show route protocols bgp command.

user@2> show route protocols bgp
inet.0: 7 destinations, 9 routes (7 active, © holddown, © hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.0/30 [BGP/10] 04:42:23, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
10.1.0.0/30 [BGP/15] 04:42:23, localpref 100
AS path: 300 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0
192.168.0.1/32 *[BGP/10] 04:42:23, localpref 100
AS path: 100 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
192.168.0.3/32 *[BGP/15] 04:42:23, localpref 100
AS path: 300 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0



Meaning

The output shows that on Device R2, the preference values have been changed to 15 for routes learned
from Device R3, and the preference values have been changed to 10 for routes learned from Device R1.

Route Preferences Overview

Understanding External BGP Peering Sessions

Example: Enabling BGP Route Advertisements
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Junos OS does not advertise the routes learned from one EBGP peer back to the same external BGP
(EBGP) peer. In addition, the software does not advertise those routes back to any EBGP peers that are
in the same autonomous system (AS) as the originating peer, regardless of the routing instance. You can
modify this behavior by including the advertise-peer-as statement in the configuration.

If you include the advertise-peer-as statement in the configuration, BGP advertises the route regardless of
this check.

To restore the default behavior, include the no-advertise-peer-as statement in the configuration:

no-advertise-peer-as;

The route suppression default behavior is disabled if the as-override statement is included in the
configuration. If you include both the as-override and no-advertise-peer-as statements in the configuration,
the no-advertise-peer-as statement is ignored.


https://www.juniper.net/documentation/en_US/junos/topics/concept/routing-protocols-route-preferences-overview.html
https://www.juniper.net/documentation/en_US/junos/topics/topic-map/bgp-peering-sessions.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/advertise-peer-as-edit-protocols-bgp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/no-advertise-peer-as-edit-protocols-bgp.html
https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/as-override-edit-protocols-bgp.html

Requirements

No special configuration beyond device initialization is required before you configure this example.
@ NOTE: This example was updated and re-validated on Junos release 21.2R1.

Overview
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This example shows three routing devices with external BGP (EBGP) connections. Device R2 has an
EBGP connection to Device R1 and another EBGP connection to Device R3. Although separated by
Device R2 which is in AS 64511, Device R1 and Device R3 are in the same AS (AS 64512). Device R1
and Device R3 advertise into BGP direct routes to their own loopback interface addresses.

Device R2 receives these loopback interface routes, and the advertise peer-as statement allows Device R2
to advertise them. Specifically, Device R1 sends the 192.168.0.1 route to Device R2, and because
Device R2 has the advertise peer-as configured, Device R2 can send the 192.168.0.1 route to Device R3.
Likewise, Device R3 sends the 192.168.0.3 route to Device R2, and advertise peer-as enables Device R2
to forward the route to Device R1.

To enable Device R1 and Device R3 to accept routes that contain their own AS number in the AS path,
the loops 2 statement is required on Device R1 and Device R3.

Topology

Figure 12: BGP Topology for advertise-peer-as
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Configuration
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device R1

set interfaces xe-0/2/0 description R1-to-R2

set interfaces xe-0/2/0 unit 0 family inet address 10.0.0.1/30

set interfaces 100 unit 0 family inet address 192.168.0.1/32

set protocols bgp family inet unicast loops 2

set protocols bgp group ext type external

set protocols bgp group ext export send-direct

set protocols bgp group ext peer-as 64511

set protocols bgp group ext neighbor 10.0.0.2

set policy-options policy-statement send-direct term 1 from protocol direct
set policy-options policy-statement send-direct term 1 then accept

set routing-options autonomous-system 64512

Device R2

set interfaces xe-0/2/0 description R2-to-R1

set interfaces xe-0/2/0 unit 0 family inet address 10.0.0.2/30
set interfaces xe-0/2/1 description R2-to-R3

set interfaces xe-0/2/1 unit 0 family inet address 10.1.0.1/30
set interfaces 100 unit @ family inet address 192.168.0.2/32
set protocols bgp group ext type external

set protocols bgp group ext advertise-peer-as

set protocols bgp group ext export send-direct

set protocols bgp group ext neighbor 10.0.0.1 peer-as 64512



set
set
set
set

protocols bgp group ext neighbor 10.1.0.2 peer-as 64512
policy-options policy-statement send-direct term 1 from protocol direct
policy-options policy-statement send-direct term 1 then accept

routing-options autonomous-system 64511

Device R3

set
set
set
set
set
set
set
set
set
set
set

interfaces xe-0/2/0 description R3-to-R2

interfaces xe-0/2/0 unit 0 family inet address 10.1.0.2/30

interfaces 100 unit @ family inet address 192.168.0.3/32

protocols bgp family inet unicast loops 2

protocols bgp group ext type external

protocols bgp group ext export send-direct

protocols bgp group ext peer-as 64511

protocols bgp group ext neighbor 10.1.0.1

policy-options policy-statement send-direct term 1 from protocol direct
policy-options policy-statement send-direct term 1 then accept

routing-options autonomous-system 64512

Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see Using the CL/ Editor in Configuration Mode in the Junos OS
CLI User Guide.

To configure Device R1:

1. Configure the device interfaces.

[edit interfaces]

user@R1# set xe-0/2/0 description R1-to-R2

user@14# set xe-0/2/0 unit 0 family inet address 10.0.0.1/30
user@1# set 1lo@ unit 0 family inet address 192.168.0.1/32

2. Configure BGP.

[edit protocols bgp group ext]
user@R1# set type external


https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html
https://www.juniper.net/documentation/en_US/junos/information-products/pathway-pages/junos-cli/junos-cli.html

user@R1# set peer-as 64511
user@R1# set neighbor 10.0.0.2
3. Prevent routes from Device R3 from being hidden on Device R1 by including the loops 2 statement.

The loops 2 statement means that the local device's own AS number can appear in the AS path up to
one time without causing the route to be hidden. The route is hidden if the local device’s AS number
is detected in the path two or more times.

[edit protocols bgp family inet unicast]
user@1# set loops 2

4. Configure the routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@1# set from protocol direct
user@R1# set then accept

5. Apply the export policy to the BGP peering session with Device R2.

[edit protocols bgp group ext]
user@14# set export send-direct

6. Configure the autonomous system (AS) number.

[edit routing-options ]
user@1# set autonomous-system 64512

Step-by-Step Procedure

To configure Device R2:

1. Configure the device interfaces.

[edit interfaces]

user@R2# set xe-0/2/0 description R2-to-R1

user@R2# set xe-0/2/0 unit 0 family inet address 10.0.0.2/30
user@R2# set xe-0/2/1 description R2-to-R3



user@R2# set xe-0/2/1 unit 0 family inet address 10.1.0.1/30
user@R2# set 1lo@ unit @ family inet address 192.168.0.2/32

2. Configure BGP.

[edit protocols bgp group ext]

user@r2# set type external

user@R2# set neighbor 10.0.0.1 peer-as 64512
user@r2# set neighbor 10.1.0.2 peer-as 64512

3. Configure Device R2 to advertise routes learned from one EBGP peer to another EBGP peer in the
same AS.

In other words, advertise to Device R1 routes learned from Device R3 (and the reverse), even though
Device R1 and Device R3 are in the same AS.

[edit protocols bgp group ext]
user@R2# set advertise-peer-as

4. Configure a routing policy that sends direct routes.

[edit policy-options policy-statement send-direct term 1]
user@R2# set from protocol direct
user@r2# set then accept

5. Apply the export policy.

[edit protocols bgp group ext]
user@r2# set export send-direct

6. Configure the AS number.

[edit routing-options]
user@R2# set autonomous-system 64511



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

Device R1

user@1# show interfaces
xe-0/2/0 {
description R1-to-R2;
unit 0 {
family inet {
address 10.0.0.1/30;

}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.1/32;
}
}
}

user@R1# show protocols

bgp {
family inet {

unicast {
loops 2;
}
}
group ext {

type external;
export send-direct;
peer-as 64511;
neighbor 10.0.0.2;



user@R1# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

user@R1# show routing-options

autonomous-system 64512;

Device R2

user@R2# show interfaces
xe-0/2/0 {
description R2-to-R1;
unit @ {
family inet {
address 10.0.0.2/30;

}
}
}
xe-0/2/1 {
description R2-to-R3;
unit @ {
family inet {
address 10.1.0.1/30;
}
}
}
100 {
unit 0 {

family inet {
address 192.168.0.2/32;



user@r2# show protocols
bgp {
group ext {
type external;
advertise-peer-as;
export send-direct;
neighbor 10.0.0.1 {
peer-as 64512;
}
neighbor 10.1.0.2 {
peer-as 64512;

user@R2# show policy-options
policy-statement send-direct {
term 1 {
from protocol direct;

then accept;

user@R2# show routing-options

autonomous-system 64511;

If you are done configuring the devices, enter comit from configuration mode.

Verification
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Confirm that the configuration is working properly.

Verifying the BGP Routes

Purpose

Make sure that the routing tables on Device R1 and Device R3 contain the expected routes.

Action

1. On Device R2, deactivate the advertise-peer-as statement in the BGP configuration.

[edit protocols bgp group ext]
user@r2# deactivate advertise-peer-as

user@R2# commit

2. On Device R3, deactivate the loops statement in the BGP configuration.

[edit protocols bgp family inet unicast ]
user@r3# deactivate unicast loops
user@r3# commit

3. On Device R1, check to see what routes are advertised to Device R2.

user@1> show route advertising-protocol bgp 10.0.0.2
inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 Self I
* 192.168.0.1/32 Self I

4. On Device R2, check to see what routes are received from Device R1.

user@r2> show route receive-protocol bgp 10.0.0.1
inet.0: 7 destinations, 9 routes (7 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
10.0.0.0/30 10.0.0.1 64512 I
* 192.168.0.1/32 10.0.0.1 64512 I



5. On Device R2, check to see what routes are advertised to Device R3.

user@r2> show route advertising-protocol bgp 10.1.0.2

inet.0: 7 destinations, 9 routes (7 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 Self I
* 10.1.0.0/30 Self I
* 192.168.0.2/32 Self I

6. On Device R2, activate the advertise-peer-as statement in the BGP configuration.

[edit protocols bgp group ext]
user@R2# activate advertise-peer-as
user@R2# commit

7. On Device R2, recheck the routes that are advertised to Device R3.

user@2> show route advertising-protocol bgp 10.1.0.2

inet.0: 7 destinations, 9 routes (7 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 Self I
* 10.1.0.0/30 Self I
* 192.168.0.1/32 Self 64512 I
* 192.168.0.2/32 Self I
* 192.168.0.3/32 10.1.0.2 64512 I

8. On Device R3, check the routes that are received from Device R2.

user@R3> show route receive-protocol bgp 10.1.0.1

inet.0: 5 destinations, 6 routes (5 active, @ holddown, @ hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 10.1.0.1 64511 I
10.1.0.0/30 10.1.0.1 64511 I

* 192.168.0.2/32 10.1.0.1 64511 I



9.  On Device R3, activate the loops statement in the BGP configuration.

[edit protocols bgp family inet unicast ]
user@R3# activate unicast loops
user@R3# commit

10. On Device R3, recheck the routes that are received from Device R2.

user@R3> show route receive-protocol bgp 10.1.0.1

inet.0: 6 destinations, 8 routes (6 active, @ holddown, 1 hidden)

Prefix Nexthop MED Lclpref AS path
* 10.0.0.0/30 10.1.0.1 64511 I
10.1.0.0/30 10.1.0.1 64511 I
* 192.168.0.1/32 10.1.0.1 64511 64512 I
* 192.168.0.2/32 10.1.0.1 64511 I
Meaning

First the advertise-peer-as statement and the loops statement are deactivated so that the default behavior
can be examined. Device R1 sends to Device R2 a route to Device R1’s loopback interface address,
192.168.0.1/32. Device R2 does not advertise this route to Device R3. After activating the advertise-
peer-as statement, Device R2 does advertise the 192.168.0.1/32 route to Device R3. Device R3 does not
accept this route until after the loops statement is activated.

‘ Example: Configuring a Layer 3 VPN with Route Reflection and AS Override

Example: Rejecting Known Invalid Routes
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This example shows how to create route-based match conditions for a routing policy.

Requirements

Before you begin, be sure your router interfaces and protocols are correctly configured.

Overview

IN THIS SECTION
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In this example, you create a policy called rejectpolicyl that rejects routes with a mask of /8 and greater
(/8, /9, /10, and so on) that have the first 8 bits set to 0. This policy also accepts routes less than 8 bits
in length by creating a mask of 0/0 up to /7.

Topology

Configuration
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Procedure

CLI Quick Configuration
To quickly configure this example, copy the following commands, paste them into a text file, remove any

line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

set policy-options policy-statement rejectpolicyl term rejectterml from route-filter 0.0.0.0/0
upto /7 accept

set policy-options policy-statement rejectpolicyl term rejectterml from route-filter 0.0.0.0/8
orlonger reject

set policy-options policy-statement test term 1 from protocol direct

Step-by-Step Procedure

To create a policy that rejects known invalid routes:

1. Create the routing policy.

[edit]
user@host# edit policy-options policy-statement rejectpolicy1

2. Create the policy term.

[edit policy-options policy-statement rejectpolicyl]
user@host# edit term rejecttermi

3. Create a mask that specifies which routes to accept.

[edit policy-options policy-statement rejectpolicyl term rejectterml]
user@host# set from route-filter 0/0 upto /7 accept

4. Create a mask that specifies which routes to reject.

[edit policy-options policy-statement rejectpolicyl term rejectterml]

user@host# set from route-filter 0/8 orlonger reject



Results
Confirm your configuration by entering the show policy-options command from configuration mode. If

the output does not display the intended configuration, repeat the configuration instructions in this
example to correct it.

user@host# show policy-options
policy-statement rejectpolicyl {
term rejectterml {
from {
route-filter 0.0.0.0/0 upto /7 accept;
route-filter 0.0.0.0/8 orlonger reject;

If you are done configuring the device, enter commit from configuration mode.

Verification
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To confirm that the configuration is working properly, perform these tasks:

Verifying the Route-Based Match Conditions

Purpose

Verify that the policy and term are configured on the device with the appropriate route-based match
conditions.

Action

From operational mode, enter the show policy-options command.



Route Filter Match Conditions | 76

Example: Grouping Source and Destination Prefixes into a Forwarding Class | 718

Example: Using Routing Policy in an ISP Network
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This example is a case study in how routing policies might be used in a typical Internet service provider
(ISP) network.

Requirements

No special configuration beyond device initialization is required before configuring this example.

Overview

IN THIS SECTION
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In this network example, the ISP’s AS number is 64510. The ISP has two transit peers (AS 64514 and
AS 64515) to which it connects at an exchange point. The ISP is also connected to two private peers
(AS 64513 and AS 64516) with which it exchanges specific customer routes. The ISP has two customers
(AS 64511 and AS 64512).

The ISP policies are configured in an outbound direction. That is, the example focuses on the routes that
the ISP announces to its peers and customers, and includes the following:

1. The ISP has been assigned AS 64510 and the routing space of 172.16.32.0/21. With the exception
of the two customer networks, all other customer routes are simulated with static routes.

2. The exchange peers are used for transit service to other portions of the Internet. This means that the
ISP is accepting all routes (the full Internet routing table) from those BGP peers. To help maintain an
optimized Internet routing table, the ISP is configured to advertise only two aggregate routes to the
transit peers.

3. The ISP administrators want all data to the private peers to use the direct links. As a result, all the
customer routes from the ISP are advertised to those private peers. These peers then advertise all
their customer routes to the ISP.

4. Finally, each customer has a different set of requirements. Customer-1 requires a singe default route.
Customer-2 requires specific routes.

Topology

Figure 13 on page 148 shows the sample network.



Figure 13: ISP Network Example
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Set Commands for All Devices in the Topology
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, and then copy and paste
the commands into the CLI at the [edit] hierarchy level.

Device Customer-1

set interfaces fe-1/2/3 unit 0 description to_ISP-3

set interfaces fe-1/2/3 unit 0 family inet address 10.1.0.6/30

set interfaces 1lo0 unit 0 family inet address 192.168.0.8/32

set protocols bgp group ext type external

set protocols bgp group ext export send-statics

set protocols bgp group ext peer-as 64510

set protocols bgp group ext neighbor 10.1.0.5

set policy-options policy-statement send-statics term static-routes from protocol
static



set policy-options policy-statement send-statics term static-routes then accept

set routing-options static route 172.16.40.0/25 reject

set routing-options static route 172.16.40.128/25 reject

set routing-options static route 172.16.41.0/25 reject

set routing-options static route 172.16.41.128/25 reject

set routing-options autonomous-system 64511

Device Customer-2

set interfaces fe-1/2/1 unit 0 description to_ISP-3

set interfaces fe-1/2/1 unit @ family inet address 10.0.0.10/30

set interfaces fe-1/2/0 unit @ description to-Private-Peer-2

set interfaces fe-1/2/0 unit @ family inet address 10.0.0.21/30

set interfaces 100 unit @ family inet address 192.168.0.9/32

set protocols bgp group ext type external



set protocols bgp group ext import inbound-routes

set protocols bgp group ext export outbound-routes

set protocols bgp group ext neighbor 10.0.0.9 peer-as 64510

set protocols bgp group ext neighbor 10.0.0.22 peer-as 64516

set policy-options
protocol bgp

set policy-options
path AS64510-routes

set policy-options

local-preference 200

set policy-options

accept

set policy-options
protocol bgp

set policy-options
path AS64516-routes

set policy-options

preference 50

set policy-options

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

inbound-routes

inbound-routes

inbound-routes

inbound-routes

inbound-routes

inbound-routes

inbound-routes

inbound-routes

term AS64510-primary from

term AS64510-primary from as-

term AS64510-primary then

term AS64510-primary then

term AS64516-backup from

term AS64516-backup from as-

term AS64516-backup then local-

term AS64516-backup then accept



static

protocol bgp

set policy-options policy-statement outbound-routes term statics from protocol

set policy-options policy-statement outbound-routes term statics then accept

set policy-options policy-statement outbound-routes term internal-bgp-routes from

set policy-options policy-statement outbound-routes term internal-bgp-routes from

as-path my-own-routes

accept

set policy-options policy-statement outbound-routes term internal-bgp-routes then

set policy-options policy-statement outbound-routes term no-transit then reject

set policy-options as-path

set policy-options as-path

set policy-options as-path

set routing-options static

set routing-options static

set routing-options static

set routing-options static

my-own-routes "()"

AS64510-routes "64510 .*"

AS64516-routes "64516 .*"

route 172.16.44.0/26 reject

route 172.16.44.64/26 reject

route 172.16.44.128/26 reject

route 172.16.44.192/26 reject



set routing-options autonomous-system 64512

Device ISP-1

set interfaces fe-1/2/0 unit @ description to_ISP-3

set interfaces fe-1/2/0 unit 0 family inet address 10.0.0.2/30

set interfaces fe-1/2/1 unit @ description to_ISP-2

set interfaces fe-1/2/1 unit 0 family inet address 10.1.0.2/30

set interfaces fe-1/2/2 unit @ description to_Private-Peer-1

set interfaces fe-1/2/2 unit 0 family inet address 10.2.0.2/30

set interfaces fe-1/2/3 unit @ description to_Exchange-1

set interfaces fe-1/2/3 unit 0 family inet address 10.2.0.6/30

set interfaces 100 unit @ family inet address 192.168.0.1/32

set protocols bgp group int type internal

set protocols bgp group int local-address 192.168.0.1



set

set

set

set

set

set

set

set

set

set

set

set

set

set

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

bgp group

bgp group

bgp group

bgp group

bgp group

bgp group

bgp group

bgp group

bgp group

bgp group

bgp group

ospf area

ospf area

ospf area

int export internal-peers

int neighbor 192.168.0.2

int neighbor 192.168.0.3

to_64513 type external

to_64513 export private-peer

to_64513 peer-as 64513

to_64513 neighbor 10.2.0.1

to_64514 type external

to_64514 export exchange-peer

to_64514 peer-as 64514

to_64514 neighbor 10.2.0.5

0.0.0.0 interface fe-1/2/0.0

0.0.0.0 interface fe-1/2/1.0

0.0.0.0 interface 100.0 passive



set policy-options
protocol aggregate

set policy-options
route-filter 172.16.32.0/21 exact

set policy-options
accept

set policy-options
protocol aggregate

set policy-options
route-filter 172.16.40.0/22 exact

set policy-options
accept

set policy-options
then reject

set policy-options
static

set policy-options

set policy-options
hop self

set policy-options

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

exchange-peer

exchange-peer

exchange-peer

exchange-peer

exchange-peer

exchange-peer

exchange-peer

term

term

term

term

term

term

term

AS64510-Aggregate from

AS64510-Aggregate from

AS64510-Aggregate then

Customer-2-Aggregate from

Customer-2-Aggregate from

Customer-2-Aggregate then

reject-all-other-routes

internal-peers term statics from protocol

internal-peers term statics then accept

internal-peers term next-hop-self then next-

private-peer term statics from protocol static



set policy-options policy-statement private-peer term statics then accept

set policy-options policy-statement private-peer term isp-and-customer-routes

from protocol bgp

set policy-options policy-statement private-peer term isp-and-customer-routes
from route-filter 172.16.32.0/21 orlonger

set policy-options policy-statement private-peer term isp-and-customer-routes

then accept

set policy-options policy-statement private-peer term reject-all then reject

set routing-options

set routing-options

set routing-options

set routing-options

set routing-options

set routing-options

Device ISP-2

static route 172.16.32.0/24 reject

static route 172.16.33.0/24 reject

aggregate route 172.16.32.0/21

aggregate route 172.16.40.0/22

router-id 192.168.0.1

autonomous-system 64510



set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

interfaces

protocols

protocols

protocols

protocols

protocols

protocols

fe-1/2/1

fe-1/2/1

fe-1/2/2

fe-1/2/2

fe-1/2/3

fe-1/2/3

fe-1/2/0

fe-1/2/0

100 unit

bgp group

bgp group

bgp group

bgp group

bgp group

bgp group

unit

unit

unit

unit

unit

unit

unit

unit

0 description

0 family inet

0 description

0 family inet

0 description

0 family inet

0 description

0 family inet

to_ISP-1

address 10.1.0.1/30

to_ISP-3

address 10.0.0.6/30

to_Private-Peer-2

address 10.3.0.6/30

to_Exchange-2

address 10.3.0.2/30

0 family inet address 192.168.0.2/32

int type internal

int local-address 192.168.0.2

int export internal-peers

int neighbor 192.168.0.1

int neighbor 192.168.0.3

AS-64516 type external



set protocols bgp group AS-64516 export private-peer

set protocols bgp group AS-64516 peer-as 64516

set protocols bgp group AS-64516 neighbor 10.3.0.5

set protocols bgp group AS-64515 type external

set protocols bgp group AS-64515 export exchange-peer

set protocols bgp group AS-64515 peer-as 64515

set protocols bgp group AS-64515 neighbor 10.3.0.1

set protocols ospf area 0.0.0.0 interface fe-1/2/2.0

set protocols ospf area 0.0.0.0 interface fe-1/2/1.0

set protocols ospf area 0.0.0.0 interface 100.0 passive

set policy-options policy-statement exchange-peer term AS64510-Aggregate from

protocol aggregate

set policy-options policy-statement exchange-peer term AS64510-Aggregate from
route-filter 172.16.32.0/21 exact

set policy-options policy-statement exchange-peer term AS64510-Aggregate then

accept



set
protocol aggregate

set

policy-options

policy-options

route-filter 172.16.44.0/23 exact

set
accept

set
then reject

set
static

set

set
hop self

set

set

set

from protocol bgp

policy-options

policy-options

policy-options

policy-options

policy-options

policy-options

policy-options

policy-options

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

set policy-options policy-statement
from route-filter 172.16.32.0/21 orlonger

set policy-options policy-statement

exchange-peer term Customer-2-Aggregate from

exchange-peer term Customer-2-Aggregate from

exchange-peer term Customer-2-Aggregate then

exchange-peer term reject-all-other-routes

internal-peers term statics from protocol

internal-peers term statics then accept

internal-peers term next-hop-self then next-

private-peer

private-peer

private-peer

private-peer

private-peer

term

term

term

term

term

statics from protocol static

statics then accept

isp-and-customer-routes

isp-and-customer-routes

isp-and-customer-routes



then accept

set policy-options policy-statement private-peer term reject-all then reject

set routing-options static route 172.16.34.0/24 reject

set routing-options static route 172.16.35.0/24 reject

set routing-options aggregate route 172.16.44.0/23

set routing-options aggregate route 172.16.32.0/21

set routing-options router-id 192.168.0.2

set routing-options autonomous-system 64510

Device ISP-3

set interfaces fe-1/2/0 unit 0 description to_ISP-1

set interfaces fe-1/2/0 unit @ family inet address 10.0.0.1/30

set interfaces fe-1/2/2 unit 0 description to_ISP-2

set interfaces fe-1/2/2 unit @ family inet address 10.0.0.5/30



set

set

set

set

set

set

set

set

set

set

set

set

set

set

set

interfaces

interfaces

interfaces

interfaces

interfaces

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

fe-

fe-

fe-

fe-

1/2/3

1/2/3

1/2/1

1/2/1

100 unit

bgp

bgp

bgp

bgp

bgp

bgp

bgp

bgp

bgp

bgp

group

group

group

group

group

group

group

group

group

group

unit 0 description to_Customer-1

unit 0 family inet address 10.1.0.5/30

unit 0 description to_Customer-2

unit 0 family inet address 10.0.0.9/30

0 family inet address 192.168.0.3/32

int type internal

int local-address 192.168.0.3

int export internal-peers

int neighbor 192.168.0.1

int neighbor 192.168.0.2

to_64511 type external

to_64511 export customer-1-peer

to_64511 neighbor 10.1.0.6 peer-as 64511

to_64512 type external

to_64512 export customer-2-peer



set protocols bgp group to_64512 neighbor 10.0.0.10 peer-as 64512

set protocols ospf

set protocols ospf

set protocols ospf

set policy-options
filter 0.0.0.0/0 exact

set policy-options

set policy-options
then reject

set policy-options
static

set policy-options

set policy-options
from protocol bgp

set policy-options

area 0.0.0.0 interface fe-1/2/0.0

area 0.0.0.0 interface fe-1/2/2.0

area 0.0.0.0 interface 100.0 passive

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

from route-filter 172.16.32.0/21 orlonger

set policy-options

then accept

policy-statement

customer-1-peer

customer-1-peer

customer-1-peer

customer-2-peer

customer-2-peer

customer-2-peer

customer-2-peer

customer-2-peer

term

term

term

term

term

term

term

term

defaut-route from route-

defaut-route then accept

reject-all-other-routes

statics from protocol

statics then accept

isp-and-customer-routes

isp-and-customer-routes

isp-and-customer-routes



set policy-options policy-statement customer-2-peer term default-route from route-
filter 0.0.0.0/0 exact

set policy-options policy-statement customer-2-peer term default-route then accept

set policy-options policy-statement customer-2-peer term reject-all-other-routes
then reject

set policy-options policy-statement if-upstream-routes-exist term only-certain-
contributing-routes from route-filter 172.16.8.0/21 exact

set policy-options policy-statement if-upstream-routes-exist term only-certain-
contributing-routes then accept

set policy-options policy-statement if-upstream-routes-exist term reject-all-
other-routes then reject

set policy-options policy-statement internal-peers term statics from protocol
static

set policy-options policy-statement internal-peers term statics then accept

set policy-options policy-statement internal-peers term next then next-hop self

set routing-options static route 172.16.36.0/24 reject

set routing-options static route 172.16.37.0/24 reject

set routing-options static route 172.16.38.0/24 reject



set routing-options static route 172.16.39.0/24 reject

set routing-options generate route 0.0.0.0/0 policy if-upstream-routes-exist

set routing-options router-id 192.168.0.3

set routing-options autonomous-system 64510

Device Exchange-1

set interfaces fe-1/2/3 unit 0 description to_ISP-1

set interfaces fe-1/2/3 unit @ family inet address 10.2.0.5/30

set interfaces fe-1/2/2 unit 0 description to_Exchange-2

set interfaces fe-1/2/2 unit @ family inet address 10.3.0.42/30

set interfaces fe-1/2/1 unit 0 description to_Private-Peer-1

set interfaces fe-1/2/1 unit @ family inet address 10.3.0.45/30

set interfaces 100 unit @ family inet address 192.168.0.6/32

set protocols bgp group ext type external



set protocols bgp group ext export send-static

set protocols bgp group ext peer-as 64510

set protocols bgp group ext neighbor 10.2.0.6

set protocols bgp group ext neighbor 10.3.0.41 peer-as 64515

set policy-options policy-statement send-static from protocol static

set policy-options policy-statement send-static then accept

set routing-options static route 172.16.8.0/21 reject

set routing-options autonomous-system 64514

Device Exchange-2

set interfaces fe-1/2/0 unit 0 description to_ISP-2

set interfaces fe-1/2/0 unit @ family inet address 10.3.0.1/30

set interfaces fe-1/2/2 unit 0 description to_Exchange-1

set interfaces fe-1/2/2 unit @ family inet address 10.3.0.41/30



static

set

set

set

set

set

set

set

set

set

set

set

set

interfaces fe-1/2/1 unit 0 description to_Private-Peer-2

interfaces fe-1/2/1 unit 0 family inet address 10.3.0.49/30

interfaces 100 unit @ family inet address 192.168.0.7/32

protocols bgp group ext type external

protocols bgp group ext export outbound-routes

protocols bgp group ext neighbor 10.3.0.2 peer-as 64510

protocols bgp group ext neighbor 10.3.0.50 peer-as 64516

protocols bgp group ext neighbor 10.3.0.42 peer-as 64514

policy-options policy-statement outbound-routes term statics from protocol

policy-options policy-statement outbound-routes term statics then accept

routing-options autonomous-system 64515

routing-options static route 172.16.16.0/21 reject



Device Private-Peer-1

set interfaces fe-1/2/2 unit 0 description to_ISP-1

set interfaces fe-1/2/2 unit 0 family inet address 10.2.0.1/30

set interfaces fe-1/2/1 unit 0 description to_Exchange-1

set interfaces fe-1/2/1 unit 0 family inet address 10.3.0.46/30

set interfaces 1lo@ unit @ family inet address 192.168.0.4/32

set protocols bgp group ext type external

set protocols bgp group ext peer-as 64510

set protocols bgp group ext neighbor 10.2.0.2

set routing-options autonomous-system 64513

Device Private-Peer-2

set interfaces fe-1/2/3 unit 0 description to_ISP-2

set interfaces fe-1/2/3 unit 0 family inet address 10.3.0.5/30



set

set

set

set

set

set

set

set

set

set

set

set

set

set

interfaces fe-1/2/0

interfaces fe-1/2/0

interfaces fe-1/2/1

interfaces fe-1/2/1

interfaces 100 unit

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

protocols

bgp

bgp

bgp

bgp

bgp

bgp

bgp

bgp

bgp

group

group

group

group

group

group

group

group

group

unit 0 description to_Customer-1

unit 0 family inet address 10.0.0.22/30

unit 0 description to_Exchange-2

unit 0 family inet address 10.3.0.50/30

0 family inet address 192.168.0.5/32

ext type external

ext export outbound-routes

ext peer-as 64510

ext neighbor 10.3.0.6

to-64512 type external

t0-64512 peer-as 64512

t0-64512 neighbor 10.0.0.21

t0-64512 export internal-routes

to-64515 type external



set protocols bgp group to-64515 export outbound-routes

set protocols bgp group to-64515 peer-as 64515

set protocols bgp group to-64515 neighbor 10.3.0.49

set policy-options policy-statement
from route-filter 172.16.16.0/21 exact

set policy-options policy-statement

then accept

set policy-options policy-statement

other-routes then reject

set policy-options policy-statement
static

set policy-options policy-statement

set policy-options policy-statement
filter 0.0.0.0/0 exact

set policy-options policy-statement

set policy-options policy-statement

then reject

set policy-options policy-statement
static

if-upstream-routes-exist term as-64515-routes

if-upstream-routes-exist term as-64515-routes

if-upstream-routes-exist term reject-all-

internal-routes

internal-routes

internal-routes

internal-routes

internal-routes

outbound-routes

term

term

term

term

term

term

statics from protocol

statics then accept

default-route from route-

default-route then accept

reject-all-other-routes

statics from protocol



set

set

policy-options

policy-options

as-path my-own-routes

set

policy-options

as-path AS64512-routes

accept

set

set

set

set

set

set

set

set

set

set

policy-options

policy-options

policy-options

policy-options

routing-options

routing-options

routing-options

routing-options

routing-options

routing-options

policy-statement

policy-statement

policy-statement

policy-statement

policy-statement

as-path

outbound-routes

outbound-routes

outbound-routes

outbound-routes

outbound-routes

my-own-routes "()"

as-path AS64512-routes 64512

static

static

static

static

term

term

term

term

term

route 172.16.24.0/25 reject

route 172.16.24.128/25 reject

route 172.16.25.0/26 reject

route 172.16.25.64/26 reject

statics then accept

allowed-bgp-routes from

allowed-bgp-routes from

allowed-bgp-routes then

no-transit then reject

generate route 0.0.0.0/0 policy if-upstream-routes-exist

autonomous-system 64516



Configuring Device Customer-1
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 2053 in the
Junos OS CLI User Guide.

Device Customer-1 has multiple static routes configured to simulate customer routes. These routes are
sent to the ISP.

To configure Device Customer-1:

1. Configure the device interfaces.

[edit interfaces]

user@Customer-1# set fe-1/2/3 unit @ description to_ISP-3
user@Customer-1# set fe-1/2/3 unit @ family inet address 10.1.0.6/30
user@Customer-1# set 1lo@ unit @ family inet address 192.168.0.8/32

2. Configure the static routes.

[edit routing-options static]

user@Customer-1# set route 172.16.40.0/25 reject
user@Customer-1# set route 172.16.40.128/25 reject
user@Customer-1# set route 172.16.41.0/25 reject
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user@Customer-1# set route 172.16.41.128/25 reject

3. Configure the policy to send static routes.

[edit policy-options policy-statement send-statics term static-routes]
user@Customer-1# set from protocol static

user@Customer-1# set then accept

4. Configure the external BGP (EBGP) connection to the ISP.

[edit protocols bgp group ext]
user@Customer-1# set type external
user@Customer-1# set export send-statics
user@Customer-1# set peer-as 64510
user@Customer-1# set neighbor 10.1.0.5

5. Configure the autonomous system (AS) number.

[edit routing-options]
user@Customer-1# set autonomous-system 64511



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@Customer-1# show interfaces
fe-1/2/1 {
unit @ {
description to_ISP-3;
family inet {
address 10.1.0.6/30;

}
}
}
100 {
unit 0 {
family inet {
address 192.168.0.8/32;
}
}
}

user@Customer-1# show protocols

bgp {
group ext {
type external;
export send-statics;
peer-as 64510;
neighbor 10.1.0.5;
}
}

user@Customer-1# show policy-options
policy-statement send-statics {
term static-routes {
from protocol static;

then accept;



user@Customer-1# show routing-options

static {
route 172.16.40.0/25 reject;
route 172.16.40.128/25 reject;
route 172.16.41.0/25 reject;
route 172.16.41.128/25 reject;

}

autonomous-system 64511;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device Customer-2

IN THIS SECTION
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 2053 in the
Junos OS CLI User Guide.

Device Customer-2 has two static routes configured to simulate customer routes. These routes are sent
to the ISP. Customer-2 has a link to the ISP, as well as a link to AS 8000. This customer has requested
specific customer routes from the ISP, as well as from AS 64516. Customer-2 wants to use the ISP for
transit service to the Internet, and has requested a default route from the ISP.

To configure Device Customer-2:

1. Configure the device interfaces.

[edit interfaces]
user@Customer-2# set fe-1/2/1 unit 0 description to_ISP-3
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user@Customer-2# set
user@Customer-2# set
user@Customer-2# set
user@Customer-2# set

2. Configure the static rou

[edit routing-options
user@Customer-2# set
user@Customer-2# set
user@Customer-2# set
user@Customer-2# set

3. Configure the import ro

fe-1/2/1 unit @ family inet address 10.0.0.10/30
fe-1/2/0 unit 0 description to-Private-Peer-2
fe-1/2/0 unit @ family inet address 10.0.0.21/30
100 unit @ family inet address 192.168.0.9/32

tes.

static]

route 172.16.44.0/26 reject
route 172.16.44.64/26 reject
route 172.16.44.128/26 reject
route 172.16.44.192/26 reject

uting policy.

The route with the highest local preference value is preferred. Routes from the ISP are preferred over

the same routes from Device Private-Peer-2

[edit policy-options
user@Customer-2# set
user@Customer-2# set
user@Customer-2# set
user@Customer-2# set
[edit policy-options
user@Customer-2# set
user@Customer-2# set
user@Customer-2# set
user@Customer-2# set
[edit policy-options]
user@Customer-2# set

user@Customer-2# set

policy-statement inbound-routes]

term AS64510-primary from protocol bgp

term AS64510-primary from as-path AS64510-routes
term AS64510-primary then local-preference 200
term AS64510-primary then accept
policy-statement inbound-routes]

term AS64516-backup from protocol bgp

term AS64516-backup from as-path AS64516-routes
term AS64516-backup then local-preference 50
term AS64516-backup then accept

as-path AS64510-routes "64510 .*"
as-path AS64516-routes "64516 .*"



4. Configure the export routing policy.

[edit policy-options policy-statement outbound-routes]

user@Customer-2# set term statics from protocol static

user@Customer-2# set term statics then accept

user@Customer-2# set term internal-bgp-routes from protocol bgp
user@Customer-2# set term internal-bgp-routes from as-path my-own-routes
user@Customer-2# set term internal-bgp-routes then accept
user@Customer-2# set term no-transit then reject

[edit policy-options]

user@Customer-2# set as-path my-own-routes "()"

5. Configure the external BGP (EBGP) connection to the ISP and to Device Private-Peer-2.

[edit protocols bgp group ext]

user@Customer-2# set type external

user@Customer-2# set import inbound-routes
user@Customer-2# set export outbound-routes
user@Customer-2# set neighbor 10.0.0.9 peer-as 64510
user@Customer-2# set neighbor 10.0.0.22 peer-as 64516

6. Configure the autonomous system (AS) number.

[edit routing-options]
user@Customer-2# set autonomous-system 64512



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@Customer-2# show interfaces
fe-1/2/1 {
unit @ {
description to_ISP-3;
family inet {
address 10.0.0.10/30;

}
}
}
fe-1/2/0 {
unit @ {
description to-Private-Peer-2;
family inet {
address 10.0.0.21/30;
}
}
}
100 {
unit @ {
family inet {
address 192.168.0.9/32;
}
}
}

user@Customer-2# show protocols
bgp {
group ext {
type external;
import inbound-routes;
export outbound-routes;
neighbor 10.0.0.9 {
peer-as 64510;

}
neighbor 10.0.0.22 {



peer-as 64516;

user@Customer-2# show policy-options
policy-statement inbound-routes {
term AS64510-primary {
from {
protocol bgp;
as-path AS64510-routes;

}
then {
local-preference 200;
accept;
}
}
term AS64516-backup {
from {
protocol bgp;
as-path AS64516-routes;
}
then {
local-preference 50;
accept;
}
}

}
policy-statement outbound-routes {
term statics {
from protocol static;
then accept;
}
term internal-bgp-routes {
from {
protocol bgp;
as-path my-own-routes;
}
then accept;
}

term no-transit {



then reject;

}

as-path my-own-routes "()";
as-path AS64510-routes "64510 .*";
as-path AS64516-routes "64516 .*";

user@Customer-2# show routing-options

static {
route 172.16.44.0/26 reject;
route 172.16.44.64/26 reject;
route 172.16.44.128/26 reject;
route 172.16.44.192/26 reject;

}

autonomous-system 64512;

If you are done configuring the device, enter commit from configuration mode.

Configuring Devices ISP-1 and ISP-2
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 2053 in the
Junos OS CLI User Guide.

Device ISP-1 and Device ISP-2 each have two policies configured: The private-peer policy and the
exchange-peer policy. Because of their similar configurations, this example shows the step-by-step
configuration only for Device ISP-2.

On Device ISP-2, the private-peer policy sends the ISP customer routes to Device Private-Peer-2. The
policy accepts all local static routes (local Device ISP-2 customers) and all BGP routes in the
172.16.32.0/21 range (advertised by other ISP routers). These two policy terms represent the ISP
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customer routes. The final policy term rejects all other routes, which includes the entire Internet routing
table sent by the exchange peers. These routes do not need to be sent to Device Private-Peer-2 for two
reasons:

e The peer already maintains a connection to Device Exchange-2 in our example, so the routes are
redundant.

e The private peer wants customer routes only. The private-peer policy accomplishes this goal. The
exchange-peer policy sends routes to Device Exchange-2.

In the example, only two routes need to be sent to Device Exchange-2:

e The aggregate route that represents the AS 64510 routing space of 172.16.32.0/21. This route is
configured as an aggregate route locally and is advertised by the exchange-peer policy.

e The address space assigned to Customer-2, 172.16.44.0/23. This smaller aggregate route needs to
be sent to Device Exchange-2 because the customer is also attached to the AS 64516 peer (Device
Private-Peer-2).

Sending these two routes to Device Exchange-2 allows other networks in the Internet to reach the
customer through either the ISP or the private peer. If just the private peer were to advertise the /23
network while the ISP maintained only its /21 aggregate, all traffic destined for the customer would
transit AS 64516 only. Because the customer also wants routes from the ISP, the 172.16.44.0/23 route
is announced by Device ISP-2. Like the larger aggregate route, the 172.16.44.0/23 route is configured
locally and is advertised by the exchange-peer policy. The final term in that policy rejects all routes,
including the specific customer networks of the ISP, the customer routes from Device Private-Peer-1,
the customer routes from Device Private-Peer-2, and the routing table from Device Exchange-1. In
essence, this final term prevents the ISP from performing transit services for the Internet at large.

To configure Device ISP-2:

1. Configure the device interfaces.

[edit interfaces]

user@ISP-2# set fe-1/2/1 unit 0 description to_ISP-1
user@ISP-2# set fe-1/2/1 unit 0 family inet address 10.1.0.1/30
user@ISP-2# set fe-1/2/2 unit 0 description to_ISP-3
user@ISP-2# set fe-1/2/2 unit 0 family inet address 10.0.0.6/30
user@ISP-2# set fe-1/2/3 unit 0 description to_Private-Peer-2
user@ISP-2# set fe-1/2/3 unit 0 family inet address 10.3.0.6/30
user@ISP-2# set fe-1/2/0 unit @ description to_Exchange-2
user@ISP-2# set fe-1/2/0 unit 0 family inet address 10.3.0.2/30
user@ISP-2# set 100 unit @ family inet address 192.168.0.2/32



2. Configure the interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@ISP-2# set interface fe-1/2/2.0
user@ISP-2# set interface fe-1/2/1.0
user@ISP-2# set interface 100.0 passive

3. Configure the static and aggregate routes.

[edit routing-options static]

user@ISP-2# set route 172.16.34.0/24 reject
user@ISP-2# set route 172.16.35.0/24 reject
[edit routing-options aggregatel]
user@ISP-2# set route 172.16.44.0/23
user@ISP-2# set route 172.16.32.0/21

4. Configure the routing policies for the exchange peers.

[edit policy-options policy-statement exchange-peer]

user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#
user@ISP-2#

set
set
set
set
set
set
set

term
term
term
term
term
term
term

AS64510-Aggregate from protocol aggregate
AS64510-Aggregate from route-filter 172.16.32.0/21 exact
AS64510-Aggregate then accept

Customer-2-Aggregate from protocol aggregate
Customer-2-Aggregate from route-filter 172.16.44.0/23 exact
Customer-2-Aggregate then accept

reject-all-other-routes then reject



5. Configure the routing policies for the internal peers.

[edit policy-options policy-statement internal-peers]
user@ISP-2# set term statics from protocol static
user@ISP-2# set term statics then accept

user@ISP-2# set term next-hop-self then next-hop self

6. Configure the routing policies for the private peer.

[edit policy-options policy-statement private-peer]

user@ISP-2# set term statics from protocol static

user@ISP-2# set term statics then accept

user@ISP-2# set term isp-and-customer-routes from protocol bgp

user@ISP-2# set term isp-and-customer-routes from route-filter 172.16.32.0/21 orlonger
user@ISP-2# set term isp-and-customer-routes then accept

user@ISP-2# set term reject-all then reject

7. Configure the internal BGP (IBGP) connections to the other ISP devices.

[edit protocols bgp group int]
user@ISP-2# set type internal

user@ISP-2# set local-address 192.168.0.2
user@ISP-2# set export internal-peers
user@ISP-2# set neighbor 192.168.0.1
user@ISP-2# set neighbor 192.168.0.3



8. Configure the EBGP connections to the exchange peer and the private peer.

[edit protocols bgp group AS-64516]
user@ISP-2# set type external
user@ISP-2# set export private-peer
user@ISP-2# set peer-as 64516
user@ISP-2# set neighbor 10.3.0.5
[edit protocols bgp group AS-64515]
user@ISP-2# set type external
user@ISP-2# set export exchange-peer
user@ISP-2# set peer-as 64515
user@ISP-2# set neighbor 10.3.0.1

9. Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@ISP-2# set router-id 192.168.0.2
user@ISP-2# set autonomous-system 64510

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@ISP-2# show interfaces
fe-1/2/0 {
unit of
description to_Exchange-2;
family inet {
address 10.3.0.2/30;



}

fe-1/2/1 {
unit of
description
family inet
address
}
}
}
fe-1/2/2 {
unit @ {
description
family inet
address
}
}
}
fe-1/2/3 {
unit @ {
description
family inet
address
}
}
}
lo0 {
unit @ {
family inet
address
}
}
}

to_ISP-1;
{
10.1.0.1/30;

to_ISP-3;
{
10.0.0.6/30;

to_Private-Peer-2;
{
10.3.0.6/30;

{
192.168.0.2/32;

user@ISP-2# show protocols

bgp {
group int {

type internal;
local-address 192.168.0.2;
export internal-peers;
neighbor 192.168.0.1;
neighbor 192.168.0.3;



}

group AS-64516 {
type external;
export private-peer;
peer-as 64516;
neighbor 10.3.0.5;

}

group AS-64515 {
type external;
export exchange-peer;
peer-as 64515;
neighbor 10.3.0.1;

}
}
ospf {
area 0.0.0.0 {
interface fe-1/2/2.0;
interface fe-1/2/1.0;
interface 100.0 {
passive;
}
}
}

user@ISP-2# show policy-options
policy-statement exchange-peer {
term AS64510-Aggregate {
from {
protocol aggregate;
route-filter 172.16.32.0/21 exact;
}
then accept;
}
term Customer-2-Aggregate {
from {
protocol aggregate;
route-filter 172.16.44.0/23 exact;
}
then accept;
}

term reject-all-other-routes {



then reject;

}
policy-statement internal-peers {
term statics {
from protocol static;

then accept;

}
term next-hop-self {
then {
next-hop self;
}
}

}
policy-statement private-peer {
term statics {
from protocol static;

then accept;

}
term isp-and-customer-routes {
from {
protocol bgp;
route-filter 172.16.32.0/21 orlonger;
}
then accept;
}

term reject-all {

then reject;

user@ISP-2# show routing-options
static {
route 172.16.34.0/24 reject;
route 172.16.35.0/24 reject;
}
aggregate {
route 172.16.44.0/23;
route 172.16.32.0/21;



router-id 192.168.0.2;

autonomous-system 64510;

If you are done configuring the device, enter conmit from configuration mode.

Configuring Device ISP-3
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 2053 in the
Junos OS CLI User Guide.

On Device ISP-3, a separate policy is in place for each customer. The default route for Customer-1 is
being sent by the customer-1-peer policy. This policy finds the 0.0.0.0/0 default route in inet.0 and accepts
it. The policy also rejects all other routes, thereby not sending all BGP routes on the ISP router. The
customer-2-peer policy is for Customer-2 and contains the same policy terms, which also send the default
route and no other transit BGP routes. The additional terms in the customer-2-peer policy send the ISP
customer routes to Customer-2. Because there are local static routes on Device ISP-3 that represent
local customers, these routes are sent as well as all other internal routes announced to the local router
by the other ISP routers.

If the upstream route from Device Exchange-1 (172.16.8.0/21) is present, Device ISP-3 generates a
default route.

To configure Device ISP-3:

1. Configure the device interfaces.

[edit interfaces]

user@ISP-34# set fe-1/2/0 unit @ description to_ISP-1
user@ISP-3# set fe-1/2/0 unit 0 family inet address 10.0.0.1/30
user@ISP-34# set fe-1/2/2 unit @ description to_ISP-2
user@ISP-3# set fe-1/2/2 unit 0 family inet address 10.0.0.5/30
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user@ISP-3# set fe-1/2/3 unit 0 description to_Customer-1
user@ISP-3# set fe-1/2/3 unit 0 family inet address 10.1.0.5/30
user@ISP-3# set fe-1/2/1 unit @ description to_Customer-2
user@ISP-3# set fe-1/2/1 unit 0 family inet address 10.0.0.9/30
user@ISP-3# set 100 unit @ family inet address 192.168.0.3/32

2. Configure the interior gateway protocol (IGP).

[edit protocols ospf area 0.0.0.0]
user@ISP-34# set interface fe-1/2/0.0
user@ISP-3# set interface fe-1/2/2.0
user@ISP-3# set interface 100.0 passive

3. Configure the static routes.

[edit routing-options static]

user@ISP-3# set route 172.16.36.0/24 reject
user@ISP-3# set route 172.16.37.0/24 reject
user@ISP-3# set route 172.16.38.0/24 reject
user@ISP-3# set route 172.16.39.0/24 reject

4. Configure a routing policy that generates a default static route only if a certain upstream route
exists.

[edit policy-options policy-statement if-upstream-routes-exist term only-certain-
contributing-routes]

user@ISP-3# set from route-filter 172.16.8.0/21 exact

user@ISP-3# set then accept

[edit policy-options policy-statement if-upstream-routes-exist]

user@ISP-3# set term reject-all-other-routes then reject

[edit routing-options generate route 0.0.0.0/0]



5.

6.

7.

user@ISP-3# set policy if-upstream-routes-exist

Configure the routing policy for Customer-1.

[edit policy-options policy-statement customer-1-peer]
user@ISP-3# set term defaut-route from route-filter 0.0.0.0/0 exact
user@ISP-3# set term defaut-route then accept

user@ISP-3# set term reject-all-other-routes then reject

Configure the routing policy for Customer-2.

[edit policy-options

user@ISP-3#
user@ISP-3#
user@ISP-3#
user@ISP-3#
user@ISP-3#
user@ISP-3#
user@ISP-3#
user@ISP-3#

set
set
set
set
set
set
set
set

term
term
term
term
term
term
term

term

policy-statement customer-2-peer]

statics from protocol static

statics then accept

isp-and-customer-routes from protocol bgp

isp-and-customer-routes from route-filter 172.16.32.0/21 orlonger
isp-and-customer-routes then accept

default-route from route-filter 0.0.0.0/0 exact

default-route then accept

reject-all-other-routes then reject

Configure the routing policies for the internal peers.

[edit policy-options policy-statement internal-peers]

user@ISP-3# set term statics from protocol static

user@ISP-3# set term statics then accept

user@ISP-3# set term next then next-hop self



8. Configure the internal BGP (IBGP) connections to the other ISP devices.

[edit protocols bgp group int]
user@ISP-3# set type internal

user@ISP-3# set local-address 192.168.0.3
user@ISP-3# set export internal-peers
user@ISP-3# set neighbor 192.168.0.1
user@ISP-3# set neighbor 192.168.0.2

9. Configure the EBGP connections to the customer peers.

[edit protocols bgp group to_64511]

user@ISP-3# set type external

user@ISP-3# set export customer-1-peer
user@ISP-3# set neighbor 10.1.0.6 peer-as 64511
[edit protocols bgp group to_64512]

user@ISP-3# set type external

user@ISP-3# set export customer-2-peer
user@ISP-3# set neighbor 10.0.0.10 peer-as 64512

10. Configure the autonomous system (AS) number and the router ID.

[edit routing-options]
user@ISP-3# set router-id 192.168.0.3
user@ISP-3# set autonomous-system 64510



Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@ISP-3# show interfaces

fe-1/2/0 {
unit @ {
description to_ISP-1;
family inet {
address 10.0.0.1/30;
}
}
}
fe-1/2/1 {
unit @ {
description to_Customer-2;
family inet {
address 10.0.0.9/30;
}
}
}
fe-1/2/2 {
unit @ {
description to_ISP-2;
family inet {
address 10.0.0.5/30;
}
}
}
fe-1/2/3 {
unit @ {
description to_Customer-1;
family inet {
address 10.1.0.5/30;
}
}
}
100 {
unit @ {
family inet {



address 192.168.0.3/32;

user@ISP-3# show protocols

bgp {

group int {
type internal;
local-address 192.168.0.3;
export internal-peers;
neighbor 192.168.0.1;
neighbor 192.168.0.2;

}

group to_64511 {
type external;
export customer-1-peer;
neighbor 10.1.0.6 {
peer-as 64511;

}
group to_64512 {
type external;
export customer-2-peer;
neighbor 10.0.0.10 {
peer-as 64512;

}
ospf {
area 0.0.0.0 {
interface fe-1/2/0.0;
interface fe-1/2/2.0;
interface 100.0 {

passive;



user@ISP-3# show policy-options
policy-statement customer-1-peer {
term defaut-route {
from {
route-filter 0.0.0.0/0 exact;
}
then accept;
}
term reject-all-other-routes {

then reject;

}
policy-statement customer-2-peer {
term statics {
from protocol static;
then accept;
}
term isp-and-customer-routes {
from {
protocol bgp;
route-filter 172.16.32.0/21 orlonger;
}
then accept;
}
term default-route {
from {
route-filter 0.0.0.0/0 exact;
}
then accept;
}
term reject-all-other-routes {

then reject;

}
policy-statement if-upstream-routes-exist {
term only-certain-contributing-routes {
from {
route-filter 172.16.8.0/21 exact;



}
then accept;
}
term reject-all-other-routes {

then reject;

}
policy-statement internal-peers {
term statics {
from protocol static;

then accept;

}
term next {
then {
next-hop self;
}
}

user@ISP-3# show routing-options
static {
route 172.16.36.0/24 reject;
route 172.16.37.0/24 reject;
route 172.16.38.0/24 reject;
route 172.16.39.0/24 reject;

}
generate {

route 0.0.0.0/0 policy if-upstream-routes-exist;
}

router-id 192.168.0.3;

autonomous-system 64510;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device Exchange-2
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 2053 in the
Junos OS CLI User Guide.

Device Exchange-2 exchanges all BGP routes with all BGP peers. The outbound-routes policy for Device
Exchange-2 advertises locally defined static routes using BGP. The exclusion of a final then reject term
causes the default BGP export policy to take effect, which is to send all BGP routes to all external BGP
peers.

To configure Device Exchange-2:

1. Configure the device interfaces.

[edit interfaces]

user@Exchange-2# set fe-1/2/0 unit @ description to_ISP-2
user@Exchange-2# set fe-1/2/0 unit @ family inet address 10.3.0.1/30
user@Exchange-2# set fe-1/2/2 unit @ description to_Exchange-1
user@Exchange-2# set fe-1/2/2 unit @ family inet address 10.3.0.41/30
user@Exchange-2# set fe-1/2/1 unit @ description to_Private-Peer-2
user@Exchange-2# set fe-1/2/1 unit @ family inet address 10.3.0.49/30
user@Exchange-2# set 1o@ unit 0 family inet address 192.168.0.7/32

2. Configure the static routes.

[edit routing-options static]
set route 172.16.16.0/21 reject

3. Configure a routing policy that generates a default static route only if certain internal routes exist.

[edit policy-options policy-statement outbound-routes term statics]

user@Exchange-2# set from protocol static
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user@Exchange-2# set then accept

4. Configure the EBGP connections to the customer peers.

[edit protocols bgp group ext]

user@Exchange-2# set type external

user@Exchange-2# set export outbound-routes
user@Exchange-2# set neighbor 10.3.0.2 peer-as 64510
user@Exchange-2# set neighbor 10.3.0.50 peer-as 64516
user@Exchange-2# set neighbor 10.3.0.42 peer-as 64514

5. Configure the autonomous system (AS) number.

[edit routing-options]
user@Exchange-2# set autonomous-system 64515

Results

From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show
policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@Exchange-2 show interfaces
fe-1/2/0 {
unit 0 {
description to_ISP-2;
family inet {
address 10.3.0.1/30;



}
fe-1/2/1 {
unit @ {
description to_Private-Peer-2;
family inet {
address 10.3.0.49/30;

}
}
}
fe-1/2/2 {
unit @ {
description to_Exchange-1;
family inet {
address 10.3.0.41/30;
}
}
}
lo0 {
unit @ {
family inet {
address 192.168.0.7/32;
}
}
}

user@Exchange-2# show protocols
bgp {
group ext {
type external;
export outbound-routes;
neighbor 10.3.0.2 {
peer-as 64510;
}
neighbor 10.3.0.50 {
peer-as 64516;
}
neighbor 10.3.0.42 {
peer-as 64514;



user@Exchange-2# show policy-options
policy-statement outbound-routes {
term statics {
from protocol static;

then accept;

user@Exchange-2# show routing-options
static {

route 172.16.16.0/21 reject;
}

autonomous-system 64515;

If you are done configuring the device, enter commit from configuration mode.

Configuring Device Private-Peer-2
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Procedure

Step-by-Step Procedure

The following example requires that you navigate various levels in the configuration hierarchy. For
information about navigating the CLI, see "Use the CLI Editor in Configuration Mode" on page 2053 in the
Junos OS CLI User Guide.

Device Private-Peer-2 performs two main functions:

e Advertises routes local to AS 64516 to both the exchange peers and the ISP routers. The outbound-
routes policy advertises the local static routes (that is, customers) on the router, and also advertises all
routes learned by BGP that originated in either AS 64516 or AS 64512. These routes include other
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AS 64516 customer routes in addition to the AS 64512 customer. The AS routes are identified by an
AS path regular expression match criteria in the policy.

e Advertises the 0.0.0.0/0 default route to the AS 64512 customer router. To accomplish this, the
private peer creates a generated route for 0.0.0.0/0 locally on the router. This generated route is
further assigned a policy called if-upstream-routes-exist, which allows only certain routes to contribute
to the generated route, making it an active route in the routing table. Once the route is active, it can
be sent to the AS 64512 router using BGP and the configured policies. The if-upstream-routes-exist
policy accepts only the 172.16.32.0/21 route from Device Exchange-2, and rejects all other routes. If
the 172.16.32.0/21 route is withdrawn by the exchange peer, the private peer loses the 0.0.0.0/0
default route and withdraws the default route from the AS 64512 customer router.

To configure Device Private-Peer-2:

1. Configure the device interfaces.

[edit interfaces]

user@rivate-Peer-2# set fe-1/2/3 unit 0 description to_ISP-2
user@rivate-Peer-2# set fe-1/2/3 unit 0 family inet address 10.3.0.5/30
user@rivate-Peer-2# set fe-1/2/0 unit 0 description to_Customer-1
user@rivate-Peer-2# set fe-1/2/0 unit 0 family inet address 10.0.0.22/30
user@Private-Peer-2# set fe-1/2/1 unit @ description to_Exchange-2
user@rivate-Peer-2# set fe-1/2/1 unit 0 family inet address 10.3.0.50/30
user@rivate-Peer-2# set 1o0 unit @ family inet address 192.168.0.5/32

2. Configure the static routes.

[edit routing-options static]

user@Private-Peer-2# set route 172.16.24.0/25 reject
user@rivate-Peer-2# set route 172.16.24.128/25 reject
user@Private-Peer-2# set route 172.16.25.0/26 reject
user@rivate-Peer-2# set route 172.16.25.64/26 reject



3. Configure a routing policy that generates a default static route only if certain internal routes exist.

[edit policy-options policy-statement if-upstream-routes-exist]

user@rivate-Peer-2# set term
user@rivate-Peer-2# set term

user@rivate-Peer-2# set term

as-64515-routes from route-filter 172.16.16.0/21 exact
as-64515-routes then accept
reject-all-other-routes then reject

[edit routing-options generate route 0.0.0.0/0]

user@rivate-Peer-2# set policy if-upstream-routes-exist

4. Configure the routing policy that advertises local static routes and the default route.

[edit policy-options policy-statement internal-routes]

user@rivate-Peer-2# set term
user@Private-Peer-2# set term
user@rivate-Peer-2# set term
user@Private-Peer-2# set term
user@rivate-Peer-2# set term

statics from protocol static

statics then accept

default-route from route-filter 0.0.0.0/0 exact
default-route then accept

reject-all-other-routes then reject

5. Configure the routing policy that advertises local customer routes.

[edit policy-options policy-statement outbound-routes]

user@Private-Peer-2# set term
user@rivate-Peer-2# set term
user@Private-Peer-2# set term
user@rivate-Peer-2# set term
user@Private-Peer-2# set term
user@rivate-Peer-2# set term

[edit policy-options]

statics from protocol static

statics then accept

allowed-bgp-routes from as-path my-own-routes
allowed-bgp-routes from as-path AS64512-routes
allowed-bgp-routes then accept

no-transit then reject

user@Private-Peer-2# set as-path my-own-routes "()"
user@rivate-Peer-2# set as-path AS64512-routes 64512



6. Configure the EBGP connection to Customer-2.

[edit protocols bgp group to-64512]
user@Private-Peer-2# set type external
user@rivate-Peer-2# set export internal-routes
user@Private-Peer-2# set peer-as 64512
user@rivate-Peer-2# set neighbor 10.0.0.21

7. Configure the EBGP connection to Device Exchange-2.

[edit protocols bgp group to-64515]
user@Private-Peer-2# set type external
user@rivate-Peer-2# set export outbound-routes
user@rivate-Peer-2# set peer-as 64515
user@rivate-Peer-2# set neighbor 10.3.0.49

8. Configure the EBGP connections to the ISP.

[edit protocols bgp group ext]
user@Private-Peer-2# set type external
user@rivate-Peer-2# set export outbound-routes
user@rivate-Peer-2# set peer-as 64510
user@rivate-Peer-2# set neighbor 10.3.0.6

9. Configure the autonomous system (AS) number.

[edit routing-options]
user@Private-Peer-2# set autonomous-system 64516



Results
From configuration mode, confirm your configuration by entering the show interfaces, show protocols, show

policy-options, and show routing-options commands. If the output does not display the intended
configuration, repeat the instructions in this example to correct the configuration.

user@Private-Peer-2# show interfaces

fe-1/2/0 {
unit @ {
description to_Customer-1;
family inet {
address 10.0.0.22/30;
}
}
}
fe-1/2/1 {
unit @ {
description to_Exchange-2;
family inet {
address 10.3.0.50/30;
}
}
}
fe-1/2/3 {
unit @ {
description to_ISP-2;
family inet {
address 10.3.0.5/30;
}
}
}
100 {
unit 0 {
family inet {

address

192.168.0.5/32;



user@rivate-Peer-2# show protocols

bgp {
group ext {
type external;
export outbound-routes;
peer-as 64510;
neighbor 10.3.0.6;
}

group to-64512 {
type external;
export internal-routes;
peer-as 64512;
neighbor 10.0.0.21;
}
group to-64515 {
type external;
export outbound-routes;
peer-as 64515;
neighbor 10.3.0.49;

user@rivate-Peer-2# show policy-options
policy-statement if-upstream-routes-exist {
term as-64515-routes {
from {
route-filter 172.16.16.0/21 exact;
}
then accept;
}
term reject-all-other-routes {

then reject;

}
policy-statement internal-routes {
term statics {

from protocol static;



then accept;
}
term default-route {
from {
route-filter 0.0.0.0/0 exact;
}
then accept;
}
term reject-all-other-routes {
then reject;

}
policy-statement outbound-routes {
term statics {
from protocol static;
then accept;
}
term allowed-bgp-routes {
from as-path [ my-own-routes AS64512-routes J;
then accept;
}
term no-transit {

then reject;

}

as-path my-own-routes "()";
as-path AS64512-routes 64512;

user@rivate-Peer-2# show routing-options
static {

route 172.16.24.0/25 reject;

route 172.16.24.128/25 reject;

route 172.16.25.0/26 reject;

route 172.16.25.64/26 reject;

}
generate {

route 0.0.0.0/0 policy if-upstream-routes-exist;
}

autonomous-system 64516;

If you are done configuring the device, enter commit from configuration mode.
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Confirm that the configuration is working properly.

Verifying the Routes on Device Customer-1

Purpose

On Device Customer-1, check the routes in the routing table.

Action

user@Customer-1> show route

inet.0: 8 destinations, 8 routes (8 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 00:09:25, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.1.0.5 via fe-1/2/3.0

10.1.0.4/30 *[Direct/0] 23:50:20
> via fe-1/2/3.0
10.1.0.6/32 *[Local/@] 5d 21:56:47

Local via fe-1/2/3.0



172.16.40.0/25 *[Static/5] 22:59:04
Reject

172.16.40.128/25  *[Static/5] 22:59:04
Reject

172.16.41.0/25 *[Static/5] 22:59:04
Reject

172.16.41.128/25  *[Static/5] 22:59:04
Reject

192.168.0.8/32 *[Direct/@] 5d 21:25:45

> via 100.0

Meaning

Device Customer-1 has its four static routes, and it has learned the default route through BGP.

Verifying the Routes on Device Customer-2

Purpose

On Device Customer-2, check the routes in the routing table.

Action

user@Customer-2> show route
inet.0: 22 destinations, 23 routes (22 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 00:10:35, localpref 200
AS path: 64510 I, validation-state: unverified
> to 10.0.0.9 via fe-1/2/0.10
[BGP/170] 04:58:09, localpref 50
AS path: 64516 I, validation-state: unverified
> to 10.0.0.22 via fe-1/2/0.0

10.0.0.8/30 *[Direct/0] 23:51:29
> via fe-1/2/0.10
10.0.0.10/32 *[Local/@] 23:52:49
Local via fe-1/2/0.10
10.0.0.20/30 *[Direct/0] 23:52:49
> via fe-1/2/0.0
10.0.0.21/32 *[Local/@] 23:52:49

Local via fe-1/2/0.0



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.24,

.24.

.25.

.25.

.32.

.33.

.34.

.35.

.36.

.37.

.38.

.39

.44,

.44,

.44,

.44,

0/25

128/25

0/26

64/26

0/24

0/24

0/24

0/24

0/24

0/24

0/24

.0/24

0/26

64/26

128/26

192/26

*[BGP/170]

AS path:

> to 10.0
*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:

> to 10.0
*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

04:58:09, localpref 50

64516 I, validation-state:
.0.22 via fe-1/2/0.0

04:58:09, localpref 50

64516 I, validation-state:

0.22 via fe-1/2/0.0
04:58:09, localpref 50

64516 I, validation-state:
.0.22 via fe-1/2/0.0

04:58:09, localpref 50

64516 I, validation-state:

0.22 via fe-1/2/0.0
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10
22:38:47, localpref 200

64510 I, validation-state:

0.9 via fe-1/2/0.10

x[Static/5] 22:57:28

Reject

*x[Static/5] 22:57:28

Reject

*x[Static/5] 22:57:28

Reject

*x[Static/5] 22:57:28

unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified



Reject
192.168.0.9/32 *[Direct/0] 23:52:49
> via 100.0
Meaning
Device Customer-2 has learned the default route through its session with the ISP and also through its

session with the private peer. The route learned from the ISP is preferred because it has a higher local
preference.

Verifying the Routes on Device ISP-1

Purpose

On Device ISP-1, check the routes in the routing table.

Action

user@ISP-1> show route
inet.@: 42 destinations, 53 routes (42 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 22:44:26, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.1.0.1 via fe-1/2/1.0

10.0.0.0/30 *[Direct/0] 23:52:01
> via fe-1/2/0.0
10.0.0.2/32 *[Local/@] 23:52:01
Local via fe-1/2/0.0
10.0.0.4/30 *[0OSPF/10] 23:51:06, metric 2

to 10.1.0.1 via fe-1/2/1.0
> to 10.0.0.1 via fe-1/2/0.0
10.0.0.20/30 *[BGP/170] 23:50:55, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.1.0.1 via fe-1/2/1.0
[BGP/170] 23:51:28, localpref 100
AS path: 64514 64515 64516 I, validation-state: unverified
> to 10.2.0.5 via fe-1/2/3.0
10.1.0.0/30 *[Direct/@] 23:52:01
> via fe-1/2/1.0
10.1.0.2/32 *[Local/@] 23:52:01



10.2.0.

10.2.0.

10.2.0.

10.2.0.

10.3.0.

10.3.0.

172.

172.

172.

172.

172.

172.

0/30

2/32

4/30

6/32

4/30

48/30

.8.0/21

.16.0/21

.24.0/25

.24.128/25

.25.0/26

.25.64/26

Local via fe-1/2/1.0
*[Direct/0] 23:52:01
> via fe-1/2/2.0

*[Local/0]

23:52:01

Local via fe-1/2/2.0
*[Direct/0] 23:52:00
> via fe-1/2/3.0

*[Local/0]

23:52:00

Local via fe-1/2/3.0

*[BGP/170]

AS path:

> to 10.2
*[BGP/170]

AS path:

> to 10.1
*[BGP/170]

AS path:
> to 10.2.

*[BGP/170]

AS path:

> to 10.1
[BGP/170]

AS path:
> to 10.2.

*[BGP/170]

AS path:

> to 10.1
[BGP/170]

AS path:
> to 10.2.

*[BGP/170]

AS path:

> to 10.1
[BGP/170]

AS path:
> to 10.2.

*[BGP/170]

AS path:

> to 10.1
[BGP/170]

AS path:

> to 10.2
*[BGP/170]

23:51:28, localpref 100

64514 64515 64516 I, validation-state: unverified
.0.5 via fe-1/2/3.0

23:50:55, localpref 100, from 192.168.0.2

64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

00:11:08, localpref 100

64514 I, validation-state: unverified

0.5 via fe-1/2/3.0

02:02:10, localpref 100, from 192.168.0.2

64515 I, validation-state: unverified

.0.1 via fe-1/2/1.0

02:02:10, localpref 100

64514 64515 I, validation-state: unverified

0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2

64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

23:06:33, localpref 100

64514 64515 64516 I, validation-state: unverified
0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2

64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

23:06:33, localpref 100

64514 64515 64516 I, validation-state: unverified
0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2

64516 I, validation-state: unverified

.0.1 via fe-1/2/1.0

23:06:33, localpref 100

64514 64515 64516 I, validation-state: unverified
.0.5 via fe-1/2/3.0

23:06:33, localpref 100, from 192.168.0.2



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.32.

.32.

.33.

.34.

.35.

.36.

.37.

.38.

.39.

.40.

.40.

.40.

.41

.41

0/21

0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/22

0/25

128/25

.0/25

.128/25

AS path: 64516 I, validation-state: unverified

> to 10.1.0.1 via fe-1/2/1.0

[BGP/170] 23:06:33, localpref 100
AS path: 64514 64515 64516 I, validation-state: unverified

> to 10.2.0.5 via fe-1/2/3.0

*[Aggregate/130] 22:44:27
Reject

*[Static/5] 22:44:27
Reject

*[Static/5] 22:44:27
Reject

*[BGP/170] 22:39:20, localpref 100, from 192.168.0.2
AS path: I, validation-state: unverified

> to 10.1.0.1 via fe-1/2/1.0

*[BGP/170] 22:39:20, localpref 100, from 192.168.0.2
AS path: I, validation-state: unverified

> to 10.1.0.1 via fe-1/2/1.0

*[BGP/170] 22:39:20, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0

*[BGP/170] 22:39:20, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0

*[BGP/170] 22:39:20, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0

*[BGP/170] 22:39:20, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0

*[Aggregate/130] 22:44:27
Reject

*[BGP/170] 23:00:47, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0

*[BGP/170] 23:00:47, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0

*[BGP/170] 23:00:47, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0

*[BGP/170] 23:00:47, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.1 via fe-1/2/0.0



172.

172.

172.

172.

192.

192.

192.

192.

172.

16.44.0/26

16.44.64/26

16.44.128/26

16.44.192/26

168.0.1/32

168.0.2/32

168.0.3/32

168.0.5/32

16.233.5/32

*[BGP/170]

AS path: 64512 I, validation-state: unverified
> t0 10.0.0.1 via fe-1/2/0.0
[BGP/170] 22:58:01, localpref 100
AS path: 64514 64515 64516 64512 I, validation-state:
> to 10.2.0.5 via fe-1/2/3.0
*[BGP/170] 22:58:01, localpref 100, from 192.168.0.3
AS path: 64512 I, validation-state: unverified
> t0 10.0.0.1 via fe-1/2/0.0
[BGP/170] 22:58:01, localpref 100
AS path: 64514 64515 64516 64512 I, validation-state:
> to 10.2.0.5 via fe-1/2/3.0
*[BGP/170] 22:58:01, localpref 100, from 192.168.0.3
AS path: 64512 I, validation-state: unverified
> t0 10.0.0.1 via fe-1/2/0.0
[BGP/170] 22:58:01, localpref 100
AS path: 64514 64515 64516 64512 I, validation-state:
> to 10.2.0.5 via fe-1/2/3.0
*[BGP/170] 22:58:01, localpref 100, from 192.168.0.3
AS path: 64512 I, validation-state: unverified
> to 10.0.0.1 via fe-1/2/0.0
[BGP/170] 22:58:01, localpref 100
AS path: 64514 64515 64516 64512 I, validation-state:
> to 10.2.0.5 via fe-1/2/3.0
*[Direct/@] 23:52:01
> via 100.0
*[OSPF/10] 23:51:06, metric 1

> to 10.1.

*[OSPF/10]

> to 10.0.

*[BGP/170]

AS path:
> to 10.1.

[BGP/170]

22:58:01, localpref 100, from 192.168.0.3

0.1 via fe-1/2/1.0

23:51:06, metric 1

0.1 via fe-1/2/0.0

23:50:55, localpref 100, from 192.168.0.2
64516 I, validation-state: unverified
0.1 via fe-1/2/1.0

23:51:28, localpref 100

unverified

unverified

unverified

unverified

AS path: 64514 64515 64516 I, validation-state: unverified

> to 10.2.

0.5 via fe-1/2/3.0

*[0OSPF/10] 23:52:07, metric 1
MultiRecv



Verifying the Routes on Device ISP-2

Purpose

On Device ISP-2, check the routes in the routing table.

Action

user@ISP-2> show route
inet.0: 41 destinations, 59 routes (41 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 22:45:44, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
10.0.0.0/30 *[OSPF/10] 23:52:25, metric 2
to 10.0.0.5 via fe-1/2/2.0
> t0 10.1.0.2 via fe-1/2/1.0

10.0.0.4/30 *[Direct/0] 23:53:21
> via fe-1/2/2.0
10.0.0.6/32 *[Local/@] 23:53:23
Local via fe-1/2/2.0
10.0.0.20/30 *[BGP/170] 23:53:11, localpref 100

AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:53:09, localpref 100

AS path: 64515 64516 I, validation-state: unverified
> t0 10.3.0.1 via fe-1/2/0.0

10.1.0.0/30 *[Direct/0] 23:53:19
> via fe-1/2/1.0
10.1.0.1/32 *[Local/@] 23:53:23
Local via fe-1/2/1.0
10.3.0.0/30 *[Direct/0] 23:53:22
> via fe-1/2/0.0
10.3.0.2/32 *[Local/@] 23:53:23
Local via fe-1/2/0.0
10.3.0.4/30 *[Direct/0] 23:53:23

> via fe-1/2/3.0
[BGP/170] 23:53:11, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:53:09, localpref 100



AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
[BGP/170] 23:52:13, localpref 100, from 192.168.0.1

AS path: 64514 64515 64516 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0

10.3.0.6/32 *[Local/@] 23:53:23
Local via fe-1/2/3.0
10.3.0.48/30 *[BGP/170] 23:53:11, localpref 100

AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
172.16.8.0/21 *[BGP/170] 00:12:26, localpref 100, from 192.168.0.1
AS path: 64514 I, validation-state: unverified
> to 10.1.0.2 via fe-1/2/1.0
[BGP/170] 00:12:26, localpref 100
AS path: 64515 64514 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.16.0/21 *[BGP/170] 02:03:28, localpref 100
AS path: 64515 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.24.0/25 *[BGP/170] 23:07:51, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.24.128/25  *[BGP/170] 23:07:51, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.25.0/26 *[BGP/170] 23:07:51, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0
172.16.25.64/26 *[BGP/170] 23:07:51, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.5 via fe-1/2/3.0
[BGP/170] 23:07:51, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.1 via fe-1/2/0.0



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.32.

.32

.33.

.34.

.35.

.36.

.37.

.38.

.39.

.40.

.40.

.41

.41

.44,

.44,

0/21

.0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/25

128/25

.0/25

.128/25

0/23

0/26

*[Aggregate/130] 22:40:38
Reject

*[BGP/170] 22:45:44, localpref 100, from 192.168.0.1
AS path: I, validation-state: unverified

> to 10.1.0.2 via fe-1/2/1.0

*[BGP/170] 22:45:44, localpref 100, from 192.168.0.1
AS path: I, validation-state: unverified

> to 10.1.0.2 via fe-1/2/1.0

*[Static/5] 22:40:38
Reject

*[Static/5] 22:40:38
Reject

*[BGP/170] 22:40:38, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 22:40:38, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 22:40:38, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 22:40:38, localpref 100, from 192.168.0.3
AS path: I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 23:02:05, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 23:02:05, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 23:02:05, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[BGP/170] 23:02:05, localpref 100, from 192.168.0.3
AS path: 64511 I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

*[Aggregate/130] 22:40:38
Reject

*[BGP/170] 22:59:19, localpref 100, from 192.168.0.3
AS path: 64512 I, validation-state: unverified

> to 10.0.0.5 via fe-1/2/2.0

[BGP/170] 22:59:19, localpref 100

AS path: 64516 64512 I, validation-state: unverified



> to 10.3.

[BGP/170]

AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.0.

[BGP/170]

AS path:

> to 10.3.

[BGP/170]

AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.0.

[BGP/170]

AS path:

> to 10.3.

[BGP/170]

AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.0.

[BGP/170]

AS path:

> to 10.3.

[BGP/170]

AS path:

> to 10.3.

*[0SPF/10]
> to 10.1.

172.16.44.64/26

172.16.44.128/26

172.16.44.192/26

192.168.0.1/32

192.168.0.2/32
> via lo@.

*[0SPF/10]
> to 10.0.

*[BGP/170]
AS path:

> to 10.3.

[BGP/170]

AS path:

> to 10.3.

192.168.0.3/32

192.168.0.5/32

0.5 via fe-1/2/3.0

22:59:19, localpref 100

64515 64516 64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:59:19, localpref 100, from 192.168.0.3

64512 I, validation-state: unverified

0.5 via fe-1/2/2.0

22:59:19, localpref 100

64516 64512 I, validation-state: unverified

0.5 via fe-1/2/3.0

22:59:19, localpref 100

64515 64516 64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:59:19, localpref 100, from 192.168.0.3

64512 I, validation-state: unverified

0.5 via fe-1/2/2.0

22:59:19, localpref 100

64516 64512 I, validation-state: unverified

0.5 via fe-1/2/3.0

22:59:19, localpref 100

64515 64516 64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

22:59:19, localpref 100, from 192.168.0.3

64512 I, validation-state: unverified

0.5 via fe-1/2/2.0

22:59:19, localpref 100

64516 64512 I, validation-state: unverified

0.5 via fe-1/2/3.0

22:59:19, localpref 100

64515 64516 64512 I, validation-state: unverified
0.1 via fe-1/2/0.0

23:52:25, metric 1

0.2 via fe-1/2/1.0

*[Direct/0] 23:53:23

0

23:52:30, metric 1

0.5 via fe-1/2/2.0

23:53:11, localpref 100

64516 I, validation-state: unverified

0.5 via fe-1/2/3.0

23:53:09, localpref 100

64515 64516 I, validation-state: unverified
0.1 via fe-1/2/0.0



172.16.233.5/32 *[0OSPF/10] 23:53:25, metric 1
MultiRecv

Verifying the Routes on Device ISP-3

Purpose

On Device ISP-3, check the routes in the routing table.

Action

user@ISP-3> show route

inet.0: 40 destinations, 41 routes (40 active, @ holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[Aggregate/130] 23:53:57, metric2 1
> t0 10.0.0.2 via fe-1/2/0.0
[BGP/170] 22:46:17, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0

10.0.0.0/30 *[Direct/0] 23:53:52
> via fe-1/2/0.0
10.0.0.1/32 *[Local/@] 23:53:53
Local via fe-1/2/0.0
10.0.0.4/30 *[Direct/@] 23:53:54
> via fe-1/2/2.0
10.0.0.5/32 *[Local/@] 23:53:54
Local via fe-1/2/2.0
10.0.0.8/30 *[Direct/@] 23:53:53
> via fe-1/2/1.0
10.0.0.9/32 *[Local/@] 23:53:53
Local via fe-1/2/1.0
10.0.0.20/30 *[BGP/170] 23:53:02, localpref 100, from 192.168.0.2

AS path: 64516 I, validation-state: unverified
> t0 10.0.0.6 via fe-1/2/2.0
10.1.0.0/30 *[0OSPF/10] 23:53:03, metric 2
> t0 10.0.0.6 via fe-1/2/2.0
to 10.0.0.2 via fe-1/2/0.0
10.1.0.4/30 *[Direct/@] 23:53:54
> via fe-1/2/3.0



10.1.0.5/32 *[Local/@] 23:53:54
Local via fe-1/2/3.0
10.3.0.4/30 *[BGP/170] 23:52:46, localpref 100, from 192.168.0.1
AS path: 64514 64515 64516 I, validation-state: unverified
> t0 10.0.0.2 via fe-1/2/0.0
10.3.0.48/30 *[BGP/170] 23:53:02, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.8.0/21 *[BGP/170] 00:12:59, localpref 100, from 192.168.0.1
AS path: 64514 I, validation-state: unverified
> t0 10.0.0.2 via fe-1/2/0.0
172.16.16.0/21 *[BGP/170] 02:04:01, localpref 100, from 192.168.0.2
AS path: 64515 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.24.0/25 *[BGP/170] 23:08:24, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.24.128/25 *[BGP/170] 23:08:24, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.25.0/26 *[BGP/170] 23:08:24, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.25.64/26 *[BGP/170] 23:08:24, localpref 100, from 192.168.0.2
AS path: 64516 I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.32.0/24 *[BGP/170] 22:46:17, localpref 100, from 192.168.0.1
AS path: I, validation-state: unverified
> to 10.0.0.2 via fe-1/2/0.0
172.16.33.0/24 *[BGP/170] 22:46:17, localpref 100, from 192.168.0.1
AS path: I, validation-state: unverified
> to 10.0.0.2 via fe-1/2/0.0
172.16.34.0/24 *[BGP/170] 22:41:11, localpref 100, from 192.168.0.2
AS path: I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.35.0/24 *[BGP/170] 22:41:11, localpref 100, from 192.168.0.2
AS path: I, validation-state: unverified
> to 10.0.0.6 via fe-1/2/2.0
172.16.36.0/24 *[Static/5] 22:41:11
Reject
172.16.37.0/24 *[Static/5] 22:41:11
Reject
172.16.38.0/24 *[Static/5] 22:41:11



172.

172.

172.

172.

172.

172.

172.

172.

172.

192.

192.

192.

192.

172.

16.40.

168.0.

168.0.

168.0.

168.0.

.0/24

0/25

.128/25

.0/25

.128/25

.0/26

.64/26

.128/26

.192/26

1/32

2/32

3/32

5/32

16.233.5/32

Reject

*[Static/5] 22:41:11

Reject
*[BGP/170]

AS path:

> to 10.1
*[BGP/170]

AS path:

> to 10.1
*[BGP/170]

AS path:

> to 10.1
*[BGP/170]

AS path:

> to 10.1
*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[BGP/170]

AS path:
> to 10.0.

*[OSPF/10]

> to 10.0.

*[OSPF/10]
> to 10.0

23:02:38, localpref 100

.0.6 via fe-1/2/3.0
23:02:38, localpref 100

.0.6 via fe-1/2/3.0
23:02:38, localpref 100

.0.6 via fe-1/2/3.0
23:02:38, localpref 100

.0.6 via fe-1/2/3.0
22:59:52, localpref 100

0.10 via fe-1/2/1.0
22:59:52, localpref 100

0.10 via fe-1/2/1.0
22:59:52, localpref 100

0.10 via fe-1/2/1.0
22:59:52, localpref 100

0.10 via fe-1/2/1.0
23:53:03, metric 1
0.2 via fe-1/2/0.0
23:53:03, metric 1
.0.6 via fe-1/2/2.0

*[Direct/@] 23:53:54

> via lo@

*[BGP/170] 23:53:02, localpref 100, from 192.168.0.2

.0

64511 I, validation-state:

64511 I, validation-state:

64511 I, validation-state:

64511 I, validation-state:

64512 I, validation-state:

64512 I, validation-state:

64512 I, validation-state:

64512 I, validation-state:

unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified

AS path: 64516 I, validation-state: unverified

> to 10.0

.0.6 via fe-1/2/2.0

*[OSPF/10] 23:53:58, metric 1
MultiRecv



Verifying the Routes on Device Exchange-1

Purpose

On Device Exchange-1, check the routes in the routing table.

Action

user@Exchange-1> show route

inet.0: 23 destinations, 24 routes (23 active, © holddown, @ hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.20/30 *[BGP/170] 23:53:51, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.9

10.2.0.4/30 *[Direct/0] 23:54:23
> via fe-1/2/3.0
10.2.0.5/32 *[Local/@] 23:54:29
Local via fe-1/2/3.0
10.3.0.4/30 *[BGP/170] 23:53:51, localpref 100

AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.0

10.3.0.40/30 *[Direct/0] 23:54:27
> via fe-1/2/2.0
10.3.0.42/32 *[Local/@] 23:54:29
Local via fe-1/2/2.0
10.3.0.44/30 *[Direct/0] 23:54:29
> via fe-1/2/1.0
10.3.0.45/32 *[Local/@] 23:54:29
Local via fe-1/2/1.0
172.16.8.0/21 *[Static/5] 00:13:31
Reject

172.16.16.0/21 *[BGP/170] 02:04:33, localpref 100
AS path: 64515 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.9
172.16.24.0/25 *[BGP/170] 23:08:56, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.0
172.16.24.128/25  *[BGP/170] 23:08:56, localpref 100
AS path: 64515 64516 I, validation-state: unverified
> to 10.3.0.41 via fe-1/2/2.9



172.

172.

172.

172.

172.

172.

172.

172.

172.

192.

192.

168.0.

168.0.

.0/26

.64/26

.0/21

.0/22

.0/23

.0/26

.64/26

.128/26

.192/26

5/32

6/32

*[BGP/170]
AS path:

> to 10.3

*[BGP/170]
AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.2

[BGP/170]

AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.2.

*[BGP/170]
AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.3.

*[BGP/170]
AS path:

> to 10.3.

23:08:56, localpref 100

64515 64516 I, validation-state: unverified

.0.41 via fe-1/2/2.0

23:08:56, localpref 100

64515 64516 I, validation-state: unverified

0.41 via fe-1/2/2.0
22:46:49, localpref 100
64510 I, validation-state: unverified

.0.6 via fe-1/2/3.0

22:41:43, localpref 100

64515 64510 I, validation-state: unverified

0.41 via fe-1/2/2.0
22:46:49, localpref 100

64510 64511 I, validation-state: unverified

0.6 via fe-1/2/3.0
22:41:43, localpref 100

64515 64510 64512 I, validation-state:

0.41 via fe-1/2/2.0
23:00:24, localpref 100

64515 64516 64512 I, validation-state:

0.41 via fe-1/2/2.0
23:00:24, localpref 100

64515 64516 64512 I, validation-state:

0.41 via fe-1/2/2.0
23:00:24, localpref 100

64515 64516 64512 I, validation-state:

0.41 via fe-1/2/2.0
23:00:24, localpref 100

64515 64516 64512 I, validation-state:

0.41 via fe-1/2/2.0
23:53:51, localpref 100

unverified

unverified

unverified

unverified

unverified

64515 64516 I, validation-state: unverified

0.41 via fe-1/2/2.0

*[Direct/0] 23:54:29

> via lo@.

0

Verifying the Routes on Device Exchange-2

Purpose

On Device Exchange-2, check the routes in the routing table.



Action

user@Exchange-2> show route
inet.0: 24 destinations, 26 routes (23 active, © holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

10.0.0.20/30

10.3.0.0/30

10.3.0.1/32

10.3.0.4/30

10.3.0.40/30

10.3.0.41/32

10.3.0.48/30

10.3.0.49/32

172.16.8.0/21

172.16.16.0/21

172.16.24.0/25

172.16.24.128/25

172.16.25.0/26

172.16.25.64/26

*[BGP/170] 23:54:44, localpref 100

AS path: 64516 I, validation-state:

> to 10.3.0.50 via fe-1/2/1.0
*[Direct/0] 23:54:57
> via fe-1/2/0.0
x[Local/@] 23:54:57
Local via fe-1/2/0.0
*x[BGP/170] 23:54:44, localpref 100

AS path: 64516 I, validation-state:

> to 10.3.0.50 via fe-1/2/1.0
*[Direct/@] 23:54:57
> via fe-1/2/2.0

*[Local/@] 23:54:57

Local via fe-1/2/2.0

*[Direct/@] 23:54:57
> via fe-1/2/1.0

[BGP/170] 23:54:44, localpref 100

AS path: 64516 I, validation-state:

> to 10.3.0.50 via fe-1/2/1.0
x[Local/@] 23:54:57

Local via fe-1/2/1.0
*x[BGP/170] 00:14:01, localpref 100

AS path: 64514 I, validation-state:

> to 10.3.0.42 via fe-1/2/2.0
*[Static/5] 02:05:03

Reject
*[BGP/170] 23:09:26, localpref 100

AS path: 64516 I, validation-state:

> to 10.3.0.50 via fe-1/2/1.0
*[BGP/170] 23:09:26, localpref 100

AS path: 64516 I, validation-state:

> to 10.3.0.50 via fe-1/2/1.0
*[BGP/170] 23:09:26, localpref 100

AS path: 64516 I, validation-state:

> to 10.3.0.50 via fe-1/2/1.0
*[BGP/170] 23:09:26, localpref 100

unverified

unverified

unverified

unverified

unverified

unverified

unverified



AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.32.0/21 *[BGP/170] 22:42:13, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.3.0.2 via fe-1/2/0.0
[BGP/170] 22:47:19, localpref 100
AS path: 64514 64510 I, validation-state: unverified
> to 10.3.0.42 via fe-1/2/2.0
172.16.40.0/22 *[BGP/170] 22:47:19, localpref 100
AS path: 64514 64510 64511 I, validation-state: unverified
> to 10.3.0.42 via fe-1/2/2.9
172.16.44.0/23 *[BGP/170] 22:42:13, localpref 100
AS path: 64510 64512 I, validation-state: unverified
> to 10.3.0.2 via fe-1/2/0.0
172.16.44.0/26 *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.44.64/26 *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.44.128/26  *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
172.16.44.192/26  *[BGP/170] 23:00:54, localpref 100
AS path: 64516 64512 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
192.168.0.5/32 *[BGP/170] 23:54:44, localpref 100
AS path: 64516 I, validation-state: unverified
> to 10.3.0.50 via fe-1/2/1.0
192.168.0.7/32 *[Direct/0] 23:54:57
> via 100.0

Meaning

On Device Exchange-2, the default route 0/0 is hidden because the next hop for the route is its own
interface to Device Private-Peer-2, from which the route was received. The route is hidden to avoid a
loop.



Verifying the Routes on Device Private-Peer-1

Purpose

On Device Private-Peer-1, check the routes in the routing table.

Action

user@rivate-Peer-1> show route

inet.0: 13 destinations, 13 routes (13 active, @ holddown, @ hidden)

+ = Active Route,

10.2.0.0/30

10.2.0.

10.3.0.

10.3.0.

172.16.

172.

172.

172.

172.

172.

172.

1/32

44/30

46/32

32.0/24

.33.0/24

.34.0/24

.35.0/24

.36.0/24

.37.0/24

.38.0/24

- = Last Active, * = Both

*[Direct/0] 23:58:57
> via fe-1/2/2.0

*[Local/0]

5d 21:34:22

Local via fe-1/2/2.0
*[Direct/0] 23:59:02
> via fe-1/2/1.0

*[Local/0]

1d 03:19:52

Local via fe-1/2/1.0

*[BGP/170]

AS path:

> to 10.2
*[BGP/170]

AS path:

> to 10.2
*[BGP/170]

AS path:
> to 10.2.

*[BGP/170]

AS path:

> to 10.2
*[BGP/170]

AS path:
> to 10.2.

*[BGP/170]

AS path:

> to 10.2
*[BGP/170]

AS path:

> to 10.2

22:51:22, localpref 100

.0.2 via fe-1/2/2.0
22:51:22, localpref 100

.0.2 via fe-1/2/2.0
22:46:16, localpref 100

0.2 via fe-1/2/2.0
22:46:16, localpref 100

.0.2 via fe-1/2/2.0
22:46:16, localpref 100

0.2 via fe-1/2/2.0
22:46:16, localpref 100

.0.2 via fe-1/2/2.0
22:46:16, localpref 100

.0.2 via fe-1/2/2.0

64510 I, validation-state:

64510 I, validation-state:

64510 I, validation-state:

64510 I, validation-state:

64510 I, validation-state:

64510 I, validation-state:

64510 I, validation-state:

unverified

unverified

unverified

unverified

unverified

unverified

unverified



172.16.39.0/24 *[BGP/170] 22:46:16, localpref 100
AS path: 64510 I, validation-state: unverified
> to 10.2.0.2 via fe-1/2/2.0
192.168.0.4/32 *[Direct/@] 5d 21:34:22

> via 100.0

Verifying the Routes on Device Private-Peer-2

Purpose

On Device Private-Peer-2, check the routes in the routing table.

Action

user@rivate-Peer-2> show route

inet.0: 29 destinations, 29 routes (29 active, @ holddown, @ hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[Aggregate/130] 1d 02:13:28
> to 10.3.0.49 via fe-1/2/1.0
10.0.0.20/30 *[Direct/0] 1d 00:00:53
> via fe-1/2/0.0
10.0.0.22/32 *[Local/@] 4d 23:51:14
Local via fe-1/2/0.0
10.3.0.4/30 *[Direct/0] 23:59:36
> via fe-1/2/3.0
10.3.0.5/32 *[Local/@] 5d 21:34:57
Local via fe-1/2/3.0
10.3.0.48/30 *[Direct/0] 23:59:35
> via fe-1/2/1.0
10.3.0.50/32 *[Local/@] 1d 03:20:27
Local via fe-1/2/1.0
172.16.8.0/21 *[BGP/170] 00:18:39, localpref 100

AS path: 64515 64514 I, validation-state: unverified
> to 10.3.0.49 via fe-1/2/1.0
172.16.16.0/21 *[BGP/170] 02:09:41, localpref 100
AS path: 64515 I, validation-state: unverified
> to 10.3.0.49 via fe-1/2/1.0
172.16.24.0/25 *[Static/5] 23:14:04



172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

172.

.24.

.25.

.25.

.32.

.32.

.33.

.34.

.35.

.36.

.37.

.38.

.39.

.40.

.44.

.44,

128/25

0/26

64/26

0/21

0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/24

0/22

0/23

0/26

Reject

*[Static/5] 23:14:04

Reject

*[Static/5] 23:14:04

Reject

*[Static/5] 23:14:04

Reject
*[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:
> to 10.3.

*[BGP/170]

AS path:

> to 10.3
*[BGP/170]

AS path:

> to 10.0

22:46:51, localpref 100

.0.49 via fe-1/2/1.0
22:46:51, localpref 100
64510 I, validation-state:
0.6 via fe-1/2/3.0
22:46:51, localpref 100
64510 I, validation-state:
0.6 via fe-1/2/3.0
22:46:51, localpref 100
64510 I, validation-state:
0.6 via fe-1/2/3.0
22:46:51, localpref 100
64510 I, validation-state:
0.6 via fe-1/2/3.0
22:46:51, localpref 100
64510 I, validation-state:
0.6 via fe-1/2/3.0
22:46:51, localpref 100
64510 I, validation-state:
0.6 via fe-1/2/3.0
22:46:51, localpref 100
64510 I, validation-state:
0.6 via fe-1/2/3.0
22:46:51, localpref 100
64510 I, validation-state:
.0.6 via fe-1/2/3.0
22:51:57, localpref 100
64515 64514 64510 64511 I,
0.49 via fe-1/2/1.0
22:46:51, localpref 100

.0.49 via fe-1/2/1.0
23:05:32, localpref 100
64512 I, validation-state:
.0.21 via fe-1/2/0.0

64515 64510 I, validation-state: unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified

unverified

validation-state:

unverified

unverified

64515 64510 64512 I, validation-state: unverified



172.16.44.64/26 *[BGP/170] 23:05:32, localpref 100
AS path: 64512 I, validation-state: unverified
> to 10.0.0.21 via fe-1/2/0.0
172.16.44.128/26  *[BGP/170] 23:05:32, localpref 100
AS path: 64512 I, validation-state: unverified
> to 10.0.0.21 via fe-1/2/0.0
172.16.44.192/26  *[BGP/170] 23:05:32, localpref 100
AS path: 64512 I, validation-state: unverified
> to 10.0.0.21 via fe-1/2/0.0
192.168.0.5/32 *[Direct/0] 5d 21:34:57
> via 100.0
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Understanding Policy Expressions
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Policy expressions give the policy framework software a different way to evaluate routing policies. A
policy expression uses Boolean logical operators with policies. The logical operators establish rules by
which the policies are evaluated.

During evaluation of a routing policy in a policy expression, the policy action of accept, reject, or next
policy is converted to the value of TRUE or FALSE. This value is then evaluated against the specified
logical operator to produce output of either TRUE or FALSE. The output is then converted back to a
flow control action of accept, reject, or next policy. The result of the policy expression is applied as it
would be applied to a single policy; the route is accepted or rejected and the evaluation ends, or the
next policy is evaluated.



Table 12 on page 227 summarizes the policy actions and their corresponding TRUE and FALSE values
and flow control action values. Table 13 on page 227 describes the logical operators. For complete
information about policy expression evaluation, see "Policy Expression Evaluation" on page 229.

You must enclose a policy expression in parentheses. You can place a policy expression anywhere in the

import or export statements and in the from policy statement.

Table 12: Policy Action Conversion Values

Policy Action

Accept

Reject

Next policy

Conversion Value

TRUE

FALSE

TRUE

Table 13: Policy Expression Logical Operators

Logical Operator

&& (Logical AND)

|| (Logical OR)

Policy Expression Logic

Logical AND requires that all values
must be TRUE to produce output of
TRUE.

Routing policy value of TRUE and
TRUE produces output of TRUE.
Value of TRUE and FALSE produces
output of FALSE. Value of FALSE
and FALSE produces output of
FALSE.

Logical OR requires that at least one
value must be TRUE to produce
output of TRUE.

Routing policy value of TRUE and
FALSE produces output of TRUE.
Value of TRUE and TRUE produces
output of TRUE. Value of FALSE and
FALSE produces output of FALSE.

Flow Control Action Conversion Value

Accept

Reject

Next policy

How Logical Operator Affects Policy Expression
Evaluation

If the first routing policy returns the value of TRUE, the
next policy is evaluated. If the first policy returns the
value of FALSE, the evaluation of the expression ends
and subsequent policies in the expression are not
evaluated.

If the first routing policy returns the value of TRUE, the
evaluation of the expression ends and subsequent
policies in the expression are not evaluated. If the first
policy returns the value of FALSE, the next policy is
evaluated.



Table 13: Policy Expression Logical Operators (Continued))

Logical Operator Policy Expression Logic

! (Logical NOT)
to FALSE and of FALSE to TRUE. It
also reverses the actions of accept

and next policy to reject, and reject

to accept.

For more information, see the following sections:

Policy Expression Examples

Logical NOT reverses value of TRUE

How Logical Operator Affects Policy Expression
Evaluation

If used with the logical AND operator and the first
routing policy value of FALSE is reversed to TRUE, the
next policy is evaluated. If the value of TRUE is
reversed to FALSE, the evaluation of the expression
ends and subsequent policies in the expression are not
evaluated.

If used with the logical OR operator and the first
routing policy value of FALSE is reversed to TRUE, the
evaluation of the expression ends and subsequent
policies in the expression are not evaluated. If the value
of TRUE is reversed to FALSE, the next policy is
evaluated.

If used with a policy and the flow control action is
accept or next policy, these actions are reversed to
reject. If the flow control action is reject, this action is
reversed to accept.

The following examples show how to use the logical operators to create policy expressions:

e Logical AND—In the following example, policy1 is evaluated first. If after policy1 is evaluated, a value

of TRUE is returned, policy2 is evaluated. If a value of FALSE is returned, policy? is not evaluated.

export (policyl && policy2)

e Logical OR—In the following example, policy1 is evaluated first. If after policy1 is evaluated, a value of

TRUE is returned, policy2 is not evaluated. If a value of FALSE is returned, policy2 is evaluated.

export (policyl || policy2)

e Logical OR and logical AND—In the following example, policy1 is evaluated first. If after policy1 is

evaluated, a value of TRUE is returned, policy? is skipped and policy3 is evaluated. If after policy1 is



evaluated, a value of FALSE is returned, policy? is evaluated. If policy2 returns a value of TRUE, policy3
is evaluated. If policy2 returns a value of FALSE, policy3 is not evaluated.

export [(policyl || policy2) && policy3]

e Logical NOT—In the following example, policy1 is evaluated first. If after policy1 is evaluated, a value of
TRUE is returned, the value is reversed to FALSE and policy2 is not evaluated. If a value of FALSE is
returned, the value is reversed to TRUE and policy? is evaluated.

export (!policyl && policy2)

The sequential list [policyl policy2 policy3] is not the same as the policy expression (policyl & policy2 &&
policy3).

The sequential list is evaluated on the basis of a route matching a routing policy. For example, if policy1
matches and the action is accept or reject, policy2 and policy3 are not evaluated. If policyl does not match,
policy? is evaluated and so on until a match occurs and the action is accept or reject.

The policy expressions are evaluated on the basis of the action in a routing policy that is converted to
the value of TRUE or FALSE and the logic of the specified logical operator. (For complete information
about policy expression evaluation, see "Policy Expression Evaluation" on page 229.) For example, if
policy1 returns a value of FALSE, policy2 and policy3 are not evaluated. If policy1 returns a value of TRUE,
policy? is evaluated. If policy2 returns a value of FALSE, policy3 is not evaluated. If policy2 returns a value
of TRUE, policy3 is evaluated.

You can also combine policy expressions and sequential lists. In the following example, if policy1 returns
a value of FALSE, policy? is evaluated. If policy2 returns a value of TRUE and contains a next policy action,
policy3 is evaluated. If policy2 returns a value of TRUE but does not contain an action, including a next
policy action, policy3 is still evaluated (because if you do not specify an action, next term or next policy
are the default actions). If policy2 returns a value of TRUE and contains an accept action, policy3 is not
evaluated.

export [(policyl || policy2) policy3]

Policy Expression Evaluation

During evaluation, the policy framework software converts policy actions to values of TRUE or FALSE,
which are factors in determining the flow control action that is performed upon a route. However, the
software does not actually perform a flow control action on a route until it evaluates an entire policy
expression.



The policy framework software evaluates a policy expression as follows:

1.

The software evaluates a route against the first routing policy in a policy expression and converts the
specified or default action to a value of TRUE or FALSE. (For information about the policy action
conversion values, see Table 12 on page 227.)

. The software takes the value of TRUE or FALSE and evaluates it against the logical operator used in

the policy expression (see Table 13 on page 227). Based upon the logical operator used, the software
determines whether or not to evaluate the next policy, if one is present.

The policy framework software uses a shortcut method of evaluation: if the result of evaluating a
policy predetermines the value of the entire policy expression, the software does not evaluate the
subsequent policies in the expression. For example, if the policy expression uses the logical AND
operator and the evaluation of a policy returns the value of FALSE, the software does not evaluate
subsequent policies in the expression because the final value of the expression is guaranteed to be
FALSE no matter what the values of the unevaluated policies.

. The software performs Step 1 and Step 2 for each subsequent routing policy in the policy expression,

if they are present and it is necessary to evaluate them.

After evaluating the last routing policy, if it is appropriate, the software evaluates the value of TRUE
or FALSE obtained from each routing policy evaluation. Based upon the logical operator used, it
calculates an output of TRUE or FALSE.

. The software converts the output of TRUE or FALSE back to an action. (For information about the

policy action conversion values, see Table 12 on page 227.) The action is performed.

If each policy in the expression returned a value of TRUE, the software converts the output of TRUE
back to the flow control action specified in the last policy. For example, if the policy expression
(policy1 && policy?) is specified and policy1 specifies accept and policy2 specifies next term, the next term
action is performed.

If an action specified in one of the policies manipulates a route characteristic, the policy framework
software carries the new route characteristic forward during the evaluation of the remaining policies.
For example, if the action specified in the first policy of a policy expression sets a route’s metric

to 500, this route matches the criteria of metric 500 defined in the next policy. However, if a route
characteristic manipulation action is specified in a policy located in the middle or the end of a policy
expression, it is possible, because of the shortcut evaluation, that the policy is never evaluated and
the manipulation of the route characteristic never occurs.



Evaluating Policy Expressions

The following sample routing policy uses three policy expressions:

[edit]
policy-options {
policy-statement policy-A {
from {
route-filter 10.10.0.0/16 orlonger;
}

then reject;

}
policy-options {
policy-statement policy-B {
from {
route-filter 10.20.0.0/16 orlonger;
}

then accept;

}
protocols {
bgp {
neighbor 192.168.1.1 {
export (policy-A &% policy-B);
}
neighbor 192.168.2.1 {
export (policy-A || policy-B);
}
neighbor 192.168.3.1 {
export (!policy-A);

The policy framework software evaluates the transit BGP route 10.10.1.0/24 against the three policy
expressions specified in the sample routing policy as follows:

e (policy-A && policy-B)—10.10.1.0/24 is evaluated against policy-A. 10.10.1.0/24 matches the route
list specified in policy-A, so the specified action of reject is returned. reject is converted to a value of
FALSE, and FALSE is evaluated against the specified logical AND. Because the result of FALSE is
certain no matter what the results of the evaluation of policy-B are (in policy expression logic, any



result AND a value of FALSE produces the output of FALSE), policy-B is not evaluated and the output
of FALSE is produced. The FALSE output is converted to reject, and 10.10.1.0/24 is rejected.

e (policy-A || policy-B)—10.10.1.0/24 is evaluated against policy-A. 10.10.1.0/24 matches the route list
specified in policy-A, so the specified action of reject is returned. reject is converted to a value of
FALSE, then FALSE is evaluated against the specified logical OR. Because logical OR requires at least
one value of TRUE to produce an output of TRUE, 10.10.1.0/24 is evaluated against policy-B.
10.10.1.0/24 does not match policy-B, so the default action of next-policy is returned. The next-policy
is converted to a value of TRUE, then the value of FALSE (for policy-A evaluation) and TRUE (for
policy-B evaluation) are evaluated against the specified logical OR. In policy expression logic, FALSE
OR TRUE produce an output of TRUE. The output of TRUE is converted to next-policy. (TRUE is
converted to next-policy because next-policy was the last action retained by the policy framework
software.) policy-B is the last routing policy in the policy expression, so the action specified by the
default export policy for BGP is taken.

o (!policy-A)—10.10.1.0/24 is evaluated against policy-A. 10.10.1.0/24 matches the route list specified
in policy-A, so the specified action of reject is returned. reject is converted to a value of FALSE, and
FALSE is evaluated against the specified logical NOT. The value of FALSE is reversed to an output of
TRUE based on the rules of logical NOT. The output of TRUE is converted to accept, and route
10.10.1.0/24 is accepted.
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Understanding Backup Selection Policy for OSPF Protocol

Support for OSPF loop-free alternate (LFA) routes essentially adds IP fast-reroute capability for OSPF.
Junos OS precomputes multiple loop-free backup routes for all OSPF routes. These backup routes are
pre-installed in the Packet Forwarding Engine, which performs a local repair and implements the backup
path when the link for a primary next hop for a particular route is no longer available. The selection of
LFA is done randomly by selecting any matching LFA to progress to the given destination. This does not
ensure best backup coverage available for the network. In order to choose the best LFA, Junos OS
allows you to configure network-wide backup selection policies for each destination (IPv4 and IPvé) and
a primary next-hop interface. These policies are evaluated based on admin-group, srlg, bandwidth,
protection-type, metric, and node information.



During backup shortest-path-first (SPF) computation, each node and link attribute of the backup path is
accumulated by IGP and is associated with every node (router) in the topology. The next hop in the best
backup path is selected as the backup next hop in the routing table. In general, backup evaluation policy
rules are categorized into the following types:

e Pruning — Rules configured to select the eligible backup path.
e Ordering — Rules configured to select the best among the eligible backup paths.

The backup selection policies can be configured with both pruning and ordering rules. While evaluating
the backup policies, each backup path is assigned a score, an integer value that signifies the total weight
of the evaluated criteria. The backup path with the highest score is selected.

To enforce LFA selection, configure various rules for the following attributes:

e admin-group- Administrative groups, also known as link coloring or resource class, are manually
assigned attributes that describe the “color” of links, such that links with the same color conceptually
belong to the same class. These configured administrative groups are defined under protocol MPLS.
You can use administrative groups to implement a variety of backup selection policies using exclude,
include-all, include-any, or preference.

e srlg— A shared risk link group (SRLG) is a set of links sharing a common resource, which affects all
links in the set if the common resource fails. These links share the same risk of failure and are
therefore considered to belong to the same SRLG. For example, links sharing a common fiber are said
to be in the same SRLG because a fault with the fiber might cause all links in the group to fail. An
SRLG is represented by a 32-bit number unique within an IGP (OSPF) domain. A link might belong to
multiple SRLGs. You can define the backup selection to either allow or reject the common SRLGs
between the primary and the backup path. This rejection of common SRLGs are based on the non-
existence of link having common SRLGs in the primary next-hop and the backup SPF.

@ NOTE: Administrative groups and SRLGs can be created only for default topologies.

e bandwidth—The bandwidth specifies the bandwidth constraints between the primary and the backup
path. The backup next-hop link can be used only if the bandwidth of the backup next-hop interface is
greater than or equal to the bandwidth of the primary next hop.

e protection-type— The protection-type protects the destination from node failure of the primary
node or link failure of the primary link. You can configure node, link, or node-link to protect the
destination. If link-node is configured , then the node-protecting LFA is preferred over link-protection
LFA.

e node- The node is per-node policy information. Here, node can be a directly connected router,
remote router like RSVP backup LSP tail-end, or any other router in the backup SPF path. The nodes
are identified through the route-id advertised by a node in the LSP. You can list the nodes to either
prefer or exclude them in the backup path.



e metric— Metric decides how the LFAs should be preferred. In backup selection path, root metric and
dest-metric are the two types of metrics. root-metric indicates the metric to the one-hop neighbor or
a remote router such as an RSVP backup LSP tail-end router. The dest-metric indicates the metric
from a one-hop neighbor or remote router such as an RSVP backup LSP tail-end router to the final
destination. The metric evaluation is done either in ascending or descending order. By default, the
first preference is given to backup paths with lowest destination evaluation and then to backup paths
with lowest root metrics.

The evaluation-order allows you to control the order and criteria of evaluating these attributes in the
backup path. You can explicitly configure the evaluation order. Only the configured attributes influence
the backup path selection. The default order of evaluation of these attributes for the LFA is [ admin-
group srlg bandwidth protection-type node metric] .

@ NOTE: TE attributes are not supported in OSPFv3 and cannot be used for backup
selection policy evaluation for IPvé prefixes.
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Configuring Backup Selection Policy for the OSPF Protocol

Support for OSPF loop-free alternate (LFA) routes essentially adds IP fast-reroute capability for OSPF.
Junos OS precomputes multiple loop-free backup routes for all OSPF routes. These backup routes are
pre-installed in the Packet Forwarding Engine, which performs a local repair and implements the backup
path when the link for a primary next hop for a particular route is no longer available. The selection of
LFA is done randomly by selecting any matching LFA to progress to the given destination. This does not
ensure best backup coverage available for the network. In order to choose the best LFA, Junos OS
allows you to configure network-wide backup selection policies for each destination (IPv4 and IPvé) and
a primary next-hop interface. These policies are evaluated based on admin-group, srlg, bandwidth,
protection-type, metric, and node information.

Before you begin to configure the backup selection policy for the OSPF protocol:

e Configure the router interfaces. See the Junos OS Network Management Administration Guide for
Routing Devices.

e Configure an interior gateway protocol or static routing. See the Junos OS Routing Protocols Library
for Routing Devices.


https://www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/backup-selection.html

To configure the backup selection policy for the OSPF protocol:

1. Configure per-packet load balancing.
[edit policy-options]
user@host# set policy-statement ecmp term 1 then load-balance per-packet
2. Enable RSVP on all the interfaces.
[edit protocols]
user@host# set rsvp interface all
3. Configure administrative groups.
[edit protocols mpls]
user@host# set admin-groups group-name
4. Configure srlg values.
[edit routing-options]
user@host# set srlg srlg-name srlg-value srlg-value
5. Enable MPLS on all the interfaces.
[edit protocols mpls]
user@host# set interface all
6. Apply MPLS to an interface configured with an administrative group.
[edit protocols mpls]
user@host# set interface interface-name admin-group group-name
7. Configure the ID of the router.

[edit routing-options]
user@host# set router-id router-id



8. Apply the routing policy to all equal cost multipaths exported from the routing table to the
forwarding table.

[edit routing-options]

user@host# set forwarding-table export ecmp

9. Enable link protection and configure metric values on all the interfaces for an area.

[edit protocols ospf]
user@host# set area area-id interface interface-name link-protection

user@host# set area area-id interface interface-name metric metric

10. Configure the administrative group of the backup selection policy for an IP address.

You can choose to exclude, include all, include any, or prefer the administrative groups from the
backup path.

[edit routing-options]

user@host# set backup-selection destination ip-address interface interface-name admin-group

e Specify the administrative group to be excluded.

[edit routing-options backup-selection destination ip-address interface interface-name
admin-group]

user@host# set exclude group-name

The backup path is not selected as the loop-free alternate (LFA) or backup nexthop if any of the
links in the path have any one of the listed administrative groups.

For example, to exclude the group c1 from the administrative group:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]
user@host# set exclude c1



Configure all the administrative groups if each link in the backup path requires all the listed
administrative groups in order to accept the path.

[edit routing-options backup-selection destination ip-address interface interface-name
admin-group]
user@host# set include-all group-name

For example, to set all the administrative groups if each link requires all the listed administrative
groups in order to accept the path:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]
user@host# set include-all c2

Configure any administrative group if each link in the backup path requires at least one of the
listed administrative groups in order to select the path.

[edit routing-options backup-selection destination ip-address interface interface-name
admin-group]

user@host# set include-any group-name

For example, to set any administrative group if each link in the backup path requires at least one
of the listed administrative groups in order to select the path:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]
user@host# set include-any c3

Define an ordered set of an administrative group that specifies the preference of the backup
path.

The leftmost element in the set is given the highest preference.

[edit routing-options backup-selection destination ip-address interface interface-name
aamin-group]
user@host# set preference group-name



11.

12.

13.

14.

For example, to set an ordered set of an administrative group that specifies the preference of
the backup path:

[edit routing-options backup-selection destination 0.0.0.0/0 interface all admin-group]
user@host# set preference c4

Configure the backup path to allow the selection of the backup next hop only if the bandwidth is
greater than or equal to the bandwidth of the primary next hop.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name bandwidth-

greater-equal-primary

Configure the backup path to specify the metric from the one-hop neighbor or from the remote
router such as an RSVP backup label-switched-path (LSP) tail-end router to the final destination.

The destination metric can be either highest or lowest.

e Configure the backup path that has the highest destination metric.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name dest-
metric highest

e Configure the backup path that has the lowest destination metric.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name dest-
metric lowest

Configure the backup path that is a downstream path to the destination.
[edit routing-options]

user@host# set backup-selection destination ip-address interface interface-name downstream-
paths-only

Set the order of preference of the root and the destination metric during backup path selection.

The preference order can be :



e [root dest] — Backup path selection or preference is first based on the root-metric criteria. If the
criteria of all the root-metric is the same, then the selection or preference is based on the dest-
metric.

e [dest root] — Backup path selection or preference is first based on the dest-metric criteria. If the
criteria of all the dest-metric is the same, then the selection is based on the root-metric.

[edit routing-options]

user@host# set backup-selection destination ip-address interface interface-name metric-
order dest

user@host# set backup-selection destination ip-address interface interface-name metric-

order root

15. Configure the backup path to define a list of loop-back IP addresses of the adjacent neighbors to
either exclude or prefer in the backup path selection.

The neighbor can be a local (adjacent router) neighbor, remote neighbor, or any other router in the
backup path.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name node

e Configure the list of neighbors to be excluded.

[edit routing-options backup-selection destination ip-address interface interface-name
node]
user@host# set exclude node-address

The backup path that has a router from the list is not selected as the loop-free alternative or

backup next hop.

e Configure an ordered set of neighbors to be preferred.

[edit routing-options backup-selection destination ip-address interface interface-name

node]
user@host# set preference node-address

The backup path having the leftmost neighbor is selected.

16. Configure the backup path to specify the required protection type of the backup path to be link,
node, or node-link.



e Select the backup path that provides link protection.

[edit routing-options]
user@host# set backup-selection destination iIp-address interface interface-name
protection-type link

e Select the backup path that provides node protection.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name
protection-type node

e Select the backup path that allows either node or link protection LFA where node-protection
LFA is preferred over link-protection LFA.

[edit routing-options]
user@host# set backup-selection destination ip-address interface interface-name
protection-type node-link

17. Specify the metric to the one-hop neighbor or to the remote router such as an RSVP backup label-
switched-path (LSP) tail-end router.

e Select the path with highest root metric.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all root-metric highest

e Select the path with lowest root metric.
[edit routing-options]
user@host# set backup-selection destination ip-address interface all root-metric lowest

18. Configure the backup selection path to either allow or reject the common shared risk link groups
(SRLGs) between the primary link and each link in the backup path.



e Configure the backup path to allow common srlgs between the primary link and each link in the

backup path.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all srlg loose

A backup path with a fewer number of srlg collisions is preferred.

e Configure the backup path to reject the backup path that has common srigs between the
primary next-hop link and each link in the backup path.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all srlg strict

19. Configure the backup path to control the order and the criteria of evaluating the backup path based
on the administrative group, srlg, bandwidth, protection type, node, and metric.

The default order of evaluation is admin-group, srlg, bandwidth, protection-type, node, and metric.

[edit routing-options]
user@host# set backup-selection destination ip-address interface all evaluation-order admin-

group
user@host# set backup-selection destination ip-address interface all evaluation-order srlg
user@host# set backup-selection destination ip-address interface all evaluation-order

bandwidth
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Configuring Backup Selection Policy for IS-1S Protocol
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Understanding Backup Selection Policy for IS-IS Protocol

Support for IS-1S loop-free alternate (LFA) routes essentially adds IP fast-reroute capability for IS-IS.
Junos OS precomputes multiple loop-free backup routes for all IS-IS routes. These backup routes are
pre-installed in the Packet Forwarding Engine, which performs a local repair and implements the backup
path when the link for a primary next hop for a particular route is no longer available. The selection of
LFA is done randomly by selecting any matching LFA to progress to the given destination. This does not
ensure best backup coverage available for the network. In order to choose the best LFA, Junos OS
allows you to configure network-wide backup selection policies for each destination (IPv4 and IPvé) and
a primary next-hop interface. These policies are evaluated based on admin-group, srlg, bandwidth,
protection-type, metric, and neighbor information.

During backup shortest-path-first (SPF) computation, each node and link attribute of the backup path is
accumulated by IGP and is associated with every node (router) in the topology. The next hop in the best
backup path is selected as the backup next hop in the routing table. In general, backup evaluation policy
rules are categorized into the following types:

e Pruning — Rules configured to select the eligible backup path.
e Ordering — Rules configured to select the best among the eligible backup paths.

The backup selection policies can be configured with both pruning and ordering rules. While evaluating
the backup policies, each backup path is assigned a score, an integer value that signifies the total weight
of the evaluated criteria. The backup path with the highest score is selected.

To enforce LFA selection, configure various rules for the following attributes:

e admin-group- Administrative groups, also known as link coloring or resource class, are manually
assigned attributes that describe the “color” of links, such that links with the same color conceptually
belong to the same class. These configured administrative groups are defined under protocol MPLS.
You can use administrative groups to implement a variety of backup selection policies using exclude,
include-all, include-any, or preference.

e backup-neighbor— A neighbor ID to either prefer or exclude in the backup path selection.

e node— A list of loop-back IP addresses of the adjacent nodes to either prefer or exclude in the
backup path selection. The node can be a local (adjacent router) node, remote node, or any other
router in the backup path. The nodes are identified through the TE-router-ID TLV advertised by a
node in the LSP.

¢ node-tag— A node tag identifies a group of nodes in the network based on criteria such as the same
neighbor tag values for all PE nodes to either prefer or exclude in the a backup path selection. This is
implemented using IS-IS admin-tags. The routers are not identified with the explicit router-id but
with an admin-tag prefix to their 100 address prefix. These tags are advertised as part of extended IP
reachability with a /32 prefix length that represents the TE-router _ID or node-ID of a router.



e srlg— A shared risk link group (SRLG) is a set of links sharing a common resource, which affects all
links in the set if the common resource fails. These links share the same risk of failure and are
therefore considered to belong to the same SRLG. For example, links sharing a common fiber are said
to be in the same SRLG because a fault with the fiber might cause all links in the group to fail. An
SRLG is represented by a 32-bit number unique within an IGP (I1S-IS) domain. A link might belong to
multiple SRLGs. You can define the backup selection to either allow or reject the common SRLGs
between the primary and the backup path.

e bandwidth—The bandwidth specifies the bandwidth constraints between the primary and the backup
path. The backup next-hop link can be used only if the bandwidth of the backup next-hop interface is
greater than or equal to the bandwidth of the primary next hop.

e protection-type— The protection-type protects the destination from node failure of the primary
node or link failure of the primary link. You can configure node, link, or node-link to protect the
destination.. If link-node is configured , then the node-protecting LFA is preferred over link-
protection LFA.

e metric— Metric decides how the LFAs should be preferred. In backup selection path, root metric and
dest-metric are the two types of metrics. root-metric indicates the metric to the one-hop neighbor or
a remote router such as an RSVP backup LSP tail-end router. The dest-metric indicates the metric
from a one-hop neighbor or remote router such as an RSVP backup LSP tail-end router to the final
destination. The metric evaluation is done either in ascending or descending order. By default, the
first preference is given to backup paths with lowest destination evaluation and then to backup paths
with lowest root metrics.

The evaluation-order allows you to control the order and criteria of evaluating these attributes in the
backup path. You can explicitly configure the evaluation order. Only the configured attributes influence
the backup path selection. The default order of evaluation of these attributes for the LFA is [ admin-
group srlg bandwidth protection-type neighbor neighbor-tag metric ] .

SEE ALSO
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This example shows how to configure the backup selection policy for the OSPF or OSPF3 protocol,
which enables you to select a loop-free alternate (LFA) in the network.

When you enable backup selection policies, Junos OS allows selection of LFA based on the policy rules
and attributes of the links and nodes in the network. These attributes are admin-group, srlg, bandwidth,
protection-type, metric, and node.

Requirements
This example uses the following hardware and software components:

o Eight routers that can be a combination of M Series Multiservice Edge Routers, MX Series 5G
Universal Routing Platforms, PTX Series Packet Transport Routers, and T Series Core Routers

e Junos OS Release 15.1 or later running on all devices
Before you begin:
1. Configure the device interfaces.

2. Configure OSPF.

Overview
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In Junos OS, the default loop-free alternative (LFA) selection algorithm or criteria can be overridden with
an LFA policy. These policies are configured for each destination (IPv4 and IPvé) and a primary next-hop
interface . These backup policies enforce LFA selection based on admin-group, srlg, bandwidth,
protection-type, metric, and node attributes of the backup path. During backup shortest-path-first (SPF)
computation, each attribute (both node and link) of the backup path, stored per backup next-hop, is
accumulated by IGP. For the routes created internally by IGP, the attribute set of every backup path is
evaluated against the policy configured for each destination (IPv4 and IPvé) and a primary next-hop
interface. The first or the best backup path is selected and installed as the backup next hop in the
routing table. To configure the backup selection policy, include the backup-selection configuration
statement at the [edit routing-options] hierarchy level. The show backup-selection command displays the
configured policies for a given interface and destination. The display can be filtered against a particular
destination, prefix, interface, or logical systems.

Topology

In this topology shown in Figure 14 on page 246, the backup selection policy is configured on Device
R3.



Figure 14: Example Backup Selection Policy for OSPF or OPSF3
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CLI Quick Configuration

To quickly configure this example, copy the following commands, paste them into a text file, remove any
line breaks, change any details necessary to match your network configuration, copy and paste the
commands into the CLI at the [edit] hierarchy level, and then enter commit from configuration mode.

RO

set interfaces ge-0/0/0 unit 0 family inet address 10.1.1.1/30

set interfaces ge-0/0/0 unit 0 family inet6 address 2001:db8:10:1:1::1/64
set interfaces ge-0/0/0 unit 0 family mpls
family inet address 172.16.15.1/30

family inet6 address 2001:db8:15:1:1::1/64

set interfaces ge-0/1/0 unit
set interfaces ge-0/1/0 unit
set interfaces ge-0/1/0 unit 0 family mpls

family inet address 172.16.20.1/30

family inet6 address 2001:db8:20:1:1::1/64

0
0
0
0
0
0
set interfaces xe-0/2/0 unit 0
0

set interfaces xe-0/2/0 unit 0 family mpls
0
0
0
0
0
0
0
0

set interfaces xe-0/2/0 unit
set interfaces ge-1/0/5 unit 0 family inet address 172.16.150.1/24

family inet6 address 2001:db8:150:1:1::1/64
family mpls

set interfaces ge-1/0/5 unit
set interfaces ge-1/0/5 unit
set interfaces ge-1/1/1 unit 0 family inet address 172.16.30.1/30

family inet6 address 2001:db8:30:1:1::1/64
family mpls

family inet address 172.16.25.1/30

family inet6 address 2001:db8:25:1:1::1/64

set interfaces xe-1/3/0 unit @ family mpls

set interfaces ge-1/1/1 unit
set interfaces ge-1/1/1 unit
set interfaces xe-1/3/0 unit

set interfaces xe-1/3/0 unit

set interfaces 100 unit @ family inet address 10.10.10.10/32 primary
set interfaces 100 unit @ family inet6 address 2001:db8::10:10:10:10/128 primary
set interfaces 100 unit 0 family mpls

set routing-options srlg srlgl srlg-value 1001

set routing-options srlg srlg2 srlg-value 1002

set routing-options srlg srlg3 srlg-value 1003

set routing-options srlg srlg4 srlg-value 1004

set routing-options srlg srlg5 srlg-value 1005

set routing-options srlg srlgé srlg-value 1006

set routing-options srlg srlg7 srlg-value 1007

set routing-options srlg srlg8 srlg-value 1008

set routing-options srlg srlg9 srlg-value 1009

set routing-options srlg srlgl0 srlg-value 10010

set routing-options srlg srlgll srlg-value 10011

set routing-options srlg srlgl2 srlg-value 10012

set routing-options router-id 10.10.10.10



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

rsvp interface all

mpls admin-groups c@
mpls admin-groups c1
mpls admin-groups c2
mpls admin-groups c3
mpls admin-groups c4
mpls admin-groups c5
mpls admin-groups c6
mpls admin-groups c7

mpls admin-groups c8
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mpls admin-groups c9
mpls admin-groups c10 10

mpls admin-groups c11 11

mpls admin-groups c12 12

mpls admin-groups c13 13

mpls admin-groups c14 14

mpls admin-groups c15 15

mpls admin-groups c16 16

mpls admin-groups c17 17

mpls admin-groups c18 18

mpls admin-groups c19 19

mpls admin-groups c20 20

mpls admin-groups c21 21

mpls admin-groups c22 22

mpls admin-groups c23 23

mpls admin-groups c24 24

mpls admin-groups c25 25

mpls admin-groups c26 26

mpls admin-groups c27 27

mpls admin-groups c28 28

mpls admin-groups c29 29

mpls admin-groups c30 30

mpls admin-groups c31 31

mpls interface all

ospf area 0.0.0.0 interface ge-0/0/0.0 metric 10

ospf area 0.0.0.0 interface ge-0/1/0.0 metric 18

ospf area 0.0.0.0 interface xe-0/2/0.0 metric 51

ospf area 0.0.0.0 interface ge-1/1/1.0 metric 23

ospf area 0.0.0.0 interface xe-1/3/0.0 metric 52

ospf area 0.0.0.0 interface ge-1/0/5.0

ospf3 area 0.0.0.0 interface ge-0/0/0.0 metric 10
ospf3 area 0.0.0.0 interface ge-0/1/0.0 metric 18
ospf3 area 0.0.0.0 interface xe-0/2/0.0 metric 51



set protocols ospf3 area 0.0.0.0 interface ge-1/1/1.0 metric 23
set protocols ospf3 area 0.0.0.0 interface xe-1/3/0.0 metric 52
set protocols ospf3 area 0.0.0.0 interface ge-1/0/5.0

R1

set interfaces ge-0/0/0 unit @ family inet address 10.1.1.2/30

set interfaces ge-0/0/0 unit @ family inet6 address 2001:db8:10:1:1::2/64
set interfaces ge-0/0/0 unit 0 family mpls

family inet address 172.16.35.1/30

family inet6 address 2001:db8:35:1:1::1/64

0
0
0
set interfaces ge-0/0/5 unit 0
0

set interfaces ge-0/0/5 unit 0 family mpls
0
0
0
0
0

set interfaces ge-0/0/5 unit
set interfaces xe-0/2/0 unit 0 family inet address 172.16.40.1/30

family inet6 address 2001:db8:40:1:1::1/64
family mpls

family inet address 172.16.45.1/30

family inet6 address 2001:db8:45:1:1::1/64
set interfaces xe-0/3/0 unit 0 family mpls

set interfaces xe-0/2/0 unit
set interfaces xe-0/2/0 unit
set interfaces xe-0/3/0 unit
set interfaces xe-0/3/0 unit

set interfaces 100 unit @ family inet address 172.16.1.1/32 primary
set interfaces 1o@ unit @ family inet6 address 2001:db8::1:1:1:1/128 primary
set interfaces 100 unit @ family mpls

set routing-options srlg srlgl srlg-value 1001
set routing-options srlg srlg2 srlg-value 1002
set routing-options srlg srlg3 srlg-value 1003
set routing-options srlg srlg4 srlg-value 1004
set routing-options srlg srlg5 srlg-value 1005
set routing-options srlg srlgé srlg-value 1006
set routing-options srlg srlg7 srlg-value 1007
set routing-options srlg srlg8 srlg-value 1008
set routing-options srlg srlg9 srlg-value 1009
set routing-options srlg srlgl@ srlg-value 10010
set routing-options srlg srlgl1 srlg-value 10011
set routing-options srlg srlg12 srlg-value 10012
set routing-options router-id 172.16.1.1

set protocols rsvp interface all

set protocols mpls admin-groups c@ @

set protocols mpls admin-groups c1 1

set protocols mpls admin-groups c2 2

set protocols mpls admin-groups c3 3

set protocols mpls admin-groups c4 4

set protocols mpls admin-groups c5 5

set protocols mpls admin-groups cé6 6



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

R2

set
set
set
set

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

interfaces ge-0/0/2 unit
interfaces ge-0/0/2 unit
interfaces ge-0/0/2 unit

interfaces ge-0/1/0 unit

mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
ospf
ospf

admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
interface al
interface ge

c7 7
c8 8
c9 9
c10
cli
cl2
cl13
cl4
c15
c16
c17
c18
c19
c20
c21
c22
c23
c24
c25
c26
c27
c28
c29
c30
c31
1
-0/0/0.0 srlg srlg9

10
1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

area 0.0.0.0 interface ge-0/0/0.0 metric 10
area 0.0.0.0 interface ge-0/0/5.0 metric 10
ospf area 0.0.0.0 interface xe-0/2/0.0 metric 10

ospf area 0.0.0.0 interface xe-0/3/0.0 metric 10

ospf3 area 0.0.
ospf3 area 0.0.
ospf3 area 0.0.
ospf3 area 0.0.

0
0
0
0

o o 0o

.0 interface ge-0/0/0.0 metric
.0 interface ge-0/0/5.0 metric
.0 interface xe-0/2/0.0 metric
.0 interface xe-0/3/0.0 metric

family inet address 172.16.35.
family inet6 address 2001:db8:
family mpls

family inet address 172.16.50.

10
10
10
10

2/30
35:1:1::2/64

1/30



set interfaces ge-0/1/0 unit 0 family inet6 address 2001:db8:50:1:1::1/64
family mpls
family inet address 172.16.55.1/30

family inet6 address 2001:db8:55:1:1::1/64

0
set interfaces ge-0/1/0 unit 0
set interfaces xe-0/2/1 unit 0
set interfaces xe-0/2/1 unit 0
set interfaces xe-0/2/1 unit @ family mpls
set interfaces ge-1/0/2 unit @ family inet address 172.16.60.1/30
set interfaces ge-1/0/2 unit 0 family inet6 address 2001:db8:60:1:1::1/64
0 family mpls

0 family inet address 172.16.65.1/30

0 family inet6 address 2001:db8:65:1:1::1/64

0 family mpls

0 family inet address 172.16.70.1/30

0 family inet6 address 2001:db8:70:1:1::1/64
set interfaces ge-1/1/5 unit 0 family mpls

set interfaces ge-1/0/2 unit
set interfaces ge-1/0/9 unit
set interfaces ge-1/0/9 unit
set interfaces ge-1/0/9 unit
set interfaces ge-1/1/5 unit
set interfaces ge-1/1/5 unit

set interfaces 100 unit @ family inet address 172.16.2.2/32 primary

set interfaces 100 unit @ family inet6 address 2001:db8::2:2:2:2/128 primary
set interfaces 1o@ unit @ family mpls

set routing-options srlg srlgl srlg-value 1001

set routing-options srlg srlg2 srlg-value 1002

set routing-options srlg srlg3 srlg-value 1003

set routing-options srlg srlg4 srlg-value 1004

set routing-options srlg srlg5 srlg-value 1005

set routing-options srlg srlgé srlg-value 1006

set routing-options srlg srlg7 srlg-value 1007

set routing-options srlg srlg8 srlg-value 1008

set routing-options srlg srlg9 srlg-value 1009

set routing-options srlg srlgl@ srlg-value 10010

set routing-options srlg srlgll srlg-value 10011

set routing-options srlg srlgl2 srlg-value 10012

set routing-options router-id 172.16.2.2

set protocols rsvp interface all
set protocols mpls admin-groups c@
set protocols mpls admin-groups ci
set protocols mpls admin-groups c2
set protocols mpls admin-groups c3
set protocols mpls admin-groups c4
set protocols mpls admin-groups c5
set protocols mpls admin-groups c6
set protocols mpls admin-groups c7

set protocols mpls admin-groups c8
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set protocols mpls admin-groups c9
set protocols mpls admin-groups c10 10
set protocols mpls admin-groups c11 11



set protocols mpls admin-groups c12 12

set protocols mpls admin-groups c13 13

set protocols mpls admin-groups c14 14

set protocols mpls admin-groups c15 15

set protocols mpls admin-groups c16 16

set protocols mpls admin-groups c17 17

set protocols mpls admin-groups c18 18

set protocols mpls admin-groups c19 19

set protocols mpls admin-groups c20 20

set protocols mpls admin-groups c21 21

set protocols mpls admin-groups c22 22

set protocols mpls admin-groups c23 23

set protocols mpls admin-groups c24 24

set protocols mpls admin-groups c25 25

set protocols mpls admin-groups c26 26

set protocols mpls admin-groups c27 27

set protocols mpls admin-groups c28 28

set protocols mpls admin-groups c29 29

set protocols mpls admin-groups c30 30

set protocols mpls admin-groups c31 31

set protocols mpls interface all

set protocols mpls interface ge-0/1/0.0 srlg srlgil
set protocols mpls interface ge-1/0/9.0 srlg srlgl
set protocols mpls interface ge-1/1/5.0 srlg srlg7

set protocols ospf area 0.0.0.0 interface ge-0/0/2.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-0/1/0.0 link-protection
set protocols ospf area 0.0.0.0 interface xe-0/2/1.0 metric 12
set protocols ospf area 0.0.0.0 interface ge-1/0/2.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-1/0/9.0 metric 12
set protocols ospf area 0.0.0.0 interface ge-1/1/5.0 metric 13

set protocols ospf3 area 0.0.0.0 interface ge-0/0/2.0 metric 10
set protocols ospf3 area 0.0.0.0 interface ge-0/1/0.0 link-protection
set protocols ospf3 area 0.0.0.0 interface xe-0/2/1.0 metric 12
set protocols ospf3 area 0.0.0.0 interface ge-1/0/2.0 metric 10
set protocols ospf3 area 0.0.0.0 interface ge-1/0/9.0 metric 12
set protocols ospf3 area 0.0.0.0 interface ge-1/1/5.0 metric 13

R3

set interfaces ge-0/0/5 unit @ family inet address 172.16.50.2/30
set interfaces ge-0/0/5 unit @ family inet6 address 2001:db8:50:1:1::2/64
set interfaces ge-0/0/5 unit 0 family mpls



xe-0/3/1
xe-0/3/1
xe-0/3/1
ge-1/0/0
ge-1/0/0
ge-1/0/0
ge-1/0/5
ge-1/0/5
ge-1/0/6
ge-1/0/6
ge-1/0/6
xe-1/3/0
xe-1/3/0
xe-1/3/0
100 unit @ family inet

set interfaces unit @ family

set interfaces unit 0 family

set interfaces unit @ family

set interfaces unit 0 family

set interfaces unit @ family

set interfaces unit 0 family

set interfaces family

set interfaces unit 0 family

set interfaces unit @ family

set interfaces unit 0 family

set interfaces unit @ family

0
0
0
0
0
0
unit 0
0
0
0
0
set interfaces unit 0 family
interfaces unit 0

set family

set interfaces unit 0 family

set interfaces

set interfaces

set interfaces 1o@ unit @ family mpls

set

set routing-options srlg srlg2

set routing-options srlg srlg3

set routing-options srlg srlg4

set routing-options srlg srlg5

set routing-options srlg srlg6

set routing-options srlg srlg7

set routing-options srlg srlg8

set routing-options srlg srlg9

set

routing-options srlg srlgl srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value

srlg-value

inet address 172.16.75.1/30

inet6 address 2001:db8:75:1:1::1/64
mpls

inet address 172.16.80.1/30

inet6 address 2001:db8:80:1:1::1/64
mpls

inet address 172.16.200.1/24

inet6 address 2001:db8:200:1:1::1/64
inet address 172.16.85.1/30

inet6 address 2001:db8:85:1:1::1/64
mpls

inet address 172.16.90.1/30

inet6 address 2001:db8:90:1:1::1/64
mpls

address 172.16.3.3/32 primary

1001
1002
1003
1004
1005
1006
1007
1008
1009

routing-options
set routing-options
set routing-options
set routing-options
set routing-options
set routing-options
include-all c2

set routing-options
set routing-options
set routing-options
set routing-options
equal-primary

set routing-options
172.16.7.7

set routing-options
set routing-options

set routing-options

srlg srlgl@ srlg-value 10010
srlgl1 srlg-value 10011
srlg srlgl2 srlg-value 10012
router-id 172.16.3.3

forwarding-table

srlg

export ecmp
backup-selection destination
backup-selection destination
backup-selection destination
backup-selection destination

backup-selection destination
backup-selection destination
backup-selection destination

backup-selection destination
backup-selection destination

10.1.1

10.1.
10.1.
10.1.
10.1.

10.1.1

10.1.1

10.1.1
172.16.

.0/30

.0/30
.0/30
.0/30
.0/30

.0/30

.0/30
.0/30

interface

all
all
all
all

interface
interface
interface
interface
interface all

interface all
interface all

100 unit @ family inet6 address 2001:db8::3:3:3:3/128 primary

xe-1/3/0.0 admin-group

admin-group exclude c3
srlg strict
protection-type node
bandwidth-greater-

neighbor preference

root-metric lowest

metric-order root

30.0/30 interface all admin-group



exclude c5

set routing-options
set routing-options
node

set routing-options
equal-primary

set routing-options
preference 172.16.7
set routing-options
set routing-options
set routing-options
exclude c5

set routing-options
set routing-options
node

set routing-options
equal-primary

set routing-options
preference 172.16.7

set routing-options

set routing-options

set protocols rsvp

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

set protocols mpls

backup-selection destination
backup-selection destination

backup-selection destination

backup-selection destination
T

backup-selection destination
backup-selection destination
backup-selection destination

backup-selection destination

backup-selection destination

backup-selection destination

backup-selection destination
.7

backup-selection destination
backup-selection destination
interface all

c0

cl

c2

c3

c4

c5

c6

c7

c8

c9

c1o
cli
c12
cl13
cl4
c15
c16
c17
c18
c19
c20

admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups

admin-groups
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admin-groups
10
11
12
13
14
15
16
17
18
19
20

admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups

admin-groups

172.
172.

172.

172.

172.

172.
172.

172

172.

172.

172.

172.
172.

16.
16.

16.

16.

16.

16.

16.

.16.
16.

16.

16.

16.
16.

30.
30.

30.

30.

30.

30.

45.

45.
45,

45,

45,

45,
45.

0/30
0/30

0/30

0/30

0/30

0/30

0/30

0/30
0/30

0/30

0/30

0/30
1/30

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

interface

all
all

all

all

all

all

all

all
all

all

all

all
all

srlg strict
protection-type

bandwidth-greater-
neighbor

root-metric lowest
metric-order root

admin-group

srlg strict

protection-type

bandwidth-greater-

neighbor

root-metric lowest

metric-order root



set protocols mpls admin-groups c21 21

set protocols mpls admin-groups c22 22

set protocols mpls admin-groups c23 23

set protocols mpls admin-groups c24 24

set protocols mpls admin-groups c25 25

set protocols mpls admin-groups c26 26

set protocols mpls admin-groups c27 27

set protocols mpls admin-groups c28 28

set protocols mpls admin-groups c29 29

set protocols mpls admin-groups c30 30

set protocols mpls admin-groups c31 31

set protocols mpls interface all

set protocols mpls interface ge-0/0/5.0 admin-group c0
set protocols ospf area 0.0.0.0 interface ge-0/0/5.0 link-protection
set protocols ospf area 0.0.0.0 interface ge-0/0/5.0 metric 10
set protocols ospf area 0.0.0.0 interface xe-0/3/1.0 metric 21
set protocols ospf area 0.0.0.0 interface ge-1/0/6.0 metric 15

set protocols ospf area 0.0.0.0 interface xe-1/3/0

.0
.0
.0

set protocols ospf area 0.0.0.0 interface ge-1/0/0.0 metric 13
.0
.0 link-protection
.0

set protocols ospf area 0.0.0.0 interface xe-1/3/0.0 metric 22

set protocols ospf3 area 0.0.0.0 interface ge-0/0/5.0 link-protection
set protocols ospf3 area 0.0.0.0 interface ge-0/0/5.0 metric 10
set protocols ospf3 area 0.0.0.0 interface xe-0/3/1.0 metric 21
set protocols ospf3 area 0.0.0.0 interface ge-1/0/6.0 metric 15

set protocols ospf3 area 0.0.0.0 interface xe-1/3/0

.0
.0
.0

set protocols ospf3 area 0.0.0.0 interface ge-1/0/0.0 metric 13
.0
.0 link-protection
.0

set protocols ospf3 area 0.0.0.0 interface xe-1/3/0.0 metric 22

set policy-options policy-statement ecmp term 1 then load-balance per-packet

R4

set routing-options srlg srlgl srlg-value 1001
set routing-options srlg srlg2 srlg-value 1002
set routing-options srlg srlg3 srlg-value 1003
set routing-options srlg srlg4 srlg-value 1004
set routing-options srlg srlg5 srlg-value 1005
set routing-options srlg srlgé srlg-value 1006
set routing-options srlg srlg7 srlg-value 1007
set routing-options srlg srlg8 srlg-value 1008
set routing-options srlg srlg9 srlg-value 1009
set routing-options srlg srlgl@ srlg-value 10010
set routing-options srlg srlgl1 srlg-value 10011



set routing-options srlg srlgl2 srlg-value 10012
set routing-options router-id 172.16.4.4

set protocols rsvp interface all
set protocols mpls admin-groups c@
set protocols mpls admin-groups c1
set protocols mpls admin-groups c2
set protocols mpls admin-groups c3
set protocols mpls admin-groups c4
set protocols mpls admin-groups c5
set protocols mpls admin-groups c6
set protocols mpls admin-groups c7

set protocols mpls admin-groups c8
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set protocols mpls admin-groups c9
set protocols mpls admin-groups c10 10

set protocols mpls admin-groups c11 11

set protocols mpls admin-groups c12 12

set protocols mpls admin-groups c13 13

set protocols mpls admin-groups c14 14

set protocols mpls admin-groups c15 15

set protocols mpls admin-groups c16 16

set protocols mpls admin-groups c17 17

set protocols mpls admin-groups c18 18

set protocols mpls admin-groups c19 19

set protocols mpls admin-groups c20 20

set protocols mpls admin-groups c21 21

set protocols mpls admin-groups c22 22

set protocols mpls admin-groups c23 23

set protocols mpls admin-groups c24 24

set protocols mpls admin-groups c25 25

set protocols mpls admin-groups c26 26

set protocols mpls admin-groups c27 27

set protocols mpls admin-groups c28 28

set protocols mpls admin-groups c29 29

set protocols mpls admin-groups c30 30

set protocols mpls admin-groups c31 31

set protocols mpls interface all

set protocols ospf area 0.0.0.0 interface ge-0/1/0.0 metric 18
set protocols ospf area 0.0.0.0 interface xe-0/2/0.0 metric 10
set protocols ospf area 0.0.0.0 interface xe-1/3/0.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-0/0/0.0 metric 10
set protocols ospf area 0.0.0.0 interface ge-1/1/0.0 metric 10
set protocols ospf area 0.0.0.0 interface xe-0/3/1.0 metric 21
set protocols ospf3 area 0.0.0.0 interface ge-0/1/0.0 metric 18



set
set
set
set
set

R5

set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols ospf3

protocols ospf3
protocols ospf3
protocols ospf3

protocols ospf3

routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
protocols rsvp
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls

protocols mpls

0.0.0.
0.0.0.
0.0.0.
0.0.0.
0.0.0.

area
area
area
area

area

srlg srlgil

srlg srlg2
srlg srlg3
srlg srlgd
srlg srlgh
srlg srlg6
srlg srlg7
srlg srlg8
srlg srlg9
srlg

srlg

interface
interface
interface
interface

interface

srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value
srlg-value

xe-0/2/0.0
xe-1/3/0.0
ge-0/0/0.0
ge-1/1/0.0
xe-0/3/1.0

1001
1002
1003
1004
1005
1006
1007
1008
1009

srlgl10 srlg-value 10010
srlg11 srlg-value 10011

srlg srlgl2 srlg-value 10012

router-id 1
interface al
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups
admin-groups

admin-groups

72.16.5.5

1
co
cl
c2
c3
c4
c5
c6
c7
c8
c9
c10
cl
cl2
cl13
cl4
c15
c16
cl7
c18
c19
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10
11
12
13
14
15
16
17
18
19

metric
metric
metric
metric

metric

10
10
10
10
21



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
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set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols mpls
protocols ospf
protocols ospf
protocols ospf
protocols ospf
protocols ospf3
protocols ospf3
protocols ospf3
protocols ospf3

routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
routing-options
protocols rsvp
protocols mpls
protocols mpls
protocols mpls

protocols mpls

admin-groups c20 20

admin-groups c21 21

admin-groups c22 22

admin-groups c23 23

admin-groups c24 24

admin-groups c25 25

admin-groups c26 26

admin-groups c27 27

admin-groups c28 28

admin-groups c29 29

admin-groups c30 30

admin-groups c31 31

interface all

area 0.0.0.0 interface xe-0/2/0.0 metric 51

area 0.0.0.0 interface ge-0/0/1.0 metric 10

area 0.0.0.0 interface ge-0/0/5.0 metric 13

area 0.0.0.0 interface ge-0/1/0.0 metric 10

area 0.0.0.0 interface xe-0/2/0.0 metric 51
area 0.0.0.0 interface ge-0/0/1.0 metric 10
area 0.0.0.0 interface ge-0/0/5.0 metric 13
area 0.0.0.0 interface ge-0/1/0.0 metric 10

srlg srlgl srlg-value 1001
srlg srlg2 srlg-value 1002
srlg srlg3 srlg-value 1003
srlg srlgd srlg-value 1004
srlg srlg5 srlg-value 1005
srlg srlg6 srlg-value 1006
srlg srlg7 srlg-value 1007
srlg srlg8 srlg-value 1008
srlg srlg9 srlg-value 1009
srlg srlg1@ srlg-value 10010
srlg srlgl1l srlg-value 10011
srlg srlgl2 srlg-value 10012
router-id 172.16.6.6
interface all
admin-groups c0 0
admin-groups c1 1
admin-groups c2 2

admin-groups c3 3



set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

R7

set
set

protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols
protocols

mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
mpls
ospf
ospf
ospf
ospf
ospf3
ospf3
ospf3
ospf3

routing-options

routing-options

admin-groups c4 4

admin-groups c5 5

admin-groups c6 6

admin-groups c7 7

admin-groups c8 8

admin-groups c9 9

admin-groups c10 10

admin-groups c11 11

admin-groups c12 12

admin-groups c13 13

admin-groups c14 14

admin-groups c15 15

admin-groups c16 16

admin-groups c17 17

admin-groups c18 18

admin-groups c19 19

admin-groups c20 20

admin-groups c21 21

admin-groups c22 22

admin-groups c23 23

admin-groups c24 24

admin-groups c25 25

admin-groups c26 26

admin-groups c27 27

admin-groups c28 28

admin-groups c29 29

admin-groups c30 30

admin-groups c31 31

interface all

area 0.0.0.0 interface xe-0/3/0.0 metric 52
area 0.0.0.0 interface ge-0/0/0.0 metric 12
area 0.0.0.0 interface ge-0/0/4.0 metric 15
area 0.0.0.0 interface xe-0/2/0.0 metric 10
area 0.0.0.0 interface xe-0/3/0.0 metric 52
area 0.0.0.0 interface ge-0/0/0.0 metric 12
area 0.0.0.0 interface ge-0/0/4.0 metric 15
area 0.0.0.0 interface xe-0/2/0.0 metric 10

srlg srlgl srlg-value 1001
srlg srlg2 srlg-value 1002



set routing-options srlg srlg3 srlg-value 1003
set routing-options srlg srlg4 srlg-value 1004
set routing-options srlg srlg5 srlg-value 1005
set routing-options srlg srlgé srlg-value 1006
set routing-options srlg srlg7 srlg-value 1007
set routing-options srlg srlg8 srlg-value 1008
set routing-options srlg srlg9 srlg-value 1009
set routing-options srlg srlgl0 srlg-value 10010
set routing-options srlg srlgll srlg-value 10011
set routing-options srlg srlgl2 srlg-value 10012
set routing-options router-id 172.16.7.7

set protocols rsvp interface all
set protocols mpls admin-groups c@
set protocols mpls admin-groups c1
set protocols mpls admin-groups c2
set protocols mpls admin-groups c3
set protocols mpls admin-groups c4
set protocols mpls admin-groups c5
set protocols mpls admin-groups cé6
set protocols mpls admin-groups c7
set protocols mpls admin-groups c8
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set protocols mpls admin-groups c9
set protocols mpls admin-groups c10 10
set protocols mpls admin-groups c11 11
set protocols mpls admin-groups c12 12
set protocols mpls admin-groups c13 13
set protocols mpls admin-groups c14 14
set protocols mpls admin-groups c15 15
set protocols mpls admin-groups c16 16
set protocols mpls admin-groups c17 17
set protocols mpls admin-groups c18 18
set protocols mpls admin-groups c19 19
set protocols mpls admin-groups c20 20
set protocols mpls admin-groups c21 21
set protocols mpls admin-groups c22 22
set protocols mpls admin-groups c23 23
set protocols mpls admin-groups c24 24
set protocols mpls admin-g